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Abstract

The use of symmetric encryption schemes requires that the communicating parties have
access to a shared secret key. A key encapsulation mechanism (KEM) is a cryptographic
tool for the secure establishment of such a key. The KEMs most commonly used at this
time are vulnerable to adversaries with access to a large quantum computer. This project
concerns KEMs that are resistant to all known quantum attacks, such as lattice-based
schemes.

A desirable property for any KEM is multi-target security, capturing the idea that
security does not degrade below the targeted level as the number of users of a proto-
col or the amount of communication per user scales to a certain threshold. For schemes
based on prime-order groups, multi-ciphertext security can be trivially reduced to single-
ciphertext security using self reducibility arguments, but these arguments are not available
for lattice-based schemes. Indeed, one of the alternates in NIST’s post-quantum cryp-
tography standardization project, FrodoKEM, was susceptible to simple attacks in the
multi-target setting.

The standard approach to building IND-CCA secure KEMs has been to start with an
IND-CPA secure public key encryption scheme (PKE) and apply the Fujisaki-Okamoto
transform (FO). In this paper, we introduce a new variant of the FO transform, called
the salted FO transform (SFO) which adds a uniformly random salt to the generation of
ciphertexts. We then show that the resulting KEM’s have much tighter security bounds
compared to their generic counterparts. We then apply our results to FrodoKEM to resolve
the aforementioned simple attacks.
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Chapter 1

Introduction

1.1 Motivation

Cryptography is the study of protocols and techniques for secure communication in the
presence of adversaries. Cryptography often conjures the image of code breakers, inter-
cepting cryptic messages and deciphering them to obtain intelligence. Today, cryptography
is far more ubiquitous, and is used by nearly everyone, multiple times per day, when they
access the internet, communicate using Whatsapp or Messenger, use their debit card, make
transactions online, and so on. The security of these aforementioned interactions depends
on cryptographic protocols — tools to achieve a particular functionality, preserving the
safety of the user, even when they are targeted by malicious entities. To this end, com-
puter scientists, engineers, and mathematicians, have developed rigorous mathematical
notions of security, and apply them to prove security for the protocols that are employed
by society.

Indistinguishability under chosen-ciphertext attack (IND-CCA) [RS92] is generally ac-
cepted as the standard notion of security in asymmetric cryptographic schemes. It entails
that an adversary cannot determine, with high probability, which of two messages, selected
by the adversary, has been encrypted under a public key. It captures the notion that no
partial information should be leaked about a plaintext, by its encryption.

We can strengthen the notion of IND-CCA-security by capturing how security degrades
with the number of users of a protocol, and the number of ciphertext prepared between all
users. If, for instance, a protocol was secure for any given user, but with sufficiently many
users, at least one would be compromised, this protocol would likely fall out of favour.



Multi-target IND-CCA security [BBMO00] is parameterized by u, the number of public keys
(users) and n the total number of challenge ciphertexts. We denote this by IND,, ,-CCA. In
this paper, we consider multi-target security in the context of key agreement mechanisms
(KEM’s). KEM’s are one of the most fundamental cryptographic protocols. They allow
two parties, communicating over public channels, to establish a shared secret key, which
can then be used in symmetric communication. The most widely used KEM’s today do
satisty IND,, ,-CCA security, however, they are not resistant to attacks from adversaries
able to make use of large quantum computers.

In 2017, the National Institute of Standards and Technology (NIST), initiated the post-
quantum cryptography standardization project [NIS17]. One of the major objectives was
to standardize a KEM which was quantum resistant. The approach used in nearly all of
the candidates in that competition was to build an IND-CPA-secure PKE, the hardness of
which depends on a problem for which there is no known quantum algorithm, and then to
apply the Fujisaki-Okamoto transform: which transforms a PKE to a KEM, and guarantees
IND-CCA security provided the underlying PKE is IND-CPA secure.

FrodoKEM was one of the prominent candidates in the NIST post quantum cryptogra-
phy standardization project, selected as a third round alternate. FrodoKEM satisfied the
targeted security levels for IND-CCA security. However, with many challenge ciphertexts
(large n), FrodoKEM exhibited security degradation, and was susceptible to an attack
that only involved sampling sufficienctly many ciphertexts, and looking for a collision.
FrodoKEM is obtained by applying a variant of the FO to a PKE which was IND,, ,-CPA,
assuming the hardness of Learning with Errors. As such, the vulnerability of FrodoKEM
illustrated a consideration in constructing KEM’s from the FO: under certain parameters
a PKE being IND,, ,-CPA does not guarantee that the KEM obtained by applying the FO
to that PKE is IND,, ,-CCA.

1.2 Owur Contributions

Chapters 2 of this thesis covers basic cryptographic background, which should be famil-
iar to readers with some background in cryptography. These include notions of security,
definitions of protocols, proof techniques, and an index of notation. Chapter 3 covers
more specific background such as learning with errors, the Fujisaki Okamoto transform,
and FrodoKEM. The definitions and theorems presented in these two chapters are drawn
entirely from the literature.

The major results of this thesis are presented in chapter 4. There, we introduce the
salted Fujisaki-Okamoto transform (SFO), a slightly modified version of the FO-transform,

2



which mitigates the security degradation from having large n, i.e., many challenge cipher-
texts. Furthermore, we prove the security of the KEMs resulting from applying the SFO
transform to IND,, ,~-CPA secure PKE’s in the random oracle model. We apply these results
to FrodoKEM to prove that the most recent version, which makes use of the SFO-transform,
is IND,, ,~CCA secure, and show experimentally that the overhead increase is negligible and
easily mitigated. We briefly describe how one could obtain security bounds in the quantum
random oracle model as well.

1.3 Related Work

This paper is a continuation [HHK17] by Hovelmanns, et al. That paper introduces mod-
ular versions of the FO transform, and proves security bounds for single-target security,
building on [Den03,F099]. This paper has been cited by nearly all of the NIST post quan-
tum cryptography KEM proposals. Our paper builds on this by considering security in the
multi-target setting, and by introducing salting to improve the tightness gap.

Another paper that considers multi-target security in the context of KEMs is [DHK™21]by
Duman et. al. This paper considered the generic FO transform in the multi-target setting,
as well as introduces, and characterizes a security-efficiency trade-off, called prefix hashing.

The central object of study for this thesis is FrodoKEM, an IND-CCA secure KEM that
makes use of a variant of the FO transform, per [HHK17]. This thesis is therefore relating
to [ABD*23b, ABD"23a, BCD"16,LP11, MR04, LPR10].



Chapter 2

Preliminaries

This chapter covers basic cryptographic definitions, notions of correctness and security, an
overview of the random oracle model, and an overview of the general proof strategy used
in later chapters.

2.1 Notation and Terminology

For convenience, we include a table of commonly used notation.

Table 2.1: Some generic symbols used throughout this thesis.

Symbol Description Defined

m, M A private message/plaintext, m belonging to a message | 2.2.1
space M.

c,C A public ciphertext ¢ belonging to a ciphertext space C. | 2.2.1

r,R A random bitstring r belonging to a randomness space | 2.2.1
R.

pk, PK A public key pk belonging to a public key space PKC. 2.2.1

sk, SIKC A secret key sk belonging to a secret key space SK. 2.2.1

ss, IKC A shared secret ss, belonging to a space K. 2.2.1

salt, leng,e A public uniformly random bitstring of length leng,;. 4.2




Symbol Description Defined

— Denotes sampling from a set, assignment of a variable, | -
or running a deterministic algorithm.

& Denotes sampling from a set uniformly at random, or | -
running a probabilistic algorithm.

[statement] Returns 1 if statment is true, and 0 otherwise. -

KeyGen() A probabilistic key generation algorithm that outputs a | 2.2.1
public key pk and a secret key sk.

Enc(pk, m) An encryption function, which takes as input a public | 2.2.1
key pk and message m, and outputs a public ciphertext.

Enc(pk, m;r) A deterministic encryption function where randomness | 2.2.1
is an input, together with the public key pk and message
m, and outputs a public ciphertext c.

Dec(sk, c) A decryption function, which takes as input a secret key | 2.2.1
sk, and a ciphertext ¢ and outputs a message m

Encaps(pk) An encapsulation function, which takes as input a public | 2.2.1
key and outputs secret key ss and a public ciphertext c.

Opec(c) A decryption oracle, which takes a ciphertext ¢, and | 2.2.2
outputs a message m < Dec(sk, c).

Obecaps(€) a decapsulation oracle, which takes as input a ciphertext | 2.2.2
and outputs a shared secret ss := Decaps(sk, ¢).

Decaps(sk, ¢) a decapsulation function, which takes as input a cipher- | 2.2.1
text and a secret key, and outputs a shared secret ss.

Decaps(j, ¢) a decapsulation oracle, which takes as input a ciphertext | 4.3
and outputs a shared secret ss := Decaps(sk;j,c), in a
multi-target setting.

encode(k) A function for representing bit strings as matrices. 3.3.1

decode(K) The inverse of the encoding function, to convert matrices | 3.3.1
into bit strings.

pack(C) A function for packing matrices into bit strings. 3.3.1

unpack(b) The inverse of the packing function to convert bit strings | 3.3.1
into matrices.

sample(r) An algorithm for sampling random error terms. 3.3.1

SampleMatrix(r) | An algorithm for sampling matrices of random error | 3.3.1

terms.

Table 2.2: More generic symbols and functions used throughout this thesis.




Symbol Description Defined

Ly The private set of messages encrypted as challenge ci- | 4.2
phertexts to an arbitrary public key in a single target
setting.

L, The private set of messages encrypted as challenge ci- | 4.3
phertexts for user j in a multi-target setting.

Lo The public set of challenge ciphertexts with produced | 4.2
under an arbitrary public key, in a single target setting.

Le; The public set of challenge ciphertexts with for user j | 4.3
in a multi-target setting.

£c, Lh Lists of (Q)ROM queries by an adversary in a single- | 4.2
target setting.

£6;, LH, Lists of (Q)ROM queries by an adversary corresponding | 4.3
to a specific user in a multi-target setting.

£p The set of decapsulation oracle queries performed by an | 4.2
adversary in a single-target setting..

£p, The set of decapsulation oracle queries performed by an | 4.3
adversary corresponding to a specific user in a multi-
target setting.

Table 2.3: Lists used throughout this thesis.

2.2 Cryptography

Cryptography is the science concerning techniques and protocols for communicating in
the presence of adversaries. There are two broad areas of cryptographic, symmetric and
asymmetric (also public key) cryptography. The former assumes that the two communi-
cating parties have access to a shared secret key, while the latter assumes no prior secret
communication.

2.2.1 Public Key Encryption Schemes

A public key encryption scheme (PKE) is used when two parties with no prior secret
communication wish to communicate over an insecure channel. Formally, we define a PKE

as follows




Definition 2.2.1 (Public Key Encryption Scheme). A public key encryption scheme is a
triple of algorithms PKE = (KeyGen, Enc, Dec), together with a message space M:

o KeyGen() — (pk, sk): A probabilistic key generation algorithm that outputs a public
key pk and a private key sk.

e Enc(pk,m) — ¢ A probabilistic algorithm that takes as input a public key pk and
a message m € M and outputs a ciphertext ¢. Encryption makes use of random
values, belonging to an randomness space R. In some cases, the randomness used in
an encryption will be treated as an explicit parameter so that, ¢ < Enc(pk, m;r), in
which case encryption is deterministic.

e Dec(sk,c) — m’ or L: A deterministic algorithm that takes as input a ciphertext
¢ and a private key sk and produces either a message m’ € M or an error symbol

1¢ M.

The properties of a PKE that are relevant to this project are correctness and security.

Certain public key encryption schemes, for example those based on lattice problems,
exhibit correctness errors. These occur when, for a message m € M, and key pair (pk, sk)
first encrypting, then decryption, does not return m. Correctness errors may leak some
information, as shown in Section 4.2.1. In [HHK17] Hotheinz, Hévelmanns, and Kiltz, came
up with a notion of correctness sufficient to prove the security of modular FO transforms.

Definition 2.2.2 (§-correctness of a PKE). A public key encryption scheme PKE =
(KeyGen, Enc, Dec) with message space M is called d-correct if

E(pk,sk)[néaMx Pr[Dec(sk, ¢) # m|c < Enc(pk,m)] < §

where the expectation is taken over all (pk, sk) & KeyGen()
In settings where there are multiple users, we need a definition of multi-user correctness.
We denote this as d(u) which is the maximum 6, taken over all u users.

Definition 2.2.3 (d(u)-correctness of a PKE). A public key encryption scheme PKE =
(KeyGen, Enc, Dec) with message space M is called 6 (u)-correct if

E[max max Pr[Dec(sk;, c) # m|c < Enc(pk;, m)] < 6(u)
jE[u] meM



where the expectation is taken over all (pky, ski), ..., (pku, sky) & KeyGen().

Another notion that comes up in security is the entropy of ciphertexts generated by a
PKE. The idea is that for a PKE with higher entropy, there will be a more even distribution
of ciphertexts, and the probability that a message encrypts to any particular ciphertext is
low. Note that this notion is relevant because it is not necessarily the case that the output
distribution of an encryption function will be uniform. We define entropy formally below.

Definition 2.2.4 (Min-entropy). For (pk, sk) < KeyGen and m € M, the min entropy of
Enc(pk,m) is defined as

v(pk,m) := —logmax Pr [Enc(pk, m;r) = (|

ceC reR

Definition 2.2.5 (y-spread). A PKE is y-spread if for every key pair (pk, sk) <— KeyGen()
and every message m € M, v(pk,m) > ~. Equivalently, we have that for any ciphertext ¢

) = o] < 9
TIZ%[Enc(pk,m,r) c] <2

2.2.2 Security Definitions

There are a number of different notions for the security of a PKE. The standard in crypto-
graphic literature is to express security notions in terms of a experiment being attempted
by an adversary. The different notions relate to the objective of and powers afforded to
the hypothetical adversary A. The objective may be to break one-way (OW) security,
meaning to recover a plaintext from it’s encryption. It may be to break indistinguishability
(IND), meaning either to determine which of two messages has been encrypted under a
given public key, or to distinguish a ciphertext from a random vector, depending on the
context.

Definition 2.2.6 (OW-ATK Security for a PKE). Consider the game shown in Figure 2.3.

where

— it ATK = CPA
Oatk := § PCO it ATK = PCA
PCO,CPA if ATK = PCVA

Denote the advantage of an adversary A in the OW-ATK game as

AdvEREATK(A): = Pr{ExpSRAT<(A) = 1]

8



Expone ™8 (A) PCO(m € M, c)

1:  (pk,sk) & KeyGen() 6: return [Dec(sk,c) =m]
20 mtE M

3: ¢+ Enc(pk,m") CVO(c # ¢¥)

a0 m! < AONTK(pk ) 7: m < Dec(sk,c)

5: return [m* = m/] 8: return [m € M|

Figure 2.1: One-way security for a PKE.

A public key encryption scheme PKE is one-way against an attack ATK € {CPA, PCA, PCVA}]
if for any adversary A running an algorithm with time 7" and success probability epsilon,
we have

Ty o
€

where « is the desired security level.

The above definition captures the idea that given a ciphertext/public key pair, and ac-
cess to the relevant oracles, no adversary can produce the underlying plaintext. Here OW
relates to the objective of a adversary: to find the underlying plaintext given a ciphertext.
ATK describes the powers afforded to the adversary. Chosen plaintext attacks (CPA) only
allow the adversary to encrypt messages using the public key. Plaintext checking attacks
(PCA) allow the adversary to make use of a plaintext checking oracle (PCO). Plaintext
checking and verifying attacks (PCVA) allow the adversary to make use of PCO and a
ciphertext validity oracle CVO.

One-way security may seem like the natural notion of security to target for a PKE.
However, an adversary might not be able to produce the plaintext underlying a particular
ciphertext, but might be able to learn partial information. A strong notion of security
should capture the idea that an adversary cannot leverage any information leaked by
a ciphertext. Hence ciphertest indistinguishability, defined in figure, is considered the
standard notion.

Definition 2.2.7 (IND-CPA Security of a PKE). Consider the experiment shown in Figure
2.2



ExplEA(A)

1: (pk,sk) & KeyGen()
2: (my,m3, st) < A(pk)
50 b<E {01}

4: " < Enc(pk,myp)

5: b <« A(pk,c*, st)

6: return [b="b]

Figure 2.2: IND-CPA security experiment.

Denote the advantage of an adversary A in the IND game as

1
AQVBRSPA(A): = |PEpNRA(A) = 1] - 5

We say that a PKE is indistinguishable against an attack ATK € {CPA, CCA} if, for any
adversary A running an algorithm with time 7" and success probability epsilon, we have

Ty o
€

where « is the desired security level.

Note that if a ciphertext leaked any information, even a single bit, of the plaintext,
than this would allow an adversary to trivially win the IND-CCA game, by choosing two
plaintexts which differ at every bit, in which case the leaked bit would reveal which plain-
text had been encrypted.

The more standard, albeit difficult to achieve security notion for PKE’s is indistin-
guishability under chosen ciphertext attack (IND-CCA). The definition of IND-CCA secu-
rity is identical to that of IND-CPA security, except that the adversary is given access to a
decryption oracle which they can query at any time.!

IThere are two notions for IND-CCA security: non-adaptive and adaptive. The notion described above
is indistinguishability under adaptive chosen ciphertext attack or IND-CCA2. The weaker notion would
require that the adversary choose all ciphertexts to submit to the decryption oracle at the outset, rather
than being able to make repeated queries. Adaptive is usually preferred because it is a stronger security
notion, and reflects real life security risks from malicious adversaries.
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Obpec(c # ¢*)

7: m' < Dec(sk,c)

8: return m’

Figure 2.3: Decryption oracle for IND-CCA security.

2.2.3 Key Encapsulation Mechanisms

Symmetric encryption schemes differ from PKE’s, in that the communicating parties only
make use of one shared secret key. In many settings, it is prohibitively computationally
costly to perform all communications using a PKE. Thus a common approach to secure
communication is hybrid encryption where public key cryptography is used for the estab-
lishment of a shared secret sk, which is then used in a symmetric encryption scheme. A
key encapsulation mechanism (KEM) is a triple of algorithms used to establish a shared
secret key between two parties. A standard way to build a KEM is to start with a pas-
sively secure PKE, and then apply the Fujisaki-Okamoto transform, which is described in
Chapter 3. A KEM is defined as follows

Definition 2.2.8 (Key Encapsulation Mechanism). A key encapsulation mechanism is a
triple of algorithms KEM = (KeyGen, Encaps, Decaps), together with a finite key space K :

e KeyGen() — (pk, sk) : A probabilistic key generation algorithm that outputs a public
key pk and a private key sk.

e Encaps(pk) — (c,ss): A probabilistic algorithm that takes as input a public key pk,
and outputs an encapsulation ¢ and a shared secret ss € K.

e Decaps(sk,c) — ss’ or L : A deterministic algorithm which takes as input a secret
key sk and an encapsulation ¢ and produces a shared secret ss’ € K or an error
symbol L ¢ K.

Note that it is possible to design KEMs for which decapsulation only ever returns an
output ss € K. These KEMs have a property called implicit rejection. For these KEMs, if
an encapsulation is rejected, the output of Decaps is something resembling a valid shared
secret. A KEM for which Decaps outputs | when an encapsulation is rejected has the
property of explicit rejection. A formal description of these properties can be found in
Section 3.1.2.

We can define security and correctness for KEMs similar to PKEs.

11



Expien (A) Obecaps(¢ 7# ¢7)

1: (pk,sk) & KeyGen() 7: return Decaps(sk,c)
20 bE {01}

3: (", Kp) & Encaps(pk)

1 K & U(K)

50 b« AO9esrs (pk, ¢ K3)
6: return [b="b]

Figure 2.4: IND-CCA security experiment for a KEM.

Definition 2.2.9 (d-correctness of a KEM). A key encapsulation mechanism KEM =
(Encaps, Decaps, KeyGen) with key space K is called d-correct if

E[max Pr[Decaps(sk, c) # ss|(pk, sk) & KeyGen(); (¢, K) & Encaps(pk)]] < ¢

meM

where the expectation is taken over (pk, sk) < KeyGen.

This definition captures the idea that a KEM should produce a shared secret between
two parties, so that when (¢, K') < Encaps(pk), then Decaps(sk,c) — K, and K becomes
the shared secret.

For KEM’s the standard security notion is IND-CCA, defined below. Note that a notion
of IND-CPA for a KEM can be obtained by disallowing access to a decapsulation oracle.
Note that we do not present a notion of one-way security for a KEM, as this will not be
relevant to our work.

Definition 2.2.10 (IND-CCA Security of a KEM). Consider the experiment shown in
figure 2.4

Denote the advantage of an adversary A in the IND-CCA game as

1
AQVRRECA(A) = [PrEXpRRA(A) = 1] -

We say that a KEM is indistinguishable under chosen-ciphertext attack?® if no adversary
can win the above experiment with non-negligible probability.

2Removing access to Obecaps() would define indistinguishability under chosen plaintext attack for a KEM
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2.3 Reductions

In order to prove security for a modern public key cryptographic protocol one must always
assume the hardness of some underlying conjectured-hard problem.®> A conjectured-hard
problem is one for which there is no known algorithm which solves that problem in polyno-
mial time, and it is considered reasonable to assume that no such algorithm will be found.
For example: factoring a product of large primes has been assumed to be a hard problem
for decades; no efficient classical algorithm has been found. However, prime factorization
could be efficiently solved by quantum computers.. This section will provide definitions rel-
evant to the security proofs used throughout this paper. Some familiarity with complexity
classes is assumed.

Definition 2.3.1 (Polynomial-time reducibility of a protocol to a problem). Let P be a
protocol, and & be a problem. Let A be an oracle that achieves the adversarial goal P
characterizing the security of P.

We say that the security of P reduces in polynomial time to the difficulty of S if given
access to A, one can design a polynomial-time algorithm B, that utilizes A as a subroutine,
that solves §. This can be expressed as

S<pP

If S is a conjectured-hard problem, then such a reduction would constitute a proof of
security for P. Examples of conjectured hard-problems that cryptographic protocols have
been reduced to include, among many others, prime factorization, the discrete logarithm
problem, and learning with errors.

Definition 2.3.2 (Tight Reduction). Let P be a protocol, and A be an algorithm with
an adversarial goal specified by the security definition for P with run time at most 7" and
advantage at least e. Suppose S is a problem, and B is an algorithm that solves P running
A as a subroutine, with run time at most 7" and advantage at least €. A reduction from

P to S is said to be tight if
T T
€ €
T

where the value (f—,/) / (?) is called the tightness gap of the reduction.

3This assertion does not apply to quantum key distribution.
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Intuitively, large values of (%) imply that the algorithm which solves the adversarial
goal specified by the security definition of P either takes infeasible long, or has negligible
probability of success. A security proof involving a reduction to a conjectured hard problem
should be tight, since this demonstrates that breaking P is at least as hard as solving S,
whereas a non-tight reduction does not.

Definition 2.3.3 (Security level). Let P be a protocol with security parameter X\. We say
that P has k bits of security if any algorithm A with an adversarial goal specified by the
security definition of P, and has advantage at most € and run time at least T satisfies
the bound

14



Chapter 3

Lattices and eFrodoKEM

In this chapter, we describe eFrodoKEM!, a lattice-based KEM, that was selected as a
third round alternate in the NIST post quantum cryptography standardization project
[ABD*23b]. To this end, we also introduce the learning with errors problem (LWE),
an encryption enabling problem, on which eFrodoKEM’s security depends, as well as the
necessary lattice background.

3.1 Learning with Errors

Learning with errors is a problem introduced by Regev [Reg05, LPR10] which has turned
out to be a very robust foundation for cryptographic protocols. In terms of hardness,
the best known algorithms for LWE, whether quantum or classical, run in exponential
time [MRO4]. Furthermore there is a reduction between the hardness of LWE and the
worst-case hardness of well-studied lattice problems [MP13].

In terms of functionality, LWE has been used most notably as the basis for post-
quantum KEMs including eFrodoKEM/FrodoKEM, NewHope, and Kyber, and has been
the only problem so far discovered which enabled fully homomorphic encryption. We
present here some basic lattice definitions, as well as LWE and its variants [Peil6].

leFrodoKEM was simply called FrodoKEM in the NIST submission. The “e” stands for ephemeral, to
distinguish an outdated version, which only establishes single-target security, from the updated version,
presented in Chapter 4, which establishes multi-target security.
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3.1.1 Lattices

In this subsection we describe some preliminary results and problems pertaining to lattices
following [Peil6].

Definition 3.1.1 (Lattice (£)). An n-dimensional lattice £ is a subset of R™ that is both

1. An additive subgroup: 0 € L and —z,x +y € L for each z,y € L.

2. Discrete: every x € L has a neighborhood in R™ in which it is the only lattice point.

In this project vectors will be expressed in bold, so that v € £ denotes a lattice point.

A lattice, while infinite, is always generated by a finite basis B = {by, ..., by }. We say

L=L(B):= {Z zbi oz € Z}

There are many related conjectured-hard problems on lattices, that have proved to be
highly practical for cryptographic applications. These problems, related constructions, and
hardness results, will be summarized in this section.

Definition 3.1.2 (Minimum distance of a lattice). For a lattice £ we define the minimum
distance A\ (L), as

ML) = i
(£) VEI?{?O}”V”

for some norm || - |].

More generally, define \;(£) to be the smallest r so that £ has at most ¢ linearly inde-
pendent vectors of length at most r.

Definition 3.1.3 (Shortest vector problem (SVP)). Given a basis B of an n-dimensional
lattice £ find v € £ with ||v|| = A\ (L)
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Definition 3.1.4 (Approximate shortest vector decision problem( GapSVP,)). Given a
basis B of an n-dimensional lattice £ = £(B) where A\;(£) < 1 or A\{(£) > 7(n) determine
which is the case.

GapSVP,, would be trivial if A\;(n) is known, and so it is clear that knowing the minimum
distance of a lattice is an unreasonable assumption. Hence, the shortest vector problem is
not trivially in NP, because a solution cannot be verified without knowing the minimum
distance.

3.1.2 Learning with Errors

Now we describe LWE, which at the outset, does not appear to be a lattice problem directly,
but which is linked to lattices through certain reductions to lattice problems. Intuitively,
the LWE assumption states that distinguishing between linear equations with an error
term, and truly random vectors, is difficult. Formal definitions for LWE assumptions are
provided bellow.

Definition 3.1.5 (LWE sample). Let s € Z, be a secret random vector. Let y be an

error distribution. Then Ag, is an LWE distribution, sampled as a & Zy and e < x and
returning (a,b:= as+e mod q).

Definition 3.1.6 (Decisional LWE). Given m samples which are either LWE samples of
the form v; = as + ¢;, or uniformly random vectors, determine which is the case.

Definition 3.1.7 (Search LWE). Given m LWE samples vy, ..., v, of the form v; = as+e¢;,
determine s.

One of the essential hardness results relating to LWE is the reduction to the worst-case
hardness of GapSVP
LWE S GapSVPpOly(n)
This result can be obtained the reductions in [MRO04], [SSTX09]. An overview of the
relations between lattice problems can be found in [LvdPdW12].

Remark. The hardness of LWE can be reduced to certain problems on unstructured lattices.
There are variants of LWE which reduce to equivalent problems on lattices that have
structure. This creates a security - efficiency trade-off. These variants are Ring-LWE and
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Module-LWE, the latter of which is the basis for Kyber, the winner of the NIST post-
quantum cryptography standardization project [BDK'18]. A detailed treatment of LWE
variants is outside of the scope of this thesis, except in noting that eFrodoKEM had more
conservative security assumptions that Kyber, and yet the former was not multi-target
secure, while the latter was. This surprising result does not relate in any way to the
hardness of LWE, but rather particular parameters of eFrodoKEM, especially the size of
the message space. This subject is addressed in chapter 4.

3.2 The FO Transform

To achieve an IND-CCA secure KEM, it suffices to start with the much easier task of
constructing a PKE with weaker assumptions, and then apply a transform which maps that
PKE into an IND-CCA secure KEM. Such a KEM can be used to establish a shared secret
key between the communicating parties, who can then make use of symmetric encryption
schemes, yielding a hybrid scheme that is IND-CCA, under certain standard assumptions
on the symmetric encryption scheme.

The Fujisaki-Okamoto transform takes as input a passively secure PKE, with either
OW-CPA or IND-CPA security, and outputs an IND-CCA KEM. The FO transform works
by making it so that in order for an adversary to prepare a ciphertext, they would have
to know the underlying plaintext, weakening adversarial advantage derived from access to
a decapsulation oracle. In Section 3 of [HHK17] Hofheinz et al. establish four different
versions of the FO transform, which vary in the assumptions placed on the PKE, as well
as their use of either implicit or explicit rejection, building off of [FO99, Den03].

The FO transform is the composition of two components, the T transform, and the U €
{UL, Ut Ut U;Kn} The resulting compositions are likewise called {FOL, FO,Ln7 FO*, FOﬁ}.

3.2.1 T-transform : IND/OW—-CPA to OW—PCA/PCVA

Let PKE = (Enc, Dec, KeyGen) be a generic passively secure public key encryption scheme.
The T transform takes two arguments, PKE, and a hash function G, modelled as a random
oracle. T[PKE,G] = PKE; = (KeyGen, Ency, Decy) is a new public key encryption scheme
with Enc; and Dec; described in Figure 3.1.
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Ency (pk, m) Dec, (sk, ¢)
1: ¢ < Enc(pk,m;G(m)) 3: if m' = L or Enc(pk,m’,G(m')) # ¢

2: return 4: return L

5: else return m’

Figure 3.1: Encryption and decryption for T[PKE].

Recall that encryption functions make use of an often unwritten random number r; i.e.
¢ = Enc(pk,m) = Enc(pk, m;r) where r is called the “random coins” used to generate c.
PKE; does not use random coins but instead uses G(m). Note that since G is modelled as a
random oracle, G(m) is indistinguishable from a random value. This transformation does,
however, make PKE; deterministic. This means that, regardless of the security properties
of PKE, T[PKE, G] is not IND-CPA.

Observe that Dec(sk, ¢) returns L whenever ¢ # Enc(pk, m’; G(m')) for some m'. Con-
sider an adversary with access to a decryption oracle Dec with Dec(c) = Decy(sk,c). If ¢
were sampled at random, then the probability that ¢ decrypts to something other than L
is negligible. Informally, this means that in order to produce a ciphertext that decrypts
to a message in the message space, the adversary would have to know the underlying
plaintext in advance. This idea will be used in Section 3.3. The following theorems taken
from [HHK17] describe the security properties of PKE;.

Theorem 3.2.1 (PKE OW-CPA 222 T[PKE, G] OW-PCVA). Assume PKE is 6-correct

and ~y-spread. For any OW-PCVA adversary B issuing at most qo queries to the random
oracle G, qp queries to a plaintext checking oracle PCO, and qy queries to a ciphertext
validity oracle CVO, there exists an IND-CPA adversary A such that

ROM

Theorem 3.2.2 (PKE IND-CPA —= T[PKE, G] OW-PCVA). Assume PKE is d-correct

and y-spread. For any OW-PCVA adversary B issuing at most qc queries to the random
oracle G, qp queries to a plaintext checking oracle PCO, and qy queries to a ciphertext
validity oracle CVO, there exists an IND-CPA adversary A such that

AdyOW-PCVA 2qc +1

pre,  (B) < (qa+aqp)-0+qv-277 + 3. AdvOWCPA(A)
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3.2.2 U-transform : OW-PCA to IND-CCA

As described in chapter 2.2, one-way security fails to capture the idea that no information
about a plaintext should be leaked by a ciphertext. The notions of OW-PCA/PCVA are
used as intermediate security notions. This section describes the several variations of the
U transformation, which maps an OW-secure PKE to an IND-CCA KEM. Each version of
the U transform maps a PKE to a KEM, but they vary in two ways:

1. Rejection of invalid ciphertexts:

e Ut denotes the use of explicit rejection in handling invalid ciphertexts. This
means that when Decaps™ is queried on (sk,c), and Dec(sk,c) = L, then
Decaps™(sk,c) = L

e U” denotes the use of implicit rejection in handling invalid ciphertexts. This
means that when a Decaps” is queried on (sk,c), and Dec(sk,c) = L, then a
pseudorandom output is generated using a previously selected uniformly random
s is used in the generation of the output of Decaps” (sk, c).

2. Values passed to H:

e U,, . denotes that the output of Encaps and Decaps will be of the form H(m, c),
where H is a hash function.

e U,, denotes that the output of Encaps and Decaps will be of the form H(m),
where H is a hash function.

e [t is standard practice to hash the public key used in the generation of cipher-
texts together with the other inputs. Section 4.3 describes the rationale behind
this decision and introduces a technique called prefix hashing to achieve the
same functionality with reduced overhead.

e Ul oo Unn, Uz are introduced in [HHK17]. In practice,
all KEM’s that make use of the FO-transform also include some kind of public key hash.
This inclusion makes no impact on single target security, but mitigates risk of security
degradation occurring as the number of users scales.

As an example, let PKE = (KeyGen, Enc, Dec) and PKE; := (KeyGen, Ency, Dec;) = T[PKE, G]
where G is a random oracle. Then UfM[PKEl, H] := (KeyGen’L, Encaps”, Decapsl) is a KEM
with algorithms described in Figure 3.2.

Four variants of the U transform UL . U*
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KeyGen” () Encaps” (pk) Decaps* (sk, ¢)

1: (pk, sk’) & KeyGen() 5. m e M 9: Parse sk = (sk',s)

0 s &M 6: c+ Enci(pk/,m) 10: m' := Decy(sk,c)

50 ski=(sk',s) 7: K:=H(m,c) 1: ifm' # L return K := H(m/, ¢)
4: return (pk', sk) 8: return (K, c) 12: else return H(s,c)

Figure 3.2: Key encapsulation mechanism from FO;%%C.

3.3 eFrodoKEM

This section describes eFrodoKEM, an IND-CCA secure KEM, that relies on the (quan-
tum) hardness or learning with errors, and is the central object of study for this paper.
eFrodoKEM is a predecessor to FrodoKEM, which is discussed in chapter 4. eFrodoKEM
is obtained by applying FO,,’Z%C to an IND-CPA PKE called FrodoPKE. FrodoKEM is also

obtained from FrodoPKE, but applies a different transform to it, specifically SFO;fw, which
is described in Section 4.2. In turn, FrodoPKE, introduced in [BCD*16], is an instantiation
of an LWE based PKE described in [LP11] by Lindner and Peikert, which is referred to
in this document as the Lindner-Peikert cryptosystem, which generalizes cryptosystems
presented in [Reg05, PV08, GPV08]. In this section we describe the algorithms comprising

eFrodoKEM, and any algorithms that eFrodoKEM makes use of internally.

3.3.1 The Lindner-Peikert Cryptosystem

The Lindner-Peikert cryptosystem has the following parameters:

o Integers q > 2, ny,ny > 1.

e Gaussian parameters s, and sg.

Message length /.

A public uniformly random matrix A € /e

Generic error-resistant functions

— encode : {0,1} — Z, and
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— decode : Z, — {0, 1}

such that for some threshold ¢ it holds that decode(encode(b) +e mod ¢) = b for any

integer e € [—t,t).

The PKE is shown in figure 3.3.

KeyGen() Enc(pk,m) Dec(sk, ¢)
1: Ry« Dg}sff 1: parse pk = (A, P) 1: parse ' = [c] ], sk =R
9 R2<—Dg?§f 20 e+ Dyl 2: m' =c, - Ry+db
3: P:=R,—A-Ry 31 ey ¢ D2 3: return decode(m’)
4: pk:=(A,P) 4t ez < D%,se
5: sk:=Rgy 5: e:=(ep,e9,€3)
6: return (pk,sk) 6: M := encode(m)
70 = d] =
AP
[etl e, el +mt} i
1
8: return c

Figure 3.3: Lindner-Peikert cryptosystem.

Intuitively, security follows from LWE, while correctness can be argued as follows: For

m € {0,1}* we have that

m = encode(m) € Zé

AP
d=lel e eb+m|-|1
I
=[et - A+e, e -P+el+m]
t R Lot
Andsoc=|, & A+t e € Z{m !

el -Ro+el+m'
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Now observe that

m = (e -A4el) Ry+el-P+el+m
=/ A-Ry+eh-Ry+el -P+e+m
=e! - (ARy +P) +¢é) Ry +el +m

=e| Ry +eb-Ry+eh+m

R,
=("+[0 0 m])- |Ry
I
= €1R + mt,
where

Ry

R=1|Rs

I

This correctness argument generalizes to FrodoPKE A full argument for correctness can be
found in [LP11].

3.3.2 Auxiliary Algorithms for Frodo

The algorithms shown in Figures 3.4 to 3.16 make use of these parameters:

oq:ZD

. an integer modulus with D < 16
e n,m : n integer matrix dimensions with n =0 mod 8
e b < D: the number of bits encoded in each matrix entry

{=B-m-n

len,,: the message length
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M = {0,1}'*": the message space

lengeed, : the length of the seed used for matrix generation

lenseeds: the length of the seed used for error sampling

T,: the distribution table for sampling

The algorithms in Figures 3.4 to 3.11 are used for FrodoPKE, as well as eFrodoKEM
and FrodoKEM (in chapter 4). We begin with an encoder and decoder. The encoding
function allows for bit strings to be represented as matrices over the integers mod ¢ for the
purpose of encryption and decryption with LWE. The decoding functions coverts matrix
representations back into bit strings.

We represent a bit string as k and a matrix as K. We let m and m represent the
dimensions of K. If k were an mn bitstring, representing k as a matrix would be trivial.
More generally, strings of length ¢/ = B-mn are represented as matrices by first interpreting

each B bit sub string as an integer k, then encoding by multiplying by ¢/2F = 2P=5.

Frodo.encode(k) Frodo.decode(K)

1: for (i=0;i <m;i<i+1) 6: for (i=0;i<mi<«i+1)

2 for (j=0;5<mj«j+1) 7 for (j=0;5<mj«j+1)
51 8: k<« |Kij-2%/q] mod 27

3: k <+ Z k(z‘.ﬁ_l’_j)B_A'_l : 2l B_1
=0 9: k=) k-2

1: K;j « k-q/2P ZZ

5: return K 10 : for(l=0;l<B;l <+ 1+1)

11 K(mp i) < ki
Figure 3.4: Encoding function for Frodo. |12: returnk

Figure 3.5: Decoding function for Frodo.

FrodoPKE and eFrodoKEM also make use of algorithms for converting matrices to bit strings
and vice versa shown in Figure 3.6 and Figure 3.7 respectively.
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FrodoKEM.pack(C) FrodoKEM.unpack(b)

1: for(i=0;i<ny;i+i+1) 7: for(i=0;i <np;i<i+1)

2:  for(j=0;j <ng;j<j+1) g:  for(j=0;j <ng;j<j+1)
D—1 D-1

3: Ci,j = Z CZQK 9: CL]' — Z b(in2+j)D+l . 2D_1_l
1=1 1=0

4: for(l=0;l< D;l<+1+1) 10: return C

5 b (inytj) D41 & CD-1-1

6: returnb Figure 3.7: Matrix unpacking function

Frodo.

Figure 3.6: Matrix packing function for

Frodo.
FrodoKEM and eFrodoKEM sample errors from a discrete Gaussian distribution over the
integers, centered at 0 with support S,. The sampling algorithm shown in Figure 3.8
achieves this task in constant time so as to avoid side-channel attacks. It takes as input a
random bitstring r = (ro, ..., Pjen, 1)

Frodo.sample(r = (ro, ..., rlenx—l))> T,

leny, —1
1: &< E r;- 27'_1
i=1

2: e+ 0

3: for(z=0;2<s;24+s+1)
4: ift > T\ (2)

5: e<—e+1

6: e« (1) e

7. returne

Figure 3.8: Sampling function for Frodo.
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Frodo.SampleMatrix(r = (r(®, .., r(rin2=1).Tx)

1: for(i =05i <mnp;i<+i+1)
2 for(j =0;j <ng;j«j+1)
3: E;; < Frodo.sample(r("217))

4: return E

Figure 3.9: Matrix sampling function for Frodo.

Frodo.Gen(seeda ) using AES128

1: for (i=0;i<mn;i<i+1)do
(j=0; j<n; i< j+8)do

()

3: b < (i)|[{4)]0...0 where (i), (j) € {0,1}°
a: (cig)lciger)--|[{cijr) < AES128eed, (b)
5: for(k=0; k<8, k< k+1)do

6: Atk < Cijyr modgq

7: return A

Figure 3.10: Frodo.Gen() using AES128

Frodo.Gen(seeda ) using SHAKE128
1: for (i=0;i<n; i< i+1)do
b(i)||seedp € {0, 1} 6T eNseedn

[\

3: <C¢70>||<CZ'71>...H<CZ'7”,1> — SHAKE128(b, 16n)
4: for (j=0; j<n; j+j+1)do
5 Aij S Cij mod q

6: return A

Figure 3.11: Frodo.Gen() with SHAKE128.

The algorithm shown in Figure 3.9 samples n; X ny matrix of error terms.
The algorithms shown in Figures 3.10 and 3.11 are used to generate a random matrix given
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a seed seed. Two versions are presented, which each make use of a different hash function.

3.3.3 FrodoPKE

FrodoPKE is an IND-CPA-secure PKE, based on the hardness of LWE. In Figures 3.11-3.13
we provide a description of FrodoPKE with notation consistent with the rest of this docu-
ment. For a thorough review, see the FrodoKEM specifications [ABD*23b]. The purpose
of including eFrodoKEM specifications in this document is to show how KEM implemen-
tations that make use of SFO-transform (such as FrodoKEM) differ from implementations
that make use of the FO-transform (such as eFrodoKEM.) FrodoKEM specifications are
given in Section 4.4.

A proof of the IND-CCA security of FrodoPKE can be found in [ABD*23b] Section 2.2.7.

FrodoPKE.KeyGen()

1: seeda & {0, 1}!enseeda

20 AL Frodo.Gen(seeda )

3: seedsg & {0, 1}'enseedSE

4: (r(o),r(l), ...,r(znﬁ_l)) — SHAKE(0x5||seedsg, 2n7 - len,)
5: ST « Frodo.SampleMatrix (r(o), r(l)7 . r(”ﬁfl),ﬁ,n,TX>

6: E < Frodo.SampleMatrix (r(”ﬁ), p(AL L p @)= Tx)
7: BEASHE

8: pk < (seeda,B)

9: sk« ST

10: return (pk,sk)

Figure 3.12: Key generation algorithm for FrodoPKE.
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FrodoPKE.Enc(pk, m)

1:

2

3

10 :

parse pk = (seeda,B)

AL Frodo.Gen(seeda)

seedsg & {0, 1}!enseedsp

(r(o), r rmmrﬁmﬂ)) « SHAKE(0x96||seedsg, (2/n + mm — 1)len,)
S’ « Frodo.SampleMatrix (r(o),r(l), o) n,TX)

E’ « Frodo.SampleMatrix (r(m”),r(m”)“, oy T Em)=1 n,TX>

E” « Frodo.SampleMatrix <r(2m”),r(2m"+1), ...,r(2m”)+m_1,m,n,TX>

B« S'A{E
V+SB+E'
return (C, Cs) := (B’, V + encode(m))

rationale

Figure 3.13: Encryption algorithm for FrodoPKE.

FrodoPKE.Dec(sk, c)

1: parse ¢ = (Cy1,Cy), sk = ST
2: M+ CQ —Cls

3: return M

Figure 3.14: Decryption algorithm for FrodoPKE.

eFrodoKEM Specifications

eFrodoKEM is the name given to the NIST round 3 submission to distinguish it from the
revised, salted version shown in chapter 4. It is constructed by applying FO#’C to FrodoPKE.

Remark. More accurately, eFrodoKEM makes use of a the FOﬁkh’m’c—transform. This means
that a hash of the public key is included as input into H when generating ciphertexts. The
behind this is described in Section 4.2.3. In practice the public key hash pkh
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is often omitted from the subscript in the notation, though almost universally used in
implementations to prevent multi-user attacks.

eFrodoKEM.Encaps(seeda||b)
1 om e {0, 1}lenm
2: pkh < SHAKE (pk, lenpkn)
3: seedgg|k <~ SHAKE (pkh, m, lengeedgy + lenk)
g (0O M) p@EntT—1)) o SHAKE (0 % 96||seedsg, (2mn + mmn) - leny,)
5: S« Frodo.SampleMatrix((r® v ¥™=1) 77 n T,)
6: E' « Frodo.SampleMatrix((r™®) p(n+D)  p2mn=1)) 7 n T))
7: A <+ Frodo.Gen(seedp )
8: B '+ S'A+FE
9: ¢ < Frodo.pack(B')
10: E” < SampleMatrix(r(Z™) p@mntl) p2mntmn-l)y mmom )
11: B < Frodo.unpack(b)
12: V+ SB+E
13: C <« V 4 Frodo.encode(m)

14: ¢ < Frodo.pack(C)
15: ss < SHAKE(cy, cz| k)

16 : return (cp||c,ss)

Figure 3.15: Encapsulation for eFrodoKEM.
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eFrodoKEM.Decaps(ci|c2, (s||seeda ||b, S, pkh))

10 :

11

12 :

13 :

14 :

15 :

16 :

17 :

18 :

19 :

B’ « Frodo.unpack(cy,m,n)
C « Frodo.unpack(cy,m,7)
M« C-B’'S
m’ < Frodo.decode(M)
seedgg ||k’ + SHAKE(pkh, m’, lengeedgy + lenk)
r0 pO p@mntmn-1)y . SHAKE (0x96||seedsg, (2/n + mm) - len,)
S' « Frodo.SampIeMatrix((r(O)7 rM. rmn_l)),m, n,Ty)
E « Frodo.SampIeMatrix((r(m"), r(mntl) r2m"*1)),m, n,Ty)
A <+ Frodo.Gen(seedp)
B" «— S'A+F
E’ « SampIeMatrix(r(Qm”), pZmntl) rzanrmq))? m,n, Ty)
V<« SB+E
C’ <V + Frodo.encode(m’)
if B'|C = B"|C’
k:=k
else
ki=s
ss = SHAKE(cy ||ca|k|lenss)

return ss

Figure 3.16: Decapsulation for eFrodoKEM.
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Chapter 4

Multi-Target Security

In this chapter, we introduce the salted Fujisaki-Okamoto tranform (SFO), and bound
the multi-target IND-CCA security of resulting KEMs. In the setting with one ciphertext
per key pair, security bounds include some terms which come from the probability that
an adversary queries some uniformly random value. These “guessing bounds” will be
negligible. In the multi-target setting, these guessing bounds become replaced by birthday
bounds, which may not be negligible. We see in the case of eFrodoKEM, that these birthday
bounds induce a simple, albeit costly, attack that can win the multi-target security game
with near certainty. The introduction of salting reduces the success probability of these
attacks dramatically.

In section 4.1, we introduce security definitions for the multi-target setting, some of
which we have not seen presented in the literature before. Furthermore, we show the
multi-target attack in eFrodoKEM. In section 4.2, we show bounds for KEMs resulting
from each of the 4 variants of the SFO-transform, carefully adapting the proofs of [HHK17]
to the multi-target setting, using the game hopping technique described in [Sho04], and
incorporating salts to improve birthday bounds. In section 4.3, we briefly discuss multi-
target security, where we are concerned with how adversary advantage scales with the
number of users, and we describe a technique from [DHK™21] called prefix hashing, that
can dramatically reduce overhead for lattice-based KEMs, which induces slight variations of
SFO. Finally, we apply our findings to FrodoKEM, and experimentally test the overhead,
comparing , eFrodoKEM [ABD*23b], FrodoKEM [ABD"23a], and FrodoKEMg () m.c, in
order of increasing efficiency.
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4.1 Multi-Target Security Definitions

In the Multi-target setting we consider two axes in which security can degrade: the number
of users of a protocol, meaning the number of key pairs sampled from KeyGen, and the
total number of ciphertexts issued. We make use of two parameters, n representing the
total number of challenge ciphertexts, and u representing the total number of users. In this
particular paper multi-target security refers to both multi-user security (u > 1), and multi-
ciphertext security (n > u). In previous works, such as [DHK™21], multi-target security
has been used to refer only to definitions in which u > 1, while n = v (multiple users, but
only one ciphertext per user).

If only a limited encapsulations may be produced, this would increase the computational
cost of using said KEM, as key generation would have to be run multiple times to achieve
the same functionality as a multi-target secure KEM. For lattice based KEMs in particular,
key generation is about as computationally costly as encapsulation [LP11], see section 4.2.
Furthermore, the use-cases for said KEM would be reduced to those in which limiting the
number of encapsulations produced under a given key is possible.

4.1.1 Security Definitions

The following are formal security definitions in the multi-target setting that will be used
in this chapter. The variable n denotes the number of challenge ciphertexts, and u denotes
the number of users. There is another axis for security bounds, which is the number of
public keys.

Definition 4.1.1 (Multi-target OW-ATK security of a PKE (OW,, ,-ATK)). Let

— if ATK = CPA
OATK = PCO lf ATK = PCA
PCO,CVO if ATK = PCVA

and £); denotes the set of plaintexts underlying the challenge ciphertexts encrypted with
pk. Consider the experiment shown in Figure 4.1.

Advpge™ " (A) = PriExpece T (A) = 1]
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Expoe AT (A) Chall(j)
m &M
SM]. — SM]. U {m;ﬁ}

c* + Enc(pk;, m;)

EN|

1: fori=1,...,u

o

2: (pk, sk) & KeyGen()
8¢ pk < (pk1, ..., pku)
i om — AOATK7Ch3”(p7€)

5: return [m’ € £y] CVO(j, ¢ # ¢*)

©

10 : return c*

PCO(j,m € M, ) 11: m < Dec(skj,c)
12: return [m € M]

6: return [Dec(sk;,c) =m]

Figure 4.1: Experiment for OW,, ,,-ATK-security.

Where £y, denotes the list of messages encrypted under pk;, and £¢, denotes the corre-
sponding list of ciphertexts. Both lists are initialized to be empty.

We say that a PKE is multi-target one way secure, if, for any adversary running an attack
with time 7', that has success probability €, we have that

T
L
€

where k is the desired security level.

Definition 4.1.2 (Multi-Target IND-CCA Security of a KEM (IND,, ,~CCA)). Consider the
experiment shown in Figure 4.2

: ; 1
Advigen*“H(A): = |Pr[Expyey “A(A) = 1] -

Where £, denotes the list of messages encrypted under pk; and £¢; is the corresponding
list of ciphertexts. Both lists are initialized to be empty.

We say that a KEM is indistinguishable under chosen multi-target attack (IND,, ,-CCA) if

for any adversary running an attack with time 7', that has success probability €, we have
that

T
— > 9r
€

33



Expren™ “A(A) Chall(j)

b {0,1} 6: (c,880) & Encaps(pk;)

2: forj=1,...,u

7: 881 i K
3: (pkj, skj) vl KeyGen() 8: Lo « L¢, U{c}
41 b ACDecpsChall () 9: return ss

5: return [b="b]

ODecaps(j7 c 7é C*)

10: return Decaps(sk;,c)

Figure 4.2: Experiment for IND,, ,-CCA-security.

where k is the desired security level.

In [BBMO00], Bellare et al. prove what we will refer to in this paper as the trivial bound
on multi-target security. Which is that

Ady™NPreCCA < () . Ady'ND-CCA

where u is the number of users and n is the total number of ciphertexts. In this chapter
we improve on this bound significantly, for KEMs built from the FO transform.

4.1.2 Multi-Target Attack on eFrodoKEM

The following attack on eFrodoKEM is simple, involving nothing other than random brute
force computation of sufficiently many encapsulations. Note that this attack assumes mul-
tiple challenge ciphertexts, and therefore falls out of the scope of IND-CCA security. Instead
is is an attack on the IND,, ,-CCA security of eFrodoKEM, Still, it exposes important vul-
nerabilities, which initiated a study into techniques for establishing multi-target security
in KEMs.

We provide description of the attack for a generic KEM* = FO*[PKE, G, H], with
the parameters of eFrodoKEM640. Observe that in eFrodoKEM.Encaps (-) the value ¢
Ency (pk’, m) = Enc(pk, m; G(m)) depends entirely on m and pkh. Consequently, the shared
secret ss <— H(m, ¢) is completely determined by m. The adversary queries Chall(j) n times,
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using the same j ' The adversary prepares N ciphertexts of their own ¢}, ..., dy, using pk;.

Then for each of the n challenges there is approximately an WN\ chance that it uses an m
that was also used for one of the ¢/, ...,cy. Over n challenge ciphertexts, the probability

of finding a collision, is

Pr[COLL] ~ %

In the specific case of eFrodoKEM in eFrodoKEM.Encaps() we see that the values seedgg
and k are entirely determined by the public key hash value pkh, and m. Likewise, in lines
4-6 the secret key S’ and E’, E” depend entirely on m and pkh. The probability that an
adversary finds a collision between one of N ciphertexts that they compute, and one of the

n challenges, is again

Pr[COLL] =~ %

We assume an adversary that could issue as many as 2% queries to Chall. For eFrodoKEM640,
|IM| = 2128, With these parameters the adversary would be able to find a collision with
probability approximately 1 and completely break the multi-target security of eFrodoKEM.

2

Note that this attack does not relate to multi-target security of PKE. It only depends
on M| and n, and has to do with the fact that PKE; := T[PKE, G| is deterministic. In
Theorem 4.2.2 this attack is contextualized within the security bounds for generic FO based
KEMS. This illustrates an important consideration in constructing post-quantum KEMs:
multi-target security of a PKE is not enough to guarantee the multi-target security of the
KEM obtained by applying the FO transform to that PKE.

4.2 The FO/SFO Transform in the Multi-Target Set-
ting

In this subsection, we introduce and formalize a countermeasure to the previous attack,
which has been described in [ABD*23a]. We showed in the previous subsection that even

!This could be seen as a multi-ciphertext attack, with n > 1 and u = 1.
1
2For eFrodoKEM976 M = 292 then the success probability is approximately 5617 obtaining 128 bits of
security, while targeting 192 bits of security. For eFrodoKEM1344 M = 2256 then the success probability

1
is approximately 2128 obtaining 192 bits of security, while targeting 256 bits of security.
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if a PKE is IND,, ,~-CPA-secure, the KEM that results from applying the FO-transform to
it may be vulnerable to a generic attack. The countermeasure is to introduce a uniformly
random salt in the encryption process, so that the collision finding probability depends not
only on | M| and n, but also on the length of the uniformly random salt. In this section
we describe a modified version of the T transform called the ST-transform (Salted-T), and
the corresponding salted SFO- transform (salted FO). We are unaware of any other way of
addressing collision finding attacks in FO-based KEMs at this time.

Let PKE = (KeyGen, Enc,Dec) be a generic IND-CPA-secure public key encryption
scheme. The T transform takes two arguments, PKE, and a hash function G, modelled
as a random oracle. ST[PKE,G] = PKE; = (Ency, Dec, KeyGen) is a new public key en-
cryption scheme with Enc; and Dec; described in Figure 4.1. Changes from the generic T
transform are highlighted in red. The SFO-transform is the composition of the ST trans-

ST[PKE].Enc(pk, m) ST[PKE].Dec(sk, c||salt)
10 salt & {0, 1}lensat 4: if m' = L or Enc(pk,m’, G(m/||salt)) # ¢
2: ¢ < Enc(pk,m;G(m/|salt)) 5: return |
3: return c|salt 6: else return m’

Figure 4.3: Encryption and decryption for ST[PKE].

form, with one of the four variants of the U-transform described in section 3.1.2.

In the following two sections we prove a number of results relating to the IND,, ,-CCA
security of KEMs obtained by applying the FO/SFO transform to an IND,, ,-CPA secure
PKE. Theorem 4.2.2 gives a bound relating to the generic T transform. The proofs will
be formulated as a sequence of games and associated bounds in the style of [Sho04]. The
sequence of changes to the games used will follow the proofs in [HHK17,DHK*21,BHH"19,
LP11], however the underlying games will be multi-target versions of their equivalents
in [HHK17], which leads to different bounds. Theorem 4.2.2 shows the impact of using
SFO instead of FO, giving a much tighter bound than Theorem 4.2.2.

4.2.1 The T-transform: IND,, ,-CPA to OW,, ,~-PCVA

In the following proofs we make use of lemma 4.2.1 taken from [HHK17].
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Lemma 4.2.1. For any OW,, ,-CPA adversary B, there exists an IND,, ,-CPA adversary A
with the same running time as B such that

OW,, ,,-PCA IND,,,-CPA n
Advpye < Advpye + o

M

We begin with an intuitive overview of the forthcoming proofs. The following two proofs
involve a sequence of game hops. One aspect of the proof strategy is to modify the ora-
cles PCO and CVO so that they can be simulated by a CPA adversary, by removing any
dependence on the secret key sk. Another aspect of the proof is to raise the flag CHAL to
indicate that the adversary has queried a message underlying a challenge ciphertext, and
to equate this event with an adversarial goal for a different game.

Theorem 4.2.2 (PKE IND,, ,-CPA 22 T[PKE] OW,,,,-PCVA ). Suppose PKE is §-correct

and y-spread. Then T[PKE]| is §;-correct in the random oracle model with 61(qc) = qg - 9.
Moreover for any OW,, ,,-PCVA-adversary B issuing at most qg queries to the random oracle
G, qp queries to a plaintext checking oracle PCO, and qy queries to a ciphertext validity
oracle CVO, there exists an IND,, ,-CCA adversary A such that

M|

OW,,,,-PCVA
Ad ‘

VPKE; (B) < (g6 +qp) 0 +qv-27"+ +3- AdVLNKDEn’u_CPA(A)

where A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.4. Lines in red represent changes from previous games.

Since Gy is the OW,, ,-PCVA game we have

OW,,,,-PCVA
[Pr[Go = 1]| = Advrprg (B)

In G, the only change is to the oracle CVO which now returns 1 if and only if there was
a previous query r < G(j,m’) such that Enc(pk;, m’;r) = ¢. Consider a query CVO(j, ¢)
with m’ < Dec(sk;, c).

Case 1: CVO(j,c) = 1in Gy, then (m/,r) € £6, and Enc(pk;, m';r) = ¢, hence G(j, m’) =
r and Enc(pk;, m'; G(j,m’)) = ¢. Thus CVO(c) =1 in Gy as well.

Case 2: CVO(j,c) = 0 in G;. Here, we consider 2 sub-cases. Either CVO(j,¢) = 0 in
Gy, in which case G; and Gy are identical, or CVO(j,c¢) = 1 in Gy. In the latter case,
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Go(B) PCO(j,m € M, )

1: forj=1,..,u 11: m' + Dec(skj,c)

5 (pk;, sk;) S KeyGen() 12: return [m =m' and Enc(pk;, m'; G(j,m’)) = (]
3: pk < (pki, ..., pky) CVO(j,¢)

a: (j,m) « BEAMPCOVOGC (L) 13: ifce L,

5: return [m' € £y 14: abort

15: m' « Dec(skj,c)

16: return [m’ € M and Enc(pk;, m’; G(j,m’)) = (]
G(m)

17: if Irst. (m,r) € £¢

Chall(y)
6: me M
71 Ly Ly, U{m}
8: ¢ = Enc(pkj, m;G(m))
9: Lo« Lo U {c} 5
10: return c 19: 1R

20: L£g+ LgU {(m,T)}

21: return r

18 : return r

Figure 4.4: G for the proof of Theorem 4.2.2

we have that Enc(pk;, m’;G(j,m’)) = ¢, and so for CVO(c) = 1 in Gy, it must be the case
that G(j,m’) has not been queried before. This means that the adversary was able to find
r such that Enc(pk;, m;r) = Enc(pk;, m, G(m)) and G(m) # r.

This is where we make use of the assumption that PKE is «-spread, and so

) =l <977
TFG’%[Enc(pk,m,r) c <2

Then the probability that Enc(pk;, m’;r) = Enc(pk;, m’; G(j,m’)), is bounded by 277. The
Gy and G only differ in this case, and since there are ¢y total CVO queries, we have

|IPr[G; = 1] — Pr[Go = 1]| < gqv - 277

In Go, the PCO and CVO oracles no longer check whether m = Dec(sk;,c). In addition
to the ¢g G queries, each of the gp PCO queries also make an implicit query to G, for a
maximum total of ¢g + ¢p total G(j, m;). Observe that Go and G; proceed identically, so
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G1(B) PCO(j,m € M, c)

1: forj=1,..,u 11: m' «+ Dec(skj,c)

5 (pkj, sk;) & KeyGen() 12: return [m =m' and Enc(pk;, m'; G(j,m")) = (]
3: pk < (pky, ..., pky) CVO(j,¢)

1: m! « BChallPCO.CVOG iy 5 0f ce g

5: return [m’ € £y/] 14 abort

15: m' « Dec(skj,c)

Chall(7) - 16: return [(m/,r) € £¢ and Enc(pkj,m’;r) = (]
m < M G(m)

7 EMJ. %QMjU{m}

s: c= Enc(pkj,m;G(m)) 17: if Irst. (m,r) € £¢

9: L¢, « Lo, U {c} 18 : ;eturn T

10: return c 19: 1R

20: Lg+ LU {(m,r)}

21: returnr

Figure 4.5: Gy for the proof of Theorem 4.2.2

long as Dec(sk, Enc(pk, m; G(m;))) = m; for all i. Hence they only differ when B submits
a query to PCO or CVO together with an m such that G(m) exhibits a correctness error.
In that case G; outputs 0 and G outputs 1. By d(u) correctness, the probability that at
least one G(j,m;) exhibits a correctness error is bounded by (g¢ + ¢p) - 6(u). Hence we
have

IPr[Gy = 1] — Pr[G; = 1]| < (gp + gg) - 6(u)

G3 and G, differ only when the flag CHAL is raised, and so

IPr[G3 = 1] — Pr[Gs = 1]| < Pr[CHAL]

by the difference lemma. Now we establish two bounds, first we bound Pr[G; = 1], by
constructing an adversary C that against the OW,, ,-CPA-security of PKE, then we bound
Pr[CHAL] to complete the proof. Cis an OW,, ,-PCA adversary which simulates Gs. With
only the public key C can simulate PCO and CVO as described in G3. By construction, C
winning the OW,, ,-PCA is equivalent to B winning Gg3. We have
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G2 (B) PCO(j,m € M,c)

1: forj=1,..,u 11: return [Enc(pk;, m;G(m)) = ]
(ks sk;) & KeyGen()

pk < (pky, ..., pky)

4 m — BChaII,PCO,CVO,G(pk,)

5: return [m’ € £y/]

[\

CVO(y,¢)

12: ifce L

w

13 abort
14: return [I(m,r) € £¢ s.t. Enc(pkj,m;r) = ]
Chall(5)
m & M
7 QM]. — £Mj U {m}
8: ¢ = Enc(pkj, m;G(m)) .
9: L, + Lo, U{c} 7: TR
18: L6« LeU{(m,r)}

19 : return r

G(m)

15: if Irs.t. (m,7r) € L¢

16 : return r

10 : return c

Figure 4.6: Gy for the proof of Theorem 4.2.2

Pr[G; = 1] = Advaee <™A(C)

and by lemma 4.2.1, we have that

Pr[Gs = 1] < Advpae ™ (C) + L

M
D is an IND,, ,-CPA adversary against PKE, that is able to win based on the performance
of C. Now, consider the advantage of D against the IND,, ,,-CPA security of PKE. Let BADG
be the event that B queries G on m € £y, ,. Since £y, _, is a uniformly random list of

length at most n, we have
_"4c

M|

D looks for random oracle queries containing mg € £y, , or my € £y, ;. If one is found,
this indicates that either the flag CHAL or BADG was raised. If CHAL is raised, and BADG
is not, then A detects a random oracle query containing m € £y, ,. If neither CHAL or
BADG is raised, A returns a random guess, as is the case when both CHAL and BADG are

Pr[BADG]
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G3(B) PCO(j,m € M, c)

1: for j=1,..,u 11: return [Enc(pk;, m;G(m)) = ]

(pk;, skj) & KeyGen()
p_iC — (pkla apku)
4 m — BChaII,PCO,CVO,G(p_];:)

5: return [m’ € £y/]

[\

CVO(y,¢)

12: ifce L

w

13 : abort
14: return [I(m,r) € £¢ s.t. Enc(pkj,m;r) = ]
Chall(5)
m ﬁ M
70 Ly < Ly U{m}
8: ¢ = Enc(pkj, m;G(m))
9: Loy + Lo U{ch

10 : return c

G(m)

15: if Irs.t. (m,7r) € L¢

16 : return r

17: ifme Ly

18 : CHAL = true

19 : abort

0: rER

21: L¢ %QGU{(m,T‘)}

22: return r

Figure 4.7: Gg for the proof of Theorem 4.2.2

raised. Then provided BADG is not raised, A wins the game with probability 1 if CHAL is
raised, and with probability % otherwise. Hence

Advp“PA(D) + Pr[BADG] > |Pr[b = t/|-BADG] — %‘
1 1
= |Pr[CHAL] + 5 Pr[~CHAL] - 5‘

= % Pr[CHAL]

Since C and D are both CPA adversaries, we can represent (C, D) as a single CPA adversary
A. Then we have

41



C(pk) D(pk)
1 m/ - BChaII,G,PCO,CVO(p_];:) 1 b// — CChaII,PCO,CVO,G(p_]’{:)

2: ' 2: if 3mg € Ly, and ((m,7) € L¢,)
3: if Im; € Ly, and ((m,r) € £g)
. v & (0,1}
5 else V' :=0

6: if Imy € £y, and ((m,7) € Lg,)

7: if Imo € L1;,, and ((m,7) € £¢)
. v & 0,1}
9: else b :=1

0: o {0,1}

11: return [b = 0]

Figure 4.8: Adversaries C and D for the proof of Theorem 4.2.2

n,u” — n- 2 + n n,u”
A ONB) < (qe a0+ av -2+ IO g e ey
as desired. ]
In the bound for Theorem 4.2.2; an especially problematic term for eFrodoKEM is "'(2|QTG|+7L).

With a message length of 128 bits, 24 challenge ciphertexts, and 25 hash queries, this
term is 1.

4.2.2 The ST-transform:IND,, ,-CPA to OW,,,-PCVA tightly

In the Theorem 4.2.3, we introduce salting, which reduces the problematic term signifi-
cantly.

Theorem 4.2.3 (PKE IND,,,-CPA 222 ST[PKE, G, leny:] OW,,,-PCVA ). Suppose PKE

is d(u)-correct and y-spread. Then STI[PKE] is d(u)-correct in the random oracle model.
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Let £g represent the list of all salts corresponding to challenge ciphertexts. For any
OW,, ,-PCVA-adversary B issuing at most qc queries to the random oracle G, gp queries to
a plaintext checking oracle PCO, and qy queries to a ciphertext validity oracle CVO, there
exists an IND,, ,,-CCA adversary A such that

M| |Ls|

OW,,,,-PCVA
Ad ‘

- nu-c
VPKE, (B) < (gc+qp)-0+qv-277 + INDn...-CPA

+3 - Advpge (A)

where A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.9. Lines in red represent changes from the previous game.

Go(B) PCO(j,m € M, c||salt)

1: forj=1,..,u 12: m' = Dec(skj, c||salt)

) (pkj, sk;) & KeyGen() 13: return [m =m' and Enc(pk;, m’; G(j,m/||salt)) = (]
3: pk < (pki, ..., pky) CVO(j, c||salt)

40 m/ « BChallPCO.CVO.G phy 1a: if c € £,

5: return [m’ € £y/] 15 - abort

Chall(;) 16: m' + Dec(skj,c)

o mE M 17: return [m’ € M s.t. Enc(pk;, m’; G(j, m/||salt)) = (]
70 salt & {0, 1}lensan G(j, mllsalt)

81 Ly < L, U {mlfsalt} 18: if Ir s.t. (mlsalt,r) € £¢

9: ¢+« Enc(pkj,m;G(j,m|salt)) 19:  returnr

10: Lc, + Lo, U{c|salt} 20: riR

11: return c 21: L¢ « £ U {(m]salt,r)}

22 : return r

Figure 4.9: Gy for the proof of Theorem 4.2.3

Since Gy is the OW,, ,~-PCVA game we have
OW,, ,-PCVA
|Pr[Go = 1]| = AdVST[PKE] (B)
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G1(B) PCO(j,m € M, c|[salt)

1 (pk, sk) < KeyGen() 13: m' + Dec(skj, c)
2: for j=1,..,u 14: return [m =m' and Enc(pk;, m’; G(j,m/||salt)) = (]
$ .
31 (pkj, skj) < KeyGen() CVO(j, c||salt)
4: pk < (pkla"'apku) 15 if CESC].
5: m' « BChalPCO.CVOG () 6. abort
6: return [m’ € £y 17: m' + Dec(skj, c||salt)
18: return [(m/[salt,r) € £ and Enc(pk;, m';r||salt) = (]
Chall(j)
G(g, m||salt
T m ﬁ M (]7 H )
g | 19: if Ir s.t. (msalt,r) € L£¢
8: salt < {0, 1}t
20 : return r
9: Ly, « Ly U {ml[salt} 5
21: 1+ R

10: ¢ < Enc(pk;, m; G(j, m|salt))

1: L¢; + Lo, U{c|salt} 22: Lg ¢ Lo U {(m|salt,r)}

23: return r
12: return c

Figure 4.10: G; for the proof of Theorem 4.2.3

In Gy, the only change is to the oracle CVO which now returns 1 if and only if there was
a previous query r <— G(j,m’) such that Enc(pk;, m';r) = c. Consider a query CVO(j, c)
with m’ < Dec(sk;, c).

Case 1: CVO(j,c) = 1in Gy, then (m/,r) € £¢, and Enc(pk;, m';r) = ¢, hence G(j,m’) =
r and Enc(pk;, m’; G(j,m’)) = ¢. Thus CVO(c) =1 in Gy as well.

Case 2: CVO(j,¢) = 0 in G;. Here, we consider 2 sub-cases. Either CVO(j,¢) = 0 in
Gy, in which case G; and Gy are identical, or CVO(j,c¢) = 1 in Gy. In the latter case,
we have that Enc(pk;, m’; G(j,m')) = ¢, and so for CVO(c) = 1 in Gy, it must be the case
that G(j,m’) has not been queried before. This means that the adversary was able to find
r such that Enc(pk;, m;r) = Enc(pk;, m, G(m)) and G(m) # r.

This is where we make use of the assumption that PKE is «-spread, and so

) =l <277,
TF;%[Enc(pk,m,r) c <2
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Then the probability that Enc(pk;, m';r|[salt) = Enc(pk;, m'; G(j, m/||salt)), is bounded by
277. The Gg and G; only differ in this case, and since there are gy total CVO queries, we
have

|PI‘[G1 = 1] — PI‘[GO = 1]| <gqy- 277

G,(B) PCO(j,m € M, c||salt)
1: forj=1,...,u 12: return [Enc(pk;, m;G(j, m||salt)) = ¢
(pkj, skj) < KeyGen()

N

CVO(j, c||salt)

30 pk < (pki, ..., pky)
i om BChaII,PCO,CVO,G(p_j{:)

5: return [m’ € £y/]

13: ifce Lo
14 : abort

15: return [I(m|salt,r) € £g s.tEnc(pk;, m;r||salt) = ]
Chall(y)

6: mi/\/l

G(j, m||salt)

s 16: if Ir s.it. (m|salt,r) € £¢
70 salt & {0, 1}t

8 : QMJ. < SM]. U {m||salt}

17 : return r
18: 1 ﬁ R
19: L+ Lo U{(m]salt,r)}

20: return r

9: ¢+« Enc(pkj,m;G(j, m|lsalt))
10: L, + Lo, U{c|salt}

11 : return c

Figure 4.11: Gy for the proof of Theorem 4.2.3

In Gy, the PCO and CVO oracles no longer check whether m = Dec(sk;,c). In addition
to the qg G queries, each of the gp PCO queries also make an implicit query to G, for a
maximum total of gg + ¢p total G(j, m;||salt). Observe that G, and G proceed identically,
so long as Dec(sk, Enc(pk, m; G(m;||salt))) = m; for all i. Hence they only differ when
B submits a query to PCO or CVO together with an m such that G(j,m||salt) exhibits
a correctness error, where G outputs 0 and Gs outputs 1. By d(u) correctness, the
probability that at least one G(j, m;||salt) exhibits a correctness error is bounded by (g +
qp) - 0(u). Hence we have

|Pr[Ge = 1] — Pr[Gy = 1]| < (gp + ¢c) - 6(u)
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G;(B) PCO(j, m € M, c|[salt)

1: for j=1,..,u 12: return [Enc(pk;, m; G(j, m|salt)) = ]

(pk;, sk;) < KeyGen()

[\

CVO(j, c||salt)

3 ph < (pki, ..., pky)
i om BChaII,PCO,CVO,G(p_]’{:)

5: return [m’ € £y/]

13: ifce Lo

14 : abort

15: return [I(m|salt,r) € L5 and Enc(pk;, m;r||salt) = ]
Chall(j)

6: mi./\/l

G(j, m||salt)

s 16: if Ir s.t. (mlsalt,r) € £¢
70 salt & {0, 1}t

8 : QMJ. < SM]. U {m/|salt}

17 : return r

18:  if m|lsalt € £y
9: ¢+« Enc(pkj,m;G(j, m|lsalt)) 19 : CHAL = true
10: Loy + Lo, U{cfsalt} 20 : abort

11 : return c $
21 1+ R

22: Lg L U{(mllsalt,r)}

23: return r

Figure 4.12: Gg for the proof of Theorem 4.2.3

G3 and G, differ only when the flag CHAL is raised, and so
|Pr[Gs = 1] — Pr[Gs = 1]| < Pr[CHAL]

by the difference lemma. Now we establish two bounds, first we bound Pr[Gs = 1], by
constructing an adversary C that against the OW,, ,,-CPA-security of PKE, then we bound
Pr[CHAL] to complete the proof. With only the public key C can simulate PCO and CVO
as described in Gg. By construction, C winning the OW,, ,,-PCA is equivalent to B winning
G3. We have

Pr[G; = 1] = Advaee <™A(C)

and by Lemma 4.2.1, we have that
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C(pk) D(pk)
1 m/ - BChaII,G,PCO,CVO(p_];,) 1 bl/ — CChaII,PCO,CVO,G(p_];:)

2: return m’ 2: if I(mol[salt) € £ar,, and ((m]salt,r) € £g,)
3: if 3(m ||salt) € £y7,, and ((m||salt,r) € £¢)
. v & (0,1}
5 else b := 0

6: if I(my|salt) € £yr,, and ((m|salt,r) € £¢,)

7: if I(mol|salt) € £ar;, and ((m|lsalt,r) € £¢)
. ¥ & (0,1}
9: else b :=1

10: elsel & {0,1}

11: return [b = 0]

Figure 4.13: Adversaries C and D against the OW,, ,,~-CPA-security of PKE for the proof of
Theorem 4.2.3

Pr[Gy = 1] < AdviNDrCPAcy 4
M|
D is an IND,, ,-CPA adversary against PKE that is able to win based on the performance of
C. Now, consider the advantage of D against the IND,, ,-CPA security of PKE. Let BADG
be the event that B queries G on m € Ly Since Ly, 18 a uniformly random list of
length at most n, we have

n-qG
Pr[BADG] = max —2
BADG] = max e

where £g; represents the list of all distinct salts for user j, and n; represents the number
of queries to Chall(j) for user j.

Furthermore, we claim that

n; - qc n
max

i M|, T IMIEs]

Consider
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"

max .
jelu | Lg; |

The expected number of distinct salt values for n; queries to Chall can be obtained by the
formula for the expected number of distinct results, when drawing n; samples from a set

without replacement:
E(lgg)) = 2o (1— (1= -1 )"
(| Sj|) - 7 gleng :

Fix leng,r = [logy(n;)]. The above formula yields

nj 1

~

M E (L)) (1= (- )™

which increases as n; — n.

D looks for random oracle queries containing mg € Lo Or my € Ly If one is found,
this indicates that either the flag CHAL or BADG was raised. If CHAL is raised, and BADG
is not, then A detects a random oracle query containing m € £y, ,. If neither CHAL or
BADG is raised, A returns a random guess, as is the case when both CHAL and BADG are
raised. Then provided BADG is not raised, A wins the game with probability 1 if CHAL is
raised, and with probability % otherwise. Hence

Advpor“"A(D) + Pr[BADG] >

1
Pr[b = ¥/|-BADG] — 5‘

Pr[CHAL] + %Pr[ﬁCHAL] -3

1 ‘
1
= 5 Pr[CHAL]

Since C and D are both CPA adversaries, we can represent them as a single CPA adversary
A. Then we have

_ - (2 _
AV PNB) < (g6 +p) -0+ gy 27 4 " IE I g g gy B
M| Ls|
as desired. O
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Now we briefly consider what impact incorporating salts has made to the security bound.
Note that the length of salts should be [log,(n)]. Then n < 2'"st. If leng,; = 64, and
n = 2 and |M| ~ 228 then Advger* ““*(B) ~ 1 when KEM = T[PKE,G]. With

these same parameters, E (|€g]) ~ 0.63 - 20 > %. Recall that in the bound shown in

(2 1
Theorem 4.2.2 there is a problematic term % For messages of bit length 128,
and 254 challenges, this value greater than 1, trivializing the upper bound. When KEM =

ST[PKE, G, leng,; = 64] the corresponding term is , a reduction by a factor

M| L5

greater than 203

4.2.3 The U* -transform: OW,,,-PCVA to IND,,,-CCA with implicit
rejection

In this section we consider the bounds relating to the 4 variants of the U transform defined
in [HHK17]. By changing the T transform to ST, you also change the hash functions,
encapsulation and decapsulation oracles accordingly. This change is demonstrated in the
differences between the proof of Theorem 4.2.5, in which PKE; is the result of applying the
T transform to PKE, and Theorem 4.2.6, in which ST is used.

Intuitive overview: the following proofs involve a sequence of game hops. One aspect
of the proof strategy is to modify the oracle Op,,,+ so that it can be simulated by a
PCA/PCVA adversary. Another aspect of the proof is to raise the flag CHAL to indicate
that the adversary has queried a message underlying a challenge ciphertext, and to equate
this event with an adversarial goal for the OW,, ,-PCA/OW,, ,-PCVA game. Finally, the
games are modified so that in the final game, the adversary can do no better than making
a random guess, by making their view independent of the bit b.

Theorem 4.2.4 (T[PKE, G] OW,,,-PCA 22 FO*[PKE, G, H] IND,,,-CCA ). If PKE; :=

T[PKE, G| is 6-correct, then KEM* := UZ [PKEy, H] is &-correct in the random oracle

model. Moreover for any IND,, ,-CCA adversary B against KEM*, issuing at most qp
queries to the decapsulation oracle Ope,ner and at most gy queries to the random oracle
H and qc queries to the random oracle G, there exists an OW,, ,,-PCA adversary A against
PKE; issuing at most gy queries to the PCO oracle such that

AdyNDr.u-CCA qn + n? Ay OWrnuPCA
dv, ez (B) < M| + Advpye, (A)
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where A and B have similar run-time.

Proof. The proof consists of a sequence of games, following the technique shown in [Sho(04]
and an analysis of the adversary B’s advantage in each, adapted from [HHK17] and
[DHK™21], with careful consideration of the impact of adding uniformly random salts.

The correctness bound is trivial. To prove the security claim, consider the sequence of
games starting from Figure 4.2.4, which is simply the IND,, ,-CCA game against FO;fL’C[PKE7 G, H].

GO(B) H(]a m, C)
b {0,1} 16: if 3ss s.t. (m, ¢, 88) € £y,
2: forj=1,..,u 17 : return ss
3 (pk;, sk?) & KeyGen() 15 ss &K
4 5; & m 19: Ly, + Ly, U{(m,c,s8)}
5 - skj < (sk;, s5) 20 : return ss
6: p_l;: — (pk1, ..., pky) G(m)
Chall,O H,G, 3
70 o B Ot MG (1) 17: if Irst. (m,r) € £g
s: return [b=1V] 18 : return r
. 3
Cha”(j) 19: 1+ R
3 20: Ag <—£GU{(m,r)}
9: m+— M
21: returnr
10: Ly < Ly U{m}
11: ¢ < Enc(pkj, m;G(m)) ODecapsl (jicéd 20j)
12: Lo, + Lo, U{c} 21: m' < Dec(sk}, c)
13: ssg « H(j,m,c) 22: if m' =L or c# Enc(pk;,m'; G(m'))

4: ss Sr 23 return ss < H(j, s, ¢)

24: return ss < H(j,m’,c)

15: return (c,ssp)

Figure 4.14: G¢ for the proof of Theorem 4.2.4

Gy is the IND,, ,-CCA game against FO;,Z%C[PKE, G, HJ, and so

KEM#

1
Pr[Go = 1] — 5' = AdvhPmCA(B)
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G1(B) H(j,m,c)

10 b {0,1} 16: if 3ss s.t. (m, ¢, 88) € £y,
2: forj=1,...,u 17 : return ss
3: (pky, sk7) & KeyGen() 15: ss oK
A 5 2 M 19: Ly, + Ly, U{(m,c,s8)}
5 skj (sk}, £ 20 : return ss
6: p_l;: < (pk1, ..., pky) G(m)
71 b e BN Tt O (phy g b () € 26
s: return [b=1V] 18:  returnr
Chall(§) v rER

20: £+ LgU {(m,r)}

21: returnr

9: mEM \ L
10 : QMJ- — SMJ- U {m}

11: ¢« Enc(pkj,m;G(m)) Obecapst (7, ¢ ¢ £c;)
12: Lo, + Lc, U{c} 21: m' « Dec(sk}, c)
13: ssp < H(j,m,c) 22: ifm' =1 orc# Enc(pkj,m’; G(m'))

L sy Sk 23 : return ss < H(j, s, ¢)

. - /
15: return (c,ssp) 24 : return ss < H(j,m',c)

Figure 4.15: G for the proof of Theorem 4.2.4

In Gy, challenge messages are sampled without replacement. This change is necessary
because if m; = m; for i # j, then ¢; = ¢; due to the fact that encryption is deterministic.
Then if b = 0, ssy = ss; while whenever b = 1 ss;y and ss; are independent, which trivializes
the IND,, ,~-CCA game. By the birthday bound and the difference lemma we have that

2
IPr[Gy = 1] — Pr[Gg = 1]| < |”—|

In Gy we introduce two changes. If H is queried on s;, the flag QUERY is raised, and

the protocol is aborted. The other change is that decapsulation queries are made perfectly

random when an input is rejected, making use of a separate internal random oracle H'.

We observe that G and G; are identical unless the adversary queries H on s;, which is a

uniformly secret value. Thus by the difference lemma
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G- (B) H(j,m,c)

10 b {0,1} 16: if 3ss s.t. (m, ¢, 88) € £y,
2: forj=1,...,u 17 : return ss

3: (pky, sk7) & KeyGen() 15: ss oK

4 SjﬁM 19: if m=s;

5 skj (sk';, s5) 20 : QUERY = true;abort

61 ph < (Pki, .., pku) 210 Ly, ¢ Ly, U{(m,c,s8)}
H,G( - 22 : return ss

7: b = B0 HG 1y
8: return [b=1] G(m)
23: if Ir s.t. (m,r) € L¢

Chall(5)

24 : return r
90: mE M\ L, %n: rER
10: Ly, Ly U{m} 26: £+ LcU{(m,7)}
11: ¢+ Enc(pkj, m; G(m)) 27: return r

Lo +— Lo U
12 C; Cj {C} ODecapsl (j,C ¢ £0j>

13: ssp < H(j,m,c)
281 m' < Dec(sk}, c)

20: if m' =L or c# Enc(pk;,m’; G(m'))
30 : return ss < H(j, s, ¢)

$
14: ss1 < K

15: return (c,ssp)

31: return ss < H(j,m/,c)

Figure 4.16: Go for the proof of Theorem 4.2.4

qH
Pr|Gs = 1] — Pr|Ge = 1|| < —
Pr{Gs = 1) = PriGz = 1]| < 1

o2




6: pk <« (pki, ..., pky)
7. b/ i BCha”’ODecapsvz’H’G(p_]%)

8: return [b="b]

Chall(5)
91 m & M\ Ly,
10: Ly Ly, U{m}

11: ¢+ Enc(pk;, m;G(m))
12: £¢; + Lo, U{c}

13: ssp < H(j,m,c)

14: ss; Sk

15: return (c,ssp)

G;(B) H(j, m, ¢)
1:ob e {0,1} 16: if 3ss s.t. (m, ¢, 88) € Ly,
2: forj=1,..,u 17 : return ss
3: (pk;, sk) & KeyGen() 15: ss &K
4 SjiM 19: if m=s;
5 sk; « (8%7 $7) 20 : QUERY = true; abort

21: if Dec(sk},c) =m and Enc(pk;,m;G(m)) = c

22 if 3ss’ s.t. (c,ss') € £p,
23 : ss 1= ss’

24 : else

25 £p; + £p; U{c,ss}

26: Ln; < Ly, U{(m,c,ss)}
27 : return ss

C)Decaps’Z (.]7 c ¢ ’QCJ')

28: if Jsss.t. (¢,88) € £p,

29 : return ss
30: else

$
31: ss < IKC

32: Lp, + Lp, U{c,ss}

33: return ss

Figure 4.17: Gg for the proof of Theorem 4.2.4

In Figure 4.17 we omit G, since it doesn’t change from Figure 4.16, and would cause the
figure to be too large to fit on the page. In Gg lists £p, and £y, are introduced for book-
keeping, and the oracles are modified so as to no longer make use of the secret keys, except
to test if Dec;(sk}, c) = m on line 27. In Gy and Gy the view of the adversary is identical.
To see this, consider a fixed plaintext ciphertext pair (c,m’ <- Dec;(sk’, c)). Consider the

following cases

Case 1: m € {1, s}.
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in G3 H takes as input a message m € M, and ¢ € C. H(j,L,c) cannot be queried.
Querying H(j, s, ¢) raises the flag QUERY on line 25. Hence querying H can never append
a tuple (¢, ss) to the list £p,. Opeeanet (7, ¢), the output will be a uniformly random value ss.

Case 2: m ¢ {1, s}

We aim to show that Op,,.x (J, ¢) returns H(j, m’, ¢) for valid ciphertexts with Dec, (sk}, c) =
m’. There are two possibilities here: H(j, m’, ¢) is queried by B first, then Op,p.x (J,¢), or
Obecapst (J, ) 1s queried first, then H(j, m’, c).

Suppose B queries H(j,m’, c) first. Then on line 31, since Op,,..+ has not yet been
queried on ¢, (¢,ss) will be appended to £p,. Then on line 32 (m, ¢, ss) will be appended to
Ly, and H(j,m, ¢) will output ss. Then when Op, sz (4, ¢) is queried, line 34 will recognize
(c;88) € £p,; and Oppet (7, ¢) will return ss.

Now suppose that B first queries Op,,,cx (j,¢). Then (c,ss) will be appended to £p,.
When H is queried, line 28 will recognize (c,ss) € £p,, then (m, ¢, ss) will be appended to
£4,, and H(j,m', c) will output ss.

Hence, in G3 and G, the view of B is identical, so

PI‘[Gg = 1] = PI‘[GQ = 1]

o4



G4(B) H(j,m,c)

1:obE {0,1} 21: if Iss s.t. (m,c,88) € Lh;
2: forj=1,..,u 22 return ss
3: (pk;, sk) & KeyGen() 53 ss K
A SjiM 24: if m =s;
5 sk (sk},sj) 25 : QUERY = true
26 : abort

6: pk <« (pki, ..., pky)
7. b/ i BCha”’ODecapsvz’H’G(p_]%)

8: return [b="b]

Chall(y)

27:  if Dec(sk},c) = m and Enc(pk;,m;G(m)) = c
28: ifce Lo,
29 : CHAL = true

30 : abort
9: miM\SMj 31:  if 3ss’ s.t. (¢,s8) € £p,
10: Ly« Ly U{m} 32 ss < ss’
11: ¢ 4 Enc(pkj, m;G(m)) 33: else
12: Lo, + Lo, U{c} 34 £p; + £p; U{c,ss}
13: ssg S x 350 Lp, « Ly, U{(m,c,s8)}

$ 36 : return ss
14: ss1 < K

15: return (C, SSb) ODecapsl (.77 ¢ ¢ ’QCJ')
G(m) 34: if 3ss s.t. (¢, 88) € £p,
16 : if Ir s.t. (m, 7') € £g 8 return ss
36: else
17 : return r
$ 37 : Ss <i K
18: r<R '

19: £+ LcU{(m,r)} 38: £p, « Lp, U{c,ss}

39 : return ss
20: returnr

Figure 4.18: G4 for the proof of Theorem 4.2.4

In G4, we introduce a flag CHAL that is raised whenever H is queried on a challenge
ciphertext. The view of the adversary is identical to G unless, H(j, m, c¢) is queried on a
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message (m, ¢) with ¢ € £¢ and m = Dec, (sk’, ¢). By the difference lemma

IPr[Gy = 1] — Pr[Gy = 1]| < Pr[CHAL]

Now observe that Pr[Gy = 1] = 3, since the view of B is entirely independent of the bit

b, as now both ssy and ss; are perfectly random, and B cannot gain useful information by
querying some m € £)s. Now, to bound Pr[CHAL] we construct a multi-target OW,, ,,-PCA

adversary A against PKE; so that Pr[CHAL| = AdvngE"l’“_PCA(A). A is shown in Figure 4.19.

APCO(p_jC)
1 b/ — BCha”’ODeCapSl’H’G(p_iC)
if 3(m, ¢,ss) € Ly, s.t. PCO(m,c) =1 and c € £¢;

[\

3: return m
4: else
5: abort

Figure 4.19: An adversary A against the OW,, ,-PCA-security of PKE; simulating G, for
B.

Note that A perfectly simulates Gs for B. In particular, Opee,psr has no dependence on
the secret key, and line 27 is equivalent to the check PCO(m,c) = 1. Observe that CHAL
implies that B queried H(j, m,c) where m € £y, and c < Enc(pk;, m; G(m)) hence A wins
the game and returns m’. Thus

PT[CHAL] = AdvngEnl,u-PCA (A)
Adding up all the inequalities gives

gn +n?
M|
as desired. O

AdleDn,u-CCA(B) <

OW,, ,-PCA
KEML + AdVPKE1 (A)

The bound given in Theorem 4.2.4 is meaningless when n is large relative to |M|. If the
message size is 128 bits or fewer, then for 2% challenge ciphertexts, |”W2‘ = 1. When salts
are used, collisions in messages do not imply a collision in ciphertexts, and therefore to
KEM keys when b = 0. The following theorem addresses this issue by incorporating salts,

dramatically reducing the significance of that term.
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Theorem 4.2.5 (ST[PKE, G| OW,, ,-PCA =25 SFO% [PKE, G, H, leng,y] IND,,,-CCA ). If

PKE; < ST[PKE, G] is 6-correct, then KEM”* := SFO7, [PKE, G, H, leng,;] is 6-correct in the
random oracle model. Moreover for any IND,, ,,-CCA adversary B against KEM*, issuing at
most qp queries to the decapsulation oracle Ope,psr and at most qu queries to the random

oracle H, there exists an OW,, ,-PCA adversary A against PKE; issuing at most qu queries
to the PCO oracle such that

2

IND;,,,-CCA n qH OW,,,.,-PCA
lAdVKEMvZ (B) S ‘M|2Iensa|t + ‘M| + AdVPKE1 (A)

where A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.20 which is the IND,, ,~-CCA game against FO#L,C[PKE, G, HJ.

Gy is the IND,, ,-CCA game against FO;,Z%C[PKE, G, HJ, and so

1

Pr[Go = 1] — 5‘ = Advpor“(B)

In G, messages/salt pairs are sampled without replacement. This change is necessary
because if m;||salt = mj|[salt for i # j, then ¢; = ¢; due to the fact that encryption is
deterministic. Then if b = 0, ssy = ss; while whenever b = 1 ssy and ss; are independent,
which trivializes the IND,, ,-CCA game. By the birthday bound and the difference lemma
we have that

7L2

PriG 1] — Pr|G | < i
| I‘[ 1= ] I‘[ 0= ”— |MH2lensa|t
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Go(B)

1: b 0,1}

2: forj=1,...,u

3: (pk;, skY) bl KeyGen()
4 Sj <i M

5: skj < (skj, s5)

6: p_i{; A (pkb >pku)
7 b/ . BCha“’ODecapst’H’G(p_i{;)

8: return [b="b]

Chall(5)

H(j, m, c||salt)

16: if 3ss s.t. (m, cfsalt, ss) € Ly,
17 : return ss

18: SS ﬁ K

190 Ly, + Ly, U{(m,cllsalt, ss)}

20 : return ss

0 (m,salt) & M x {0, 1} enst
10: Ly, Ly, U {m|salt}

11: ¢ Enc(pkj, m,G(m||salt))
12: £¢, + Lo, U{c|lsalt}

13:  ssg < H(j, m,c|salt)

14: sSS1 i K

15: return (c||salt, ssp)

G(m/|salt)

21:  if Ir s.t. (m[salt, r) € £¢
22 : return r

23: 7 i R

24: Lg + Lo U{(m|lsalt,r)}

25: return r

ODecaps’L (j7 CH53|t>

26: if c€ £

27 abort

28 m' < Dec(sk},c)

20: if m’ =L or ¢ # Enc(pk;,m'; G(m/||salt))
30 : return ss < H(j, s, c/|salt)

31: return ss < H(j,m/, ¢/|salt)

Figure 4.20: G¢ for the proof of Theorem 4.2.5
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G1(B)

H(j, m, c||salt)

16: if 3ss s.t. (m, cfsalt, ss) € Ly,
17 : return ss

15: ss &K

19: Ly, = Ly, U{(m,cllsalt,ss)}

20 : return ss

10 b< 0,1}

2: forj=1,...,u

3: (pky, sk) l KeyGen()
4 Sj i M

5: skj « (sk%, s;)

6: pk < (pki, ..., pky)

7. b/ — BCha”’ODecapsl’H’G(p_];;)
8: return [b="V]

Chall(y)

o1 (m,salt) & (M x {0, 1))\ (S5, x L)
10: Ly, < Ly, U {msalt}

11: ¢« Enc(pkj, m,G(m||salt))
12: £¢, + Lo, U{c|salt}

13:  ssg < H(j,m,c|salt)

14: sS1 <i K

15: return (c|[salt, ssp)

G(m/|salt)

17: if Ir s.t. (m|salt, r) € £¢
18 : return r

19: r i R

20: £+ Lg U {(m]salt,r)}

21: returnr

(I)Decaps’Z (]7 CHsaIt)

21: ifce Lo

22: abort

23: m' < Dec(sk}, c)

24: if m' =L or ¢ +# Enc(pk;,m'; G(m/||salt))
25 return ss < H(j, s, ¢||salt)

26 : return ss < H(j,m/, c||salt)

Figure 4.21: G for the proof of Theorem 4.2.5

In figure 4.2.2 we omit G since it doesn’t change from Figure 4.2.1, and would cause the
figure to be too large to fit on the page. In Gy we introduce two changes. If H is queried
on s;, the flag QUERY is raised, and the protocol is aborted. The other change is that
decapsulation queries are made perfectly random when an input is rejected, making use of
a separate internal random oracle H'. We observe that Gy and G are identical unless the
adversary queries H on s;, which is a uniformly secret value. Thus by the difference lemma

Pr[Gy = 1] — P1[G, = 1]| < 2L
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G2(B)

10 b< 0,1}

2: forj=1,...,u

3: (pky, sk) l KeyGen()
4 Sj iM

5: skj « (sk%, s;)

6: pk < (pki, ..., pky)
7. b/ — BCha”’ODecapsl’H’G(p_];;)

8: return [b="V]

Chall(5)

H(j, m, c||salt)

16: if 3ss s.t. (m, cfsalt, ss) € Ly,
17 : return ss

15 ss &K

19: if m=s;

20 : QUERY = true

21 : abort

221 Ly, « Ly, U{(m, c[salt,ss)}

23 : return ss

ODecapsl (]7 CHsaIt)

91 (m,salt) & (M x {0, 1))\ (£, x L,)
10: Ly < Ly, U {msalt}

11: ¢ < Enc(pkj, m,G(m||salt))

12: £¢, + Lo, U{c|salt}

13:  ssg < H(j,m, c|salt)

14: ssp &k

15: return (c|[salt, ssp)

24: ifce Lo

25: abort

26 : m' < Dec(sk}, c)

27: if m' = L or ¢ +# Enc(pk;,m’; G(m/||salt))
28 return ss < H(j, s, ¢||salt)

291 return ss < H(j,m/, c||salt)

Figure 4.22: Gs for the proof of Theorem 4.2.5

In G lists £p, and £4; are introduced for bookkeeping, and the oracles are modified so as
to no longer make use of the secret keys, except to test if Dec,(sk}, c[|salt) = m on line 27.
In G5 and G, the view of the adversary is identical. To see this, consider a fixed plaintext
ciphertext and salt (c|[salt,m’ <— Dec;(skj, c||salt)). Consider the following cases
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G;(B) H(j,m, c[salt)

1:ob e {0,1} 21: if Iss s.t. (m, cfsalt,ss) € £y,
2: forj=1,..,u 22 return ss

3: (pky, sk) & KeyGen() 53 ss K

4 Sji./\/l 24 ifm:sj

5 - sk (sk/ s;) 25 QUERY = true; abort

61 ph (pk1, . phy) 26 :  if Dec(sk},c) =m and Enc(pk;, m; G(m|salt)) = ¢

W BCha”’ODecapsl’H’G(p_iC) 27 if Jss’ s.t./ (c|lsalt,ss") € £p,
8: return [b="V] 8 58788

29 : else
Chall(y) 30 £p; + £p; U{csalt, ss}
9: mE M\ L, 510 S, Ln, U {(m,c|salt, ss)}
10: Ly < Ly, U {msalt} 32: return ss
11: ¢ < Enc(pk;, m,G(m||salt))
12: Lo, « £, U {c||salt} Opecaps (J; c[lsalt)
13:  ssg < H(j,m,c||salt) 33: ifce L

34: abort

$
14: ssp < K

15: return (c|salt, ssy) 35: if Iss s.t. (c|lsalt,ss) € £p,

36 : return ss
G(m/|salt)
37: else
16 : if Ir s.t. It,r) € £ $
if 3rs.t. (m|lsalt, ) G 38 : ss & K

17 : return r
39: Lp, + Lp, U{c|salt,ss}

8: rER 40
19: £« LU {(m]salt,r)}

20: returnr

return ss

Figure 4.23: Gg for the proof of Theorem 4.2.5

Case 1: m € {1, s}.

in G3 H takes as input a message m € M, and ¢ € C. H(j, L,c) cannot be queried.
Querying H(j, s, c||salt) raises the flag QUERY on line 25. Hence querying H can never
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append a tuple (c|[salt, ss) to the list £p,. Opecapsr (7, ¢l|salt), the output will be a uniformly
random value ss.

Case 2: m ¢ {1, s}

We aim to show that Op.,..x (j, cl[salt) returns H(j,m/, c[|salt) for valid ciphertexts with
Dec, (sk}, c||salt) = m'. There are two possibilities here: H(j,m’, c|[salt) is queried by B
first, then Op,.,ox (4, cl[salt); or Op.,per (7, cllsalt) is queried first then H(j, m’, c[[salt).

Suppose B queries H(j, m’, c||salt) first. Then on line 31, since Op,,,.+ has not yet been
queried on cl[salt, (c||salt, ss) will be appended to £p,. Then on line 32 (m, c||salt, ss) will
be appended to £4; and H(j,m,c[[salt) will output ss. Then when Op, ..+ (j, cl[salt) is
queried, line 34 will recognize (c[|salt,ss) € £p, and Op,pex (J; c[salt) will return ss.

Now suppose that B first queries Op,,,sx (J, c[[salt). Then (c|salt, ss) will be appended
to £p,. When H is queried, line 28 will recognize (c,ss) € £p,, then (m, c|[salt, ss) will be
appended to £4;, and H(j, m’||salt, ¢) will output ss.

Hence, in G3 and G, the view of B is identical, so

PI'[Gg = 1] = PI“[GQ = 1]

In G4, we introduce a flag CHAL that is raised whenever H is queried on a challenge
ciphertext. The view of the adversary is identical to Gg unless, H(j, m, ¢) is queried on a
message (m,c) with ¢ € £o and m = Dec,(sk, ¢). By the difference lemma

IPr[Gy = 1] — Pr[Gy = 1]| < Pr[CHAL]

Now observe that Pr[G, = 1] = %, since the view of B is entirely independent of the
bit b, as now, for all ¢, both ssy and ss; are perfectly random, and B cannot gain useful
information by querying some m € £,.
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G.(B) H(j,m, c[salt)

1ob e {0,1} 21: if Iss s.t. (m, cfsalt,ss) € £y,
2: forj=1,..,u 22 return ss

3: (pky, sk) & KeyGen() 53 ss K

4 Sji./\/l 24 ifm:sj

5 sk (sk;-,sj) 25 QUERY = true

6: p_]% — (pk‘l, ...,pk;u) 26 : abort

- 27: ifce Lo,
7. b/ — BCha”’ODecapsl’H’G(pk) J

: CHAL = true
8: return [b=1] . e

29 : abort
Chall(y) 30 :  if Dec(sk},c) = m and Enc(pk;, m; G(m|salt)) = ¢
9: mE M \ L 31: if 3ss’ s.t. (c[|salt,ss’) € £p,
10: Ly, + Ly U{ml[salt} 32 ss := ss’
11: ¢ < Enc(pk;, m,G(m]|salt)) 33: else
12: Lo, < Lo, U{c[|salt} 34 : £p; « Lp; U{c|lsalt, ss}

13: ssg S 350 Lp, + Ly, U{(m,c||salt,ss)}

$ 36 : return ss
14: ss1 < K

15: return (c|[salt,ssp) Obecapst (s c||salt)

G(m/|salt) 37: ifce Lg,

16: if Ir s.t. (mlsalt,r) € £¢ 38: abort

17 : return r 39 : if 3ss s.t. (c||salt,ss) € £p,
8. rER 40 : return ss

19: L6+ Lo U {(m]salt, )} a: else

20: returnr 42 ss & K

43: Lp, + Lp, U{c||salt,ss}

44 : return ss

Figure 4.24: Gy for the proof of Theorem 4.2.5

Now, to bound Pr[CHAL] we construct a multi-target OW,, ,-PCA adversary A against
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PKE; so that Pr[CHAL] = AdvngE"l’“'PCA(A). A is shown in Figure 4.19.

APCO(p_/;:)

1: b/ — BChaII7ODecapsl’H’G(pk)

2: if I(m, c[salt,ss) € Ly, s.t. PCO(m, c[|salt) = 1 and ¢ € £¢;,

3: return m
4: else
5: abort

Figure 4.25: An adversary A against the OW,, ,-PCA-security of PKE; simulating G4 for
B.

Note that A perfectly simulates Gz for B. In particular, Ope.,,s+ has no dependence on
the secret key, and line 27 is equivalent to the check PCO(m, ¢) = 1. Observe that CHAL
implies that B queried H(j,m, c[[salt) where m € £, and c||salt «- Enc(pk;, m; G(m|[salt))
hence A wins the game and returns m’. Thus

Pr[CHAL] = Advpee" A (A)
Adding up all the inequalities gives

Advan,U-CCA(B) < qn + n?

OW,, ,-PCA
KEM~ = | M| 2lensar + Advpge, (A)

as desired. O

4.2.4 The Ut -transform: ow,, ,-PCVA to IND,, ,-CCA with explicit
rejection

In the previous theorems, we showed the bound for both the salted and unsalted KEM.
The motivation for this was specific comparison between FrodoKEM and eFrodoKEM. For
the remaining Theorems, we present only the bound for KEMs obtained from the SFO-
transform, since the proofs are largely identical. You may obtain bounds for the generic
FO-transform by taking leng = 0, and |£5] = 1.
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Theorem 4.2.6 (ST[PKE, G] OW,, ,-PCVA £2% SFOL [PKE, G, H, lengii] IND,,,-CCA). If

PKE; := ST[PKE, G, lengy] is 6-correct, then KEM* := SFO,, ,[PKE;, H, lengy;] is 6-correct
in the random oracle model. Moreover for any IND,,,-CCA adversary B against KEM*,
1ssuing at most qp queries to the decapsulation oracle Oéecaps and at most qq queries to the
random oracle H, there exists an OW,, ,-PCVA adversary A against PKE; issuing at most

gn queries to the PCO oracle such that

2

IND,,,.,-CCA n OW,, ,,-PCA
Adv, ! (B)§—| M,glensa.ﬁAdVPKEl (A)

where A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.2.7 which the IND,, ,~-CCA game against FO#“C[PKE, G, HJ.

Gy is the IND,, ,-CCA game against FO;C[PKE, G, HJ, and so

1 -
PriGo =11 = 5‘ = Advegy,s “"(B)

In Gy, messages/salt pairs are sampled without replacement. This change is necessary
because if m;||salt = mj|[salt for i # j, then ¢; = ¢; due to the fact that encryption is
deterministic. Then if b = 0, ssy = ss; while whenever b = 1 ssg and ss; are independent,
which trivializes the IND,, ,~-CCA game. By the birthday bound and the difference lemma
we have that

2

n
PrlG;=1] - PriGg=1|l| < ————.
| I‘[ 1 ] I‘[ 0 ” = ‘MHQIensalt‘

In Gy lists £p, and £y, are introduced for bookkeeping, and the oracles are modified so
as to no longer make use of the secret key. We claim that in Go and G; the view of the
adversary is identical. To see this, consider a fixed plaintext ciphertext pair (c|[salt,m’ <
Decy (sk;, c/||salt)), where salt is public. Consider the following cases
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Go(B) H(j,m, c[salt)

1:ob e {0,1} 14 if 3ss s.t. (m, cfsalt, ss) € Ly,
2: forj=1,..,u 15 : return ss
3: (pkj, sk;) & KeyGen() 16: ssK
4: ph < (pky, ..., pky) 170 Lh, + Ln, U{(m, c|lsalt, ss)}
51 b B Coecapst HC 18: return ss
6: return [b="b] G(m|salt)
Chall(j) 19: if Ir s.t. (msalt,r) € £¢

3 | 20 : return r
7: (m,salt) < M x {0, 1}t g

21: r+<R

8: Ly, « Ly U {ml[salt}
22: L« £cU{(m]salt,r)}

9: ¢+« Enc(pk;, m,G(m||salt))
23: returnr

10: L¢; + Loy U{cllsalt}

11: ssg < H(j,m,c|salt) OBecaps(J: ¢lsalt)
120 ss &K 24: if c€ L
13: return (clsalt, ssp) 25 abort

26: m' <« Dec(skj,c)
27: if m’ = L or ¢ # Enc(pk;, m; G(m/||salt))

28 : return L

29 : return ss < H(j,m/', ¢/|salt)

Figure 4.26: G for the proof of Theorem 4.2.6

Case 1: m ¢ M.

If m ¢ M, this is equivalent to m = L. Then Op._,..(j,c|[salt) returns L in either game.

Decaps

Case 2: m € M.

We aim to show that Op ..+ (j, —) returns H(j,m', c[|salt) for valid ciphertexts with
Decy (skj, c|[salt) = m’. There are two possibilities here: H(j, m’, ¢||salt) is queried by B
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first, then OF., .(j, c||salt); or OF.....(j, c||salt) is queried first, then H(j,m/, c||salt).

Decaps Decaps
G1(B) H(j,m, c||salt)
1:ob e {0,1} 14: if 3ss s.t. (m, cfsalt, ss) € Ly,
2: forj=1,...,u 15 : return ss
3 (pk;, sk;) & KeyGen() 16: ss &K
a: pk < (pky, ..., pky) 171 Ly, + Ly, U{(m,cllsalt, ss)}
5 b o« BCha”vODecapsl’HvG(p}) 18: return ss
6: return [b="V] G(m)|salt)
Chall(5) 19: if Ir s.t. (mlsalt,r) € £¢
3 | 20 : return r
71 (m,salt) < (M x {0, 1}"%") \ (€7, x £5,) g
‘ ' 21 1< R

8: Ly, < Ly U{m|salt}
9: ¢+« Enc(pk;,m,G(m||salt))
10: Loy + Lo, U{clsalt}

22: L6+ Lg U {(m]salt,r)}

23: return r

11: SSg < H(j,m,c”salt) Oéecaps(jJCusalt)
12 sslﬁlC 24: ifce€ L
13: return (c|[salt, ssp) 25 abort

26 :  m' < Dec(sk}, c)
27: if m' = L or ¢ # Enc(pk;,m’; G(m/||salt))
28 : return |

291 return ss < H(j,m/, c||salt)

Figure 4.27: G, for the proof of Theorem 4.2.6
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G2(B)
1o b 0,1}

2: forj=1,...,u

3: (pkj, sk;) l KeyGen()
4 ph <+ (pky,..., k)

50 b BN Obuapet MG ()
6: return [b="V]

Chall(j)

H(j, m, c|jsalt)

7: (mysalt) & (M x {0, 1))\ (€47, x L)
8: Ly, « Ly, U {ml[salt}

9: ¢ < Enc(pk;, m,G(m||salt))

10: L, + Lo, U{c|lsalt}

11:  ssg < H(j, m,cl|salt)

12: ssy ﬁ K

13: return (c|[salt, ssp)

G(m)

14: if Ir s.t. (m|salt,r) € £¢
15 : return r

16: T ﬁ R

17: L+ Lo U {(m]salt,r)}

18: return r

19 :

20 :

21 :
22
23
24
25
26 :
27

28

O

if 3ss s.t. (m, c[[salt, ss) € Ly,
return ss
ss & K
if Enc(pk, m, G(m/|salt) = ¢
if Jss’ s.t. (c||salt,ss’) € £p,
ss 1= ss’
else
£p,; + £p; U{clsalt,ss}
Ly, + Ly, U {(m,cllsalt, ss)}

return ss

Decaps(j’ c||sa|t)

29 :

30 :

31:

32

33 :

34

35 :

36 :

37 :

if c e ,ch
abort

if Iss s.t. (c[[salt,ss) € £p,
return ss

if Decy (sk, c||salt) ¢ M
return |

ss & K

£p, + £p; U{clsalt,ss}

return ss

Figure 4.28: Gy for the proof of Theorem 4.2.6

Suppose B queries H(j, m/, c[|salt) first. Then on line 26, since O

1
Decaps

queried on (j, c[|salt), (c||salt,ss) will be appended to £p,. Then on line 27 (m, c[[salt, ss)
will be appended to £4 and finally H(m, c||salt) will output ss. Then when OF,_, .(c||salt)

Decaps

is queried, on line 31 the oracle finds (c||salt,ss) € £p and return ss = H(m/, c||salt).
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Now suppose that B first queries O

1

Decaps(Js €[[salt). Then on line 36, (c[|salt, ss) will be ap-

pended to £p,. When H is queried, line 23 will find (c||salt,ss) € £p,, then (m, c[salt, ss)
will be appended to £y, and H(j,m/, c||salt) will output ss = Decaps™(j, c/[salt).

G3(B) H(j, m, c||salt)

1: b {0,1} 19: if Jss s.t. (m, cllsalt, ss) € £,
2: forj=1,...,u 20 : return ss

3 (pkj, sk;) & KeyGen() 2 ss K

4 pk (pk1, ..., pky) 22 : if Enc(pk, m,G(m/||salt) = ¢
5. b o« BCha”’ODecapsl’H’G(p_];n) 23: if c € £¢,

6: return [b=1] 24 : CHAL = true

25 abort

Chall(4) 26 if 3ss’ s.t. (c||salt,ss’) € £p,
7: (mysalt) & (M x {0, 1}'"1) \ (€47, x £,) 27 : ss = ss’

8: Ly, + Ly U {mlsalt} 281 else

9: ¢+ Enc(pkj, m,G(m|salt)) 20 Lp; « £p; U {c[|salt, ss}
0: So, Lo U {cfsalt) 200 Lu, < Su, U{(m, clsalt,ss)}
1ossg Sk 31: return ss

12: 8s; Sk Oéecaps(ja c[|salt)

13: return (c||salt, ssp) 32: ifce £¢;

33 : abort

G(m) 34: if 3ss s.t. (c[|salt,ss) € £p,
14: if Ir s.t. (m|salt,r) € £¢ 35 : return ss

15 : return r 36 : if Decy(sk, c|[salt) ¢ M

6: rER 37 : return |

17: L+ Lo U {(m]salt,r)} m: ss &K

18: returnr 39: Lp, « Lp, U{c[salt,ss}

40 : return ss

Figure 4.29: Gg for the proof of Theorem 4.2.6
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Hence, in G; and G, the view of B is identical, so

Pr|Gy = 1] = Pr[G; = 1].

In Gz we introduce a flag CHAL that is raised whenever H is queried on a challenge
ciphertext. The view of the adversary is identical to Gg unless, H(j, m, ¢) is queried on a
message (m,c) with ¢ € £o and m = Dec, (sk, ¢). By the difference lemma

|Pr[Gs = 1] — Pr[Gy = 1]| < Pr[CHAL]

Now observe that Pr[Gs = 1] = 3, since the view of B is entirely independent of the bit
b, as now both ssy and ss; are perfectly random, and B cannot gain useful information by

querying some m € £). Now, to bound Pr[CHAL] we construct a multi-target OW,, ,,-PCA
adversary A against PKE; so that Pr{[CHAL| = AdvngE"l’“_PCA(A). A is shown in Figure 4.19.

APco,cvo(pj{:)

1 b/ — BCha”’ODecapsl’H’G(pk)

2: if I(m, c[salt,ss) € Ly, s.t. PCO(m, c[|salt) = 1 and c € £,

3: return m
4: else
5 : abort

Figure 4.30: An adversary A against the OW,, ,-PCA-security of PKE; simulating Gg for
B.

Note that A perfectly simulates G for B. In particular, O, has no dependence on the

secret key, and line 36 is equivalent to the check CVO(c||salt) = 1. Observe that CHAL
implies that B queried H(j,m, c[[salt) where m € £y, and c||salt <- Enc(pk;, m; G(m|[salt))
hence A wins the game and returns m’. Thus

Pr[CHAL] = Advngé,u-PCA(M
Adding up all the inequalities gives

2

IND,, ,,-CCA n OW,, -PCA
AdVKEml (B) S |M’2Iensalt + AdVPKEl (A)

as desired. ]
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4.2.5 Public Key Hashing

In practice, schemes are designed to mitigate increased risk induced by having a large
number of users (large u) by including a hash of the public key into the generation of
encapsulations. Though it had been standard practice to make use of the public key
in the generation of keys in all FO-based KEMs, until [DHK"21], there had been no
formal analysis of this technique in the literature. In [DHK*21] Duman et al establish
the connection between public key hashing an multi-target attacks.

Public key hashing entails including pk as an input into the hash function for generating

encapsulations. For example, SFO]’fkmc[PKE, G, H] is shown in Figure 4.31.

SFO}, .. [PKE, G, H, leng;.].KeyGen() SFO}, ....,[PKE].Decaps(sk, c|salt)
1: (pk',sk’) < KeyGen() 4: m' « Dec(sk,c)
Y 5: if m' = L or Enc(pk, m; G(m/|salt)) # c

return ss < H(s, ¢||salt, pk)

=]

3: sk« (sk',s)

4: return (pk, sk) 7: else return ss < H(m/, c|salt, pk)

SFOfn,C,pk[PKE7 Ga H, lensalt]‘EncapS(p/{?)
$
1: m+« M

2: salt & {0, 1}lensat
3: ¢ < Enc(pk, m;G(m|lsalt))
4: ss < H(m,c|salt, pk)

5: return (ss,c|salt)

Figure 4.31: The KEM SFOZ, . [PKE, G, H, leng]

The following two Theorems relate to KEMs that differ from shown in Theorem 4.24, 4.25
and 4.26 in their use of the hash function H. Hashing can be computationally costly, and
each inclusion into the hash function should be justified by some necessary functionality.
In [BHH"19] Bindel et al. show that hashing H(m) is equivalent to hashing H(m, ¢) in that
the IND-CCA security of either KEM is equivalent. To briefly summarize, the argument
provided there is that for KEM; = U,, .[PKE, H;] and KEMy = U,,,[PKE, Hs], an adversary
against the IND-CCA security of KEMy can perfectly simulate the IND-CCA game for KEM;
by sampling a new random oracle H and setting
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Hy (m, c) — Hao(m), if ¢ = Enc(pk, m),
nmE H(m,c), otherwise.

In the other direction, an adversary against the IND-CCA security of KEM; can simulate
the IND-CCA game for KEM, by letting Ho(m) <— Hy(m, Enc(pk, m)).

This argument does not extend to the multi-target setting, as there would be u public
keys to consider. In fact, H(m) is in no way connected to the public key of any user, while
H(m, ¢ <= Enc(pk;(m)) is. However, if the public key hash is included, the argument does
hold, with the simulation being

Hs (pk.; ifc=E k.
Hl(pk:j,m,c) :{ 2(p J7m)7 1rc nC(p ]7m)7

H(pk;,m,c), otherwise.

The difference being that now the adversary is required to have knowledge of the public
key in either case.

Theorem 4.2.7 (ST[PKE, G] OW,, ,-PCA Z255 SFOY, | [PKE, G, H, leng,;,] IND,, ,-CCA). If
PKE; := STIPKE, G] is d-correct, then KEM* .= SFOZ’fk,m[PKEI, H, leng,i] is d-correct in the

random oracle model. Moreover for any IND,, ,,-CCA adversary B against KEM* | issuing at
most qp queries to the decapsulation oracle Ope,nsr and at most gn queries to the random
oracle H, there exists an OW,, ,,-PCVA adversary A against PKE; issuing at most qu queries
to the PCO oracle such that

2

IND;,,.,-CCA n OW,, ,-PCA
AdVKEML (B) S |M’2|ensa|t * AdVF’KE1 (A)

where A and B have similar run-time.

Proof. Combine Theorem 5 in [BHH"19] with the bound from Theorem 4.2.5. Theorem
5 of [BHH'19] shows that in the proof of Theorem 4.2.5 we can replace each instance of
KEM* := SFO;, [PKE, G, H], with KEM"* := SFO, [PKE, G, H] without impacting security.

O

ROM

Theorem 4.2.8 (ST[PKE, G| OW,, ,-PCVA =2 SFO, | [PKE, G, H, lens,;;] IND,, ,-CCA).

If PKE, := ST[PKE, G| is d-correct, then KEM* := SFOZ [PKEy, H,lengy] is d-correct

pk,m
in the random oracle model. Moreover for any IND,,,-CCA adversary B against KEM™,
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issuing at most qp queries to the decapsulation oracle Opg,psr and at most qu queries to
the random oracle H, there exists an OW,,,-PCVA adversary A against PKE; issuing at
most qu queries to the PCO oracle such that

2

AdVINDn’u_CCA(B> <

n OW,, ,-PCA
KEM* = M [2lensa + Advpye, (A)

where A and B have similar run-time.

Proof. Combine Theorem 5 in [BHH"19] with the bound from Theorem 4.2.6. Theorem
5 of [BHH'19] shows that in the proof of Theorem 4.2.6 we can replace each instance of
KEM* := SFO;,, .[PKE, G, H], with KEM"*" := SFO;. [PKE, G, H] without impacting security.

O

4.2.6 Prefix Hashing

Hashing pk can be a costly measure, especially in lattice-based schemes where public keys
are large matrices, rather that bit strings. To reach the target security level, it may be
sufficient to hash only a bit string that uniquely identifies the public key. In [DHK'21],
Duman et al show that for an identifying function with sufficient entropy, one can get the
same security level, with a significant decrease in overhead. This amounts to hashing a
small, unpredictable part of pk, by using an identifying function ID : P — {0,1}*. This
technique is known as prefix hashing.

In the security analysis, when prefix hashing is used, a game hop can be added, which
introduces a flag COLL, and aborts if there is a collision in public key identifiers meaning
there are indices 4,5 with ¢, # j and F(pk;) = F(pk;). By the birthday bound, the prob-
ability of COLL is g—j, where u is the number of users. Provided the flag COLL is not
raised, there exists a unique identifier pointing to each public key. The analysis proceeds
identically, and the bound differs only by the term 12‘—?, while in [DHK"21] authors exper-
imentally showed that, even with a high entropy identifying function, overhead could be

reduced by over 30% for certain lattice based KEMs.

4.2.7 Monolithic Security Bounds

We could obtain bounds for the transforms FO;;Z%C, FO#LC7 SFO;?K%C, SFO;}C, by combining the

bounds for each component separately. This would introduce some redundancy, as certain
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terms would be unnecessarily repeated in both stages of the proof. In this section, we
prove a monolithic security bound for SFO;fw. Comparing this bound to the sum of the
modular bounds for ST and UZ, . will show the redundant terms, which are the same for
each version of SFO. A table of monolithic bounds is shown in Figure 4.40.

Theorem 4.2.9 (PKE IND,,,-CPA =55 SFOZ . [PKE, G, H, lengy] IND,, ,-CCA ). If

PKE is 6 (u)-correct, then SFO’FK(

model. Moreover for any IND,, ,,-CCA adversary B against KEM?*, issuing at most qu queries
to H, qe queries to G and qp queries t0 Opeeypsr , there exists an IND,, ,-CPA adversary A
against PKE such that

ok).mc PKE, G, H, lengy] is 6(u)-correct in the random oracle

AyNDru-CCA u? n? 2n;(qc + qn) L

VKeME ( ) - o |M|2|ensa|t I]Ié?i]( |M||£S]‘ ‘M|
+ (¢ +aqu+qp) - 6(u) +2- AdV:DNKDEn,u-CPA(A)

where ( is the min entropy of F(pk) i.e. { = H(pk) where (pk,sk) < KeyGen, n; is
the number of queries of the form Chall(j) and £, is the list of salts sampled for user j.
Furthermore A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.32.
Gy is the IND,, ,-CCA-game against KEM* := SFO%

pki,m,c

[PKE, G, H, leng,;] hence

IPr[Go = 1]| = Advo“A(B)

In G; we introduce a flag COLL and abort if there is a collision in public key identifiers,
which allows each pki to be uniquely identified as F(pk;) for some j. This change is
unnoticed as long as there is no collision in public key identifiers. By the birthday bound

2

u
[Pr{Go = 1) = Pr{Go = 1) =

where ¢ is the min entropy of F(pk). where ¢ is the min entropy of F(pk) i.e. ¢ = H(pk)
where (pk, sk) < KeyGen. In many cases public keys are very large, and so even a very large
public key identifier, with high entropy, amounts to a significant reduction in overhead,
while having negligible impact on security level. In FrodoKEM, for example, a 256 bit hash
value pkh <— SHAKE(pk, lenpkn) is used as a public key identifier.
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Go(B)
10 b< 0,1}

2: forj=1,..,u

3: (pk;, skj) & KeyGen()
4: s &M

5 p_k = (pki, ..., pkj)

6 : b/ — BCha”’oDecapsl’G7H(p_i{:)

7: return [b =]

Chall(y)

1 (m,salt) & M x {0, 1} enst
9: Ly < Ly, U{m}

10: 1< G(mllsalt)

11: ¢ = Enc(pkj,m;r)

12: Lo, + Lo, U{clsalt}

13: ssg = H(j, F(pk;), m, c|salt)
14: sSy i K

15 : return ss

G(j, m||salt)

16: if Ir s.t. (m|salt,r) € £¢
17 : return r

18: 1 <i R

19: L« Lo U{(m]salt,r)}

20: returnr

H(j, pki, m, c||salt)

24 if Iss s.t. (pki,m, c[salt, ss) € £y,
25 : return ss

2% ss K

271 Ly, < Ly; U {(pki,m, c|salt,ss)}

28 : return ss

ODeca pst (]7 ¢ ’ ‘ sa It)

29: ifce L,

30 : abort

31: m' < Dec(sk}, c[salt)

32: if m' =L or Enc(pk;,m'; G(j, m/|salt) # ¢
33: ss < H(J, pki, id, s, c||salt)

34: ss < H(j, pki,m/, c||salt)

35: Lp, + Lp, U{c||salt,ss}

36 : return ss

Figure 4.32: G for the proof of Theorem 4.2.9

75




G1(B) G(j, m||salt)

1ob e {0,1} 18: if Ir s.t. (mllsalt,r) € £¢
2: forj=1,...,u 19 : return r

3: (pkj, skj) l KeyGen() 0 rER

4 5; &M 21: £6 + L6 U {(m][salt,r)}

- 22: returnr
5: pk = (pki, ..., pk;j)

6: if 3i,j € [u] s.t. F(pk;) = F(pk;)
7 COLL = true; abort
g B BChaII,ODecapsl,G,H(p‘i{:)

9: return [b=1]

H(j, pki, m, c||salt)

26 : if Iss s.t. (pki,m, c[salt,ss) € £y,
27 : return ss

25 ss K

Chall(y) 29: Lh; + Ln; U {(pki,m, c||salt, ss)}
10: (m,salt) E M x {0, 1}lensat 30: return ss

11 : /QMJ. — SM]. U {m}

12: 1<+ G(m|salt) Obecaps” (4 cllsalt)

13: ¢ = Enc(pkj,m;r) 29: ifce L,
14: Lo, + Lo, U{cfsalt} 30 : abort
15:  ssg = H(j, F(pk;), m, c||salt) s1: m' « Dec(skj, c[salt)

. O ! . /. - !/
6 ss; &K 32: ifm' =1 or Enc(pk;,m’; G(j,m||salt) # ¢

17: return ss 33 ss < H(j, pki, id, s, c[salt)

34: ss « H(j,pki,m/, c[salt)Lp, < L£p, U{c|salt,ss}

35 : return ss

Figure 4.33: G; for the proof of Theorem 4.2.9

In G, we change the experiment so that message/salt pairs are sampled without replace-
ment for each user, since otherwise the same message/salt pair would lead to identical
KEM keys, and the adversary could distinguish between the real world and the random
world. Since the total number of challenge messages is n, by the birthday bound we have

2

n
IPr[G, = 1] — Pr[G, = 1]| < M| 2o

76



G, (B) G(j, m||salt)

1ob e {0,1} 18: if Ir s.t. (m|salt,r) € £¢
2: forj=1,...,u 19 : return r

3: (pkj, skj) l KeyGen() 20: rER

4 5; &M 21: L6 + L U {(m|salt,r)}

- 22: return r
5: pk = (pki, ..., pk;j)

6: if3i,j € [u] s.t. F(pk;) = F(pk;)
7: COLL = true; abort

8 : b/ — BCha”’ODecapsl’G’H(pk)

H(j, pki, m, c||salt)

26 : if dss s.t. (pki,m, c[|salt, ss) € £y,

o: return [b= V] 27 : return ss

2 ss K
Chall(y) 29: Ly, + Ly, U {(pki,m, c|salt,ss)}
100 (m,salt) & (M x {0,1}'™) \ (€47, x Ls,) 30: return ss

1 Ly, Ly U{my

 c|lsal
120 7 ¢ G(m|salt) Obecaps (J; cllsalt)

13: ¢ = Enc(pkj,m;r) 29: ifce £¢;

14: Lo, + Lo U{c[salt} 30 abort
151 ssg < H(j,F(pkj), m, c|[salt) 311 m' < Dec(skj, c[|salt)
6: ss &K 32: if m' =1 or Enc(pk;,m'; G(j, m/|salt) # ¢
7 return ss 33: ss < H(j, pki, id, s, c||salt)
34: ss « H(j, pki,m/, c||salt)
35: Lp, + Lp, U{c|lsalt,ss}

36 : return ss

Figure 4.34: G for the proof of Theorem 4.2.9.
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Gs(B)

G(j, m/|salt)

18: if Ir s.t. (m|salt,r) € £¢
19 : return r

20: T ﬁ R

21: L6 + L U {(m|salt,r)}

22: return r

H(j, pki, m, c||salt)

1: b {01}

2: forj=1,...,u

3: (pkj, skj) l KeyGen()

4 Sj <i M

5 p_]% = (pki, ..., pkj)

6: if3i,j € [u] s.t. F(pk;) = F(pk;)
7: COLL = true; abort

8 : b/ — BCha”’ODecapsl’G’H(p_i{;)

9: return [b=1]

Chall(y)

100 (m,salt) & (M x {0, 1}'™) \ (€47, x Ls,)
1 Ly, Ly U{m}

12: 1< G(ml|salt)

13: ¢ = Enc(pkj,m;r)

14: Lo, + Lo U{c[salt}

15:  ssg = H(j, F(pk;), m, c||salt)

16 : SS1 ﬁ K

17: return ss

26 : if dss s.t. (pki,m, c[|salt, ss) € £y,
27 : return ss

2 88K

29: if m=s;

30 : QUERY = true

31: abort

321 Lh; < Ln; U {(pki,m, c||salt,ss)}

33: return ss

(DDecapsvK (j’ 6”5a|t)

31: if c € £¢;

32: abort

33: m’ < Dec(sk], c||salt)

34: if m' =1 or Enc(pk;,m’; G(j, m/|salt) # ¢
35 : ss < H'(j, pki, id, m’, c[salt)

36: ifm' =s;

37 : ss < H'(j, pki, id, m’, c[salt)

381 ss < H(j, pki,m’, c||salt)

39: Lp, + Lp, U{clsalt,ss}

40 : return ss

Figure 4.35: Gg for the proof of Theorem 4.2.9.
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In G3 we abort whenever H is queried on s;, and we make the outputs of H perfectly
random when an input is rejected by making use of a separate internal random oracle H'.
G3 and G3 are identical unless the adversary queries H on s;, Thus

qH
Pr|Gs; = 1] — Pr|Gs = 1|| < —.
|1"[3 ] I[Q ]|_|M|

In Gy, we remove dependence on the secret key and claim that the oracles H and Op, s
are patched so that, assuming there is no correctness error, Gz and G, are identical.
Hence, if CORR is the event that B queries G, with a j and mllsalt such that m #
Dec(sk;, Enc(pk;, m; G(m/|salt))), by d(u)-correctness, we have that

Pr[CORR] < (g + gn + qp) - 6 (u)

Now we show that G4 and Gs proceed identically, conditioned on =CORR.
Consider a query Op,,psx (4, cl[salt) where ¢ = Enc(pk;, m; G(j, m||salt)). Let m’ = Dec(pki, sk;, c[|salt)
and ¢ = Enc(pk;, m’; G(j, m/||salt)).

e Case 1: m' = 1, then in both G4 and G3 O
ss, and H cannot be queried on m.

Decaps?. OUtPULs a uniformly random

e Case 22 m # L and ¢ # ¢. In this case, Op,,,+ Will output a uniformly
random secret in either game. However, in G4 a query H(j, m, ¢||salt) would return
the same value as Op, ez (4, cl[salt), whereas in Gz Opec,psr (7, cl|salt) would output
H'(j, pki, c||salt), while H(j, pkim, c||salt) would output an independent random value.
This can only happen if m exhibits a correctness error.

e Case 3: m# L and c=c. In Gs the output of Op,,,.+ Will be H(j, pki, m’, c[|salt).
In Gy the output of Op e« (4, cl[salt) will be H(j, pki, m, c[|salt) if H(j, pki, m, c[|salt).
Hence the output of the two games will only be different if m # m/.

By the difference lemma

|Pr[Gy = 1] = Pr[Gs = 1]| < (g6 +qu +qp) - 0(u)
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G(j, m||salt)

18 :

19 :

20 :
21 :

22

if Ir s.t. (ml|salt,r) € L¢
return r

r ﬁ R

L6+ LU {(m|salt,r)}

return r

H(j, pki, m, c||salt)

Ga(B)

1: b {01}

2: forj=1,...,u

3: (pkj, skj) l KeyGen()

4: Sj & M

5 p_]% = (pki, ..., pkj)

6: if3i,j € [u] s.t. F(pk;) = F(pk;)
7: COLL = true; abort

8 : b/ — BCha”’ODecapsl’G’H(p_i{;)

9: return [b=1]

Chall(y)

100 (m,salt) & (M x {0, 1}'™) \ (€47, x Ls,)
1 Ly, Ly U{m}

12: 1< G(ml|salt)

13: ¢ = Enc(pkj,m;r)

14: Lo, + Lo U{c[salt}

15:  ssg = H(j, F(pk;), m, c||salt)

16 : SS1 ﬁ K

17: return ss

23

24

25

26 :

27

28

29 :

30 :

31

32

33 :

34 :

if 3ss s.t. (pki,m, c||salt,ss) € £4;
return ss

if m =s;
QUERY = true
abort

if Enci(pkj,m) =c¢

if Jss’ s.t. (pki, cl|salt,ss’) € £p.

J

ss := ss’
else
£p; + £p; U{pki,c|salt,ss}
L, + L, U {(pki,m, c[salt, ss)}

return ss

C)DecapsvZ (]7 CHSE)lt)

35 ¢

36 :

37 ¢

38 :

39 :
40 :

41 :

ifce Lo,
abort

if 3ss s.t. (pki, c||salt,ss) € £p,
return ss

ss & K

£p; < £p; U{c[salt,ss}

return ss

Figure 4.36: G4 for the proof of Theorem 4.2.9.
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In G5 we raise a flag CHAL and abort if the adversary is able to correctly produce a
KEM key that would match a challenge ciphertext. That is, we abort if the adversary
queries H(pki, j,m, c[[salt) or G(j,m/||salt) where ¢ € £¢, and Enc(pk;, m; G(m;salt)) = c.
We also change Chall so that it samples r at random, rather than fixing r <— G(m). This
allows a CPA adversary to simulate CHAL in Gy, using their own challenge oracle for PKE.
Provided CHAL is not raised, this change goes unnoticed since B is not given access to
G(m). We have
|Pr[Gs = 1] — Pr[G4 = 1]| < Pr[CHAL]

Furthermore, in Gy the adversary is provided with random shared secrete independent of
the bit b. Then we have

1
[Pr{Gs = 1)| = 5

It remains to bound CHAL. To this end, we construct an IND,, ,-CPA adversary A against
PKE, that perfectly simulates Gy for B, and wins whenever CHAL is raised.

We claim that A simulates G for B. To simulate CHAL for b, A samples salt < {0, 1}'ens,
and appends salt to £5,. Then A samples mgy < MS,ew;, and appends mo||salt to LM 05
and samples m; <= M8y, , and appends my ||salt to Lu;,- Then A queries its own Chall
on input (j,mg,m;) to obtain ¢ = Enc(pk,m;) and appends c|[salt to £¢,. A samples a

random ss &- KC, and returns (c|salt, K) to B, which matches the output of Chall in Gs.
Observe that Opee,psr has been modified to no longer make use of sk;, and H is patched so
that its output always matches that of Ope.,,s#. Hence the simulation is perfect.

Let BADG be the event that B queries G on any (j,m||salt) or H(F(pk;), m, c||salt) with
mlsalt € Lay, .

n; - (qn + qc)
Pr[BADG| = max L~ =/
[ ) je] (M| Lg;]

This imposes a trade-off on B. As n; increases, |£g,| increases proportionately. The relative

size of £g, decreases with the number of collisions in salt values, and is therefore minimized
when n; = n.

81



Gs(B)

H(j, pki, m, c||salt)

1ob & {0,1} 25: if dss s.t. (pki,m, c[|salt, ss) € £y,
2: forj=1,..,u 2 : return ss
3: (pkj, sk;) & KeyGen() 27 if m = s;
5\ 28 QUERY = true
4 S; <
L 20:  abort
51 pk = (pht, ..., pky) 30: ifm e Ly,
. P v
6: 305 € [u] st F(pks) = F(pk;) 31: CHAL = true; abort
7 COLL = true; abort . '
Chall.O oH. = 32: if Enci(pkj,m) = c
. / all, ecapst 2 .
8: b« B pecsp (pk) 33:  if 3ss’ s.t. (pki, c[|salt,ss’) € £p,
9: return [b="V] 34 - ss — ss/
Chall(4) 35 : else
10 : (m’ salt) ﬁ (M % {O, 1}Iensa|t) \ (SM] % SSJ-) 36 : SD]. — QDj @) {pkl, c||sa|t,ss}
1t Ly, L4y, U{m} 371 Ln; < Ln; U {(pki,m, c||salt,ss)}
$ 38 : return ss
12: r<R
: =E ki, m; .
p el ],?,’m " Opecaps (s cllsalt)
14 : c. < Yo Uqc|lsalt
! ) ! 30: ifce L¢;
15: sso < K 31: abort
16: ss; &K 32: if 3ss s.t. (pki, c|salt,ss) € £p,
17: return ss 33 : return ss
G(j, m/salt) 10 ss &K
18:  if Ir s.t. (mllsalt,r) € £¢ 350 Lp; « Lp, U{c|salt, ss}
19 return 36 : return ss
20: T ﬁ R
21: ifm e L,
22 : CHAL = true; abort
23 £6 + Lc U {(m][salt,r)}
24: returnr

Figure 4.37: G5 for the proof of Theorem 4.2.9.
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A(pk)

1 b «— BCha“’ODecapst’H’G(p_j{;)

2: if 3 (mollsalt) € €y, and ((mljsalt,r) € L¢, or (F(pk;), m,c|salt) € L4)

3:  if 3 (malsalt) € £y, and ((ml|salt,r) € £, or (F(pk;), m,c||salt) € £y,)
4 v & (0,1}

5 else V/ :=0

6: if 3 (mylsalt) € £y7,, and ((mllsalt,r) € L, or (F(pk;), m,c|salt) € L4))
7: if 3 (mo|salt) € L1, and ((m|salt,r) € &g, or (F(pk;),m,c||salt) € £q,)
s v & (0,1}

9: else v/ :=1

10: elsed & {0,1}
11: return [b="b]

Figure 4.38: Adversaries B; and By for the proof of 4.2.9

Consider the advantage of A against the IND,, ,~-CPA security of PKE. D looks for random
oracle queries containing mg € £y, or my € Lyy,,. If one is found, this indicates that
either the flag CHAL or BADG was raised. If CHAL is raised, and BADG is not, then A
detects a random oracle query containing m € £y, ,. If neither CHAL or BADG is raised,
A returns a random guess, as is the case when both CHAL and BADG are raised. Then
provided BADG is not raised, A wins the game with probability 1 if CHAL is raised, and
with probability % otherwise. Hence

Advpior“PA(A) + Pr[BADG] >

1

Pr[CHAL] + % Pr(~CHAL] - -

|
1
= 5 PrCHALJ.

And so

(2n; - qu + qc) IND,, o-CPA
Pr[CHAL| < max + 2 Advp, A).
[ ] jelu] |MH£SJ| PKE ( )
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We claim that this term does not impact tightness. Consider

1
max

jell |Ls,]

The expected number of distinct salt values for n; queries to Chall, can be obtained by the
formula for the expected number of distinct results, when drawing n; samples from a set

with replacement.
E (|€s,]) = 2= (1 - (1 _ 1 )n)
Sj o 2|ensa|t

Fix leng,r = [logy(n;)]. The above formula yields

TLj 1
max ~

jel E (|€5,]) - (1—(1— 5=))"

9leng,t

max 5 1.58
jeu] E (|£5’j |)
Adding all inequalities gives
IND,,,-CCA u? n? 2n;(qc + qn) qH

Ad B) < 57 + oo
Vkems (B) = 57 + i, +ax (MlLs,[ M

+ (e +aqn+qp)-0(u)+2- AdV:DNKDEn,u-CPAm)

as desired. ]

Theorem 4.2.10 (PKE IND,,-CPA Z255 SFOL,. . [PKE, G, H, leng;] IND,,,-CCA ). If

PKE is 6(u)-correct and y—spread, then KEM* := SFO(kai’m’C)[PKE,G, H, leng] is (u)-
correct in the random oracle model. Moreover for any IND,, ,-CCA adversary B against
KEM™, issuing at most gn queries to H, qc queries to G and qp queries to © £, there

exists an IND,, ,,-CPA adversary A against PKE such that

Decap

n? 2n(qc + qn)

+
[M(2enar T || M|
+(gc +qu+gqp)-0(u)+2- AdVIPNKDEn,u-CPA(A)

u

2
IND,, .,-CCA
Adv ) (B) ?

KEM-+

IN

+qp-277
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where ¢ is the min entropy of F(pk) i.e. ¢ = Hy(pk) where (pk,sk) < KeyGen, n; is
the number of queries of the form Chall(j) and £, is the list of salts sampled for user j.
Furthermore A and B have similar run-time.

Proof. The correctness bound is trivial. To prove the security claim, consider the sequence
of games starting from Figure 4.39.
Gy is the IND,, ,-CCA-game against KEM?* := SFO% [PKE, G, H, leng,;] hence

pki,m,c

IND,, ,-CCA
[Pr[Go = 1]| = Adv, i1 (B)
In G; we introduce a flag COLL and abort if there is a collision in public key identifiers,
which allows each pki to be uniquely identified as F(pk;) for some j. This change is
unnoticed as long as there is no collision in public key identifiers. By the birthday bound

2

u
[Pr{Go = 1) = Pr{Go = 1) =

where ¢ is the min entropy of F(pk). where ¢ is the min entropy of F(pk) i.e. ¢ = Hy(pk)
where (pk, sk) < KeyGen. In many cases public keys are very large, and so even a very large
public key identifier, with high entropy, amounts to a significant reduction in overhead,
while having negligible impact on security level.

In G2 we change the experiment so that message/salt pairs are sampled without replace-
ment for each user, since otherwise the same message/salt pair would lead to identical
KEM keys, and the adversary could distinguish between the real world and the random
world. Since the total number of challenge messages is n, by the birthday bound we have

n2
|M | 2|ensa|t ’

In G3 we patch the random oracles so that Decaps and H always return the same thing.
Even in the event of an correctness error, the view of the adversary is identical, since
Oéecaps implicitly makes a CVO query on lines 33-35, and will return L on a correctness
error, as in G

IPr[Gy = 1] — Pr[Gy = 1]| <
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Go(B)

b {01}

2: forj=1,..,u

3¢ (pkj, sk;) & KeyGen()
4 p_i{: (pk?l,,pk])

5 b/ — BChaILODecapsl’G’H(p_];:)
6: return [b="b]

Chall(j)

7: (m,salt) ﬁ M x {0, 1}Iensa|t
8: Ly, Ly U{m}

9: 71+ G(msalt)

10: ¢ = Enc (pk;],m’ 7")

1: Lo, + Lo, U{cllsalt}

12: ssg = H(j,F(pk;), m, c|salt)
13: ss1 ﬁ K

14 : return ss

G(j, m||salt)

15: if Ir s.t. (m|salt,r) € £¢
16 : return r

17: r <i R

18: L« LU {(m]salt,r)}

19: returnr

H(j, pki, m, c||salt)

20: if Iss s.t. (pki,m, c[salt, ss) € Ly,
21 : return ss

22: SS ﬁ K

23: Ly, < Ly, U {(pki,m, c|salt,ss)}
24 : return ss

Ofecaps(J: Cllsalt)

Decaps

25: if ce€ L,

26 : abort

27: m' < Dec(sk}, c|salt)

28: if m' =L or Enc(pk;,m'; G(j, m/|salt) # ¢
29 return |

30 :  ss < H(j, pki,m/, c||salt)

31: Lp, + Lp, U{c||salt,ss}

32 : return ss

Figure 4.39: Gy for the proof of Theorem 4.2.10

PI'[Gg = 1] = PI‘[GQ = 1]
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G.(B)

1o b 0,1}

2: forj=1,...,u

3: (pkj, sk;) l KeyGen()

4t pk = (pky,...,pk;)

50 if 3i,j € [u] s.t. F(pk;) = F(pk;)
6 : COLL = true; abort

—

7 b/ Y BChalLODecapst’G’H(pk)
8: return [b="b]

Chall(5)

o (m,salt) & M x {0, 1}enst
10: Ly Ly, U{m}

11: 7 < G(ml|salt)

12: ¢ = Enc(pkj,m;r)

13: Lo, + Loy U{cllsalt}

14: sso = H(j,F(pk;), m, c|[salt)
15: sS1 Sk

16 : return ss

G(j, m|[salt)

17: if Ir s.t. (m|salt,r) € £¢
18 : return r

19: 1 ﬁ R

20: L6+ LU {(m]salt,r)}

21: return r

H(j, pki, m, c[|salt)

22: if Iss s.t. (pki,m, c[|salt, ss) € £y,
23 : return ss

24: SS i K

251 Ly, + Ly, U {(pki,m, c[[salt,ss)}
26 : return ss

OBecaps(J; cllsalt)

Decaps

27: ifce€ L

28 : abort

29 : m' < Dec(sk, c|salt)

30: if m' =L or Enc(pk;,m’; G(j, m/|salt) # ¢
31: return |

32:  ss < H(j, pki,m/, c||salt)

33: Lp, + Lp, U{c|lsalt,ss}

34: return ss

Figure 4.40: G; for the proof of Theorem 4.2.10
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G, (B) G(j, m||salt)

1ob e {0,1} 17: if Ir s.t. (mlsalt,r) € £¢
2: forj=1,...,u 18 : return r

3: (pkj, skj) & KeyGen() v: rER

4 p_ig: (pkl”pk‘]> 20: Lg <—2GU{(m||sa|t,r)}
50 if 3i,j € [u] s.t. F(pk;) = F(pk;) 21: returnr

6 : COLL = true; abort

ro ¥ BN Obuapet G (1) H(7, pki, m, c||salt)

s: return [b=0] 221 if dss s.t. (pki,m, cl|salt, ss) € £y,
23 return ss

Chall(7) 21 ss &K

9: (m,salt) & (M x {0, 1}ensaie) \ (La; x £5,) 25 £y, + Ly, U {(pki,m, c[[salt, ss)}

10: Ly < Ly U{m} 26 : return ss

11: 1< G(mlsalt)

12: ¢ = Enc(pkj,m;r) Oéecaps(ja c||salt)

13: L£¢; + Lo, U{c|salt} 27: ifce Lg;

14: ssg < H(j,F(pkj), m, c|[salt) 28 abort

15 ss; &K 29 . m' < Dec(skj, c|salt)

16 : return ss 30: if m' = L or Enc(pk;,m’; G(j, m||salt) # c
31: return |

32: ss < H(j, pki,m/, c||salt)
33: Lp, + Lp,; U{c|salt,ss}

34 : return ss

Figure 4.41: Gy for the proof of Theorem 4.2.10.

In Gy, we modify Og so that instead of checking that m’ € M, it instead checks that

Decaps?
G(m/||salt) had been queried, and then Enc(pk;, m'; G(m/||salt)) = ¢’. The two games pro-
ceed identically, unless B was able to produce a ciphertext ¢ such that ¢ = Enc(pk;, m’; G(m'))
without querying G(m/). In this case in G4 O3.,..(j, c/|salt) would return L, while in G3

Decaps

OBecaps (K, cl[salt) would return H(j, F(pk;), m’, c[|salt).
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Gs(B)

H(j, pki, m, c||salt)

1o b 0,1}

2: forj=1,...u

3: (pkj, sk;) l KeyGen()

4 ph = (pky,...,pk;)

50 if 3i,j € [u] s.t. F(pk;) = F(pk;)
6 : COLL = true; abort

7. bl — BChaII7ODecapsl7G’H(p%)
8: return [b="b]
Chall(y)

91 (m,salt) & (M x {0, 1}'™1) \ (£, x £,)
10: Ly, < Ly, U{m}

11: 1+ G(m|lsalt)

12: ¢ = Enc(pkj,m;r)

13: L¢, + Loy U{cllsalt}

14: ssg < H(j,F(pk;), m,c|salt)
15: sSp Sk

16 : return ss

G(j,msalt)

17: if Ir s.t. (mlsalt,r) € £¢

18 : return r

9: r&R
20: Lg+ L U{(m]salt,r)}
21: returnr

22

23

24 :

25

26 :

27 :

28

29 :

30 :

if 3ss s.t. (pki,m, c||salt,ss) € £4;
return ss
if Ency(pkj,m) =c
if 3ss’ s.t. (pki, c|[salt,ss’) € £p,
ss :=ss’
else
£p, + £p; U {pki,c||salt,ss}
L, + Ly, U {(pki,m, c[salt,ss)}

return ss

OJD_ecaps(j7 CHSalt)

31:
32
33 :
34 :
35
36 :

37 ¢

38 @
39

40 :

if c € £¢;
abort

m/ < Decy (skj, c[|salt)

it m' ¢ M
return |

if 3ss s.t. (pki,c|salt,ss) € £p,
return ss

ss & K

£p; «+ £p; U{clsalt, ss}

return ss

Figure 4.42: Gg for the proof of Theorem 4.2.10.
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G4(B) H(j, pki, m, c||salt)
b & {0,1} 221 if dss s.t. (pki,m, c[|salt, ss) € £y,
2: forj=1,..,u 23 : return ss
50 (pky,sk;) & KeyGen() 241 if Ency(pkj,m) = c
4 p_l;? = (pk1, ..., pk;) 25 : if Jss’ s.t. (pki, c||salt,ss’) € £p,
: = ooy DK /
50 if 3i,j € [u] s.t. F(pk;) = F(pk;) 26 : SS 1= SS
6 : COLL = true; abort 272 else
cY e BChaII7ODecapsl7G’H(p7€) 28 : £p, + Lp, U {pki, c[salt, ss}
8: return [b="b] 201 Ly, + Ly, U{(pki,m,c|salt,ss)}
30: return ss
Chall(y)
03 , c|[salt
9: (m, Salt) i (M % {07 1}Iensa|t) \ (SM] % SS]) Decaps(j H )
10: Ly <—£MjU{m} 31: 1fce£Cj
11: 7« G(m]salt) 32 /abort /
12: ¢ = Enc(pkj,m;7) 33: m' < Decy(skj, cl|salt)
. : .
15 £, « £0, U {c|salt} sa: if Ar, st (m/,r) € Lg; st
14: ssg < H(j,F(pkj), m, c|[salt) Enc(pk, m;r|salt) = ¢
$ 35 : return L
1o s ek 36 : if dss s.t. (pki, c|[salt, ss) € £p,
16 : return ss
37 : return ss
; $
G(7, m||salt) 38: ss« K
17 if 3r s.t. (ml[salt,r) € £¢ 39: Lp, + Lp, U{c|lsalt,ss}
18 : return r 40 : return ss
19: 7 ﬁ R
20: L6+ LU {(m|salt,r)}
21: returnr

Figure 4.43: G4 for the proof of Theorem 4.2.10.

This implies that B found r # G(m/||salt), such that Enc(pk, m; G(m/||salt)) = Enc(pk, m;r).
For a single decapsulation query, this occurs with probability 277, by the assumption that
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PKE is y-spread. For qp decapsulation queries, we have that

PriG4= 1] -Pr[G3=1] <gp-27"

in G5 we remove all dependence on the secret key, by no longer checking decryption ¢
during decapsulation. Instead, we check for queries to G(j, —) which encrypt to c¢. This
change goes unnoticed, unless the adversary was able to query a message and a ciphertext
which exhibit a correctness error. Since there are g + ¢p + g implicit and explicit queries
to G we have

Pr[G5 = 1] - Pr[G4 = 1] < (¢gp + qgn + ¢c) - 0(u)

In Gg we raise a flag CHAL and abort if the adversary is able to correctly produce
a KEM key that would match a challenge ciphertext. That is, we abort if the adversary
queries H(pki, j, m, c[[salt) or G(j,m||salt) where ¢ € £¢, and Enc(pk;, m; G(m;salt)) = c.
We also change Chall so that it samples r at random, rather than fixing r <— G(m). This
allows a CPA adversary to simulate CHAL in Gy, using their own challenge oracle for PKE.
Provided CHAL is not raised, this change goes unnoticed since B is not given access to
G(m). We have

|Pr[Gs = 1] — Pr[G4 = 1]| < Pr[CHAL]

Furthermore, in Gy the adversary is provided with random shared secrete independent of
the bit b. Then we have

PGy = 1]| = 5

It remains to bound CHAL. To this end, we construct an IND,, ,,-CPA adversary A against
PKE, that perfectly simulates G5 for B, and wins whenever CHAL is raised.

We introduce a shorthand notation here. Let MS,ey,, = M X 2lensaie \ (L, X Ls;). We
claim that A simulates G for B. To simulate CHAL for b, A samples salt < {0, 1 }'est,
and appends salt to £5,. Then A samples mg <= MShyew,, and appends myl[salt to £y,
and samples m; <~ MS,ey,, and appends m;|[salt to £y,,. Then A queries its own Chall
on input (j,mg,m;) to obtain ¢ = Enc(pk,m;) and appends c|[salt to £¢;. A samples a

random ss < K, and returns (c||salt, K) to B, which matches the output of Chall in Gs.
Observe that Ope,,s+ has been modified to no longer make use of sk;, and H is patched so
that its output always matches that of Op.,,sr. Hence the simulation is perfect.
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Gs(B)

H(j, pki, m, c||salt)

1:obE {0,1} 22
2: forj=1,..,u 23 :
3: (pkj, skj) l KeyGen() 24
4 pk= (pk1, ..., pk;) 2
5: if 3i,5 € [u] s.t. F(pk;) = F(pk;) 26
6 : COLL = true; abort 27
S Y BChaII7ODecapslvaH(p7€) 28 ©
8: return [b="b] 2
30

Chall(4)

91 (m,salt) & (M x {0, 1}'™1) \ (£, x £,)

10: Ly, < Ly, U{m}

11: 7 < G(ml|salt)

12: ¢ = Enc(pkj,m;r)

13: L¢, + Loy U{cllsalt}

14: ssg < H(j,F(pk;), m,c|salt)

15: sSp Sk

16 : return ss
G(j,msalt)
17: if Ir s.t. (mlsalt,r) € £¢
18 : return r
9: & R
20: Lg+ L U{(m]salt,r)}
21: returnr

if 3ss s.t. (pki,m, c||salt,ss) € £4;
return ss
if Ency(pkj,m) =c
if 3ss’ s.t. (pki, c[[salt,ss’) € L£p,
ss + ss’
else
£p, + Lp, U {pki, c[salt, ss}
L, + Ly, U {(pki,m, c[salt,ss)}

return ss

OJD_ecaps (j> CH53|t)

31:

32

33 :

34
35

36

37 :
38 :

39 :

if c e S(jj
abort
if Ar, s.t. (m,r) € £g,

|salt) = ¢

s.t. Enc(pk,m;r
return |

if Jss s.t. (pki, c[|salt,ss) € £p,
return ss

ss & K

£p,; + Lp, U{clsalt,ss}

return ss

Figure 4.44: Gj for the proof of Theorem 4.2.10.
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H(7, pki, m, c||salt)

Ge(B)
1ob {0,1} 25
2: forj=1,..,u 26 :
3: (pkj, skj) l KeyGen() 27
4 pk= (pk1, ..., pk;) 28
5: if 34,5 € [u] s.t. F(pk;) = F(pk;) 29
6 : COLL = true; abort 30
7o ¥ B Oouapt GH () 31 :
8: return [b="b] 2
33 :
Chall(y) 34t
91 (m,salt) & (M x {0, 1}=)\ (&4, x Lg,)
10: Ly, < Ly, U{m} 50
11: r+R
12: ¢ = Enc(pkj,m;r)
13: L¢, + Loy U{cllsalt}
14: Ssq ﬁ K
15: 881 Sk
16 : return ss 40 :
. 41
G(j, m||salt) o
17:  if Ir s.t. (m|salt, r) € £¢ 45
18 : return r s
v: rER 45
20: ifmeg M;
21 CHAL = true
22 : abort
23: L6« LU {(m|salt,r)}
24: returnr

if 3ss s.t. (pki,m, c||salt,ss) € £4;
return ss
ifmef M;
CHAL = true
abort
if Ency(pkj,m) =c
if 3ss’ s.t. (pki, c|[salt,ss’) € L£p,
ss :=ss’
else
£p,; + £p; U{pki,c|salt,ss}
L, + Ly, U {(pki,m, c[salt, ss)}

return ss

Oéecaps (j7 CH53|t)

37 :

38 :
39 @

ifce Lo,
abort

if Ar, st. (m,7) € £g,

s.t. Enc(pk, m;r|salt) = ¢
return |

if 3ss s.t. (pki, c||salt, ss) € £p,
return ss

ss &K

£p; + £p; U{csalt,ss}

return ss

Figure 4.45: Gg for the proof of Theorem 4.2.10.
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A(pk)
L. b« gChallo

DecapsvZ ’H’G (p_i{;)
if 3 (mol[salt) € £, and ((m][salt,r) € £g,
2:  or (F(pk;),m,cllsalt) € £y;

3: if 3 (my||salt) € £ar,, and ((m[|salt,r) € £, or (F(pk;),m,c||salt) € £q,)
. ¥ & (0,1}

5 else b := 0

6: if 3 (milsalt) € £y, and ((mljsalt,r) € L, or (F(pk;),m,c|salt) € L4)
7 if 3 (mollsalt) € £, and ((m|salt, ) € L¢, or (F(pk;),m,c[|salt) € Ln,)
s v & 10,1}

9: else t/ :=1

10: elset & {0,1}

11: return [b= 0]

Figure 4.46: Adversaries By and By for the proof of Theorem 4.2.10.

Let BADG be the event that B queries G on any (j,m||salt) or H(F(pk;), m, c||salt) with
m||salt € £3,,_,. Then

n; - (qn + qc)
Pr[BADG] = max —-————2%
[ ] je] M| Lg;]

This imposes a trade-off on B. As n; increases, |£g,| increases proportionately. The relative
size of £5, decreases with the number of collisions in salt values, and is therefore minimized
when n; = n.

Consider the advantage of A against the IND,, ,~-CPA security of PKE. D looks for random
oracle queries containing mg € Lo Or My € Ly, If one is found, this indicates that
either the flag CHAL or BADG was raised. If CHAL is raised, and BADG is not, then A
detects a random oracle query containing m € £y, ,. If neither CHAL or BADG is raised,
A returns a random guess, as is the case when both CHAL and BADG are raised. Then
provided BADG is not raised, A wins the game with probability 1 if CHAL is raised, and
with probability % otherwise. Hence
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Advpee " (A) + Pr[BADG] >

Pr[b — | -BADG] — %‘

1 1
= |Pr[CHAL| + 3 Pr[-CHAL] — 3
= % Pr[CHAL)]
And so @ )
N; gy + g6 IND,, 4-CPA
Pr[CHAL] < max J + 2. Advp, A
[ ] — je[u] ‘MHQS]’ PKE ( )

Adding all inequalities gives

- 2 2 2n(qc + qn)
Ad IND,,,,-CCA B) < u- 4 n
VKEML ( ) — 2[ |M‘2Iensa|t ’£Sj HM‘

+ (QG + QH + QD) . 5(u) _'_ 2 . AdV:DNKDEn,u-CPA (A)

+qp-277

as desired.

4.2.8 Tightness for FrodoKEM Parameters

Now we briefly consider each intermediate term in the above security bounds, using the
a reasonable

parameters FrodoKEM640, and assuming n = 2%, which we consider to be
threshold.

e The term M;%m
2n;(qc + qn)
M| Es;|

e The term maxjepy

e We cannot give an exact figure for 6(u) in order to boudnt he term (g¢c + qu + ¢p) -
d(u)+2- for Frodo640, as this would require experimental data. In general, we expect
the multi-user correctness term §(u) to be close to the single user correctness term

d, which for Frodo was experimentally tested to be 271387,
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= 561, we have T' = 2% and € = 5, satisfying 128 bits of security.

satisfies tightness requirements since max; T
S.
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The monolithic bound is marginally tighter than the bound you would obtain from
combining those obtained from ST and U?(’pck) separately. In particular, the coefficient of

Adv:DI\IKDE"‘“'CPA is 2, rather than 3, the entropy bound is ;—j, rather than 2?—: Monolithic
bounds for the IND,, ,-CCA security for each FO that we considered are shown in Figure
4.40. All the following bounds can be obtained from theorem 4.2.9 and 4.2.10. For example,
the bound for FO]’fk;’m’C can be obtained from theorem 4.2.9, by letting F be the identity
function, and treating the empty string as the only salt value, and thus having |£g| = 1.
For example, the bound for FOjk’m’c can be obtained from theorem 4.2.10, by letting F be
the identity function, |£g| = 1, by treating the empty string as the only used salt.

Without public key/prefix hashing, we are unaware of a way to improve on the bound
implied by [BBMO00], which would be the single-target, multi-target bounds multiplied by

a factor of wu.

Remark. The above proofs use two hash functions G for generating randomness, and H for
generating shared secrets. In practice, a single hash function such as SHAKE will be used.
Some consideration needs to be given to domain separation. The idea is that we should be
able to model G and H using a single hash function, so long as there is no overlap between
their respective domains. Failure to separate domains can lead to security issues, as shown
in [BDG20], which also gives techniques for domain separation. In some cases, domain
separation might be free, as inputs to G and H vary sufficiently in length that there is no
overlap. In other cases, as in [DHK"21], more careful consideration is required.

4.3 Modelling a Quantum Adversary

Even though there is no quantum algorithm for LWE at the time of writing, this does not
mean that an adversary with access to a quantum computer has the same advantage as a
classical adversary. Notably, in the classical setting, if an event occurs only if an adversary
queries a uniformly random value, the probability of this event is given by a simple guessing
bound. This is not the case in the quantum setting.
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FO Variant Advu\‘ED,\Z’“_CCA
2n + +n)+ _
FO;fk,m’C (gu |qj/” ) & an +(¢c+gqu+qp) - 6(u) +2- Adv:;,NK%"’“ CPA(A)
2n +qc+n B
FOX e (a4 ’ qu ) b 4p 27 + (do + an + ap) - 5(u) + 2 Ady/Nr-CPA(p)
w?  2n(gn + g6 + 1) + g IND,,.-CPA
FO’IE(Pk%m,C 2 ( M| ) + (g6 +qn +gp) - 6(u) + 2 - Advpyg” (A)

1 u? | 2n(gn + g6 +n) . IND,1,.,-CPA
FOR(pk) m.c o M| +qp 277"+ (g6 + g+ qp) - 0(u) + 2 - Advpye (A)
SFO* n2 2n(qe + qn) I (ge+ gn+ qp) - 0(u) + 2 AdVINDn,u-CPA(A)

e | [AA T e TM  TM)
SFOL, n? 2n(gc + gn) Y aqp 277+ (g6 + qu + qp) - 5(u) + 2 AdVINDn,u-CPA(A)
S R YT
u’ n? 2n(qc + qn) qH IND,, .-CPA
SFOZ — ) 2. Advpr A (A
Flpk),m.c || ot + | M | 2lensa L[| M] + IM] + (g6 +an +qp) - 0(u) + VPKE (A)

u_2+ n? 2n(qc + qn)
20 [M2ense [ L[| M

SFOIJ:_(pk),m,c —l—qD-2"7_|_(qG +qgn + QD) _5(u)+2_AdVIF)NK|:)En,u—CPA(A)

Figure 4.47: Security bounds for various versions of the FO transform

A thorough treatment of the quantum random oracle model is outside of the scope of
this project, and would constitute a chapter in itself. Aside from extending the previous
bounds to the QROM, we would have no contributions to make that would warrant such
a chapter.

However, using the same proof steps as in Theorem 3.2 in [DHK*21], and making the
necessary adjustments to incorporate salts, we can obtain the following result.

Theorem 4.3.1. Let PKE be a generic public key encryption scheme. For any quantum
adversary B against the IND,, ,-CCA security of KEM* := SFO[PKE, G, H, leng,y], there
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exists a quantum adversary A against the IND,, ,-CPA security of PKE, with roughly the
same running time, such that

2 n

u
+4(qc+qun+qp +1) m+16(qG+qH+qD+1)2.5(u)

u -
+4(gn + 1)@ / M + 2\/(qG +qu +qp + 1)AdV:>NKDE"’u CPA(A)

IND,,,,,-CCA
Advgyr ™ (B) < M [2lenar

Proof. We do not provide an entire proof here. Instead we refer the reader to the proof of
Theorem 3.2 in [DHK™21], with the following changes:

Syntactical changes:

e Wherever n is used, replace with .
e Wherever g¢ is used, replace with n.

e We make use of two separate hash functions G for generating random coins, and H
for generating shared secrets, while a single hash function F is used in [DHK"21].

e ¢r will be replaces with either qu, qg or gy + gg depending on the context.

Logical changes:

e rather than s; being a uniformly random secret of length A we have s; Em. s

e In G, we only need to sample message/salt pairs without replacement, rather than
sampling messages without replacement. Hence we have

n2

PI’[GQ = 1] - Pr[Gl = 1] = W
e In G3 we still make use of lemma 5.4 of [DHK*21]. However, instead of identi-
fying H with K, and H; with K} and p; with F(pk;), we identify Hy,...,H, with

3Sampling s; from {0,1}*, and using a separate internal random oracle K for generating rejected
encapsulations was necessary in [DHK™21] for domain separation, but is not necessary here when we are
using separate random oracles G and H.
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H(1,—-),...,H(u,—), and identify p; with pk;. Furthermore we have that X is given
by Finally, ¢ is given by gy. And so lemma 5.4 gives that

Pr[G3 = 1] — Pr[G2 = 1] < 4(qn + 1) ﬁ
e The logic of G4 — Gg is unchanged. We only make the syntactical changes described
above.

e In Gs to Gy, the addition of salts slightly changes Pr[FIND;| and Pr[[FIND],],
multiplying the denominators by |£g].

4.4 FrodoKEM

4.4.1 FrodoKEM Specifications

In this subsection, we present an up-to-date version FrodoKEM, an IND,, ,-CCA-secure
KEM, that utilizes the SFO*, to mitigate the known vulnerabilities of ephemeral FrodoKEM
(eFrodoKEM). In section 3, we showed the specifications for eFrodoKEM. By using SFO
instead of FO on FrodoPKE, we change only encapsulation and decapsulation. FrodoPKE
and FrodoKEM.KeyGen, as well as all of the auxiliary algorithms: Frodo.Gen, Frodo.encode,
Frodo.decode, Frodo.SampleMatrix, Frodo.pack and Frodo.unpack are all as presented in
Chapter 3 and [ABD*23a].
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FrodoKEM.Encaps(seed ||b)

om0, 1}l

20 salt & {0, 1}!ensatc

3: pkh < SHAKE (pk, lenpkn)

4: seedgg|k < SHAKE (pkh, m||salt, lengeedgy, + lenk)

50 (00 pM  p@mntmm=1)y . SHAKE (0 x 96||seedsg, (2mn + mm) - len,)
6: S Frodo.SampIeMatrix((r(O),r(l)..., rm"_l)),m, n,Ty)

7: E' « Frodo.SampleMatrix((r™®) p(n+D) _ p2mn=1)) 7 n T))

8: A < Frodo.Gen(seedp)

9: B '« SA+F

10: c¢; < Frodo.pack(B')

11: E" + SampleMatrix(r(?™) p2mn+1)
12: B < Frodo.unpack(b)

13: V+ SB+E

14: C « V + Frodo.encode(m)

15: ¢ < Frodo.pack(C)

16: ss < SHAKE(cy, co||salt| k)

17: return (cil/ce||salt, ss)

rzmn+m71) ) M, M, TX)

Y

Figure 4.48: Encapsulation for FrodoKEM.

FrodoKEM has 3 variants, targeting each of the NIST security levels: FrodoKEMG640,
FrodoKEM976 and FrodoKEM1344. The parameters for each are given in Figure 4.50.
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FrodoKEM.Decaps(c ||c2|[salt, (s||seed ||b, ™, pkh))

10 :

11

12 :

13 :

14 :

15 :

16 :

17 :

18 :

19 :

B’ « Frodo.unpack(cy,m,n)
C « Frodo.unpack(cy,m,7)
M« C-B’'S
m' < Frodo.decode(M)
seedgg ||k’ +— SHAKE(pkh, m’, lenseedgy + lenk)
r0 p( p@mntmn-1)y . SHAKE (0x96||seedsg, (2/n + mm) - len,)
S’ « Frodo.SampIeMatrix((r(O)7 rD. rmn_l)),m, n,Ty)
E Frodo.SampIeMatrix((r(m"), p(mntn) r2mn*1)),m, n,Ty)
A + Frodo.Gen(seedp )
B" <+ S'A +F
E’ « SampIeMatrix(r@mn), rZmntl) rzmn+m71))7 m,n, Ty)
V<« SB+E
C’ <V + Frodo.encode(m/’)
if B'||C = B"||C’
k:=k
else
ki=s
ss = SHAKE(cy ||ca][salt|| k|/lenss)

return ss

Figure 4.49: Decapsulation for FrodoKEM.
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FrodoKEM Parameters
FrodoKEM Variant secret key | public key | ciphertext | Shared Secret

sk pk c Ss
FrodoKEM640 19,888 9,616 9752 16
FrodoKEM976 31,296 15,632 15,792 24
FrodoKEM1344 43,088 21,520 21,696 32
eFrodoKEM640 19,888 9,616 9720 16
eFrodoKEM976 31,296 15,632 15,744 24
eFrodoKEM — 344 43,088 21,520 21,632 32

Figure 4.50: Size in bytes of inputs and outputs in each variant of FrodoKEM.

4.4.2 Efficiency Analysis

In this subsection, we consider the computational cost of using SFO* over FO*, as well as
small efficiency improvements. We tested 3 different variants of FrodoKEM: eFrodoKEM,
the unsalted version which only targets single target security, FrodoKEM, which is con-
structed by applying SFOﬁkh’m’C to FrodoPKE, and FrodoKEM,,, a version of FrodoKEM
which removes the ciphertext from the hash input. Our experiment showed little differ-
ence between the first two. Following [BHHT19], applying SFOékh’m rather than SFOﬁkh’m’c
has no impact on security. Removing ¢ from the hash input has some impact on efficiency,
however. We note that the efficiency improvements suggested in [DHK'21] for Crystals-
Kyber and Saber, are already implemented in FrodoKEM, which uses a 128 bit public
key hash, rather than the entire public key.The relevant comparison in Figure 4.31 is the

average time in microseconds for encapsulation and decapsulation for each security level.

The following experimental data was obtained on a 2022 Macbook pro using MacOS
Sonoma 14.4.1, with an M2 processor and 8GB of RAM.
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FrodoKEM Efficiency
NIST Security Level eFrodoKEM 14 m.c | FrodoKEM,ip, e | FrodoKEM i, 1,
KeyGen 234.281 238.149 240.814
1 Encaps 279.495 279.381 266.300
Decaps 270.542 271.395 258.119
KeyGen 470.520 472.838 474.927
2 Encaps 507.693 510.257 484.617
Decaps 479.453 489.805 456.875
KeyGen 705.170 702.292 704.511
3 Encaps 779.810 778.418 742.617
Decaps 739.910 745.915 705.027

Figure 4.51: Time in microseconds for an iteration of FrodoKEM for various versions, using

SHAKE.
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Chapter 5

Conclusion

In this work we introduced the salted Fujisaki-Okamoto transform, and proved that it
enables a tight reduction for IND,, ,-CCA security of the resultant KEM, to the IND,, ,,-CPA
security of the underlying PKE. The general idea was that in multi-target attacks with
large n, an adversary can break IND,,,-CCA security of a KEM, by computing a large
number of ciphertexts, and searching for a collision. Probabilistic encryption from the T
transform implies that a collision between a challenge ciphertext, and one computed by
the adversary, means both ciphertexts will have the same underlying plaintext, breaking
OW,, ,-PCA security, and therefore IND,, ,~-CCA security as well. The incorporation of salts
means that encryption is no longer determinstic, and identical ciphertexts no longer means
identical messages.

We applied these results to FrodoKEM, showing that the most recent version, which uses
the SFO-transform, is IND,, ,,~-CCA secure, while a previous version eFrodoKEM which used
the generic FO-transform, was not. We found that our incorporation of salting improved
the tightness gap by a factor of 2%, even when an adversary performs an attack with
runtime 7" = 2%, In particular, with eFrodoKEM, an attack with time 7" = 2% had € = 1,
while with FrodoKEM the same attack has € = 2%

5.1 Comparison to Existing Work

This work is closely related to “Faster Lattice-Based KEMs via a Generic Fujisaki-Okamoto
Transform Using Prefix Hashing” by Duman et al. That work assesses the FO-transform
in the multi-target setting. The proofs in this work follow a very similar structure to
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theorem 3.1 of that work. [DHK™21] is itself a continuation of “A Modular Analysis of the
Fujisaki-Okamoto Transformation” by Hévelmanns et al. [HHK17] shows that there is a
tight reduction from IND-CCA security of a KEM: FO[PKE] tightly reduces to the IND-CPA
security of PKE. We have shown this is not true for IND,, ,~-CCA security, for the generic
FO-tranform. Our results expand on these works by analyzing the impact of salting, and
providing a proof for KEMs with explicit rejection.

5.2 Future Work

The bounds we gave are all reductions to the IND,, ,-CPA security of a PKE to which the
FO or SFO transform has been applied. While in the case of FrodoKEM, both IND,, ,-CPA
and IND-CPA security of FrodoPKE reduce to LWE, it is still the case that

AdVEISER: < AQVIOpS
We have not quantified the difference between Advio,Siee and AdVIF'\rlij’;’;kcEPA, in order
to bound Advii e directly in terms of LWE. In [Ber22], Daniel Bernstein quantifies
the asymptotic impact of multiple ciphertexts for lattice-based schemes. It remains to
incorporate, or, if necessary, expand on, these ideas in order to quantify the difference
between AdvpD.SEee and AdvIF'\:B;;;kCEPA.
Furthermore, we would like to extend our results about the salted FO transform, and

KEMs with explicit rejection, to the quantum random oracle model. We gave a sketch of
the relevant ideas in Theorem 4.3.1, but did not provide a full proof.
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