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Abstract

This paper addresses the challenge of evaluating privacy risks in synthetic tabular
data by examining black-box privacy metrics that do not require detailed knowledge of
the data generation process. We focus on two sorts of attacks, black-box and white-box
attacks. Utilizing six datasets from the UCI Machine Learning Repository, we evaluate
the effectiveness of these metrics across various synthetic data generation models, including
diffusion models like TabDDPM and traditional models like PrivBayes. Our findings reveal
that while DOMIAS exhibits limited sensitivity across different datasets and configurations,
DCR proves to be an effective measure of similarity between synthetic and real data,
offering significant insights into privacy preservation. We also introduce the Step-wise
Error Comparing Membership Inference (SECMI) attack, which assesses prediction errors
at each generation step to infer membership status. The study concludes that diffusion
models, such as TabDDPM, generally achieve a superior balance of utility and privacy
compared to traditional models. These results highlight the need for robust, adaptable
privacy metrics to reliably assess privacy risks in synthetic data, thereby ensuring its safe
application across various domains.
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Chapter 1

Introduction

Synthetic data generation model [38, 34, 39] has emerged as a promising solution to
this challenge by creating artificial datasets that mimic the statistical properties of real
data while ensuring individual privacy. However, assessing the privacy of these synthetic
datasets remains a critical concern [15]. Effective privacy metrics are essential to evaluate
and guarantee the extent to which synthetic data can protect the confidentiality of the
original dataset.

Privacy metrics are crucial tools in the field of data privacy, enabling researchers and
practitioners to quantify the privacy risks associated with the use of synthetic data. These
metrics help in identifying potential vulnerabilities that could lead to privacy breaches,
such as membership inference attacks, where an adversary attempts to determine whether a
particular data point was included in the training dataset. Addressing these vulnerabilities
is essential for ensuring that synthetic data can be safely used in applications ranging from
healthcare to finance.

The importance of synthetic data has grown in parallel with the expanding volume and
sensitivity of data collected by organizations. Synthetic data can facilitate data sharing
and collaboration across institutions while mitigating the risks of exposing sensitive in-
formation. For instance, in the healthcare sector, synthetic patient records can be used
for research and development without compromising patient privacy. Similarly, in finance,
synthetic transaction data can be used to test fraud detection systems without exposing
real transaction details.

Despite its potential, the generation of synthetic data poses significant challenges. One
primary concern is ensuring that synthetic data retains the utility of the original data
while providing robust privacy protection. This balance is delicate; overly anonymized



data may lose its analytical value, while insufficient anonymization may fail to protect
privacy. Therefore, developing reliable privacy metrics that can accurately assess this
balance is of paramount importance.

This paper focuses on evaluating privacy metrics for synthetic tabular data, with a par-
ticular emphasis on black-box privacy metrics. Black-box metrics assess privacy without
needing detailed knowledge of the underlying data generation process, making them ver-
satile and applicable across various generative models. We investigate the effectiveness of
two prominent black-box privacy metrics: Density Overfitting Membership Inference At-
tack with Synthetic Data (DOMIAS) [35] and Distance to Closest Record (DCR). These
metrics are evaluated based on their ability to measure the risk of membership inference
attacks and the similarity between synthetic and real data.

To provide a comprehensive analysis, our study includes extensive experiments using six
real-world datasets from the UCI Machine Learning Repository. These datasets represent
a diverse set of domains, including census income, credit card default, gamma telescope,
online shoppers’ purchasing intentions, news popularity, and air quality measurements. We
compare the performance of different synthetic data generation models, including diffusion
models like TabDDPM [20] and traditional models like PrivBayes [39], under various config-
urations. Additionally, we explore the utility-privacy trade-offs presented by these models
to provide a comprehensive understanding of their effectiveness in real-world applications.

By examining both the privacy and utility of synthetic data, this paper aims to offer
a balanced view of how well current models and metrics perform. Our goal is to identify
the strengths and weaknesses of existing privacy metrics and propose directions for future
research to enhance the assessment of synthetic data privacy. This investigation is crucial
for advancing the safe and effective use of synthetic data in practice, fostering innovation
while protecting individual privacy.

Furthermore, this study contributes to the broader discourse on data privacy by high-
lighting the practical implications of using synthetic data in various sectors. It underscores
the necessity of developing robust and adaptable privacy metrics that can reliably assess
the privacy risks associated with synthetic data across diverse applications. Through rigor-
ous experimentation and analysis, we aim to provide actionable insights that can guide the
development of more secure and effective synthetic data generation methods, ultimately
supporting the widespread adoption of privacy-preserving technologies.



Chapter 2

Related Work

2.1 Synthetic Data Generators

Synthetic data can be produced using a variety of methods, including statistical models,
generative adversarial networks (GANs), and other machine learning algorithms. These
data sets are invaluable for training and validating models, enhancing data diversity, and
preserving privacy by reducing the need for actual personal or confidential information.
Moreover, synthetic data generation allows for the exploration of scenarios and edge cases
that may not be present in the original data, thereby improving the robustness and gener-
alizability of analytical models.

2.1.1 Statistical Approach with DP Guarantees

Statistical approaches with differential privacy (DP) guarantees offer a robust framework
for balancing the trade-off between data utility and privacy. These methods aim to protect
individual data entries while still allowing for meaningful statistical analysis and insights.
By introducing controlled noise into statistical computations, differential privacy ensures
that the inclusion or exclusion of a single data point does not significantly affect the
outcome, thus preserving privacy. This approach has become a cornerstone in privacy-
preserving data analysis, enabling the release of aggregated information, synthetic data,
and machine learning models with quantifiable privacy assurances. Through techniques
such as Bayesian networks, generative models, and local perturbation, statistical meth-
ods with DP guarantees provide versatile solutions for a wide range of applications, from
healthcare to finance, where the confidentiality of sensitive information is paramount.



PrivBayes [39] and PrivSyn [11] are two popular models with DP guarantees. PrivBayes
uses a Bayesian network to model the correlations among attributes in a high-dimensional
dataset. By injecting noise into the low-dimensional marginals of this network, PrivBayes
effectively mitigates the curse of dimensionality, making it feasible to publish useful high-
dimensional synthetic data under differential privacy guarantees. This approach is par-
ticularly effective in preserving the statistical properties of the original dataset, as the
Bayesian network captures complex dependencies between attributes. However, construct-
ing and managing a Bayesian network can be computationally intensive, especially for very
large datasets.

On the other hand, PrivSyn employs local differential privacy (LDP) by perturbing each
data point individually before any synthesis occurs. This two-phase approach, where the
first phase ensures that individual data points are privatized, and the second phase involves
learning a generative model from the perturbed data, allows PrivSyn to maintain strong
privacy guarantees from the onset. This method decouples data perturbation from data
synthesis, potentially leading to higher utility in the synthetic data because the generative
model can more accurately reflect the underlying data distribution without being directly
influenced by global noise addition. However, the reliance on LDP means that the initial
perturbation phase can sometimes lead to a loss of utility if not carefully managed.

2.1.2 GAN-based Models

Generative Adversarial Networks (GANs) have been a cornerstone of generative models
since their introduction by Goodfellow et al. in 2014 [10]. GANSs consist of two neural net-
works, a generator and a discriminator, that are trained simultaneously through adversarial
processes: the generator aims to produce realistic data samples, while the discriminator
strives to distinguish between real and generated samples. This adversarial training frame-
work has led to advancements in generating high-fidelity images, realistic video frames,
and even coherent text sequences [24].

DPGAN [36] and dp-GAN [10] are pioneering GAN-based approaches designed to op-
erate under differential privacy (DP) settings, addressing both privacy and data utility
concerns. These models introduce carefully calibrated noise to the gradients during the
training process, which helps in maintaining the privacy of the individual data points in
the training set. By leveraging this technique, DPGAN and dp-GAN are able to generate
high-fidelity synthetic data while ensuring that the privacy of the original data is preserved.

PATE-GAN [18] modifies the standard approach of updating the discriminator us-
ing differentially private stochastic gradient descent (DPSGD). The authors identify that
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adding noise solely to the discriminator updates disrupts the balance between the generator
and discriminator. To address this, they propose taking more discriminator steps between
generator steps, using larger batch sizes, and adapting the discriminator update frequency.
These adjustments significantly enhance the quality of generated data, outperforming pre-
vious GAN privatization schemes on standard image synthesis benchmarks.

2.1.3 Diffusion Models

Diffusion models have gained significant attention in recent years due to their efficacy in
generating high-quality samples across various domains, particularly in image synthesis.
Unlike traditional GANs, diffusion models operate by iteratively refining samples from
a noise distribution towards the data distribution through a sequence of denoising steps
[14]. This iterative approach, inspired by non-equilibrium thermodynamics, allows for
more stable training and improved sample quality [31]. Recent advancements in this field
have demonstrated the potential of diffusion models in achieving state-of-the-art results in
image generation tasks, surpassing the performance of GANs in terms of both fidelity and
diversity of generated samples [5].

Diffusion models have been successfully applied to a diverse range of generative model-
ing tasks, including image generation [32], [13], [33] and image super-resolution [20], [27].
These applications showcase the versatility and effectiveness of diffusion models in pro-
ducing high-quality synthetic data across various domains, highlighting their potential for
broader adoption in generative tasks. Recent research has also demonstrated the potential
of diffusion models for tabular data synthesis, further expanding their applicability and
showcasing their potential for broader adoption in generative tasks.

TabDDPM [20] explores the use of denoising diffusion probabilistic models (DDPMs) for
generating synthetic tabular data, which includes heterogeneous features such as numerical
and categorical data. The introduced model, TabDDPM, leverages both multinomial and
Gaussian diffusions to handle different types of features effectively. Extensive evaluations
show that TabDDPM outperforms GAN and VAE-based alternatives in terms of generating
high-quality synthetic data while also being well-suited for privacy-sensitive applications,
ensuring better separation between synthetic and real data points.

Tabsyn [38] takes a step further and achieves a better performance than its predecessor
TabDDPM. Tabsyn leverages a hybrid model combining Variational Autoencoders (VAEs)
and score-based diffusion model to capture complex data distributions.



2.2 Privacy Attacks

Synthetic data generation introduces several privacy concerns that need careful consid-
eration. Membership inference attacks aim to determine whether a specific record was
included in the training dataset, potentially exposing individuals’ involvement. Attribute
inference attacks enable attackers to deduce sensitive attributes of individuals by analyz-
ing patterns within the synthetic data. Furthermore, linkage attacks involve combining
synthetic data with other publicly available datasets, which can lead to the identification
of individuals in the training data. These risks are relevant for both tabular synthetic
data and generative models, underscoring the necessity of ensuring that synthetic data
is sufficiently anonymized to prevent re-identification through linkage with external data
sources.

In this work, we choose membership inference attacks (MIAs) as our primary privacy
metric. MIAs are the most common and straightforward privacy metric for synthetic data
generators, offering a clear and direct measure of privacy risks. By focusing on MIAs, we
aim to evaluate the extent to which synthetic data generation methods protect against
the exposure of individual records within the training dataset. This approach provides
a tangible benchmark for assessing the effectiveness of privacy-preserving techniques in
synthetic data generation and highlights areas where further improvements are necessary
to enhance data privacy. Moreover, MIAs allow for a standardized comparison across
different synthetic data generation methods, facilitating the identification of best practices
and the development of more robust privacy-preserving algorithms.

2.2.1 Membership Inference Attacks

Membership inference attacks represent a significant privacy threat in machine learning,
where an adversary seeks to determine whether a particular data point was part of a
model’s training dataset. These attacks exploit overfitting and the model’s sensitivity to
specific data points to infer membership information.

In their seminal work, Shokri et al. [30] introduced the concept of membership inference
attacks against machine learning models. They demonstrated that an adversary with
access to the model’s predictions can train a shadow model to simulate the target model’s
behavior, thereby inferring the membership status of specific data points. This approach
leverages differences in the target model’s output distributions for training and non-training
data, which can be particularly pronounced in models that overfit to their training data.



Fredrikson et al. [3] extended this line of research by introducing model inversion
attacks, where the adversary aims to reconstruct sensitive input data from the model’s
outputs. While not purely a membership inference attack, model inversion can be used
to infer sensitive details about the training data, further highlighting the privacy risks
associated with machine learning models.

Recent advancements have continued to reveal vulnerabilities in various types of mod-
els. For example, Salem et al. [28] showed that membership inference attacks could be
generalized across different types of models and datasets, underscoring the widespread ap-
plicability of these attacks. Similarly, Nasr et al. [21] provided a comprehensive analysis
of membership inference attacks across different threat models, including white-box and
black-box scenarios, and proposed defense mechanisms to mitigate these risks.

To address the privacy concerns posed by membership inference attacks, several defense
strategies have been proposed. Differential privacy is a prominent approach that adds
controlled noise to the training process, thereby reducing the model’s reliance on specific
data points and mitigating the risk of membership inference [7]. Regularization techniques,
such as dropout and weight decay, have also been shown to enhance model robustness
against these attacks by reducing overfitting [17].

In conclusion, membership inference attacks expose a critical vulnerability in machine
learning models, particularly those trained on sensitive data. As machine learning models
become increasingly integrated into various applications, developing robust defense mech-
anisms to protect training data privacy remains an urgent priority.

2.2.2 Privacy Attacks on GANs

While Generative Adversarial Networks (GANs) have shown great potential, concerns
about privacy attacks have also emerged, particularly in sensitive applications such as
healthcare. These models can sometimes inadvertently reveal information about the train-
ing data. For instance, membership inference attacks allow an adversary to determine if
a specific data point was included in the training set [30]. These attacks leverage the fact
that GANs may generate samples closely resembling the training data, which can pose
privacy risks. Similarly, model inversion attacks aim to reconstruct input data from the
model’s output, potentially exposing sensitive information [3]. Studies have highlighted
the vulnerabilities of even advanced GANs like StyleGAN to such privacy issues [11]. To
address these concerns, various defense mechanisms have been proposed. For example,
differential privacy introduces noise during training to obscure individual data contribu-
tions [30], and adversarial regularization aims to make models more resilient to privacy
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attacks [3]. Specific applications like medGAN [1] and healthGAN [37] have focused on
enhancing privacy-preserving features in GANs for healthcare data, balancing the need for
data utility with robust privacy safeguards.

2.2.3 Privacy Attacks on Diffusion Models

Diffusion models, while celebrated for their stability and high-quality generative capa-
bilities, have also raised privacy concerns, particularly regarding the potential leakage of
training data. A notable type of privacy attack against these models is the membership
inference attack. In such attacks, an adversary attempts to determine whether a specific
data point was part of the training dataset used to train the diffusion model.

Recent studies have highlighted the vulnerability of diffusion models to membership in-
ference attacks. For example, Duan et al. [6] explores the susceptibility of diffusion models
to such attacks, demonstrating that these models can indeed leak membership information
under certain conditions. This research shows that the iterative nature of diffusion mod-
els, which involves refining samples from noise, can inadvertently reveal details about the
training data.

Further examination by Carlini et al. [2] delves into how training data can be ex-
tracted from diffusion models, indicating that these models can expose more information
than previously anticipated. This extraction capability raises significant privacy concerns,
especially in sensitive applications where training data confidentiality is paramount.

The specific case of membership inference attacks via quantile regression has been
explored by Tang et al. [34], showing another vector through which diffusion models can
be probed for membership information. This study employs statistical methods to infer
membership with a high degree of accuracy, thereby highlighting a critical vulnerability in
the current design of diffusion models.

Other works, such as [23], investigate white-box membership inference attacks, where
the adversary has access to the internal mechanisms of the diffusion model. This access
allows for a more precise inference of training data membership, emphasizing the need for
robust defense mechanisms.

To mitigate these privacy risks, various techniques have been proposed. For instance,
TabSyn[38] and TabDDPM [20] suggest modifications to diffusion models aimed at en-
hancing their robustness against membership inference attacks. These approaches involve
altering the training procedures and introducing noise to obscure the contributions of in-
dividual data points, thereby protecting the privacy of the training data.



In conclusion, while diffusion models offer significant advancements in generative mod-
eling, their vulnerability to privacy attacks, particularly membership inference attacks,
necessitates the development of more secure training protocols and defense mechanisms.
Ensuring the privacy of training data remains a critical challenge in the deployment of
diffusion models in real-world applications.



Chapter 3

Research Problem

The research questions in this thesis address critical concerns in the field of synthetic
data generation and privacy preservation. The first question explores whether synthetic
data generation models for tabular data are vulnerable to privacy attacks. This inquiry is
crucial because, while synthetic data is often considered a safer alternative to real data, it
is essential to understand if these models can inadvertently expose sensitive information
through various types of privacy attacks, such as membership inference or re-identification
attacks. The second question investigates the effectiveness of privacy metrics, aiming to
discern how one can evaluate whether a privacy metric genuinely reflects the protection
of sensitive information. This question is vital because not all privacy metrics are created
equal—some may give a false sense of security, while others might effectively quantify
the risk of exposure. Together, these questions seek to deepen our understanding of the
balance between data utility and privacy, which is foundational in the development of
secure synthetic data generation techniques.
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Chapter 4

Preliminaries

4.1 Diffusion Models

The inspiration of diffusion models comes from non-equilibrium thermodynamics. Diffusion
model is a type of generative model that estimates the target distribution by Markov
chain. These models utilize a sequence of noise injections and subsequent denoising steps
to generate high-fidelity synthetic data from random noise inputs.

4.1.1 Denoising Diffusion Probabilistic Models

An example of diffusion models in the field of generative modeling is the Denoising Diffusion
Probabilistic Models (DDPMs) [13]. The Markov chain framework is utilized in DDPMs,
and an example of a DDPM is illustrated in Figure 4.1.

@ pg Xi— 1|Xt)

%
.
.
v

Figure 4.1: Structure of DDPM [13]
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Given the initial data distribution zy ~ ¢(z), the forward Markov process produces a
sequence of random variables 1, x9, . .., z; with a transition kernel q(z;|xz;_1). By applying
the chain rule of probability and utilizing the Markov property, the joint distribution of
x1, s, ..., r; conditioned on xg, denoted as q(z1, ..., x|zo) can be factorized as follows:

t

q(x1, .. wlae) = [ alailzimn) (4.1)

t=1

One common choice for the transition kernel is Gaussian distribution and it is defined
as follows:

q(ze]zi1) = N(xt; V1= By, Bi) (4.2)

where (3; is a variance schedule, and A denotes a Gaussian distribution. By utilizing

the property of the diffusion process, we can derive a closed form for x; at any time step
t. Let oy =1 — (3, and oy = H';:l o

q(z¢|mo) = N (245 Vo, (1 — ay)I) (4.3)

The reverse process, which aims to denoise the data, is modeled as:

Po(@i—1]@e) = N (x1-1; po(e, 1), o(4, 1)) (4.4)

Here, 1y and Yy are parameterized functions learned during the training phase.

During the training process, the model learns py and ¥y by minimizing the variational
lower bound on the negative log-likelihood. The variational lower bound can be decom-
posed into a sum of KL divergence terms and a reconstruction term:

Eq[pKL(Q($t|$0) | |P($t))1

Ly
T
+ Z D (q(zia|we, mo)||po(wi—1|z)) (4.5)
t=2 e

Li—1

—10g179($0|$1)]
—_———
Lo
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where Dy, (q||p) denotes the Kullback-Leibler (KL) divergence between two probability
distributions ¢ and p. Furthermore, pg(z;_1|z;)) = N (24_1; (s, ), Lo(ay, t) = o21). We
can represent the loss term L; at time step ¢ as:

1.
Ly = Eq[ﬂ”/ﬁt(l‘t?%) — pg(ze, )P + C (4.6)

where C is a constant that does not depend on 6.

4.2 Membership Inference Attacks (MIAs)

A membership inference attack is a type of adversarial attack on machine learning models
where the adversary seeks to determine whether a specific data point was included in the
model’s training set. This attack exploits the model’s responses or output probabilities
to infer the presence or absence of individual data points in the training dataset. The
fundamental vulnerability that membership inference attacks leverage is the discrepancy
in the model’s behavior between data it has been trained on and data it has not seen
before.

Consider a random variable X with distribution p(X). Let Dr A p(X) represent the

training set of a generator model, and Dy R p(X) be the holdout set, where DrNDy = .
Given a generator model fy with trainable parameters 0, and a dataset D = Dy U Dy, a
membership inference attack model M on ¥ € D and fj is defined as:

M(fy,7) = 1(7 € Dr) (4.7)

4.2.1 Black-box MIAs

Black-box MIAs operate under the assumption that the attacker has only limited access
to the model, typically through an API that provides predictions or confidence scores for
input data. The attacker does not have direct access to the model’s internal parameters
or architecture. Instead, they rely solely on the model’s outputs to infer membership.

In black-box MIAs, attackers often employ statistical and machine learning techniques
to analyze the model’s behavior. By training shadow models, which are designed to mimic
the target model’s behavior, attackers can create datasets that help distinguish between
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members and non-members. These shadow models are trained on auxiliary datasets with
a known membership status, and the attack model is then used to infer the membership
status of data points in the target model.

4.2.2 White-box MIAs

White-box MIAs, on the other hand, assume that the attacker has full access to the model’s
internal parameters, architecture, and potentially the training algorithm. This level of
access allows the attacker to leverage more detailed information to infer membership status.

With access to the model’s gradients, weights, and other internal states, white box
attackers can conduct more precise and effective attacks. For instance, they can analyze
the model’s gradients during the training process to identify patterns that indicate whether
a particular data point was included in the training set. This detailed information can
significantly enhance the accuracy of membership inference, as it provides insights into
how the model’s parameters were adjusted in response to specific training data.

White-box MIAs are generally more powerful than black-box attacks due to the addi-
tional information available to the attacker. However, they also require a higher level of
access, which may not always be feasible in practice.

14



Chapter 5

Methodology

A good privacy metric should contain the following properties:

They should correlate with data quality. Consider the following example: Assume
we generate completely random synthetic data. Although this method would preserve
complete privacy, as the synthetic data bears no resemblance to the original data, it also
offers very low utility. This is because random data lacks any meaningful patterns or
relationships that can be used for analysis or decision-making.

In contrast, high-quality synthetic data should maintain the statistical properties and
relationships present in the original data, enabling it to be used effectively for analytical
purposes. Thus, a good privacy metric should reflect this balance between privacy and
utility. It should penalize methods that, while offering high privacy, result in synthetic
data that is too dissimilar from the original data to be useful. Conversely, it should
reward methods that achieve a reasonable compromise, maintaining data utility while still
providing a robust level of privacy protection.

They should be robust and consistent against various attack models and
datasets. A privacy metric should be model and data invariant. In other words, it should
maintain its reliability and accuracy across different types of synthetic data generation
models and various datasets. This robustness is crucial because synthetic data can be
generated using diverse methodologies and applied to a wide range of datasets.

They should be scalable to large datasets. Compared to datasets from years
ago, current datasets are becoming increasingly larger and more complex. This trend is
driven by the exponential growth in data generation across various fields such as healthcare,
finance, social media, etc. As datasets grow, it is essential that privacy metrics for synthetic
data scale effectively to handle this increased volume and complexity.

15



They should be sensitive to different levels of privacy. In privacy-preserving
frameworks like differential privacy, a privacy budget (often denoted as €) is provided,
quantifying the trade-off between privacy and utility. Therefore, a good privacy metric
should accurately reflect varying levels of privacy protection, offering a nuanced view of
how different privacy settings impact both privacy and utility.

5.1 Black box privacy metrics

A black box privacy metrics offer a method to evaluate the privacy of synthetic data
without needing detailed knowledge of the underlying data generation process. These
metrics treat the synthetic data generator as a ”black box,” focusing on the observable
outcomes rather than the internal mechanics. By examining the relationships between the
original and synthetic data, black-box privacy metrics assess how well privacy is preserved.
This approach can include analyzing the statistical properties, patterns, and distributions
of the synthetic data in comparison to the original data [12]. Additionally, black-box
privacy metrics often involve conducting various privacy attacks, such as re-identification
or membership inference attacks, to determine the resilience of the synthetic data against
potential breaches [35]. The advantage of black-box metrics lies in their applicability to
a wide range of data generation techniques and their ability to provide practical insights
into the privacy-utility trade-offs, making them an essential tool for practitioners aiming
to evaluate and improve the privacy of synthetic datasets.

In this paper, we choose two black-box privacy metrics, DOMIAS (Density Overfitting
Membership Inference Attack with Synthetic Data) [35] and Distance to Closest Record
(DCR). DOMIAS effectively measures the likelihood of membership inference attacks, pro-
viding a robust indication of privacy risks. DCR provides a straightforward yet powerful
indication of how closely synthetic data mimics real data, which can highlight potential
re-identification risks.

5.1.1 DOMIAS

The DOMIAS model introduces an approach to Membership Inference Attacks target-
ing generative models. This model uses density estimation to detect local overfitting in
synthetic data, thereby providing enhanced accuracy compared to traditional methods.

The model employs density estimators px(x) and pg(x) to approximate the real data
distribution and the synthetic data distribution, respectively. By comparing px(z) and
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pa(z), the model detects local overfitting. If pg(x) is significantly higher than px(x) for a
given sample x, this suggests that the sample x was likely part of the training set, indicating
overfitting.

The membership score for a sample x is computed as the ratio ;’ )G(g% A higher score

implies a greater likelihood that z is part of the training data. The model ensures that this
score is invariant to bijective transformations of the data space, maintaining robustness
and consistency under different data representations.

The DOMIAS model demonstrates improved accuracy in MIAs by incorporating knowl-
edge of the real data distribution. Its ability to effectively detect local overfitting is crucial
for identifying membership of underrepresented samples. Additionally, the model provides
a clear metric for balancing data utility and privacy in synthetic data generation.

5.1.2 Distance to Closest Record (DCR)

We introduce another black-box privacy metric, Distance to Closest Record (DCR). In our
setup, DCR is defined by the median of the distances between each synthetic data record
and the closest real data record. This metric helps to quantify how closely a synthetic
dataset mimics the real dataset while maintaining privacy. A lower DCR indicates that
the synthetic records are similar to the real records, which is desirable for utility. However,
to ensure privacy, DCR should not be too low, as it might indicate that the synthetic data
is too similar to the real data, potentially risking privacy breaches. By balancing DCR, we
aim to achieve an optimal trade-off between data utility and privacy preservation.

5.2 White-box Privacy Metrics

5.2.1 Integrating TabDDPM to SECMI attack

White-box attacks refer to a type of adversarial attack where the attacker has complete
knowledge of the internal workings of the system being targeted. Unlike black-box attack,
white-box attacks have access to the model’s architecture, parameters, training data, and
any other relevant information. In the context of synthetic data generation and privacy
evaluation, white-box attacks are particularly concerning because they allow the attacker to
exploit specific vulnerabilities within the data generation process. For example, an attacker
might use knowledge of the synthetic data model to craft inputs that reveal sensitive
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information about individuals in the original dataset. White-box attacks can include re-
identification attempts, where the attacker tries to link synthetic data points back to real
individuals, or membership inference attacks, where the goal is to determine whether a
particular individual’s data was included in the training set. The complete transparency
available in white-box scenarios enables more sophisticated and targeted attacks, making it
crucial for privacy-preserving methods to be robust even under these challenging conditions.
Evaluating synthetic data against white-box attacks ensures that the privacy protection
mechanisms are strong enough to withstand adversaries with significant knowledge and
resources.

We chose the Step-wise Error Comparing Membership Inference (SECMI) attack [0]
as our white-box attack for several reasons. Firstly, diffusion models have demonstrated
significant potential and effectiveness in generating high-quality image data. Due to their
success with image data, recent research [38, 20] has adapted diffusion models for tabular
data generation, leveraging their robust capabilities as foundational models. The SECMI
attack paper provides a comprehensive and detailed methodology for conducting member-
ship inference attacks specifically on diffusion models, particularly DDIM, in a white-box
setting.

A reasonable assumption about membership exposure is that sample z,, from the train-
ing (member) set Dy may exhibit smaller estimation errors at step ¢t compared to samples
from the hold-out set Dy

Lt,;tm S Lt,a:h (51)

Inspired by deterministic reversing and sampling from diffusion models, approximate
l; 4, With deterministic processes:

Ter1 = Qo(2e) = Va1 fo(2e) + /1 — Qryr€o(2:) (5.2)
ri1 = Yo(:) = Vaufol:) + V1 — aueg() (5.3)

Where:

folay) = D=V ool (5.4)

(7

We then define x; = Pg(xs,t) = dg(- - - do(Po(xs,5),s +1),t — 1) and x5 = Yy(z4,5) =
Yo (- - - o(Vg(xy, t),t — 1), s+ 1). For a given sample zq and T; = Pg(x0,t) at timestep ¢,
the t-error is defined as the approximation posterior estimation error at step t:

Lo = [0(00(1,t)) — &0l (55)

18



The paper [0] later showed that it,xo is converged to the learning objective, i.e., Et,xo —
Ly 4.

5.3 Synthetic Data utility Metrics

Data synthesization aims to generate artificial data that maintains the statistical properties
of the original dataset while preserving privacy. In this context, three important metrics
are a-precision [1], S-recall [1], and detection score which help in evaluating the quality
and utility of the synthesized data.

5.3.1 a-precision

a-precision measures the probability that a generated sample is supported by the real dis-
tribution. This is defined more rigorously as the probability that a synthetic sample resides
in the a-support of the real distribution. The a-support is the minimum volume subset of
the support of the real distribution that supports a probability mass of . Mathematically,
alpha-precision P, is given by:

P, =P(X, € 5%

where X s represents the embedded synthetic data, and S7* denotes the a-support of the
real data distribution IP,. High alpha-precision indicates that the synthetic data accurately
captures the most densely packed probability mass of the real data, ensuring that the
synthetic data appears realistic and typical.

5.3.2 [(-Recall

[-Recall evaluates the ability of the synthetic data to capture all relevant instances from
the original data, focusing on the diversity of the generated samples. It is defined as the
fraction of real samples that reside within the [-support of the generative distribution.
The S-support is the minimum volume subset of the support of the generative distribution
that supports a probability mass of 3. Formally, beta-recall Rg is given by:

Ry =PB(X, € 5))
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where )?r represents the embedded real data, and Sg denotes the g-support of the
synthetic data distribution P,. High S-recall signifies that the synthetic data distribution
covers the diversity of the real data, ensuring that significant patterns and correlations are
preserved.

By balancing a-precision and [-recall, researchers can ensure that synthetic data is
both accurate and comprehensive. This balance is crucial for applications requiring both
high fidelity and diversity, such as in medical data synthesis, where false positives and
missing significant data points can lead to erroneous conclusions.

5.3.3 Detection score

The detection score in the Synthetic data Vault library evaluates the quality of synthetic
data by determining how distinguishable it is from real data. This metric involves training
a machine learning classifier to differentiate between real and synthetic samples, then mea-
suring its performance, typically using the area under the receiver operating characteristic
curve (AUC-ROC). A lower detection score indicates higher quality synthetic data, as it
suggests the classifier struggles to tell the two apart. This score is essential for validating
synthetic data, ensuring privacy-preserving data generation, and testing the robustness
of models trained on synthetic datasets. Proper feature engineering, balanced data, and
experimenting with different classifiers are crucial for accurate detection scores.

5.3.4 One-way Marginal/Column Shapes

The ”Column Shapes” metric evaluates the statistical similarity between the real and
synthetic data for individual columns. This involves comparing the marginal distribution
of each column in the real dataset to its counterpart in the synthetic dataset. The closer
the synthetic data mimics the statistical properties of the real data, the higher the quality
score it receives. This metric ensures that each column in the synthetic dataset follows the
same distribution patterns as the original data.

5.3.5 Two-way Marginal/Column Pair Trends
The ”Column Pair Trends” metric assesses the relationship between pairs of columns in

both the real and synthetic datasets. It focuses on the bivariate distributions, or correla-
tions, between column pairs. By comparing how pairs of columns interact in the synthetic
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data to how they do in the real data, this metric provides insight into the preservation of
relationships and dependencies within the dataset. High scores in this metric indicate that
the synthetic data maintains similar trends and patterns between column pairs as observed
in the real data.
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Chapter 6

Evaluation Results

6.1 Datasets

In our experiments, we used the six real-world datasets from UCI Machine Learning Repos-
itory': Adult, Default, Magic, Shoppers, News, and Beijing. The overall statistics of these
six datasets are provided in table 6.1. The detailed description of each dataset is as follows:

e Adult?: The” Adult Census Income” dataset includes demographic and employment-
related features of individuals. The objective is to predict whether an individual’s
income exceeds $50,000.

e Default®: The "Default of Credit Card Clients Dataset” contains information on
default payments, demographic factors, credit data, payment history, and bill state-
ments of credit card clients in Taiwan from April 2005 to September 2005. The goal
is to predict whether a client will default on payment the following month.

e Magic*: The "Magic Gamma Telescope” dataset simulates the registration of high-
energy gamma particles in a ground-based atmospheric Cherenkov gamma telescope
using imaging techniques. The objective is to classify high-energy gamma particles
in the atmosphere.

Thttps://archive.ics.uci.edu/datasets
2https://archive.ics.uci.edu/dataset /2 /adult
3https://archive.ics.uci.edu/dataset /350 /default+of+credit+card+clients
4https://archive.ics.uci.edu/dataset /159 /magic+gamma-+telescope
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e Shoppers®: The ”Online Shoppers Purchasing Intention Dataset” includes informa-
tion on user webpage visiting sessions. The task is to predict if a user’s session ends

with a purchase.

e News’: The ”"Online News Popularity” dataset contains a heterogeneous set of fea-
tures about articles published by Mashable over two years. The aim is to predict the

number of shares (popularity) on social networks.

e Beijing”: The "Beijing PM2.5 Data” dataset provides hourly PM2.5 data from the
US Embassy in Beijing and meteorological data from Beijing Capital International

Airport. The goal is to predict the PM2.5 value.

Dataset ~ Rows Numerical Categorical
Adult 48842 6 9
Default 30000 14 11
Magic 19019 10 1
Shoppers 12330 10 8
news 39644 46 2
Beijing 43824 7 )

Table 6.1: Statistics of datasets

6.2 SECMI Attack Effectiveness

6.2.1 Models

We implemented the SECMI attack in TabDDPM. We adopted the approach outlined in
ClavaDDPM [22], which involves encoding categorical columns by labels and mapping en-
coded categorical columns to numerical spaces rather than using one-hot encoding. This
method provides several benefits, including improved scalability and more efficient rep-
resentation of categorical data in high-dimensional spaces. We denote this approach by,
TabDDPM,.e and the original TabDDPM approach by, TabDDPM,e-not-

Shttps://archive.ics.uci.edu/dataset /468 /online+shoppers+purchasing+intention+dataset
Shttps://archive.ics.uci.edu/dataset /332 /online+news-+popularity
"https://archive.ics.uci.edu/dataset /381 /beijing+pm2+5-+data
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Adult Default Magic Shoppers News Beijing average
Accuracy 0.5019  0.5070  0.5105 0.5134 0.5049  0.5073 0.5075
AUC 0.4971  0.4972  0.5042 0.5086 0.4994  0.5048 0.5019
TP 35.21% 40.90% 29.07%  43.96% 4.26%  25.20% -
TN 14.99%  9.80%  21.98% 7.38% 46.23%  25.92% -
FP 35.01%  40.20% 28.02% = 42.62% 3.77%  23.69% -
FN 14.79%  9.10%  20.93% 6.04% 45.74%  25.20% -

Table 6.2: accuracy and AUC of SECMI attack on TabDDPMg,e10t On six datasets. TP,
TP, FP, FN are true positive rate, true negative rate, false positive rate, and false negative
rate respectively

Metric Adult Default Magic Shoppers News Beijing Average
Accuracy 0.5022  0.5065  0.5058 0.5109 0.5093  0.5085 0.5072
AUC 0.4969  0.4967  0.4981 0.5104 0.5077  0.5035 0.5022
TP 35.15% 37.37% 43.06% = 46.03%  14.31%  23.95% -
TN 15.07% 13.28%  7.52% 5.07% 36.62%  26.90% -
FP 34.93% 36.72%  42.48% = 44.93%  13.38% 23.10% -
FN 14.85%  12.63%  06.94% 3.97% 35.69%  26.05% -

Table 6.3: accuracy and AUC of SECMI attack on TabDDPM,,;,e; on six datasets. TP,
TP, FP, FN are true positive rate, true negative rate, false positive rate, and false negative
rate respectively

6.2.2 Findings

The results are significantly lower compared to previous implementations on
image data. In these experiments, the test set was evenly split between training data
and non-training data. The results are provided in table 6.2, and table 6.3. We observed
significantly different results compared to previous implementations on image data. The
original SECMI attack reported an AUC of around 0.8, indicating a strong performance.
However, when applied to tabular datasets, the AUC values observed were substantially
lower, averaging around 0.5019 in table 6.2 across six diverse datasets: Adult, Default,
Magic, Shoppers, News, and Beijing. The results were very similar to those obtained
from TabDDPM,.a. The average accuracy was 0.5072 and AUC was 0.5022, which is very
close to the accuracy and AUC on TabDDPMj,;,., indicating consistent performance across
different encoding approaches.

In Table 6.2, the average accuracy across the six datasets was 0.5075, with individual
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dataset accuracies ranging from 0.5019 to 0.5134. This indicates that while the overall
model performance is consistent, there are minor variations depending on the specific
characteristics of each dataset. Similarly, the accuracy of TabDDPM],},; remained close to
0.5, reflecting a generally stable performance across datasets.

TabDDPM,e1 has a more stable performance that TabDDPMg,e.hot- The
true positive rates (TP) varied considerably, from as low as 4.26% for the News dataset
to as high as 43.96% for the Shoppers dataset, highlighting the model’s differing ability to
correctly identify positive cases in different contexts. This variability suggests that certain
datasets may pose more challenges for the model in terms of recognizing true positives.
Likewise, the true negative rates (TN) exhibited a wide range, from 7.38% in the Shoppers
dataset to 46.23% in the News dataset. This disparity underscores the model’s varying
effectiveness in correctly identifying negative cases, which could be influenced by the unique
distributions and characteristics of the datasets.

Interestingly, in contrast to these fluctuations, the true positive rates (TP) in TabDDPMjpe
demonstrated a much more stable performance across datasets. This consistency suggests
that TabDDPMj,,e might have a more balanced approach in handling diverse data, po-
tentially making it a more reliable model in scenarios where consistent identification of
positive cases is critical. Overall, these findings underscore the importance of consider-
ing dataset-specific factors when evaluating model performance, as they can significantly
impact the effectiveness of the model in different applications.

SECMI attack on tabular tends to make False positive predictions. False
positive rates (FP) were notably high for some datasets, such as Default (40.20%) and
Adult (35.01%), whereas others, like News (3.77%), showed much lower rates. The false
negative rates (FN) similarly ranged widely from 6.04% for Shoppers to 45.74% for News.
These results suggest that the SECMI attack’s effectiveness is highly dataset-dependent
when applied to tabular data, contrasting with the more consistent performance observed
on image data.

6.3 SECMI Attack on Image vs. Tabular Data

We reproduced the SECMI attack on image diffusion models, results are shown in table
6.4. In this experiment, we randomly select 50% of the training sample as the training set
Dr and the other 50% as hold-out set Dy.

The CIFAR-10 and CIFAR-100 datasets are popular benchmark datasets used for eval-
uating machine learning algorithms, particularly in the field of image recognition. They
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CIFAR-10 CIFAR-100
Model Accuracy AUC Accuracy AUC
SECMI 0.82 0.89 0.80 0.87
SECMInns 0.88 0.95 0.87 0.94

Table 6.4: SECMI attack on iamge data

were created by the Canadian Institute for Advanced Research (CIFAR) and are widely
used in the computer vision community.

The CIFAR-10 dataset consists of 60000 32x32 color images divided into 10 classes,
with 6,000 images per class. The 10 classes represent common objects and include airplane,
automobile, bird, cat, deer, dog, frog, horse, ship, and truck. Each image is labeled with one
of these classes, providing a diverse and comprehensive dataset for training and evaluating
image classification models.

The CIFAR-100 dataset is an extension of CIFAR-10 and consists of 60000 32x32 color
images categorized into 100 classes, with 600 images per class. The 100 classes in CIFAR-
100 are grouped into 20 superclasses, with each superclass containing 5 subclasses.

Comparing Table 6.3 and Table 6.2, accuracy and AUCs on image data are significantly
larger than accuracy and AUCs on tabular data generated by TabDDPM. Specifically, for
the SECMI attack on CIFAR-10 and CIFAR-100 image data (shown in Table 6.4), the
accuracy and AUC values are substantially higher.

For CIFAR-10, the SECMI model achieves an accuracy of 0.82 and an AUC of 0.89,
while the SECMIyys variant achieves an even higher accuracy of 0.88 and an AUC of 0.95.
Similarly, for CIFAR-100, the SECMI model reaches an accuracy of 0.80 and an AUC of
0.87, with SECMINNSs attaining an accuracy of 0.87 and an AUC of 0.94.

In contrast, the tabular data results for TabDDPM in Table 6.3 and Table 6.2 show
lower performance metrics. For instance, the average accuracy across six datasets for the
one-hot encoding variant is 0.5075, with an average AUC of 0.5019. For the label encoding
variant, the average accuracy is slightly lower at 0.5072, with an average AUC of 0.5022.

These comparisons highlight that the SECMI attack is more effective on image data
compared to tabular data generated by TabDDPM, as evidenced by the higher accuracy
and AUC values for CIFAR-10 and CIFAR-100 datasets.

To further investigate the reasons behind the differences, we plot relative t-errors of
SECMI on tabular and image data in 6.2 and 6.1. The relative t-errors of the hold-out set

At!It,hold—out

are defined as , Where Ty hold-out, Tt train are median t-error at timestep t of the

At*‘”t,train
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training set and hold set. The relative t-errors of the training set are defined as % =1

t,%¢, train
for all timesteps t. "

The low performance of the SECMI attack on tabular data can be attributed
to the indistinguishability of t-errors between the training and hold-out sets.
In Figure 6.1, the median relative t-error for the Adult dataset remains consistently close
to 1 for both the training and hold-out sets across all timesteps. There is minimal variation
in the relative t-errors between these sets, indicating that the t-errors are difficult to
distinguish. This suggests a certain robustness of the TabDDPM model when applied
to the Adult dataset, as the prediction errors do not significantly differ between training
and hold-out data.

Conversely, Figure 6.2 illustrates the median relative t-error for the CIFAR-10 dataset
with image DDIM, revealing a noticeable divergence between the training and hold-out sets
as the timestep increases. The relative t-error for the hold-out set increases significantly,
reaching values above 2.0 at later timesteps, while the training set remains closer to 1.0.
This divergence indicates that the SECMI attack is more effective at distinguishing between
the training and hold-out sets for image data compared to tabular data.

Figures 6.3 and 6.4 illustrate the t-error distributions of the training set and hold-out set
at timestep 1 for the Adult dataset and the CIFAR-10 dataset, respectively. In comparing
these figures, several differences become apparent in terms of distribution shape, frequency;,
range of errors, and the overlap between training and hold-out sets.

The distribution shape in Figure 6.3, representing the Adult dataset, shows a steep
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Figure 6.3: t-error distributions of training set and hold-out set at timestep 1 of the first
column in Adult dataset
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decline in the frequency of t-errors as the error value increases. The t-error values are mostly
concentrated near zero, with a rapid drop-off as the error values increase. Conversely,
Figure 6.4, which depicts the CIFAR-10 dataset, also has a distribution heavily skewed
towards zero but exhibits a much more pronounced spike at the very beginning. This
indicates that the majority of t-errors for the CIFAR-10 dataset are extremely small,
suggesting a more significant proportion of precise predictions.

In terms of frequency, the t-errors in Figure 6.3 for both the training and hold-out
sets are relatively close to each other across different t-error values. This suggests similar
error distributions for both sets in the Adult dataset. However, in Figure 6.4, the CIFAR-
10 dataset shows a significantly higher frequency of very small t-errors for the training
set compared to the hold-out set. This discrepancy suggests a more distinct separation
between the training and hold-out error distributions for the CIFAR-10 dataset.

Examining the range of errors, Figure 6.3 indicates that the t-errors for the Adult
dataset extend up to approximately 0.0006, with most errors concentrated below 0.0002.
On the other hand, Figure 6.4 shows that the range of t-errors for the CIFAR-10 dataset
extends slightly above 3e-6. While the errors are generally small in both datasets, the
CIFAR-10 dataset presents a broader range of t-errors compared to the Adult dataset.

The overlap between the training and hold-out sets also differs between the two figures.
In Figure 6.3, there is a significant overlap between the training and hold-out sets in the
Adult dataset, indicating that the t-errors do not significantly differentiate between the
two sets. In contrast, Figure 6.4 shows less overlap between the training and hold-out
sets in the CIFAR-10 dataset, especially at the smallest t-error values. This suggests that
the t-errors can more effectively distinguish between training and hold-out data in the
CIFAR-10 dataset compared to the Adult dataset.

Finally, the magnitude of errors differs between the two datasets. The Adult dataset in
Figure 6.3 shows larger magnitudes of errors compared to the CIFAR-10 dataset. The errors
in the Adult dataset are more spread out, while the CIFAR-10 dataset, as shown in Figure
6.4, has error magnitudes that are much smaller and more tightly clustered around zero.
This indicates that the model’s predictions are more precise for the CIFAR-10 dataset.

6.4 Utility and Privacy of Synthetic Data

The provided tables display various privacy and utility metrics for different models across
multiple datasets, including Adult, Default, Beijing, Magic, News, and Shoppers. These
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Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal «-precision [-recall Detection Score

TabDDPMj,pe 0.11 0.50 98.75% 97.73% 0.97 0.45 0.99
TabDDPM e ot 0.097 0.50 98.95% 98.42% 0.95 0.50 0.96
PrivBayes, e =0.1  1.82 0.50 62.10% 64.42% 0.17 0.01 0.01
PrivBayes, e = 0.5 1.65 0.50 66.46% 70.84% 0.34 0.04 0.03
PrivBayes, e = 1 1.45 0.50 71.77% 74.53% 0.35 0.05 0.16
PrivBayes, e = 1.5 1.21 0.50 73.73% 80.73% 0.51 0.13 0.26

Table 6.5: privacy and utility metrics for different models on the Adult dataset

Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal «-precision (-recall Detection Score
TabDDPMape 0.05 0.52 98.33% 93.10% 0.98 0.54 0.94
TabDDPMpenot 2.61 0.58 64.56% 76.06% 0.96 0.50 0.98
PrivBayes, e = 0.1  2.70 0.53 36.79% 68.26% 0.01 0.00 0.00
PrivBayes, e = 0.5  2.64 0.55 40.06% 70.68% 0.05 0.00 0.00
PrivBayes, e = 1 2.53 0.54 44.26% 73.40% 0.11 0.01 0.00
PrivBayes, e = 1.5 2.51 0.55 47.49% 74.97% 0.17 0.02 0.01

Table 6.6: privacy and utility metrics for different models on the Default dataset

metrics include Disclosure Risk (DCR), DOMIAS (AUC), 1-way and 2-way marginals, a-
precision, [-recall, and Detection Score. This analysis focuses on the observed trends and
relationships between these metrics, especially concerning the quality of synthetic data.

Tables 6.5 to 6.10 present a detailed comparison of different models (TabDDPM and
PrivBayes with varying epsilon values) across the specified datasets. A notable observa-
tion is the ineffectiveness of DOMIAS as a differentiator across varying factors
such as different datasets, different training data sizes, and different model parameters
(e.g., PrivBayes’s epsilon). Across all datasets, DOMIAS (AUC) values remain relatively
constant, fluctuating minimally around 0.50. For instance, in Table 6.5 (Adult dataset),
DOMIAS values for all models are either 0.50 or 0.51, suggesting that DOMIAS is not
sensitive to the changes in model configurations or dataset variations.

DCR values exhibit significant variation across different models and datasets.
For example, in Table 6.6 (Default dataset), TabDDPM with one-hot encoding has a DCR
of 2.61, whereas TabDDPM with label encoding has a much lower DCR of 0.05. This trend
is consistent across other datasets as well; for example, in Table 6.9 (News dataset), Tab-
DDPM with label encoding has a DCR of 0.52 compared to 3.49 for the one-hot encoding.
This indicates that higher DCR values often correlate with lower quality of synthetic data.
PrivBayes with higher epsilon values (indicating less privacy) generally shows higher DCR,
suggesting poorer quality of synthetic data in terms of privacy preservation.

The 1-way and 2-way marginal percentages provide insights into the utility of the
synthetic data. Higher percentages indicate better utility. For example, in Table 6.7
(Beijing dataset), TabDDPM with label encoding achieves 99.25% (1-way) and 99.26%
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Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal «-precision (-recall Detection Score
TabDDPMpel 1.00 0.53 99.25% 99.26% 0.99 0.62 0.98
TabDDPM,pe-not 1.77 0.50 53.93% 72.38% 0.01 0.02 0.05
PrivBayes, e = 0.1  1.47 0.51 65.96% 82.56% 0.07 0.20 0.00
PrivBayes, e = 0.5  1.37 0.51 70.21% 85.22% 0.15 0.27 0.01
PrivBayes, e = 1 1.33 0.50 74.44% 86.26% 0.19 0.29 0.03
PrivBayes, e = 1.5 1.23 0.50 79.08% 88.89% 0.29 0.30 0.07

Table 6.7: privacy and utility metrics for different models on the Beijing dataset
Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal «-precision (-recall Detection Score
TabDDPMapel 0.06 0.52 99.10% 97.67% 0.99 0.59 0.99
TabDDPM gpe not 0.07 0.52 98.78% 98.60% 0.99 0.47 0.99
PrivBayes, e = 0.1  0.77 0.50 60.65% 79.17% 0.10 0.00 0.05
PrivBayes, e = 0.5 0.74 0.50 63.84% 79.86% 0.15 0.01 0.10
PrivBayes, e = 1 0.71 0.51 66.82% 80.90% 0.19 0.02 0.15
PrivBayes, e = 1.5  0.67 0.50 70.14% 81.88% 0.27 0.04 0.24

Table 6.8: privacy and utility metrics for different models on the Magic dataset

Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal o-precision [-recall Detection Score
TabDDPM bl 0.52 0.51 98.19% 98.46% 0.93 0.40 0.95
TabDDPMope-hot 3.49 0.51 6.19% 1.59% 0.00 0.00 0.00
PrivBayes, e = 0.1  2.95 0.50 39.21% 87.86% 0.00 0.00 0.65
PrivBayes, e = 0.5  2.92 0.50 40.76% 88.10% 0.00 0.00 0.00
PrivBayes, e =1 2.86 0.49 42.19% 88.39% 0.00 0.00 0.00
PrivBayes, e = 1.5  2.81 0.50 44.86% 88.67% 0.01 0.00 0.00

Table 6.9: privacy and utility metrics for different models on the News dataset
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Model DCR DOMIAS (AUC) 1-way marginal 2-way marginal «-precision [-recall Detection Score

TabDDPMj,pe 0.05 0.58 98.09% 97.45% 0.96 0.66 0.94
TabDDPM e ot 0.15 0.52 97.21% 94.46% 0.92 0.55 0.88
PrivBayes, e = 0.1  2.23 0.50 41.06% 56.76% 0.04 0.00 0.00
PrivBayes, e = 0.5  2.10 0.50 51.13% 62.28% 0.15 0.03 0.03
PrivBayes, e = 1 2.07 0.51 51.56% 62.87% 0.12 0.02 0.01
PrivBayes, e = 1.5 1.95 0.50 53.55% 65.34% 0.19 0.05 0.04

Table 6.10: privacy and utility metrics for different models on the Shoppers dataset

(2-way), indicating high utility. In contrast, PrivBayes with ¢ = 0.1 shows much lower
utility (53.93% for 1-way and 72.38% for 2-way). Similarly, in Table 10 (Shoppers dataset),
TabDDPM with label encoding has 98.09% (1-way) and 97.45% (2-way), whereas PrivBayes
with € = 0.1 has 41.06% (1-way) and 56.76% (2-way). This suggests that TabDDPM
generally produces higher quality synthetic data compared to PrivBayes, especially when
preserving marginal distributions.

a-precision and (-recall metrics further illustrate the performance differences. High a-
precision indicates a higher proportion of correctly predicted positives, while high S-recall
indicates a higher proportion of true positives among all actual positives. For instance, in
Table 6.10 (Shoppers dataset), TabDDPM with label encoding achieves high a-precision
(0.96) and f-recall (0.66), while PrivBayes with € = 0.1 achieves much lower values (0.04
for a-precision and 0.00 for S-recall). This further supports the superior performance of
TabDDPM in generating synthetic data that balances privacy and utility.

The detection score measures the ability to distinguish between real and synthetic data.
A lower detection score indicates better privacy as it is harder to distinguish synthetic data
from real data. The tables show that models like TabDDPM with label encoding often have
high detection scores (indicating lower privacy risk), while PrivBayes with lower epsilon
values (indicating higher privacy) sometimes have lower detection scores, suggesting better
privacy preservation but at the cost of utility. For example, in Table 8 (Magic dataset),
TabDDPM with label encoding achieves a detection score of 0.99 compared to 0.00 for
PrivBayes with € = 0.1.
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Chapter 7

Conclusion

Our study provides critical insights into the evaluation of privacy metrics for synthetic
tabular data, highlighting the varying effectiveness of these metrics across different datasets
and data generation models. While DOMIAS demonstrated limited sensitivity in diverse
contexts, DCR emerged as a more reliable metric for assessing the similarity between
synthetic and real data. Additionally, despite the success of white-box attacks like SECMI
on image data within diffusion models, its performance on tabular data was notably less
effective. Diffusion models like TabDDPM consistently outperformed traditional models
like PrivBayes in terms of data utility; however, this improved utility often comes at the
expense of reduced privacy.

Moving forward, it is imperative for future research to focus on the development of more
adaptive and robust privacy metrics that can effectively address the complexities inherent
in various datasets and synthetic data generation techniques. Enhancing these metrics will
be essential for the safe and efficient application of synthetic data across a wide range of
fields, fostering innovation while upholding rigorous privacy standards.
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