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Abstract

There is no one-size-fits-all solution to preserving privacy in data science. While insights
derived from sensitive data can benefit society, privacy is typically at odds with utility,
performance, usability, or some combination of these objectives. Furthermore, each system
differs in its definition of these objectives and the way they interact with one another. If the
compromise required for any single objective is too great, the system will not be deployed,
or worse, will be deployed with a weakened privacy guarantee, exposing users to potential
harm. In this work, we address this challenge from multiple angles. First, through strategic
algorithm design, our work creates private systems with improved trade-offs, enabling their
deployment. This includes a more efficient protocol for the secure inference of deep machine
learning models, a novel construction for aggregating key-value data in the local trust model,
an evolutionary approach to improve the utility of private clustering, and a user-friendly
interpretation of the error of private median queries. Second, we audit private systems to
show the privacy risks associated with misleading privacy claims. In particular, through a
privacy audit of machine learning, we highlight a difference between expectation and reality
in privacy protections.
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Chapter 1

Introduction

The best way to truly protect one’s privacy is to not share any sensitive information.
However, in today’s data-driven society, not sharing data means not participating in many
aspects of daily life. Organizations are storing colossal amounts of data about their users,
which can lead to favourable outcomes, if they take the necessary steps to protect privacy.
For example, in health care, the vast amounts of data stored in digital health records can be
of great use to the medical research community. Another example is computing statistics
over product usage data to inform the development of more useful digital services. However,
classic data science algorithms, without modification, are vulnerable to a wide range of
privacy attacks [12,34,60,93,205]. Naive privacy modifications such as removing personally
identifiable information or heuristic attempts at privacy based on similarity have also been
found to be vulnerable to attack [144,160].

In response to this problem, many effective privacy-preserving solutions have been
deployed. Secure multi-party computation (MPC) allows a set of parties to jointly compute
a function while keeping the input private and revealing only the output. Multi-party
computation has been deployed to collect statistics about the wage gap in the U.S. [125]
or to collect aggregate usage information from the exposure app during COVID-19 [16].
MPC is also becoming increasingly popular with organizations such as Apple [16, 189],
Google [16], and Let’s Encrypt [9]. Another increasingly popular approach to utilizing
private data while maintaining the privacy of individuals is differential privacy (DP) [69].
The mathematical definition of differential privacy guarantees that the information learned
from a private database would be approximately the same with or without any single user’s
participation. Using this notion, data analysts can perform many useful queries on the
data while giving an intuitive privacy guarantee to participants. For example, DP has been
deployed to protect the U.S. Census from reconstruction attacks [12] as well as to privately
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report statistics about the effectiveness of social distancing protocols during COVID-19 [14].
Many organizations such as Apple [56], Google [14,75], and Microsoft [57] have adopted
differential privacy to protect user data.

The challenge is that privacy-preserving systems add significant overheads in order
to preserve privacy. Making an algorithm private often degrades its utility, performance,
usability, or some combination of these goals. To encourage an organization to switch from
a non-private to a private version, the trade-off must be reasonable. For example, if the
protocol used to collect usage data from the COVID-19 exposure app had drained the
batteries of user’s phones, it would not have been deployed. Similarly, if the DP noise added
to the U.S. Census had made the statistics unusably inaccurate, the privacy protections
may have been weakened as the census is essential to many organizations. The reality is
that while there have been numerous success stories for the deployment of private systems,
there are even more cases where we do not have an easily deployable private alternative.
Motivated by this challenge, in this thesis, we ask the following research question:

How can we design deployable data science systems with meaningful privacy
guarantees?

In response to this research question, we first argue why a per-system approach to
privacy-preserving design leads to more deployable systems. A core reason is that the
specific trade-off preventing deployment varies per-system. At a high level, we can group
these trade-offs into categories such as performance, utility, and usability. However, these
terms only make sense when defined within the specific context of a system. Measuring
utility depends on the assumed use case of the system’s output; performance metrics depend
on the assumed compute; and usability depends on the user base’s background knowledge.
Furthermore, the applicable tools and techniques to improve these trade-offs vary based on
the requirements of the system. For example, is it reasonable to assume a party has the
resources to run cryptographic protocols or train a large machine learning model? We clarify
that this does not mean that there are no transferable techniques across systems, but even
transferability is system-dependent. In support of the effectiveness of per-system design,
we present multiple case studies of systems with unique privacy trade-offs and present
tailored solutions that significantly increase the deployability of the private alternative. In
Chapter 2, we address the performance trade-off in secure machine learning (ML) inference
through designing new MPC and ML techniques. In Chapter 3, we redefine the bottleneck
of key-value data analytics from utility to performance, which we then address through
the co-design of DP and MPC. In Chapter 4, we improve the privacy-utility trade-off of
k-means clustering by designing an evolutionary algorithm that can effectively optimize
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cluster centres while using less information about the private data. Finally, in Chapter 5, we
improve the usability trade-off of computing the median privately by including interpretable
bounds on the noisy median without degrading utility.

To address the second part of our research question, we expand on what constitutes
a meaningful privacy guarantee and on our approach to ensuring privacy claims are well-
founded. We argue that meaningful privacy guarantees are those that offer formal proofs
of privacy. However, privacy is inherently individualized and difficult to define. Thus,
a proof is only effective when its definitions match the system requirements established
by the various stakeholders. Only the stakeholders themselves can accurately make this
determination, but we argue that as researchers, we can offer experimental evidence to
better communicate the advantages and disadvantages of different definitions. This evidence
comes from conducting privacy audits. Auditing consists of running privacy attacks against
a system to study the empirical privacy protection offered in various scenarios. Audits can
be useful for many reasons. A system may be theoretically sound, but the implementation
may have a bug violating privacy that is uncovered during an audit. Alternatively, privacy
audits can uncover a mismatch in expectations from the theoretical model assumed and the
actual privacy risks encountered in practice. We give one such example of a mismatch in
privacy expectations vs. practical privacy attacks in Chapter 6 where we audit private ML.
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Chapter 2

Fast and Private Inference of Deep
Neural Networks by Co-designing
Activation Functions

This chapter is adapted from work that previously appeared at the USENIX Security
Symposium [54]. For this case study, we consider clients with privacy-sensitive inputs on
which they wish to obtain predictions from a machine learning classifier. This system
assumes that clients do not have the resources or desire to host a model themselves. Rather,
they wish to use a machine learning service. Ensuring the input remains private is key
to protecting the client’s input and avoiding the liability of data breaches caused by the
service provider. The challenge is that existing solutions to conduct secure inference over a
machine learning model are prohibitively slow and do not scale to deeper architectures. In
this chapter, we make significant progress in designing a system with reasonable run times
for deeper machine learning models.

2.1 Introduction

The rapid development of increasingly capable machine learning (ML) models has resulted
in significant demand for products like machine learning as a service (MLaaS). In this
scenario, big tech companies with vast computing resources train large machine learning
models and provide users with query access. The major pitfall with MLaaS is that it
requires clients to submit potentially sensitive queries to an untrusted entity. A promising
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Figure 2.1: Summary of the inference time in seconds vs. test accuracy for each state-of-
the-art approach on the CIFAR-10 dataset in the WAN (100 ms roundtrip delay).

solution to this problem is to employ cryptography to ensure the queries and inferences
are hidden from the model owner. Secure inference is an active field of research with many
solutions and different threat models as summarized in a recent SoK [164]. The challenge is
that despite recent advances, the inference times are still prohibitively large compared to
plaintext inferences.

This work focuses on reducing the runtime of secure inference on image data, under
realistic network conditions, while maintaining classification accuracy. We consider the two-
party setting using multi-party computation (MPC), where the server holds the modified
ML model, and the client holds the data to query the model. Recent state-of-the-art works
in this space employ various co-design approaches to reduce the inference time [164]. For
example, COINN co-designs ML models optimized for quantization with efficient MPC
protocols tailored to the custom models [107]. COINN substantially compresses the model
and makes numerous optimizations to the architecture to achieve fast inferences. Another
example is GForce, which tailors the cryptography needed for ML to high-speed GPU
hardware [163]. By offloading vast amounts of work to the pre-computation phase, they are
able to achieve state-of-the-art runtime and accuracy in secure inference [163]. Similarly,
CryptGPU [190] modifies the CrypTen framework [121] to run efficiently on the GPU and
give state-of-the-art inference times in wide area networks. However, despite making major
steps towards practical inference, none of these works remove a crucial bottleneck in secure
inference: the non-linear layers.
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It is well known that the non-linear layers are the bottleneck of secure inference [83,
85, 107, 152]. This is because secure computation on arithmetic shares is optimized for
multiplications and additions, instead of non-linear layers such as ReLU activation functions
or MaxPool layers. In order to compute these non-linear functions, expensive conversions
between different types of MPC protocols are required. Specifically, in more realistic
network settings with high latency, the inference time is substantially degraded due to each
conversion taking many rounds of communication. This problem is particularly prevalent
in deep neural networks (DNNs), where a non-linear activation separates each of the many
linear layers.

This work addresses the non-linear layers by taking a co-design approach between the
activation functions and MPC. We take the approach of replacing classic ReLU activation
functions with a polynomial approximation during training and inference to avoid conversions
altogether. Previous work has considered this approach but with limited success [83]. We
propose two modifications to make this approach practical. First, we develop and evaluate
new single-round MPC protocols that give the fastest evaluation of polynomials to date.
The challenge with using polynomials is they severely impact model accuracy [83,107,152].
Previous work could not successfully train DNNs with more than 11 layers due to exploding
gradients [83]. Thus, our second contribution is tailoring the ML training process to ensure
high accuracy and stable training using polynomials. Our approach utilizes a new type of
regularization that focuses on keeping the input to each activation function within a small
range. We achieve close to plaintext accuracy on models as deep as ResNet-110 [97] and as
large as a ResNet-50 on ImageNet [53] (23 million parameters). The combination of these
approaches yields a co-design with state-of-the-art inference times and the highest accuracy
for polynomial models.

We compare our work with three solutions representing the state-of-the-art approaches
in secure inference according to Ng and Chow [164]. We summarize our results in Figure 2.1.
Combining the single-round MPC protocols with our activation regularization achieves
significantly faster inference times than all other solutions. Specifically, our solution is
faster than CryptGPU by 4×, GForce by 5×, and COINN by 40× on average in wide area
networks. Our approach also scales to large models on ImageNet with a 110× speedup over
COINN, 14× speedup over Cheetah, and a 3× speedup over CryptGPU. Furthermore, our
inference accuracy remains competitive with all other solutions. CryptGPU often gives
slightly higher accuracy as it can evaluate any plaintext model (albeit slower than our
work). Thus, the challenge for future work is to further close the ML accuracy gap between
plain and polynomial models.
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2.2 Background

2.2.1 Multi Party Computation

Secure multi-party computation (MPC) allows a set of parties to jointly compute a function
while keeping their inputs to the function private. We focus on a variant of MPC which
performs operations over shares of the data [28]. We use [[s]] = [[s]A, [s]B] to denote that
the value of s is shared among participants, where [s]A is the share held by party A and
[s]B by party B. Arithmetic MPC protocols utilize a linear secret sharing scheme, such
as an additive secret sharing scheme to compute complex circuits using combinations of
additions and multiplications. Given constants v1, v2, v3 and shares of values [[x]], [[y]], one
can locally compute

v1[[x]] + v2[[y]] + v3 = [[v1 · x+ v2 · y + v3]] (2.1)

to obtain shares of the value v1 · x+ v2 · y + v3. For multiplication, one can use Beaver’s
trick to multiply using a single round of communication between parties [27]. Specifically,
we assume a triplet of random numbers a, b, c (called a Beaver triplet) was generated
such that a · b = c and secret shared among all parties ahead of time (typically in an
offline precomputation phase). Then the parties compute [[x · y]] by first locally computing
[[a + x]] = A and [[b + y]] = B and reconstructing A and B so that both parties have
them in plaintext. This reconstruction is the single round required. Using these values, the
parties compute the result locally as [[x · y]] = A[[y]] + (−B)[[a]] + [[c]], using the linearity
property in equation 2.1.

Arithmetic MPC protocols are limited to basic multiplications and additions. Thus, for
computing non-linear operations such as comparisons, other techniques such as converting
to binary secret shares or using Yao’s garbled circuits are common [52]. A binary secret
sharing scheme is an arithmetic scheme carried out bitwise in the ring Z2. Specifically, the
difference is that we first decompose x into its bits and have a separate arithmetic share of
each bit. By maintaining this bitwise structure, operations such as XOR or bit shifts are
trivial. We describe how to use a binary and arithmetic secret-sharing scheme together to
compute non-linear functions in Section 2.3.3.

2.2.2 Neural Network Inference

We consider DNN classifiers with domain X ⊆ Rd and range Y ⊆ Rc. DNN classifiers
consist of a sequence of layers, each performing either a linear or a non-linear operation. The
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ResNet [97] architecture we consider is composed of (i) convolutional, (ii) fully connected,
(iii) pooling, (iv) batch normalization, and (v) ReLU layers. All layers are linear, except for
ReLU(x) = max(x, 0) and max pooling (that can be replaced with average pooling). To
classify an input x, a classifier h, passes the input sequentially through each layer. Upon
reaching the last layer, the prediction is obtained by taking arg maxi∈{1..c}h(x)i, where we
call h the logit function for a classifier h : X → Y . Our work is tailored to securely perform
the inference phase. Specifically, for an encrypted input x we compute the encrypted output
h(x) of the logit function. However, to achieve improvements during inference, our work
requires modification to the training phase that generates h.

2.3 Problem Setup and Motivation

2.3.1 Problem Setup

We follow the same threat model as prior work for two-party secure inference [107, 121,
152,163]. Specifically, we follow the two-party client-server model where the server has a
machine learning model (a DNN) they have trained (with our technique), and the client
holds private data upon which they would like to make an inference. Like Delphi [152],
our work assumes the server uses a modified training procedure. The server’s input to the
protocol is the weights of their trained model, which they do not want to leak to the client
(due to intellectual property or protecting their MLaaS business [192]). The client has a
private input (typically an image) they would like to classify using the model but do not
want to leak this input or the prediction to the server. That is, the MPC function can
be written as f(image,model) = (label,∅). Following previous work [107, 121, 152, 163],
we consider the semi-honest model [90, §7.2.2], where adversaries do not deviate from
the protocol but may gather information to infer private information. Also, in line with
previous work, we assume the model architecture is known to both parties. This includes
the dimensions and type of each layer, parameters such as field size used for inference, and
the mean and standard deviation of the training set [121].

Our goal is to reduce the inference time as much as possible. We are willing to incur a
small degradation in accuracy to achieve practical runtimes. For example, in the streaming
setting, applications like spam detection are runtime-critical (a small accuracy trade-off
can be tolerated to make it feasible). Since all the protocols we compare with contain
pre-computation, we focus on the online phase for fair comparison. Furthermore, the online
time determines the latency, which we focus on reducing in this work. We build from
CrypTen [121], which does not implement pre-computation and rather assumes a third-party

8



dealer for Beaver triplets. However, in practice, the server and client could generate the
Beaver triplets in a pre-computation phase using off-the-shelf protocols [118,173].

2.3.2 Privacy During Model Training

We focus only on the inference phase of machine learning. However, the privacy of the
training process and training data is an orthogonal but essential problem. We recommend
that the data owner take appropriate steps to protect the privacy of the model, such as
training using differential privacy [10] or rounding the output of the inference. Furthermore,
during training, care should be taken to protect against threats such as model stealing,
which can be launched using only the inference result [109]. To summarize, the model
owner learns nothing other than the fact a query was made. We ensure only the inference is
revealed to the client; however, ML attacks that only require black box query access [109]
must be defended against during the training process. Since we focus the effects of MPC
on the runtime and accuracy of ML inference, we did not conflate this comparison with
additional privacy preserving training goals. Any privacy-preserving technique would add a
similar overhead (e.g., reducing the accuracy) to all approaches we evaluate.

2.3.3 Motivating the Co-Design of Activation Functions

It has been well established in the literature that activation functions such as ReLU
are the bottleneck in MPC-based secure inference, taking up to 93% of the inference
time [83,85,107,152]. The reason for this is that current approaches use different types of
MPC protocols for a model’s linear and non-linear layers [107,113,121,152,163]. The linear
layers are typically computed using standard arithmetic secret-sharing protocols tailored
for additions and multiplications. The non-linear layers are computed using garbled circuits
or binary secret share-based protocols. The bottleneck in wide area networks is typically
the conversions between these protocols as they require a large number of communication
rounds. A typical DNN architecture has many linear layers, each followed by a non-linear
layer resulting in a prohibitively large number of conversions.

Consider CrypTen, a PyTorch-based secure ML library, as a baseline approach [121].
CrypTen uses binary shares to evaluate boolean non-linear layers such as ReLUs and
MaxPooling layers. Specifically, all linear layers are computed using standard multiplication
and addition protocols over arithmetic shares. To compute [[ReLU(x)]] at each layer, [[x]]
is first converted to binary shares using a carry look-ahead adder. Once in binary shares,
CrypTen extracts the sign bit to compute [[x > 0]] (a local operation). The sign bit,
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[[x > 0]], is then converted back to arithmetic shares (trivial for a single bit) and multiplied
with [[x]] to get [[ReLU(x)]]. The problem with this approach is that each conversion takes
O(log(L)) communication rounds. Taking into account the additional round needed for
multiplication, we observe nine communication rounds per ReLU in practice (under 64-bit
precision). Recently, more sophisticated MPC protocols have been proposed that reduce
the number of rounds needed for comparisons in arithmetic shares [35,36] or reduce the cost
of binary share conversions [77]. However, even if one were to implement these protocols
in CrypTen, the number of rounds needed for non-linear layers would still outweigh the
number needed for linear layers.

Motivated by this bottleneck, several works have focused on either reducing the number
of ReLUs or replacing ReLUs altogether [83, 85, 113, 128, 152, 154]. One approach is to
approximate each ReLU with a high degree polynomial [83,128]. The advantage of using
polynomials is that polynomials can be computed using arithmetic shares, thus removing
the need for expensive conversions and improving the total inference time. A significant
challenge with polynomials is maintaining model accuracy [83,85,107,113,152].

Thus, this work aims to provide a secure inference protocol with state-of-the-art inference
time and accuracy in realistic networks with high latency. To do this, we take a co-design
approach to balance accuracy and fast inference time. In Section 2.4, we develop MPC
protocols that achieve the fastest evaluation of polynomials to date, assuming a modified
ML architecture. In Section 2.5, we tailor the ML training procedure to achieve high
accuracy using this modified architecture.

2.4 Faster Evaluation of Polynomials

In this section, we evaluate the speed-up of replacing ReLU’s with a naive polynomial
approximation. We then develop our single-round protocols and show that they drastically
reduce the activation function evaluation time in wide area networks.

2.4.1 The Polynomial Advantage

To highlight the speed-up of polynomials over standard ReLUs, we first evaluate the runtime
of a single layer with 215 ReLU activation functions in Figure 2.2. (See Section 2.6 for
more implementation details.) First, we plot an unmodified version of CrypTen (using
CryptGPU [190]) with the conversion to binary shares. Next, we replace the ReLU with
a degree four polynomial fitted using least squares polynomial regression (see Section 2.5
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Figure 2.2: Benchmarking the secure evaluation of ReLU activation functions using various
approaches. The x-axis is the network delay in ms and the y-axis is the mean runtime
in seconds averaged over 20 runs with the shaded area representing the 95% confidence
intervals.

for the details). We can see that using polynomials in off-the-shelf CrypTen is much faster
across all network speeds than the default mixed arithmetic and binary protocol. This
difference becomes more pronounced as we add more network delay or scale to deeper
models with more ReLUs.

Despite the significant speed-up, naively computing a polynomial is still expensive in
MPC with a non-trivial number of communication rounds. For example, Horner’s method
(an iterative approach to evaluating polynomials) uses O(n) communication rounds (where
n is the degree of the polynomial). However, most MPC libraries (including CrypTen)
use the square-and-multiply algorithm for exponentiation, followed by multiplying and
summing the coefficients locally. The square-and-multiply algorithm requires O(log(n))
multiplications (and thus rounds) in MPC. In practice, the default square and multiply
implementation in CrypTen uses two rounds per ReLU for a degree four polynomial. To
increase the advantage of using polynomial activation functions even further, we develop a
new single-round protocol for evaluating polynomials in MPC.
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2.4.2 ESPN: Exponentiating Secret Shared Values using Pascal’s
triangle

We present our single-round, highly parallelizable protocol ESPN for computing high-degree
polynomials. The fundamental idea is utilizing the binomial theorem (Pascal’s triangle) to
achieve faster exponentiation. We begin by describing our protocol for raising a number
[[x]] to the power k, in MPC (see Algorithm 1 for an overview). Using the additive secret
sharing scheme, the exponentiation corresponds to (xA + xB)

k where xA represents the first
party’s share and xB represents the second (such that xA + xB = x). The binomial theorem
expands this expression as:

xk = (xA + xB)
k =

k∑
i=0

(
k

i

)
xk−i
A xi

B (2.2)

We observe that, for each i in the sum, party A can compute ai = xk−i
A without needing

to communicate with party B (Alg. 1 line 4). Similarly, party B can compute xi
B without

communicating with party A (Alg. 1 line 5). Finally,
(
k
i

)
can be computed by any party (or

pre-computed ahead of time). For simplicity, we assign the computation of
(
k
i

)
to party B.

Thus party B computes bi =
(
k
i

)
xi
B.

Once each party has computed their respective vectors, we multiply ai · bi for each i in
parallel (Alg. 1 line 6). We carry out this multiplication using standard MPC protocols in
one round. To use these multiplication protocols, each party must have a share of the input.
We use a trivial additive secret sharing, where the other party inputs zero as their share
to the protocol (Alg. 1 line 2). Finally, after the multiplication, the sum of the binomial
theorem can be efficiently computed with no communication (Alg. 1 line 7).

Algorithm 1 Exponentiation Protocol for 2-party additive secret-sharing
1: procedure Exp([[x]], k)
2: a = [[0k]], b = [[0k]] ▷ Initialize shares
3: for i = 0 : k do
4: Party A computes: ai = ai + xk−i

A

5: Party B computes: bi = bi +
(
k
i

)
xi
B

6: p = BeaverMultiply(a,b) ▷ Parallel Multiplication
7: s =

∑k
i=0 pi ▷ s = a · b

8: return s ▷ secret-shares of xk
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2.4.3 Polynomial Evaluation with ESPN

Floating Point Considerations. Our initial description of ESPNconsiders the integer
domain for simplicity. Extending to floating point values is straightforward but requires
rescaling (a standard practice in fixed-point arithmetic). We use CrypTen’s two-party,
local truncation protocol to ensure we do not incur additional rounds. However, there is a
negligible chance of an incorrect result from this truncation protocol due to wrap-around in
the ring. Specifically, the probability of an incorrect result when truncating x is |x|

2L
where

2L is the size of the ring [121, Appendix C.1.1]. This implies that x must be small compared
to the ring for this fast truncation protocol to be correct.

Polynomial Evaluation Protocol. Using our exponentiation protocol, we show how to
compute high-degree polynomials efficiently in a single round. We overview the protocol in
Algorithm 2. First, in parallel, we compute all needed exponents using Algorithm 1. We
recall that to ensure the correctness of truncation, we must ensure all intermediate values
remain small. For simplicity, we define small to be that no intermediate scale becomes larger
than twice the working precision p. We show the complete failure probability calculations
of Algorithm 2 in Section 2.4.4.

To ensure the values remain small after exponentiation, we create multiple scaled-down
copies of the input x, proportional to each exponent we need to calculate. To compute xi

we first scale x down by 2−s̄ where s̄ = ⌈(i− 2)p/i⌉) and p is the current working precision
of x (line 5). s̄ is chosen such that 2p becomes approximately 22p/i after scaling and thus
approximately 22p after exponentiation by i. These are approximations as not all values of i
divide (i− 2)p, so there is some error from taking the ceiling. To account for the additional
factor of approximately two, we do an additional rescaling after each exponentiation in
line 7. This rescaling incorporates s̄ (which includes the ceiling function) to ensure all
values are scaled back to 2p. Finally, after computing all powers, we can locally multiply
the result by the coefficients (public values) and sum in line 8. We give a complete proof of
correctness for Algorithm 1 and 2, including the truncation operator in Section 2.4.4.

Hyperparameter Restrictions. While Algorithm 2 is designed to keep intermediate
values small, multiple hyperparameters determine the protocol’s effectiveness. Using results
from Section 2.4.4 (namely the max of Theorem 2.4.2 and Theorem 2.4.3), we get that the
probability of failure for a given truncation is bounded by

Pr[Truncation Failure] ≤ 2n(⌈log2 λ⌉+1)+2p

2L
. (2.3)
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Algorithm 2 Polynomial Evaluation Protocol for 2-party additive secret-sharing
1: procedure Poly([[x]], α, n)
2: p1 = x
3: for i = 2 : n do ▷ In parallel
4: Let s̄ = ⌈(i− 2)p/i⌉ ▷ Scale down factor
5: x′

i = x · 2−s̄ ▷ Scale down before Exp
6: pi = Exp(x′

i, i) ▷ From Algorithm 1
7: p′

i = pi ∗ 2−p∗(i−1)+s̄·i ▷ Scale down after Exp
8: y = α0 +

∑n
i=1 αi · p′i ▷ Locally dot product

9: return y ▷ Secret-shares of f(x)

Figure 2.3: Polynomial Input Distribution of ResNet18 on CIFAR10.

For our experiments, we use CrypTen, with L = 64 [121] and a default working precision
of p = 16. Assuming default values of n = 4 and λ = 5 we get a failure probability bound
of 2−16. However, this is a pessimistic upper bound since we consider the worst-case input
of ±5. Conversely, in our experiments, we find that the distribution of inputs follows an
approximately Laplace distribution. We plot the histogram of the input to all activation
functions of a ResNet 18 model on CIFAR-10 in Figure 2.3. Thus, we observe a much
smaller empirical failure probability.

While our default parameters were experimentally chosen to give high classification
accuracy (Section 2.6, shows a minor degradation over plaintext accuracy), it is unclear if
these values are optimal. For example, one approach to reducing the failure probability is to
decrease p from 16 to 10-bit (which gives a failure probability of 2−28). However, the trade-
off is that the intermediate x′

i values will be truncated severely. For instance, with n = 4, x′
i
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will be truncated to 5-bits. We find that this loss of precision is too significant to simulate
a ReLU function accurately. Similarly, while a higher degree polynomial might better
approximate a ReLU, a higher degree will negatively affect both the failure probability and
the precision loss of x′

i. Future work could conduct an extensive hyperparameter search of all
parameters to find the optimal trade-off. However, as we see in Section 2.6 (Tables 2.3-2.6),
this would at most yield a 0.5% increase in encrypted classification accuracy (PyTorch vs.
CrypTen accuracy), for the worst model and dataset.

Evaluating Algorithm 2. In Figure 2.2, we plot this approach alongside the previous
approaches to evaluate the runtime. ESPN incurs slightly more overhead in the LAN
setting; however, it scales significantly better (the confidence intervals do not overlap) to
wide area networks that can be expected in practice.

2.4.4 Correctness Proofs

We begin by proving the correctness of Algorithm 1.

Theorem 2.4.1. Given an input [[x]] = xA + xB and exponent k, Algorithm 1, correctly
returns [[xk]].

Proof. We begin with party A. In line 4, they compute their share of the vector a where
ai = xk−i

A (since a was initialized to zero and the for loop iterates over each entry of a
exactly once). Similarly, in line 5, party B computes their share of b where bi =

(
k
i

)
xi
B.

We recall that party B’s share of a is the zero vector, and similarly for party A’s share
of b Then, the vector p is obtained by multiplying a and b element wise in line 6. Thus,
pi = ai · bi = xk−i

A

(
k
i

)
xi
B. The final step (line 7), simply sums p. Therefore,

s =
k∑

i=1

pi =
k∑

i=1

(
k

i

)
xk−i
A xi

B (2.4)

which applying the binomial theorem (2.2) gives (xA + xB)
k = [[xk]].

Given the correctness of Algorithm 1, we now prove the correctness of Algorithm 2. To
begin, we bound the failure probability of each truncation step in Algorithm 2.
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Theorem 2.4.2. Consider computing a degree n polynomial fitted to the range [−λ, λ).
Let the global precision (size of the ring) be L-bit and the working precision of each
value be p-bit. Then, the truncation in line 5 of Algorithm 2, fails (The local division
of [[x]A, [x]B] ∗ 2−s̄ ̸= [[x ∗ 2−s̄]]) with probability at most

Pr[Line 5 Failure] ≤ 2⌈log2 λ⌉+1+p

2L
. (2.5)

Proof. Consider the first truncation of Algorithm 2 in line 5. The input to this truncation
is x which we assume is contained in the range [−λ, λ) with a working precision of p-bits.
Therefore, the size of x is 2⌈log2 λ⌉+1 in the integer part and 2p in the decimal part. Which
gives, |x| ≤ 2⌈log2 λ⌉+1+p. Given that we are working in a L-bit ring and the probability of
failure of the truncation protocol is bounded by |x|/Q where Q is the ring size [121], the
result follows.

Theorem 2.4.3. Consider computing a degree n polynomial fitted to the range [−λ, λ).
Let the global precision (size of the ring) be L-bit and the working precision of each
value be p-bit. Then, the truncation in line 7 of Algorithm 2 fails (The local division
of [[x]A, [x]B] ∗ 2−p∗(i−1)+s̄·i ̸= [[x ∗ 2−p∗(i−1)+s̄·i]]) with probability at most

Pr[Line 7 Failure] ≤ 2i(⌈log2 λ⌉+1)+2p

2L
. (2.6)

where i is the power of x being truncated (i ≤ n).

Proof. Consider the truncation in line 7 of Algorithm 2. The input to this truncation is the
output of the previous truncation in line 5, raised to the power i. We assume the previous
truncation was correct. Then after the truncation,

|x′
i| =

2⌈log2 λ⌉+1+p

2⌈(i−2)p/i⌉ ≤
2⌈log2 λ⌉+1+p

2(i−2)p/i
(2.7)

for i ∈ {2, . . . , n}, where the inequality holds because (i− 2)p/i is positive. After applying
the exponentiation by i we get |pi| ≤ 2i(⌈log2 λ⌉+1)+2p. Given that we are working in a L-bit
ring and the probability of failure of the truncation protocol is bounded by |x|/Q where Q
is the ring size [121], the result follows.

Theorem 2.4.4. Given an input [[x]] = xA+xB and polynomial coefficients α, Algorithm 2,
correctly returns the polynomial evaluation [[

∑n
i=0 αi · xi]] except with probability.

Pr[Alogrithm 2 Fails] ≤

n∑
i=2

(
2i(⌈log2 λ⌉+1)+2p + 2⌈log2 λ⌉+1+p

)
2L

.
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Proof. First, prove correctness assuming the truncation operators are correct (then we will
account for the probability of failure). We begin by proving that p′

i = xi for i ∈ {1, . . . , n}
after line 7. We note that x is actually x ∗ 2p due to the fixed point encoding. p1 follows
trivially. For i ∈ {2, . . . , n}, we work backwards, from line 7 to line 4 expanding the
definition of p′

i

p′
i = pi ∗ 2−p∗(i−1)+s̄·i (2.8)

= (x′
i)
i ∗ 2−p∗(i−1)+s̄·i (2.9)

= (x · 2p · 2−s̄)i ∗ 2−p∗(i−1)+s̄·i (2.10)
= xi · 2p (2.11)

where the first lines, up to (2.10), come from the substitution of lines 7 through 5, respectively.
The remaining step follows from basic algebra.

Finally, we bound the failure probability of the algorithm. The truncation steps in line 5
and line 7 each introduce a possibility of wrap around error. Each truncation is executed
n− 1 times. Thus, applying the bounds derived in Theorem 2.4.2 and Theorem 2.4.3 for
each i in the for loop, the total failure probability follows.

2.4.5 Alternative Single Round Protocol: HoneyBadger

Like ESPN, Lu et al. give a single round protocol for exponentiation in MPC [142]. Despite
focusing on a completely different problem (anonymous communication), they provide an
MPC protocol of independent interest for exponentiation, which we also utilize in our work.
They take a very different approach to our work that yields different trade-offs. Instead of
the binomial theorem, their work utilizes the following factoring rule

xk − rk = (x− r)
k−1∑
i=0

xk−i−1ri (2.12)

where r is a random secret-shared number derived during pre-computation. We assume
each party has a share of x and a share of ri for i ∈ {1, . . . , k} before beginning the protocol
(instead of the more common Beaver triplets). The first step in the protocol is to compute
and reveal x − r (x blinded by r), which uses a single round. Once revealed, this value
becomes a public constant C. After some algebraic manipulation of (2.12), Lu et al. obtain
a recursive formula for xirj given below.

[[xkrj]] = [[rk+j]] + C

k−1∑
i=0

[[xk−i−1ri+j]] (2.13)
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Using dynamic programming, the parties can then compute any power (xkr0) using only
additions of previously computed terms and powers of r. To compute polynomials using
this protocol, we simply swap the call to Exp in line 6 of Algorithm 2.

The advantage of Lu et al.’s protocol is that the communication is small (only the
opening of x − r). The primary disadvantage is that the protocol requires a modified
pre-computation phase, which is as difficult to pre-compute securely as the original problem
(it is exponentiation). On the contrary, our binomial protocol uses standard Beaver triplets
commonly found in MPC frameworks. There are well established protocols for efficiently
computing these triplets, and the parties may already have them due to the popularity
of Beaver’s trick. A more minor disadvantage of Lu et al.’s solution is that, while the
protocol requires very little communication, it is not locally parallelizable as each dynamic
programming step depends on the previous one. In contrast, our entire protocol can be
executed in parallel.

We also consider the runtime of using HoneyBadger in Figure 2.2. We emphasize
this is a runtime-only evaluation. Without our training algorithm in Section 2.5, none
of the polynomial-based solutions can attain usable accuracy. We find that ESPN and
HoneyBadger perform similarly in practice, with HoneyBadger gaining a slight advantage
in very low network delay. Due to the pre-computation trade-offs, we will evaluate both
approaches for the remainder of this work.
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2.5 PILLAR: Polynomial Activation
Regularization

Our initial benchmark in Section 2.4 showed a significant speed-up when replacing ReLU
functions with polynomials implemented using ESPN and HoneyBadger. However, a notable
challenge neglected thus far is that replacing a ReLU with a polynomial can drastically
reduce the accuracy of the model [83,107]. This section discusses the causes of the accuracy
degradation and describes our mitigation techniques. Finally, we give empirical results
showcasing the high accuracy of our modified training procedures across various architectures
and datasets.

2.5.1 The Problem with Polynomial Activation Functions

Escaping Activations. The first step in replacing an activation function with a polyno-
mial is to design a polynomial that closely approximates the original function. A common
approach for this is the least-squares polynomial fitting. In this approach, a table of values
is created for the polynomial over a small discretized range of values. This creates a system
of equations for the polynomial coefficients that can be solved with least squares. The chal-
lenge with this approach is that, outside of this range, the polynomial no longer resembles
the original activation function and often diverges rapidly. This leads to a problem called
escaping activations, first identified by Garimella et al. [83]. If one naively swaps a ReLU
for its polynomial approximation, all weights will become infinite within a few training
epochs. We give an example of this degradation in Figure 2.4. We can see that, without
modifying the training procedure, a polynomial can completely destroy the accuracy.

To illustrate the problem more clearly, we conduct an experiment using a polynomial of
degree four fitted on the range [−5, 5] (λ=5) as the activation function for a three-layer
model on CIFAR-10 [123]. In Figure 2.5, we plot this polynomial activation function and
the ℓ∞-norm of the input and output to each activation function. We note that, with no
modification (except replacing ReLUs with polynomials), the weights of this model become
undefined within approximately three epochs of training. First, we note the divergent
behaviour of the polynomial outside the fitted range. Second, we observe the effect of the
divergence on the outputs of the activation function. Specifically, we wait until the model
weights become undefined (NaN in Python) and then observe the behaviour leading up to
the explosion. We can see that three steps before the model weights become undefined
(NaN), the input values of each activation are out-of-range, but the outputs still behave
similarly to a ReLU. However, in the next iteration (two steps before NaN), a single value
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in the first layer goes too far out of range. This causes a ripple effect for the other two
layers, creating an extremely large output (approx −2000) in the final activation function.
This large value creates a large gradient, and after another iteration of training, the values
become so large that the gradients (and weights) become undefined (NaN). We find that
minimizing the classification loss alone is not enough to keep the model in range as the
gradients explode before decreasing the loss.

Truncated Polynomial Coefficients. An additional challenge is that we will evaluate
the fitted polynomial in a finite ring with limited precision. This significantly impacts the
polynomial coefficients, which tend to be relatively small, especially for the higher-order
terms. Specifically, these small coefficients can get truncated to zero in limited precision,
which causes the polynomial to diverge even inside the fitted range.
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quantization-aware

Figure 2.7: The effect of truncation on a polynomial activation function.

To show this, in Figure 2.7, we plot the polynomial approximation with and without
our quantize-aware fitting approach. First, we plot the polynomial approximation after
truncation and see that it diverges from a true ReLU. We also plot our quantized polynomial
fitting and show that it addresses the problems of exploding activations within the range.

2.5.2 Defining PILLAR

Our approach, which we call PILLAR, is the combination of the components we describe
in this section. Activation function regularization is our primary approach for mitigating
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escaping activation functions. However, to scale to larger models, we find that the additional
steps of clipping, regularization warm-up, and adding batch normalization are beneficial.

Quantization-Aware Polynomial Fitting. We begin by solving the problem of trun-
cated polynomial coefficients. To address this, we fit the polynomial with the precision
constraint in mind. We do this by using mixed integer non-linear programming. Let X be
the set of all values between [−λ, λ] in p-bit precision (the domain we want to fit on). First,
we generate Y = ReLU(X) · 2p, a table of values for a standard ReLU scaled up by the
precision. Scaling the output of the ReLU allows us to work in the integer domain (similar
to fixed point arithmetic). We then compute a matrix B where each column is the different
powers of X used in a polynomial (B = [X0, X1, X2, . . . ]).

Next, we solve the system AB = Y for A using mixed integer linear programming
with A ∈ [−2p − 1, 2p − 1] to get the coefficients A that minimize the error between the
polynomial AB and the ReLU values Y . Finally, we scale the resulting coefficients down
by 2p. We note that A ∈ [−2p − 1, 2p − 1] corresponds to coefficients being bounded by
[−1, 1] after we scale down. We empirically choose p = 10 for all polynomials during the
ML training. As we observe in Figure 2.7, our quantized polynomial fitting addresses the
problems of exploding activations within the range. However, the issue of going out-of-range
requires additional treatment.

Activation Regularization. Following the observations of Section 2.5.1 and Garimella
et al. [83], it is clear that minimizing the classification loss alone is not sufficient to prevent
escaping activations. Garimella et al. proposed QuaIL, a method that trains one layer of
the model at a time, focusing not on classification accuracy but the similarity of the layer
to a standard ReLU model [83]. QuaIL showed much better accuracy than naive training
but only scaled to models with at most 11 layers.

In our work, we address the cause of the problem directly by regularizing the input
to each activation function during training. We add an exponential penalty to the loss
function when the model inputs out-of-range values to the polynomial activation function.
Let x be the input to the activation function, and λreg be the upper bound of the symmetric
range [−λreg, λreg] in which we would like the input to be contained. Then, we define our
penalty function as

p(x) =

(
x

λreg

)γ

(2.14)

where γ is a large even number (to handle negative values) determining the severity of the
penalty. We find that values between six and ten work best in practice, with γ = 10 being

21



the default in our experiments. This penalty function gives negligible penalties (less than
1) for |x| < λreg and rapidly grows (in the degree of γ) as |x| > λreg.

We aggregate p(x) over I, the set of inputs to all activation functions, by taking the
average over each activation layer in the model. After aggregation, we scale the penalty
using a regularization coefficient β and add it to the existing cross-entropy loss function of
the model ℓc. Specifically, the modified loss function ℓ′ is defined as:

ℓ′(·) = ℓc(·) +
β

K

∑
x∈I

p(x) (2.15)

where K is the number of activation layers in the model. This allows us to tune the
importance of classification loss vs. the cost of going out-of-range.

Clipping. Although activation regularization teaches the model not to go out-of-range
over time, the model still needs to avoid going to infinity during the early stages of training.
Thus, during training, we apply a clipping function to the input of the activation function
such that if any input goes out of range, it is truncated to the range’s maximum (or
minimum) value. This clipping function does not affect the penalty as it is applied after
the penalty function has been computed. We emphasize that this clipping function is only
used during training and is removed during inference. The intuition is that the model
should learn not to go out-of-range during training and thus no longer requires this clipping
function during inference. Additionally, we find that setting the λreg of the penalty to be
smaller than the range used for polynomial fitting (and clipping) can yield even better
results. This is because the polynomial will be accurate for a larger range outside of the
range the model was regularized to stay inside, allowing an extra buffer in case of failure
during inference.

Regularization Warm-up. We find the minimum requirements for successfully training
a model with polynomial activation functions are activation regularization and clipping.
However, for larger models, the penalty term can be extremely large in the first few epochs
(until the model learns to stay in range). In some cases, the loss can become infinite due to
our regularization penalty. To address this challenge, we adopt a regularization scheduler
for the first four epochs that slowly increases both γ and β to the values used for the rest
of the training. Empirically, the following schedule works well and avoids infinite loss. We
let γ′ ∈ {4, 6, . . . , γ, γ, . . . } and β′ ∈ {β/100, β/50, β/10, β/5, β, β, . . . }.
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BatchNorm Layers. Garimella et al. also investigated using normalization to help
prevent the escaping activation functions [83]. They proposed a min-max normalization
approach where each layer’s minimum and maximum values are approximated using a
weighted moving average of the true minimum and maximum. These values are frozen
during inference. Garimella et al. observed that this approach alone was insufficient, as
activations still escaped the range during inference. We observe this operation is similar to
the batch norm layer commonly added to ML models. The main difference is that the mean
and standard deviation of the batch are used to normalize the layer instead of the minimum
and maximum values. By fixing the approximation of the mean and standard deviation
during inference (following CrypTen [121]), this operation is very efficient in MPC.

Without BatchNorm With BatchNorm

Normal Relu 88.77 ± 0.11 90.05 ± 0.16
PolyRelu 82.99 ± 0.42 87.37 ± 0.13

Table 2.1: Comparing the effect of BatchNorm on MiniONN model.

To study the effect of a batch norm layer on our training process, we train a standard
ReLU model and a model with polynomial activations both with and without batch norm
layers. We use the MiniONN architecture and give the results averaged over three random
seeds with 95% confidence intervals in Table 2.1. We find that batch norm layers improve
both models. However, the improvement due to using batch norm is significantly greater
when using polynomial activation functions. This is an intuitive result as batch norm helps
keep each layer’s output bounded and thus reduces the work of our regularization function.

Summary of PILLAR We refer to PILLAR as the combination of all components
described in this section. We note that the clipping and regularization warm-up components
are used (only during training) to enable regularization by preventing the model from going
to infinity. The regularization component ensures that the model will stay in range during
inference. All three of these components play a crucial role in the success of PILLAR, as
removing any of them will result in a model with unacceptable accuracy (due to infinite
weights or escaping activations). The batch norm is the only optional component, which
we give a small ablation study over in Table 2.1.
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Dataset Model Plain Accuracy ± CI

ReLU PILLAR

Cifar10

MiniONN 91.2 ± 0.17 88.1 ± 0.26
VGG 16 92.6 ± 0.16 90.8 ± 0.11
ResNet18 94.7 ± 0.09 93.4 ± 0.14
ResNet110 92.8 ± 0.27 91.4 ± 0.18

CIFAR-100
VGG 16 70.9 ± 0.17 66.3 ± 0.22
ResNet32 68.4 ± 0.46 67.8 ± 0.32
ResNet18 76.6 ± 0.07 74.9 ± 0.14

ImageNet ResNet50 80.8 77.7

Table 2.2: Plain-text Accuracy of PILLAR (5 runs).

2.5.3 Measuring PILLAR’s Effectiveness

The Regularization Coefficient. To show the effect of our regularization and coeffi-
cient β, we conduct an experiment using the same three-layer model on CIFAR-10 from
Section 2.5.1. In Figure 2.6, the left y-axis gives the out-of-range ratio (OOR), defined as
the ratio of activation function inputs that were not within the interval [−5, 5]. The right
y-axis is standard classification accuracy, and the x-axis varies the regularization coefficient
β. We observe that when the coefficient, β, is small, the model goes out-of-range often and
thus has poor accuracy. As we increase β, the out-of-range ratio decreases, and accuracy
increases. However, if we increase the coefficient too much, the accuracy decreases again.

End-to-end Accuracies. We evaluate PILLAR across a range of different models and
architectures considered in related work [107, 163, 190]. We summarize the results in
Table 2.2. We include the accuracy of a model trained with standard ReLUs as a baseline.
All results are averaged over five random seeds, and we show the 95% confidence interval.
The only exception is ResNet50 on ImageNet, where we only train a single model due to the
size of the dataset. We defer to Section 2.6 for the details of the experimental setup. We
note that these results are using PyTorch with no cryptography or quantization. We give a
complete evaluation using MPC in Section 2.6 where quantization has an effect. Table 2.2
provides preliminary evidence that our polynomial training approach yields high accuracies
competitive with state-of-the-art ReLU models across a range of models and datasets.
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2.6 Evaluation of Co-Design

In this section, we provide an end-to-end comparison of our co-design against state-of-the-art
solutions in secure inference. We evaluate the performance of PILLAR and Algorithm 2
using both ESPN and HoneyBadger as they offer different trade-offs in the type of pre-
computation needed and the size of the communication. We determine the state-of-the-art
works following a recent SoK by Ng and Chow [164]. Specifically, we consider three solutions
on the Pareto front of latency and accuracy as determined by Ng and Chow. These works
are COINN [107], GForce [163] and CrypTen (CryptGPU) [121,190].

We also evaluate Cheetah [101], a recent work not included in the SoK. We will
evaluate the metrics of latency (or runtime of a single sample) and encrypted accuracy. We
additionally evaluate the communication and number of rounds in Section 2.7. We begin
with the experimental setup, then evaluate both metrics (runtime and accuracy) against
each related work. Section 2.6.2 evaluates the ResNet-18 architecture, which gives our
state-of-the-art performance. Section 2.6.3 evaluates the VGG-16 architecture, the only
architecture GForce evaluates. Section 2.6.4 considers other ResNets and the MiniONN
architecture following COINN. Finally, in Section 2.6.5, we evaluate ImageNet against
Cheetah, COINN, and CryptGPU.
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Figure 2.8: Summary of the inference time vs accuracy for each state-of-the-art approach
on the CIFAR-100 dataset in the WAN (100 ms roundtrip delay).
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Results Summary. We plot a summary of the accuracy and inference time for CIFAR-100
in Figure 2.8. For both datasets (recall Figure 2.1 ), we observe that our work always gives
the solution with the fastest inference time by a statistically significant amount. In terms
of accuracy, our work is competitive with the state-of-the-art, but CryptGPU is always
the most accurate as it can infer unmodified plaintext models. Our solution is faster than
CryptGPU by 4×, GForce by 5×, and COINN by 18× on average in wide area networks.
Our accuracies are competitive with state-of-the-art and plaintext solutions and stay stable
(no escaping activations) with models containing up to 110 layers and 23 million parameters.

2.6.1 Experimental Setup

We develop an experimental setup that follows as closely as possible to the works we compare
to [107, 163, 190]. We use CIFAR-10/100 [123] and ImageNet [53], the same common
benchmark datasets as related work. Our model architectures include: MiniONN [137],
VGG [183], and ResNets [97]. This covers models of depth 7 to 110 layers with the number
of trainable parameters ranging from 0.2 to 23 million.

Implementation Details. All experiments are run on a machine with 32 CPU cores @
3.7 GHz and 1 TB of RAM with two NVIDIA A100 with 80 GB of memory. We simulate
network delay by calling the sleep function for the appropriate time whenever the client
and server communicate. We simulate the LAN with 0.25 ms roundtrip delay and the WAN
with 100 ms, following COINN [107]. We additionally evaluate a real WAN using AWS
instances in Section 2.6.6. All experiments (except ImageNet) are repeated over multiple
random seeds, and we report the mean and 95% confidence interval as shaded areas.

For all related work, we run our own benchmarks of their code unmodified. While results
for ResNet32 and MiniONN appear in the Cheetah paper, there was no source code for
these models so we only evaluate Cheetah on ImageNet. To use CryptGPU in practice, one
must first train a model in PyTorch. For ImageNet, PyTorch provides pre-trained models.
However, we will need to train a model for all other architectures and datasets. We simply
use the same configurations as our PolyRelu models but with standard ReLUs. We include
all source code to reproduce our results [1].

Hyperparameters. We introduce five new hyperparameters associated with our tech-
niques: polynomial degree (n), polynomial approximation range (λ), polynomial regulariza-
tion range (λreg), polynomial regularization coefficient (β), and polynomial regularization
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exponent (γ). The default values for each are decided by extensive grid searches. These pa-
rameters primarily affect the accuracy and not the inference time, except for the polynomial
degree (n), which has a minor effect on the communication size (but not the rounds). We
found the optimal quantization-aware polynomial degree (n) to be 4. We found that higher
degrees than four increase the failure probability of truncation with minimal accuracy gains
(Section 2.4.3). Conversely, lower degrees give lower accuracy (as shown in Figure 2.4). The
polynomial used in all evaluations is: 0.31445312 + 0.5x+ 0.15625x2 − 0.00292969x4.

For all models and datasets, we found a value of γ = 10 performs well as it introduces a
strong enough incentive for PolyReLU inputs to stay in range (smaller values did not) while
keeping penalization for values in range practically 0 (if an input x is within range, then
x

λreg
< 1⇒ ( x

(λreg)10
∼ 0). Larger values than this often lead to an infinite penalty term. We

found that a polynomial approximation range λ = 5 provides a good compromise between
regularization and quantization. We found that smaller values of λ destroy the accuracy
during training, and larger values use too much precision, increasing the failure probability.
The optimal polynomial regularization range (λreg) and polynomial regularization coefficient
(β) vary per model and dataset, although we found λreg = 4.8 (slightly tighter than λ = 5)
and β = 5× 10−5 to be good default values. We use p = 10 during ML training, but revert
to CrypTen’s default precision of p = 16 during inference in a 64-bit ring.

We used Stochastic Gradient Decent as the optimizer with a learning rate of 0.013 as the
default. This includes a Cosine Annealing Learning Rate Scheduler with Linear Learning
Rate Warmup of 5 epochs and decay 0.01. We use a weight decay of either 10−4 or 5× 10−4

and a momentum of 0.9. We used a default batch size of 128 and set the default number
of Epochs to 185. For some models, we tuned the learning rate, number of epochs, and
regularization coefficient to achieve a slightly higher accuracy. We detail hyperparameters
in our source code repository.

2.6.2 ResNet-18 Architecture

In this section, we use a ResNet-18 architecture as it is the architecture that yields the
best inference time and accuracy over all CIFAR-10 and CIFAR-100 experiments. For
this comparison we focus on CryptGPU, which has been shown to be a state-of-the-art
solution [164]. CryptGPU (or CrypTen) [190] serves as a baseline in all our comparisons
including those against GForce and COINN in Sections 2.6.3 and 2.6.4. Neither COINN
nor GForce support the ResNet-18 architecture evaluated in this section.
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Figure 2.9: ResNet-18 evaluation on CIFAR-100 (20 runs).

Inference Time. We measure the inference time of a single input image over varying
network delays. The results are given in Figure 2.9. We include the result for CIFAR-100 and
omit the plot for CIFAR-10 as it displays similar trends. We observe that both PILLAR +
HoneyBadger and PILLAR + ESPN outperform CryptGPU with statistical significance
across all roundtrip delays (as the shaded area does not overlap). In the WAN (100 ms),
this corresponds to a 4× speedup over CryptGPU. Furthermore, we find HoneyBadger and
ESPN perform similarly as observed in Section 2.4, with PILLAR + HoneyBadger having
a slight advantage.

Accuracy. We measure the accuracy of the models on the testing set both in plain (using
PyTorch) and encrypted (using CrypTen). We give the result in Table 2.3. First, we
observe the plain and encrypted accuracies are very similar, indicating that quantization
has a minor effect despite not considering this in training. We find that CryptGPU and
PILLAR give similar accuracies, with CryptGPU performing slightly better, as is to be
expected since they use unmodified activation functions. However, we argue this slight loss
in accuracy is well justified by the significant decrease in inference time.
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Dataset Technique Plain Acc Enc Acc

CIFAR-10 PILLAR 93.4 ± 0.14 93.3 ± 0.22
CryptGPU 94.7 ± 0.09 94.6 ± 0.10

CIFAR-100 PILLAR 74.9 ± 0.14 74.4 ± 0.31
CryptGPU 76.6 ± 0.07 76.6 ± 0.13

Table 2.3: ResNet-18 accuracy comparison (5 runs).
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Figure 2.10: VGG-16 evaluation on CIFAR-100 (20 runs).

2.6.3 VGG-16 Architecture

In this section, we compare with GForce, the current state-of-the-art as shown by Ng and
Chow [164]. GForce focused on a modified VGG-16 [183] architecture and compared it
to all other works (including those using different architectures). For completeness, we
evaluate the VGG-16 architecture using our techniques, and CryptGPU although we note
that the ResNet-18 architecture outperforms VGG-16 in both inference time and accuracy.
COINN [107] does not give results for VGG-16, so we exclude it from this section.
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ResNet-32 on CIFAR-100
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ResNet-110 on CIFAR-10

Figure 2.11: Evaluating the various COINN architectures (20 runs).

Inference Time. Since our work aims to reduce the rounds needed by binary non-
linear layers, we replace the MaxPool layers in the VGG-16 with AvgPool for all solutions
(including CryptGPU and GForce). We give the inference times over various delays in
Figure 2.10. First, we note that GForce significantly outperforms all other solutions in
the LAN. However, for more realistic high latency networks (>5ms roundtrip delay), we
observe our solutions significantly outperform GForce (5× speedup in WAN). Once again,
our solutions outperform CryptGPU for all network delays.

Encrypted Accuracy. We recall that we swap the MaxPool layers for AvgPool layers in
the inference time evaluation. This comes at a cost to accuracy for the VGG architecture.
Thus, to give the best scenario possible for GForce, we consider the accuracy of GForce
with MaxPools and our work with AvgPool. We give the results in Table 2.4. As expected,
GForce outperforms our work in accuracy (due to the MaxPools); however, only by a
few percentage points. We train CryptGPU to use AvgPool and find it also loses a few
percentage points, confirming our hypothesis that a MaxPool is necessary for high accuracy
in VGG-16. We emphasize that our ResNet-18 result outperforms GForce’s VGG result
in inference time and accuracy. Furthermore, ResNets are a more popular and compact
architecture due to skip-connections.
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Dataset Technique Plain Acc Enc Acc

CIFAR-10
PILLAR 90.8 ± 0.11 90.8 ± 0.14
CryptGPU 92.6 ± 0.16 92.5 ± 0.16
GForce - 93.12

CIFAR-100
PILLAR 66.3 ± 0.22 66.3 ± 0.32
CryptGPU 70.9 ± 0.17 70.8 ± 0.13
GForce - 72.83

Table 2.4: VGG-16 accuracy comparison (5 runs).

2.6.4 Other Architectures

While GForce is the current state-of-the-art, COINN is a competitive solution that evaluates
ResNet architectures. Thus, we also evaluate the same configurations as COINN. This
includes the smaller MiniONN architecture, a ResNet-32, and a ResNet-110. We exclude
GForce from this evaluation as they only evaluate VGG-16 models.

Inference Time. We again swap all MaxPool layers for AvgPool in our work, and
CryptGPU but leave COINN unmodified. We give the results in Figure 2.11. We observe
that, over each of the three increasingly large architectures, the trends are similar and
proportional to the number of parameters (0.2, 0.5, and 1.7 million parameters for MiniONN,
ResNet-32, and ResNet-110, respectively). Across all architectures and network delays, our
work outperforms COINN by a statistically significant amount (18× on average in WAN).
We once again outperform CryptGPU in all evaluations1 with a 4× speed up on average in
the WAN.

Encrypted Accuracy. We give the results in Table 2.5. We observe that PILLAR is
competitive with related work in all models, although we remark that, once again, our
ResNet-18 models outperform all others. We also note that, while COINN does quantization-
aware training, PILLAR does not and still only loses a small amount of accuracy in
encryption vs. plaintext.

1All of which are statistically significant except MiniONN in LAN where the confidence intervals overlap
slightly.
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Dataset/Model Technique Plain Acc Enc Acc

CIFAR-10 /
MiniONN

PILLAR 88.1 ± 0.26 87.9 ± 0.46
CryptGPU 91.2 ± 0.17 91.2 ± 0.16
COINN - 87.6

CIFAR-10 /
ResNet-110

PILLAR 91.4 ± 0.18 91.4 ± 0.25
CryptGPU 92.8 ± 0.27 92.7 ± 0.26
COINN - 93.4

CIFAR-100 /
ResNet-32

PILLAR 67.8 ± 0.32 67.8 ± 0.47
CryptGPU 68.4 ± 0.46 68.5 ± 0.45
COINN - 68.1

Table 2.5: Accuracy comparison on the various architectures considered in COINN (5 runs).

2.6.5 Scaling to ImageNet

In this section, we evaluate the scalability of our approach on the ImageNet dataset using a
ResNet-50 architecture with 23 million parameters. This architecture was previously too
large for training with polynomial activation functions [83]. We compare our approach to
Cheetah, COINN and CryptGPUand exclude GForce as they do not consider ImageNet.

Inference Time. We plot the inference time in Figure 2.12. We observe a significant
reduction over Cheetah and COINN across all network delays. We outperform Cheetah by
39× in the LAN (0.25 ms) and 15× in the WAN (100 ms). Over COINN, we observe a
28× reduction in the LAN and a 90× reduction in the WAN. Compared to CryptGPU we
find that PILLAR + HoneyBadger is the fastest in all network delays by 3× on average.
PILLAR + ESPN is slightly slower in the LAN, but once again outperforms CryptGPU in
the WAN.

Encrypted Accuracy. We present a summary of the accuracies in Table 2.6. We note
that Cheetah [101] did not measure accuracy in either their code or paper so we omit them
from this comparison. We observe a much higher encrypted accuracy for PILLAR compared
to COINN and thus, our solution is Pareto dominant. For CryptGPU, we use a pre-trained
PyTorch model with state-of-the-art accuracy. Therefore, as expected, CryptGPU has an
accuracy 3% higher than the model we trained from scratch. We note that with a higher
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Figure 2.12: ImageNet evaluation on ResNet-50 (20 runs).

degree polynomial, we were able to train a 79.2% polynomial model. However, this model
is not possible to infer in the 64-bit field used by CrypTen (as higher degrees need more
precision by equation 2.3). We discuss future directions to further improve this result in
Section 2.8.

Technique Plain Acc Enc Acc

PILLAR 77.7 77.3
CryptGPU 80.8 80.8
COINN - 73.9

Table 2.6: ImageNet accuracy comparison (1 run).

2.6.6 Real WAN Evaluation

This section gives benchmarks for ESPN, HoneyBadger, and CryptGPU [190] in a real
WAN. We use two AWS EC2 g4dn.metal instances, one in the Ohio data centre and one
in Frankfurt, Germany. Each machine has 96 cores, 384 GB of memory, 100 GB/s network
bandwidth, and a NVIDIA T4 GPU. In practice, we measured 10.8MB/s bandwidth
between the two instances. We run all the ResNet architectures and summarize the
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Dataset / Model ESPN HoneyBadger CryptGPU

CIFAR-10 / ResNet-110 49.3 ± 0.1 49.0 ± 0.1 242.5 ± 0.9

CIFAR-10 / ResNet-18 15.3 ± 0.2 12.9 ± 0.1 48.9 ± 0.1

CIFAR-100 / ResNet-18 15.4 ± 0.2 12.9 ± 0.1 48.9 ± 0.5

CIFAR-100 / ResNet-32 14.1 ± 0.1 14.0 ± 0.1 75.4 ± 1.6

ImageNet / ResNet-50 153.9 ± 1.0 104.9 ± 0.8 268.67 ± 1.3

Table 2.7: Real World WAN evaluation. We report total inference time in seconds.

results in Table 2.7. We repeat each experiment 20 times and report the mean and 95%
confidence intervals. We observe similar trends to the simulated WAN used in previous
experiments. Namely, ESPN and HoneyBadger perform similarly in runtime for most
models. The exception is larger models like ResNet50, where the bandwidth limits impact
ESPN more than HoneyBadger. In all cases, CryptGPU is significantly outperformed by
both approaches.

2.7 Communication and Rounds Benchmark

Dataset Model ESPN HoneyBadger CryptGPU COINN GForce Cheetah

CIFAR-10
ResNet-18 0.46 (38) 0.23 (38) 0.45 (174) / / /
ResNet-110 0.55 (221) 0.13 (221) 0.53 (1093) 6.8 / /

VGG-16 0.32 (31) 0.26 (31) / / 0.050 /

CIFAR-100
ResNet-18 0.46 (38) 0.23 (38) 0.45 (174) / / /
ResNet-32 0.16 (65) 0.037 (65) 0.15 (313) 1.9 / /
VGG-16 0.32 (31) 0.26 (31) / / 0.050 /

ImageNet ResNet-50 7.85 (160) 4.04 (160) 7.70 (552) 122.0 / 2.36 (1042)

Table 2.8: Evaluation of communication in GB and the number of rounds (shown in
parenthesis).

We study two additional evaluation metrics of rounds and communication in this
section. Recall that the number of rounds significantly affects the protocol latency over
WAN. The communication affects each round’s throughput, depending on the network
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bandwidth. In Table 2.8, we summarize the communication in GB and the number of rounds
(shown in parenthesis) for our work and related work. We note that both COINN and
GForce do not log the communication or rounds in their code base. Thus, we report their
communication numbers from the corresponding tables in the papers (COINN [107, Table
3] and GForce [163, Table 7]). Neither work evaluates the number of rounds.

In all cases, ESPN and HoneyBadger significantly dominate all evaluated related work
in the number of rounds with a 3− 5× improvement. The communication of ESPN and
HoneyBadger is significantly less than COINN, approximately the same as CryptGPU,
and more than GForce and Cheetah. Our HoneyBadger solution has approximately
2× the communication of Cheetah, but Cheetah has 10× the rounds; thus, in practice,
HoneyBadger gives much better performance as shown in Section 2.6. GForce has an
impressively low communication online (50MB) due to offloading 20GB of communication
to an offline phase. Once again, despite having higher communication, we recall that both
ESPN and HoneyBadger dominate related work in runtime in the WAN (as shown in
Section 2.6).

2.8 Discussion

Our experimental evaluation in Section 2.6 showed our algorithms significantly outperform all
related work in WAN inference time. While state-of-the-art compared to other polynomial
training approaches, PILLAR still incurs a minor accuracy degradation compared to
standard models with ReLUs. We posit a few directions for future work to further close
this gap between polynomials and ReLUs.

Quantization. Note that aside from our quantization-aware polynomial fitting described
in Section 2.5, we have made no efforts to reduce the effects of quantization. COINN de-
veloped training algorithms to help the model be robust to the overflow and quantization
present in MPC [107]. An interesting future work would be to combine the COINN methods
with PILLAR to see if further accuracy gains are possible.

Precision. By using CrypTen as our backend, we were limited to a 64-bit ring for
cryptographic operations. As discussed in Section 2.4.3, this precision determines the degree
and range of polynomials we can use (due to either the failure probability of truncation
or severe truncation of intermediate values). Interesting future work is to increase this
precision to enable higher-degree polynomials and study the performance-accuracy trade-off.
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Our initial results on ImageNet show that we can train up to a degree eight polynomial
without suffering escaping activations. However, we could not increase the ring size to
study the effect of higher degrees on inference time.

MaxPools. We recall that a MaxPool layer requires comparisons and, thus, expensive
conversions to binary shares (like ReLUs). Therefore, we replaced all MaxPools with
AvgPool layers. However, in some architectures, such as VGG-16 [183], we found that
swapping MaxPool for AvgPool degraded accuracy by up to 6%. Finding an efficient
MaxPool alternative for architectures like VGG is important for future work. However,
since the ResNet models give high accuracy using AvgPool layers we did not pursue this
issue further.

2.9 Related Work

This work focuses on achieving state-of-the-art run time and accuracy in two-party secure
inference. We measure this objective by evaluating against the current state-of-the-art as
determined by a recent SoK by Ng and Chow [164]. Namely, we compare to COINN [107],
GForce [163] and CrypTen [121, 190] in Section 2.6 as they represent the Pareto front
according to Ng and Chow [164]. Another potential candidate on the Pareto front is
Falcon [132], with low latency and accuracy [132]. We did not evaluate Falcon as the
accuracy drop was too significant (over 10% [164]). Furthermore, GForce is shown to
outperform Falcon in both latency and accuracy, and we outperform GForce [163]. For a
complete list of other works not on the Pareto front, we defer to Ng and Chow’s work [164].
Notably, many works consider different threat models or use different approaches, such as
homomorphic encryption. We leave extending our polynomial activation functions to these
settings for future work. For the remainder of this section, we discuss works with a similar
approach to ours that are not state-of-the-art or not evaluated by Ng and Chow [164].

Replacing or Reducing ReLU’s. It has been established that the non-linear functions
such as ReLU are the bottleneck for secure computation [83,85, 107,152]. Several works
initially focused on reducing the number of ReLU activations, optimizing for the best
trade-off between accuracy and runtime [85, 113]. A faster approach is to replace all
ReLU’s entirely using polynomial approximations [83]. In Section 2.5, we discussed the
most recent work in this space, Sisyphus [83]. While making significant progress toward
training models with polynomial activations, Sisyphus could not overcome the escaping
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activation problem for models with more than 11 layers. Before Sisyphus, there were a
handful of works on smaller models that typically focus on partial replacement (some
ReLU’s remained) [88,152,154]. An interesting exception from Lee et al. used degree 29
polynomials in HE but suffered prohibitively high runtimes [128]. Our work is the first to
make high-accuracy polynomial training feasible (without escaping activations) in deep
neural networks.

A notable recent work is PolyKervNets [17]. Inspired by the computer vision literature,
PolyKervNets remove the activation functions and instead exponentiate the output of each
convolutional layer [17]. The problem with this approach is that, similar to polynomial
activation functions, the exponents make the training unstable. Aremu and Nandakumar
note that exploding gradients prevent their approach from scaling to ResNet models deeper
than ResNet18 (using degree 2 polynomials). Furthermore, PolyKervNets only allow for
a single fully connected layer which reduces the accuracy of the models. Conversely,
PILLAR scales to deeper models such as ResNet110 and much higher degrees. Moreover,
we achieve significantly better plaintext accuracy on ResNet-18 (93.4 vs 90.1 on CIFAR-10
and 74.9 vs 71.3 on CIFAR-100).

Polynomial Evaluation in MPC. Our work focuses on co-designing the activation
functions with cryptography by using polynomials. However, the problem of computing
polynomials in MPC is of independent interest and has also been studied in the literature.
The state-of-the-art in this space is HoneyBadger, as discussed in Section 2.4. Other
notable works include the initial inspiration for HoneyBadger from Damgård et al. [50].
This early approach conducts exponentiation by blinding and reconstructing the number
to be exponentiated so the powers can be computed in plaintext [50]. Building off this
idea, Polymath constructs a constant round protocol for evaluating polynomials focused on
matrices [141]. However, HoneyBadger outperforms Polymath by reducing both the rounds
and the number of reconstructions to one.

2.10 Conclusion

In this work, we co-designed the ML and MPC aspects of secure inference to remove the
bottleneck of non-linear layers. PILLAR maintains a competitive inference accuracy while
being significantly faster in wide area networks using novel single round MPC protocols
(ESPN and HoneyBadger). Our state-of-the-art inference times motivate future work to
further improve the ML accuracy of polynomial activations in DNNs.
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Chapter 3

Selective MPC: Distributed
Computation of Differentially Private
Key-Value Statistics

This chapter is adapted from work that previously appeared at the ACM SIGSAC Conference
on Computer and Communications Security (CCS) [102]. In this system, we consider a set of
client devices with data in the form of key-value pairs, such as usage data. An organization
(such as a service provider) wishes to aggregate the data in a privacy-preserving fashion.
We assume the clients do not trust the organization to see the raw data, only a privatized
version of it that adheres to differential privacy. Previous solutions use local differential
privacy where noise is added by the clients before submitting the data. The bottleneck
of prior work is utility, as local noise added by clients significantly degrades the accuracy
of the final statistics, especially for this type of data. In this chapter, we propose a
secure computation-based alternative that yields much better utility. When using secure
computation, the challenge instead becomes performance, which we address through a
careful co-design of secure computation and differential privacy.

3.1 Introduction

Key-value data naturally occurs in many internet applications, such as video ad and mobile
app analytics where keys are identifiers and values are time or frequencies [204]. In these
applications, a provider collects key-value data from a large number of users to compute
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aggregate statistics which provide crucial insights. However, as individuals become more
privacy-aware, they become increasingly unwilling to divulge their sensitive data to a central
party. Consequently, recent work has investigated systems that simultaneously allow for
the computation of useful statistics while respecting the privacy of individuals and their
data. A popular method for achieving this goal is to use local differential privacy (LDP).
Under this model, users take privacy into their own hands, so to speak, by perturbing
their data before sending it to a central party to be processed. This technique provides a
limit on the amount of information the central party can infer about each user’s data while
allowing the central party to compute a meaningful aggregate result. These properties
have made local differential privacy a preferential solution for many organizations such
as Google [76], Apple [56], Mozilla [72], and Microsoft [58] to collect user statistics. For
example, the Chrome Web browser uses local differential privacy to collect aggregate
statistics about settings such as the homepage and default search engine to counter software
that maliciously alters these settings [76]. As another example, Mozilla experimented with
using local differential privacy techniques to collect browser telemetry data in a private
manner [72].

Applying LDP to key-value data is more challenging than numerical or categorical
data. Naively applying noise to the key implies a high loss in the accuracy of aggregate
statistics, since it breaks the correlation between the key and the value. Both Ye et al. [204]
and later Gu et al. [94] develop improved LDP mechanisms that reduce this accuracy loss.
While improving over naive solutions, this line of work is still confined by the inherent
accuracy limitations of the LDP model. Intuitively, this is because each user individually
adds randomness, which compounds in the final aggregated result.

An approach for achieving both the accuracy of the central model in DP and the trust
of the local model is to use multi-party computation (MPC). A popular type of MPC
uses secret sharing, wherein the parties jointly compute a function without any one party
learning the input. Applying MPC to key-value data is challenging because it may introduce
a prohibitively large computational overhead to keep the inputs concealed. Specifically,
simultaneously computing over the keys while keeping them secret is a complex issue. To
compute and update aggregate statistics, we require an array which maintains the totals
for each key. If the key is secret shared, and thus kept confidential from each party, then
indexing each value into this array using MPC incurs a cost linear in the size of the array.
This results in a total computation cost on the order of |S|n, where |S| and n denote the
total number of key-value pairs and the number of distinct keys, respectively. An alternative
approach, using ORAM [148], has polylogarithmic cost; however, requires large constants
and is typically applied to huge data set sizes. Hence, these approaches remain impractical.
If the key is revealed to the parties or encrypted in a way that reveals the access pattern

39



(e.g., public-key searchable symmetric encryption [49]), the parties will learn the count of
each keyword, which violates DP. To prevent this violation, one could pad the counts by
adding dummy key-value pairs, restoring an approximate differentially private guarantee.
This requires adding an abundance of dummy records in order to achieve any reasonable
privacy guarantees. Thus, this approach incurs a large communication cost.

In this paper, we design a new method of MPC called selective multi-party computation.
Selective MPC does not conceal keys, resulting in an efficient protocol which does not
incur prohibitively high communication costs. In typical MPC solutions, all parties receive
shares for all key-value pairs. In contrast, our design involves randomly selecting a subset
of parties to receive shares for each key-value pair. Thus, each party only views shares for
a random subset of the entire dataset. In other words, our approach simulates removing
some data from the view of each party, capturing subtractive noise (similar to how adding
dummies in previous approaches captured additive noise). We compose the two approaches
(selecting a subset of parties and adding dummies) to emulate a two-sided distribution
without removing any data. We obtain a new theoretical result, proving that one can
achieve pure differential privacy from joining two different one-sided distributions.

Our approach substantially reduces the computation costs, since our construction reveals
keys and access patterns while preserving DP guarantees. The computation complexity
of the MPC is reduced by a factor of O(|S|) over the naive MPC approach, where |S| is
the number of key-value pairs. By simulating both subtractive and additive noise, selective
MPC requires a very low number of dummy records. We produce 10-20 times less dummies
than the padding approach and achieve low ϵ in a pure-DP model (δ = 0). Compared to
the previous LDP mechanisms, we improve accuracy by a factor of O(

√
m) where m is the

number of clients. We give a detailed comparison to other approaches in Section 3.8.

In summary, our contribution is a secure multi-party computation of differentially private
frequency and mean estimations over key-value data with the following properties.

• Distributed trust and provable security guarantees.

• Pure differential privacy in the local trust model.

• High accuracy independent of the number of users.

• Scalability up to 10,000 keys with results in at most 20 seconds.
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3.2 Preliminaries

3.2.1 Differential Privacy

Differential privacy (DP), introduced by Dwork et al. [69], is a common privacy notion that
enables the calculation of aggregate statistics on users’ data in a privacy-preserving manner.
Intuitively, differential privacy states that a user’s participation has a bounded effect on
the final output. More formally, differential privacy can be defined as follows.

Definition 3.2.1 (Differential Privacy). A randomized algorithm M : X n 7→ Y is (ϵ, δ)-DP,
if for any pair of neighbouring datasets X,X ′ ∈ X n, and for any T ⊆ Y we have

Pr[M(X) ∈ T ] ≤ eϵ Pr[M(X ′) ∈ T ] + δ. (3.1)

If δ ≠ 0, then we say that the mechanism provides approximate differential privacy.
When δ = 0 it satisfies pure differential privacy. There are two main trust models in
differential privacy. In the central model, we assume the existence of a trusted curator that
gathers the users’ data, calculates the noisy aggregate statistic, and publishes it. In the
local model, users send noisy data to a (potentially untrusted) curator to calculate the
aggregate statistic. Although this model eliminates the need to trust the aggregator, it
comes at the cost of utility. This is because there is noise added to each data point on the
order of the number of clients.

The most common approach to satisfying DP is to add random noise to the output of a
function. To prove that this satisfies DP, the function must have a bounded output. We
formalize this notion as the sensitivity of a function.

Definition 3.2.2 (Sensitivity). Let f : X n 7→ Rk. If D is a distance metric between
elements of Rk then the D-sensitivity of f is

∆
(f)
D = max

(X,X′)
D(f(X), f(X ′)), (3.2)

where (X,X ′) are pairs of neighbouring datasets.

Common examples of the distance metric are the ℓ1-norm and ℓ2-norm. With the notion
of sensitivity, we can now define the Laplace mechanism, which uses sensitivity based on
the ℓ1-norm, which we denote ∆

(f)
1 for simplicity.
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Definition 3.2.3 (Laplace Mechanism). Let f : X n 7→ Rk. The Laplace mechanism is
defined as

M(X) = f(X) + Lap(∆
(f)
1 /ϵ)n, (3.3)

where Lap(∆
(f)
1 /ϵ)n represents n i.i.d draws from the Laplace distribution with parameter

∆
(f)
1 /ϵ.

It is well known that the Laplace mechanism satisfies ϵ-DP [70].

3.2.2 Secret Sharing

A secret sharing scheme [31,179] enables a secret s to be split into n shares to be distributed
among a set of n participants. The secret is split such that the n shares permit reconstruction
of s, but no set of n− 1 or fewer shares yield any information about the secret.

For example, consider the additive secret sharing scheme. In this scheme, to split
the secret s, we select n − 1 shares s1, . . . , sn−1 at random from the domain and let
sn = s−

∑n−1
i=1 si. Then all players can recover the secret s by computing s =

∑n
i=1 si. Note

that each share is computed as a fixed linear function of the secret and random elements of
a field, so participants can locally compute any linear function of shared values. We use [x]
to denote that the value of x is shared among participants. For example, given constants
v1, v2, v3 and shares of values [x], [y], one can locally compute

v1[x] + v2[y] + v3 = [v1 · x+ v2 · y + v3]

to obtain shares of the value v1 · x+ v2 · y + v3. This property of the additive secret sharing
scheme enables the construction of more general multi-party computation protocols [48].

3.2.3 Secure Multi-party Computation

Secure multi-party computation (MPC) allows a set of participants {p1, . . . , pn}, where
pi holds private data di, to jointly compute a function f(d1, . . . , dn), while keeping their
input private and revealing only the output. We focus on a variant of MPC which performs
operations over shares of the data [29].

In MPC based on secret sharing, participants distribute shares of their data among a
set of computation nodes. The computation nodes perform a computation over the secret
shared data to obtain shares of a function of the participants’ data, f(d1, . . . , dn). Most
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MPC protocols represent the desired function as a circuit using basic operations over a
finite field (addition and multiplication) and provide subprotocols for performing those
basic operations [51,147].

We can consider two different models for secure multi-party computation: the semi-
honest (or passive) model and the malicious (or active) model. In the semi-honest model,
introduced by Goldreich [90, §7.2.2], adversaries do not deviate from the protocol but
may gather information to infer private information. In the malicious model [90, §7.2.3],
adversaries may deviate from the protocol by altering messages or other means to infer
private information.

3.3 Problem Statement

Our goal is to present a protocol that permits the efficient computation of differentially
private statistics over key-value data while sacrificing minimal trust to any party. A naive
solution might first divide the key-value pairs into a set of keys and a set of values and
then apply existing methods for computing differentially private histograms to each set.
However, as Ye et al. [204] argue, this does not maintain the correlation between keys and
values. For this reason, computing meaningful differentially private statistics over key-value
data is more challenging than histograms.

3.3.1 Notation

We have a set of m clients, each denoted by an index i ∈ [m]. Each client has a set of
key-value pairs Si. We denote the jth key-value pair of client i to be ⟨kij, vij⟩, where each
kij ∈ K and each vij ∈ V for some sets K,V. The multiset of key-value pairs owned by
all m clients is denoted S. For a value or algorithm, we adopt the convention of using a
subscript k to restrict it to a key k. We summarize the notation in Table 3.1.

In this work, we focus on the following two statistics over key-value data. Let Ak =
{⟨kij, vij⟩ ∈ S | kij = k} be the multiset of key-value pairs corresponding to key k.

• Frequency estimation. The frequency of some key k, qk, is defined as the number
of instances of the key k in the set S. That is, qk(S) = |Ak|. We denote the vector of
frequencies of all keys by q(S).
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Symbol Description
K domain of the keys
V domain of the values
n the size of the key space K
m the number of clients
S multiset of all key-value pairs
Si set of key-value pairs owned by client i
R bound on the values in V
ℓ the number of computation nodes
t size of subset of computation nodes
λ maximum # of keys held by a client
γ minimum frequency of any key
q vector of frequencies
µ vector of means
r parameter for geometric distribution
p ratio of t/ℓ

Table 3.1: Notation

• Mean estimation. The mean of the key k, µk, is the mean of all values in S whose
key is k. Thus, the mean is

µk(S) =
∑

Ak
vij

qk(S)
.

We denote the vector of means for all keys by µ(S).

3.3.2 Assumptions

We aim to compute statistics which satisfy the requirements of differential privacy, as
described in Section 3.2.1. In the case of telemetry data, frequency and mean are very
helpful statistics. For example, a browser vendor may want to calculate how many users
have added known trackers to a blocklist [72]. We make the following assumptions about
the data in the set S.

• Bounded values. We assume that the domain of the values is bounded by some
interval of size 2R. That is, every value vij ∈ [x−R, x+R], for some x. We assume
this to bound the sensitivity of statistics on the values.
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• Distinct keys. We assume that each key appears in Si at most once. This is done
for simplicity because in the case where a client has multiple values for a single key,
they could simply aggregate their data for said key beforehand.

• Maximum size of Si. We assume that each user has at most λ key-value pairs.
That is, |Si| ≤ λ. This is assumed to tighten the analysis but is not restrictive because
in the worst case λ = n.

• Minimum frequency. We assume that the frequency of each key is at least γ, for
some γ ≥ 1. This is to bound the sensitivity of our mean calculation. We require this
term to obtain a data-independent bound on the sensitivity since both the frequency
and mean are sensitive in our setting.

We consider user-level differential privacy where neighbouring datasets change by adding
or removing a single user’s key-value pairs. Here, the users correspond to the clients which
we discuss throughout the paper. We apply concepts from secure multi-party computation
to remove the need for a single trusted server. In particular, the clients distribute their
data between a small set of untrusted servers, which collectively compute statistics over the
data. We call these servers the computation nodes, and we require that there are ℓ ≥ 3
computation nodes. We make the following assumptions about the entities involved in the
computation.

• Anonymous channels. We assume that there exist anonymous channels between
clients and computation nodes. Section 3.5.3 discusses how our protocol functions in
the shuffle model, where there is an intermediary party between the clients and the
computation nodes [30, 73]. Our assumption of anonymous channels is a relaxation of
the shuffle model.

• Trust model. For simplicity, we begin by describing our protocol in the semi-honest
model, i.e., we assume that the clients and the computation nodes follow the protocol.
Any party may however attempt to infer other information from the data that they
observe (semi-honest model). Section 3.7 explains how to account for malicious clients
and malicious computation nodes who do not follow the protocol.

• Secure channels. We assume pairwise secure and authenticated communication
channels between the computation nodes. We also assume secure, anonymous com-
munication channels between the clients and computation nodes, in the absence of a
shuffler.
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The final computed statistics may be published to all parties. Given this output and
the information within their view throughout the protocol, the computation nodes should
only be able to infer information that is bounded by our differential privacy guarantees.
In terms of formally proving security, we aim to satisfy the definition of indistinguishable
computationally differential privacy (IND-CDP) by Mironov et al. [151]. We discuss the
security model in more detail in Section 3.7.

3.3.3 System Architecture

As described in the previous subsection, we have a set of clients and a set of computation
nodes. First, the set of clients will send their data to the computation nodes. This is
called the data collection phase. Then, in a computation phase, the computation nodes will
compute some statistic and publish the output. In our solutions, we introduce an optional
dummy generator who acts similarly to clients and we may assume the existence of an
anonymous channel of communication between clients and computation nodes. We discuss
alternatives to both of these assumptions in Section 3.5.3. The overall flow of data in our
system can be seen in Figure 3.1.

1

2 1

... 2

m
...

Output

Clients ℓ

DG Computation
Nodes

Dummy
Generator

Anonymous
Channel

Figure 3.1: Data flow.

This architecture is similar to systems currently in use that involve a large set of clients
sending data to multiple servers, such as Prio [9, 45]. The use of multiple servers for
computation prevents the aggregation of private data at one central authority. Recall the
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example use-case of private telemetry data collection. Clients in this setting represent the
web browsers that send data to the servers responsible for the computation. For example,
these servers may be controlled by browser vendors and/or certificate authorities [108].

3.4 Preliminary Solutions

In this section, we provide a high-level overview of some preliminary solutions that fit
within the architecture and trust assumption. This ultimately helps us demonstrate how
we came to our final solution.

We can distinguish between solutions which conceal keys and those which do not.
Solutions that hide the keys incur a high computational cost to index the records into an
array. So, as preliminary solutions, we only consider solutions that do not conceal keys.
We begin with a naive solution that minimizes trust but requires high communication costs.
The solution involves two types of participants: clients who own the data and computation
nodes who calculate the statistic. We assume that there exists secure, anonymous channels
between the clients and the computation nodes. We call this the full padding solution, and
it is executed in the following two steps.

Step 1: Padding, Share Generation, and Encryption. Clients create a dummy
key-value pair for each key not in their set, Si. For each key-value pair, the client
applies a secret sharing scheme to generate ℓ shares of the value. The clients forward
the key-share pairs to the corresponding computation nodes.

Step 2: Computation. Upon receiving the data, the computation nodes perform an MPC
protocol to compute the differentially private statistic for each key and reconstruct
the final result.

Since the computation nodes only see shares of the values, they cannot distinguish between
real key-value pairs and dummies. Also, since every client sends a key-value pair, real
or fake, for each key, it is impossible for the computation nodes to determine the true
frequency of a key.

The obvious disadvantage to this protocol is the communication cost. Each client has
n key-value pairs, for which they generate ℓ shares, resulting in a communication cost of
O(mnℓ). These costs are prohibitively expensive, so we consider methods of improving our
approach. We remark that this cost is incurred to prevent the computation nodes from
learning who has what data and the true frequency of the keys.
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To improve upon this naive solution, we can leverage differentially private padding to
mask the true frequency of the keys. This is accomplished by adding a semi-trusted dummy
generator. The protocol, which we refer to as the one-sided dummy solution, requires the
following three steps.

Step 1: Share Generation. For each key-value pair they own, the client applies a secret
sharing scheme to the value and generates ℓ shares. They forward this data to the
corresponding computation nodes.

Step 2: Padding. The dummy generator generates “enough” dummy key-value pairs to
satisfy differential privacy. They generate shares for these new values via the same
secret sharing scheme used by the clients. The data is forwarded to the corresponding
computation node.

Step 3: Computation. The computation nodes receive all of the data and then perform
a multi-party computation protocol to compute the desired differentially private
statistic. They collectively output the result.

This solution employs differential privacy in two ways: to bound the information learned
as a result of adding fewer dummies and to output a noisy statistic. In the former, we
require a randomized algorithm to add dummies; however, only adding key-value pairs
creates a one-sided distribution and thus has a chance of being blatantly non-private.

There exists work that uses a similar approach of only adding fake records from one-sided
distributions in different settings [25, 148, 159]. We take inspiration from Mazloom and
Gordon [148, Appendix A], using a shifted and truncated two-sided geometric distribution
to sample dummies and achieve approximate DP. In our setting, achieving a reasonable
privacy parameter δ requires adding a large number of dummies. Although it improves on
the full padding solution, there remains a high communication cost. We elaborate on the
details of this protocol and the expected number of dummies and compare it to our final
solution in Appendix A.

Now that we have established the drawbacks of some preliminary solutions, we develop
a solution which corrects these weaknesses. In our final solution, we reduce the number of
dummies and improve the privacy guarantee from approximate to pure differential privacy.
Clearly, adding one-sided noise would not allow for pure differential privacy. Intuitively,
when only adding data and never removing data, the output will reveal an upper bound on
the true number of data points. Thus, we want to simulate the effects of removing without
actually removing data, as that would compromise the accuracy. We accomplish this using
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a technique we call selective multi-party computation. This involves forwarding each piece
of data to a select subset of computation nodes. This simultaneously emulates subtractive
noise and reduces the communication costs. We describe this in detail in the following
section.

3.5 Protocol Description

This section provides a detailed description of our new protocol designed to compute
differentially private statistics over key-value data. Our protocol consists of two phases:
data collection and multi-party computation. The main contribution of our work is in the
data collection phase. Here, rather than having clients secret share their data among all
computation nodes, they only send their shares to a select subset of computation nodes.
This atypical approach enables us to improve efficiency and compute differentially private
outputs. The multi-party computation phase adapts previously known techniques to account
for this change in the data collection phase.

3.5.1 Data Collection Phase

Recall that we have m clients, each denoted by an index i ∈ [m] and ℓ ≥ 3 computation
nodes. We also require an entity for dummy generation, which we assume is semi-honest.
In Section 3.5.3, we discuss an alternative approach for dummy generation which does not
require a single semi-honest entity. Our protocol aims to return a statistic over the multiset,
S, while revealing only differentially private information about any particular client’s set of
key-value pairs Si. In the example of collecting telemetry data, this phase corresponds to
the step where usage data is sent from users’ browsers to the computation servers.

The data flow is in this phase is similar to the one-sided dummy solution and is
summarized in Figure 3.1.

1. Let t ∈ {2, . . . , ℓ− 1} be a (publicly-known) system parameter chosen ahead of time.
For each key-value pair belonging to each client i ∈ [m], the client i chooses a subset
of computation nodes of size t, uniformly at random, without replacement. The client
generates t shares of their value, one for each computation node they selected, using
additive secret sharing. The client also generates t shares of a flag with value 1. This
is summarized in Figure 3.2. The client forwards each tuple consisting of the key, a
share of the flag, and a share of the value, to the corresponding computation node.
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key, value_share1, flag_share1

key, value_share2, flag_share2

key, value, flag ...

key, value_sharet, flag_sharet

Share

Figure 3.2: Client process for a single key-value pair.

2. Meanwhile, for each key k in the set K, the dummy generator samples xk from a
geometric distribution with parameter r. The two-sided geometric distribution is
commonly used as the discrete version of the Laplace mechanism [22,87]. We use the
standard one-sided geometric distribution here to avoid having to shift and truncate
the distribution. The dummy generator generates xk dummy key-value pairs with key
k, flag 0, and value 0. They repeat the process performed by the clients by choosing
a subset of size t of computation nodes uniformly at random and generating t shares
of each dummy value and flag. The dummy generator forwards the dummy data to
their respective computation nodes.

3. Upon receiving the anonymized data, the computation nodes perform a multi-party
computation protocol, based on which statistic is desired, and output the result.

The main difference between this data collection phase and a typical data collection phase
in MPC is in step (1) where clients only send their data to a subset of computation
nodes. Although conceptually simple, this effectively acts as subtractive noise which will
complement the additive noise from the dummy key-value pairs in step (2), thereby ensuring
pure differential privacy.

3.5.2 Multi-party Computation Phase

In this section, we describe how the computation nodes process the data once it is received.
To compute statistics on the data, they must be able to perform basic operations, such
as multiplication and division, and add noise to perturb the final result. A protocol by
Wu et al. [199] allows for secure multi-party addition of Laplace noise. We refer readers
to the original paper for details of the protocol and proofs of security. Specifically, the
protocols allow us to obtain shares of a random variate drawn from a univariate cumulative
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distribution function. Additionally, we can use a protocol from Catrina and Saxena to
perform division [37, §3.4]. In the following descriptions, we let [x] denote that the value
of x is distributed among the parties. We remark that the secret sharing scheme used in
the multi-party computation step to generate noise need not be the same additive secret
sharing scheme used during data collection; although, a change in schemes may require a
resharing step to update the shares accordingly. Finally, we note that due to the selective
way in which shares are distributed to computation nodes, the types of statistics which
may be computed are restricted to those which can be derived from initially taking the
sum of all shares. To compute statistics other than those which we describe below, one
might consider encoding the data in various ways [45] to achieve compatibility with the
selective step of the data collection phase.

Frequency estimation

As per the data collection phase, each computation node receives a subset of shares of
key-value pairs. The computation nodes see tuples which contain a key, a share of the flag,
and a share of the value. To compute the frequency estimation, the computation nodes
compute over the shares of the flag. Recall that real key-value pairs will have a flag with
value 1 and dummies will have a flag with value 0 (and this value is not revealed to the
computation node since it is secret shared). For each key in K, each computation node
executes Protocol 1 with ∆ = λ, where λ denotes the maximum number of distinct keys
held by any client. The value of λ is publicly known. Essentially, Protocol 1 enables the
computation nodes to compute the sum of all flags corresponding to some key k and add
noise to the result.

Protocol 1 Frequency estimation
Input. A set of triples ⟨kij, fij, sij⟩. A target key k. A sensitivity ∆.
1: Compute the sum fi =

∑
kij=k fij. These are shares of the frequency [qk].

2: Generate a random variate, [ξ], drawn from Lap(∆/ϵF ) by invoking Protocol [199, §7]
with C(t) = ϵF

2∆

∫ t

−∞ exp(−(ϵF |s|)/∆)ds.
3: Return [qk] + [ξ].
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Correctness. Before the noise addition, the ith computation node has a value fi. The
sum of all of these values is

ℓ∑
i=1

fi =
ℓ∑

i=1

∑
j,kij=k

fij =
∑
kij=k

fij.

The sum of all shares of the flags must be the sum of the flags themselves by the properties
of the additive secret sharing scheme. As real data points have flag equal to 1 and dummies
have flag 0, this must be the frequency of key k, qk. By the properties of Protocol [199, §7],
the computation nodes ultimately obtain the frequency of the key k with Laplace noise
drawn from Lap(∆/ϵF ) where ∆ = λ.

Mean estimation

To compute a noisy mean estimation, the computation nodes execute Protocol 2 with
∆ = λ2R

γ
, where λ is the maximum number of distinct keys held by any client, γ is the

minimum frequency of any key, and 2R is the size of the interval bounding the values. To
summarize Protocol 2, the computation nodes compute the frequency of the key k, sum the
values corresponding to k, divide by the frequency to get the mean, and add noise. Let Sk

denote the sum of all values corresponding to key k.

Protocol 2 Mean estimation
Input. A set of triples ⟨kij, fij, sij⟩. A target key k. A sensitivity ∆.
1: Compute the sum fi =

∑
kij=k fij. These are shares of the frequency [qk].

2: Compute the sum si =
∑

kij=k sij. These are shares of the sum of values [Sk].
3: Invoke Protocol [37, §3.4] with input [Sk], [qk] to obtain [Sk/qk].
4: Generate a random variate, [ξ], drawn from Lap(∆/ϵM) by invoking Protocol [199, §7]
with C(t) = ϵM

2∆

∫ t

−∞ exp(− ϵM |s|
∆

)ds.
5: Return [Sk/qk] + [ξ].

Correctness. Steps 1-2 accurately compute the frequency of the key k and the sum of all
the values corresponding to key k, by the properties of the additive secret sharing scheme.
This is also due to the fact that the dummies have a value of 0, so this does not affect
the sum. Step 3 computes the true mean. By the properties of Protocol [199, §7], the
computation nodes obtain the mean of the values corresponding to key k with Laplace
noise drawn from Lap(∆/ϵM) where ∆ = λ2R

γ
.
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3.5.3 Implementation Considerations

Anonymous Channels. In our protocol description, we assume that there exist anony-
mous channels between the clients and the computation nodes. Although this can be
accomplished by using a variety of anonymity systems [59], we discuss one approach here.
We may rely on a semi-trusted party to act as an intermediary between the clients and the
computation nodes. This is similar to the shuffle model in DP [30], where an intermediary
shuffler performs anonymization, shuffling, thresholding, and batching. The presence of the
shuffler induces a privacy amplification which allows each client to add less randomness [73].
Our protocol does not require an equally strong trust assumption on the shuffler. Rather,
we can have clients encrypt their data with the public keys of the computation node that
is responsible for receiving each share of data. Then, the clients forward their data to
the shuffler, which removes any user-specific metadata, before forwarding the shares to
the respective computation nodes in random order. This ensures that data is anonymized
from the perspective of the computation nodes without revealing the data to the shuffler.
The only information that the shuffler learns is how many key-value pairs each client
holds. Ultimately, our use of this intermediary party requires less trust than the trust
required in the shuffle model. Given that the shuffle model is used in practice today by
organizations such as Google [73], it is reasonable to assume the existence of anonymous
channels. Collusion between the shuffler and the server is not permitted in the shuffle
model. Similarly, collusion between the computation nodes and the nodes implementing
the anonymous channel is not permitted in our protocol.

In addition to anonymizing data, the shuffler may also be responsible for generating the
dummy values. This intermediary party can fulfill two goals, while we retain minimal trust
assumptions.

Dummy Generation. Another requirement in the protocol description is a semi-trusted
party to generate dummies. A single party that generates dummies poses a threat if that
party colludes with the computation nodes. If the total number of dummies generated for
key k is known to a computation node, they can derive the expected number of dummies it
received for said key. For xk dummies in total, one computation node receives pxk dummies
on average. An estimate of the true frequency of the key is derived by deducting pxk from
the total number of key-value pairs it receives.

To circumvent this issue, one alternative is using d parties to generate the dummies.
Specifically, for each key k, d parties independently sample xk from a geometric distribution
with parameter r and generate xk dummies for key k. Collusion between dummy generators
and clients does not affect the security of the protocol. Hence, for each key, dummy
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Figure 3.3: We visualize the distribution of a single computation node’s view of 10 keys.
We set p = 2/3 and r = 0.4 and plot the distribution with and without dummies.

generators can be chosen from amongst the clients to eliminate the requirement for extra
entities in the protocol. While the total number of dummies that is generated for each
key is roughly d times higher than required, this approach distributes trust and prevents
a single point of failure. Moreover, our evaluation shows that the expected number of
dummies with a single dummy generator is very small (less than 3). Hence, this approach
adds a small overhead to the overall protocol. In Section 3.7, we address the case where
dummy generators behave maliciously.

Offline Noise Generation The random noise generated in line 2 of Algorithm 1 and line
4 of Algorithm 2 depends only on the parameters of the protocol, not the data provided by
the clients. Hence, these steps, which constitute the bulk of the runtime, can be performed
offline before the clients provide their data. This reduces the perceived latency from the
client’s perspective.

3.6 Privacy

In this section, we analyze the privacy of our protocols. First, we formally define the privacy
leakage as a function and show that it is ϵL-DP. We find that limiting the view of each
computation node by randomly selecting which key-value pairs a node sees is equivalent to
drawing noise from a binomial distribution. We visualize this distribution in Figure 3.3
(Selective MPC - No Dummies). In expectation, each node will see t

ℓ
of the keys (2/3 of 10

in the figure), the center of the binomial distribution. Despite being a smooth, two-sided
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distribution, the binomial selection alone does not satisfy pure DP. That is because simply
distributing the key-value pairs ensures it is impossible for a computation node to observe
more than the true count of keys (the probability of 11 or 12 keys is zero in Figure 3.3).
For this reason, we add a small number of dummy key-value pairs following a geometric
distribution. We can see that this shifts the distribution to the right and avoids clipping
the right tail in Figure 3.3. We formalize our unique combination of additive noise from
a geometric distribution and subtractive noise from a binomial distribution and prove
that it satisfies pure DP. We show in Section 3.6.1 that our frequency estimation satisfies
ϵF -DP and that our mean estimation satisfies ϵM -DP. As a result, the total ϵ spent for
the frequency estimation protocol is ϵF + ϵL by naive composition. Similarly, the privacy
budget for the mean estimation is ϵM + ϵL. The mean and frequency computation can be
executed simultaneously, leading to a total cost of ϵF + ϵM + ϵL.

Let L be the algorithm that distributes the key-value pairs and dummies among the ℓ
computation nodes. Let Lk denote the corresponding algorithm for a single key k. For the
sake of the privacy analysis, we treat L as an ideal functionality: we assume it is run by a
trusted party and consider only the output of the algorithm in our privacy analysis. An
arbitrary output of L is an observation of a single computation node, which we denote by
Z. For simplicity, we assume that the nodes do not collude with each other and address
the case of collusion separately. Recall that upon receiving data, the computation nodes
obtain a set of tuples. The shares reveal nothing about the corresponding values and the
computation nodes do not know the origin of the data. Therefore, Z can be described as
a histogram of keys observed by the computation node. We show that the output of this
algorithm is bounded by differential privacy. The input to L is the list of all key-value pairs
held by all users. We say that two inputs, S and S ′, are neighbouring if they differ in at
most the addition or deletion of λ entries (user-level privacy).

We represent the ground truth of this algorithm as the vector q(S), i.e., the true
histogram of the keys. Let qk(S) represent the count of key k on the input S. We assume
that each user has at most one value for each key and thus ∀k ∈ [n], |qk(S)− qk(S ′)| ≤ 1.
The ideal functionality of algorithm L can be described as follows.

1. Compute the noisy histogram Y for a given input S by computing Yk = qk(S) + η
where η ∈ N is sampled i.i.d from a geometric distribution with parameter r.

2. Then Z is obtained by sampling from the histogram Y , following our protocol. This
selective part of our procedure is equivalent to sampling ∥Y ∥1 times from a binomial
distribution with parameter p = t/ℓ.
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We denote the probability mass function (PMF) of the binomial distribution1 with
parameters a and p as

B(z; a, p) =
(
a

z

)
pz(1− p)a−z, (3.4)

and the PMF of the geometric distribution as

G(z; r) = (1− r)zr. (3.5)

Then, the PMF of Lk(S) is defined as

Pr[Lk(S) = Zk] =
∞∑
v=0

G(v; r)B(Zk; qk(S) + v, p). (3.6)

Finally, the PMF of L(S) is

Pr[L(S) = Z] =
n∏

k=0

Pr[Lk(S) = Zk], (3.7)

where this equality follows from the fact that L applies randomness independently for each
key. Using this PMF we can prove the following theorem.

Theorem 3.6.1. The algorithm L satisfies ϵL-DP with

ϵL = λ ln

(
max

{
1

1− r
,

1

1− p
+ 1− r

})
. (3.8)

Proof. We begin by expanding the statement needed to prove differential privacy. First, we
derive

Pr[L(S) = Z]

Pr[L(S ′) = Z]
=

n∏
k=0

Pr[Lk(S) = Zk]

n∏
k=0

Pr[Lk(S ′) = Zk]

≤

(
Pr[Lj(S) = Zj ]

Pr[Lj(S ′) = Zj ]

)λ

(3.9)

where j is one of at most λ keys that differ between S and S ′.

We now consider the two worst cases of neighbouring inputs for a specific key j under
our assumption that |qj(S) − qj(S ′)| ≤ 1. These cases are when qj(S) − 1 = qj(S ′) and

1We follow the standard convention that B(z; a, p) = 0 whenever a < z.

56



when qj(S) + 1 = qj(S ′). First, we consider the case that qj(S)− 1 = qj(S ′). In this case
we have that

Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]
=

∞∑
v=0

G(v; r)B(Zj; qj(S) + v, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
(3.10)

=

∞∑
v=1

G(v − 1; r)B(Zj; qj(S ′) + v, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
, (3.11)

where (3.11) follows from a change of variables v = v − 1 and our assumption that
qj(S) − 1 = qj(S ′). Next we apply the fact that G(v − 1; r) = 1

1−r
G(v; r), for v ≥ 1, to

obtain

Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]
=

∞∑
v=1

1
1−r

G(v; r)B(Zj; qj(S ′) + v, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
(3.12)

≤ 1

1− r
, (3.13)

where the last inequality follows by widening the summation limit to include zero and
cancelling like terms. We note that this gives us the first term in the maximum from (3.8).

Next we consider the case where qj(S) + 1 = qj(S ′). The first steps proceed similarly
except we perform the change of variables v = v + 1. That is,

Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]
=

∞∑
v=0

G(v; r)B(Zj; qj(S) + v, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
(3.14)

=

∞∑
v=−1

G(v + 1; r)B(Zj; qj(S ′) + v, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
(3.15)

=
G(0; r)B(Zj; qj(S ′)− 1, p)

∞∑
v=0

G(v; r)B(Zj; qj(S ′) + v, p)
+ (1− r), (3.16)
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where (3.16) follows from separating off the first term of the sum in the numerator and
applying the fact that G(v + 1; r) = (1− r)G(v; r), for v ≥ 0, to cancel like terms. Next,
we observe that when Zj ≥ qj(S ′), (3.16) simplifies to (1− r) since the binomial coefficient
in the numerator is zero. Hence, all that remains is the case where Zj < qj(S ′) − 1. In
this case, we get the following inequality by decreasing the upper limit of the sum in the
denominator to zero. Specifically,

Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]
≤ B(Zj; qj(S ′)− 1, p)

B(Zj; qj(S ′), p)
+ (1− r) (3.17)

=

(
1

1− p

) (qj(S′)−1
Zj

)(
qj(S′)
Zj

) + (1− r) (3.18)

=

(
1

1− p

)
qj(S ′)− Zj

qj(S ′)
+ (1− r) (3.19)

≤ 1

1− p
+ 1− r, (3.20)

where (3.18) comes from applying (3.4) and (3.19) applies the definition of the binomial
coefficient. Finally, (3.20) follows from the fact that 0 ≤ Zj < qj(S ′)− 1.

Combining the two cases from (3.13) and (3.20) gives

Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]
≤ max

{
1

1− r
,

1

1− p
+ 1− r

}
. (3.21)

Substituting this result into (3.9) from above, it follows that

Pr[L(S) = Z]

Pr[L(S ′) = Z]
≤

(
Pr[Lj(S) = Zj]

Pr[Lj(S ′) = Zj]

)λ

(3.22)

≤

(
max

{
1

1− r
,

1

1− p
+ 1− r

})λ

= eϵL , (3.23)

where

ϵL = λ ln

(
max

{
1

1− r
,

1

1− p
+ 1− r

})
. (3.24)
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The proof relies on the assumption that computation nodes only see a subset of the
keys. This simulates adding noise from a binomial distribution. A natural question to ask is
how the privacy guarantee degrades under collusion. In the case where computation nodes
collude, the privacy degrades.

Claim 3.6.1. Let c be the collusion threshold which is the maximum number of computation
nodes that can collude (Theorem 3.6.1 assumes c = 1). Then (3.8) becomes

ϵL = λ ln

max

{
1

1− r
,

(
ℓ

c+1

)(
ℓ−c
c+1

) + 1− r

}. (3.25)

We note that we consider the minimal value of t = c+ 1. This is because values of t
less than c+ 1 may allow colluding computation nodes to reconstruct the values.

The result in Equation (3.25) follows from a similar argument to the proof of Theo-
rem 3.6.1, substituting p with the maximum probability that a node observes a specific
share in the presence of collusion. The probability of a computation node observing a
single share, either directly or through the nodes it colludes with, is 1 −

(
ℓ−c
c+1

)
/
(

ℓ
c+1

)
. In

Figure 3.4, we show how collusion impacts the privacy budget compared to the baseline
given by Theorem 3.6.1. In the baseline, represented by the dotted line, we set t = 2,
ℓ = 20, and choose r such that it minimizes ϵL. We plot Equation (3.25) as a function of c
for ℓ = 20 and choose r such that it minimizes ϵL.
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m
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Figure 3.4: ϵL for varying levels of collusion.

3.6.1 Privacy of the Output

Frequency Estimation. We denote the output of the frequency estimation protocol by
F (S). The output of this algorithm is q(S) + Lap(∆/ϵF )

n, where ∆ = λ and Lap(∆/ϵF )
n
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represents n i.i.d draws from the Laplace distribution with parameter ∆/ϵF .

Theorem 3.6.2. The algorithm F satisfies ϵF -DP.

Proof. Each client has at most one copy of each key, so we have that |qk(S)− qk(S ′)| ≤ 1.
Additionally, we know that each client can have at most λ distinct keys. Hence,

∆ = max
S,S′
∥q(S)− q(S ′)∥1 = λ. (3.26)

The result then follows trivially from the fact that the Laplace mechanism is differentially
private.

Mean Estimation. Recall that the output of the mean estimation protocol is denoted
by M(S). Denote the true mean of the dataset S to be µ(S). Thus, the output of the
algorithm M is µ(S) + Lap(∆/ϵM)n where ∆ = λ2R

γ
and Lap(∆/ϵF )

n represents n i.i.d
draws from the Laplace distribution.

Theorem 3.6.3. The algorithm M satisfies ϵM -DP.

Proof. Each client has at most one value for each key and each value is in [x−R, x+R],
so it follows that |µk(S)− µk(S ′)| ≤ 2R

qk(S)
. Recall that γ = mink∈[n] qk(S). Thus, we have

that ∀k ∈ [n], |µk(S)− µk(S ′)| ≤ 2R
γ

. Additionally, we know that each client has at most λ
distinct keys. Therefore,

∆ = max
S,S′
∥µ(S)− µ(S ′)∥1 ≤

λ2R

γ
. (3.27)

Then privacy follows trivially from the fact that the Laplace mechanism is differentially
private.

Outputting Exact Answers. We note that our protocol could be used to output the
exact frequency or mean. We would simply follow the selective MPC protocol without
adding the final noise (the dummies have no effect on the accuracy). In this case, ϵL is
the only privacy cost incurred. This is similar to output-constrained DP [98] where the
computation nodes do not learn more than a DP amount about the clients data, excluding
what they learn from the final result. In general, publishing exact statistics should be
avoided as it allows for reconstruction attacks.
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3.7 Security

We start by considering the semi-honest model and later extend to the malicious model. Our
protocol consists of two main parts: the data collection and the multi-party computation
protocols. For simplicity of the implementation, we are working under the assumption that
there exist anonymous, secure channels between the clients and the computation nodes. The
clients only see their own data and the final output of the differentially private computation.
Our goal is that an adversary learns no more than the differentially private leakage from
algorithm L and the final output of the differentially private computation.

3.7.1 Proof of security

To analyze the security of the protocol, we rely on a definition of indistinguishable compu-
tationally differential privacy (IND-CDP) by Mironov et al. [151]. The following definition
is for two-party computation. The security definitions which we present encompass the
entire protocol, i.e. both the data collection and computation phases.

Definition 3.7.1 (IND-CDP-2PC [98]). A two-party protocol Π for computing function
f satisfies (ϵA(λ), ϵB(λ)-indistinguishable computationally differential privacy (IND-CDP-
2PC) if VIEWΠ

A(DA, ·) satisfies ϵB(λ)-IND-CDP, i.e., for any probabilistic polynomial time
(in λ) adversary A, for any neighbouring datasets (DB, D

′
B),

Pr[A(viewΠ
A(DA, DB)) = 1]

≤ exp(ϵB) · Pr[A(viewΠ
A(DA, D

′
B)) = 1] + negl(λ).

Likewise for B’s view of any neighbours (DA, D
′
A) and ϵA.

For our purposes, we extend the definition from two-party to multi-party computation
and we let ϵ = ϵA = ϵB for convenience. Intuitively, the following definition ensures that
an adversary A cannot distinguish neighbouring databases D,D′ from their view, and the
same applies to every other party.

Definition 3.7.2 (IND-CDP-MPC). A multi-party protocol Π for computing function f
satisfies ϵ(λ)- indistinguishable computationally differential privacy (IND-CDP-MPC) if for
every probabilistic polynomial time (in λ) adversary A with input DA, and for neighbouring
datasets D,D′ belonging to the honest parties (i.e. D,D′ = ∪i\ADi),

Pr[A(viewΠ
A(DA, D)) = 1]

≤ exp(ϵ) · Pr[A(viewΠ
A(DA, D

′)) = 1] + negl(λ).
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Likewise for every other party’s view of neighbours (D,D′) and ϵ.

Let Π denote the complete protocol, from the clients sending data to the computation
nodes and the computation nodes performing the multi-party computation protocol to
compute a function f over the data. Our security property will apply to multi-party
computation protocols which satisfy statistical privacy. We say that the MPC protocol
computing f ensures statistical privacy if the views of the computation nodes can be
simulated by an oracle such that the true and simulated distributions are statistically
indistinguishable. Both our protocol computing the frequency estimation and the protocol
computing the mean estimation satisfy statistical privacy. Wu et al. [199] prove that their
noise generation protocol satisfies statistical privacy and Catrina and Saxena [37] prove that
their division protocol satisfies statistical privacy. The remaining steps in our protocols are
secure in an information-theoretic sense. Thus, the following security proof can be applied
to both our frequency and mean estimation protocols.

In the definition that we aim to satisfy, the adversary controls some set of parties, denoted
by A. The adversary we consider may control at most bN computation nodes, where bN
will be defined depending on the scenario. Then, their view consists of the combined view
of the bN computation nodes which they control. Note also that an adversary may control
up to bC ≤ m− 1 clients (all but one). Since a client does not perform any computation
and simply submits data, their view is trivial to simulate. Further, we assume for the
time being that the protocol is using a trusted third party to generate dummies, which
cannot be controlled by the adversary. In order to determine bN , the bound on the number
of computation nodes that the adversary may control, we must consider how the MPC
protocol functions. In our case, we use a (t, t)-threshold scheme, so we can let bN = t− 1.
Then, the neighbouring datasets, D and D′, correspond to the data sent by the honest
clients which are outside of the control of the adversary. Finally, we state our security
theorem and defer the proof to the full paper [102, Appendix C].

Theorem 3.7.1. If f satisfies ϵf -differential privacy and the corresponding MPC protocol
satisfies statistical privacy, then our protocol Π ensures IND-CDP-MPC in the presence of a
semi-honest adversary who controls at most bN computation nodes and at most bC clients.

3.7.2 Extending to the malicious model.

Our security proof assumed that we work in the semi-honest model, in which all parties
follow the protocol. We now consider how our protocol may function if this assumption
is relaxed. First, consider the possibility of malicious computation nodes. In the data
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collection phase, we require that the computation nodes act semi-honestly so that they are
unable to arbitrarily add their own input. We can relax this assumption in the multi-party
computation phase. Methods for extending MPC protocols to be secure in the presence of
malicious parties have been discussed in the literature [51, 117]. We can apply the same
strategies to our own work, using protocols that are maliciously secure under the assumption
that there exists an honest majority [29, 51, 67]. This prevents nodes from adding arbitrary
noise during the computation phase which may affect the results. In this scenario, we can
adjust our bound bN on the number of computation nodes that the adversary may control
to be the minimum of t− 1 and ⌊(ℓ− 1)/2⌋. This ensures that the adversary cannot control
a majority of participants in the multi-party computation. As with any other multi-party
computation protocol which assumes an honest majority, if the assumption of an honest
majority is not satisfied then there are no guarantees on the privacy or correctness of the
output. In this paper, we have discussed how our protocol can account for semi-honest
computation nodes and a minority of misbehaving computation nodes; however, we are
not limited to these two settings. Since the multi-party computation phase is a simple
adaption of previously known techniques in MPC, it is straightforward to substitute an MPC
protocol with other guarantees. For example, in a scenario where one is concerned about
the reconstruction of invalid or incorrect results, we can use an MPC protocol which ensures
robustness. Similarly, we could use a protocol which is secure against Byzantine failures if
we are concerned about computation nodes failing. The protocol which is ultimately chosen
depends on the requirements of the system in practice, but is not limited in any way by our
construction.

Next, we consider the possibility of malicious clients. We can prevent malicious clients
from submitting invalid data by having the computation nodes perform validation checks
on the shares they receive. Note that the validity check is conducted in MPC by the
t computation nodes that receive each piece of data, not all ℓ computation nodes. For
example, when t computation nodes receive the shares of some flag x, they can compute
x · (1− x) to check that the result is 0 (which we evaluate in Section 3.8.3). This verifies
that the flag is in the set {0, 1}. The computation nodes learn no additional information
by computing validation checks with the other nodes which receive shares of the same data.
Similar checks can be computed on the data received from the clients to ensure that it
exists in some valid range. Thus, we are able to ensure that clients are submitting valid
data within some pre-defined, acceptable range. Validity checks other than those described
here can also be implemented and our protocol does not impose any restriction on input
validation. These verification checks can be implemented in the setting where there is a
dishonest majority among the subset of computation nodes which receive shares by using
MPC protocols like SPDZ [78].
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Finally, suppose that the third party generating dummies is malicious. On one hand, a
malicious dummy generator may submit additional data points to attempt to influence the
final result. This poses no more of a threat than the case where malicious clients submit
false data points. This is a potential vulnerability to any system which collects data from
clients and is not prevented by security against malicious adversaries. In such a scenario
where the dummy generator is malicious, it is also possible that they submit no dummies
or submit an incorrect number of dummies. This would compromise the differential privacy
guarantees on the leakage of our protocol, but would not compromise the correctness of the
output. It is difficult to ensure that dummy generation by a single party occurs correctly.
However, recall that we have discussed alternatives to dummy generation which provide
more distribution of trust in Section 3.5.3. Suppose we are using the method described in
Section 3.5.3 where several clients are responsible for generating dummies. Then, we must
ensure that the adversary cannot control all of the clients generating dummies. If we assume
that the adversary can control at most bC clients, then we can let bC + 1 clients generate
dummies, which ensures that we still achieve differential privacy. This does not affect the
security proof because the adversary is unable to control at least one party generating
dummies. Ultimately, distribution of trust allows us to consider the presence of malicious
parties while achieving secure dummy generation.

3.8 Evaluation

This section provides a theoretical evaluation of our protocol in terms of accuracy, commu-
nication, and computation cost. We then compare this with other methods for computing
statistics on key-value data. Finally, we present our experimental results to demonstrate
the practicality of our protocol.

3.8.1 Our Protocol

For the purpose of comparison, we analyze our protocol in the case where t = 2. This only
affects the communication cost during the data collection phase and is a reasonable choice
in practice as it minimizes ϵL.

Communication. The communication conducted in our protocol can be decomposed
into the communication from the clients (and dummy generator) to the computation nodes,
i.e. data collection, and the communication between computation nodes. For comparison, we

64



focus mainly on client-to-server communication. The communication between computation
nodes is specific to solutions using MPC and depends largely on parameters of the MPC
protocol, such as the precision of the noise generated. These are chosen by a system
administrator depending on the context of the situation. We provide some experimental
results for communication between computation nodes in Section 3.8.3. In this section, we
elaborate on the communication between clients and servers. First, 2|S| elements are sent
from the clients to the computation nodes because each client generates t = 2 shares for
each of the key-value pairs it owns. The number of dummies added for each key follows a
geometric distribution with an expected value of 1

r
, which means n

r
dummies are generated

on average. For each dummy, t = 2 shares are generated. Therefore, in expectation,
θ(|S| + n

r
) shares are sent from the clients (and dummy generator) to the computation

nodes.

Computation. We define the computation cost of our protocol to be the number of
multiplications in the MPC protocol. For each key, the noise generation (and division in
the case of mean estimation) is run to derive the result. The complexity of these operations
depends on the chosen protocol and parameters related to their implementation, such as
precision. Hence, we consider the complexity to be constant with respect to each key.
Therefore, the overall number of multiplications in the MPC protocol across all keys is
O(n).

Accuracy. Finally, we consider the accuracy of the output of our protocol. Our protocol
implements an algorithm with output identical to that of the central model, so it suffices
to consider the accuracy of the Laplace mechanism, which is well known. We begin by
evaluating the accuracy of our frequency estimation protocol denoted by F (S). Using a
tail bound on the Laplace distribution along with the union bound as shown in Theorem
3.8 of Dwork and Roth [70], we obtain the following accuracy guarantee ∀β ∈ (0, 1].

Pr[||q(S)− F (S)||∞ ≥ ln(n/β) · (λ/ϵF )] ≤ β. (3.28)

Similarly, for the mean estimation protocol, with output denoted M(S), we obtain that
∀β ∈ (0, 1],

Pr[||µ(S)−M(S)||∞ ≥ ln(n/β) · (2Rλ/ϵMγ)] ≤ β. (3.29)

To allow for comparison of different methods, we simplify the above expression and
obtain an approximation for the error of our protocols using the standard deviation. For a
single key, we compute that the error is approximately O

(
∆/ϵ

)
where ∆ is the sensitivity
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Client-to-Server
Communication

MPC
Complexity Error

Our Protocol θ(|S|+ n
r
) O(n) O

(
∆/(ϵ− ϵL)

)
Central DP O(|S|) - O

(
∆/ϵ

)
Naive MPC O(|S|ℓ) O(|S|n) O

(
∆/ϵ

)
PrivKVM O(m log n)∗ - O

(√
m∆/ϵ

)∗
PCKV O(m log n) - O

(√
m∆/ϵ

)
Table 3.2: Comparison of client-server communication, computation (number of multipli-
cations), and error (approximate bound). *Includes a multiplicative factor equal to the
number of iterations which we exclude.

of the specific protocol. For simplicity, we will only consider the error for a single key’s
frequency or mean and note the case of all keys can easily be obtained using a union bound.
For our analysis, we assume all clients hold this key. Taking into account the privacy budget
from the leakage function, we conclude that our solution achieves an approximate error
bound of O(∆/(ϵ− ϵL)).

3.8.2 Comparison with Other Work

We now compare the communication, computation, and accuracy of our protocol with
a naive MPC solution that conceals and secret shares keys, existing local DP solutions
(PrivKVM [204], PCKV [94]), and the central model. The results of our comparison are
summarized in Table 3.2. Although there has been no prior work on key-value data in the
shuffle model, we discuss potential solutions in this setting in Section 3.10.

Naive MPC A naive application of MPC would have each client secret share keys and
values and forward the shares to each computation node. This requires no dummies; however,
the computation nodes cannot determine which shares correspond to which key. Each time
they want to perform a computation over a key-value pair, they need to collectively index
into a table containing all the keys. This results in an additional |S|n multiplications in the
MPC protocol. Since clients create a share for each computation node, the client-to-server
communication cost is O(|S|ℓ). This approach simulates the central model, so it has an
approximate error of O(∆/ϵ).
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Figure 3.5: Run time for a single key. Measurements are means with 95% confidence interval
in shaded region. ϵL is shown for the number of computation nodes.
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Figure 3.6: Communication for a single key. Measurements are means with 95% confidence
interval in shaded region. ϵL is shown for the number of computation nodes.
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PrivKVM PrivKVM uses an LDP protocol in which each client sends a single perturbed
key-value pair to the data curator. Each client samples this key-value pair randomly from
their set of key-value pairs. This constitutes all the communication in the protocol. Thus,
using our notation for the size of the key domain and the number of users, the total
communication complexity of this protocol is O(m log n). The curator calculates the desired
statistics (frequency and mean) by iterating over the data they received and calibrating
the result. This computation cost is negligible in comparison to an MPC protocol. Finally,
PrivKVM utilizes the Harmony protocol [165] and achieves an approximate error bound of
O(
√
m∆/ϵ). We remark that the accuracy depends on the number of iterations c carried

out in the PrivKVM protocol. We follow the approach taken by the authors and treat c
as a constant in our analysis. Additionally, there is a sampling error due to the fact each
client only sends one of their keys pairs which we omit from this analysis.

PCKV This protocol improves upon PrivKVM. To estimate the mean, each client sends
either a key-value pair or a vector equal to the size of the key domain. For our comparison, we
will consider the former which has a lower overall communication complexity of O(m log n)
across all users. The protocol does not require interaction, so there is no multiplicative
factor for the number of rounds. In terms of accuracy, all of the improvements influence the
error by a constant amount. While this showed significant improvements in experimental
evaluations, it has no asymptotic advantage over PrivKVM.

3.8.3 Experimental Results

To evaluate the practicality of our protocol, we compute a series of benchmarks. Recall
that our protocol consists of two phases: the data collection and multi-party computation
phase. The bottleneck of the data collection phase is the communication of data from
all clients. Collecting shares is as simple as sending a single message (to several nodes).
This overhead is shared by all other related work and a detailed comparison of the size
of the communication is given in Table 3.2. Moreover, the bulk of the overhead in the
data collection phase consists of the time required for coordination among the clients, i.e.,
the time for all clients to send their data, which is not reflected in experiments. The
computational overhead of our system in the data collection phase is the dummy generation
which incurs a negligible overhead equivalent to sharing a few additional key-value pairs
(we evaluate exactly how many in Appendix A.4). The most expensive part of our protocol
is the MPC phase which requires tightly synchronized nodes. Thus, we implement this
phase using the noise generation protocol from Wu et al. [199] and provide benchmarks for
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the run time and communication. We investigate the effects of the number of computation
nodes, network latency, and the number of keys. Our implementation for the evaluation is
publicly available. 2

Setup We use the MP-SPDZ [117] framework to implement Protocol [199, §7] from Wu et
al. for generating a Laplace random variate. We simulate the frequency or mean estimation
protocol by sampling from the Laplace distribution and adding it to an arbitrary result
(either a constant or a division of constants). We use the Shamir protocol, implemented in
the MP-SPDZ framework. 3 Using this implementation, we observed that the underlying
technique for generating Beaver triples switches when the number of computation nodes
exceeds a threshold. The default threshold was set too high for our use case, resulting in
sub-optimal run time results. We set the threshold to ten computation nodes to optimize
run time results; however, there remains a noticeable change in the communication results.

Number of Comp. Nodes First, we measure how our protocol scales with the number
of computation nodes. Since our protocol can be parallelized over the number of keys, we
only consider a single key for this benchmark. To create multiple parties, we use up to 30
Amazon EC2 T2 instances. Each machine has four cores, 16 GB of memory, and is located
in the same Ohio data center.

In Figure 3.5, we plot the average run time over 100 runs with 95% confidence intervals as
the number of nodes increases for frequency and mean estimation in the semi-honest model
and mean estimation in the malicious model. For context, we also plot the corresponding
ϵL for each ℓ. We see roughly quadratic growth in the run time, which is consistent with
the asymptotic complexity of MPC. In the mean estimation protocol, for 30 nodes (where
ϵL = 0.512) we observe 0.88 and 6.36 seconds for the semi-honest and maliciously secure
protocol, respectively. Moreover, for 5 nodes (where ϵL = 0.758) the protocol runs in 0.07
and 0.83 seconds in the semi-honest and malicious model, respectively. Figure 3.6 shows
the corresponding total communication. The dip around ten nodes comes from the change
in protocol mentioned in the previous section. In the mean estimation protocol, we observe
229.45 MB and 2976 MB for 30 nodes in the semi-honest and malicious model and 8.77
MB and 36.11 MB for five nodes in the semi-honest and malicious model. We conclude
that our protocol scales acceptably to realistic numbers of computation nodes.

2https://git.uwaterloo.ca/r5akhava/selective-mpc
3https://github.com/data61/MP-SPDZ
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Different Data Centers Having all computation nodes in the same data center is not
always possible in practice. Thus, in this experiment, we consider the effects of network
latency from having computation nodes in different locations. To do this, we consider three
different scenarios: local, remote, and distant. In the local scenario, all nodes are in the
Ohio data center. In the remote setting, half of the nodes are in the Ohio data center
and half in Northern California. Finally, the distant scenario has half of the nodes in the
Ohio data center and the other half in Frankfurt, Germany. We consider a single key and
conduct this experiment for 3, 6, 10, and 20 computation nodes. Moreover, we experiment
with a semi-honest and malicious secure MPC protocol. The results are given for 100 runs
in Table 3.3. We observe reasonable run times even for a high number of computation
nodes. Despite increased latency in wide area networks, the total run time remains under
six seconds.

Varying Key Domain Sizes Furthermore, we investigate the effects of multiple keys.
Recall that each key is treated separately in our protocol, so we parallelize the computation
over the keys. To do this, we use the built-in threading functionality in MP-SPDZ. We
use five computation nodes (which achieves ϵL = 0.758), each running an Amazon EC2
C5 instance with 64 cores and 128 GB of memory. We consider key domain sizes of 10,
100, 1000, and 10,000. As with the previous experiment, we use local, remote, and distant
network setups. Results are given for 40 runs in Table 3.4. We observe reasonable run times
that increase approximately linearly after the number of keys exceeds the number of cores.

Input Validation We examine the cost of validating the client’s input. We implement
the x · (1 − x)

?
= 0 check described in Section 3.7.2, but this can easily be extended to

checking arbitrary constraints. Table 3.5 shows the time to perform input validation using
3 computation nodes. The input validation can be performed in parallel so we conduct
the experiment for 10, 100, 1000, and 10,000 input data points using the Amazon EC2
C5 instances described in Section 3.8.3. Similar to the other experiments, we use local,
remote, and distant network setups. The runtimes for input validation remain reasonable,
particularly compared to the runtime of the computation phase, which suggests that input
validation does not impose an impractical burden on the protocol.

3.9 Discussion

Privacy Limitations An interesting property of our protocol is that for a fixed choice of
ℓ, there is a lower bound on the leakage privacy ϵL. This differs from other common DP
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# Nodes ϵL Local Remote Distant

3 1.19 0.037 (0.002) 2.323 (0.020) 4.50 (0.52)
0.19 (0.04) 2.91 (0.06) 5.66 (0.12)

6 0.69 0.077 (0.004) 2.65 (0.15) 4.80 (0.12)
0.59 (0.03) 3.55 (0.11) 6.38 (0.14)

10 0.59 0.237 (0.047) 3.01 (0.12) 5.85 (0.27)
1.12 (0.05) 4.34 (0.18) 7.53 (0.24)

20 0.53 0.573 (0.064) 3.18 (0.14) 5.73 (0.22)
2.91 (0.09) 6.68 (0.27) 10.17 (0.60)

Table 3.3: Run time (in seconds) for one key. Measurements are means with standard
deviations in parentheses. For each configuration the first row and second row use a
semi-honest and maliciously secure MPC, respectively.

# Keys Local Remote Distant

10 0.075 (0.003) 2.58 (0.09) 5.015 (0.08)
0.15 (0.00) 3.10 (0.07) 6.08 (0.43)

100 0.58 (0.03) 5.0 (0.3) 9.4 (0.4)
1.34 (0.11) 5.64 (0.37) 10.64 (0.27)

1000 2.38 (0.03) 32.52 (0.87) 63.6 (1.1)
3.59 (0.06) 34.28 (0.94) 65.86 (0.38)

10000 20.00 (0.07) 307.98 (8.09) 602.3 (5.6)
26.64 (0.09) 323.65 (0.23) 627.30 (0.39)

Table 3.4: Run time (in seconds) for many keys with 5 computation nodes, which corresponds
to ϵL = 0.758. Measurements are means with standard deviations in parentheses. For
each configuration the first and second row use a semi-honest and maliciously secure MPC,
respectively.
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# Inputs Local Remote Distant

10 0.08 (0.00) 1.01 (0.07) 2.02 (0.13)

100 0.80 (0.03) 1.31 (0.06) 2.38 (0.12)

1000 0.73 (0.02) 2.02 (0.09) 3.75 (0.16)

10000 0.86 (0.05) 9.47 (0.15) 18.34 (0.14)

Table 3.5: Run time (in seconds) to validate multiple inputs with 3 computation nodes using
maliciously secure MPC. Measurements are means with standard deviations in parentheses.

mechanisms where the privacy budget can be made arbitrarily small, albeit with detrimental
effects on the utility. We assume ℓ has a constant value because it is typically a fixed aspect
of the setup. In contrast, r is easily modifiable so we can choose r ∈ (0, 1) to minimize
ϵL, where r is the parameter for the geometric distribution. Figure 3.7a plots the leakage
privacy as a function of r for three fixed values of ℓ based on the result of Theorem 3.6.1.
The lower bound on ϵL, which arises from the max function in the formula for ϵL, can be
seen in the graphs. Specifically, for a given ℓ, the smallest achievable ϵL can be derived as
follows.

min ϵL =min
r,t

∆ ln

max

{
1

1− r
,

1

1− t
ℓ

+ 1− r

} (3.30)

=∆ ln

(
2(1− 2/ℓ)√

1 + 4(1− 2/ℓ)2 − 1

)
(3.31)

which is achieved at t = 2 and

r = 1−
√
1 + 4(1− 2/ℓ)2 − 1

2(1− 2/ℓ)
(3.32)

Figure 3.7b graphs the smallest achievable privacy of the leakage function based on
Equation (3.31). The minimum of Equation (3.31) is obtained at ℓ =∞, albeit impossible
to achieve in practice, which gives a lower bound on ϵL. In particular, if ∆ = 1 for simplicity,
then
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ϵL > min
ℓ

ln

 2(1− 2/ℓ)√
1 + 4(1− 2

ℓ
)2 − 1

 = ln

(
2√
5− 1

)
= 0.4812. (3.33)

Such a lower bound may be unacceptable in certain scenarios. Tightening the analysis
of Theorem 3.6.1 would improve this bound.

0.2 0.4 0.6
0.4

0.6

0.8

1

1.2

r

ϵ L

ℓ = 5
ℓ = 10
ℓ = 20

0 20 40
0.4

0.6

0.8

1

1.2

ℓ

m
in

ϵ L

Figure 3.7: (a) Leakage privacy as a function of r for t = 2. (b) Lower bound on leakage
privacy.

3.10 Related Work

Differentially Private Statistics over Key-Value Data Our work is most closely
related to prior literature computing key-value analytics under the LDP model. The first
work in this space was PrivKV [204]. Ye et al. modify a randomized response based
protocol [165] to better maintain the relationships between the keys and values. They apply
their baseline technique in an iterative manner, called PrivKVM, where each iteration gets
closer to the true mean. To reduce communication costs, PrivKVM requires each client
only send a single randomly sampled key-value pair. This sampling comes at the cost of
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additional sampling error in the final result. Follow-up work from Gu et al. [94] introduced
PCKV, which improves upon PrivKVM. They apply an advanced sampling procedure
to enhance utility over the sampling done by PrivKVM. They also require only a single
iteration and provide a tighter analysis of the privacy budget consumption. Sun et al. [188]
investigate alternate perturbation techniques under the PrivKV framework and conditional
analysis of key-value data.

While this line of work has made substantial advancements to the computation of
key-value statistics in the local trust model, it suffers an inherent limitation. In any LDP
solution, the randomness is introduced to each value before aggregation and thus the error
compounds in the final result. As we show in our evaluation, this increases the error by a
factor of O(

√
m). Bittau et al. [30] investigate reducing the effects of compounding noise

by introducing the shuffle model of DP. The shuffle model lies in between the local and
central models, with a weaker trust assumption than the central model but improved utility
guarantees over the local model. In this model, a semi-trusted shuffler lies between the
participants and the untrusted curator. The shuffler introduces anonymity by performing a
permutation on the noisy data it receives from the participants before handing it to the
curator. Since the initial work from Bittau et al. [30], there have been many interesting
works in this space [23,43,73]. Although these works significantly reduce the dependency
on the number of clients (for example Balle et al.’s work has a dependency of O( 6

√
m) [23]),

they still involve adding noise locally, which in addition to making the error dependent
on the number of clients, disrupts the correlation between keys and values. It has been
shown that the utility of this approach is strictly between that of the local and central
models [23, 43]. Thus in our work, we take the approach of simulating the central trust
model using MPC to avoid any dependence on the number of clients by adding randomness
in a central manner.

Combining Cryptography and Differential Privacy The area of research dedicated to
the intersection of cryptography and differential privacy has been termed DP-Cryptography
[197]. One direction of this research uses MPC when computing DP statistics to eliminate
a trusted central data curator [67, 71, 159]. Dwork et al. [67] provided protocols to generate
Gaussian and exponentially distributed noise in a distributed setting. The combination of
secure computation and DP was further explored in PrivaDA [71], a generic design that
allowed for noise generation in a fully distributed setting. We note that these constructions
cannot immediately be applied to key-value data without incurring high computation
costs as a result of secret sharing the keys. Pettai and Laud [171] implemented the DP
sample-and-aggregate method in an MPC framework, showing that the combination can
still provide reasonable performance. Later work used homomorphic encryption for the
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secure computation protocols [13, 129, 175, 180]. Goryczka et al. [92] implemented and
compared early models that combined MPC and DP.

Another area of DP-Cryptography uses DP to improve the performance of cryptographic
primitives. Allowing for differentially private leakage can improve the computation or
communication costs. Chen et al. [42] employ this technique in the context of searchable
symmetric encryption. Toledo et al. [191] relax the information-theoretic requirements of
private information retrieval to provide more efficient constructions which satisfy differen-
tially private leakage. Similarly, Shrinkwrap [25] uses DP query processing to improve the
performance of evaluating SQL queries. Mazloom and Gordon [148] extend the concept of
differentially private leakage to secure multi-party computations of histograms, PageRank,
and matrix factorization. DP leakage has also been used in the context of anonymous
communication to reduce communication costs [126,195,196]. Our work is unique in that
we simultaneously take both approaches to combining DP and cryptography: we allow dif-
ferentially private leakage to improve performance and use secure computation to eliminate
trust assumptions.

3.11 Conclusion

Although local differentially private solutions are becoming increasingly popular, they are
also well known to provide poor utility. Unfortunately, a common way to circumvent this
issue is to let ϵ be unreasonably large, offering almost meaningless protection to users’
privacy. By minimizing the costs that organizations incur when choosing privacy-aware
solutions, we can encourage the development and use of systems that respect users’ privacy.

In line with this ideal, we provide an improved solution for calculating the frequency
and mean of key-value data in the local trust model. Our work presents a novel approach to
MPC, which circumvents traditional efficiency issues. Simultaneously, our approach enables
us to achieve pure differential privacy guarantees on leakage without removing any data. By
leveraging cryptographic primitives, we maintain the correlation between keys and values,
resulting in a high accuracy algorithm. We believe that offering high efficiency, accuracy,
privacy, and conceptual simplicity incentivizes the adoption of our approach in practice.
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Chapter 4

PE-means: Improved Differentially
Private k-means Clustering through
Private Evolution

This chapter also appears as preprint available on arXiv [105]. We consider a system
where a trusted party has a dataset of sensitive user records in plaintext and wishes to
cluster the dataset into k sets, publishing the cluster centres. To protect the participants in
the dataset, we assume the trusted party will randomize the clustering process to ensure
differential privacy. The challenge is that adding privacy to the clustering algorithm reduces
the utility of the final result. If the resulting clusters do not sufficiently represent the trends
in the dataset, the private version will not be deployed. In this chapter, we propose a new
approach that improves the clustering utility over related work while maintaining the same
theoretical level of privacy.

4.1 Introduction

The k-means clustering algorithm is a foundational tool in data science with many influential
applications such as recommendation systems and healthcare data analysis [86,150]. The
objective is to group the data into k groups with similar features, allowing practitioners to
interpret complex datasets. The challenge is that applying standard k-means algorithms
to sensitive data risks the privacy of participants in the dataset. In the worst case, the
k-means algorithm can publish the exact data record of an individual who is an outlier in
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the set. To address this, there has been a large body of work that considers the problem of
differentially private k-means [21,32,39,55,79,84,150,185,186]. Differential privacy (DP) is
a popular privacy definition that ensures a change in a single user’s input does not have a
significant effect on the output of the mechanism [69]. By adding calibrated randomization
to the clustering process, existing approaches retain the benefits of k-means clustering while
providing a formal privacy guarantee.

The challenge with DP is balancing the inherent trade-off between privacy and utility.
Existing state-of-the-art approaches for DP k-means rely on summing the private data
directly at some point in the process [21, 39, 186]. The sensitivity of (or largest impact
any one user can have on) a sum query is determined by the addition (or removal) of a
point on the boundary of the domain. This means that to satisfy DP, noise must be added
proportionally to the entire domain, significantly degrading the quality of the clustering.
In recent work, an approach called FastLloyd managed to reduce this sensitivity from the
whole domain to a smaller radius around each cluster through relative cluster updates [55].
However, the radius is still proportional to the data dimension, and FastLloyd introduces
an additional error term due to the relative updates.

Private evolution (PE) is an increasingly popular technique for generating various
modalities of synthetic data [134,135,193,201]. PE evolves a population of synthetic data
using only inference API access to foundation models that generate and perturb the data in
an evolutionary algorithm. A key component in PE’s success is that it only uses the private
data in a nearest neighbour voting scheme to choose the best samples generated so far.
Specifically, each private data point only contributes a single vote to the algorithm in each
iteration. Thus, adding or removing any private data point affects the output by a constant
sensitivity of 1, regardless of the data domain. This gives PE a significant advantage over
gradient-based techniques, which must add noise proportionally to the gradient domain.
What makes PE truly impressive is that, despite getting much less signal from the private
data, it still effectively traverses large and complex data domains by leveraging the robust
optimization characteristics of evolution.

In this work, we introduce PE-means, an extension of the PE framework to the problem
of k-means clustering. In this application, the population of PE contains randomly generated
centroids that are iteratively evolved towards the centroids of the private data. Our design
replaces PE’s API calls to foundation models with a lightweight clustering initialization and
a Lévy flight-based mutation operator. In addition to adapting PE to clustering, we also
make several improvements to the algorithm that are of independent interest. Specifically,
we address a critical issue with PE’s selection technique where votes can be split between
the best candidates, causing no representative from certain areas to be selected. We
also reduce the impact of DP noise through better post-processing of the vote histogram
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and a mechanism to adaptively adjust the signal-to-noise ratio at no cost to privacy.
Our experimental evaluation shows PE-means outperforms state-of-the-art baselines over
numerous real and synthetic datasets. Furthermore, we propose HDPE-means, a variant
of PE-means that uses a similar dimensionality reduction to Balcan et al.’s [21], allowing
PE-means to scale to higher dimensions. Overall, we observe up to 91% improvement in
clustering loss over the state-of-the-art, with an average improvement of 26% across all the
datasets evaluated.

4.2 Background

4.2.1 k-Means Clustering

Given a dataset D of size N and dimension d, the k-means problem aims to partition
the dataset into k groups (clusters) C = {C1, . . . , Ck}, with each Ci ⊂ D, such that the
following objective is minimized,

argmin
C

k∑
i=1

∑
x∈Ci

∥x− µi∥2 (4.1)

where µi is the centroid of cluster i (µi =
1

|Ci|
∑

x∈Ci
x). In this work, we assume the size

and dimension of the dataset are public information, but we require any other information
published from the dataset to satisfy differential privacy.

4.2.2 Differential Privacy

Differential privacy (DP) [69] adds randomness to the computation of aggregate statistics
to protect the privacy of individuals. DP guarantees that an algorithm’s output is approxi-
mately the same, regardless of the participation of any one user. More formally, differential
privacy can be defined as follows.

Definition 4.2.1 (Differential Privacy). A randomized algorithm M : D 7→ R is (ϵ, δ)-DP,
if for any pair of neighbouring datasets D,D′ ∈ D, and for any S ⊆ R we have

Pr[M(D) ∈ S] ≤ eϵ Pr[M(D′) ∈ S] + δ. (4.2)
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The privacy parameter ϵ defines how similar the output distributions must be, and δ
allows a small chance of failure in the definition. We use the unbounded neighbouring
definition, where datasets are neighbours if |D\D′∪D′\D| = 1 (we allow for the addition or
removal of a single data point). Arbitrary computations can be carried out on the output of
a DP mechanism without affecting privacy due to the post-processing lemma [70]. Finally,
DP is composed naturally with multiple runs of a mechanism. If we apply differentially
private mechanisms sequentially, the privacy parameter composes through summation or
more advanced methods [70].

Definition 4.2.2 (Sensitivity). Let f : D 7→ Rk. If D is a distance metric between elements
of Rk, then the D-sensitivity of f is

∆(f) = max
(D,D′)

D(f(D), f(D′)), (4.3)

where (D,D′) are pairs of neighbouring datasets.

We primarily use the ℓ2 norm as the distance metric D. To satisfy DP, we use Gaussian
noise in this work and analyze it with Gaussian Differential Privacy (GDP) [61].

Definition 4.2.3 (GDP [61]). A mechanism M is said to satisfy θ-Gaussian Differential
Privacy (θ-GDP) if

T
(
M(D),M(D′)

)
≥ Gθ

for all neighbouring datasets D and D′, where T is a trade-off function measuring the
difficulty for attackers in identifying the presence of an individual data point and Gθ =
T
(
N (0, 1),N (θ, 1)

)
(see Dong et al. [61] for specifics of the definition).

Naturally, the Gaussian Mechanism satisfies GDP.

Theorem 4.2.1. (Gaussian Mechanism for GDP [61]) Define the Gaussian mechanism
that operates on a statistic f as M(D) = f(D) + η, where η ∼ N (0, (∆(f))/θ). Then, M is
θ-GDP.

We consider the composition of GDP over multiple runs of a mechanism.

Theorem 4.2.2 (GDP Composition [61]). The n-fold composition of θi-GDP mechanisms
is
√

θ21 + · · ·+ θ2n-GDP.

We also have a way to convert between GDP and DP.
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Algorithm 3 PE-means based on Private Evolution (PE) [135]

Input: Private samples: D = {xi}Ni=1 ⊂ Rd

Number of iterations: T

Number of generated samples: Nsyn = k
Number of initial variations: L
Noise multiplier for the DP Nearest Neighbors Histogram: σ

Output: DP cluster centres S ′
T = {µ1, . . . , µk} ⊂ Rd

1: S0 ← RANDOM_API (Nsyn ∗ (L+ 1))
2: for t← 1, . . . , T do
3: histt ← DP_NN_HISTOGRAM (D,St−1, σ) ▷ Algorithm 4
4: S ′

t ← select top-Nsyn samples from St−1 ranked by histt
5: S ′

t ← WEIGHTED_K_MEANS(St−1, k=Nsyn, weight=histt)
6: St ← S ′

t ▷ Save best samples
7: if sum(hist2t )/k(L+ 1)σ2 < 1.0 then
8: L← L/2

9: for i← 1, . . . , L do
10: St ← St∪ VARIATION_API (S ′

t)

11: return S ′
T

Theorem 4.2.3 (GDP to DP [24,61]). A mechanism is θ-GDP if and only if it is
(
ϵ, δ(ϵ)

)
-DP

for all ϵ ≥ 0, where

δ(ϵ) = Φ
(
− ε

θ
+

θ

2

)
− eϵΦ

(
− ε

θ
− θ

2

)
.

In practice, we follow the implementation of PE1 to solve this function for θ, given a
desired ϵ and δ.

4.3 Methodology

Private Evolution (PE) is an emerging private synthetic data generation technique that
evolves a set of synthetic samples using only inference API access to large machine learning
models [134,135,193,201]. At a high level, PE starts from randomly generated synthetic

1https://github.com/microsoft/DPSDA
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data (using the RANDOM_API) and iteratively evolves toward high-quality synthetic data
by creating new variations (using the VARIATION_API) and ranking the synthetic data that
is closest to the private data. We build upon the text variant of PE called Aug-PE [201].
In Algorithm 3, we outline the baseline version of PE. Algorithm 3 also illustrates our
approach, PE-means, highlighting our modifications to both improve PE and adapt it to
solve k-means clustering. In this section, we detail the design of PE-means with respect
to each part of the algorithm. Following this, we present our high-dimensional variant of
PE-means in Section 4.3.5 and prove the privacy of both algorithms in Section 4.3.6.

4.3.1 Random API

The first step in PE is to generate an initial population, independently of the private data,
using the RANDOM_API (Line 1). In the earliest variants of PE [135, 201], this is done
by querying a pre-trained foundation model (using information such as the label, which is
assumed to be public). To solve clustering with PE, rather than creating a population of
synthetic data samples, we create a population of centroids to evolve. We assume the only
context available to generate the initial population is the shape of the data domain. For
simplicity, we assume the domain is a hyper-sphere and use the same ℓ2 bound R on its
radius that other approaches need to bound sensitivity [21, 39, 55, 186]. However, in our
case, the bound being too tight or loose can at most affect convergence speed and has no
effect on the amount of noise added. A naive RANDOM_API for clustering would simply
generate uniformly random data within the hyper-sphere. However, random points may
group together, which reduces our coverage of the domain. Thus, we instead follow the
work of Su et al. [186] and use the sphere packing method. Su et al.’s method starts with
a given radius a (typically half the radius of the domain), and iteratively adds random
samples that are at least a away from the boundary and 2a from the samples added so
far. If, after a fixed number of retries, a random sample cannot be found to meet these
conditions, a is halved and the algorithm continues until k samples are found. We adapt
Su et al.’s algorithm to consider an ℓ2 bounded hyper-sphere rather than an ℓ∞ bounded
hypercube. The rest of the algorithm remains the same.

4.3.2 Selection Step

The next step in PE is to select the best candidates from the population (either from
the random initialization or previous iteration). First, the selection computes a private
histogram of votes, then selects candidates based on these votes. We detail our modifications
to both parts.
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Algorithm 4 Modified DP_NN_HISTOGRAM

Input: Private samples: D
Generated samples: S = {zi}ni=1

Noise multiplier: σ
Distance function: d (·, ·)

Output: DP nearest neighbours histogram on S

1: histogram← [0, . . . , 0]
2: for xpriv ∈ D do
3: i = argminj∈[n] d

(
xpriv, zj

)
4: histogram[i]← histogram[i] + 1

5: histogram← histogram+N (0, σIn)
6: histogram← sort_descending(histogram)

7: k ← min
{
κ |
∑κ

j=1 histogram[j] > N
}

8: histogram[j]← 0 for all j > k ▷ Zero out noisy values
9: return histogram

Histogram Computation To utilize the private data in the selection, we compute the
DP_NN_HISTOGRAM (Line 3) described in Algorithm 4. The idea is that all private
samples vote for their nearest neighbour in the population (Lines 3 and 4). This creates
a histogram of votes that is easy to privatize using Gaussian noise in Line 5. However,
depending on the size of the population and progression of the evolution, this histogram
can be quite sparse. Some of the previous PE versions [134, 135, 193] post-processed the
histogram by zeroing out any noisy votes below a certain threshold. The challenge is how to
choose the optimal threshold without spending privacy budget. We propose a modification
based on the constraint that, before adding noise, the histogram of votes should be non-
negative and sum to the size of the dataset (which we assume to be public). The maximum
likelihood estimation (MLE) of the true votes given these constraints is found by projecting
the noisy votes onto the set {x ∈ R|xi ≥ 0,

∑
i xi = N}. Duchi et al. [65] give an efficient

algorithm for this projection by computing a subset of bins with the largest noisy counts
such that after scaling and thresholding they sum to exactly N . For clustering, we do not
need the sum constraint to be exact; a more critical issue is points far from the private
data getting assigned a few false votes due to noise and pulling the centroids in the wrong
direction. Thus, we give a simple approximation of the MLE algorithm that computes the
minimum number of highest-count buckets that exceed the sum constraint (Line 7) and
zeros out the remaining buckets (Line 8), without any additional scaling. Intuitively, we
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assume histogram buckets with large counts are likely to have dominated the noise.

Selecting Candidates After computing the private histogram, the next evolutionary
task is to choose the best candidates from the population to survive to the next iteration
based on this histogram. Aug-PE takes the approach of ranking candidates based on the
number of votes they received in the histogram (Line 4). The drawback to this approach is
that choosing the most popular points does not always yield optimal clustering coverage due
to what we call vote splitting. Consider a scenario where PE generates a point that is the
nearest neighbour of many private dataset points. In the next iteration, PE may generate
numerous new samples close to this point, causing the votes to be split between these new
samples. Then, since all new points have a low count, an entire area of feature space may
not be selected. We illustrate an example of this for clustering in Section 4.4.2. We argue
that instead of just choosing points with the highest votes, we also need to choose one
or two solutions from areas with highly split votes. Our key observation is that standard
k-means clustering algorithms have a similar objective. Thus, we use the population as a
coreset weighted by the histogram and run standard k-means, using the resulting centroids
as the selected set for the next round (Line 5).2 We show that this technique is much more
robust to vote splitting in Section 4.4.2.

4.3.3 Variation API

After selecting the best candidates, the next step is to continue exploring the space for
better centroids by creating variations of the selected candidates. We note that we preserve
the best candidates (referred to as elitism in evolutionary algorithms) in Line 6, so that if
no variation improves, we maintain the current progress. In some of the previous versions
of PE, the VARIATION_API (Line 10) would be another API call to a foundation model.
For example, Aug-PE [201] would randomly mask words and ask a large language model
to fill them in with a high temperature. In the case of clustering, our VARIATION_API
perturbs the real-valued candidate centroids directly. We find that mutation based on
Lévy flights works well, as the distribution is heavier-tailed to encourage exploration. We
follow Mantegna’s algorithm [146] to generate a Lévy stable distribution parameterized by
the Lévy index β which we denote by Lévy(β). To sample a value ζ ∼ Lévy(β), we first

2We could instead use a k-medians algorithm to select candidates strictly from the population satisfying
a similar objective. However, we see no reason to enforce that constraint in this work, as the standard
k-means algorithm can move us closer to the true centroids while making the selection.
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compute

σu =

 Γ(1 + β) sin
(

πβ
2

)
Γ
(

1+β
2

)
· β · 2(β−1)/2


1/β

, (4.4)

then draw independent samples u ∼ N (0, σuId) and v ∼ N (0, Id) that we combine to
get ζ = u

|v|1/β . Our variation API adds i.i.d. noise from this distribution to the existing
centroids, scaled by a hyperparameter γ and the radius R, namely

VARIATION_API(µi) = µi + γRζ (4.5)

where ζ ∼ Lévy(β). Finally, we clip any mutated sample with ℓ2 norm greater than R
to the boundary. We experimentally set the hyperparameters for our variation API and
validate the use of Lévy over Gaussian noise in Section 4.4.3.

4.3.4 Adaptive Population Size

Following Aug-PE, we apply the variation API L times to each sample to increase exploration
(Line 10). Tuning the L parameter is critical. If L is too small, the algorithm converges slowly,
needing more iterations and privacy budget. Alternatively, if L is too large, the histogram
becomes sparse, resulting in a poor signal-to-noise ratio and poor-quality selections. While
we can tune L as a hyperparameter (we show a heuristic for setting it in Section 4.4.3), the
best setting for L varies greatly depending on the distribution of the private data and the
current distribution of the candidates. To help avoid the more damaging case of a large L
preventing meaningful selection, we add adaptive tuning of L during evolution. In Line 7,
we estimate the signal-to-noise ratio (without using any privacy budget) by computing the
ℓ2 norm of the noisy histogram vs. the expected ℓ2 norm of the noise. We argue that if
this value is less than 1, there is likely more noise than signal, and we reduce L by half
(Line 8). We experimented with different thresholds and amounts of reduction but found
these settings work well in practice.

4.3.5 High-Dimensional Case

In high-dimensional domains (especially when k is small), variations become less effective
due to the curse of dimensionality. To combat this, in Algorithm 5, we present a modified
version of PE-means that is optimized for higher dimensions. We follow the work of Balcan
et al. [21] and first use a Johnson-Lindenstrauss transform to project the private data to a
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Algorithm 5 High-Dimensional PE-means (HDPE-means)

Input: Private samples: D = {xi}Ni=1 ⊂ Rd

Reduced dimension: p
Number of clusters: k
Number of PE iterations: T
Number of PE variations: L
Noise multiplier: σ
Domain radius: R

Output: DP cluster centres S = {µ1, . . . , µk} ⊂ Rd

1: Sample random projection matrix G ∼ N (0, 1)p×d

2: D̄ ← {x̄i}Ni=1 where x̄i =
1√
d
Gxi ▷ Project data to Rp

3: {µ̄1, . . . , µ̄k} ← PE-means(D̄, T − 2, k, L, σ) ▷ Get centroids in Rp using Algorithm 3
4: for i← 1, . . . , N do
5: ai ← argminj∈{1,...,k} ∥x̄i − µ̄j∥2 ▷ Assign labels in Rd

6: for j ← 1, . . . , k do
7: zj ←

∑
i:ai=j xi +N (0, RσIn) ▷ Noisy sum in Rd

8: nj ←
∑

i:ai=j 1 +N (0, σIn) ▷ Noisy count
9: µj ← zj

nj

10: return S = {µ1, . . . , µk}

low-dimensional space (Line 2). We then run PE-means as normal in this low-dimensional
space in Line 3. To project the resulting cluster centres back to the original domain, we use
noisy averaging. This can be thought of as a single iteration of DP Lloyd’s algorithm [186]
in the original domain, initialized with the low-dimensional cluster assignments. Specifically,
all private data points are assigned a label using the low-dimensional centroids (Lines 4
to 5). Then we compute the sum and count of all private points for a given label to
obtain the centroids in high-dimensional space (Lines 6 to 9). To ensure privacy, we add
Gaussian noise to the sum and count of points in each cluster. We reduce the number of
iterations for PE by two in Line 3, so we can use the same noise multiplier to noise the sum
and count. We show in Section 2.6 that HDPE-means outperforms PE-means in higher
dimensions. The disadvantage of this approach is that, similar to related work [21, 39],
we add noise proportional to R (the radius of the data domain) during the projection
back to high dimensions. However, most other approaches apply strictly more noise, by
applying radius-proportional noise in each iteration. Our approach takes advantage of the
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low sensitivity of PE-means to fit the centroids accurately in low-dimensional space before
conducting a single iteration of radius-proportional noise in the final iteration.3 In future
work, we will investigate alternate ways to scale the variation API while reducing this
dependency.

4.3.6 Privacy Analysis

The privacy analysis of PE-means follows from the original PE paper [135] as our changes
do not affect noise addition in Algorithm 4 or use private data in any way. We restate the
analysis here for completeness.

Theorem 4.3.1. PE-means as defined in Algorithm 3 satisfies (ϵ, δ)-DP.

Proof. We break the proof into the same steps as the original paper [135]:

• Step 1: Bounding the sensitivity (Definition 4.2.2) of the DP Nearest
Neighbors Histogram in Algorithm 4. Each private sample only contributes one
vote. If we add or remove one sample, the resulting histogram will change by 1 in the
ℓ2 norm. Therefore, the sensitivity is 1.

• Step 2: Viewing each PE iteration as a Gaussian mechanism. In Line 5 of
Algorithm 4, we add i.i.d. Gaussian noise with standard deviation σ to each bin. This
is the only part of the algorithm that touches the private dataset.

• Step 3: Viewing the entire PE algorithm as T adaptive compositions of
Gaussian mechanisms. This holds because PE simply applies algorithm 4 T times
sequentially.

• Step 4: Viewing the entire PE algorithm as one Gaussian mechanism with
noise multiplier σ/

√
T . Using the composition theorem (Theorem 4.2.2) from

Dong et al. [61, Corollary 2], we get that T applications of a 1/σ-GDP algorithm are√
T/σ-GDP.

• Step 5: Computing DP parameters ϵ and δ. The problem is simply computing
a σ such that (ϵ, δ)-DP iff

√
T/σ-GDP, for which we apply the formula of Balle and

Wang [24].
3We note that Google-LSH also only uses a single iteration of radius-proportional noise. However, their

approach assigns cluster membership based on a single LSH partition of the space, whereas we iteratively
optimize cluster membership with PE, yielding a more accurate clustering.
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Our high-dimensional extension of PE includes additional use of the private data in the
projection, and thus we state and prove its privacy.

Theorem 4.3.2. HDPE-means as defined in Algorithm 5 satisfies (ϵ, δ)-DP.

Proof.

• Step 1: Composition accounting. We first assume that PE is called (in Line 3)
with two fewer iterations than the number of iterations σ was computed for. Applying
Theorem 4.3.1, we get that the run of PE is private with two extra applications of a
Gaussian mechanism with standard deviation of σ remaining.

• Step 2: Assignment as post-processing. After calling PE, the assignment step
(Lines 4 to 5) uses the published centroids from the previous iteration (post-processing)
to divide the dataset into clusters. We can then apply parallel composition over each
of the clusters. Thus, we can focus on the privacy cost of a single cluster for the
remainder of the proof.

• Step 3: Privacy of the Gaussian mechanisms. For each cluster, we apply the
Gaussian mechanism twice. The first is to compute a sum which has an ℓ2 sensitivity
of R since adding or removing a point can at most add the largest possible vector in
the domain. The second is to compute the count, which has an ℓ2 sensitivity of 1, as a
data point can be counted at most once. Applying Theorem 4.2.1, the result follows.

4.4 Experiments

In this section, we provide a complete experimental evaluation of PE-means and HDPE-
means. We begin by detailing the experimental setup in Section 4.4.1, followed by a case
study highlighting the effect of vote splitting in practice in Section 4.4.2. Section 4.4.3 chooses
and validates effective default hyperparameters for our approach. Finally, Section 4.4.4
gives a complete utility benchmark compared to the baselines with additional discussion in
Section 4.4.5.
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4.4.1 Experimental Setup

Datasets We use a combination of real and synthetic datasets from various sources.
Most of the real datasets as well as the G2 (Gaussian-based synthetic) datasets come
from the clustering datasets repository [81], with some additional real datasets from the
UCI machine learning repository [64]. For Birch2 [208], we take 25, 000 random samples
from the dataset of 100, 000. Gas [64], Letter [64], and MNIST [127] are included for
comparability with Chang and Kamath [39]. For MNIST, we train a LeNet5 model and use
neural representations following Chang and Kamath [39]. The scale synthetic datasets from
Diaa et al. [55] were generated with the clusterGeneration R package [172] and include
a random level of cluster overlap. Finally, we include synthetic datasets generated with the
make_blobs function from Sklearn that generates isotropic Gaussian clusters. Table 4.1
includes a complete list of datasets and their sizes.

Baselines Our baselines are selected from state-of-the-art DP k-means algorithms with
publicly available implementations. The work of Chang and Kamath (which we denote
by Google-LSH ) is perhaps the most popular approach [39]. Chang and Kamath use a
locality-sensitive hash tree to create a private coreset, upon which the non-private k-means
algorithm is applied. We modify their code to fit our assumption that the size of the dataset
is public (requiring less noise). Because the Google-LSH method is one of the most recent
works, we also evaluate the approaches from its evaluation. The first is IBM’s differential
privacy library [99] (which we denote by DP-Lib) that implements an improved version
of Su et al.’s algorithm [186]. Su et al. apply noise to each step of Lloyd’s clustering
algorithm [139] with various optimizations such as the sphere packing initialization. The
second is the work of Balcan et al. (which we denote by Icml17 ) that first projects the
data to a low-dimensional space before recursively dividing the space into cubes. They then
apply a k-medians-style swapping algorithm to choose the best centres before projecting the
result back into the high-dimensional space through noisy averaging. We discovered several
inconsistencies in the privacy analysis of Balcan et al.’s implementation, which we detail in
the documentation of our implementation. We note that both DP-Lib and Icml17 work in
the pure differential privacy model and thus, following Google-LSH [39], we evaluate them
with δ = 0. The final related work is a recent improvement over Su et al.’s algorithm by
Diaa et al. [55], which we denote by FastLloyd. FastLloyd modifies Su et al.’s work by using
Gaussian noise and computing cluster updates relative to the previous iteration, thereby
reducing the sensitivity.
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Figure 4.1: A visualization of the private data, samples generated, and samples selected
by PE in each iteration, comparing the previous top-k selection approach to our proposed
k-means approach with ϵ = ∞. The k-means approach effectively mitigates the vote
splitting problem and keeps selected points close to the true clusters.

Implementation Details Our source code can be found at https://github.com/t3h
umphries/PE-means. We normalize all datasets to have a max ℓ2 norm of 1, for a clean
presentation of metrics over different datasets. We follow Google-LSH and centre each
dataset first by subtracting the mean [39]. Then, also following Google-LSH, we non-
privately compute the ℓ2 and ℓ∞ sensitivity bounds on each dataset. In practice, this bound
should be computed privately or derived from public information about the attributes.
However, for the sake of comparison, we give all approaches an equal advantage by providing
a tight bound on the domain. Each experiment is repeated 50 times over different random
seeds, and we report the average. All shaded areas represent the 95% confidence interval
of the mean of the results. We fix the privacy parameter δ = 1/N1.1, following the best
practice that the failure probability should be less than 1/N [70]. The primary loss we
consider is the normalized k-means loss.

Loss =
1

N

N∑
i=1

k

min
j=1
∥xi − µj∥2 (4.6)
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We also compute each method’s performance over different privacy budgets using the area
under the curve (AUC) of the loss values against ϵ ∈ {0.25, 0.5, 1.0, 2.0, 4.0}, computed via
the trapezoidal rule:

AUC =
n−1∑
i=1

Lossi + Lossi+1

2
· (ϵi+1 − ϵi) (4.7)

4.4.2 Vote Splitting Example

In Section 4.3.2, we described the issue of vote splitting in PE’s selection. In this section,
we illustrate the phenomenon with a toy example. We generate a two-dimensional random
dataset with k = 4 using the make_blobs function and set ϵ =∞. In Figure 4.1, we plot
four iterations of PE (one per column) and show the difference between the previous top-k
voting (top row of plots) and our weighted k-means selection (bottom row of plots). The
plots include the private data in grey, the population of PE in blue, and the selected points
for each method in red.

In the case of the top-k voting (first row), we observe that the initial iteration chooses
points close to the four true clusters in the dataset. However, in the second iteration, there
are many good candidates in the lower cluster, splitting the vote and causing all selected
points to be in the other three clusters. Then, in the third iteration, the lower cluster dies
out and the vote becomes split in the upper cluster. The clusters do not recover in the
fourth iteration, as it will now take PE numerous iterations to move back towards those
areas. In contrast, the bottom row of plots shows PE maintaining and refining four healthy
clusters throughout the iterations. We note that in this toy example, PE has essentially
converged in the first iteration, which further highlights the challenge with top-k voting.

4.4.3 Hyperparameter Tuning

Iterations and Variation Size

Two of the most influential hyperparameters for PE-means are the number of iterations T
and the number of variations L. For a fixed privacy budget, if the number of iterations is
too high, the amount of noise used in each iteration grows too large, preventing meaningful
selections. If the algorithm executes too few iterations, it will not converge. Similarly, if L
is too large, the histogram can become sparse and the votes will not dominate even the
smallest amount of noise. If L is too small, then the chance of PE-means finding points
closer to the private data is reduced, slowing convergence. We recall that our adaptive
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reduction of L (Line 8 of Algorithm 3) protects against the case when L is causing the noise
to dominate the signal, but it is still beneficial to set a good starting point.

0 20 40 60 80 100 120
d

0

5000

10000

15000

20000

25000

30000

35000

L

Number of Variations (L) vs. Dimension (d)
Real
G2
Scale
Sklearn
LOWESS Fit

0 10000 20000 30000 40000 50000 60000 70000
N

0

5000

10000

15000

20000

25000

30000

35000

L

Number of Variations (L) vs. Dataset Size (N)
Real
G2
Scale
Sklearn
LOWESS Fit
Heuristic: N/5

0 20 40 60 80 100 120
d

0

20

40

60

80

100

T

Number of Iterations (T) vs. Dimension (d)
Real
G2
Scale
Sklearn
LOWESS Fit
Heuristic: 4*sqrt(dim)

0 10000 20000 30000 40000 50000 60000 70000
N

0

20

40

60

80

100

T
Number of Iterations (T) vs. Dataset Size (N)

Real
G2
Scale
Sklearn
LOWESS Fit

Figure 4.2: A scatter plot of the top-3 parameter configurations of L and T for each dataset
at ϵ = 1. The LOWESS line of best fit shows a clear relationship between L and N and
between T and d that are captured by our heuristics.

The only public parameters we can use to estimate the difficulty of a dataset in the
private setting are its dimensions. In our initial testing, we observed that the number of
iterations is influenced by the dimension of the dataset. Namely, in higher-dimensional
space, PE needs more steps due to the curse of dimensionality. We also observed that the
sparsity of the histogram for a given L is highly influenced by the number of values in a
dataset that can vote. To investigate this more rigorously, we conduct an experiment where
we vary L and T for each dataset and plot the values against the dataset size and dimension.
This experiment uses all datasets to give a variety of datasets spanning dimensions, dataset
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sizes, and values of k. We plot the results in Figure 4.2, where ϵ = 1. We scatter the
values of the top-3 best-performing parameters for each dataset and draw a line of best fit
using the LOWESS method. While the top-left plot reveals no useful relationship between
the number of variations L and the number of dimensions d, the top-right plot shows a
clear relationship between the dataset size N and L. We approximate this relationship
with the heuristic L = max(N/5, 4). Similarly, we see a clear relationship between the
dimension d and number of iterations T in the bottom-left plot, which we approximate
with the heuristic T = max(4

√
d, 1). Finally, we see no clear relationship between N and

T in the bottom-right plot. In our experiments, we never encounter the constant cases in
the max terms, but include them to ensure a robust implementation.

While Figure 4.2 demonstrates that our heuristics closely follow the line of best fit, it is
also clear that the optimal settings for a number of datasets are quite far away from the
line. To further investigate this, we consider the difference in utility between the optimal
settings and the heuristic settings in Figure 4.3. The x-axis represents the loss of the
optimal configuration of T and L over the entire grid search, and the y-axis represents the
loss when T and L are set following the heuristic. We can see most points lie on or very
close to the line y = x, indicating near-optimality. Thus, we argue our heuristics offer good
default values in practice.

To extend these heuristics to also account for the privacy budget ϵ, we experimented
with scaling them by factors such as ϵ, 0.5ϵ, 2ϵ,

√
ϵ (since both parameters should decrease

with smaller epsilon). We find that for values of ϵ < 1, no modification improves over the
baseline, as our adaptive strategy increases the signal-to-noise ratio for any dataset that
needs it (and not all do). However, when ϵ > 1, we find it is best (taking the median
performance over all datasets) to scale the number of iterations by ϵ (T = max(4ϵ

√
d, 1)).

Variation Parameters

The remaining hyperparameters are those of our variation API. The first is the Lévy index
β that determines how heavy the tails of the distribution are. Smaller values indicate
a heavy tail with β = 1 representing a Cauchy distribution, and β = 2 representing a
Gaussian. In our implementation, we add a condition to explicitly draw from a standard
Gaussian at β = 2. The second parameter, the variation scale γ, is a multiplicative factor
to control how much to vary the centroids. We conduct a grid search over possible values
of each parameter (with L and T fixed to the heuristics from the previous section) and
plot the results in Figure 4.4. We plot the grid search results as a heatmap with each cell
showing the percentage increase of this parameter configuration over the optimal parameter
configuration, averaged over all datasets we evaluate (see Table 4.1 for the complete list of
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Figure 4.3: A scatter plot of grid search results over L and T with ϵ = 1. There is one point
per dataset with the x-axis shows the clustering loss of the optimal parameter setting in
the grid and the y-axis showing the loss of our heuristic for that dataset. We observe that
the loss of our heuristic parameter settings are close to the optimal loss for all datasets.

datasets). We can see that β = 1.75 and γ = 0.01 give the best results and thus, we choose
these values as our default. In Figure 4.5, we scatter the optimal vs. default values of β
and γ over all datasets. We can see that the default parameters stay close to the optimal
line of y = x, indicating a good choice of parameters.

4.4.4 Utility Benchmark

Overall Comparison We compare PE-means and HDPE-means to the baselines over
all datasets and summarize the results in Table 4.1. The metric we use is the AUC of
the k-means loss (a summary of performance over a collection of epsilons, with smaller
values being best).4 We highlight the approach with the lowest loss AUC in green. HDPE-
means is only included when the dimension of the dataset is greater than 16, as that is the
dimensionality we project down to. Overall, PE-means and HDPE-means perform the best

4To convert the non-private k-means loss to an AUC score, we compute the area under the horizontal
line drawn at the non-private utility over the same set of epsilons evaluated for the private approaches.
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Figure 4.4: A heat map of the grid search results over γ and β at ϵ = 1 with each cell
showing the percentage increase in clustering loss for a given hyperparameters setting
compared to the optimal hyperparamter choice for each dataset, averaged over all datasets.
We observe our default parameter choice is the closest to the optimal loss.

over most datasets, with FastLloyd doing well on the g2_4 dataset, and Google-LSH doing
well in two of the high-dimensional scale datasets. We give the percentage of improvement
(or decline) of the best PE-based approach compared to the best non-PE private approach in
the last column. We see that when PE-based approaches are outperformed, it is by at most
2%, but on average, they improve by 26%, with improvements of as much as 91%. Finally,
we note that HDPE-means typically outperforms PE-means on datasets with dimension
larger than 16. In high-dimensional cases where PE-means outperforms HDPE-means, it is
typically not by a significant amount compared to the performance of related work, and
thus we recommend always using HDPE-means in d > 16 datasets.

Real Dataset Privacy vs. Utility Trade-off We give the full privacy vs. utility
trade-off for the various real datasets (including the three evaluated by Google-LSH [39])
in Figure 4.6. We observe that a PE-based approach is always the best approach, being
the closest to the non-private baseline in all plots. Among the baselines, we observe that
FastLloyd performs well in the lower dimensions (birch2 and iris) and Google-LSH does
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Figure 4.5: A scatter plot of grid search results over γ and β with ϵ = 1. There is one point
per dataset with the x-axis shows the clustering loss of the optimal parameter setting in
the grid and the y-axis showing the loss of our default parameter values. We observe that
the loss of our default parameter settings are close to the optimal loss for all datasets.

well in higher dimensions. We also note that our PE-based approaches scale well to limited
privacy budgets.

Ground Truth Evaluation Following Google-LSH [39], we also evaluate an alternate
metric called cluster label accuracy. We only evaluate this metric for datasets for which
we have a ground-truth labelling, namely: mnist, letter, iris, birch2, and the G2 datasets.
Given a clustering of the private data, we compute the metric by first assigning each centroid
a label through a majority vote of the ground-truth label of the points in that cluster.
Then we simply compute accuracy based on the number of private points correctly labelled
by the centroid label. The results are given in Figure 4.7. We observe that for the letter,
iris, and birch2 datasets, PE-means outperforms related work by a statistically significant
amount as the confidence intervals do not overlap. In the remaining datasets, PE-means or
HDPE-means perform similarly to the best baselines as well as the non-private baseline,
indicating near-optimal performance.
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Figure 4.6: A plot of the privacy-utility trade-off of all approaches on real datasets, showing
a PE-based approach always performs best.

Scaling Evaluation In Figure 4.8, we show how the algorithms scale with the number of
clusters and a fixed privacy budget of ϵ = 1. We omit Icml17 from the scale dataset plots
for clarity as the loss is an order of magnitude worse than other approaches. The scale
datasets follow the trend of the non-private version until we increase dimensions, at which
point the noise has more of an effect at higher numbers of clusters. This is likely because
the data size remains fixed, causing the number of samples voting (or being aggregated) per
cluster to decline. The scale datasets also highlight the room for improvement in PE-based
approaches in higher dimensions. For the Sklearn sets, which tend to be more well-separated
Gaussian blobs, we observe PE-based approaches outperforming all other approaches and
also scaling better with k.

4.4.5 Discussion

In addition to showing the improvements of PE-based approaches in clustering, our ex-
perimental evaluations also provide support for the PE algorithm in general. Specifically,
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Figure 4.7: A plot of the label accuracy metric vs. privacy budget ϵ over all approaches
on a subset of real datasets that have ground-truth labels. We observe that a PE-based
approach always performs better or similar to state-of-the-art.

PE-means does not use foundation models to implement the random and variation APIs.
This means we can rule out the effect of dataset contamination (evaluation datasets appear-
ing in the foundation model’s training set) in our results. This gives additional evidence
to support the effectiveness of the PE paradigm independently of the improvement of
foundation models.

4.5 Related Work

DP k-means In addition to the baselines we compare against in Section 2.6, there are
several previous works that also solve the DP k-means clustering problem, which are either
improved upon by our baselines or are more theoretical in nature. One line of work focused
on developing a private version of Lloyd’s algorithm [32,55,66,150,186] starting with Blum
et al. [32] and concluding with our baselines of Su et al. [186] and FastLloyd [55]. Another
line of work used the sample and aggregate framework [153, 166] to solve k-means, but was
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Figure 4.8: A comparison illustrating how approaches scale with the number of clusters k
over different synthetic datasets at ϵ=1.0.

outperformed by Su et al. [186]. A theoretical line of work focused on minimizing the bounds
on approximation error, but did not provide experimental evaluation [79,80,84,114,167,185].

DP Evolutionary Algorithms There has been previous work that has applied evolu-
tionary techniques to the problem of clustering. The first differentially private evolutionary
algorithm was developed by Zhang et al. [207], who evaluated it on the k-means clustering
problem. Follow-up work by Humphries and Kerschbaum [103] showed that Zhang et
al.’s solution suffered from prohibitively poor utility and provided an improved algorithm
which was evaluated on the k-medians clustering problem. While our work also applies an
evolutionary-based approach to solve clustering, our algorithm uses significantly less privacy
budget. The population of PE-means is a set of centroids from which a single solution
of k points is chosen in each iteration using a DP histogram with sensitivity 1, following
the previous work in PE [134,135, 193, 201]. Humphries and Kerschbaum instead evolve
a population where each candidate is a solution of k points and apply the exponential
mechanism on the clustering loss (with sensitivity proportional to the data domain) to
select multiple candidates in each iteration, using significantly more privacy budget.
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4.6 Conclusion

We have shown that the PE algorithm is well-suited to the problem of k-means clustering.
Our benchmark shows that PE-means and HDPE-means offer state-of-the-art performance
on many synthetic and real clustering datasets. Furthermore, the design of PE-means is
of independent interest, offering solutions to vote-splitting and signal-to-noise ratio man-
agement that can be extended to other modalities of PE. In future work, we will study
variation APIs that more efficiently search high-dimensional Euclidean spaces.
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Table 4.1: A summary of results over all datasets (real datasets highlighted in bold) showing
the AUC of the clustering loss across ϵ values with the best approach highlighted for each
dataset. The final column shows the relative improvements of PE-based techniques over
the state-of-the art baseline for that dataset, with an average improvement of 26% over all
datasets for PE-based approaches.

Dataset N d k Non-Priv PE-means HDPE-means Google-LSH FastLloyd DP-Lib Icml17 PE Improv.

birch2 25000 2 100 0.0001 0.0003 - 0.0658 0.0031 0.0124 0.0161 +90.92%
iris 150 4 3 0.1361 0.2894 - 0.6892 0.3979 1.3048 5.5766 +27.28%
adult 48842 6 3 0.0056 0.0056 - 0.0076 0.0155 0.0213 0.0113 +25.55%
mnist 70000 84 10 0.1958 0.2920 0.2169 0.2173 0.5822 0.5315 0.7904 +0.16%
letter 20000 16 26 0.2481 0.2852 - 0.3187 0.3963 0.4341 0.6277 +10.50%
gas 36733 12 6 0.1026 0.1081 - 0.1121 0.1561 0.1761 0.1853 +3.60%
g2_4 2048 4 2 0.4650 0.4761 - 0.5465 0.4666 0.5468 0.8802 -2.05%
g2_16 2048 16 2 0.7677 0.7800 - 0.8391 0.8687 1.1816 4.7489 +7.04%
g2_64 2048 64 2 1.0956 1.1538 1.1295 1.2478 1.9647 2.6608 27.5361 +9.49%
g2_128 2048 128 2 1.3534 1.7237 1.4055 1.5906 2.6425 4.4632 74.0978 +11.64%
scale_4_4 10000 4 4 0.0821 0.0814 - 0.1190 0.1272 0.1381 0.1772 +31.54%
scale_4_16 10000 16 4 0.3013 0.3147 - 0.3392 0.3721 0.4114 0.5948 +7.24%
scale_4_64 10000 64 4 0.4966 0.5326 0.5340 0.5430 0.5863 0.6622 2.5354 +1.92%
scale_4_128 9999 128 4 0.5731 0.6179 0.5940 0.5987 0.6282 0.7481 8.5885 +0.79%
scale_16_4 10000 4 16 0.0302 0.0335 - 0.0555 0.0864 0.0976 0.1525 +39.63%
scale_16_16 10000 16 16 0.2110 0.2452 - 0.2880 0.3624 0.3778 0.5679 +14.87%
scale_16_64 10000 64 16 0.4824 0.5884 0.5757 0.5823 0.6371 0.6949 2.5353 +1.14%
scale_16_128 10001 128 16 0.5410 0.6131 0.6023 0.5992 0.6294 0.7612 8.6815 -0.50%
scale_64_4 10002 4 64 0.0029 0.0051 - 0.0214 0.0306 0.0381 0.0847 +76.08%
scale_64_16 10001 16 64 0.1126 0.1607 - 0.1902 0.2393 0.2771 0.5238 +15.54%
scale_64_64 10001 64 64 0.4487 0.5518 0.5567 0.5453 0.5827 0.6913 2.5620 -1.20%
scale_64_128 10016 128 64 0.5206 0.6874 0.6232 0.6299 0.6421 1.0248 8.6433 +1.07%
sklearn_4_4 20000 4 4 0.0777 0.0778 - 0.1305 0.1777 0.2355 0.1240 +37.22%
sklearn_16_4 20000 4 16 0.0459 0.0445 - 0.0979 0.0990 0.1409 0.2601 +54.59%
sklearn_64_4 20000 4 64 0.0343 0.0379 - 0.1289 0.0818 0.1191 0.3227 +53.68%
sklearn_4_16 20000 16 4 0.0950 0.0955 - 0.1395 0.7110 0.5049 0.6074 +31.50%
sklearn_16_16 20000 16 16 0.0606 0.0668 - 0.1596 0.7160 0.5809 1.4670 +58.16%
sklearn_64_16 20000 16 64 0.0642 0.1183 - 0.3872 0.7631 0.8720 1.7704 +69.43%
sklearn_4_64 20000 64 4 0.0954 0.0993 0.0974 0.1090 1.4623 0.8614 2.7731 +10.60%
sklearn_16_64 20000 64 16 0.0847 0.1192 0.1189 0.2258 1.7475 1.3716 3.1765 +47.34%
sklearn_64_64 20000 64 64 0.0823 0.3070 0.4678 0.7878 2.2002 2.2456 3.1698 +61.03%
sklearn_4_128 20000 128 4 0.1054 0.1333 0.1097 0.1186 1.7604 1.1632 5.6663 +7.49%
sklearn_16_128 20000 128 16 0.0919 0.1942 0.1562 0.2838 2.3038 1.9742 4.9881 +44.97%
sklearn_64_128 20000 128 64 0.0933 0.5740 0.7190 0.9675 2.7204 2.9608 4.9597 +40.67%
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Chapter 5

Interpreting the Error of Differentially
Private Median Queries through
Randomization Intervals

This chapter is adapted from an extended abstract available on arXiv and presented at
the TPDP workshop [104]. For this case study, we consider a party with direct access
to a sensitive dataset who wishes to publish private statistics about that dataset using
differential privacy. In this specific system, we assume the audience of the statistics has
a very limited understanding of differential privacy. Thus, without modification, existing
differentially private algorithms have a usability bottleneck: the audience cannot interpret
the effects of privacy on those statistics. For the private alternative to be deployed here,
meaningful ways of communicating the effect of privacy on the statistic without degrading
overall utility are needed. We propose one such way for the case of median queries in the
following chapter.

5.1 Introduction

A core functionality of database management software is allowing analysts to query the
database to learn aggregate statistics. Naively allowing analysts to obtain unperturbed
statistics can open up a lucrative attack surface over sensitive data [60]. A popular defence
to such attacks is Differential Privacy (DP) [69]. By adding a calibrated noise to each query
result, the data owner enjoys a formal guarantee of privacy over the result of the queries. A
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challenge with DP is that it requires a certain level of expertise to apply correctly, as well
as to interpret the results of a DP query.

In this work, we focus on the problem of interpreting the level of error introduced by
DP to satisfy privacy. One method to help analysts understand this error is to return
a confidence interval alongside the noisy result. Specifically, an upper and lower bound
on the noisy statistic such that the true answer is contained in the interval with high
confidence (e.g., 95%). To avoid confusion with confidence intervals from statistics that
bound sampling error, we introduce the term randomization intervals (RI) for a confidence
interval that bound only the randomness of the DP mechanism itself. These randomization
intervals allow the analyst to reason about the error of the query without understanding
the DP mechanism. For example, if the interval is small, the analyst can be confident
that the result is accurate. Conversely, consider an analyst conducting a count query to
determine the number of people in the dataset with a specific attribute. If the RI for this
query contains zero, the user may not trust that there are any people in the dataset with
this attribute.

For queries such as sums and counts, where the randomness is independent of the
input, one can use a tail bound to compute the RI at no additional privacy cost. However,
this method does not extend to more general queries, such as the median, that require a
data-dependent DP noise distribution (e.g. the exponential mechanism) for good utility.
Sun et al. were the first to study the problem of randomization intervals for the median
(and other queries) [187]. Instead of returning a high utility estimation for the median along
with an estimated RI, Sun et al. focus on estimating the RI first, and then post-process the
median as the average of the RI bounds. The challenge with this approach is that the utility
of the median becomes significantly degraded as estimating an RI has an inherently larger
error factor to ensure high confidence. Furthermore, the private data is not guaranteed to
be evenly distributed within the RI, making the center of the RI a poor estimation of the
median.

We introduce PostRI, a new approach to computing the RI alongside the median, while
maintaining the high utility of the classic DP median computation. PostRI first computes
the DP median using an unmodified exponential mechanism approach. Then, using our
single-shot, low-sensitivity utility function, we estimate the RI using a tunable amount
of privacy budget left over from the median. PostRI outputs an RI of similar width to
Sun et al. [187], while significantly improving the error of the median query itself. We
prove the privacy and correctness of PostRI and derive optimal values for hyperparameters
such as the ratio of privacy budget between the median and RI. We evaluate PostRI over
real-world datasets and find a 14%-850% improvement in the average median error over [187],
while maintaining approximately the same or a slightly larger RI width, depending on the
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dataset.

5.2 Background

Differential privacy (DP) [69] guarantees that an algorithm’s output is approximately the
same, regardless of the participation of any single user. More formally, differential privacy
can be defined as follows.

Definition 5.2.1 (Differential Privacy (DP)). A randomized algorithm M : D → O is
ϵ-DP if for any pair of neighboring databases D,D′ ∈ D, and all O ⊆ O we have

Pr[M(D) ∈ O] ≤ eϵ Pr[M(D′) ∈ O].

We use the bounded neighbouring definition where datasets are neighbours if they differ
in the replacement of a single record, |D ∩ D′| = n − 1. Note that if we apply a DP
mechanism(s) sequentially, the privacy parameters are composed through summation or
more advanced methods [70].

The exponential mechanism, introduced by McSherry and Talwar, is a general-purpose
DP mechanism that maximizes a given utility function privately [149].

Definition 5.2.2 (Exponential Mechanism [149]). Given privacy budget ϵ and utility
function u : D × Y → R with sensitivity ∆u := maxD,D′∈D,y∈Y

∣∣u(D, y)− u(D′, y)
∣∣ , the

exponential mechanism Expu(D, ϵ) outputs a sample y ∈ Y, with the following probability

Pr[y] =
exp

(
ϵu(D,y)
2∆u

)
∑
i∈Y

exp
(

ϵu(D,i)
2∆u

)
.

(5.1)

The exponential mechanism, as defined above, guarantees ϵ-differential privacy [149,
Theorem 6].

5.2.1 Problem Setup

Definition 5.2.3 (Randomization Interval). Given a dataset D of size n, privacy budget
ϵ, and a failure probability β, we wish to output a triple (l, o, u) called a Randomization
Interval (RI) such that:
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• outputting (l, o, u) satisfies ϵ-DP.

• o is a DP estimate of the true median m of dataset D.

• With probability 1− β, m ∈ [l, u].

Intuitively, we wish to give a lower and upper bound on the noisy median estimate to
make the error of the noisy median more interpretable. Another way to state this goal
is that we are computing a confidence interval with respect to the error introduced by
differential privacy (we clarify the relation to related work on DP confidence intervals in
Section 5.6). We consider computing the true median to be deterministic in this work.

For simplicity, we assume Y is an integer domain of size N , denoted Y = [N ] =
{0, 1, . . . , N}. We also assume the utility function u is 1-Lipshitz, that is, |u(D, y) −
u(D, y+1)| ≤ ℓ = 1 for any D ∈ Yn, y ∈ Y . In the case of the median, this implies that the
dataset D contains no repeated elements. For datasets that do not satisfy this assumption,
we follow Sun et al. [187] and remap the data to an expanded domain of size N · n. The
de-duplicated domain can be found by mapping D ∈ [N ]n to D̃ ∈ [n ·N ]n , where the k
repetitions of an element x ∈ D are mapped to consecutive elements of the new domain:
nx, nx+ 1, . . . , nx+ k − 1.

5.3 PostRI

In this section, we first overview the design of PostRI in the two main steps, the median
estimation and then the randomization interval. We then analyze the privacy, correctness,
and utility of the complete algorithm and finally discuss the optimal hyperparameters.

5.3.1 Median Mechanism

The first step in our algorithm is to derive a differentially private median using a standard
approach [130]. We give the details of this algorithm for completeness. Since PostRI operates
in two parts, we must split the privacy budget between this median computation and the
randomization interval. We denote the privacy budget of the median as ϵ1 and the privacy
budget of the RI as ϵ2, where ϵ = ϵ1 + ϵ2 and discuss how to set these parameters in
Section 5.4.1.
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The utility function we will use for the median is

u(D, y) = −|R(D, y)− |D|
2
| (5.2)

where R(D, y) computes the number of data points less than or equal to y after sorting the
dataset D.

The utility function u(D, y), has sensitivity of 1, and thus applying the exponential
mechanism satisfies ϵ1-DP [149, Theorem 6]. In the case where multiple values in the
domain Y have the same utility, it is common to weight the probability of selection by the
number of elements with this utility, and then randomly select a candidate after [89]. We
do this for the median, since there can be many domain values between each data point, all
with the same rank.

Median Utility

There is a well-established utility bound on the exponential mechanism that we can apply
to get a utility bound on the median [70].

Theorem 5.3.1. Let y∗(D) = argmaxy∈Y(u(D, y)). Then, with probability 1 − β1 the
following statement holds [70]:

u(D, o) ≥ u(D, y∗(D))− γ1 (5.3)

where
γ1 =

2∆u

ϵ1
log

N

β1

(5.4)

5.3.2 RI Mechanism Design

Since there exists a bound on the error of the exponential mechanism (Theorem 5.3.1),
constructing a randomization interval for the median seems simple. However, this error
bound is in terms of the utility function, which presents several problems. First, we do not
have the utility value of the outputted median, as publishing the utility requires additional
privacy budget. Second, even if we publish the utility, the value is relative and is not useful
without knowledge of the private dataset. In the case of the median, a randomization
interval using the utility bound would only tell us the rank error. For example, we could
bound the median in a range of up to ten dataset positions, but depending on the dataset,
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the closest ten data points could be numerically very far away from the median. Thus, we
want to give a randomization interval in the data domain.

A strawman solution could be to compute the utility bound and then map it back onto
the data domain. However, this would use a significant amount of privacy budget, paying
both to compute the utility bound and select the values from the data domain. We instead
develop a novel utility function to output the randomization interval in a single application
of the exponential mechanism.

In order to save additional privacy budget, we first reformulate the randomization
interval problem as the private selection of a single value b (rather than a separate upper
and lower bound).

Simplified Randomization Interval Problem: Given an output median o, find a
minimal b such that with probability 1− β2, while satisfying ϵ2-DP.

m ∈ [o− b, o+ b]

where m is the ground truth median.

Using this simplified formulation, we can then design a utility function for the optimal b.
Our first step is to create a helper function f that measures the worst-case coverage of a
given b in terms of rank using dataset D. We define this function as

fb(D) = min
(∣∣R(D, o+ b)− R(D, o)

∣∣ , ∣∣R(D, o)− R(D, o− b)
∣∣) .

Intuitively, f computes the smallest rank distance from the interval boundary to the median.
We note that we chose the above function for two reasons. First, it allows us to consider
both sides of the interval in one shot. Second, it has sensitivity one (shown in Lemma 5.3.2),
making it very efficient to compute privately.

Recall, the goal is to construct a valid randomization interval by making b large enough
that the true median m is contained in the interval with high probability. To determine this
width, we can use the utility bound in Theorem 5.3.1. Since we designed the helper function
to measure rank distance, and the utility function of the median measures rank distance,
we can simply find the minimum b such that fb(D) > γ1. A natural way to privately select
such a b would be to use the sparse vector technique (SVT) [70]. SVT sequentially evaluates
a given set of queries and halts (and outputs the query index) when the first query value
exceeds this threshold. In our case, the set of queries would be defined by evaluating the
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helper function f over a set of b values and the threshold would be γ1. However, it was
shown by Lyu et al. [143] that in a non-interactive setting such as this (the queries are
known ahead of time), replacing SVT with the exponential mechanism gives better utility1.
Thus, in our work, we apply the exponential mechanism using a utility function that is the
absolute difference between the query set and the threshold.

We note that in addition to the threshold γ1, we must account for two additional sources
of error. The first is due to the fact that we are selecting b using another exponential
mechanism. We must ensure correctness under the worst-case error of this second exponential
mechanism in selecting the error of the first. Thus, we must incorporate a second error
bound similar to Theorem 5.3.1 but with the following constant.

γ2 =
2∆q

ϵ2
log

N

sβ2

(5.5)

where s is a quantization parameter determining the domain set we choose for b. This
quantization is the second source of error we must account for. Specifically, if we consider
all possible b values, we have a larger domain that negatively affects error; if we pick a
smaller domain, we must account for the quantization error and the new domain size. We
define the domain set to be b ∈ {s, 2s, . . . , ⌊ s·N

s
⌋}. This gives a domain size of N/s and

introduces a quantization error. Namely, b can be at most s away from an optimal value.
Since b is in the data domain and the utility is in the rank domain, we multiply s by ℓ (the
Lipshitz coefficient assumed to be 1 if no repeated data elements) to obtain a bound on
this error in terms of utility.

Putting all of this together, we get our final utility function.

q(D, b) = −|fb(D)− γ1 − γ2 − s · ℓ| (5.6)

We apply the exponential mechanism on q to obtain an ϵ2-DP RI mechanism.

5.3.3 Privacy Analysis

Before proving the privacy of PostRI, we first prove the following lemma.

Lemma 5.3.2. f has sensitivity 1. Formally:

max
D,D′∈D

b∈{s,2s,...,⌊ s·N
s

⌋}

∣∣fb(D)− fb(D
′)
∣∣ ≤ 1 (5.7)

1Lyu et al. consider top-k queries, but we find the same result holds for our threshold queries
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Proof. Recall fb(D) = min(|R(D, o+ b)−R(D, o)|, |R(D, o)−R(D, o− b)|). w.l.o.g assume
that R(D, o − b) ≤ R(D, o) ≤ R(D, o + b). Then, the term |R(D, o − b) − R(D, o)| is
equivalent to the number of data points that fall in the interval (o− b, o]. Replacing a data
point can, in the worst case, move a point in or out of this interval, implying a sensitivity of
one. A symmetric argument holds for |R(D, o+ b)−R(D, o)|. Finally, we consider the min.
The min either remains unchanged or the min swaps under the replacement of a record. In
either case, the output can change by at most one, as both terms can change by at most
one.

We can now state and prove the privacy of our mechanism.

Theorem 5.3.3. q has a sensitivity of 1 and thus applying the exponential mechanism on
it satisfies ϵ2-DP.

Proof. We observe that the sensitivity of q is equivalent to the sensitivity of f since all
other terms are constant over neighbouring datasets. Then, by Lemma 5.3.2 and the privacy
properties of the exponential mechanism, the result follows.

5.3.4 Correctness

In this section, we prove the correctness of PostRI. Namely:

Theorem 5.3.4. For a given private median estimation o and randomization interval
[o− b̂, o+ b̂] output using PostRI, with probability 1−β1−β2, we have R(D, o− b̂) ≤ n/2 ≤
R(D, o+ b̂)

Proof. With probability 1−β1 since o is the output of the exponential mechanism, we have:

u(D, o) ≥ u(D, y∗(D))− γ1 (5.8)

subbing in the definition of the median utility function (5.2), gives the following

|R(D, o)− n/2| ≤ γ1 (5.9)

which implies
R(D, o)− γ1 ≤ n/2 ≤ R(D, o) + γ1. (5.10)

For a given output b̂ of the second exponential mechanism, with probability 1− β2, we
have the following statement

q(D, b̂) ≥ q(D, b∗(D))− γ2 − s · ℓ (5.11)
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which gives
|fb̂(D)− γ1 − γ2 − s · ℓ| ≤ γ2 + s · ℓ. (5.12)

W.l.o.g assume that R(D, o − b̂) ≤ R(D, o) ≤ R(D, o + b̂). We consider two cases
R(D, o) ≥ n/2 and R(D, o) < n/2. In the first case, if R(D, o) ≥ n/2 then by assumption
we have R(D, o + b̂) ≥ R(D, o) ≥ n/2. We must show R(D, o − b̂) < n/2. Expanding
Eqn 5.12 we get the following

−γ2 − s · ℓ ≤ fb̂(D)− γ1 − γ2 − s · ℓ (5.13)

where the absolute value is omitted following our initial assumption. Then we get

−γ2 − s · ℓ ≤ R(D, o)− R(D, o− b̂)− γ1 − γ2 − s · ℓ. (5.14)

We note that this holds regardless of which term is the min in fb̂(D). Then rearranging
and subbing in Eqn 5.10, we get

R(D, o− b̂) ≤ R(D, o)− γ1 ≤ n/2. (5.15)

In the second case, if R(D, o) < n/2 then by assumption we have R(D, o − b̂) ≤
R(D, o) < n/2. We must show R(D, o+ b̂) > n/2. Recall that expanding Eqn 5.12 we get
the following

−γ2 − s · ℓ ≤ fb̂(D)− γ1 − γ2 − s · ℓ. (5.16)

Then we get
−γ2 − s · ℓ ≤ R(D, o+ b̂)− R(D, o)− γ1 − γ2 − s · ℓ. (5.17)

We similarly note that this holds regardless of which term is the min in fb̂(D). Finally,
rearranging and subbing in Eqn 5.10, we get

R(D, o+ b̂) ≥ R(D, o) + γ1 ≥ n/2. (5.18)

Taking the union bound over the probability of Eqn 5.8 and Eqn 5.11, the result follows.

5.4 Utility Analysis

In this section, we give a some high-level utility claims for PostRI. We note that a formal
utility bound can not be derived for PostRI. This is because our utility function takes
a minimum over two terms in order to give a lower bound on the width of the RI for
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correctness. In order to prove an upper bound on the width, we would need to consider
both terms in the minimum which increases sensitivity.

To compare the utility of our work to that of Sun et al. [187], we first state the utility
bound from their paper. Namely, for any y ∈ [L(D), R(D)] (in the RI), they show that

u(D, y) ≥ u(D, y∗(D))− 17∆u

ϵ
log

2N

β
− 2ℓ (5.19)

To roughly compare the utilities of the work, we first define a constant term of factors
common to both approaches.

η =
2∆u

ϵ
log

2N

β
(5.20)

Using η, we make the following observations.

Claim 5.4.1. Assuming the best case where the exponential mechanisms return the can-
didates with optimal utility, the width of the RI for both approaches will be approximately
8η.

Proof Sketch. The utility function of Sun et al. is u(D, y) − u(D, y∗(D)) − s − ℓ, where
u(D, y∗(D)) = 0, s ≈ 4η, and we will ignore ℓ = 1. This means the distance from the
median to the lower bound is approximately 4η. The upper bound is similar, resulting in a
total width of 8η.

Our utility function is |fb̂(D)− γ1 − γ2 − s · ℓ| where γ1 ≈ 2η, γ2 ≈ 2η, and we ignore
the ℓ term. This gives an optimal helper function f of 4η (the worst-case distance to either
the upper or lower bound), which implies a total width of 8η.

Claim 5.4.2. Assume the worst case where the exponential mechanisms return the candi-
dates with the worst possible utility defined by Theorem 5.3.1. Then Sun et al. have an RI
width of 16η and PostRI has an RI width of 12η.

Proof Sketch. Building on Claim 5.4.1, we can assume the error of each application of the
exponential mechanism in Sun et al. is 4η by applying the utility bound of the exponential
mechanism with an extra factor of 2 from splitting epsilon over the lower and upper bound
and another 2 from Lemma 3.3 of Sun et al. [187]. This means the lower bound estimates
the distance of 4η from the median with at worst a 4η error, resulting in a total distance of
8η. Similarly, for the upper bound, giving the total width of 16η.

Our work builds the RI using the estimated median as the center. Then we estimate a
width of 4η (as discussed in Claim 5.4.1) with error at most γ2 ≈ 2η. This leads to a total
distance of 6η per side and an overall distance of 12η.
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Claim 5.4.3. Assume the worst case where the exponential mechanisms return the can-
didates with the worst possible utility defined by Theorem 5.3.1. Then Sun et al. have a
median error of 4η and PostRI has a median error of 2η.

Proof Sketch. Building on Claim 5.4.2, if we assume the lower bound is the worst possible
distance of 8η and in the worst case, the upper bound is the smallest possible distance of 0
from the true median (estimating 4η distance with error 4η that cancel each other out).
Then the average of the lower and upper bounds is 4η away from the true median.

Our work simply estimates the median with error at most γ1 ≈ 2η.

5.4.1 Hyperparameter Selection

PostRI has two hyperparameters that can be varied. The first is the split between ϵ1 and
ϵ2. That is, more budget can be allotted to reduce the error of the median or to shorten
the length of the RI. However, we note that one can not arbitrarily shorten the RI as it
inherently depends on the error of the median in our approach. We derive the optimal split
between ϵ1 and ϵ2 to give the shortest possible RI width by minimizing the following error.

γ1 + γ2 + s · ℓ (5.21)

using Lagrange multipliers with the condition that ϵ1 + ϵ2 = ϵ. Let

L =
2

ϵ1
log

N

β1

+
2

ϵ2
log

N

sβ2

+ s · ℓ+ λ(ϵ1 + ϵ2 − ϵ). (5.22)

Then, differentiating, we get
∂L

∂ϵ1
= − 2

ϵ21
log

N

β1

+ λ (5.23)

∂L

∂ϵ2
= − 2

ϵ22
log

N

sβ2

+ λ. (5.24)

Setting these equal and rearranging gives us the following:

ϵ21 = ϵ22 ·
log N

β1

log N
sβ2

(5.25)

Taking the square root gives us the final result:

ϵ1 = ϵ2

√√√√ log N
β1

log N
sβ2

(5.26)
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Table 5.1: Comparison of Median RI on Real Datasets with ϵ = 1 and β = 0.01.

Dataset Technique Median Error Average RI Width Correctness

Bank Ours 0.06 (± 0.24) 14.19 (± 0.67) 1.00
[187] 0.57 (± 0.62) 13.63 (± 0.55) 1.00

Adult Ours 32.40 (± 28.61) 1264.00 (± 74.33) 1.00
[187] 166.88 (± 17.23) 1146.56 (± 17.11) 1.00

Airplane Ours 7.88 (± 4.81) 13.13 (± 2.58) 1.00
[187] 9.00 (± 0.00) 9.00 (± 0.00) 1.00

Optimal Step Size The second parameter is the step size s, which determines the
domain of b. We derive the optimal parameter setting for s such that the RI length is
minimized. Let us assume that the RI width of our algorithm is γ1 + γ2 + s · ℓ. We
assume all other variables are constant. Finally, we assume we always conduct queries for
b ∈ {s, 2s, . . . ⌊ sN

s
⌋}. Then, ignoring constants (the median error), the width of the RI is

γ2 + s · ℓ = 2∆q

ϵ2
log

N

sβ2

+ s · ℓ (5.27)

The first derivative of this w.r.t. s is

−2∆q

ϵ2s
+ ℓ (5.28)

Solving for s gives the optimal way to set this parameter

s =
2∆q

ϵ2ℓ
(5.29)

where ℓ is the Lipschitz bound on the RI utility function.

We note a circular dependence between the optimal choice of ϵ1, ϵ2, and s. In practice,
we find that substituting these equations into each other iteratively converges to a stable
value after a few iterations.

5.5 Preliminary Experimental Results

To evaluate our method PostRI, we conduct a study over three real-world datasets and
compare with the existing approach by Sun et al. [187].
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Implementation Details Our implementation is based on the code of Sun et al. [187]:
https://github.com/PrivateCI/DP_CI. We note that running their code unmodified
did not reproduce the results Sun et al.’s paper exactly. We modified the domain size in
their code to N = 108 to be consistent across both approaches. We also note that the
parameter s in Sun et al.’s work is set to 9∆u

ϵ
log 2N

β
in the paper, but 8∆u

ϵ
log 2N

β
in the

code. We follow their code as it gives a lower error and matches the settings of our work.
We also fixed a couple of off by one errors in Sun et al.’s code. Our code can be found at
https://github.com/Timliuw/Randomization-Intervals.

Experimental Setup We focus on the “balance” attribute (with values in range [−8019, 102127]
and true median value of 448) for the Banking dataset, the “fnlwgt” attribute (with values
in range [12285, 1490400] and true median value of 178144.5) for the Adult dataset, and
the “capacity” attribute (with values in range [4, 396] and true median value of 162) for the
Airplane dataset in the evaluation. We fix s following Eqn 5.29. We use the average median
error (i.e., numerical distance from true median), the average RI width (i.e., the distance
between the lower and upper bounds), and the observed correctness (i.e., the percentage
of how many times the true median is inside the reported RI) over 100 runs as evaluation
metrics.

Results Table 5.1 shows the comparison results with privacy budget ϵ = 1 and β = 0.01.
Our PostRI method (default setting, with ϵ1 = ϵ2 =

1
2
ϵ) improves the average median error

over [187] by 14%-850% with a moderately wider RI width by 3%-35%. The RI results
reported by both methods contain the true median 100% of the time in our experiments,
implying an observed correctness rate of 1.

We also measure the average median error and RI width with varying privacy budgets
(ϵ = 0.25, 0.5, 1, 2, 4) across datasets. We compare [187] and PostRI with different budget
splitting: default (ϵ1 = ϵ2), optimal (Eq. 5.26), and median-focused (ϵ1 = 9ϵ2). As shown in
Fig. 5.1-5.3, our PostRI has lower median error over all privacy regimes on these datasets and
yields a comparable RI width as the method in [187], which matches our theoretical analysis
(Section 5.4). The shaded areas depict the standard deviation across 100 runs. Notably, an
advantage of our approach is being able to tune the privacy budget split in favour of the
median. Experiments on the Banking dataset (Fig. 5.1) show that the median-focused split
(i.e., 90% of the budget is spent on the median) can achieve the most accurate result on
high privacy regimes, albeit with a wider RI width, compared to the default setting and
the optimal split that minimizes the overall error.
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Figure 5.1: Average median error and RI length vs. varying privacy budget on the Banking
dataset

Figure 5.2: Average median error and RI length vs. varying privacy budget on the Adult
dataset

Figure 5.3: Average median error and RI length vs. varying privacy budget on the Airplane
dataset
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5.6 Related Work

There has been a significant amount of work done on expressing the privacy-utility trade-off
present in any DP mechanism to a non-expert. An approach can be to provide a set of
benchmark utility scores for common privacy parameter settings and datasets [96,200]. A
more usable approach is to provide scores as an interactive visualization tool [138, 158,169,
200], so that users can explore possible privacy settings.

Our work looks at expressing the privacy utility trade-off using randomization intervals.
We note that although randomization intervals provide a bound on the DP noise with
high confidence, they do not provide a bound on the variance from the data (sample
variance). Most prior work on DP confidence intervals focuses on bounding this error,
without considering the error from the noise itself [38, 44,47,63,68,133].

In our work, we treat finding bounds for a confidence interval as a maximizing a utility
function problem. This then leads us to using an exponential mechanism-based design.
Sun et al. [187] also take this approach. They provide confidence intervals for the median
and other statistics using both exponential mechanism and SVT based approaches. Their
approach first estimates valid upper and lower bounds for the statistic, before taking the
average of the values.

Drechsler et al. [62] consider solutions that estimate confidence intervals using both the
exponential mechanism and post-processing an estimated DP CDF. Their solutions aim to
account for both sources of randomness (sample error and privacy noise). However, in both
of their approaches, they do not directly estimate the median itself.

5.7 Concluding Remarks

In this work, we improve the state-of-the-art in computing randomization intervals for
private median queries. Our solution PostRI uses a novel utility function to enable a high
utility median estimation along with a narrow randomization interval. In the future, we
look to extend this idea to other statistics.
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Chapter 6

Investigating Membership Inference
Attacks under Data Dependencies

This chapter is adapted from work that previously appeared at the IEEE Computer Security
Foundations Symposium (CSF) [106]. This case study in auditing highlights the need to
verify that a theoretical privacy claim actually holds in the scenarios encountered in practice.
For this particular system, we assume a central party collects data from a population of
users with no privacy protection. The central party then trains a machine learning model
over the user data, but uses differential privacy in the training process to offer privacy
protection to the users. For this scenario, what privacy protections are claimed and how
these are communicated are critical. In this chapter, we analyze how two seemingly similar
notions of privacy (protection against membership inference and differential privacy) are
related but different. Specifically, the central party can always claim differentially private
guarantees. However, claiming protection against a membership inference attack is more
nuanced and requires making additional assumptions about the data collection.

6.1 Introduction

Machine learning (ML) is increasingly used to make predictions on privacy-sensitive data.
In recent years, large tech companies such as Google and Amazon have begun to offer
machine learning as a service to the general public through their cloud platforms. Although
these systems can yield new and interesting insights in a variety of fields, machine learning
models trained on sensitive data also present a lucrative attack surface for adversaries. In
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a Membership Inference Attack (MIA) [181, 205], an adversary attempts to identify the
data that was used to train an ML model (i.e., its members). Successful MIAs violate the
privacy of individuals and pose a significant threat to unprotected ML models [181].

Differentially private (DP) mechanisms can be applied to an ML model during the
learning process [11, 26, 41, 181, 205, 206] to limit the effect that a single data point can
have on the model’s output. Training ML models with DP mechanisms is becoming more
common with popular libraries such as TensorFlow [2] and PyTorch [3] offering several DP
training algorithms.

Previous work has provided experimental and theoretical evidence of DP training as a
defence against MIAs [111,131,181,205]. Yeom et al. [205] prove that DP training algorithms
ensure a theoretical upper bound on the privacy leakage caused by MIAs. This bound, later
improved by Erlingsson et al. [112], offers strong protection for high DP levels (corresponding
to small values of the DP parameter ϵ), but quickly weakens for large ϵ. Despite this,
empirical evaluations of MIAs against DP-trained models [111,112] suggest that large values
of ϵ, theoretically regarded as low-privacy settings, provide sufficient protection against
MIAs in the wild. Motivated by these findings, Murakonda and Shokri [155] developed a
tool for tuning ϵ based solely on the empirical performance of MIAs, thus increasing the
model’s utility at the expense of theoretical privacy guarantees. In short, this body of
literature suggests that applying DP mechanisms to ML models, even in severely weakened
privacy regimes, provides sufficient protection against known MIAs.

These works on membership inference all follow a similar evaluation methodology
where members and non-members are sampled independently from the same distribution.
However, this underlying assumption is not always representative of real data [18, 116,
156, 157, 174, 177, 178]. Furthermore, prior work has shown that data dependencies can
lead to an overestimation of the privacy protection provided by DP [119,120,131,136,194].
Motivated by this, we conduct the first study of MIA performance on ML models trained
with DP-SGD [11] under data dependencies.

We begin by studying the methodology from previous work on MIAs and identify the
assumptions that underpin their theoretical findings [111, 162, 205]. Since there are no
publicly known instances of MIAs against ML models in the wild, researchers are limited
to simulating attacks using theoretical games between the model owner and attacker called
membership experiments [205]. We show that previous membership experiments assume
independence between training samples, which might not represent many membership
inference cases in practice. To solve this, we propose a new membership experiment that
loosens the restrictive independence assumption. We demonstrate that previous DP-based
bounds on the adversary’s success do not hold in this more general setting. We emphasize
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that this does not mean that DP is broken or flawed. Rather, the guarantees of DP
mechanisms no longer apply when defining membership inference with data dependencies.
Intuitively, this is because DP mechanisms limit the effect that a single sample has on
the output. However, when training samples have dependencies, related samples can leak
additional information about this single sample.

Prior work has shown the importance of studying MIA performance both theoretically
and empirically [111, 112]. Thus, we also study the effect of data dependencies on the
empirical performance of MIAs under different instantiations of our membership experiment.
Using six real-world datasets, we evaluate the performance of off-the-shelf attacks. These
attacks have black-box query access to the target model and are given no additional
background information about the data dependencies we consider. Using these attacks,
we investigate three different types of data dependencies. First, to study the extent to
which data dependencies can affect MIAs, we artificially split a dataset into members and
non-members using a clustering algorithm. Our results show that data dependencies can
lead to perfect membership inference even in the presence of DP training. Second, we
investigate the effects of an explicit bias in an attribute of the training set. In particular,
we create a gender and an education bias in the training set, and see that MIA performance
typically increases as the training set bias becomes more pronounced. Finally, we consider
MIA performance on various real-world examples of data dependencies that occur during
data collection. For example, we study the effect of all members being from a specific
health region (or hospital) and non-members from all other regions. We also study the
performance of MIAs when members and non-members come from the same source (the
US Census) but are curated by different researchers.

In all of our evaluations with statistical dependencies among training samples we find
a significant increase in MIA performance over the related work where all samples are
Independent and Identically Distributed (IID) [110–112, 162, 181, 205]. This shows that
the assumption of data independence among training samples underestimates the attack
performance. Our empirical evaluation yields attack performance greater than the bounds
of DP, which confirms that the currently known DP bounds do not apply once we consider
dependent data, and thus DP mechanisms are not a cure-all solution for membership
inference. This highlights the importance of considering data dependencies in future MIA
evaluations and urges new research to develop better defences, and more realistic theoretical
bounds on MIA performance.
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Table 6.1: Notation

Notation Description
z = (x, y) Data point with feature vector x and

label y
Z Space of all possible data points
S Training set of size n; S ∈ Zn

D Distribution of a data point (over Z)
D Joint distribution of n data points

(over Zn)
[K] Set of integers from 1 to K
A Space of all possible machine learning

models
A Learning algorithm A : Zn → A
a Instance of a trained model (a ∈ A)

Att Membership inference attack, out-
puts a bit

Adv Membership advantage, Adv ∈ [0, 1]

6.2 Preliminaries

In this section, we summarize the concepts related to membership inference attacks and
differentially private machine learning that are most relevant to our work. For reference,
our notation is summarized in Table 6.1.

We use z = (x, y) to denote an element or data sample, where x is its feature vector and
y is its class or label. Let Z be the element space, i.e., z ∈ Z. We use S ∈ Zn to denote a
training set that contains n elements z ∈ Z. Let D be a probability distribution over Z;
z ∼ D means that z is randomly sampled from D, and S ∼ Dn means that S consists of n
independent samples from D. We use D to denote a probability distribution over Zn, i.e.,
a joint distribution for all samples in a dataset; S ∼ D means the dataset S is sampled
from D. We use [K] to denote the set of integers from 1 to K. A training algorithm A is
a (possibly randomized) function that takes a training set S ∈ Zn and outputs a trained
model a ∈ A, where A is the space of trained models. We use a = A(S) to denote that a is
the model that results from applying the training algorithm A to the training set S. The
goal of the trained model a is to solve a classification task; i.e., assign a label y to a feature
vector x. In this work, we focus on neural networks trained with DP-SGD [11], which are a
popular model choice for solving classification problems in machine learning. However, our
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theoretical findings are generic and apply to other models as well.

6.2.1 Membership Inference Attacks

Though useful for solving classification tasks, machine learning models are subject to
various privacy attacks. In this work we focus on the Membership Inference Attack (MIA),
whose goal is to determine whether or not a specific data point z was included in the
training set of a target model a. This attack is particularly dangerous when the model is
trained on sensitive data, where an individual’s inclusion or exclusion in the dataset could
reveal sensitive or compromising information to an attacker. MIAs are related to property
inference attacks [19, 82, 145], but are fundamentally different. In a Property Inference
Attack (PIA), the goal of the attacker is to infer some property of the training set that
the model producer did not intend to share (i.e., a property common to all training set
samples), whereas the goal of an MIA is to infer whether or not a particular sample was in
the training set. We discuss the relationship to PIAs further in Section 6.5.

We use Att to denote a membership inference attack. Typically, an MIA receives
the target model a and a data point z, and knows the training mechanism A and some
statistical information about the training data (e.g., D or D). The attack outputs a bit,
which is Att = 0 when it decides that z is a member, and Att = 1 when it decides it is a
non-member. Two of the most well-known membership inference attacks are the proposals
by Shokri et al. [181] and Yeom et al. [205]. The shadow model attack by Shokri et al. [181]
uses public data to train a set of shadow models, designed to mimic the target model’s
functionality. Then, it trains an additional attack model to identify the membership status
of a sample using outputs from the shadow models. The threshold attack by Yeom et
al. [205] assumes that the adversary has access to the loss function of the target model as
well as the distribution of the loss on the private training data. Given a data sample z and
the model a, the attack queries the model to obtain the loss of z, and decides that z is
a member if its loss is below a threshold computed from the distribution information. A
weaker variant of this attack assumes the adversary only knows the expected loss of the
training set, and uses this value as decision threshold.

A variety of metrics can be used to measure the success of an MIA. The True Positive
Rate (TPR) is the probability that the attack correctly identifies a member as such, and
the False Positive Rate (FPR) is the probability of incorrectly guessing that a non-member
is a member. A popular metric to measure the success of an MIA, which we use in this
work, is the membership advantage, which Yeom et al. [205] define as Adv .

= TPR− FPR.
This metric is 0 when the attack randomly decides the membership of z, and is 1 when the
attack always guesses the membership of z correctly.
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6.2.2 Differential Privacy in Machine Learning

Differential Privacy (DP), a privacy notion introduced by Dwork et al. [69], has become the
gold standard in database privacy and is a popular privacy notion in machine learning:

Definition 6.2.1 ((ϵ, δ)-DP). A training algorithm A provides (ϵ, δ)-DP iff, for any two
neighbouring datasets S, S ′ ∈ Zn (i.e., S and S ′ differ by a single entry), and all possible
subsets of the space of trained models R ⊆ A,

Pr(A(S) ∈ R) ≤ Pr(A(S ′) ∈ R) · eϵ + δ . (6.1)

The parameter ϵ captures the degree of leakage of the mechanism A [69]. Small values
of ϵ indicate that a model trained with S is indistinguishable from a model trained with S ′

which, intuitively, makes it difficult to infer whether or not an element z is in the training
set. The parameter δ makes it easier to satisfy the DP constraint by allowing a small chance
of failure in the privacy guarantee. It is typical to choose δ < 1/n, where n is the number
of elements in the dataset [70].

There are different approaches to developing a differentially private training algorithm
A. In the case of neural networks, the differentially private stochastic gradient descent
technique by Abadi et al. [11] is widely used. This technique involves clipping the gradients
used for updating the network’s weights during training time, and adding Gaussian noise
to the average of the gradients.

6.3 Membership Experiments

Evaluating the performance of MIAs is crucial to understanding how dangerous these attacks
are in practice and how to protect against them. However, since there are no publicly known
cases of MIAs against ML models in practice, researchers typically rely on membership
experiments to evaluate MIAs. A membership experiment is a theoretical game between
the data owner and the adversary, where the adversary tries to guess the membership of a
data sample. The game specifies how the data owner generates the training data and which
information is available to the attacker. A membership experiment provides a theoretical
definition of membership inference, specifying the rules one has to follow when evaluating
MIAs empirically, and allowing researchers to prove DP-based theoretical guarantees that
hold within this controlled environment.

In this section, we review two membership experiments that appear in related work [162,
205]. We argue that these experiments make unrealistic assumptions and thus might not
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be representative of what one could expect in a real-world attack. We then propose a
new membership experiment that relaxes these assumptions. We call this experiment
the Mixture Model (MM) membership experiment. We argue that the MM experiment
better represents an MIA that could occur in practice, and thus it provides a more realistic
definition of what membership inference is.

6.3.1 Strong-Adversary Membership Experiment

Differential privacy implies, by Definition 6.2.1, that an adversary observing a model a
cannot easily distinguish whether it has been trained with S = S̃ ∪ {z} or S ′ = S̃ ∪ {z′},
where S̃ ∈ Zn−1, and z, z′ ∈ Z. This naturally leads to the strong-adversary membership
experiment that we describe in Algorithm 6 (ExpSTR). This experiment has five inputs: an
attack Att, a training algorithm A, a set of n− 1 samples S̃, and two data samples z and z′.
The data owner flips a bit b to decide whether to train a model with S = S̃ ∪ {z} (b = 0)
or with S ′ = S̃ ∪ {z′} (b = 1). The adversary receives the trained model a, the set S̃, and
data samples z and z′, and also knows the training algorithm A. The adversary succeeds
(ExpSTR = 1) if it correctly learns whether z or z′ was a member of the training set of a (i.e.,
bit b). Nasr et al. [162] use this membership experiment, formulated as a privacy game, to
prove that the ϵ-DP guarantees of current training algorithms are tight.1

Algorithm 6 Strong-Adversary Membership Experiment [162]
1: procedure ExpSTR(Att, A, S̃, z, z′)
2: Choose b ∼ {0, 1} uniformly at random;
3: if b = 0 then
4: Train a = A(S̃ ∪ {z});
5: else
6: Train a = A(S̃ ∪ {z′});
7: Return 1 if Att(a, z, z′, S̃, A) = b; else 0.

The membership advantage in ExpSTR is

Adv(Att, A, S̃, z, z′) = Pr(Att = 0|b = 0)− Pr(Att = 0|b = 1) .

1Nasr et al. [162] use the so-called unbounded DP notion, where one of the neighbouring datasets has
one additional element (i.e., S vs. S′ = S ∪ {z}). We stick to the so-called bounded DP notion (S and
S′ have the same size) here since this is the privacy notion followed by Yeom et al. in their membership
experiment [205]

122



Here, the positive summand is the TPR and the negative one is the FPR (if we consider
that b = 0 is a positive). Note that these terms also depend on the input variables
(Att, A, S̃, z, z′) but we have omitted this dependence in the notation for simplicity. Next,
we prove that an (ϵ, δ)-DP training algorithm provides the following upper bound on the
membership advantage:
Theorem 6.3.1 (New Membership Advantage Bound). Let A be an (ϵ, δ)-DP training
algorithm. Then, for all attacks Att, sets S̃, and data samples z and z′, the membership
advantage in ExpSTR satisfies

Adv(Att, A, S̃, z, z′) ≤ (eϵ − 1 + 2δ)/(eϵ + 1) . (6.2)

Proof. Kairouz et al. [115] show that, for an adversary that wants to distinguish between
two neighbouring inputs of a DP mechanism, the following bounds on the adversary’s TPR
and FPR hold:

FPR + eϵ · (1− TPR) ≥ 1− δ , (1− TPR) + eϵ · FPR ≥ 1− δ .

These expressions follow from (6.1) and trivially apply to the TPR and FPR in ExpSTR.
Adding these expressions together we get

(1− TPR + FPR)(1 + eϵ) ≥ 2(1− δ) .

Applying the definition of membership advantage (Adv .
= TPR− FPR) and leaving Adv in

one side of the inequality yields the desired upper bound.

For values of δ and ϵ close to zero, the bound above is close to 0. This means that DP
is potentially a very strong privacy guarantee since it ensures that the advantage of an
adversary that knows all training set samples except one (i.e., S̃), and has two possible
candidates for the unknown sample (z and z′) will always be below a certain value. However,
as Nasr et al. [162] admit, this adversary is often unrealistically strong, and perhaps assessing
the performance of MIAs that are given all training set samples but one is not very helpful
towards understanding MIA in practical cases.

Another problem with this experiment is the relation between the membership bit b,
the observed samples z and z′, and the trained model a. In ExpSTR, the bit b determines
the training set of a and thus they are causally related (Pr(a|b) ̸= Pr(a)). We argue that
there is no such dependence in an actual MIA scenario. In practice, the data owner trains
their model once, with their (one and only) training set S. Then, the adversary receives
the model and tries to determine whether a sample z is a member of its training set. Here,
the bit b is a property of z representing its membership status, and not a property of the
model a, i.e., Pr(a|b) = Pr(a). Yeom et al.’s experiment [205], described next, captures this
relation.
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6.3.2 IID Membership Experiment

Yeom et al. [205] propose the membership experiment that we show in Algorithm 7 This
experiment does not receive the training set S as an input, but a distribution D from
which the samples of S are independently sampled (IID). The data owner trains a using
S and then chooses a bit b ∈ {0, 1} uniformly at random. This bit determines whether
the adversary receives a member (z chosen randomly from S) or a non-member (a fresh
sample z ∼ D). The adversary receives the element z and the trained model a, and knows
the training set size n, the training algorithm A, and the element distribution D.With
this information, the adversary carries out an attack Att(z, a, n, A,D) that outputs a bit,
indicating the predicted membership of z. The adversary succeeds (denoted ExpIID = 1) if
the attack correctly infers the membership status of z.

Algorithm 7 IID Membership Experiment [205]
1: procedure ExpIID(Att, A, n,D)
2: Sample S ∼ Dn;
3: Train a = A(S);
4: Choose b ∼ {0, 1} uniformly at random;
5: if b = 0 then
6: Draw z ∼ S;
7: else
8: Draw z ∼ D;
9: Return 1 if Att(z, a, n, A,D) = b; else 0.

Yeom et al. [205] prove the following upper bound on the membership advantage in
ExpIID:

Theorem 6.3.2 (Yeom et al.’s bound [205]). Let A be an (ϵ, 0)-DP learning algorithm.
Then, for all attacks Att, training set sizes n, and data point distributionsD, the membership
advantage in ExpIID satisfies

Adv(Att, A, n,D) ≤ eϵ − 1 . (6.3)

Note that the advantage is also upper bounded by 1, so this bound is loose for ϵ > ln 2.
More recently, Erlingsson et al. [74] provide a tighter bound using results from Hall et
al. [95] for the more generic setting of (ϵ, δ)-DP:
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Theorem 6.3.3 (Erlingsson et al.’s bound [74]). Let A be an (ϵ,δ)-DP learning algorithm.
Then, for all attacks Att, training set sizes n, and data point distributionsD, the membership
advantage in ExpIID satisfies

Adv(Att, A, n,D) ≤ 1− e−ϵ(1− δ) . (6.4)

We can see that this bound is less than or equal to 1.

In the full paper [106, Appendix A], we prove that the advantage bound we derive
in Theorem 6.3.1 holds in the case where members and non-members are statistically
exchangeable, i.e., when the joint distribution of a sequence of n members and one non-
member does not depend on the order they appear in the sequence. We also explain the
IID experiment is a particular case of statistical exchangeability, and thus our bound holds
in this case:

Theorem 6.3.4. [New Membership Advantage Bound] Let A be an (ϵ,δ)-DP learning
algorithm. Then, for all attacks Att, training set sizes n, and data point distributions D,
the membership advantage in ExpIID satisfies

Adv(Att, A, n,D) ≤ (eϵ − 1 + 2δ)/(eϵ + 1) . (6.5)

This bound improves over previous results [74, 205]; i.e., it is tighter than (6.3) and
(6.4) for all ϵ ≥ 0 and 0 ≤ δ ≤ 1. We prove this in the full paper [106, Appendix B].
Figure 6.1 shows a comparison between the existing membership advantage upper bounds
(Yeom et al. (6.3) and Erlingsson et al. (6.4)) and our bound (6.5). We used a value
of δ = 10−5 for (6.4) and (6.5), since this is the value of δ we use in our experiments
(described in Section 6.4.1) to ensure that δ is less than the inverse of the training set size.
Our bound improves Erlingsson et al.’s by almost 0.2 in advantage for relevant privacy
values 0.1 ≤ ϵ ≤ 2. These bounds suggest that high privacy settings 0.01 ≤ ϵ ≤ 0.1
completely thwart membership inference attacks (in the IID setting), values of ϵ ≈ 1
achieve intermediate privacy levels, and large values of ϵ ≥ 10 provide no worst-case privacy
guarantee on the membership advantage.

We note that we have considered the original experiment by Yeom et al. [205], where
members and non-members are sampled independently from D. In practice, members and
non-members are typically different samples, so sampling without replacement is a more
realistic setting. Sampling without replacement introduces dependencies among members
and non-members, but the exchangeability property still holds in that case, and thus our
bound still applies. For simplicity, in the remainder of the paper we use the term IID
sampling to denote either sampling with or without replacement, since our findings apply
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Figure 6.1: Upper bounds on the membership advantage in the IID Membership Experiment.

to both settings. The IID membership experiment captures the evaluation approach of
most related works on membership inference [110–112, 162, 181, 205]. These works build
the member and non-member sets by randomly splitting a dataset, which simulates IID
sampling. However, this procedure excludes the case where there are dependencies between
training set samples (e.g., a training set bias). There is a large body of literature in ML that
studies this scenario with the goal of improving the accuracy of models on out-of-distribution
samples [18, 116, 174]. For example, in a health care setting such as MRI scanning, the
images seen in the wild are often from a different distribution to the training data of the
model [156]. Spurious correlations in ML datasets have also received a lot of attention in
the ML literature as they can have a detrimental effect on model accuracy [157,177,178].
Despite the problems of non-IID data being known to the ML community, this case has
been completely neglected in the MIA literature.

6.3.3 A Membership Experiment with Data Dependencies

We have argued that the strong-adversary membership experiment considers an unrealisti-
cally strong adversary and does not capture the idea that membership should be a property
of a given data point, and not the model itself. Also, the IID experiment is limited to
a scenario that, as suggested by related work in ML, does not hold in many use cases.
Motivated by this, we propose a new membership experiment that extends ExpIID to cases
where the training set samples may have dependencies. We consider the particular case
where the joint dataset distribution, denoted D, is a multivariate mixture model. A mixture
model is a probabilistic model that characterizes the distribution of an overall population by
taking into account the presence of subpopulations within the overall population. Each of
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the subpopulations is characterized by a probability distribution called a mixture component.
To draw one sample from a mixture model, one first selects one of the mixture components
(subpopulations) at random, and then draws a sample from the mixture component. Note
that the mixture components may have overlapping support, which implies that, given
a point sampled from the mixture model (i.e., the overall population), it might not be
possible to identify from which of the mixture components (i.e., subpopulations) it was
sampled from. We use multivariate mixture components, i.e., each component models the
distribution of all attributes of a data sample within a subpopulation. This particular
case of D is amenable to theoretical analyses (e.g., Sect. 6.3.3) and is general enough to
accommodate many real-life examples, as we show in Section 6.4.4. We call this the Mixture
Model (MM) membership experiment, and denote it by ExpMM.

Algorithm 8 Mixture Model (MM) Membership Experiment
1: procedure ExpMM(Att, A, n,D) ▷ D = {D1, . . . ,DK}
2: Choose k ∼ [K], sample S ∼ Dn

k ;
3: Train a = A(S);
4: Choose b ∼ {0, 1} uniformly at random;
5: if b = 0 then
6: Draw z ∼ S;
7: else
8: Choose k′ ∼ [K] \ k, draw z ∼ Dk′ ;
9: Return 1 if Att(z, a, n, A,D) = b; else 0.

Algorithm 8 shows the MM membership experiment. The joint distribution D is a
multivariate mixture model with K mixture components. Each mixture component k ∈ [K]
models the training set samples independently following a distribution Dk. We overload
the notation of D in this case for notational simplicity, and use it to denote the set of
all mixture distributions D = {D1, . . . ,DK}. In short, to sample S ∼ D, we choose a
mixture component uniformly at random (k ∼ [K]) and then draw n samples independently
from Dk (line 2). Note that, even though the samples are independently drawn from a
mixture component Dk, they are statistically dependent since they are drawn from the
same (unknown) mixture component. When b = 1, the non-member z is sampled from a
mixture component that is different from the training set’s component; i.e., z ∼ Dk′ , for
k′ ̸= k (line 8). This experiment can also encompass the IID case in ExpIID when all Dk

(for k ∈ [K]) are identical.

The MM membership experiment accommodates many realistic settings. As an example,
consider a case where there are K hospitals in a city. Let Dk be the distribution that
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models the samples from the kth hospital, for all k ∈ [K]. In this example, ExpMM represents
the case where the target model a is trained with samples belonging to a particular hospital
k ∈ [K], and the samples from all the other hospitals k′ ∈ [K] \ k are non-members. If
the distributions of samples in each hospital are slightly different, there will be certain
dependencies among members and non-members. Previous theoretical experiments (ExpSTR
and ExpIID) cannot account for these dependencies. In Section 6.4 we study this and other
realistic examples that follow ExpMM.

We note that, following ExpMM, the adversary has statistical knowledge about the possible
dependencies between training set samples (D). However, since the choice of k is not
revealed, the adversary cannot tell which mixture component distribution the members
follow. Even though this statistical knowledge is powerful, it does not provide the adversary
any a-priori membership advantage. Indeed, note that, when ϵ = 0 (or, alternatively, if
the adversary did not receive the target model a), the adversary cannot do better than
randomly guessing the membership of z (Adv = 0). This is because, without the model
a, the distribution of z is the same regardless of the membership bit b. However, when
ϵ > 0, the adversary can exploit the statistical dependencies among samples to improve
the membership inference. We also note that, in our evaluation in Section 6.4, we evaluate
off-the-shelf MIAs that do not use the statistical dependencies captured by D. However, we
will see that these dependencies still cause these existing attacks to perform better than in
the IID scenario.

The MM membership experiment captures the relation between b, z, and a, considers a
realistic adversary that only has statistical knowledge about the dataset, and accommodates
both IID training set distributions (Dk ≡ Dk′ , ∀k, k′ ∈ [K]) as well as those that incorporate
dependencies among samples or bias (Dk ̸≡ Dk′). Therefore, we believe that this experiment
provides a better template to define membership inference, and that evaluating MIAs under
this experiment will provide results that are more representative than previous experiments
of what one could expect in practice.

DP-based bounds on the generalized membership experiment

We note that existing DP-based bounds [74, 205] on the membership advantage Adv, as
well as our new bound in Eq. (6.5), do not apply in the MM membership experiment. We
note that this is not a flaw of DP: the training algorithms we evaluated provide differential
privacy, but this is not enough to bound the leakage when defining membership inference as
in ExpMM. The reason for this is that DP mechanisms limit the effect that a single sample
has on the output (see Def. 6.2.1). However, when training samples have dependencies,
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limiting the effect of a single input is less effective since the remaining data points can also
leak information about this input due to their co-dependencies [136].

We provide more intuition as to why the previous bounds do not hold with an example.
Without loss of generality and for simplicity, in this analysis we assume that the space
of samples Z is discrete. In both ExpIID and ExpMM, the adversary observes the released
model a and a sample z (along with general parameters n, A, D, that we omit from the
probability expressions here for notational simplicity). The joint distribution of a and z
depends on whether z was a member of a’s training set (b = 0), or a non-member (b = 1).
Next, we write general expressions for the likelihood of a and z given the value of b. We use
these expressions to compute the maximum likelihood ratio, which bounds the adversary
advantage, and study how an (ϵ, 0)-DP mechanism bounds this ratio in the IID and non-IID
cases.

First, when z is a member (b = 0), and using S̃ to denote all other n− 1 members, we
can write

Pr(a, z|b = 0) = Pr(z) ·
∑
S̃

Pr(S̃|z) Pr(A(S̃ ∪ {z}) = a) .

Here, Pr(S̃|z) is the probability of n− 1 training set samples (all but z) conditioned on the
fact that z is also a training set sample.

When z is a non-member (denoted b = 1), S̃ still denotes n− 1 members, and we use
z′ to define the nth member. Then, using the law of total probability we can write the
likelihood as

Pr(a, z|b = 1) = Pr(z)
∑
z′

Pr(z′)
∑
S̃

Pr(S̃|z′) Pr(A(S̃ ∪ {z′}) = a).

(As above, Pr(S̃|z′) is the probability of the n−1 training set samples S̃ given the remaining
training sample z′.)

The maximum likelihood ratio Lmax = maxa,z,b
Pr(a,z|b=b)

Pr(a,z|b=1−b)
can be used to bound the

adversary advantage.2 We show why using an (ϵ, 0)-DP training algorithm provides a strong
bound on this ratio in the IID case (ExpIID), but there are non-IID cases (ExpMM) where
the bound is not meaningful. First, recall that an (ϵ, 0)-DP training algorithm ensures
that, for two training sets S and S ′ that differ in one sample, and for all models a ∈ A,
Pr(A(S) = a) ≤ eϵ · Pr(A(S ′) = a). In the IID scenario (ExpIID), samples are independent

2We omit the derivations for space issues; in short, Lmax lower-bounds the adversary’s probability of
error by 1/(1 + Lmax), which in turn upper-bounds the advantage by Adv ≤ (Lmax − 1)/(Lmax + 1). Note
this matches (6.5) for δ = 0.
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and therefore Pr(S̃|z) = Pr(S̃). The likelihood ratio between hypotheses b = 1 and b = 0 is
bounded by:

Pr(a, z|b = 1)

Pr(a, z|b = 0)
=

∑
z′
Pr(z′)

∑̃
S

Pr(S̃) Pr(A(S̃ ∪ {z′}) = a)∑̃
S

Pr(S̃) Pr(A(S̃ ∪ {z}) = a)

≤

∑
z′
Pr(z′)

∑̃
S

Pr(S̃) Pr(A(S̃ ∪ {z}) = a)eϵ∑̃
S

Pr(S̃) Pr(A(S̃ ∪ {z}) = a)

=
∑
z′

Pr(z′) · eϵ = eϵ .

The same applies to the reciprocal Pr(a, z|b = 0)/Pr(a, z|b = 1). In the MM membership
experiment, if we are explicitly in a non-IID case, then Pr(S̃|z) ̸= Pr(S̃) and the derivations
above cannot be carried out. As an example, consider the pathological case where the
mixture components in D are different and deterministic, i.e., all the training set samples
are identical. In that case, Pr(S̃|z) is only non-zero when S̃ = {z}n−1 (in that case,
Pr({z}n−1|z) = 1). Then,

Pr(a, z|b = 1)

Pr(a, z|b = 0)
=

∑
z′
Pr(z′)

∑̃
S

Pr(S̃|z′) Pr(A(S̃ ∪ {z′}) = a)∑̃
S

Pr(S̃|z) Pr(A(S̃ ∪ {z}) = a)

=
∑
z′

Pr(z′)
Pr(A({z′}n) = a)

Pr(A({z}n) = a)
.

We can apply the DP definition n times and bound the expression above by en·ϵ, but this is
certainly not useful since n is typically very large. More generally, bounding the expression
above requires using DP to provide group privacy, which does not yield useful bounds
for large n [70]. Even though this is an extreme example, it illustrates why the previous
DP-based bounds (that are independent of dataset size) on the membership advantage do
not apply to ExpMM.

The pathological example above shows that an upper bound on Adv can be very large
in non-IID scenarios. However, there might be particular distributions D for which one
could prove an upper bound that lies closer to the IID bound (6.5). Also, empirical MIAs
have been shown to achieve advantage levels Adv far below DP-based upper bounds [111]
in the IID scenario. Thus, it is important to empirically measure the performance of MIAs
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Table 6.2: Evaluation Setup Summary

Section Dataset and Experiment Features Classes Members Non Shadow
Members data

6.4.2 adult cluster 104 2 10 000 10 000 15 132
compas cluster 15 2 2 000 2 000 -

6.4.3 adult education 87 2 10 000 10 000 10 772
adult gender 103 2 10 000 10 000 11 192

6.4.4

heart, Cleveland 22 2 303 617 -
heart, Hungary 22 2 294 626 -

heart, Switzerland 22 2 123 797 -
heart, VA Long Beach 22 2 200 720 -

students, Gabriel Pereira 42 2 423 226 -
texas, region #3 269 100 10 000 10 000 20 000
census and adult 100 2 10 000 10 000 20 000

in the non-IID case, as performance could be similar to the IID case. We study this in the
next section.

6.4 Empirical Evaluation of Membership Inference with
Data Dependencies

In this section, we empirically investigate the effects of non-IID training sets on the
performance of off-the-shelf MIAs, following our MM membership experiment ExpMM.

6.4.1 Evaluation Setup

We explain how we instantiate ExpMM with real-world datasets. In each of our experiments,
we initialize K disjoint sets of samples {Dk}k∈[K] with real data (in most of our experiments,
we use K = 2). Each of these sets characterizes one of the mixture components: drawing
a sample from Dk is simply drawing a sample from the set Dk. We use sampling without
replacement to ensure that every member and non-member is a distinct data sample. Even
though this is an obvious assumption in practice (duplicate samples do not make sense
in most problems), we note that all the theoretical experiments in Section 6.3 allow for
identical members and non-members.
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In each of the sections below, we follow a different approach to build the sets of samples
{Dk}k∈[K], to study different types of data dependencies. In each experiment, given a
training set size n, we take n samples from a mixture component Dk as the member set, and
draw n samples at random from all other mixture components as non-members. We train
the model on the members, and evaluate each of the attacks we consider on all members
and non-members. We compute an attack’s TPR by looking at the proportion of members
correctly identified as such, and the FPR by computing the proportion of non-members
wrongly classified as members by the attack. Then, the attack’s membership advantage
is simply Adv = TPR− FPR. We label this advantage as “non-IID” in our plots. We also
measure the classification accuracy of the model over members and non-members in this
non-IID case, to give insight into the attacks’ performance.

In order to study the effect of data dependencies vs. independent data sampling, we
also measure the membership advantage if members and non-members were IID samples.
To do this, for each non-IID experiment, we merge the member and non-member sets, and
generate a new member and non-member set by resampling from this merged set (we keep
the original member and non-member set sizes). The advantage in this case represents the
attack’s performance in the IID experiment, and we label it “IID” in our plots.

Datasets We use three publicly available datasets considered in prior work [124,181] and
three additional datasets from the UCI machine learning repository [64]:

1. The adult dataset [122], which contains 48 842 data samples from the 1994 US census,
each with 14 attributes such as age, gender, and education. The binary classification
task is deciding whether the individual earns more than $50k a year.

2. The compas dataset [15], extracted from ProPublica’s investigation into racial bias in
ML, which contains 6 172 samples with 15 attributes such as age, sex, and number
of prior offenses. The classification task is predicting whether or not an individual
re-offended within 2 years.

3. The texas dataset [4] contains a series of records of inpatient stays in various hospitals
published by the Texas Department of State Health Services. The classification task is
predicting the procedure. We follow the approach by Shokri et al. [181] and compute
the top-100 most popular procedures as the classification label (we discard any rows
not in the top-100). The final dataset contains 350 280 samples each with 66 attributes
such as length of stay, age, and total charges.
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4. The heart datasets [5] are four datasets collected from hospitals in Cleveland, Hungary,
Switzerland, and the VA Long Beach. The datasets contain 303, 294, 123, and 200
data samples, respectively. We use the 14 attributes common to all datasets such as
age, cholesterol, and fasting blood sugar with the classification task of predicting if
the patient has a heart condition.

5. The students dataset [46] contains data samples from a study on student achievement
in Portuguese schools. We use the Portuguese language dataset, which has 649 samples
from two schools (423 and 226 samples each) containing 30 attributes such as age,
study time, and number of absences. The classification task is predicting if the student
passed or failed the course, based on the final grade. We remove the two intermediate
grades from the attribute list, as they are highly correlated with the final grade.

6. The census dataset [6] contains data extracted from the 1994 and 1995 US Census.
We take all 99 827 data samples from the 1994 dataset and extract the 10 attributes
in common with the adult dataset. The classification task is to predict whether an
individual earns more than $50k a year.

We replace missing values with the mean or mode value for that attribute and use a one-hot
encoding for all categorical attributes. For example, if the categorical attribute has values
red, green, and blue we add three new binary attributes, one for each colour. Since we only
used a subset of the attributes for certain datasets, the rows were not always unique. To
address this, we remove duplicate rows, keeping a single copy of each duplicate. Table 6.2
summarizes how we use these datasets in our experiments. In most experiments, we set a
value for n (n = 10 000 in most cases, and n = 2000 in compas), and sample n members
and n non-members using the procedure described above. When the remaining data is
large enough, we use it to evaluate the shadow model attack (when we do not have enough
data, denoted “–” in Table 6.2, we skip this attack). In experiments where the datasets are
small (heart and students), we use an uneven number of members and non-members (we
explain this in Section 6.4.4).

Model Architecture Following the work of Jayaraman et al. [111], and others [11, 181],
we use a ReLU network with 2 hidden layers, each with 256 neurons trained for 100 epochs
as the target model in all evaluations. The models use the DP ADAM Gaussian Optimizer
and RDP accountant from TensorFlow Privacy [7] with ℓ2 regularization to avoid overfitting.
The default hyper-parameters are 10−5 as the ℓ2 regularization coefficient, 10−2 as the
learning rate, and 200 as the batch size [111]. We vary ϵ in our evaluations and fix δ to
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equal 10−5. This follows the general recommendation that δ should be less than the inverse
of the training set size [70]. We note that ϵ = 0 still leaks information, since δ > 0.

Membership Inference Attacks We consider two membership inference attacks evalu-
ated in prior work [111] that we summarized in Section 6.2.1. The shadow model attack [181]
requires a large pool of publicly available data in order to train shadow models. Therefore
we only run this attack on datasets that have leftover samples after building our member
and non-member sets (see Table 6.2). Following prior work [111,181], we train five shadow
models, each with the same architecture as the target model. The attack model uses the
same architecture as the target model but with 64 neurons in the hidden layer. We consider
two variants of the threshold attack [205]: one that knows the true loss distribution and
therefore chooses the optimal decision threshold (optimal threshold attack) and one that
uses the average training loss as decision threshold (average threshold attack). We remark
that we do not modify these attacks. The attacks only get black box query access to the
model a (with confidence scores), the training loss (log loss attack), public data following D
(shadow model attack), and the sample z. That is, they do not use all the information that
we allow the attacker in Algorithm 8. Specifically, we omit the set size n and the training
algorithm A. The attacks were not designed to exploit dependencies between training
samples and the adversary never explicitly learns these dependencies. Furthermore, in each
experiment, we are careful not to include attributes that can trivially identify the mixture
component that a sample was drawn from (we clarify this below).

Implementation We used Python 3.8 for our implementation3, building upon the code
of Jayaraman et al. [8]. This code includes the implementation of the threshold attack and
shadow model attack, where the latter is based on Shokri et al. [181]. To implement RDP,
we use the RDP accountant in TensorFlow Privacy.

6.4.2 Cluster-based Dependencies

We begin by studying to what extent data dependencies can affect MIAs. To do this, we
artificially create two sets D1 and D2 that have samples whose features lie in different
regions of the feature space. A similar idea was explored in previous work [157] by adding
spurious perturbations to the training data that caused a large discrepancy between training
and testing accuracy. Instead of modifying existing attributes, we take a real-world dataset

3Source code available at https://github.com/t3humphries/non-IID-MIA
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Figure 6.2: Results in adult dataset with cluster-based dependencies.
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Figure 6.3: Results in compas dataset with cluster-based dependencies.
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and run a k-means clustering algorithm with k = 2 to find clusters of samples that lie in
different regions of the feature space. We run the clustering algorithm independently for
all the samples of each class, and add all samples in cluster i to the set Di (i ∈ {1, 2}).
Intuitively, D1 and D2 represent mixture components where the characteristics used to
distinguish the classes are significantly different.

We use adult with n = 10 000 and compas with n = 2000 in this experiment. We
evaluate what happens when we use D1 to sample the members and D2 for the non-members,
and vice-versa. We use leftover samples in adult (up to n per cluster) to train the shadow
models for the shadow model attack (see Table 6.2). We do not evaluate the shadow
model attack for the compas dataset, since we do not have enough samples to provide the
adversary.

We run the clustering algorithm once to define D1 and D2, and then repeat the creation
of member and non-member sets, the training, and the attack evaluation 50 times. For each
of these experiments, we also run the IID counterpart as explained above, i.e., by randomly
mixing the member and non-member sets and repeating the training and attack evaluation.

Figure 6.2 shows the average advantage of the average threshold attack, optimal threshold
attack, and shadow model attack (shaded areas are the 95% confidence intervals for the
mean) versus the privacy level ϵ. We only show the results for the case when members are
sampled from D1 and non-members from D2 (the results for the opposite scenario were
very similar). For the value ϵ = ∞, we simply use non-private SGD. For reference, we
also plot our membership advantage bound (6.5), which is only guaranteed to hold in the
IID scenario. The rightmost plot includes the average classification accuracy of the target
model over the member and non-member sets.

We see that these cluster-based dependencies significantly increase the adversary’s
performance compared to the IID case. In general, we observe that the attack performance
increases as the privacy level decreases (higher ϵ). For ϵ ≥ 1 we see that the attack performs
alarmingly well, close to perfect advantage. Our results also confirm that the advantage
bound does not hold in non-IID cases.

The classification accuracy gives insight into the performance of the threshold attacks.
Recall that these attacks classify all points with logloss below a threshold as members. The
high discrepancy between the loss of members and non-member samples makes it easier
for these attacks to identify their membership correctly. Another interesting observation is
that, in Figure 6.2, the classification accuracy remains constant after ϵ > 1 but the non-IID
advantage of the threshold attack further increases when ϵ = ∞. This corroborates the
observation of Yeom et al. [205] that overfitting is not the only factor at play in the success
of the attack.
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In Figure 6.3, we show the results of the optimal threshold attack for the compas dataset.
These results confirm our findings in the adult dataset, and even reach an almost-perfect
advantage (≈ 1) for ϵ = 10. To summarize, we have shown that, using off-the-shelf attacks
and datasets, certain dependencies among members/non-members can significantly increase
the performance of MIAs. The advantage we observe not only crosses the DP bound for
the IID case, but can reach the maximum value of 1 in the worst case.

6.4.3 Dependencies Caused by an Attribute Bias

We have seen that the cluster-based dependencies can yield extremely high levels of
membership advantage. However, a dependence this strong might not occur in practice.
In this section, we consider a more realistic and interpretable dependency, based on an
attribute in the dataset, that we call an attribute bias. We build two experiments using the
adult dataset: one using the gender attribute (there are only two genders in this dataset,
‘Male’ and ‘Female’), and another one using the education level (we consider that samples
with at least ‘some-college’ education are “high education”, and all the others are “low
education”). For each experiment, we use member and non-member sets with n = 10 000
samples, and a bias value p ∈ [0, 1] representing the proportion of the training set that has
the particular attribute value.

We generate the sets D1 and D2 as follows. We use the gender attribute as an example,
but the set generation works similarly for the education attribute. First, we generate D1 by
taking ⌈p · n⌉ samples at random from the dataset with the gender attribute ‘Male’, and
the remaining samples have the ‘Female’ attribute. We build D2 by taking an even number
of samples with each gender attribute value (i.e., 5 000 ‘Male’ and 5 000 ‘Female’). We
delete the gender attribute from all samples after generating the sets, so that the adversary
cannot use the gender directly in identifying members and non-members. As before, we use
remaining data samples to train the shadow models for the shadow model attack, ensuring
we do not give the adversary more than n samples per attribute value. Since our goal here
is to investigate training set bias, we train with the biased set (D1) and vary the bias level
p. The non-members (D2) have an equal number of samples from each attribute value. We
repeat the set generation, training, and evaluation process 50 times for each of the values
of the bias p that we test.

Figure 6.4 shows the average advantage of the average threshold attack, optimal threshold
attack, and shadow model attack for the gender attribute bias, versus the privacy level
ϵ. Each colour represents the performance for a different training set bias, as shown in
the legend. We show only some of the values of the bias p for the model’s classification
accuracy, for readability.
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Figure 6.4: Results in adult dataset with gender bias (p determines the proportion of males
in the member set).
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Figure 6.5: Results in adult dataset with education bias (p determines the proportion of
individuals with low education in the member set).
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We note that, when p = 0.5, both the member and non-member sets have the same
number of samples from each attribute value, so this can be considered an instantiation
of the IID experiment. Training bias (p ̸= 0.5) can significantly increase the membership
advantage, and can even have more impact than the privacy level ϵ. In fact, we see that
the adversary achieves similar advantage in a model trained on unbiased data (50% males)
without privacy (ϵ =∞), than in a model trained on highly biased data (0% males) with a
high privacy level (ϵ = 0.1). For bias levels p ≥ 0.75, the membership advantage can be
negative. The classification accuracy gives insight into this effect for the average threshold
attack. When the training set consists of all male samples (p = 1.00), we see that the
classification accuracy for non-members is higher than for members. This means that
the classification task (salary prediction) is likely easier for predominately female samples
than is on male samples (even when trained on males only). This misleads the threshold
attack (which classifies all samples with low loss as members) causing it to perform poorly
(negative Adv) when the training set is male-dominant.

In this experiment, we also consider the classification accuracy of a validation set that
has the same bias as the training set. That is, we sample 2 500 data points that are disjoint
from the training set with the same attribute bias as the training set. We see that the
target models show very similar member and validation set accuracy, especially for low
values of ϵ. This suggests that, to a data owner who only has access to biased data, the
model appears to generalize well. Even if the data owner runs a tool such as ML Privacy
Meter [155] to check their model, they might underestimate the vulnerability of their model.

We plot the results using the education split for the optimal threshold attack only in
Figure 6.5. The results are qualitatively similar to the ones with the gender split. In this
case, predicting the income of individuals with low education levels is generally easier than
on individuals with high education. Even when training with high-education samples only
(p = 0), the model’s accuracy over non-members (samples with low education) is higher
than in members, which causes the MIAs to perform poorly for low values of p. However,
when p is large (majority of low-education samples in the training set), we see that the
MIAs perform better, breaking the DP bound for the IID case.

6.4.4 Inherent Dataset Dependencies

We have seen that dependencies play a significant role in the success of membership inference
attacks. A natural question to ask is whether such dependencies occur in practice. While
there are no public examples of MIAs in the wild, we study naturally occurring dependencies
found in off-the-shelf datasets. We do this by either finding different datasets for a similar
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Figure 6.6: Performance of the optimal threshold attack in the heart dataset when members
belong to a particular database (hospital/institution), and non-members are taken from all
other databases.

classification problem or splitting existing datasets based on an attribute that would define
a training set in practice, such as the location/institution where the samples were collected.

Hospital data: heart condition detection For our first dataset-based dependency
experiment, we use the heart datasets, which consist of four different datasets (Cleveland,
Hungary, Switzerland, and the VA Long Beach), each containing the samples from one
hospital/institution. The classification problem is detecting whether or not a patient has a
heart condition (the classification problem is binary). We use all the samples from each
database to define the {Di}i∈[4] sets, and evaluate the performance of MIAs when we train
with one database and all the samples from the other three databases are non-members.

Figure 6.6 shows the results when training with each of the hospitals. We see that there is
certain property present within each hospital, since the membership advantage when we train
with one hospital dataset (non-IID) is significantly higher than when we shuffle all datasets
(IID). We note that the advantage in the IID case slightly breaks the bound. We posit that
this is because the RDP accountant assumes batches are sampled without replacement and
each batch is sampled independently. In practice, and in our implementation, batches are
non-overlapping. This difference in sampling would be particularly noticeable when the
training set is small (as overlaps are more probable), which explains why the advantage in
the IID case is slightly above the bound.

School data: students proficiency detection Next, we consider the students dataset,
which contains data about students from two Portuguese schools (Gabriel Pereira and
Mousinho da Silveira), and the classification problem is to predict whether the student
passes the course. We use all 423 samples from Gabriel Pereira school (D1) as the training
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Figure 6.7: Results in students dataset when members are from the Gabriel Pereira school,
and non-members from Mousinho da Silveira school.

set, and all 226 samples from Moushinho da Silveira school (D2) as non-members. Figure 6.7
shows the results. As before, we see that there is a common property in the students of
each school that helps MIAs succeed with higher probability than in the case where we
shuffle the data from both schools (IID).

Hospital data: large dataset with a multiclass problem Next, we use the texas dataset,
which is a larger dataset (350 280 samples) with the 100-class problem proposed by Shokri
et al. [181]. Each sample contains an attribute specifying the health region where it was
collected. We assign samples from health region number 3 to the set D1, and assign all other
samples to D2. For each run of this experiment, we randomly sample n = 10 000 samples
from D1 to use as members/training, and use the same number of samples from D2 as
non-members (we restrict the sizes for computational reasons). We give n leftover samples
from each set to the adversary to train the shadow model attack. We note that such split
could naturally occur in practice (e.g., the local authorities of health region 3 decide to
train a machine learning model using data for all the hospitals in that region). Figure 6.8
shows the results. In this case, the difference between the non-IID case (training with
health region 3) and IID case (training with samples from all health regions) is smaller than
in previous experiments. We can see that the classification accuracy is only slightly higher
for members in the non-IID than in the IID case (the opposite is true for non-members),
which explains the more modest advantage increase due to the training set dependencies.
However, the relative increase in advantage between the IID and non-IID experiments is
significant, especially in the threshold attack when ϵ ∈ [1, 100].
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Figure 6.8: Results in texas dataset when members are from hospitals in region 3, and
non-members are from any other region.

Census data: dataset curation dependencies Finally, we consider the dependencies
that stem from techniques a researcher or institution follows when curating a dataset. We
use both adult and census datasets, which have been extracted from the 1994 US Census
data, but were curated into ML training data by different researchers. Specifically, each
research group extracted a different number of records: the adult dataset consists of 48 842
records extracted using certain binary rules to filter out records, and the census dataset
contains 299 285 records, but does not specify any filters. Both datasets consider the
classification task of predicting if an individual’s income is above 50 000 USD (binary
classification). We take 10 attributes that both datasets have in common. The set D1 is
the data from census, and D2 contains the samples from adult (we remove duplicates so
that D1 ∩D2 = ∅). As in the previous experiment, we set n = 10 000 and sample n data
points from D1 as members and n from D2 as non-members.4 We further draw n samples
from each set to train the shadow model attack. We show the results in Figure 6.9.

We see that, even though the census data comes from the same source, the curation of
these datasets introduces dependencies that can certainly help MIAs. The performance
across all attacks is considerably higher for the non-IID setting, and DP-SGD does not
seem to have a big effect at preventing this leakage. We note that the noise that DP-SGD
adds during training decreases with n; this explains why, in this dataset, even small values
of ϵ are not effective at stopping the MIAs in presence of data dependencies.

4We remark that, since both of these datasets are extracted from the same source (the US Census),
there a possibility that multiple unique records can describe the same individual. However, we consider
membership inference at the data point level for this experiment.
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Figure 6.9: Results when training a model with census, where non-members are from
adult dataset.

6.5 Discussion: Connection to Property Inference

In this paper, we investigate the effects of data dependencies on membership inference
attacks. We show that statistical differences between members and non-members can
improve the performance of existing off-the-shelf MIAs. One can interpret these data
dependencies as a property that allows distinguishing members from non-members. This
property can be tangible, such an existing attribute that already distinguishes members from
non-members, or a non-interpretable and arbitrarily complex combination of attributes.

Property Inference Attacks (PIAs) [19,82,145] aim at revealing a property of the training
set that the data owner might have wanted to keep secret. In contrast, recall that MIAs aim
to infer whether an individual sample is a member of the training set. Given their definitions,
MIAs and PIAs are very different attacks, with different goals altogether. However, by
defining the data dependencies among members as a property, one could devise a new
MIA that first runs a PIA to reveal a property of the training set and then checks the
presence/absence of this property in the target sample to decide on its membership. This
MIA-via-PIA draws connections between membership and property inference in the non-IID
case: a successful PIA could lead to a successful MIA. In this section, we first discuss the
feasibility of an MIA-via-PIA, then we discuss the privacy implications of this attack and,
finally, explain the differences between an MIA-via-PIA and the MIAs we evaluated in
Section 6.4.

Feasibility of MIA-via-PIAs The first step in an MIA-via-PIA is finding a property
that separates members from non-members. PIAs receive a description of the property
to be inferred as an input, e.g., as two complementary hypotheses [19,82] or as a binary
function of the samples’ attributes [145]. Generally speaking, finding the right property
description that separates members from non-members is challenging. In the theoretical MM
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membership experiment (Algorithm 8), the adversary has access to D, a joint distribution
made up of mixture components. Thus, in this setting, the adversary has a description of a
set of properties [K] representing the various mixture components. The adversary could
train a meta-classifier [82] that receives a trained model as input, and infers which mixture
component Dk̂ (k̂ ∈ [K]) the training samples followed. However, in practice, this property
inference is likely to be unsuccessful for a number of reasons. First, the assumption that the
adversary receives D is very strong and unlikely to occur in practice. Second, the number
of mixture components K is likely very large or might not even be a discrete set (e.g., in the
case of hospital data, K could be the total number of “possible hospital distributions” that
exist, which might not even be finite). This further increases the difficulty of the property
inference (estimation of k̂).

The second step in an MIA-via-PIA is to use the property k̂ to attempt to infer the
membership of a sample. For example, given the target sample z, the attacker could check
its likelihood of being a member by checking if Pr(z|z ∼ Dk̂) > Pr(z|z ∼ Dk′) for all k′ ≠ k̂.
Performing this step can be highly difficult for different reasons. First, we note that MIAs
are a statistical game: even when the adversary correctly estimates the property, it is
not always possible to correctly guess the membership of the target sample.5 Second, the
mixture components’ support is very likely overlapping such that, given a particular data
point z, there might be several mixture components from which the sample might have
come from (i.e., Pr(z|z ∼ Dk̂) ≈ Pr(z|z ∼ Dk′) for at least one k′ ̸= k). In these cases, the
MIA-via-PIA will likely fail. Note that this will often be the case when K is large, which is
likely to happen in practice, as we argue above.

Privacy Violations Next, we discuss the meaning of privacy violations under an MIA-
via-PIA. While PIAs violate the privacy of the training set as a whole, MIAs violate the
privacy of individual members. This questions whether the privacy violation of a successful
MIA-via-PIA is an individual or a group privacy violation. The MIA-via-PIA approach
decides that any sample z that has the property is a member, regardless of whether or
not that sample was truly in the training set. In that case, it would seem that correctly
guessing membership is independent of the actual membership of the sample, and thus
is not an individual privacy violation but a group privacy violation. However, we want
to reiterate that MIA is a statistical game. In situations where there is a property that
accurately distinguishes members from non-members, an MIA-via-PIA is a smart strategy
from a Bayesian inference point of view, that could increase the adversary’s odds of winning

5Note that 100% accuracy in membership inference is not possible, since the number of possible datasets
typically exceeds the number of possible model parameters, and thus at least two different datasets may
result in the same model, by the pigeonhole principle.
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the statistical membership game. Leveraging the property does not change the meaning
of the privacy violation from an individual to a group violation. We note that leveraging
dependencies to improve the accuracy of statistical attacks is common in many privacy
areas, such as location privacy (spatio-temporal correlations between a user’s locations can
help the adversary’s estimation of these user’s individual locations [182]), database privacy
(correlations between client queries aid finding out the underlying secret keyword of each
individual query [168]), etc. These privacy violations are generally considered as individual,
and not group, violations.

MIAs under data dependencies While we have argued that an MIA-via-PIA is a
valid MIA that can be successful, a PIA is not necessary to build a successful MIA under
statistical dependencies. Our theoretical experiments follow prior work [205] and consider
an informed adversary with knowledge of D. We have shown, theoretically, that DP bounds
do not hold against such adversary (Section 6.3.3). However, in practice, assuming the
adversary knows D might not be realistic. Our empirical evaluation considers a particular
case of the theoretical membership experiment where the adversary simply does not use
(and does not know) D. We evaluate popular off-the-shelf attacks and see that these attacks
achieve high accuracy under data dependencies, exceeding the DP bounds that hold for the
IID scenario. This shows that knowledge of D (which could enable a MIA-via-PIA) is not
necessary to exploit the data dependencies and break the IID DP bounds.

Regardless of whether one uses an MIA-via-PIA in non-IID settings, it is a fact that
data dependencies affect the performance of off-the-shelf MIAs (our empirical evaluation
demonstrates this) and thus MIAs in the wild will inevitably (and perhaps unintentionally)
also be affected by this. We believe that MIA advantage in the wild will be closer to the
experiments that we have seen in this paper, and we maintain that future evaluations of
MIAs should consider realistic member/non-member splits, since we have seen that random
shuffling underestimates the privacy risks of membership inference. Finding techniques that
help mitigate the leakage that stems from data dependencies, which has been ignored by
past work, is an interesting topic for future work.

6.6 Related Work

Chatzikokolakis et al. [40] provide a similar theoretical bound for the case of pure differential
privacy. However, since DP-SGD uses the moments’ accountant, which gives approximate
DP, our bound is more useful in practice. We remark that the goal of this paper is not to
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be competitive with state-of-the-art attacks in MIA [33,112,140,176,184,198,203]. Instead,
we show the amplification effect of data dependencies on existing, well-known attacks by
Shokri et al. [181] and Yeom et al. [205]. Showing that a single MIA breaks the upper
bound for a single attack is enough to prove our point.

There have been several works that investigate the performance of MIAs under different
assumptions. Nasr et al. [161] provide a comprehensive privacy analysis of MIAs under
several white-box conditions and design an inference attack that targets vulnerabilities in the
stochastic gradient descent algorithm. Recent work by Jagielski et al. [110] improves MIA
success by developing a novel data poisoning attack. Nasr et al. [162] show experimentally
that the strong adversary (see Alg. 6) can reach the theoretical DP upper bounds. These
works all show stronger attack success than previously reported. However, they achieve
this performance by giving the adversary increased (often unrealistic) capabilities while
only considering the case of IID data. We instead focus on the weaker black box model of
attacker capabilities and vary the data distribution (to be more realistic) to strengthen the
attacks.

Kulynych et al. [124] demonstrate that data samples from underrepresented communities
are more vulnerable to MIAs. Bagdasaryan et al. [20] find that DP-SGD results in a
disproportionate amount of accuracy loss for vulnerable groups. These works complement
our findings that MIAs are stronger when the training data has dependencies. Xiong et
al. [202] study the risks of non-IID data in the federated learning setting. Hu et al. [100]
design a new attack to uncover the source of data points (such as which hospital contributed
the data point) in the federated setting. This work complements ours by showing an increase
in attack performance when considering clients with different data distributions. Similarly,
Gomrokchi et al. [91] study the problem of MIAs against reinforcement learning and find
that temporal correlation between training trajectories plays a major role in attack success.

We recall that property inference attacks aim to discover hidden properties in a target
classifier’s training dataset, such as the proportion of members in the dataset that are
students [19]. It is well known that DP does not protect against property inference
attacks [19,145]. As discussed in Section 6.5, our goal is not to conduct a property inference
attack or be competitive with state-of-the-art attacks in this field [19, 82, 145, 170, 209].
Instead, we show the effects of datasets that are non-IID on MIA attacks using properties
as one way to introduce a dependency in the datasets.

While our work is the first to investigate the effects of dependent data on MIAs against
Neural Networks trained with DP-SGD, other works have studied the limitations of DP under
data dependencies, as summarized by Tschantz et al. [194]. Kifer and Machanavajjhala [119]
claim that DP mechanisms do not always limit participation inference, and later propose

146



the Pufferfish framework [120], which they use to show that data correlations can cause
additional information leakage compared to the IID case. Li et al. [131] explain that DP
implies membership privacy only when data is mutually independent. Liu et al. [136]
empirically study the effect of data dependencies on inference attacks against the Laplace
mechanism. They show that an adversary with knowledge of these dependencies can violate
DP bounds that hold in the IID scenario. Although our conclusions are similar (besides
the fact that we work in the ML domain), an important difference between this work and
ours is that the attacks we evaluate do not use knowledge about these data dependencies.
Instead, we show that existing attacks [181,205], which were not designed to exploit data
dependencies, also benefit from them.

6.7 Conclusion

We show that current MIA experiments and evaluations hinge on the restrictive assumption
that members and non-members are IID data samples. We studied the performance of
MIAs when there are statistical dependencies among the training set samples, and found
that they pose a far greater threat than previously reported. We show that current state-
of-the-art MIAs can achieve near-optimal performance when we introduce artificial dataset
dependencies, but even naturally occurring dependencies can increase MIA performance
compared to the IID scenario. We show theoretically and empirically that, when members
and non-members are not IID, the previous theoretical bounds of DP do not apply. Our
work demonstrates that data dependencies should be taken into account when studying MIA
performance, as they are a realistic assumption that, if ignored, can lead to a significant
underestimation of the privacy risk that MIAs pose.
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Chapter 7

Conclusion

In response to the research question, we first presented a collection of case studies that
highlight the effectiveness of our approach to identify the key bottleneck in private systems
and design a solution tailored to the specific context of that system.

In Chapter 2, the key challenge inhibiting deployment was the performance overhead of
secure inference, specifically the computation time of non-linear layers. Naively replacing
the non-linear layers with polynomial approximations leads to poor inference accuracy
or unstable training. Our approach designed a custom ML training pipeline and secure
computation protocol that are closely integrated to achieve significant improvements. Our
co-design technique significantly reduced the performance trade-off, yielding between 3 and
110× speed-ups over the state-of-the-art solutions.

In Chapter 3, the existing approaches suffered from the inherently bad utility of the local
model of DP, exacerbated by the correlated relationship of keys and values in key-value
data. Our solution utilized the problem context of computing a DP output in the local
model to design a secure computation protocol with reduced runtime through additional
DP leakage. The result was a system that boasts utility in line with the central model (

√
m

improvement where m is the number of clients), while improving the runtime of the secure
computation from the order of days to seconds.

In Chapter 4, the state-of-the-art required adding noise to the cluster centres proportional
to the entire private data domain. Our solution took the approach of evolving a coreset
of values, so the private data simply has to vote for its best representative. This process
of voting significantly reduced the amount of noise, and therefore error, introduced by
differential privacy. The result outperforms related work on various benchmark datasets
and also includes a high-dimensional variant to remain competitive as datasets scale.
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In Chapter 5, we needed to find a way to communicate the error of a private median
query without significantly increasing the error of the median, unlike previous work. Our
solution was to design a new function to estimate a bound on the error as a post-processing
step to an unmodified private median query. By observing the properties of median queries
specifically, we were able to significantly reduce the sensitivity of the utility function and
gain between 14 and 850% improvement in the error of the median while providing a
similarly tight and interpretable error bound.

While the design of each of these case studies was heavily influenced by the deployment
bottlenecks of the given systems, we extract the transferable contributions from each case
that inspire future solutions.

• Securely evaluating polynomials is a fundamental problem in secure computation
(directly occurring in applications like PSI or through approximations of non-linear
functions like in this work) for which we provide a lightweight MPC protocol in
Chapter 2.

• Selective MPC (Chapter 3) was one of the first papers to use DP leakage to reduce
the runtime of securely computing a DP statistic. This approach simply relaxes
the existing privacy parameter, rather than a reduction of security guarantees that
typically happens in leaky cryptography. This design model provides an interesting
way to overcome the utility, performance, and privacy trade-off of the local trust
model.

• The unique ability of Selective MPC to capture negative noise through limited views
is also widely applicable, as many previous works employ dummy traffic following a
DP distribution.

• Our modifications to improve private evolution in Chapter 4 can be applied to the other
data modalities such as images and text that are currently deployed by companies
like Apple and Microsoft.

• Our post-processing approach (Chapter 5) of estimating the error bound after the
statistic (to maintain the quality of the original statistic) can be extended to give
bounds for other data-dependent privacy distributions.

In response to the second part of the research question, Chapter 6 provided an example
highlighting why it is important to ensure a meaningful privacy definition, by clarifying the
difference between two popular notions of privacy in machine learning. Before our work,
it was common to oversell the protection of DP in machine learning, even at low levels
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of theoretical protection. Our work provides clear evidence to ensure that stakeholders
looking to deploy private machine learning are more informed when making privacy claims.
An avenue of future work for this project is to design a privacy mechanism that effectively
bounds membership inference in the case of data dependencies. At a higher level, future
work in auditing should continue to look holistically at the threat models of a system in
search for unrealistic assumptions and the effects of relaxing them.

We have outlined some next steps or potential future applications of the specific cases
given in this thesis. However, looking at the larger research question of creating deployable
private alternatives for data science systems is a truly immense open problem. To this end,
we believe the most effective way forward is to continue finding the most influential systems
to work on next through discussions with relevant stakeholders. We can then support
these stakeholders by introducing designs that ease the contention of privacy trade-offs and
providing data-driven evidence for selecting the right privacy definitions. Ultimately, these
efforts move us closer to an ideal world where private systems are ubiquitous.
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Appendix A

Privacy of the One-Sided Dummy
Solution

For a description of the one-sided dummy solution, see Section 3.4. We consider an
implementation of our one-sided dummy solution using the strategy by Mazloom et al. [148].
This strategy uses a modified version of the Two-sided Geometric distribution (an over-
approximation) to add noise. For completeness, we provide a version of their proofs, in our
context, using the standard two-sided Geometric distribution.

A.1 Background on the Geometric Mechanism

First, we recall that the PMF of the two-sided geometric distribution is

G2(z;α) =
1− α

1 + α
α|z| (A.1)

for α ∈ [0, 1].

Definition A.1.1 (Geometric Mechanism). Let f : X n 7→ Rk. The Geometric Mechanism
is defined as

G(X) = f(X) +G2(e
−ϵ/∆)n, (A.2)

where G2(e
−ϵ/∆)n represents n i.i.d draws from the Geometric distribution with parameter

α = e−ϵ/∆

Theorem A.1.1 ( [87]). The Geometric Mechanism satisfies ϵ-DP
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Proof Sketch
G2(z;α)

G2(z +∆;α)
=

1−α
1+α

α|z|

1−α
1+α

α|z+∆| ≤ α−|∆| = eϵ (A.3)

where the inequality comes from triangle inequality and the last equality from setting
α = e−ϵ/∆.

A.2 Privacy proof

We consider the one-sided dummy mechanism, defined as

Dk(S) = qk(S) +max(0, β +G2(e
−ϵ)) (A.4)

where β is a constant chosen such that Pr[β +G2(e
−ϵ) < 0] is negligible.

Theorem A.2.1 ( [148]). Dk(S) is (ϵ, δ)-DP

Proof. Using Theorem A.1.1 we can obtain the approximate DP guarantee as follows. First,
we define a set B of all outcomes where we add negative noise. Conditioning on not being
in this set we get

Pr[D(S) ∈ Z \ B] =
n∏

k=0

Pr[Dk(S) ∈ Zk \ B] (A.5)

≤
n∏

k=0

eϵPr[Dk(S ′) ∈ Zk \ B] (A.6)

= eϵPr[D(S ′) ∈ Z \ B] (A.7)

Now, using this, we obtain the final result

Pr[D(S) ∈ Z] = Pr[D(S) ∈ Z \ B] + Pr[D(S) ∈ B] (A.8)
≤ eϵPr[D(S ′) ∈ Z \ B] + Pr[D(S) ∈ B] (A.9)
≤ eϵPr[D(S ′) ∈ Z] + Pr[D(S) ∈ B] (A.10)

Thus as long as we choose β such that Pr[D(S) ∈ B] ≤ δ, we have approximate DP.
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A.3 How many dummies to add

Next, we specify how to choose β to satisfy approximate DP. To do this, we begin by
calculating

Pr[β +G2(α) < 0] =
0∑

z=−∞

1− α

1 + α
α|z−β| (A.11)

=
∞∑

z=2β

1− α

1 + α
α|z−β| (A.12)

=
1− α

1 + α
αβ

∞∑
z=0

αz (A.13)

=
αβ

1 + α
(A.14)

then, applying the union bound we get that

Pr[D(S) ∈ B] ≤ λαβ

1 + α
≤ δ. (A.15)

Finally, we can rearrange (A.15) to obtain a formula for β

β > logα

(
δ(1 + α)

λ

)
= −1

ϵ
ln

(
δ(1 + e−ϵ)

λ

)
. (A.16)

A.4 Comparison with our protocol

The primary difference between the one-sided dummy solution and our final protocol is how
the number of dummies is selected. In the one-sided dummy solution, dummies are chosen
from a geometric distribution shifted by some amount, which we call β. The expected
value of a single sample of the shifted and truncated two-sized geometric distribution is
at least β. Additionally, each element is given to all nodes rather than a subset of them.
Considering these changes, the client-to-server communication of the one-sided dummy
solution is Ω

(
|S|ℓ+ nβℓ

)
. The computation cost of this protocol in the MPC phase is the

same as our solution.

Figure A.1 demonstrates the difference in the expected number of dummies for the
one-sided dummy solution and our final solution (selective MPC). It is clear that selective
MPC produces less dummies and is more efficient.
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Figure A.1: We consider the expected number of dummies for various epsilons. r is chosen
to minimize the epsilon spent and where applicable delta is fixed to δ = 2−40.

A.5 Using the noise from dummies

A natural question is if the dummies used to achieve a DP leakage could also be used
to make the output private (instead of adding additional Laplace noise in a distributed
manner). That is, instead of discarding the dummies, we may count them as real values to
add noise to the frequency statistic. We remark that this is not possible in selective MPC.
Due to the fact that we add dummies following a one-sided geometric distribution, the
output cannot satisfy DP (even approximate DP as the δ is prohibitively large). However,
the dummies could be used in the one-sided dummy solution. Specifically, for frequency
estimation, we have already paid the privacy cost in ϵL, and could simply publish the view
of the computation node as the noisy frequency. One would likely want to subtract β from
the final result to improve accuracy. This is private since β is derived from public values ϵ,
δ, and λ. The downside to this approach is that it inherits the downsides of the one-sided
dummy solution: approximate DP instead of pure DP and increased communication due to
a large number of dummies. It is also not clear how this approach could be extended to
mean estimations.
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