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Abstract

In today’s world, electronic hardware-level threats have become increasingly common.
These threats can range from the infiltration of counterfeit or malicious hardware in the
supply chain to the use of electronic attack tools. Due to the ever-evolving nature and
customizability of inauthentic electronics, it is difficult to validate the authenticity of
hardware. While measurement devices have been created to detect these threats, their
successful deployment requires a high level of expertise.

This thesis addresses these challenges by proposing a novelty detection method for
the SILGEO hardware validation platform with low deployment barriers. It has been
shown that this method can be trained on as few as three valid devices, and the entire
training and application process is fully automated, requiring no expertise. The method
incorporates Bayesian statistical models that rely on carefully selected assumptions and
domain knowledge. Furthermore, maximum false positive rates can be estimated and
adjusted without additional data.

The presented method is tested in several case studies on devices ranging from surface-
mount integrated circuits to Wi-Fi-enabled disguised attack tools. In each case, the es-
timated maximum false positive rate exceeded the observed false positive rate, and most
counterfeit and malicious devices were identified. This thesis presents a practical solution
to detecting and validating hardware in a rapidly changing threat landscape.
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Chapter 1

Introduction

Electronic components play a critical role in many aspects of modern life. They are used in
defense systems, secure communication networks, public utilities and food supply chains.
However, modern supply chains’ global and complex nature has led to the widespread issue
of counterfeit Integrated circuits (ICs) [23]. Fake ICs can be found in a range of industries,
including defense [13], aerospace, automotive, and essential utilities [15], and they pose a
significant threat to safety-critical sectors.

The increasing reliance on electronics in critical infrastructure has also increased the
threat of disguised electronic attack tools. These tools, such as keyloggers disguised as
USB keys, radio-active USB cable sniffers, and “USB kill sticks,” are widely available at
low costs and do not require advanced expertise to use effectively [24]. This ease of access
and concealment makes them a significant concern for organizations and individuals.

Various hardware validation techniques have been developed to address hardware threats
and risks, which can be broadly classified as physical or electrical inspections [23]. Physical
inspections include techniques such as x-ray material analysis and internal inspection via
optical analysis after decapsulating or delidding an IC. Electrical inspections involve testing
the functionality of the IC and their durability via burn-in tests. However, these methods
are often costly, time-consuming manual procedures that require trained specialists and
may destroy the Device Under Tests (DUTs).

SILGEO, proposed by Monero et al. [34] and presented Vibien’s thesis [17], is a promis-
ing platform for hardware validation. SILGEO enables the collection of sensitive finger-
prints from electronic components without powering the DUT. Passive measurement allows
for the testing of devices without specific power requirements and prevents any activity



or changes on the DUT. The collected fingerprints are created by measuring the propa-
gation of electromagnetic waves within the DUT. This non-invasive approach could be a
cost-effective and efficient method for hardware validation.

For the measurements collected by SILGEO to be useful for electronic manufacturers or
security teams, a robust model is needed to differentiate between valid and invalid devices.
In an electronics production environment, various types of ICs are often used in the same
product. Each IC is given a part number and goes through a part approval process; for
example, consider the DO-160 standard for environmental testing in the aerospace industry
[1]. Note that when changes are made to electronic components, they are typically assigned
a new part number and require a new round of testing. The supply chain for these I1Cs
is often untrusted and may not remain consistent throughout the production run of a
product. This loss of suppliers for an existing item is called the diminishing manufacturing
sources and material shortages problem [2]. Obtaining and testing counterfeit ICs ahead
of time can be challenging, time-consuming, and expensive. A testing model used in this
setting must be able to verify that new ICs are the same type as the approved devices,
using a small sample of verified devices for training. In a production line setting, false
positives can be costly, requiring manual intervention, and high false positive rates can
lead to alarm fatigue. The model must consider false positive considerations despite the
lack of invalid ICs for training or testing.

In previous work, simple distance-based metrics have been applied to SILGEO mea-
surements to successfully detect counterfeit FT232RL microchips [17]. This thesis aims to
address the problem of detecting counterfeit ICs using the SILGEO platform by developing
a novelty detection model. Given a small sample batch of verified ICs, we develop a fast,
automatic method for assuring that unseen ICs belong to the same class as the verified
ICs. We expand on the work by Monero et al. [31] to include the following:

1. fully automated model training
2. maximum false positive rate estimates
3. granular information on anomalies

One constraint of our model is that it is only to be trained on a limited number of
nominal devices. The introduced model uses Bayesian inference to incorporate domain
knowledge to overcome the small sample size and account for epistemic uncertainty.

This thesis is organized as follows: In Chapter 2, we give examples of hardware-level
threats and place SILGEO in the context of other hardware validation techniques. We then
supply some background in electronic network analysis and novelty detection. In Chapter 3,



we introduce our novelty detection method, followed by applications in Chapter 4. Finally,
we concluded with our final thoughts and recommended the next steps in Chapter 6.



Chapter 2

Background

This chapter covers the following background information. Section 2.1 and Section 2.2 give
examples of impactful hardware-level threats and current hardware validation techniques,
respectively. We cover some relevant systems analysis topics required to understand our
data processing choices in Section 2.3. Finally, we provide a breakdown of the field of
novelty detection to provide context for the decisions we make in Chapter 3.

2.1 Hardware Level Threats And Risks

Two main threats create a need for fast, scalable hardware validation. The first threat
comes from the nature of modern supply chains; we discuss this first. The second threat
comes from the increased availability of disguised hardware attack tools.

2.1.1 The Risks Induced By Modern Electronic Supply Chains

The complex, opaque, global, and vulnerable nature of modern supply chains for electron-
ics has become a matter of significant concern for many organizations, including defense
departments, electronics manufacturers, and healthcare systems [23]. The widespread de-
pendence on these supply chains highlights the critical importance of addressing their
vulnerabilities, which can have far-reaching and significant impacts on society. To fully
comprehend the extent of the risks and consequences associated with modern electronics
supply chains, comprehensive analyses are given by Vibien [17] and Halak [25]. For this



thesis, we provide the following examples to illustrate the impactful nature of supply chain
attacks.

Counterfeit ICs and malicious hardware modifications have been a persistent concern
for the defense sector of the United States of America. With the increasing reliance on
electronic components in military equipment, counterfeit ICs in defense supply chains have
become a significant issue [28]. The pervasiveness of counterfeit electronics prompted an
inquiry by the Committee on Armed Services to assess the threat posed by counterfeit parts
and the current state of counterfeits in the defense industry [13]. The inquiry uncovered
approximately 1800 suspect counterfeit parts cases, including cases in various military
aircraft and an anti-ballistic missile defense system. Omne of these cases involved 84 000
parts suspected to be counterfeit.

The proliferation of counterfeit devices in modern electronic supply chains is having
a significant impact on electronic manufacturers. Research has shown that the economic
impact of these counterfeit devices amounts to approximately $100 billion globally for
legitimate electronics companies [39]. The detrimental effects of these counterfeit chips
involve safety concerns, lost sales of legitimate chips, and product failure caused by subpar
counterfeit parts [23].

2.1.2 Hardware Level Attack Devices

Cybersecurity efforts are facing a growing threat from hardware attack tools, which can
compromise the security and integrity of electronic devices. These tools, often disguised
as commonplace electronics such as USB keys, can destroy, spy on, or gain control of their
targets. Attack tools have become cheap, easily accessible, and simple to operate, making
them a significant concern for organizations and individuals alike [24].

One such type of attack tool is the rubber ducky. The rubber ducky is an implementa-
tion of a BadUSB attack [33]. Disguised as a USB key, these devices pretend to be human
interface devices such as a keyboard or mouse. They can be used to install backdoors,
capture credentials, and exfiltrate sensitive documents. At the time of writing, disguised
rubber duckies can be purchased for $79.99 [21].

Another type of attack tool is the O.MG cable, which is disguised as a USB cable. In
addition to the capabilities of rubber duckies, O.MG cables can be remotely controlled
through their built-in antennas. These cables can perform a wide range of attacks, making
them a significant threat to the security of electronic devices. At the time of writing, O.MG

cables can be purchased for $119.99 [21].



2.2 SilGeo As A Platform For Hardware Validation

Guin et al. [23] organizes hardware validation techniques into physical and electrical in-
spections. Physical inspections involve methods that measure the physical characteristics
of a device, such as material makeup and form. Examples of physical inspections include
x-ray imaging, interior visual analysis after chip disassembly, and external optical inspec-
tion. On the other hand, electrical inspections are concerned with the functional aspects
of the electronic device. Examples of electrical inspections include burn-in tests, power
consumption tests, and functionality tests. The main advantage of electrical inspections
includes reduced test noise as only properties pertaining directly to a DUT’s functionality
are measured. The main advantage of physical inspections is that they do not necessarily
need to be custom-created for each type of device.

A measurement captured with the SILGEO platform would be considered a physical
inspection in the classification scheme discussed above. SILGEO creates fingerprints of elec-
tronic devices based on measurements of electromagnetic wave propagation and impedance
discontinuities within the DUT. These measurements are taken by connecting exposed pins
of a device through an adapter board to the SILGEO measurement system. These exposed
pins may be in electrical connectors such as pin headers, cable connectors, and IC sockets.
For example, SILGEO might gather a fingerprint on any device with a USB port via the
USB adapter board. The set of adapter boards, as of writing, can measure surface mount
FT232RL chips, Multilin 850 feeder protection relays, USB devices, HDMI devices, and
through-hole Z80 microprocessors, but new adapter boards can be created to interface with
virtually any electronic device.

The fingerprints collected by SILGEO should be sensitive to any functional differences
between different DUTs. In Section 2.3, we discuss the properties of the SILGEO finger-
prints in detail. The sensitivity of SILGEO fingerprints to functional changes in the DUT
makes SILGEO a prime candidate for hardware validation. Unlike interior visual analysis,
SILGEO is not a destructive test, and unlike most electrical inspections, SILGEO does not
power on the DUT. Leaving the DUT unpowered prevents rubber duckies and OM.G ca-
bles from operating as they require an external power source. Additionally, some explosive
USB attack devices also require external power to activate [20], power which the SILGEO
platform does not supply.



Figure 2.1:

A photo of the SILGEO measurement device with a USB adapter board. Note

that SILGEO was rebranded to Anvil, hence the label seen in the photo. (This photo was
taken by Srijan Pabbi)



2.3 SilGeo Fingerprint Analysis

SILGEO measures certain electrical behaviours of electronic devices. This section gives
some background on what electrical properties SILGEO measures. A SILGEO fingerprint
consists of a set of measurements taken while connected to two electrical ports of the DUT
at a time. In total, SILGEO can connect to 16 different electrical ports of a DUT and take
measurements between up to 64 electrical port pairs.

When measuring an electrical port pair, SILGEO uses a Vector Network Analyzer to
capture the S-parameters of the electrical port pair. An ordering is assigned to the electrical
ports in the port pairs, with one assigned to 0 and the other to 1. SILGEO characterizes
the DUT through the given electrical port pair with four S-parameters: Syg, Sto, So1, and
S11. A single S-parameter is created by first injecting an electromagnetic signal at a chosen
frequency into a chosen electrical port and reading the response at a chosen electrical port.
The first subscript of an S-parameter indicates the electrical port into which the signal was
injected, and the second subscript indicates the port from which the response was read. So
S11 is the response read from the electrical port assigned to one from the electrical signal
injected into that same port.

A single S-parameter at a given frequency is a complex number with a meaningful
interpretation when viewed in polar form. The absolute value |S;;| of an S-parameter
at a given frequency gives the linear gain magnitude, which is the ratio of the output
signal amplitude to the input signal amplitude. The angle of the value tanfl(%) gives
the phase shift, which is the delay of the response in comparison to the input wave with
respect to the wavelength of the input wave. Sy and Si; represent reflection coefficients,
which indicate impedance discontinuities in the DUT. S19 and Sy; represent transmission
coefficients, which characterize how the electromagnetic wave travels through the DUT.
For each of the 64 electrical port pairs that SILGEO has access to, SILGEO measures all

four S-parameters at a series of different frequencies, typically between 300kHz to 4.5 GHz.

2.4 Novelty detection

Novelty detection is the task of identifying if some previously unseen sample o “differs”
from a set of previously seen samples Xin = {1, @2, ..., T, }. We call samples that do not
“differ” nominal and the samples that “differ” anomalous. For each sample x, we define
a label [ € {0,1} that is 0 for nominal and 1 for anomalous. Note that we follow the
convention and consider correct anomalous labelling as a true positive and correct nominal
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Figure 2.2:  An overview of how we categorize novelty detection methods. The Section
references to the right correspond to sections in which each division is discussed.

labelling as a true negative. So in the novelty detection problem statement, we are first
given a dataset of only nominal samples Xi..in. We then must determine if the label [
for any new sample x is nominal (0) or anomalous (1). Unfortunately, there is no single
definition for “differ” in novelty detection; it changes depending on how the problem is
approached. Note that novelty detection is often referred to as discordancy testing in the
statistical literature [10].

The challenge of anomaly detection is to capture the patterns exclusive to nominal
samples without examples of abnormal samples. Most novelty detection algorithms have
the same basic structure. Some kind of model is fit to the training dataset of nominal
samples, and then the fit model is used to give a novelty score to new samples. These
novelty scores are then used to make a decision, typically through comparison to some
threshold. In this section, we hierarchically categorize various novelty detection methods.
Figure 2.2 provides an overview of how we break down novelty detection methods in this
section.



2.4.1 Data Modeling vs Algorithmic Modeling

Data analysis (and novelty detection) methods can be categorized into methods that as-
sume samples come from a stochastic generating model and those that assume the type
of pattern which can distinguish between nominal and abnormal samples [11]. We follow
Breiman’s terminology [11] by calling the approach that assumes a stochastic generating
model the Data Modeling approach and the assumption-free approach the Algorithmic
Modeling approach.

In the Data Modeling approach to novelty detection, a data science practitioner as-
sumes that samples are generated by a set of possible stochastic generating models. The
practitioner then uses the training dataset to select the most appropriate stochastic gener-
ating model according to some statistically meaningful metric. This approach can validate
the model based on how well it matches the training data using goodness-of-fit tests.
Goodness-of-fit tests allow for some model validation despite the lack of abnormal testing
samples. A test statistic derived from the stochastic generating model is then used to
determine a novelty score for novel samples. Since the novelty score is derived from the
stochastic generating model, a threshold with statistical meaning can be set by practition-
ers. For example, a practitioner might set a threshold that results in a target expected
false positive rate.

For example, a practitioner may assume a set of one-dimensional samples come from
a normal distribution with known variance and unknown mean. In this case, the set of
possible stochastic generating models is the set of all normal distributions with the known
variance and any possible mean. A practitioner may select the normal distribution with the
mean found using a Maximum likelihood estimate. The test statistic for this distribution
may be the standard score (the number of standard deviations a new sample is from the
mean) of the generating distribution. The threshold could be set based on the maximal
acceptable false positive rate for the percentage of nominal observations expected to have
a lower standard score to give a desired false positive rate.

In the Algorithmic Modeling approach, no assumptions are directly made on the dis-
tribution from which the data is drawn. Instead, various models are fit to the training
data, and a test dataset is used to evaluate the model’s performance. This approach relies
entirely on test and validation datasets to determine model performance. The advantage
of this approach is the relative ease with which a model can learn complex patterns. In-
stead of learning the entire generative distribution, the model has to estimate a decision
boundary [12]. Most examples of models successfully applied to highly complex problems
follow the Algorithmic Modeling approach, such as deep neural networks [3] and gradient
boosting methods [20].

10



For example, a practitioner may use a One-Class SVM [12] for a novelty detection
problem. During training, the One-Class SVM attempts to learn a function that is positive
for anomalous samples and negative for nominal samples from a training dataset containing
only nominal samples. The One-Class SVM does not attempt to learn the probability
density of novel nominal samples over the feature space. To determine the model’s efficacy,
it is then tested on a test dataset containing both nominal and abnormal samples.

When applied to novelty detection, there are two practical differences between Data
Modeling and Algorithmic Modelling approaches. The first difference is in how models are
validated, and the second is in how well the approaches scale to more complex models.

Algorithmic Modeling approaches validate their models through predictive accuracy.
Given a dataset, the first step for an Algorithmic Modeling approach is to consider how to
split the dataset into training and test sets. The size and diversity of the test sets determine
how representative the predictive accuracy is of model performance. This dependency on
the size and quality of the test set can make it very challenging or impossible to create
novelty detection models when working with a restricted or non-existent test set. On the
other hand, data modelling approaches validate their models through statistics on how well
the model “fits” the dataset. There are a variety of interpretations of what it means for a
model to “fit” a dataset, leading to diverse selection model validation methods, including
goodness-of-fit tests, residual examination, and posterior predictive checks [9]. Generally,
Data Modeling approaches for novelty detection do not require a test set or even an example
of an abnormal observation for model validation.

Creating complex models using the Data Modeling approach is typically a difficult
process. Recent advances in computation methods and ability have made it possible to
estimate more complex probability distributions via sampling methods such as the Hamil-
tonian Markov Chain Monte Carlo class of algorithms [11]. However, it is computationally
expensive and difficult to estimate complex probability distributions numerically, and they
must be hand-crafted for every application. The computational and labour requirements
of complex models using the Data Modeling approach make scaling the Data Modeling
approach to complex domains challenging. Algorithmic Modeling approaches, however,
are much better at scaling in complexity. The main requirement for Algorithmic Modeling
approaches to increase in complexity is more high-quality data. Recent Neural Networks’
performance exemplifies Algorithmic Modelling’s ability to scale to incredibly complex
models [11].

The division between Data Modeling and Algorithmic Modeling can be blurred by ap-
plying Data Modeling approaches to the results of Algorithmic Modeling methods. For
example, one might map the dataset into a latent space via autoencoders and then as-

11



sume the distribution of the dataset in the latent space to continue with a Data Modeling
approach.

For our application, we do not have anomalous samples to use in our test set; we also
have a limited number of samples to learn from. Despite this, we wish to estimate metrics of
our model performance, such as expected false positive rates. These requirements restrict
us to Data Modeling approaches.

2.4.2 Parametric vs Non-Parametric

In this section, we partition Data Modeling methods into parametric and non-parametric
approaches. Parametric methods make assumptions about the shape of the distributions of
the population that samples are drawn from and use the dataset to estimate the parameters
of the assumed population distribution. Non-parametric methods are based on robust
statistical tests that maintain their statistical properties across broad classes of stochastic
processes.

In general, non-parametric methods have lower statistical power in exchange for requir-
ing virtually no assumptions on the underlying distribution of the data [10]. Note that
statistical power refers to the probability that a hypothesis test will correctly reject the null
hypothesis; in other words, it is the sensitivity of the statistical method. Non-parametric
methods are useful when little is known about the data being modelled and there are
enough samples to inform the non-parametric model. On the other hand, parametric
methods typically require some domain knowledge to make the necessary assumptions on
the underlying distributions of the data. The advantage of parametric models is that they
can incorporate prior knowledge; however, their performance depends on the prior knowl-
edge’s quality and validity. The tradeoff between parametric and non-parametric models is
generally an example of the bias-variance tradeoff [19]. Non-parametric models generally
have low bias but high variance, while parametric models tend to have a high bias with
low variance. A model with high bias tends to be unable to learn all relevant properties
of the distribution. In contrast, a model with high variance tends to learn more properties
than are relevant from the distribution. The bias-variance tradeoff is a commonly faced
dilemma in statistics. In well-designed parametric models, the tendency towards a high
bias is reduced by making well-informed assumptions on the distribution of the dataset.
The degree of various types of bias can be checked using goodness-of-fit tests [16]. An
example of a non-parametric method for novelty detection is kernel density estimation [1 5]
[18] [8] and the Kolmogorov-Smirnov test [17]. The Kolmogorov-Smirnov test exemplifies
the low statistical power (high variance) of non-parametric methods [13]. The test loses

12



power by not making any assumptions about the population distribution as the test needs
to consider more sources of uncertainty. The increased uncertainty makes it harder for the
test to reject the null hypothesis. In this case, the null hypothesis states that a sample is
nominal. The normal distribution process outlined in the previous section gives an example
of a parametric method.

As in the previous paragraph, the division between parametric and non-parametric
approaches is sometimes unclear. In the literature, there is often disagreement over which
group models belong to [10)].

For this thesis, we proceed with a parametric approach as we have domain knowledge
of the distribution of measurements. The parametric approach should allow us to extract
more signal from our data and improve our true positive rate.

2.4.3 Estimating Parameters: Frequentist Point Estimates ver-
sus Bayesian Distribution Estimates

The Data Modeling approach assumes a stochastic model generates the data. Furthermore,
the parametric approach assumes the stochastic model generates the data while only allow-
ing for parameters of the assumed model to be learned. There are two common approaches
to estimating the parameters of the stochastic model. Parameters can be estimated with
either point estimates, interval estimates, or described by estimate distributions. Typically,
statisticians using a frequentist approach use point or interval estimates and statisticians
using a Bayesian approach use distribution estimates. While the distinction between the
types of estimates is relatively simple, the difference between Bayesian and Frequentist
approaches occurs due to significantly different philosophies and methodologies [19]. This
section contrasts the Frequentist point estimates against Bayesian distribution estimates.
As has been the case for our previous distinctions, there are interpretations in which the
distinction between Bayesian and Frequentist methodologies loses some meaning [6].

The Frequentist approach concerns the probability of the data P(D) occurring given
a stochastic model §: P(D|6). The estimates for parameters in the Frequentist approach
are typically point estimates that maximize the likelihood of the data P(D|f) (these are
found using the Maximum Likelihood Estimate.) There are distribution estimators in the
frequentist approach [51] however, they are not often used. Note that this approach does
not require any assumptions on the parameters of a model. The initial assumptions on
what type of distribution the nominal distribution is can be validated through standard
goodness of fit tests [10].
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Conversely, the Bayesian approach finds the probability of hypothesises P(6) given
the data D and priors 6, ..., 0,: P(0|D, 0o, ...,0,). While both Frequentist and Bayesian
methodologies require prior information to determine the generating distribution, the
Bayesian approach allows for additional prior information to be incorporated into model
parameters. The priors 6y, ..., 0, for model parameters are encoded in probability density
functions assigned to each parameter and are referred to as simply “priors.” This allows
inference to consider uncertainty in the parameter specification and forces all prior informa-
tion to be explicitly encoded. An advantage of using probability distributions to describe
our knowledge of our parameters is that we can update these distributions in light of new
data iteratively. For novelty detection, an interesting probability distribution is the pos-
terior predictive distribution p(&|D, 6y, ..., 8,). The posterior predictive distribution is the
probability distribution of nominal samples given our priors and training data. Bayesian
model validation is done in various ways, including posterior predictive checks [10].

To contrast the Frequentist and Bayesian approaches, we give an example for each on
a simple novelty detection problem. We are given a set of one-dimensional samples that
follow a Normal distribution. The Frequentist approach may use a slightly altered Grubbs
test [22]. The Grubbs test is meant for outlier detection but can easily be altered to
consider a single novel sample as a potential outlier as opposed to all available samples. In
the altered Grubbs test, the working hypothesis is that a novel sample belongs to the same
distribution as the training dataset. The alternative hypothesis is that the novel sample
is anomalous. The probability that the data occurs given each hypothesis is compared to
determine if the novel sample is anomalous. If the data is “significantly more likely” given
the alternative hypothesis than the working hypothesis, the novel sample is considered
anomalous.

We follow with a Bayesian approach to the same novelty detection problem. Prior dis-
tributions are set for the parameters of the Normal generating distribution. The posterior
generating distribution is computed by applying Bayes’ rule to the prior distribution and
the likelihood of the data given our prior. A new sample is then labelled as anomalous if
it is “significantly unlikely” that it was generated by the posterior predictive distribution

(7.

In our case, we have prior information, which we discuss in Section 3.2.5. This prior
information is best encoded using prior distributions on model parameters, leading us to
use a Bayesian approach to novelty detection.
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2.4.4 Probability Distribution Estimating vs Conjugate Priors

This section discusses the types of prior distributions we may assign to our nominal gener-
ating distribution parameters. The prior distributions we assign to the parameters inform
our posterior distribution’s shape. In general, this posterior distribution cannot be found
analytically. There are two ways around this problem. The first is to use Conjugate Pri-
ors; Conjugate priors of a given stochastic model are probability distributions that do not
change when updated. That is to say, when a Conjugate Prior under the appropriate
stochastic model is updated in light of new data, the posterior is the same distribution
as the Conjugate Prior with different parameters. Calculating the new parameters for the
posterior is typically fast. The second approach allows a more extensive set of prior dis-
tributions; however, there are limitations on the complexity of posterior distributions that
can be accurately estimated. The posterior distributions are estimated through various
sampling techniques such as Hamiltonian Monte Carlo [37]. This approach has increased
in popularity recently as it has been enabled by the processing speed of modern computers,
statistical programming libraries [15] [50], and recent algorithm advancements [27].

The advantage of using Conjugate Priors is updating priors is fast and accurate. The
downside is that we are restricted to the conjugate priors forms for our given stochastic
model. These priors may be able to represent our actual priors well despite their adjustable
parameters. For example, encoding value ranges into conjugate priors is often impossible.
The sampling approach allows setting custom priors to a certain extent. Current sampling
techniques do not work on all distributions and often require extensive and deep knowledge
of how the sampling algorithms work to apply them correctly. For example, current sam-
pling techniques have yet to apply to high-dimensional distributions successfully. Sampling
techniques also tend to be computationally intensive, with each iteration often requiring
significant computing time.
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Chapter 3

Proposed Method

This chapter presents a method for detecting anomalous hardware through SILGEO mea-
surements. Given a training set of measurements and a new unseen measurement, our
method aims to determine if the new measurement belongs to the distribution that gen-
erated the training set. In practice, there are two intended modes of operation for this
method. The first mode is to verify a class of devices. In this case, the training set mea-
surements are measurements of different Electronic Components that belong to a “nominal
class,” and the goal of the detector is to determine if a novel device belongs to the “nom-
inal class” based on its measurement. In the second mode of operation, the training set
contains measurements of a single device; the method must then determine whether a new
measurement comes from the same device.

The intended use cases of our method impose the following requirements on our model:

1. The training dataset contains only examples of nominal measurements.

2. The method should be able to estimate false positive rates without consulting a test
dataset, as we may not have access to anomalous examples.

3. The method should be explainable; specifically, anomalies should be detected with
respect to pins on the DUT.

4. The method should work with training datasets containing few samples, where few
means less than 50.

These requirements introduce the following challenges that inform the design of our
method:
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1. The first challenge is the high number of features that a single SILGEO measurement
creates in contrast to the number of training samples. Our datasets often have
two orders of magnitude more dimensions than samples, even after dimensionality
reduction. Novelty detection in a high dimensional setting is challenging [53], and
the “curse of dimensionality” takes many forms that are discussed in this section.

2. The second challenge is the lack of anomalous examples for testing. Without a
test set including anomalous samples, we have to rely on our assumptions on the
generating distribution of our measurements to derive expected false positive rates
for our method.

To allow for granular novelty detection, we partition SILGEO features into feature sub-
sets and apply a separate novelty detector on each feature subset. After some feature
engineering, our novelty detectors model each feature subset as a multivariate normal dis-
tribution and derive a test statistic for a new measurement using Mahalanobis distance. To
address the challenge presented by the curse of dimensionality, we apply some dimension-
ality reduction and use Bayesian updating to allow our model to incorporate prior domain
knowledge.

3.1 Feature Engineering

This section describes the process that starts with a SILGEO measurement and ends with
a set of feature sets to be modelled. We start by describing the structure of SILGEO
measurements. Next, in Section 3.1.1, we discuss the representations we use to encode our
features and which features we deem redundant. Finally, in Section 3.1.2, we cover how
we reduce the dimensionality of our feature space in preparation for statistical modelling.

For the purposes of our model, a SILGEO fingerprint of a device is a sample. As
discussed in Section 2.3, a SILGEO fingerprint is composed of up to 64 sets of measurements.
We name the measurements for a single port combination a network. Figure 3.1 visualizes
the set of network objects we have in a dataset with 201 devices.

Each network is composed of four S-parameters, and each S-parameter is measured at
2500 frequencies. A S-parameter at a single frequency is a complex number which can
be represented in many ways. Figure 3.2 visualizes the makeup of a network in which
S-parameters are represented by their magnitude and group delay. Since one of the re-
quirements for our method is to provide some granularity in the results of our novelty
detector, we consider each network separately. We discuss the magnitude and group delay
in the next section.

17



Target Device Pin Pair 1-2 Pin Pair 1-3

Z80-001
780-002

780-003

Z80-199
7380-200

780-201

Figure 3.1:

Network Network
Network Network
Network Network
Network Network
Network Network
Network Network

Pin Pair 7-16

Network

Network

Network

Network

Network

Network

Visualization of a dataset containing measurments of 200 z80 devices.

Network

SOO

510

S[)l

Sll

Group Delay

2500 frequencies

Group Delay

2500 frequencies

Group Delay

2500 frequencies

Group Delay

2500 frequencies

Magnitude

2500 frequencies

Magnitude

2500 frequencies

Magnitude

2500 frequencies

Magnitude

2500 frequencies

18

Figure 3.2: Visualization of the features in a single measurement of a pin pair by SILGEO.




3.1.1 Feature Extraction

This section discusses how we partition and extract features from the SILGEO measure-
ments described in the last section. The first task is to find a good representation for the
complex values of the S-parameters. A naive approach would be to use the linear magni-
tude and phase discussed in Section 2.3. However, we want our model’s representations
to be as simple as possible, as we have limited training data. To this end, we represent
the gain with logarithmic magnitude instead of linear magnitude as gain values scale log-
arithmically. Representing the gain logarithmically allows the model to incorporate the
difference between small changes at low gain levels without being overshadowed by large
changes at high gain levels.

Table 3.1: Example phase delay and group delay at vari-
ous frequencies in response to a frequency-invariant delay
of 0.1 seconds.

Frequency Phase Delay (Degrees) Group Delay (Seconds)

1 Hz 36 0.1
1.1 Hz 39.6 0.1
1.2 Hz 43.2 0.1
1.3 Hz 46.8 0.1
1.4 Hz 50.4 0.1
1.5 Hz o4 0.1

Finding a good representation for the delay of the signal is more involved. Phase delay
does not exhibit any scaling issues like gain did; however, phase delay can exhibit additive
properties across frequencies. This is because phase delay is measured as an angle with
respect to the frequency being observed. So, if the frequency increases, then so too must
the angle for the same temporal delay. For example, consider a frequency-invariant delay
of 0.1 seconds, then Table 3.1 contains the phase delays at various frequencies. This is an
issue as we really want to measure the new delays incurred at each frequency. To capture
this information, we use the group delay instead. Group delay 7, is defined in Equation 3.1
with respect to unwrapped phase delay ¢ and the angular frequency w. Note that angular
frequency is defined as w = 27 f where f is the frequency in Hertz. The unwrapped phase
delay is the usual phase delay except that it is not bounded or wrapped between —7 and
7. Since group delay is a partial derivative with respect to the frequency, we eliminate the
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Figure 3.3: An example of a single S-parameter measurement of a single port combination.

additive properties across frequencies and only investigate the rate of change.

) = - 22 (3.)

Table 3.1 shows how the additive property of our example does not affect the group delay.

With the representation of our measurement fixed, we next remove redundant features.
Removing redundant features is an important step, as we currently have millions of features
and only expect to have dozens of samples in our training dataset. Two insights reveal
that over half of the features are redundant. The first is that for any electrical port pair,
the transmission S-parameters (Sjp and Sp;) should be practically identical; we consider
any difference to be noise. Second, for every electrical port, all reflection S-parameters
associated with that electrical port contains the same information about the DUT. Any
difference in the electrical port’s reflection S-parameters is to the physical connections
being made by the other electrical ports in the electrical port combinations and by noise.
So, the entire fingerprint can be represented by a single reflection S-parameter for each
electrical port and a single transmission S-parameter for each electrical port pair.

Going forwards, we create a model for each of the 80 mentioned S-parameters per
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Figure 3.4: An example of a transmission S-parameter plotted in red against the mean of
nominal measurements plotted in black. A vertical grey line denotes the difference between
the two at each feature.

fingerprint. This enables the model results to indicate on which electric port or port pair
an anomaly has been detected. Each of our S-parameters has 5 000 real-valued features after
feature extraction, a group delay and a magnitude value for 2500 frequencies. Figure 3.3
visualizes our representation of a single S-parameter in terms of magnitude and group
delay, as discussed above.

3.1.2 Dimensionality Reduction

In this section, we describe how we reduce the dimensionality of the 5 000-dimension feature
space created by our feature extraction technique into a feature space that statistical models
can handle. Recall that one of the requirements of our method is to work with few (less
than 50) samples in our training dataset; meanwhile, we currently have 5000 features
per S-parameter. We aim to reduce dimensionality while preserving as much information
as possible. Our dimensionality reduction method can reduce to different numbers of
dimensions, which we denote as n in this section.

The following observations drive our dimensionality reduction method choices.

1. There is some correlation between the responses of frequencies near each other. An
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Figure 3.5: This figure contains the difference between the sample and mean depicted in
Figure 3.4. The vertical black lines indicate how the features are partitioned.

example of this correlation is seen in the Logarithmic Magnitude response shown in
Figure 3.4.
2. A massive deviation in a small frequency range may indicate an anomalous device.
3. Different frequency ranges exhibit different variations and noise properties. An ex-
ample can be seen in Figure 3.4, where the group delay differences between the mean
and the unseen sample are sporadic for high frequencies.

The difference between an unseen sample and the training dataset is the information we
aim to preserve in our dimensionality reduction transformation. We are especially inter-
ested in preserving significant differences over small frequency ranges. Vibien’s approach
[17] to dimensionality reduction was to measure the similarity between an unseen chip and
the training dataset using dynamic time warping. We follow a similar method and base
our dimensionality reduction method on the average pointwise difference from the mean of
our nominal training S-parameters. We chose the signed difference instead of the distance
as it is easier to model statistically. Figure 3.4 visualizes the training dataset mean in
black, the difference in gray, and an unseen sample in red for a transmission S-parameter.
Figure 3.5 shows the difference in grey directly of the same S-parameter as Figure 3.4 by
subtracting the training mean. This method allows us to preserve significant differences
over small frequency ranges while maintaining a transformation we can model statistically.

The next step is to account for the difference in the variation between different frequency
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Figure 3.6: This figure contains the averages of the differences shown in Figure 3.5.

ranges. For example, high frequencies tend to vary significantly more than low-frequency
ranges. High frequencies tend to have a lower signal-to-noise ratio due to the Free Space
Path Loss Function [30], which describes how signal attenuation is proportional to the
square of the frequency of a signal. This causes the high frequency ranges to dispro-
portionately impact the DTW measure. To allow for the different variations of different
frequency ranges, we partition the frequency space of each representation into |n/2| seg-
ments. Since we expect the response of similar frequencies to correlate, we partition our
frequency space into intervals such that similar frequencies end up in the same partition.
The partitions are indicated by the vertical black bars in Figure 3.5.

The resulting |n/2] * 2 features are depicted by a bar graph in Figure 3.6. The main
weakness of this dimensionality reduction method is that if a sample deviates above and
below the mean inside of a single partition, then taking the signed mean of the deviations
can cancel each other out. As the number of partitions n increases, the information lost
is reduced, especially for frequency ranges that exhibit high autocorrelation, such as most
logarithmic magnitude responses.

3.2 Statistical Model

This section describes our approach to creating a statistical model for novelty detection.
We start by selecting a distribution we use to model the generating distribution of our
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nominal training dataset. Then we discuss our prior information on the parameters for our
generating distribution. In the next section, we show how to incorporate domain knowledge
into our generating distribution. Finally, we discuss how we create a test statistic for a
novel sample for our distribution based on a generalization of a Student’s T-test.

We first frame the novelty detection problem as a hypothesis test to guide our statistical
analysis. Our null hypothesis is: the mean of the distribution generating a novel sample
in question is the same as that of the distribution that generated the training samples.

3.2.1 Generating Distribution

When choosing a distribution to model our generating distribution, there are a lot of
considerations to make. Non-parametric models may have limited differentiating power
given the limitation on our sample size and the high dimensional nature of the data. They
may also make it difficult to encode domain knowledge into the model. For these reasons,
we model our distribution directly.

Our dataset consists of a single fingerprint per device on a set of devices made to be as
similar as economically possible. Since the set of devices are manufactured to be as similar
as economically possible, we expect the fingerprints of the devices to also be similar. For
this reason, we assume that our data has a single mode to restrict our model complexity.
However, there are several sources of variability in our measurements:

e Variation inherent to the devices being measured. This variation is expected to come
from variations in the manufacturing process.

e Variation due to reconnection. When we put our devices in the SILGEO sockets, the
fit is not exact, and there is room for the device to sit in slightly different positions.
We expect this to cause some variation between the measurements of the device.

e Variation in the state of the devices under test. We expect the devices’ natural aging
to slightly change their characteristics.

e Variation in the measurement setup. We expect variations between measurements
from different instances of the SILGEO measurement setup and device. This is due to
slight variations in the manufacturing of the multiplexor and adapter boards through
which the rf signal needs to travel to reach the device.

e Variation in the measurement environment. We expect the properties of the back-
ground electromagnetic field in which the measurements are being taken to have some
effect on the measurements, however slight.
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Visualization of a Two Dimensional Multivariate Normal Distribution

Probability Density

Figure 3.7: A two dimensional multivariate normal distribution with a mean at [0, 0] and
and the identity matrix as the covariance matrix. The x and y axes denote the space on
which the distribution is defined, and the z axis shows the probability density.

The measurement variability is the effect of countless interactions within the DUT and
with the electromagnetic properties of the environment during the test. The central limit
theorem suggests that we can model a feature with a Gaussian distribution if the culmi-
nation of the mentioned interactions is additive and if the interactions are independent.
We assume that this is the case and use the Gaussian distribution for each feature. The
independent interactions assumption can be slightly relaxed to weak dependence using
extended versions of the central limit theorem; however, this work was not done for this

thesis.
We only consider linear correlations between features for simplicity, so we model our
entire reduced-dimensional feature vector as a multivariate normal distribution. A multi-

variate normal distribution N (u, X) has two parameters, the mean p, and the covariance
matrix 3. Figure 3.7 shows an example of a two-dimensional multivariate normal distri-

bution.
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3.2.2 Prior Covariance Matrix Knowledge

This section discusses our prior knowledge of the covariance matrix of the generating
distribution. Our domain knowledge comes from the observation that all fingerprints
contain multiple observations of S-parameters. There is structure in the distribution of
S-parameters in general. Specifically, we can estimate the autocorrelation between our
features for S-parameters in general. We can also estimate the variance of each of our
features for S-parameters in general.

We do this by computing the mean correlation matrix for all other S-parameters in our
training dataset (after removing redundant S-parameters). We then take the mean C' of
these correlation matrices as the initial estimate for the correlations between features of the
generating distribution for the specific S-parameter in question. For our initial estimate
of the variance of a feature 7, we are more conservative, and we take the maximum o; of
the sample variance of the feature for all other S-parameters in our training dataset (again
after removing redundant S-parameters).

To construct our initial covariance matrix estimate, we use the relation Corr(z,y) =

Cov(z,y)
00y

tion matrix estimate C by our variance estimates o7, ..., 02. Note that covariance matrices
are positive semi-definite, and each sample correlation matrix is positive semi-definite.
Since the space of positive semi-definite matrices is closed under addition and scaling by
positive real numbers, we have that C' is semi-positive definite. Our covariance estimate
is defined as follows:

. Using this relationship, we construct our covariance matrix by scaling our correla-

01 0 0 o1 0 0
0 02 0 0 02 0

C (3.2)
0 O on 0 O on

Note that our covariance estimate is also positive semi-definite as diagonal matrices with
non-negative entries are positive semi-definite, and positive semi-definite matrices are
closed under matrix multiplication.

3.2.3 Bayesian Inference

With a multivariate normal distribution as our generating distribution and a mean-based
hypothesis test, the typical test statistic is the multivariate two-sample Students T-test.
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This test, also known as the two-sample Hotelling’s T-test, is a direct generalization of the
univariate two-sample Students T-test [31]. This test uses the Mahalanobis distance as a
test statistic. Unfortunately, we can not incorporate our prior covariance matrix estimate
into this test.

To incorporate our knowledge into our model, we use Bayesian inference. More specifi-
cally, we use Bayesian inference to create a robust estimation of the generating distribution
of our nominal training dataset that takes into account prior information and uncertain-
ties which we discuss in this section. We then use posterior predictive p-values [33] on a
generalized version of Hotelling T-test to determine if we should reject our null hypothesis.
Posterior predictive p-values are a way to do p-value based hypothesis tests on Bayesian
models by computing p-values of a test statistic on the posterior predictive distribution.

Bayesian methods allow us to incorporate prior knowledge into our model by using prior
distributions to express our beliefs about the models’ parameters. The training samples
then update these beliefs, resulting in a final model used for inference. Incorporating prior
knowledge into our model allows us to apply our statistical model in higher dimensions.

To use a prior estimate on our covariance matrix, we need to use Bayesian methods to
learn from our training dataset. Since we may be working with high-dimensional spaces,
we want a closed-form solution for updating our parameters since distribution estimation
techniques for high-dimensional spaces are limited. To get a closed-form solution, we must
use conjugate priors to represent our prior beliefs. The conjugate prior for a multivariate
normal distribution parameterized by an unknown mean and covariance matrix is the in-
verse Wishart distribution ZW(®,v) [12]. Note that the covariance matrix prior already
restricts us to symmetric positive definite matrices resolving our singular maximum like-
lihood estimate of the covariance matrix issue. This distribution is parameterized by our
“best guess” for the sample covariance matrix ¥, and a parameter representing our belief
level in our “guess” vy. The parameter vy of the inverse Wishart distribution is called
the degrees of freedom and dictates how heavy the distribution’s tails are. The parameter
W is called the scale matrix, and v_‘g_l is the mean of the inverse Wishart distribution
IW(¥,v) in d dimensions.

With our priors and training dataset, we can then update the distributions that repre-
sent our knowledge of the parameters of the multivariate normal distribution. We denote
our initial prior parameters as below:

1. vg with d — 1 < vy - degrees of freedom of the inverse Wishart Distribution
2. Wy with ¥ as a positive definite matrix - scale matrix
3. Mo - prior mean
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4. ko with 0 < kg - number of measurements used to obtain prior mean (these measure-
ments must have been taken when the covariance follows X)

With these initial prior parameters, our initial prior distributions are as follows:

5 ~ IW(Wo, 1) (3.3)
pE ~ N (po, if%)

The hierarchical prior probability distribution is comprised of our prior distributions,
and the multivariate normal distribution is the following multivariate ¢ distribution:

N Ko + ].
\II = tv — ) \II 35
p(y‘UO, 0,/‘430,/10) o—d+1 (Mo Ofﬁo(vo —dxr 1>) ( )

Given n new samples D = y,...,y,, we want to update our beliefs. The magic of
conjugate priors is that the posterior distributions p(3|D) and p(u|D) belong to the same
respective probability distribution families as the priors p(¥) and p(p). The following
equations show how to calculate the parameters w,,, Kk, v,, and ¥, of p(g|ve, ¥y, Ko, Ho)

[35] [21] 5

Ko n o _
= 3.6
7 H0+nuo+/{0+ny (3.6)

Kp =Ko +n

Up =09 +N

_ _ _ Kot ,_ _ T
v, =W, + i — i — T4 — — 3.9
0 ;21 Wi =) (i — ) P —(7 — 1)y — o) (3.9)
So, the posterior distribution is:
Kn +1
y| D v =ty _ s Wy 3.10
p(7|D,vo, Yo, Ko, o) n—d+1 (M ﬁn(vn—d—l—l)) ( )
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3.2.4 Test Statistic

Given a posterior distribution, we must derive a test statistic for our hypothesis test. We
model our generating distribution as a normal distribution. With a normal distribution, we
would use the established Hotelling’s T-test. However, incorporating our prior knowledge
and uncertainties results in a multivariate T distribution. We still need a test statistic to
use posterior predictive p-values. Fortunately, the Hotelling’s T-test can be generalized to
multivariate T distributions as the multivariate T distribution is an elliptical distribution.
In this section, we argue why our Mahalanobis distance-based test statistic works for our
elliptical posterior distribution and derive the posterior distribution on our test statistic.
For background on how a similar argument can be used to derive the Hotelling’s T-test,
see Appendix A.

First, we define the squared Mahalanobis distance on the multivariate ¢ distribution
as di,(ux)(x) = (x — )" (z — p). Note that the probability density function of the
multivariate ¢ distribution is defined as

Fuatuo) () = F(U/I;[)(;d; :3//2 ’2]2|1 Sl %(m WS (- ) (3.11)

As with the multivariate normal distribution, the above equations show that the prob-
ability density function of the multivariate ¢ distribution decreases monotonically as the
squared Mahalanobis distance increases. Consider x,y € S with d;, () () < di,(u5)(Y),
then

Juoem)(®) = 55 /Fg[)(fdm/zf]w :1 + %(w —p)'E (- u)} (3.12)
T I(v /2[)(;;3/2'2]2”1/2 :1 + ldtv(uz)(w)} (3.13)
= F(v/l;[)(;dzg/é?]gw :1 + %dtvm,z) (y)} (3.14)
B F(v/l;[)(jd;g/éfgp/z :1 + %(y —n)'S Ny - u)} (3.15)
= fuwm)(Y) (3.16)

Since f;,(u,x) decreases monotonically as dy, (. =) increases, the sets W; defined by the
squared Mahalanobis distance Wy = {z € S : dy,(u,») () < t} have minimal size [WW;| for
the portions of the multivariate ¢ distribution they contain.
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We have that if X is a random variable in S that follows ¢,(u,3), then d, (. 5)(X)
follows an F distribution, specifically £ F(d, v, —d+1) [30]. Note that the squared Maha-
lanobis distance on our posterior distribution can be rewritten as below:

dtvn7d+1(un,q;nﬁn7-‘r1)($) = (I — Nn)T (‘I’ fin £ 1 ) (l‘ — [J,n) (317)

tn (vn—d+1) nﬁn(vn —d + 1)
_ —d+1)
— (r — T (\p 160 (Vn — 1
(T — pn) ( " p—— (T — pn) (3.18)
En(Up —d+1) S
— — \\ — 1
o 1 (il? ll'n) n (33 H’n) (3 9)

And the Mahalanobis distance of a random variable X following our posterior distri-
bution has the following distribution:

1
C_Z Loy —d41 (Nn»wn#%) (X> ~ F<d7 Up — d + 1) (320)

So, similar to Appendix A, we can find a threshold ¢ based on a target false positive rate
p as follows:

1-— P = F]:(d,vn,dJrl) (t) (321)
t = Frigum—d+1(1—p)~" (3.22)

3.2.5 Determining Hyper Parameters

In this section, we discuss the hyperparameters for our model. We describe how we set
our hyperparameters based on the training dataset and explain the reasoning behind our
choices. In this section, we face our model’s main challenge: the curse of dimensional-
ity. Preventing overfitting while allowing as complex a model as possible motivates our
hyperparameter selection.

We begin by describing the curse of dimensionality and how it comes about in our
application. The curse of dimensionality with respect to machine learning refers to the
interaction between the following three variables:

1. The number of features.
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2. The number of samples from which we can learn.
3. The complexity of our model.

Specifically, the curse of dimensionality refers to the fact that with fixed model complex-
ity, exponentially more data is required to generalize accurately as the number of features
increases. This pattern is also referred to as the peaking phenomenon [16]. Novelty and
outlier detection in high dimensional spaces is particularly challenging [1] [32]. Since we
anticipate several orders of magnitude more features than samples, the curse of dimension-
ality applies to our problem. The main effect of the peaking effect is the risk of overfitting.
We can reduce our risk of overfitting by reducing the number of features we consider, re-
ducing the complexity of our model, or increasing our sample size. Unfortunately, there is
a trade-off to these methods of reducing overfitting. Reducing the complexity of our model
and the number of features we consider typically also reduces the model’s ability to differ-
entiate between nominal and abnormal samples. We aim to select hyperparameters of our
model that maximize the model’s ability to differentiate between nominal and abnormal
samples while minimizing the risk of overfitting.

The hyperparameters of our model are:

d the number of features we reduce to using the dimensionality reduction technique
discussed in Section 3.1.2.

p the target false positive rate.

vp the degrees of freedom in the covariance matrix prior distribution.

ko the weight of the prior mean.

W, the shape matrix of our covariance matrix prior distribution.

to the mean of the prior distribution for the mean.

The estimate of the mean of a multivariate normal distribution is not at risk of overfit-
ting as the error only depends on the variance of the true multivariate normal distribution
as opposed to the dimensionality of the space we consider. This means that the mean acts
more like a single parameter than d parameters, and so does not contribute significantly
to the complexity of our model. The covariance matrix, on the other hand, has d(d+ 1)/2
parameters and is the main source of complexity in our model.

The parameters that describe the prior for the mean, namely ko and pg, have no
significant effect on the complexity of our model. We pick an uninformative prior for the
mean such that the mean of our posterior distribution is solely determined by our training
samples D. We do this by taking the limit of the conjugate prior density as ko — 0, which
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makes the py parameter irrelevant as it no longer influences our posterior distribution.
Setting an uninformative prior on the mean will cause our posterior distribution to have
heavier tails which will reduce the statistical power of our posterior predictive test. Note
that when ko — 0 we are approaching a limit on the value of ko we need to be careful that
our posterior distribution is proper, Gelman et al. [21] gives the precedent for this choice.

The parameters that describe the prior for the covariance matrix, namely ¥q and vy,
significantly affect our model’s complexity. W, determines the shape of the mode %
of the prior distriubiton for the covariance matrix. So W represents our ‘best guess’
for the covariance matrix. vy is the degrees of freedom of the prior distribution of the
covariance matrix. If we set Wy = vySp, then this prior is equivalent to vy samples (with
sample covariance matrix Sp) added to the estimate of the covariance matrix [52]. We set

¥, = v9S where S is the matrix outlined in Section 3.2.2.

Note that ¥, is not invertible for any dimensionality d > (k — 1)(n — 1), where k is
the number of considered S-parameters and n is the number of devices in our dataset.
Since ¥, must be invertible to be a valid scaling matrix, we have an upper limit on our
dimensionality. Since our prior doesn’t accurately determine the covariance structure of
any individual feature set, we want to give it as small of a weight as possible. So we set
vo = d; this effectively adds (k — 1)(n — 1) samples to our covariance matrix estimate but
with the weight of only d samples.

The parameter d is already limited to be less than (k — 1)(n — 1). Since vy = d and
we wish the samples to have more influence over the covariance matrix than our prior
estimate, we set the maximum of d to be n. There are no other limitations on d, and we
want to maximize our differentiation ability, so we set d = n where n is the number of
samples in our training dataset. It is suggested that further work be done to determine
the optimal value of d based on the Vapnik-Chervonenkis Dimension of the model, which
measures its complexity [16] [29].

The final parameter p represents the target false positive rate of a model on a single
feature vector. To set this parameter, we need to consider the desired false positive rate
of the entire model, which depends on the method used to combine results from different
S-parameters. The following section discusses combining sub-model results and setting p.

3.2.6 Model Aggregation
To get a final result on a DUT, we need to label the DUT based on the classification of

each measured electrical port and electrical port pair. To do this, we simply classify the
DUT as anomalous if any electrical port or electrical port pair is classified as anomalous.
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Ideally, we would like to set the expected false positive rate of each sub-model such that
the model as a whole has a desired expected false positive rate. However, we do not expect
the S-parameters to behave independently, even among nominal devices. For example, we
expect anomalies on transmission S-parameter from electrical port 1 to electrical port 7 to
be positively correlated with anomalies on the reflection S-parameters on each port in the
pair.

This causes an issue in setting p for sub-models as the probability of the transmission
S-parameter A or the elecrical port 1 reflection S-parameter B being a false positive is:

P(AV B) = P(A) + P(B) — P(A)P(B|A) (3.23)

So to determine the probability of A or B happening, we need to know the correlation
between A and B. We do not know the correlation between A and B ahead of time,
however we assume that it will be positive in this case. Furthermore, the correlation also
changes between different types of devices and so has to be learned per device. We avoid
this issue by computing the false positive rate for each sub-model such that the expected
false positive rate for the whole model is lower than the selected one. To do this, we
compute the p-value for each sub-model as though all sub-models are independent. In the
case of our probability example, we have the following:

P(AV B) = P(A) + P(B) — P(A)P(B|A) (3.24)
> P(A) + P(B) — P(A)P(B) (3.25)
(3.26)

So if we set the values of P(A) and P(B) such that P(A)+ P(B) — P(A)P(B) falls below
a given limit, then we have that P(A V B) must also fall below the said limit.

To scale this up to all S-parameters, we must determine the probability that at least
one of n equally likely independent A; events occur.

P(A VAV VA =1 — P(=A] A=Ay A A =AY (3.27)
= 1— P(—A)P(=A,)...P(=A,) (3.28)
—1-(1—p) (3.29)

So, given a maximum false positive rate m for the whole model, we compute the desired
o 1 .

false positive rate for each sub-model as follows 1 — (1 — m)» where n is the number of

S-parameters in consideration.

So, for example, consider the case that we have 80 modelled S-parameters, and we have
a target maximum false positive rate of 5% for the whole model. Then we should set the
expected false positive rate of each sub-model to be 1 — (1 — 0.05)5 ~ 0.00064
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3.3 Summary

This chapter introduced our model for novelty detection. The model provides expected false
positive rates despite train on datasets containing only examples of nominal measurements
through statistical arguments resting on a minimal set of assumptions on the generating
distribution of our samples. The model can detect anomalies for specific pins and pin
combinations through its segmented design. The model works with training datasets con-
taining few samples through its simplicity and exploiting domain knowledge of the feature
set.
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Chapter 4

Experimental Evaluation

In this section, we assess the performance of our method. Specifically, we are interested in
how our method does the following;:

1. Is the observed false positive rate lower than the maximum expected false positive
rate throughout our test datasets?

2. To what extent can our method detect counterfeit or malicious devices in different
types of hardware? In other words, what is the model’s sensitivity or true positive
rate in different device classes?

3. How does our model perform when given as few as three samples and as many as 42
samples during training?

To answer these questions, we present three case studies. The first case study was
conducted on the same FT232RL devices as the case study presented by Vibien and is
used to contrast the new method with existing work. The second case study was conducted
on Z80 chips, a microprocessor that is a step up in complexity from the FT232RL chips.
The third case study concerns the detection of seven different USB attack tools. The USB
attack tools are fully assembled devices as opposed to isolated integrated circuits.

4.1 FTDI FT232RL Case Study

FT232RL devices are USB 2.0 to universal asynchronous receiver-transmitter converter
microchips. Vibien conducted a case study on FT232RL devices because they are common,
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inexpensive, and a known target for counterfeiting [17]. We expand on the study done by
Vibien using our novelty detector to demonstrate the additions our technique offers.

For our study, we use the same dataset that Vibien used. This dataset consists of 100
suspected authentic devices, 119 suspected counterfeit devices, and 41 suspected recycled
devices. The set of devices where collected to maximize their diversity. Devices were
obtained from nine vendors, including Digikey, Mouser, eBay vendors, and AliExpress
vendors. Devices were ordered in three batches for each Digikey and Mouser vendor. The
status of each device was determined by visual inspection, functional tests, and X-ray
imaging of the internal die and lead frame [17].

Vibien developed an anomaly detection method which he applied to counterfeit and
authentic devices. Based on four authentic devices, Vibien developed a similarity score.
For each S-parameters, including those that we deem redundant, Vibien computes a DTW
distance from a new device to the four reference devices. The average of the D'TW distances
for all S-parameters is then taken to compute the similarity score. Finally, to allow for
classification, a threshold was manually determined. Using this method, Vibien correctly
classified all devices in the dataset based on only his four reference devices.

In comparison, the method presented in this paper allows for the following additional
features:

1. The method attempts to remain under a given false positive rate.

2. When anomalies devices are detected, we identify which electrical port and port
combinations resulted in the anomalous classification.

3. The threshold is automatically determined based on the properties of the given
dataset and a given maximum expected false positive rate.

Table 4.1: Confusion matrix showing the classification of
the novelty detection method applied to the FT232RL
dataset when trained on four devices. A maximum ex-
pected false positive rate of 5% was selected for this clas-

sification.
Predicted Nominal Predicted Anomalous
Suspected Authentic 95 1
Suspected Counterfeit 42 76
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Predicted Nominal Predicted Anomalous

Suspected Recycled 26 15

We also trained on four randomly selected suspected authentic FT232RL devices to
compare our model directly to Vibien’s approach. We set the maximum expected false
positive rate to 5%, and we obtain the results summarized in Table 4.1. The expected false
positive rate is about 1% which is well below our model’s maximum expected false positive
rate. However, our sensitivity for suspected counterfeit chips is about 64%, well below
Vibien’s 100%. This is due to our model’s conservative automatic threshold placement. To
achieve similar performance to Vibien, we need more training samples to help characterize
the nominal generating distribution.

Table 4.2: Confusion matrix showing the classification of
the novelty detection method applied to the FT232RL
dataset when trained on five devices. A maximum ex-
pected false positive rate of 5% was selected for this clas-

sification.
Predicted Nominal Predicted Anomalous
Suspected Authentic 92 3
Suspected Counterfeit 8 110
Suspected Recycled 18 23

We run our method on the same dataset using five and ten randomly selected training
samples to demonstrate how our model performs as we increase the number of training
samples. We selected the same maximum expected false positive rate of 5% for these
experiments. Table 4.2 shows the results for five training samples. By adding only one
additional training sample, our sensitivity on suspected counterfeit increased from 64% to
93% while the false positive rate devices raised to only 3%, staying under our maximum
expected false positive rate of 5%. Table 4.3 gives the results for ten training samples. We
get 100% sensitivity on counterfeit and recycled devices with ten training samples, while
the false positive rate remains below 5%.
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Table 4.3: Confusion matrix showing the classification of
the novelty detection method applied to the FT232RL
dataset when trained on ten devices. A maximum ex-
pected false positive rate of 5% was selected for this clas-

sification.
Predicted Nominal Predicted Anomalous
Suspected Authentic 88 2
Suspected Counterfeit 0 118
Suspected Recycled 0 41

While we don’t achieve the 100% correct classification that Vibien’s method achieves,
we train on a similar number of samples and automatically select the threshold. Our false
positive rate remains under the predicted limit, and we also achieve 100% sensitivity on
the suspected recycled devices, which Vibien does not report.

Table 4.4: Sum of Anomalous Labels by the Novelty De-
tector on the FT232RL dataset for all electrical ports.

Electrical Port Number of Anomalous Ports Found

2
6
52
43
13
11
49
6
45
44
44
78
3
78
8
5
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In addition to the device level classification, we have the results on an electrical port and
port combination basis. These results are displayed in Table 4.4 and Table 4.5, respectively,
for the previous application in which we trained on ten devices. In the tables, we sum the
number of times each electrical port and port combination is labelled as anomalous by
the novelty detector. For example, anomalies were only found twice in the reflections on
electrical port 1, whereas 122 anomalies were found in the transmissions from electrical
port 6 to electrical port 8. This information may be helpful for investigating the nature
of each anomaly detected. It also indicates which electrical ports are most important to
inspect when looking for counterfeit or recycled devices.

Table 4.5: Number of anomalous electrical port combi-
nations found by the Novelty Detector on the FT232RL
dataset for all electrical port combinations. Note that the
first row and column indicate the electrical port combi-

nation.
1 2 3 4 5 6 15 16
7 81149138162 |77 | 77 | 53 2
& 85|52 |51 |68 ]|55]|122 | 85 6
9 87 |8 |84 |8 |8 | 83 | 84 | K82
10 45|73 |81 |88 | 74| 54 | 83 | 82

11 56 | 84 | 87 |82 |83 | 8 | &7 | &4
12 55|81 49|13 |54 | 54 |80 | 55
13 85|82 |56 |60 |59 | 82 |93 | 56
14 84| 73|79 |53 |48 | 81 |8 | 37

We can also visualize the expected distribution of nominal devices against the actual
distribution of devices in the test set on our test statistic. Furthermore, we can normalize
the results of each S-parameters to overlay their results on the same plot. This information
is visualized in Figure 4.1 for the previous model trained on ten devices. The x-axis is the
test statistic, so it is the Mahalanobis distance from the mean of the training samples. Note
that the x-axis is logarithmic, so the entire distribution of the authentic and counterfeit
chips can be seen in the same graph. The black line is the posterior predictive distribution
of nominal samples on the test statistic. The y-axis on the left shows the probability
density of the expected distribution. To visualize the distribution of the test dataset, there
is a histogram in green for suspected authentic FT232RL S-parameters and a histogram in
red for counterfeit and recycled FT232RL S-parameters. The y-axis on the right shows the
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FTDI Results
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Figure 4.1: A visualization of the distribution of FT232RL experiment test set with respect
to the test statistic.
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number of samples in each histogram bin. The vertical black mark indicates the threshold
for a maximum expected false positive rate of 5%.

Figure 4.1 shows that our posterior predictive distribution does not match that of
the suspected authentic devices in the test dataset. This can be seen by the posterior
predictive distribution (black line) to the right of the histogram of the suspected authentic
devices in green. Since the posterior predictive distribution is to the right of the authentic
measurements, the posterior distribution expects higher distances from the mean than is
seen in the test dataset. This is expected as we overestimate the variance in our covariance
matrix prior.

Figure 4.1 also reveals the extent to which the model separates measurements from
suspected authentic devices from suspected counterfeit and recycled devices. This can
be seen by the extent to which the red and green histograms are separated. Note that
since we are overlaying the measurements on all considered S-parameters, and since only
one S-parameter needs to be classified as anomalous for the entire chip to be classified as
anomalous, we have that the counterfeit chip associated with a measurement that has a low
distance from the mean may still be classified as anomalous on some other S-parameter.

In conclusion, this case study has shown that our method provides comparable results
to the manual method created by Vibien. Furthermore, we indicate how the model’s
sensitivity increases as the number of training samples increases while maintaining false
positive rates on the test dataset below the maximum expected false positive rate.

4.2 Zilog Z80 Case Study

In the second case study, we studied the Z80 microprocessor created by Zilog. The Z80
is a popular single-chip microcontroller from 1976. Unlike the FT232RL integrated cir-
cuits, which were surface-mount, the Z80 integrated circuits in this case study were in the
through-hole DIP-40 packaging. The different packaging meant the Z80 devices were much
larger than the F'T232RL devices.

For this case study, 200 Z80 integrated circuits were used. 60 Z80 devices were ordered
from Mouser and Digikey, and 140 were collected from various Ali-Express vendors. The
devices were labelled by visual inspection and X-ray analysis into 61 suspected authentic
and 139 suspected inauthentic devices.
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Table 4.6: Confusion matrix showing the classification of
the novelty detection method applied to the Z80 dataset.
For the results in this table, a maximum expected false
positive rate was set to 5% and 40 devices were used for

training.
Predicted Nominal Predicted Anomalous
Suspected Authentic 21 0
Suspected Counterfeit 14 128

For this section, we trained our novelty detector on 40 randomly selected suspected
authentic devices. We then applied the trained model with a maximum expected false
positive rate of 5%. Table 4.6 shows the resulting confusion matrix. The false positive rate
is 0%, and the sensitivity is 90%. Note that with a low enough maximum expected false
positive rate, we can achieve 100% correct classification.

As in the previous section, we finish with a visual investigation into the estimated
and test set distributions. Figure 4.2 displays the expected and usual distribution of the
model trained on 40 training samples in the same format as Figure 4.1. We can see the
result of increasing the number of training samples in the shape of the posterior predictive
distribution. Since more training samples were used, the model’s estimate for the maximum
variance of each feature increased in accuracy and deviated further from the actual variance
of each feature. The impact of the conservative estimate of the nominal samples’ variance
on the model’s sensitivity is offset by the increased differentiation ability of the model
due to the increased dimensionality. In other words, as the dimensionality of our model
increases, we scale up the confidence in the prior covariance matrix estimate linearly. This
results in the narrow posterior predictive probability density function in Figure 4.2. The
median of the posterior predictive density on the test statistic should always lie at the edge
or on the outer edge of the distribution of nominal samples as you increase the number of
training samples. This is how we obtain a sensitivity of 90% while maintaining confidence
in the maximum expected false positive rate.

4.3 Hardware Attack Tools Case Study

This case study concerns itself with hardware attack tools. This case study aims to differ-
entiate between a set of approved devices and a hardware attack tool disguised to look like
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Figure 4.2: A visualization of the distribution of Z80 experiment test set with respect to
the test statistic.
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the approved devices. For this study, we have several different types of O.MG Cables and
a Rubber Ducky. We also have a set of approved devices for each attack tool, after which
the attack tools are disguised.

Table 4.7: Confusion matrix showing the classification of
the novelty detection method applied to the Z80 dataset.
For the results in this table, a maximum expected false
positive rate was set to 5% and 40 devices were used for

training.
Predicted Nominal Predicted Anomalous
USB Key 7 0
Rubber Ducky 0 1

For the first dataset, we have a set of 10 USB keys. These USB keys are of the same
type from the same manufacturer, bought in the same batch. In addition to the USB keys,
we have a Rubber Ducky attack tool disguised to look like one of the USB keys. This case
study aims to find the Rubber Ducky attack tool against the set of approved USB keys.

Table 4.7 displays the confusion matrix of our method applied to the USB key/Rubber
Ducky dataset. For this experiment, a maximum expected false positive rate of 0.5% was

set, and three USB Keys were used for training. All devices in the test set were correctly
identified.

Figure 4.2 displays the expected and usual distribution in the same format as Figure 4.1.
The posterior distribution on the test statistic has a significantly different shape than in
previous results, as only three devices were used during training. Furthermore, a USB
connector only has seven electrical ports connected as opposed to the 16 electrical ports
we connect to for the FT232RL and Z80 case studies. This causes the prior estimate for
the covariance matrix to be less informed.

For the O.MG dataset, we have six different O.MG cables. Each O.MG cable is a
different type of USB cable, as shown below:

USB Type A to USB Type C
USB Type C to Lightning
USB Type A to Lightning
USB TYPE C to USB Micro
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e USB Type C to USB Type C

For each O.MG cable, we have ten visually identical USB cables which do not contain
attack tools. For each cable class, we train the novelty detector on three randomly selected
nominal cables to use the O.MG cable along with the other seven nominal cables as our
test dataset. With the maximum expected false positive rate set to 10%, we 100% correct
classification for four out of the six experiments. For the remaining two, all cables are
predicted to be nominal. Note that a maximum expected false positive rate could be
selected for all six experiments, resulting in 100% correct classification. However, the
method’s conservative assumptions lead to conservative estimates to limit false positive
rates.
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Chapter 5

Future Work

There are many areas in which the method presented in this thesis would benefit from future
work. We will discuss three key areas, including model validation, maximum expected false
negative rates, and dimensionality reduction alternatives.

The method presented in this thesis uses expected false positive rates to set novelty
detection thresholds in the absence of abnormal training samples. We suggest goodness-of-
fit tests are used for model validation. Goodness-of-fit tests could provide model validation
and automatically verify the assumptions on which the model is built during deployment.

The second area of improvement is to investigate if assumptions can be made that
allow us to place a limit on the false negative rate as opposed to the false positive rate. In
order to achieve this, we suggest domain knowledge on electromagnetic signal propagation
be applied to determine the minimum change between an inauthentic and an authentic
DUT. This lower bound on the difference between authentic and inauthentic fingerprints
might then be used to derive a maximum expected false negative rates similar to how the
model currently finds a maximum expected false positive rate. An maximum expected
false negative rate would allow the method to be used in fields in which safety concerns
outweigh economic concerns.

We suggest that the dimensionality reduction method is further developed. While this
thesis used simple dimensionality reduction methods to allow for statistical modelling,
we suggest exploring how other dimensionality reduction methods, such as dynamic time
warping, might be statistically modelled. Well-suited dimensionality reduction techniques
could increase the separation between authentic and inauthentic measurements to allow for
a more sensitive test. The challenge with more complex dimensionality reduction methods
is that they can be challenging to model statistically.
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Chapter 6

Conclusions

This thesis introduces an automatic novelty detection method for hardware validation with
SILGEO. The method is designed to operate under constraints faced by electronic manufac-
turers. Specifically, the novelty detection method is designed for training on a constrained
set of verified devices. A maximum expected false positive rate can be estimated and ad-
justed without retraining despite the constrained training data. Furthermore, results are
granular with respect to the electrical ports in the DUT and contain useful information for
quality assurance technicians. The method incorporates Bayesian inference and posterior
predictive p-values to achieve these outcomes.

To evaluate the novelty detection method introduced, case studies on two common
integrated circuits and several types of attack tools are presented. In each case study, we
obtained results in which false positive rates remained under the set maximum expected
false positive rate while the over 90% of inauthentic or suspected inauthentic devices were
correctly identified. An overview of novelty detection methods is given to motivate the
choices made in the design of the method presented. Furthermore, an argument for a
generalized version of a student’s T-test is given for multivariate T distribution.
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Appendix A

Hotelling’s T Test Derivation

We aim to identify the smallest subset of the feature space that contains a certain percent-
age of the nominal measurement distribution. We consider a new measurement nominal
if it falls within this subset. While this approach does not allow us to make any claims
on the ability of our model to identify anomalous measurements, it does allow us to make
claims on the false positive rate for nominal measurements.

We start by defining some terms.

e We define d as the dimension of our feature vector after dimensionality reduction.

e We define S to be the d dimensional feature space.

e We define the size |W| of some subset of our feature space S to be the Lebesgue
meaure of W. The Lebesgue measure generalizes length, area, or volume for n
dimensions.

e We denote the probability density function of a distribution D by fp.

e We denote the cumulative probability density function of a univariate distribution D
by FD-

e We say a set W contains p of a distribution D when [, fw(z)dx = p.

We can rephrase the goal. Let 0 < p < 1 represent our acceptable false positive rate.
Let D be the distribution of nominal samples in our feature space S. Then we wish to
find some subset W C S of our feature space S such that has minimal size |W| under the
constraint that [ .. fp(x)dx = p.

In our case, the distribution of our nominal samples is a multivariate normal distri-
bution MN (pu,X). To find a subset W of our feature space S with minimal size |W|
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under the constraint that fweW o () (x)de = p for some 0 < p < 1 we use the Ma-
halanobis distance. The squared Mahalanobis distance with respect to the multivariate
normal distribution is defined as

Az (@) = (2 — p) 27 (2 — p) (A.1)
and the probability density function of our nominal sample distribution is

1

p/2
_ 1 i
franium)(®) = (%) |22z @m B @) (A.2)

Our first observation is that the probability density function of the multivariate nor-
mal distribution decreases monotonically as the squared Mahalanobis distance increases.
Consider @,y € S with dyas) () < dvn(ps)(Y), then

‘2’_1/26_%(74—“)71271(’!!_“) (A6)

1 — Ll )T (p—
fov (s () = (%) |2 1/2 =3 (@=p) 7 (@—p) (A.3)

1 p/2 N

= (2_) ‘2’71/2675%\4/\/’(%2)(“3) (A4)
T
1 p/2 L

< (2—) ‘E|*1/2e*§dMN(u,z)(y) (A5)
T

( 1 )P/2

= favius) (Y) (A7)

Since faa(p,x) decreases monotonically as dan(u,s) increases, the sets W; defined by
the squared Mahalanobis distance W, = {& € S : dp(u,x)(2) < t} have minimal size |W;|
for the portions of the multivariate normal distribution they contain.

The last step is to find ¢ for a given desired false positive rate p such that

/ Frnem(@)de = p (AS)
xeW,

. We have that if X is a random variable in S that follows MN (p, 2), then dap(u ) (X)
follows a Chi-Squared distribution, specifically x*(d) [14]. So,
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1-— P = FXQ(d) (t) (Ag)
t=Few(l—p) ™ (A.10)

In summary, we have a multivariate normal distribution representing nominal sample
distribution. Given a desired false positive rate, we use the Mahalanobis distance to select
a subset of our feature space. A new sample is labelled nominal if it falls within our selected
subset and abnormal if it does not. Given our assumptions on the distribution of nominal

samples, the expected false positive rate of the method matches the desired false positive
rate.
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Glossary

Soo the input port voltage reflection coefficient 8
So1 the reverse voltage gain 8, 20

S1o the forward voltage gain 8, 20

S11 the output port voltage reflection coefficient 8

SilGeo A system for creating hardware fingerprints based on impedance discontinuities
and wave propagation charactersitics. i, iii, vi, viii, 1, 2, 6-8, 16-19, 24, 48
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