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Abstract

By employing secure, interoperable, and streamlined data-sharing capabilities, compa-
nies can leverage the blockchain technology to enhance data accessibility and collaboration
while maintaining the security of their data. Notably, blockchain possesses potential to also
support privacy-preservation by integrating zero-knowledge proofs into its design. Yet, the
efficiency and scalability of the underlying cryptographic protocols that enable this remains
a challenge. There evidently exists a gap between theoretical advances in cryptographic
algorithms and their practical, performance-efficient implementations in software.

Zero-Knowledge Succinct Non-Interactive ARguments of Knowledge (zk-SNARKS) of-
fer a promising approach to large-scale privacy assurance. However, with significantly
large constraints and complex proofs, realizing zk-SNARK-based protocols in practice can
be challenging. This thesis addresses this gap by enhancing the efficiency of the Fast Reed-
Solomon Interactive Oracle Proof of Proximity (FRI) protocol- a core component in post-
quantum zk-SNARKs that reduces computational complexity in systems with substantial
mathematical instances. Existing schemes that implement the FRI protocol entail signif-
icant computational times due to large proof sizes. Through an optimized, GPU-based
implementation of FRI, this work aims to accelerate performance, essential for privacy-
preserving, decentralized, and post-quantum secure systems.

This thesis presents Air-FRI, a novel GPU-enabled software implementation of the
FRI protocol, which includes a parallelized computation of Reed-Solomon codewords, pre-
computation of time-intensive finite field operations, non-interactiveness, and the appli-
cation of a unified Merkle tree commitment to authenticate the entire proof. Together,
the implemented optimizations yield a software-oriented solution that significantly reduces
prover and verifier times while minimizing proof size, addressing both scalability and effi-
ciency challenges in zk-SNARK-based algorithms. Performance evaluations across security
levels confirm the implementation’s practicality and high throughput, establishing it as a
valuable contribution within the research space.

Our results show a stellar 93.3% improvement on an average in the speed of the pro-
tocol on the GPU as compared to its implementation on a CPU for the same parameters,
including the execution time of all of its sub-phases: the commit phase, the query phase,
the co-linearity and authentication checks to ensure correctness of the proof.

This work expands on the use of FRI in zk-SNARK algorithms to strengthen the privacy
in decentralized systems. It establishes a foundation for advancing privacy-preserving post-
quantum cryptography, supporting the development of secure, transparent, and privacy-
centered digital infrastructure for the future.
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Chapter 1

Introduction

1.1 Overview

In a society that is as digitally-driven as ours, data privacy and trust are complexly inter-
twined. Individuals expect that their personal information, including sensitive data such
as that of medical, biometric, or financial, will be securely stored and is accessible only to
authorized entities that users consent to. In reality, this assumption is often exploited by
institutions to obscure misconduct, conceal errors, or mislead the public | |, or it
could be so that technological vulnerabilities in ‘trusted’ third parties do most of the dam-
age. Such abuses not only harm citizens but also erode the very foundation of trust that
centralized systems rely on. The blockchain technology | |, popularly records trans-
action data in a decentralised, distributed, persistent fashion. Its application in various
financial services | ; |, smart contracts | ], public services | ], and
Internet of Things | ] shifts its responsibility from being a ‘cool’ technology to one
that needs strong implementation of infrastructural and cryptographic primitives within
to make it usable. The field of systems security and technologies that enhance privacy is
challenged with the fact that virtually all databases operate in adversarial environments
[ ]. A blockchain-based distributed public ledger, where all participants possess iden-
tical data, crucial for applications like online banking, also presents significant privacy
concerns. When the lens is diverted to this, it becomes clear that privacy-preservation is
not a natural part of traditional blockchain systems, pushing businesses willing to employ
such an infrastructure into addressing it if they need to gain the trust of their users.

An immediate object of discussion would be of the privacy issues with de-anonymization
of data published on a blockchain. Every transaction recorded on a public ledger is vis-



ible to all participants. Once a transaction is publicly verified, it is stored in an open
database. Network-based de-anonymization attacks in the past | ; ; ]
were successfully able to link transactions with real-world identifiers (such as IP addresses).
Further, when users interact with the blockchain, they often query specific transactions,
check account balances, or request information about particular blocks. Each of these ac-
tions can reveal which parts of the blockchain a user is interested in. Adversaries observing
these interactions can infer the user’s activities or link them to specific transactions. For
example, if a user regularly checks the balance of a particular wallet, it could indicate
ownership or a financial relationship with that wallet | ].

Researchers in the field were quickly able to come up with solutions to address these
privacy challenges, which include promising cryptographic solutions. Although proven to
not fully prevent user linkability | |, ZCash | |(first inroduced as ZeroCash
[ ]) was amongst the first companies to employ Zero-knowledge Proofs in their
blockchain architecture to preserve user anonymity. Zero-knowledge Proofs, first intro-

duced by | | enable a party to prove possession of information to another party
without revealing the contents of the information itself. Initially, these proofs were in-
teractive [ ; |, but it was soon realised to have a non-interactive ways of

proof systems to be written in order for them to be useful for adoption into any kind of
modern cryptographic systems (e.g., in digital signatures and public key cryptography).
Non-interactive proofs would allow for a verifier in the proof system to validate a single
proof submitted by a prover at a later time | ; ].

Non-interactive Proofs of knowledge (NIZK) would then be loosely extended into Suc-
cinct Non-interactive Arguments (SNARGs) | |, which would consist of very short
proofs even for large computations to be adopted for use cases such as verifiable compu-
tation. Succinct Non-Interactive Arguments of Knowledge (SNARKS) would be about the
same, but also about the arguments of knowledge of information that the proof is generated
for | : ]. Eventually, zk-SNARKSs were found to be the most ideal proof system
candidates for cryptographic algorithms requiring very short proofs, efficient verification,
proving possession of knowledge of a large computation in a non-interactive way, while also
not revealing the information itself. These class of proof systems show great potential to
be widely adopted into blockchain technology, and also more suitable to be implemented
within digital signature schemes.

Adopting zk-SNARKSs into digital signature schemes involves working with a large
amount of computations that need to be verified efficiently. The specifics of such a com-
putation will be provided in the upcoming chapter of this thesis. As part of the effort to
improve the scalability of zero-knowledge proofs, a protocol that authors Ben-Sasson et al.
in [ | termed Fast Reed-Solomon Interactive Oracle Proofs of Proximity,
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or FRI for short, was presented that focuses on the underlying algebraic structure used
for verifying computations. This protocol is particularly useful in polynomial commitment

schemes | |, where large polynomials need to be efficiently checked for low degree. It
also supports the need for a transparent setup as is reflected in the blockchain technology
infrastructure. FRI is an Interactive Oracle Proof | | that checks whether a given

function is of low degree over a finite field, with extremely low communication complexity
and verification cost.

The FRI protocol was previously implemented by works such as Aurora | ],
STARK | |, Fractal | ], Spartan | ], and PREON | ] (which calls
Aurora’s FRI), amongst others. This work aims to optimize the sub-protocols and effi-
ciently implement the FRI protocol for polynomial commitments for use by algorithms
that wish to implement zk-SNARKS, typically as part of digital signature schemes. It
validates the following thesis statement:

It is possible to optimize and implement an accelerated version of the FRI protocol for
enabling Low-Degree Testing in zk-SNARK protocols in a non-interactive way using the
computational powers of a GPU and such a protocol can be efficiently verified with just a
single specially-constructed Merkle Tree.

The work done in this thesis is primarily to implement FRI in Polaris | |, but stands
relevant to any zk-SNARK algorithm that has FRI as one of its core components. In this
thesis, we adopt the use of Reed-Solomon codewords, which treat messages as polynomials
over a finite field, within the FRI protocol. These polynomials are then evaluated at distinct
points within the field, and the resulting evaluations become the codewords. Adoption of
RS-codewords to implement FRI is shown in works such as | ; ]

Our implementation is primarily software-oriented, wherein we first optimized noted
aspects of the protocol that can benefit from such optimizations, and coded them initially
in C. Then, we identified certain aspects of the code that could be computed in parallel us-
ing the powerful computational tools of the graphics processing unit (GPU), programmed
in NVIDIA’s CUDA-C. Our results show that with effective software implementation on
the GPU and a few optimizations to the inner workings of the algorithm, the protocol is
sped-up by an average of 94.4% as compared to the CPU implementation of it with no
optimizations. We were specifically able to save on significant performance time through
the construction of a specialized Merkle Tree that makes the verification faster while main-
taining the authenticity of the protocol.



1.2 Contributions

This thesis implements optimizations on the FRI protocol programmed to run on the GPU
for the first time, effectively improving on the low degree testing of polynomials, useful for
plugging into zk-SNARK schemes. The FRI-IOP algorithm utilizes Reed-Solomon Code-
words for committing to a polynomial and then verifying that the committed polynomial
has a low-enough degree. Primarily, we identify and implement the following optimizations
to the FRI in our code:

1. Precomputation of initial basis elements.

The FRI protocol is conducted through a number of rounds in which the polynomial
to be tested against for its degree is represented as Reed-Solomon codewords. These
codewords at each layer involve inverse computation of field elements. Due to the size
of each codeword at each round, and due to the fact that there are multiple rounds in
the protocol, this computation results in significant overhead in performance during
its implementation. Our first contribution is to move this inverse computation to
pre-computation. Essentially, the inverse part of the codeword element is identified
as the initial basis element of the evaluation domain for each codeword. These values
are pre-computed and the data is stored to be retrived while computing the codeword
elements for each round of the protocol in our code.

2. Repeated hashing of a random element by the prover for every round.

In the process of codeword computation, a field element is uniformly-randomly by the
verifier for each round for the computation of the next codeword. This involves a lot
of back-and-forth between the prover and the verifier with the prover having to wait
for such a sampled lement from the verifier to carry on with the protocol. Inspired
from Fractal’s | | FRI implementation, we make the protocol non-interactive by
having the prover sample the random element only once before the first round of the
FRI protocol, and repeatedly hashing the element for future rounds, and implement
this in our code. This would also mean that the verifier, during the later phase of
the protocol, would only have to be given the sampled element only once, and can
use it to non-interactively verify the protocol at its own time.

3. Parallelization of FRI’s Commit Phase.
As a major contribution, this thesis, for the first time to our knowledge, implements
the FRI protocol’s commit phase on the GPU to benefit from the fact that all indices
in a codeword round can be computed in parallel. We make use of NVIDIA’s CUDA-
C Programming Language compiled and run on a 40-Amp GPU compute machine
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to achieve this. Each thread is assigned to each index’s next codeword element
computation at each round and threads are synchronized at the end to retain the
hierarchy of indices in each round.

4. Implementation and parallelization of a specialized Merkle tree for efficient commit-
ment and verification in the FRI Protocol.
The other major and novel contribution of this thesis is the implementation of an
integrated, verifiable Merkle tree, which efficiently commits all the codewords in one
go. This algorithm is referenced from unpublished notes authored by Gong | ],
and implemented in software as a part of this thesis. Effectively, the prover would
have to commit to its codewords just in this one specially-constructed Merkle tree,
and the verifier would be able to verify the authenticity of all the codewords that the
prover commits to, without the prover having to construct a Merkle tree to commit
to every codeword. This implementation significantly reduced not just the prover
size, but also the prover time and improved the overall performance of the algorithm.

All of these contributions put together is termed Aur-FRI, where "Air’ indicates the
fast performance factor of the FRI Protocol, and doubles to mean ’Acceleration’. These
contributions are explained in-detail in the future chapters.

1.3 Thesis Outline

The rest of the thesis has the following structure. Chapter 2 explains existing literature in
digital signature schemes using zk-SNARKSs that contain FRI as one of their core compo-
nents. This chapter also presents the FRI protocol in detail, introduces RS codewords with
relevance to the protocol and illustrates the FRI-LDT scheme. Chapter 3, Chapter 4, and
Chapter 5 explain the thesis contributions in detail. Chapter 3 presents each optimization
comprehensively. Chapter 4 presents implementation details of FRI in Software. Chapter
5 discusses the results of our implementations and compares performance to unoptimized
versions of the protocol. Chapter 6 presents closing remarks, limitations, and future work.



Chapter 2

Background and Related Works

Often, centralised management systems involve some cryptographic techniques, typically
a digital signature, that allows entities to authenticate data as their own and also to
serve non-repudiation on the system. However, this process on a blockchain does not
come without privacy leaks due to its transparent nature and the increasing number of
parties (e.g., users and services). In the survey | |, the authors present that privacy
issues on the blockchain, apart from being user-oriented, can also be categorised as being
transaction-oriented. The primary motivation to improve on the identity management in
decentralised systems stems from the need to preserve the identities (broadly, privacy)
of these entities on the blockchain | ]. An immediate challenge with being able to
have that is that the participants must reach an agreement on the state of the network
and invalidate any transactions that do not seem legitimate, while still adhering to the
external privacy constraints that need to be kept during the entire process | |. This
makes space for the need to adopt a single non-interactive message to be publicly verifiable
by anyone.

2.1 Some Context on Zero Knowledge Proofs

Properties of zero-knowledge proofs

ZKPs are a fundamental cryptographic tool that allow two parties, a prover P and a verifier
V to engage in a ‘proof’ that attests to the validity of a statement without revealing any
information beyond the truth of the statement itself. First introduced by | | in 1985,



ZKP systems must satisfy three essential properties, as interpreted from the definitions in
the article by | |: completeness, soundness, and zero-knowledge.

o Completeness. If a statement that a witness = belongs to a language L is true, an
honest prover can convince an honest verifier of x € L.

e Soundness. For every program run by the prover where x ¢ L, the verifier rejects x,
except with a negligible probability. That is to say, no dishonest prover can convince
the verifier of its truth.

e Zero-Knowledge. No information other than the validity of the statement is revealed
to the verifier. That is to say, for a true statement x € L that a verifier accepts, they
do not learn about z.

In interactive zero-knowledge proofs, the proof system takes place in 3 phases | ].
First is the witness phase, where the prover P computes a proof and sends it over to the
verifier V. Next is the challenge phase, where V poses a bunch of queries to P, and in
the response phase, P replies to V' with the responses to the queries, which V' evaluates to
check whether the proof can be accepted or rejected.

Evolution of ZKPs

With time, researches in the field came up with ways of making zero-knowledge proofs
non-interactive, where the prover and verifier would have have to engage in back-and-
forth interactions to ultimately validate the proof. Goldwasser and Bellare | ] in-
troduced Non-interactive Zero-Knowledge (NIZK) as an early significant development in
ZKP, which enables for generic theorems to be made zero-knowledge non-interactively. A
non-interactive zero-knowledge proof (NIZK) system for a language L is structured in two
phases. In the first phase, which can involve interaction, the prover and verifier establish
some shared information, and potentially some private information specific to each party.
This preliminary phase is independent of the actual theorems being proven. In the second
phase, the prover uses the established information to prove specific theorems to the verifier
in a non-interactive manner, ensuring that the proof reveals nothing beyond the validity
of the theorem itself.

This area of research then witnessed Rackoff and Simon | | introduce non-interactive
proofs of knowledge as a way of securing public-key cryptosystems against chosen cipher-
text attacks. The authors utilize a trapdoor function to construct NIZK proofs for lan-
guages in NP, building on earlier works by Blum, Feldman, and Micali | |. The
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paper demonstrates how these proofs can be used to ensure that messages encrypted in a
cryptosystem also include a proof that the sender knows the decryption key for the cipher-
text, effectively securing the system against a CCA. This work would open the world up
to the possibility of making stronger non-interactive ZKPs for wider use-cases. Succinct
Non-interactive Arguments (SNARGs) were born from the need to address both efficiency
and scalability in cryptographic systems, focusing on minimizing proof sizes and improv-
ing verification times. Building on the foundation of NIZKPKs, Micali | | introduced
SNARGs, which provided succinctness by ensuring that the size of the proofs and the time
required for verification were both much smaller than the problem itself.

Later, Blum et al. | | showed that proofs in computational settings can be made
non-interactive by having the prover and verifier share a random Common Reference String
(CRS). This paved the way for SNARKS to be built and more efficient constructions of suc-
cinct proofs came with time. Succinct non-interative arguments of knowledge (SNARKSs)
for NP were first presented by Bitansky et al. | ], under the assumption that ex-
tractable collision-resistant hash functions exist. Zero-Knowledge non-interactive Proofs
of Knowledge (zk-SNARKSs) are a special instance of non-interactive proofs of knowledge.
They differ from being proofs, in-fact. A proof of knowledge ensures that a dishonest prover
is unable to convince a verifier of a false statement, regardless of the prover’s resources.
In contrast, an argument of knowledge offers the same guarantee but only against provers
with limited computational power.

Over time, a wide range of zk-SNARK protocols were introduced, with notable ones
whose applications lie within privacy-preservation of transaction data on the blockchain.
The succinct proof and efficient verification nature of zk-SNARKs makes the protocol an
ideal candidate to be employed on blockchain in the form of transaction data, the ownership
of which can be computationally verified.

2.2 Practical zk-SNARKs

Blockchain has important use-cases for incorporating zero-knowledge digital signatures. A
well-constructed digital signature scheme used on the blockchain provides a means of en-
suring integrity, authentication, and non-repudiation of transactions. Although one could
argue that digital signatures themselves are zero-knowledge in nature, there are some de-
tails that a non-interactive zero knowledge proof would contribute to the digital signature,
that a traditional construction would not. In the immensely popular paper within the ZK
community, the authors in | ] present that digital signatures should contain proofs
that need to be publicly verifiable. That is to say, the proof should be constructed such



that anyone on the setup space, whether it is trusted or transparent, should be able to
validate the proof, instead of having it constructed for a single verifier.

When we say practical zk-SNARKSs, we refer to the proof systems that are based on
complex real-world computations through Arithmetic Circuits (ACs) and Quadratic Arith-
metic Programs (QAPs) | ]. Transforming a computational problem into an arith-
metic circuit enables the zk-SNARK protocol to process and verify complex computations.
By using arithmetic circuits, zk-SNARKSs can efficiently encode the logic of statements
that need to be proven. A QAP is a mathematical structure used to represent a circuit in
such a way that it becomes easy to prove the correctness of the circuit’s output without
revealing any additional information about the inputs. QAPs are integral to zk-SNARKSs
because they allow for the construction of succinct proofs that are small and easy to verify
[ |. QAPs encode the verification of arithmetic circuits into a set of polynomial
equations, and the zk-SNARK proof can then convince a verifier that these equations are
satisfied without the verifier having to recompute the entire circuit. This method reduces
the size of the proof and the complexity of verification, making zk-SNARKs more scalable
to be used in blockchain.

Ben-Sasson | | introduced zk-STARKSs (Zero-Knowledge Scalable Transparent
Arguments of Knowledge), a class of cryptographic proof systems that provides zero-
knowledge and transparency while not requiring a trusted setup. Although zk-STARKS of-
fer efficient verification and hold significant promise for enhancing privacy on the blockchain,
they are not without their challenges. | ; | highlight that the proof sizes in
zk-STARKSs are roughly 1000 times larger than that of zk-SNARKSs. The latter are also
proven to outperform zk-STARKs by a small margin. The primary motivation to use zk-
STARKSs over zk-SNARKSs would be that the former: (i) has a transparent setup, (ii) Is
post-quantum resilient, since they make use of cryptographic primitives that remain secure
even for quantum computers, such as collision-resistant hash functions.

Existing and noteworthy practical zk-SNARKs

Polaris [ ] is known to be the best of both worlds. This proposed digital signature
scheme maintains the short proof size and efficient verification times of a zk-SNARK, while
enabling a transparent setup, like in zk-STARKSs. Like the latter, Polaris also implements
the Fast Reed Solomon Interactive Oracle Proof of Proximity (FRI-IOP) protocol for low-
degree test, which makes efficient verification possible. The work done as a part of this
thesis primarily serves the additive FRI protocol for use in Polaris, but is also presented
in a general way for use in any zk-SNARK systems.



Aurora | |, and Preon | ](which calls some core components from Aurora),
represent significant developments in the zk-SNARK space, particularly in the context of
transparent setups that do not require a trusted party to generate secret parameters.
Introduced in the paper by Eli Ben-Sasson et al., Aurora focuses on minimizing proof size
and verification time by utilizing Reed-Solomon Interactive Oracle Proofs (FRI) for low-
degree testing. The FRI protocol provides a way to verify polynomial proximity efficiently,
a crucial step in transparent zk-SNARK systems. Aurora achieves proof sizes that are
logarithmic in the size of the computation, with the verification time scaling as O(log?n),
where n is the number of constraints in the computation. Aurora’s use of FRI allows it to
achieve proofs that are around 100K B for relatively large computations, making it more
scalable as compared to earlier zk-SNARK systems. Preon extends Aurora by enhancing
scalability and efficiency in practical systems. While efficient and post-quantum resilient,
Aurora’s (and by extension, Preon’s) proof sizes can still be larger than zk-SNARK systems
that use trusted setups, impacting bandwidth efficiency in some use cases.

Fractal | ] is another zk-SNARK system that leverages FRI to achieve trans-
parency and efficiency. Fractal emphasizes optimizing the prover’s time complexity while
maintaining succinct proofs. Fractal uses Rank-1 Constraint Satisfiability (R1CS), a for-
mat for encoding arithmetic circuits that zk-SNARKSs typically operate on. The advantage
of Fractal lies in its ability to handle complex circuits with many constraints while keeping
the proof size small and the verification time efficient. The proof size for Fractal is typically
on the order of tens of kilobytes, with verification times scaling logarithmically, similar to
Aurora. However, Fractal introduces further optimizations in the prover’s work, making it
more practical for real-world deployments where prover efficiency is a bottleneck. One of
Fractal’s key advantages is its ability to handle both transparent setups and post-quantum
security, making it robust in scenarios requiring long-term cryptographic assurances.

Spartan | | and Virgo | | offer zk-SNARK implementations that emphasize
scalability and minimal (Spartan) or no (Virgo) trusted setup. Spartan achieves its goals
by utilizing polynomial commitments and decomposing circuits into sparse multilinear
polynomials. This method allows Spartan to achieve verification times of O(logn) for
verifying circuits with up to a million gates. Its proof size is relatively larger than other zk-
SNARK systems, around 200K B for circuits with a large number of constraints, and has a
sub-linear verification time. Virgo, on the other hand, builds upon the Sum-Check Protocol
and achieves proof sizes that are linear in the number of multiplications performed in the
circuit. Virgo’s verification time is sublinear for arithmetic circuits with depth greater than
d, and the proof size for medium-sized computations is typically under 150K B, depending
on the number of gates involved. Virgo also uses fast Fourier transforms (FFT) for proving
and verifying computations on polynomial functions.
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These zk-SNARKSs share a common feature: they all utilize FRI as a core component.
FRI enables a shift from using a trusted setup to a transparent setup, allowing zk-SNARKSs
to produce not only succinct proofs but also post-quantum secure proofs. This is achieved
by leveraging Arithmetic Circuits (ACs) and Quadratic Arithmetic Programs (QAPs), en-
abling these systems to transform large circuit computations into manageable polynomials,
ensuring that even complex proofs can be efficiently verified.

2.3 Merkle Trees and Hashing

A crucial aspect of many zk-SNARK constructions is the ability to commit to a polynomial
and later reveal evaluations of that polynomial at specific points. Merkle trees provide an
efficient solution for this.

Merkle trees are hierarchical data structures used to efficiently verify the integrity of
large datasets. They work by recursively hashing pairs of data blocks until a single root
hash is obtained. This root hash represents the entire dataset. To verify the integrity of a
specific data block, one only needs to provide a logarithmic number of hashes (the Merkle
proof) along the path from the data block to the root.

Relevance of Merkle Tree Commitments to Polynomial Commitment Schemes

A polynomial commitment scheme allows a prover to commit to a polynomial f(x) without
revealing its coefficients. Later, the prover can open the commitment at a specific point x =
a to reveal f(a) and prove that this evaluation is consistent with the original commitment.
The authors of | | are among the first to formally introduce the concept of using
Merkle trees for polynomial commitments. It presents a construction based on Merkle
trees and proves its security under certain cryptographic assumptions.

Several proof systems utilize Merkle trees for efficient data management within the
FRI protocol. Preon | ] utilizes Aurora | |, a zk-SNARK proof system that
employs Merkle trees to commit to the prover’s polynomial evaluations. This commitment
is then used in the FRI protocol to verify the correctness of the evaluations. Aurora
uses the libsnark library | |, which is written in C++, which employs SHA-256. Stark
implements the zkSTARK library | | which employs SHA-256 for their Merkle Tree
hashes as well. Virgo’s | | implementation | ] calls the open-source eXtended
Keccak Code Package (XKCP) | ], indicating that the underlying Merkle tree hash
function is SHA-3. Fractal | | employs multiple hash functions to specially work with
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for various roles across the protocol. Specifically, their algorithm uses Poseidon | ], a
special family of hash functions that were built keeping large constraints of zero-knowledge

proof systems in mind [ : : |. Preon makes use of the keccack library
[ | to extend it to SHA3-256.
While we use the OpenSSL’s | | SHA3-256 function to implement Merkle Trees on

the CPU, this thesis also uses keccack’s hash function for SHA3-256 for our GPU-specific
code. Our implementation inputs 1024 bits to the Merkle Tree hash function and the
output hash is 256 bits long. More details will be provided in future chapters.

2.4 The FRI-IOP Protocol

Digital Signature algorithms built with zk-SNARKSs use the FRI-IOP protocol as one of
their core components, because the system often requires these algorithms to efficiently
compute proofs for very large polynomials. To do so without revealing the polynomials,
these works employ Reed-Solomon codes that can encode the polynomials in question over
finite fields. These settings enable for a transparent polynomial commit schemes (PCS)
for short proof construction and their efficient verification due to few (interactive) or no
(non-interactive) queries.

At the heart of FRI's utility is its ability to verify that a function is of low degree over a
finite field. This low-degree test is crucial in zk-SNARKSs, particularly when ensuring that
a prover has correctly executed complex computations, such as those used in blockchain
transactions or smart contracts. The FRI protocol, as seen in systems like Polaris, Aurora
and STARK, ensures that zk-SNARK systems remain scalable, offering proof sizes that
grow logarithmically with the size of the computation while maintaining transparent setup
properties.

2.4.1 Reed-Solomon Codes and the RS Proximity Problem

The family of Reed-Solomon Codes (RS Codes) are foundational to the study of algebraic
coding theory. operate on a finite field F. They can be represented as a space of functions
f S — T that are evaluations of polynomials of degree d < pn, where S is an evaluation
set of n elements in F | ; ]. Such an RS code is represented in | ]
as RS[F,S,p]. The RS proximity problem gives that a verifier, who has oracle access
to f : S — [, is able to distinguish with large confidence and through minimal query
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complexity, between the case that f is a codeword of RS[F, S, p| and that f is d—far in
relative Hamming distance from all codewords.

2.4.2 RS Proximity Testing

Initially defined and addressed in | |, when the verifier is not given any additional data,
the RS proximity problem becomes a proximity test. They established that precisely d + 1
queries are both necessary and sufficient for the verification process: the tester accepts
valid codewords with a probability of 1, while functions that are d-far from the code are
rejected with a probability of at least 1 — 9. In this model, the verifier receives no auxiliary
information from the prover, meaning the prover requires no computational effort, performs
zero rounds of interactions, and provides a proof of length 0 to convince the verifier that

f € RS[F, S, p.

The PCPP Model

The Probabilistically Checkable Proofs of Proximity (PCPP) model extends the basic
testing problem by providing the verifier with oracle access to both the function f €
RS[F, S, p] and an auxiliary proof, referred to as the PCPP proof, denoted as m. This
proof, generated by the prover, serves as evidence of proximity to the RS codeword. The
prover complexity corresponds to the time required to produce 7, and the size of 7 is the
proof length.

Verifier complexity, in turn, measures the time needed to generate queries and validate
the responses. Building on the foundational Probabilistically Checkable Proof (PCP) theo-
rem | ; ; ], PCPPs solve the proximity problem using constant query
complexity with proof lengths and prover complexities of n©1). Alternatively, constant
query complexities are now achievable with verification complexity remaining polynomial
in log n.

The IOPP Model

Interactive Oracle Proofs of Proximity (IOPP), introduced independently in | ]
and | |, generalize Interactive Proofs (IPs), PCPs, and Interactive Probabilistically
Checkable Proofs (IPCPs). Like interactive proofs, IOPPs involve multiple rounds of in-
teraction between the prover and verifier. The prover sends messages 7, mo, ..., T,, re-
sponding to the verifier’s prompts. As in PCPs, the verifier reads only specific entries from
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these messages, querying them at random locations rather than processing them in full.
The query complexity, in this case, refers to the total number of entries read from f and
the prover’s messages.

2.4.3 The Fast RS IOPP (FRI)

The authors of | ] introduce a novel Interactive Oracle Proof of Proximity (IOPP)
specifically designed for Reed-Solomon (RS) codes, called the Fast RS IOPP (FRI). It
draws inspiration from the Fast Fourier Transform (FFT) | | and leverages a quasi-
linear RS-PCPP model as discussed in | |. FRI distinguishes itself by achieving three
key properties: (i) linear-time arithmetic complexity for the prover, (ii) logarithmic-time
arithmetic complexity for the verifier, and (iii) constant soundness, which guarantees con-
sistent accuracy regardless of input size.

An IOP system, as discussed above, is denoted by S = (P, V), consists of a prover P
and a verifier V', both operating as randomized algorithms. For an input x of length n, the
system engages in r(n) rounds of interaction, termed as ‘round complexity’. The verifier
reads ¢(n) entries from the input and receives messages from the prover. The total size of
these messages constitutes the proof length, ¢(n). After interacting with the prover, the
verifier’s output, denoted as (P <> V)(x), is either accept or reject.

An IOP is considered to be transparent (or public-randomness-based) if all verifier
messages are generated using public random coins, with the prover aware of the randomness
used. This feature ensures that both parties operate with complete knowledge of the
random messages that are broadcast.

The IOPP Model for RS Codes

The IOPP extends the IOP framework by focusing on proximity testing, similar to how
PCPs of proximity (PCPP) operate. An IOPP for a family of codes C' comprises a prover-
verifier pair, denoted (P, V). Both parties receive a description of a code C' € C, where C'
represents a set of functions f : .S — 3, defined over a finite set .S with an alphabet .

In this setting, the verifier has oracle access to a function f(© : .S — 3 and interacts
with the prover, which also receives f(© explicitly. The interaction occurs over multiple
rounds, denoted by the round complexity r, while the verifier performs a total of ¢ queries.
This query-based approach ensures that both computational overhead and communication
are minimized, making IOPP protocols highly efficient for large-scale applications.
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This conversation leads us to the fiat-shamir heuristic | |, which generally attests
that with a sufficiently random hash function (as part of a random oracle model), it is
possible to make an interactive proof system, non-interactive. While implementing a func-
tion that practically does this, randomness can be achieved through a seed obtained from
a metric (such as the current state) of the system and fed into a hash function. Ofcourse,
this cannot be truly random, but it provides that the verifier’s randomness is publicly
available. The implementation of this protocol is part of this thesis’ contribution, and
shall be detailed in the next subsection.

2.5 Implementing the FRI Protocol

In this thesis, we were able to translate all of this information-theoretic math to be able to
program the protocol efficiently. The mathematical working of this protocol used in this
thesis, including the notations and definitions, is credited to Fu and Gong, the authors
of Polaris | ], to Gong | ], and to Badakhshan et al, authors of Ursa Minor

[ J:

2.5.1 Notations | ]

Let F = Fon and L C F be a linear space with dimension n. Let {5y, 81, -+, Bn_1} be
a basis in L which is ordered according to i = ig + 912 + -+ + 1271, i; € [Fy and
a; = i9fo, +i101 + -+ + in_1Pn_1 € L. That is to say, L = {ag, -+ ,am_1}. (L can an
affine space, but for simplicity in FRI, we assume that it is a linear space of F.

With the above notation, a Reed-Solomon code with an evaluation set L and rate o:
0 < o < 1, denoted as RS[L, o] is defined as a subset of F, given by

RS(L, o] = {filf € [a],deg(f) <k =20}

where,

fr = (f(ao), flan), -+, flaan_1)).

This is a linear code with minimal distance at least 2" — k’. Since deg(f) < &, f has at
most £’ roots, i.e., each codeword has at most &’ zero entries. Thus, the minimal Hamming
weight of a codeword is at least 2" — k. We have k' = 2*. (Note that the minimal distance
of a RS code is determined by the degree of f, given in | ] in 1977.)

15



2.5.2 Phases of the FRI protocol | ; ]

The FRI Protocol is designed to have three functions/phases: (i) the commit phase, (ii) the
query phase, (iii) the round-consistency check. We denote this as F'RI(com, query, RC' —
test). As this is an introduction, the optimizations in the protocol are not presented here
yet.

Let Ly = L and RS[L,0]. Let f(z) € [z] with degree < 02" = 2F (¢ = 2"7%), so
fr € RS[Ly,0]. Given f(z) and fr, € RS|Lo, o], the protocol is designed to prove to a
verifier the following NP statement:

deg(f(x)) < 2.

The process is to iteratively reduce the degree of f by half at each step of the proof
computation.

The protocol starts with the input consisting of a polynomial function f(z), an initial
subspace Ly, a soundness parameter o, and an RS codeword f;, € RS|[Lg,o]. The output
is a binary value b € {0, 1}, indicating whether the verification passed.

Commit Phase

The commit phase of the FRI protocol involves both the prover and verifier interacting to
commit to codewords derived from a polynomial over several rounds. The prover starts
with the input f©® : Ly — F, which represents an initial Reed-Solomon (RS) codeword
corresponding to the polynomial fy(X) with a rate p.

Commitment Process: For each round £k =0,...,r — 1, the following steps occur:

1. Prover Commitment:
The prover recursively defines codewords £ : L, — F for each round.
It then computes a Merkle tree commitment for each codeword and sends the Merkle
root to the verifier.

2. Verifier Challenge:
The verifier sends a uniformly random element o¥) € F to the prover.

3. Codeword Definition:
The prover constructs the next codeword f**1) with domain L ; such that, for
every i where 0 < i < |Lg1], the following holds:

G (Li[2i]) = qe(Le[2i +1]) = Lipa[1].
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Each element of the new codeword f**1 is derived from the previous codeword:

fralLaali) = L RO 00 L) + fLal2i). ()

The term Ly[2i] — Ly[2i + 1] is 55'“) [ ; ; J-

At the final round k = r, the prover constructs the codeword £ : L, — F. This last
codeword is directly sent to the verifier as the final commitment.

Query Phase

In the query phase, the verifier extracts the Merkle roots, the challenges o®, o™, ... a1,

and the final codeword (. The verifier also gains oracle access to all intermediate code-
words £, 0. £~ In symbol, this is represented as £*) = (fr0, frt, - Srinle—1)-

1. Interpolant Verification: The verifier computes the interpolant polynomial f,(X)
using points from £, If the degree of f,(X) exceeds p - |L,| — 1, the verifier rejects
the proof.

2. Round Consistency Check: This step ensures the consistency between two consecutive
codewords. The verifier performs the following steps ¢ times: A random index s(©) =i
is selected, where 0 < i < |Lg|. For each 0 < k < r — 1, the index is updated as:

st+D = |50 /o).
If s is sampled more than once, the verifier resamples s(©.
3. Verification of Codeword Values: For each k, the verifier queries the values:
Jeer L [s® ), fi(@?), ful@?),

where:
2 = L2500 2P = Ly[2s®H) 4 1],

The Merkle paths for these queried points are checked to ensure correctness.
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Round Consistency Check

The verifier checks the following equation for every k € {0,1,...,r—1}:

(k) (k)
Je(zy”) — fu(z k k
frer (L [s*V]) = ( ;(kz ;L»(lg) : )(Oé(k) — i) + filal?).
1 P2

If any of these checks fail, the verifier rejects the proof.

Acceptance: If all checks pass, the verifier accepts the proof, confirming that the original
polynomial fo(X) has a degree no more than p - |Lg| — 1.

2.5.3 A Toy Example Showcasing Bases and Codeword Compu-
tations in Each Round

Let Fom = Fylx]/(2® + 2 + 2% + 22 + 1), and let « be a root of the primitive polynomial
2% + 2% + 2% + 22 + 1. Then, « serves as the generator of the multiplicative group F3,. =
Fom \ {0}. For a low-degree test, the prover aims to show that the degree of the polynomial

f=a'4az®+ar+1

is no more than 4.
Define £ as the additive affine subspace of Fom.

As a first step, consider |£]| = 2%. Since £ is an affine subspace of Fam, let sp = at. We
have the polynomial
q(X) = X(X + 5,

where 30 is the first element of the basis of L.
Additionally, for each j, we define:
Bl =q(BYyy), 0<j<m-—1. (2.2)
Here, m = log,(|Lo|) = 4.
Breaking down the basis, we obtain the following elements:

0 0 2 0 3
ﬁ(?:l? 512057 52:CY, 63205'

Thus, L is generated by the basis 3y = (1, o, a?, a3), with s = a.
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Therefore, we have:
Lo=(1,a,0% a®) + .

Expanding £y, we find:
Lo={a* a*+a? a*+a? o'+ +a? o'+, o'+t +a, ot +al+a, '+ P+t ta,
o1, o'+l +1, at+aP 41, ot Had o+, attatl, ot ot tatl, ot +aFatl, oo’ +at+at1}.
Given ¢qo(z) = z(z + 1), we find that:
s1=qo(s0) =a’(a* +1) =a’ +a® + 1.

Computing j;:
From the above equation, we try to write the basis 3; as below.

Bo = qo(A) = qo(e) = a(a +1).
In this way,
By =a’+a,p=a'+a* B =a’+a’.

L, for this example is given by the basis < 3, 81, 83 > .
L=<’ +a,a"+a%a®+a> +s;

In the above equation, s; = qo(s0) = qo(a?) = a® + a? + 1.
So, £; = {aS+a+1,a’+a?+1, P +a+1, a3 +a’+1, ab+a’+1, a®+at+a’+a+1, o’ +a3+1,
at+ad+at+a+ 1}

q1(z) = 2(x+(a*+a)), and sy = q1(s1) = @1 (@®+a?+1) = oS+’ +at+a® +a? +a+1.

Computing f7:
Now, 82 = q1(f}) = qi(a* + a?) = (a* + a?) (et + a® + (a? +a)) = ab + o’ + ot + o + 1.
In this way,
B=a’+a’+a'+a*+1,8; =a"
L, is given by the basis < af 4+ o® + o* + a? + 1,a° > added with s,.
And, s, =+’ +at+a® +al+a+ 1
So,

Lo={a’+’+a*+a* +a’+a+1,a+a*+a* +a? +a+1,a°+a,0” 4+ +a}.
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@) =x(x+ (B2) =z(x + (a®+a® + a* + a? + 1))
S3 = QQ<82) = Oé5 +1

Similarly, we compute ﬁ;’ and ﬁ;‘. The bases values from the computation are listed in
table 2.1, and the domain values are shown in table 2.2.

Table 2.1: Values of ¢;(z) and basis elements for each domain.

i qi(x) Basis

0 z(z+1) <1l,a,0?, 0 >

1 z(z + o + ) <a’+a,at+aab +a’ >
2| z(z+a+a’+al+a?+1) [ <P +aP+at+ai+ 1,0 >
3| zz+a’+a’+a*+a) <a®+a’+at+a>

4 r(r+ a4+ a® +at + a) —

Table 2.2: Elements of £; for each iteration.
) L;
0| {ata'+a’ at+a? at+a+a? at+a, 0t +a +a, 0t +a? +a,a' + o + a? +
a0t + 1,0t +ad+ 1,0t +a? + Lot +ad+al + Lot +a+ ot +ad+a+ 1,0t +
A+a+l,at+ad+a’+a+1}
1 {af+a+1,a8+a?+ 1,2 +a+ 1, +a?+1,a8 +a* +1,a° +at + a® + a +
Lat+a?+ 1,0t + a3 +a?+a+1}
2 [ {a®+a’+at+ad+al+a+1,ab+at +ad +al+a+ 1,0 +a,0® +ad +a}
{a®+1,a° +a* +a+1}
4 [ {a"+a’+a”+1}

w

FRI Commit Phase

After obtaining the subspace elements, the codeword can be computed and committed in
the commit phase.

f©: Ly — F, a purported Reed Solomn codeword corresponding to polynomial fo(X),
with rate p. As a first step, we compute fo(Lyg).

fO = fo(Ly) ={af +a*+a®+a?+ 1,0 +a* +a,a" +a +a? +a,a” +ab 4+ +a? +

1,oz5+oz4+oz,a7+a4+a3,oz6+a5—|—oz4—|—oz3+oz2+oz,oz6+a4—|—oz3,oz7+a5+oz4,a,a6+a3+
ot af+aP+at+a,a"+ab+ad o+l ottt ta+ 10"+l Fad +a+1,a" +at).
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Here, |fo(Lo)| = 16.

The values in codeword f**1) is derived from the previous codeword as shown in (2.1).
In this equation, the denominator is ﬁék), whose inverse shall be pre-computed.

From (2.1), we try to compute f1, fa, f3, fa.

Computation of fi:
For each point x € Ly, we compute f;(z) using the evaluations fy(Lo[27]) and fo(Lo[2i+1])
as follows:

Jo(Lo[27]) + fo(Lo[2i +1])

ALl = . (o = Lo[2i]) + fo(Lo[21])
B
fi(Ly) ={a" +a° + " + «,
046—1—044—1—043—1—042—1—1,
016,
a’ +o’ +aot + o+ o,
o 4+ ot + az,
o’ +at +1,
o'+ +a’ +a,
a® +a* + o’}
f2 = [
alpha”7 + alpha~”3,
alpha”7 + alpha®6 + alpha”5 + alpha®3 + 1,
alpha“7 + alpha®b5 + alpha®4 + alpha®3 + alpha,
alpha”7 + 1
£f3 = [
alpha”®6 + alpha”2,
alpha”7 + alpha”6 + alpha”5 + alpha®4 + alpha”2 + alpha + 1
]
f4 [
alpha”7 + alpha”®4 + alpha”3 + alpha + 1

Listing 2.1: Computed values of 2, {3, and 4
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It is clear that f; would be 8 elements. Similarly, fs, f3, and f; are computed by
implementing (2.1) in SageMath [The] as shown in Listing 2.1.

Table 2.3: Computed values of fi(x) based on f; evaluations over domain Ly.

x fo(Lo[24]) | fo(Lo[2i +-1]) | fu(x)
. [0] 3 7 5
Li[1] 8 6 7
Queried L [2] 4 2 3
L4[3] 9 5 7

Query Phase

In the query phase, the verifier selects an index i (e.g., i = 1). The verifier computes the
indices 2i and 2i 4+ 1, which correspond to points in L, and requests these values from the
prover. For the sake of abstraction, let us assume some numerical values for each of these
computations, as presented in Table 2.3.

e The verifier picks ¢ = 1.

e The verifier computes 2¢ = 2 and 2i + 1 = 3.

e The verifier queries the prover for fo(Lo[2]) and fo(Lo[3]).

The prover responds by providing the values fo(Lo[2]) = 4 and fo(Lo[3]) = 2, as well
as the Merkle Tree commitment authentication path for these values.
Verification

The verifier performs the following steps to verify the correctness of the proof:

1. Merkle Tree Verification: The verifier checks the authentication paths for fy(Lo[2])
and fo(Lo[3]) in the Merkle tree, reconstructing the root r’.

2. Root Comparison: The verifier compares ' with the original root r provided by
the prover. If r = »/, the verifier proceeds to the co-linearity check.
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3. Co-linearity Check: The verifier computes f;(L;[1]) as: !

The verifier then compares this with the value f;(L1[1]) = 3 obtained in Table 2.3.
If the values match, the co-linearity check passes.

If both the Merkle Tree verification and co-linearity check are successful, the verifier accepts
the proof.

2.6 Software Implementations of FRI

In this section, we shall discuss the existing algorithmic implementations which call the
FRI as one of their core components. Also, some discussion on why CUDA-C programming
language was chosen for our GPU implementation is presented.

2.6.1 Existing Software for FRI

The algorithms | ; ; ; | exhibit the following observations
with relevance to software implementations.

e Aurora | |, Fractal | ], and another related work in the space, Ligero
[ ], all leverage libiop [Sc21], a C++ library specifically designed for zk-
SNARK constructions, and which operates primarily on lightweight symmetric cryp-
tography to enhance performance and security.

e To date, most official implementations of FRI-based protocols are designed for CPU
execution only. This CPU-centric focus results in limitations on scalability and effi-
ciency when processing large datasets or handling high-throughput environments.

e One notable drawback is the absence of GPU-accelerated implementations, which
could offer substantial speedups given the parallel nature of FRI protocol computa-
tions, especially for polynomial interpolation and Merkle tree construction. This lack
of GPU support has motivated recent work exploring alternative, hardware-friendly
implementations.

IThis is an abstracted version of the original equation, to enable simplistic numerical computation for
the sake of demonstration. The actual line computation is shown in (2.1).
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e Rust and Go have also been explored in zk-STARK protocol implementations but
remain in early stages for FRI protocols. Rust’s performance benefits and Go’s
concurrency model suggest promise, though the libraries currently lack the robustness
and maturity of their C++ counterparts.

2.6.2 Programming the FRI Protocol in C (on the CPU) and
CUDA-C (on the GPU)

Programming cryptographic protocols, such as the FRI protocol, in C can offer several
advantages in terms of performance, control, and compatibility with existing libraries and
software. Initial attempts were made to implement the protocol with C++, but since the
implementation utilizes the standardised field operation and polynomial evaluation code
of Preon | ], C stood as the most appropriate choice. C was also chosen over C++
despite the latter supporting GNU Multi-Precision libraries to handle large variable sizes
due to ease in scalability to GPU-compatible code, which does not understand abstracted
memory handling of GMP-like libraries. More precisely, the programming language of
choice (C) was made for the below major reasons.

e Compatibility: Being a part of a larger scheme, and by virtue of having to pos-
sibly implement a range of other libraries, implementing FRI in C would make the
code compatible for segments of a (larger) algorithm calling this API to be straight-
forward.

e Efficiency: C is a low-level programming language that provides precise control
over memory management, which is essential for cryptographic protocols that handle
large data sets or perform intensive computations. Implementing these protocols in
C can ensure faster execution compared to higher-level languages such as Python or
Sage.

¢ Fine-Grained Memory Management: The protocol requires careful handling of
sensitive data, such as large (256-bit for L2 security and 320-bit for L3 security) field
elements and intermediate values, to prevent leaks or unauthorized access. C allowed
for a controlled memory allocation and deallocation, helping mitigate risks such as
memory leaks or buffer overflows.

e Portability to GPU code: Coding in C allows for the implementation to run
on a variety of platforms with minimal modification, making it an ideal choice for
implementing cryptographic protocols that need to work on hardware accelerators
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like GPUs. CUDA, which is described about in the following subsection, can be
integrated into C code to leverage GPU computations for tasks like field operations,
polynomial evaluations, and hashing.

While trying to pick a programming language that would fit best for our implementa-
tion, a bunch of options were explored. At first, attempts were made to make our Sage
code be ported to Python’s Numba, which uses Numpy functions to use in GPU kernels.
This version would also use Cython, which helps compile certain objects in Python code
to speed-up the code’s performance. But this required re-writing a lot of our Sage code in
Python, which was not ideal for our computationally-intensive finite field and polynomial
operations. Then, pyCUDA was explored but in-vain, since it had similar limitations. The
ultimate choice was between CUDA-C and CUDA-C++, and to make our code compatible
with Preon’s | | finite field operations, which is borrowed for use in our implemen-
tation (as will be described in detail in the later chapters), CUDA-C was picked for our
implementation.
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Chapter 3

Optimizations in Air-FRI to Improve
Overall Performance of the Protocol

The primary motivation behind the optimizations presented in this thesis lies in addressing
the computational and memory limitations encountered in deploying zk-SNARKSs for large-
scale cryptographic applications, particularly those employing the FRI (Fast Reed-Solomon
Interactive Oracle Proofs of Proximity) protocol. As zk-SNARKSs evolve to support more
complex circuits and transparent setups, ensuring both scalability and efficiency becomes
paramount. In traditional zk-SNARK implementations, the prover often incurs significant
overhead when handling large arithmetic circuits or polynomial evaluations, especially
when encoding computations into Rank-1 Constraint Satisfaction (R1CS) systems. This
bottleneck becomes even more pronounced with protocols like Aurora and Fractal, where
polynomial commitments using FRI require extensive memory management and intensive
field operations | [ ].

Another pressing challenge addressed in this work is the prover’s time complexity.
Existing FRI-based zk-SNARK systems, despite offering post-quantum security and trans-
parent setups, exhibit a trade-off between proof size and prover efficiency. For example,
while Aurora achieves proof sizes in the range of 100-150 KB and verification times that
scale logarithmically, it does so at the cost of increased prover workload, scaling with
O(nlogn) operations for large circuits. Similarly, Fractal introduces optimizations that
reduce verification time but still imposes heavy computational demands on the prover
due to multi-round polynomial evaluations. These constraints highlight the necessity for
novel optimizations that mitigate the prover’s computational burden while maintaining the
succinctness and transparency of FRI-based proofs.
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This thesis contributes to the field by proposing optimizations that focus on paral-
lelizing polynomial computations and integrating Merkle tree commitments directly into
GPU-accelerated workflows. By employing CUDA-enabled GPU kernels to offload polyno-
mial evaluations and manage Merkle commitments in a streamlined manner, the proposed
solution aims to reduce both memory overhead and prover time, without sacrificing the
transparency and security guarantees inherent in FRI-based systems. These optimizations
are expected to enable faster proof generation and better scalability for zk-SNARK appli-
cations, particularly those deployed on blockchain networks, where throughput and latency
are critical considerations for adoption.

The optimizations to the FRI protocol that are contributed to be a part of this thesis
is four-fold, which is shown in the following four sections.

3.1 Pre-computing the Inverses of Domain Bases for
Next Codeword (Line) Computation

The line computation within the FRI protocol plays a pivotal role in recursively trans-
forming polynomial evaluations across different rounds, ensuring proximity to low-degree
polynomials. This computation is expressed through (2.1), as presented in the previous
chapter.

In (2.1), a® is a uniformly random challenge issued by the verifier, and the denomi-
nator term
B = Ly[2i] — Ly[2i + 1]

is critical for the polynomial transformation.

Calculating the inverse of Bék) at each iteration is computationally intensive due to the
overhead associated with division operations in finite fields F,. To address this bottleneck,
it is advantageous to pre-compute these inverses before initiating the recursion. By
storing these inverses in advance, subsequent rounds can reuse the pre-computed values,
thus replacing division operations with multiplications, which are significantly faster
within field arithmetic | ; ].

This strategy minimizes the prover’s computational overhead, especially when working
with large circuits that require multiple rounds of polynomial transformations. Each time a
verifier sends a new challenge a®), the prover can use the pre-computed inverse to efficiently
perform the necessary arithmetic without recomputing it during each query.
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3.2 Repeated Hashing of Sampled Element for Each
Round to Make Protocol Non-Interactive

The second optimization leverages the technique of repeated hashing of the uniformly-
randomly-sampled element for codeword computation, denoted by a4, during each round
of the protocol. This method ensures that the prover does not need to transmit all inter-
mediate data directly to the verifier. Instead, the challenges for each round are generated
deterministically through a chain of hash operations. This reduces the need for interaction
and makes the protocol non-interactive, while still ensuring that the verifier can faithfully
reconstruct the necessary data to perform verification.

This optimization follows the principles of the Fiat-Shamir heuristic, which replaces
interactive communication with cryptographic hashing to simulate verifier challenges. After
sampling the initial element o in the first round, the second challenge is computed as:

ay = Hash(ay || root),

where root is the relevant state from the first round.

From the next round onward, the random element is computed as below.

ag+1 = Hash(ay),

where 1 < k < r, with r being the total number of rounds in the FRI protocol. By using
the hash function iteratively, the prover ensures that every subsequent challenge is derived
deterministically, making it unnecessary to communicate these challenges explicitly to the
verifier.

This approach significantly reduces communication overhead, as the verifier only re-
quires the initial oy and the hash function to compute the entire sequence of challenges.
This is illustrated by authors Ben-Sasson et al. in the paper | ]. Section 5 of the ref-
erenced paper elaborates on how this method transforms the protocol into a non-interactive
one, aligning with the Fiat-Shamir model.

The use of repeated hashing is not entirely novel. Protocols such as Fractal already
incorporate similar techniques to achieve non-interactivity through deterministic challenge
generation. However, the adaptation in this work builds on these frameworks, tailoring
them to the specific requirements of the system being optimized. This optimization ensures
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efficient data handling while preserving the soundness and succinctness of the proof system
[ ; ; ]

By minimizing interaction, this approach enhances the protocol’s scalability and effi-
ciency. It also facilitates integration with GPU-accelerated workflows, where parallelism
can be exploited to further speed up hashing operations and proof generation. As with
other transparent FRI-based zk-SNARKSs, this optimization ensures that the system main-
tains the desired level of post-quantum security without compromising on performance

[Lev23].

3.3 Parallel Computation of Codeword Elements on
the GPU

In the FRI-based zk-SNARK systems implemented in this work, the parameter sizes are
large, and the arithmetic is performed over finite fields with varying bit-widths across
different levels of security. Specifically, the elements for each domain are 192-bit field
elements for L;, 256-bit field elements for L3, and 320-bit field elements for Ls. This
notation is provided in Preon’s documentation | |, which this thesis also follows.

Given the large size of these elements, direct computation on the CPU becomes both
time- and memory-intensive. To address this challenge, this work leverages GPU paral-
lelization to distribute the computation of each codeword element across multiple threads,
which significantly accelerates the proof generation process.

The FRI protocol recursively reduces the size of the codeword in each round. For a
given round k, the next codeword element fi1(Lx41(i]) is computed from two elements of
the previous codeword, as shown in (2.1).

The recursive relation of the equation, where two elements from the previous code-
word— fi(Lx[24]) and fi(Lg[2i41])—are combined to compute the next codeword element,
lends itself well to parallelization. Each thread on the GPU is assigned to compute one
element of the next codeword in parallel, avoiding sequential bottlenecks.

CUDA kernels are used to assign each GPU thread a specific element of the next
codeword. Each thread reads the values fi(Ly[2i]) and f(Lx[2i + 1]) from global memory,
performs the arithmetic operations, and stores the result in the next codeword array.
To minimize latency, the inverse of the denominator L;[2i] — Lg[2i + 1] is precomputed
and reused across all threads, eliminating redundant computations and further enhancing
efficiency.
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Figure 3.1 demonstrates the recursive computation process for the next codeword ele-
ment. Each element i of the next codeword fiy1(Lxy1[i]) is derived from two elements of
the previous codeword: 2¢ and 2i + 1.

fr(Li[24]) Jo(Li[2i +1])

N

Srer1(Lpga[d])

Figure 3.1: Computation of the next codeword element fi 1(Lyy1[i]) from two previous
codeword elements.

Figure 3.2 shows the tree-like structures of both the codeword computations and the
Merkle tree commitment, essentially making the motivation to parallelize much clearer.
In fact, through the figure, it is easy to imagine a superimposed structure that integrates
both of these computations into one.

3.4 Implementing an Integrated FRI Merkle Tree

In this section, we describe the construction of the Integrated FRI Merkle tree and the
integrated process of RS codeword evaluations and commitments. These steps are essential
for generating and verifying low-degree polynomial approximations efficiently. The primary
goal is to reduce the prover’s computational overhead while ensuring the verifier’s ability to
validate the integrity of the proof through a recursive structure of polynomial evaluations.
This construction relies on Reed-Solomon (RS) codewords evaluated over a sequence of
domains and committed using a Merkle tree, ensuring both scalability and security in the
zk-SNARK setting | ; .

3.4.1 RS Tree Structure

The recursive nature of the FRI protocol can be represented as a binary tree. The elements
of the initial codeword f, are placed as the leaf nodes at layer 0. Each subsequent layer
k + 1 is constructed from the elements of layer £ using the linear combination described
earlier. At the final layer r, there are |L,| nodes. This recursive binary structure is referred
to as the RS tree with height r and initial codeword fo. The tree is denoted by RST(fo,r),
where fo(x) is the original polynomial evaluated over the domain Lj.
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Figure 3.2: Parallel Computations of Codeword Elements and Merkle Tree Hashes

3.4.2 Merkle Tree Commitment of RS Codewords

To guarantee the integrity of Reed-Solomon (RS) codewords, we construct a Merkle tree
that integrates seamlessly with the RS tree structure. This Merkle tree provides an efficient
commitment scheme by hashing pairs of codeword elements along with their corresponding
RS values at each layer. The construction proceeds as follows.

For layers 0 < k < r, we compute hash values iteratively !:

hy; = h(foz2i, fo2i+1)s 0<1i<|L,
hai = h(hi2i || fioi h12ie1 || froie), 0 <i<|Lsgl,

hi1: = h(hgoi || frzis Pgivr || fe2ier), 0 <@ <|Lgyl.

!The mathematical working of this algorithm including the construction and Authentication Path
verification, as stated in Chapter 1 and as described below, is referenced from the unpublished notes by
Gong | ].
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For subsequent layers, where r < k < n, we compute hashes without appending RS
values:

hit1; = h(hg i, he2iv1), 0<i< on—k,

The final hash at the top layer provides the Merkle root:

hn,O = h<hn—1,07 hn—l,l)-

This root serves as the commitment for the FRI protocol’s Merkle tree, thereby ensuring
that all RS codewords are securely and efficiently committed. Using SHA3-256, which
outputs 256-bit hashes, allows an input size of up to 1320 bits, enabling efficient processing
of codeword elements: 1024-bit inputs are used for layers 0 < k < r, while 512-bit inputs
are employed for layers beyond r.

Figure 3.3 shows the structure of our specialized Merkle tree constructed for the purpose
of efficiently parallelizing the FRI protocol.

hso

last codeword

[
| foo | | foa | | foz | | fos | | foa | | fos | Jon initial codeword

Figure 3.3: Integrated FRI Merkle Tree
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Time efficiency of this optimization

As compared to that of the CPU, the number of computations that are reduced is high-
lighted below. On the CPU, the equation which provides the number of computations is
given as below:

For 0 < n < logs(N), where N is the length of the first codeword fy, the number of
computations:
fo=2"4+2"14...p241=2""_1

And for f:
fi=14+2+- 4271 =2"—1

So, for the entire Integrated FRI Merkle Tree leading up to the root, the total number of
sequential computations (including computing codewords and hash values):

2 4 2n 24 1) —n=2""2 -1 —n.

By implementing this algorithm through parallel computations of codeword in the Inte-
grated FRI Merkle Tree on the GPU, the total number of computations would be reduced
to 2ntt — 1.

3.4.3 Verification and Authentication Paths

To verify the authenticity of two neighbouring points, starting with sy € Ly at layer 0
and extending to s € L; for 0 < k£ < r, the verifier uses authentication paths in the
Merkle tree. These paths contain the concatenated hash values of the queried elements
and their corresponding RS codewords. Notably, while the leaf layer hashes f, separately,
the intermediate layers fi (for 1 < k < r) do not require separate hashing, as their values
are integrated into the hash tree structure.

The integration of RS codewords with Merkle tree commitments in the FRI protocol
offers both scalability and security. The recursive construction of the RS tree ensures
efficient polynomial evaluations, while the Merkle tree provides a compact and secure
commitment to the underlying codewords. These combined structures are essential for
deploying zk-SNARKS in real-world applications, such as blockchain networks, where both
performance and security are paramount.
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Figure 3.4: Example Authentication Path (in purple) for codeword fo, (in green)

An Example for Merkle Tree Authentication Path and Verification

If the verifier queries the index 4 in the first round of verification. This means that the
queried codeword element is fj 4.

The authentication of fy4 follows the following path:
{foar (fr2, h12), (f2,1, hay1), R, root .

In order to follow this path, the verifier needs the prover to open the commitment at
fo.a. Also, the verifier can only perform hash operations, everything else need to be handed
to it. This means that the prover needs to send the verifier, the following information (Also
see Figure 3.4):

{f0,57 f1,27 (f1,37 h1,3>7 f2,17 (f2,07 h2,0)7 h3,1}
With the above path, the verifier would be able to compute hashes as shown in figure 3.5.
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Figure 3.5: Example Verifier's computations (in yellow) leading up to the root

H(fou, fos) = 12
h((fi2, hi2); (fiz, hi3)) = haa
h((f2,0, h2,0), (f21, h21)) = Do

h(hs o, hs1) — 7'

The verifier checks if ' = root, and returns 1 if true. Else, returns 0. This process also
establishes authenticity in co-linearity tests.
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Chapter 4

Implementation Methodology of
Air-FRI

This chapter aims to shed light on the manner in which the protocol was implemented in
code, and about the GPU system architecture that makes it work.

4.1 Architectural Overview

The architectural details of the protocol, on a system level, can be broken down into several
key modules, each handling different aspects of the protocol.

4.1.1 Components

Figure 4.1 shows the overview of the software components that make the implementation.
The tiles in green represent code that is borrowed from Preon’s | | implementation.
The purple tiles show our code. The blue tile represents open-source library functions.
4.1.2 Implementation Assumptions

The implementation of this FRI protocol is based on several key assumptions that ensure

both functionality and performance in cryptographic settings. First and foremost, it is
assumed that any entities or participants involved in using this protocol have access to
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Figure 4.1: Software Components of Our Implementation

GPU systems capable of executing CUDA-based applications. The use of CUDA-C allows
the protocol to take full advantage of modern GPU architectures, enabling the parallel ex-
ecution of tasks like polynomial evaluation, hashing, and consistency checks in the commit
and verify phases. These operations are significantly accelerated compared to their CPU
counterparts, which is essential for maintaining performance, especially when dealing with
large codewords or high-depth Merkle trees.

Another assumption underlying this implementation is that the code is fully compatible
with CUDA-C, meaning that both the setup and runtime environments are configured to
support GPU execution. This includes ensuring that the necessary CUDA libraries and
drivers are correctly installed and that the hardware meets the required specifications
for optimal performance. The CUDA toolkit and NVCC compiler are dependencies to
compile and run the code. Moreover, the design assumes the presence of efficient memory
management capabilities, as memory transfers between the CPU and GPU need to be
handled with minimal overhead.
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4.1.3 Use of Open Source Libraries

OpenSSL | | is used in the code primarily for cryptographic operations, particularly
hashing. In the context of the FRI protocol written in C, Our code uses OpenSSL’s SHA3-
256 function while randomly sampling the element for line computation. The hash function
ensures deterministic selection of the element based on a computed seed, as expressed in
the previous chapter. OpenSSL is a widely adopted library for cryptography, known for
its performance and compliance with cryptographic standards, making it an ideal choice
for implementing secure hash functions in the FRI protocol.

The code snippet below shows the invocation of OpenSSL’s EVP functions for comput-
ing hashes.
void hash_sha3_256(const uint64_t *data, size_t len, uint64_t *xout) {

EVP_MD_CTX *mdctx = EVP_MD_CTX_new () ;
const EVP_MD *md = EVP_sha3_256();

EVP_DigestInit_ex(mdctx, md, NULL);
EVP_DigestUpdate (mdctx, data, len);
EVP_DigestFinal_ex(mdctx, (unsigned char *)out, NULL);

EVP_MD_CTX_free (mdctx) ;

For the GPU version of our implementation, we use Keccak | | (or more specifi-
cally, the SHA3-256 variant) to compute cryptographic commitments such as Merkle tree
roots and authentication paths. The sponge construction of Keccak makes it particularly
suited for applications like zero-knowledge proofs and commitments in cryptographic pro-
tocols because of its flexibility and security. It is also optimized for performance and can
be implemented efficiently on both CPUs and GPUs, which is crucial for the FRI protocol,
where large amounts of data needs to be processed quickly in parallel. In GPU-accelerated
cryptographic systems like this one, Keccak’s design allows it to take full advantage of
parallelism, improving the overall throughput of the protocol without sacrificing security.
The open-source implementation of Keccack’s SHA3-256 is made to GPU-compatible for
use in our implementation.

On the performance side, libcudart (CUDA Runtime Library), among others, is cru-
cial for GPU management in the protocol. This library facilitates interaction between the
code and the GPU, managing tasks like memory allocation, kernel execution, and syn-
chronization of GPU threads. In particular, libcudart is responsible for handling CUDA-
specific operations such as transferring data between the host (CPU) and device (GPU)
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and launching the parallel kernels that compute the polynomial evaluations and Merkle
tree commitments.

4.1.4 Extending the Basis Elements

The domain basis in the context of the FRI protocol relates to the definition of the eval-
uation space over which polynomials are sampled and evaluated. In our implementation,
this corresponds to the initialization of domain elements and their subsequent use in poly-
nomial evaluations. Specifically, we handle the domain elements in data structures that
resemble the Python Dictionary, that the proof utilizes to generate the field elements for
its proof parameters.

For our different levels of security, L3 being for finite field GF(2%%) and L5 being for
finite field GF(23%°), we start off from GF(2%*) and use polynomial computations to extend
to the bigger fields.

A polynomial over the field GF(25%) is typically represented as:

f(x) =co+ x4 ca?® + - + cq2?

where ¢; are coefficients from GF(25%). This base field forms the building blocks for larger
extensions needed for higher security levels. For the higher security levels, such as L2
(GF(22°%)) and L3 (GF(2%)), we extend the base field using polynomials derived from
powers of a, along with another § and their products. The first 64 elements are generated
as:

Foes =< 1,,02,...,a% >

We then extend the field by multiplying these elements with powers of 5, where 3 is
used to represent the basis elements for Fos, as Fyze = [Foss - F3], and Fys =< 1,3, % >.
For L3, the elements span the field GF(2%°), constructed as:

{1704,"' 7a63767ﬁa7”' ,ﬁaGS,BZ,BZOé,"' ,62(){63,/83,ﬁ305,"' 762a63}‘

For L5, representing GF(2%%°), the polynomial is further extended using higher powers
of var2:
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The scalability of these fields ensures that the proof system maintains its robustness
and efficiency, even as the field grows in size, making the process both straightforward and
secure for different levels of security requirements.

4.1.5 Borrowing Preon’s | | Parameters

To make the protocol work, our code uses the FRI Domain parameters, finite field functions,
and Polynomial evaluation functions as used in Preon’s Optimised Implementation, which
is available as in the public domain. These functions were made compatible with the GPU
nodes using the __device__and __host__ function qualifiers. These qualifiers specify where
the function can be executed and where it can be called from.

The FRI domain parameters list the basis and offset (shift) elements that are used to
compute the field elements. These parameters are crucial in determining the protocol’s
rounds, and for constructing the codeword elements that aids the process of the entire
protocol. They define multiple FRI domains, each with a progressively smaller size, from
229 down to 2°, reflecting the recursive nature of the FRI protocol. Each domain is initial-
ized with a specific set of bases elements, providing the foundation for interpolation and
query operations that underpin the proof’s correctness. The parameters also specify the
number of co-linearity tests, which indicate the number of points that the verifier queries
to check the codeword computation on. These parameters also allow for pre-computing
the inverses of these bases, which is one of the optimizations that we implement in the
protocol’s software.

4.2 Proof Management

In this implementation of the FRI (Fast Reed-Solomon Interactive Oracle Proof) protocol,
proof management plays a critical role in both the commit and verification phases. It
encompasses the generation, organization, and verification of Merkle proofs, which are
used to guarantee the correctness of the codeword reductions over successive rounds of the
protocol. The core operations involved are rooted in both cryptographic hash functions
(specifically SHA3-256) and the arithmetic over finite fields, ensuring the integrity and
soundness of the FRI proof system.
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The proof management begins in the commit phase, where codewords are progressively
reduced through a series of rounds, each halving the size of the codeword while maintaining
the required polynomial properties. At each round, the prover generates a Merkle tree over
the current codeword and commits to the root of this Merkle tree. This commitment is
pushed into the proof stream, allowing the verifier to later request and verify proofs of
membership for selected elements in the codeword.

For each query during the verify phase, a Merkle proof path is opened. The opening
consists of a sequence of hash values, which represent the sibling nodes along the path from
a leaf to the root of the Merkle tree. These paths are provided to the verifier to check the
consistency of the leaf value (an element of the codeword) with the previously committed
Merkle root.

4.2.1 Merkle Tree Commitment and Opening

The core components of the Merkle commitment in the code involve functions like merkle_
commit, merkle open, and merkle verify. During commitment, a Merkle tree is con-
structed from the leaves, which are the hash representations of the codeword elements.
The commitment function recursively hashes sibling nodes up to the root, storing inter-
mediate hashes for potential use in proof paths. The root of the tree is then committed to
the verifier, while the tree itself is retained for opening.

The merkle_open function plays a crucial role in proof management, as it extracts the
authentication paths for a given leaf, allowing the prover to demonstrate the correctness
of the committed data. The proof paths include the necessary sibling hashes required to
reconstruct the Merkle root from the leaf value. This allows the verifier to recompute the
root and compare it with the committed value, ensuring that the queried leaf belongs to
the committed set.

Recursion depth stack overflow error for large number of leaves

In recursive implementations, each function call consumes a portion of stack memory, and
when the recursion depth exceeds the stack’s limit, the system cannot allocate additional
memory, leading to an invalid memory access error.

For instance, in this work, this error manifests as an EXC_BAD_ACCESS (on macOS),
indicating that the program attempted to access memory beyond what was allocated to
it. Specifically, when building trees with a high number of leaves, the recursive process for
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node traversal or proof generation reaches the maximum stack depth, causing the program
to access unallocated memory and consequently crash. This type of error highlights a
significant limitation in recursive designs for memory-intensive tasks. The solution was
to write an implementation that uses loops instead of recursive function calls, but to
balance them in a way that the GPU kernel would still find it simplistic enough for correct
parallelization.

push counted +1 in query for a_indices 5616

proof len b: 17

push counted +1 in query for b_indices 5624
Process 80669 stopped

; — thread #1, queue = ’com.apple.main-thread’, stop reason =

EXC_BAD_ACCESS (code=1, address=0x320716ab72de2ade)

frame #0: 0x00000001845e57f4 libsystem_platform.dylib‘_platform_memmove +
420 libsystem_platform.dylib ‘:

-> 0x1845e57f4 <+420>: 1ldr x6, [x1], #0x8

0x1845e57f8 <+424>: str x6, [x3], #0x8

0x1845eb57fc <+428>: subs x2, x2, #0x8

0x1845e5800 <+432>: b.hs 0x1845e57f4 ; <+420>

Target 0: (fri) stopped.

(11db) bt

4.2.2 Handling of Authentication Paths

The authentication paths (or Merkle proofs) are stored in a multi-dimensional array in the
implementation. For each query, the path corresponding to the queried codeword element
is extracted, and the sequence of hashes is pushed into the proof stream. The verifier
retrieves the proof stream during the verification phase and validates the consistency of
the proofs by recomputing the Merkle root. The proof lengths, which vary depending
on the depth of the Merkle tree, are also managed as part of this process. The dynamic
handling of the proof lengths ensures that the verifier knows how many sibling nodes to
expect for each proof path.

4.2.3 Optimization Considerations
In the context of GPU-based FRI implementations, parallelization of both proof generation

and verification phases can significantly speed up the protocol. That being said, managing
the memory transfers between the host and device (CPU to GPU and vice-versa) becomes a
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bottleneck, particularly when handling large Merkle trees or when proof paths are large due
to high-depth trees. Optimizing memory management through careful allocation, transfer,
and synchronization is essential for achieving high performance in the FRI protocol.

The implementation also focuses on robust error handling, ensuring that any inconsis-
tencies in the proof (e.g., incorrect proof lengths or mismatches between computed and
committed Merkle roots) are detected early. This is critical in cryptographic settings,
where soundness and completeness must be guaranteed. The security of the FRI protocol
relies on the hardness of breaking the Merkle commitment scheme, which in turn depends
on the collision resistance of the underlying hash function (SHA3-256 in this case). By
verifying that all queried leaves are consistent with the commitment, the verifier can trust
the integrity of the proof provided by the prover.

4.2.4 Memory Management on the GPU

The FRI line computation is performed in parallel using CUDA. At each round of FRI, we
reduce the size of the codeword by half, combining pairs of elements according to a linear
function determined by the sampled value a.

This is computed in the commit_kernel function, where each thread processes one pair of
elements from the codeword in parallel. The kernel is responsible for subtracting elements,
multiplying by the pre-computed denominator inverse, and applying the linear function.
The output is written to the next codeword. Below is the relevant code snippet that
allocates memory to the GPU and invokes it:

// Allocate memory on the GPU
cudaMalloc ((void**)&device_codeword, size);

; cudaMalloc ((void**)&device_codeword_nxt, size);

cudaMalloc ((void**)&device_alpha, size);

5 cudaMalloc ((voidx**)&device_offset, size);

cudaMalloc ((void**)&device_denominator_inv, size);
cudaMalloc ((void**)&device_eval_basis,size);

// Transfer data from host to device

cudaMemcpy (device_codeword, host_codeword, size, cudaMemcpyHostToDevice) ;

cudaMemcpy (device_alpha, host_alpha, size, cudaMemcpyHostToDevice);

cudaMemcpy (device_offset, host_offset, size, cudaMemcpyHostToDevice) ;

cudaMemcpy (device_denominator_inv, host_denominator_inv, size,
cudaMemcpyHostToDevice) ;

cudaMemcpy (device_eval_basis, host_eval_basis, size,
cudaMemcpyHostToDevice) ;
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// Launch the kernel (assuming 1D grid and block structure)

7 int threadsPerBlock = 256;

int blocksPerGrid = (N / 2 + threadsPerBlock - 1) / threadsPerBlock;

commit_kernel <<<blocksPerGrid, threadsPerBlock>>>(device_codeword,
device_codeword_nxt , device_alpha, device_offset,
device_denominator_inv, device_eval_basis, N);

// Synchronize to ensure the kernel execution is finished
cudaDeviceSynchronize () ;

// Copy the result back to the host
cudaMemcpy (host_codeword_nxt, device_codeword_nxt, (N / 2) % FIELD_WORDS
* sizeof (uint64_t), cudaMemcpyDeviceToHost);

// Clean up device memory
cudaFree (device_codeword) ;
cudaFree (device_codeword_nxt) ;
cudaFree (device_alpha);
cudaFree(device_offset) ;

cudaFree (device_denominator_inv) ;
cudaFree (device_eval_basis);

For each call to the kernel where the next codeword is computed, the kernel only needs
so much memory to be transferred to it from the CPU to ensure the parallel computations
successfully take place.

The Merkle tree integration is also parallelized. Once each round of FRI is completed,
we generate the Merkle tree by hashing pairs of elements from the codeword to compute
the next level of hashes. This process is repeated until we reach the root. The Merkle tree
generation is encapsulated in the merkle kernel, where each thread computes a hash for a
pair of elements from the previous layer:

__global__ void compute_tree_layers(uint64_t *device_codeword_nxt,
uint64_t *device_layer_hashes, uint64_t *device_tree_layer,
uint64_t *device_tree_layer_nxt, uint64_t *

device_combined_sibling_codewords , uint64_t x*
device_concat_codeword_to_hash, uint64_t *device_digest, int N)

size_t I = blockIdx.x * blockDim.x + threadIdx.x;
if (I > N / 2) return;

if(I < N/2 && N < initial_codeword_length && N >=
last_codeword_length) A
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9 int idx1 = 2 % I % (FIELD_WORDS + HASH_WORDS);

10 int idx2 = (2 * I + 1) * (FIELD_WORDS + HASH_WORDS) ;

11 int idx3 = I * (FIELD_WORDS + HASH_WORDS);//for next codeword
12 int idx5 = I * HASH_WORDS; //for hash

13 int idx4 = I * (FIELD_WORDS + HASH_WORDS);

14 //step 1: combine sibling elements of current layer

15 memcpy (&device_combined_sibling_codewords [idx3], &
device_tree_layer[idxl1], (FIELD_WORDS + HASH_WORDS) * sizeof (uint64_t

))

16 memcpy (&device_combined_sibling_codewords [idx3 + (FIELD_WORDS +
HASH_WORDS)], &device_tree_layer [idx2], (FIELD_WORDS + HASH_WORDS) =
sizeof (uint64_t));

17 //step 2:

hash them

18 SHA3((uint8_t *)&device_digest[idx5], (uint8_t *)&
device_combined_sibling_codewords [idx3], 2 * (FIELD_WORDS +
HASH_WORDS) * sizeof (uint64_t), 256);

19 //step3:

20 memcpy (&device_concat_codeword_to_hash[idx4], &device_digest[idx5
], HASH_WORDS * sizeof (uint64_t));

21 memcpy (&device_concat_codeword_to_hash[idx4 + HASH_WORDS], &
device_codeword_nxt [idx3], FIELD_WORDS * sizeof (uint64_t));

22 //step 4:

combine the hash with the codeword of the next layer

save computation in the tree’s data structure

23 memcpy (&device_tree_layer_nxt [idx3], &
device_concat_codeword_to_hash[idx4], (FIELD_WORDS + HASH_WORDS) *
sizeof (uint64_t));

This kernel ensures the Merkle tree is constructed efficiently on the GPU by processing
multiple pairs of elements simultaneously.

4.2.5 Proof Stream and Verification

The proof stream is central to both the prover’s and verifier’s interactions in the protocol.
The prover pushes commitments, authentication paths, and other necessary data into the
proof stream. The verifier, on the other hand, pulls this data during the verification pro-
cess. The code snippet managing the proof stream is based on functions like push_object
and pull_object, which manage the serialization and deserialization of Merkle proof com-
ponents. Correct memory handling, particularly in dynamic proof paths, is crucial for
ensuring that all parts of the proof are accessible and verifiable by the verifier.
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In the verification phase, once the proof paths are retrieved, the verifier reconstructs
the Merkle root using the received leaf and proof path. This is done by successively hash-
ing sibling nodes along the path and checking if the resulting root matches the previously
committed root. The verifier must handle multiple queries and check the corresponding
proof paths for all queried elements, ensuring that all elements are consistent with the orig-
inal commitment. To make the protocol non-interactive, we employ a custom serialization
method, our version of the Fiat-Shamir heuristic. The prover pushes objects into a global
proof stream, including codewords, Merkle roots, and the sampled values («), while the
verifier pulls these objects in the correct order. The key limitation of this approach in C
is that our serializer does not recognize object data types, so the pattern of pushing and
pulling must exactly match. Here is an example of pushing and pulling data objects into
the proof stream in the commit function:
push_object (global _proof_stream, root);

push_object (global_proof_stream, sampled_alpha_for_proofstream);
push_count ++;

5 uint64_t *root_verify = (uint64_t *)pull_object(global_proof_stream);

sampled_alpha = (uint64_t *)pull_object(global_proof_stream);
pull_count++;

The idea of implementing serialization in this way was to perform a small-scale mimic
of the Pickle module | ] in Python. Since C does not provide introspection or dynamic
typing, ensuring correctness in serialization in our code depends heavily on maintaining
the correct order of push and pull operations, as mismatches will lead to undefined be-
havior. There are further security limitations to such an implementation. When handling
sensitive cryptographic proofs such as this, improper serialization can inadvertently ex-
pose intermediate computations or metadata about the proof stream, thereby weakening
the zero-knowledge properties of the protocol when further deployed as part of bigger al-
gorithms. For example, metadata about the sizes or structures of serialized objects could
reveal information about underlying codeword, alpha or Merkle root lengths, which could
be exploited in targeted attacks on the FRI protocol’s soundness or completeness. We are
aware of this limitation and note the encryption of serialized proof stream as a future work.

The overall structure ensures that all the necessary components—codewords, sampled
element, indices, Merkle roots, verification paths, and proof objects are serialized for trans-
mission to the verifier, enabling for a non-interactive proof system.
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Chapter 5

Performance of Air-FRI

In this chapter, we highlight and discuss the performance of our implementation. Mainly,
the chapter aims to bring to light the various metrics for our performance testing, how
much time the prover and verifier take for their respective execution, and a bit about the
memory management that went into the code.

5.1 Test Plan

This section outlines the test plan employed for evaluating the performance and correctness
of the Fast Reed-Solomon Interactive Oracle Proof of Proximity (FRI) protocol. The
tests are divided into two main categories: unit tests to verify functional correctness and
performance tests to assess execution times under various optimization levels.

5.1.1 Unit Tests

The unit tests are designed to validate the correctness of individual modules within the
FRI protocol implementation. The tests check for expected behaviour in both CPU and
GPU implementations. The following functionalities are tested:

To ensure the accuracy, robustness, and correctness of each component within the FRI
protocol implementation, a comprehensive suite of unit tests was developed. These tests
cover core functionalities, including finite field operations, cryptographic commitments,
polynomial evaluations, and optimizations. The following sections describe the specific
areas tested.
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¢ Finite Field Operations: Unit tests for finite field operations are fundamental to
verifying the correct behaviour of addition, multiplication, inversion, and other arith-
metic functions in GF(2?°%). These operations underpin many higher-level processes
in the protocol. Tests validate the following:

1. Addition and Multiplication: Ensures that addition and multiplication con-
form to the field’s properties, specifically closure, associativity, distributivity,
and the existence of additive and multiplicative identities.

2. Inversion: Verifies that every non-zero element has a unique multiplicative in-
verse within the field, a crucial aspect for line computations within the protocol.

¢ FRI Commit Phase: The commit phase of the FRI protocol involves multiple
steps, including codeword reduction, Merkle tree generation, and proof commitment.
Unit tests are designed to validate:

1. Codeword Reduction: Verifies that each round reduces the codeword’s size
as expected and that the correct values are propagated through each reduction
step.

2. Merkle Tree Generation: Tests the Merkle tree construction by verifying
that the tree is built correctly for a given set of codewords. Each node, from
leaves to the root, is checked to ensure that it is the cryptographic hash of its
child nodes.

3. Proof Commitment: Validates that the Merkle root produced in this phase
matches the expected root for the set of codewords. This ensures that the
prover’s commitment is consistent and that no alteration of data occurs before
passing it to the verifier.

e FRI Verify Phase: This phase focuses on the verifier’s ability to correctly validate
proofs generated during the commit phase. Tests in this category include:

1. Merkle Proof Verification: Ensures that the verifier can accurately validate
a Merkle proof by reconstructing the path to the root from any leaf. The test
checks for correctness in verifying sibling hashes and recomputing the root.

2. Consistency Checks: Validates the verifier’s ability to check the consistency of
line reductions and codeword transformations. This includes ensuring that each
round’s output matches the expected values given the proof and the protocol
parameters.
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¢ Polynomial Evaluation: Polynomial evaluations are performed at various domain
points throughout the FRI protocol. Unit tests for this component ensure:

1. Correctness of Evaluation: Validates that the polynomial evaluation func-
tion correctly computes values at specified domain points.

2. Consistency Across Rounds: Ensures that evaluations are consistent across
rounds of the protocol and that transformations between rounds adhere to ex-
pected outcomes.

3. Edge Cases: Tests boundary conditions, such as evaluations at zero or other
special points in the domain, ensuring that calculations remain stable and ac-
curate.

e Precomputed Inverses and Non-Interactiveness: Optimizations like precom-
puted inverses and the Fiat-Shamir transform are essential in our contribution for
efficiency. Unit tests for these optimizations verify:

1. Precomputed Inverses: Confirms that precomputed inverse values are cor-
rectly utilized in the protocol, minimizing redundant calculations and ensuring
consistency with direct inverse calculations.

2. Fiat-Shamir Transform (Non-Interactiveness): Validates that the Fiat-
Shamir transform correctly replaces interactive proof steps by generating chal-
lenge values deterministically from hash values, thus maintaining protocol in-
tegrity without external randomness. Ofcourse, this code also takes care of the
proof system and all the objects that the prover wishes to send to the verifier.

e Merkle Tree Code: The Merkle tree is central to cryptographic commitments in
the FRI protocol. It is not an exaggeration to say that this part of the code is
the most sophisticated of the entire protocol, with great demand on correct memory
management and root computation. Unit tests for the Merkle tree code could ensure
some features were correct, but the real issues were captured with actual parameters.
Some unit tests done for the Merkle tree code include:

1. Merkle Tree Construction: Confirms that the Merkle tree is built correctly
from the provided data, verifying each node’s value as the hash of its child nodes
and ensuring a correct path from leaves to root.

2. Hash Consistency: Tests that the hash function consistently produces the
same output for identical inputs across all nodes, ensuring no discrepancies in
the cryptographic commitments.
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3. Authentication Path Generation (Proof Path): Ensures that the function
generating Merkle proofs produces correct paths from any leaf node to the root,
including each intermediate hash in the correct order.

4. Verification of Proof Paths: Validates that given a Merkle proof path, the
verifier can reconstruct the correct root by hashing along the path. This ensures
that proof paths provided in the protocol are trustworthy and complete.

5. Edge Cases and Boundary Conditions: Checks special cases such as single-
leaf trees, maximum tree depth, and scenarios where sibling nodes are identical,
ensuring that the Merkle tree functions remain reliable under all conditions.

For the sake of unit tests, testing our Verifiable FRI Merkle Tree was limited to basic
functionality. Most essential testing was done with actual parameters in terms of
having it work correctly for the protocol.

All unit tests ensure that the outputs match the theoretical expectations, and no undefined
behavior or memory issues (such as segmentation faults) occur.

5.1.2 Performance Test Design

The performance tests are divided into two categories: CPU-based tests and GPU-accelerated
tests.

1. CPU-based tests: The performance of the C-based FRI protocol is measured for
baseline comparison. Initial tests use no optimizations, followed by tests with precom-
puted inverses, repeated hashes (Fiat-Shamir), and FRI Merkle tree implementation.

2. GPU-accelerated tests: Performance is evaluated on the GPU version of the code.
The tests include precomputed inverses and parallel line computation, with the final
implementation featuring FRI Merkle tree optimizations. These tests assess how
GPU parallelism improves the runtime of each phase of the protocol.

Each test is run multiple times (up to 100 iterations) to ensure the consistency and
reliability of the timing results.
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5.1.3 Test Environment

The tests were conducted on a system with the following configuration:

CPU: Apple M3 (ARM Processor), 8GB Unified Memory
CPU cores: 8

GPU: NVIDIA 40 Ampere

NVIDIA Architecture-based CUDA cores: 10,752 | ]
RAM (GPU): 48GB VRAM

The time was measured in seconds, and the system clock was used for recording exe-
cution times.

5.1.4 Test Metrics

The performance tests for the FRI protocol implementation are designed to evaluate and
compare the execution times across various optimizations and implementations. The fol-
lowing metrics will be measured for both CPU and GPU-based implementations:

1.

Prover Time: This measures the total time taken by the prover to commit to a
proof, including codeword reductions, Merkle tree generation, and all relevant hash
computations.

. Verifier Time: This measures the time taken by the verifier to validate the proof,

including Merkle proof verification, co-linearity tests, and consistency checks.

. Average Time: This metric records the average time over multiple test iterations

to ensure consistency and mitigate any potential outliers in performance data. The
goal is to establish a reliable baseline for each implementation.

Minimum Time: This represents the best-case scenario of the prover and verifier,
i.e., the fastest recorded execution time during the test iterations.

. Maximum Time: This represents the worst-case scenario, i.e., the slowest recorded

execution time during the test iterations.

Speedup Factor: For GPU-accelerated implementations, this metric compares the
prover and verifier times between the GPU and the CPU versions, calculating the
performance gains achieved through parallelization in percentage.
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5.2 Results

This section presents the results for various parameters and briefly compares them with
existing implementations.

5.2.1 Performance of the Code Run with L3 Parameters

The code for our implementation is majorly written for Preon’s | ] L3 parameters,
as described in table 5.1. The low-degree test was conducted for 2'2 in finite field 2256,
Managing memory for these parameters is relatively convenient, because the codeword
element size and Merkle tree hash size at each index of the tree are the same, i.e, 256 bits.

Parameter Value
Finite Field (L3) 2256

Degree Tested 212
Expansion Factor 32

Least Codeword Length 25 (32)
Initial Codeword Length 217 (131072)
Number of Co-linearity Tests 14

Number of Codeword Reductions (Rounds) 12

Merkle Tree Height 17

Hash Function Input — Hash Function Output 1024 — 256

Table 5.1: Parameters for L3 FRI Protocol

Table 5.1 shows the parameters for running the protocol as given by Preon | ]
for L3 security. Apart from these metrics, these security levels also differ in handling
memory while programming in C or CUDA-C. Specifically, L3 parameters are 256-bit, so
in C, each codeword element is handled as 4 * sizeof (uint64_t), where uint64_t is
of 8 bytes in length. For L5, each codeword element is 320-bit long, represented as 5 *
sizeof (uint64_t). This required careful allocation and de-allocation of memory and also
demanded handling of codeword arrays in 3D.

Table 5.2 shows the progressive decrease in Average Time taken to run the protocol for
the same parameters with each optimization implementation. Rows 1, 2, 3 show the times
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Table 5.2: Performance Comparison of the FRI protocol on CPU vs GPU for L3 Parameters

S.No. | Category Iterations | Average (s) | Max (s) | Min (s)
1 C Code - No Optimisations 100 22.516272 24.487644 | 21.283454
2 C Code - Precomputed Inverses & Fiat-Shamir 100 17.949764 18.285129 | 17.674678
3 C Code - Precomputed Inverses, Non-interactiveness, & Verifiable FRI Merkle Tree 100 13.466491 14.387460 | 12.974454
4 GPU Code - Precomputed Inverses, Non-interactiveness, Parallel Line Computation 100 9.355615 10.225553 | 9.138932
5 GPU Code - Parallel Line Computation & Verifiable FRI Merkle Tree 100 1.490716 1.626001 | 1.459887

taken by the implementation in C, while 5 and 6 clearly show the advantages of our major
and novel optimizations using the GPU.

For the implementation of the protocol for the low-degree test of 4096, we measure the
individual prover and verifier times over 10 iterations, the results of which are shown in
table 5.3.

Metric | Prover Time (s) | Verifier Time (s)
Minimum 0.66909 0.16506
Maximum 0.67360 0.16651

Average 0.67026 0.16586

Table 5.3: Minimum, Maximum, and Average Times for Prover and Verifier for degree 2'2
over 10 iterations

The graph 5.2 below shows the times for various degrees as tested on the GPU. One of
the implications of an uneven curve could be the fact that time efficiency is also dependent
on the number of threads and blocks that a GPU kernel is allocated before invocation.
This is in-turn dependent on the length of the input, and how the workload is distributed
across threads and blocks. Effective scheduling and memory coalescing techniques can
reduce bottlenecks in such GPU workloads by ensuring that memory access is streamlined
across multiple threads, thus improving throughput for numerically-driven computations.

Based on the CPU and GPU times for the same degrees, we measure the percentage in
performance efficiency termed as the ‘Speedup Factor’ (Table 5.4). Since the degree test
for 2'2 is the main focus of our implementation, we consider the speedup factor of this
degree as the benchmark for our work.

5.2.2 Performance on L5 Parameters

For L5 security, Air-FRI’s results show notably seminal performance despite large codeword
lengths to begin the protocol with. The parameters are shown in table 5.5.
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Figure 5.1: FRI Degree Testing Time on the GPU with L3 Parameters
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Figure 5.2: CPU vs GPU Execution Times for FRI Degree Testing for L3 Parameters
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Degree | CPU Time (s) | GPU Time (s) | Speedup Factor (%)
012 2.798574 0.543291 80.59%
1024 0.476513 0.881827 83.90%
2048 10.856021 1.043323 90.39%
4096 22.425451 1.490716 93.35%
8192 45.155425 3.776132 91.64%
16384 104.365670 3.696402 96.46%
32768 205.366330 8.953130 95.64%

Table 5.4: Speedup Factor (%) of GPU over CPU for Various Degrees for 1.3 Parameters

Parameter Value
Finite Field (L5) 2320
Degree Tested 216
Expansion Factor 32
Least Codeword Length 2° (32)

Initial Codeword Length 221 (2097152)

Number of Co-linearity Tests 10
Number of Codeword Reductions (Rounds) 16
Merkle Tree Height 21

1152 — 256

Hash Function Input — Hash Function Output

Table 5.5: Parameters for L5 FRI Protocol

Tested on the metrics given above in table 5.5. Table 5.6 shows the prover and verifier
times measured over 10 iterations on the GPU. As compared to L3’s results, it is shown that
the proof generation takes only a few seconds more even when the codeword constraints
are large. This shows significant promise in realizing our implementation in post-quantum
secure algorithms which require such large constraints and strong security levels.

5.3 Performance of Current FRI Implementations

To compare our test results with the existing FRI implementations, which are currently
compatible to be run only on the CPU, we ran the pre-written tests of the libiop library
[Sc24], which Aurora | |, Ligero | ], and Fractal | | use to run their
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Metric | Prover Time (s) | Verifier Time (s)
Minimum 13.85859 1.12372
Maximum 13.88316 1.12699

Average 13.87129 1.12488

Table 5.6: Minimum, Maximum, and Average Times for Prover and Verifier for degree 2'6
over 10 iterations on the GPU

entire protocol. The tests are generated with the library’s build and metrics like the vector
size and subgroup size are much lesser as compared to those tested for in our imple-
mentation. Table 5.7 shows the times for the three algorithms that use the libiop library
for their low-degree test implementation. Further, to compare the entire performance, we
must also consider the Merkle tree test times for these algorithms as shown in table 5.8.

Table 5.7: Performance Comparison of Existing FRI Implementations on the CPU

Implementation | Prover Time (s) | Verifier Time (s) Vg.ctor Subgroup
ize Size
Aurora (libiop) 0.077 0.006 29 212
Fractal (libiop) 0.071 0.009 29 212
Ligero (libiop) 0.049 0.022 29 212

Table 5.8: Merkle Tree Test Summary for Libiop Implementations

Test Case | Execution Time (s) Verification Time
Merkle Tree 1.008 1 second per index in one tree
Note: Preon’s | ] FRI implementation is tested for a large polynomial of degree 22

with a subgroup size of 2!7, while the Aurora, Fractal, and Ligero implementations from
the libiop library are tested for a smaller polynomial degree of 2 within a subgroup of
2'2 In scale, when the size of the extension field exponentially increases, the prover time
approximately doubles (see 5.1). This is why, although Preon calls Aurora for its inner
working, including for running the FRI Low-Degree Test, the time taken by Preon’s code
is much greater to account to the exponential growth in codeword sizes and to cater to
parameters of larger extension basis. This is shown in table 5.9 below.

These timings on the CPU shown in table 5.9, when compared with our implementation
the GPU, has significant performance improvements through our optimizations. This shows
promise that our software-oriented solution for accelerating the FRI protocol can serve
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Metric | Prover Time (seconds) | Verifier Time (seconds)
Minimum 126.926 0.803
Maximum 139.683 1.167

Average 129.248 0.875

Table 5.9: Preon’s Prover and Verifier Times for Testing of Degree 2'? over 50 Iterations
on the CPU

algorithmic efficiency when carefully deployed in those zk-SNARK schemes which contain
the FRI as one of their core components.
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Chapter 6

Conclusions and Future Work

This chapter presents a summary of the thesis and future work of the implementations
listed in Chapter 3.

6.1 Summary of Thesis

In this thesis, novel and efficient optimizations of the FRI protocol for low-degree testing of
polynomials are implemented in software on the GPU, and results are presented. The pa-
rameters for implementation (specifically, the domain elements) are borrowed from Preon’s
[ | parameter values. We started off with addressing basic algorithmic changes that
would save prover computational time and make the protocol non-interactive. These in-
clude the pre-computation of inverses of domain bases elements, which are parameters
involved in the computation of the next codeword element in an RS-codeword-based proof
system. Then, we implement a one-time sampling of a uniformly-random element on the
prover side that is used in the next codeword elements’ computation as well. This sampled
element is sent to the prover, who, at a later time, can repeatedly hash while performing
the co-linearity check on a queried index.

Our two major novel contributions optimize the performance of the (non-interactive)
FRI protocol by computing the codeword elements in parallel on the GPU using NVIDIA’s
CUDA-C programming language. We then also implement a unique verifiable Merkle tree
that integrates the codeword elements in order to reduce the proof size. This tree is also
computed in parallel on a GPU Kernel, along with the line computation for next codeword
elements.
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We test the performance of these optimized implementations against the non-optimized
version of the FRI protocol written to be executed on the CPU. For codeword elements
computed on finite field GF(22°%), we find that the GPU version of the code is 93.3% more
efficient than its CPU counterpart, which takes 22 seconds on average to execute, while the
protocol on the GPU takes 1.49 seconds on average. For codeword computations on finite
field GF(2%?Y), i.e, for L security parameters, the prover time measured is 13.89 seconds,
which is approximately only 11 seconds slower than parameters of L3 despite having sig-
nificantly large codeword sizes and greater number of reductions. In all cases, it is proven
that the verifier takes significantly lesser time than the prover, as is expected, since prover
does all the hard work to make sure verification is efficient.

This work aims to highlight the importance of identifying the underlying optimizations
in standardized cryptographic algorithms in software in order to speed up the implementa-
tions. This implementation can be integrated into any algorithm or protocol that utilizes
the FRI protocol as one of its core components, although it was primarily written for
integration into the software for Polaris | ].

6.2 Limitations

An essential security assumption, which is noted as a limitation, is that our implementation
does not account for software-induced vulnerabilities in the protocol. By that, we refer
specifically to the fact that the code might still be prone to side-channel attacks which the
code is not assigned to address at this point. Further, the proof system manages several
objects of varied memory sizes. In C, this memory is allocated dynamically and freed to
avoid memory leaks, but there could always be certain instances where more memory is
allocated than utilized. In that case, memory might be mismanaged. To address memory
safety while still reaping the advantages of GPU’s performance, the protocol can also de
developed in Rust using Rustacuda | ]. Another final identified limitation is that the
implementation of the integrated Merkle tree does not ease on-the-fly Merkle authentication
path computation. This means that the prover would have to either store the entire Merkle
tree in order to compute the authentication path, or it would have to gain access to all
codewords of all FRI rounds during the query phase. This implies more complex memory
management to avoid leaks and segmentation faults.
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6.3 Future Work

6.3.1 Further Reduction of the Proof Size

For a finite field byte size of 256, the current implementation approximately shares 9,000
objects to the verifier via the proof stream, majority of which include the co-linearity test
objects for all the rounds. To reduce this number is definitely in the scope of future work
to ensure that the effective proof size further reduces. Possibly a trade-off can be made
by increasing the localization parameters and reducing the number of co-linearity tests
performed to still ensure correctness of the protocol.

6.3.2 Integrating with a Faster Implementation of the FFT Al-
gorithm

Polaris | ] uses additive FFT to evaluate the polynomial over interpolated points,
essentially acting as a predecessor for the FRI protocol which uses this polynomial to
perform low-degree testing on. Currently, the code uses Preon’s | | implementation
of FET, but using a special basis and subfield structures | ], it would be possible to
implement an FFT algorithm that is more efficient with the polynomial evaluation on any
given domain.

6.3.3 Implementing Zero-Knowledge with this FRI Protocol

In order to integrate this code to work with any zk-SNARK-based algorithm, we would have
to implement the zk aspect by masking the polynomial whose degree is being tested. For
example, in each round of the FRI protocol, as the degree of the polynomial is progressively
reduced, a masking polynomial can be added at each reduction step. This additive masking
technique ensures that the verifier cannot infer any specific properties of the committed
polynomial beyond the fact that it lies within the specified degree. The masked polynomial
is generated in such a way that its terms cancel out in the overall proof verification, thereby
maintaining the proof’s integrity while concealing sensitive data. The use of masking
polynomials aligns well with our GPU-accelerated FRI implementation, as they can be
generated on-the-fly and in parallel.
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6.3.4 Encryption of Serialized Data

As described in Section 4.2.5, the serialized data that the prover shares to the verifier is
currently unencrypted. The logic for the serialized Proofstream, although encapsulated,
is still vulnerable to a side-channel attack (which is presented in section 6.2 as being out-
of-scope of our work). While the best way to secure this data for the FRI Protocol is not
evident at the moment, during the integration of Zero-knowledge with the protocol, steps
to conceal the Proofstream data from illegal access is noted as an essential part of our
future work.

6.3.5 Comparison of Energy Consumption between CPU and
GPU Implementations of the Protocol

While GPUs make the protocol run faster, attention needs to be drawn towards the amount
of energy they consume to estimate the ecological implications of this implementation.
Static analysis results prove that uncoalesced global memory accesses are identified as a
major factor influencing energy use in NVIDIA GPUs | |. Further, close to half of
the total energy consumption of a 100A NVIDIA GPU is that of a static kernel | .
Identifying trade-offs between efficiency and energy by measuring the energy consumed by
our code on the GPU versus on the CPU is identified as an important work for the future.

6.3.6 Memory Profiling of the GPU Code

Since the protocol’s performance relies heavily on shared memory between the host (CPU)
and device (GPU kernel), a robust implementation should incorporate memory profiling
results to make optimization decisions about thread and block usage, ensuring efficient
GPU kernel launches across varying codeword lengths and Merkle Tree computations.
Although our current implementation does some benchmarking to figure out which part of
the code takes the most time to execute, a GPU-oriented memory profiling using nvprof
or nsys profile | ] tools provided within the cuda-toolkit.
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