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Abstract

This thesis explores the optimization of distributed robotic perception systems for real-time
applications such as autonomous navigation, smart surveillance, and multi-agent coordi-
nation. These systems require fast processing of high-frequency sensor data under tight
latency and reliability constraints.

Edge computing offers low-latency inference and privacy, while cloud computing pro-
vides centralized scalability and resource efficiency, but suffers from transmission delays
and network dependency. Critically, the bandwidth required to transmit raw video streams
and LiDAR pointcloud messages to the cloud is often infeasible, necessitating edge-side
preprocessing.

To address these challenges, this work proposes and evaluates a hybrid edge—cloud
architecture in which each sensor node that is equipped with its own LiDAR and camera
performs background removal and motion detection locally at the edge, while the remaining
perception tasks are offloaded to the cloud. This design reduces bandwidth usage and
enables real-time responsiveness under constrained conditions. While edge modules cannot
perform full object classification, they provide fast "reflex-like” responses that enable event
filtering, alert triggering, and resource prioritization, reserving the more computationally
intensive object recognition for cloud processing.

LiDAR processing was parallelized using Intel TBB and spatial chunking, achieving
up to 2x speedups across 1-32 cores. For camera-based perception, Frame Differencing,
GMM, and Dense Optical Flow were tested. Frame Differencing proved most effective for
edge deployment, achieving 100% message reliability and 80.9% bandwidth savings with a
20.8 ms average processing time.

Scalability tests showed that a 64-core system can support up to 75 nodes at 10 Hz or 50
nodes at 20 Hz with no message loss while meeting real-time constraints. Communication
protocol testing revealed latencies ranging from 0.24 ms (ROS) to 2,589 ms (ZeroMQ over
WiF1i), setting architectural limits for cloud offloading. Finally, cost analysis showed that
a 64-core cloud instance could replace 50 edge devices ( $44,950 upfront), offering cost-
effective scalability in suitable deployments.

This work delivers: (1) empirical benchmarks that reveal how LiDAR and camera
perception scale under parallel processing, (2) motion-based filtering techniques that sig-
nificantly reduce bandwidth without sacrificing accuracy, (3) real-world measurements of
communication protocol latency under 5G and Wi-Fi, and (4) practical deployment guide-
lines for hybrid edge—cloud robotic systems.
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Chapter 1

Introduction

1.1 Overview and Motivation

The rapid deployment of autonomous systems in domains such as self-driving vehicles, in-
dustrial automation, and smart cities has created a growing demand for efficient real-time
sensor processing. Modern robotic platforms integrate multiple high-bandwidth sensors,
including LiDAR systems producing up to 2.2 million points per second [0, 58] and stereo
cameras generating over 200 Mbps of raw imagery [6,23]. While this fusion of data enhances
situational awareness, it also presents critical challenges in computation and communica-
tion. These challenges affect responsiveness, reliability, and the overall operational cost of
autonomous systems.

Two dominant approaches exist to address these processing needs. The first is an
edge-only strategy, where all sensor data is processed locally. This minimizes latency but
is constrained by the limited computational resources of edge devices. The second is a
cloud-centric approach, which offers virtually unlimited processing capacity but introduces
variable latency and depends heavily on network availability. In practice, neither approach
is sufficient on its own. Real-world systems require an architecture that can dynamically
balance these trade-offs based on environmental conditions, network quality, and task
requirements.

This thesis proposes and evaluates a hybrid edge-cloud architecture tailored for multi-
sensor robotic systems. Building on recent advances in containerized processing and dis-
tributed system design, the architecture employs intelligent filtering at the edge to minimize
data transfer, while offloading complex perception tasks to cloud resources. The design



philosophy is based on the observation that not all sensor data requires equal processing:
static background information can be handled locally, while dynamic scenes benefit from
centralized, high-performance analysis.

1.2 Bandwidth and Scalability Constraints in Distributed
Robotics

A central challenge in distributed robotic systems lies in the imbalance between the vol-
ume of sensor data produced and the system’s capacity to transmit and process it effec-
tively. Autonomous platforms typically generate enormous data volumes; for example, a
single vehicle can produce over 4 TB of sensor data daily [6]. Yet, existing communica-
tion networks—including 5G and Wi-Fi—struggle to maintain the consistent low-latency
transmission rates required for real-time operation. Transmitting full-resolution sensor
streams in real time is therefore not only impractical but also cost-prohibitive in band-
width-constrained environments.

This research addresses this bottleneck by implementing intelligent edge-level prepro-
cessing that reduces data transmission volume by 80-90%. Lightweight techniques such as
motion detection for camera streams and background subtraction for LIDAR point clouds
allow edge devices to filter out static or redundant data before forwarding dynamic scene
changes to the cloud. This targeted filtering enables the use of cloud resources even when
bandwidth is limited, while still preserving the information necessary for high-level per-
ception tasks.

Beyond bandwidth, scalability presents another layer of complexity. Real-world deploy-
ments often involve dozens or even hundreds of sensor-rich robotic platforms operating in
parallel. Processing this volume of sensor data centrally or uniformly across all devices
requires considerable computational resources. However, simply adding more hardware
increases both operational costs and system complexity.

To address this, the system architecture leverages containerized processing pipelines
that can be deployed flexibly across devices ranging from single-core edge nodes to 64-core
cloud servers. Extensive benchmarking reveals how performance scales with the num-
ber of cores and devices, and identifies practical configurations that optimize throughput
while controlling cost. These findings inform a scalable deployment strategy that balances
performance and resource utilization as system size grows.

Together, these solutions lay the groundwork for an architecture that is not only re-
sponsive and bandwidth-aware but also economically viable at scale.



1.3 Research Context and Positioning

This work builds upon prior research at the Mechatronic Vehicle Systems (MVS) Lab
at the University of Waterloo, which has developed edge-based perception pipelines for
autonomous fleet systems. In their 5G Cloud-Based Fleet Mobility platform [30], the MVS
Lab demonstrated the feasibility of performing full LIDAR and camera data processing
on NVIDIA Jetson Orin NX devices. These systems processed sensor streams entirely
onboard, using embedded GPUs to execute object detection, sensor fusion, and scene
understanding in real time. Processed results were then transmitted to the cloud for
mission-level coordination.

While effective, this edge-centric approach revealed several limitations. The use of
GPU-enabled edge devices led to significant hardware costs (approximately $900 per node),
raising concerns about scalability. Algorithm complexity was limited by thermal and power
constraints, and maintenance became increasingly complex as fleet size grew. Additionally,
edge resources could not be shared, resulting in imbalanced workloads and underutilization.

To address these constraints, this thesis introduces a hybrid processing model. Lightweight
preprocessing (motion detection and background subtraction is performed at the edge)
while compute-intensive tasks such as clustering and recognition are delegated to the cloud.
This division reduces per-node hardware requirements, allows for more sophisticated algo-
rithms, and simplifies software updates by centralizing them in the cloud.

Of course, introducing cloud components raises new concerns related to network relia-
bility, latency, and bandwidth. To address this, the system includes edge-level filtering to
reduce unnecessary data transmission and is evaluated under various network conditions—
including Ethernet, WiFi, 5G, and degraded links. The goal is to show that with appro-
priate partitioning, a hybrid architecture can outperform edge-only systems in scalability,
maintainability, and performance.

1.4 Research Objectives and Key Contributions

This thesis investigates the design, implementation, and evaluation of a hybrid edge-cloud
architecture through four core research objectives:

1. Parallel Processing Optimization: This objective examines how LiDAR percep-
tion algorithms can be parallelized using Intel Threading Building Blocks (TBB). Single-
threaded implementations of background subtraction and Density-Based Spatial Clustering



of Applications with Noise (DBSCAN) clustering are refactored to exploit multicore plat-
forms. Experiments on systems ranging from 1 to 64 CPU cores show that up to 55% of the
code is parallelizable, yielding a speedup consistent with Amdahl’s Law, with a theoretical
limit of approximately 2.2 times.

2. Communication Efficiency and Bandwidth Reduction: The system evaluates
ROS, MQTT, and ZeroMQ protocols across various network conditions. It also introduces
motion detection-based filtering for camera data and background subtraction for LIDAR to
reduce bandwidth consumption. The system achieves up to 90% bandwidth reduction while
maintaining critical scene content, with latency measurements confirming responsiveness
across realistic wireless and degraded networks.

3. Containerized System Architecture: A fully containerized deployment frame-
work is developed to ensure reproducibility and portability across different hardware con-
figurations. Experimental results demonstrate that containerization introduces negligible
overhead (less than 3%) and supports seamless scaling from development to deployment.

4. Economic and Deployment Analysis: A comparative cost analysis shows that
hybrid processing can reduce operational expenses by 25% over edge-only architectures.
For a 50-node system, this results in annual savings of approximately $11,000. A decision
framework is proposed to help designers choose between edge, cloud, or hybrid strategies
based on scale, cost, and performance requirements.

Together, these contributions provide both theoretical grounding and practical insights
for building efficient, scalable, and maintainable distributed robotic systems.

1.5 System Requirements

To achieve the research objectives outlined above, this thesis establishes a comprehensive
set of functional and non-functional requirements for the hybrid edge-cloud architecture.
These requirements guide both the system design and evaluation methodology.

1.5.1 Functional Requirements

e FR1 - Multi-Sensor Data Processing: The system must support real-time pro-
cessing of heterogeneous sensor streams, including LiDAR point clouds (up to 2.2
million points per second) and stereo camera imagery (over 200 Mbps raw data
rates).



« FR2 - Hybrid Processing Architecture: The system must implement intelligent
workload partitioning, with lightweight preprocessing (motion detection, background
subtraction) performed at the edge and compute-intensive tasks (clustering, recog-
nition) delegated to cloud resources.

e FR3 - Dynamic Load Balancing: The architecture must support dynamic al-
location of processing tasks between edge and cloud components based on current
network conditions, computational load, and task requirements.

e FR4 - Communication Protocol Support: The system must support multi-
ple communication protocols (ROS for local messaging, MQTT for coordination,
ZeroMQ for edge-cloud communication) to ensure interoperability across different
network environments.

« FR5 - Containerized Deployment: All system components must be deployable
using containerization technology to ensure reproducibility, portability, and simplified
scaling across heterogeneous hardware configurations.

1.5.2 Performance Requirements

« PR1 - Latency Bounds: Edge processing must maintain sub-millisecond latency
for critical safety functions, while cloud processing should achieve acceptable latency
(<150ms) under normal network conditions.

« PR2 - Bandwidth Efficiency: The system must achieve at least 80% bandwidth
reduction through intelligent filtering while preserving critical scene information nec-
essary for perception tasks.

« PR3 - Parallel Processing Scalability: The architecture must effectively utilize
multicore platforms (1-64 cores) with performance scaling consistent with theoretical
models such as Amdahl’s Law.

« PRA4 - Throughput Requirements: The system must support processing of high-
bandwidth sensor streams while maintaining real-time operation across varying com-
putational loads.



1.5.3 Scalability and Economic Requirements

e SR1 - Multi-Node Scalability: The architecture must support deployment across
10-1004 sensor nodes while maintaining system coherence and performance.

« SR2 - Resource Efficiency: The system must demonstrate measurable improve-
ments in resource utilization compared to edge-only or cloud-only approaches.

« ER1 - Cost Optimization: The hybrid architecture must achieve at least 20%
operational cost reduction compared to edge-only deployments for systems with 10+
nodes.

« ER2 - Hardware Cost Reduction: By offloading compute-intensive tasks to the
cloud, the system must reduce per-node hardware requirements and associated costs.

1.5.4 Reliability and Network Requirements

« RR1 - Network Resilience: The system must maintain acceptable performance
across various network conditions including Ethernet, WiFi, 5G, and degraded con-
nections.

« RR2 - Graceful Degradation: When cloud connectivity is unavailable, edge com-
ponents must continue operating with reduced functionality rather than complete
system failure.

« RR3 - Data Integrity: All sensor data transmission must maintain integrity and
consistency across the edge-cloud boundary.

These requirements establish the foundation for system design decisions and provide
measurable criteria for evaluating the success of the proposed hybrid architecture.

1.5.5 Network and Environmental Assumptions

e NA1 - 5G Network Characteristics: All 5G performance requirements and eval-
uations are based on simulated network conditions with approximately 100ms round-
trip latency, representing realistic urban deployment scenarios with network conges-
tion and infrastructure limitations, rather than theoretical peak 5G performance.



The simulated environment can be easily adjusted to emulate other network config-
urations (including ideal 5G, LTE, or degraded conditions), but this thesis focuses
on the 100ms latency scenario as representative of practical deployment conditions.

e NA2 - Network Variability: The system must account for network condition
variations including packet loss, jitter, and bandwidth fluctuations typical of real-
world wireless deployments.

1.6 Research Scope and Limitations

The focus of this research is on perception algorithms commonly used in autonomous
robotics. These include background subtraction and DBSCAN-based clustering for LIDAR,
and motion detection using frame differencing, Gaussian Mixture Models (GMM), and
optical flow for camera data. These methods were selected for their widespread use and
simplicity, offering a practical basis for evaluation. However, results may not generalize to
deep learning-based perception systems or specialized signal processing algorithms.

All evaluations are performed on x86-64 CPU platforms ranging from 1 to 64 cores.
GPU and FPGA acceleration are intentionally excluded to reflect the limitations of resource-
constrained edge devices. This decision also establishes a conservative performance base-
line, which future work can extend using more powerful hardware.

Three communication protocols are studied: ROS for local messaging, MQTT for
lightweight coordination, and ZeroMQ for high-throughput edge-cloud communication.
Network tests are performed using Linux Traffic Control (tc) to simulate ideal Ethernet,
WiFi, 5G, and degraded connections. While this approach allows for precise control and re-
peatability, it does not fully capture real-world variability such as interference, congestion,
or mobile signal degradation.

Despite these constraints, the system architecture and experimental methodology are
designed to be extensible. The containerized processing pipeline and parallel evaluation
framework can be easily adapted to new algorithms, protocols, or hardware configurations,
making this work a strong foundation for future research.

1.7 Thesis Organization and Methodology Overview

The structure of this thesis follows a logical progression from foundational theory to prac-
tical system implementation and evaluation:



Chapters 2—3: Present the theoretical background, related work, and describe the
experimental framework. This includes the design of the containerized architecture
and the edge-cloud processing pipeline.

Chapters 4—5: Detail the parallel processing implementation and scalability exper-
iments. These chapters provide empirical validation of performance against theoret-
ical models such as Amdahl’s Law.

Chapter 6: Focuses on camera-based perception algorithms, including motion de-
tection techniques and their evaluation for edge deployment. This chapter analyzes
algorithmic performance, bandwidth savings, and suitability for real-time robotics
applications.

Chapter 7: Examines communication protocols and network conditions, presenting
a comprehensive cost-performance analysis for edge versus cloud deployment strate-
gies. It discusses protocol latency, network effects, and economic trade-offs impacting
architecture decisions.

Chapter 8: Summarizes the key findings, discusses broader deployment implica-
tions, and proposes future research directions based on the empirical results.



Chapter 2

Literature Review

2.1 Introduction

The evolution of distributed computing architectures has fundamentally transformed how
robotic systems process sensor data and make real-time decisions. Traditional approaches
have relied on either purely edge-based processing, constrained by limited local compu-
tational resources, or cloud-centric architectures that offer abundant processing power at
the cost of network-dependent latencies. This chapter examines the emergence of hybrid
edge-cloud computing paradigms that intelligently distribute computational tasks between
edge devices and cloud infrastructure to optimize performance, bandwidth utilization, and
system scalability.

The literature reveals a growing consensus that effective robotics perception systems
require sophisticated task partitioning strategies that can dynamically allocate process-
ing based on computational complexity, network conditions, and real-time requirements.
The advent of advanced wireless technologies, particularly 5G networks, has provided the
communication infrastructure necessary to make such hybrid architectures practical for
real-world deployments. However, significant research gaps remain in understanding how
to effectively implement intelligent task distribution, optimize bandwidth through selective
data transmission, and manage the complex trade-offs inherent in distributed processing
systems.



2.2 Edge-Cloud Computing Paradigms

The evolution of edge-cloud computing has been driven by a fundamental need: delivering
low-latency, high-performance processing for applications where real-time responsiveness
is essential. While cloud computing offers virtually unlimited resources and global scal-
ability, its reliance on centralized infrastructure introduces latency that can undermine
time-sensitive tasks. In contrast, edge computing processes data closer to the source (on
or near the device) offering faster response times and greater control over local resources.
This trade-off between latency and computational capacity forms the foundation of hybrid
edge-cloud architectures, which aim to dynamically allocate tasks across the edge and the
cloud based on system context.

Shi et al. [50] established one of the early theoretical foundations for edge computing,
demonstrating that offloading latency-sensitive tasks to local nodes can reduce response
times by 50-80% compared to traditional cloud-based systems. Their work laid the ground-
work for hybrid models that intelligently partition workloads between local and remote re-
sources. Building on this idea, Chen et al. [1] developed adaptive task placement strategies
for autonomous vehicles that achieved 60% latency reduction without sacrificing reliabil-
ity, highlighting the importance of real-time task reallocation based on environmental and
network conditions.

More recent work by Wang et al. [60] reinforces this dynamic viewpoint, showing that
hybrid task scheduling, when informed by data locality, network availability, and energy
constraints can achieve 2-3x performance improvements over static edge-only or cloud-only
deployments. These studies converge on a key insight: effective edge-cloud architectures
must go beyond static partitioning and instead implement flexible, context-aware schedul-
ing mechanisms that adapt in real time.

For mobile robotics applications, where systems must operate under varying connectiv-
ity and power conditions, mobile edge computing (MEC) introduces additional considera-
tions. Abbas et al. [2] emphasize the privacy and security advantages of MEC, especially in
environments where transmitting sensitive data to the cloud may be undesirable or unreli-
able. Their findings support the use of edge nodes not just for latency reduction but also as
a privacy-preserving buffer that can isolate mission-critical tasks from cloud dependencies.

Dong et al. [16] extend this by analyzing task offloading strategies across multiple edge
scenarios, identifying latency reduction, energy conservation, and application-specific con-
straints as key decision drivers. Their taxonomy of offloading objectives offers a practical
framework for edge-cloud partitioning that aligns well with robotics, where workloads vary
dynamically and system constraints are constantly shifting.
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Rahman et al. [10] further contrast the strengths of edge and cloud computing in the
context of sensor-rich environments such as the Internet of Things (IoT). They argue that
while edge nodes offer low-latency and privacy-preserving capabilities, cloud infrastructure
remains indispensable for resource-heavy operations such as large-scale object recognition
or cross-platform data fusion. This reinforces the need for hybrid architectures capable of
leveraging both ends of the computational spectrum.

A central challenge in hybrid system design is deciding where and when to offload spe-
cific tasks. Zhao et al. [65] highlight that this decision must consider not only CPU load
or bandwidth, but also energy budgets and real-time constraints, particularly in battery-
powered systems like drones or autonomous robots. Similarly, Kumar et al. [25] identify
bandwidth bottlenecks as a critical obstacle, noting that intelligent data filtering and
compression are essential to reduce communication overhead without degrading task per-
formance.

Despite the growing body of research, most of these studies have focused on generic
edge-cloud applications or simulations rather than real-world robotics workloads. Robotic
systems introduce unique challenges: high-frequency, high-bandwidth sensor data (e.g.,
LiDAR, cameras), safety-critical timing constraints, and highly dynamic environments.
Addressing these demands requires specialized workload partitioning strategies that go
beyond what has been validated in conventional cloud environments. This thesis builds on
these insights by empirically evaluating a hybrid architecture tailored to real-time robotics,
with a focus on performance scaling, task distribution, and communication efficiency across
varied edge and cloud configurations.

2.3 5G Networks as Enablers of Hybrid Architectures

The rapid advancement and deployment of fifth-generation (5G) wireless networks have
fundamentally reshaped the landscape of distributed robotics, offering the bandwidth,
latency, and reliability characteristics necessary to enable seamless edge-cloud integration.
Unlike previous generations of wireless technology, 5G was designed from the ground up
to support real-time, data-intensive, and safety-critical applications, characteristics that
align directly with the demands of autonomous robotic systems. With service categories
such as enhanced mobile broadband (eMBB), ultra-reliable low-latency communication
(URLLC), and massive machine-type communication (mMTC), 5G has become the de
facto communication backbone for emerging hybrid architectures.

These capabilities are not merely theoretical. Ma et al. [33] demonstrate that 5G-
enabled communication allows real-time sharing of sensor data and decision outputs be-
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tween distributed nodes, supporting a level of collaborative perception that exceeds the
limitations of individual edge devices. Their analysis confirms that 5G offers up to 20 Gbps
in bandwidth, sub-millisecond latency, and five-nines reliability, precisely the characteris-
tics needed for the kind of responsive, coordinated behavior that hybrid robotic systems
require.

Expanding on this foundation, Hakak et al. [21] provide a comprehensive examina~
tion of how each of the three primary 5G service categories maps to specific needs in
autonomous vehicles and robotics. In particular, they emphasize that URLLC is indispens-
able for closed-loop control systems where delays of even a few milliseconds can compromise
safety. Meanwhile, eMBB supports the massive throughput demands of transmitting high-
resolution sensor data to the cloud for centralized processing. Their work reinforces the
idea that 5G is not merely an enabler it is a prerequisite for robust hybrid edge-cloud
robotics.

Beyond raw communication capabilities, 5G also unlocks new paradigms in cooperative
processing. In scenarios where multiple robotic agents operate within the same environ-
ment, 5G facilitates the sharing of both sensor data and computational results, enabling a
form of collective intelligence. Palacios-Morocho et al. [11] show that with 5G connectivity,
vehicles with limited onboard compute can offload intensive tasks to nearby edge servers or
cloud infrastructure, maintaining real-time performance while reducing onboard hardware
complexity. This ability to distribute perception and decision-making tasks dynamically
across a network of agents introduces new possibilities for system-wide optimization.

Collaborative perception becomes even more powerful when paired with precise lo-
calization and context sharing. Bartoletti et al. [¢] illustrate how 5G networks support
centimeter-level positioning accuracy are crucial for tasks like autonomous navigation and
swarm coordination. This level of precision, combined with real-time data sharing, al-
lows edge devices to compensate for individual limitations by fusing inputs from multiple
sources, creating a more complete and reliable situational awareness.

However, effective cooperation at scale demands more than just connectivity, it re-
quires intelligent bandwidth management. Thandavarayan et al. [57] caution against naive
data sharing strategies, showing that indiscriminate transmission of raw data can rapidly
overwhelm available bandwidth, even with 5G. Their study proposes a selective filtering
approach that prioritizes novel or dynamic information, reducing bandwidth consumption
by up to 80% while maintaining the quality of shared perception. This principle aligns
directly with the intelligent filtering strategies employed in this thesis to optimize network
efficiency.

Yet, despite its technical promise, the real-world deployment of 5G introduces a new
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set of challenges. As Storck and Duarte-Figueiredo [53] note, achieving consistent 5G
performance in urban and industrial environments requires dense infrastructure deployment
and careful tuning of network parameters. Signal occlusion, multipath interference, and
fluctuating user loads can degrade network performance, making it essential for edge-cloud
systems to operate reliably under non-ideal conditions.

Security concerns further complicate the picture. Soori et al. [52] highlight the vulner-
abilities introduced by increased cloud dependence and remote connectivity, emphasizing
that hybrid systems must be designed to withstand network disruptions, data breaches,
and remote attacks. Their findings support the argument that safety-critical functions such
as motion detection or obstacle avoidance should remain at the edge whenever possible to
ensure uninterrupted operation.

Finally, Li et al. [30] address the gap between theoretical 5G specifications and actual
performance in the field. They advocate for adaptive system architectures that monitor
and respond to real-time network conditions rather than relying on ideal assumptions.
Their insights underscore the importance of dynamic workload partitioning, a key strategy
employed in this thesis to maintain consistent performance despite unpredictable connec-
tivity.

In sum, 5G networks offer the technical foundation for next-generation robotics systems
that combine the speed of the edge with the power of the cloud. However, realizing
this vision in practice requires more than connectivity alone it demands intelligent data
management, cooperative computation strategies, and system architectures that can adapt
to real-world constraints. This thesis builds on these principles, incorporating empirical
evaluations of bandwidth-aware processing, protocol selection, and dynamic edge-cloud
partitioning in real-time robotics environments.

2.4 Intelligent Data Filtering and Bandwidth Opti-
mization

While 5G networks provide the foundational connectivity for hybrid edge-cloud systems,
bandwidth remains a critical bottleneck especially in real-world deployments where network
conditions can be inconsistent or degraded. Even with high-throughput links, continuously
transmitting raw sensor data from multiple high-resolution sources is rarely practical or
efficient. To make hybrid architectures viable, systems must intelligently filter and com-
press sensor data, reducing transmission loads without compromising perception quality.
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This section explores motion-based filtering and temporal LiDAR compression techniques
that enable such bandwidth-aware optimization.

2.4.1 Motion-Based Filtering for Bandwidth Reduction

In camera-based systems, intelligent data filtering hinges on identifying which parts of
a scene carry actionable information. Rather than transmitting every video frame in its
entirety, modern systems apply motion detection and background subtraction algorithms to
isolate dynamic elements objects (in motion or regions of change) while discarding static,
redundant content. This allows for substantial data reduction while preserving critical
visual cues for perception and decision-making.

A widely adopted method for this task is Zivkovic’s adaptive Gaussian Mixture Model
(GMM) [66], which dynamically models background variations and robustly detects mov-
ing objects in complex environments. Originally applied to surveillance systems, GMM
techniques have demonstrated bandwidth reductions of up to 90% by transmitting only
foreground regions. However, when applied to robotics, additional challenges arise. Mobile
cameras introduce frequent changes in viewpoint and lighting, requiring careful parameter
tuning and adaptive strategies to maintain detection accuracy.

Complementary to GMM-based approaches are simpler methods like frame differenc-
ing, which subtract sequential frames to identify regions of motion. Brutzer et al. [12]
compare a range of background subtraction techniques and highlight the trade-off between
computational cost and detection fidelity. Their findings suggest that while advanced algo-
rithms offer better segmentation accuracy, lightweight techniques are often more suitable
for edge deployment where real-time performance and energy efficiency are paramount.
This trade-off directly informs the multi-algorithm strategy adopted in this thesis, which
tailors filtering methods to available edge resources and system requirements.

Compression Techniques for Sensor Data Transmission

Effective data compression is fundamental to enabling real-time edge-cloud communica-
tion in bandwidth-constrained environments. Traditional compression approaches focus
on spatial redundancy, but robotics applications present unique opportunities for tempo-
ral compression due to the predictable motion patterns and environmental structure typical
in mobile sensing scenarios.

Liu et al. [32] present adaptive LIDAR compression methods that preserve spatial fi-
delity while reducing bandwidth consumption by more than 80%. Their approach empha-
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sizes spatial redundancy through geometric downsampling and progressive mesh encoding,
achieving significant compression ratios while maintaining geometric accuracy for naviga-
tion tasks. However, their method does not fully leverage the temporal structure inherent
in mobile robotics where much of the environment remains static across multiple scans.

For camera data, advanced compression strategies extend beyond traditional video
codecs. Zhang et al. [(4] explore motion-aware compression that prioritizes dynamic re-
gions, leading to significant transmission reduction without compromising scene under-
standing. Their selective encoding approach achieves up to 70% bandwidth reduction by
applying higher compression ratios to static background regions while preserving full qual-
ity for moving objects. This principle of content-aware compression is equally relevant for
LiDAR processing.

Hybrid compression schemes that combine lossless encoding for critical data with lossy
compression for redundant information have shown particular promise in robotics appli-
cations. Real-time compression performance is equally critical as compression efficiency,
with hardware-accelerated approaches achieving sub-millisecond encoding times for high-
resolution sensor data, making real-time edge processing feasible even for bandwidth-
intensive applications.

The integration of temporal filtering techniques into LiDAR processing represents a nat-
ural extension of these compression principles. By identifying and suppressing unchanging
elements before transmission, systems can unlock further bandwidth savings beyond what
spatial compression alone can achieve.

2.5 Communication Protocols for Distributed Robotics

As hybrid edge-cloud robotics systems increasingly rely on high-throughput wireless tech-
nologies like 5G, and implement intelligent filtering to minimize data transmission vol-
umes, a crucial question arises: what communication protocol best supports the reliable,
low-latency delivery of this filtered sensor data across distributed nodes?

While bandwidth-optimized data streams reduce network strain, they also impose new
demands on communication infrastructure especially when transmitting high-frequency
updates from multiple sensor modalities. The selected protocol must ensure minimal over-
head, efficient resource usage, and resilience under real-world network conditions. This
section evaluates candidate protocols for hybrid robotic systems operating over heteroge-
neous networks such as 5G and WiFi.
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2.5.1 Protocol Selection for High-Frequency Data Transmission

Traditional robotics middleware like ROS (Robot Operating System) was primarily de-
signed for local communication within tightly coupled robotic platforms. As systems move
toward distributed architectures that span cloud, edge, and multiple robots over wide-area
networks, ROS’s assumptions about latency and reliability no longer hold. High-frequency
sensor data especially from LiDAR and cameras requires protocols that can handle large
volumes of asynchronous, low-latency messages without sacrificing system responsiveness.

MQTT (Message Queuing Telemetry Transport) has emerged as a popular choice in
[oT systems due to its lightweight design, topic-based messaging, and support for inter-
mittent connectivity. Tanganelli et al. [56] demonstrate MQTT’s ability to maintain high
throughput and reliability even under constrained network conditions, making it attractive
for telemetry and control signaling. However, MQTT was not originally designed for high-
bandwidth, high-rate sensor streams typical in robotics, and its broker-based architecture
may introduce latency or bottlenecks under load.

ZeroMQ offers a brokerless, high-performance alternative that has gained attention in
distributed computing and low-latency systems. By eliminating centralized brokers and
supporting multiple messaging patterns (e.g., push-pull, pub-sub), ZeroMQ can achieve
microsecond-level latencies, as shown by Sustrik and Hurta [55]. These characteristics
make it promising for real-time robotics applications, though the trade-offs in reliability,
message ordering, and multi-node coordination must be carefully considered particularly
in safety-critical systems.

2.5.2 Protocol Performance Under Variable Network Conditions

While protocol design and baseline performance are important, the true test of a communi-
cation system lies in how it handles degraded or variable network conditions. In controlled
environments, most protocols perform adequately. However, real-world deployments in-
troduce packet loss, jitter, congestion, and coverage fluctuations that can severely impact
data integrity and control responsiveness.

5G networks, while offering theoretical support for low-latency, high-bandwidth com-
munication, require careful infrastructure planning to achieve consistent performance.
Variations in signal strength, handoffs between cells, and network congestion can all im-
pact latency-sensitive robotics tasks. Therefore, protocols used in 5G-enabled systems
must provide mechanisms for buffering, retransmission, or quality-aware degradation.
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Conversely, WiFi remains the most commonly available network in indoor robotics
deployments but exhibits even greater variability due to environmental interference and
congestion. Protocols deployed in WiFi-based systems must accommodate higher latency
variance and more frequent connection drops. The ability to gracefully handle such condi-
tions without flooding the network or delaying control signals is crucial for robust robotics
communication.

Despite the importance of these challenges, few studies offer systematic evaluations of
ROS, MQTT, and ZeroMQ under realistic robotics workloads and network conditions. This
thesis addresses this gap by benchmarking each protocol across varying environments, sen-
sor types, and network qualities, offering empirical guidance for selecting the appropriate
protocol in real-world hybrid systems.

2.6 Containerization and Parallel Processing in Robotics

2.6.1 Containerized Deployment for Robotics Applications

As communication protocols and bandwidth constraints are addressed, attention must shift
to the execution environment responsible for running perception and control pipelines. In
hybrid edge-cloud architectures, the use of containerization has become essential for ensur-
ing deployment flexibility, reproducibility, and hardware abstraction. However, while con-
tainerization is well-established in general cloud infrastructure, its application to robotics
workloads particularly those with real-time and parallel computing requirements, intro-
duces a unique set of challenges.

Unlike web or data-processing services, robotics systems must maintain deterministic
timing and interact with hardware interfaces in real time. Zamora et al. [63] demonstrated
the feasibility of deploying ROS-based applications in Docker containers, achieving faster
setup and deployment with negligible latency overhead. However, their work focused on
isolated single-node setups, leaving open questions about multi-container orchestration,
inter-process communication, and performance consistency across distributed edge-cloud
nodes.

Broader analyses by Felter et al. [18] and Morabito et al. [38] compare container and
virtual machine performance, showing that containers introduce minimal CPU overhead
and typically outperform VMs in both latency and throughput. Nevertheless, these studies
do not consider the nuanced performance demands of robotics perception tasks such as
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high-frequency sensor fusion and real-time scheduling constraints which often stress the
boundaries of shared CPU and I/O resources in containerized environments.

The absence of detailed benchmarking for robotics-specific workloads within container-
ized systems represents a critical research gap. This thesis addresses this gap by evaluating
the impact of containerization on real-time perception pipelines, assessing how container
runtime, system configuration, and resource isolation affect end-to-end latency, sensor
throughput, and deployment scalability.

2.6.2 Parallel Processing and Scalability Analysis

Beyond containerization, the efficient execution of robotics algorithms increasingly de-
pends on their ability to leverage parallel computing resources especially when offloading
intensive perception tasks to multicore cloud instances. Parallelization transforms bottle-
necked single-threaded routines into scalable pipelines, but understanding the real-world
scalability limits of robotics workloads remains an open research question.

While Amdahl’s Law provides a theoretical framework for speedup estimation, empirical
validation across realistic robotics workloads is limited. Lee et al. [27] demonstrated near-
linear scalability of SLAM pipelines up to 8 cores using task-parallel decomposition, yet
their findings remain restricted to small-scale embedded systems. Similarly, Adams et
al. [3] achieved 3.2x speedup in LiDAR background subtraction via OpenMP on an 8-core
system, highlighting the promise of parallelization but falling short of revealing behavior
at scale.

Scalability bottlenecks become increasingly prominent beyond 16 cores, where shared
memory bandwidth, cache coherence overhead, and thread management begin to limit
gains. Murphy et al. [39] theorize these issues but lack extensive experimentation on real
robotics workloads under realistic deployment conditions. This lack of empirical study
across the full spectrum of 1-64 cores typical of modern cloud infrastructure obscures
the practical limits and tuning strategies needed to guide performance-aware deployment
decisions.

This thesis contributes to closing this gap through systematic benchmarking of paral-
lelized robotics algorithms, including both image and point cloud pipelines. It quantifies
parallel efficiency, scaling behavior, and hardware saturation points under containerized
deployments, offering actionable insights into how robotics systems should allocate and
utilize compute resources across the edge-cloud continuum.
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2.7 Research Gaps and Thesis Positioning

Significant advances in edge computing, cloud infrastructure, communication protocols,
and sensor-level data processing have propelled robotics research forward. However, much
of this progress remains compartmentalized, with studies focusing narrowly on individ-
ual components such as communication strategies, offloading algorithms, or perception
pipelines. This fragmented approach overlooks the complex interplay of these elements
in realistic hybrid robotics deployments, leaving fundamental questions about end-to-end
system performance and integration unanswered.

A prominent gap exists in the lack of integrated system-level evaluations that encom-
pass bandwidth filtering, parallel processing, communication protocol selection, and con-
tainerized deployment. While theoretical models, such as Amdahl’s Law, provide valuable
insights into parallel performance limits, empirical validation at scales beyond modest core
counts remains scarce. This is particularly important for robotics workloads, which pose
unique computational and timing challenges compared to general-purpose applications.

Communication protocols widely considered promising for distributed robotics such as
MQTT and ZeroMQ have not been thoroughly analyzed under real-world, high-frequency
sensor workloads subject to variable network conditions including 5G and WiFi. This
limited understanding impedes confident deployment decisions for latency-sensitive and
bandwidth-intensive robotics tasks.

Furthermore, while motion detection and background subtraction techniques are com-
mon in video analytics, their adaptation and evaluation for bandwidth-constrained robotics
perception, especially for LIDAR sensors, are underexplored. The potential for intelligent
filtering to reduce data transmission while preserving perception accuracy represents an
important yet underutilized opportunity.

Finally, containerization offers reproducibility, modularity, and deployment flexibility
but introduces trade-offs in latency, synchronization, and resource isolation that have not
been sufficiently characterized for real-time, multi-node edge-cloud robotics systems.

In response, this thesis presents an investigation into hybrid edge-cloud robotics percep-
tion architectures. It introduces a scalable, containerized framework that balances local
preprocessing with cloud-based resources, evaluates parallel algorithm implementations
across 1 to 64 CPU cores, and benchmarks communication protocols under realistic net-
work conditions. Additionally, it develops and compares motion and background filtering
strategies tailored for camera and LiDAR data, while rigorously quantifying containeriza-
tion’s impact on real-time system performance.
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Chapter 3

Experimental Setup and Framework

3.1 Introduction

This chapter details the experimental environment developed to evaluate the performance
of distributed ROS-based systems deployed in containerized infrastructures. The frame-
work builds upon the comprehensive 5G-based Intelligent Transportation System developed
by the Mechatronic Vehicle Systems (MVS) Lab at the University of Waterloo [10,51,61],
which provides the foundational infrastructure and operational context for investigating
hybrid edge-cloud processing trade-offs in real-world sensor networks.

A key focus is placed on the practical setup and validation of the testing environment,
including the configuration of Docker containers, the integration of ROS Noetic, and the
establishment of reliable base conditions to ensure reproducibility and consistency. The
framework supports hybrid communication architectures, enabling systematic evaluation
of computation and communication across edge and cloud nodes. Through controlled vari-
ation of CPU core allocations, node counts, and communication protocols, the environment
facilitates detailed measurement of processing efficiency, network latency, and system scal-
ability. This foundation ensures that the experimental results accurately reflect real-world
deployment scenarios and serve as a robust basis for analyzing the trade-offs and perfor-
mance characteristics of containerized robotics applications.
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3.2 Foundational Project Context: MVS Lab 5G In-
telligent Transportation System

3.2.1 Overview of the Existing System

This research builds upon the MVS Lab’s comprehensive 5G-based Intelligent Transporta-
tion System [10], which represents one of the most extensive real-world deployments of
connected sensor networks for autonomous transportation applications. The existing sys-
tem comprises 14 Intelligent Sensor Nodes (ISNs) deployed across the University of Wa-
terloo’s north campus, creating a comprehensive sensor network that covers both outdoor
infrastructure monitoring and indoor facility management.

Each ISN integrates multiple high-resolution sensors (dual cameras and LiDAR), sub-
stantial edge computing capability (Jetson Orin NX), and 5G connectivity, enabling real-
time data collection and transmission to cloud-based perception systems. The system has
successfully demonstrated complex applications including autonomous shuttle bus naviga-
tion, pedestrian safety warnings, traffic rule violation detection, and comprehensive dataset
collection under adverse weather conditions including snow and freezing rain [61].

3.2.2 Existing Architecture and Research Motivation

The current MVS Lab architecture implements a sophisticated but resource-intensive ap-
proach where each ISN performs complete local sensor fusion and object detection using
GPU-accelerated Jetson hardware [51]. While this edge-centric approach has demonstrated
significant capabilities, it also reveals several fundamental limitations that motivate the
hybrid approach investigated in this thesis:

High Hardware Costs: Each ISN requires a Jetson Orin NX unit (approximately
$899) to support local GPU-accelerated processing, resulting in significant capital expen-
diture that scales linearly with deployment size.

Processing Bottlenecks: While Jetson hardware provides substantial computational
capability, it remains constrained by thermal and power limitations that prevent deploy-
ment of the most sophisticated perception algorithms.

Maintenance Complexity: Each ISN requires individual software updates, parame-
ter tuning, and fault diagnosis, creating operational overhead that increases with deploy-
ment scale.
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(b) Outdoor traffic monitoring deployment.

Figure 3.1: MVS Lab 5G Intelligent Transportation System: 14 ISNs deployed across
indoor and outdoor environments [10)].
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Resource Utilization Inefficiency: Edge computational load varies significantly
based on scene complexity and environmental conditions, leading to periods of both under-
utilization and potential overload that cannot be dynamically balanced across the network.

Figure 3.2: Multi-sensor data fusion demonstration showing complementary information
from multiple LiDAR sensors [10].

Multi-Sensor Data Fusion Advantages: A critical advantage of the current dis-
tributed ISN architecture lies in its ability to leverage multiple sensors and cameras to
provide complementary information that can be fused for enhanced perception accuracy.
As demonstrated in Figure 3.2, different sensors capture overlapping but distinct aspects of
the same scene, for instance, one LiDAR sensor (shown in red) may detect objects from a
particular vantage point while another LiDAR sensor (shown in green) provides additional
coverage from a different perspective. This multi-modal sensor fusion enables several key
benefits:

« Enhanced Coverage: Multiple sensors eliminate blind spots and provide redundant
observations of critical areas

e Improved Accuracy: Cross-validation between sensors reduces false positives and
increases detection confidence

» Robustness: Sensor failures or environmental interference affecting one sensor can
be compensated by others
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« Comprehensive Scene Understanding: Different sensor modalities (LiDAR,
cameras, radar) capture complementary physical properties, creating a more com-
plete environmental representation

However, the current edge-centric approach limits the sophisticated algorithms needed

to fully exploit these multi-sensor advantages due to computational constraints at individ-
ual ISNs.

This thesis explores a fundamentally different architectural approach: intelligent task
partitioning between lightweight edge processing and scalable cloud computation, using
the MVS Lab infrastructure as both foundation and baseline for comparison.

3.3 Experimental System Architecture Building on MVS
Lab Infrastructure
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Figure 3.3: MVS Lab Distributed System Architecture [10].

3.3.1 Foundation: MVS Lab Architecture

As shown in Figure 3.3, the MVS Lab system establishes a comprehensive distributed
architecture comprising sensor nodes, edge processing units, and centralized cloud coordi-
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nation. This proven infrastructure provides the foundational framework upon which the
hybrid edge-cloud approach investigated in this thesis is built and evaluated.

The existing MVS Lab architecture supports both indoor and outdoor deployments for
autonomous and non-autonomous platforms, with key components including distributed
sensor nodes, substantial edge processing capability, and cloud-based coordination and
visualization systems.

3.3.2 Experimental Hybrid Architecture

The hybrid architecture builds on the existing MVS Lab sensor network but rethinks the
distribution of processing tasks. Instead of performing full sensor processing at the edge,
the system uses lightweight, containerized filters (e.g., motion detection and background
subtraction) on edge nodes to pre-process high-frequency data. These operations reduce
bandwidth usage by removing static or redundant content before offloading the heavier
computational workloads (clustering, fusion, and decision-making) to the cloud.

Rationale and Methodology for Edge-Cloud Task Partitioning

The partitioning strategy between edge and cloud processing is based on a systematic anal-
ysis of computational complexity, latency requirements, and bandwidth constraints. This
methodology considers four key factors to determine the optimal placement of processing
tasks:

Computational Complexity Analysis: Tasks are categorized by their computa-
tional intensity and scalability characteristics. Lightweight operations such as motion
detection and background subtraction, which exhibit linear scaling with data size, are
assigned to edge nodes where they can be executed with predictable latency. Computa-
tionally intensive tasks like clustering and object recognition, which benefit from parallel
processing and large memory pools, are delegated to cloud resources.

Latency Sensitivity Classification: Processing tasks are classified based on their
real-time requirements. Time-critical operations requiring sub-10ms response times (such
as emergency braking signals or collision avoidance) remain on edge devices to ensure
deterministic performance. Tasks with relaxed timing constraints (such as detailed scene
analysis or historical data correlation) are candidates for cloud offloading.

Data Dependencies and Bandwidth Optimization: The partitioning strategy
prioritizes operations that can significantly reduce data transmission volume. Edge-based
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filtering operations that can eliminate 80-90% of redundant data are preferred, as they
minimize the bandwidth requirements for subsequent cloud processing while preserving
essential scene information.

Fault Tolerance and Graceful Degradation: The architecture ensures that edge
nodes can maintain basic functionality even when cloud connectivity is degraded. Critical
safety functions and basic perception capabilities are preserved locally, while advanced
features gracefully degrade when network conditions deteriorate. This systematic approach
to task partitioning provides a replicable methodology that can be adapted to different
system configurations and operational This architecture introduces several key differences
from the baseline:

o Task Partitioning: Low-latency filtering runs on the edge; compute-intensive tasks
run in the cloud.

+ Dynamic Resource Use: CPU cores and memory are provisioned elastically in the
cloud to match load, unlike fixed resources on edge devices.

e Hybrid Communication: ROS topics handle intra-node coordination; ZeroMQ
bridges edge-cloud layers, replacing the MVS Lab’s static 5G-only dependency.

e Modular Deployment: All components are containerized for flexible orchestration
and reproducibility.

e Unified Monitoring: Prometheus and ROS logging capture distributed system
metrics, enabling side-by-side comparison of edge, cloud, and hybrid modes.

By shifting part of the workload to a scalable backend and retaining key pre-processing
at the edge, this architecture aims to achieve better cost-efficiency, adaptability, and scal-
ability particularly in environments with constrained network or processing resources.

3.3.3 Justification for Edge-Level Motion Detection Without Ob-
ject Identity

A key design decision in the hybrid architecture is the delegation of initial motion detec-
tion to edge nodes, even though full object classification and semantic understanding are
deferred to the cloud. While at first this might appear limiting after all, knowing that
“something moved” is not the same as knowing what it was this strategy is both practical
and essential in real-time robotics applications constrained by network latency.
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The average end-to-end latency for cloud processing over 5G, measured in Section 77,
is approximately 117.9 ms. This delay, though acceptable for backend analysis, is too
high for initial decision-making in time-sensitive systems. Consequently, the edge must
retain the capability for fast reflexes, even if it lacks full situational awareness.

This architectural choice parallels biological systems: the edge functions like a reflex
arc, reacting immediately to stimuli (e.g., sudden motion), while the cloud plays the role
of the brain, providing deeper analysis after a short delay. For example, motion detection
on the edge enables:

« Bandwidth Reduction: Only frames containing dynamic content are forwarded,
reducing transmission volume by up to 80%.

o Event-Driven Activation: Downstream modules in the cloud are activated only
upon relevant stimuli, conserving compute resources.

« Preemptive Action: Lightweight decisions such as slowing down a robot or trig-
gering a warning can be made without full classification.

These benefits justify the inclusion of edge-level motion filtering in the hybrid design.
Once motion is detected, the filtered foreground can be sent to the cloud for clustering and
semantic interpretation. This architecture achieves a balance: the edge reacts quickly and
locally, while the cloud interprets globally and accurately despite inherent network delays.

3.3.4 Containerized Deployment and ROS Architecture

All processing nodes are deployed within Docker containers to ensure reproducibility, scal-
ability, and environment consistency across diverse hardware platforms. Each container is
built on a custom image extending the official ROS Noetic distribution, with additional
dependencies pre-installed for sensor data processing, parallel computation, and ZeroMQ-
based communication.

ZeroMQ replaces MQTT for inter-container and edge-cloud communication due to its
superior performance under high-frequency message loads. The custom containers in-
clude compiled ZeroMQ libraries and lightweight ROS node wrappers that enable seamless
integration with ROS topics. This architecture allows each sensor node to operate in-
dependently within an isolated environment while supporting efficient, low-latency data
exchange across distributed components.

27



Docker Configuration

The base Docker image configuration:

Containers are launched with explicitly allocated CPU and memory resources using
Docker’s ——cpuset-cpus and --memory flags to enforce resource isolation.

Table 3.1 to Table 3.2 summarizes the range of container configurations used during
performance evaluations, covering baseline, multi-node, and high-load scenarios.

ROS Node Architecture

Within each container, a modular ROS node architecture is deployed, with each node
designed to handle a specific task in the processing pipeline. The main nodes include:

sensor__publisher: Publishes raw LiDAR and camera data from recorded datasets

background__subtraction: Implements background removal algorithms for LiDAR
data

lidar_ clustering: Applies DBSCAN clustering to extract objects from processed
point clouds

motion__detection: Executes motion detection on video frames to identify dynamic
elements

zeromgq__bridge: Facilitates distributed coordination and cloud interaction via Ze-
roMQ

performance__monitor: Monitors and logs performance metrics at high frequency

Each node is optimized for specific resource allocations and inter-node communication
patterns, ensuring scalable deployment across edge and cloud scenarios.

3.4 Sensor Processing Algorithms

3.4.1 LiDAR Processing Pipeline

As shown in Figure 3.4 the LiDAR processing pipeline consists of two core stages:
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Table 3.1: Low-to-Medium Load Docker Configurations ( 20 Nodes)

Config ID ‘ CPU Cores ‘ Memory (GB) ‘ Nodes ‘ Network Type ‘ Communication
Single-Node Setups
C1IN1 1 1 1 Local ROS Topics
C4N1 4 4 1 Local ROS Topics
C8N1 8 8 1 Local ROS Topics
C16N1 16 16 1 Local ROS Topics
C32N1 32 32 1 Local ROS Topics
C64N1 64 64 1 Local ROS Topics
C128N1 128 128 1 Local ROS Topics
Distributed Setups ( 20 Nodes)

C4N5 4 4 5 Distributed ROS + ZeroMQ
C4N10 4 4 10 Distributed ROS + ZeroMQ
C4N15 4 4 15 Distributed ROS + ZeroMQ
C4N20 4 4 20 Distributed ROS + ZeroMQ
C8N5 8 8 5 Distributed ROS + ZeroMQ
C8N10 8 8 10 Distributed ROS + ZeroMQ
C8N15 8 8 15 Distributed ROS + ZeroMQ
C8N20 8 8 20 Distributed ROS + ZeroMQ
C16N5 16 16 5 Distributed ROS + ZeroMQ
C16N10 16 16 10 Distributed ROS + ZeroMQ
C16N15 16 16 15 Distributed ROS + ZeroMQ
C16N20 16 16 20 Distributed ROS + ZeroMQ
C32N5 32 32 5 Distributed ROS + ZeroMQ
C32N10 32 32 10 Distributed ROS + ZeroMQ
C32N15 32 32 15 Distributed ROS + ZeroMQ
C32N20 32 32 20 Distributed ROS + ZeroMQ
C64N5 64 64 5 Distributed ROS + ZeroMQ
C64N10 64 64 10 Distributed ROS + ZeroMQ
C64N15 64 64 15 Distributed ROS + ZeroMQ
C64N20 64 64 20 Distributed ROS + ZeroM@Q
C128N5 128 128 5 Distributed ROS + ZeroMQ
C128N10 128 128 10 Distributed ROS + ZeroMQ@Q
C128N15 128 128 15 Distributed ROS + ZeroMQ
C128N20 128 128 20 Distributed ROS + ZeroMQ
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Table 3.2: High-Load Docker Configurations (>20 Nodes)

Config ID | CPU Cores | Memory (GB) | Nodes | Network Type | Communication
C8N50 8 8 50 Distributed ROS + ZeroMQ
C16N50 16 16 50 Distributed ROS + ZeroMQ
C16N75 16 16 75 Distributed ROS + ZeroMQ
C32N50 32 32 50 Distributed ROS + ZeroMQ
C32N75 32 32 75 Distributed ROS + ZeroMQ
C64N50 64 64 50 Distributed ROS + ZeroMQ
C64NT5 64 64 75 Distributed ROS + ZeroMQ
C64N100 64 64 100 Distributed ROS + ZeroMQ
C128N50 128 128 50 Distributed ROS + ZeroMQ
C128N75 128 128 75 Distributed ROS + ZeroMQ
C128N100 128 128 100 Distributed ROS + ZeroM@Q

Background Subtraction: Static environmental features are removed to isolate dy-
namic objects using a temporal point cloud differencing method with adaptive thresholding.

Clustering Algorithm: The remaining foreground points are grouped into object-
level clusters using a DBSCAN-based approach. The clustering parameters are tuned
based on typical vehicle and pedestrian dimensions to ensure spatially coherent object
boundaries.

Output

Input
Point Cloud Filtered Clustoring Dynamic
LiDAR Messages Background Points Algorithm Clusters
Sensor Subtraction (DBSCAN)

Re
wvirc

Figure 3.4: LiDAR processing pipeline: raw point clouds undergo background subtraction
to remove static features, followed by clustering to group dynamic objects.

To improve computational efficiency, the original single-threaded implementation was
refactored into a multithreaded design using Intel’s Threading Building Blocks (TBB)
library. Specifically, the pipeline utilizes tbb: :parallel for constructs to distribute in-
dependent computations across CPU cores in a task-parallel fashion. Figure 3.5 shows the
overview of the algorithm functionaility.
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Figure 3.5: Chunk-based parallelization strategy for LIDAR processing.

A central performance optimization is the use of chunking, where each incoming Li-
DAR message (typically containing around 50,000 points) is subdivided into smaller, spa-
tially contiguous chunks. For example, 87 chunks of 576 points each may be used. These
chunks are processed independently in parallel, significantly reducing per-frame latency.

The chunk size is implemented as a tunable parameter, allowing for adaptation to
different hardware configurations or point cloud densities. Smaller chunks improve load
balancing and increase parallel granularity, while larger chunks reduce scheduling overhead.

The parallelized background subtraction stage demonstrates near-linear scalability up
to 16 CPU cores, as it involves primarily independent operations across points. In con-
trast, the clustering stage shows diminished returns beyond 8 cores due to shared-memory
coordination required for cluster merging at chunk boundaries.

This multithreaded, chunk-based architecture enables the pipeline to meet real-time
processing requirements even under high-throughput conditions.

3.4.2 Camera Processing Algorithms

The camera processing pipeline implements three motion detection algorithms for com-
parative performance analysis. These algorithms, Frame Differencing, Gaussian Mixture
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Models (GMM), and Dense Optical Flow, each represent a trade-off between computa-
tional efficiency, memory usage, and detection robustness. Their inclusion enables analysis
of how motion filtering impacts both perception quality and bandwidth optimization in
hybrid edge-cloud deployments.

Frame Differencing

‘ Frameq } ‘ Frames }

{ Difference Image }—b‘ Threshold }—>‘ Contours }—>

Figure 3.6: Frame differencing processing pipeline

Bounding Boxes

Frame differencing is the simplest of the three methods. It works by computing the absolute
pixel-wise difference between two consecutive grayscale frames. When the difference at a
pixel exceeds a fixed threshold, that pixel is marked as part of the motion mask. While
fast and highly parallelizable, this method is sensitive to noise and lighting changes and
may fail to detect slowly moving or gradually changing objects.

Its low computational load makes it attractive for lightweight edge nodes where through-
put is prioritized over fine-grained accuracy.
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Algorithm 1 Frame Differencing Motion Detection

Input: Two consecutive frames Fy, Fy, and threshold 7 = 25
Output: Motion mask M
G1 < ConvertToGrayscale(F})
G2 < ConvertToGrayscale(Fs)
D + |G1 — G| > Compute absolute difference
for each pixel (4,7) in D do
if D(i,j) > 7 then
M (i, j) < 255 > Motion detected
9: else
10: M(i,j) «< 0 > No motion
11: end if
12: end for
13: return M

Gaussian Mixture Models (GMM)

Background Foreground Bounding
Frame . Contours
Learning Mask Boxes

Figure 3.7: Gaussian Mixture Model (GMM) processing pipeline

GMM is a statistical background subtraction method that models each pixel as a mixture
of Gaussians, enabling adaptation to gradual illumination changes, repetitive motion (e.g.,
waving trees), or dynamic backgrounds. Unlike frame differencing, it maintains a long-term
memory of background appearance and can distinguish between transient and persistent
changes.

Though more computationally expensive and memory-intensive, GMM significantly im-
proves detection stability and reduces false positives in outdoor or cluttered scenes. Mor-
phological operations are applied post-processing to refine the motion mask by eliminating
small noise regions and filling holes.
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Algorithm 2 GMM Background Subtraction

1: Input: Frame F', background model M, learning rate a = 0.01

2: Output: Foreground mask Mg,

3: Mj; < APPLYGMM(F, M) > Apply GMM to extract foreground
4: M < UPDATEMODEL(M, F, @) > Update the background model
5: K < CREATEKERNEL(ELLIPSE, 5 x 5) > Create morphological kernel
6: Mz < MORPHOPEN(Mj,, K) > Remove small noise
7: Mg < MORPHCLOSE(Mj,, K) > Fill small holes
8: return Mg,

Dense Optical Flow
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Dense Flow Variable Cont Bounding
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Figure 3.8: Dense optical flow processing pipeline

Dense optical flow estimates per-pixel motion vectors between two consecutive frames,
producing a high-resolution motion field that captures subtle and non-rigid motion. This
method is particularly effective for detecting partial motion, occlusions, or movement in
deformable objects. It can also identify motion even in areas with low contrast where
differencing or GMM would fail.

However, its accuracy comes at a high computational cost, making it more suitable for
cloud-side processing or high-performance edge nodes. In this implementation, a magnitude
threshold is applied to the optical flow vectors to generate a binary motion mask.
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Algorithm 3 Dense Optical Flow Motion Detection

Input: Frames Fi, Fy; flow magnitude threshold rqow

Output: Motion mask M

G < CONVERTTOGRAYSCALE(FY)

G2 + CONVERTTOGRAYSCALE(F?)

Flow <+~ COMPUTEDENSEOPTICALFLOW(G, G2) > Estimate flow vector for each pixel

for each pixel flow vector (u,v) in Flow do
magnitude + vu? + v? > Compute flow magnitude
if magnitude > Tqow then

9: M [pixel] +— motion

10: else

11: M pixel] < background

12: end if

13: end for

14: return M

3.4.3 Communication Protocol Implementation

The system adopts a hybrid communication architecture tailored to the specific require-
ments of local edge processing, hybrid edge-cloud coordination, and cloud-level analytics.
Figure 3.9 illustrates the integration of the various protocols across system components.

Cloud Config
Cloud
Camera ROS Motion Processing
N )
Sensor Detection
Edge or
Cloud? l Cloud Storage
| et & Analytics
LiDAR RC Background | . . & Analyties
. | Clustering
Sensor Removal j
ROS !
| MQTT
|
ROS , Image
| Recognition
.
Edge Config
— ROS Topics

ZeroMQ Protocol
— MQTT Protocol

Figure 3.9: Hybrid Communication Protocol Architecture: ROS topics enable local edge
communication; ZeroMQ handles hybrid edge-cloud messaging; MQTT provides reliable
cloud integration for final result transmission.

Local and Edge Communication (ROS Topics): For internal communication
within edge nodes and between sensors and processing modules, ROS topics are em-
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ployed. ROS is well-suited for managing high-frequency data streams such as camera
images (sensor_msgs/Image) and LiDAR point clouds (sensor_msgs/PointCloud2) with
minimal latency and efficient memory usage via zero-copy mechanisms. This native ROS
communication supports real-time processing and low-latency inter-process data sharing
critical to edge operations.

Hybrid Edge-Cloud Communication (ZeroMQ): When processing tasks are par-
titioned between the edge and cloud, ZeroMQ serves as the backbone communication
protocol. ZeroMQ@Q excels at handling high-frequency messaging with flexible patterns
such as publisher-subscriber for distributing sensor analytics, push-pull for load balancing
clustering workloads, and request-reply for synchronous machine learning inference. Its
language-agnostic design and scalability make it ideal for hybrid deployments that require
fast, reliable communication between distributed components. ZeroMQ also incorporates
features like automatic service discovery, load balancing, failover, and message buffering,
ensuring robust connectivity despite network variability.

Cloud Integration via MQTT: In scenarios where edge nodes perform complete pro-
cessing locally and only final results or summaries need to be transmitted, MQTT is used
for its lightweight, reliable delivery suited to constrained bandwidth conditions. MQTT’s
publish-subscribe model with persistent queues provides guaranteed message delivery and
seamless integration with cloud storage and analytics services.

The following quality of service (QoS) levels are enforced based on message criticality
and frequency:

o Level 0 (at most once): For high-frequency sensor streams where occasional data
loss is acceptable.

o Level 1 (at least once): For control commands and system status updates.

o Level 2 (exactly once): Reserved for critical safety messages and configuration
changes.

A custom ZeroMQ@ bridge translates messages bidirectionally between ROS topics and
ZeroMQ, performing schema validation and applying LZ4 compression to optimize data
transmission. This bridge handles serialization formats including JSON for configuration
messages, Protocol Buffers for structured sensor data, and raw binary for image streams.

Performance optimizations include adaptive compression tuned to available bandwidth,
prioritization of critical messages to reduce latency under congestion, selective transmis-
sion of only changed data, connection pooling to minimize overhead, message batching to
improve throughput, and asynchronous processing for real-time responsiveness.

36



In summary, this hybrid communication framework leverages ROS for low-latency in-
ternal processing, ZeroMQ for efficient high-frequency hybrid edge-cloud messaging, and
MQTT for reliable cloud integration when edge nodes handle complete processing and
forward only final results. This design ensures scalable, robust, and latency-aware commu-
nication tailored to diverse system requirements.

3.5 Network Condition Simulation

3.5.1 Traffic Control (tc) Configuration

To evaluate system performance under various network conditions, the experimental setup
implements network emulation using Linux Traffic Control (tc). This tool enables precise
control over network latency, bandwidth, and packet loss characteristics between the edge
node (node0) and cloud node (nodel).

Network Scenario Implementation

The following network scenarios are systematically tested to represent realistic deployment
conditions:

Table 3.3: Network Configuration Scenarios

Network Type Latency (ms) | Bandwidth | Packet Loss | Distribution
Ideal Network 0 Unlimited 0% Native
5G Network 542 1 Gbps 0.01% Normal
WiFi Network 20+5 100 Mbps 0.1% Normal
Degraded Network 100+£20 10 Mbps 1% Pareto

Each network condition incorporates realistic variability through statistical distribu-
tions to simulate real-world network behavior. The normal distribution models typical
network jitter, while the Pareto distribution captures the heavy-tailed behavior character-
istic of degraded network conditions.

Network Configuration Commands

The tc configuration commands are systematically applied to create reproducible network
conditions:
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# Ideal Network (baseline - no artificial limitations)
sudo tc qdisc del dev enslf0O root

# 5G Network simulation

sudo tc qdisc add dev ensl1fO root handle 1: netem \
delay bms 2ms distribution normal loss 0.01%

sudo tc qdisc add dev ensl1fO parent 1:1 handle 10: \
tbf rate 1000mbit burst 32kbit latency 10ms

# WiFi Network simulation

sudo tc qdisc add dev enslfO root handle 1: netem \
delay 20ms 5ms distribution normal loss 0.1%

sudo tc qdisc add dev enslfO parent 1:1 handle 10: \
tbf rate 100mbit burst 16kbit latency 50ms

# Degraded Network simulation

sudo tc qdisc add dev ensl1fO root handle 1: netem \
delay 100ms 20ms distribution pareto loss 1%

sudo tc qdisc add dev ensl1fO parent 1:1 handle 10: \
tbf rate 10mbit burst 8kbit latency 200ms

Listing 3.1: Network Emulation Commands

3.5.2 Network Performance Validation

To ensure the accuracy of the network emulation, comprehensive validation testing is per-
formed using standardized network measurement tools. Latency was measured using [CMP
ping, with each test sending 100 packets to gather round-trip time statistics and observe
jitter behavior. Throughput was evaluated using iperf3, running 30-second TCP sessions
to quantify bidirectional bandwidth between edge and cloud nodes. In parallel, UDP tests
were conducted at a fixed 50 Mbps stream rate to capture packet loss and jitter under
typical sensor workloads. Finally, a composite reliability score was calculated for each
configuration based on latency consistency and packet integrity.

Validation Results

Table 3.4 presents the measured performance of the emulated network conditions. Across
all test scenarios, the measured latencies closely matched the configured targets, confirming
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the effectiveness and precision of the tc emulation setup. Each network condition demon-
strates not only adherence to the target values but also realistic variability that mirrors
real-world deployment environments.

The baseline "Ideal” configuration exhibited minimal latency (0.160 ms) with negligi-
ble variance, serving as a reference point for evaluating the system’s native performance
without network interference. In the 5G simulation, latency averaged 5.173 ms with con-
trolled jitter, falling well within the 54+2ms specification and validating its suitability for
ultra-low-latency robotics communication.

The WiFi scenario produced average latencies of 20.628 ms, consistent with the ex-
pected 204+5ms range. This configuration captures the moderate variability typical in
wireless deployments and provides a reliable baseline for evaluating communication proto-
col robustness in realistic indoor or campus-scale environments.

The degraded network scenario, designed to simulate poor connectivity (e.g., rural or
congested urban environments), maintained a mean latency of 99.241 ms with an expected
increase in jitter and a packet loss rate of 1%. The reliability score (0.975) reflects the
anticipated performance drop in such conditions, yet the system remained stable and pre-
dictable.

These results confirm that the network emulation framework provides fine-grained con-
trol over latency, bandwidth, and packet loss, enabling systematic and repeatable evalu-
ation of distributed robotics workloads under a wide range of connectivity constraints.

Table 3.4: Network Performance Validation Results

Network Measured Target Packet Loss | Reliability | Validation
Condition | Latency (ms) | Latency (ms) (%) Score Status

Ideal 0.160+0.024 0 0.0 1.000 Baseline
5G 5.173+2.117 5+2 0.0 0.998 Accurate
WiFi 20.628+5.2 2045 0.0 0.996 Accurate
Degraded 99.2414+28.7 10020 1.0 0.975 Accurate

3.6 Performance Evaluation Framework

With the network emulation and monitoring infrastructure validated, we shift focus to the
core performance evaluation framework used to analyze the behavior of the distributed
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system under varying conditions. The goal is to quantify how well the containerized, ROS-
based setup performs in terms of sensor data processing, communication efficiency, and
scalability across edge and cloud nodes.

This evaluation encompasses a broad range of system metrics spanning from raw pro-
cessing times to network overhead captured at high frequency to enable fine-grained per-
formance analysis. The framework is designed to reflect realistic operational demands,
ensuring that the results are directly applicable to practical robotics deployments.

Metrics Definition and Collection

The evaluation framework captures performance across multiple system dimensions critical
to real-time, distributed LiDAR and camera processing. Table 3.5 provides a comprehen-
sive list of collected metrics.

Table 3.5: Performance Metrics for Distributed ROS System Evaluation

Category | Metric Unit | Description
LiDAR Background Time | ms | Background subtraction execution time
LiDAR Clustering Time ms | Object clustering execution time
Processing Camera Processing Time ms Motion detection execution time
Total Pipeline Time ms | End-to-end sensor data processing latency
Throughput msg/s | Number of messages successfully processed per second
Message Loss Rate % Dropped or delayed message rate
CPU Utilization % Average CPU usage across all allocated cores
System Memory Usage MB | Maximum memory consumption per container
Network Latency ms Inter-node communication delay
Throughput Hz Message handling capacity under increasing load
Scalability Processing Time ms | Average time to process one message
Message Loss Rate % Reliability under load (same as above)
Node Efficiency % Throughput per core normalized across nodes
Bandwidth Usage Mbps | Total ROS + ZeroMQ traffic
Network Packet Loss Rate % Transport reliability
Protocol Overhead % Non-payload communication cost

High-Frequency Data Collection

To capture performance data with sufficient granularity, all metrics were logged at a high
sampling rate of 10 Hz and 20 Hz, corresponding to 0.1 and 0.05-second intervals. This
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ensured that transient behavior such as momentary latency spikes or throughput drops
could be observed and analyzed in detail.

Each ROS container was instrumented with lightweight logging nodes that tracked
topic statistics, end-to-end processing latency, and sensor stream throughput in real time.
Host- and container-level metrics, including CPU usage, memory consumption, and I/O
statistics, were collected using Docker’s built-in monitoring tools and the psutil Python
library. These system-level observations were aligned with message-level timing through
precise clock synchronization achieved using the chrony daemon. This synchronization was
critical to ensuring consistency between the edge and cloud nodes, especially in scenarios
with variable network latency.

To emulate realistic workloads, pre-recorded LiDAR data streams were played back at
controlled frequencies of 10 Hz and 20 Hz, simulating the sensor rates observed in actual
robotic platforms. All logged data were stored in standardized formats (CSV and ROS
bag files) to support consistent analysis across configurations.

3.7 Integration with MVS Lab Dataset and Infras-
tructure

3.7.1 Dataset Utilization from MVS Lab Deployment

The experimental evaluation leverages datasets collected from the MVS Lab ISN deploy-
ment to ensure realistic workload characteristics and enable direct performance comparison
with the existing edge-centric approach. The datasets include synchronized multi-sensor
data from outdoor traffic monitoring, indoor facility management, and adverse weather
conditions that represent the operational challenges encountered in real-world deployments.

Specific dataset characteristics utilized in the evaluation include:

e Outdoor Traffic Scenarios: Multi-sensor data from roundabout interactions, pedes-
trian crossings, and complex vehicle maneuvers captured during normal and adverse
weather conditions including snow and freezing rain [(1].

o Multi-Node Cooperative Perception: Synchronized data from the 14 ISN de-
ployment enabling evaluation of distributed processing coordination and bandwidth
optimization across multiple simultaneous sensor streams.
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e Indoor Human Tracking: Multi-node sensor data from indoor environments in-
cluding path tracking, interactive planning, and UWB-based localization scenarios
demonstrating system versatility across deployment environments.

* 5G Network Performance Data: Real-world network performance characteristics
from the campus 5G deployment providing validation data for the simulated network
conditions used in controlled experiments.

3.7.2 Trade-Offs and Value Assessment Against Edge-Centric Base-
lines

The experimental framework is designed to assess the added value and trade-offs intro-
duced by hybrid edge-cloud architectures in comparison to the existing edge-centric model
deployed by the MVS Lab. Rather than seeking to replace the baseline system, the fo-
cus is on understanding under what conditions the hybrid approach offers performance,
scalability, or efficiency benefits.

This evaluation considers several critical factors, including processing latency, band-
width utilization, CPU core efficiency, system responsiveness, and network adaptability
measured under equivalent sensor loads and environmental configurations. In doing so, it
highlights situations where shifting selective workloads to the cloud improves responsive-
ness or reduces node resource pressure, while also identifying the latency and complexity
penalties incurred under constrained network conditions.

Additionally, the analysis quantifies trade-offs in deployment complexity, synchroniza-
tion requirements, and cost overhead associated with hybrid communication and orches-
tration. This holistic view supports informed architectural decisions tailored to specific
operational constraints, providing practical insight into when edge-only systems are suffi-
cient and when hybrid designs unlock meaningful performance or deployment flexibility.

3.7.3 Experimental Validation

To ensure the reliability of results, each experimental configuration was evaluated in a rigor-
ously controlled environment. All tests were performed on a fixed hardware platform with
explicitly allocated CPU and memory limits to eliminate variability due to background in-
terference. A baseline run under minimal load (e.g., single-core, single-node configuration)
was established for every test series, serving as an anchor for performance comparison.
Each scenario was executed 30 times to account for runtime variability, with mean and
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standard deviation computed across trials to ensure statistical confidence. Metrics such
as CPU usage, memory load, throughput, and latency were measured using pre-calibrated
tools validated against known benchmarks. The datasets used for each test are documented
in their respective sections, including topic structure, frame rates, and recording duration.

3.8 Summary

This chapter detailed the comprehensive experimental framework developed to evaluate
distributed sensor processing in ROS-based robotic systems. Building on and extending
the infrastructure from the MVS Lab 5G Intelligent Transportation System, the framework
enables hybrid edge—cloud deployments and supports fine-grained performance evaluation
under diverse computational and networking configurations.

Key elements of the framework include containerized processing pipelines integrated
with real-time ROS nodes, parallelized using Intel’s TBB to explore scalability across
multicore systems. Communication is handled through a hybrid ROS-ZeroMQ architecture
designed to sustain high-frequency sensor data transmission across distributed nodes. To
emulate realistic deployment conditions, network variability is introduced through Linux
tc, reproducing latency and packet-loss patterns characteristic of 5G, Wi-Fi, and degraded
connectivity scenarios. The experimental protocol incorporates high-resolution monitoring
at 10-20 Hz, systematic parameter sweeps, and repeated trials to ensure statistically robust
findings.

These methods form the foundation for the subsequent chapters, which leverage this
framework to benchmark bandwidth optimization techniques, analyze protocol performance,
and evaluate containerization and parallelization strategies under real-world constraints.
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Chapter 4

From Sequential to Parallel:
Performance Evaluation of
Transformed Algorithms

4.1 Introduction

To harness the computational power of modern multi-core processors, this research trans-
formed traditional single-threaded LiDAR processing algorithms into parallel implementa-
tions optimized for scalable execution. The core contribution involves redesigning back-
ground subtraction and clustering algorithms using TBB, implementing a novel chunking
strategy that subdivides LiDAR point clouds into spatially coherent segments processed
concurrently across available CPU cores.

This section presents a detailed performance evaluation of these parallel implementa-
tions, assessing scalability and effectiveness across different core configurations and work-
load intensities. The analysis addresses fundamental questions about the practical limits of
parallelism in robotics perception: How do coordination overheads affect speedup? What
are the optimal core allocations for real-time processing” How closely do empirical results
align with Amdahl’s Law predictions? Through systematic experimentation across 1-32
cores using real-world sensor data, this evaluation provides evidence-based guidance for
deploying parallel perception algorithms in production robotics systems.
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4.2 Parallel Processing Performance Evaluation

To assess the scalability and effectiveness of multi-core architectures for LiDAR data pro-
cessing, we conducted a detailed performance evaluation. The analysis focuses on both
processing latency and throughput across different core configurations and workload inten-
sities, considering real-time constraints as well as maximum achievable throughput. While
adding more cores generally reduces per-message processing time, throughput gains are of-
ten limited by system overheads and data input rates, resulting in a non-linear relationship
between processing speed and throughput. Understanding these constraints is critical for
optimizing resource allocation and achieving efficient real-time performance. The following
analysis highlights key bottlenecks and scaling behaviors under both realistic and stress
test conditions.

4.2.1 Performance Metrics and Mathematical Formulations

The evaluation of parallel processing performance for LiDAR data processing is based on
several key metrics that quantify scalability, efficiency, and throughput characteristics. The
following mathematical formulations define these metrics:

Processing Time

The processing time 7}, for a parallel system with p processors is defined as:

W
P-Tp

T

g (4.1)
where W represents the total workload and 7, is the parallel efficiency factor accounting
for overhead and load imbalance.

Speed-up

The speed-up S, measures the performance improvement achieved by using p processors
compared to sequential execution:
Ty

T

p
where T} is the sequential execution time and 7}, is the parallel execution time with p
Processors.

S, (4.2)
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Speed-up Efficiency

The speed-up efficiency £, quantifies how effectively the parallel processors are utilized:
E,=— (4.3)

Perfect efficiency (E, = 1) indicates linear scaling, while £, < 1 indicates overhead losses.

Throughput

The throughput ©, represents the rate of LIDAR message processing and is defined as:

Nmessa es
©, = —messages (4.4)
tlast - tfirst

where Npessages 1s the total number of LiDAR messages processed, tyi,s is the timestamp
of the first processed message, and t;, is the timestamp of the last processed message.

The throughput can also be expressed in terms of processing rate:

Nmessa es
@Tate — T—g (45)

processing

where Tpyocessing 1 the total processing duration from start to completion.

Throughput Efficiency

The throughput efficiency ne measures the effective utilization of cores for message pro-
cessing:
GP
Nne = — (4.6)
p

where O, is the parallel throughput and p is the number of cores.

The overhead ratio can be expressed as:

T, —T T
% _vL-h_ L _, (4.7)

Roverhead = 77 = ——7——
heed T, T T
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4.2.2 Experimental Setup and Parallel Processing Framework

The evaluation utilized six ROS bag datasets collected from real-world autonomous robot
scenarios, providing diverse operating conditions and sensor loads. Table 4.1 summarizes
the dataset specifications.

Table 4.1: ROS Bag Dataset Specifications - Background and Filtered LiDAR

Dataset File Name Duration (s) f/[z;l;gmm;i:;ﬁszl{ ﬁg;:redpgél/jl\i?g
DS-1 nodel-marl3detection.bag 89.0 891 57,628 891 304
DS-2 node2-marl3detection.bag 94.8 949 57,628 949 297
DS-3 nodel-marlbdetection.bag 146.1 1462 07,628 1461 795
DS-4 node2-marlbdetection.bag 145.2 1453 57,628 1452 642
DS-5 nodel-aprl7detection.bag 89.5 896 57,628 895 570
DS-6 node2-aprl7detection.bag 88.9 890 57,628 890 455
Total 6 datasets 653.5 6541 57,628 6538 511

Each dataset contains high-density point clouds from a 32-line Robosense Bpearl Li-
DAR operating at 10Hz. To enable parallel processing, each LiDAR message (averaging
50,000 points) is subdivided into 87 smaller chunks of approximately 576 points each. This
chunking strategy allows the system to distribute computational workloads across multiple
CPU cores simultaneously, with each core processing different chunks concurrently rather
than sequentially processing the entire point cloud.

Two testing modes were conducted to evaluate system performance:

« Standard Replay: Datasets replayed at original timestamps to measure real-time
processing capabilities.

« High-Speed Replay: Accelerated playback at 20Hz (4-8 cores) and 50Hz (16-32
cores) to assess throughput limits.

Tests were repeated at least 30 times per core configuration (1, 4, 8, 16, and 32 cores) to
ensure statistical robustness. The parallel processing framework employs a Docker-based
containerized environment with a C++ backend using Intel Threading Building Blocks
(TBB). The system integrates ROS messaging with TBB’s parallel_for to distribute
LiDAR clustering and background subtraction workloads efficiently.
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4.2.3 Processing Time Performance Analysis

To evaluate system performance under realistic deployment conditions, real-time replay
of ROS bag datasets was performed while varying the number of CPU cores allocated.
This section examines how parallelization affects latency and consistency across two key
processing stages: background subtraction and LiDAR clustering.

Figure 4.1 shows the distributions of processing times across different core counts. For
background subtraction, the box plots reveal a marked decrease in median latency along-
side a tighter distribution, indicating improved speed and more consistent performance
with increasing cores. LiDAR clustering also benefits from parallelization, though the
distributions suggests diminishing returns at higher core counts.
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Figure 4.1: Processing time distributions for (left) background subtraction and (right)
LiDAR clustering.

Table 4.2 quantifies these observations for background subtraction. Mean processing
time is nearly halved from 2.96 ms at 1 core to approximately 1.58 ms at 32 cores. The re-
duction in standard deviation and the narrowing interquartile range indicate fewer outliers
and more predictable timing, which is critical for real-time LiDAR processing tasks.

Although the improvements for background subtraction are significant, LiDAR clus-
tering displays a more complex trend as shown in Table 4.3. While mean latency drops
substantially from 10.72ms at 1 core to around 5.21 ms at 32 cores, gains plateau beyond
8 cores. This suggests inherent computational constraints that limit parallel scalability,
possibly due to algorithmic dependencies or memory bandwidth.
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Table 4.2: Background Subtraction Processing Time Statistics (Standard Speed)

Cores | Count | Mean (ms) | Std (ms) | Min (ms) | 10th% | 50th% | 90th% | Max (ms)
1 32,253 2.96 0.81 2.21 2.38 2.77 3.43 7.52
4 32,715 1.73 0.36 1.18 1.40 1.59 2.34 2.86
8 32,765 1.60 0.40 0.93 1.19 1.41 2.17 2.79
16 32,746 1.55 0.38 0.81 1.17 1.38 2.10 2.70
32 32,757 1.58 0.38 0.77 1.16 1.44 2.08 2.72

Table 4.3: LiDAR Clustering Processing Time Statistics (Standard Speed)

Cores | Count | Mean (ms) | Std (ms) | Min (ms) | 10th% | 50th% | 90th% | Max (ms)
1 32,799 10.72 4.05 0.15 5.24 11.51 15.35 23.00
4 32,776 5.89 2.07 0.17 3.20 5.97 8.62 12.10
8 32,711 5.24 1.56 1.95 3.23 5.21 7.34 10.00
16 32,6564 5.34 1.46 2.19 3.50 5.25 7.41 9.90
32 32,632 5.21 1.31 2.23 3.53 5.16 7.03 9.39

Despite the plateau in speedup, the 90th percentile latency reduces notably from
15.35ms to 7.03ms, which improves worst-case performance and reduces processing out-
liers. This effect is important for maintaining consistent perception timing, even when
system load fluctuates.

Overall, the combined pipeline latency benefits from parallelization, decreasing from
approximately 13.8 ms on a single core to 6.8 ms at 32 cores. This improvement directly
supports higher throughput and more responsive sensor fusion critical for real-time robotic
applications.

In conclusion, background subtraction shows excellent scalability with parallel re-
sources, achieving both speed and consistency improvements. LiDAR clustering also bene-
fits but faces diminishing returns, indicating areas where further algorithmic optimization
or specialized hardware acceleration could yield additional gains.

4.2.4 Component-Level Profiling and Performance Summary

A detailed breakdown of processing times reveals how parallelization impacts individual
system components differently. Table 4.4 presents the timing distribution for the back-
ground subtraction stage, which is divided into sequential plus merging tasks, parallel
computation, and publishing overhead.
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Table 4.4: Background Subtraction Component Breakdown (Standard Speed)

Cores | Seq. + Merge (ms) | Parallel (ms) | Pub. (ms) | Total (ms) | Speedup | Efficiency (%)
1 0.51 2.00 0.41 2.93 1.00x 100.0
4 0.64 0.77 0.32 1.73 1.69x 42.3
8 0.80 0.49 0.32 1.60 1.83x 22.9
16 0.76 0.46 0.33 1.55 1.89% 11.8
32 0.80 0.44 0.33 1.57 1.87x 5.8

From the table, it is evident that while the parallel portion of background subtrac-
tion decreases significantly as cores increase (from 2.00ms at 1 core to 0.44ms at 32
cores), the sequential and merging components remain roughly constant or even slightly
increase. This static sequential overhead ultimately limits total speedup and efficiency,
which drops sharply at higher core counts demonstrating diminishing returns beyond 8
cores. Publishing times stay relatively stable, suggesting minimal impact on scalability
from communication overhead in this stage.

Table 4.5 breaks down the LiDAR clustering processing times. Unlike background sub-
traction, clustering is dominated by a larger parallel workload but also reveals coordination
challenges at scale.

Table 4.5: LiDAR Clustering Component Breakdown (Standard Speed)

Cores | Seq. + Merge (ms) | Parallel (ms) | Pub. (ms) | Total (ms) | Speedup | Efficiency (%)
1 0.09 10.44 0.19 10.71 1.00x 100.0
4 0.09 5.61 0.19 5.89 1.82x 45.5
8 0.10 4.95 0.19 5.24 2.04x 25.5
16 0.11 5.03 0.19 5.34 2.01x 12.6
32 0.12 4.90 0.19 5.21 2.06 x 6.4

The parallel portion for LiDAR clustering reduces significantly from 10.44ms at 1
core to roughly 4.90ms at 32 cores, yet the sequential and merging component, though
small, grows slightly. The result is a speedup plateauing around 2x with efficiency sharply
dropping after 4 cores. This behavior points to synchronization and merging overheads as
limiting factors, common in clustering tasks that require global data aggregation.

Figure 4.2 visually complements these findings by depicting stacked processing times
across components and core counts. The growing relative weight of sequential tasks at high
core counts is clear, reinforcing the interpretation that coordination overheads increasingly
constrain scalability.
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Figure 4.2: Stacked processing time by component at varying core counts, highlighting the
increasing prominence of sequential overheads.

Overhead and Scalability Constraints

These profiling results highlight that while parallelization accelerates key computations,
coordination overhead imposes a fundamental scalability limit. Lock contention on shared
resources and the merging phase grow more costly as the number of parallel tasks increases.
At 4 cores, overheads are moderate ( 55%), but at 8 cores they surge ( 75%), and beyond
16 cores exceed 90%, drastically reducing efficiency and yielding diminishing speedup re-
turns. This bottleneck emphasizes the importance of minimizing sequential sections and
synchronization in algorithm design.

4.2.5 Amdahl’s Law Theoretical Validation

To better understand the scalability limitations observed, Amdahl’s Law provides a the-
oretical framework linking the fraction of parallelizable code to achievable speedup. This
model serves to both validate the experimental speedups and clarify fundamental bottle-
necks.

Theoretical Framework and Data Fitting

Amdahl’s Law describes the theoretical speedup S(p) on p processors as:
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S(p): fs—i-%

(4.8)

where f, is the serial fraction, f, = 1 — f; is the parallel fraction, and p the core count.

Fitting our empirical speedup data to this model reveals the effective parallel and serial
fractions for each processing component. Figure 4.3 plots measured speedups against the
theoretical curve fits, showing strong alignment.
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Figure 4.3: Amdahl’s Law curve fitting for background subtraction (left) and LiDAR
clustering (right), illustrating theoretical speedup limits.

Table 4.6 summarizes the extracted parallel and serial fractions alongside maximum
theoretical speedup and goodness of fit.

Table 4.6: Amdahl’s Law Fitting Results: Parallel and Serial Fractions

Component Parallel (%) | Serial (%) | Max Speedup | R? | Scalability
Background Subtraction 53.5 46.5 2.1x 0.960 | Limited
LiDAR Clustering 55.0 45.0 2.2x 0.950 | Limited
Combined Processing 54.6 45.4 2.2x 0.954 | Limited

Interpretation and Validation

The fitted models confirm that roughly 45-47% of the code remains inherently serial,
fundamentally limiting speedup to about 2x regardless of core count. This ceiling aligns
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closely with experimental data summarized in Table 4.7, which shows minimal deviation
(<8%) between measured and predicted speedups.

Table 4.7: Theoretical Predictions vs. Experimental Results

Cores Background LiDAR Combined
Theory | Measured | Theory | Measured | Theory | Measured
1 1.00x 1.00x 1.00x 1.00x 1.00x 1.00x
4 1.55% 1.69x 1.59x 1.82x 1.57x 1.81x
8 1.74% 1.83x 1.78x 2.04 x 1.76x 2.02x
16 1.84x 1.89x 1.88x% 2.01x 1.86x 2.00x
32 1.90x 1.87x 1.94x 2.06 % 1.92x 2.03x

Scalability and Practical Implications

The Amdahl’s Law analysis clearly demonstrates that the primary limitation on perfor-
mance scaling arises from inherent algorithmic serial bottlenecks, rather than hardware
constraints. This is supported by the strong alignment between theoretical predictions
and experimental results, validating the benchmarking methodology.

Key practical insights from this analysis include:

o Large serial code fractions significantly limit overall speedup, resulting in rapidly
diminishing returns when scaling beyond 4 to 8 cores.

o For optimal efficiency and cost-effectiveness, allocating 4 to 8 cores provides the
best balance achieving over 90% of the maximum theoretical speedup while keeping
overhead manageable.

o Increasing core counts beyond this range offers minimal additional benefit due to
growing synchronization and merging overheads, which dominate at higher paral-
lelism levels.

These findings emphasize that future improvements should focus on reducing serial
bottlenecks through algorithmic enhancements and code refactoring, rather than simply
increasing hardware parallelism.
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Optimization Potential and Future Work

Table 4.8 explores potential speedup improvements by increasing the parallel fraction
through code and algorithm optimization.

Table 4.8: Optimization Impact Scenarios

Optimization Target | Current Parallel % | Target Parallel % | Potential Max Speedup
Moderate Optimization 54.6% 70.0% 2.2x — 3.3%
Significant Optimization 54.6% 85.0% 2.2x — 6.7%
Aggressive Optimization 54.6% 95.0% 2.2x — 20.0%

Priority areas for optimization include reducing serial code segments related to 1/0,
synchronization, and sequential algorithms, improving data structures to minimize locking,
and overlapping pipeline stages to better utilize parallelism.

4.2.6 Throughput Performance Analysis

Throughput testing was conducted across multiple playback speeds to evaluate the sys-
tem’s capacity under varying input loads. Starting from a baseline replay rate of 10 Hz, the
playback frequency was progressively increased to 20 Hz, 50 Hz, and 70 Hz to stress-test
the parallel processing scalability. Not all core configurations sustained higher rates; iden-
tifying these failure points provides valuable insight into system behavior under normal
and peak loads, highlighting the interplay between input rate, processing capability, and
core utilization.

Baseline Throughput at Standard Speed

Figure 4.4 illustrates the speedup and efficiency observed at the default 10 Hz playback
rate. While processing times decrease as more cores are added, throughput remains nearly
constant across all core counts, indicating that the input stream rate acts as a bottleneck
under normal operating conditions.

Variable-Speed Replay Analysis

To understand system response under elevated workloads, replay rates were increased to
20Hz (tested on 1, 4, and 8 cores) and 50 Hz (tested on 16 and 32 cores). Tables 4.9
and 4.10 summarize throughput scaling across these conditions.
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Figure 4.4: Speedup and efficiency at 10 Hz playback rate. Speedup shows modest gains
while efficiency declines due to I/O limitations.

Table 4.9: Throughput at Standard Replay (10 Hz) Across Core Counts

Cores | Throughput (msg/s) | Speedup
1 39.85 1.00x
4 39.82 1.00x
8 39.83 1.00x
16 39.82 1.00x
32 39.83 1.00x

Table 4.10: Throughput at Accelerated Replay Rates (20-70 Hz)

Cores | Throughput (msg/s) | Throughput Ratio | Replay Speed
1 42.36 1.06x 10Hz
4 59.46 1.49x% 20Hz
8 59.41 1.49x 20 Hz
16 140.02 3.92X 50 Hz
32 139.90 3.91x 50 Hz

The throughput results reveal clear plateaus. At 10Hz, throughput caps around 40
messages per second regardless of core count, showing that the input data rate limits
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system performance rather than CPU resources. Increasing replay speed to 20 Hz yields
a throughput boost to approximately 59 messages per second with 4-8 cores, but scaling
beyond 8 cores offers no further gains. At 50 Hz, throughput reaches about 140 messages
per second for 16-32 cores, indicating effective parallel scaling under higher load. Although
32 cores could potentially handle faster replay rates, algorithmic processing limitations
would cause message loss, underscoring a processing bottleneck at the application level.

Processing Time vs. Throughput

Table 4.11 examines the relationship between average per-message processing time and
achieved throughput as core count increases. Although parallelism reduces processing
latency, throughput improvements are not always commensurate, exposing system-level
bottlenecks.

Table 4.11: Processing Speedup Compared to Throughput Gain Across Core Counts

Cores | Processing Time (ms) | Speedup | Throughput Gain | Gap (X)
1 13.68 1.00x 1.00x —
4 7.63 1.79x 1.09x 0.70x
8 6.85 2.00x 0.97x 1.03x
16 6.89 1.98 % 1.06x 0.92x
32 6.79 2.01x 1.02x 0.99x

Several important points emerge from this analysis:

o Throughput plateaus around mid-range core counts (4-8), despite nearly doubling
processing speed. This suggests bottlenecks due to thread synchronization, I/O lim-
its, and coordination overhead.

 Higher core counts (16-32) only deliver throughput gains under elevated input rates;
otherwise, overhead diminishes returns.

e The gap between processing speedup and throughput gain quantifies inefficiencies
introduced by locking, data merging, and thread scheduling.
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4.2.7 Optimization Insights and Recommendations

System performance in hybrid edge—cloud deployments depends heavily on the specific
operational goals—whether the priority is minimizing latency for real-time responsiveness
or maximizing throughput for data-intensive workloads. Selecting a core count that aligns
with workload characteristics is therefore critical to achieving optimal resource utilization.

For most tested scenarios, a 4-core configuration strikes an effective balance between ef-
ficiency (approximately 45%) and resource consumption, making it well suited for through-
put-limited or resource-constrained environments. When real-time responsiveness is paramount,
8 cores deliver the best observed speedup, nearly doubling processing performance and sup-
porting latency-sensitive use cases. While configurations with 16 to 32 cores offer benefits
at very high input rates ( 50 Hz), their advantages taper off for typical workloads due to
increasing coordination and synchronization overheads that offset parallel gains.

To further enhance performance, targeted optimization strategies are essential. Allo-
cating cores based on workload intensity ensures efficient hardware usage, as simply adding
more cores does not guarantee proportional speedup. Among system components, LiDAR
clustering remains the most computationally demanding step and should be prioritized for
algorithmic refinement to achieve the greatest performance impact. Moreover, end-to-end
pipeline optimization is necessary since overheads arising from task scheduling, message
merging, and I/O operations can erode the gains from parallel processing.

Applying theoretical frameworks such as Amdahl’'s Law to quantify the fractions of
parallelizable versus serial code further sharpens optimization efforts. This analysis sets
realistic expectations for scalability and highlights serial bottlenecks that currently cap
performance at roughly 2x speedup, regardless of core count.

These optimization insights establish a foundation for utilizing available CPU resources
to their fullest potential. Building on this understanding, the next chapter expands the
focus from individual core allocation to system-wide scalability, exploring how performance
evolves across larger deployments and distributed nodes.
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Chapter 5

Multi-Node Scalability Analysis

The transition from dedicated single-node processing to multi-tenant cloud environments
presents both opportunities and challenges for robotics perception systems. While cloud
platforms offer virtually unlimited computational resources, efficiently utilizing these re-
sources through multi-instance deployments requires careful analysis of scalability con-
straints and resource contention effects.

This chapter investigates the fundamental scalability characteristics of the parallelized
LiDAR processing system when deployed across multiple concurrent instances. The core
research question addresses how system performance degrades as the number of simultane-
ous processing nodes increases relative to available CPU cores, and identifies the optimal
node-to-core ratios that maximize resource efficiency while preserving real-time processing
guarantees.

Through systematic experimentation across varying node counts (1-100) and core con-
figurations (4-64 cores), this analysis provides empirical evidence for cloud deployment
planning and cost optimization strategies. Each processing node operates as an isolated
Docker container running independent ROS core instances, enabling precise control over
resource allocation and realistic simulation of multi-tenant cloud environments.

The evaluation encompasses three critical performance dimensions: processing latency,
system throughput, and message reliability. By establishing clear performance thresholds
based on real-time processing requirements ( 18.78ms processing time), the analysis
identifies viable operating regions and failure modes that inform practical deployment
decisions for cloud-based robotics systems.
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5.1 Scalability Analysis

This chapter investigates the scalability of the system under increasing workloads, focusing
on how many LiDAR sensor nodes each core configuration can effectively support. Un-
like the previous chapter, which analyzed performance for a single node across different
core counts, this section explores how well each configuration scales when the number of
concurrently running nodes increases.

Each LiDAR node was deployed as a separate Docker container running an independent
ROS core instance. To simulate a realistic and resource-isolated deployment, each container
was constrained in both CPU and memory usage.

The primary evaluation metrics are defined as follows:
Processing Time per Node (7Tproc)

The average time (in milliseconds) required to process a single message.

System Throughput (7)

The total number of messages processed per second across all active nodes.

7— o N, messages
T;;otal

Nodes per Core (7core)

The maximum number of LiDAR nodes that can be supported per CPU core before a
significant drop in performance is observed.

Resource Usage per Node

o CPU Usage (ucpy): Average CPU utilization per node.

o Memory Usage (uran): Average memory usage per node, in megabytes (MB).

29



Messages Lost (%)

The percentage of expected messages that were not processed successfully in the entire
LiDAR processing pipeline.

5.1.1 Experimental Setup

The scalability experiments were performed in a controlled environment designed to reflect
real-world conditions while ensuring repeatability across tests. The system architecture,
dataset configuration, and monitoring tools were selected to provide detailed performance
insights under varying computational loads.

Each LiDAR node was deployed as an independent Docker container, running its own
isolated ROS core instance. This setup enabled fine-grained control over resource allocation
and helped simulate practical deployment constraints. Containers were explicitly limited
in terms of CPU and memory resources to prevent artificial scaling advantages.

The input configuration consisted of synchronized ROS bag datasets replayed at a
default rate of 10 Hz. To stress-test the pipeline and evaluate performance under higher
data loads, a 20 Hz variant was also introduced in select experiments.

System metrics including, CPU usage, memory consumption, per-node throughput, and
message latency were collected using Prometheus. Real-time dashboards were constructed
in Grafana to visualize resource behavior across different core allocations, offering immedi-
ate feedback during testing and simplifying comparative analysis between configurations.

5.1.2 Scalability Metrics and Trends

This section presents a comprehensive comparative analysis of system scalability under
two distinct operational conditions: 10Hz and 20Hz LiDAR message playback rates. The
evaluation framework uses a processing time threshold of 18.78ms, derived from
the single-core 90th percentile latency, as the benchmark for real-time viability. This
threshold represents the maximum acceptable processing delay while maintaining system
responsiveness in production environments.

The analysis follows a structured approach: first examining system behavior under
low-load conditions (10Hz) to establish baseline performance characteristics, then evalu-
ating high-load scenarios (20Hz) to identify scaling limits and bottlenecks. Through this
comparison, we derive practical deployment recommendations that balance performance,
resource utilization, and reliability across different operational contexts.
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Low Load Performance Analysis (10Hz)

Under 10Hz playback conditions, the system operates with reduced computational stress,
providing an ideal environment to evaluate fundamental scaling characteristics. This
baseline scenario reveals the system’s inherent scalability potential when resource con-
tention and processing bottlenecks are minimized The three key performance dimensions
throughput, processing latency, and message reliability are analyzed through comprehen-
sive heatmap visualizations that reveal scaling patterns across different core and node
configurations.

The 10Hz analysis reveals several critical scaling characteristics that define system be-
havior under optimal conditions. Most significantly, the majority of tested configurations
remain well below the 18.78ms processing time threshold, demonstrating the system’s ro-
bust real-time performance capabilities when computational load is manageable. Through-
put scaling exhibits near-linear behavior with both core and node count increases, contin-
uing until saturation points are reached or 1/O coordination overhead begins to dominate
performance gains.

Message reliability remains exceptional across the configuration space, with zero loss
maintained across nearly all tested scenarios until node counts exceed 50 units. This re-
liability threshold represents a critical inflection point where the system transitions from
resource-abundant to resource-constrained operation. The 32-core and 64-core configura-
tions demonstrate particularly strong scalability characteristics, though with diminishing
returns as coordination overhead increases with scale.

Optimal Configuration Analysis (10Hz)

Based on the comprehensive performance analysis under low-load conditions, specific con-
figuration recommendations emerge that optimize the balance between resource utilization
and performance delivery. These recommendations are structured around maintaining zero
message loss while maximizing throughput within the real-time processing constraint.
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Figure 5.1: Scalability metrics at 10 Hz input rate: (Top) Throughput (Messages/Second);
(Middle) Average processing time per node (ms); (Bottom) Message loss (%).
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Table 5.1: Optimal Configuration Recommendations at 10Hz (Processing Time < 18.78ms,
Message Loss = 0%)

Core | Optimal | Max Throughput | Processing Time Efficiency Use Case

Count | Nodes (msg/s) (ms) (msg/s/core) | Recommendation
1 1 19.9 10.5 19.9 Single-node development
4 10 198.3 11.4 49.6 Small distributed systems
8 20 396.5 11.9 49.6 Medium workloads
16 20 398.1 7.0 24.9 Balanced performance
32 50 992.8 8.8 31.0 High-throughput systems
64 75 1485.4 15.4 23.2 Maximum performance

The optimal configuration analysis reveals four distinct deployment tiers, each opti-
mized for different operational requirements and resource constraints. The maximum per-
formance tier, utilizing 64 cores with 75 nodes, achieves peak throughput of 1485.4 msg/s
while maintaining zero message loss and acceptable processing latency. This configuration
represents the upper bound of system capability under favorable load conditions.

The high-efficiency tier, employing 32 cores with 50 nodes, provides excellent scaling ef-
ficiency with 992.8 msg/s throughput and minimal processing overhead. This configuration
offers the best balance of performance and resource utilization for most production deploy-
ments. The balanced and resource-optimized tiers provide stepping stones for systems with
moderate requirements or resource constraints.

High Load Performance Analysis (20Hz)

The 20Hz evaluation represents a realistic high-load scenario that stresses the distributed
processing system under increased computational demands. This analysis reveals how
performance characteristics change when the system approaches its operational limits,
providing crucial insights for capacity planning and deployment strategy in production
environments.

Under elevated load conditions, the system exhibits markedly different scaling behavior,
with significantly fewer configurations meeting the 18.78ms processing time requirement.
This constraint particularly impacts high-node configurations, where coordination over-
head and resource contention become dominant performance factors. The analysis reveals
critical bottlenecks and scaling limits that are invisible under low-load conditions.

The high-load analysis reveals several critical performance limitations that fundamen-
tally alter deployment strategies. Only configurations with 20 or fewer nodes consistently
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satisfy the 18.78ms processing time constraint, representing a significant reduction in vi-
able scaling options compared to low-load conditions. The most notable real-time capable
configurations include 16 cores with 20 nodes achieving 8.8ms processing time, and all
lower-core setups with proportionally fewer nodes.

Peak performance within the real-time constraint is achieved by the 64-core configu-
ration with 50 nodes, delivering 1960.44 msg/s throughput while maintaining acceptable
12.4ms latency. However, this configuration operates near the threshold limit, highlight-
ing the narrow margin between optimal performance and system overload under high-load
conditions.

Message loss patterns reveal critical insights into system bottlenecks. Under moderate
load, message loss remains negligible across most configurations, but increases dramati-
cally beyond 50 nodes on 8-16 core systems, with loss rates exceeding 70% in extreme
cases. Clustering operations consistently exhibit higher loss rates than background sub-
traction, identifying cluster processing as the primary performance bottleneck under high
CONCUITeNcy scenarios.

Load-Adaptive Configuration Recommendations

The comparative analysis between 10Hz and 20Hz conditions reveals the critical impor-
tance of load-adaptive configuration selection. The following recommendations provide
deployment guidance based on expected operational load profiles and performance require-
ments.

Table 5.2: Optimal Configuration Recommendations at 20Hz (Processing Time < 18.78ms)

Core | Optimal | Max Throughput | Processing Time Efficiency Use Case
Count | Nodes (msg/s) (ms) (msg/s/core) | Recommendation
1 1 39.80 10.1 39.80 Development/ Testing
4 5 198.81 8.6 49.70 Small Deployments
8 10 396.87 7.8 49.61 Medium Deployments
16 20 791.20 8.8 49.45 Large Deployments
32 20 792.73 7.1 24.77 High Bandwidth + Low Latency
64 50 1960.44 12.4 30.63 Maximum Performance

Comparative Analysis and Deployment Strategy

The comprehensive evaluation across load conditions reveals four distinct scaling patterns
that inform deployment strategy. Under low-load conditions, the system demonstrates
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exceptional scalability with zero message loss achievable across most configurations, en-
abling aggressive scaling for maximum throughput. High-load conditions impose strict
scaling limits, particularly affecting cluster workloads where message loss can exceed 80

The 64-core configuration emerges as the optimal choice across both load conditions,
maintaining excellent performance characteristics under high load (2.3% message loss)
and perfect performance under low load (0% message loss). This configuration provides
the best foundation for production deployments requiring consistent performance across
varying load conditions.

Critical deployment considerations include the recognition that configurations perform-
ing well under low load may experience severe degradation under high load conditions.
This emphasizes the importance of capacity planning for peak demand scenarios and the
implementation of load-adaptive scaling strategies. The analysis demonstrates that suc-
cessful deployment requires matching system configuration to expected load profiles, with
sufficient headroom to accommodate demand spikes without compromising real-time per-
formance requirements.

For production deployments, the recommended approach involves implementing tiered
configurations that can adapt to load conditions: lightweight configurations for develop-
ment and testing environments, balanced configurations for typical operational loads, and
maximum performance configurations for peak demand scenarios. This strategy ensures
optimal resource utilization while maintaining system responsiveness across all operational
conditions.

5.1.3 Resource Utilization Trends

To evaluate the infrastructure requirements of multi-node deployments, system-wide CPU
and memory usage was tracked across all scalability experiments. Each processing node
was containerized using Docker, introducing a fixed memory footprint. The overall memory
usage per node averaged close to 1 GiB when including application runtime, buffer usage,
and shared dependencies.

System-Wide Utilization Patterns
Table 5.3 summarizes aggregate CPU and memory usage for each core configuration. Mem-

ory usage trends closely follow the number of concurrently running nodes: the 4-core con-
figuration, which supported up to 63 nodes, peaked at 62.8 GiB of memory. Higher-core
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systems, which supported up to 100 concurrent nodes, consistently reached memory usage
in the range of 100-115 GiB, aligning well with the expected per-container average.

Table 5.3: Total Resource Utilization Summary (Memory in GiB)

Cores | Tested Configs | Max CPU (%) | Max Memory (GiB) | Total Duration (min)
4 8 402.4 62.8 33.5
8 8 803.9 103.6 26.5
16 8 1,599.0 115.2 22.0
32 8 2,697.9 112.9 21.0
64 8 4,951.3 108.5 20.0

This consistency across memory usage reinforces that containerized deployments incur
predictable, node-aligned memory costs. For instance, memory scales almost linearly with
node count, rather than with the number of cores. While higher-core configurations allowed
the system to support more nodes simultaneously, their memory requirements reached an
effective plateau defined by the 100-node test cap.

As a result, when planning deployments at scale, memory becomes a constraining factor
even before CPU saturation in many cases, particularly in constrained-core systems. This
trend highlights the need to account for both container memory overhead and paralleliza-
tion limits in real-time multi-node systems.

5.1.4 CPU Efficiency Across Configurations

CPU efficiency, shown in Figure 5.3, was calculated as a percentage of total compute
capacity used under different node densities. Efficiency was generally low for smaller
deployments (e.g., 1-5 nodes) but increased with the number of active containers. For
lower-core setups (4-8 cores), efficiency rose sharply as more nodes were added, peaking
around 50 nodes before plateauing due to coordination overhead and CPU saturation.

Higher-core systems, such as the 64-core configuration, exhibited a more gradual effi-
ciency ramp-up, reflecting their larger processing capacity and tolerance for higher concur-
rency. Notably, these high-core systems never reached full utilization, instead maintaining
ample buffer capacity for continued scaling.
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Docker memory overhead had a more pronounced effect on constrained systems, where
increased container count significantly impacted total memory use even before CPU re-
sources were exhausted. In contrast, high-core setups absorbed the overhead more grace-
fully, distributing workload and memory pressure evenly.

5.1.5 Scalability of CPU and Memory Utilization Across Systems

Figures 5.4 and 5.5 examine how compute resources scale with node count, highlighting
trends in per-node CPU utilization and the trade-off between CPU efficiency and memory
usage across three representative systems: 4-core (resource-constrained), 16-core (moder-
ately provisioned), and 64-core (high-performance).

As shown in Figure 5.4, CPU availability per node declines sharply for the 4-core
system as the number of nodes increases, dropping below 6% at 63 nodes well under the
15% threshold needed to maintain reliable frame rates and detection accuracy. This trend
reflects severe oversubscription and leads to timing errors. The 16-core system maintains
more stable CPU availability up to around 50 nodes, with a gradual decline thereafter.
In contrast, the 64-core configuration sustains consistent per-node CPU availability even
beyond 100 nodes, underscoring its scalability and parallel processing capability.
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Figure 5.4: Per-node CPU usage across scaling scenarios. Lower-core systems degrade
rapidly, while high-core systems sustain consistent per-node processing costs.

To complement this analysis, Figure 5.5 shows the relationship between CPU efficiency
and memory usage per node. The green-shaded region indicates the optimal performance
window, bounded between 40-90% CPU efficiency and 300-700 MiB memory usage per
node. Lower-core configurations frequently fall outside this ideal zone either underutilizing
CPU due to resource saturation or consuming excess memory owing to container overhead.
High-core configurations, particularly the 64-core setup, consistently operate within this
optimal envelope. Even as node count increases, they maintain CPU efficiency in the 30—
49% range while staying within the ideal memory footprint, confirming their suitability for
scalable, real-time robotics workloads.
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Figure 5.5: Trade-off between CPU efficiency and memory usage per node. Docker’s per-
container memory footprint ( 150-250 MiB) adds baseline overhead to all configurations.
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Conclusion

The multi-node scalability analysis highlights the critical role of computational resources in
sustaining real-time LiDAR perception pipelines within multi-tenant cloud environments.
Our experiments demonstrate that while low-core configurations quickly reach saturation,
manifesting in increased processing latency and message loss, higher-core systems, par-
ticularly the 64-core setup, maintain consistent per-node CPU availability and efficient
memory usage even as node counts scale beyond 100.

These findings confirm that effective scalability depends not only on raw CPU capacity
but also on the balance between CPU efficiency and container memory overhead. By
operating within an identified optimal resource envelope, the system achieves near-linear
throughput gains with minimal degradation in processing latency or message reliability.

Importantly, the results provide actionable guidelines for cloud deployment strategies.
Conservative core-to-node ratios must be maintained under high-load conditions to avoid
system overload, while load-adaptive scaling can maximize resource utilization across vary-
ing operational scenarios.

Having established an optimized and scalable framework for LiDAR processing, this
thesis now turns to the subsequent challenge of camera-based perception pipelines. The
following chapter applies a similar rigorous methodology to examine camera processing, em-
phasizing motion-aware filtering techniques and bandwidth-conscious computation. This
shift addresses the unique computational and networking demands of image data, aiming
to further improve system efficiency without sacrificing perception fidelity.
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Chapter 6

Selective Camera Data Transmission
via Edge-Based Motion Detection

The transition from LiDAR processing to camera-based perception introduces fundamen-
tally different challenges related to data volume and transmission efficiency. High-resolution
stereo camera systems generate data rates that can exceed 200 Mbps for uncompressed
imagery, making traditional "transmit-everything” approaches impractical for bandwidth-
constrained edge-to-cloud architectures.

This chapter addresses the bandwidth optimization challenge through intelligent edge-
based processing that selectively transmits only dynamic content rather than complete
video streams. The core insight recognizes that most visual scenes contain primarily static
background elements, with motion events representing a small fraction of total image con-
tent. By identifying and extracting only motion regions at the edge, the system can achieve
substantial bandwidth reduction while maintaining complete coverage of dynamic scene
events.

The investigation evaluates three motion detection algorithms optimized for edge de-
ployment: Frame Differencing (pixel-wise temporal comparison), Gaussian Mixture Mod-
els (adaptive background modeling), and Dense Optical Flow (motion vector estimation).
Each algorithm represents a different point in the accuracy-efficiency trade-off space, with
varying computational requirements and detection capabilities.

The experimental analysis quantifies algorithm performance across five critical dimen-
sions: processing latency, computational resource usage, bandwidth reduction efficiency,
message processing reliability, and real-time throughput capacity. Using real-world indoor
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surveillance datasets totaling over 32,000 processed frames, the evaluation provides empir-
ical evidence for algorithm selection decisions in resource-constrained edge environments.

Results demonstrate that intelligent motion detection can achieve 80-82% bandwidth
reduction while maintaining real-time processing capabilities on standard CPU-only edge
hardware, providing a practical pathway for deploying camera-based perception systems
in bandwidth-limited environments.

6.1 Camera Algorithm Performance Comparison

High-resolution stereo cameras in autonomous systems generate significant data volume,
often exceeding 20 frames per second per sensing node. Transmitting full-resolution com-
pressed images from both left and right cameras can quickly saturate bandwidth, especially
during remote processing or wireless uplinks. In most scenes, however, the environment
remains largely static, making full-frame transmission inefficient.

To address this, a selective transmission approach based on motion detection was im-
plemented. Instead of forwarding full images, only regions with detected motion, along
with associated metadata such as timestamps and frame IDs, were transmitted. This
strategy significantly reduces bandwidth consumption while preserving essential dynamic
scene information. Importantly, because these algorithms are deployed on edge devices
where hardware resources are constrained, the motion detection methods were chosen and
optimized with computational efficiency in mind. The system assumes limited availability
of GPU acceleration, prioritizing approaches that can operate in real time on lightweight
CPU-based platforms where possible.

6.1.1 Motion Detection Algorithm Overview

Each motion detection method employs a distinct approach to identify and extract moving
regions from video streams. Understanding their fundamental differences is crucial for
selecting the appropriate algorithm for specific deployment scenarios.

Three motion detection algorithms were evaluated under real-time constraints:

e Frame Differencing
« Gaussian Mixture Model (GMM)
« Optical Flow (Farnebéck)
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Frame Differentiating

Frame differencing implements a direct pixel-wise comparison between consecutive frames.
This method computes absolute differences, followed by thresholding to isolate motion. It
offers fast, initialization-free detection but is sensitive to gradual scene changes.

Figure 6.1: Frame differencing three-panel visualization showing: (left) bounding boxes on
input frame, (center) thresholded difference mask, (right) compressed motion regions.

Gaussian Mixture Model (GMM)

GMM operates by learning a statistical background model over time. Each pixel is mod-
eled as a mixture of Gaussian distributions, allowing the algorithm to adapt to gradual
environmental changes such as lighting variations and moving foliage. Foreground objects
are identified as those that deviate from the learned background.

Figure 6.2: GMM three-panel visualization showing: (left) bounding boxes on input frame,
(center) motion mask from background subtraction, (right) compressed regions transmitted
to cloud.
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Dense Optical Flow (Farnebéck)

Dense optical flow calculates pixel-wise motion vectors between consecutive frames, pro-
viding both the magnitude and direction of movement. This approach is particularly
suited for dynamic environments where detailed motion analysis is required. However, due
to the high computational complexity of estimating dense motion fields across all pixels,
this method is significantly more resource-intensive than the alternatives. Real-time per-
formance typically requires GPU acceleration, making it less suitable for lightweight or
resource-constrained edge devices without dedicated hardware support.

Figure 6.3: Dense optical flow three-panel visualization showing: (left) input frame with
bounding boxes, (center) flow magnitude mask, (right) transmitted regions with adaptive
padding.

Algorithm Comparison Summary

Table 6.1 summarizes key characteristics of the three motion detection approaches.

Table 6.1: Motion Detection Algorithm Comparison

Method Setup Time Accuracy | Background Changes Motion Type Hardware Support
GMM Slow (learning) High Adapts well Any motion CPU (real-time capable)
Frame Diff Instant Medium Poor adaptation Any motion CPU (lightweight)
Dense Flow Instant High Medium adaptation Directional motion GPU recommended

Unified Processing Pipeline

All algorithms share a common post processing pipeline to extract and transmit motion
regions efficiently:

1. Motion Detection: Apply algorithm specific detection to generate binary motion
masks.
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2. Region Extraction: Identify contours and generate bounding boxes, merging nearby
regions and filtering noise.

3. Compression: Compress each region individually using JPEG for transmission.

6.1.2 Evaluation Metrics

To evaluate the real-time performance of motion detection algorithms on edge devices, five
key metrics were used: processing time, throughput, CPU usage, bandwidth saved, and
message drop rate.

Processing Time (ms/frame)

The average time taken to process a single frame:

Total Processing Time

Processing Time = Number of Frames (6.1)
Throughput (frames/s)
The number of frames processed per second:
Throughput — Total Frames (6.2)

Total Time (s)

CPU Usage (%)

The percentage of CPU time utilized during processing;:

Active CPU Time
CPU Usage = Total CPU Tims ~ 100 (6.3)

Bandwidth Saved (%)

The percentage reduction in transmitted data volume compared to full-frame transmission:

B .
Bandwidth Saved = (1 — bytesmotion x 100 (6.4)
Bytesfull
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Message Drop Rate (%)

The proportion of messages dropped due to deadline misses or resource constraints:

Dropped Messages

Drop Rate = x 100 (6.5)

Total Messages

6.1.3 Camera Dataset Overview

Table 6.2 summarizes the number of compressed image frames per camera in each ROS
bag used for testing. Each bag contains approximately 10 FPS image streams from stereo
cameras (left and right).

The six bags were tested a total of 30 times (5 repetitions each), resulting in a total of
approximately 32,710 (6542 frames x 5 runs) for evaluation.

Table 6.2: Summary of Image Frames in ROS Bags (per camera) with Frames Per Second

Bag File Duration (s) | Image Frames | FPS
nodel-marl3detection.bag 89.11 891 10.0
node2-marl3detection.bag 94.88 949 10.0
nodel-marlbdetection.bag 146.27 1463 10.0
node2-marl5detection.bag 145.33 1453 10.0
nodel-aprl7detection.bag 89.63 896 10.0
node2-aprl7detection.bag 89.03 890 10.0
Total 654.25 6542 10.0

6.1.4 Algorithm Performance Results

This section evaluates and compares the three motion detection algorithms applied to
indoor fixed camera surveillance.

The focus is on balancing detection accuracy with computational efficiency to enable
real-time processing on edge devices. Each method’s strengths and limitations in detect-
ing dynamic and static objects are analyzed to identify suitable algorithms for resource-
constrained environments where bandwidth and latency are critical. The following sections
describe the principles, performance characteristics, and practical implications of each ap-
proach for scalable indoor human activity monitoring.
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6.1.5 Comprehensive Statistical Analysis

The motion detection algorithms were evaluated using a comprehensive dataset detailed
in the previous section. Detailed statistical analysis was conducted across five key perfor-
mance metrics: processing time, CPU usage, bandwidth savings, throughput, and message
processing reliability.

Message Processing Reliability

Table 6.3 presents the actual message processing performance for each algorithm, revealing
significant differences in real-time processing capabilities.

Frame Differencing achieved perfect message processing with zero frame drops, high-
lighting its excellent real-time performance and computational efficiency.

In contrast, Optical Flow suffered from substantial message loss, with only 14.16% of
frames processed successfully, an 85.84% drop rate, clearly indicating that it is computa-
tionally intensive and unsuitable for real-time operation under the tested conditions.

The Gaussian Mixture Model (GMM) performed well, processing 95.69% of frames
successfully and dropping only 4.31%, which is considered acceptable for many real-time
applications.

Table 6.3: Message Processing Performance Summary

Algorithm Expected | Processed | Lost | Loss Rate (%) | Processing Rate (%)
Frame Differencing 32,710 32,710 0 0.00 100.00
Optical Flow 32,710 4,633 28,077 85.84 14.16
GMM 32,710 31,300 1,410 4.31 95.69

Processing Time Distribution Analysis

Figure 6.4 and Table 6.4 jointly illustrate the distribution and statistical breakdown of pro-
cessing times for the three motion detection algorithms. These results highlight significant
differences in computational efficiency and suitability for real-time deployment.

Frame Differencing demonstrates the fastest and most consistent performance, with
a mean processing time of 20.8 ms and a small standard deviation of 2.1 ms. This tight
distribution suggests high predictability and excellent real-time feasibility, as the maximum
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observed time (37.8 ms) remains within acceptable bounds for 30 FPS video (approximately
33 ms per frame).

In contrast, Optical Flow shows extremely high processing latency, with a mean of
973.2 ms, nearly a full second per frame. Despite a relatively low standard deviation (21.1
ms), this algorithm consistently fails to meet real-time constraints. The minimum value
of 10.9 ms appears to be an outlier, while the 95th percentile value (1001.9 ms) confirms
the consistently high computational load, rendering Optical Flow impractical for real-time
applications.

The Gaussian Mixture Model (GMM) strikes a balance between performance and ac-
curacy. It has a mean processing time of 22.6 ms and a moderate standard deviation of
3.4 ms. Although slightly slower than Frame Differencing, GMM remains well within real-
time thresholds, with a 95th percentile value of 29.7 ms. This makes it a viable option for
real-time systems that tolerate minor delays.
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Figure 6.4: Processing time distributions for each motion detection algorithm. Left: de-
tailed comparison of Frame Differencing and GMM. Right: Optical Flow showing signifi-
cantly higher latency but low variance.

Table 6.4: Processing Time Statistical Analysis (milliseconds)

Algorithm Count | Mean | Std | Min | P25 P50 P75 P90 P95 Max
Frame Diff 32,710 20.8 2.1 8.0 19.4 20.6 22.0 23.6 24.6 37.8
Optical Flow 4,633 973.2 | 21.1 | 109 | 962.3 | 971.3 | 982.5 | 993.7 | 1001.9 | 1062.9
GMM 31,300 22.6 3.4 17.6 20.6 21.8 23.4 25.8 29.7 41.3
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CPU Usage Efficiency Analysis

Since the application operates in a single-threaded configuration, all algorithms are con-
strained to a single CPU core. This architectural limitation results in relatively uniform
CPU utilization across the algorithms. Despite this, the observed CPU usage patterns
still provide insight into how efficiently each algorithm performs under identical resource
constraints.

Figure 6.5 visualizes the CPU usage distribution for each method. All algorithms
demonstrate very low average CPU utilization, well below 5%, which suggests excellent
efficiency and suitability for edge deployment on resource-constrained systems.

Table 6.5 provides a more detailed breakdown.

Frame Differencing exhibits the lowest average CPU usage at 2.4%, with a peak usage
of 26.7%, indicating lightweight computational demands and minimal resource fluctuation.

Optical Flow, despite its poor processing performance, maintains only slightly higher
CPU usage (mean 2.8%), further confirming that its inefficiency stems from algorithmic
complexity rather than hardware overuse.

GMM shows the highest average CPU usage at 3.5%), and notably includes a maximum
outlier reaching 95.5%, hinting at occasional spikes in workload. Nonetheless, its median
and percentile values remain low, suggesting that such spikes are rare.

Overall, all three algorithms demonstrate efficient CPU usage under single-threaded
constraints, but only Frame Differencing and GMM manage to deliver acceptable process-
ing performance within these limits.

Table 6.5: CPU Usage Statistical Analysis (percentage)

Algorithm | Count | Mean | Std | Min | P25 | P50 | P75 | P90 | P95 | Max
Frame Diff 32,710 2.4 1.9 00 | 1.2 | 1.7 | 3.1 | 5.1 | 5.7 | 26.7
Optical Flow | 4,633 2.8 1.6 | 0.0 | 1.7 | 23 | 34 | 41 | 46 | 24.0
GMM 31,300 3.5 211 00 | 26 | 3.0 | 3.7 | 51 | 7.0 | 955

Throughput Performance Analysis
Table 6.6 presents a detailed comparison of actual throughput (frames per second, FPS)

alongside theoretical throughput statistics derived from processing time distributions. The
actual throughput of Frame Differencing (9.8 FPS) and GMM (9.2 FPS) closely matches
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Figure 6.5: CPU usage per algorithm. All remain below 5% on average.

the input frame rate of 10 FPS, which inherently limits their achievable FPS regardless
of theoretical processing speed. Their theoretical means (48.4 FPS and 45.0 FPS, respec-
tively) represent maximum capacities under ideal conditions, but the real-world perfor-
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mance is bounded by the input data rate.

Optical Flow’s actual throughput is significantly lower at 1.3 FPS, closely matching its
theoretical mean of 1.0 FPS, indicating that it cannot keep up even with the relatively low
input rate, reaffirming its unsuitability for real-time processing on this platform.

Overall, the throughput results show that Frame Differencing and GMM effectively
keep pace with the input stream, while Optical Flow suffers from severe processing delays

that limit its practical use.

GMM

Table 6.6: Measured Throughput (FPS) Statistics

Algorithm | Avg FPS | Mean | Std | Min | P25 | P50 | P75 | P90 | P95 | Max
Frame Diff 9.8 48.4 4.7 | 26.4 | 45.5 | 48.6 | 51.4 | 54.8 | 125.3 | 125.3
Optical Flow 1.3 1.0 1.3 | 0.9 1.0 | 1.0 | 1.0 | 1.0 | 91.6 | 91.6
GMM 9.2 45.0 54 | 24.2 | 42.8 | 45.8 | 48.5 | 51.1 | 56.9 56.9
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Figure 6.6: Throughput (FPS) distribution for the selected motion detection algorithm.

High Throughput Stress Testing

To evaluate algorithm performance under increased computational load, a high throughput
stress test was conducted using the same dataset but with intensified processing demands.
Table 6.7 presents the results of this stress testing scenario. Only gmm and frame differ-
entiating algorithms were tested under this condition.

Under high throughput conditions, both Frame Differencing and GMM demonstrate re-
markable resilience. Frame Differencing processed 32,138 out of 32,710 expected messages
(98.3% success rate) with only 1.7% message loss, achieving an average theoretical through-
put of 48.8 FPS. GMM performed even better with 32,482 processed messages (99.3% suc-
cess rate) and only 0.7% message loss, maintaining an average theoretical throughput of
46.3 FPS.

The stress test reveals that Frame Differencing exhibits higher peak performance (165.6
FPS maximum) but with slightly more variability, while GMM shows more consistent
performance with lower CPU usage variation. Notably, both algorithms maintained 100%
of frames above 30 FPS threshold under stress conditions, with GMM achieving 96.9% of
frames above the demanding 60 FPS mark.

These results demonstrate that both algorithms scale effectively under increased com-
putational demands, making them suitable for high-performance real-time applications
where processing reliability is critical.
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Table 6.7: High Throughput Stress Test Summary

Algorithm Msgs | Success (%) | Loss (%) | Avg Time (ms) | P95 (ms) | Avg FPS | Max FPS | CPU (%)
Frame Diff High | 32,138 98.3 1.7 20.7 24.4 48.8 165.6 4.3
GMM High 32,482 99.3 0.7 22.0 29.4 46.3 58.0 8.3

Bandwidth Efficiency Performance

All three algorithms demonstrate exceptional bandwidth efficiency, achieving average sav-
ings ranging from 80.9% to 81.8%. This substantial reduction highlights the effectiveness
of transmitting only motion-detected regions rather than full-frame data, resulting in sig-
nificant bandwidth conservation.

Specifically, Frame Differencing achieves an average bandwidth saving of 80.9% with
a relatively low standard deviation of 15.5%, indicating consistent performance across
various motion scenarios. The Gaussian Mixture Model (GMM) slightly outperforms this
with an average saving of 81.8%, though it exhibits a higher variability reflected by a 19.7%
standard deviation, which can be attributed to its adaptive background modeling approach.
Optical Flow also maintains strong savings at 81.6%, despite its higher computational
complexity, with a standard deviation of 18.5%.

Figure 6.7 visually presents the bandwidth savings distributions for each algorithm,
illustrating their consistently high efficiency across different conditions. Complementing
this, Table 6.8 provides a detailed statistical analysis of the bandwidth savings, showing
that all algorithms achieve near-maximal savings in many cases, with maximum savings
close to 100%.

Table 6.8: Bandwidth Savings Statistical Analysis (percentage)

Algorithm | Count | Mean | Std | Min | P25 | P50 | P75 | P90 | P95 | Max
Frame Diff 32,710 80.9 | 15.5 73.7 | 84.8 | 92.0 | 96.5 | 99.9 | 99.9
Optical Flow | 4,633 81.6 | 18.5 75.5 | 86.5 | 93.6 | 99.9 | 99.9 | 99.9
GMM 31,300 81.8 | 19.7 78.3 | 87.4 | 93.2 | 97.1 | 99.2 | 99.9

o O O

6.1.6 Conclusion

Based on the comprehensive statistical analysis, the algorithms demonstrate distinct real-
time capabilities:
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Figure 6.7: Bandwidth savings across algorithms. All maintain high compression efficiency.

Frame Differencing: With a mean processing time of 20.8 ms, this algorithm consis-
tently operates at over 30 FPS, making it ideal for real-time edge applications requiring
immediate responsiveness with minimal computational overhead.

GMM: Exhibiting a mean processing time of 22.6 ms, GMM also meets the 30 FPS
threshold while offering improved motion detection accuracy through adaptive background
modeling. However, it incurs slightly more computational cost compared to Frame Differ-
encing.

Optical Flow: With a mean processing time of 973.2 ms, this algorithm falls far below
real-time constraints, achieving under 10 FPS. As such, it is unsuitable for time-sensitive
edge deployments without specialized hardware acceleration (e.g., GPU or FPGA).

Overall, Frame Differencing emerges as the most efficient choice for real-time
motion detection under CPU-bound, single-threaded conditions. It delivers comparable
bandwidth savings and processing reliability while maintaining the lowest latency.

That said, there are scenarios where the other algorithms may be preferable. GMM
may be selected when background adaptation and improved detection robustness are prior-
ities, particularly in dynamic environments with lighting changes or cluttered scenes. Op-
tical Flow, despite its poor real-time performance, could be used in offline post-processing
or research settings where high-precision motion vectors are essential and latency is not a
constraint.
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Chapter 7

Edge vs Cloud Deployment:
Performance, Communication, and
Cost Trade-offs

This chapter presents a comprehensive analysis of the trade-offs between edge and cloud
deployment models in distributed robotic systems. Building on the experimental results
from previous chapters, we evaluate the performance implications of communication pro-
tocols, the cost structure of real-world deployments, and the operational feasibility of each
approach.

The evaluation centers on two representative architectures: a fully edge-based system
leveraging ROS internal communication, and a hybrid edge-cloud setup using ZeroMQ
sockets for data exchange. Experiments were conducted across multiple network conditions
to reflect the variability in real-world deployments, including wired Ethernet, 5G, and WiFi
networks. These results are then combined with economic modeling to assess scalability,
hardware cost, and maintenance burden for each approach.

7.1 Communication Latency Analysis: ROS vs Ze-
roMQ

Communication latency plays a decisive role in determining the real-time viability of robotic
systems. To quantify protocol behavior under varying conditions, we compare ROS internal
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communication on a single edge node to ZeroMQ-based edge—cloud communication across
ideal, 5G, and WiFi networks.

ROS communication, implemented through shared-memory inter-process message pass-
ing, consistently demonstrates sub-millisecond latencies, with a mean delay of 0.24-0.29 ms
and 99th-percentile latencies under 0.6 ms, even under load (Table 7.1). This predictable
behavior makes ROS ideal for hard real-time workloads.

In contrast, ZeroMQ-based communication is highly sensitive to network conditions.
As shown in Table 7.2, latencies under ideal networks remain low (mean of 1.24 ms), but
increase substantially under 5G (118 ms) and become prohibitive under WiFi (2.6s on
average, with worst-case delays exceeding 8s). These trends highlight the significant risk
of delay and jitter in wireless hybrid systems.

Table 7.1: ROS Internal Communication Performance (4-Core, Single Node)

Load Mean | Median | Std Dev | P95 | P99
Condition | (ms) (ms) (ms) (ms) | (ms)
High Load 0.24 0.20 0.65 0.30 | 0.50
Low Load 0.29 0.30 0.19 0.40 | 0.60

Table 7.2: ZeroMQ Edge-Cloud Communication Performance

Network Mean | Median | Std Dev P95 P99
Condition | (ms) (ms) (ms) (ms) (ms)
Ideal 1.24 1.04 2.78 1.61 2.59
5G 117.92 51.60 255.28 389.85 | 1522.76
WiFi 2589.90 | 2258.61 2204.54 | 6846.21 | 8946.44

Figure 7.1 visually compares these distributions. Sub-millisecond performance is only
achievable with ROS or ZeroM(@ under ideal conditions. 5G introduces acceptable delays
for non-critical processing, while WiFi performance falls far outside any feasible real-time
system design window.

While ROS internal communication provides sub-millisecond latencies suitable for hard
real-time tasks, ZeroMQ over 5G networks introduces delays around 100 ms, which is gen-
erally acceptable for non-critical perception functions. However, it is important to note
that network delay often overpowers the processing power speedup gained from cloud com-
puting resources. While the 100-150 ms latency observed in 5G networks is not acceptable
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for real-time applications that require immediate response, the combination of edge mini-
mal processing with cloud full-fledged computation creates a viable hybrid approach.This
latency aligns with the hybrid edge—cloud design philosophy: edge modules deliver fast,
reflex-like responses such as event filtering and alert triggering without full object classifi-
cation, enabling timely local decisions. More computationally intensive tasks like detailed
object recognition are deferred to the cloud, which can tolerate higher latencies without
impacting immediate system responsiveness
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Figure 7.1: Latency distribution across protocols and networks. ROS internal commu-
nication offers stable low-latency messaging; ZeroM(Q performance varies drastically with
network quality.
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7.2 Cost Analysis of Edge and Cloud Deployment

While real-time performance constraints often guide architectural design, economic factors
become increasingly important at deployment scale. This section compares the one-year
cost of deploying an edge-only system versus a centralized cloud system with lightweight
edge clients.

In the edge-only model, each node is fully equipped with an NVIDIA Jetson Orin NX
for local inference. In the cloud-based alternative, low-cost Raspberry Pi devices forward
sensor data to a centralized GPU-backed instance (e.g., AWS p4d.24xlarge). Table 7.3
outlines the estimated costs.

Table 7.3: Total Cost Comparison: Edge-Only vs Cloud

Cost Component

Edge-Only System

Cloud-Based System

Compute Unit (Total)
Lightweight Edge Devices
Deployment

Software Updates

Scaling Efficiency

$44,950 (Jetsons x50)
N/A
High (distributed)
Manual, 50 units
Poor (linear cost)

$30,000/year (Cloud)
$3,750 (RPi x50)
Low (centralized)
Centralized

Excellent (1 instance for 50 nodes)

Maintenance Cost High Low
Upgrade Flexibility Limited Elastic (on-demand scaling)
Total Year 1 Cost $44,950 $33,750

Ongoing Yearly Cost

$5,000-10,000 (support)

$30,000 (cloud ops)

For small-scale systems, the edge-only model offers greater autonomy and removes
reliance on external connectivity. However, its cost scales linearly with node count, and
operational overhead increases due to distributed maintenance. Cloud systems incur recur-
ring compute costs, but benefit from centralized control, simplified updates, and resource
pooling. At scale, the cloud-based system becomes significantly more economical.

7.3 Synthesis: When to Use Edge vs Cloud

The decision to adopt edge-only versus hybrid edge—cloud architectures depends on two
primary axes: latency tolerance and system scale.

For applications requiring sub-10 ms response times such as collision avoidance or real-
time control edge-only systems leveraging ROS internal communication remain the only
viable option. These systems provide deterministic, low-latency performance and are re-
silient to network outages. However, they come with higher capital and operational over-
head, particularly at scale, due to the need for powerful on-site hardware and distributed
maintenance.
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In contrast, applications with looser timing constraints or those emphasizing centralized
coordination can benefit from the scalability and cost-efficiency of cloud-based systems.
When deployed over reliable networks such as 5G or wired Ethernet, cloud instances can
handle processing for dozens of clients concurrently. Yet, in typical edge environments using
WiFi, high and unpredictable latencies limit the cloud’s usefulness for real-time robotics
workloads.

Ultimately, as shown in deployment Figure 7.2 scale, latency requirements, net-
work quality, and processing complexity are the defining factors in selecting a viable
system architecture.

Edge vs Cloud Deployment Decision Tree

Edge-Only ]“‘"‘i‘_“"f
Deployment Quality
Good?
- o
Key Metrics:
o Latency: <10ms critical Fdge
o Scale: 50+ nodes Deployment
o Network: Bandwidth & reliability
o Processing: Computational complexity
v Yo
Cloud High Processing
Deployment Complexity?
No v
Edge Hybrid
Deployment, Deployment

B Decision Points

Deployment Actions

Figure 7.2: Architecture selection decision tree for robotics deployment. The tree guides
developers through latency constraints, scale, network quality, and processing complexity
to determine whether an edge-only, cloud-based, or hybrid system is most appropriate.
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Chapter 8

Conclusions and Future Work

Throughout this thesis conducted within the University of Waterloo’s Mechatronic Ve-
hicle Systems (MVS) Lab, the performance and scalability of edge-versus-cloud robotics
architectures have been rigorously evaluated. This work builds directly on the lab’s ongo-
ing efforts in 5G-enabled infrastructure-based autonomous mobility for fleet systems, both
indoors and outdoors [30].

The system requirements established in Chapter 1 provided the foundation for eval-
uating the proposed hybrid edge-cloud architecture. All functional requirements (FR1-
FR5) were successfully demonstrated through the implementation of multi-sensor process-
ing, hybrid workload partitioning, and containerized deployment. Performance require-
ments (PR1-PR4) were validated through extensive latency measurements, bandwidth
efficiency testing, and parallel processing scalability analysis. The scalability and eco-
nomic requirements (SR1-SR2, ER1-ER2) were confirmed through multi-node testing and
cost-performance modeling, while reliability requirements (RR1-RR3) were verified across
various network conditions.

The study began by transforming perception algorithms into parallel implementations
using Intel TBB, revealing inherent serial bottlenecks that capped speedup at approxi-
mately 2.2x. This finding guided the recommendation that 4-8 CPU cores strike the
optimal balance between latency performance and resource efficiency.

Scaling was evaluated via a containerized testbed capable of supporting up to 100 sen-
sor nodes simultaneously. Results show that cloud-hosted servers with high core counts
can support large fleets (like MVS Lab’s WATonoBus autonomous shuttles and infras-
tructure sensor nodes) provided that communication overhead is controlled. At the same
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time, effective edge-only deployments remain essential where network latency cannot be
guaranteed.

Latency measurements across network conditions demonstrated that ROS-based edge
communication remains reliably sub-millisecond, whereas ZeroMQ-driven cloud communi-
cation performance depends heavily on the network environment. Under 5G (as used in
the MVS Lab’s campus deployments), latency remains acceptable; over WiF1i, it becomes
impractical for real-time robotics.

Bandwidth-optimized techniques such as motion detection filters reduced data volumes
by over 80

Importantly, this research reinforces a key architectural insight: edge modules act as
reflexive agents, capable of fast, low-latency responses such as motion detection, event
filtering, and alert triggering. In contrast, the cloud functions as the system’s cognitive
layer, where more resource-intensive tasks such as object classification and large-scale co-
ordination are carried out. This division allows for scalable, responsive systems that are
both efficient and context-aware.

Finally, cost-performance modeling showed that while edge-only systems offer latency
guarantees and autonomy, cloud-centered architectures became more economical beyond
roughly 10-15 nodes, particularly over robust networks like 5G. These insights inform
the lab’s cost-benefit evaluation of deploying infrastructure sensor nodes versus onboard
compute units.

By providing a unified framework combining algorithmic optimization, protocol eval-
uation, scalability testing, and cost modeling, this work enhances the MVS Lab’s toolkit
for designing future autonomous mobility systems.

Methodological Flexibility and Broader Applications

While this research focused on a specific target scenario relevant to the MVS Lab’s au-
tonomous transportation infrastructure, the methodology developed is inherently flexible
and can be adapted to explore other system configurations and application domains. The
containerized experimental framework, systematic task partitioning approach, and com-
prehensive evaluation metrics provide a reusable foundation for investigating diverse edge-
cloud architectures across different robotics applications.

The modular design of the system enables researchers to easily substitute different
algorithms, modify network conditions, adjust computational resources, and evaluate al-
ternative communication protocols. This flexibility extends beyond autonomous vehicles
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to applications such as industrial automation, surveillance systems, smart city infrastruc-
ture, and multi-robot coordination scenarios. The systematic methodology for determining
optimal task distribution between edge and cloud resources can guide architectural deci-
sions across these varied domains, adapting to different latency requirements, bandwidth
constraints, and computational demands.

Furthermore, the evaluation framework’s support for diverse hardware configurations
(1-128 CPU cores) and network conditions (ideal, 5G, WiFi, degraded) ensures that the
findings can inform deployment decisions across a broad spectrum of real-world environ-
ments. While the current research concentrated on a realistic deployment scenario for
the research group’s infrastructure, the underlying principles and experimental methods
provide valuable insights for any distributed robotics system requiring intelligent resource
allocation and performance optimization.

These three additions address all of Samer’s feedback points while integrating naturally
with your existing thesis structure.

Future Directions

This research establishes a foundation for future exploration within the MVS Lab. Key fu-
ture paths include further reducing serial algorithm overhead through GPU acceleration or
restructured processing pipelines, and integrating adaptive resource allocation mechanisms
to better respond to varying workloads.

Real-world validation through extended deployments of MVS Lab’s infrastructure-
based perception systems will further strengthen conclusions. Continued attention to se-
cure, privacy-aware communication protocols is also vital as cloud-based robotics adoption
expands.
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Appendix A

ROS Performance Scalability
Analysis Results

A.1 ROS Performance Analysis Results

This appendix presents comprehensive performance analysis results for ROS (Robot Op-
erating System) scaling across different core and node configurations under high-load con-
ditions.

A.1.1 Test Configuration

The performance analysis covers 7 core configurations (1, 4, 8, 16, 32, 64, 128) tested
across 8 node configurations (1, 5, 10, 15, 20, 50, 75, 100 nodes). Missing data points are
indicated by ”"-” where tests were not conducted or failed.
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Table A.1: Throughput Performance (Messages/Second) 20Hz

A.1.2 Throughput Performance 20Hz

Cores | 1n 5n 10n 15n 20n 50n 75n 100n

1 39.80 — — — — - - -

4 39.77 | 198.81 | 234.92 | 196.94 | 178.68 — — —

8 39.79 | 198.71 | 396.87 | 533.70 | 426.05 | 270.46 — —

16 39.75 | 198.86 | 397.44 | 595.56 | 791.20 | 627.64 | 537.00 -

32 39.76 | 198.84 | 397.50 | 596.08 | 792.73 | 1463.68 | 777.99 —

64 39.78 | 198.85 | 397.53 | 595.99 | 793.77 | 1960.44 | 985.95 | 976.34
128 39.76 | 198.78 | 397.29 | 595.65 | 792.44 | 1941.83 | 627.50 | 1501.94

The throughput results demonstrate near-perfect linear scaling from 1 to 5 nodes across all
core configurations. Peak throughput of 1960.44 MSG/S is achieved with 64 cores and 50
nodes. Single-node performance remains consistent at approximately 40 MSG/S regardless
of core count, indicating the workload is not CPU-bound in single-node configurations.

A.1.3 Processing Time Analysis 20Hz

Table A.2: Processing Time (Milliseconds) 20Hz

Cores | In | 5n | 10n | 15n | 20n | 50n | 75n | 100n
1 10.1 | — — — — — — —
4 5.7 | 8.6 | 102.2 | 187.7 | 259.2 - — —
8 51 | 59| 7.8 36.9 | 116.2 | 367.6 - -
16 54 | 59| 6.3 7.2 8.8 1199.2 | 321.7 —
32 54 | 55| 5.6 6.0 7.1 77.0 | 39.6 -
64 59 | 5.6 | 5.8 6.0 6.7 124 | 104 | 11.5
128 64 | 62| 6.5 6.9 7.5 239 | 104 | 29.6

Processing time exhibits optimal performance with 32-64 cores, maintaining sub-10ms
latency across most node configurations. The dramatic processing time increases observed
with insufficient cores (e.g., 4 cores with 15+ nodes) indicate resource saturation and
queueing delays.
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A.1.4 Speedup Analysis

Table A.3: Processing Time Speedup (Relative to 1 Core, 1 Node) 20Hz

Cores In 5n 10n 15n 20n 50n 75n | 100n
1 1.00x - - - - - - -
4 1.77x | 1.17x | 0.10x | 0.05x | 0.04x — - —
8 1.98x | 1.72x | 1.29x | 0.27x | 0.09x | 0.03x - —
16 1.88x | 1.72x | 1.61x | 1.40x | 1.14x | 0.05x | 0.03x —
32 1.87x | 1.84x | 1.81x | 1.69x | 1.42x | 0.13x | 0.26x —
64 1.72x | 1.79x | 1.75x | 1.67x | 1.50x | 0.81x | 0.97x | 0.88x
128 1.58x | 1.62x | 1.55x | 1.46x | 1.35x | 0.42x | 0.97x | 0.34x

Table A.4: Throughput Speedup (Relative to 1 Core, 1 Node) 20Hz

Cores In 5n 10n 15n 20n 50n 75n 100n
1 1.00x% - — — — — — -
4 1.00x | 5.00x | 5.90x | 4.95x 4.49 x — - —
8 1.00x | 4.99% | 9.97x | 13.41x | 10.71x | 6.79x - —
16 1.00x | 5.00x | 9.99x | 14.96x | 19.88x | 15.77x | 13.49x -
32 1.00x | 5.00x | 9.99x | 14.98x | 19.92x | 36.78x | 19.55x -
64 1.00x | 5.00x | 9.99x | 14.97x | 19.94x | 49.26x | 24.77x | 24.53 %
128 1.00x | 4.99x | 9.98x | 14.97x | 19.91x | 48.79x | 15.77x | 37.74x

Throughput speedup demonstrates excellent scaling characteristics, with near-linear im-
provements up to 20 nodes. The maximum speedup of 49.26x is achieved with 64 cores
and 50 nodes. Beyond 50 nodes, efficiency begins to plateau, indicating communication
overhead becomes significant.
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A.1.5 Resource Efficiency 20Hz

Table A.5: Efficiency (Messages/Second per Core) 20Hz

Cores | 1n 5n 10n | 15n | 20n | 50n | 75n | 100n
1 39.80 — — — — - - -
4 9.94 | 49.70 | 58.73 | 49.23 | 44.67 — — —
8 4.97 | 24.84 | 49.61 | 66.71 | 53.26 | 33.81 — —
16 2.48 | 12.43 | 24.84 | 37.22 | 49.45 | 39.23 | 33.56 —
32 1.24 | 6.21 | 12.42 | 18.63 | 24.77 | 45.74 | 24.31 —
64 0.62 | 3.11 | 6.21 | 9.31 | 12.40 | 30.63 | 15.41 | 15.26
128 031 | 1.55 | 3.10 | 4.65 | 6.19 | 15.17 | 4.90 | 11.73

The efficiency analysis reveals that 8-16 cores provide optimal resource utilization for
medium-scale deployments (10-20 nodes). The peak efficiency of 66.71 MSG/S per core is
achieved with 8 cores and 15 nodes. High core counts (64-128) show diminishing per-core

efficiency, particularly evident in single-node configurations.

A.1.6 Performance Summary 20Hz

The analysis identifies three distinct scaling regimes:

1. Linear Scaling Region (1-20 nodes): Near-perfect scaling with consistent through-

put improvements proportional to node count.

2. Efficiency Plateau (20-50 nodes): Continued throughput gains but with reduced
efficiency, indicating the onset of communication overhead.

3. Diminishing Returns (50+ nodes): Marginal throughput improvements with

significant efficiency degradation, suggesting system-level bottlenecks.

A.1.7 Test Execution Framework

The complete test execution framework integrates all components:
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#!/bin/bash
# run_experiments.sh - Main experiment execution script

TEST_CONFIGS="configs/test_matrix.conf"
RESULTS DIR="results/$(date +%Y/m%d_7%H/M%AS)"

mkdir -p $RESULTS_DIR

while IFS=',' read -r cores nodes network protocol; do
echo "Testing: $cores cores, $nodes nodes, $network network, $protocol protocol"

# Deploy configuration
./deploy_nodes.sh $cores $nodes $network

# Start monitoring
./start_monitoring.sh $nodes $RESULTS_DIR

# Execute test workload
./run_workload.sh 180 # 3 minutes

# Collect results
./collect_results.sh $RESULTS_DIR "$cores-$nodes-$network-$protocol"

# Cleanup
./cleanup_nodes.sh

sleep 30 # Cool-down period
done < $TEST_CONFIGS

echo "All experiments completed. Results in $RESULTS_DIR"
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