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Abstract

This thesis explores innovative memory and cache management mechanisms for mixed-
criticality systems that aim to improve the performance of the system while maintaining its
predictability. We consider mixed-criticality systems where requestors may issue latency-
critical (LTC') and non-latency-critical (NLTC') requests. LTC' requests must adhere to
strict latency bounds imposed by safety-critical applications, but timely servicing NLT'C'
requests is necessary to maximize overall system performance in the average case. In
this thesis, we focus on addressing the challenges of processing LT'C' and N LT'C' memory
requests in mixed-criticality systems, and the limitations of existing cache management
mechanisms designed to improve the system’s average performance. Accordingly, we in-
troduce two key contributions: one at the memory arbitration level and the other at the
cache controller level.

In the first contribution, we propose DAMA | a dual arbitration mechanism that imposes
an upper bound on the cumulative latency of LT'C' requests without unduly impacting the
performance of NLTC requests. DAMA comprises a high-performance arbiter, a real-time
arbiter, and a mechanism that constantly monitors the cumulative latency of requests
suffered by each requestor. DAMA primarily executes in high-performance mode and only
switches to real-time mode in the rare instances when its incorporated mechanism detects a
violation of a task’s timing guarantee. We demonstrate the effectiveness of our arbitration
scheme by adapting a predictable prefetcher that issues NLTC requests and attaching it
to the L1 caches of our cores. We show both formally and experimentally that DAMA
provides timing guarantees for LT'C requests while processing other N LT'C' requests. Our
evaluation demonstrates that with a negligible overhead of less than 1% on the cumulative
latency bound of LT'C requests, DAMA can achieve an equivalent average performance to
a prefetcher that processes requests under a high-performance arbitration scheme.

In the second contribution, we introduce a novel hardware mechanism at the cache
controller level that leverages the LRU age bits to perform duration-based cache locking.
Our proposed mechanism dynamically locks and unlocks cache lines for different durations
at run-time, without the need to modify the program’s code. We further devise a heuristic
that analyzes a program’s loop structure and selects the set of addresses to be locked in
a L1 instruction cache alongside their locking durations. Evaluation results show that
our duration-based locking mechanism significantly reduces initialization overhead and
eliminates the need for program code modifications. The proposed mechanism achieves a
performance comparable to the dynamic approach, which adjusts locked program content
at runtime.
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Chapter 1

Introduction

The increasing complexity of workloads with varying criticalities has driven the evolution of
computing platforms, particularly in high-performance and real-time multi-core embedded
systems. Such systems, often constrained by size, weight, power, and cost (SWaPC), are
required to meet performance and predictability objectives. Specifically, real-time systems
executing mixed criticality workloads face a fundamental tradeoff between improving the
overall system performance and adhering to strict timing guarantees for high-criticality
tasks. In such systems, memory resources constitute a major bottleneck, as shared memory
hierarchies must balance the competing demands of high-throughput and low-latency access
for diverse workloads. Hence, meeting the requirements of high-performance and real-time
embedded systems necessitates innovative solutions to enhance the utilization and efficiency
of memory resources.

Mixed criticality systems (MCS) have gained prominence with the advent of multicore
architectures, as they enable running applications with varying criticalities on separate
cores within the same platform. In MCS, applications are categorized depending on their
timing requirements and importance to system operation. High-criticality applications,
such as those in medical devices, automotive, and avionics [28],[4], [65], [12], [3], impose
strict constraints on worst-case execution time (WCET) and demand deterministic timing
guarantees to ensure safety and reliability. In contrast, medium to low criticality tasks,
which often include non-safety-critical applications like multimedia processing, prioritize
improving average system performance over meeting hard timing constraints. To efficiently
manage the diverse requirements of mixed-criticality applications, multicore systems often
leverage virtualization technologies. Virtual machines (VMs) are deployed across cores to
provide task isolation, resource sharing, and fault containment across VMs [53]. These
virtualized environments are managed by hypervisors such as Bao [53], Jailhouse [72], Xen



[33], KVM [11], and many more. These hypervisors ensure strong temporal and spatial
isolation, which is essential for maintaining the safety and security of MCS.

A critical aspect of addressing the challenges of multicore architectures in MCS lies
in memory arbitration. High-criticality tasks require stringent WCET guarantees. Such
guarantees depend on the latency of memory requests issued by hardware components
used to execute the tasks, e.g. requests generated by a core following L1 misses. We name
the requests that affect the WCET of a high-criticality task as latency-critical requests
(LTC). Additionally, hardware components issue other, non-latency-critical (N LT'C') re-
quests that affect the average execution time of both high-criticality and low-criticality
tasks. Although adopting multicore architectures offers significant computational benefits,
they also introduce substantial challenges from a real-time perspective. These challenges
arise from two factors: resource contention between LT'C' and NLTC requests in multi-
core systems, and the unpredictable behavior of advanced features (e.g. prefetching and
out-of-order execution). Such challenges complicate the system analysis and make it diffi-
cult to provide timing guarantees for LT'C requests. As a result, a tradeoff arises between
performance and predictability, where promptly servicing NLTC' requests can improve
the overall system performance, but can potentially violate the latency bounds of LT'C
requests.

1.1 Problem statement

Previous works that aim to provide timing guarantees for memory requests have tackled
this tradeoff in mixed-criticality systems by regulating the bandwidth of the memory re-
source [35],[29], enforcing space isolation [13],[84], or by delivering differentiated services for
requests based on criticality [29, 21, 37, 26, 30]. Prior work has also addressed this trade-
off at the memory arbiter level by introducing a dual arbitration scheme called Duetto
[54, 55, 56]. This scheme utilizes a high-performance arbiter (HPA) to maximize through-
put until a timing violation is detected by a monitoring mechanism that constantly checks
the state of the memory resource. When a violation occurs, the system transitions to a
real-time arbiter (RTA) to enforce a strict latency bound on a per-request basis. Although
this scheme is provably safe, providing a bound on a per-request basis is complex: the
approach relies on non-trivial mathematical operations to check the maximum request la-
tency at runtime based on the state of the resource and request queues. Since this process
must happen in hardware on a clock cycle basis, we argue that it can make it challenging
both to meet critical path constraints and to verify the hardware.

Beyond memory arbitration, efficient cache management can help in further enhancing



the overall system performance. Mechanisms such as cache partitioning, locking, and
coloring have been extensively explored to improve cache efficiency, either through software
or hardware implementations [21]. Cache locking is one such mechanism that entails the
preservation of critical blocks in the cache, thereby avoiding the latency of fetching them
from lower levels in the memory hierarchy. Locking mechanisms have been implemented
both in static [33, 5, 17, 68] and dynamic [1, 5, 19, 87, 88] configurations. Existing static
and dynamic cache-locking methods face tradeoffs between flexibility and overhead. While
static locking simplifies implementation by preloading critical blocks at program startup,
it sacrifices adaptability to the changing program behavior during runtime. Conversely,
dynamic locking offers enhanced flexibility but at the cost of program modifications that
can complicate compilation flows and limit its applicability.

1.2 Thesis Contributions

This thesis explores mechanisms to improve the predictability and performance of multi-
core embedded systems. It focuses on addressing key challenges in managing memory
resources by proposing two solutions: one at the memory controller level and another at
the cache controller level. Together, these contributions pave the way for more predictable
and high-performance multi-core embedded systems, addressing the evolving challenges of
modern workloads.

At the memory arbitration level, we propose DAMA, a novel dual arbitration mecha-
nism. Our key insight is that the WCET guarantee for high-criticality tasks depends on
the cumulative latency of LT'C requests. Hence, instead of the per-request bound provided
by Duetto [51], DAMA offers a bound on the cumulative request latency. This enables the
use of a much simpler monitoring mechanism that tracks the cumulative latencies expe-
rienced by a requestor and triggers the arbiter to switch between high-performance and
real-time modes when a timing violation is detected. In high-performance mode, all LT'C’
and NLTC requests are given equal priority to maximize performance. In contrast, in
real-time mode, only LT'C requests are considered to maintain their latency bounds. More
in details, our contributions are summarized as follows:

e We introduce and discuss the DAMA model. DAMA maintains a set of latency
counters, which track the accumulated latency slack by each requestor at run-time in
a simple and efficient manner. By bounding the maximum value of the counters, we
formally show that DAMA provides a guarantee on the cumulative latency of LTC
requests issued by a task.



e We show how DAMA can incorporate N LTC' requests by integrating a predictable
prefetcher. We maintain cache analyzability using a similar approach to [23], where
a prefetch side buffer is employed to avoid altering the cache state. Contrary to [23],
we consider a prefetcher attached to the L1 data cache, which is more efficient [57]
but requires careful management of LTC and NLTC requests issued by the same
core.

e We implement DAMA within the gem) simulation environment and evaluate it by
running different sets of real-world and synthetic benchmarks. We also compare our
work against [23].

At the cache controller level, we propose a novel duration-based locking mechanism
designed to emulate the dynamic approach without requiring any program code modifica-
tion. Our objective in duration-based locking is not to outperform the dynamic locking
approach, but rather achieve comparable results without altering the program code and
with a minimal area overhead. More in details, our contributions are summarized as fol-
lows:

e We present a novel hardware mechanism that utilizes the age bits of the LRU re-
placement policy. This mechanism allows cache lines to be locked at runtime for a
configurable duration.

e We propose a heuristic to leverage our designed hardware mechanism. The heuristic
analyzes program loop structures to identify the cache lines to lock and determine
their locking durations.

e We implement our duration-based mechanism within the gem5 simulation environ-
ment [19] based on a L1 instruction cache, and compare it against the dynamic
approach.

1.3 Thesis Structure

Chapter 2 provides background and examines related work on bandwidth regulation mech-
anisms, predictable arbitration schemes, hardware and software prefetching techniques,
and different flavors of cache-locking. Chapter 3 introduces the proposed dual arbitration
scheme, DAMA, and evaluates its effectiveness when a predictable prefetcher is attached



to the L1 data caches of cores to serve as a source of NLTC' requests. Chapter 4 intro-
duces a novel duration-based locking approach, which leverages a profiling-based software
heuristic to select the locked content and their locking durations for a program. Chapter
5 concludes this thesis, it discusses the limitations of the proposed work and provides an
outlook for potential future works.

1.4 Acknowledgement

I would like to thank Professor Rodolfo Pellizzoni for his contributions to Chapter 3, Section
3.1.5, where he provided the formal mathematical proofs.



Chapter 2

Background and Related Work

Efficient memory resource management is essential for optimizing the performance of multi-
core systems. Key factors impacting system performance include bandwidth allocation and
arbitration schemes, particularly in the context of shared memory resources. In this thesis,
we explore previously proposed real-time oriented mechanisms for bandwidth regulation
in Section 2.1, and examine memory arbitration schemes designed for high-performance
systems, real-time systems, and mixed-criticality systems in Section 2.2.

Another integral resource in modern systems is cache memories due to their significant
impact on the overall performance of the system. A considerable body of research has been
dedicated to exploring different hardware and software mechanisms aimed at optimizing
the efficiency and utilization of cache memories. In this thesis, we focus on two mechanisms,
namely, prefetching and cache locking. Sections 2.3 and 2.4 delve into related research that
has been conducted on prefetchers and cache locking respectively.

2.1 Memory Bandwidth Regulation

Bandwidth, defined as the amount of data that can be transferred per unit time, plays
a pivotal role in the performance of multicore systems. When multiple processing cores
share a resource, simultaneous access requests can lead to contention and interference.
This issue is exacerbated when a core executes a bandwidth-intensive workload, potentially
saturating the shared resource and causing significant delays for other requestors. Such
unfair access patterns can degrade system performance and even result in starvation for
cores executing workloads that are not bandwidth-intensive. To address these challenges,



substantial research has been devoted to developing interrupt-based [35],[36] and polling-
based [29] mechanisms for regulating memory bandwidth across cores. In [25],[86] Yun et
al. introduced MemGuard, an interrupt-based regulation mechanism designed to guarantee
a minimum bandwidth allocation for each core. Once the reserved bandwidth for all cores
is satisfied, the mechanism employs a reclamation strategy to enhance system performance
by utilizing any residual bandwidth left after the initial allocations. This approach has been
explored at the OS level in [3] and extended to enable distinct regulation strategies for reads
and writes on a per-core basis. To avoid modifying the host OS, it has also been integrated
at the hypervisor level in [53], [59], [16]. In [89], Zuepke et. al. argue that interrupt-
based mechanisms introduce significant overheads, resulting in a pessimistic worst-case
bandwidth threshold and coarse regulation periods. To address this, they propose Mempol,
a bandwidth regulation approach that utilizes polling of performance counters. The authors
demonstrate that polling considerably reduces the overhead of interrupt-based methods and
enables fine-grained regulation at a microsecond scale.

2.2 Predictable Arbitration Schemes

Multi-core systems comprise shared resources, such as the bus interconnect, the last level
cache, and main memory, which are accessed by multiple requestors at the same time. In
such resources, an arbiter is needed to manage shared access through an arbitration scheme.
Such schemes significantly affect the latency of memory requests and the delays suffered by
tasks. We categorize arbitration schemes into three primary classes: high-performance ar-
biters, real-time arbiters, and mixed-criticality arbiters. The following subsections provide
a brief overview of each class.

High-performance systems are designed to handle diverse workloads efficiently while
ensuring a high quality of service for all requestors. To maximize average performance,
these systems rely on high-performance arbiters that implement policies like First Come
First Served (FCFS) policy [35], parallelism-aware batch policy [63], and out-of-order pol-
icy [73], among others. These policies exploit specific characteristics of the issued requests
to enhance throughput, thereby improving the system’s average performance. For exam-
ple, as shown in Figure 2.1, the FCFS policy prioritizes requests based on arrival time,
ensuring that older requests are always processed before newer ones. In [54], the authors
show that under FCFS arbitration memory requests issued by real-world benchmarks can
experience significant latency spikes, especially when faced with adversarial, bandwidth-
intensive traffic. This stems from the fact that FCFS prioritizes requests based on their
arrival time. Such prioritization can lead to severe performance degradation for real-world



FCFS order at FCFS order at FCFS order at
t=24 t=26 t ZJS4
t:24 arrives t:24 t:34 t:34 arrives
t:16 t:24 t:24
t:7 t:16 t:16
t:6 t:7 t:7

t:6 processed

Figure 2.1: An example of how requests are handled under the FCFS arbitration scheme

benchmarks, as their requests may be arbitrarily delayed by the high volume of adversarial
traffic. While these arbitration schemes significantly boost average performance, they do
not guarantee a tight bound on the time required to process a single request, making them
unsuitable for real-time systems.

RR order at RR order at RR order at
t=0 t=1 t=2

Back of the RR queue

R3 RO R1

R2 R3 RO

R1 R2 R3
Front of the RR queue

RO R1 R2

Figure 2.2: An example of how requests are handled under the RR arbitration scheme

In contrast, real-time systems prioritize worst-case execution time (WCET) over aver-
age performance. Therefore, it is essential to have an arbitration policy that ensures a tight
bound on the processing latency of requests, as failing to do so would result in a highly
pessimistic WCET estimate. Consequently, extensive research has focused on developing
predictable arbitration policies, such as round-robin (RR) policy and its various adapta-

tions [10], time division multiple access (TDMA) policy [32], and other similar approaches.



For example, RR arbitration in memory controllers ensures that each requestor is allocated
a single slot to issue a memory request during its turn in a cyclic manner as illustrated in
Figure 2.2. By rotating access among requestors, round robin guarantees that no requestor
is starved, even under heavy contention. Similarly, the TDMA policy operates like RR but

TDMA order at TDMA order at TDMA order at
t=0 t=1 t=2

Back of the TDMA queue

R2 RO RO

R2 R2 RO

RO R2 R2
Front of the TDMA queue

RO RO R2

Figure 2.3: An example of how requests are handled under the TDMA arbitration scheme

allocates multiple slots to the same requestor, as illustrated in Figure 2.3. These arbiters
are designed to ensure fairness and provide timing guarantees, making them well-suited
for real-time applications. However, their rigid scheduling policy can result in significant
overall performance degradation.

Many studies have addressed the tradeoff between predictability and average perfor-
mance by handling requests with varying levels of criticality. A significant body of work has
explored redesigning the memory controllers to support mixed-criticality systems, offering
differentiated services to critical and non-critical requests [29, 21, 37, 26, 30]. In [29],[30]
Hassan et. al. propose a framework that constructs optimal schedules for different tasks
with varying criticalities. They also modified the memory controller to be programmable,
allowing it to load the optimal schedules at boot time. The work most related to ours
is the Duetto model [51], which combines the performance benefits of high-performance
arbiters with bounded request latency. Duetto associates a relative deadline (maximum
per-request latency) to each requestor and uses it to derive an absolute deadline for each
request at runtime. It then uses a monitoring component to dynamically compute the
worst-case finish time of the request, assuming that the system continues to operate in
high-performance mode for the current clock cycle. If the computed finish time exceeds
the deadline, Duetto switches to a real-time arbiter to preserve the per-request latency
guarantee. Duetto is safe but relies on complex computations to enforce the per-request
bounds, which complicates meeting timing constraints and verifying the hardware. This
arbitration scheme has been applied to a banked SRAM model in [54], a DRAM model in
[55], and to a coherent shared cache in [50].



2.3 Prefetchers

Without Prefetching

‘ COMPUTE | LOADI0] ’ COMPUTE | LOAD[4] ’ COMPUTE | LOADI[8] ’ COMPUTE ‘

With Prefetching

COMPUTE ‘ COMPUTE ‘ COMPUTE ‘

LOAD[0] LOAD[4] LOAD[8] ‘

Figure 2.4: An example demonstrating the impact of the prefetcher on the compute and
memory load phases of a program

Prefetching is a commonly used technique that hides memory latency by anticipating
future memory accesses and proactively loading data into the cache before the processor
requests it. Figure 2.4 illustrates how in an in-order processor, computation phases are
often significantly stalled by load requests. When a prefetcher is enabled, these load
requests can be overlapped with computation phases, ensuring that data is available in the
cache when needed during compute stages. This has proven to be an effective technique
that reduces the likelihood of stalling the core by reducing the number of cache misses,
thereby improving the system’s overall performance.

Despite the effectiveness of this method, determining precisely when to prefetch the
data is a very challenging task [22]. Prefetching too early, even when the prefetched data
is accurate, can cause useful data to be evicted from the cache before it gets accessed. This
could potentially waste memory bandwidth and cause cache pollution [57]. Conversely,
prefetching too late fails to hide memory latency, diminishing the potential benefits of
overlap between computation and memory access. Another major challenge in prefetching
is identifying access patterns and selecting data that will be useful to the program.

In real-time embedded systems, these challenges are further exacerbated by the inherent
complexity of prefetchers, which makes their behavior difficult to analyze. This often results
in their exclusion from analysis, leading to overly pessimistic execution time bounds for
LTC requests. This thesis addresses the two primary factors contributing to this limitation:

e Prefetchers can induce memory reordering, potentially leading to pathological
scenarios where LT'C' requests are delayed by prefetch requests fetching non-essential
data. We address this limitation in Chapter 3.1.

10



e A prefetcher can alter the state of cache lines by replacing existing blocks with
prefetched blocks, or by modifying the ages of cache lines within a particular asso-
ciative set. We address this limitation in Chapter 3.2.

For such reasons, disabling hardware prefetchers is a common practice in real-time systems|
The following subsections examine prior work on software and hardware prefetching ap-
proaches that aim to address these challenges.

2.3.1 Software Prefetching Approaches

Software prefetching involves techniques where the compiler or programmer directly inserts
prefetch instructions into the code, bringing data into the cache before it is required. Unlike
hardware prefetching, which relies on hardware to predict future memory accesses, software
prefetching offers developers greater control, allowing them to tailor prefetching strategies
to specific applications and workloads. A common software approach is compiler-assisted
prefetching [61],[50],[14]. The compiler may analyze the code to pinpoint optimal prefetch
points and insert prefetch instructions, or it can apply transformations that make the code
more prefetch-friendly. For example, in [61], Mowry et. al. proposed a compiler algorithm
that examines loops to predict which cache lines will be accessed in upcoming iterations.
The algorithm modifies the code to insert prefetch instructions at the loop’s entry, loading
data into the cache in advance. In [50], Luk et. al. propose a compiler-based prefetching
approach for pointer-based recursive data structures. The compiler analyzes the program
to identify points where pointers are recurrently updated during traversals and inserts
prefetch instructions accordingly.

Researchers in the real-time community have also proposed various software-based
prefetching approaches that mitigate their unpredictability and capitalize on their per-
formance gains. The work in [67, 51, 20] addresses this by introducing a software model
called PREM that segments tasks into computational and memory phases, with data and
code prefetched into the cache at the start of each memory phase. While the original PREM
model in [67] requires manual modifications to the program, Mancuso et al. [51] extend this
model by proposing a framework that automates the refactoring process needed to convert
legacy software into PREM-compliant code. Other software-based approaches have inves-
tigated prefetching data into a scratchpad memory rather than the cache in a predictable

manner [0, 76, 81, 75, 18]. In these approaches, data is loaded into the scratchpad memory
either statically at compilation time [0, 76] or dynamically during runtime [31, 75, 18].
For instance, in [75], Soliman et al. propose a compiler-directed prefetching mechanism

11



designed to optimize the WCET of a program. This approach involves traversing the pro-
gram’s CFG and inserting prefetch instructions that load data into the SPM memory at
the beginning of program regions. A genetic algorithm is employed to determine the op-
timal placement of these instructions, ensuring the WCET is minimized. Software-based
approaches, while effective, often require modifying the code and potentially the compiler
to incorporate prefetching instructions or directives.

2.3.2 Hardware Prefetching Approaches

Unlike software prefetching, hardware prefetching autonomously predicts and fetches data
using microarchitectural components, avoiding program or compiler modifications. Among
the most widely adopted hardware-based prefetching techniques in systems are sequential
[17] and stride [7] prefetchers. Sequential prefetchers issue fetch requests for consecutive
memory addresses, making them ideal for applications with linear memory access patterns.
On the other hand, stride prefetchers can identify recurring patterns for accesses that are
not necessarily separated with constant strides. These prefetchers are particularly effective
for dense matrix operations and multi-dimensional array traversals [22]. Conventionally,
stride prefetchers place prefetched blocks directly into the cache, which can lead to cache
pollution by displacing useful datasets especially if the prefetcher is very aggressive. To
that end, Joupi et al. [39] proposed placing prefetched blocks into a separate buffer, known
as a stream buffer, and migrating the blocks to the cache only when requested by the core.
The paper also explores the use of multiple stream buffers, each prefetching with a different
stride, which proves highly effective for accessing multiple arrays within loops [57].

Stride prefetchers are not well-suited for irregular data access patterns, such as those
found in pointer-based data structures, where memory accesses are not easily predictable
[22]. In these structures, memory addresses are determined by pointer values that can
change at runtime, making accurate future memory access prediction challenging. To ad-
dress this, numerous studies have explored address-correlating prefetchers [13, 15] designed
to handle pointer-chasing access patterns. A notable example is the Markov prefetcher [35]
which predicts future memory accesses by modeling the probability of transitions between
states, where each state represents a sequence of recent memory accesses. Other more ad-
vanced prefetchers, such as those proposed in [10, 9], utilize low-cost perceptron networks
to predict future memory access patterns.

Previous work proposing hardware-oriented predictable prefetching solutions is scarcer.
The most relevant solution is [23], whose authors propose a WCET-preserving hardware
prefetcher for many-core systems. Their solution involves a memory-level prefetcher con-
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nected to a predictable interconnect with a fixed-priority scheme, which bounds the block-
ing periods for high and low-priority packets. However, as noted in [57], attaching a
prefetcher at the memory side may not always be optimal, as the memory can only de-
tect misses and lacks accurate knowledge of the core’s reference patterns and whether the
prefetched blocks are hitting or missing in the cache. In their paper, they utilize idle system
slots to issue prefetch requests and employ a variant of the stream buffer to temporarily
store prefetched blocks. These blocks are only moved to the cache upon demand, helping
to preserve the cache state and maintain its analyzability.

2.4 Cache Locking

Cache locking is a mechanism that entails the preservation of critical blocks in the cache,
thereby avoiding the latency of fetching them from lower levels in the memory hierarchy.
Cache locking has been implemented in a variety of commercial embedded processors (e.g.,
ARM Cortex A8, IBM PowerPC [55]), whereby a set of cache lines can be locked by the
software using special locking instructions. To exploit this feature, much work has been
done on exploring various algorithmic approaches to identify the most suitable set of cache
lines for locking [58]. Prior works have employed cache-locking strategies for optimizing
worst-case execution time (WCET) [19, 87, 88, 70, 68], while others have considered it
for improving the average program performance [1, 83, 5, 47]. Locking mechanisms have
been implemented both in static [33, 5, 47, 68] and dynamic [1, 5, 19, 87, 88| configura-
tions. Static locking entails loading and locking memory blocks at program startup without
subsequent modification throughout the entire program execution. Conversely, dynamic
locking allows for modifying the cache’s locked content during run-time by adding locking
and unlocking instructions at different locations in the program code. According to [19],
the dynamic locking method exhibited a performance enhancement of up to 40% when
compared with static locking.

Dynamic locking requires identifying specific points in the program where locking and
unlocking instructions must be added. In previous works, various program structures such
as single-entry-single-exit regions [70], loop structures [19], and persistent program phases
[1] were considered to identify those points. While WCET approaches rely on static analysis
to assess the costs and benefits of performing cache locking, other average case approaches
[83, 5] rely on iterative analysis methods that invoke a cache simulator whenever the cost
and benefit for a given locking configuration need to be assessed. In [17] Liang et. al. argue
that relying on an iteratively invoked cache simulator to run the analysis constrains the
approach’s scalability as the size of the program increases. To address this they proposed
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a single-pass heuristic that utilizes the temporal reuse profile metric to pick the cache lines
to lock. In [33], Xue et. al. argue that applying data cache locking for enhancing average
case performances yields marginal benefits due to the inherent complex access patterns of
memory blocks in data caches. To address this limitation, they proposed a compiler-based
data reallocation scheme that makes the memory map more locking-friendly.

Much work has been done on exploiting the cache line’s recency information to prioritize
or de-prioritize their eviction at run-time. In [30], Jaleel et. al. introduced a metric termed
re-reference predicted value (RRPV), which determines the re-reference distance for each
cache line, allowing for the prioritization of evictions based on these distances. Expanding
on this idea, J. Wu et al. in [80] implemented a learning mechanism that uses a history
table to precisely predict RRPV for each cache line. Similarly, in [11] Kharbuti et. al.,
employed a set of counters and a large prediction table to learn and predict instances where
cache lines that are no longer in use can be evicted, thereby freeing up cache space. The
previously mentioned methods incur a huge area overhead to perform online learning and
prediction (1.8KB in [80] and 40 KB in [11]).
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Chapter 3

DAMA: A Dual Arbitration
Mechanism for Mixed-Criticality
Applications

In this Chapter, we introduce DAMA, a dual arbitration mechanism that imposes a de-
terministic upper bound on the cumulative latency of LT'C requests while optimizing the
average performance of both LT'C' and non-latency-critical (NLT'C') requests (Section 3.1).
We attach a predictable prefetcher to our L1 data caches as a source of NLTC' requests
and leverage the properties of DAMA to further enhance the average performance of the
system without impacting the bounds (Section 3.2). We then assess the effectiveness of our
proposed solution by running synthetic and real-world benchmarks under various setups
(Section 3.3).

3.1 DAMA: The Proposed Solution

We begin by describing the system model and underlying assumptions (Section 3.1.1). Fol-
lowing this, we outline the high-level architecture of the arbitration mechanism and explain
the roles of its main modules (Section 3.1.2). We then provide a detailed description of how
the entire regulation mechanism operates (Section 3.1.3). Finally, we present an illustrative
example (Section 3.1.4) and formally discuss provided latency guarantees (Section 3.1.5).
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3.1.1 System Model and Assumptions

We consider a system comprising M distinct requestors { Ry, ..., Ry}, which may include
cores, DMA engines, accelerators, bus masters, and more. We assume that a requestor R;
can either issue LT'C requests, N LTC requests, or both, targeting a shared resource. For
the sake of simplicity, we present our solution without considering data sharing between
requestors. We denote r; ; to represent LT'C requests, originating from requestor R; and
indexed by j (e.g. 741,7i2...15;) according to their arrival time t7; at the resource. We
assume that a request is enqueued at the shared resource upon its arrival, and remains
outstanding in the queue until it finishes being serviced; we denote t{ ; the finishing time
for LTC request r; ;. We consider a discrete model of time, expressed in multiples of the
clock period at the resource. We assume that it takes at least one clock cycle to service a
request, hence t,{ ; > ti;, and that no more than one request can finish in any given clock
cycle. We further assume that requests can be serviced in an out-of-order fashion and that
a single requestor can have multiple outstanding requests. To precisely define the latency
for LTC, we lay out the following definitions, similar to previous work [54, 55, 56]:

Definition 1. At clock cycle t, the oldest LT'C' request of R; (if any) is the earliest arrived
request of R; that is outstanding. We define t7; as the time at which a request r; ; becomes
oldest.

Given that in our model requests do not need to be serviced in the same order they
arrive, a later arriving request can finish before an earlier arriving request. In this case, the
later arriving request never becomes oldest. Note that if a request 7; ; does become oldest,
then #7; is equal to either the time tfi ; at which a previously arrived request r; ; finishes, or
to ¢7;, in case all previous LTC requests of R; have already finished by that time. Since
at most one request can finish in a clock cycle, two requests of R; cannot become oldest at

the same time.

Definition 2. We define 6;; as the queuing latency and (3;; as the processing latency of a
request 1 ;.

o If r,; is serviced before becoming the oldest request: then ¢;; is equal to
tlfd — 75 and By to 0.

o If r;; becomes the oldest request before finishing being serviced: then ¢;
is equal to 7, —t¢; and B;; to t{j — 175
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Figure 3.1 depicts various scenarios for the processing and queueing latencies of 4
consecutive LT'C requests. In this example, we assume that initially, no request of R; is
outstanding. This means that all previous requests issued by R; have finished, and thus 7; ;
becomes oldest as soon as it arrives. For that reason, the queueing latency for request r; ;
is equal to zero. As outlined in Definition 2, and illustrated in Figure 3.1, our processing
latency is the time the request spends in the queue after it becomes the oldest. Given
that in our model requests do not need to be serviced in the same way they arrive, their
processing time can be completely overlapped. Request r; ;o exhibits this behavior by
completing prior to r; j 11, thereby incurring a processing latency of 0.

As discussed in much related work [42) 31, 54, 55, 56], we argue that the delay suf-
fered by a real-time task under analysis depends on the processing latency of its requests.
Specifically, a core can stall while waiting for its demand requests to finish. If we consider
demand requests from the core to be LT'C', then whenever the core issues multiple LT'C'
requests and stalls waiting for them to finish, the stall time is equal to the sum of their
processing latencies. Therefore, we assume that the WCET of the task can be obtained by
summing a base execution time (which might have to account for the effect of processor
timing anomalies) plus an upper bound to the cumulative processing time of LT'C' requests.
A final concern is related to the ordering of requests issued by the core. To prevent requests
issued by the OS or other tasks to be serviced before earlier requests by the task under
analysis, we assume that a memory barrier is inserted whenever the task is preempted and
upon its completion.

TU ...... > Plessnnnnnnnnn .f --------------------------- » time
a 0
Lij+1 Lij+1 Lij+1
r 61]+1 ij+1
0j+1 snnnnnnnnnnns < >le Pirssssssnnnnnnnnnnnnnns » time
t f
ij+2 I s tll+2
T ij+2 .
J+2 sanssssnssnnnnnnans < Plessssssssnnnnnnnnnnnnnnnnnnnnnns » time
a o f
t11+3 I ti,]'+3 ti,j+3
5 B
T ij+3 ij+3 3
L < »le PLup time

Figure 3.1: Processing and Queueuing latencies under various scenarios
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3.1.2 High Level Architecture

Queuing Structure

Our arbitration scheme features two queues for each requestor: £; that handles LTC re-
quests, and N; that handles NLTC requests. This separation of queues ensures that the
guarantees for LT'C' requests are maintained, preventing N LT'C' requests from compromis-
ing them.

Arbitration Mode Switcher —
r N S
Cl I E CM !
VoL, N, PNy Ly

.
/

HP Arbiter >

\ 4

RT Arbiter

Arbiter Selector
v
Resource

\

Figure 3.2: Block diagram for the proposed arbitration mechanism

High Performance and Real-Time Arbiters

DAMA comprises two arbiters: a high-performance arbiter (HPA) which is optimal for
maximizing average performances and a real-time arbiter (RTA) which provides tight la-
tency bounds. The HPA services both LT'C' and N LTC requests flowing from the respec-
tive queues £; and N, as illustrated in Figure 3.2. When operating in high-performance
mode, both types of requests are given equal priorities, and the arbitration mechanism
dictates the order in which they get serviced. For instance, if the HPA operates on a first-
come first-served basis (FCFS), it services requests based on their arrival time. On the
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contrary, when operating in real-time mode, RTA only services LT'C' requests originating
from L£;. The rationale behind blocking out NLT'C' requests in RTA is to provide a tight
bound on the cumulative latency of requests while minimizing the time spent in this mode.
Specifically, the RTA must provide a latency bounds of B; > 0 to oldest requests, in the
sense that upon switching from HPA to RTA, regardless of the resource’s state, the oldest
LTC request r; j of R; residing in £, must finish in at most B; clock cycles.

Latency Counters and Arbitration Mode Switcher

As part of the system configuration, each requestor is assigned a value A;, which represents
the target average per-request latency. In Section 3.1.5, we prove that the bound on the
cumulative processing latency of LT'C' requests is proportional to the total number of
requests and A,;. For each requestor, at run-time we maintain a counter C; that tracks the
slack - that is, the difference between A; and the actual latency - accumulated by LTC
requests issued by requester 7. To prevent the latency counters from potentially growing
indefinitely in the negative range, we impose the constraint A; > B;. The Arbitration
Mode Switcher continuously monitors the value of the counters and forces the system to
operate in RTA mode whenever the value of any counter is less than or equal to zero.
At the start of the system (¢ = 0), each requestor’s latency counter C; is initialized to a
maximum slack value S; > 0 as described in Algorithm 1 (lines 5-8). Intuitively, the higher
the value of the initial slack and the higher the value of A,;, the longer the system can
remain in HPA mode, albeit at the cost of a larger latency bound for LT'C' requests; we
explore such tradeoff in Section 3.3.

3.1.3 Latency Regulation Mechanism

In this subsection, we describe the latency regulation mechanism outlined in Algorithm
1. After performing the system initialization at t = 0, the memory controller conducts a
series of checks on a per-cycle basis. At every cycle, the queues {L4, ..., Ly} are checked
to determine whether outstanding requests are still waiting to be serviced (line 12). If this
is the case, the counter C; of requestor ¢ is decremented by 1, indicating the passage of
time and the consumption of 1 cycle from its latency budget (line 13). It is important
to note that the latency counters are only updated when there are outstanding LT'C
requests residing in {£4, ..., £/} and when these requests are serviced. This is because our
mechanism focuses solely on regulating the latency of LT'C requests, with no consideration
for regulating NLT'C requests. Let ©(L;,t) be a function that returns a request r; ; that
finishes at time ¢. If such a request does not exist, the function returns NULL. At every
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cycle, the memory controller checks whether any of the oldest requests residing in queues
{L1, ..., Lps} have been serviced (line 15). If such a request exists, the latency counter C; for
the corresponding requestor ¢ is incremented by the minimum between the maximum slack
value §;, and the sum of the current counter value C; with A; (line 16). The purpose of this
minimum operation is to bound the accumulated counter value, ensuring it does not exceed
S;. After updating the value of the counters, we push the newly arrived requests into their
respective queues and pop the ones that finished (line 18). At the end of each processing
round, the status of the latency counters is checked. If any counter C; € {Cy, ...,Cps} is less
than or equal to zero (line 20), this indicates that requester i has exhausted its allocated
latency budget, and the arbiter executes in real-time mode (line 21). Transitioning to the
RTA when any of the counters gets depleted is essential as this mode imposes a bound B; on
the maximum service time of a request issued by requestor R;. Conversely, if all counters
return to values above zero, the arbiter transitions back to high-performance mode (line
23).

3.1.4 Illustrative Example

Figure 3.3 provides an illustrative example of how the counter value changes throughout
the program’s execution, demonstrating how switches are performed accordingly. For this
example, we assume A; = 3, S; = 4, and B; = 3. The counter begins with a value initialized
to §;, allowing the arbiter to operate in HPA mode, as the counter value is positive. At
t = 1 the first memory request from requestor 1 becomes the oldest. As it can be seen
in the figure, the arrival time ¢{; overlaps ¢7; the time the request becomes oldest. This
indicates that queue £; was empty and did not have any outstanding requests when r; ;
arrived, which makes queuing time for r; ; equal to zero. After the request becomes oldest
the counter starts decrementing by 1 with each cycle until the request gets serviced. At
t = 3, request 711 completes, prompting the controller to add A; to the counter. Although
the counter would have reached 5 at t = 3, it is capped at S; to keep the value bounded. At
t =4 and t = 11 two new requests r; o and r; 3 become the oldest and the same behavior
with the counters repeats. Notice that 7 3 arrives at ¢ = 6 but does not become the oldest
until ¢ = 11 since at ¢ = 6 12 is the oldest outstanding request that is still waiting to get
serviced. At t = 8 the counter reaches 0, prompting the controller to switch to RTA. In
the worst-case scenario, the oldest request will spend at most B cycles in RTA mode. The
constraint A > B ensures that when a request r; ; finishes, its counter C; will be greater
than or equal to zero, as demonstrated at cycles 11 to 13.
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Algorithm 1 Latency Regulation Mechanism
1: M: Total number of requestors

2: 8;: Maximum slack value for requestor ¢
3: C;: Latency counter for requestor ¢
4: L;: Queue that stores LTC' requests for requestor i
5. N;: Queue that stores NLTC requests for requestor i
6: if t == 0 then > When the system starts
7 for i+ 0 to M do
8: C;=3S; > Initialize counters with S
9: end for
10: else
11: for 1+ 0 to M do
12: if len(L;) # 0 then > Queue is not empty
13: C;i=C—1 > Decrement counter
14: end if
15: if ©(L;,t) # NULL then
16: Cz = mm(SZ, CZ + Az)
17: end if
18: updateQueues(L;, N;)
19: end for
20: if |C; <0Vi< M| >0 then > A counter equals 0
21: MODE(RTA) > Execute in real-time mode
22: else > All counters are greater than 0
23: MODE(HPA) > Execute in high-perf mode
24: end if
25: end if
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3.1.5 Latency Guarantees

We next formally prove the timing guarantee provided by DAMA. In what follows, let C;(t)
to denote the value of counter C; at clock cycle ¢ (after executing Algorithm 1 for that clock
cycle). Also, let next(j) to denote the index of the first LT'C request of R; after r; ; that
becomes oldest. First, in Lemmas 1 and 2, we constrain the value of the counter whenever
a LTC request becomes oldest. Then, Theorem 1 uses the lemmas to compute a latency
bound for a sequence of LT'C' requests. Finally, Theorem 2 extends the bound to a task
under analysis considering the effects of preemptions.

Lemma 1. For all t,j such that r;; becomes oldest at 7 0< C,-(tfyj) <S,.

Proof. By induction on the index j of LT'C requests of R; that become oldest.

Base case: since there are no previous LT'C' requests, the first request r; ; must become
oldest when it arrives. By line 8 of Algorithm 1, C; is initialized to S; when the system
starts, and furthermore, C; cannot be decremented until the clock cycle after the first
request arrives (line 13). Hence: Ci(t7,) = S;, and since we assume S; > 0, the base case
holds.

Induction case: assuming that 0 < Ci(t7;) < S; holds, we need to prove that 0 <
Ci(to ) < &, also holds. Note that based on Algorithm 1, C; can only be incremented

i,next(y)
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at line 16, where the current counter value is incremented by A;; however, at the same
line, the counter cannot be set to a value greater than ;. Hence, from C(t7;) < S, it
immediately follows that it must also hold C;({ ;) < Si-

i, next

Next, consider the value of C; computed by the algorithm at time tfi ; after subtracting
1 at line 13 (as r;; itself is in the queue) but before increasing it at line 16. If such
value is greater than or equal to 0, from A; > B; > 0 it follows: t{ ; > 0. Otherwise, from
Ci(taj) > 0 and the fact that the counter is decremented by at most 1 in a cycle, there must

exist a previous cycle tg € [tfj,tfc]) such that C;(tp) = 0 and C;(t) < 0 for all t € [to,tf-ij).
Because arbitration switches to RTA when the counter reaches 0 and from the definition

of B;, it follows that tlf’ ; — to < B;. Therefore, the value of C; at t{ ; after line 13 cannot be
smaller than —B;, and since A; > B; and S; > 0, after line 16, it must be Ci(tij) > 0.

In summary, in any case it holds: C;(¢] f ) > 0. Finally, note that either 7; pex(;) arrives

at or before tfj, and then ¢7 = t{y =1 next(j) > t”, in which case no LTC

request of R; can be present in the queue at line 13 in (t{ 32 L next( j)], and thus the counter

value is not modified. In either case, we obtain C;i({f ;) = Ci(tf-i ;) = 0, concluding the
proof. ]

or tl ;next(y)

Lemma 2. For alli,j such that r;; becomes oldest at i ;

Ci(te

A next

) < Cit7;) + Fij - A — Bij, (3.1)

where F; ; is the number of LT'C requests of R; (including r; ;) that finish in (¢, t¢ (J)]

2,57 i,next

Proof. Based on line 16 of Algorithm 1 and definition of F; ;, counter C; is incremented by

at most Fj ;- A; in (t7, b next(j )] Furthermore, note that the number of clock cycles in the

same interval when there is a request in the queue at line 13 is equal to ti’j —t7; = Big
hence, the counter is decremented by exactly 3; ;. The lemma follows.

Theorem 1. Let 1 < f <[ and assume that no LTC request of R; with index greater than
[ finish before requests with index less than or equal to . Then:

!
ZB’L] <SS +H(I—-f+1)-A; (3.2)
Jj=f

Proof. Let f and [ to be the first and last oldest LT'C request of R; such that f < f <1 §
If neither exist, then no request r; ; with j € [f,{] becomes oldest: therefore, Z g Big =
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and the theorem trivially holds. Otherwise, both must exist (note it may be f = ) and
!
furthermore, Zj:f ﬁi,j = Zj:?...;,ri’j is oldest ﬁi»j'

Next note that since r; 7 is oldest, by definition no request r;; with j < f can finish

after tfj. By assumption, no request r; ; with j > [ can finish before tﬁi I Since 7 next(l)
becomes oldest either at tlf ;» or when it arrives - in case there is no outstanding LT'C

request of R; after t{ ; - it follows that no request 7;; with j > [ can finish before £ next(1)
either. Therefore, a request 7; ; can complete in the interval <t?j7 tf’next@] only if f < j <1,
yielding:

> Fj<l—f+1<l—f+1. (3.3)

j=f.. .L,ri,j is oldest

Next, by summing Equation 3.1 over all oldest requests r;; with f<j <land
simplifying we obtain:

Yoo By < Ciltly) = Cilt )

j=f.. .L,ri j is oldest

+ > F - A (3.4)

J‘:?--Ln,j is oldest

Using Lemma 1 to upper / under bound Ci(tf?) and C;(t° ) and Equation 3.3 to upper

i,next(l)
bound > F; j, we obtain:

j:?...é,ri,j is oldest

Z Bij <Si—0+(1—f+1)- A (3.5)

j=f..Lr; ; is oldest

: I
and since » | g Big = > J=Fodrs is oldest Bi.j, the theorem holds. ]

Theorem 2. Consider a job of a task under analysis performing KC demand requests and
suffering C'S context switches. Assume that every time the task is preempted and when
it finishes executing, a barrier is inserted to prevent successive demand requests of the
same core to be serviced before earlier requests of the task. Then the cumulative processing
latency of the IC demand requests of the job is bounded by C'S -S; + K - A,.

Proof. Note that the number of context switches is equal to one (when the job starts) plus
the number of times it is preempted. Since the task suffers C'S context switches, it must

issue LT'C requests with indexes in C'S intervals [fi, 1], ...[fcs, los], such that the sum of
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the requests in all intervals is equal to K. Based on the barrier assumption, no request with
index greater than [; can finish before a request with index in [f1, 1]; the same holds for the
other intervals. Hence, we can apply Theorem 1 to each interval. Summing Equation 3.2
over the C'S intervals yields a cumulative latency bound over all LT'C' requests of the task:

Si+(lLi—fi+1)-Ai+...
+8i+ (los — fos +1) - A =CS - S;+ K- Ay, (3.6)

]

3.2 Predictable Prefetcher

In this section, we describe a predictable prefetcher that does not compromise the cumu-
lative processing latency bound of LT'C requests described in Section 3.1.5 and preserves
the WCET analyzability of the cache. As discusssed in Section 3.1, we consider demand
requests from the core to be LT'C’; while prefetch requests from the predictable prefetcher
are NLTC.

3.2.1 Ensuring Predictability with a Prefetch Side Buffer

In this model, Our goal is to implement a predictable prefetcher that does not alter the
state of cache lines, preserves the WCET analyzability of the cache, and maintains the
cumulative processing latency bound for LT'C requests. Conventionally, prefetchers place
data fetched from main memory into the cache, thus altering the state of its cache lines.
This alteration can involve replacing existing blocks with prefetched data or updating the
ages of cache lines within a particular associative set. Incorporating this behavior into static
WCET analysis is generally avoided due to its complexity. In our approach, we maintain
WCET analyzability of the cache by using a prefetch side buffer, a concept first introduced
in [39] and later adapted for real-time systems in [23]. This side buffer prevents cache
pollution and avoids modifying the cache state by storing prefetched blocks separately and
transferring them to the cache only upon a demand hit. However, it is important to note
that although a prefetch side buffer prevents changes to the cache line state, it does impact
the time needed to service a miss request. This is because, before introducing the prefetch
side buffer, servicing a cache miss required accessing the main memory. However, with
the side buffer, servicing a cache miss can either be handled by fetching the data from the
main memory or by accessing the side buffer, which takes less time. Due to this difference
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in the time required to handle a cache miss, any static analysis tool used to determine the
state of cache lines (e.g., always hit, always miss, etc.) must be able to account for these
timing variabilities.

Note that whenever the core misses in the L1 data cache, we assume it generates a LT'C
demand request r; ;. However, if r; ; finds a matching address for a block in the prefetch
side buffer, it is not propagated to the memory controller; instead, the block is moved
directly into the cache. Therefore, from the core’s perspective, the request’s processing
latency f; ; is zero. By including the request in the sequence {r; ;} of LT'C requests issued
by R;, we ensure that the total number of issued LTC requests remains unchanged, with
or without the predictable prefetcher. This also means that the previously derived bound
on the cumulative latency of LT'C' requests in Section 3.1.5 still holds.

3.2.2 Features Integrated into our Predictable Prefetcher

When a prefetch request is issued by requestor R;, an N LT'C request is created and added
to its corresponding queue N; at the memory controller. Before servicing this request, the
requester may issue a demand request (considered to be LT'C') to the same address. Under
normal circumstances, this LT'C request would be inserted into its designated queue L;
at its intended arrival time. However, this is problematic, as two requests targetting the
same address would exist in £; and N;, both to be processed by the memory controller.
To address this, we incorporate a request-merging mechanism. This mechanism involves
retaining the LT'C request in £; and removing the N LTC request from N;. Before discard-
ing the NLTC request, we merge any relevant information from it into the LT'C request,
as required by the HPA. For instance, if the HPA operates on a FCFS basis, the merged
information would be the arrival time of the NLT'C' request, which arrived before the
LTC request '. This process ensures that the system behaves as though the earlier-arrived
N LTC request was maintained, without affecting the cumulative processing latency bound
of LTC requests.

Another feature we incorporated into our system is incrementing the latency counter C;
for requestor ¢ when it accesses a prefetched block that is already present in the prefetch
side buffer. Conventionally, upon processing a demand request issued by requestor R;,
the value A; would be added to its counter upon completion, as outlined in Algorithm 1.

!Note that from a hardware implementation perspective, FCFS is typically implemented through a
queue of pointers to requests, ordered by arrival time. Hence, the merging operation effectively consists
in overwriting the queue position previously occupied by the NLTC request with a pointer to the LTC
request.
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However, as discussed in Section 3.2.1, locating a matching block in the prefetch side buffer
indicates that the request has already been prefetched, so there is no need to send a new
request to the memory controller. This allows us to instantly increment the latency counter
C; for the requestor R; that issued the demand request. Incrementing the counter in this
way enables us to maintain HPA mode for a longer period, thereby avoiding a transition

to RTA mode.

3.2.3 Handling Prefetch Requests at the Cache Controller Side

Implementing the predictable prefetcher described in the previous subsections requires
modifying the cache controller to handle prefetched blocks differently. In our model, we
assume a cache controller that includes a prefetch side buffer, implemented as a fully
associative cache, along with two separate miss status holding register (MSHR) queues: one
for demand requests DM SH R and another for prefetch requests PEFMSHR. An MSHR
queue is used to track outstanding cache misses, storing information such as the address
of the missed request. As discussed in [77], MSHRs can be a significant contention point
and therefore require partitioning based on request criticality. In our model, we split the
MSHR queues to prevent the prefetcher, which issues N LT'C requests, from overwhelming
the MSHR queue handling LT'C' requests. This approach limits the number of prefetch
requests that can be issued while ensuring that requestors issuing LT'C' requests are never
blocked by the prefetcher. We now describe how our cache controller handles different
cases in which request packets are sent from the core and response packets are received
from the memory controller.

When a request arrives from the core, we first check if the requested data is available in
the cache or the prefetch side buffer (line 5). If the data is not found and the request does
not match a PFMSHR or DMSHR entry (line 6), a new entry is created in the appropriate
MSHR queue (lines 7-10). Subsequently, the request is forwarded to the next level in the
memory hierarchy (line 12). On the other hand, if a cache hit is encountered, the ages of
the cache lines within the accessed set are adjusted (line 25). If a request packet from the
core is received and is identified as being present in either the PFMSHR or the prefetch
side buffer, there are two cases to consider:

e Case 1: The received request packet corresponds to a demand request
and matches the address of a prefetch request in the prefetch MSHR (line
14). This indicates that a demand request is accessing the same address as a prefetch
request that has been issued but not yet serviced. As discussed in Section 3.2.2, in
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Algorithm 2 Cache Controller

1: PFMSHR: Stores MSHR entries for prefetch requests
2: DMSHR: Stores MSHR entries for demand requests
3: req_pkt: Request packet coming from the core
4: resp_pkt: Response packet coming from memory resource
5: if accessCache(req_pkt) == MI1SS AND req_pkt ¢ pf_side_buf fer then
6: if req_pkt ¢ (PFMSHR||DMSHR) then
7: if isPrefetch(req_pkt) then
8: PFMSHR.push(req_pkt)
9: else
10: DM SH R.push(req_pkt)
11: end if
12: sendNextLevel(req_pkt)
13: else
14: if req_pkt € PFMSHR ANDis_Demand(req_pkt) then
15: sendMergePacket()
16: end if
17: if req_pkt € pf_side_buf fer ANDisDemand(req_pkt) then
18: blk = pf_side_buf fer[phys_addr]
19: cache.handleFill(blk)
20: pf _side_buf fer.evict(phys_addr)
21: sendIncrementPacket()
22: end if
23: end if
24: else
25: cache.update Ages() > Cache hit
26: end if

27: if isPrefetch(resp_pkt) then
28: if len(pf_side_buf fer) == buf fer_size then

29: old_blk = pf _side_buf fer.getOldest()
30: pf-side_buf fer.evict(old_blk)
31: end if

32: new_blk = create Blk(resp_pkt)

33: phys_addr = resp_pkt.get Address()
34: pf-side_buf fer[phys_addr] = new_blk
35: PFMSH R.remove(phys_addr)

36: else

37: new_blk = create Blk(resp_pkt)

38: cache.handleFill(new_blk)

39: end if
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this case, the memory controller merges both requests by discarding the prefetch
packet and transferring its information to the demand packet, which is then placed
into the £; queue. To achieve this, the cache controller is modified to send a merge
packet with all the required information, which the memory controller must receive
and respond to accordingly (line 15).

e Case 2: The received request packet corresponds to a demand request
that hits in the prefetch side buffer (line 17). This indicates that the demand
request is accessing a block that was previously prefetched and stored in the prefetch
side buffer. In this case, the block is copied to the cache and evicted from the prefetch
side buffer (lines 18-20). Additionally, as outlined in Section 3.2.2, when a demand
request hits in the prefetch side buffer, the latency counter of the corresponding
requestor is immediately incremented by A,;. To facilitate this, we modify the cache
controller to send a counter increment packet, which the memory controller must
receive and handle accordingly (line 21).

Upon receiving a response packet from the memory controller, we first verify if it
corresponds to a prefetch request (line 27). If so, this suggests that data for a prefetch
request, which initially missed in the cache, has now arrived. We then check if there is
space in the prefetch side buffer to accommodate this request (line 28). In the event that
the buffer is full, the oldest prefetched block is evicted to make room for the incoming
data (lines 29-30). Once sufficient space is available, the new prefetched block is inserted
into the prefetch side buffer, and the corresponding entry in the prefetch MSHR queue is
subsequently freed (lines 32-35). However, if the response packet corresponds to a demand
request, we allocate a new cache block, perform the necessary evictions, and insert the new
block into the cache (line 38).

3.3 Evaluation

We implemented and evaluated our proposed solution, DAMA, using the gemb simulation
environment [19], operating in syscall emulation mode. Our setup consists of eight 8-wide
superscalar out-of-order RISC-V cores running at 2 GHz. Each core has a 4-way set-
associative 32 KB instruction cache and a 4-way set-associative 16 KB data cache, with
the sizes chosen to align with the tested benchmarks’ working set sizes. All instruction and
data caches are connected to a shared memory through a crossbar interconnect. A crossbar
is considered since our work does not focus on handling interconnect contention. For this
implementation, we employ the gem5’s simple memory model with a fixed latency of 30ns.
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Note that this model makes an arbitration decision every 30ns; therefore, from a model
perspective, it is equivalent to a resource with a clock period of 30ns and a service time of
P =1 clock cycle per request. The caches include 32-entry MSHR queues. In experiments
using a predictable stride prefetcher attached to the L1 data cache, we maintain two
separate MSHR queues: one with 8 entries for prefetch requests and another with 24
entries for demand requests. We selected the stride prefetcher [7] for our experiments;
however, our proposed method is independent of the prefetcher type and can be applied
to any. We adopt FCFS arbitration as the HPA, while as RTA we employ RR arbitration
among the M requestors, prioritizing the oldest LT'C' request of each requestor. Note that
both arbiters service requests of a given requestor in the order they arrive at the memory
controller.

To evaluate different aspects of our proposed solution, we conduct various experiments
using combinations of the San Diego Vision (SDV) [78], PolyBench [69], and synthetic
IsolBench [77] benchmark suites. In most experiments, we run IsolBench on the background
cores to demonstrate how DAMA responds to adversarial cores attempting to saturate the
shared memory resource. In one set of experiments, we use SDV as a real-world benchmark
to demonstrate how DAMA ensures LT'C requests meet their cumulative and per-request
bounds. In another set of experiments, we run the linear algebra kernels in Polybench to
demonstrate DAMA’s effectiveness when paired with a stride prefetcher and compare it
against the predictable prefetch-based arbitration policy proposed in [23]. Polybench was
chosen for its stride-based memory access patterns, which frequently trigger our attached
prefetcher.

In this section, we begin by demonstrating how DAMA achieves latency bounds. We
then attach a predictable prefetcher, examine how the size of the prefetch side buffer im-
pacts the core’s IPC, and discuss how DAMA manages prefetch requests. Our comparison
is against a variation of the TDMA arbitration mechanism proposed in [23]. Because our
focus is not on contention at the interconnect level, we chose to abstract away the pre-
dictable interconnect proposed in the original work. For this reason, we employ a similar
arbitration scheme, with the slight variation being that our approach allocates a single
memory slot per core in a round-robin fashion, while their interconnect setup allows for
multiple slots per core. Due to the limitations of the simulation environment, which does
not support attaching a prefetcher to the memory side, we attached multiple prefetchers
to the L1 data caches of the cores.
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3.3.1 Achieving Latency Bounds with DAMA

In this section, we experimentally demonstrate DAMA’s latency guarantees by running a
subset of real-world SDV benchmarks on the foreground core and the synthetic bandwidth-
intensive IsolBench benchmark on the background cores. Our goal is to show that, under
DAMA, the foreground core meets its derived per-request and cumulative latency bounds
even when background cores are acting in an adversarial manner. In this set of experiments,
we regulate the latency of requests originating from the foreground and background cores.
This means that if any counter C; for any i < M gets depleted a switch to RTA is prompted.
Figure 3.4 delineates the processing latency of requests for the foreground core executing
SDV benchmarks under FCFS (HPA), RR (RTA), and DAMA. It also shows the per-request
RR and DAMA bounds, the cumulative processing latency bound scaled by the number
of requests K, and the average latencies of requests. We scale the cumulative bound by K
and display the average latency instead of the total latency for clearer visualization. For
this set of experiments, we configure DAMA’s parameters as follows: A; = B; =8, S = 16,
P = 1. Under RR, the worst-case scenario occurs when a switch to RR happens after
starting to process an N LT'C request, causing the next LT'C' request in RR order to suffer
a waiting time of P — 1 plus the maximum waiting time in RR which is M - P. Hence, the
RR per-request bound is computed as B; = M - P + P — 1. Since in our case P = 1, our
per-request RR bound becomes B; = 8. Under DAMA, the worst-case processing latency
of an LTC request r; ; occurs when the counter C; starts at its maximum value S; when
r;; becomes oldest. Because our employed arbiters process requests of I; at the memory
controller in order, no other LT'C request of R; can finish while r; ; is oldest. Therefore, in
the worst case the counter keeps decrementing until it reaches 0 and the arbiter switches
to RTA mode. Then, the LTC requests takes an additional B; cycles to get serviced.
Consequently, the maximum latency that could be experienced by a single request under
DAMA in this experiment cannot exceed S; + B; = 24.

Figure 3.4 illustrates how requests executing under FCF'S experience substantial latency
spikes. This is because FCFS prioritizes requests based on their arrival time, and the high
volume of background core requests overloads the shared memory resource. As a result,
the requests issued by the foreground core face significant delays, leading to the average
latency exceeding the scaled cumulative latency bound. Under RR, however, the maximum
latency experienced by a foreground core request remains within the bound imposed by RR.
Consequently, the average latency of requests saturates at this bound and never exceeds
it. The DAMA model, on the other hand, keeps executing requests in FCFS mode until
the counter C; is depleted, at which point it switches to RR mode. This explains the
latency spikes that surpass the RR bound but stay within the per-request bound imposed
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by DAMA in both benchmarks tracking and localization. It is important to note that
the foreground core does not always trigger the switch to RTA mode. As a result, requests
on the foreground core may not always experience latency spikes, since this depends on
the core’s access pattern and the possibility of other cores triggering a switch. This helps
explain why tracking has fewer latency spikes than localization. As for the average latency
of requests, we can see that it consistently remains below the scaled cumulative bound
and eventually saturates at the RR bound. This saturation occurs because scaling the
cumulative bound by 1/K results in the expression S/K + A which corresponds to the
cumulative bound with C'S = 1 in Theorem 2. As the number of requests increases, the
first term approaches zero, leaving only A which is equal to the RR bound B in this
experiment.
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Figure 3.4: Per-request and cumulative latency bounds under FCFS, RR, and DAMA when
the PF is disabled

In Figure 3.5, we experimentally demonstrate that after enabling the prefetcher on all
cores the cumulative processing latency bound is still honored for tracking and localization
benchmarks. However, the tracking benchmark exhibits per-request latency spikes, sug-
gesting that the previous per-request latency bound is violated upon enabling the prefetcher.
This happens because, with the prefetcher enabled, DAMA allows requests to be serviced
out of order in the specific case where a demand request hits the prefetch side buffer while
the memory controller is still servicing an earlier demand request. In this scenario, the
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latency counter is incremented by A;, giving the request being serviced more time to con-
tinue executing in HPA mode, thereby exceeding the previous per-request latency bound.
We remark that the focus of our approach is on bounding the cumulative processing latency
of LTC requests, allowing flexibility with the latency of individual requests to maintain
the system in HPA mode as long as possible.

Request Latencies -=—- Average Latency ===+ RR Bound ===+ Per-request Bound = (Cumulative bound)/K
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Figure 3.5: Per-request and cumulative latency bounds under DAMA when the PF is
enabled

3.3.2 Impact of Prefetch Side Buffer Size on IPC

To evaluate the influence of prefetch buffer size on average performance, we executed a
subset of linear algebra kernels from PolyBench on a single core. Figure 3.6 depicts the
normalized Instructions Per Cycle (IPC) of the core for various cache and prefetch buffer
sizes, relative to a configuration without a prefetcher. As observed, most benchmarks
exhibit a performance increase with larger cache sizes. This is attributed to the larger
cache’s ability to accommodate more prefetch blocks, potentially reducing cache evictions.
For example, benchmarks bicg and muvt experienced an approximate 15% IPC boost when
the cache size was increased from 2KB to 16KB.

As Figure 3.6 illustrates, for small cache sizes the prefetch side buffer can perform
even better than a conventional (not pred) prefetcher. For example, with a 2KB cache,
benchmarks bicg, muvt, and doitgen experienced IPC increases of 12%, 5%, and 21%,
respectively, with a 16-entry buffer. This improvement occurs because the prefetch side
buffer stores prefetched blocks until they are needed, reducing cache pollution, especially
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when the prefetcher is aggressive. However, if the buffer is too small, performance can
degrade significantly. In this case, prefetched data may be evicted before it is needed,
leading to wasted prefetch effort. This behavior is exhibited with a prefetch buffer size of
2 and 4 for all benchmarks. Based on these results, we chose an 8-entry prefetch buffer,
as Figure 3.6 indicates that this configuration achieves near-optimal performance with a
16KB cache. Additionally, the extra memory overhead for this configuration is minimal,
amounting to 3%.
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Figure 3.6: Normalized IPC for a prefetcher in a single core setup with varying buffer and
cache sizes

3.3.3 Handling Prefetch Requests with DAMA

In this series of experiments, we evaluate the effectiveness of DAMA when we attach a
predictable stride prefetcher to the L1 data caches of the system. To evaluate how DAMA
performs when the prefetcher is enabled we use two different benchmark setups described
as follows:
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e Setup 1: The foreground core executes PolyBench benchmarks, while the back-
ground cores run bandwidth-intensive workloads.

e Setup 2: We execute eight distinct PolyBench benchmarks, each assigned to a
separate core.

Figure 3.7 illustrates the normalized average IPC for DAMA with and without the
prefetcher across various slack values, relative to the FCFS configuration without a prefetcher
under setup 1.

Performance under FCFS and RR (setup 1): When the prefetcher is disabled,
Figure 3.7 shows that the RR scheme performs poorly compared to FCFS. While RR may
benefit the core running PolyBench benchmarks by giving it a fair opportunity to send
requests, it severely harms the performance of background cores running IsolBench, which
are more bandwidth-intensive. In contrast, FCFS prioritizes requests based on arrival time,
resulting in a notable increase in average IPC. Figure 3.7 also illustrates that enabling the
predictable prefetcher leads to a significant performance boost across all benchmarks under
FCFS, with a maximum improvement of 22% compared to the configuration without a
prefetcher.

Performance under DAMA while varying S; (setup 1 and setup 2): Figure 3.7
illustrates the impact of S; on the average IPC of the system under DAMA in setup 1. We
scale the x-axis by K - A, - 107% to represent the additional latency overhead introduced by
the slack relative to the total number of requests multiplied by A;. This provides insight
into how increasing S; affects the cumulative latency bound. As §; increases, DAMA’s
performance converges to FCFS performance, both with and without the prefetcher. This
demonstrates that larger slack values enable DAMA to sustain HPA mode until one of the
counters gets depleted. Notably, a minimal increase of 1640.25 - KC - A; - 1079 in slack is
sufficient for most benchmarks to achieve optimal FCFS performance with the prefetcher
enabled, while a larger increase of 14762.25 - K - A; - 107 is required when the prefetcher
is disabled. DAMA with the prefetcher enabled converges to the optimal solution with
a smaller §; value relative to the configuration where the prefetcher is disabled. This
is attributed to the counter adjustment feature that we incorporated into our model, as
detailed in Section 3.2.2. This feature involves incrementing the counter C; by A; whenever
a demand request finds a matching block in the prefetch side buffer. As a result, DAMA
can remain in HPA mode for a longer duration even with a small slack value. Under the
same setup, Figure 3.8 illustrates the percentage of time spent in FCFS as a function of
S; for the atax benchmark. This plot exhibits the same trend as Figure 3.7 since a higher
IPC is associated with more time spent in HPA mode by the arbiter compared to RTA
mode.
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In setup 2, we run a distinct linear algebra benchmark on each core. Figure 3.10 illus-
trates the normalized IPC relative to the scaled S;. While the average IPC trend remains
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IPC for 8 Polybench Benchmarks Running on 8 Different Cores
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consistent with the previous setup, a notable observation emerges: DAMA converges to
the optimal FCFS mode for both configurations (prefetcher on and off) with a remarkably
small slack value of 2.3-K-A,;-107%. This suggests that when cores execute real-world work-
loads that do not excessively overwhelm the shared memory resource, optimal performance
can be achieved with minimal slack, resulting in negligible overhead.

Performance under DAMA while varying A; (setup 1): Figure 3.9 shows how
varying A; affects the average IPC under DAMA for a setup running the ataz benchmark
on the foreground core and a bandwidth-intensive benchmark on the background cores.
In this experiment, the slack value is fixed to S; = 2.25 - K - A, - 107¢, while A,; increases
incrementally by 25%. The results indicate that a 225% increment in A; allows DAMA
to reach optimal performance for both prefetcher-enabled and prefetcher-disabled config-
urations. Since the cumulative latency bound is given by S; + A; - K, increasing A; by
225% causes a proportional increase in the bound. On the other hand, the slack value
(14762.25 - K - A; - 107%) that achieves optimal performance results in an increase in the
bound of only 1.4%.

Hence, upon attempting to balance between tight bounds and performance, it is ad-
visable to vary the maximum slack value S; rather than A;. Note that unlike DAMA,
Duetto [54] can only approach the optimal average performance by increasing A;, which
significantly affects its latency bound.
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Comparison with [23] (setup 1 and setup 2): We evaluate our approach against
the arbitration scheme proposed in [23] using setup 1 and setup 2. In setup 1, our exper-
iments indicate that our adaptation of the arbitration scheme proposed in [23] performs
poorly in this setup, yielding results similar to the RR arbitration scheme as can be seen
in Figure 3.7. This outcome arises because the background cores generate a high volume
of requests to the shared resource, leaving no slots available for issuing prefetch requests.
However, in setup 2, the scheme proposed in [23] demonstrated an 8% improvement over
RR as can be seen in Figure 3.10. This advantage is due to the fact that, with real-world
benchmarks, memory resources are not always fully saturated, allowing the arbitration
scheme to find opportunities to issue prefetch requests.

In both setups, our approach shows a performance advantage over the work presented
in [23], though it is important to note that our simulation environment differs from theirs,
which imposes some limitations on direct comparisons.

3.4 Conclusions

In this chapter, we introduced DAMA, a dual arbitration mechanism that provides an upper
bound on the cumulative processing latency of LT'C' requests without unduly impacting the
performance of NLTC requests. Our model employs an efficient monitoring mechanism
that informs the memory controller when a switch in arbitration mode is needed. We
attach a predictable prefetcher to our L1 data caches as a source of NLT'C' requests and
leverage the properties of this mechanism to further enhance the average performance of
the system without impacting the bounds. Our experiments demonstrate that, with a
minimal overhead of 1.4% on the cumulative latency bound, DAMA without a prefetcher
achieves up to a 60% improvement in IPC over RR. Furthermore, we demonstrated that
DAMA can fully leverage the potential of a prefetcher, achieving an average performance
increase of 22% compared to the configuration with the prefetcher disabled.
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Chapter 4

Duration-based Instruction Cache
Locking

In Chapter 2.4, we discussed the various related works on static and dynamic cache locking.
Although dynamic locking provides the flexibility that the static approach lacks, modifying
the program’s binary can be undesirable. Such modifications have implications for both
the program’s size and memory map [58] and thus require complex adjustments to the
compilation flow. Furthermore, in instances where recompilation is not possible because the
application’s source code is not available, applying dynamic locking can become unfeasible.
In this Chapter, we introduce a novel duration-based locking approach that emulates how
dynamic locking works without incurring significant area overheads (Section 4.1). We
propose a profiling-based software heuristic that utilizes the proposed hardware mechanism
to identify the locked content of a program and determine their corresponding locking
durations (Section 4.2). We then assess the effectiveness of the proposed solution by
running various embedded benchmarks within the gem5 simulation environment (Section

4.3).

4.1 Duration-based Locking Mechanism

We begin by discussing how our duration-based locking mechanism is realized in the cache
replacement policy. Our cache line selection heuristic is tailored to blocks that contain
program code; hence, we discuss our mechanism based on a private L1 instruction cache.
However, given a suitable selection algorithm, our hardware mechanism could be applied
to any cache.
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Specifically, we consider a system that runs single-threaded tasks without preemption
and virtual memory, featuring an L1 set-associative cache with block size B, number of
cache sets S, and number of ways W. Hence, the total capacity of the cache is equal
to B-S& - W. In set-associative caches, a memory block ¢ can reside in any vacant way
w € {0,...,W—1} within the cache set s = index(c),s € {0,...,8 — 1} determined by its
address’s index bits. We propose to perform locking at the granularity of a memory region.
We consider a set R = {rq,...,rj,...,rx} of K memory regions. We define a memory
region 7; to be a range of continuous physical addresses such that all cache lines within
the range have the same locking duration d; € N.

4.1.1 Duration-based LRU Policy

We adopt a modified version of the Least Recently Used (LRU) replacement policy, in-
corporating our duration-based locking mechanism. The conventional LRU replacement
policy employs age bits to track the recency of cache lines, ensuring that the least recently
accessed blocks are chosen for eviction when all the lines in a set are fully occupied [66].
Our cache-locking mechanism operates on a per-line basis and leverages the LRU age bits
to implement locks with different durations. More formally, at any given time, let 3, ,, € Z
represent the age of the block allocated in cache in set s and way w. We have repurposed
the LRU ages to convey two sets of information: the age of the block and its lock status.
The lock status of a block is determined by the sign of 3, ,,. Negative ages indicate locked
blocks, while positive ages indicate unlocked blocks that are considered for eviction. Upon
assigning a negative age to a given block, the replacement policy excludes it from the list
of potential candidates during eviction. Determining the lock status of incoming addresses
to the cache is done through a lookup table DLUT : R — N that maps memory regions R
to locking durations. The logic of the Duration-Based LRU policy is depicted in Algorithm
3.

Upon accessing an address, we first verify its hit status by checking the presence of the
address’s tag in the tag store (line 4). If the accessed address results in a cache hit its
age’s signedness is checked to determine whether the block is already locked or not (line
5). If the age is negative, this indicates an existing lock, and the algorithm advances the
negative and positive ages of all blocks within the accessed set (lines 6, 7). The age of the
locked address keeps getting incremented whenever its set gets accessed until it reaches
zero, signaling its eligibility for eviction. If the age is positive on the other hand, the
algorithm sets the accessed block’s age to zero and increments the age of all other blocks
within the set by one (lines 9, 10). Upon fetching a block that does not reside in the cache,
we first evict the block that has the oldest age among others in the same set (lines 13, 14).
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It is important to note that the cache’s hit path remains unaffected by the DLUT lookup
delays, as the DLUT checks only occur on cache misses, where most time is spent fetching
data from the next memory level. Then, the DLUT is checked to ascertain whether the
fetched address belongs to a locked memory region (line 15). If the address exists in the
DLUT (line 14) and the total number of locked blocks in a set does not exceed the locking
threshold defined by locking percentage P multiplied by the number of ways W (line 15),
the algorithm locks the cache block by setting its age to the negative value of the locking
duration, indicating how long it will remain locked (line 16). Otherwise, the algorithm
sets the block’s age to zero (line 18) and increments the ages of all other blocks within the
same set by one (line 21).

Algorithm 3 Duration-based LRU policy
: phys_addr: Physical address of the accessed block
addr_tag: The physical address’s tag portion
tag_store: Cache’s structure that stores tags
s: The physical address’s index portion
if Jw €{0,...,W — 1} : tagstore[s, w| = addr_tag then > Cache hit
if 35, <0 then > Cache line is already locked
Bs; = Bs,; + 1 forall j € {0,.... W —1}
else
Bow =0
Bsj=Ps;+1foralje{0,... W—-1},j#w
end if
. else > Cache Miss
w = oldest(tag_store[s, 0], ..., tag_store[s, W — 1])
if {j[0<j<W,B; <0} <P-WAND
DLUT|[phys_addr] # NULL then
Bsw = —(DLUT [phys_addr])
else
Bsw =0
end if
Bsj=P0s;+1forall j€{0,... W—1}j#w
: end if

NN — B P P B B B = =
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4.1.2 Hardware Implementation

To implement the proposed duration-based LRU policy, some hardware modifications are
required at the level of the cache controller. These modifications include extending the
bitwidths of ages in order to support the required ranges of negative durations in 2’s
complement form. Additionally, a range addressable lookup table (RALUT) is needed to
store address ranges of memory regions and their corresponding locking durations, with
invalid entries initialized to zero. RALUT is a special LUT type that utilizes an addressing
method reliant on range matching as opposed to precise matching. This is accomplished by
performing parallel comparisons and using a priority encoder to aggregate the comparator
outputs, thereby determining the range to which the incoming addresses map. Additionally,
to count the number of locked lines per set we extract the most significant bit from each
cache line’s age. This is made possible by our use of negative ages.

4.2 Region Selection Heuristic

In this section, we present a heuristic designed to leverage our proposed duration-based
locking mechanism. This heuristic analyzes the behavior of a given program to determine
which instructions to lock in the cache. It builds upon the loop-based approach introduced
in [19], which focuses on analyzing loop structures. The rationale for analyzing loop struc-
tures lies in the expectation that the greatest benefit can be achieved by locking memory
blocks with the highest access frequencies, which are typically found within loops. How-
ever, unlike the approach in [19], which primarily aims to achieve a tighter WCET bound,
our cache line selection algorithm is optimized to enhance average-case performance. Our
proposed heuristic operates as a single-pass method, selecting addresses to lock after just
one profiling iteration. The heuristic takes as input the program’s control flow graph (CFG)
and outputs a set of memory regions along with their respective locking durations. We
begin by providing an overview of the heuristic, followed by detailed discussions of each
step in subsequent subsections.

By adopting the loop-based approach proposed in [19], the addresses that get accessed
within loops are the only ones considered for locking. We start by extracting and analyzing
outermost loops to collect information about cache lines that conflict on the same set
(Section 4.2.1). We pass this information to an ILP that picks the locked content of the
cache (Section 4.2.2). Finally, we cluster the picked locked lines into memory regions with
continuous addresses and we select a suitable duration for every region (Section 4.2.3).
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4.2.1 Extracting and Analyzing Loops

Algorithm 4 outlines the steps required to collect the necessary information for the ILP,
which in turn determines the cache lines to be locked. Let C' be the set of all cache lines
containing code executed by the program. The algorithm takes a program CFG as input
and produces a dictionary H that holds the global hotness of every cache line accessed
in the program, a data structure o that keeps track of all the addresses that conflict at
every cache set, and a dictionary A that holds the duration for each locked cache line.
Our heuristic starts by traversing the CFG of the program to extract the entry and exit
addresses of each outermost loop. Let £ be the set of all outermost loops in a given
program. We start by initializing our o data structure to hold an empty list for every
cache set (line 8), and the A dictionary to hold an infinity value for all cache lines accessed
in the program (line 7). We iterate through the nodes within each outermost loop ¢ € £
and compute the set (line 12) for every cache line. Then, we populate the o data structure
which keeps track of all the cache lines that get mapped to the same cache set for every
outermost loop (line 13). For every accessed cache line ¢ in outermost loop ¢, we maintain
a record of its overall access frequency across the entire program by accumulating the
values returned by a function called get_freq which returns how many times a cache line
gets accessed within a given outermost loop (line 14). We assume that the set of cache
lines accessed within a program and their frequency in each outermost loop, including any
function or inner loop within, can either be determined by profiling the program off-line,
or by static program analysis.

In addition to keeping track of overall access frequencies of cache lines, our heuristic
also keeps track of the number of times a cache set gets accessed within a loop (line 10,
15). Our algorithm sets the locking duration for a given cache line based on the access
frequency of the set to which the cache line belongs (line 17, 18). The rationale behind
picking locking durations in this manner is that our duration-based LRU policy presented
in Section 4.1 increments the negative ages for locked blocks whenever the cache set gets
accessed. Thus, we set the duration in this manner to account for non-locked cache lines
belonging to the same set as the locked line. Given that our mechanism locks addresses on
access, the same address may be accessed in different loops, each with different frequencies.
To avoid propagating residual locked blocks from earlier loops, we set the locking duration
to be the minimum set access frequency across all loops.
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Algorithm 4 Extracting and Analyzing Loops
prog_cfg : A graph representing the program CFG
L : Set of outermost loops

H : Stores global hotness of all cache lines

A : Stores minimum access frequencies of cache lines
o : Stores cache lines that conflict on the same set
L = extract_loops(prog_cfg)

H(c) =0,A(c) =00 VceC

oll,s)=0 Vle L, Vse{0,....,8—1}

for each ¢ in £ do

10: set_freq(s) =0 Vse{0,...,§—1}

11: for each c €1 do

12: s = index(c)

13: oll,s) =oc(l,s)Uc

14: H(c)+ = get_freq(c,?)

15: set_freq(s)+ = get_freq(c, ()

16: end for

17: A(c) = min (set_freq(s), A(c))

18: Vs € {0,...,8 — 1},Ve € a(¢, s)
19: end for

4.2.2 Selecting Locked Cache Lines

To select the locked content of the cache, we propose an ILP formulation designed to
maximize the gain of locking under a set of constraints. Let x. € {0,1} be a binary
decision variable that specifies if cache line ¢ gets selected for locking or not. Let P be
the percentage of the cache that needs to be locked. We define our ILP objective function
G(s) for a set s along with its constraints as follows:

G(s)= > x-Ho) (4.1)

¢, s=index(c)

st. Y w.<P-W WeL (4.2)

ceo(l,s)

e 1. : binary variable for cache line ¢

e 7(c) : Global hotness of cache line ¢
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e 0(/,s): cache lines that conflict in loop ¢ on set s
e P: Locking percentage

e W: Total number of ways

The objective function depicted in Equation 4.1 locks a subset of the cache lines in set
s across all outermost loops such that G is maximized. We apply the same objective
function on every cache set independently due to the fact that they are mutually exclusive:
locking a block in a given cache set will never affect the ages or contents of other sets. For
that reason, we can linearly decompose our objective function and apply it per set. The
objective function in Equation 4.1 is subject to the set of constraints outlined in Equation
4.2. For every loop, the corresponding constraint dictates that the total number of locked
addresses does not exceed a locking threshold defined by P - W. Adjusting P to a value
below 1 ensures the availability of a designated number of unoccupied slots per cache set,
where unlocked data can reside. For instance, in a 4-way set-associative cache, setting
P to 0.5 will leave 2 free slots per cache set for unlocked cache lines. In our approach
we avoid setting P to 1.0 as this would require bypassing the cache and suffering the
latency of fetching unlocked data from main memory which would dramatically affect the
performance of the system. Finally, we note that our ILP formulation is equivalent to the
multiple knapsack problem, which is known to be NP-Hard [52].

4.2.3 Selecting Memory Regions and Durations

The ILP formulation discussed in the previous section can choose to lock an arbitrary
number of addresses. The ILP only constrains the number of ways that can be locked per
set but does not impose any constraint on the number of DLUT entries. This is crucial
as the size of the DLUT can have severe implications on latency and area. To that end,
we employ a KMeans algorithm that groups locked addresses into clusters that constitute
memory regions each containing a set of continuous addresses. KMeans is an iterative
unsupervised learning algorithm that assigns points of a given dataset to K clusters by

minimizing the sum of squared distances between points and their assigned clusters [13].
Let Z be the set of locked cache lines picked by the ILP, i.e.:

Z={c|Veel,z. =1} (4.3)
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Let J be the set of clusters such that |J| < K. The cost function F of the employed
KMeans algorithm is defined as:

e

F=>> 02— 2 (4.4)

j=1 i=1
Here, zi(j ) € Zis the datapoint of the locked line z in cluster j, and p; denotes the centroid
of cluster j.

After placing the locked addresses into clusters we define our memory regions based on
the boundaries of every cluster. Let ((j) be a function that returns all locked addresses
¢ € Z that belong to the j-th cluster. Then, each memory region r; € R simply comprises
all cache lines between min ({(j)) and max (¢(j)). Note that configuring regions in this
manner may result in the locking of cache lines that were not selected by the heuristic. The
impact this has on performance is discussed in Section ?7. Defining regions in this manner
allows us to use a RALUT, with each entry storing the starting and ending addresses of
the specified region. After determining the boundaries of memory regions, we assign their
corresponding durations. Given that locked lines were clustered based on their address
proximity, different addresses within the same cluster might have a different locking du-
ration. For this reason, we estimate the locking duration of d; for every region r; € R
by averaging the durations of all locked addresses that reside within the same cluster as
follows:

N AG
d; C;(j)’«j)’ vie{l,..., |7} (4.5)

Finally, we ensure that the picked durations fall within the ranges dictated by the age’s
bitwidths by applying a clamping function that saturates the duration after exceeding the
maximum threshold.

4.3 Evaluation

We implemented and evaluated the proposed duration-based instruction cache locking
mechanism in the gem5 [19] simulation environment running in syscall emulation mode.
The simulation setup consists of a single RISC-V core hosting an L1 I-cache and L1 D-
cache connected through a crossbar to the main memory. Throughout our experiments,
we use a 4-ways L1 I-cache with a size of either 2kB or 4kB.
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We evaluated the effectiveness of our approach by running various benchmarks from
the MiBench [27] and San Diego Vision [79] benchmark suites. We pick benchmarks that
are most representative of embedded applications out of which we include those with more
than 100 million dynamic instructions. Through experimentation, it was determined that
performing locking on benchmarks below this threshold is ineffective as these benchmarks
exhibit low I[-cache footprints. We construct our CFGs and collect profiling information by
analyzing the instruction traces generated by gemb5. The time it took to generate the CFG,
profile the program, and solve the ILP varied between 2 minutes for small benchmarks like
fft and sha to around 40 minutes for benchmarks with large traces like basicmath.

In this section, we first discuss how to configure the number of lockable memory regions
and the maximum representable duration, using a subset of the evaluated benchmarks.
Those are hardware implementation parameters that affect our heuristic. Then, we com-
pare our duration-based approach to the loop-based dynamic approach proposed in [19].
As discussed in Section 7?7, for the dynamic approach we employ a modified version of
our heuristic; specifically, for each loop [ and set s, we lock the P - W cache lines with
the highest access frequencies. We set the value of P to 75% (we lock 3 ways) as this
value performed best for both approaches over the selected cache sizes and benchmarks. A
similar methodology was employed to assess the performance of the static approach, the
findings of which are illustrated in Figure 4.3.

1.0 —— qsort
sha

—+— disparity

-+ dijkstra

-=- multincut
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Figure 4.1: Normalized miss rate for duration-based varying the age’s bitwidth; 2KB I-
cache with ' = 8 memory regions

Age’s Bitwidth. Figure 4.1 depicts the I-cache miss rate for our duration-based
approach as a function of the number of age bits, normalized by the one of the baseline
counter-based LRU policy [06] with log,(WW) = 2 bits. As discussed in Section 4.2.3, small
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bitwidths may result in clamped, suboptimal duration values: we observe a consistent
pattern of miss rate enhancement as the number of bits increases across all benchmarks,
followed by a plateau once a specific bitwidth is reached. Based on Figure 4.1, we select
an age bitwidth of 10 bits, as larger values show marginal miss rate improvements.

Number of Memory Regions. In Figure 4.2, we again plot the normalized cache
miss rate for the duration-based approach, this time based on the number of memory
regions K. The figure also shows the memory overhead in terms of added memory bits due
to the DLUT and the increased age’s bitwidth, compared to the total number of memory
bits in the baseline LRU L1 I-cache. As seen in Figure 4.2, our approach performs poorly
for some benchmarks at low number of regions: when K is small, the clusters selected by
the heuristic cover large ranges, which may include addresses that were not picked by the
ILP, and the selected durations are less accurate. At the same time, the overhead increases
linearly in K. Based on the obtained results, we select a value of K = 8, which results in
significant improvements for all benchmarks with a reasonable area overhead of 5.6%.

Area Overhead. For a 4-way 2kB instruction cache with a 64B line size, increasing
the age bitwidth to 10 bits adds an extra memory overhead of 40 bytes. Furthermore, the
proposed DLUT structure includes storing starting and ending addresses for each region,
along with the associated duration. In our experiments, the DLUT we utilized had 8
entries, resulting in an additional memory overhead of 74 bytes. Thus, the combined area
overhead of adopting the duration-based locking approach is 114 bytes, which amounts to
a total area overhead of 5.6% as can be seen in Figure 4.2.

Duration-based vs Dynamic. Figure 4.3 shows the normalized I-cache miss rate for
the duration-based and dynamic approaches over all benchmarks and cache sizes of 2kB
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and 4kB. For a 2kB I-cache size, our proposed approach achieves a maximum miss rate
improvement of 47% for gsort, and an average miss rate improvement of 26% across all
benchmarks, which is nearly equivalent to the 27% improvement achieved by the dynamic
approach. It performs better than the dynamic approach for the gsort, dijkstra, and sha
benchmarks. Such benchmarks exhibit large outermost loops with intricate access patterns;
locking/unlocking at loop entry/exit points proves to be less flexible in comparison to
the duration-based approach which has the potential of adapting to how the program is
behaving by selecting different durations for different cache lines. For a 4kB I-cache size,
our proposed approach achieves a maximum miss rate improvement of 52% for rij, and
an average miss rate improvement of 21% across all benchmarks, which is slightly better
than the dynamic approach at 19%. Note that both the duration-based and the dynamic
approach achieve no significant benefit, or even perform worse compared to the baseline
for some benchmarks, in particular gsort, sha, fft, motion — estimation, and mser: at
4kB, the code of such benchmarks can fit entirely in the I-cache, removing any benefit from
locking.

Execution Overhead. Both the duration-based and the dynamic approach suffer
execution time overheads compared to the baseline LRU, as summarized in Table 4.1. For
duration-based, the DLUT must be configured before the program is executed; assuming
3 load instructions are needed to read the values from memory and 3 store instructions are
needed to write the starting address, end address, and duration for each region, this equates
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Table 4.1: Overheads for dynamic and duration-based locking

Dyn. Lockin Dyn. Lockin Dur. Lockin

Benchmark Lock};Unlock Ingstr. Oveihead Impiet Overhead Impict
gsort 292 1% 1%
dijkstra 220 1% 1%
sha 194 6% 1%
rij 170 1% 1%
b.math 212 0% 1%
fft 412 22.8% 8%
disparity 2134 3% 1%
clustering 778 1% 1%
pca 712 1% 1%
mot.est 462 2% 1%
multicut 1616 11.9% 1%
mser 802 71.3% -

to 6K = 48 instructions for any benchmark. We employ this abstract performance model
because implementing and evaluating the entire pipeline for a dynamic locking approach
necessitates complex compiler adjustments. For the dynamic approach, two instructions
must be added at loop entry/exit points to lock /unlock each selected cache line; as shown in
the table, the resulting number of instructions is in all cases larger than for duration-based
and varies depending on the benchmark size and the number of outermost loops it exhibits.
Finally, we evaluate the impact of the overhead on the performance gains achieved by each
method. We assume a platform with an L1 miss penalty of 10 cycles and otherwise one cycle
per instruction; the table thus reports the ratio of the overhead in number of instructions
divided by the performance gain in number of saved cache misses multiplied 10. In the
duration-based approach, we observe an 8% reduction in performance for fft (note that
fft shows marginal benefits in Figure 4.3), while for all other benchmarks the decrease
is negligible. For dynamic-based locking, a more significant performance reduction of 6%,
22.8%, 3%, 2%, 11.9%, and 71.3% was encountered for sha, fft, motion — estimation,
multicut, and mser respectively.
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4.4 Conclusions

In this chapter, we introduced a novel duration-based locking mechanism that achieves
comparable results to dynamic locking without requiring program modifications. Our
approach employs a hardware-based mechanism that repurposes LRU age bits to determine
their lock status, alongside a heuristic for selecting the locked lines and their locking
durations. Evaluation results based on program profiling have shown the potential of our
approach which on average improved the miss rate of a 4-way 2kB L1 I-cache by 26% while
paying a memory overhead of 5.6%.
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Chapter 5

Conclusions and Future Work

In this thesis, we explore the challenges of maximizing average performance while honoring
the timing requirements imposed by high-criticality tasks. Accordingly, we propose two
contributions, one at the memory arbitration level and another one at the cache controller
level.

At the memory arbitration level, this thesis proposes DAMA a dual arbitration mecha-
nism that provides an upper bound on the cumulative processing latency of LTC requests
without degrading the performance of tasks issuing N LT'C' requests. The need to enforce
a per-request latency bound in Duetto [57] requires a complex mechanism that monitors
the resource state and performs intricate mathematical operations to determine whether
a request meets its deadline. This complexity makes hardware implementation challeng-
ing due to critical path constraints and verification concerns. In contrast, our proposed
DAMA provides a bound on the cumulative latency of LT'C requests rather than enforcing
per-request bounds. Under this scheme, checking for violations is significantly simpler and
involves only basic logic elements, such as a counter and a comparator for each requestor.
As part of our future work, we aim to integrate this arbitration scheme into a DRAM or
SRAM memory controller and implement it in RTL.

Our proposed approach addresses the challenge of maintaining a latency bound for
LTC requests in mixed criticality systems which is crucial, especially for high-criticality
tasks. However, once latency guarantees are met, it becomes equally important to regu-
late the bandwidth budget allocated to each core. This is because the amount of memory
requests that are sent out by each requestor can significantly impact both the overall per-
formance and fairness of the system. Such issues may arise with NLTC requests that are
not accounted for when DAMA operates in RTA mode. Although these requests are not
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latency-critical, they may still originate from high-criticality tasks via DMAs or accelera-
tors. Without controlling how frequently memory requests are issued, certain cores may
unfairly dominate the available bandwidth, leading to inefficiencies and potential starva-
tion for high-criticality tasks. As part of our future work, we plan to extend our approach
by not only maintaining latency bounds but also regulating the bandwidth allocation for
cores executing workloads with varying latency and throughput requirements. This will
help ensure a more balanced and efficient use of system resources.

At the cache controller level, this thesis proposes a novel duration-based cache-locking
mechanism. This mechanism achieves comparable results to the dynamic locking approach
without requiring program binary modifications and with minimal area overhead. Our
proposed approach relies primarily on profiling to understand the program’s behavior prior
to runtime. This is well-suited for embedded systems, where workloads are typically simple
and exhibit predictable behavior. However, in general-purpose systems, workloads tend to
be less predictable as they are designed to handle a diverse range of tasks simultaneously.
The reliance on offline profiling in our heuristic limits the applicability of the locking
approach in such systems. Addressing this limitation may require adopting online profiling
techniques that leverage run-time information provided by performance monitoring units
such as the one described in [60].

In our preliminary experiments, we applied the same duration-based locking mecha-
nism to data caches. The results demonstrated only marginal performance benefits. This
is primarily due to the complex access patterns of data caches, as highlighted in [33]. Specif-
ically, programs often access multiple conflicting data blocks within short time intervals,
rendering cache line locking ineffective and, in some cases, detrimental to system perfor-
mance. As part of our future work, we plan to explore program transformation techniques,
such as those proposed in [33], to make programs more locking-friendly. Once transformed,
we aim to apply our duration-based approach to evaluate its impact on L1 data caches.
Additionally, similar techniques could be extended to the L2 cache and applied to alterna-
tive replacement policies, such as pseudo-LRU. We also intend to integrate our proposed
mechanism into a static analysis tool to assess its effects on worst-case execution time

(WCET).
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