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Abstract

Modern technological devices, ranging from the pedestrian smartphone to the highly spe-
cialized pacemaker, are increasingly dependent on miniaturized electronic components, such
as integrated circuits, to accomplish their functions. To source these essential components,
manufacturers rely on a complex and fractured global supply chain of distributors, brokers,
and gray market intermediaries. The precipitous rise of counterfeit, compromised, or tam-
pered devices being found within electronic supply chains over the past decade poses a threat
to the trustworthiness, reliability, and correctness of the technologies that incorporate these
components. Current techniques for detecting and mitigating these supply chain threats are
unreliable, time-consuming, subjective in nature, and in some instances, cause permanent
damage to the component under evaluation.

In response to these concerns, this thesis proposes SILGEO, a system capable of rapidly
verifying the authenticity of electronic components and assemblies by analyzing the device’s
intrinsic physical properties. Impedance discontinuities and wave propagation characteris-
tics within the device are measured to create a hardware fingerprint, which is then used to
determine the device’s authenticity. The efficacy of SILGEO at detecting counterfeit mi-
crochips was evaluated alongside existing techniques as part of a case study focusing on
the commonly counterfeited FT232RL microchip. From an experiment pool containing 260
FT232RL examples obtained from 9 different vendors across the globe, SILGEO was able
to determine the authenticity of each microchip with 100% accuracy, correctly identifying a
total of 119 counterfeit devices in the experiment pool.

v



Acknowledgements

I would like to thank my supervisor Professor Sebastian Fischmeister for his support,
guidance, and the opportunity to be a member of the Embedded Software Group. Thank
you as well to Dr. Carlos Moreno for sharing his expertise, observations, and our many
invigorating conversations during my time at the University of Waterloo.

Special thanks to Umut, Jack, and Lukas from the Embedded Software Group for their
assistance in collecting, processing, and analyzing the hundreds of gigabytes of measurement
data. I also would like to thank Karim, Chris, Ari, and Scott from KA Imaging Inc. for
their X-ray expertise and equipment used to image the FT232RL microchip collection.



Dedication

A ma famille et & mes amis — Merci pour vos encouragements !

vi



Table of Contents

List of Figures X
List of Tables xiii
List of Abbreviations Xiv

1 Introduction

1.1 Contributions . . . . . . . . . .

1.2 Thesis Organization . . . . . . . . . . . .. .
2 Background 4
2.1 Electronic Supply Chains . . . . . . . . .. ... o 4
2.1.1  Microelectronic Fabrication . . .. .. ... ... ... .. ...... 6
2.1.2  Circuit Board Assembly . . . . .. .. .. ... ... .. ... 7
2.1.3 Simplified Electronics Supply Chain . . . . . . . ... ... ... ... 9
2.2 Supply Chain Threats . . . . . . . . ... ... . ... 10
2.2.1 Component-Level Attacks . . . . ... ... ... ... ... ..... 12
2.2.2 Board-Level Attacks . . . . ... ... ... .. ... ... ... 21
2.2.3 Current Mitigation Efforts . . . . . . ... ... ... 0000 26
2.3 Microwave RF Overview . . . . . . . . .. ... ... ... 31
2.3.1 Scattering Parameters . . . . . .. .. ... 000 32
2.3.2  Scattering Matrix . . . . . ... 32
2.3.3 Two-Port Networks . . . . . . . .. ... ... . .. 33

Vil



3 SIiLGEO Overview

3.1
3.2

3.3

3.4

Problem Statement . . . . . . . ...
Theory of Operation . . . . . . . . ... ..
3.2.1 Single Port Characterization . . . . . . . . .. ... ... ... ....
3.2.2  Multiple Port Characterization . . . . ... ... ... ... .....
3.2.3 Determining Authenticity . . . . . . ... ... L.
Data Features . . . . . . . ...
3.3.1 Measured Features . . . . . . . .. ... Lo
3.3.2 Derived Features . . . . . . .. ...
3.3.3 Analysis Methods . . . . . . . .. ...
Advantages of SILGEO . . . . . . . . . ...

4 SILGEO Acquisition System

4.1
4.2

4.3
4.4

Vector Network Analyzer . . . . . .. . . ... ...
Multiplexing Board . . . . . . . . ... o
4.2.1 Multiplexing Board Design . . . . . . .. .. ... 0oL
4.2.2  Multiplexing Board Performance Analysis . . . . ... ... .. ...
Adapter Boards . . . . . . ...
Acquisition Controller . . . . . . . . . ...
4.4.1 Startup Arguments . . . .. ..o
4.4.2 Functionality . . . . . . . . ...

5 FT232RL Case Study

5.1
5.2
5.3

FT232RL Overview . . . . . . . . .
Case Study Objective . . . . . . . . . . .
FT232RL Test Pool . . . . . . . . . .

5.3.1 Procurement . . . . . . . .

5.3.2 Establishing FT232RL Authenticity . . . . . . . .. .. ... .. ...

Viil

37
38
38
40
41
43
44
44
47
48
49

50
51
25
o7
68
73
7
78
79



5.4 FT232RL Characterization . . . . . . . . . . . . .. ... ... ... .. ...
5.5 Case Study Results . . . . . . . . . . . ...
5.5.1 FT232RL Clustering . . . . . . . ... ... .. ... ...
5.5.2  FT232RL Authenticity . . . . . ... ... ... L
5.6 Case Study Conclusions . . . . . . . . .. ...
5.6.1 Limitations . . . . . . . ... L

5.6.2 Lessons Learned . . . . . . . . . ..

6 Future Work
6.1 Calibration Improvements . . . . . . . . . .. ... ...
6.2 Harnessing the Time-Domain . . . . . . . . .. .. .. ... ... ... ...

6.3 Additional Applications . . . . . ...
7 Conclusions
References
APPENDICES
A Complete Set of Multiplexing Board RF Characteristics
B Acquisition Controller Startup Arguments

C Measurement Database Schema

1X

103

104

113

114

124

127



List of Figures

2.1 Simplified Supply Chain . . . . . . . ... .. o 9
2.2 Two-Port Network With Incident and Reflected Power Waves . . . . . . .. 34
3.1 Reflection Response From a Single Pin . . . . . ... ... ... ..... .. 40
3.2 Transmission Response Through Two Pins . . . . . . . ... ... ... ... 42
3.3 Simultaneous Reflection & Transmission Response From Two Pins . . . . . . 42
3.4 Characterization of Multiple Pins . . . . . . . ... ... ... ... .. 43
3.5 Magnitude Transformation . . . . . . . . ... ... L 47
3.6 Phase Transformation . . . ... ... .. ... ... ... 48
4.1 Acquisition System . . . . . ... 50
4.2 P9370A - 300kHz to 4.5GHz VNA . . . . . .. ..o 52
4.3 Scattering Parameters for a Two-Port Network . . . . . . . .. ... ... .. 53
4.4 S2P Data File . . . . . . ..o 54
4.5 Multiplexing Board . . . . . .. ... oo 5}
4.6 Multiplexing Board Layout . . . . . . . ... .. ... oL 58
4.7 Multiplexing Topology . . . . . . . . . . .. 60
4.8 Cross Section of a Coplanar Waveguide With Ground Plane . . . . . . . .. 61
4.9 Microstrip Trace Surrounded by a Via Fence . . . . . . ... ... ... ... 65
4.10 Via Stitching . . . . . . .. L 68
4.11 Multiplexing Board Characterization . . . . . . . . .. ... ... ... ... 69



4.12 Multiplexing Board Insertion Loss . . . . . . . . . . . ... ... ... ... 71

4.13 Multiplexing Board Mean Isolation . . . . .. ... .. ... ... ... ... 72
4.14 D38999 Adapter Board Bottom View . . . . . . .. ... ... ... ... .. 74
4.15 Multiplexing Board With Attached D38999 Adapter Board . . . . . . . . .. 74
4.16 Adapter Boards for Various DUT’s . . . . . .. ... ... ... .. ... .. 76
4.17 Acquisition in Progress . . . . . . ... 7
4.18 Acquisition Controller Startup . . . . . . . . . .. .. ... ... ... .. 78
5.1 FTDI FT232RL . . . . . . . . e 82
5.2 X-ray Images of FT232RL Devices . . . . . . . .. ... ... ... ..... 86
5.3 FT232RL Measurement Setup . . . . . . . . . . .. .. ... ... ... ... 88
5.4 FT232RL Clustering, Colored by Vendor . . . . . . . ... .. .. ... ... 90
5.5 Similarity Score, Colored by Authenticity . . . . . . .. ... ... ... ... 92
5.6 Confusion Matrix of the Authenticity Results . . . . . ... ... ... ... 93
A1 Imsertion Loss . . . . . . . . L 114
A.2 Mean Isolation . . . . . .. . .. 115
A.3 Isolation When SMA; to RF; Selected . . . . . . ... ... ... ...... 115
A.4 Isolation When SMA; to RFy Selected . . . . . . . ... ... ... ..... 116
A.5 Isolation When SMA; to RF3 Selected . . . . . . . .. ... ... ...... 116
A.6 Isolation When SMA; to RFy Selected . . . . . . . ... ... ... ..... 117
A.7 Isolation When SMA; to RF5 Selected . . . . . . ... ... ... . ..... 117
A.8 Isolation When SMA; to RFg Selected . . . . . . ... ... ... ...... 118
A.9 Isolation When SMA; to RF5 Selected . . . . . . . ... ... ... ..... 118
A.10 Isolation When SMA; to RFg Selected . . . . . . . . ... ... ... .... 119
A.11 Isolation When SMA, to RF; Selected . . . . . .. .. ... ... .. .... 119
A.12 Isolation When SMA, to RFg Selected . . . . . . . .. ... ... ... ... 120
A.13 Isolation When SMA, to RFg Selected . . . . . . . .. ... ... ... ... 120

x1



A.14 Isolation When SMA, to RFqg Selected . . . . . . . .. ... .. ... .... 121

A.15 Isolation When SMA, to RFy; Selected . . . . . . . . ... ... ... .... 121
A.16 Isolation When SMA, to RFy3 Selected . . . . . . . . .. .. ... ... ... 122
A.17 Isolation When SMA, to RFy3 Selected . . . . . . . . .. ... ... ..... 122
A.18 Isolation When SMA, to RFy4 Selected . . . . . . . . .. .. .. ... .... 123

xii



List of Tables

4.1 Multiplexing Board PCB Stackup . . . . . .. .. ... ... ... .. ... 63
4.2 Signal Path Lengths . . . . .. . . . ... 64
5.1 FT232RL Vendors and Quantities Obtained . . . . . . . ... .. ... ... 83
5.2 FT232RL Suspected Category Counts . . . . . . . . .. ... ... ... ... 84
5.3 FT232RL Pin Selection . . . . . . . . . ... 88
5.4 FT232RL Characterization Criteria . . . . . . . . . .. ... ... ... ... 89

Xlil



List of Abbreviations

AFR automatic fixture removal 99

BMC baseboard management controller 23

BOM bill of materials 8, 21-25

CPU central processing unit 6, 19
CPWG coplanar waveguide with ground 61, 64, 65, 75

CT computed tomography 29, 30

dB decibels 35, 36, 47, 68

DC direct current 57

DTW dynamic time warping 48, 91, 92
DUE device under evaluation 38

DUT device under test 32, 33, 38, 40, 48, 50-52, 55-57, 59, 68, 72, 73, 75, 88, 96, 93-100,
103

EDA electronic design automation 10, 20, 65
EEPROM electrically erasable programmable read-only memory 81
EMI electromagnetic interference 25

ENIG electroless nickel immersion gold 63

X1v



ESD electrostatic discharge 14, 15, 27, 91, 101, 102

FFT fast Fourier transform 100, 101
FPGA field-programmable gate array 16, 51

FTDI Future Technology Devices International 81-86, 91, 95
GAO Government Accountability Office 1

HDL hardware description language 6, 19
Hz hertz 31

IDM integrated device manufacturer 7, 20
IF intermediate frequency 79, 125, 128
IFFT inverse fast Fourier transform 100, 101

IP intellectual property 6, 17-21
JSON JavaScript Object Notation 125
LDA linear discriminant analysis 49

MB Multiplexing Board 51, 55-59, 61-70, 72, 73, 75, 77, 79, 80, 87, 89, 96, 98, 99, 124,
127, 128

NASA National Aeronautics and Space Administration 84

NSA National Security Agency 2224

OCM original component manufacturer 11, 84
OEM original equipment manufacturer 11

OS operating system 77, 82, 85

PCA principal component analysis 49, 90, 95

XV



PCB printed circuit board 5, 7-9, 14, 21-25, 39, 61-63, 65, 70, 71, 73, 75, 88, 98

PCBA printed circuit board assembly 7

RF radio frequency 3, 4, 31, 32, 39, 40, 47, 51, 52, 54, 55, 57-62, 65, 69, 70, 73, 79, 99, 100,
125, 127

RTL register-transfer level 6, 17-20

SASC Senate Armed Services Committee 1, 13

SMA SubMiniature version A 52, 55, 56, 58, 61, 63, 69, 70, 73, 75, 98, 99
SMP SubMiniature version P 55, 56, 58, 61, 63, 69-71, 73, 75

SMT surface-mount technology 8, 14, 23, 62

SNR . signal-to-noise ratio 73

SSOP shrink small outline package 75, 81, 87-89, 94, 96

t-SNE t-distributed stochastic neighbor embedding 49
TDR time-domain reflectometry 63, 100

TDT time-domain transmissometry 100

TOCTOU time-of-check to time-of-use 37

UART universal asynchronous receiver-transmitter 81, 85

USB Universal Serial Bus 23, 51, 53, 57, 75, 81, 8587

VHDL VHSIC Hardware Description Language 6

VNA vector network analyzer 32, 51-56, 58, 68-71, 73, 75, 77-80, 98, 100, 127, 128

WLCSP wafer-level chip scale packaging 23

Xvi



Chapter 1

Introduction

In early 2011, the United States Senate Armed Services Committee (SASC), charged with
legislative oversight of the nation’s military, ordered an inquiry into the presence of coun-

terfeit electronic parts within defense supply chains [3]. The findings were stark; over a
two-year period, defense contractors had encountered 1,800 incidents of suspected counter-
feiting involving more than 1 million individual parts [1]. Counterfeit parts had been found

everywhere, from video screens and thermal cameras to safety-critical missile guidance com-
puters and flight avionics for planes and helicopters. As part of the inquiry, the United States
Government Accountability Office (GAO), a congressional agency tasked with auditing and
investigating, was asked to study how these non-conforming parts had entered defense supply
chains [5]. Using a fictitious company, the GAO joined several electronic component mar-
ketplaces and attempted to purchase military-grade electronic parts. Interspersed among
quote requests for legitimate part numbers, the GAO had also asked for non-existent and
fictitious components, using part numbers that were not associated with any known authen-
tic components. The response was startling; rather than advise the part numbers were not
obtainable, nearly 40 vendors, all located in China, stated they could supply the non-existent
components.

The message sent by these early reports was clear: supply chains are not friendly ter-
ritory. They involve untrusted entities with differing sets of priorities, and yet electronic
supply chains are essential to the construction of modern technological systems. Miniatur-
ized electronic components, such as integrated circuits, underpin vast areas of our societies,
to the point that their reliability, correctness, and trustworthiness is simply assumed. For
the trusted hardware used to construct secure and safety-critical systems, this assumption is
no longer sufficient [6]. With malicious entities capable of tampering with nearly every stage



of the supply chain, designers, manufacturers, and end-users must have positive verification
that hardware is authentic and unmodified.

Current techniques for assuring hardware integrity and authenticity are inadequate. Most
methods are haphazard, time-consuming, and overly reliant on anecdotal observations. Hu-
man experts are often required to make subjective judgments as to whether an anomaly is
the result of malicious actors or just sloppy manufacturing. In practice, many techniques
are not 100% reliable in isolation, necessitating the use of multiple different techniques and
evaluating the results holistically to obtain a reliable authenticity determination. This has
left government and industrially alike in a vulnerable position, having only limited ability to
authenticate hardware throughout the stages of manufacturing, testing, and end-use.

To address these challenges, this thesis presents SILGEO, a hardware fingerprinting ca-
pability that can rapidly determine the authenticity of an electronic device. SILGEO uses
physical characteristics intrinsic to all electronic devices, namely the speed of electromagnetic
wave propagation within the device and the presence of impedance discontinuities, to create
a unique fingerprint. This fingerprint is then statistically compared with the fingerprints of
other devices, or a known-good fingerprint, to quantitatively verify the legitimacy of a de-
vice. Applicable to individual components and larger assemblies, SILGEO is nondestructive,
instant, and can be applied to devices in situ.

1.1 Contributions

The contributions of this thesis to the literature can be summarized as follows:

e Presents an overview of electronic manufacturing and the supply chain entities involved.

e Provides a thorough discussion and taxonomy of the threats currently facing the supply
chains that support electronic manufacturing and summarizes the current state of
threat mitigation efforts.

e Proposes SILGEO, a novel technology capable of rapidly verifying the integrity of mi-
croelectronics and assemblies by analyzing the electronic device’s intrinsic wave prop-
agation and impedance characteristics.

e Confirms the pervasive nature of microelectronic counterfeiting with a case study fo-
cusing on the popular FT232RL microchip, encompassing 260 devices sourced from 9
different vendors.



1.2 Thesis Organization

Following the introduction in Chapter 1, Chapter 2 provides background information on
electronic manufacturing, supply chain threats, and a brief review of microwave radio fre-
quency (RF) concepts utilized by SILGEO. Chapter 3 then follows with an overview of
SILGEO’s method of operation, with SILGEO’s implementation then detailed in Chapter 4.
Chapter 5 details the experimental results of testing SILGEO on genuine and counterfeit
FT232RL microelectronic devices. Next, Chapter 6 discusses possible avenues of future

work and additional applications for SILGEO. Finally, some closing remarks are present in
Chapter 7.



Chapter 2

Background

Before detailing the specifics of SILGEO and its method of operation, it is important to first
contextualize the challenges currently facing electronic systems and their supply chains. To
that end, this chapter opens with an overview of electronic manufacturing and supply chains.
It continues with a taxonomy on the types of threats facing electronic supply chains and the
current efforts to detect and mitigate them. Additionally, some introductory microwave RF
concepts related to the operation of SILGEO are detailed.

2.1 Electronic Supply Chains

Modern supply chains are increasingly global and fractured affairs, with end-users of products
many steps removed from the manufacturer. Advances in communications and technology
have allowed businesses to segment and specialize their operations, leading to faster produc-
tion, increased efficiency, and lower costs [7]. The electronics industry is no exception to
this, and in many ways has been at the forefront of this trend. Manufacturing steps that
were previously performed by a single vertically integrated entity are now delegated to an
armada of assembly houses, subcontractors, distributors, and contract manufacturers. It is
not uncommon for an electronic product to be handled by numerous entities, crisscrossing
the globe while on its way from designer to final customer [].

The electronics industry is generally considered to be organized into three manufacturing
segments: raw materials, electronic components, and assemblies [9]. Raw materials refers
to the inputs needed for the subsequent manufacturing of components and circuit boards.
Semiconductor fabrication, for example, requires numerous input elements (besides silicon,



of course), such as arsenic, boron, gallium, and phosphorus, in large high-purity quantities.
Circuit boards, in turn, require ceramics, plastic, fiberglass, and various metals, including
copper, gold, aluminum, and silver.

The electronic components segment refers to the manufacturing of electronic devices
which are utilized in electronic circuits, ranging from discrete resistors, to highly integrated
semiconductor devices. Components are typically categorized as passive, such as resistors,
capacitors, and inductors; or as active, with the distinction that active components can con-
trol the voltage or flow of current within a circuit, and passives cannot [9]. Examples of
active components include amplifiers, logic circuits, microcontrollers, memory, and proces-
sors. A circuit will often contain an interconnected mix of passive and active components,
although depending on the application, single component circuits also exist. The manufac-
turing of components can require a broad spectrum of steps and processes depending on the
final electronic device, but in general the segment is considered to be both capital and labor
intensive, compounded with demanding quality expectations if a firm wants to be econom-
ically profitable [10]. In particular, the design and production of silicon based devices is
characterized by having exacting quality requirements, the interaction of numerous separate
entities, and long fabrication cycles [11].

The assemblies segment varies by product, but most often refers to the packaging of sili-
con dies into microchips, and separately, the population of components onto a printed circuit
board (PCB). For silicon-based devices, assembly entails electrically connecting the bare sil-
icon die to metal leads that will be externally accessible, while simultaneously encapsulating
the device in the familiar black epoxy resin. For circuit boards, assembly refers to the placing
and soldering of electrical components to the PCB, often performed by an assembly house.
Usually, the client contracting with the assembly house is responsible for providing the bare
circuit boards and components to be soldered. However, some assembly houses also offer
turn-key services, where they handle the production of the bare circuit boards and sourcing
of components. Additionally, some assembly houses offer box-build or systems integration
services, which goes beyond turn-key, and can include fabrication of enclosures, wiring har-
nesses, the installation of any sub-assemblies, and final product packaging [9]. Box-build
can also include customer-specific product customization, such as the amount of storage in
a phone or the choice of graphics card in a laptop.

Within each of the aforementioned market segments, there are entities, ranging from
manufacturers, contractors, distributors, specialists, and consultants, who have expertise
in their specific area of the supply chain. In order to better understand the interaction
between these entities, the following two sections provide an overview of the steps involved
in microelectronic fabrication and circuit board assembly. Afterward, Section 2.1.3 discusses
the supply chain entities in a unified manner.



2.1.1 Microelectronic Fabrication

Microelectronic manufacturing is broadly divided into three major stages: design, fabrica-
tion, and packaging. The design of a new microelectronic device, also known as an integrated
circuit, starts like many other products: with the drafting of a high-level specification. For an
integrated circuit, the specification will typically encompass functional requirements, desired
performance, power, timing, size, and the environment within which the device will oper-
ate [%]. From these specifications, engineers will describe the required circuits in a hardware
description language (HDL), such as VHSIC Hardware Description Language (VHDL) [12]
or Verilog [13], to produce a register-transfer level (RTL) representation of the circuit. The
RTL acts as a high-level abstraction of the design, comprising of registers and combinational
logic; it captures the flows between gates and the logical operations to be performed. The
RTL is then combined with a silicon technology library, a sort of catalog containing standard
gate designs for a particular silicon process size, to synthesize a gate-level description of the
circuit, commonly called a netlist. The netlist is then further combined with process-specific
information from the desired silicon foundry to produce a fully placed and routed transistor
level layout. The layout is an artwork representation of the microelectronic circuit, consist-
ing of geometric shapes for the layers of semiconductor, metal, and oxide that comprise the
desired circuit.

Throughout the design process, engineers can choose to incorporate pre-made circuit
blocks from external vendors rather than developing everything in-house from scratch. These
pre-made blocks are commonly known as intellectual property (IP) cores and are generally
sold under a royalty license from their respective designer [3]. The breadth of IP cores avail-
able for sale is quite literally endless, with entire central processing units (CPUs), embed-
ded memory, multimedia accelerators, graphics controllers, networking peripherals, display
drivers, and encryption accelerators available, to name a few [11]. Depending on the vendor,
the IP cores are provided as synthesizable RTL or as completed layout artwork ready to
be inserted. The use of IP cores in designs is increasingly common, particularly with firms
looking to avoid costly re-development or reduce their time to market [11]. The most rec-
ognizable vendor of IP cores is ARM Ltd., whose soft microprocessor designs were used in
over 25 billion chips in 2020 alone [15].

After the design has been verified and validated, the layout will be sent to a semicon-
ductor fabrication facility, commonly referred to as a foundry, for manufacturing [3]. At the
foundry, the manufacturing process starts with the production of lithographic masks, derived
from the supplied artwork, for use in the subsequent photolithography process to image the
circuit layout onto the silicon wafer. Starting from a bare silicon wafer, the required semicon-
ductor layers are built up with a repeated process of material deposition, photolithographic



patterning, and chemical etching. Depending on the electronic properties required, stages
of dopant introduction and ion implantation are also performed [16]. Once the semiconduc-
tor layers are complete, successive metalization layers are added to interconnect the various
gates, logic sections, and subsystems on the die. Throughout the fabrication process, various
automated and manual wafer inspections are performed to check for defects, adjust param-
eters, and optimize production yields. Completed wafers are then cut into individual silicon
dies, with the non-defective dies sent for final assembly.

In order to protect the finished silicon from harsh environments, i.e., anything other than
a clean room, and to enable connectivity with the external world, the bare dies are then
packaged, typically in an epoxy like material. The packaging process involves wire bonding
the die to a lead frame, using fine wires made of materials such as gold and aluminum.
The lead frame is a metal platform which contains the externally accessible electrical pins,
provides mechanical rigidity for handling, and thermal heat sinking. The packaged devices
are then tested for defects and, depending on the product, binned according to performance,
quality, or another metric. The devices are then sent to warehouses or distributors, where
they are stored until ordered by customers.

Historically, firms creating silicon components were vertically integrated. In addition to
creating the design, firms would operate their own foundries, and the equipment needed final
assembly and packaging. However, the increasing complexity of silicon fabrication, which in
turn requires ever-increasing capital investments, has given rise to stand-alone fabrication
companies, referred to as pure-play foundries, who produce silicon under contract for other
companies. This has led to an increase in fabless semiconductor companies that only focus on
designing devices and have no semiconductor fabrication capabilities. Vertically integrated
companies, today called integrated device manufacturers (IDMs), still exist, and many have
followed in the footsteps of contract manufacturers, opening up their foundries to external
orders while still producing their own devices [17]. In a similar vein, the translation of the
layout artwork to a set of lithographic masks can be done in-house by the foundry or, as is
increasingly common, outsourced to a specialty third party [11].

2.1.2 Circuit Board Assembly

Commonly referred to as circuit boards, printed circuit boards (PCBs), and printed circuit
board assemblies (PCBAs) when fully assembled, a PCB serves two main functions; the first
is to provide an electrical interconnect, i.e., wiring, for power and signals between the various
components. The second is to provide a structural backing to hold the various components
in place and to enable the physical mounting of the overall assembly in a larger enclosure



or system. Circuit boards are typically constructed from laminated layers of conducting
copper and insulating fiberglass, but more exotic materials are also used, such as ceramics,
aluminas, and various blends [18]. When fully assembled, a PCB can contain anywhere from
tens to thousands of individual components.

The PCB design process typically starts with the creation of a schematic, which details
the components used, their inputs and outputs, and how they are interconnected [19]. The
schematic will also contain a reference designator for each component, which enables the
unique identification of each component which is then used when populating the board with
components during assembly. The information from the schematic is then used in the board
layout, a document which, among other things, depicts the location of the component foot-
prints, dimensions of copper traces, and the location of holes to be drilled on the board [19].
The layout also typically contains a silkscreen layer which contains text to be silkscreened,
i.e., printed, onto the board, such as product information and reference designators.

After the completion and final verification of the schematic and layout, a set of semi-
standardized files are generated and sent to the circuit board manufacturer and board as-
sembly house [19]. Typically the files sent include the gerbers which contain the lithographic
masks for each board layer; a drill file which details where holes should be drilled into the
circuit board and if they should be plated; and a bill of materials (BOM) containing all the
parts needed for assembly, their position and orientation on the board, and their designator.
The board manufacturer then adapts the design to their specific manufacturing process and
proceeds with various requested electroplating, etching, silkscreening, and drilling steps. The
boards are then typically tested for electrical faults such as shorts and opens.

For component population, circuit boards are typically assembled in two passes, with
the surface-mount technology (SMT') process first and the through-hole components second.
With SMT, the bare circuit boards are first pasted with solder using a stencil derived from
the gerbers, and then a machine called a pick-and-place will populate the board with the re-
quested surface-mount components [20]. The board then passes through a high-temperature
oven, known as a reflow oven, which flows, i.e., melts, the solder paste into hardened sol-
der, thus forming both an electrical and mechanical bond. After finishing the SM'T process,
through-hole components are placed, typically by hand, and the board then passes through
a wave solder machine which applies solder to the exposed leads [20].

It should be noted that not all of the footprints on a circuit board will always be pop-
ulated, with these missing components aptly called unpopulated components. This typically
occurs when the circuit board design is used in multiple product models, where the different
versions require boards with fewer or added components. It can also occur with the compo-
nents related to debugging and testing, which are usually unpopulated on production boards.



As a final step, the assembled boards are often inspected, either manually or automatically,
for any abnormalities such as solder bridges and misplaced or missing components [19]. If
any are present, the board is pulled and then sent for rework or an equivalent corrective
procedure. The completed boards are then sent for final assembly, where they are integrated
with other parts and sub-assemblies into the desired final product.

2.1.3 Simplified Electronics Supply Chain

While the supply chains that support microelectronic fabrication and circuit board assembly
were introduced here separately, the reality is that they are actually one and the same.
The fabrication of silicon microelectronic components is upstream from, and directly feeds,
the supply chains used in PCB assembly. To better illustrate this, Figure 2.1 presents a
flow diagram showing the various entities and relationships, albeit simplified, involved in the
production of a microelectronic device which is then incorporated onto a circuit board. What
immediately stands out in the diagram is the sheer number of entities that are involved in
the electronics industry and the interconnectedness that is present between them.
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Figure 2.1: Simplified Supply Chain
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Figure 2.1 also introduces some entities not discussed in the previous sections, such as
distributors and the gray market. In the electronics ecosystem, manufacturers typically only
sell their products to a handful of authorized distributors, which in turn resell them to final
customers such as designers or assembly houses. These distributors are “authorized” in
the sense that they typically have commercial or legal arrangements with manufacturers to



carry their parts, whereas distributors operating in the gray market, also sometimes referred
to as brokers, do not [21]. The specifics of these arrangements can vary by manufacturer;
however, they generally set out guidelines that the distributor needs to follow for obtaining
parts, storing them, and the price they can resell them at. The gray market, put simply, is
a collection of entities that sell components outside of the authorized distribution channels.
This can include reputable entities who may simply be reselling components bought from
authorized distributors, and seedy entities who have obtained components from dubious
sources. The concern with the gray market is that is difficult to know exactly what you are
buying and where it came from, with brokers having been known to sell counterfeit parts or
genuine parts that have been damaged from improper storage and handling practices [22].

Additionally present in the figure are the various equipment and tool vendors that service
the silicon and circuit board manufacturing markets. Although only represented as two
ellipses in the figure, the scale of entities here too is impressive, ranging from humble sellers
of soldering equipment to vendors of multi-million dollar lithograph machines [23]. The same
can be seen on the software side, with a wide range of electronic design automation (EDA)
tooling available that can assist in areas of schematic capture, layout, simulation, and design
verification.

2.2 Supply Chain Threats

As electronic supply chains have become more globalized and interconnected, so too have the
threats they face. Malicious entities have taken advantage of the fracturization and limited
visibility into supply chains to launch increasingly sophisticated attacks. In particular, tech-
niques created by designers and manufacturers to achieve flexible and low-overhead supply
chains, such as fabless foundries, turn-key assembly, and build-to-order customization, are
starting to be used by malicious entities to implement and carry out attacks [24]. While
the malicious entities behind supply chain threats have varying motivations, their objectives
generally fall into one of two broad categories: espionage or profit-seeking.

Espionage is typically carried out by nation-state actors, such as intelligence agencies,
with the objective of sabotaging, back-dooring, or ex-filtrating data from a device or sys-
tem [21]. Supply chains are ideal attack vectors for these entities because alternations can
be introduced covertly and in a non-attributable manner. The rise of contract manufac-
turing and build-to-order customization allows for tampered devices to be sent to specific
targets with ease. For example, rather than entering a person’s residence to plant a listening
device, a target’s phone can be modified at the factory during assembly, or even intercepted
mid-shipment, to include a listening device.
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Even when nation-state actors are not a concern, supply chains are adversarial places,
with customers, assemblers, distributors, manufacturers, and their transient workforce, all
having misaligned interests and goals. Low margins and a hyper-competitive environment,
leads to all manners of illicit profit-seeking behavior. From the unauthorized use of recycled
components to the over-production of devices during the off-hours, designers and end-users
alike need to be on the lookout for dishonest behavior from the firms they partner and work
with. While threats from profit-seeking actors may appear to be more benign, they are just
as insidious to detect and remediate as those coming from nation-state actors.

All areas of the electronic ecosystem are under threat, from individual components to
entire systems. The following sections cover these various threats, starting at the component-
level and then scaling up to the level of circuit boards. Afterward, an introduction to some
of the current detection methods that can be used to mitigate these threats is provided.

Terminology

Before discussing specific supply chain threats, it is necessary first to define some key terms
relating to authenticity and counterfeiting, as their meaning and interpretation can vary
between government, industry, and end-users. In general, the terminology used in this thesis
follows that used in various industry standards and academic literature. Firstly, the terms
original component manufacturer (OCM) and original equipment manufacturer (OEM) re-
fer to the original manufacturer of a device, which can also be the designer of the device
or simply a third party that has a license to manufacture the device [11]. The terms OCM
and OEM can be used interchangeably, but OCM is generally reserved for electronic compo-
nents, while OEM is used for assemblies and larger devices. Importantly, only the original
manufacturer can make an official determination as to the authenticity of a component due
to the contractual and fraud implications an official authentication implies. Determinations
made by entities other than the original manufacturer are generally prefaced with the term
suspected, indicating that strong evidence as to the authenticity of the component exists;
however, the original manufacturer has not made an official determination [11].

At a foundational level, the term authentic implies that a device (component, part, circuit
board, assembly, etc.) is truly genuine and was produced by the original manufacturer [25].
Essentially, an authentic device means that when a device is represented as a particular
device, it is the genuine article. Conversely, the term counterfeit implies that while a device
was represented as a particular device, it is, in fact, not the genuine article. There are various
competing definitions as to what truly counts as a “counterfeit” device, but fundamentally
the term counterfeit indicates that the authenticity of a device has been misrepresented in
some manner [11]. The range of misrepresentations varies and can cover any aspect of the

11



device, including type, model, function, date of manufacture, origin, and even supporting
documentation. Additionally, the term counterfeit carries legal implications that the buyer
of a device who receives a non-genuine article has been misled, deceived, or defrauded [27].

From this starting point, some additional definitions can be introduced. A known authen-
tic device, sometimes also referred to as known-good, is one which has either been purchased
directly from the original manufacturer, their authorized distributors, or has been confirmed
as genuine by the original manufacturer [25]. Similarly, a known counterfeit device is one
which has been confirmed to be non-genuine by the manufacturer. A suspected authentic
device is one which has been inspected by someone other than the original manufacturer
with various methods, and based on the result of the inspection; the device is suspected to
be genuine [11]. The specifics of the checks that are performed as part of determining device
authenticity are discussed further in Section 2.2.3, but essentially they involve looking for
inconsistencies in the appearance, construction, or operation of the device. If a device fails
one or more authenticity checks, the device is then considered to be a suspected counterfeit,
indicating the device is possibly not genuine [11].

2.2.1 Component-Level Attacks

Electronic components are the building blocks of electrical systems and thus are tempting
targets for attackers. Commonly referred to as microelectronic counterfeiting or component
counterfeiting in the electronics industry, component-level attacks come in a variety of flavors.
When thinking of counterfeit products, the traditional idea of a “clone” or lower quality
“knock-oftf” typically comes to mind. While this style of counterfeiting is common with
electronic components, and is actually the subject of the case study in Chapter 5, it is not
the only type.

For a non-exhaustive taxonomy, component counterfeiting can generally be broken down
into the following categories: recycled, remarked, defective, cloned, and maliciously altered [11].
Subsequent sections will delve into greater detail for each of these categories, discussing the
risks posed and malicious entities involved. Component counterfeiting, in all its forms, is
by no means limited to just integrated circuits, but it predominantly involves that market
segment. For context, in 2017, 72.3% of all reported counterfeit components were integrated
circuits [26]. The common consensus is that integrated circuits are heavily targeted by coun-
terfeiters, instead of other electronic segments, because of the higher profit margins that can
be earned [27].

The use of counterfeit components within devices and systems can have catastrophic and
far-reaching consequences. By unintentionally, or intentionally, incorporating counterfeit
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components during manufacturing, a system’s overall safety, security, and reliability can be
jeopardized. At the most basic level, counterfeit components pose a threat because while
they are imitating a genuine component, they lack the expected quality, correctness, and
longevity properties of the genuine equivalent. Counterfeit components can harbor hidden
defects due to faulty manufacturing, careless storage or handling, and even prior usage [11].
Because of these defects, counterfeit components are susceptible to random failures, which
can potentially cause injury to life and property. Counterfeit components are especially
hazardous for secure systems, military equipment, and other systems that rely on trusted
hardware, as the providence of these components is often unknown. Counterfeit components
threaten the integrity of these systems as they can contain implants, trojans, and other
malicious alterations, which attackers can harness to carry out espionage, sabotage, and
other nefarious acts. Beyond these concerns, counterfeit components also cause economic
damage [!1]. According to the Alliance for Gray Market and Counterfeit Abatement, an
electronics trade group, every year, legitimate firms lose out on more than $100 billion of
revenue because of counterfeiting [25].

As electronic supply chains have become global affairs, components are increasingly han-
dled by multiple entities as they flow from manufacturer to end-user. Whereas previously, a
component may have been sourced directly from the manufacturer or authorized distributor,
today, it is common for components, especially those in short supply, to flow through brokers
and other gray market distributors [8]. The concern is that each additional entity involved
in a supply chain becomes an opportunity for malicious actors to tamper or introduce coun-
terfeits. The final SASC report on counterfeits within defense supply chains, published in
2012, focused on this concern and documented multiple instances of lengthy and fractured
supply chains being responsible, in part, for counterfeit components ending up in military
equipment.

A notable example is the United States Navy P-8 Poseidon, a maritime patrol and re-
connaissance aircraft, which had five separate subsystems affect by counterfeit parts [1].
One subsystem, the flight critical ice detection module, had an almost comical supply chain.
While Boeing was the prime contractor for the P-8 Poseidon, a subcontractor, BAE Systems,
oversaw the manufacturing of the ice detection module. As part of the module assembly, BAE
Systems hired a subcontractor, Tandex Test Labs in California, to source various components
and ensure they were genuine. Tandex Test Labs, in turn, purchased the components from a
broker, Abacus Technologies in Florida, which had obtained the components from A Access
Electronics in Shenzhen, China [3]. All in, the counterfeit components had flowed through
five different companies, with the completed ice detection modules even being delivered to
the Navy before the non-conformity was discovered.
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Recycled

Considered to be the bulk of counterfeiting incidents, recycled components refers to the
practice of harvesting previously used genuine components and misrepresenting them as
newly manufactured ones. In 2010, it was estimated that recycled components accounted for
more than 80% of the counterfeit devices in circulation worldwide [29]. Nearly all recycled
components are harvested from previously used electronic waste, also referred to as e-waste,
that has been sent for recycling. Normally this waste is supposed to be broken down and
processed by legitimate recyclers, but in practice, it has been estimated that only around 25%
of e-waste is properly recycled [30]. Instead, a majority of the waste ends up being diverted
to businesses, often located in underdeveloped countries, that scour the waste stream for
components of value, harvesting any they find and then re-selling them as “new” [11]. The
fundamental threat posed by recycled components is that while they may be masquerading
as new, they are, in fact, not. As such, they lack the reliability and performance qualities
associated with new components. Furthermore, recycled components may harbor latent
faults or other damage stemming from their prior usage or from the recycling process itself.

The recovery process used by “recyclers” varies, but it is typically very crude and subjects
the components to extreme conditions. Some documented methods include heating circuit
boards over an open fire and, when the solder starts to melt, banging the PCB aggressively
into a bucket to dislodge and collect the components [31]. These components are then
often washed with harsh chemical baths in an attempt to remove any remaining solder on
the pins. Some recyclers have also been seen using more sophisticated methods to remove
components, such as hot air rework stations normally used for fixing SMT board issues [27].
Hot air stations, however, can still cause permanent damage to components, as recyclers
will often use air temperature settings that are much higher than ones normally used for
rework, as higher heat reduces the time needed to unsolder components. In either case,
throughout the removal process, recyclers generally do not follow any electrostatic discharge
(ESD), temperature, humidity, and other handling best practices, thus further subjecting
the components to harsh conditions [11].

Even if the recovery process is performed with the utmost care to avoid any damage,
recycled components still have an elevated risk of age-related degradation due to their prior
usage. This is an even greater concern for components that have a limited endurance before
they fail, such as with the write cycles of a flash storage device or the total ionization
dose for radiation hardened components. These limited endurance components typically set
the overfall estimated lifetime of the products they are used in, meaning that if recycled
components are accidentally used during manufacturing, an entire product will now have a
reduced lifespan [32].
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The detection of recycled components can often be done via a simple physical inspec-
tion, as the recycling process typically leaves components scarred with a plethora of visual
evidence. Solder residue, bent or missing pins, burn marks, packaging cracks, and other
damage has commonly been observed on recycled components [33]. Recently, some recyclers
have started taking additional steps to clean up the components by resurfacing the package
or spraying a coating, commonly called blacktop, that approximates or is even identical to
the coating used by the original manufacturer [29]. This leaves the components, at least ex-
ternally, looking visually new; however, since the underlying die is not new, electrical testing
can be used in these cases to reveal that the component has been recycled [11].

Remarked

The packaging that encases microelectronic devices typically has markings on it that uniquely
identify the part and its capabilities. These markings can detail information such as the
manufacturer’s name, device functionality, product code, serial number, date of manufac-
ture, ESD sensitivity, quality grade, and country of origin [32]. In practice, because the
silicon die is not visible and since component package sizes are standardized, these marking
are effectively the only way that a particular component can be discerned from any other
component. The threat of remarked devices occurs when an attacker changes these markings
in an attempt to pass it off as a different component [11].

The incentive for remarking is almost always that of profit, in that it allows cheaper
components to masquerade as more expensive ones, since the markings essentially determine
the value of the component [32]. Depending on the sophistication of the malicious entity,
different approaches can be taken as to which components are remarked and in what manner.
On the simpler side, an attacker can find a pin equivalent component, one that may not even
be electrically or functionally similar to the component they want to counterfeit, sand off
all of the existing markings, and then add back markings for the desired component [31].
To avoid detection, since these components do not typically function and, in the worst case,
can cause electrical problems, a malicious entity will typically cut the remarked chips into a
batch of legitimate chips. By doing so, the inclusion of the remarked components is disguised
as the “failure” of a small number of components in the batch, thus drawing less attention,
since the failures could plausibly be caused by a soldering issue or damage from ESD [24].

A slightly more subtle remarking attack also exists, where rather than remarking the
entire part, a malicious entity only changes the grade of the component. Many components,
especially microcontrollers and memory, are offered in multiple grades depending on the
intended use environment. Grades such as industrial-grade, military-grade, or space-grade
are designed to withstand more demanding operating conditions, including a wider range of
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temperatures, high humidity, and even radiation. As a result, components at these grades can
cost significantly more when compared to lower grades, even if the devices are functionally
or electrically similar. To carry out this attack, a malicious entity takes a lower grade
version of the component, changes the markings, and then attempts to sell it as the more
expensive grade version [11]. What makes this approach much more dangerous is that a
component with a remarked grade or quality will generally test perfectly fine at the factory,
and only once it is deployed will the problem be noticed, as the lower grade component
will often have a shorter lifetime and can even completely fail [22]. Additionally, unlike
the previous example where an attacker needs to remove and add back all the markings
on the component, changing a component’s grade often only requires minor changes to the
markings. Sometimes the only difference between a lower and higher grade component is
the presence of an additional character, meaning no existing marks need to be first removed,
which makes detection even harder [21].

In general, low-effort attempts at remarking components can easily be detected visually
due to surface texture imperfections, inconsistent fonts or lettering, typographical errors,
incorrect pin counts, and so forth. However, when perpetrated by a more sophisticated ma-
licious entity, the detection of the remarking attack, in particular the changing of quality
grades, becomes significantly more complex and resource-intensive to detect, often requiring
X-ray die inspection or equivalent techniques to catch [11]. The occurrence of remarking at-
tacks has been documented publicly numerous times, with one example being the previously
mentioned failure of the Navy P-8 Poseidon ice detection module. In this case, after a thor-
ough investigation, it was determined that the military-grade field-programmable gate array
(FPGA) devices from Xilinx were, in actuality, an assortment of recycled consumer-grade
FPGA devices that had been remarked [1].

Defective & Out-of-Spec

As part of the silicon production process, microelectronic devices typically undergo several
stages of quality control, ranging from on-wafer probing to post-manufacturing tests. Devices
that fail these tests outright are considered to be defective and are marked for destruction.
Devices that are functional but marginally outside of the specified acceptable tolerances,
termed out-of-spec, are either marked for destruction or, in certain cases, assigned a lower
quality grade and sold through official channels [32].

Depending on the security at the fabrication or packaging house, devices marked for
destruction are sometimes acquired by malicious entities. These devices are packaged and
labeled as needed, and the malicious entity will then attempt to pass them as functional

16



devices on the open market. End-users then unknowingly integrate the devices into their
products, thinking they meet the quality standards of the genuine manufacturer.

Unfortunately, the detection of either defective or out-of-spec devices is not straightfor-
ward [11]. In cases where the entirety of the device is defective, functional tests done by the
end-user can usually reveal the problem [31]. However, if only a subsection of the device is de-
fective, the anomaly can remain hidden. The detection of out-of-spec devices is particularly
challenging, as the testing process to reveal such deficiencies requires intimate knowledge of
the component’s functionality and internal design, which end-users nearly never have [11].

Cloned

Sometimes called copies, knock-offs, or advanced counterfeits, cloned components are unau-
thorized recreations of already existing components. The cloning of components is almost
always done for reasons of profit, as the design and fabrication of a new component requires
considerable time, expertise, and up-front investment, and there is no guarantee that the
new component will be commercially profitable [11]. By cloning an already popular and suc-
cessful component, a malicious actor can ensure that a market will exist for their “product”
and simultaneously can take advantage of reduced marketing and customer support costs,
as those are handled by the genuine manufacturer. Unlike the previous counterfeiting cate-
gories where a malicious entity is working with components that at some point came from an
original manufacturer, the creation of a cloned device is entirely done by the counterfeiter.
As such, a wide variety of cloning approaches can be taken by the counterfeiter, but most
cloned components can be categorized into three flavors: IP theft, emulation, or complete
re-implementation [31]. It should be noted that these categories are loose and overlap, with
cloned components possibly in a single category or in all three; it mainly depends on the
approach taken by the counterfeiter.

IP theft refers to the process of a counterfeiter obtaining component designs created by
a genuine manufacturer and using them to fabricate unauthorized copies of the component.
The theft of IP from the genuine manufacturer can occur directly with the literal theft of
design files or indirectly through the reverse engineering of a component’s silicon layers.
Direct theft typically involves the theft (or illegal sale) of layout, netlist, RTL, mask sets, or
other design files created by the genuine manufacturer [34]. A counterfeiter will then often
modify the stolen files to cover their true origin and adapt the design as needed to different
fabrication technologies and process size. Of concern, since the counterfeiter has complete
access to the design, it is also possible for the counterfeiter to make functionality changes
or even introduce malicious logic. Using these modified files, a counterfeiter will send them
off for fabrication as if it was their own design, leaving the foundry completely unaware
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that the component they are manufacturing is a clone [35]. Direct theft of IP has become
a more common occurrence in recent years, thanks in part to the modern fractured silicon
fabrication process, where multiple entities are involved and thus have the opportunity to
steal design files [34]. With reverse engineering, a counterfeiter instead reconstitutes the
design of a component through the successive imaging of each silicon layer on the die, a
process that requires high-magnification microscopes and equipment to precisely sand off
each layer of metalization and oxide. The layer images are then stitched together and can
be used as the basis for a new set of masks, or alternatively, the images can be used with
specialist software to analyze the various features and re-create the original RTL used to
create the component [11].

Emulation, on the other hand, is a cloning approach that uses programmable devices,
such as microcontrollers, to recreate in software the logic functions originally implemented
by the hardware of the genuine device. This phenomenon largely takes advantage of the
decrease in cost for mask-programmable and user-programmable microcontrollers, which can
be programmed with required functionality and then disguised, via remarking, as a different
device [36]. With mask-programmable microcontrollers, the core of the microcontrollers
is already completed by the vendor; all that needs to be added by the counterfeiter is a
few top mask layers containing the compiled instructions and logic for the component they
want to emulate. Compared to other cloning approaches, emulating a device is attractive
for counterfeiters as it requires less upfront time and investment since the cloning effort
essentially is just writing software and thus can be accomplished by a smaller team.

The last category, re-implementation, is when a counterfeiter creates its own design that
attempts to closely match the specifications of an existing component. Depending on the ap-
proach taken by the counterfeiter, re-implemented clones can range from true “cleanroom”
ground-up re-designs with no re-used IP to designs that heavily re-use IP, which may or
may not have been stolen. Of the different cloning methods, re-implementation requires the
most effort and resources on the part of the counterfeiter and comes with considerable risk
of failure should the newly created implementation not function properly. However, despite
these “commercial” risks, over the last decade, more and more high-quality re-implemented
clones have been discovered in circulation, with some devices even having better perfor-
mance characteristics than the original manufacturer’s design, making detection even more
complicated [35].

Regardless of the approach taken to create the clone, the main concern with using cloned
components is that while they may appear, or even perform, like genuine components, they
are not. Cloned components inherently do not carry the same guarantees of quality, reliabil-
ity, or longevity that are afforded to their genuine counterparts by the original manufacturer.
Additionally, since a counterfeiter has a hand in creating the silicon design that goes into
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a cloned component, the possibility of adding malicious logic or intentional defects also be-
comes a concern. It is important to highlight that not all clones are marketed as genuine
devices, with some being sold as “compatible” parts carrying their own makings and brand-
ing [37]. From a legal perspective, the compatible components are still likely infringing on
the IP of the genuine devices. However, they are at least marked to the buyer that the
component is not genuine, thus allowing them to make an informed decision as to whether
a compatible device would meet their needs.

Maliciously Altered

The possibility of malicious entities making undetected alterations to microelectronic devices
is widely considered to be the single most dangerous supply chain threat [11]. Commonly re-
ferred to as tampered, back-doored, or trojaned components, malicious alterations to silicon
designs are challenging to detect, difficult to attribute, and persistent by default [21]. Due
to the numerous entities and hand-offs involved with modern silicon fabrication, the scope
of when and where malicious alterations can occur covers nearly the entire manufacturing
chain, from HDL design to final die packaging. So far, most evidence for the threat of tam-
pered components has come from academic research, with almost no documented cases of
trojaned components being discovered in the field. However, this does not mean tampered
components are a rare occurrence; the lack of evidence may simply be due to the difficulty
of detecting such components or an unwillingness of victims to publicly discuss being the
subject of an attack.

Depending on the attacker’s goal and level of access, varying levels of alteration are
possible at the different stages of silicon design and fabrication. At the HDL, RTL, and
netlist level, malicious alterations are the easiest and cheapest to perform since it only
involves the editing of design files [I1]. A malicious entity can easily hide a few thousand
additional logic gates within an existing design, which in the case of a modern component,
often contains over a billion logic gates. For context on the number of gates required to
perform an attack, researchers in 2008 demonstrated a hardware CPU trojan that could
dynamically patch a Linux login prompt to create a back-door user account, effectively
giving the attacker complete control of the system [38]. To perform this attack, only 1,341
additional gates were added to a CPU design already containing 1,787,958 gates, i.e., a total
gate increase of 0.08%. Similarly, in 2009, a separate research team demonstrated an attack
that used only 29 additional gates to create a hidden side-channel within a processor, which
intentionally leaked information on the secret keys used during encryption and decryption
operations [39].

At the layout stage, malicious alterations are still relatively easy to perform, as it only
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involves editing artwork files; however, disguising the changes can be more difficult [21]. That
being said, during layout, EDA tools will typically add spare cells, i.e., unconnected gates,
to unused areas of silicon. These spare gates essentially act as an insurance policy, allowing
logic bugs discovered after tape-out to be corrected with minimal or no changes to the layout
since any additional cells needed for the fix will already be placed. Unfortunately, what is
good for the designer is also good for the malicious actor, as the spare cells can be re-wired
and used to construct hardware trojans [241]. The inclusion of spare cells creates an ideal
environment for a malicious actor, as logic can be added to a design without ever touching the
source netlist or chaining the total gate count. Furthermore, spare cells greatly complicate
the task of verifying that no tampering occurred during netlist to layout translation since
layouts that incorporate spare cells will always have more gates than what was originally
called for in the netlist.

Alterations to masks, known as mask editing, are slightly harder to perform and more
expensive, but crucially can still be made [11]. Mask editing has non-malicious applications
and is typically performed to improve manufacturing yield or to correct any lithographic
issues the masks have in production. For an attacker, mask editing is quite limiting in terms
of what can be changed. Adding new gates is challenging and making any modifications to
the connective wiring, i.e., the electrical connections between gates, requires making changes
across many masks. However, what it lacks in capability, malicious mask editing makes up
in how well it can be hidden; locating a minuscule alteration in a mask that contains billions
of features is quasi-impossible [241]. To contextualize the danger posed by mask editing,
in 2013, researchers demonstrated an attack that compromised the randomness of a secure
random number generator by altering the dopant polarity within existing transistors [10].
This extremely stealthy attack only involved a mask alteration on the base silicon layer
where dopants are implanted and required no changes to subsequent silicon and metal layers,
effectively limiting any possibility of optically checking if an alteration was made.

In general, components fabricated through a fabless design process are more vulnerable to
unauthorized semiconductor alterations [3]. This is mainly because the fabless model relies
heavily on external entities for large parts of the fabrication process, resulting in a much
larger attack surface. Depending on the firm, some fabless companies may do as little as
the RTL in-house, leaving everything from netlist generation, layout, and mask creation to
a potentially malicious third party [!1]. In contrast, for IDM firms, nearly all of the design
and fabrication is done in-house, essentially reducing the attack surface down to just insider
threats, i.e., malicious alterations done by employees of the company itself.

Furthermore, fabless firms tend to incorporate more externally designed IP, which can
potentially include malicious alterations [3]. While IDM firms do also use externally designed
IP products, the purchased IP tends to be in the form of RTL or artwork, which, while
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tedious, can be audited. The main vulnerability for fabless firms comes from certain types of
IP products that are designed and inserted directly by the foundry at the time of fabrication.
For foundries, IP products such as electronic fuses, memory, pad rings, and various analog
components are part of their competitive edge. As a result, many of these designs are simply
not available to audit or inspect by the customer [24]. A fabless firm is essentially required to
treat the IP they are buying from the foundry as a black box. As part of the design, empty
areas of a predefined size are left in the layout that the foundry later fills with the required
IP by means of editing the layout and mask artwork. This creates a perfect opportunity for
malicious logic or trojans to be inserted since not only is the foundry altering the layout and
masks, but the customer is contractually not allowed to see what was added!

2.2.2 Board-Level Attacks

Since assembled circuit boards contain components, the supply chain threats faced at the
board level are essentially the same as those seen at the component level. The accidental
inclusion of a counterfeit, compromised, or tampered component will, by extension, threaten
the reliability and integrity of the circuit board it is fitted to. For example, should a coun-
terfeit component be fitted to a known-good board, the overall assembly still now becomes
untrusted. As these types of threats were discussed in the previous sections, they will not
be repeated here; instead, only the threats that uniquely target circuit boards will be intro-

duced.

While it is possible to encounter recycled, defective, and cloned circuit boards within the
supply chain, they are rarely seen in practice. Instead, nearly all of the supply chain threats
at the board level can be categorized as some form of tampering or malicious alteration.
In particular, the threats revolve around assembled circuit boards and the components that
are mounted to the board, rather than the board layout and construction itself, though this
too is possible. Assembled board tampering can be broken down into three categories: the
addition of components, the substitution of components, and the removal of components [24].
From the supply chain perspective, this tampering is equally as likely to occur during the
stages of assembly or after manufacturing is complete; thus, it is worth first discussing when
the tampering can occur.

During the stages of assembly, tampering can easily be accomplished by editing the bill
of materials (BOM), a critical document used as part of the circuit board assembly process.
Prepared by the circuit board designer, a BOM provides an authoritative listing of all com-
ponents that will be fitted to a PCB during assembly. For each component, a BOM will often
contain the part number, quantity, tolerance, reference designator, approved vendor(s), dis-
tributor’s part number, and even location on the circuit board. Before the assembly process
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begins, a customer will send the BOM, unpopulated PCBs, and any specialty components
to the assembly house. In turn, the assembly house will then order any needed components
on the customer’s behalf and use the BOM as a guide to set up the various assembly steps
and machines. As the BOM is essentially the only “source of truth” that an assembly house
has for what should be fitted to a board, making changes (assuming they are plausible) can
easily be done without detection. If a malicious actor can make changes to a BOM, the
consequences can be severe, as any PCBs assembled using that BOM could now have been
altered.

Even after a circuit board has been assembled, tested, and inspected, alterations can still
be made. Irrespective of the assembled board’s final destination, once it leaves the assembly
house, the board is still flowing via a supply chain. Malicious actors can intercept these
boards and then make alterations using a technique known as circuit board rework, which
uses hot air to melt solder leaving minimal trace evidence [21]. Rework can be used to
add, replace, or remove components, and is compatible with nearly all component sizes and
packaging. For example, it has been extensively documented that the United States National
Security Agency (NSA) has rerouted courier packages mid-shipment to NSA facilitates so
that alterations can be made, a practice known as interdiction [11].

Component Addition

Component addition is an alteration where something is added to a PCB without prior
approval by the designer. Also known as a hardware implant, nearly all component additions
are malicious in nature. Hardware implants are highly sought-after by attackers, as they offer
a persistent foothold on the device, capable of surviving factory resets, firmware changes,
and software changes [21].

In theory, hardware implants should be easy to detect, as the alteration leaves behind
physical evidence; however, in practice, implants can be challenging to detect. Implants can
come in-varying designs and sizes; thus, when inspecting a board it is not clear what exactly
to check for, and often implants are hidden within sub-assemblies or other components on
a board, requiring destructive analysis to locate. While manual inspection can work for low
component count boards, it becomes prohibitively time-consuming for large and complex
boards with high and varied component counts. Additionally, it is not always possible to
compare a suspect board with a known-good board to rule out the presence of implants.
Manufacturing revisions, customer customization, and other genuine changes all limit the
ability of locating an equivalent known-good board to compare with [24].

A multitude of implant designs with varying attack capabilities exist. For example, in
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2018, a highly sophisticated implant was discovered on the server motherboards used by many
large technology companies [12]. The implant was no larger than “a grain of rice” and was
capable of modifying the firmware loaded into the baseboard management controller (BMC),
an embedded computer fitted to most server motherboards that provides remote management
functionality. By changing the firmware, the tightly interconnected BMC was weaponized
to intercept, modify, and sabotage the computations performed on the rest of the machine.
It was also documented that the implant was capable of data exfiltration, maintained a
connection with a remote command and control server, and allowed the attackers to remote
control the server. Similarly, in 2013, an NSA espionage catalog was leaked, which contained,
among a myriad of attack techniques, a set of highly sophisticated implants [13]. The catalog
provided an excellent view into the types of implants that could be developed when working
with the financial support of a nation-state, with the implants designed to be hidden within
Universal Serial Bus (USB) sockets, network sockets, and even video cables.

Implants can also be added to circuit boards by attackers during the design stage. Rather
than trying to hide the implant covertly, a design stage alteration attack is overt, with the
goal of having the implant disguised as just another component on the board. Compared
to BOM swaps, alterations during circuit board design require considerably more effort and
planning on the part of the attacker, and often necessitate the cooperation of a rouge em-
ployee [21]. However, the reward is that the implant is now part of the design, having its
own reference designator and footprint, essentially meaning it can pass any level of board
audit or inspection since the design says the implant should be there! Component piggyback-
ing is another technique that can be used to add implants to circuit boards [24]. Instead of
retrofitting the alternation to the board or editing the board’s design, the implant is designed
as a shim that can be inserted in between the circuit board and a component of interest.
Acting as a physical man-in-the-middle attack, the shim can now add, remove, or modify
the electrical communications seen by both the component and the rest of the board. This
style of implant is made possible by recent advancements in package miniaturization, such
as wafer-level chip scale packaging (WLCSP), where the silicon die also acts as the external
package, making the implant extremely thin and nearly undetectable [21].

Component Substitution

Component substitution is an alteration where a component on a PCB is changed without
prior approval by the designer. Also known as a BOM swap, since this is predominantly
how the alteration is made, component substitution is the most common form of board
tampering. Detecting swapped components can be especially difficult, particularly for SM'T
devices and discrete components, which often have minimal to no markings and come in
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minuscule package sizes. Detection is further hampered by the limited accuracy of measuring
a component’s value once it has been mounted to a board. Nearby components on the board
can mask and change the reading taken with verification equipment, such as a multimeter.

Component substitution can occur for a wide variety of malicious and non-malicious rea-
sons [21]. Swaps sometimes occur by accident and negligence, such as if there is a mistake in
the BOM or if the assembly house orders the wrong part number. Accidental swaps can also
occur when setting up the pick-and-place machines; reels can easily be put into the wrong slot
on the machine, and because many of the components have the same package, the machine
will not alarm during assembly [24]. Components can also be swapped legitimately for rea-
sons of availability and cost. For example, when a customer contracts an assembly house to
assemble a board, the accompanying BOM will be reviewed to determine which components
need to be ordered. Often, larger assembly houses keep stock of common components and
their compatible equivalents, making them available to their customers as part of a turn-key
option, avoiding the additional effort of component sourcing. The turn-key option can be
very advantageous and economical for the customer, especially for simpler components on a
board, such as resistors, capacitors, and other jellybean components. As these components
are available from multiple manufacturers, it is acceptable for part numbers to differ from
the ones listed in the BOM, as long as the value, tolerance, etc., is correct.

Unfortunately, the profit motive has caused some assembly houses to abuse the turn-key
model. There have been numerous incidents where an assembly house swaps parts without
customer approval and mounts compatible, lower cost, or even counterfeits components to
boards, while simultaneously billing the customer for the market price for parts listed in the
BOM and pocketing the difference [24]. Other times, assembly houses have misrepresented
the source of their components, telling customers that only approved distributors or vendors
were used, when in fact, the components were procured from gray market brokers [14].

For malicious actors, component substitution is an attractive attack method because it
is easy to execute, it simply requires the editing of a BOM, and allows for wide changes in
functionality to be made. Because components are often available in many package types,
many substitution attacks can be performed without changing the underlying PCB layout
or component footprint. For example, various document leaks from the NSA have shown
that the agency actively develops “replacements” for certain security-related devices, such
as those that store cryptographic keys [13]. These malicious devices have the same pack-
aging and footprints as the components they are replacing, allowing for easy and covert
substitution. Similarly, many devices use the presence of resistors to specify boot options,
special configuration, maintenance, or debug modes for products [24]. These special modes
often have fewer security features enabled and thus are attractive for attackers. Because the
presence of a resistor, or lack of one, is simply a line item specified in a BOM, they can easily
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be changed with a simple edit. Attackers can swap the resistors for ones that measure 02
or have very high resistance, i.e., a short or open, so electrically, the value is now different,
but under visual inspection, the appearance is the same.

Component Removal

Component removal is a malicious alteration where a component on a PCB is removed with-
out prior approval by the designer. At first, component removal may seem counterintuitive.
Typically, an attacker adds or changes components to create an attack vector, so what can
an attacker stand to gain by removing something? Additionally, removing any components
surely would cause the circuit board to become non-functional or fail quality control test-
ing. The reality is that component removal is often done in a very subtle manner, typically
with the goal of making a circuit board leak more information or making it susceptible to
attack [24]. An attacker can remove components from a board in two manners, manually via
hot air rework and a soldering iron, or more efficiently by removing them from the BOM so
that they are never fitted in the first place. It should be noted that it is not uncommon to see
unpopulated components on board, so even with a visual inspection, the missing components
may not be flagged as anomalous, allowing the tampered boards to slip through undetected.

As an example of a component removal attack, consider the decoupling capacitors are
used on circuit boards for noise control and compliance with electromagnetic interference
(EMI) regulations which are often the smallest components on a board. Typically, they are
not critical for the operation of circuits, and if they are removed, most devices will continue
to work without issue. By removing the decoupling capacitors, an attacker is able to increase
the overall noise generated by a system, enabling certain side-channel based attacks, such
as secret key recovery, to be performed faster and easier [24]. Simultaneously, the removal
of decoupling capacitors makes the circuit board more sensitive to external interference,
opening the door to glitching attacks [15].

Along similar lines, by removing certain components used in radio transmitter filters, a
tracking or de-anonymization attack can be performed. Devices that communicate wirelessly,
such as smartphones, need to meet various regulatory requirements, such as power output
and frequency of operation, in order to minimize harmful emissions. By removing certain
passive components, such as inductors and capacitors, that are used to shape the spectral
output, i.e., filter out unwanted frequencies, an attack can effectively make a device trackable
since it will now have a unique transmission signature [24].
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2.2.3 Current Mitigation Efforts

In response to the multifaceted threats introduced in the previous section, manufacturers,
distributors, and vendors of electronic devices have developed a set of counterfeit detection
techniques. While varied in their approach, fundamentally, these techniques all attempt to
determine the authenticity of a device by finding the presence of one or more anomalies.

Although substantial research and effort has gone into developing these supply chain
threat mitigations, challenges remain. Currently, many methods are time and labor-intensive,
needing many hours to authenticate just one complex component [32]. Additionally, many of
the methods are qualitative in nature and are heavily reliant on human experts to interpret
if the detected anomalies stem from manufacturing quality issues or are actual indicators
of counterfeiting. In practice, many of the techniques are not 100% reliable and thus can
not be used in isolation [32]. Obtaining a reliable authenticity result generally requires the
use of multiple different techniques and evaluating the results holistically. Moreover, nearly
all methods rely at some level on comparing the suspect component to a known-good com-
ponent, i.e., a component that has been positively identified as being genuine. For modern
devices locating known-good components can be done with relative ease, but for components
that are no longer manufactured, this can become a real challenge [3].

The following subsections aim to introduce some of the more common risk mitigation
techniques and discuss their advantages and shortcomings. Broadly speaking, the methods
can be grouped into three main categories: physical inspection, imaging techniques, and
electrical tests [32]. Physical inspection focuses on the external appearance of the component,
looking at markings, package size, pins, and overall condition. Imaging techniques are a
broad category but essentially focus on inspecting the silicon die within the component,
either optically or through X-ray radiation. And finally, electrical tests, as the name implies,
evaluate how well a component performs electrically against its specification.

Physical Inspection

Physical inspection is a counterfeit detection technique based on the examination of the
external structure and markings of a component. Physical inspection is generally the first
method used when determining the authenticity of a device due to its low cost and speed [11].
By checking for conspicuous signs of counterfeiting first, entire batches of devices can quickly
be examined, leaving only the less obvious counterfeits to be tested by more expensive and
time-consuming methods. Physical inspection, when done correctly, is nondestructive and
does affect the certification or the reliability of the component [16].
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Depending on the level of thoroughness required, a physical inspection can range from
checking for a few types of anomalies to a nearly exhaustive list; but the general idea is to
look for anything that might be out of place [11]. An inspection will typically begin with
the markings on the package, making sure that any required logos, part numbers, date of
manufacturing, lot code, etc., are present, valid, and have no imperfections [17]. Using a low-
power microscope, the component’s condition is then inspected through a multi-step process.
Starting with the texture and finish of the component, signs of blacktop and sanding are
checked for, as these almost always signify the component has been remarked [17]. Similarly,
the presence of scratches on any of the surfaces could indicate that the component was
previously used. Next, the pads or pins of the component are checked for any signs of
recycling, such as solder residue or deformed leads [32]. A thorough examination will also
include an inspection of any cavities or indents on the package, checking the location, depth,
and condition for signs of blacktopping. Cavities, in particular, are by-products of the plastic
molding process and counterfeits have difficulty recreating them or keeping them clean during
resurfacing [17].

As part of checking for remarked devices, a solvent test may also be performed to test
the permanence of any markings and the presence of blacktop [27]. Using a cotton swab,
diluted acetone or a mixture of mineral spirits and alcohol is applied to the surface of
the component [5]. If the solvent removes any surface material or causes the markings to
streak, the component has been remarked. Physical inspection can also include the packaging
material the components are shipped with, such as the shipping box, and more importantly,
the tape, reel, or tray that holds the components. For example, the lack of ESD packaging
or humidity indicator card for components that are sensitive to moisture can be indicative
of counterfeiting, as these are often forgotten by counterfeiters [15].

One of the limitations of physical inspections is their substantial dependence on subject
matter experts to interpret whether the anomalies found are valid indicators of counter-
feiting [10]. Physical inspections also subject the components to additional handling and
moving, increasing the risk of accidental damage over time. Like most counterfeit detection
techniques, physical inspections rely on having a known-good component to compare with,
which, if not obtainable, limits the tests and authenticity results that can be obtained [10].
Additionally, the increase in high-quality counterfeits has also placed some limits on the ef-
ficacy of physical inspection. Recently, some counterfeit manufacturers have started repack-
aging silicon dies to disguise the components recycled or remarked origin [27]. Repackaging
involves extracting a die from its original package, wire bonding it to a new lead frame,
and then encapsulating it with a new package. If done with sufficient attention to detail,
these repackaged components can be made to look essentially new, fooling nearly all physical
inspection tests.
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Optical Die Inspection

While other counterfeit detection methods rely on external cues in order to guess what lies
inside a component, optical die inspection evaluates the authenticity of a component by
directly inspecting the silicon die. Also known as decapsulation, decapping, and deliding,
optical die inspection involves removing a portion of the component’s packaging so that
the internal die is visible. Using a microscope, various die features and markings are then
examined to make a determination as to the authenticity of a component under evaluation.
While decapsulation is a destructive technique, it is one of the only ways to have a definitive
confirmation as to what truly is inside a component.

There are various ways that a component can be decapped, and the method used generally
depends on the packaging style of the component. For the standard plastic or resin packaging,
many methods can be employed, namely: chemical etching, laser etching, and mechanical
grinding [19]. Chemical etching uses heated corrosive acids to dissolve away the area of
interest on the package. Laser etching is similar to chemical etching, except that it uses a
laser source to essentially evaporate the material. Mechanical grinding uses cutting, drilling,
and grinding tools to physically create a pocket within the packaging to reveal the silicon
die. For metal packages, laser etching is typically used to cut a hole in the top of the device.
For ceramic packages with a metal cover, the metal lid can be simply removed to expose
the die. For entirely ceramic packages, tedious mechanical grinding, typically with diamond
tooling, is required as the ceramic is resistant to chemical etching. Alternatively, laser etching
can be used to decapsulate ceramic packages; however, this requires careful cooling of the
component, as heat dissipated by the laser energy can lead to temperature gradients on the
package and potentially cause damage [19].

Once the silicon die has been exposed, it is typically visually inspected under high power
magnification to check for the presence of any anomalies. An authentic or counterfeit de-
termination can then be made by inspecting the die markings, size, orientation, and any
discerning features present on the die itself. If a component is decapsulated wide enough,
the visual inspection can also include looking for anomalies with the lead frame and bond
wires. Depending on the thoroughness of the evaluation, successive sanding of the metaliza-
tion layers can be performed to inspect each layer within the die [l 1]. However, in practice,
metalization removal is not necessary, as most cloned devices can be quickly be caught by
differences in die markings or die size. Similarly, with most remarked devices, an inspection
of the markings on the top layer of the die is often sufficient to determine if it matches the
exterior markings on the packaging [15].

One of the most significant drawbacks of decapsulation is that it is a destructive verifi-
cation method; once the component has been verified to be genuine, it is no longer usable.
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Because of this, in practice, decapsulation is used on a sampling basis; for example, from a
batch of 50 devices, only 2 or 3 would be optically inspected [11]. Additionally, die inspec-
tion is not always effective against the threat of remarked components, as differences in part
grades are not always due to differences in the silicon design. For example, it is common
for commercial and industrial grade versions of a component to contain identical silicon die,
with the difference between the two determined by quality-control tests and binning [18].

X-Ray Inspection

X-ray inspection is an approach that uses X-ray radiation to create images of the interior
of a device. When a component is placed under an X-ray source, the various materials that
compose the component will attenuate X-ray radiation by different amounts. By capturing
the X-ray radiation that is not absorbed, i.e., not blocked by the sample, an image can
be formed that reveals the structure and materials within the component. This image can
then be inspected for a multitude of anomalies in an attempt to determine the component’s
authenticity.

Two types of X-ray imaging are used in the detection of counterfeits and tampering:
radiography which creates a two-dimensional image of a component, and tomography, also
known as computed tomography (CT), which creates a three-dimensional representation of
a component from multiple two-dimensional images [31]. Generally, the two-dimensional
images and three-dimensional representations perform equally well when looking for large
anomalies related to the bond wire configuration, lead frame, and the die itself [31]. This
can include anomalies such as broken or missing bond wires, incorrect or missing lead frame,
incorrect die size, location, or rotation, and if the device is missing a silicon die entirely [33].
However, for smaller or more subtle anomalies, these become easier to detect with the CT
representations since it includes depth information. In particular, anomalies related bond
wires or the presence of fractures within the silicon can only be seen in three dimensions [50].

One of the limitations of X-Ray inspection, whether radiography or tomography, is that
when used to determine a component’s authenticity, it requires a known-good component to
compare with [71]. For X-Ray inspection, a known-good component typically needs to match
the lot code of the device under inspection so that legitimate changes in manufacturing over
time can be controlled for. Not having a comparative part is acceptable when only looking for
signs of damage, i.e., broken bond wires or chipped die, which may indicate the component
was recycled. Additionally, X-ray inspection is generally thought to be nondestructive since
it does not require the decapsulation of silicon die or the modification of a package, but
this is not always the case. Recent studies have revealed that certain components, namely
flash memory, can permanently degrade under larger doses of x-ray radiation [50]. This is of
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concern for inspections that use three-dimensional C'T scans since it subjects components to
irradiation for long periods of time due to the multiple X-ray images required from several
different angles.

Electrical Tests

In contrast to the previous methods that focus on the physical aspects of a component,
electrical tests aim to evaluate the functionality and performance of a device. Electrical
tests are typically nondestructive and can be broken into two main types: functional tests
and parametric tests [11].

Functional tests are relatively quick tests that evaluate the component’s functionality and
verify that everything is working and operating as designed. The functional tests performed
on a component will vary depending on its intended function. For example, memory devices
may be subjected to complex read and write cycles, while simpler logic gates could be tested
against its expected truth table. The principle of counterfeit detection with functional tests
works on the basis that counterfeit or substandard components may fail some of the tests,
while genuine devices should have no problem. Functional tests are considered to be one most
efficient techniques for evaluating devices, providing a quick “go/no-go” if a component is
suitable for use [32]. Typically, a genuine component is not required to establish the expected
results for functional tests; however, having one can be helpful when setting up the tests and
ensuring they work correctly.

Conversely, parametric tests subject the component to a thorough electrical evaluation
performed over a wide range of voltages, signals, and operating conditions [32]. Parametric
tests aim to establish a dataset of various parameters containing the range of performance
values that genuine components can attain. Then when given a suspect component, it can
be tested to see how statistically close it is to the genuine devices. The parameters measured
as part of the evaluation vary from device to device but can include power consumption,
output power, noise, breakdown voltage, rise and fall times, prorogation delay, etc. [11]. In-
cluded within parametric tests is a sub-class of techniques that use side-channel information,
i.e., information that is accidentally leaked or indirectly obtained from a component during
its operation, rather than direct measurements, to determine the authenticity of a device.
Side-channel techniques operate similarly to traditional parametric methods and determine
authenticity by comparing how a suspect component’s side-channel response differs from the
side-channel response of a known-good component. Examples of side channels that have
been successfully used to detect counterfeit devices include power analysis [52], near-field
electromagnetic emissions [53], and radiated clock timing emissions [54].
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Parametric tests are one of the only techniques that can catch recycled components;
since as silicon devices age, various parameters, such as its curve trace, will no longer match
those from genuine devices [32]. Unlike functional tests, parametric tests do require a set
of known-good components to compare with, as data-sheet performance values are typically
not detailed enough. This leads to the problem of locating many known-good devices to
build the initial dataset, which can be a real challenge for components that are no longer
produced.

One of the limitations of electrical tests is that they can not detect all types of counterfeit
components. Cloned, maliciously altered, and even recycled devices can all pass electrical
testing as long as their parameters are within specification [11]. Electrical tests also have high
setup costs, essentially requiring custom test fixtures and measurement setups for each device
model. Parametric tests, in particular, have a limited ability to discern naturally occurring
manufacturing variation from actual changes introduced by a malicious actor. Differences
between foundry, technology process, and silicon revisions can all lead to differences in
the performance of a component [32]. Depending on the number and thoroughness of the
parameters evaluated, the time required to perform the parametric tests can quickly balloon,
sometimes leading to test times in the tens of hours for a single device [11].

2.3 Microwave RF Overview

Within the field of electrical engineering, the term radio frequency (RF) refers to the study
and application of oscillating non-ionizing electromagnetic radiation. This radiation is prin-
cipally defined by its frequency, measured in hertz (Hz), which quantifies the number of
oscillations that occur in one second. The frequency range, or spectrum, of RF radiation
is immense, with signals ranging anywhere from 3kHz to over 300 GHz [55]. The term mi-
crowave refers to a subset of this spectrum, namely the frequencies between 300 MHz and
40 GHz [56]. Because of the high frequencies involved, and thus small wavelengths, tradi-
tional circuit analysis techniques do not hold at microwave frequencies. In particular, it
becomes challenging to measure voltages and currents directly, and reference “grounds” are
no longer uniform. As a result, microwave networks, i.e., circuits, are instead defined in terms
of waves and power flows. The following sections aim to introduce some of the microwave
RF concepts utilized by SILGEO.
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2.3.1 Scattering Parameters

In microwave theory, scattering parameters, often called “s-parameters”, are used to quantify
how RF power propagates through multi-port networks. As an aside, the term port in
this context means a current-carrying electrical terminal that connects a network to the
external world [56]. The principle behind scattering parameters is the following: when
an RF wave is incident on a port, a portion of that wave’s power will be reflected back.
The remaining non-reflected power of the wave enters the incident port and scatters, i.e.,
propagates, through the network, sometimes being attenuated or amplified, and finally exits

at all or some of the other ports of the network [50]. Scattering parameters capture this
input-output relationship of the network and are calculated as the ratios of the incident
and reflected power waves [56]. For simple circuits, scattering parameters can be obtained

manually by measuring the standing waves and computing the ratios. However, this process
is tedious and slow; today, measurement devices, such as vector network analyzers (VNAs),
can be used to obtain the scattering parameters for a device under test (DUT) directly [57].

Scattering parameters allow arbitrarily complex networks and circuits to be represented
as a “black box” and thus are equally applicable for representing the effects of a single
component or a network of multiple interconnected devices. In essence, scattering parameters
allow the external behavior of a network to be modeled accurately without any regard as
to the underlying composition of the network. This also allows the interaction of multiple
networks to be computed analytically, such as how an amplifier performs with a particular
antenna, without ever having to physically connect or measure any devices.

2.3.2 Scattering Matrix

The scattering parameters for a network are commonly displayed in a matrix format, with an
n port network having n? scattering parameters. Equations 2.1 and 2.2 show the scattering
matrices for a two-port and four-port network, which respectively contain 4 and 16 scattering
parameters.

5= |50 3] 21
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Within the scattering matrix S, each element (511, Si2, Sa1, etc.) represents a scattering
parameter for the network under test. The element subscripts are read in the following
manner: for a parameter S;;, the j subscript indicates the network input port that is excited
by a wave, while the ¢ subscript indicates the output port where the wave amplitude is
measured [50]. For example, Si; refers to the ratio of the amplitude of the wave that is
incident onto Port 1, to the amplitude of the wave that is reflected by Port 1. Similarly, S,
refers to the ratio of the amplitude of the wave that is incident onto Port 1, to the amplitude
of the wave that is transmitted and exits from Port 2. The scattering parameters that have
1 = 7, such as S7; or S, are called reflection coefficients, as they describe how much of
a wave is reflected when it is incident on a port [56]. Denoted by the symbol I'; reflection
coefficients essentially indicate how much power is rejected by a port due to impedance
discontinuities. All other elements, i.e., i # j, are called transmission coefficients as they
describe how the wave, and thus power, travels through the network to the various ports [50].
Transmission coefficients are denoted by the symbol 7.

As microwave circuits are complex, i.e., contain components that affect both the magni-
tude and phase of a wave, scattering parameters are correspondingly complex numbers. It
is also important to note that the scattering matrix and its parameters capture a network’s
behavior at a single frequency and system impedance, typically Zy = 50 Q [57]. For non-ideal
networks, when the frequency or system impedance is varied, the network’s response will as
well. In practice, it is useful to know the network’s response over a range of frequencies;
thus, it is common to characterize a DUT at multiple frequencies and create a scattering
matrix for each one. Essentially, each scattering parameter (511, Si2, etc.) is treated as a
one-dimensional array containing a value for each frequency of interest.

2.3.3 Two-Port Networks

The relationship between power waves and scattering parameters is best illustrated when
considering the case of the two-port network. As the name implies, a two-port network is an
arbitrarily complex microwave network, with only two external ports. Two-port networks are
an important building block of microwave analysis because of their wide applicability. Many
commonly used components either have two terminals, such as attenuators, or have two
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relevant terminals, such as with amplifiers where only the input and output are of interest.
Additionally, two-port networks serve as a starting point for the analysis of more complex
networks with higher port counts.

Figure 2.2 provides an example of a two-port network, having a scattering matrix S.
Waves a; and a, represent the incident waves, and b; and by represent the reflected waves.
By convention, power waves indecent onto a network are designated as a,,, and the reflected
power waves as b, [50].

Port 1 Port 2
Oo— —o0 )
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5] 2
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Figure 2.2: Two-Port Network With Incident and Reflected Power Waves

Using Figure 2.2, the relationship between the scattering parameter, incident waves, and
reflected waves can be obtained. Equation 2.3 shows the matrix setup for the derivation,
where a pair of incident waves interacts with a two-port network S, resulting in a pair of

reflected waves.
by S11 Si2 aj
= 2.3
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Using matrix expansion, generalized linear equations for the reflected waves can be obtained.

bl = 511 a1 + 512 * 9 (24)
b2 = 521 5 + SQQ * 9 (25)

Note that the reflected waves in Equations 2.4 and 2.4 contain contributions from both ports
in the network, not just the initial port where the wave was incident [56]. E.g., the reflected
wave by is created by both the reflection of a; at Port 1, but also the transmission of as
from Port 2 through the network to Port 1. In simpler terms, the reflection seen at a port
is dependent on itself and the state of any other ports in the network. By rearranging, the
definitions for each scattering parameter can be obtained.
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Where I'y and I'y are the reflection coefficients for Port 1 and Port 2, respectively. T is
the forward transmission coefficient for Port 1 to Port 2, and T}, is the reverse transmis-
sion coefficient for Port 2 to Port 1. Observe that the parameters are evaluated at either
a; = 0 or as = 0; this is fundamental to the definition of scattering parameters. When
measuring a network, any ports not involved in the measurement must be terminated by
the system impedance Zy, or matched, to minimize the possibility of stay reflections [50].
This is because if a wave incident on Port 1 travels through the network and exits via Port
2 into an impedance discontinuity, a portion of that wave will be reflected back through
the network to Port 1, essentially “increasing” the reflection coefficient for Port 1 (Sy;). If
unconnected ports are not terminated, or are terminated with the wrong impedance, the
scattering parameters will be incorrect.

Notice that the scattering matrix for a two-port network has both a forward and re-
verse transmission coefficient. While generally Ty; = Tis, it is perfectly valid for Ty, # 1o,
indicating that the network’s transmission effects are directional. At lower frequencies, direc-
tionality is rare and mainly only seen with active components, i.e., an operational amplifier,
but at microwave frequencies, even purely passive components can be directional, a property
that is heavily used by couplers and other microwave components [50].

From the scattering parameters, additional microwave parameters can be obtained. Inser-
tion loss quantifies the additional attenuation, or loss, between any two points in a network.
Measured in decibels (dB), insertion loss is typically used to indicate the additional loss that
will be incurred by adding a component to the signal path. The formula for insertion loss
can be seen in Equation 2.10.

IL = —20-log,,|Sx| dB (2.10)
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Return loss quantifies, in dB, the amount of power reflected by a network. This is
typically caused by a discontinuity or impedance mismatch between the network and the
circuit it is connected to. In essence, it is the amount of power the network “rejected” and
sent back to the source. The formula for insertion loss can be seen in Equation 2.11.

RL = —20 - log,,|S11| dB (2.11)
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Chapter 3

SILGEO Overview

SILGEO, a portmanteau of silicon and geometry, aims to provide a solution to the time-of-
check to time-of-use (TOCTOU) dilemma facing hardware devices. In short, the TOCTOU
problem arises from the inability of verifying the integrity of a hardware device at the time
of use. Instead, end-users are reliant on the attestation of the manufacturer or designer,
made at some previous point in time, that the hardware is conformant. This results in a
window of time where malicious entities can tamper with hardware knowing that end-users
have limited recourse to detect.

Whereas with software, many opportunities exist for verifying the authenticity of files,
libraries, or entire systems. For example, source code files can easily be verified for data in-
tegrity or tampering with checksum algorithms, a procedure which generates a cryptograph-
ically secure and repeatable mathematical sum from a given block of data. By comparing
the checksum of a given file with a known-good checksum, authenticity can quickly be estab-
lished. The same can be done for external libraries or even entire executables; a checksum
can be computed and then compared against publicly available known-good values.

For hardware, the challenge is that no such checksum capability exists. Instead, hardware
authenticity is established via a haphazard set of anecdotal observations and time-consuming
techniques that attempt to detect the presence of anomalies. SILGEO attempts to rectify
this situation by providing a hardware fingerprinting capability that can provide a rapid
determination of an electronic device’s authenticity:.
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3.1 Problem Statement

The problem statement that drove the development of SILGEO is best described as follows:
Given a set of arbitrary, blackbox electronic targets, of which some are authentic and some
are counterfeit, separate all targets into the appropriate category. The solution should not
damage or affect the integrity of the target, or require the removal of the target from its
circuit board or larger assembly. The solution should be efficient and operate reliably without
any user input or guidance.

To be precise, target means the electrical device whose authenticity is under evaluation,
also known as a device under evaluation (DUE) or, more commonly, a device under test
(DUT). The solution should be applicable to discrete components, microchips, assemblies,
such as circuit boards, and complete devices. Arbitrary means the solution should be com-
patible with common fabrication processes, packages, layouts, and gate technologies utilized
to manufacture targets. It should support both analog and digital circuits, and targets con-
structed from non-silicon semiconductors, such as germanium or gallium arsenide. Blackbox
means the solution should require no disclosure of proprietary information on the function
or use of the electronic target. Authentic means a genuine target produced by the original
manufacturer. Counterfeil means a target not produced by the original manufacturer and
may have been cloned, remarked, or altered.

3.2 Theory of Operation

Conceptually, SILGEO operates similarly to, but not exactly like, the technique of system
identification, where a mathematical model is constructed for blackbox system by means of
statical methods and collected measurement data. To determine the authenticity of a target,
a set of frequency-domain measurements are taken of the target to collect the key identifying
electrical characteristics. The characterization process is blackbox and only requires access
to the electrical interfaces of the target; no knowledge of the target’s function or internal
construction is needed. Notably, the characterization process is performed with the target
unpowered, further avoiding the need for any target-specific knowledge on supply voltage or
logic voltage levels. The collected measurements are then processed and cleaned, to create
what is essentially a hardware fingerprint of the target. Depending on the application of
SILGEO, this fingerprint can be used and analyzed in different manners. For the detection
of counterfeits, the fingerprint can be compared for similarity with known-good examples or
a collection of other devices. In the case of detecting alterations or tampering, the fingerprint
of the target can be compared with previous fingerprints of the same target.
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The theory underpinning SILGEO, is that traveling electromagnetic waves are affected
by the medium within which they travel. The physical characteristics of a medium, such
as dimensional geometry, relative permittivity, and impedance, contribute to the medium’s
propagation characteristics [50]. In simple terms, propagation characteristics describe how
a wave will change as a consequence of moving through a medium. The propagation charac-
teristics of a medium can be quantified in different ways, but most commonly used are the
medium’s propagation velocity v,, which describes how fast a wave travels in the medium,
and reflection and transmission coefficients, describing how power waves act when incident
onto a medium. Importantly, should any part of the medium change, the propagation char-
acteristics will change as well. Within the context of RF, the term medium typically refers
to a transmission line of some sort, i.e., cables, planar PCB traces, or free space, which
are specifically designed to propagate waves with minimal power losses and distortion. The
key to SILGEO’s fingerprinting approach is to treat the electrical target under evaluation,
which is likely not an actual transmission line, as if it was, in fact, a transmission line. The
assortment of semiconductors, electronic components, wires, and circuit boards that make
up an electrical device all act as mediums, albeit poor ones, for electrical signals to travel.
The transmission properties of these “mediums” can then be measured and characterized in
the same manner that any other transmission line, such as coaxial cable, would be.

SILGEO’s ability to determine the authenticity of a target relies on two principles. Firstly,
targets that are physically identical will have identical wave transmission characteristics.
This means that two semiconductors from the same lot or two circuit boards from the
same batch should have the same transmission behavior, after controlling for natural man-
ufacturing variations. By extension, this also means that targets that are not physically
identical will not have identical wave transmission characteristics. A genuine component
and its counterfeit counterpart are physically constructed differently and thus will have dif-
ferent transmission behavior. Secondly, the alternation of a target causes the target, or more
precisely: the target’s medium, to have slightly different wave transmission characteristics.
Alterations come in different forms, but all involve changing some physical aspect of the
target, which in turn causes the transmission behavior to change.

To measure these changes in transmission medium behavior and thus create the hard-
ware fingerprint, SILGEO applies the frequency-domain approach used to obtain scattering
parameters. Waves of varying frequency and power are generated and then injected into the
target. As the incident wave interacts with the internals of the target, a set of reflection and
transmission waves are created. Using sophisticated equipment, these waves are captured,
and the final scattering parameter ratios representing the target are computed. SILGEO
essentially treats the electrical target as if it was any other RF device that needs to be
characterized.
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3.2.1 Single Port Characterization

Before detailing the characterization process for targets with multiple electrical interfaces,
the characterization process for a single electrical interface, or port, on a target will be
considered first, as it provides a foundation for the more complex measurements. Figure 3.1
shows the measurement setup, with the component labeled “IC” representing the target.
Prior to commencing the measurement, the selected electrical interface on the target, in this
case, a pin, is connected to a signal generator and a signal capture device via high-frequency
RF grade cables. The signal generator is configured with the desired power and frequency
parameters needed to characterize the DUT. The selection of these parameters and their
effects is further detailed in Section 3.3. At the time of measurement, the signal generator
creates an RF frequency sweep, shown in red, consisting of a single continuous tone changing
in frequency or multiple discrete frequency tones in rapid succession.
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Figure 3.1: Reflection Response From a Single Pin

This frequency sweep is then applied to the port of the target, termed the incident port,
as this is where the sweep is incident upon. As the frequency sweep moves into the target’s
port, a portion of the power will be reflected, shown in blue. The amount of power reflected
is frequency-dependent and is intrinsically linked to the impedance characteristics and wave
propagation properties of the medium within the target [76]. In essence, the portions of
the frequency sweep that are reflected now contain information about the target’s internal
physical composition. In the single port case, the reflected power returns via the same
electrical pin that the sweep was incident upon, where it is then sampled by the signal
capture device. Not shown in the figure is a connection from the signal generator to the
capture device that allows the original incident sweep to also be sampled for use in computing
scattering parameter ratios.

The result of this measurement is the reflection coefficient Si;, at each frequency of
interest in the sweep, for that particular pin on the target. Because each electrical interface
on a target is a different “perspective” on the transmission medium with the target, this single
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interface characterization can also be repeated on the other pins of the target, yielding a
unique set of reflection coefficients for each pin. Additionally, because the response of a
target is often non-linear with respect to incident power, i.e., the reflection obtained from a
target changes with the amount of incident power used, the characterization process can be
performed multiple times at different power levels, again yielding additional unique sets of
reflection coefficients for the target.

Throughout the characterization process, the incident power levels are carefully con-
trolled. The power levels need to be high enough that a response is elicited from the target
but simultaneously need to be kept below the logic threshold levels of the target to avoid
activating any of the target’s functionality or damaging the circuits within and potentially
altering the measurement. Additionally, the power levels need to be kept constant across the
different characterization frequencies used within the sweep to ensure that effects related to
power level non-linearity do not accidentally distort the measurements.

3.2.2 Multiple Port Characterization

Since targets often have multiple electrical ports, using a characterization process restricted
to only measuring a single port at a time would be inefficient and have limited practicality.
The simultaneous characterization of multiple ports is not only faster than the single port
approach, but also allows a more robust verification of the target to be performed, as it
captures additional uniquely identifying information from the target that the single port
approach can not. The process for characterizing multiple ports on a target is quite similar to
the process for a single port, reusing the same equipment and setup, with the only difference
being where the signal capture device is connected to the target.

Consider the case of characterizing two ports, which for the target shown in Figure 3.2,
labeled “IC”, are Pins 1 and 3. Similar to the single port example, the incident frequency
sweep is shown in red. However, rather than connecting the signal capture device to the
same port where the frequency sweep is incident upon, it is now connected to a different
electrical pin on the target. In doing so, the captured frequency sweep response, shown in
blue, will have traveled through the target and interacted with much more of the target. This
response represents the transmitted power, and similar to the reflected power, the amount
of power transmitted through the target is frequency-dependent and is intrinsically linked
to the impedance characteristics and wave propagation properties of the medium within
the target. The transmitted power can be thought of as the complement of the reflected
power; any incident power that is not reflected will be transmitted to the other ports on the
target. For the fingerprinting of a target, the transmitted power can be very important, as
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it will often contain a response from areas within the target that the reflected power does
not interact with. Though it varies from target to target, a target’s reflection behavior is
typically determined by the impedance effects at the edges of the target, meaning that the
reflection response will not have entered very far into the target, whereas the transmission
response will have.
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Figure 3.2: Transmission Response Through Two Pins

After the transmitted sweep has been captured, it can then be compared with the original
incident sweep to compute the transmission coefficient Ss;, at each frequency of interest in
the sweep and for the particular pair of ports chosen on the target; in this example Pin 1
and Pin 3. Though not shown in the figure, the reflection sweep seen in the single port
example is still, in fact, present when measuring two (or more) ports, due to the properties
of microwave propagation within networks, as discussed in Section 2.3.3. By adding a second
connection from the signal capture device to the port where the sweep is incident, shown in
Figure 3.3, the reflection of Pin 1 and transmission from Pin 1 to Pin 3 responses can be
obtained simultaneously from the target.
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Figure 3.3: Simultaneous Reflection & Transmission Response From Two Pins

Note that the measurement setup shown in Figure 3.3 is unidirectional, in that the
reflection of Pin 3 or the transmission from Pin 3 to Pin 1 is not obtained. However, with
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the addition of a directional switch to the measurement setup, allowing the signal generator
and capture device to swap the target pins they are connected to, the characterization
process would be able to capture the effects in the reverse direction. In doing so, the two
remaining scattering parameters, S and Sio, would be obtained, thus fully quantifying the
propagation characteristics of that two port subset of the target.

For targets with multiple electrical ports, many port combination subsets can be created,
such as Pin 1 to Pin 3 as shown in Figure 3.3, Pin 1 to Pin 5, Pin 8 to Pin 15, and so on.
For a target with 16 pins, there are a total of 120 two-port combinations that can be made,
with each combination effectively acting as its own distinct medium due to the pins providing
different propagation perspectives on the target. This means that each port combination will
have its own individual response characteristics, yielding considerable identifying information
on the physical construction and transmission medium within the target.

Port combinations are by no means limited to just two ports, with one incident port
and one response port. Port combinations can be created with multiple incident ports,
multiple response ports, or both. Figure 3.4 shows an example where the frequency sweep
is simultaneously incident upon two pins of the target, and the signal capture device is
connected to three pins. In doing so, supplementary unique information from the target can
be obtained, with the multiple incident sweeps interacting together and with the target’s
medium, creating a sort of hardware-dependent convolution response.
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Figure 3.4: Characterization of Multiple Pins

3.2.3 Determining Authenticity

Once a target has been characterized, its fingerprint can then be analyzed and compared
to determine the target’s authenticity. Depending on the application of SILGEO, there are
two approaches as to how authenticity can be determined: wverification and classification.
Verification, also known as one-to-one matching, is when a target’s fingerprint is compared
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to a previous fingerprint of the same target to see if any changes occurred. Verification
is typically used in tamper detection applications, such as checking if any unauthorized
additions or modifications were made to a circuit board during shipment. For verification
tasks, SILGEO does not require fingerprints or characterizations from other targets; all that
is required is a previous fingerprint of the target in a known-good state. To verify the
authenticity of the target, SILGEO compares the current fingerprint to the fingerprint from
the known-good state and calculates a similarity score indicating the likelihood of tampering.

On the other hand, classification, also known as one-to-many matching, is when a fin-
gerprint from a target of an unknown class, in this case, authenticity, is compared with the
fingerprints from other similar and different targets, in order to see which class the unknown
target most closely belongs to. Classification is typically used in counterfeit detection appli-
cations, such as determining if a collection of microchips contains any non-genuine devices.
For classification tasks, SILGEO requires a set of fingerprints from a single, or preferably
multiple, known-good examples of the target. To verify authenticity, SILGEO compares the
fingerprint from the target to the known-good fingerprints and calculates a similarity score
with each candidate fingerprint, indicating the likelihood of belonging to that class. Having
fingerprints from multiple known-good examples is preferable, as it provides SILGEO with
additional information as to the naturally occurring manufacturing variations, increasing
the accuracy and confidence of the classification results. When multiple known-good finger-
prints from the same class are available, SILGEO calculates a similarity between the target
and each of the known-good fingerprints and then averages the values together, thus allowing
the manufacturing variations to be accounted for.

3.3 Data Features

As part of the SILGEO fingerprinting process, various features are collected and used to
determine the authenticity of the target. In simple terms, a feature is an observation or
measurable property that can be recorded and used for analysis. SILGEO has both measured
features, which are obtained at the time of target characterization, and derived features,
which are obtained via mathematical transformation.

3.3.1 Measured Features

For SILGEO, all measured features are obtained from the scattering parameters captured
during the characterization process. Each feature consists of a complex number, typically
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expressed as magnitude and angle, that describes how the propagating wave changed as a re-
sult of moving through the medium. The magnitude portion describes the amplitude change
of the wave, and the angle, also known as the phase, describes the propagation delay experi-
enced by the wave. Each feature is defined for a single characterization criterion, consisting
of the frequency, power level, port combination, scattering parameter direction, and other
characterization settings used to obtain the feature. Parts of the characterization criteria
process can be adjusted to increase or decrease the desired number of features obtained from
a target.

Characterization Criteria

The characterization criteria helps to contextualize how a measured feature was obtained
and is comprised of all the adjustable parameters of the characterization process. By varying
the characterization criteria, the thoroughness of a target’s characterization can be adjusted.
Increasing the feature count for a target can help ensure that the fingerprint is comprehensive
and that no features that may aid in determining authenticity were missed. Large feature
counts can also help guard against naturally occurring manufacturing and measurement
variations from causing errant authenticity results. However, as the feature count increases,
so too does the storage space needed to store all the measurement data and the computation
power required to analyze it. Additionally, increasing the feature count can substantially
increase the time required to acquire all the measurements.

The parameters that comprise the characterization criteria and their roles are detailed below.

¢ Frequency Range describes the frequency bands that are used in the frequency sweep.
By characterizing a target across multiple frequencies, additional features can be obtained
since a target’s response often changes with frequency. This is due to the different fre-
quency bands, i.e., 10 MHz, 100 MHz, 1 GHz, or 3 GHz, having different wave propagation
properties. For the same target, certain bands may elicit responses with less noise and
variation, leading to a more consistent and accurate characterization.

e Frequency Point Count is related to the frequency range and describes the number of
points, i.e., distinct frequencies, used in the frequency sweep. By increasing the number of
frequencies used in the characterization, greater resolution can be obtained into how the
target’s response changes with respect to frequency. For example, the range of 1 GHz to
2 GHz, could be swept with 10 points to obtain a coarse overview or with 500 points to
obtain a more granular view.
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e Frequency Point Distribution is related to the frequency points and describes how they
are distributed within the frequency range. The steps between frequencies can be linear,
logarithmic, or of arbitrary size, depending on the complexity of the target. Changes in
wave propagation behavior tend to be logarithmic, meaning that going from 1 MHz to
10 MHz will exhibit a more noticeable change in propagation than going from 100 MHz to
110 MHz. With a logarithmic distribution, more frequency points are sampled in the lower
portion of the frequency range. For example, the frequency range 100 MHz to 1 GHz would
be sampled as: 100 MHz, 177 MHz, 316 MHz, 562 MHz, and 1 GHz. For comparison, the
same range could also be split linearly into five equal steps: 100 MHz, 325 MHz, 550 MHz,
775 MHz, and 1 GHz.

e Power Level describes the amplitude of the stimulus wave that is incident upon the
target’s ports as part of the measurement. Because a target’s response is often non-
linear with respect to incident power, characterizing at multiple power levels can reveal
additional unique features. This is especially true for the transmission portion of the
scattering parameters, as the power level can influence the propagation path the wave
takes within the target. Thus even without changing the port, measuring at multiple
power levels can result in different responses and thus additional features.

e Port Combination describes the subset of ports on the target that the frequency sweep
is incident upon during the measurement. Characterizing multiple port combinations in-
creases the overall coverage of the target, ensuring that no uniquely identifying features
are missed. Additionally, using multiple port combinations helps improve SILGEO’s accu-
racy by reducing the risk of false positives, as each additional port combination provides
a different perspective of a target’s medium. For each of these perspectives, a unique set
of features can be created, further reducing the likelihood of an errant authenticity result,
even for high-quality counterfeits.

e Scattering Parameter Direction describes whether a response captures the reflection
or transmission portion of the wave propagation effects for a network. As the reflected and
transmitted responses result from different physical interactions with the target’s medium,
they yield different sets of unique features, both of which are valuable for determining
authenticity. Reflected waves tend to be generated electrically close to where ports are
located, resulting in a response that is consistent and noise-free but has not interacted with
much of the target’s internal medium. Transmitted waves, on the other hand, contain the
cumulative effects of traveling port to port through the target and interact with more of
the medium within. Transmitted responses thus generally yield more unique features, but
at the cost of additional noise and naturally occurring measurement variability.
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3.3.2 Derived Features

By post-processing the measured features, additional derived features can be obtained: loga-
rithmic & linear magnitude and unwrapped phase. These features provide alternative math-
ematical representations of the measured features, enabling them to be processed more effi-
ciently and better formatted for additional analysis. For RF measurements, power values are
typically expressed in decibels (dB) as they better represent the non-linear effects of changes
in power. dB values are calculated as the logarithmic ratio of two power values and are the
ideal representation when directly comparing two features or plotting responses. However,
when applying certain statistical analysis methods, a linear representation of the magnitude
may lend itself to easier interpretation, particularly for machine-learning algorithms, as the
non-linear transformation added by the logarithm could be considered a distortion of the
feature. To illustrate the differences between the two representations, Figure 3.5 shows the
same set of power features, plotted as linear magnitude and as logarithmic magnitude. No-
tice that while the overall response is visually similar in both representations, the heights of
many features, especially near peaks and valleys, have been alerted.
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Figure 3.5: Magnitude Transformation

Unwrapped phase is a transformation that can be applied to the phase portion of each
feature in order to make the change in phase between multiple features continuous. Typically,
the phase is expressed in radians and is constrained to the range of £+, which causes the
phase to wrap around once —7 or +m has been reached, introducing a discontinuity. These
discontinuities make a side-by-side comparison of the phase tedious and, worse, can mask
differences leading to errors. Phase unwrapping removes these discontinuities by adding back
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the multiples of 27 that were removed. Figure 3.6 shows an example of a set of phase features
before and after unwrapping. The unwrapping of a set of phase features often starts at the
lowest frequency in the sweep, and is used as the reference point for all subsequent phase
features to be unwrapped against.
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Figure 3.6: Phase Transformation

3.3.3 Analysis Methods

Throughout the research and development stages of SILGEO, various statistical methods
have been used to analyze and determine the authenticity of targets. Two main types of
analysis were performed with the collected features: classification and data exploration. For
classification tasks, such as determining if a target is genuine or counterfeit or if a target is
part of a specific class, dynamic time warping (DTW) was primarily utilized. Though DTW
is typically used with time-series data, it was successfully adapted to work with SILGEO’s
frequency-based measurement features [53]. For determining the authenticity of a DUT,
DTW was used to compute similarity scores between the features in a DUT’s fingerprint
and those from a known-authentic device. These similarity scores were then subjected to a
threshold test, and if a sufficient number were above the threshold, the target was classified
as genuine. A similar approach was used for determining the class of a DUT, where DTW
computed similarity scores between the DUT’s features and features from an example of
each class. The set of similarity scores for each candidate class was then condensed down
into a single aggregate value, summarizing the overall similarity between the DUT and that
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specific class. The aggregated values were then ranked from highest to lowest, with the class
having the highest value, being the most probable class the target belongs to.

For data exploration, the analysis goals were generally more open-ended and focused
on understanding the roles of various features. As part of the early research, principal
component analysis (PCA) was employed to aid in feature selection and dimensionality
reduction. This was especially important for evaluating the applicability of SILGEO to
various larger targets, such as vehicles, where millions of features could be collected due to
the size and complexity of the targets. PCA and t-distributed stochastic neighbor embedding
(t-SNE) were also used to visualize the relations of certain features and the clustering effects
of multiple target classes. Additionally, clustering was used to examine the variability of
features within classes and their distance to features of other classes. Linear discriminant
analysis (LDA) and PCA were used to develop variance masks, a dimensionality reduction
technique that can boost or minimize the effect of certain features. Sets of low and high
variance masks were created to test the exclusion of certain features, such as the response
from certain bands that exhibited significant variability due to measurement noise.

3.4 Advantages of SILGEO

SILGEO offers several benefits compared to the threat mitigation approaches discussed in
2.2.3. Unlike more traditional electrical tests and side-channel-based approaches, SILGEO
is unique in that the authenticity assessment is performed with the target unpowered, thus
avoiding the need for information on a target’s functionality, operating voltages, timing, or
electrical connections. This means that SILGEO can be used to authenticate devices even
when functional and parametric tests can not be used, such as when the original manufacturer
no longer exists or is unwilling to share the required proprietary information. Compared to
decapsulation and X-ray imaging, SILGEO does not require any interpretation of images,
leaves no temporary or permanent damage, and is not hazardous to the operator performing
the evaluation. In contrast to physical inspection, SILGEO requires no subject matter experts
and is significantly faster, with authenticity results available in seconds, not hours or days.
Furthermore, SILGEO is not reliant on qualitative or subjective interpretation of detected
anatomies to determine authenticity; instead, a clear numerical score indicating authenticity
is provided. While SILGEO does require a threshold to be defined in order to classify the
raw similarity scores, in practice, the numerical difference between the classes is significant
enough that selecting a threshold is not a problem. Additionally, unlike physical inspection
or electrical tests, SILGEO can evaluate the authenticity of targets in situ, avoiding the need
to desolder or remove components from the larger systems they are a part of.
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Chapter 4

SILGEO Acquisition System

The following chapter details the current implementation of SILGEO, commonly referred to
as the SILGEO acquisition system. As a preface, it should be noted that the approach outlined
here is just one way to implement the concepts introduced by the SILGEO technology. Other
configurations and approaches to implementing SILGEO are possible and are indeed briefly
touched upon in Chapter 6. In short, the acquisition system is responsible for generating
stimulus signals, delivering them to the DUT, i.e., the target under evaluation, and capturing

the corresponding response signals.

Control Computer

Figure 4.1: Acquisition System
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Figure 4.1 shows the components that comprise the acquisition system, which primarily
consists of a VNA, Multiplexing Board (MB), adapter boards, and control software. The
dashed lines in the figure indicate RF connections, which carry the stimulus and response
signals, and the solid lines indicate the data transfer connections between the various compo-
nents. Frequency sweeps are generated by the VNA and sent through the MB, which allows
the signals to be delivered to a specific subset of the electrical connections on the DUT.
The stimulus signals then flow through an adapter board, which is mated on top of the
MB via a standardized interconnect and contains the specific sockets needed to electrically
connect to the DUT. The response signals from the DUT then propagate back to the VNA
for digitization via the same components but in the reverse direction.

The VNA and MB are commanded by a custom piece of software named the acqui-
sition controller, which runs on a dedicated control computer. The acquisition controller
is responsible for the setup and operation of the characterization process, including VNA
configuration, selection of MB output ports, and storage of captured traces. The control
computer communicates with the VNA via a high-speed USB 3.1 connection, which is es-
sential for the fast transfer of captured data, providing SILGEO with a fast measurement
speed. The MB is similarly connected to the control computer via a USB 2.0 connection.
The following sections cover each of these aforementioned components in greater detail.

4.1 Vector Network Analyzer

In the SILGEO acquisition system, the vector network analyzer (VNA) is responsible for
generating, capturing, and digitizing all stimulus and response signals from a target under
evaluation. A VNA is an RF test instrument used to measure the scattering parameters of
electrical networks in the frequency-domain [57]. VNAs are complex devices composed of
multiple high-precision RF devices, including directional couplers, frequency synthesizers,
mixers, power amplifiers, and splitters. As for non-RF components, VNAs also have various
onboard high-speed processors, typically FPGAs, memory, and analog-to-digital converters.
Nearly all VNAs have at least two ports, as a single port can only capture reflection, whereas
two ports can capture both the reflection and transmission of DUT. Multi-port VNAs also
exist but are less common and cost considerably more due to the additional complexity.
The term vector in the name vector network analyzer, indicates that a VNA measures both
the amplitude and phase properties of the DUT, whereas traditional network analyzers only
measure magnitude.

For SILGEO, a VNA was used instead of a custom measurement setup because the in-
tegrated form factor of the VNA offered greater accuracy and reliability than a custom
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setup could provide. While discreet signal generators and capture equipment could have
been used to save on cost, the setup would still have required many specialized RF com-
ponents, requiring time and effort to evaluate and source them. Several components, such
as frequency synthesizers and power amplifiers, require tunning and calibration to produce
accurate results, further increasing the complexity of the undertaking. Additionally, the
amount of background noise, also known as the noise floor, for a custom measurement setup
would have likely been far inferior to that of a VNA. For these reasons, it was decided to
purchase an off-the-shelf VNA, allowing development efforts to be focused on other areas of
the acquisition system.

In order to choose the make and model of the VNA, a survey of the units available on
the market was first performed. From this, a set of requirements was developed to guide the
selection of the VNA. The VNA needed to support remote control or programmatic control
so that it could be integrated into the larger measurement setup. Because the VNA would
not be used to measure “traditional” RF devices, it needed to support a wide range of power
levels and have a sizable supported frequency range. Based on the noise floor of the other
equipment used in the acquisition system, the VNA needed to have a noise floor of at least
—75dBm. The VNA also needed to have at least two ports, with higher port counts being
ideal but not a requirement.

Figure 4.2: P9370A - 300kHz to 4.5 GHz VNA

From this, the Keysight P9370A two-port VNA was selected and is shown in Fig-
ure 4.2 [59]. Tt offers a frequency range of 300 kHz to 4.5 GHz, with an average noise floor
of —103dBm and a sweep time of 14ms for a 200-point measurement [59]. For interfacing
with the DUT, the P9370A has two 3.5mm connectors, which are mechanically identical
and compatible with the more traditional SubMiniature version A (SMA) connectors, ex-
cept that 3.5mm connectors use an air dielectric instead of polytetrafluoroethylene. The
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P9370A interfaces with a host control computer via a high-speed USB 3.1 connection, and
most importantly, the P9370A supports the programmatic control of nearly all operations
and settings. The P9370A also comes with a set of software development libraries and exam-
ples, significantly reducing the development time and effort required to integrate the VNA
with the rest of the acquisition system.
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Figure 4.3: Scattering Parameters for a Two-Port Network

Figure 4.3 provides an example of the scattering parameters that can be obtained with
the P9370A VNA. The response of a two-port network was measured over the frequency
range of 300kHz to 4.5 GHz. Within each plot, the magnitude is shown in blue, and the
unwrapped phase in orange.
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Since the SILGEO characterization process requires measuring the response of a target
at many different power levels, frequency ranges, and port combinations, a fast and efficient
mechanism was needed to save the scattering parameters captured by the VNA. The P9370A
offered two main methods of doing so: direct memory copy or the creation of SnP data files.
While direct memory access was more straightforward, through testing, it was determined
that the creation of SnP files was faster, at the cost of having to manage and rejoin the files
later when performing the subsequent analysis.

SnP Data File

A SnP file, also known as a TouchStone file, is an industry-standard format used by VNAs
and other RF test equipment to store the scattering parameters of a network. The n in SnP
indicates the number of network ports contained in the file. For example, a two-port network
will have a file extension of S2P, a three-port network will have S3P, and so forth. The SnP
format also supports alternate network representations, such as admittance parameters and
impedance parameters. In the case of the P9370A, which has two ports, S2P files are utilized.

Figure 4.4 shows a portion of a S2P file. The header section, denoted by the exclamation
marks, contains meta-data about the measurement, including calibration status, data and
time the measurement was taken, and information about the instrument used. The remainder
of the file contains the scattering parameters for the network, with one line for each frequency
the network was characterized at. The first column indicates the frequency at which each
measurement was taken, with the reaming eight columns alternating between the magnitude
and phase values for each of the four scattering parameters.

I | 'Keysight Technologies ,P9370A,MY58100360,A.15.20.07

2 | 'Date: Tuesday, September 14, 2021 18:46:49

3| !Correction: S11(C 2-Port)

1| 1821 (C 2-Port)

511812(C 2-Port)

6 |1822(C 2-Port)

7| 'S2P File: Measurements: S11, S21, S12, S22:

8 |# Hz S dB R 50

919000 1.79407 0.04668 -89.3978 152.606 -87.1135 109.282
10 |2610036.8 -0.25737 -112.994 -47.1078 32.4466 -47.0741 32.5319
11 15211073.6 -0.24864 -145.001 -45.9501 15.8098 -45.9223 15.8884
12 | 7812110.4 -0.23984 -158.506 -45.6807 8.52011 -45.6426 8.54942
13 110413147.2 -0.23902 -166.198 -45.5789 4.03124 -45.5404 4.06123
14 113014184.0 -0.23922 -171.504 -45.5638 0.64566 -45.5198 0.60218
15|15615220.8 -0.24171 -175.554 -45.5284 -1.66047 -45.4837 -1.76406
16 | 18216257.7 -0.24209 -178.839 -45.5035 -4.02739 -45.4723 -4.02990

Figure 4.4: S2P Data File

.95783 1.37171
.04824 -1.34687
.02737 -2.52014
.02967 -3.69643
.02593 -4.86037
.02279 -5.99574
.01230 -7.13825
.00080 -8.28181

O OO OO0 O~
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4.2 Multiplexing Board

Within the SILGEO acquisition system, the Multiplexing Board (MB) plays a critical role in
terms of accuracy, measurement throughput, and repeatability. Sitting in between the VNA
and an adapter board, the MB enables a DUT which may have multiple electrical interfaces,
to be sampled in an efficient manner by the VNA. The MB functionally consists of two iso-
lated bidirectional 8-to-1 RF multiplexing pathways with an operating bandwidth of 300 kHz
to 4 GHz, power supplies, and an embedded microcontroller for control and communication
with the host computer. The MB features two sets of RF grade connectors: 2 SubMiniature
version A (SMA) ports for interfacing with the VNA, and 16 SubMiniature version P (SMP)
ports for interfacing with the DUT via an adapter board.

The multiplexing capability of the MB works as follows: each SMA input can be electri-
cally connected to one of 8 SMP output connectors. In doing so, the stimulus and response
signals of the VNA are transparently sent to a subset of the DUT’s electrical ports. The
MB’s two multiplexing paths are implemented using solid-state RF switches, which provide
fast switching speeds and high levels of isolation between adjacent channels. The selec-
tion of the multiplexing path is sent to the MB from the host computer, and the onboard
microcontroller sequences the switches in the appropriate manner to set up the request path.

| Acquisition Select: AN ~1 P o
eneaee we B B 19 &
]
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Figure 4.5: Multiplexing Board
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Figure 4.5 shows an assembled MB. The blue cables on the right of the figure are mated
with the two SMA connectors. The square array of gold devices in the center of the board are
the 16 SMP connectors, with the top half forming the first 8-to-1 multiplexer and the bottom
half the second 8-to-1 multiplexer. The silver-colored shields on the upper and lower left side
of the board contain the microcontroller and power regulation components, respectively.

Importance of the Multiplexing Board

The design and incorporation of the MB in the acquisition system was done primarily for
reasons of measurement throughput, eliminating the time-consuming process of repeated
SMA connection and disconnection required when measuring a DUT directly with the VNA.
The problem was most acute when measuring DUTs that had more than two electrical ports
since the VNA has only two measurement ports. The complete characterization of a DUT
for assessment with SILGEO requires (g) connections, where n is the number of DUT ports.
As n increases, the time required for complete characterization quickly becomes prohibitive.
For example, the complete characterization of a DUT with 8 ports would require 28 separate
SMA connections and disconnections to be performed, each taking minutes to complete. By
incorporating the MB, the measurement time for the 8-port DUT can be reduced by an
order of magnitude, going from tens of minutes to tens of seconds. For DUTs with higher
port counts, the reduction in measurement time can be even more significant.

Additionally, while SMA connectors are designed to provide repeatable measurements,
that repeatability is only achieved when the connectors are mated using the appropriate
torque wrench [57]. As detailed above, measuring all combinations of a 8 port DUT without
the MB would require 28 connections and disconnections, each having the possibility of a
slight misconnection leading to an errant measurement. Whereas with the MB, the DUT is
connected only once at the start of a measurement cycle, any number and combination of
measurements can then be taken or even repeatedly taken, and only after the DUT is fully
characterized is the DUT then disconnected once.

Finally, the MB was developed as part of a solution to the challenge of characterizing
DUTs that are not fitted with SMA connectors and, therefore, can not be connected to a
VNA. Rather than designing a custom multiplexing setup for each DUT, a cost-prohibitive
and time-consuming endeavor, the solution was to compartmentalize the expensive portions
of the measurement setup onto a single board, i.e., the MB, which then exposes a standard-
ized interconnect. An additional adapter board then mates to this interconnect and contains
the traces and specific sockets or ports needed to finalize the electrical connection with the
DUT. As the adapter board has a simple layout and no active electronics, it is significantly
less expensive to manufacture than the MB. This approach allows SILGEO to characterize
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a wide variety of DUTs at a low cost since the incremental effort required to support a new
type of DUT is limited to the creation of a new adapter board. Section 4.3 covers the adapter
boards in greater detail.

4.2.1 Multiplexing Board Design

As the MB is a mized-signal circuit board, meaning it contains both digital and analog
circuits, careful consideration was given to its design to ensure that noise and signals from
the digital components did not cause disturbances to the noise-sensitive analog components.
The MB consists of three main areas: control, power, and RF multiplexing.

The control section is composed primarily of an Atmel ATmega32U4 microcontroller [60]
and its supporting components. To reduce the possibility of spurious emissions from the
microcontroller affecting the analog signals on the multiplexing channels, the control section
is galvanically isolated from the rest of the board. The galvanic isolation is achieved by having
separate power and ground references for the control section, an isolation gap between the
copper planes, and the use of optoisolators, an electronic component that allows signals to
pass between two electrically isolated circuits. This results in the MB having separate digital
and analog sections, with only the optoisolators bridging the two sections, in order to move
the low-frequency control signals from the microcontroller to the RF switches. This isolation
becomes even more important when considering the microcontroller is electrically connected
to a host computer via USB during its operation, which could allow coupled emissions from
the computer to be introduced to the board [(1]. As an extra isolation measure, the majority
of components in the control section are encased in an RF shield to minimize the possibility
of any radiated emissions coupling back to the board and causing distortion [62].

The power section of the MB is responsible for supplying the RF switches with clean and
low noise power at the required voltages, and is comprised of three voltage regulators, various
smoothing capacitors, and support components. The main input voltage regulator accepts a
range of 7V to 35V from an external direct current (DC) power supply and converts it to a
base 5V supply. The 5V is then further converted by two additional regulators to generate
the final £3V and —2.5V power rails used by the RF switches. Like the control section,
nearly all of the power section is encased in an RF shield to minimize any radiated emissions.

The remainder of the space on the MB is taken up by the multiplexing section, which
principally consists of microstrip RF traces, RF switches, and the RF connectors for the input
and output signals. Two models of RF switches are used to construct the multiplexers: the
ADRF5021 2-to-1 switch [63] and the ADRF5047 4-to-1 switch [64]. Both ADRF switches
are surface-mount devices manufactured by Analog Devices. Each multiplexing pathway
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has one “input” SMA connector and eight “output” SMP connectors. The input and output
here are put in quotes since the multiplexing pathways are bi-directional; the SMA connector
is simultaneously the input for the stimulus signal from the VNA and the output for the
response signal returning from the target. To interconnect the RF switches, SMA, and SMP
connectors, microstrip traces are used on the top layer of the board, with its corresponding
ground plane reference placed on the layer immediately below. A variety of measures to
increase isolation in the multiplexing section are also used, most notably wvia stitching and
via fencing.

Figure 4.6: Multiplexing Board Layout

Figure 4.6 shows the copper layers of the MB, with the RF multiplexers visible on the
right half of the board. The red in the figure represents areas of copper on the top layer,
with the yellow representing the ground plane immediately below on the first inner layer.
The microcontroller and supporting components are in the top left, and the power regulation
is located below in the lower left corner. The reverse “L” shaped band of white space is the
aforementioned galvanic isolation gap, with the optoisolators on the vertical portion labeled
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as devices U1l through U20.

As part of designing the MB, various topologies, components, and trade-offs were con-
sidered. Front of mind was ensuring the design had high isolation between channels and low
attenuation for the carried stimulus and response signals. The following subsections detail
the engineering choices and provide greater specificity into the design.

Solid-State Multiplexing

Among the first of design choices considered was whether to use electromechanical or solid-
state, i.e., semiconductor-based, RF switches to build the multiplexers. When compared
to solid-state switches, electromechanical switches have higher isolation and lower insertion
loss, both desirable qualities for the MB. However, this comes at a cost, as electromechanical
switches are physically bulky, often many times larger than solid-state ones, and suffer from
repeatability issues over time because they have moving parts [65]. Ultimately for reasons
of space, cost, and repeatability, it was decided to use solid-state switches.

Multiplexing Topology

Before deciding on a specific model of solid-state switch, it was first necessary to determine
the multiplexer topology and, specifically, how many inputs the multiplexers would have.
Selecting the number of inputs is a trade-off as it drives both the price of the MB, the
more inputs, the higher the cost, and sets a maximum to the number of pins on a DUT
that can be simultaneously characterized. Designs ranging from 10 inputs all the way up to
20 inputs were considered, but it was decided to go with 16 inputs, split into two equal 8
input multiplexers. A large driver of not increasing the input count past 16 was the switch
pricing per input being non-linear, with part costs from manufacturers nearly doubling when
going from 16 to 18 inputs. Additionally, there were concerns that high input count switches
tended to have worse isolation and insertion loss characteristics when compared to 8 or 4
input switches.

With the number of inputs decided, a parts search was conducted to determine what
switches were available on the market and the topology to best configured them in. As
part of this search, it was decided that the 8-to-1 multiplexers should be constructed from
multiple switches, rather than just one. While there were single device 8-to-1 multiplexers
available from some vendors, they often had poor isolation between channels, a small operat-
ing frequency range, and added unacceptable amounts of attenuation to the carried signals.
Based on this finding, calculations were performed to estimate the performance of connecting

29



multiple switches together, namely connecting two 4-to-1 switches to a single 2-to-1 switch.
This alternative topology to achieve an 8-to-1 multiplexer was vastly superior in all aspects,
including price, compared to a single-device solution.

Of the available switches on the market, the ADRF5021 and ADRF5047 were selected
primarily due to their superior isolation and low insertion loss. The ADRF5021 2-to-1
switch has an operating range of 9kHz to 30 GHz [03], and the ADRF5047 4-to-1 switch
has an operating range of 9kHz to 44 GHz [61]. One may wonder why these two selected
switches have maximum frequencies many times higher than the board’s maximum operating
frequency of 4 GHz. This choice was intentional; as for the operating band of the board,
300kHz to 4 GHz, these devices had the best performance on the market. At 4 GHz, the
ADRF5021 and ADRF5047 have a mean insertion loss across all paths of 0.81 dB and 0.96 dB,
respectively, with the ideal insertion loss being 0 dB. In terms of isolation, the ADRF5021
and ADRF5047 have a mean input to input isolation of —70dB and —65dB, respectively,
at 4 GHz, with lower values indicating better isolation.

Also of note is that the ADRF5021 is a non-reflective switch, meaning that when a path
is not selected, the RF input is terminated with a 50 {2 matched load. This helps to increase
the isolation performance of the switch and the overall measurement accuracy of SILGEO,
as it ensures signals from non-selected paths do not leak into the currently selected path.
Unfortunately, the ADRF5047 is a reflective switch, meaning that non-selected paths are not
terminated by a 502 matched load, and instead, the inputs are left free-floating. This lack
of the built-in termination is reflected in the isolation numbers above, with the ADRF5047
having an isolation figure 5dB higher than the ADRF5021.

RF; — RF; —
RF5 — RFg —
RF, 4MUX1 RF, %MUXQ
RF, - RF0
SMA, SMA,
RF5 - RF{;
RF¢ - RF{y
RF s 4MUX3 RF 5 4MUX4
RF6 RF14 —

Figure 4.7: Multiplexing Topology
Figure 4.7 shows the final topology of the switches used to construct the two 8-to-1
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multiplexers. Switches MUX;, MUX,, MUXj3, and MUX, use the ADRF5047. Switches
MUXj5 and MUXg4 use the ADRF5021. For reasons related to trace layout, RF ports 1, 2,
3,4,5,6, 15, and 16 map to the first multiplexer, and RF ports 7, 8, 9, 10, 11, 12, 13, and
14 map to the second multiplexer, rather than just increasing linearly. Not shown in the
figure are the control lines used to set the state of the switches, which connect back to the
microcontroller.

Microstrip Traces

To electrically connect the RF switches, SMA, and SMP connectors, coplanar waveguide
with ground (CPWG) microwave transmission lines were utilized. CPWGs are planar mi-
crostrip structures, constructed from a center conductor surrounded on both sides with
ground planes on top of a dielectric medium, the bottom of which is on top of an additional
ground plane [56]. For greater clarity, a cross-section of a CPWG trace is shown in Fig-
ure 4.8, along with the various design parameters. In the figure, W indicates the width of
the center conductor; G is the gap between the conductor and the coplanar ground planes,
and t is the thickness of the center conductor. The light gray slab represents the dielectric
medium, with its relative permittivity denoted as €, and height as h. The dark gray plane
on the bottom is the additional ground plane. Of the various CPWG parameters, W and G
are the most flexible for the designer, and are generally selected in response to the more rigid
parameters of h and &, which are a function of PCB material. Amongst the family of planar
transmission lines, CPWG traces were chosen because of their ease of construction and the
high levels of isolation they offer, which is largely due to the ground planes surrounding the
center conductor on three out of four sides [50].
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Figure 4.8: Cross Section of a Coplanar Waveguide With Ground Plane

To ensure the functional goals of the MB were met, the microstrip traces were designed
to have a target impedance of Zy; = 502 at 4 GHz. To achieve this, rough calculations were
first performed for values of W and G. These estimates were then combined with the h
and &; of the selected PCB material (discussed further in the next section), and iteratively
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refined with the aid of simulation software. The complete set of simulation steps performed
is beyond the scope of this document, but after several rounds of simulation, the final values
of W =0.35mm and G = 0.2 mm were obtained.

PCB Layers and Stackup

The MB is constructed as a four-layer PCB, meaning it uses four copper layers, separated
by insulating layers, to route the required electrical connections. Each layer is generally
reserved for a specific function, with the top layer used for RF traces, the first inner layer
for an RF ground plane, the second inner layer for signals, and the bottom layer for power.

The RF layer contains all of the microstrip traces and SMT footprints for the RF switches,
power supplies, and microcontroller. The ground plane layer immediately below is a con-
tiguous area of copper and is used as an analog ground reference by the microstrip traces
and RF switches. The contiguous nature of the ground plane is important as it provides a
low impedance return path for all of the high-frequency signals in the layer above [56]. The
ground plane also helps to reduce the possibility of any noise or spurious emissions from the
signaling and power layers from coupling to the microstrip traces and causing distortion [62].
The signal layer caries the control lines used by the microcontroller, connected via the op-
toisolators, to set the state of the ADRF switches. And finally, the power layer is reserved
for traces moving power from the voltage regulators to the microcontroller and RF switches.
It is important to note that the galvanic isolation discussed previously is on all layers; for
example, the bottom power layer is two electrically isolated areas, both with their own set
of power traces.

As part of designing the MB, careful attention was paid to the materials and layer thick-
nesses that were used to construct the board, commonly referred to as the PCB stackup. To
ensure minimal attenuation of the carried high-frequency stimulus and response signals, the
MB was designed against and constructed from the Isola 370HR material [66]. The 370HR
material was selected as it has superior permittivity and loss tangent characteristic stability
for signals over 2 GHz when compared to traditional FR4. For example, at 4 GHz, the 370HR
material has a known &, value of 3.98, whereas €, for FR4 can range anywhere from 4.0 up
to 5.0 depending on the manufacturer [67]. This unpredictability in FR4 characteristics
creates a challenge for the selection of microstrip parameters, as higher than expected &;
values can cause impedance mismatches and unintended signal attenuation [18]. The control
of layer thickness, particularly when using microstrip traces, is also important, as changes
in dielectric thickness, h, directly affect the trace impedance [56].

With the expected €, now defined, the remaining microstrip parameter, h the dielectric
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thickness, could now be calculated. Holding W, G, and &, as constant, the thickness h was
varied to obtain the exact trace impedance of 50 ). Working with the PCB manufacturer,
this information was then codified into a custom stackup, which detailed the ordering of
layers, materials to be used, and expected layer thicknesses after manufacturing. Table 4.1
shows the final PCB stackup used. For clean and finished look, the MB has a white-colored
silkscreen on a matte black-colored solder mask. Exposed copper areas on the top and
bottom layers are finished with an electroless nickel immersion gold (ENIG) plating for
superior solderability and smoothness [65].

Name Material Thickness (Mils)
Solder Mask PSR-4000BN 0.80
Layer 1 1 oz copper 1.40
Pre-preg 370HR 9.12
Layer 2 1 0z copper 1.40
Core 370HR 39.00
Layer 3 1 oz copper 1.40
Pre-preg 370HR 9.12
Layer 4 1 oz copper 1.40
Solder Mask PSR-4000BN 0.80

Table 4.1: Multiplexing Board PCB Stackup

Phase Matching

Another design objective for the MB was to have relatively similar trace lengths for each of
the 16 multiplexing pathways, thus ensuring that the phase delay, also called the propagation
delay, imparted onto the carried signals was uniform across all channels. Having a uniform
phase delay offers various benefits, but principally it simplifies the task of de-embedding, i.e.,
nulling out, the effects of the MB on the saved measurements [57]. With phase machining,
the number of de-embedding calibrations required is simplified from one for every port com-
bination to one for each channel, which on the MB means only 16 are needed instead of
64. Uniform phase is also important for any experiments using time-domain reflectometry
(TDR) or the phase component in general, as a uniform phase delay enables cross-channel
comparisons to be made [09]. The lengths for each multiplexing pathway are listed in Ta-
ble 4.2, with the trace lengths measured from the SMA connector board edge to the center
pad of the SMP connector.
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Path Length (mm) Path Length (mm)

SMA; to RF, 134.054 SMA, to RF7 134.053
SMA; to RF; 134.054 SMA; to RFg 134.053
SMA; to RF4 134.054 SMA; to RFy 134.053
SMA; to RF;5 134.045 SMA, to RFy; 134.053
SMA; to RFg 134.059 SMA, to RFys 134.053
SMA1 to RF15 134.059 SMA2 to RF13 134.053
SMA1 to RF16 134.045 SMAQ to RF14 134.053

Table 4.2: Signal Path Lengths

The difference between the shortest trace and longest trace is 0.014 mm or 14 ym, which at
4 GHz results in a phase difference of only 0.1065°. The calculations to obtain this value are
shown in Equation 4.1.
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= 0.1065°

Where [ is the largest difference in microstrip trace length, S is the phase constant which
is equal to /g - ko for CPWG microstrip lines, kg is the free-space wave cut-off number for
the maximum operating frequency f of 4 GHz, c is the speed of light, and &, is the effective
dielectric constant of the MB, which was obtained via computer simulation.

Via Fence

To increase the isolation between channels and reduce the susceptibility of coupling environ-
mental noise, each microstrip trace on the MB was surrounded by a via fence. Constructed
by placing rows of vias on both sides of a microstrip, a via fence electrically connects the
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coplanar ground planes that surround the microstrip with the ground plane below it. When
placed tightly enough, the rows of vias form a barrier to any stray electromagnetic wave pro-
rogation in the PCB substrate itself [70]. Figure 4.9 shows a via fence applied to a trace on
the top layer of the MB. The microstrip trace is colored in pink, with the top layer coplanar
ground planes in red and the additional ground plane below the microstrip colored in yellow.
The vias on both sides of the trace, shown as gray circles, are connected to analog ground
(GNDA), the reference used by the CPWG. The smaller concentric white circle inside the
vias represents the via hole that will be drilled. Note that the aliasing seen on the edges
and lines in the figure is a visualization artifact from the EDA tool and is not present on the
actual board.

Figure 4.9: Microstrip Trace Surrounded by a Via Fence

A via fence has two main design parameters: the offset, which is the distance from the
RF trace to via, and the pitch, which is the distance between subsequent vias in each row.
The minimum offset, i.e., the closest the vias can be to the trace, is calculated as the sum
of the width and the gap parameters of the microstrip [71]. For the microstrips on the MB,
this value was then rounded up to the nearest integer. The calculations for the offset can be
seen in Equations 4.2 and 4.3.

65



offset,im, = W + G
= 0.35mm + 0.2mm (4.2)
= 0.55mm

offset = (offsetmmw
= [0.55mm| (4.3)

= 1lmm

Where W is the width of the microstrip and G is the gap between the microstrip and the
coplanar ground planes.

The pitch parameter is selected by first calculating the maximum allowed distance be-
tween subsequent vias. For the MB, a rule of thumb was used in which the maximum pitch
is defined as the wavelength at the maximum operating frequency divided by 20 [62]. This
value was then rounded down, thus increasing the via density, to have an easier number to
work with. The calculations for the pitch can be seen in Equation 4.4.

itch, .= —
plc max 20

B 37.468 mm
N 20
= 1.8734 mm

~ 1.75mm

(4.4)

Where A is the wavelength of the maximum operating frequency of 4 GHz. For completeness,
the calculations for obtaining A are shown in Equation 4.5.

C
CfVE
2,99 10°ms! (4.5)
4GHz - 1/3.98
= 37.468 mm

A

Where c is the speed of light, f is the maximum operating frequency of 4 GHz, and &; is the
relative permittivity of the circuit board at 4 GHz. Like all other vias on the MB, the via
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fences are comprised of vias with a copper diameter size of 0.6 mm and a drill diameter size
of 0.3 mm.

Via Stitching

As a final design step, via stitching was applied to the ground planes and board edges of the
MB to ensure that a uniform and low impedance return path was present across the board.
Via stitching is a technique in which large quantities of vias are added to a layout in order to
electrically bond together areas of overlapping ground planes located on different layers of a
circuit board [72]. The added vias provide vertical connections throughout the board, causing
the ground planes to be tightly coupled at the same potential, thus creating a low impedance
path for the return current of the high-frequency signals to flow through [62]. Furthermore,
the tight coupling ensures that none of the ground planes on the board can act as potential
stubs or transmission line segments, leading to trace impedance discontinuities [72].

When applied to the perimeter of the board, sometimes also referred to as a picket
fence, the via stitching has a secondary benefit of reducing the possibility that any internally
propagating signals escape via the edge of the board [73]. The occurrence of these edge
emissions is of particular concern for board designs that have multiple parallel ground planes,
such as the MB, as the planes can act as pseudo-waveguides, funneling spurious energy from
the center of the board to the edges, where it can then radiate.

Via stitching has one main design parameter: the maximum spacing in-between vias.
For the via stitching on the ground planes and on the board edge, the same rule of thumb
was used, in which the maximum distance between vias is defined as the wavelength at the
maximum operating frequency divided by 8 [72]. The calculations for the maximum distance
can be seen in Equation 4.6.

. A
Spacnlgmaa: =35
8

_ 37468 mm (4.6)

8
= 4.6835 mm

Where A is the same wavelength as calculated in Equation 4.5. To have simpler numbers
to work with during board layout, the value from Equation 4.6 was rounded down to 3 mm
spacing for the ground planes and 2 mm for the board edges. Rounding down leads to greater
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via density per unit area, which has a positive benefit as it further increases the isolation
effects [72].

Figure 4.10 shows two examples of via stitching from the MB, with the red representing
the top ground layer, the vias shown as gray circles, and the drill holes as white circles.
Note that in Figure 4.10a, the edge stitching was also applied to the mounting holes of the
MB, shown as a larger white circle, as this technically is another board edge that could be
radiating.

(a) Board Edge (b) Ground Plane

Figure 4.10: Via Stitching

4.2.2 Multiplexing Board Performance Analysis

Since the MB sits in the signal path between the VNA and DUT, via an adapter board, it
has a direct impact on the acquired measurements and the overall detection capability of
SILGEO. Therefore, it was important to first verify the performance of the MB before it
could be used to measure and assess targets. The performance, or quality, of the MB is best
characterized by two main figures of merit: insertion loss and isolation, both of which are
measured in decibels (dB). Insertion loss quantifies the amount of signal power attenuated,
i.e., lost, as a consequence of adding the MB to the signal path between the VNA and
the DUT. Isolation quantifies the amount of signal power that unintentionally leaks into the
selected signal path from the other non-selected multiplexing paths and from the background
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environment. It should be noted that since the MB contains 16 distinct signal paths, the
figures of merit are not expressed as a single value but instead as 16 distinct insertion loss
values and 16 distinct isolation values.

Characterization of the MB had additional benefits as well, namely that the saved mea-
surements could be post-processed to create a de-embedding profile, which allows the effects
of the MB to be removed from the collected measurements. And finally, a key trade-off
faced during the design of the MB was how to minimize insertion loss while simultaneously
maximizing isolation. Since these two goals can sometimes be at odds, measuring the MB
helps to validate if the assumptions made during design were justified and if changes should
be made for subsequent board design revisions.

Measurement Setup

In order to characterize the insertion loss and isolation of each multiplexing path on the
MB, a custom measurement setup was created. Since the MB consists of two identical 8-to-1
multiplexers, they were measured separately using the same setup. Figure 4.11a shows an
overview of the setup consisting of the VNA on the top right, the multiplexing board, and a
pair of 24-inch experiment-grade SMA-to-SMA RF cables. Port 1 of the VNA is connected
to the input of the 8-to-1 multiplexer, in this case, SMA;, via a SMA cable. Port 2 of the
VNA is then connected to one of the SMP outputs on the same 8-to-1 multiplexer, such as
RFy as shown in Figure 4.11b, via a SMA cable and a special adapter.

KEVSIGHT W& mem

(a) Measurement Setup (b) SMA-to-SMP Adapter

Figure 4.11: Multiplexing Board Characterization
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Once the connections were made, the control computer cycled through the 16 multiplexing
pathways and saved a VNA measurement sweep for each one, for a total of 16 sweeps. Port
2 of the VNA was then moved to the next output on the 8-to-1 multiplexer, in this case, RF5
following the example from above, and another 16 sweeps were saved. This was repeated
until all 8 SMP outputs of the same 8-to-1 multiplexer had been measured. The above
procedure was then repeated for the second 8-to-1 multiplexer, with Port 1 of the VNA now
connected to the second SMA input on the MB.

To guard against any measurement variability, connector misalignment, or environmental
noise, the outlined experiment procedure was repeated five times. To ensure accurate and
true results, prior to making any measurements with VNA, a full two-port calibration was
completed utilizing a Keysight N7551A 2-Port ECal module, which has a calibration range of
DC to 6.5 GHz [71]. The calibration was conducted at the end of the 24-inch SMA cables and
stored as a profile in the VNA, thus nulling out any effects from the cables and calibrating
the power level and dynamic range of the VNA [57].

As noted above, in order to connect the SMA cables to the SMP ports on the MB,
an adapter was used. This adapter, shown in Figure 4.11b, consists of a SMA female to
SMP male adapter and a short length of semi-rigid low loss coax cable. Since this adapter
lies beyond the calibration plane, that is, after the end of the SMA cables, the adapter
was specially ordered from a vendor who advertised they could provide both the adapter
itself and its de-embedding profile. This profile would have enabled the removal of the
effects imparted by the SMA-to-SMP adapter during the post-processing of the captured
measurements. However, due to unknown reasons, the vendor was unable to provide a
characterization of the adapter. As a result, the collected measurements have the effects
of the 24-inch SMA-to-SMA cables removed but include the effects of the SMA-to-SMP
adapter.

Figures of Merit

To calculate the figures of merit, a series of custom MATLAB scripts were created to process
and plot the collected measurement data. Figure 4.12 shows the insertion loss of each signal
path on the multiplexing board. To provide additional context, the insertion loss for the
ADRF5021 and ADRF5047 multiplexing chips are also plotted, as well as the cumulative
insertion loss when ADRF5021 and ADRF5047 are placed back to back in the signal path,
as done in the 8-to-1 multiplexer design. This provides a sort of ideal baseline, indicating
the lowest insertion loss that could be achieved with the chosen ADRF devices if the PCB
and RF connectors were ideal. Looking at the signal paths, there is an overall trend of the
insertion loss increasing as the frequency increases. This is to be expected as the &; of the
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PCB material typically decreases as the frequency increases, thus leading to higher losses
caused by absorption [50].

10 T T T T T T T T

Signal Path

SMA1 to RF1
SMA1 to RF2
SMA1 to RF3
SMA1 to RF4
SMA1 to RF5
SMA1 to RF@
SMA1 to RF15
SMA1 to RFlG
SMA2 to RF7
SMA2 to RFS
SMA2 to RFQ
SMA2 to RF10
SMA2 to RF11
SMAQ to RF12
SMA2 to RFM
SMA2 to RF14
ADRF5021
ADRF5047
5021 + 5047
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Figure 4.12: Multiplexing Board Insertion Loss

Figure 4.13 shows the mean isolation of each signal path on the multiplexing board,
calculated as the average power received at Port 2 of the VNA when each of the other
outputs on the same 8-to-1 multiplexer carries stimulus and response signals. In essence,
this represents the power unintentionally leaking into the selected SMP output from the
other outputs on the same multiplexer. For example, the mean value plotted for SMA; to
RF; is the average power measured at RF; when SMA; is used to send power to outputs 2,
3,4,5,6, 15, and 16.

The mean isolation for most of the signal paths was at or below —60dB, with the ex-
ception of around 2.5 GHz for SMA; to RF5 and at 4.5 GHz for SMA; to RF4 and SMA, to
RFy. Overall there is a trend that as the frequency increases, the isolation between channels
decreases. This is largely to be expected, as higher frequencies tend to radiate more and
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Figure 4.13: Multiplexing Board Mean Isolation

Signal Path

SMA; to RFy
SMA1 to RF2
SMA; to RF;
SMA1 to RF4
SMA1 to RF5
SMA1 to RF6
SMA1 to RF15
SMA1 to RFlG
SMA2 to RF7
SMA2 to RFg
SMA2 to RFg
SMAQ to RF10
SMAZ to RF11
SMAZ to RF12
SMA2 to RF13
SMA2 to RF14

require additional design efforts to contain [56]. The complete set of performance figures and
characteristics for the MB can be found in Appendix A.

Analysis & Discussion

Looking at Figures 4.12 and 4.13 together, it should be noted that while the MB does have
an insertion loss that is slightly higher than desired for frequencies greater than 4 GHz, the
excellent overall isolation of —60dB indicates the MB is suitable for use in the SILGEO
acquisition system and that the MB does not significantly distort the measurements of a
connected DUT. It is also important to point out that the MB was designed with a maximum
operating frequency of 4 GHz in mind, so the performance concerns beyond that frequency
are somewhat to be expected. If the maximum of 4 GHz is respected during operation, these
aforementioned issues should not cause any measurement degradation.
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The two figures of merit discussed are also both contributors to the overall measurement
signal-to-noise ratio (SNR), which is defined as the ratio of the signal power, i.e., the signal of
interest, to background noise power [56]. Measurements with a high SNR allow for increased
accuracy, sensitivity, and better detection of minute changes in the DUT critical to SILGEO’s
operation. Low insertion loss helps to maximize the amount of VNA stimulus power that is
delivered to the DUT, increasing the signal portion of the SNR ratio. High levels of isolation
ensures that a DUT measurement on a particular electrical pin only contains responses
from that pin and no others, in effect reducing the noise component of the SNR ratio. If
lower insertion loss were required, the design of the MB could be altered by considering
alternative PCB materials such as ceramics or alumina [62]. Alternatively, if increased
isolation were required, electromechanical RF switches could be utilized instead of the solid-
state silicon-based multiplexing chips. As previously mentioned, electromechanical switches
can provide increased isolation and lower insertion loss when compared to their silicon-based
counterparts, at the expense of being physically much larger and costing more.

And finally, the accuracy of the calculated figures of merit could be improved by re-
moving the effects of the SMA-to-SMP adapter. This could be achieved by obtaining a
characterization for the adapter from the original vendor or by switching to an adapter
from another vendor who can provide the characterization. Alternatively, a custom test jig
could be created as a means to measure the adapter provided by the first vendor, although
this method may not yield measurements that have the same accuracy as vendor-provided
characterizations.

4.3 Adapter Boards

Adapter boards are interchangeable circuit boards that mount on the MB and enable a wide
variety of targets to be electrically connected to the acquisition system. Adapter boards are
responsible for transferring the high-frequency stimulus and response signals between the
MB and the target with minimal distortion and attenuation. On the top of the adapter
board is the specific connector needed to electrically interface with the DUT. On the bottom
of the adapter board is the standardized interconnect designed to mate with the companion
interconnect on the M B, consisting of 16 SMP connectors, one for each RF channel. The SMP
connectors not only provide a low-impedance pathway for the RF signals to flow through but
also supply mechanical rigidity to ensure the adapter board does not move with respect to
the MB. Figure 4.14 shows the underside of an adapter board with the 16 SMP connectors
in gold and the pins for connecting to the DUT, in this case, the D38999, in the center.
Figure 4.15 shows the same D38999 adapter board mounted onto the MB.
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Figure 4.14: D38999 Adapter Board Bottom View
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Figure 4.15: Multiplexing Board With Attached D38999 Adapter Board
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Along with the MB, adapters boards are part of the solution used by the acquisition
system to connect targets that are not fitted with SMA connectors to the VNA. By limiting
the active electronics of the acquisition system to the MB, adapter boards require minimal
components, just the SMP and DUT connectors, and thus are easy to design and cheap
to manufacture. The adapter boards benefit from the design efforts that went to the MB
and are constructed similarly, with PCB material, stackup, and CPWG trace parameters all
identical. Additionally, the PCB layout of the adapter board is designed to be easily adapted
to new targets, requiring only the DUT connector itself and some connecting traces to be
updated for each new target. This approach allows the acquisition system to interface with
a wide variety of DUTSs, as the incremental effort and cost to evaluate a new target with
SILGEO, is limited to the creation of a new adapter board.

The modularity and flexibility of the split MB and adapter board approach is best seen in
Figure 4.16, which displays a collection of adapter boards that were created as part of evaluat-
ing various targets with SILGEO. Each adapter board shown in the collection has a different
electrical connector fitted in the center of the board and interfaces with DUTs that have the
matching electrical connector. Figure 4.16a has a D38999 circular connector, a standardized
interface used on various pieces of military equipment. Figure 4.16b has a 28 lead shrink
small outline package (SSOP) socket, allowing a non-permanent connection to be made to
components that otherwise would require a soldered connection. Figures 4.16¢ and 4.16d are
fitted with Ethernet and USB connectors, respectively, and are slightly different in how they
connect to the DUT. Rather than connect directly like the previous two examples, these
adapter broads are instead designed to connect to the DUT through an Ethernet or USB
cable. As these are standardized connectors, they are often present on many targets, making
them an ideal starting point for a target’s characterization.

Of note, Figure 4.16d shows a half-sized adapter board, using 8 channels instead of the
full 16, for interfacing with USB devices. Half-sized adapter boards were created after en-
countering multiple targets that did not require the full 16 channels. By using 8 channels,
not only is the board more efficient space and cost wise, it additionally allows two half-sized
adapter boards to be simultaneously mounted to the MB. This enables DUTs with multi-
ple types of connectors to be characterized in a more thorough manner. For example, by
measuring the USB and Ethernet interfaces of a target simultaneously, rather than inter-
dependently, the interaction effects of the two ports can be captured, yielding additional
features.
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4.4 Acquisition Controller

The acquisition controller is a software program running on the control computer and is
responsible for controlling and sequencing measurement acquisition as part of the SILGEO
characterization process. The acquisition controller’s responsibilities range from accepting
user input, configuring the VNA with requested characterization settings, changing the se-
lected ports on the MB, storing the collected measurements, and more. The acquisition
controller is limited to only running on the Windows operating system (OS) because of the
VNA’s software libraries, which provide programmatic control of the VNA, only operating
on that OS. The acquisition controller is a command-line application and was developed
using the C# language.
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Figure 4.17: Acquisition in Progress

A screenshot of the acquisition controller can be seen in Figure 4.17. The screenshot
shows the output created by the acquisition controller during the characterization of a target,
with each line of text indicating a different measurement that was performed. On the
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rightmost column, a progress counter shows the number of measurements taken and the
amount remaining to complete the characterization.

4.4.1 Startup Arguments

The acquisition controller accepts a set of startup arguments which allows fine-grain con-
trol over various aspects of the characterization process. The arguments include parameters
related to the operation of the VNA, the characterization criteria to use during the mea-
surement, the location where to store the collected data, and various pieces of metadata to
be saved with the measurement. The full listing of startup arguments is available in Ap-
pendix B. As part of the initialization of the acquisition controller, the startup arguments
are displayed back to the operator to ensure no mistakes were made, an example of which
can be seen in Figure 4.18.

| D:\x64\Acquisition_Controller.exe =0l x|

Using the following settings for acquisition:
DB File: results.db

IF Bandwidths<(kHz)>: 308.,50.1008
UNA Input 1 Selected RF Port( 6.15.16
UNA Input 2 Selected RF Port( 1,12,.13,14

Dataset: USB_Boards
Target:

Adapter: USB3

Adapter Revision: 1

Sample Notes: {scan:passl>

Successfully opened SQLite DB File: results.

Found Acquisition Selector on port: COM59
Connected to: COM59
Multiplex Board ID:B3,. Software Uersion:1.2

P2370A UNA
Connection: PXI10::CHASSIS2: :SLOT1: :FUNCA: : INSTR
UNA Serial #: MY57211881
Firmware Rev: A.15.20.07
Agilent Technologies

Using Interactive Mode
Press CTRL+C to exit
Type in Target to Scan:

Figure 4.18: Acquisition Controller Startup
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The startup arguments can also dictate the measurement collection mode, which can
either be interactive or non-interactive. In the interactive mode, the operator is prompted for
a target name before each characterization is started. After the requested measurements are
captured, the acquisition controller stays open and prompts the operator if another target
is to be characterized or if the program should be closed. In the non-interactive mode,
the target name and identification are provided via the startup arguments, the requested
measurements are collected, and the program then automatically exits. The non-interactive
mode allows SILGEO to be used within automated test environments.

4.4.2 Functionality

The functionality of the acquisition controller is twofold; it is responsible for initializing
the various components in the acquisition system for operation and then controls these
components during the capture of measurements.

Initialization

During the initialization stage, the acquisition controller initializes the various components
that comprise the acquisition system and configures them for operation. First, the acqui-
sition controller locates and opens the SQLite database within which all the measurements
will be saved. If the database does not exist or is formatted incorrectly, a new database with
the appropriate schema is created. Next, a connection is opened to the VNA, the required
measurement support software is started, and the VINA is set to the full two-port measure-
ment mode. Finally, a connection is opened with the MB, and the selected RF ports are set
to the defaults. Once initialization is complete, the acquisition controller will either prompt
the operator for the name of the target to be characterized if in the interactive mode or
immediately begin collecting measurements if in the non-interactive mode.

Measurement Capture

During the characterization of a target, the acquisition controller sequences the VNA, MB,
and database to collect and save the requested measurements. With respect to the VNA,
the acquisition controller is responsible for the setup of each measurement, specifying the
intermediate frequency (IF), sweep frequency range, number of points within the frequency
sweep, and power level to be used. On the MB side, the acquisition controller is responsible
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for issuing commands to the MB to select the correct signal path through the multiplexers
as part of measuring the different port combinations on a target.

The acquisition controller additionally handles the capture and export of the scattering
parameters from the VNA each time a sweep is completed. Each time the VNA completes a
frequency sweep, the acquisition controller instructs the VNA library to export the captured
scattering parameters as a S2P file. This file is then immediately read by the acquisition
controller and inserted into the database, along with metadata about the measurement,
including the characterization settings, port combination, and power level. The complete
list of captured metadata and the overall database schema can be seen in Appendix C.
Once this is complete, the acquisition controller loads the next set of measurement settings
into the VNA, updates the selected ports on the MB, and instructs the VNA to take the
next measurement. This cycle is then repeated until all the measurements specified by the
characterization criteria are captured.
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Chapter 5

FT232RL Case Study

To assess the capabilities of SILGEO at the microelectronic level, a comprehensive case study
was conducted with the FT232RL microchip manufactured by Future Technology Devices
International (FTDI). The case study aimed to quantitatively evaluate SILGEO’s ability to
discern between authentic and non-authentic microchips. The FT232RL was chosen as the
subject of the case study due to its common usage in various industrial and consumer elec-
tronics, and because it was widely known to be a target of counterfeiting [75]. Consequently,
this allowed SILGEO’s performance to be benchmarked against a real threat affecting the
industry today.

5.1 FT232RL Overview

The FT232RL is a USB 2.0 to universal asynchronous receiver-transmitter (UART) converter
microchip, allowing microcontrollers and other low-speed serial devices to communicate with
a USB host device [76]. In effect, the FT232RL acts as a translator, accepting simple line-
level serial communications, adding the necessary format and padding, and then handling
all the timing and sequencing to send the information over the high-speed USB connection.
Duplex communication is also supported, so messages can be sent from the USB host side
and converted into messages on the serial UART side.

The FT232RL is packaged as a 28 lead shrink small outline package (SSOP) and sold
in either a tube or reel format. Included on the FT232RL die are the various support
components that would typically be needed when used in-circuit, such as a clock oscillator,

electrically erasable programmable read-only memory (EEPROM) storage, and USB ter-
mination resistors. Figure 5.1 shows the FTDI 28 lead SSOP FT232RL microchip before
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soldering [77]. The various die markings on the microchip mean the following: “1803” is the
date code, indicating it was manufactured in the third week of 2018; “C” is the revision code;
“D9263701” is the lot code, indicating the foundry and manufacturing batch the device is
from; and “FT232RL” is the part number.

Figure 5.1: FTDI FT232RL

FT232RL Counterfeiting History

It is unknown when the counterfeiting of the FT232RL first began, but die markings present
on some of the counterfeits would indicate around 2011. The existence of counterfeit
FT232RL devices was first brought to light by two events in 2014. In early 2014, an in-
dependent microelectronics blogger released the first publicly available die shots of genuine
and counterfeit FT232RL devices, confirming the presence of counterfeit FT232RL devices
in supply chains [78]. Later that year, in October, FTDI released an updated software driver
for the Windows OS that would check for the connection of any counterfeit FT232RL devices
and, if found, attempt to brick, i.e., permanently disable, the counterfeit device [79]. This
generated significant pushback from the electronic industry and community because the up-
date was silently distributed via the Windows Update mechanism without notice and because
the update effectively punishes the end-users instead of the manufacturers of the products
for the inclusion of counterfeit parts. The incident became known as “FTDI-gate” within
the news reporting, and FTDI eventually relented and removed the bricking mechanism from
future updates.
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5.2 Case Study Objective

The goal of this case study was to quantitatively answer the following question regarding
the efficacy of SILGEO: Given a set of authentic and non-authentic FT232RL microchips,
can SILGEO correctly separate the devices into the appropriate category?

5.3 FT232RL Test Pool

As part of conducting the case study, it was necessary to create a test pool of FT232RL
microchips that was representative of the devices available for sale on the market. To ensure
the test pool had a diverse amount of manufacturing dates, lot codes, and possibly counterfeit
devices, the FT232RL devices were sourced in small quantity orders from multiple different
vendors. As part of the sourcing effort, each device was thoroughly inspected to determine
its authenticity and was assigned a unique number for identification.

5.3.1 Procurement

Over a period of five months in mid-2020, a total of 260 FT232RL microchips were sourced
from nine different vendors. Using FTDI’s list of authorized distributors [$0], 80 devices were
obtained from Mouser Electronics and Digikey Electronics, spread over three different orders.
The remaining 180 devices were obtained from seven distinct sellers on the auction-based
websites AliExpress and Ebay. Table 5.1 shows quantities obtained from each vendor.

Vendor Quantity
Digikey 40
Mouser 40
AliExpress Vendor 1 40
AliExpress Vendor 2 40
Ebay Vendor 1 20
Ebay Vendor 2 20
Ebay Vendor 3 20
Ebay Vendor 4 20
Ebay Vendor 5 20

Table 5.1: FT232RL Vendors and Quantities Obtained
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5.3.2 Establishing FT232RL Authenticity

In order to properly assess the efficacy of SILGEO, the authenticity of each FT232RL device
in the test pool needed to be independently determined. This involved an inspection of each
device for any visible anomalies, functional tests, and X-ray imaging of the internal die and
lead frame. Using the results and indications from these tests, each device was assigned a
label: suspected authentic, suspected counterfeit, or suspected recycled. The final count for
each category is shown in Table 5.2.

Suspected Category Quantity

Authentic 100
Counterfeit 119
Recycled 41

Table 5.2: FT232RL Suspected Category Counts

Note that for this case study, the category of non-authentic devices was split across
two labels: counterfeit and recycled. While recycled devices are generally considered to be
counterfeit, the labels were split, in part, to see how the SILGEO characterization process
handled recycled devices. Because recycled devices are simply previously used authentic
devices, their internals will closely match those of an authentic device and thus may have
responses similar to that of an authentic device. By using a separate label, the response
behavior and detectability of recycled devices can be better understood and potentially
excluded from experiments if needed. Additionally, the term suspected is used because the
OCM, in this case, FTDI, has not made an official determination as to the authenticity of
the devices. The following subsections cover the aforementioned authenticity inspections in
greater detail.

Physical Inspection

Using lower-power visual magnification, each FT232RL device was inspected for any signs of
previous use, defects, damage, or any other anomalies. The physical inspection followed the
National Aeronautics and Space Administration’s (NASA) visual inspection best practices
guide [27] and focused on the package, markings, and pins of each device. As part of the
inspection, the height, width, and length of the package were measured, and then the surfaces
were checked for any signs of sanding or blacktopping. Similarly, for any mold marks present
on the package, the depth and diameter were noted, as well as the texture and location of
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the mold marks. Next, the identifying markings on the package were recorded and then
inspected. Using a powerful light source, the laser engraved markings were checked for any
fading or other inconsistencies, including placement and size. Finally, the pins were inspected
for any signs of damage or previous use. This includes checking for signs of damage such as
missing or bent pins, as well as solder residue or metal wear on the pads of pins.

From these indications, each device was holistically classified. Devices that had package
anomalies were classified as possibly non-authentic. Devices that had scratches or damage
to the package, makings, or pins were classified as recycled. Devices that had faded, missing,
or non-laser engraved markings were classified as non-authentic. Devices that had rough
surface finishes on pins or solder residue were classified as recycled.

Functional Test

For each device in the test pool, a functional test was performed to determine if the device
initialized correctly and was capable of transmitting information. To expatiate the testing,
a custom test jig with a socket to easily swap the FT232RL device was created. The test jig
supplied power, a USB connection to the host computer running the Windows OS, and the
necessary support components needed by the FT232RL to operate.

The functional testing of each device involved two checks. Upon initial connection of the
FT232RL to the host computer, the Windows “Device Manager” tool was used to verify that
the device was correctly identified and the FTDI driver software was able to properly initialize
the device. The second test involved a data loop-back test, where the UART output (TXD)
of the FT232RL is connected back to its UART input (RXD). This causes any characters
sent from the host computer to the FT232RL to be echoed back to the computer, providing
a bi-directional verification that the device functioned correctly. A device that failed either
of these two tests was deemed to be non-functional, which indicated the device is damaged
and might be recycled or non-authentic,

FT232RL Unique ID

Hardcoded into each FT232RL during manufacturing is a permanent and unique identifica-
tion number. This unique identification number is commercially branded as “FTDIChip-ID”
and is intended for use in security and dongle applications of the FT232RL. Because the num-
ber is supposed to be globally unique and not user-changeable, it offers a good indicator of
the authenticity of each device. Using the same test jig as the functional tests, a custom
application was developed to access and read back the unique number from each FT232RL.
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The unique value can only be accessed over the FT232RL’s USB connection and requires
using a custom software library developed by FTDI.

Devices with no identification number or had an identification number that was seen mul-
tiple times, i.e., a non-unique unique identification number, were classified as non-authentic.
Devices with a non-repeated unique identification number were classified as conditionally
authentic, since having a unique identification number is not definitive proof of authentic-
ity. This is because of the possibility that the device’s identification number is, in fact, not
unique, but that the repetition was just not seen in this test pool.

X-ray Imaging
Using X-ray radiation, each FT232RL device was imaged and then examined for lead frame,

die size, and other package abnormalities. The X-ray images were taken with an X-ray
forward voltage of 60kV and tube current of 4 mA.

wmuu”

]

Figure 5.2: X-ray Images of FT232RL Devices

Figure 5.2 shows two examples of FT232RL devices imaged via X-ray radiation, one
genuine and one counterfeit. The images have been magnified but are dimensionally to scale
and have the same contrast and brightness levels. Immediately noticeable are the design and
size differences between the lead frames on the genuine and counterfeit devices. More subtle
is that the genuine die, in Figure 5.2a, is rectangular shaped and larger than the Counterfeit
circular shaped die of Figure 5.2b.
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Devices with die size anomalies were classified as non-authentic. Devices with lead frame
abnormalities were classified as indeterminate and possibly non-authentic because of two
complications. Firstly, multiple styles of lead frames were encountered on the known-genuine
devices, complicating the authenticity process. Secondly, visually identical lead frames were
seen on some known genuine and suspected counterfeit devices, meaning the lead frames
are likely commodity parts, and thus the appearance of a lead frame on its own can not
determine authenticity.

5.4 FT232RL Characterization

In order to characterize the devices in the test pool with SILGEO, an adapter board was cre-
ated to electrical interface with the SSOP-28 pin layout of the FT232RL. Since the FT232RL
has 28 pins, and the MB supports a maximum of 16, a subset of the pins needed to be se-
lected before the adapter board could be designed. It should be noted that throughout the
evaluation of various targets with SILGEO, the process of selecting a subset of pins from a
target has generally remained more art than science. There is no exact method to determine
the “importance” of some pins over others; therefore, the selection process partially relies on
assumptions of how a target is constructed internally.

To start the pin selection process, the FT232RL’s datasheet was used to group the pins
by function so that duplicative pins could be removed from the selections. For example,
“CBUS0”, “CBUS1”, and “CBUS2” all provide the same functionality; thus, it is likely that
by measuring only one of the pins, the behaviors of all three can be obtained. From each of
these groups, pins were then selected by the importance of their function and assumptions
as to how the pins and logic interconnect within the silicon die. Power pins, in particular,
were of interest, as the supplied voltages are likely needed in all parts of the silicon die, and
thus a stimulus signal on a power pin is likely to propagate through all parts of the die.

Additionally, assumptions were made about the likelihood of a pin’s functionally being
implemented similarly on both the genuine and counterfeited device. For example, the
internal circuitry used to implement USB communications is more likely to be shared between
genuine and counterfeit devices than, say, the internal logic connected to input-output pins
or clock pins. This is because the internal circuitry needed for USB is dictated, in part,
by the USB specification. In contrast, the circuitry implemented for input-output ports or
clock distribution is more likely to be custom designed for each application and thus is more
likely to produce a unique response on a given target. The final list of selected pins can be
seen in Table 5.3, along with each pin’s function and signal direction.
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Pin Function Direction Pin Function Direction

1 UART TX Data Ouput 16 USB - Input / Output
4 VCC Power 19  Reset Input
5 UART RX Data Input 20 VCC Power
6 Ring Indicator  Input 21 GND Power
7 GND Power 25  GND Power

11  UART CTS Input 26 Test Input

14 Configurable Input / Output 27  Clock In Input

15 USB + Input / Output 28  Clock Out Output

Table 5.3: FT232RL Pin Selection

To electrically connect with the FT232RL devices, an SSOP-28 compatible burn-in socket
was used on the adapter board. Burn-in sockets provide a non-permanent electrical connec-
tion between a PCB and a component by mechanically holding the DUT in place on a set of
metal spring contacts. The use of sockets avoids the need for soldering devices to dedicated
test boards and allows devices to be measured in rapid succession, reducing the effort and
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time required to measure the entire test pool. Figure 5.3 shows the measurement setup used
to characterize the FT232RL devices. The black circuit board at the bottom of the figure
is the MB, and the green circuit board connected to it on top is the adapter board. In the
center of the adapter board is the SSOP-28 socket, shown in the with socket lid in the open
position and with an FT232RL inserted. When characterizing a device, the socket lid is
latched in the closed position to place mechanical pressure on the FT232RL and the spring
contact below it, ensuring the electrical connections are consistent and uninterrupted during
a measurement.

Characterization Procedure

To characterize each FT232RL device in the test pool, the following procedure was used.
Each device was inserted into the socket on the adapter board, and the socket lid was closed
securely. The identification of the device was recorded, and a series of measurements was
taken with the characterization criteria shown in Table 5.4.

Characterization Parameter Value

Frequency Range 300kHz to 4.5 GHz
Frequency Point Count 10,000 points

Frequency Point Distribution Linear

Power Level —5dBm

Port Combination All 16 ports

Scattering Parameter Direction Reflection & Transmission

VNA Intermediate Frequency Bandwidth 100 kHz

Table 5.4: FT232RL Characterization Criteria

5.5 Case Study Results

The analysis of the collected FT232RL characterizations was done in two parts. The mea-
surements were first visualized with a clustering algorithm to understand the overall associ-
ation between the different devices. Next, the authenticity of each device was predicted and
compared against the independently determined authenticity label.
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5.5.1 FT232RL Clustering

Starting with the raw characterizations for all 260 devices, principal component analysis
(PCA) was used to obtain a set of principal components, that described the variability
between the FT232RL devices. With PCA, each principal component describes a portion of
the variance found within the underlying features, with the first component describing the
greatest amount and each additional component afterward describing successively smaller
portions of the variance. Using the first and second PCA components values as x and y, a
scatter plot was created of all 260 devices, and is shown in Figure 5.4. The color of each point
indicates the vendor the device was sourced from, and the symbol indicates the independently
determined authenticity, with a circle for authentic devices, a cross for counterfeit devices,
and a triangle for recycled devices.
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Figure 5.4: FT232RL Clustering, Colored by Vendor

90



Discussion

Several noteworthy clustering patterns can be observed in Figure 5.4. All the authentic
devices were clustered together around —50 on the first component and 0 on the second
component, and no authentic devices were found within clusters composed of primarily
counterfeit devices. The large distance between the various clusters appears to indicate
that the internals of the authentic and various counterfeit designs are significantly different,
potentially meaning the counterfeits are ground-up reimplementations. Based on the several
distinct clusters of counterfeit devices, the test pool may contain three or four different
variants of counterfeits.

The main cluster of recycled devices can be seen just left of the main authentic cluster,
with several recycled devices appearing very close to, but not within, the main cluster of
authentic devices. The distance between the main recycled cluster and the authentic cluster
may be attributable to the aging of the recycled devices due to prior usage or may indicate an
older version of the silicon design. Note that the separation between recycled and authentic
devices occurred mainly on the first component and not the second component. As for the
recycled devices that appear very close to the main authentic cluster, is possible those devices
were newer or had different usage patterns. Three outliers, two counterfeit and one recycled,
can be seen at the top of the figure. While both of the counterfeit devices were found to be
non-functional, the recycled device was functional. It is possible these devices are outliers
due to internal damage caused by electrostatic discharge (ESD).

5.5.2 FT232RL Authenticity

Due to the close distance between the clusters of recycled and authentic devices, it was de-
cided to withhold the 41 suspected recycled FT232RL devices from the authenticity analysis.
This decision reduced the test pool to a total of 219 FT232RL devices and now only included
the devices suspected of being authentic and counterfeit. The authenticity of each FT232RL
device was predicted by computing a similarity score between the characterizations of each
device with the characterizations of four known-authentic devices. The four known-authentic
devices were picked randomly from a shortlist of devices that were sourced from authorized
FTDI vendors and exhibited no physical, functional, or X-ray anomalies.

A similarity score was then computed between the characterization of each device and
the set of known-authentic characterizations. The similarity score was based on the dynamic
time warping (DTW) distance metric [58], which computed the difference between the col-
lected frequency sweep responses. More precisely, at each port combination and scattering
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parameter, DTW computed the distance between the response of the device under evaluation
and the response from each of the four known-authentic devices. The four distance metrics
were then averaged together to create a single distance metric between the device and the
set of known-authentic devices, for each port combination and scattering parameter. The
final similarity score for the device was then obtained by computing the average of the single
distance metrics at each port combination and scattering parameter.

Figure 5.5 shows a visualization of the computed similarity scores. The color of each point
indicates the independently determined authenticity, with green for suspected authentic
devices and red for suspected counterfeit devices. A similarity score of 1 on this scale
indicates a device that is indistinguishable from the known-authentic examples, and a score
of 0 indicates a device that is entirely inconsistent with the known-authentic examples.

Suspected Category
® Authentic
® Counterfeit

0.0 0.2 0.4 0.6 0.8 1.0
Similarity Score

Figure 5.5: Similarity Score, Colored by Authenticity

Using the similarity scores, a threshold was applied to predict the authenticity of the
devices. Devices with similarity scores higher than or equal to 0.8 were predicted to be
authentic. Devices with scores less than 0.8 were predicted to be counterfeit. To ensure the
randomly selected four known-authentic devices did not impart bias onto the predictions,
the entire procedure outlined above, including the computation of similarity scores for each
FT232RL device, was repeated 100 times, with each round using a different random selec-
tion of four known-authentic devices. The accuracy of the predictions can be seen in the
confusion matrix, shown in Figure 5.6. The true labels of the confusion matrix represent
the independently determined authenticity labels, and the predicted labels represent the
predictions obtained with SILGEO.
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Figure 5.6: Confusion Matrix of the Authenticity Results

Discussion

From the confusion matrix shown in Figure 5.5, SILGEO had 100% accuracy when predicting
the authenticity of the FT232RL devices. This 100% accuracy was maintained across all 100
rounds where different selections of known-authentic devices were used. This accuracy was
likely achieved, in part, because of the construction and implementation differences between
the authentic and counterfeit FT232RL devices. The SILGEO characterization technique
detected these internal differences and reflected them in the similarity scores, where there is
a significant difference between the scores for authentic and counterfeit devices.

From the similarity score plot shown in Figure 5.5, a linear separation can be seen be-
tween the devices suspected of being authentic and devices suspected of being counterfeit.
Clustering can also be seen among the similarity scores, with a large counterfeit cluster
around 0.17, one at 0.07, and two more around 0.5. The similarity scores for authentic
devices ranged from 0.85 to 0.95.
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5.6 Case Study Conclusions

Overall, SILGEO performed well during the quantitative evaluation and correctly classified
100% of the FT232RL microchips within the test pool. From the reduced pool of 219
devices, SILGEO was able to correctly discern between the 100 suspected authentic FT232RL
devices and 119 suspected counterfeit FT232RL devices. When including the 41 suspected
recycled devices, which were held out during the classification experiment, SILGEO was able
to correctly cluster all three classes of FT232RL devices, totaling 260 devices.

Examining the characteristics of the FT232RL devices in the test pool, the suspected
counterfeit devices tended, but not always, to have poor or misaligned laser markings, with
some even appearing to have markings that were applied via silk-screen instead of laser
etched. The suspected counterfeit devices also tended to come in package sizes that differed
from the suspected authentic devices. Some devices were shorter in length and others slightly
too wide, causing them to get stuck in the SSOP-28 socket. Nearly all the suspected coun-
terfeit devices had mold markings that did not match the size and location of those present
on the suspected authentic devices or had no mold markings at all. All suspected counterfeit
devices failed the unique ID test, and 58% of the suspected counterfeit devices were found
to be entirely non-functional. Under X-ray imaging, the suspected counterfeit devices had
varying lead-frames size and four discernible unique die sizes. All 41 suspected recycled
were electrically functional, had a unique ID, and had evidence of prior use, including bent
pins and solder residue. The suspected authentic devices all appeared physically similar,
including under X-ray imaging, with the only noticeable difference being the lot code value.

This case study broadly confirmed the dangers of sourcing components from online
auction-based websites. Of the 260 FT232RL devices sourced, more than 60% of the de-
vices were suspected of being non-authentic, with 119 suspected of being counterfeit and 41
suspected of being recycled. Notably, two of the five auction-based vendors did, in fact, sell
what appeared to be authentic devices; therefore, not all auction vendors can be assumed to
be malicious. Using the SILGEO clustering results and die size obtained via X-ray imaging, it
is estimated that the test pool contains three or four different counterfeit variants. This case
study also revealed evidence of auction vendors operating multiple profiles on the same site.
After comparing the purchasing records and shipping information, on two occasions, orders
from two entirely different vendors shipped from the same address and had identical customs
information and post markings. It is suspected that the sellers are operating multiple pages
for business continuity reasons; if one of their pages gets closed due to selling counterfeits,
they still have other pages they can use to sell from.

As an aside, one may argue that ordering microchips from auction-based websites is
asking for trouble or unrealistic as no reputable company would purchase in this manner; and
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that the whole problem of counterfeit microchips in the supply chain can simply be avoided
by only buying from authorized distributors. With the electronic supply chain disruptions
experienced in 2021 and 2022, the idea of ordering from non-authorized or auction-style
distributors no longer is as far-fetched and, for some, has become the norm [31]. To drive
this point home, at the time of writing this thesis (December 2021), the official FTDI website
shows that of the eight authorized distributors for the FT232RL, none have any stock, and
there is a 44-week lead time before any become available again [30].

5.6.1 Limitations

This case study revealed some limitations with respect to the applicability of SILGEO.
Firstly, SILGEO has a limited ability to identify recycled devices. While in this case study,
the suspected recycled devices did form their own distinct clusters, which were separate from
the genuine devices, shown in Figure 5.4, there is no guarantee that this will occur for all
targets evaluated with SILGEO. Even though the clusters of genuine and recycled were sep-
arate, the PCA distance in-between the clusters was minimal, with some individual recycled
devices being closer and nearly overlapping with the genuine cluster. The problem posed
to SILGEO is that recycled devices are essentially just genuine devices that have been used,
and relying on the effects of device aging to separate recycled devices from new devices is
unlikely to be reliable across all classes of devices. In particular, the limitation will be most
acute for devices that exhibit little or no wear over their life cycles, such as components
designed for harsh environments.

Secondly, the naturally occurring manufacturing variability between authentic devices
poses a concern to SILGEO’s accuracy. Since SILGEO determines the authenticity of a
device by comparing it to a known-good device or collection of known-good devices, classes
of targets that have high manufacturing variability, such as devices that are hand assembled,
may lead to authentic parts being erroneously marked as counterfeit and vice versa. Having
high variability among the known-good devices can cause “differences” that are attributable
to the counterfeit nature of a device to be hidden among the valid range of responses from
the known-good devices, thus increasing the difficulty of spotting counterfeit devices. This
potential limitation was partially confirmed in this case study with the similarity scores
variability for the known authentic F'T232RL devices, shown in Figure 5.5. Rather than
clustering as a point near the value of 1.0, indicating the devices are perfectly similar, the
scores for the known authentic devices were spread over a range of 0.82 to 0.91, covering
9.4% of the total similarity scale.
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5.6.2 Lessons Learned

The lessons discussed in this section are drawn from this case study and the broader ex-
perience of evaluating targets with SILGEO. The first, and most important lesson, is that
the availability of known-good parts to compare against potential suspected parts is critical
to SILGEO’s operation, and their availability can not be assumed. As part of estimating
SILGEO’s suitability on potential targets, difficulty was encountered when attempting to
source and identify multiple known-good devices, particularly for old or military-related
classes of targets. The lack of multiple known-good devices reduces SILGEO’s tolerance to
measurement and manufacturing variability, leading to reduced confidence when classifying
the authenticity of devices. However, if no known-good devices are available, then SILGEO is
restricted to simply detecting that tampering occurred, comparing the target with previous
characterizations of the same target.

Another lesson, which was gleaned through hours of target characterization, is that sock-
ets are a definitive solution to the problem of interfacing with targets quickly and are superior
to the previous approach of soldering targets to custom circuit boards. However, sockets are
not without their problem, and issues begin to appear when measuring many targets. In
particular, when inserting devices into the socket in a rapid manner, it is possible to ac-
cidentally insert the device in the wrong direction or have target pins slightly misaligned
with the socket contacts. In either case, the improper placement of the device within the
socket can lead to increased measurement variability and even improper authenticity classi-
fications. Further complicating matters is that while a socket can be correctly sized for the
genuine devices, there is no guarantee that the non-genuine devices will also fit. This was
encountered with certain non-genuine FT232RL devices, which had slightly larger package
sizes, causing them to occasionally get stuck in the socket.

One drawback that was noticed when using sockets, compared to soldering targets, is that
sockets can negatively affect the channel-to-channel isolation of the measurements. This is
due to the closeness of the metal spring contacts to each other, needed as part of contacting
the DUT, which allows signals to couple across contacts. Additionally, because sockets are
mechanical devices, there is a concern that they can wear out after a certain number of
device insertions which can attenuate and distort the carried signals. However, in practice,
this number is typically large enough that it takes multiple years of use before a performance
impact is seen. For example, the SSOP-28 socket used to interface with the FT232RL devices
is rated for a minimum of 10,000 insertions [32].

The final takeaway is that while creating an adapter board for each new target is cer-
tainly less work than having to remake an entire MBs each time, designing and manufacturing
adapter boards remains a non-trivial task. Specifically, the sourcing of electrical connectors
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needed to interface with targets and determining which subset of pins to connect with elec-
trically presents an ongoing challenge. On more than one occasion, significant effort and
time were required to determine the correct counterpart connector needed to interface with
a device, with military connectors in particular, such as the D38999, being especially con-
voluted. Furthermore, the process of selecting a subset of 16 pins from targets with high
pin counts is fraught and overly reliant on assumptions and guesses as to how a target is
constructed internally. Selecting a subset of pins means there will be pins on the target that
are not characterized, thus potentially missing valuable information that could be used to
determine authenticity.
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Chapter 6

Future Work

While significant efforts have gone into the development of SILGEO, many directions of
future work and research remain. At a high level, these areas can be broken down into
three main categories: improvements to the current implementation of SILGEO, alternative
characterization techniques, and additional applications where SILGEO could be of use. This
chapter aims to briefly introduce each of these categories and provide some suggestions for
next steps.

6.1 Calibration Improvements

Focusing on the SILGEO implementation presented in Chapter 4, one of the most pressing
concerns is the lack of a complete signal path calibration capability when measuring DUT's
via the MB and companion adapter boards. Currently, at the time of measurement, a
calibration plane can only be established at the end of the SMA cables, meaning that while
the VNA can reliably remove the effects of the cables, anything that lies beyond will not be
error-corrected in the saved measurement. As a post-processing step, a de-embedding profile
can be used to remove the effects of the MB; however, this profile is static and represents
the board and its effects at a fixed point in time, and therefore cannot correct for ambient
temperature, internal changes within the PCB structure, or connector wear. It should be
noted that the de-embedding profile for the MB does not remove the effects or account for
the adapter board mated with MB, as no de-embedding profiles exist for these boards.

The main challenge, and thus the opportunity for future development, with moving the
calibration plane from the end of the SMA cables to the DUT connector on the adapter board
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is largely twofold. Firstly, since the connectors that interface directly with the DUT are
often not designed to carry microwave RF signals, they are not reliable places to establish a
calibration plane. Issues of signal leakage and mechanical play in the connector construction
results in calibrations that are effectively not repeatable [57]. This challenge is the same
reason why no de-embedding profiles have been created for the various adapter board designs.
Secondly, the number of channels on the MB, and consequently on the adapter board, creates
a logistical challenge when manually performing the full signal path calibration. For 16
channels, a calibration at the time of measurement correspondingly requires at minimum
8 individual 2-port calibrations for the reflection paths, and potentially up to 64 when
accounting for all transmission paths [57]. For context, calibrating at the end of the SMA
cables requires only one 2-port calibration.

To solve these concerns, the use of multi-port calibration standards, which can calibrate
4 or 8 ports at once, should be evaluated. As a short-term compromise, dedicated calibration
ports could also be added to the adapter boards, moving the calibration plane to include
the adapter board, but leaving the DUT connector itself not error-corrected. Long term,
the use of in-situ calibration techniques, such as automatic fixture removal (AFR), which
use time-domain measurements and gaiting to synthesize an error-correction profile, should
be investigated. If successful, these methods would completely sidestep the aforementioned
issues, as they do not involve the connection and measuring of a calibration standard as part
of establishing a calibration plane [33].

6.2 Harnessing the Time-Domain

To date, SILGEO has relied exclusively on characterizing and analyzing the DUTs in the
frequency-domain. While this has yielded excellent results, research should be conducted
to see if operating in the time-domain offers SILGEO any benefits or additional capabili-
ties. As a brief review, the time-domain studies the change of signals and functions with
respect to time, whereas the frequency-domain does so with respect to frequency. Given the
characterization of an ideal DUT, the time-domain response and the frequency-domain re-
sponse will each present the captured information differently, but crucially both will contain
the same information, and in fact, conversion between the two is possible via mathematical
transformation. For most types of problems, there is a preferred domain to work in, as it
can greatly simplify the mathematics involved, and in certain cases, the analyses can only be
performed in the time-domain, or vice versa, in the frequency-domain. By considering both
representations, it can be ensured that SILGEO is utilizing all of the information present in
the collected measurements.
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For SILGEO, two possible applications of the time-domain should be explored: the use
of time-domain equipment in the characterization of DUTs, and the application of time-
domain analysis to improve the frequency-domain measurements captured by the VNA. To
characterize a DUT directly in the time-domain, a measurement technique known as time-
domain reflectometry (TDR) & time-domain transmissometry (TDT) (or TDR for short,
with transmission variant being implied) can be used, where a step pulse with a very fast
rising edge is injected into a DUT, and the resulting reflected and transmitted waveforms
are recorded [57]. Ome of the main opportunities of measuring and analyzing with TDR
is that since the time component is involved, the physical location of where an impedance
change occurs along the signal path can be known. It remains to be tested, but this could
enable SILGEO to pinpoint within the DUT itself where a modification or change was made.
Another potential benefit of characterizing in the time-domain is that it could enable the
increased miniaturization of SILGEO since the equipment required for TDR is generally
simpler and more compact than the frequency-domain equivalents.

Separately, the utilization of time-domain analysis with the existing frequency-domain
measurements may yield improvements in characterization accuracy and stability. Specifi-
cally, a concept called gating could enable SILGEO to better recognize and remove changes
present in the measurement signal path that are not related to the DUT [57]. The process
of gating works in the following manner: a DUT measurement is taken in the frequency-
domain, and the inverse fast Fourier transform (IFFT) algorithm is then applied to obtain
a time-domain representation of the response. Using this representation and speed of prop-
agation information, regions of response in the time-domain can then be mapped to where
they physically occur along the signal path. Unwanted regions can be identified, removed,
and the modified measurement is then converted back to the frequency-domain via the fast
Fourier transform (FFT) algorithm. The result is a frequency-domain representation of the
DUT with the effects contributed by the undesired sections removed as if they were never
there [57].

This powerful technique could allow a DUT to be decomposed into multiple smaller
characterizations, or slices, taken at different depths of propagation. This would potentially
help with the fingerprinting of complex devices and circuit boards, where small malicious
changes can be hidden by larger benign manufacturing variations. By slicing, a target can be
evaluated by a set of smaller responses, rather than just one cumulative response. Gating may
also help with the problem of connector unreliability, where at microwave frequencies, minor
movements of the non-RF grade DUT connectors introduce discontinuities that SILGEO
then recognizes as potential changes. By gating the VNA measurement at a position right
after the unreliable DUT connector, the characterization should be free of any connector
variations. Of course, it should also be noted that gating is not a perfect process, and neither

100



are the FFT and IFFT algorithms, so some imperfections and distortion will be imparted
onto the measurements. As part of evaluating the use of gating, it will be important to
verify that these distortions are not significant enough to cause issues of their own during
the characterization process.

6.3 Additional Applications

Beyond the detection of counterfeit electronic devices, the applicability of SILGEO to other
problems should be investigated. One area where SILGEO may be of use is the challenge
of detecting electrostatic discharge (ESD) damage in microelectronic devices. When ESD
current flows through a component, severe damage can be done to the internal structures
resulting in either catastrophic failure or a latent defect. Catastrophic failures, such as the
melting of junctions, cratering of oxide layers, and fusing of bond wires, often results in
the partial or complete loss of device functionality, and as such, can easily be detected with
methods such as functional testing. On the other hand, latent defects are significantly harder
to detect and pose a more significant threat, as the component has been weakened but con-
tinues to function [31]. Depending on the discharge, latent defects can cause components
to have shorter lifespans, reduced tolerance to mechanical and environmental disturbances,
and altered operating tolerances. The opportunity for applying SILGEO is that ESD dam-
age, both catastrophic and latent, creates permanent changes in the physical geometry of
the component. Thus the same technique that currently translates device geometry into
fingerprints for counterfeit detection could be repurposed for the detection of ESD damage.

Since catastrophic failures are readily detectable with existing techniques, research should
focus on how well SILGEO can detect the presence of latent defects. To reinforce the need
for a latent defect detection capability, to date, most examples of latent damage have only
been discovered through component failure investigations that included die decapsulation
and imaging [31]. Moreover, since die imaging and the accompanying analysis are time-
consuming and expensive, they may not always be performed, leading to many incidents of
latent defect caused component failure to never be caught. To draw additional parallels to the
counterfeit detection application of SILGEO, the only way to know with absolute certainty
that a component has no latent ESD damage is through decapsulation, metalization removal,
and inspection with a scanning electron microscope. Of course, the problem now is that this
component is no longer functional. Assuming latent defects have enough magnitude to be
detected, SILGEO could be employed in various capacities. It could provide a spot-checking
capability as part of randomized quality control checks, or entire batch checking, such as when
a tray of components is suspected of being mishandled. The idea here is that unintentional
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changes caused by ESD are in principle no different from intentional changes caused by an
attacker, and the same fingerprinting technique should be applicable to both.

Similarly, SILGEO may be of use in verifying that intentional permanent changes to
the silicon geometry have actually occurred, such as with electronic fuses. Also referred
to as e-fuses, electronic fuses are memory cells that can be irreparably “blown” in order to
permanently write a value. Devices often use e-fuses to store serial numbers, version numbers
to prevent software down-grading, and other security-related values. Here, the functionality
that SILGEO offers can be one of independent verification, or value extraction, in the sense
of making sure that a value returned by the software on a device matches the actual value
blown into the silicon of the device. This line of inquiry is, of course, conditionate on the
setting of e-fuses being a change in silicon geometry that SILGEO can reliably detect with
a high level of accuracy. To further complicate matters, some e-fuse writes are single-bit
changes, which may be undetectable even at the highest power levels.
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Chapter 7

Conclusions

This thesis introduced SILGEO, a hardware fingerprinting technique that counters the grow-
ing problem of counterfeit, compromised, or tampered devices being found within electronic
supply chains. Compared to other approaches used for determining the authenticity of elec-
tronic devices, SILGEO offers several benefits in that its assessment approach is blackbox,
nondestructive, and can be performed on devices in situ. Unlike the functional or parametric
electrical testing approaches, SILGEO requires no information on the device’s functionality,
operating voltages, timing, or external electrical connections to determine its authenticity.
This allows SILGEO to authenticate devices even when the original manufacturer no longer
exists or is unwilling to share the special or proprietary information typically needed to per-
form functional or parametric tests. In contrast to decapsulation and X-ray imaging, SILGEO
is not hazardous to the device under test (DUT) or the operator performing the evaluation
and leaves no temporary or permanent damage. Among other detection approaches, SILGEO
is unique in its ability to evaluate the authenticity of targets in situ, avoiding the need to
desolder or remove components from the larger systems they are a part of.

As part of a case study evaluating SILGEO, this thesis confirmed the increasingly common
threat of finding counterfeit devices within supply chains. Of the 260 FT232RL devices
sourced, more than 60% of the devices were found to be non-authentic, with 119 suspected
of being counterfeit and 41 suspected of being recycled. From this pool of FT232RL devices,
SILGEO was able to correctly discern between the authentic and counterfeit devices with
100% accuracy. This thesis additionally presented an overview of the electronic supply chains
and manufacturing steps involved in creating modern technological devices. The threat
landscape facing these supply chains, as well as the current state of mitigation methods, was
also detailed.
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Appendix A

Complete Set of Multiplexing Board
RF Characteristics
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Figure A.1: Insertion Loss
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Figure A.3: Isolation When SMA; to RF; Selected
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Figure A.8: Isolation When SMA; to RFg Selected
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Figure A.9: Isolation When SMA; to RF;5 Selected

118




Isolation (dB)

Isolation (dB)

-50

-55

-60

'
[=2]
ot

'
-
S

'
-
ot

-85

1 1 1 1 1

|

-90

0.5 1 1.5 2 2.5
Frequency (Hz)

4.5
x10°

Signal Path

SMA, to RF;
SMA; to RF,
SMA; to RF;
SMA, to RF,
SMA, to RF;
SMA, to RFs
SMA; to RFy;
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Appendix B

Acquisition Controller Startup
Arguments

The startup arguments supported by the Acquisition Controller are provided below and are
listed in the following manner: the name of the command is first in bold, followed by a short
description of the command’s purpose, whether the command is required or optional, and
the default value if one exists. The listing for each command also includes an example of
how the command is used.

Interactive Commands

Supplying any of the following commands will override the default value used by the Ac-
quisition Controller. In the interactive mode, the operator is prompted for a target name
before each capture cycle is started. After the requested measurements are captured, the
Acquisition Controller stays open and prompts the operator if they want to measure another
target or exit.

-adapter Name of the adapter connected to MB.
Optional, Default is NULL
Example: -adapter obd2

-adapterv Version of the adapter connected to MB.
Optional, Default is NULL
Example: -adapterv 2
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-dataset Name of the dataset the measurements are a part of.
Optional, Default is NULL
Example: -dataset car_test

-db Name of the database file to save measurements in.
Required, If the file does not already exist a new empty database will be created
Example: -db file.db

-ifbw Comma-separated list of [F bandwidth values to sample with.
Optional, Default is 100 kHz, Minimum is 1 kHz, Maximum is 1200 kHz
Example: -ifbw 5,500,200

-notes JavaScript Object Notation (JSON) formatted notes to save with the measurement.
Optional, Default is NULL
Example: -notes {‘capture’:‘car_test’}

-points Number of points to use in a sweep.
Optional, Default is 2500
Example: -points 1000

-rfports Comma-separated list of RF ports to include in the sample.
Optional, Default is all RF ports
Example: -rfports 1,2,3,4,5

-rfportsf Similar to -rfports, loads a file containing a comma-separated list of RF ports to
include in the sample. Overrides value from -rfports if the switch is also present.
Optional, Default is all RF ports
Example: -rfportsf file.txt

-rfpower Comma-separated list of power levels, in dBm, to sample at. Use 'off” as a value
to sample with RF input power off. To avoid parsing errors, negative power levels
should be surrounded by single quotation marks, e.g. -5 for —5dB
Optional, Default is —5dB, Minimum is —43 dB, Maximum is 20 dB
Example: -rfports 5,-10",’-30",off

-samples Number of samples to acquire.
Optional, Default is 10
Example: -samples 5
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Non-Interactive Command

Supplying the following command will start the Acquisition Controller in the non-interactive
mode, which captures the requested measurements under the provided target name and then
automatically exits.

-target Name of the target being measured.
Required for Non-Interactive Mode
Example: -target ftdi301

126



Appendix C

Measurement Database Schema

The database schema used to store the SILGEO measurements is listed below. The column
name is in bold, with the data type in square brackets, followed by a short description of
the column contents.

DATETIME [Integer]
A UNIX formatted timestamp, in milliseconds, of the date and time the measurement
was taken.

DATASET [String]
Name of the dataset the collected measurement belongs to.

TARGET [String]
Name of the target being measured.

ADAPTER [String]
Name of the adapter board connected to the MB.

ADAPTER _CONFIG [String]
Version or orientation of the adapter board connected to the MB.

PORT1 [Integer]
Selected RF port of the MB connected to Port 1 of the VNA.

PORT?2 [Integer]
Selected RF port of the MB connected to Port 2 of the VNA.
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POWER [Integer]
Power setting used by the VNA.

IF_ BANDWIDTH [Integer]
[F' bandwidth setting used by the VNA.

S2P [String]
Touchstone formatted measurement sweep data acquired by the VNA.

SAMPLE_IN_SERIES [Integer]
Sequence number indicating the order of repeated samples.

SAMPLE_NOTES |[String]

Notes or comments relevant to measurement collection.

ACQUISITION_CONTROLLER _REV |[Integer]

Software version of the Acquisition Controller.

BASEBOARD _SERIAL |[String]
Serial number of the MB.

BASEBOARD _SOFTWARE REV [Integer]
Software version of the firmware on the MB.

VNA_SERIAL [String]
Serial number of the VNA.

VNA _FIRMWARE_REV |[Integer]
Software version of the firmware on the VNA.

VNA_LIB_REV [Integer|
Software version of the VNA libraries running on the host computer.
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