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Abstract

In collectivist households, sharing digital devices is both a cultural norm and often a
material necessity. After migration to more individualistic cultures such as Canada, these
sharing practices persist but become entangled with new cultural norms, unfamiliar insti-
tutional infrastructures, and highly digitized systems. Immigrant families must adapt to
host-country digital life expectations around privacy, safety, schooling, and online services
while continuing to uphold home-country norms around family values, moral and collective
responsibilities. Devices, in this context become channels through which trust, supervision,
autonomy, and cultural expectations are continuously managed and negotiated.

To understand how this negotiation actually plays out, we report findings from a quali-
tative study of 18 nuclear families, comprising 19 parents and 22 children and young adults,
mainly from South Asia. The study examines three intertwined questions: how migration
and sociocultural factors shape the security and privacy risks that shared-device house-
holds face, how well current devices support or hinder safe sharing once those risks appear,
and how can we better design these devices to support safer device sharing. Our findings
show that shared-device use exposed families to data breaches, reputational harms, cultural
and religious boundary violations, and intergenerational tensions. Moreover, these risks
were naturally amplified to household-level concerns because one person’s online activity,
account access, or device use could affect any or all other family members.

We find that families often approached shared devices with different goals. Parents
sought visibility and control to protect children, preserve cultural and religious values,
and manage safety in an unfamiliar digital environment. Children, in contrast, sought
autonomy and ways to keep parts of their digital lives separate while still participating
in device sharing household practices. Families used ad hoc and reactive strategies to
manage these tensions, including monitoring, informal rules, parental control tools, activity
concealment, and self censorship practices like keeping devices in a “morally clean” state.
However, these strategies were often fragile, easy to workaround, difficult to sustain, or
abandoned when they threatened family harmony.

Our findings reveal a mismatch between single-user device assumptions and collectivist
immigrants’ household realities of device sharing. Current devices offer limited support for
shared use that can balance parental assurance, child privacy, cultural expectations, and
everyday usability. Designing for shared-device contexts is therefore essential for building
more inclusive digital infrastructures that not only support multicultural families but also
others who rely on device sharing. Like curb cuts designed for wheelchair users that
ultimately benefit many others, designing from the marginalized can produce more inclusive
technologies for everyone.
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Chapter 1

Introduction

Nearly one in four Canadians is an immigrant, and a significant proportion of that pop-
ulation traces its origins to regions, like the Global South, widely characterized as “col-
lectivist” [139]. Hofstede defines collectivist cultures as those in which individuals see
themselves first and foremost as members of tightly knit social groups, prioritizing loyalty
and relational obligations to that group over their own individual autonomy [76]. In their
everyday life, these orientations manifest concretely in practices such as multi-generational
living arrangements, pooled household resources, and collective, rather than individual,
decision-making [129, . Within these communities, device sharing follows naturally
from this same orientation and is highly prevalent [, 9]. To be clear, device sharing is
not exclusive to collectivist households: it can also occur in non-collectivist households,
where devices are lent, borrowed, or otherwise shared in situational and largely impromptu
contexts [105, 98, 85, 79]. However, this situational sharing differs significantly from what
occurs in collectivist households, both in how frequently it happens and in the factors
that shape it [87, 9]: in collectivist households, devices are treated as communal assets
from the outset, and access to them is negotiated on the basis of age, gender, purpose,
and trust rather than individual ownership [9, |. Yet contemporary devices are built
on the opposite assumption: most are designed for a single user, with authentication and
access controls built around the expectation of just one signed-in individual [166, 28, 97].
Although some devices do offer separate profiles or guest modes as a partial accommoda-
tion [20, ], these mechanisms remain fairly limited and unusable in practice and rarely
accommodate the fuller social realities of collectivist households [3, 9, , ].

These dynamics are further complicated once migration enters the picture. Prior litera-
ture describes how migrants remain embedded in values shaped by their countries of origin
even as they simultaneously navigate the norms of their host society, producing an ongoing



blend of value systems rather than a clean replacement of one by the other [159, ]. At
the same time, life in WEIRD (Western, Educated, Industrialized, Rich, and Democratic)
contexts like Canada, is increasingly mediated through digitized systems that touch nearly
every aspect of daily life, from banking to schooling to healthcare, which correspondingly
limits the extent to which families can simply opt out of them [163, 56, |. Caught be-
tween these two pressures, immigrant families must rapidly adapt to an unfamiliar digital
infrastructure while still upholding the rituals of their home country. This tension is further
heightened by the discrimination immigrant families frequently encounter and by the weak
support networks they can typically draw on in a new country. Despite how much this
tension effects their daily lives, it remains largely ignored in the literature [55, 30, 58, ].

Furthermore, when families share devices, children face privacy risks that compound
rather than simply add up: their browsing histories, messages, and social media activity
become visible to other household members as a direct consequence of the shared setup,
while their own risk-taking or naive behaviors online separately expose them to cyber-
bullying, hacking and and fraud [169, 27, 99]. Because the device itself is shared, these
risks do not stay contained to the child alone; they also put everyone else who shares that
device at risk, so that virtually every consequence becomes a household problem rather
than an individual one. Shared devices also complicate parental oversight. Parents typ-
ically attempt to mitigate these risks through monitoring and guidance [17, , 70, 62],
yet these same protective measures often end up straining the parent-child relationship
they are meant to protect [17, 141, 61, ]. These dynamics are intensified further for
immigrant families, specifically those who often have limited social and technical support
networks to draw on within this new digital landscape [159, |. Despite all of these com-
pounding factors, there remains only a limited understanding of how parent-child dynamics
specifically shape privacy and security within immigrant families navigating shared-device
environments [159].

We adopted a qualitative research design to address our research questions because
the privacy and security experiences of Global South immigrant families in Canada re-
main largely unexplored in the existing literature. Semi-structured interviews were used
specifically because they allow participants to describe their experiences, tensions, and un-
derlying reasoning in their own words, rather than being constrained to a predetermined
set of response categories. Beginning in September 2025, we conducted 41 semi-structured
interviews with 19 parents and 22 children and young adults from 18 voluntary migrant'
families, predominantly from South Asia, living in Canada, in order to answer our research
questions.

Woluntary migrants refers to people who migrated primarily by choice (e.g., for work, education, or
family reasons) rather than through forced displacement categories (e.g., as refugees or asylum seekers).



Research Questions:

RQ1. How do cultural values, religious beliefs and intergenerational dynam-
ics shape how and why immigrant famailies share digital devices post migra-
tion?

RQ2. What privacy, security, social and moral risks arise in shared-device
households, and how do families manage and negotiate these challenges?

RQ3. How usable and effective are current devices for shared use, and how
can they better support safe sharing?

Our findings highlight a fundamental mismatch between individual-centric devices and
the lived realities of collectivist immigrant households. We find that migration-related
transitions amplify device sharing challenges in collectivist households, and that Security
and Privacy (S&P) risks on shared devices can lead to reputational harm, cultural and reli-
gious boundary violations, and intergenerational tensions. We explore how sharing devices
erodes intra-family privacy, how children use concealment to avoid parental surveillance,
and how parents struggle to balance cultural preservation and host-country norms. We
find that families rely on ad hoc, post hoc, and behavioral strategies to manage these risks,
largely because usable system-level support for device sharing is unavailable and because
immigrant families face complex challenges with limited technical knowledge. This in-
cludes keeping devices in a “morally clean” state, install-delete app cycles, or using decoy
and stealth tools. However, these coping strategies are often insufficient and strain family
bonds. Rather than value-neutral tools, shared devices function as culturally governed in-
frastructures where visibility and control reflect family authority and moral expectations.
We analyze sharing challenges and participant-requested features that reveal deeper user
needs that are poorly supported by single-user device designs in collectivist households.
We therefore argue for devices that account for diverse sociocultural contexts and treat
device sharing as an important design consideration.



1.1 Thesis Statement:

This thesis argues that shared-device use in collectivist immigrant households is a cul-
turally inherited household practice shaped by migration, family expectations, and home
country values. Drawing on interviews with immigrant families in Canada, it shows how
shared phones, laptops, tablets, and accounts become sites of everyday family governance.
These practices produce security and privacy risks that are shared across the household
but experienced unevenly: parental protection towards children can become surveillance
very quickly, and children’s privacy tactics can introduce new security risks. Parents face
responsibility and fragmented oversight, while children experience monitoring, loss of pri-
vacy, and constrained autonomy. By tracing how cultural expectations, family relation-
ships, and migration shape shared-device use, this thesis argues that shared-device security
and privacy must be considered as a default when designing digital devices.



1.2 Related Publications:

Significant portions of the research in this thesis have appeared in, or are based on, peer-
reviewed academic work. I am the primary author of this work. Co-authors include her
supervisors, Dr. Urs Hengartner and Dr. Leah Zhang-Kennedy, and Ameemah Humayun.
A portion of the text from the published work is used throughout this thesis; however, this
thesis is an expanded treatment of that research with substantial additional analysis and
discussion, and no single chapter is drawn exclusively from the publication.

The peer-reviewed full paper publication is:

e Shanza, S., Humayun, A., Hengartner, U., & Zhang-Kennedy, L. (2026). Sharing
Digital Devices is Normal and Cultural: Privacy and Security Challenges in Collec-
tivist Immigrant Households. In Proceedings of the 2026 USENIX Symposium on
Usable Privacy and Security (SOUPS), Hannover, Germany.

The poster publication is:

e Shanza, S. (2025). Toward Stronger Digital Privacy and Security: Culturally-
Informed Solutions for Shared Device Use by Immigrant Families in Canada. Poster
presented at the University of Waterloo Cybersecurity and Privacy Institute (CPI)
Graduate Student Conference, Waterloo, ON, Canada.

(Recipient of the Outstanding Interdisciplinary Poster Award.)



1.3 Thesis Organization

The remainder of this thesis is organized to move from context to implications, each chapter
building the foundation the next one needs. Readers looking only for the empirical findings
can skip ahead to Chapter 5 (Findings).

Chapter 2 (Related Work): situates this study within existing research on migrant
security and privacy and device sharing in collectivist contexts. It identifies the specific
gaps that motivate this thesis: in particular, the limited attention that has been paid to how
shared-device practices themselves travel with immigrant families into new sociocultural
and digital environments, and how migration reshapes the risks those practices carry as
well as how children, despite being highly vulnerable, remain largely under studied.

Chapter 3 (Methodology): describes the qualitative research design used in this
study. It outlines the recruitment process, eligibility criteria, interview procedures, and
participant demographics, and explains the approach taken to data analysis. Because this
study involves interviewing multiple members of the same family about sensitive, sometimes
conflict-laden household dynamics, this chapter also discusses researcher positionality the
ethical considerations shaping the interview process, and the procedures used to handle
participant data.

Chapter 4 (Limitations): discusses the boundaries of the study and in what con-
text the findings should be interpreted. These include limitations related to recruitment
channels, sample composition, language, the reliance on self-reported data, and the extent
to which findings drawn from predominantly South Asian immigrant families in Canada
may or may not transfer to other collectivist or immigrant contexts.

Chapter 5 (Findings): presents the empirical findings, organized around the study’s
three research questions. The chapter first examines how migration, cultural values, reli-
gious expectations, family authority, and intergenerational dynamics shape the way families
share devices in the first place (RQ1). It then turns to the security, privacy, social, and
moral risks that emerge once devices are shared, along with the strategies families use, of-
ten informally, to manage them (RQ2). Finally, it presents participants’ own reflections on
the limitations of their current devices and their suggestions for what would make sharing
safer (RQ3).

Chapter 6 (Discussion): draws these findings together and connects them to broader
implications for security and privacy design. It discusses how filial piety, religiosity, cultural
expectations, and household governance jointly shape shared-device use, and why safety
education in these households tends to emphasize avoidance of harm rather than a deeper
understanding of it. The chapter then translates these findings into design directions for



devices to better support collective use rather than treating every user as an isolated
individual.

Chapter 7 (Conclusion): concludes the thesis by summarizing the main contribu-
tions of the study and outlining directions for future research. It reflects on why shared-
device security and privacy should be understood not only as an individual concern, but
as a household-level issue.



1.4 Contributions:

This thesis makes four main contributions.

Documenting Shared-Device Use in Immigrant Families: First, this thesis doc-
uments an underexplored security and privacy context: shared-device use in collectivist
immigrant families after migration. Through 41 interviews with 19 parents and 22 chil-
dren and young adult dependents from 18 immigrant families in Canada, this work captures
how device sharing is shaped by migration, cultural values, religious expectations, intergen-
erational relationships, and everyday household constraints. Rather than studying parents
or children in isolation, this thesis examines both sides of the same family relationship,
showing how the same shared device can represent protection and responsibility for parents,
but surveillance, exposure, and restricted autonomy for dependents.

Identifying Device Sharing as a Mechanism of Family Governance: Second,
this thesis shows that device sharing functions as a form of household governance. In the
families studied, devices were not merely passed around for convenience or due to financial
constraints. They were used to enforce rules, preserve cultural and religious values, mon-
itor children’s behavior, manage fear in an unfamiliar digital environment, and maintain
parental authority. Financial responsibility often became a justification for surveillance,
while trust was unevenly distributed across age, gender, maturity, and perceived moral
responsibility. This contribution moves beyond describing “sharing practices” and instead
identifies the social mechanisms through which shared devices become instruments of care,
control, conflict, and negotiation. And how trust moves along a spectrum from coercive to
relational rather than sitting fixed at one point per family.

Reframing Security and Privacy Risks as Relational and Family-Wide: Third,
this thesis identifies the household as the unit of security and privacy risk. Current security
models often assume that a privacy breach or security failure affects a single user. The
findings show that this assumption breaks down in shared-device households. Account
mixing, saved credentials, visible notifications, algorithmic cross-contamination, unsafe
downloads, scam exposure, and children’s risk-taking can create consequences for multiple
family members at once. This thesis also shows that children’s heuristics for judging online
risk: chiefly, treating familiarity as a proxy for safety, are shaped directly by growing up in
a household that already normalizes handing access to anyone close. A child’s action may
expose a parent’s financial information; a parent’s monitoring may expose family’s private
life; and one person’s mistake can turn into a household-wide security event. This reframes
shared-device risk as relational and cascading rather than individual and contained.

Translating Findings into Design Directions for Safer Shared-Device Use:



Fourth, this thesis translates participants’ lived challenges into concrete design directions
for safer sharing. Rather than offering broad calls for “better privacy” or “more parental
control,” this thesis identifies specific design needs grounded in the failures participants de-
scribed: identity-aware profile switching, tiered visibility, app-level separation, household-
scoped risk alerts, and cross-platform aggregation of parental controls. These directions
aim to support shared use without forcing families into a false choice between total parental
surveillance and total individual secrecy. These directions are not meant as fixed prescrip-
tions, but as design starting points for recognizing shared devices as relational, negotiated,
and culturally situated.



Chapter 2

Related Work

Understanding security and privacy in shared-device immigrant households requires draw-
ing on two bodies of work that, until now, have largely developed in parallel. The first
concerns how immigrants navigate security and privacy challenges more broadly, includ-
ing the specific vulnerabilities introduced by displacement, unfamiliar institutions, and
reduced social and technical support networks. The second concerns how device sharing
itself operates in collectivist cultures, independent of migration, including how communal
ownership norms interact with technologies that were largely designed around a single user.
We do this because our participants sit at the intersection of both bodies of work, migrants
who also share devices within collectivist family structures.

We organize this chapter into these two corresponding strands: (1) Security and Pri-
vacy challenges faced by migrants, and (2) device sharing in collectivist cultures and family
dynamics that affect them. Reviewing them together makes clear what the existing liter-
ature lacks: it rarely considers what happens when both conditions hold at once, which is
precisely the gap this thesis addresses.

10



2.1 Migrants and Security and Privacy Challenges

Migrants rely heavily on digital technologies to meet their everyday security, privacy, and
transnational needs, using these tools not simply for convenience but to sustain the prac-
tical, financial, and relational demands of a life split across two countries [15]. Migra-
tion itself introduces an entirely new digital landscape, and this landscape is especially
difficult to navigate for individuals coming from developing countries, because the risks
it carries disproportionately affect marginalized groups: language barriers make every-
day digital tasks harder to complete safely, and this unfamiliarity leaves migrants more
heavily exposed to scams, surveillance, and fraud, a vulnerability that is further com-
pounded by the discrimination and social isolation many continue to experience once they
migrate [82, 83, , 05, 30, 58]. As a result, many migrants experience what has been
termed as “privacy turbulence”: a persistent sense of uncertainty about how to manage
their privacy appropriately, driven by not yet knowing the social norms, institutions, and
expectations of their host country [143]. This general vulnerability is not distributed evenly
across all migrants, however. Prior work documents the more specific digital vulnerabilities
faced by particularly marginalized subgroups, including Muslim-American women and mi-
grant domestic workers, both of whom report facing ongoing harassment and surveillance
as a routine part of their digital lives [136]. For Muslim diasporic communities specif-
ically, norms around modesty, gendered visibility, and moral accountability do not fade
after migration; they continue to actively shape everyday digital practices, from what is

shared online to who is permitted to see it [31, |. These expectations of modesty are
not unique to Islamic contexts, either: similar norms recur across other religious traditions
as well, including Hindu and Christian communities [19, 21], and in each of these contexts

the same values that govern modesty offline are extended into digital spaces, meaning a
violation online can carry reputational harm and a range of other social consequences just
as a violation offline would [, 130].

For immigrants who are additionally navigating shared-device and collectivist digital
environments, these harms are often amplified well beyond what any individual would
experience alone, because a privacy or security failure rarely stays contained to one per-
son: it can rapidly escalate into a crisis for the entire household. Despite how serious
this compounding effect can be, the literature has paid only limited attention to security
and privacy issues among migrants as a population in their own right [133], to the con-
cerns, attitudes, and behaviors of minoritized ethnic communities more broadly [126], and,
more specifically still, to how the everyday practice of device sharing is itself shaped by
the transnational cultural values that migrants carry with them. The research that does
exist tends to concentrate heavily on U.S.-based populations, and even within the U.S. it

11



is largely confined to a handful of specific subgroups, such as international students, un-
documented immigrants, refugees, and migrant domestic workers [118, 08, , , ],
while large-scale, representative work on voluntary migrants’ security experiences, specif-
ically from collectivist cultures, remains scarce [73]. Even the smaller body of work that
does focus on Asian immigrant populations compounds this narrowness further, tending
to center almost exclusively on adult experiences and leaving families dynamics or young
children within these same households understudied [159, 145].

This gap points to an opportunity to expand existing research beyond primarily individual-
centered models of digital use, toward a fuller account of collective and relational household
practices. Warford et al. argues that vulnerability in security and privacy research often
arises less from any inherent trait of a population and more from users’ cultural contexts
and the public roles they occupy, and propose a unifying framework for studying such “at-
risk” populations. Treating migration status as one axis of structural vulnerability among
several others, rather than as an isolated topic of its own [165]. This concern is echoed
by work documenting an “online privacy divide,” which shows that privacy concerns and
protective behaviors differ systematically across socioeconomic, demographic, and ethnic
groups [101, 50], and by calls to move security and privacy scholarship beyond its traditional
focus on privileged, Western populations toward the lived experiences of marginalized com-
munities [137]. In direct response to this imbalance, researchers have increasingly called
for “inclusive privacy and security” approaches that foreground the needs of under-served
populations from the outset of system design [164], and for moving beyond a “one size fits
all” model of the user toward research considerations tailored to the specific populations
being studied [161]. Our focus on immigrant, collectivist, shared-device households follows
directly from this line of argument: centering a population whose everyday practices sit
outside the assumptions built into most security and privacy systems in digital devices.

Beyond the specific harms already discussed, migrants’ digital lives are also shaped by
an ongoing, adaptive relationship with technology that existing research is only beginning
to document. Recent work on educational migrants finds that their social media privacy
practices evolve across distinct stages of migration, with users adopting increasingly seg-
mented sharing strategies to manage separate audiences across home, diaspora, and host
communities as they balance trust, cultural norms, and digital vulnerability over time [1415].
This adaptive use is not incidental: digital platforms, and social media in particular, play
an essential role in migrants’ lives by sustaining connections to home while simultaneously

helping them adapt to new social and cultural environments [10, , 15]. Refugees and
other newcomers in particular rely on mobile and online technologies to sustain transna-
tional relationships and meet everyday integration needs [25, 45]. Migrants manage the

resulting exposure through a mix of preventative strategies, such as deliberately limiting

12



what is visible to specific audiences, and corrective strategies applied only after a privacy
incident has already occurred [93, ]. Much of this literature, however, concentrates
on economic migrants and refugees specifically, leaving voluntary migrants, such as the
skilled-worker and family-sponsored immigrants in our own sample, comparatively under-
explored, and it says relatively little about how these same adaptive strategies play out
once a household, rather than an individual, is sharing the device those strategies are
meant to protect.

To address these compounding gaps, this thesis examines how migration-related and
sociocultural factors jointly shape the security and privacy challenges immigrant families
face, paying particular attention to young dependents navigating these challenges within
shared-device contexts. To do this directly, our interview protocol explicitly probed three
things: migration-related changes in digital practices, privacy expectations shaped by cul-
ture, and security incidents participants encountered specifically after their move. Through
this lens, we examine how migration reshapes existing device-sharing norms, produces risks
that are specific to the immigrant household rather than to any single individual within
it, and drives the adaptive practices families develop in response to those risks. Critically,
by including parents, children, and young adults from the same household rather than
sampling any one generation in isolation, we are able to capture within-family perspectives
on the very same shared reality, allowing us to show concretely how security and privacy
challenges unfold, and sometimes diverge, across generations and age groups within a single
home.

13



2.2 Device-Sharing in Collectivist Cultures

Many communities around the world frequently share technology that is conventionally la-
beled as “personal,” treating devices as communal resources rather than individual posses-
sions [105, 9], a pattern that directly challenges Western notions of “personal computing” as
something inherently tied to a single owner [29, 153]. Matthews et al. offer one of the clear-
est accounts of what this sharing actually looks like in practice, classifying it into six distinct
forms: borrowing, mutual use, setup assistance, helping, broadcasting, and accidental ac-

cess [105]. This sharing extends across both physical devices themselves [142, 86, 41, 87, 90]
and the accounts and credentials used to access them [51, , 89, , |. While this
kind of sharing is not limited to any single part of the world, it is markedly more preva-
lent in collectivist and developing regions than elsewhere [112, 86, , 9. Yet despite
how common this sharing is, authentication and access-control mechanisms remain de-
signed almost entirely around the assumption of a single, individual user [28, . A

study conducted in the U.S. shows that when people do share devices there, they manage
this mismatch through careful, selective workarounds: they consciously grant access and
adjust their authentication behavior on a case-by-case basis [123], and they retain strong
expectations of individual control even over devices that are explicitly meant to be shared,
such as household smart speakers [108, 2]. Collectivist settings present a striking contrast
to this individually-oriented pattern: prior work shows that even devices as inherently
personal as phones are routinely and openly shared among household members in these
contexts [8]. In these settings, privacy is frequently treated as secondary to collectivist
needs and obligations [130], and device sharing tends to be justified through narratives of
care and tradition rather than through any language of surveillance or control [13], even
though these same practices can simultaneously generate real tension and moral judgment
within hierarchical family structures [11]. Further complicating matters, attempting to en-
force strict, individually-oriented privacy controls within such households can itself strain
relationships with family and friends, precisely because doing so runs against the shared,
trust-based norms the household already operates by [3, 10].

Part of why single-user assumptions fail so strongly in these households is also techni-
cal, not merely social or cultural. Many personalization systems construct their behavioral
models directly from activity tied to a single signed-in account or device, an architecture
that breaks down as soon as multiple people use that same account or device. Incorporating
several users’ actions into one model can produce inconsistent recommendations or unin-
tentionally reveal one user’s private activity to another [154, 6]. This technical mismatch
is compounded by a gap in how the phenomenon has been studied empirically. Much of
the existing work on device and account sharing examines a single device or platform in
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isolation, rather than capturing how sharing plays out across the multiple devices and ac-
counts that coexist within one household, leaving only a limited, fragmented understanding
of how sharing actually unfolds in practice [37, 43, 88]. This fragmentation is especially
consequential in lower-income and developing-region contexts, where phone sharing is fre-
quently the norm rather than a rare instance. Privacy has been described by participants
as something other than an individual right in the first place [101]. Addressing this gap
matters directly for design: without a more systemic, household-level view of sharing, it
is difficult to build systems that reflect how sharing actually happens rather than how a
single device or account is assumed to be used.

Ethnographic work in South Asia makes clear just how far this sharing extends be-
yond convenience. Field interviews with urban Indian families found that phone sharing
was shaped as much by cultural norms as by economic constraint, with some married
women reporting that they felt little need for a device of their own separate from their
husband’s [111, 112]. Sharing of this kind is also easy to underestimate from the inside:
users in a smartphone-sharing study consistently reported sharing their devices less often
than their own logged behavior showed, suggesting that much of this sharing is treated as
unavoidable background practice rather than a deliberate or memorable choice [69]. This
same undercounting problem extends to children specifically. Large-scale European survey
work finds that children commonly use household devices that are nominally their parents’,
and that how a family manages this shared access depends heavily on household income,
parental education, and parenting style, yet even in these comparatively well-resourced
contexts the tools available to parents still inadequately support both effective parental
oversight and children’s own privacy [100, 17]. This suggests that the mismatch between
single-user device design and shared, negotiated household use is not confined to any one
region or income level, even as its specific stakes, from reputational harm to religious
boundary-keeping, are shaped by the cultural context in which sharing occurs.

The combination of this widespread sharing with the increasingly sensitive nature of
the data stored on personal devices meaningfully heightens the risks families face, includ-
ing misuse of shared access, moral judgment from family members, blackmail, account

compromise, and outright data leakage [3, 9, 81, 87, , 15, |. These risks are not dis-
tributed evenly across a household, however. Broader social, cultural, and economic condi-
tions [12, , 131], together with religious norms [3, 4], actively shape how these sharing

practices unfold, and gendered norms in particular compound these dynamics further still,
producing unequal access to devices and near-constant surveillance of women within these
households [112, 80, 5]. Daughters in particular are often held to stricter limits on their
mobility, social interactions, and online activity than their brothers. Restrictions that fam-
ilies typically justify through concerns about modesty, safety, and the reputational harm
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that any perceived impropriety could bring to the family’s honor [112, 80, 67]. In response
to these pressures, device sharing tends to prompt ad hoc, improvised protections rather
than systematic ones [8]. Prior work on shared phone use among families in Bangladesh has
suggested ways to separate shared and private content, such as a tiered privacy model that
partitions accounts based on sensitivity [9]. However, it remains unclear how effectively
such approaches would work in everyday shared-device contexts.

Because children are central actors within these shared-device ecosystems rather than
peripheral to them [122, |, the specific style of parental mediation a family adopts car-
ries significant implications for both privacy and security outcomes. The evidence here
points in a consistent direction: dialogue-based mediation, where parents talk through
risks and expectations with their children directly, is associated with more positive out-

comes overall [11, |, whereas restrictive monitoring imposed without that same dialogue
can actively undermine children’s technical and social digital skills rather than protect
them [14, 99, ]. Evidence drawn specifically from collectivist contexts adds further

complexity to this picture, highlighting additional challenges such as risky teen behaviors
and genuine difficulty achieving effective parental mediation amid rapidly rising device
access among young people [128, ]. Because this area remains comparatively under-
researched, immigrant families are left largely unsupported as these same device-sharing
challenges migrate with them into their host countries [159, 122].

To address these gaps, we interviewed parents and children together to examine how
sociocultural values shape the governance of shared devices, and how families work to
negotiate the tension between collectivist sharing norms and individual privacy needs.
Our sample centers predominantly on first-generation South Asian immigrant families in
Canada, offering a situated window into these dynamics within a community that remains
specific in its cultural context yet meaningfully underrepresented in the broader literature.
By capturing both perspectives of the parent-child dyad from within the same families,
rather than sampling parents and children as unconnected individuals, our approach reveals
relational tensions that single-sided studies inevitably miss, and that current security and
privacy tools fail to support.
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Chapter 3

Methodology

b

Throughout this thesis, the terms parent(s) and “dependent(s)” refer to participants’ rela-
tional role within the household rather than their legal age. Dependent participants include
minor children (9-12), teens (13-17), and young adult dependents (18-25), reflecting their
non-parental familial role. Where relevant to consent and assent procedures, we further
distinguish younger children (9-12) from teens and young adults (13-25). Young adult
dependents were included because many in migrant families from collectivist families still
live with parents, also enabling insights into how device sharing dynamics change over age.

We define digital “devices” as personal smart technologies conventionally used individ-
ually but shared in collectivist families as discussed in Section 2.2. This includes devices
storing personal data and supporting activities such as communication, browsing, and
financial transactions (e.g., smartphones, tablets, laptops, desktops), and excludes com-
munal devices (e.g., IoT devices, smart TVs) as they carry different privacy expectations.
Gaming consoles were excluded from formal recruitment criteria but were occasionally dis-
cussed by participants where shared informally within the household. Across interviews,
participants mostly spoke about devices collectively rather than individually or by type.

Figure 3.1 summarizes the overall study procedure. Eligible families were recruited
and screened via a parent-completed survey, then took part in a single 90-minute session
comprising consent, a brief demographic survey, and separate parent and child interviews.
Sessions were followed by transcription and an iterative, cross-perspective thematic analysis
process, described further below.
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90-Min Session

Recruitment N Screening .| 1. Demographic Form Data Analysis
University, Community Orgs & Snowball Referrals Eligibility Form (QR Code) 2. Separate Interviews Inductive Thematic Coding
3. Post-Interview Survey

Iterative Codebook Refinement

Figure 3.1: Overview of the Study Procedure.

3.1 Participant Recruitment

To ensure broad access to eligible immigrant families, recruitment combined university-
affiliated and community-based channels. University-based recruitment included announce-
ments distributed through university mailing lists, the Daily Bulletin, and the Weekly
Newsletter. To reach families beyond university networks, we partnered with local com-
munity organizations serving newcomer and immigrant families, distributing materials
through bulletin boards, email newsletters, and community mailing lists, and shared study
invitations in Facebook and WhatsApp groups serving Global South immigrant communi-
ties, as well as recruitment flyers posted at grocery stores frequented by these communities.
Snowball sampling was used sparingly, in two cases, to supplement outreach. All recruit-
ment materials specified eligibility criteria, a brief study description, a QR code linking to
the screening survey, and contact information for the research team and the University’s
Research Ethics Office. The screening form given in Table 3.1 had to be completed by a
parent and collected information about the families’ country of origin, duration in Canada,
device sharing information, language compatibility, and dependents’ age. We received
259 screening responses for eligibility verification. The relatively low participation rate in
the main study was due to non-response to follow-up interview invitations and scheduling
constraints.

Participants were eligible if parents were first-generation immigrants and the family
had lived in Canada for 6 months to 20 years. This range captured varying stages of
settlement, where country-of-origin norms and adaptation to Canada remained salient;
length of residence is also commonly used as a proxy for acculturation [109]. We did not
include non-immigrant families because prior literature already establishes baseline device
sharing practices in Western contexts [15, 85, 87, 98, |. Instead, we report participants’
comparisons of pre- and post-migration experiences and their perceived differences from
non-immigrant families. Eligible families had to share at least one device, as defined in this
study, and include at least one parent and one dependent. Additional household members
could participate voluntarily without additional compensation. Young adults were eligible
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Table 3.1: Screening Form Questions

No. Question Response Options / Details
1 Are you a first-generation immigrant in Canada?  Yes / No
2 How long have you lived in Canada? Open response
3 What is your country of origin? Open response
4 What languages are spoken in your home? Open response
5 Do you live with your immediate family, i.e., Yes / No
spouse and children?
6 How many children aged 7-25 currently live in Open response

your household?
7 Please list the ages of the children living with you Open response
who are willing to participate in the study.

8 Do you or your family members share digital Yes / No
devices with one another?
9 Which of the following devices are regularly Smartphone; laptop/desktop;
shared in your household? tablet/iPad; gaming console, e.g.,
PlayStation; smart watch;
e-reader
10 Why do you share these devices? Financial reasons; convenience;

safety and moderation for
children; cultural norms; other
11 Would at least one parent and one child be willing Yes / No
to participate in a follow-up interview about
device sharing at home?
12 Please provide your name and email address or Contact information
phone number so we can contact you.

as dependents if they lived with and shared devices with their parents. We targeted
families originating from collectivist cultures, analyzed based on Hofstede’s individualism
scale [76, 77].

We targeted families originating from Global South or collectivist cultural contexts,
including South Asia (e.g., Pakistan, India, Bangladesh), Southeast Asia, Africa, the Mid-
dle East, and countries affected by conflict or displacement (e.g., Syria, Afghanistan, Iraq,
Ukraine), as well as low- to upper-middle-income countries. Families who had lived in
Canada for less than six months were excluded because they may not yet have established
stable digital routines or adapted to the Canadian sociocultural environment, while those
who had lived in Canada for more than twenty years were excluded to focus on families
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still navigating dual cultural norms rather than those likely to be fully assimilated into
mainstream Canadian digital practice. Participation was limited to individuals able to
take part in English, Urdu, or Hindi, the languages supported by the interviewer, this
ensured accurate comprehension of regional dialects and terminology.

Eligibility decisions were based on a holistic review of each screening response rather
than a single criterion. We reviewed all screening forms and followed up with prospec-
tive participants. Among eligible respondents who responded to our interview invitation
positively, participants were selected on a first response basis. Towards the last few in-
terviews, we selected participants in a manner intended to support diversity across age
groups, gender, and country of origin. All screening data were used solely for eligibility
verification and were kept confidential. Eligibility relied in part on participant self-report;
while this represents a trust-based approach, interview responses consistently aligned with
stated eligibility criteria, providing post hoc confirmation.

Our final sample predominantly (13 of 18 families) reflects nuclear and first-generation
South Asian immigrant families, with the majority identifying as religious. We focused
on nuclear family households to reduce structural variability, since non-nuclear households
may introduce additional layers of authority, device ownership, and intergenerational ne-
gotiation. This decision allowed for more comparable cross-household analysis.
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Introduction and Consent
Study purpose - Confidentiality - Recording consent

AN

Parent Background Dependent Background
Migration history Tech literacy & confidence
Household composition Personal device use
Settlement challenges Help-seeking behaviors
Device Governance Device Access
Ownership & rule-setting authority Rule compliance
Cultural/migration influences Negotiation & resistance
Mediation strategies Comfort with sharing
Monitoring & Safety Privacy & Coping
Parental controls Concealment tactics
Content concerns Boundary management
S&P incidents Surveillance experiences

N —

Cultural & Migration Context
Pre- vs. post-migration norms
Religious influences
Community expectations
Generational tensions

Design Needs & Closing
Desired features
Platform limitations
Advice for families
Final reflections

Parent-specific Dependent-specific Shared

Figure 3.2: Semi-structured interview protocol with role-specific branches for Parents and
dependents.
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3.2 Interview Protocol

Each family interview session lasted approximately 90 minutes and mostly in-person, with
about 20% being online due to participants’ preference or distance. We developed two semi-
structured interview protocols: one for parents and one for dependents with few variations
adapted and simplified language for younger children. Both protocols covered the same
topics relating to device sharing (ownership and sharing practices, household rules, con-
flicts, and power dynamics, security and privacy concerns, cultural and religious influences
on digital norms, and migration-related changes). The parent protocol also emphasized
household governance, mediation strategies, online safety concerns, and navigating cul-
tural values post-migration. The dependent protocol focused on monitoring experiences,
privacy negotiation, comfort sharing, visibility management, and perceptions of parental
rules. Both protocols included questions about past security and privacy incidents, cop-
ing strategies, and desired design features. An overview of both protocols is included in
Figure 3.2.

To minimize priming and social desirability bias, the study employed partial disclo-
sure. During recruitment and consent, participants were told the study examined family
technology use and shared-device practices; the study’s specific focus on privacy and se-
curity was not emphasized at this stage, allowing participants to frame their experiences
in their own terms. At the conclusion of each session, participants were fully debriefed:
the interviewer disclosed the study’s complete purpose, explained the rationale for partial
disclosure, and addressed any questions or concerns. Participants were reminded that par-
ticipation was voluntary and that they could request withdrawal of their data at any point
during the session, or up to two weeks afterward. A written debriefing letter with follow-up
contact information was provided to each participant. For in-person sessions, snacks and
refreshments were offered as a gesture of appreciation for younger participants.

Given the sensitive nature of discussing family dynamics, privacy, and shared technol-
ogy use, particular care was taken to build trust and rapport with participants, especially
children. Interviewers introduced themselves as researchers rather than evaluators, ex-
plicitly framing the study as an opportunity to learn from participants’ lived experience,
with no right or wrong answers and no assessment of parenting quality, technical skill, or
digital behavior. Participants were given the opportunity to ask questions before each in-
terview began. Sessions opened with general, low-stakes questions about everyday device
use before progressing gradually to privacy and security related topics, helping partici-
pants build comfort before engaging with more sensitive material. Interview rooms were
arranged so that parents could visually observe their children without overhearing the
interview, however none of the parents opted for invigilation, preserving both child com-
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fort and response privacy. We used neutral, non-judgmental, age-appropriate language
throughout, positioning participants as experts on their own experience, and introduced
sensitive topics through hypothetical or anecdotal prompts rather than direct questioning.
Participants were reminded they could skip questions, pause, or stop at any time without
affecting compensation. To prevent cross-influence and protect confidentiality within fam-
ilies, interviewer did not share information between parent and child interviews. Given the
sensitive nature of the study, this approach was judged to pose minimal additional risk.

Prior to the main study, we conducted a pilot study to validate the relevance of our
research focus and inform the design of the primary study instruments. We conducted
semi-structured interviews with six first-generation immigrant students who shared digi-
tal devices with family members. Transcripts were reviewed with particular attention to
behavioral patterns and the role of cultural norms in shaping digital privacy practices.
Several pilot participants independently raised privacy or security concerns arising from
shared device use, reinforcing our motivation for the larger study. Insights from these
interviews directly informed the design of the survey instruments and the semi-structured
interview protocol described below. Pilot data were excluded from the final sample and
analysis.
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3.3 Data Analysis

Before the interviews, the participating parent completed a household demographics form.
The form collected background information about the household, including migration his-
tory, education, employment, religion, languages spoken at home, household income, living
arrangement, device ownership, device-sharing practices, digital rule-making, and access
to private space. These responses were used to contextualize interview accounts and to
describe the sample, rather than as the primary basis for analysis. The full demographics
form is provided in Appendix B. Alongside that, all participants completed a brief survey
including a modified version of the Security Behavior Intentions Scale (SeBIS), a security-
knowledge test, and a self-confidence-in-security-knowledge scale, originally developed and
validated by Kelley et al.[l]. Survey wording was adapted by age: participants 16 and un-
der received a simplified, child-friendly version developed in consultation with a certified
Canadian educator with 30 years of experience, while participants 17 and older completed
the standard adult version.

Interviews were audio-recorded and transcribed using Trint', a GDPR-compliant service
selected for its multilingual support and security protections. Transcripts were manually
reviewed for accuracy and analyzed in Atlas.ti® using reflexive thematic analysis [33]. This
approach recognizes researchers’ active, reflexive role in generating knowledge, with codes
reflecting their interpretations of meanings and patterns in the data (see Section 3.4).
Interviews were conducted primarily in English, with some conducted partially or fully
in Hindi/Urdu based on participant preference. The interviewer is fluent in all three
languages, which supported accurate comprehension of regional dialects without relying on
a formal translation protocol. The complete interview guide is provided in Appendix A.

Recruitment was guided by the principle of thematic saturation, defined as the point at
which no new themes emerged. Interviews were coded iteratively and in parallel with re-
cruitment. This allowed emerging themes to be identified and refined. After approximately
14 families (33 participants) had been interviewed, few new themes emerged, suggesting
we were approaching saturation. Recruitment and coding continued with four additional
families. No new themes emerged in the final 8 interviews, suggesting thematic saturation.

Coding was conducted at the family level, treating each family as a unit of analysis.
Myself and A. Humayun independently coded the first six interviews using inductive open-
coding [1411], then met to resolve conflicts in our codes through discussion to develop
the first codebook. I refined the codebook by applying it to four additional interviews

1https ://trint.com/
?https://atlasti.com/
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to ensure completeness. Approximately half of the remaining interviews were double-
coded to support analytic consistency. After each coding round, coders met to compare
interpretations and resolve discrepancies through reflexive discussion, and iteratively refine
the codebook [78]. A sample of the final codebook according to the RQs is provided in
Tables 3.2, 3.3, and 3.4.

Following the interview, participants completed a brief post-interview questionnaire
capturing device ownership, frequency of device and account sharing, relationship-specific
comfort levels, and perceived privacy risks, the reason behind this was that there was some
information which some participants, particularly children, found easier to report in a pri-
vate, self-paced written format than verbally. Survey responses were analyzed alongside
interview transcripts to further validate interview responses. Survey instruments com-
plemented the qualitative interviews by capturing standardized measures of participants’
security behaviors, security knowledge, and self-reported confidence, alongside structured
reflections on device-sharing practices not always easily articulated verbally.
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Code Category

Table 3.2: Codebook Sample for RQ1

Sub-Codes

Sub-Sub-Codes

RQ1: Sociocultural dynamics of device sharing

Migration effects on

Device-Sharing Norms

Devices as Tools for

Cultural Transmission

Conditional Ownership

and Parental Authority

Moral and Reputational

Screening

Power Imbalances and

Gendered Control

Negotiating/Balancing

Home vs. Host Country

Forced Early Device Provision

Device-Sharing  to
Oversight

Regain

Promoting Religious Practice

Restricting Political Content

Device Ownership as Condi-
tional

Obedience
Norms

and  Authority

App Installation Conflicts

Reputation and Community
Judgment

Compliance Framed as Moral-
ity
Moral Hygiene of Devices

Romantic and Gendered Re-
strictions

Fathers as
Makers

Primary Rule-

Gendered Issues

Home and Host

Norms

Country
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increased device dependence in canada; reduced supervision
capacity;

device provision out of necessity; provision as stressful;
sharing to regain parental control; device sharing as safety
strategy;

device as reward for religion; religious content encouraged;fear
of extremism

blocking politically content; propaganda in games / media
independent device but supervised; cultural rules; religious
rules

parents have final decision; cultural expectation of compliance;
we pay for it;

parent uninstalls apps; child reinstalls; repetitive uninstall-
install cycles

fear of host community judgment; extended family scrutiny

compliance is moral; privacy is a privilege; hiding is a guilt
signal

“bad”; “clean” / digital hygeine ; install-delete cycles; self-
censorship

dating prohibited; hiding romantic interactions; stricter rules
for daughters

father primary rule-maker; scared of father; rules for spouse

spousal surveillance; deleting from trash; stricter monitoring
for daughters

struggling to balance; pressure from home; “becoming more
Canadian”;

relaxing strictness to avoid conflict; APM instead of rules;
“what else can we do?”;



Code Category

Table 3.3: Codebook Sample for RQ2

Sub-Codes

Sub-Sub-Codes

RQ2: Security Landscape of Shared-Device Immigrant Households

New Country, New

Threats

Shared-Device Vulnera-
bilities

Dependent-Originated
Risks

External Exploitation

and Household Harm

Security and Privacy
Practices

Migration-Linked Scam Expo-
sure

Account and Credential Com-
promise

Malware and Unsafe Down-

loads

Account Mixing and Confusion

Notification and Visibility Ex-
posure

Access Competition and Con-
flict

Reputational and Cultural Pri-
vacy Harms

Financial Escalation

Risk  Underestimation and

Workarounds

Financial and Scam Exploita-
tion
Psychological

mental Harm

Gendered and Cultural Ampli-
fication

and Develop-

Technical Safeguards

Concealment Tactics

Behavioral Risk Avoidance

Language as Privacy Tool

scam calls; fraud messages; phishing calls; deportation scam
threats; whatsapp fraud;

facebook marketplace scams; unfamiliarity with canadian sys-
tems

hacking incidents; password breach; shoulder surfing; saved
credentials misuse

fake game links; virus after download; unsafe downloads by
dependents;
unverified apps; ad-based redirects; malware on shared devices

mixed chats; no separate profiles; algorithmic contamination
across users

notification spillover; synced account exposure; ad personal-
ization spillover

access competition; sharingfrustration; suggestion to get sep-
arate device

messaging parents’ boss; hijab-less images posted; romantic
content; violent content

roblox in-app purchases;shared email linked to banking; unau-
thorized payment use;
banking credentials exposed; digital card avoidance

friend equals safe; decoy appss; trusting links from ads;

fraud calls; bank transfer incidents; deportation scams; phish-
ing exploitation

distress after violent exposure; sleep disturbance; fear; anxiety
about financial data

reputation damage; purdah violation; amplified consequences
for women

authentication; account separation; vpn; safer browsing set-
tings; antivirus; built-in protections

trace deletion; session cleanup; incognito mode; install-delete
cycles; disguised apps

bad websites; unsafe downloads; public wifi for banking; lim-
iting personal information

using urdu for private content; relying on parents’ limited en-
glish literacy
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Code Category

Table 3.4: Codebook Sample for RQ3

Sub-Codes

Sub-Sub-Codes

RQ3: Effectiveness of Current Devices and Design Considerations

Mechanisms That Sup-
port Sharing

Limitations of Current
Devices

Advice for Sharing Fam-
ilies

Appreciated Features (Depen-
dents)

Appreciated Features (Par-
ents)

Nothing Makes Sharing Feel
Safer

Visibility Concerns (Depen-
dents)

Parental Control Failures

Content Filtering Inadequacy

Parental Fatigue and Stress

Advice from Dependents

Advice from Parents

Design Needs
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separate laptop profiles; auto-lock timers; app-level biomet-
rics; hidden apps
android family link; screen-time controls; scam call filtering;

remote wifi control

no feature provides adequate safety; safety equated with pri-
vacy from household

notification exposure; synced accounts; message previews; al-
gorithmic surveillance

manual monitoring still required; controls easy to bypass; de-
layed enforcement;

child filters ineffective; filters insufficient for cultural concerns

fatigue limiting supervision; stress from device management;
information overload;

use separate profiles; avoid bad websites; respect others’ pri-
vacy; separate devices
share without conflict; be a role model; limit children’s access;

multi-profile phones; separate accounts; isolated storage per
user;

profile auto-loading on login; warnings for unsafe sites; pur-
chase approval prompts;



3.4 Positionality Statement

The research team brings diverse cultural and migration backgrounds that informed both
data collection and interpretation. A researcher’s background, experiences, and social po-
sition can shape methodological decisions as well as how qualitative data are interpreted.
I conducted all of the interviews, being a recent first-generation immigrant from Pakistan
currently living in Canada and having personal experience navigating shared-device prac-
tices, cultural norms, and privacy expectations within family settings. This positionality
supported rapport-building and trust with participants, particularly when participants re-
ferred to cultural norms and practices implicitly. A. Humayun resides in Pakistan and also
brings lived experience within collectivist Global South cultural contexts. U. Hengartner
and L. Zhang-Kennedy are Canadian citizens; the former is a first-generation immigrant
of European descent, and the latter is a Chinese-Canadian second-generation immigrant.

Myself and A. Humayun served as primary coders and brought lived experience with
shared-device practices and collectivist cultural contexts, informing culturally grounded
interpretations. At the same time, the research team remained attentive to the potential
influence of insider assumptions. To mitigate bias, interpretations were discussed with
the entire research team, allowing insider perspectives to be complemented by analytic
distance. Reflexive memos were maintained throughout data collection and analysis to
surface assumptions and document interpretive decisions. Collaborative analysis sessions
supported cross-checking interpretations and ensured that themes remained grounded in
participants’ accounts rather than researchers’ expectations. By combining cultural prox-
imity with reflexive practices and team-based analysis, we aimed to balance contextual
understanding with methodological rigor, strengthening the credibility and trustworthi-
ness of our findings.
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3.5 Ethical Considerations

Our study received approval from the University of Waterloo Research Ethics Board. We
followed established ethical guidelines thoroughly to protect participant safety and confi-
dentiality [31]. Participants were informed of their rights, including the voluntary nature
of participation and their ability to withdraw their data up to two weeks following the ses-
sion. Parents provided consent for their own participation and for their underage children,
while young adult dependents provided their own consent. As a token of appreciation, each
family was remunerated 60 CAD. Compensation was provided to the enrolling adult, due
to the household-based nature of recruitment and the shared time commitment involved
in coordinating family participation. We acknowledge that this approach may not fully
account agency over how compensation is used or allocated.

To protect privacy, all data were anonymized using pseudonyms (e.g., M for mother and
S for son). Personally identifiable information (PII), such as contact details, was stored
separately from interview and survey data and used only for scheduling, compensation,
and follow-up communication. PII was accessible only to myself. Research data were
securely stored on University of Waterloo-approved, access-controlled platforms and will
be retained for a minimum of seven years in accordance with institutional policy. Audio
recordings were used solely for transcription and thematic analysis.

No ineligible participant data were retained, analyzed, or included in the study dataset.
Screening forms were not linked to identifiable information beyond what was needed for
initial contact, and ineligible individuals will not be re-contacted unless they had explicitly
provided permission to be informed about future studies. This approach supported minimal
data retention and protected the privacy of individuals who expressed interest in the study.
All tools and platforms used in the study complied with institutional ethics and data
protection requirements. Interviews were conducted using ethics-approved platforms, and
only approved tools were used for data collection, storage, and transcription. Platforms
not approved by the institution were not used for recording or storing participant data.

Participants were informed that their responses would not be shared with family mem-
bers, and we avoid reporting intra-family identifiable references in our findings. We in-
terviewed parents and dependents from the same household separately to reduce social
desirability effects [72] and power dynamics [60]. Some dependents expressed this con-
cern directly, asking, “Will you tell [my parents/?” and we assured them that their re-
sponses would remain confidential and would not be shared with parents. Nonetheless,
some younger participants may have withheld information due to concerns about parental
exposure, an inherent limitation of family-based research involving minors.
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Given the familial nature of the study and the use of snowball and community-based re-
cruitment, particular care was taken to mitigate identity disclosure and de-anonymization
risks. To reduce identity-disclosure risks, we anonymized all responses, balancing analytic
transparency with participant safety. Relational metadata, such as explicit parent-child
pairings, sibling relationships, or family group identifiers, were deliberately suppressed
when reporting findings. Participant characteristics were reported in aggregate where pos-
sible, and certain demographic fields were omitted or coarsened to reduce the risk that
participants could identify one another within shared social or community networks. To
limit the potential for intra-family conflict, we minimized contextual details when reporting
findings (e.g., country references), and quotes were selected and edited to be sufficiently
general to reduce the likelihood of recognition, demographic details abstracted, and par-
ticipant attributes de-linked where needed. These decisions reflect a deliberate trade-off
between analytic transparency and participant safety, prioritizing the protection of partic-
ipants’ privacy.

Participation in this study involved minimal risk. Some participants, particularly
younger dependents, may have experienced mild and temporary emotional discomfort when
reflecting on past experiences related to shared device use, such as conflicts with siblings,
parental oversight of digital activities, or accidental exposure to personal content. Dis-
cussing household technology rules or privacy practices may also have evoked brief feelings
of frustration, embarrassment, or self-consciousness, especially if participants perceived
their practices as inadequate or unconventional. There was also a small risk of momen-
tary social discomfort if parents and dependents became aware of differing perspectives on
privacy, autonomy, or trust within the household. To mitigate this risk, interviews were
conducted individually, and care was taken to ensure that participants did not hear each
other’s responses unless they explicitly chose to share together. No sensitive legal, medi-
cal, or traumatic topics were discussed, and the study did not involve deception, clinical
intervention, or the collection of sensitive personal information beyond what was necessary
for study logistics. Overall, any potential risks were expected to be mild, short-term, and
non-lasting, such as temporary embarrassment or discomfort. No long-term psychological,
social, or reputational harm was anticipated.
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Chapter 4

Limitations

Participants were primarily recruited from a limited number of regions within Canada,
and most families were located in mid- to large Canadian cities. As a result, our findings
may under-represent families living in geographically remote areas, smaller towns or rural
communities. Privacy practices, device-sharing norms, and access to community resources
may vary across provinces in Canada. Although our findings offer insight into shared-device
practices among immigrant families in Canada, they may not fully reflect the experiences
of Global South immigrant families living in other geographic contexts. While our sample
included participants from various countries of origin and religious backgrounds, it cannot
capture the full range of collectivist immigrant family experiences.

While collectivist household dynamics serve as the broader conceptual lens for this work,
the families in this study were predominantly first-generation South Asian immigrants.
Findings should therefore be understood as reflective of this community and its specific
migration, cultural, and family contexts, rather than as representative of all collectivist,
immigrant, or Global South households. Families from other cultural backgrounds may
organize privacy, autonomy, parental authority, and device sharing differently, especially
where migration histories, religious practices, socioeconomic conditions, or technology ac-
cess differ.

Recruitment relied on community organizations, social media groups, university net-
works, and limited snowball referrals. These channels may have favored families who were
more socially connected, digitally engaged, or comfortable discussing technology-related
topics. Families who are more isolated, less connected to community organizations, or less
active on digital platforms may have been less likely to encounter or respond to recruit-
ment materials. This may have shaped the sample toward participants who were relatively
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willing to discuss household technology use and privacy practices. Recruitment through
trusted community channels also helped reach families in a sensitive research context, but
it may have introduced sampling bias.

In most households, only one parent enrolled and participated. As a result, our findings
reflect the participating parent’s account and may not capture differences between part-
ners’ views on device sharing, digital rules, monitoring, privacy, or children’s autonomy.
In some families, parents may hold different roles in technology management, discipline,
religious guidance, or household decision-making. Interviewing one parent therefore limits
our ability to compare parental perspectives within the same household. Future work could
use paired approaches to better understand how parents negotiate digital rules and privacy
expectations with each other, as well as with children. The interviewer’s language abilities
and our recruitment channels may have introduced sampling bias, potentially excluding
households whose primary language fell outside this range. Families who were not com-
fortable participating in English, Urdu and Hindi, the languages supported by the research
team, may have been excluded. This is important because language access can shape both
recruitment and participants ability to describe their experiences in detail.

As with qualitative work more broadly, our findings rely on self-reported accounts. Par-
ticipants may not have remembered all device-sharing incidents accurately, especially when
discussing past events, gradual changes after migration, or everyday household practices
that had become routine. Their accounts may also have been influenced by social desir-
ability, particularly when discussing parenting practices, children’s online activities, family
conflict, religious expectations, or privacy violations. Although interviews were conducted
separately and rapport-building strategies were used to reduce judgment, participants may
still have selectively emphasized certain experiences or underreported others. This limi-
tation is especially relevant in family-based research, where participants may be cautious
about disclosing information that could reflect negatively on themselves or other household
members.

Finally, this study prioritizes depth over breadth. It develops a detailed account of how
shared-device practices intersect with migration, culture, family relationships, privacy, and
security in everyday life. The findings reveal recurring patterns across the participating
families while also showing that these practices vary according to family structure, cultural
and religious expectations, socioeconomic circumstances, digital access, and relationships
between parents and dependents. Future research can build on these findings by examining
how such patterns appear across a wider range of immigrant communities.
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Chapter 5
Findings

This section presents the findings of our study in three sections: (RQ1) First, we discuss
device sharing practices in immigrant families and the influence of sociocultural factors
on these practices; (RQ2) then, we explore the Security and Privacy challenges that arise
during device sharing and the mitigation strategies these families adopt; (RQ3) and lastly,
we report participants’ perceptions of how effectively current devices support sharing and
their recommendations for making devices safer for sharing.

Occurrence of a Theme: To help readers gauge how widely particular themes appeared
across interviews, we provide approximate prevalence ranges following prior qualitative
studies of the same nature [131, 53, ]. Throughout this thesis we use the following
descriptors with indicative ranges, applied to the relevant participant group (parents or
dependents) as shown in Figure 5.1.

afew . some = most almost all

0% 25% 50% 5%  100%

Figure 5.1: Terminology Used to Present Relative frequency.

Participant Notation: Participants are identified with a unique ID (1-41) prefixed by
their familial role: M (Mother), F (Father), S (Son), D (Daughter). For example, F3
denotes Father with unique ID #3 and D26 denotes Daughter with the unique ID #26.
To reduce the risk of identifying individuals within families, we did not link participants’
familial relationships in the findings.
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Participant Demographics: Table 5.1 presents a summary of participant demographics.
All findings are situated within nuclear families comprising 2—-3 participants each, typically
one parent and one or two dependents (only five families included three participants).
The average number of people per family that shared devices was three. Participants’ ages
ranged from 9 to 57 years. Parents ranged from 34 to 57 years of age (mean = 42.9, median
= 42), while dependents ranged from 9 to 25, spanning school-aged children, teens, and
young adults living at parent’s home. The sample included 26 female participants, 15 male
participants, and no participants who self-described as any other gender. Households varied
in size from 3 to 7 members (mean = 4.37) and included nuclear and extended-family living
arrangements. A full breakdown by role, religion, country of origin, occupation, education,
age, household income, and years in Canada is provided in Table 5.1.

While household income was recorded as part of the demographic survey, socioeco-
nomic context also emerged repeatedly within the qualitative data itself, mainly through
participants’ discussions of financial constraints, shared household resources, and reliance
on family plans or shared accounts. These qualitative accounts enrich the quantitative
income bands by showing how financial considerations shaped participants’ motivations
for device and account sharing, beyond what a single income bracket can convey.

Through the survey we found that despite comparatively strong self-reported security
behaviours e.g., locking devices, checking links before clicking, all participants reported
substantial uncertainty on basic security-knowledge items: 50% of participants aged 16
and under and 59% of participants aged 17 and older answered “I don’t know” when asked
whether an IP address can reveal where they live, and 57% and 26% respectively answered
“I don’t know” when asked whether public Wi-Fi is safe for sending private information.
Practiced habits, in other words, are not accompanied by a commensurate understanding
of why those habits matter, in either generation.

Adults reported strong, consistent engagement with basic, system-enforced protections,
such as using a passcode to unlock their phone (M = 4.78) or a password on a laptop
or tablet (M = 4.41), but weak engagement with practices that require ongoing effort or
judgement, such as proactively changing a password (M = 2.22) or strengthening it beyond
a site’s minimum requirement (M = 2.78). Children and younger dependents showed a
related but distinct pattern: moderate engagement with basic device-locking behaviours
(M = 3.33-3.60) and comparably weak password-hygiene practices (M = 1.67-2.67),
but the strongest scores of any group on reactive, awareness-based behaviours, checking
whether a link looked safe before clicking (M = 3.73) and telling an adult about something
unsafe rather than ignoring it (M = 4.07). Both age groups default to whatever protection
the device enforces automatically, under-engage with practices that require sustained effort,
and, in children’s case, respond to visible danger without acting to prevent it in advance.
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Table 5.1: Summary of self-reported participant demographics across 19 parents and 22
children from 18 families.

Participant
Role

Father (17.1%)
Mother (29.3%)
Son (19.5%)

7

12

8

Daughter (34.1%) 14

Parent
Occupation

Engineering/
Technology
Business
Education/
Health/Other

Household Size

3 people
4 people
5+ people

(@)

oo

Family Religion

Muslim
Christian
Sikh

Hindu

Atheist

Parent
Education

College Diploma

Bachelor’s
Graduate Degree

Years in
Canada

0.5-3 years
4-9 years
104 years

Immigration
Stream

11 | Express Entry
4 | Skilled Worker

1 | Family
Sponsorship

1 | Student/ Work/
Other

1
Parent Age

1 | 30-40 years

7 | 41-49 years
11 | 50-59 years

Household
Income (CAD)
5 | <H0K
6 | 50-99K
7 | 100K+

36

10

(@)

ot

Country of
Origin
Pakistan
India

Iran
Bangladesh

Ukraine
Eritrea
Zimbabwe
Afghanistan
Palestine

Dependent Age

9-12 years

13-17 years
18+ years

Shared Devices

Smartphones
Laptops
Tablets

W

—_ = = =

10

19
19
13



Device-Sharing in Practice: Before presenting our thematic findings, we briefly charac-
terize device sharing across participating households. Sharing centered on personal devices,
most commonly smartphones and laptops, with tablets also frequently shared (Table 5.1).
Participants used shared devices for schoolwork, gaming, communication, entertainment,
creative activities, photography, and social media. Sharing was shaped by convenience,
parental monitoring, financial constraints, safety, coordination, bonding, and broader cul-
tural expectations around collective access and responsibility. We distinguish shared de-
vices, where multiple household members use the same hardware, from shared accounts,
where members access a common login. In practice, these often overlapped, as participants
described shared devices alongside shared accounts.

Households reported an average of 4.37 members but most had only two to three bed-
rooms, and just 42% of parents reported having access to a fully private room of their own
(n = 19). Devices themselves were unevenly distributed relative to people: households
owned an average of 3.21 smartphones and 2.63 laptops, and how much sharing occurred
depended on device type, with laptops and desktops shared in 89% of households, smart-
phones in 67%, and tablets in 61% (n = 18). Sharing was also governed rather than
incidental: 79% of parents reported that their children were expected to ask permission
before using a parent’s device, a norm that was not reciprocal. Shared physical space and
shared devices were compounding, not independent, conditions, and access to a shared
device was something to be requested rather than simply taken.

30% of dependents reported sharing devices daily and 35% weekly, while parents simi-
larly reported frequent device sharing and mutual device use within households. Interviews
revealed that sharing was often deeply embedded in everyday family routines and frequently
extended beyond discrete sharing events. The findings that follow examine how these prac-
tices were shaped by migration, cultural expectations, and family dynamics (Section 5.1),
how they differed from participants’ experiences in their countries of origin; and the privacy
and security challenges that emerged due to these factors (Section 5.2). And how can we
better design devices for safer sharing (Section 5.3).

Conceptual Overview: Figure 5.2 provides a conceptual overview of the study’s
findings. It shows how post-migration conditions and collectivist household norms shape
shared-device practices in immigrant households, including the ways parents attempt to
govern device use through moral, religious, financial, and fear-based forms of control. Be-
cause commercial devices provide weak support for multi-user family sharing, with limited
role-based separation and frequent mixing of accounts, notifications, and recommenda-
tions, these governance practices produce a shared but unequal landscape of risk. Parents
face responsibility, emotional strain, and fragmented oversight, while children experience
surveillance, privacy loss, self-censorship, and constrained autonomy. Both groups respond
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through reactive and improvised coping strategies rather than through reliable systemic
protections. Taken together, these dynamics reveal two broader structural tensions: the
mismatch between single-user device design and collectivist shared-device realities, as well
as the tendency of users to equate safety with diminished privacy. These tensions moti-
vate the design directions proposed in this thesis. Particularly the need for shared-device
systems that support role-sensitive access, flexible visibility, and privacy-preserving forms
of parental assurance. Rather than prescribing fixed technical solutions, these directions
point toward design possibilities that better recognize shared devices as relational, negoti-
ated, and culturally situated spaces.
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Shared-Device S&P Landscape in Collectivist Immigrant Households

RQ1 Migration
Context

Migration context
e post-migration scam

RQ2 Parent

Parents Coplng
Governance mechanisms e ad hoc app bans or
e moral and religious screening uninstalls

e ownership-based authority (“we pay
for it”)

o fragmented,

platform-specific

e safety- and fear-driven enforcement controls
Parent-side costs e reliance on
e conflict and emotional strain family /community
e vigilance and tool fatigue support

e reactive rather than

e partial oversight and eroded trust

preventive responses

exposure .
. unl;amiliar host-country Shared Device
digital systems shapes device- e mixed accounts, content, and
e lack of community sharing conditions notifications N
support — 5 e limited role-based separation and autonomy
Household norms e algorithmic are negotiated

e pooled household
resources

e collectivist expectations sharing
around sharing
e parental oversight as
responsibility
e moral and religious
boundary-setting
Children RQ2 Child
Child-side risks Coping
e surveillance and monitoring e install-delete app
e constrained autonomy cycles
e privacy loss and self-censorship e incognito or private
e reputational or social exposure browsing

cross-contamination
e weak support for multi-user

Child-side costs

e stress and concealment

e workaround behavior

e reduced trust and openness

RQ2 Security and Privacy Risks

a single exposed credential can cascade across the household
familiar contacts may be treated as safe despite real risk
protections remain fragmented, reactive, and incomplete
safety is often pursued at the cost of privacy

RQ3 Proposed Design Directions

e trace deletion and
alternate accounts

e language switching
or concealment

identity-aware profile switching

tiered visibility and permissions

cross-platform household control aggregation
household-scoped risk alerts

privacy-preserving support for shared-device families

Figure 5.2: Migration and cultural context shape device-sharing norms and parental gov-
ernance practices (RQ1). These practices generate distinct but interconnected risks and
coping strategies for parents and children (RQ2). These tensions motivate the design di-
rections proposed in this thesis (RQ3).
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5.1 (RQ1) Sociocultural Dynamics of Sharing

Culturally we just tend to share things. We were taught that you should be able
to share things with others, you know, just be cordial rather than “this is mine,
it’s only mine.” (M18)

This sentiment reflects how participants framed device sharing as a cultural norm rather
than a technical choice. In this section, we examine how parents and dependents navigate
the sociocultural impacts of migration on sharing norms, including shifting expectations,
power dynamics, and how device sharing practices evolve post-migration.

5.1.1 Home Country to Host Country

Almost all parents wistfully contrasted device sharing norms before and after migration.
In their home countries, most parents described limited need for personal devices for de-
pendents due to closer supervision, denser social networks, and more structured routines,
reducing both device provision to dependents and hence, sharing. After migration, in-
creased work and settlement demands reduced parental oversight while dependents had
more unstructured time, easier device access, and fewer environmental restrictions. These
shifts led to earlier device provision to dependents and increased reliance on device sharing
as a compensatory monitoring strategy by parents. Some parents described giving depen-
dents devices at a young age, often reluctantly: “If I was in [my country]. .. before going to
college, I would never give them the phone. .. here I had to give it. . . it was very stressful. . . it
was actually a fear” (M16). Because early independent device ownership was viewed as a
loss of control and culture, most parents adopted device sharing to regain oversight of use
and relied on devices as tools for cultural transmission (Section 5.1.2). Migration-related
loss of family supervision further reinforced this shift, increasing reliance on shared devices
for coordination and monitoring.

Decisions about dependents’ device ownership were shaped by maturity, peer normes,
parents’ monitoring capacity, and migration-related concerns such as device sharing be-
ing a moral safeguard against complete device autonomy. Some parents delayed personal
ownership until children demonstrated moral readiness: “When I see that they are God
fearing. .. then I will give it” (M9). Others framed continued sharing as resisting “be-
coming more Canadian” (M17,F1), positioning it as a compromise between maintaining
cultural norms and avoiding conflict. Post-migration safety concerns, such as online bul-
lying (M16), further reinforced sharing as protective strategy. Across households, device

40



sharing expanded post-migration to support monitoring, coordination, safety, bonding,
and financial management, rather than the more limited or situational sharing described
pre-migration.

5.1.2 Devices as Tools for Cultural Transmission

Section 5.1.1 establishes that migration reduced parental oversight capacity and increased
reliance on shared devices as compensation. Underneath that shift sits a more specific
structural cause: in participants’ home countries, supervision was distributed across a
household of people most joint family structures typical to collectivist cultures, while in
Canada it collapses onto one or two working parents, and devices are used to fill the
resulting gap.

Several parents described this collapse explicitly. One father, asked why managing
children’s digital lives felt harder in Canada than it had back home, located the difference
in household composition rather than culture or technology: “I guess back home we. ..
we’re not as much isolated as we are here. We live in a big family, there’s so many
members in the family to keep you busy, to keep your child busy. Or to watch them. ..
Like over in here in Canada if you don’t have your grandparents or your parents living
with you, it’s difficult for a parent. Like especially in cases like me and my spouse. I work
days and he works evenings. So it’s only one parent at a time in the house” (M12). This
account reframes early device provision not simply as a reaction to unstructured time, but
as a direct substitute for the supervisory labor that grandparents, aunts, uncles, and older
cousins would otherwise have absorbed.

A second parent made the same point about a different domain, modesty and self-
presentation, describing how the disappearance of a wider household changed not just
how much supervision was available, but where a child’s moral education came from at
all:  “kids were learning the same things at school. They were. .. learning through your
grandparents, your other family members, your teachers, your schools, your other relatives.
But here it’s just us, and us against the world, I feel” (M10). This “us against the world”
mindset is a distinct migration effect: it is not only that parents have less time, but
that the family structure transmitting cultural and safety norms to a child drops sharply
after migration, and shared devices, through monitoring, content curation, and religious-
app provisioning (discussed further in this section), become one of the few remaining
mechanisms for reproducing a form of oversight and upbringing that used to be ambient
rather than deliberate.

Most parents used shared-device control to regulate dependents’ exposure to cultural,
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religious, and political content that was seen as conflicting with home-country values. A
few restricted access to specific platforms or content categories, and some avoided providing
independent devices altogether to retain oversight through device-sharing. Shared access
also supported cultural transmission, with some families embedding religious practice into
device use: “We have like Quran apps...we’d have to read Quran to even be able to use
our phones. .. it’s kinda like a reward” (S37). Others monitored religious content due to
fears of radicalization: “ .. children go towards extremism; become a fundamentalist. I was
very scared of that. I never encouraged them to watch any [XYZ] content” (M16). Par-
ents similarly scrutinized media such as games for perceived ideological conflict, sometimes
framing certain content as anti-religious or “propaganda,” a view some dependents them-
selves adopted: “My son himself often tells me. .. he thinks that propaganda it’s pushing”
(M16). Overall, shared devices functioned not only as safety tools but as mechanisms of
cultural transmission and value enforcement after migration.

5.1.3 Migration-Driven Social Regulation

Most parents viewed dependents risky digital behaviors as arising from online influence and
imitation, which they felt were intensified after migration. To counter these risks, almost
all families reported stricter monitoring and greater reliance on shared devices than they
considered necessary in their home countries. In Canada, shared devices became a pri-
mary means of regulating dependents’ exposure to online and peer influences perceived as
conflicting with religious or moral values. For example, M9 chose to home school their chil-
dren to “shield them. .. [from] content that might conflict with our religion.” Within these
contexts, sharing enabled continuous parental visibility and intervention, while narrowing
privacy boundaries.

Parents regulated dependents’ social relationships through shared-device oversight, par-
ticularly for younger children, restricting contact with peers who they saw as enablers of
risky online behavior. For example, one child uploaded private family videos to YouTube
via a shared-device under peer influence, exposing personal details of the family (M12). Ro-
mantic or cross-gender interactions were often prohibited across different age groups, and
dependents reported concealing such activity to avoid conflict with parents. Across house-
holds with Muslim, Sikh, and Christian backgrounds, shared-device access functioned as a
central mechanism for monitoring and constraining social ties and online self-presentation.
Some parents extended this vetting beyond the peer to the peer’s family, treating shared
religious or parenting values as a precondition for approved contact: “We make sure that
the kind of friends she makes, and the families we interact with, are also on the same page
when it comes to parenting. .. religion derives a lot of values in my life” (M10). Even
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where families adopted some host-country norms, shared-device oversight maintained limits
on digital expression. One family allowed dating for an 18-year-old daughter but prohib-
ited posting about it online, fearing judgment from the “extended family” (M16). Overall,
sharing maintained home-country values while navigating new social norms, with stricter
surveillance for children and greater flexibility for older dependents entering adulthood.

5.1.4 “It’s Yours, But Not Really”

Even when dependents described a device as belonging to them personally, ownership
rarely functioned as an unconditional right. Dependents instead described access to “their”
devices as continuously supervised, scoped to a specific purpose, and revocable at a parent’s
discretion. In several families, a device assigned to a child came with an explicit purpose
restriction rather than open-ended use. As one father explained of his children’s laptops,
“They are their device, but they can’t use them whenever they want... I keep the control
of it. Kind of their device, they do their school work on it” (M12). Assigning a device
to a particular child indicated who it was for, not who ultimately controlled how and
when it could be used. Dependents themselves frequently described acquiring a device
as the outcome of active, ongoing negotiation rather than something owed to them. One
daughter recalled preparing a formal presentation to convince her father to let her have a
phone years before he considered her ready: “I even made a whole document, a slide[deck]
and all that... just to convince him. My dad was still not convinced” (D20). Even after her
mother intervened on her behalf and her father relented, permission remained conditional
rather than settled with a warning that if she misbehaved or misused the phone, they would
take it back. What began as a negotiated concession continued to carry the possibility of
reversal indefinitely, regardless of how long she had had the device.

“We Pay For It”: Financial responsibility was one of the most consistently in-
voked justifications for parental authority over shared devices, raised independently by
both parents and children. Because parents had purchased the devices and paid for the
subscriptions and data plans attached to them, both generations tended to treat that finan-
cial responsibility as conferring a corresponding entitlement to full visibility and control
over access and monitoring. Variants of“we pay for it” and “they pay for it” recurred
in close to verbatim form across a wide range of otherwise distinct households, making
this one of the most widely and consistently reported justifications for surveillance across
both parents and children in our dataset. Financial responsibility functioned as a largely
uncontested, culturally legible basis for control.
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5.1.5 Gendered, Spousal and Power Dynamics

Device governance in several households was not distributed evenly between parents but
mostly concentrated in one parent, typically the father, as the primary rule-maker, with
monitoring tools and restrictions configured and enforced unilaterally. One mother de-
scribed living under filters her husband had set for children, that were strict enough to
block her own work- and school-related browsing, not only her children’s: content con-
trols intended for the dependents extended, by virtue of shared-device architecture, to
constrain the supervising parent as well. Rather than contesting these restrictions directly,
some mother-daughter pairs described a quiet camaraderie that formed around jointly
concealing activity from the father, suggesting that gendered power imbalances in device
governance can produce lateral alliances among those being governed, rather than only
vertical conflict between parent and child.

Our data also contains a distinct version of gender asymmetry: parents’ own childhoods,
and the differential freedom they were given as sons or daughters, resurfacing directly in the
rules they set for their own children now. One dependent traced this continuity across three
generations in a single account, contrasting her father’s adolescence with her mother’s: “my
dad, obviously he’s a boy, so he had it differently no matter what... my mom, she was
always telling me how she was that girl that got really good grades, but she also kind of had
fun... her dad didn’t let her go to a lot of parties”, while her father, by contrast, “was
allowed because he was a boy” (D20). She connected this directly to her own present-day
frustration, describing the resulting rules as a hand-me-down asymmetry rather than a
reasoned response to her: “it’s always been so unfair to me... my dad didn’t get his first
phone until he was eighteen. So it’s always been so unfair” (D20), the double standard her
parents grew up inside becoming, in her account, the felt injustice of her own household

rules, even though her parents’ stated reasoning was safety rather than gender as such.

A parent’s account shows the other half of this mechanism: gendered risk perception
shaping differential monitoring intensity between siblings. When asked how comfortable
she felt about each of her three children using a shared device, one mother described a
clear gradient tied partly to birth order but explicitly to gender for her middle child: “with
the second one, the boy, I'm a bit concerned. .. he tends to play a lot of online games, and
I'm sometimes worried. .. that he’s not playing violent games” (M18), a level of specific,
gender-inflected concern she did not extend to her elder daughter, whom she described as
already having “proven to be responsible.” These accounts suggest that gendered rule-
setting in these households is an inherited pattern, carried forward from the parent’s own
adolescence and reactivated, sometimes unconsciously, on their own children.

Fear as a Mechanism of Governance: “When they don’t feel fear, they don’t stop
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doing things” (M10). In several households, parents relied less on formal digital tools
for device-sharing governance than on high-intensity emotional strategies, such as yelling,
anger, and the deliberate induction of fear, to enforce compliance. Parents also explicitly
linked these strategies to familiar norms from their countries of origin: “I can control
things through the app, but we usually don’t do that. Because of our ethnicity, like the
region we come from, we end up having to shout at the kids and say, ‘Okay, stop it now.’
That eventually works, and nothing else really does” (F5). Noncompliance was sometimes
framed as an added burden on an already strained life, which some parents invoked to
justify escalation: “I do get angry... I do sometimes scream at them... Don’t add more
things to [my problems]” (M12). For children, refusal was rarely treated as a viable option:
resistance was met with overwhelming emotional force on both sides. One parent described
a child’s reaction to being denied a device: “If they deny me... I'm gonna take the device
and I'm gonna lose my mind” (M12). Another parent reported an escalation that became
physical toward the device itself: “My wife broke his laptop” (F1).

5.1.6 Surveillance, Conflict, and Emotional Strain

Monitoring was a major source of conflict in our sample. Parents framed checks as non-
negotiable protection, while children experienced them as violations they had no real ability
to contest. As one child explained, < ‘My parents used to take my phone and go through so-
cial media, and if they didn’t approve of something, we would fight about it. This happened
a lot” (D25), a pattern one mother also acknowledged from her own side: “Sometimes they
fight... “Why you chat with this person, why you talk like this, why you use this phone”’
(M11). Children described device governance as emotionally taxing in itself, marked by
persistent anxiety under surveillance rather than by any actual wrongdoing: “You’re con-
stantly anzious or stressed even though there is nothing going on” (D27). Several reported
feeling “too scared” to hand over their phone (D26) or “paranoid if they’re going through
my messages” (S40).

Disclosure to parents was often perceived as risky rather than supportive. Children
described these conversations as “traps” that led to punishment instead of understanding;:
“I feel like telling your parents something is always a trap, they act like they’re your friend
or something, but then if it’s like something bad then they start yelling at you” (D20).
Others described feeling dismissed or embarrassed when privacy requests were ignored, or
when their searches were read aloud: “Sometimes they yell out what I search, it makes me
feel a little mad and embarrassed” (D30). In the absence of a trusted outlet within the
family, children often withdrew and sought alternate ways of processing frustrations they
could not directly confront: “Ill start writing in my diary” (D27), and “I’ve been asking
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for like a therapist ‘cause I just like talking about things that I'm not comfortable telling
‘em...” (D20).

Siblings as Informal Monitors: Beyond the parent-child relationship, several chil-
dren identified siblings as a distinct source of surveillance risk within the home. Because
siblings often shared the same devices and social circles, they were uniquely positioned to
discover, and at times exploit, information a sibling would have preferred to keep private.
One participant described this directly: “My brother told my mom that I have a boyfriend
on Snapchat, which I don’t” (D26), while another described siblings using such knowledge
as leverage: “When they [siblings| blackmail me, like, ‘Oh, I know your secret, I'm gonna
tell mama or I'm gonna tell papa” (D26). For several children, the most consequential
privacy threat inside a shared-device household came less from external actors such as
hackers than from these in-home dynamics: ongoing fear of a sibling’s disclosure, escalat-
ing parental monitoring, and reputational damage if peers or relatives discovered something
kept private. We found that sibling relationships account as a distinct risk vector in shared
device households.

5.1.7 Negotiating Culture in New Digital Contexts

Parents’ upbringing and migration histories strongly shaped device governance. While
some families softened digital rules over time, most parents continued to apply pre-migration
norms that dependents saw as outdated or mismatched with Canadian expectations. One
participant explained this as “unfair,” as her father delayed her phone ownership based
on his own childhood experience, forcing device sharing practices: “Like obuviously they
weren’t raised in bad neighborhoods but, I feel like [my country/’s obviously very different
from Canada.” (D20). Thus, while host-country expectations favored earlier individual
ownership, migration often preserved home-country sharing practices, producing intergen-
erational conflict over autonomy and device access. A few parents described deliberately
shifting toward more flexible, “Canadian-style” device governance by rejecting aspects
of their own upbringing. Reflecting on their childhood, M16 noted, “The way we were
raised, we were very submissive, and we used to feel very frustrated.” These shifts of-
ten produced less restrictive sharing and more trust-based autonomy than parents had
initially envisioned. For most families, migration-related cultural change and growing
parent-dependent divergence created uncertainty, leading them to negotiate sharing rather
than rely on strict control: “If we keep them under strict rules, they will go away from
us. .. I saw it very clearly that it had a counter-productive effect. .. It was better to discuss
and talk about 1t” (M16). Thus, while home-country norms favored hierarchical, prolonged
sharing and oversight, migration sometimes encouraged more flexibility.
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Some parents expressed this as resignation: “Some of these things are impacted by the
culture and the religion. .. but I try not to impose these things on them, and I try to be
open-minded, but it’s very difficult” (M12), and “What else can we do?” A few practiced
“strategic ignorance,” avoiding scrutiny of dependents’ activities on shared devices (M16),
while others moderated reactions to maintain disclosure (M12). This was done by parents
to preserve family harmony. However, a few parents expressed regret about relaxing rules
after migration: “I wish I weren’t allowed her to download some app... When I was in
my home country, I had a rule...you can have this app at 14 years old” (M14). These
tensions reflect that most migrant parents have difficulty balancing cultural values with
host-country norms, which shape how risks are managed on shared devices.

5.1.8 Trust as a Spectrum: From Coercion to Connection

Trust emerged as a central organizing concept in how immigrant families negotiated device
sharing, not as a binary state that families either possessed or lacked, but as a spectrum
shaped by adaptation to Canadian norms, parents’ perceived loss of authority following
migration, and each family’s tolerance for divergence between parents’ and children’s val-
ues.

Conditional Trust: At the coercive end of the spectrum, trust functioned as a rule
rather than as a relationship. Parents declared trust in their children while simultaneously
expecting guilt- and responsibility-driven compliance, and maintained strict surveillance
regardless of that stated trust: “We have told her that we trust you... and if you hide
something that means it is wrong. So she’s careful because of this” (F2). Children ex-
perienced this framing less as genuine trust than as a moral obligation imposed on them:
“They will say, ‘Oh, we trusted you with this and that and I betrayed them”’ (D26). Within
these households, parental authority was treated as effectively absolute: “In my culture...
whatever your parents say it’s final” (D21).

In slightly less restrictive households, trust operated more like probation than a settled
judgment about a child’s reliability, and was often shaped by practical constraints on
a parent’s capacity for oversight rather than by trust itself: “We cannot take it away
completely... but I cannot enforce it because of my busyness... so there is like [a] dilemma,
[a] trade-off existing” (F1).

Relational Trust: Further along the spectrum, some parents had moved toward more
trust-based approaches after recognizing that strict control risked damaging the parent-
child relationship itself: “If we keep them under strict rules, they will go away from wus...
I saw it very clearly that it had a counter-productive effect... It was better to discuss and
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talk about it” (M16). In these households, parents described deliberately moderating their
own reactions in order to preserve their children’s trust and willingness to disclose: “She
was scared a little bit... I did not react because I'm scared that then they will stop telling
me all these things” (M12). Even so, this relational trust often coexisted with a degree of
strategic ignorance, in which parents preserved the relationship by deliberately not seeking
out information that might conflict with their own values: “I don’t want to know what
they’re doing” (M16). At the most relational end of the spectrum, parents and children
described a genuine alignment of values, whether because children had become “more
Canadian” in outlook, or because the family remained deeply collectivist in ways both
generations endorsed. Both described trust in explicitly normative terms, as definitional
to family membership itself: that “family means trust,” and that there should be “nothing
to hide from family.”

The post-interview survey supports this reading numerically. Parents reported similarly
high mean agreement (5-point scale, n = 18-19) with both trust-language items: “I trust
my child to use my device responsibly” (M = 3.95) and “I trust my child to respect my
device and not access things without permission” (M = 3.84): and monitoring-endorsement
items: “I believe it’s okay to monitor my child’s device when needed, it’s part of being a
family” (M = 3.79) and “I believe parents have the right to access their child’s device when
needed” (M = 3.74). A small number of families described a pattern that sits outside
this negotiated spectrum entirely: an explicitly open-trust model in which all household
members comfortably accessed one another’s data as a matter of course, with no ongoing
negotiation of boundaries. As one father described it, “all of our family members can see
everything of each other,” adding that this arrangement “never ended with an argument or
fight” (E7). Unlike the relational trust position above, where alignment is reached through
negotiation or adaptation over time, this pattern treated mutual visibility as the default
condition of family membership from the outset, rather than an endpoint reached through
repair. These accounts suggest that the coercive, probationary, and relational positions
on this spectrum are not fixed family traits, but points families can move between over
time, often in direct response to specific ruptures or repairs in the parent-child relationship.
Hence, tools built around an assumption of relational trust, may be poorly suited to, or even
actively resisted within, households still operating under more coercive or probationary
dynamics, and vice versa.

5.1.9 Social and Religious Screening of Devices

Cultural expectations and religion almost always shaped digital rules. Most parents de-
scribed deliberate efforts to promote religious content through devices and to maintain
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moral and religious “hygiene,” of devices, keeping shared devices free from material deemed
socially, culturally or religiously inappropriate or corrupting. As F2 explained, Both of
these phones are completely Islami [religious| and there is nothing here that I cannot share
with my kids...” Most parents also avoided using certain apps (e.g., Facebook, TikTok)
not for safety reasons but to maintain self-censorship. Almost all dependents recognized
these expectations as well, avoiding content they considered “bad,” that is, “religiously
or culturally inappropriate.” Device rules were thus framed as moral expectations: com-
pliance signaled being a “good” child, while misuse was treated as moral failure rather
than rule-breaking. Privacy and device access became conditional privileges tied to obedi-
ence, or academic performance, a view few dependents internalized, describing those with
shared access as “well-behaved” and those who do not as “ill-mannered” or “not doing
well at school” (S37). These moral expectations extended to young adult dependants and
even parents’ own online self-presentation. In a few families, requirements such as religious
dress (e.g., hijab) in photos were enforced through shared-device control, including deleting
non-compliant content.

A few other parents imposed broader restrictions on what could be shared publicly,
reviewing children’s activity through shared accounts or devices for content perceived
as conflicting with cultural, religious, or privacy values: “In cases of trending stuff like
dances. .. There is a cultural aspect, religious aspect, or privacy aspect so we don’t want
[our daughter] to share publicly” (F2). These rules were often driven by fears of repu-
tational harm and community judgment, and concerns were more salient for daughters:
“We feel the pressure from our community. .. we will get judgment. .. unsolicited advice”
(F2). Almost all dependents, regardless of their age, described concealment strategies such
as hiding or deleting activity on shared devices to avoid moral or religious judgment by
parents.

Shared Devices as a Marker of Good Parenting and Good Children: a
few participants comparing their household to peer households concluded that children
who share devices turn out better behaved and higher-achieving than children who do
not. One dependent offered this comparison in direct response to a question about how
his family’s rules differed from his friends’: “a lot of them just have their own everything,
their own laptop, their own console, their parents don’t check their phone, they won’t check
anything. .. but usually what I saw is the kids who do have their own everything are just
less well-behaved. Maybe they do less well in school... even some of my friends [who]
share phones, those ones are usually the best in school and most well-behaved” (S37).

A second participant, comparing the same contrast from the opposite direction, char-
acterized peers with fully independent, unmonitored devices in stronger terms, not simply
less well-behaved, but ungoverned: “my friends get like complete anarchy, they get into
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whatever they want, whenever they want, and their parents don’t really know what they’re
doing. .. their parents are more like, you’ll figure it out if you go, rather than checking
what you're doing to make sure you're going on the right path” (S35). The phrase “the
right path” recasts device monitoring not as restriction but as a positive identity and
reputational resource.

From External Rule to Internal Compass: Several older dependents describe
a point at which externally enforced rules stop requiring enforcement at all, because the
reasoning behind them has been internalized independently of ongoing parental monitoring.
One young adult described this shift as complete and largely permanent, distinguishing it
clearly from mere habit or fear of being caught: “it’s not like something you’re reminded
of every day... they’ve taught us why it’s prohibited... and why it is wrong. So that’s
just embedded deep into my brain and my knowing. So they don’t even have to tell me
anymore because they’ve taught me why it’s wrong. It’s in my head, I just know to stay
away from them” (S40). The same participant, describing an earlier incident in which
his mother discovered him texting a girl, located the moment of internalization precisely:
rather than imposing a new restriction, she explained her reasoning once, and no rule was
needed afterward, “she just explained to me why it was bad, I think I knew in my head
what to do” (S40). Notably, no monitoring or restriction followed; the explanation itself
was the entire intervention.

This same participant also described the underlying cultural logic he had to reconcile:
an inherited expectation of unquestioning deference, “you don’t say no to your elders”, set
against a Western model he had partially absorbed since migrating, concluding that he
now operates as a mix of both rather than a resolution of one into the other: “in certain
aspects we’re more Western and in other aspects we’re more. .. desifcultural/” (S40). This
matters for the trust-spectrum argument in 5.1.8 because it clarifies what lies past the
relational end of that spectrum: not simply a family that has agreed to trust each other,
but individuals who have internalized the household’s moral logic to the point that external
enforcement becomes redundant.
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5.2 (RQ2) Shared-Device Security and Privacy Land-
scape

We all share everything. . . transparency is very important in our culture. (D28)

Within shared-device use, transparency is a family value, but it makes personal boundaries
difficult to maintain. Our findings show that challenges arise not only from technical
vulnerabilities but also from sociocultural and religious boundary violations. Together,
these factors shape the risks and coping strategies families develop on shared devices post-
migration. Figure 5.3 summarizes these challenges.

5.2.1 New Country, New Threats

A few participants reported heightened Security and Privacy concerns after migrating to
Canada, consistent with prior work on collectivist groups’ and immigrants’ scam vulnera-
bility [32, 83, , 71, 73]. In shared-device households, these threats often affected mul-
tiple family members rather than individuals alone. Incidents such as malware, hacking,
password breaches, and harassment caused household-wide disruption when compromised
accounts, contacts, or visible content affected others using the same device. Shared access
and credentials also made unfamiliar Canadian threat environments, such as phishing calls,
harder to navigate: “Somebody called him and asked [my son] to give his passcode. . . for
three or four days it stayed hacked” (M16). Some scams exploited new commers’ unfamil-
iarity with local systems, such as deportation threats leveraging fear and limited awareness:
“when we first came to Canada. . .they said we’re going to deport you back. .. and we ac-
tually thought it was true. ..we were a bit scared” (D28). Such incidents often prompted
changes in sharing practices, including increased monitoring or restricted access. Another
participant noted that these threats were uncommon in their country of origin (F3), align-
ing with evidence [151] indicating that Canada faces a disproportionately high share of
fraud-related spam calls, suggesting that residents may face more aggressive scam target-
ing than their American counterparts.

5.2.2 One Device, Too Many Users

Almost all participants mentioned how shared devices created distinct Security and Privacy
vulnerabilities, as digital traces (e.g., chats, usage history, purchases) could be seen, mis-
interpreted, used to make judgments, or sparked conflict among family members. Because
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device sharing was so common, some felt overwhelmed, confused, or frustrated by shared ac-
counts and mixed-up chats, with a few reporting difficulty tracking personal data: “I don’t
know whose phone I downloaded something on. .. I'll have to check everyone’s phone. .. who
had this photo, who had this text” (D33). Everyday interface features such as notifications
further heightened privacy discomfort by exposing private conversations, leading many de-
pendents to disable them. Two incidents explain the set of safety-critical exposures on
shared devices. A teenager described being startled to see his parents kissing on a shared
device (S40), and one mother recounted her child encountering unexpected sexual content
through an advertisement: “a screen popped up full of nudity... that’s when I realized
how dangerous it is” (M10). Both incidents reinforce that exposure to inappropriate con-
tent on shared devices was rarely the result of a child’s own search behavior, but instead
arose passively through the ordinary use of a device several family members relied on for
unrelated purposes.

A few families also reported “algorithmic mizing” where one person’s activity reshaped
content and ads for others on the same device. This contamination extended beyond
content recommendations into how parents interpreted the device itself: several described
the resulting stream of hyper-targeted ads as a form of surveillance in its own right, with
one parent noting how quickly a single search translated into content elsewhere on the
device: “Literally, 5-10 minutes later we got a reel...” (F2). Algorithmic mixing was
also described as a source of risk rather than mere annoyance, at times surfacing content
a parent would not otherwise have encountered, including advertisements for concealment
tools:  “I found an app. .. basically erases all context of the thing...I just found it on
YouTube. . . there was an ad” (D20). Parents felt they had little recourse once a platform
began amplifying a piece of content a child had engaged with: “Those are things we can’t
control. And we can’t sit on their heads either” (M17). Some also noted that this exposure
was uneven across device types, with algorithmic mixing felt more acutely on phones than
on computers, where separate operating-system profiles offered at least partial insulation:

“the algorithm will not be impacted. These things exist on computers, but not on phones”
(F2).

Several families’ security practices revealed that a single shared or interconnected ac-
count, most often email, functioned as a structural single point of failure across the house-
hold. Much of this confusion traced back to a structural cause rather than individual
carelessness: households rarely maintained role-based account separation, relying instead
on shared logins and default profiles that made one person’s activity indistinguishable from
another’s. As one parent put it plainly, “on phones, we don’t really have separate profiles”
(F2), while a dependent described simply using whichever account was already open: “I
don’t have my own account. .. whichever one they pick” (S34).
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Others reported that even where separate accounts existed in principle, they were rarely
maintained in practice: “the Gmail accounts stay open. .. we don’t really care” (D33). This
lack of separation meant that a single mistake, once made, was rarely contained to the
person who made it. Because shared accounts frequently doubled as gateways to banking,
work, and other identity-linked services, one exposed credential could cascade well beyond
its original context: “Email is connected to everything. . . if he accesses that, everything else
is open” (F1). Passive exposure compounded this risk further, as message previews and
notifications routinely surfaced private content without any deliberate act of surveillance:
“My dad gets notifications of my Gmail. . .then he calls my mom and tells her what I'm
talking about” (D26). Taken together, these accounts suggest that shared-device security
in these households depends less on any single weak password or careless click than on an
underlying account architecture in which one shared credential can cascade into exposure
across nearly every domain of family life.

Across families, parental knowledge of children’s passwords was common, often framed
as necessary for supervision, safety, or account management. Many parents described
knowing their child’s password, creating passwords on their behalf, or logging in for the
child rather than sharing credentials directly. In some cases, children’s devices were re-
ported to have no passwords at all, or relied on biometric access such as Face ID, which
parents could bypass or control. In scenarios where children had personal passwords, they
could not refuse to disclose them when parents demanded it. In immigrant households,
financial constraints and cultural expectations sustained device sharing and intensified its
vulnerabilities. With fewer devices to go around and stronger normative expectations of
pooled family resources, the same account or device was routinely stretched across roles
it was never designed to separate, turning ordinary mix-ups into recurring, and at times
high-stakes, points of family conflict. Some parents asserted authority by uninstalling apps,
particularly games and social platforms.

While Kumar et al. [92] describe younger dependents’ pragmatic acceptance of this
logic, dependents in our study, spanning a much wider age range, recognized it but de-
scribed it as uneasy and conflict-laden. Dependents’ comfort with device sharing varied,
revealing three recurring patterns: (1) open discomfort, (2) pragmatic acceptance with
protective behaviors, and (3) stated comfort alongside privacy concerns. Most expressed
resentment, describing sharing as “monitoring without consent” (D26). A few accepted it
more pragmatically, limiting their own use and deliberately keeping “nothing personal” on
the shared device rather than contesting the arrangement itself: “Most of the devices I do
share. .. I don’t have personal information on there” (S37). The few who described sharing
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as “reasonable” or “comfortable” nonetheless voiced an underlying desire for more privacy
and reported relying on protective strategies of their own: “I’ve had to log out occasionally
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like I've logged out of Instagram” (D33), and “I should have more privacy. .. when they al-
ways check my phone” (D33, S37, D24), despite having just described their own sharing as
comfortable. Some suggested that such comfort reflected cultural expectations rather than
genuine preference, noting that “our culture is like very much collectivist, so we want. .. to
share” (D28). Across all three patterns, dependents’ stated comfort was frequently contra-
dicted by their own behavior: even those who reported feeling “fine” with sharing routinely
cleared browsing history, logged out of accounts, or avoided storing personal content on
the shared device altogether, suggesting these protective habits reflected a persistent, if
unspoken, discomfort that self-reported comfort levels alone did not capture.

5.2.3 Financial Loss as the Lens for Security

Across almost all families, financial harm was the risk parents named first, most consis-
tently, and with the most concrete detail. Many parents described a shift toward digital,
phone-mediated banking after migration, with little precedent in their countries of origin.
As one father put it, reflecting on life after arriving in Canada, “Most of the banks were
online. FEverything was digital... I got more dependent on my phone to get out of the
house” (M17).

Parents” working model of “security” tended to equate protecting money with protect-
ing the family more broadly, leaving related but non-financial credentials comparatively
unguarded. One father described a financial scare as fully resolved by a single reactive
step: “If it is something to do with my bankf[ing] information, I just block my card and call
the bank... other than that, I never had any other such problem” (M12). Another mother
described avoiding digital payment methods altogether as her primary safeguard: “I don’t
use a digital card... I use a physical card” (M18), treating the elimination of a payment
format, rather than the credentials protecting the accounts behind it, as the meaningful
boundary.

Because children’s routine activity on shared devices could translate directly into finan-
cial exposure, several families introduced approval-based purchasing as a structural control
rather than relying on supervision alone: “If they want to purchase something, they have
to send a request and I have to approve it” (F4). Yet this same vigilance rarely extended
to the accounts that made purchasing, banking, and password recovery possible in the first
place. One father described a banking app that closed automatically on a shared device,
then immediately undercut that protection by describing his email as persistently acces-
sible from any device in the house: “Banking [app] automatically close[s]... regarding my
email address, you can open it here, you can open it in the other device, it’s already saved”
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(F3). Because email accounts typically mediate password resets and account recovery for
banking and shopping alike, this left the single point of failure, open even in households
that considered themselves financially cautious. Families reserved their most concrete pro-
tective behaviors for money itself, while the credentials and accounts guarding access to
that money were frequently treated as a lower-stakes, and in practice unprotected, adjacent
concern.

5.2.4 Child Originated Threats

Seemingly low-stake risks initiated by dependents on shared devices can escalate to household-
level Security and Privacy threats due to the interconnected nature of banking, school,
social media, and email accounts.

Reputational and Cultural Privacy Harms: A few dependents’ actions on shared
parental devices unintentionally affected parents’ reputations, causing embarrassment, se-
rious professional and sociocultural harm. For example, in one family, a child texted the
mother’s boss, “I love you” (D20). While such incidents could pose professional risks in
any context, consequences may be amplified for women from conservative immigrant back-
grounds who face stricter modesty norms and greater reputational harm if these norms are
perceived to be violated, even accidentally [5]. Such incidents may be read as inappropriate
behavior, affecting reputation within communities in Canada or in their home country [5].

Additionally, shared devices often caused boundary spillover when family members en-
countered or disclosed one another’s morally sensitive content, violating culturally and
religiously defined privacy norms. A few parents described dependents’ actions leading
to loss of control over personal images as especially serious; as M16 explained, “I don’t
reveal my face, [yet] my kid put my picture on display on WhatsApp”, a strong and irre-
versible privacy breach, particularly for Muslim women [19]. In shared-device contexts,
dependents’ easy access to family photos, accounts, or unlocked sessions enabled such dis-
closures without parental awareness or consent (also see Section 6.1). Shared access also
exposed dependents to content they were not meant to see, as sharing often made parents’
private or unfiltered media visible across users. For example, a teenager (S40) was shocked
to encounter a romantic photo of his parents that is strictly private in their culture and
religion.

Not all child-originated risks were malicious or high-stakes: dependents also described
curiosity-driven actions with lower consequences, such as prank-calling a pizza restaurant
from a parent’s phone (D20) and opening and reading a sibling’s or friend’s chat simply “to
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see what they were talking about” (M10). These incidents illustrate that shared-device
risk exists on a spectrum from mundane curiosity to genuine harm, and that not every
boundary violation reflects an intent to deceive.

Stranger Danger: Beyond everyday friction over shared accounts and visibility,
families also described more serious risks tied directly to contact with strangers online.
Parents did not treat such contact as a minor inconvenience, but as a direct pathway
to physical, financial, or sexual harm, including grooming, blackmail, and exploitation.
One parent described a particularly alarming exchange her child had received: “Somebody
kept asking them, ASL, ASL, your age, sex, location... And then I told them, your age,
your sex, and your location are private matters. We don’t tell these to strangers” (M9).
These fears were especially pronounced for daughters; one parent linked unsolicited online
flattery directly to a manipulation attempt involving her eleven-year-old: “He said that you
look beautiful... so she turned on the camera” (M12). Notably, several parents described
deliberately withholding visible reactions to these disclosures in order to keep their child’s
willingness to disclose intact: “She was scared a little bit... I did not react because I'm
scared that then they will stop telling me all these things” (M12). Stranger-contact risk
operated not as an abstract concern but as a concrete, frequently anticipated threat that
shaped both the restrictions parents imposed on dependents.

“Friend Equals Safe”: Many children’s safety judgments on shared devices relied
less on technical assessment than on a simple heuristic: familiarity was treated as a proxy
for safety. As one participant explained when deciding whether to click a link or accept
a request, “cause I usually trust my friends with that... I was just like, ‘Yeah, sure, why
not?”’(D26) This heuristic frequently blurred the line between legitimate communication
and social engineering. One participant described losing access to their own account after
being deceived by someone posing as a friend: “Pretending to be my friend... I thought they
were my friend... so I gave them my account and then that’s how I got hacked” (D21). The
same logic extended to sharing credentials directly: “If it’s my friend I'm gonna click it”
(D25); “Yeah, I share my lock screen password” (S41). Because shared-device immigrant
households already normalize a degree of access-sharing within the family, this heuristic
may generalize unusually easily to peer relationships, leaving children with comparatively
few independent cues for evaluating risk before extending that same trust outside the
household.

The children’s post-interview survey suggests this heuristic is not only about judging
external risk. Asked how comfortable they felt when different people used their personal
device (1 = Extremely Uncomfortable, 5 = Extremely Comfortable), participants reported
feeling more comfortable with a close friend using their device (M = 3.41) than with
their parent (M = 2.86), sibling (M = 2.80), or another family member (M = 2.23, the
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lowest of any category). Family members, not only external actors, appear to be the more
privacy-invasive audience in everyday experience.

Risk Underestimation and Informal Workarounds: Financial risk emerged as
the most frequently cited security concern, with nearly all parents reporting heightened
vigilance around financial data or protective avoidance behaviors. Yet, primary email ac-
counts linked to banking often remained persistently logged in on shared devices and were
not perceived as vulnerabilities: “Banking apps automatically close. .. regarding my emazl
address, you can open it here, you can open it in the other device, it’s already saved” (F3).

This narrow financial threat model became especially concerning in shared-device house-
holds, where dependents’ actions could escalate into household-wide financial risk. One
family described a shared-device being hacked after a child downloaded malware, raising
fears of financial data exposure: “That was a huge privacy concern. ..My dad was scared
that they might take some bank information” (S36). Risks were further compounded when
parents were unaware of their children’s risky workarounds. A few dependents used con-
cealment apps that created hidden spaces parents could not easily monitor, including “a
fake calculator app. .. If you put in...a specific password, it opens like a hidden photos
app” (S36). Although intended to create privacy, these workarounds introduced risks that
parents could neither assess or regulate.

5.2.5 Security and Privacy Workarounds for Device-Sharing

We identified five overarching Security and Privacy challenges faced by immigrant fam-
ilies: account compromise, intra-family privacy erosion, social and reputational harms,
governance breakdown, and external exploitation. Families addressed these risks through
technical controls and behavioral or social strategies. In this section, we focus on the be-
havioral dimensions of these challenges, while a full summary of all identified risks and
practices is provided in Figure 5.3.
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Security & Privacy Challenges

Account Compromise via Shared-Access

Credential & Authentication Breakdown (Password guessing by child);
Session tampering or interruption(logging others out, altering data)
Unauthorized Intra-Household Access;

Malware & Software Compromise;

Intra-Household Privacy Erosion

Active & Curiosity Driven Intrusion;

Algorithmic Spillover; Profile Contamination;

Passive Exposure (Discomfort, awkwardness, conflicts )

Loss of personal space in device due to Surveillance;

Posting family photos or data publicly

Shared Visibility & Social Harm

Harmful/Morally Conflicting Content; Reputation & Social Consequences;
Embarrassment caused by accidental popups;

Public reputation damage from children’s mistakes;

Coordination & Usability Failures;

Child content visible to parents causing conflict
Shared-Device Governance Breakdowns

Oversight & Regulation Gaps; Risky Circumventing Behaviors;
Trust erosion within family relationships;

Identity confusion in apps; Temporal conflicts

External Exploitation & Developmental Harm

Financial & Scam Exploitation; Online Social/Criminal Threats;
Psychological & Developmental Impact on child;

/

T~

Technical Safeguards (Hard Controls)

elnstall-Delete Cycles for unallowed apps
eDisguised Tools (decoy/context-erasing apps);
eAccount or profile Separation;

eBurner Emails and hidden social accounts;
eRemoving saved cards/payment methods
eNetwork/Malware (antivirus/ 2FA/ ad blockers/
blocking unsafe-site)

eBuilt-in/System Protections and Authentication;
eMonitoring/Oversight  (block history deletion;
parental controls);

eHiding Activity (hidden albums/chats/apps; block-
ing parents);

ePassword Management (Parent Authority);
eContent Removal (delete culturally inappropriate
content);

eSession Cleanup before Handover ( logout/ notifi-
cations off);

eStranger Management (profile parsing; disabling
chats in games);

Behavioral Safeguards (Soft controls)

eSocial Regulation via friendships and Social Media
Platforms;

eTiming-Based Concealment, Switching tabs;
ePersonal & Financial Information Protection;
ePersonal Data Minimization on Device;
eScam/Phishing and Unsafe Apps Avoidance;
eStrict Household Rules and boundary enforcement;
eLearning from Social Circle/Workshops;

e Avoiding content conflicting socio-cultural values;
eContent Vetting (e.g. link parsing);

oSelf Censorship as per religious & social standards;
ePhysical Safeguards (disabling webcam, hiding de-
vice);

eActive Mediation via Discussions;

oChild reporting suspicious activity to Parents;
eScreening for religious/cultural acceptability
oUsing family-approved apps/platforms only

e Avoiding cross-gender interactions online
ePermission-Based Access;

Figure 5.3: Security and privacy challenges and safeguards in shared-device households.

Families relied on risk-avoidance and ad hoc concealment tactics to manage Security and
Privacy on shared devices. Rather than using negotiated boundaries or system-level multi-
user controls, most managed privacy behaviorally by avoiding personal storage, closing
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apps, or erasing traces before sharing devices. A few described open, trust-based sharing
models, where members freely accessed one another’s data, blurring boundaries between
consent, convenience, and surveillance.

Language as a privacy tool: A few reported language as a privacy tool in shared-
device homes by both parties to obscure content from the other; Parents noted dependents
did not understand their local language: “now the only code wording [on devices] we do is
in Urdu” (M8), while dependents described feeling safer only because their mother “can’t
really speak English. ..so she didn’t really understand what anything meant” (S36) after
she opened a group chat.

Different Priorities for What Is “Private”: Privacy priorities differed by role.
Children sought to protect social spaces such as chats, photos, and browsing history, while
parents focused on banking, email, and account security. Table 5.2 summarizes the infor-
mation types each group most frequently named as needing protection.

Table 5.2: Participants Information Protection Concerns during Device Sharing.

Information type Children (c) Parents (p) Total (%)
Communication content (messages, chats, 9 8 41
email)

Authentication credentials (passwords, logins) 8 7 36
Personal identifying information (address, 8 8 39

phone, photos, name)

Online stranger interaction 10 9 46
Suspicious links and downloads 7 7 34
Financial information and transactions 3 8 26
Browsing history and viewed content 6 5 26
Device use monitoring and activity visibility 5 6 26
Work or professional information 1 5 14
Saved sessions and credential persistence 5 5 24

Dependents: Dependents emphasized personal chats, photos, and privacy-sensitive
browsing as key concerns on shared devices [173]. Our findings on password sharing align
with prior work [159, 171]. Since structural controls for device separation were insufficient,
almost all dependents routinely closed apps, cleared histories, and logged out of accounts
before returning devices to another family member, while some children adopted risky
workarounds (e.g., decoy or third-party vault apps), introducing further risks.

Parents: Almost all parents prioritized protecting communication content, financial
data, and authentication credentials on shared devices, reflecting fears of social exposure
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and data compromise. Few relied on built-in safeguards such as separate accounts, pass-
words, or safer browsing settings for multi-user use; instead, almost all protections were
enacted behaviorally through monitoring, oversight, manual content vetting, and reactive
app bans. Similar to dependents’ behaviors, a few parents also reported closing all open
apps before handing over a device and limiting use to a single browser so that nothing
private remained accessible.

Social Regulation: Some parents maintained dependents’ online safety by permit-
ting social platforms considered “not trending” among peers. For example, F2 said, “/My
daughter] wants her account on TikTok and Snapchat. She doesn’t want her account on
YouTube. .. YouTube is not trending so it’s safe on our end.” Parents perceived three ben-
efits of this strategy: reduced peer influence on values, lessened interests in public posting
due to social irrelevance, and lowered screen-time. This platform curation made shared-
device use more manageable by limiting risky disclosure and co-use conflicts. However,
most children responded to this by using install-delete app cycles: “I delete the app. .. then
every time I have to use it, I install it again” (D26). This regulation extended beyond
digital spaces to include curation of friends and family social circles in Canada: “We make

sure. .. are on the same page when it comes to parenting. .. religion derives a lot of values
in my life” (M10).

Hiding as a Guilt Signal: Within several households, children’s attempts to assert
even minimal privacy were routinely interpreted by parents as evidence of wrongdoing,
rather than as ordinary boundary-setting. As one child explained, “That just goes to
show like, oh I'm hiding something and that will make them even more concerned” (D33).
Even the act of verbally requesting privacy could backfire, deepening rather than resolving
parental suspicion: “If I told them not to open it, that would keep them suspicious... then
they’d think, ‘why is she saying don’t open it?’ That creates more suspicion” (D28). Several
children described this dynamic as self-reinforcing, in which privacy itself was treated as
inherently suspect: “/Parents think that privacy is a privilege because/ at the end of the
day, you shouldn’t be doing anything that requires that much privacy” (D33). Parental
monitoring in these households also operated through sudden, unannounced checks that
reinforced control through unpredictability rather than through any stated rule: “My mom
snatched my phone, I was like, why are you not respecting my privacy? I just had that out
of like anger. And she was like, oh, that’s not even real. Like, shut up. Like, what are you
talking about?” (S40).

“You Wouldn’t Understand”: A related but distinct motivation for concealment
was not guilt but a perceived inability of parents to correctly interpret ordinary digital
content. Dependents described withholding jokes and messages not because the content
was unsafe, but because they anticipated it would be misread as inappropriate. One
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daughter described a meme a friend had sent her that her parents saw on a shared email
account: “It’s like a generational gap... it was like a gen alpha type meme... it’s funny to
me and my friend, but... in my parents’ eyes very inappropriate” (D20). Rather than risk
a conflict she considered disproportionate to the content itself, she declined to explain the
joke, anticipating that her parents would “get mad” regardless of the explanation.

This dynamic recurred across households, particularly around the hyperbole and ex-
aggeration common in adolescent peer communication. One daughter recalled being chal-
lenged for joking with friends using an obviously non-literal statement: “I'm joking around
with my friends... [saying] I'm going to jump off the building. Why are you saying this?...
it’s just an exaggeration” (D33). Another described the same concern extending to ev-
eryday inside jokes, which she expected would be misread rather than understood: “we
have some inside joke[s] and they wouldn’t understand it without questioning” (D27) — a
pattern the interviewer independently confirmed was common across multiple families in

the sample.

For some dependents, concealment in these cases was framed less as self-protection than
as protecting the social relationships the content belonged to. One daughter explained that
she kept messages with friends private specifically to avoid “the trust [being] broken over
these small things,”(D29), while still making sure her parents knew who her friends were.
Unlike the guilt-signal dynamic described above, in which any act of hiding was read as
evidence of wrongdoing, this generational gap in interpretation left dependents concealing
content precisely because they judged it harmless.

5.2.6 Learning Security the Hard Way

Only a few families configured security protections proactively; most adopted safeguards
only after harm had already occurred. Safety was often equated with the absence of prior
incidents, as one parent explained: “I guess because nothing bad has happened so far.
That’s why I think that it’s safe” (M12), a view echoed by almost all participants. When
incidents occurred, families typically responded reactively by removing or avoiding the
implicated app, account, or access point; for example, deleting WhatsApp Web, restricting
chat access, or creating separate laptop accounts. These responses reflected inconsistent,
reactive strategies rather than systematic shared-device security practices.

Table 5.3 summarizes the range of post-hoc strategies families adopted, organized by
the mechanism enacted and the incident that typically triggered it. Families rarely pre-
configured safety; instead, they reconfigured access only after a breach, scare, or discovery,
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shifting from ad hoc concealment to more structural controls (settings, segmentation, mon-

itoring).

Post-hoc
response type

Concealment
upgrade,
feature
hardening
after incident

App removal /
churn /
avoidance

Security
tooling /
service

adoption

Table 5.3: Post-hoc responses to S&P incidents.

Mechanism

Clearing history —
switching to incognito;
hiding traces after
being caught

Turning off chat,
tightening settings,
parental controls;
incognito for sensitive
tasks; avoid installing
banking apps; log out

Delete/uninstall and
sometimes reinstall
(TikTok, unsafe apps);
removing WhatsApp
Web/Desktop logins,
uninstalling mirrored
apps

Antivirus installed
after hack/scare;
financial security
service adoption

Typical trigger

Parents discover
activity / child gets
in trouble.

Discovery of chat
with strangers /
unsafe defaults; fear
of kids accessing
financial /personal
apps

Inappropriate
content; risky
features; conflict;
child could read
messages on a
shared-machine login

Malware/hack
incident; scary
breach
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Quotes

“Fventually one time. .. they
found out... I didn’t know. ..
So... I found out what incognito
was on Chrome. And then I just
used that.” (S36)

“checked. .. parental controls. ..
chat settings. .. ticked. ..
options...” (M10)

“use incognito. .. no track...”
(F5)

“I just like leave that app then. ..
like. .. delete the apps... and...
find another one maybe for kids.”
(D22)

“I just deleted that app.” (M12)
“I removed that app then. ..
because there wasn’t an option to
disable the chat feature.” (M9)
“My husband. .. noticed that the
money transferred from his bank
account. .. after that told me do
not have bank application on
your phone.” (M11)

“uninstall the WhatsApp app. ..

so... he doesn’t have access.”
(F6)
“after this... downloading all the

antivirus stuff...” (S36)
“I... kept all my financial. . .
products. .. registered... so I get

an alert if. .. anything suspicious
happen.” (F7)



Post-hoc
response type

Account
separation /
sacrificial
account /
device
segmentation
(“this phone
is off-limits”)

Supervision
escalation /
teaching /
learning

Formal risk
monitoring

Reporting /
escalation

Table 5.3 — continued

Mechanism

Delete account —
create a “kid-facing”
account; certain
devices/accounts never
shared

Sit together; restrict
solo searching

Credit/ID monitoring;
alerts for new accounts
or credit events

Police/bank disputes,
refunds, shutdowns

Typical trigger

Feed contamination
/ following
strangers; political
or unsafe feed; adult
content in DMs

Shock event that
could have happened
unsupervised; taught
about security

Prior fraud or
heightened risk
awareness
post-migration

Financial fraud;
major safety incident

Quotes

“deleted my account and created
an account which my daughter
will use...” (F2)

“I... had my WhatsApp chat
logins in my laptop. .. later I did
uninstall the WhatsApp app. . .
so that... he doesn’t have access
to it.” (F6)

“I did some Google search to
figure out what I can do and then
I came to know about this feature
that I actually can create a
separate user account... so I
don’t have to compromise my
account.” (F5)

“What if I'm not sitting right
next to her?... I sit with her.”
(M10)

“Somebody kept asking them,
ASL... and then... I told them,
your age. .. sex... location are
private. .. You never

respond. .. ” (M9)

“After that we like we learned
about it.” (D28)

“I get an alert if... anything
suspicious happen.” (F7)

“I checked the statement... I
filed a dispute... and... I got
the reimbursement.” (F7)
Fraud narratives (M17)

Even technologically capable parents acknowledged limits to control: “Those things you
can’t control fully. . . once in a while those things do pop up” (M18). These responses reflect
a shared-device threat model in which security was framed as controlling dependents’ ac-
cess rather than preventing external compromise. Protection was sometimes reduced to a
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single visible safeguard, most commonly antivirus software: “It’s just having the antivirus
on the laptop, I feel that that’s enough, more than enough” (M12). Notably, several fam-
ilies sought assistance through culturally familiar networks (e.g., relatives or friends with
technical expertise), often to secure shared household devices, reflecting culturally shaped
trust patterns and a limited reliance on formal institutional support. The preference for
community-based support over formal or automated resources coexisted with a broader,
generalized distrust of technology itself. Several parents described digital devices as in-
herently addictive, morally risky, and harmful to children’s wellbeing, at times invoking
exaggerated health claims to reinforce restriction, such as warnings about permanent eye-
sight damage from screen use (M9). This framing of technology as an inherent threat,
rather than as a tool requiring calibrated use, may help explain why some families gravi-
tated toward blanket restriction and avoidance-based strategies rather than more granular,
skill-building approaches to digital safety.

5.2.7 School vs at Home Teaching

Across interviews, we found that children consistently described school-based safety edu-
cation as easier to understand and more helpful than what they receive at home. While
parents often focused on rules and restrictions, children valued the way teachers explained
risks with examples and a calmer tone. As one child put it, “/I prefer/ School. I don’t know,
I just like school better. They make it more creative and detailed” (D26). Another added,
“Because in school it helps me understand it better than at home” (D24). Tone mattered
strongly: “My parents are very strict but my teachers are very kind” (D30). Even when
the content was similar, such as not clicking links or sharing passwords, children felt school
guidance was easier to accept and remember: “They teach us not to click on links and not
go on certain games. .. it’s happened before with some kids” (D24).

Parents themselves often acknowledged that schools and daycare providers take the lead
in digital safety education, sometimes more effectively than families can at home. Several
openly admitted that children learn more from teachers than from parental warnings. “I
think the daycare lady and school teach more” (F1). They described school instruction
as structured, scenario-based, and less controlling. As one parent reflected, “At home
it’s more of a controlling approach. .. school makes them part of the process” (M10).
Repetition at home could lose impact, whereas formal sessions carried authority: “When
you keep telling your child. .. they don’t end up taking you seriously. But school made it
a point that the kids were aware” (M10). Overall, parents saw schools as better positioned
to prepare children for real-world risks rather than relying solely on restriction.

Table 5.4 summarizes what parents reported teaching at home.
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Table 5.4: Home-based digital safety teaching by topic.

Topic parents teach Families
Not talking to strangers online 15/18
Not sharing personal information 13/18

(address, phone, photos)

Avoiding suspicious links or 11/18
downloads

Password and account protection 10/18
General cautionary rules (“be 8/18

careful,” “don’t do this”)

Teaching triggered after a negative 8/18
incident

5.2.8 Reverse Mediation:

Section 5.2.7 documents a one-directional flow of safety knowledge, school and parents
teaching children, and finds children rate school instruction as clearer and less controlling.
Our data contains a second, opposite flow aswell: Dependents as Household Digital-Safety
Educators.

A teenager, for example, described actively building her mother’s threat literacy around
Al-generated content, on top of setting up shared home security infrastructure with her:
“we set up our home security cameras together, so I make sure they know how to use it
anyway. .. facebook has a lot more of like those fake news we talk about... ai videos we
talk a lot about, that a lot to be like i just have to make sure with my mom like, you this is
ai right? she’s like yeah but like just to make [sure]” (D33). Asked directly whether she felt
she understood online safety better than her parents, she confirmed it without hesitation:
“yeah 1 feel like i watch a lot more stuff about that too... sometimes i hear about the scams
on tiktok so i think about it a little bit more” (D33). Another dependent, asked the same
question, gave a similarly concrete example rather than a general claim: “like being misled
by AI” (S39), naming it as the risk category he had to explain to his parents.

A third participant extended this from AI content to financial scams, again naming the
specific gap rather than a general competence claim: “there’s a lot of things they don’t really
know, there’s like scam. .. Al scams, like videos of people and stuff like that that they think
are actual people. I can imagine that’s not a real person, that’s an Al So I wouldn’t trust
what they’re saying about stuff” (D21). Another dependent similarly described teaching
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her parents, “I was like, that, don’t like these things, it might get you in trouble” (D29).

This pattern is well documented in immigrant-family research under “language bro-
kering”, children translating language and institutional systems for parents who are still
acquiring them. What we find here is closely analogous but specific to digital-safety lit-
eracy: children, who typically acculturate to new platforms and threat types faster than
their parents, become the household’s de facto Al- and scam-literacy educators, inverting
the top-down mediation model.

5.2.9 Say-Do Gaps in Privacy Practice

Section 5.2.2 notes in passing that dependents’ self-reported comfort with sharing was
frequently contradicted by their own behavior. Our data supports treating this as a pattern
in its own right rather than a footnote, and it appears on both sides of the parent-child
relationship, not only among dependents.

One father, asked what precautions he took before handing a device to his children,
described a household with hidden, individually-locked folders and a habit of deleting his
own browsing history, then, two questions later, characterized the family as having no
privacy practices at all: “we don’t do much. .. we live openly, I mean, yeah, we don’t have
any issue. We are open family, our culture also like that” (F3). The self-description of
openness sat directly beside a described practice of concealment, with no apparent friction
between the two in how he told it. A second parent produced a nearly identical pattern
in miniature, first denying that she monitors her adult daughters’ phones at all, then
immediately qualifying it into its opposite: “No, no... before eighteen, yes, sometimes
I check what they’re doing with their phone... even at that time, with their permission”
(M11): a flat “no” that resolves, within the same breath, into “yes, regularly, for years.”

Dependents showed protective behavior paired with an explicit denial that there was
anything to protect. One teenager described using an app lock on nearly every application
on his phone “cause I wanna make sure that if say someone steals my phone, I'll be able
to control what apps they can and can’t use” (S35), a real, actively maintained security
measure, while separately describing himself to us as someone with nothing on his device
his parents couldn’t see. Another dependent gave the same shape of answer about hidden
apps: “I do have hidden apps, but deleting chats only when my story is full, not because
someone has to read it. I don’t have anything in private” (F6): hidden apps and a “noth-
ing in private” claim delivered in the same sentence, with no sense that the two might
be in tension. A third dependent drew a finer distinction: she reported no discomfort
with monitoring in the abstract, but real, physical anxiety at the fact of being checked
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regardless of whether anything incriminating was found: “I don’t feel anxiety... it’s like
an uncomfortable feeling” (D29) even when a parent was “just getting help” on the shared
device, not searching it.

These suggest that “nothing to hide” functions in these households less as a factual
claim about device contents and more as a relational script: a way of affirming trust and
family harmony verbally, which coexists comfortably with private, individually maintained
protective behavior that never has to be reconciled with it out loud. It suggests that
behavioral proxies, app-lock adoption, history-clearing frequency, hidden-folder use, may
be a more trustworthy signal of a household’s actual privacy need than stated comfort
levels alone.
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5.3 (RQ3) What Makes Sharing Safe

Our culture is like very much collectivist, so we want to share. (D28)

This quote reflects families’ visions of safe sharing are grounded in collectivist norms,
seeking a balance between safety, privacy, while continuing sharing. We map our findings
based on the effectiveness of current mechanisms(5.3.1), limitations of current Security
and Privacy tools for device sharing(5.3.2), advice for families(5.3.3 and design needs to
support safer device sharing (5.3.4).

5.3.1 Mechanisms That Support Device-Sharing

Dependents: Almost all dependents strongly appreciated separation mechanisms that
help manage visibility on shared devices, enabling privacy without requiring fully separate
devices. Separate profiles on laptops were appreciated by most, as D21 explained, “having
different profiles on like the devices we share gives us each our own kind of privacy.”
On phones, a few dependents also praised lightweight safeguards that reduced accidental
exposure during brief handoffs, including auto-lock and short lock timers: “Passwords,
the locks, so the automatically lock thing. .. setting your phone to lock after like thirty
seconds” (D28), as well as app-level biometrics such as “fingerprint on apps” (M19), or
hidden photos folders. These mechanisms were valued because they enabled privacy within
ongoing device sharing rather than requiring full device separation.

Parents: Most parents described relying primarily on built-in device features and
parental controls to manage shared-device use, pointing to app restrictions, passcodes,
remote access to wi-fi toggling, and age-based filtering (e.g., YouTube Kids) as practi-
cal safeguards. A few parents with experience across ecosystems consistently described
Android Family Link as the most reliable tool because enforcement was immediate and
difficult to bypass: “the enforcement of the controls is much stronger...the moment you
push it out in Android it applies to the devices right away” (F4). They also valued its
combination of monitoring and real-time control, including bedtime and Wi-Fi shutdowns:
“I can actually switch off their device right now. .. I can control the time that the person
s on Instagram, the time that the person is on Roblox. .. you can actually remove Wi-Fi”

(M18).

A few parents also valued signals that surfaced misuse without constant monitoring,
such as alerts after failed login attempts, described by one parent as a feature where re-
peated password attempts “takes your picture. .. [and] gives you a notification on your
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email” (M12). Hinting features that enabled remote management of shared devices. Some
participants highlighted Canada-specific protections, noting scam-call filtering as a mean-
ingful built-in defense after migration: “once I moved here. .. I immediately start receiving
this fraud calls. . . it’s built-in. . . it shows it’s fraud” (M19).

Family and Community as the First Line of Help. When facing an unfamil-
iar security or privacy problem, participants turned first to people they already trusted
rather than to a device’s built-in support resources. Several parents identified a specific
relative with technical expertise as the household’s default troubleshooter, concentrating
both technical authority and rule-making authority in one person. One mother explained
simply, “it’s my husband. He’s the IT person, and he does a lot” (M18), while a son from
another family similarly deferred to his father’s professional background: “I say it more
my dad because he does work in IT... so I trust his [judgment on] what he knows about it,
for [making] rules” (S35).

Where no household member had relevant expertise, participants extended the same
trust outward to relatives and community members who shared their cultural background,
rather than to search engines or institutional resources first. One mother described relying
on a family member studying in a technical field: “I end up calling my Khala [aunt]... she’s
magoring in computer sciencefs/... I feel she’s very confident [in her abilities/” (M10).
Another father described this as a broader community norm rather than an individual
preference: “something happened, we share in our community, and you come to know”
(F3). For at least one family, this informal network was supplemented by formal newcomer-
oriented programming: a daughter recalled attending “workshops for newcomers about...
internet safety” run by a nonprofit organization shortly after arriving in Canada (D28).

AT as a Supplementary Safety Check: Across immigrant households, Al tools were
used cautiously and selectively, typically as low-stakes, first-pass resources rather than
trusted authorities. Some parents avoided them entirely due to concerns about psycholog-
ical harm and opaque data practices, citing reports of children being negatively affected,
including a widely discussed case linked to suicide ( “we know the danger of technology,”
F1). We found that Al was largely confined to non-sensitive tasks such as entertainment
or basic problem-solving. Participants described using Al as a quick, first-pass check to
gauge whether an app or situation might be safe, while deliberately limiting reliance and
verifying information through other sources like Google due to concerns about misinfor-
mation and data misuse. As one participant noted, they might ask Al for a “general. ..
look over all the reviews,” but still “look at the reviews yourself” (S38). Others framed Al
as convenient but unreliable, ranking it below search engines and treating it “with a grain
of salt” (F5,535).
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5.3.2 Participant Reported Device Limitations

Despite this appreciation, almost all emphasized that no single tool met all their sharing
needs. As one parent summarized, different platforms each “do some things well,” but
none “do everything,” which we further discuss below.

Dependents: Across almost all dependents’ accounts, no built-in feature made shared
devices feel safe; notably, most did not associate “safety” with antivirus or stronger set-
tings, but with privacy from household monitoring and judgment and with limiting visi-
bility. When asked what helped in device sharing, responses were often blunt: “nothing
makes device sharing feel safer” (D26, S38). Most dependents reported feeling threatened
by everyday visibility: notifications, synced accounts, search and streaming history logs,
and message previews exposed private conversations to parents, “what makes [device shar-
ing] hard is my dad looking through my Gmail messages” (D26). Dependents proposed
data separation measures, such as app-specific passwords or biometric logins, Face ID,
security questions, devices to allow only specific people access, or, ultimately, “a separate
device. . . which no one can access” (D26).

Parents: Across families, most parents reported that existing parental controls were
often hard to configure, burdensome to maintain, and poorly suited to shared-device use,
leading most parents to abandon them despite the need. Notably, almost all were highly
educated and digitally competent yet still reported fatigue and confusion. Most found
available controls fragmented and difficult to use. For example, one parent described the
complications of monitoring in the presence of many apps and users, making it difficult to
attribute usage to specific individuals and to enforce user-specific limits: “if there is any
app to find out how much a person uses. .. that would be much more helpful” (F6).

Some described delays between configuring restrictions and their actual enforcement,
reducing usefulness in time-sensitive situations. Almost all parents who used parental
controls (e.g., Family Link) wanted greater granularity. Although F4 and M18 viewed
Android Family Link as better than alternatives, they still noted major flaws. A few
others reported being unable to reliably enforce screen-time, and that dependents quickly
learned to bypass restrictions, like “factory resetting” network connections to reset Wi-Fi
controls. Content filtering was also described as insufficient by some, with even child-
friendly media surfacing sexual or violent themes. One parent with a child under the age
of ten explained, “..watching Sonic game video. .. Sonic is like pregnant. .. and someone
is beating him...you cannot stop them with a filter...so even these apps are not safe”
(F2). As discussed in Section 5.2.4, parents also struggled to maintain boundaries and
content separation on shared devices. Managing parental controls were described as tiring
or stressful to manage, largely because single controls could not easily enforce user-specific
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rules in multi-user households. Parents’ own reported barriers to managing devices were
rarely about raw digital skill: only 29% cited low digital literacy as a barrier, 21% cited
a child being too young to use a device competently, and 14% cited low confidence or
anxiety around technology, consistent with a sample in which 94% held a bachelor’s degree
or higher.

5.3.3 Advice for Sharing Devices

When asked, “What advice do you have for families that share devices?”, dependents’ re-
sponses centered on everyday self-restraint and respectful use, emphasizing simple behav-
ioral rules to avoid accidental exposure or conflict. Most dependents emphasized behavioral
restraint as central to safe sharing, for generic safety risks such as avoiding “inappropriate”
or risky use, while also advising parental figures to give space: “Just don’t look through my
messages. . . don’t click bad websites,” (D26). When asked what counted as “bad,” depen-
dents pointed to unverified websites, “culturally inappropriate” apps, and any platforms
that enable communication with strangers (S37). Most emphasized “digital hygiene,” mu-
tual respect, accessing only what was necessary, and returning the device quickly to avoid
exposing others to uncomfortable or risky content. Whereas parents advised conflict-free
sharing, framing shared devices as communal household utilities rather than personal pos-
sessions:  “Device sharing is like. .. everyone in the family drives the same car...It’s a
part of life” (M17). Most also advocated for clearer rules and reduced functionality for
dependents, including limited accounts.

Practicing What You Preach: A third strand of parental advice centered not on
rules for dependents but on parents’ own conduct as the more persuasive lesson. One
mother described this directly, framing verbal instruction as secondary to what children
actually observed at home: “Kids just follow but they see. A lot of time it’s just that passive
learning that’s happening throughout the house... it’s not always what you’re saying, mostly
it’s what you’re doing” (M10). Another parent described deliberately narrating his own
compliance with household rules so his children would recognize the rules as shared rather
than one-directional: “You have to tell the kids, I have completed so many tasks, that’s
why I am watching TV. Then the kids feel that the parents are also following the same
rules” (M17).

The same parent extended this logic to substituting supervised, screen-adjacent alter-
natives for unsupervised device time rather than removing screens outright. To keep his
children occupied without giving them his phone, he described providing a tablet restricted
to schoolwork ( “they will only use the tab to do their children’s work... they don’t use de-
vices without supervision”), and, for entertainment, replacing television with an audiobook
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app used during shared chores: “Instead of watching TV, I put an audio book on it... bor-
ing work becomes interesting” (M17). These examples suggest that some parents treated
safer sharing as something to be demonstrated and structured into shared routines, not
only enforced through rules directed at children.

5.3.4 Designing Devices for Safer Sharing

When asked, “How might current devices be redesigned to support safer device sharing?”,
participants described needs that challenge the dominant single-user model of personal
computing. Since phones routinely circulate across family members, participants reported
frequent account mix-ups, accidental exposure of private content, and limited ability to
enforce boundaries with existing tools. The requests therefore centered on making shared
devices function as safely shared spaces rather than personal, single-user devices. We group
these requests into five overarching categories, given in Table 5.5.

Table 5.5: Participant Reported Design Needs.
Category Requested Design Features N

Proactive Monitor- Real-time warnings for unsafe sites, sensitive data entry, purchases, or 8
ing & Alerts unauthorized account access; dependent’s screen-time alerts for parents;
approval prompts on account / data access.

Granular Privacy & Per-app locks, temporarily hiding apps from view through visibility filter- 11
Selective Sharing ing, stealth histories, discreet usage masking, and limited app-only access
without exposing the full device.

Parental Governance Granular app/device permissions and parental controls, strong age- and 5
& Remote Manage- faith-based content filtering, foolproof and centralized parental controls
ment across operating systems, app safety ratings on app stores, remote access

to the dependent’s device, and user-based activity logs.

Identity-Aware Ac- Automatic biometric recognition that loads the correct family member’s 12
cess device profile, including apps, history, and logins; trust-based access levels;
and auto-lock for unrecognized users.

Multi-User Profiles Multi-profile phones with automatic session switching and isolated apps, 18
storage, and data to prevent cross-account mix-ups between users.

1) Identity-aware access (requested strongly by both groups) that loads the correct
family member’s device profile (apps, history, and logins) and have role based access levels
because “There might be some stuff that’s inappropriate for [parents] to see it’s kind of
embarrassing.” (D22). Participants wanted devices to recognize who is using them and
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automatically load the correct family member’s profile on login, as a safeguard against
unrecognized or unauthorized users.

2) Strict multi-user profile separation (requested strongly by both groups), to prevent
issues and conflicts explained in Section 5.2.2. Families called for multi-profile phones with
strict separation of apps, storage, and data across users to prevent these issues.

3) Parental controls unified across operating systems (requested by parents), and cater-
ing to limitations of current devices (Section 5.3.2), along with user based activity logs, and
an additional culturally configurable aspect “I wish there were more faith-based security
features. ’cause what one thing might be okay in Christianity is totally not okay in Islam,
right?” (M9). Parents requested centralized parental controls across operating systems
and filtering aligned with family values and religious expectations.

4) Real-time safety alerts (requested strongly by parents) due to risks like accessing
another users data, or dependent accessing culturally inappropriate content, explained in
Section 5.2.4. Participants wanted real-time alerts and warnings for unsafe sites, sensitive
data entry, purchases, or unauthorized access.

5) Granular privacy controls (requested strongly by dependents) like stealth histories,
per-app unlocks, visibility controls for apps etc although these are against the notion of “If
you need that much privacy, you're doing something wrong.” (D33). Families emphasized
the ability to share specific apps or functions while keeping personal content hidden from
other household members. Together, they sought support for making cultural device-
sharing practices safer.

Together, these findings show that shared-device security and privacy cannot be under-
stood only in terms of individual users, device settings, or technical protections. Partic-
ipants’ experiences were shaped by family roles, expectations of trust, parental responsi-
bility, dependence, and culturally grounded ideas about appropriate access and oversight.
The next section draws these findings together to examine what they mean for how shared-
device privacy is aunderstood and how future systems might better support the needs of
collectivist immigrant families.
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Chapter 6

Discussion

An idealized metaphor for device sharing described by one of our participants is that
it should be like sharing a car —a routine and socially neutral activity. However, our
participants’ lived realities challenge this notion. Across immigrant families, shared devices
were not merely functional tools but sites of cultural regulation and family governance.
Parents described sharing as “normal, comfortable, and cultural,” aligned with having
“nothing to hide,” yet, contradicting their claim, they also acknowledged its risks and
challenges as discussed in Chapter 5, revealing many tensions in practice. Some Parents
dismissed privacy by claiming it is “not even real” to justify unannounced monitoring,
reinforcing parental authority in ways dependents found discomforting and disturbing;
demonstrating that challenges operated in both directions.

A recurring challenge when conducting this study was disentangling the influence of
religiosity, immigration, and home-country cultural norms on device sharing practices. Par-
ticipants often described these factors as deeply intertwined, and many treated religious and
cultural values as inseparable. We therefore follow participants’ own framing and interpret
these influences as mutually constitutive, with religious practices, cultural preservation,
and adaptation to a new context often reinforcing one another post-migration.
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6.1 Filial Piety, Religiosity and Culture

Consistent with prior work, our findings suggest that device sharing tensions are amplified
in collectivist immigrant households not only because sharing is more prevalent, but also
due to dynamics such as filial obligation: most dependents felt unable to question parents,
were forced to comply and expressed discomfort with parental sharing norms [159, 34].
This constrained voice can aggravate privacy harms and disturb family peace, breeding
grudges, emotional distance, and leading to hidden activity and risky workarounds putting
the entire family at risk (Section 5.2.2).

A prominent theme we found was the influence of faith-based norms on device sharing,
extending security concerns beyond technical risks to moral and cultural harms. In our
sample, these perceptions were not tied to a single religion but varied with the intensity
of religiosity and cultural values. Families more invested in religious or cultural traditions
articulated stronger faith-based risk notions. Within these households, women’s digital
privacy was shaped by gendered expectations of modesty, reputation, and self-presentation,
intensified in shared-device contexts. Acts such as a dependent posting a mother’s veil-less
photo or messaging male colleagues “I love you” were viewed as serious breaches causing
lasting reputational harm (Section 5.2.4). Illustrating how shared-device risks can disrupt
religious self-presentation boundaries (Section 6.1). Prior work shows that contextual
factors and values shape privacy perceptions [119, 32, 18]. Our findings align with prior
work on norms of modesty [19]; we found that anxieties about women’s online visibility,
cross-gender interaction, and reputational harm appeared across multiple religious groups.
Device sharing reinforced gendered hierarchies, framing privacy as collective accountability
to family rather than individual autonomy [I115]. Participants also noted that current
parental controls often fail to reflect faith-based distinctions and requested more of such
features in devices (Section 5.3.4). These findings motivate Security and Privacy and HCI
research on shared-device designs that better support collectivist and faith-based practices,
while carefully avoiding designs that reinforce surveillance for an already at risk group.
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6.2 Teaching Avoidance, Not Understanding

Across families, parents tended to frame children’s digital safety education around protect-
ing innocence rather than building judgment. This often meant limiting exposure rather
than openly explaining the reasoning behind a restriction: “I don’t want to take away her
childhood innocence. .. but the world works that way” (M10). Where safety guidance was
offered explicitly, it was typically delivered as categorical, rule-based warnings: do not talk
to strangers, do not share information, and do not click links. These warnings emphasized
avoidance more than the development of independent risk judgment.

This teaching was also largely reactive. As discussed in Section 5.2.6, families described
intensifying safety conversations only after an incident had already occurred, rather than
building proactive understanding beforehand. These conversations also tended to focus
narrowly on a small set of recurring threats, rather than equipping children with trans-
ferable and evaluative skills. When considered alongside the “friend equals safe” heuristic
described in Section 5.2.4, this avoidance-oriented teaching style may help explain why
children’s own risk judgments relied so heavily on social familiarity rather than indepen-
dent technical assessment. When safety is taught primarily as a list of things to avoid,
rather than as a skill to develop, children are left with few tools for evaluating the much
larger space of risks that the list does not anticipate. These findings echo recent policies,
like Australia’s under-16 social media ban policy [22]. However, our findings suggest that
avoidance-based approaches alone may be insufficient in shared-device households, where
dependents’ access to digital technologies cannot always be eliminated without disrupt-
ing established household sharing practices. Rather than relying primarily on families to
restrict access, platforms could provide protections that reduce dependents’ exposure to
harmful content and interactions during use. This is especially important in our context,
where device sharing is embedded in everyday family practices and families cannot simply
remove phones or avoid sharing them.
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6.3 Designing for Collective Use

One might argue that many requested features (Section 5.3.4) such as multiple profiles or
restricted modes, already exist in commercial devices such as Android multi-user profiles,
Xiaomi/Redmi Second Space, and Google Family Link parental controls. However, our
findings show the core issue is not absence but limited options, poor usability of these fea-
tures, and misalignment with household sharing practices which makes them non-existent
despite being present as seen in prior work about password managers [57, |. Parents
struggled to configure and sustain controls, and dependents experienced privacy mecha-
nisms as insufficient or intrusive. Thus, families gravitated toward social and contextual
strategies (e.g., language-based obfuscation, social regulation, monitoring). This gap re-
flects tensions between single-owner device assumptions and collective device use, alongside
knowledge-attitude-behavior barriers [12]. Prior work in Bangladesh similarly shows that
available privacy and security features are often underused when they are difficult to con-
figure or misaligned with everyday practices [9]. This highlights a granularity challenge:
parents wanted controls that were flexible enough to reflect family-specific needs, but not
so detailed that they became difficult to manage [162]. One possible direction towards this
could be preset profile and parental-control templates that offer adjustable starting points,
reducing setup burden on parents while also preserving flexibility.

Device sharing is not unique to immigrant families and extends to lower-income or
resource-constrained households globally, even in the west [85, 41]. Our sample skews
relatively educated and tech-savvy population, with roughly half of households reporting
incomes above $100,000 CAD. The fact that these participants still struggled with existing
privacy and device sharing features suggests the challenges faced by less tech-savvy or lower-
income immigrant households are possibly even worse. Improving shared-device security
therefore requires not only more features, but features that are usable and contextually
informed. Collectivist households act as indicators of failures in single-user security models,
as particularly vulnerable or extreme cases that function as canaries that expose structural
flaws and push toward more globalized, collective design, similar to how the “curb effect”
in accessibility research shows that designing for people with disabilities benefits broader
populations [35]. Our contribution is to examine shared-device use within collectivist
immigrant families, where limited support, reputational sensitivity, and filial duties, and
migration constraints make sharing more entrenched and consequential.
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Table 6.1: Mapping of Device-Sharing Challenges, Participant Articulated Desires to Ac-

tual Underlying Needs.

Experienced
Problems

Account compromise via
shared access

Intra-household privacy
erosion

Sociocultural harms

Governance gaps in child
oversight

Cross-user actions not
attributable

External exploitation
and financial risk

Relational surveillance
conflict

Unsafe apps / data
compromise

Articulated Desires

Multi-user profiles on phones

Trust-tiered access control
within families

Faith-aligned content
filtering and governance

Remote child-device
management

Login approval prompts;
per-user activity logs

Proactive risk alerts on
sensitive activity

Stealth history and discreet
usage masking

App safety ratings in app
store
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_)

True Underlying Need

Each user’s account and data
remain isolated

Personal content remains
protected during sharing

Avoidance of culturally or
morally conflicting exposure

Stronger and easier parental
oversight of child activity

Unsafe or rule-breaking actions
remain traceable

High-impact risks are detected
without constant monitoring

Family members cannot monitor
each other’s activity

Avoidance of unsafe or deceptive
downloads



6.4 From Challenges to Goal State

Our findings suggest that tensions in immigrant shared-device households reflect mis-
matches between institutional technology assumptions and everyday family practices. We
found that parents struggled to balance home-culture values with Canadian social norms
consistent with prior work [159] and sharing disrupted these contextual boundaries [159,

]. Beyond physical migration, parents described a form of digital immigration [163]:
learning to navigate a technologically dense institutional ecosystem (schools, platforms, ser-
vices) of Canada, while raising children who easily embedded with it. Participants across
education levels reported similar difficulties, suggesting these challenges are not limited to
a particular group.

A central tension was the divergence between parental and dependent goals: parents
sought visibility and control to uphold safety and moral norms, while dependents wanted
complete autonomy and separation of activity on shared devices. These goals created a
persistent tension between oversight and privacy. Even same feature requests by both
groups encoded opposing intentions. The misfit between individual-centric devices and
family use, where “safety” and “privacy” differ by role, requires mechanisms that support
parental assurance without undermining dependents’ privacy.

Some feature requests, such as app-store safety ratings for children, convey safety con-
cerns that devices do not support. Although difficult to standardize, the underlying need is
clearer: parents want visibility into what apps enable what privileges for dependents, what
data they access, and how they affect shared-device risks. More actionable approaches to
solve this problem could include standardized pre-installation disclosures of data sharing,
communication capabilities, and exposure risks on the app store. Interpreting requests at
this intent level helps designers address true underlying needs. The goal is not a single
“best feature,” as there is likely no single “sweet spot,” and trade-offs are unavoidable.
Hence, the aim is reducing device sharing tensions and preserving family bonds and safety.

We therefore recommend that participant design needs (Section 5.3.4) should be un-
derstood not as isolated feature checklist but as expressions of a desired goal state shaped
by the challenges mentioned in Section 5.2. We map these desired features and chal-
lenges onto each other to find out the actual goal state of our participants. The mapping
is done in Table 6.1 and shows participants’ stated desires sometimes exceeded what is
structurally required for safer sharing. Some requested mechanisms illustrate how this
goal could materially improve safety. True multi-user profiles with automatic switching
for example, would reduce account mixing and unintended cross-user exposure. A tiered
visibility model: where high-sensitivity categories (messaging, photos, banking) are user-
locked while others (browser, camera, dialpad) remain shared, could accommodate both
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dependent privacy and parental oversight within the same session, without forcing a binary
choice. Contextual alerts for sensitive actions or account changes could provide parental
assurance without continuous surveillance. The goal state is design grounded in underlying
challenges.

80



6.5 Future Design Directions

Our five design categories (Section 5.3.4) represent goal-oriented abstractions: each point-
ing toward a class of solutions rather than defining a single feature. A key insight from
our data is that the parent-dependent tension documented throughout our paper does not
require resolution at the design level. Rather, a better direction would be one that can
hold both goals simultaneously, providing parental assurance without eliminating depen-
dent privacy. We now map some of these design requests to possible directions that future
research can investigate, by drawing on our participant accounts.

Identity-aware profile switching: The most consistently requested mechanism across
both parents and dependents was automatic separation of data by user, without requiring
a full secondary device or a manual lock-screen switch. 65% of children identified “finger-
print or face unlock for certain apps or files” and “phone automatically knows who is using
it and only shows their data” as the most meaningful safety improvements. This is not
a technically novel concept: Android’s multi-user mode, Xiaomi’s dual-space feature, and
Samsung’s app-level biometric locks represent partial implementations already available
on commercial devices. The gap is not absence but usability and scope; these features are
buried in settings, require manual activation per app, break certain app categories, and of-
fer no sharing support. A more usable implementation could be contextual profile loading:
a biometric or PIN at the app level, rather than the device level, that silently loads the ap-
propriate user’s data, without requiring a full device switch. Moreover, full data isolation
is neither necessary nor desirable in collectivist households, where some shared visibility
is valued. A tiered visibility model, where high-sensitivity categories such as messaging,
photos, and banking are user-locked while others such as browser, camera, and dialpad
remain shared, could accommodate both dependent privacy and parental oversight within
the same session, without forcing a binary choice.

Risk and scam alerts: Current threat alerts are designed for individual users making
individual decisions. In shared-device households, the threat surface is compounded: a
child clicking a phishing link or downloading malware on a parent’s device exposes the
entire household’s accounts and credentials. Our participants cited multiple such cases,
such as a child downloading malware on a shared device, generating fears about banking
data exposure for the whole family (S36). Yet the device’s existing malware alerts are often
addressed to a single user with no indication of household impact. This gap is addressable
without new data collection or infrastructure. A safer approach is content alert labels:
rather than automatically blocking content, parents receive a notification when a dependent
encounters a flagged category. Shared-device risk framing would enable phishing, unsafe
download, and suspicious login alerts to surface the multi-user consequence: “This action
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could affect all accounts on this device,” or prompt parents about a child’s action. This is
both more feasible and more consistent with dialogue-based mediation, which prior work
associates with better outcomes for children [14, 156].

Expressive-but-bounded parental controls: Parents in our study did not lack
controls as much as they suffered from their fragmentation, inconsistency, and bluntness.
Highly educated, digitally capable parents still described fatigue and confusion navigating
platform-specific tools (Section 5.3), and nearly all abandoned controls despite continued
need. Two directions address this in a broader sense. First, cross-platform aggregation: a
unified household dashboard surfacing activity logs, app installs, screen time, and content
flags across devices without per-app configuration. The infrastructure for this already
exists within ecosystems such as Google Family Link and Apple Screen Time but breaks at
platform boundaries: a child on Android and a parent on iOS cannot share a control layer.
The design gap is cross-platform enforcement, and ease of use as stated by our participants.
Second, adjustable household configuration templates: pre-set governance profiles, such as
“supervised child,” “monitored teen,” and “adult,” that bundle common configurations as
adjustable starting points, reducing setup burden for parents while preserving flexibility.
This is analogous to the safe-search toggle already built into most browsers, extended to a
household governance layer.

Overall, these design directions show that shared-device privacy cannot be treated as
an individual problem only. In the families we studied, privacy and safety were shaped
through family relationships. Future designs should therefore support both needs at the
same time. Instead of forcing families to choose between full parental control and full
privacy, systems should allow partial separation, flexible visibility, and clearer warnings
about shared risks. This would make shared-device use safer without making privacy seem
suspicious or making safety feel like constant surveillance.
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Chapter 7

Conclusion and Future Work

This thesis set out to understand how migration, culture, and family relationships shape
the way collectivist immigrant households share digital devices, what security and privacy
risks emerge from sharing, and how well today’s devices support device sharing in families.
Across 41 interviews with 18 immigrant families, we found that device sharing in these
households is not an incidental byproduct of convenience or cost, but a structured, cul-
turally organized practice through which parents exercise authority, transmit values, and
manage safety, and through which children negotiate a bounded form of autonomy. That
sharing produces security and privacy risks that are distributed unevenly but felt by the
entire household at once: a single compromised account, an over-shared password, or one
risky download can cascade across every family member who shares that device.

These findings carry implications beyond the population we studied. Designing for
marginalized or extreme users often produces solutions that ultimately benefit much broader
populations, a pattern well documented in accessibility design known as the curb cut effect,
and one we believe applies here strongly. Other populations may similarly rely on shared de-
vices due to economic, infrastructural, or accessibility constraints, including lower-income
households with limited access to personal devices and older adults who depend on family
members or caregivers for technology use. These contexts further demonstrate that shared-
device use is not unique to immigrant households, but reflects a broader set of social and
material circumstances. Immigrant shared-device households experience intensified forms
of risks that many other kinds of households also face, from cross-account exposure to
conflicts over intentional or accidental privacy invasion, which is precisely why they func-
tion as such an informative edge case. Systems designed to support safe sharing in these
households would therefore likely also benefit mainstream users who share devices only
episodically, such as couples with joint accounts, roommates, or friends borrowing a lap-
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top, and who encounter similar, if less acute, risks of cross-account exposure and privacy
conflict.

At the same time, we treat the design directions proposed in Chapter 6, such as identity-
aware profile switching, tiered visibility, cross-platform aggregation of parental controls,
and risk alerts, as design hypotheses rather than finished solutions. Each would require
thorough co-design with the communities it is meant to serve, legal review specific to each
deployment context, and careful harm evaluation, particularly with respect to dependents,
who are already the more underprotected party within these households and could be made
more vulnerable rather than less by a poorly implemented design intervention. What we
believe our findings contribute is not a single best feature, but a clearer articulation of the
underlying needs that any such feature must navigate: mechanisms that reduce shared-
device tension while preserving family bonds, and that distribute safety more equitably
across every member of the household rather than concentrating both the burden of vig-
ilance and the cost of exposure on one or two people. In this sense, our findings offer a
foundation for future design interventions by identifying both the design needs and the
household tensions that give rise to them.

Revisiting our three research questions in light of these findings, a consistent pattern
emerges: the challenges families described stem less from a lack of awareness of security
and privacy risks than from a structural mismatch between collectivist sharing practices
and device models that are mostly designed with a single user in mind. Parents and
children in our study were not naive about risk; they were working around devices that
gave them no good options for expressing the kind of shared-but-differentiated trust their
households actually needed. Safer shared use therefore requires more than better edu-
cation or awareness campaigns. It requires stronger system-level privacy protections and
more usable features that move beyond single-user assumptions entirely, toward supporting
multi-user, culturally situated device contexts as a first-class design consideration rather
than an afterthought.

Our participants were predominantly first-generation South Asian immigrant families
recruited through a specific set of channels, so an important next step is extending this
work across more diverse socioeconomic, immigrant, and religious settings to test which
of our findings reflect broadly shared dynamics of multi-user device sharing and which are
specific to the cultural and migration contexts we studied. Doing so would help disentan-
gle culturally specific dynamics, such as the religiously inflected forms of moral screening
we documented, from constraints that arise more generally whenever multiple people share
one device, regardless of culture. Future work should also prospectively evaluate the design
directions proposed here, ideally through co-design studies with affected families, to clarify
concrete design requirements and to assess whether these mechanisms reduce household
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tensions in practice rather than simply relocating them. Finally, because our findings point
to dependents as the consistently more exposed and less protected party in these house-
holds, future research should give particular attention to designs that increase dependents’
agency and privacy without requiring them to fully exit the household’s shared, collec-
tive practices, since that full exit is neither realistic nor, for most of collectivist families,
desirable.

Ultimately, this thesis argues that shared-device security and privacy should be under-
stood not as an individual concern to be solved one account at a time, but as a household-
level issue, shaped jointly by culture, migration, trust, and family relationships. Any device
or system that hopes to serve collectivist immigrant families well will need to be designed
with that household, and not merely the individual user, in mind. More broadly, designing
for these shared-device realities can benefit not only collectivist immigrant families, but
also low-income, multigenerational, and other households where device sharing remains an
everyday necessity.
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Appendix A

Interview Protocols

Parent Interview Protocol
Family Background

e Can you briefly introduce yourself?
e Where are you from, and how long have you lived in Canada?

e Who currently lives in your household? Please include their relationship to you and approximate
ages.

e What brought you to Canada, and was this decision your own?
Daily Routines and Device Use

e What devices are used in your household, and which ones are shared?

e Do your children have their own devices? When do you think children should get personal devices?
e What are shared devices mainly used for?

e How do you manage privacy, security, and passwords for yourself and your children?

e What online risks concern you most, such as scams, phishing, bullying, or inappropriate content?

e Do you usually take precautions before problems happen or only after something goes wrong?
Digital Literacy and Tech Confidence
e What concerns do you have about the devices or apps your children use, including privacy or secu-

rity risks such as scams, sharing personal information, unsafe contacts, bullying, or inappropriate
content?
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e Have you or your child experienced any specific online privacy or safety incident?

e How do you teach or talk to your children about online privacy, security, and safe device use, and
are there topics you find difficult to discuss?

e Who in your household usually helps with technology or privacy settings, and how confident are
you and your children in using new apps or setting up privacy features?

e Do you feel your children understand online safety more than you? Why or why not?
Device Sharing Practices and Rules

e How were rules or boundaries around device use decided in your household?

e What are the main reasons devices are shared in your home, such as financial reasons, convenience,
trust, monitoring, cultural expectations, or children wanting access?

e What rules or boundaries do you have for shared devices, including app locks, blocked content,
screen time, logging out, or limits on certain apps?

e How do privacy, trust, and comfort differ when your spouse, children, or other family members use
your device?

e What concerns or conflicts have come up when sharing devices, such as feeling watched, judged,
denied access, pressured to share, or needing to hide or change device use?

e What tools, advice, or practices do you use to make device sharing safer, more private, and respectful
within your household?

Past Incidents and Risks

e What privacy or security problems have you experienced because of device sharing, such as privacy
breaches at home, unexpected content discovery, device misuse, scams, hacking, or being misled
online?

e What situations make it hardest to maintain privacy boundaries when sharing devices, and have
you ever had to confront someone about crossing those boundaries?

e What do you usually do to stay safe online or handle privacy and security concerns, and what advice
would you give to a new immigrant family about safe device sharing?

Parental Controls and Supervision

e Who has the most control over devices or accounts in your household, and how are boundaries
around access decided?

e What are your rules about what children can or cannot access, and how do you balance trust,
supervision, and privacy?

e What strategies do you use to guide or monitor children’s device use, such as conversations, casual
awareness, parental controls, child accounts, or checking usage and browsing history?
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Children’s Feelings and Privacy
e How do you think your child feels about sharing devices or accounts with you, especially when they
know you may access their device or digital content?

e Has your child ever seemed hesitant to share their device, tried to hide or delete content, or asked
you not to open something? How did you respond?

e Do you think your child wants more privacy than you are comfortable giving, and are there any
apps, games, or online spaces you are especially concerned about?

Coping Strategies and Workarounds

e What do you or others in your household do to keep information private on shared devices, such
as deleting history, hiding apps, using app locks, disabling notifications, using private browsing, or
creating secondary accounts?

e What kinds of information or content do you most want to protect, such as financial, immigration,
personal, photos, messages, or sensitive browsing activity?

e Which privacy or security tools do people in your household actually use, and which ones feel too
difficult, inconvenient, risky, or unnecessary?

e Have any privacy workarounds caused conflict, misunderstanding, or made someone feel like they
were hiding something?

Cultural, Social, Religious, and Migration Impacts on Device Sharing

e How have your device-sharing habits, rules, or expectations changed since moving to Canada?

e What parts of migration made device sharing or online safety easier or harder, such as time pressure,
fewer supports, financial stress, or fear of consequences?

e How do cultural, social, or religious values shape what devices, apps, or content can be shared in
your household?

e Compared to back home, do you feel more or less in control of device sharing and privacy in Canada?
Why?

e Do you ever feel pressure, judgment, or misunderstanding around device sharing because of cultural
expectations, immigrant experiences, or differences between home and Canadian norms?

Desires, Tools, and Design Ideas

e What features currently make device sharing easier, safer, or harder for your family?

e What kinds of tools or supports would help you feel more in control of privacy and security when
sharing devices?

e What features do you wish apps or devices had for families like yours, especially around safe down-
loads, shared access, app setup, alerts, activity visibility, or reversing mistakes?
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e Do you feel current apps, devices, and platforms are designed with families like yours in mind? Why
or why not?

e Would you consider using an AT assistant or family management tool to support safer device sharing?
Why or why not?

e Is there anything else about device sharing, privacy, or family technology use that we have not asked
but should know?

Dependent Interview Protocol
Device Use and Tech Literacy

e What devices do you use at home, such as a phone, tablet, or laptop?

e What do you usually do on these devices, such as games, videos, calling, texting, social media, or
schoolwork?

e Who helps set up devices, apps, or privacy settings at home when someone needs help?
e Do adults in your family ever ask you for tech help? What do they usually ask about?

e How confident are you in using new apps or setting up privacy features?
Device-Sharing Practices

e What devices or accounts do you share at home, who do you share them with, and who owns them?
e Which devices feel like yours, and which feel like they belong to everyone?

e Why do you think devices or accounts are shared in your family, such as cost, convenience, trust,
rules, or parental control?

e How do you and your family handle sharing issues, such as passwords, screen-time limits, location
tracking, shared accounts, or joint logins?

e How do you feel when parents, siblings, or friends use your device, or when you use theirs?
Rules, Power, Trust, and Negotiation
e What spoken or unspoken rules does your family have about sharing devices, accounts, passwords,

or screen time?

e Who makes the technology rules at home, who has the most control over devices, and are the rules
different for parents, children, older siblings, or younger siblings?

e How do you ask for permission to use someone else’s device, and how is sharing usually managed
in practice?

e Are there things your parents allow or do not allow you to do on shared devices, and what happens
when you do not want to follow those rules?
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e Who do you trust most or least with your device, and how do you decide whether something is safe,
such as when a friend sends you a link?

Challenges and Worries

e What are the best and worst parts of sharing devices with family?

e Has device sharing ever caused conflict, misunderstanding, embarrassment, or gotten you in trouble?
What happened?

e What is the most stressful privacy problem you have faced while sharing devices?

e Do you ever feel watched, judged, or unable to question rules about what you do online?
Accidental Exposure and Incidents
e Have you ever accidentally seen something on a family member’s device that was scary, confusing,

private, or unexpected? What happened?

e Do you ever worry that your parents or family members might accidentally see your private infor-
mation, messages, searches, or app activity?

e If someone asks you not to open something on their device, how do you handle that, especially if
you feel curious, worried, or suspicious?

Uncomfortable Experiences

e Have you ever seen, received, or found something on a device that scared you, confused you, or
made you uncomfortable?

e Has anyone opened your messages, photos, tabs, or other private content without asking, or have
you worried about being judged because of your device content?

e Have you or someone in your family ever been scammed, hacked, misled online, or affected by
something unsafe online?

Privacy Experiences and Boundaries

e Who teaches you about privacy, security, and online risks, and how is this different at school
compared to at home?

e Do you ever help your parents understand apps, security features, scams, fake news, Al videos, or
other online risks?

e Do you feel you understand online safety more than your parents? Why or why not?

e How comfortable do you feel sharing devices with family or friends, and do you feel you have enough
privacy?

e Have you ever asked someone not to access your device, password, account, or content? How did
they respond, and did it cause tension?
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What situations make it hardest to keep privacy boundaries, especially as part of an immigrant
family?

Mitigations and Workarounds

What strategies do you or your family use to stay safe or keep things private on shared devices?

What privacy or security features do you actually use, such as passwords, two-factor authentication,
app locks, device locks, location settings, private browsing, hidden folders, guest modes, or password
managers?

Do you ever avoid certain apps or content, disable notifications, log out quickly, delete history, use
secondary accounts, or hide a device to protect your privacy?

Where did you learn these strategies, and which ones do you rely on most?

Have any of these strategies caused misunderstandings, felt difficult to use, or made others think
you were hiding something?

Where do you learn about privacy and online safety, such as school, home, Google, YouTube, friends,
siblings, or ChatGPT?

Parents’ Perspectives

How do you think your parents feel about sharing their devices or accounts with you, and do they
seem to trust you with their digital content?

Have your parents ever seemed hesitant, upset, or set limits when letting you use their device? How
did you respond?

Cultural and Social Norms

Are the digital rules in your home similar to or different from your friends’ families?
How do friends, family, cultural values, or religious beliefs shape what is okay to do online?
Have your digital rules, privacy, or device-sharing practices changed since moving to Canada?

Do you feel more or less in control of your digital privacy now, and are there topics you feel unsure
or hesitant to discuss with your parents?

Desired Tools, Support, and Design Ideas

What advice would you give for sharing devices in a safe, respectful, and private way at home?
What features currently make device sharing easier, safer, or harder for you?

If you could redesign a phone, laptop, or app for families who share devices, what features would you
add, such as selective screen sharing, extra locks for certain apps, privacy tips, or easier organization?

Would you trust an Al helper or family tool that gives privacy advice, auto-locks apps, or helps
manage shared-device safety? Why or why not?

Is there anything we did not ask that you think is important about sharing devices or staying
private?
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Appendix B

Household Demographics Form

Before each interview session, the participating parent or guardian completed a household demographics
form on behalf of the household. Participation in this form was voluntary, and participants were informed
that they could skip any question they were uncomfortable answering. The form was used to collect
contextual information about the household and to support sample description and interpretation of the
interview data.

Recruitment and Participant Background

1. Participant ID.
2. How did you first hear about this study?

University email or department announcement
e Social media

e Word of mouth

e Posters or flyers

e Other
3. What is your gender?
e Man

¢ Woman

e Non-binary

Prefer not to say

Prefer to self-describe

4. How long have you lived in Canada?
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e Years

e Months

5. What is your age?

6. What is your immigration stream?

e Family sponsorship

e International student pathway

e Refugee

e Economic/skilled worker

e Work permit

e Express Entry/permanent resident
e Other

7. How would you describe yourself, in terms of ethnicity? Participants could select all that apply or
self-describe.

Education, Employment, Religion, and Language

8. What is the highest degree or level of school you have completed?
9. What is your marital status?
10. What is your current employment status?
11. What is your field of work?
12. What is your religious background? This question was optional.
e Christianity
e [slam
e Hinduism
e Buddhism
e Sikhism
e Judaism
e Bahd’i Faith
e Prefer not to say
e Other
13. What is your country of origin?

14. What languages are spoken at home? Participants could select all that apply or specify another
language.
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Household Composition and Living Arrangement

15. What is your household’s approximate total income before taxes for the past year?

Less than $25,000
$25,000$49,999
$50,000-$74,999
$75,000-$99,999
$100,000 or more

16. What is the total number of people living in your home?

17. Who currently lives in your home?

e Spouse
e Children
e Parents
e Other household members
18. How many bedrooms does your household have?
19. Which of the following best describes your current living arrangement?
e Apartment or condo
e Townhouse or row house
e Semi-detached house

Detached or stand-alone house

e Other

20. Do you currently have a personal room or private space at home?

21. Do your children currently have their own room or private space at home?

Device Ownership and Device Sharing

22. What is the total number of people living in your home who share devices?

23. Which of the following smart digital devices are in your home, and how many?

Smartphones

Tablets or iPads

Laptops or desktops

e Gaming consoles
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eReaders
Smart watches

Other

24. With whom do you share devices? Participants could select all that apply.

Children
Spouse
Siblings
Parents

Grandparents

Other

25. Who is the primary decision-maker for digital rules in your home?

26. How

Father

Mother

Both parents

Elder children aged 18 or older

Each individual decides for themselves

Parents decide only for children under 18

Parents decide for all children, including adult children

Other
many of the following digital devices are shared in your home?

Smartphones
Tablets or iPads
Laptops or desktops
Gaming consoles
eReaders

Smart watches
Other

27. Please rank the device categories from most shared to least shared.

28. How

is device sharing managed in your family?

Devices are shared freely without permission.

Everyone sets permissions for their own devices.
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Children need permission to use parents’ devices, but parents do not need permission to use
children’s devices.

Children and parents both need permission to use each other’s devices.
We have disagreements about device sharing.
Other

Device-Use Barriers and Privacy Space

29. Do any family members experience difficulty using devices for any of the following reasons?

30.

31.

Language barriers

Low digital literacy

Disability or accessibility needs
Age-related barriers

Lack of confidence or anxiety

Other

If parents share a room with children, what is the maximum age of the children with whom they
share personal space?

If only grown-up children have private space, what is the minimum age at which children have
private space at home?
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