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Abstract

This thesis critically examines differentially private machine learning (DPML) in image
classification, addressing recent critiques about the effectiveness of current techniques and
the validity of existing benchmarks. We focus on three key questions: the accuracy of cur-
rent benchmarks in measuring DPML progress, the impact of public pre-training datasets
on DPML model performance, and strategies for unifying future research efforts.

Our study introduces standardized benchmark datasets and evaluation settings using
two medical image datasets as private data sources. We assess various DPML methods
across different scenarios, including those with no public data, training from scratch, and
fine-tuning approaches.

The main contributions include: proposing standardized benchmark datasets and eval-
uation settings, conducting a validation study of previous DPML techniques, and intro-
ducing a moderated public leaderboard to track progress in DPML. This research aims
to provide a comprehensive assessment of DPML in image classification, offering insights
into existing methods and suggesting future research directions in machine learning and
privacy.
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Chapter 1

Introduction

1.1 The Story

In recent years, deep learning and artificial intelligence have become ubiquitous, impacting
various aspects of society to such an extent that they have evolved into prevalent buzzwords
across industries and academia alike. The efficacy of these Al systems and algorithms is
heavily data-dependent, requiring vast amounts of information to train models and perform
a wide range of tasks accurately. However, this reliance on data poses significant challenges
when dealing with privacy-sensitive information, e.g. in fields such as healthcare, finance,
and personal communications [POG™24].

The challenge of utilizing data while protecting individual privacy predates the rise of arti-
ficial intelligence. As a solution, Differential Privacy (DP) [DMNS06] provides a standard
framework for quantifying how much privacy has been spent on a specific task and guar-
antees an upper bound. In the context of learning theory, a model is considered privately
trained if it meets a specific privacy criterion: Even if an adversary has full access to the
trained model and external statistical information, they should not be able to determine
whether any particular data point was used in the model’s training process. In other words,
it guarantees that the model will not heavily rely on any individual’s sensitive data. We
formally define DP in Chapter 2.

Privately training models has entered various subdomains of machine learning and deep
learning within the past decade. Despite these advancements, the field is not without its
critics. Specifically, researchers Florian Tramer, Gautam Kamath, and Nicholas Carlini



have raised concerns about certain developments in the DP ML landscape in a thought-
provoking position paper [TKC24]. Their critique primarily challenges whether using large
web-scraped datasets can be considered truly privacy-preserving under differential privacy.
The authors also question the overall utility of the current DP paradigm. Most related to
this work, they suggest that existing benchmarks of privacy-preserving learning techniques
may not be truly measuring progress in the field, and question how meaningful the current
benchmarks are. We thoroughly examine this paper in Chapter 2.

While this issue affects all areas of differentially private machine learning (DPML), and
Tramer, Kamath, and Carlini’s critique encompasses the entire field, we focus on privacy-
preserving image classification. Taking inspiration from their work, in this thesis, we aim
to answer the following questions:

1. To what extent are current benchmarks in differentially private machine learning
accurately measuring progress in the field, particularly in DP image classification?

2. How does using public pre-training datasets impact the performance and validity of
differentially private machine learning models?

3. How can we unify future research efforts to address the inconsistencies in result
reporting, especially regarding disparities in public pre-training datasets, and better
isolate truly effective techniques in privacy-critical settings?

To address our research questions, we designed a series of experiments across various set-
tings to evaluate the DPML methods. Our study focuses on two medical image datasets
as private data sources: EyePACS [Kag] and CheXpert [IRK*19]. To establish our bench-
mark, we drew upon existing literature on state-of-the-art privacy methods and non-private
image classification tasks to select appropriate models for evaluation. Our choices aim to
cover a range of scenarios in privacy-preserving machine learning. We opted for Scatter-
Nets [TB21] for when where no public data is available, wide residual networks (Wide-
ResNets) [ZK16] for training from scratch and full fine-tuning, and CLIP-based mod-
els [RKH"21] for full fine-tuning approaches. These selections allow us to produce baseline
numbers across diverse model architectures and training paradigms, providing a compre-
hensive starting point for assessing differentially private machine learning techniques. To
facilitate a broader comparison and evaluation of methods, we also introduce standardized
convex settings by linear probe experiments. A comprehensive discussion of the experi-
ments’ details and the rationale behind our choices will be presented in Chapter 5.



The three main contributions are listed below:

1. Two proposed standardized benchmark datasets and their evaluation settings, focus-
ing on healthcare as a privacy-sensitive domain.

2. A validation study of previous techniques for differentially private image classification
across various settings, utilizing the newly proposed benchmarks.

3. A moderated public leaderboard for differentially private machine learning to track
progress and recent work on a unified platform.

1.2 Thesis Outline

We begin in Chapter 2 by examining previous work in the field, with a focus on DPML
methods on vision data. Chapter 3 lays the groundwork by introducing and defining rele-
vant concepts essential for understanding our research. The core of our work is presented
in Chapter 4, where we detail the design of our benchmark, including its objectives, dataset
selection, privacy settings, and the reasoning behind our choices. Chapter 5 focuses on the
experimental process, presenting our findings and offering a thorough evaluation analysis.
The thesis concludes in Chapter 6, where we summarize our key contributions and discuss
potential directions for future research in this domain.



Chapter 2

Related Work

2.1 Differential Privacy

When dealing with data, a fundamental question arises: How can we analyze or learn from
sensitive data while preserving individual privacy? Dwork et al. [DMNS06] introduced
e-differential privacy as a rigorous answer to this question. The framework provides a
formal, mathematical approach for quantifying privacy loss and offers provable privacy
guarantees for individuals within a dataset. Differential privacy (DP) specifically addresses
the challenge of preventing information leakage about individuals in a database, rather than
protecting the database as a whole. It is crucial to note that DP does not entirely prevent
information leakage; instead, it allows for the extraction of aggregate statistics or patterns
from the data while limiting the amount of information that can be inferred about any
specific individual from these aggregates. A formal definition of differential privacy is
provided in Section 3.2.

2.2 Differentially Private Machine Learning

Building upon the foundational concepts of differential privacy, Abadi et al. [ACG™16a]
introduced Differentially Private Stochastic Gradient Descent (DP-SGD) as a practical ap-
proach to apply privacy guarantees to machine learning models, particularly deep neural
networks. DP-SGD modifies the standard stochastic gradient descent algorithm by adding
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carefully calibrated noise to the gradients during the training process. This noise injec-
tion mechanism ensures that the resulting model satisfies differential privacy guarantees,
limiting the model’s dependence on any individual data point and protecting against un-
intended memorization of training data. However, the application of DP-SGD introduces
a trade-off between privacy and model utility; as the privacy guarantees become stronger
(i.e., lower ¢ values), the model’s performance may decrease. The noise added to gradients
significantly disrupts optimization, often leading to much worse performance compared
to non-private training methods. [DFAP21, KZR ™22, KSCT22]. Some researchers believe
that highly over-parameterized models, which typically excel in non-private settings, strug-
gle with DP-SGD due to the increased norm of the noise in higher-dimensional gradients
[KSCT22, SWSS21, TB21, YZCL21a]. We will go into theoretical details in Section 3.3
Since its introduction, DP-SGD has inspired numerous variations and improvements aimed
at enhancing this privacy-utility trade-off, making differentially private machine learning
more practical for real-world applications. In healthcare, works such as [TFR22, AKC™22]
have integrated differential privacy into medical data analysis, effectively safeguarding the
privacy of original medical data and mitigating malicious attacks on sensitive informa-
tion. Government agencies have also adopted these techniques; for instance, the United
States Census Bureau incorporates calibrated perturbation into government data to reduce
privacy leakage risks in statistics [CDMS22, BS22|. The tech industry has embraced differ-
ential privacy as well, with major companies such as Google and Facebook incorporating
it into deep learning frameworks like TensorFlow and PyTorch [PGM*19b, YSS™22]. In
the financial sector, differential privacy has been crucial in enabling cross-industry data
sharing for more effective fraud detection while protecting sensitive financial information
[YQAH22]. More recently, the application of differential privacy has expanded to large lan-
guage models [AGGT21, YNB*22, LTLH22|, image classifiers [ACGT16a, TB21, PTS"21,
DBH'22], and other generative models [XLW*18 BWW*19, CBV*21, BKZ23, DCVK23,
HJSP23]. For a thorough report on DP ML, see [POG™24].

2.3 Current DPML Research

Rather than the applications of DPML, our work focuses on the methodologies used to
bridge the gap between privacy and utility in image classification and focus on work that



try to bring the private utility number closest to their non-private equivalent. Many
works have approached this problem by reducing the dimensionality of the model dur-
ing training [GAW™22, YZCL21b, ZMH21, ZWB21]. On the other hand, several stud-
ies [PTST21, TB21] have rethought the architectures used for private training altogether.
In particular, Tramer and Boneh introduce a way of feature extraction on image data that
does not need any learning, referred to as “handcrafted features”. After numerous ex-
periments, they conclude that models trained with privacy constraints require “about an
order of magnitude more private training data” to surpass the performance of the baselines
that use their handcrafted features, and that needing such an amount of data challenges
in domains where vast amounts of data are not readily available, such as many medical
applications.

In [DBH"22], De and Berrada argue that the same over-parameterized architectures used
in non-private settings can achieve state-of-the-art performance in private contexts when
coupled with a set of novel techniques. To support their claim, they conduct comprehen-
sive experiments implementing several modifications: using larger batch sizes [BFGT20,
AGG™21], replacing batch normalization layers with group normalization [WH18], incor-
porating weight standardization in convolutional layers [QWL*19], augmenting private
data [FBP*22], and applying parameter-averaging techniques [PJ92]. Furthermore, they
demonstrate that pre-training on public data followed by fine-tuning with DP-SGD on
private data significantly enhances model performance. While their experiments utilized
ImageNet [DDST09] as public data and CIFAR-10 [Kri09] as private data - a combination
we believe differs qualitatively from typical private downstream tasks in differential privacy
machine learning (DPML) - the approach has nonetheless achieved state-of-the-art results
in private machine learning. Consequently, we evaluate their architectures and techniques
using our proposed benchmarks to further validate their effectiveness in more representa-
tive DPML scenarios. It is worth noting that De and Berrada address this criticism in a
follow-up paper [BDS23]. They expand their approach by utilizing two medical datasets
as private data, testing their methods in a more relevant context for DPML. Addition-
ally, they modify their baseline models from the previous study. For pretraining, they
use ImageNet-21K [RBBNZM21], which is not accessible enough to be used in benchmark
design.



Chapter 3

Preliminaries

In this chapter, we formally define the concepts of classification, differential privacy and
differentially private stochastic gradient descent (DP-SGD).

3.1 Classification

Machine learning, at its core, is about finding a function that maps inputs to outputs based
on example input-output pairs [Mit97]. This process is formalized through the concept
of loss functions and optimization. A loss function L(y, f(x)) measures the discrepancy
between the true output y and the predicted output f(x) for an input x. The goal is
to find a function f that minimizes the expected loss over the entire data distribution
[FHTO1]: E[L(y, f(z))] Common loss functions include Mean Squared Error for regression:
L(y, f(z)) = (y— f(z))?, and Cross-Entropy for classification: L(y, f(z)) = —ylog(f(z))—
(1—y)log(1 — f(x)) [GBC1].

Optimization is the process of finding the function £ that minimizes this expected loss.
Complex networks typically have loss functions that are non-convex and challenging to
optimize. To address this, practitioners often employ the mini-batch stochastic gradient
descent (SGD) [Bot10] algorithm. This iterative method works by randomly selecting a
small random subset (batch B) of training examples at each step. It then computes gg =
‘—é‘ > e VoL(0,7) as an estimation to the gradient Vy£(6). This process gradually guides
the model parameters 6 following the gradient direction —gp towards a local minimum of
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the loss function with n as the learning rate, 6;,1 = 6, — nVgp effectively optimizing the
network.

Image classification is the task of assigning a label or category to an input image. In
the context of machine learning, we treat an image as a 3D tensor I € RF*W*C where H
is height, W is width, and C' is the number of color channels [KSH12]. The goal is to learn
a function f : RT*WXC¢ Y where Y is the set of possible labels.

The network is trained end-to-end using backpropagation to minimize a chosen loss
function [RHWS6].

The two different downstream tasks used in this paper are multi-class classification
and multi-label classification. In the former, each image belongs to exactly one of K
mutually exclusive classes. The output layer has K neurons with a softmax activation.
We use categorical cross-entropy loss [DDST09]: L = — )" y;log(f(x);) where y is a one-
hot encoded vector of true labels. In multi-label classification, each image can belong to
multiple classes simultaneously. The output layer has K neurons with sigmoid activations.
We use binary cross-entropy loss for each label [ZZ13]: L = —) [y;log(f(z);) + (1 —
y;) log(1 — f(z);)] where y is a binary vector indicating the presence/absence of each label.
The key difference lies in how we model the problem: multi-class assumes one true class per
image, enforced by the softmax function, while multi-label allows for multiple true labels
per image, treating each label as an independent binary classification problem [TKO07].
This difference affects not only the model architecture and loss function but also how we
evaluate performance (e.g., accuracy for multi-class vs. precision/recall for multi-label)
and how we interpret the model’s outputs [Sor10].

3.2 Differential Privacy

Differential privacy (DP) [DMNS06, DR14] is a mathematical framework that provides a
provable and quantifiable guarantee of privacy when the results of an algorithm run on
private data are made public [GLW21]. Its formal definition is as follows:

Definition 1 (Differential Privacy) A randomized algorithm M : D — R with domain
D and range R satisfies (g,0)-differential privacy (DP) if for any two adjacent inputs
D, D’ € D that differ in an entry and for any subset of outputs S C R it holds that :

PrM(D) € 8] < e PrM(D') € S] + 6

8



Pure differential privacy, denoted as e-DP, provides a strict privacy guarantee with
0 = 0. Approximate differential privacy, denoted as (g,6)-DP, relaxes this guarantee
slightly by allowing a small probability of violation, where ¢ is typically a very small positive
value (6 > 0). Some of the most popular mechanisms in DP include the Laplace mecha-
nism [DMNS06], the Gaussian mechanism [DR14] and the Exponential mechanism [MT07].
These mechanisms are foundational in the DP literature and are widely implemented in
both academic research and practical applications. DP also has many useful properties
like post-processing and composition which we define below:

Lemma 3.2.1 (Post-Processing [DMNSO06]) If a mechanism M : D — R is (g,0)-
differentially private, then for any function f : R — R’, we have that f o M is also
(e, 9)-differentially private.

Lemma 3.2.2 (Basic Composition [DMNSO06]) or each i € [k], let algorithm M, :
i—1 k

D x HRj — R; be (g4,0;)-DP in its first argument. If algorithm Mypy : D x HRj is

j=1 j=1
defined such that :

My = (M(D), Ma(D, My(D)), -+ , My(D, My(D)), -+, My_1(D))

k k
then M) is (Z i, Z (5,-) -differentially private.
i=1 =1

Although this composition is useful in many scenarios, the bound it provides weakens
when numerous consecutive privacy mechanisms are applied. This limitation motivates
the development of advanced composition techniques:

Lemma 3.2.3 (Advanced Composition [KOV17, DRV10]) For each i € [k], let al-

i—1
gorithm M; : D x HRj — Ri be (&4,0;)-DP in its first argument. If algorithm My :

=1
k

D x HRJ- is defined such that :

J=1

My = (M (D), Ma(D, My(D)), -+ , My(D, My(D)), -+ , My_1(D))

9



k
then for every &' > 0, algorithm My is (¢',1 — (1 = ¢") H(l —0;)) - DP, where
i=1

k Eo (e k i
¢’ = min Z Ei, Z . 11 \ min Z 2¢2log | e+ ———
=1 =1 i=1

Both of these properties are powerful tools in proving privacy guarantees for complex

: |
, Z 2¢7 log 5
i=1

algorithms. Essentially, if we ensure that each part of a larger system is differentially
private, we can be confident that the system as a whole is also private.

3.3 DP-SGD

There are different approaches to safeguarding privacy when using data to train machine
learning models. One potential method involves treating the training process as a black
box and focusing solely on the final model parameters. However, this approach has limi-
tations, because it tends to adds too much noise and completely jeopardizes the model’s
utility [ACGT16b]. Recognizing these shortcomings, Abadi et al. propose a more nu-
anced strategy. Their method aims to control the influence of training data throughout
the learning process, with a particular focus on stochastic gradient descent (SGD) com-
putation. This approach offers a more balanced way to protect privacy while maintaining
the model’s utility.

We briefly explained the basis of stochastic gradient descent (SGD) in section 3.1. Now
we will do a deeper analysis of its privatized version, differentially private SGD (DP-SGD)
[ACGT16b]. As seen in Algorithm 1, comparing to non-private SGD, there are two extra
steps: per-example gradient clipping and Gaussian noise addition. While gradient clipping
might be seen in traditional SGD as a form of regularization, it is not a requirement and
the average gradient of the entire minibatch is typically clipped. In contrast, in DP-SGD,
the gradient for each individual training example is clipped before averaging. The addition
of Gaussian noise to the clipped gradients further ensures privacy by masking individual
contributions to model updates. Another difference to note is subsampling. Randomly

10



Algorithm 1 DP-SGD Outline
Input: Training set {z1,...,zx}, loss function £(6) = >, L(0, z;).
Parameters: learning rate n;, noise scale o, group size L, gradient norm bound C'

1: Initialize 6y randomly
2: for t € [T] do
3: Randomly sample L; from training set with sampling probability L/N
Compute gradient
for each 7 € L; do
compute g(z;) < Vo, L(6;, x;)
end for
Clip gradient
g(x;) < g (x;)/ max <1’ IIgt(gi)\b)
10: Add noise
L1 g+ 1 (0, &(w:) + N(0,0°CT))

12: Descent
13: Orp1 < 0 — 81
14: end for

Output: 07 and the overall privacy cost (g, 0)

subsampling the minibatch guarantees differential privacy in DP-SGD. Because of this, it
is crucial that the uniformity in the sampling step is of cryptographic strength [PT21].
This is not necessary in regular SGD, and subsampling is just a way to reduce training
time [RCR16] or again as a form of regularization.

It is important to note that Algorithm 1 treats all parameters as a single input 6,
holding for one layer in a neural network. For multi-layer neural networks which are the
more common cases, each layer is treated separately, allowing for layer-specific clipping
thresholds C' and noise scales o. This is where the composition property of DP (discussed
in lemma 3.1) is used to prove the overall privacy guarantee of a neural network. Also, the
privacy parameters can be adjusted dynamically if needed based on the number of training
steps, providing a flexible balance between model performance and privacy protection.

11



3.3.1 Accounting Methods

A critical aspect of differential privacy is measuring the privacy loss for a specific DP
algorithm using a particular noise distribution. The way of measurement provides a for-
mal proof of privacy by establishing upper bounds on ¢ and §. Before the DP-SGD pa-
per [ACG™16a], the best overall bound was derived from the strong composition theorem.
Using the composability of DP, an "accountant” method could keep track of the privacy
cost at each access to the sensitive training data. However, Abadi et al. found this bound
to be loose as it failed to account for the specific noise distribution used. To address this
limitation, they introduced the moments accountant method.

First, we need to define the privacy loss random variable (PRV), and the privacy curve:
Consider running an algorithm M on a pair of databases x,y. For an outcome o, the
privacy loss on o is the log-ratio of its probability when M is run on each database:

o PriM(z) =o
£ vy = pr[[MEy; - 0} (3.1)

Definition 2 (Privacy Curve) A DP algorithm M is said to have privacy curve § : R —
[0,1], if for every e € R, M is (g,9(¢))-DP.

The Rényi-DP-based [Mirl7] moments accountant method tracks the upper bounds of
the privacy random variable’s moments. Abadi et al. demonstrate that this approach
not only provides an upper bound on privacy cost by monitoring (¢, d) and applying com-
position theorems to Gaussian mechanisms, but it also extends to Gaussian mechanisms
with random sampling. Importantly, this method offers a substantially tighter estimate of
privacy loss compared to conventional techniques. They define privacy loss as a random
variable dependent on the random noise added in algorithm 1. More specifically, according
to the PRV definition, a mechanism being (e, §)-differentially private is equivalent to its
PRV having a certain tail bound. While the tail bound is very useful information on a
distribution, composing directly from it can result in quite loose bounds. Their innovation
is computing the log moments of the privacy loss random variable, which composes lin-
early. Analyzing the privacy loss of DP-SGD involves composing the privacy curve of each
iteration of training k times, where k is the total number of training iterations [GLW21].
These accounting methods have a computational advantage in that their execution time is
independent of k. However, they only provide an upper bound on privacy loss rather than

12



an exact measure. As a result, they cannot achieve exact precision in approximating the
privacy curve.

Shortly after the moments accountant paper, [MV16] showed that if My, Ms, ..., My
are DP algorithms such that M; is (g;,d;)-DP, computing the ezact DP guarantees for
M = M; o Myo---o My is #P-complete. Regardless, researchers did not stop developing
algorithms that provide tighter bounds on the privacy cost, or reduced run-times. An
important example is the work of Gopi et al. [GLW21] in which they introduce the PRV
accountant method. This new algorithm provides a tighter and faster analysis for com-
puting the privacy curve of the composition of many DP algorithms, including DP-SGD. It
achieves this by employing adaptive composition techniques. The main approach involves
approximating PRVs through truncation and discretization. Notably, this approach signif-
icantly enhances performance, reducing both computational time and memory usage by a
factor of £ compared to previous state-of-the-art methods.
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Chapter 4

Benchmark Design

Designing a benchmark in the context of machine learning and privacy research involves
creating a comprehensive, standardized framework for evaluating and comparing different
methods or algorithms. As [TKC24] puts it, the main purpose is to measure progress on
a particular task of interest. This section outlines the components of our proposed bench-
marks, including the selection of datasets, parameters, and best practices. It is worth
emphasizing that we have deliberately not curated any new datasets for this purpose.
Instead, by utilizing existing datasets, we ensure that our proposed benchmark remains
comparable to non-private settings, facilitating a more direct evaluation of the impact of
privacy-preserving techniques on model performance.

We emphasize again that the goal of this work, is not pushing the state-of-the-art numbers
on the chosen datasets or methods. In designing this benchmark, our primary goal was to
cover a wide range of settings and provide the research community with baseline numbers
required to improve techniques used in private image classification. There is more to pri-
vate machine learning than merely achieving the highest performing numbers, for example
ethical, legal, safety or computational considerations, which makes this line of work more
challenging. Importantly, there is no hierarchy among the introduced approaches. The
multifaceted nature of private machine learning underscores the importance of diverse re-
search directions, as different approaches may offer unique insights or advantages in specific
contexts.
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4.1 Private Datasets

EyePACS. The EyePACS [Kag] dataset on Kaggle, supported by the California Health-
care Foundation, features a collection of colored images for diabetic retinopathy screening.
EyePACS, a free platform for retinopathy screening, provided these images. The dataset
consists of a training set with 35,126 images and a test set with 53,576 eye fundus images.
Each image is labelled according to the severity of Diabetic Retinopathy (DR) on a scale
from 0 to 4, where 0 indicates a normal retina without DR, and 4 indicates proliferative DR.
These labels conform to the standards of the International Clinical Diabetic Retinopathy
severity scale. The original image resolution varies, averaging around 3000 x 2000 pixels,
but we resize them all to 224 x 224 pixels for our experiments.

CheXpert. The CheXpert (Chest eXpert) [IRK"19] dataset is a comprehensive dataset
for chest radiograph interpretation, comprising 224,316 chest radiographs images of size
390 x 390 from 65,240 patients. The downstream task on this data is multilabel classi-
fication. Each label corresponds to one of five pathology observations: ‘Cardiomegaly’,
‘Edema’, ‘Consolidation’, ‘Atelectasis’, and ‘Pleural Effusion’. In this work, we implement
state-of-the-art training practices by re-scaling all images to 224 x 224 pixels and augment-
ing the dataset with random affine transformations [YYSY21, YZQ"23].

We have previously discussed why this work is focusing on medical imaging data; sim-
ply because it is privacy-critical, and differentially private methods are likely to be imple-
mented in this setting. We anticipate that advancements made using these benchmarks
will correlate with improvements in truly private tasks within similar domains. We se-
lected two of the most common areas within medical imaging: chest X-rays and fundus
photography. Chest X-rays are one of the most frequently performed diagnostic imaging
procedures, vital for detecting various lung and heart conditions. Fundus photography,
which captures images of the retina, is crucial for diagnosing eye diseases. We chose the
CheXpert dataset for chest X-rays and the EyePACS dataset for fundus images. These
selections were based on their popularity and widespread use in the research community;,
their sufficient size to meaningfully apply DP techniques, and their relevance to real-world
medical applications. Their difference in size, how their respective classes are balanced,
and downstream tasks adds to the diversity of the benchmarks.

Our decision was also influenced by the work of Raghu et al. [RZKB19], which explored
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medical image classification using CheXpert and a proprietary diabetic retinopathy dataset
from Google. This study provided valuable insights into the application of machine learn-
ing in these domains. It is worth noting that while several public fundus photography
datasets exist, many are too small (containing fewer than 100 images) to be suitable for
effective DP implementation and be presented as a benchmark. EyePACS stands out as
the largest and most comprehensive public dataset in this field, making it an ideal choice
for our study.

While it might seem that we recommend the sole use of EyePACS and CheXpert in private
settings, this is not the case. It is crucial to remember a large part of advancements in DP
ML often come from being able to directly compare private and non-private approaches.
With this in mind, we advocate for the continued use of CIFAR-10 and ImageNet as bench-
marks for training DP ML models from scratch, i.e. without any pre-training data. The
widespread use of these datasets in the broader machine learning community provides a
valuable reference point, allowing researchers to bridge the current performance gap be-
tween DP ML and traditional, non-private methods. This comparative approach helps
track how far behind DP ML methods are compared to their non-private counterparts.

4.2 Public Datasets

Recent advancements in DPML have shown that pre-training models on public data can
significantly enhance utility, as demonstrated in [DBH*22]. Building on this insight, our
experimental design categorizes public datasets into four distinct groups, each serving a
unique purpose in our analysis: We begin with a baseline of no public data, which pro-
vides the purest measure of progress in DP ML. We then move on to utilizing ImageNet-
1K [CLH17], a widely used, large-scale image classification dataset that represents a com-
mon benchmark in the field. Because privately fine-tuning a pre-trained CLIP-based model
is a common use case, our third category utilizes LAION-2B [SBV*22], the dataset used
for pre-training OpenCLIP’s ViT-G/14 model. Finally, we include an “anything goes”
category, allowing unrestricted public pre-training data, with the condition that the pri-
vate dataset has not contaminated the public one to prevent issues similar to data leakage.
While the diverse nature of the “anything goes” category may limit direct comparisons
between individual results, these experiments still provide valuable insights into overall
advancements in the field, measuring the absolute progress on a specific benchmark.
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Our methodology draws on insights from previous research, such as [TKC24], which high-
lights how the size and nature of pre-training data can dramatically affect the downstream
utility of privately fine-tuned models. By tracking progress across these four categories,
we aim to provide a comprehensive analysis of how different public datasets impact the
performance of DP ML models.

4.2.1 “Anything goes” zero-shot

One of the subsets of the “anything goes” setting which only needs public data, would
be to use zero-shot classification. In non-private image classification, the goal of zero-shot
learning is to correctly classify an image it has never “seen”. By seeing, we mean the model
has had training examples in its class during training. This method needs large-scale public
pre-training to yield acceptable results. In the private world, this could come in handy as
there would be no need to expose the private data to the model, corresponding to € = 0.
We recommend keeping track of the current state-of-the-art for these zero-shot methods.
They provide a crucial benchmark for overall progress in the field. Additionally, without
this context, it’s possible to falsely claim SOTA status for a differentially private method
using public data and € > 0, when there could be a better existing zero-shot result.

4.3 Privacy Settings

Techniques. As discussed thoroughly in Chapter 3, DPSGD is the most popular algo-
rithm for DPML, primarily because of its flexibility, as it can be applied to any differen-
tiable model, including non-convex models. This versatility makes DPSGD particularly
valuable in the context of modern deep learning, where non-convex optimization is com-
monplace. In contrast, other methods in the DP ML toolkit (such as objective perturba-
tion [CMS11, KST12, INST19, RKW23]) often face limitations. These approaches typically
work only with convex models, which restricts their applicability in many contemporary
ML scenarios. We propose establishing standardized convex settings to address this dispar-
ity and facilitate more comprehensive comparisons across different DP ML methods. We
recommend two specific configurations: a linear probe (essentially logistic regression) on
a Wide ResNet-28-10 pre-trained on ImageNet-1K, and a similar setup using OpenCLIP’s
ViT-G/14 pre-trained on LAION-2B.
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Privacy Accounting. To summarize the explanations given in Chapter 3, privacy ac-
countants take various hyperparameters and 0 as inputs, and output the upper-bound of
e. In an ideal world, the exact privacy cost would suffice as all estimations would be pre-
cise, eliminating the need of upper bounds. However, recent work ([PHK"23, CGK*24,
LRKS24]) has shown that some approaches, while purporting to offer improved results,
may in fact be creating a misleading impression of better results. In reality, these meth-
ods often employ identical training procedures, calling into question the validity of their
claimed enhancements. To maintain the comparability of results, we highly recommended
to report the privacy proof or the methods used for privacy accounting.

Privacy Parameters. A key motivation of benchmarking is to establish a common
basis for comparison. However, in the context of differential privacy (DP), this comparison
becomes more complex due to the introduction of two hyperparameters in the evaluation
of image classification tasks. Consider a scenario where one method achieves 85% accuracy
at ¢ = 1, while another reaches 90% at € = 2 on the same private dataset. Determining
which method is "better” is not straightforward. To address this challenge, we standardize
our approach by fixing the € values to 1, 3,5, and 8. This does not invalidate other values
of €, but covers low and high privacy regimes and provides an acceptable range. For 4, we
adopt a consistent method across experiments: we set it to the largest power of 10 that does
not exceed the inverse of the training set size. It is worth noting that in many settings,
substantial increases or decreases in ¢ often have only a minor impact on the e value.
This standardization allows for more meaningful comparisons across different methods and
datasets, providing a clearer picture of the trade-offs between privacy and accuracy in DP
image classification.

4.4 Leaderboard

Leaderboards have long been a cornerstone of progress in non-private machine learning,
serving as benchmarks for performance and catalysts for innovation'. These platforms
provide researchers with standardized comparisons and historical records of advancement.
However, in the realm of Differentially Private Machine Learning (DPML), such a unifying
platform has been notably absent.

1See e.g. paperswithcode.com/sota
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Creating a leaderboard for DPML presents unique challenges not encountered in non-
private machine learning. The primary difficulty lies in result verification. Unlike non-
private models where performance can be easily validated, DPML requires rigorous math-
ematical proofs to ensure that submitted methods truly operate within their claimed pri-
vacy budgets. This verification process must account for various factors including privacy
parameters, accounting mechanisms, and the nature of public data utilized. To address
these complexities, the leaderboard? implements a community-driven verification system.
New submissions are initially marked as unverified, and the broader research community
is encouraged to scrutinize and validate claims through a transparent process facilitated
by GitHub pull requests.

Transparency and openness are core principles of this DPML leaderboard. Contributors
are encouraged to open-source as much of their work as possible, including code, pretrained
model weights, and mathematical proofs. This approach fosters trust and reproducibility
while providing valuable resources to the community, especially benefiting newcomers to

the field.

The current focus on private image classification provides a starting point, with po-
tential for future expansion. Subsequent iterations of the leaderboard could incorporate
a wider array of DPML tasks, such as natural language processing, time series analysis,
or federated learning scenarios. This growth would provide a more comprehensive view of
DPML’s capabilities across diverse domains. Additionally, the leaderboard could evolve
to track multiple metrics beyond accuracy, including privacy budget efficiency, model size,
and training time, offering a nuanced view of the trade-offs inherent in privacy-preserving
techniques.

As research in DPML progresses, this leaderboard will likely adapt, potentially incor-
porating new privacy definitions, automated verification tools, and expanding its scope
to cover a broader spectrum of DPML tasks. While the challenges in implementing and

maintaining such a platform are substantial, it has the potential to serve as a valuable tool
for benchmarking and advancing the field of DPML.

2See private-machinelearning.github.io/
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Chapter 5

Experiments and Findings

This section presents our experimental work, exploring various techniques and their efficacy.
We seek to understand the extent to which insights gained from DP image classification
on common datasets like CIFAR-10 and ImageNet apply to the more sensitive domain
of medical images. Additionally, we examine the role of public data in enhancing the
performance on medical datasets. Finally, we aim to determine the level of performance
achievable using DP on these medical datasets across different evaluation scenarios.

We will begin by outlining our experimental setup, including the models employed and
our chosen evaluation metrics. Following this, we will present our baseline results and
analyze their implications. Finally, we will examine whether certain ablations commonly
used in DP research remain relevant and effective in this context.

5.1 Experiment Settings

Our experimental setup, as outlined in Section 4.3, covers a range of privacy constraints
with € € {1,3,5,8}. We fix ¢ based on the private dataset size: 107> for EyePACS and
1079 for CheXpert. Using PyTorch [PGM*19a] and its DPML library, Opacus [YSS*21],
we employ the Adam [KB15] optimizer to avoid hyperparameter tuning on the learning
rate, fixing it on 0.001. However, we still tune the clipping norm, considering values

LAll codes for this project can be found at github.com/mshubhankar/DP-Benchmarks/
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in {0.001,0.01,0.1,1,10}. All experiments maintain a consistent batch size of 1024 and
run for 20 epochs, except for non-private experiments where we implement early stopping
due to overfitting. Notably, private experiments did not exhibit overfitting, likely due to
the regularizing effect of DP-Adam. To ensure robustness, we conduct each experiment
independently three times and report the mean result.?.

Evaluation Metrics The Area Under the Curve (AUC) is a widely used performance
metric in machine learning, particularly for binary classification problems [Bra97]. It rep-
resents the area under the Receiver Operating Characteristic (ROC) curve, which plots the
True Positive Rate (TPR) against the False Positive Rate (FPR) at various classification
thresholds. The AUC ranges from 0 to 1, where a value of 1 indicates perfect classification,
0.5 represents random guessing, and values below 0.5 suggest worse-than-random perfor-
mance. One of the key advantages of AUC is its insensitivity to class imbalance, making
it particularly useful when dealing with datasets where one class significantly outnumbers
the other. The AUC can be interpreted as the probability that the model will rank a ran-
domly chosen positive instance higher than a randomly chosen negative instance, providing
a measure of the model’s ability to discriminate between classes across all possible classifi-
cation thresholds [Faw06]. We use the AUC metric for assessing results on the CheXpert
and EyePACS datasets. For the CIFAR-10 dataset, we use the accuracy metric. These
choices align with the commonly accepted evaluation practices for each respective dataset
in the machine learning community.

5.2 Models

ScatterNets ScatterNets [OM14] are convolutional neural networks (CNNs) that utilize
pre-defined wavelets for their architecture and filters, as opposed to learning them. In other
words, the features are “hand-crafted” rather than learned from data, and so use neither
public nor private data. Tramer and Boneh [TB21] employ this architecture for DP image
classification. Once handcrafted features are extracted, the classifier uses DP-SGD and
normalization techniques to train the final model. They demonstrate compelling results on
MNIST and CIFAR-10, particularly for small values of e. What sets this concept apart is

2Experiments were run on NVIDIA A100 80GB PCle GPUs.
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its shallowness and complete data independence, making it compatible with differentially
private learning. We exclusively use ScatterNets without any public data.

Wide-ResNets Wide-ResNets [ZK16] are powerful Residual Network (ResNet) [HZRS15]
models that minimize gradient vanishing and exploding problems by “widening” the mod-
els instead of deepening them. By adding a widening factor, [ZK16] multiply the number of
features in the convolutional layers of the original ResNet architecture. De et al. [ DBH"22]
reach the best results on CIFAR-10 by taking a Wide-ResNet with 28 convolutional layers
and widening factor of 10 (WRN-28-10). For pre-training, they use ImageNet1k [RDST15]
downsampled to 32x32 and augmented with random flipping, mirror padding, and random
cropping. Then, they privately fine-tune it on the CIFAR-10 dataset. To have a fair com-
parison, we keep all the settings they used, namely using weight standardization [BDS21a]
and replacing all batch normalization layers with group normalization ones. Their mod-
els along with their pre-trained weights are available in JAX?®. By utilizing their identical
pre-trained model, we aim to study whether their proposed state-of-the-art holds for our
proposed datasets.

CLIP-based models. CLIP [RKH*21] is a popular contrastive learning pre-training
technique, which allows one to jointly train a language and image encoder, bridging the
gap between natural language and visual understanding. CLIP has been observed to enable
robust zero-shot image classification when pre-training on very large Internet datasets. It
does so by training on a very large corpus of image-text pairs gathered from the internet.
We use two ViT [DBK*21] models pre-trained using CLIP: OpenAl’s ViT-B/16, which
is pre-trained on the proprietary WeblmageText (WIT) dataset, and OpenCLIP’s ViT-
G/14 model (pre-trained on LATON-2B [SBV22]).* Both these models consist of multiple
vision transformer layers that contain a multi-head attention mechanism followed by a
feed-forward neural network. The two models differ extensively on the size of the model
and image patch size that is used for dividing the image into sections during processing.
The B/16 model has 12 transformer layers with 16 patch size and the G/14 model consists
of 48 layers and 14 patch size. For zero-shot experiments, we use these models as-is.
For other experiments, we first pass the datasets into the CLIP model and store its image

3https://github.com/google-deepmind/jax_privacy/
4https://github.com/mlfoundations/open_clip
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representations. Then we train two models, logistic regression and a two-layer linear neural
network (TLNN) on top of these features using DPSGD. We exclusively use CLIP-based
models with their respective public pre-training datasets.

5.3 Main Findings

The following section outlines some findings from our empirical study. All results can be
found in Appendix A

5.3.1 Improvements from pre-training are not uniform across
datasets and depend on the private data.

To investigate the impact of different public datasets on downstream tasks, we conducted
experiments across various settings, as illustrated in Figure 5.1. For simplicity, we present
only the Scatternet+Linear results for scenarios without public data, as this consistently
outperforms training WideResnets from scratch.

Our EyePACS experiments reveal a clear trend: fine-tuning always improves performance.
In the zero-shot setting, where ViT models are unexposed to private data, the AUC is
50.73%, indicating near-random classification. However, relaxing privacy constraints by
increasing ¢ and adding a tunable final layer significantly boosts performance, with AUC
reaching 63.42% and 63.9% for ViT-G/14 and ViT-B/16, respectively.

Notably, outside the zero-shot setting, the Scatternet model consistently underperforms,
underscoring the benefits of pre-training for the EyePACS dataset. The relative perfor-
mance ranking of different models remains largely consistent across € values, with one ex-
ception: Moving towards less private settings, the advantages of the pre-trained ViT-G/14
become more pronounced, particularly between ¢ = 1 and € = 3, where its performance
approaches that of the Wide-ResNet+Linear model.

Building on our analysis of EyePACS, we now turn our attention to the CheXpert
dataset. The zero-shot settings for CheXpert similarly yield results approximating ran-
dom classification. As expected, the addition of a tunable final layer significantly enhances
model performance. Interestingly, this improvement is more pronounced than what we
observed with EyePACS, suggesting that the LAION-2B and WIT datasets may be more
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Figure 5.1: Improvements from pre-training depend on the private data: Public data
consistently benefits EyePACS, while ViT-G/14 without full fine-tuning yields the best
results on CheXpert.

suitable as public datasets for CheXpert classification compared to EyePACS. When com-
paring models that extract features and tune only a single layer, ViT-G/14 demonstrates
superior feature extraction capabilities for CheXpert. However, the fully fine-tuned Wide-
ResNet model outperforms ViT-G/14 in overall performance. It is important to note that
this comparison isn’t entirely fair, given that Wide-ResNet undergoes complete fine-tuning
while ViT-G/14 does not. Therefore, this performance difference does not necessarily indi-
cate that Wide-ResNet is inherently better suited for CheXpert tasks. Notably, for smaller
e values, which represent stricter privacy constraints, ViT-G/14 emerges as the superior
model when considering only linear fine-tuning. This observation highlights the model’s
efficiency in extracting meaningful features while maintaining strong privacy guarantees.

5.3.2 Increased privacy budget enhances pre-training benefits

Our examination of the CheXpert experiments reveals interesting patterns across different
privacy budgets. At ¢ = 1, the strictest privacy setting, the Scatternet linear model out-
performs other approaches, as shown in 5.2. This result aligns with Tramer and Boneh’s re-
search, demonstrating that ScatterNets excel under stringent privacy conditions, although
the absolute performance here is lower than their CIFAR-10 findings.

However, this advantage diminishes as we relax privacy restrictions. At e=3, we observe a
substantial performance boost in the ViT-G/14 model, surpassing the Scatternet results.
This suggests that the benefits of pre-training on public datasets become more pronounced
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Figure 5.2: Pre-training public data is more beneficial with higher ¢ values. For CheXpert,
ScatterNet performs better at smaller ¢ values, while pretrained models show marginal
improvements at larger € values. Similarly, for EyePACS, CLIP ViT-G/14 linear performs
better as ¢ value increases.

as privacy constraints are relaxed. The ViT-B/16 linear model, while initially underper-
forming, gradually narrows the gap with increased € values, though it never quite matches
the Scatternet model’s performance.

The EyePACS task presents a different scenario. Here, the Scatternet model’s perfor-
mance is less impressive, likely due to EyePACS’ size being approximately one-sixth of
CheXpert’s, and the high dimensionality of Scatter features. This combination makes it
challenging to balance complexity with private training requirements.

For EyePACS, the Wide-ResNet+Linear model consistently outperforms others across all &
values. Its performance remains high and stable, with limited improvement as ¢ increases,
suggesting it achieves near-optimal results even under strict privacy constraints.

The strong performance of Wide-ResNet from the outset aligns with our earlier obser-
vation that pre-trained models seem particularly beneficial for EyePACS. Notably, while
Wide-ResNet maintains its advantage, ViT-G/14 shows more substantial improvements
as the privacy budget increases, indicating its potential in scenarios with relaxed privacy
constraints.
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5.3.3 CIFAR-10 success is not a proxy for benchmark progress

The advancements in differentially private machine learning on CIFAR-10 paint an overly
optimistic picture when contrasted with performance on more complex, real-world datasets.
Take, for instance, the ViT-G /14 model: Despite achieving a near-perfect 99.75% AUC on
CIFAR-10, it falls short on EyePACS with a 50.73% AUC and on CheXpert with a 59.11%
AUC. Similarly, while Wide-ResNet demonstrates strong performance on CIFAR-10 with a
94.7% AUC at € = 1, its effectiveness diminishes considerably on CheXpert (78.46% AUC)
and EyePACS (69.34% AUC) under the same privacy constraints.

This performance gap underscores a critical insight: techniques and models that excel
on CIFAR-10 may not have the same advantages when applied to more diverse and chal-
lenging datasets like EyePACS and CheXpert. As we analyze some ablations in the next
section, it will become evident that the successful strategies on CIFAR-10 do not consis-
tently produce similar benefits across different medical image datasets. Additionally, the
different outcomes between EyePACS and CheXpert emphasize the need for caution when
generalizing DPML methods, reminding us that celebrated approaches in private image
classification are not universally applicable across all settings and datasets.

5.4 Revisiting Ablations

Our investigation builds upon the groundbreaking work of [DBH'22], which involves one
of the most extensive ablation studies for differentially private image classification. Their
research on CIFAR-10 demonstrated significant improvements, elevating accuracy from
50.8% to 79.7% through a combination of techniques including using group normalization,
large batch sizes, weight standardization, augmentation multiplicity, and parameter aver-
aging.

We sought to extend this analysis to our own architectures, namely CLIP-basd ViTs and
ScatterNets, while maintaining a fixed privacy budget of ¢ = 3. Our methodology involves
replicating [DBHT22]’s sequence of ablations, with a key distinction: we only retain tech-
niques that demonstrate clear benefits in our context.

Our findings reveal a more nuanced picture than the uniformly positive results observed in
the original study on CIFAR-10. The effectiveness of these techniques varied significantly
across different parameters and scenarios in our experiments. A breakdown of the results
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Figure 5.3: Normalization generally improves the final performance of all models. The
yellow bars correspond to groups of 8 and 9, while the gray bars correspond to groups of
16 and 27 for CLIP-ViTs and ScatterNet, respectively. (The choice of 27 over 81 is due to
its superior performance.)

is available in the Appendix A.

Normalization. Normalization techniques play a crucial role in deep learning, partic-
ularly in computer vision architectures where batch normalization (BatchNorm) [IS15]
layers are often seen. However, BatchNorm poses challenges in DP-SGD due to its mix-
ing of representations across samples, which complicates privacy loss analysis [YSST22].
To address this incompatibility, alternative normalization methods have been proposed
for differentially private learning [TB21, DBH"22, BDS"23, DFAP21]. Group normaliza-
tion (GroupNorm) [WH18] divides channels into groups and normalizes within each group,
operating independently of batch size. This independence makes it suitable for privacy-
preserving scenarios, as it does not need to access the mean and variance of the private data.
Another approach is data normalization (DataNorm) [SS20], which normalizes activations
using pre-computed statistics from the training data, maintaining sample independence
crucial for differential privacy. It is important to note that the per-channel means and
variances must be privately estimated, and this poses a computational overhead. We use
Gaussian noise with (o = 8) to calculate the estimations for all runs. These techniques
enable effective normalization in DP-SGD without compromising privacy guarantees.

For the CLIP ViT models, we experiment with 8 and 16 groups. For Scatter features,
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Figure 5.4: Evaluating augmentation multiplicity by adding 4 and 8 augmentations of each
image in the training data. Augmentation multiplicity helps in general for CheXpert but
not for EyePACS.

we use 9, 27, and 81 groups, following [TB21]. In Figure 5.3, we see that normalization
demonstrates benefits across various techniques and datasets, though its impact varies
depending on the specific dataset and architecture. The EyePACS dataset shows partic-
ularly notable improvements with normalization, especially when using Scatter features.
This is likely due to the large gradients of its features, as evidenced by the highest per-
formance achieved with the largest clipping norm in experiments using this dataset. For
CLIP features, normalization remains beneficial, again more on EyePACS, with group nor-
malization yielding the best results. The impact on CLIP features, while significant, is not
as pronounced as with Scatter features. CheXpert demonstrates only minor improvements
with normalization. For Scatter features on CheXpert, group normalization produces the
best results, suggesting that CheXpert’s Scatter features have smaller gradients compared
to EyePACS and CIFAR-10. This moderation in gradient size likely explains the reduced
impact of data normalization on CheXpert. An interesting observation is that normal-
ization appears most effective in cases where models exhibit larger unclipped gradients.
This suggests that data normalization can effectively manage large gradient magnitudes,
particularly when gradient clipping underestimates the actual gradient norms.

Larger Batch Size. The effect of larger batch sizes in differentially private training
has been established through both theoretical research [BFGT20, TTZ14] and empirical
studies [AGGT™21, DBH"22]. One thing to note is [DBH*22]’s warning about larger batch

28



sizes: It can lead to overfitting, and increased overfitting can indicate a rise in privacy
leakage [YSS™21]. While DP inherently provides generalization bounds that prevent over-
fitting for small £ values [DSST15, BNST16], these bounds degrade rapidly as ¢ increases.
Our experiments revealed varying impacts across different datasets when scaling the batch
size from 1024 to 4096. CheXpert showed improvements in four out of five experiments,
while EyePACS demonstrated no significant benefits. Getting different results could be
due to the difference in dataset sizes since CheXpert’s training set is approximately six
times larger than EyePACS. Consequently, with a fixed number of epochs, EyePACS expe-
rienced fewer model update steps, potentially leading to underfitting. Interestingly, when
we extended the number of epochs for EyePACS, we observed positive effects from larger
batch sizes, particularly when using the ScatterNet model. These findings highlight the
complex relationship between batch size, dataset characteristics, and model performance
in differentially private training scenarios.

Weight Standardization Weight Standardization (WS) is a technique designed to im-
prove the training of convolutional neural networks by normalizing the weights of convolu-
tional layers [QWL'19]. It operates by standardizing the weight tensor to have zero mean
and unit variance before the convolution operation. WS aims to reduce internal covariate
shift and stabilize the optimization process, potentially leading to faster convergence and
improved generalization [HMT*17]. When combined with other normalization techniques
like Batch Normalization, WS has shown particular effectiveness in tasks with limited data
and in training very deep networks [QWLT19]. We apply this ablation specifically to the
ScatterNet+CNN model, as it is the only configuration in this study that incorporates
CNNs. We observe that WS does not help with EyePACS but helps with CheXpert and
CIFAR-10. In line with observations from previous studies [BDS21b, DBH"22], our results
suggest a positive correlation between group normalization and Weight Standardization.
However, due to the limited scope of our experiments, we cannot draw definitive conclu-
sions.

Augmentation Multiplicity. Data augmentation is a crucial technique in computer
vision that artificially expands the training dataset by applying various transformations
to existing images [SK19]. These techniques especially affect over-parameterized models.
They help improve model generalization by exposing the network to a wider range of image
variations, thereby reducing overfitting [PW17]. The effectiveness of data augmentation
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varies depending on the specific task, dataset, and model architecture.

In their DP-SGD experiments, [DBH"22] observed that using only one augmentation per
example reduced both training and validation accuracy. Their analysis is that this hap-
pens because data augmentation increases gradient variance, necessitating more training
iterations. They take inspiration from non-private work in the field, where multiple aug-
mentations per example have been shown to enhance performance. However, using multi-
ple augmentations in DP-SGD typically raises the privacy cost, as each augmented image
would require a separate gradient calculation. To counter this, they average the gradients
of different augmentations for the same example before clipping. This approach keeps the
privacy cost unchanged.

Following their work, we apply a sequence of augmentations to our benchmark datasets:
reflect padding, random cropping, and random horizontal flipping. They find that 16 aug-
mentations yield the best result on CIFAR-10. Since our benchmark datasets are larger
and don’t have as much computational resources, we only evaluate 4 and 8 augmentations
per example. Our results are again in contradiction with theirs, as augmentations gener-
ally benefit CheXpert but not EyePACS. It is possible that creating data augmentations
specific to each dataset (e.g. instead of "random cropping”, do something that would make
more sense to the nature of the dataset) could yield better results.

Parameter Averaging The differential privacy guarantees of DP-SGD are based on the
assumption that all interim parameter values generated during the training process can be
safely disclosed. As a result, techniques that involve averaging these parameters do not
introduce any additional privacy concerns or costs. Because of this, [DBH'22] suggests
using exponential moving average (EMA) [PJ92] of all the parameters in the model. EMA
is a type of moving average that gives more weight to recent data points, improving model
stability and performance. Our findings show this ablation, similar to previous ones, does
not universally help and only occasionally improves performance.

30



Chapter 6

Conclusions and Future Work

6.1 Concluding Remarks

This thesis has explored differentially private machine learning techniques for image clas-
sification, with a particular emphasis on privacy-critical domains such as medical imaging.
Our research has yielded significant findings and contributions to the field.

We have proposed a set of standardized settings for benchmarking DP image classifica-
tion, providing a consistent framework for evaluating and comparing different techniques,
with a focus on medical imaging as a privacy-sensitive domain. To facilitate ongoing re-
search and development, we have established a leaderboard for tracking progress on image
classification benchmarks under differential privacy constraints.

Our experimental investigation revealed important insights into the effectiveness of DP
ML techniques. We found that methods which have shown great success in certain con-
texts are not universally effective across all datasets and architectures. Notably, progress
on standard benchmarks like CIFAR-10 does not necessarily translate to improved per-
formance on benchmark datasets. This finding underscores the importance of developing
different approaches when it comes to private data.

While it is challenging to design universally effective techniques, our work highlights
that significant opportunities remain for new ideas and methods to advance the field of
private image classification. However, it is crucial to note that our experiments were
conducted on a limited number of datasets and architectures. Therefore, while our findings
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provide valuable insights, they should not be interpreted as definitive conclusions for the
entire field of DP image classification.

6.2 Future Work

Based on our findings and the current state of the field, we propose several directions for
future research. While our work focused on image classification, future research should
explore benchmarks in other areas such as Natural Language Understanding and Genera-
tion. This expansion would provide a more comprehensive understanding of DPML across
diverse applications.

To ensure fair comparisons and push the boundaries of performance, future work should
investigate the use of more advanced model architectures. For instance, experiments using
the NFNet-F7 [BDSS21] model pre-trained on ImageNet-1k could be compared with our
WideResnet experiments. We encourage the privacy research community to build upon our
baseline experiments by exploring different models and working to improve performance
further. This collaborative effort will be crucial in advancing the field of differentially
private machine learning.

Future research should also extend to a wider range of datasets, both within and beyond
the medical domain. This exploration will help in understanding the generalizability of DP
ML techniques and identifying domain-specific challenges. Given our finding that progress
on standard benchmarks doesn’t always translate to medical images, future work should
be mindful of the privacy guarantees they provide, and what it really means. This could
involve developing techniques that are more adaptable across different domains or creating
specialized approaches for privacy-critical areas.

The continued maintenance and updating of the leaderboard we've established will
be crucial for tracking long-term progress in the field and identifying emerging trends or
breakthroughs. This ongoing effort will provide valuable insights into the evolution of DP
ML techniques over time.

In conclusion, while our work has provided valuable insights and benchmarks for DP
image classification, it also highlights the need for continued research and innovation in
this critical area of privacy-preserving machine learning. The field remains ripe for new
ideas and approaches that can push the boundaries of what’s possible in private image
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classification across various domains and architectures. As we move forward, the collective
efforts of the research community will be essential in addressing the challenges and oppor-
tunities identified in this thesis, ultimately advancing the state of the art in differentially
private machine learning.
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Appendix A

All Experiment Results

Table A.1: Test AUC evaluation for EyePACS at different privacy regimes.

Baselines

include ScatterNet (SN), WideResNet (WRN) and CLIP models on datasets with different
public data pre-training. The SOTA is due to [VMBI19].

Public data

Model

Test AUC (%)

e=1 e=3 =95 e=28 € =00
None SN + CNN 55.024+0.12 57.1+£0.38 57.13+0.1 57.34+0.34 68.81 +0.5
None SN + Linear  55.59+0.27 57.29+0.37 57.44+0.26 57.654+0.10 69.70 0.1
None WRN (Scratch) 55.51 56.49 56.83 57.79 62.15
IN-32 WRN + Linear 67.73 £0.15 68.6840.05 68.91+0.10 69.10+£ 0.03 73.25
IN-32 WRN (Full) 69.34 +1.09 79.21 £0.83 79.84 £0.27 80.78 +£0.38 83.66
WIT B/16 + Linear 63.9+0.04 65444+0.04 66.1+£0.05 66.6+0.12 69.93+0.0
WIT B/16 + TLNN 65.12+0.04 67.89 £0.06 69.224+0.1 69.84 +0.02 70.544+0.0
LAION G/14 + Linear 63.42+0.17 66.54 +£0.04 68.07+0.2 69.03+0.06 69.88 £ 0.2
LAION G/14 + TLNN 65.474+0.02 70.30+0.13 71.74+03 723+0.19 73.36£0.1.
IN-1K SOTA - - - - 95.1

IThe authors use an ensemble of five models.
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Table A.2: Test AUC evaluation for CheXpert at different privacy regimes. Baselines
include ScatterNet (SN), WideResNet (WRN) and CLIP models on datasets with different
public data pre-training. The SOTA is due to [BDS*23](Private) and [YYSY21](Non-
Private).

Test AUC (%)

Public data Model p— p— p— p— p—
None SN + CNN 78164+ 0.22 79.15+0.26 79.16 £0.18 79.68 +0.04 80.65 % 0.
None SN + Linear 77.43+0.15 77.95+0.31 78.18+0.09 7830+£0.06 78.9440.
None WRN (Scratch) 76.87 77.79 77.92 78.75 87.28
IN-32 WRN + Linear 74.95+0.15 75.29+0.07 75.31 +0.08 75.52+0.16 75.84
IN-32 WRN (Full) 78.46 £ 0.07 79.40 +1.57 80.98 £0.42 82.62+0.94 87.57
WIT B/16 + Linear 75.03+0.03 76.05+0.19 76.29+0.06 76.88+0.12 76.89+0.
WIT B/16 + TLNN  77.28 £0.19 78.21+0.07 78.33+0.04 78.54+0.06 78.56+0.
LAION G/14 + Linear 77.28+£0.19 79.32+£0.08 80.02+0.12 80.42+0.05 80.48 £ 0.
LAION G/14 + TLNN  80.63+0.4 81.80£0.06 82.25+0.02 82.27+0.0.4 82.28+0.
IN-21K SOTA 86.3 - - 89.2 -
IN-1K SOTA - - - - 93 1

Table A.5: Studying the impact of augmentation multiplicity, we find that it consistently
improves performance for CIFAR-10. However, looking at EyePACS and CheXpert, we
observe inconsistent behavior, except that it generally seems to reduce performance with
EyePACS. ”Best so far” refers to the baseline plus all previously effective ablations listed
in Table A.6

Dataset Model Best So Far ~ +Augmult(4) +Augmult(8)
EyePACS SN + CNN 66.35 +0.12  65.69 £ 0.42 65.36 = 0.19
EyePACS B/16 + L 69.52 £ 0.08  69.04 £ 0.05 68.99 £0.11
EyePACS B/16 + TLNN 69.55 +£0.06 (9.24 +0.08 69.35 £0.2
EyePACS G/14 + L 72.04 £0.03 71.45 £0.37 71.36 £0.24
EyePACS G/14 + TLNN  73.07+0.05 73.07 £0.05 73.02+0.07
CheXpert SN + CNN 82.11 £0.29 81.41 £0.3 81.39 £0.41
CheXpert B/16 + L 78.42 £0.07 78.58+0.04  78.65 % 0.1
CheXpert B/16 + TLNN  78.86 £0.1 7891 +0.04 78.97 £ 0.12
CheXpert G/14 + L 81.76 £0.05 82.0440.14 81.9+0.19
CheXpert G/14 + TLNN 81,8 £ 0.06 81.06 £ 0.04 81.03 £0.1

CIFAR-10 (ACC) SN + CNN 68.96 £ 0.26 69.07 £ 0.2 69.16 £ 0.08
CIFAR-10 (ACC)  B/16 + L  99.75(94.57)  99.76(94.68) 99.77(94.76)
CIFAR-10 (ACC) B/16 + TLNN  99.76(94.55)  99.78(94.75)  99.79(94.81)




Table A.3: Studying the impact of normalization for CLIP ViT models, we find that nor-
malization generally improves performance, but the effectiveness depends on the architec-

ture and dataset. Normalizations marked in red indicate a drop in performance compared

to the baseline.

Dataset Model Baseline DataNorm GroupNorm8  GroupNorm16
EyePACS B/16 + Linear  65.44 + 0.04 68.2 £ 0.04 69.28 +£0.06 69.52 £ 0.08
EyePACS B/16 + TLNN  67.89 £0.06  68.86 +0.03 69.55 +£0.06 69.41 +0.04
EyePACS G/14 + Linear  66.54 +£0.04 72.04 4 0.03 72.01 £0.04 71.78 £0.01
EyePACS G/14 + TLNN 70.30£0.13 72.66 & 0.03  72.14+0.17 72.12 £ 0.31
CheXpert B/16 + Linear  76.05+0.19 7831+£0.04 78.35+0.05 78.03+0.1
CheXpert B/16 + TLNN 7821 4+0.07  78.42 4 0.07 78.5 4+ 0.02 78.86 + 0.1
CheXpert G/14 + Linear 79.324+0.08 81.6 £0.01  81.55+0.05 81.18 = 0.2
CheXpert G/14 + TLNN 81.80 £ 0.06 80.48 4+ 0.33 81.37 +£0.1 81.47 +0.17
CIFAR10 CLIP + Linear  99.64(93.91) 99.76(94.41) 99.75(94.43)  99.75(94.57)
CIFAR10 CLIP 4+ TLNN  99.69(94.10) 99.74(94.15) 99.74(94.36)  99.75(94.51)

Table A.4: Studying the impact of normalization for ScatterNet + CNN, we observe that
normalization consistently improves performance. Data normalization tends to outperform
group normalization for EyePACS and CIFAR-10, particularly due to the large gradients

of their Scatter features.

Dataset Baseline DataNorm GroupNorm9 GroupNorm27 GroupNorm81
EyePACS (AUC) 57.14+0.38 66.35+0.12 60.34+0.22 6241 +0.24 63.68 £0.15
CheXpert (AUC) 79.15+£0.26 80.74+0.62  79.53+£0.28  80.99 + 0.08 80.72 +0.35
CIFAR-10 (Acc) 55.18 £0.28 68.29 +0.17 65.97£0.13  66.26 £0.11 66.45 £+ 0.45
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Table A.6: Studying all ablations together, we observe an almost consistent improvement

in performance for CIFAR-10, whereas this pattern is not observed with the other datasets.

Dataset Model Best Norm +Larger Batch +WS +Best Augmult +EMA
EyePACS SN + CNN 66.35 66.24 +0.23  65.81 65.69 +0.42  66.65 £ 0.16
EyePACS B/16 + L 69.52 68.95 + 0.24 - 69.04 + 0.05 69.09 4+ 0.12
EyePACS B/16 + TLNN 69.55 69.16 £+ 0.28 - 69.24 + 0.08 69.3 +0.21
EyePACS G/14 + L 72.04 71.59 4+ 0.24 - 71.454+0.37 71.29 +£0.17
EyePACS G/14 + TLNN 72.66 73.07 & 0.06 - 73.07 £ 0.05 73+ 0.03
CheXpert SN + CNN 80.99 81.54 +0.34 82.11 81.414+0.3 82.24 4+ 0.22
CheXpert B/16 + L 78.35 78.42 +£0.07 - 78.65 = 0.1  78.65 £+ 0.04
CheXpert B/16 + TLNN 78.86 78.86 £ 0.1 - 78.97 £ 0.12 79.01 0.1
CheXpert G/14 + L 81.6 81.76 £0.05 - 82.04 + 0.14 82.01 +0.05
CheXpert G/14 + TLNN 81.8 81.04 4+ 0.16 - 81.06 + 0.34 81.14 4+ 0.26
CIFARI10 B/16 + L 94.57 99.74(94.49) - 99.77(94.76)  99.76(94.67)
CIFAR10 B/16 + TLNN 94.51 99.76(94.55) - 99.79(94.81)  99.78(94.76)
CIFAR-10 SN + CNN 68.29 66.47+0.31 6896 69.16 +=0.08  68.07 £ 0.24
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