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Abstract

Recent advances in machine learning (ML) have been largely fueled by models trained
on extensive internet-collected datasets. While this approach has yielded remarkable capa-
bilities, it introduces critical vulnerabilities: training data can be untrustworthy, containing
harmful content or becoming susceptible to data poisoning attacks. In such scenarios, model
behavior can be maliciously altered, resulting in reduced test performance for classifica-
tion models or the replication of copyrighted materials for generative models. This thesis
examines the influence of untrusted training data on machine learning training dynamics
through two crucial perspectives: the ML developer’s lens, focusing on model integrity,
and the data owner’s viewpoint, addressing privacy and copyright concerns.

Specifically, this thesis analyzes the impact of data in the wild from both theoretical
and empirical perspectives. The first part formulates data poisoning attacks (specifically,
accuracy degradation attacks) as bi-level optimization problems, also known as Stackel-
berg games. It provides a viable algorithm to poison modern machine learning models,
particularly neural networks, which demonstrate significantly greater robustness to such
attacks compared to traditional linear models.

The second part investigates this robustness distinction and develops a principled theo-
retical framework for understanding the effectiveness boundaries of data poisoning attacks
across various scenarios. Given some clean training data, a target model, and malicious
parameter objectives, this theoretical tool determines the minimum amount of poisoned
data required to achieve these parameters, thereby quantifying the fundamental limits of
data poisoning attacks.

Building upon the understanding of data poisoning attacks in supervised settings (i.e.,
classification tasks), this thesis further examines their threats in two realistic machine
learning pipelines. The third part presents the first comprehensive analysis of data poi-
soning attacks against pre-trained feature extractors—components frequently utilized for
various downstream ML tasks, such as adapting large models to medical data. This anal-
ysis reveals that drastic domain shifts can significantly increase ML models’ vulnerability
to data poisoning attacks, necessitating more robust countermeasures.

The final section examines the role of harmful data in generative models, specifically
focusing on advanced latent diffusion models for text-to-image generation tasks. Copyright
infringement concerns arise when such models produce outputs substantially similar to
copyrighted training data. This section introduces a novel scenario termed “disguised
copyright infringement” incurred by targeted data poisoning attacks, providing a thorough
description of potential attack vectors and corresponding defensive strategies.
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Chapter 1

Introduction

1.1 Motivation

Machine learning (ML) models have achieved remarkable success in recent years, especially

in the domains of large language models (e.g., GPT-4 (Achiam et al. ), DeepSeek-Vv2
(A. Liu et al. )), multimodal models (e.g., Gemini (Team et al. )), and text-to-
image generative models (e.g., Latent Di usion (Rombach et al. )). The exceptional

performance of these models largely stems from the availability of vast training datasets,
typically obtained by scraping extensive internet data using tools such as Common Crawl
The advent of self-supervised learning methods such as CLIP (Radford et al. ) has
enabled the e cient processing of extremely large training corpora for machine learning
model development without the computational burden of intensive human annotation.

However, this seemingly innocuous data collection process harbors signi cant vulnera-
bilities. Adversaries can inject poisoned data into clean training sets to maliciously alter
ML model behavior. Perhaps surprisingly, such attacks can be executed with alarming
ease. an adversary can poison approximately 40,000 samples of LAION-5B (Schuhmann,

Beaumont, et al. ) a commonly used web-scale dataset that trains latent di usion
models (Rombach et al. ) with a minimal budget of just 60 USD (Carlini, Jagielski,
et al. ).

This vulnerability largely stems from the structural characteristics of web-scale datasets.
For instance, to conserve storage space, LAION-5B contains domain names (URLS) rather
than actual data (images). While e cient for storage, this design choice introduces a
critical security aw, as acknowledged by the dataset creators:

"The dataset is reliant on links to the World Wide Web. As such, we are unable
to o er any guarantees of the existence of these samples. Due to the size we
will also not be able to o er archives of the current state eithef.

Ihttps://commoncrawl.org/
2Quote from https://laion.ai



Consequently, domains in LAION-5B may expire over time. My independent investi-
gation, involving random sampling of 50,000 images from the original dataset across eight
iterations, revealed that approximately one-third of the links had expired on average. Ad-
versaries can exploit this vulnerability by purchasing expired domains at minimal cost to
inject arbitrary poisoned data. As a result, any subsequent client downloading this dataset
after such an attack would receive a dataset substantially di erent from the one originally
curated by data annotators.

Moreover, even without the presence of adversaries, such web-scale datasets present
inherent ethical and legal problems. One notable concern is copyright infringement by
text-to-image generative models. For instance, Latent Di usion models have been found
to incorporate artwork by human artists without permission and can produce substantially
similar works during inferencé. These incidents have a ected numerous artists, resulting
in the recent lawsuit Anderson vs. Stability Al LTD (Dist. Court ). Even more
concerning, a recent investigation discovered that LAION-5B contained child sexual abuse
material*, leading to the dataset being completely removed from public access.

These problems are far from new. The formal de nition of data poisoning attacks
dates back to 2006 (Barreno et al. ), while the theoretical foundations of learning in
the presence of malicious errors can be traced to 1988 (Kearns and M. Li ). The
critical point is that these are long-standing technical challenges that appear ubiquitously
across machine learning applications from Microsoft's Twitter chatbot Tay® to Google's
Gmail spam lter®.

These issues pose fundamental challenges from two crucial perspectives. As ML devel-
opers, practitioners cannot con dently deploy trained models when data in the wild may
compromise model integrity. Simultaneously, as data owners, we face legitimate concerns
about unauthorized usage of our data by machine learning systems. The following sec-
tion will outline how this thesis addresses these dual challenges through a comprehensive
analytical framework.

1.2 Trustworthy ML with Data in the Wild

1.2.1 The Scope

Before addressing the aforementioned problems, | must explicitly de ne this thesis's scope.
This work falls within the emerging eld of trustworthy ML, which broadly encompasses

3https://www.nytimes.com/2022/12/31/opinion/sarah-andersen-how-algorithim-took-my-w
ork.html

“https://cyber.fsi.stanford.edu/news/investigation-finds-ai-image-generation-model
s-trained-child-abuse

Shttps://www.bbc.com/news/technology-35890188

Shttps://www.forbes.com/sites/naveenjoshi/2022/03/17/countering-the-underrated-threa
t-of-data-poisoning-facing-your-organization/?sh=1b634de3b5d8
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the development and deployment of machine learning systems that satisfy key properties
ensuring reliability, safety, and alignment with human values and societal norms. Trust-
worthiness in ML spans multiple dimensions, including robustness, privacy, safety, account-
ability, fairness, and transparency. It also intersects with various stages of ML pipelines,
from data collection and training processes to downstream deployment and inference.

Rather than providing a surface-level examination of multiple trustworthiness aspects,
this thesis deliberately focuses on one critical dimension: the impact of untrusted training
data. Specically, | investigate how data in the wild, particularly maliciously crafted
training samples, a ects the optimization of machine learning models and subsequently
in uences their behavior during inference. This focused approach directly addresses the
challenges outlined in the previous section by providing a precise understanding of data
impacts from both theoretical and empirical perspectives. The following paragraphs will
elucidate these complementary dimensions of analysis.

1.2.2 Fundamental Properties of Data Poisoning

Untrusted data manifests in various forms, ranging from the copyrighted content and child
sexual material mentioned previously to more subtle issues such as images with inaccu-
rate annotations. Even meticulously curated datasets like ImageNet (J. Deng et al. )
contain mislabeled images. However, analyzing the impact of these diverse data problems
proves challenging when approached randomly or in isolation. To systematically investigate
their e ects, we require a framework that characterizes the worst-case scenarios and en-
compasses these various issues as special cases. Fortunately, the concept of data poisoning
(Barreno et al. ) provides precisely such a framework, allowing for comprehensive anal-
ysis of untrusted data's impact on machine learning systems. As de ned by the Canadian
Center for Cyber Security:

Data poisoning attack : This type of attack occurs at a machine learning

tool's training phase. Al tools rely heavily on accurate data for training. When

poisoned (inaccurate) data is injected into the training data set, the poisoned
data can lead the learning system to make mistakes

Formulation Data poisoning attacks are classi ed into several categories based on the
speci ¢ behaviors they induce in ML models. We provide a detailed categorization in
Chapter 2. This thesis primarily investigates indiscriminate data poisoning attacks that
aim to reduce the overall test accuracy of ML models, also known as availability attacks
or accuracy-degrading attacks. Such attacks can be formulated as non-zero-sum bi-level
optimization problems or Stackelberg games (Stackelberg ).

"https:/lwww.cyber.gc.ca/en/guidance/artificial-intelligence-itsap00040



Di culties While this formulation has been well-studied for linear settings (Biggio et
al. ; Koh, Steinhardt, et al. ), the actual threat posed by indiscriminate attacks
remains unclear for complex models such as deep neural networks which dominate mod-
ern ML pipelines. The fundamental di culty lies in solving the underlying Stackelberg
game, where measuring the in uence of poisoned data on trained models relies heavily on
second-order information, particularly Hessian-inverse vector products. Such calculations
scale poorly with increasing parameter counts, making their application to deeper models
computationally prohibitive and consequently underexplored in current literature.

Data Poisoning against Neural Networks This thesis (speci cally, Chapter 2) ad-
dresses this challenge by innovatively parameterizing the generation of poisoned data as a
model, enabling the simultaneous creation of thousands of poisoned samples a signi cant
advancement over existing methods that generate poisoned points individually. Chap-
ter 2 introduces the rst e cient attack algorithms speci cally designed for modern neural
networks, facilitating the examination of data poisoning attacks against such models. How-
ever, our investigations reveal a surprising distinction between linear models and neural
networks: neural networks are surprisingly robust to such attacks, with the test accuracy
degradation consistently lower than the adversary's budget (concepts we will de ne pre-
cisely later). Moreover, this impact becomes especially limited when the poisoning set
constitutes only a small fraction of the training data.

The observations above align with the conventional wisdom prevalent in the research
community circa 2022 (when our paper (Lu, Kamath, et al. ), which forms the basis
for Chapter 2, was published): that indiscriminate data poisoning attacks are essentially
harmless to deep neural networks. However, this thesis argues that such conclusions may
be premature, as several fundamental questions remain unresolved:

" Is the limited e ectiveness of these attacks due to the inherent di culty of the prob-
lem, or limitations in our optimization algorithms?

Can we derive a complete theoretical characterization of the relationship between
attack budget and e ectiveness?

How should we de ne the criteria for a successful attack in this context?

What defensive strategies are appropriate against such attacks, and is the default
approach of doing nothing actually su cient?

Understanding the Limitations Consequently, Chapter 3 aims to provide answers to
all of these questions by exploring the end goal of data poisoning attacks: changing model
parametersindirectly through training on clean and poisoned data. Given this mindset,
we can reformulate data poisoning into a two step procedure: (1) setting up the goal



parameters (i.e., a target) we would like to achiefe (2) reaching this target parameter
with data poisoning attacks.

This formulation provides exceptional analytical utility by: (1) rigorously de ning at-
tack success through a distance measure we term reachability ; (2) enabling the design
of a novel data poisoning attack without explicitly solving the bi-level optimization prob-
lem in Chapter 2, an attack that is signi cantly more e cient than previous methods and
achieves state-of-the-art performance in e ectiveness; and (3) facilitating exploration of
the attack budget's role across di erent model architectures. Speci cally, Chapter 3 in-
troduces a novel theoretical framework revealing a surprising phenomenon: for marginal
losses, reaching a target parameter is only possible when the attack budget exceeds an
attack thresholda value readily calculable using clean in-house data, target parameters,
and the corresponding gradient. This attack threshold provides a simple yet complete
characterization of poisoning attack di culty and limitations.

1.2.3 Outsourced Data in Various ML Pipelines

While the preceding sections provide theoretical and empirical insights into indiscriminate
data poisoning attacks, our analysis thus far has been somewhat restricted, focusing solely
on classi cation models trained in an end-to-end supervised learning fashion. In modern
machine learning pipelines, however, numerous other model architectures and training
regimes are commonly employed. This thesis extends our investigation to two speci ¢ ML
pipelines that represent signi cant contemporary applications.

Data Impact on Personalized Tasks Machine learning applications in critical do-
mains such as medical imaging, 3D vision, and scienti ¢ Al frequently encounter challenges
in collecting large-scale labeled datasets. The prevalent approach employs a two-stage pro-
cess: (a) utilizing massive clean unlabeled data to train a genefahture extractor, followed

by (b) ne-tuning this extractor with limited in-domain data for transfer learning. Chap-

ter 3 investigates the threat of indiscriminate data poisoning attacks on transfer learning
scenarios where the feature extractor is obtained through self-supervised learning methods,
particularly contrastive learning (Lu, G. Zhang, et al. ).

Expanding our investigation of indiscriminate data poisoning attacks, Chapter 4 exam-
ines the vulnerability of downstream tasks that employ pre-trained feature extractors. This
chapter introduces two novel attack methodologies: (1) input space attacks, which adapt
existing techniques to craft poisoned data directly in the input space, and (2) feature tar-
geted attacks, which employ a three-stage approach to overcome optimization challenges:
rst acquiring target parameters for the linear head, then identifying poisoned features by
treating learned representations as a dataset, and nally inverting these poisoned features

8We note that such target parameters can be generated by directly perturbing the clean model param-
eters, as we specify in Chapter 3.



back to the input space. Through comprehensive experiments examining these attacks in
common downstream scenarios ( ne-tuning on the same dataset and transfer learning with
domain adaptation), we demonstrate that transfer learning scenarios exhibit signi cantly
higher vulnerability. Our ndings further reveal that while input space attacks pose sub-
stantial threats in the absence of protective measures, feature targeted attacks demonstrate
superior e ectiveness when countermeasures are implemented.

Copyright Infringement in Generative Models Finally, this thesis examines gener-
ative models, with particular focus on text-to-image generative models (speci cally, latent
di usion models (Rombach et al. )). As briey introduced in the motivation section,
these models have already raised concerns regarding copyright infringement through their
capacity to memorize copyrighted training data and subsequently reproduce substantially
similar material during inference when prompted with speci c queries.

Chapter 5 reveals a potentially more serious threat to data owners through targeted
data poisoning attacks, demonstrating how maliciously constructed samples can circumvent
current copyright law protections. Speci cally, we identify a concealed form of copyright
infringement where an adversary can construct a disguise , content that appears drasti-
cally di erent from the copyrighted material, yet still triggers the model to reproduce the
copyrighted content during generation. This scenario represents a signi cant vulnerability
currently overlooked by existing legal frameworks.

This research not only provides a novel perspective on copyright challenges in Gener-
ative Al but also o ers an auditing methodology for detecting such disguised copyright
violations. These contributions are particularly crucial for legal experts and policymakers
tasked with addressing the emerging challenges posed by Al-generated content in copyright
enforcement.

1.3 Outline and Contributions

Each of the remaining chapters is centered around a full-length article where | am the rst
author. The main contributions are summarized as follows:

In Chapter 2:

" We construct a new data poisoning attack based on TGDA that incorporates second-
order optimization. In comparison to prior data poisoning attacks, ours is signi -
cantly more e ective and runs at least an order of magnitude faster.

" We summarize and classify existing data poisoning attacks (speci cally, indiscrimi-
nate attacks) in both theoretical formulations and experimental settings.

" We propose an e cient attack architecture, which enables a more e cient clean-label
attack.



A

We conduct experiments to demonstrate the e ectiveness of our attack on neural
networks and its advantages over previous methods.

In Chapter 3:

N

We formalize the notion of model poisoning reachability as a technical tool to study
model-targeted data poisoning and we derive an easily computable threshold to char-
acterize it.

We quantify the critical role played by the poisoning ratio"q and we establish a sur-
prising phase transition for ML classi ers, explaining seemingly disparate empirical
results obtained with varying"q.

We perform the Gradient Canceling attack on a number of models and datasets to
extensively test our results. With carefully chosen target parameters, we are able to
improve existing indiscriminate data poisoning baselines.

In Chapter 4:

We expose the threat of indiscriminate data poisoning attacks on pre-trained feature
extractors and set baselines on ne-tuning and transfer learning downstream tasks,
where transfer learning is generally more vulnerable to the considered attacks;

We tailor existing attacks (e.g., TGDA, Gradient Canceling attack, and Unlearnable
Examples) to poisoning xed future extractors and empirically identify the scenarios
where they succeed (e.g., without constraints) and fail (with constraints);

We propose new attacks called théeature targeted(FT) attack that involves three
stages to alleviate the challenge of optimizing input space attacks with constraints
and observe empirical improvement.

Finally, we examine unlearnable examples in the context of poisoning xed feature
extractors and identify that a popular UE attack becomes much less e ective on the
downstream tasks.

In Chapter 5:

N

N

We challenge the current access criterion (that copyrighted data is directly included
in the training set) and point out its insu ciency in more delicate cases of copyright
infringement;

We propose an algorithm that demonstrably crafts disguised data to conceal the
content (or concepts) of copyrighted images in the training set;



" We show disguised data contain copyrighted information in the latent space, such
that by netuning them on textual inversion or DreamBooth, or training on LDM,
the model reproduces copyrighted data during inference;

" We propose methods to detect such disguises, which further encourage the expansion
and quanti cation of access in the context of copyright infringement.



Chapter 2

Indiscriminate Data Poisoning Attacks
on Neural Networks

2.1 Preface

Abstract  Data poisoning attacks, in which a malicious adversary aims to in uence a
model by injecting poisoned data into the training process, have attracted signi cant
recent attention. In this work, we take a closer look at existing poisoning attacks and
connect them with old and new algorithms for solving sequential Stackelberg games. By
choosing an appropriate loss function for the attacker and optimizing with algorithms
that exploit second-order information, we design poisoning attacks that are e ective on
neural networks. We present e cient implementations by parameterizing the attacker
and allowing simultaneous and coordinated generation of tens of thousands of poisoned
points, in contrast to most existing methods that generate poisoned points one by one. We
further perform extensive experiments that empirically explore the e ect of data poisoning
attacks on deep neural networks. This chapter sets a new benchmark on the possibility of
performing indiscriminate data poisoning attacks on modern neural networks.

The following sections are adapted from the main paper and appendix of Y. Lu, G.
Kamath, and Y. Yu (2022). Indiscriminate Data Poisoning Attacks on Neural Networks .
Transactions on Machine Learning Research

2.2 Introduction

Adversarial attacks have repeatedly exposed critical vulnerabilities in modern machine
learning (ML) models (Kumar et al. : Nelson et al. ; Szegedy et al. ). As ML
systems are deployed in increasingly important settings, signi cant e ort has been levied

in understanding attacks and defenses towardebust machine learning.



In this chapter, we focus ordata poisoning attacks ML models require a large amount
of data to achieve good performance, and thus practitioners frequently gather data by
scraping content from the web (Gao et al. ; Wake eld ). This gives rise to an
attack vector, in which an adversary may manipulate part of the training data by injecting
poisoned samples. For example, an attacker cactively manipulate datasets by sending
corrupted samples directly to a dataset aggregator such as a chatbot, a spam lIter, or user
pro le databases; the attacker can alsgassivelymanipulate datasets by placing poisoned
data on the web and waiting for collection. Moreover, irffederated learning adversaries
can also inject malicious data into a di use network (Farhadkhani et al. ; Lyu et al.

; Shejwalkar et al. ).

A spectrum of such data poisoning attacks exists in the literature, includintargeted
indiscriminate and backdoor attacks. We focus on indiscriminate attacks for image clas-
si cation, where the attacker aims at decreasing the overall test accuracy of a model by
adding a small portion of poisoned points. Current indiscriminate attacks are most e ec-

tive against convex models (Biggio et al. ; Koh and Liang ; Koh, Steinhardt, et al.
; Shumailov et al. ), and several defenses have also been proposed (Diakonikolas,
Kamath, Kane, J. Li, Steinhardt, et al. ; Steinhardt et al. ). However, existing

poisoning attacks are less adequate against more complex non-convex models, especially
deep neural networks, either due to their formulation being inherently tied to convexity

or computational limitations. For example, many prior attacks generate poisoned points
sequentially. Thus, when applied to deep models or large datasets, these attacks quickly
become computationally infeasible. To our knowledge, a systematic analysis of indiscrimi-
nate data poisoning attacks on deep neural works is still largely missing a gap we aim to

[l in this work.

To address this di cult problem, we design more versatile data poisoning attacks by
formulating the problem as a non-zero-sum Stackelberg game, in which the attacker crafts
some poisoned points with the aim of decreasing the test accuracy, while the defender
optimizes its model on the poisoned training set. We exploit second-order information

and apply the Total Gradient Descent Ascent (TGDA, (Evtushenko ; Fiez et al. ;
G. Zhang et al. )) algorithm to address the attacker's objective, even on non-convex
models.

We also examine the e ectiveness of alternative formulations, including the simpler zero-
sum setting as well as when the defender leads the optimization. Moreover, we address
computational challenges by proposing an e cient architecture for poisoning attacks, where
we parameterize the attacker as a separate network rather than optimizing the poisoned
points directly. By applying TGDA to update the attacker model directly, we are able to
generate tens of thousands of poisoned points simultaneously in one pass, potentially even
in a coordinated way.

In this work, we make the following contributions:

" We construct a new data poisoning attack based on TGDA that incorporates second-

10



order optimization. In comparison to prior data poisoning attacks, ours is signi -
cantly more e ective and runs at least an order of magnitude faster.

A

We summarize and classify existing data poisoning attacks (speci cally, indiscrimi-
nate attacks) in both theoretical formulations and experimental settings.

PN

We propose an e cient attack architecture, which enables a more e cient clean-label
attack.

A

We conduct experiments to demonstrate the e ectiveness of our attack on neural
networks and its advantages over previous methods.

Notation. Throughout this chapter, we denote training data ad, , validation data
as Dy, test data asDs, and poisoned data ad,. We uselL to denote the leader in a
Stackelberg game, for its loss function,x for its action, and for its model parameters (if
they exist). Similarly, we useF to denote the follower,f for its loss function, andw for its
model parameters. Finally, we usé€y as the poisoning budget, namely thajD ] = "4jDyj.

2.3 Background

In this section, we categorize existing data poisoning attacks according to the attacker's
power and objectives and specify the type of attack we study in this chapter.

2.3.1 Power of an attacker

Injecting poisoned samples.  Normally, without breaching the defender's database (i.e.,
changing the existing training dataDy, ), an attacker can onlyinject poisoned data, actively

or passively to the defender's database, such that its objective can be achieved when the
model is retrained after collection. Such a situation may be realistic when the defender
gathers data from several sources, some of which may be untrusted (e.g., when scraping
data from the public Internet). The goal of the attacker can be presented as:

w =w (Dp) 2 argmin L(Dy [D ,;w);
w

wherew is the attacker's desired model parameter, which realizes the attacker's objectives,
andL () is the training loss function (of the defender). We focus on such attacks and further
categorize them in the next subsection.

Perturbing training data. Some work makes the assumption that the attacker can
directly change the training dataDy. This is perhaps less realistic, as it assumes the
attacker has compromised the defender's database. We note that this threat model may
be more applicable in an alternate setting, where the defender wishes to prevent the data

11



from being used downstream to train a machine learning model. This research direction

focuses on so calledinlearnable examplegFowl, Chiang, et al. ; Fowl, Goldblum,
et al. ; H. Huang et al. ; D. Yu et al. ), and has faced some criticism that it
provides a false sense of security (Radiya-Dixit et al. ). We provide more details of

this line of research in Appendix A.2.
In this chapter, we focus on injecting poisoned samples as it is a more realistic attack.

2.3.2 Objective of an attacker

Data poisoning attacks can be further classi ed into three categories according to the
adversary's objective (Cina et al. ; Goldblum et al. ).

Targeted attack. The attacker adds poisoned dateD,, resulting in a modelw
such that a particular target example from the test set is misclassi ed as thbaseclass
(Aghakhani et al. ; J. Guo and C. Liu ; Shafahi et al. ; Zhu et al. ). This
topic is well studied in the literature, and we refer the reader to Schwarzschild et al. ( )
for an excellent summary of existing methods.

Backdoor attack.  This attack aims at misclassifying any test input with a particular
trigger pattern (X. Chen, C. Liu, et al. ; Gu et al. ; Saha et al. ; Tran et al.
). Note that backdoor attacks require access to both the training data as well as the
input at inference time to plant the trigger.

Indiscriminate attack. This attack aims to induce a parameter vectoiw that
broadly decreases the model utility. We consider image classi cation tasks where the
attacker aims to reduce the overall classi cation accuracy. Existing methods make di erent
assumptions on the attacker's knowledge:

" Perfect knowledge attack: the attacker has access to both training and test datB{
and Diest ), the target model, and the training procedure.

~ Training-only attack: the attacker has access to training datdy, , the target model,
and the training procedure (e.g., Biggio et al. ; Koh, Steinhardt, et al. ;
Mufoz-Gonzalez, Biggio, et al. ).

" Training-data-only attack: the attacker only has access to the training dat®; (e.g.,
the label ip attack of Biggio et al. ).

In Appendix A.1 we give a more detailed summary of the existing indiscriminate data
poisoning attacks.

In this work, we focus on training-only attacks because perfect knowledge attacks are
not always feasible due to the proprietary nature of the test data, while existing training-
data-only attacks are weak and often fail for deep neural networks, as we show in Sec-
tion 2.6.
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2.4 Total Gradient Descent Ascent Attack

In this section, we formulate the indiscriminate data poisoning problem and present our
attack algorithm. We rst brie y introduce the Stackelberg game and then link it to data
poisoning.

2.4.1 Preliminaries on Stackelberg Game

The Stackelberg competition is a strategic game in Economics in which two parties move
sequentially (Stackelberg ). Speci cally, we consider two players, a leadeand a
follower F in a Stackelberg game, where the followdt choosesv to best respond to the
action x of the leaderL, through minimizing its loss functionf :

8x 2 X RY% w (x)2 argminf (x;w);
w2W

and the leaderL choosesx to maximize its objective function :

X 2 argmax (x;w (X));
x2X

where(x ;w (x )) is known as a Stackelberg equilibrium. We note that an early work of
W. Liu and Chawla ( ) already applied the Stackelberg game formulation to learning
a linear discriminant function, where an adversary perturbs the whole training set rst.
In contrast, we consider the poisoning problem where the adversary can only add a small
amount of poisoned data to theunperturbedtraining set. Moreover, instead of the genetic
algorithm in W. Liu and Chawla ( ), we solve the resulting Stackelberg game using gra-
dient algorithms that are more appropriate for neural network models. The follow-up work
of W. Liu and Chawla ( ) further considered a constant-sum simpli cation, e ectively
crafting unlearnable examples (see more discussion in Appendix A.2) for support vector
machines and logistic regression. Finally, we mention the early work of Dalvi et al. ( )s
who essentially considered a game-theoretic formulation of adversarial training. However,
the formulation of Dalvi et al. ( ) relied on the notion of Nash equilibrium where both
players move simultaneously while in their implementation the attacker perturbs the whole
training set w.r.t a xed surrogate model (naive Bayes).

When f = ° we recover the zero-sum setting where the problem can be written com-
pactly as:

max min ~(X; w);
x2X w2W

see, e.g., G. Zhang et al. ( ) and the references therein.

For simplicity, we assumeW = RP and the functionsf and = are smooth, hence the
follower problem is an instance of unconstrained smooth minimization.
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2.4.2 On Data Poisoning Attacks

There are two possible ways to formulate data poisoning as a Stackelberg game, according
to the acting order. Here we assume the attacker is the leader and acts rst, and the
defender is the follower. This assumption can be easily reversed such that the defender
acts rst. Both of these settings are realistic depending on the defender's awareness of
data poisoning attacks. We will show in section 2.6 that the ordering of the two parties

a ects the results signi cantly.

Non-zero-sum formulation. In this section, we only consider the attacker as the
leader as the other case is analogous. Here recall that the follovie(i.e., the defender)
aims at minimizing its loss functionf = L(Dy [D p;w) under data poisoning:

w =w (Dp) 2 argmin L(Dy [D p;w);

while the leaderL (i.e., the attacker) aims at maximizing a di erent loss function™ =
L (Dy;w ) on the validation setD,:

D, 2 argmax L(Dy;w );
Dp

where the loss functionL () can be any task-dependent target criterion, e.g., the cross-
entropy loss. Thus we have arrived at the following non-zero-sum Stackelberg formulation
of data poisoning attacks (a.k.a., a bilevel optimization problem, see e.g. W. R. Huang
et al. ; Koh, Steinhardt, et al. ; Mufioz-Gonzalez, Biggio, et al. ):

rr|13ax L(Dy;w ); st:w 2 argmin L(Dy [D ,;w): (2.1)
p w

Note that we assume that the attacker can injectyN poisoned points, wheré = |Dy |
and "4 2 [0; 1] is the power of the attacker, measured as a fraction of the training set size.

We identify that equation 2.1 is closely related to the formulation of unlearnable ex-
amples (Fowl, Chiang, et al. ; Fowl, Goldblum, et al. ; Fu et al. ; H. Huang
et al. ; W. Liu and Chawla ; Sandoval-Segura et al. ; D. Yu et al. ):

max L(Dy;w ); st:w 2 argmin L(Dy;w):
p w

whereD, = f(x; + i;Vi)gY,, with ; the bounded sample-wise or class-wise perturbation
(i.,e. kK ik "4). The main dierences lie in the direct modi cation of the training set
Dy (often all of it). In comparison, adding poisoned points to a clean training set would
never result in 100 % modi cation in the augmented training set. This seemingly minor
di erence can cause a signi cant di erence in algorithm design and performance. We direct
interested readers to Appendix A.2 for details.

Previous approaches. Next, we mention three previous approaches for solving equa-
tion 2.1.
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(1) A direct approach: While the inner minimization can be solved via gradient descent,
the outer maximization problem is non-trivial as the dependence df(D,;w ) on D, is
indirectly through the parameterw of the poisoned model. Thusapplying simple algo-
rithms (e.g., Gradient Descent Ascent) directly would result in zero gradients in practice
Nevertheless, we can rewrite the desired derivative using the chain rule:

@(Dv;w) _ @((Dy;w )@y
@Dp @V @Dp.

The di culty lies in computing %p i.e., measuring how much the model parametex
changes with respect to the poisoned pointS,. Biggio et al. ( ) and Koh and Liang

( ) computeg,vﬁp exactly via KKT conditions while Mufioz-Gonzélez, Biggio, et al.

( ) approximate it using gradient ascent. We note that the back-gradient attack of
Mufioz-Gonzélez, Biggio, et al. ( ) can be understood as the k-step unrolled gradient
descent ascent (UGDA) algorithm of Metz et al. ( ):

Xerp = Xe+ o < M wy);
Wit = Wy trwf (Xt;Wt)

where “Kl(x;w) is the k-time composition, i.e., we performk steps of gradient descent
for the leader. Furthermore, W. R. Huang et al. ( ) propose to use a meta-learning
algorithm for solving a similar bilevel optimization problem in targeted attack, and can be
understood as running UGDA forM models and taking the average.

(2) Zero-sum reduction: Koh, Steinhardt, et al. ( ) also proposed a reduced problem
of equation 2.1, where the leader and follower share the same loss function (i.es °):

max minL(Dy [D p;w): (2.2)
Dp w

This relaxation enables attack algorithms to optimize the outer problem directly. However,

this formulation may be problematic as its training objective does not necessarily re ect
its true in uence on test data. However, for unlearnable examples, the zero-sum reduction
is feasible, and might be the only viable approach. See Appendix A.2 for more details.

This problem is addressed by Koh, Steinhardt, et al. ( ) with an assumption that
the attacker can acquire aarget model parameter, usually using a label ip attack which
considers a much larger poisoning fractioty. By adding a constraint involving the target
parameterw,, , the attacker can search for poisoned points that maximize the lossvhile
keeping a low loss ow'™ . However, such target parameters are hard to obtain since, as
we will demonstrate, non-convex models appear to be robust to label ip attacks and there
are no guarantees thatv'® is the solution of equation 2.1.

(3) Fixed follower (model): Geiping et al. ( ) propose a gradient matching algorithm
for crafting targeted poisoning attacks, which can also be easily adapted tmlearnable
examples(Fowl, Chiang, et al. ). This method xes the follower and supposes it
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acquires clean parametew on clean dataD,. We de ne a reversed functionf °, where

f 9 can be the reversed cross entropy loss for classi cation problems (Fowl, Chiang, et al.
). Asf °discourages the network from classifying clean samples, one can mimic its

gradientr ,f Qw; Dy ) by adding poisoned data such that:

rwfw;Dy) r wf(w;Dy [D p):

To accomplish this goal, Geiping et al. ( ) de ne a similarity functiorS for gradient
matching, leading to the attack objective:

L = S(r wfqw;Dy);r wf (w;Dy [D p));

where we minimizeL w.r.t D,. This method is not studied yet in the indiscriminate attack
literature, but would serve as an interesting future work.

TGDA attack. In this chapter, we solve equation 2.1 and avoid the calculation %

using the Total gradient descent ascent (TGDA) algorithm (Evtushenko ; Fiez et al.
)1: TGDA takes a total gradient ascent step for the leader and a gradient descent
step for the follower:

Xtr1 = X¢ + Dy (X¢; Wy); (2.3)
Wit1 = Wy tf wf (Xe;wy)

whereDy =1 " r Wwf r If r " isthe total derivative of = with respect to x, which
implicitly measures the change o#v with respect to D,. As optimizing = does not involve
the attacker parameter , we can rewriteD, == r f r 2f r . Here, the product
(r of r ") can be e ciently computed using conjugate gradient (CG) equipped with
Hessian-vector products computed by auto-di erentiation. As CG is essentially ldessian
inverse-free approact{Martens ), each step requires only linear time. Note that TGDA
can also be treated as lettingk ! 1 in UGDA.

We thus apply the total gradient descent ascent algorithm and call this thd@ GDA
attack . Avoiding computing %p enables us to parameteriz®, and generate points indi-
rectly by treating L as a separate model. Namely thab, = L (D?), where is the model
parameter andD is part of the training set to be poisoned. Therefore, we can rewrite
equation 2.3 as:

1 = ¢+ (D (we):

Thus, we have arrived at a poisoning attack that generate3,, in a batch rather than indi-
vidually, which greatly improves the attack e ciency in Algorithm 1. Note that the TGA
update does not depend on the choice t§. This is a signi cant advantage over previous
methods as the running time does not increase as the attacker is allowed a larger budget of
introduced poisoned points, thus enabling data poisoning attacks on larger training sets.

There are other possible solvers for equation 2.1, and we have listed them in Appendix A.3.
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Algorithm 1: TGDA Attack
Input: Training set Dy, = fx;;yigY,, validation set D, training steps T, attacker

step size , attacker number of stepan, defender step size , defender
number of stepsn, poisoning fraction"y, L with . and ™ = L(Dy;w ) , F
with wpe andf = L(Dy [D p;w).

1 Initialize poisoned data setD) f  (x$;y9); (X%, ;Y9N )0

2 for t=1;::;T do

3 for i=1;:;mdo

4 | + D (;wy) Il TGA on L
5 for j =1;:ndo
6 wow ruf(w) /I GD on F

7 return model L and poisoned seD,, = L (Dy)

Necessity of Stackelberg game. Although equation 2.1 is equivalent to the bilevel
optimization problem in W. R. Huang et al. ( ), Koh, Steinhardt, et al. ( ), and
Mufioz-Gonzélez, Biggio, et al. ( ), our sequential Stackelberg formulation is more
suggestive of the data poisoning problem as it reveals the subtlety in the order of the
attacker and the defender.

2.5 Implementation

In this section, we (1) discuss the limitations of existing data poisoning attacks and how
to address them, (2) set an e cient attack architecture for the TGDA attack.

2.5.1 Current Limitations

We observe two limitations of existing data poisoning attacks.

Limitation 1: Inconsistent assumptions. We rst summarize existing indiscrimi-
nate data poisoning attacks in Table 2.1, where we identify that such attacks work under
subtly di erent assumptions, on, for example, the attacker's knowledge, the attack formula-
tion, and the training set size. These inconsistencies result in somewhat unfair comparisons
between methods.

Solution: We set an experimental protocol for generalizing existing attacks and bench-
marking data poisoning attacks for systematic analysis in the future. Here we x three key
variants:

(1) the attacker's knowledge: as discussed in Section 2.3, we consider training-only
attacks;
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Table 2.1: Summary of existing poisoning attack algorithms, evaluations, and their respec-
tive code. While some papers may include experiments on other datasets, we only cover
vision datasets as our main focus is image classi cation. The attacks: Random label ip

and Adversarial label ip attacks (Biggio et al. ), P-SVM: PoisonSVM attack (Biggio
et al. ), Min-max attack (Steinhardt et al. ), KKT attack (Koh, Steinhardt, et al.
), I-Min-max: improved Min-max attack (Koh, Steinhardt, et al. ), MT: Model
Targeted attack (Suya et al. ), BG: Back-gradient attack (Mufoz-Gonzalez, Biggio,
et al. ).
Attack Dataset Model Dy j D test ] "d Code Multiclass  Batch
Random label ip toy SVM / / 0-40% C X "diDtr j
Adversarial label ip toy SVM / / 0-40% C "diDtr j
P-SVM MNIST-17 SVM 100 500 0-9% C 1
Min-max MNIST-17/Dog sh SVM 60000 10000 0-30% c X 1
KKT MNIST-17/Dogsh  SVM, LR  13007/1800 2163/600 3% C 1
i-Min-max MNIST SVM 60000 10000 3% C 1
MT MNIST-17/Dogsh  SVM, LR  13007/1800 2163/600 / C 1
BG MNIST SVM, NN 1000 8000 0-6% C 1

(2) the attack formulation: in Section 2.4, we introduce three possible formulations,
namely non-zero-sum, zero-sum, and zero-sum with target parameters. We will show in
the experiment section that the latter two are ine ective against neural networks.

(3) the dataset size: existing works measure attack e cacy with respect to the size
of the poisoned dataset, where size is measured afaction "4 of the training dataset.
However, some works subsample and thus reduce the size of the training dataset. As we
show in Figure 2.1, attack e cacy is not invariant to the size of the training set: larger
training sets appear to be harder to poison. Furthermore, keepinty xed, a smaller
training set reduces the number of poisoned data points and thus the time required for
methods that generate points sequentially, potentially concealing a prohibitive runtime for
poisoning the full training set. Thus we consider not only a xedy, but also the complete
training set for attacks.

Limitation 2: Running time . As discussed in Section 2.4, many existing attacks
approach the problem by optimizing individual points directly, thus having to generate
poisoned points one by one. Such implementation takes enormous running time (see Sec-
tion 2.6) and does not scale to bigger models or datasets.

Solution: We design a new poisoning scheme that allows simultaneous and coordinated
generation of D, in batches requiring only one pass. Thanks to the TGDA attack in
Section 2.4, we can treall as a separate model (typically a neural network such as an
autoencoder) that takes part of theDy, as input and generated, correspondingly. Thus
we X the input and optimize only the parameters ofL.
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Figure 2.1: Comparing the e cacy of poisoning MNIST-17 with the PoisonSVM and Back-
gradient attacks. The training set size is varied, while the ratio of the number of poisoned
points to the training set size is xed at3%. These attacks become less e ective as training
set sizes increase.

2.5.2 A more e cient attack architecture

Once we have xed the attack assumptions and poisoned data generation process, we are
ready to specify the complete three-stage attack architecture, which enables us to compare
poisoning attacks fairly. One can easily apply this uni ed framework for more advanced
attacks in the future.

(1) Pretrain: The goals of the attackerL are to: (a) Reduce the test accuracy (i.e.,
successfully attack). (b) Generatd,, that is close toDy (i.e., thwart potential defenses).

The attacker achieves the rst objective during the attack by optimizing™. However,
" does not enforce that the distribution of the poisoned points will resemble those of the
training set. To this end, we pretrainL to reconstruct Dy, producing a parameter vector
pre- This process is identical to training an autoencoder.

For the defender, we assume thak is fully trained to convergence. Thus we perform
standard training on Dy, to acquire F with w,e. Here we record the performance df on
Di«st (denoted asacc; for image classi cation tasks) as the benchmark we are poisoning.

(2) Attack: We generate poisoned points using the TGDA attack. We assume that
the attacker can inject "4N poisoned points, whereN = Dy and "4 is the power of
the attacker, measured as a fraction of the training set size. We summarize the attack
procedure in Figure 2.2.

Initialization: ~ We take the pretrained modelL with parameter . and F with pre-
trained parameterw . as initialization of the two networks; the complete training seDy; ;
a validation set D, and part of the training set as initialization of the poisoned points
Dg = Dy [0:"gN].

TGDA attack : In this chapter, we run the TGDA attack to generate poisoned data.
But it can be changed to any suitable attack for comparison.
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Figure 2.2: Our experimental protocol benchmarks data poisoning attacks. (1) Pretrain:
the attacker and the defender are rst trained orDy, to yield a good autoencoder/classi er
respectively. (2) During the attack, the attacker generates the optimal (thus D) w.r.t
D, and the the optimal w ; the defender generates optimak w.r.t DY = Dy [D , and
the optimal  (which mimics testing).

Speci cally, we follow Algorithm 1 and performm steps of TGA updates for the at-
tacker, and n steps of GD updates for the defender in one pass. We discuss the rolenof
and n in Section 2.6.

Note that previous works (e.g., Koh, Steinhardt, et al. ; Mufioz-Gonzalez, Biggio,
et al. ) choosen = 1 by default. However, we argue that this is not necessarily
appropriate. When a system is deployed, the model is generally trained until convergence
rather than for only a single step. Thus we recommend choosing a much largefe.g.,

n =20 in our experiments) to better resemble the testing scenario.

Label Information: ~ We specify thatDS = fx;;y;g,%'. Prior works (e.g., Koh, Stein-
hardt, et al. ; Mufioz-Gonzélez, Biggio, et al. ) optimize to produce x,, and
perform a label ip ony to producey, (more details in Appendix A.1). This approach
neglects label information during optimization.

In contrast, we X Yy, = Yy, and concatenatex and y to Dg = fxi;yigd' as input to
L. Thus we generate poisoned points by considering the label information. We emphasize
that we do not optimize or change the label during the attack, but merely use it to aid the
construction of the poisoned,. Thus, our attack can be categorized as clean label.

(3) Testing : Finally, we discuss how we measure the e ectiveness of an attack. In a
realistic setting, the testing procedure should be identical to the pretrain procedure, such
that we can measure the e ectiveness d, fairly. The consistency between pretrain and
testing is crucial as the modekF is likely to under t with fewer training steps.

Given the nal , we produce the poisoned point®, = L (Dg) and train F from
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scratch onDy, [ D p. Finally, we acquire the performance of on D (denoted asacc,
for image classi cation tasks). By comparing the discrepancy between pretrain and testing
acc; acc, we can evaluate the e cacy of an indiscriminate data poisoning attack.

2.6 Experiments

We evaluate our TGDA attack on various models for image classi cation tasks and show
the e cacy of our method for poisoning neural networks. In comparison to existing in-

discriminate data poisoning attacks, we show that our attack is superior in terms of both
e ectiveness and e ciency.

Speci cally, our results con rm the following: (1) By applying the Stackelberg game
formulation and incorporating second-order information, we can attack neural networks
with improved e ciency and e cacy using the TGDA attack. (2) The e cient attack
architecture further enables the TGDA attack to generatéd, in batches. (3) The poisoned
points are visually similar to clean data, making the attack intuitively resistant to defenses.

2.6.1 Experimental Settings

Hardware and package: Experiments were run on a cluster withT4 and P100GPUs.
The platform we use is PyTorch (Paszke et al. ). Speci cally, autodi can be easily
implemented usingtorch.autograd . As for the total gradient calculation, we follow G.
Zhang et al. ( ) and apply conjugate gradient for calculating Hessian-vector products.

Dataset. We consider image classi cation on MNIST (L. Deng ) (60,000 training
and 10,000 test images), and CIFAR-10 (Krizhevsky ) (50,000 training and 10,000
test images) datasets. We are not aware of prior work that performs indiscriminate data
poisoning on a dataset more complex than MNIST or CIFAR-10, and, as we will see,
even these settings give rise to signi cant challenges in designing e cient and e ective
attacks. Indeed, some prior works consider only a simpli ed subset of MNIST (e.g., binary
classi cation on 1's and 7's, or subsampling the training set to 1,000 points) or CIFAR-10
(e.g., binary classi cation on dogs and sh). In contrast, we set a benchmark by using the
full datasets for multiclass classi cation.

Training and validation set: During the attack, we need to split the clean training
data into the training set Dy, and validation setD,,. Here we split the data to 70% training
and 30% validation, respectively. Thus, for the MNIST dataset, we havi® ] = 42000
and jD,j = 18000. For the CIFAR-10 dataset, we havgDy j = 35000 and jD,j = 15000.

Attacker models and Defender models: (1) For the attacker model, for MNIST
dataset: we use a three-layer neural network, with three fully connected layers and leaky
RelLU activations; for CIFAR-10 dataset, we use an autoencoder with three convoluational
layers and three conv transpose layers. The attacker takes the concatenation of the image
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and the label as the input, and generates the poisoned points. (2) For the defender, we
examine three target models for MNIST: Logistic Regression, a neural network (NN) with
three layers and a convolutional neural network (CNN) with two convolutional layers,
maxpooling and one fully connected layer; and only the CNN model and ResNet-18 (K.
He, X. Zhang, et al. ) for CIFAR-10 (as CIFAR-10 contains RBG images).

Hyperparameters: (1) Pretrain: we use a batch size of 1,000 for MNIST and 256 for
CIFAR-10, and optimize the network using our own implementation of gradient descent
with torch.autograd . We choose the learning rate as 0.1 and train for 100 epochs. (2)
Attack: for the attacker, we choose = 0:01, m =1 by default; for the defender, we choose

=0:1, n = 20 by default. We set the batch size to be 1,000 for MNIST; 256 for CIFAR10
and train for 200 epochs, where the attacker is updated using total gradient ascent and
the defender is updated using gradient descent. We follow G. Zhang et al. ( ) and
implement TGA using conjugate gradient. We choose the poisoning fractioy = 3% by
default. Note that choosing a biggef' 4 will not increase our running time, but we choose
a small"4 to resemble the realistic setting in which the attacker is limited in their access
to the training data. (3) Testing: we choose the exact same setting as pretrain to keep the
defender's training scheme consistent.

Baselines: There is a spectrum of data poisoning attacks in the literature. However,
due to their attack formulations, only a few attacks can be directly compared with our
method. See Table 2.1 in Appendix A.1 for a complete summary. For instance, the Poison
SVM (Biggio et al. ) and KKT (Koh, Steinhardt, et al. ) attacks can only be
applied to convex models for binary classi cation; the Min-max (Steinhardt et al. )
and the Model targeted (Suya et al. ) attacks can only be applied to convex models.
However, it is possible to modify Min-max (Steinhardt et al. ) and i-Min-max (Koh,
Steinhardt, et al. ) attacks to attack neural networks. Moreover, we compare with
two baseline methods that can originally attack neural networks: the Back-gradient attack
(Mufoz-Gonzélez, Biggio, et al. ) and the Label ip attack (Biggio et al. ). Itis
also possible to apply certain targeted attack methods (e.g., W. R. Huang et al. ) in
the context of indiscriminate attacks. Thus we compare with HuangGFTG20 on CIFAR-
10 under our uni ed architecture. We follow W. R. Huang et al. and choosé = 2
unrolled inner steps, 60 outer steps, and an ensemble of 24 inner models.

2.6.2 Comparison with Benchmarks

MNIST. We compare our attack with the Min-max, i-Min-max, Back-gradient and the
Label ip attacks with "4 = 3% on MNIST in Table 2.2. Since the Min-max, i-Min-max,
and Back-gradient attack relies on generating poisoned points sequentially, we cannot adapt
it into our uni ed architecture and run their code directly for comparison. For the label

ip attack, we ip the label according to the rule y 10 vy, as there are 10 classes in
MNIST.

We observe that the label ip attack, though very e cient, is not e ective against
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Table 2.2: The attack accuracy/accuracy drop (%) and attack running time (hours) on the
MNIST dataset. We only record the attack running time since pretrain and testing time
are xed across di erent methods. As the label ip attack does not involve optimization, its
running time is always 0. We take three di erent runs for TGDA to get the mean and the
standard deviation. Our attack outperforms the Min-max, i-Min-max, and Back-gradient
attacks in terms of both e ectiveness and e ciency across neural networks.

Clean Label Flip Min-max i-Min-max BG TGDA(ours)
Acc  Acc/Drop Time  Acc/Drop Time Acc/Drop  Time Acc/Drop Time Acc/Drop Time

LR 92.35 90.83/1.52 O hrs 89.80/2.55 0.7 hrs 89.5679 19 hrs 89.82/2.53 27 hrs 89.5@[79 ¢o; 1.1 hrs
NN  98.04 97.99/0.05 O hrs 98.07/-0.03 13.0 hrs 97.82/0.22 73 hrs 97.67/0.37 239 hrs 96.5@/ o0, 15.0 hrs
CNN  99.13 99.12/0.01 O hrs 99.55/-0.42 63.0 hrs 99.05/0.06 246 hrs 99.02/0.09 2153 hrs 9BIR/go 75.0 hrs

Model

neural networks. Min-max attack, due to its zero-sum formulation, does not work on
neural networks. i-Min-max attack is e ective against LR, but performs poorly on neural
networks where the assumption of convexity fails. Although Mufioz-Gonzéalez, Biggio,
et al. ( ) show empirically that the Back-gradient attack is e ective when attacking
subsets of MNIST (1,000 training samples, 5,000 testing samples), we show that the attack
IS much less e ective on the full dataset. We also observe that the complexity of the
target model a ects the attack e ectiveness signi cantly. Speci cally, we nd that neural
networks are generally more robust against indiscriminate data poisoning attacks, among
which, the CNN architecture is even more robust. Overall, our method outperforms the
baseline methods across the three target models. Moreover, with our uni ed architecture,
we signi cantly reduce the running time of poisoning attacks.

CIFAR-10. @ We compare our attack with the Label ip attack and the MetaPoison
attack with "4 = 3% on CIFAR-10 in Table 2.3. We omit comparison with the Back-
gradient attack as it is too computationally expensive to run on CIFAR-10. We observe
that running the TGDA attack following Algorithm 1 directly is computationally expensive
on large models (e.g., ResNet, K. He, X. Zhang, et al. ). However, it is possible to
run TGDA on such models by slightly changing Algorithm 1: we split the dataset into 8
partitions and run TGDA separately on dierent GPUs. This simple trick enables us
to poison deeper models and we nd it works well in practice. We observe that the
TGDA attack is very e ective at poisoning the CNN and the ResNet-18 architectures,
Also, MetaPoison is a more e cient attack (meta-learning with two unrolled steps is much
quicker than calculating the total gradient), but since its original objective is to perform
targeted attacks, its application to indiscriminate attacks is not e ective.

Moreover, the dierence between the e cacy of the TGDA attack on MNIST and
CIFAR-10 suggests that indiscriminate attacks may be dataset dependent, with MNIST
being harder to poison than CIFAR-10.
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Table 2.3: The attack accuracy/accuracy drop (%) and attack running time (hours) on
CIFAR-10. Note that TGDA experiments are performed on 8 GPUs for parallel training.
We take three di erent runs for TGDA and W. R. Huang et al. to get the mean and
the standard deviation.

Clean Label Flip MetaPoison TGDA(ours)
Acc  Acc/Drop Time Acc/Drop Time Acc/Drop Time

CNN 69.44 68.99/0.45 O hrs 68.14/1.134,, 35hrs 65.15/4.29q999 42 hrs
ResNet-18 94.95 94.79/0.16 O hrs 92.90/2.Q&; 108 hrs 89.41/5.54¢4; 162 hrs

Model

Figure 2.3: We visualize the poisoned data generated by the TGDA attack with/without
pretraining the leaderL on the MNIST dataset.

2.6.3 Ablation Studies

To better understand our TGDA attack, we perform ablation studies on the order in the
Stackelberg game, the attack formulation, roles in our uni ed attack framework, and the
choice of hyperparameters. For computational considerations, we run all ablation studies
on the MNIST dataset unless speci ed. Furthermore, we include empirically comparison
with unlearnable examplegh Appendix A.2.

Who acts rst. In Section 2.4, we assume that the attacker is the leader and the
defender is the follower, i.e., that the attacker acts rst. Here, we examine the outcome
of reversing the order, where the defender acts rst. Table 2.4 shows the comparison. We
observe that across all models, reversing the order would result in a less e ective attack.
This result shows that even without any defense strategy, the target model would be more
robust if the defender acts one step ahead of the attacker.

Attack formulation. In Section 2.4, we discuss a relaxed attack formulation, where
" = f and the game is zero-sum. We perform experiments on this setting and show results
in Table 2.5. We observe that the non-zero-sum formulation is signi cantly more e ective,
and in some cases, the zero-sum setting actuaihcreasesthe accuracy after poisoning. We
also nd that using target parameters would not work for neural networks as they are robust
to label ip attacks even when"y is large. We ran a label ip attack with "4 = 100% and
observed only 0.1% and 0.07% accuracy drop on NN and CNN architectures, respectively.
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Table 2.4: Comparing the TGDA attack with di erent orders: attacker as the leader and
defender as the leader in terms of test accuracy/accuracy drop(%). Attacks are more
e ective when the attacker is the leader.

Target Model Clean Attacker as leader Defender as leader

LR 92.35 89.56 /2.79 89.79 / 2.56
NN 98.04 96.54 /1.50 96.98 / 1.06
CNN 99.13 98.02 /1.11 98.66 / 0.47

Table 2.5: Comparing the TGDA attack with di erent formulations: non-zero-sum and
zero-sum in terms of test accuracy/accuracy drop (%). Non-zero-sum is more e ective at
generating poisoning attacks.

Target Model Clean Non Zero-sum  Zero-sum

LR 92.35 89.56/2.79 92.33/0.02
NN 98.04 96.54/1.50 98.07/-0.03
CNN 99.13 98.02/1.11 99.55/-0.42

This provides further evidence that neural networks are robust to massive label noise, as
previously observed by Rolnick et al. ( ).

Role of pretraining.  In Section 2.5, we propose two desired properties lof among
which L should generateD, that is visually similar to Dy . Thus requires the pretraining
of L for reconstructing images. We perform experiments without pretraining to examine
its role in e ecting the attacker. Figure 2.3 con rms that without pretraining, the attacker
will generate images that are visually di erent from theDy distribution, thus fragile to
possible defenses. Moreover, Table 2.6 indicates that without pretrainirlg the attack
will also be ine ective. Thus we have demonstrated the necessity of the visual similarity
betweenD, and Dy, .

Dierent "4. We have set"y = 3% in previous experiments. However, unlike prior

Figure 2.4: Accuracy drop induced by our TGDA poisoning attack and baseline methods
versus"y (left three gures: MNIST; right two gures: CIFAR-10). Attack e cacy in-
creases modestly withH'y. Note that when "y = 1, only 50% of the training set is lled
with poisoned data.
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Table 2.6: Comparing the TGDA attack with/without pretraining the attacker L in terms
of test accuracy/accuracy drop (%). Pretraining strongly improves attack e cacy.

Target Model Clean  With Pretrain  Without Pretrain

LR 92.35 89.56 /2.79 92.09/0.26
NN 98.04 96.54 /1.50 97.47 /1 0.57
CNN 99.13 98.02 /1.11 98.72/0.41

Table 2.7: Comparing di erent numbers of steps of the attackerni) and defender ) in
terms of test accuracy/accuracy drop (%). Many attacker steps and a single defender step
produce the most e ective attacks.

Model Clean m=1;n=0 m=1;n=1 m=1;n=20 m=20;n=1 m=n=20

LR 92.35 92.30/0.05 89.97/2.38 89.56 / 2.79 89.293/06  89.77/2.57
NN 98.04  98.02/0.02 97.03/1.01 96.54 / 1.50 96.33U71 96.85/1.19

methods which generate points one at a time, the running time of our attack does not scale
with "4, and thus we can consider signi cantly larget'y and compare with other feasible
methods. Figure 2.4 shows that attack e cacy increases witfy, but the accuracy drop

is signi cantly less than "y when"y is very large. Moreover, TGDA outperforms baseline
methods across any choice 6.

Number of steps m and n. We discuss the choice ah and n, the number of steps of
L and F, respectively. We perform three choices @f and n in Table 2.7. We observe that
20 steps of TGA and 1 step of GD results in the most e ective attack. This indicates that
whenm > n, the outer maximization problem is better solved with more TGA updates.
However, setting 4 (n = 20;n = 1) takes 10 times more computation than setting 3
(m =1;n = 20), due to the fact that the TGA update is expensive. Whemm = n =1, the
attack is less e ective as the defender might not be fully trained to respond to the attack.
When n = 0, the attack is hardly e ective at all as the target model is not retrained. We
conclude that di erent choices ofm and n would result in a trade-o0 between e ectiveness
and e ciency.

Cold-Start . The methods we compare in this work all belong to the partial warm-
start category for bilevel optimization (Vicol et al. ). It is also possible to formulate
the cold-start Stackelberg game for data poisoning. Speci cally, we follow Vicol et al.
such that in Algorithm 1, the follower update is modied to w Wpre rwf(; w).
We report the results in Table 2.8 on MNIST dataset. We observe that in indiscriminate
data poisoning, partial warm-start is a better approach than cold-start overall, and our
outer problem (autoencoder for generating poisoned points) does not appear to be highly
over-parameterized.
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Table 2.8: Comparing the TGDA attack with partial warm-start (our original setting) and
cold-start in terms of test accuracy/accuracy drop (%). Cold-start training is less e ective
overall.

Model Clean Partial Warm-start Cold-start
LR 92.35 89.56 /2.79 89.84/2.41
NN 98.04 96.54 /1.50 96.77 1 1.27

CNN 99.13 98.02 /1.11 98.33/0.80

Table 2.9: Transferability experiments on MNIST.

Surrogate LR NN CNN
Target LR NN CNN LR NN CNN LR NN CNN
Accuracy Drop(%) 2.79 0.12 0.27 0.13 150 062 322 147 111

2.6.4 Visualization of attacks

Finally, we visualize some poisoned point3, generated by the TGDA attack in Figure 2.5.

The poisoning samples against NN and CNN are visually very similar withy, , as our
attack is a clean label attack (see Section 2.5). Moreover, we evaluate the magnitude of
perturbation by calculating the maximum of pixel-level di erence. Both visual similar-
ity and magnitude of perturbation provide heuristic evidence that the TGDA attack may
be robust against data sanitization algorithms. Note thatD, against LR is visually dis-
tinguishable, and the reason behind this discrepancy between the convex model and the
neural networks may be that the attackell. is not expressive enough to generate extremely
strong poisoning attacks against neural networks.

2.6.5 Transferability of the TGDA attack

Even for training-only attacks, the assumption on the attacker's knowledge can be too
strong. Thus we study the scenario when the attacker has limited knowledge regarding the
defender's modeF and training process, where the attacker has to use a surrogate model
to simulate the defender. We report the transferability of the TGDA attack on di erent
surrogate models in Table 2.9. We observe that poisoned points generated against LR and
NN have a much lower impact against other models, while applying CNNs as the surrogate
model is e ective on all models.
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Table 2.10: Comparison with pGAN on MNIST with loss defense.

Method TGDA (wo/w defense) pPpGAN(wo/w defense)
Target Model LR NN CNN LR NN CNN
Accuracy Drop (%) 2.79/2.56 1.50/1.49 1.11/1.10 2.52/2.49 1.09/1.07 0.74/0.73

Table 2.11: TGDA attack on MNIST with In uence/Sever/MaxUp defense.

Model In uence Sever MaxUp
ode
wo defense w defense wo defense w defense wo defense w defense
LR 2.79 2.45 2.79 2.13 2.79 2.77
NN 1.50 1.48 1.50 1.32 1.50 1.50
CNN 1.11 1.10 1.11 0.98 1.11 1.11

2.6.6 Against Defenses:

To further evaluate the robustness of the TGDA attack against data sanitization algo-
rithms:

(@) We perform the loss defense (Koh, Steinhardt, et al. ) by removing 3% of
training points with the largest loss. We compare with pGAN (Mufioz-Gonzalez, P tzner,
et al. ), which includes a constraint on the similarity between the clean and poisoned
samples, and is thus inherently robust against defenses. In Table 2.10, we observe that
although we do not add an explicit constraint on detectability in our loss function, our
method still reaches comparable robustness against such defenses with pGAN.

(b) Other defenses remove suspicious points according to their e ect on the learned
parameters, e.g., through in uence functions (in uence defense in Koh and Liang ) or
gradients (Sever in Diakonikolas, Kamath, Kane, J. Li, Steinhardt, et al. ). Speci cally,
in uence defense removes 3% of training points with the highest in uence, de ned using
their gradients and Hessian-vector products (Koh and Liang ); Sever removes 3% of
training points with the highest outlier scores, de ned using the top singular value in the
matrix of gradients. Here we examine the robustness of TGDA against these two strong
defenses. We observe in Table 2.11 that TGDA is robust against In uence defense, but
its e ectiveness is signi cantly reduced by Sever. Thus, we conclude Sever is potentially
a good defense against the TGDA attack, and it might require special design (e.g., an
explicit constraint on the singular value) to break Sever sanitation.

(c) We examine the robustness of our TGDA attack against strong data augmentations,
e.g., the MaxUp defenseof Gong et al. . In a nutshell, MaxUp generates a set of
augmented data with random perturbations and then aims at minimizing the worst case
loss over the augmented data. This training technique addresses over tting and serves

2We follow the implementation in https:/github.com/Yunodo/maxup
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Figure 2.5: We visualize the poisoned data generated by the TGDA attack and report the
magnitude of perturbation (left: CIFAR-10; right: MNIST).

as a possible defense against adversarial examples. However, it is not clear if MaxUp
is a good defense against indiscriminate data poisoning attacks. Thus, we implement
MaxUp under our testing protocol, where we add random perturbations to the training
and the poisoned data, i.e.fD [ D ,g, and then minimize the worst case loss over the
augmented set. We report the results in Table 2.11, where we observe that even though
MaxUp is a good defense against adversarial examples, it is not readily an e ective defense
against indiscriminate data poisoning attacks. Part of the reason we believe is that in our
formulation the attacker anticipates the retraining done by the defender, in contrast to the
adversarial example setting.

2.7 Conclusions

While indiscriminate data poisoning attacks have been well studied under various formu-
lations and settings on convex models, non-convex models remain signi cantly underex-
plored. This chapter serves as a rst exploration into poisoning neural networks under a
uni ed architecture. While prior state-of-the-art attacks failed at this task due to either the
attack formulation or a computationally prohibitive algorithm, we propose a novel Total
Gradient Descent Ascent (TGDA) attack by exploiting second-order information, which
enables generating thousands of poisoned points in only one pass. We perform experi-
ments on (convolutional) neural networks and empirically demonstrate the feasibility of
poisoning them. Moreover, the TGDA attack produces poisoned samples that are visually
indistinguishable from unpoisoned data (i.e., it is a clean-label attack), which is desired in
the presence of a curator who may attempt to sanitize the dataset.

Our work has some limitations. While our algorithm is signi cantly faster than prior
methods, it remains computationally expensive to poison deeper models such as ResNet,
or larger datasets such as ImageNet. Similarly, while our attacks are signi cantly more
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e ective than prior methods, we would ideally like a poison fraction of4 to induce an ac-
curacy drop far larger than"y, as appears to be possible for simpler settings (Diakonikolas,
Kamath, Kane, J. Li, Moitra, et al. ; Diakonikolas, Kamath, Kane, J. Li, Steinhardt,
et al. ; Lai et al. ). This chapter sets an e ective benchmark for later chapters on
poisoning neural networks.
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Chapter 3

Exploring the Limits of Model-Targeted
Indiscriminate Data Poisoning Attacks

3.1 Preface

Abstract  Indiscriminate data poisoning attacks aim to decrease a model's test accuracy
by injecting a small amount of corrupted training data. Despite signi cant interest, existing
attacks remain relatively ine ective against modern machine learning (ML) architectures.
In this chapter, we introduce the notion ofmodel poisoning reachabilityas a technical tool to
explore the intrinsic limits of data poisoning attacks towards target parameters (i.e., model-
targeted attacks). We derive an easily computable threshold to establish and quantify a
surprising phase transition phenomenon among popular ML models: data poisoning attacks
can achieve certain target parameters only when the poisoning ratio exceeds our threshold.
Building on existing parameter corruption attacks and re ning the Gradient Canceling
attack, we perform extensive experiments to conrm our theoretical ndings, test the
predictability of our transition threshold, and signi cantly improve existing indiscriminate
data poisoning baselines over a range of datasets and models. This chapter highlights the
critical role played by the poisoning ratio, and sheds new insights on existing empirical
results, attacks, and mitigation strategies in data poisoning.

The following sections are adapted from the main paper and appendix of Y. Lu, G.
Kamath, and Y. Yu (2023). Exploring the limits of model-targeted indiscriminate data
poisoning attacks . In: International Conference on Machine Learning PMLR.

3.2 Introduction

By now many data poisoning algorithms have been proposed; see Chapter 2 for some
pointers. However, in the setting of indiscriminate data poisoning, where an attacker aims
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to decrease the overall test accuracy by adding a small fraction of corrupted data, the
e ectiveness of existing attacks remains underwhelming. For example, the TGDA attack
in Chapter 2 achieved 1.11% accuracy drop for a three-layer CNN on MNIST and a 5.54%
accuracy drop for ResNet-18 on CIFAR-10, after addingq = 3% poisoned data and
retraining. Part of the di culty lies in the computational challenge: the attacker has to
anticipate what would happen after retraining the model on the mixed data (clean in-house
data plus poisoned data). Other empirical works seem to suggest there might also be some
intrinsic barrier to data poisoning; see Section 3.3 for a detailed discussion.

In this chapter we focus on model-targeted attacks (e.g., Koh, Steinhardt, et al. ;
Suya et al. ) and introduce the notion omodel poisoning reachabilityi.e., given (ar-
bitrary) clean training data, what model, represented by its parametew, can be achieved
through data poisoning, and what is the minimum (relative) percentagéy of poisoned
data that one has to introduce, with what algorithm? While model poisoning reachability
intuitively depends on the clean training data, the loss and the target model we aim to
achieve, we show that under mild conditions, it can be largely characterized by a simple
threshold that is readily computable and involves no training at all. In particular, when
the poisoning percentagéy falls under , no algorithm could achieve the target model by
retraining on a mixed dataset (however crafted). On the ip side, if'4 > , we show that
Gradient Canceling (GC), a re nement of the KKT attack of Koh, Steinhardt, et al. ( ),
can achieve a given target model surprisingly e ciently. We further demonstrate that most
ML classi ers exhibit a phase transition: they become poisoning reachable only whép
crosses the threshold. In contrast, regression methods can be poisoning reachable even
when "y approaches 0. Thus, our results expose the critical role played by the poisoning
percentage'y, and clarify the somewhat disparate empirical results in the literature (with
varying "g).

Empirically, we apply the GC attack and verify the model poisoning reachabilityprop-
erty across a wide range of ML models, from logistic regression to residual networks on
various datasets. Moreover, our work can also be applied as a distillation device: given
any target parameter (namely the teacher, however crafted or impractical) that is e ective
for certain purpose, we can use our threshold and GC attack to pinpoint the (minimum)
amount of poisoning data that needs to be constructed in order to simulate the teacher
through retraining the model (student) over the combination of clean and poisoned data.
Indeed, using the target parameters generated by parameter corruption (Sun et al. )
as a teacher, GC is able to construct more practical and e ective (student) data poisoning
attacks than baseline methods.

We summarize our main contributions as follows:

We formalize the notion of model poisoning reachability as a technical tool to study
model-targeted data poisoning and we derive an easily computable threshold to charac-
terize it.

We quantify the critical role played by the poisoning ratio"4 and we establish a surpris-
ing phase transition for ML classi ers, explaining seemingly disparate empirical results
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Table 3.1: The attack accuracy/accuracy drop (%) on MNIST.
Clean TGDA GradPC

Model
Acc. Accuracy/Drop "w=0:15 "w=1

LR 92.35 89.56/2.79(w=2:45 69.80/2255 21.48/70.87
NN 98.04 96.54/1.50(w =0:55 76.51/20.03 31.14 / 66.90
CNN 99.13 98.02/1.11(w =0:74) 73.24/24.78 12.98 / 86.15

obtained with varying " 4.

" We perform the Gradient Canceling attack on a number of models and datasets to
extensively test our results. With carefully chosen target parameters, we are able to
improve existing indiscriminate data poisoning baselines.

3.3 Background

While many algorithms have been proposed for data poisoning, their e ectiveness remains
largely underwhelming against neural networks, especially whég, the relative proportion

of poisoned data, is small. For example, Figure 2.4 in Chapter 2 and Table 2 of H. Huang
et al. ( ) revealed that SOTA attacks can only decrease the test accuracy noticeably
when"q is su ciently (and sometimes exceedingly, e.g.,q4 > 100%) large. These attacks,
relying on sophisticated optimization tricks, are also rather expensive to run. On the other
hand, any data poisoning attack amounts to amdirect way of rewiring an ML model (i.e.,
any change must be induced by retraining the model over clean and poisoned data). Direct
approaches, such as the gradient-based parameter corruption (GradPC) attack of Sun et al.
( ) and Z. Zhang et al. ( ), seek to overwrite a target moddirectly (i.e., without
constructing any poisoned data or retraining), under a perturbation constraint speci ed
by "\, i.e., the relative change of the model parameter should be less thgn While the
applicability of direct approaches may seem limited, they are suitable for exploring the
limits of more realistic data poisoning attacks.

In Table 3.1 we compare the performance of the direct approach GradPC (Sun et al.
) and the indirect approach TGDA in Chapter 2. The latter adds 4 = 3% poisoned

data while both attacks yield comparable perturbations of the (clean) model, as measured
by "w. The dierence is signicant, and begs the obvious question: what caused this
di erence? Is it because existing data poisoning attacks are not su ciently optimized
yet, or is there some intrinsic barrier to produce certain target parameters through data
poisoning? To what extent would increasingq help, and how do we know without trying
every"4? These questions will be formally and experimentally explored in the sequel, with
the ultimate goal (if possible) to reduce the gap between data poisoning and parameter
corruption attacks with comparable",,, as highlighted in Table 3.1.

Connection with Learning Theory: There has been signi cant work on training-
time robustness in the learning theory literature, primarily focused on poisoningorst-case
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distributions. Two models of robust PAC learning (Frénay and Verleysen ; Natarajan
et al. ), slightly rephrased for the sake of comparison, include the malicious noise
model, where the adversary adds points (e.g., Cesa-Bianchi et al. ; Kearns and M. Li
), and the nasty noise model, where the adversary may both add and remove points
(e.g., Balcan et al. ; Bshouty et al. ). Many of these theoretical results show
strong computational barriers against robust learning for even the most basic problems.
Although our setting is similar to the malicious noise model (and we touch a bit on the
nasty noise model in Appendix B.3.10), there are three major di erences with the majority
of the theory literature: (1) our attacks address distributions that arise in practice, which
di er from worst-case distributions; (2) while other attacks ip labels, we consider clean
label attacks which are not visibly mislabeled; (3) we focus on model-targeted attacks
whose goal is to induce certain target parameters while the above-mentioned references
focus directly on decreasing accuracy on the test sample.

3.4 Theoretical Results

In this section we formalize the notion of model poisoning reachability as a technical tool for
studying model-targeted data poisoning. We further derive an easily computable threshold
and reveal that model-targeted data poisoning attacks are e ective only whekhy, the

(relative) percentage of poisoning data, crosses

Notation and Preliminaries. Let "(z;w) be our loss that measures the tness of our
modelw on dataz 2 Z, e.g.,z = ( Xx;y) for supervised learning and = x for unsupervised
learning. Let P = P(Z) denote the set of all distributions onZ, and we abstract the
training data as an (empirical) distribution! 2 P. For any given modelw and training
distribution , is it possible to construct a poisoning set, denoted by another (empirical)
distribution , such that w minimizes " over the mixed distribution = (1 ) +
where = 11‘?.(1 2 [0;1] is the proportion of poisoning data. To account for possible
nonconvexity of the loss', we relax the optimality of a modelw to simply have vanishing
(sub)gradient. More formally, let

9(2) = g(z;w) = r w (z;W) (3.1)

be the gradient vector with respect to a xed modelv evaluated at the dataz. For practical
reasons (e.g., to evade possible defenses or to account for the technical capabilities of an
attacker) we also restrict the poisoning distribution into a convex subset P of
admissible distributions. For instance, we may consider

= . =f Kk k o

LFor convenience in this work we do not distinguish the (clean) training set from the training distribu-
tion, i.e., can be empirical.
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wherek k denotes (say) the Wasserstein distance. By de nition we always have?2
Foreach 2 ,dene

9( )=9(;:w):=E; 9(z;w);
l.e., the average gradient w.r.t. the distribution . Clearly,
G=G():=fg(): 2 g (3.2)

is a subset of the closed convex hull of all gradient vectors. In fact, equality holds when
= P(eg, =1).

3.4.1 Model Poisoning Reachability

We can now state our fundamental problem of interest:

De nition 1  (Model Poisoning Reachability) We say a target parametew is ('; ; ; )-
poisoning reachable if there exists some poisoning distributio2  such that

g( sw)=@a )a( ;w)+ g( ;w)=0;

i.e., the parameterw has vanishing gradient (w.r.t. loss) over the mixed distribution
=1 )+

When the loss’, training distribution , and admissible poisoning distributions are
evident, we will simply say the parametemw is -poisoning reachable, or poisoning reach-
able if it is -poisoning reachable for some 2 [0; 1].

We make three further remarks regarding De nition 1: (a) If we are interested in more
quantitative results about data poisoning, for example, is it possible to craft a poisoning
set such that retraining on the mixed distribution would decrease test accuracy by a large
margin, we need only specify a set of target models 2 W that all decrease the test accu-
racy as required, and we say data poisoning is successful if amy 2 W is ( -) poisoning
reachable. (b) De nition 1 leaves out the computational aspects of data poisoning, i.e.,
how e ciently we can nd such a poisoning distribution (whenever it exists). This will be
studied in Section 3.5, using a gradient-based algorithm inspired directly by our de nition.
(c) We could also add other requirements, such as curvature or stability, to De nition 1.

Given the above formalization, the following characterization is immediate:

Theorem 1. A target parameterw is -poisoning reachable i 02 G = G (g( )) =
fa )g()+ g9:92Gg

2As pointed out by a reviewer, this may not be computationally feasible if one is too ambitious about
the setW.
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SinceG (see equations equation 3.1-equation 3.2) is clearly convex, the sub<etsare
all convex and increasing with respect to, i.e.,

9()=G"> G " G'=G:

Recall that = 1}’..d Is the (absolute) proportion of the poisoned set. Thus, we conclude

intuitively that the larger "4 (equivalently ) is, the easier it is to induce any target model
w on any training distribution . In particular, the special case =1 corresponds to the

so-called unlearnable examples (Fowl, Chiang, et al. ; Fowl, Goldblum, et al. ;
Fu et al. ; H. Huang et al. ; W. Liu and Chawla ; Sandoval-Segura et al.
; D. Yu et al. ), where an attacker is allowed to change the entire training set

(i.e., empirical distribution ).

Conversely, we can also conclude from Theorem 1 thalif62G( ) , then data poisoning,
with any budget "4, will not be successful in producing the target parametew. If 0 62
G(P), then no training distribution can yield w. In particular, data poisoning will not be
successful in producingv even if"4 =

Let us give some examples to illustrate our results so far.

Example 1 (Least-square regression)Consider
(z;w) = %(y w”x)?; where z = (X;y):
Clearly, we have
g(x;y) = (W7x  y)x =(xXx7)w  yx;
and henceg( )= w m, where = E, xx~ andm = E.,) Yyx. For simplicity
let us assum& = RY R and = P sothatG = R (by considering product distributions
wherex concentrates on a single point). Therefore, we conclude from Theorem 1 that data

poisoning with any"y4 > 0 is possible for least-square regression. The same conclusion holds
even if we add regularization tav (which, we recall, is xed).

3.4.2 Scalar Output Linear Models

For linear models we can further simplify the i condition in Theorem 1. We begin with
the following result:

Theorem 2. Suppose = P contains all distributions, "((x;y); w) = I(w” x;y) for some
univariate lossl, and hw;g( )i & 0. Then, w is -poisoning reachable i
0
hwig( )i . hwg()i .
hN;g(g)i'a, bh"\fv;gg( )'i : where (3.3)
- nf > I > . .
a (Xl;y)zz(w x) 1w’ x;y);

b= sup (W”x) 1qw>x;y);
(x;y)2z

> max

with equality attained if the maximum is attained.
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Figure 3.1: Logistic regression on the 2d OR dataset that veri es the transitioning threshold
in Corollary 1. Left: w.r.t. target modelsw 2 R?, which all achieve 0 accuracy;
Middle : accuracy drop due to the gradient canceling attack in Section 3.5. Indeed,
poisoning successfully induces the target model as long as"q4 ; Right : norm of
gradient w.r.t. modelw over the mixed distribution , with "4 the relative proportion of
poisoned data. In general, the closél gets above , the smaller the gradient norm, which

is an indication of the target model being more achievable through data poisoning.

Theorem 2 follows from the more general Theorem 5 in Appendix B.1, where we further
remove the restriction = P. The condition hw;g( )i & 0 can be checked easilg priori;
see Remark 1 (Appendix B.1) for discussions on when it fails. Remark 2 (Appendix B.1)
draws further connection between our result and the breakdown point in robust statistics.
Compared to the more general Theorem 1, Theorem 2 exploits the linear structure to
simplify the set G to basically an interval and hence the condition equation 3.3 is much
easier to verify. Indeed, consider Example 1 again. It is clear thif{t;y) =t y, whence
a= 1 andb= 1. Thus, we verify more easily that data poisoning succeeds on least-
square regression for anyy > 0.

The next example reveals a surprising phase transition in terms of the poisoning pro-
portion  (or equivalently "):

Example 2 (Logistic regression) Consider now
“(z;w) =log(1 +exp( w”x));

where we have absorbed the binary lageito x (e.g., x  yx). Clearly, we haveg(x) =
x. On the direction w, for any distribution we have

1+exp( w> x)

W)=t o hwig( )i SUP ey

where the left-hand side is Lambert's W function and the right-hand side is cleadly.
Therefore, supposeX = RY and = P, we have

G=fg:w’g W(1=¢ 0:28g;

which is not the entire space! Consequently, if

thg( )' n —_ hw; g( )I
S Pwig()i+W(i=9 0 d < = maxf W(1=e) ,0g; (3.4)
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then any poisoning distribution (with any support) cannot producev (along with training
distribution )!

By simply changingx  yx and then droppingy we immediately obtain from Theo-
rem 2 su cient and necessary conditions for the poisoning reachability of binary margin
classi ers. In particular, we record the following result:

Corollary 1 (Binary Margin Classier). Consider linear models with loss (x;w) =
[(w”x%).

Suppose = P consist of all distributions onX and hw;g( )i & 0. De ne
a:= inf t Iqt); b:= sup t I9t):

t2w> X t2w> X

Then, a target parameterw is -poisoning reachable i equation 3.3 holds (with equality
attained if the maximum there is attained).

The standard margin losses are decreasing, such as the logistic loss in Example 2, the
exponential loss in Adaboost, and the hinge loss in SVM. Whex = RY is unbounded,
typically b= 1 buta> 1 , leading to a common phase transition phenomenon: data
poisoning against these losses succeeds in producing a target parameter crosses the
threshold in equation 3.3. In particular, any target parametew such that hw;g( )i < 0
is always poisoning reachable for any> 0. Interestingly, Koh, Steinhardt, et al. ( :
Proposition 3) showed that if a model is poisoning reachable, then it (often) can be poisoned
to by a distribution  supported on two distinct points (which however does not imply
diminishing "4 due to repetitions). Corollary 1 provides a de nitive answer on when a
model is poisoning reachable and hence complements the results of Koh, Steinhardt, et al.

(2022).

We emphasize that with any further restrictions on the poisoning distribution (such
that ( P), condition equation 3.3 remains to be necessary: data poisoning is apparently
even harder in this case. For nonlinear models with a xed feature map (such as kernel
methods), our results extend immediately, after the obvious change-of-variable  (x).

Figure 3.1 illustrates the transition threshold in equation 3.4 on the simple OR dataset
(where each of the four points is repeated 50 times with small Gaussian perturbation, see
Appendix B.3 for details). Logistic regression (LR), trained on the clean data, achieves
perfect accuracy. In Figure 3.1 (left), each grid point represents a target parameter =
(wy;wy), all of which achieve O test accuracy (i.e., malicious models). The heat map
indicates the threshold for eachw, which, as predicted by our theory, is the percentage
of poisoning required to achievev through retraining. In Figure 3.1 (middle) we run
the gradient canceling attack (see Section 3.5) with varying percentag and verify that
indeed we can reduce the 100% clean accuracy to 0%"} . In Figure 3.1 (right)
we plot the magnitude of the gradient of the target parametew over the mixed dataset
(clean training data plus poisoned data), as an approximate measure of how clesean

38



be achieved by retraining on the mixed dataset. Overall, the largety is, the larger the
accuracy drop is (not surprisingly) and the smaller the gradient norm is, with a clear
transition once "y crosses (perhaps surprisingly).

3.4.3 Multiple Output Linear Models

Next, we extend our results to multiple outputs (classes):
Theorem 3 (Multiclass). Consider(x;y; W) = [(W”x;y) for some losd. Then?,
Gx;y):=rw (xX;y;W)=x r (W™ x;y):

SupposeW?” G( ) is non-degenerate and = P contains all distributions. Then, W is
-poisoning reachable i

021 IWG()+ fW’G(): 2 g (3.5)

Compared to Theorem 5, condition equation 3.5 is no longer univariate but a square
matrix of dimensions the same ay (the output). Nevertheless, we may simply take the
trace on both sides to arrive at an easier albeit only necessary condition. We illustrate the
last point through a familiar example:

Example 3 (Cross-entropy) Let h = W~ x. The cross-entropy loss corresponds to

X
[(h;y)= hh;yi +log I(exphk;

wherey is one-hot. Taking trace on equation 3.5 we obtain

0= )o( )+ g(); where
g( ): E(x;y) fh,p y|,

P
and p := softmax(h) = exp(h)= ", exp(h«). In Appendix B.1 we prove the tight bound
W(C—el) g( ) 1 ,leading to the necessary condition for inducingV:
"y = (c) := maxthW; G( )i =W (;}); 0g; (3.6)

where c is the number of classes. When = 2, we recover the su cient and necessary
condition in equation 3.4.

We remark that all of our results continue to hold as necessary (but may not be suf-
cient) conditions for neural networks where the inputx goes through alearned feature
transformation ' (x;u), parameterized byu:

3We use the notationa b := ab> for two column vectors.
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Theorem 4 (Neural Networks). Consider "(x;y;W;u) = I(h;y) for some lossl, where
h:= W~>' (x;u). Then,

rw (xX;y;Wiu)="(x;u) r sl(h;y) (3.7)
ro (Gy;Wiu)=r " (Gu)Wr pl(h;y); (3.8)

and (W;u) is -poisoning reachable i there exists 2 such that
021 )G()+ G(); (3.9)

whereG( ) := Exy) (rw;r ). In particular, (W;u) is -poisoning reachable only if
there exists some 2  such that

021 )G )+ G1( ) (3.10)

whereG:( ) := Exy) ' (X;u) r pl(hyy).

Proof. It is straightforward to compute the gradients in equation 3.7 and equation 3.8.
The i condition in equation 3.9 then follows from Theorem 1. The necessary condition in
equation 3.10 is obtained by simply ignoring the second part &( ) (that corresponds to
ru). O

From equation 3.10 we conclude that the poisoning distribution must be supported
at least ons = rank( G4( )) points, as long as 2 (0;1). Taking inner product w.r.t. WA
on both sides of equation 3.10 we obtain

0=(1 g )+ gal); (3.11)

wherega( ) = Exy) bAr yl(h;y);hi and A is arbitrary. The condition equation 3.11
is univariate and easy to check, albeit being necessary but not su cient. We remark that
the free choice of the matrixA may be exploited to tighten this necessary condition.

3.5 Gradient Canceling Attack

In this section we discuss how to nd a poisoning distribution 2 so that upon retraining
on the mixed distribution = (1 ) + ,the target parameterw will be favored. We
recall that is the (clean) training distribution and is the (absolute) poisoning proportion.

The algorithm we propose is very intuitive and directly inspired by our De nition 1:
we simply nd a poisoning distribution 2 so that

g( )=@ )a()+ g() O
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where recall that = ﬁ andg( ) := E, r  (z;w) is the model gradient computed
over a distribution . Thus, we arrive at the following Gradient Canceling problerh

min 3kg( )+ "ag( )K3; (3.12)

which is always convex (sincg( ) is linear in while is a convex subset of admissible
distributions). In Appendix B.2 we discuss a measure optimization approach for solving
equation 3.12, while below we focus on a Lagrangian approach that directly constructs a
poisoning dataset and eliminates the need of resampling from

In more details, we constrain the poisoning distribution to be uniform oven"y data
points f z; g:
1 X
N= = 2 (3.13)
n g !
j=1
wheren is the size of the (clean) training set and, denotes the point mass concentrated on
z. We only optimize the locations of the pointg; but keep their mass uniform throughout.

Thus, we arrive at the following problem:

1 1 Xo 2
mn 5 g( )+"s —— rw(z;w) (3.14)
"2 2 n"g =1 2

where we remind thatg( ) = E, r , (z;w) as well as the target parametew are
xed during optimization. For supervised tasks wherez = (Xx;y), we may choose to
optimize both the featurex and labely, or simply optimize the featurex only (as in our
experiments).

We apply (projected) gradient descent to solve equation 3.14, where the gradient with
respect to thej -th poisoning dataz; is:

@ 1 .

— = rr Z W + "4a("M]: 3.15
@ STl w (Z3w) [90)+ "e9(M] (3.15)
We note that using auto-di erentiation, the above matrix vector product can be computed
very e ciently, costing essentially as much as gradient calculation. The constraint fof to
lie in can be handled by projection. For instance, the constrairt 2 Z (e.g. pixels must
lie in Z =[0; 1]) can be enforced by projecting the gradient update ont@.

We summarize the Gradient Canceling(GC) attack in Algorithm 2, and we emphasize
that it can take any target parameterw as teacher and construct a poisoning dataset
such that retraining will arrive (approximately) at w. We note that Gradient Canceling is
a re nement of the KKT attack of Koh, Steinhardt, et al. ( ): our re nement lies in the

40Other merit functions than the ~,-norm here can also be used.
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Algorithm 2:  Gradient Canceling(GC) Attack
Input: training distribution
step size , poisoning fraction"y, and target parameterw.
1 initialize poisoned dataset" in equation 3.13, e.g., randomly subsample clean
training data
2 calculateg( )= E, r y (z;w)
3 for t=1;2;:::do
4 | calculateg(®) = LT (z5w)

calculate lossL = kg( )+ "qg(")k3
update poisoned data using equation 3.1%;  z a

project to admissible set:*  Proj (»)

(o2 B¢

~

8 return the nal poisoned dataset”

generalization to any loss, di erent optimization strategy, exploring target parameters
generated by the much stronger GradPC attack (Sun et al. ), experimenting on a
variety of di erent models, and studying the e ect of the poisoning proportion. Other
authors such as Suya et al. ( ) also explored (rather costly) attacks based on a target
parameter in the online setting (that require retraining in each round), whereas their lower
bound on the amount of poisoned points may not be easily computed even for logistic
regression.

Comparison with Gradient Matching. Geiping et al. ( ) proposed a gradient
matching algorithm for crafting targeted poisoning attacks, which can be easily adapted
to our setting. Suppose that a defender aims at minimizing a lossto achieve modelw
on (clean) training distribution . Let . be a reversed version of. For example, ifl is the
cross-entropy loss in Example 3, then

I(h;y)=log[l exp( I(h;y))]; whereh=W"~x;

is the reversed cross-entropy loss (Fowl, Chiang, et al. ). Asliscourages the model
from classifying clean datax asy, Geiping et al. ( ) proposed to match its gradient
r w.(; w) over a poisoned distribution” (within some proximity of ), based on some
dissimilarity function S (e.g., cosine dissimilarity):

min S (rw.( ;W) 1w (W)

We point out some key di erences between gradient matching (Fowl, Chiang, et al. )
and our work: (1) Gradient matching focuses on =1, i.e., an attacker is able to modify
the entire training set. While this is useful in certain settings (e.g., crafting unlearnable
examples ), it masks the e ect of the poisoning proportion, which, as we showed in Sec-
tion 3.4, can determine if a target parameter is poisoning reachable at all. (2) Gradient
matching requires the construction of a reversed loss, whose gradient may not be at the
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