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Abstract

Machine learning (ML) models are increasingly being deployed for client-facing services
(e.g., chatbots, search engines, and browsers), high-stakes decision-making applications (e.g.,
healthcare and criminal justice), and as part of larger systems (e.g., autonomous vehicles and
operating systems). However, to deploy ML models for a particular application, practitioners
need to address various deployment concerns including (i) infrastructure issues (e.g., latency,
throughput, interoperability, scalability), (ii) model design (e.g., high utility and generalization,
minimal overfitting, hyperparameter tuning, data processing), (iii) environmental impact (e.g.,
reducing carbon emissions, water and power consumption by data centers), (iv) adversarial
and societal risks (e.g., security, privacy, safety, unfairness, poor transparency, misalignment,
misinformation, and cyberattacks), and (v) enabling governance (e.g., verifying claims by prac-
titioners, and regulatory compliance). | focus on two deployment concerns: adversarial and
societal risks, and enabling governance, and address unintended interactions and accountability
within these respective concerns. | present them as two parts of the thesis.

(Part 1) Unintended Interactions in ML: Substantial prior work explores the design of de-
fenses against individual risks to security, privacy, fairness, transparency, and safety. | argue
that this is not sufficient for real-world ML models that must protect against multiple risks
simultaneously. Practitioners need to address additional challenges that emerge when doing
so, including unintended interactions. A systematic understanding of such interactions is lack-
ing, and | study three unintended interactions: (a) a defense against one risk may increase or
decrease other unrelated risks; (b) conflicts among defenses can decrease their effectiveness
when combined; and (c) potential for collusion among adversaries can enable executing an at-
tack to amplify others. | propose frameworks to identify factors underlying such interactions,
and present guidelines to conjecture about unexplored ones.

(Part 2) Accountability in ML Pipelines: Practitioners’ claims about executing various ML
operations needs verification by a verifier (e.g., regulator). This includes demonstrating ML
properties covering the model, its training process, its training data, as well as deploying de-
fenses and accounting for unintended interactions from Part-1. Such claims are currently
communicated via ML property cards (e.g., model, data, and inference cards). | propose ML
property attestation mechanisms that allow provers (e.g., model trainers) to demonstrate ML
properties to verifiers, while ensuring model and data confidentiality. | show that existing
software-based mechanisms are either inefficient (e.g., cryptographic mechanism), or ineffec-
tive and easily evaded (e.g., ML-based mechanism). | then identify hardware-based mechanisms
using trusted execution environments as an efficient and effective alternative for providing ML
property attestations. These attestations can then be used for verifiable ML property cards, to
ensure accountability for practitioners’ claims.

Vi
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Chapter 1

Introduction

Over the past few years, machine learning (ML) algorithms have demonstrated substantial
improvements across a wide range of tasks, including image classification [13, 14], natural lan-
guage processing [15], as well as text and image generation [16]. These utility improvements
have led to wide-scale deployment of ML models to various domains (e.g., education [17],
healthcare [18, 19], finance [20, 21, 22], and businesses [23, 24]). This also includes various
applications such as client-facing services (e.g., chatbots [25, 26], search engines [27, 28]
and browsers [29, 30]), agentic systems [31, 32, 33], high-stakes applications (e.g., health-
care [34, 35, 36], predictive policing and granting paroles [37, 38, 39], and job applicant screen-
ing [40, 41]); and as components of larger systems (e.g., operating systems [42, 43] and
autonomous vehicles [44, 45]).

Given the above wide-scale deployment of ML models, practitioners need to account for var-
ious concerns when deploying these models, including (i) infrastructure issues (e.g., latency,
throughput, interoperability, scalability) [46], (ii)) model design (e.g., high utility and gener-
alization, minimal overfitting, hyperparameter tuning, data processing) [47, 48], (iii) environ-
mental impact (e.g., reducing carbon emissions, water and power consumption by data cen-
ters), (iv) adversarial and societal risks (e.g., security, privacy, safety, unfairness, poor trans-
parency, misalignment, misinformation, and cyberattacks), and (v) enabling governance
(e.g., verifying practitioners’ claims, and regulatory compliance).

Among the above deployment concerns, | focus on two, namely, adversarial and societal risks,
and enabling governance. | will discuss one specific aspect within each deployment concern
respectively, as separate parts of my thesis:

Part-1 (Unintended Interactions in Machine Learning): Within adversarial and societal
risks, prior works have identified several risks to security, privacy, fairness, transparency, and



safety [49, 50, 6, 7, 10, 51, 11]. While substantial prior work explores the design of defenses
against individual risks [52, 53, 54, 55, 56, 57], | argue that this is not sufficient for real-world
deployment of ML models where practitioners must protect against multiple risks simultane-
ously. Thus, practitioners' need to address additional challenges beyond mitigating individual
risks, including unintended interactions (includes trade-offs and unintended behavior stemming
from ML model design choices in the presence of multiple adversaries with different objectives).
A systematic understanding of these interactions is lacking, and | identify and explore three
such interactions that are briefly described in Section 1.1 with more details in Part-1.

Part-2 (Accountability in Machine Learning Pipelines): Despite claiming to design and

deploy effective defenses against individual risks and accounting for unintended interactions

(from Part-1), we need technical mechanisms to hold the practitioners accountable for their
claims. Such mechanisms can additionally support governance by enabling external verifica-
tion that deployment practices comply with applicable regulations and policies. Thus, within

the deployment concern of enabling governance, | study technical mechanisms that allow provers
(e.g., model trainers) to demonstrate properties of an ML model (e.g., accuracy, fairness, robust-
ness), its training process (e.g., how the model was trained and what it was trained on), and its
training dataset (e.g., attribute distribution), to a verifier (e.g., regulator or customer). | refer to

these as ML property attestation mechanisms, which can enable accountability across the ML

pipeline, and support regulatory compliance. In Part-2, | systematically explore the design

space of attestation mechanisms for ML properties, spanning both software- and hardware-
based mechanisms, against the requirements of effectiveness (accurately measure properties),
efficiency (incur minimal overhead relative to ML operations), versatility (cover diverse prop-
erties), scalability (can be verified by multiple verifiers), and robustness (resistant to evasion

by malicious provers). | also discuss how these attestations can be extended to demonstrate

which defenses were applied and how unintended interactions (from Part-1) were evaluated

and addressed prior to deployment.

1.1 Part-1: Unintended Interactions in Machine Learning

I identify and systematically explore three types of unintended interactions: (a) a defense against
one risk may increase or decrease other unrelated risks; (b) conflicts among defenses can de-
crease their effectiveness when combined; and (c) potential for collusion among adversaries can
enable executing an attack to amplify others. Here, | defend the following thesis statement:

"Terminology: | use practitioners to broadly describe model designers, trainers, and service provers who design,
train, and deploy ML models for various applications. | differentiate their roles later in Chapter 2: Section 2.1.



Thesis Statement
Unintended interactions can be systematically understood and predicted by identifying the
underlying factors that influence the effectiveness of defenses and susceptibility to risks.

| will defend this thesis statement by addressing three research questions (RQ1.1-RQ1.3),
each corresponding to the unintended interactions described above. | present an overview
of the unintended interactions, corresponding research questions, and my contributions in
addressing them in support of Part-1’s thesis statement:

« Unintended Interactions among ML Defenses and Unrelated Risks: Defenses target-
ing one risk can inadvertently increase or decrease susceptibility to other unrelated risks.
For example, adversarial training (against the risk of evasion) may increase susceptibility to
membership inference [58, 59], discriminatory behavior [60, 61], and makes it easy for an ad-
versary to steal the target model’s functionality [62]. However, a systematic understanding
of the underlying causes of such interactions is lacking in the literature. ldentifying these
causes can enable practitioners to predict unexplored interactions without expensive empiri-
cal evaluation. However, this is challenging due to the opaque behavior of ML models. This
raises the following research question:

RQ1.1: What are the factors underlying unintended interactions among defenses and
unrelated risks, and how can we effectively predict unexplored ones?

| developed the first framework to systematically explore unintended interactions based on
the conjecture that overfitting and memorization are the primary causes. This is because
different risks depend on factors that influence overfitting and memorization, and an effec-
tive defense that changes these underlying factors, in turn affects the susceptibility to the
risks. My framework includes various factors that influence overfitting and memorization:
characteristics of the training dataset (e.g., size, distribution), the model (e.g., capacity), and
the objective function (e.g., distance to boundary, loss curvature). Using this framework,
| propose a guideline to explain interactions previously explored in the literature and con-
jecture about unexplored ones by examining how a defense changes a factor, and how a
change in that factor correlates with a change in susceptibility to an unrelated risk. Using
this guideline, | conjecture three previously unexplored interactions and empirically validate
them. This work was published in [EEE Symposium on Security and Privacy (S&P) 2024, and
received a distinguished paper award [1]. This also resulted in Amulet, an open-source library
for evaluating unintended interactions [63], which received funding from Intel.

« Combining ML Defenses without Conflicts: Real-world models must simultaneously
protect against multiple risks to security, privacy, and fairness. Combining existing defenses
is plausible, but conflicting objectives can reduce the effectiveness of the constituent de-



fenses. This leads to asking the following;:

[ RQ1.2: How can we effectively combine ML defenses while avoiding conflicts? ]

We need an easy-to-use combination technique that should be (i) accurate (correctly identi-
fies whether a combination is effective), (ii) scalable (allows two or more defenses to be com-
bined), (iii) non-invasive (requires no changes to the defenses being combined), and (iv) gen-
eral (applicable to different types of defenses). | propose Def\Con, the first technique to
effectively combine defenses based on whether the defenses will conflict with each other [2].
Def\Con identifies potential conflicts based on where each defense is applied in the ML
pipeline (pre-, in-, or post-training), and whether the underlying mechanisms of the defenses
interfere (e.g., a later defense minimizes a risk used by an earlier defense). Since these steps
do not depend on specific defenses, Def\Con is generally applicable to various defenses. This
helps practitioners identify compatible defenses that can be effectively combined, i.e., their
effectiveness remains comparable to applying each defense separately. | show that Def\Con
is more accurate than prior baselines, and correctly predicts seven out of the eight previously
explored combinations, and 27 out of 30 unexplored combinations that my co-authors and
| evaluated empirically. | also show, for the first time in the literature, that it is possible to
effectively combine three defenses (i.e., Def\Con is scalable). Finally, Def\Con combines ex-
isting defenses without modification (i.e., Def\Con is non-invasive). This work was published
in the Transactions on Machine Learning Research (TMLR), 2025.

Colluding Adversaries in ML Pipelines: So far, while answering RQ1.1 and RQ1.2, | as-
sumed that adversaries are independent actors in the ML pipeline with distinct objectives
targeting different risks. However, practitioners must consider the potential for collusion
among adversaries within the ML pipeline, where an adversary executes an attack (by ex-
ploiting the vulnerability related to the corresponding risk) to amplify the effectiveness of
attacks by other adversaries. Existing work lacks a systematic framework to explore poten-
tially colluding adversaries, and to study the implications of the adversaries’ characteristics
for collusion. A unified framework can help practitioners and researchers (i) identify new
threats against ML systems, (ii) design strong attacks for auditing, and (iii) design effective
defenses against such attacks. This raises the following question:

RQ1.3: What are the underlying factors that that aid the potential for collusion among
adversaries, and how can we predict the collusion potential?

| present the first framework to explore two collusion types: (i) between train- and inference--
time adversaries (or “train-inference collusion”, and (ii) among inference-time adversaries (or
“inference-time collusion”) [3]. In both cases, | observe that a successful attack changes cer-



tain factors, which can influence the effectiveness of other attacks relying on those factors.
However, these factors differ between both collusion types. For train-inference collusion, poi-
soning changes the factors underlying overfitting and memorization which can impact the
effectiveness of inference-time attacks that rely on those factors. Here, the framework in-
cludes the factors underlying overfitting and memorization (from Chapter 3), which can be
manipulated by the train-time adversary through poisoning. For inference-time collusion,
knowledge inferred from the first attack is treated as an outcome that satisfies the prerequi-
sites for the second attack. Here, factors related to adversary’s knowledge (e.g., of training
data, target model) are part of the framework. Using the common factors among attacks, |
present a guideline to predict the potential for collusion. | empirically validate the guideline
on five unexplored cases of collusion, and discuss the impact of the adversary’s characteris-
tics. This work was published in the USENIX Security Symposium (USENIX SEC), 2026.

1.2 Part-2: Accountability in Machine Learning Pipelines

Having identified and explored the three unintended interactions in Part-1, we still need mech-
anisms to validate practitioners’ claims regarding ML properties including defense deployment,
the handling of unintended interactions, and the execution of standard ML operations through-
out the ML pipeline. Practitioners can make claims about various ML properties using (i)
datasheets to describe the training dataset properties (e.g., bias and distribution) [64], and
(if) model cards to describe how the model was trained and evaluated (e.g., accuracy, fairness,
privacy, and robustness) [65]. Since there are no approaches to describe inference-time prop-
erties (e.g., use of filters or transforming the inputs and outputs, and binding the output from
a model to the corresponding input and model), | propose inference cards [5]. Collectively,
| refer to datasheets, model cards, and inference cards as ML property cards, which improve
transparency across the ML pipeline. However, these ML property cards are not verifiable and
allow malicious practitioners to make false claims about the model properties (e.g., Hugging
Face where the descriptions of the uploaded models and datasets can be false [66]).

To prevent the inclusion of false claims in the ML property cards, there is a need for tech-
nical mechanisms that allow practitioners (as provers) to provide verifiable claims to a verifier
(e.g., a regulator). These verifiable claims can be achieved through attestations which include
(i) proof of attribute distribution (value of distribution of attributes in the training dataset),
(ii) proof of training (model is trained on a specified dataset, configuration, and architecture),
(iii) proof of evaluation (model has certain accuracy, fairness, or robustness on a given test
dataset), and (iv) proof of inference (model generated an output for a given input). These mech-
anisms can help with regulatory compliance when verifiers check the attestations against ex-



pected behavior. However, they will differ from traditional approaches where a regulatory
agency inspects and issues certificates. This is because (i) it may not be possible to disclose
models and datasets due to intellectual property or privacy constraints (e.g., GDPR- or HIPAA-
protected data), and (ii) companies might not wait for slow compliance checks in a competitive
environment. Hence, there is a need for mechanisms to allow provers to proactively demonstrate
their claims about ML properties to a verifier, while preserving the model and data confidential-
ity. In Part-2, | will defend the following thesis statement:

Thesis Statement
Ensuring accountability of ML operations by designing technical mechanisms that are effective,
efficient, versatile, scalable, and robust, is feasible.

| support this claim by addressing research questions: RQ2.1 and RQ2.2. | now present an
overview of these questions and my contributions in answering them.

« Software-based ML Property Attestation Mechanisms:” | propose ML property attesta-
tion mechanisms that enable a prover (e.g., model trainer) to demonstrate relevant properties
of a model, training dataset, and training process to a verifier (e.g., regulator) [4]. A natural
first step is to answer the following research question:

[ RQ2.1: Can software-based ML property attestation mechanisms meet all requirements? ]

| use the case study of distributional equity, which uses proofs of attribute distribution to ver-
ify whether a training dataset’s distribution for a given attribute (e.g., race or sex) matches
a required distribution specified by policies or regulations. | explore three software-based
mechanisms in this case study: (i) ML-based mechanism that re-purposes distribution infer-
ence attacks or statistical techniques to audit target ML models; (ii) cryptographic mechanism
that uses protocols based on zero-knowledge proofs or multi-party computation; and (iii) hy-
brid mechanism that combines both ML-based and cryptographic mechanisms. | show that
ML-based mechanisms are neither effective nor robust, while cryptographic mechanisms are
costly for practical deployment [4]. | propose a hybrid mechanism that strategically combines
ML-based and cryptographic attestations (using multi-party computation), to get better effi-
ciency than cryptographic mechanisms and better effectiveness than ML-based mechanisms.
However, it does not scale to multiple verifiers limiting its practicality in real-world settings.
Hence, other attestation mechanisms need to be considered. This work was published in the
European Symposium on Research in Computer Security (ESORICS), 2024.

« Hardware-based ML Property Attestation Mechanisms: In light of the limitations of

2Terminology: For brevity, | use “attestation mechanisms” in place of “ML property attestation mechanisms,” and
refer to the types as software-based, hardware-based, ML-based, cryptographic, and hybrid (described later).



the software-based mechanisms, a natural question is whether hardware-based mechanisms
using trusted execution environments (TEEs) can be a practical alternative. TEEs have been
prevalent in various devices (e.g., mobile phones) [67, 68], and recent advancements allow
efficiently executing ML workloads (e.g., Intel’s AMX, NVIDIA’s H100 GP Us) [69]. This leads
to the following research question:

RQ2.2: Can hardware-based ML property attestation mechanisms address the limitations of
software-based ones, and meet all requirements?

| propose Laminator, a framework to provide ML property attestations using hardware-
based TEEs (e.g., Intel SGX) [5]. | show that Laminator satisfies all required properties
and can efficiently furnish verifiable ML property attestations. When combined with ML
property cards, Laminator’s attestations enable practitioners to make provable claims about
their datasets, models, inference-time behavior, and training processes. This can enable ac-
countability in ML pipelines and also demonstrate compliance against various regulatory and
policy requirements. This work was published in the ACM Conference on Data and Applica-
tion Security and Privacy (CODASPY), 2025. The hardware-based ML property attestations
provided by Laminator can be extended to demonstrate to a verifier that the unintended
interactions from Part-1 have been properly accounted for (discussed in Chapter 8).

| outline the thesis structure, listing chapters, research questions (“RQs”), contribution refer-
ences (“Ref”), and publication statuses (Table 1.1).

Table 1.1: Overview of chapters and their titles, corresponding research questions
(“RQs”), references (“Ref.”), and their statuses.

Chp RQs Chapter Title Ref. Status

Part-1: Unintended Interactions in ML

3 RQ1.1 Unintended Interactions among ML Defenses and Unrelated Risks ~ [1]  IEEE S&P’24 ¥

4 RQ1.2 Combining ML Defenses without Conflicts [2] TMLR’25

5 RQ1.3 Colluding Adversaries in ML Pipelines [3] USENIXSEC’26

Part-2: Accountability in ML Pipelines

7 RQ2.1 Software-based ML Property Attestation Mechanisms [4] ESORICS’24

8 RQ2.2 Hardware-based ML Property Attestation Mechanisms [5] ACM CODASPY’25

! Distinguished Paper Award



Part 1
Unintended Interactions in Machine Learning

Substantial prior work has explored the design of defenses against individual risks. | argue
that this is insufficient for the real-world deployment of ML models where practitioners must
protect against multiple risks simultaneously. This introduces additional challenges, including
unintended interactions in ML. | identify and explore three types of unintended interactions: (a) a
defense against one risk may increase or decrease other, unrelated risks; (b) conflicts among
defenses may reduce their effectiveness when combined; and (c) collusion among adversaries
may enable the exploitation of one risk to amplify others. In Part-1, | defend the following;:

Thesis Statement
Unintended interactions can be systematically understood and predicted by identifying the
underlying factors that influence the effectiveness of defenses and susceptibility to risks.

[ first present background on the relevant concepts (Chapter 2), and then systematically explore
the three unintended interactions in separate chapters, each addressing the corresponding re-
search questions to support the thesis statement: (RQ1.1) What are the factors underlying
unintended interactions among defenses and unrelated risks, and how can we effectively predict
unexplored ones? (Chapter 3) (RQ1.2) How can we effectively combine ML defenses while avoid-
ing conflicts? (Chapter 4) (RQ1.3) What are the underlying factors that aid the potential for
collusion among adversaries, and how can we predict the collusion potential? (Chapter 5)

8



Chapter 2

Background

| present an overview of the ML pipeline and the notations used throughout the thesis (Sec-
tion 2.1). | then describe overfitting and memorization in ML (Section 2.2), various risks to ML
models by presenting a streamlined threat model (Section 2.3), and finally, present the defenses
to mitigate various risks (Section 2.4).

2.1 Machine Learning Pipeline and Notations

The ML pipeline involves multiple actors with distinct roles across three stages: pre-training
(e.g., data processing), in-training (e.g., optimizing the model), and post-training (evaluation on
test dataset, and deployment). Figure 2.1 is an overview of this pipeline assuming the model
is deployed as a service that returns responses to a client’s queries. | later discuss how this
pipeline extends to other settings. Below, | discuss the various actors and their roles in the ML
pipeline across the different stages.

Pre-training

Multiple data owners (DtOwnr; @) provide raw data that includes either their personal data
or data collected from external sources such as the Internet or software repositories. A data
provider (DtProv; @, @) then aggregates the data from DtOwnr and processes them to produce
training dataset 2, (for training M), validation dataset 2, ,; (for hyperparameter tuning),
and a test dataset 2D, (for evaluating different metrics). These datasets are sampled from an
underlying distribution D, satisfying some distributional property p (e.g., some ratio of females
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Figure 2.1: Overview of ML pipeline: Raw data from data owners (DtOwnr) is aggregated by
a data provider (DtProv) and processed into training (2,,.), validation (2,,,;), and test (D,,)
datasets. A model trainer (ModTrnr) then trains or fine-tunes a model M using an architecture
or pre-trained model from a model provider (ModProv), code for the training algorithm from
a code provider (CodeProv), and a training configuration specified by ModTrnr. The trained
M, owned by a model owner (ModOwnr), is evaluated on 2, and subsequently deployed by a
service provider (SrvProv) for clients (Clnt) to send queries and get responses.

in the distribution). Since i.i.d. sampling is used to get D,,. from D, given by D, ~ D,, D,,.
also satisfies the property p. | consider datasets of the form (x,y), where z € X denotes
an input record = from the input space X (e.g., images or text prompts), and y € Y denotes
the corresponding expected output y from the space of all possible expected outputs Y (e.g.,
ground truth class for classifiers, or next-tokens for generative models). Here, the data record
is represented as z = (x,y). Additionally, the datasets might include an additional sensitive
attribute s (e.g., race or sex) where s € S where S is the space of sensitive attributes. In this
case, the data record is represented as z = (z,y, s).

In-training

An ML model (M ,') is a function parameterized by 6 that takes an input x (e.g., images, tabular
data, graphs, or text prompts) and produces M (z) which is a classification label in case of
classifiers, and an image or text for generative models. A model trainer (ModTrnr; @) trains M

"Hereafter, | denote M, by simply writing M.
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using the following training inputs:

« training configuration J provided by ModTrnr which includes the objective function, learn-
ing rate, weight decay, and other hyperparameters such as number of epochs;

« code for the training algorithm from a code provider (CodeProv; ®) which includes third-
party libraries (e.g., PyTorch) and public implementations (e.g., from GitHub repositories);

« model architecture (for training M from scratch) or a pre-trained model (for fine-tuning)
from a model provider (ModProv; @) such as Hugging Face; and

« the training dataset 2,, from DtProv.

The trained model is obtained by applying the training process on the above inputs, which
can be written as: M < Train(2D,,., M ,,.,T ), where the code for Train() is obtained from
CodeProv. During training, 6 are updated iteratively to minimize the loss between M (z) and
the expected output y. Specifically, we update 6 using (z,y) € D,, over multiple epochs to

minimize some objective function given by

€ min [(M(z),y;0) + AR(0)

where [(M (z),y) is the error on x given the ground truth y (e.g., expected classification label,
image, or text). R() is the regularization function that restricts 6 from taking large values to
reduce overfitting (described in Section 2.2), and X is a hyperparameter to control regularization.
The parameters 6 are updated as: 6 := 6 — lr.% where [r is the learning rate.

Post-Training

During post-training, M is evaluated on D, using various metrics (e.g., accuracy, robustness,
fairness), followed by deployment to some application (e.g., ML-as-a-service or MLaaS$).

Evaluation: | assume M is owned by a distinct actor in the ML pipeline, namely, model owner
(ModQwnr; @). For instance, this is the setting when the training is outsourced by ModOwnr to
ModTrnr. Once M is trained, ModOwnr can evaluate its utility on 2,,. The utility includes
measuring accuracy in the case of classifiers, and the quality of generated images (e.g., using
Fréchet Inception Distance) and text (e.g., using perplexity) in the case of generative models.
Since the evaluation in the thesis primarily focuses on classifiers, | indicate the utility of M
using its accuracy (¢,..) on D, which is computed as

boed M, D) = 2 S UM (x) =y}

Dl (@,9)€Dye

acc)

where M (z) is the most likely class.
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Deployment: Assuming that the metrics evaluated on 2, are deemed good, ModOwnr shares
M with a service provider (SrvProv; @), who deploys M as a service that allows clients (C1lnt;
®) to submit queries via an APl and receive corresponding outputs. In other words, M takes
an input J and produces output 0, i.e., O <— M(J), where z is J, and the output M (zx) is O.
In case of open-weight models, C1nt can download the trained M (e.g., from Hugging Face)
and query it locally. | refer to the output from M, intermediate activations, 6, and gradients
as model observables.

The pipeline in Figure 2.1 remains the same for other model types (e.g., generative mod-
els) and covers settings other than MLaaS. In federated learning (FL), participants act as both
DtOwnr and ModTrnr, while the aggregator may serve as SrvProv and ModQOwnr if they own
M. For agent-based systems, the pipeline additionally includes interactions between the agent
and external Internet sources, where it retrieves information by invoking various tools and APls
based on instructions from Clnt.

2.2 Overfitting and Memorization in Machine Learning

Memorization and overfitting are related but distinct phenomena. | will illustrate the relation-
ship between overfitting and memorization using ML classifiers”.

Overfitting

ML classifiers are optimized to improve the accuracy on D,,. while ensuring that it generalizes
to D,,, i.e, high accuracy on both D, and D,,.. However, failing to generalize to 2, despite
showing high accuracy on 2D, is overfitting. We use generalization error (G.,..) to measure
overfitting, which is the gap between the expected loss on D,,. and D, [71]:

err)
967"7" = ($»y>l]iﬂte[l(M($), y)] - (m,y)[[::vﬂ?tr[KM(x), y)]

Since a lower expected loss often leads to a higher accuracy, henceforth, | refer to G,.,. as the
difference in accuracy between 2, and D,,.

ZDistinction between overfitting and memorization for generative models can be found in Burg and Williams [70]
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Memorization

We measure memorization® with respect to a single data record in D,,.. Memorization in
classifiers can be categorized into the following;:

. Data Record Memorization: For classifiers, M tends to memorize entire data records
and their corresponding labels especially for outliers, mislabeled records, or those belonging
to long-tail of D,,’s distribution [77, 78, 75]. This label-only memorization is essential for
M to achieve high accuracy on 2, [74]. Furthermore, memorized data records exhibit a
higher influence on model observables. We define label-only memorization of a data record
z; = (z;,y;) € D> C D,,, as the difference in probability P(M (z;) = y,) with and without
z; in D, [77,79, 80]. This leave-one-out notion of memorization is given by

mem(A, D3P, 1) = Pore gimmn) [M(2;) = y,] = Pore g, [M(z;) = y,]

If mem is close to one, it is likely that M has memorized z; (i.e., not leave-one-out stable®).
In other words, removing z, from 2,,. changes the decision boundary resulting in flipping
M’s prediction on z;. On the other hand, mem=0 indicates no memorization suggesting leave-
one-out stability. For generative models memorization of entire data records results in their
verbatim replication as seen in language and text-to-image diffusion models [86, 87, 70]. This
is influenced by the presence of duplicate data records in 2,,. and generative model’s large
capacity [87, 72, 88]. Several metrics such as exposure, k-Eidetic memorization, and counter-
factual memorization have been used for generative models [89].

« Attribute Memorization: )M can selectively memorize specific attributes from 2,,., which
is essential for accurate predictions [90, 91]. There are two types of attributes that can be
memorized by M stable attributes, which remain consistent despite changes in data distri-
butions or spurious attributes which change M’s prediction with change in distribution. M’s
generalization is better when it prioritizes learning stable attributes [90].

3Terminology: While "memorization” may carry negative connotations in ML, | use the term consistent with
prior literature on ML risks (e.g., [70, 72, 73, 74, 75, 76]).

‘Related Work: Although | adopt Feldman’s notion of “label-only memorization” [77], the broader idea that
sensitivity to individual training examples governs generalization has a long history in algorithmic stabil-
ity [81, 82, 83, 84]. Stability characterizes generalization by limiting the influence of any single example, whereas
memorization identifies examples whose influence is large, i.e., points on which the algorithm is highly unsta-
ble in the leave-one-out sense [85]. Feldman shows that such instability can be necessary for generalization on
long-tailed distributions, refining the classical view that stability and generalization go hand in hand.
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Relation between Overfitting and Memorization

Figure 2.2 shows the four cases to indicate the relationship between overfitting and memoriza-
tion in classifiers: (a) no overfitting and no memorization, (b) overfitting but no memorization,
(c) no overfitting but memorization, and (d) both overfitting and memorization.
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Figure 2.2: Relationship between overfitting and memorization: Average mem across all
data records in 2, and overfitting (G.,,) are at the bottom. Circles indicate data records in

D,,, and crosses indicate data records in D, ..

IHlustration Setup: | generate a synthetic dataset for binary classification and train a simple
neural network with two hidden layers with ten neurons each. | measure overfitting using G ...,
and memorization by averaging mem across all data records in 2D,,.

Ilustration: There are four possible cases depending on whether overfitting and memorization
occurs in D,,.. | highlight the cases below:

« Figure 2.2 (a) — No overfitting and no memorization: | generate the synthetic data
such that the data records in D,,. and 2D, are linearly separable. Hence, M perfectly fits
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D,, and generalizes to D,, (i.e., G,,, = 0). Also, data records in 2D,, are away from the
decision boundary due to which there is no memorization (mem=0).

« Figure 2.2 (b) — Overfitting but no memorization: To illustrate overfitting without
memorization in Figure 2.2 (b), | add noise to 2, in Figure 2.2 (a), causing some data records
to cross the decision boundary. Here, D, is linearly separable but not 2,,. As a result, M
perfectly fits 2,,. but does not generalize to 2,,. Additionally, data records in 2,,. are far
from the decision boundary making them leave-one-out stable (mem=0).

« Figure 2.2 (c) — No overfitting but memorization: To illustrate memorization without
overfitting in Figure 2.2 (c), | perturb data records in D,, from Figure 2.2 (a) so that the data
records move closer to the decision boundary, while keeping 2, linearly separable. The data
records in D, and D, are separable resulting in no overfitting (G.,,. = 0). However, with
data records in 2,, being close to the decision boundary, there is memorization (mem > 0).

« Figure 2.2 (d) — Overfitting and memorization: To illustrate both overfitting and mem-
orization in Figure 2.2 (d), | add noise to both D, and 2,  data records in Figure 2.2 (a).
The noise shifts data records in 2,, away from the distribution of 2, ., inducing overfitting,
while placing data records from different classes in 2D,,. close together, leading to their mem-
orization. Here, M both overfits to D,,. (i.e., M fits D,, perfectly but does not generalize to
D,.), and memorizes some data records in 2,,. (i.e., not leave-one-out stable).

In real-world models where 2, and M are complex, both overfitting and memorization typi-
cally occur together as seen in Figure 2.2 (d). Hence, hereafter | will assume this as the default.

2.3 Streamlined Threat Model for Machine Learning

Prior to deployment, practitioners need to design ML models to protect against various risks to
security, privacy, fairness, and transparency. To describe the various risks, | present a stream-
lined threat model by defining the characteristics of the adversary (Adv): objectives, knowl-
edge and access to target model M and its training data 2,,., and capabilities). Prior threat
models in ML literature are limited to specific risks (e.g., [6, 7, 8, 11, 9, 10]); have incomplete
characteristics (e.g., [92]); use inconsistent terminology (e.g., “blind” backdoors [93] vs. “blind”
membership inference [94], or “no box” [95] vs. “blackbox” [6]); and do not extend to new
risks, characteristics, and settings. The streamlined threat model presented below addresses
the limitations of prior work by covering various risks with consistent terminology. Such a
threat model can act as a community standard in ML, similar to other efforts in existing se-
curity and privacy literature (e.g., Dolev-Yao model in network security [96] and streamlining
privacy terminology [97, 98]).
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To define the threat model, | identify various Adv’s characteristics (objectives, capabilities,
knowledge and access to M and 2,,). Formally, | represent the threat model as a tuple of
seven sets (denoted as <), corresponding to each of the questions below:

« what role(s) does Adv play? (role);

« what are Adv’s objectives? (obj);

« what are Adv’s capabilities? (cap);

« what is Adv’s interaction with M? (i)

« what attack optimizations can Adv use? (opt)
« what is Adv’s knowledge about M? (k,);

« what is Adv’s knowledge about data? (k,)

Given these characteristics, | denote a threat model (TM) describing .Adv as a tuple of the above
seven sets describing the characteristics:

TM = ( obj, role, cap, opt,k,, i, k, )

The elements of each of the seven sets constituting TM are drawn from their respective spaces
of all possible values. | denote these spaces with the first letter capitalized: O0bj as the space
for obj, Role for role, Cap for cap, Opt for opt, Ky for k,, I for i, and K}, for k4. | describe

the possible values in each space characterizing Adv and summarize them in Table 2.1.

Adv’s Role indicates who Adv is in the ML pipeline (Figure 2.1). This in turn determines
Adv’s capabilities and their level of access to, and knowledge of M and 2,,.. This includes data
owner (Dt0Ownr), data provider (DtProv), code provider (CodeProv), model provider (ModProv),
model owner (ModOwnr), model trainer (ModTrnr), service provider (SrvProv), and client (C1lnt).

fiole — DtOwnr, DtProv, CodeProv, ModProv,
~ | ModTrnr,ModOwnr, SrvProv, Clnt

Adv’s Objectives includes various risks to security, privacy, and fairness, which Adv can
exploit through different attacks’:

>Terminology: A risk arises from vulnerabilities that can be exploited by attacks. For example, Evsn, MemInf,
AttInf, etc. represent risks stemming from different vulnerabilities (e.g., distinguishability in model observables
across demographic groups). Each risk is associated with multiple attacks that exploit the underlying vulnera-
bility (e.g., PGD [99] and FGSM [100] for Evsn). | refer to “an attack exploits a risk” for brevity.
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Evasion (Evsn) modifies the inputs to force Table 2.1: Summary of the characteristics of

M to misclassify (for classifiers) [6, 7], or gen-
erate unacceptable images/text (for genera-
tive models) [101, 102]. In classifiers, these
modified inputs are called adversarial exam-
ples (x,4, = * + 0) obtained by adding per-
turbations ¢ to input = where ¢ is computed
to maximize M’s loss: max 5. (M (z +
d),y). Here, § is bounded within an [, norm,
e, |[0]|, < €., Where €., is the perturba-
tion budget. Similarly, in generative models,
adversarial prompts are generated to evade
safeguards against unacceptable content (or
jailbreaking).

Poisoning (Poisn) modifies M by train-
ing on malicious data records (or poisons)
injected in 2, to degrade M’s utility on
D, [9]. A variant of poisoning is backdoors
(Bkdr) where M is trained with poisons em-
bedded with a specific pattern (aka trigger),
which maps an input to Adv-chosen output.
Backdoored inputs will generate Adv-chosen
output, but clean inputs will result in normal
behavior [103, 104, 105]. | refer to both of
them as Poisn for brevity.

Unauthorized Model Ownership (ModExt)
is when Adv derives a surrogate model
(M2U") mimicking M’s functionality. It
may be an identical copy of M (whitebox
model theft or physically stealing the model
weights), or derived by querying M and us-
ing the corresponding outputs to train M *“"
(blackbox model theft or extraction) [106, 107,

Adv and their descriptions, from which the
elements of the sets constituting TM are drawn.

Category ‘ Notation ‘ Description
DtOwnr Data Owner
DtProv Data Provider
CodeProv |Code Provider
- ModProv  |Model Provider
1
Role (Role) ModTrnr |Model Trainer
ModOwnr |Model Owner
SrvProv |Service Provider
Clnt Client
Evsn Evasion
Poisn Poisoning
Bkdr Backdoor
MemInf Membership Inference
Objective (0bj) AttInf Attribute Inference
DistInf |Distribution Inference
DtRecon |Data Reconstruction
ModExt Unauth. Model Ownership
Discr Discriminatory Behavior
P — HbC Honest-but-Curious Adv
Capability (Cap) Mal Malicious Adv
P Adpt Adaptive
t
Optimization (Opt) nonAdpt |Non-Adaptive
NoAccess |No Access
BBox Blackbox
GBox Graybox
Model Knowledge (X,) [WBox Whitebox
hardLbl |Hard labels
topK Top-K Predictions
fullPred |Full prediction vector
NoAccess |No Access
—_— 1Shot One-Shot (Single Query)
Interaction (1) KShot K-Shot (k Queries)
Unlmtd Unlimited Queries
NoAccess |No Access
NoOvlap |No-overlap with D, .
— |PartOvlap |Partial overlap with D,,
Data K ledge (K . tr
ata Knowledge (K) FullOvlap|Full overlap with D, .
NoBlind |Non-Blind
Blind Blind

108, 109]. There are two types of Adv: (a) malicious suspects who perform model theft but
try to evade ownership verification by modifying M *"" to look different from M, and (b)
malicious accusers who falsely accuse an independently trained model as being M *“" [92].
| focus on the well-explored setting of malicious suspects who use blackbox model extrac-
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tion [106, 107, 108, 109].

Unauthorized Data Usage (UnauthData) occurs when M is trained on datasets collected
without consent (e.g., face images for facial recognition) [110, 111, 112]. This often arises from
large-scale scraping or data sharing, thus, exposing individuals to privacy risks like profiling
or identity inference, and potentially violating privacy laws.

Membership Inference (MemInf) identifies if an input was in 2,,, by exploiting the distin-
guishability in model observables on data records inside and outside of D, [11, 113, 114]. This
includes exploiting overconfident predictions, lower loss, distinct gradients, and higher confi-
dence scores for data records in 2D,,.. This poses a privacy risk when 2, is sensitive, such as
for individuals with health conditions.

Attribute Inference (AttInf) identifies the value of a sensitive attribute corresponding to
an input, by exploiting the distinguishability in model observables across different attribute
values [115]. To distinguish inputs with different attribute values, attacks exploit differences
in prediction confidence, loss or gradients, and output distributions. In generative models,
AttInf translates to identifying personally identifiable information [116]. AttInf poses a
privacy risk as individuals may prefer to not disclose sensitive attributes (e.g., race) to avoid
potential discrimination.

Data reconstruction (DtRecon) recovers inputs or data records from 2, using access to
M [117, 49, 87, 118, 86]. For generative models, M can generate outputs which either repli-
cate or closely resemble confidential data records in D,,. [119, 86, 87]. For instance, in language
models, data records in 2,,. can be identified by ranking the generated data using multiple like-
lihood-based metrics, to identify generated data that are most likely memorized from 2D,,. [86].

Distribution Inference (DistInf) identifies the distributional properties of 2,,. with respect
to some attribute (e.g., race or sex) by exploiting the distinguishability in model observables
when trained on datasets with different distribution values [120, 12, 121, 122, 123]. The attack
assumes that a model trainer and Adv have access to D and sampling functions G, and G, that
transform D to obtain a sub-distribution satisfying a particular property. For instance, §,(D)
can be 80% males and 20% females while G,(D) can be 50% males and 50% females. Adv
infers whether M was trained on the datasets sampled from these sub-distributions (D)
or G,(D) (i.e., D,, has 80% males or 50% males). DistInf exploits differences in predictions
(e.g., confidence scores), loss values, gradients, or parameters that vary with the distribution
values. This poses a confidentiality risk when inferred properties are sensitive and may enable
subsequent harms (e.g., redlining).

Discriminatory Behavior (Discr)® is observed when M behaves differently across demo-

®Unlike other risks that involve an explicit Adwv, Discr does not assume Adv but | treat it like other risks by
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graphic groups (e.g., race or gender) on 2, with respect to different metrics such as accuracy,
false positive/negative rates [124, 55]. This arises when D, captures various societal biases
which M learns during training. ldentifying such biases is challenging as M’s behaviour is
incomprehensible (difficult to explain why M gave a specific output) [57].

057 — Evsn,Poisn, Bkdr,MemInf, AttInf,
)= DistInf,DtRecon, ModExt,Discr

| further categorize the above risks as train-time (i.e., Poisn or Bkdr) and inference-time
(i.e., Evsn, MemInf, AttInf, DistInf, DtRecon, ModExt, and Discr).

Capability of .Adv indicates whether or not Adv deviates from the computation prescribed
for their role. This includes honest-but-curious (HbC) or malicious (Mal), which have also
been called “passive” and “active” respectively (e.g., [125, 120]). HbC cannot deviate from pre-
scribed procedure, but can observe (and use) all visible data to exploit various risks. Mal can
deviate to do additional arbitrary computations.

Cap = {HbC,Mal}

Optimization indicates the type of optimization used by Adv for the attack. An adaptive
Adv (Adpt) modifies their subsequent attack queries to M, based on the feedback from M’s
previous outputs’. Alternatively, non-adaptive .Adv (nonAdpt) use a fixed set of attack queries
or optimize them locally without feedback from M.

Opt = {Adpt,nonAdpt}

Knowledge of Model includes whitebox (WBox), blackbox (BBox), graybox (GBox), and no
access (NoAccess). For both BBox and GBox, the output can be full predictions (fullPred),
top-k predictions (topK), or hard labels (hardLbl).

« Whitebox (WBox): Adv has full knowledge of M’s architecture, parameters, training process
and training configuration. For instance, Adv could have downloaded the pre-trained M.
Given access to M’s parameters, Adv can compute gradients and intermediate activations.

« Graybox (GBox): Adv knows M ,,. and the training configuration 7. However, Adv does
not know M’s parameters.

assuming the measurement of discriminatory behavior is done by Adw, for uniformity.

"Terminology: ML literature misuses “adaptive” to describe .4 dv with knowledge of the defense [126, 127, 128, 8],
whereas in security literature, such knowledge is assumed by default. | call Adv without this knowledge “naive”.
Following standard security terminology [129, 130], | define “adaptive” Adwv as one who updates the attacks
based on previous responses, and assume that Adv knows the defense by default.
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« Blackbox (BBox): .Adv does not know M ,,
only query M via an APl and get responses.

« No access (NoAccess): Adv cannot query M, and only has access to some outputs for
previously pre-computed inputs.

parameters, training process and 7. Adv can

For both BBox and GBox, the following cases apply: Hard-Label (hardLbl), Top-K Predic-
tions (topkK), and Full Predictions (fullPred). Hard-label (hardLbl) is where Adv only
receives the final classification result for a given input, such as malware classifiers producing
labels (i.e., malware or not). Top-K predictions (topK) is where Adv obtains the top-k confi-
dence scores from the prediction vector (1 < k < N) with N classes (e.g., ImageNet models
output scores for a subset of classes). Finally, full predictions (fullPred) is where Adv re-
ceives the confidence scores for all classes (e.g., in high-stakes settings like credit approval).

| use (BBox, GBox) X (hardLbl, topK, fullPred) to denote their six possible combinations.
Additionally, WBox corresponds to fullPred (WBox.fullPred), which | omit for brevity.

Ky = {NoAccess, (BBox, GBox) X (hardLbl, topK, fullPred), WBox}

Interaction indicates how Adv interacts with M which includes the following cases: (i) no
access (NoAccess); (ii) one-shot (1Shot) where Adv can only query once (e.g., evading a
malware classifier on a target machine); (iii) k-Shot (KShot) where Adv can send k queries
to M (e.g., in case of budget constraints); (iv) unlimited (Unlmtd) where Adv has no limit on
the number of queries to M (e.g., with local access to ).

I = {NoAccess, 1Shot,KShot, Unlmtd}

Knowledge of Data indicates the assumptions about Adv’s auxiliary dataset 2%“* for de-
signing and evaluating the attack, using the datasets D¢** and D{** respectively. For access
to D,, and overlap with 2%“* | indicate whether .Adv has no access (NoAccess), no overlap
(NoOvlap), partial overlap (PartOvlap) or full overlap (FullOvlap). In case where Adv
has access to D¢** or D | indicate if Adv has ground truth: non-blind (NoBlind) when

available, and blind (B1ind) otherwise (e.g., when labeling is expensive).

« No Access (NoAccess): Specific roles in the ML pipeline do not have access to D,, (e.g.,
CodeProv or ModProv). Hence, Adv as one of these roles will not have access to 2,,.

« No Overlap (NoOvlap): Adv knows D,,’s underlying distribution to sample D*“* with no
overlap with D,,.. Also, D“* could include both natural and synthetic datasets.

« Partial Overlap (PartOvlap): D" has partial overlap with 2, . For instance, this is the
setting when part of 2D,,. is publicly available for Adv to download and use.

20



« Complete Overlap (FullOvlap): D“* is the same as D,,. in the case where D,,. is publicly
available (e.g., OpenAl’s GPT2 model).

For each of NoOvlap, PartOvlap, and FullOvlap, Adv can either have ground truth avail-
able (NoBlind) or not (Blind). | denote the possible combinations as {NoOvlap, PartQOvlap,
FullOvlap} X {NoBlind, Blind}.

K, = {(NoOvlap, PartOvlap, FullOvlap) x (NoBlind, Blind)}

2.4 Defenses for Machine Learning Models

| describe the defenses proposed in the literature to mitigate various risks. For each defense,
| specify the defense variants during pre-training that transform 2D, (“<defense>.Pre”), in-
training that modify the objective function (“<defense>.In”), and post-training that apply filters
on inputs/outputs or pruning M (“<defense>.Post”). For additional context, | indicate the
impact of applying a defense on ¢,.. compared to a “no defense” baseline, where “V” is a
decrease, “~” is no effect, and “A” is an increase.

Evasion robustness (EvsnRob) refers to the defenses that protect against Evsn. | refer to the
corresponding model as M €vs77ob,

« EvsnRob-Pre (Data Augmentation) where transforming data records in 2D,,. improves ro-
bustness [131, 132, 133, 134]. For instance, CutMix replaces a random patch of one image
with a patch from another and mixes their labels proportionally to improve generalization
and robustness [131]. Such techniques improve ¢, .. (A) by providing a regularizing effect
during training [131, 132, 133, 134].

« EvsnRob-In (Adversarial Training) modifies the objective function for training to mini-
mize the maximum loss from adversarial examples [99, 135]:
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Alternatively, randomized smoothing modifies the training and inference to obtain certified
robustness of M [136, 137]. These defenses decrease ¢,.. (V) [135, 138].

« EvsnRob-Post (Input Processing) filters adversarial perturbations before passing them to
M (e.g., using generative models [139, 140] or input encoding [141, 142, 143]) or checks for
adversarial examples using statistical tests [144]. Defenses that modify input images using
generative models decrease ¢,.. (V) [139, 140, 142, 143]. If the input transformation is small,
the decrease in ¢, is negligible (~) [141, 144].

acc
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Poison robustness (PoisnRob) includes defenses against poisoning and backdoors, by treat-

ing them as outliers in D,,.. | refer to the corresponding model with PoisnRob as MP*"7°P,

« PoisnRob-Pre (Data Sanitization) involves detecting and removing outliers from 2,,.
This includes using Shapley values [145, 146, 147] or other techniques for anomaly detec-
tion [148, 149, 150, 151, 152]), followed by retraining. As the outliers are memorized and
contribute to ¢, ., their removal degrades ¢,.. (V) [145, 146].

« PoisnRob-In (Fine-tuning) trains M to minimize the influence of outliers as part of the
objective function. This includes distillation to reduce the influence of poisons [153] or fine-
tuning on a poison-free dataset [154, 155, 156, 157, 158]. These do not impact ¢, .. (~).

« PoisnRob-Post (Pruning) reduces the effectiveness of backdoors by pruning some model
parameters (by setting them as zero) based on the observation that poison and clean data
records have different model observables such as activations [159, 160, 161, 162, 163]. Exces-
sive pruning of M to reduce the effectiveness of backdoors, also degrades ¢, . (V).

Model Watermarking (Md1WM) checks for unauthorized model ownership including model ex-
traction attacks. The goal is to watermark M such that the watermarks transfer to M *"" after
model extraction. | refer to the corresponding watermarked model as M™4w™ |f a suspect
model’s watermark accuracy is above some pre-defined threshold, it is identified as M *"".

« Md1WM-Pre (Backdoors) use backdoors (e.g., small patches applied on images) as water-
marks in 2D,,. [164, 165, 166, 167]. When trained on these watermarks, M™Awm Jearns to
map the data records with the watermarks to a specific output (e.g., classification label).
The accuracy of a model on watermarked data records in 2,,, can help check if the model
is watermarked. These watermarks are designed to be stealthy and maintain ¢, (~).

« Md1WM-In (Optimization) updates the original objective function to train M to include
watermark behavior (i.e., behave differently on specific data records in D,,.) [168, 93]. For
instance, backdoors can be introduced through regularization which can be repurposed as
watermarks [93]. This degrades ¢,.. (V).

« Md1WM-Post (API) modifies outputs from M to embed watermarks instead of adding water-
marked data records to 2D,,. [169]. These outputs will be used by Adwv to train M*“" which
will in turn transfer the watermarks to M*“". This defense maintains ¢, (~).

Fingerprinting (Fngrprnt) checks for unauthorized model ownership by generating unique
identifiers or fingerprints (e.g., adversarial examples, embeddings) for M. These fingerprints
transfer from M to any M*"" that is derived from it, but are distinct from the fingerprints of
independently trained models [170, 171, 172, 173, 174]. Unlike watermarks which are invasive,
fingerprints do not require retraining or modification of M. Hence, all fingerprints are post-
training schemes (denoted as Fngrprnt-Post) and have no effect on ¢, (~).

Data watermarking (DtWM) checks for unauthorized data use where M is trained on datasets
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without consent (e.g., face images for facial recognition) [110, 111, 112]. DtWM either adds wa-
termarks (e.g., backdoors) to D,,. [175, 110, 52], or selects high-influence data records from 2,,.
as watermarks [176]. During verification, statistical tests [110] or membership inference [176]
can check whether watermarks were used in 2D,,. Currently, DtWM is in pre-training stage
(DtWM-Pre), and designed to maintain ¢, . (~). The watermarked model is denoted as M 4t%™,
The difference between Md1WM and DtWM is how a model trained from scratch on 2,,. is classi-
fied: DtWM flags it for unauthorized data use, while Md1WM classifies it as independently trained.

Differential privacy (DiffPriv) mitigates privacy risks like MemInf and DtRecon [177]. Given
two models trained on neighboring datasets differing by one record, DiffPriv bounds the pri-
vacy loss (distinguishability in predictions between the two models) by e“» + 4,,. Here, e
is the privacy budget and J,, is the probability that the privacy loss is > e“. | refer to the

corresponding model with DiffPriv as M,

- DiffPriv-Pre (Private Data) involves generating synthetic datasets with privacy constraints
according to DiffPriv. M is then trained on the synthetic dataset instead of D,,. [178, 179,
180, 181]. Training M on synthetic dataset decreases ¢,.. compared to training on 2, (V).

« DiffPriv-In (DPSGD) adds carefully computed noise to the gradients of M during train-
ing, to minimize the influence of individual data records on the model observables [177].
Alternatively, private aggregation of teacher’s ensembles (PATE) [182] is another framework
for DiffPriv where multiple teacher models are trained on disjoint private datasets, while a
student model is trained on a public dataset with the labels annotated via noisy voting from
the teacher models. These defenses decrease ¢,.. (V) [183].

« DiffPriv-Post (Output Perturbation) adds carefully computed noise to the outputs of
an empirical risk minimization objective [184]. This decreases ¢,.. (V). The theoretical guar-
antees are poorer than other defenses for DiffPriv, and requires the objective function to
be convex, which does not apply for neural networks. Hence, | omit this in the thesis.

Group fairness (GpFair) minimizes discriminatory behavior by ensuring M behaves equi-
tably across demographic groups (e.g., race or sex) [55, 124]. GpFair is measured using various
metrics like accuracy parity, demographic parity [210], equalized odds and equality of oppor-
tunity [200]. I refer to the corresponding model with GpFair as M9P/",

« GpFair-Pre (Fair Data) modifies 2,, by reweighting, relabeling, or transforming feature
representations across demographic groups so that outcomes are more balanced [188, 189,
190, 191]. These transformations aim to reduce systematic group-level bias before model
training, thereby ensuring group fairness in the downstream classifier. This degrades ¢
(V).

« GpFair-In (Regularization) adds an additional regularization term which penalizes vio-
lations in fairness constraints with respect to a specific metric (e.g., demographic parity,

acc

23



Table 2.2: Summary of risks and defenses, and their impact on accuracy: | indicate de-
fenses at different stages of the ML pipeline (pre-, in-, post-training). Column “¢,_.” indicates

acc
the impact of the defense on ¢, where “VV” — decrease, “~” — no effect, and “A” — increase.

acc

Risk ‘ Defense ‘ Pace ‘ References
EvsnRob (Evasion Robustness)
Evasion (Evsn) « EvsnRob-Pre (Data Augmentation) A | [131, 132, 133,99, 134]
« EvsnRob-In (Adversarial Training) Vv [[135, 136, 137]
. Vv [[139, 140, 142, 143]
« EvsnRob-Post (Input Processing) ~ |[144, 141]
PoisnRob (Outlier Robustness)
Poison (Poisn)/ « PoisnRob-Pre (Data Augmentation) Vv [[185, 186, 148, 149, 187, 145, 146]
Backdoor (Bkdr) + PoisnRob-In (Fine-tuning) ~ |[154, 156, 157, 158, 155, 159, 160, 153]
« PoisnRob-Post (Pruning) Vv [[161, 162, 163]
Md1wM (Watermarking-M)
» Md1WM-Pre (Backdoors) ~ |[164, 165, 166, 167]
Unauthorized Model « MA1WM-In (Optimization) Vo |[168]
Ownership (ModExt) « Md1WM-Post (APl-based) ~ [[169]
Fngrprnt (Fingerprinting)
- Fngrprat-Post (Fingerprints) | ~ |[170,171,172,173,174]
Unauthorized Data DtWM (Watermarking-D)
Usage (UnauthData) « DtWM-Pre (Backdoors) | ~ |[175, 110, 176]
Inference Attacks (MemInf, D;fff?;lv (DPIffer}(in'tlatl Pl;“t/aCY) v 11179 180
AttInf, DistInf, DtRecon) | 1 I}V re (Private Data) [179, 180]
«DiffPriv-In (DPSGD) Vv [[177,182]
GpFair (Group Fairness)
« GpFair-Pre (Fair Data) Vv [[188, 189, 190, 191]
Discriminatory « GpFair-In (Regularization) vV [[192, 193, 194, 195, 196, 197, 198]
Behavior (Discr) » GpFair-Post (Calibration) Vo [[199, 200, 201, 202]
Expl (Explanations)
« Expl-Post (Attributions) | ~ | [203, 204, 205, 206, 207, 208, 209]

equalized odds) [196, 195, 192, 198]. For instance, the objective function to train M while
satisfying demographic parity is given by

—~
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Here, ny and n; are the number of data records with the sensitive attribute s;, = 0 and s; = 1
respectively. These additional constraints degrade ¢,.. (V) [211, 212, 213].

« GpFair-Post (Calibration) adjusts the threshold over the predictions (i.e., probability vec-
tor indicating the likelihood of each class) to ensure that the prediction probabilities accu-
rately reflect the true likelihood across each demographic group [199, 200, 201, 202, 214, 215,
216]. This degrades ¢, . (V) [199].

acc

Explanations (Expl) improves comprehension of M’s behavior. Attribution-based methods
assign a score to each input feature to show how much it contributes to M’s prediction using
a simple local linear approximation [203, 217, 205]. Influence-based methods identify the data
records in D, that influenced M’s prediction the most on an input [206, 218]. Recourse-based
(counterfactual) methods provide an alternative data record that makes the smallest change to
an input data record to obtain the desired outcome [207]. Expl can help detect discriminatory
behavior [208, 209], and is applied during the post-training stage (Expl-Post). Hence, Expl
requires no retraining and does not degrade ¢, (~).

| summarize all the risks, corresponding defenses, and their impact on ¢, in Table 2.2.
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Chapter 3

Unintended Interactions among ML
Defenses and Unrelated Risks

Overview

When a defense is effective in mitigating one risk, it may correspond to an increased
or decreased susceptibility to other unrelated risks. Existing research lacks an effective
framework to recognize and explain such unintended interactions among defenses and
unrelated risks. | present such a framework, based on the conjecture that overfitting
and memorization underlie these unintended interactions. | survey existing literature
on such unintended interactions, and accommodate them within the framework. | then
use the framework to conjecture about three previously unexplored interactions, and
empirically validate them. Overall, | show that such unintended interactions can be
understood and predicted by studying underlying factors that influence overfitting and
memorization, thus, answering RQ1.1 to support the thesis statement.

\. J

Several risks to the security, privacy, and fairness of ML models have been identified and
exploited, followed by the design of defenses to mitigate those risks [52, 53, 54, 55, 56,57]. When
a defense is effective against a specific risk, it may correspond to an increased or decreased
susceptibility to other risks [219, 220]. For instance, adversarial training to minimize evasion
also increases susceptibility to membership inference [58, 59]. | refer to these as unintended
interactions between defenses and unrelated risks.

Foreseeing such unintended interactions is challenging. A unified framework enumerating
different defenses and risks can help (a) researchers to identify unexplored interactions and
design algorithms with better trade-offs, and (b) practitioners to account for such interactions
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before deployment. However, prior works are limited to specific risks (e.g., membership infer-
ence [220]), defenses (e.g., fairness with privacy risks [221]) or interactions (e.g., explanations
with security risks [50]), and do not systematically study the underlying causes (e.g., Gittens et
al. [219]). A comprehensive framework spanning multiple defenses and risks, to systematically
identify potential unintended interactions is currently absent.

| fill this gap by systematically examining various unintended interactions spanning mul-
tiple defenses and risks, and answering the following research question: (RQ1.1) what are the
factors underlying unintended interactions among defenses and risks, and how can we effectively
predict unexplored ones? | conjecture that overfitting and memorization of the training data
are the potential causes underlying these unintended interactions. An effective defense may
induce, reduce or rely on overfitting or memorization, which in turn impacts the model’s sus-
ceptibility to other risks. | identify various factors such as the characteristics of the training
dataset, objective function, and the model, that collectively influence a model’s propensity to
overfit or memorize. These factors provide a nuanced understanding of the susceptibility to
different risks when a defense is effective. | claim the following contributions:

1. the first systematic framework to understand unintended interactions by studying their un-
derlying causes and factors that influence them; (Section 3.7)

2. a literature survey to identify various unintended interactions, situating them within the
framework, and a guideline to conjecture about unintended interactions; (Section 3.2)

3. identifying unexplored unintended interactions for future research, using the guideline to
conjecture three such interactions, and empirically validate them. (Section 3.3)

3.1 Framework to Explore Interactions

| introduce a framework to examine how defenses interact with various risks based on the
conjecture that overfitting and memorization are the underlying causes affecting other risks
(validated in Section 3.2). Recall the discussion on overfitting and memorization from Chapter 2:
Section 2.2. | will now present the various factors influencing overfitting and memorization that
are part of the proposed framework to explore unintended interactions.

Factors Influencing Overfitting
| present two factors that influence overfitting: (i) size of training data 2,,, i.e., |D,,.| (D1), and

(ii) capacity of model M (M1) [222, 223, 224, 225]. They can be understood from the perspective
of bias and variance: bias is an error from poor hyperparameter choices for M and variance
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is an error from sensitivity to changes in 2D,, [222]. High bias can prevent M from learning
relevant relationships between attributes and labels, while high variance leads to fitting noise
in D,,.. These can result in overfitting. There is a trade-off between bias and variance; ideally,
one wants to find the right balance with the appropriate choice of D1 and M1.

D1 Size of D,, (|D,,|): Increasing |2D,, | reduces overfitting because M is exposed to a broader
and more representative sample of the underlying data distribution during training. As |D,, |
increases, it is more likely that new inputs during inference resemble data records that M has
already learned from. This reduces M’s reliance on the noise present in D,,.. From a bias-
variance perspective, a larger 2,,. reduces variance: M’s parameter estimates are more stable
and less sensitive to fluctuations in any particular subset of 2,,.. This improves generalization
and reduces overfitting.

M1 M’s capacity: For a fixed size of D,,, as M’s capacity increases, bias decreases but vari-
ance increases. If M becomes too large, it may overfit, whereas M with an reasonable capacity
strikes a balance between bias and variance, and generalizes to new data.

Factors Influencing Memorization

As part of the framework, | also identify and include factors that influence memorization of
datarecordsin 2D,,. Thisincludes factors related to the characteristics of 2,,. such as (i) the tail
length of D,,’s distribution (D2), (ii) the number of input attributes (D3), and (iii) M’s priority
of learning stable attributes (D4; recall from Chapter 2: Section 2.2). Additionally, I consider
factors related to the objective function for training M including (i) curvature smoothness (01),
(i) distinguishability of model observables (between data records, demographic groups, datasets,
and models) (02), and (iii) distance of data records in 2D,,. to the decision boundary (03). Finally,
| consider capacity (the same as M1) as the model-related factor. | elaborate them below.

Memorization Factors Related to Dataset Characteristics

D2 Tail length of 2, ’s distribution: Consider the distribution of the number of data records
in D, across different classes (for classifier). This distribution can vary by either being a
uniform distribution or a long-tailed distribution. A uniform distribution indicates that the
number of data records in 2, is balanced across different classes. For a long-tailed distribution,
the majority of the data records belong to the classes from the “head” of the distribution, while
data from tail classes is scarce [226, 227]. Data records from the tail classes are either rare or
outliers, and thus, M is more likely to memorize them [77].
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D3 Number of input attributes: As the number of input attributes increases, a sufficiently
large M can memorize more about the individual attributes and their correlations [228]. How-
ever, for a fixed capacity, increasing the number of attributes can force M to share capacity
across attributes, reducing the memorization of individual attributes [73].

D4 Priority of learning stable attributes: Recall the notions of stable and spurious at-
tributes from Chapter 2: Section 2.2. When M prioritizes learning stable attributes over spuri-
ous attributes, it generalizes better, making it invariant to changes in other attributes, dataset,
or distribution [90, 91, 229]. On the contrary, prioritizing spurious attributes increases M’s
memorization. Measuring stable attributes is challenging as there are no ground truths. Prior
works have used mean rank metric to measure the distance between any two inputs over their
learned representation by M [230, 91]. Its value is small if the learned representations of some
attributes between two inputs are the same (i.e., corresponds to stable attributes). Hence, a
low mean rank suggests that M prioritized learning stable attributes.

Memorization Factors Related to Objective Function

01 Curvature smoothness: The convergence of the loss during training on different data
records in D,,. towards a minima depends on the smoothness of the objective function. Since
different data records in 2, have varying levels of difficulty in terms of being learned by M, a
less smooth curvature can lead to the convergence to a local minima around the difficult data
records [231, 76, 232]. Thus, the data records in 2D,, exhibit varying memorization patterns,
evident by the difference in the influence of data records on the model observables (e.g., [233]).
02 Distinguishability of model observables: Due to the varying difficulty in learning dif-
ferent data records in 2D,,, and thus variable memorization, M exhibits distinguishability in
model observables. | identify three subtypes based on distinguishability in model observables
between 02.1 datasets (e.g., between data records inside and outside 2,,), 02.2 demo-
graphic groups (e.g., between males and females), 02.3 models (e.g., between models trained
on datasets with different distributions [12]).

03 Distance of D,, data records to decision boundary: Memorized data records are closer
to the decision boundary [231] as also seen in Chapter 2: Section 2.2. This is because removing
data records that are closer to the decision boundary is likely to change the boundary upon
retraining. This results in changes to the predictions for the removed data records; that is,
these records are not leave-one-out stable and are therefore memorized.
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Memorization Factors Related to Model Characteristics

For model characteristics, | consider the capacity of M which is the same as M1. Increasing M’s
capacity generally increases memorization by fitting a more complex decision boundary [234,
58, 86, 87]. When M is too simple to effectively fit a given D, , increasing M’s capacity
typically leads to better generalization and lower overfitting. However, continuing to increase
M’s capacity after it already generalizes well can increase memorization of data records.

| summarize the various factors in Table 3.1, and discuss the completeness of the underlying
causes and factors, as well as extensions of the framework in Section 3.4.

Table 3.1: Summary of factors in the framework: | include factors that influence overfitting
and memorization, covering characteristics of data, model, and objective function.

Factor ‘ Description

D1 Size of D, .

D2 Tail length of D,,.’s distribution

D3 Number of input attributes

D4 Priority of learning stable attributes

01 Curvature smoothness of the objective function
02 (02.1) | Distinguishability of observables between datasets
02 (02.2) | Distinguishability of observables across subgroups
02 (02. 3) | Distinguishability of observables across models
03 Distance of 2, ,. data records to the decision boundary

M1 ‘ M’s capacity

3.2 Understanding Unintended Interactions

| relate the factors driving overfitting and memorization to defenses (Section 3.2.1) and risks
(Section 3.2.2). Table 3.2 summarizes these relationships. | then review unintended interactions
identified in prior work and situate them within the framework (Section 3.2.3), and conclude
by presenting the guideline to anticipate such interactions (Section 3.2.4).
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3.2.1 Revisiting Defenses for ML

| first explore how the effectiveness of defenses correlates with changes in various factors.
Among all the variants of different defenses in Chapter 2: Section 2.4, | focus on the specific
defenses explored in the literature on unintended interactions. This includes:

« adversarial training (EvsnRob-1In indicated as EvsnRob for brevity);

- outlier removal-based poisoning robustness (PoisnRob-Pre indicated as PoisnRob for brevity);
+ backdoor-based model watermarking (Md1WM-Pre indicated as Md1WM for brevity);

« post-hoc model fingerprinting (Fngrprnt-Post indicated as Fngrprnt for brevity);

« differential privacy using DPSGD (DiffPriv-In indicated as DiffPriv for brevity);

« in-training group fairness (GpFair-1In indicated as GpFair for brevity); and

« post-hoc model explanations (Expl-Post indicated as Expl for brevity).

EvsnRob (Adversarial Training)

M learns spurious attributes that are essential for achieving high test accuracy ¢,... How-
ever, this makes )M susceptible to evasion through adversarial examples [235]. Mevsnrobl s
forced to learn stable attributes [138, 235], which improves robustness. Additionally, EvsnRob
includes a regularization term that minimizes the maximum loss from adversarial examples,
resulting in smoother curvature [99]. This creates an explicit trade-off between generalization
and robustness [236], as evidenced by higher overfitting and a drop in ¢,.. (V) [235]. Further-
more, increasing the size of 2D,,. can reduce overfitting [138]. On the other hand, increasing the
tail length of 2, ’s distribution lowers robustness for the tail classes [237, 61]. Training with
EvsnRob is typically accompanied by an increase in the distance of data records in 2D,, from
the decision boundary [238]. Prior work has also shown that M ¢Vs""" exhibits greater distin-
guishability in M’s predictions for data records both in and out of 2,,. [58]. Finally, M ¢vsnrob
should have high capacity to effectively train on adversarial examples [99].

PoisnRob (Poison Robustness)

Poisoned data records are typically outliers relative to 2,,’s distribution. Hence, PoisnRob typ-
ically involves identifying such outliers by measuring the influence of data records on model
observables [145] and removing them. A longer tail in 2D,,. increases the number of memo-
rized outliers making their detection easy [239]. Some of these outliers contribute to M’s

'Recall from Chapter 2, we use M ¢V3"7°P for model trained with defense against Evsn. We use similar notations
for models trained with other defenses taken from Chapter 2.
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accuracy [77, 85, 74]. Thus, removing them increases overfitting in MPsnob and a drop in ¢
(V) [145, 233, 240, 146].

acc

Md1wM (Model Watermarking)

Ideally, M™dw™ should have similar ¢, . to M, but in practice, M™*™ typically incurs a

drop in ¢, (V) [241, 169, 242]. Since watermarks are essentially outliers, a long tail in D,,
enables stealthier watermarks typically from tail classes [243]. Additionally, having a lower
distinguishability in model observables for watermarks between M and M *“", while remain-
ing distinct from independently trained models, helps identify M *“" [241]. Finally, a high
capacity M aids memorizing the watermarks, thus, improving its effectiveness [241].

Fngrprnt (Fingerprinting)

There is no explicit impact on overfitting, memorization, or ¢, . as Fngrprnt does not require
retraining (~). A lower distinguishability in fingerprints between M and M *“", but distinct
from independently trained models, is preferred for effectively identifying M "™ [244, 172].
The effectiveness of fingerprints relies on M’s overfitting and memorization. For instance,
dataset inference hinges on the distinguishability of model observables between data records
inside and outside D,,, for both M and M*“" [174]. This helps identify if they share over-
lapping 2D,,.. Similarly, fingerprints based on adversarial examples rely on the effectiveness of
transferring adversarial examples to M *"" [172, 174, 170, 171, 245]. For effective transfer of ad-
versarial examples, a smaller distance between data records in 2,,. and the decision boundary
is preferred, as it facilitates the generation of effective adversarial examples [172, 171, 170].

DiffPriv (Differential Privacy)

DiffPrivreduces the memorization of data records in 2,,. by limiting their influence on model
observables. Adding noise to gradients in DiffPriv regularizes M which curbs overfitting
but with a drop in ¢,.. (V) [177, 246, 247]. This reduces distinguishability in model observables
for data records inside and outside 2,,. [177], and decreases the distance of 2D,, data records
to the boundary [248]. Also, learning stable attributes typically results in better privacy guar-
antees as evidenced in causal models [90]. Prior works have speculated that DiffPriv reduces
the curvature smoothness of the objective function [248, 249]. It has also been noted that hav-
ing a long-tailed 2,,. distribution provides lower privacy for tail classes and a disproportionate
impact on minority demographic groups [250, 251]. Finally, having M with low capacity is
preferred to reduce the noise required for privacy, and thus, reduce the impact on ¢, . [252].

acc
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GpFair (Group Fairness)

For fairness via in-processing algorithms, the regularization term explicitly creates a trade-off
between fairness and ¢, [253, 254], exacerbating overfitting with a drop in M97f"’s accuracy
(V) [213, 255, 253, 254]. By definition, training for fairness reduces distinguishability in model
observables across demographic groups [256, 211]. Further, M9P/7 prioritizes learning stable
attributes that do not overlap with sensitive attributes [257, 256]. In order to ensure equitable
behaviour, M9P/" typically memorizes minority data records, thereby decreasing their distance
to the decision boundary [258, 259].

Expl (Explanations)

There is no explicit impact on overfitting, memorization, or ¢, . (~) as Expl does not require
modifying M. However, the quality of Expl relies on various factors related to overfitting and
memorization. Increasing the number of input attributes, reduces the influence of individual
attributes on M which affects the quality of Expl [260]. Also, Expl exhibits distinguishability
across demographic groups [261]. The quality of Expl is tied to M’s overfitting: it exhibits
better approximation for data records in 2,,. than for those in 2,, [260]. Therefore, Expl
exhibits distinguishability between data records inside and outside 2D,,. [260].

| summarize the relation between effectiveness of defenses with various factors in the left
column of Table 3.2. For a defense Def and a factor <£>, 1 indicates that Def positively corre-
lates with <f>, while | indicates a negative correlation.

3.2.2 Revisiting Risks in ML

I will now discuss how changes in various factors correlate with changes in susceptibility to
different risks. | focus on all risks in Chapter 2: Section 2.3, except unauthorized data usage
(UnauthData), where unintended interactions of its corresponding defense, i.e., data water-
marking (DtWM), will be analogous to model watermarking (Md1WM).

Evsn (Evasion)
Having a long-tailed 2,,. increases the susceptibility to Evsn, as the adversarial examples from

tail classes are more effective [227, 226]. Additionally, reducing the smoothness of the objective
function’s curvature makes it easier to generate adversarial examples [99]. It has also been
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Table 3.2: Relation between factors with defenses/risks: Correlation between the effec-
tiveness of a defense Def and susceptibility to a risk Rk with a factor <f>: 1 indicates Def or
Rk positively correlates with <£>; | indicates a negative correlation.

Defenses (<1 or |>, <£>)

‘ Risks (<>, <T or |>)

EvsnRob (Adversarial Training):

« D11, |Dtr‘ [138]

« D2 |, tail length [237, 61]

« D41, priority for learning stable attributes [138]

« 01 1, curvature smoothness [99]

« 02.1 1, distinguishability across datasets [262]

« 031, distance to decision boundary [238]

« M1 T, model capacity [99]

PoisnRob (Outlier Removal):

« D21, tail length [239]

Md1WM (Watermarking):

« D2 1, tail length [243]

. 02.3 ], distinguishability in M™HwW™ and Ms¥7 [241]
« M1 7T, model capacity [241]

Fngrprnt (Fingerprinting):

« 02.3, distinguishability between M and M 4" [244, 172]
« 03], distance to decision boundary [172, 171, 170]
DiffPriv (Differential privacy):

« D2 [, tail length [251, 250]

« D41, priority for learning stable attributes [90]

« 01 ], curvature smoothness [248, 249]

« 02.1 ], distinguishability across datasets [177]

« 03], distance to decision boundary [248]

« M1 ], model capacity [252]

GpFair (Group Fairness):

« D41, priority for learning stable attributes [263, 257, 256]
« 02.2 ], distinguishability across subgroups [256, 211]
« 03], distance to decision boundary [259]

Expl (Explanations):

« D3 |, number of input attributes [260]

« 02.1 7, distinguishability across datasets [260]

« 02.2 7, distinguishability across subgroups [261]

Evsn (Evasion):

« D21, tail length [227, 226]

« 01, curvature smoothness [99]

« 03], distance to decision boundary [248]

Poisn (Poisoning):

. D21, tail length [149, 264, 243]

« M1 7T, model capacity [241]

ModExt (Unauthorized Model Ownership):

« M1 ], model capacity [106, 107]

MemInf (Membership Inference):

« D1 ,|D,,.| [265, 266]

« D2 1, tail length [76, 267]

« D4 |, priority for learning stable attributes [91, 90]
« 02.1 1, distinguishability across datasets [266]

« 03], distance to decision boundary [260]

« M1 7T, model capacity [262]

DtRecon (Data Reconstruction):

« D2 1, tail length [268]

« D3 ], number of input attributes [269]

« 02.1 1, distinguishability across datasets [270, 271]
« 02.2 1, distinguishability across subgroups [272]
AttInf (Attribute Inference):

« D21, tail length [115]

« D4 |, priority for learning stable attributes [91, 273]
« 02.2 71, distinguishability across subgroups [256]
DistInf (Distribution Inference):

« D2 1, tail length [274, 275]

« D4 1, priority for learning stable attributes [121]

« 02.1 1, distinguishability across datasets [121, 12]
« 02.2 1, distinguishability across subgroups [256]
« M1 7T, model capacity [274]

Discr (Discriminatory behaviour):

« D2 1, tail length [55, 124]

« 02.2 1, distinguishability across subgroups [211]

noted that data records close to M’s decision

boundary, which are likely to be memorized,

require smaller perturbations to induce misclassification [276, 277]. Hence, the risk of Evsn
decreases when the decision boundary is pushed away from the data records in 2D,,. [248].
When overfitting and memorization are pronounced, the decision boundary becomes more

34



complex and more closely fits data records in 2
Hence, susceptibility to Evsn is higher [277].

+r» Making it easier to find adversarial examples.

Poisn (Poisoning)

A longer-tailed D,,. increases the effectiveness of Poisn, as poisons from tail classes are more
subtle [149, 264, 243]. Following watermarking literature that uses poisons (specifically back-
doors), the effectiveness of poisons is higher for M with larger capacity, due to increased
memorization [241].

ModExt (Unauthorized Model Ownership)

ModExt is less successful if M overfits or memorizes: ¢,.. of M is lower and consequently,
labels from M for training M *“" are of poor quality. In other words, the poor generalization
of M worsens the generalization of M *“". Hence, M *"" is likely to have low ¢, . [278]. Also,
for a given M*"", increasing M’s capacity decreases susceptibility to ModExt, due to the higher
quality of predictions used to train M *“" [107, 106].

MemInf (Membership Inference)

Overfitting is correlated with an increase in susceptibility to MemInf. Hence, the risk of MemInf
decreases with larger |D,,.|, which improves the generalization of M [265, 266]. Further, when
M prioritizes learning stable attributes, susceptibility to MemInf decreases due to better gener-
alization [91, 90]. Also, higher distinguishability between data records inside and outside 2D,,.
increases susceptibility to MemInf [266, 265, 51]. It has also been noted that memorized data
records exhibit higher influence on model observables, rendering them more susceptible to
MemInf [240, 267]. Hence, a longer-tailed distribution increases the fraction of memorized out-
liers, thereby increasing their susceptibility to MemInf [76, 267]. Data records located farther
from the decision boundary have lower memorization and are less susceptible to MemInf [260].

Finally, increasing M’s capacity amplifies memorization of 2D,,., which increases MemInf [58].

DtRecon (Data Reconstruction)

Higher overfitting and memorization of data records in 2,,. increase their influence on model
observables, leading to more effective reconstruction of the data records [271, 279, 280, 281, 268].
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Also, higher distinguishability in model observables between data records inside and outside
D,,, increases susceptibility to DtRecon [270]. Additionally, outliers, typically belonging to
the tail of 2, distribution, are more effectively reconstructed [268]. Further, increasing the
number of input attributes reduces the accuracy of input reconstruction [269]. Finally, higher
distinguishability in model observables across different demographic groups also increases the
susceptibility to DtRecon [272].

AttInf (Attribute Inference)

Prior work has empirically found that overfitting has no discernible impact on the susceptibil-
ity to AttInf [278]. However, memorization of sensitive attributes increases the susceptibility
to AttInf [232]. Hence, a long-tailed 2,, increases the fraction of memorized data records,
increasing their susceptibility to AttInf [115]. Further, prioritizing the learning of stable at-
tributes decreases the susceptibility to AttInf [91, 273]while a higher distinguishability across
demographic groups increases AttInf [256].

DistInf (Distribution Inference)

Prior works have empirically found that overfitting reduces the susceptibility to DistInf, al-
though the reason remains unexplained [121, 274]. Further, an increase in the tail length posi-
tively correlates with the susceptibility to DistInf [274, 275]. Prioritizing the learning of stable
attributes amplifies the risk of DistInf, especially when the stable attributes being memo-
rized correspond to the distributional property being inferred [121]. Higher distinguishability
in model observables across datasets with different distributional properties increases the risk
of DistInf. [12, 121]. Extending the observation from AttInf [256], | speculate that the effec-
tiveness of DistInf depends on distinguishability of model observables across demographic
groups. A higher distinguishability is likely to result in a higher susceptibility to DistInf.
Finally, increasing M’s capacity typically increases DistInf [274].

Discr (Discriminatory Behaviour)

Overfitting makes bias more prominent, as evidenced by the disparity in ¢,.. between mi-
nority and majority demographic groups [282]. Increased memorization of minority demo-
graphic groups also contributes to an increase in Discr [258]. Also, a long-tailed 2D,,., which

increases the fraction of memorized data records, worsens Discr [55, 124]. Finally, increased
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distinguishability in model observables across different demographic groups correlates with
increased susceptibility to Discr [211, 256].

The above discussion is summarized in the right column of Table 3.2. For a risk Rk and a
factor <£>, 1 indicates Rk positively correlates with <f>, and | indicates a negative correlation.

3.2.3 Surveying Unintended Interactions

| now present a survey of various unintended interactions explored in the literature and sit-
uate them within this framework. | selected papers using Google Scholar, focusing on those
published in top-tier venues. Next, | examined their citations and related work to identify addi-
tional studies. | also used existing surveys (e.g., Gittens et al. [219]) to ensure that the coverage
of prior work is comprehensive.

| present the unintended interactions with security defenses in Table 3.3, and with remain-
ing defenses in Table 3.4. | mark the type of interaction (indicated as “I”) between Def and Rk
as @ if “an increase (decrease) in effectiveness of Def correlates with an increase (decrease) in
Rk” and ¢ if “an increase (decrease) in effectiveness of Def correlates with a decrease (increase)
in Rk”. When I is @, prior work has not studied this interaction, and the middle columns are
left empty. When lis ® or ¢, empty middle columns indicate that prior work merely identifies
the type of interaction without evaluating the impact of the factors.

Additionally, | use the factors from Table 3.1 to provide a more nuanced understanding of
the interactions. | mark a factor with @ if there are empirical results regarding its influence, ®
if there are theoretical results, and O if it is only conjectured. Exceptions to any interactions
are listed under “References” and discussed in the text below.

EvsnRob (Adversarial Training)

Evsn (Evasion) is less effective with EvsnRob which is specifically designed to resist adver-
sarial examples [99, 135, 53]. Using the min-max objective function increases the smoothness
of the curvature and pushes the decision boundary away from data records [135], thereby re-
ducing the likelihood of generating adversarial examples [99]. Also, M Vs requires a high
capacity to learn a complex decision boundary to fit adversarial examples [99]. Increasing
the tail length of 2,,. in turn increases the effectiveness of adversarial examples from the tail
classes despite using EvsnRob [226, 227].

Poisn (Poisoning) can be more effective with EvsnRob [283]. Recall that M €77 is forced
to learn stable attributes. Hence, it might seem that poisons, generated by manipulating spu-
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Table 3.3: Unintended interactions with security defenses: Type of interaction (1): ®— risk
increases; ©— risk decreases; ®— unexplored. | indicate exceptions to these under “Refer-
ences” and discuss them in the text. Underlying factors: @ — empirical; ® — theoretical and
O — conjectured. Under 02, | write 02.1, 02.2, and 02.3 as 1, 2, and 3 respectively. | mark
the factors evaluated for conjectured interactions as > (See Section 3.3).

Defenses Risks | OVFT Memorization Both |References
DI | D2 | D3 | D4 | 01 | 02 | 03 | M1

Evsn ° ° ° ® |[135,99, 226, 227]
Poisn [283, 284]
ModExt 0 [62] ([278]: @)
MemInf ®, ® @ ® [[262,59]

E Rob

vsnio DtRecon o ® |[285, 286]

AttInf
DistInf O [121]
Discr D, @ [61, 287, 237, 60]
Evsn [144]
Poisn [56]
ModExt

PoisnRob MemInf [ ] [76, 240]
DtRecon
AttInf [ ) [115]
DistInf
Discr ) @) [288]
Evsn
Poisn O [289, 241, 290, 291]
ModExt O 0| @ [169, 241, 242]
MemInf o) rTe| @ [232, 292]

Md1wM

diw DtRecon @) 1. @ [ ) [232]

AttInf O 20| @ [232]
DistInf ®, 0| O te| @ ® |[274,275]
Discr O [243]
Evsn 30| @ [172, 170, 171]
Poisn
ModExt ° 30| @ [173, 244, 174, 172]
MemInf ) [174]

Fngrprnt DtRecon
AttInf
DistInf
Discr

rious attributes, do not affect M ¢$"°"s predictions [284]. However, Wen et al. [283] design
poisons to degrade M ¢Vs""°"’s accuracy by manipulating the stable attributes.

ModExt (Unauthorized model ownership) is easier for """ compared to M [62].
However, no reasons were explored. | conjecture that since M ¢"$""°" has uniform predictions
on neighboring data records [108, 293, 99, 53], M *“" requires fewer queries compared to M.
The above interaction assumes Adv is a malicious suspect. For a malicious accuser, EvsnRob
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can mitigate false claims [92], which decreases ModExt (¢). This is an example where the
nature of interaction varies depending on the threat model.

MemInf (Membership inference) is more effective with EvsnRob [58, 59]. Recall that
EvsnRob modifies M €Vs"7°%’s decision boundary to memorize adversarial examples [58]. This
increases the influence of some records on model observables. Consequently, the distinguisha-
bility between data records inside and outside 2,,. is higher [58]. Hence, the susceptibility to
MemInf increases. Hayes et al. [59] provably show that increasing |D,, | lowers overfitting in
MevsnTob and hence, reduces the risk of MemInf. Further, MemInf increases with M €vsnrob’g

capacity due to higher memorization.

DtRecon (Data reconstruction) is more effective with EvsnRob [285, 286]: M¢Vs"7° has
more interpretable gradients than standard M, which increases the quality of reconstruction
of data records [294]. Further, stable attributes across inputs (e.g., same background across
multiple images) are easier to reconstruct.Finally, it has been shown that lower capacity of
Mevsnrob results in higher susceptibility to DtRecon [285]. The authors speculate that this is
because smaller models cannot learn adversarial examples as effectively as larger models (i.e.,
the effectiveness of EvsnRob is reduced).

DistInf (Distribution inference) is easier as Mc"*""" tends to learn stable attributes
that match distributional properties being inferred [121]. However, increasing €., reduces the

susceptibility to DistInf as M¢U*"™°Ps ¢ decreases.

Discr (Discriminatory behaviour) increases with EvsnRob as evident from the disparity
in ¢, of M5 across different classes [237, 61, 287]. Longer tail contributes to the tail
classes having lower robustness [237, 61]. Also, increasing €, ;, increases the class-wise dis-
parity [60]. Prior works have empirically shown that size of D,,., M¢"$""°Y’s capacity, type of
D, (e.g., images, tabular), and Mcs""°?’s architecture and optimization algorithms, do not
influence the interaction [237, 61].

PoisnRob (Poison Robustness)

Evsn (Evasion) is less effective with PoisnRob [144]. Adversarial examples are outliers
compared to 2,,’s distribution that can be detected before passing them as inputs [144].

Poisn (Poisoning) is less effective with PoisnRob which is specifically designed to detect
and remove poisons as outliers during pre-training [56, 149]. During training, the influence of
outliers (as poisons) on model observables can be minimized [264].

MemInf (Membership inference) is more effective with PoisnRob (i.e., removing poisoning
followed by retraining) [76]. Memorized outliers are more susceptible to MemInf but after
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these outliers are removed, MP3""°? tends to memorize other data records, making them more
susceptible than before [76]. Furthermore, prior work has shown that varying the size of 2,,.,
capacity of MP*"7° or the number of duplicates in 2D,,., does not have a signficant impact on
the suscpetibility to MemInf [76].

trs

AttInf (Attribute inference) is more effective as retraining after removal of memorized
outliers constituting the long-tail of 2D,,, makes new data records susceptible [115]. The rea-
soning is the same as the interaction with MemInf above.

Discr (Discriminatory behaviour) increases as outliers constitute a statistical minor-
ity. Here, PoisnRob increases bias against minorities by excessively identifying them as out-
liers [295]. As |D,,.| increases, more minority data records are classified as outliers, exacerbat-
ing the bias [295].

Md1wM (Watermarking)

Poisn (Poisoning), specifically using backdoors, are used by watermarking schemes requir-
ing M to be susceptible to it [289, 241, 165, 291]. These schemes inject data records similar to
outliers to increase the likelihood of their memorization by M. Hence, long-tail distribution
of D,, can help generate effective and discreet backdoors as watermarks.

ModExt (Unauthorized model ownership) can be detected with MA1WM [169, 241, 242].
Sufficient capacity in M™4W™ js necessary to memorize watermarks; therefore, increasing
model capacity can enhance the effectiveness of watermarking [242]. Also, longer tails help
with generating more discreet watermarks.

MemInf (Membership inference), DtRecon (Data reconstruction), AttInf (Attribute
inference), DistInf (Distribution inference) do not have any prior evaluations with water-
marks. However, prior work has explored stealthy poisoning where mislabeled data records
are added to 2, to increase different privacy risks without a drop in ¢,.. [232, 292, 274, 275].
| liken this form of poisoning to Md1WM [289, 241, 165, 291], and use their observations to jus-
tify different interactions. | conjecture that adding watermarks from tail classes, similar to
poisoning, will increase the privacy risks. Hence, a longer tail is likely to increase different
privacy risks. Further, memorization of watermarks increases their influence on model observ-
ables. This increases the distinguishability in model observables across datasets, demographic
groups, and models. Moreover, the decision boundary is more complex from memorizing the
watermarks, consequently increasing the susceptibility of outliers closer to the decision bound-
ary [232,292]. Additionally, in case of DistInf, prior works have shown that the risk increases
with lower capacity, and larger D,,. size [274, 275].
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Discr (Discriminatory behaviour) could worsen Discr, especially if it relies on data
records from a majority demographic group, which can increase bias in 2D,,. [243]. Additionally,
watermarks (with incorrect labels) belonging to tail classes are more effectively memorized for
ownership verification [243, 296, 297]. Thus, increasing the tail length is likely to improve the
effectiveness of watermarks.

Fngrprnt (Fingerprinting)

Evsn (Evasion) can be useful for fingerprinting where the fingerprints are essentially adver-
sarial examples, necessitating M’s susceptibility to Evsn [172, 171, 170]. Hence, when M is ro-
bust against evasion, fingerprints are less effective [172]. Such fingerprints require 2,,. records
to be closer to decision boundary to allow effectively finding adversarial examples [170]. Here,
overfitting and memorization make the decision boundary complex, which helps generate fin-
gerprints. To transfer these fingerprints from M to M *“", the distinguishability between the
model observables should be low but distinct from independent models [172, 171, 170].

ModExt (Unauthorized model ownership) can be checked using fingerprints. Unique
intermediate activations for some inputs can be used as a fingerprint which have low distin-
guishability between M and M*®“" but distinct from independent models [244]. Fingerprints
based on adversarial examples can be generated more effectively with a longer-tailed 2,,. distri-
bution and a smaller distance between data records in 2,,. and the decision boundary, resulting
in more successful detection of ModExt [172, 171, 170, 174].

MemInf (Membership inference) can be detected by identifying common data records
between M and M*“", which requires M to be susceptible to such analysis. Dataset infer-
ence uses a weak membership inference attack to identify data records close to M’s decision
boundary that constitute its fingerprint [174]. Specifically, it distinguishes between the distri-
bution of distances of data records in 2,,. and any other independent dataset to the decision
boundary, and not any individual data records.

DiffPriv (Differential Privacy)

Evsn (Evasion) is more effective against M compared to a non-private M. DPSGD
reduces the distance between 2,,. records and the decision boundary, making it easier to
generate adversarial examples [248]. Additionally, training with DPSGD reduces curvature
smoothness, which can facilitate the generation of effective adversarial examples and increase
Evsn [248, 330, 249, 331]. M can create a false sense of robustness via gradient masking,
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Table 3.4: Unintended interactions with defenses for privacy, fairness, and trans-
parency: Symbol and their descriptions are the same as in Table 3.3.

Defenses Risks | OVFT Memorization Both |References
DI | D2 | D3 | D4 | 01 | 02 | 03 | M1
Evsn ° ° [248, 249] ([298]:0)
Poisn [299, 300, 301]
ModExt
. ) MemInf ®, @ ) [246, 247, 278, 302]

DiffPriv |p i Recon e [303, 304]
AttInf 20 [278]
DistInf [ [305, 121] ([121]: ®)
Discr O ° [251, 306, 231, 307, 308]
Evsn [ ) ®, @ [259]
Poisn [309, 296, 310, 311]
ModExt

GpFair MemInf o (] ® [[258,312]
DtRecon * 2: % Our conjecture:
AttInf 29,0 [256] ([313]): ®)
DistInf Our Conjecture:
Discr ° 2:@ [314, 211, 315, 316]
Evsn [317,318]
Poisn ° ®, @ ® |[319, 320,321, 322]
ModExt [323, 324, 318]

Expl MemInf [ J [ ] 1: @ (] ® |[260, 325,318, 326]
DtRecon 3,0 @ [260, 327]
AttInf 2: O [261]
DistInf * IHES s |Our Conjecture:
Discr ° ° ® [[328, 329] ([209, 208]:

)

i.e., modifying gradients so that they cannot be used to optimize adversarial examples. How-
ever, it has been shown that M remains susceptible to adversarial examples when these are
optimized without using its gradients.

On the other hand, some prior work shows that training with DPSGD can lead to adversar-
ial robustness, depending on the choice of hyperparameters () [248, 298]. Further investiga-
tion is required to understand the conditions under which DPSGD and adversarial robustness
align.

Poisn (Poisoning) can be more effective against M. Prior work suggests that, since
DiffPriv reduces the influence of individual data points on model observables and constrains
gradient magnitudes, it should improve robustness against Poisn [301, 300]. However, it has
been shown that the choice of hyperparameters (e.g., noise multiplier and gradient clipping) is
the primary reason for the observed improvement in robustness [299]. Further investigation is
required to understand the root cause of this interaction.

42



MemInf (Membership inference) is less effective on M due to DiffPriv’s regularizing
effect, as evidenced by reduced overfitting [177]. This reduces the distinguishability between
datarecords inside and outside 2,,, thereby decreasing susceptibility to MemInf [177, 246, 278].
Additionally, training models to prioritize causal (stable) attributes provides stronger privacy
guarantees while further reducing the risk of MemInf [90]. Finally, DiffPriv provably bounds
the risk of MemInf for i.i.d. data [246, 247]. However, this bound does not hold for MemInf on
non-i.i.d. data [302]. Moreover, duplicates in 2,,. weaken the bound, thus, increasing MemInf.

DtRecon (Data reconstruction) is less effective against M, as DiffPriv reduces the
distinguishability between data records inside and outside 2,,. [303]. The reduced influence
of individual data records on model observables further decreases susceptibility to DtRecon.

AttInf (Attribute inference) is less effective against M [278], but prior work has not
explored the underlying reasons. | conjecture that DiffPriv, by reducing the memorization
of sensitive attributes and their influence on model observables, decreases distinguishability
across demographic groups [145]. This, in turn, reduces susceptibility to AttInf.

DistInf (Distribution inference) is less effective, assuming .4dv does not know M’s
training hyperparameters and therefore cannot adapt the attack [121]. DiffPriv has a regu-
larizing effect that reduces M ’s ability to learn the distribution of 2,,.. This, in turn, reduces
the distinguishability of model observables across datasets with different distributional prop-
erties, thereby decreasing susceptibility to DistInf [121]. However, if Adv knows the training
hyperparameters of M, they can adapt their attack to increase DistInf (@) [121].

Discr (Discriminatory behaviour) increases for M, as evidenced by the disparity in
},.. between minority and majority demographic groups [251]. This effect varies with M 9P’s
architecture. Prior work has identified that training hyperparameters (e.g., gradient clipping
and noise addition) disproportionately affect underrepresented classes [307, 306]. Furthermore,
a long-tailed distribution results in poorer privacy protection for the data records belonging to
the tail classes [250]. These data records tend to have higher gradient norms and lie closer
to the decision boundary, which exacerbates the disparity [307]. Finally, lowering the privacy
budget €4, (i.e., increasing privacy) worsens this disparity [251].

GpFair (Group Fairness)

Evsn (Evasion) is easier against M9/". Training with fairness constraints reduces the
distance of data records in 2D, to the decision boundary. This makes it easier to generate
adversarial examples, increasing the susceptibility to Evsn [259].

Poisn (Poisoning) is more effective against Mopfr [309, 296, 310, 311]. These attacks
increase disparity across demographic groups. There are various techniques to craft the poi-
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soned data which includes leveraging M 97/™s gradients [309], distorting the distribution of
D,, [296], skewing the decision boundary [311], and maximizing the covariance between sen-
sitive attributes and classification labels [311].

MemInf (Membership inference) is more effective against M9/ [258, 312]. Training
with fairness constraints results in memorization of data records, especially from minority
demographic groups. This reduces the distance of such data records to the decision boundary,
thereby increasing their influence on model observables and making them more susceptible
to MemInf [258]. Furthermore, MemInf increases with M 9P7"s capacity and the size of D,,,
assuming that the fraction of minority groups remains constant [258]. These results are based
on equalized odds as the fairness metric. It is not yet clear how this interaction changes under
different fairness metrics (e.g., demographic parity), which remains an interesting future work
(Chapter 9: Section 9.3.1).

AttInf (Attribute inference) is less effective on M 9P/ due to the lower distinguishability
in M9P7™s predictions across demographic groups [256]. Prior work has shown that GpFair,
with demographic parity as a constraint, can provably and empirically reduce AttInf [256].
On the contrary, Ferry et al. [313] show that sensitive attributes are easier to infer from M 9Pf7,
suggesting increased susceptibility to AttInf (®). However, this result holds under a strong
threat model in which Adv knows the group fairness algorithm and hyperparameters used to
train M 9717 allowing them to adapt their attack accordingly.

Discr (Discriminatory behaviour) is lower for M 9P/7 since it is designed to mitigate
Discr. This can be achieved by pre-processing 2D,,. to remove bias [188]. Additionally, modi-
fying the objective function to include a regularization term that penalizes fairness violations
can reduce the distinguishability of M 9f™’s predictions across demographic groups, thereby
reducing Discr [211, 196]. Finally, post-training defenses can help calibrate predictions to sat-
isfy a given fairness metric [199].

Expl (Explanations)

Evsn (Evasion) is easier since Adv can use Expl to generate adversarial examples that not
only cause misclassification but also produce .Adv’s chosen explanation [317, 318]. Since Expl
is computed using gradients that capture M’s decision boundary, the information provided by
Expl can facilitate the generation of adversarial examples.

Poisn (Poisoning) is easier, as Expl provides a new attack surface where M can be manipu-
lated to output Adv-chosen explanations [319, 320, 321, 332]. Given the additional information
provided by Expl, poisons can be crafted by shifting local optima and skewing M’s parameters
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and decision boundary [319, 321, 332, 322]. Explanations such as saliency maps and counter-
factuals can similarly be manipulated [321, 322]. Prior work has shown that Poisn is more
effective with larger model capacity and smoother curvature [320, 321, 322]. Finally, a smaller
number of input attributes reduces the effectiveness of Poisn, as the information available to
Adv through Expl is reduced.

ModExt (Unauthorized model ownership) is easier, as Expl provides additional infor-
mation about how different input attributes influence model predictions, capturing M’s deci-
sion boundary [323, 324, 318]. This additional information can be used to train M *“". For in-
stance, Adv can use counterfactuals obtained as output from M (i.e., minimally perturbed data
records that change the prediction for a given input) to train M*“". The resulting M *“" has
high ¢,.. and fidelity, requiring fewer queries than when using only predictions from M [324].
The effectiveness of ModExt increases with Adv’s dataset size and its distribution (e.g., imbal-
anced datasets) [324]. The number of queries to steal M’s functionality can be reduced by
using a “counterfactual of a counterfactual (as input to M)” to train M %" [323].

MemInf (Membership inference) is easier as Expl leaks membership status of inputs:
explanations reflect the distance of data records to the boundary which makes them distin-
guishable for records inside and outside 2,,. [260, 325, 318, 326]. Further, the risk of MemInf
decreases when there are fewer attributes as it information available to .Adv from Expl is less.
However, MemInf increases with M’s capacity due to higher memorization [325].

DtRecon (Data reconstruction) is easier on releasing Expl which capture M’s sensitivity
to different attribute values which allow for accurate reconstruction [327]. Hence, the risk
of DtRecon increases with the quality of explanations. Moreover, some algorithms release
influential 2D,,. data records for a given prediction on some input. This allows for perfect re-
construction of 2, specially for data with a longer tail and with fewer attributes [260].

AttInf (Attribute inference) is more effective, as Expl demonstrates distinguishability
across different sensitive attributes, since it is specifically optimized to capture the influence of
attributes on M’s predictions [261]. This higher distinguishability across demographic groups
is a potential contributor to the increased susceptibility to AttInf.

Discr (Discriminatory behaviour) can be detected using Expl by identifying whether the
relevant attributes are learned by M [208, 209]. This suggests that Expl reduces Discr ().
However, explanations are not perfect, i.e., they exhibit distinguishability across demographic
groups, with disparities in the quality of Expl between minority and majority groups (®) [328,
329]. The quality of Expl varies with the number of attributes [328] and is more pronounced
in models with larger capacity [329]. However, the underlying reasons for this behavior have
not been systematically explored.
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3.2.4 Guideline: Exploring Unintended Interactions

Based on the factors in the framework and their relation to defenses and risks, | will present
a guideline to identify the nature of an unintended interaction and the underlying factors in-
fluencing it. The goal is to help practitioners make conjectures about the nature of the (unex-
plored) unintended interactions without requiring expensive empirical evaluation across mul-
tiple defenses and risks. Table 3.2 summarizes the statements about how a change in (i) the
effectiveness of Def correlates with a change in <f>, and (ii) how a change in <f> correlates
with the susceptibility to Rk. | use 1 to identify positive correlation and | for negative corre-
lation. Hence, for a given Def and Rk with a common factor <f_>, | infer how a change in
effectiveness of Def correlates with Rk using the direction of the pair of arrows that describe
how each of Def and Rk correspond to <f_>.

Designing an exact algorithm for predicting unexplored interactions is difficult due to the
intricate interplay of various factors. Therefore, | outline a guideline to make such conclusions
with some expert knowledge about the nature of unintended interactions:

« For a given Def and Rk, identify <f_>s from Table 3.2.

« For each <f_>, if change in <f_> on using Def aligns with change in Rk, i.e., (1,1) or ({.]),
then effectiveness of Def corresponds to an increase in Rk (®); else Def negatively correlates
with Rk (©) for (1,J) or ({,1).

« Consider the suggestions from all <f _>s to infer the nature of the interaction. The conclusion
is: (a) adopt the common suggestion when all <f_>s agree; (b) if they conflict, follow the
dominant <f >, identified using expert judgment.

« Empirically evaluate to see if other non-dominant <f>s influence the interaction. These
additional factors can indicate conditions under which the nature of interaction will hold.

Choosing Dominant <f> with Expert Knowledge: Some factors, namely, 01, 02, 03, are
directly exploited by different attacks. For instance, most (privacy) inference attacks rely on
distinguishability in model observables (02) while Evsn (evasion) and Poisn (poisoning) rely
on curvature smoothness of the objective function (01), and the distance of data records in
D,, to the decision boundary (03). Using a defense directly correlated with a change in these
factors has a significant effect on attack success. Hence, | identify them as dominant compared
to other hyperparameter factors that implicitly influence the interactions, but are constant
during the evaluation for a given experimental setup.

Evaluating the Proposed Guideline against Prior Work: To see how well the guideline
covers different interactions, | compare conjectures from the guideline with corresponding ob-
servations in prior work as the ground truth (Section 3.2). 1 find that the guideline and the
ground truth are consistent with four exceptions where the nature of the interaction changes
depending on the threat model:
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« EvsnRob— ModExt,

e DiffPriv— Evsn,

e« DiffPriv— DistInf, and
» GpFair— AttInf.

The current guideline does not explain these exceptions, and extending the guideline to account
for threat model is left as future work (discussed in Chapter 9: Section 9.3.1).

There are also cases where the guideline is not applicable as specific defenses and risks do
not have common factors to identify the nature of some interactions. This includes interactions
related to PoisnRob, Poisn, and ModExt where the correlation with various factors is not
comprehensively explored. The specific interactions include

o EvsnRob— Poisn, ModExt;

o PoisnRob— Evsn, Poisn;

e DiffPriv— Poisn;

» GpFair— Poisn;

« Expl— Evsn, Poisn, ModExt.

| also note that the guideline does not correctly capture the interactions of EvsnRob and
DiffPriv with Discr. Here, the tail length of D, ’s distribution (D2) is a common factor.
However, for EvsnRob and DiffPriv, D2 refers to the distribution over different classes rather
than demographic groups (e.g., [237]). This difference in the semantics leads to an incorrect
conjecture. One possible approach is to split the factors into more precise categories. For
example, separate factors could capture the tail length of the 2D,,. distribution across classes
and demographic groups. This would remove D2 as the common factor, and will remove the
incorrect conjecture.

3.3 Unexplored Interactions and Conjectures

The natural question is whether one can use the guideline to conjecture about unexplored
interactions. | enumerate different unexplored interactions in Table 3.5, which are marked
as @ in Tables 3.3 and 3.4. To demonstrate the applicability of the guideline, | select three
examples for empirical evaluation among the unexplored interactions in Table 3.4 based on
ease of implementation”: (i) group fairness (GpFair) with data reconstruction (DtRecon) in
Section 3.3.7; (ii) group fairness (GpFair) with distribution inference (DistInf) in Section 3.3.2;
and (iii) explanations (Expl) with distribution inference (DistInf) in Section 3.3.3. | apply

2Code: https://github.com/ssg-research/sok-unintended-interactions.
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the guideline to conjecture about the nature of interactions for these three unexplored cases
and validate them empirically. | mark the factors evaluated for these interactions with > in
Table 3.4. These examples are only intended for illustrating the applicability of the guideline. |
leave a systematic empirical exploration of remaining unexplored interactions as future work.
In Section 3.3.4, | speculate the remaining unexplored interactions.

Table 3.5: Summary of unexplored interactions: These interactions are marked as @ in
Table 3.3 and 3.4, and the interaction between a defense to a risk with “—” between them.

Defense = Risk

EvsnRob (Adversarial Training) = AttInf (Attribute Inference)

PoisnRob (Outlier Removal) = ModExt (Unauthorized Model Ownership)
PoisnRob (Outlier Removal) = DtRecon (Data Reconstruction)
PoisnRob (Outlier Removal) = DistInf (Distribution Inference)

Md1wM (Watermarking) = Evsn (Evasion)

Fngrprnt (Fingerprinting) — Poisn (Poisoning)

Fngrprnt (Fingerprinting) — DtRecon (Data Reconstruction)
Fngrprnt (Fingerprinting) — AttInf (Attribute Inference)
Fngrprnt (Fingerprinting) — DistInf (Distribution Inference)
Fngrprnt (Fingerprinting) = Discr (Discriminatory Behaviour)
(

DiffPriv (Differential Privacy) = ModExt (Unauthorized Model Ownership)

GpFair (Group Fairness) = ModExt (Unauthorized Model Ownership)
GpFair (Group Fairness) = DtRecon (Data Reconstruction)
GpFair (Group Fairness) = DistInf (Distribution Inference)

Expl (Explanations) = DistInf (Distribution Inference)

3.3.1 GpFair (Group Fairness) — DtRecon (Data Reconstruction)

Conjecture: From Table 3.2, | identify distinguishability in model observables across demo-
graphic groups (02.2) as a common factor (<f_,>). As the arrows are in opposite directions, |
conjecture that GpFair reduces DtRecon — . Now, | check for other factors: the number of in-
put attributes (D3) suggests that DtRecon is less effective when there are more input attributes.
Thus, | expect that the decrease due to GpFair is only evident when the number of attributes is
small where DtRecon is still effective. Consequently, the difference in attack success between
M9PST and M becomes negligible for more attributes. | describe the experimental setup below.

Threat Model: | assume z is sensitive and confidential. Adv only observes M 9P/ (z) for some
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unknown confidential x that is to be reconstructed. Adv also has access to an auxiliary dataset

D that is split into D{** to train an attack decoder model (f,,;) and D¢** for evaluation.

Attack Methodology: Adv uses D{'* to train f,; to map_]l/[gpfr(a:') to x, minimizing the er-
ror between f_,,(M7%"(z)) and the ground truth . Here, /%" is a “shadow model” which is
trained on Adv’s auxiliary dataset to have similar functionality as M 97/". | give the advantage

to Adv and assume M9PF" == M fa" The attack is evaluated on Dgur,

Experimental Setup: | use the CENSUS dataset which consists of attributes like age, race,
education level, to predict whether an individual’s annual income exceeds 50K. | select the top
10 attributes and consider both race and sex attributes. | use |2,,.|=15470, |D¢"*|=7735, and
| Dgur|=7735. | train M9PF" with adversarial debiasing which uses an adversarial network Jing
to infer sensitive attribute values from M9/7(x) [211]. The loss from Jing is used to train
M9PST such that M9P/7 () is indistinguishable. | measure fairness by (a) checking if p%-rule
is > 80% as required by the regulations [333], and (b) AUC score of Jings to correctly infer the
sensitive attribute values (fair model should have a score of 0.50). To measure attack success, |
use the reconstruction loss (I,-norm) between = and f,,,(M /%" (z)) (the higher the loss, the
less effective the attack). | use a multi-layered perceptron (MLP) for M 9P/" with hidden layer
dimensions [32, 32, 32, 1], fmf with dimensions [32, 32, 32, 2], and f,;, with dimensions [18,
32, 64, 128, 10]. | compare the attack success with the baseline of data reconstruction against
M with the same architecture as M 97/" but without group fairness.

Empirical Validation: | validate the conjecture by showing the effect on distinguishability
across demographic groups (02.2), and evaluating the influence of the number of input at-
tributes (D3).

Nature of Interaction: | compare the reconstruction loss between M 97" and M in Table 3.6. |
confirm that training with adversarial debiasing is indeed fair (p%-rule > 80% and AUC score
to predict attributes ~0.50). | observe that M9P/" has a higher reconstruction loss. Hence, this
validates the conjecture about the nature of the interaction.

Distinguishability in model observables across demographic groups (02. 2): Figure 3.1 compared
M9PS7’s prediction distribution with M for the two attributes: race (whites as VS non-
whites as ) and sex (males as vs females as )- We can see that there is no income
disparity between whites-non-whites and males-females for M 9P/". Further, M9/™’s predic-
tions are normalized which reduces the information available to Adv for successful reconstruc-
tion.

Number of Input Attributes (D3): | present the impact of the number of input attributes in
Table 3.7. Firstly, we can note that ¢, is similar across different number of input attributes

for MIPI" regardless of the difference in reconstruction loss. Hence, ¢,.. does not impact the
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Table 3.6: Nature of interaction: Comparison of ¢,.. on D, _, fairness (AUC scores, p%-rule
values) and reconstruction loss for M and M9P/™ across ten runs. 1} indicates higher value is
desirable and |} indicates lower value is desirable.

Metric ‘ M ‘ Morfr

Acc 84.40 £ 0.09 | 77.96 £ 0.58
AUC | 00.66 4- 0.00 | 00.52 4 0.01
p%-rule Race {} | 46.51 4 0.59 | 93.69 4 5.60
p%-rule Sex f} |29.70 + 1.15|90.50 + 6.87
ReconLoss {} |00.85 + 0.01 | 00.95 4 0.02

Sensitive attribute: race Sensitive attribute: sex
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(b) M 9PFs Prediction Distribution

Figure 3.1: Distinguishability of model observables across demographic groups (02.2)
decreases when fairness constraints are applied M 9P/,

risk, and only the number of input attributes is the variable. | present the reconstruction loss
for a different number of input attributes {10, 20,30}.  As expected, for 10 attributes, group
fairness reduces attack success significantly (as also seen in Table 3.6). However, increasing the
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Table 3.7: Number of input attributes (D3): Reconstruction loss and ¢,
number of input attributes for M and M 9P/ (averaged across ten runs).

on D, for different

# Input M Martfr
Attributes | ReconLoss ‘ Acc ReconLoss ‘ Acc
10 0.85 + 0.00 [ 84.40 + 0.09| 0.95 + 0.02 | 78.96 4+ 0.58
20 0.93 + 0.03 [ 84.72 + 0.22| 0.93 + 0.00 [ 80.32 4+ 1.12
30 0.95 4+ 0.02 [ 84.41 + 0.39| 0.94 + 0.00 | 79.50 + 0.91

number of input attributes has no significant difference in reconstruction loss between M and
MIPIT thus, validating the conjecture.

Takeaway: The conjectures from the guideline about the interaction between GpFair and
DtRecon, including the conditions under which it occurs, are successfully validated.

3.3.2 GpFair (Group fairness) = DistInf (Distribution Inference)

Conjecture: | identify the distinguishability of model observables across demographic groups
(02.2) as <f_>. Since the arrows point in opposing directions, this suggests that GpFair
reduces susceptibility to DistInf by decreasing the distinguishability of model observables
across demographic groups (—©).

Threat Model: | assume that .4dv has whitebox access to M and the corresponding M 9P/™
trained with fairness constraints. This allows Adv to mount a whitebox DistInf [12].

Attack Methodology: Adv trains a binary attack classifier (f,;;) on the first-layer parameters
of models to distinguish those trained on datasets with ratios «; and a5 (e.g., 50% vs. 10%
women in 2D, ), using the model predictions. Adv then compares the attack accuracy of f,,
between M and M9P/" to assess how training with fairness constraints impacts DistInf.

Experimental Setup: | use CENSUS and UTKFACE datasets. CENSUS is a tabular dataset
with 15 attributes used to predict whether income exceeds $50K. | use 2,000 training samples
and 500 test samples for 2D,,, and 1,100 training samples and 500 test samples for D%“*. | use
a fully connected neural network with hidden layers [1024, 512, 256, 2] and tanh activations.
UTKFACE consists of 48 x 48 RGB facial images for binary classification of individuals as
young (under 30). | use 2,000 training samples and 500 test samples for 2,,., and 1,100 training
samples and 500 test samples for D" using a VGG16 model. | use race and sex as sensitive
attributes for CENSUS, and only sex for UTKFACE.
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Following prior work [12], | fix a; = 0.5 and vary a,={0.1-0.4,0.6-0.9}. | measure the attack
effectiveness using f,,,’s accuracy on 100 unseen (test) models. | use equalized odds to quantify
bias: values near zero indicate low bias (more fair), while higher values indicate significant bias
(poor fairness) [200]. To obtain M9P/7, | train using a fairness constraint as a regularizer to
minimize equalized odds, while M is trained without this fairness regularization.

Table 3.8: Nature of interaction (Discr — DistInf): | report the attack accuracy where
a; = 0.5 and vary a,. | compare the attack accuracy on M (as baseline) to M9/, where a
value close to 50% indicates random guess accuracy.

CENSUS (race) CENSUS (sex) UTKFACE (sex)
M ‘ Mopir M ‘ Mopfr M ‘ Mopfr

0.1[100.00, g0 | 50.00. .00 | 59-80.7 03 | 50.20. ¢ 45 | 66.30,; 44 | 50.10, ¢ 9o
0.2 | 98.20, 7 | 50.00, .00 | 52.20,5 14 | 50.00, .00 | 70.00 .50 | 50.30. 0 7
0.3 76.90_ 5 5 | 50.00, 4 g0 | 98-30, 1 o5 | 50.00,0.00 | 68.10 5 o4 | 53.40, ¢ o6
0.4 | 49.80, 45 | 50.00, 0 00 | 69.90.5 16 | 50.00. .00 | 57-10,0 .99 | 50.00.,0 oo
0.6 | 49.40, 40 | 51.30,5 64 | 86.10. g4 | 50.00. .00 | 7300061 | 50.00.0 oo
0.7 | 51.10 5 35 | 50.00.¢ g9 | 73.40.5 55 | 50.00, 9o | 88.40 0 92 | 50.00¢ g9
0.8 | 87.80,5 17 | 50.00, 0 oo | 52.90.5 g5 | 50.00, .00 | 88.10,¢ 65 | 50.00.,0 o
0.9 93.90,; 57 |50.00, .00 | 51.10, 5 45 | 50.00. . 0 | 86.70,¢ 47 | 50.00.,0 o

Qg

Results: Table 3.8 shows DistInf attack accuracy (“Acc”) across different ratios and datasets.
| omit equalized odds values, as M consistently exhibits higher values than M9Pf" across
all ratios, as expected. | use the attack accuracy on M as the baseline and compare it with
the accuracy on M9PS" to assess whether the attack degrades. In other words, lower attack
accuracy for M9Pf7 indicates that GpFair reduces susceptibility to DistInf.

Across all ratios and datasets, the attack accuracy for M9P/" is significantly lower (close
to random-guess accuracy of ~ 50%), compared to M (> 70%), where the attack is effective.
For four ratios in CENsus (race and sex), the accuracies are statistically similar; however, they
remain close to the random-guess baseline of 50%. Overall, these results indicate that GpFair
reduces susceptibility to DistInf as conjectured.

Takeaway: The conjecture from the guideline about the nature of the interaction between
GpFair and DistInf, is successfully validated.
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3.3.3 Expl (Explanations) = DistInf (Distribution Inference)

Conjecture: | identify the distinguishability of model observables across datasets (02.1) as

<f_,>. As the arrows are the same direction, | conjecture that releasing Expl can result in

DistInf (®). Specifically, Expl demonstrates distinguishability across different datasets, which
extends to datasets with differing distributional properties. This distinguishability enables suc-
cessful DistInf. | also check for other factors: the number of input attributes (D3) and model

capacity (M1). For D3, increasing the number of input attributes should reduce DistInf by
making it harder to capture distributional properties. For M1, increasing M’s capacity should

increase memorization of distributional properties, thereby increasing DistInf. | describe the

experimental setup below to validate these conjectures.

Threat Model: | assume that M outputs both explanations (x) and M (x) corresponding
to an input z. Adv differentiates between M trained on 2,,. with ratio oy vs. a, (e.g., 50%
vs. 10% women in D,,) by distinguishing between their respective explanations (x)*1, and
~v(x)*2 by training an ML attack model f,;,. Adv has an auxiliary dataset which is split into
D and D to train and evaluate f,,.

auxr

Attack Methodology: Given two ratios, a; or gy, Adv samples D" to get “1 D" and
@2 P satisfying o or ay. Adv then trains multiple shadow models on these datasets which
try to mimic M; Adv uses 7' (x)* and ' (z)“2 from the shadow models to train f,,,. Given
M which is trained on 2,,. satisfying some unknown ratio, Adv uses y(z) where x € D§"*
from M as input to f,,; to infer if D, ’s property was o or .

Setup: | use the CENSUS dataset from Section 3.3.1 with 42 input attributes. | consider dif-
ferent ratios of women in 2, as the property of interest in the range 0.1 — 0.9 incremented
by 0.1. Following prior work [12, 121], | set &y = 0.5 while varying a,. For each value of s,
Adv trains f,,, to differentiate between o;; = 0.5 and the specific value of a,. | measure the
attack success using (distribution) inference accuracy, where 50% is random guess. | use an
MLP with the following hidden layer dimensions: [1024, 512, 256, 128]. | use three explana-
tion algorithms: IntegratedGradients [205], DeepLift [334, 335], and SmoothGrad [217]. For
explanations, | want to evaluate if releasing explanations increases DistInf. Following the ap-
proach by Pawelczyk et al. [325], assuming random guess (50%) as the baseline, | want to show
that an attack that only makes use of explanations can do better than the baseline. The aim is
to determine if explanations leak distribution information, and not whether explanations can
improve the state-of-the-art distribution inference attacks.

Empirical Validation: | validate the conjecture and evaluate how it is influenced by the num-
ber of input attributes (D3), and model capacity (111).

53



& W IntegratedGradients

80 A I SmoothGrad
_|_ * DeeplLift
| +T{' i +{'
!
[

#
?

—

~
o

Attack Accuracy
3
[H
—

TL
{_'1'{-

-}T-I-_
T J.

o1
o
!

40 1

0.1 02 03 04 06 07 08 09
Ratio of Females

Figure 3.2: Nature of interaction (Expl — DistInf): Attack accuracy of DistInf to differ-
entiate explanations from model trained on 2D,, with a;=0.5 and a, € {0.1 — 0.9}.

Nature of Interaction: | present the attack accuracy across different ratios and explanation algo-
rithms in Figure 3.2. | use all 42 attributes for evaluation. For the three explanation algorithms,
the attack accuracy is higher than a random guess of 50% for most of the ratios, validating
the conjecture that explanations indeed leak distribution properties of 2,,., and increase the
susceptibility to DistInf.

Number of Input Attributes (D3): | use an attribute selection algorithm to select the top 35, 25
and 15 attributes from the original 42 attributes. | evaluate the impact of varying the top-k
relevant attributes on the interaction. | fix &;=0.5 and a,=0.1 as it shows the highest attack
accuracy (Figure 3.2). | present the results in Table 3.9.

Table 3.9: Number of input attributes (D3): Attack accuracy for o; = 0.5 and oy = 0.1
while varying the number of input attributes (results averaged across ten runs).

# Attributes ‘ IntegratedGradients ‘ DeeplLift ‘ SmoothGrad

15 81.07 4+ 2.13 78.74 + 1.66 | 65.40 4+ 1.39
25 66.09 + 0.95 73.64 + 1.38| 59.42 4+ 1.09
35 50.43 £+ 0.59 59.93 £+ 2.81| 56.78 £+ 1.93

| confirm that increasing the number of most relevant input attributes decreases the attack
success: a greater number of attributes decreases the memorization of each attribute thereby
reducing the quality of explanations.
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Model Capacity (M1): | consider four MLPs with different model capacities: “Model 17 with
dimensions [128], “Model 2” with [256, 128], “Model 3” with [256,512,256], and “Model 4” with
dimensions [1024, 512, 256, 128]. | present the attack accuracy in Table 3.10.

Table 3.10: Model capacity (M1): Attack accuracy on explanations corresponding to a;=0.5
and a,=0.1 for different models (averaged across ten runs).

# Parameters ‘ IntegratedGradients ‘ DeeplLift ‘ SmoothGrad
Model 1 (5762) 47.57 + 4.25 49.19 + 2.75| 53.26 + 0.10
Model 2 (44162) 53.29 4 3.65 50.86 + 3.24| 62.40 + 0.95
Model 3 (274434) 62.60 + 2.74 67.73 £ 1.69| 70.21 +0.73
Model 4 (733314) 69.90 + 3.24 73.78 + 1.03| 74.09 4 2.17

All models have an accuracy of 82.10 4 1.17% and close to perfect D,, accuracy. Hence,
neither accuracy nor G,.,. impact DistInf. | observe that DistInf increases with capacity: a
higher capacity correlates with greater memorization of 2, ’s distributional properties.

Takeaway: The conjectures from the guideline about the interaction between Expl and
DistInf, including the conditions under which it occurs, are successfully validated.

3.3.4 Other Unintended Interactions

| reflect on other unintended interactions.

EvsnRob (Adversarial Training) and AttInf (Attribute Inference)

The tail length of 2,,’s distribution (D2) and the priority of learning stable attributes (D4)
are the common factors. As the arrows are in the opposite directions, it suggests a decrease
in AttInf (©). However, distinguishability of model observables across demographic groups
(02.2) is likely to be the dominant factor. Hence, the interaction will be determined by whether
the distinguishability in model observables across demographic groups increases or decreases
with EvsnRob.

PoisnRob (Poison Robustness) and DtRecon (Data Reconstruction)

The size of D,,. (D1) is the common factor and the arrows are in the same direction, suggesting
an increase in DtRecon (®). Similar to MemInf and AttInf [240, 76, 115], | expect retraining
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without outliers will make MP5""°® memorize a new set of data records, thus making them
more susceptible to DtRecon.

PoisnRob (Poison Robustness) and DistInf (Distribution Inference)

The tail length of 2,,’s distribution (D2) is the common factor which has arrows in the same
direction which suggests an increase in DistInf (®). Prior work has shown that adding more
outliers is likely to increase DistInf [274, 275]. PoisnRob removes outliers from tail classes.
Assuming that these outliers belong to the minority group, and PoisnRob could increase the
bias thereby increasing the distinguishability in model observables for datasets with different
properties. Hence, DistInf is likely to increase.

3.4 Discussions

Completeness of Framework: | identified overfitting and memorization (and their underly-
ing factors) as the underlying causes of unintended interactions based on prior work. These
are sufficient to explain all the unintended interactions explored in the literature as seen in
the survey (Sections 3.1 and 3.2). | do not claim them to be complete considering the com-
plexity of ML models. Whether there are indeed other possible underlying causes, remains
an open question. Regardless, the framework is flexible enough to accommodate emerging
causes and factors. To incorporate a new underlying cause, one can use the same methodol-
ogy as in Section 3.1 and 3.2: identify factors that influence the cause, describe how they relate
to defenses and risks, and use them to conjecture about unintended interactions. Further, the
framework can be extended to cover variants of current risks and defenses as well as new ones
by expanding Tables 3.2, 3.3, and 3.4. Finally, the framework can be extended to account for
any exceptions in some interactions stemming from a difference in threat model. | describe a
possible approach later, in Chapter 9: Section 9.3.

Minimizing Unintended Interactions: Given the factors influencing unintended interac-
tions, practitioners can mitigate them by exploring modifying individual factors: (i) data aug-
mentation (D1), (ii) balanced classes with undersampling and oversampling (D2), (iii) adding
proxy attributes or removing redundant attributes (D3), (iv) domain generalization algorithms
(e.g., invariant risk minimization) [91, 229] (D4), (v) adjusting training hyperparameters (01, 02,
and 03), and (vi) experimenting with more layers, lower precision, or pruning (M1). However,
modifying these factors will reduce specific unintended interactions, and is not a general so-
lution. An important open problem is how to combine multiple defenses effectively to protect
against multiple risks. | discuss this in Chapter 4.
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Applicability beyond classifiers: The framework can be extended to other models by: (i) iden-
tifying unintended interactions, (ii) evaluating the relation between defenses, risks, and under-
lying factors, and (iii) including them in the framework for insights using the guideline. Re-
cent work by Meng et al. [336] builds on this work to evaluate unintended interactions among

defenses and unrelated risks in language models. However, they empirically evaluated the

unintended interactions without a discussion on overfitting and memorization. To apply the

framework to generative models, some factors influencing overfitting and memorization, such

as size of the training data (D1) and capacity of M (1), are still relevant [72, 86, 87]. However,
there will be additional factors specific to generative models that are not applicable to classi-
fiers (e.g., probability distribution to sample outputs). Furthermore, there are factors specific

to classifiers that are not applicable for generative models (e.g., distance to decision boundary).
Hence, while several factors in the framework as well as the guideline, are applicable to gen-
erative models, a systematic study to extend the proposed framework to generative models is

an interesting direction for future work (Chapter 9: Section 9.3).

Library for Evaluating Unintended Interactions: | have also contributed to the design
of Amulet, the first Python library for evaluating both intended and unintended interactions
among ML defenses and risks [63]. Amulet is comprehensive by including the representative
attacks, defenses, and metrics, extensible to new modules due to its modular design, consistent
with a user-friendly API template for risks, defenses, and metrics, and applicable for evaluat-
ing novel unintended interactions. Amulet offers a unified framework to evaluate unintended
interactions among defenses and unrelated risks.

e a

Contribution in Support of the Thesis Statement

Existing work lacks a comprehensive understanding of unintended interactions between de-
fenses and unrelated risks, which is crucial for real-world deployment of ML models. Based
on the conjecture that overfitting and memorization are the underlying causes, | identify
various factors influencing overfitting and memorization covering properties of the training
data (e.g., size, distribution), objective function (e.g., distance to boundary, loss curvature),
and the model (e.g., capacity). These factors enable a systematic analysis and prediction of
unintended interactions, answering RQ1.1 and supporting the thesis statement.

| J
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Chapter 4

Combining ML Defenses without
Conflicts

Overview

Real-world models need simultaneous protection against multiple risks. This necessi-
tates combining multiple defenses effectively, without incurring significant drop in the
effectiveness of the constituent defenses. | systematize existing work based on how the
defenses are combined and how they interact when they are combined. | use this to iden-
tify unexplored combinations and the limitations of existing combination techniques.
Using these insights, | present Def\Con, a combination technique which is (a) accurate
(correctly identifies whether a combination is effective or not), (b) scalable (allows com-
bining multiple defenses), (c) non-invasive (allows combining existing defenses without
modification), and (d) general (is applicable to different types of defenses). | show that
Def\Con achieves 90% balanced accuracy on eight combinations from prior work, and
86% on 30 unexplored combinations that | evaluated empirically. Overall, by using the
factors” underlying conflicting interactions among defenses, | show that it is possible to
effectively combine defenses, thus, answering RQ1.2 to support the thesis statement.

“Terminology: Unlike in Chapter 3, where the factors relate to overfitting and memorization, the factors
here concern interference among defenses.

Real-world deployment of machine learning (ML) models requires practitioners to account
and protect against multiple risks simultaneously. But defenses designed to protect against
one risk, may impact susceptibility to other unrelated risks (Chapter 3). This raises the question
of how to combine defenses effectively, without incurring a significant drop in the protection
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provided by each constituent defense. Practitioners need effective combination techniques, ei-
ther by modifying existing defenses (invasive), or by identifying whether existing defenses can
be combined without modification (non-invasive). Prior work either explores conflicting inter-
actions among defenses but is limited to specific defenses (e.g., [236, 221, 231, 50]), or studies
interactions among defenses with risks (e.g., Chapter 3 and [219, 336]). None of the prior work
provides a principled way to quickly determine if defenses can be combined effectively.

| aim to answer the following research question: (RQ1.2) how can we effectively combine
ML defenses while avoiding conflicts? To this end, I first systematically survey existing work
on combining defenses based on: (a) how the defenses are combined (i.e., what combination
technique was used), and (b) how the defenses interact (i.e., whether they conflict or align). |
identify previously unexplored combinations, and evaluate prior combination techniques to
identify their limitations and inform the design of a new combination technique. Among prior
combination techniques, non-invasive techniques are easier to deploy as they do not require
expert knowledge from practitioners. Therefore, | identify an existing non-invasive technique
(“mutually exclusive placement” [337]) as promising. It presumes that two defenses can be
effectively combined iff they operate on different stages in the ML pipeline: pre-, in-, and post-
training. However, it can result in ineffective combinations: (a) later-stage defenses can conflict
with earlier ones (e.g., model or dataset watermarking with adversarial training or differential
privacy [236]), and (b) same-stage defenses may still be compatible (see Section 4.5).

Based on these insights, | present Def\Con, a combination technique which is (i) accurate
(correctly identifies whether a combination is effective or not), (ii) scalable (allows two or more
defenses to be combined), (iii) non-invasive (does not require changes to the defenses being
combined), and (iv) general (applicable to different types of defenses). Def\Con is inspired by
mutually exclusive placement (aka naive technique), but overcomes its limitations by explicitly
accounting for the factors that underlie conflicts among defenses: a later-stage defense either
(a) mitigates a risk re-purposed as a defense by an early-stage defense, or (b) overrides changes
made by an early-stage defense [236]. | claim the following contributions:

1. a systematization of prior work on combination techniques based on how the defenses are
combined and how the defenses interact (i.e., objectives conflict or align); (Section 4.1)

2. identify unexplored combinations and the limitations of prior techniques to design Def\Con',
a scalable, non-invasive, and general combination technique; (Section 4.2 and 4.3)

3. comprehensive evaluation to show that Def\Con is more accurate than the naive technique
(Section 4.4 and 4.5), with a balanced accuracy of
« 90% (Def\Con) vs. 40% (naive) using eight combinations from prior work as ground truth,
« 86% (Def\Con) vs. 36% (naive) via empirical evaluation of 30 unexplored combinations.

"Link to Code: https://github.com/ssg-research/combining-defenses.
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Def\Con is an inexpensive and fast technique for practitioners to determine if a combination
of existing defenses can be effective, without expensive empirical evaluation.

4.1 Systematization of Related Work

| present the methodology for systematization followed by survey of prior work based on how
the defenses are combined, and how they interact when they are combined. | select the defenses
from Chapter 2: Section 2.4 and explore their combinations.

Methodology for Systematization

| enumerate all defense combinations from Chapter 2: Section 2.4 in Table 4.1. Each com-
bination is represented as a cell in Table 4.1, for which | indicate related work, combination
technique used, and the nature of resulting interaction. For each prior work, I identify the fol-
lowing: (i) combination technique where | indicate the technique used to combine defenses
as optimization (T 1) or mutually exclusive placement (T2); and (ii) nature of interaction where
| indicate the interaction among defenses as a conflict (®), alignment (), or unexplored (©). |
describe the details below.

Combination Techniques

| present two combination techniques based on prior work which either modify existing de-
fenses, or identify whether existing defenses can be combined without modification. | mark them
as T1 and T2 respectively, and describe them below:

T1 Optimization includes game-theoretic formalization, regularization, or constrained equa-
tion solving. T1 incorporates defenses into the objective function (e.g., regularization terms) so
that the corresponding defense constraints can be satisfied during the training for an effective
combination [338, 339, 340, 341, 342, 343, 259, 344, 61, 345, 346, 347, 348, 349, 350, 351, 352, 353,
295, 354, 355, 356, 357, 358, 307, 359, 360, 361, 362, 306, 363, 364, 365, 366, 367]. This also includes
using variants of the standard model architectures and algorithms, specifically catered for a
particular combination to give better trade-offs among the defenses [360, 361, 368, 369, 370].

T2 Mutually Exclusive Placement consists of applying defenses at different stages of the ML
pipeline— (i) pre-training (modifies 2,,), (ii) in-training (modifies training configuration such
as the objective function), (iii) post-training (modifies the inputs to or outputs of trained M
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during inference)—to avoid conflicts [337, 371]. | later refer to T2 as the naive technique since
| use it as a baseline to compare with the proposed technique, Def\Con (Section 4.3 and 4.5).

Nature of Interaction

Consider two defenses Def; and Def, which protect against the risks Rk; and Rk, respectively,
where Def, is applied after Def;. The defenses can interact in one of two ways:

« Alignment: Def, and Def, are aligned if any of these hold: (i) Def; and Def, do not im-
pact Rk, and Rk, respectively; (ii) Def; reduces Rk,, increasing Def,’s effectiveness; and
(iii) Def, generalizes Def,, so its effectiveness implies that of Def,. Alignment leads to an
effective defense combination. When one defense implies the other (as in case (iii)), apply-
ing the first defense may be sufficient since the second is free (e.g., GpFair and resistance
to AttInf [256]).

« Conflict: Def; and Def,, conflict if any of the following hold: (i) Def; uses risk Rk (protected
by Def,), making Def ineffective; and (ii) Def, overrides Def,’s changes, making Def; in-
effective. Conflict leads to an ineffective combination of the defenses. To avoid conflicts,
accurate combination techniques are needed. | refer to these as the factors related to the
interference among defenses.

Justification for Systematization: Prior surveys on conflicts among defenses are limited to
specific defenses (e.g., [221, 231, 50]), or lack sufficient details about the combination tech-
niques used (e.g., [219, 372]). This makes it challenging to design better combination tech-
niques, and systematically compare with prior work. The presented systematization addresses
these limitations by (a) covering multiple defenses and their combinations, and (b) explicitly
mapping the combinations to the corresponding techniques and the nature of interactions
among defenses. As shown later in Section 4.2, the systematization helps to identify gaps in
existing literature (e.g., unexplored combinations, and limitations of prior techniques). These
insights will inform the design of a new combination technique in Section 4.3.

Methodology for Selecting Papers: | started surveying papers in Google Scholar using
keywords (e.g., “combining <defense 1> and <defense 2>"). | selected all papers including
those published in top-tier ML and security/privacy venues (e.g., NeurlPS, ICML, ICLR, AAAI,
CCS, S&P), related workshop papers, and unpublished papers on ArXiv. | examined their cita-
tions and related work to find other papers. Finally, | used papers from related surveys (e.g.,
[219, 221, 231, 50, 372]) to ensure a comprehensive coverage.
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Table 4.1: Overview of pairwise combinations among defenses: For each combination

cell, I cite related work and indicate the “interaction type” (¢ — alignment,

— unexplored), and “combination technique” used (T1 or T2).

— conflict, or

| EvsnRob |  PoisnRob | Md1WM | Fngrprnt | DtWM | DiffPriv |  GpFair
PoisnRob| ©— T1: [338,339] | \ | | \ |
— T2: [236]
Hd 1wt T2 [373)
— T2: [236]
Fogrprat — T2: [172]
DtWM —T2: [236] | | | \ \
— T1: [340, 341, -T2 ) ) )
DiffPriv| 369, 370, 342, 343] [374, 375, 376] = T2: [236] — T2: [230] — T2 [236]
—T1:
: : 9, :
377T3115[2’516 3;:17’ —TI: [355, 356, 357, 358,
. e ana aen aza1 | [352, 353,295, 354] 307, 359, 360, 361,
GpFair | 348,349,350, 351] 362, 306, 363, 364]
. s 5 903, S0
— T2: [348] — T2: [337]
- T — T1: [368]; T2:
Expl [365, 366, 367] [371]
Survey of Prior Work

| describe the defense combinations in the order of appearance along the columns in Table 4.1. |
use the acronyms for the defenses from Chapter 2: Table 2.2 below. For related work, | indicate
the nature of the interaction between the defenses, and the combination technique used, in
the following format: (<nature of interaction; ®@or ¢ >: <combination technique; T1 or T2>).

EvsnRob + PoisnRob

EvsnRob suppresses adversarial examples (as outliers) while PoisnRob suppresses poisons (as
outliers) in 2,,. Hence, their objectives seem to be aligned as shown by Hu et al. [339] who
use a bi-level optimization to protect against both poisons and adversarial examples (¢:: T1).
Additionally, by viewing PoisnRob as out-of-distribution (OOD) generalization, one can mod-
ify adversarial training to incorporate adversarial examples from the new domain to improve
domain generalization [338]. This allows the model to learn robust features for OOD general-
ization, thereby aligning with PoisnRob (¢: T1).
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EvsnRob + Md1WM

Adversarial training (EvsnRob-In) suppresses the influence of backdoors which are used for
Md1WM-Pre (®: T2) [236]. However, generating adversarial-example based watermarks with
a higher €, ,, than EvsnRob-In can result in an effective combination (¢: T2) [373]. Hence,
instead of standard backdoor-based watermarks, optimizing the watermarks to avoid conflict
can result in different interactions between Md1WM-Pre with EvsnRob.

EvsnRob + DtWM

Radioactive data (as DtWM-Pre) adds backdoors as watermarks to 2D,,. by perturbing the inputs
(similar to adversarial examples) [110]. Hence, adversarial training will suppress the influence
of watermarks used for DtWM (®: T2) [236].

EvsnRob + Fngrprnt

Dataset inference (Fngrprnt) [174] is effective with EvsnRob and incurs an acceptable perfor-
mance drop (©: T2) [236]. | attribute this to the defenses being applied at different stages
(in-training vs. post-training), which reduces conflict between them. On the other hand, a
variant of Fngrprnt based on adversarial examples (i.e., “conferrable examples”) is ineffective
when EvsnRob is applied to either M or M*“" (@: T2) [172]. | mark these two cases with
opposing nature of interactions separately in Table 4.1.

EvsnRob + DiffPriv

Hayes et al. [378] show that the generalization is worse on combining the objectives of adver-
sarial training (EvsnRob-In) and DPSGD (DiffPriv-In), suggesting a conflict (®: T1). Bu
et al. [340] modify the minimax objective function of adversarial training to include DPSGD
without violating its guarantees (¢': T1). Wu et al. [341] combine randomized smoothing with
DPSGD by averaging the gradients over multiple augmentations of data records in 2,,. before
clipping to account for the privacy budget of adversarial examples. Both techniques modify
the objective function (¢©: T1).

Training M on public data, combined with appropriate hyperparameter choices for DiffPriv
and followed by task-specific fine-tuning, can result in a better trade-off (¢:: T1) [342, 343].
Other works have explored alternative optimizations, such as adding DiffPriv noise to both
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input and hidden layers, using ensemble adversarial training to incorporate adversarial exam-
ples into private 2,,, and modifying the objective function to provide DiffPriv guarantees
for adversarial examples (¢: T1) [370, 369].

EvsnRob + GpFair

Adversarial training (EvsnRob-In) and group fairness (GpFair-In) have conflicting objectives:
training M with EvsnRob-In pushes the decision boundary away from 2,,., while GpFair-In
brings it closer [259]. Also, EvsnRob-In increases the disparity among demographic subgroups
due to class imbalance in 2, [237], and long-tailed distribution [350, 61, 346, 237]. Several
works modify EvsnRob-In’s objective function to ensure equitable model behavior across de-
mographic subgroups by assigning higher weight to minority subgroup (¢: T1) [344, 61, 345,
346, 347, 348, 350, 349]. Wei et al. [351] use different training configurations and assigning
different weights to different classes to improve class-wise robustness (¢:: T1).

EvsnRob + Expl

Adversarial training (EvsnRob-In) improves the interpretability of the gradients [138]. This
suggests an alignment with Expl [379]. Also, both defenses can be combined using a minimax
objective to construct high fidelity Expl, and resist adversarial examples (¢: T1) [365, 366, 367].

PoisnRob + DiffPriv

DiffPriv reduces the influence of outliers thereby improving robustness against poisons as
shown in several works [374, 375, 300, 299]. Hence, DPSGD mitigates poisons and the defenses
are aligned, resulting in an effective combination (©: T2).

PoisnRob + GpFair

PoisnRob may overly flag data records from the minority groups as outliers for removal, which
increases the bias [295]. This can be corrected by reweighing the scores assigned to out-
liers to account for sensitive attributes (¢: T1) [352, 353]. Also, an outlier detector can be
trained to minimize the correlation between outlier scores and sensitive attributes, thus align-
ing PoisnRob with GpFair (¢: TT1) [295, 354].
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Md1WM + DiffPriv

DPSGD (DiffPriv-In) reduces memorization of data records in 2),,. Since backdoor-based
watermarks are typically outliers, DiffPriv-In makes watermarks ineffective (Md1WM). Hence,
Md1WM conflicts with DiffPriv (®: T2) [236].

DtWM + DiffPriv

Ideally, DPSGD (DiffPriv-In)suppresses watermarks (DtWM-Pre), suggesting a conflict. How-
ever, empirical results suggest that DtWM-Pre was effective when combined with DPSGD [236].
A possible explanation is that the adversarial example-based watermarks [110], are inliers and
are not suppressed by DPSGD (¢: T2) [236].

Fngrprnt + DiffPriv

Szyller and Asokan [236] found that DPSGD (DiffPriv-In) and dataset inference (Fngrprnt)
do not conflict, though no reason was provided. | attribute this to defenses being applied in
different stages in the ML pipeline, thus, reducing conflict (¢:: T2).

DiffPriv + GpFair

DPSGD (DiffPriv-In)shows disparate behavior over demographic subgroups [251]. Theoret-
ically, it is impossible to design a high utility binary classifier that is private and fair [380, 381].
Several works modify the objective function by using fairness constraints, regularization, and
game theoretic optimization (¢: T1) [355, 356, 357, 307, 358, 359, 382]. Yaghini et al. [337]
combine demographic parity regularization with DPSGD, and estimate fairness on a public
dataset to avoid consuming extra privacy budget (¢:: T1). Also, functional mechanism adds
Laplace noise to the objective function, along with variable noise for different subgroups, which
reduces discrimination (¢: T1) [360, 361]. However, this is limited to the convex objective
functions (e.g., logistic regression). Esipova et al. [306] attribute unfairness in DPSGD to the
differences in unclipped and clipped gradient directions. Subsequently, several works have pro-
posed variable gradient clipping to minimize discriminatory behavior while maintaining utility
(©: T1) [363, 364, 362]. Yaghini et al. [337] use PATE framework to apply fairness constraints
and DiffPriv noise in the aggregated votes from the teacher’s ensemble. Both fairness and
privacy are applied in pre-training (©: T2).
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DiffPriv + Expl

The objectives of both these defenses are inherently conflicting: DiffPriv hides information
to minimize leakage while Expl releases additional information to improve comprehensibil-
ity [383]. Yang et al. [368] train an autoencoder with DiffPriv (functional mechanism). This
autoencoder is used to generate data records and compute counterfactual data records that sat-
isfy DiffPriv via the post-processing property (¢:: T1). Patel et al. [371] propose an adaptive
DPSGD algorithm to generate high-quality explanations without consuming ¢y, by reusing
past explanations for similar data records (¢: T2).

4.2 Insights from Systematization

Based on the systematization, | identify and discuss unexplored combinations, requirements
for an ideal combination technique, and the limitations of prior techniques.

Unexplored Combinations

From Table 4.1, | identify 14 unexplored combinations which are marked as

PoisnRob with {Md1WM, DtWVM, Fngrprnt, Expl}
Md1wM with {DtWM, Fngrprnt, GpFair, Expl}
DtWM with {Fngrprnt,GpFair,Expl}

Fngrprnt with {GpFair, Expl}

« GpFair with Expl.

Takeaway: Unexplored combinations reveal research gaps which allow identifying novel
conflicting and non-conflicting defense combinations. This also highlights opportunities for
future research to design novel combination techniques.

| revisit these unexplored combinations in the evaluation in Section 4.4 and 4.5.

Evaluating Combination Techniques

A combination technique should allow a practitioner to quickly determine whether defenses
can be effectively combined. Empirical evaluation to determine the effectiveness of a combi-
nation, while definitive, can be expensive, especially when multiple defenses are involved. |
outline requirements for an ideal technique, and identify limitations of prior techniques.

66



Requirements: An ideal combination technique should be:

R1 Accurate: correctly identifies whether a combination is effective or not

R2 Scalable: allows two or more defenses to be combined simultaneously

R3 Non-invasive: does not require modifying defenses allowing easy adoption
R4 General: applicable to various defenses.

Combination techniques should be evaluated for the four requirements (R1-R4).

Limitations of Prior Techniques: | summarize the limitations of existing techniques (T1-T2)
as per the requirements (R1-R4) in Table 4.2. | use O when a requirement is not satisfied, ®
for partially satisfied, and @ for fully satisfied.

T1 Optimization-based technique where modifying the objective function for training, fol-
lowed by hyperparameter tuning can result in an effective combination. However, this often
results in a trade-off between effectiveness of constituent defenses and model utility. Hence,
| mark T1 as partially accurate (R1 — ). This trade-off also explains why prior work has
struggled to scale beyond two defenses (R2 — O). Furthermore, some defenses are not ap-
plicable for T1 (e.g., Expl and Fngrprnt), and require modifications or non-standard variants
(R3 — O). Finally, these optimizations are specific to the defenses being combined and model
types (e.g., logistic regression). These do not generalize to other defense combinations or other
models (e.g., neural networks), thus, have limited applicability (R4 — O).

T2 Mutually Exclusiye Placement sug- Taple 4.2: Requirements satisfied by the
gests that defenses applied at the same stage combination techniques: O — Not satisfied;

of the ML pipeline are likely to conflict, & _, partially satisfied; @ — Fully satisfied.
whereas those applied at different stages are

unlikely to do so. Here, we can apply up to  Technique
one defense in each of the three stages, thus,
making it scalable (R2 — @). Defenses do I ‘ ® ‘ © ‘ © ‘ ©
e T2 ® ° ° °

not need any modification (R3 — @), and the

combination technique is applicable to all types of defenses (R4 — @®). However, the combi-
nations may not be effective: (i) a defense in a later stage of the pipeline can conflict with
earlier ones (false negatives) [236], and (ii) it rules out defenses in the same stage that do not
conflict (false positives, see Section 4.5). Hence, there are errors while identifying effective
combinations (partially accurate R1 — @®).

R4
(General)

R1
(Accurate)

R2
(Scalable)

R3
(Non-Invasive)

Takeaway: Neither technique satisfies all the requirements. T2 is promising as it satisfies R2,
R3, and R4, but not R1 (incurs false positives and false negatives).
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4.3 Design of Def\Con (Proposed Combination Technique)

While T2 is promising, it overlooks underlying factors for conflicts, leading to false positives/neg-
atives. Can we address the limitations of T2 and improve R1? Recall from Section 4.2 that
conflicts arise when (i) an early-stage defense uses a risk which is mitigated by a later-stage
defense, or (ii) changes by an early-stage defense are overridden by a later-stage defense. |
conjecture that by accounting for these underlying factors, R1 can be met. | present Def\Con,
a principled technique to identify whether defenses can be effectively combined by accounting
for the factors underlying conflicting interactions among defenses.

Methodology to Derive Def\Con: [ start with the naive technique and modify it to take
the underlying factors influencing conflicting interactions among defenses into account. |
iterate over the design of Def\Con using prior work in Section 4.1, and evaluate on unexplored
combinations as shown later in Section 4.5.

S1: Same stage?

Yes N

S2: Defense-2 makes S3: Defense-1
global change? uses risk?
Yes No

S4: Defense-2
mitigates risk?

No, Yes

Figure 4.1: Flowchart depicting various steps in Def\Con to identify a conflict between
Def, and Def, (Def, is applied after Def,).

Def\Con Description: | describe Def\Con using the example of combining two defenses, Def
and Def, which protect against Rk; and Rk, respectively, and later discuss how to extend to
more than two defenses. | start by identifying variants of each of the defenses across pre-, in-,
and post-training stages (see Table 2.2). | compare each variant of Def; with that of Def,, and
use A for alignment, and A for conflict. Assuming Def; is applied first and then Def,, we
follow the steps below in sequence:

S1 Are Def; and Def, applied in the same stage?
« If yes, go to S2
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« Else, goto S3

S$2 The type of changes made by the defenses determines whether there is a conflict. | classify

the changes as global, local, and none. Global changes modify M (e.g., training with a regular-

ization term, pruning) or transform all records in 2D,,. (e.g., synthetic data generation for DP
or fairness during pre-training). Local changes affect specific data records (e.g., adding water-
marks in pre-training or modifying certain predictions in post-training). Fngrprnt-Post and

Expl-Post make no changes to M and D,,.

« If Def; makes global/local/no changes while Def, makes local/no changes, | mark this as A.
Rationale: Changes by Def| will not interfere with local/no changes by Def,, as Def, is applied
first. Hence, no conflict.

« If Def; makes global/local/no changes while Def, makes global changes, | mark as A.
Rationale: Global changes by Def,, will override changes by Def, thereby reducing its effec-
tiveness. This is called catastrophic forgetting when the defenses are applied sequentially during
training [384, 236]. This is a conflict.

S$3 Def, and Def, are in different stages. Does Def; use a risk Rk as part of the defense (e.g.,

watermarking uses backdoors)?

« If yes, go to S4.

« If no, mark as A.

Rationale: [f Def, does not use Rk, the susceptibility to Rk will not be impacted after applying
Def,. Hence, Def; and Def, are unlikely to interfere with each other.

S4 Does Def,, protect against Rk either explicitly or via unintended interaction?

« If yes, mark as A.

Rationale: Since Def, uses Rk (either explicitly or via unintended interaction), Def,, will reduce
susceptibility to Rk making Def less effective. Hence, there is a conflict.

« If no, mark as A.

Rationale: Def, and Def, are unlikely to interfere with each other. Hence, there is no conflict.

| summarize the steps in Def\Con in Figure 4.1. Def\Con evaluates combination effectiveness
based solely on the effectiveness of the constituent defenses, without considering the model
utility. | discuss model utility in Section 4.6.

Note on DiffPriv: Combining DiffPriv with other defenses does not consume additional
privacy budget, as | assume that any modifications to 2, (e.g., adding watermarks) are per-
formed within the privacy boundary?. Any defense applied after DiffPriv (e.g., modifying M
or applying filters to inputs/outputs) is “free” due to the post-processing property.

This is why, in the evaluation (Table 4.6), we do not report changes in €ap after combining defenses. If, however,
these combinations fall outside the privacy boundary, additional analysis is required to estimate the resulting
privacy budget. | leave this as future work (Chapter 9: Section 9.3.1) and follow the common assumption that
all operations occur within the privacy boundary.
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| discuss how to extend Def\Con to cover more than two defenses in Section 4.6. | will now
comprehensively evaluate Def\Con with respect to the requirements (R1-R4).

4.4 Experimental Setup

| present the datasets and metrics used for evaluation (Section 4.4.1), the choice of defenses
(Section 4.4.2), and their threat models (Section 4.4.3), and finally, the evaluation metrics and
implementation details (Section 4.4.4).

4.4.1 Datasets and Models

| use two image datasets: FMNIST and UTKFACE. FMNIST consists of 28x28 grayscale images
of ten clothing types, with 60,000 train and 10,000 test data records. | classify these using a
two layer CNN with 16 and 32 filters, ReLU activation, and a fully connected layer for ten-class
classification. UTKFACE includes 48x48 RGB images, classifying individuals as young (under
30), with 11,852 train and 10,667 test data records. It also includes the sex of the individuals as
a sensitive attribute. | use a VGG16 model with a fully connected layer for binary classification.
| select FMNIST since all of the defenses | consider for evaluation (in Section 4.4.2) have used it
in their experiments. | select UTKFACE because many defenses effective for FMNIST are likely
to be applicable to it as well, given that both are image datasets. Also, UTKFACE includes
sensitive attributes, making it suitable for GpFair.

4.4.2 Choosing Defenses for Evaluation

To select defenses for the evaluation, | start with the ones described in Chapter 2: Section 2.4
(Table 2.2). | remove defenses that are not robust: EvsnRob-Post (Input Processing) and
PoisnRob-Pre (Data Sanitization) [385, 386]. | exclude those that were ineffective on the con-
sidered datasets: EvsnRob-Pre (Data Augmentation) [131, 132, 133], DiffPriv-Pre (Private
Data) [181], GpFair-Pre (Fair Data) [190], and GpFair-Post (Calibration) [199]. | speculate
about these defenses later in Chapter 9: Section 9.3. We are left with eleven defenses:

EvsnRob-In (adversarial training)
PoisnRob-In (fine-tuning)
PoisnRob-Post (model pruning)
Md1wM-Pre (backdoor watermarks)
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« Md1WM-In (watermarks via objective function)
« Md1WM-Post (API-based watermarks)

« DtWM-Pre (backdoor watermarks)

« Fngrprnt-Post (dataset inference)

« DiffPriv-In (DPSGD)

« GpFair-In (regularization)

« Expl-Post (attribution).

There are 55 pairwise combinations from the above defenses. | exclude combinations among
defenses with the same objective which includes three combinations among watermarking
defenses (Md1WM-Pre, Md1WM-In, Md1WM-Post), three combinations of Fngrprnt-Post with
Md1WM-Pre, Md1WM-In, Md1WM-Post, and finally, the combination between PoisnRob-In and
PoisnRob-Post. This leaves us with 48 combinations. | also remove ten combinations where
both defenses are applied during in-training. Here, both Def\Con and the naive technique
predict a conflict (i.e., A and W respectively). To apply both defenses in the in-training phase,
they can be modified for an effective combination (marked as T1 in Section 4.2). However,
this makes it invasive (violates R3). Also, defenses can be combined sequentially (e.g., pre-
training on the first defense, then fine-tuning on the second), or by alternating the training of
both defenses every few epochs. Since, these are non-standard approaches to apply existing
defenses, | omit the comprehensive evaluation of these ten combinations.Finally, we are left
with 38 combinations for evaluation.

4.4.3 Threat Models for Defenses

For each of the eleven defenses selected in Section 4.4.2, | adopt the same threat model de-
fined in their respective works. | describe the threat models using the notation introduced in
Chapter 2: Section 2.3.

« EvsnRob-In: .Adv is a malicious client actively inducing misclassification by manipulating
inputs (obj : {Evsn}, role : {Clnt}, cap : {Mal}). Adv has white-box access to M
and obtains the full prediction vector as output (k, : {WBox.fullPred}), allowing Adv to
compute worst-case adversarial examples using feedback from M (opt : {Adpt}). Adv does
not have access to 2,,, but instead uses a non-overlapping dataset to generate adversarial
examples with access to classification labels (k, : {NoOvlap.NoBlind}). There is no limit on
the number of queries to M (i : {Unlmtd}).

obj : {Evsn}, role: {Clnt}, cap: {Mal},
TM™"*® = | opt : {Adpt}, k, : {WBox.fullPred},
i:{Unlmtd}, k, : {NoOvlap.NoBlind}

71



« PoisnRob-Inand PoisnRob-Post: Advisamalicious data owner (DtOwnr) or data provider
(DtProv) who injects poisoned or backdoored data records into 2D,,. to induce misclassifica-
tions (obj : {Poisn}, role : {DtOwnr/DtProv}). Adv actively deviates from the intended
behavior and has partial overlap with D, , with access to classification labels (cap : {Mal},
k, : {PartOvlap.NoBlind}). Adv does not have access to M to optimize poisons or back-
doors (opt : {nonAdpt}, k, : {NoAccess}, i : {NoAccess}).

obj : {Poisn}, role : {Dt0Ownr, DtProv}, cap : {Mal},
TM°**" = | opt : {nonAdpt}, k_ : {NoAccess},
i:{NoAccess}, k, : {PartOvlap.NoBlind}

« Md1WM-Pre, Md1WM-In, Fngrprnt-Post, and DtWM-Pre: In all these defenses, Adv is a
client attempting to steal the functionality of M to train M*"" (role : {Clnt}, obj :
{ModExt}). Adv is passive and does not use M’s feedback for optimizing subsequent at-
tack queries (cap : {HbC}, opt : {nonAdpt}). Adv uses a non-overlapping D% to train
and evaluate M*“" (k4 : {NoOvlap.NoBlind}). Adv has blackbox access to M that returns
the full prediction vector (k, : {BBox.fullPred}), and sends k queries same as the size of
Deur (i : {KShot}).

obj : {ModExt}, role: {Clnt}, cap : {HbC},
TM"°®™** — | opt : {nonAdpt}, k, : {BBox.fullPred},
i:{KShot}, k, : {NoOvlap.NoBlind}

« DiffPriv-In: Aduv is a client who infers sensitive information from M, which outputs the
full prediction vector, via inference attacks such as MemInf, AttInf, DistInf, and DtRecon
(role : {Clnt}, obj : {MemInf/AttInf/DistInf/DtRecon}). Aduv is passive and optimizes
the attacks without access to M (cap : {HbC}, opt : {nonAdpt}). DPSGD assumes a worst-
case Adv with access to D,,. except one data record (k; : {PartOvlap.NoBlind}). This
provides a strong upper bound on privacy risks where Adv can have blackbox or whitebox
access to M, and sends unlimited queries (e.g., augmentations of data records) to increase
attack effectiveness (k, : {BBox/WBox.fullPred}, i : {Unlmtd}).

obj : {MemInf/AttInf/DistInf/DtRecon},

TMMemInf/AttInf/DistInf/DtRecon _ role: {Clnt}7 CaP_’ {HbC},
opt : {nonAdpt}, k, : {BBox.fullPred/WBox},

i:{Unlmtd}, k, : {PartOvlap.NoBlind}

« GpFair-Inand Expl-Post: Unlike other risks with explicit assumptions about .Adv, Discr
does not assume an adversary. For uniformity, | treat Discr as if it were measured by Adv.
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Here, Aduv is a client (obj : {Discr}, role : {Clnt},cap : {HbC}) with blackbox access
to M (k, : {BBox.fullPred},i : {Unlmtd}), who evaluates Discr on a non-overlapping
Daur (k, : {NoOvlap.NoBlind}). Adv does not optimize the queries using M’s feedback to
estimate Discr (opt : {nonAdpt}).

obj : {Discr}, role: {Clnt}, cap : {HbC},
TMP*** — [ opt : {nonAdpt}, k_ : {BBox.fullPred},
i:{Unlmtd}, k, : {NoOvlap.NoBlind}

After combining the defenses, | evaluate the effectiveness of each constituent defense using its
original evaluation metrics and threat model, as if the defenses were applied independently.

4.4.4 Metrics and Implementations

| describe the metrics for evaluating the effectiveness of each defense, and the implementations
taken from publicly available code from prior work. | measure ¢, .. on 2, for all defenses. The
implementations for defenses are based on the state-of-the-art (Fngrprnt, PoisnRob), stan-
dard libraries (DiffPriv, GpFair, Expl), or seminal work (EvsnRob, DtWM, Md1WM). | use the
standard hyperparameters which are either from the literature or the library documentation,
such that the resulting individual defenses are effective (Table 4.3). When combining defenses,
| use the same hyperparameters, but | revisit hyperparameter tuning for defenses in combi-
nation to check whether it can remove conflicts (see Section 4.5.4). | report the mean and
standard deviation across five runs.

Evasion Robustness (EvsnRob-In)

| use the accuracy on D% which is obtained by generating adversarial examples for the data

records in D, :

Bropmec M D) = ——— S 1) = y)

@rob
1D (z,y)eDCt

Ideally, ¢,p.cc Should be close to ¢,... | use the original implementation of TRADES [135] and
an implementation of AutoAttack [387] in SecML library [388] from Pintor et al. [389]. As the
effectiveness of EvsnRob-In is evaluated using attacks, poorly optimized attacks can falsely
suggest defense effectiveness [390, 391, 126]. | individually optimize these attacks for evalu-
ation with defenses and their combinations, following Pintor et al. [389] to address failures
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identified by various indicators (e.g., poor optimization). | evaluate across various AutoAttack
variants by (a) modifying the loss function: cross entropy (CE) and difference of logits ratio
(DLR), (b) applying expectation over transformations (EoT), and (c) using random starts. For

FMNIST, | use DLR, CE, DLR+EoT, and CE+EoT. For UTKFACE, | use CE and CE+EoT, as DLR

is not applicable for binary classification. | report the best attack (least ¢, ,cc)-

Outlier Removal (PoisnRob)

| compute accuracy on 24 which is obtained by adding backdoors to data records in D,,. This
accuracy is given by:

¢ASR(M ﬂ?g

>, M@ =y}

Die (z,y)eD

where y, is the target label chosen by Adv. ldeally, ¢,z should be zero. | use BadNets [392]
to generate poisons by adding a white patch of size 5x5 to the images, applied to 10% of D,,.
For PoisnRob-In (Fine-tuning), | fine-tune the last layers of M using random sample of 10%
of D,, without poisons [393]. For PoisnRob-Post (Pruning), | use the implementation from
Zheng et al. [161]. | sweep pruning thresholds from 0.6 to 1.5, in increments of 0.05, to get a
model with highest ¢,.. and lowest ¢, ¢g.

acc

Model-Watermarking (Md1wM)

| use the accuracy on D¥™ which is obtained by adding watermarks to data records in 2, ..
| compute this watermark accuracy as:

Gumace M, DI = L S 1 (@) = y)

wmM
| D (z,y)€DymM

where y,,, represents the target labels for watermarked records. Ideally, ¢,,,,.c Should be 100%
if the model is successfully watermarked. For Md1WM-Pre (Backdoor), | use BadNets [392],
similar to Szyller and Asokan [236], by adding a white patch of size 5x5 to 10% of the images
in D,,. For Md1WM-In (Modifying Loss), | use the certified neural network watermarking im-
plementation by Bansal et al. [168]. For Md1WM-Post (API), | use DAWN [169], which flips a
fraction of M’s predictions to serve as watermarks for training M *“". Following the original
work [169], the watermark is applied to 0.2% of the predictions. Unlike other watermarking
schemes, | compute ¢,,,,.c on M**" and not M.
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Fingerprinting (Fngrprnt-Post)

| use dataset inference as the fingerprinting defense which extracts feature embeddings from
M, and trains a classifier to distinguish between D, and D, [174]. A model is stolen if the
distance of its embeddings is similar to M with high confidence, and verification is successful
if the p-value < 0.05. I use ¢, as the metric following Szyller and Asokan [236]. | use the
step size of 1.0 for L, attack, 0.01 for L, attack, and 0.001 for L, s, and 50 data records for
computing p-value from the confidence regressor model.

Data-Watermarking (DtWM-Pre)

To determine if a dataset was used to train a model, | compare the posterior probability of 100
watermarked test data records against 100 benign ones using a pairwise t-test [394]. | calculate
the rate of successful detection (¢,.4), which reflects the percentage of correctly identified
watermarked data records from D¥™P (obtained by adding watermarks to 2,.). Watermarks
are generated using BadNets [392] where 10% of 2,,. is watermarked, and | use verification
code from Li et al. [394] to compute ¢, 4. Ideally, ¢4 should be 100% for watermarked models.

Differential Privacy (DiffPriv-In)

| use ¢y, = €gp,, following Szyller and Asokan [236], where ideally, | want a low €4,. | use the
implementation from Opacus library [395] with a noise multiplier of 1.0 and gradient norm
clipping of 1.0 as used in their tutorial for MNIST.

Group Fairness (GpFair-In)

| measure fairness using the equalized odds gap on D, for sensitive attributes S and model
predictions Y, given by:

¢eq0dds:P(?:@|S:07yzy)_P(i}:@|S:15Y2y>

V(3,y) € {0,1}2 where an ideal value of zero indicates perfect fairness. For GpFair-In (Reg-
ularization), | use the code from the fair fairness benchmark that adds a regularization term to
penalize equalized odds violations [396]. | set the regularization hyperparameter A = 1 which
was sufficient to reduce ¢ with ~ 2% drop in ¢

acc*

eqodds
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Explanations (Expl-Post)

| assess the quality of explanations using convergence delta, which measures the error between
the explanation for a data record and a baseline [397]. | report the average convergence delta
across all D, records as ¢,,,. | use DeepLift from Captum library which recommends using a
zero vector as a baseline [334].

4.5 Evaluation

| evaluate the effectiveness of individual defenses (Section 4.5.1), compare Def \Con to the naive
technique (Section 4.5.2 and 4.5.3), study the impact of hyperparameter tuning on conflicts
(Section 4.5.4), and confirm that Def\Con meets all requirements (Section 4.5.5).

4.5.1 Effectiveness of Individual Defenses

| evaluate the effectiveness of each defense by comparing with a “no defense” baseline. | report
the results in Table 4.3. I also report ¢,.. to provide context but do not use it to evaluate accu-
racy of the techniques. | find that all the defense effectiveness metrics are better than the “no
defense” baseline. Once the defenses are applied, | use their respective ¢ as the “single de-
fense” baseline to compare the effectiveness of the defense combinations later in Section 4.5.3.
To evaluate ¢,,, for Expl-Post, we do not have a “no defense” baseline to compare with. As-
suming the value of ¢,,, is “effective”, | use it as the “single defense” baseline to compare the

value of ¢,,, in combinations.

4.5.2 Accuracy against Prior Work

Among the 38 defense combinations, | identify those which have been empirically evaluated
in prior work (Section 4.1 and Tables 4.5 and 4.6). This includes eight combinations (C1-C8)
where the results from prior work can be used as a ground truth to compare the predictions of
Def\Con with the naive technique (marked as ¢ or @ in Tables 4.5 and 4.6). | use green and
red to indicate alignment and conflict among defenses, respectively.

The prediction from a technique is accurate when A (or A) for Def\Con, or ¥ (or V) for
naive technique, match the ground truth © (or ®) taken from prior work in Section 4.1. Table 4.4
includes additional details to make predictions when using Def\Con.
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Table 4.3: Effectiveness of defenses: For metrics, | use T (resp. |) where a higher (or lower)
value is better, and "x” is shorthand for ¢,. (¢, is for context).

Defense | Metric |FMNIST | UTKFACE
acc (1) 90.97 + 0.18 [80.28 4+ 1.26
robacc (1) 7.96 £ 1.24 |0.00 & 0.00
ASR (}) 99.95 + 0.04 |99.98 + 0.05
No Defense wmacc.Pre (1) [9.98 +0.28 |0.00 + 0.00
wmacc.In () [6.28 £ 1.20 |62.21 4 6.03
wmacc.Post (1) [0.00 + 0.00 |13.33 4 6.32
RSD (1) 0.00 + 0.00 |0.00 + 0.00
eqodds (|) 28.10 £ 6.34
dp () 00 0o
EvsnRob-In acc (1) 86.93 + 0.23 |73.38 4+ 1.15
robacc (1) 76.59 £ 0.28 |37.38 4+ 1.30
PoisnRob-In |acc (1) 89.38 + 0.28 |79.02 + 0.30
ASR (}) 9.94 4 0.24 |56.62 + 37.83
PoisnRob-Post |acc (1) 86.48 4 2.35 |65.42 + 3.27
ASR (]) 66.44 4 21.30|8.59 + 16.41
Md1WM-Pre acc (1) 90.15 + 0.27 |79.79 + 0.39
wmacc (T) 99.91 4- 0.05 |100.00 & 0.00
Md1WM-In acc (1) 80.87 4+ 0.88 |66.71 4+ 10.19
wmacc (T) 85.61 4 2.50 [93.74 £ 11.00
MdlWM-Post  |acc (}) 90.56 4 0.34 |80.82 & 0.45
wmacc (1) 100.00 + 0.00 | 78.10 + 9.33
DtWM-Pre acc (1) 90.31 4 0.27 |79.93 + 0.37
RSD (1) 100.00 £ 0.00 | 100.00 + 0.00
Fngrprnt-Post |acc () No change |No change
pval ({) < 0.05 < 0.05
DiffPriv-In |acc (1) 86.82 + 0.11 |74.07 4 0.28
dp (}) €ap =136 |€q, =289
GpFair-In acc (1) 76.85 + 1.99
eqodds () 10.89 4 2.84
Expl-Post acc (1) No change |No change
err (}) 0.12+ 0.03 |0.59 + 0.05

« C1 (GpFair-Pre + DiffPriv-Pre) can be combined effectively in the pre-training stage
(©) [337]. Naive technique predicts W (same stage) while Def\Con predicts A (defenses
make local changes in S2).

« C2 (EvsnRob-In +Fngrprnt-Post) can be effectively combined () [236]. Naive technique
predicts W (different stages) while Def\Con predicts A (S3=no).
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Table 4.4: Decision points for Def\Con: For each defense, | identify key parameters used
in evaluating combination effectiveness (Figure 4.1): type of change in S2 (Global, Local, or
None); whether the defense uses a risk in S3 (Yes” for backdoors or adversarial examples);
and whether the defense protects against a risk in S4.

Defense ‘ S2 ‘ S3 ‘ S4

EvsnRob-In Global | No Yes
PoisnRob-In Global | No Yes
PoisnRob-Post | Global | No Yes

Md1WM-Pre Local | Yes No
Md1WM-In Global | Yes No
Md1WM-Post Local No No
DtWM-Pre Local Yes No

Fngrprnt-Post | None No No
DiffPriv-In |Global| No Yes
GpFair-In Global | No No
Expl-Post None No No

« C3 (DiffPriv-In + Fngrprnt-Post) can be effectively combined (¢) [236]. Naive tech-
nique predicts W (different stages) while Def\Con predicts A (S3=no).

« C4 (Md1WM-Pre +EvsnRob-In) cannot be effectively combined (®) [236]. Naive technique
predicts U (different stages) while Def\Con predicts A (EvsnRob-In makes poisons ineffec-
tive via unintended interaction in S4).

« C5 (DtWM-Pre +EvsnRob-In) cannot be effectively combined (®) [236]. Naive technique
predicts U (different stages) while Def\Con predicts A (EvsnRob-In makes poisons ineffec-
tive via unintended interaction in S4).

« C6 (Md1WM-Pre + DiffPriv-In) cannot be effectively combined (®) [236]. Similar to C5,
Def\Con predicts this as A while the naive technique predicts V.

« C7 (DtWM-Pre + DiffPriv-In) can be effectively combined (©) [236]. Naive technique
predicts U (different stages) while Def\Con predicts A (DiffPriv-In reduces effectiveness
of poisons via unintended interaction in S4). Unlike backdoor-based watermarks used in this
work, adversarial example-based watermarks used by Szyller and Asokan [236], are inliers
which are not suppressed by DiffPriv-In. Hence, Def\Con’s prediction differs.

« C8 (DiffPriv-In + Expl-Post) can be effectively combined (¢') [371]. Naive technique
predicts U (different stages) and Def\Con predicts A (S3=no).

Of the eight combinations, Def\Con predicts seven correctly, while naive technique
predicts four. This gives a balanced accuracy of 90% (TP=4, TN=3, FP=0, FN=1) for
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Def\Con, and 40% (TP=4, TN=0, FP=3, FN=1) for the naive technique.

4.5.3 Accuracy via Empirical Evaluation

| now empirically evaluate the remaining, previously unexplored, combinations to obtain the
ground truth and then compute the accuracy of the predictions from both techniques.

b

Table 4.5: Evaluating combinations [C9-C24]: For brevity, ”x” in Metric column is short-

hand for qﬁ?ﬁf where Def is the combination. | use 1 (resp. ) to indicate if a higher (lower)

value is better. For defense effectiveness, | use green when gzﬁ?.‘%f is better or equal to “single
defense” baseline; orange for better or equal to “single defense” but worse than “no defense”;
red for worse than “no defense”. For technique predictions, | use symbol A (resp. V) to refer
to Def\Con (naive technique) and a color code green (resp. red) to indicate alignment (conflict)

among defenses. Def; and Def, indicate order of applying defenses. (¢, is for context).

| Combinations |Metric  |[FMNIST ~ |[UTKFACE ||  |Combinations |[Metric  |FMNIST  |UTKFACE
Def,: EvsnRob-In acc (1) 90.38 + 0.22 ‘72.79 4 0.53 Def,: GpFair-In acc (1) 78.67 4+ 1.46
C9 |Def,: Md1WM-Post wmacc (1) {100.00 4 0.00 80.95 + 7.13 ||C17 |Def,: Fngrprnt-Post pval (|) 0.68 + 0.21
(7, A) robacc (|) [80.43+0.85  42.00 + 0.49 (U, A) eqodds () 7.46 + 5.43
Def,: PoisnRob-In |acc (7) 89.50 4 0.21 ‘79.25 + 1.06 Def: GpFair-In acc (1) 80.52 4 0.44
C10|Def,: Fngrprnt-Post|ASR (]) 9.94 4+ 0.22  56.09 £ 12.98||C18|Def,: Expl-Post err (]) 0.16 + 0.06
(7, A) pval ({) <0.05 <0.05 (U, A) eqodds (|) 12.62 + 4.20
Def,: PoisnRob-Post |acc (T) 84.73 + 1.72 ‘63.70 + 3.87 Def,: PoisnRob-In |acc (7) 89.53 4 0.36 |79.00 + 0.56
C11|Def,: Fngrprnt-Post|ASR (]) 61.36 + 23.96 0.02 4 0.03 C19|Def,: Md1WM-Post wmacc (1) | 100.00 + 0.00|69.52 + 6.46
(U, A) pval () |<0.05 <0.05 (W, A) ASR(l) |10.48 4 0.46 |38.90 + 38.73
Def,: EvsnRob-In acc (1) 87.10 £ 0.21 ‘73.65 4+ 1.21 Def: Md1WM-Post acc (1) 90.93 £+ 0.18 |80.53 + 0.23
C12|Def,: Expl-Post err () 0.22 40.01  0.1540.04 |[C20|Def,: Expl-Post wmacc (1) | 100.00 + 0.00|72.38 + 3.56
(v, A) robacc (1) |79.00 4 0.21 39.27 4 0.68 (U, A) err(]) 0.11 £ 0.02 |0.55 4 0.02
Def,: GpFair-In acc (1) ‘66.73 4+ 3.24 Def: DtWM-Pre acc (1) 89.46 £+ 0.32 |79.00 £ 0.67
C13|Def,: PoisnRob-Post|ASR (]) 20.21 4 39.90||C21|Def,: PoisnRob-In  |ASR (]) 10.18 4+ 0.40 |77.39 £ 35.23
(W, A) eqodds () 2.72 + 3.20 (T, A) RSD (1) |0.00 = 0.00 |80.00 = 40.00
Def,: Md1WM-Pre acc (1) |79.02 + 0.40 Def,: DtWM-Pre acc (1) 84.45 + 0.56 |79.88 + 0.27
C14|Def,: GpFair-In wmacc (1) 98.88 4 2.13 ||C22|Def,: Md1WM-In wmacc (1) [89.25 + 3.48 |99.98 + 0.03
(W, A) eqodds () 0.00 + 0.00 (W, A) RSD (1) | 100.00 4 0.00|100.00 - 0.00
Def,: GpFair-In acc (1) ‘76.95 + 1.94 Def,: DtWM-Pre acc (1) 82.90 4 2.06 |69.02 + 1.96
C15|Def,: MA1WM-Post wmacc (1) 80.95 + 0.00 || C23|Def,: PoisnRob-Post |ASR ()  |64.55 4 21.23/0.01 + 0.01
(T, A) eqodds (]) 7.87 + 4.72 (¥, A) RSD (1)  |80.00 + 40.00|20.00 -+ 40.00
Def,: DtWM-Pre acc (1) |78.97 4 1.21 Def,: Md1WM-Pre acc (1) 90.18 & 0.21 |79.76 + 0.63
C16|Def,: GpFair-In RSD (1) 100.00 4 0.00|| C24 |Def,: Expl-Post err (]) 0.14 + 0.04 |0.02 4 0.03
(v, A) eqodds ({) 0.00 + 0.00 (0, A) wmacc (1) [99.93 + 0.06 {99.96 + 0.08

Predictions from Techniques: Before evaluating 30 combinations, | denote the defenses as
Def, and Def, based on the order in which they are applied. | obtain predictions from Def\Con
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Table 4.6: Evaluating combinations [C25-C38]: The descriptions of the symbols and colors
are the same as in Table 4.5.

| Combinations |Metric  |[FMNIST ~ |UTKFACE ||  |Combinations |Metric  |[FMNIST  |UTKFACE
Def,: MA1WM-In acc()  [86.94 4050 |72.16 +5.13 Def,: DtWM-Pre acc(f)  [90.24 +0.29 |78.94 4 0.95
C25|Def,: Expl-Post err (]) 0.19 4 0.07 ]0.37 4+ 0.18 C32|Def,: Md1WM-Post RSD (1) 100.00 4- 0.00 100.00 + 0.00
(v, A) wmacc (1)|98.24 4 0.66 |97.60 + 3.54 (0, A) wmacc (1)|100.00 £ 0.00 62.26 + 3.77
Def,: DtWM-Pre acc (1) 90.04 4+ 0.60 [79.03 + 1.10 Def,: PoisnRob-Post |acc (1) 85.09 + 1.94 ‘67.09 + 2.81
C26|Def,: Expl-Post err(|) 0.10 £ 0.04 |0.54 4 0.01 C33|Def,: Md1WM-Post wmacc ()| 100.00 + 0.00 73.33 + 8.83
(7, A) RSD (1) |100.00 + 0.00|100.00 = 0.00 (T, A) ASR (])  [59.48 & 24.91 40.20 + 28.82
Def,: PoisnRob-In |acc (1) 89.39 4 0.24 |78.71 4+ 0.20 Def,: DtWM-Pre acc (1) 90.31 + 0.27 ‘78.53 + 1.75
C27|Def,: Expl-Post ASR ({) 9.79 £0.15 |44.35 & 30.07|/C34 |Def,: Md1WM-Pre wmacc (1)[99.96 4+ 0.0  100.00 + 0.00
(T, A) err(})  [0.06+0.02 [0.47+0.02 (T, A) RSD (1) |100.00 & 0.00 100.00 + 0.00
Def,: PoisnRob-Post|acc (1) 84.62 4+ 3.56 |63.80 + 3.37 Def,: EvsnRob-In acc (1) 90.39 4+ 0.63 ‘80.28 + 0.39
C28|Def,: Expl-Post ASR () 76.11 £ 15.85[0.00 £ 0.00 C35|Def,: PoisnRob-Post |robacc (1) |46.00 + 1.02 0.00 & 0.00
(T, A) err(l)  [0.08+ 001 |0.15+ 0.06 (W, A) ASR (|) [79.68 + 10.25 0.00  0.00
Def,: Fngrprnt-Post|acc (1) 90.56 £ 0.16 |80.42 + 0.59 Def: Md1WM-Pre acc (1) 89.48 4+ 0.15 ‘79.20 =+ 0.60
C29|Def,: Expl-Post pval () <0.05 <0.05 C36|Def,: PoisnRob-In |ASR ({) 10.18 £ 0.46  46.92 4- 36.92
(T, A) err(})  [0.1140.02 [050+0.03 (T, A) wmacc (1)[10.18 + 0.46  46.92 + 36.92
Def,: DtWM-Pre acc () [90.19 4+ 0.59 |79.80 -+ 0.48 Def,: Md1WM-Pre acc () |82.86 & 4.16 [64.09 & 3.09
C30|Def,: Fngrprnt-Post |pval (]) |<0.05 <0.05 C37|Def,: PoisnRob-Post|ASR () |71.32 & 14.11 0.00 & 0.00
(7, A) RSD (1) |100.00 + 0.00|100.00 = 0.00 (T, A) wmacc (1)[71.31 = 14.10 0.00 + 0.00
Def,: DiffPriv-In |acc () 86.83 4 0.20 |74.62 + 0.49 Def;: Md1WM-In acc (1) 66.68 + 9.80 ‘73.69 4 3.01
C31|Def,: Md1WM-Post wmacc ()| 100.00 + 0.00|79.05 + 3.81 || C38|Def,: PoisnRob-Post|ASR (]) 58.59 + 19.22 99.60 £ 0.37
(T, A) dp () €=136 € =289 (T, A) wmacc (1)[58.65 + 19.23 99.73 + 0.29

and the naive technique, and indicate them as a tuple: (Naive prediction, Def\Con prediction).
These are indicated in Tables 4.5 and 4.6. | use the information in Table 4.4 to make predictions
in S2-S4 for Def\Con.

« For defenses applied in the same stage (S1=yes), the naive technique predicts W. | get the
following cases to determine the prediction from Def\Con:
1. Def, makes local/no changes (S2=no), Def\Con predicts this as V. | mark them as (U, A)
which include C11, C20, C28, C29, C33, and C34.
2. Def, makes global changes (S2=yes), and Def\Con predicts this as A. | mark them as (V,
A) but | did not observe any such combinations.
« For defenses applied in different stages (S1=no), the naive technique predicts V. | have the
following cases to determine the prediction from Def\Con:
1. Def, does not use a risk (S3=no) and hence, Def; and Def, do not conflict. | mark them
as (U, A): C9,C10,C12,C13,C15, C17-C19, C27, C31, and C35.
2. Def,, such as Md1WM-Pre and DtWM-Pre, uses a risk (S3=yes), but Def, does not protect
against this risk (S4=no). Hence, there is no conflict and | mark such combinations as (\V,
A) which include C14, C16, C22, C24-C26, C30, and C32.
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3. Def,, such as Md1WM-Pre and DtWM-Pre, uses a risk (S3=yes), and Def, mitigates these
risks (e.g., PoisnRob). There is a conflict and | mark them as (V, A) which include C21,
C23, C36-C38.

| evaluate the 30 combinations on FMNIST and UTKFACE (Tables 4.5 and 4.6). | compare the
effectiveness metrics for each defense in the combination to the “single defense” baseline from
Table 4.3. | use green to indicate that the metrics are better or similar to “single defense”;
orange for worse than single defense but better than “no defense”; and red for similar or
worse than “no defense”. Metrics marked as orange can still be useful since it provides some
protection compared to “no defense”. | consider the worst-case by treating a combination as a
conflict if at least one dataset has at least one metric marked as orange or red.

Of the 30 combinations, Def\Con predicts 27 correctly, while the naive method pre-
dicts only 18. This gives a balanced accuracy of 81% (TP=22, TN=5, FP=3, and FN=0)
for Def\Con compared to 36% (TP=16, TN=0, FP=8, and FN=6) for the naive technique.

Takeaway: By explicitly accounting for the factors underlying conflicts among defenses,
Def\Con achieves a higher accuracy than the naive technique (satisfies R1).

4.5.4 Hyperparameter Tuning for Combinations

I now check if hyperparameter tuning can resolve conflicts to see if it can turn (i) false positives
(predicted as aligned, but ground truth is empirically conflicting) into true positives, and (ii) true
negatives (predicted and confirmed as conflict) into false negatives. | exclude false negatives (not
observed in the evaluation), and true positives, correctly predicted and confirmed as aligned
(does not require further improvement with hyperparameter tuning). | use grid search and
identify various hyperparameter configurations (Table 4.7).

Do False Positives turn to True Positives?

This includes three combinations (C17, C32, C35):

« C17 (GpFair-In + Fngrprnt-Post): This combination is conflicting as Fngrprnt-Post
is ineffective (¢, > 0.05), and Def\Con incorrectly predicts the combination as A in S3.
| explore the following hyperparameters: regularization hyperparameter (for GpFair-In),
number of iterations for optimization and the number of fingerprints (for Fngrprnt-Post).
For each dataset, | have 36 experiments (=4 x 4 x 3). None of the experiments alleviated the
conflict. Following prior work [236], | speculate that Fngrprnt-Post is ineffective because
it relies on the decision boundary, which shifts significantly after applying GpFair-In.
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Table 4.7: Hyperparameter configurations for tuning defenses in conflicting combinations.

Defense ‘ Hyperparameter ‘ Values

EvsnRob-In ‘ Regularization ‘{2, 4, 6 (default), 8}

PoisnRob-Post ‘ Pruning threshold ‘0.6—1.5 (step 0.05)

Trigger size {3x3, 5x5 (default)}
Md1WM-P
d1WM-Pre Watermark fraction |{0.1 (default), 0.2, 0.3}
Watermark fraction |{0.1, 0.2, 0.3}
Md1WM-In Training noise {0.5, 0.75, 1.0 (default), 1.25}
Noise step size {0.05 (default), 0.10, 0.15}
Md1WM-Post  |Watermark fraction |{0.002 (default), 0.01, 0.02}
Trigger size {3x3, 5x5 (default)}
DtWM-P .
re Watermark fraction |{0.1 (default), 0.2, 0.3}
GpFair-In ‘ Regularization ‘{0.5, 1 (default), 1.5, 2}
Fngrornt-Post Iterations {25, 50 (default), 75, 100}
&rp # Fingerprints {100 (default), 150, 200}

« C32 (DtWM-Pre + Md1WM-Post): This combination is empirically non-conflicting for FM-
NIST but not for UTKFACE where ¢, is less than the “single defense” baseline. Def\Con
incorrectly predicts this combination as A in S4. | explore the following hyperparameters:
(i) trigger size and watermark fraction for DtWM-Pre; (ii) watermark fraction for Md1WM-Post.
For UTKFACE, | evaluate 18 experiments (=2x3x3). One experiment with 3x3 trigger size
(DtWM-Pre), 30% watermarks (DtWM-Pre), and 2% watermarks (Md1WM-Post), | get ¢
75.98 £ 0.61, ¢,y = 100.00 £ 0.00 (green), and @y acc
move the conflict and the corresponding false positive.
C35 (EvsnRob-In + PoisnRob-Post): This combination is conflicting as EvsnRob-1In is
ineffective (poor ¢,.p...)» and Def\Con incorrectly predicts as A in S4. | vary the regular-
ization hyperparameter (EvsnRob-In), and pruning thresholds (PoisnRob-Post). None of
the experiments removed the conflict. | speculate that the model parameters memorizing
poisons and adversarial examples overlap. Thus, pruning a model (to reduce ¢,sz) trained
with EvsnRob-1In, also reduces ¢ resulting in a conflict.

acc —

= 70.19 £ 4.61 (green). Hence, | re-

robacc?

Do True Negatives turn to False Negatives?

| evaluate hyperparameter tuning for five combinations (C21, C23, C36, C37, and C38).
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« C21(DtWM-Pre + PoisnRob-1In): | consider trigger size, and watermark fraction for DtWM-Pre.
For each dataset, | get six experiments (=2x3). None of them removed the conflict since
PoisnRob-In mitigates backdoors for DtWM-Pre.

« C23 (DtWM-Pre + PoisnRob-Post): | tune the same hyperparameters for DtWM-Pre as in
C21. For PoisnRob-Post, | sweep across various pruning thresholds. For each dataset, |
get six experiments (=2x3). For FMNIST, trigger size of 3x3 and 30% watermarks, gives
?2cc=82.00 £ 5.50; ¢ 4= 100.00 £ 0.00; Pppsr= 59.90 £ 12.81. This is marked as no conflict
(green). However, there is a conflict for UTKFACE, making the overall combination a conflict.

« C36 (Md1WM-Pre + PoisnRob-In): | tune the same hyperparameters for Md1WM-Pre, as
DtWM-Pre in C21. For each dataset, | get six experiments (=2x3). None of them removed
the conflict since PoisnRob-In mitigates backdoors for Md1WM-Pre.

« C37 (Md1WM-Pre + PoisnRob-Post): | tune the same hyperparameters for Md1WM-Pre, as
DtWM-Pre in C21. For PoisnRob-Post, | sweep across various pruning thresholds. For each
dataset, | get six experiments (=2 3). None of them removed the conflict since PoisnRob-Post
mitigates backdoors for MA1WM-Pre.

« C38 (Md1WM-In + PoisnRob-Post): | tune the fraction of watermarks, training noise, and
step size for Md1WM-In. For PoisnRob-Post, | sweep across various pruning thresholds.
For each dataset, | get 36 experiments (=3x4x3). None of them removed the conflict since
PoisnRob-Post mitigates the backdoors for Md1WM-1In.

Summary: | find that hyperparameter tuning is useful for two combinations (C23 and C32).
For C32, | removed the false positive, thereby increasing Def\Con’s balanced accuracy to 86%
(from 81%). For C23, | could remove conflict for one of the two datasets, but the combination
was still marked as a conflict (no additional false negatives).

Takeaway: Hyperparameter tuning for conflicting combinations is important, to check if it
turns (a) false positives to true positives, or (b) true negatives to false negatives.

Considerations for Hyperparameter Tuning Effectiveness

| identify aspects influencing the effectiveness of hyperparameter tuning and their relation to
conflicting combinations:

« Expressiveness of Hyperparameters: Hyperparameter tuning is effective only when the rele-
vant hyperparameters directly influence the conflicting interaction; if the interaction is not
sensitive to those parameters, hyperparameter tuning cannot resolve the conflict. This may
explain why hyperparameter tuning is ineffective for C21, C36, C37, and C38.

« Search Space: If the search space is narrow, hyperparameter tuning may never find the op-
timal configuration which resolves conflicts. It is possible that hyperparameter tuning did
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not work for some combinations as the search space was not broad (e.g., C17, C32, C35).

« Fundamental Incompatibility: Some defenses are fundamentally incompatible and cannot be
resolved by hyperparameter tuning. | discuss this further below under “Limitations”.

« Optimization Landscape: If the loss landscape contains many local minima, hyperparame-
ter tuning may not find the optimal configuration to resolve conflicts. A practitioner can
try more sophisticated hyperparameter tuning such as randomized search or Bayesian opti-
mization, to see if it resolves conflicts.

Limitations: When hyperparameter tuning fails to resolve a conflict, it is not possible to
conclusively mark the combination as a conflict: despite considering a feasible search space in
the evaluation, some conflict-resolving hyperparameters may have been missed given the vast
number of possibilities. Also, when a combination is marked as conflict (e.g., “S4=Yes” for C21,
C36, C37, and C38), it suggests an empirical incompatibility among defenses but does not imply
a conclusive proof or fundamental incompatibility. Establishing fundamental incompatibility
requires a theoretical analysis which is left as future work (Chapter 9: Section 9.3.1).

4.5.5 Other Requirements

| now discuss how Def\Con meets scalability (R2), non-invasive (R3), and generality (R4).

Scalability (R2): None of the prior works have considered more than two defenses. Since
Def\Con allows for applying defenses in three stages of the ML pipeline, it should theoreti-
cally support at least three defenses. To illustrate this, | follow the instructions in Section 4.6
to extend Def\Con beyond two defenses. | begin with pairwise combinations predicted as ef-
fective (marked as A in Tables 4.5 and 4.6), which align with empirical evaluation, and then
include additional defenses to check for pairwise conflicts. | consider five combinations with
three defenses each, which should be effectively combined (marked as A). | report the re-
sults in Table 4.8 and find that it is indeed possible to effectively combine three defenses using
Def\Con (R2). These are illustrative examples to show that Def\Con is scalable to more than
two defenses. The goal here is not an exhaustive evaluation of the large number of multi-way
combinations, but only to show that effective multi-way combinations which are previously
unexplored, are possible.

Non-Invasive (R3): Def\Con extends T2 and hence, inherits the non-invasive requirement. |
use existing defenses proposed in the literature without modifying them, and only adapting
them to the datasets. In summary, Def\Con satisfies R3.

General (R4): Def\Con identifies a conflict based on (a) the relative position of the defenses in
the ML pipeline, and (b) the mechanisms that underlie them (whether one defense uses a risk
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Table 4.8: Scalability (R2) of Def\Con to Def |, Def,, and Def; (in order): Color coding and

notations are the same as in Tables 4.5 and 4.6.

| Combinations |Metric  |[FMNIST  |UTKFACE
Def,: EvsnRob-In acc (1) 87.38 £0.15 |74.34 £ 0.72
C39 Def,: Expl-Post robacc (1) |79.37 £ 0.29 |39.21 + 0.32
Defs: Md1WM-Post err (}) 0.96 + 0.14 [0.17 £ 0.05
wmacc (1) |100.00 + 0.00|73.33 + 8.83
Def: PoisnRob-In |acc (1) 89.47 4+ 0.24 |79.42 4+ 0.51
C40 Def,: Expl-Post ASR({) 9.814+0.12 [66.74 + 12.11
Def3: Md1WM-Post err ({) 0.06 £ 0.02 |0.52 4 0.04
wmacc (1) [100.00 4 0.00|77.14 £ 11.82
Def,: PoisnRob-Post |acc (1) 89.47 4+ 0.24 |67.04 4 3.35
ca1 Def,: Expl-Post ASR(]) ]9.81+0.12 |1.85+ 3.39
Def3: Md1WM-Post err () 0.06 £ 0.02 [0.17 £ 0.10
wmacc (1) [100.00 4 0.00|{81.90 + 7.00
Def: DtWM-Pre acc (1) 77.53 £ 1.75
Def,: GpFair-In wmacc (1) 100.00 + 0.00
C42
Defg: Expl-Post eqodds () 0.00 4 0.00
err ({) 0.01 4 0.00
Def;: DtWM-Pre acc (1) 79.17 £ 0.93
Def,: GpFair-In RSD (1) 100.00 =+ 0.00
C43
Defs: Md1WM-Post eqodds () 0.00 £ 0.00
wmacc (1) 73.33 + 7.12
Def,: GpFair-In acc (1) 69.42 4 2.09
caa Def,: PoisnRob-Post|eqodds ({) 8.12 4 4.49
Def: Expl-Post ASR (}) 0.13 + 0.25
err () 0.05 4 0.02

that is being protected by a later defense). Def\Con does not rely on specific defenses. Hence,
Def\Con is likely to be applicable beyond the initial set of defenses | used for evaluation (i.e.,
commonly available defenses from the literature). For identifying conflicts of a new defense
with others, a practitioner can first identify its position in the ML pipeline, and determine
whether it uses a risk that is defended by a later defense. Since these are independent of
any specific defense, Def\Con is applicable for any defense that can be mapped to Def\Con’s
flowchart (Figure 4.1). | select specific defense implementations based on their availability (see
Section 4.4.4). Other implementations can be used without affecting the conclusions.

[Takeaway: Def\Con scales beyond two defenses (R2), is non-invasive (R3) and general (R4).]
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4.6 Discussions

Note on Model Utility: So far, | have focused only on the defense effectiveness by examining
how combining defenses impacts the effectiveness of each individual defense. An additional
pre-requisite for deploying a defense combination is whether it negatively impacts model utility.
| define a defense combination to be viable if it is (a) effective and (b) incurs only a minimal
utility drop compared to the lowest of the “single defense” baseline. In Tables 4.5 and 4.6, |
observe that all the combinations which Def\Con predicted as effective are also viable. For
C15, C27, and C30, the utility is worse than the “single defense” baseline. These were already
flagged as ineffective. | did not observe any combinations that are effective but not viable.

Extending Def\Con to predict the viability of the combinations is challenging, since it is
unclear how a defense impacts model utility. There are two possible cases:

« For both defenses, if utility is either better or similar to the “single defense” baseline, it is
likely that the combination will have acceptable utility.

« If the utility degrades for both defenses, the combination is likely to have poor utility and
hence non-viable. However, it is also possible (as seen in Tables 4.5 and 4.6) that the utility of
the combination does not fall below the “minimum utility for single defenses” baseline, even
if some, but not all, constituent defenses fall below their respective “no-defense” baseline. It
is unclear what mechanisms account for this phenomenon.

Hence, quantifying the impact of individual defenses on utility is an open problem for several
defenses (e.g., adversarial training [135, 138, 398, 399, 294] and differential privacy [183, 400,
401, 402]), and an area of active research.

Extending Beyond Two Defenses (Multi-way Combinations): To extend Def\Con beyond
two defenses, the algorithm decomposes the multi-way combination into pairwise compar-
isons, invoking the original Def\Con flowchart (Figure 4.1) to check for conflicts. Determining
conflict for multi-way combinations from pairwise combinations is principled and not limiting.
There are two cases when decomposing multi-way combinations into pairwise combinations:

« Case 1: Defenses in different stages: When combining three defenses across stages, con-
flicts can be checked pairwise since the application order is fixed; any detected pairwise
conflict is treated as an overall conflict (marked as A).

« Case 2: More than one defense in one stage: All possible permutations of the defenses
in a given stage must be checked, and determine whether there is a conflict. If there is no
conflict, we combine with other stage defenses, and check for the conflicts.

| now present the algorithm to evaluate conflict for multi-way combinations, and assume
that we have a set of defenses—partitioned into three ordered stages. The algorithm iterates
through each stage in order, and skips stages with no defenses:
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If the stage has single defense: For a stage s, | consider the defense as Def (s € [1, 3])

and check its compatibility with defenses in other stages.

If the stage has multiple defenses: For each such stage:

- Permutation Checking: Consider all permutations of the defenses. For each permuta-
tion, check every consecutive pair of defenses using Def\Con flowchart to detect conflicts.

- Pruning and Selection: If a pair causes a conflict, discard that permutation and prune
others containing that conflicting pair (e.g., for defenses: A, B, and C, if “AB” conflict, then
no need to check for “ABC” or “CAB”). If a conflict-free permutation is found, treat the
entire sequence as a single composite defense, Def (e.g., say “CAB” does not conflict).

Sequential Composition: Treat the resulting composite defense as an atomic unit (e.g.,

Def, = “CAB”) and check for conflicts with the next stage’s resolved defenses (e.g., Def,, =

“DE”), using Def\Con flowchart between Def; and Def,. | check whether any of the con-

stituent defenses in Def; use a risk mitigated by defenses in Def, (S3 in Figure 4.1).

« Termination: If any invocation of Def\Con for pairwise check indicates a conflict, terminate

and report as a conflict (marked as A), else, as alignment (marked as A).

Other Combination Techniques: In Chapter 3, Tables 3.3 and 3.4 systematized unintended
interactions among defenses and risks. An alternative naive approach would be to reject
combinations in which one defense increases the risks mitigated by another. However, this
is overly restrictive and discards several non-conflicting combinations (e.g., Expl-Post and
Md1wM, EvsnRob-In and Fngrprnt-Post). Since many interactions in Chapter 3, Tables 3.3
and 3.4, remain unexplored, it is challenging to apply this naive approach.

Other Dataset Modalities: | extend the evaluation to tabular dataset, and not all defenses
transfer to other data modalities. For example, when adapting the defenses to the CENSUS
dataset, only 4 of the 11 implemented defenses were applicable: image-specific techniques
like poisoning and watermarking do not apply. This gave two valid combinations: (i) evasion
robustness + explanations and (ii) group fairness + explanations (others were excluded due to
incompatibility). Both combinations aligned with Def\Con ’s predictions.

s ~

Contribution in Support of the Thesis Statement

Existing work lacks a principled technique to combine ML defenses that is accurate, scalable,
non-invasive, and general. By analyzing the limitations of prior work, | designed Def\Con
which meets all requirements and predicts if (unexplored) defense combinations are effective.
Def\Con accounts for the factors underlying conflicting interactions among defenses, that
include where each defense is applied in the ML pipeline (pre-, in-, or post-training), and
whether the underlying mechanisms interfere (e.g., a later defense minimizes a risk used by
an earlier defense). Thus, | answer RQ1.3 to support the thesis statement.
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Chapter 5

Colluding Adversaries in ML Pipelines

Overview

Adversaries in an ML pipeline with different characteristics (i.e., objectives, knowledge,
and capabilities) can collude by executing an attack to amplify others. Existing work
lacks a systematic framework to explore collusion among adversaries and to study the
implications of adversary’s characteristics. | present a framework covering collusion (a)
between train-time and inference-time adversaries, and (b) among inference-time adver-
saries. The framework includes factors that aid collusion potential among adversaries. |
propose a guideline to conjecture about the potential for collusion” using these enabling
factors. | use the guideline to explain prior work, conjecture about unexplored collusion,
and empirically validate five such cases. Finally, | discuss how adversaries’ characteris-
tics influence the potential for collusion. Overall, this work identifies factors enabling
collusion among adversaries, thus, answering RQ1.3 to support the thesis statement.

Terminology: Here, | study the “potential for collusion” among adversaries but for brevity, I refer to it
as “collusion”, and use them interchangeably.

So far, in Chapters 3 and 4, | have considered adversaries (Adv) with different character-
istics (i.e., objectives, knowledge, and capabilities) who exploit different risks' as independent

"Terminology: Adv executes an attack by exploiting a vulnerability corresponding to a risk (e.g., Shokri et
al. [266] proposed a specific attack for MemInf which exploits the vulnerability of distinguishability of model ob-
servables across different datasets). In Chapter 3, | examined how defenses influence susceptibility to risks more
broadly, as changes in susceptibility impact the effectiveness of various attacks that exploit those risks. Here, |
focus on how executing an attack can increase the effectiveness of others. For simplicity, | use the notations for
risks from Chapter 2, Section 2.3 (e.g., Evsn, MemInf) to refer to attacks.
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of each other. However, multiple adversaries in the ML pipeline either with different roles
(e.g., model trainer and client) or with the same role (e.g., clients with different objectives), can
collude by executing one attack to increase the effectiveness of others. Collusion is defined
as the explicit coordination among different adversaries in the ML pipeline to execute one at-
tack and use the outcomes to improve another. This is targeted attack composition. Collusion
among adversaries with different objectives is well documented in other domains: cryptocur-
rency pump-and-dump schemes where one adversary inflates a stock, which can be exploited
by others for profit [403]; and cyber-crime markets where an adversary sells compromised
data for downstream attacks like identity theft [404]. Similar collusion within ML pipelines is
feasible, and merits investigation.

For instance, consider two different adversaries: .Adv1 seeking to find an adversarial ex-
ample against a target model M and Adv2 seeking to build a shadow model of M either for
some privacy attack [405], or to steal M’s functionality [106]. Adv1 sends multiple queries to
M until it successfully finds an adversarial example [406], usually discarding all other query-
response pairs. But, they are valuable for Adv2. Therefore, Adv1 can either sell the query-
response data to .Adv2 or share the cost of querying M. Hence, adversaries are incentivized
to collude (a) via a marketplace for selling attack information, or (b) by sharing costs to avoid
duplication of efforts.

Foreseeing all the possible cases of collusion among adversaries is challenging. A unified
framework to study collusion can help practitioners and researchers to identify new threats,
design strong attacks, and design defenses against such attacks. Ideally, the framework should
be (i) comprehensive (captures Aduv’s characteristics across multiple attacks) and (ii) extensible
(allows inclusion of additional attacks and Adv’s characteristics). This allows a systematic
exploration of collusion among adversaries, and study the implications of Adv’s characteristics
on collusion. Through this framework, | aim to answer: (RQ1.3) what are the factors that enable
collusion among adversaries, and how can we predict the potential for collusion?

| present the first such framework that includes various factors enabling collusion. The
framework covers two collusion types identified from prior work: (i) between train- and infer-
ence-time adversaries (— “train-inference collusion”), and (ii) among inference-time adversaries
(— “inference-time collusion”). For both collusion types, | observe that a successful attack re-
sults in changing some factors as an outcome, which can influence the effectiveness of other
attacks relying on those factors. However, these factors differ between both collusion types.
For train-inference collusion, Poisn changes the factors underlying overfitting and memoriza-
tion which can impact the effectiveness of inference-time attacks that rely on those factors.
Here, the framework includes the factors underlying overfitting and memorization, which are
manipulated by adversary Adv. For inference-time collusion, knowledge inferred from the first
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attack is treated as an outcome that satisfies the prerequisite for the second attack.’

| propose a guideline to conjecture about the potential for collusion using the common
enabling factors from the framework. | empirically validate the guideline’s conjectures for five
unexplored collusion. Finally, | discuss how Adv’s characteristics impact collusion, and its
implications for the guideline. I claim the following contributions:

1. the first framework to systematically explore colluding adversaries using various factors, and
a guideline to conjecture about the collusion; (Section 5.1)

2. a guideline to explain collusion in prior work identified from a literature survey; (Section 5.2)

3. identify unexplored collusion for future work, and use the guideline to conjecture about
them, and empirically validate five such conjectured cases; (Section 5.3)

4. discuss the influence of Adv’s characteristics on the collusion potential. (Section 5.4)

5.1 Framework to Explore Colluding Adversaries

The goal is to develop a framework to explore collusion among adversaries, and study the influ-
ence of Adv’s characteristics on collusion potential. | identify the following requirements for an
ideal framework: R1 Comprehensive (captures Adv’s characteristics across multiple attacks,
model types, and settings); and R2 Extensible (supports new attacks and characteristics).

| present the first such framework which includes: (i) factors enabling collusion among
adversaries (Section 5.1.1), (ii) relation between attacks and factors (Section 5.1.2), and (iii) a
guideline to conjecture about the potential for collusion (Section 5.1.3).

5.1.1 Factors Enabling Collusion

| start with collusion among two adversaries (Adv1 and Adv2), and later discuss extending
beyond two adversaries in Section 5.5. | assume that Adv1 and Adv2 execute attacks Att;
and Att,, respectively. Based on prior work (see Section 5.2), | identify two collusion types:

« Train-inference Collusion: Adv1 executes Att; (=Poisn) to increase the effectiveness of
Att, for Adv2 during inference-time.

+ Inference-time Collusion: Adv1executes Att; during inference-time, and uses the knowl-
edge inferred to amplify inference-time Att, for Adv2.

| discuss the factors enabling these two collusion types below.

2Terminology: The factors for train-inference collusion relate to overfitting and memorization (as in Chapter 3),
whereas those for inference-time collusion concern Adv’s knowledge. For simplicity, | refer to both as factors.

90



Train-Inference Collusion

| conjecture that train-time attacks, i.e., Poisn, can be optimized to influence various factors
underlying overfitting and memorization as an outcome (e.g., increase tail length of 2,,’s distri-
bution, distinguishability in model observables across subgroups or datasets). This can in turn
affect the effectiveness of inference-time attacks that rely on those factors. Concretely, Adv1
can optimize Poisn to increase memorization and thereby the distinguishability between (a)
training and non-training data records (to increase effectiveness of MemInf [232]), (b) across
demographic groups (to increase effectiveness of AttInf [232]), or (c) across datasets with
different distributions (to increase effectiveness of DistInf [274]).

The framework includes factors underlying overfitting and memorization that can be ma-
nipulated by Adv1 through Poisn, and exploited during inference-time by Adv2. | start with
the factors identified in Chapter 3, and select those that Adwv1 can control by optimizing Poisn
or by manipulating the training process (e.g., objective function). | exclude the remaining fac-
tors such as (i) those related to hyperparameters which cannot be controlled by Adv1 for a
fixed experimental setup (e.g., 2,, size: D1, number of attributes: D3, model capacity: M1)%
and (ii) factors which are insufficiently explored (e.g., priority of learning stable attributes: D4,
distance to decision boundary: 03). Finally, the framework includes the following factors:

« D2 (Tail length of 2,,’s distribution): Increasing the tail length of 2, ’s distribution can
increase the memorization of specific data records by M, thereby increasing the effectiveness
of attacks that exploit long-tailed distribution. .4dv1 controls this factor by injecting Poisn
(typically outliers or rare data records) to extend the tail of 2D,,’s distribution and thus, influ-
ence the effectiveness of other attacks (Chapter 3: Section 3.1).

« 02.1 (Distinguishability in model observables across datasets): M behaves differently
on data records inside and outside 2,,. [232], or when trained on datasets with different distri-
butions [274, 275]. This distinguishability can increase the effectiveness of other attacks (e.g.,
MemInf and DistInf). Adv1 can control this distinguishability by optimizing Poisn.

« 02.2 (Distinguishability in model observables across demographic groups): M be-
haves differently on different demographic groups (e.g., race or sex). This distinguishability
can increase the effectiveness of other attacks (e.g., AttInf, DistInf, Discr). Adv1 can con-
trol this distinguishability by optimizing Poisn [309].

3For poisoning attacks, neither DtOwnr nor DtProv can access or modify model- or data-related hyperparameters
without detection. Although ModProv may introduce architectural backdoors, it must preserve model capacity to
avoid detection. Thus, Adv1 cannot meaningfully manipulate hyperparameters for Poisn. For inference-time
attacks, Clnt, acting as Adwv1, does not control hyperparameters. | omit hyperparameters as factors.
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Inference-time Collusion

Adv can increase their knowledge about M and D,, by executing an attack to obtain the
intended outcomes (e.g., distribution of 2, from DistInf, or functionally similar “shadow
model” M "W ysing ModExt), or some side information (e.g., adversarial examples as D4«
from Evsn). This knowledge acts as a prerequisite for later attacks (e.g., knowing 2,,’s dis-
tribution or M’s functionality can improve the effectiveness of other attacks such as MemInf,
AttInf, DistInf). There is a potential for collusion if there exist a pair of attacks where the
outcomes from Att; can meet the prerequisites of Att,, that were not met otherwise.

Tel-Aux (Quality of auxiliary dataset 2%%%): Attacks that require training M *"¥ to mimic
M, or an attack model for a specific objective, benefit from having a high-quality 2%“* that
overlaps with D,,.. In practice, D*“* typically does not overlap with D,,.. If the overlap with
D,, or the quality of D*“* increases, the attack effectiveness also increases (e.g., [ 125]).
Te2-Dist (Similarity of D?“*’s distribution with D, ): Attacks that require training M v
benefit from having D*“*’s distribution to be similar to 2,,.. If the distribution similarity be-
tween D" and D,, increases, the attack is more effective (e.g., [407]).

Te3-Shdw (Functional similarity between M "% and M): Attacks that require training
M$"4W should ensure that its functionality mimics that of M to achieve better attack trans-
ferability. Hence, if Adv’s knowledge about M’s functionality increases, M *"¥ will be more
similar to M, thereby increasing the attack effectiveness (e.g., [407]).

Ted4-Arch (Architecture similarity between M "% and M): In real-world settings, Adv
may not know M ’s architecture (e.g., ChatGPT). If Adv’s knowledge of M’s architecture in-
creases, M "% can be made more similar to M, thereby increasing functional similarity and
improving attack effectiveness and transferability (e.g., [407]).

The factors considered here focus on Adv’s knowledge—specifically, what knowledge is gained
from a successful attack (“outcomes”) and what information is required to carry out an attack
(“prerequisites”). Better knowledge of these four factors enables Adv to more accurately ap-
proximate M’s behavior and design more effective attacks that transfer to M.

These factors differ from those for train—inference collusion (and those in Chapter 3), which
do not account for Adv’s knowledge. Instead, those factors emphasize underlying effects on
overfitting and memorization due to Poisn (or defenses in Chapter 3) and other risks. Table 5.1
summarizes factors enabling both the train-inference and inference-time collusion.

“For some attacks (e.g., Evsn, MemInf, AttInf, DistInf, DtRecon), Adv typically trains shadow models to
mimic M, enabling local optimization of the attack. These shadow models can be trained on Adv’s auxiliary
data D24% either independently or derived via ModExt, in which case M *"9% is a surrogate model (M 2“7).
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Table 5.1: Factors enabling collusion and their descriptions

Factors ‘ Description

D2 (Chp. 3) |[Tail length of D,,’s distribution
02.1(Chp. 3) |Distinguishability of observables across datasets
02.2 (Chp. 3)|Distinguishability of observables across demographic groups

Tel-Aux Quality of Auxiliary Dataset D"

Te2-Dist  |Similarity of D*“*’s Distribution with D,
Te3-Shdw Functional Similarity between M*“" and M
Ted-Arch  |Architecture Similarity between M*“" and M

5.1.2 Relation between Attacks and Factors

| will now describe the relation between each attack and the various factors for train-inference
and inference-time collusion, in terms of (i) how attack effectiveness leads to change in factors;
and (ii) how changes in factors correlate with attack effectiveness.

Train-inference Collusion: Table 5.2 shows (i) how the effectiveness of the train-time at-
tack (i.e., Poisn) leads to change in factors (left half), and (ii) how changes in factors correlate
with the effectiveness of various attacks (right half). For Poisn (in Table 5.2: left half), | indi-
cate how its effectiveness correlates with changes in the factors, rather than how changes in
the factors influence attack effectiveness (as done in Chapter 3). Hence, these correlations
differ from those studied in Chapter 3. On the other hand, the correlation between changes
in the factors and the effectiveness of various attacks remains the same as in Chapter 3. |
reproduce them here for convenience (Table 5.2: right half).

Inference-time Collusion: Table 5.3 shows (i) how the effectiveness of inference-time at-
tacks leads to changes in factors (left half), and (ii) how changes in factors correlate with the
effectiveness of other inference-time attacks (right half).

In both collusion types, | use 1 (or |) to indicate positive (negative) correlation (Tables 5.2
and 5.3). Refer to Table 5.2 for train-inference collusion, and Table 5.3 for inference-time collu-
sion. For each attack, | describe the relation between the attacks and the enabling factors for
train-inference and inference-time collusion below.

Poisoning (Poisn)

This is a train-time attack, and hence, | only discuss the factors enabling train-inference collu-
sion. Below, | indicate how the effectiveness of Poisn correlates with a change in the factors
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Table 5.2: Relation of attacks and factors for train-inference collusion: | use T (or |) to
indicate positive (negative) correlation. Rows for Poisn under “How effectiveness of attack
(Poisn) leads to change in factors” (left half) indicates how Poisn influences a change in fac-
tors, instead of how change in factors influence effectiveness of Poisn (as in Chapter 3). Rows
under “How changes in factors correlate with attack effectiveness” (right half) are reproduced
from Chapter 3; only the factors that can be manipulated by Adv are considered. Gray — not
applicable; empty cells — no prior literature reported the correlations.

How effectiveness of attack (Poisn) How changes in factors
leads to change in factors correlate with attack effectiveness
- _ @ _ _ n
s | 3 2 | 3 2
Factors — S 3 & S g &
Attack | | = s E = 3 E
AN S R T - - -
a S o a & o
o o
Poisn | f1[408] | 1[232] | T [309] || \ \
Evsn | \ \ |1 [409, 410]| \
MemInf || | | || 1 [267,76] |1 [411, 412]|
AttInf || \ \ | t0s] | | 1 [256]
DistInf || \ \ 1 1275,274]] 1t[12] | 1(Chp.3)
DtRecon || \ \ | 104131 | 1[414] | 1(Chp.3)
ModExt || | | | L[415] | \
Discr | \ \ | t0124] | | 1 [256]

(in Table 5.2: left half under “How attack effectiveness leads to change in factors”).

« Train-Inference Collusion: Adv increases the tail length of 2, ’s distribution by adding
poisons (D2: 1) [408]. The attack can be optimized to increase the distinguishability of model
observables between (a) data records inside and outside 2,,. (02.1 : 1) [232], (b) different dis-
tributional properties in D,,. (02.1 : 1) [274, 275], and (c) demographic groups (02.2: 1) [309].

For the remaining attacks, in the case of train—inference collusion, | indicate how changes
in the factors (due to Poisn) correlate with changes in attack effectiveness (Table 5.2: right
half). In the case of inference-time collusion, | indicate both: (i) the correlation between attack
effectiveness and changes in the factors (Table 5.3: left half); and (ii) the correlation between
changes in the factors and attack effectiveness (Table 5.3: right half).
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Table 5.3: Relation of attacks and factors for inference-time collusion: | use 1 (or }) to
indicate positive (negative) correlation. | exclude Discr, as it does not correspond to any attack
that Adv can exploit. Note that the factors here are related to the Adv’s knowledge inferred
from the first attack (as outcomes) that satisfies the prerequisite for the second.

How attack effectiveness leads
to change in factors (as “outcomes

»

~

Factors—
Attack]

Tel-Aux (Aux. Data)

Te2-Dist (Data Dstrb.)
Te3-Shdw (Model Fnct.)
Te4-Arch (Model Arch.)

How change in factors (as “prerequisites”)
correlate with attack effectiveness

Tel-Aux (Aux. Data)
Te2-Dist (Data Dstrb.)
Te3-Shdw (Model Fnct.)
Te4-Arch (Model Arch.)

Evsn |1 1108, 411]]

MemInf |1 [266,407]|

1 [266, 407] [266, 407] 1 [266, 407] 1 [266, 407]

AttInf | | 1[256]

T
1 [115, 278) 1 [115, 278) 1 [278] 1 [278]

DistInf || | 112, 121]

112, 121] 112, 121] 1 [12, 121]

DtRecon || 1 [49,118] |

1 [49, 118] 1 [49, 118] 1 [49, 118] 1 [49, 118]

\ \
\ \
| |
\ \
| |
ModExt || | |1 [106, 108]|1 [106, 108] |

| 1 [416,417,418] | 1 [417, 416, 418] | 1 [417, 416, 418] | 1 [417, 416, 418]
| | |
| | |
| | |
| | |
| | |

1 [106, 108] 1 [106, 108]

Evasion (Evsn)

« Train-Inference Collusion: As the tail length of 2, increases, models are more suscepti-
ble to adversarial examples particularly from the tail classes (D2: 1) [226, 410]. This is because
models perform well on well-represented classes (from the head of the distribution), but strug-
gle to classify under-represented classes (from the tail of the distribution).

« Inference-time Collusion: In a blackbox setting, Adv has to train M "4 to find transfer-
able adversarial examples. The effectiveness of such adversarial examples is positively corre-
lated with the quality of D% used to train M "% (Tei-Aux: 1), similarity of 2%“®’s distri-
bution with D, (Te2-Dist: 1), and similarity of M *"¥%’s functionality and architecture with
M (Te3-Shdw: T, Ted-Arch: 1) [417, 416, 418]. Successful Evsn provides adversarial examples
as side information that can be used as D for other attacks (Tel-Aux: T) [108, 411, 419].
Higher effectiveness of Evsn results in improving the quality of 2%%*.
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Membership Inference (MemInf)

« Train-Inference Collusion: As the tail length increases, outlier data records (from the tail
classes) are memorized more, resulting in a higher effectiveness of MemInf (D2: 1) [267, 76].
Furthermore, the effectiveness of MemInf increases with higher distinguishability in model
observables across data records inside and outside 2,,. (02.1 : 1) [266].

« Inference-time Collusion: The effectiveness of MemInf is positively correlated with the
quality of D*"* (Tel-Aux: 1), similarity of D*“*’s distribution with 2D, (Te2-Dist: 1), and
similarity of M 3"4%’s functionality and architecture with M (Te3-Shdw, Te4-Arch: 1) [266,
407]. After a successful attack, Adv identifies data records in 2,,., which can act as D*** for
other attacks (Tel-Aux: 1) [266, 407]. The accuracy of identifying data records in 2,,. increases
with MemInf’s effectiveness.

Attribute Inference (AttInf)

« Train-Inference Collusion: AttInf is more effective as 2, ’s tail length increases (D2:
1) [115]. AttInf exploits the distinguishability in model observables across demographic
groups. Hence, increasing distinguishability makes AttInf effective (02.2: 1) [256].

« Inference-time Collusion: The effectiveness of AttInf is positively correlated with qual-
ity of D* (Tel-Aux: 1) [115, 278], similarity of D*“*’s distribution with 2D, (Te2-Dist:
1 [115, 278], and similarity of M *"¥’s functionality and architecture with M (Te3-Shdw,
Te4-Arch: 1) [278]. AttInf can help estimate 2D, ’s distribution when evaluated across sev-
eral data records sampled i.i.d from 2, (Te2-Dist: 1) [115]. The estimate about 2,,’s distri-
bution is better with more effective AttInf [420, 256, 115].

Distribution Inference (DistInf)

« Train-Inference Collusion: As the tail length increases, data records from the tail classes
are memorized more, resulting in higher DistInf (D2: 1) [275, 274]. DistInf exploits the dis-
tinguishability of model observables when trained on datasets with different properties, and
across different subgroups. Hence, increasing this distinguishability makes DistInf more ef-
fective (02.1, 02.2: 1) [12] [Chapter 3].

« Inference-time Collusion: The effectiveness of DistInf is positively correlated with qual-
ity of DT (Tel-Aux: 1), and similarity of M *"4"’s functionality and architecture with M
(Te3-Shdw, Te4-Arch: 1) [12, 121]. After a successful attack, Adv learns D,,’s distribution
(Te2-Dist: T). Estimating 2D,,’s distribution is better with more effective DistInf [12, 121].
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Data Reconstruction (DtRecon)

« Train-Inference Collusion: Data records from tail classes are more susceptible to DtRecon
(D2: 1) [413]. Higher distinguishability across datasets and demographic groups results in
better attack effectiveness (02.1,02.2: T) [414].

« Inference-time Collusion: The effectiveness of DtRecon is positively correlated with the
quality of D% (Tel-Aux: 1), the similarity of 2%“*’s distribution with D, (Te2-Dist: 1),
and the similarity of M*"¥"’s functionality and architecture with M (Te3-Shdw, Te4-Arch:
1) [49, 118]. After a successful attack, Adv infers data records in 2,,., which can act as D*"*
for other attacks (Tel-Aux: 1) [117,49, 118, 86, 87]. Adv can more accurately infer data records
in D,,. as the effectiveness of DtRecon increases.

Unauthorized Model Ownership (ModExt)

« Train-Inference Collusion: As the tail length increases, M may not sufficiently capture
the tail classes. Hence, training M *"? via model extraction of M exacerbates the utility drop
on tail classes for M "W (D2: |) [415].

« Inference-time Collusion: Effectiveness of ModExt is positively correlated with the quality
of D (Tel-Aux: T), and the similarity of D*“*’s distribution with D,,. (Te2-Dist: 1) [106,
108]. Adwv can either learn M’s architecture (Te4-Arch: 1) [421, 422], or obtain a functionally
similar M$"4% (Te3-Shdw: 1) [106, 108]. More effective attacks can extract the architecture
and functionality of M more accurately.

Discriminatory Behavior (Discr)

Recall that Discr is a risk which does not have an attack. Accordingly, | consider only train—
inference collusion (to study collusion scenarios in which executing train-time attack Poisn
increases Discr), and exclude Discr from inference-time collusion, where there is no notion
of “Adv executing attacks to exploit Discr”.

« Train-Inference Collusion: As the tail length increases (addition of new minority groups),
the effectiveness of Discr also increases (D2: 1) [124]. Since Discr measures distinguishability
across demographic groups, higher distinguishability implies higher Discr (02.2: 1) [256].
5.1.3 Guideline to Predict Collusion

For both train—inference and inference-time collusion, | conjecture that one can predict the
potential for collusion by analyzing the common factors between two attacks (i.e., comparing

97



the left half under “How attack effectiveness leads to change in factors” and the right half under
“How changes in factors correlate with attack effectiveness” in Tables 5.2 and 5.3). However,
defining an exact algorithm is challenging due to the complex and only partially understood
dynamics of various factors. Therefore, | present a guideline using expert insight to predict if
there is potential for collusion.

For the guideline, | consider two adversaries Adv1 and Adv2 who execute Att; and Att,,
respectively. For train-inference collusion, Att; is always Poisn while Att, is an inference-
time attack. For inference-time collusion, both Att; and Att, are inference-time attacks.

G1 lIdentify the common factor(s) <f_.> by matching the non-empty entries across the two

halves of the table: compare columns where the row corresponds to Att; on the left (under

“How attack effectiveness leads to change in factors”) with the same columns where the row

corresponds to Att, on the right (under “How changes in factors correlate with attack effec-

tiveness”). See Tables 5.2 and 5.3 for train—inference and inference-time collusion respectively.

G2 If <f_> is available, indicate the common factors using a pair of arrows in the format “<f _>:

(<>, <*>5)” where <->; corresponds to the arrow depicting “How attack effectiveness leads to

change in factors” (for Att,) while <->, corresponds to the arrow depicting “How changes in

factors correlate with attack effectiveness” (for Att,).

« If arrows are aligned (T, 1), it suggests that Adv1 and Adv2 can potentially collude as ex-
ploiting Att; increases Att,.

« If arrows are not aligned (e.g., T, |), it suggests Adv1 and .Adv2 are unlikely to collude (e.g.,
exploiting Att, either decreases Att, or does not meet prerequisites of Att,).

G3 If <f_> is not available, one cannot conclude about collusion potential.

| use the guideline to explain collusion identified in prior work (Section 5.2), conjecture about
unexplored ones, and empirically validate one such case (Section 5.3). | later discuss how to ac-
count for Adv’s characteristics (Section 5.4), and extend beyond two adversaries (Section 5.5).

5.2 Systematization of Prior Work

| apply the guideline to explain collusion in prior work using the factors from the framework
(Section 5.2.1 and Section 5.2.2). | identify prior work on collusion through a literature survey.

Methodology for Collecting Papers: | surveyed papers covering colluding adversaries start-
ing with an initial set of papers using keywords containing both attacks. For instance, “poi-
soning or backdoors increase <Att,>" for train-inference collusion, and “Att, increases Att,”
for inference-time collusion. | then reviewed the citations of these papers for comprehensive
coverage. Overall, | collected 28 papers for train-inference and 12 for inference-time collusion.
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5.2.1 Train-Inference Collusion

Table 5.4 shows train-inference collusion (indicated as “Att; — Att,” where Att, is always
Poisn). | indicate the common enabling factors from the guideline as (f, 1) corresponding to
(<>, <>5) where <->; corresponds to the arrow depicting “How attack effectiveness leads to
change in factors” (for Att,) while <->, corresponds to the arrow depicting “How changes in
factors correlate with attack effectiveness” (for Att,).

Table 5.4: Train-inference collusions: Collusion between Adv1 (where Att, is Poisn) and
Adv2 (corresponding to Att,). “Factors” — common enabling factors (from Table 5.2) after
applying the guideline to check for potential for collusion (1, 1). Gray — no prior work.

Att, ‘ References ‘ Factors (<Att, Att,>) ‘ Collusion?
D2
Evsn [423, 424, 425] 1 Yes
D2,02.1
MemInf | [232, 426,427,292, 428] 1 Yes
D2, 02.2
AttInf | [232, 429, 430] 1) Yes
D2,02.1,02.2
DistInf | [431, 275, 274, 432, 433] M Yes
D2,02.1,02.2
DtRecon | [232, 434, 435, 436, 437, 279, 438] 1D Yes
ModExt ‘ Our Work (§5.3.1) D2 (1,4) No
D2, 02.2
Discr [439, 311, 309, 440, 441, 442, 443] R Yes

« Poisn — Evsn: Poisn increases 2D,,’s tail length which in turn increases the effectiveness of
Evsn as adversarial examples from the tail classes are more effective (D2: 1, 1) [423, 424, 425].

« Poisn — MemInf: Poisn increases D,,’s tail length, and the distinguishability between
data records inside and outside 2,,.. This increases the effectiveness of MemInf (D2, 02.1 :
1) [232, 426, 427, 292, 428].

« Poisn — AttInf: Poisnincreases 2,,’s tail length, and the distinguishability across demo-
graphic groups. This increases the effectiveness of AttInf (D2, 02.2: 1, 1) [232, 429, 430].

« Poisn — DistInf: Poisn increases D, ’s tail length, and the distinguishability in model
observables across datasets and demographic groups . This increases the effectiveness of
DistInf (D2, 02.1,02.2: 1, 1) [431, 275, 274, 432, 433] [Chapter 3].
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« Poisn — DtRecon: Poisn make DtRecon more effective by increasing 2, ’s tail length,
and increasing the distinguishability in model observables across datasets and demographic
groups (D2, 02.1,02.2: 1, 1) [232, 434, 435, 436, 437, 279, 438).

« Poisn— Discr: Poisnincreases 2, s tail length, and the distinguishability across different
demographic groups, which increases Discr (D2, 02.2: T, 1) [439, 311, 309, 440, 441, 442, 443].

Table 5.5: Inference-time collusions: Both adversaries perform inference-time attacks: Att;
and Att,. “Factors” — common enabling factors (from Table 5.3) identified after applying the
guideline to check for collusion potential (prerequisite of Att, is satisfied by Att; indicated
as T, 7). Gray — no prior work.

Att, |Att, | Factors (<Att,, Att, >) | Collusion? || Att,  |Att, | Factors (<Att,, Att, >) | Collusion?
MemInf [405] Evsn
A1':tInf Tel-Aux ' MemInf [405] Ted-Dist

Evsn |DistInf [405] "1 Yes DistInf | AttInf [405] 1 Yes
DtRecon DtRecon
ModExt [108] ModExt
Evsn Evsn
AvtInf [265, 444] - MemInf To1-hus

MemInf [DistInf ) Yes DtRecon AttInf ) Yes
DtRecon [86, 87] ’ DistInf ’
ModExt [445] |ModExt [446]
Evsn Evsn [108, 447]
MemInf Te2-Dist MemInf [445] Te3-Shdw,

AttInf |DistInf "1 Yes ModExt |AttInf [448] Te4-Arch(f, 1) Yes
DtRecon ’ DistInf ’
ModExt DtRecon

5.2.2 Inference-time Collusion

Table 5.5 shows inference-time collusion (indicated as “Att; — Att,”) and the common factors
among Att; and Att, indicated as (<->;, <>,) where <->; corresponds to the arrow depicting
“How attack effectiveness leads to change in factors” (for Att,) while <->, corresponds to the
arrow depicting “How change in factors correlate with attack effectiveness” (for Att,). The
guideline explains collusion in prior work by identifying the prerequisites for Att, which are
satisfied by the outcomes of Att; which are indicated as (T, 1).

« Evsn — {ModExt, MemInf, DistInf}: ModExt, MemInf, and DistInf require D*"* to train
M4 (Te1-Aux: 7). Evsn can provide D%“® with adversarial examples to meet the prereq-
uisites of ModExt, MemInf, and DistInf (Tel-Aux: T) [108, 405].
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« MemInf — {AttInf, DtRecon, ModExt}: AttInf, DtRecon, and ModExt can be more effective
when D% has some overlap with D,,. to increase the functional similarity of M "9 with
M (Tel-Aux: 7). Adv1 can exploit MemInf to identify data records in 2,,. which can be
added to D to improve the functional similarity of M %"4" to M. This enables effective
(and transferrable) attacks: AttInf, DtRecon, and ModExt (Tel-Aux: T) [265, 86, 87].

« DistInf — {AttInf, MemInf}: AttInf and MemInf are more effective if D*“* has a similar
distribution as 2, (Te2-Dist: 7). By exploiting DistInf, Adv1 can infer D,,’s distribution,
and Adv2 use that knowledge to update D to train M*"¥ which is functionally more
similar to M. This can improve the effectiveness of AttInf and MemInf (Te2-Dist: 1) [405].

« DtRecon — ModExt: Training M 3"4% on D« which partially overlaps with D, , increases
ModExt’s effectiveness (Tel-Aux: 7). DtRecon can identify data records in 2, which can
be added to D%“*. This increases the overlap with 2, improving the functional similarity
of M 4w with M, enabling a more effective ModExt (Tel-Aux: 1) [446].

« ModExt — {Evsn, MemInf, AttInf}: Transferable adversarial examples (in a blackbox setting),
MemInf, AttInf, and DtRecon require Mshdw \yhich is functionally similar to M (Te3-Shdw,
Te4-Arch: 7). ModExt can help extract such M " from M to meet the prerequisites of
other attacks (Te3-Shdw, Te4-Arch: 1) [447, 108, 445, 448].

5.3 Unexplored Collusion among Adversaries

I now apply the guideline to conjecture about the potential of unexplored collusion (marked as
gray in Tables 5.4 and 5.5). | discuss these conjectures, and empirically validate five unexplored
cases of collusion (one for train-inference collusion and four for inference-time collusion).

5.3.1 Conjectures for Unexplored Train-Inference Collusion

There is only one unexplored train-inference collusion between Adv1 who executes Poisn, and
Adv2 who executes ModExt (marked as gray in Table 5.4). | identify that tail length of D,,’s
distribution (D2) is the common factor between both attacks. Since the arrows are opposing
(T for Poisn and | for ModExt), the guideline suggests that there is no potential for collusion
(Poisn os likely to decrease the effectiveness of ModExt). Concretely, since Poisn increases the
tail length of 2,,. (D2), | conjecture that M *“" may fail to learn the under-represented data
records, thereby reducing effectiveness of ModExt. | now empirically validate the conjecture.

SCode: https://github.com/ssg-research/sok-collusion
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Table 5.6: Poisn — ModExt: Surrogate model’s accuracy (“Surr. Acc”) and fidelity (“Surr. Fid?)
for 0% poison are the baseline. For a given budget, green — higher than baseline, orange —
similar to baseline (within std. dev.), and red — lower than baseline. | report target accuracy
to show that ModExt is effective for different poisoning rates.

CIFAR10 CIFAR100
Budget | Surr. Acc.‘ Surr. Fid. |Surr. Acc.‘ Surr. Fid.

0% Poison (Baseline)
‘Target Acc.: 87.37 .15 ‘Target Acc.: 62.24 4 47

2500 | 76.83,0.71 | 78.54,0.51 4699, 50| 5475, 16
6250 | 83.41,005| 87.19,, g9 |53.04,, o7 | 62.63. o
12500 | 85.05,0 07 | 83.82, 65 |54.67,0.54| 65.40, 70
25000 | 85.91,0 45| 89.58. 1 o7 |56.09, 085 | 66.55. 00

5% Poison
| Target Acc.: 78.19 ¢, | Target Acc.: 33.69,; ¢

2500 | 75.30,, 10| 7984, 171 33.25.000 37.24.060
6250 | 78.04,0.40| 8331055 35.00,015 39.90,.s50
12500 | 78.30,0 05 | 83.31, 05, 3534, 0, 40.81,,
25000 | 78.93,0.96 | 84.39,004 34.80, 055 40.14,, 4,

10% Poison
Target Acc.: 77.05, g 49 | Target Acc.: 33.57 . g6

2500 [ 74.60,0.60| 7896, 055 32.54.1 54 36.96,0.00
6250 | 75.86,0.93| 80.59, g5 35.56, ;g5 4049, 4
12500 | 78.29, 051 | 83.95.060 35.00,505 40.11,4 0
25000 | 78.00,0.40 | 83-87.05;5 34.76.1 5, 40.47,0gr

15% Poison
‘Target Acc.: 75.90, 56 | Target Acc.: 33.51 1 g5

2500 |75.29,061| 7916, 000 33.25,1 05 3820087
6250 7599, 56| 8117, 70 34.23,, 7 39.72., 5
12500 |76.33,, 55| 81.63, 075 34.89,, 1, 41.32, 4
25000 | 7711086 | 82.54,1 45 3499, 65 40.98. 06

20% Poison
| Target Acc.: 74.70 . 4, | Target Acc.: 30.38 4 5

2500 [73.03,; 40| 76.86.1 75 29.78.057 3525, 05
6250  |75.22,0.0| 80.20,, 74 31.65,.09; 37.83,; 07
12500 | 75.41,070 | 8144, 07 31.67,; 60 38.34,, 4
25000 | 75.65,0.95| 82.27.04 31.69. ;¢ 3751, 14

Experimental Setup: | run the experiments on two image datasets: CIFAR 10 and CIFAR 100.
The datasets contain 60,000 images (50,000 for training and 10,000 for testing) where each data
point is a 32 X 32 colored image. The images are clustered into 10 and 100 classes for CIFAR 10
and CIFAR 100 respectively, representing different objects. | use 25,000 records for 2D,,. and the
remaining 25,000 records as D" for training M **" via ModExt. Hence, the accuracy of M is
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not the same as the state-of-the-art on these datasets. | use ResNet models as M and VGG16
as M*"", and verified that M has been successfully poisoned using accuracy on poisoned test
dataset®. | report M*""’s accuracy and fidelity (the percentage of outputs that match between
M and M*"") on a clean D,,. | use backdoors with a 5 x 5 white patch as the trigger, and
knockoff-nets for ModExt by training M *“" using M’s predictions as the ground truth [106].
| consider different query budgets for training M *"“" including {10%, 25%, 50%, 100%} of the
25,000 data records in De%*,

Results: Table 5.6 shows the results of extracting M using ModExt on CIFAR 10 and CIFAR 100.
For a given query budget, | compare the surrogate accuracy (“Surr. Acc”) and fidelity (“Surr.
Fid”) when M is trained with poisons {0.05%, 0.1%, 0.15%, 0.2%}, with the case where M is
trained without poisons (0% poison). | select a low poison rate to evaluate ModExt’s effect, to
ensure that there is no significant utility degradation from poisoning. For a specific budget,
to compare the baseline accuracy and fidelity (i.e., 0% poison), | use green for higher than
baseline, orange for similar (within standard deviation), and red for lower than baseline.

Across different poison rates and budgets, the surrogate accuracy and fidelity are lower
than the baseline for CIFAR 100 (red). For CIFAR 10, the surrogate accuracy and fidelity are
similar to the baseline (orange) for the low budget of 2500 queries where M *“" generalizes
well. However, for higher budgets, the accuracy / fidelity are lower than the baseline (red).

Takeaway: Empirical evaluation suggests that Poisn reduces the effectiveness of ModExt,
thereby confirming the guideline’s conjecture about the absence of collusion potential.

5.3.2 Conjectures for Unexplored Inference-time Collusion

| now discuss various unexplored inference-time collusion (gray in Table 5.5), and use the
guideline to identify the potential for collusion (indicated as T, 1).

« Evsn — {AttInf, DtRecon}: Tel-Aux is the common factor which suggests that Evsn gen-
erates adversarial examples which can be used as D%“* to train M*"¥_ Since adversarial
examples can characterize M’s decision boundary, they enable M *"4 to be functionally
similar to M. The resulting M "% can be used to improve the effectiveness of other at-
tacks such as AttInf, DtRecon, and Discr.

« MemInf — {Evsn, DistInf}: MemInf can help identify data records in 2., which can then
be included as part of D% (Tei-Aux). The resulting M "9 trained on D*“* which over-
laps with D, ., is likely to increase the functional similarity with M, thereby improving the

®] empirically verify this, but do not report the numbers for brevity.
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effectiveness of Evsn, ModExt, and DistInf. For instance, prior work on Evsn and DistInf
have shown that increasing overlap between 2D%“* and D,,. can increase the effectiveness of
the attacks [331, 12, 449].

« AttInf — {Evsn, MemInf, DistInf, DtReconModExt}: AttInf can help estimate distribu-
tion of D,, allowing Adv to subsequently update D**“* (Te2-Dist). This can improve the
effectiveness of Evsn, ModExt, MemInf, DtRecon, and DistInf, by training Mshdw which is
functionally more similar to M.

« DistInf — {Evsn, DtRecon, ModExt}: DistInf can infer 2, ’s distribution allowing Adv
to subsequently update D% (Te2-Dist). The resulting M *"4 is likely to be more similar
to M, thus, likely improving the effectiveness of Evsn, ModExt, DtRecon, and DistInf.

« DtRecon — {Evsn, MemInf, AttInf, DistInf}: Tel-Aux is the common factor among the
attacks. DtRecon can help partially identify data records in 2,, which can augment D%“*
(Teil-Aux). This can result in training M "™ to be similar to M, thus, improving the effec-
tiveness of Evsn, MemInf, AttInf, and DistInf.

« ModExt — {DistInf, DtRecon}: ModExt can help train M *"¥¥ that is similar to M (Te3-Shdw,
Te4-Arch), which can be used as “shadow models” for effective DistInf and DtRecon.

[Takeaway: Unexplored collusion are gaps in the literature which are left as future work. ]

Inference-time Collusion: ModExt —DistInf

I validate the guideline’s conjecture on the potential for collusion between ModExt and DistInf,
marked as (1, 1) in Table 5.5. Here, the common factors are Te3-Shdw and Te4-Arch suggest-
ing that ModExt increases the knowledge about M for better shadow models for DistInf. |
validate by comparing DistInf attack accuracy when its shadow models are trained indepen-
dently on D%“* versus extracted from M using ModExt.

Experimental Setup: | assume both Adv1 and Adv2 have blackbox access to M. Adv1
performs ModExt where they steal the functionality of M by sending queries to M and using
the corresponding outputs to train the surrogate models.

For ModExt, | use KnockoffNets [106]. For DistInf, | use the blackbox attack from Suri et
al. [121] where | train an attack classifier to distinguish models trained on datasets with ratios
a; and a,. For example, the classifier predicts if the proportion of males in the training data

is a; = 0.1 or ay = 0.9. Following Suri et al. [121], | consider two examples ratios where a; is
close to ay (a; = 0.45 vs. ay = 0.55; and a;; = 0.475 vs. ay = 0.525).

| use two image datasets with sensitive attributes as required for DistInf. CELEBA con-
tains 202,599 celebrity face images with 40 binary attributes, and UTKFACE contains 23,705
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in-the-wild face images with age, sex, and race attributes. | split each dataset 50/50 into a
train and a test partition, then split each partition 50/50 (stratified jointly on the label and the
sensitive attribute: sex for CELEBA, race for UTKFACE) into target and Adv share. | report
the attack accuracy of DistInf as the mean and standard deviation across five runs. | confirm
that fidelity and accuracy of the stolen shadow models are high and omit them for brevity.

Table 5.7: ModExt — DistInf: Baseline — shadow models trained independently without
querying M (target); Cross-Arch — VGG11 shadow model extracted from M; Same-Arch —
ResNet34 shadow model extracted from M. Green — higher than baseline, orange — similar
to baseline (within std. dev.), red — lower than baseline.

CELEBA UTKFACE
Setting o =045 a; =0475|a; =045 o =0475
oy =055 ay=0.525] 0y =055 ay, =0.525

Baseline. |70.00 455 55.00 ;517 |95.00, 30 45.50_ 1981
Cross-Arch | 98.00_ 395 96.50,4 15 |91.50,4 54 88.00 7 79
Same-Arch | 99.00_; 37 98.50_ 335 |93.00 737, 92.50_4 g5

Results: | report three settings in Table 5.7: baseline where the shadow models for DistInf
are trained independently without querying M; Cross-Arch where the shadow models have a
different architecture than M (i.e., VGG11) and obtained using ModExt; and Same-Arch where
the shadow model has the same architecture as M, obtained using ModExt.

As expected, the attack accuracy of DistInf is significantly higher for cross-arch and same-
arch settings (where shadow models are obtained using ModExt) compared to the case where
the shadow models are trained independently on D" (in green). This confirms the conjec-
ture that ModExt improves DistInf.

Inference-time Collusion: DtRecon — {MemInf, AttInf, DistInf}

| validate the conjecture on collusion between DtRecon and three privacy attacks: MemInf,
AttInf, and DistInf, marked as (1, 1) in Table 5.5. The common factor is Tel-Aux suggest-
ing that DtRecon improves the quality of D“* to be similar to 2D,,. This helps train better
shadow models for MemInf, AttInf, and DistInf. | validate the conjecture by comparing the
attack accuracy of MemInf, AttInf, and DistInf in two settings: (i) when 2D%“* has no over-
lap with D, , and (ii) when D" includes records extracted using DtRecon, and used to train
the shadow models. | evaluate using the mean and standard deviation over five runs unless
stated otherwise.
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Experimental Setup: To validate the conjecture, | generate reconstructed data by executing
DtRecon on a fraction of D,,. | then replace the fraction of D*“* with these reconstructed
D,, records (aka replacement ratio, | use {25%, 50%, 75%}). For DtRecon, | use generative
gradient inversion [450]. | assume Adv1 has whitebox access to M (e.g., in a federated learning
setting where Adv can access the model gradients), and uses this to reconstruct data records
in D,,.. These reconstructed data records are then shared with .4dv2 to train shadow models
for MemInf, AttInf, and DistInf.

For MemInf, | use the likelihood ratio attack [267] on CIFAR 10/100 (§5.3.1). Each dataset’s
50k training images are split equally into a target pool (members) and .Adv’s non-member
pool (D). M is trained on a random 12.5k subset of the target pool, while Adv trains 64
shadow models (50 epochs each) on random halves of a 15k-record D***. D, _ is the standard
10k records from the datasets. | evaluate on a fixed disjoint set of 2k records (1k members,
1k non-members). Overall, we have |D,,.| = 12500, |D, .| = 10000, |D***| = 25000, and a
membership evaluation set of size 2000. All models are ResNet34.

For AttInf, | use the attack from Aalmoes et al. [256] on CELEBA and UTKFACE (§5.3.2).
For CELEBA, the target task is smile prediction and the sensitive attribute is sex; for UTKFACE,
the target task is predicting sex and the sensitive attribute is race. Stratified on the label and the
sensitive attribute, the target trains on 2, (1000 members, of which Adv reconstructs 500 and
500 are held-out), Adv holds D*** (1500 non-members), and evaluation queries the 500 held-
out members and 500 held-out non-members. Overall, we have |D,,.| = 1000, | D*"*| = 1500,
and an evaluation set of size 1000. Both M and attack model use ResNet18.

Finally, for DistInf, | use the blackbox attack of Suriet al. [121] on CELEBA and UTKFACE
(§5.3.2), with sex as the sensitive attribute. M is trained at ratio oy, and the attack asks whether
M’s ratio is oy or an alternative ratio a,. | train 128 shadow models (64 with subgroup ratio
o, 64 with ay), each on 200 records for 12 epochs. Through each shadow model, | pass a fixed
set of 500 query images (half male, half female), and record its loss on each which are used by
a logistic-regression attack classifier to predict whether M was trained with o or a,. | report
average accuracy over three runs. M and shadow models are ResNet18.

Results (DtRecon — MemInf): | report the TPR@0.01 FPR for different percentages of re-
placed records. For the first dataset, the baseline TPR of 1.50 increases to 2.50 at 25% re-
placement and further to 3.50 at 50%, before dropping to 2.10 at 75% replacement. Similarly,
for the second dataset, the baseline TPR of 2.50 improves to 2.70 at 25% replacement and 2.80
at 50%, but decreases to 2.60 at 75% replacement. Overall, the TPR@0.01 FPR improves with
moderate levels of replacement, while a higher replacement ratio of 75% leads to a decline
in TPR for both datasets. | conjecture that the benefit of adding member-like records to the
shadow training set saturates after a few hundred records, while each inexact reconstruction
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acts as a slightly mislabeled member whose error accumulates as more are replaced. Thus, for
moderate ratios, DtRecon can improve MemInf, confirming the conjecture.

Results (DtRecon — AttInf): | report the AUC score under ROC curve. For CELEBA, the
baseline AUC at 0% replacement is 69.25% (average value), which increases to 71.45% at
25% replacement, 73.07% at 50%, and reaches 73.95% at 75% replacement. Similarly, for
UTKFACE, the baseline AUC of 62.94% improves consistently with higher replacement ratios,
increasing to 64.85% at 25%, 66.03% at 50%, and 67.42% at 75% replacement. | find that the
improvement for 50% and 75% replacement gives significant performance improvement when
compared to the baseline. Overall, for both datasets, increasing the percentage of replaced
records leads to an improvement in AUC score. This confirms the conjecture that there is
potential for collusion where DtRecon can help improve AttInf.

Results (DtRecon — DistInf): | report the attack accuracy results for DistInf under two
ratio configurations: a;; =0.5 vs. a,=0.1, and a;; =0.5 vs. a5, =0.9 (following results in Suri and
Evans [12]). For UTKFACE with a,=0.1, the baseline attack accuracy at 0% replacement is
62.66%, which increases to 74.06% at 25%, ~ 76% at 50% and 75% replacement. For a,,=0.9,
the attack accuracy improves from a baseline of 60.31% to 72.50% at 25%, 72.81% at 50%,
and further to 75.31% at 75% replacement.

For CELEBA with a,=0.1, the baseline attack accuracy of 60.47% increases consistently to
64.53% at 25% replacement, 68.91 at 50%, and 71.09% at 75%. The strongest trend is observed
for CELEBA with a,=0.9, where the baseline accuracy of 63.44% increases substantially to
80.78% at 25% replacement, 82.81% at 50%, and reaches 87.66% at 75% replacement. Over-
all, across both datasets and ratio configurations, increasing the percentage of reconstructed
records in D*“* consistently improves DistInf, supporting the conjecture that DtRecon can
increase collusion potential.

Guideline Effectiveness: | evaluated the proposed guideline in two ways: (a) whether it
explains prior work and predicts unexplored cases (Sections 5.2 and 5.3), and (b) whether its
predictions can be empirically validated for unexplored cases of collusion (Section 5.3.1). For (a),
| show that the guideline correctly explains all previously reported cases of potential collusion
(Tables 5.4 and 5.5) and generates plausible conjectures for unexplored cases (Section 5.3). For
(b), I validate the guideline’s prediction in five unexplored cases of collusion. Together, they
demonstrate that the guideline is effective in explaining and predicting collusion potential.
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5.4 Accounting for Adversary’s Characteristics

So far, | did not explicitly take .Adv’s characteristics into account but implicitly assumed that
each Adv possesses the minimal set of characteristics needed to execute the attack. | now
extend the framework to consider Adv’s characteristics by discussing the impact of changing
them on the collusion potential. | present Tables 5.8 and 5.9 showing the impact of collusion
potential on varying Adv’s characteristics. The notations for Adv’s characteristics are based
on the proposed streamlined threat model in Chapter 2, and summarized in Table 2.1. | consider
the following two cases depending on which Adv’s characteristics are changed:

Table 5.8: Impact of Adv’s characteristics on collusion potential (Adv1 — Change; Adv2
— Same): Rows correspond to Att;; we vary Adv1’s characteristics while Adv2 is fixed;
values range from weak (left) to strong (right). % — minimum requirement for Adv1 to execute
Att; » — collusion potential with Att, increases by strengthening the characteristic from
%; empty cell — insufficient, unrealistic, or unnecessary. Refer to Chapter 2 for description of
notations. Markings are based on prior work covering each of the attacks [6, 7, 8, 9, 10, 11].
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« Advl — Change; Adv2 — Same: Table 5.8 shows the minimum characteristics for each
risk that I implicitly assumed so far (indicated as %). Increasing Adwv1’s characteristics will
increase the effectiveness of Att,; and the correlations with underlying factors (Tables 5.2
and 5.3). This, in turn, increases the potential for collusion and facilitates Att,. From Ta-
ble 5.8, I can determine whether the potential for collusion increases based on increasing
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Adv71’s characteristics beyond the minimum requirements (indicated as ») when going from
left (weak) to right (strong).

« Advl — Same; Adv2 — Change: Recall that the guideline identifies a potential for collu-
sion when the factors required for Att, are satisfied by the outcomes of Att,. Strengthen-
ing Adv2’s characteristics can increase the effectiveness of Att,, though not necessarily by
increasing collusion potential. In some cases, stronger characteristics may directly satisfy
prerequisites required for Att,, independent of Att,’s outcomes, thereby reducing or elimi-
nating the need for collusion. Therefore, collusion should be evaluated only over the factors
for Att, that remain unmet after accounting for Adv2’s characteristics. Table 5.9 summa-
rizes such cases, where | indicates reduced collusion potential under a specific characteristic,
and X indicates that collusion with Att; becomes unnecessary. | illustrate how strengthen-
ing Adv2’s characteristics removes or reduces the need for collusion, using Table 5.9.

Table 5.9: Impact of Adv’s characteristics on collusion potential (Att,): Rows correspond
to Atty; | vary Adv2’s characteristics while Adv1is fixed. Strengthening Adv2 raises effective-
ness directly (not via collusion, hence omitted); | instead mark its effect on collusion potential
with the listed Att; (s): | — collusion potential decreases with characteristic; X — collusion
not required as characteristic meets the prerequisite factor. Columns under k, are left empty
for ModExt, as they are the outcomes of ModExt.
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DistInf H MemInf, Evsn, DtRecon, AttInf ‘ I X ‘ModExt 1 ‘ X
DtRecon | MemInf, Evsn, AttInf, DistInf | | X |ModExt | |X

- Model Knowledge: Granting Adv2 whitebox access to M (WBox) satisfies both Te3-Shdw,
Te4-Arch, which ModExt would otherwise provide. As a result, attacks such as MemInf,
AttInf,DistInf, and DtRecon can be carried out effectively without colluding with Adv1
for ModExt (X in Table 5.9). Granting only graybox access (GBox) satisfies Te4-Arch but
not Te3-Shdw; this reduces the need for collusion with Adv1 for ModExt ({).
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- Data Knowledge (D?“"): MemInf, Evsn, and DtRecon produce D" as an outcome
(Tel-Aux), which can strengthen other attacks. However, Tel-Aux may be satisfied
directly by increasing Adv2’s knowledge about D, : full overlap (FullOvlap) removes
the need to collude with Adv1 for MemInf, Evsn, and DtRecon (X), while partial overlap
(PartOvlap) reduces it ({).

- Data Knowledge (distribution): AttInf and DistInf provide Te2-Dist as an out-
come, which strengthens attacks that require Te2-Dist, such as AttInf, Evsn, MemInf,
DtRecon, and ModExt. Te2-Dist can instead be satisfied by increasing Adv2’s knowledge
about 2, : Full0Ovlap removes the need for collusion while PartOvlap reduces it.

Based on the above discussion, the guideline should be refined to account for the cases where
strengthening Adv2’s characteristics satisfies Att, ’s prerequisites without requiring collusion.
Specifically, after identifying common factors between Att; and Att, from Tables 5.2 and 5.3,
| use Tables 5.8 and 5.9 to determine whether Adv2’s characteristics already meet the prerequi-
sites for Att,. Hence, when assessing collusion potential, | refine the guideline (G1) to consider
only the common unmet factors between risks after accounting for Adv’s characteristics.

Takeaway: | revise the guideline to account for the setting where Adv2 has characteristics
which meet the pre-requisite, removing the need for collusion.

5.5 Discussions

| discuss how the framework is comprehensive and extensible to new factors and attacks, how to
extend the guideline beyond two colluding adversaries, and how to represent multiple colluding
adversaries as a single entity.

Requirements Satisfied by Framework: | evaluate the framework against comprehensive-
ness (R1) and extensibility (R2).

RT Comprehensive: The framework is comprehensive with respect to both the attacks consid-
ered for collusion and the factors used to relate them.

« Comprehensiveness of Attacks: The framework covers attacks corresponding to security, pri-
vacy, and fairness that are sufficiently studied in prior work to support systematic reasoning
about collusion across the ML pipeline. These include both train-time and inference-time
attacks for which the interactions can be characterized through common underlying factors.
Attacks that lack sufficient prior work to enable such characterization were omitted:

- Side-channel attacks assume BBox access, where C1nt or SrvProv exploits additional meta-
data (e.g., power consumption or timing differences) to extract M ,,. and partially recover

110



0 [451, 452, 453].

— Fault injection occurs when Clnt or SrvProv exploits hardware-level vulnerabilities to
induce targeted faults in M execution or weight storage, enabling accuracy degradation
or targeted misclassification without modifying the training data, model architecture, or
inference logic [454, 455, 456].

- Adversarial initialization is a train-time attack where ModProv or ModTrnr can initialize
M such that standard training on benign data converges to Adv-chosen behavior (e.g.,
backdoors, increased training time, or biased outputs) [457, 458].

— Data ordering attacks are where DtOwnr or DtProv can reordering 2, during training to
introduce to Adv-chosen behavior [459, 460].

- Sponge examples violates availability of M where C1nt with BBox access can send carefully
crafted queries to induce excessive energy consumption and latency [461, 462, 463].

As research on these attacks matures, they can be incorporated into the framework by reason-

ing about Adv’s characteristics and any additional factors required for the specific attacks.

Comprehensiveness of Factors: The framework identifies a set of factors underlying both types

of collusion, drawn from prior work and Chapter 2, Section 2.3. | show how each attack

relates to all the identified factors, enabling systematic reasoning about collusion (Tables 5.2

and 5.3). While the factors may not be exhaustive, the framework is extensible and supports

incorporating new ones (see discussion on extensibility in R2).

Comprehensiveness across Model Types/Dataset Modalities: The proposed approach and iden-

tified factors are not limited to a specific model type; they also apply to generative models

(e.g., language models). When explaining collusion in prior work, | successfully used the

same factors to analyze generative models, suggesting their broader applicability. While ad-

ditional generative-specific factors may exist, they were not included due to limited evidence
of their correlation with attack success; however, such factors can be readily incorporated
into the framework (see discussed on R2 below).

Overall, the framework is comprehensive within the scope of attacks (meets R1).

R2 Extensible: The framework supports additional factors, attacks, and .Adv’s characteristics.
To add new factors, one can specify how each factor relates to existing attacks, as illustrated in
Tables 5.2 and 5.3. For new attacks, one can characterize how the attack relates to the existing
factors (e.g., Tables 5.2 and 5.3 and Section 5.1.2). Once these are defined, the guideline can be
used to study the potential collusion. Overall, the framework is extensible (meets R2).

Extending Beyond Two Adversaries: The framework extends to collusion with more than
two adversaries. | first discuss two cases where Adv1 colludes with multiple adversaries in
parallel (“=" means “colludes with”):

o Train-time Adv1 = Multiple inference-time adversaries
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Adv1 can optimize train-time attacks to increase the effectiveness of multiple inference-time
attacks, enabling collusion with several inference-time adversaries in parallel.

« Inference-time Adv1=> Multiple inference-time adversaries
Aduv1 uses an inference-time attack and uses the knowledge learned as prerequisite to am-
plify the effectiveness of other inference-time attacks. This will allow Adv1 to collude with
multiple inference-time adversaries.

For the above two cases, the guideline can be applied for Adv1 and each of the other inference-
time adversaries in parallel. The potential for overall collusion will be determined indepen-
dently by the potential for each pair of adversaries. | present a case for sequential collusion:

« Inference-/Train-time Adv1=> Inference-time Adv2 = Inference-time Adv3 = ---
Adv1 colludes with Adv2 to increase the effectiveness of an inference-time attack by Adv2,
whose success provides knowledge increasing the effectiveness of downstream inference-
time attacks.

Here, | apply the guideline sequentially to each pair of adversaries. The potential for overall
collusion will be determined by whether there is potential for collusion across all pairs of ad-
versaries in sequence. More complex combinations of the parallel and sequential cases may
exist, but the guideline can be readily extended to predict the potential for collusion.

Representing as Single Adv: The two adversaries, Adv1 and Adv2, can be modeled as a
single Adv when they share the same objective. For example, if Adv1 performs poisoning
specifically to increase the effectiveness of an inference-time attack executed by .Adv2, they
can be represented jointly as a single Adv. However, this abstraction overlooks scenarios in
which Adv1 and Adv2 have different motivations and objectives. In such cases, Adv1 may
transfer attack outcomes or side information to .Adv2 (e.g., through a marketplace), enabling a
more effective attack. Importantly, Adv2 may only require a subset of the information obtained
through Att,, rather than the complete attack output.

Exceptions to Guideline: | do not claim the framework is perfect; rather, it is a first step
toward systematically understanding and predicting the potential for collusion among adver-
saries. The guideline cannot assess collusion when no common factors exist. Further work
is needed to either uncover additional relationships between attacks and factors or identify
missing factors that may enable collusion. This would then allow the guideline to be applied
to evaluate collusion among adversaries.

Adaptive Strategies: One possible setting involves multi-round collusion, where Adv1 it-
eratively adapts their attack strategy based on the success of Adv2’s attack in the previous
round. In this scenario, the effectiveness and collusion potential are expected to increase across
rounds. Specifically, improvements in Att; by Adv1 based on feedback from previous round,
will further improve the effectiveness of Att, executed by Adv2. This iterative amplification

112



is captured by the guideline through an increase in correlation between Att; and the factors
across successive rounds, consequently explaining the increase in effectiveness of Att,.

Scope of Attacks: The scope of attacks explored in this work is limited to well-studied se-
curity, privacy, and fairness risks with sufficient prior literature to establish correlations and
validate the guideline. Additional attacks are possible, as discussed under “Framework and Re-
quirements: R1 (Comprehensive)”. However, further empirical analysis is required to establish
the corresponding correlations and apply the guideline.

Application of Framework and Mitigations: Various stakeholders in the ML pipeline can
be impacted by the increased effectiveness of colluding adversaries. For instance, data owners,
model owners, and service providers become more susceptible to security, privacy, and fairness
risks under collusion. The framework helps identify possible sources of collusion, the enabling
factors, and the potential impact of such collusion. ML security researchers and practitioners can
use the framework to study previously unexplored collusion settings, develop stronger attacks
for auditing, design defenses, and analyze enabling factors. Practitioners can further account
for these factors to reduce collusion potential (see below), and use the guideline to efficiently
assess collusion risks.

By explicitly identifying the enabling factors through the framework and guideline, the
work can help researchers and practitioners design defenses that disrupt collusion. For train-
inference collusion, defenses such as detecting and filtering poisoned samples in 2, [464],
modifying training objectives to reduce the influence of poisons [465], can reduce the impact of
Poisn that enable subsequent attacks. Additionally, specific factors can be explicitly targeted
to reduce correlations (e.g., reduce subgroup distinguishability using fairness constraints [256]).
For inference-time collusion, defenders can apply various transformations or filters on inputs
and outputs to restrict the information that Adv can infer through interactions with M. More
broadly, combining complementary defenses that mitigate different risks can further reduce
collusion potential (Chapter 4).

r 3

Contribution in Support of the Thesis Statement

Existing work lacks a framework to study the potential for collusion among adversaries where

executing an attack can amplify the effectiveness of others. | present the first framework by
identifying factors enabling train-inference collusion and inference-time collusion. For both

collusion types, | observe that a successful attack results in changing some factors as an

outcome, which can influence the effectiveness of other attacks relying on those factors. The
proposed framework identifies such enabling factors to explain prior work and conjecture
about unexplored collusion, thus, answering RQ1.3 to support the thesis statement.
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Part 2
Accountability in Machine Learning Pipelines

We need technical mechanisms to validate practitioners’ claims that they have deployed spe-
cific defenses against risks and that they have evaluated and addressed the unintended in-
teractions identified in Part-1, before deployment. Currently, practitioners can make claims
about various ML properties using ML property cards (e.g., datasheets, model cards, and infer-
ence cards). However, these property cards are not verifiable, and a malicious practitioner may
include false or misleading information. To address this limitation and enable verifiable ML
property cards, | explore technical mechanisms that allow practitioners to demonstrate prop-
erties of an ML model, its training process, and its training data to a verifier (e.g., a regulator or
customer). Such mechanisms can strengthen accountability in the ML pipeline and support
regulatory compliance. In Part-2, | defend the following:

Thesis Statement
Ensuring accountability of ML operations by designing technical mechanisms that are effective,
efficient, versatile, scalable, and robust, is feasible.

| first present background on the relevant concepts (Chapter 6), and then explore the design
of technical mechanisms using both software-based and hardware-based approaches in sepa-
rate chapters, each addressing the corresponding research questions to help support the thesis
statement: (RQ2.1) Can software-based ML property attestation mechanisms meet all require-
ments? (Chapter 7); and (RQ2.2) Can hardware-based ML property attestation mechanisms meet
all requirements? (Chapter 8).
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Chapter 6

Background

| present an overview of datasheets and model cards (Section 6.1), cryptographic primitives
including secure multi-party computation and zero-knowledge proofs (Section 6.2), and trusted
execution environments (Section 6.3).

6.1 Datasheets and Model Cards

To improve transparency into ML training and inference, industry (e.g., Hugging Face and
Google) has adopted datasheets and model cards to describe various properties about training
datasets and models (i.e., training process and evaluation).

Datasheets (or dataset cards) [64, 466] describe properties of the training dataset (2,,.) such as
the collection process and data sources, pre-processing techniques used on the raw data (e.g.,
cleaning and labeling), intended use, composition of the dataset, and its distribution. They
have been used extensively by companies such as Hugging Face [467].

Model cards describe various model properties [65], to provide better transparency into ML
model design (including training and evaluation), prior to deployment for inference. They
contain a variety of information including: (i) general properties (e.g., the model’s intended
use, risks, and other limitations); (ii) training properties (e.g., 2,,. used, training configuraation
T and model architecture M ,,); and (iii) evaluation properties (e.g., various metrics such as
accuracy, robustness, privacy, and fairness; and 2, used). They have been adopted by various
companies such as Google [468] and Hugging Face [469].

In the same vein as model cards and datasheets, | introduce inference cards to describe the
properties of each inference. For instance, a service provider may wish to demonstrate that
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Figure 6.1: Overview of ML property cards: Datasheets describe properties of D,,. (e.g.,
bias and attribute distribution), model cards document training and evaluation details (e.g.,
how and on what the model was trained), and inference cards capture inference-time behavior
(e.g., input-model-output relationships and applied filters).

a given output was produced by a specific model for a particular input, or that a correspond-
ing model explanation is derived from the same inference [57]. Prior work have used non-
interactive ZKPs for verifiable inference in ML classifiers [470, 471, 472] and LLMs [473], to
provide functionality similar to inference cards, but with verifiability.

Collectively, I refer to them as ML property cards, which contain information about ML
properties such as intended use, risks and limitations, training process, datasets, and metrics
for evaluation (e.g., accuracy, fairness, robustness) [65]. Figure 6.1 summarizes ML property
cards across the ML pipeline: pre-training (datasheets for 2,,’s properties), in-training (model
cards for training process), and post-training (model cards for evaluation and inference cards).

6.2 Cryptographic Primitives

| describe zero-knowledge proofs (ZKPs), and multi-party computation (MPC).

Zero-Knowledge Proofs

A zero-knowledge proof (ZKP) is a way for the prover (Prv) to convince a verifier (Ver) that a
statement is true without revealing anything beyond the truth of the statement. Prv has some
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secret evidence (called a witness) that proves the statement. The goal is to convince Ver that
Prv genuinely possesses this evidence without actually showing it. A valid zero-knowledge
proof must satisfy three key properties:

« Completeness: If the statement is true and Pruv is honest, Ver is convinced.

« Soundness: If the statement is false, no cheating Prv can trick Ver into believing it (except
with extremely small probability).

« Zero-knowledge: Ver learns only that the statement is true; anything it sees could be
simulated without access to Prv’s secret.

Multi-party Computation

Secure multi-party computation (MPC) enables a set of parties to jointly compute a func-
tion over their private inputs while revealing nothing beyond the outputs [474]. MPC has
been adopted for a wide range of applications, including financial services [475] and privacy-
preserving ML [476]. Let n parties Prt,..., Prt, hold private inputs z,,...,z, to jointly
compute a function f(xy,...,x,,) — (yy,...,Y,,) Where y, is the output delivered to party
Prt,. An MPC protocol II specifies the interaction among the parties to compute f.

« Correctness: Protocol I1 is correct if, for all inputs (x4, ..., x,,),

PII(zy,...,z,) = f(zq,...,2,)] =1,

up to negligible error for probabilistic protocols.

« Security (simulation-based): Let .Adv corrupt some of the parties. A protocol is consid-
ered secure if, for every real-world .Adv, there exists a simulator such that Adv’s view during
the real execution is computationally indistinguishable from what the simulator can generate
using only the inputs of the corrupted parties and the final output of the function. Computa-
tionally indistinguishable means Adv cannot tell apart the real execution from the simulated
one, and learns nothing more than their inputs and the output.

There are two threat models commonly considered in MPC protocols:

« In the semi-honest or honest-but-curious threat model, parties follow the protocol correctly
but may try to learn additional information from the messages they receive [477, 478].

« In the malicious threat model, parties can deviate arbitrarily from the protocol, requiring
stronger security guarantees such as verifiability and consistency checks [479].

While maliciously secure MPC protocols provide stronger security in malicious threat model,
they come with higher computation and communication costs [479]. For real-world applica-
tions, semi-honest security guarantees are often sufficient and provide baseline performance
benchmarks [477, 478].

117



Common techniques for building MPC protocols include (i) secret sharing, where each input
is split into multiple shares so that no small subset of shares reveals the original input, and (ii)
garbled circuits, where the function to be computed is encoded as an encrypted Boolean circuit
that can be evaluated without exposing the underlying inputs.

In this thesis, | will focus on secure two-party computation (2PC) using secret sharing
with one dishonest party (can be either semi-honest or malicious). Unlike garbled circuits,
secret sharing-based protocols are especially efficient for arithmetic-heavy computations (e.g.,
additions and multiplications over fields), and many operations (like addition) are essentially
“free” (i.e., no communication cost). This is specially useful for ML-based workloads.

6.3 Trusted Execution Environments

Trusted execution environments (TEE) [480] provide an environment in which security-critical
code (trusted applications or TAs) can run without outside interference from other TAs, or the
rest of the system (Rich Execution Environment or REE, which contains the operating system
and normal software). TEEs can be described in terms of three main properties: isolation,
protected memory, and remote attestation [480].

« Isolation refers to the inability of outside software to interfere with the operation of a TA, or
to read its confidential state. TEEs provide strong isolation between trusted and untrusted
components. Code and data inside a TEE are protected from external software, including
the operating system and hypervisor. Access is limited to well-defined interfaces, keeping
execution confidential and resistant to tampering.

+ Protected memory refers to persistent memory made available to TAs that resists interfer-
ence by other software. This memory is encrypted and integrity-protected, which ensures
that sensitive data cannot be read or modified by untrusted components. Any attempt to
tamper with memory contents is detected, preserving both data confidentiality and integrity.

« Remote attestation allows Prv to convince Ver that a specific program is running inside
a genuine TEE. The TEE computes a measurement and produces an attestation quote o =
SignSkTEE(HaSh(COde), nonce), where skqgg is a hardware-protected secret attestation key

for signing. Ver checks if Verify , (o, Hash(Code), nonce) = 1, where pkyg is the public
DRree
key. This ensures authenticity (genuine TEE) and integrity (correct code is running).
Property Attestation: Remote attestation can be extended to prove high-level properties of
the executed code or system state (aka property attestations) [481, 482]. This includes attest-

ing whether Prv’s system satisfies the desired (security) requirements without revealing its
specific software or hardware configuration. For a property of interest p that can be extracted
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from the code (e.g., software or hardware configuration), Prv generates an attestation over p
given by o = Sign_,  (p,nonce). Ver checks if Verify (o,P,nonce) = 1. This allows Ver
TEE TEE

to only learn that the system satisfies p, without requiring full disclosure of the code, enabling
confidentiality and verifiability.

Intel’s Software Guard Extensions (SGX): | focus on Intel’s SGX [483], though any TEE
technology that offers isolation and remote attestation is applicable. SGX provides TEEs that
allow applications to create an enclave in their own memory space and run a TA of their choice.
SGX ensures that neither the host application, the operating system, nor external code can
access the enclave’s memory, with communication occurring through defined entry/exit points
and via memory read/write operations between the enclave and the host application.

SGX enclaves can remotely attest themselves by obtaining a quote, which serves as a signa-
ture over TA-provided data and certifies the enclave’s identity. This identity includes MRENCLAVE
(a hash of the TA’s initial memory), MRSIGNER (a hash of the public key that signed the TA),
user data (a chunk of data provided by the TA), versioning, and other data [483, EREPORT].

Ver can assess the validity of a quote, then use the hash stored in its MRENCLAVE field and
knowledge of the corresponding code’s behavior to determine the TA’s state when the quote
was generated. If a TA produces quotes only for specific computations, Ver can confirm that
the computation was performed, and the quoted result was produced. This enables proving
properties of data and computations within the TA.

Gramine Library OS: Gramine' can run unmodified applications inside an SGX enclave us-
ing a library OS, enabling the use of off-the-shelf software such as Python. This requires a
manifest specifying the application’s security configuration, including which files are accessi-
ble and whether integrity checks apply. By default, only explicitly listed trusted files (hashed
at build time and integrity-checked) and allowed files (accessible without integrity checks) can
be accessed within the enclave. Gramine automatically hashes trusted files and adds them
into the enclave’s MRENCLAVE. As a result, trusted files cannot be replaced by a malicious host
without detection, allowing security-critical files to be stored outside the enclave.

Thttps://gramineproject.io/
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Chapter 7

Software-based ML Property Attestation
Mechanisms

Overview

To prevent practitioners from making false claims in ML property cards, these cards must
be verifiable. To this end, | introduce ML property attestation mechanisms that enable a
prover (e.g., a model trainer) to demonstrate ML properties to Ver (e.g., a regulator)
without revealing the model or training data. An ideal mechanism should be effective,
efficient, versatile, scalable, and robust. Using distributional equity as a case study, | ex-
plore two software-based mechanisms: ML-based and cryptographic (via multi-party
computation). | also propose a hybrid mechanism that improves efficiency over crypto-
graphic mechanism, and effectiveness over ML-based one. However, it does not scale to
multiple verifiers (negatively answering RQ2.1), suggesting the need for other mecha-
nisms to support the thesis statement.

Regulations strive to ensure that ML properties, including the training process and model
behavior during evaluation and inference, are as expected [484, 485, 486, 487, 488, 489, 490, 491].
For instance, a model provider may need to convince a verifier Ver (e.g., a regulator or poten-
tial customer purchasing a model M) that M meets required standards for accuracy, fairness,
privacy, or robustness [484, 491, 490, 489, 488]. They may also need to demonstrate that the
distributional properties of the training data comply with relevant regulations [486, 487]. Pri-
vacy or confidentiality considerations may imply that practitioners need to demonstrate reg-
ulatory compliance without disclosing the model or the training data to Ver. Thus, for better
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transparency, practitioners' need mechanisms to demonstrate ML properties.

To this end, ML property cards can be used which include (i) datasheets to show training
data properties (e.g., bias and distribution) [64, 466], (ii) model cards to show how M was
trained and evaluated (e.g., accuracy, fairness, privacy, and robustness) [65], and (iii) inference
cards to capture properties during inference (e.g., binding an output to M and an input). Since
these are provided by practitioners, verifiers must trust their claims without independent ver-
ification. However, malicious practitioners may falsify information in ML property cards (e.g.,
model and dataset descriptions on Hugging Face can be inaccurate [66]).

To ensure that the information in ML property cards is neither false nor tampered with, we
need technical mechanisms to provide verifiable claims about ML properties. | introduce ML
property attestation mechanisms that allow a prover Prv (e.g., a model trainer) to demonstrate
relevant ML properties to Ver. The attestations from these mechanisms can be combined with
ML property cards to make them verifiable, thus enabling accountability of the practitioners’
claims and the ML operations. Such mechanisms can also help with regulatory compliance by
comparing the attested information against expected behavior.

Ideally, an ML property attestation mechanism should be effective (accurately measure
properties), efficient (incur minimal overhead), versatile (cover diverse properties), scalable (val-
idated by multiple verifiers), and robust (resistant to evasion by a malicious Prv). A natural
research questions is: (RQ2.1) can software-based ML property attestation mechanisms meet all
requirements? Software-based mechanisms include re-purposing (privacy) inference attacks
to attest ML properties (e.g., using distribution inference to infer the characteristics of the
training dataset), or using cryptographic primitives (e.g., 2PC and ZKPs). Here, Ver runs such
protocols on Prv’s M.

| answer RQ2.1 using the case study of distributional equity which uses proof of attribute
distribution, to check whether the training dataset’s distributional properties with respect to
specific attributes (e.g., sex or race), are consistent with the proportion in the population at
large (i.e., meets some required property). This ensures that there are no errors from population
misalignment, i.e., M does not accurately represent the target population due to distribution
shifts between the training dataset and inference-time data [492]. Additionally, regulations
require model providers to demonstrate such distributional equity in their training dataset,
showing that the distributional properties of certain attributes fall within the ranges specified
by regulatory requirements:

« Algorithmic Accountability Act bill [487] requires the operators of automated decision sys-

"Terminology: | use practitioners broadly to describe model designers, trainers, and service provers who design,
train, and deploy ML models for various applications.

121



tems to keep track of “the representativeness of the dataset and how this factor was mea-
sured including ...the distribution of the population” (cf. [487, §7.C.(i)]).

EU’s Al act [488] stipulates that “datasets ...shall have the appropriate statistical properties,
including, where applicable, as regards the persons or groups of persons on which the high-
risk Al system is intended to be used” (cf. [488, Art. 10.3]).

| claim the following contributions:

1.

the novel notion of ML property attestation, and a desiderata for an ideal ML property attes-
tation mechanism; (Section 7.1)

using proofs of attribute distribution, | evaluate two software-based ML property attestation
methods (ML-based and cryptographic) and propose a hybrid that is more effective than
ML-based mechanism, and more efficient than cryptographic mechanism?; (Section 7.2)

a comprehensive empirical evaluation of different mechanisms against the ideal require-
ments to identify their benefits and limitations. (Sections 7.3 and 7.4)

7.1 ML Property Attestation

The goal is to identify the requirements for an ideal ML property attestation mechanism, and
explore the design space of software-based mechanisms to see if they meet all the requirements.
| assume Pruv trains, evaluates, or deploys M. The various ML property attestations across the
ML pipeline include the following:

Proof® of Attribute Distribution: Prv can attest to the proportion of training records
with a given attribute value (e.g., the fraction where sex is male). Formally, this shows that
its training dataset 2%'" satisfies the property p.

Proof of Training: Prv can attest that M was trained using a specific training configura-
tion 7, model architecture M ,,., and training dataset D}"".

Proof of Evaluation: Prv evaluates M to show that it satisfies some accuracy, fairness and
robustness requirements prior to deployment.

Proof of Inference: Once Prv deploys M as a service, clients can query M by sending an
input J via an APl interface and obtain the corresponding output O. Here, Prv attests that

O was obtained from M for a specific J.

Ver does not trust Prv who can subvert the attestation mechanism to fool Ver into believing
that some property holds when it does not. For instance, Prv can make false claims despite

2Code: https://github.com/ssg-research/distribution-attestation.
3Terminology: | use “proofs” to indicate specific examples of attestations for ML properties.
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not using the expected 7 or M ., using a different dataset than D%, which does not satisfy
the property p, incorrect values for various metrics (e.g., accuracy, fairness, and robustness),
or using a different O for inference. To prevent a malicious prover (Prv,,,;) from making
false claims, ML property attestations can be combined with ML property cards to make them
verifiable. Then, Ver can check for the integrity of the content in the property cards with the

help of the attestations.

Requirements for ML Property Attestation Mechanisms: An ideal ML property attesta-
tion mechanism must be:

R1 Effective (correctly estimates ML properties of interest);

R2 Efficient (incurs an acceptable overhead);

R3 Scalable (can be efficiently checked by multiple verifiers);

R4 Versatile (supports a wide variety of ML properties and new properties); and

R5 Robust (resists evasion by a malicious prover Pruv,, ;).

Software-based ML Property Attestation Mechanisms: | discuss two software-based at-
testation mechanisms: ML-based and cryptographic (includes ZKPs and MPC).

« ML-based mechanisms include statistical techniques or re-purposing various privacy in-
ference attacks for attesting M. For instance, membership inference attacks can be used to
check for compliance with “Right to Erasure” [493, 494, 495, 496]. Similarly, distribution infer-
ence attacks can be used to check for distributional properties of 2D,,. (see Section 7.2). “Proof
of Learning” (or proof of training) proves that M was trained on a specific dataset [497].

« Cryptographic mechanisms include two primitives for attesting ML properties:

- ZKPs have been widely used for verifiable inference to ensure model outputs are untam-
pered [470, 472, 498, 471, 499, 500]. ZKPs for training, though in early stages, have been
used for proof of training [501, 502, 503, 504, 505]. ZKPs can also verify metrics during
evaluation such as fairness [502, 506, 507, 508] and privacy [509].

— MPC has advanced significantly for private training and inference [510,511,512,513, 514],
leading to broader adoption in ML. It has also been applied to verify end-to-end training
and inference pipelines, though at the cost of multiple interactions [515].

“Terminology: “Effectiveness” has a distinction between cryptographic and ML-based mechanisms. Even if
the mechanisms are correctly designed and implemented, ML-based attestation is inherently probabilistic and
may produce errors making it ineffective. By contrast, for cryptographic mechanisms, effectiveness is from the
implementation correctness to measure the required ML properties.
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7.2 Case Study: Distributional Equity

To evaluate whether various software-based mechanisms meet all requirements (R1-R5), | use
the case study of distributional equity. Here, Prv uses proof of attribute distribution to show
the training dataset’s distributional properties with respect to specific attributes (e.g., sex or
race). Ver then checks if these properties are consistent with some required property p,.,
(determined by company policies or regulation).

| define distributional property as the ratio of an indicator function, counting different data
records applied to a dataset (uniformly sampled from a distribution) with a specific attribute
value (e.g., males), and the total number of data records [12]. Examples include the ratio of
males to females or whites to non-whites in tabular or image datasets, or the average node
degree and clustering coefficient for graph data [12, 121].

System and Adversary Models: | assume that the distributional property for the attribute
of interest can take a set of n possible values p ={p,...,P,,} (e.g., proportion of females in D}"").

The goal of Prv, who has trained a model M on DP"" is to succeed in ML property attestation

to comply with regulations. Ver’s goal is to ensure that attestation succeeds if D¥"" meets
Preq €ven if Pru tries to evade the attestation process. Here, Prov is malicious and can attempt
to evade the attestation while Ver is trusted. However, Prv does not want to disclose DV
to Ver for confidentiality, but has given Ver whitebox access to M (required for ML-based

attestation and clarified below under “Mechanism 1: ML-based”).

Revisiting Requirements: | focus on empirically evaluating three requirements: effective
(R1), efficient (R2), and robust (R5), and discuss the remaining two requirements: scalable
(R3) and versatile (R4), towards the end of Section 7.4. For effectiveness (R1), the mechanism
should correctly identify whether DY meets p,..,, with acceptably low false accepts (FA) or
false rejects (FR). For robustness (R5), the mechanism should be effective(R1), with respect to
FA, even if Prv misbehaves.

| present three ML property attestation mechanisms: ML-based mechanism, cryptographic
mechanism using MPC, and a hybrid mechanism combining the benefits of both.

Mechanism 1: ML-based

Recall that distribution inference attacks infer statistical properties of training data given ac-
cess to the target model. These attacks can be re-purposed for ML property attestation. How-
ever, directly applying distribution inference attacks is not possible as there are differences
between the two settings (inference attack vs. attestation) in terms of their:
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Figure 7.1: Inference-based attestation: During preparation, Ver trains f,,, using the first
layer parameters of models trained on Dy with p,.., (M), N,) and !p,., ({prmq N
During attestation, Ver uses the first layer parameters of M to attest whether it was indeed
trained on D¢ with p,.., or not.

« Objective: Attack distinguishes between two property values while attestation requires dif-
ferentiating p,., from all others ('p,..,)-

« Requirement: Attestation has the additional robustness requirement (R5) to resist Prv
attempts to fool Ver.

bl
mal S

| show how distribution inference attacks can be adapted for attestation, and describe the ML-
based attestation below.

Assumptions: Unlike the attack where whitebox model access for .Adv is a strong assumption,
| assume a setting where Pruv is willing to share M but not 2,,., and where both Prv and Ver
are incentivized to collaborate to complete the attestation successfully’.

Setup: Following the literature on distribution inference attacks, | assume that both Prv and
Ver know some underlying data distribution D, which satisfies property p [12, 449, 120, 121].
Prv’s data D70~ D, is splitinto DY, DP™ and DY DP™ is used to train M with property
p, and DV is used to evaluate M using various metrics (e.g., accuracy, fairness, robustness).
Ver’s dataset DVe"~ D, is split into a training dataset (D) ¢") for designing the attestation
mechanism, and a test dataset (D}.°") to locally evaluate the attestation mechanism (by Ver).

Once the attestation mechanism is finalized, the final evaluation is done using Z?Erf.

’It is possible that Prv is unwilling to share M with Ver due to confidentiality or intellectual property concerns.
In such cases, blackbox distribution inference attacks can be re-purposed as an attestation mechanism. However,
to establish an upper bound on their effectiveness, | instead consider the stronger whitebox setting, where such
attacks are more effective [12]. Thus, | assume the setting where Prv is willing to share M with Ver.
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Method: Given access to M, Ver uses an attestation classifier (f,,,;) to attest whether DV’
satisfies p,., using the first layer parameters of M as input to f,, ;. The first layer parameters
are more effective to capture distributional properties for successful distribution inference than
subsequent layers [12]. To train f,,;, Ver uses D} " and generates multiple sub-distributions
{Go(D,), ..., G,,(D,)} corresponding to property values in p and samples datasets {D,, ..., D, }.
In practice, this is done by sampling datasets multiple times with different properties from
DVer . For each dataset and property value, Ver trains N “shadow models” {{Mé fil, ey
{M:i}N ). These mimic the models that Ver could encounter during attestation. Ver trains

fatse using the first layer model parameters trained on D% with Preq M s i=1)and!p,...

({prmq N ). Ver uses D} " for evaluating f,;.;- Once f,,,, is finalized by Ver, the evalua-

tion of the attestation mechanism is done using Z);Tf. | present a visualization of the ML-based
mechanism in Figure 7.1.

Mechanism 2: Cryptographic

ML property attestation can be securely achieved using cryptographic protocols (e.g., MPC,
ZKPs) by proving that (a) D" meets p,., (DistCheck), and (b) M was trained on D}
to ensure that a misbehaving Prv does not change 24" after (a) (Figure 7.2). Generating
attestations using ZKPs for each training epoch is inefficient, limiting them to simple mod-
els [502, 503, 504]. Extending them to neural networks is an open problem due to their sig-
nificant overhead [501, 503, 504]. Compared to ZKPs, MPC has been developed with readily
available frameworks for ML. Hence, | focus on MPC and specifically 2PC in the rest of the
text.

Assumptions: Prv may deceive Ver about p,.,, acting maliciously. However, Ver, inter-
ested in purchasing M, has no incentive to cheat, but may seek additional details about D?"".
Thus, | assume Ver behaves semi-honestly. Note that whitebox access is not needed for cryp-
tographic mechanism: Ver never sees DV

+r in the clear because the computation is over en-
crypted (secret-shared) data.

Setup: Simply running a semi-honest 2PC protocol directly between Prv,,,; and Ver is not
sufficient, because Prv,,,; can easily change the outcome of DistCheck for p,., by flipping
its output share. To account for Prv,,,;, one could use malicious 2PC protocols directly be-
tween Prv and Ver, but this is prohibitively expensive. Instead, Prv and Ver rely on secure
outsourced computation to independent and non-colluding servers Srv; and $rv, as done in
prior work [516] and in practical deployments [517]. Srv; and Srv, can be instantiated by
different companies, which according to data protection laws must protect user data, and thus
cannot share their data with each other.
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Figure 7.2: Cryptographic attestation: rv sends the secret shares of D77 to servers Srv,
and 8rv,. The servers securely compute DistCheck for 27" and train My, on it with their
secret shares using 2PC. The output shares are sent to Ver for reconstruction.

Method: | consider secret sharing over a ring with () elements, where a secret input z is split
into two shares, z; and =, such that x = x; +x, mod @ [476]. Each of the shares z; and z,
look random, i.e., given only one share, one cannot learn any information about the secret. For
(a), DistCheck computes the distributional property directly over 2L and compares it with
Preg- Here, Prv sends secret shares of D" to §rv; and 8rvy, who jointly perform DistCheck
by running secure accumulation and comparison using 2PC. For (b), Prv sends secret shares of
the initial model weights to Srv; and §rv, in order to obtain M. Together with the previously
obtained shares of DV, Srv, and Srv, jointly run secure training. Srv; and Srv, send the
resulting secret shares of DistCheck and the final model parameters of the trained model
Mo,, to Ver. Then, Ver adds the received shares to get the results of DistCheck and M y,,.’s
weights. The correctness property of 2PC convinces Ver that both DistCheck and the training
are executed correctly on 2P, implement secure computation between Srv, and Srv, using
CrypTen [476], a framework for efficient privacy-preserving ML that supports semi-honest two-
party computation (see Appendix B.4 for security and correctness of the protocols).

Mechanism 3: Hybrid

| later show that the cryptographic mechanism is costly (Table 7.4), while the ML-based mech-
anism is ineffective, exhibiting unacceptably high false acceptance (FAR) and false rejection
(FRR) rates (Table 7.2). Relying solely on either is inadequate. Therefore, | propose a hybrid
mechanism that first uses ML-based mechanism with cryptographic mechanism as a fallback.
Depending on the application, Ver can fix an acceptably low FAR or FRR:

« Fixed FAR: For accepted Pruvs, no further action is needed. If the ML-based mechanism fails
(FR), Prus can request re-evaluation with cryptographic mechanism. Ver has no recourse
for the FAs (which are low).
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« Fixed FRR: If ML-based mechanism is rejected, there is no re-appeal since FRR is low (i.e.,
no recourse for rejected provers). For accepted Prvs, Ver may do a random “spot-check”
using cryptographic mechanism to reduce the number of FAs.

Assumptions: | assume FAR and FRR are fixed at 5%. Additionally, Ver uses M for ML-based
mechanism and M, is obtained by 2PC training. | assume that Prv shares the hyperparam-
eters for training M, such that M, . is perfectly equivalent. This can be done by a fidelity
check, i.e., sending arbitrary inputs and ensuring outputs from M and M,,,. are equal.

Method: While the hybrid mechanism is straight-forward for fixed FAR, | present the ap-
proach for random spot-checks of accepted Prus for fixed FRR. Let ¢ be the total FA on D} ¢"
from the ML-based mechanism and V.. denote the number of accepted Pruvs. Knowing g,
Ver can randomly sample N, ;,;. spot-checks where ¢ < N . < N, ... Ver then uses
cryptographic mechanism to eliminate any FA in the sampled set thus reducing the overall
FAR. To compute the new FAR, | first compute the probability of finding ¢t FAs from the sample
of N g,cni provers. I model the probability distribution over FA as hypergeometric distribution
which computes the likelihood of selecting ¢ FAs in a sample of N, ., from a population of ¢
falsely accepted Pruvs without replacement:

N gee — N
()
t Nspchkz —t Nspchk
where t € [0, ¢]. | compute the effective #FAs as
#FAnew = #FAold —t

where t’ = argmaz,co  P(T = t) and N g, Will determine the FAR and cost incurred.

spch

7.3 Experimental Setup

| describe the different datasets used and corresponding model architectures, followed by the
metrics used for evaluation.

Datasets

| use the datasets, properties, and model architectures following prior work on distribution
inference attacks [12].
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BONEAGE is an image dataset of hand X-rays, where the task is to predict the patient’s age in
months. | convert it into a binary classification task based on age. | focus on the proportion of
females as the property of interest and consider the following permissible ratios (p): [0.2-0.8].
Here, the sensitive attribute is implicit in the metadata.

ARXIV is a directed graph dataset representing citations among computer science ArXiv pa-
pers. The task is to predict each paper’s subject area. The property used for attestation is the
graph’s mean node degree. | consider the following permissible range (p): [9-17]. The dataset
is sampled to achieve a specific mean node degree, which is implicitly encoded.

CENSUS is a tabular dataset with categorical and numerical attributes such as age, race, and
education level. The task is to predict whether an individual’s annual income exceeds 50K. | use
two variants based on the property of interest: (a) CENSUS-R, which considers the proportion
of white individuals, and (b) CENSUS-S, which considers the proportion of females. For both,
| use the permissible range (p): [0.0-1.0]. In both CENSUS-S and CENSUS-R, the sensitive
attributes are explicitly included.

Table 7.1: Summary of datasets: | describe the classification task, the attested property,
whether it is explicit in D,,, and the dataset sizes for Ver and Prv before sampling.

| ARXIV | BONEAGE | CENSUS-R | CENSUS-S
Type Graph Images Tabular Tabular
Task Node Age Income Income
Property |Node degree|Ratio: females|Ratio: Whites|Ratio: females
Ver Size 40,000 1800 1800 3200
Pro Size 97,000 3600 1800 3200
Explicit? No No Yes Yes

Model Architectures

BONEAGE model is a pre-trained DenseNet model [518] followed by a three-layer network
with sizes [128, 64, 1] and ReLU activations. | train the model for 100 epochs with a batch size
of 8192, a learning rate of 0.001, and a weight decay of 1e-4.

ARXIV model is a four-layer graph convolutional network that maps input graph data to low-
dimensional embeddings for node classification. The layer sizes are [256, 256, 256, 40] with
ReLU activations, and | apply dropout with a probability of 0.5. The model is trained for 100
epochs with a learning rate of 0.01 and a weight decay of 5e-4.
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CENSUS model is a three-layer neural network with hidden dimensions [32, 16, 8] and ReLU
activations. | train it for 100 epochs with a learning rate of 0.01, a batch size of 64, and no
weight decay.

farse model is a permutation-invariant network based on the DeepSets architecture [519],
as used in distribution inference literature [12, 122]. It produces representations of input
model parameters that are invariant to neuron ordering within layers. Prior work by Suri
and Evans [12] suggests that the first layer captures distributional properties more effectively
than later layers; accordingly, | use the first layer’s parameters as input to f,,,,, which outputs
the property of the training data.

Metrics

| describe different metrics to measure the effectiveness of inference-based attestation. A model
trained on a dataset with p,., is considered as the positive class.

« Accuracy indicates the utility of rv’s model and Ver’s shadow models on the primary
classification task.

+ True Acceptance Rate (TAR) measures the fraction of models where Ver correctly attests
that M was indeed trained from a dataset with p,...

« True Rejection Rate (TRR) measures the fraction of models where Ver correctly rejects
attestation of M w.rt. p,.,.

« False acceptance rate (FAR) and false rejection rate (FRR) quantify how often Ver in-
correctly accepts or rejects attestations, respectively.

« Equal Error Rate (EER) indicates the value at which the FAR and FRR are equal.

TAR and TRR should ideally be 1.00 while FAR, FRR, and EER should be 0.00.

« Communication Cost: For the cryptographic mechanism, | indicate computation cost
(Weppt ) as the execution time for DistCheck and secure model training; and communication
cost (weppt ) as the amount of data transferred during attestation. For the hybrid attesta-
tion mechanism with fixed FAR where Pruv relies on cryptographic fallback, the expected
costis Py, p X Wi p + Prppy X Weppy where Py p =10 As w;, < w,ppy, the cost reduces to
P rpt X Weppe- Similarly, for fixed FRR, Ver conducts spot-checks with a probability of P

The expected cost in this caseis P .1, xw

spchk*

erpt- BothP o and P, ;. are computed on DYer,
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7.4 Experimental Evaluation

| evaluate ML-based and cryptographic mechanisms and identify their limitations, then evalu-
ate the hybrid mechanism. | focus on effectiveness (R1), efficiency (R2), and robustness (R5),
and discuss the remaining requirements towards the end of Section 7.4.

7.4.1 Mechanism 1: ML-based

Effectiveness (R1): | first evaluate the effectiveness of f,,,, in distinguishing between models
trained on D7 with p,.., and !p, .., using AUC score under FAR-TAR curves (see Appendix B.1).
[ find that for some p,.., values, f,;, is less effective. Hence, | relax the attestation requirement
to exactly match p,., by increasing the window size to +1 (i.e., classify between {p, -1, D,
' _ 6 . . . .
Preqgt 1t and Yp,. o1, Dycys Dregt1})”. Based on the results, I identify the best window sizes on
DYer: 41 for all Preq for BONEAGE and ARXIV; 0 for the edge p,.., values (i.e., 0.00 and 1.00)
and +1 for all middle p,., values for CENSUS-R and CENSUS-S. Ver can make these decisions

Ver . . .
on D;°" before finalizing f,,;-

Assuming that Ver fixes (a) FAR, or (b) FRR at 5%, | present the corresponding TRR and
TAR in Table 7.2 on D};rf. At either end of the spectrum of p,.., values, attestation is effective
(high TRR/TAR). However, | observe a high FAR and FRR for the middle p,., values indicating
that attestation is less effective. Furthermore, | provide EER values that, for specific p,.,, values,
demonstrate lower rates than both FAR and FRR. This implies the existence of a more optimal
threshold than the currently used 5%. In summary, ML-based mechanism is ineffective for
certain p,.., values and cannot be used on its own.

Efficiency (R2): Ver trains multiple shadow models and f,, ;. | measure the total training
time for 10 attestation classifiers and 1000 shadow models on a single NVIDIA A100 GPU.
Training f,,s; took a total of 200 mins for BONEAGE; 12 mins for ARXIV, 6 mins for CENSUS-
S and CENSUS-R. Training 1000 shadow models took a total of 173 mins for BONEAGE, 123
mins for ARXIV and 50 mins for CENSUS-S and CENSUS-R.

BONEAGE, being an image dataset trained on a large neural network, takes the maximum
time for both f,,., and shadow models. On the other hand, CENSUS has a small number of
tabular data records and with a small MLP classifier, takes the least training time. Note that
this is a one-time cost which can be parallelized among multiple GPUs. Hence, Ver’s cost for
ML-based mechanism is reasonable. f,,., can then be used for multiple attestations for the
same property and has to be trained on a new property only if p,.., changes.

%I continue to use p,.., and !p,.., to refer to these windows.
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Table 7.2: TAR and TRR with 5% thresholds for FAR and FRR, respectively, along with
EER across different p,., windows on Dgrf: The p,.., value within the window is indicated
in bold. Edge p,., values have higher effectiveness than middle p,., values due to higher
distinguishability in first layer parameters [12].

ARXIV
Preq Range | TAR | TRR | EER BONEAGE

{9, 10} 1.00 | 0.99 | 0.02 Pr.q Range |TAR|TRR |EER
{9, 10, 11} 1.00 | 1.00 | 0.01 {0.20, 0.30} 096 | 0.96 | 0.03
{10,11,12} | 0.24 | 0.83 | 0.16 {0.20, 0.30, 0.40} | 0.99 | 1.00 | 0.02
{11,12,13} | 0.61 | 0.68 | 0.19 {0.30, 0.40, 0.50} | 0.87 | 0.88 | 0.09
{12,13,14} | 0.78 | 0.85 | 0.10 {0.40, 0.50, 0.60} | 0.53 | 0.65 | 0.21
{14,15,16} | 0.87 | 0.90 | 0.08 {0.60, 0.70, 0.80} | 0.98 | 0.98 | 0.03
(15,16, 17} | 1.00 | 1.00 | 0.00 {0.70, 0.80} 0.95 | 0.95 | 0.05

{16, 17} 1.00 | 1.00 | 0.00

CENSUS-S CENSUS-R

Proq Range | TAR | TRR | EER Proq Range | TAR| TRR | EER

{0.00} 1.00 | 1.00 | 0.00 {0.00} 1.00 | 1.00 | 0.00
{0.00, 0.10, 0.20} | 0.49 | 0.49 | 0.19 {0.00, 0.10, 0.20} | 0.21 | 0.64 | 0.19
{0.10,0.20, 0.30} | 0.70 | 0.72 | 0.14 {0.10,0.20, 0.30} | 0.75 | 0.89 | 0.10
{0.20, 0.30, 0.40} | 0.23 | 0.56 | 0.25 {0.20, 0.30, 0.40} | 0.22 | 0.59 | 0.23
{0.30, 0.40, 0.50} | 0.12 | 0.30 | 0.37 {0.30, 0.40, 0.50} | 0.14 | 0.16 | 0.39
{0.40, 0.50, 0.60} | 0.13 | 0.23 | 0.41 {0.40, 0.50, 0.60} | 0.10 | 0.15 | 0.42
{0.50, 0.60, 0.70} | 0.15 | 0.22 | 0.34 {0.50, 0.60, 0.70} | 0.13 | 0.26 | 0.39
{0.60, 0.70, 0.80} | 0.12 | 0.26 | 0.35 {0.60, 0.70, 0.80} | 0.05 | 0.36 | 0.32
{0.70, 0.80, 0.90} | 0.59 | 0.58 | 0.19 {0.70, 0.80, 0.90} | 0.65 | 0.77 | 0.13
{0.80, 0.90, 1.00} | 0.60 | 0.59 | 0.19 {0.80, 0.90, 1.00} | 0.35 | 0.41 | 0.26

{1.00} 1.00 | 1.00 | 0.00 {1.00} 1.00 | 1.00 | 0.00

Robustness (R5): Prv,,,; can fool Ver by modifying M’s first layer parameters (]V[Ilj) to
trigger FA. Prv,,,; adds adversarial noise d to the first layer parameters: ]V[;) + 9, where
0 = argmazs . . U fatst(Mp+0),Dpeq ) Lis fore's loss and || - ||, is the I, norm to ensure
that 6 minimizes accuracy degradation. Since Prv,,,; does not have access to f,,.;, they train
a “substitute model” on DY that mimics f,,,,. For worst-case analysis under the attack, |
assume that the substitute model’s architecture is the same as f,, ;. d is then computed with
respect to this substitute model and the FA are expected to transfer to f,,,,. To restore any M’s
accuracy loss, Prv,,,; can freeze M}g and fine-tune the remaining layers. | empirically evaluate
this and confirm that accuracy of model after fine-tuning is close to the original accuracy while
still being able to fool the attestation (results in Appendix B.3). | use Autoattack [387] with
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€0p = 8/255, and L norm for the distance function. As Pruv,,,; has access to the models
shared with Ver, | evaluate on Z)grf.

Table 7.3: Robustness against first layer parameter perturbations with and without a

defense: Utility (¢
robustness. Green — ¢

acc)

is calculated using AUC on FAR-TAR for a clean dataset. FAR — lack of

decreases or FAR < 5%, red — ¢, . increases or FAR > 5%.

acc acc
ARXIV
Dreq Range w/o Defence w/ Defence BONEAGE
Pace ‘ FAR Pacc ‘ FAR Preg Range w/o Defence w/ Defence
{9, 10} 1.00 4- 0.00 | 1.00 & 0.00 | 1.00 £ 0.01 | 0.00 4 0.00 Pace ‘ FAR Pace ‘ FAR

{9, 10, 11} 1.00 £ 0.01 | 1.00 4 0.00 | 1.00 &£ 0.00 | 0.00 4 0.00 {0.20, 0.30} 0.99 £ 0.00 | 1.00 £ 0.00 | 0.99 4 0.00 | 0.00 &4 0.00

{10, 11,12} | 0.92 4 0.00 | 1.00 4 0.00 | 0.88 + 0.00 | 0.00 - 0.00 {0.20, 0.30, 0.40} | 0.99 + 0.00 | 1.00 4 0.00 | 0.99 -+ 0.00 | 0.00 + 0.00

{11, 12,13} | 0.96 4 0.00 | 1.00 4 0.00 | 0.96 + 0.00 | 0.00 - 0.00 {0.30, 0.40, 0.50} | 0.92 + 0.00 | 1.00 4 0.00 | 0.92 £ 0.00 | 0.00 + 0.00

{12, 13,14} | 0.93 4 0.00 | 1.00 £ 0.00 | 0.96 & 0.01 | 0.00 <+ 0.00 {0.40, 0.50, 0.60} | 0.86 + 0.00 | 1.00 4 0.00 | 0.84 £ 0.00 | 0.00 & 0.01

{13, 14,15} | 0.99 4 0.00 | 1.00 4+ 0.00 | 0.96 + 0.01 | 0.00 - 0.00 {0.50, 0.60, 0.70} | 0.87 + 0.00 | 0.28 4- 0.00 | 0.85 = 0.00 | 0.25 + 0.00

{14, 15,16} | 0.99 4 0.00 | 1.00 £ 0.00 | 1.00 & 0.01 | 0.00 =+ 0.00 {0.60, 0.70, 0.80} | 0.99 4 0.00 | 1.00 + 0.00 | 0.99 + 0.00 | 0.02 + 0.00

{15, 16, 17} | 1.00 4 0.00 | 1.00 4 0.00 | 1.00 + 0.00 | 0.00 - 0.00 {0.70, 0.80} 0.95 £ 0.00 | 0.04 4 0.00 | 0.95 &4 0.00 | 0.00 &+ 0.00

{16, 17} 1.00 4 0.00 | 1.00 4 0.00 | 1.00 &£ 0.01 | 0.00 4 0.00
CENSUS-S CENSUS-R
Preq Range w/o Defence w/ Defence Preq Range w/o Defence w/ Defence
(bacc ‘ FAR ¢acc ‘ FAR ¢acc ‘ FAR qsacc FAR
{0.00} 1.00 £ 0.00 | 0.00 £ 0.00 | 1.00 4= 0.00 | 0.00 4 0.00 {o.00} 1.00 + 0.00 | 0.00 £ 0.00 | 1.00 + 0.00 | 0.00 + 0.00
{0.00, 0.10, 0.20} | 0.83 4 0.01 | 0.26 + 0.05 | 0.82 + 0.01 | 0.01 £ 0.01 {0.00, 0.10, 0.20} | 0.75 + 0.01 | 0.82 4+ 0.02 | 0.77 & 0.01 | 0.35 + 0.03
{0.10, 0.20, 0.30} | 0.92 + 0.00 | 0.12 £ 0.02 | 0.92 & 0.01 | 0.04 4 0.01 {0.10, 0.20, 0.30} | 0.95 + 0.00 | 0.60 + 0.03 | 0.95 + 0.00 | 0.08 + 0.01
{0.20, 0.30, 0.40} | 0.78 £ 0.01 | 0.11 4 0.02 | 0.79 & 0.00 | 0.10 4 0.02 {0.20, 0.30, 0.40} | 0.71 4 0.01 | 0.83 + 0.02 | 0.71 £ 0.01 | 0.13 £ 0.05
{0.30, 0.40, 0.50} | 0.66 4 0.00 | 0.34 + 0.10 | 0.66 + 0.01 | 0.29 + 0.03 {0.30, 0.40, 0.50} | 0.75 4 0.00 | 0.82 + 0.07 | 0.74 + 0.00 | 0.05 =+ 0.01
{0.40, 0.50, 0.60} | 0.67 + 0.01 | 0.39 + 0.02 | 0.67 + 0.00 | 0.22 + 0.03 {0.40, 0.50, 0.60} | 0.64 4 0.00 | 0.79 + 0.05 | 0.63 £ 0.00 | 0.11 & 0.03
{0.50, 0.60, 0.70} | 0.62 + 0.01 | 0.19 4+ 0.02 | 0.62 4 0.01 | 0.14 + 0.01 {0.50, 0.60, 0.70} | 0.60 + 0.01 | 0.31 4 0.02 | 0.60 & 0.00 | 0.31 + 0.02
{0.60, 0.70, 0.80} | 0.68 + 0.00 | 0.48 + 0.01 | 0.68 4 0.01 | 0.35 + 0.04 {0.60, 0.70, 0.80} | 0.83 + 0.00 | 0.30 4 0.02 | 0.82 4 0.01 | 0.26 + 0.01
{0.70, 0.80, 0.90} | 0.89 = 0.00 | 0.32 + 0.02 | 0.89 = 0.00 | 0.32 + 0.05 {0.70, 0.80, 0.90} | 0.96 - 0.00 | 0.10 & 0.01 | 0.96 & 0.01 | 0.19 + 0.00
{0.80, 0.90, 1.00} | 0.89 4- 0.01 | 0.65 + 0.03 | 0.89 4 0.00 | 0.22 4 0.03 {0.80, 0.90, 1.00} | 0.70 4= 0.01 | 0.46 + 0.03 | 0.75 4 0.01 | 0.34 £ 0.02
{1.00} 1.00 £ 0.00 | 0.02 4- 0.00 | 1.00 £ 0.00 | 0.00 - 0.00 {1.00} 1.00 4 0.00 | 0.00 4 0.00 | 1.00 4= 0.00 | 0.00 + 0.00

Attack Success: Prv,,,; wins if f,,., incorrectly classifies perturbed models as having been
trained with p,.... | measure the attack success using FAR. Note that the FAR here is restricted

to ﬂgrf containing models with adversarial noise. Under “w/o Defence” in Table 7.3, the high
FAR values indicate that the attack is indeed successful (f,;,; is not robust).

Improving Robustness: | propose adversarial training of f,,., where Ver includes models with
adversarial noise to train f,; ;. The goal is to reduce FAR on perturbed models while retain-
ing utility on clean Dgrf. | present the results of adversarial training under “w/ Defence” in
Table 7.3. First, the FAR values in “w/ Defence” are lower (than in “w/o Defence”). Hence, adver-
sarial training of f,,., successfully mitigates the perturbation attack, thus making ML-based
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mechanism adversarially robust, satisfying robustness (R5). Second, the difference in utility
on clean Z?grf (measured using AUC score under FAR-TAR curves indicated by ¢, ) between
“w/ Defence” and “w/o Defence” is small. | also evaluate the effectiveness using TRR, TAR,
and EER on clean Z?qp}rf (see Appendix B.2). | use robust f,, ., in the remainder of this chapter.
Similar to f,;, robust f,;, is still ineffective for some p,..,,.

[Takeaway: ML-based mechanism is efficient (R2) and robust (R5) but not effective. ]

7.4.2 Mechanism 2: Cryptographic

Effectiveness (R1): The cryptographic mechanism operates over DY confidentially, to cor-
rectly check if the distributional properties match p,.,. Hence, | have zero FAR and FRR, In
other words, cryptographic mechanism is perfectly effective.

Efficiency (R2): | use protocols for semi-honest parties. | present the computation and com-
munication cost for a single cryptographic attestation in Table 7.4. | indicate the costs for
BONEAGE and CENSUS but omit the evaluation on ARXIV as there are no PyTorch frame-
works for secure GNN training, which is required by the CrypTen library. | observe that the
cost for DistCheck is low, but the cost for secure ML training is high. Hence, the cryptographic
mechanism is difficult to use in practice for multiple Pruvs.

Table 7.4: Computation (w, ;") and communication costs (w

testation for a single Prv averaged over 20 runs.

comm

copt ) of cryptographic at-

Datasets Werpt. (S) weem™ (GB)

DistCheck Training DistCheck Training

BONEAGE 1.30 £ 0.05 1367.31 4- 27.95 0.01 228.54
CENSUS-R 154 £0.15 1081.00 4 17.00 0.01 874.06
CENSUS-S  1.68 £ 0.15 2109.78 £ 65.20 0.01 1438.38

Robustness (R5): Using outsourcing, Prv’s inputs are secret-shared between $rv; and Srv,
who learn nothing (non-colluding assumption) and have no incentive to cheat (semi-honest
assumption). Also, Prv only performs the input sharing of D?"" and initial model weights,
thus, Prv cannot cheat during proof generation. Hence, this attestation is robust.
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Takeaway: Cryptographic attestation using MPC is effective (R1) and robust (R5), but it is
not efficient which makes it challenging to scale to multiple verifiers.

7.4.3 Mechanism 3: Hybrid

| present the effectiveness of the hybrid attestation mechanism with a fixed FAR (or FRR), its
impact on the respective FRR (or FAR) and the expected cost.

Fixed FAR Analysis

Recall that when FAR is fixed, rejected Prus can request re-evaluation using the cryptographic
mechanism as a fallback.
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Effectiveness (R1): The hybrid mechanism will not change the 5% fixed FAR value. | compute
the effective FRR on using cryptographic mechanism as a fallback. In practice, only Prvs with
FR have the incentive to request re-evaluation using cryptographic mechanism. If such Prvs
undergo re-evaluation, FRR is zero as it will rectify erroneous decisions.

Efficiency (Expected Cost) (R2): | evaluate the expected cost on Dgrf. This gives the actual
estimate of the cost incurred during attestation. | assume that Pruvs are rational, so only Pruvs
with FR will request a re-evaluation using cryptographic mechanism. Here, to compute the

Nyes . .
expected cost, P, = =%, where V. is the total number of rejected Prus.

| present the expected cost in Figure 7.3, where the values of w,,.,,—a placeholder for wgff;rtlp
or weyy;"—are taken from Table 7.4. Compared to the cryptographic mechanism, which has
an expected cost of w,.,..,;, the hybrid mechanism has a lower cost across different datasets and
Preq Values. Additionally, since P, , depends on V,..; computed by the ML-based mechanism,
extreme p,.., values (where the ML-based mechanism is more effective) result in lower expected

costs than intermediate p,.., values.

Fixing FRR

Here, recall that Ver conducts random spot-checks to reduce FAR.

Effectiveness (R1): Ver’s choice of N, determines the FAR. No spot-checks results in
the same FAR as the ML-based mechanism, while spot-checking all accepted provers gives
zero FAR.

Efficiency (R2): The expected cost incurred per Prv increases with N, ;... No spot-checks
corresponds to no expected cryptographic cost while spot-checks for all accepted Pruvs incurs
a high expected cost. Hence, Ver decides V., based on their application’s requirement.

| present the trade-off between FAR and expected cost of the cryptographic mechanism

: - N
by varying N, ;) on DYer, as shown in Figure 7.4. | use Pspen = —%— to compute the
expected cost. Increasing N, ;. increases the expected cost while decreasing FAR. Using

Figure 7.4, Ver can select an appropriate value for V., .. Once Ver chooses a suitable N, .,

spchk

spch
using DVe", the corresponding cost and FAR can be read from a plot (similar to Figure 7.4) for

Z?grf (see Appendix B.5).

Carefully choosing V.1, leads to a notable reduction in FAR compared with N, ;.= 0
(z-axis). Additionally, the expected cost is lower compared to conducting spot-checks for all
accepted Prus and the purely cryptographic mechanism (y-axis where N, ;.= 0).
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Takeaway: Hybrid attestation is more effective than ML-based approaches and cheaper
than purely cryptographic methods, but requires joint training with each verifier, limiting
scalability to multiple verifiers. Thus, this is still not practical.

Summary of Software-based ML Property Attestations

Based on the above study, | summarize the limitations of various software-based mechanisms
with respect to different requirements (R1-R5). | use O to indicate “not satisfied,” ® for “par-
tially satisfied,” and @ for “fully satisfied” (summarized in Table 7.5).

« ML-based Mechanisms: | show that re-purposing inference attacks as attestation mecha-
nisms falls short of meeting all requirements. Although this approach is efficient, with low
query cost (R2 — @), and scalable to multiple verifiers (R3 — @), it is limited to specific
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properties and cannot, on its own, support others such as proof of evaluation and inference
(R4 — O). Furthermore, these mechanisms are not effective (R1 — O) and exhibit poor ro-
bustness, requiring additional optimization (R5 — ). Prior work has also shown that both
membership inference and distribution inference are unreliable for auditing [520, 521, 4].
Cryptographic Mechanisms: | show that MPC requires online interaction between Prv
and Ver, which limits scalability and efficiency, as it requires retraining the model for each
verification [4] (R2, R3 — O). Primitives such as ZKPs are effective (R1 — @), scalable
to multiple verifiers (R3 — @), and robust (R5 — @). However, they are computationally
expensive and do not efficiently scale to neural networks (R2 — O). For instance, proof of
training using ZKPs for a simple logistic regression model on a dataset of 2% records with
1024 attributes and a batch size of 2014 takes 72 seconds per epoch, including both training
and proof generation [503]. Finally, ZKPs lack versatility, as they only support properties
that can be expressed within the ZKP framework [503], limiting their applicability to complex
functions such as nonlinear activations (R4 — O).

Hybrid Mechanism: The hybrid mechanism is more effective than ML-based approaches but
less effective than cryptographic ones (R1 — ®). It is also more efficient than cryptographic
mechanisms, though less efficient than ML-based solutions (R2 — ®). However, its reliance
on ML introduces a residual risk of evasion by malicious provers (R5 — &). Moreover, the
hybrid approach is not scalable, as it requires joint training with verifiers for each attestation
(R3 — O), and it lacks versatility, similar to the other two mechanisms (R4 — O).

Table 7.5: Summary of requirements satisfied by various software-based ML property
attestation mechanisms: O — Not satisfied; & — Partially satisfied; @ — fully satisfied.

Technique R1 R2 R3 R4 R5
Effective | Efficient | Scalable | Versatile | Robust

ML-based O () ® O ®

MPC [ ) O O O o

ZKP [ ) O o O o

Hybrid ® ® O O ®

Takeaway: None of the software-based ML property attestation mechanisms meet all re-
quirements (negative response for RQ2.1). Hence, we need to explore other mechanisms.
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7.5 Discussions

Privacy Attacks by Verifier for ML-based Mechanism: Given access to M, Ver may per-
form various privacy attacks, as it is assumed to be “honest-but-curious,” i.e., it may use any
available information but does not deviate from the specified protocol. To mitigate this, Prv
can apply differential privacy DiffPriv to reduce privacy risks while preserving attestation ca-
pability. Prior work has shown that distribution inference attacks can achieve higher accuracy
under DiffPriv, assuming Ver knows DiffPriv hyperparameters, which is a reasonable as-
sumption in the attestation setting [121]. Therefore, | expect ML-based attestation to be more
effective when DiffPriv is applied.

Malicious Verifier for Cryptographic Mechanism: A malicious Ver does not interact with
the protocol directly but only receives output shares from the outsourcing servers. Hence, it
cannot manipulate the protocol to trigger a false rejection. In contrast, for ML-based attesta-
tion, a malicious Ver could potentially use an attestation classifier for a different property. In
the context of regulatory compliance, it is reasonable to assume that Ver is honest-but-curious
and does not deviate from the specified protocol. A malicious Ver can be accommodated in
several ways: (i) relying solely on a cryptographic mechanism (which is expensive), (ii) relying
on a hardware-based trusted execution environment (TEEs), or (iii) training M with DiffPriv
(which reduces model utility).

s )

Contribution in Support of the Thesis Statement

Practitioners cannot make verifiable claims about ML properties using ML property cards.
| propose ML property attestation mechanisms that allow provers (e.g., model trainers) to
demonstrate ML properties to verifiers (e.g., regulators). These attestations can help make
ML property cards verifiable. | show that current software-based mechanisms fall short:
ML-based mechanisms lack effectiveness and robustness, while cryptographic mechanisms
lack efficiency, versatility, and scalability (a negative answer to RQ2.1). Thus, alternative
mechanisms are needed to support the thesis statement.
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Chapter 8

Hardware-based ML Property
Attestation Mechanisms

Overview

Given that software-based ML property attestation mechanisms do not meet all require-
ments (R1-R5 in Chapter 7), | now explore whether hardware-based mechanisms using
trusted execution environments (TEEs) can be a practical solution. Recent advances in
confidential computing have made it possible to run and train ML models inside TEEs,
which provide an efficient remote attestation mechanism. | propose Laminator, the
first framework to use TEEs to provide verifiable ML property cards via hardware-based
ML property attestation. Laminator is effective in attesting the required properties,
efficient in terms of overhead, scalable to large numbers of verifiers, versatile across
properties in the ML pipeline, and robust against malicious provers. Overall, | show that
hardware-based ML property attestation mechanisms satisfy all requirements, thereby
answering RQ2.2 and supporting the thesis statement. | discuss how these attestations
can be extended to demonstrate that practitioners have evaluated and accounted for the
unintended interactions identified in Part-1.

As shown in Chapter 7, current software-based property attestation mechanisms have var-
ious drawbacks in terms of effectiveness, efficiency, scalability, versatility, and robustness. As
an alternative, | consider trusted execution environments (TEEs), which are widely available in
commercially deployed confidential computing environments [522]. These mechanism already
provide hardware-based remote attestation, allowing a system or software configuration to be
proven to a remote verifier (Ver). This capability has been extended to more general property
attestation, such as verifying properties of software running inside TEEs [481].
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Recent developments have also made it possible to efficiently run and train ML models
inside TEEs [523, 524]. TEEs have been used for both training [525] and inference [526] (see
the survey by Mo et al. [527]). While these approaches primarily focus on data confidentiality,
verifiability of ML properties requires integrity guarantees that have not yet been fully ad-
dressed. This raises the following research question: (RQ2.2) can hardware-based ML property
attestation mechanisms address the limitations of software-based ones, and meet all requirements?

| propose Laminator, the first framework for hardware-based ML property attestation to
provide verifiable ML property cards. | use TEEs to establish bindings between key proper-
ties of a prover’s (Prv) training dataset (DY) and a model (M) during training, evaluation,
and inference. These bindings are signed by the TEE’s secret attestation key, generating ML
property attestations. When combined with signed external certificates from trusted certifiers
(e.g., about data quality from a trusted data provider like CIFAR), these attestations enable ver-
ifiers to draw conclusions about the models, their behavior, or their training datasets. These

attestations can make ML property cards verifiable. | claim the following contributions:

1. Laminator', the first framework to generate verifiable ML property cards using hardware-
based attestations throughout training, evaluation, and inference; (Sections 8.1 and 8.2)

2. showing that Laminator meets all requirements using four different types of attestations:
effective, efficient, scalable, versatile, and robust. (Sections 8.3 and 8.4)

8.1 Hardware-based Attestations for Property Cards

| present various ML property attestations, each obtained by executing the relevant ML op-
erations inside a TEE, and then including the attestations in the ML property card. Finally, |
discuss how Ver can combine different attestations to draw meaningful conclusions covering
the entire ML pipeline (Section 8.1).

Threat Model and Assumptions: Following the threat model used for TEEs, | assume that
Prv’s entire computing platform except for the TEE is untrusted, including the privileged code
such as the operating system and hypervisor, which are controlled by Prv. | assume two
roots of trust, signature verification keys belonging to (a) the manufacturer of the TEE (e.g.,
Intel) who certifies the keys used by enclaves to sign attestations (or attestation keys), and (b)
trusted certifiers (e.g., CIFAR) that provide attestations of computational properties (with trust
in the property grounded in the trusted certifier rather than the TEE), and certificates of non-
computational properties (e.g., data provenance). As long as Ver trusts them, Ver can trust
any attestations or certificates linked to them.

'Code: https://github.com/ssg-research/laminator
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Format for Hardware-based Attestations: An attestation mechanism (TEE) allows to exe-
cute code (for function f) to transform inputs i, i,, ... into outputs 0y, 0,, ... while guarantee-
ing a certain assertion Asrt(iq,is,...,01,0,,...). This guarantee is evidenced by a signature
Sign_ ('AttX',--) generated by the TEE only if the assertion holds. Here, Sign_, (-) represents
a signature created using a private (or attestation) key sk which is not available outside the
TEE, and ‘AttX’ indicates the attestation name (e.g., PoT for proof of training). | describe attes-
tations in the form shown in Attestation 1. These attestations form the basis of Laminator.

Attestation 1: Sample attestation

Computation: 0,0, ... < f(iy,is,...)

Output: 0y,0,,...,h(iy),h(iy), ... Sign,, (*AttX', h(i;), h(iy), ..., h(01), h(0y),...)

Assertion: Asrt(iq,iy,..., 01,0, ...)

where h(-) is a cryptographic hash function, which are signed using the attestation key
sk (i.e., attestation). Not all attestations include all fields. The attestation outputs
may include hashes of inputs (e.g., h(¢;), h(i,),...) that are confidential and
unavailable to Ver. For simplicity, | assume that all inputs across various attestations
are unavailable to Ver: M, model architecture M ., training configuration 7, Prv’s
test dataset DV, and training dataset 7. Hence, the hashes of these inputs are
included in the attestation output, Ver can later check against the hashes from
public commitments. The same applies to attestation outputs; however, | assume
that the outputs are public, and therefore, their hashes are not included in the
attestation outputs.

Attestations for Datasheets

| first present an example of dataset attestation required for verifiable datasheets: proof of the
attribute distribution of DY". | hereafter refer to a cryptographic hash function as h(-).

Proof of attribute distribution (DistAtt) attests the distributional properties p (such as
gender ratio) of DV by providing an assertion that they have a specific value. This value
can later be checked against Ver’s requirements (e.g., in Chapter 7). Distributional proper-
ties can be defined across: (i) a single attribute (e.g., male-to-female ratio), (ii) multiple at-
tributes (e.g., male-to-female and caucasian-to-non-caucasian ratios), and (iii) joint properties
(i.e., fraction of data records for a given classification label for different subgroups). For a given
training dataset used by Prv (D!"), Laminator measures the properties to be attested and
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generates the following as an output: the property p, h(DY""), and the attestation which is
Sign,, ('DistAtt',p,h(D}")). This is described in Attestation 2.

Attestation 2: Proof of attribute distribution (DistAtt)
Input: DV
Output: p, h(D}"), Sign_, ('DistAtt', P, h(D}"))
Assertion: p(DV"")

Attestations for Model Cards

| now cover the various attestations required for verifiable model cards, including: (i) proof
of training, which includes attesting the training configuration 7" and the model architecture
M., and (ii) evaluation attestations, which include accuracy, fairness, and robustness on a
test dataset D",

DTV

Proof of training (PoT) attests that M was trained on D}, ~. This requires training M using
a training configuration 7 on DY, The input to the attestation is M., D}"", and T. After

tr ar> < tr >
the training, the attestation output includes the trained model M, the hashes over the inputs

n(M,,), h(D}"), and h(T '), and the signature binding them: Sign, ('PoT"', h(M), h(M,.),

tr

h(DY™), n(T)). This is shown in Attestation 3.

Attestation 3: Proof of Training (PoT)
Input: M., DV, T

ar?’ tr »

Output: M, h(M ), (D7), h(T), Sign, ('PoT’, h(M), h(M,,), h(DF"), h(T))
Assertion: M < Train(DY", T M ,,.)

Accuracy attestation (AccAtt) indicates that M has a certain accuracy ¢,.. as measured
using on a specific test dataset D7, ". This ensures (i) there are no false claims about M’s ¢,_,
and (ii) M was evaluated on (a standardized) D?”" with no tampering. Laminator, in addition
to ¢,.., generates the hashes of the attestation inputs h(M) and h(DV7"), along with a signature

binding them, i.e., Signgy ('AccAtt', h(M), h(DL"), d,..)- | summarize this in Attestation 4.

Fairness attestation (FairAtt) extends accuracy attestation to evaluate fairness of M on
DP. Fairness can be measured using various metrics such as accuracy parity, and false posi-
tive and false negative rates across subgroups. For illustration, | use equalized odds ¢gq44s s
the fairness metric. Attestation 5 shows that M satisfies @.qoq4, ON D7 -
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Attestation 4: Accuracy attestation (AccAtt)

Input: M, DV’
Output: ¢,.., (M ) h(Z?pm) Sign, (" AccAtt' ) h(M),h(DVY), dace)

Assertion: ¢, = + Z(m,y)eﬂfg” Ui e (z)==y))

Attestation 5: Fairness Attestation (FairAtt)

Input: M, DY

OUtPUt ¢eqodds’ (M)’ h(Dggv)’ Signsk( 'FairAtt', h(M>7 h(@f;"U), (beqodds)

Assertion: d,q,44s = |P(M(X) = 0[S = 0) — P(M(X) = 0[S = 1)| where
(X,Y,S) € DI (assume that datasets have sensitive attributes)

Robustness attestation (RobAtt) attests that M is robust indicated by the robust accuracy
metric (@, pacc) ON a test dataset containing adversarial examples (27°%). This proceeds in two
steps: first, | generate 7% along with its hash h(2D7%) inside the enclave. Since D is
generated locally, its hash serves as the certificate during verification. This certifies that D7°°
was created by adding adversarial examples to DV”", generated using a perturbation budget
of €,,;, using a function AdvGen. In the second step, | use accuracy attestation (Attestation 4)

pru

but using D% instead of DV'", yielding ¢, opacc-

Attestation 6: Robustness Attestation (RobustAtt)

Generating and Certifying D7°°

prv
lnput' M’ Dte ’ gbrobacc’ 6T0b
Output:

Z)rOb h(ﬂr0b> ( rob)’ h(¢robacc) Signsk( 'RobustAttA’ ) h<M>7 h<@€gb>7 ¢robacc)

te

Assertion: D7 « AdvGen(M, DU, &, paces Erob)
(AdvGen: function to generate adversarial examples)

Attesting Robustness
Input: M, DY
Output: ¢,y B(M), h(D;), Sign,, ('RobustAttB', h(M ), h(D), dropace)

N
Assertion: ¢, ... = % Z({E’y)gz);gb U ae(z)==y)y

| refer to the attestations described in Attestation 4, 5, and 6 as proof of evaluation.
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Attestations for Inference Cards

For verifiable inference cards, | describe the attestation binding input-model-output (also known
as proof of inference).

Proof of inference (PoI), shown in Attestation 7, attests that the output O was generated
from M for a given input J. This ensures (i) integrity against a malicious Prv who can tamper
with O, (ii) non-repudiation to prevent Prv from claiming that O does not correspond to 7,
and (iii) prevention of false claims that O is from M for J instead of ). Note that @ and J are
the inputs and outputs corresponding to M, not the attestation’s inputs and outputs.

Attestation 7: Proof of Inference (PoI)
Input: 7, M
Output: O, h(M), h(J), Sign,, ('PoI', h(M),h(J),h(O))
Assertion: O = M (J)

| describe the various attestations along with the inputs and the outputs in Figure 8.2.

Chain of Attestations and Certificates

Along with the above attestations, certificates from trusted certifiers (e.g., CIFAR) can help
Ver to validate the quality of the training or test datasets. These certificates can certify a
non-computational property such as data provenance or suitability for a particular application.
Combining these certificates with attestations can help Ver conclude that M was trained and
evaluated on a dataset considered suitable for a particular task.

The assertions of individual attestations and the external certificates by themselves might
not be useful in practice. For instance, proof of inference suggests that for an input 7, M
generates the output 0. However, this information is useful only if Ver knows how good M
is in terms of accuracy, fairness, or robustness. To use attestations in practice, | can chain
multiple attestations, enabling broader conclusions to be drawn.

As a motivating example, consider a company testing M for “good” accuracy on a general
test dataset 2, using accuracy attestation (Attestation 4). This helps Ver conclude that their O
is indeed from a good M. Including additional attestations, such as fairness (Attestation 5) and
robustness (Attestation 6), demonstrates that M meets other application-specific requirements.
Also, in all cases, certifying 2, ensures that the metrics are computed on a standardized 2,
certified by a trusted organization (e.g., CIFAR).
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Combining pre-training and in-training attestations (e.g., Attestations 2 and 3) allows one to
conclude the following: M was trained on DV’ satisfying distributional properties p. However,
by combining these attestations with evaluation attestations, one can draw conclusions about
the properties of models after training (e.g., accuracy, fairness, and robustness). Hence, one
can additionally prove that O was generated by M for a given J, where M was trained on D}""
satisfying property p, and M satisfies the expected accuracy, fairness, and robustness.

8.2 Laminator: Framework Design

| present Laminator, a framework for generating verifiable ML property cards using ML prop-
erty attestations from TEEs. This is the first framework for hardware-based ML property attes-
tation. Laminator establishes bindings between key components in the ML pipeline: (i) the
model and its inputs/outputs, (ii) the model and its accuracy with respect to a test dataset,
(iii) the model and its training dataset and configuration, and (iv) the distributional properties
of a dataset. These bindings are measured (i.e. hashed) and then signed with the TEE’s se-
cret attestation key sk, producing attestations. Since these can be generated and validated by
anyone with the requisite hardware, this approach is inherently scalable and allows verifiers
to draw conclusions about the properties of M and DY"". | implement various attestations
described in Section 8.1, and revisit completeness and extensions for new attestations in Chap-
ter 9: Section 9.3. | discuss the design and implementation of Laminator for Prv and Ver.

Figure 8.1 presents an overview of Laminator. A TEE runs a Python script (“measurer”)
that measures properties of a model, dataset, or inference, and produces an attestation. This
attestation is formatted as a property card fragment (i.e., JSON fragment with a model card’s
structure’ that can be combined with other fragments to produce the full property card).

| also consider assertions by trusted certifiers (e.g., CIFAR, Hugging Face). These certi-
fiers do not rely on remote attestation but are trusted to provide external certificates. Such
certificates may assert that publicly available models or datasets are of high quality, or sim-
ply identify a dataset. The combination of (external) certificates and attestations is called the
assertion bundle. During verification, the assertion bundle is passed to Ver who verifies the
attestations using certificates from the TEE manufacturer, and combines them to obtain a set
of verified ML property cards.

| implement my proof-of-concept using Intel’s SGX as the TEE platform, but the design is
not dependent on platform-specific details. It can be equally implemented on any other TEE

https://github.com/huggingface/hub-docs/blob/main/modelcard.md
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Figure 8.1: Overview of Laminator’s design: Components already existing or part of the
infrastructure are indicated in gray, while components specific to Laminator are indicated
in yellow. There can be separate enclaves for each attestation type, which are generated by
changing the “measurer” (in green). Dashed lines correspond to assertions by a trusted certi-
fier, while solid lines correspond to assertions by a TEE.

with remote attestation support. Different implementations can interoperate as long as Ver
can validate each TEE’s remote attestations.

Implementation for Prover

Prv in Laminator is a program implemented using Gramine [528], which allows unmodified
applications to run inside an SGX enclave. This allows Laminator to generate attestations
for properties computed with off-the-shelf libraries like PyTorch [529]. | implement the attes-
tations from Section 8.1. Figure 8.2 shows the inputs and outputs from various attestation
enclaves, which are describe below:

1. the dataset enclave takes DV"" as an input and outputs the distribution along with the proof
of attribute distribution (Attestation 2).
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2. the training enclave takes DV, M ., and T as input, to train a model inside the enclave,
and output the trained model M along with the proof of training (Attestation 3).

3. the metric enclave takes M and D,, as input, generating metrics for accuracy, fairness, and
robustness, along with their attestations as an output (Attestation 4, 5, and 6 respectively).

4. the inference enclave runs M after deployment, producing the model’s output and corre-
sponding proof of inference for each input (Attestation 7).

The attestations are generated from a custom ML library built atop PyTorch. A hash of the
Python code responsible for these attestations, along with PyTorch and all other files used by
the enclave, is embedded into the enclave using Gramine. Gramine provides a library OS that
enables the integrity of the Python code to be verified when it is read from disk. This hash is
incorporated into the MRENCLAVE value included in SGX attestations.

Laminator includes a wrapper for Python’s open library call, which is used to read in-
put files into memory, hashing them at the same time, allowing PyTorch to randomly access
measured files without the risk of time-of-check-time-of-use (TOCTOU) vulnerabilities. | add
a check for the resulting hash against a manifest’, enabling a single short measurement to
represent a large directory without loading all files into memory.

The relevant ML operations are executed inside a secure SGX enclave, producing an output.
A hash of the outputs and confidential inputs is computed (also known as a measurement) and
embedded in the user data field of an SGX report. The report is then converted into a “DCAP
quote”, a cryptographically signed attestation artifact proving that the computation ran inside
a genuine SGX enclave and that the report contents, were generated by it. Remote parties can
verify the quote to confirm both the enclave’s authenticity and the integrity of the attested
output. These attestation outputs take the form a JSON string representing a fragment of the
ML property card.

Implementation for Verifier

Ver in Laminator is a program which takes two main inputs:

« a set of attestations in JSON format, each containing an SGX quote, representing the attes-
tation signature from Section 8.1, and base64-encoded output.

« aset of certificates relating SGX enclave identities to the property that they attest (the prop-
erty card metadata that they are allowed to assert).

3Recall from Chapter 6: Section 6.3 that Gramine’s manifest file specifies the security configuration, including
which files are accessible and whether integrity checks apply: trusted files (hashed at build time and integrity-
checked) and allowed files (accessible without integrity checks).
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Figure 8.2: Overview of ML property attestations: The inputs and outputs for various at-
testations are described along with the content of the attestations.
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Since attestations are designed to directly map to YAML-formatted property card metadata,
the implementation for Ver is simplified, which needs to only check that the attested JSON
corresponds to the property card metadata that the prover is allowed to assert.

Ver first checks the SGX quote to ensure that the attestation was generated by a trusted
enclave. It then uses the enclave’s identity to retrieve the corresponding rules that define what
the enclave is allowed to claim. Finally, it validates the attestation output against these rules
by allowing wildcard fields (represented as null), requiring exact matches for structured fields,
enforcing that only permitted keys and values are present, and avoiding floating-point values
to prevent rounding inconsistencies.

Finally, Ver combines all valid attestations related to M to construct a property card, which
serves as a structured, verifiable summary of M, including its training process, training data
properties, and evaluation behavior, similar to standard machine learning documentation. This
property card is then stored in a structured format, converted from JSON into YAML (same
as the existing model card structures on Hugging Face). Additionally, Laminator lets Ver
combine TEE attestations with other guarantees (e.g., external certificates in Section 8.1), and
assurances from ZKP-like mechanisms.

Authorization

Enclaves should only generate attestations for certified properties, and Ver should not trust
attestations from unknown enclaves or those not certified to make a specific assertion. To check
for this, an endorser (e.g., Hugging Face) can provide an external certificate for an enclave, in
addition to those for datasets or models, to indicate which properties each enclave is allowed

to generate. These external certificates can be included in the assertion bundle and validated
during the verification, though in my proof-of-concept, they are hardcoded into Ver.

8.3 Experimental Setup

| now present the hardware configuration, datasets, model architectures and training configu-
rations, and metrics used for evaluation. Reported results are averages of five runs.

Hardware Configuration

| use a machine with the following configuration:
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« CPU: Intel Xeon Silver 4514Y.

RAM: 512GB, 8x 64GB (Micron Technology MTC40F2046S1RC48BA1 MHCC), 4800 MHz.
« Storage: Micron 7450 MTFDKBGIT9TFR, 1920GB

« Mainboard: Supermicro X13SEDW-F

Datasets

| consider three datasets of varying sizes drawn from several domains: a tabular dataset CEN-
SUS [530], an image dataset UTKFACE [531], and a textual dataset IMDB [532]. These datasets
are standard benchmarks used in ML literature.

CENSUS contains 48,842 records with 42 attributes from the 1994 US Census, including sen-
sitive attributes such as sex and race. The task is to predict whether an individual’s annual
income exceeds 50,000 USD. A 50-50 train-test split yields 24,000 records each for training and
testing. This translates to 2MB of disk space for the training and test datasets.

UTKFACE is a large-scale face dataset with 48x48 RGB images for classifying individuals as
young (<30 years). It includes 11,852 training and 11,853 test data records, with race and sex as
sensitive attributes. This translates to T00MB of disk space for the training and test datasets.
IMDB is a text dataset containing movie reviews from the IMDB website for binary classifica-
tion of positive and negative sentiments. | use 37,500 training and 12,500 test data records. This
translates to 49.5MB and 16.5MB of disk space for the training and test datasets, respectively.

Model Architecture

| train two models on each dataset: a smaller model (with the suffix “-S”), and a larger model
(with the suffix “-L”). Table 8.1 summarizes the models and the number of parameters.

CENSUS-S and CENSUS-L are multi-layer perceptron (MLP) models with hidden layers of di-
mensions [128] and [128, 256, 512, 256] respectively, with tanh activation functions. CENSUS-S
has ~12K model parameters (0.05 MB) while CENSUS-L has ~308K parameters (1.2 MB). | train
them for 5 epochs to get an accuracy of 78.33% (CENSUS-S) and 81.09% (CENSUS-L).

UTKFACE-S and UTKFACE-L are VGG11 and VGG16 models [533], respectively. VGG11 with
hidden layer dimensions: [64, ’M’, 128, '"M’, 256, 256, ’M’, 512, 512, 'M’, 512, 512, ’M’] and
VGG16 includes [64, 64, ’M’, 128, 128, 'M’, 256, 256, 256, 'M’, 512, 512, 512, ’M’, 512, 512, 512,
’M’], where ’"M’ indicates maxpool. UTKFACE-S has ~9.22 million parameters (36.95MB) and
UTKFACE-L has ~14.72 million parameters (58.96MB). | train the models for 10 epochs to get
an accuracy of 80.28% (UTKFACE-S) and 80.81% (UTKFACE-L).
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Table 8.1: Summary of models across different datasets

Model ‘ Description ‘ #Parameters ‘ Model Size (MB)
CENSUS-S MLP: [128] 12,290 0.05
CENSUS-L MLP: [128, 256, 512, 256 308,482 1.2
UTKFACE-S VGGI11 9,227,010 36.95
UTKFACE-L VGG16 14,724,162 58.96
IMDB-S LSTM: [64, 256, 256] 920,385 3.69
IMDB-L LSTM: [64, 256, 256, 256, 256] 1,973,057 7.60

IMDB-S and IMDB-L are LSTM models with hidden layer dimensions of [64, 256, 256] and [64,
256, 256, 256, 256] respectively. IMDB-S has ~920K parameters (3.69MB) and IMDB-L has 1.97
million parameters (7.60MB). | train these models for five epochs to get an accuracy of 85.60%
(IMDB-S) and 86.18% (IMDB-L).

Metrics

The empirical evaluation mainly focuses on efficiency (Section R2), while | discuss other re-
quirements in Section 8.4. | measure efficiency using the execution time. | split the tasks into
the following phases of computation:

Input loading is the time spent reading the operation’s input data.

Input measurement is the time spent hashing the input data to produce a measurement.
Data pre-processing is the time spent on transforming the inputs (e.g., feature selection).
Computation is the time spent on the inference, training, or property measurement.
Output measurement is the time spent hashing the output to produce a measurement.
Output storage is the time spent formatting and writing the output data.

Attestation is the time spent producing the attestation of the measurements.

Laminator’s overheads are marked in bold and are the total of input measurement, output
measurement, and attestation. | use the total time spent on the remaining phases as the
baseline, which includes input loading, data pre-processing, computation, and output storage; |
compare Laminator’s overhead against this baseline.
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8.4 Evaluation

| present the evaluation of Laminator against the requirements in Section 7.1.

8.4.1 R1: Effective

TEE-based attestation enables precise measurement of ML properties because the “measurer”
script encodes the target property as a deterministic function within the TEE. The attested
result therefore reflects the exact computation and not an approximation. Unlike ML-based
mechanisms where correct implementation does not guarantee effectiveness, here a correct
implementation indicates effectiveness by accurately measuring the required properties. As
long as the script correctly implements the property, hardware-backed attestation ensures the
reported value is measured accurately, making the mechanism effective (R1).

8.4.2 R2: Efficiency

| assess efficiency by measuring the overhead from measurement and attestation, exploring
how it varies with model complexity and dataset size. | aim to validate the following conjec-
tures: the overhead of Laminator is

1. determined by a roughly constant attestation overhead, and a measurement overhead dom-
inated by the size of its inputs and outputs. | indicate the inputs and outputs for measure-
ments across the four attestation types below:

« Proof of Attribute Distribution: Training dataset as input, and distribution value as output.

« Proof of training: Training dataset as input, and trained model as output.

« Proof of Evaluation (Accuracy Attestation): Test dataset and trained model as input, and
accuracy as output.

Proof of Inference: Trained model and data record as input, and predictions as output.

2. small in comparison with the computational task being attested for all attestations except
for proof of inference, which is discussed later.

Attestations for Datasheets

| measure the execution time of distributional property attestation for verifiable datasheets.

Proof of Attribute Distribution: Table 8.2 summarizes the evaluation of distributional prop-
erties for CENSUS and UTKFACE, which include race and sex as sensitive attributes. | do not
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Table 8.2: Performance of distributional property attestation: Operations in gray indicate
the baseline (orange), while those in blue indicate Laminator’s overhead (orange). | omit
“Output Size” as the output (i.e., distribution value) is a single value of negligible size.

Dataset | CENSUS | UTKFACE
Preprocessing 9.90s 54.22s
Input Load 28.89 ms 1.78 s
Computation (Race: z) |73.29 ms | 66.28 ms
Computation (Sex: z) 438ms | 3.78 ms
Computation (Race: z|y) | 26.35 ms | 23.49 ms
Computation (Sex: z|ly) | 1043 ms | 8.74 ms
Output Storage 1.05 ms 1.11 ms
Baseline ‘ 10.01s 54.33 s
Input Meas. 5.90 ms 1.10 s
Input Size 2 MB 100 MB
Output Meas. 0.72ms | 0.87 ms
Attestation 29.85ms | 31.23 ms
Overhead 36.46 ms 1.14 s
Overhead (%) 0.36 2.05

evaluate on IMDB dataset since its text data does not contain any sensitive attributes. | gen-
erate attestations for two distributional properties: (i) the distribution of a sensitive attribute
z, and (ii) the distribution of z given the classification label y (denoted z|y in Table 8.2).

Attestation time is nearly constant across datasets. As expected, the input measurement
time is higher for the larger datasets (UTKFACE). The total overhead incurred by Laminator
varies between 0.36% and 2.05%. The size of the output is negligible, so there will be minimal
output measurement time incurred (0.72 ms for CENSUS and 0.87 ms for UTKFACE).

Attestations for Model Cards

| report the overhead for attesting two types of ML card properties: proof of training and proof
of evaluation (accuracy attestation).

Proof of Training: | train both small and large models on CENSUS, UTKFACE, and IMDB
(Table 8.3). The highest recorded overhead was 0.32% for the smallest model and dataset
(CENSUS), while for larger datasets (UTKFACE and IMDB), Laminator ’s overhead was neg-
ligible, at 0.01% or lower. The attestation time does not increase, varying between 15ms and
31ms across each run, while the input measurement and output measurement times increase
with the size of the input and output, as conjectured.
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Table 8.3: Performance of proof of training: Operations in gray indicate the baseline
(orange), while those in blue indicate Laminator’s overhead (orange).

Dataset CENSUS UTKFACE IMDB

Model variant -S ‘ -L -S ‘ -L -S ‘ -L
Preprocessing 9.95s 9.71s 54.62's 54.42s 70.31s 70.35s
Input Load 26.49 ms |28.05 ms 1.80 s 1.83s 0.33s 0.35s
Computation 973.24 ms|0.03 min|{|310.11 min|643.13 min| 1803.16 min|3563.11 min
Output Storage 0.74ms | 0.74ms || 1.81ms 1.84 ms 0.97 ms 1.09 ms
Baseline | 10955 | 11535 |[311.05 min|644.06 min| 1804.34 min|3564.29 min
Input Meas. 5.86 ms | 5.88 ms 1.13s 1.14s 96.40 ms 97.35 ms
Input Size (MB) 2.00 2.00 100.00 100.00 49.50 49.50
Output Meas. (ms) 0.23 1.12 24.77 226.79 2.76 5.47
Output Size (MB) 0.05 1.20 36.95 58.96 3.69 7.60
Attestation (ms) 29.16 16.91 25.82 29.78 26.66 19.47
Overhead 35.25 ms {23.91 ms 1.18s 1.39s 125.82 ms | 122.30 ms
Overhead (%) 0.32 0.21 0.01 0.01 0.00 0.00

Proof of Evaluation (Accuracy Attestation): | measure the accuracy attestation perfor-
mance for both small and large model variants across all datasets (Table 8.4). The overhead
of Laminator is less than 0.35%. The input measurement overhead increases with input size,
while the attestation time varies approximately between 22ms and 27ms, consistent with the
other attestations. The size of the output is negligible, so the output measurement time is
minimal; the overhead is similar for -S and -L models. | note that there is a higher attestation
time for -L models compared to -S models for CENSUS and UTKFACE. Since attestation is
independent of the model size, | attribute this to some randomness during attestation.

Attestations for Inference Cards

I now report the performance of proof of inference required for verifiable inference cards.

Proof of Inference: | measure the execution time of proof of inference for a single infer-
ence averaged over 100 runs (Table 8.5). Since the size of the output is negligible, the output
measurement time is very small. Unlike the types of operations | have considered above, the
baseline cost for a single inference is very small. Consequently, it is no surprise that although
Laminator’s computation time overhead for the attestation itself remains small (as in previous
cases), the proportional overhead is relatively high (between 39% and 3955%). The high over-
head stems from the attestation signature being much more costly than inference computation,
as shown in Table 8.5.
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Table 8.4: Performance of accuracy attestation: Operations in gray indicate the baseline
(orange), while those in blue indicate Laminator’s overhead (orange). | omit “Output Size”
as the output (i.e., accuracy) is a single value of negligible size.

Dataset CENSUS UTKFACE IMDB
Model variant -S ‘ -L -S ‘ -L -S -L
Preprocessing 9.46 s 10.14 s 54.74 s 55.15s 70.17 s 70.37 s
Input Load 28.15 ms | 34.34 ms 1.96 s 2.08 s 0.36s 0.37 s
Computation [228.62 ms|306.03 ms|| 10.45 min|21.38 min||53.78 min|107.46 min
Output Storage| 095ms | 0.90ms || 1.60ms | 1.5Tms || 1.70ms | 1.74 ms
Baseline | 9.72s | 10.48s |/11.40 min|22.33 min||54.95 min|108.64 min
Input Meas. 7.03ms | 8.68 ms 1.15s 1.24s 0.10s 0.11s
Input Size (MB) 2.05 3.20 136.95 158.96 20.19 24.10
Output Meas. 0.0lms | 0.02ms || 0.40ms | 0.32ms || 0.44ms | 0.33 ms
Attestation 2692 ms | 24.15ms || 25.93 ms | 22.19 ms || 22.61 ms | 27.20 ms
Overhead 33.97 ms | 32.85 ms 1.18 s 1.27 s 0.13s 0.14s
Overhead (%) 0.35 0.31 0.17 0.19 0.00 0.00

Table 8.5: Performance of proof of inference: Operations in gray indicate the baseline
(orange), while those in blue indicate Laminator’s overhead (orange). | omit “Output Size”
as the output (i.e., prediction) is a single value of negligible size. | report the overhead computed
using attestation (“w/ att”) and that with signing using a keypair (“w/ sgn”).

Dataset CENSUS UTKFACE IMDB
Model variant -S ‘ -L -S ‘ -L -S ‘ -L
Input Load 0.25 ms | 6.13 ms (|221.98 ms|336.42 ms||22.62 ms| 41.47 ms
Computation 0.15ms | 0.40 ms || 5.79 ms | 14.05 ms |{29.96 ms| 57.97 ms
Output Storage 0.35ms | 1.33ms || 1.62ms | 1.83ms || 1.59ms | 1.61 ms
Baseline | 0.75 ms | 7.87 ms ||229.39 ms|352.29 ms||54.17 ms|101.05 ms
Input Meas. 0.68 ms | 2.38 ms || 62.98 ms | 96.70 ms || 5.95 ms | 11.97 ms
Input Size (MB) 0.05 1.20 36.95 58.96 3.69 7.60
Output Meas. 0.02ms | 0.40 ms || 0.50 ms | 0.56 ms || 0.46 ms | 0.60 ms
Attestation 28.97 ms|26.26 ms|| 27.38 ms | 29.26 ms ||23.13 ms| 31.78 ms
Overhead w/ att 29.67 ms|29.04 ms|| 90.86 ms |126.52 ms||29.54 ms| 44.35 ms
Overhead w/ att (%) | 3955.35 | 369.18 39.61 55.15 54.52 81.86
Signing in s/w 0.18 ms | 3.79 ms || 440 ms | 4.84ms || 4.64 ms | 4.56 ms
Overhead w/ sgn 0.88 ms | 6.56 ms || 67.87 ms |102.10 ms||11.05 ms| 17.13 ms
Overhead w/ sgn (%)| 1.17 0.83 0.30 0.29 0.20 0.17
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| describe how to reduce the per-inference overhead. One approach is to batch multiple
inputs from a single client and attest them together, spreading the cost of a single attesta-
tion or signature across multiple tasks, resulting in overhead similar to accuracy attestation in
Table 8.4. Another approach to reduce cost is to generate a signing keypair during Trusted Ap-
plication (TA) initialization, perform a single attestation of the public key, and then sign each
inference result for indirect, low-cost attestation. | compare the time taken for signing with
a keypair versus invoking hardware attestation. | find that the resulting overhead computed
using the keypair (“Overhead w/ sgn” in Table 8.4) is less than attestation (“Overhead w/ att”).

Summary

These findings highlight Laminator’s efficiency, with minimal overhead in comparison with
the baseline cost of the computation being attested. The only exception to this is for infer-
ence attestation, where the time spent on inference is more comparable to the time spent on
attestation; | suggest a mitigation for this by using a signing key pair in software instead of
hardware-based attestation. Verification costs are low, involving only certificate checking, and
are independent of model size. Hence, Laminator is efficient (R2).

8.4.3 R3: Scalability

Mainstream TEEs provide attestations based on digital signatures that can be repeatedly veri-
fied by multiple verifiers. Additionally, an assertion bundle can include attestations from var-
ious provers, which are standardized into a common format. This allows Laminator to scale
to large numbers of independent provers, without relying on a single entity or TEE type to
generate all proofs needed for a verifiable property card. Hence, Laminator is scalable (R3).

8.4.4 R4: Versatility

Laminator’s property definitions are software-based, with hardware only used for isolation
and attestation, making it easy to extend to new properties. Provers can write Python scripts
to measure new properties, get them certified, while verifiers can validate the claims. Also,
new measurer programs (to measure the new properties) can be endorsed without updating
all verifiers’ software, making it versatile. The attestation and certification formats map directly
to YAML property card metadata, so Ver requires no modification to support new metrics or
ML property cards. Overall, Laminator is versatile (R4).

157



8.4.5 R5: Robustness

Laminator does not introduce any cryptographic protocols. Its security guarantees are inher-
ited directly from the underlying attestation mechanism. The TEE is robust due to hardware-
enforced isolation, which protects the measurement code and model from host interference. It
produces cryptographically signed attestations binding code, model parameters, inputs, and
outputs, so any tampering is detectable during verification. This integrity property inherited
from TEEs makes the attestations difficult to forge or alter, satisfying robustness (R5).

Attacks on TEEs. Several prior works have demonstrated attacks on TEEs, particularly side-
channel attacks, that can compromise confidentiality [534]. Attestation does not introduce
new privacy risks, as no additional sensitive data is added to the TEE. Laminator relies on
the integrity of the underlying TEE attestation mechanism to provide integrity guarantees
for property attestation, complementing the confidentiality properties already offered by the
TEE. Hence, leakage of model and training data via side channels is not a concern in this
setting. Leakage of attestation keys can compromise the integrity of the attestation mecha-
nism [535, 534], but this is orthogonal to this approach and not affected by Laminator’s design.
Mitigating such risks through side-channel-resistant code [536], cache partitioning [537], or
other techniques [538] is an active area of research by TEE manufacturers. Hence, Laminator
relies on the platform developer to ensure integrity, using hardware and software mechanisms
to prevent subversion, such as side-channel or extraction of attestation keys.

[Takeaway: Overall, Laminator meets all requirements (R1-R5). ]

8.5 Discussions

Difference from Formal Verification-based Certification: Several works provide “certifi-
cates” as accuracy bounds in the presence of adversarial examples (e.g., Li et al. [539]) or for
group and individual fairness [540, 541, 542]. These bounds are generated using techniques
from formal verification (e.g., randomized smoothing). This is an orthogonal problem because
attestation guarantees that a specific computation was executed, not that it is correct. For
instance, attestation of training with differential privacy only confirms that differential pri-
vacy was used, not whether its implementation or guarantees are correct. These certification
techniques can be executed within TEEs, providing both correctness guarantees and a verifi-
able proof that the techniques were actually carried out by Prv, rather than relying on Prov’s
unverified claims of correctness.
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Applicability to Other TEEs: The proposed approach is independent of the specific TEE in
which the computation is attested and can be extended to TEEs from other vendors (e.g., AMD
SEV, Intel TDX, Arm CCA). Where the performance of CPUs is insufficient, hybrid approaches
such as Slalom [543] and TEESlice [544] enable a CPU-based TEE to offload model layers to
a GPU, using cryptography to ensure data confidentiality and output integrity. This speeds
up computation compared to CPU-only execution, but the added cryptographic overhead and
data transfer between CPU and GPU reduce performance compared to standard GPUs. New
TEE-enabled GPUs (e.g., NVIDIA’s H100 [524]) accelerate computations, allowing evaluation
of larger models (e.g., LLMs) with comparable performance [545, 546].

Relation to Part-1 (Unintended Interactions in ML): The proposed attestations can be ex-
tended to demonstrate whether practitioners have accounted for the unintended interactions
identified in Part-1: Chapters 3, 4, and 5. For Chapter 3, proof of evaluation can be extended
to attest that the proposed guideline was applied to predict whether an unrelated risk will
increase or decrease when a defense was applied. Additionally, practitioners may decide to
empirically evaluate the attacks corresponding to the risks predicted to increase. The eval-
uation against those attacks and the corresponding attack success rates can be included as
part of proof of evaluation. For Chapter 4, attestations can be adapted according to the stage
at which a defense is applied. Pre-training defenses that modify the training dataset can be
attested through “proof of dataset transformation”, similar to proofs of attribute distribution.
In-training defenses can be incorporated into proof of training by demonstrating their inclu-
sion in the optimization objective. Post-training defenses, such as input or output filtering
and transformations, can be incorporated into proof of inference to attest their deployment as
well as binding the outputs to the defense for specific inputs. For Chapter 5, attestations can
demonstrate that the proposed guideline for assessing collusion potential was applied and can
provide evidence that deployed defenses reduce the likelihood of collusion.

r 3

Contribution in Support of the Thesis Statement

ML property cards, widely used by companies such as Hugging Face, should be verifiable
to prevent manipulation by malicious provers (e.g., model trainers). | propose Laminator,
the first framework to generate verifiable ML property cards using hardware-based attesta-
tions, and demonstrate that Laminator is effective, efficient, scalable, versatile, and robust.
Through Laminator, | successfully answer RQ2.2 to support the thesis statement.

J
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Chapter 9

Summary and Future Directions

| conclude with a summary of the thesis contributions (Section 9.1), lessons learned (Sec-
tion 9.2), future directions (Section 9.3), and situate the contributions within the broader re-
search context (Sections 9.4).

9.1 Summary of Contributions

In this thesis, | focused on two deployment concerns: unintended interactions in ML (Part-1),
and accountability in ML pipelines (Part-2). | summarize the contributions towards answering
the research questions to support the thesis statements for each part.

Part-1: Unintended Interactions in ML

In Part-1, recall that my goal was to defend the following thesis statement:

Thesis Statement
Unintended interactions can be systematically understood and predicted by identifying the
underlying factors that influence the effectiveness of defenses and susceptibility to risks.

| summarize my contributions in support of the thesis statement by answering the following
three research questions for the three types of unintended interactions:
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« RQ1.1: What are the factors underlying unintended interactions among defenses
and unrelated risks, and how can we effectively predict unexplored ones? | identi-
fied overfitting and memorization as the primary causes underlying unintended interactions
among defenses and unrelated risks. | presented a framework that includes factors influenc-
ing overfitting and memorization covering the characteristics of the (i) training data (e.g.,
size, distribution), (ii) objective function (e.g., distance to boundary, loss curvature), and (iii)
model (e.g., capacity). | showed that this framework helps explain known interactions, and
uncover unexplored ones. Using this framework, | proposed a guideline for conjecturing
about unexplored interactions by examining how a defense changes a factor and how those
changes correlate with susceptibility to a risk. | conjectured the nature of three previously
unexplored interactions, and empirically validated them.

« RQ1.2: How can we effectively combine ML defenses while avoiding conflicts? |
identified several factors underlying conflicting interactions among ML defenses, based on
(i) where each defense is applied in the ML pipeline (pre-, in-, or post-training), and (ii)
whether their underlying mechanisms interfere (e.g., a later defense minimizes a risk lever-
aged by an earlier defense). By accounting for these factors, | proposed a combination tech-
nique, Def\Con, and showed that it can accurately predict whether two defenses will conflict,
thereby determining whether they can be effectively combined.

« RQ1.3: What are the underlying factors that aid the potential for collusion among
adversaries, and how can we predict the potential for collusion? To study the potential
for collusion among adversaries, where one adversary can execute an attack to amplify oth-
ers, | presented a framework that captures the key enabling factors. For collusion between
train-time and inference-time adversaries, | showed that train-time attacks can influence
overfitting and memorization, thereby increasing the effectiveness of various inference-time
attacks. Here, the framework includes factors related to overfitting and memorization that
an adversary can manipulate. For collusion among inference-time adversaries, | showed that
the knowledge inferred as outcome of one attack can satisfy the prerequisites of another.
Here, the framework includes each attack’s prerequisites and outcomes as factors. Using
this framework, | studied the potential for collusion and proposed a guideline to explain
collusion in prior work, and predict the potential for unexplored cases of collusion.

Overall, | identified and explored three types of unintended interactions in ML by answering
their corresponding research questions, showing that identifying and analyzing the underlying
factors enables both the explanation of existing interactions and the prediction of unexplored
ones. In doing so, | successfully defended the thesis statement.
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Part-2: Accountability in ML Pipelines

In Part-2, recall that my goal was to defend the following thesis statement:

Thesis Statement
Ensuring accountability of ML operations by designing technical mechanisms that are
effective, efficient, versatile, scalable, and robust, is feasible.

| summarize my contributions in support of the thesis statement by answering the following
two research questions:

« RQ2.1: Can software-based ML property attestation mechanisms meet all require-
ments? Using the example of proof of attribute distribution, I explored two software-based
mechanisms: an ML-based mechanism that repurposed distribution inference attacks, and a
cryptographic mechanism using MPC. | showed that the ML-based mechanism was neither
effective nor robust, while the cryptographic mechanism was inefficient. | then proposed a
hybrid mechanism that combined both to improve efficiency and effectiveness; however, |
showed that it was not scalable to multiple provers and remained impractical. | thus high-
lighted the need for alternative mechanisms that meet all requirements.

« RQ2.2: Can hardware-based ML property attestation mechanisms address the limi-
tations of software-based ones, and meet all requirements? Inspired by remote attes-
tation in TEEs, | presented Laminator, a framework that leveraged hardware-based TEEs to
provide ML property attestations, including proof of attribute distribution, training, evalua-
tion, and inference. | showed that Laminator accurately measures the properties of interest
(effective), incurs low overhead compared to standard ML operations (efficient), scales to
multiple provers and verifiers (scalable), supports a wide range of ML properties (versatile),
and resists malicious provers attempting to evade attestation (robust).

Overall, | explored mechanisms for attesting ML properties and showed that hardware-based
mechanisms using TEEs are a promising direction, as they are effective, efficient, scalable, ver-
satile, and robust. In doing so, | successfully defended the thesis statement. Furthermore,
these attestations can demonstrate that practitioners applied the claimed defenses, as well as
evaluated and accounted for the unintended interactions identified in Part-1.
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9.2 Lessons Learned

Part-1: Unintended Interactions in ML

Limits to Overfitting/Memorization Hypothesis: | identified overfitting and memoriza-
tion as plausible underlying causes because prior work consistently links the effectiveness of
many attacks and corresponding defenses, to these factors (Chapter 3: Section 3.2.3; Chapter 5:
Section 5.2). This connection is particularly evident for classifiers, but has also been extended
to generative models. For example, risks such as adversarial-prompt jailbreaks and privacy
attacks are often associated with memorization and overfitting [72, 86, 87].

However, overfitting and memorization do not explain all risks across all models and de-
ployment settings. In agentic systems, for instance, risks such as prompt injection [547, 548,
549, 550], and privacy violations arising from inappropriate information flows, are not cap-
tured by either overfitting and memorization [551, 552]. Prompt injection attacks stem from
a model’s inability to distinguish between data and instructions (similar to memory corrup-
tion vulnerabilities in systems security [553]), whereas inappropriate information disclosure
reflects a failure to determine what information should be shared in a given context. These
risks therefore arise from different underlying causes.

Consequently, overfitting and memorization provide a reasonable basis for relating attacks
and defenses at the level of an individual model, as considered in Chapters 3 and 5. However,
when analyzing system-level risks, these factors alone are insufficient. Additional system-level
factors must be explored to explore risks, defenses, and their interactions.

Advice to Practitioners: Practitioners should update their pipelines to evaluate and account
for unintended interactions. After training and before deployment, practitioners should con-
sider the deployment ecosystem, including interactions with other system components and
potential failure modes. This includes conducting comprehensive risk evaluations as follows:

« Evaluate defenses for unintended interactions with unrelated risks using the guideline in
Chapter 3. Where resources allow, empirically validate whether predicted risk increases and
refine M to mitigate them. Alternatively, certain factors can help anticipate and mitigate
risks and unintended interactions without extensive empirical evaluation. For example, long-
tailed datasets (e.g., in healthcare) may increase susceptibility to multiple risks (Table 3.2),
and such datasets can be transformed (e.g., removing long-tail outliers) to minimize the risks.

« When combining defenses against multiple risks, identify candidate defenses and apply
Def\Con to detect conflicts (Chapter 4). If conflicts arise, adjust the ordering of defenses
or select alternative variants, iterating until Def\Con reports no conflicts. Finally, evaluate
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whether certain defenses also mitigate unrelated risks (e.g., differential privacy; Table 3.4),
potentially reducing the need to apply additional defenses.

« Evaluate the potential for collusion among adversaries using the guideline from Chapter 5,
and assess how the above design choices affect this potential. Revisit and refine model design
decisions based on the results.

« In Chapter 3, | treat susceptibility to all risks equally. In practice, however, a 5% increase in
one risk may be less acceptable than a 10% increase for another. Such distinctions are not cap-
tured because evaluation of risks rely on different metrics. Similarly, in Chapter 4, Def\Con
reports only alignment and conflict between defenses, making it difficult to compare the
magnitude of gains and losses across different defenses. For example, a 5% improvement
against one risk may be more valuable than a 10% improvement against another. However,
there is no common metric to support such comparisons. In both cases, the tolerance for risk
is application-dependent and must be determined by practitioners. Practitioners can map
changes in risk susceptibility or defense effectiveness to a common metric, such as monetary
cost, enabling more consistent evaluation and comparison across risks and defenses.

Part-2: Accountability in ML Pipelines

In Part-2, | empirically demonstrate the limitations of both ML-based and cryptographic mech-
anisms to attesting ML operations. | will now discuss whether software-based attestation
mechanism are fundamentally limited to attest ML properties.

« For ML-based mechanisms, existing work largely re-purposes privacy attacks (e.g., MemInf,
DistInf, and AttInf). While these attacks only need to achieve better-than-random perfor-
mance to demonstrate privacy leakage, auditing requires a substantially stronger guarantee.
An ideal auditor would effectively have oracle access to the training distribution, enabling
perfect true positive rate with zero false positives. In practice, however, these attacks rely
on limited model observables, such as gradients or predictions, which may not contain suf-
ficient information to support highly accurate attestation. Consequently, there may exist a
fundamental upper bound on attestation accuracy achievable from such observables, which
may fall short of the attestation requirement. This is evident from high false-positive rates
observed in practice (Chapter 7 and [520, 521]), further reducing their suitability as attesta-
tion mechanisms. The formal proof for this is left as future work.

« On the other hand, modern ML models rely heavily on non-linear operations, which are
expensive to support using cryptographic mechanisms. Although significant progress has
been made in improving the efficiency of techniques such as 2PC and ZKP for ML training
and inference [514], the underlying mismatch between cryptographic computation and non-
linear operations required for ML models, may limit scalability to large models. Furthermore,
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model developers may be unwilling to modify standard ML architectures and operations
solely to improve cryptographic efficiency, further limiting their practicality.

Given the above limitations of software-based mechanisms, | argue that hardware-based at-
testations using TEEs are more promising to efficiently furnishing various ML property attes-
tations in the current ML ecosystem.

9.3 Future Research Directions

I will now present future research directions specific to each chapter (Section 9.3.1), followed
by broader research directions for each part of the thesis (Section 9.3.2).

9.3.1 Chapter-wise Future Directions

Common Future Directions for Chapters 3, 4, and 5

+ Generalization beyond Classifiers: | focused on classifiers because their attacks and de-
fenses are well established and extensively benchmarked in the literature. | will discuss how
the guidelines and frameworks can be extended to generative models.

— For unintended interactions among defenses and unrelated risks (Chapter 3), many factors
related to overfitting and memorization, also apply to generative models. Although the
definitions of overfitting and memorization differ in generative settings [70, 89], genera-
tive models introduce additional factors (e.g., token sampling distribution), while some
classifier-specific factors (e.g., decision-boundary distance) are no longer relevant. By
identifying these factors and their relationships with risks and defenses, the same guide-
lines can be extended to generative models.

- For combining ML defenses (Chapter 5), the interference factors | consider (e.g., the place-
ment of defenses and whether their mechanisms conflict) are sufficiently general to apply
to generative models. For example, for fine-tuning generative models on specific task
overrides safety guardrails [554], Def\Con would suggest that safety alignment should be
applied as the final training step to avoid conflict. The type of interference may differ for
generative models requiring extending Def\Con to cover those additional factors.

- For collusion potential (Chapter 5), the evaluation combines empirical analysis with evi-
dence from prior work. | already consider studies involving generative models and find
that the identified factors help explain collusion potential in such models, suggesting that
these factors generalize beyond classifiers. While additional factors specific to generative
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models may exist, | excluded them due to insufficient correlations with attacks. Such
factors can be incorporated in future extensions given sufficient correlations with attacks.
— Finally, for ML property attestations (Chapter 8), Laminator served as a proof of concept
for classifiers. Since then, my co-authors and | have proposed a framework, PAL*M that
extends attestation to generative models running on H100 GPUs with trusted computing,
demonstrating that efficient attestation is also feasible for generative models [546].
Generalization beyond Images: The frameworks identify fundamental factors that gen-
eralize across modalities. Overfitting and memorization are fundamental properties of ML
models, and | assumed that risks and defenses can be related to them regardless of modal-
ity. For a given task (e.g., classification or generation), factors for overfitting and memoriza-
tion remain the same, although their measurement differs [70, 89]. In other words, differ-
ent datasets may exhibit different risk profiles and unintended interactions (e.g., datasets
with long-tailed distributions may be more susceptible to certain risks than others). Con-
sequently, the same classes of factors should apply across dataset modalities, with any
modality-specific factors incorporated as extensions to the respective frameworks. For Chap-
ter 4, since Def\Con ’s steps are modality-independent, | conjecture that it can be applied
similarly to other data types. | validated this using classifiers on a tabular dataset (i.e., CEN-
SUS) and found that Def\Con generalizes beyond the specific modality studied, suggesting
broader applicability across modalities. For Chapter 5, as part of the systematization, I con-
sidered prior work covering empirical evaluation of different modalities and showed that
the current factors can successfully explain the potential for collusion. This suggests that
the framework and its factors apply across modalities.
In case there are additional modality specific factors, those can be easily incorporated in the
frameworks, followed by identifying the correlations with risks and defenses (Chapters 3
and 5) or relation with conflicts (Chapter 4), and applying the corresponding guideline. Fi-
nally, analyzing dataset characteristics can therefore help predict changes in risk suscep-
tibility, and defense effectiveness applied to datasets to update these factors to suppress
unintended increase in risks or collusion potential.
Causality and Theoretical Guarantees: The frameworks in Chapters 3 and 5 focus on cor-
relations rather than causation, since the limited interpretability of model behavior and the
poor understanding of factor-attack dynamics make it difficult to causally identify enabling
factors. As a result, the framework is conceptual and the proposed guideline is heuristic in
nature. The framework and guideline identify correlations rather than causal relationships.
Prior work has established causal links between susceptibility to membership inference risk
and several underlying factors (e.g., model capacity and training data size) [555]. A similar
framework using Bayesian networks could be developed where causal reasoning can deter-
mine causal relationships between different factors, defenses, and risks. This framework
could help identify load bearing factors from this analysis (i.e., whether all the identified
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factors in the frameworks are redundant).

Since both the guidelines from Chapter 3 and 5, and Def\Con (Chapter 4) define classifica-
tion rules, their alignment and conflict conditions can be encoded as a formal relation in an
SMT solver (e.g., Z3, CVC5) or a proof assistant (e.g., Lean 4, Rocq/Cogq, Isabelle). One can
then prove meta-properties independent of empirical validity, such as determinism (every in-
put receives exactly one label), totality (all interactions/combinations/collusions are covered),
and consistency (no input is simultaneously classified as two separate classes). Formal veri-
fication can assess the soundness of guidelines and provide counterexamples whenever the
rules are incomplete or contradictory.

Finally, theoretical frameworks can be developed to characterize (a) fundamental trade-offs
between defenses and risks (e.g., conditions on training dataset size under which adversar-
ial training increases membership inference [59]), (b) inherent conflicts between pairs of
defenses, and (c) potential for adversarial collusion.

Chapter 3: Unintended Interactions among ML Defenses and Risks

« Applying Guideline to Exceptions: There were several interactions where the guideline
was not applicable due to no common factors among defenses and risks. A more comprehen-
sive evaluation of how factors correlate with effectiveness of defenses and susceptibility to
risks is needed to apply the guideline to such interactions (i.e., expanding the empty columns
for factors in Table 3.2).

+ Including Threat Models: The guideline should be extended to account for exceptions
arising from differing threat models. One approach is to first identify the threat model and
depending on whether Adv has whitebox or blackbox access to M, then either apply the
proposed guideline as is, or adjust its recommendation.

« Fairness Metrics: Various fairness metrics (such as equalized odds, equal opportunity) are
mutually incompatible and involve inherent trade-offs [556]. Hence, future work can explore
how optimizing for different fairness metrics impact nature of interactions.

+ More Effective Attacks/Defenses: Stronger attacks or more effective defenses are likely to
produce stronger correlations with the factors identified in Table 3.2. Thus, while the overall
nature of the interactions will remain unchanged, | speculate that the magnitude of increase
or decrease in unrelated risks will depend on the effectiveness of the attacks or defenses.
Future work can empirically validate this conjecture.

Chapter 4: Combining ML Defenses without Conflicts

« Learning-based Component for Def\Con: While it is possible to train a model (e.g., a
decision tree) to predict the nature of interactions for a given combination, this would require
substantially more training data (e.g., features covering a wide range of defenses and their
combinations). This exceeds what can be obtained from the eight combinations in prior work.
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For the current set of defenses, the heuristic guideline is sufficient to achieve reasonable
accuracy. Incorporating a learning-based component is left for future work.

Evaluating Omitted Defense Combinations: | speculate the omitted defense combina-
tions from Section 4.4.2: EvsnRob-Pre, DiffPriv-Pre, GpFair-Pre, and GpFair-Post.
Since EvsnRob-Pre targets adversarial examples and makes local changes to D,,, | expect
its combination with other defenses to behave similar to Md1WM-Pre and DtWM-Pre. Ad-
ditionally, DiffPriv-Pre and GpFair-Pre make global changes by transforming all data
records in 2,,. and should be applied before other defenses, as | expect them to avoid con-
flicts. GpFair-Post makes global changes in post-training stage to all predictions, and the
behavior is likely to be similar to PoisnRob-Post which also makes global changes to M
in post-training stage. Validating these interactions is left for future work (Chapter 9: Sec-
tion 9.3.1). For defenses omitted due to (i) poor effectiveness: further work is required to de-
sign more effective defense variants (e.g., pre-training or post-training evasion robustness).
(if) incompatible datasets: set up experiments for the specific dataset where the defenses
work well (e.g., tabular datasets instead of image datasets) and evaluate their combinations.
These can then be combined with other defenses and evaluated.

Combination-friendly Defenses: An important direction for future work is the design of
defenses that can be seamlessly combined with others. Such combination-friendly defenses
would enable practitioners to select defenses based on application requirements and system
constraints without relying on ad hoc optimizations. Developing these defenses, however,
introduces new design challenges that remain to be explored.

Accounting for Privacy Budget ¢4, in DiffPriv: Currently, combining defenses with
DiffPriv does not incur additional €, consumption due to the post-processing property;
€4p remains unchanged after composition. However, other defense combinations may require
additional privacy accounting. An important direction for future work is developing methods
to account for €4, consumption when combining DiffPriv with defenses.

Other Factors Underlying Conflicts: While | identify two possible factors underlying con-
flicts among defenses, | do not claim this to be exhaustive. There may be other contributing
factors that could be incorporated into Def\Con to improve its accuracy. One possible factor
is the choice of different lp—norm distances used by some defenses (e.g., EvsnRob-1In, and
adversarial example-based Md1WM-Pre and DtWM-Pre). Prior work has shown that objectives
targeting robustness under different [,,-norm bounds can be conflicting [557]. When combin-
ing defenses, Thakkar et al. [373] show that optimizing watermarking can resolve conflicts
with adversarial training. | leave the identification of additional factors as future work.
Defense aware Adversaries: Def\Con currently assumes that individual defenses are ro-
bust and that their robustness is preserved when combined. However, | did not evaluate ad-
versaries that are explicitly optimizing their attacks against the combined defense pipeline.
Such attacks may uncover vulnerabilities that are not present when defenses are evaluated
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individually. Designing such attacks, and developing defenses that anticipate and withstand
them while ensuring effective combination, is left for future work.

« Unintended Interactions with Unrelated Risks: | evaluate interactions only for the tar-
geted risks addressed by the combined defenses. However, combining defenses may also
increase or decrease susceptibility to other unrelated risks. Evaluating and exploring unin-
tended interactions for defense combinations is left for future work.

Chapters 7 and 8: ML Property Attestation Mechanisms

« Extending to Consumer Devices: Hardware-based attestations are practical in today’s
ML ecosystem due to the availability of GPU-based TEEs on major cloud platforms such
as Amazon, Microsoft, and Google. Some providers, such as Amazon, also offer software
support. However, consumer devices often lack TEEs and instead include trusted platform
modules (TPMs). Unlike TEEs, where the measurement code executes in a protected environ-
ment and cannot be tampered with by an adversary, the adversary can access and potentially
manipulate the measurement script for TPMs. Consequently, additional mechanisms are re-
quired to verify the integrity of the measurement process before attestations can be trusted.
This is left as future work.

« Extending to Other Attestation Types: | illustrate three types of ML property cards and
four types of model attestations in Section 8.1, but | do not claim completeness. There could
be other attestation types and ML property cards but Laminator can be extended to account
for them by modifying the “measurer” script by Prv (Section 8.2). Any property that can be
expressed in Python code can be attested using Laminator. For instance, Laminator can be
extended to include other attestation types, such as ecosystem cards, a combination of mul-
tiple models trained on different datasets, using verifiable model cards and datasheets [558].
Also, | can attest various steps in DPSGD training within Laminator to demonstrate to Ver
that Prv has used the algorithm. Model explanations (during inference) would be handled
similarly to proof of inference. While | focus on static properties for various ML operations,
there are other runtime properties such as the environmental impact of running ML models
in GPUs (e.g., carbon emissions). These attestations are left for future work.

9.3.2 Broader Future Directions

I now discuss broader research directions related to unintended interactions in ML (Part-1) and
accountability in ML pipelines (Part-2). Ongoing innovations enable agents based on large lan-
guage models (LLMs), to access tools, APIs, and web resources to perform complex tasks on
behalf of users. The deployment of these LLMs in agentic settings raises various risks, which
may be amplified in multi-agent interactions. Consequently, studying deployment concerns
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for LLMs, beyond those explored in Part-1 and Part-2, is important for ensuring their trust-
worthy deployment. | outline potential research directions within each part for such LLMs.

Unintended Interactions in Language Models (for Part-1): | discuss additional examples
of unintended interactions for generative models and agents:

« Unintended Interactions among LLM Optimizations and Risks: LLMs can be opti-
mized for various objectives, including efficiency (e.g., pruning, quantization, knowledge
distillation), privacy (e.g., DPSGD), utility (e.g., model editing), and safety (e.g., alignment).
At the same time, they remain vulnerable to various risks such as jailbreaks, discriminatory
behavior, Pll leakage, and data reconstruction. Applying different optimizations can influ-
ence an LLM’s susceptibility to such risks, giving rise to unintended interactions. Existing
works have explored limited interactions. For example, standard fine-tuning can increase
misalignment [559, 554] and increase bias [560]; while quantization and model steering can
increase susceptibility to jailbreaks and degrade utility [561, 562, 563]. However, a systematic
evaluation across various optimizations, risks, and the underlying factors is still lacking.
Both optimizations and risks are influenced by shared underlying factors, such as memoriza-
tion. In Chapter 3, | analyzed unintended interactions in classifiers, identifying overfitting
and memorization as the underlying causes. However, this framework does not directly ex-
tend to LLMs: some factors (e.g., distance of training data points to the decision boundary)
are not applicable, while LLM-specific factors (e.g., token sampling) must be incorporated.
Future work can systematically study how effective optimizations influence susceptibility
to different risks, and to identify the factors underlying these unintended interactions, and
understand their impact.

« Emergent Misalignment: Fine-tuning on a specific task can induce broad misalignment
(or harmful behavior) in other contexts (aka emergent misalignment) [559]. This parallels
Chapter 3, where optimizing specifically for a defense can influence the susceptibility to un-
related risks. Here, however, the optimization is for general tasks (not just defenses), and
the degradation has a broader scope (may affect arbitrary tasks). The first challenge is to
systematically identify which capabilities are harmed (an objective which differs from Chap-
ter 4). Following this, identifying the mechanisms driving these unintended interactions can
inform the design of mitigations. As in Chapter 3, overfitting and memorization are likely
contributors, but the specific factors differ between classifiers and generative models. Ad-
dressing this requires revisiting the framework from Chapter 3 to identify the factors relevant
to generative models (and not classifiers), to better understand emergent misalignment, and
develop methods to prevent it.

« Conflicting Optimizations in LLMs: Similar to emergent misalignment, it has been ob-
served that task-specific fine-tuning can degrade or remove existing defenses (e.g., safety
mechanisms) [554]. This parallels the conflicts among defenses discussed in Chapter 4,
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highlighting the need for methods that can effectively combine multiple defenses in gen-
erative models and agents. This problem is particularly pronounced in open-weight LLMs,
where users may attempt to remove safety protections such as misalignment safeguards.
A key direction is developing methods that resist modification of existing defenses during
task-specific fine-tuning. Some work on tamper-resistant fine-tuning aims to preserve core
functionality [564, 565], but existing schemes are not yet robust [566].

« Robust Alignment despite Conflicting Values: Aligning agents with human values and
norms is inherently a sociotechnical problem. Similar to combining multiple defenses against
different risks (Chapter 4), practitioners aim to align models with multiple objectives that
reflect human expectations. However, these expectations can conflict due to their dynamic,
context-dependent nature, making the alignment objective challenging. Such conflicts can
be viewed as unintended interactions arising from optimizing multiple objectives simultane-
ously. Designing algorithms to resolve these conflicts is essential for enabling coherent and
justifiable decisions. An interesting direction is to explore social choice theory [567], game
theory, and mechanism design to develop practical approaches for aligning agent behavior.

Accountability in Broader ML Ecosystem (for Part-2): Revisiting system and network se-
curity principles is crucial to prevent agents from tampering with traditional Internet infras-
tructure (e.g., databases), enable verifiable execution of agents, enforce accountability across
the broader Al ecosystem, and support demonstrable compliance with regulations.

- Verifiable Agents: There is a need for provable guarantees of agent behavior. Although
formal verification is challenging for natural language, it is feasible in constrained settings
such as verifiable model routers (which select the appropriate model for a given prompt)
and agent planners (which predict the correct tool invocation for formally specified tasks).
Inspired by control-flow and data-flow integrity, a promising direction is runtime attestation,
in which each agent tool invocation passes through a trusted “trampoline function” that
measures and attests to execution traces using TEEs. This can help mitigate prompt injection
attacks that induce unauthorized actions.

« Ecosystem Property Attestations: ML workloads, especially generative models, form a
complex ecosystem of diverse assets (e.g., models, datasets, and applications across organi-
zations) that can be represented as a graph, with assets as nodes [558]. Existing attestations
for individual models or local ecosystems fail to capture cross-organizational dependencies.
A global ecosystem manager (e.g., Hugging Face) can construct a unified graph, but the man-
ager is untrusted. Thus, the graph construction must be done verifiably and there is a need
to design corresponding mechanisms for constructing verifiable ecosystem graphs. One pos-
sible direction is to integrate attestations from local managers and Laminator to establish
trustworthy links, enabling efficient reasoning about relationships without costly manual
inspection. For example, a proof of training can create a verifiable link between a dataset
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and a model either using Laminator or attestations from other sources (e.g., ZKPs).

« Regulatory Sandboxes: The EU’s Al Act [488] requires that “member states shall ensure
that their competent authorities establish at least one Al regulatory sandbox at national level”
(Art. 57(1)). These sandboxes are intended to facilitate development, training, testing, and
validation under regulatory supervision, and participation may help providers demonstrate
compliance with the Al Act. The design of such sandboxes remains underexplored. One
possible approach is to combine ML property attestations for transparency and compliance
verification with hardware-based solutions such as TEEs to enforce isolation. Additional
mechanisms can further control information flows arising from model interactions, such as
those in agents or chatbots.

9.4 Concluding Remarks

| conclude by situating this thesis and its contributions within a broader research context. Most
literature on “trustworthy ML systems” focuses on identifying and mitigating risks within spe-
cific pillars of trust, namely security, privacy, fairness, transparency, and safety. This includes
designing attacks that exploit vulnerabilities within a given pillar and corresponding defenses
to mitigate them. While this line of work is important, it is not sufficient to ensure trustwor-
thy deployment of ML models. As highlighted in Figure 9.1, | highlight the need to go beyond
exploring isolated risks and defenses, and consider broader deployment concerns:

« Holistic System Analysis: ML models typically operate as components within larger sys-
tems and interact with traditional Internet infrastructure, external APls, and tools. This
requires a system-level analysis that accounts for trade-offs and unintended consequences
of design choices when integrating ML models into larger systems. Examples of problems
within holistic system analysis include privacy side channels [568], and unintended inter-
actions (in Part-1), exploiting memory corruption vulnerabilities in ML libraries or model
conversion tools [569, 570, 571, 572], side-channel attacks [451], and hardware fault injec-
tion attacks [456]. A holistic system analysis is essential because simply adding more ML-
specific defenses is insufficient in many cases as their robustness is limited [126, 127]. Many
risks are at a system-level (e.g., sensitive information leakage [551] or indirect prompt in-
jection [548]), and must be addressed by drawing on systems security research, including
control- and data-flow integrity, attestation, contextual integrity for privacy [552], trusted
hardware, and cryptographic primitives.

« Governance of ML Systems: Despite designing effective defenses against individual risks
and accounting for holistic system analysis, practitioners must be able to demonstrate these
efforts in a verifiable manner (e.g., to regulators). Several regulations across jurisdictions
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and guidelines from frontier labs (e.g., Google [573], Anthropic [574], and OpenAl [575])
mandate accountability, transparency in the ML training pipeline, and demonstrable com-
pliance [484, 485, 486, 487, 488, 489, 490, 491]. However, these do not spell out concrete tech-
nical mechanisms for ensuring compliance, making their design an important open problem.
Within the broader theme of ML governance, | focus on the specific problem of enabling
accountability in ML pipelines (in Part-2). Additional challenges include reconciling the ex-
pectations of legal scholars and regulators with the technical design of mechanisms, and
aligning models with legal statutes.

Trustworthy ML Deployment

MR e e U |
Governance 0

Holistic System
Analysis

Identifying and
Mitigating
Individual Risks

CTrustworthy ML')

— Pillars of Trust in ML —

Figure 9.1: In addition to identifying and mitigating risks within individual pillars of trust,
trustworthy ML deployment requires a holistic systems analysis (e.g., unintended interactions),
and supporting governance, (e.g., for accountability and regulatory compliance).

Need for Systems-Security Mindset: Since the first demonstrations of adversarial examples
over a decade ago [100], numerous defenses have been proposed within the individual pillars of
trust. However, many defenses for ML classifiers have been repeatedly bypassed [126, 127, 576],
a pattern now emerging in generative models [577, 566, 547]. This highlights not only techni-
cal limitations but also a deeper misalignment between how the community conceptualizes
defense design and the actual susceptibility to attacks. | argue that this misalignment stems
from the lack of a systems security mindset in the ML community when designing defenses.
There is a strong need to adopt such a mindset, which involves the following:
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1. Precise Threat Modeling to Design Strong Attacks: Precise and explicit threat mod-
eling is the first step toward robust defenses. It requires defining Adv’s role, capabilities,
and access to M and 2,,. (Chapter 2: Section 2.3). These threat models should capture the
strongest plausible Adv in a given deployment setting; otherwise, defenses may be evalu-
ated only against weak attacks, leading to a false sense of robustness (e.g., [ 126, 127]).

2. ldentifying Requirements for Defense Design: Defenses should be designed and evalu-
ated according to precise requirements tailored to the application (e.g., efficiency and utility
preservation). Here, robustness should be included as a fundamental requirement that en-
sures protection against the strongest attacks.

Trustworthy ML as a Sociotechnical Problem: ML models pose significant societal and
safety risks. They are prone to hallucinations that users may accept as factual [578, 579, 580,
581, 582, 583, 584, 585], enabling misinformation and amplifying divisive narratives [586, 587,
588]. Malicious uses, such as propaganda [589] or sophisticated cyberattacks [590, 591, 592,
593], further threaten safety. Harmful or inappropriate outputs [594, 595, 101], and unregulated
applications in therapy or mental health support [596, 597, 598, 599], pose direct risks to users.
Collectively, these underscore the substantial societal and safety risks of ML models, that go
beyond technical challenges. Thus, ensuring the trustworthy deployment of ML systems is a
sociotechnical problem requiring interdisciplinary collaboration (e.g., social sciences). Thus, it
is important to understand how ML systems may deviate from or reshape societal norms in
both beneficial and harmful ways. For instance:

« Alignment with human values is particularly challenging because they cannot be precisely
formalized, leading to issues such as reward hacking [600], and because they are dynamic
and often conflicting across populations. Recent efforts, such as constitutions for LLMs (e.g.,
the Claude Constitution [601], provide a starting point that could be extended to more com-
prehensively incorporate societal values into LLMs. Incorporating insights from the social
sciences may help design objectives for aligning ML models with diverse human values.

« The design of accountability mechanisms could use input from multiple stakeholders, in-
cluding developers and end users, to ensure system behavior aligns with expectations. For
regulatory compliance, collaboration with legal scholars is also necessary to interpret ex-
isting regulations and assess how technical mechanisms satisfy them, potentially requiring
iterative refinement of their designs based on legal feedback.
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Appendices

A Chapter 4: Combining ML Defenses without Conflicts

A.1 Formal Analysis of Def\Con

A defense Def is defined as a tuple Def := (Stg, Ch, Rk, Pt), where:

« Stg is the stage where Def is applied

« Ch is the type of changes

« Rk is the risk it uses

« Pt is the protection scope of Def, and () ¢ Pt.

Let Def be the set of all such defenses. The input set for Def\Con is defined as: X :=
{(Def,,Def,)|Def, # Def,, and Def,,Def, € Def}. Def\Con can be defined as a function:
f:+ X — {0,1} where f(Def;,Def,) = 0 indicates conflict and f(Def;,Def,) = 1 indicates
alignment. Given the above formal model, | discuss consistency, soundness, and completeness.

Consistency means that Def\Con never produces contradictory outputs for the same input.

Claim 1. There is no pair (Def,, Def,) for which Def\Con simultaneously classifies both conflict
and alignment, i.e., Def\Con is consistent.

Proof. According to the definition of f, there are two conflict cases:

e (c.1)If Stg, = Stg, and Chy = Global and Ch, = Global, then f(Def,,Def,) = 0.
e (c.2) If Stg, # Stg, and Rk, € P,, then f(Def,,Def,) = 0.
For alignment case: (a.1) If none of the conflict conditions hold, then f(Def,,Def,) = 1.

These conditions partition the input space X into disjoint sets: conflict or alignment, with no
overlap. Assume that there exists X, such that f(X;) = 0 and f(X;) = 1. Since f(X;) = 1,
according to (a.1), (c.1) and (c.2) do not hold, leading to a contradiction. Therefore, Def\Con
never produces contradictory classifications for the same input and is consistent. [
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Soundness ensures that if Def\Con predicts a combination as effective (aligned), it should
indeed be effective in practice.

This assumption is supported by my empirical evaluation, where Def\Con achieves:

« 90% accuracy on previously studied defense combinations,
« 81% accuracy on novel, unexplored combinations.

The low rates of false positives and false negatives in these evaluations suggest that Def\Con
can reliably predict combination effectiveness, providing practical evidence for its soundness.
A perfectly sound technique would rely on comprehensive empirical evaluation, which | aim to
avoid by proposing an easy-to-use (approximate) technique, Def\Con. Therefore, the sound-
ness of Def\Con is conditional on the assumption that these rules perfectly represent all con-
flict and alignment scenarios: (c.1) (c.2) and (a.1). However, since real-world defense interac-
tions can be complex, involving subtle dependencies and emergent behaviors, Def\Con may
not fully capture reasons for conflict or alignment. Hence, Def\Con is not perfectly sound and
is likely to incur some errors.

Completeness suggests that Def\Con can classify every possible defense pair correctly as ei-
ther conflict or alighment. Similar to soundness, completeness is conditional on the assump-
tion that the classification rules fully capture all conflict and alignment cases. As a partial
theoretical guarantee, | can prove that Def\Con can classify every defense pair in its input
domain, i.e., it produces a classification for every pair without leaving any case unclassified.
Assuming that the input set X includes all possible distinct defense pairs, Def\Con partially
satisfies completeness by design. Formally,

Claim 2. For every pair (Def,,Def,) € X, Def\Con’s function f produces a classification
f(Def,, Def,) € {0,1} that identifies whether the defenses conflict or align, i.e., no conflict or
alignment case is left unclassified. Therefore, if X includes all distinct combinations of defenses,
Def\Con is partially complete.

Proof. By construction, Def\Con’s classification rules partition the input space X exhaustively
and exclusively by (c.1), (c.2), and (a.1). These rules cover all possible defense pairs in X without
overlap or ambiguity, ensuring that every pair is assigned a unique classification; therefore,
Def\Con is partially complete on X. O

The assumption that X includes all possible defense combinations is supported by the fact that
all surveyed defenses can be represented within the Def\Con framework.
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A.2 Formal Analysis for Multi-way Combination Algorithm

Algorithm F' handles multi-way combinations by iterating through all permutations of de-
fenses and using Def\Con to check for pairwise conflicts:

(m.1) For defenses Def, € Def,i=1,...,n, F'(Def,,...,Def, ) = 0 iff IDef,,Def; € Def and
f(Def;,Def;) = 0.

Consistency. According to the consistency of f, assume that there exists Def,,7 = 1, ...,n, s.t.
F(Defy,...,Def, ) = 0 and F'(Def,...,Def, ) = 1. Since F'(Def,...,Def, ) = 1, VDef,, Def,
we have f(Def;,Def;) = 1, leading to a contradiction. Therefore, I is also consistent.

Soundness and Completeness. Under the assumption that f is sound and complete, and
considering that we take all possible combinations of defenses (as there is no limit on the input
defense set of F'), the soundness and completeness of F' is conditional on the assumption that
(m.1) fully captures all conflict and alignment cases.

Soundness. Since f has some errors and is not perfectly sound, multi-way combinations can
indeed introduce conflicts, which will result in false positives or negatives. Hence, the sound-
ness of multi-way Def\Con requires comprehensive evaluation similar to pairwise evaluation.
In the evaluation, | only show that effective multi-way combinations (previously unexplored)
are possible. A comprehensive evaluation to check for soundness is left as future work.

B Chapter 7: Software-based ML Property Attestation

B.1 Selecting Window Size

Ideally, I want to train f,,, to distinguish between p,.., and !p,... | compute the AUC scores
under the FAR-TAR/FRR-TRR curve when f,, is trained to distinguish between p,., and !p, ..
| present this in Table B.1 under window size “0”. | observe that f_;, has a high AUC for the
edge ratios compared to the middle ratios. Hence, f,,, is not effective for all p,.., values.

To this end, | relax the requirement to distinguish betweenp,., and!p,.,. Instead, I evaluate
if increasing the window size improves the success of f,,, in distinguishing between {p
Preqs Preqt 1} @and the remaining ratios ({p
under window size “+1”.

-1
req
-1, Dregs Preqgt 1)) This is indicated in Table B.1

req

| set a threshold of 0.85 for AUC scores where a score >= 0.85 is considered good and
marked in green and red otherwise. For ARXIV and BONEAGE, | observe that the window
size of £1 is better than a window size of 0 (visually indicated by more green cells). Hence, for
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Table B.1: Identifying the best window size (w) using AUC scores to maximize attestation

success. red — AUC score <0.85; green — AUC score >=0.85. +-1— the window {p,..,-1, D,

Preqt 1} but only two of those ratios are combined for the edge values. Performance increases

when using a window size of £1 instead of 0. ARXIV and BONEAGE do well across different

Preq Values, but CENSUS-S and CENSUS-R have low effectiveness for certain p,., values.
CENSUS-R

Window size|0.0/0.1]0.2(0.3|0.4]0.5[0.6]/0.7]0.8|0.9]1.00

0 1.00{0.84(0.70/0.81]0.67]0.57|0.67|0.76|0.83/0.92| 1.00
+1 0.88/0.89(0.95(0.71/0.74|0.65|0.63/0.83|0.96/0.83|0.75
CENSUS-S

Window size|0.0/0.1]0.2/0.3]|0.4]0.5/0.6]|0.7]0.8|0.9]1.00

0 1.00/0.95/0.74/0.83/0.64/0.55/0.75|0.53]0.72|0.77| 1.00
+1 0.93/0.81/0.91{0.79/0.68|0.65|0.63/0.67|0.88/0.89/0.85
BONEAGE

Window size|0.2|0.3]0.4|0.5/0.6(0.7|0.8

0 0.97/0.84/0.88/0.80/0.68|0.80/0.97
+1 0.99/0.99(0.92|0.86/0.87{0.99/0.95
ARXIV

Windowsize\ 9 \10\11 \ 12\13\14\15\16\17

0 0.99/0.89(0.88(0.77(0.93|0.98/0.99{1.00/1.00
+1 1.00/1.00{0.92/0.96(0.93{0.99(0.99(1.00/1.00
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these two datasets, | choose a window size of 4-1 due to better effectiveness. | attribute this
to better distinguishability between models trained on datasets with different property values
(as shown in [12]).

For CENSUS-R and CENSUS-S, | note that the AUC scores are not high for most ratios in
the middle whereas the edge ratios (“0.00” and “1.00”) have a perfect score. This suggests that
for some p,., values in the middle, the cost for attestation is higher than the edge p, ., values.
| attribute this to the lower distinguishability for different p,.., values (as shown in [12]).

Ver can do a similar analysis beforehand by evaluating on D)¢" to see the potential cost
of attestation for different datasets and identify the window sizes for specific p,.., values that

could improve attestation effectiveness.

B.2 Effectiveness of Robust f_,,

In the earlier discussion, | highlighted the use of AUC scores for FAR-TAR curves to demon-
strate that the performance on clean D;Tf remains comparable regardless of whether adversar-
ial training is applied to achieve a robust f,,,. To provide a more comprehensive assessment of
the effectiveness of the robust f,,,, | present additional metrics in Table B.2, including TRR@5%
FRR, TAR@5% FAR, and EER.

Table B.2: Robust f,,, effectiveness using TAR, TRR with 5% thresholds for FAR, FRR
along with EER across different p,., windows on Z)Erf: The p,., value within the win-
dow is indicated in bold. We observe a similar trend as before: edge p,., values have higher
effectiveness than middle p,.., values.

CENSUS-S CENSUS-R
ARXIV Preq Range |TAR|TRR|EER Preq Range |TAR|TRR|EER

Dreq Range|TAR|TRR |EER BONEAGE
Preq Range |TAR|TRR|EER {0.00} 1.00 | 1.00 | 0.00 {0.00} 1.00 | 1.00 | 0.00
{9,104 |0.94]0.94 |0.06 {0.00, 0.10, 0.20}| 0.45 | 0.56 | 0.21  {0.00, 0.10, 0.20}| 0.06 | 0.51 | 0.36
{9, 10,11} |0.990.99 |0.02 {0.20,0.30} ]0.97]0.97]0.05  {0.10, 0.20, 0.30} 0.57 [ 0.66 [ 0.17  {0.10, 0.20, 0.30} 0.66 | 0.86 | 0.10

{10, 11,12} |0.20] 0.83 [0.16  {0.20, 0.30, 0.40}/ 0.99 | 1.00{0.02  {0.20, 0.30, 0.40} 0.20 | 0.44[0.26  {0.20, 0.30, 0.40}| 0.22 | 0.49 | 0.29
{11,12,13} |0.37|0.59 [0.29  {0.30,0.40,0.50}| 0.81/0.87[0.10  {0.30, 0.40, 050}/ 0.110.29 |0.38  {0.30, 0.40, 0.50}| 0.10 | 0.23 | 0.39
{12,13,14} |0.72] 0.83 [0.11  {0.40, 0.50, 0.60}{ 0.43|0.59(0.23  {0.40, 0.50, 0.60}| 0.14|0.18 [0.39  {0.40, 0.50, 0.60}| 0.12 | 0.13 | 0.41
{13, 14,15} |0.86] 0.85 [0.10  {0.50, 0.60, 0.70}| 0.26 | 0.72]0.25  {0.50, 0.60, 0.70}| 0.16{0.19[0.38  {0.50, 0.60, 0.70} 0.10 | 0.25 | 0.38
{14, 15, 16} |0.66| 0.86 [0.12  {0.60, 0.70, 0.80}| 0.97 | 0.98|0.04  {0.60, 0.70, 0.80}| 0.160.22[0.34  {0.60, 0.70, 0.80}| 0.10 | 0.39 | 0.29

{15, 16, 17} | 1.00| 1.00 |0.00 {0.70,0.80} 0.93/0.94(0.05  {0.70, 0.80, 0.90}| 0.55|0.58 [0.19  {0.70, 0.80, 0.90}| 0.66 | 0.82|0.12
{16,17} | 1.00| 1.00 | 0.00 {0.80, 0.90, 1.00}| 0.62 | 0.61{0.19  {0.80, 0.90, 1.00}| 0.49 | 0.59 | 0.22
{1.00} 1.00 1.00 [0.00 {1.00} 1.00 1.00 [0.00

Similar to the outcomes shown in Table 2 for the non-robust f,,,’s effectiveness, | observe
elevated TRR and TAR values for edge p,., values, but diminished performance for the middle
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Preq Values. This trend can be attributed to differences in distinguishability, a notion under-
scored by Suri and Evans [12]. Additionally, I find that some EER values for specific p,.., values
outperform both FAR and FRR, suggesting the potential for a superior threshold beyond the
standard 5%.

However, it is important to note that despite this improvement, the ML-based mechanism
utilizing a robust f,,, remains ineffective for certain p,., values. This implies that, despite its
robustness, relying solely on the ML-based mechanism is inadequate.

B.3 Impact of Adversarial Fine-Tuning Attack on M’s Accuracy

| examined the capabilities of Prv,,,; who employs an adversarial fine-tuning attack strategy.
This involves introducing adversarial noise to the parameters of the first layer, followed by
the fine-tuning of subsequent layers. Consequently, Prv,,,; is able to fool Ver’s attestation
process by exploiting the adversarially perturbed first layer parameters.

| indicate the impact of perturbing the first layer parameters on the Prv,,,;’s M accuracy
in Table B.3. | observe that adding noise to the first layer followed by fine-tuning restores
the accuracy of the model (A ;) close to the original accuracy (A,,;,) while still being able to
evade the attestation. Hence, the attack can be done without a significant decrease in accuracy.

B.4 Details for Cryptographic Mechanism

Protocol Instantiation. Given the proof objectives, the goal is to find a concrete crypto-
graphic protocol variant to instantiate property attestation. To this end, | need the following;:
(1) primitives for ML training, (2) security against Prv,,,;, and (3) an efficient protocol instan-
tiation that allows one to use the cryptographic mechanism in a real setting. | rule out TEEs
because of their susceptibility to side-channel attacks, hence violating (2). Because of their
impracticality to deploy in real-world sized models, thus violating (3), | also rule out Homomor-
phic Encryption (HE) [514]. As of now, there are efficient ZKPs for verifiable inference [498],
but not for backpropagation during ML training, violating (1) and ruling out ZKPs for this in-
stantiation. As state-of-the-art works in PPML based on MPC such as CrypTen [476] satisfy all
three required properties for the cryptographic mechanism, I choose MPC as the instantiation.

Property Attestation as a Cryptographic Protocol. Assuming a malicious Prv and semi-
honest Ver, | construct a cryptographic protocol based on MPC in the outsourcing setting with
two non-colluding semi-honest servers §rv; and 87v,. The protocol has the following steps:
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Table B.3: Average accuracy across 1000 shadow models w/ and w/o malicious Prv modi-
fying the first layer parameters followed by fine-tuning. We refer to them as A,  and A,

respectively. green indicates A, >> A, orange indicates A, > A, (<2%) and red

indicates A,,.;, ~ A 4. Across most p,.., values, malicious Prov can restore A 4, close to A, .
ARXIV
Preq Range|Shadow Model Accuracy BONEAGE
floﬂg ‘ Aot Preq Range |Shadow Model Accuracy
"qorig ‘ "qatt
{9,170} [0.72 & 0.00| 0.70 + 0.00
{9, 10, 11} |0.72 £ 0.00| 0.70 = 0.00 {0.20,0.30} 0.79 & 0.02| 0.79 + 0.02
{10, 11,12} {0.72 4 0.00| 0.71 & 0.00 {0.20, 0.30, 0.40}(0.78 + 0.02| 0.76 + 0.02
{11,112, 13} |0.72 £ 0.00| 0.71 + 0.00 {0.30, 0.40, 0.50}|0.78 4 0.02| 0.75 + 0.02
{12, 13, 14} 10.72 £ 0.00| 0.71 4 0.00 {0.40, 0.50, 0.60}(0.78 + 0.02| 0.70 =+ 0.02
{13, 14, 15} |0.72 = 0.00| 0.71 + 0.00 {0.50, 0.60, 0.70}{0.78 4 0.02| 0.78 +£ 0.01
{14, 15, 16} 0.72 & 0.00| 0.72 4 0.00 {0.60, 0.70, 0.80}/0.78 £ 0.02| 0.78 & 0.01
{15, 16, 17} |0.72 4 0.00| 0.72 + 0.00 {0.70,0.80} |0.78 £ 0.01| 0.79 £ 0.01
{16, 17}  ]0.72 4 0.00| 0.72 & 0.01

CENSUS-S CENSUS-R
Preq Range |Shadow Model Accuracy Preq Range |Shadow Model Accuracy
‘Aorig ‘ "qatt "qorig ‘ "qatt

{0.00} 0.77 4+ 0.04| 0.80 + 0.01 {0.00} 0.87 4+ 0.04| 0.87 4+ 0.01
{0.00, 0.10, 0.20}0.79 <+ 0.03| 0.82 4 0.01 {0.00, 0.10, 0.20}/0.86 + 0.03| 0.87 4 0.01
{0.10, 0.20, 0.30}/0.79 £ 0.03| 0.82 + 0.01 {0.10, 0.20, 0.30}/0.86 + 0.02| 0.86 + 0.01
{0.20, 0.30, 0.40}|0.80 + 0.02| 0.82 4 0.01 {0.20, 0.30, 0.40}/0.85 £ 0.01| 0.85 4 0.01
{0.30, 0.40, 0.50}/0.81 + 0.02| 0.82 + 0.01 {0.30, 0.40, 0.50}/0.84 + 0.02| 0.85 + 0.01
{0.40, 0.50, 0.60}(0.82 + 0.02| 0.83 + 0.01 {0.40, 0.50, 0.60}/0.84 + 0.02| 0.85 + 0.01
{0.50, 0.60, 0.70}(0.82 + 0.02| 0.84 + 0.01 {0.50, 0.60, 0.70}/0.83 + 0.02| 0.84 + 0.01
{0.60, 0.70, 0.80}(0.82 4 0.04| 0.84 + 0.01 {0.60, 0.70, 0.80}/0.82 + 0.02| 0.83 + 0.01
{0.70, 0.80, 0.90}(0.83 £ 0.02| 0.84 + 0.01 {0.70, 0.80, 0.90}|0.81 £ 0.02| 0.82 + 0.01
{0.80, 0.90, 1.00}/0.85 £ 0.05| 0.86 + 0.01 {0.80, 0.90, 1.00}/0.81 + 0.02| 0.82 + 0.01

{1.00}  |0.87 & 0.03| 0.88 £ 0.01 {1.00}  |0.81 4 0.02| 0.82 & 0.01

« Initiate input-sharing phase between Prv and Srv,, STvy: Prv computes additive secret-
shares of D", Hence, Prv computes [DL7)1, [D])? such that [DL7] + D)2 = DYy

tr tr
and sends [D7]! to Srv, and [D]]? to Sru,.
« Srv; and Srvy run DistCheck on their input shares ofﬂf:”: Given the input shares of
proU

DY Srv, and Srv, compute DistCheck by computing the distributional property of DY’
and comparing against p,..,.

« Srv; and Srvy securely train on their input shares, which yields M ,,.: Given the
input shares of both DY and M, both servers jointly run the protocols for secure training
as described in [476]. CrypTen has efficient secure protocols for both the forward pass and
back propagation. | refer to [476] for the protocol details. | emphasize that Srv; and Srv,

use the previously obtained shares of DY"" from the input-sharing phase, because they were
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used for DistCheck. This leaves no room for Prv to cheat by choosing different shares of
another dataset D" # DY for training.

« Srvy and Srvy send output shares of DistCheck and Mo, to Ver for reconstruction
of plaintext outputs: Srv, and Srv, send the output shares [v]! and [v]? of DistCheck to
Ver who now locally reconstructs the output v = [v]* + [v]2. Now, v = 1 iff DistCheck was
successful. Then, Ver reconstructs M,,,. by locally adding the output shares from Srv; and
S, ie Mope = [Mope]' + [Mac]*.

« Ver checks if DistCheck succeeded using the output shares.

Security and Correctness of Cryptographic Mechanism. Since | implement the crypto-
graphic mechanism using CrypTen, | refer to [476] for the detailed security proofs. Assuming
CrypTen’s protocols satisfy security and correctness, | discuss the security (i.e., preserving the
privacy of Prv’s dataset DY) and correctness for cryptographic mechanism. The privacy of
DY naturally follows from the security guarantees of linear secret-sharing [602, 476]. For
correctness, | identify two cases:

- when ?rv does not cheat and correctly creates an input sharing for D7", then, correctness

follows from the underlying secret-sharing scheme.
« when Prv cheats, then Prv can

— simply abort instead of providing a valid sharing to escape attestation, hence the whole
attestation fails.

- create incorrect shares [D’]! and [2’]? such that [D']! + [D’]? = D’ #+ D.,. However,
since the two shares indeed compute 2, the input sharing is performed correctly, just for
a different input value. MPC does not protect against choosing the “wrong” input value.
Nevertheless, this is not a problem, because if 2’ satisfies <, we still obtain a valid model
with respect to the distributional property.

After the input-sharing phase, Prv does not participate in the protocol. Hence, there is no fur-
ther cheating as Srv,, Srv,, Ver are semi-honest. Secure computation of DistCheck consists
only of secure additions and comparisons; hence, the correctness and privacy of DistCheck as
well as secure training of M, directly follow from the security guarantees of CrypTen [476].

B.5 Hybrid Attestation: FAR vs. Cost on D'/

For hybrid attestation, | show the trade-off between FAR and expected cost for varying N, .,
on DYe". Ver uses this to identify the suitable value of N spenk- To get the actual estimate of
FAR and expected cost, Ver can use the chosen value of N, ;, in a plot between FAR and
expected cost in Figure B.2.

240



S
o o
[«2] [e2]
g g
§ 3
ER

Expected Co

1.0Wcrpt 1.0wcrpt
Preq Preq

% 0.8werpt 9 7 0. 1 0.2
o 10 0.3
o .
5 0.6werpt 11 . 1 0.4
8 12 0.5
8 0.4wcrpt 15: 0.4wWcrpt 1 0.6
= 15 Y Q.7
W 0.2werpt 16 0.2wWerpt | — 0.8 7

0 17]] 0 ! | | | \

0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.00 0.05 0.10 0.15 0.20 0.25 0.30
FAR FAR
(a) ARXIV (b) BONEAGE
1.0Werpt 1.0Werpt
Preq Preq
+ 0.8Werpt | — 00 w=o8w = 0.0
8 crp \_ 01 3 crpt — 0.1
@) = 0.2 O — 0.2
o 0-6wcrpt‘ —0.3 ° O-6wcrpt ——0d,
Q — 044 O — 04
S 04w 1 054 0.4 &5
8 . crpt —_— 06 d 8 . Cfpf — 0.6
X —_—0.7 X 0.7
W 0.2wWerpt — 087 W 02wcnpt — 08
—_ 09 — 09
0 1.0 0+ 1.0
0.00 005 010 015 020 0.25 0.30 0.00 005 010 015 020 0.25 0.30
FAR FAR
(c) CENSUS-R (d) CENSUS-S

Figure B.2: Fixed FRR@5%: Expected cost on varying N_ . on Dgrf. Ver can use
suitable value of V. identified from DY to note the corresponding FAR and expected

cost.

spch

| still observe that the expected cost is lower for the hybrid mechanism than for the cryp-
tographic mechanism for all accepted Pruvs, and the FAR is lower than with no spot-checks
(same as the ML-based mechanism).
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