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Abstract

This thesis is composed of two projects – a quantum algorithm for clustering based
on CERN’s event reconstruction algorithm, and a scheme to hide Shor’s algorithm in
Hamiltonian Simulation and Ground State Estimation circuits.

Clustering algorithms are at the basis of several technological applications, and are
fueling the development of rapidly evolving fields such as machine learning. In the recent
past, however, it has become apparent that they face challenges stemming from datasets
spanning several spatial dimensions. In fact, the best-performing clustering algorithms
scale linearly in the number of points, but quadratically with respect to the local density
of points. In this work, we introduce qLUE, a quantum clustering algorithm that scales
linearly in both the number of points and their density. qLUE is inspired by CLUE,
CERN’s algorithm developed to address the challenging time and memory budgets of Event
Reconstruction (ER) in future High-Energy Physics experiments. As such, qLUE marries
decades of development with the quadratic speedup provided by quantum computers. We
numerically test qLUE in several scenarios, demonstrating its effectiveness and proving it to
be a promising route to handle complex data analysis tasks – especially in high-dimensional
datasets with high densities of points. The code we developed for these simulations is
available here.

The advent of large-scale quantum computers promises transformative advances across
various fields including optimization, materials science, and cryptography. However, this
also poses a threat to traditional cryptography, due to Shor’s algorithm, which efficiently
factors large integers. The existence of this algorithm undermines widely-used crypto-
graphic protocols based on integer factorization and discrete logarithms. Even with Post-
Quantum Cryptography, attacks of the “save now, decrypt later” type can compromise the
security of critical systems. Keeping this mind, we would like to develop quantum systems
that are designed specifically for benign applications such as Hamiltonian Simulation or
Ground State Estimation – which could be of importance to the pharmaceutical industry.
However, it cannot be taken for granted that even such a system is secure from malicious
users attempting to run Shor’s Algorithm. In this note we propose the idea of using known
circuit-to-Hamiltonian mappings to hide Shor’s algorithm in Hamiltonian simulation and
Ground state estimation circuits. We provide the resource estimates for these mappings,
and also propose some methods to potentially reduce these overhead costs.
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Chapter 1

Introduction

When discussing the revolutionary potential of quantum computers, two hallmark algo-
rithms immediately come to mind – Shor’s algorithm [1] for factoring large prime products
(and computing discrete logarithms) which provides an exponential speedup over its state-
of-the-art classical counterpart and Grover’s algorithm [2] for finding an element in an
unstructured database which provides a quadratic speedup over its classical counterpart.

This pair of algorithms serves as a window into the double-edged sword nature of
quantum computers, especially large-scale fault-tolerant quantum computers that major
firms such as IBM [3] and Google [4] are working towards steadily. Grover’s algorithm
and its generalized Amplitude Amplification [5] subroutine are have several applications
both directly in efficient search and indirectly in various fields like bio-informatics for DNA
sequencing through an efficient Grover-based solution to the string matching problem [6].
Shor’s algorithm, on the other hand, poses a significant risk to current encrypted systems
that are based on the classical intractability of computing discrete logarithms and factoring
products of large prime numbers. One way to mitigate these threats is via the use of Post-
Quantum Cryptography (PQC) for encryption and Quantum Key Distribution (QKD) for
secure communication. However, there is still the threat of “save now, decrypt later” style
attacks which makes currently encrypted data vulnerable.

In this thesis, we leverage Grover’s algorithm to provide an efficient solution to high-
dimensional clustering inspired by CERN’s CLUE algorithm for event reconstruction. This
work is explained in Chapter 2 where we describe our qLUE algorithm. This work highlights
serves to highlight some of the positive aspects of building large-scale quantum computers.
In Chapter 3, we look to open a research dialogue on mitigating the potential threats of
large-scale quantum computers. We look at one level of mitigation where we use quantum
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computers designed especially for benign applications such as Hamiltonian Ground State
Estimation and Simulation and ask if such a setting suffices to protect against the threat
of using Shor’s algorithm for cryptanalysis by malignant players.

The rest of this section is a brief overview of the Shor and Grover algorithms.

1.1 Grover’s Algorithm

Grover’s algorithm is a quantum algorithm to solve the Unstructured Search Problem.
From a superposition of all states to be searched over, Grover’s algorithm involves successive
applications of two operators Uψ and UP to ensure that the measurement result at the end
of the algorithm gives the search output with high probability. We use this algorithm
extensively in our work. The inset of Fig. 2.3 describes the flow of this algorithm for our
Local Density computation step. Form points, this involves O(

√
m) successive applications

of the operators

Uψ = 2 |ψ⟩ ⟨ψ| − 1, (1.1a)

UP |x⟩ =

{
− |x⟩ f(x) = 1

|x⟩ f(x) = 0
. (1.1b)

Here, f(x) = 1 when the current point satisfies a desired condition.

1.2 Shor’s Algorithm

In this section we review some basic aspects of Shor’s algorithm and Circuit-to-Hamiltonian
mapping methods.

Shor [1] provided a polynomial-time quantum algorithm for factoring and discrete log-
arithm computation that reduces these problems to the order-finding problem. The goal
of the order finding problem is to find order r of a

ar ≡ 1 mod N ; a, r ∈ Z (1.2)

where N is the number to be factored in the case of factoring and the order r is the
smallest integer that satisfies the above equation. For more details, please refer to [1,
7] for more details. The quantum order finding algorithm uses the well-known quantum
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Figure 1.1: The quantum subroutine of Shor’s circuit runs phase estimation with the
eigenvector register initialized to a superposition of eigenstates that sum up to |1⟩. U here
is as defined in Eq. 1.3

phase estimation method as a subroutine, this is shown in Fig. 1.1. The circuit for phase
estimation is given explicitly in-terms of unitaries in Fig. 1.1 where

U |k⟩ =

{
|ak (mod N)⟩ ; 0 ≤ k < N

|k⟩ ; N ≤ k < 2n
(1.3)

where n is the smallest integer such that N < 2n.

The input to the algorithm consists of 2 sets of qubits or ”registers”. The first “esti-
mate” register is initialized to |0⟩ and the final eigenvalue estimate is obtained by measuring
these registers at the end of the algorithm. The second “eigenvector register” stores the
eigenvector of U throughout the algorithm. The first step of the algorithm begins with
the preparation of a fully entangled state in the estimate register with the application of
Hadamard gates. The next step is quantum modular exponentiation where controlled-U2j

gates are applied with the control on the jth qubit of the estimate register and the tar-
get on the eigenvector registers. Finally a QFT † is applied at the end to unentangle the
state and ensure that the jth register can be measured to obtain the jth significant bit of
the eigenvalue phase (i.e, the jth bit of binary ϕ = 0.1001... where U |ψ⟩ = eϕ |ψ⟩. Note
here that ϕ < 1). Since Shor gave us the efficient quantum factoring algorithm, several
improvements have emerged. [8–10]

The bottleneck of this algorithm is quantum modular exponentiation. But this step
can be implemented efficiently in polynomial time using the methods in [11].
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Chapter 2

qLUE

2.1 Introduction

Clustering is a data analysis technique that is crucial in several fields, owing to its ability to
uncover hidden patterns and structures within large datasets. It is essential for simplifying
complex data, improving data organization, and enhancing decision-making processes [12–
15]. For instance, clustering has been applied in marketing [16, 17], where it helps segment
customers for targeted advertising [18], and in biology, for classifying genes and identifying
protein interactions [19–22]. In the realm of computer science and artificial intelligence, it
is invaluable for image [23] and speech recognition [24, 25], as well as recommendation sys-
tems [26, 27] that personalize content for users. Finally, clustering techniques are pivotal
for Event Reconstruction (ER), where data points that originated from the same “event”
must be collected together. In High-Energy Physics, for instance, clustering algorithms
reconstruct the trajectories of subatomic particles in collider experiments. It is expected
that the endcap high granularity calorimeter (HGCAL) [28] being built for the CMS de-
tector at the High Luminosity Large Hadron Collider will provide extremely large volumes
of data that must be tackled by new generations of clustering algorithms such as CLUE.
The discovery of the Higgs boson [29], awarded the Nobel prize in 2012, was made possible
by such algorithms.

ER enables the interpretation of data obtained from particle collision events, including
those occurring at the Large Hadron Collider (LHC) at CERN. Several clustering algo-
rithms like DBScan, K-Means, and Hierarchical Clustering among others [30–32] can be
employed for ER. Our work is based on CERN’s CLUstering of Energy (CLUE) algorithm
[33], which is adopted by the CMS collaboration [34–36]. It is designed for the future HG-
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CAL detector due to the limitations of the currently employed algorithms. Despite these
limitations, such algorithms are already at the basis of several discoveries, such as the dou-
bly charged tetraquark [37], the observation of four-top quark production in proton-proton
collisions [34] and the study of rare B meson decays to two muons [35].

The efficiency of clustering algorithms, as illustrated by the CLUE algorithm [33],
is crucial for handling extensive datasets. Initially designed for two-dimensional datasets,
CLUE reduces the search complexity from O(n2) to O(mn) through the use of local density
and a tiling procedure, where n (m) represents the (average) number of points (per tile).

In the context of CLUE, where data sets are limited to two dimensions, m is small,
making this approach to ER particularly effective. However, as the dimensionality of the
dataset is incremented, the value ofm generally increases exponentially. This is highlighted
by Fig. 2.1(a), where for a d-dimensional lattice with a points per edge, m follows the
relation m = ad. This is a serious challenge to CLUE and classical clustering algorithms
in general.

A first step towards extending CLUE to more dimensions is done by 3D-CLUE [33,
38]. In this work, data points from different layers of detectors are first projected onto a
single d = 2 surface, where clustering is then performed. However, this projection from the
original d = 3 dataset to a d = 2 surface comes at the cost of a slower algorithm since m
becomes effectively larger. The solid lines in Fig. 2.1(b) show the increase in average points
per tile in d-dimensional datasets made of the lattices in panel (a). While the improved
performance of 3D-CLUE in ER tasks [33, 38] justifies the increased computational over-
head, extending this enhancement to higher dimensions and larger datasets is challenging.
Finding practical approaches to deal with datasets where d is large is therefore extremely
important, not only for ER tasks but also in other fields such as gene analysis [39] and
market segmentation in business [40].

Quantum computers provide a route to mitigate the complexity blowup arising from
higher dimensional datasets. Ref. [41] addresses the task of jet clustering in High-Energy
Physics, while Ref. [42] targets spectral clustering, which itself uses the efficient quantum
analog of k-means clustering [43]. Other approaches include quantum k-medians clustering
[44] and a quantum algorithm for density peak clustering [45].

In this work we develop qLUE, a CLUE-inspired quantum algorithm. Similarly to other
quantum algorithms [46, 47], qLUE leverages the advantage provided by Grover Search [2].
A comparison of classical and quantum (Grover) runtimes is presented in Fig. 2.1(b), where
the solid [dashed] lines refer to the classical O(m) [quantum O(

√
m)] scaling. As can be

seen, the complexity advantage that Grover search provides can be substantial, particularly
for large values of d or a.
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Figure 2.1: Scaling of point density and complexities of classical and quantum algorithms
for the unstructured search problem with dimension d. In (a), different d-dimensional
lattices for d = 1, 2, 3 and a = 3 points per edge. In (b), best-known classical (solid lines)
and quantum (dashed lines) algorithmic scalings for the Unstructured Search Problem
[2] applied to square d-dimensional lattices with the values of a reported in the plot.
Classically, the cost O(m) reflects the need to iterate through all the m points to find the
desired one. Grover achieves the same in O(

√
m) steps, providing a quadratic advantage.

This advantage increases with the density of points in the considered dataset, which grows
exponentially with respect to the dimension d according to m = ad.

Overall, we find that qLUE performs well in a wide range of scenarios. With ER-inspired
datasets as a specific example, we demonstrate that clusters are correctly reconstructed in
typical experimental settings. Similar to other quantum approaches to clustering that rely
on Grover Search [44, 48], qLUE also showcases a quadratic speedup compared to classical
algorithms. The specific advantages of qLUE are its CLUE-inspired approach to cluster
reconstruction (which has demonstrated extremely successful results [34, 35, 49]), and its
consequent seamless integration with the classical framework currently employed by the
CMS collaboration [33, 38, 50].
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This chapter contains a description of the qLUE algorithm. Specifically, we provide
a general overview of its subroutines - namely the Compute Local Density, Find Nearest
Higher, and the Find Seeds, Outliers and Assign Clusters steps. We describe the results
of our simulated version of qLUE on a classical computer in Sec. 2.6. In more detail, we
explain the scoring metrics we use to quantify our results, and describe qLUE performance
when the dataset is subject to noise and different clusters overlap. Conclusions and outlook
are finally presented in Sec. 2.9.

qLUE is a quantum adaptation of CERN’s CLUE and 3D-CLUE algorithms [33, 38],
that is specifically developed for ER, yet it is suitable to work with any (high dimen-
sional) dataset. The main advantage of qLUE stems from employing Grover’s algorithm,
which provides a quadratic speedup for the Unstructured Search Problem [2]. While qLUE
is designed to work in arbitrary dimensions, for clarity we restrict ourselves to d = 2.
This simplifies the following discussions and allows us to simulate qLUE with meaningful
datasets on a classical computer. Generalizations to higher dimensions can be done fol-
lowing the steps outlined below. Furthermore, to provide a better connection with CLUE
and 3D-CLUE, we employ a similar notation.

In Sec. 2.2, we offer an overview of the algorithm and its different subroutines. Sec. 2.3
is dedicated to the first subroutine of qLUE, namely, calculating the Local Density. We
then explain how to determine the Nearest Highers (Nj), Seeds, and Outliers in Sec. 2.4.
Finally, Sec. 2.5 delves into the conclusive Cluster Assignment subroutine, where the points
in the dataset are effectively hierarchically clustered.

2.2 Overview and Setting

As for CLUE and 3D-CLUE [33, 38], we consider a dataset with spatial coordinates and
an energy for every point. Similar datasets can also be found in medical image analysis
and segmentation [51, 52], in the analysis of asteroid reflectance spectra and hyperspectral
astronomical imagery in astrophysics [53–55] and in gene analysis in bio-informatics [39,
56].

In d = 2 dimensions, the spatial coordinates Xj for point j are Xj = [xj,1, xj,2], that
are promptly generalized for larger values of d. Both CLUE and qLUE first perform tiling
over the dataset to reduce the search and therefore enhance the efficiency of the algorithm.
Tiling is the process of partitioning the dataset into a grid of rectangular tiles □k, where
k is the tile index (see Fig. 2.2). Therefore, our input dataset comprises of point and tile
indices j and k, respectively, the coordinates Xj, and a parameter Ej associated to each
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Figure 2.2: Pictorial representation of the main subroutines of qLUE. In (a), the Local
Density computation subroutine is represented. The consideration circle of radius dc (light
blue) centered at the base point j (black) contains all points (green) that satisfy di,j ≤ dc.
This consideration circle intersects 2 tiles □k (indexed by tile index k), highlighted in blue,
that form the search space (S). As per Eq. (2.2), the Local Density computation step
determines the set of green points from all points in the search space (green and grey) and
then computes the local density. In (b), we pictorially present the Find Nearest Higher
(Nj) subroutine. The consideration circle (green) around base point j (black) has radius
dm. This consideration circle, containing the green points as well as the Nearest Higher
Nj (pink), intersects the 4 tiles highlighted in green, which form the search space S. In
(c), we describe the Find Seeds, Outliers and Assign Clusters subroutines. The seeds
(red) and outliers (blue) are determined via Grover search on the dataset. In this specific
example there are two clusters in the dataset whose non-seed points are in orange and
purple, respectively. Followers (see main text) in these clusters are connected by dashed
arrows. The Cluster Assignment subroutine is shown to be working on the orange cluster
where the cluster C currently consists of the seed (red, dashed border) and the first of its
followers (orange, dotted border). Followers are being found within the Dynamic Search
Space (DSS, light red box with solid red border). The DSS is formed as the set of tiles
□k covered partially or fully by the minimum bounding box of the square windows that
contains all the search spaces S of the points within C.

point. Following CLUE’s notation, we call Ej the energy, yet this should be considered
as a label that can be employed to improve the clustering quality for any given dataset.
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The tiling procedure of qLUE and CLUE enables searching only over Search Spaces S
marked by the tiles in green in Fig. 2.2(a) as opposed to the full dataset. In case of CLUE,
this allowed for an improvement in scaling from O(n2) to O(mn). The scaling of qLUE is
investigated in the following.

In this work, we employ a qRAM to store and access data, which is an essential build-
ing block for quantum computers. Following Ref. [57], we therefore assume that we can
efficiently prepare the state ∑

j

|j⟩ qRAM−−−→ |j⟩ |Dj⟩ , (2.1)

where Dj is the data associated with a given index j, e.g. the jth point in the database. For
convenience, here and throughout this paper we do not explicitly write the normalization
factors of quantum states.

The qLUE algorithm consists of the following steps:
Local Density : The first step is to calculate the local density ρj of all points j [e.g, black
point in Fig. 2.2(a)] that is defined by

ρj = Ej +
1

2

∑
di,j<dc

Ei (2.2)

and it is indicative of the energy in a neighborhood of point j. As can be seen from Eq. (2.2)
and Fig. 2.2(a), ρj is a weighted sum over the energies Ei of all points i whose distance

di,j =
√∑d

α=1(xi,α − xj,α)2 from the base point j is within a user-specified critical radius

dc that characterizes the consideration circle for the Local Density computation subroutine
(light blue circle in the figure). As such, Ei is the energy of the ith point which is di,j
away from point j. The choice of weight 1/2 for Ej in the definition of ρj in Eq. (2.2) is
empirically found to yield better performances for CLUE [33].
Find Nearest Higher : After calculating the local densities, we determine the nearest high-
ers. The Nearest Higher Nj of a point j is the point nearest to j with a higher local
density ρNj

> ρj. As better explained in Sec. 2.5, the Nearest Higher are used to hierar-
chically cluster points together in the Cluster Assignment process at the end of qLUE. In
Fig. 2.2(b), the Nearest Higher Nj of the base point j (black point) is the pink point.
Find Seeds, Outliers and Assign Clusters : As schematically represented in Fig. 2.2(c), seeds
(red points) are the points whose distance dj,Nj

from their Nearest Higher Nj and whose
local density ρj are lower bounded by user-defined thresholds. Outliers (blue points) are
the points whose distance from Nearest Higher is similarly lower bounded but whose Local

9



Density has an upper threshold. As such a point j is

a seed if dNj ,j > dc and ρj > ρ̃, (2.3a)

an outlier if dNj ,j > δdc and ρj < ρ̃. (2.3b)

Here, δ is the Outlier Delta Factor that determines the upper bound on the allowed local
density for outliers. Furthermore, ρ̃ is the critical density threshold – the lowest local
density a point can have to be classified as a seed. Both δ and ρ̃ are user-specified and
can be varied to enhance the quality of the output. Seeds are generally located in areas of
high energy density, and will be employed as starting points to build clusters. Outliers are
points that are likely to be noise in the dataset and are therefore discarded.

Once seeds and outliers are determined, the clusters are constructed. From the seeds,
we iteratively combine “followers”. If point Nj is the Nearest Higher of point j, then point
j is termed as Nj’s follower. The follower of a point is most likely generated by the same
process as the point itself (in the context of ER, by the same particle), and as such shall
be included in the same cluster. In Fig. 2.2(c), the orange and purple points form two
different clusters, and the followers of the points in the purple one are indicated by arrows.

2.3 Local Density Computation

In this section, we describe the subroutine (schematically represented in Fig. 2.3) that
computes the Local Density ρj of the point j, as defined in Eq. (2.2). To perform the
computation, all points i whose distance di,j from point j is smaller than the threshold dc
need to be determined from the search space S. This search space is the smallest set of
tiles □k required to cover the di,j < dc consideration circle. In Fig. 2.2(a), S is highlighted
in light blue.

We shall refer to S as the local dataset that, as explained above, can be efficiently
prepared with the qRAM [57]. To do so, we only require determining the tiles □k that are
in the search space, which can be done efficiently classically [33]. The initial state of this
subroutine, after being prepared via the qRAM, is therefore∑

k∈S

∑
i∈□k

|i⟩ qRAM−−−→
∑
k∈S

∑
i∈□k

|i⟩ |Xi, Ei⟩ , (2.4)

where the index i is unique for each point in S. i ∈ □k indicate all indices within tile
k [either of the light blue squares in Fig. 2.2(a)]. Ancillary qubits, omitted for clarity in
Eq. (2.4), are employed within the Grover search (for more information, see App. 1.1).
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Figure 2.3: Algorithm flow for Local Density computation and for Assigning Clusters. The
quantum state is initialized in the green “Initialize” box. For Local Density Computation
(Cluster Assignment), it comprises all points in S (in the DSS). The “Grover” (light blue)
block performs Uψ and UP in succession O(

√
m) times, and returns all points satisfying the

required condition. The inset considers the case of Local Density computation where the
condition is di,j < dc. For the cluster assignment step, we check if points in the DSS are
followers of the points in the cluster C (see Sec. 2.5). The output of the Grover subroutine is
then measured to yield an index that is checked for validity in the grey “Valid?” diamond.
If the point satisfies the chosen condition, the Y branch is executed. Within the “Update”
(light blue) step this point is then removed from either S or the DSS and stored to be
returned in the “Return” orange box. Once all points are found, the “Valid?” condition
triggers the N branch to terminate the algorithm. Depending on the chosen subroutine,
the returned indices are employed to compute the Local Density from Eq. (2.2), or to
construct C.
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At this stage, we must find the points i [green dots in Fig. 2.2(a)] that are within a
radius of dc from the base point j [black point in Fig. 2.2(a)]. As shown in Fig. 2.3, we
perform Grover Search to prepare [58]∑

i

|i⟩ |Xi, Ei⟩
Grover−−−→

∑
di,j<dc

|i⟩ |Xi, Ei⟩ . (2.5)

Here, the first register of the Grover output contains all points characterized by indices
i such that di,j < dc. As shown in the inset of the figure, the Grover Search consists of
O(

√
m) repetitions (where m is the number of points in S) of the Uψ and UP operators. UP

is the diffusion operator and Uψ is the unitary associated with the oracle of Grover Search
[2]. Further details regarding Grover Search and the unitaries we use for our algorithm can
be found in App. 1.1.

When the algorithm is run, measurement either yields a point that satisfies this distance
condition, or (if there are no valid indices left) an index that does not satisfy this condition.
This is verified by the gray “Valid?” diamond in Fig. 2.3. The branched logic following
this block ensures that the algorithm loops until all the required points are returned by
the algorithm in the “Return” block.

Once we have obtained all indices i of points satisfying the distance condition (di,j < dc),
we perform the summation in Eq. (2.2). This is computed and stored in the original dataset
for each point. The database is now updated using qRAM with local density values for all
points where the jth point in the database has the corresponding computed local density
ρj.

The scaling of the subroutine that determines the local density of a single point is given
by the number of points in the blue consideration circle in Fig. 2.2(a) such that di,j < dc.
If we say this number is p, O(p) runs are required. This is therefore a O(p

√
m) algorithm

as opposed to the O(m) classical iterative algorithm for the Unstructured Search Problem.
Since we do this for all points in the dataset, the full complexity of this step is O(np

√
m)

as opposed to the classical O(nm) version. Note that here, m is different for each point,
but for the scaling expressions here and in other subroutines, one can use the number of
points in the most dense tile of the dataset for m.

As a final remark, we highlight that it is in principle possible to design a unitary
that computes the Local Density directly and stores the output in a quantum register.
This unitary would remove the requirement of finding individually the indices i such that
di,j < dc, thus removing the overhead of p in O(p

√
m). However, designing this circuit is

non-trivial and its depth may be large. This is therefore left for future investigations.
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2.4 Find Nearest Higher

Here, we describe qLUE’s subroutine for finding the Nearest Highers (Nj) introduced in
Sec. 2.2. As a reminder, Nj is the nearest point to the base point j whose local density
ρNj

is more than the local density ρj of the base point, see Eq. (2.3a).

Similar to the initialization carried out for the Local Density Computation step, we use
qRAM to initialize the quantum state∑

k∈S

∑
i∈□k

|i⟩ qRAM−−−→
∑
k∈S

∑
i∈□k

|i⟩ |Xi⟩ |ρi⟩ . (2.6)

Here, the indices i are within the tiles □k, as in Eq. (2.4), and S is the considered search
space, schematically represented by the light green box in Fig. 2.2(b). This search space is
determined from dm as opposed to dc, which is the user-defined threshold set to δdc. Note
that the energy Ei, employed for determining the densities ρi in Sec. 2.3, is hereon not
required.

To find the Nearest Higher, we use a Grover-Enhanced Binary Search (GEBS) where
each search step is enhanced by Grover’s algorithm. The output of every Grover run,∑

dL<di,j<dt,
ρi>ρb

|i⟩ |Xi, ρi⟩ , (2.7)

is a superposition over all points i whose distance di,j from the base point j lies between
the thresholds dL and dt. Furthermore, their local density ρi should be higher than that of
the base ρj. At each step, dL and dt are updated based on whether a point satisfying the
conditions in the gray diamond of Fig. 2.4(a) is found. Ancillary registers are used here as
detailed in App. 1.1.

To better understand the algorithm, we provide a step-by-step walkthrough of the
example in Fig. 2.4(b). The search space S is schematically represented by the inset in
the right hand side, where each dot represents a point with a size that is proportional
to its local density. The consideration circle (light green, dotted border) highlights all
points within a radius dm = δdc. In this work, we set the outlier delta factor δ to 2. The
consideration circle in the inset corresponds to dL = 0 and dt = dm, shown in step (I). In
the main panel, vertical lines refer to the steps (I-VI) of GEBS that are reported below,
and schematically represent the distances of all points (colored dots) from the base point
j (black one at the bottom).
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GEBS starts with the higher threshold set as dt = dm and the lower threshold dL = 0
as shown in vertical line (I) of Fig. 2.4(b). Following the probabilistic nature of quantum
mechanics, assume that the point with a red border indexed i is found after measuring the
output of the Grover Search in Eq. (2.7). This triggers the updates in the Y branch in the
diagram of Fig. 2.4(a), such that we assign Nj = i and update dt 7→ (di,j + dL)/2 . The
point indexed i is then removed from the search space, as can be seen in (II). Now, since
no point satisfies the conditions in the diamond of the flow diagram [see (II)] and dt was
just set to (di,j + dL)/2, the B branch is carried out. This updates the thresholds dt and
dL for the next iteration of the algorithm, see (III).

Now, assume that the new point with a red border is found [step (III)]. Updates in the
Y branch of Fig. 2.4(a) are carried out again with a new index i and the search region is
reduced to contain a single point. In the next step (IV), that point (yellow) is found and,
for the third and last time, the nearest higher and the thresholds are triggered according
to the Y branch. Next, since no point is found in (V), qLUE executes the updates in the B
branch of the diagram. In the last iteration (VI), no points satisfy the desired conditions.
The parameter dt was just set to dt−1, i.e, the subroutine just ran B which means that the
A branch is now executed and Nj is returned.

The runtime complexity of the GEBS procedure, with m points in the search space
S, is O(α

√
m) as opposed to O(m) classically. The α term is due to the binary search

procedure and depends on the size of the quantum register used to encode the distance.
Specifically, for a chosen precision 2−∆ used for the positions of the points in the datasets,
α = ∆. Again, since this is done for each point in the dataset, the full complexity of
running this algorithm is O(nα

√
m) as opposed to the O(nm) classical solution.

2.5 Find Seeds, Outliers, and Assign Clusters

Once the Nearest Highers Nj are determined for all points j in the dataset, Seeds and
Outliers are found via another Grover Search over all points in the dataset. As per the
definition in Eq. (2.3a), Seeds [red points in Fig. 2.2(c)] are the points with highest local
density within a neighborhood. Outliers [blue points in Fig. 2.2(c)] are mathematically
described by Eq. (2.3b), are most likely noise, and therefore do not belong to any cluster.

Similar to the previous subroutines, the quantum registers for these procedures are
initialized via qRAM. Seeds and outliers are then determined based on the corresponding
conditions via Grover Search. Two quantum registers, the first marking whether a point
is an outlier and the second to store the seed number – which is also the cluster number –
are added to the quantum database.
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The final subroutine of qLUE is the assignment of points to clusters. At this stage,
outliers have been removed from the input dataset, as they have been already identified.
The algorithm flow is the same as that of the Local Density step in Fig. 2.3. For a chosen
seed s, we define C to be the set containing the indices of all points determined to be in
the associated cluster at the end of this subroutine. To assign points to C, we follow a
procedure similar to that of the Local Density step in Fig. 2.3. In the “Initialize” step, C
is initialized to {s} and the quantum registers are initialized via qRAM to the state∑

i∈DSS

|i⟩ qRAM−−−→
∑
i

|i⟩ |Vi⟩ , (2.8a)

|Vi⟩ = |Xi, ρi, dNi,i, XNi
⟩ . (2.8b)

In the “Grover” block, we search over a superposition of points in the dataset which
we call the Dynamic Search Space (DSS). The DSS differs from the search space S in the
Local Density step as it is dynamic. This is because it depends on the points in C, which
are updated at each iteration. In Fig. 2.2(c), for instance, the red seed and the orange
point both with black borders are the elements of the current C. To find the DSS, a square
window of edge 2dm is first opened for every point in C (in the figure, the squares with
the same border style as the corresponding points). A rectangular region (red box) is then
obtained by finding the axis-aligned minimum bounding box for these windows. The set of
tiles □k covered partially or fully by this minimum bounding box is the DSS. For example,
in Fig. 2.2(c), it comprises the 9 tiles highlighted in light red.

With a similar procedure as for the Local Density subroutine, the “Grover” block now
systematically identifies all followers of all points within set C. Here, in the “Update” step
in Fig. 2.3, as the point found by the “Grover” block has passed the “Valid” condition, it
is appended to C. Once no more points are found, the “Return” block yields C, following
the same flow as the Local Density computation subroutine.

The complexity of the Cluster Assignment step is similar to the one of the Local Den-
sity Computation subroutine. The quantum advantage stems from the quadratic speedup
provided by the Grover algorithm, which allows determining the follower faster if compared
to CLUE. If there are f points in a cluster C and m points in the corresponding DSS, the
classical complexity of the Cluster Assignment step is O(m), while the quantum algorithm
has a runtime of O(f

√
m). For the full Cluster Assignment step on the dataset, we know

that since we are adding a single point to the cluster set for each non-outlier in the dataset.
So there are at most n iterations of this search. However, the DSS increases arbitrarily in
size for each follower found and appended to the cluster, increasing the number of points
to search over. This variability makes it challenging to determine a precise worst-case
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complexity for this step. Note that the sole difference between CLUE and qLUE in this
step is the replacement of classical search in the DSS with Grover Search. Since this step
is the bottleneck of CLUE as well as qLUE, qLUE provides an overall advantage.

2.6 Results

In this section, we test qLUE in multiple scenarios, each designed to investigate its per-
formance for different settings. In Sec. 2.7, we introduce the scoring metrics used for our
analysis. In Sec. 2.7.3, we describe the performance of the algorithm applied on a single
cluster in a uniform noisy environment. In Sec. 2.7.4, we study the performance on over-
lapping clusters. Finally, in Sec. 2.8, we study the performance of qLUE on non-centroidal
clusters with and without an energy profile.

2.7 Scoring metrics

2.7.1 Homogeneity and Completeness scores

We use the Homogeneity (FH) and Completeness (FC) scores [60] for quantifying the
performance of qLUE. These metrics are defined in terms of the predicted cluster labels Cp
obtained from qLUE, and the true cluster labels Ct of the generated dataset. FH and FC

are defined based on the mutual information I(Cp : Ct) and the Shannon entropy H(Ct) in
addition to their joint Shannon entropy H(Ct, Cp):

FH =
I (Cp : Ct)
H (Ct)

and FC =
I (Cp : Ct)
H (Cp)

, (2.9a)

H (Cp) = −
∑
a

P
(
Cp

?
= a

)
log2 P

(
Cp

?
= a

)
, (2.9b)

H (Ct) = −
∑
b

P
(
Ct

?
= b

)
log2 P

(
Ct

?
= b

)
, (2.9c)

H (Cp, Ct) = −
∑
a

∑
b

P (a, b) log2 P (a, b) , (2.9d)

I (Cp : Ct) = H (Cp) +H (Ct)−H (Cp, Ct) . (2.9e)
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Here, P (Cp
?
= a) is the probability that qLUE classifies a point into cluster a. P (Ct

?
= a) is

the probability that qLUE assigns a point to its true cluster a. P (a, b) is the probability
that a point that is in cluster a in the true dataset is assigned to cluster b by qLUE.

qLUE applied to an input dataset yields homogeneity FH = 1 if all of the predicted
clusters only contain data points that are members of a single true cluster. On the other
hand, FC = 1 is obtained if all the data points that are members of a given true cluster
are elements of the same reconstructed cluster. Therefore, these metrics are better suited
to different scenarios. The impacts of noise and cluster overlap investigated in Secs. 2.7.3
and 2.7.4 are better captured by FH . Indeed, if qLUE incorrectly classifies noise points
into predicted clusters, FC is unaffected. On the other hand, FC shall be employed when
studying non-centroidal clusters in Sec. 2.8, since FH = 1 if one true cluster is divided by
qLUE into many sub-clusters.

2.7.2 Energy-aware Homogeneity and Completeness scores

The standard metrics described in Sec. 2.7.1 are widely used for clustering tasks and
also capture a lot of necessary information in our experiments. These metrics are ideal for
situations where the given dataset has only the spatial coordinates in the dataset. However,
we would like a metric that is able to use and capture some additional information contained
in the energy variable of our dataset. This includes having a lower value of the metric if
higher energy points such as seeds are misclassified as compared to lower energy points such
as outliers. We here use modified, energy-aware versions [61] of the Homogeneity (FH) and
Completeness (FC) scores [60]. These metrics are defined in terms of the predicted cluster
labels Cp obtained from qLUE, and the true cluster labels Ct of the generated dataset. FH

and FC are based on the (energy aware [61]) mutual information I(Cp : Ct), the Shannon
entropy H(Ct), and the joint Shannon entropy H(Ct, Cp) [7]:
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FH =
I (Cp : Ct)
H (Ct)

and FC =
I (Cp : Ct)
H (Cp)

, (2.10a)

H (Cp) = −
∑
a

Ea
E

log2
Ea
E
, (2.10b)

H (Ct) = −
∑
b

Eb
E

log2
Eb
E
, (2.10c)

H (Cp, Ct) = −
∑
a

∑
b

Ea,b
E

log2
Ea,b
E

, (2.10d)

I (Cp : Ct) = H (Cp) +H (Ct)−H (Cp, Ct) . (2.10e)

2.7.3 Noise

Here, we study the performance of qLUE for a single cluster in a noisy environment. We
vary the number NN of noise points sampled from a uniform distribution over a square
region of fixed size. A cluster of NC points with coordinates Xj = [xj,1, xj,2] is sampled
from the multivariate Gaussian distribution

pdf(Xj) =
e−

1
2
(Xj−µj)TΣ−1(Xj−µj)

(2π)
n
2 |Σ| 12

, (2.11)

where µ = [µx1 , µx2 ]
T is the mean of the distribution (set to [0, 0]T in our case) and Σ the

covariance matrix. Here, we choose Σ = σI, with I being the identity matrix and σ a
positive real number.

Examples of the generated clusters (in orange) and noise (in blue) are given in Fig. 2.5(a-
b) for NN/NC = 0.33 at σ = 32 and NN/NC = 1 at σ = 10, respectively. The energy
assigned to each point Xj in the cluster is given by A × pdf(Xj) [see Eq. (2.11)] with
A = 5 × 102. The energy of each noise point is randomly sampled between zero and one.
This choice resembles the typical scenarios in ER tasks which CLUE [33] was designed for.

In Fig. 2.5(c), we show the variation of homogeneity score FH with respect to the ratio
NN/NC . We employ the values of σ reported in the legend, that are associated to different
colors in the plot. As can be seen, the clustering performance is inversely proportional
to both NN/NC and σ. When these parameters are small, the typical distance between
cluster points is much smaller than that between noise points, and FH approaches unity.
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With a higher chance of labeling noisy points as within the cluster, however, FH is lowered.
As such, the degrading of FH is proportional to the probability of a noise point being in
the cluster region, which increases with both σ and NN/NC .

2.7.4 Overlap

Here, we consider the case of two circular clusters with N1 and N2 points respectively, each
sampled from the multivariate Gaussian distribution in Eq. (2.11) and with Σ = σI. The
energy profile is determined by pdf(Xj) for coordinates Xj. The centers µ1 and µ2 (two
instances of µ) are chosen to be (r/2, 0) and (−r/2, 0), respectively, such that the distance
between the cluster centers is r.

In Fig. 2.5(d), we study the variation of homogeneity score FH as a function of r/σ for
several values of N2/N1. The computed clusters for r/σ = 2 at N2/N1 = 1 and r/σ = 2.67
at N2/N1 = 2 are shown in panels (e) and (f), respectively, to showcase the typical scenarios
considered here.

For all N1/N2, FH is zero for low r/σ (high overlap). There is then a region where FH

increases with r/σ and then saturates at unity for high r/σ (little to no overlap). When
the two clusters are too nearby, i.e., r/σ ≪ 1, they are in fact indistinguishable and qLUE
labels all points together. Increasing the ratio r/σ makes the clusters move away from
each other and thus qLUE can discern them. Importantly, large values of FH are already
attained when the clusters still have a significant overlap. In this scenario, employing the
energy labels and the energy density considerably contributes to assigning the points to
the right cluster. In fact, the nearest higher points are more likely to connect the points
near or on the decision boundary with the more energetic core, thus separating the clusters
better.

The performance of qLUE is also affected by the ratio N1/N2. When one cluster
contains more points than the other, it is more likely to “capture” points from the smaller.
The resulting loss in homogeneity score FH for low r/σ ratios is evident from Fig. 2.5(d),
where it can be seen that clusters of similar sizes are better distinguished from each other.

2.8 Non-centroidal Clusters

Finally, we study the performance of qLUE on non-centroidal clusters. For this purpose,
we use the Moons and Circles datasets in Fig. 2.5(g-j), generated using scikit− learn [59].
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Two settings are considered - one where a uniform energy profile is applied over the points
[panels (g-h)] and one where a linear gradient energy profile is employed [panels (i-j)].

In the latter case, for each cluster we assign the highest value of the energy to a single
point and lower the energies of all other points proportionally to their x2 coordinate. In
the case of the moon dataset, E = x2 for the upper moon (so the top point of the upper
moon has the maximum energy in the cluster) and E = 60−x2 for the lower moon (so the
bottom point has the highest energy in the cluster). For the circles, E = |x2 − 200|/10 for
the inner circle and E = |x2 + 100|/5 for the outer one.

Since these datasets have no noise and are well separated, FH is always one and we
employ FC to characterize the performance of qLUE. As in Fig. 2.5(g-h) the energy profile
is uniform, and several points satisfy the seed condition. Therefore, qLUE groups each
circle into several clusters, such that we obtain limited values for FC . On the contrary,
cases with an energy profile assigned [Fig. 2.5(i-j)] results in less seeds that are better
recognized by qLUE, and the completeness score FC is considerably enhanced.

2.9 Conclusion and Outlook

We introduced qLUE, a novel quantum clustering algorithm designed to address the com-
putational challenges associated with high-dimensional datasets. The significance of qLUE
lies in its potential to efficiently cluster data leveraging quantum computing, mitigating
the escalating computational complexity encountered by classical algorithms as dimen-
sions increase. The algorithm’s ability to navigate high-dimensional spaces is particularly
promising when the density of points is very large, such that local searches become too de-
manding for classical computers. Therefore, qLUE will be beneficial in multiple scenarios,
ranging from quantum-enhanced machine learning [62, 63] to complex data analysis tasks
[64].

According to our numerical results, qLUE works well and its performance is signifi-
cantly enhanced when an energy profile is assigned. Specifically, we study qLUE in noisy
environments, on overlapping clusters, and on non-centroidal datasets that are commonly
used to benchmark clustering algorithms [65, 66]. In scenarios that are typically encoun-
tered in ER tasks, qLUE correctly reconstructs the true clusters to a high level of accuracy.
On the other hand, an energy profile can significantly boost qLUE performance in the case
of non-centroidal clusters. Our numerical results, backed up by the well-studied CLUE and
by the quadratic speedup stemming from Grover search, make qLUE a promising candidate
for addressing high-dimensional clustering problems [41, 42, 45].
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As a first outlook, we identify the implementation of qLUE on NISQ hardware [67–73].
This requires a comprehensive consideration of real device constraints. Aspects such as
circuit optimization [74], and the impact of noise will be critical and must be carefully
addressed. Second, it is possible to improve the scaling of qLUE by devising a unitary that
mitigates the need for repeating Grover’s algorithm and thereby eliminating the factors of
p, α, and f in the scaling of the subroutines outlined in Secs. 2.3, 2.4 and 2.5 respectively.
Finally, it is worth investigating variations of qLUE that improve the quality of clustering
in different scenarios. For instance, one can devise more sophisticated criteria for the
Nearest Higher or Local Density computation steps. One can also improve performance
by performing exhaustive hyper-parameter searches or via hyper-parameter optimization
algorithms [75].
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Figure 2.4: (a) Diagrammatic representation of the algorithm. GEBS determines succes-
sive candidates for the “Nearest Higher” until the proper one is found. The quantum state
in Eq. (2.6) is prepared in the “Initialize” step (green box). Grover Search (larger diamond)
is then performed to find the points satisfying dL < di,j < dt, ρi < ρj. If this condition is
satisfied (‘Y ’ branch), dt is updated and Grover run again. If not (‘N ’ branch), control
flows to the “?” diamond. The branch A is entered if the “?” condition is being checked for
the first time or if branch B was just run. Branch B is entered if branch Y was just run.
(b) The algorithm’s working is shown step-by-step (numbers at the bottom) for the search
space S in the inset in the top right corner. The points are mapped to a line where the
height represents the distance di,j from the base point j (black dot at the bottom). The
gray (orange) points are outside (inside) the green consideration circle with radius dm [see
also Fig. 2.2(b)]. At each step of GEBS, the thresholds dL and dt are updated according
to the logic in panel (a). The dot with the red border indicates the current candidate for
Nj; when filled (empty) it is (not) found by Grover Search at that step. The yellow point
is the Nearest Higher N| found at the end of GEBS.
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Figure 2.5: Numerical results from qLUE simulated on a classical machine. (a-c) qLUE’s
performance in noisy environments. The dataset generated for these experiments and
visualized in panels (a) and (b) consists of a cluster (noise) with NC = 750 (NN) points
sampled from the Gaussian distribution in Eq. (2.11) (uniform distribution) over a square
of size 500. The energy of noise points is sampled uniformly between zero and one, while
each cluster point is assigned an energy that is the probability of being sampled multiplied
by a factor A = 500. (a-b) Computed clusters at NN/NC = 0.33, σ = 32, and NN/NC =
1, σ = 10, respectively. In (c), FH is plotted against NN/NC for the σ in the legend. (d-f)
Performance for overlapping clusters. In (d), FH vs r/σ is shown for σ = 30 and different
ratios N1/N2. Here, r is the distance between the centers of two clusters with N1 = 500 and
N2 points, and we assign to each point an energy that is equal to its sampling probability in
Eq. (2.11). (e-f) Computed clusters at r/σ = 2.0, N1/N2 = 1, and r/σ = 2.67, N1/N2 = 2,
respectively. The shadowed regions in (c-d) represent the standard deviations of FH over
30 iterations. (g-j) Performance over non-centroidal clusters of 500 points each generated
from scikit−learn [59]. In (g-h) the points’ energy profile is uniform, while in (i-j) is varied
linearly with respect to the distance such that each cluster has a single, most energetic
point (see Sec. 2.8). For all experiments, dc was set to 20 and ρ̃ was set to 25. (a-f) use the
energy-aware metric in Eqs. (3.8) while in (g-j), since the energy profile is assigned by the
user and is not part of the dataset itself, in the scoring process we set all points to have
the same energy.
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Chapter 3

Pragmatic Obfuscation of Factoring
in Hamiltonian Simulation and
Ground State Estimation

3.1 Overview

While quantum computing has the potential to revolutionize several industries, Shor’s al-
gorithm poses a significant threat to present-day encryption systems that rely on the clas-
sical hardness of factoring and discrete logarithm computation. Keeping this in mind, one
might consider developing quantum systems for specific benign applications like Hamil-
tonian Simulation (HS) and Hamiltonian Ground State Estimation (HGSE). Even with
such a restriction, we study the possibility of hiding Shor’s algorithm in quantum circuits
designed for HS and HGSE using known circuit-to-Hamiltonian mappings. We outline
several methods to achieve this and list their resource estimates. Since these are problems
that are likely to be of interest to the chemical and pharmaceutical industry, the methods
discussed pose a potential threat.

From the theoretical perspective, quantum obfuscation is well studied [76–79]. Several
theoretic results regarding formal obfuscatability of classical and quantum programs exist
[76, 77, 80]. There has also been some related work on frameworks that aim to hide
quantum circuits by garbling [77] where the key idea is to encode a quantum circuit such
that no information about the quantum circuit can be recovered from the input and the
encoding. The scheme has perfect correctness and information-theoretic security but has
the drawback of a double-exponential worst-case circuit depth scaling for the encoding.
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Such a framework enables the user to obfuscate the algorithm’s intent but does not provide
a benign explanation. Another natural setting to study ideas closely related to obfuscation
is Universal Blind Quantum Computation [78] which provides a framework to allow for
quantum computation to be carried out such that the quantum hardware provider is blind
to the inputs, outputs and computation and thus these are known only by the user. More
recently in [79] Bartusek, et. al proposed a scheme to obfuscate pseudo-deterministic
quantum circuits. This scheme is potentially powerful enough to formally obfuscate Shor’s
algorithm based on the assumption of quantum hardness of Learning With Errors (LWE).

These general results help understand the art of the possible for obfuscating an im-
plementation of Shor’s algorithm. However, adversaries do not need to deploy provably
obfuscated circuits, especially if no constructive detection method is known, or practical,
or actually being deployed in practice.

There is a natural trade-off between detectability of the obfuscated factoring circuit
and the computational overhead to implement the obfuscated circuit.

In order to get a better handle on the pragmatic question of whether a specific quantum
computation may in fact be hiding an implementation of Shor’s factoring algorithm, we
examine some concrete examples without requiring formal guarantees of obfuscation and
examine the resource requirements.

Sec. 1.2 contains a review of Shor’s algorithm. We provide a review of circuit-to-
Hamiltonian mappings in Sec. 3.2 where we explain the procedure of mapping a quantum
circuit to a Local Hamiltonian Simulation in Sec. 3.2.1, and the mapping to the Local
Hamiltonian Ground State Estimation problem under the Adiabatic Computing framework
in Sec. 3.2.2. In Sec. 3.3.1, we present our Divide-and-Conquer scheme which allows for
better resource costs as compared to the methods outlined in Sections 3.2.1 and 3.2.2.

3.2 Review: Circuit-to-Hamiltonian Methods

In this section, we review the relevant Circuit-to-Hamitonian methods which will later
be used to obfuscate Shor’s Algorithm in Sec. 1.2 into Local Hamiltonian Simulation
(LHS),3.2.1 and Local Hamiltonian Ground State Estimation (LHGSE) 3.2.2.

3.2.1 Local Hamiltonian Simulation

In this sub-section we review the literature on mapping quantum circuits to Hamiltonian
simulations. Concretely, this means that given a circuit U |ψ⟩ with input |ψ⟩, we want to
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determine the Hamiltonian H for which simulation for time t would give us the output
U |ψ⟩. For the sake of simplicity in this section, we use |ψ⟩ = |0⟩⊗n. The state U |0⟩⊗n =
UDUD−1...U1 |0⟩⊗n = |0⟩d is the output of our depth-D quantum circuit on input |0⟩d.

Let us now look at Feynman’s construction [81, 82] that performs this mapping. The
main idea behind this construction is to have two separate registers - a clock that keeps
track of the time-step t (depth) and the other stores the corresponding circuit output
Ut...U1 |0⟩d at that time step. It thus makes sense to define a bipartite space,

H = Hc ⊗Hd, (3.1)

where Hc is the clock space that keeps track of the time steps and Hd is the data space
that tracks the state of the circuit’s action on the input at a given time.

We shall use the form of Feynman’s Hamiltonian construction discussed in [82] and
reproduced here in Eq. (3.2).

HF =
D∑
t=1

|t⟩ ⟨t− 1|c ⊗ Ut + |t− 1⟩ ⟨t|c ⊗ U †
t . (3.2)

One can see that evolving this Hamiltonian for time t by performing eiHF t would give us
1 + iHF t − (HF t)

2/2... when expanded using Taylor series. Applying this to |0⟩c ⊗ |0⟩d
would give us a state that is in the span of |ψt⟩

|ψt⟩ = |t⟩c ⊗ Ut...U1 |0⟩d , t = 0, ..., D. (3.3)

This can be seen by noting that HF
i |0⟩ in the ith term of the Taylor expansion will give

us terms in span(|ψt⟩). The state |0⟩c ⊗ |0⟩d can only be taken to |j⟩ ⊗ UjUj−1...U1 |0⟩d.
Applications of the |t− 1⟩ ⟨t|c ⊗ U †

t type terms will only take |j⟩ ⊗ UjUj−1...U1 |0⟩d to
|j − 1⟩ ⊗ Uj−1Uj−2...U1 |0⟩d which lies in the span.

Since the result is in the span outlined above, if we measure register |d⟩, we will obtain
the circuit output UD...U1 |0⟩d.

There are several methods such as Trotterization, Quantum Walks [83, 84] and the
Quantum Singular Value Transform [85] to perform the simulation eiHt via a quantum
circuit. An efficient method to perform this simulation outlined in [82] takes advantage of
the fact that HF |ψj⟩ = ψj−1 + ψj+1 which is similar to a continuous time quantum walk
on a line as discussed in [84]. Thus, the mixing time is given in the time averaged form
where we pick a time randomly from 0 to Θ(N2 logN)) so that we get close enough to
the limiting distribution. This gives a Θ(N−1) probability of measuring the circuit in the
|D⟩ ⊗ UtUt−1...U1 |0⟩d state. See [82, 84] for a complete discussion.

26



There are several ways to realize |t⟩clock. Related work is usually concerned with local
clocks since Local Hamiltonians are of special interest, especially for the Local Hamiltonian
problem [82, 86, 87] but for our purposes, we also note that a non-local (logarithmic
locality) binary-encoded clock can also be used. The locality of HF is at most 2 more than
the locality of Hclock due to Ui being at most 2-local for all i.

Table 3.1 lists the complexities of the salient clock constructions that optimize either for
locality, runtime, qubit overhead or the ability to arbitrarily increase the success probability
of measuring |D⟩ in the clock register and therefore obtaining the result of the quantum
circuit computation UD...U1 |0⟩d. We know that the depth of the Shor circuit is poly-
logarithmic in the number of qubits, with the precise exponent and constants depending
on various details such as which multiplication algorithm is used. So let’s say the depth
of the n qubit Shor circuit is nd. The O(log n)-local construction uses a binary clock and
thus has an O(log n) qubit overhead. The running time of this construction is O(nd) based
on the results in [82] and the complexity of the continuous-time quantum walk on a line
[84]. One might want to minimize the locality of this Hamiltonian so that it appears less
suspicious since naturally occurring Hamiltonians (e.g. molecular Hamiltonians) are k-local
for small constant k. That being said, the use of the Jordan-Wigner [88] or Bravyi-Kitaev
[89] transformations could explain nonlocality, even of naturally occurring Hamiltonians.
A unary pulse clock [82] allows for a 4-local construction (2-local clock and a locality of 2
in Ui on the data register) but this Hamiltonian has the same spectral properties as the
quantum walk on a line that governed Feynman’s clock so the mixing time is the same, i.e,
Θ(n2d). The 5-local construction uses the unary domain-wall clock which has a spectral
gap of Ω(D−2) and therefore an O(nd) runtime. The reduction in runtime could in some
situations justify the locality trade-off and so we believe this construction is a suitable
candidate for our purposes.

The quantum walk complexity [84] result is used in computing the running times in all
of the constructions listed in Table. 3.1. In case one is not satisfied with the Θ(D−1) success
probability offered by the quantum walk method, one can use the multi-cog construction
in [82] at the cost of locality. The locality of the clock Hamiltonian in this case can be
brought down to 8, making Hf 10-local at best.

3.2.2 Hamiltonian Ground State Estimation

Finding the ground state of a Hamiltonian is a task that is ubiquitous across quantum
chemistry and therefore obfuscating Shor’s algorithm into LHGSE would offer significant
opportunities for covert malicious use of quantum hardware. While finding the exact
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Table 3.1: Resource Estimates for Circuit to Hamiltonian Simulation Constructs: note
that qubit overheads in the second column are additive. For the actual qubit resource cost
add O(nd) to the listed value

Locality Qubit
overhead
wrt O(n)
Shor

Arbitrarily
increase
success
prob?

T (simulation
time randomly
chosen from be-
tween 0 and T )

4 [82] O(nd) No Θ(n3d)
5 [82] O(nd) No Θ(n2d)
10 [82] O(nd) Yes poly(nd)
O(log(n)) O(log(n)) No Θ(n2d)

ground state is QMA-hard [87], algorithms such as Adiabatic Quantum Computing [86]
can provide approximate solutions with quantifiable error-bounds. These error-bounds
affect the run-time of the Adiabatic algorithm. In fact, Adiabatic Quantum Computing
is proven to be equivalent to Universal Quantum Computing [86]. It is also possible to
solve the Ground State Estimation problem variationally using a Variational Quantum
Eigensolver (VQE) [90] which can also be run on a fault-tolerant computer [91].

Adiabatic Quantum Computing

The formulation of Adiabatic Quantum Computing [86] maps an n qubit, depth-D quan-
tum circuit to the ground state of a Hamiltonian. The ground state can be prepared
to error ϵ (in l2-norm) by an Adiabatic Computation where we simulate a certain time-
dependent Hamiltonian for time Ω(T ) [86, 92–94]. Concretely, if we want to determine
the ground state of target Hamiltonian Hf , we should start with a Hamiltonian Hi whose
unique ground state |g⟩i is known. Then the evolution is performed on time-dependent
Hamiltonian H(s) = (1− s)Hi + sHf . T is given by

T ≥ Ω(
∥Hi −Hf∥1+δ

ϵδmins∈[0,1](∆(2+δ)H(s))
)∥Hmax∥, (3.4)

where ∥.∥ is the spectral norm, ∆(H(s)) is the spectral gap of H(s), and Hmax =
maxs∥H(s)∥

Now that we have a recipe for finding the ground state of a Hamiltonian, let us look
at the original construct to map a circuit to the ground state of a Hamiltonian [87]. Here,
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the strategy is still to keep track of time steps and the circuit output at each time step
as in the earlier Feynman construction. So, we start our construction in the same Hilbert
space as defined in Eq. (3.1). The ground state of our constructed Hamiltonian that we
determine would be the so-called “history” state

|g⟩ = 1√
D + 1

D∑
t=0

|ψ⟩t, (3.5)

where |ψt⟩ is defined in Eq. (3.3). However, we use a unary clock to encode the time-step,
i.e., |t⟩ =

∣∣1t0D−t〉
Compared to Feynman’s strategy of making sure all powers ofHF were mappings within

the span, Kitaev’s strategy differs in that we add terms to penalize unwanted states such
that the unique ground state of the Hamiltonian Hf is the history state in Eq. 3.5. We use
the description of Kitaev’s 5-Local Hamiltonian in the context of Adiabatic Computing in
[86] reproduced here:

Hi = Hci +Hin +Hc, (3.6a)

Hf =
1

2

D∑
t=0

Ht +Hin +Hc. (3.6b)

We shall define and motivate each of these terms along the lines of the definition in
[86]. Notice that our unary encoding disallows all states with a |01⟩ in the bitstring while
all other 2-qubit bitstrings may be present. So, Hc =

∑D
t=0 |01⟩ ⟨01t,t+1|c penalizes all |01⟩

bitstrings. The c superscript indicates that Hc is defined on Hc. Since the input to the
circuit is |0⟩c ⊗ |0⟩d, we have Hin = |0⟩ ⟨0|c1 ⊗

∑n
i=1 |1⟩ ⟨1|i

d that penalizes all states other

than |0⟩d at time step 0. Finally for Hi, we have Hci = |1⟩ ⟨1|1 that ensures the ground

state of Hi has the clock in |0⟩c as required. For Hf , we have
1
2

∑D
t=0Ht checking that the

transition from |t⟩ to |t+ 1⟩ corresponds to the application of Ut in the data space Hd thus
making the history state the unique ground state with eigenvalue 0. Concretely,

Ht = |100⟩ ⟨100|ct−1,t,t+1 ⊗ I − |110⟩ ⟨100|t−1,t,t+1 ⊗ Ut−
|110⟩ ⟨100|t−1,t,t+1 ⊗ U †

t + |110⟩ ⟨110|ct−1,t,t+1 ⊗ I.
(3.7)

Note that this definition of Ht will not work at the boundaries t = 1 and t = D. For
these cases, the Hamiltonian uses two clock qubits instead of three, i.e, H1 = |00⟩ ⟨00|1,2 ⊗
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I + |10⟩ ⟨10|1,2 ⊗ − |10⟩ ⟨00|1,2 ⊗ U1 − |00⟩ ⟨10| ⊗ U †
1 . Similarly for HD, U1 is replaced by

UD, |00⟩ is replaced by |10⟩ and |10⟩ is replaced by |11⟩.

For the same reasons as outlined in the previous section, we might be concerned with
the locality of the Hamiltonian used. The best known method [95] gives a mapping from
the nd-depth Shor circuit to a 2-local Hamiltonian whose ground state can be found by the
Adiabatic algorithm in poly(nd, ϵ−1) time.

Table 3.2: Resource Estimates for Circuit to Local Hamiltonian Ground State Estimation:
note that qubit overheads in the second column are additive. For the actual qubit resource
cost add O(nd) to the listed value

Locality Qubit
overhead
wrt O(n)
Shor

Arbitrarily
increase
success
prob?

Running time

2 [96] O(nd) No poly(nd, ϵ−1)
3 [86] O(nd) No O(n14dϵ−16)
4 [82] O(nd) Yes poly(n2d)
O(log(n)) O(log(n)) No Θ(ϵ−1n6d)

Variational Quantum Eigensolvers (VQEs)

VQEs [97, 98] have gained prominence as classical-quantum hybrid algorithms that can
potentially be useful for Hamiltonian Ground State estimation in the NISQ era where
quantum computers do not have a large number of qubits.

Given a HamiltonianH, we would like to find the ground energy E0 of this Hamiltonian.
VQEs use the fact that the expected energy ⟨ψ|H |ψ⟩ ≥ E0 for all states |ψ⟩. For some
ground state(s), ⟨ψ|H |ψ⟩ = E0. VQEs attempt to find this state and thereby the ground
state energy by using parameterized guesses for the ground state. Concretely, the following
algorithm is used:

First, an initial guess |ψ(θ⟩ is prepared on a quantum computer where θ is the classical
parameterization of the state. Second, the measurement ⟨ψ(θ|H |ψ(θ)⟩ is performed to get
the expected energy of the parameterized state. Now, a classical optimization algorithm
decides the parameters for the quantum state to be prepared for the next iteration. The
algorithm proceeds until convergence, i.e, until the difference between expected energies
obtained at consecutive steps is less than an appropriate threshold.
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Shor Circuit

𝑈 𝑈2 𝑈4 𝑈8

HS – QC1 HS – QC2 HS – QC3 HS – QC4

|𝑖𝑛 |𝑜𝑢𝑡

|𝑖𝑛 |𝑜𝑢𝑡
𝑡𝑒𝑙𝑒𝑝𝑜𝑟𝑡 𝑡𝑒𝑙𝑒𝑝𝑜𝑟𝑡 𝑡𝑒𝑙𝑒𝑝𝑜𝑟𝑡

Figure 3.1: The divide and conquer framework involves dividing the Quantum Phase Es-
timation subroutine in Shor’s algorithm into segments and performing them on separate
quantum hardware (QCi)

While the original VQE is a classical-quantum hybrid algorithm, works such as [99,
100] indicate promising potential for fully quantum eigensolvers.

If we are to use VQEs for pragmatic obfuscation of Shor’s algorithm into Hamiltonian
simulation, we would use the same Hamiltonians as described in Sec. 3.2.2 with the localities
and qubit overheads as listed in Table 3.2.2. As mentioned earlier, VQEs run until
convergence. However, the number of steps a VQE takes to achieve this convergence is not
predictable in general. So it is not possible to provide runtime upper bounds for VQEs.

3.3 Hamiltonian Obfuscation

In this section we will modify the above constructions to reduce overhead via a computing
scheme that involves several quantum hardware that can communicate among each other
via quantum teleportation. In the case of the earlier circuit-to-Hamiltonian mappings,
although factoring is not immediately obvious, the inquisitive quantum hardware provider
might be able to reverse engineer the Hamiltonian from the circuits.

3.3.1 Divide-and-Conquer

In order to provide a reasonable obfuscation of the Hamiltonian at lower overhead, one
can think of breaking up the Shor circuit into segments as diagrammatically shown in
Fig. 3.1 where each segment would directly map to a Local Hamiltonian evolution. The
output from one segment is the input of the next. Since each of these segments runs on
different quantum hardware, the required quantum states are communicated among them
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Figure 3.2: Iterative phase estimation scheme. Here, k = 2

Figure 3.3: QSVT-Based Phase Estimation

via quantum teleportation. In general, one might be suspicious about how such a setup
could be used for benign applications but one could envision this being used in a fault-
tolerant VQE setup where each segment is an ansatz that represents an improvement over
the previous ansatz segment.

Fig. 3.2 shows the iterative phase estimation procedure that allows us to use the
measurements of the previous qubits to control the rotation gate on the next. This allows
us to reduce the number of required qubits. A malicious party could claim that each chunk
is attempting to obtain energy estimates of a molecule via measurements in the “estimate”
register and is using said energy estimates to tweak subsequent ansatze.

Each block would also contain a constant number of c−U2i gates so that the precision of
energy estimations of the Hamiltonian make sense from a quantum chemistry standpoint.

In the iterative phase estimation scheme, one might find the classically controlled ro-
tations suspicious. Using the QSVT [101] for phase estimation gets rid of this problem by
using the classical outputs to control the unitary acting on the eigenvector register instead
of an appropriate rotation before measuring the phase qubit [101].

In the QSVT construction [101],
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Aj(θ) =
1

2
(I + e−2πiθU2j), (3.8a)

Θ(x− c) =


−1 x < c

0 x = c

1 x > c

. (3.8b)

The resource costs for the Divide-and-Conquer scheme for hiding the nd-depth Shor
circuit are outlined in Table 3.3. Since the obfuscation overhead scales with the size
of the circuit being obfuscated, obfuscating components of the circuit leads to smaller
overheads. (See the space-time resource scaling in Table 3.1 and the success probability
scaling described in Sec. 3.2.1). The qubit overhead reduces by a factor of n since we
divide the circuit into n segments. For each segment, the runtime now scales with nd−1

as opposed to nd for the full circuit. For example, the 4-local construct would have a
per-segment runtime of Θ(n3d−3) implying an overall runtime of Θ(n3d−2) as there are n
segments. The last column of Table 3.3 is populated using such analyses for all the listed
constructs. The success probability for each segment is Θ(n1−d) as opposed to Θ(n−d) for
the full circuit. If we mitigate this error simply using multiple runs then the advantage
is not significant as we would use Θ(nd−1) runs for each segment and since we have n
segments we would use Θ(nd) runs which is the same as the number of runs needed if we
did not divide the circuit. However, using other error-correction schemes could potentially
result in an advantage on this front as well.

Table 3.3: Overall Resource Estimates for Divide-and-Conquer based Hamiltonian Simu-
lation: note that qubit overheads in the second column are additive. For the actual qubit
resource cost add O(nd) to the listed value

Locality Qubit
overhead
wrt O(n)
Shor

Arbitrarily
increase
success
prob?

T (simulation
time randomly
chosen from be-
tween 0 and T )

4 O(nd−1) No Θ(n3d−2)
5 O(nd−1) No Θ(n2d−1)
10 O(nd−1) Yes npoly(nd−1)
O(log(n)) O(log(n)) No Θ(n2d−1)
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3.4 Conclusion

In this paper, we proposed the idea of pragmatic obfuscation of Shor’s algorithm into
Hamiltonian Simulation and Ground State Estimation using known circuit-to-Hamiltonian
mappings. We listed the resource estimates for such a scheme and concluded that the
resource overhead for such a scheme is quite high with the state-of-the-art mappings,
especially if Hamiltonian locality is a factor.

The Divide-and-Conquer scheme described above, while possible for Ground State es-
timation, would not use Local Hamiltonians for each segment as the required Hamiltonian
H(s) (defined in Sec. 3.2.2) is dependent on the input state of the circuit (as can be seen in
Eq. (A.1) which would determine the locality of the Hamiltonian. One could think of using
distributed, fault-tolerant setups for such an attack where instead of aiming for locality,
one would aim for maximum qubit utilization on the hardware but we leave this for future
work.

One could also explore other quantum algorithms for Ground State Estimation where
the initial state used has some overlap with the final state and the spectral gap between
the ground and first excited state is lower bounded [102–104].

Overall, the approaches uncovered in this foray into the art of the possible for obfuscat-
ing Shor’s algorithm require resources that vastly exceed the resources needed for a direct
unobfuscated implementation of Shor’s algorithm. Further investigations may bring the
overhead closer to the realm of the possible.
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Appendix A

APPENDICES

A.1 Grover Oracles for qLUE

In this appendix, we describe the oracles UP (recall the working of Grover Search described
in Sec. 1.1) needed for the various subroutines of qLUE.

In the context of Local Density Computation, f(x) = 1 for a point if it lies in the
critical radius dc). If this condition is not satisfied, f(x) = 0.

To implement the operators in Eqs. (1.1), we require A(dd) and M(ultiply) circuits.
We use the ones introduced in Ref. [105], which perform the following operations

A |Xi⟩ |0⟩ = |Xi⟩ |x1i + x2i⟩ , (A.1a)

M |Xi⟩ |0⟩ = |Xi⟩ |x1i · x2i⟩ . (A.1b)

For the local density step, the quantum circuit UP to implement the search function f
is given in Fig. A.1. The overall idea is to compute the Euclidean distance between every
input point and the base point and check if this distance is higher than dc. The |sign⟩ qubit
stores the output of this computation. The F gates are Xsign gates which are X on the
sign qubit and act as the identity on every other qubit, such that F |x1i⟩ = |−x1i⟩. These
are used such that the first and second levels of Add gates A compute xi1−xi2 into |ai⟩ and
|bi⟩ respectively. TheM multiply gates then set the |mi⟩ states to (xi1−xi2)2 taking ai and
bi as inputs. An A gate next acts on m1 and m2 to set |ans⟩ to (x11 − x12)

2 + (x21 − x22)
2.

The Asign gate is a subcircuit of the addition circuit A that finally computes the sign of
(x11 − x12)

2 + (x21 − x22)
2 − d2c and stores it in |sign⟩. Thus, |sign⟩ = |f(x)⟩ [with f(x) as

in Eq. (1.1b)] for the Local Density computation step.
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Figure A.1: Circuit corresponding to the marking operator UP in Eq. (1.1b). First, it
computes the Euclidean distance d1,2 between points 1 and 2, as defined in Sec. 2.2. Then,
it compares d1,2 to the threshold dc and marks the index based on the sign qubit |sign⟩.
A and B are defined in Eq. (A.1) and in Ref. [105]. Bars before gates are employed to
indicate that the corresponding qubits are unaffected. In the figure, the first subscript on
theregister contains the spatial coordinate and the second subscript contains the index. So,
for example, |x1i⟩ contains the x1 coordinate of the ith point. The flip gates F flip the sign
bit of the input. The ancillas a1 and b1 contain the output of computation x1i − x1j , while
a2 and b2 contain the output of computation x2i − x2j , after the first two levels of A gates.
TheM gates then set m1 and m2 to (x1i −x1j)2 and (x2i −x2j)2 respectively. The pre-final
A gate sets the |ans⟩ state to (x1i − x1j)

2 + (x2i − x2j)
2. The final Asign gate computes

(x1i − x1j)
2 + (x2i − x2j)

2 − d2c . However, for this final Asign gate, we need only compute
the sign qubit of the computation and so only the sign qubit computation subcircuit of A
features in Asign.

For the Nearest Higher Procedure, a similar circuit can be used with additional registers
|ρi⟩ for the Local Density and |ρ̃⟩ for the critical density threshold ρ̃. dc is replaced by dL
and the signs of

∣∣d2i,j〉 − |ans⟩ and ρi − ρ̃ are additionally computed in order to find only
the points that lie between di,j and dL and satisfy the ρ̃ threshold. These signs can be
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combined with the Toffoli gate to compute the required function f(x)

For Seeds and Outliers, the condition is similar to that in the Nearest Higher (GEBS)
procedure in that the distance criterion is only a lower bound as opposed to a window.
The GEBS blackbox without the upper distance bound computation can be used.

For the Cluster Assignment step, the operator UP needs to check if the Nearest Higher
index of the points over which Grover Search is carried out lies within C. The UP operator
for this can be generated using X and CnZ gates. CnZ gates map |1⟩⊗n to − |1⟩⊗n and
act as the identity on all the other elements of the computational basis. Let us consider
a simple example where the dynamic search space DSS has 8 points indexed from 000 to
111 in binary. So, the Nearest Higher index will always be in this range. If C consists of
indices 0(000) and 5(101), we would use UP as defined in Fig. A.2. This flips the phase
of 000 and 101 in the input superposition as required (following Eq. (A.1b)). As shown in
Fig. A.2, operators for each index can be sequentially applied to check for multiple indices
in C.

Figure A.2: Circuit for UP to check if the Nearest Higher indices are in C, which here has 2
elements: 5(101) and 0(000). In the above circuit, the first part of the circuit flips the phase
of the state if the register is in the |101⟩ state that corresponds to index 5. The second part
flips the phase of the state if the register is in the |000⟩ state that corresponds to index 0.
Note that the X gates performed at the end of the two subcircuits are uncomputation steps
that ensure that the input to the subsequent subcircuits are as required and unaffected by
our initial X gates.

47


	Author's Declaration
	Statement of Contributions
	Abstract
	Acknowledgments
	Dedication
	List of Figures
	List of Tables
	Introduction
	Grover's Algorithm
	Shor's Algorithm

	qLUE
	Introduction
	Overview and Setting
	Local Density Computation
	Find Nearest Higher
	Find Seeds, Outliers, and Assign Clusters
	Results
	Scoring metrics
	Homogeneity and Completeness scores
	Energy-aware Homogeneity and Completeness scores
	Noise
	Overlap

	Non-centroidal Clusters
	Conclusion and Outlook

	Pragmatic Obfuscation of Factoring in Hamiltonian Simulation and Ground State Estimation
	Overview
	Review: Circuit-to-Hamiltonian Methods
	Local Hamiltonian Simulation
	Hamiltonian Ground State Estimation

	Hamiltonian Obfuscation
	Divide-and-Conquer

	Conclusion

	References
	APPENDICES
	Grover Oracles for qLUE


