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Abstract

The security of Quantum Key Distribution (QKD) protocols is theoretically established
using idealised device models. However, the physical implementations upon which practical
security relies inevitably deviate from these ideals. This thesis develops a rigorous and
versatile framework to address a subclass of such deviations: detector imperfections.

This framework, termed 'noise channels’, is independent of security proof technique.
This approach recasts imperfections as a quantum channel preceding an idealised mea-
surement process. By granting the eavesdropper control over this channel, the security
analysis is simplified to an ideal scenario, with the effects of the imperfections mathe-
matically contained within a well-defined parameter. The utility and versatility of the
framework are demonstrated through applying it to the postselection technique, and for
phase error estimation. The application to phase error estimation is an improvement over
past analyses which either assumed qubit detection setups, IID attacks, or required hard-
ware modifications. We observe a remarkably high tolerance to imperfections when using
the postselection technique.

Finally, we extend the framework to address cross-round correlations, providing a
methodology to prove security against detector memory effects such as afterpulsing and
dead times. This work thus establishes a structured and powerful toolkit for analysing
detector imperfections in practical QKD systems, unifying their treatment across differ-
ent security proof techniques and advancing the development of robust implementation
security.
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Chapter 1

Introduction

“Just because you're paranoid
doesn’t mean they aren’t after

”

you.

- Joseph Heller, Catch-22

Quantum Key Distribution (QKD) is a maturing technology used to share a secret key
between two parties, Alice and Bob, secure against any eavesdropper, Eve. Since its initial
conception in 1984 with the Bennet-Brassard BB84 [0] protocol, QKD has progressed from
theoretical foundations to experimental implementations.

On the theoretical side, a central part of this progress has been the development of
distinct security proof techniques. These different proof techniques are !

1. Phase error correction-based proofs [7]. These proofs connect the security of the
protocol to the success probability of a virtual quantum error correction procedure
designed to correct 'phase errors’ — errors in the conjugate basis to that used for
key generation.

2. Proofs [3] based on the entropic uncertainty relation (EUR) [9]. These proofs
use an entropic version of the Heisenberg uncertainty principle which limits the Eve’s
information about the secret key based on Bob’s ‘phase’ error rate in the conjugate
basis.

1See [2, Section 6] for a more detailed summary of the different proof techniques. See also [2, Section
7] for a comparison.



3. The postselection technique [10, [1]. These proofs reduce the security analysis
against arbitrary attacks to the more tractable problem of security against indepen-
dent and identically distributed (IID) attacks, albeit at the cost of a dimensional
penalty to the key rate.

4. Entropy Accumulation Theorem (EAT)-based proofs [12, 13, 14], which use
entropic chain rules to provide bounds on the total entropy accumulated over all
rounds in terms of single-round quantities.

Functionally, the EUR~ and phase error correction-based proofs both hinge on the task
of bounding the phase error rate. This shared dependency leads to them often being
categorised together as phase error estimation-based proof techniques.

Each of these security proof techniques possesses its own distinct set of advantages
and challenges. While recent advances [11] in EAT-based proofs currently position it as a
leading candidate for constructing robust, high-rate security proofs. Nevertheless, a central
premise of this thesis is that there is enduring value in a holistic approach that encompasses
all proof techniques. Each proof technique has its own particular strengths; a problem that
is analytically cumbersome in one may be straightforward in another. By studying a variety
of proof techniques, we can identify and transfer powerful methods between them, thereby
enabling more rapid and comprehensive advancements than would be possible by focusing
on a single technique in isolation.

This theoretical richness, however, confronts a fundamental challenge: experimental
implementations often deviate from the idealised device models assumed in security proofs.
As we near the commercial deployment of QKD protocols, it is of increasing importance
to perform more refined analyses that take into account such experimental imperfections.
For example, devices cannot be perfectly characterised, and thus the theoretical analysis
must account for cases involving only partial models. Moreover, the adversary might even
have some limited control over the devices. This has led to growing attention to addressing
imperfections in QKD security proofs; both for realistic sources [15, 16, 17], and for realistic
detection setups [18, 19, 20, 21, 22].

While this body of work constitutes a tremendous amount of progress towards the
implementation security of QKD protocols, it is primarily restricted to the entropic uncer-
tainty relation (EUR)- and phase-error correction-based proofs. On the other hand, work
[23, 24] addressing imperfections compatible with entropy accumulation theorem-based

proofs either assume qubit sources [23], or require bounds on quantities that cannot be
easily related to physical device parameters [21].> Thus, it is important to develop meth-
2See recent work [17] for a notable exception.



ods that are more broadly applicable, both across proof techniques within QKD as well as
for applications outside QKD.

In this work, we focus primarily on the treatment of detector imperfections by develop-
ing a proof technique-independent framework. We demonstrate its utility through several
applications. We apply noise channels to the postselection technique and for phase error
estimation, highlighting the unique subtleties and limitations that arise in each case. We
also comment on the applicability of our framework to EAT-based proofs. This includes
an increased applicability to imperfect detection setups with active basis choice. Notably,
this solution is achieved by adapting an insight from phase error estimation, highlighting
the utility of the holistic approach to studying different proof techniques.Finally, we ex-
tend the framework to address the challenging problem of detector memory effects, such as
afterpulsing. While our initial analysis of this problem was guided by methods developed
for phase error estimation proofs, the resulting formalism for correlated imperfections is
itself proof technique-independent, further demonstrating the utility of studying different
proof techniques.

1.1 Contributions and structure of the thesis

The remainder of this thesis is structured as follows:

e Chapter 2 provides a brief background of concepts in quantum information theory,
quantum optics and concentration inequalities. This chapter is meant more as a
reference and to set up notation, and can be skipped till referred to in other chapters.

e Chapter 3 provides the required QKD-specific background required for the rest of
the thesis. This chapter contains an assortment of tools that are required for the
analysis of practical QKD protocols. Many of these tools are existing results, though
this chapter presents them with a new proof technique-independent perspective. This
perspective along with some of the tools described in the chapter are contributions
made in our work [11, 25]. This chapter sets the context for the rest of the work.

e Chapter 4 formally develops the noise channel formalism. We provide generic con-
structions for modelling imperfections and detail the specific channels for dark counts
and detector loss. This is based on our work in Ref. [20].

e In Chapter 5, we first extend the applicability of the postselection technique to opti-
cal prepare and measure protocols. We also improve on the dimensional-dependent



penalty incurred when applying the postselection technique. Finally, we apply the
noise channel formalism to the postselection technique. The core improvements to
the proof technique are from our work in Ref. [11], while the application of the noise
channel to the postselection technique is described in our work in Ref. [26]. Some
refinements to this application are influenced by ideas in our work in Ref. [21].

e Chapter 6 addresses the task of phase error estimation with imperfect detectors. We
present two methods to achieve this task, and contrast them. The first method is
based on developing a robust sampling strategy, and is based on our work in Ref. [5].
The second method is an application of the noise channel formalism to this problem.
Some refinements of the noise channel method, similar to those in Chapter 5, are
influenced by ideas in our work in Ref. [21].

e Chapter 7 addresses the security of detection setups with memory effects such as
dead times and afterpulsing. This treatment requires a protocol modification that
discards rounds following a detection event. This is an extension of ideas in our work

[5, 26].

All the code used to generate the plots in this thesis was produced using the Open QKD
Security package [27], and can be found at https://openqkdsecurity.wordpress.com /repositories-
for-publications/


https://openqkdsecurity.wordpress.com/repositories-for-publications/
https://openqkdsecurity.wordpress.com/repositories-for-publications/

Chapter 2

Preliminaries

“The sciences do not try to
explain, they hardly even try to
interpret, they mainly make
models.”

- John von Neumann

In this chapter, we introduce the preliminaries required to read the rest of the thesis.

2.1 Quantum information

For an axiomatic and pedagogical introduction to quantum information, we refer the in-
terested reader to [1, Section 2.1]. Here, we briefly state the key definitions, and set up
notation to be used in the rest of this work.

2.1.1 States and Hilbert spaces

A quantum mechanical system is described by an associated complex Hilbert space, denoted
by H. We restrict our attention to the set of linear operators L (H) on this space. We
denote the set of positive semidefinite operators on H as Pos (H).

The state of a system is described by a density operator p which is a positive semidefinite
operator with unit trace. Formally, the set of all valid density operators on H, which we



denote by So(H), is the subset of Pos (H) constrained by the trace condition:
So(H) :={p € Pos(H) | Tr[p] =1}. (2.1)

A state is termed pure if it is a rank-one projector |¢)v| for some state vector |¢)) € H.
Otherwise, the state is mixed.

2.1.2 Composite systems and registers

When considering multiple quantum systems, the total system is described by the tensor
product of the individual Hilbert spaces. To distinguish these subsystems, we assign each
a label, referred to as a register.

Notational aside 2.1. For notational conciseness, we will frequently use the register
label (e.g., A) to denote its associated Hilbert space (H4) when the meaning is unam-
biguous. Consequently, notations such as S,(A) and Pos (A) should be understood as
So(H ) and Pos (H ), respectively.

Given registers A and A’, a state of the composite system is an operator psar € So(AA’)
on the space H4 ® H 4. The state of a subsystem is recovered by taking the partial trace
over all other registers; for instance, pa = Tra/ [paa].

Notational aside 2.2. We refer to n copies of the same register A as A" = Ay ... A,,.
Further, we denote a subset of these registers as Aé- = A;... A, where j <.

We sometimes distinguish between two types of registers. A quantum register is one
whose state can be any valid density operator on its associated Hilbert space. In contrast,
a classical register is a special case, constrained to hold only states that are diagonal in a
particular, fixed basis |i). A state pr in a classical register is thus always of the form

pc = sz' i)l ,

where {p;} is a probability distribution.

Any mixed state p4 on a register A can be viewed as the partial trace of a larger pure
state |p)p| 45 On a composite system H, ® Hp. The auxiliary register E is known as the

6



purifying system. The dimension of the purifying register needs to be at least as large
as the rank of the mixed state p4, and the pure state is unique upto isometries on the
purifying register.

2.1.3 Quantum processes: channels and measurements

The most general physical processes are described by quantum channels. A quantum
channel is a completely positive and trace-preserving (CPTP) linear map ® that takes
density operators on an input space to density operators on an output space. We denote
the set of such channels from A to B as C (4, B).

A measurement (also called POVM) is a set of positive semidefinite operators {I';} that
sum to the identity, > .I'; = I. The probability of obtaining outcome ¢ when measuring
a state p is given by the Born rule, p(i) = Tr[I';p]. We can formalise the measurement
process itself as a specific type of channel, a measurement channel, which maps a quantum
state to a classical register holding the outcome: M(p] = > Tr [I';p] |i)}i|. To represent
an entire measurement compactly, we will often group the POVM elements into a vector,
denoted as T.

For every channel ® € C (A, B), one can define its adjoint ®' acting from L (B) to L (A),
defined by the relation Tr [I'®(p)] = Tr [®1(T')p], for all linear operators p € L(A) and
I' € L(B). The adjoint of a channel is completely positive and unital, as can be derived
from the defining relation stated above. Intuitively channels can be thought of as maps
from states to states, the adjoint of channels can be thought of as maps from POVMs to

POVMs.

2.1.4 State and channel distinguishability

We quantify the difference between operators via Schatten norms. In particular the dif-
ference between quantum states, is typically quantified via the 1-norm, and the difference
between POVM elements is typically quantified via the co-norm. The difference between
channels is defined via the diamond norm, also known as the completely bounded trace
norm. Given two channels ®, ¥ € C (A, B) their diamond norm is defined as

o -V, = O — V) ®idy [ X]||;.
o =Wl = max [[(@ %) @ida [X]],
X1, <1



2.2 Quantum optics

In what follows, we provide a number of dry facts and set up the notation and language
that is used in a variety of places in this work. For a more pedagogical and comprehensive
introduction to quantum optics, see for e.g. Refs. [28, 29, 30].

2.2.1 Quantising classical electromagnetic fields

In classical optics, an electromagnetic field can be decomposed into a set of orthogonal
modes, most conveniently labelled by their wave vector k (and polarisation, which we
suppress for notational simplicity). Each such mode carries an associated frequency w(k)!
and behaves like an independent degree of freedom. Quantisation promotes the classical
field amplitudes of these modes to operators.? The resulting creation and annihilation
operators, aL and ay, satisfy the canonical commutation relations [ak,am = 0. The
Hilbert space associated with a single mode k is spanned by the number states, or Fock
states, {|n),} which are acted on by the creation and annihilation operators as

a,t n), =vn+1n+1),
agk ’n>k = \/ﬁ\n— 1>k'

Physically, |n), represents n photons in mode k. When multiple modes are present, the
full Hilbert space is the tensor product of the single-mode spaces. Thus, the basis states
for a d distinct modes can be expressed as

neNp’

{|ﬁ>}ﬁ€Ng = {|n17 s ,nd>}n1,...,ndeN0,

where |77) represents the state with n; photons in the i*" mode.

2.2.2 Coherent states

An important, widely used class of states are coherent states. These are eigenstates of the
annihilation operator

ar o)), = alay, (2.2)

I'Note that the magnitude of the wave vector along with the speed of light determine the frequency.

2While this might seem somewhat ad hoc at first, it can also be understood by promoting all observables,
such as the electromagnetic fields, to operators, similar to the quantisation of position and momentum in
Newtonian mechanics.



where the complex eigenvalue « is called the amplitude of the coherent state.®> The set of
coherent states {|a),} . form an overcomplete basis for the Hilbert space. We can write
the coherent state in the Fock basis as

) =e Ty @% ), (2.3)

n=0

The phase and intensity of a coherent state |«a), correspond to the phase 6 of the
complex number o = \/ﬁeie, and the square of its amplitude p = |a|2 respectively. We
call a mixture of coherent states with a fixed intensity but uniformly random phase, a
completely phase-randomised or fully phase-randomised coherent state given by

=g [ a8IVEN VR, 2.0
= puln) In)nl, (2.5)

where p,, is a Poisson distribution with mean .

2.2.3 Beam splitters

A beam splitter is an optical device with two input ports and two output ports. Classically,
it combines the incoming light fields through interference, redistributing the light into the
two output beams according to its reflectivity and transmissivity. Quantum mechanically,
it acts similarly — but on the mode operators as depicted in Fig. 2.1 [I, Fig. 2.2]. The
beam splitter generically transforms the input modes a;, as to the output modes as, a4
as as = Vta; + €%\/ras and a4 = v/tas — e " \/ra; where r and t are the reflectivity and
transmissivity of the beam splitter respectively with » +¢ = 1, and ¢ is the phase shift
caused by the reflection. For simplicity, we will always assume that ¢ = .

Note that a more nuanced multi-modal model of the beam-splitter would include a
potentially different set of reflectivity r, transmissivity ¢t and phase shift ¢ for different sets
of input frequency and polarisation modes.

3The coherent state |0) . corresponds exactly to the Fock state |0), saving us from some ambiguity,
though this is not the case for the coherent state |1),, and so on.



a1

a2 a4

as

Figure 2.1: Schematic of a generic beam splitter. The input modes are labelled 1 and 2,
while the output modes are labelled 3 and 4. ([!, Fig. 2.2])

2.2.4 Threshold detectors

Threshold detectors are devices that ideally ‘click’ in the presence of incident photons,
and don’t click in the absence of incident photons. Mathematically, threshold detectors
can be described by a two-element POVM {T ¢k, Tno-click }, where ' ik = |0)0], and
Lo = I— ‘O><O|

We primarily consider two deviations from ideality in this work:
1. Dark count: A click outcome in the absence of incident photons.

2. Detector loss: A no-click outcome in the presence of incident photons.

2.2.5 Dark counts

Dark counts are clicks that are registered by a detector in the absence of any incident pho-
tons. There are, broadly speaking, two mechanisms that explain this phenomenon. Firstly,
threshold detectors sometimes have dark counts as a result of thermal noise, where ther-
mally generated carriers or quantum tunnelling of electrons can cause spurious detections
[31]. This results in dark counts that are independent of any other click events. Secondly,
after a click event, some* threshold detectors sometimes have trapped charges that are
released at a later time causing additional click events, commonly called afterpulsing [32].

Independent dark counts

The independent dark counts can be modelled as a classical post-processing being applied
to the measurement outcomes of a detector without dark counts. Specifically, consider a

4Specifically, single-photon avalanche diode detectors, in which a single absorbed photon releases charge
carriers that trigger a large avalanche current, producing a detectable electrical pulse.
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threshold detector with dark count rate dg having POVM {I'¢% %2, } corresponding

no-click?
to no-click and click events respectively. This can be written in terms of the POVM

{Tho-click, Letick } of a threshold detector without dark counts as

F;lg—click = (1 - dB)Pno—click (2 6)
Fgfck = laiek + dBTno-cick-
Equation (2.6) can be more concisely written as
L4, = PUT, (2.7)
d 1—dp 0. : . , ' ‘
where P8 = d )15 stochastic matrix that describes the classical post-processing,
B

= Fno—click
and I' = :
( I_\click )

Notational aside 2.3 (Dark count probabilities?). Dark count rates are usually re-
ported as the number of spurious click outcomes per unit time in the absence of incident
photons. If the detector integrates over a fixed time window in each round, the dark
count rate can be converted into a per-round probability of a click. Accordingly, we
adopt this abstraction and speak of the dark count rate as the probability of a click in
each round.

Similarly, for a more general detection setup with k& threshold detectors, we can write
the post-processing map acting on all 2% click patterns based on the dark count rates
dg = (di,dy, - ,dy) as P98, While the exact structure of P98 is not important, we shall
comment on the relevant properties of P98 where applicable.

Notational aside 2.4 (Elements of postprocessing matrix). In this work, we will refer
to the (7,7) element of a post-processing matrix P as P;j; to represent the probability
of outcome (alternately, click pattern) ¢ given outcome (alternately, click pattern) j.

Afterpulsing

Afterpulsing can be modelled as an increased dark count rate in the rounds immediately
following a detection event, persisting for a finite number of rounds. In reality, however,
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trapped charge carriers can be released at arbitrarily long timescales, so the effect never
vanishes entirely. Instead, its probability decays exponentially and becomes negligible after
sufficiently long delays. Such vanishingly small deviations from ideality can, in principle,
be treated rigorously using the methods of [33, Section 3.3], as discussed in Section 7.1.

2.2.6 Detector loss

Detector loss captures the fact that a photon incident on a detector does not always result in
a registered click. It is useful to distinguish two sources of detector loss. Independent loss,
arising from the detector’s non-unital efficiency and independent of previous detections.
Loss that occurs because the detector requires a recovery period after a click, during which
it cannot register further events (known as dead time).

Detector efficiency

A typical single-mode quantum optical model for detection efficiency uses the single-photon
detection efficiency 7, which represents the probability of the detector registering a click for
each incident photon. This can also be represented as a beam splitter with transmission
amplitude coefficient /7, followed by a lossless detector. A more complete multimode
model can be developed by allowing for a different efficiencies for different input modes.

A simple special case of the single-mode model that we use in the proof of Theorem 4.4
is that of a lossy detector with no dark counts, where the input has no more than a single
photon. In this case, the loss can be represented as a classical post-processing analogous
to Eq. (2.7)

T, =PT, (2.8)

where P" = L 1=n cand T = (Fno'Cth) . Similarly, for a more general detection
0 n [ ctiex

setup with & threshold detectors, we can write the post-processing map P" acting on all

2% click patterns based on the loss of each detector § = (11,72, -+ , ). Note once again

that this post-processing map is valid for detectors without dark counts, with an input

with no more than a single photon. We stress that at no point in this work do we assume

that our detectors only allow for a single photon input; we simply detailed the model in

the single-photon subspace.
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Notational aside 2.5 (Postprocessing matrix ordered by number of clicks). Through-
out this work, we use post-processing matrices to describe detection setups involving
multiple detectors. The rows and columns of these matrices are ordered by increasing
numbers of detection events.

Dead times

Dead time can be modelled as a period of reduced sensitivity immediately following a
detection event, during which the detector efficiency is reduced, and which lasts for a finite
number of rounds. This recovery time can be gradual rather than abrupt: its efficiency

might increase continuously with time and never truly attain a sharp cutoff [34]. However,
the residual inefficiency at long delays is typically negligible, and can in principle be treated
rigorously using the methods of [33, Section 3.3], as discussed in Section 7.1.

2.2.7 Multimode detection setups

Thus far, we have described optical components in the single-mode picture. Extending
these models to multiple modes is, in principle, straightforward: each component can be
expressed as a direct sum of its single-mode description, acting independently on each
mode. However, this naive approach quickly encounters a subtlety: there is no guarantee
that different components diagonalise in the same mode basis. For example, a beam splitter
may act diagonally in the frequency basis, while a time-gated detector is naturally described
in the time domain, so their mode decompositions need not coincide. The challenge,
therefore, is to construct models that faithfully capture the joint action of such components
when their ‘preferred’ mode decompositions do not align.

While a complete treatment of these multimode models is essential for cryptographic
applications such as QKD, this is outside the scope of this work. For concreteness, we focus
on a simple independent multimode model in which the preferred mode bases of all optical
components coincide. This situation might arise, for example, in a time-domain description,
where detectors are time-gated and beam splitters are taken to act independently on each
temporal mode. Formally this means that each POVM element decomposes as

i =Pris (2.9)
k

where each block POVM TI'; , represents the single-mode POVM with parameters corre-
sponding to mode k. The block-diagonal structure reflects our assumption that different
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spatio-temporal modes (e.g. times of arrival or frequencies) are treated as independent,
without coherent coupling. This already covers known attacks such as the time-shift at-
tack.”

A more realistic multimode model has been studied in [1&, Section 3], where the core
assumption is that all the optical components act on the information-carrying mode (e.g.
polarisation) independently of the auxiliary modes (e.g. frequency, time-of-arrival and
incidence angle of the input beam). A full description of the latter model requires detailed
experimental characterisation [18, Section 3.1]. Nevertheless, we expect that, given such a
characterisation, the methods developed in this work could be extended to accommodate
the more general multimode setting.

2.3 Concentration inequalities

In quantum information theory (and in classical probability theory), one frequently seeks
to make rigorous statements about the properties of an n—partite quantum system based
on measurements made on k subsystems. For instance, one might want to quantify how
likely it is that the observed statistics on the k subsystems deviate from the statistics on
the remaining n — k subsystems. This is precisely the role of concentration inequalities:
they bound the probability bounds of such a “bad” event occurring.

More formally, given n random variables Zy, ..., Z,, define S,, := > . Z,. Intuitively, we
would expect that the random variable S,, cannot be much lower than its expected value
E(S,). A concentration inequality would then be an upper bound on the probability of
this “bad” event Qg == {Z'|> | z < E(S,) — ny} occurring

Pr [Z € Qbad} =Pr[S, <E(S,) —nvy] <e(y,n). (2.10)

5A more detailed discussion is as follows: the independent multimode model assumes no coupling
between any pair of spatio-temporal modes during measurement. This allows an adversary to exploit
auxiliary degrees of freedom such as time-of-arrival, frequency, or incidence angle, provided that each choice
corresponds to a definite mode and no coherent superpositions are used. Even with this limitation, the
model captures a wide range of classical side-channel attacks. For example, the time-shift attack [35, 36] fits
naturally within this model, since it corresponds to Eve selecting different arrival times to exploit efficiency
mismatch in gated detectors. Similarly, other strategies such as modifying the detector temperature are
also covered.
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Notational aside 2.6. For our purposes its often more useful to think of ¢ as a fixed
quantity, and define v to be function of £ and n. Thus, we use the notation (e, n)

to indicate this. In this context, for conciseness, we write Eq. (2.10) as S,, > E(S,,) —

n7y(e,n), which is to be read as S, > E(S,) — ny(e,n) except with probability e.
Similarly, we can define F(e,n) such that S,, < E(S,) + n7(e,n) can be read as S,, <

E(S,) + n7y(e, n) except with probability e.

We abbreviate the notation Z < r as simply Z < r, where it is obvious from context.
0

In a quantum information context, we consider the random variables that arise as
outcomes of measurements. To this end, we consider an n round quantum state psn €
So(A™).  We have n single-round measurements, {Fy) 4., C Pos(A). The state after
measurement is given by the classical state

par = Z Tr [T @ @TW pan] 21 221 - 2

21,..,2n €[d]
= Y T[Tz pan] |22
zZeld|n
Thus, the outcome of each measurement {I’ gi) ?:1 is a random variable Z; where the joint

distribution of Z1, ..., Z, is given by pz». Now, the probability of the bad event 2,4 can
be equivalently described in this language as

Pr [Z e Qbad] = Tr [Treqyy, pan] = > Tr[Tz pan]. (2.11)
Z€Qaa

We sometimes refer to I'zeq, ., as the “failure” POVM element, since it represents the event
that the lower bound has failed.

We now give some examples of concentration inequalities that shall be used in this
thesis.

2.3.1 Binomial distribution

The prototypical example of a binomial distribution is that of n flips of a biased coin where
the probability of heads is p. Here, we model the coin flips as n IID random variables Z;

15



which take value 1 if the outcome of the coin is heads, and 0 if it is tails. The probability

of obtaining exactly [ heads is (7) p'(1 — p)"~L. Thus, the probability of getting at most [

heads is Zé’:o (’;) (1 — p)"7. Thus, we obtain the concentration inequality,

\.np*n'ybinomj
Pr (S, < E(S,) — nYbinom] = Pr[S, < np — nYpinom] < E (n)pj(l — p)”_j.
- J
Jj=0

(2.12)

In a quantum information context, the binomial distribution arises as the outcome of
an n round IID state p®" acted on by a two-outcome IID measurement {I'o,T'1} in each
round. Now, when using this inequalities in QKD we would typically not know the value
of p, as the state p is unknown (and the output of the adversary’s attack). In this case,
the n rounds are broken up into a k round test set, and an n — k round key generation set.
Then the concentration inequality can be used with the observations in the k test rounds
to estimate the value of p.

Notational aside 2.7. We use the notation Zes; = {Z;] i is a test round} to denote
the random variables Z; in the test set, and similarly Zi., to denote the random variables
in the key generation set. For binomial random variables, we we use the notation

‘Ztest =D i atest round Zi> and similarly for key generation rounds.

Alternately, the concentration inequality can be used twice, with a union bound to
bound the deviation in the number of 1s in the test set from the number of 1s in the key
generation set. For example, we can obtain an upper bound on the number of 1s in the
key generation set as follows

Z)test Z kp - k'ybinom(gla k)

€1

‘Zkey S (TL - k)p + (TZ - k)’Ybinom(z‘:Qa n— k) (213)

€2

- n—=~k|=
— ‘Zkey < T)Ztest

e1+e2

+ (n - k) (’Ybinom(gla k) + 7bin0m(€2a n— k)) .

The failure event in this case can be defined as Quag == {2 | |Zkey| > nT_k|27test| +(n—
k) (M(gl’ k) + 7bin0m(52, n— k’))}
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Although the functions Ypinom and Jpinom are well-studied and can be numerically com-
puted, there is no analytical expression for them. Thus, sometimes Hoeffding’s inequality
is used for this analysis instead, as described below.

2.3.2 Hoeffding’s inequality

Hoeffding’s inequality [37, Theorem 2| is a more general concentration inequality, and can
be used for n independent (but not identical) random variables Z,...,Z, which take
values in some bounded range a; < Z; < b;. The concentration inequality can be expressed

as
Sn Z E[Sn] - n’}/hoeff(ga n)7 where

1 — 1
’yhoeff(ga n) = 2_712 Z(bl — CLi)Q In (g) ,

i=1

and similarly for the upper bound, where Fpoer = Yhoeft = Vhoeft-

Hoeffding’s inequality can also be used for IID binomial random variables, where a; = 0
and b; = 1 for all 7. Thus, Yinom < Vhoeff; @A Vpimom < Yhoeff- Lhis introduces some loose-
ness, but yields a simple closed-form expression in the analysis which might be simpler.°

Similar to the binomial distribution, Hoeffding’s inequality can be used in quantum
information on the outcome of n independent measurements on an n round tensor product
(but not necessarily IID) state.

For another application of Hoeffding’s inequality, consider the following scenario. Let
Z be an n-bit string. We “test” the bit as follows. Each round we pick an index j to
be included in the test set (2t uniformly at random. The value of the bit at index j
is a random variable (where the randomness is over the choice of index) which we call
Z; for round i of the test. Note that since each round we pick the index independently
of the indices picked in other rounds, Zi,...,Z; form a set of k£ IID random variables.
Further, note that the expectation value of each Z; is the fraction of 1s in the string. Thus,
Hoeffding’s inequality” can be used to bound the Hamming weight® of the entire string #
in terms of the Hamming weight of the test string.

6Sharper closed-form bounds are also available; see, for instance, [33] for an exposition of such tail
bounds.

"The results discussed in Section 2.3.1 can also be used here since the Z; are ITD binomial random
variables.

8This is the number of 1s (|Z]) in the string.
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This scenario of sampling with replacement is not directly applicable to our work.
Instead, it is more typical to consider a scenario where each index is picked ensuring that
no index is picked twice, also referred to as sampling without replacement. For instance,
consider an n round state pan € So(A™), measured by an IID 2-outcome POVM {T';, T'»}.
In a QKD protocol such a state is the output of the adversary Eve’s attack, and so we
typically cannot assume that the state is IID or in a tensor product. The outcome of
this measurement is a bit string. We can randomly pick a subset of size k to test on. The
values of the bits in this subset are the values of the random variables Z, . .., Z;. Note that
these random variables are not independent, but the bounds obtained from sampling with

replacement (such as Hoeffding’s inequality) hold even if we sample without replacement
[37, Theorem 4].

Remark 2.1 (Hoeffding not tight). For sampling without replacement, one might expect
that as k — n, the test set is representative of the entire set, and so the probability of
deviation should go to 0. However, this is not the case when we use Hoeffding’s inequality
which only depends on the size of the test set, and not the size of the entire string. Serfling’s
inequality [79] is a sharpening of Hoeffding’s inequality, though it too does not satisfy this
property.

2.3.3 Serfling’s inequality

We first state the original form of Serfling’s inequality for sampling without replacement.

Lemma 2.1 (Serfling [39, Corollary 1.1]). Consider an n bit string where p is the fraction
of 1s in the string. Let Zq, ..., Zy be the random variables corresponding to the value of
bits in a randomly picked subset of size k. Then

k
Z Zz < klub + k,}/serf({:;? k7 n)? where

=1

1 — k=L 1
Vserf (€, K, ) = \/ an In <g>

Recall that the random variables Z, ..., Zj need not be independent or identical. Fur-
ther, note the improvement over Hoeffding’s inequality: Ynoet (€, k) = /57 In ().

As already discussed in this section, we often wish to find the deviation of the fraction
of 1s in the test set, from the fraction of 1s in the rest of the string. We will derive this
from Lemma 2.1, closely follow the description in [10, Supplementary Note 2].

18



First, we define Sie = Zle Z;, and Sy, = Z?:kﬂ Z;. We wish to find et (e, k, )
such that

1 1
_ kskey S Estest +m(5a ka n) (214)

Note that Stest + Skey = nt, so that Eq. (2.14) can be rewritten as

1 k___
kskey § H + E%erf(‘ga k>n)

Now we directly use Lemma 2.1 to obtain

_ n [1-— n_Tk_l 1
’Yserf(ga kan) = %\/m In <g> (2.15)

An important property of Yerr (g, k,n) that we shall make use of in Chapter 6 is that
Yserf (€, k — x,n — ) is a monotonically increasing function of x € [0,k). This can be seen
as follows. First, we rewrite Eq. (2.15) as

Vei(e, ko) = %\/% In (é) (2.16)

so that

Vst (E,k —x,n — ) = n—z ktl-z 1 In 1
Toert 15 ’ NEk—-2 k—z 2n-—k) e)’

where monotonicity can be established from noting that {= is a monotonically increasing
function of z € [0,b) when b < a. Further, Je¢(e, k,n) is a monotonically decreasing
function of n, as can be readily verified from Eq. (2.16).
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Chapter 3

A toolbox for the theoretical analysis
of practical QKD protocols

“Remember that all models are
wrong; the practical question is
how wrong do they have to be
to not be useful.”

— George E. P. Box

This chapter introduces the theoretical ‘toolbox’ required for the analysis of practical
QKD protocols. The tools presented here provide methods to reduce complex, imperfect
physical systems to simpler, idealised models amenable to security analysis. Specifically,
we will formalise QKD security definitions and then introduce two reduction techniques:
source maps for handling imperfect state preparations, and squashing maps for imperfect
detection setups.

3.1 Protocol description

QKD is a quantum information processing task where two parties, Alice and Bob attempt
to share a random bit string in the presence of a malicious eavesdropper, Eve. The resources
assumed available to Alice and Bob for this purpose are

e a source of private classical randomness,
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e an insecure quantum channel between Alice and Bob which Eve has full control
over, and

e multiple uses of a classical authenticated channel. Here, a classical authenticated
channel is a classical channel between Alice and Bob which Eve can read, but not
modify.!

The main subtleties in this work, however, will arise not from the communication re-
sources themselves, but from the details of how quantum states are prepared and detected.
Depending on the arrangement of source and receiver modules involved, QKD protocols
are typically grouped into three broad types:

e Prepare-and-measure (PM) protocols: Alice prepares states which are transmitted
to Bob over the (insecure) quantum channel, who then performs the measurement.

e Entanglement-based (EB) protocols: Eve prepares and sends states to both Alice
and Bob, who perform the measurements.

e Measurement-device-independent (MDI) protocols: Both Alice and Bob prepare
states and send them to Eve, who performs the measurement.

Here, we explicitly consider PM QKD protocols as they contain both a trusted source
description and a trusted receiver module description?, though much of our analysis is
applicable to all three types of QKD protocols.

We now outline the steps in a generic (fixed length)® PM protocol.

1. Signal Preparation: Alice randomly prepares one of a set of quantum states { pi}fil
each with probability {p; ?21. Sometimes Alice’s state preparation is described by
more than one parameter (for example, intensity and polarisation of coherent state

prepared). We refer to her choice of state prepared i as her setting choice.

IStrictly speaking, one can only implement [11, 12] a weaker version of authentication, i.e., a classical
channel that either transmits the same output as the input, or outputs a flag declaring that the transmission
has failed/aborted. While care must be taken to analyse the security of QKD protocols that use this
weaker resource, much of the analysis remains exactly the same if one aborts the QKD protocol whenever
authentication aborts. Thus, in the interest of pedagogy, we make the common assumption of access to
the stronger authenticated classical channel which never aborts.

2By “trusted” we mean that a quantum mechanical description of the device is fixed and not under
adversarial control, though small deviations from this are tolerated when modelling imperfections.

3More commonly used protocols are generally “variable length” protocols, where the key length is
decided based on the measured test data. However, for our work this distinction is not important, and we
present the more pedagogically accessible fixed length variant.

21



2. Measurement: Bob measures the states that he receives by a ng-outcome POVM
{I';};2, and records the outcome from each round.

After repeating the above steps n times, we proceed to the next part of the protocol.

3. Announcements: Alice and Bob make announcements over the authenticated clas-
sical channel. Importantly, in our work we restrict our attention to protocols where
all announcements are made only after Alice and Bob complete all their signal prepa-
ration and measurement steps.

4. Parameter estimation:* Alice and Bob randomly choose a subset of the rounds
for testing. They announce their measurement outcomes on this subset of rounds,
and decide whether to accept or abort the protocol based on their announcements.
We denote the event that they accept the protocol as ..

5. Sifting: Alice and Bob sift the data based on the announcements made i.e. based
on the announcements, they choose a subset of protocol rounds to keep and discard
the rest. This is also referred to as post-selection®.

6. Key Map: Alice® uses her signal state data as well as the announcements to map
it into a key string. This is called the raw key.

7. Error Correction: Alice and Bob perform error correction, which results in Bob
outputting a guess of Alice’s raw key.

8. Privacy Amplification: Alice and Bob produce their final secret key of prede-
termined length” [ by applying a common (communicated over the authenticated
classical channel) two-universal hash function on the raw key.

Alice, Bob and Eve’s state at the end of the QKD protocol is given by px, kg, Where
FEgy, includes all classical communication during the protocol.

4This is sometimes more accurately (for fixed length protocols) referred to as acceptance testing.

5Not to be confused with the postselection technique; a common QKD security proof approach which
we discuss in Chapter 5.

5Bob could also perform the key map. This is called reverse reconciliation. In that case Alice and Bob’s
roles in the next steps are reversed.

"See previous footnote about variable length protocols.
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3.2 Security definition

The most important criterion for a security definition to satisfy is that it is composably
secure, i.e., the keys generated from a QKD protocol can safely be used as part of a larger
cryptographic protocol [13, 44]. Such a definition is formalised [15, 16, 47, 48, 19, 50] by
quantifying how indistinguishable the real implementation of a QKD protocol is from an
idealized resource that either outputs a uniformly random and identical secret key to Alice
and Bob, or aborts. The indistinguishability is measured [51, 52] by the trace distance®
between the real output state px , x,g,, and the corresponding ideal state, and a protocol
is called e-secure if this distance is at most e:

Definition 3.1 (Security definition). Let ¢ € [0,1] be the security parameter, and let
PK . KpEs, De Alice, Bob and Eve’s state output at the end of the QKD protocol, where
Ej, includes all classical communication during the protocol. Such a protocol is said to be
an g-secure QKD protocol if

1
Pr[QaCC] pKAKBEﬁn‘QaCC - Z i |kk><kk|KAKB ® pEﬁn|Qacc S €. (3]‘)
ke{0,1} 1

A simple application of the triangle inequality allows us to decompose the security
statement into two conditions [51]:

(i) correctness, requiring Alice and Bob’s keys to agree, and

(ii) secrecy, requiring the key to be uniform and independent of Eve’s system.

Correctness only depends on Alice and Bob’s honest behaviour and is thus generally easier
to prove. On the other hand, secrecy requires a careful consideration of Eve’s attack. Thus,
we restrict our attention to proving secrecy:

Definition 3.2. Let . € [0, 1] be the secrecy parameter, and let pg, g, be Alice and
Eve’s state output at the end of the QKD protocol, where Ej, includes all classical com-
munication during the protocol. Such a protocol is said to be an e4..-secret QKD protocol

8Strictly speaking, all the composability proofs assume that the QKD protocol can be modelled as a
channel that outputs Alice, Bob and Eve’s joint quantum state at the end. More realistic models of QKD
protocols, such as quantum combs [53] or causal boxes [54], take into account the interactive nature of the
protocol.
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if

1
Pr[Qacc] PKAEqy |Qace — Z @ ’k><k‘KA ® PEgq|Qace < Esec- (32)
ke{0,1}! 1

The secrecy definition above is stated entirely in terms of the output state of the QKD
protocol, without reference to the process itself. For our purposes, however, it is more
useful to make the QKD protocol an explicit part of the definition. We therefore restate
the secrecy criterion below.

First note that Alice’s random state preparation described in protocol step 1 can be
equivalently represented by a preparation of the classical-quantum state p’y, = Z?A pi |i)i| ,®
pi, followed by a measurement of the A register in the computational basis. Next, instead
of preparing and measuring such a state in each round, we model the protocol as preparing
(P)®™ at the start of the protocol, and then measuring Alice’s registers A" round by
round. Alice’s measurements commute with Eve’s attacks as they act on different subsys-
tems. Thus, without loss of generality, we can assume that Eve attacks the A’ subsystem

at the very start of the protocol (before Alice’s measurements).

Thus, the output state of the QKD protocol can be described as
l re n
PK sEsy = S((Q%(D oA [(pIIZXAI’))(X) ] ’

where A € C (A™, B"E™) represents Eve’s attack, and Eg%(D € C(A"B"E™, Ko Fjgy,) repre-
sents the rest of the QKD protocol (including Alice’s computational basis measurements)
and acts as the identity on Eve’s subsystems E". Similarly, the ideal state can be described
as

l),ideal rep\ ®n
g(g%(D © 'A [(Pi?) ] )
where Eg%(’igeal is a channel which first performs 58%(]3, and then replaces the key register with

> kefo)t o |E)kl, if the protocol accepts. With this reformulation, we can equivalently
restate the secrecy criterion.

Notational aside 3.1 (QKD protocol). We will represent a QKD protocol by the tuple
{58%@7 (P%2)¥™}, as this fully characterises the trusted portion of the protocol. When

the details of the state preparation are unimportant, we will represent the protocol
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simply by Sg%(D.

Definition 3.3 (Secrecy). Let egec € [0, 1] be the secrecy parameter, and let {Eg%(D, (P}

be a QKD protocol. Such a protocol is said to be an eg..-secret QKD protocol if

l l),ideal rep\ @n
}(&E}%{D - (EQ%(D ) oA [(PZA?) }

’ < e (3.3)
1

sup
AeC(Am BnE™)

The supremum in the definition reflects the fact that eg.-secrecy must hold against all
attacks A € C(A™,B"E™). We might sometimes want to restrict the supremum to a
subset A C C(A™,B"E™). We say that the QKD protocol is then eg..-secret against
A.

Technical aside 3.1 (What is A?). Note that the secrecy definition Definition 3.3 can
be used for PM, EB and MDI QKD protocols, where the roles of A and A" depend
on the setting. For EB QKD protocols, the register A is register. For MDI QKD
protocols, A consists of classical registers for Alice and Bob, while A’ consists of the
quantum states they prepare.

Protocol ‘ (A, A)

PM (Alice’s classical choice, Alice’squantum states)
(
(

EB Trivial, Eve’s information prior to QKD protocol)
MDI Alice+Bob classical registers, their quantum states)

3.3 Source-replacement scheme

QKD security proofs often contain a simplifying step where Eve is assumed to hold a
purification panpgnpn of Alice and Bob’s joint state after her attack A. Note that such a
purification implicitly includes a purification of Alice’s initially prepared state (p55r)"
In particular, panpgnpn includes a purification of the classical, private A register. Thus,
naively using these proof techniques would directly reveal Alice’s choices to Eve, making
secrecy impossible. In addition to this, if Alice prepares mixed states {p; fﬁl, Eve would be
given a purification of this as well, which introduces looseness in the analysis. To address
this issue, we employ the source-replacement scheme [55, 56, 57] and shield systems [58] to

restate the QKD protocol as one where Alice’s initial state preparation is pure.
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Lemma 3.1 (Shield system). Let {EQKD, (P } be a QKD protocol, where Alice’s state

preparation poy = S p(i) |i)i] 4 @ p;. Let {S(g%(D shield (P anar)® ”} be another QKD

protocol differing only in Alice’s state preparation

Panear = ZP il o @ 0i)pil agar (3-4)

and that Ag (termed the shield system ) is not sent to Bob and is traced out by Alice. Here,
|pi) is a purification of Alice’s signal state p; = Trag [|pi)Xpil]. Then, the egc-secrecy of

{Sg%{D, (pirg?)m} is equivalent to the egc-secrecy of {Eg%(D_Shield, (PAaaa)"

Proof. Since the QKD protocol {Ségm shield> (P ar) "} traces out the shield system A%,

. ideal 1),ideal
we may write gQKD—shield = 5(5%@ © Tray, and SQKlDeashleld = Eé D

attack A,

(1),ideal re
H( QKD — Q%(D ) A[(PZAI/)

o Tryn. Thus, for any

Y

deal
= | (8o — ) 0 Ao Trag [0
| 1

(l) (1),ideal T n
( QKD—shield EQKDiashield> oA [(PZEI;A/)(@ }

where the last equality follows since Eve’s attack does not act on the shield system A%.
Taking the supremum over all attacks A establishes the claim. O

Lemma 3.2 (Source-replacement scheme). Let {5(5203, (P ar) "} be a QKD protocol

where Alice’s state preparation pfy" \, = S pG) ||, ® |piXpilagars and where 58%@
measures Alice’s register A in the computational basis at the start of each round. Let

{SS%D, pfff{ZSA,} be another QKD protocol differing only in Alice’s (pure) state preparation

da
PAAgAT = Z Vo()p(d) [}, ® |Pi><:0j|ASA' : (3.5)

i,j=1

Then, the egec-secrecy of { Q%D, (P as A,)®"} is equivalent to the egc-secrecy of {EQKD, PAag A
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Proof. Let Ueas € C (A, A) be the measurement channel with Kraus operators {]i)1] A}dA
Since & (KD measures Alice’s register A in the computational basis, SQKD = Sg%(D opZn
and EgKlgeal é%{geal Y& . Then, for any attack A,

1),ideal n l l),ideal n T n
KD (%(D oA [(PAASA’)® } = g(%{D - 5(%@ oAo \Ijgeas [(PZ?A')Q@ ]
Eoxn — £q . Q Q s
1),ideal n re n
= (5 KD S(g ) \Ilgeas A [(piAz«A’)@ ]
l l),ideal re n
= (5&{13 - (%%(D ) oA [(Pg,csz/)(8 }

where the first equality follows from the definition of the state preparation Wieas[pasqar] =

pirzp 4+, and the second last equality follows since Eve’s attack does not Alice’s register A™.

Taklng the supremum over all attacks A establishes the claim. O]

‘ 1

1

Y

1

Using Lemmas 3.1 and 3.2 it suffices to prove security only for a source-replaced pro-
tocol where Alice’s initial state preparation p% g4 1s pure. Consequently, the common
simplification that Eve holds a purification of Ahce and Bob’s joint state introduces no
looseness in the analysis.

Remark 3.1. [Secrecy with respect to state after Eve’s attack] After applying the source-
replacement scheme, the egoc-secrecy condition can be equivalently described in terms of the
state pananpnpn after Eve’s attack by identifying pananpnpn = A [prSA/} in the above
formulae:

l 1),ideal
sup H <g(g%(D - (%%(D ) [pA"AanEn}

| S (36)
pAnAanEnGS (AnAanEn) 1

Trpngn [pA"AgB"E"} =Trym [(pAA an)®" ]

where the constraint Trpnpn [pAnAanEn] = Tram [(paagar)®"] represents that Eve’s attack
A does not act on Alice’s secret and shield systems AAg. Moreover, since the trace norm
is monotonically decreasing under channels, the supremum in Eq. (3.6) can equivalently be
written in terms of panAnBn GS

l [),ideal
sup H <5<5%<D - é%;Dea> [,OA"AgB" E"}
pAnAanESo(AnAan)

\1 <ewer  (3.7)

Trpn [PAnAg, Bn] =Trgm [(pAASA’ )& ]

with pananpnpn taken to be any purification of panaygpn.
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Notational aside 3.2 (Fixed marginal constraint). We refer to the constraint Trgn [panpn] =
Tram [(paagar)®"] as the fized marginal constraint. Note that in the source-replacement
picture, the QKD protocol can be equivalently specified by the tuple {Sg%{D, Tra [paagar] }

as the fixed marginal constraint contains all the information about the state prepara-
tion. Further, for brevity, we omit the shield system Ag from the notation whenever it

plays no role in the argument. In this case, the shield system Ag can be understood to
be a part of Alice’s register A.

Technical aside 3.2 (Intermediate source-replacement schemes). In Lemma 3.2 we
have considered two extreme cases — a pure, entangled state preparation paaqas, and

the separable state p%) " ,,. However, note that the essential requirement on the states

to prove the equivalence stated in Lemma 3.2 was that Wpeas[pasgar] = pirji - Thus,

any state p'f%  y such that Wpe.[p 4] = piiara may be employed in the security
analysis. Such intermediate states are potentially useful in analysing protocols where

Alice’s signal states {p;}74, are not known exactly.

3.4 Simplifying analysis of practical devices

Lemmas 3.1 and 3.2 are sufficient to analyse the security of idealised qubit protocols.
However, current implementations of QKD protocols typically use quantum optical setups,
which deviate significantly from the qubit assumption. In particular, these optical systems
are infinite-dimensional, leading to technical complications and making numerical analysis
more challenging. With this motivation in mind, we now introduce some general tools to
simplify the analysis of QKD protocols. These tools are, in fact, broadly applicable, so we
first present the general structure of the argument in an abstract setting before specialising
to QKD.

3.4.1 Abstract reduction argument

We consider a generic two-party adversarial setting in which the trusted operations are
Alice’s preparation of one of a set of states p and Bob’s measurement with a POVM
r , while the adversary Eve is allowed to apply an arbitrary channel A between them.
Within this setting, we consider “imperfect” state preparation and measurement. Here, an
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“Imperfect” (or real) device denotes the target model of interest, whereas a “perfect” (or
virtual) device denotes an idealised abstraction that is tractable for theoretical analysis.

The performance for such a protocol is quantified by a cost function f(.A|p, f), which
evaluates the effect of Eve’s attack A given Alice and Bob’s trusted preparation g and
measurement ['. This cost function is required to be small for all possible attacks A. For
instance, in QKD, such a cost function is instantiated by the secrecy definition Defini-
tion 3.3. As might be expected from the protocol structure, the cost function satisfies the
property

f(Awm,AT[f]):f(Avoxpw,f), (3.8)

for all channels U, A.

This already suggests the form of the reduction, where the analysis of imperfect state
preparation p can be reduced to the analysis of the perfect state preparation 7 whenever
there exists a channel ¥ — called a source map — such that p; = U[r;] for all 7. Similarly,
the analysis of an imperfect measurement T' can be reduced to the analysis of the perfect
measurement F whenever there exists a channel A — called a squashing map — such that
['; = AT[F}] for all j. An intuitive explanation of this fact is depicted in Fig. 3.1 [1, Fig.
2.1] and Fig. 3.2 [2, Fig. 2]. We justify this more formally below.

Theorem 3.1. (Informal) Let § C S.(A) and T C Pos(B) be the imperfect state
preparation and measurement for an adversarial protocol. Let there exist a source map
U e C(R,A) and perfect state preparation T C So(R) such that p; = V[r;] for all i, and let

there exist a squashing map A € C (B, Q) and perfect measurement F € Pos (Q) such that
[; = A[F}] for all j. Then for any subset (of attack channels) A D WoC (A, B) oA,

sup f(A‘ﬁ, f) < sup f(A‘Fa ﬁ)a (39)
AeC(A,B) AecA

for any cost function f satisfying Eq. (3.8).

Proof. The proof is straightforward:
sup f(AIAT) = sup f(AW[7], AT[F))
A€EC(A,B) A€EC(A,B)
= sup f(AoAoV|T, ﬁ)
AEC(A,B)

< sup f(A|7, F),
AcA
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Source
Map

-Tz‘ \Ij

Real Source

Alice

(a) We can model the real source as a virtual source followed by a source map since they both
have the exact same output.

(b) Once we give Eve control of the source map, she can perform any physical operation on the
output of the virtual source, including the source map W if reproducing the real state is beneficial
to her.

Figure 3.1: The imperfect source can always be replaced by the perfect source in security
proofs if they are related via a source map since the imperfect source gives Eve more power.
([1, Fig. 2.1])

where the first equality follows from the squashing and source map conditions, the second
equality follows from the structure of the two-party protocol as stated in Eq. (3.8), and
the last inequality follows from the attack set condition A D W o C (A, B) o A. O

Remark 3.2. The set A can always be chosen to be C (R, Q) as the composition of channels
15 a channel.

We will now specialise this argument to QKD, and give some useful examples. First,
we detail source maps.

3.4.2 Source maps

We first state the formal statement of source maps before giving a common example useful
for the analysis of decoy-state protocols [59, 60, G1].
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Bve L1

Figure 3.2: The imperfect POVM [' can be modelled as a squashing map A followed by a
perfect POVM F. Giving the squashing map A to Eve lets us restrict our analysis to the
perfect POVM F. ([2, Fig. 2])

B

Corollary 3.1 (Source Maps). Let {Eg%{D, (pzrjl,’)m} be a QKD protocol where Alice’s

state preparation is given by phy = Z?ilp(z') liXi] , ® pi. Suppose there exists a source

map W € C (A", A') and a set of virtual states {r;}?2, C So(A") such that p; = V[r}]

for all i. Consider the corresponding virtual protocol {ESLD, (TR b where TR =

1 P(L) |22 XRT;. en, € Egec-SECTECY O s A\T A An 1Mmplies € Egec-SECTECY O
2, p(i) [i)i] s ©7i. Then, th Epens (Thah)™"  implies th

l rep\ &n
{80 (B}

Proof. The proof is a special case of the proof of Theorem 3.1 as follows. The source map
relation p; = W[r;] for all ¢, implies that

PP = (idan USR]
Thus,
l l),ideal T n
sup | (5o — EGKE™) 0 A (R (3.10)
A€eC(Am,BnEn) 1
l l),ideal n re n
= ok — EQ) 0 A0 wE [(7h)]
A€eC(Am,BnEn) 1
! l),ideal re n
< sup ‘(&E}%{D - 5&13 Jo A’ [(TBAB)(X) ] (3.11)
.A’GC(A””,B”E”) 1
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This chain of equations upper bounds the secrecy of {EgﬁD, (pirj?)m} (Eq. (3.10)) with
the secrecy of {Eg%@, (Than )®"} (Eq. (3.11)), hence establishing the claim. O

Remark 3.3 (Correlated Source Maps). The proof straightforwardly extends to the case
where the imperfect state preparation is not IID, even if we require the perfect states to be
IID. In that case the required source map W € C (A", A"™) must act jointly across n rounds
in a non-IID manner.

rep

As already noted, the real state preparation p%%) is fixed by the implementation. By
contrast, the choice of virtual state preparation 7447 is a degree of freedom in the theoretical
analysis, provided one can establish the existence of a suitable source map. In practice,
such existence is typically demonstrated by giving an explicit construction of the source
map.

An important example of source maps called tagging [(2] is useful for the analysis of
fully-phase randomised coherent states. In this case, the imperfection is the fact that the
real states

pa,u = @P(mW)pa,m € So (@ Hm) (3.12)
m=0 m=0

are infinite-dimensional. In this case, finite-dimensional “tagged states” [62] can be con-
structed, where the space with photon number greater than Ny, is tagged as follows:

Npn Npn
Tun = D Pl pm + [ 1= plmlp) | la, ) l, (3.13)
m=0 m=0

where {|a, it) }4,, form an orthonormal basis for a space orthogonal to @Zp:ho H,,. We state
this formally below.

Lemma 3.3 (Tagged laser source). Let p,,, = @D, p(m|p)pam € So(B,._o Hm) be the
real state prepared by Alice corresponding to setting choice a, . Given Np, € N, let the
virtual state prepared by Alice be

Npn Npn
Ta = P Pl pam + | 1= plmln) | la, u)a, ], (3.14)
m=0 m=0

where {|a, p) }q,, form an orthonormal basis for a space orthogonal to @Z‘i‘o Hy. Then
there exists a channel Wiag such that Viag (7o, = pa, for all setting choices a, p.
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Proof Idea. Define Wy,, to be the channel that measures |a, p)a, 1| and prepares

o

1
Non @ p(m’u)pa,m;
(1= S0 plmlu) ) m=sius

and that acts as the identity on L (@Zlio ’Hm> It is then straightforward to verify that
Wiag[Tau] = Pay: O

We explain the utility of tagging in more detail in Chapter 5. Source maps have also
been used to address imperfect phase-randomisation [63], and to construct QKD protocols
that are robust to side-channel attacks [04], and thus is a powerful tool to prove security
of realistic QKD protocols. We now describe the application of squashing maps.

3.4.3 Squashing maps

The conceptual idea of squashing maps [65, 66, 67, 68], illustrated in Fig. 3.2, has been
around for quite some time, and several variants have since been proposed. It is useful to
distinguish between two distinct ways in which squashing maps can be applied in security
proofs:

e Part of security proof. One can carry out most of the analysis using the real
measurement and apply a squashing argument only at a later stage to simplify a
specific part of the proof. This makes the reduction closely tied to specific proof
techniques, limiting its general applicability. For example, the universal squasher
[69] is a robust variant of the idea that is tied to phase-error—based approaches
[7, 9], with no evident pathway to generalisation. Similarly, the dimension-reduction
method [70] improves the numerical tractability of key-rate optimisations, but it can
only be employed in proof techniques where the analysis easily reduces to a single-
round numerical optimisation problem.

e Security-definition reduction. Alternatively, one can incorporate the squashing
reduction directly into the security definition, so that the entire analysis is phrased in
terms of the perfect measurement. This has the advantage that the reduction itself
is independent of the proof technique being used.? This is the perspective we adopt
in what follows.

9Strictly speaking, different proof techniques may require different choices of “perfect” settings, in the
sense of what is deemed theoretically tractable. Thus there is some dependence on the proof technique in
identifying the perfect model, but once fixed, the squashing reduction itself is technique-independent.
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The following corollary formalises the reduction we will use.

Corollary 3.2 (Squashing). Let 58%{[) be a QKD protocol where Bob’s measurement is

described by the POVM {T';}= C Pos(B), and let g(g%(Dqu be an otherwise identical
protocol where Bob’s measurement is described by the POVM {F;}!== C B(Q). If there
exists a channel A € C(B,Q) such that Ty = AV[F;] for all i, and a set A D A®" o

C (A™ B"E™), then the egc-secrecy of Sg%(D_Sq against A implies the egec-secrecy of Eg])@.

Proof. The proof is a special case of the proof of Theorem 3.1 as follows. The squashing
condition T'; = AT[F;] implies that Bob’s measurement in SgﬁD can be simulated by first
applying A and then measuring with { £}, i.e.

@) Ui

®
Eqrp = Eqkp_sq © AT

Hence, for any input state preparation ph 3, € So(AA’),

sup
.AEC(A/" 7BnE'n)

)1 (3.15)

‘ 1

‘1 . (3.16)

l 1),ideal rep\®n

‘(gé)%(D - éz%@ Jo A [(PZAI/D) }

l l),ideal n re n

= ok~ B © (4 0 ) [(2)]
.AEC(A’",B"E")

l l),ideal rep\ ®n
(gé%{D—Sq - Ség%(D—sq) o A [(PZAI/)) }

< sup
A’eA

Thus, we have shown that the secrecy of 58%{]) (Eq. (3.15)) is upper bounded by the secrecy
!
of ESkp_sq (Ea. (3.16)). 0

Remark 3.4 (Correlated Squashers). As in Remark 3.3, this proof extends to the case
where the imperfect measurement is not IID, even if the perfect measurement is taken to
be IID. In that case the required squashing map A € C (B™, Q™) must act jointly across n
rounds in a non-1ID manner.

Notational aside 3.3 (Squashed measurements). We sometimes refer to the perfect
measurements as squashed measurements, depending on the context. Further, we refer
to the condition I'; = AT[F}] as the squashing constraint or squashing condition.

In practice, applying a squashing reduction involves two steps:
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e Perfect measurement: Identify a perfect measurement { F; }7™* that is easier to anal-

yse, and prove the existence of a squashing map relating {F;}™** to the real mea-
surement {I"; }/mees.

e Set of restricted attacks A: Characterise the restricted set of attacks A corresponding

to the squashing map in a way that can be conveniently incorporated into the security

analysis.

While A can always be chosen to be all channels, this choice may lead to trivial
key rates for some squashing maps, in which case more restrictive constructions are
necessary (see Lemma 3.4 below for such an example).

Name “Imperfection” | “Perfect” case | Comments
Simple squash- | Optical — detec- | Qubit detection | @ Requires idealised measure-
ers [07, O8] tion setup setup ments
e Not robust to infinitesimal-
deviations from symmetric pa-
rameter settings
Flag-state Perfectly  char- | Finite- e Generally applicable: only as-
squasher (FSS) | acterised optical | dimensional sumes block-diagonal structure
[3] detection setup | POVM e Requires careful construction of
attack set A
Weight- Perfectly  char- | Finite- e Generalisation of FSS: works
preserving flag- | acterised optical | dimensional when attack set A is all channels
state squasher | detection setup | POVM e Only assumes block-diagonal
(WPFSS) [11] structure
Noise channels | Imperfectly Perfectly char- | ¢ Builds on FSS: Construction of
[2] characterised acterised, finite- attack set A depends on charac-
optical detection | dimensional terisation accuracy
setups POVM e Only assumes block-diagonal

structure

Table 3.1: Examples of squashing maps, with brief description of their application and

limitations.

Table 3.1 summarises known squashing reductions in the literature, highlighting the
different choices of perfect measurements and the corresponding attack sets. For complete-
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ness, we list four representative examples: the simple squasher, the flag-state squasher
(FSS), the weight-preserving flag-state squasher (WPFSS), and noise channels. We refer
the reader to Refs. [07, (8] for further details on the simple squasher, which we will not
discuss further here. Noise channels will form the focus of Chapter 4, while in the remain-
der of this section, we concentrate on the flag-state squasher and its weight-preserving
extension.

Flag-state squasher

We motivate the construction of the flag-state squasher [3] by first considering a somewhat
trivial squashing map. Given any POVM {I;}=* C Pos(B), we can always pick the
squashed POVM {|i)(i| };=* C Pos (F'), where {|i)}!™* is an orthonormal basis for Hp.
The construction of the squashing map depicted in Fig. 3.3 is straightforward — mea-
sure the incoming state with the real POVM {I';}!™= and then prepare the “flag” |i)(i|

corresponding to the outcome of the measurement.

My ;

Figure 3.3: Trivial squashing map that always exists.

However, such a POVM cannot be used to obtain non-zero secret key. Intuitively, this
can be seen as the squashing map has given the trusted measurement entirely to Eve, and
all Bob is now doing is reading out the measurement outcome that Eve obtained. Thus,
there is no “quantumness” in the squashed measurement and Eve has a copy of all of
Bob’s data. The flag-state squasher [3, Theorem 1], which exists whenever the POVM has
block-diagonal structure, is a refinement of this simple idea.

Such block-diagonal structure naturally arises in the case of detection setups that em-
ploy threshold detectors, where the blocks refer to the total number of photons entering
the setup. Thus, for such detection setups,

I'i =iy @i
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for every outcome 7, where the photon-number cut-off NV is a free parameter. The squashed
POVM is given by
F, =Tim<n @ i), (3.17)

where {|i)}i™ is an orthonormal basis for the space Hp orthogonal to H,,<n. The
construction of the squashing map, depicted in Fig. 3.4, can be understood as follows.
First, projectively measure the state with projection IT onto the space H,,<n (termed the
preserved subspace) and its complement IT (termed the flag space). If the measurement out-
come corresponds to the space H,,<n, do nothing. Otherwise, apply the trivial squashing
map.

Flag-State Squasher (cut-off N)

ngN HmSN

Hm>N HF

Figure 3.4: Flag-state squashing map (adapted from [3, Fig. 2]).

Already, one might see that naively giving Eve this flag-state squashing map runs into a
similar issue as encountered when analysing the trivial squashing map — Eve could always
implement an attack where she ignores the preserved subspace, and always forwards flag-
states to Bob. This is equivalent to the trivial squashing map. The flag-state squasher is
thus only useful if we restrict Eve’s attacks (on the squashed protocol) to limit the amount
of flag-states she sends. This is typically done by bounding the amount of states outside
the preserved subspace sent by Eve before the application of the flag-state squasher. By
construction, the flag-state squasher does not map any state from the preserved subspace
to a flag state, so this bound directly carries over to the number of flag states in the
squashed description.

A simple way to see this idea in action is to look at events where multiple detectors
click simultaneously. Such outcomes necessarily arise from states with sufficiently many
photons, i.e., from outside the preserved subspace. Hence, if we observe that multi-click
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events are rare, this directly limits the weight of Eve’s states outside the preserved subspace.
We will now formalise this intuition mathematically in a form that can be used in security
proofs.

Past work [71, 63, 72] focussed on providing a bound on the weight of a single-round
state outside the preserved subspace. Although such a bound cannot be directly used at
the level of the security definition, the central idea can be readily adapted to restrict Eve’s
attacks A.

The general structure of the argument is as follows. First, pick a suitable single-round
event e (e.g., multiple detectors clicking) and associated POVM element I'; such that a
non-zero lower bound A, on the minimum eigenvalue Ay, (ﬁfeﬁ) can be computed. In
other words, for the choice of event e, A\, is computed such that

I'e > Aminll (3.18)

Then, for any state p the weight outside the preserved subspace W = Tr mp} can be
bounded as

Tr [Tep] .

W <
o >\min

(3.19)

Technical aside 3.3 (Weight estimation for active setups). The bound Ay, is crucial
to bounding the weight outside the preserved subspace. While work [72] on finding
such a bound for generic passive setups exists, a corresponding bound for active setups
does not yet exist. Thus, while the flag-state squasher can be applied to any threshold
detection setup in principle, its application to active setups in practice has this missing
step.

We now adapt this idea to restrict Eve’s attack and construct the restricted attack set A.

Lemma 3.4 (Restricted attack set). Let T be the projection onto the flag space, and
let FJ be the j*® round squashed POVM element corresponding to event e. Further, let
Amin > 0 be such that To > Apinll holds for the real POVM element corresponding to
event e. Here, II is the projection outside the preserved subspace prior to squashing. If the
restricted attack set is constructed as

A= {AS‘J € C (A" Q"E™) ( A5 (FI @ T) > Ay A% (ﬁs“ ® ]1) Vj} . (3.20)

where the identity 1 is over all unspecified spaces, then A D A®™ o C (A™, B"E"™), where A
is the flag-state squasher [5, Theorem 1].
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Proof. To prove the set inclusion, consider any A% € A®" o C(A™, B"E"), such that
A3 = A®" o A for some A € C(A™, BYE™). Then we show that A% must be an element
of the constructed A as follows:

A (1) = Al o (A1) (R @ )

= AN, & 1) (3.21)
> Amin AT (I @)
= Awin AT o (AN (T @ 1) (3.22)

= >\min Aqu (ﬁsq X H) ;

where Eq. (3.21) follows from the squashing constraint, and Eq. (3.22) follows from the
fact that the flag-state squashing construction does not map any state from the preserved

subspace to the flag space. A' [ﬁsq} = II. All other (in)equalities follow from definitions
or conditions in the theorem statement. Putting it together, we have shown that any
AS1 € A®" o C (A™, B"E™) satisfies Asal (FI®T) > A Asal (ﬁsq ® ]I), which was the
defining property for the attack set A. This proves the set inclusion.

The construction might look somewhat obscure at first sight, but the underlying idea
is simple: it enforces the same intuition that Eve cannot send arbitrarily many flag states
without also increasing the frequency of detectable multi-click events (corresponding to
event e in Lemma 3.4). Importantly, this restriction is formulated at the level of the
overall attack channel, rather than for the single round version given in Eq. (3.19).

Thus, we have described the squashed POVMs {F}}7™r* as well as the set of restricted
attacks A that arise as a consequence of the flag-state squasher. These can, in principle, now
be applied with any proof technique via Corollary 3.2. However, imposing such restrictions
on Eve’s attacks cannot always be used with all proof techniques, as discussed in Section 5.3.
This motivates the weight-preserving flag-state squasher, which avoids imposing explicit
restrictions on Eve’s attacks

Weight-preserving flag-state squasher

The construction of the squashed POVM used with the flag-state squasher from Eq. (3.17)
is such that every non-trivial event e has Ay, (ﬁSquHSQ = 0. Thus, no non-trivial

analogue to Eq. (3.18) exists for the squashed POVM. The absence of such a bound on
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the squashed POVM is what necessitated the restriction on Eve’s attacks described in
Lemma 3.4. This motivates the construction of a generalisation of the flag-state squasher —
the “weight-preserving flag-state squasher” (WPFSS), where the squashed POVM satisfies
the bound,

Fo > Apinll %, (3.23)

which allows its use without explicitly restricting Eve’s attacks on the squashed protocol.

Lemma 3.5 (Weight-preserving flag-state squasher). Let {I';}™* C Pos (B) be a POVM
where each element is block-diagonal, i.e. T'; = Ty ey @ Uy s . Further, let {|i)}im be

an orthonormal set of vectors for the flag space, and let 0 < Apin < Amin (ﬁFeH) , where
11 is the projection outside the space corresponding to I'; m<n, and e € {1,... Nimeas} S @
measurement outcome. Then, for the following choice of squashed POVM

Fy=Tipen ® (1= Aun) |i¥i| Vie (3.24)

Fo=Temen @ <|e><ey + Amin Y | j)<j|> : (3.25)
j#e
there exists a channel A € C (B, Q) such that AT[F;] = T; for all i.

Proof. First, note that Ap, < )\min(ﬁf‘eﬁ) implies that Ay, < 1. Thus, {F;}I= is a
POVM. Now define the map

i -+ (e - ST RO
+2 ﬁrﬁ [TTIpII] [)il (3.26)

for all p € So(B). It is easy to verify that this map is trace-preserving through explicit
computation. Further, A\, < )\min(ﬁFeﬁ) implies that Tr [Feﬁ] > Anin for any
positive semidefinite p € Pos(B). Thus, it can be easily verified that the map is positive.

For complete positivity, we show that it can be constructed by the composition of
channels. The first channel is a measurement with Kraus operators II and II. The next
channel leaves the outcome corresponding to II as is, and is a measure-and-prepare chan-
nel on the outcome corresponding to II. The measurements are given by the POVM
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{ﬁf‘i}i# U{ 1F_)\_mﬁn }, and the state prepared is the classical state corresponding to each

measurement result.
Finally, through explicit computation, we can verify that Tr [[';p] = Tr [F;A[p]] for all
i, and p € So(B). Thus, AT[F}] = T; for all 4. O

Remark 3.5 (Coarse-graining needed in WPFSS). This construction relies on the fact
that the event e used for the weight estimation corresponds to a single POVM element
['e. In particular, this implies that the fine-grained outcomes that constitute the event e
cannot have POVM elements associated with them independently after the application of
the WPFESS.

Technical aside 3.4 (Flag-state squasher as a special case of WPFSS). The extreme
case Apin = 0 reduces the WPFSS to the flag-state squasher, with the extra condition
that all POVM outcomes corresponding to event e are represented by the single POVM
element I'..

Unlike the ordinary flag-state squasher, this generalisation automatically preserves the
Amin bound (Eq. (3.23)) and therefore requires no restrictions on FEve’s attacks. The
WPEF'SS can thus be directly applied to reduce security analysis of any QKD protocol using
the block-diagonal measurement {I';};*. By Corollary 3.2, this reduces to the security
analysis of a protocol using the squashed POVM described in Egs. (3.24) and (3.25).

3.4.4 Extension to infinite-dimensions

The squashing maps developed throughout this chapter are specifically designed for detec-
tion setups, such as those using threshold detectors, that are described by block-diagonal
POVMs. A broader challenge in QKD security arises for continuous-variable systems, such
as those employing homodyne or heterodyne detection, which do not have such block-
diagonal structure. This is particularly relevant for EAT-based proof techniques [13, 11],
which technically require that the underlying POVMs are finite-dimensional, even if that
dimension can be arbitrarily large.

To address this issue, we prove a general theorem in Appendix A for extending security
proofs from finite to infinite dimensions. Our main result formally establishes that if eld).
security can be proved for any d-dimensional truncated protocol, then the full, infinite-
dimensional protocol is £4..-secure, where £ = limg—s oo 552. The key implication of this
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result is that it enables the use of proof techniques that are themselves restricted to finite
dimensions to establish the security of infinite-dimensional systems, as long as the final
limit exists.
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Chapter 4

Noise channels in QKD

“We demand rigidly defined
areas of doubt and uncertainty!”

— Douglas Adams, The
Hitchhiker’s Guide to the
Galaxy

In this chapter, we describe a proof technique-independent framework to addressing
detector imperfections via noise channels, which were briefly introduced in Table 3.1. This
remarkably simple, yet powerful framework builds on ideas in Ref. [62].

4.1 Generic constructions of noise channels

As described in Section 3.4.3 and Fig. 3.2, the key idea is the following. Given a noisy
POVM fnoise, we represent it as a noise channel @, followed by an ideal POVM ideal,
with adversarial control over the channel as in Corollary 3.2. As a next step, we consider
a general but somewhat abstract example in which such a noise channel can always be
constructed, before turning to more obviously realistic scenarios later.

Theorem 4.1 (Generic noise channel). Let the noisy POVM [,oie € Pos (B) describing
the actual imperfect detection setup be related to an ideal POVM Tigea € Pos (B) as

—

1::noise - (1 - q)Fideal 2 07 (41)
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for some q € [0,1]. Define an ideal flag POVM Flgeal € Pos (Q) as
Fe = 70 g i, (1.2)

where Ho = Hp ® Hr, and where {|i) };™* is an orthonormal basis for the flag space Hp.

Then there exists a noise channel P € C (B, Q) and flag POVM F’ideal such that the
following equations hold:

F?oise _ (I);rlojse [Pwiideal} Vi (43)
q)jloise[HF] = q]IB’

where 1l g 1s the projection onto the flag space Hp.
Proof. First, note that Eq. (4.1) implies that there exists a POVM R such that

fnoise = (1 - q)fideal + qﬁ.

We use this POVM to construct the noise channel as depicted in Fig. 4.1:

Poise () = (1 = q)p D g (Z Tr [pR;] |i><i|> : (4.5)

where |i)(i| are the flag states corresponding to measurement outcome 4. It is straightfor-
ward to verify that Egs. (4.3) and (4.4) hold for this noise channel. O

Note that the POVM F}deal that would be used in the security proof following Corol-
lary 3.2 has the flag-space, introduced exactly as in the flag-state squasher. Thus, as
explained in Section 3.4.3, granting Eve full control of the noise channel @, would triv-
ialise the security proof reduction. Thus, analogous to Lemma 3.4 we need to restrict her
attacks to some attack set A that limits the amount of flag states she sends to Bob.

Remark 4.1 (Restricted attack set for generic noise channel). Let @i € Pos (B, Q) be
the noise channel constructed in Theorem 4.1, where the Hilbert space Hg can be decom-
posed as Hg = Hp © Hp. If the restricted attack set is constructed as

= {Aec(am,QuE) | A (I 0 1) = A% (Ig, 0 T) Wi}, (46)

where the identity 1 is over all unspecified spaces, then A D ®Z" o C (A™, B"E™).

noise
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Noise Channel ;.

Figure 4.1: Constructive description of the noise channel. With probability ¢, the noise
channel measures and converts the input state into a flag state. The output flag state is
depicted by dashed lines.

Proof. The proof is very similar to the proof of Lemma 3.4. To prove the set inclusion,
consider any A% € ®%" o C(A™ B"E"), such that A% = &% o A for some A €

noise noise

C (A™ B"E™). Then we show that A% must be an element of the constructed A as follows:

®n
ASqT (HFj ® ]I) = AT (@] (q)jloise) (HFj ® ]I)
= qAT (HB]. ® ]I)
— g A% (I, ® 1), (4.7)
where we have used Eq. (4.4) and the fact that the adjoint of a channel is a unital map. O

Theorem 4.1 has a number of noteworthy features as listed below.

1. Noisy POVM fnoise: We have generically termed this a noisy POVM. This could be
noisy either due to imperfection characterisation, or due to Eve having some limited
control over them. Both are treated equivalently in our framework.

2. Ideal POVM l:ideal: There is a large amount of freedom in choosing this ‘ideal’
POVM.! There are two competing factors when making this choice of POVM. First,

! As will be discussed later, the choice of common efficiency n* in Theorem 4.4 is a manifestation of this
degree of freedom.
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the ideal POVM should be useful for the application being analysed. Second, the
choice of ideal POVM would influence how ‘close’ the noisy POVM is to the ideal
POVM, and thus the ‘cost’ of using Theorem 4.1 through Eq. (4.4) and Remark 4.1
as expanded on in the next point.

3. Deviation from ideality ¢: Given a choice of ideal POVM fideal, the optimal
choice of ¢ is simply the minimum value that still satisfies Eq. (4.1). This follows
from Remark 4.1, which constrains Eve’s attack such that the weight in the flag space

is q.

Technical aside 4.1 (Deviation metrics). At first glance, the definition we use for
the deviation from ideality ¢ given in Eq. (4.1) might seem odd. However, similar
metrics have been used for states in the context of QKD to quantify deviations from
IID attacks [10] or from IID sources [23]. Moreover, we can establish a loose connection
with a possibly more intuitive metric — the spectral norm.

Lemma 4.1. Let Fioe and Figea be k- element POVMs such that HF“"‘SQ Fjdeal||

for alli e {1,2,...,k}. Then Foisior — —2 Frgeal > 0, where Foiser 15 @ POVM wzth

noisier __ noise
F; - 1+k5F + 1+k5]1

1+k5

Proof. The proof follows from straightforward algebra after noting that
HFinoise o FiidealHoo < 5 implies that Fvinoise o Fviideal > —JL. 0

Given some noisy POVM F, s With k& events such that ||Fin°ise — FiidealHoo < § for

all i € {1,2,...,k}, we can implement the noisier POVM F_"noisier via a classical post-
processing that with probability ﬁ discards the measured outcome and uniformly
randomly assigns it to another outcome. This can then be used with Lemma 4.1
and Theorem 4.1 to reduce the analysis of this POVM to that of the ideal POVM
ﬁdeal. We stress the point that this relation is rather loose; a direct estimation of the

deviation metric ¢ results in a significantly tighter analysis, as is done in Sections 5.5.5
and 6.4.

Remark 4.2 (Unnecessary flag space). If Tideal already contains a flag space, then the
extra flag space added in Eq. (4.2) is unnecessary. Instead, the existing flag space can be
used to accommodate the imperfections. In this case, Eq. (4.4) would be modified to

O . [[p] = ¢Ilp + p.

noise
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(See also [20, Theorem 3] for an explicit description of this version of the theorem.)

The above remark is an example of a situation where certain subspaces (i.e., the flag
space) are closer to ‘ideal’ than others. Thus, this should be accounted for in the analysis.
We formally state such a generalisation of Theorem 4.1 below.

Theorem 4.2 (Generic block-diagonal noise channel). Let the noisy POVM fnoise €
Pos (B) describing the actual imperfect detection setup and the ideal POVM T'igea1 € Pos (B)
have the same block-diagonal structure

noise __ noise
e = i
m
ideal __ ideal
F'L’ — @ Fi,m )
m

for all POVM elements i. Further, let the relation between each block of the ideal and noisy
POVM be given by

—

fm, noise — (1 - Qm)rm, ideal Z 07 (48)
for ¢ € 10,1] and all blocks m. Define an ideal flag POVM Figeal € Pos (Q) as
Fviideal — F;deal D |Z><Z| 7

where Hg = @, Hpm ®Hp, and where {|i) };=r* is an orthonormal basis for the flag space
Hp. Then there exists a noise channel @5 € C (B, Q) such that the following equations
hold:

F?oise _ (I>T

noise

[pr] = (1= gu)lpgn  Vm, (4.10)

[Fi4] Vi (4.9)

7

q)T

noise

where llgm is the projection onto the block Hpm.

Proof. The proof is a straightforward extension of the proof of Theorem 4.1; we construct
a similar noise channel for each block individually as described below. First, note that
Eq. (4.8) implies the existence of a POVM R block-diagonal in m such that [yeise m =

(1— qm)fideal,m + qmﬁm for all blocks m. The noise channel can then be constructed as

m

(I)noise<p) = Z ((1 - Qm) HB’" PHBm @D qm (Z Tr [HB’” pHBmRZ] |Z><Z|>) . (411)
It can be readily verified that Eqgs. (4.9) and (4.10) are satisfied. O
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So far we have explicitly constructed noise channels that work for arbitrary detection
setups. However, this construction was rather abstract, and requires one to identify a
suitable ideal POVM fidcal, and bound the abstract deviation metric ¢q. We will now
consider threshold detection setups with loss and dark counts, and describe the explicit
construction of noise channels for this physically relevant case.

4.2 Construction of noise channel for loss and dark
counts for generic detection setups

In this section, we will not attempt to construct the noise channel for the full optical space
directly. Such a construction, or even the identification of the deviation parameter from
Theorem 4.2, can be more difficult at the level of the entire Fock space. Instead, we first
apply the flag-state squasher, thereby reducing the problem to the single-photon subspace
together with a flag space. The noise channel for the flag space is trivial, so the task reduces
to constructing the channel for the single-photon subspace alone. We will first consider a
single-mode detector model, before discussing the multimode case in Section 4.3.

This process is depicted in Fig. 4.2. Here, W represents the weight outside the preserved
subspace constraint that arises from using the flag-state squasher as detailed in Lemma 3.4.
Similarly, the weight outside the preserved space W98 after the application of the noise
channel must also be constrained similar to Eq. (4.4) and Remark 4.1.

We shall construct the full noise channel ®4, , in two steps. First we construct a noise
channel for the dark counts ®4g, and then another for the loss ®, such that ®4,, =
(bn o (I)dB .

4.2.1 Noise channel for dark counts

Any detection setup has single-click events, defined as events where only a single detector
clicks, and multi-click events, defined as events where more than one detector clicks. We
let S be the set of single-click events, and M be the set of multi-click events. The no-click
event will always be denoted by the event 0. The set of all events will be denoted by U.

We first list a set of sufficient conditions we require from the classical post-processing
P98 to construct the noise channel. We then physically motivate these conditions.
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Figure 4.2: A set of equivalences (as quantum-to-classical measurement channels) of de-
tection setups to consider dark counts and loss as part of the noise channel, using the
flag-state squasher.
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1. The post-processing does not turn one single-click event into another, i.e.,

PIB =0, (4.12)

s|s’
for all distinct s, s’ € S.

2. The post-processing does not turn any click event into a no-click event, i.e.,

PIE =0, (4.13)

li
for all 7 # 0.

3. The post-processing is such that

PLE > Py, (4.14)

sls =

for all s € S.

The first two conditions are true for any dark count post-processing, as dark counts do
not stop a detector from clicking. To see why the third condition is true, observe that
733? = [[,..(1 — d;) is the probability that none of the other detectors have a dark count.

On the other hand, 7951‘(‘)3 = [[,(1 — d;) is the probability that none of the detectors have a
dark count. Since (1 — dg) < 1, the claim follows.

We also need to make an additional assumption on the POVM without dark counts
I'y,. Informally, the assumption is that we cannot have more clicks than photons. More
formally, this can be expressed as

Tr [I7,p1] =0
Tr [T |vac)(vac|] = 0 (4.15)
Tr [I'7 |vac)(vac|] = 0,

forallm € M, s € S and any single-photon state p;. This naturally holds for typical detec-
tion setups, as dark counts are the only way single photons can result in multiple detectors
clicking, or the vacuum can result in any detector clicking. Note that this immediately
implies that Tr [Ty |[vac)(vac|] = 1.

We combine all these properties to define a generic optical detection setup with dark
counts.

Definition 4.1 (Threshold detection setup with independent dark counts). We define the
POVM T4y, to be a threshold detection setup with independent dark counts if
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1. it is equivalent to a POVM without dark counts f,, followed by a dark count post-
processing P98 as described in equivalence (i) of Fig. 4.2,

2. the dark count post-processing satisfies Eqs. (4.12) to (4.14), and

—

3. the POVM without dark counts Iy, satisfies Eq. (4.15).

While this definition might seem overly general and pedantic at first, such a level of
abstraction is in fact necessary for applying the noise channel to the postselection technique,
as will be seen in Section 5.3. We also expect that more refined multimode detection models
to also satisfy these core properties, so that our results apply directly to a broad class of
realistic detection setups.

We now have all the tools to construct the noise channel for dark counts.

Theorem 4.3 (Dark count noise channel). Let FﬁdB’,7 be the POV M for a flag-state squashed
threshold detection setup with independent dark counts as defined in Definition 4.1, where

each F®" — F?ﬁ’" ® Fﬁfnﬁl @ |i)i| is block-diagonal with an associated Hilbert space

Ho D H1 D Hp corresponding to the total photon number, and flag space. Then there exists
noise channel @qy : Ho ® H1 @ Hp — Ho ® H1 © Hp such that

F»" =Y [F"] Vi (4.16)

@}y, M) = PRI, (4.17)

where F{' =T, _ @7, _ @ i)i|, < is the projection onto the space Ho @ Hy, and P®
1s the stochastic matriz that models the dark counts.

The proof is similar to that of Theorems 4.1 and 4.2 and is given in Appendix B.

Eq. (4.17) can be used to constrain the set of Eve’s attacks analogously to the usage of
Eq. (4.4) in Remark 4.1. However, we postpone this discussion till after we construct the
noise channel for lossy detectors.

4.2.2 Noise channel for loss

Theorem 4.4 (Loss noise channel). Let ﬁn be the flag-state squashed POV M for a threshold
detection setup with loss (and without dark counts), where for each POVM outcome 1,
F'= Fi,mzoeﬂ‘zm:l @ i)i| is block-diagonal with an associated Hilbert space Ho®H1DHE
corresponding to the total photon number, and flag space. Here, the vacuum component
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F; =0 1s independent of loss  for all outcomes i. Let Nmin and Nmax be the minimum and
maximum of all the detector efficiencies used in the detection setup. We can then define
a family of noise channels CI>;Z,* and target POVMs F,- parametrised by some parameter

n* as follows. For any value of n* € [%, 1}, there exists a noise channel CD?: :

Ho® H1 D Hr — Ho® Hi1 D Hp such that

Fr = ot [F’?] Vi (4.18)
nmin

*

T
o) [lly] =1l + I, (4.19)
where FI'" = Fi7m:0@FZ;:l@\i><i] is the lossy flag-state squashed POVM where all detectors
have the (common) efficiency n*, I1; is the projection onto the space Hy, Iy is the projection
onto the space Hy, and Il<; is the projection onto the space Hy ® H;.

The proof amounts to a special case of Theorem 4.2, and is given in Appendix B.

Note that Theorem 4.4 leaves us with some freedom to choose how we define the ‘ideal’
POVM ﬁn*' Increasing the efficiency n* of the ideal POVM decreases the weight % of the
state in the preserved subspace. Additional work must be done to decide what the optimal
choice would be. Intuitively, we would expect that the optimal choice would maximise the
weight in the preserved subspace (and hence minimise 7*), as any part of the state outside
the preserved subspace is entirely classical.

We now refer to the noise channel (IDZ* as ®, to avoid notational clutter. Finally,
combining Theorems 4.3 and 4.4 gives us the noise channel @4, , = ®, o ®4, required
for equivalence (iii). We can now construct the set of Eve’s constrained attacks from
Egs. (4.17) and (4.19) and Lemma 3.4, taking into account the flag-state squasher and
noise channels.

Remark 4.3 (Restricted attack set for loss and dark count noise channels). Let Dgpm €
Pos (@, Q) be the noise channel Pgy 5 = D,y 0 Pay. Further, let Fe”*j be the j™" round, ideal
flag-state squashed POVM element corresponding to event e, and )\i‘i;" > 0 be such that
Td8m > \IBIT ) holds for the real POVM element corresponding to event e. Further, let
the restricted attack set be constructed as

A (R @ 1) 2 A5 (AS“ (Io®T) -

A= A% eC(A™ QUE™) vih.

1 f n* t
— A (@) — ———A%" (I, ® ]1))
d d
Pon Mnin P
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where the identity 1 is over all unspecified spaces. Then A D ®Z% o A®" o C (A™, B"E"),
where A is the flag-state squasher [3, Theorem 1].

The proof is very similar to the proofs of Lemma 3.4 and Remark 4.1.

So far, we have constructed the noise channels assuming some fixed values of dark
count rates dg and detector efficiencies 1. In practice, however, we often do not know
the exact values of the parameters?; either due to imperfect characterisation, or due to
partial adversarial control. Indeed, this was the central motivation of the noise channel
framework. We now detail the various aspects of the analysis that need to be modified to
extend it to the practically relevant case where all detector parameters are only known to
be in some range.

1. Subspace weight estimation A\%®": This can be numerically computed for generic
linear optical detection setups by choosing the event e to be the set of all multi-click

outcomes as shown in [21, Section III], which builds on the analysis in Ref. [72].

2. Dark count cost 1 — 73(()1'0]3: Note that our analysis (specifically, Remark 4.3) only

requires a lower bound on the probability of no dark counts 7351‘0‘3, which can be
obtained from an upper bound on the individual dark count values.

3. Common efficiency n*: This can be chosen to be any fixed value in the range
nt e [%, 1|. The lower bound on the permitted value of n* can be easily

Tmax —"min

ascertained by setting 7, to be the lower bound of the range of detector efficiencies,
and Myuax to be the upper bound of the range of detector efficiencies.

Alternatively, we expect a more optimal solution to be to consider the common
efficiency n* to be a part of the channel.® Thus, for the purpose of defining the ideal
POVM ]3,7*, the common efficiency n* can be set to be 1 without loss of generality.
The value of n* can then be optimised to minimise the efficiency cost as expanded
on below.

4. Efficiency cost 1 — in: Ag before, the analysis requires only an upper bound on
this cost. If n* is set to some fixed value and not given to the channel, then this
must be ascertained via setting nui, to be the lower bound of the range of detector

efficiencies.
2In fact, the parameter values could vary across rounds.
3For e.g. as described in [73, Section IV. B.], [74, Section III C] or [75, Fig. 1] for a polarisation-encoded
BB84 setup.
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On the other hand, if the common efficiency n* is to be considered to be a part of the
channel, then the resulting efficiency cost is (fmax — Mmin), Which can be computed
from the range of detector efficiencies.

Technical aside 4.2 (Constrain 0-photon subspace for tighter constraint). The us-
age of the tighter constraint in Eq. (4.19), which distinguishes between Iy and II; is
apparent in the construction of the set of restricted attacks in Remark 4.3. Apply-
ing this refinement, however, requires imposing an additional constraint on the weight
in the 0-photon subspace is needed. For clarity in its initial definition, this require-
ment is omitted from the description of restricted attacks in Remark 4.3. We refer the
interested reader to Chapters 5 and 6 for explicit examples of such a constraint.

4.3 Multimode extensions

We now briefly describe the extension of the noise channel constructions described in
Section 4.2 to the independent multimode model* described in Section 2.2.7, where each
POVM element decomposes independently by mode as

FdB’" — @ FdB(k)vn(k)
k

Here, each block POVM F?B(k)’ n(k) represents the single-mode POVM with parameters
dg(k),n(k) corresponding to mode k. The flag-state squasher is applied to squash each of
the blocks to its corresponding subspace I1¥ _, with no more than a single photon. Thus,
the preserved subspace Il<; ==Y, IIF corresponds to the space with each mode having
no more than a single photon. Note that this might not be finite-dimensional in general,
but as we shall see, this will not matter.

The usage of the flag-state squasher requires a bound on the weight outside the pre-
o . : dg, dg,

served subspace. This is obtained by finding A{2” > 0 such that 387 > XBT[_,; for

some event e (such as the event corresponding to multiple detectors clicking) as detailed

in Section 3.4.3. A complication arises because the losses n(k) are expected to vary sig-

nificantly between modes. This leads to a loose bound on A9B7 W hich must not have any

min

“More complicated multimode models, such as the one described in [13, Section 3], can be treated by
using Theorem 4.2 to adapt the proof of Theorem 4.4.
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mode dependence. This difficulty is resolved by absorbing the mode-dependent efficiencies
into the channel, thereby rescaling the efficiency of each mode so that 7. (k) = 1.

Once the flag-state squasher is used, the noise channel ®4,, constructed in Theo-
rems 4.3 and 4.4 extends naturally to this multimode setting by acting on each block
independently® Pagpn = D, Pag (k) m(k)- In this multimode setting, the dark count cost
1-— P&g is obtained from an upper bound on the dark count values across all detectors and

modes. Similarly, the common efficiency n* and efficiency cost 1 — ";;‘j“ are obtained by
setting Nmin and 7yax to be the lower and upper bounds on the efficiency over all detectors
and modes, respectively.

After using the noise channel, the (flag-state squashed) POVM acts identically on every
mode, i.e. each POVM element decomposes as

Emultimode — @ F“ (420)
k

where F} is the single-mode flag-state squashed POVM. This can be shown to be equivalent
to the single-mode description as follows. Consider the channel

A (@ pr. + off-diagonal terms) = Z Ok (4.21)
k k

satisfies the squashing property AT [Fj] = Frultimode for ]l POVM outcomes i.

Thus, after applying the noise channel and flag-state squasher, the multimode POVM
factors into independent single-mode components. Equivalently, there exists a channel A
that maps the multimode description to the single-mode one while preserving the squashing
property. Hence, the analysis of multimode setups reduces directly to the single-mode case
typically considered in the literature.

4.4 Concluding remarks

In this chapter, we have developed a general framework to rigorously address detector
imperfections. The results proved in this chapter can be used in conjunction with Corol-
lary 3.2 to prove security for QKD protocols with imperfect detection setups. In particular,

5Note that the noise channel described in this chapter act trivially on the flag space. Thus, here we
explicitly describe its action only on the preserved subspace.
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EAT-based proof techniques [11] can directly make use of the restricted set of Eve’s at-
tacks A constructed in Remark 4.3 to prove security. We will apply our results to the
postselection technique in Chapter 5, and to phase-error estimation-based proofs in Chap-
ter 6. Finally, we build on the ideas from this chapter to address correlated detectors in
Chapter 7.

We have also sketched an approach to incorporate the simple model of multimode
detection setups described in Section 2.2.7 into security proofs via Theorems 4.3 and 4.4.
We believe that the analysis of more complex models of multimode detection setups can
be similarly addressed by instead applying Theorems 4.1 and 4.2, and leave this for future
work.
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Chapter 5

Postselection technique for optical
QKD protocols

“If the only tool you have is a
hammer, you tend to see every
problem as a nail.”

— Abraham Maslow

The analysis of QKD protocols against I1ID attacks is well-studied [76, 52, 77, 78, 79]
due to its relative simplicity. However, such an assumption is not realistic, as a non-
IID attack is straightforward to implement. For example, Eve could decide to perform an
attack in every even round and do nothing in every odd round. The postselection technique
[10, 11] is a proof approach that reduces the security of a QKD protocol against general
attacks to its security against IID attacks. In this chapter, we will use the tools developed
in Chapters 3 and 4 to extend the applicability of the postselection technique to optical
prepare-and-measure protocols.

Before diving into the details of this security proof technique, we first give some intuition
about the core mathematical result — the de Finetti reduction [10, 80]. This is a more
general tool that has found use in more general quantum information processing tasks

[81, 82, 83].
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5.1 Motivating de Finetti reductions

A de Finetti reduction is a statement of the following form, made for any permutationally
invariant state pan:

par < GnaTan,
where 74» is a mixture of IID states, and g, , is a number that depends on the number of
rounds n as well as the dimension d4 of the register A. The utility of such a statement
might not be immediately obvious, and so we attempt to motivate its utility by briefly
considering its application to concentration inequalities [31, 85, 80].

Notational aside 5.1 (Theorem or reduction?). In earlier works [10, 80], the de Finetti
statement was presented as a ‘de Finetti theorem’. To avoid conflation with the (classical
and quantum) de Finetti theorems [37, 88, 52], a later work [34] introduced the label
de Finetti reduction. We adopt that usage here and refer to it as a de Finetti reduction
throughout.

As described in Section 2.3, concentration inequalities are used to upper bound the
probability of “failure” Tr [['zeq,,, pan] (defined in Eq. (2.11)). This POVM is often invari-
ant under permutations, a property that arises because its defining set €)},.q is insensitive
to the ordering of the outcomes in Z.! In this setting, the de Finetti reduction can be used
to reduce the problem of upper-bounding the probability of failure for an arbitrary state
pan, to that of bounding the probability of failure for an IID state o%".

Theorem 5.1 (Informal). Let 'zcq, , be a permutationally-invariant matriz. Then for
any pan € So(A"), Tr [Lzeqyuy Par] < GnaSUD, ,es.r) Tt [Dzeqy., 04"], where So(T) is the
set of IID states in the mixture Tan.

Proof Sketch. That I'zeq,,, is permutationally-invariant means that I'zeq, ., = 7 (Izeq,,,)
for all permutations 7. Thus,

1
Tt [Peequu pan] = — D T [r (Taeny) par (5.1)
1 _
= m Z Tr [erﬂl)ad ™ ! (pA”)} (52)
= Tr [FZEQbad ﬁAn] ) (53)

IFor instance, the frequency estimation examples in Section 2.3 are of this type. A statistic such as
frequency depends only on the total count of each outcome, not on the order in which they appear.
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where Eq. (5.2) follows from the fact that the adjoint of the permutation map is its inverse.
Note that by definition, p4» is a permutationally-invariant state. Thus, the de Finetti
reduction states that pan < ¢,,,7an. Inserting this into Eq. (5.3), we obtain

Tr [Czeqpug pan] = Tr [Czeqy,, pan]
< 9naTr [Tzeqy,y Tan]
< Gne sup Tr [FZEQbad Jj?n] )
o AESH(T)

where the last inequality uses the fact that 74» is a mixture (i.e., a convex combination)
of IID states in S, (7). O

Note the importance of the prefactor g, , that appears in Theorem 5.1, which is directly
inherited from the prefactor in the de Finetti reduction. This prefactor can be interpreted
as the penalty incurred while using the de Finetti reduction to simplify the general analysis
to the IID case, as can be seen from Theorem 5.1. Additionally, note that the maximisation
over IID states in Eq. (5.6) can be restricted to all IID states in 74n». Both of these are
important points that we shall address when applying de Finetti reduction to QKD.

In summary, a de Finetti reduction is a statement of the following form, made for any
permutationally invariant state pan:

pan < GnaTAn,

with two important points to note.

1. The prefactor g, , is to be interpreted as a penalty that must be incurred when using
the de Finetti reduction. This penalty depends on the dimension of the local system

A.

2. T4n is a mixture of IID states. The IID states S,(7) that comprise this mixture are
the states that will be included in the corresponding IID analysis.

5.2 Choice of de Finetti reduction for QKD

The broad proof structure of the postselection technique is very similar to that of the proof
of Theorem 5.1 as follows:
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1. We start from the definition of g4.-secrecy in terms of Alice and Bob’s state after
Eve’s attack as stated in Eq. (3.7):

l l),ideal
sup H (Eé%(D - Sc(g%m ) [pAn Br ]
pATLBHGSo(Aan)

TI'Bn [pAan]:TI‘A/n [(pAA’)

S Esec (57)
1

]

where panpngn is a purification of the optimisation variable psnpgn. For notational
conciseness, we define 64 = Tra [paa].

2. We use permutational invariance of the QKD protocol? to argue that the supremum
in Eq. (5.7) is achieved for a permutationally invariant state panpgn.

3. We use a de Finetti reduction panpgr < gy 4Tanpn, Where Tonpn is a mixture of IID
states. This gives

l l),ideal
‘(‘S}%D - ((Q%(D )[ﬂAanEn]

sup
pAanBn Gso(AnB")

Trpn[panpn]=6%"

l l),ideal n
(&%D - (FQ%{D ) [UffBEH

X S Gne  SUD

)
ocABESH(T) 1

(5.8)

where the supremum is over the set S.(7) of all IID states 0§ that are part of the
mixture T4npgn.

Thus, the security of a QKD protocol against general attacks is reduced to a security proof
against 11D attacks. Once again, we must pay attention to the factors noted at the end of
Section 5.1: the penalty g¢,., and the set S,(7) of IID states that constitute the mixture

TAan .

Notational aside 5.2 (Penalty of reduction). The penalty function is defined as g,, , ==
("”71). In what follows, we only specify the value that x shall take.

r—1

The original proof of the postselection technique [10] required 74,5, to be a mixture over
all TID states with x = d%4d%. This results in the IID security proof to hold for all IID
states. While this is suitable for the analysis of EB protocols, this does not allow for
the inclusion of the fixed marginal constraint vital for the analysis of PM and MDI QKD
protocols as described in Section 3.3.

2To guarantee the permutational invariance of the protocol, a random permutation needs to be applied
to Alice and Bob’s measurement data [39, 11].
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This can be easily remedied by using [30, Corollary 3.2], which restricts 74npn to be a
mixture of all IID states with the same (IID) fixed marginal as psnpn. This allows for its
application to PM and MDI protocols. However, directly applying this de Finetti reduction
results in the penalty being large; z = d%d%.

Fortunately, simple modifications to the proof of this de Finetti reduction results in an
analogous result with z = d4d%. Further, these results can be improved when it is known
that the state panpg» has some block-diagonal structure — as is commonly the case for op-
tical QKD protocols with threshold detection setups. In this case, x = Zf‘]“:kf (d{‘)2 (df )2,
where d2 and df are the dimensions of the blocks of Alice’s and Bob’s systems, respec-
tively. As we show in Fig. 5.5, these improvements, summarised in Table 5.1, result in
huge improvements for the key rates. The proofs of these improved de Finetti reductions

are given in Appendix C.

Proved in Applicability Cost
Christandl et al. (2009) [10] | EB QKD protocols r = d4yd%
Fawzi et al. (2015, Cor. 3.2) | EB, PM and MDI QKD proto- | z = d4d}
[80] cols
EB, PM and MDI QKD proto- | z = d%4d%
ThlS WOI‘k [ ] COIS
kakp
IID-block-diagonal EB, PM and | z = > (d})*(d})”
MDI QKD protocols ij=1
Table 5.1: de Finetti reductions and their applicability to QKD protocols with penalty
-1
parameter z in g, , = ne ] . Our work derives de Finetti reductions with the
l‘ —

smallest penalty, without sacrificing applicability.

The (in)formal statement obtained at the end of this process is given below.

Theorem 5.2 (Informal). Let 58%{13 be a QKD protocol that is egec-secret against all 11D

attacks. Then, the QKD protocol ESQD which hashes to length I = 1 —21log(gn.) — 210g(%)
1S Gnw(4y/Esec + €)-secure against all general attacks. Here, € is a free parameter, and
n+x—1

] ), where x depends on the exact protocol structure as summarised in
:L‘ —

naz =
Table 5.1.
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Note that this holds for all types of QKD protocols, where PM and MDI QKD protocols
would have the required fixed marginal constraints in the IID proofs. We refer the reader
to [11, Section IIL.] for the full proof of this statement.

Technical aside 5.1 (Inaccuracy in [10]). The increase in secrecy parameter was
postulated to simply be g, z€sc in [10]. However, we were unable to prove this claim,
and so settled for the worse, but rigorous bound stated in Theorem 5.2 (X ¢y z1/Esec)-

We now discuss the subtleties to be kept in mind when applying the postselection technique
to infinite-dimensional optical protocols, and describe the use of the tools described in
Chapter 4 to address detector imperfections with the postselection technique.

5.3 Imperfect detection setups

Optical implementations are modelled in infinite-dimensional Hilbert spaces. Therefore,
the postselection technique cannot be applied directly, since the cost diverges. We ob-
tain an effective finite-dimensional description by using squashing maps and source maps
as described in Sections 3.4.2 and 3.4.3. However, the use of these tools — specifically
squashing maps — requires care. In particular, the de Finetti reductions we use retain
only the fixed marginal constraint. Thus, if the flag-state squasher is applied before the
postselection technique, the IID security proof would have to hold against all IID attacks,
not just the restricted set described in Lemma 3.4. As described in Section 3.4.3, this
would result in trivial bounds. Accordingly, we must use the weight-preserving flag-state
squasher (WPFSS) described in Section 3.4.3.

This solution works well for perfect detection setups; for imperfect detection setups,
the noise channel constructions of Chapter 4 introduce an additional complication. In
particular, Theorems 4.3 and 4.4 assume that the flag-state squasher is applied first, and
that security is proved against a restricted set of attacks constructed in Remark 4.3. As
these steps do not commute, the argument must proceed in the following order:

1. Apply the WPFSS (Lemma 3.5 and Corollary 3.2); this reduces the security analysis
to a finite-dimensional protocol.

2. Apply the postselection technique (Theorem 5.2); this reduces the analysis to security
against all IID attacks.
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3. Apply the flag-state squasher ([3, Theorem 1]); this reduces the analysis to the
security of a flag-state squashed protocol against a restricted set of IID attacks
(Lemma 3.4).

4. Apply the noise channels (Chapter 4); this reduces the analysis to the security anal-
ysis of a protocol with perfect detectors against a restricted set of IID attacks.

For this chain of reasoning to be valid, we must verify that the noise channel constructions
remain applicable after applying the WPFSS. We discuss these details further below.

At first glance, one might expect that Theorems 4.3 and 4.4 could be directly applied
in Step 4 to establish security against untrusted loss and dark counts. The subtlety is
that the application of the WPFSS in Step 1 requires the event e used for the construction
of the restricted set Lemma 3.4 to be represented by a single POVM element as stated
in Remark 3.5. Consequently, before invoking the flag-state squasher, we fix a coarse-
graining of the POVM outcomes that constitute the event e, and work thereafter with the
corresponding coarse-grained POVM. In general, the conditions required for the proofs of
Theorems 4.3 and 4.4 might not be satisfied. However, for typical choices of this event e,
as we shall see, Theorems 4.3 and 4.4 remains unchanged.

We first formalise what it means to coarse-grain the POVM as a classical post-processing
of outcomes, in a form convenient for later use. A ‘coarse-graining’ is a classical post-
processing step whose corresponding stochastic matrix only consists of 1s and 0s. For
example, consider the passive BB84 detection setup and classically post-process all click
patterns that consist of more than a single click into a single ‘multi-click’ event. The
stochastic matrix corresponding to this post-processing is given by

12
1 000 O0------ 0
01000 0

Pe=10010 0. 0. (5.9)
o001 0----. 0
0000 1..--. 1

The general structure of the argument is shown in Fig. 5.1. Each equivalence is an
equivalence of quantum-to-classical measurement channels.

e We start by considering a generic detection setup that uses threshold detectors with
dark counts and loss. Additionally, we allow for some classical post-processing Pég.
Although this can be chosen to be any arbitrary post-processing, we choose it to be
a coarse-graining for simplicity.

63



R P,
(ii)ﬂ?
fn ”””””” Pac
(iii):H:
Awprss ﬁ,, ffffffff Pac
Awprss Arss 5{1 ,,,,,,,, P
/A\
(1 1s
\v/
Awprss Arss Dqp ij n

Awprss Arss Dy o,

Figure 5.1: A set of equivalences (as quantum-to-classical measurement channels) of de-
tection setups to use Theorems 4.3 and 4.4 with the postselection technique. Here, P'Cg
represents the classical post-processing carried out in the protocol, P98 is the dark count
post-processing, P, is the coarse-graining required for the WPEFSS Awprgg, and Py, is the
post-processing fixed by Eq. (5.10). In the figure, olive post-processing maps represent free
choices that can be made to make equivalences (ii) and (v) hold. Orange post-processing
maps represent stochastic processes fixed by equivalences (i) and (iii).
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e Equivalence (i) follows from the fact that dark counts can be modelled as a classical
post-processing P98 as described in Section 2.2.5.

e Equivalence (ii) must be shown to hold; we need to find some stochastic matrix Py,
such that

PP = Py Py (5.10)
Here P, is the coarse-graining required for the WPFSS.

e Equivalence (iii) follows from the existence of the WPFSS. The postselection tech-
nique can then be used on the resulting finite-dimensional systems.

e Equivalence (iv) follows from the existence of the flag-state squasher [3, Theorem 1].
e Equivalence (v) follows from Theorem 4.3, if Py, satisfies Eqs. (4.12) to (4.14).

e Equivalence (vi) follows from Theorem 4.4, assuming that the coarse-graining P,
used in the WPFSS preserves the single-click and no-click events, as is commonly the

case.?

The validity of equivalences (ii) and (v) depends on the coarse-graining P, needed for
the WPESS. As explained above, the coarse-graining P., must have the event e used to
bound the weight outside the preserved subspace (Lemma 3.4) as one of the coarse-grained
POVM elements. In general, for different protocol-dependent choices [71, (3] of the weight
estimation event, these equivalences would have to be checked on a case-by-case basis.
Fortunately, for the more generic choice of weight estimation event described in Ref. [72,
Section VII. F.], we can check the validity of these equivalences independent of protocol
choice*, which we now proceed to discuss.

The weight estimation in [72], which can be applied to any passive detection setup,
uses the event consisting of any click pattern with more than a single click. The coarse-
graining P, corresponding to this weight estimation event does nothing to the no-click
and single-click event, but considers the rest of the events to be a single multi-click event.

3Theorems 4.1 and 4.2 can be used before or after Theorem 4.4 to address more general forms of
imperfections.
4This is a valid choice for all passive linear-optical protocols, as described in [72].
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Concretely, the stochastic matrix corresponding to this coarse-graining is given by

110-..... 0O10Q.--.... 0
0
ch = :I:[TZS OTLSXTL]V[ ) (511)
0
0O10--.... Ool1------ 1

n
where ng is the number of single-click events, and n, % the number of multi-click events.

For this coarse-graining, we shall verify that there exists a classical post-processing Py,
that satisfies Eq. (5.10). First, we set the coarse-graining P’Cg performed in the protocol
to be the same as the coarse-graining P, described in Eq. (5.11). Further, we need to
make the physically motivated assumption that the dark count post-processing P98 does
not turn multi-clicks into no-click or single-click events, i.e.

PiE =0, (5.12)

ilm

for all i € {0} U S, and m € M. Thus, the dark count post-processing can be written as a
block-matrix whose top-right block is 710,35

— /—HL
o (BT -
\ PM|MC ‘ |M / '

Importantly, the O(,441)xn,, block along with the fact that 73 MM is a stochastic matrix can
be used to verify from explicit computation that the following ansatz satisfies Eq. (5.10)
(and hence, equivalence (ii)):

ng + 1
B .
Pac = 7DMCIMC (5.14)
n 1
S}\/[|Mc ...... MleC ‘ 1/

where s M|MC is the sum of all elements in the i*" column of PM‘ L

Moreover, it is straightforward to verify that this post-processing Py, satisfies Egs. (4.12)
o (4.14). Thus, Theorem 4.3 can be used to show that equivalence (v) holds. We
have hence shown that the postselection technique can be used with the noise chan-
nel constructions described in Chapter 4 with an appropriate choice of coarse-graining

Peg.
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Technical aside 5.2 (Only IID imperfections). The noise channel constructions elim-
inating the dependence of the POVM on dark counts and loss must be made after the
reduction to IID. Thus, the postselection technique, which requires the measurements
to be IID, cannot accommodate any variance in dark count rates or loss across proto-
col rounds. Additionally, if we consider multimode detection setups, the postselection
technique cannot be used as before applying the noise channels; the multimode POVM
is still infinite-dimensional, even after squashing (see Section 4.3).

5.4 Decoy-state protocols

We now analyse the dimension d of Alice’s subsystem. If Alice prepares pure states,
the dimension d,4 is always finite. This can be seen as follows. The shield system Ag
constructed in Lemma 3.1 to contain a purification of Alice’s prepared states is trivial (one-
dimensional). So, the source-replaced state constructed in Lemma 3.2 has the dimension
dy of Alice’s system A to be the number of states prepared by Alice, which is finite.

Consequently, any infiniteness in the description can only arise from the shield system
Ag.

Notational aside 5.3. There is a slight discrepancy in notation here. Throughout
most of this chapter, A denoted the system subject to the fixed marginal constraint, i.e.
Alice’s measured subsystem together with its shield Ag. From now on, we distinguish
these explicitly: A is Alice’s measured subsystem and Ag the shield system. The fixed
marginal constraint applies to AAg.

In general, if Alice prepares infinite-dimensional mixed states, her purifying shield sys-
tem Ag is infinite-dimensional. In this case, source maps (using Corollary 3.1) allow us
to reduce the effective dimension of the shield system to a finite value. The existence of
such a source map needs to be applied on a case-by-case basis. We now detail this process
for a widely used family of QKD protocols, crucial for long-distance QKD — decoy-state
protocols [59, 60, G1].

Decoy-state protocols are often implemented with phase-randomised laser pulses. Each

pulse has the form p,, = @p(m | 1) Pajm € So (@ ’Hm> with varying intensity g and
=0 m=0

m=
encoding choice a. As described in Section 3.4.2, a tagging source map can be constructed
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for these phase-randomised laser pulses to reduce the security analysis to that of a protocol

with a tagged laser source [62] (see Lemma 3.3):
Nph Nph
bai =P pm | Wpam + [ 1= p(m | 1) | la, u)a, pl (5.15)
m=0 m=0

where {|a, 1t) },, form an orthonormal basis for a space orthogonal to the physical photon-

number subspace @7]7\?:0 H,,. The photon-number cut-off N,, € N can be chosen freely
while constructing the source map, but the choice impacts the key rate.

In particular, increasing the photon-number cut-off NV, increases the dimension of the
shield system, and hence dimension-dependent cost g, , incurred due to the application
of the postselection technique. In contrast, decreasing Ny, increases the probability of
emitting a classical tag, which gives Eve more power in the IID security analysis. We now
make these costs precise.

5.4.1 Construction of shield system for decoy-state protocols

We first explicitly construct the fixed marginal state for a tagged laser source. This will
enable us to calculate the dimensions of Alice’s subsystems AAg for a decoy-state protocol.

In this subsection, we assume the typical case in which the m-photon states p, ., =
|Cam X{Ca.m| are all pure.” With this assumption, the tagged source described by Eq. (5.15)
can be purified as

Nph Nph
’fa,u>ASA/ = Z vo(m | p) ’m>AS ® [Cam) 4 + 4|1 — ZP(m | 1) |tag>AS ® |a, w) ar s
m=0 m=0
(5.16)
where [tag) is a state orthogonal to {|m) zpzho. Let there be ny, intensities used in the

decoy-state analysis. Then, using the source replacement scheme described in Eq. (3.5),

5If they are mixed, a similar analysis would apply, while carefully tracking the portion of the shield
system corresponding to purifying the m-photon states pg .
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we can obtain the fixed marginal

Gaas = Tra [pasga]

d A, Nint
= > Vla ) p(@ V) la, mfa v], © Tea [|€asdEwila,a
s
Nph
p Z \/p(m | u) p(m | V) <Ca’,m|(a,m> |m><m| +
AsNint m=0

=Y Vpla,p)pld.v)|a, u)d v],
e 1= "plm|p) | [ 1= plm|v) | [tag)tag]

(5.17)

Hence, the fixed marginal is block-diagonal in the photon number, with one extra ‘tag’
block. These Ny, + 2 blocks, each have dimension at most nin.d 4.5

The effective dimension can be decreased further since the fixed marginal d44, con-
structed in Eq. (5.17) is not full rank, as we now show. For notational brevity, define
p(tag | p) =1 — Z7Nn":h0 p(m | p). In what follows, we will break up the fixed marginal
Gaas into blocks similarly to Eq. (5.17). We then compute the rank of the state in each

block by looking at the Schmidt rank of the purification of the block [57, Eq. (2)].

6Indeed, this is the dimension that would need to be used when accounting for phase imperfections in
decoy-state protocols [63].
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To compute the rank of 644, we consider paaga =: |[¥)X¥|, AgATs where

AASA’ = Z \/p (a, ) p(m | p) la, ) 4 @ |m>AS ® |Ca,m>A/

a,p,m

+ Z Vpla, 1) p(tag | p)la, i) 4 @ [tag) ,, @ |a, 1) 4

=S o i, @ (Z AT ) |<a,m>A,>

(5.18)

/D) ) o, & (z T o) o m) |
=3 V() Im) 4, © [m) au + V0(008) [tag) 4 © [Yrag) 4p - (5.19)

Here, Eq. (5.18) follows from applying Bayes’ theorem, p(m)p(a,n | m) = p(a, u)p(m |
a, i), where the photon number m and encoding choice a are independent, p(m | a, ) =

p(m | ).
The rank of Tras [ |t )XV ] corresponds to the Schmidt rank of [¢,,) [57, Eq. (2)],
which is at most the span of {|C.m)}*,. Let this number be d for the m- photon subspace.

Then, the fixed marginal 644, con81sts of blocks of dimension {d } o 1in addition to nida
tagged blocks of dimension 1.

Technical aside 5.3 (Improvement over [11]). Each d2 < dg, as the states |(,.m) do
not depend on the number of intensity settings n;,;. Thus, this is a strict improvement
over the existing bound [11, Appendix D 1], which used the looser bound d4 = ni,ida

for all blocks.

5.4.2 IID decoy-state analysis for tagged sources

When using the postselection technique, the security analysis must be performed using
the shield system associated with the tagged states (see Section 5.4.1). This setup differs
slightly from the standard decoy-state analysis [60, (1], which is formulated in terms of fully
phase-randomised laser pulses. However, we show that the tagged-state formulation can
be reduced to the standard analysis. For pedagogical clarity, we restrict our explanation
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to the asymptotic case; the extension to the finite-size regime follows directly from the
suitable application of concentration inequalities [90].

Under the IID attack setting, the security proof reduces to obtaining a lower bound on
a single-round entropic quantity [77, 91], over the set of states consistent with the observed
data. Using properties of this entropy, together with the block-diagonal structure of the
prepared states, the entropic quantity admits a lower bound given by the contribution
from the single photon block (see, e.g. Ref. [71]). However, the relevant observations are
not directly accessible for the single-photon block. Thus, the decoy-state analysis aims to
infer bounds on the single-photon block from the observed statistics of phase-randomised
coherent states [03]:

opt. Tr @ ] F)

s.t. Tr [@ [ga,,u,] E] = f)/”a“u vz’ a, [ (520)
¢ (A, B),
where {F;} is Bob’s squashed POVM. Here, ‘opt.” indicates that separate optimisations

are performed to find the minimum and maximum values. This is a semidefinite program
(SDP) that can be numerically computed.

Although the above is an SDP, its structure allows a direct reduction to a simpler linear
program to save on computation time as follows. The constraints can be simplified as

Na,p = Tr [(I) [ga,,u] E]
Nph

= p(m | @) Tr [® [pa,m] F] + 1—me!u )Tr (@ [|k, p)k, pl] F2] . (5.21)

Next, defining p(det; | a,m) = Tr [P [pa.m] F1], and p(det; | a, pu, tag) = Tr [P [|a, u)a, p|] F]
allows us to recast the generalised decoy-state SDPs described in Eq. (5.20) into linear
programs as

opt. p(det; | a',1)
Npn
s.t. Zp(m|,u)p(detl|a,m 1—me\,u (det; | a, p, tag) = Yo Vi a,p

m=0
0 < p(det; | a,m) <1
0 < p(det; | a, p, tag) < 1.
(5.22)
Finally, this can be recast into the standard form [60, 61] by using 0 and 1 as the lower
and upper limits of p(det; | k, i, tag) in the linear program constraints. These formulations
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make it clear that increasing the photon-number cut-off NV, would increase the IID key
rates, at the cost of the increased penalty for the postselection technique.

5.5 Concrete application

So far we have made rigorous the framework to apply the postselection technique to optical
prepare-and-measure protocols (including decoy-state protocols). In this section, we first
summarise the various results in this chapter, before illustrating our results by applying
them to the time-bin encoded three-state protocol.

5.5.1 Recipe for application

Recall that the postselection technique reduces the problem of proving security against
general attacks to proving security against IID attacks, while paying some penalty for the
reduction (Theorem 5.2). In practice, this can be used as follows:

1. Choose a target secrecy parameter 4. based on the application in mind.

)

IN

(e(n-‘,—x—l) ) e-1
r—1 :

(a) Apply tagging [62] to reduce the effective dimensions of Alice’s subsystem to a
finite number.

2. Determine penalty of using the postselection technique as g, , = (
Steps 2a and 2b can be carried out in any order.

Alice’s subsystems (including the shield system) for decoy-state protocols have
Npn + 2 blocks whose dimensions {dﬁl},]xli‘o U {nintda} depend on Alice’s state
preparation as detailed in Section 5.4.1. Here, Ny, is the photon-number cut-off
used when tagging the phase-randomised coherent state, ni,; is the number of
intensities used for the decoy analysis, and d 4 is the number of encoding setting
choices used by Alice.

(b) Apply the WPFSS” to reduce the effective dimensions of Bob’s subsystem to a
finite number.

The POVM (see Section 3.4.3 for details on the POVM construction) consists
of blocks corresponding to the total incoming photon number or flag states. For

"This involves computing a lower bound on the minimum eigenvalue Ay, of the POVM element corre-
sponding to the weight-estimation event e as described in Section 3.4.3.

72



an optical setup which uses two modes to encode the bit information, Bob’s
subsystem has blocks with dimensions {dZ}N_ = where d® = m + 1, in addition
t0 Nmeas (flag) blocks, each of dimension 1. Here, N is the photon-number cut-off

used when applying the WPFSS, and neas is the number of POVM outcomes.
(c) Compute the penalty parameter from Steps 2b and 2a;

Npn N
T = Z dfﬁ + Nineda (Z(m +1)% + nmeas) , (5.23)

and use it to compute the penalty g, ..
. Choose value of free parameter € (in principle this value can be optimised over).

. Apply Theorem 5.2 to reduce the analysis to proving eyp-secrecy against 11D attacks

N\ 2
Esec—gn,z€ >

with secrecy parameter e;p = ( i
n,x

(a) To address detector imperfections, apply the flag-state squasher and the results

of Chapter 4 and Section 5.3.

(b) Compute key length [ for the resultant protocol (see for e.g. [90] for a security
proof of decoy-state protocols against 11D attacks).

. Use key length I" = [—21log(gn ) —21og(1/€) as the final hash length for the protocol.
This protocol is egc-secret against general attacks.

5.5.2 Optical setup

We first describe the optical setup of the time-bin encoded three-state protocol depicted
in Fig. 5.2.

We consider a protocol where Alice uses a laser source to prepare a phase-randomised

coherent state in two time-bin modes as follows:

0, p: |0) @ | /e’
1, p: |/me) @ |0)

. \/ﬁeie \/ﬁeiQ
A ‘ V2 >®‘ V2 >
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aser \/
: 50/50 50/50 " s t 50/50 50/50 /\
Alice Bob
3 4 5
A Nz, dz
Figure 5.2: Schematics of the implementation of the three-state protocol as in [1]. The

numbers below the beam splitters reflect their transmissivity. IM and VA refer to intensity
modulator and variable attenuator respectively.

where the phase 6 € [0,27) is uniformly random. The variable attenuator and intensity
modulator serve to choose the values of the encoding {0,1,+} and intensity pu. Bob’s
measurement setup is identical to that considered in [03, 4] as depicted in Fig. 5.2. This
consists of a passive beam splitter which chooses between the ‘Z-basis’ arm, which measures
the time-of-arrival of the pulses, and the ‘X-basis’ arm, which consists of a Mach-Zehnder
interferometer. Note that the Mach-Zehnder interferometer only uses one detector to
minimise implementation costs.

The basis choice beam splitter has reflectivity ¢ € [tmin,tmax]- Both detectors here
are threshold detectors, with efficiencies 71,72 € [Nmin, Tmax] and dark count rates dy, dy €
[0, dmax]. The exact values of the ranges are parameters that will be set later. For sim-
plicity, we assume that the 50:50 beam splitters that form a part of the Mach-Zehnder
interferometer are perfect, though variations of the same ideas we use for the rest of the
imperfections would extend to these imperfections as well.

We now follow the recipe described in Section 5.5.1. First, we pick the target secrecy
parameter 4. to be 2 x 10712,

5.5.3 Tagging
We must use tagged states for the security proof as described in Section 5.4. We compute

the dimension of the blocks of the resultant fixed marginal described in Section 5.4.1.
For the three-state protocol, the states prepared in each photon-number subspace are
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pure. Thus, the dimension d2 of the m-photon block is given by the number of linearly
independent states sent in the m-photon subspace. For m = 0, this is just the vacuum
state. For m = 1, all three states sent lie in the two dimensional space spanned by
{|0) ® [1),|1) ®]0)}. All other blocks are d4 = 3-dimensional as there are 3 encodings.

5.5.4 Applying the WPFSS

To apply the WPFSS, we define the weight-estimation event e to be any click pattern that
records a click in both detectors, while ignoring all clicks in the middle time slot of the
Mach-Zehnder interferometer. That is, the event corresponding to click patterns which
contain at least one of time bin 1 or 2, and contain at least one of 3 or 5 (see Fig. 5.2).

Having fewer outcomes leads to a smaller flag space, which is beneficial in reducing
the penalty of using the postselection technique (Step 5.23). Thus, we coarse-grain the
outcomes to the outcome in which no detector clicks, the outcomes in which a single
detector in a single time bin clicks, the weight-estimation event e, and all other outcomes
grouped into one. This coarse-graining results in 8 flag states (corresponding to 8 coarse-
grained POVM outcomes). For the simulations here, we choose the photon-number cut-off
to be 1. Thus, Bob’s system consists of 1 block of dimension 2 (qubit space), and 9 blocks
of dimension 1 (vacuum and flags).

If we assume unit efficiencies, we can use the results proved in Appendix C of Ref. [63],
to find

B B . £\ N+ a4\ Nt
Amin (HenPellcy) > 1 — ¢V — (11— 1 7 , (5.24)

where t is Bob’s basis-choice beam-splitting ratio. We now construct an equivalent de-
tection setup with unit efficiencies in order to use a modified version of this result that
accounts for the detection setup parameter ranges.

Equivalent detection setup

We first use the characterisation of a detector with efficiency 1 described in Section 2.2.6;
that of a beam splitter with transmissivity n followed by a lossless detector. The missing
detector can always be preceded by a beam splitter of any transmissivity. This is depicted
in Fig. 5.3a. Since both beam splitters at both outputs of the Mach-Zehnder interferometer
have the same transmissivity, this can be equivalently represented as a single beam splitter
at the input of the Mach-Zehnder interferometer, as depicted in Fig. 5.3b.
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(a) Detectors with efficiency n; represented as (b) The common loss can be pulled to the input
beam splitters with transmissivity n; followed arm of the Mach-Zehnder interferometer.

by lossless detectors for the three-state protocol

detection setup.

Figure 5.3: Simplifying the description of the detection setup with lossy detectors.

Next, we use ideas from [33, Section 1.5] to pull both beam splitters that represent
the loss before the basis-choice beam splitter. Doing so would also change the basis choice
beam-splitting ratio. This is depicted in Fig. 5.4. It is sufficient to show that this equiv-
alence holds for any coherent states, as these form a basis for the entire space (of opera-
tors). We establish this as follows. Any coherent state |a) input into the setup depicted

in Fig. 5.4a has output ‘\/(1 —t)m a> ® |v/tne ). Any coherent state |«) input into the
setup depicted in Fig. 5.4b has output ‘\/77’ (1 —1t%) a> ® ‘\/77’ t* a>. This holds if

1=t)m =7 (1-1t)
tny =n't".
Adding both equations gives ' = tny + (1 — t)7;. This is a convex combination of 7,

and 7, and hence lies between the maximum and minimum of the two. Consequently,
n' € [0, 1] is well-defined. We can use this to solve for the effective beam-splitting ratio ¢*:

tn2
tr = 5.25
tne+ (1 —t)m (5.25)

Tmin S t* S tmaxnmax — t*

max’

* _
min "7 tmin

(5.26)

Tmax Thmin
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(a) Zooming in on the part of the equivalent (b) The losses can be pulled to the input arm
detection setup analysed. of the basis-choice beam splitter, with some

change in the splitting ratio.

Figure 5.4: Simplifying the description of the detection setup with lossy detectors.

where we have used the ranges of the beam-splitting ratio and efficiencies to bound the ef-
fective beam-splitting ratio in Eq. (5.26). Note that although the upper bound in Eq. (5.26)
can be larger than 1, the true value of the effective beam-splitting ratio t* given in Eq. (5.25)
cannot be larger than 1:

* “72
tne+ (1 —t)m
1
= —— < 1.
1+ (1;71;)27]1

Thus, the effective beam-splitting ratio t* € [0, 1] is also well-defined.

The common loss 7’ can now be considered to be a part of Eve’s channel. Thus, we
have reduced the detection setup in Fig. 5.2 to one without loss, but with a modified
beam-splitting ratio. Thus, using the results proved in [63, Appendix C|, we can obtain
the required bound

Auwin(TenTellen) = 1= (#)" — (1 - Z) + < 4 )

N+1 N+1
tr. 3t .
o g - (1 ) ()

As our analysis uses the single-photon cut-off N = 1, we can straightforwardly derive a
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tighter and simpler bound:

2 2
- - * t*
)\min(Hglrengl) Z 1- (t*)2 - <1 - Z) + (34 ) (527)
16 () 4 () — 9 (t%)°
160 () - 9(r) 525,
2 16
1
— §t* (1 —1t%) (5.29)
1
> ét;knin (1 - t:nax) = >\min- (530)

This is the bound that we shall use in our key length computations.

Finally, we are able to apply the WPFSS® with the bound (Eq. (5.30)) we have derived.
The dimensional-dependent term from Eq. (5.23) can be then be computed;

Nph N
v= | dA% + niwda <Z(m +1)%+ nm> (5.31)
m=0 m=0
= (1+2°+ (Npn — 1) - 3% + 3nim) - (1 +448), (5.32)

where niy is the number of intensity settings chosen, and N, is the photon-number cut-off
used while tagging the phase-randomised states.

5.5.5 Application of noise channels

We follow the steps described in Section 5.3 to use the results of Chapter 4. In particular,
we apply the six equivalences in Fig. 5.1, then address the imperfect beam splitter via
Theorem 4.1.

Equivalence (i): The equivalence follows from the fact that dark counts can be viewed
as a post-processing, as described in Section 5.3.

Equivalence (ii): Although the coarse-graining used for the weight estimation is slightly
different from that considered in Section 5.3, a similar analysis allows us to swap the coarse-
graining and the dark count post-processing. The swapped dark count post-processing
obtained satisfies Eqs. (4.12) to (4.14), which will be useful in establishing equivalence (v).

8Technically, we also need to worry about the dark counts. However, as discussed in Section 5.3, we
treat dark counts as a classical post-processing which will be pulled into the channel (see Section 5.5.5).
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Equivalence (iii): The WPFSS can be applied as described in Section 5.5.4. At this
point, the postselection technique (Theorem 5.2) can be applied to restrict Eve’s attacks
to IID.

Equivalence (iv): The flag-state squasher [3, Theorem 1] can be applied. We describe
the restriction of Eve’s attacks in terms of a constraint on the weight W of the IID state
shared by Alice and Bob outside the preserved subspace:

Tr [FLpag)

)
)\min

W =Tr [ﬁglpAQ} S (533)

where A\, is defined in Eq. (5.30).

Equivalence (v): This follows from the fact that the swapped dark count post-processing
satisfies Eqgs. (4.12) to (4.14), as stated in equivalence (ii). Thus, applying Theorem 4.3
we obtain the weight constraint,

1 —Wds = Ty [Hglpjg] > (1 = dyax)® W, (5.34)

where (1 — dpay)® is the minimum probability that none of the 5 time bins encounter a
dark count.

Equivalence (vi): In Section 5.5.4, we constructed an equivalent detection setup which
has no loss. Thus, we do not need to use Theorem 4.4. However, the basis-choice beam
splitter of this equivalent setup is imperfect, i.e, the effective beam-splitting ratio t* can
take any value in the range t* € [tf,,,t5 ], as given in Eq. (5.26). Hence, we apply

Theorem 4.2 to accommodate this imperfection as described below.

In the preserved subspace Il<;, all POVM elements other than the single-click and no-
click outcomes are given by the 0 matrix. Thus, the POVM elements, projected onto the
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preserved subspace II<; can be listed as

*

M1 Fogenad <1 = [0)(0] @ |0)0] + tz (10) ® [1) + 1) @ 10)) ((0] @ (1] + (1] © {0])
ey Fy ey = (1 —t7) [0X0] @ [1X1]
a1 Fy Tey = (1= ) [1}1] @ [0X0]

*

* t
H§1F3f Hgl = 5 ’0><O’ ® ‘1><1| (5-35)

Hakylla =7
t*
o) [1)(1] @ [0)XO]
HﬁlF(thersHSl =0.

(=10) @ 1) + 1) ®]0)) (= (0] @ (1] + (1] © {0])

Hgng*Hgl -

In particular, the POVM elements have the same structure as that of an active basis choice
with probability ¢* : (1 — t*). Using

t*

L e =l S
o T (5.36)
(1~ f) £ (1 ) S (1= ),

In the vacuum subspace, the only non-zero POVM element corresponds to the no-click
outcome. As this does not depend on any detection setup parameters, we choose the
ideal POVM to be identical to the real POVM in this subspace. Thus, the deviation from
ideality qo in this subspace is 0.

b

t

in Fl ‘

* * .
i
max max

In the single-photon subspace, it is straightforward to show that ﬁl; o >

A similar computation results in ﬁl; I 11:???" F} b Thus, we have the freedom to use
Theorem 4.2 either with ideal POVM ﬁo @ ﬁl;t&ax or ﬁo @ ﬁl?tfmn’ with corresponding
deviation metric ¢; = t*ﬁ or ¢ = %, respectively. Here, At = ¢} —1t5. . As we

consider the case with ., < 0.5, the choice with the smallest deviation metric qis

Ideal POVM: Fy @ Fy, s

Deviation metrics: go =0 (5 37)
B At
"= 1- t:nin
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In order to bound the final weight outside the preserved subspace after applying The-
orem 4.2 we need to upper bound the weight in the single-photon subspace. We do this as
follows. Observe from Eq. (5.35) that F}, := F! + F!" is such that I, F5 II; = (1 — t*)IL,.
Thus,

T [T FY T |
Tr |pdpin) = —t
1t
Tr | F o2
P L
=T g
[ ¢+ ds
Tr | F, pAQ]
<« L7 7]
N 1 - t;knax
This results in the final weight constraint,
| el _ Ty [pjgno] 4 (1—q)T :pj%ﬂl} (5.38)
— Ty [pjgngl} — T [pjgnl] (5.39)
L TRt
21=-W®—q—F— (5.40)
Tr [F.pag)] At
= (1 —dpax)® |1 — — Tr [F . (541
(1t (1= 2 e S P G

5.5.6 Results

As stated earlier, we chose the target secrecy parameter g = 2 x 10712, We also heuris-
tically choose € = €gec/20n . This gives the IID security parameter

~ 2 2
Esec — Gnz€ Esec
=———"—] = . 5.42
S ( Agn.a ) (89n,x) (542

We do not explain the details of the (variable-length) IID decoy-state security proof here,
and instead refer the interested reader to Ref. [90]. The simulation parameters are listed
in Table 5.2 for reference.

To illustrate the impact of our improvements to the de Finetti reduction, we first
assume that there are no imperfections; that the detection setup parameters are all known
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Parameter

Value

Notes

IID secrecy parameter epp

E1ID = (5sec/8gn,x)2

Computed in Eq. (5.42).

Privacy amplification por-
tion of secrecy parameter
EPA

€pA = €1p/2

Quantifies probability of privacy am-
plification failing.

Parameter estimation por-
tion of secrecy parameter

EAT = €1D/2

Quantifies probability of parameter
estimation failing.

EAT

Number of protocol rounds | n = 10'? -

n

Test sample size 0.05n Fraction of signals used for testing.

Channel attenuation 0.16 dB/km Assumed loss-only channel for sim-
plicity.

Basis-choice beam-splitting | £ = 0.1 Midpoint of range of possible values.

ratio ¢ The setup without imperfections uses
this as the fixed beam-splitting ratio.

Detector efficiencies n n=20.6 Midpoint of range of possible values.
The setup without imperfections uses
this as the fixed efficiency for both de-
tectors.

Maximum dark count rate | dpa = 1078 The setup without imperfections as-

Aimax sumes the dark count rate to be 0.

Probability — of  Z-basis | pz = 0.9 -

preparation

Decoy intensity 0.01 Only one decoy intensity (total two in-
tensities) used.

Signal intensity - Numerical optimisation to find value.

Probability of choosing sig- | 1/2 -

nal intensity

Tagging photon-number | N,, = 2 -

cut-off Npy

Table 5.2: Simulation parameters used for secret key rate plots. We do not optimise all

the values.
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exactly (as listed in the Table 5.2), and the dark count rate is 0. With this assumption,
we compare the postselection key rates against distance in Fig. 5.5 with varying penalty
terms as follows:

11D
_4 \x\
107 ¢ -« Postselection-full &
Postselection-no-blockdiagonal
0 50 100 150

distance (km)

Figure 5.5: Plots demonstrating the performance of the postselection technique for the
three-state protocol, and highlighting the importance of our improvements.

1. IID: We plot the key lengths as a function of distance under the assumption that
Eve’s attack is always 11D, which corresponds to no postselection penalty. This serves
as an upper bound for the key length plots.

2. Postselection with block-diagonal improvement: We plot the key lengths obtained
from using block-diagonal structure to minimise the postselection penalty. The
penalty factor x, described in Eq. (5.31), can be evaluated to be x = 260.

3. Postselection with no improvement: Directly applying [$0, Corollary 3.2] gives no
key rates for any distance. This highlights the importance of our improvements.

4. Postselection with generic improvement: We plot the key lengths obtained without
using block-diagonal structure, resulting in x = 5184.

Next, we illustrate the effect of imperfections on the key rates. We consider the beam-
splitting ratio and efficiencies to be in varying intervals about the fixed midpoints, ¢ = 0.2
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and 1 = 0.6, respectively. We simultaneously vary the ranges of the beam-splitting ratio
and detector efficiencies, i.e., we consider the beam-splitting ratio and detector efficiencies
to be in ranges’ ) )
tet(l—A) 1+ A)]
ni € [N(1—=A), 71+ A)],

for the same parameter deviation A. In Fig. 5.6, we plot the key rates for parameter
deviations up to A = 30%. We set the maximum dark count rate to be 1075.

(5.43)

These results demonstrate that our noise channel framework can tolerate significant
detector imperfections while maintaining near-optimal key rates. Part of this high per-
formance is due to the noise channel construction of Theorem 4.2, where the penalty for
imperfections is incurred only on the detected rounds. Thus, our treatment of detector
imperfections scales favourably with loss. However, we do not fully understand why the
security proof is so highly resistant to imperfections. This could be a feature of this specific
protocol. A deeper understanding of the techniques and more examples are needed before
we can make any conclusive statements.

5.6 Concluding remarks

In this chapter, we presented the rigorous application of the postselection technique to
practical QKD protocols. In particular, we extended the applicability of the postselection
technique to prepare-and-measure protocols and decoy-state protocols. We have also made
several improvements to existing de Finetti reductions that significantly reduce the penalty
imposed on the key rate when using the postselection technique. Additionally, we detailed
the application of noise channels (introduced in Chapter 4) to the postselection technique.

We demonstrated the impact of our results from Chapters 4 and 5 by applying them to
a time-bin encoded three-state protocol. This example serves as a pedagogical exercise in
applying noise channels, which can directly be applied to EAT-based proofs. We observe
that our treatment of detector imperfections achieves near ideal key rates, even with a
large amount of imperfections. However, we do not fully understand the origin of this high
performance. Thus, more work is needed to better understand the techniques used and to
work out more examples.

9The beam-splitting ratio and detector efficiencies additionally must lie in the range [0, 1]. However,
for the values of Z, 77, and A chosen here, these ranges automatically lie in the range [0,1] imposed by
physical constraints.
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Figure 5.6: Plots demonstrating the effect of imperfections on the key rate. Our security
analysis is minimally affected by detector imperfections. We observe non-zero key rates for
imperfection values upto 51%, though we only plot the key rates upto imperfection values
upto 30%.

As demonstrated by the example of the three-state protocol, our analysis was able
to prove security for a highly asymmetric detection setup!'®. This is currently impossible
in phase-error rate estimation-based proof techniques. Additionally, the compatibility of
treatments of source and detector imperfections clearly follows from the modular nature
of our analysis.

We do not claim that the analysis we perform here is as tight as possible; there is
much room for improvement. For example, the IID analysis can be tightened via the use
of Rényi entropies [91]. Moreover, the decoy-state analysis can be tightened by directly
incorporating it into the final key rate optimisation, instead of treating it as a pre-step to
the numerical key rate computation as in Ref. [92]. We believe that further improvements to
the de Finetti reductions are also possible. For example, [35] improved de Finetti reductions
without fixed marginal constraints. A corresponding improvement that incorporates the
fixed marginal constraint should exist, but remains to be proved.!!

0The setup we consider (Fig. 5.2) was missing a detector in the X-basis.
1 Alternately, the tighter de Finetti reduction from [$5] can be used along with a protocol change
to randomly discard a fraction of the rounds. These discarded rounds can be used to perform ‘virtual
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The postselection technique has a number of fundamental limitations. For one, the
treatment of imperfections is limited to imperfections that are IID across protocol rounds.
This is because the noise channels must be applied after the postselection technique has
reduced secrecy to that against IID attacks. Thus, the postselection technique is also
limited in its treatment of multi-mode optical models (see Section 4.3). Additionally,
the resultant key rates are outperformed by very recent advances in EAT-based proof
techniques [11]. For symmetric protocols, such as BB84, phase-error rate estimation-based
proof techniques also outperform the postselection technique.

Another, more technical, limitation of our treatment of detector imperfections thus far
is that it is tied to the flag-state squasher. Thus, as stated in Technical aside 3.3, its
application to active basis-choice protocols has a missing step in bounding the minimum
eigenvalue Amin that we do not yet have.!? Curiously, the treatment of active basis-choice
protocols turns out to be easier in phase-error rate estimation-based proof techniques. This
forms the basis of our next chapter.

tomography’ on the marginal as described in [93, 94], which results in an IID analysis that does not
directly require the fixed marginal constraint.

12This is also a limitation of EAT-based proof techniques that follow largely similar steps to treat detector
imperfections. However, see Technical aside 6.3 for a way to address this limitation for EAT-based proofs.
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Chapter 6

Phase error rate estimation with
imperfect detectors

“Someone is looking at me! ...
I am suddenly affected in my
being.”

— Jean-Paul Sartre, Being and
Nothingness

The preceding chapter provided a detailed application of the postselection framework
to passive detection models. However, as noted in the concluding remarks of Chapter 5, a
technical step remains when extending this method to protocols with active basis-choice.
The application of the flag-state squasher, a key component of our analysis, relies on
establishing a lower bound on the minimum eigenvalue A, associated with the weight-
estimation event (see Technical aside 3.3). While this bound is generically computable [72]
for passive setups, its derivation for active setups is still an open problem.

Consequently, to analyse protocols with active basis-choice, we turn to a different class
of security proofs — phase error correction-based proofs [7] and those using entropic uncer-
tainty relations [9]. These frameworks do not rely on the flag-state squasher and therefore
sidestep the issue of subspace estimation faced by other approaches. In this approach, the
security analysis instead hinges on a central task: computing a rigorous upper bound on
the phase error rate. This task typically reduces to a sampling problem. First, we briefly
provide some intuition of what phase errors are, and why they are important in the context
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of QKD.

6.1 Phase errors and secrecy

Let us first consider a toy example for intuition. Let Alice and Bob share an nk-round
state pank gk, and Eve holds a purification [¢) 4n gnpe. We assume that Alice has a qubit
system, which she will measure in the Z-basis to get the key. Then it is useful to expand
the pure state as

|9) Anc prxc pric = Z VP(2)12) aric ® |12) prsc g

ze{0,1}"K
= Z V Z_j(f) @A"K ® ’¢f>B"KE"K? (61)
7e{0,1}"K

where |2) 4o and |Z) 4n,c are computational (Z-basis) and conjugate (X-basis) states on

Alice’s n-qubit system, respectively. The states |¢z) gnx prx a0d [¢z) gng gni are the corre-
sponding states on Bob and Eve’s joint systems, conditioned on Alice’s outcome.

The second line of the equation provides the perspective needed to define a phase
error. A phase error is a mismatch between Alice’s and Bob’s outcomes in a hypothetical
measurement of their respective systems in the X-basis. The significance of this quantity
is best understood by examining the ideal case where the phase error rate is zero.

In this ideal case, this implies that Bob, by measuring his system, can perfectly deter-
mine Alice’s X-basis string Z. This is possible if and only if the states on his subsystem,
{TrEnK [|1/15><2/J5\] }ﬁ, have pairwise orthogonal supports. Assuming this perfect correla-

tion, the joint state on Alice’s and Eve’s systems is given by the classical-quantum state:

pance = S PO jow © e (62)
Fe{01}K
where pEn = Trgnk [|1/)f)<1/}5|]

The final step in the protocol is Alice’s measurement of her system in the Z-basis to
generate her key. Any X-basis state, when measured in the Z-basis, yields a perfectly
uniform random outcome. Crucially, the resulting probability distribution over the key
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strings is identical for every term in the sum, independent of Z. Consequently, the final
state of the key and Eve’s system decouples into a product state:

1
PKAE"K = Z S )kl | © penx, (6.3)
ke{0,1}"K

where pprc = 3 a0 1ynx P(Z)p%ni. The key Ky is uniform and uncorrelated with Eve’s
system, and is therefore perfectly secret.

This toy example demonstrates the crucial connection: a vanishing phase error rate
implies perfect security. In a real protocol, the number of phase errors will be non-zero.
A full security proof must therefore quantify the impact of phase errors on the final secret
key length.

There are two primary frameworks to achieve this. One method [7] recasts the privacy
amplification step of the QKD protocol as a virtual quantum phase error correction pro-
tocol, whose failure probability determines the final secret key length. The other method
uses the leftover hashing lemma [%, Proposition 9], together with an entropic uncertainty
relation [9], to directly bound Eve’s information [¢] from the phase error rate. The key
length for both approaches has a similar form®:

I > nk (1 — h(€pn)) — Agc — finite size corrections, (6.4)

where ep;, is an upper bound on the phase error rate, nk represents the number of rounds
mapped to key generation, h(-) is the binary entropy function, and Agc is the key length
cost due to error correction and verification. Importantly, the phase error rate ey, corre-
sponds to an upper bound on the phase error rate in the rounds mapped to key genera-
tion.

Technical aside 6.1 (What is the phase error rate?). The definition of the phase error
rate, epn, is a choice that must be made as part of the security proof. The key rate
in Eq. (6.4) is derived assuming ey, is the phase error rate of the state on the (sifted)
key generation rounds. However, it is sometimes analytically convenient to define and
bound the phase error rate on a different state (e.g., the state prior to sifting). This
choice can simplify the estimation procedure, at the cost of an additional analytical
step to relate this bound back to the security of the actual key. For clarity, in this

"'While both proof techniques often yield similar results [95], there are some subtle differences [2, 96].
However, we focus on the phase error rate estimation here, which is a common component to both proof
techniques.
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chapter we fix the definition of the phase error rate to be defined on the key generation
rounds and focus our attention on the challenge of its estimation.

As this key length formula (Eq. (6.4)) shows, the phase error rate limits the amount
of secret key that can be distilled from the raw key. Consequently, the central task within
these security frameworks is to rigorously upper bound the phase error rate, estimated
from the observable statistics gathered during the protocol. Instead of detailing the specific
mechanics of these proof techniques, we will concentrate on this common component that
underpins them: the estimation of the phase error rate.

Notational aside 6.1 (Phase error rate stimation = phase error rate upper bound).
As stated above, the primary task is to upper bound the phase error rate. This is
sometimes also referred to as phase error estimation in the literature, even though a
lower bound is never obtained or used. We also interchangeably use the term phase
error rate estimation to mean the derivation of an upper bound on the phase error rate.

6.2 Phase error estimation with no basis-efficiency
mismatch

We first describe the crucial (to our analysis) steps of the active basis-choice BB84 protocol,
before detailing the phase error estimation. Here, we focus on phase error estimation with
imperfect detectors, and assume a perfect qubit source. The extension to decoy-state
protocols works as a modular extension [75, 97, 5] to the phase error estimation with
a qubit source. For concreteness, we also consider polarisation encoding. Alice’s state
preparation and Bob’s measurement steps are as follows:

1. Signal Preparation: Alice randomly prepares |[0) and [1) with probability p3/2
each, and |+) and |—) with probability p%/2 each. We refer to {|0),]1)} as the
Z-basis and {|+),|—)} as the X-basis.

2. Optical measurement: Bob randomly picks basis b € {X, Z} with probability p7.
The b-basis POVM is given by {F(b, ne)s Lb, 0y Do, 1) T, dc)} corresponding to the
no-click, 0, 1 and double-click outcomes, respectively. The optical setup makes use
of a polarisation rotator to make the basis choice followed by a polarisation beam
splitter, and two threshold detectors.
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3. Post-processed measurement: Bob randomly maps all double-click outcomes to
the 0 and 1 outcome within the same basis. Thus, we analyse the effective three-
outcome POVM.

All detected X-basis rounds (for both Alice and Bob) are used for testing, and all detected
Z-basis rounds are used for key generation. Thus, we interchangeably refer to a Z-basis
round as a key generation round, and an X-basis round as a test round.

The state preparation is equivalent to Alice preparing a Bell state \/Li (10) , ®10) 4 + 1) 4 ® 1) 4),
picking the Z / X-basis with probability p4/p%, and measuring with Z-basis POVM {|0%0] , [1)(1]}
or X-basis POVM {|4+)+|, |—=)X—|}, respectively. This can be verified either by explicit
computation, or by considering the canonical source-replacement scheme described in
Eq. (3.5) and then taking its Schmidt decomposition as described in [57, Eq. (2)]. Thus,
the protocol is described by Alice and Bob first picking their measurement basis and then
measuring with the POVM corresponding to their basis choice.

Given that Bob makes basis choice b, his measurement is equivalently described [75]
by a filter Fj, which determines whether the outcome is detected or not, followed by a
two-outcome measurement. The defining condition for no basis-efficiency mismatch is
where

L'z, ne) = I'x, no)- (6.5)

Physically, this corresponds to all detectors having the same loss and dark count rates.

Notational aside 6.2 (Basis-efficiency mismatch). The nomenclature basis-efficiency
mismatch is a slight misnomer as it makes no reference to the dark count rates. As this
term is now established in the literature, we refer to the condition described in Eq. (6.5)
as basis-efficiency mismatch.

Eq. (6.5) directly implies that the filter is independent of basis Fx = Fz. Thus, the
measurement is equivalently described as first applying the basis-independent filter and
then making the basis choice and performing the two-outcome measurement. In particular,
this equivalent description allows us to focus on the detected rounds. Conditioned on
detection and on Alice and Bob’s bases matching, the choice between X and Z basis is made
randomly (with probabilities p4p% /(pxpR +pap3) and p2pZ /(p&p5 +p3pE), respectively).
Crucially, this allows the detected X-basis rounds (used for testing) to estimate the phase
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errors in the detected Z-basis rounds (used for key generation). Such an estimate can be
obtained via concentration inequalities such as Serfling’s inequality [39], as described in
Section 2.3.3.

6.3 Phase error estimation with basis-efficiency mis-
match

The argument made at the end of the previous section crucially depended on the condition
(Eq. (6.5)) for no basis-efficiency mismatch being exactly satisfied. This ideal scenario
allowed us to treat the detected rounds in the test rounds as a fair random sample for
the detected rounds in the key generation rounds, justifying the direct use of Serfling’s
inequality on the detected rounds. When this condition is violated, the set of detected
rounds is no longer a fair sample, and the phase error estimation needs to be modified.

One approach is to directly adapt the statistical analysis to account for this biased
sampling, as shown in [5]. The core idea of this method is to construct a new sampling
problem that explicitly accounts for the basis-dependent detection efficiency.

6.3.1 Equivalent protocol

This method proceeds by constructing an equivalent protocol and breaking the sampling
into smaller steps, as depicted in Fig. 6.1:

1. Common loss: Before any of the protocol steps, it is assumed that the common
loss is absorbed into the channel so that the two detectors have efficiencies 1 and

ne [nmina 1]'

2. Basis-independent filter: Similar to the ideal case, with no basis-efficiency mis-
match, the measurement can be equivalently described as first implementing a basis-
independent filter F' which implements some of the discards.? An important dis-
tinction from the ideal case is that not all rounds remaining after this filter will be
detected.

3. Basis choice: Next, Alice and Bob make their basis choices and discard the rounds
where there is a basis mismatch.

2As shown in Eq. (D.5), this filter only acts non-trivially on the 0-photon subspace, so that the remaining
0-photon rounds will be detected.
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Figure 6.1: Flowchart depicting the phase error estimation strategy. The testing and
key generation rounds go through an additional second step filtering measurement that
depends on the basis used, which typically results in a few rounds being discarded, before
undergoing the final measurement. The basis used in these measurements in indicated in
each box, and indicates the basis used by both Alice and Bob. The dotted arrows and
boxes represent virtual measurements that do not actually happen in the real protocol.
Connections between the error rates in different boxes are highlighted using curved arrows.
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4. Testing*: For rounds where Alice and Bob both choose the X basis, the measure-
ment is completed via a 3-outcome POVM corresponding to no-clicks, errors and no
errors. The no-click outcomes in this step corresponds to the X basis-dependent loss.
This is an important intermediate step for the sampling process.

5. Testing: This consists of the observed test data. It corresponds to discarding the
no-click outcomes from Testing®. The fraction of errors in the test rounds defines
the observed error rate eqes = —=Sbz

Ntest

6. Key* (Z — X): For the key generation rounds (Z basis), we define a virtual
measurement in the conjugate X basis to define the phase errors. This step also
includes no click outcomes corresponding to the basis-dependent loss in the Z basis.
This is an important intermediate step for the sampling process.

7. Phase error: The no-click outcomes from Key* (Z — X) are discarded. The
phase error rate is defined on the detected key generation rounds nk, as described in
Section 6.1. Thus, the fraction of errors in this step corresponds exactly to the phase

_ Mgen#

erTor rate €gen, = =22 which we must estimate.
g ng

8. Key* (X — X): To connect the observable test data to the unobservable phase
errors, a final virtual step is constructed. It is identical to Key* (Z — X) except the
basis-dependent filtering is performed as if it were an X basis round. This step acts
as a crucial bridge, creating a common reference point that can be related to both
Testing™ (via Serfling’s inequality) and the actual phase error rounds (via a closeness
argument), as we see below.

6.3.2 Sampling strategy

To understand the sampling process, we consider the asymptotic scenario, which provides
the requisite intuition. We begin with the observed error rate e in the test rounds, and
relate it to the phase error rate egen.

1. “Free discards”: The number of errors ne,+ in Testing is the same as the number
of errors in Testing®. Because the observed test rounds nie; are only those that were
not discarded as ‘no clicks’, nyes is smaller than the total number of Testing™ rounds
Ny Lhus the observed test error rate eieq is an upper bound on the error rate ef
in Testing™®,

Ntest,# > Ntest,# %
— “test-

Ctest — = .
Ntest Niest
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2. Serfling: As the POVM used in Testing® is identical to the POVM used in Key*
(X — X)), these two steps represent fair samples of each other. Thus, Serfling’s
inequality can directly be used to relate the error rates in these steps,?

X%
gen "

e;kest =¢
3. Error POVM elements close: The error POVM element for Key* (X — X)) and
Key* (Z — X) are slightly different due to the different basis-dependent filtering.
The oo-norm 9, /2 of the difference of these POVM elements bounds how different
the error rate ejyr in Key* (X — X) is from the error rate e}, in Key* (Z — X).
As shown in [, Lemma 3]:*
ege’:l‘ + 6 > ezen.
4. 0o close to no discards: The final phase error rate ege, is defined on a smaller
number of rounds nk than the error rate ey, (due to discarding no-click outcomes
from Key* (Z — X)). Since the number of phase errors nge, » is the same in both
steps, an upper bound on the phase error rate ege, follows from a lower bound on the
number of rounds nk* in the Key* (X — X) step. This can be obtained based on

the co-norm ds of the no-click POVM element [5, Lemma 4]:°

Combining the error rate bounds,

R

(6.6)

3The full finite-size analysis would include the relevant finite-size penalty incurred when using Serfling’s
inequality (see Section 2.3.3).

4The full proof in [5] also includes the finite-size correction term for this inequality.

5Once again, the full proof in [5] also includes the finite-size correction term for this inequality.

95



In Appendix D.1, we explicitly derive bounds on the two deviation metrics 6; and 9o,
for the detector model with loss and dark counts described in Sections 2.2.5 and 2.2.6:

01 =41 — /Nmin) 6.7)

52 =1- TImin -

Technical aside 6.2 (Dark count rates unimportant). Interestingly, the deviation
metrics in Eq. (6.7) do not depend on the dark count rates. This is in contrast to the
deviation metrics computed in Ref. [5], where the minimum dark count rate needed to
be non-zero to obtain non-unital deviations. This improvement stems from a physically
motivated assumption not made in Ref. [5]: the detector dark count rates do not depend
on the basis chosen. This allows us to choose a basis-independent filter that accounts
for the dark count rates in the 0-photon subspace which is where the effect of dark
counts was most prominent in Ref. [7].

The computation of §; presents a particular analytical challenge. It requires bounding the
oo-norm of the difference between two POVM elements that are diagonal in different bases
— one corresponding to the Z basis filtering and the other to the X basis filtering. Because
these operators do not commute, a tight analytical® bound on the norm of their difference
is difficult to obtain. Consequently, simplifications such as the triangle inequality are used
to derive a tractable, albeit looser, bound, as detailed in Appendix D.1.

Another potential looseness is that the two costs §; and 09 are incurred independently.
A more direct sampling statement from Key* (X — X) to Phase Error might yield a
tighter bound.

To provide an alternative approach that addresses some of this looseness, we now de-
scribe the use of noise channels.

6.4 Phase error estimation with noise channels

We now detail the application of noise channels for phase error estimation. We first con-
struct an equivalent protocol, depicted in Fig. 6.2, which allows us to mathematically
isolate the basis-efficiency mismatch.

6These are infinite-dimensional operators which makes numeric computation difficult.
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Figure 6.2: Flowchart depicting the equivalent protocol using the noise channel. Each
round is first processed by a noise channel, which flags it with probability ¢-. The remain-
ing non-flag rounds (in the ‘preserved subspace’) are then acted on by a basis-independent
filter so that their error rates in the test and key generation rounds can be related via
Serfling’s inequality. The error rates in the flag space cannot be related to each other, and
must be accounted for (as in Lemma 6.1).
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The core of the strategy is to then apply the block-diagonal noise channel from Theo-
rem 4.2. The action of this channel can be understood as a two-step process on each round
(see Section 6.4.1 for more details):

1. It performs a QND measurement to determine whether the round has photons or
not.

2. When the round has non-zero photons, the noise channel maps the round to an
orthogonal flag space with probability ¢-o. This probability depends on the dark
count rates and detector efficiency mismatch.

The noise channel acts trivially on the remaining rounds.

Remark 6.1 (Noise channel action on 0-photon subspace). Here, the noise channel con-
struction acts trivially on the 0-photon subspace. This is because we assume that the dark
counts are independent of the chosen basis, and so this subspace cannot induce any basis-
efficiency mismatch.

The crucial property of this transformation is that the POVM acting on the non-flag
‘preserved subspace’ exhibits no basis-efficiency mismatch. This restores the fair sampling
condition that was broken by the imperfect detectors. Consequently, the analysis of these
preserved rounds can proceed as in the ideal case described in Section 6.2: Serfling’s in-
equality can be applied to rigorously relate the phase errors in the preserved key generation
rounds to the observed errors in the preserved test rounds.

Technical aside 6.3 (EAT-based proofs for active basis-choice BB84). This noise
channel construction also allows us to compute key rates for active basis-choice BB84
protocols using EAT-based proof techniques. For such proofs, the main limiting step”
is often an infinite-dimensional numerical optimisation.

For a detection setup with no loss or dark counts, this problem is solved by applying
the simple squasher [68, Theorem 10] together with Corollary 3.2 to reduce the POVM
to a simple qubit system, making the optimisation numerically tractable.

Our noise channel makes the simple squasher applicable even with imperfect detec-
tors. After applying the noise channel, the resulting POVM fideal = 1:0; dg @ f>0 in
the preserved subspace almost has no loss or dark counts. Crucially, the proof of [68,
Theorem 10] constructs a squashing map that acts as identity on the 0-photon (and
I-photon) subspace. The squashing operation only affects the higher photon-number
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subspaces. As these subspaces have no dark counts or loss, the construction in [0,
Theorem 10] remains a valid squashing map. We can therefore still use the simple
squasher to reduce the POVM to a qubit system (with flags), rendering the numerical
optimisation tractable.

In contrast to the preserved rounds, no sampling statement is applied to the rounds
mapped to the flag space. Instead, these are treated pessimistically to establish a worst-
case bound: all flag rounds are assumed to be detected, and every flag key generation
round is assumed to be an error, while every flag test round is assumed to be error-free.
This approach, formalised in the proof of Lemma 6.1, allows us to derive an upper bound
on the total phase error rate egep.

The resulting bound on the phase error rate after the use of Lemma 6.1 will be a
function of two types of random variables:

e Directly observable data, such as the observed error rate e .

e The number of rounds mapped to the flag space in the test and key generation rounds
(NF. 1ot a0d N o, Tespectively) which are not directly observed.

Thus, in Section 6.4.1, we will complete the analysis by deriving a rigorous upper bound on
these flag rounds in terms of observable data. As the following discussion gets somewhat
notation-heavy, we list all the random variables to be used in Table 6.1.

Technical aside 6.4 (Well-defined random variables). Note that all of these random
variables can exist at the same time as the measurements that give rise to them all
commute; either due to the block-diagonal structure of the POVM elements (for e.g. -
Ntest AN M. est ), OF because the POVM elements act on different rounds (for e.g. - nx
and Nyest)-

Lemma 6.1 (Intermediate phase-error rate bound). Let the number of flags be less than
the total number of detected rounds: np. i < Ntest aNd N yen < nx. Let the finite-size

correction term due to Serfling’s inequality as defined in Eq. (2.15) be

1 . Ctest )
1- ftest

"Technically, the use of EAT statements requires all spaces to be finite-dimensional. However, unlike
the postselection technique, they pay no dimension-dependent cost. So, the results of Section 3.4.4 can be
used to formally apply the EAT statement.

—_— * * *
Vserf = TVserf (Eserfy Ttest — M. tests Thdet — nF;test - nF; gen) <
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Symbol

Description

nK Number of key generation rounds

Thtest Number of test rounds

Ngen,# Number of key generation rounds with errors
Mtest, Number of test rounds with errors

Ndet = NK + Mtest

Number of detected rounds

ng Total number of flag rounds

N5 gen Number of key generation flag rounds (including no-clicks)
M. test Number of testing flag rounds (including no-clicks)

N F; gen Number of key generation (detected) flag rounds

TF: test Number of testing (detected) flag rounds

NB;gen = NK — NF; gen Number of non-flag generation rounds

N B:test “— Ttest — TVF; test

Number of non-flag test rounds

N B:det = NB;gen + N B; test

Number of detected non-flag rounds

Number of flag generation rounds with errors

NF; test,#

Number of flag test rounds with errors

N B;gen,# = Ngen,# — TVF;gen,#

Number of non-flag generation rounds with errors

N B;test,# = Mtest,# — TVF; test,#

Number of non-flag test rounds with errors

Coop = —EZ Fraction of key generation rounds with errors
g K
Crest ‘= ";;;tf Fraction of test rounds with errors
es
frest = % Fraction of flags in the test rounds
€8s
foen = g Fraction of flags in the key generation rounds
g K
. .
N 0. test Number of test rounds with > 0 photons
. : .
N0 gen Number of key generation rounds with > 0 photons

Table 6.1: Notation for random variables used in the phase error estimation.
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Then, for the active basis-choice BB8j protocol, the phase error rate egen can be upper
bounded by

6 €S
e < ( et ﬂserf) (1= fun) + Faom (6.8)

Eserf ]' - ftest

Where Niest, Ctest, aNd Ngey are random variables defined in Table 6.1 whose values are
observed in the protocol. Here, fiest and fgen are random variables corresponding to the
fraction of flag-states in the test and key generation rounds after the application of the
noise channel, respectively.

Proof. All random variables used in this proof are defined in Table 6.1. The rounds not in
the flag space are measured by a POVM with no basis-efficiency mismatch. Thus, Serfling’s
inequality can be used on these rounds to obtain

N B; gen,# < N B; test,#
N B; gen Es:mf N B; test

+ ’yserf(eserh N B; test) 'B; det)~ (69)

We first upper bound ﬁ)/serf<Eserf7 N B; test nB;det) as

Vserf (5serf7 N B; test nB;det) = Vserf <€serf7 Ntest — TVF; tests Tldet — NV F, gen ne, test)
R * *
S Vserf (gserfa Ntest — nF;test’ Ndet — NF;gen — nF;test)

[ * * * .
< ’)/serf(gserfu Ttest — M. test) Tldet — Top, gen np. test) = Vserf, (61())

where the first inequality follows from the observation made in Section 2.3.3 that Fgerf (€, k—
x,n — x) is a monotonically increasing function of x € [0, k), and the second inequality
follows from the fact that Fserf(e, k, n) is a monotonically decreasing function of n.

The upper bound on the phase error rate eg, follows by a long chain of (in)equalities
using Egs. (6.9) and (6.10) and the conditions of the lemma statement:
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Mgen,#

en —
g nK
_ NBjgen# 1 NF;gen#
nK
B; test,#
ng. Esu—
< Bigen < T B; test + 75erf> + NF; gen,#
Eserf nK nk
o N B; test,# _—
(TLK nF-gcn) ( B test 780rf> nF;gen,;é

= +
nk

N B; test 75

TF; gen #

nk
NF; gen )
B )

+ ’Yserf) (1 -
nk
+ Vserf) (1 -

IUF; gen,#
N F; gen
K

nB test

Ntest, 2 — NVF; test,#

nF test

_|_

Ntest —

nk

NF; gen
nK

IUF; gen,#

IN

nk

F'; gen

+ /Yserf) (1 -
+
nK
n}; gen + "
nk

—0 + Vserf) (1 -
nk

etest 4 ’Yserf> <]_ _
1 test

+ r)/serf) (1 - fgen) + fgen

ng
Ntest ;é
< Ttest — nF test
"VF; gen,#
NF; gen
+
nK

1 f test

[Definition (see Table 6.1)]

[Since Ngen,+ = NB;gen,# + N gen £

[From Egs. (6.9) and (6.10)]

[Since np; gen = MK — NF; gen)

[Simplifying]

. N B;test = Ttest — TVF; test
Since

NB; test,# = Mtest,2 — TV F; test,#

< ng
> 0

NF; gen

Since NF; test,#

*
TVF; test < nF; test

Definition (see Table 6.1): fiest ==

*
" F; gen,# S N F; gen S nF;gen

Since Ctest
T T Vet <1
L I f test ~

Definition (see Table 6.1): fyen =

The inequalities in the proof can be intuitively understood as follows:

* .
N F; gen,# S N F; gen S nF;gen'

scenario is when all key generation flags are detected and result in phase errors.

increases the phase error rate without being reflected in any observable data.
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Since we assume nothing about the flags, the worst-case
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NEtest = Oy NP test < N et Olmilarly, for the flags in the test rounds, the worse-case
scenario is when all these flags are detected, but none are mapped to errors. Thus, all
errors are assumed to arise from the preserved subspace. O

Remark 6.2 (Monotonicity of upper bound). As already used in the proof of Lemma 6.1,
the upper bound on the phase error rate eqen 5 a monotonically increasing function of the
number of flags in the test np. . and generation rounds np. .. Thus, an upper bound on
these quantities suffices to upper bound the phase error rate.

6.4.1 Application of noise channel

We construct the noise channel for our analysis by applying the procedure from the proof
of Theorem 4.2. Given the real POVM T4, n= =T, ap @ F>0 (dg,m) With dark count rates

dg and efficiencies 1, we define the ideal POVM (without flags) to be Fldeal = Fo; dg ®F>0.
Here, the ideal POVM is defined as a hybrid:

e [ts O-photon component fo; (dg,n) is identical to the O-photon component of the real
POVM.

e [ts non-zero photon component f>0 is defined as the non-zero photon component of
the POVM for a detector with no dark counts or loss.

Note that although the 0-photon component contains dark counts®, this subspace does not
induce basis-efficiency mismatch. Thus, the ideal POVM is one with no basis-efficiency
mismatch (i.e., satisfying Eq. (6.5)), as depicted in Fig. 6.2.

For each subspace m, the deviation from ideality ¢, is such that it satisfies the condition:

fm' Z 1 - Ym fm idea
3 s 2 0= me{0, >0} (6.11)
< 3R such that | ; (d,m) — (1 - Qm)rm, ideal 1 QmRma

where ﬁm is the m-photon subspace of the POVM R. In each subspace m, the noise
channel does the following (see Fig. 4.1):

e With probability 1 — ¢,,, act trivially.

8The 0-photon component of the real POVM does not depend on loss, as can be seen from the detector
model described in Section 2.2.6.
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e With probability ¢,,, measure the state with POVM R,, and output the measurement
result as a classical flag.

From our definition of the ideal POVM, which includes the real O-photon component,
it immediately follows that no deviation exists in this subspace, and therefore ¢y = 0. In
Appendix D.2.1, we show by explicit computation that the deviation

dmax
d>0 = 1- Tlmin <1 - 9 ) , (612)

satisfies Eq. (6.11). Here, dpax is the maximum possible dark count rate, and 7, is the
minimum allowed value of the detector efficiency across both detectors (after pulling out
common loss).

As a preliminary step to bounding the number of flags, we introduce an equivalent
virtual protocol, depicted in Fig. 6.3. In this protocol, Bob’s basis selection is made before
the action of the noise channel. This is possible as the ideal and real POVM (and hence
the POVM ]%, are described by Bob actively choosing basis b with probability p?, followed
by a basis-dependent POVM.

Importantly, this reordering ensures that we do not include flag rounds when Alice and
Bob’s bases do not match, and that the number of flags in the key generation and test
rounds are estimated separately.” Now, each round with non-zero photons is identically
and independently mapped to flags with probability ¢-o. Thus, an upper bound on the
number of flags can be obtaining by using Hoeffding’s inequality'® (see Section 2.3.2) as

Np.p ; G50 N30, T N20; Thoett (Enps M2gp) b € {gen, test}, (6.13)
h;b

>0;b

* — 1 L
where 'Yhoeﬁ(gh;ln n>0;b) - \/Qn* In <a>

As the upper bound in Eq. (6.13) is a monotonically increasing function of the number
of non-zero photon rounds nZ ,, the remaining task is to upper-bound this quantity. Thus,

we obtain an upper bound on n%,, in terms of the detected rounds ny, by using [21, Lemma
5].

9 Alternately, the total number of flag rounds can be estimated in terms of the total number of protocol
rounds. Then using the fact that the POVM R has the property that it chooses bases in an IID manner,
we can estimate the number of flags in the key generation and test rounds.

10Tt would also be valid to use the binomial distribution as this mapping is IID. We use Hoeffding’s
inequality to simplify the analysis.
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Lemma 6.1

Figure 6.3: The noise channel from Fig. 6.2 can be moved to after the basis choice to
construct another equivalent protocol useful for bounding the number of flags in the key
generation and test rounds.
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This lemma states that for any Amin,p such that I'ge, 5 > Amin;blIs0, Where T'ger =
I — Dho-click, » is the POVM element corresponding to a detection event in basis b:

nZop < - + 1Y>0(€>0;6, by Amin;b) b € {gen, test}, (6.14)
€>0;b “‘min;
where
In(1/es0,5) (In(1/€50.6) + 2Amin;b 1) +In (1 /€50
Y50(E50;5: My Amingb) = Vin(1/es00) (n 1/ >:Lb;2 ) FIn{/es00) g5
min; b

We show in Appendix D.2.2 that Apin;b = 7min is a valid choice, resulting in

)

<

€>0;6 TJmin

nZo. + NY>0:b b € {gen, test}, (6.16)

where 7>0;6 = 7>0(€>0;6: T, Nmin)-
Finally, we combine Egs. (6.12), (6.13) and (6.16) to obtain

* dmax ny
Np.p < L= Nin | 1 — 5 + NpY>0;b
Eh;btTE>0;b nmin
ny ny
+ -~ + NY>0;b | Vhoeff | Ehsbs o + 1 Yso00 | |

where b € {gen, test}.

Notational aside 6.3. For ease of notation, we define e, = epgen + Enstest, €50 =
€50, genTE>0; test, aNd e = en+e59. We further define 1-np = niin (1 — Mmin (1 — dm—;x)),
and

1 Ny
VF;b = nmin(]- - 77F)7>0;b + o + Y>0:6 | Vhoeff | Ensh, . + Ny Y>0;b .

In this notation, 1 — ng can be interpreted as the flagging probability for a detected
round, which is independent of basis.

Using the simplified notation, we restate the bound on the number (and fraction) of flags
npy < (L=np)m 4+ e yr
€n;b+€>0;b

s fh < 1-—np+7r0.

8h;b+a>0; b

(6.17)

106



Finally, we can combine Eq. (6.17) with Lemma 6.1 and Remark 6.2 to obtain the final
phase error rate bound.

Theorem 6.1 (Phase error rate bound for active BB84). Let 1 — np + vpp < 1 for
b € {gen, test}, where np and yp., are as defined in Notational aside 6.3. Let the finite-
size correction term due to Serfling’s inequality as defined in Fq. (2.15) be no greater than
1:

Yserf = Vserf (5serf; Ttest (nF — VF; test)a Ndet"F — NtestVF;test — NMKVF; gen) < L.

Then for the active basis-choice BB84 protocol, the phase error rate ege, can be upper
bounded by

Ctes
egen S (A + 'Yserf) (77F - fYF;gen) + 1— nr + 7F;gen~ (618>
esertTer \TIF — 7VF;test

Here, Ysert; VF;gens VFitest OT€ finite-size penalties, 1 — np quantifies the deviation from
ideality as defined in Notational aside 6.3, and ey 1S the observed error rate in the test
rounds.

Remark 6.3 (Compatibility with source imperfections). The analysis leading to Theo-
rem 0.1 is notable for being confined almost entirely to Bob’s detection apparatus. This
property makes the framework highly modular, allowing for a direct combination with anal-
yses of imperfect sources [05, 99, 15, 10, , 10] that otherwise presume perfect detection
setups. The only required adaptation is the substitution of Serfling’s inequality with the
appropriate sampling bound for the non-ideal source. This is in contrast to the analysis in
Section 6.3, which requires a more complex, non-trivial proof [101] of compatibility.

We state the following corollary as a special case of Theorem 6.1 that is easier to
intuitively grasp.

d ln(eh;gen) _

nK

Corollary 6.1. If you choose €05, €np Such that ln(sz(;ge“) = 1“(20%:8“)

, an

In €h;test . . . . .
—(nt :b ), then the finite-size corrections are independent of basis, Yr.gen = VFitest = VF»
es ’ k)

and hence the phase error rate can be upper bounded as

€gen < Grest 11— NE + VF =+ NEYsert — VFVsert- (619)
Eserf TEF
Remark 6.4 (Compatibility with decoy-state analysis). Decoy-state analyses [59, 00, 61]

obtain high probability lower bounds on the number of detected key gemeration and test
rounds, and high probability upper bounds on the number of errors in the test rounds that
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arise from single-photons sent by Alice. These bounds can be used with Theorem 6.1 since
the upper bound in Eq. (6.18) is a monotonically decreasing function of the number of
key generation and test rounds, and a monotonically increasing function of the number of
errors in the test rounds.

When using Corollary 6.1, we would need to compute expressions for v~¢ and Ypeeg in
terms of e-g and ¢,. While an exact analytical expression is hard to find in general, we

. . 1 . 1 . In(ep;g In( en;test
derive a simple upper bound. Let MExveen) _ IExoies) 05 (igen) _ In(omeest) _
nK Ntest nK Ntest
A/ c(c+2nmin)+c .
—d. Then, v-¢ = VeletZmm)te g Vhooff = 1/ 5—2tmin__  We now upper bound ¢ and d
2(1-+NminY>0)

. 7712nin .
in terms of €. and ey, respectively.

€>0 = E E>0;b
b

— § e—C’I’Lb
b

S 2efcnmin

)

min

where 1y, = min{ng, N ;. The last inequality implies that ¢ > nl In (%) Similarly,

d>-L1"In (%) This allows us to compute the finite-size correction terms on the error

Mmin

rate upper bound from Corollary 6.1.

6.4.2 Comparison with sampling bound

We now compare the phase error rate bound derived from the noise channel method (The-
orem 6.1) with the one derived from the sampling strategy of Eq. (6.6). To build intuition,
we first analyse the bounds in the asymptotic limit of an infinite number of rounds, where
finite-size effects vanish.

In the asymptotic limit, the upper bound in Eq. (6.18) can be simplified to

1 1 1 dmax
Tmin TImin 9

1— min dmax
= Etest T ! + .

min 2

€gen < Cpest + 1 — NE = €test T+
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Historical aside 6.1 (Trojan Pony). This is the same asymptotic behaviour as that of
the ‘Trojan Pony’ attack [02, Eq. (55)] (with an extra term for dark counts). Indeed, our
work here is a full, finite-size version of [62, Theorem 7].

The sampling strategy upper bound given in Egs. (6.6) and (6.7) is

< Ctest + 4<1 Y nmin) — . (620)

€gen >

Tmin Tlmin

For all nyin € [0,1], 4(1 — \/Mmin) = 1 — Nmin. Thus, in the practical regime where the
maximum dark count rate dpax is small, a direct comparison shows that ensise < €samp-

Thus, asymptotically the noise channel upper bound outperforms the sampling upper
bound. We believe that this is in part due to the fact that computing the deviation
metric is significantly easier for the noise channel bound, thus allowing for a more optimal
computation. However, we believe that even with a more optimal computation, the noise
channel approach would outperform the sampling bound, though this is merely an intuitive
claim. It is somewhat difficult to directly compare the two approaches as the deviation
metrics are different.

We now make a more rigorous, finite-size comparison.

6.4.3 Finite-size plots

In the finite-size regime, we compare the two approaches by plotting the finite-size key
rates for the decoy-state BB84 protocol as a function of channel loss. We refer the reader
to [5] for the full description of the decoy-state analysis and the variable security proof
using the EUR and leftover hashing lemma [, Proposition 9]. We modify the analysis only
by changing the upper bound on the phase error rate. We use the same parameter choices
as in [0, Section VI. E.], summarised below.

The overall security parameter is set to be (2v/12+2) x 10712, and all finite-size failure
probabilities (including those used for the decoy analysis) are set to be the same value,
1072 for the analysis in Section 6.3. This corresponds to setting egers +cp = 3 X 10724 in
Theorem 6.1. We make use of the simplified Corollary 6.1, and set g4t = €1, = €59 = 10724
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We set the detector parameters to be!!

ni € 11— A,), 71+ A,)]
d; € 0,d(1 4+ Agc)], (6.21)

where 77 = 0.7 and d = 107%, and vary Ay, Age.

We set the basis choice probabilities to be p3 = pZ = 0.5 and p4 = p§¥ = 0.5,
and pzr = 0.05 (probability of Z-basis rounds used for testing for the purpose of error
correction). We set the misalignment angle 6 to be 2°. We set the number of bits used for
error correction to be Agc(nx, ik, N, fk, e‘)’}fsﬂk, eP®) = frcng h(e}®), where fpo = 1.16 is
the error-correction efficiency. The decoy intensities are chosen to be p; = 0.9, puy = 0.1,
and pus = 0. Each intensity is chosen with equal probability.

In Fig. 6.4, we plot the finite size key rate against loss for various values of detector
characterizations A,, Ag. for Ny = 10'? number of total signals. The sampling strategy
gives 0 key rates for A, = Agqc = 0.12 and larger. When A, = A4c = 0, the upper bounds
of both methods differ only in the dark count rate, and the finite-size effects. These effects
are small in magnitude for the parameter choices made.

In Fig. 6.5, we plot the finite size key rate against loss for various values of total signals
sent. We set A, = Age. = 0.05. We find that we get close to asymptotic key rates already
at Nt = 102 signals sent.

6.5 Concluding Remarks

In this chapter, we sketched a security proof for the active basis-choice BB84 protocol,
in the presence of detector imperfections. As noted in the preceding chapter, a security
proof for active basis-choice protocols using the postselection technique!? face a technical
obstacle in the application of the flag-state squasher. Consequently, our analysis focused
on estimating the phase error rate in the presence of basis-efficiency mismatch. This is the
crucial step in proofs using the EUR as well as phase error correction-based proofs.

To this end, we presented and compared two distinct approaches: a direct approach
based on a multi-step sampling strategy, and a sampling framework based on noise channels.

HSimilar to the ranges in Eq. (5.43), the detector efficiencies and dark count rates must additionally lie
in the range [0, 1]. However, for the values of 7, d, A,, and Ay considered here, these ranges automatically
lie in the range [0, 1] imposed by physical constraints.

12This also affects the application of the flag-state squasher for EAT-based proofs.
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Figure 6.4: Finite-size key rates in the presence of basis-efficiency mismatch, for the decoy-
state BB84 protocol, against loss. We plot key rates for Ny, = 10'2 number of total signals
sent, for various values of A,, Aq.. Colours encode the extent of characterisation 4A,, Aqe,
while line styles distinguish the method (dashed: noise channel approach; solid: sampling
strategy). We find that the noise channel method to treat basis-efficiency mismatch results
in better key rates.

Both of these approaches represent a significant advance over all prior work [18, 19, 20, 3,
22], which was limited to asymptotic analyses, relied on restricting Eve’s attacks to I1ID
attacks, or required physical modifications to the protocol. Among both approaches, we
found that the noise channel method outperforms the direct sampling strategy, yielding
tighter bounds on the phase error rate and consequently higher secure key rates.

We believe that the analysis can made tighter by combining both approaches. The
noise channel method isolates imperfections by probabilistically flagging ‘imperfect’” rounds,
allowing the vast majority of data to be analysed under ideal sampling conditions. The
current analysis treats makes no sampling claims in the flag space, instead treating flagged
rounds with a pessimistic, worst-case penalty. However, tools from our sampling strategy
may be used to derive a sampling bound in this flagged subspace.

Another refinement could be achieved by redefining the phase error rate. In the EUR
framework, this corresponds to applying the uncertainty relation not to the total key
generation rounds, but specifically to the state conditioned on being in the 'preserved’
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Figure 6.5: Finite-size key rates in the presence of basis-efficiency mismatch, for the decoy-
state BB84 protocol against loss. We plot key rates for various values of total number
of signals sent (Nio), for A, = Ag. = 0.05. Colours encode the total number of signals,
while line styles distinguish the method (dashed: noise channel approach; solid: sampling
strategy).

subspace. A rigorous treatment of this idea would involve using properties of the smooth-
min entropy, combined with sampling argument similar to the ones we presented. We leave
these extensions for future work.

While the sampling strategy can also be combined with analyses of source imperfections
[98, 99, 15, 16, 100, 16], a dedicated proof of compatibility is required [101]. In contrast,
the noise channel framework offers a distinct advantage in its modularity, which makes its
compatibility with analyses of source imperfections immediate (see Remark 6.3).

Given that the sampling strategy’s core ideas have recently been extended to pas-
sive detection setups [21], a compelling direction for future work is to apply our superior
noise channel framework to that context, where we expect similar improvements in key
rates. Furthermore, the utility of the noise channel construction extends beyond phase
error estimation: as noted in Technical aside 6.3, it also provides a method to overcome
the infinite-dimensional optimisation problem that arises in EAT-based proofs for active
detection setups.
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Chapter 7

Security against correlated
imperfections

“No one is finally dead until the
ripples they cause in the world
die away.”

— Terry Pratchett, Reaper Man

In the preceding chapters, we constructed a framework to treat detector imperfections
and demonstrated its applicability across various proof techniques. A crucial, underlying
assumption in that analysis, however, was that imperfections in each round are indepen-
dent. In practice, this assumption is violated by realistic detectors [32, |, which exhibit
memory effects such as afterpulsing and dead times (see Sections 2.2.5 and 2.2.6). A
complete security analysis must therefore address these cross-round correlations. In this
chapter, we describe a general technique to address this problem.

Our analysis is structured as a two-stage reduction. First, in Section 7.1, we adapt the
methodology of [33, Section 3.3] to formally reduce the problem of infinite-range correla-
tions to one of a finite, effective correlation length. This reduction comes at a quantifiable
cost to the security parameter. Second, the subsequent sections reduce the security analysis
of the finite correlation length model to that of an IID detection setup. This second re-
duction crucially relied on a protocol modification that discards rounds following detection
events, as described in Section 7.2.
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7.1 Reduction to finite correlation length

Empirically-motivated physical models for dead times [34] and afterpulsing [103, 104] de-
scribe memory as a process of exponential decay. While this decay is rapid, it formally
introduces correlations between all rounds in the protocol, no matter how far apart. As
will become clear in the following sections, these long-range correlations introduce signifi-
cant complexity into the security analysis. To manage this complexity, we first extend the
results of [33, Section 3.3] to the incorporate correlated detectors. This extension allows us
to effectively truncate the memory to a finite correlation length, at the cost of a calculable
penalty to the secrecy parameter.

First, we rewrite the secrecy definition from Remark 3.1 into a form that makes the
detector memory explicit. To achieve this, we model Alice and Bob’s n-round measurement
process as a sequence of measurement channels, M,, o --- o M; where each channel acts
on the current round and incorporates the memory from the preceding rounds. More
formally, the jth measurement channel M; € C (A;B; R, C;R7) acts on Alice and Bob’s
jth round registers A;B;, and the memory R/~! from previous rounds'. It outputs the
classical measurement outcome into register C; and adds its memory into register R;.

Notational aside 7.1 (Measurement channels with finite correlation length). If all
measurements possess a finite correlation length /., then the measurement channels act
trivially on the registers R/~%~1. We denote such measurement channels by /\/lé-c. Thus,
the independent case studied so far consists of measurement channels ./\/l?.

Let panpgnpn be the state shared by Alice, Bob and Eve after Eve’s attack. The g~
secrecy condition can then be described by

Supb [(KP = KP) o My 0+ 0 My [panpnn]||; < €sees (T.1)
panpngn €S A" B EM)
Trpngnlpanpnpn]=Tr m [(PAA/)®"]
where ICP is the channel corresponding to all the classical steps of the protocol, and CPdea!
is the channel which first performs ICP and then replaces the key register with the ideal

key.

!The first map M/ does not have any input memory. Thus, technically M; € C (A; By, C1Ry1). In what
follows, we ignore such edge cases as they do not affect any of the results, but add notational clutter.
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Now, from the physical model, it needs to be argued that

| M; — M

o < gMé.C' (7.2)

For instance, such a statement follows from the POVM elements corresponding to correla-
tion length [. being close (in oco-norm) to those without any finite correlation length [33,
Eq. (3.20)]. Obtaining such a bound would involve a detailed study of the physical models
underlying these memory effects. For this work, we consider this bound to be given, and
leave the more detailed analysis for future work.

This assumption allows us to show that the e4.-secrecy of a protocol, assuming fi-
nite correlation length, implies g + 2?21 € \yie-secrecy for the real protocol as a direct
J
consequence of the following lemma.

Lemma 7.1 (Reduction to finite correlations). Let p € S,(A"B"E™), and M;, Mé-c €

C(A;B;R = C;R?) be such that HM] — Mé o S e for all j € {1,...,n}. Then, for
any p € So(A"B"E"™),

[(6P — KP*) 0 My o0 M [l], < [[(KP — KPH) 0 M 00 ME [l 3 20

7=1
(7.3)
Proof. We first show that for the n = 1 case, we have
(0P = kP 0 My il < /(6P — KPH) o At o], + 2
as follows:
=[| (KP = KP) o My | ]||1
=[| (KKP — kP 0 ° (M - My + M) ],
<[[(KP — KP) o My [p Hl +[[(KP = KP) o (My = M) [, (T4)
<[ (KP — KPP o M’C [Pl + Nl (Mo = M) Dol
<[ (KP — KPPy o M [pl|, + & gt

where Eq. (7.4) follows from the triangle inequality of the 1-norm, Eq. (7.5)) follows from
the fact that the l-norm is non-increasing under the action of channels, and Eq. (7.6)
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follows from the assumption in the lemma statement, and the definition of the {-norm.
The general case

(6P — KP4 0 M, -0 My [, < [[(CP P 0 M5 -0 ME o]+ 20
j=1

follows by iterating the same argument n times, yielding the claimed result. O

A naive application of this result would be to fix [, = 0, thereby reducing the entire
analysis to the memoryless case studied previously. However, as noted in [33], the penalty
to the security parameter grows linearly with the number of protocol rounds n. Crucially,
each €, is a constant? determined by the physical device properties, and the chosen

correlation length [.. Consequently, for a fixed [., the total correlation penalty would
eventually overwhelm the secrecy parameter for any sufficiently large n. A robust security
proof must therefore treat the correlation length . as a tunable parameter, chosen as a
function of the number of protocol rounds n to ensure the total secrecy penalty remains
small. Thus, the central objective of the remainder of this chapter is to prove secrecy
assuming a finite, non-zero correlation length I...

Technical aside 7.1 (Unbounded source correlations). A very similar argument can be
made for source correlations as well. Such an argument would need to use the triangle
inequality on the state p5.%. prepared by Alice in Definition 3.3. This is formally

presented in Ref. [105].

7.2 Protocol modification

Our analysis addresses a specific, physically-motivated class of detector correlations: those
that are heralded by detection events. The measurement POVM for any round j is altered
from its default state only if a detection event has occurred within the preceding memory
window of [, rounds. In the absence of such a detection, the POVM for round j remains
unaffected. This model assumption is an approximation for the underlying physics for dead
times and afterpulsing, which are triggered by detection events.

2In practice, this value can be tuned by changing the protocol repetition rate. Lower repetition rates
would result in a lesser amount of correlations.
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Notational aside 7.2. We denote the correlated POVM that measures the jth round
by ij_'—ll , Where kj:llc denotes the string of outcomes in the previous /. rounds. Then the
J—tlc

model assumption we make corresponds to the fact that the POVM de,m described
by the detection model with no correlations in Sections 2.2.5 and 2.2.6, corresponds to
the case when the previous [, rounds are all no-clicks.

Our approach requires a protocol modification in which Alice and Bob retain only the
rounds where previous /. rounds involved no-click events. All other rounds are ‘rejected’,
i.e., thrown away. The idea is that after this postprocessing, the remaining rounds can
be thought of as all being measured using uncorrelated POVMs. This postprocessing has
a critical consequence for the security analysis. While correlations still exist within the
protocol block (i.e., a detection event in a round dictates the whether future rounds are
rejected), the form of these correlations is simplified. The correlation no longer depends on
the particular detector(s) that recorded a detection outcome, rather it depends on whether
any detector recorded a detection outcome. This idea was formalised specifically for EUR-
based proofs in Ref. [21]. We take a different, proof-technique independent approach.

Notational aside 7.3. The correlated measurement channel for round j is denoted by
M;eC (BjRgillc, C’]R;flc), where R;::llc = R, ... Rj_; stores the classical data of pre-
vious round outcomes. The classical postprocessing is denoted by CP; € C (C p Rj:llc, C; Rg:llc).
If any of the previous /. rounds resulted in a detection event, CP; outputs L into the
register C}, indicating that the round was rejected. The classical postprocessing always
forwards the memory registers R;:llc after reading them.

In our terminology, a round can be rejected in this manner due to the postprocessing

CP, but may also be discarded later based on its detection outcome — for instance, if

it results in a no-detection event in a key generation round.
Definition 7.1 (Correlated postprocessed measurement). We define the sequence of chan-

nels CP,oM,0---0CP;oM; described above as the correlated postprocessed measurement.

7.3 Correlated noise channel

The key idea is to construct a correlated noise channel that performs the postprocessing
so that the resulting measurements after the noise channel have no correlations. The
correlated noise channel is then ‘given’ to Eve using Corollary 3.2 and Remark 3.4.
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To build intuition, we first construct this channel for the idealised case where the
uncorrelated POVM (i.e., the POVM following a no-click history) has no loss or dark
counts. The extension to the case with loss and dark counts follows after. The construction
is based on two key observations:

e For a round that is kept (i.e., preceded by no-clicks), the POVM is ideal and block-
diagonal in photon number. Therefore, a non-destructive photon-number measure-
ment can perfectly predict whether a detection will occur, revealing the necessary
history information without altering the measurement statistics.

e For a round that is rejected (i.e., preceded by a click), its quantum state is irrelevant
to the final key. We are therefore free to perform a full, destructive measurement on
it to determine the detect/no-click information needed for subsequent rounds.

Lemma 7.2 (“Perfect” correlated noise channel). Let CP, o M, 0+--0CP; o M be the
correlated postprocessed measurement, which outputs L in round j if any preceding l. round
contained a detection outcome, as defined in Definition 7.1. We assume that the POVM
[' C Pos (B) (corresponding to the case when the previous l, rounds are all no-clicks) has
no dark counts or loss. Let B, be a one-dimensional extension of B, and M°® € C (B, C)
be the uncorrelated measurement channel corresponding to the POVM F C Pos (BL) whose
elements are

F=T,%0 Vi
Fy=0&|L)L],
where | L) is a flag denoting that a round was rejected.

Then there ezists a noise channel ®.o, € C (B", BT) such that
(MO)®no(I)corr :CPnOMno"'Ocpl OMl. (77)

Proof. For simplicity, we demonstrate the construction for a correlation length [, of 1. The
extension to larger, finite correlation lengths is straightforward. The noise channel ®.,,, is
constructed as a sequence of channels ®; € C (BjRj_l, B, jRj) acting on each round such
that ®cory = P, 0 --- 0 ®;. The operation of ®; depends on the memory register R;_i,
which stores whether the previous round resulted in a detection.

Round 1: The first round is never rejected. ®; performs a QND photon-number
measurement on the input state in B;. Since the POVM I' has no dark counts or loss,
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Round i—2 Round i—1 Round 1

Keep Discard Keep —
Earlier Later
rounds rounds
Photon- . Photon-
b Complete i
1 d number messurement number i J
H 1 measurement " ' measurement H 1
1 ' ' 1
O Detect '— No-detect '— No-detect '— el

Figure 7.1: Illustration of the noise channel construction which determines whether a
round will be rejected or not. The rounds that are not rejected are only measured using
a photon-number measurement, which determines the detect vs no-detect outcome. This
photon-number measurement does not change the measurement statistics, as the POVM
is block-diagonal. The rounds that are rejected have their entire measurements completed
in order to determine the detection event. ([5, Fig. 8])

a non-zero photon number perfectly heralds a future detection event. This detect/no-
click information is stored in the classical register R;, and the quantum state is passed to
the output register B,;. The block-diagonal structure of the POVM ensures this QND
measurement does not alter the measurement statistics.

Round j > 2: The channel’s action depends on the memory R;_:

1. Rj_1 = no-click: ®; operates identically to ®;, performing a QND photon-number
measurement to create the memory register R; while passing the state to B ;.

2. Rj_; = detection: ®; performs performs a full, destructive measurement on the input
state in B; using the appropriate correlated POVM. The detect/no-click information
is stored in the memory register R;, while the flag | L){L| is output to By ;.

This construction (depicted in Fig. 7.1) correctly implements the post-selection. If the
real protocol would reject round j, the noise channel outputs the flag state | L){_L|, which
yields the rejection outcome 1 when measured by the POVM F. If the real protocol keeps
round j, the noise channel performs only a QND measurement that preserves the statistics
for the final ideal measurement. This completes the construction. O

This lemma assumes that the uncorrelated POVM T had no dark counts or loss. How-
ever, this is not a fundamental limitation. The extension to the case with dark counts and
loss is straightforward — we can use the noise channels constructed in the rest of this work
before the photon-number measurement that determines detect/no-click.
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Corollary 7.1 (Correlated noise channel). Let CP, oM, 0---0CP;oM; be the correlated
postprocessed measurement, which outputs L in round j if any preceding l. round contained
a detection outcome, as defined in Definition 7.1. Let Ta,, C Pos(B) be the POVM
corresponding to the case when the previous l. rounds are all no-clicks. Further, let

Tagn— (1 —¢q)T >0, (7.8)

for some q € [0, 1], where T is the POVM with no dark counts or loss. Let M° € C (Q,C)

be the ideal measurement channel corresponding to the POVM F C Pos (Q) whose elements
are

F,=T;@i)i®0 Vi
Fy =0 |LXL],

where | L) is a flag denoting that a round was rejected, |i)i| are the flags corresponding to
outcome i, and I'; is the POVM corresponding to outcome i with no dark counts or loss.

Here, Ho = Hp, ® Hp.

Then there exists a noise channel @ € C (B™, Q™) such that the following equations
hold
(M0)®n 0 ®uory =CP, 0 M 0---0CP o M,

Olonellr, ® 1) < gl @I

corr

(7.9)
for all rounds j.

Proof Idea. The proof follows the same sequential construction as in Lemma 7.2. The only
modification occurs in the ‘no-click history’ case. Before performing the QND photon-
number measurement, the independent noise channel from Theorem 4.1 is first applied.
This initial channel maps the real, imperfect POVM to a flagged, ideal POVM, upon
which the subsequent detect/no-click measurement can be performed. The analysis of the
rejected rounds remains unchanged. ]

Remark 7.1 (Limitation on correlated noise channel). Corollary 7.1 can be modified by
using the different noise channels in Chapter 4. FEach contains a different weight in the
flag space. However, note that the proof of Corollary 7.1 crucially required that the ideal
POVM had no loss and no dark counts. Thus, detector correlations in protocols such as
the one considered in Section 5.5 with missing detectors cannot be analysed with the tools
developed here, and require more sophisticated analyses.
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Technical aside 7.2 ((Almost) proof technique independent correlated noise chan-
nel). The reduction in Lemma 7.2 is truly proof-technique independent. However,
Corollary 7.1 is technically not proof-technique independent. As noted in Technical
aside 5.2, the noise channel must be applied after the postselection theorem. However,
the postselection theorem cannot be used on a correlated detection setup. Thus, further
work is needed to apply Corollary 7.1 to proofs using the postselection technique.

7.4 Future directions

In this chapter, we have developed a general technique to address detector correlations for
threshold detection setups. This technique is largely proof-technique independent. The
technique follows in two steps. First, the methods in Section 7.1 are used to truncate the
correlations to a finite length, at a cost to the security parameter. Then, in Section 7.2 we
make use of a protocol modification which rejects rounds following detection events, upto
the correlation length, which facilitates the analysis in Section 7.3.

However, if the memory effect is only perturbative, one might expect such a protocol
modification to result in overly pessimistic key rates. A more optimal analysis would
not discard these rounds, but would instead quantify and pay a precise penalty for the
correlations they introduce.

There are two promising avenues for developing such a refined analysis. The first is to
extend the noise channel formalism from Chapter 4. Thus, a more sophisticated, correlated
noise channel could be designed to map the affected rounds to an orthogonal flag space
rather than rejecting them outright.

A second, fundamentally different approach would be to leverage the structure of EAT-
based proofs. The EAT framework seems naturally suited to handling memory, particu-
larly those conditioned on publicly available information such as the locations of detection
events. A recent sketch using this logic [206, Section V.B.] suggests that this could be a
viable path toward a tighter security proof that can more accurately account for the cost
of heralded correlations.

Another dimension for future work lies in applying our general analysis to specific,
empirically-validated physical models of detector memory. For instance, the physical mech-
anisms themselves, such as recovery times, are fundamentally characterised by a physical
timescale (e.g., nanoseconds). In contrast, our security analysis is formulated in terms of
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protocol rounds. Performing such a detailed analysis would involve a trade-off between
three tunable parameters.

The protocol’s repetition rate is the first tunable parameter that allows us to formulate
the time-based mechanisms for detector memory in terms of number protocol rounds.
Consequently, the effective correlation length is not a fixed property of the detector alone,
but is also a function of the chosen operational rate. A high repetition rate magnifies the
reach of a memory effect in terms of rounds, making the correlations more pronounced in
the analysis, but also provides the potential to obtain a larger key rate per unit time.

The correlation length is another parameter, which can be traded off with the secu-
rity parameter. A shorter correlation length minimises the amount of data discarded by
post-selection after each detection event, but it incurs a larger security penalty from the
truncation described in Section 7.1. Conversely, a longer correlation length reduces the
truncation penalty to a negligible level, but at the cost of discarding more data and thus
lowering the key rate.

This optimisation would need to be studied before the results of this chapter can be
applied to maximise the achievable performance in an experimental QKD system. Thus,
such an analysis is a crucial next step for a complete treatment of correlated detectors.
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Chapter 8

Conclusion and outlook

“So long, and thanks for all the
fish.”

— Douglas Adams, The
Hitchhiker’s Guide to the
Galazy

The implementation security of QKD protocols requires proofs that are robust to im-
perfect characterisation, and side channel attacks. In this work, we systematically address
such imperfections in threshold detection setups.

The core contribution of this work is the noise channel framework, developed in Chap-
ter 4, which provides a modular treatment of detector imperfections that is independent of
the specific QKD security proof technique. We demonstrate the versatility of this frame-
work by explicitly applying it to the postselection technique [10, 11] in Chapter 5, and to
phase error estimation [3, 7] in Chapter 6. As a significant result stemming from the first
application, we also substantially extend the applicability of the postselection technique
to a broader class of optical protocols and improve its performance by deriving tighter
finite-size bounds, leading to significantly higher key rates.

The versatility of the framework extends beyond these two examples, notably to EAT-
based proof techniques [12, 13, 14]. For passive protocols, the application is structurally
analogous to the analysis in Section 5.5, and we expect it to obtain comparably tight key
rates. Further, for active protocols, as noted in Technical aside 6.3, our framework pro-
vides a method to resolve a key technical challenge: the infinite-dimensional optimisation
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problem that often limits such proofs.

A surprising result of this work is the significant difference in tolerance to imperfec-
tions observed between the two main applications of our framework. The analysis of the
passive protocol using the postselection technique in Chapter 5 demonstrates a remarkably
high robustness, tolerating parameter deviations exceeding 30%. In contrast, the phase
error estimation analysis for the active protocol in Chapter 6 shows a significantly lower
tolerance.

We do not fully understand the precise origin of this discrepancy, as the two analyses
differ in their proof techniques, the protocol, and their methods for modelling imperfections.
We summarise these key differences in Table 8.1. We leave it to future work to form a
better understanding of the techniques developed here by applying them to a variety of
protocols and comparing their effects across proof techniques.

Proof Tech- | Postselection technique + numerical | Phase error estimation + analytical

nique IID key rates security formula

Protocol Highly asymmetric, time-bin en- | Standard polarisation-encoded
coded protocol with passive basis | BB84 protocol with active basis
choice choice

Modelling Detector efficiency imperfections ab- | Only common loss pulled into chan-

imperfec- sorbed into passive beam splitter | nel

tions and pulled into channel

Table 8.1: Comparison of the two security analyses with noise channels.

In Chapter 4, we also describe the application of noise channels to address the security
of multimode detection setups. Specifically, we detail the application for an independent
multimode model. While we conjecture that a similar analysis would apply for more general
models, this more complete analysis is left to future work.

Moreover, the framework is not limited to IID imperfections. In Chapter 7, we demon-
strate how the noise channel concept can be generalised to prove security for detection se-
tups with memory effects such as afterpulsing and dead times. However, translating these
theoretical results to experimental scenarios requires further work. In particular, multiple
tunable parameters such as protocol repetition rate and effective correlation length whose
trade-off must be studied and optimised using physical models of correlations to achieve
optimal key rates.

Our modular analysis is naturally compatible with proofs incorporating source imper-
fections [15, 17, 16], which together constitute a robust finite-size security proof. These
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proofs assume that the state prepared, and the detection setup has some model param-
eters that are in some given ranges. However, such a guarantee is impossible to ezactly
achieve in practice. A more realistic expectation of characterisation protocols is that the
model parameters lie in some given range with high probability. This failure probability
for characterisation can be incorporated into the QKD security parameter [106]. Thus,
an important next step toward implementation security is to rigorously characterise these
parameters.

The analysis in this thesis has focused on the application of the tools developed here
to threshold detection setups. Continuous-variable (CV) QKD detection setups do not
possess the block-diagonal structure required for a lot of our analysis, and the noise models
in such detection setups differ from the models considered here. However, we develop a
general theorem in Section 3.4.4 to address some technical complications that arise from
infinite-dimensional systems. This is particularly useful for CV QKD, where no known
squashing map exists. Further, we believe that our abstract noise channel construction in
Theorem 4.1 can be applied to CV QKD detection setups. A rigorous investigation into
such an application remains a promising direction for future work.

In conclusion, this thesis has introduced a structured and powerful framework for
analysing detector imperfections in QKD, and has demonstrated its versatility by applying
it across different proof techniques for threshold detection setups. We also identify multiple
avenues for future work — both in improving the framework developed here, and in the
application to experimental setups.
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Appendix A

Extension to infinite-dimensions

First we define some notation that will be used through this appendix. We denote the

set of “trace-class” operators 7 (Hs) which is the subset of linear operators acting on

Ho which have finite trace. In particular, note that density operators are a subset of

trace-class operators, i.e., So(Hoo) C T (Hoo). Let @ : T (Hoo) = T (Hoo) be a linear

map on the set of trace-class operators acting on H.,. We say ® is bounded if ||®||,_; ==
(X

SUP X 7 (#.0) ﬁ < 0o. In particular, note that channels, and differences of channels are

examples of such bounded linear maps.

Let {IIz}gen C Pos(Hoo) be a set of nested, finite-dimensional projectors such that
Ugen range (II;) = Ho. Here, X denotes the closure of a set X, range (Il;) denotes the
range of II;, and by “nested” we mean that range (II;) C range (Ily) for all d < d'.

Definition A.1 (Projection channels). Let {II;}4en C Pos(Heo) be a set of projectors.
Define the projection channels Py : 7 (Ho) = T (Hoo @ C) corresponding to the set of
projectors {I14}g4en as

Py[X] = [z XTI + (1 — Tr [, X]) [Hag)(flag|,

where [flag) is orthogonal to H.

It is easy to verify that these projection channels are indeed completely positive and
trace-preserving.

139



Notational aside A.1 (Abuse!). There are some comments to be made at this point
regarding a minor abuse of notation we shall use. At various points in what follows,
we shall take channels (such as the protocol channel S(ggm and attack channel A) that
are defined on 7 (H ), and apply them on some output state of P4, which would be
finite-dimensional. In each such case, we implicitly extend the channels by pinching
across the decomposition H, @ span(|flag)) and acting as the identity on the flag block
as follows:

|flag)(v| — 0
lv)(flag| — 0
(flag)(flag| — |flag)(flag],

for any |v) € Hoo. Additionally, we might write P, as acting on some finite-dimensional
space C¥. In such cases, we implicitly interpret C% as embedded in H..

Note that any trace-class operator p € T (H) can be approximated by its finite projections
[107, Theorem 4.3], i.e.,

: lI-ll1
dlgnoo ILiplly — p. (A.1)

Abusing notation similarly as in Notational aside A.1, we observe that Eq. (A.1) implies
that

] I,

lim Pylp (A.2)

d— ’

where p is understood to be embedded in T (Ho @ C). This gives us the following lemma.

Lemma A.1. Let {Il;}4en C Pos (Hoo) be any set of nested, finite-dimensional projectors
such that | oy range (Ily) = Hoo, and {Pi}4en be the set of projection channels correspond-
ing to these projectors (as defined in Definition A.1). Then,

Jim [0 Py0W[o]], = [0 [o]],, (A3)

for any trace-class operator o € T (Hso), and any bounded linear maps @,V : T (Ho) —
T (Hoo)-

Proof. First we remark that

Jm |20 (id—Py)ow[o]ll, < fim |8, (d—Py)owlo)l, =0, (A4
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which follows from the boundedness of ®, and Eq. (A.2). The rest of the proof fol-
lows by using Eq. (A.4) with the triangle inequality of ||-||; to upper and lower bound
dli_r)n |®oPyoW[o]|l, by ||® o ¥[o]|,, along with the sandwich theorem'. First, we lower

bound as follows

Jim [ ®oPyo W o], = lim @ o (id—Py)oW[o] - P oW [0]], (A.5)
> Jim | @0 (d=Py)o¥[o]l, ~ |@oW]l, | (A6)
— | Jim [|@ o (id — P) 0 W [o]], - [ 0 W [d]], (A7)
= (@0 ¥ [o]],. (A8)

where Eq. (A.6) is the (reverse) triangle inequality of the 1-norm, and Eq. (A.8) follows
from Eq. (A.4). Similarly, we upper bound as follows

dgmw |®PoPyoV[o]ll, = dli_r)noo |®o(id—Pyg)oW¥o] —Po o], (A.9)
< lim 0o (d—P)o U], + [P ¥, (AL0
= [[® oW o]l;, (A.11)

where Eq. (A.10) is the triangle inequality of the 1-norm Eq. (A.11) follows from Eq. (A.4).
Thus, using the sandwich theorem, we obtain Eq. (A.3). O

We will now use Lemma A.1 in the QKD secrecy statement. Recall that from the
security definition in Definition 3.3, we wish to find an upper bound &4, on

! l),ideal rep\ ®@n
‘ (5&@ - 5&%@ ) oA [(PZAI')) }

sup

S 886(} .
AeC(Am, BrER) 1

for a QKD protocol {é’g%@, (pgrjl,))m}.
We now prove the main result of this section.

Theorem A.1. Let {Il;}4en C Pos(He) be any set of nested, finite-dimensional pro-
jectors such that | oy range (Ily) = Hoo, and {Pq}aen be the set of projection channels

!The sandwich theorem states that if a function is bounded above and below by two functions with the
same limit, then it shares that limit.
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corresponding to these projectors (as defined in Definition A.1). Given a QKD protocol
{5&(137 (Pirzlf)m}, let us define

e (A) = || (EGhen — EGKD™) 0 A [(055)°")

and suppose dli_>m el (A) exists, where

Y

1

l l),ideal re n
o (A) o= || (€5 — EGE) o Pao A [(RD™]|

Then,

SUP Egec (A) < lim sup el (A),
AecA d—>00 Aeh

where the suprema can be taken over any subset A of channels.

Proof. First note that given a fixed attack channel A, we have

. . (d) _
dnlgnoo . dolgnoo Eer (A) = €gec (A) , (A.12)

as a direct consequence of Lemma A.1 (noting that differences of CPTP linear maps are
bounded linear maps). The claimed result immediately follows by noting

SUP £gee (A) = sup lim €@ (A) (A.13)
Aeh Ach d—ro0
< lim suped (A), A.14
< Jim supeld (4 (A1)

where Eq. (A.13) follows from Eq. (A.12), and Eq. (A.14) holds because moving a supre-
mum into any limit always yields a valid upper bound (as long as the relevant limits all
exist):

For any set S and function f:Nx S — R, sup lim f(m,z) <sup lim sup f(m,z’)
reS M0 zES M7 g/c§
(A.15)
= lim sup f(m, ),
m—o0 €S
(A.16)

where Eq. (A.15) follows from the trivial upper bound f(m,z) < sup,..g f(m,2'), and
in Eq. (A.16) we simply remove the superfluous outer supremum and relabel the inner
supremum. ]

Essentially we have proven that if we have security proof techniques that hold for all
finite dimensions, then we can obtain security for the infinite-dimensional case by taking
a suitable limit of the finite-dimensional results.
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Appendix B

Noise Channel constructions

Theorem 4.3 (Dark count noise channel). Let ﬁdB,n be the POV M for a flag-state squashed
threshold detection setup with independent dark counts as defined in Definition 4.1, where
each F®" — FS(‘?’" ® FdB’nl @ |i)i| is block-diagonal with an associated Hilbert space
Ho D Hy D Hp corresponding to the total photon number, and flag space. Then there exists
notse channel ®qy : Ho © H1 @ Hp — Ho ® H1 © Hr such that

FB" =l [F"] Vi (4.16)

7

®l, [Mar] = PyBTlcy, (4.17)

where F' =T7 _ @7 _ @i)i|, < is the projection onto the space Ho @ Hy, and P®
1s the stochastic matriz that models the dark counts.

Proof. Note that since Hg is one-dimensional, this can also serve as the flag for the no-click
event. We make an ansatz for the noise channel, depicted in Fig. B.1 which we will now
elaborate on. The noise channel first projects the input state into H; and Hy & Hr. On
Ho @& Hp, it first measures the state with the lossy POVM ﬁn, and then applies the dark
count post-processing map on the measurement results.

On H,, it probabilistically chooses between two channels. With probability 0|0, it
acts as the identity channel. Intuitively, this corresponds to the case when there are no
dark counts in the setup. When there are dark counts, we assign the detection events to
classical states in the flag-space as follows. With probability 1 — 77(?‘0‘3, the noise channel

measures the state with F;, to obtain result p'= Tr [ﬁnpl] , where p; is the part of p acting
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on H;. The noise channel then uses the measurement result p'to prepare the classical state

o= s | 20 Panes miml + 37 (Plgpo + (P2 = P ) sisl | - (B1)
0|0 meM ses
JEM

Noise Channel ¢4,

Pog Hi

%
dp >,
1_7)0\0 e ’.‘

Hy

D 3

HO S HF @ _______ PdB | ...l .."

Figure B.1: Constructive description of the noise channel. Each line corresponds to a
subspace of the input Hilbert space associated with the block-diagonal decomposition of
the POVM elements. The dashed lines refer to classical states.

The rest of the proof follows by proving the following:

1. &g, is completely-positive and trace-preserving (CPTP),

2. PIsTy [ﬁnp] =Tr [ﬁn Dy, (p)] for all input density matrices p,

3. Tr [Pag ()] = P&gTr [pIl<4] for all p.
®q4, is CPTP: Since it is clear that measurements and classical post-processing are phys-
ical channels, ®4, can be shown to be CPTP by showing that 7 is a valid classical state

as the CPTP property is preserved under channel composition. Note that all the elements
of 7¢ are positive as all elements of the stochastic matrix P98 are positive, and Pj? > Pojo
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for all s € S as described in Eq. (4.14). Also, note that Zj¢ij =1 as p,, = 0 for all
m € M as stated in Eq. (4.15). Then we compute,

1
Trlre] = Ty | 2 Poies+ 2 (Piewo+ (P2 — P
0]0 meM seS
JjEM

— 173 Z (Pm\o 8|0)P0+ Z < mis T s\s Pg\g) Ps
olo

ses ses
meM meM
1
= 1 _ pis (1 0|0>p0+z ( 0|0) ) (B.2)
0/0 ses

where Eq. (B.2) follows from the fact that ., Pi]ﬁq + P;ilsB =1 for any s € S as implied
by Egs. (4.12) and (4.13).

PdeTy [ﬁnp} =Tr [ﬁn (IDdB(p)] for all input density matrices p: Due to the block-
diagonal structure of the POVM elements, it suffices to show that this condition holds
for flag-states {|i)(i| };=*, vacuum state |vac)(vac| and single-photon states p; separately.

Any input state can then be written as a convex combination of these states, and linearity
would extend this for all states.

For any flag-state |i)(i|, the condition P9BTr []3,7 |z>(z|] =Tr [ﬁn <I>dB(|i><i\)} follows
directly from the construction depicted in Fig. 4.2. This similarly holds true for the vacuum
state. We now turn our attention to the single-photon states p;. We divide the computation
for the single-photon states into three parts. First, consider the statistics of all m € M.
Using Eq. (4.15), we have that

Tr [F} @ag (p1)] = Py Te [Eppi] + (1 — Py ) T [Firc]

=0+ Z PdB Tr [F]'p1] (B.3)
j¢EM
jeu

where Egs. (B.3) and (B.4) follow from Eq. (4.15).
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Next, we consider the statistics of all s € S.

T [ @a (p1)] = Py Tr [F7pi] + (1= Pife) Tr [Foirc)
= P Tx [F2pi] + (PSR Te [Fln] + (P — P T [Fp] )
= P T [Fpr] + PP T [Flp]

s|s

=Y PRI [Fp] (B.5)

jeu
where Eq. (B.5) follows from Egs. (4.12) and (4.15).
Finally, we consider the no-click statistics,
T [ ®ay, (p1)] = Pog Tr [Fpa] + (1 = Pg) Tr [/ ]
= PoeTr [Fg'p1] +0
=Y PR [Fp]

jeu

—~
oS
~

N—

where the last equality follows from Eq. (4.13). Thus, the noise channel ®4, is a CPTP
map that satisfies the squashing constraint.

Tr [Pag (p)I] = P&gTr [pIl<4] for all p: Given some density matrix p, we let
cipllc; = qo ]V&C)(V&d + ¢q1p1. From the construction depicted in Fig. B.1, we see that
gy (|vac)vac|) = 0|0 |Vac)<vac|+zl7é0 i |6)i]. Moreover, ®gg (p1) = 7361'0‘3,01 +7c, where
7¢ is composed entirely of flags. Finally, ®q,(|7)(i|) only has support on the flag space Hp.
Thus, < Pag(p)ll<; = qOP(‘)i'g |vac)(vac| + qlp(')ilgpl. Since qo + ¢ = Tr [ll<;p], we have
that Tr [[I<1Pag (p)] = 730‘0 Tr <y p]. O

Theorem 4.4 (Loss noise channel). Let ﬁn be the flag-state squashed POV M for a threshold
detection setup with loss (and without dark counts), where for each POVM outcome 1,
F' =T m=o®T7,,— ©iXi| is block-diagonal with an associated Hilbert space Ho®H, G Hr
corresponding to the total photon number, and flag space. Here, the vacuum component
F; ;=0 1s independent of loss m for all outcomes i. Let Nmin and Nymax be the minimum and
mazximum of all the detector efficiencies used in the detection setup. We can then define
a family of noise channels @Z* and target POVMs ﬁn* parametrised by some parameter

n* as follows. For any value of n* € %, 1|, there exists a noise channel @Z*
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HoD Hi B Hr — Ho® Hi1 B Hp such that
Fr =yt [FT] i (4.18)
Tmin

*

o1 M) = Ty + 2y, (4.19)

where FI'" = Fi,mZOGBFZ:n:l@H)(ﬂ is the lossy flag-state squashed POVM where all detectors
have the (common) efficiency n*, 11y is the projection onto the space Hy, Il is the projection
onto the space Hy, and ll<; is the projection onto the space Ho © H,.

Proof. Note that as described in Section 2.2.6, the lossy POVM ﬁn is related to the lossless
POVM F with

Fpmz1 = P Fuzi, (B.8)
where
1 ]_ —_ ’]71 ........... ]_ p— nk
0 771' ............... 0
P = L ,
0 O ool ik

and F’n’mgl = ﬁmzo@ﬁn,mzl. Additionally, the flag-space portion, and the vacuum (m = 0)
portion of both the noisy, and noiseless POV Ms are identical.

The construction of the noise channel for the lossy POVM ﬁn is a special case of the con-

struction used in Theorem 4.2. For any value of common efficiency n* € [—1_(77&?2” -t 1],
we break up the loss post-processing P as
Py = mnpr (1 - —nmjn> Qmr, (B.9)
U] n
where
o MTlmin L — e —"Imin
b *771 nn_.nmi“ 1 U " —Thmin
0 n Pk e 0
QI — : ’
: ) e
O 0 TI 7" —Nmin



Thus, from Egs. (B.8) and (B.9) we get

ﬁn,mgl = %Pn*ﬁmgl + (1 - %) Qn’n*ﬁmgl. (BlO)

Further, note that Fo o is independent of the loss 1, so that we can refine the above
equation to

*

ﬁn,mgl = ﬁm:O © (n:;in,])n*ﬁm:1 + <1 — %) Qnm*ﬁm:l) . (Bll)

Thus, we can construct the noise channel depicted in Fig. B.2:

po | B C T Doni
o [ [ D) | =me 2200 ( (1-222) S i i+ or )
CT D | pr n n i

(B.12)

where Cj = QW' .. Tt is easy to verify that this construction satisfies Tr [fnp] =
Tr [ﬁn 7" (A(p))|, and that Eq. (4.19) holds. O
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Noise Channel <I>’77]*

Qnm* ..... .

,Hm>]_ ---------------------- o

Figure B.2: Constructive description of the noise channel. Each line corresponds to a
subspace of the input Hilbert space associated with the block-diagonal decomposition of
the POVM elements. The dashed lines refer to classical states.
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Appendix C

Improved de Finetti reductions

In this appendix, we improve on quantum de Finetti reductions from Refs. [10, 80], which
are of the following form:

PArBn S 9n,x TA"Bn, (Cl)

where Tanpn = [ 09pdoap is a normalised density matrix, and g, , = dim (Sym" (C*)) =
("+§_1). We refer to a state of the form Tunpn = [o9pdoap as a “de Finetti state”.
As illustrated in Section 5.1, typically in reducing the analysis of quantum information

processing tasks to the IID case, the following factors come into play:

1. The value of g, , : This should be as small as possible, as it appears as a penalty in
the reduction to IID states.

2. The integral over IID states in Tanpg» : This should be such that the integral is
only over states for which the task has been “analyzed”, e.g. in the sense that some
security property has been proven for all such IID states.

In particular, the de Finetti reduction proved in [10] is not sufficient for our purposes as
the mixture of IID states 74~ g~ used in that work constitutes a mixture over all IID states.
However, the analysis of PM QKD protocols requires 74ng» to be a mixture of IID states
that have the same fixed marginal 64. This can easily be remedied by using [$0, Corollary
3.2], which therefore forms the natural starting point for our work in this appendix.

In this appendix we make several improvements to the value of g, ,. These improve-
ments are of two types. We first improve the dimensional scaling (g, ) in Lemma 3.1
of Ref. [80] for generic states. Second, we also show that the dimensions can be reduced
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for states that are invariant under certain symmetries, as an extension of Ref. [¢1] to the
quantum case. We first state the results, to make the structure of the argument clear.
Then, we provide the technical proofs, which are simple modifications of the proofs in [30].

C.1 Generic improvement

Theorem C.1 (de Finetti reduction with fixed marginal). Let 64 € Pos (C%) and let
pangn be any purification of (6A)®" supported on the symmetric subspace Sym" (CdAdR).
Then there exists a probability measure dp on the set of purifications |p)¢| 5 of G4, such

that

panin < Grdnd / )12 do. (C2)

The proof is given in Appendix C.3.

Note that crucially, Theorem C.1 differs from Lemma 3.1 in Ref. [80] in the prefactor
Gn.z, where they had = = max[d?, d%] instead of x = dadg. This leads to a corresponding
improvement in the resulting corollary for mixed states. Before stating this corollary, we
need to define permutation-invariance of matrices.

Definition C.1 (Permutation-invariance of matrices). Given a matrix pangn € L ((CdAdB )®n>

and a permutation m € S, of its subsystems, we denote the action of m on panpn as
Piadsiny o, Pladent whepe Pdadan s the standard representation of  on (Cadz)@n.
We say that a matrix is permutation-invariant if it is invariant under the action of all
permutations m € S,,.

Corollary C.1. Let 64 € Pos ((CdA) and panpgn be any permutation-invariant extension of

(&A)®”. Then there exists a probability measure doag on the set of non-negative extensions
oap of 64, such that

pansn < G / ondoan (C3)
holds for x = d%d%.

Proof. We can use Lemma 4.2.2 from Ref. [52] to construct a purification panprgn €
Sym" (CdAdB ® Cdads ) of panpn. From Theorem C.1, it follows that

PAnBrEr < Gn a2 d2, / XA Ao,
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where d¢ is a probability measure over purifications of 4. Taking the partial trace over
E™ on both sides completes the proof. O

Note that the dramatic improvement over Corollary 3.2 from Ref. [30] (z = d4d% to
r = d4d%) is a direct result of Theorem C.1. Additionally, with this improvement we obtain
the earlier de Finetti reduction without a fixed marginal [10, Lemma 2] by considering A
to be a trivial system, thus unifying both results.

C.2 Improvements with symmetries

In this work, we use the term “symmetries” as a broad term to refer to both block-diagonal
structure and invariance under some groups. This is due to the following connection be-
tween block-diagonal structure and group invariance. Consider the group @leu (1) and
the representation ¢ : @Y U(1) — U(@]_, C*) defined as ¢(u, ... ux) — Pl @ji:l ;.
Note that this representation has k irreps of dimensions {d;}*_; each. A state being invari-
ant under the action of this representation is equivalent to saying that the state is block-
diagonal with k blocks of dimensions {d;}¥_, each. Hence, we can view block-diagonal
structure as corresponding to invariance with respect to some group representation.

The use of de Finetti-like reductions for symmetries was previously mentioned in [10,
footnote 17], and with more details given in Refs. [108, 109]. We extend this analysis
to the de Finetti reduction with fixed marginal, and also show that the reduction in the
case of “IID-symmetries” can be combined with the reduction in the case of permutational
symmetry. A similar analysis to combine permutational symmetry with “IID-symmetries”
for the de Finetti reduction without a fixed marginal was independently performed by
Ref. [85]. Importantly, they also obtain a better cost gy, ..

Our improvements to Corollary C.1 in the presence of symmetries are based on observ-
ing that the proof in Appendix C.1 had the following structure:

1. Given a permutation-invariant state with a fixed marginal 64", Lemma 4.2.2 from
Ref. [52] is used to obtain a purification in the corresponding symmetric subspace.

2. This purification can then be related to a convex mixture of IID states with the same
marginal 4, via Theorem C.1.

3. Tracing out the purifying system gives the de Finetti reduction for mixed states as
shown in Corollary C.1.
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We show that in the presence of symmetries, steps 1 and 2 can be improved. With
this, we prove a generalised version of Theorem C.1 that results in better bounds in the
presence of symmetries.

Theorem C.2 (de Finetti reduction with symmetries and fixed marginal). Let 64 €
Pos ((CdA), and let pangn be any purification of (6A)®" supported on the symmetric subspace

Sym" (@le CH @ CdzR) where @ | CH C C¥ and @F_, CH C C. Then there exists

a probability measure d¢ on the set of purifications |¢) ,p € @le CH# @ ¢ of 64 such
that

panin < G / 68Xl 25 o, (C.4)

where T = Zle didE.

)

The proof is given in Appendix C.3.

We note that in the case where k =1, d{‘ = d, and dff = dg we recover Theorem C.1.

More generally, Zle ddf < dudg leading to a reduced cost g, .. Block-diagonal sym-

(2
metries are an important special case of generic symmetries that are often seen in optical
implementations of quantum information protocols. Thus, we next describe the usage
of Theorem C.2 for the case where the state has some block-diagonal symmetry before

considering more general symmetries.

C.2.1 Improvement for IID-block-diagonal states

Definition C.2 (IID-block-diagonal states). Given a matrix panp» € L ((C%?%)®")  and
a set of orthogonal projections {II;}*_, C L (CdAdB), we say that the matrix is /1D-block-
diagonal if

jelk]n

where I =1 ®...®1IL;,. We denote the rank of projector II; as d;; it corresponds to
the dimension of the i*" block.

Just as Lemma 4.2.2 from Ref. [52] was crucial in the proof of Corollary C.1, the heart
of the improvement that uses block-diagonal structure is the following lemma.
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Lemma C.1. Let pynpn € Pos ((CdAdB)®n> be a permutation-invariant and I1D-block-
diagonal matriz with respect to projections {1I;}¥_, of dimension {d;}%_,. Then there exists

a purification of panpgn supported on Sym" (@le C% ® Cdi).

The proof is given in Appendix C.3.

Remark C.1. An important special case of Lemma C.1 is when p anpgn is IID-block-diagonal

with respect to projections {II @ TIP}[4*2 of dimension {dAdP}45E where d* and d¥ are

the ranks of 11 € L ((CdA) and Hf el ((CdB) respectively. In that case, there exists a purifi-
k
cation of panpgn on Sym” (@f;‘jf CH @ CY% @ CH CdaB> = Sym” <@f;‘1 CH @ 4 X4 dfz) .
k
Note that this purification of p4np» now belongs to Sym" (@f;‘l Cé @ CH Zih &7 2)
instead of Sym" ((CdAdR) in Theorem C.1. We thus obtain an improved version of Corol-

lary C.1.

Corollary C.1. Let 64 € Pos (CdA) and panpn be any permutation-invariant and IID-
block-diagonal extension of (64)°" with with respect to projections {II* ® Hf}f;‘:’? of di-

mension {dfdf}i?’:kf, where d* and d¥ are the ranks of II}* € L (C%) and 1T € L (C?»)

respectively. Then there exists some probability measure doag over the set of block-diagonal
extensions oap of G4 such that

Panpn < gn,x/a% doag, (C.5)

kakp jA2 B2
where x =3 ;577 didb”.

Proof. The proof of this theorem is similar to the proof of Corollary C.1, replacing the use
of Lemma 4.2.2 from Ref. [52] with Lemma C.1 and Theorem C.1 with Theorem C.2. [

C.2.2 Improvement for IID symmetries

Definition C.3 (IID-group-invariant). Let G be a group, and let {U,},e¢ be a unitary
representations of G on C% ® C%. We say a matrix pangn € L (((CdA ® Cd3)®”) is 1ID-
G-invariant if

UspUp=0p
for all g € G, where Uz := @, U,, for g = (q1,...,9,) € G".
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Similar to the block-diagonal case, the following lemma gives the improvement in the
presence of symmetries.

Lemma C.2. Let G be a compact group and let {U,}sec be a unitary representation
of G on C¥95 with k irreducible representations with multiplicity {m;}s_,. If panpn €
Pos (((CdAdB)@”) 18 permutation invariant and IID-G-invariant, then there exists a purifi-

cation of panpgn on Sym" (@le C™ ® (le).

The proof is given in Appendix C.3.

Remark C.2. An important special case of Lemma C.2 is when the group G = G4 X Gpg
is a product of compact groups. Let the unitary representations {Uy, }4,ec, C L (CdA) and

{Ugp Yonecs C L(C) with ka, kg irreducible representations with multiplicity {mayra

and {mf}ffl respectively. Then there ezists a purification of pangn on
k 2
sym" (@3 @ e @ et e ) = sy (@ e @ e AT,

This can now be directly used to prove the de Finetti reduction for mixed states in the
presence of symmetries.

Corollary C.2. Let {U\ }g,ccn (U} }gnecs) be a unitary representation of G4 (Gg) on
Cla (C9% ) with ky (k) irreducible representations with multiplicity {m ¥4, ({m? }fﬁl ).
Let G =G4 X Gg, 64 € Pos (CdA) and pangn be any permutation-invariant extension of
(6A)®n that is IID-G-invariant. Then there exists some probability measure doap over the
set of G-invariant extensions oap of G4 such that

where T = Zf?:kf mme]BQ.
Proof. The proof of this theorem is similar to the proof of Corollary C.1, replacing the use

of Lemma C.1 with Lemma C.2. ]

Of course, these improvements would also apply to the de Finetti reduction without
the fixed marginal [10, Lemma 2] in the case when A is a trivial register (although in this
case, one would be better off using the results from [35] instead). Moreover, these improve-
ments drastically improve upon the previous de Finetti reduction with fixed marginal [30),
Corollary 3.2], thereby increasing the key rates obtained via the postselection technique,
as shown in Fig. 5.5.
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C.3 Proofs of technical statements

In this section, we complete the proofs of the theorems and lemmas in the preceding
sections. Our proofs rely heavily on results from representation theory, particularly Schur-
Weyl duality and Schur’s Lemma. For pedagogical clarity, we begin by summarising the
essential concepts from representation theory that form the basis of our arguments.

C.3.1 Toolkit from representation theory

Here, we briefly introduce the key results used in our proofs. There are a number of existing
resources that provide a more comprehensive treatment of representation theory within the
context of quantum information, for e.g. - [110), ].

Schur-Weyl Duality

This duality provides a decomposition of the n-fold tensor product of a Hilbert space,
(CH®"in terms of the irreducible representations of the following groups:

1. The unitary group U(d), which acts as U*" for U € U(d).

2. The symmetric group 5,, which acts by permuting the n tensor factors.

Schur-Weyl duality states that the space decomposes into a direct sum of tensor products
of irreducible representations (irreps) of these two groups,

@y = @ wie, (€.7)

AEA .4

where

e A, 4 is the set of partitions of the integer n into at most d parts (represented by
Young diagrams \). More formally,

Apa i ={A=( 0 A) M =X > >0 >0, A =n}.

We identify a partition (A1,...,Ag,0,---,0) with (A1,...,Ag), so A, 4 is a subset of
Ay g for d < d'.
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e W7 is the vector space for the irrep of U(d) corresponding to A. The group U(d) acts
non-trivially only on this space. The structure of this space depends on both A and
d.

e [)] is the vector space for the irrep of S, corresponding to A\. The symmetric group
S, acts non-trivially only on this space. The structure of this space depends only on
A

An important consequence for our work relates to the symmetric subspace, Sym" (CdA ® CdR) ,
which is the subspace invariant under permutations from S,,. For a bipartite system, the
subspace of (C% ®@C9r)®" that is invariant under permutations of the n copies is isomorphic
to @P,cn Wi W3 (see, e.g., [110, Eq. (5.27)]).

n,min(d 4,dR)

Schur’s Lemma and Integration over Unitary Groups

Schur’s Lemma is fundamental for evaluating integrals over compact groups. For our
purposes, its most important consequence is the following identity. Let W3 be the space
for an irrep of U(dr) and let Wa(U) be the unitary matrix for U € U(dg) in this irrep.
For any two vectors |[v) € W} and |w) € W3, we have,

(wlv)

WMU) [o)lw| (WA (ONT AU = 65 v ————idy, C.8
i R(U) [v)w| (Wg (U)) A G () W (C.8)

where dU is the normalised Haar measure. This shows that integrating over the group
projects any operator onto a multiple of the identity operator within each irrep subspace
and annihilates operators acting between inequivalent irrep subspaces.

Characters and their Orthogonality

For any representation 7 : G — U(H), its character is the function x : G — C defined by
the trace of the representation matrices, x(g) := Tr [7(g)]. A key property of the character
is that it is constant on the conjugacy classes of the group (i.e., x(hgh™) = x(g)). For a
compact group, we can define an inner product on the space of such class functions via the
Haar measure:

(1, X2) = /G 31 (9)%2(@) dulg).
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The Great Orthogonality Theorem for characters states that the characters of the
irreps form an orthonormal set with respect to this inner product. That is, for two irreps
m; and 7; with characters x; and x;:

(Xir X5) = /G Xi(9)x;(g) du(g) = dy;.

C.3.2 Proofs

We now proceed with the proofs. We first need to establish the following lemma, which
characterises the structure of a particular integrated quantum state.

Lemma C.3. Suppose dy and dr are two positive integers with dy < dg. Let |0) =
S i), ® i) € C¥ @ C%, and let AU be the Haar measure on U(C®). For every
n > 1, define the operator

T, = / (idan ®UE™) |0X0)°" (idgn QU™ AU
U(CIR)

Then there is an invertible operator k, € L ((C*)®™) such that

(Kin @ idgn) Y2 T, (ky ® idge) Y2 = id (C.9)

Sym™ (ClA®CIR) -

Proof. The proof strategy is to decompose the state |8)(0]|*" using Schur-Weyl duality and

then apply Schur’s Lemma to evaluate the integral over U(C9z).

We apply the Schur-Weyl duality decomposition (Equation (C.7)) to both (C%4)®"™ and
(C?r)®" noting that since d4 < dg, we have A, 4, C A,q4,. The state [0)®" is invariant
under the joint action V" @ (V1)®" for any V' € U(d,) and lies in the symmetric subspace
Sym" (CdA ® CdR). This structure implies that its decomposition can be written as,

|9>®n: EB ‘(I)QR%

AEAn,dA

where each |<I>;\ ) is a vector in the corresponding subspace W} ® Wp. Specifically, {Cb;\ R)
is a maximally entangled state between the W73 and W} spaces. We can write this as

‘q);\‘R> = /dim([)\]) Z?E(Wz) w?’A> ® ‘w;\’R> for some orthonormal bases { w;"A>} of
W3 and { w;\’R>} of Wit

IThe prefactor \/dim([X]) is a result of the fact that [6)(0|*", is unnormalised.
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We now compute the integral defining 7;,. The unitary U®™ acts only on the R system.
In the Schur-Weyl basis, its action is @,, W3 (U) ®idpy,. The integral therefore decouples
across the A blocks as,

T, = / D (idy WA ))‘<I>§,R><<I>§,'R‘(idW2/®WR/(U))TdU

AN €A d,
_@dun )‘A>< X A‘@/WR

Applying Schur’s Lemma, the integral is non-zero only if A = X and j = j'. This yields,

) ™) )| ( ())av,

/WR ‘wm>< VLR ‘(WR’(U))TdU 5M,5”W1dwg.

Substituting this back, we find

AEA 4, j=1
w;’A>< )‘AD ® idyy
dim([A])

dim(W3)
. AAN/ aA 1
_ o S (Z
= § 5
Aehna, dim(Wp) -
Aehnd, dim(Wp) A R

We aim to find an operator &, acting on the A system that normalises 7T, to the
identity on the symmetric subspace. From the structure of 7, above, and recalling that
Sym" (CdA ® CdR) = PD,ca . W2 ® W3, we can see that the identity on this subspace is

n,aA

idgym = P, idys ®idyya. By inspection, if we define x,, as

- dim([A]) . )
i D (WWQ)) idyyy @ idpy

)\EAndA

dlm [/\

then (#, ® idge) acts on the decomposed space as €D, 3 7 idyy @idyy. Applying its

inverse square root to 7;, yields the desired identity operator O
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Theorem C.1 (de Finetti reduction with fixed marginal). Let 64 € Pos (C%) and let
pangn be any purification of (64)%" supported on the symmetric subspace Sym” (CdAdR).

Then there exists a probability measure dg on the set of purifications |pX@| 4p of G4, such
that

pann < G / X1 do. (C2)

Proof. Assume without loss of generality that d4 < dg and that 64 has full rank. The proof
proceeds by relating the integral over purifications to the operator 7, from Lemma C.3,
and then bounding the given state pangn against this integrated state.

First, note that the set of purifications of 54 on C% ®C?® can be generated by applying
local unitaries on the purifying system R to a fixed purification. Specifically, let |¢g) =

(64 2 ® idg)|0) be a canonical purification, where [#) = . |i),|i)p. Then any other
purlﬁcatlon can be written as |¢y) = (ids ®U) |¢g) for some U € U(C). The integral
over all such purifications with respect to the Haar measure dU is

mim [ el do - 60 Nou [ AU
Purig(64) U(Cr)
= / (idan QU ((6Y2)®" @ idgn) 0)0]°" (6% ® idgn ) (idan (UDE)AU

— (Voa " @idpn) [ / (idan @UE™Y [OXO]%" (idan @(UDENAU | (V/Ea " @ idpe)
= (\/ &A®n®ian \/ UA ®lan

where T;, is the operator defined in Lemma C.3.

We wish to prove pangn < gn.dydpTn. This is equivalent to showing

/o
( oA ®1an pA”R” \/O'A ®1an S gn,dAdRTn- (ClO)

Let us define an operator p := (k, ®idgn)"2(V/64 n@ian)_lpAan(\/(}A®n®ian)_1(/€n®
idgn)~'/2, where k, is the operator from Lemma C.3. Using the identity from Equa-
tion (C.9), the inequality we need to prove, Equation (C.10), becomes

ﬁg gTL,dAdR idSymn(CdA®(CdR) . (C].l)

Since panpgn is supported on the symmetric subspace, so is p. As p is a positive semi-
definite operator, its co-norm (its largest eigenvalue) is bounded by its trace*: ||p]|., <

2This inequality is an equality when p»gn is a pure state.
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Tr [p]. We now bound this trace. A key observation is that because both pang» and the
de Finetti state 7, are purifications of 64", their partial trace over system R™ must be
equal. This allows us to substitute pangn with 7,, when calculating the trace of an operator
acting only on system A". More formally, Tr [panpe(Man ® idga)] = Tr [65"Man| =
Tr [7,(Man ® idgn)]. This lets us proceed as follows:

Tr [p] = Tr -(mn®ian —1/2 \/6A®n®ian D An R \/O’A ®1an YKy ®idgn)~ 1/2}
=Tr (lin®1an \/O'A ®1an Tn( &A® ® idgn)~ (/{n®1an) 1/2]
=Tr [(rm ®idgn) " * T, (Kn ® idge) 2]

= Tr _idSyInn ((CdA ®(CdR):|

= dim(Sym” (CdAdR)) = 9n,dadg-

Since p is supported on the symmetric subspace and its trace is g, 4,4, its maximum
eigenvalue is at most g, 4,4,. This confirms Equation (C.11) and completes the proof. [

Theorem C.2 (de Finetti reduction with symmetries and fixed marginal). Let 64 €
Pos ((CdA), and let pangn be any purification of (6A)®" supported on the symmetric subspace

Sym" (@le CcH @ Cdﬁ) where @ | CH C C¥ and @F_, CH C C. Then there exists

a probability measure d¢ on the set of purifications |§) ,p € @le Ci# @ ¢ of 64 such
that

didE.

=1 "

where x = 3F

Proof. The proof extends the logic of the generic case (Theorem C.1) to states with a
block-diagonal structure. The core idea is to show that the entire analysis, including the
Hilbert space structure, the set of purifications, and the Haar integration, respects this
block-diagonal form. This allows us to apply the result of Lemma C.3 within each block
and then combine the results.

®n
The state pangn is supported on the symmetric subspace of (@le CH @ CH ) A

fundamental result for symmetric powers of direct sums states that this space itself de-
composes into sectors, corresponding to how the n ‘particles’ are distributed among the
k blocks. If we choose n; particles from block 1, ny from block 2, and so on, such that
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Zle n; = n, the resulting state must be symmetric under permutations of the n; particles
within each block. This leads to the isomorphism [112, Eq. (6.7.1)],

k k
Sym" (@ CcH ® Cle> = @ <® Sym" <(CdiA ® (Cle>> )

=1 ni+--+ng=n =1

This decomposition is the key structural feature we will exploit.

The marginal state 64 is block-diagonal, i.e., 04 = @le o'y where 6% acts on cé
A purification |¢) of 64 that lies within the block-diagonal space @le C¥# @ CH must
itself be a direct sum of purifications of the block marginals: |¢) = @le |p;), where

Trg, [|¢:)X¢:]] = 6. The set of all such purifications can be generated by applying local
unitaries U; € U(CH') within each block i. The de Finetti state 7, = [ |¢X¢|®" d¢ is

related to an operator T via 7, = (\/57,4@” ® ian)T(\/&A@m ® idgn), where T is given by
the integral,

k

RXn
T = / (@(id& ®U;) |0:)6;] (id 4, @Uj)> du - - - dU,.

i=1

A
Here, |6;) = Z;l":l ) 4, 17) r,- Expanding the tensor power using the multinomial theorem
produces terms corresponding to choosing n; copies of the i-th block for all combinations
where Y n; = n. Formally,

k
. . . . dn;
T— @ TP, where T = / (@dAZ.@Ui) 16,)(6:] (idLa, @UJ)) du.

ni+---+np=n i=1

Each qu) is precisely the operator studied in Lemma C.3 for n; copies on the Hilbert space
C# @ Ci',

From Lemma C.3, for each block i and each copy number m € {1,...,n}, there exists
an invertible operator £ € L (((CdiA)@m) such that (k%7 ®idR;n)_1/2T,(ni)(/§%) ®idgm) 72 =

4. We construct a global normalising operator s that respects the block

id A
Sym™(C% @C%")
structure of T' as,

k
e P R

ni+-+np=n =1
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Applying this operator to T" normalises each block of the direct sum correctly,

k
(k @idpn) " T(k @ idpn)~'/? = @ ® idsym"i(cdf‘ez)cd?)

ni+-+n=n i=1

- ld A R\ -
Sym"( f:l c% oc% )

The rest of the proof follows similarly as in the proof of Theorem C.1. O

Lemma C.1. Let panpn € Pos ((CdAdB)®n> be a permutation-invariant and I1D-block-
diagonal matriz with respect to projections {1L;}¥_, of dimension {d;}%_,. Then there exists

a purification of panpgn supported on Sym" <@le C% ® Cdi>.

Proof. This proof is very similar to the proof of Lemma 4.2.2 from Ref. [52]. The proof is
constructive. We will explicitly build a purification for p4ng» and then demonstrate that
it has the required properties: first, that it lies in the Hilbert space corresponding to the
block-diagonal structure, and second, that it is invariant under permutations. A vector
that satisfies both these properties must lie in the symmetric subspace of the block-diagonal
Hilbert space.

Let the spectral decomposition of psnpn be panpgn =), All), where II, is the projector
onto the eigenspace corresponding to the eigenvalue \. Since panpgn is IID-block-diagonal,
it commutes with the projectors Il = II;; ® --- ® lI;,. This means we can choose an
orthonormal basis of eigenvectors {|z)} for p4np» such that each eigenvector |z) lies entirely
within a single block, i.e., II7|x) = [x) for some j.

Let Hape = (Cd4d8) @ (C%98) be the extended Hilbert space, where the purifying
system FE is a copy of the original system AB. We define an unnormalised pure state for
each eigenspace \ as,

|\I//\> = Z 1Z) 45 ®HE,

where X is an orthonormal basis for the eigenspace of A, and the complex conjugation
is taken in the standard basis used to define the eigenvectors. The overall purification of
panpn is then constructed as,

W) = Z\/X“I’/\> = Z \/>‘_$|x>AB ®EE-
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It can be verified that this is a valid purification as

Trp [|O) O] = Z\/A Mg (l2)yl)as @ (1ZX71)E]

Now, we show that |¥) lies in the correct block-diagonal subspace. Each eigenvector |z)
is a tensor product |z) = |r;) ® - -+ ® |z,,), where each |z,,) lies in the subspace associated
with a single projector II; Therefore |z) lies in the subspace @ _, C%m. Its conjugate,
H, lies in the correspondmg conjugate space, which for purlﬁcatlon purposes we identify
with a copy of the same space. Since the full purification |¥) is a linear combination of
such states, it must lie in the direct sum of all such possible tensor product spaces,

eIt

n m=1
This space is precisely the n-fold tensor product of the direct-sum space describing a single
system, i.e.,

®n

k
U) € (@cdi®<c@>
i=1

The permutation invariance of panpg» means that for any permutation © € S, the
corresponding unitary operator P2495:" commutes with panp». This implies that Pdads:n
preserves the eigenspaces of panpn; it maps the eigenspace II, to itself. The state ‘\IJ’\> is
constructed as a sum over a complete basis for the eigenspace II,. As shown in detail in
[52], this implies that ‘\I!’\> is invariant under the action of the permutation on the joint
system,

(P:Adg,n)AB ® (PgAdB,n)E |\I’/\> _ “I])\> )

Since the full purification |W) is a linear combination of these invariant states, it too must
be permutation-invariant.

We have shown that the purification |¥) satisfies two properties:

®n
1. It belongs to the tensor product space (@le C%® (Cdi)
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2. It is invariant under permutations of the n tensor factors.

A vector is, by definition, in the symmetric subspace Sym"(#) if and only if it belongs
to H®" and is invariant under permutations. By identifying H = @}, C* @ C%, we see
that |¥) satisfies both conditions for this choice of H. Therefore, the purification |¥) is

supported on Sym" (@L C% ® (Cdi), as required. ]

Lemma C.2. Let G be a compact group and let {U,}sec be a unitary representation
of G on C¥95 with k irreducible representations with multiplicity {m;}%_,. If panpn €
Pos ((CdAdB)®”) is permutation invariant and IID-G-invariant, then there exists a purifi-

cation of pangn on Sym”" (@le C™ ® (crm-),

To prove this, we first prove the following lemma.

Lemma C.4. Suppose m; : G — U(CY) and 7 : G — U(C) are two irreps of a compact

group G. Let 11 := [, m(g) ® m2(g) dpu(g), where pu is the Haar measure on G. Then II is
an orthogonal projection, and its rank is given by its trace

Tr [11] = {1 if m = my (the irreps are equivalent)

0 if m 2 mo (the irreps are inequivalent)

Proof. The proof proceeds in two parts. First, we show II is a projector. Second, we
calculate its trace using the orthogonality of characters for irreducible representations.

The operator II is constructed by averaging over the entire group, which makes it
invariant under the group action. Specifically, for any h € G,

(m1(h) @ ma(h))IT = /Gm(h)m(g) ® ma(h)ma(g) dpulg)

= /G m1(hg) @ ma(hg) du(g) = /G m(9") ® ma(g’') duly’) = I,

where we used the left-invariance of the Haar measure (¢’ = hg, du(g’) = du(g)). Now we
can show I1? = IT as

I =11 (/G m1(9) ® m2(g) du(g)> = /Gﬂ(m(g) ® ma(g)) dulg) = /GHdu(g) =1L

Since I12 = II and it is self-adjoint, it is an orthogonal projection.
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The trace of the integral is the integral of the trace. The trace of a tensor product of
operators is the product of their traces. Let x1(g) = Tr [m1(g)] and x2(g) = Tr[ma(g)] be
the characters of the two representations.

T = [ T [mio) 0 7] duto) = [ Telmio)] T [7200)] duto) = [ xilonala dnto)

This last expression is the inner product of the characters, (x1,x2). The Great Orthogo-
nality Theorem for characters of irreducible representations states that this inner product
is 1 if the representations are equivalent (m; = m5) and 0 otherwise. This completes the
proof of the lemma. O

We now use this result to prove the main lemma.

Proof of Lemma C.2. The logic of this proof closely mirrors that of Lemma C.1. We
first construct a purification for psnpn and then show that the combined symmetries of
permutation-invariance and IID-G-invariance confine this purification to the desired smaller
symmetric subspace.

The construction of the purification is identical to the construction in Lemma C.1. We
define the purification |¥) = 3 /A, [2) 15 @ [7) 5, where {|z)} are the eigenvectors of
panpn with corresponding eigenvalues A\,. The permutation-invariance of panpn implies
the permutation-invariance of its eigenspaces, which in turn implies that the constructed

purification |¥) is invariant under permutations of the n tensor factors.

The IID-G-invariance of panpn means that for any choice of group elements §g =
(91,-.-,9,) € G™, the state is invariant: Ug»pAanU; = panpn, where U; = @, Uy,.
This implies that the operator Uz preserves the eigenspaces of panpn. Following the same
logic as for permutation invariance, the canonical purification |¥) constructed from these
eigenspaces must also be invariant under the corresponding action on the purifying system

(U @ Uz) |¥) = |¥) for all g€ G™

Now, consider the operator Il = [, 7(g)®m(g) duu(g), where 7(g) = U,. The purification
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|W) lies in the support of T1®™,
%" |v) = (/Gﬂ'(g) ®@dﬂ(9)) )
- /n <® (9:) ®7T<gi)> 1) du(7)

i=1

:/H(Ug~®7§)|\1/> du(ﬁ)z/ W) dp(g) = [¥).

n

Since TI®™ is a projector, this identity means that |¥) lies entirely within the support of
en,

The support of the projector II is the G-invariant subspace of C%2 @ C%5. To find its
dimension, we decompose the representation 7 on C%# into its k inequivalent irreps with
multiplicities {m;}%_,. Using Lemma C.4, the rank of II is the sum of ranks from all pairs
of equivalent irreps:

k m; _ k m; k
rank(Il) = Tr [l = > Tr [ / 7(g) @ 17(9) du<g>] =D D 1= mi
=1 j,5'=1 i=1 j,j'=1 i=1

Thus, the support of IT is a Hilbert space of dimension ) . m?2. We have shown that the
purification |¥) satisfies two properties:

1. Tt belongs to the space (supp(I1))®", which is isomorphic to (CX ™)@

2. It is invariant under permutations of the n tensor factors.
Together, these facts imply that |¥) must lie in the symmetric subspace of the G-invariant

space, Sym" (supp(II)). This subspace is isomorphic to Sym”™(CX"%), which completes the
proof. O]
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Appendix D

Computing deviation metrics for
phase error estimation

In this appendix we compute the various deviations from ideality required for phase error
estimation in Chapter 6.

D.1 Deviation metrics for sampling strategy in Sec-
tion 6.3

In this section we compute upper bounds on the deviation metrics d1,d,. To do so, we
follow the following recipe:

1. Start with POVM {6, 5. Ltbab5).(=) L (ba,bi),(mo-click) } Which describe Alice and
Bob measuring in the (b4, bp) basis, and obtaining a conclusive error, a conclusive
no-error, and an inconclusive outcome respectively.

2. Pick basis-independent filter F' > T4, b)) + Dibasp) =) for all (ba,bg). Consider
the four-outcome POVM
(I = F F = Toup).=) = Doabe).2) Loabs) =) Deabs). )} Group the last three
outcomes together, and use [5, Lemma 1] to divide this measurement into two steps.
In the first step, { F,I— F} is measured and latter outcomes discarded. The remaining
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rounds are measured using {F(bA7bB)7(nO_C]ick), F(bA7bB)7(:), ﬁ(bA’bB)’(¢)} where

~ —+ _
F(bA,bB),(no-click) = \/E (F - FU’AJ’B),( #) — F(bA by), (£ \/_ +1— H -
~ — —4
Floapm)#) = \/E F(bA,bB),(;A)\/E (D.1)
~ — —+
Fonsao) = VE TiopomoVE

where Iz denotes the projector onto the support of F. This projector plays a trivial
rule in the measurement itself, and is only included to ensure that we obtain a valid
POVM.

. Consider the new POVM {F(bA,bB),(no—click)> F(bA,bB),(=)> F(bA,bB),(;é)} . Using [ s Lemma
1] again, divide this POVM measurement into two steps. The first step is im-
plemented using {F{p, b),(con)> F(ba,br),(no-click) } and decides whether the outcome is
conclusive or inconclusive. The conclusive outcomes are further measured using
{Gcon e Gl } These POVM elements are given by

Flonpn)con) = Floann)) + Foabs) =)

Flo,05),(mo-click) = Flb4,65),(no-click)

+ ~ +
con o
(babp),(#) — bAvbB (con) F(bA bp), F(bA, B)» (Con)
con / /
(ba,bB),( bA:bB (con) F(bAJ)B F(bA bp),(con) + I-— F(bAbe)’(con)

(D.2)
where HF(bA,bB),(con) is the projector onto the support of Fiy, 4, con)- This projector
plays a trivial rule in the measurement itself, and is only included to ensure that we
obtain a valid POVM.

. Compute

01 =2||\/F2).(com) G, VVF(2).(com) = v/ F(x),(com) G0,V F ) (eom) ||

(D.3)
02 ZHH - F(Z)7(COH)H<><>

where we recall that whenever the basis is explicitly written as X/Z, it represents
both Alice and Bob’s basis choices.

. For the analysis of practical scenarios, where 7,,, d;, are not known exactly but are
instead known to be in some range, one must also additionally maximize Eq. (D.3)
over all possible choices of n,, dy, .
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D.1.1 Computing POVMs

The joint Alice-Bob POVM elements for the basis b are given by

L(,0), (no-click) =14 & Z (1 —do)(1 — dy)(1 = mo) ™ (1 = )™ | No, N1 )X No, Nil,

No,N1=0
L = 0)0], ® (1—do) Y (1=m0)™ (1= (1—di)(1—m)™)[No, Ny }(No, Nil,
No,N1=0
+IXI @ (1 =di) D> (1= (1= do)(1—m0)™)(1 = m)™ [N, Ni)(No, N,
No,N1=0
1 (B
tla® §F(b,()1c)
L=y = 0)0], © (1= di) Y (1= (1= do)(1—10)")(1 =)™ [No, Ny} No, i,
No,N1=0
D@ (L=do) Y (1 =m)"(L = (L= di)(L—m)™) | No, Ni)XNo, N,
No,N1=0
1 (B
+ ]IA ® §ng,()ic)’

(D.4)
where |0)(0], on Alice’s system is the |0) state encoded in basis b. Note that this is different
from the vacuum state |0,0)0, 0], on Bob’s system, the state with 0 photons in all modes.
Bob’s double click POVM for basis b € {Z, X} is Ty, = S v _o(1 — (1 — do)(1 —
n0)™)(1 — (1 = dy)(1 — m1)™) | No, N1 )X No, N1|,, where |Ng, N1)XNo, N1, is the state with
Ny photons in the mode 1, and N; photons in mode 2, where the modes are defined with
respect to basis b.

We can choose

F:]IA®((1—(1—d0)(1—d1))|0,0>(0,0|+ i |N0,N1>(N0,N1|Z>
o= (D.5)
:I[A®((1—(1—d0)(1—d1))|0,0>(0,0|+ S |N0,N1>(N0,N1|X>,

No,N1=0

In this appendix, as in the rest of this work, we assume that d; € [0, dpax]-
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It is straightforward to verify that F satisfies our requirement F > T (babp) () T
Foave)=) = I =L bp) modic) for all choices of by, bg. Then, we calculate the POVM
elements from Eq. (D.2) as

Fp),(con) = L4 ® 10, 00, 0|

+ Z (1= (1= do)(1 —di)(L = no)™ (1 — )™ ) [No, Ny} No, Nil,

NN 0
con . . (1 + (]- - dO)(l - UO)NO)(l B (]- - dl)(l - 771) )
(b).(#) —NO%:O 0RO & 5 =0 = do) (1 — da) (T — oy (1 — gy o oo Ny

(14 (1= d)(1 = m)™)(1 = (1 — dp)(1 = 0)™
21— (1 - do)(1 - d)(1 = ) (1 — 7))

B (14 (1= d)(1 = )™)(1 — (1 - do)(1 = m)™)
Wi = 2 IN0L S S i )= et - e MK M
(14 (1= do)(1 = m)™)(1 = (1 = d)(1 = )"
2(1 = (1 —do)(1 — dy)(1 —mo)No (1 —m)™)

Iy, @ )| No, Ny Y No, N,

) | No, N1 No, N1l -
(D.6)

+ 1)1, @

D.1.2 Computing ¢,

To compute the costs in Eq. (D.3), we first note that all POVMs are block-diagonal in the
total photon number Ny + N;. We wish to compute the infinity norm, i.e

51 - 2H \/ Z),(con) G(X) F#V Z) con) \/ (con) Gcon X),(#) \/ (con) H

Due to block-diagonal structure, the operator appearing inside the ||.||  in the above
expressions are also block-diagonal in photon number Ny + N;. From the properties of the
norm, we have that

o = max (5§N), (D.7)

where 5§N) is the infinity norm for the block corresponding to total photon number N =
Ny + N;. We now focus on computing 5§N)
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First, we compute (550) = 0 as we assume that the dark count rates do not depend on
basis choice:

50
_H|O 0)(0, 0] (v/F2),com) G VVE(2),(con) — v/ F(x),(com G R, (4) vV (X) (o)) ’0’0><0>0H|Oo
1= =do)(1=dy) 1—(1—do)(1—di)
_‘1 —(1—do)(1—dy) 1—(1—do)(1—dy)
dy(2 — do) do(2 — dy)
max{zu (1 —do)(1—d))” 21— (1~ do)(1 - d1>>}

=0.

To bound (5§N) for N # 0, we write

%zumazssmm VoG o/ Tl
<[V F2).(con G, VEF(2).(com) = <Z>,(con>G(x>,(¢)v Fix),eom ||
+ [V F2) com G 7&)\/ Fix) eom) = v/ F(0).com G0,V F ) eom |, (D-8)
SH\/F<z>,<con>Gf§5,<¢>||oo||\/ (2)tcon) = vV Ex),(com |
+ [V E2) com) = VVE0) com || oo |G T, VVE0) tcom || (D.9)

where Eq. (D.8) follows from the triangle inequality, and Eq. (D.9) follows from the sub-
multiplicativity of the co-norm. We can then compute each term individually. Note that
due to the submultiplicativity of the oco-norm, we have

H V E 1), (con) G(X), () H <H\/ (b),(con) H HG H <1. (D.10)
Thus, we only need to bound H \/m — \/WHOO To do so, we define

1+/T=(1—-n)V
_mz > L Ny, NN il

=0 Nog+N1=N

(D.11)

1++/1—(1—n)¥
=1IA®Z > ) | No, N1)XNo, M1,

2
N=0 No+N1=N

and obtain
| VF2) o) = VEF ) eom || o SIVF 2 0com = Pl + 1P = VEx ) eom ||y (D12)
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where Eq. (D.12) is a consequence of the triangle inequality. Let us focus on a fixed value
of N = Ny + N; # 0. In this case, combining Egs. (D.9), (D.10) and (D.12) allows us to
obtain

- 1t /I- (g

sV <8
2 (D.13)

V1—(1—do)(1 —di)(1— o)V (1 — )

34’1—\/1—(1—7;)N

where the final inequality above follows from the monotonicity of the expression inside the
modulus with respect to ng, 71, dg, d;. Finally, the monotonicity of Eq. (D.13) with respect

to N, gives
51 S 4(]. — \/7]mm> . (D].4)

where Nyuin < 7 is the minimum allowed efficiency.

Y

D.1.3 Computing 6,

We can now also compute dy = H]I— F(Z):(COH)HOO in a similar way, using Eqgs. (D.3)
and (D.6). Again, we have d3 = maxy 5§N). First we compute 550) =0 as
1—(1—do)(1 —di)

0 _ 1 _
o =1 1—(1—do)(1—dy)

=0.

Thus, we compute 95 as

b= max {(1—do)(1—di)(1—nz)"1—nz)"}

No+N1=N#0
< — i)Y .
< Jmax {(1 = o)™ } (D.15)
Sl — Tmin, (D16)

where the second inequality follows from the fact that the term inside is monotonous with
respect to 1z, 7z, do, di.

D.2 Bounding number of flags for phase error estima-
tion with noise channel

In this section, we bound the quantities needed to upper bound the number of flags used
in the phase error estimation in Section 6.4.1. Specifically,
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e we upper bound the deviation from ideality ¢~ which represents the probability of
the noise channel to send a round to the flag space, and

e we lower bound the minimum eigenvalue of II.oI'qet, 1150 required to upper bound
the number of non-zero photon rounds.

These bounds depend on the POVM elements in each basis:

PoEts = (1—=do)(1—di)(1=ne)™ (1 =)™ |No, Ny No, Ni,
No,N1=0
=1
Loy = > 51— (1 —do)(1 - 10)™) (1 + (1= di) (1 —m)™) [No, Ni X No, Nl
No,N1=0
PRt = 3" (14 (1= do)(1—10)™)(1 — (1 — d)(1 — m)™) [ No, Ni Y No, M1,

No,N1=0

| —

(D.17)
where dy, d; and 7y, 7, are the dark count rates and efficiencies of the two detectors, and
| No, N1)(No, N1, is the state with Ny photons in the mode 1, and N; photons in mode 2,
where the modes are defined with respect to basis b. These POVM elements are related to
the POVM elements in Eq. (D.4), except we only need to consider Bob’s POVM elements.

D.2.1 Bounding deviation from ideality

We now proceed by upper bounding the deviation from ideality ¢~o. This is defined such
that Fi‘gﬂ p > (1 —¢=0)T's0, 4,» for all outcomes i and bases b. As both POVM elements
corresponding to a specific outcome are diagonal in the same photon-number basis, the
operator inequality reduces to a set of scalar inequalities on their corresponding eigenvalues.

Thus, it is sufficient to lower bound the ratio of their eigenvalues! )\?]3\,? N, and A v vy
)\dB7n
go0>1— min {28eM L (D.18)
N0+JZV1750 i No,N1

The ideal I'so, no-click, » is the 0 operator outside the zero photon subspace, and so the
minimisation can be restricted to the 0 and 1 outcomes.

!Note that these eigenvalues do not depend on the basis b chosen.
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We explicitly compute the ratio for outcome 0. First, note from Eq. (D.17) that

Aoson, =0 VN #£0
)\0; Np,0 — 1 V NO # O (Dlg)
)\O;NO,O:]-/Q \V/N(),Nl%o.

Xo.ony = 0 for all Ny, Ao, ny0 = 1 for all Ny # 0, and Ao, ny0 = 1/2 for all Ny, Ny # 0.
When Ny = 0, the ratio diverges. Thus, we compute the ratio for the remaining two cases
separately, and then we minimise over all cases after:

min % = min { (1 — (1 —do)(1 — o)) 1—é
NoZ£0 | Ao, No,0 No#0 0 o 2

— - (-d-m) (1-) (D.20)

2
dmax
> min 11—
> o (1 %)

)‘od-BNnN . N N
min {#}: min  {(1—(1—do)(1—no)™)(1+ (1 —dy)(L—m)™)}

No,N1#0 )\0; No,N1 No,N1#0

= (1= (1—do)(1 —mno))
Z Tlmin -

(D.21)

By a similar computation for outcome 1, we achieve the same minimum ratio, 1, (1 — d“’i) ,

2
so that J
d>0 = 1 - T]min (1 - max) .

2

D.2.2 Bounding minimum eigenvalue

The central quantity needed to bound the number of non-zero photon rounds using [21,
Lemma 5] is a lower bound on the minimum eigenvalue Apin;b Of IIsolget, 1150 = s —
IT- 0l ho-click, p11s0. This can be obtained from Eq. (D.17) by minimising over all eigenvalues
of I'4et, » Outside the zero-photon subspace,

Amin; b = Noffgffll#o {1 — (1 =do)(1 —dy)(1 —mo)™(1 — 771)N1} 2 Nmin- (D.22)
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