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Abstract

We present a comprehensive characterization study of open-source Message-Oriented Mid-
dleware (MOM) systems. We devised a rigorous methodology to select and study 10 popu-
lar and diverse MOM systems. For each system, we examine 42 features with a total of 134
different options. We found that MOM systems have evolved to provide a framework for
modern cloud applications through high flexibility and configurability and by offering core
building blocks for complex applications including transaction support, active messaging,
resource management, flow control, and native support for multi-tenancy. A key result of
our study, is that we believe there is an opportunity for the community to consolidate its
efforts on fewer open-source projects.

We have also created an annotated data set that makes it easy to verify our findings,
which can also be used to help practitioners and developers determine and understand the
features of different systems. For a wider impact, our data set is publicly available at [1].
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Chapter 1

Introduction

Modern cloud applications are complex [1, 5, 6]. They integrate numerous subsystems
and they are deployed on hundreds of nodes, increasingly across multiple data centers.
Building cloud applications using low-level sockets or synchronous middleware systems
such as Remote Procedure Call (RPC) is cumbersome and lacks critical features required
by modern applications, such as reliability, asynchronous delivery, efficient multicast, and
load balancing. Consequently, modern applications increasingly use higher-level MOM
systems, also known as Messaging, Message Queuing, or Publish/Subscribe (Pub/Sub)
systems.

MOM systems are widely used to support a broad range of modern applications in-

cluding microservice-based services [7, 8, 9], streaming analytics [10, 11, 12], financial
services [13, 11], Internet of Things (IoT) applications [15], video streaming [16, 17, 18],
machine learning services [19, 20, 21], and blockchain frameworks [22].

At a minimum, MOM systems offer a simple communication abstraction. Producers
produce messages to a certain topic hosted at a MOM server (i.e., broker). Brokers for-
ward these messages to one or more consumers that have subscribed to that topic (i.e.,
subscribers).

Despite providing a similar communication abstraction, the community maintains tens
of open-source MOM systems (Chapter 3), and new systems are frequently introduced.

Many of these systems are extremely popular, such as Kafka [23], Pulsar [21], Rab-
bitM@Q [25], and ActiveMQ Artemis [26]. Additionally, many companies offer proprietary
MOM systems [27, 28, 29], and major cloud providers also offer MOM services (e.g., Google

Cloud Pub/Sub [30], Amazon Simple Queue Service [31], and Microsoft Azure Queues Stor-
age [32]).



This raises a number of questions: What are the differences between the many open-
source MOM systems? What are the techniques used to support scalability, reliability,
and flow control? What are the semantics and policies for message delivery, persistence,
and ordering? Do MOM systems offer a common subset of features? Does an opportunity
exist to consolidate the community effort on a smaller subset of systems? Finally, what are
the pressing open research challenges facing MOM systems? Answering these questions
is important to guide research and development efforts, improve our understanding of the
emerging capabilities of MOM systems and detail the trade-offs offered by different MOM
systems, help developers choose the best system for a certain application, help practitioners
understand the semantics of different systems and how to configure and maintain these
systems appropriately, and help the community understand the capabilities of different
systems and focus its effort on a fewer number of MOM systems.

To answer these questions, we conduct a comprehensive study of 10 popular MOM
systems. For each system, we study 42 features. These features have 134 configuration
and deployment options. For each system, we study its documentation, user Application
Programming Interface (API), and related posts on developer forums. In a few cases,
we checked the source code to verify some of the characteristics, contacted the system
developers, and deployed the systems.

We found that MOM systems are evolving and expanding the set of features far be-
yond simple message communication. First, MOM systems offer a framework for develop-
ing complex cloud applications with support for the durable storage of messages, trans-
actions, application-specific processing, multi-tenancy, resource management, flow control,
and configurable message delivery semantics. The majority of the systems we study support
complex transactions that can produce messages to and consume messages from multiple
topics. Recently, some of these systems have added active messaging capabilities in which
applications can submit lambda-style functions to be executed on certain messages, which
moves these MOM systems closer to a stream-processing engine or serverless-computing
framework.

Second, a striking characteristic of MOM systems is their high flexibility and configura-
bility. Some of the systems offer a flexible topology that allows optimization of the system
deployment to match the underlying infrastructure or application access patterns. Many
of the systems have multiple configuration options for most features we study allowing
them to support applications with diverse semantics and performance requirements. We
note that multiple systems offer the same features, with Pulsar, RabbitMQ), and ActiveMQ
offering the largest number of configurable features. As a result, we believe it would be
beneficial to consolidate the community efforts on fewer projects.



Reliability. Most of the systems we study support storing messages on durable storage.
The majority of systems support replicating messages for higher reliability and scalability.
Messages are stored with strong or eventual consistent semantics with the majority of
systems offering eventually consistent storage semantics. The majority of systems also
incorporate techniques to help consumers recover their state after a failure.

Service Semantics. We found that the systems we study adopt four delivery semantics:
best-effort, at-most-once, at-least-once, and effectively-once. Interestingly, the majority of
the systems we studied support transactions that can consume/produce messages from/to
multiple topics. Nevertheless, many systems offer non-atomic transactions. We identified
two message-ordering semantics: path ordering and multicast exchange ordering. Multicast
exchange ordering guarantees in-order delivery of messages to consumers of a multicast
exchange. Path ordering is a weaker model and guarantees that messages are delivered in
order only if they take the same path in the system.

Client Interactions. All of the systems we study employ a discovery service to provide
needed information for producers and consumers to access the system. The discovery
service can either be strongly consistent or eventually consistent. The majority of systems
use an eventually consistent discovery service. We identified five approaches to deliver
messages to consumers. The majority of the systems offer multiple delivery approaches,
with pushing messages to consumers being the most common because it incurs the lowest
latency.

Resource Management and Flow Control. To control the use of available hardware
resources, MOM systems can enforce limits on resource use, including specifying limits
on processing, memory, network, and disk resources. The systems we studied also imple-
ment flow control mechanisms using two approaches: credit-based and rate-based. These
techniques are the base for offering isolation for multi-tenant deployments.

Active Messaging. Interestingly, two systems have recently added support for active
messaging, in which a user-defined function can consume and produce messages in the sys-
tem. This capability allows MOM systems to support stream-processing applications and
serverless-computing with stateful functions. This capability significantly increases system
flexibility but introduces new scheduling, isolation, and resource management challenges.

Protocols. A number of standards that specify how to interact with MOM systems had
already been developed. Our study (Chapter 12) shows that the majority of the systems
we study build custom protocols and that the most popular standard, Message Queuing
Telemetry Transport (MQTT), is supported by 5 of the 10 systems we study.

Implementation. We examined implementation details related to client interactions.
MOM systems typically provide a client library to allow applications to access the system.



For message transfers, all MOM systems we study support TCP, whereas some systems
also support UDP, Websocket, and IP Multicast. In addition, MOM systems offer standard
mechanisms for authentication, access control, and encryption.

We have created a data set in which we annotate each characteristic of each system with
a note and a link to the web source detailing the characteristic. As a service to the open-
source MOM systems and research communities, our data set is publicly available [1]. This
daunting task was performed to make it easier to verify our results and for researchers,
practitioners, and application developers to find details related to each feature of each
system.

The rest of this thesis is organized as follows. In Chapter 2, we discuss related work. We
present our research methodology in Chapter 3. We present our abstract communication
model used by MOM systems in Chapter 4 and discuss their dissemination topologies in
Chapter 5. We describe our findings related to reliability in Chapter 6, service semantics
in Chapter 7, client interaction in Chapter 8, resource management and flow control in
Chapter 9, implementation aspects in Chapter 10, and active messaging in Chapter 11.
We present an overview of standard messaging protocols in Chapter 12. We discuss our
findings and open research problems in Chapter 14 and our conclusion in Chapter 15.



Chapter 2

Related Work

We identify two types of related work: surveys that study MOM systems and benchmarking
studies that empirically compare MOM systems.

2.1 Surveys Studies

The work most related to our study is the 20-year-old survey conducted by Eugster et
al. [33]. Their work focuses only on Pub/Sub systems and does not study any message
queuing systems. In addition, some of the included systems are proprietary (e.g., IBM
MQSeries [27] and TIBCO Rendezvous [31]), whereas other systems are deprecated and no
longer supported (e.g., Gryphon [35]). Their work presents a high-level discussion of some
features (e.g., reliability guarantees, delivery semantics, fault tolerance, and transaction
support). However, they do not discuss multi-tenancy, resource management, flow control,
or active messaging. Comparing our findings to those of Eugster et al., we find that
MOM systems we study are more complex, provide richer sets of features, and offer many
configuration options.

Several recent efforts survey applications of MOM systems. Sheltami et al. [30] con-
ducted a survey of Pub/Sub middleware solutions for wireless sensor networks. Their paper
first discusses the characteristics of wireless sensor applications that make Pub/Sub solu-
tions the appropriate communication mechanism for these applications. Then, their paper
surveys existing Pub/Sub solutions that specifically target wireless sensor applications,
such as Mires [37], TinyCOPS [38], and TinyMQ [39]. For each of the surveyed systems,
their paper provides a high-level discussion of various aspects of the system, including its



design and quality of service guarantees. Then, their work presents a reference model for
Pub/Sub middleware for wireless sensor networks. The proposed model is extracted from
the architecture of the surveyed systems. Finally, the authors of [30] discuss some research
issues related to using Pub/Sub systems for wireless sensor networks such as dynamic dis-
tribution of the network load based on the remaining energy in the nodes in the network
and efficient handling of the mobility of nodes in the network. Our work differs completely
from their survey as we focus on general-purpose MOM systems that are more complex
and provide more features compared to the systems studied in [30].

Razzaque et al. [10] present a detailed discussion of IoT characteristics and require-
ments and then evaluate existing middleware systems against these requirements. Their
paper studies different types of middleware systems, including service-oriented middleware
systems, virtual machine-based middleware systems, event-based middleware systems, and
agent-based middleware systems. However, it does not focus on studying MOM systems.
Their work surveys existing solutions for each type of middleware. Hence, their survey
includes a large number of systems. However, it only provides a high-level summary of
each system and does not discuss many of the features we study. Furthermore, none of
the systems we study was included in any of the aforementioned surveys [36, 10]. Finally,
Razzaque et al. conclude with a discussion of some research challenges of using middleware
systems in [oT. These challenges related to dynamic resource discovery and management,
scalability to the demand of [oT, and complex event management.

2.2 Benchmarking Studies

Ahuja et al. [11] recently conducted a performance characterization study of MOM systems.
Their survey focuses on answering the following questions: What methodologies have been
used for qualitative and quantitative evaluation of message-oriented middleware? How is
benchmarking performed for message-oriented middleware, and which quantitative met-
rics are impactful? To answer these questions, their work surveys available benchmarks
for MOM systems (e.g., SPECjms2007 [12], jms2009-PS [13], and OpenMessaging bench-
mark [14]) and it provides a comparison between these benchmarks across various factors
including configurability, scalability, supported workload, and portability. Then, their work
discusses various metrics that should be considered in the evaluation of a MOM system,
including hardware utilization, throughput, and latency. Our work focuses on answering
different questions related to the design of open-source MOM systems and their character-
istics (Chapter 1). Moreover, their work [11] does not study many of the features we study
in our work (e.g., transaction support, multi-tenancy, and active messaging).



A few recent efforts focus on quantitatively evaluating the performance of open-source
MOM systems. Jain et al. [15] compare the performance of Apache Pulsar and NATS
using OpenMessaging benchmark [11], whereas John et al. [16] compare the performance of
Apache Kafka and RabbitMQ using Flotilla [17]. These two papers perform only empirical
evaluation of these systems in terms of throughput and latency and do not provide an in-
depth qualitative comparison. Specifically, Jain et al. [15] evaluate the impact of varying
the payload size on the system throughput and latency. Their results show that NATS
achieves higher throughput and lower latency compared to Pulsar as NATS does not store
messages on disk. John et al. [16] measure the performance of Kafka and RabbitM(Q when
increasing the number of broker nodes and when increasing the number of clients (i.e.,
consumers and producers). Surprisingly, the performance of both systems suffers from
degradation when increasing number of clients. The authors attribute this degradation
to resource contention. Our work complements these efforts as we focus on studying the
design of open-source MOM systems and qualitatively comparing their characteristics.

2.3 Summary

Our work differs significantly from the aforementioned papers. First, we follow a rigorous
methodology (Chapter 3) to select open-source production-ready MOM systems to include
in our study. Second, our study is comprehensive and detailed because it studies all aspects
of MOM systems, including dissemination topologies, reliability, service semantics, client
interaction, resource management, and active messaging.



Chapter 3

Methodology

We conduct an in-depth study of 10 diverse, widely popular, and general-purpose open-
source MOM systems. The systems we study are highlighted in Table 3.1. They adopt
different topologies, support a wide range of features, and are mature. We exclude pro-
prietary MOM systems and cloud services such as Google Cloud Pub/Sub [30], Amazon
Simple Queue service [31], IBM MQ [27], and Microsoft Azure Queue Storage [32].

We select the 10 systems we study using the following methodology. First, we use the
GitHub search API [80] to search for open-source MOM systems. We use keywords such
as “messaging,” “message queuing,” “broker,” “publish subscribe,” and “message bus.”
Appendix 15 includes the full list of keywords we used. Using this approach, we found
57,768 GitHub projects in October 2021.

PR

Second, we choose all projects that had 300 stars or more. Star counts are often used
as an indicator of a project’s popularity [¢1]. This reduced the number of projects to
375. Third, we manually inspect the projects to identify those that build a MOM system.
We exclude projects that build MOM applications or that are project specific (i.e., not
general-purpose). This reduced the number of projects to 71.

Fourth, we exclude 21 projects because they are inactive. We consider a project to be
inactive if the documentation states that the project is inactive or if there were no commits
to the project in the prior year [$2]. This reduced the number of projects to 50. Fifth,
we exclude ten projects because they have limited documentation or the documentation is
not in English. This left us with 40 projects.

Sixth, we inspect the remaining 40 projects and exclude 16 projects because they do not
offer a readily-deployable MOM system but provide libraries for building custom messaging



applications (e.g., ZeroMQ [33] and Nanomsg [31]). We exclude 6 projects that implement
a specialized MOM system for job scheduling. Table 3.1 lists the remaining MOM projects.
Table 3.1 shows two rows for Redis because it offers two MOM systems, Redis Streams
and Redis PubSub.

Seventh, we examine the systems listed in Table 3.1 to identify how they disseminate
messages. We identified four common dissemination topologies (Chapter 5): peer-to-peer,
single broker, mesh, and flexible topologies. For our in-depth analysis, we select the two
projects that represent each topology with the largest number of stars. Although Redis
Stream and Redis PubSub share a code base, we study them separately because they have
different characteristics. ActiveMQ has two distributions: Classic and Artemis. ActiveMQ
Classic is the older and most widely used distribution, nevertheless the community is
working on phasing out Classic and replacing it with Artemis. As a result, we study the
two ActiveMQ distributions.

The selected systems are widely popular and used in production by major services. For
instance, Ejabberd is used by WhatsApp [85] and UbiSoft [36], Kafka by LinkedIn [87]
and Lyft [88], RabbitMQ by SoundCloud [39], and Pulsar by Yahoo [90]. Although we
study the open-source versions of these systems, most of the systems we examine have a
proprietary enterprise (or supported) version.

For each of the 10 selected systems, we study their design documents, administrator and
user manuals, tutorials, API specifications, developer blogs, and available publications. For
some systems, the documentation was not complete, and we had to search the users and
developers’ forums, ask the system developers, and inspect the source code to determine
detailed information about some characteristics.

Our process involved multiple iterations to learn about and understand the systems. In
early iterations, we identify new characteristics or refine our definition of the characteristics
we use to compare systems. In the end, we identified 42 distinct characteristics (described
in Chapters 4 - 12).

3.1 Limitations

As with any in-depth study, the list of properties and system designs may not represent
all available systems. Here, we list three potential sources of bias and describe our best
efforts to address them.

e Representativeness of the studied systems: Although we study 10 diverse systems
(highlighted in Table 3.1), our results may not generalize to systems we did not

9



study. To ensure the representativeness, we followed a rigorous methodology in short
listing 19 popular, diverse, and general-purpose MOM systems.

Limiting the study to systems with 300+ stars: Although we only considered projects
with 300 stars or more, this choice does not impact the final set of selected systems.
We choose the most popular system for each dissemination topology, consequently
considering system with less than 300 stars would have not changed the set of projects
we study.

Documentation accuracy and completeness: Our team predominantly studied the
publicly available sources of documentation of the selected systems. We did not
study the complete source code nor deploy all the selected systems. Consequently,
the accuracy of our findings inherently depends on the accuracy and completeness of
the available documentation.

Observer error: We study 42 characteristics in 10 systems. Some of the character-
istics are not explicitly documented in the available documentation and require a
careful reading to determine whether a system supports a specific characteristic. To
reduce the chance of observer errors, two team members study each system indepen-
dently following the same methodology, then compare their findings. If disagreement
arose, the entire team discussed the characteristics in a group meeting before reaching
a verdict.

10



Table 3.1: The short list of systems listed in descending order of the number of GitHub
stars. E indicates that there is an enterprise version or support for the project. The Release
Date is the date of the first open-source release of the project (sometimes a project starts
as a propriety system and is later released as open-source). The shaded rows are the 10
systems we study in depth.

Topologies
7 o &
Project Name g "L% 0%: § E CE? § CE Release
: = | Eon|g| g D
3 3 03 B S.? S

Redis Streams [1¥] BSD E [19] C 6.2.5 Vs May 2018
Redis PubSub [50] BSD E [49] C 6.2.5 v | v May 2010
NSQ [11] MIT Go 121 | v Oct 2012
Kafka [27] Apache | E [07] Java 3.0 v Jan 2012
RocketMQ [53] Apache | E [51] Java 4.8.0 v Jan 2017
NATS! [7] Apache | E [70] Go 2.6.1 v IV Jun 20142
Pulsar [2] Apache | E [07] Java 2.8.0 v |3 Aug 2016
RabbitMQ [] MPL | E[]| Erlang | 3.8.17 v | V| V5| Aug 2007
EMQX [59] Apache | E [60] Erlang 4.3 V|V Dec 2012
Mosquitto [01] EPL/EDL | E 0] C 2.0.12 v Dec 2009
Ejabberd (eCS) [0] GPL E [64] Erlang 2107 |V |V | V Nov 2003
FAYE [65] Apache JavaScript | 1.4.0 v Jun 2009
Emitter [66] AGPL E [67] Go 2.8 v |V Jun 2019
NCHAN [05)] MIT C 1.2.12 v Nov 2009
VerneMQ [69] Apache | E [70] Erlang 1.12.3 v |V May 2015
ActiveM@Q Classic [71] Apache | E [77] Java 5163 | v | v | v | v | Jan 2007
Aedes [73] MIT E [73] | JavaScript | 0.46.1 v Mar 2015
ActiveMQ Artemis [20] | Apache | E [72] Java 2170 | v | v | v | V7 | May 2015
HiveMQ CE [74] Apache | E [75] Java 2021.2 v Apr 2019

1
2

(1) NATS refers to both NATS Core and NATS JetStream.

(2) NATS JetStream was first released in March 2021.

(3) The mesh topology is created when using geo-replication.

(4) A mesh topology is created when using non-exclusive queues.

(5) Supported through the Federation [76] or the Shovel [77] plugins.

(6) Supported through the concept of Virtual Destinations [75].

(7) Supported by coupling Federation Addresses with Divert Bindings [79].
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Chapter 4

Message-Oriented Communication
Model and Terminology

One challenge for conducting an in-depth study of MOM systems is that the systems we
study do not agree on which core features a MOM system should offer. Furthermore, the
community does not use standard terminology for the various aspects of MOM systems.
Worse yet, sometimes the same term can have different meanings in different systems.
Please check Note 4 for further details.

We now present an abstract communication model that we use to capture the basic
communication functionality offered by the majority of the systems we study. Given that
no standard terminology exists for describing MOM systems, we also define the terminology
we use in this work.

The communication model offers a communication abstraction for producers (i.e., senders
or publishers) to send messages to one or more consumers (i.e., receivers or subscribers).
A message carries application-specific data. MOM systems usually rely on a broker service
to exchange messages. Producers send their messages to a broker service, which in turn
forwards them to interested consumers.

MOM systems rely on a broker service to exchange messages with the exception of
NSQ, which is a peer-to-peer system. Communication centers on topics (also referred to
as subjects, addresses, and channels.), which have unique IDs that can be human-readable
names. Producers send messages to the broker service for a certain topic and consumers
subscribe to that topic to receive messages. A typical application that uses a MOM system
involves multiple producers and consumers that communicate through application-specific
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Producers Broker Consumers Producers Broker Consumers

Topic:
UW-news

Topic: UW-news

@ Multicast exchange

@ Multicast exchange @Unicast exchange
Figure 4.1: A single broker with a multicast
exchange. Producers send massages to the Figure 4.2: A single broker hosting a logical
“UW-news” topic. The broker multicasts topology with multiple exchanges. Arrows
the messages to all consumers. show the flow of messages.

topics. Applications support multiple users. A user of the application may run multiple
producers and consumers to produce and consume messages from different topics.

The broker hosts one or more logical exchanges. An exchange is either a multicast ex-
change, in which a message is delivered to all consumers that subscribe to that exchange, or
a unicast exchange, in which a message is only delivered to one of the consumers subscribed
to that exchange. Multiple consumers may subscribe to a unicast exchange. However, each
message sent to a unicast exchange is delivered to only one of the subscribed consumers.
MOM systems may use a range of policies to select a consumer among those that are
subscribed to a unicast exchange. Examples of these policies include random, round robin,
priority-based, and First-Come-First-Served (FCFS) policies. In Chapter 8.3, we detail the
policies offered by the systems we study.

Figure 4.1 shows an example application that has multiple producers and consumers
communicating through a single topic with a name “UW-news.” The broker has a single
multicast exchange.

MOM systems (e.g., RabbitMQ, ActiveMQ Classic, and ActiveMQ Artemis) allow the
use of multiple exchanges to form what we call a logical dissemination graph or logical
topology. Figure 4.2 shows an example in which a single broker hosts a logical topology
that uses two multicast exchanges and three unicast exchanges.

The logical topology can be deployed on one or more brokers. We refer to how a logical
topology is placed on brokers as physical layout. Figure 4.3 shows the same logical topology
in Figure 4.2 when it is laid out on two broker servers across two data centers.
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Broker in
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Broker in North
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Producers

Consumer
@ Multicast exchange @Unicast exchange

Figure 4.3: Flexible topology. A logical topology deployed on two physical brokers located
in two data centers.

Note 4: Terminology in Real Systems

We note that different systems use different names to refer to the concepts presented
in our model. In some cases, the same term has different meanings in two systems.
For example, a multicast exchange is called a “topic” in NSQ, Kafka, RocketMQ, Pul-
sar, EMQX, Mosquitto, VerneMQ, ActiveMQ Classic, Aedes, and HiveMQ); “topic ex-
change” in RabbitMQ); “subject” in NATS; “stream” in Redis Streams; and “channel”
in Redis PubSub, FAYE, Ejabberd, Emitter, and NCHAN. Interestingly, a “channel”
in NSQ refers to a unicast exchange instead of a multicast exchange. A unicast ex-
change is called a “queue” in RabbitMQ and ActiveM(Q Classic. ActiveMQ Artemis
exchanges are called “addresses” that have an attribute that specifies whether an ad-
dress is multicast or unicast.

4.1 MOM Communication Characteristics

The characteristics of the MOM communication model are drastically different from other
popular communication middleware, such as raw TCP /IP-based communication and RPC
(e.g., Linux RPC [91], Google gRPC [92], and Apache Thrift [93]). These characteristics
make it attractive for modern cloud applications, including the following:

e Space decoupling: Producers and consumers do not need to be aware of each other.
A producer does not have the addresses of the other producers or consumers, nor
know how many of them are there. Similarly, consumers do not know the address or
the number of other consumers and producers.
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o Time decoupling: MOM systems often facilitate the time decoupling of producers
and consumers, meaning the producers and consumers do not need to interact syn-
chronously to communicate. Producers can send messages to a MOM system while a
consumer is offline. The consumer will receive the messages when it joins the system,
even if the producer is offline.

o Flexibility: MOM systems can be configured to provide a range of reliability, resource
management, and delivery semantics. They can be deployed to match the underlying
infrastructure to improve performance and scalability, such as placing brokers on
central nodes or configuring a physical layout for geo-distributed setups to reduce
WAN communication.

e Separation of concerns and extensibility: Producers and consumers communicate
using a simple messaging API without being concerned with the way this API is
implemented. Consequently, it is easy to extend the system design, change its im-
plementation to add new features, or improve its performance without changing the
implementation of the communicating parties.
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Note 4.1: How our Communication Model is Mapped to Different Systems
To demonstrate how our model can be trans-

lated to deployments in the systems we Producers Consumers
study, consider a message replication use case
in which a message should be processed by
one of the database servers and one of the
web servers (Figure 4.4). Producers send ¥
messages to the topic “TX” that is processed »
by a multicast exchange. The multicast ex-
change sends a copy of the message to the
unicast exchanges of the database and web @Mu'ticaSt exchange @U”ica-"t exchange
servers. Each unicast exchange forwards the

request to one of the servers subscribed to Figure 4.4: A use case of load balancing
that exchange. The systems we study use a single multicast exchange.

different approaches to implement this use

case. We detail how this use case can be implemented in two systems: RabbitMQ and
Redis Streams.

One can directly implement the described use case in RabbitMQ. A multicast ex-
change is called a topic exchange, while a unicast exchange is called a queue. Multiple
consumers can subscribe to a queue. Messages sent to a queue are forwarded using
one of the RabbitMQ policies listed in Table 8.3. NSQ can implement this use case in
a similar way.

Redis Streams does not have explicit unicast exchanges. Each message produced to
a multicast exchange (also known as a stream) is available to all consumers of that
stream to request the message. The functionality of a unicast exchange can be achieved
through a feature called consumer groups. Redis Streams supports grouping multiple
consumers into a consumer group. A consumer group can have a single subscription to
a multicast exchange, and messages sent to the group subscription are load-balanced
among the group consumers. To implement the use case in Figure 4.4 using Redis
Streams, one would define two consumer groups, one for database servers and one for
web servers, and then subscribe each group to the multicast exchange serving the topic
“TX.” Many systems implement the unicast exchange using this approach including
Pulsar and NATS. Consumer groups are called shared subscriptions in Pulsar. We
note that shared subscriptions became a standard feature in version 5.0 of the MQTT
messaging protocol.

ActiveMQ Classic and ActiveM(@Q Artemis can implement this use case using a flexible
dissemination topology (detailed in Chapter 5).

(]

Broker -,

Topic: TX

SI9AI3S ga

) [

SI9AIBS O3

)
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Chapter 5

MOM Topologies

MOM systems use a dissemination topology to transfer messages to consumers. We found
that the systems we study support one or more of the following four dissemination typolo-
gies (Table 5.1): single broker, mesh, peer-to-peer, and flexible topology.

5.1 Single Broker Topology

A single broker is the simplest and most popular dissemination topology, in which a single
node runs the MOM service (Figure 4.1). The broker hosts all topics, receives all messages,
and serves all consumers. This topology is supported by all of the systems we study with
the exception of NSQ, which is a brokerless peer-to-peer system (Table 5.1).

Although using a single broker server simplifies the MOM system design and imple-
mentation, it introduces a single point of failure. This is why systems adopting this single
broker topology may replicate the state of the broker to backup brokers. For instance, Fig-
ure 5.1 shows how messages are replicated in Kafka, where topic partitions are replicated
on multiple brokers with one of the brokers acting as the primary replica for a specific topic
partition. Producers send messages to the primary broker of a given topic partition (also
known as the leader). The primary broker can be configured to replicate every message to
backup brokers before making it available to consumers to consume. The backup brokers
do not serve consumers. One of the backup brokers takes over the primary role when the
primary broker fails. Note that a backup broker may act as a primary broker for other
topic partitions.
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Table 5.1: MOM systems’ dissemination topologies.

System

SUrear}q SIpoy
qnsqnd spay
OSN
esgey
SILVN
Tesindg
ONIqqeY
(8D9) proqqely

Single

Mesh
Flexible
Peer-to-Peer v v

NEN
NEN

<
SNEN
RN
NEN

\
RENEN

Topology

NS A otsse) DINeAOY
SN NS |sruery HNeanoy

The main disadvantage of this design is that its scalability and performance are limited
to a single server’s capacity, because a single broker serves all producer and consumer
requests for a given topic. Furthermore, this topology is ill suited for multiple data center
deployments.

5.2 Complete Mesh Topology

In a complete mesh topology, every broker is connected to all the brokers in the cluster.
The same topic is served by all the brokers. The main goal of the mesh topology is to
increase system scalability to improve system throughput to support a larger number of
consumers. Figure 5.2 shows an example of a complete mesh topology with three brokers
each hosting a multicast exchange that are serving the same topic, called “News.” As a
result, a consumer can subscribe to any of the brokers. When a broker receives a new
message from a producer, it forwards the message to all other brokers, which in turn
forward this message to their local consumers, who are subscribed to that topic. RabbitMQ
further optimizes this approach by only forwarding messages to brokers that have at least
one consumer subscribed to that topic. This topology is supported by eight of the systems
we study including: Redis Streams, Redis PubSub, NATS, Pulsar, RabbitMQ, Ejabberd,
ActiveM(Q Classic, and ActiveM(Q Artemis (Table 5.1).

18
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Broker

Producers Consumers

Producer B Producer C

Broker B Broker C
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Brokers @ Multicast exchange

@ Multicast exchange Figure 5.2: Complete mesh topology. A
_ _ topic is served by three multicast exchanges,
Figure 5.1: Single broker topology example. ., deployed on a separate broker. The bro-

The.ﬁ'gure shows how Kaﬂ({l replicates the yoiq are connected in a complete mesh topol-
partitions of a topic on multiple brokers. 0gy.

5.3 Flexible Topology

RabbitMQ), ActiveMQ Classic, and ActiveM(Q Artemis support building a logical message
dissemination topology and flexibly deploying it on multiple brokers (e.g., Figure 4.3).
Each broker can host a sub-graph of the logical topology. This is the most flexible design,
and it can be configured to support single broker and complete mesh topologies.

Furthermore, this flexibility allows matching the dissemination topology with the un-
derlying network within a data center or across data centers. This also helps support a
wide range of application-specific topologies and allows systems to scale to support a large
number of producers and consumers. This flexibility introduces additional steps for de-
ploying these systems because it requires configuring and tuning the system for each new
deployment.
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Note 5.3: Flexible Topology Implementation in Real Systems

In RabbitMQ), flexibility is achieved through the Federation [ ] or the Shovel [ ]
plugins. RabbitMQ has topic exchanges, which act as multicast exchanges, and queues,
which act as unicast exchanges. The Federation plugin can forward messages between
topic exchanges and queues, even if they reside on different brokers. Furthermore,
multiple topic exchanges and queues can be used to create a variety of dissemination
topologies. The Shovel plugin is similar to the Federation plugin, except it works on a
lower level to consume messages from queues to topic exchanges.

In ActiveMQ Classic, a flexible topology can be created using wvirtual destinations
["7]. A topic can be configured as a virtual destination and consume messages from
other topics. This added flexibility allows the creation of flexible dissemination topolo-
gies.

In ActiveMQ Artemis, flexibility is achieved through the use of federated addresses.
An address is a topic in our terminology. An address can be configured as a multicast
or unicast address. Through the divert bindings feature [ '], a multicast or unicast
address subscribes to multiple multicast source addresses. Multiple addresses can be
used to create a flexible dissemination topology.

5.4 Brokerless Peer-to-Peer Topology

This topology does not use dedicated nodes to run the broker service. Producers create
topics on their local machine and consumers directly subscribe to these topics, without
using an intermediate broker service (Figure 5.3). These systems use a discovery service
to help consumers find the producers hosting a certain topic. If more than one producer is
producing to the same topic, a consumer needs to independently connect and subscribe to
each one of the producers. With this approach the consumer will receive all the messages
sent to a given topic, but the order in which messages are received may differ between
consumers of the same topic.

The main advantages of this topology are its high availability, low communication
latency, and the elimination of dedicated broker nodes. It has high scalability for appli-
cations that are dominated by one-to-one communication. Consequently, this topology is
often used in real-time communication applications such as instant messaging [85], gaming
[36], VoIP calls [91], and video calls [95].

Unfortunately, this topology has serious limitations. First, this approach cannot scale
to support hundreds of consumers that subscribe to the same producers of a topic. Sec-
ond, this approach eliminates a number of important MOM communication characteristics
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Producers Consumers

Figure 5.3: Peer-to-peer topology. Consumers connect directly to producers without an
intermediate broker node.

(Chapter 4.1) including: time decoupling because producers and consumers communicate
directly, space decoupling because producers and consumers know each other, and flexi-
bility. Finally, this design limits the number of features that can be supported, such as
replication and message ordering per multicast exchange.

NSQ is a purely peer-to-peer system. ActiveM(Q Classic and ActiveMQ Artemis offer
libraries that allow integrating the MOM service into producers and consumers to create a
peer-to-peer system. Additionally, Ejabberd allows producers and consumers to establish
direct peer-to-peer connections for lower latency.

5.5 Summary

In this chapter, we present the four message dissemination topologies that MOM systems
use to transfer messages from producers to consumers. Among these topologies, the single
broker topology is the most supported and simplest topology, but it introduces a single
point of failure. Therefore, replicating the broker to replicas or using complete mesh
topology instead is recommended for scalability and reliability. P2P-based MOM systems
lack support of most of the MOM communication model characteristics (Chapter 4.1).
Interestingly, some systems support building custom message dissemination graphs that
can match with the underlying network infrastructure and support complex access patterns
including combinations of single broker and complete mesh topologies. Finally, Table 5.1
shows that most systems support two or more topologies with ActiveMQ Classic and
Artemis supporting all possible dissemination topologies.
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Chapter 6

Reliability

An important consideration when designing, implementing, and deploying MOM systems
is the service and data durability guarantees that they provide during failures. The MOM
systems we study incorporate techniques to tolerate broker and consumer failures, includ-
ing data durability (Chapter 6.1), replication (Chapter 6.2), handling messages of failed
consumers (Chapter 6.3), and a consumer subscription recovery (Chapter 6.4).

6.1 Data Durability

The core mechanism to achieve data durability is to store messages on stable storage,
through a local file system, a database, or a key-value storage system. Table 6.1 lists the
systems that provide data durability. We note that all systems support storing data to
durable storage except Redis PubSub and NATS Core. These two systems are designed
for best effort delivery where a message is removed once it is dispatched to consumers.

Kafka is the only system that stores every message to local storage and does not offer
the ability to disable durable data storage. The rest of the systems include configuration
options to disable storing data durably for all or a subset of messages.

The frequency of making messages durable. Storing a message to stable storage
imposes an overhead. To avoid performing I/O operations on the critical path, many of
the systems allow users to tune how frequently messages are synced to durable storage.
Among the systems we study, we found four frequency configurations:

e Immediate: This configuration stores messages at the stable storage by calling fsync ()
after every publish request. An acknowledgment is sent to the producer only after
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Table 6.1: Message persistence, granularity of persistence, and persistence frequency for
each of the systems we study. J refers to a feature exclusively supported by NATS Jet-
Stream. Although Pulsar and Ejabberd can use different storage engines by using plugins,
the default option is BookKeeper [2] for Pulsar and the Mnesia [3] database for Ejabbered.
In this table, we report findings based on Pulsar and Ejabberd’s default implementation.
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(1) By default, NSQ is an in-memory messaging system that persists messages to disk if the
size of messages in memory exceeds a threshold. Setting this threshold to zero forces persisting
messages to disk immediately.

(2) Only when using Ejabberd PubSub module.

fsync ) returns. This configuration offers the highest durability guarantee; however,
it imposes the highest overhead because fsync () can incur significant overhead and
it is called on the critical path.

e Periodic: Using this configuration, an fsync() is issued every preconfigured period
of time. The shorter the period of time, the lower the chance of losing data and the
higher the performance overhead. Using very long periods is not advised because it
lowers the system reliability and introduces IO bursts.

e Batching: Messages are made persistent when the system accumulates a preconfig-
ured number or total bytes of messages. Similar to the periodic configuration, the
smaller the batch size the higher the system reliability and the higher the imposed
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overhead.

e (OS Persistence: This configuration leaves the decision to send messages to disk to
the local file system. The MOM system writes the data to the file system without
calling fsync () and the file system eventually sends the data to disk.

With the exception of NSQ, periodic durability is supported by all the systems that
support storing messages durably. OS-based persistence is supported by all systems with
the exception of RabbitMQ and Ejabberd, which use the internal Mnesia database for dura-
bility (Table 6.1). Redis Streams, Kafka, ActiveMQ Classic, and ActiveM(Q Artemis are
the only systems that support immediate durability. Finally, a number of systems includ-
ing Kafka, Pulsar, RabbitMQ, Ejabberd, and ActiveM(Q Artemis offer a hybrid approach
that combines the periodic and batch-based policies. These systems persist a message if
a certain period passes or the number of accumulated messages exceeds a configurable

threshold.

Granularity of the Durability Configuration. The durability configuration can be
set as a system-wide configuration, per topic, or per message. All the systems that support
persistent messages can be configured to store every message produced (Table 6.1). Kafka
is the only system that does not offer an option to disable storing messages on persistent
storage; it only provides configuration options to tune the mechanism. Instead of storing all
messages to disk, some of the systems offer two finer-granularity levels: topic and message.

Topic durability in Pulsar, RabbitMQ, Ejabberd PubSub, ActiveMQ Classic, and Ac-
tiveMQ Artemis allows for the configuration of a topic as either durable or transient. This
granularity supports durably storing messages of a certain topic.

Message-level durability is the finest granularity offered for data durability. RabbitMQ),
ActiveMQ Classic, and ActiveMQ Artemis allow one to specify the durability configuration
per message. The producer API includes a parameter that indicates whether a given
message should be durably stored.

In the systems that offer topic-level and message-level durability, if a transient message
is sent to a durable topic, or if a message with a durability parameter set to true is produced
to a non-durable topic, the message will not be durably stored.

6.2 Replication

Table 6.2 shows that all broker-based systems except Redis PubSub and NATS Core sup-
port message replication for reliability, or scalability to support larger deployments. Redis
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Table 6.2: Replication alternatives. Pulsar and Ejabberd allow plugging in different storage
engines, the results in the table are based on the default implementation of BookKeeper
in Pulsar, and the Mnesia database in Ejabberd.
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(1) Supported through the geo-replication feature.
(2) Exclusive to the special replicated queue which is called Quorum Queue.
(3) Provided through a shared file system.

Streams, Kafka, NATS JetStream, Pulsar, RabbitMQ, Ejabberd, and ActiveMQ Artemis
natively support message replication. Furthermore, Pulsar, Ejabberd, ActiveM@Q Classic,
and ActiveM(Q Artemis can be configured to use external replicated storage. For higher
reliability, Kafka and Pulsar can be configured to follow a rack-aware replica placement.
Rack-aware placement aims to place replicas on different racks to tolerate rack failures.

Note 6.2: Replication implementation in RabbitMQ, NATS JetStream, and
Kafka

RabbitMQ and NATS JetStream build replication techniques based on the Raft lin-
earizable consensus protocol [/]. NATS JetStream creates multiple Raft instances.
One global Raft instance is used to keep track of brokers in the system, one Raft group
per topic is used to track brokers serving that topic, and one Raft group per topic is
used for the consumers of a given topic.

Kafka builds its own replication protocol [ ] and it partitions topics onto different
brokers. For each partition, Kafka assigns one primary broker that serves all client
requests. When the primary broker receives a new message, it replicates the message
on backup brokers before serving it to consumers. Kafka can be configured to place
replicas of a partition on different racks for higher reliability. Although immediate
persistence to disk by calling fsync () after every publish request can be combined with
replication on backup nodes, Kafka’s documentation discourages this configuration due
to performance implications.
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Table 6.3: The supported recovery guarantees in case of consumer failure.
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(1) Applies only to ring queues.
(2) Using an exclusive queue or a durable subscription.
(3) Supported when enabling the “mod_offline” or “mod_mam” modules.

6.3 Consumer Fault Tolerance

In MOM systems, consumers can be configured to send an acknowledgement when they
finish processing the received message. This is the case for all the systems we study with
the exception of Redis PubSub and NATS Core. If a consumer receives a message from
a MOM system but it fails or its TCP connection drops before acknowledging it, then
the MOM system assumes that the message has not been processed and it reassigns the
message to another consumer.

We note that this fault tolerance technique is only provided for unicast exchanges,
because each message sent to a unicast exchange is forwarded to one of the consumers
who are subscribed to that exchange. If a consumer fails, the in-flight message(s) should
be reassigned to another consumer. If no other consumer exists, the unicast exchange
keeps the message(s) until a consumer connects to the exchange. This is not the case
for multicast exchanges, which forward every message to all consumers subscribed to that
multicast exchange. Table 6.3 lists the reassignment policies supported by the systems we
study:

e Reassigned by the broker: In this policy, the broker reassigns the unacknowledged
messages of a failed consumer to another consumer using one of the unicast exchange
policies discussed in Chapter 8.3. This policy is supported by NATS JetStream,
Pulsar, RabbitMQ), ActiveMQ Classic, and ActiveMQ Artemis.
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e Reassigned by a consumer: Kafka and Redis Streams allow an application to decide
which consumer will claim the messages assigned to a failed consumer. In Kafka,
a topic is divided into multiple partitions. A consumer claims complete partitions
and processes all messages assigned to those partitions. When a consumer fails,
its partitions need to be reassigned to other consumers. This reassignment can be
done by the system or by the application. In the latter case, the application decides
which consumer will claim the partitions of a failed consumer. In Redis Streams,
consumers within the same consumer group who consume messages from a stream
can claim each other’s unacknowledged messages. Consequently, if a consumer within
the group fails, other consumers of that group can claim unacknowledged messages of
the failed consumer. A second use of this technique in Redis Streams is to avoid slow
consumers. A fast consumer can claim unacknowledged messages of a slow consumer.
Unfortunately, this approach may lead to double processing of a message.

The reassignment of messages by consumers is also supported by Pulsar, Rab-
bitMQ, ActiveMQ Classic, and ActiveM(@Q Artemis but not for consumer fault tol-
erance. These systems place messages that a consumer could not process (e.g., for
violating application semantics) into a “dead letter” topic. The application can use
a consumer to inspect those messages.

e Requeue as new: Unacknowledged messages of a failed consumer are requeued as
new messages without keeping track of the previous delivery attempts. The message
is added to the tail of the unicast exchange and it can be forwarded to the same
failed consumer if it rejoins the system. This policy is only supported by NSQ and
ActiveMQ Artemis for the special ring queue.

6.4 Subscription Recovery

With the exception of Redis PubSub, NSQ, and NATS Core, all the systems we study
offer a technique to recover old subscriptions if a consumer fails (Table 6.3). Recovering a
subscription includes reinstating the subscription to its state before the crash.

Subscription recovery is provided only for multicast exchanges because a consumer of
a multicast exchange should receive a copy of every message sent to that exchange. This
recovery technique is not needed for unicast exchanges. A consumer of a unicast exchange
might not receive all the messages sent to the exchange when multiple consumers exist,
even when there are no failures. When a consumer of a unicast exchange fails and rejoins
the cluster, it joins back as a new consumer.
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Subscription recovery is achieved through one of two techniques:

e PBroker-side recovery: The broker is tasked with storing the subscription state, such
as consumer information and last consumed message ID. The broker then reinstates
the subscription when a consumer rejoins the system. This approach is supported by
Kafka, NATS JetStream, Pulsar, RabbitMQ, Ejabberd PubSub, ActiveM(Q Classic,
and ActiveMQ Artemis. We note that two popular messaging protocols, Java Mes-
sage Service (JMS) v1.0.1+ and MQTT v3.1.14, include specification for “Durable
Subscriptions” that are reinstated when a consumer rejoins the system. We discuss
messaging protocols in Chapter 12.

o (lient-side recovery: The consumer stores the subscription state in persistent storage.
After rejoining the system, the consumer uses the stored state to resume consuming
messages from the last message ID stored on disk. This approach is supported by
Redis Streams.

6.5 Summary

Most of the MOM systems we study support storing messages on durable storage with
configurable persistence frequency. Some systems offer fine message persistence granular-
ity including message and topic level. Other than NSQ, all systems with support for data
durability support replicating messages for higher reliability or scalability, with the major-
ity relying on built-in replication mechanisms. Although some systems support strongly
consistent storage, the majority of systems offers eventually consistent storage semantics.
Finally, MOM systems also incorporate techniques to tolerate consumers’ failures. The
majority of systems support recovering the subscription of a multicast exchange. All sys-
tems that support the load balancing of messages of a unicast exchange across multiple
consumers support reassigning messages of failed consumers to another one.
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Chapter 7

MOM Service Semantics

In this chapter, we discuss the semantics offered by the systems we study, including message
delivery semantics, message deduplication semantics, transaction semantics, and message
ordering semantics.

7.1 Message Delivery Semantics

We now describe the delivery semantics offered by the MOM systems we study. We provide
details for the producer-to-broker and broker-to-consumer (or producer-to-consumer in
Peer-to-Peer systems) delivery semantics. The systems we study offer four types of delivery
semantics. Table 7.1 lists the semantics supported by each system.

e Best-effort, at-most-once: After sending a message, a sender does not wait for an
acknowledgment from the receiver. If the message is lost due to a failure, then no
retransmission occurs. We call this technique best-effort, at-most-once because a
message is processed at-most-once, but will be lost in case of failures.

e Reliable, at-most-once: After sending a message, a sender waits for an acknowl-
edgment from the receiver. Brokers can be configured to wait synchronously or
asynchronously for an acknowledgment. Chapter 10.2 details the MOM-consumer
communication mode.

o At-least-once: After sending a message, a sender waits for an acknowledgment from
the receiver. If the sender times out before receiving an acknowledgment, the sender
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Table 7.1: Message delivery semantics. J refers to a feature exclusively supported by NATS
JetStream.
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(1) In NATS JetStream with the MQTT Protocol, different delivery semantics are offered by
different quality of service levels. QoS0 offers best-effort semantics and QoS1 offers at-least-once
semantics.

(2) Applies only to poll-based consumers.

(3) In Pulsar, it depends on how the producer is implemented to handle acknowledgment time-out
errors/exceptions.

(4) The topic durability configuration (Chapter 6.1) imposes specific delivery semantics. A non-
durable topic dispatches messages as best-effort at-most-once, whereas durable topics dispatch
messages using at-least-once semantics.

(5) Best-effort at-most-once is the default unless active stream management is enabled on the
stream between the communicating parties.

(6) Durable messages are always sent at-least-once and retried until successfully acknowledged.
However, non-durable messages are instead sent as best-effort at-most-once. However, the client
can make it reliable at-most-once by subscribing to JMS Exceptions.

(7) The implementation of effectively-once semantics is done by the application code. We added
a check for systems that support transactions or provide enough information in the message to
facilitate implementing message deduplication.
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retransmits the message. A message could be delivered more than once. If the
broker does not receive an acknowledgment from a consumer after retrying a number
of times, then the message is dropped or is added to a dead-letter exchange.

e Fffectively-once: This is the strongest delivery guarantee. Similar to at-least-once
semantics, a sender retries unacknowledged messages and may deliver a message more
than once. However, message deduplication techniques or atomic transactions are
used to eliminate duplicate messages. We discuss these two techniques in Chapters
7.2 and 7.3, respectively.

7.2 Handling Duplicate Messages

Messages could be retransmitted to achieve reliable delivery. This may lead to the duplicate
delivery of the same message from a producer to a broker (or a consumer in case of a peer-to-
peer system) or from a broker to a consumer. Here, we investigate how duplicate messages
are handled both on the MOM system side and on the consumer side when the message
is duplicated due to retransmissions. We do not study message duplication that is caused
by the application design. For instance, an application may subscribe the same consumer
twice to the same topic using two separate subscriptions, or it may use two wild-card
filters that overlap (i.e., a message may match the two filters; we discuss message filtering
in Chapter 8.5).

System side. Table 7.2 shows the systems that handle duplicate messages. It shows
that Redis Streams, Kafka, NATS JetStream, Pulsar, ActiveM(Q Classic, and ActiveMQ
Artemis support the detection of duplicate messages on the broker. They identify a message
as duplicate based on the message attributes, mainly message ID or sequence number. The
IDs and sequence numbers of messages are generated by the producer. The pair <producer
ID, message ID/sequence number> represents a unique message identifier.

Consumer side. Handling duplicate messages on the consumer side is implemented by
the application and hence is outside the scope of our study. Table 7.2 shows the systems
that provide enough information to facilitate the implementation of a technique to handle
duplicate messages on the consumer side. We found that all of the systems we study,
except Redis PubSub and NATS Core, embed enough information in messages to facilitate
handling duplicate messages. Messages are uniquely identified using message ID or unique
sequence numbers. Consumers can track this information to detect duplicate messages.
We note that Redis PubSub and NATS Core are in-memory best-effort systems, where
retransmission is not possible and hence there is no need to support deduplication.
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Table 7.2: Support for message deduplication. The table reports the systems that handle
duplicate messages on the system side. For the consumer side, the table reports the systems
that provide information to facilitate handling duplicate messages by the application.
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(1) If the producer creates an ID for a message, then the broker rejects messages with an ID
smaller or equal to the last seen ID.

(2) By using the “Auditing” feature, the broker maintains a sliding window of messages to detect
duplicates.

7.3 Transactions

Some MOM systems offer transactional support for applications. Table 7.3 shows the
systems that support transactions, the transaction properties, the supported operations,
and transaction scope. All systems except NSQ, NATS, and Ejabberd support transactions.

Transaction properties. We study the Atomicity, Consistency, Isolation, and Durability
(ACID) properties [97] of the supported transactions. We note that unlike other properties
we study, systems are not flexible and they provide a specific transaction support. For
instance, a system can support either atomic or non-atomic transactions, but not both.

o Atomicity: Pulsar, ActiveMQ Classic, and ActiveMQ Artemis offer atomic transac-
tions such that the operations carried out within a transaction are either executed
entirely or not at all. Redis Streams, Redis PubSub, Kafka, and RabbitMQ offer
non-atomic transactions. In these non-atomic transactions, partial results could be
visible due to either system failures in RabbitMQ), lack of support for rollback of
produced messages in Kafka, or failures of execution of some of the operations within
a transaction in Redis Streams and Redis PubSub.

e (Consistency: MOM systems do not check data consistency. MOM systems aim to
be generic and able to support a wide range of applications. Consequently, MOM
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Table 7.3: Transaction properties, supported operations, and scope.
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systems do not check the schema of the message payload. Data consistency semantics
are application-specific and are left to the application to handle.

e [solation: MOM systems’ transactions offer classic transaction isolation, in which
concurrent transactions are serializable. In other words, the intermediate results
of a running transaction are not visible to other transactions until the transaction
commits. Among systems that support transactions, Kafka is the only system that
does not support isolation. In Kafka, produced messages are immediately stored in
the log, messages from concurrent producers are mixed in the log, and the system
does not support rolling back produced messages. Consequently, consumers outside
a transaction may read messages of that transaction before it commits, or even after
it aborts.

o Durability: Transaction durability ensures that the changes of a committed trans-
action remain in the system even in the case of failure. We note that systems that
support transactions typically do not have a separate configuration option for trans-
action durability. Instead, transaction durability follows the durability configuration
discussed in Chapter 6.1. For instance, if a transaction that uses durable messages
is committed on a durable topic, then the transaction is durable. Furthermore, it is
possible to have atomic but non-durable transactions.

Supported operations. Table 7.3 lists the operations that can be performed in a trans-
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action. All systems that have transactions, except Redis PubSub, support both producing
and consuming messages in a transaction. Redis PubSub is the only system that does
not support message consumption in a transaction. In RabbitMQ), a consumer can receive
a message and then decline to process it. RabbitM(Q is the only system that allows the
rejection of processing of messages and supports including the decision to reject a mes-
sage as part of the transaction. Rejected messages are requeued to the topic, added to a
dead-letter topic, or deleted.

Transaction scope. Interestingly, as shown in Table 7.3, all systems that support trans-
actions allow transactions to access multiple topics. Therefore, an application can consume
messages from one or more topics and produce messages to one or more topics in a single
transaction.
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Table 7.4: Supported message ordering semantics. J refers to a feature exclusively sup-
ported by NATS JetStream.
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(1) Pulsar can be configured to allow out-of-order consumption for “Key_shared” subscriptions.
(2) When the topology consists of a network of brokers, total ordering is not guaranteed.

7.4 Message Ordering

Each MOM system provides different guarantees for the order in which messages are deliv-
ered to consumers. The ordering semantics define the order in which messages are delivered
to consumers differently for two cases: for messages that are produced by the same pro-
ducer and for messages produced by multiple producers to the same multicast exchange.
We found that systems may offer two kinds of ordering guarantees, which we call path
ordering and multicast exchange ordering. Table 7.4 shows the message ordering semantics
each of the systems support.

Path ordering. Path ordering means that if a producer sends two messages and these
messages take the same path in the logical dissemination topology to the same consumer,
then the order of these messages is preserved. Path ordering does not offer any ordering
guarantees for multiple producers, even if the producers send messages to the same topic.
For a unicast exchange, a consumer may not receive all the messages produced to that
exchange. Path ordering guarantees that messages a consumer receives will be in the order
the producer produced them.

Multicast exchange ordering. Multicast exchange ordering offers stronger ordering
guarantees than path ordering. Multicast exchange ordering guarantees that consumers of
the same multicast exchange will receive all messages produced to that exchange in the
same order regardless of which producer produced the messages, or the path the messages
took to the multicast exchange.
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7.5 Summary

The MOM systems we study adopt four message delivery semantics: best-effort at-most-
once, reliable at-most-once, at-least-once, and effectively-once. Additionally, some of the
systems automatically detect and drop duplicate messages that result from message re-
transmission. These systems detect duplicate messages using an ID or a sequence number
that the producer adds to each message upon production. The majority of the MOM
systems support carrying out operations within a transaction that accesses multiple top-
ics. Transaction atomicity and isolation properties are not flexible, whereas the durability
property is flexible and follows the durability configuration of the system. Lastly, in terms
of the message ordering semantics that MOM systems support, there are two possible al-
ternatives: path ordering and multicast exchange ordering. Multicast exchange ordering
guarantees that all consumers of a multicast exchange will observe messages in the exact
same order. Whereas, path ordering guarantees that messages of the same producer are
delivered in order only if they take the same path in the message dissemination graph.
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Chapter 8

Client Interaction

In this chapter, we discuss the mechanisms through which a client interacts with the system.
We detail configuration settings related to how clients discover services and produce and
consume messages. These configurations specify how messages are disseminated, accessed,
acknowledged, and discarded.

8.1 Discovery Services

A discovery service helps producers and consumers find information needed to access the
system. At a minimum, this information is a list of brokers in the system. Some systems
also help clients find which broker is serving a given topic. Additionally, the discovery
service can also help with masking broker failures by pointing producers and consumers to
alternative brokers.

Table 8.1 shows the discovery services of the systems we study and their consistency
semantics. All of the systems we study offer a built-in discovery service. RabbitMQ and
ActiveMQ@Q Classic can also use an external discovery service. RabbitMQ can be configured
to use AWS (EC2) [98] discovery service, Kubernetes [99], Consul [100], and eted [101].
ActiveM(Q Classic supports the use of a lightweight directory access protocol (LDAP) [102]
server.

Discovery service consistency semantics. The consistency semantics of the discovery
service specify when the service reflects a change in the system state. We found that the
discovery services in the systems we study have either strong consistency guarantees or
eventual consistency guarantees (Table 8.1):
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Table 8.1: Supported discovery services and their consistency semantics.
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(1) RabbitMQ can use an external system to provide a discovery service including Amazon AWS
(EC2) discovery service, Kubernetes, Consul, and etcd. While all of them offer strong consistency
semantics, Kubernetes semantics can be relaxed to offer eventual consistency.

e Strongly consistent: The system state is stored on a replicated and linearizable discov-
ery service. This consistency guarantee is offered by Kaftka, Pulsar, and RabbitMQ.
Kafka and Pulsar use ZooKeeper, which offers a strongly consistent discovery service.
RabbitMQ supports plugins for a discovery service. Among the supported plugins
are Consul and etcd, which are based on the Raft consensus algorithm [96].

o Fventually consistent: In this consistency model, the discovery service might serve
stale results about the state of the system, such as providing the address of a broker
that is no longer a member of the system, or returning the address of an older broker
for a certain topic. Table 8.1 shows that all the systems except Kafka and Pulsar
offer eventually consistent discovery service.
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Note 8.1: Discovery service design

Some of the systems we study document the design of their discovery services. Here,
we present an overview of the design techniques used in these systems.

Strongly consistent discovery service. Kafka, Pulsar, and RabbitMQ provide
strongly consistent discovery services that use a linearizable storage system such as
Zookeeper or RAFT-based storage to maintain the system metadata.

Eventually consistent discovery service. MOM systems with an eventually con-
sistent discovery service adopted one of two designs. Redis Streams, Redis PubSub,
and ActiveMQ Classic can be configured to use an eventually consistent storage service
to build a discovery service. Redis Stream and Redis PubSub use Redis Sentinel for
their discovery service. Sentinel is a replicated and eventually consistent storage sys-
tem. ActiveMQ Classic has a similar option in which it can use an external eventually
consistent LDAP service [/ (1]

NATS, ActiveMQ Classic, and ActiveM(Q Artemis adopt a peer-to-peer approach
to build a discovery service. The configuration file includes a list of seed brokers
that clients and new brokers can contact to access the service. Nodes in the cluster
periodically multicast information about newly joined or departed nodes. NATS uses
a gossip-based approach to disseminate updates. In ActiveM(Q Artemis, every broker
creates a connection to every other broker in the system and uses these connections to
send periodic updates. Alternatively, ActiveMQ Artemis brokers can multicast their
updates using IP multicasting or a JGroup reliable all-to-all messaging service [/ ].

8.2 Access Methods

The studied systems offer the following approaches for consumers to obtain messages from
the system. Table 8.2 shows the access methods supported by each of the systems we
study.

e Push: The broker, or the producer in the case of the peer-to-peer NSQ system,
pushes messages to consumers, and the consumer usually processes messages through
an event listener. We found that all of the studied systems except Redis Streams
and Kafka offer a push-based approach (Table 8.2). Furthermore, this is typically
the default access mechanism in systems that support multiple access mechanisms.
We note that this is the only access mechanism offered by Redis PubSub, NSQ, and
NATS Core. This approach offers low latency and it is often used in latency-sensitive
applications. Pushing messages may overwhelm consumers and lead to long delays
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Table 8.2: The supported consumer access methods for message consumption. Fach access
method has a unique symbol that is used to correlate the access method with its granularity.
J refers to a feature exclusively supported by NATS JetStream.
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(1) The push access method is the only option in NATS Core.

(2) After declaring a JetStream consumer to be poll-based, it sends poll and fetch requests.

(3) A Pulsar consumer using the reader interface can fetch specific messages.

(4) Fetch applies only for uploaded files and archived messages. Poll applies only if the recovered

consumer chooses flexible offline message retrieval over flooding.

(5) Can be done through creating a consumer that uses filtering to retrieve specific messages.
(6) A consumer can be created to be push-based or poll/pull-based. Poll/pull-based consumers
poll/pull on a per-request basis.

41



or message loss. Consequently, systems offering this approach often provide a flow
control mechanism to create back pressure when the consumer is overloaded. We
discuss the supported flow control mechanisms in Chapter 9.2.

e Pull: The consumer requests one or more messages from the broker and blocks until
it receives the requested number of messages. Redis Streams, Kafka, and ActiveMQ
Classic support this approach.

e Poll: The consumer requests one or more messages from the broker, but does not
block indefinitely if no messages are available. This approach is supported by Redis
Streams, Kafka, NATS JetStream, RabbitMQ, Ejabberd, ActiveMQ Classic, and
ActiveMQ Artemis.

e Fetch: The consumer can selectively request previously processed messages. A mes-
sage can be identified with a unique ID or an index in the log. Table 8.2 shows
that Redis Streams, Kafka, NATS JetStream, Pulsar, Ejabberd, ActiveM(Q Classic,
and ActiveM(Q Artemis offer this access mechanism. Pulsar offers special read-only
consumers that are the only ones that can fetch older messages. In Ejabberd, fetch
is the only access method for uploaded files and archived messages.

e Notify: A notification of a new message is pushed to the consumer, but the actual
message is not forwarded until the consumer requests the message. Ejabberd is the
only system that supports this approach for some modules.

Access Method Configuration Granularity. Table 8.2 shows the three granularities
at which access methods are controlled:

e Request: A consumer specifies the access method in every request to retrieve mes-
sages. The same consumer can use different access methods for different requests.
This is the only granularity available in Redis Streams and Kafka.

e Consumer: A consumer configuration specifies the access method, which usually
happens upon the consumer’s creation. NATS JetStream, Pulsar, RabbitMQ, Ejab-
berd, ActiveM(Q Classic, and ActiveMQ Artemis support this approach. NATS Jet-
Stream offers the ability to configure consumers as push-based or poll-based con-
sumers. NATS JetStream poll-based consumers can issue poll or fetch requests. A
request-based consumer in ActiveMQ Classic can poll/pull messages depending on
the request timeout parameter. In Ejabberd, recovered consumers can choose to poll
missed messages to avoid being flooded if these messages were pushed by the server.
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Table 8.3: The supported dissemination policies per system. J refers to a feature exclusively
supported by NATS JetStream.
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(1) Applies only to poll-based consumers.
(2) For push-based consumers, FCFS can be achieved by disabling buffering on the consumer side.
This way, each consumer will consume one message at a time which achieves FCFS semantics.

o System: A system-wide configuration can control the access method used for all
consumers and messages. Redis PubSub, NSQ, and NATS Core only support this
configuration granularity. In Pulsar, push is the default system-wide access mech-
anism unless the consumer uses the reader interface to consume specific messages.
In Ejabberd, push is the default system-wide access mechanism unless the system is
configured to omit the inclusion of the message payload inside the notification. In
addition, fetch is the only supported access mechanism if the message archiving is

enabled.

8.3 Dissemination Policies for the Unicast Exchange

All of the systems we study except Redis PubSub and Ejabberd support multicasting and
unicasting of messages. For systems that support unicast exchanges, if an exchange has
multiple consumers, the next message will be sent to one of them. Table 8.3 shows the
policies used to select a consumer in this case.
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e Random: The broker, or the producer in the case of the NSQ peer-to-peer system,
selects a destination to receive the next message, or subset of messages, using a
uniform random distribution. NSQ and NATS readily support this policy. In Kafka,
messages for a topic are divided into partitions and each partition can be assigned to
a consumer. The default assignment of messages to partitions is done in a uniform
random fashion.

e Round Robin: The broker selects a destination to receive the next message, or subset
of messages, in a round robin fashion.

e FCFS: The next consumer to request or indicate that it is ready to receive message(s)
will receive the message(s). This policy is often used by pull-based consumers in
Redis Streams, NATS JetStream, and RabbitMQ. Alternatively, disabling buffering
of messages on the consumer side for push-based consumers in Pulsar, ActiveMQ
Classic, and ActiveMQ Artemis achieves this policy.

o Fuailover: The broker will pick one consumer to receive all messages sent to the
unicast exchange. Should that consumer fail, the broker will pick another consumer
to receive the messages. The selected consumer can be a consumer that subscribed to
the same unicast exchange or a consumer sharing a multicast exchange subscription
with the failed consumer.

e Priority: Pulsar, RabbitMQ, ActiveM(Q Classic, and ActiveMQ Artemis allow clients
to assign priorities to consumers. Consumers buffer messages for processing. When a
consumer’s buffer is full, the broker stops sending messages to this consumer. When
the consumer acknowledges some of the messages, the broker sends more messages
to this consumer. When consumers have priority levels, the broker sends messages to
the consumers with the highest priority until their buffers are full. Then, the broker
selects lower priority consumers. If multiple consumers with the same priority level
exist, then messages will be distributed using the default policy among the high-
priority consumers. In all of the aforementioned systems, the default policy is round
robin. Chapter 9.2 discusses consumer side buffering and flow control mechanism, in
detail.

o Affinity based: A MOM system may allow messages to be grouped based on an 1D,
a key, or a hash of a subset of header fields. Following the affinity-based policy, the
broker forwards messages that are part of the same group to the same consumer.

A use case that specially benefits from a variety of policies is scheduling. In this use
case, producers send requests that are load balanced to multiple consumers (or servers
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Table 8.4: The different types of message contents and attributes we observe in the 10
studied systems.
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in this scenario). Random, round robin, and FCFS policies try to utilize all consumers.
Failover aims to use a single consumer to ensure in order processing of messages; once that
consumer fails, another consumer is selected to replace it. An affinity-based policy can be
used to send all messages produced by a producer, or share a grouping, to the same server.

The priority policy can be used to implement auto-scaling of cloud services. The mes-
saging system sends all requests to a few high-priority servers. If the system receives too
many requests, the system deploys additional low-priority servers and sends the additional
requests to them. If the load decreases, the system shuts down low-priority servers.

8.4 Message Content

In this section, we describe our observations about the content of messages, including the
payload and the metadata attributes carried in a message. Table 8.4 shows the content
and metadata types supported by the systems we study.

Message Payload. Table 8.4 shows that the systems we study support three options for
message payloads:

e Opaque (Byte Stream): All of the systems we study, except Redis Streams and Kafka,
support sending opaque messages that do not follow a specific data format.
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e Key-Value Pair: Redis Streams and Kafka support sending the message payload as
a key-value pair. A message may carry multiple key-value pairs.

e Object: ActiveMQ Classic and ActiveMQ Artemis support setting the message pay-
load as an object as part of their support of the Java Message Service (JMS) standard.
Nevertheless, the ActiveMQ documentation recommends against its use because it
introduces coupling between producers and consumers.

Message Attribute. Table 8.4 shows that the systems we study support three options
for message attributes:

o MIME-Type Header: Kafka, RabbitMQ, ActiveM(@Q Classic, and ActiveM(Q Artemis
allow adding a media-type identifier (MIME-type) to the message payload.

e Map and List (Key-Value Sequence): Pulsar, ActiveM(@Q Classic, and ActiveMQ
Artemis allow the attribute format to be a sequence of key-value pairs. The key-
value attributes can be application defined.

e Message Priority: RabbitMQ, ActiveM@Q Classic, and ActiveMQ Artemis allow the
producer to set a priority value for a message. Messages with higher priority are
delivered before messages with lower priority. Consumer applications can also read
the priority level of a message and use it to prioritize message processing or to filter
messages based on their priority level. We noticed that in the systems that support
message priorities, no limit exists on the number of messages a producer can designate
as high-priority messages.

8.5 Filtering

MOM systems can filter messages and selectively forward them to a subset of the con-
sumers. Table 8.5 lists the filtering options available in the studied systems:

e Topic: This is the standard filtering technique for all MOM systems. Producers
produce messages to a topic and the messages are forwarded to consumers subscribed
to the topic. To distribute the load among brokers, Kafka divides messages of a topic
into partitions and assigns partitions to different brokers. Placing messages into
partitions is based on the hashing of a key provided by the producer. This way a
producer can make sure related messages are placed in the same partition. If the
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Table 8.5: The supported filtering mechanism.
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(1) Can be implemented using Pulsar Functions.
(2) Can be implemented using Ejabberd modules.

producer does not provide a key, messages will be randomly assigned to partitions.
We note that the partitioning function can be overridden and replaced with a custom
version. Pulsar can also divide messages of a topic into partitions.

e Headers: This strategy filters messages based on one or more fields in the message
header. This filtering is supported by RabbitMQ, ActiveMQ Classic, and ActiveMQ
Artemis (Table 8.5). ActiveMQ Classic and ActiveM@Q Artemis offer an SQL-based
selector on the header fields to select messages.

e (Clustom Content-Based: Pulsar and Ejabberd support application-specific custom fil-
tering. Pulsar allows application developers to implement a custom filtering function
to decide how messages are divided among the partitions.

8.6 Message Acknowledgments

The MOM systems we study support message acknowledgments in their interactions with
producers and consumers. A broker can acknowledge messages to producers, and consumers
can acknowledge messages to a broker (or a producer in the NSQ peer-to-peer system). An
acknowledgment sent to the producer confirms that the broker has received the message,
and in some cases has stored it on disk (e.g., ActiveM@Q Classic and ActiveMQ Artemis)
or replicated it on backup brokers (e.g., Kafka), but it does not typically indicate that a
consumer has received the message. A consumer acknowledgment may indicate that the
consumer has successfully received, processed, or stored the message.
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Table 8.6: The supported message acknowledgment modes. NSQ does not offer acknowl-
edgments to producers and Redis PubSub does not support consumer acknowledgments.
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(1) Applies only to consumer groups. For regular consumers, no acknowledgment is supported.
(2) Enabled only when the producer chooses to produce messages with the special JetStream
Publish command and messages are then confirmed individually by default.

(3) Messages that are produced as a batch must be acknowledged as a batch.

(4) Supported only when active stream management is enabled on the stream between the com-
municating parties.

(5) It depends on the durability of the produced message. Non-persistent messages are not con-
firmed; however, persistent messages must be confirmed.
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The systems we study support a range of options for delivering these acknowledgments.
Table 8.6 lists the options each system supports. The following options apply per topic
(i.e., one can acknowledge multiple messages from the same topic, not across topics). Table
8.6 shows that all the systems other than NSQ support producer-side acknowledgments
and all the systems except Redis PubSub and NATS Core support consumer-side acknowl-
edgments.

e Single: Acknowledgments are sent per message. This is the most widely supported
option. In NSQ), this is the only supported consumer acknowledgment option and it
limits per-consumer throughput because the consumer has to send an acknowledg-
ment for each message.

o Cumulative: Acknowledging a single message ID implicitly acknowledges all previous
messages from the producer or broker with smaller message IDs.

o Multiple: Multiple, not-necessarily consecutive, messages are acknowledged in single
acknowledgment reply. This mode is supported by Redis Streams for consumers that
share a consumer group and by ActiveM(Q Classic Optimized Acknowledgment Mode,
where acknowledgments for a range of messages can be batched in a single operation.

e Batch: A group of messages is produced or consumed as a single unit and one
acknowledgment is sent per batch. This is supported by Kafka and Pulsar on the
producer side, and only by Pulsar on the consumer side.

e Transaction: In this mechanism, messages are acknowledged as part of an atomic
transaction. Pulsar, ActiveMQ Classic, and ActiveM(Q Artemis offer this option on
the producer and consumer sides. We discuss support for transactions in Chapter
7.3.

Table 8.6 shows that most of the systems offer one or two acknowledgment modes,
whereas Pulsar, ActiveMQ Classic, and ActiveMQ Artemis offer a wide range of acknowl-
edgment options.

8.7 Message Discard Policies

Messages are generally discarded upon consumption, but they can be retained until some
conditions are met. Redis Streams, NATS JetStream, and Ejabberd allow messages to
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Table 8.7: The supported retention policies, their granularity, and ways messages are
discarded once a retention policy is violated. Each retention policy has a unique symbol
that is used to show the granularity and the discard actions related to that policy.
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(1) Pulsar allows the removal of old messages in a subscription (unicast exchange, in our model)
that are older than a given time.

2) Delivery count is only supported when using the replicated and durable “quorum queues.”

( y y g
(3) In RabbitMQ, message rejection is done per message but only by certain consumers that have
the “manual acknowledgment” configuration option enabled.

4) Supported only when active stream management is enabled between the communicating par-
( pp y g gp
ties.

5) Applies to PubSub topics. If a per topic value is not defined, then the system default applies.
(5) App p per top : y pp
(6) Applies to the uploaded files.
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be retained indefinitely. In this section, we discuss message discard policies. We do not
discuss discarding messages due to resource limitations or flow control violations in this
section, and we refer the reader to Chapter 9 for a detailed discussion of those issues.

We found that four message-discard policies are supported. Messages that satisfy the
conditions in those policies can be deleted or moved to a special topic called “dead letter
exchange.” These policies can be controlled through configuration options or API calls at
different granularities. Table 8.7 shows the policies, granularities, and actions supported
by the systems we study. In the table, each policy has a unique symbol. We use the same
symbol to show the granularity and the discard action associated with each policy. Redis
PubSub and NATS Core are the only systems that do not have a configurable message
discard mechanism.

Discard Policy. The discard policy sets the conditions for discarding messages. Table
8.7 shows the discard policies supported by each of the systems we study.

o Acknowledgment: A message is deleted once it is acknowledged by the targeted
consumers subscribed to that topic. This is the default policy in most MOM systems
and it is supported by seven out of the 10 systems we study. This discard policy
always results in removing the acknowledged messages. Pulsar further allows a time
to be set to keep acknowledged messages in the system. For instance, an application
can choose to keep processed messages for 24 hours after processing for auditing or
debugging reasons.

o Rejection and explicit removal: A message is discarded when a consumer rejects
the processing of a message, or a producer or consumer requests that a message be
deleted. This policy usually leads to deleting the selected message.

o Delivery counter: If the broker does not receive an acknowledgment from a consumer,
then the broker will try to redeliver the message. A “delivery counter” counts the
number of times the broker tried to deliver the message. This policy will discard
a message if the counter exceeds a configurable threshold. Redis Streams, Pulsar,
RabbitMQ, ActiveM(@Q Classic, and ActiveMQ Artemis support this policy.

e Time to live: A message is discarded once its Time-To-Live (TTL) timer expires.
TTL is defined as a period (i.e., seconds or minutes). Kafka, NATS JetStream,
Pulsar, RabbitMQ, Ejabberd, ActiveM(Q Classic, and ActiveMQ Artemis support
this policy.

Discard Actions. If a message meets the condition of one of the policies discussed above,
then one of two action will be taken:

ol



e The message will be removed from the system: The exact message violating the policy
will be deleted from the system. This action is supported by all the systems that
support discarding messages.

o The message will be moved to a dead-letter exchange: A message meeting a discard
condition is moved to a special topic called dead-letter exchange. An application
can choose to look into messages in the dead-letter exchange (e.g., for debugging
purposes).

Discard Policy Granularity. The systems we study offer multiple granularities at which
the discard policy is controlled.

e Per message: The discard policy is controlled per message. A consumer or producer
can request the removal of a specific message or messages, or a producer can set
per-message attributes to control the discard policy. For instance, in RabbitMQ),
ActiveMQ Classic, and ActiveMQ Artemis, a producer can specify a TTL for the
produced message. Once that TTL expires, the message is deleted or moved to a
dead-letter exchange.

e Per topic: The discard policy is controlled per topic. For instance, a per-topic con-
figuration can specify the TTL for each message produced to that topic in Kafka,
NATS JetStream, and Ejabberd PubSub module. Additionally, the system config-
uration in RabbitMQ, ActiveM@Q Classic, and ActiveM(Q Artemis can specify the
delivery counter for a topic. If a message in that topic exceeds this counter it is
deleted or moved to a dead-letter exchange.

e Per subscription: Pulsar offers a configuration option to set a delivery count policy
per subscription. A subscription in Pulsar is equivalent to a unicast exchange in our
model (Chapter 4) in which multiple consumers can share a subscription.

e Per consumer: The discard policy is controlled by consumers. For instance, a mes-
sage in Redis Streams contains its delivery count, and then it is up to the consumer
to decide whether to process it or move it to a dead-letter exchange.

o System-wide/default: The discard policy is either applied as the default policy to all
messages in the system, or controlled through a system-wide configuration.

Table 8.7 shows the policies, granularities, and actions supported by the systems we
study. In the table, each policy has a unique symbol. We use the same symbol to show
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the granularity and the discard action associated with each policy. Table 8.7 shows some
interesting patterns: The TTL policy is typically applied per message or topic. Messages
that exceed the delivery count are typically put into a dead-letter exchange. Acknowledged
and explicitly removed messages are typically deleted from the system. Explicit removals
are always issued per message except in the case of Pulsar in which a prefix of the messages
log can be discarded in one request. Finally, we note that some systems allow the use of
multiple discard policies simultaneously. If a message satisfies the conditions of one of the
enabled policies, the message is discarded.

8.8 Multi-Tenancy

Some of the systems we study support multi-tenancy, which means that the system allows
multiple applications to use the same MOM system instance. An essential aspect of sup-
porting multi-tenancy is providing the illusion that the system is not shared with other
applications. This requires isolating the applications such that one application does not
affect the performance of others.

Kafka, NATS, Pulsar, RabbitM(Q), and Ejabberd support multi-tenancy. These systems
offer isolation between different tenants’ configuration, data, and performance. Each tenant
has its own topics, dissemination topology, and data. Each tenant also has its own config-
uration and authentication setup. Most importantly, these systems provide performance
isolation through resource quotas and rate limits.

8.9 Summary

In order to interact with MOM systems, clients in all systems retrieve the information
they need to access the system through a discovery service. Discovery services typically
offer eventually consistent semantics. Then, consumers receive messages from the MOM
system using one of five approaches, with pushing messages to consumers being the most
common. When multiple consumers subscribe to a unicast exchange, the exchange load
balances the messages across the consumers using one of six dissemination policies, with
the majority of systems supporting multiple alternatives. The payload of the messages
exchanged through a MOM system is mostly an opaque stream of bytes, with some systems
allowing application-specific attributes to accompany the payload. Additionally, some
systems allowing consumers to selectively filter messages based on the value of the attribute
headers. Moreover, client interaction with MOM systems usually requires acknowledging

23



the delivery of produced and consumed messages to discard any state the producer or
broker is maintaining about the sent messages. MOM systems support various options
to deliver message acknowledgments. Nevertheless, MOM systems retain the produced
messages until some discard condition is met, with Redis Streams, NATS JetStream, and
Ejabberd allowing indefinite retention of messages. Lastly, some systems support true
multi-tenancy by isolating tenants’ data, configuration, and resource usage.
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Chapter 9

Resource Management and Flow
Control

In this chapter, we discuss the implemented mechanisms for resource management and flow
control.

9.1 Resource Management

In this section, we discuss the limits MOM systems offer to control the resource usage and
actions the systems take when these limits are violated. Table 9.1 shows the limits and
violation policies. Table 9.1 uses symbols to match each resource limit to the violation
policies applicable when the limit is violated.

Resource Limits. Table 9.1 shows the resources that can be limited. We restrict our
discussion to limits that are configurable (i.e., the user can set the resource limits). We
note that the following resource limits are per MOM node (i.e., a violation of the limits
by an application on one node does not affect the application on another node within the
same MOM deployment).

e Rate limit: Only Kafka supports a rate limit (Table 9.1). The Kafka configuration
can be used to set a “request rate quota,” which represents a percentage of the
total processing and networking threads in the broker within a period of time. For
instance, a 50% quota allows a client to use 50% of the Kafka broker threads in a
window of time. This quota can be configured per client or for groups of clients and
it could be configured with different values on different brokers in the cluster.
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Table 9.1: The supported resource limits and the corresponding resource violation policies.
The symbols match each resource limit to the violation policies applicable when the limit
is violated. The network limit in NATS applies to both NATS Core and NATS JetStream.
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(1) Kafka allows this limit to be set per source IP.

(2) Configured using Websocket proxy or by setting separate limits on inbound and outbound
connections.

(3) Connection limit applies per application.

(4) If the Out-Of-Memory (OOM) killer is enabled, the OOM killer will be activated once the
memory limit is reached to terminate transient processes (e.g., clients connections) with high
memory utilization to maintain service functionality.

o6



o Disk space limit: This can be used to limit the amount of disk space used by a broker.
It can be specified as a percentage of the total disk space or set as an absolute value.
NATS JetStream, Pulsar, RabbitMQ, ActiveMQ Classic, and ActiveMQ Artemis
provide this configuration option.

e Memory limit: This configuration limits the total memory available for a broker. It
can be specified as a percentage of the total memory or set as an absolute value. This
limit is supported by Redis Streams, Redis PubSub, NATS JetStream, RabbitMQ),
Ejabberd, ActiveMQ Classic, and ActiveM(Q Artemis.

e Network limit: Table 9.1 shows that all the systems we study allow the number of
active open connections to be limited.

e Topic size limit: This limit caps the number or total size of messages in a topic. This
limit is offered by all the systems we study except Redis PubSub, NATS Core, and
Ejabberd.

Violation Policies. We found five violation policies (Table 9.1) that are applicable when
the aforementioned resource limits are reached.

o Spill to disk: When a topic size or a broker memory limit is reached, the system will
spill messages to disk. This is supported by NSQ, RabbitMQ, ActiveMQ Classic,
and ActiveMQ Artemis.

e Block client(s): If a limit is reached, this policy blocks the offending client, a group
of clients, or all clients. Table 9.1 shows that this policy is supported by nine of the
systems we study.

e Notify: Following this policy the broker sends a notification to producers or con-
sumers that try to utilize a resource while its limit is reached. Table 9.1 shows that
this is the most widely supported violation policy.

e Refuse/close connection: Table 9.1 shows that all systems, except Ejabberd, refuse
new connections once the connection limit is reached. In Kafka, unless the limit is
set per source IP, new connections are queued to wait for a vacancy. Otherwise,
new connections will be immediately dropped. Ejabberd applies this policy per ap-
plication and closes the oldest connection of an application before accepting a new
connection from that application.
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e Discard: This policy discards old messages to make room for new messages. The
messages are discarded by removing them from the system. This policy is supported
by Redis Streams, Redis PubSub, Kafka, NATS JetStream, Pulsar, RabbitMQ, and
ActiveMQ Artemis. In NSQ, ephemeral topics discard old messages once the topic
size limit is reached instead of spilling to disk. RabbitM(Q also provides an option to
move messages to a dead-letter exchange.

9.2 Flow Control

Flow control is an essential technique to prevent brokers and consumers from being over-
whelmed. Flow control mechanisms are applied between the producers and brokers, and
between brokers and the consumers (or between producers and consumers for peer-to-peer
systems, e.g., NSQ). The MOM systems we study offer two types of flow control: credit-
based and rate-based. Some of the systems we study support both of these techniques and
allow them to be used simultaneously. Table 9.2 shows the flow control mechanism offered
by each of the systems we study.

9.2.1 Credit-Based Flow Control

Table 9.2 shows that several systems we study can apply a credit-based flow control, in
which the number or size (i.e., total number of bytes) of buffered messages is limited. When
the sender reaches this limit, it will stop sending messages until the receiver acknowledges
some of the previous messages or grants additional credits. Noticeably, some of the systems
that offer this flow control mechanism provide a configuration option to disable it.

Producer-to-broker credit-based flow control. Only ActiveM(Q Classic and Ac-
tiveMQ Artemis support this type of flow control (Table 9.2). The producer requests
credits from a broker. The broker responds with the number of credits allocated to that
producer. The credits specify the total number of bytes of unacknowledged messages a
producer is permitted. A producer can only send a message if it has available credit.

MOM-system-to-consumer credit-based flow control. To control the flow of mes-
sages from a broker, or the producer in the case of NSQ, to a consumer, MOM systems
offer two options:

o Consumer-specified credit: In this approach, a consumer grants a broker credits spec-
ifying the number of messages it is ready to receive. When this credit is exhausted,
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Table 9.2: The supported flow control mechanisms.
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(1) NATS JetStream offers a flow control mechanism for consumers that share a subscription. It
uses a preconfigured sliding-window flow control approach. It cannot be configured but can be
disabled.

(2) A preconfigured limit can be set on shared subscriptions.

(3) Applies if the recovered consumer chooses to poll missed messages.

(4) When active stream management is utilized, the client session closes once the consumer
accumulates a configurable number of unacknowledged messages.

(5) Configured upon the creation of push-based consumers.

(6) Can be configured per subscription.

the consumer sends a message to the broker with new credits or acknowledges a
minimum number of messages. Redis Streams, NSQ, NATS JetStream, Pulsar, Rab-
bitMQ and ActiveMQ Classic all support this option. In Ejabberd, a failed consumer
can chooses to poll missed messages upon recovery, where it can control the flow of
messages by requesting a few messages at a time.

o System-wide consumer preconfigured credit: In this case, a broker has a preconfigured
credit value for the number of or total number of bytes for in-flight messages per

consumer. NATS JetStream, Pulsar, RabbitMQ, Ejabberd, ActiveMQ Classic, and
ActiveMQ Artemis support this approach.
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9.2.2 Rate-Based Flow Control

Rate-based flow control limits the message rate or throughput of producers and consumers
accessing a broker. Two options are available:

e Producer rate limit: Limits the throughput (messages or bytes per second) of a spe-
cific producer, group of producers, or every producer accessing a broker. Kafka offers
a configuration option to limit data throughput per producer or group of producers.
ActiveMQ Artemis limits the number of messages per producer upon the producer’s
request. RabbitMQ and ActiveM(Q Classic automatically throttle fast producers for
queues and consumers, respectively, to keep up with the pace.

e Consumer rate limit: Limits the throughput (messages or bytes per second) of a
consumer, a group of consumers, or every consumer using the same broker. Kafka,
NATS JetStream, Pulsar, and ActiveM(Q Artemis support this rate limit. Kafka
offers a configuration to limit data throughput per consumer or group of consumers.
Pulsar offers a configurable limit per subscription. Push-based consumers in NATS
JetStream set their limits upon creation. Consumers in ActiveMQ Artemis inform
the broker of their limit.

9.3 Summary

In this chapter, we discuss the limits that MOM systems impose on the usage of available
hardware resources along with the applicable violation policies. MOM systems can specify
resource limits on processing, memory, network, and disk resources. To keep resource
usage within these limits, MOM systems support five applicable violation policies, with
notifying the clients that try to utilize an exhausted resource being the most supported
policy. Additionally, point-to-point credit-based and rate-based flow control mechanisms
are applicable to avoid overwhelming brokers and consumers, with some systems supporting
both mechanisms. Finally, the resource management and flow control techniques are the
base for offering isolation for multi-tenant deployments.
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Chapter 10

Implementation Details

MOM systems often offer a client library to allow applications to access the MOM system.
In this chapter, we discuss implementation details related to the client interactions.

10.1 Transport Protocols

Table 10.1 shows the transport layer protocol and communication mode (blocking/non-
blocking) of the systems we study. All MOM systems support the use of TCP to transfer
messages. Noticeably, Pulsar, Ejabberd, and ActiveM(Q Classic offer the option to use UDP
for to transfer messages. Six of the studied systems offer Websocket-based communication.
Finally, ActiveMQ Classic is the only system that can leverage IP multicasting to deliver
messages to consumers.

10.2 MOM-Consumer Communication Modes

We now examine the mode of communication (blocking or non-blocking) that is initiated
from the MOM service to the consumer. The mode of communication from producers to
the MOM systems depends on the producers’ design, so it is out of the scope of the MOM
system implementation.

Table 10.1 shows the modes of communication offered by the systems we study. We note
that all the systems support a non-blocking mode of communication in their implementa-
tion. In this mode, a broker dispatches messages to a consumer without blocking to wait
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Table 10.1: The supported transport protocols and MOM-consumer communication modes.
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(1) Only supported by the Simple (or Streaming) Text Oriented Messaging Protocol (STOMP)
and MQTT plugins.

(2) ActiveMQ Artemis supports Websocket transport for the Advanced Message Queuing Protocol
(AMQP), STOMP, and MQTT protocols.

for an acknowledgment. This design avoids blocking on slow consumers and reduces the
number of threads used for message forwarding. All of the systems support non-blocking
I/O in their implementation.

It is noteworthy that ActiveM(Q Classic is the only system that allows the choice of
whether the mode of communication should be blocking or non-blocking. Moreover, Ac-
tiveMQ Classic allows this configuration to be set per consumer.

10.3 HTTP Interface

Typically, a Command Line Interface (CLI) is offered by MOM systems to manage and
configure the system. Some MOM systems offer an HTTP interface that allows users to
interact with the system. The HTTP interface allows four types of operations:

e Producing and consuming messages.
e Creating new topics.

e Changing system configurations.
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Table 10.2: The operations supported through the HTTP interface.
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(1) Configuration changes through the HTTP interface only affect the current running instance
and are not permanent. If the system reboots, then the configuration is lost.

e Monitoring the system’s state and its performance.

Table 10.2 shows the operations each system allows through the HTTP interface. NSQ,
Pulsar, RabbitMQ, Ejabberd, ActiveMQ Classic, and ActiveMQ Artemis offer an HTTP
interface. Table 10.2 shows that NSQ, RabbitMQ, Ejabberd, and ActiveMQ Artemis
support all aforementioned types of operations. Pulsar does not support producing or
consuming messages through the HTTP interface. ActiveMQ Classic does not support
changing the system configuration through the HTTP interface. Pulsar and ActiveMQ
Classic offer a RESTful API.

10.4 Security

Table 10.3 lists several types of support provided for secure client interactions. The major-
ity of the systems we study offer standard security mechanisms for authentication, access
control, and secure communication.

o Authentication: All of the 10 systems we study support a range of authentication
options including username/password, certificate, or access token for each client.
Moreover, many of the systems support using an external authentication system,
making it easier to integrate them in an institution’s I'T infrastructure.
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Table 10.3: The security measures supported in the 10 systems we studied.

== = Z §
2 | & AEIEE
o SE 2T EI2E| gz 5
ystem LIF|I2 |5z |2 2|09
SIE|ILIE a2z < >
Q
® | S|l 5|2
g | £ 2|
S L1z |E
o [
Built-in Authentication VIVIVIVIVIVIVIVI VIV
Sectrity Measures External Authentication v IV VIiVvIvIiVvI|VY
Y Access Control List (ACL) | v | v/ VIiVvIVIVv VI VIV
Secure Transport Layer VIVIVIVIVIVIVI IV VIV

o Access control: All the systems we study, except NSQ, provide Access Control List
(ACL) mechanism. The ACL specifies what a client can access and with which
operations (e.g., produce, subscribe, consume, or manage topics such as create, delete,
and configure).

e Secure communication: All of the systems we study support using a secure transport
layer such as Transport Layer Security (TLS) [1041] or Secure Sockets Layer (SSL)

[105].

10.5 Summary

In this chapter, we study the implementation details related to client interactions. All
MOM systems we study support TCP, whereas some systems also support UDP, Web-
socket, and TP Multicast as a message transport protocol. Additionally, all of the systems
support non-blocking I/O in their implementation. Some MOM systems offer an HTTP
interface to facilitate client access to the system in addition to the client libraries they
typically offer. Lastly, MOM systems we study support standard mechanisms for client
authentication, access control, and secure communication.
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Chapter 11

Active Messaging

In this chapter, we discuss the active messaging feature offered by Pulsar and Ejabberd. In
this paradigm, messages can be processed using application-specific code while in transit
through the MOM system.

These capabilities can be used to implement complex processing pipelines. Furthermore,
active messaging can be used to deploy a flexible dissemination topology and support
custom load balancing and filtering techniques.

Pulsar Active Messaging. Active messaging in Pulsar is enabled through Pulsar Func-
tions. Pulsar functions are serverless computing functions written in Java, Python, or Go,
and they can consume messages from one or more input topics, apply user-defined process-
ing logic, and produce messages to one or more topics. Pulsar runs the functions at the
broker or on a dedicated computational cluster.

Pulsar Functions support chaining, in which the output topic of a function can be
the input topic of another function. Pulsar Functions feature three types of processing
semantics:

o At-most-once: A message is immediately acknowledged after it is consumed by the
function, regardless of whether or not the message is successfully processed.

o At-least-once: A message is guaranteed to be processed at least once. However, a
message can be processed multiple times under some failure scenarios.

o FEffectively-once: Similar to the at-least-once semantic, a message can be consumed
multiple times by a function, but the output of the function will entered once in the
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output topics. This is done by logging the function’s status using durable storage
and checking the function status before committing the output of a function.

Ejabberd Active Messaging. Ejabberd offers active messaging using a modular system
design and leveraging Erlang hot-code swapping. The Ejabberd architecture relies on
minimal system core modules, whereas the majority of features are developed as pluggable
modules. This modular architecture allows the system to be extended with new modules
to provide new features. In addition, Ejabberd allows the system administrator to load
new modules, disable a running module, or enable a module during runtime.
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Chapter 12

Messaging Protocols

A number of protocols has been developed that specify how clients can interact with MOM
systems including JMS, AMQP, STOMP, MQTT, eXtensible Messaging and Presence Pro-
tocol (XMPP), and Openwire. These protocols typically define specifications for interacting
with a MOM system, help integrate and interoperate multiple MOM systems, remove ven-
dor lock-in, and provide a common software-layer that supports popular standards. These
protocols provide specifications at different levels, from low level message formats to mes-
saging semantics, to application-level API. Some protocols, such as JMS, offer a high-level
Java-based API that defines how a client can interact with a MOM system. All of the
above-mentioned protocols provide wire-level specifications (i.e., the structure and format
of messages). Furthermore, all of the listed protocols specify some of the semantics for the
MOM system, such as access mechanism, transactions, or delivery semantics.

Table 12.1 shows the protocols supported by the systems we study, where seven systems
use custom protocols, in which five of those systems only use a custom protocol, whereas
two support other protocols. MQTT is the most popular standard and is supported by
five of the systems we study. We note that RabbitMQ, ActiveM(Q Classic, and ActiveMQ

Artemis support five or more protocols.
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Table 12.1: The messaging standards supported by the systems we study. P means a stan-
dard is supported through a plug-in. J means that the standard is exclusively supported
in NAT JetStream.
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Chapter 13

Data Set

For wider impact we have made our data open to the public [I]. For each system, for each
characteristics we added an annotation with a note that quotes the source and a link to
the source that details the characteristic.

The data set is compiled as a google sheet and available at [1]. Wherever there is an
empty cell, this means a feature or option is not supported by the corresponding system.
Sometimes an empty cell has a note to either clearly state that the feature is not supported
or why it is not supported. An example of such a case is shown in Figure 13.1, where Redis
PubSub does not support spilling messages to disk because it essentially keeps messages
in memory and drops them immediately once dispatched to consumers.

On the other hand, a cell containing some character indicates that the feature or option
is supported by the corresponding system. In such a case, the cell includes a link to
the source of this information. To make it easier to find the specific text related to the
characteristic, the link highlights the related text at the source web page. An example of
such a case is shown in Figures 13.2 - 13.4. The note can appear upon hovering with the
cursor over the cell (Figure 13.4).
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Figure 13.1: An empty cell with a note explaining why Redis PubSub cannot support
spilling messages to disk.
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Figure 13.2: A screenshot showing a link to the cell showing RabbitMQ support of limiting
disk space.

70



BhRabbit

Memory Alarms

Memory Threshold: What it is and How it Works

The RabbitMQ server detects the total amount of RAM installed in the computer on startup and when

is executed. By default, when the RabbitMQ server uses above 40% of the

available RAM, it raises a memory alarm and blocks all connections that are publishing messages. Once the memory alarm
has cleared (e.g. due to the server paging messages to disk or delivering them to clients that consume and acknowledge

the deliveries) normal service resumes.

Figure 13.3: A screenshot of the web source detailing the proof of disk space limit in
RabbitMQ. This web page can be accessed through the link shown in the previous figure.
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Figure 13.4: A screenshot of a note showing the text quote of the proof that RabbitMQ

supports disk space limit.
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Chapter 14

Discussion

Insights and Research Challenges. Two main characteristics define MOM systems: (a)
the incorporation of features central to cloud deployment and applications and (b) extreme
flexibility. Many of the MOM systems we study were designed with extreme flexibility in
mind, beginning from a flexible dissemination topology to supporting all possible configu-
ration options and service semantics. This flexibility comes at a cost in system complexity,
development, and testing.

Our data set [I] shows that systems like Redis PubSub, NATS Core, and NSQ sup-
port the least amount of features in comparison to others. For NSQ, this is resulting
from adopting a peer-to-peer brokerless topology that does not offer most of the MOM
communication characteristics including space decoupling, time decoupling, and flexibility.
Additionally, the brokerless topology limits the number of features that can be supported,
such as replication, subscription recovery, and message ordering per multicast exchange
due to the lack of coordination between producers of a certain topic. On the other hand,
Redis PubSub and NATS Core do not support features like durable storage, replication,
subscription recovery, detection of duplicate messages, consumer acknowledgments, mes-

sage retention, and flow control because they are designed to be in-memory best-effort
MOM systems.

The data set [I] also shows that Pulsar, ActiveMQ Classic, and ActiveM(Q Artemis
support most of the features we study. Comparing ActiveM(Q distributions to pulsar
reveals that ActiveMQ does not support rack-aware replica placement, multicast exchange
ordering, a discovery service with strong consistency, or content-based filtering. ActiveMQ
distributions lack the active messaging feature that Pulsar offers, which allow implementing
flexible topologies, custom content-based filtering, and other application-specific processing
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logic. On the other hand, Pulsar lacks the support of brokerless peer-to-peer topology and
flexible topology, object messages, message priority, limiting memory utilization, support
of standard messaging protocols, and message transfer over IP Multicast.

A large number of systems offer basic transaction support, with many offering non-
atomic transactions. Supporting atomic and durable transactions for low-latency and high
throughput MOM systems remains an open research problem.

Active messaging is emerging as a new capability in MOM systems. This technology
is in its infancy and has limited support for protecting a user from competing tenants or
misbehaving functions. Building efficient resource management and isolation techniques
for active messaging remains an open research problem.
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Chapter 15

Conclusions

We provided an in-depth analysis of 10 popular MOM systems. For each system, we
studied 42 features related to various aspects of MOM systems, including topologies sup-
ported, reliability guarantees, service semantics, client interaction mechanisms, resource
management, flow control, and active messaging. We present our findings and identify
open research problems. Our annotated data set is publicly available at [I] to help re-
searchers understand the state of the art, help developers choose the best system for a
certain application, help practitioners understand the semantics of different systems, and
help the community understand the capabilities of different systems and focus its effort on
fewer number of MOM systems.
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Appendix A: Keywords

In this appendix, we list the unique keywords we used to search GitHub for MOM systems.
We used these keywords and combinations of these keywords. The exact list of search terms
we use is available in our data set [1].

- AMQP

— ActiveMQ
— Atom

— Auto

— Broker

— Bus

— Framework
-~ HTTP

— HornetQ
- JMS

— Kaftka

- MQTT

— Message

— Messaging
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— Middleware

— Notification

— OpenWire

— Platform

— Pub

— Pub-Sub

— PubSub

— Publish

— Publish-subscribe
— Publish/Subscribe
— PublishSubscribe
— Publisher

— PublisherSubscriber
- Qpid

— Queue

— REST

- RSS

— Redis

— RocketMQ

- STOMP

Server

— Storm

— Stream



Streaming

— Sub

Subscribe

Subscriber

— System
— WSIF
— WS Notification

- XMPP
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