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Abstract

This thesis introduces the first efficient oblivious algorithm for acyclic multi-way joins
with band conditions, extending the classical Yannakakis algorithm to support inequality
predicates (>, <,>, <) without leaking sensitive information through memory access pat-
terns. Band joins, which match tuples over value ranges rather than exact keys, are widely
used in temporal, spatial, and proximity-based analytics but present challenges in oblivious
computation. Our approach employs a dual-entry technique that transforms range match-
ing into cumulative sum computations, enabling multiplicity computation in an oblivious
manner. The algorithm achieves O(Nlog N + k - OUT log OUT) complexity, where k is
the number of tables in the join query, N is the input size, and OUT is the output size,
matching state-of-the-art oblivious equality joins up to a factor of k£ while supporting full
band constraints. We implement the method using Intel SGX with batch processing and
evaluate it on the TPC-H benchmark dataset [17], demonstrating practical performance
and strong obliviousness guarantees under an honest-but-curious adversary model.
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Chapter 1

Introduction

Many applications need joins that are not exact matches but based on ranges. For ex-
ample, a bank may link transfers that happen within ten minutes to detect fraud, or a
hospital may connect lab results taken within a week of a diagnosis. These band joins
are common in finance, healthcare, and allow time-based analytics. When such queries
are done on sensitive data, organizations often encrypt the data before sending it to the
cloud. Encryption hides the contents, but not the way the cloud processes the query. In
fact, memory access patterns alone can reveal sensitive information about the underlying
data [8]—for example, the selectivity of join conditions or the distribution of values—even
when the data itself is encrypted. To prevent this leakage, we need algorithms that run
obliviously, meaning the cloud sees only generic access patterns that reveal nothing about
the private data.

For acyclic multi-way joins, the classical Yannakakis algorithm [24] provides optimal
complexity—it evaluates queries in time linear in the input size (N) and output size (OUT),
avoiding the exponential blowup that plagues naive approaches. Recent work has success-
fully adapted Yannakakis to secure settings, such as the Secure Yannakakis protocol for
two-party computation [22]. However, these adaptations handle only equality joins where
tuples match on exact values. Band joins present a fundamental algorithmic challenge
that goes beyond the obliviousness requirements shared with equality joins. While equal-
ity joins can leverage hash-based partitioning and exact-match indexing even in oblivious
settings, band joins require matching against ranges of values, making these techniques
inapplicable. Band joins cannot be partitioned into groups with clean boundaries, and
computing these matches efficiently without revealing access patterns requires transform-
ing the range-matching problem into operations that can be performed obliviously. While
generic approaches like Oblivious RAM (ORAM) [¢] could hide these patterns, they intro-



duce logarithmic overhead per memory access, with large constant factors that make them
impractical for large-scale data processing.

In this thesis, we present the first efficient oblivious algorithm for multi-way band
joins. We extend the Efficient Oblivious Database Joins (ODBJ) framework [11] in two
dimensions: first generalizing from binary to multi-way joins using Yannakakis-style tree
traversals, then from equality to band conditions through a dual-entry technique that
transforms range matching into cumulative sum computations. We achieve O(N log N +
k-OUTlog OUT) complexity for acyclic queries, where k is the number of tables, N is the
input size and OUT is the actual output size. This matches the complexity of oblivious
equality joins while supporting the full generality of band conditions. We implement our
algorithm in Intel SGX [0] and demonstrate its practicality on the TPC-H benchmark
dataset [17].

1.1 Problem Statement

Multi-way joins with inequality predicates (band conditions) are essential for many ap-
plications, yet existing oblivious join algorithms handle only equality predicates. The
challenge lies in the fundamental difference between equality and band joins: while equal-
ity joins match tuples with identical keys—enabling techniques like hash partitioning and
exact-match indexing—band joins require matching against ranges of values, where tuples
cannot be cleanly partitioned into matching groups.

In the oblivious setting, this distinction becomes critical. For equality joins, tuples can
be partitioned into groups based on join keys, with each group in one table matching exactly
one group in another. This one-to-one correspondence allows efficient oblivious processing
through techniques like oblivious sorting and controlled group-wise operations. Band joins
break this structure: the ranges that different tuples match can overlap, preventing clean
partitioning into groups. This overlapping nature must be handled without revealing which
ranges actually contain matches in the oblivious setting.

Our goal is to design an efficient algorithm for evaluating acyclic multi-way joins with
band conditions in the oblivious setting. We focus on acyclic queries, which form a large
and practical class of queries that can be represented as join trees (see Section 3.1 for
discussion of query acyclicity and transformations for cyclic queries). The challenge is
to support inequality predicates (<, >, <,>) while maintaining data-independent access
patterns, achieving comparable efficiency to oblivious equality joins without revealing in-
formation through operation counts or memory accesses.



1.2 Contributions

This thesis presents the first oblivious algorithm for acyclic multi-way joins that supports
band conditions, extending the classical Yannakakis algorithm to handle inequality pred-
icates (>, <, >, <) while maintaining oblivious access patterns. Our algorithm achieves
O(Nlog N + k - OUTlog OUT) complexity for acyclic queries in the oblivious setting,
where £ is the number of tables, N is the input size, and OUT is the output size, match-
ing the complexity of existing oblivious equality join algorithms up to a factor of k& while
supporting the full generality of range constraints.

At the core of our approach is a dual-entry technique for encoding range constraints
obliviously. Unlike equality joins where tuples form groups with clean one-to-one correspon-
dence between tables, band joins require matching against overlapping ranges of values.
Our dual-entry technique transforms this range matching problem into cumulative sum
computations that can be performed with data-independent access patterns. We develop a
variant of the Yannakakis algorithm that computes actual tuple multiplicities rather than
just existence, enabling precise output size determination without leaking information.

To integrate with existing oblivious join frameworks, we design modified bottom-up and
top-down passes that are compatible with the Efficient Oblivious Database Joins (ODB.J)
framework [14] while extending its multiplicity computation to support band join condi-
tions. This includes new oblivious expansion and alignment algorithms specifically designed
for range-based joins, ensuring that outputs from range queries do not reveal sensitive in-
formation through access patterns.

We implement our algorithm using batch processing in Intel SGX and provide a compre-
hensive experimental evaluation on the TPC-H benchmark dataset. Our security analysis
provides a formal proof that all access patterns remain oblivious throughout the band join
processing, ensuring that an adversary observing memory accesses learns nothing about
the actual data values or result sizes beyond what is revealed by the public parameters.

1.3 Thesis Organization
The remainder of this thesis is organized as follows:

e Chapter 2 reviews existing oblivious join algorithms and identifies the gap that no
solution combines multi-way joins with band conditions.



Chapter 3 provides background on database joins, the Yannakakis algorithm, oblivi-
ous computation, and Intel SGX.

Chapter 4 presents an intuitive overview of our approach, extending ODBJ to multi-
way joins and introducing the dual-entry technique for band conditions.

Chapter 5 describes the formal algorithm specification with detailed pseudocode.

Chapter 6 analyzes the complexity of our algorithm, including detailed phase-by-
phase analysis and sorting operation counts.

Chapter 7 proves the algorithm maintains oblivious access patterns through a hier-
archical security analysis.

Chapter 8 evaluates performance on TPC-H benchmark queries, comparing against
the state-of-the-art OJOIN [5] algorithm.

Chapter 9 summarizes contributions and discusses future work.



Chapter 2

Related Work

This chapter reviews the literature on oblivious database operations, examining prior ap-
proaches to oblivious joins and identifying the gap in multi-way band joins that our work
addresses.

2.1 Prior Oblivious Join Approaches

The development of oblivious database joins began with Agrawal et al. [1], who introduced
the first oblivious join algorithms using secure coprocessors, though their security model
assumed the maximum matches per tuple was public information, inadvertently leaking
query selectivity. Li and Chen [16] addressed this privacy limitation by eliminating the
maximum-matches assumption, achieving true privacy where only input sizes, schemas, and
output size are revealed. Arasu and Kaushik [2] formalized the theoretical foundations by
proving the equivalence between secure and oblivious query processing and introduced the
algorithmic framework of dimension computation and table expansion, though key algo-
rithmic details for the barely prefix heavy reordering were deferred and no implementation
was provided. SMCQL [3] built a practical SQL system using garbled circuits for feder-
ated databases, but required O(niny) join comparisons for oblivious evaluation. In the

same year, Opaque [25] achieved efficient distributed oblivious sort-merge joins using Intel
SGX enclaves, but was restricted to primary-foreign key joins where output size scales
linearly with input. Conclave [19] adopted hybrid protocols that reveal join keys to a

selectively-trusted party (STP) and output sizes to all parties, relaxing obliviousness for
better performance. ObliDB [7] extended Opaque’s approach with additional operators



including hash join, though the hash join degenerates to quadratic complexity for general
join cases beyond primary-foreign key relationships.

2.2 Efficient Oblivious Database Join

Krastnikov et al. [11] proposed the first efficient oblivious algorithm for binary database
equi-joins. Their algorithm achieves O(N log N + OUT log OUT) complexity where N is
input size and OUT is output size, matching the standard non-oblivious sort-merge join
up to a logarithmic factor using oblivious sorting with O(nlogn) complexity.

The innovation of ODBJ is using sorting networks and novel provably-oblivious con-
structions without relying on ORAM. The algorithm operates in two main phases: mul-
tiplicity computation and result construction. During multiplicity computation, tables
are combined and sorted by join attribute, with linear passes counting occurrences. The
result construction phase uses oblivious distribute and expand operations to create the
appropriate number of copies of each tuple.

While ODBJ is limited to equality predicates only and binary joins (two tables),
its efficient oblivious primitives—particularly the multiplicity computation and result con-
struction phases—provide essential building blocks for more complex join algorithms. As
we show in this work, these primitives can be adapted to handle multi-way joins by apply-
ing them recursively across a join tree, and extended to support band conditions through
novel techniques.

2.3 Extension to Band Joins (Inequality Constraints)
Chang et al. [5] made two extensions to oblivious joins:

1. Binary band joins: They extended Krastnikov’s algorithm to support inequality
predicates like T1.A > T5.B—c; and T1.A < T,.B+c,. This maintains oblivious access
patterns while handling >, <, >, < predicates between attributes, but is limited to
binary joins only.

2. Multiway equi-joins: They use ORAM-based index nested-loop join with B-tree
indices to support joins over multiple tables, but only for equality predicates.



The B-tree approach used for multiway equi-joins cannot be extended to support band
conditions. While B-trees are efficient for exact key lookups, range queries in the oblivious
setting become problematic—accessing a variable number of nodes for range queries would
leak information about the data distribution and result size. To maintain obliviousness,
one would need to pad accesses to the worst case, essentially scanning entire tables and
negating the benefits of using an index. Therefore, no existing algorithm combines multiple
tables with inequality predicates obliviously.

2.4 Multi-Way Joins (Classical Non-Oblivious)

The classical Yannakakis algorithm [241] achieves optimal O(N + OUT) complexity for
acyclic multi-way joins in the non-oblivious setting. It uses a two-phase approach:

1. Bottom-up phase: Semi-join reductions to eliminate tuples that do not contribute
to the final result

2. Top-down phase: Result reconstruction by propagating constraints down the tree

This approach eliminates tuples that do not contribute to the final result, bounding
runtime by output size. While Yannakakis achieves optimal complexity for acyclic queries,
it is not oblivious—the access patterns reveal information about data distribution and
intermediate result sizes. Yannakakis serves as the theoretical foundation for optimal
multi-way join processing that we aim to make oblivious.

2.5 Worst-Case Optimal Join Algorithms

Recent work by Hu and Wu [13] has made progress in developing oblivious algorithms for
worst-case optimal multi-way joins, in oblivious multi-way query processing.

Worst-case optimal algorithms optimize for the theoretical upper bound on output size
for a given query structure, assuming maximal matches between tuples regardless of actual
data content. This “worst-case” bound represents the maximum possible output size that
could occur for any instance with the given query and input sizes. In contrast, Yannakakis’
algorithm—and our approach building upon it—optimizes for the actual output size of the
specific data instance. This output-sensitive approach is particularly beneficial when tuples
do not exhibit maximal matching patterns.



Our work thus follows a complementary direction to Hu and Wu’s approach. Their
worst-case optimal algorithm is particularly valuable for cyclic queries where there is no
known efficient method to compute the exact output size. In contrast, for acyclic queries,
the exact output size can be efficiently computed, allowing our oblivious Yannakakis-based
approach to achieve O(N log N + k- OUT log OUT) complexity on acyclic queries, where
k is the number of tables, N is the input size, and OUT is the actual output size.

2.6 Critical Gap in the Literature
The existing literature reveals a gap: No existing solution combines multi-way joins
with band conditions obliviously.

Table 2.1 summarizes the capabilities of existing approaches:

Table 2.1: Comparison of Existing Oblivious Join Approaches

Approach Binary | Multi-way | Equality | Band
ODBJ (Krastnikov et v v

al.)

Chang et al. (binary) v v v
Opaque/ObliDB v v v

Chang et al. (multi- v v v

way)

Hu and Wu (WCO) v v v

Our Work v v v v

Opaque uses oblivious sort-merge join but is limited to primary-foreign key joins [25].
ObliDB supports general multi-way joins using hash join, but this approach essentially
computes the Cartesian product, leading to poor performance [7, 5]. Hash-based join
methods are particularly unsuitable for extension to range queries, as they rely on exact
key matching rather than ordering.

A limitation of performing multi-way joins as a series of oblivious binary joins is that it
discloses intermediate table sizes, leaking sensitive information about the data distribution
and selectivity.



2.7 Owur Approach: Bridging the Gap

Our work bridges this gap by implementing an oblivious Yannakakis algorithm that
supports both multi-way joins and band conditions. We achieve this by:

e Using ODBJ [14] as the base algorithm for processing neighboring table pairs in the
join tree

e Extending our multi-way join approach to support inequality predicates through
a dual-entry technique

e Achieving O(Nlog N + k - OUT1log OUT) complexity for acyclic queries with full
band join support, where k is the number of tables, N is the input size, and OUT is
the output size

e Being the first algorithm to combine efficient oblivious multi-way processing with
general range constraints

This approach maintains the optimal complexity of Yannakakis (up to logarithmic
factors) while supporting the full generality of band conditions, all within the oblivious
computation model.



Chapter 3

Background

This chapter provides the necessary background for understanding our oblivious multi-way
join algorithm with band conditions. We cover fundamental database concepts, classical
join algorithms including Yannakakis’ algorithm, and the principles of oblivious computa-
tion and secure hardware.

3.1 Database Joins and Query Processing

3.1.1 Database Join Operations

A database join is a fundamental operation that combines rows from two or more tables
based on a related column between them. The most common type is the equi-join, where
rows are matched when they have equal values in specified columns. For example, joining
an Orders table with a Customers table on the customer ID creates a result containing
order information enriched with customer details.

Join operations form the backbone of relational database queries. In practice, queries
often involve multiple tables that need to be joined together—these are called multi-way
joins. The execution strategy for these joins significantly impacts query performance,
especially as data sizes grow.

10



3.1.2 Join Trees and Query Structure

Multi-way join queries can be represented as join graphs, where each node represents a
table and edges represent join conditions between tables. This tree structure captures the
relationships between tables in the query. For the query on tables Leafl(11), Leaf2(12),
Leaf3(13), Center(11, 12, ¢), and Root(c, 13):

SELECT =*
FROM Leafl, Leaf2, Leaf3, Center, Root
WHERE Center.1l1 Leaf1.11

AND Center.12 Leaf2.12

AND Root.c = Center.c

AND Root.1l3 = Leaf3.13

we can construct the join tree as shown in Figure 3.1.

Root(c, 13)
Root.c = Center.c oot.13 = Leaf3.13
Center(11, 12, ¢) Leaf3(13)
Center.l1 = Leafl.l1 Center.12 = Leaf2.12
Leaf1(11) Leaf2(12)

Figure 3.1: Example join tree showing five tables with their schemas and join conditions.
Each node represents a table with its columns, and edges are labeled with the equi-join
conditions.

The structure of the join graph determines many properties of the query. When the
join graph forms a tree (no cycles), the query is called acyclic. Acyclic queries have special
properties that enable more efficient processing algorithms.

11



3.1.3 Acyclic vs Cyclic Queries

Queries are classified as either acyclic or cyclic based on their join graph structure. Acyclic
queries form a tree structure where there is exactly one path between any two tables.
This property allows them to be decomposed hierarchically and processed efficiently. For
example, a typical business query joining Customer — Order — Lineltem — Product
forms an acyclic chain.

Cyclic queries contain cycles in their join graph. The classic example is the triangle
query where three tables each join with the other two, forming a cycle. For instance, in
a social network, finding groups of three people who all know each other requires joining
Person with itself three times in a triangular pattern. These cyclic structures prevent direct
application of tree-based algorithms like Yannakakis and generally require more complex
processing strategies.

3.1.4 Handling Cyclic Queries with GHD

Generalized Hypertree Decomposition (GHD) [10] provides a systematic way to transform
cyclic queries into acyclic ones. The key idea is to group relations into “bags” arranged
in a tree structure, where each bag may contain multiple relations. By pre-computing
joins within each bag, we create an acyclic structure that can be processed with tree-based
algorithms.

The efficiency of this transformation depends on the Generalized Hypertree Width
(GHW) of the query—the minimum number of relations needed in any bag across all
possible decompositions. Acyclic queries naturally have GHW = 1 (no grouping needed),
while the triangle query has GHW = 2, and a k-cycle has GHW = [k/2].

The transformation can increase data size exponentially: from N to potentially NGHW,
as bags may contain Cartesian products. This exponential blowup makes GHD transfor-
mation impractical for queries with large GHW, especially in the oblivious setting where
we cannot optimize based on actual data distributions.

12



3.2 Band Joins and Range Queries

3.2.1 From Equality to Inequality Joins

While traditional database joins match tuples with exactly equal values, many real-world
queries require matching based on ranges or inequalities. These band joins (also called band
conditions or range joins) are essential for temporal queries, spatial proximity searches, and
interval-based analytics.

Consider a fraud detection query that links credit card transactions occurring within
10 minutes of each other at different locations. This requires joining transactions where
the timestamp difference falls within a specified range—a band join rather than an exact
match. Similarly, healthcare analytics might join patient visits with lab results taken
within a week, or supply chain queries might match orders with shipments arriving within
a delivery window.

3.2.2 Why Band Joins are Challenging

Band joins are fundamentally harder than equality joins for several reasons. In an equality
join, each value in one table matches at most one group of values in another table. This
relationship allows efficient processing using techniques like hash joins or B-tree indexed
nested-loop joins.

With band joins, we cannot partition tuples into groups where each group in one table
corresponds to exactly one group in another table. In equality joins, all tuples with value v
in table A match all tuples with value v in table B—a clean group-to-group correspondence.
Band joins break this structure: a tuple with value v might match tuples with values in
[ — ¢1,v + ¢], overlapping with the ranges of other tuples. This lack of partitionability
makes it difficult to predict resource requirements and optimize query execution. In the
oblivious setting, this challenge is amplified because we must process overlapping ranges
without revealing which tuples actually match.
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3.3 The Yannakakis Algorithm

3.3.1 Optimal Processing for Acyclic Queries

The Yannakakis algorithm [21], developed by Mihalis Yannakakis in 1981, provides an
elegant solution for evaluating acyclic multi-way joins with optimal complexity. The algo-
rithm achieves O(N + OUT) time, where N is the total input size and OUT is the output
size—this is optimal because any algorithm must at least read the input and write the
output.

The key insight is to exploit the tree structure of acyclic queries through a two-phase
approach. First, a bottom-up pass eliminates tuples that cannot possibly join with tuples
in its own subtree. Then, a top-down pass propagates the global constraints to produce
the final result. This approach avoids the exponential blowup that can occur with naive
join ordering.

3.3.2 The Two-Phase Approach

In the bottom-up phase, the algorithm performs semi-join reductions starting from the
leaves of the join tree. Each child table sends information to its parent about which values
actually exist, allowing the parent to eliminate tuples that have no matching partners. This
process continues up to the root, with each table keeping only tuples that can contribute
to the final result based on their subtree.

The top-down phase then propagates constraints from the root back to the leaves.
Starting from the filtered root table containing only tuples that exist in the final result,
each parent informs its children about which values remain valid in the global context.
This ensures that every tuple in the final result participates in the complete join across all
tables.

While Yannakakis” algorithm is optimal for non-oblivious settings, it reveals informa-
tion through its access patterns—the size of intermediate results reveals the selectivity of
different join conditions. Our work extends this algorithm to maintain its efficiency while
hiding these access patterns.

14



3.4 Oblivious Computation

3.4.1 The Need for Oblivious Algorithms

When sensitive data is processed in untrusted environments like public clouds, encryption
alone is insufficient [1, 11, 15, 18, 21, 23]. Even with encrypted data, the pattern of memory
accesses during computation can leak sensitive information. For example, a binary search
reveals the location of the target value through its access pattern, even if all data is
encrypted.

Oblivious algorithms address this by ensuring that memory access patterns are inde-
pendent of the input data. The sequence of memory locations accessed depends only on
public parameters like data size, query structure, or a random variable, not on the actual
values being processed. This prevents an adversary who can observe all memory accesses
from learning anything about the private data.

3.4.2 The Oblivious Security Model

In our security model, we assume an honest-but-curious adversary who can observe all
memory access patterns but cannot tamper with the computation. The adversary knows
certain public parameters: the sizes of input and output tables, the structure of the join
query, and any constants in the join conditions. However, the actual data values, their
distribution, and the selectivity of join conditions remain private.

An algorithm is oblivious if any two datasets with the same public parameters produce
identical access patterns. This means an adversary watching the memory accesses cannot
distinguish between a dataset where two tables are selective and one where the other two
tables are selective, as long as the table sizes are the same.

3.4.3 Building Blocks for Oblivious Algorithms

Oblivious algorithms rely on data-independent primitives that operate on tables (arrays
of rows) where each row contains values for multiple columns. These primitives ensure
access patterns reveal no information about the input data. Table 3.1 summarizes the key
primitives used in our algorithm.

Oblivious Sorting applies to a table using a sorting order function that takes two
rows and returns either —1 (first row is “smaller”) or 1 (second row is “smaller”). Follow-
ing the shuffle-then-reveal paradigm [!12], the algorithm first obliviously shuffles the data
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to randomize positions, then performs sorting where comparison outcomes no longer leak
information about the original data distribution. This ensures that regardless of the input
values, the memory access patterns reveal nothing about the actual data. Our implemen-
tation achieves O(nlogn) complexity using efficient oblivious sorting algorithms [12, 9],
obtaining the theoretical guarantee of O(Nlog N + k- OUT log OUT) for our overall al-
gorithm, where k is the number of tables, N is the input size and OUT is the output
size.

Oblivious Distribution moves rows to computed target positions within a table with-
out revealing information about where rows are being moved or how many rows end up in
each location. This primitive is essential in the ODBJ framework for repositioning rows
according to their multiplicities before expansion. The algorithm uses a series of oblivious
sorting and permutation operations to achieve the desired redistribution while ensuring
that the access pattern depends only on the table size and target position computation,
not on the actual row values or movement patterns.

Oblivious Expansion creates multiple copies of rows based on precomputed multi-
plicities, ensuring that the duplication process reveals no information about how many
copies each row requires. This primitive works in conjunction with oblivious distribution
to construct join result tables where each row appears exactly as many times as required by
the join semantics. The challenge lies in handling variable expansion factors obliviously—
some rows may need many copies while others need few, but the algorithm must access
memory in a pattern that depends only on the maximum possible expansion factor, not
the actual requirements.

Map applies an oblivious function to every row of a table. The function operates in-
dependently on each row, maintaining data-independent access patterns by reading and
writing at predetermined positions within each row. This primitive enables row transforma-
tions while preserving obliviousness, such as computing new attributes, applying selection
conditions, or reformatting tuple structures. The resulting table may contain modified
rows but maintains the same size as the input table.

LinearPass takes a table and an oblivious function that operates on a fixed number of
rows (the window). The function reads from and writes to fixed locations within the win-
dow. Linear pass places this fixed-size sliding window on the table and applies the function
to each window position as it moves through the table. This maintains data-independent
access patterns since the window size and movement are predetermined, ensuring that the
memory access sequence depends only on the table size and window size, not on the actual
data values encountered.

ParallelPass takes a table and an oblivious function that operates on two rows (one
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from each table). The function reads from and writes to fixed locations within these
two rows. Parallel pass processes corresponding row pairs with equal indexes from two
tables of the same size, applying the oblivious function to each pair sequentially. This
maintains data-independent access patterns since the function operates on predetermined
fixed locations, ensuring that the memory access sequence depends only on the table sizes
and function structure, not on the actual data values.

3.5 Intel SGX and Secure Hardware

3.5.1 Trusted Execution Environments

Intel Software Guard Extensions (SGX) [0] provides hardware-based trusted execution
environments called enclaves. These enclaves protect code and data from observation or
modification by any external software, including the operating system and hypervisor.
When combined with oblivious algorithms, SGX provides end-to-end security for sensitive
computations in untrusted environments.

SGX encrypts enclave memory in hardware, ensuring that even physical memory dumps
reveal only ciphertext. However, SGX does not hide memory access patterns—the sequence
of addresses accessed by the enclave is visible to the OS through page faults and cache
effects. This is why oblivious algorithms are essential: they ensure these visible access
patterns leak no information about the protected data.

3.5.2 Implementing Oblivious Joins in SGX

Our implementation uses a hybrid architecture that combines untrusted storage with
trusted SGX processing. Tables are stored encrypted using AES-CTR, where each row
is encrypted with a unique sequential nonce to enable fine-grained access. The untrusted
application orchestrates the overall algorithm phases—managing linear passes, sorts, and
parallel operations—while the SGX enclave performs the actual oblivious computations.

During execution, the untrusted application sends batches of 2000 operations to the
enclave. For each batch, the enclave:

1. Receives encrypted row data for the batch

2. Decrypts the rows using their individual nonces
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3. Performs the oblivious operations (window functions, comparators, or update func-
tions)

4. Re-encrypts the modified rows with new nonces

5. Returns the encrypted results to untrusted storage

This batch-processing approach minimizes SGX overhead while maintaining complete
obliviousness. The memory access patterns visible to the untrusted host reveal only the
predetermined batch structure, not the actual data values or computation results. The
combination of per-row encryption, batch processing, and oblivious operations within the
enclave provides strong security guarantees against both data breaches and side-channel
attacks.
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Table 3.1: Oblivious Primitives Used in Our Algorithm

Primitive Description Runtime Reference
Oblivious Sorting | Sorts data using O(nlogn) Oblivious
shuffle-then-reveal sort [12, 9]
approach for
data-independent
patterns
Oblivious Moves rows to computed | O(nlogn) ODBJ [11]
Distribution target positions without
revealing data patterns
Oblivious Creates multiple copies | O(nlogn) ODBJ [11]
Expansion of rows based on
precomputed
multiplicities
Map Applies an oblivious O(n) Standard
function to every row, technique
reading and writing at
predetermined positions
within each row
LinearPass Applies an oblivious O(n) Standard
function to a fixed-size technique
sliding window over a
table
ParallelPass Applies an oblivious O(n) Standard
function that takes two technique

rows and operates on
fixed locations
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Chapter 4

Algorithm Overview

This chapter provides an intuitive overview of our algorithm before diving into formal spec-
ifications. We begin with ODBJ’s [14] binary join solution, which separates multiplicity
computation from result construction. We then explain how to extend this to multi-way
joins by computing multiplicities recursively through tree traversals—a structure that sur-
prisingly mirrors Yannakakis’ [24] classical algorithm. Finally, we introduce our dual-entry
technique that enables these computations to work with band conditions, transforming
range matching into simple cumulative sums through sorted sequences.

4.1 From ODBJ to Oblivious Yannakakis

Our work builds upon recent advances in oblivious database operations, extending binary
join techniques to handle multi-way joins with band conditions.

4.1.1 Starting with ODBJ’s Architecture

Krastnikov et al.’s ODBJ [14] provides an elegant solution for oblivious binary joins, achiev-
ing O(N log N +OUT log OUT) complexity where N is input size and OUT is output size.
The ODBJ architecture can be separated into two distinct parts: multiplicity computation
and result construction.
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Multiplicity Computation Phase

The algorithm begins by combining both input tables into a single table sorted by the
join attribute, with each tuple tagged by its source table. This combined representation
enables counting and recording multiplicities. A forward pass through the sorted table
counts occurrences of each unique join key, with two counters tracking tuples from 7} and
T,. These counts are then propagated backward to ensure every tuple with the same join
key receives the complete count information.

Through this process, each tuple (j,d) is augmented with two metadata values repre-
senting the local multiplicities (uocal): @1(j), the occurrence of key j in T3, and as(j), the
occurrence in Ty. The significance of these local multiplicity values becomes clear when we
consider the join result—each tuple from T} must appear as(j) times (once for each match
in T5), while each tuple from 75 must appear «4(j) times. Thus each tuple obtains its own
multiplicity for result construction.

Result Construction Phase

With multiplicities computed, ODBJ constructs the actual join result through three obliv-
ious operations. The distribute operation and the expand operation work together to
duplicate each tuple by its multiplicity. Then, the align operation reorders one output-
sized table to match the other, ensuring that tuples appear at correct locations, ready to
be zipped into the binary join result.

This separation means we must obtain the size of the join result, along with multiplic-
ities of all tuples in the join result, before we can duplicate them for the correct number
of times or proceed with any further step. For binary joins, ODBJ demonstrates this
can be done obliviously using only sorting networks and linear passes, avoiding expensive

primitives like ORAM [3].

4.1.2 The Multi-Way Multiplicity Challenge

To extend ODBJ [11] to multi-way joins, we must obtain the multiplicity of each tuple
in the full join result before constructing it. For binary joins, ODBJ [14] computes this
directly. For multi-way joins over a tree structure, the challenge is: how do we compute
the final multiplicity of each tuple when it depends on tables across the entire tree?

We start by looking at a smaller picture, joining the subtree for every table, and call
the table tuple’s multiplicity in this sub-tree join result “local multiplicity (eca)”. For
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Figure 4.1: Example tables with data showing local and final multiplicities in a 5-table join
tree. Each table shows its tuples and their computed multiplicities after the bottom-up
and top-down phases.

a root tuple, local multiplicity is the same as the final multiplicity (ogna). This “local
multiplicity of root tuples” can be computed recursively.

We observe that for an arbitrary parent table tuple, its local multiplicity (iecal) is a
product of contributions from joining with each of the child tables. The contribution from
each child table is the sum of local multiplicities of matching child table tuples. With a
bottom-up traversal of the join tree, we can compute local multiplicities ayoca of all root
table tuples.

After obtaining the local multiplicities s 0f the root table tuples, we view them as
final multiplicities (cgna1), and we use a top-down join tree traversal to propagate this final
multiplicity agna information across the join tree.

We then perform the distribute and expand, alignment and concatenation phases using
the multiplicities.
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4.1.3 Connection to Yannakakis

Interestingly, our two-phase structure mirrors Yannakakis’s algorithm [24] for acyclic joins.
Yannakakis also uses bottom-up semi-join reduction followed by top-down reconstruction.
While Yannakakis computes a boolean value for each tuple indicating whether it exists in
the join result or not, we count multiplicities for each tuple indicating how many times it
exists in the join result.

4.2 Band Join Enhancement: Dual Entry Approach

4.2.1 The Challenge of Range-Based Multiplicity Computation

The extension from equality joins to band joins introduces a fundamental challenge in
multiplicity computation. Consider two tables A and B with band join condition A.z >
B.y —c; and A.x < B.y + ¢3. For a tuple from table A with attribute value A.z = v, we
must sum the local multiplicities of all tuples from table B that satisfy the range constraint.
This differs significantly from equality joins where the matching relationship is one-to-one
between groups.

In equality joins where A.x = B.y, the multiplicity computation is straightforward: we
sort the combined tables by the join attribute and perform a linear pass, summing tuples
with identical values and resetting the sum when the join attribute value changes. This
direct accumulation works because each tuple matches exactly those tuples with the same
join key value.

Band joins complicate this process because each tuple from table A matches all tuples
from table B where v — ¢o < B.y < v 4 ¢;. The challenge lies in efficiently computing
the sum of multiplicities across this range without revealing information about the data
distribution. A naive approach would require examining each possible matching tuple
individually, but this would be inefficient and potentially leak information through access
patterns.

4.2.2 The Dual Entry Solution

Our solution transforms the range matching problem into a cumulative sum computation
through a dual entry technique. For each tuple ¢ in table A with join attribute value v,
we create two boundary markers: a start entry at position v — ¢y representing the smallest
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possible matching B value, and an end entry at position v + ¢; representing the largest
possible matching B value. These boundary markers, combined with the actual tuples from
table B, are then sorted by their join attribute values to create a unified sequence.

During a single linear pass through this sorted sequence, we maintain a cumulative sum
counter (C') that increments by the local multiplicity (auocal) of each tuple from table B.
When we reach the start and end boundary markers for a given tuple from table A, we
record the current cumulative sum values. The difference between the end counter and
start counter gives precisely the sum of local multiplicities ajecq for all table B tuples that
fall within the required range.

This dual entry approach transforms a complex range matching problem into a sim-
ple interval computation. The key insight is that start and end entries define interval
boundaries in the sorted combined table, and the cumulative counter tracks all relevant
contributions seen so far. The difference between consecutive boundary markers captures
exactly the multiplicities needed for the range-based join. Crucially, this process remains
oblivious since all operations rely solely on oblivious sorting and fixed linear passes with
predetermined access patterns, ensuring that no information about the actual data values
or match counts is leaked through memory access patterns.
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Chapter 5

Detailed Algorithm

5.1 Algorithm Overview and Notation

Our oblivious multi-way band join algorithm operates on acyclic join trees in four distinct
phases, each maintaining data-independent access patterns while computing the complete
join result.

5.1.1 Algorithm Input and Output

The algorithm takes as input a join tree 7' = (V, E') where V are table nodes and E are
join edges, along with tables { Ry, Rs, ..., Ry} where each R; corresponds to node v; € V.
For each edge (v;,v;) € E, band join constraints specify predicates between join attributes.
The algorithm produces as output an oblivious join result table R,z containing all tuples
satisfying the multi-way band join constraints.

5.1.2 Table Type Definitions

Following Krastnikov et al.’s terminology [14], we distinguish between different types of
tables based on their state in the algorithm:

e input tables: Original unmodified tables {R;, R, ..., Ry} as provided to the algo-
rithm
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e augmented tables: input tables extended with persistent multiplicity metadata

e combined tables: Arrays of entries from multiple augmented tables with temporary

metadata, sorted by join attribute for dual-entry processing

e output-sized tables: augmented tables where each tuple appears exactly agnal

times

e aligned tables: output-sized tables reordered to enable correct concatenation for

join result construction

Table 5.1: Table Schema Evolution Throughout Algorithm Phases

Type Original At- | Persistent Meta- | Temporary
tributes data Metadata

Rinput {a1,a9,...,am} None None

Raug {a1,a9,...,am} orig_idx, ocal, | None
Qffinal, Fsum

Reomb {CCCLl, ag, ..., am} orig_idx, Qocal, | Clocals Wiocal,
COfinal, vk sum Cforeign

Resp {a1,a9,...,amn} orig_idx, Qocal, | copy_index
Qffinal, Fsum

Rajign {ai,a2,...,am} orig_idx, Qlocal, | alignment_key
(final Fsum

Schema Evolution Notes:

e Original Attributes: {aj,as,..
table’s schema

e Persistent Metadata: Carries forward through phases

— orig_idx: Original tuple index for tracking provenance

— Qocal: Local multiplicity within subtree

— Qfina: Final multiplicity in complete join

— Fium: Foreign sum for alignment

e Temporary Metadata: Phase-specific fields

26

., @y, } where m is the number of attributes in each




— Combined tables: Ciyeal (local cumulative sum, bottom-up), wieea (local weight)
and Chopeign (foreign cumulative sum, top-down)

— Expanded tables: copy_index (index among copies of same tuple)
— Aligned tables: alignment_key (computed positioning value)

e Combined Table Structure: Contains entries from multiple tables organized for
dual-entry processing, each entry maintaining its original attributes and metadata

5.1.3 Data Structures and Notation

The following table summarizes the key data structures, variables, and notation used
throughout our oblivious multi-way band join algorithm. The notation distinguishes be-
tween entry type constants (using 7 symbols), field accessors for tuple metadata, and
various counter variables used in multiplicity computation.

5.1.4 Formal Definitions of Multiplicities

We define three key multiplicities that track tuple participation throughout the join com-
putation:

Local Multiplicity (aieca1): For a tuple ¢ in table R, at node v in the join tree,
the local multiplicity represents the number of times ¢ participates in the join result when
considering only the visited portion of the subtree rooted at v. During the bottom-up
phase, this is computed incrementally: after processing child ¢; of v, we have:

t.Qocal = ‘{’I" ENTy): t e 7“}’

where T, U(i) denotes the subtree rooted at v restricted to v itself and its first ¢ processed
children (and their subtrees). After all children are processed, T = T, where k =
|children(v)|. For leaf nodes, ajocar = 1 for all tuples.

Final Multiplicity (agina1): For any tuple ¢ in any table, the final multiplicity repre-
sents the number of times t appears in the complete join result across all tables. Formally:

t.Qfinal = |{r €2 t € 1}

where T' is the entire join tree and t<ir represents the complete join result. For the root
node, Qfnal = Qocal- FOr all other nodes, ag,a is computed during the top-down phase by
propagating information from parent to children.
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Table 5.2: Algorithm Data Structures and Notation

Notation Description

T=(V,E) Join tree with table nodes V' and join edges F

R; Relation/table at node v; € V

t Tuple/entry in any table (may include metadata depend-
ing on processing phase)

Mocal Local multiplicity (ocal): number of times a tuple ap-
pears in subtree join result

Ofinal Final multiplicity (agina1): number of times a tuple ap-
pears in complete join result

Fam Foreign cumulative sum: accumulated foreign contribu-
tions from parent multiplicities

SOURCE SOURCE entry type constant (7gc)

START TARGET _START entry type constant (7gtart)

END TARGET _END entry type constant (7enq)

e General entry variable

€s, €t Start and end entry variables

Choreign Foreign cumulative sum: intermediate values during
dual-counter computation

Wioeal Local weight counter (wiocal)

Clocal Local cumulative sum (temporary): intermediate values
during bottom-up computation

T Entry type precedence mapping ()

e.type Entry type field

e.d Entry data/tuple

t.orig_idx Original tuple index

t.join_attr Join attribute (a)

Reomb combined table of entries for dual-entry processing,
sorted by join attribute

(c1,¢2) Band join constraint parameters
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Foreign Multiplicity (cforeign): For a tuple ¢ in table R, at node v in the join tree,
the foreign multiplicity represents the number of times ¢ participates in the join result when
considering all tables outside the subtree rooted at v, plus the node v itself. Formally:

t.Qforeign = {7 Exp\g-: t € r}H

where T~ denotes the subtree rooted at v excluding v itself, and T\ T, represents all tables
in the tree except those in the children’s subtrees. This counts how many times ¢ appears
when joining with all tables not in its subtree. The key relationship tfinal = Qocal X Qforeign
holds because we assume an acyclic join tree. Specifically, there are no join conditions
connecting any node in 7, to any node in 7"\ 7}, (all connections must go through v). This
independence allows the multiplicities to multiply. In practice, we compute oreign = glf:;:
during the top-down phase.

Foreign Multiplicity Sum (Fy,m): For a child tuple t. in table R. with parent node
p, if we were to join all tables in 7"\ 7. and sort the result by the join attribute between
p and ¢, then t..F,,, is the index of the first entry from the parent table that matches t..
This value is computed during the top-down phase and is used in the align-concatenate
phase to determine the correct positioning of tuples in the final result.

5.1.5 Common Utilities Across Multiple Phases

Our algorithm employs several oblivious operations that serve as common utilities across
multiple phases.

ObliviousSort utility is the foundation of our approach, utilizing the shuffle-then-
reveal approach [12] where data is first obliviously shuffled before sorting to ensure fixed
access patterns remain independent of actual data values. The sorting network’s structure
is determined solely by the input size, ensuring that the sequence of comparisons and
swaps follows the same pattern regardless of the data being sorted, which is essential for
maintaining oblivious properties in secure computation environments.

LinearPass utility represents our core primitive for processing sorted tables through
stateless window operations. This utility applies functions to sliding windows of size 2 over
sorted data, where each function operates exclusively on the current window content and
position index without any external state dependencies. The function must access (read /
write) fixed locations relative to the window, ensuring oblivious access patterns.
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Algorithm 1 LinearPass: Apply window function across table with sliding window size 2

1: function LINEARPASS(R, Window Func)

2 fori=1to |R|—1do

3 window <— R[i : i+ 1] > Extract window of size 2
4: WINDOWFUNC(window, i) > Apply function to window
5 end for

6 return R > Return modified table
7: end function

Map utility provides element-wise transformations across table entries, applying the
same function to each row independently. The function reads the input row, and creates
an output row with potentially different schema. This is used to change schema of table,
adding or removing columns.

Algorithm 2 Map: Apply transformation function to each row independently
1: function MAP(R, TransformFunc)
2 Ry <[] > Initialize output table
3 for i =1 to |R| do

4: R,.t[i] < TRANSFORMFUNC(R[i], 7)

)

6

7

end for
return R,
end function

ParallelPass utility processes two tables of same size in parallel by applying a window
function to corresponding pairs of rows. The function modifies the rows in-place, similar
to LinearPass but operating on aligned pairs from two tables rather than a sliding window.

Algorithm 3 ParallelPass: Apply window function to aligned pairs from two tables
1: function PARALLELPASS(R;, Ry, WindowFunc)

Require: |R;| = |Ry| > Tables must have same size
2 for i =1 to |Ry| do
3 window < [Ry[i], Ra[i]] > Create window from aligned pair
4: WINDOWFUNC(window, 1) > Apply function to modify in-place
5: end for
6 return (R, Ry) > Return modified tables
7: end function
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Additional Primitives: Our algorithm also relies on two additional oblivious primi-
tives:

e ObliviousExpand: This primitive from the ODBJ framework [14] duplicates each
tuple according to its multiplicity, creating an output-sized table where each original
tuple appears the specified number of times.

e HorizontalConcatenate: This operation concatenates two tables horizontally, com-
bining all columns from both tables while maintaining the same number of rows. Each
row in the result contains the attributes from the corresponding rows in both input
tables.

Join Condition Encoding: Any join condition between columns can be expressed as
an interval constraint. Specifically, a condition between parent column p.join_attr and child
column c.join_attr can be parsed as: c.join_attr € p.join_attr + [z, y], where the interval
[, y] may use open or closed boundaries and z,y € R U {+o0}.

Sample join predicates map to intervals as follows:

e Equality: p.join_attr = c.join_attr maps to c.join_attr € p.join_attr + [0, O]
e Inequality: p.join_attr > c.join_attr maps to c.join_attr € p.join_attr + (—oo, 0)

e Band constraint: p.join_attr > c.join_attr — 1 maps to c.join_attr € p.join_attr +
[_17 OO)

When multiple conditions constrain the same join, we compute their interval intersec-
tion. For instance, combining p.join_attr > c.join_attr (yielding (—oo, 0)) with p.join_attr <
c.join_attr + 1 (yielding [—1, 00)) produces the final interval [—1,0).

The constraint function C(p, ¢) operationalizes this interval representation by mapping
each parent-child relationship to boundary parameters 8 = ((dy,eq1), (d2, eq2)). Here, dy
and dy define the interval endpoints, while eq; and egs specify whether boundaries are
closed (EQ) or open (NEQ). This encoding is fundamental to the dual-entry technique
used throughout the algorithm. For a target tuple with join attribute value val, the
boundary parameters create: (i) a START entry at val + d; where if eq; = EQ), it includes
values > val + dy, and if eq; = NEQ), it includes values > val + d;; and (ii) an END entry
at val + dy where if eqs = EQ), it includes values < val 4 dy, and if eqgs = NEQ), it includes
values < val +dy. This encoding allows the dual-entry technique to handle arbitrary range
predicates by converting them into boundary entries that can be processed obliviously.
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5.1.6 Algorithm Structure

The algorithm begins with initialization to add metadata columns, then operates in four
main phases:

1. Initialization (Section 5.2): Add metadata columns to create augmented tables

2. Phase 1 - Bottom-Up (Section 5.3): Compute local multiplicities (joca1) using
dual-entry technique for band constraints

3. Phase 2 - Top-Down (Section 5.4): Propagate final multiplicities (agpa) from
root to leaves using foreign multiplicity computation

4. Phase 3 - Distribution and Expansion (Section 5.5): Create output-sized
tables by replicating each tuple according to its agna using oblivious distribution

5. Phase 4 - Alignment and Concatenation (Section 5.6): Reorder output-sized
tables using Fy,, for alignment, then concatenate to form the final join result

Each phase maintains oblivious access patterns by using the primitives described above.
The dual-entry technique transforms range-based band constraints into cumulative sum
computations, enabling efficient oblivious processing of inequality joins.

Algorithm 4 Main Algorithm Framework: Oblivious multi-way band join with initializa-
tion and four phases
1: function OBLIVIOUSMULTIWAYBANDJOIN(T = (V, E))

2: Tinit < INITIALIZEALLTABLES(T') > Initialization: Add metadata columns

3 Tiocal < BOTTOMUPPHASE(T}t) > Phase 1: Compute local multiplicities

4: Ttinat < TOPDOWNPHASE(Tocq1) > Phase 2: Compute final multiplicities

5 Tewpanded < DISTRIBUTEEXPAND(Tfi01) > Phase 3: Distribute and expand

6 Result < CONSTRUCTJOINRESULT(T¢spanded, T00t) > Phase 4: Construct join
result

7: return Result > Return final join result

8: end function
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5.2 Initialization

The initialization phase prepares the join tree for multiplicity computation by transforming
input tables into augmented tables with empty metadata columns using the Map primitive.
All metadata fields are initialized with null placeholders, and actual values are computed
in the bottom-up and top-down phases.

Algorithm 5 Initialize augmented tables: Add  metadata  columns
{orig_idx, (ocal, Ufinal; Fsum} to input tables using Map primitive with null placehold-
ers. n; = |R;|, N =% n,.

1: function INITIALIZEALLTABLES(T)

2: for all nodes v € V do

3 R, <+ MAP(R,, AddMetadataColumns)

4: LINEARPASS(R,,, WindowSetOriginallndex)
5: end for
6
7

return 7'
: end function

Algorithm 6 Add Metadata Columns: Map function to extend tuples with null metadata
1: function ADDMETADATACOLUMNS(t, index)
2 t.orig_idx < 0

3 t.(noeal < null

4: t.agpal < null
5

6
7

t.Foum < null
: return ¢
end function

Algorithm 7 Window Set Original Index: Assign sequential indices with sliding window
size 2

1: function WINDOWSETORIGINALINDEX (window)

2: window|1].orig_idx <— window[0].orig_idx + 1

3: end function

The initialization adds metadata columns using Map, then uses LinearPass to assign
sequential original indices. This demonstrates the stateless window-based approach where
each tuple’s index is computed from its predecessor in the sliding window.
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5.3 Phase 1: Bottom-Up Multiplicity Computation

The bottom-up phase computes local multiplicities (qoca) by traversing the join tree T in
post-order, as shown in Algorithm 8. For leaf nodes, we initialize each tuple ¢t € Ry, with
t.aqocal = 1. For non-leaf nodes, the algorithm processes each parent-child pair (p, ¢) where p
is the parent and ¢ € children(p). The key insight is that at any point during the traversal,
for each visited node v, each tuple t € R, has t.qjoca1 €qual to the number of join results it
participates in when considering only the portion of the subtree rooted at v that has been
visited so far. After all children of v have been processed, t.auocal = {7 €><pvisitea: t € T}
where TV represents the subtree rooted at v restricted to nodes that have been visited
in the post-order traversal.

For each parent-child pair (p,c), the algorithm invokes COMPUTELOCALMULTIPLIC-
ITIES (Algorithm 10) with tables R, (target) and R. (source), along with constraint pa-
rameters § = C(p,c) that encode the join condition. This updates each tuple ¢, € R,
by computing t,.ofn = ty.afae X D, ¢ Roi(tpte) satisfy C(p,c) Le-Qlocal, Where the second term
represents the sum of local multiplicities of all matching tuples from child c.

The core innovation lies in the dual-entry technique for handling band join constraints.
The COMBINETABLE function (Algorithm 11) creates two boundary markers for each tuple
in the target (parent) table—START and END entries—that mark where the matching
range begins and ends. For example, if a parent tuple with value 10 matches child tuples
between values 8 and 12, COMBINETABLE creates a START entry at 8 and an END entry
at 12, then combines these boundary entries with the source (child) tuples into a single
table.

We then sort by COMPARATORJOINATTR (Algorithm 12), which orders entries primar-
ily by join attribute value and secondarily by a precedence based on entry type and equality
type. The precedence ordering (defined by GETPRECEDENCE in Algorithm 18) ensures
that (START, EQ) and (END, NEQ) entries come first with precedence 1, SOURCE entries
have precedence 2, and (START, NEQ) and (END, EQ) entries come last with precedence
3. This careful ordering guarantees that for any target entry e;q,4¢ that derives boundary
entries e and e, the set of source entries {€source} appearing between es and e; in the
sorted order is exactly the set of source entries that satisfy the join condition with e;q;get-

We apply WINDOWCOMPUTELOCALSUM (Algorithm 13) via a linear pass to main-
tain a running sum of local multiplicities: the sum increases by aioca1 When we encounter
SOURCE entries, and the current sum gets recorded when we hit START/END bound-
aries. We then sort by COMPARATORPAIRWISE to place START and END pairs (which
originated from the same target tuple) next to each other. Finally, we apply WINDOW-
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CoMPUTELOCALINTERVAL (Algorithm 15) via a linear pass to compute the difference
between each pair’s cumulative sums, yielding the local interval that represents the local
multiplicity contribution from the child’s subtree for that target tuple.

After creating and sorting the combined table, we apply UPDATETARGETMULTIPLIC-
ITY (Algorithm 17) via a parallel pass to propagate the computed intervals back to the
parent table, multiplying each target tuple’s existing local multiplicity by the contribution
from this child (the interval value) to produce the updated local multiplicities.

Algorithm 8 Bottom-Up Phase: Compute local multiplicities from leaves to root

1: function BorTOMUPPHASE(T, root)

2 order < POSTORDERTRAVERSAL(T', root)
3 for all nodes v in order do

4: if v is a leaf then

5: for all tuple t € R, do

6 t.Qocal < 1

7 end for

8 else

9 for all child nodes ¢ of v do
10: R, <+~ COMPUTELOCALMULTIPLICITIES(R,, R., C(v,c))
11: end for
12: end if
13: end for
14: return 7'

15: end function

Algorithm 9 Post-Order Traversal: Visit children before parents in tree
1: function POSTORDERTRAVERSAL(T, root)

2 order < empty list

3 for all child nodes ¢ of root do

4: order < order+ POSTORDERTRAVERSAL(T, c)
5: end for
6

7
8:

Append root to order
return order
end function
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Algorithm 10 Compute Local Multiplicities: Compute new local multiplicities for parent
node in bottom-up phase

1: function COMPUTELOCALMULTIPLICITIES ( Riarget; Rsource, 0)

2:

10:
11:

Rcomb < COMBINETABLE(Rtarget7 Rsourc67 6)

Reompb ¢ MAP(Reomb, Ae : (eocal sum 4— e.quqeal, €.local_interval < 0, €))
OBLIVIOUSSORT( Reomp, ComparatorJoinAttr)

LINEARPASS(Rcomp, WindowComputeLocalSum)
OBLIVIOUSSORT( Rcomp, ComparatorPairwise)

LINEARPASS(Reomp, WindowComputeLocallnterval)
OBLIVIOUSSORT( Reomp, ComparatorEndFirst)

Rtruncated — Rcomb[]- : |Rtarget|]

PARALLELPASS(Riruncateds Frarget, UpdateTargetMultiplicity)

return R, get

12: end function
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Algorithm 11 Combine Table: Create start/end boundary entries for each target tuple
and merge with source entries
1: function COMBINETABLE(Rarget; Rsources 0)

2: ((d1,6(]1),(d2,6Q2)) +— 0
3 R, ree < MAP(Rgouce, function(t):)
4: e.type < SOURCE
5: e.equality < null
6: e.join_attr <— t.join_attr
7: e.orig_idx <« t.orig_idx
8: €.gcal $— . Qocal
9: €.0lfinal < t.Qfnal
10: e.Fam < t.Fam
11: return e
12: begin < MAP(Riarger, function(?):)
13: e.type «<— START
14: e.equality < eq;
15: e.join_attr < t.join_attr 4+ d;
16: e.orig_idx < t.orig_idx
17: €.Qpcal < t.Qocal
18: €.0lfinal < t.Qfnal
19: e.Foum < t.Faum
20: return e
21: i < MAP(Riarget, function(t):)
22: e.type < END
23: e.equality < eqs
24: e.join_attr <— t.join_attr + ds
25: e.orig_idx < t.orig_idx
26: €.0lgcal $— t.Qocal
27: €.0linal < 1.Qfnal
28: e.Fyum — t.Fyum
29: return e
30: RCOHlb A R/source + R;)egin + R/end
31: return R .,

32: end function
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Algorithm 12 Comparator Join Attribute: Sort entries by join attribute, then by entry
type precedence
Precedence: (START, EQ) — 1, (END, NEQ) — 1, (SOURCE, null) — 2, (START, NEQ) —
3, (END, EQ) — 3

1: function COMPARATORJOINATTR(e1, €3)

2: if e;.join_attr < es.join_attr then return -1

3 else if e;.join_attr > ey.join_attr then return 1

4 else
5 p1 < GETPRECEDENCE((e;.type, e;.equality))
6: p2 < GETPRECEDENCE((ey.type, es.equality))
7
8
9

if p; < po then return -1
else if p; > p, then return 1
: elsereturn 0
10: end if
11: end if
12: end function

Algorithm 13 Window Compute Local Sum: Compute cumulative sum with sliding win-
dow size 2

1: function WINDOWCOMPUTELOCALSUM(window)

2: if window|[1].type = SOURCE then

3 window[1].local_sum <— window|0].local_sum + window[1].cuecal

4 else > window(1].type € {START,END}
5: window[1].local_sum <— window|0].local_sum

6 end if

7: end function
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Algorithm 14 Comparator Pairwise: Organize entries for pairwise START /END process-
ing by grouping targets first, then by index
1: function COMPARATORPAIRWISE(eq, €2) > First: Target entries (START/END)
before SOURCE entries

2: if e;.type € {START,END} and e,.type = SOURCE then return -1

3: else if e;.type = SOURCE and ey.type € {START,END} then return 1

4: end if > Second: Sort by original index
5: if e;.orig_idx < ey.orig_idx then return -1

6: else if e;.orig idx > ey.orig_idx then return 1

7 end if > Third: START before END for same index
8: if e;.type = START and ey.type = END then return -1

9: else if e;.type = END and es.type = START then return 1

10: elsereturn 0

11: end if
12: end function

Algorithm 15 Window Compute Local Interval: Compute range difference between
start/end entries with window size 2

1: function WINDOWCOMPUTELOCALINTERVAL(window)

2: if window[0].type = START and window[1].type = END then

3: window|[1].local_interval <— window[1].local_sum — window|0].local_sum

4: end if

5: end function

Algorithm 16 Comparator End First: Put END entries first, then sort by original index
1: function COMPARATORENDFIRST(ey, €2) > First: END entries before all others
2 if e;.type = END and es.type # END then return -1

3 else if e;.type # END and es.type = END then return 1

4 end if > Second: Sort by original index
5: if e;.orig_idx < ey.orig_idx then return -1
6
7
8
9:

else if e;.orig idx > ey.orig_idx then return 1
elsereturn 0
end if

end function
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Algorithm 17 Update Target Multiplicity: Multiply target’s local multiplicity by com-
puted interval

1: function UPDATETARGETMULTIPLICITY (€compineds Ctarget)

2: €target-Mocal — €target-Mocal X ecomb'med-local—interVal

3: end function

Algorithm 18 Get Entry Type Precedence: Map (entry_type, equality_type) tuple to
precedence value

1: function GETPRECEDENCE((entry_type, equality_type))

2: if (entry_type, equality_type) = (START, EQ) then return 1

3: else if (entry_type, equality type) = (END, NEQ) then return 1
4 else if (entry_type, equality_type) = (SOURCE, null) then return 2
5: else if (entry_type, equality_type) = (START, NEQ) then return 3
6: else if (entry_type, equality_type) = (END, EQ) then return 3
7
8

: end if
: end function

5.4 Phase 2: Top-Down Final Multiplicity Propaga-
tion

The top-down phase propagates final multiplicities (agna) from the root to all nodes in
the tree, mirroring the reconstruction phase of Yannakakis [24]. This phase computes how
many times each tuple appears in the complete join result by considering contributions
from outside its subtree. The traversal proceeds in pre-order, starting from the root where
Qffinal = ocal (since the root has no ancestors), then propagating downward to compute
each child’s final multiplicity based on its parent’s values.

For each parent-child pair (p,c) during the pre-order traversal, the algorithm invokes
PROPAGATEFINALMULTIPLICITIES (Algorithm 20) to compute the final multiplicities for
child table R.. The key insight is that each child tuple’s final multiplicity equals its local
multiplicity times its foreign multiplicity, where the foreign multiplicity (Qoreign) represents
the number of join results from tables outside the child’s subtree that connect through the
parent. This is computed as: f..0tanal = te-Qocal X Le-Qforeign -

The core question in the top-down phase is: what would be the multiplicity of each
parent tuple if we excluded the child table and its entire subtree? That is, what is the
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multiplicity of parent (source) table entries in the join result of 7 \ 7.7 Since the final
multiplicity is the product of contributions from all neighbors, we can recover this by
division. We use a running sum called "local weight” to track the sum of matching child
tuples’ local multiplicities—this represents the child subtree’s contribution. By dividing
a parent tuple’s final multiplicity by this local weight, we recover its multiplicity in 7 \
T.. The sum of these multiplicities for all matching parent tuples gives us the foreign
multiplicity (Qforeign), Which represents the contribution from 7 \ 7. and complements the
local multiplicity (contribution from 7).

To compute these values obliviously, we employ a similar structure as the bottom-up
phase. We use COMBINETABLE to create START and END boundaries for target table
tuples, while SOURCE entries represent source table tuples. The difference from bottom-
up is that here the child table is the target (receiving multiplicities) and the parent table
is the source (providing multiplicities). After sorting by COMPARATORJOINATTR (Algo-
rithm 12), we apply WINDOWCOMPUTEFOREIGNSUM (Algorithm 21) via a linear pass
that simultaneously tracks two counters. When we encounter START /END boundaries,
we update the local weight by adding or subtracting the child tuple’s local multiplicity.
When we encounter SOURCE entries (parent tuples), we increment the foreign cumulative
sum by the parent’s final multiplicity divided by the current local weight. This division
recovers the parent’s multiplicity in 7 \ 7., and the accumulation gives each child tuple
its foreign multiplicity sum (Fyuy). This Fyu, serves dual purposes: it provides the foreign
multiplicity for computing final = Qocal X Qtforeign, and later serves as the alignment key
during result construction.

After processing all parent-child pairs in pre-order, every tuple in every table has its
final multiplicity computed, representing exactly how many times it will appear in the
complete join result. This prepares the tables for the distribution and expansion phase
where tuples are replicated according to their final multiplicities.
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Algorithm 19 Top-Down Phase: Propagate final multiplicities from root to leaves
1: function ToPDOWNPHASE(T', root)
2 for all tuple t € R, ., do
3 t.Qpal < t.0ocal > Root final = local
4 end for
5: for all nodes v in pre-order traversal of 1" from root do
6
7
8
9

for all child nodes ¢ of v do
R. < PROPAGATEFINALMULTIPLICITIES(R,, R, C(v,¢))
end for
end for
10: return 7' > Return tree with tables containing computed final multiplicities
11: end function

Algorithm 20 Propagate Final Multiplicities: Distribute parent multiplicities to children
using dual counters

1: function PROPAGATEFINALMULTIPLICITIES( Rsource, Rtargets 0)

2: Reomb <~ COMBINETABLE( Riarget; Rsources 0)

3: Reomp < MAP(Reomb, A€ :)

4: (e-wlocal < €.0opcal,

5: e-Cyforeign A 07

6: e.foreign_interval < 0, e)

7: OBLIVIOUSSORT( Reomp, ComparatorJoinAttr)

8: LINEARPASS(Rcomp, WindowComputeForeignSum)

9: OBLIVIOUSSORT( Reomp, ComparatorPairwise)

10: LINEARPASS(Reomb, WindowComputeForeignInterval)
11: OBLIVIOUSSORT( Reomp, ComparatorEndFirst)

12: Riruncated < Rcomb[l : |Rtarget|]

13: PARALLELPASS(Riuncated; Rrarget; UpdateTargetFinalMultiplicity)
14: return R, get

15: end function
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Algorithm 21 Window Compute Foreign Sum: Track foreign and local weight counters
simultaneously
1: function WINDOWCOMPUTEFOREIGNSUM (window)
2: if window[1].type = START then
window[1] wWipear <— window[0].wipea + window[1].cuecal
window|1].Ctoreign <— window[0].Coreign
else if window|[1].type = END then
window|[1] wWipear <— window[0].wipea — window[1].cecal
window|1].Coreign <— window[0].Croreign
else if window|[1].type = SOURCE then
window[1] wWipear +— window[0].wipeal
10: window|1].Ctoreign <— Window[0].Cropeign + Window|1].cna/window[1] wipear >
Real division
11: end if
12: end function

Algorithm 22 Window Compute Foreign Interval: Compute foreign multiplicity from
START/END cumulative sums

1: function WINDOWCOMPUTEFOREIGNINTERVAL(window)

2: if window|0].type = START and window[1].type = END then

3 foreign_interval <— window|1].Cioreign — window|0].Croreign

4 window|1].foreign_interval < foreign_interval

5: window|1]. Fyum — window|0].Coreign > Record alignment position
6 end if

7: end function

Algorithm 23 Update Target Final Multiplicity: Propagate foreign intervals to compute
final multiplicities
1: function UPDATETARGETFINALMULTIPLICITY (e, t)
2 t.afna < e.foreign_interval X t.qypcal
3 t.Foum < €. Faum > For alignment
4: end function
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5.5 Phase 3: Distribution and Expansion

Each tuple must be replicated according to its final multiplicity agn.. We use the oblivious
distribute-and-expand technique from ODBJ [14], which creates exactly a1 copies of each
tuple while maintaining oblivious access patterns. This technique first distributes tuples
to their target positions, then expands them to fill the required space. The key property is
that the expansion is data-oblivious: the access pattern depends only on the multiplicities,
not on the actual data values.

5.6 Phase 4: Alignment and Concatenation

After expansion, tables must be aligned so that matching tuples appear in the same rows.
The parent table is sorted by join attributes (and secondarily by other attributes), creating
groups of identical tuples. Each group represents a distinct combination from the parent
table that will be matched with corresponding child tuples.

The child table alignment uses the formula Fy,, + |copy_index/ajocal |, Wwhere:

e Fiuu is the index of the first parent group that matches this child tuple

e copy-index is the index of this copy among all copies of the same original tuple (0 to
Qfinal — 1)

® (ocal 1S the child tuple’s local multiplicity

This formula ensures that every ayoca copies of a child tuple increment to the next parent
group, correctly distributing child copies across matching parent groups. After sorting
by this alignment key, corresponding rows from parent and child tables are horizontally
concatenated to form the partial join result. This process continues recursively through
the join tree until all tables are combined.
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Algorithm 24 Result Construction
1: function CONSTRUCTJOINRESULT(T', root)
2 result < OBLIVIOUSEXPAND(R,oo) > Expand root table
3 for all nodes v in pre-order traversal of T' from root do
4 for all child nodes ¢ of v do
5: Rezpanded « QBLIVIOUSEXPAND(R,.) > Expand child table
6
7
8
9:

result < ALIGNANDCONCATENATE(result, RePended)
end for
end forreturn result
end function

Algorithm 25 Align and Concatenate

1: function ALIGNANDCONCATENATE( Ryccumulators Rehitd)

2: OBLIVIOUSSORT( Ryccumutator, JoinThenOtherAttributes) > Sort by join attrs, then

others

3 LINEARPASS(R pig, ComputeAlignmentKey) > Set alignment key for each tuple
4: OBLIVIOUSSORT( Repitg, AlignmentKeyComparator)
5
6

return HORIZONTALCONCATENATE( Ryceumutator, Renild)
. end function

Algorithm 26 Compute Alignment Key
1: function COMPUTEALIGNMENTKEY (tuple)
2: tuple.alignment key < tuple. Fyuy, + |tuple.copy_index/tuple.anea |
3: Integer division
4: end function

Algorithm 27 Join Then Other Attributes Comparator
1: function JOINTHENOTHERATTRIBUTES(t1, t2)
2 if ¢1.join_attr < t5.join_attr then return -1
3 else if t;.join_attr > ¢,.join_attr then return 1
4: else > Compare all other attributes return COMPAREOTHERATTR(¢1, t2)
5
6:

end if
end function
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Algorithm 28 Alignment Key Comparator

1: function ALIGNMENTKEYCOMPARATOR(t1, t3)

2 if ¢;.alignment _key < ¢5.alignment _key then return -1

3 else if t;.alignment_key > t5.alignment_key then return 1
4 else if ¢;.join_attr < t5.join_attr then return -1

5: else if t;.join_attr > ¢5.join_attr then return 1

6 else if t;.copy_index < t5.copy_index then return -1

7 else if t;.copy_index > t,.copy_index then return 1

8: elsereturn 0

9: end if

10: end function
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Chapter 6
Complexity Analysis

Our oblivious multi-way band join algorithm achieves a total complexity of O(N log N +
k- OUTlog OUT), where k is the number of tables in the join, N is the total input size
across all tables, and OUT is the output size. Note that with N as the total input size,
each table has average size N/k. This chapter analyzes the complexity of each phase to
derive this bound.

6.1 Phase 1: Bottom-Up Multiplicity Computation

During the bottom-up phase, for each parent-child pair in the join tree, we:

e Create a combined table with dual entries (for band joins) or regular entries (for
equality joins) from two tables of average size N/k each

e Sort the combined table by join attribute: O((2N/k)log(2N/k)) = O((N/k)log(N/k))

e Perform linear passes to compute multiplicities: O(N/k)

Since the join tree has k—1 edges, and each edge is processed once, the total complexity
for Phase 1 is:

(k= 1) - O((N/k)log(N/k)) = O(N log(N/k)) = O(N log N)
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6.2 Phase 2: Top-Down Multiplicity Propagation

The top-down phase propagates final multiplicities from the root to all tables. For each
parent-child pair:

e Sort two tables of average size N/k by join attribute: O((N/k)log(N/k))

e Linear pass to propagate multiplicities: O(N/k)

Similar to Phase 1, with £ — 1 edges processed, the total complexity is:

(k—1)-O((N/k)log(N/k)) = O(N log N)

6.3 Phase 3: Distribution and Expansion

Each of the k tables is expanded based on its final multiplicities:

e Oblivious distribution to position tuples: O((N/k)log(N/k)) per table

e Oblivious expansion to create copies: Each table expands to OUT total size, so
O(OUTlog OUT) per table

Processing all k tables:

e Distribution total: k- O((N/k)log(N/k)) = O(N log N)
e Expansion total: k- O(OUTlogOUT) = O(k - OUTlog OUT)

6.4 Phase 4: Alignment and Concatenation

This phase builds the final result by iteratively aligning and concatenating tables:

e Start with the root table as the accumulator

e For each of the k — 1 remaining tables:
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— Sort the table by alignment key: O(OUT log OUT)
— Sort the accumulator by corresponding alignment key: O(OUT log OUT)
— Concatenate the aligned tables: O(OUT)

Since we perform alignment for £k — 1 tables, and each alignment requires sorting the
growing accumulator (which has size O(OUT)), the total complexity is O(k-OUT log OUT).

6.5 Total Complexity

Combining all phases:
Total = O(Nlog N) + O(N log N)
+ O(NlogN + k-OUTlog OUT)
+ O(k-OUTlog OUT)
=O(Nlog N + k-OUTlog OUT) (6.1)

The factor of k appears only in the output-dependent terms because:

e Phases 1-2: Process k — 1 edges with data of size O(N/k) each, yielding O(N log N)
total

e Phase 3 (expansion) and Phase 4 (alignment): Each of k tables requires O(OUT log OUT)
operations

For typical queries with a small constant number of tables, this remains efficient.

6.6 Counting Sorting Operations

To better understand the practical performance of our algorithm, we analyze the number of
sorting operations required. We categorize sorts into two types: sorts on input-sized tables
(before expansion) and sorts on output-sized tables (after expansion). This distinction is
important because input size and output size can be very different—either can be much
larger than the other depending on the query’s selectivity—making the relative cost of
these operations highly query-dependent. In the following analysis, k£ denotes the number
of tables in the multi-way join.

The following table compares the number of sorting operations between the current
algorithm and an improved version that eliminates redundant sorts:
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Version Input-Sized Sorts Output-Sized Sorts Total

(size < 3N/k) (size = OUT)
Current Tk —6 2k —2 9k — 8
Improved 5k —4 2k —2 Tk —6

Table 6.1: Comparison of sorting operations between current and improved algorithms.
The improvement reduces input-sized sorts by 2k — 2 operations by eliminating the end-
first comparator sort.

6.6.1 Sorting Operations in Current Algorithm
Sorts on Input-Sized Tables

Tables with average size < 3N/k (combined tables during multiplicity computation)

e Phase 1 - Bottom-up Multiplicity Computation

Operations: Process each of the k — 1 parent-child edges
Sorts per edge: 3 sorts on the combined table

— Sort by join attribute
— Sort by pairwise comparator
— Sort by end-first comparator

Subtotal: 3(k — 1) sorts
e Phase 2 - Top-down Multiplicity Propagation

Operations: Process each of the k — 1 parent-child edges
Sorts per edge: 3 sorts on the combined table (same pattern as Phase 1)
Subtotal: 3(k — 1) sorts

e Phase 3 - Distribution

Operations: Prepare each of the k tables for expansion
Sorts per table: 1 sort for oblivious distribution
Subtotal: k sorts

Total Input-Sized Sorts: 3(k—1)+3(k—1)+k=T7Tk—6
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Sorts on Output-Sized Tables

Tables with size equal to OUT (after expansion)

e Phase 4 - Alignment and Concatenation

Operations: Align £ — 1 tables with the accumulator
Sorts per table: 2 sorts

— Sort the table by alignment key
— Sort the accumulator by corresponding alignment key

Subtotal: 2(k — 1) sorts

Total Output-Sized Sorts: 2(k — 1) = 2k — 2

6.6.2 Improved Sorting Count
We can reduce the number of sorting operations with a slight modification to our algorithm
that preserves sort order where possible and combines certain operations.

Key Optimization: After sorting by the pairwise comparator in both Phase 1 and
Phase 2, the combined table exhibits a predictable alternating pattern of START and END
entries. Instead of performing an additional sort by the end-first comparator to move END
entries to the top, we can exploit this pattern directly:

e The pairwise sort creates an alternating START-END pattern for entries with the
same join attribute

e To extract the END entries (which represent target table tuples), we simply select
entries at even indices (0-based) from the first 2 x |target table| positions

e This direct indexing eliminates the need for the third sort in each parent-child pair
processing

Detailed Breakdown:
Sorts on Input-Sized Tables:
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e Phase 1 (Bottom-up): 2 sorts per edge (reduced from 3) — Total: 2(k — 1) sorts
e Phase 2 (Top-down): 2 sorts per edge (reduced from 3) — Total: 2(k — 1) sorts

e Phase 3 (Distribution): 1 sort per table (unchanged) — Total: k sorts

Improved Input-Sized Sorts: 2(k — 1)+ 2(k — 1) + k = bk — 4

Sorts on Output-Sized Tables:

e Phase 4 (Alignment): 2 sorts per table (unchanged) — Total: 2(k — 1) sorts

Output-Sized Sorts (unchanged): 2(k — 1) = 2k — 2
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Chapter 7

Security Analysis

This chapter provides a formal security analysis of our oblivious multi-way band join algo-
rithm. We prove that the algorithm’s memory access patterns reveal no information about
the input data beyond what is explicitly allowed (table sizes and tree structure). Our proof
follows a modular approach, building from simple components to the complete algorithm
using the composition theorem for oblivious operations.

7.1 Security Model and Definitions

We begin by formally defining oblivious operations and stating the composition theorem
that underlies our security proof.

7.1.1 Oblivious Operations
Definition 7.1 (Oblivious Operation). An operation O : D — D’ is oblivious if for

any two input sequences X,Y € D with |X| = |Y|, the access patterns AP(O(X)) and
AP(O(Y)) are identically distributed.

Intuitively, an oblivious operation accesses memory in a pattern that depends only on
the size of the input, not on the actual data values. An adversary observing the memory
accesses learns nothing about the data beyond its size.
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7.1.2 Composition Theorem

The following theorem, standard in the oblivious algorithms literature, allows us to build
complex oblivious algorithms from simple oblivious components:

Theorem 7.2 (Sequential Composition). If Oy : D — D' and Oy : D' — D" are oblivious
operations, then their sequential composition (O001) : D — D" defined by (O2001)(z) =
O4(01(x)) is also oblivious.

Proof. For any inputs z,y € D with |z| = |y|:
1. AP(O;(z)) = AP(0O1(y)) since O is oblivious
2. Let 2/ = O1(z) and ¢ = O1(y). Since O; is oblivious, |z’| = |/
3. AP(Oy(2")) = AP(O1(y')) since Oy is oblivious

4. Therefore, AP((Oy0 O1)(x)) = AP((Oz0 O1)(y))

Hence, Oy 0 O; is oblivious. O

7.1.3 Security Goal

Our security goal is to prove the following theorem:

Theorem 7.3 (Main Security Theorem). The oblivious multi-way band join algorithm is
oblivious. That 1s, for any two sets of input tables with the same sizes, tree structure, and
output size, the memory access patterns are identically distributed.

We prove this theorem through a hierarchical approach, starting with individual com-

ponents and building up to the complete algorithm.

7.2 Level 1: Base Component Security

We first prove that our custom window functions, comparators, and update functions can
be converted to oblivious implementations. Our conversion strategy relies on two key
techniques:
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1. Arithmetic conversion: Replace all conditional branches with arithmetic opera-
tions using 0/1 predicates. For any condition, we compute a predicate p € {0,1} and
use multiplication: result = p - valueyye + (1 — p) « valuegge.

2. Access pattern uniformity: Ensure all execution paths access the same memory
locations in the same order, regardless of data values.

This approach transforms data-dependent control flow into data-oblivious arithmetic
operations, ensuring that the memory access pattern is independent of the input data
values.

7.2.1 Window Functions

Lemma 7.4. WINDOWCOMPUTELOCALSUM (Algorithm 13) can be converted to an obliv-
tous implementation.

Proof. The function’s conditional logic on entry type can be converted to oblivious form:

1. Access pattern: Always reads window[0].local_sum and window|[1].type, window[1].cocal,
and always writes to window[1].local sum.

2. Arithmetic conversion: The conditional branch becomes:

is_source = (window[1].type == SOURCE) € {0,1}
window[1].local_sum = window|[0].local_sum

+ is_source - window|[1].ajpcal

This eliminates the conditional branch while preserving functionality: when SOURCE,
adds aocar; otherwise adds 0. [

Lemma 7.5. WINDOWCOMPUTELOCALINTERVAL (Algorithm 15) can be converted to an
oblivious implementation.

Proof. The function’s conditional interval computation can be made oblivious:

1. Access pattern: Always read window[0] and window|[1] fields, always write to
window([1].local_interval.
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2. Arithmetic conversion: The conditional check becomes:

is_pair = (window|[0].type == START)
- (window[1].type == END) € {0,1}
interval = window|[1].local_sum — window|0].local_sum

window[1].local_interval = is_pair - interval

+ (1 — is_pair) - window/[1].local_interval

The write always happens (either new interval or preserving existing value). O

Lemma 7.6. WINDOWCOMPUTEFOREIGNSUM (Algorithm 21) can be converted to an
oblivious implementation.

Proof. The function’s three-way branch can be converted to arithmetic operations:

1. Access pattern: Always read window[0] fields and window[1] fields, always write
to window[1].wiecar and window|1].Coreign.-

2. Arithmetic conversion: The type-based branching becomes:

is_start = (window[1].type == START) € {0,1}
is_end = (window[1].type == END) € {0, 1}

is_source = (window[1].type == SOURCE) € {0, 1}

weight_delta = is_start - window[1].cuecal

— is_end - window|[1].agocal

window|[1].wipca1 = Window|[0].wiecar + weight_delta
safe_denom = is_source - window|[0].wjocal + (1 — is_source) - 1

foreign_delta = is_source - (window[1].cvna1 /safe_denom)

window[1].Ctoreign = Window|0].Choreign + foreign_delta

The safe denominator ensures division is never by zero: it uses the actual weight for
SOURCE entries and 1 otherwise. O

Lemma 7.7. WINDOWCOMPUTEFOREIGNINTERVAL (Algorithm 22) can be converted to
an oblivious implementation.

Proof. The function’s conditional logic can be made oblivious:
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1. Access pattern: Always read window|0] and window[l] fields, always write to
window|1].foreign_interval and window[1]. Fyupn.

2. Arithmetic conversion: The conditional becomes:

is_pair = (window|0].type == START)
- (window[1].type == END) € {0,1}
interval = window|1].Cforeign — Window|[0].Coreign
window|1].foreign_interval = is_pair - interval
+ (1 — is_pair) - window/[1].foreign_interval
window[1]. Fyym = is_pair - window[0].Coreign

+ (1 — is_pair) - window[1]. Fyum

7.2.2 Comparators

Lemma 7.8. COMPARATORJOINATTR (Algorithm 12) can be converted to an oblivious
implementation.

Proof. The comparator’s conditional logic can be made oblivious:

1. Access pattern: Always read both elements’ join_attr, type, and equality fields,
and always access the precedence table.

2. Arithmetic conversion: Convert the nested conditionals to arithmetic:

cmp = sign(e;.join_attr — ey join_attr) € {—1,0,1}
is_equal = (cmp == 0) € {0, 1}
p1 = GetPrecedence(e;.type, e;.equality)
po = GetPrecedence(es.type, e.equality)
prec_cmp = sign(p; — po) € {—1,0,1}
result = (1 — is_equal) - ecmp + is_equal - prec_cmp

The precedence lookup uses both type and equality type fields as indices. 0]
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Lemma 7.9. COMPARATORPAIRWISE (Algorithm 14) can be converted to an oblivious
implementation.

Proof. The comparator has three-level comparison logic that can be made oblivious:

1. Access pattern: Always read both elements’ type and orig_idx fields.

2. Arithmetic conversion: Convert the three-level priority system:

is_target; = (e;.type € {START,END}) € {0,1}
is_target, = (es.type € {START,END}) € {0,1}
type_priority = is_target, — is_target, € {—1,0,1}
idx_cmp = sign(e;.orig_idx — eq.orig_idx) € {—1,0,1}
is_start; = (e;.type == START) € {0,1}
is_starty = (eg.type == START) € {0, 1}
start_first = is_start; — is_starts € {—1,0, 1}
same_priority = (type_priority == 0) € {0,1}
same_index = (idx.cmp == 0) € {0,1}
result = (1 — same_priority) - type_priority
+ same_priority - (1 — same_index) - idx_cmp

+ same_priority - same_index - start_first

Priority order: (1) Target entries before SOURCE, (2) by original index, (3) START before
END. U

Lemma 7.10. ALIGNMENTKEYCOMPARATOR. (Algorithm 28) can be converted to an
oblivious implementation.

Proof. The comparator has three-level comparison logic that can be made oblivious:

1. Access pattern: Always read both elements’ alignment_key, join_attr, and copy_index
fields in the same order.
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2. Arithmetic conversion: Convert the three-level comparison to arithmetic:

cmp, = sign(¢;.alignment_key — ¢o.alignment_key)
eq; = (t;.alignment_key == ty.alignment key) € {0, 1}
cmp, = sign(t;.join_attr — ty.join_attr)
eqy = (t1.join_attr == ty.join_attr) € {0,1}
cmps = sign(t;.copy_index — t9.copy_index)
result = cmp, - (1 —eq,)

+ cmp, - eq; - (1 —eqy)
-+ cmp; - eqy - €dy

This ensures deterministic ordering while maintaining obliviousness through tie-breaking
on join attribute and copy index. 0J

7.2.3 Update Functions
Lemma 7.11. UPDATETARGETMULTIPLICITY (Algorithm 17) is inherently oblivious.
Proof. The function performs pure arithmetic:

1. Access pattern: Always read from both ¢t and e, always write to t.ajpcal-

2. No conversion needed: The multiplication t.qqoca X e.local_interval is already
oblivious.

O

Lemma 7.12. UPDATETARGETFINALMULTIPLICITY (Algorithm 23) is inherently obliv-
10US.

Proof. The function performs pure arithmetic:

1. Access pattern: Always read e.foreign_interval, e. Fy,,, and t.qqoear, always write to
t.aﬁna] and t-Fsum-

2. No conversion needed: The operations t.agn, = e.foreign_interval X t.qpoea and
t.Fyum = €.Fgum are pure arithmetic/assignment.

O
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7.3 Level 2: Composed Operation Security

Having shown that our base components can be converted to oblivious implementations,
we now prove that composing these converted oblivious versions with established oblivious
primitives yields oblivious operations.

7.3.1 Oblivious Primitives

We rely on the following well-established oblivious primitives:

Assumption 7.13. The following operations are oblivious:

e OBLIVIOUSSORT: Uses the shuffle-then-reveal paradigm [17] for oblivious sorting

OBLIVIOUSEXPAND: From ODBJ [1/], expands tables obliviously

LINEARPASS: Iterates through a table with fized window size 2

PARALLELPASS: Applies a function to each element independently

MAP: Transforms each element independently

7.3.2 Composed Operations

Lemma 7.14. For any comparator C' that can be converted to oblivious form,
OBLIVIOUSSORT(T', Copivious) 1S oblivious.

Proof. By Assumption 7.13, OBLIVIOUSSORT has a fixed comparison pattern based only
on table size. By Lemmas 7.8-7.10, our comparators can be converted to oblivious imple-
mentations. Using the converted oblivious versions Coyivious and applying Theorem 7.2,
the composition is oblivious. [l

Lemma 7.15. For any window function W that can be converted to oblivious form,
LINEARPASS(T, Wopiivious) s oblivious.

Proof. LINEARPASS has a deterministic iteration pattern based only on table size (with
fixed window size 2). By Lemmas 7.4-7.7, our window functions can be converted to obliv-
ious implementations. Using the converted versions Wpivious and applying Theorem 7.2,
the composition is oblivious. 0
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Lemma 7.16. For any update function U that is inherently oblivious or can be converted
to oblivious form, PARALLELPASS(T, Ugpiivious) S oblivious.

Proof. PARALLELPASS applies U to each element independently with a fixed access pat-

tern. By Lemmas 7.11-7.12, our update functions are inherently oblivious (pure arith-
metic). The parallel application maintains obliviousness. 0

7.4 Level 3: Phase Security

We prove that each phase of our algorithm is oblivious.

7.4.1 Initialization Phase
Lemma 7.17. The Initialization phase (Algorithm 5) is oblivious.

Proof. Initialization consists of:

1. MAP to add metadata columns

2. LINEARPASS with WINDOWSETORIGINALINDEX (Algorithm 7)

Both operations access each element exactly once in a predetermined order. By Theo-
rem 7.2, their composition is oblivious. U

7.4.2 Bottom-Up Phase
Lemma 7.18. The Bottom-Up phase is oblivious.

Proof. For each node in post-order (public tree structure), the phase performs (Algo-
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rithm 10):

BottomUp = CombineTable (Algorithm 11)
— ObliviousSort(ComparatorJoinAttr)
— LinearPass(WindowComputeLocalSum)
— ObliviousSort(ComparatorPairwise)
— LinearPass(WindowComputeLocallnterval)
— ObliviousSort(ComparatorEndFirst)
— ParallelPass(UpdateTargetMultiplicity)

Each operation is oblivious by Lemmas 7.14-7.16. The number of iterations depends
only on the public tree structure. By repeated application of Theorem 7.2, the entire phase
is oblivious. U

7.4.3 Top-Down Phase
Lemma 7.19. The Top-Down phase is oblivious.
Proof. The structure mirrors the Bottom-Up phase but with pre-order traversal and dif-

ferent window /update functions (Algorithm 20). Each component operation is oblivious
by the same arguments. By Theorem 7.2, the phase is oblivious. 0

7.4.4 Distribution and Expansion Phase
Lemma 7.20. The Distribution and Expansion phase is oblivious.
Proof. This phase applies OBLIVIOUSEXPAND to each table. By Assumption 7.13, OBLIV-

I0USEXPAND is oblivious. The operation is applied to each table independently based on
the public tree structure. U

7.4.5 Alignment and Concatenation Phase
Lemma 7.21. The Alignment and Concatenation phase is oblivious.

Proof. For each parent-child pair, the phase performs:
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1. OBLIVIOUSSORT on parent table with JOINTHENOTHERATTRIBUTES comparator
(oblivious by Lemma 7.14)

2. LINEARPASS to compute alignment keys (oblivious by Lemma 7.15)

3. OBLIVIOUSSORT on child table with ALIGNMENTKEYCOMPARATOR (oblivious by
Lemmas 7.10 and 7.14)

4. HORIZONTALCONCATENATE (oblivious concatenation)

Each operation is oblivious, and their composition is oblivious by Theorem 7.2. 0

7.5 Level 4: Complete Algorithm Security

We now prove our main security theorem.

Proof of Theorem 7.3. The complete algorithm performs:

Algorithm = Initialization
— Bottom-Up Phase
— Top-Down Phase
— Distribution & Expansion

— Alignment & Concatenation

By Lemmas 7.17, 7.18, 7.19, 7.20, and 7.21, each phase is oblivious.

By repeated application of Theorem 7.2 (sequential composition), the complete algo-
rithm is oblivious.

Therefore, for any two sets of input tables with the same sizes, tree structure, and output
size, the memory access patterns are identically distributed, revealing no information about
the actual data values, join selectivities, or which tuples match. O
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Chapter 8

Evaluation

We evaluate our oblivious multi-way band join algorithm by comparing its performance
against OJOIN [5], the state-of-the-art oblivious multi-way join algorithm. OJOIN employs
Sep INLJ (Separate Index Nested-Loop Join), an oblivious approach that stores encrypted
data and index blocks in separate Path-ORAM structures for each table, providing both
encryption and access pattern hiding through ORAM protocols. Our experiments use the
same TPC-H benchmark setup to ensure a fair comparison, focusing on both multi-way
equality joins and band joins with inequality constraints.

We implement our oblivious band join algorithm in C++4 using Intel SGX for secure ex-
ecution. The complete implementation, including all experiments described in this chapter,
is publicly available at https://github.com/rd-wei/0Oblivious-Multi-Way-Band-Joins
for reproducibility.

8.1 Implementation

We implemented our algorithm in C+4++ using a hybrid architecture that separates un-
trusted control flow from trusted SGX2 computation.

8.1.1 Data Preprocessing

To simplify the implementation and focus on core algorithmic performance, we preprocess
the TPC-H tables as follows:
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e Type conversion: All date and string fields are converted to integers. Dates are
represented as days since 1970-01-01, while strings are mapped to integer identifiers.

e Table duplication: When a query requires using the same table multiple times
(self-joins), we create distinct copies with appropriate renaming.

e Data encryption: Tables are stored encrypted using AES-CTR mode, where each
row is encrypted with a unique 64-bit sequential nonce, enabling efficient batch access.

8.1.2 Batch Processing

The system processes operations in batches of up to 2000 operations (MAX_BATCH _SIZE).
An operation is one of three types of oblivious functions executed within the enclave: com-
parators that compare two entries for sorting (e.g., join attribute comparison, alignment
key comparison), window functions that process a sliding window of entries during linear
passes (e.g., computing multiplicities, intervals, cumulative sums), or update functions
that modify single entries (e.g., initializing metadata, setting indices, computing derived
values). We use this batching approach primarily for window functions and update func-
tions during linear passes. During execution:

The untrusted application collects operations into batches

When a batch reaches 2000 operations or needs flushing, it sends the encrypted
entries to the enclave

The enclave decrypts the batch, performs the oblivious operations, and re-encrypts

Results are written back to untrusted storage

This approach minimizes SGX2 overhead by amortizing the cost of enclave transitions
across many operations. For sorting operations, which are used extensively throughout the
algorithm and require different access patterns, we employ a specialized implementation
described in the next section.

8.1.3 Oblivious Sorting Implementation

Our oblivious sorting implementation follows the shuffle-then-reveal paradigm [12], combin-
ing Waksman network shuffling [20] with merge sort to achieve both security and efficiency.
The approach uses two phases:
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Phase 1: Waksman Network Shuffle. We first obliviously shuffle the array using
a Waksman permutation network to randomize element positions. After shuffling, the
comparison outcomes during sorting do not reveal information about the original data
distribution, as the elements are randomly permuted.

Phase 2: Merge Sort. We then apply standard merge sort using oblivious compara-
tors. While the memory access patterns during merging are non-oblivious (following the
standard merge sort pattern), this is secure because the shuffle has already randomized the
data—the adversary cannot correlate access patterns with actual data values.

For efficiency, both the Waksman shuffle and merge sort employ k-way recursion. Given
an array of size n to sort, we pad it to size 2% x k¥ where 22 < BATCH_SIZE (ensuring
base cases fit in the enclave) and 2% x k® > n (covering the entire array).

The k-way Waksman shuffle operates recursively by first routing the input array to
k subarrays using random routing, then recursively shuffling each of these k subarrays inde-
pendently, and finally routing the shuffled subarrays back to the output array with random
permutation. For base cases where arrays are smaller than BATCH _SIZE, we switch to a
conventional 2-way Waksman network that fits entirely within the SGX2 enclave, ensuring
efficient termination of the recursion.

The k-way merge sort follows a bottom-up approach, starting by building sorted
subarrays of size BATCH_SIZE within the SGX2 enclave, then recursively performing k-
way merges to combine these sorted subarrays into progressively larger sorted arrays until
the entire array is sorted. This k-way recursion significantly reduces the depth of the merge
tree compared to binary merge sort, minimizing the number of passes over the data and
the associated SGX2 transition overhead.

This k-way recursive approach minimizes data transfer between untrusted memory and
the SGX2 enclave. The total amount of data transferred is O(n x log,(n/BATCH_SIZE)),
significantly reducing the overhead compared to binary recursion. We use k£ = 8 for our
implementation to balance the depth of recursion with the complexity of k-way operations.

8.2 Experimental Setup

8.2.1 Dataset and Queries

We use the TPC-H benchmark [17] at scale factors 0.001, 0.01, and 0.1, matching the setup
used in the OJOIN [5] evaluation, generating approximately 1MB, 10MB, and 100MB of
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raw data respectively across eight tables. We evaluate pure SELECT-FROM-WHERE queries
without subqueries or aggregation operations, focusing on the core join performance. The
queries from the OJOIN [5] paper are:

Multi-way Equality Joins (TM series):
e TMI1: 3-way join between customer, orders, and lineitem

e TM2: 4-way join between supplier, customer, and two nation tables with region
constraints

e TM3: 5-way join between nation, supplier, customer, orders, and lineitem
Band Joins (TB series):

e TB1: Band join between two supplier tables comparing account balances

e TB2: Band join between two part tables comparing retail prices

All queries follow the standard SQL pattern without GROUP BY, HAVING, subqueries,
or aggregate functions. This allows us to focus purely on the join algorithm performance
without the complexity of aggregation processing.

The specific queries tested are:
TM1 Query:
SELECT * FROM customer, orders, lineitem
WHERE customer.C_CUSTKEY = orders.0_CUSTKEY
AND lineitem.L_ORDERKEY = orders.0_ORDERKEY
TM2 Query:
SELECT * FROM supplier, customer, nationl, nation2
WHERE supplier.S_NATIONKEY = nationl.N1_N_NATIONKEY
AND customer.C_NATIONKEY = nation2.N2_N_NATIONKEY
AND nationl.N1_N_REGIONKEY = nation2.N2_N_REGIONKEY

TM3 Query:
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SELECT * FROM nation, supplier, customer, orders, lineitem
WHERE nation.N_NATIONKEY supplier.S_NATIONKEY

AND nation.N_NATIONKEY customer.C_NATIONKEY

AND customer.C_CUSTKEY orders.0_CUSTKEY

AND orders.0_ORDERKEY = lineitem.L_ORDERKEY

TB1 Query:

SELECT * FROM supplierl, supplier2
WHERE supplierl.S1_S_ACCTBAL < supplier2.32_S_ACCTBAL

TB2 Query:

SELECT * FROM partl, part2
WHERE partl.P1_P_RETAILPRICE < part2.P2_P_RETAILPRICE

Following the evaluation methodology established by OJOIN [5], we test both multi-
way equality joins (TM1, TM2, TM3) and binary band joins (TB1, TB2). Our algorithm
advances the state of oblivious query processing by demonstrating that both query types
can be efficiently handled through a unified approach based on the Yannakakis algorithm
enhanced with our dual-entry technique. This represents a step forward from existing solu-
tions that require separate algorithmic frameworks for different join types, while achieving
performance improvements through our efficient SGX2-based architecture.

8.2.2 Hardware Configuration

Experiments were conducted on a server with the following specifications:

e Intel Xeon E-2374G processor @ 3.70GHz with SGX2 support

e 4 cores, 8 threads with AVX-512 support (using 1 core only for experiments)

125GB RAM (120GB available)
Ubuntu 22.04.4 LTS with Linux kernel 5.15.0

NVMe SSD storage
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8.2.3 Metrics

We measure the total execution time for each query, comparing our algorithm’s run-
time against OJOIN [5]. For our implementation, execution time is measured end-to-end
from program initialization to termination, encompassing the complete query processing
pipeline: initializing the SGX2 enclave, reading encrypted input tables from disk, parsing
the SQL query specification, executing the oblivious join algorithm with SGX2-protected
operations, and writing the encrypted result set to persistent storage. This comprehensive
measurement captures all system overheads including enclave initialization, I/O operations,
encryption/decryption costs, and enclave transitions, providing a realistic assessment of the
algorithm’s practical performance.

The OJOIN [5] results presented use their Sep INLJ configuration, which achieves
obliviousness through Path-ORAM storage with separate ORAM structures for each table’s
encrypted data blocks and B-tree index blocks. As OJOIN [5] did not provide a public
implementation, we compare against their reported results using identical queries and
dataset configurations.

8.3 Results: Band Joins

Table 8.1 presents the results for band join queries with inequality constraints.

Table 8.1: Performance comparison for band joins at different scale factors
Query Scale Factor Output Size OJOIN (s)!  Ours (s)

TB1 0.001 45 - 0.40
TB1 0.01 4,950 100 1.77
TB1 0.1 499,499 10,000 84.98
TB2  0.001 19,900 - 3.73
TB2  0.01 1,998,097 - 358.82
B2 0.1 199,915,491 10,000,000 -

Our dual-entry technique demonstrates superior performance for band joins. For TB1
at SF=0.01, we complete in 1.77 seconds compared to OJOIN’s [5] roughly 100 seconds—an
approximately 57x speedup. At SF=0.1, TB1 generates 499,499 output rows, which we

'OJOIN results are approximate values read from log-scale graphs in [5]
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process in 84.98 seconds compared to OJOIN’s [5] roughly 10,000 seconds—an approxi-
mately 118 speedup. For TB2, we complete SF=0.001 in 3.73 seconds and SF=0.01 in
358.82 seconds (about 6 minutes) for nearly 2 million output rows.

TB2 at SF=0.1 produces a staggering 199,915,491 output rows, requiring OJOIN [7]
roughly 10,000,000 seconds—approximately 115 days. With each row consuming approx-
imately 100 bytes, the output alone would require nearly 20GB of memory. Since our
implementation stores multiple copies of tables during processing (for multiplicities, align-
ment, and result construction), the total memory requirement exceeds our system’s 120GB
available RAM. We therefore could not execute this query due to memory constraints.

8.4 Results: Multi-way Equality Joins

Table 8.2 shows the performance comparison between our algorithm and OJOIN [5] for
multi-way equality joins.

Table 8.2: Performance comparison for multi-way equality joins
Query Scale Factor Output Size OJOIN (s)!  Ours (s)

™1 0.001 6,005 - 4.83
T™M1 0.01 60,175 - 37.32
™1 0.1 600,572 100,000 302.88
T™™2  0.001 292 - 0.56
™2 0.01 29,929 10,000 11.41
™2 0.1 2,999,594 100,000  1262.00
TM3  0.001 2,485 - 4.51
™3 0.01 236,250 - 134.81
™3 0.1 24,029,033 10,000,000 -

Our algorithm demonstrates significant performance advantages over OJOIN’s [5] Sep
INLJ across all multi-way equality join queries. Where both systems completed exper-
iments, we achieve dramatic speedups. For TM1 at SF=0.1 (600,572 output rows), we
complete in 302.88 seconds versus OJOIN’s [5] roughly 100,000 seconds—an approximately
330x speedup. For TM2, we achieve an approximately 876x speedup at SF=0.01 (11.41
seconds versus roughly 10,000 seconds for 29,929 rows) and an approximately 79x speedup
at SF=0.1 (1262.00 seconds versus roughly 100,000 seconds for nearly 3 million rows).
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For smaller scale factors where OJOIN [5] did not report results, our algorithm main-
tains excellent performance: TM1 completes in 4.83 seconds at SF=0.001 and 37.32 sec-
onds at SF=0.01; TM2 completes in 0.56 seconds at SF=0.001; and TM3 completes in
4.51 seconds at SF=0.001 and 134.81 seconds at SF=0.01. The largest experiment, TM3
at SF=0.1, generates 24,029,033 output rows, requiring OJOIN [5] roughly 10,000,000
seconds—approximately 115 days. With approximately 100 bytes per row, the output
requires about 2.4GB. However, since our implementation maintains multiple copies of ta-
bles throughout the join process, the total memory requirement for this 5-way join exceeds
available system memory, preventing us from executing this query.

8.5 Discussion

8.5.1 Key Findings

Our evaluation reveals significant performance advantages over the state-of-the-art OJOIN [5].
Our algorithm achieves approximately 57x to 876 x speedup across all tested queries: TM2
at SF=0.01 completes in 11.41 seconds versus OJOIN’s [5] roughly 10,000 seconds (approx-
imately 876x speedup), TM1 at SF=0.1 completes in 302.88 seconds versus OJOIN’s [7]
roughly 100,000 seconds (approximately 330x speedup), TB1 at SF=0.01 completes in 1.77
seconds versus OJOIN’s [5] roughly 100 seconds (approximately 57x speedup), and TB1
at SF=0.1 completes in 84.98 seconds versus OJOIN’s [5] roughly 10,000 seconds (approxi-
mately 118 x speedup). This dramatic improvement stems from fundamental architectural
differences—while OJOIN’s [5] Sep INLJ incurs substantial overhead from Path-ORAM op-
erations for every data access, our native oblivious algorithm design avoids these overheads
entirely.

Our dual-entry technique successfully handles band joins with inequality constraints
while maintaining complete obliviousness. The algorithm processes both equality joins
(TM1, TM2, TM3) and band joins (TB1, TB2) efficiently at different scale factors, validat-
ing our approach of adapting the Yannakakis algorithm with novel techniques for inequality
handling.

The selective SGX2 execution architecture proves highly effective. By running only
critical oblivious operations (window functions and comparators) inside SGX2 with data
stored encrypted using AES-CTR externally, we achieve better performance than Path-
ORAM-based approaches. The batch processing of 2000 operations at a time amortizes
enclave transition costs while maintaining security guarantees. This design enables pro-
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cessing datasets much larger than enclave memory capacity while avoiding the logarithmic
overhead that Path-ORAM imposes on every data access.

At scale factor 0.1, we successfully completed experiments with outputs ranging from
500K to 3 million rows. TM1 (600,572 rows) completed in 302.88 seconds (about 5 min-
utes), TB1 (499,499 rows) completed in 84.98 seconds, and TM2 (nearly 3 million rows)
completed in 1262.00 seconds (about 21 minutes), demonstrating our ability to handle
moderate-to-large outputs efficiently with approximately 79-330x speedup over OJOIN [5].
However, queries producing tens to hundreds of millions of rows face memory constraints:
TMS3 produces 24 million rows (requiring multiple gigabytes with our multi-copy approach),
and TB2 generates nearly 200 million rows (requiring 20GB just for output, far exceed-
ing available memory when considering multiple table copies). While OJOIN [5] would
require approximately 115 days for these queries, our system cannot execute them due to
insufficient memory for maintaining the multiple table copies required during processing.

8.5.2 Future Improvements

Performance optimization presents the most immediate opportunity for improvement. Fur-
ther optimizing the SGX2 boundary crossings and batch processing could reduce overhead
when executing critical functions in the enclave. This includes exploring larger batch sizes,
better entry deduplication strategies, and minimizing data marshaling costs.

Streaming preprocessing could eliminate the current separate preprocessing phase. By
integrating type conversion and table preparation into the main algorithm, we could reduce
the number of passes over the data and avoid storing intermediate preprocessed tables.

Extending support to cyclic queries would broaden the algorithm’s applicability. While
our current implementation handles acyclic join trees, many real-world queries involve
cycles. Incorporating generalized hypertree decomposition techniques would enable pro-
cessing of these more complex query structures while maintaining obliviousness.

Finally, investigating parallel processing opportunities could significantly improve per-
formance. While maintaining obliviousness adds constraints, there are opportunities for
parallelizing independent operations across multiple cores, particularly during sorting phases
and when processing independent subtrees of the join tree.
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Chapter 9

Conclusion

This thesis presented the first oblivious algorithm for multi-way band joins, addressing a
gap in secure database query processing. By adapting the classical Yannakakis algorithm to
the oblivious computation model and introducing techniques for handling inequality con-
straints, we achieved both theoretical elegance and practical performance improvements.

9.1 Summary of Contributions

Our work makes three primary contributions to the field of oblivious database algorithms:

1. Oblivious Adaptation of Yannakakis Algorithm: We successfully transformed
the classical Yannakakis algorithm for acyclic joins into a fully oblivious version. This
required careful redesign of the two-phase semi-join approach, replacing data-dependent
operations with oblivious primitives while preserving the algorithm’s optimal complexity.
Our adaptation maintains the algorithm’s elegance while ensuring that memory access
patterns reveal nothing about the input data.

2. Dual-Entry Technique for Band Joins: We introduced a dual-entry approach
that enables efficient processing of inequality constraints in an oblivious manner. By creat-
ing START and END entries for range boundaries and using window-based computation,
we can handle band joins without the exponential blowup that would result from naive ap-
proaches. This technique proved effective for processing band joins, though large outputs
require extensive computation time.

3. Rigorous Security Analysis: We provided a comprehensive four-level security
proof, formally demonstrating that our algorithm maintains complete data obliviousness.
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Starting from base components (window functions, comparators) and building up through
composed operations, phases, and the complete algorithm, we proved theoretically that all
memory access patterns are independent of input data values.

9.2 Experimental Validation
Our implementation in Intel SGX demonstrated the practicality of our approach:

e For smaller datasets, we successfully process band joins (TB1, TB2) with consistent
performance

e For equality join TM2 at scale factor 0.01, we achieved 11.41 seconds compared to
OJOIN’s [5] roughly 10,000 seconds—an approximately 876x improvement

e However, queries with very large outputs (millions to billions of rows) require exten-
sive computation time for both algorithms

These results highlight both the promise of our approach and the fundamental compu-
tational challenges of processing large-scale oblivious joins.

9.3 Practical Implications

This work contributes to oblivious database research in several ways:

Practical Secure Analytics: By enabling efficient processing of band join queries
with moderate output sizes, we make secure processing of temporal and range queries
feasible for many real-world applications. This is crucial for privacy-preserving analytics
on sensitive data such as medical records or financial transactions.

Dual-Entry Technique: The dual-entry approach provides a new method for han-
dling inequality constraints obliviously, which could be useful for other researchers working
on similar problems.

Implementation Experience: Our SGX implementation demonstrates the effective-
ness of selective enclave execution, where only critical oblivious operations run in secure
hardware while data resides outside.
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9.4 Future Directions

Several promising avenues extend from this work:

Complete SQL Engine: Implementing a full oblivious SQL engine that supports
GROUP BY, aggregation functions, and subqueries would enable processing of more com-
plex analytical queries beyond simple joins.

Extending to Cyclic Queries: While our current algorithm handles acyclic join
trees, many real queries involve cycles. Extending our techniques to work with generalized
hypertree decompositions would broaden applicability.
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