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Abstract

Machine learning (ML) property attestations are a set of mechanisms through which
model providers (provers) can attest to properties about their machine learning models and
datasets to verifiers, providing auditability and demonstrating compliance with regulatory
or internal policies or standards. However, existing approaches do not simultaneously
achieve efficiency, scalability, versatility, and security. Systems based on trusted execution
environments (TEEs) have been shown to be more efficient and scalable; however, prior
work is limited to CPU-only computation, making it inefficient to run large generative
models. Additionally, TEE-based approaches rely on static attestation, which cannot
detect run-time attacks such as loading a malicious model checkpoint or corrupting model
weights in memory after the system has been launched and measured, allowing an adversary
to manipulate inference outputs at run-time. As such, the limitations of existing TEE-
based approaches include: (1) they do not scale to large generative models and datasets,
and (2) their sole reliance on static attestation makes them vulnerable to various run-time
attacks.

To address the first limitation, I present PAL∗M, a property attestation framework
for large generative models, illustrated by large language models. PAL∗M addresses three
key challenges: (1) attesting properties over large datasets accessed via random sampling
outside trusted memory, (2) supporting heterogeneous CPU-GPU execution environments,
and (3) defining attestable properties for generative model operations. PAL∗M leverages
confidential virtual machines with security-aware GPUs and employs incremental multiset
hashing to efficiently measure dataset integrity across memory-mapped accesses. PAL∗M is
implemented atop Intel TDX and NVIDIA H100, and formally modeled using the Tamarin
Prover symbolic verification tool, confirming that its security guarantees are upheld under
the defined threat model.

For the second limitation, I present EVOLVE, a proof-of-execution (PoX) mechanism for
confidential virtual machines that enables run-time property attestation of ML operations.
EVOLVE has two components: an instrumentation module and a PoX monitor. The instru-
mentation module preprocesses an ML application to ensure that both memory accesses
and indirect calls pass through the PoX monitor. At run-time, the PoX monitor inspects
memory accesses to determine whether the correct subset of the application is modifying
the output and validates indirect calls to ensure that control flow cannot be redirected into
the monitor to alter its state, constructing PoX evidence accordingly. The PoX monitor is
implemented as an extension of TD-Shim, and its efficiency and security are evaluated on
Intel TDX using classifier model routing as a proof-of-concept application.
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Chapter 1

Introduction

Machine learning (ML) models are widely deployed across domains such as healthcare,
finance, and autonomous systems [169, 64, 175]. Emerging regulations (e.g., EU’s AI
Act [4]) require models meet certain properties related to accuracy, training procedures,
data provenance, and inference. Providing proof of such properties may be challenging for
confidential datasets or models.

ML property attestation enables a model provider to demonstrate properties about their
model or datasets to a verifier [40]. For practical deployment, it must be efficient, scalable,
versatile, and secure. While approaches based on zero-knowledge proofs [52, 1, 94, 145, 160,
65] or repurposing of inference attacks [177, 44] have been proposed, they do not meet all
these requirements. Even with recent advances in proof efficiency [160, 138], approaches
based on zero-knowledge proofs (ZKP) still incur substantial overhead that grows with
model size, making them impractical for modern large language models (LLM). In contrast,
approaches based on trusted execution environments (TEE) [77, 79, 7, 11], first proposed
in Laminator [41], have been shown to meet these requirements for classifiers. Laminator
was built on Intel Software Guard eXtensions (SGX) [77] central processing unit (CPU) to
produce attestations of simple ML properties such as proof of training, proof of inference,
proof of evaluation, and proof of dataset distribution.

However, Laminator’s main limitations are twofold: first, it does not scale to generative
models, such as LLMs, due to the memory constraints of SGX and the lack of native support
for graphics processing units (GPU). While moving to a larger TEE such as confidential
virtual machines (CVM) would be a natural step, datasets used for LLMs training are
still often too large to fit into memory even for CVMs (e.g., the Pile dataset is over 800
GB [50]). Thus, popular LLM frameworks (e.g., Hugging Face Dataset [69]) often rely
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on memory mapping, which results in passing data between TEE memory and untrusted
storage [66]. Additionally, datasets are often accessed via random sampling [68] for LLMs
operations such as pretraining and fine-tuning. In the case of sampling from untrusted
storage, a straightforward approach (e.g., a hash chain over accessed records) would be
unsuitable, as the resulting measurement will differ due to the order in which records are
accessed. Moreover, generative models involve operations (e.g., pretraining, fine-tuning,
and chat sessions) and CPU–GPU interaction (e.g., for performance) that are unaddressed
by Laminator.

As such, simply porting Laminator to CVMs alone does not solve these challenges. To
enable ML property attestations for generative models, we must address three key issues:
(1) handling large datasets outside of TEE memory sampled in a random fashion, (2)
supporting CPU–GPU computing environments, and (3) defining property attestations for
common operations related to generative models.

Second, because of the static nature of TEE attestation, run-time attacks can cor-
rupt property measurements. Run-time attacks are prevalent in well-known ML libraries
(e.g., PyTorch [137], TensorFlow [166], those arising from pickle [33, 105, 179]) and
are demonstrated by recently disclosed vulnerabilities [115, 114, 113, 112, 111, 117, 116].
An adversary may corrupt or substitute model weights after the system has been mea-
sured [116, 117], or manipulate the execution path to produce outputs inconsistent with
the attested model [113, 112, 114]. Another example is corruption of model routing mech-
anisms, which dynamically select a model from a set of collocated models to execute at
run-time. Recent work shows that such routing decisions can be adversarially manipulated
or rerouted without modifying the underlying models or code [153, 93, 162, 85]. Conse-
quently, static TEE attestation does not capture what actually executes at run-time; hence,
there is a need to incorporate dynamic behavior measurements into property attestations.

While proof of execution (PoX) [22, 120, 110, 140] extend traditional remote attesta-
tion techniques to attest to characteristics about the execution of an attested software, the
current approaches for operation-level PoX are tailored to embedded systems and cannot
be directly applied to CVMs. Extending PoX to CVMs running ML software requires ad-
dressing the following challenges: (1) enabling intra-CVM isolation between the expected
application and a PoX measurer, (2) monitoring access to outputs of the expected appli-
cation made by all software in the CVM, (3) ensuring exclusive access to execution state
to a PoX measurer during run-time.

To address the first limitation, I define ML property attestations of large generative
models and present PAL∗M, the first framework to enable them, using LLMs for illustra-
tion. PAL∗M employs incremental multiset hashing [32] to measure large datasets that
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are accessed via memory mapping and random sampling from outside protected memory.
PAL∗M is built on PyTorch [136] and the Hugging Face Datasets library [69], and supports
CPU–GPU computing environments. Furthermore, I show that PAL∗M meets all desired
requirements, including efficiency for common operations, using real-world datasets/mod-
els, and security, by formally modeling and verifying PAL∗M’s property attestation proto-
col using Tamarin Prover [103]. The prototype runs atop Intel Trust Domain eXtensions
(TDX) [79] and NVIDIA H100 [29], presented in Chapter 3.

For the second limitation, I present EVOLVE, a mechanism to enable PoX in CVMs,
allowing run-time property attestation of ML operations. EVOLVE has two components:
an instrumentation module and a PoX monitor. The instrumentation module preprocesses
ML applications by replacing memory-write and indirect-call instructions with requests to
the PoX monitor. At run-time, the PoX monitor inspects accesses to the memory region
containing the operation outputs to determine whether the anticipated subset of the ML
application is performing the access, and validates indirect calls to prevent control flow
from being redirected to internal monitor functions. The PoX monitor maintains internal
metadata that tracks the trustworthiness of the output based on the code that modifies
it at run-time. This metadata is then used as an additional input when constructing run-
time property attestation evidence. As a proof of concept, I use classifier model routing
to illustrate how EVOLVE can effectively detect which model is executed at run-time. The
prototype is built as an extension to TD-Shim [36], and its efficiency and security are eval-
uated on Intel TDX, as presented in Chapter 4. We conclude Chapter 4 by outlining future
work towards formal verification of EVOLVE, adapting to kernel payloads, and enabling
support for large generative models.
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Chapter 2

Background

This chapter provides background common to all contributions in this thesis. Each subse-
quent chapter also includes a chapter-specific background section covering material relevant
only to that contribution.

2.1 Trusted Execution Environments

TEEs are a set of architectural components that provide a secure execution environment
that is isolated from the “rich” host environment. They guarantee that software executing
outside of the TEE cannot directly read or write to data inside the TEE’s trusted boundary.
The exact details of the trusted boundary vary based on the particular approach. For
example, Intel SGX [77] creates TEE in the user-space enclaves and Arm TrustZone [11]
creates a TEE containing all system resources: e.g., separate trusted operating system
(OS) and applications with dedicated peripherals.

Recent technologies have also introduced CVMs, which enable entire virtual machines
(VM) to execute within the trust boundary of a TEE (e.g., AMD SEV-SNP [7], Intel
TDX [79], and Arm Realms [92]). An advantage provided by CVMs is that they enable
executing unmodified and full-feature operating systems without requiring TEE-specific
rewrites. Additionally, TEE-aware GPUs have recently emerged (e.g., with NVIDIA H100
GPU). As such, CVM providers have released drivers to support integration with TEE-
aware GPUs. This has enabled the potential for heavy computations (e.g., ML training)
within a TEE. Both CPUs and GPUs with TEEs typically support remote attestation to
prove trustworthiness to verifiers.

4



(1) Challenge

(3) Report State

Vrf Prv

(2) Authenticated

State Measurement
(4) Verify

Figure 2.1: Traditional remote attestation protocol: a prover (Prv) demonstrates its soft-
ware integrity to a verifier (Vrf).

Intel TDX [79] enables isolated CVMs in the form of trust domains (TD). Upon creation
of a TD, invoked by the untrusted virtual machine manager (VMM), the TDX module com-
putes a measurement of TD components during TD creation, which can be used later for
attestation. To attest TD’s state, the TD invokes the TDX module to generate a TDREPORT,
which is generated by the CPU computing a message authenticated code (MAC) over mea-
surements of the TD image, the TDX module image, and any REPORTDATA extended by the
TD at runtime. The resulting TDREPORT and MAC are passed by the TDX Module to the
quoting enclave (QE), a special-purpose Intel SGX enclave [80]. The QE uses contents of
TDREPORT to generate a SGX-style QUOTE using a provisioning certification key [75]. Before
generating this QUOTE, the QE first validates the MAC, ensuring integrity is maintained
when passed by the untrusted VMM.

2.2 Attestation Protocols

Remote attestation is a protocol in which a verifier (Vrf) challenges a prover (Prv) to
demonstrate that they are installed with the correct configurations [121]. The steps for
a traditional remote attestation protocol are visualized in Figure 2.1. The authenticated
integrity measurement in step (2) is computed by Prv’s root of trust (RoT) and is typically
a MAC or digital signature.

Thus, one requirement of remote attestation is that Prv’s RoT can:

• securely store a private key, such that it is only accessible to itself;
• securely use a private key, such that key material does not reside in registers or
external memory during or after usage.

These requirements imply some level of hardware assistance. Hence, TEEs can naturally
enable remote attestation with their properties for isolated data and execution. For Intel
TDX, step (2) involves computing TDREPORT and QUOTE.

5



Property attestation [146] is where Vrf is interested in properties of Prv’s configuration
rather than a specific configuration itself. Vrf determines whether Prv’s configuration
(reported through authenticated integrity measurement) matches a particular property by
obtaining trusted reference values corresponding to the property of interest; for example,
from a certification, a secondary attestation (or set) [41], or a trusted authority (Tru) [76,
126]. If the state measurement from Prv is among the trusted reference values obtained,
Vrf can verify that the property holds on Prv. Vrf must obtain reference values from a
trusted channel rather than to recompute them. Every property of interest is associated
with a measurer on Prv used to measure the state of the property.

The notion of property attestation has been extended recently to cover ML data and
processes [40, 41, 146]. In particular, Laminator [41] leverages Intel SGX [77] to attest
properties of training data, model, and training process. This works by executing ML
operations inside an SGX enclave, measuring the inputs and outputs of the target operation
(e.g., training, inference, or dataset statistics), and using SGX’s quote mechanism to return
these measurements to the verifier that issued the attestation challenge. Such attestations
can then be used for verifiable ML property cards for transparency (e.g., model card [107],
datasheet [53, 135], and inference card [41]).
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Chapter 3

PAL∗M: Property Attestation for
Large Generative Models

3.1 Introduction

This chapter presents PAL∗M, a framework enabling property attestation for large gener-
ative models. PAL∗M employs incremental multiset hashing [32] to enable compact secure
integrity tracking of large, randomly-accessed, datasets, and TEE-aware GPUs to efficiently
and securely ensure integrity of heterogeneous operations. Finally, we define property at-
testations for a comprehensive set of operations (e.g., fine-tuning, quantization, LLM chat
sessions) that do not require revealing confidential datasets or models to Vrf. We prototype
and evaluate PAL∗M using Intel TDX and NVIDIA H100.

In summary, we claim the following contributions: we

1. propose use of incremental multiset hash functions to construct representative mea-
surements of datasets in external storage that are randomly sampled at run-time
(Section 3.4.2);

2. define how to measure properties of generative model operations, incorporating GPU
attestation evidence without exposing confidential details (Section 3.4.3);

3. specify a property attestation protocol that shows how such measurements and out-
puts can be combined to prove data/models were produced by a PAL∗M-equipped
CPU–GPU configuration (Section 3.4.4);

4. implement a fully functional and open-source [8] prototype of PAL∗M built on com-
mercially available CVM and TEE-aware GPU – Intel TDX and NVIDIA H100 (Sec-
tion 3.5); and
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5. show that PAL∗M meets desired requirements, including efficiency for common op-
erations, using real-world datasets/models, and security, by formally modeling and
verifying PAL∗M’s property attestation protocol using Tamarin Prover (Section 3.6
and Section 3.7).

3.2 Background

3.2.1 Large Language Model Background

LLMs are massive neural networks trained on large text corpora to generate and understand
natural language. We describe the key aspects and operations of LLMs relevant to this
thesis.

Training. LLMs use transformer architectures with billions of parameters [171, 20],
and are trained to predict the next tokens given previous ones. During training, the model
learns a probability distribution of the next token from a vocabulary to follow a sequence
of tokens. This is often called pretraining, as it is typically followed by another phase of
training for task-specific optimization/tuning.

Tokenizers. Modern tokenizers operate at word, sub-word (e.g., byte pair encoding,
WordPiece), or character level to convert natural-language text into numerical representa-
tions for use during LLM training and inference.

Fine-tuning. Since training LLMs is resource- and time-intensive, publicly available
trained LLMs are generally fine-tuned on a task-specific dataset. Parameter-Efficient Fine-
Tuning (PEFT) and Low-Rank Adaptation (LoRA) fine-tune a small subset of model pa-
rameters instead of retraining the entire model [100, 62]. Alternatively, adapter layers are
trainable modules that can be attached to a pretrained LLM, enabling task-specific adap-
tation without altering the core model parameters. These approaches are more efficient
than fine-tuning the entire LLM.

Evaluating LLMs. Benchmarks for LLMs cover a variety of tasks and compute rele-
vant metrics. These tasks span language understanding (e.g., MMLU [60]), math problems,
multiple-choice, classification, and open-ended question answering. Each task is designed
to probe specific capabilities of the model.

Chat sessions. LLMs are commonly used for chatbots, which allow a user to contin-
uously query about a particular task and get the responses from the model that consider
prior conversational context (e.g., OpenAI’s ChatGPT). Chat sessions contain multiple
user queries and their responses.
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Memory Management. Large generative models require significantly more data than
traditional ML models, which often do not fit into main memory (e.g., Pile dataset is over
800 GB [50]). Instead of loading the entire data into memory, current LLM libraries (e.g.,
Hugging Face) support memory-mapped datasets [66], which map the contents of a file into
a process’s virtual memory space, allowing it to be accessed like regular memory, rather
than through explicit file input/output (I/O) operations, despite residing on disk. When
a dataset is memory-mapped, dataset records are only loaded into memory as needed,
significantly reducing memory usage.

Data Transformations and Processing: Before a dataset is used, it typically un-
dergoes a series of transformations, including preprocessing steps like normalization, con-
catenation, truncation, tokenization, and splitting into training, validation, and test sets,
as well as additional processing for removing corrupted samples and formatting the data
to match the expected input structure of the training framework [67]. During training,
random sampling is commonly used to reduce bias introduced by data ordering and to im-
prove model generalization [143]. PyTorch’s DataLoader and Sampler abstractions provide
randomized sampling [136]. Popular training libraries, such as Hugging Face Transformers,
support random sampling and enable it for default training pipelines [68].

3.2.2 Tamarin Prover

Tamarin [103] is a symbolic protocol verification tool. Protocols and adversaries are mod-
eled as multiset rewrite rules with preconditions and postconditions (called facts). Security
goals are specified as lemmas, which Tamarin verifies by matching rule preconditions and
postconditions.

Rule 0: Example Rule

rule Example_Rule:

[ Fr(∼A), In(B)]

--[Action(∼A,B)]->
[State(∼A,B), Out(h(<∼A,B>)]

Consider the example in Rule 0; Example Rule has two preconditions: Fr(∼A) and
In(B). It can only be evaluated if a fresh symbol A exists (signaled to Tamarin using
Fr(∼)), and if a symbol B was received from an Adv-controlled channel (e.g., the network).

This rule creates two postconditions: State(∼A, B), that can be used as a precondition
in other rules, and Out(h(<∼ A,B >)) which sends h(<∼ A,B >) to an Adv-controlled
channel. This example uses the hashing built-in, which provides a representation of a
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cryptographic hash function h(), to output the hash of A and B concatenated. We use h()
in our model, along with signing built-in, which provides digital signature functions sign()
and verify().

An action fact records that a rule was evaluated. In Rule 0, the action fact Action(∼A,
B) records that this rule was evaluated with symbols A and B. Lemmas in Tamarin must
be specified using symbols and action facts, not precondition or postcondition facts.

Lemma 0: Example Lemma

lemma Example_Lemma:

"All A B #i.

Action(A,B) @i ==> not (Ex #j. K(A) @ #j)

Lemma 0 is an example lemma Example Lemma using the symbols: A, B, and #i. The
notation #i tells Tamarin that the symbol i is a time variable. This lemma states: given
Action(A,B) occurs at time #i, then there does not exist a time #j in which Adv learns
A. Adv’s knowledge is expressed using the built-in fact K().

Assuming Rule 0 is the only rule, Tamarin evaluates explores all possible executions,
controlling inputs via In() and outputs via Out() to attempt to learn A. This lemma is
verified no execution exists in which A is learned.

3.3 Problem Statement

Our goal is to design a property attestation framework for generative models to prove to
Vrf that a claimed property is (a) correctly measured and (b) not false or manipulated.

Unlike typical remote attestation, which is an interactive protocol between Vrf and
Prv, ML property attestation must be non-interactive with Vrf. We propose the protocol
depicted in Figure 3.1. Prv interacts with an initiator (Inr), who sends a request to Prv for
a particular operation, along with other request-specific data (e.g., inputs or a challenge
when freshness is required). Upon request, Inr makes them available for Vrf, who may
consult Tru for property reference values to verify the evidence.1

1Vrf may not require consulting Tru for reference values for each property attestation response, and
may use other means (e.g., previous attestations). We discuss further in Section 3.4.5.

10



Tru Vrf Inr Prv

(6) Send Reference
Values

(7) Verify

(4) Request State
Measurement

(5) Report State

(1) Request

(3) Report State

(2) Authenticated

State Measurement

Figure 3.1: Desired property attestation for ML, in which Prv interacts with an Initiator
(Inr). Vrf requests evidence from Inr, and may consult a Trusted Authority (Tru) to obtain
reference values of a desired property.

3.3.1 System Model

We consider Prv that trains, evaluates, or deploys a modelM. We consider software that is
already executing within CVMs, as ML companies today are exploring use of CVMs [18, 9,
129], and major cloud service providers (e.g., Google Cloud and Microsoft Azure) support
TEE-aware GPUs [55, 104]. We consider Intel TDX and NVIDIA H100 in this work, but
our framework can be extended to any CVM or TEE-aware GPU (see Section 3.8).

Property attestations have the following components:

• Operation (op): an ML-related computational task over inputs (I) to produce
outputs (O).

• Property : an expression that describes the semantics of some meaningful relation-
ship between op, I, and O.

• Attestation evidence : a verifiable claim that aims to prove whether a property
holds true.

We assume an attestation mechanism on Prv executes op and produces attestation evi-
dence. Obtaining attestation evidence requires (1) measuring op, I, O and (2) reporting
those measurements by producing a cryptographic token (e.g., a digital signature) binding
them. For the latter, a signing key is used that must be accessible only to the attestation
mechanism.
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3.3.2 Adversary Model

We assume an adversary (Adv), in line with the common Intel TDX adversary model [5],
who has control over the host machine. As a consequence, Adv can access and manipulate
any memory or device that is not within the trusted boundaries (e.g., other VMs, disk,
I/O peripherals). The TDX module and TDX-aware CPU are trusted to be implemented
correctly and provide their described functionality for inter-TD memory isolation, isolation
from host VMM, and hardware-protected measurement and reporting (e.g., via a QUOTE) of
TD images. Since TD creation is managed byAdv-controlled VMM, TDs are not inherently
trusted. Hence, TDX supports attestation via QUOTE (see Section 2.1).

We assume NVIDIA H100 GPU hardware is trusted, which measures and attests to
its configuration (e.g., boot ROM, firmware, in confidential computing mode). By default,
the interface between a GPU and the TD is not trusted; the GPU and all its memory
are brought under the TD’s protection only when the GPU is directly assigned by the
VMM [80]. This includes mapping its communication buffers into TD shared memory. TD
must obtain an attestation token from the GPU to determine that the assigned device has
the anticipated configuration.

At run-time, Adv may attempt to obtain confidential data or interfere with the execu-
tion of op in a TD. Adv also may attempt to forge QUOTEs, either by learning the signing key
or by tampering with relevant code/data without detection. We assume a Dolev-Yao Adv
as it relates to the network (i.e., Adv carries the message). Therefore, Adv may attempt
to inject or modify messages sent/received by Prv. We consider denial-of-service attacks
out of scope.

Side channels are prevalent and can be exploited to leak keys [99, 173, 141, 90, 106, 150].
To mitigate these attacks, additional mechanisms (e.g., constant-time software) can be
added; as several works have studied side-channel mitigations [81, 82, 37, 170, 42], we
consider these defenses as orthogonal to the focus of this paper. We also consider physical
attacks on hardware (e.g., interposing memory buses [31] and or physically swapping GPUs)
as out of scope.

3.3.3 Challenges and Requirements

Prior works [41, 58, 159, 140, 148] demonstrate methods to attest ML models using TEEs,
but require operations to stay within the one TEE. For example, Laminator [41] requires
that all computations stay inside an SGX enclave to ensure integrity. However, this is
not possible with reasonable performance of LLM operations. For example, large datasets

12



may require datasets to reside in external storage during operation and require accelera-
tors – e.g., GPUs or neural processing units (NPU) – for reasonable performance (recall
Section 3.2.1). Although it is possible to outsource computations from a TEE to a stan-
dard GPU [168, 84], this adds significant overhead and would not preserve integrity of
property measurements without additional measures. Furthermore, no prior work defines
properties of generative models (e.g., from operations like fine-tuning, quantization, and
chat sessions). Therefore, it is unclear how to perform property attestation that is relevant
for Vrf while protecting Prv’s confidential assets.

Due to these challenges, prior work cannot apply to properties of generative models,
requiring another approach to address the following concerns:

1. accounting for random sampling of large datasets from (untrusted) external storage
devices;

2. handling operations that depend on both CPU and GPU with reasonable computa-
tional overhead;

3. defining how to measure properties of generative models in a way that is relevant for
Vrf and does not reveal Prv’s confidential assets.

Based on these challenges, we consider the following requirements for designing PAL∗M:

[R1] Efficient : low-overhead compared to confidential computing in the same environ-
ment;

[R2] Secure: a malicious Prv cannot generate false attestations.
[R3] Scalable: supports large numbers of provers/verifiers;
[R4] Versatile: supports a variety of properties; requires minimal effort for custom prop-

erty measurement; can be ported to any CVM/TEE-based GPU configuration.

3.4 PAL∗M Design

3.4.1 Overview of PAL∗M

PAL∗M enables Prv to attest properties of generative models through (1) design of a TD
that effectively measures the operation corresponding to a particular property and (2)
use of attestation support from Intel TDX and NVIDIA H100 to construct authenticated
evidence of these measurements. Figure 3.2 shows a high-level overview of Prv’s workflow
with PAL∗M and the interaction with Inr.

In 1 , Inr requests a property attestation by specifying: (a) the requested operation (op),
(b) an attestation challenge (Chal), and any inputs that should be used (e.g., datasets, mod-
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Figure 3.2: High-level overview of PAL∗M-enabled property attestation. Inr interacts with
untrusted components of Prv, which saves inputs to disk. PAL∗M reads and measures
inputs, runs the operations (including GPU), and measures all CPU and GPU outputs. All
measurements are extended to REPORTDATA, which is used to as input to obtain TDREPORT

from TDX Module. Finally, a QUOTE is generated by invoking the QE and returned to Inr.

els, configuration parameters, inference query). Upon receipt, Prv’s VMM saves all data
to disk. In 2 , inputs are fetched by PAL∗M into TD memory according to the dataset ac-
cess strategy (discussed further in Section 3.4.2). Based on op, the corresponding function
will start to execute in 3 . While executing, outputs will be obtained by a combination
of CPU execution 4a and GPU execution 4b . Operation outputs and attestation mea-
surements are obtained 5 . When a GPU is used, the attestation measurements include a
GPU-attestation token (GPUatt).

After outputs are obtained, PAL∗M TD leverages TDX mechanisms to convert property
attestation measurements into authenticated evidence. As a first step, it invokes the TDX
module in 6 to generate an authenticated TDREPORT containing PAL∗M attestation mea-
surements. To complete the quote process, TDREPORT is passed to the VMM in 7 , which
invokes the QE in 8 to convert TDREPORT into a QUOTE. Finally, QUOTE is returned to Inr in
9 . Inr will provide QUOTE and outputs to requesting Vrf, who consults Tru (e.g., Intel [76]
and NVIDIA [126]) to perform evidence verification. Protocol details are described further
in Section 3.4.4.

By design, PAL∗M generates QUOTEs that attest to properties of generative model op-
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erations, while addressing key challenges:

1. PAL∗M leverages incremental multiset hash functions [32] to ensure large datasets
are accurately reflected in attestation evidence despite residing in untrusted external
storage devices and being randomly sampled;

2. PAL∗M ensures measurements of both CPU and GPU configurations are captured in
attestation evidence for properties that depend on CPU and GPU.

Building upon these capabilities, we show how to define, measure, and attest to prop-
erties of the following generative model operations (from Section 3.2.1):

1. dataset transformations and distributional statistics;
2. model pretraining, optimization (e.g., fine-tuning, quantization), and evaluation;
3. model interactions (e.g., inference or chat sessions).

3.4.2 Dealing with Large Datasets

Given the large size of LLM training datasets, ML software frameworks use two common
approaches for efficient dataset handling: (1) loading the entire dataset in-memory or (2)
accessing the dataset outside of TD protected memory with memory mapping. Although
in-memory has an advantage for integrity measurements, frameworks such as Hugging Face
adopt and default to using memory-mapped datasets to minimize the memory footprint of
large datasets that cannot fit entirely into memory [66].

For accurate attestation, PAL∗M must measure the dataset (or its items) upon use,
since Adv could tamper with data in external storage at any time (recall Section 3.3.2).
Figure 3.3 shows how PAL∗M handles this for in-memory and memory-mapped datasets.

Case 1: In-memory Dataset. For integrity measurement, this is the ideal approach
when sufficient TD memory is available. Since the TD memory is protected, data within
cannot be tampered. As such, the dataset can be measured once during loading, as long as
it stays in memory for the entire operation. As shown in Figure 3.3 (left), our framework
loads the entire dataset into memory, measures it, and uses it with the operation there-
after. Since one hash operation is required, the overhead is minimal (discussed further in
Section 3.6).

Case 2: Memory-mapped Dataset. In contrast to the in-memory case, the dataset
resides on the disk, and a virtual address mapping is established in memory (see Figure 3.3:
right). As records are sampled, the OS reads just the requested items from disk into
memory on demand. Since the dataset stays on disk, it is vulnerable to tampering at
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Figure 3.3: Depiction of PAL∗M ’s handling of in-memory (left) and memory-mapped
(right) dataset. In the in-memory approach, the entire dataset is loaded and measured
once at load time. In the memory-mapped approach, individual records are measured when
accessed using a multiset hash to ensure consistent measurements regardless of sampling
order.

run-time, resulting in inconsistencies between what is measured and what is used (i.e.,
TOCTOU attacks [17]).

To account for this, we measure each record at the time it is sampled, accumulating
a measurement of the dataset in use. Since training algorithms often randomly sample
records, a straightforward approach (e.g., a hash chain over accessed records) would be
unsuitable, as different sampling orders would result in different measurements. Based on
this insight, we employ an incremental multiset hash (MSH) [32].

MSH is a cryptographic primitive that produces a fixed-size hash over an unordered
collection. It is suitable for settings in which the order of elements is irrelevant, but integrity
and compactness are required. By accumulating an MSH over the sampled records, PAL∗M
accurately measures the dataset that is used at run-time. Additionally, this approach has
low memory overhead since one multiset hash value is maintained.

However, hashing records alone is insufficient if Adv can reorder them at run-time.
Such reordering may affect model characteristics (e.g., fairness [49]) while the resulting
MSH would be unchanged, since it is insensitive to sampling order. Hence, instead of
accumulating a record (di) directly, we accumulate the concatenation of each record with
its index (di|i). This approach makes it possible to detect any reordering by Adv at run
time, as the resulting MSH will differ due to an index mismatch with the requested index.

We use the Mset-Mu-Hash multiplicative multiset hash construction (from Theorem 2
in [32]) Let B denote a set of bit vectors of length m, M a multiset of elements of B, and
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Mb be the number of times b ∈ B is in the multiset M . Let q be a large prime power
and consider computations in the field GF (q). Then, let h be a poly-random function
performing h : B → GF (q). For Mset-Mu-Hash, let h : B → Zl

n, n = 2
√
m, l =

√
m. The

multiplicative multiset hash MSH(M) is defined as:

MSH(M) =
∏
b∈B

Mbh(b) mod n

Mset-Mu-Hash is multiset-collision resistant under the discrete logarithm assumption in
the random oracle model (Theorem 2 and Appendix C of [32]), meaning it is computation-
ally infeasible to find two distinct multisets that produce the same hash value. Compared
to straightforward dataset hashing, this approach incurs additional overhead due to iter-
ative hash and modular operations based on the hardness of discrete logarithm problem,
requiring a large prime. However, it ensures no other countermeasures are required to
account for random sampling, as any permutation of the full set of dataset read operations
will result in the same final MSH. We note that we chose to use the Mset-Mu-Hash construc-
tion due to its simplicity and widely available library support, but any MSH construction
could be used. For example, MSH construction based on elliptic curves [98] can be used for
more efficiency gains, but have other limitations (further details in Section 3.8). Even with
Mset-Mu-Hash, overhead of MSH is negligible compared to computation-heavy ML tasks
(shown in Section 3.6).

It is possible that expected dataset measurement from Tru is not MSH. Consequently,
when memory-mapped datasets are in use, PAL∗M must also enable Vrf to trace back to
original dataset measurements.

3.4.3 Property Measurements for Large Generative Models

Recall from Section 3.3.1 that obtaining property attestation evidence requires (1) obtain-
ing measurements of {op, I,O} and (2) reporting those measurements by producing an
authentication token. In this section, we discuss the former.

We categorize properties measured by PAL∗M as one of the following based on op:
dataset property, model property, model interaction property. Based on this, we focus on
the following components of property measurement (subset of those from Section 3.3.1):

• Input (I): inputs (e.g., datasets, models, queries, or other parameters) used by op.
• Output (O): outputs (e.g., prompt response, model, or dataset) produced by op.
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Table 3.1: Notation Summary

Symbol Definition

I, O, Att Set of inputs, outputs, and attestation measurements
Pdist Distributional property
MSH Multiset hash function
h Standard cryptographic hash function
hD Dataset hash (either MSH or h based on memory management strategy from

Sec. 3.4.2)
GPUatt Attestation token from TEE GPU
D Dataset
Dtr Training dataset
Dpre Preprocessed dataset
Mar Model architecture
T Training configuration
Mtr Pretrained model
Mtok Tokenizer
idopt Optimization type
Madp Adapter model
Dopt Optimization dataset
[·]∗ Optional components
Dte Test dataset

metric Evaluation metric
qi, ri The i-th inference query and response
H Session history (i.e., set of all query-response pairs [(q0, r0), ... , (qi−1, ri−1)])

that are used as additional context to produce qi for ri

• Property : an expression that describes semantics (either natural language or math-
ematical expression) of the relationship between {op, I,O}.

• Attestation Measurement (Att): Measurements that reflect the property under
the adversary model (from Section 3.3.2).

A summary of frequent notation in this section is in Table 3.1.

GPU Attestation. For all operations that require GPU, Att must include GPUatt

to reflect the complete environment (i.e., GPU driver, firmware/VBIOS, and other con-
figurations) in which the computations were performed. Therefore, GPUatt is included as
an optional input (denoted with [·]∗) for all operations described in this section. Beyond
obtaining GPUatt, a secure channel must be established prior to any operation. This is
achieved through Security Protocol and Data Model (SPDM) session key exchange dur-
ing the TD instantiation [127, 56], which cryptographically binds all subsequent run-time
interactions to the attested GPU instance. The session establishment is also included in
the CVM’s attestation (i.e., the QUOTE). Together, GPUatt and SPDM session ensure that
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the GPU in use is a legitimate confidential GPU and that it remains so throughout the
operation.

Dataset Properties. We discuss dataset properties based on the following operations:
dataset preprocessing, calculation of dataset attribute distribution, and dataset measure-
ment binding.

Dataset preprocessing (from Section 3.2.1) may occur prior to training or inference.
We define attestation measurement for preprocessing in Definition 1. For preprocessing,
I contains an input dataset (D) and O contains an output preprocessed dataset (Dpre).
A property measurement of preprocessing asserts that Dpre was the result of computing
a preprocessing algorithm (PreProc) on D. Finally, Att contains measurements of D and
Dpre using the dataset hash function (hD): either a standard cryptographic hash function
(h) or a MSH, based on whether D and Dpre are in-memory or memory mapped, respectively.

Definition 1: Preprocessing

Input (I): D
Output (O): Dpre

Property: Dpre = PreProc(D)
Att. Measurement (Att): hD(D), hD(Dpre), [GPUatt]

∗

Dataset attribute distribution calculations [40] reflect a distribution of an attribute
across a dataset (e.g., word lengths/frequency for LLMs). We define attestation measure-
ment for calculation of attribute distribution in Definition 2. For this operation, I contains
D, and O contains an attribute distribution (Adist). Att, containing h(Adist) and hD(D),
asserts the property that Adist was obtained by an algorithm (Dist) that computes D’s
attribute distribution.

Definition 2: Attribute Distribution

Input (I): D
Output (O): Adist

Property: Adist = Dist(D)
Att. Measurement (Att): h(Adist), hD(D), [GPUatt]

∗

It is possible that reference values used by Vrf are produced by h while an operation
requires memory-mapping, resulting in a measurement based on MSH. To account for this
scenario, PAL∗M supports measurement binding defined in Definition 3.

For measurement binding, I contains D, and O contains the measurements of D that
should be bound: h(D) and MSH(D). A property that h(D) and MSH(D) were produced
from the same dataset is asserted through Att containing h(h(D)||MSH(D)).
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Definition 3: Measurement Binding

Input (I): D,
Output (O): h(D), MSH(D)
Property: h(D) and MSH(D) were produced from D
Att. Measurement (Att): h(h(D)||MSH(D)), [GPUatt]

∗

Model Properties. We present model properties related to training and evalua-
tion. Among model training operations, we consider model training itself and post-training
model optimizations.

Training Properties. First, we consider training by building on prior work [41].
We define attestation measurements for training in Definition 4. For training, I includes
the specified model architecture (Mar), training dataset (Dtr), training configuration (T ),
which specifies hyperparameters, and a tokenizer (Mtok). Then, O contains the trained
model (Mtr). Att contains measurements of (T , Mar, Mtr, Mtok) using h and D using
hD, asserting a property describing thatMtr was obtained by a training algorithm (Train)
taking Dtr, T ,Mar,Mtok.

Definition 4: Training

Input (I): Mar, Dtr, T ,Mtok

Output (O): Mtr

Property: Mtr = Train(Dtr, T ,Mar)
Att. Measurement (Att): h(Mtr), h(Mar), hD(Dtr), h(T ), h(Mtok), [GPUatt]

∗

Definition 5 defines attestation measurements for post-training model optimizations
(e.g., fine-tuning, quantization, pruning). For model optimization, I contains the following
required inputs: M, T ,Mtok, and the optimization type (idopt). Optional components of
I include a base adapter layer (Madp) and additional datasets (Dopt). For this operation,
O contains the optimized model (Mopt). Att contains all components of I and O using h

and hD, reflecting its assertion that:

• Opt is selected from a set of known optimization functions (Fopt) based on idopt;
• Mopt is the result of Opt taking all components of I.

Evaluation Properties. As described in Section 3.2.1, generative models have various
benchmarks to produce metrics reflecting a model’s effectiveness according to a particular
criteria. Attestation measurement for model evaluation is defined in Definition 6. For
model evaluation, I includes M, Mtok, and a test dataset (Dte), while O contains the
evaluation metric. Measurements ofM andMtok using h and Dte using hD in Att assert
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Definition 5: Weight Optimizations

Input (I): M,Mtok, T , idopt, [Madp, Dopt]
∗

Outputs (O): Mopt

Property: Opt = Fopts[idopt]
Mopt = Opt(M,Mtok, T , [Madp, Dopt]

∗)
Att. Measurement (Att): h(Mopt), h(M), h(Mtok), h(T ), h(idopt), [GPUatt, h(Madp),
hD(Dopt)]

∗

a property about the evaluation: that metric was produced by an evaluation operation
(Eval) takingM,Mtok, and Dte.

Definition 6: Evaluation

Input (I): M,Mtok, Dte

Output (O): metric
Property: metric← Eval(M,Mtok,Dte)
Att. Measurement (Att): h(M), h(Mtok), hD(Dte),
h(metric), [GPUatt]

∗

Inference-time Properties. We consider two cases of inference-time properties which
includes interactions between client and model: one prompt-response inference and a chat
session of multiple prompt-response inference pairs.

Attestation measurements for a single inference are defined in Definition 7. An inference
query (q) is one component of I along withM andMtok, while theO contains the inference
response (r). Measurements of q,M,Mtok, and r using h assert the property that q was
obtained by passing r first throughMtok and thenM.

Definition 7: Single Inference

Input (I): q,M,Mtok

Output (O): r
Property: r =M(Mtok(q))
Att. Measurement (Att): h(q), h(M), h(Mtok), h(r), [GPUatt]

∗

Attestation measurements reflecting the influence of a chat session on a query-response
(i.e., a session inference) are defined in Definition 8. For a session inference operation,
I contains the same data as the single inference operation, while O contains r and the
chat session history (H): a sequential list of all (qi, ri) pairs of the current chat session,
including (q, r). Measurements of r, H, q,Mtok, andM using h assert the property that
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Table 3.2: Operations and property attestations in PAL∗M

Operation (op) Property Attestation

Preprocessing Proof of preprocessing
Attribute distribution Proof of attribute distribution
Measurement binding Proof of binding
Training Proof of training
Weight optimization Proof of optimization
Fine-tuning Proof of fine-tuning
Quantization Proof of quantization
Evaluation Proof of evaluation
Inference Proof of inference
Chat session inference Proof of session inference

r was obtained from passing q prepended with H without (q, r) throughMtok, followed by
passing that result throughM.

Definition 8: Session Inference

Input (I): q,Mtok,M
Output (O): r, H
Property: r =M(Mtok(H \ [q, r] || q))
Att. Measurement (Att): h(q), h(Mtok), h(M), h(r), h(H),
[GPUatt]

∗

3.4.4 From Measurement to Attestation

For each op, the corresponding components of Att, as defined in Section 3.4.3, are used to
construct property attestation evidence. We refer to each property attestation as proof of
< op >. Table 3.2 shows operations and resulting property attestations. In this section,
we describe how PAL∗M interacts with other system components and leverages Intel TDX
features to respond to Inr requests with property attestation evidence.

Figure 3.4 shows the property attestation protocol enabled by PAL∗M. Here, we describe
the interactions between Inr and Prv containing a VMM (including QE), TDX module,
and PAL∗M-based TD. We note there are several possible interactions between Inr and Vrf
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Inr

Prv

VMM (Quoting Enclave) TDX Module PAL∗M TD

(0a) Specify TD image
Invoke TD creation (0b) Measure TD image

into hTD and launch TD

(1) Send: {I, op,Chal}
(2) Saves to disk

(3) Import I, op,Chal (4) Execute function for
op, obtain HI

(5) Produce O and HO

(6) Request TDREPORT
generation with
REPORTDATA = {Chal,HI ,HO}

(7) Calls CPU to create
MAC-ed TDREPORT(8) Pass MAC-ed

TDREPORT to QE

(9) QE validates MAC
and signs QUOTE

(10) Send QUOTE, [O]∗
(11) Make signature,

measurements,
and PAL∗M data
available to Vrf

Figure 3.4: PAL∗M Property Attestation Protocol between Inr and Prv . Inr sends request
to Prv containing untrusted VMM, QE, trusted TDX Module, and attested PAL∗M TD. Prv
responds after performing the requested operation, measuring relevant inputs and ouputs,
and generating both a TDREPORT and QUOTE.

(e.g., Inr publishes attestations to a transparency log [58, 159]). We discuss implications of
alternative strategies in Section 3.8.

In an offline phase, Prv initializes and measures the PAL∗M TD. In step (0a), VMM
specifies the TD image that should be used. In step (0b), the Intel TDX architecture and
TDX module measure the TD image into hTD and launch it.

After initialization, the online protocol can begin. In step (1), Inr sends a property
attestation request to Prv containing op, an attestation challenge (Chal), and a set of input
assets (I). For large input assets (e.g., datasets or models), Inr’s request may specify
repositories from which Prv should download them. Or, Inr’s request may specify that Prv
use a dataset/model owned by Prv. Regardless of these specificities, Prv saves all data from
the request to disk in step (2) upon receipt. In step (3), the PAL∗M TD imports request
data and all data required for op into its memory. Datasets are imported depending on
whether Prv is using a memory-mapped or an in-memory dataset (from Section 3.4.2).

PAL∗M TD reads op to execute in step (4). During execution, it obtains a set of
input measurements (HI). After completing the operation, PAL∗M will obtain a set of
outputs (O) and corresponding measurements (HO) in step (5). HI and HO correspond
to components of Att for each op described in Section 3.4.3.
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Next, PAL∗M prepares the request for TDREPORT generation in step (6). To do so, it
assigns REPORTDATA input used in TDREPORT generation (recall Section 2.1) as the concate-
nation of the following data: {op,Chal,HI ,HO}. Upon receiving REPORTDATA, the TDX
module will create a TDREPORT in step (7) by invoking the CPU. During this step, the CPU
will compute a MAC over hTD, measurements of the TDX module, and all data extended
into REPORTDATA by PAL∗M. In step (8), the MAC-ed TDREPORT is passed to VMM, who
passes it to QE in step (9). Upon receipt, QE:

• verifies the MAC on TDREPORT is valid, to ensure VMM did not tamper with TDREPORT

it received from the TDX Module;
• uses TDREPORT to produce the QUOTE containing all measurements from TDREPORT plus
a signature (sig).

In step (10), Prv sends QUOTE and optionally O (if it is not confidential) to Inr, who sends
them to Vrf in step (11).

Upon receiving QUOTE and (optionally O) from Inr, Vrf parses the response to perform
verification. First, it checks sig to determine whether QUOTE came from Prv. Next, it
checks Chal to determine the freshness of the response. The type of Chal that is effective
depends on the operation (discussed further in Section 3.8).

Assuming both checks pass, Vrf continues to inspect the measurements of the TD
image, TDX module image, and GPUatt (by obtaining reference values from Intel [76] and
NVIDIA [126]). Assuming this passes, Vrf continues to inspecting HI , HO, and O. If O
was sent to Vrf, it checks whether HO corresponds to O. Finally, Vrf inspects HI and HO,
consulting reference values from Tru as needed, to determine if the desired property related
to op is upheld.

Like prior work [41], property attestations introduced in this work can be used to
construct chains of attestations, enabling verifiers to derive composite guarantees spanning
the full ML life-cycle. For example, combining a proof of fine-tuning (attesting thatMopt

was fine-tuned on Dopt that was preprocessed with PreProc(Dopt) algorithm) with proof
of inference (attesting thatMopt produces O with an inference query q).

3.4.5 Trusted Authority, Reference Values, Verification

Role of the Trusted Authority. The role of Tru depends on what is being verified. For
hardware and platform state, Intel and NVIDIA naturally act as Tru by publishing refer-
ence measurements of firmware and platform state (e.g., through NVIDIA’s NRAS [126]
and Intel’s Trust Authority [76]). For public models and datasets, public registries such
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as Hugging Face can act as Tru by hosting reference values that Vrf can independently
retrieve and compare with the attested values. For ML properties, Vrf determines whether
a property holds by combining the TEE attestation (which confirms that trusted measure-
ment code ran correctly inside the TEE) with reference values from Tru (e.g., expected MSH

values for a dataset or model). Neither source alone is sufficient: the TEE attestation pro-
vides integrity of the measurement process, while Tru provides the expected values against
which the measurement is compared.

Confidential Models and Datasets. When both dataset and model are confidential,
no natural Tru exists since Vrf cannot independently derive or check reference values. Two
mechanisms can address this. First, attestation evidence (e.g., proof of training) can
be published to a transparency log, recording that a confidential model with a certain
hash was trained on a dataset with a certain hash. This evidence can then be chained
with subsequent attestations, for example, proof of evaluation of the same model on a
benchmark (e.g., the model achieves a certain MMLU accuracy), allowing Vrf to trace the
model’s full history without ever seeing the underlying data or model. Second, a new Tru
can act as a traditional auditor or regulator that holds confidential reference values or
independently verifies the authenticity of confidential datasets and models, confirming to
the Vrf whether attested values match without revealing the data itself.

Non-deterministic Nature of Training. PAL∗M’s MSH captures the dataset accesses
regardless of the sampling method (e.g., batching, order), always producing the same
unique MSH for the same dataset. Since reference values are defined per artifact (dataset
and model), training nondeterminism does not invalidate commitments to the inputs and
outputs. For example, in proof of training, Vrf verifies that attested code processed a
dataset with a certain MSH value and produced a model, rather than reproducing the exact
sequence of gradient updates. For multi-epoch training, Vrf can derive the expected MSH

directly from the single-epoch dataset MSH and the configured number of epochs. Since each
epoch processes the same dataset, the effect of multiple epochs is equivalent to repeating
the single-epoch MSH composition the corresponding number of times. Consequently, only
the single-epoch dataset MSH needs to be published. Note that, because MSH requires every
record in the dataset to be processed exactly once, training must use an integer number of
complete epochs.
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3.5 Experiment Setup

3.5.1 Datasets, Models, and Metrics

We use the following datasets in our experiments:

• BookCorpus [180]: a collection of 74 million unpublished novels. We use the full BookCorpus
dataset for proof of training and attribute distribution, while for proof of preprocessing
and proof of binding, we use a 1/100 subset to reduce experiment running time. For
training, we preprocess the full BookCorpus dataset by tokenizing and concatenating
text into sequences of 1024 tokens.

• yahma/alpaca-cleaned [163]: a instruction-following dataset containing over 52,000
instruction-response pairs aimed at improving model alignment. We use this dataset for
proof of fine-tuning to provide a dataset variety other than BookCorpus.

• MMLU [60]: a multiple-choice question-and-answer (Q&A) dataset covering 57 fields. It
is widely used to assess general-purpose intelligence in language models. We use all 57
fields for our proof of evaluation experiments.

• WMT14(DE - EN) [14]: a test set of WMT14 German-English to evaluate LLM translation
capability. This dataset is used to calculate the BLEU score [133] for our proof of
evaluation experiment.

• CoQA [142]: a conversational Q&A dataset containing stories with context-dependent
Q&A. For proof of inference, we select the first question of the first ten records. For the
proof of session inference, we use all ten records and select the first five questions from
each, simulating a session with 50 prompts.

For models, we use GPT-2 [139] (124M parameters; 0.46 GB) for proof of training. For
fine-tuning, inference, and evaluation, we use three popular instruction-tuned LLMs:

• Llama-3.1-8B [165] (8B parameters, 15 GB),
• Gemma-3-4B [164] (4B parameters, 8 GB), and
• Phi-4-Mini [3] (3.8B parameters; 7.15 GB).

We choose Llama-3.1-8B for its 8 billion parameters, while both Gemma-3-4B and Phi-4-Mini
have ≈4 billion parameters, allowing us to show how the overhead of PAL∗M varies across
different model sizes and architectures. To demonstrate a realistic fine-tuning workflow,
we fine-tune all three models at full precision using LoRA [62]. For quantization, we focus
on Llama-3.1-8B.

We use the following metrics to capture both the overall overhead from PAL∗M and the
main sources of overhead:
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• Total Time: the total execution time spent on the task.
• Baseline: the execution time on a TDX-enabled machine without measurement from
PAL∗M. We omit a non-TDX baseline, as prior work has evaluated the overhead of TDX
itself [30].

• Memory Usage: total memory usage by the dataset.
• Raw Measurement Time: time spent purely hashing inputs and outputs (with h or
MSH).

• Attestation: The time spent by Intel TDX and NVIDIA H100 to produce QUOTE and
GPUatt, respectively.

• Raw Measurement Overhead (%): The total raw measurement overhead from
PAL∗M as a percentage of the total time.

• Attestation Overhead (%): The total attestation overhead from PAL∗M as a per-
centage of the total time.

• Total Observed Overhead (%): The overall observed overhead as a percentage when
comparing the total execution time of PAL∗M to the baseline.

3.5.2 Prototype Configuration

The prototype of PAL∗M’s TD is configured with 32 vCPUs and 128 GB of memory, running
Ubuntu 24.04.1 LTS with kernel version 6.8.0-86-generic [21]. The host has an Intel Xeon
Silver 4514Y CPU, 512 GB of random access memory (RAM), and an NVIDIA H100 NVL
94 GB GPU with confidential compute mode enabled [124]. We assign the GPU directly
to the TD using Direct Device Assignment to give the TD exclusive access. We run each
experiment five times and report the average. Standard deviation is excluded as it was
negligible.

PAL∗M is measurement/attestation is implemented in Python. Attestation uses Intel
Data Center Attestation Primitives (DCAP) [147] and NVIDIA Remote Attestation Service
(NRAS) [126]. PAL∗M is built on PyTorch and the Hugging Face Datasets framework,
allowing access to dataset and model internals for measurement. We use SHA-256 as the
underlying hash function for normal hashing and MSH. We use a 2048-bit prime for MSH.
For attestation, we use Intel DCAP to generate QUOTE and NRAS to verify GPUatt. We
also use the following operation-specific frameworks for the experiments:

• Unsloth [38]: an open-source framework for optimized LLM fine-tuning. We use it for
proof of fine-tuning experiment.

• AutoAWQ framework [59]: implements the Activation-aware Weight Quantization
(AWQ) algorithm for quantizing LLMs. We use it for proof of quantization experiment.
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Table 3.3: Performance for proofs of dataset attribute distribution and preprocessing using
BookCorpus (Full) and BookCorpus (1/100).

Proof of Attribute Distribution Preprocessing

Dataset BookCorpus (Full) BookCorpus (1/100)

Memory Variant In-memory Memory-mapped In-memory Memory-mapped

Total Time 339.16 min 576.97 min 237.70 s 378.62 s

Baseline 339.09 min 331.73 min 236.66 s 236.12 s

Mem Usage (GB) 5.47 4.33 0.12 0.04

Raw Meas. 3.06 s 392.68 min 0.04 s 236.06 s

Attestation 1.06 s 0.80 s 0.90 s 0.79 s

Raw Meas. Overhead (%) 0.015 68.06 0.06 62.35

Att. Overhead (%) 0.0052 0.0023 0.38 0.21

Total Observed Overhead (%) 0.021 42.50 0.44 37.64

• lm-evaluation-harness framework [51]: standardized toolkit that runs LLMs on
multiple benchmark tasks through a unified API to produce comparable scores. We use
it for proof of evaluation, specifically evaluating the model with MMLU.

3.6 Evaluation

3.6.1 Performance Analysis

Tables 3.3–3.7 show the timing results for the performance evaluations. The cells in gray

represent the baseline, PAL∗M’s overhead is highlighted in blue , and the total times are in
orange . We parallelize the dataset lookup across 8 workers for dataset-related attestations
requiring manual dataset iteration.

Dataset Attestations. Table 3.3 presents the results for proof of attribute distri-
bution and proof of preprocessing. Both operations process the dataset using 8 parallel
workers (i.e., vCPU cores). In the memory-mapped setting, parallel I/O can scale better
with the memory-mapped approach, as all processes can directly access the same underly-
ing memory pages without duplication.

As a result, the raw overhead (i.e., MSH overhead per core) differs from the observed end-
to-end overhead of the parallelized operation. The latter can be lower due to DataLoader
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Table 3.4: Performance for proof of training with GPT-2 on preprocessed BookCorpus.

Dataset BookCorpus (Full)

Memory Variant In-memory Memory-mapped

Total Time 401.65 min 425.03 min

Baseline 401.60 min 401.20 min

Mem Usage (GB) 2.74 0.04

Raw Meas. 2.27 s 23.86 min

Attestation 1.11 s 0.96 s

Raw Meas. Overhead (%) 0.009 5.47

Att. Overhead (%) 0.005 0.006

Total Observed Overhead (%) 0.014 5.61

prefetching [136] or higher due to pipeline delays [10, 176]. For example, raw overhead
from MSH operations of 62.35–68.06% results in 37.64–42.50% total observed overhead in
the end-to-end parallelized operation.

Despite the reduction in this case, the observed overhead remains high because MSH

requires modular exponentiation and multiplication over a 2048-bit prime for each record.
Since dataset-level operations are inexpensive on per-record basis compared to others (e.g.,
fine-tuning, evaluation), even modest MSH costs dominate the run-time. We analyze this
effect further in Section 3.6.1. Fortunately, these costs can be amortized across future
dataset use. For example:

• proof of attribute distribution and preprocessing apply to all future uses of a dataset;
• proof of binding applies to any future dataset MSH.

For the 1/100 subset of BookCorpus dataset used in our evaluation, proof of binding takes
337.5 seconds (3.65 ms per record).

Model Attestations. In contrast to dataset attestations, the measurement overhead
of PAL∗M for proof of training is low. For the memory-mapped case, the raw measurement
overhead is only 5.47% of the total time, whereas for the in-memory case, it is 0.009%; this
results in an observed overhead of 5.61% for memory-mapped and 0.014% for in-memory
case (Table 3.4). LLM training is computationally expensive; hence, the measurement time
introduces a proportionally smaller overhead.

For model optimization, proof of fine-tuning (Table 3.5) also shows minimal overhead
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Table 3.5: Performance for proof of model optimization (fine-tuning and quantization).

Proof of Fine-tuning Quantization

Model Llama-3.1-8B Gemma-3-4B Phi-4-Mini Llama-3.1-8B

Memory Variant In-mem. Mem.-mapped In-mem. Mem.-mapped In-mem. Mem.-mapped N/A

Total Time 268.81 min 261.74 min 325.61 min 369.56 min 169.93 min 170.48 min 812.92 s

Baseline 268.30 min 258.07 min 325.29 min 361.82 min 169.65 min 168.16 min 773.84 s

Mem Usage (GB) 0.085 0.004 0.087 0.004 0.088 0.004 N/A

Raw Meas. 28.76 s 132.87 s 17.93 s 129.40 s 15.83 s 127.99 s 28.16 s

Attestation 1.11 s 1.44 s 1.00 s 1.20 s 1.00 s 0.84 s 0.92 s

Raw Meas. (%) 0.18 0.85 0.09 0.58 0.16 1.20 4.70

Att. (%) 0.007 0.009 0.005 0.005 0.010 0.008 0.117

Total Observed (%) 0.19 1.40 0.10 2.09 0.17 2.27 4.81

Table 3.6: Performance for proof of evaluation based on MMLU and BLEU score with
WMT14(DE-EN) dataset.

Model Llama-3.1-8B Gemma-3-4B Phi-4-Mini

Memory Variant In-mem. Mem.-mapped In-mem. Mem.-mapped In-mem. Mem.-mapped

Metric MMLU BLEU MMLU BLEU MMLU BLEU MMLU BLEU MMLU BLEU MMLU BLEU

Total Time 7.93 min 121.71 min 8.78 min 121.55 min 13.27 min 242.23 min 14.41 min 241.53 min 8.47 min 119.03 min 9.39 min 118.65 min

Baseline 7.73 min 121.23 min 7.80 min 120.94 min 13.15 min 241.92 min 13.30 min 241.10 min 8.35 min 118.75 min 8.43 min 118.26 min

Mem Usage (GB) 0.028 0.001 0.013 0.001 0.022 0.001 0.008 0.001 0.025 0.001 0.009 0.001

Raw Meas. 10.13 s 28.16 s 74.59 s 35.57 s 6.33 s 17.32 s 70.72 s 24.55 s 5.66 s 15.65 s 70.06 s 22.50 s

Attestation 1.58 s 1.10 s 0.85 s 1.07 s 1.09 s 1.12 s 0.87 s 1.23 s 1.35 s 1.08 s 0.92 s 1.13 s

Raw Meas. (%) 2.13 0.39 14.16 0.49 0.79 0.12 8.18 0.17 1.11 0.22 12.43 0.31

Att. (%) 0.33 0.015 0.16 0.015 0.13 0.008 0.10 0.009 0.27 0.015 0.16 0.016

Total Observed (%) 2.46 0.40 11.24 0.50 0.93 0.13 7.69 0.17 1.38 0.23 10.28 0.31

for both raw and observed of ≤2.27% across all models, plus a substantial reduction in
memory usage from 85-87 MB for the in-memory dataset to only 4 MB for the memory-
mapped dataset. For proof of quantization, since no dataset is involved, the 4.7% raw
measurement overhead comes from measuring models.

As shown in Table 3.6, the observed overhead of proof of evaluation with MMLU is
dominated by the measurement overhead; the observed overheads are 0.93-2.46% for the in-
memory case and 7.69-11.24% for the memory-mapped case (Table 3.6). For BLEU score,
since dataset access is limited (WMT14(DE-EN) contains only 3003 records), the raw overhead
of performing MSH in the memory-mapped case is comparable to hashing the dataset in the
in-memory case, with both the raw and observed overheads remaining ≤ 0.5% across all
models. Unlike dataset operations, total observed overhead for model operations is often
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Table 3.7: Performance of proof of inference for one query-response and proof of session
inference for 50 query-responses.

Model Llama-3.1-8B Gemma-3-4B Phi-4-Mini

Proof of Inference Type Single Session Single Session Single Session

Total Time 43.31 s 256.19 s 40.55 s 489.69 s 29.94 s 249.37 s

Baseline 14.54 s 227.02 s 22.09 s 471.22 s 13.40 s 232.70 s

Mem Usage (GB) 0.001 0.001 0.001 0.001 0.001 0.001

Raw Meas. 27.17 s 28.25 s 16.27 s 17.47 s 14.59 s 15.66 s

Attestation 0.75 s 0.92 s 0.79 s 0.99 s 0.71 s 1.01 s

Raw Meas. Overhead (%) 64.34 11.03 43.28 3.57 52.16 6.28

Att. Overhead (%) 2.09 0.36 2.24 0.20 3.10 0.41

Total Observed Overhead (%) 66.43 11.39 45.52 3.77 55.26 6.69

higher than raw measurement overhead, likely due to pipeline stalls when transferring data
to GPU.

Inference Attestations. Table 3.7 presents the results for both proof of inference and
proof of session inference. Proof of inference follows the same pattern observed in dataset
attestations, where the overhead appears large (64.34% for Llama-3.1-8B, 43.28% for
Gemma-3-4B, and 52.16% for Phi-4-Mini) because the underlying computation is relatively
small. This represents an uncommon case in which a proof is generated for only one
prompt. On the other hand, proof of session inference simulates a more realistic user-model
interaction. In this setting, the measurement overhead is significantly smaller: 11.03% for
Llama-3.1-8B, 3.57% for Gemma-3-4B, and 6.28% for Phi-4-Mini.

Measurement overhead of memory-mapped operations. Table 3.8 compares
per-record computation time with the MSH construction time (i.e., input measurement)
for operations that use a memory-mapped dataset. Normalizing per record shows that
dataset-related operations are much more lightweight than model-related operations. In
contrast, input measurement time per record remains nearly constant (≈2.29–2.57 ms), as
it is independent of the operation type. Consequently, relative measurement overhead is
higher for operations with lower computational cost, despite the near-constant per-record
measurement time. Due to the low overhead for common operations (training, fine-tuning,
quantization, evaluation, session inference), PAL∗M satisfies R1.
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Table 3.8: Records per workers (R/W), compute time per record (C/R), and raw input
measurement time per record (I/R) for memory-mapped operations. I/R remains roughly
constant across operations, while C/R varies significantly, indicating that raw measurement
overhead is higher when C/R is low.

Operation Model R/W C/R (ms) I/R (ms) Raw Meas.
Overhead (%)

Training GPT2 572.2k 43.07 2.44 5.47

Fine-tuning Llama-3.1-8B 51.8k 311.1 2.36 0.84

Fine-tuning Gemma-3-4B 51.8k 376.3 2.38 0.58

Fine-tuning Phi-4-Mini 51.8k 196.9 2.36 1.20

Eval. (MMLU) Llama-3.1-8B 28.1k 40.5 2.29 14.15

Eval. (MMLU) Gemma-3-4B 28.1k 33.8 2.29 8.17

Eval. (MMLU) Phi-4-Mini 28.1k 27.4 2.29 12.43

Eval. (BLEU) Llama-3.1-8B 3.0k 2416 2.34 0.45

Eval. (BLEU) Gemma-3-4B 3.0k 4817.5 2.35 0.14

Eval. (BLEU) Phi-4-Mini 3.0k 2363.7 2.34 0.30

Attr. Dist. N/A 9.25M 3.75 2.54 68.06

Preprocessing N/A 92.5k 4.09 2.57 62.35

3.6.2 Security Analysis

PAL∗M aims to uphold integrity of its property attestation evidence in the presence of Adv,
as defined in Section 3.3, who controls the host machine, including the VMM and disk.
Based on this, the following security properties are desired:

[P1] integrity of the operation (the set of HI and HO correspond to the expected I,O,
according to the requested op).

[P2] integrity of environment and responses (hTD, op, HI , and HO in QUOTE correspond
to the expected TD image, I, op, and O, respectively);

[P3] authenticity of attestation responses (any QUOTE that passes verification was produced
through the expected QE, and TDREPORT was not forged); and

In order to violate these security properties, Adv attempts to (1) tamper with any op-
eration inputs; (2) tamper with, discard, or replay TDREPORT or QUOTE at any stage of
their construction or transmission; or (3) tamper with the configuration of PAL∗M TD.
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To verify that the property attestation protocol from Section 3.4.4 upholds [P1-3], we
use the Tamarin Prover symbolic verification tool [103] to model the protocol depicted in
Figure 3.4, to construct a set of security goals that subsume [P1-3], and to verify that the
security goals are upheld. Here, we describe the rationale for why they are upheld, with
complete details in Section 3.7.

Adv may tamper with operation inputs to violate any of these properties. For example,
Adv may manipulate op to change the requested function or misconfigure assets in I used
for the requested function. Both cases are detectable by Vrf, since PAL∗M does not measure
either until they are loaded into TD memory. Therefore, Vrf is assured that the inputs
reflected in the QUOTE were used in the process. In the case of a memory-mapped data
structure, Adv may manipulate data before it is read into the TD memory. For example,
they may aim to repeat, replace, or reorder data records during fine-tuning to poison or
bias the resulting model. These attempts can be detected by Vrf, since PAL∗M measures a
MSH of records and indices as they are sampled. We use Lemmas 1, 3, 6, 8, 9, 10, 11,
and 12 to verify the properties are upheld despite these attempts.

Adv may attempt to generate false outputs and corresponding measurements in an
attempt to create a faulty TDREPORT before it is passed to the QE. PAL∗M relies on the
standard TDX attestation guarantees discussed in Chapter 2 that (a) TDREPORT authentic-
ity is protected by MAC under a hardware-protected key inaccessible to software [5] and
(b) the QE verifies this MAC prior to the QUOTE generation. Consequently, Adv cannot
forge a valid TDREPORT without access to the device key, and QUOTE forgery is infeasible
because each QUOTE is signed using a provisioned attestation key whose private material
never leaves QE. PAL∗M only extends data into REPORTDATA of the TDREPORT. Since ma-
terial extended into REPORTDATA by PAL∗M is independent of keys, and PAL∗M does not
influence any other step the QUOTE generation pipeline, the integrity/authentication guar-
antees of Intel TDX attestation remain unchanged. Adv may attempt to replay responses
from the same op to Vrf, but this is detectable by Vrf due to PAL∗M incorporating Chal as
input in construction of TDREPORT (and subsequently QUOTE). We use Lemmas 1, 4, 5, 6,
and 8 to ensure that a verifiable QUOTE was produced after an integrity check on a MAC-ed
TDREPORT, and no secret keys are revealed through the protocol.

Since Adv has control over the VMM, they can assign which image is loaded into
the TD. Therefore, they could load an image containing a backdoor to assist with lying
about datasets/models that are used for a particular operation. However, the TD image is
measured by the TDX module before TD creation, and included in the QUOTE obtained by
Vrf. Therefore, these attempts are detectable by Vrf. Furthermore, Adv may attempt to
assign a GPU without a TEE to the TD. In this case, Vrf detects it due to PAL∗M including
GPU attestation evidence when the GPU is used in obtaining outputs. In this case, Vrf
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would observe GPUatt’s absence from the response. We use Lemmas 1 and 2 to show that
a QUOTE containing PAL∗M configuration (e.g., TD image and GPU) is not accepted by Vrf
unless the reporting TD was created with the same configuration. We do not explicitly
model the scenario of GPU reassignment in our formal verification: we assume the SPDM
key exchange between the GPU and TD occurs before TD launch, as it is impossible to
launch a GPU in Confidential Computing (CC)-mode without this [56, 127]. Given this,
we assume the GPU–TD pair is a single trust boundary in our model.

Finally, when inputs or outputs are deemed private, Adv may try to corrupt PAL∗M TD
to reveal them. However, through PAL∗M measurer script and construction of TDREPORT,
confidential inputs/outputs themselves are never extended into any TDREPORT or any down-
stream QUOTE that are visible by Adv. We use Lemmas 7 and 13 outlined in Section 3.7 to
verify that this is upheld.

Under the assumed threat model, Adv cannot tamper with operation inputs, forge or
replay attestation responses, or manipulate the TD configuration without detection by
Vrf. Furthermore, the property attestation protocol is formally verified to uphold [P1-
3] despite these attempts, as confirmed by the Tamarin model detailed in Section 3.7.
Therefore, PAL∗M satisfies R2.

3.6.3 Scalability & Versatility

Scalability. PAL∗M satisfies R3 as it can be applied to extremely large datasets and
models, distributed computing by Prv, and enables verification by multiple verifiers.

PAL∗M’s use of MSH allows it to scale to extremely large datasets, beyond what can fit
into memory, without sacrificing out-of-order access. We assume model weights can fit into
the GPU’s RAM (e.g., 96 GB for our prototype); when they do not, standard optimizations
(e.g., quantization) reduce memory impact while maintaining performance. While some
ML frameworks support memory-mapped model weights [54, 43], accessing them through
GPU↔CVM↔disk adds significant overhead. Recent work shows quantization can elimi-
nate the need for weight offloading [157]. When quantization is insufficient or undesirable,
MSH can also apply to memory-mapped model weights, and not just datasets.

PAL∗M can extend to distributed training [172], where each node returns proof(s) for
its dataset subset. Due to MSH ’s incremental design, it enables aggregation of component
hashes into that of the full dataset. However, verification complexity, node-level corruption,
and Byzantine resilience require further study, leaving proofs of distributed training as an
intriguing direction for future work.
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PAL∗M uses digital signatures to create each QUOTE containing the property attestation.
Therefore, any number of verifiers with access to the attesting device’s public key can
perform verification.

Versatility. PAL∗M satisfies R4 as it can apply to any CVM and GPU with TEE, and
it can be adapted to any type of model architecture or dataset. Although PAL∗M prototype
uses Intel TDX as a CVM and NVIDIA H100 for TEE-enabled GPU, PAL∗M’s attestations
can be generated by Prv running on any CVM-GPU configuration, given both have TEEs
with built-in attestation functionality (e.g., AMD SEV-SNP [7] and NVIDIA Blackwell
GPU [122]). Furthermore, PAL∗M can be adapted to any type of model architecture or
dataset, beyond those used in our experiments, as measurements are specified in software
running inside a CVM that invokes a GPU with a TEE. Property attestations can also be
easily added by extending PAL∗M with additional measurer scripts corresponding to the
new property, with no changes required by Inr or Vrf.

3.7 Formal Modeling with Tamarin

To prove the security properties of PAL∗M, we model its property attestation protocol
(from Figure 3.4) in the Tamarin Prover [103]. In our setting, QE, the TDX module, and
PAL∗M TDX are trusted. Communication between the TDX module, PAL∗M TDX, and
GPU occurs over secure channels. This manifests as custom precondition/postcondition
facts. Channels that traverse the VMM, disk, or the network are considered untrusted. For
example, QE to TDX Module communication passes through the VMM, dataset inputs
are read from disk during mem-mapped operation, and each QUOTE is transmitted over the
network prior to verification. These interactions are modeled using In and Out facts.

3.7.1 Security Goals

We formalize properties [P1-3] from Section 3.6.2 as the following goals that are provable
in our formal model:

[G1] Confidentiality of Secrets: PAL∗M measurements and outputs should not reveal
secrets used to generate a QUOTE;

[G2] TD Measurement Integrity: a QUOTE is only valid if produced from a valid TD
image that was indeed installed;

[G3] Quote Authenticity: any accepted QUOTE is signed by QE using its private key;
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[G4] Quote Integrity: any accepted QUOTE was produced after performing a MAC in-
tegrity check on a TDREPORT;

[G5] Output Integrity: any accepted QUOTE uses O that was produced via op execution
over specified inputs I; and

[G6] Input Measurement Integrity: any accepted QUOTE was produced using I that
was loaded into TD-protected memory.

Properties from Goals:

[P1]← [G1] ∧ [G5] ∧ [G6]

[P2]← [G1] ∧ [G2] ∧ [G5] ∧ [G6]

[P3]← [G1] ∧ [G3] ∧ [G4]

[P1] concerns operation integrity. It is established by [G1], [G5], and [G6]. [G1]
ensures MAC/signature keys are not leaked by the protocol. [G5] and [G6] ensure that
output/input measurements correspond to the operation.

[P2] concerns integrity of the environment and responses. It is established by [G1],
[G2], [G5], and [G6]. [G2], [G5], and [G6] ensure response integrity, as it includes hTD,
HO, and HI .

[P3] concerns response authenticity. It is established by [G1], [G3], and [G4]. [G1]
again ensures key secrecy, while [G3] and [G4] ensure any verifiable QUOTE was signed by
the expected QE and MAC-ed by the expected TDX machine, respectively.

We use a Tamarin model to evaluate [G1-6] under four protocol scenarios, varying by
dataset memory model and privacy of operation outputs:

• in-memory datasets to produce public inputs/outputs (Case 1);
• in-memory datasets to produce private inputs/outputs (Case 2);
• memory-mapped datasets to produce public inputs/outputs (Case 3);
• memory-mapped datasets to produce private inputs/outputs (Case 4).

3.7.2 Case 1: In-Memory Public Inputs/Outputs

// Case 1: In-memory and public inputs/outputs

Rule 1: TD Initialization

rule Init_TDX_TD:

[ Fr(∼k), Fr(∼qsk), In(tdImage) ]

--[ InitTD(tdImage), SecretKey(∼k), SecretKey(∼qsk), InitialInstall(tdImage) ]->
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[ !Key(∼k), !QESignKey(∼qsk), !QEVerKey(pk(∼qsk)), Out(pk(∼qsk)), !TDIsRunning(

tdImage) ]

Rule 2: Get Inputs

rule Get_Operation_Inputs:

[ In(op), In(I), In(chal), !TDIsRunning(hTD)]

--[ InputMessage(op, I, chal) ]->

[ OperationInputs(op, I, chal, hTD)]

Rule 3: Operation Execution (In-memory)

rule Execute_Operation:

[ OperationInputs(op, I, chal, hTD) ]

--[ RunOperation(op, I, chal, runOp(op, I)) ]->

[ CompleteOperation(op, I, chal, runOp(op, I), hTD) ]

Rule 4: TD Report Generation

rule TD_Produce_Report:

let

O = runOp(op, I)

mac = h(<h(I), h(op), h(chal), h(O), hTD, k>)

in

[ !Key(k), CompleteOperation(op, I, chal, runOp(op, I), hTD) ]

--[ TDProducesReport(op, I, chal, runOp(op, I), hTD, k) ]->

[ Out(<O, h(I), h(op), h(chal), h(O), hTD, mac>), ReportReady(op, I, chal, runOp(op

, I), hTD, k) ]

Rule 5: Quote Generation

rule QE_Produce_Quote:

let

mac = h(<hI, hOp, hChal, hO, hTD, k>)

sig = sign(<hI, hOp, hChal, hO, hTD>, qsk)

O = runOp(op, I)

in

[ !QESignKey(qsk), In(<O, hI, hOp, hChal, hO, hTD, mac>), ReportReady(op, I, chal,

O, hTD, k) ]

--[ MacCheck(hI, hOp, hChal, hO, hTD, mac, k),

QEQuotes(hI, hOp, hChal, hO, hTD, pk(qsk)) ]->

[ Out(<O, sig>), SignatureReady(op, I, chal, O, hTD, sig) ]

Rule 6: Verification

rule Vrf_Verifies:

[ !QEVerKey(pkQ),

SignatureReady(op, I, chal, O, hTD, sig),

In(<O, sig>)

]
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--[ VrfAccepts(op, I, chal, O, hTD, verify(sig, <h(I), h(op), h(chal), h(O), hTD>,

pkQ), pkQ) ]->

[]

We divide the protocol for Case 1 into three parts: (i) TD initialization, (ii) operation
execution, and (iii) TDREPORT generation, QUOTE signing, and verification.

TD Initialization. We model steps (1)—(2) of the TD initialization phase from
Figure 3.4 using Rule 1. This rule models TD creation (with GPU assigned and GPUatt

obtained), provisioning cryptographic keys, and the initial state measurement.

This rule takes two fresh secret values, an internal MAC key (∼k) and a QE signing key
(∼qsk), and a TD image as inputs, producing persistent facts for the resulting TD state:
the MAC key, the QE signing/verification key pair, and a running TD loaded with that
image. The QE public key is output via the untrusted channel to Adv, while private keys
are logged via SecretKey action facts. The InitTD and InitialInstall action facts capture
the CPU measurement and extension of the TDX’s initial software state.

Operation Execution. We model steps (1)–(5) after TDX initialization from Fig-
ure 3.4 with two rules: (i) fetch operation inputs (e.g., op, Chal, and I) in Rule 2 and (ii)
operation execution (Rule 3).

Rule 2 consumes an op, I, and Chal from the network alongside a running TDX fact,
binding them together into an OperationInputs fact that scopes execution to a live TDX.
Rule 3 consumes these inputs and applies the abstract function runOp(op, I) which com-
putes the operation output. Then, we log the execution via the RunOperation action fact
and forward all relevant values as a CompleteOperation fact for the next steps.

TDREPORT/QUOTE Generation and Verification. This part models steps (6)–(11)
of Figure 3.4. Rule 4 models TDREPORT generation. Then, Rule 5 models transferring
TDREPORT to QE for signing via (untrusted) VMM. Lastly, the Rule 6 models making
signed QUOTE available to Vrf for verification.

In Rule 4, TDX computes a MAC over the hashes of I, op, Chal, O, hTD, using its
MAC key k. These hashes, O and the MAC are passed via Out(), reflecting transmission
via the VMM to QE. A ReportReady fact is also produced to maintain the internal binding
between the operation’s values and the TDX’s secret key.

For QUOTE generation (Rule 5), QE receives TDREPORT via In() and recomputes the
MAC to verify it before signing. Upon successful verification, QE signs the hashes of the
I, op, Chal, O, and hTD using qsk, and send Out() the signed QUOTE and O.

Lastly, for Rule 6, Vrf consumes QUOTE from the network alongside the known QE public
key, checking the signature against the expected hash values. The VrfAccepts action fact
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records the outcome, binding Vrf’s acceptance to the specific I, op, Chal, O, hTD, and
public key.

3.7.3 Security Proofs for Case 1

// Case 1: In-memory and public inputs/outputs

Lemma 1: Key Secrecy

lemma key_secrecy [reuse]:

"All k #i. SecretKey(k) @ #i ==> not (Ex #j. K(k) @ #j)"

Lemma 2: TD Measurement Integrity

lemma td_measurement_integrity:

"All op I chal O tdImage vk #n.

VrfAccepts(op, I, chal, O, tdImage, true, vk) @ #n

==> Ex #i. InitialInstall(tdImage) @ #i & #i < #n"

Lemma 3: Output came from Operation and Input

lemma O_came_from_op_and_I:

"All op I chal O hTD pkQ #i.

VrfAccepts(op, I, chal, O, hTD, true, pkQ) @ #i

==> O = runOp(op, I)"

Lemma 4: Quote Authenticity

lemma quote_authenticity [reuse]:

"All op I chal O hTD vk #n.

VrfAccepts(op, I, chal, O, hTD, true, vk) @ #n

==> Ex #m. QEQuotes(h(I), h(op), h(chal), h(O), hTD, vk) @ #m & #m < #n"

Lemma 5: Quote Only If MAC is correct

lemma quote_only_if_mac:

"All hI hOp hChal hO hTD mac k #i.

MacCheck(hI, hOp, hChal, hO, hTD, mac, k) @ #i

==> mac = h(<hI, hOp, hChal, hO, hTD, k>)"

Lemma 6: Input Measurement Ingetrity

lemma input_measurement_integrity:

"All op I chal O hTD vk #n.

VrfAccepts(op, I, chal, O, hTD, true, vk) @ #n

==> Ex #j. InputMessage(op, I, chal) @ #j & #j < #n"

Lemmas 1– 6 are used to prove the protocol model detailed in Appendix 3.7.2 uphold
security goals [G1-6] from Section 3.7.1:
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[G1] Confidentiality of Secrets: Lemma 1 ensures that any key marked as secret at
initialization is never derivable by Adv;

[G2] TDX Measurement Integrity: Lemma 2 ensures that the Vrf only accepts an
attestation if the TDX image referenced in the attestation was legitimately installed
prior to verification, binding accepted attestations to a known, measured software
state. Notably, the integrity guarantee is scoped to the TDX image measurement.
Whether the expected TDX image was used requires consulting reference values, as
described in Section 3.4.5. Note that due to SPDM occurring to establish a secure
channel with GPU at the time of TDX creation [127, 56], these takeaways extend to
the TDX+GPU environment;

[G3] Quote Authenticity: Lemma 4 ensures that Vrf only accepts a QUOTE originating
from Prv’s QE, ruling out any scenario where a valid attestation is produced without
QE’s involvement;

[G4] Quote Integrity: Lemma 5 ensures that QE invokes quote generation only when
the received MAC is well-formed, binding quote generation to a MAC computed
correctly over the expected hash values and the TDX’s secret key, and guaranteeing
that TDREPORT has not been tampered. Together, these two lemmas establish an
unbroken chain of trust from the TDX’s internal state through QE to Vrf;

[G5] Output Integrity: Lemma 3 ensures that whenever Vrf accepts an attestation, the
reported output O is exactly the result of applying the operation op to input I via
runOp(op, I) in the TDX. This rules out any scenario in which verification passes
with a fabricated or mismatched result produced outside of the TDX;

[G6] Input Measurement Integrity: Lemma 6 ensures that for every VrfAccepts event,
there must exist an InputMessage event carrying the same op, I, and chal. Since
InputMessage is only emitted by Get Operation Inputs, which runs inside the TDX,
and the subsequent Execute Operation and TD Produce Report rules consume and
propagate those exact values through internal linear facts before any output is pro-
duced, the accepted quote is guaranteed to have been computed over inputs that
were loaded into TDX-protected memory.

3.7.4 Case 2: In-memory Private Inputs/Outputs

Here we describe the changes to the rules/lemmas for Case 1: 3.7.2–3.7.3 to enable Case 2
that accounts for private inputs/outputs.

// Case 2: In-memory and private inputs/outputs

Rule 7: Operation Execution (memory-mapped)

rule Execute_Operation:
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let O = runOp(op, I) in

[ OperationInputs(op, I, chal, hTD)]

--[ RunOperation(op, I, chal, O), SecretIO(O), SecretIO(I) ]

[ CompleteOperation(op, I, chal, O, hTD) ]

Rule 8: TD Report Generation

rule TD_Produce_Report:

let

O = runOp(op, I)

mac = h(<h(I), h(op), h(chal), h(O), hTD, k>)

in

[!Key(k), CompleteOperation(op, I, chal, runOp(op, I), hTD)]

--[TDProducesReport(op, I, chal, runOp(op, I), hTD, k)]->

[Out(<h(I), h(op), h(chal), h(O), hTD, mac>),

ReportReady(op, I, chal, runOp(op, I), hTD, k)]

Rule 9: Quote Generation

rule QE_Produce_Quote:

let

mac = h(<hI, hOp, hChal, hO, hTD, k>)

hashes = <hI, hOp, hChal, hO, hTD>

sig = sign(hashes, qsk)

in

[ !QESignKey(qsk), In(<hI, hOp, hChal, hO, hTD, mac>), ReportReady(op, I, chal, O,

hTD, k)

]

--[ MacCheck(hI, hOp, hChal, hO, hTD, mac, k), QEQuotes(hI, hOp, hChal, hO, hTD, pk(

qsk)) ]->

[Out(<hashes, sig>), SignatureReady(op, I, chal, O, hTD, sig)]

Rule 10: Verification

rule Vrf_Verifies:

let

hashes = <hI, hOp, hChal, hO, hTD>

in

[ !QEVerKey(pkQ),

SignatureReady(op, I, chal, O, hTD, sig),

In(<hashes, sig>) ]

--[ VrfAccepts(op, I, chal, O, hTD, verify(sig, <h(I), h(op), h(chal), h(O), hTD>,

pkQ), pkQ) ]->

[]

Modifications to Rules. The key change from public to private input/output is
how I and O are exposed. In Case 1, TD Produce Report outputs both directly to the
network. In Case 2, it outputs only their hashes, keeping their original values hidden.
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Execute Operation also adds SecretIO action fact to mark I and O for privacy tracking.

Modifications to Lemmas. Goals [G2-6] in Case 2 are upheld using the same
lemmas from Case 1, with one additional lemma added to ensure that [G1] still holds.
Lemma 7 ensures that I and O remains secret. It states that any value marked SecretIO
is never learned by Adv, which makes it satisfy [G1]. We note that this privacy guarantee
is with respect to network Adv only, not a malicious Prv, since Prv can directly observe
disk contents on the machine it controls. We do not consider disk encryption in this model.

// Case 2: In-memory and private inputs/outputs

Lemma 7: Private Input/Output

lemma private_IO [reuse]:

"All X #i. SecretIO(X) @ #i ==> not (Ex #j. K(X) @ #j)"

3.7.5 Case 3: Memory-mapped Public Inputs/Outputs

Here we describe only the changes to Case 1 protocol from Sections 3.7.2–3.7.3 to enable
Case 3 protocol by accounting for memory-mapped datasets with public inputs/outputs.
The changes to the model are highlighted in yellow in Rules 11–14 and Lemmas 8–12.

Modifications to Rules. From Case 1, the rules for TDX Initialization (Rule 1)
and Get Inputs (Rule 2) are also in the model for Case 3. However, Case 3 requires the
remaining rules to change, plus the addition of three new rules.

Many changes to the operation execution are to model an incremental operation that
has several steps: first, starting the execution, making a request to disk, modeling the
disk itself, and finalizing that step (and the multiset). Rule 11 shows the first part of this
process, in which a session ID is specified ∼sid) along with an action fact SessionStarted
to log this event. The postcondition of this rule is a fact that specifies the initial state.
Notably, the State fact contains a field for output, and in this initial state, it is equal to
performing the runOp() on an empty dataset.

Rule 12 specifics the first step for execution with a memory-mapped dataset. A record
of the dataset is requested from the disk by specifying the index. This rule results in
sending Out a get request from disk for the particular index, along with a fact to signify
a pending lookup (PendingLookup).

Rule 13 specifies a simple rule to simulate fetching an item from the disk. The get
request is received from In, and a batch that was fetched from the index is returned
through Out. Both messages from this rule pass through an untrusted channel to simulate
Adv control over the disk.
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// Case 3: Mem-mapped and public input/outputs

Rule 11: Execute Operation (mem-mapped)

rule Execute_Operation:

[ OperationInputs(op, chal, hTD), Fr(∼sid) ]

--[ SessionStarted(∼sid, op, chal, hTD) ]->

[ State(∼sid, op, chal, hTD, runOp(op, ’empty’), ’empty’, ’none’, %1)} ]

Rule 12: Execution step (lookup from disk)

rule Execution lock and lookup:

[ State(sid, op, chal, hTD, pretrained, block_data_multiset, block_indices, %index) ]

-->

[ Out(<’get’, sid, %index>), PendingLookup(sid, op, chal, hTD, pretrained,

block_data_multiset, block_indices, %index) ]

Rule 13: Return item from disk

rule DatasetStorage:

[ In(<’get’, sid, index>) ]

-->

[ Out(<’batch’, sid, datasets(index)> ) ]

Rule 14: Execution step (use disk item)

rule Execution unlock and continue:

let

model = runOp(op, batch)

new_block_data_multiset = block_data_multiset ++ <%index, batch>

new_block_indices = h(<batch, block_indices>)

in

[ In(<’batch’, sid, batch>), PendingLookup(sid, op, chal, hTD, pretrained,

block_data_multiset, block_indices, %index) ]

--[ Trained(sid, op, chal, hTD, model, new_block_data_multiset, new_block_indices)

]->

[ State(sid, op, chal, hTD, model, new_block_data_multiset, new_block_indices, %index

%+ %1) ]

Rule 14 specifies the continuation of the execution that uses the fetched batch from the
requested index, and the accumulation of the multiset that is used to construct the MSH.
The multiset construction is shown by accumulating < %index, batch > into the multiset
and hashing it. This also creates a postcondition containing fact State, resulting in the
possibility of re-evaluation of Rule 12 (e.g., to use more data records and grow the multiset
further) or to continue to report generation.

// Case 3: Mem-mapped and public inputs/outputs

Lemma 8: Input Measurement Integrity

lemma input_measurement_integrity:
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"All op I hI chal O hTD vk #n.

VrfAccepts(op, I, hI, chal, O, hTD, true, vk) @ #n

& not( I = ’empty’)

==> Ex indices sid #j.

Trained(sid, op, chal, hTD, O, I, indices) @ #j"

Lemma 9: Equal sampling sequences implies equal multiset

lemma Seq_Multiset_Match [use_induction,reuse]: all-traces

"All sid1 sid2 m1 m2 mset1 mset2 hi op1 op2 chal1 chal2 hTD1 hTD2 #i #j.

Trained(sid1, op1, chal1, hTD1, m1, mset1, hi) @ i

& Trained(sid2, op2, chal2, hTD2, m2, mset2, hi) @ j

==> mset1 = mset2"

Lemma 10: Equal multiset implies equal input sample sequence

restriction MS_Seq_Match:

"All sid1 sid2 op1 op2 chal1 chal2 hTD1 hTD2 m1 m2 mset hi1 hi2 #i #j.

Trained(sid1, op1, chal1, hTD1, m1, mset, hi1) @ i

& Trained(sid2, op2, chal2, hTD2, m2, mset, hi2) @ j

==> hi1 = hi2"

Lemma 11: Equal input sample sequence implies equal output

lemma Seq_O_Match [use_induction,reuse]: all-traces

"All sid1 sid2 op chal1 chal2 hTD1 hTD2 m1 m2 mset1 mset2 hi #i #j.

Trained(sid1, op, chal1, hTD1, m1, mset1, hi) @ i

& Trained(sid2, op, chal2, hTD2, m2, mset2, hi) @ j

==> m1 = m2"

Lemma 12: Equal multiset implies equal output

lemma MS_O_match [reuse]: all-traces

"All sid1 sid2 op chal1 chal2 hTD1 hTD2 m1 m2 mset hi1 hi2 #i #j.

Trained(sid1, op, chal1, hTD1, m1, mset, hi1) @ i

& Trained(sid2, op, chal2, hTD2, m2, mset, hi2) @ j

==> m1 = m2"

The rules that specify TDREPORT Generation, Quote Generation, and Verification are
largely the unmodified Rule 4, 5, and 6, respectively. A very minor change is that the MSH
measurement is included along with all other hashes in each fact and action fact.

Modifications to Lemmas. One lemma from Case 1 is modified, and three more are
introduced to account for the multiset construction. [G1-4] use Lemmas 1, 2, 4, and 5,
respectively, as discussed in Section 3.7.3. [G5-6] are upheld by the the following lemmas:

[G1] Output Integrity: uses Lemma 3, discussed in Section 3.7.3 along with new Lem-
mas 11 and 12. Lemma 11 provides that two training operations that produce equiv-
alent multiset hash (denoted hI ) result in the same output (e.g., m1 and m2 ).
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Similarly, Lemma 12 establishes that two training operations that use the same
input multiset (mset) results in the same output;

[G2] Input Integrity: uses Lemmas 8, 9, and 10. Lemma 8 is a modified version of
Lemma 6 that checks for the Trained event rather than InputMessage. In addition,
since the dataset is measured incrementally, the integrity check does not apply when
the input is empty. Given these two modifications, this lemma provides that a QUOTE
passing verification implies that the input dataset is not empty and that it was indeed
used for training. Lemma 9 provides that given two training operations have occurred
with equal sampling sequences, the two inputs must be equal. Finally, Lemma 10
specifies that two training operations with the same recorded multiset must have used
the same sampling sequences. This lemma uses the keyword restriction, meaning that
it must be proven by hand. The proof for this is shown in Section 3.7.8.

3.7.6 Case 4: Memory-mapped Private Inputs/Outputs

Here we describe the changes to the Case 3 model from Section 3.7.5 to account for Case
4 with private inputs and outputs, and memory-mapped datasets.

Modifications to Rules. Only one rule requires modification, and that is Rule 15
for TDREPORT Generation. Here, I is logged with SecretInput and O is logged with Se-
cretOutput, along with op and I that were used to produce O. Additionally, the hash of
the multiset (hI ) is included in the set of output hash values sent via Out.

Modifications to Lemmas. Goals [G2-6] are upheld using the same lemmas as
Case 3 protocol, described in Section 3.7.5. Goal [G1] is supported by the verification
of Lemma 1 for key secrecy, as discussed in Section 3.7.3, and it is also supported by the
verification of Lemma 13 and 14. Lemma 13 specifies that O cannot be learned given any
operation and non-empty input dataset, and Lemma 14 follows a similar structure to Case
3 to check for discovery of I by Adv.
// Case 4: Mem-mapped and private inputs/outputs

Rule 15: TD Report Generation (mem-mapped)

rule TD_Produce_Report:

let

O = runOp(op, I)

mac = h(<h(hI), h(op), h(chal), h(O), hTD, k>)

in

[ !Key(k), State(sid, op, chal, hTD, O, I, hI, index) ]

--[ TDProducesReport(op, I, hI, chal, O, hTD, k),

SecretOutput(O, op, I), SecretInput(I)

]->
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[ Out(<hI, h(op), h(chal), h(O), hTD, mac>),

ReportReady(op, I, hI, chal, O, hTD, k) ]

// Case 4: Mem-mapped and private inputs/outputs

Lemma 13: Private Output

lemma private_O:

"All O I op #i. SecretOutput(O, op, I) @ #i

==> not ( Ex #j. not (

O = train(op, ’empty’)

) & K(O) @ #j )"

Lemma 14: Private Input

lemma private_I:

"All I #i. SecretInput(I) @ #i

==> not (Ex #j. not(I = ’empty’) & K(I) @ #j)"

3.7.7 Verification Results

Each protocol case has the lemmas outlined in Sections 3.7.3–3.7.6, along with several
“helper lemmas” that test functionality of the protocol. Table 3.9 shows performance
statistics when using Tamarin to analyze the four protocol cases and prove all lemmas
(functional and security). Case 2 is the most simplistic for two reasons. First, it uses a
simpler model of the in-memory dataset. Second, it has fewer symbols that are controllable
by Adv, resulting in less exploration by Tamarin. Both Case 3 and Case 4 require verifying
the lemma that takes the most steps for verification: Lemma 9, which requires 42 steps.
The higher memory usage and run-time of Case 1 are due to a functional helper lemma
that forces the prover to evaluate each rule. In this case, it must simultaneously solve for
execution semantics of the custom function that is used to produce O plus the abstraction
hO. In Case 2, execution semantics do not require as in-depth an exploration since Adv
only learns hO.

3.7.8 Multiset hashing security reduction

PAL∗M’s ability to access datasets out-of-order that cannot fit all at once into the TEE’s
memory depends on its use of an incremental multiset hash MSH satisfying the homomor-
phism

MSH(M1 ∪M2) = MSH(M1) · MSH(M2).
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Table 3.9: Statistics for lemma verification: Max Steps denotes the highest steps for any
lemma; Total Steps is the sum of steps across all lemmas; Peak Mem. is the maximum
RAM usage; Time is the total verification run-time.

Protocol Max Steps Total Steps Peak Mem. (MiB) Time (s)

Case 1 20 38 26799 89.2
Case 2 16 38 246 2.33
Case 3 42 98 2268 65.7
Case 4 42 115 270 5.10

GBA
MSH-Collision

M1,M2
$←− BA(n)

if MSH(M1) = MSH(M2) ∧M1 ̸= M2

return 1
else
return 0

endif

Figure 3.5: MSH collision game.

Specifically, given an ordered dataset D = (d1, d2, . . . , dn) of n records, we require that
the TEE, after receiving records p1, . . . , pn, can be assured that the values d′1, . . . , d

′
n that

it receives are the same values d′i = dpi in the original dataset, so long as

MSH ({(1, d1), . . . , (n, dn)}) = MSH ({(p1, d′1), . . . , (pn, d′n)}) .

The left-hand side can be easily precomputed whenever p is a permutation; for convenience,
we denote this hash MSH(D).

The adversary’s goal is defined in the following game in which the adversaryA attempts
to provide the TEE with records not matchingD, shown in Figure 3.6. Our goal is to reduce
this to the MSH collision game GB

MSH-Collision, shown in Figure 3.5.

Theorem 1 (Incremental hashing of streamed data.). For any adversary A and dataset
D = (d1, d2, . . . , dn), there exists BA such that:

Pr (GD,A
Streamed-Incorrect-Data) ≤ Pr (GBA

MSH-Collision)
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GD,A
Streamed-Incorrect-Data

H ← MSH ({})
for i = 1 . . . n
(pi, d

′
i)

$←− A()
H ← H · MSH({(pi, d′i)})

endfor
if H = MSH(D) ∧ ∃i : d′i ̸= dpi
return 1

else
return 0

endif

⇓ Reformulated using MSH homomorphism

GD,A
Streamed-Incorrect-Data′

M1,M2
$←− BA(n) :
for i = 1 . . . n
pi, d

′
i

$←− A()
endfor
return {(1, d1), . . . , (n, dn)}, {(p1, d′1), . . . , (pn, d′n)}

if MSH(M1) = MSH(M2) ∧ ∃i : d′i ̸= dpi
return 1

else
return 0

endif

⇓ BA also wins

GBA
MSH-Collision

M1,M2
$←− BA(n)

if MSH(M1) = MSH(M2) ∧M1 ̸= M2

return 1
else
return 0

endif

Figure 3.6: Game hops to prove Theorem D.1.
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Proof. We observe that GD,A
Streamed-Incorrect-Data can be restructured in terms of a new adver-

sary BA, shown in Figure 3.6. This game is very similar to GBA
MSH-Collision, except that the

requirement M1 ̸= M2 is replaced by ∃i : d′i ̸= dpi . That is, there exists some i such that
there exist distinct elements (pi, dpi) ∈M1 and (pi, d

′
i) ∈M2. Since M1 is defined as

M1 = {(1, d1), . . . , (n, dn)},

it contains exactly one element having any particular index i ∈ {1, . . . , n}, and none with
indices outside this range. Since (pi, d

′
i) ̸= (pi, dpi), M1 and M2 therefore differ at the

element with this index, and so BA also wins GBA
MSH-Collision.

3.8 Discussion

Other Generative Models. Since PAL∗M is built on PyTorch and Hugging Face, it
applies to any hosted model with accessible weights, including other generative models
not evaluated in this work (e.g., diffusion models [61]). For diffusion models, only the
measured input and output changes (e.g., images instead of text). Properties may differ
and can be added due to PAL∗M versatility, however the approach for attestation would
remain unchanged.

Other Data Integrity Techniques. PAL∗M uses MSH to incrementally hash dataset
records into a single value, independent of the access order, but requires all record are read
exactly once. Thus, it applies only to full-dataset operations (common in LLM workloads).
If partial access within a dataset is required, a Merkle tree can be used at an O(log n) cost
per lookup. A proof of binding can link MSH to a Merkle root, enabling selection based on
system requirements.

Selecting Chal . Section 3.4.4 outlines a property attestation protocol that is initiated
by Inr’s request containing Chal . In conventional remote attestation settings, Chal is a
nonce or counter used to prevent replay attacks and ensure response freshness. Given
ML property attestation in this work is non-interactive with Vrf, selection of Chal should
be derived from a timestamp rather than a traditional cryptographic nonce or counter.
However, for proof of inference, a nonce remains valuable to prevent Prv from cherry-
picking favorable executions. In this case, Vrf can publish nonce values with expiration
times for use challenges. To further mitigate cherry-picking, Vrf may request only proof of
session inference, allowing observability of response history.

Elliptic Curve-based MSH. The MSH overhead observed in Section 3.6.1 stems from the
hardness of the discrete logarithm problem, which requires operating over a large prime (in
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our case, a 2048-bit prime). Prior work has explored elliptic curve-based constructions [19,
98]. Maitin-Shepard, Tibouchi, and Aranha proposed ECMH [98], a Mset-Mu-Hash scheme
based on binary elliptic curves and characteristic-2 variant of the Shallue-van de Woestijne
encoding [24] for deterministic hashing to curve points. A simpler alternative is the try-
and-increment method [15], which repeatedly attempts to map a value onto a valid elliptic
curve point until successful.

We test proof of attribute distribution using an elliptic-curve-based MSH with try-and-
increment over the NIST P-256 curve, and we observe a reduction in raw measurement
overhead by 47.41%. This further supports the analysis from Section 3.6.1 that the dom-
inant source of overhead is the MSH construction itself. Because try-and-increment has
input-dependent timing [45], it is suitable only for public datasets. For private datasets,
deterministic constructions, such as ECMH [98], should be used.
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Chapter 4

EVOLVE: Enabling Verifiable Output
Lineage for Virtualized ML Workload
Execution

4.1 Introduction

This chapter introduces EVOLVE, a PoX mechanism for CVMs that enables run-time prop-
erty attestation for ML operations. EVOLVE consists of two main components: an instru-
mentor and a run-time monitor. LLVM-based instrumentation is used to enforce policies
at the intermediate representation level, ensuring all write and indirect call operations
from the payload are routed through the monitor. The monitor mediates these policies at
run-time, maintaining an execution flag (EXEC) that records whether the execution pro-
ceeded without violation. At the end of execution, EVOLVE produces a hardware-attested
TDX quote binding the inputs, output, and execution integrity flag as verifiable proof. We
prototype and evaluate EVOLVE using Intel TDX.

In summary, we claim the following contributions: we

1. design an instrumentation module (Section 4.4.2) and run-time monitor (Section 4.4.3)
for CVMs that enables intra-CVM access control by mediating all memory write and
indirect call requests from the instrumented payload, enforcing write integrity, output
authorization, caller authentication, and tracking whether execution was violation-
free;

2. a PoX protocol based on EVOLVE that demonstrates to a remote verifier the trustwor-
thiness of reported outputs with respect to the requested operation (Section 4.4.4);
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3. implement EVOLVE on Intel TDX as an extension of virtual firmware TD-Shim [36],
with a range of model-routing container applications using classifier models; we also
evaluate EVOLVE by measuring run-time overhead and fixed instrumentation cost,
showing the approach is practical for real-world payloads (Section 4.5).

4.2 Background

4.2.1 Run-time attacks in ML software

Run-time attacks exploit vulnerabilities during program execution to corrupt/leak critical
data or cause unintended (malicious) execution behavior [46, 152, 97, 149, 27]. They
typically involve an adversary exploiting a memory vulnerability (e.g., buffer overflow,
use-after-free), to corrupt control or data pointers towards their goal. Examples include
remote code execution, in the form of control flow hijacking [97, 152] and code-reuse attacks
(e.g., return/jump-oriented programming [144, 13]) or data-oriented attacks (direct data
manipulation or data-oriented programming [27]).

ML software libraries containing memory vulnerabilities are equally vulnerable to such
run-time attacks. This fact is demonstrated by recently disclosed vulnerabilities [115, 114,
113, 112, 111, 117, 116] in popular ML software libraries (e.g., PyTorch [137], Tensor-
Flow [166], Paddle [131]) (including the recent vulnerability from PyTorch [117]), with
potential to replace models at run-time [115], inject code [114, 113, 111], or hijack execu-
tion [112, 117, 116].

The nature of ML software and its ecosystem introduces additional vulnerabilities for
run-time attacks. For example, today’s ML software frameworks (e.g., PyTorch [137],
Scikit-learn [134], Tensorflow [166], Keras [87]) use model file formats that are vulnerable
to code injection [179]. For example, pickle is a common Python serialization format
containing bytecode that can be exploited to modify a model in-place at run-time [33, 105].
As shown by Zhao et al. [179], this risk is prevalent for many model file formats used by
popular frameworks. Furthermore, supply-chain attacks like AI Jacking [119], in which an
attacker registers backdoored model/dataset files with names of reputable organizations,
have the potential to lead to malicious behavior at run-time.

Model routing is a deployment technique in which an incoming request is dynamically
directed to one of several available models, commonly used to balance cost and response
quality by sending simpler queries to smaller, cheaper models and more complex queries
to larger, more capable ones [25, 39, 128, 123, 125].
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Because the routing decision occurs after deployment, it constitutes a run-time attack
surface distinct from the models themselves. Recent work shows that routing decisions can
be adversarially manipulated without modifying the underlying models, including biasing
routing toward an unintended model [153], inference-time and training-time router back-
doors [93], and cost escalation attacks [162]. An adversary can thus cause a request to
be processed by an unintended model while the routing infrastructure and models remain
unmodified, which would be undetectable to static, load-time measurement.

4.2.2 Proofs of Execution

PoX architectures [22, 120, 110, 140, 102] extend classic remote attestation techniques to
attest to characteristics about the execution of an attested software. Specifically, PoX
enables Prv to demonstrate to Vrf that:

1. Prv has a specified function installed;
2. Prv has executed the specified function at the time of the challenge/request;
3. any outputs reported by Prv were only modified by the most recent execution of that

function.

A typical PoX protocol is shown in Figure 4.1 (abstracted from prior work [120]). First,
Vrf requests PoX for expected application software (App) by sending a challenge (Chal),
typically taking the form of a cryptographic nonce. Upon receiving this request, a RoT
in Prv will take authenticated state measurement over: memory region (MEM) housing
App, outputs (O) produced from App execution, metadata reflecting the execution status
(EXEC), and Chal . This measurement produces an authentication token (H), typically
taking the form of a MAC or digital signature. Upon a response from Vrf containing O,
EXEC, and H, Vrf will inspect it to determine whether the execution and reported outputs
are trustworthy.

To reflect the integrity of the execution, PoX requires a RoT that has exclusive access
to EXEC, can monitor entry/exit into App, and can monitor access to O. The latter two
requirements are used for the RoT to update EXEC. These requirements are typically met
through trusted hardware mechanisms, such as dedicated hardware modules [22, 120] or
TEEs [140, 110]. Furthermore, computation of H requires a secret key, hence implying
a hardware-supported RoT. PoX has been primarily explored in embedded systems [22,
120, 140, 110], while similar notions have been explored on high-end systems by leveraging
architecture-specific capabilities (e.g., late launch in AMD64 [6]) and trusted platform
modules (TPM) [102].

53



Vrf Prv
(1) Chal

(2) Authenticated state
measurement:

H:=Auth(MEM , O, EXEC, Chal)

(3) O, EXEC, H
(4) Verify()

Figure 4.1: PoX built atop traditional remote attestation: a prover (Prv) demonstrates
integrity of its software and execution properties to a verifier (Vrf).

4.2.3 LLVM Compiler

LLVM [89] is a compiler infrastructure organized around a common intermediate represen-
tation (IR) shared across source languages and target architectures. A source program is
first translated into LLVM IR, which is a typed, low-level, architecture-independent rep-
resentation distinct from both the original source and the final machine assembly. The
same IR module can then be transformed, analyzed, or optimized before LLVM’s backend
lowers it to assembly for a specific target. Because all language frontends converge on this
one IR, and all target backends consume it, transformations written against the IR apply
uniformly regardless of source language or target architecture. IR-level instrumentation
built on LLVM is a well-established strategy for software-level security [101, 130, 167, 88]
and software fault isolation (SFI) [109, 132, 151, 16, 151], which similarly rely on the IR’s
uniform instruction forms to insert checks that would otherwise require handling many
target-specific instruction variants.

LLVM IR represents a program as a set of functions, each composed of basic blocks of in-
structions in static static single assignment (SSA) form [70]. Two instructions are relevant
here. A store instruction [73] writes a value to a memory address and is the single IR-
level form for every memory write the source program performs, regardless of the operand’s
source-level type, addressing mode, or the specific machine instruction the backend even-
tually emits for it. An alloca instruction [71] allocates space in the current function’s
stack frame and returns a pointer to it; it is the standard representation for source-level
local variables that have not been promoted to registers. A call instruction [72] invokes
a function and can represent either a direct call, where the callee is statically identified by
a function symbol, or an indirect call, where the callee is specified by a function-pointer
value and the target is determined at run-time.
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LLVM exposes a pass infrastructure for inserting custom transformations into this
pipeline. A pass is a self-contained unit of code that inspects or rewrites IR; LLVM’s
pass manager [74] schedules passes and runs them over a module. Under LLVM’s current
pass manager design, a pass is implemented as a class exposing a run method invoked
by the pass manager, and passes can be packaged into a shared library (a pass plugin)
that the compiler loads at build time via a registration callback, rather than requiring
the pass to be compiled into LLVM itself. Pass plugins can register callbacks at specific
extension points in the optimization pipeline, which determines at what stage relative to
other optimizations the custom pass executes.

4.3 Problem Statement

4.3.1 System and Adversary Model

System Model. Similarly to Chapter 3, this chapter assumes a Prv that executes an
ML payload inside of a CVM (e.g., Intel TDX, AMD SEV-SNP, Arm Realms). For the
remainder of the chapter, we refer to components using Intel TDX terminology, but our
concepts apply across CVM technologies. This class of system typically runs multiple
concurrent virtual machines atop a host VMM. Creation and configuration of a CVM is
managed by the VMM. VMM controls accesses to I/O devices (e.g., GPU, disk).

Virtual firmware provides a lightweight boot and initialization layer for hardware-
isolated virtual environments. Such systems are commonly used in confidential com-
puting platforms to minimize boot time and reduce software complexity. For example,
TD-Shim [36] is a simplified virtual firmware for Intel TDX that provides the minimal
functionality required to launch guest workloads. These virtual firmware solutions are de-
signed to execute bare-metal containers, i.e., containerized applications that run within a
dedicated virtualized environment. Such applications may execute either directly on the
virtual firmware or atop a simplified kernel. In this work, we focus on ML workloads belong
to the former category and execute directly on the virtual firmware. We refer to this class
of virtual-firmware workload as the payload. We explore implications for the latter class of
workloads in Section 4.5.6. We assume the payload has multiple operations, each having
its own model and code.

Because EVOLVE is implemented as an extension of TD-Shim, it also inherits several
hardware protections provided by TD-Shim before launching the payload [36]. Data exe-
cution prevention (DEP) is configured such that all data pages are marked non-executable

55



and all code pages are read-only; no page is simultaneously writable and executable. TD-
Shim additionally enables Intel control-flow enforcement technology (CET) [78, 83], which
provides a shadow stack to protect return addresses against return-oriented programming
(ROP) and indirect branch tracking (IBT) to constrain indirect branches, along with stack
guard pages. Consequently, the payload code and its models are immutable at run-time.

Adv. Model We assume Adv attempts to manipulate the payload’s execution to in-
duce unintended behavior with respect to its inputs, operations, or outputs. For example,
Adv may modify input or output data directly, or they may redirect control flow to over-
write outputs from a separate operation of their choice. Consistent with prior work [5],
Adv also controls the host environment, including the VMM and any memory or devices
outside the TD (e.g., other VMs, storage, and I/O peripherals).

We consider two classes of run-time attacks. First, control-flow hijacking, where Adv
redirects the payload’s execution to code that would not run during benign execution (e.g.,
invoking a different operation to write the output or jumping to unauthorized functions).
Second, direct data manipulation (DDM) [26], where Adv corrupts a pointer to perform
an illegal read or write (e.g., overwriting an input, output, or execution state) without
going through the authorized operation. Data-oriented programming (DOP) [63], where
Adv corrupts non-control data to influence execution without diverting control flow, is out
of scope, as it does not alter the control-flow or write-integrity properties that EVOLVE
enforces (discussed further in Section 4.5.6). Similar to the adversary model of PAL∗M in
Section 3.3.2, side-channel, denial of service, and physical attacks are also excluded.

We trust the Intel TDX CPU to correctly provide inter-CVM memory isolation, isola-
tion from the host VMM, and hardware-backed measurement and attestation mechanisms
(e.g., TDREPORT and QUOTE). However, TDX does not provide intra-TD isolation. Conse-
quently, Adv that gains execution within a TD can directly manipulate any code or data
that is not otherwise protected. Furthermore, because TD creation is orchestrated by the
Adv-controlled VMM, a TD is not inherently trusted. Instead, trust is established through
TDX attestation mechanisms such as QUOTE [80].

4.3.2 Challenges

PoX is relevant for attestation of ML operations, as run-time attacks exploiting vulner-
abilities in ML libraries can inject code and alter outputs without detection by current
approaches. However, covering ML operations requires enabling PoX beyond embedded
systems and into CVMs. However, current approaches for operation-level PoX do not
directly apply to our application scenario because they:
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1. provide PoX at CVM granularity [58], precluding observability to modifications of out-
puts made by unauthorized code at run-time;

2. require dedicated hardware modules for monitoring of App and accurate maintenance
of EXEC [120, 22].

3. are designed for TEEs in embedded systems (e.g., TrustZone in Arm Cortex-M) [140,
110, 2], in which trusted software executes first and can configure the attested App;

Deploying a similar method in CVMs must rely solely on security features that are
available in their architectures (e.g., AMD SEV-SNP, Intel TDX, Arm CCA). Since the
VMM manages the environment and execution of each CVM, the VMM cannot be trusted
to ensure EXEC reflects the true execution status of App or a true set of outputs produced
by App. Therefore, directly extending prior approaches for PoX to CVMs is not possible. In
summary, extending PoX to CVMs running ML software requires addressing the following
challenges:

1. enabling intra-CVM isolation between App and a PoX measurer that loads, measures,
and launches App upon request by Vrf;

2. monitoring access to outputs of App made by all software in the CVM;
3. ensuring exclusive access EXEC to a PoX measurer, which it updates during the run-time

of App;
4. constructing PoX evidence, reflecting the execution status of App and whether reported

outputs are trustworthy, to Vrf;

4.4 EVOLVE Design

4.4.1 Overview of EVOLVE

EVOLVE addresses these challenges and enables PoX of ML workloads deployed into virtual
machines. EVOLVE has two main components: a software instrumentor and a run-time
monitor. A high-level overview of an EVOLVE-enabled system is presented in Figure 4.2.

Before deployment, App source code is passed through the EVOLVE instrumentor in
step (0), which instruments all memory write and indirect call operations and produces an
instrumented binary AppInstr. The instrumented binary is then loaded into the TD in step
(1).

EVOLVE partitions TD memory into two regions: the shim region and the payload
region. Each region is further divided into named sections with fixed address ranges estab-
lished by the linker at build time. The shim region contains the EVOLVE monitor section,
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Figure 4.2: System overview of EVOLVE: an ML App with multiple operations is first
instrumented before it is loaded and measured into EVOLVE-enabled TD. Upon receiving
a request for a particular operation, EVOLVE’s monitor tracks whether only the requested
operation alters the reported output data.

the input section (I), the output section (O), and the EXEC section, collectively referred to
as critical sections. In the payload region, each operation occupies its own section, referred
to as operation sections (op). In the ML case, each op maps a ML model (e.g., op1 maps
to model1, op2 maps to model2).

On startup, the TDX module loads and extends the shim region into the measurement
registers in step (2). The loader firmware then loads and extends the instrumented payload
into the payload region in step (3), binding the payload measurement to the TD initial
configuration.

In step (4), the user sends a request containing the operation selection and input [op, I]
to the TD. The monitor configures itself and dispatches the requested operation in step
(5a) and (5b), respectively, then places the input to I. As the operation executes, all
memory write and indirect call requests from the payload are routed through the monitor,
which updates O and EXEC accordingly in step (6). If all accesses are authorized, EXEC
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remains 1. If any violation is detected, EXEC is set to 0. At the end of execution in step (7),
the monitor extends I, O and EXEC into the TDX measurement registers and generates a
hardware-attested report via the TDX module. The report and signature are returned to
the user in step (8) as verifiable proof that the operation executed correctly and without
violation.

EVOLVE design addresses the challenges with obtaining PoX beyond embedded systems.
First, it enables intra-CVM isolation through a preprocessing and instrumentation phase
that (a) defines the shim and payload region and (b) ensures exclusive access to critical
sections (Section 4.4.2). Second, EVOLVE monitor component ensures all memory accesses
to outputs and indirect calls are tracked, and an EXEC flag is properly updated to attest
to the output lineage according to the expected operation (Section 4.4.3). EVOLVE enables
Prv to construct authenticated PoX evidence and participate in a protocol for Vrf, in which
Vrf can determine the trustworthiness of reported outputs (Section 4.4.4).

4.4.2 Instrumentation

To enforce the policies, EVOLVE needs to intercept every memory write and indirect call
that the payload makes and route it through the monitor. A naive approach is to do this
at the assembly level, pattern matching against specific write instructions such as movl,
movss, and movb. However, the compiler may generate many variants of these instructions
depending on the data type, addressing mode, and optimization level, making it difficult to
capture all writes and calls reliably. Instead, EVOLVE instrumentor augments LLVM [89]
by inserting an additional transformation for EVOLVE instrumentation into the pipeline,
working at the IR level produced by the LLVM compiler internally between the source
code and the final assembly. As shown in Figure 4.3, the normal compilation pipeline
takes source code, produces LLVM IR, converts it to assembly, and links it into the final
binary. At this IR level, all memory writes and indirect calls are uniformly represented by
a single store and call instruction, respectively, regardless of the underlying data type
or addressing mode. As described in Section 4.2.3, this means we only need to handle one
instruction form instead of many assembly variants.

EVOLVE instrumentor inserts an additional pass at the LLVM IR stage before assembly
is generated (see Secion 4.2.3). As shown in Figure 4.3, the pass first collects all store
instructions across functions in the payload. However, not every store is instrumented.
Functions that belong to the monitor are excluded via an exact-match allowlist to prevent
the monitor from intercepting its own writes. Additionally, stores to stack-local variables
are skipped. In LLVM IR, stack-local variables are represented as alloca instructions
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Figure 4.3: EVOLVE instrumentor: extends the LLVM pipeline to replace each store and
call IR with a call to the EVOLVE monitor.

(see Section 4.2.3), thus, the stack occupies a completely different address range from
any critical section, an alloca-derived pointer can never point to I, O, or any other
critical section. Any write that does target a critical section will still be caught by the
monitor’s destination address check since those pointers would not come from alloca

and would therefore be instrumented. For each remaining store, the pass extracts the
destination address and the value being written, inserts a call to EVOLVEmonitor to replace
the store, which performs critical checks for access control and PoX evidence validity
(described further in Section 4.4.3). The modified IR then flows back into the normal
pipeline and continues to assembly generation and linking. The result is that every non-
excluded memory write in the payload is replaced by a function call that goes through the
monitor, and the payload source code is otherwise unchanged.

As shown in Figure 4.3, similar to memory writes, the pass first collects all indirect
call instructions across functions in the payload. An indirect call is one where the target
function is not known at compile time (i.e., a call through a function pointer), in contrast
to a direct call to a fixed, named function. For each indirect call, the pass replaces the
callee with a call into the EVOLVE monitor’s foreign function interface (FFI) layer, passing
the original target so it can be validated, such that no raw indirect call remains in the
instrumented binary.
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After instrumentation, the payload is compiled and linked with the monitor into an
executable and linkable format (ELF) binary. Since a call from the payload into the
monitor is undesirable, as it would tightly couple the payload to the monitor’s internal
implementation, the monitor includes a FFI layer. The FFI layer solves this by acting
as an interface between the two components. It exposes a set of C-callable functions
(e.g., ffi mem write, ffi indirect call, ffi get or) that the instrumented payload can
call. Each FFI function internally captures the caller’s return address before calling the
corresponding monitor function as a proof of call origin for the monitor to check against
(discussed further in Section 4.4.3). This separation ensures the payload interacts only
with the FFI interface and the monitor internals remain isolated. The linker places each
component into its designated memory section using a custom linker script. The resulting
ELF binary is packaged with the loader firmware image.

4.4.3 Monitor

Metadata registers. EVOLVE tracks three values throughout execution to record what
happened and whether it happened correctly. I holds the input provided to the ML model,
such as input features and the model choice sent by the user, and is written by the monitor
before or during execution. O holds the result produced by the operation (e.g., a prediction
from the model) and must only be written by the operation section that the user requested.
EXEC is a binary flag that initialized to 1 when execution begins and is set to 0 by the
monitor if anything goes wrong. A value of 0 in EXEC means the execution cannot be
trusted. A violation that triggers EXEC to be set to 0 occurs when one or more of the
following conditions are met for either a memory write or an indirect call.

For memory writes:

• A write targets a critical section (I, monitor, or EXEC) directly from the payload.
• O is written by an unauthorized caller (e.g., an operation other than the one requested
by the user).

For indirect calls:

• An indirect call targets an address within the shim region (I, O, monitor, or EXEC)
that is not an authorized FFI entry point (e.g., a function that sets an EXEC flag).

The values of I, O, and EXEC are collected at the end of the execution and packed into
the TDX attestation quote, allowing a verifier to check both the correctness of the output
and whether the execution proceeded without any policy violation.
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Figure 4.4: EVOLVE monitor internals: shows the process for extracting labels from the
instrumented ELF binary to determine the location of memory regions, the FFI layer
exposed to the payload, and the process for validating memory write and indirect call
instructions. In the example, Function1 performs a memory write, which is routed through
the FFI layer to the monitor for the memory write check.

Initialization. The monitor is placed in the shim region with its own dedicated sec-
tion, isolating it from the payload at the binary level. As shown in Figure 4.4, during
initialization, the monitor reads the start and end addresses of each section directly from
the binary in step (1). These boundaries are embedded by the linker at build time. The
monitor then registers them into an internal lookup table in step (2), tagging each entry
as I, monitor, EXEC, O, and one section per operation (e.g., in model routing explored in
Section 4.5, model1 and model2 for the two models). Once all sections are registered, the
monitor sets EXEC to 1 in step (3), indicating the start of a valid execution. Any write to
EXEC is verified to ensure it only originates from within the monitor section, preventing
the payload from directly manipulating EXEC.

As shown in Figure 4.4, in step (4), the user sends a request specifying the operation
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(e.g., op1). The monitor receives the request through ffi set op. In step (5), the monitor
updates the lookup table to mark op1 as the authorized operation and op2 (and other
operation, if any), as not-authorized. This step ensures that only the requested operation
is permitted to write to O for this execution.

During execution. The model choice and input features are passed into the payload
region, which runs the requested operation (e.g., op1). Because EVOLVE instrumentor has
replaced every memory write and indirect call in the payload with a call through the FFI
layer; for example from Figure 4.4, Function1 which perform memory write has to go
through the monitor.

The monitor enforces two main properties on every such write. First, write integrity :
when a write request arrives via ffi mem write, the FFI layer reads the return address of
the call in step (6). Whenever a function call occurs, the CPU automatically places a return
address on the stack, indicating where execution should resume after the function finishes.
By reading this return address from a stack location ([rsp + offset] in x86 architecture),
the FFI layer can determine the payload code location that invoked ffi mem write. The
FFI layer then passes both the destination address of the write and this caller address
to the monitor. The monitor first checks in step (7) whether the destination address falls
within a critical section (I, monitor, or EXEC), using the internal lookup table. If so, EXEC
is set to 0, recording that a violation occurred in step (9a) and blocking the write to those
critical sections.

Second, output authorization: in step (8), the monitor checks whether the write target
O and whether the caller address falls outside the authorized operation section set in step
(5). In the authorized case, the caller falls within op1, so EXEC remains 1 in step (9b). In
the unauthorized case, anything not op1 attempts to write to O, The monitor detects that
the caller address falls outside the authorized operation section and sets EXEC to 0. In
both cases (exclude the first check in step 7), the write proceeds to the destination address
in step (9c), but any violation is permanently recorded in EXEC and will be visible to the
verifier at attestation time.

If the call is an indirect call, the monitor enforces control-flow integrity (CFI). The
monitor checks whether the indirect call targets the shim region. If so, the call is not
allowed, as the target may be an internal monitor function (e.g., a function that sets an
EXEC flag), unless the target corresponds to a legitimate FFI entry point that is explicitly
allowed. We only need to check against function entry points because Intel CET’s IBT
already prevents indirect calls and jumps from landing at arbitrary offsets within a function,
so any indirect call is guaranteed to target a valid entry point [83]. Unlike memory writes,
which are recorded but permitted to proceed if the write does not target a critical section,
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an unauthorized indirect call is blocked: the monitor clears EXEC and blocks the call, so
the target is never reached. This ensures CFI by restricting indirect calls to authorized
targets.

After execution. Once execution completes, the monitor checks that EXEC remains
1, confirming that no violations were detected. It then collects I, O, and EXEC and packs
them into the REPORTDATA, and requests a hardware-attested report from the TDX module.
This authenticated report can be used in a protocol to enable verification by a remote Vrf
(discussed next in Section 4.4.4).

4.4.4 EVOLVE-based PoX Protocol

Figure 4.5 shows EVOLVE-enabled PoX protocol between Vrf and Prv. Prv consists of
untrusted VMM and the QE on the host machine, a trusted TDX Module, and EVOLVE
TD which is split into the payload region and EVOLVE monitor.

Offline phase. Before any request is made, the application is instrumented using
EVOLVE instrumentor with LLVM pass (from Section 4.4.2), producing AppInstr where
every memory write is redirected through the monitor. This step happens only once per
deployment.

Load time. The VMM specifies and creates the TD in step (1). The TDXModule then
measures AppInstr into hTD and boots the TD in step (2). As part of the boot sequence,
the monitor runs its initialization routine in step (3) and records the all relevant address
boundaries of all sections, I, O, monitor, EXEC, and in the model routing case, model1
and model2. It then sets EXEC to 1 to mark the beginning of trusted execution.

Receiving a request. Vrf initiates the protocol by sending the operation (op) and an
attestation challenge (Chal) as a request: op, Chal to Prv in step (4). The VMM forwards
the request into the TD in step (5), then the monitor processes the request in step (6),
configures itself with the authorized section based on op where only this section is allow
to produce an output for this execution. The monitor then passes I and op to the payload
region to begin execution in step (7)

Execution. The payload region runs op in step (8). Because all stores and calls have
been replaced by the LLVM pass during the offline phase, each memory write and indirect
call is intercepted by the monitor in step (9). For each intercepted write or call, the monitor
performs checks against the policies in step (10). A failure to meet either check results in
a violation by setting EXEC to 0. If the write or call passes the policy check, it proceeds
in step (11).
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Vrf VMM (Quoting Enclave) TDX Module EVOLVE Monitor Payload Region

Offline: App is instrumented with LLVM pass, replacing all store with ffi mem write

(1) Specify TD image
invoke TD creation

(2) Measure AppInstr into
hTD and launch TD

(3) Register sections
(I, O, monitor, EXEC, model1,
model2); set EXEC = 1

(4) Send: {op,Chal}

(5) Forward op,Chal to TD
(6) Configure authorized region:
set model1 or model2 as authorized
based on op

(7) Pass I to payload, run op

(8) Execute requested
model via op(9) Every write and indirect call

routed to EVOLVE monitor

(10) Check against the policies

(11) Write or call proceeds
(12) Request TDREPORT generation;

REPORTDATA = {I, O, EXEC}

(13) Create
MAC-ed TDREPORT

(14) QE validates MAC
and signs QUOTE

(15) Send QUOTE

(16) Verify

Figure 4.5: EVOLVE-enabled PoX protocol between Vrf and Prv, comprising TDX and
EVOLVE TD . The protocol assumes App has already been instrumented. At load time,
the TDX Module measures the instrumented binary and launches the TD. The monitor
initializes its registers, all section regions and, sets EXEC = 1. At request time, Vrf sends
a operation choice, the monitor configures the authorized operation, mediates memory
writes and indirect calls, and generates a hardware-attested QUOTE. Vrf verifies the quote,
including validating that EXEC = 1 .

Generating QUOTE. After execution, the monitor requests a TDREPORT from the TDX
Module in step (12), with REPORTDATA = I, O, EXEC to capture all relevant data. The
TDX Module produces a MAC-ed TDREPORT in step (13) and returns it to the VMM, which
passes it to the QE in step (14). The QE verifies the MAC and produces a signed QUOTE

in step (15), which is sent to Vrf in step (16).

Verification. Vrf verifies the QUOTE signatures to confirm that it originated from a
genuine TDX TD and checks Chal to confirm freshness. It then inspects hTD against a
known reference value to confirm the correct instrumented binary was used. The final check
is the EXEC flag: if EXEC is 1, Vrf is assured that O was written only by the authorized
operation section and no policy violations occurred during execution. If EXEC is 0, on the
other hand, the result is considered untrustworthy regardless of the value in O. Similar
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to the verification step described in Section 3.4.4, Vrf should also validate the inputs by
inspecting I packed in the REPORTDATA, consulting reference values from Tru as needed to
confirm that the correct input features and model choice were used for this execution.

4.5 Implementation & Evaluation

4.5.1 Prototype Configuration

EVOLVE prototype runs on an Intel TDX-enabled host equipped with an Intel Xeon Silver
4514Y CPU and 512 GB of RAM. The TD is configured with 4 vCPUs and 2 GB of
memory. EVOLVE is implemented as an extension to the TD-Shim [36]. EVOLVE monitor
is therefore implemented in Rust while the payload is implemented in C. The firmware
image is launched using QEMU [12].

We use model routing [158, 57] as a representative scenario to demonstrate EVOLVE.
We consider model routing between two types of models with varying complexity: XOR
decision tree (DT) and multi-layer perceptron (MLP) classifier models. The models used in
this evaluation are summarized in Table 4.1. We train a small and large configuration of DT
and MLP classifier models using the Breast Cancer Wisconsin Diagnostic (BCWD) [174]
and ISOLET [34] datasets from UC Irvine Machine Learning Repository [86]. The DT con-
figuration corresponds to the final trained model structure (number of trees, nodes, leaves,
and depth), while the MLP configuration corresponds to the final network architecture
(layer sizes and depths).

For the DT models, the small configuration uses a conservative setup with the square
root of input features per split, shallow trees (maximum depth constrained by a small fixed
bound or a dataset-size–dependent limit), and 10 trees. The large configuration increases
model capacity by using substantially more candidate features per split, allowing deeper
trees (scaled with sample size), and increasing the number of trees in proportion to input
dimensionality. For example, the small DT for ISOLET contains 10 trees with 582 nodes,
296 leaves, and depth 5, whereas large DT scales to 246 trees with 231K nodes, 155K
leaves, and depth 20.7.

For the MLP models, the small configuration uses a single hidden layer sized to the
number of input features plus one. The large configuration uses a deeper architecture with
four hidden layers whose widths decrease linearly from the input dimension to the output
dimension, forming a progressively narrowing network toward the prediction layer. For
example, on BCWD (30 features), the small MLP uses a single hidden layer of size 31,
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Table 4.1: Summary of models used in evaluation. We train a small and large configu-
ration of DT and MLP classifier models using the Breast Cancer Wisconsin Diagnostic
(BCWD) [174] and ISOLET datasets [34]. The DT configuration corresponds to the final
trained model structure (number of trees, nodes, leaves, and depth), while the MLP con-
figuration corresponds to the final network architecture (layer sizes and depths). Finally,
the last column shows the memory size of the model.

Dataset Model Size Model Type Configuration Mem. Size

BCWD [174]

Small Decision Tree (10, 318, 164, 5) 24.53 KB

Large Decision Tree (12, 356, 184, 6.6) 28.23 KB

Small MLP [31] 12.68 KB

Large MLP [31, 21, 11, 1] 23.64 KB

ISOLET [34]

Small Decision Tree (10, 582, 296, 5) 45.22 KB

Large Decision Tree (246, 231K, 155K, 20.7) 29.17 MB

Small MLP [618] 4.58 MB

Large MLP [618, 413, 207, 2] 8.35 MB

while the large MLP uses four layers [31, 21, 11, 1], decreasing uniformly to the output
layer.

The model weights for each model are compiled into C header files for bare-metal
container workloads of TD-Shim using emlearn framework [118], resulting in sizes spanning
12.68 KB to 29.17 MB. For each model and configuration, I and O are initialized to 0 and
written at run-time by user-provided inputs (e.g., the input feature vector and the requested
operation) and the output of the authorized operation section (e.g., authorized model1),
respectively. EXEC is initialized to 0 and set to 1 by the monitor at startup.

As discussed in Section 4.3.1, as we consider bare-metal containerized applications, the
user inputs are sent to the TD via a virtual serial port exposed by QEMU as a trans-
mission control protocol (TCP) socket. After EVOLVE loads the payload and configuring
the environment, it waits for a user request. The user requests the model for inference
via another serial console. This choice is forwarded to the monitor through the FFI layer,
which records the authorized model section for the duration of execution.
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4.5.2 Metrics

The main overhead of EVOLVE consists of fixed costs and performance costs. Fixed costs
capture the one-time storage overhead of deploying EVOLVE, specifically the binary size
added to the system by the monitor and the instrumentation pass.

• TD-Shim extension size: the binary size of the monitor code added to TD-Shim,
reflecting the storage used when deploying EVOLVE.

• LLVM pass size: the binary size of the instrumentation pass shared library.

Performance costs capture the run-time impact of EVOLVE on the payload execution,
measuring how much overhead the instrumentation and monitor checks introduce compared
to a baseline without EVOLVE.

• Baseline: the execution time of the payload compiled and run without EVOLVE instru-
mentation. We omit a non-TDX baseline, as prior work has evaluated the overhead of
TDX itself [30].

• Compiler overhead: the additional time to compile and link the payload with the
LLVM instrumentation pass compared to a standard build without instrumentation.

• Monitor call time: the time taken by the monitor to perform its policy check as the
number of registered operation sections increases. Since the monitor checks the caller
address against each registered operation section sequentially, we expect this to scale
linearly with the number of models.

• Total run-time overhead: the execution time of the entire instrumented payload
compared to the baseline, capturing the cost of routing every memory write and indirect
call through the monitor at run-time.

• Run-time overhead (%): the run-time overhead from EVOLVE as a percentage of the
baseline execution time.

4.5.3 Fixed costs

Two factors contribute towards EVOLVE’s fixed costs: (1) size of the LLVM instrumentation
pass and (2) size of EVOLVE as a TD-Shim extension. The LLVM instrumentation pass
adds 245 KB to the build system. This is a build-time tool that runs inside the compiler
and is never included in the deployed firmware image, so it does not contribute to the TD
memory footprint. As for the EVOLVE TD-Shim extension, we measure this by comparing
the TD-Shim binary size with and without EVOLVE, which increases from 221.5 KB to
232.4 KB, a 10.8 KB (4.91%) increase. In contrast to the cost of the LLVM pass, this
cost is part of the deployed firmware image and represents the storage footprint of running
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Table 4.2: End-to-end performance costs of EVOLVE for model routing scenario (mean ±
stdev, n = 30).

Decision Tree MLP

Small Large Small Large

Baseline EVOLVE Baseline EVOLVE Baseline EVOLVE Baseline EVOLVE

BCWD

Build-time
22.43 s 25.24 s 22.03 s 25.25 s 22.62 s 26.45 s 22.65 s 25.81 s

±1.28 ±1.93 ±0.90 ±1.35 ±1.07 ±1.31 ±1.22 ±1.83

Run-time
2.75 s 2.79 s 2.77 s 2.81 s 2.68 s 2.78 s 2.76 s 2.86 s

±0.36 ±0.37 ±0.35 ±0.30 ±0.46 ±0.41 ±0.42 ±0.33

Build-time (%) — +12.52 — +14.59 — +16.93 — +13.94

Run-time (%) — +1.26 — +1.46 — +3.69 — +3.56

ISOLET

Build-time
27.34 s 30.58 s 27.09 s 31.12 s 33.64 s 39.91 s 33.96 s 39.89 s

±1.66 ±2.11 ±1.39 ±1.76 ±1.85 ±2.21 ±2.04 ±2.24

Run-time
2.83 s 2.87 s 2.89 s 2.91 s 3.03 s 3.09 s 3.11 s 3.18 s

±0.41 ±0.24 ±0.32 ±0.22 ±0.31 ±0.18 ±0.22 ±0.24

Build-time (%) — +11.84 — +14.88 — +18.62 — +17.73

Run-time (%) — +1.48 — +0.66 — +2.03 — +2.39

EVOLVE inside the TD. Notably, the standard TD-Shim is only used as a virtual firmware
that launches a payload. In contrast, EVOLVE enables a shim-layer that remains active
and enables dynamic monitoring of the payload.

4.5.4 Performance Costs

Table 4.2 shows the build time and run-time to launch and execute the operation in the
payload, averaged over 30 runs, for the selection of models. The baseline is the time to run
the same model routing scenario without any instrumentation or monitor from EVOLVE.

Build-time overhead is consistent across both datasets for each model type. For the
DT models, build-time overhead ranges from 11.84% to 14.88% across both datasets and
model sizes, an increase from 22.03–27.34 s (baseline) to 25.24–31.12 s (with EVOLVE).
For the MLP, the overhead is slightly higher at 13.94% to 18.62%, with larger times
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reflecting the larger model size, increasing from 22.62–33.96 s (baseline) to 25.81–39.91
s (with EVOLVE). The overhead is driven by the additional steps in the EVOLVE build
pipeline described in Section 4.4.2: building the LLVM instrumentation pass, replacing
all store and call instructions in the payload, and compiling the Rust monitor library.
We note that in the model routing scenario, both the small and large models are loaded
simultaneously, as Adv may attempt to alter the routing decision toward the smaller, less
capable model. Thus, their build times are expected to be similar and within the standard
deviation of each other, which is confirmed in Table 4.2.

Run-time overhead is negligible across all configurations, ranging from 0.66% to 3.69%,
with the higher overhead for the large MLP models reflects the greater number of moni-
tor calls during inference. It is important to note that build time is a one-time cost per
deployment, not a per-request cost. In a real-world deployment, the firmware image is
instrumented and built once, and the resulting binary is loaded into the TD for every sub-
sequent inference request. The build overhead is therefore amortized across all executions
and does not contribute to the per-request latency experienced by the verifier. The rele-
vant per-request costs are the run-time costs shown in Table 4.2, which are further broken
down in Table 4.3.

Monitor run-time overhead. Table 4.3 breaks down the per-request run-time over-
head of EVOLVE into four steps: (1) initialize and load the payload, (2) configure the
monitor after receiving a request, (3) model execution, and (4) quote generation.

For the initialize and load payload phase, the overhead is negligible across all config-
urations and datasets, as this phase is dominated by TDX initialization with the only
difference being the slightly larger binary from the monitor code added by EVOLVE.

The three sources of overhead introduced by the EVOLVE monitor are monitor configu-
ration, model execution, and quote generation, most of which have no meaningful baseline
equivalent (< 0.01 ms), except for model execution. Monitor configuration overhead is
consistent and extremely low across all model types and sizes at 0.001 ms. This is ex-
pected because the monitor configuration only involves a single lookup and write to the
internal lookup table, independent of the model size or complexity.

Model execution overhead varies significantly by model type, size, and dataset. For the
DT, the overhead is negligible across both datasets: on BCWD, EVOLVE adds only 0.001
ms for both small and large; on ISOLET, small remains negligible while large increases
from 0.248 ms to 0.263 ms, a difference of only 0.015 ms. This is expected as decision
tree inference generates few memory writes or indirect calls regardless of dataset. For
the MLP, the overhead is more pronounced and scales with both model size and dataset
complexity. On BCWD, MLP Small overhead is 0.008 ms and MLP Large is 0.023 ms
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Table 4.3: Run-time overhead of EVOLVE monitor. Mean ± stdev over 30 runs (excluded
the first run).

Decision Tree MLP

Small Large Small Large

Baseline EVOLVE Baseline EVOLVE Baseline EVOLVE Baseline EVOLVE

BCWD

Init. & Load Payload
2.76 s 2.79 s 2.77 s 2.81 s 2.68 s 2.78 s 2.76 s 2.86 s

±0.4499 ±0.3981 ±0.4523 ±0.4374 ±0.3956 ±0.3139 ±0.3240 ±0.3360

Monitor Config.
— 0.001 ms — 0.001 ms — 0.001 ms — 0.001 ms

— ±0.0001 — ±0.0001 — ±0.0002 — ±0.0002

Model Execution
0.002 ms 0.003 ms 0.003 ms 0.004 ms 0.010 ms 0.018 ms 0.015 ms 0.038 ms

±0.0005 ±0.0009 ±0.0005 ±0.0006 ±0.0002 ±0.0002 ±0.0031 ±0.0085

Quote Generation
0.019 ms 0.019 ms 0.019 ms 0.020 ms 0.019 ms 0.020 ms 0.020 ms 0.020 ms

±0.0029 ±0.0030 ±0.0037 ±0.0034 ±0.0044 ±0.0037 ±0.0045 ±0.0037

ISOLET

Init. & Load Payload
2.83 s 2.87 s 2.89 s 2.90 s 3.02 s 3.09 s 3.11 s 3.18 s

±0.05 ±0.06 ±0.05 ±0.09 ±0.15 ±0.10 ±0.26 ±0.18

Monitor Config.
— 0.001 ms — 0.001 ms — 0.001 ms — 0.001 ms

— ±0.0001 — ±0.0001 — ±0.0002 — ±0.0002

Model Execution
0.003 ms 0.004 ms 0.248 ms 0.263 ms 3.63 ms 3.95 ms 7.71 ms 8.93 ms

±0.0005 ±0.0006 ±0.0439 ±0.0490 ±0.5705 ±0.4936 ±1.328 ±1.024

Quote Generation
0.018 ms 0.018 ms 0.018 ms 0.018 ms 0.020 ms 0.020 ms 0.021 ms 0.021 ms

±0.0029 ±0.0029 ±0.0029 ±0.0036 ±0.0040 ±0.0044 ±0.0048 ±0.0054

over the baseline. On ISOLET, the overhead is substantially higher due to the larger
feature space (617 features). MLP Small increases from 3.628 ms to 3.949 ms (+0.321 ms),
and MLP Large increases from 7.708 ms to 8.926 ms (+1.218 ms). This reflects the fact
that larger MLP models with more features generate significantly more memory write per
inference, each of which is routed through EVOLVE monitor.

Quote generation overhead is consistent across all configurations at approximately
0.018–0.021 ms for both baseline and with EVOLVE, as it is always a single TDCALL at
the end of execution regardless of model size or dataset. Overall, the total per-request
overhead of EVOLVE is low for DT models across both datasets, and scales with the num-
ber of memory writes/indirect calls for MLP models, with the worst case at +1.218 ms for
large MLP trained on ISOLET dataset.
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Figure 4.6: Monitor call time as the number of operation sections increases (mean ±
stdev over 30 runs, run 1 excluded as warm-up). Each bar represents the average of 100
ffi mem write calls per run.

Monitor call time. Figure 4.6 shows how the monitor call time scales as the number
of operation sections increases from 1 to 10. Each bar represents the average of 100
ffi mem write calls per run, averaged over 30 runs with the first excluded as warm-up.
The results show a consistent upward trend, from 0.094 µs at N = 1 to 0.127 µs at N = 10,
with consistent variance across all runs (0.014–0.015 µs). The overhead is not strictly linear
but follows a generally increasing trend with the largest jump occurring between N = 1
and N = 2 (15.89% increase) and smaller increment thereafter. This is consistent with
the monitor’s implementation, which checks the destination address and caller against the
internal lookup table sequentially. As more operation sections are registered, the scan
covers more entries, leading to a gradual increase in per-call overhead. The relatively small
increase per additional section confirms that the monitor’s check is efficient in practice
with negligible overhead even as the number of operations grows.

4.5.5 Security Analysis

Based on Adv capabilities defined in Section 4.3.1, they may attempt to corrupt EVOLVE-
generated PoX evidence by (1) corrupting TD creation (2) corrupting execution without
detection (3) forging EVOLVE-generated reports. Here we describe while EVOLVE security
guarantees are upheld in each scenario.

(1) Corrupting CVM Creation. Adv may attempt to insert backdoor into the
monitor or alter the monitor functionality by recompiling its own. However, hTD is ex-
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tended into the PoX evidence obtained by Vrf, and Vrf has knowledge of the expected
EVOLVE monitor implementation. Therefore, such attempts would be detected by Vrf and
subsequent PoX evidence would be rejected. Due to TDX protections, direct access to TD
memory after creation via VMM is not possible [5]. Thus, direct illegal modifications to
EVOLVE or the payload’s code/data is not possible.

(2) Corrupting Payload Execution. Adv may attempt to corrupt the execution
itself after the TD has been created and launched through run-time attacks (discussed in
Section 4.2.1). One possibility is that Adv may attempt to reroute the request to use a
different operation (i.e., model and/or code) than what was requested. This is not possible
without detection with EVOLVE because (1) the request first passes through EVOLVE,
which configures its monitoring of the requested operation and (2) execution of another
operation to produce outputs propagated to O will be detected by EVOLVE monitor and
result in clearing of EXEC (Section 4.4.3), which will be detected by a Vrf in subsequent
PoX protocol (Section 4.4.4).

Advmay attempt to overwrite components of the operation (e.g., the model or code [115,
114, 113, 111]), such that labels extracted from the original payload ELF by EVOLVE no
longer reference the expected versions. However, this is not possible because TD-Shim en-
force DEP, marking all code pages as read-only and all data pages as non-executable [35].
As a result, the model and operation code placed in the payload region cannot be overwrit-
ten at run-time, ensuring that the section boundaries registered by EVOLVE at initialization
continue to reference the expected code throughout execution.

For the same reason, Adv cannot remove the instrumentation from App at run-time.
Furthermore, use of an application without instrumentation is detectable through the PoX
evidence, as it is measured into the run-time measurement register before EVOLVE receives
any request (Section 4.4.1).

Similarly, since all memory store instructions are instrumented, all attempts that could
corrupt O are preceded by a comparison of the caller’s address to the address range of
the expected operation (Section 4.4.2). This prevents use of an unauthorized operation to
corrupt outputs without detection. Since direct writes without detection are not possible,
Adv may instead attempt to jump to a gadget in EVOLVE code that resets EXEC to 1
after using an incorrect operation. This is not possible for two reasons. First, TD-Shim
enables Intel CET [35, 78, 83]: the shadow stack protects return addresses from corruption,
while IBT ensures that indirect calls and jumps can only land on valid function entry
points rather than in the middle of a function. IBT therefore provides coarse-grained
forward-edge CFI: it prevents landing at arbitrary offsets but does not prevent Adv from
redirecting an indirect call from one legitimate function entry point to another, such as
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a monitor-internal function. EVOLVE builds on IBT to provide fine-grained forward-edge
CFI through its instrumentation (Section 4.4.2). The payload can only reach the EVOLVE
monitor through its FFI layer, and every indirect call is validated against the target’s
section. Thus, any attempt to call directly into a monitor-internal function, rather than a
legitimate FFI entry point, is blocked. Since no function exposed through the FFI layer
can be used to directly reset EXEC to 1 (Section 4.4.3), Adv cannot forge a valid execution
state even by manipulating control flow.

(3) Forging PoX Reports. Adv may attempt to forge reports by either (1) forging
outputs of the operation (2) forging the TDREPORT and QUOTE or (3) replay a previous
result from the same operation. First, Adv cannot report outputs that were not produced
with the requested operation without executing it. EVOLVE only reads from O region to
report outputs in the PoX evidence, and O is only modifiable by the payload through
EVOLVE mointor, which updates EXEC accordingly (Section 4.4.3). Secondly, forging the
TDREPORT and QUOTE would require leaking either the Intel TDX CPU’s internal MAC
key or the QE’s secret key. Both are secured through Intel TDX’s security features, aside
from architectural side-channels and physical attacks that are not within the Adv model
of this work (Section 4.3.1). EVOLVE extends data into the TDREPORT that is relevant
for completing the PoX evidence, but this data is completely independent of either key.
Finally, Adv may attempt to replay the response from a previous execution with the same
operation and payload. However, Vrf includes attestation challenge (Chal) for freshness in
its input and requires it to be used as auxiliary data in the attestation response. During
execution, access to Chal is also prevented in a similar manner to inputs and code. Since
Chal is requires as a part of the evidence construction, and it cannot be replace or modified,
Adv cannot successfully replay a previous result.

4.5.6 Discussion

Code duplication and shared libraries. EVOLVE determines the origin of each write
to O based on the section of the calling code, which requires each operation’s code to reside
in its own section. As a result, if multiple operations share common code (e.g., a shared
inference library), that code must currently be duplicated into each operation’s section
so that the caller can be unambiguously identified. This introduces a memory overhead
proportional to the amount of shared code and the number of operations. However, without
sacrificing security, duplication of shared code is a requirement for related mechanisms, such
as TEEs due to memory isolation [80, 156] and compartmentalization techniques [91], which
similarly replicate or carefully partition shared code to maintain isolation boundaries. A
future version of EVOLVE could treat a shared-library region as a distinct section and track
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which operation invoked it (e.g., by recording the originating operation across the call into
shared code), allowing sharing code while still attributing outputs to the correct operation.

Extent of run-time protection. EVOLVE enforces write integrity and control-flow
integrity at the boundary between the payload and the monitor, ensuring that outputs are
produced only by the authorized operation and that the monitor cannot be compromised.
However, EVOLVE does not protect against attacks contained entirely within an operation’s
own code. For example, if the model code itself contains an exploitable gadget, Adv could
hijack control flow within that operation without ever crossing the monitor boundary, and
such an attack would not be reflected in EXEC. Mitigating in-operation control-flow attacks
is complementary to EVOLVE and could be addressed by combining EVOLVE with existing
hardware mechanisms such as Intel CET, which constrains control flow within the payload
itself, or with additional intra-operation CFI instrumentation. Relatedly, data-oriented
attacks [28] are classified into DDM [26] and DOP [63]. EVOLVE covers DDM in which a
payload source pointer writes into a non-payload target memory address, as such writes
are routed through the monitor and validated against the critical regions. However, the
remaining types of data-oriented attacks, including DDM and DOP that remains within
the payload’s own memory, are not covered.

Towards a formal proof. A complete formal security proof of EVOLVE is left as future
work. The key challenge is that the formal verification approach used in PAL∗M does not
directly apply here. In Section 3.7, the formal proof of PAL∗M operates at the protocol level,
treating the internals of the TD and trusted GPU as a single trust boundary and reasoning
only about message passing and cryptographic guarantees. EVOLVE, however, introduces
two additional components that would need to be modeled: the LLVM instrumentation
pass and the monitor implementation, which go beyond protocol-level verification and
would require new formal methods not explored in PAL∗M. This makes a complete proof
significantly more complex; therefore, we leave it as future work. Here we outline the key
proof obligations and a possible approach using the Tamarin prover [103]. At a high level,
the security of EVOLVE relies on three properties: (1) instrumentation completeness, (2)
monitor integrity, and (3) attestation soundness.

First, instrumentation completeness requires that every non-excluded memory write in
the payload be replaced by a call to the monitor, so that no write can reach a critical
section without passing through the predefined interface (ffi mem write). In a Tamarin
model, the payload’s memory writes would be modeled as rules that produce action facts,
and completeness would be expressed as a lemma stating that whenever a write action fact
targeting a critical section appears in a trace, a corresponding monitor invocation action
fact must precede it.
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Second, monitor integrity requires that the monitor’s internal state (i.e., lookup table,
EXEC, and the authorized operation section) cannot be tampered with by the payload. This
would be modeled by defining rules that govern how monitor state facts can be created or
updated, with the payload represented as an untrusted agent whose rules can only interact
with the monitor through the FFI interface, and a lemma asserting that no rule reachable
by Adv can directly modify monitor state facts. Third, attestation soundness, as in PAL∗M
at the protocol level, requires that the QUOTE faithfully reflect the monitor’s recorded state.
This would be expressed as a lemma stating that whenever Vrf accepts QUOTE, there exists
a trace in which the monitor recorded the corresponding EXEC, I, and O values, with
a MAC and QE signature modeled as trusted rules that Adv cannot forge. Given these
three lemmas, a Tamarin proof would establish that Vrf who receives a valid QUOTE with
EXEC being 1 can conclude that the output in O was produced by the authorized operation
without any policy violation.

Incorporating EVOLVE with Property Attestation. EVOLVE is complementary
to property attestation systems such as Laminator [41] and PAL∗M (Chapter 3). While
these works attest that an ML model/dataset satisfies a desired property, it assumes the
underlying execution environment correctly executes the attested computation. In con-
trast, EVOLVE provides proof that a specific operation executed and that the reported
output was derived exclusively from that operation without unauthorized modification.
As a result, EVOLVE can serve as a foundational execution-attestation layer beneath prop-
erty attestation systems and incorporated as a part of property attestation evidence. For
example, EVOLVE evidence can be used to establish the integrity of a particular inference
or training operation and then validate higher-level properties of the resulting artifacts us-
ing either Laminator or PAL∗M. Combining the two would provide both execution integrity
and property-specific assurances.

Adapting to Kernel Payloads. The current design of EVOLVE assumes bare-metal
container payload that executes directly atop the virtual firmware, as one version sup-
ported by the TD-Shim [36]. TD-Shim also supports kernel-based deployments. Extend-
ing EVOLVE to support these deployments would require an alternative approach, as in-
strumenting store instructions of both application and kernel code would incur too much
overhead. Furthermore, this poses an additional challenge since the kernel can manage
memory of the applications. One possibility is to draw from enclave models (e.g., Intel
SGX [77]) to isolate an application from the kernel at run-time based on requests and still
maintain the intra-CVM isolation. However, this would require careful consideration and
validation to ensure security is upheld, thus, it is an intriguing direction for future work.

Large Generative Models. The current version of EVOLVE is compatible with CPU-
based inference workloads that execute entirely within the CVM. Future work can include
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extending EVOLVE to LLM inference frameworks, such as llama.cpp, to enable PoX for
prompt processing and generation. However, scaling EVOLVE to modern generative ar-
tificial intelligence (AI) workloads would require addressing similar challenges to PAL∗M
related to managing of the GPU. In particular, although direct assignment of GPU is
straightforward by following the methods of PAL∗M, handling of the NVIDIA drivers that
enable secure communication between the GPU and container payload is a challenge.
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Chapter 5

Related Work

5.1 Cryptographic Proofs of ML operations

A broad line of work focuses on verifying properties of ML systems. Cryptographic ap-
proaches, such as those based on secure multi-party computation (SMPC) and ZKPs, pro-
vide strong verifiability guarantees without requiring trust in hardware extensions. SMPC
has been used to attest distributional properties of datasets, although it requires interac-
tion with a verifier for every attestation, limiting scalability [40]. Similarly, Arc combines
SMPC with publicly verifiable commitments to establish auditable links between train-
ing and inference executions [96]. ZKPs have been applied to verify the correctness of
training for a range of models, including logistic regression [52], neural networks [1], and
LLM fine-tuning [145], as well as to generate proofs of correct inference for diverse ML
models, including LLMs [65, 94, 160]. Beyond functional correctness, ZKPs have also been
used to attest security and compliance properties such as differential privacy [155, 48] and
fairness [47, 154]. While these approaches offer strong cryptographic assurances, their com-
putational cost remains a significant challenge for practical deployment, with some systems
requiring minutes to verify a single training iteration [1].

5.2 TEE-based ML attestation

TEEs have also been explored for both confidentiality of models and data [178, 161, 95, 108]
and integrity guarantees [41, 148, 58, 140, 159, 23]. Laminator uses Intel SGX to verify
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properties of classifier model execution on CPUs [41], while Schnabl et al. attest the exe-
cution of code, ML models, and inference outputs [148]. PAL∗M [23] demonstrated how to
obtain property attestation for large generative models by handling large datasets residing
outside of TEE boundary and incorporating TEE-enabled GPUs. VerifiableFL [58] intro-
duces an integrity-focused enclave architecture that produces authenticated evidence of
training inputs and outputs in federated learning deployments. Similarly, Rattanavipanon
and Nunes propose stateful proofs of execution that allow an external verifier to confirm
correct data usage, model updates, and local differential privacy guarantees on TrustZone-
enabled devices [140]. At a broader scope, Atlas verifies operations across the ML lifecycle
by having TEE-equipped provers attest artifact transformations and publish the resulting
evidence to a transparency log [159]. Collectively, these systems demonstrate the effective-
ness of TEEs for attestation of ML operations, but two gaps remain that are addressed by
this thesis.

Firstly, none of these works focus on attesting properties of generative models while ac-
counting for challenges of their computing environments. PAL∗M (presented in Chapter 3)
addresses this by providing a framework that is tailored towards large generative models,
and accounts for their unique challenges posed by need for accelerators and externally-
stored datasets. Secondly, most are designed for conventional ML models, federated learn-
ing settings, or specific assumptions about the execution environment that do not account
for deviations in expected run-time behavior. EVOLVE (presented in Chapter 4) accounts
for this through an extension to TD-Shim that imposes intra-CVM access control, monitors
bare-metal containerized ML applications at run-time, and provides evidence to verifiers
that reported outputs were indeed only influenced by the expected operation within the
application.

5.3 PoX Architectures

Flicker [102] is one of the first architectures to propose a PoX-like mechanism. Flicker
leverages late launch and trusted platform modules to enable security-sensitive code to
execute in complete isolation from the remaining system. Over the recent years, several
works have explored architectures towards enabling PoX on low-end microcontroller units
(MCU) [22, 120, 110]. For example, APEX [120] is a formally-verified architecture that
enables proofs of execution for cyber-physical systems under full software compromise.
It is obtained through a hardware-design that is formally verified with linear temporal
logic (LTL) to ensure PoX evidence is always invalidated if the executable is corrupted
or interrupted, if its output is modified by unauthorized software, or if metadata used by
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the monitoring hardware or attestation software is corrupted. EVOLVE is influenced by
APEX as a foundational work towards enabling low-cost PoX, and EVOLVE uses similar
terminology to describe memory regions holding the attested software and its outputs
(e.g., operation section and O). ASAP [22] extends APEX to enable PoX for asynchronous
software in the operation section, allowing for Vrf to obtain PoX even if the op in operation
section uses interrupts, which would violate the enforcement from APEX. PEARTS [110]
introduces the notion of real-time proofs of execution that preserves execution integrity
while enabling real-time scheduling. PEARTS is the first PoX system that is compatible
with real-time operating system FreeRTOS and demonstrates potential towards extending
concepts from APEX into off-the-shelf devices with more complex software stacks. EVOLVE
brings these concepts to CVMs by providing a lightweight extension to TD-Shim, which
supports containerized workloads inside Intel TDX TD.
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Chapter 6

Conclusion

In this thesis, I focus on addressing two limitations of current TEEs-based approaches
to machine learning property attestations: (1) these frameworks do not scale to large
generative models and (2) their reliance on static attestation, which leaves run-time attacks
undetected. To address these, this thesis presents two contributions.

First, I present PAL∗M: a comprehensive framework capable of spanning CPU–GPU en-
vironments, large-scale data, and emerging generative models. We define how to measure
properties of generative models and use incremental multiset hash functions to capture
properties across dataset operations and training. As a result, PAL∗M enables accountabil-
ity for modern AI systems, laying the groundwork for regulators, developers, and verifiers
to concretely reason about a machine learning system’s trustworthiness.

Second, I present EVOLVE: a proof-of-execution mechanism for confidential virtual ma-
chines that enables run-time property attestation of ML operations. Through its instru-
mentation and monitor components, EVOLVE ensures that property attestation evidence is
enhanced with additional data about the provenance of reported outputs at operation-level
granularity.

Looking ahead, several directions remain open for future work. First, extending prop-
erty attestations to distributed settings where inference or training spans multiple CPUs
or GPUs across machines requires new attestation chaining mechanisms that can compose
evidence across hardware boundaries. Second, modern AI deployments increasingly rely on
complex pipelines such as agentic systems, where multiple models interact sequentially or
in parallel, and attesting properties of such pipelines requires reasoning about the composi-
tion of individual attestations across multi-step, multi-model executions. Third, extending
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run-time attestation to large generative models, in both single CPU–GPU setting and dis-
tributed settings. Together, these directions point toward a broader vision of trustworthy
and auditable AI systems that can be held accountable not just for what they were trained
on, but for what they actually do at every step of deployment.
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[24] Jorge Chávez-Saab et al. SwiftEC: Shallue–van de woestijne indifferentiable function
to elliptic curves: Faster indifferentiable hashing to elliptic curves, 2025.

[25] Lingjiao Chen, Matei Zaharia, and James Zou. Frugalgpt: How to use large
language models while reducing cost and improving performance. arXiv preprint
arXiv:2305.05176, 2023.

[26] Shuo Chen, Jun Xu, Emre Can Sezer, Prachi Gauriar, and Ravishankar K Iyer. Non-
control-data attacks are realistic threats. In USENIX security symposium, volume 5,
page 146, 2005.

[27] Long Cheng, Salman Ahmed, Hans Liljestrand, Thomas Nyman, Haipeng Cai, Trent
Jaeger, N Asokan, and Danfeng Yao. Exploitation techniques for data-oriented at-
tacks with existing and potential defense approaches. ACM Transactions on Privacy
and Security (TOPS), 24(4):1–36, 2021.

[28] Long Cheng, Salman Ahmed, Hans Liljestrand, Thomas Nyman, Haipeng Cai, Trent
Jaeger, N Asokan, and Danfeng Yao. Exploitation techniques for data-oriented at-
tacks with existing and potential defense approaches. ACM Transactions on Privacy
and Security (TOPS), 24(4):1–36, 2021.

[29] Jack Choquette. NVIDIA Hopper H100 GPU: Scaling Performance. IEEE Micro,
43(3):9–17, 2023.

[30] Marcin Chrapek et al. Confidential LLM inference: Performance and cost across
CPU and GPU TEEs. arXiv preprint arXiv:2509.18886, 2025.

[31] Jalen Chuang, Alex Seto, Nicolas Berrios, Stephan van Schaik, Christina Garman,
and Daniel Genkin. TEE.fail: Breaking Trusted Execution Environments via DDR5

85

https://github.com/canonical/tdx
https://github.com/canonical/tdx


Memory Bus Interposition. In 47th IEEE Symposium on Security and Privacy (IEEE
S&P ’26). IEEE Computer Society, 2026.

[32] Dwaine Clarke et al. Incremental multiset hash functions and their application to
memory integrity checking. In International conference on the theory and application
of cryptology and information security, pages 188–207. Springer, 2003.

[33] David Cohen. Data Scientists Targeted by Malicious Hugging Face ML Models with
Silent Backdoor. https://jfrog.com/blog/data-scientists-targeted-by-mal

icious-hugging-face-ml-models-with-silent-backdoor/, 2024.

[34] Ron Cole and Mark Fanty. ISOLET. UCI Machine Learning Repository, 1991. DOI:
https://doi.org/10.24432/C51G69.

[35] Confidential Containers. TD-Shim Threat Model and Secure Design. https://gith
ub.com/confidential-containers/td-shim/blob/main/doc/threat_model.md,
2022.

[36] Confidential Containers. TD Shim specification (version 0.7). https://github.com
/confidential-containers/td-shim/blob/main/doc/tdshim_spec.md, 2023.

[37] Scott Constable, Jo Van Bulck, Xiang Cheng, Yuan Xiao, Cedric Xing, Ilya Alexan-
drovich, Taesoo Kim, Frank Piessens, Mona Vij, and Mark Silberstein. {AEX-
Notify}: Thwarting precise {Single-Stepping} attacks through interrupt awareness
for intel {SGX} enclaves. In 32nd USENIX Security Symposium (USENIX Security
23), pages 4051–4068, 2023.

[38] Michael Han Daniel Han and Unsloth team. Unsloth. https://github.com/unslo
thai/unsloth, 2023.

[39] Dujian Ding, Ankur Mallick, Chi Wang, Robert Sim, Subhabrata Mukherjee, Victor
Rühle, Laks Lakshmanan, and Ahmed H Awadallah. Hybrid LLM: Cost-Efficient
and Quality-Aware Query Routing. In International Conference on Learning Repre-
sentations, volume 2024, pages 41348–41366, 2024.

[40] Vasisht Duddu et al. Attesting distributional properties of training data for machine
learning. In European Symposium on Research in Computer Security, pages 3–23.
Springer, 2024.

[41] Vasisht Duddu, Lachlan J Gunn, and N Asokan. Laminator: Verifiable ML property
cards using hardware-assisted attestations. In Proceedings of the Fifteenth ACM
Conference on Data and Application Security and Privacy, pages 317–328, 2024.

86

https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://github.com/confidential-containers/td-shim/blob/main/doc/threat_model.md
https://github.com/confidential-containers/td-shim/blob/main/doc/threat_model.md
https://github.com/confidential-containers/td-shim/blob/main/doc/tdshim_spec.md
https://github.com/confidential-containers/td-shim/blob/main/doc/tdshim_spec.md
https://github.com/unslothai/unsloth
https://github.com/unslothai/unsloth


[42] Hossam ElAtali, Lachlan J. Gunn, Hans Liljestrand, and N. Asokan. BliMe: Ver-
ifiably secure outsourced computation with hardware-enforced taint tracking. In
31st Annual Network and Distributed System Security Symposium, NDSS 2024, San
Diego, California, USA, February 26 - March 1, 2024. The Internet Society, 2024.

[43] Hugging Face. Loading big models into memory. https://huggingface.co/docs/
accelerate/concept_guides/big_model_inference, [Accessed] 2026.

[44] Congyu Fang et al. Proof-of-learning is currently more broken than you think. In
2023 IEEE 8th European Symposium on Security and Privacy (EuroS&P), pages
797–816. IEEE, 2023.

[45] Armando Faz-Hernandez, Sam Scott, Nick Sullivan, Riad S. Wahby, and Christo-
pher A. Wood. Hashing to Elliptic Curves. RFC 9380, August 2023.
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