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Abstract

In today’s big data world, companies collect extensive profiles of users’ personal infor-
mation. This kind of extensive data collection risks exposing users’ personal informa-
tion in larger, more severe and frequent data breaches. Furthermore, software devel-
opment practices lead developers to processing this sensitive information for purposes
orthogonal to the core functionality offered by the business. Users’ sensitive data has
often been shared with business partners and other third parties in violation of the busi-
ness’ privacy policy, and in a breach of the users’ trust. Hoepman proposes eight privacy
design strategies, in order to guide software developers to incorporate privacy as a cen-
tral element within the software development process. These privacy design strategies
underpin the design of, and draw examples from, various privacy-enhancing technolo-
gies (PETs) that are deployed today, including differential privacy, anonymity networks
and so on. Nevertheless, software engineers and privacy engineers have found that re-
alizing these privacy design strategies within the back-end web architectures that they
maintain remains challenging. Some privacy design strategies, such as the INFORM
and CONTROL strategies, are commonly realized, by informing users through privacy
policies and equipping them with controls. However, the remaining strategies are not
commonly translated into practice.

We consider different back-end web architectures, including both centralized and
distributed web architectures, and each contribution in this thesis operationalizes one
or more privacy design strategies for the respective back-end architecture. In our first
system, namely CacheDP, we examine relational DBMSes, and reduce the granularity of
sensitive data revealed to data analysts using these systems, thereby realizing the AB-
STRACT strategy. In our second and third systems, namely DHTPIR and Peer2PIR, we
delve into peer-to-peer networks and distributed hash tables. Both of these contribu-
tions seek to minimize the data revealed to other peers while a peer queries for, and re-
trieves, files from the network, and thus, they realize the MINIMIZE strategy. However,
both systems do so differently; DHTPIR separates the sensitive content of the query
across multiple peers in the network, thereby realizing the SEPARATE strategy, while
Peer2PIR hides the content of the query using encryption, and thus operationalizes the
HIDE strategy. In our final system, namely Prose, we focus on a distributed microser-
vice architecture, conceptualizing technical requirements that cater towards the needs of
privacy engineers and software engineers, and implements the ENFORCE and DEMON-
STRATE strategies for this architecture. Considering the MINIMIZE strategy as an exam-
ple, we distinguish betweeen PETs that realize a privacy design strategy once within the
underlying architecture, without further interventions as the architecture evolves, as is



the case with DHTPIR and Peer2PIR, with PETs that realize a strategy in a way such
that the PET can respond to changes in the architecture, as in Prose. We thus relate our
privacy-enhancing technologies to the privacy design strategies that they realize, high-
lighting combinations of privacy design strategies that are realized simultaneously, and
illustrating how some privacy design strategies may be used to indirectly realize others.
Importantly, our work shows that PETs can be designed to systematically and continu-
ally realize privacy design strategies, such as the ENFORCE, DEMONSTRATE and MINI-
MIZE strategies. Finally, we evaluate our privacy-enhancing technologies and show that
they are effective, in terms of continuing to providing the desired functionality but with
the added privacy guarantee afforded by the privacy design strategy, and efficient, in
terms of low communication and computation overheads over the original architecture.
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Chapter 1

Introduction

In today’s big data paradigm, companies extensively collect their customers” personal
data through websites and apps [ ] and share it with many third parties. Collect-
ing large amounts of personally identifiable information (PII) on users often inculcates
a mindset of “collect now, use later” among developers, which in turn leads to this PII
being processed or shared with third parties for purposes unrelated to the core function-
ality offered by the business. For instance, online mental health services such as Better-
Help and Crisis Text Line have shared their users’ personally identifiable information
such as email addresses, their mental health history, and their usage of the service, with
third parties [ ; ]. Users may perceive the act of sharing their data with third
parties, even if it is in a de-identified form, as a privacy violation [ ]. Similarly,
Twitter obtained its users’ phone numbers for the purpose of improving security, such
as two-factor authentication, and then used these phone numbers for targeted advertis-
ing. Twitter has been charged by the Federal Trade Commission (FTC) of continuing to
deceptively use the users’ phone numbers for secondary purposes for five years [ I
Indeed, from the perspective of users, the purposes for which websites and apps collect
data items, or share them with third parties, often do not match with their mental mod-
els [ ; ]. Following the Cambridge Analytica revelations [ ], users
experienced a lack of agency as their data was appropriated for purposes that they did
not expect, including surveillance, and was shared with or sold to third parties that they
were unaware of [ ; ].

For businesses, the benefits of collecting and processing large amounts of data may
be outweighed by a multitude of risks. As businesses continue to collect more user
data and retain it for longer periods of time, users’ data is exposed in larger, more
severe and frequent data breaches [ ]. Data breaches may result in financial



and legal ramifications for the impacted business. Furthermore, extensive data aggre-
gation and poor processing practices risk alienating users who are concerned about
these practices, or losing them altogether from the service [ ]. With large troves
of data, businesses also risk violating data privacy legislation such as the Personal In-
formation Protection and Electronic Documents Act (PIPEDA) [ ] which governs
Canadian businesses’ data processing practices, the General Data Protection Regula-
tions (GDPR) [ ] which governs the processing of European Union residents’ data,
and the California Consumer Privacy Act (CCPA) [ ] for California residents. Or-
ganizations are incentivized to follow regulations such as the GDPR, in order to avoid
large fines [ 1.

Data minimization can help businesses alleviate such risks, by systematically reduc-
ing the amount of data within their back-end systems and safeguarding the process-
ing of such data [ ; ]. Data minimization refers to the use of design strate-
gies that minimize the amount of data collected, shared, and linked by an information
system, as well as strategies that minimize the amount of time for which data is re-

tained [ 11 , Pg. 30]. The privacy-by-design philosophy encourages soft-
ware developers to incorporate privacy early and throughout the software development
lifecycle [ ]. Hoepman [ ; ] identifies eight software design patterns,

namely privacy design strategies, which guide developers to realize privacy by design
within their software development lifecycle. The principle of purpose limitation, one
of the cornerstones of data minimization, states that the type and granularity of any
personal data collected should be the minimum that is necessary for the purpose of col-
lection [Section 3.1][ ]. The aforementioned examples involve processing users’
data for non-core purposes of use, and extensively sharing it with third parties, thereby
ultimately violating the principle of purpose limitation.

Data protection authorities have recognized harms to users as a result of these pri-
vacy violations and consequently, have required organizations to follow data minimiza-
tion strategies during their development process, in order to identify and potentially
prevent such harms. The FTC has cited data minimization in its decisions |[ ].
It has also cited clauses pertaining to purpose limitation from the EU-U.S. Data Pri-
vacy Framework [ ] in its enforcement actions against businesses centered in the
EU [ , Pg. 23]. As such, data minimization has been included in several proposed
data privacy legislations, such as the American Data Privacy and Protection Act [ ]
and American Privacy Rights Act [ ]. The Office of the Privacy Commissioner of
Canada has recommended encoding the purpose limitation principle within the Digital
Charter Implementation Act of 2022 [ ; ]. Data minimization at large, as well
as purpose limitation in particular, have been codified in the GDPR [ ], and have

2



been cited in enforcement decisions [ ; ].

Nevertheless, the FTC has found that businesses lack technical tools to operational-
ize data minimization in practice [ , Section IV-B, IV-D]. This finding is corrobo-
rated through user studies involving privacy engineers and software engineers, as we
detail later [ ; ]. Existing privacy-enhancing technologies are insufficient
at effectively and efficiently realizing data minimization across such modern back-end
architectures. Therefore, we propose frameworks to realize privacy desgin strategies
towards data minimization across modern back-end architectures—that is, to build and
integrate privacy-enhancing technologies (PETs) that automatically apply these strate-
gies into the software development process—in order to identify and potentially pre-
vent the aforementioned harms.

We present the following thesis statement:

It is possible to build and integrate efficient and effective PETs that realize
privacy design strategies within back-end web architectures.

In this thesis, we illustrate this statement through four main systems, namely CacheDP,
DHTPIR, Peer2PIR and Prose.

1.1 Back-end web architectures

Websites are supported by different, constantly evolving web architectures. Web ar-
chitectures typically consist of front-end and back-end components. Front-end compo-
nents execute within the user’s web browser and determine how the user interacts with
and navigates the website. Back-end components implement the core functionality of-
fered by the website, by processing users” data. In this work, we focus on back-end web
architectures as opposed to front-end web architectures. Our contributions towards this
thesis statement focus on different back-end architectures.

Websites have evolved from having monolithic back ends to microservices [ ;

; ]. Each microservice focuses on a certain business functionality or pur-

pose of use. For example, an online e-commerce shop [ ] might have CHECKOUT,
SHIPPING, AUTHENTICATION and ADVERTISING services. Cloud computing technolo-
gies, such as Kubernetes [ ] and Istio [ ], facilitate deploying microservices
on cloud computing platforms, such as GCP [ ] and Amazon EC2 [ 1.
Over 25 open source and proprietary cloud computing projects have been graduated



by the Cloud Native Computing Foundation (CNCF), that is, they are well-maintained,
production-ready codebases with widespread adoption, while over 150 projects are in
the process of graduation [ ; ]. Microservices are ubiquitous; big tech com-
panies such as Google [ ], Amazon [ ], Netflix [ ], and Spotify [ ]
drive the development of microservices-based architectures, and contribute to the afore-
mentioned cloud computing technologies. Additionally, public and private sector en-
terprises around the world increasingly use microservices and adopt these technolo-
gies [ ; ]. Our Prose system focuses on a microservices-based architecture.

Relational DBMSes such as Postgres [ ] and MySQL [ ] are commonly
used to store users’ data in databases. These DBMSes can themselves be deployed as mi-
croservices for a microservices-based back end [ ]. Alternately, cloud-based data
platforms, such as Snowflake [ ], allow businesses to efficiently store and query
large databases on top of cloud computing platforms. Our CacheDP system focuses on
relational DBMSes.

Cloud computing platforms are centralized in that all machines that serve the web-
site’s back-end components are hosted by one entity, such as Google or Amazon. Peer-
to-peer networks can be used to develop truly decentralized and distributed web ar-
chitectures, since peers are located in different administrative regions. Popular net-
works such as the Interplanetary File System (IPFS) [ ] serve as the storage and
computational back end for emerging distributed web applications. The IPFS ecosys-
tem [ ] includes many projects that facilitate building such applications. For ex-
ample, Fleek [ ] serves as a decentralized content distribution network backed
by IPFS. Space Daemon [ ] enables building distributed applications that process
users’ data privately on their own IPFS nodes. Our DHTPIR and Peer2PIR systems
focus on peer-to-peer networks.

1.2 Data minimization

We begin with describing privacy design strategies, and literature on data minimiza-
tion. We then discuss barriers for software engineers to apply these strategies.

We now outline Hoepman’s privacy design strategies [ ; ]. The MINI-
MIZE strategy refers to intentionally limiting the collection and processing of personal
data; Hoepman discusses limiting this collection based on the purpose of use of the
data. The HIDE strategy suggests protecting personal data (access control mechanisms,
data confidentiality through encryption), or making it unlinkable (data or metadata un-
linkability). The ABSTRACT strategy refers to reducing the granularity of the personal

4



data processed, through summarization, grouping, and perturbations. The SEPARATE
strategy advises processing personal data items over different physical locations using
distributed systems, and prefering client-side computations over collecting and disclos-
ing all users’ data to a single entity.

The INFORM strategy advocates supplying fine-grained data processing practices to
users, using layered designs, and notifying users in real time of data breaches. The
CONTROL strategy recommends obtaining users” consent before processing their data
in tandem with the INFORM strategy, while providing them with basic functionalities in
case they decline this consent. Users should also be enabled to withdraw this consent
and to update and delete their data, to address modern subject access requests | I
The ENFORCE strategy refers to enforcing a commitment of processing personal data
in a privacy-friendly way. In tandem with the ENFORCE strategy, the DEMONSTRATE
strategy advises organizations to demonstrate compliance, namely that users” personal
data is processed in a privacy-friendly way, to privacy regulators. Hoepman also enu-
merates several tactics to implement each of the aforementioned strategies. As tactics
for the ENFORCE strategy, Hoepman directs organizations to CREATE a privacy pol-
icy, MAINTAIN or implement that policy through technical or organization controls
and UPHOLD the privacy policy as the organization evolves. Hoepman’s examples for
this strategy include organization-level measures such as privacy impact assessments
(PIAs). The DEMONSTRATE strategy consists of three tactics, namely logging system ac-
tions (RECORD tactic), auditing the logs (AUDIT tactic) and reporting the audit results to
data protection authorities (REPORT tactic). Hoepman exemplifies this strategy through
anomaly detection and sticky policies, which govern the processing of data items and
are transmitted along with the data item.

Giirses et al. [ | approached data minimization as minimizing the risk of data
breaches and the need to trust external entities. They then deconstruct data minimiza-
tion into strategies that minimize collection, disclosure, replication, retention, and link-
ability of data, through designs that avoid centralization; that is, single points of failure.
They emphasize that while software engineers may first collect many data items and
then select which data items to use for a specific purpose, privacy experts design sys-
tems that only collect data necessary towards an end purpose.

Data minimization in practice. While Hoepman'’s privacy design strategies encapsu-
late data minimization and purpose limitation [ , Pg. 457], they remain difficult
to apply for non-experts who may want to integrate PETs into systems. Indeed, ex-
amples for the design strategies in Hoepman'’s handbook [ ] range in complexity



from integrating standard symmetric encryption into the product, to using anonymity
networks such as Tor. To assess whether Hoepman’s privacy design strategies can be
used by developers, Tahaei et al. [ ] analyze advice for developers on the popu-
lar Stack Overflow forum, and classify it in terms of these strategies. The authors find
that most advice fell into the INFORM and CONTROL strategies (such as privacy policies
and permissions), whereas the HIDE and MINIMIZE strategies were less frequent and the
remaining four strategies (ABSTRACT, SEPARATE, ENFORCE, and DEMONSTRATE) were
rarely advised.

Tahaei et al. attribute the infrequency of the HIDE and MINIMIZE strategies to the
fact that large platforms such as Google or Apple only indirectly suggest these strate-
gies to developers. As an example of the MINIMIZE strategy, since collecting sensitive
data items requires informing users through privacy policies and obtaining permissions
from them through consent dialog boxes, developers were advised to not collect these
items and thereby avoid dealing with privacy policies and consent dialog boxes. Sim-
ilarly, developers may conduct data minimization while restructuring their databases.
Tahaei et al. thus hypothesize that the MINIMIZE strategy may be applied reactively, to
avoid legal issues or in the process of database restructuring. They expect that since the
ENFORCE and DEMONSTRATE strategies require organizational support, they are rarely
included in technical advice to developers.

More recently, through their user study, Horstmann et al. [ ] found that soft-
ware engineers and privacy engineers lack tooling to translate privacy concepts such as
data minimization into source code. There are no common automated mechanisms for
privacy engineers to glean data processing practices; privacy engineers rely on ques-
tionnaires and optionally, privacy impact assessments, to gather information about the
data collected and maintained by, as well as the purpose of a service that is implemented
by, a team and then respond back to the software engineers with privacy requirements.
For a large system, relying on these manual processes may lead to outdated informa-
tion about the service, as documentation inevitably drifts from source code. Impor-
tantly, software engineers, as non-experts, are left to actually implement complicated
privacy requirements, such as automating the right to access data that is stored in sep-
arate sources, through scripting. In this process, they juggle with vaguely specified
requirements, including data minimization. Software engineers also experience chal-
lenges in verifying that their implementation works through testing, and maintaining
their systems as their source code evolves. The authors emphasize the need for the aca-
demic community to address these technical challenges, at scale. We observe that doing
this would reduce replicated effort on the part of software engineers implementing pri-
vacy tooling, across different teams within an organization and across organizations.
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TABLE 1.1: Privacy design strategies realized in each contribution.

System Back-end = Web | Privacy Design Strategies

Architecture
CacheDP Relational DBMS | Reduce the granularity of data, or abstract it,
(Chap- through DP perturbations (ABSTRACT strategy).
ter 2?)
DHTPIR Distributed hash | Minimize the data collected by node operators, in
(Chap- tables order to answer search queries (MINIMIZE strat-
ter ??) egy); sensitive information is split across multiple

nodes (SEPARATE strategy).
Peer2PIR Distributed hash | MINIMIZE strategy as above. Also hides the con-

(Chap- tables tent of the search query, through homomorphic en-
ter ??) cryption (HIDE strategy).

Prose Distributed Minimize data collection and disclosure
(Chap- microservices (MINIMIZE strategy). Demonstrate compliance to
ter 2?) a target privacy policy (DEMONSTRATE strategy)

and enforce the policy (ENFORCE strategy). Inform
users of the data processing practices based on the
source code (INFORM strategy).

Similarly, developing tooling catered to privacy engineers to automatically glean what
a given service is collecting and processing, would also reduce the communication effort
for privacy engineers to keep up with multiple teams, and eliminate outdated informa-
tion about the service.

1.3 Contributions

Each contribution in this thesis operationalizes different privacy design strategies, and
in doing so, it targets different aspects of data minimization that are relevant to the re-
spective back-end architecture, as outlined in Table ??. We also highlight key technical
challenges for each contribution below. We associate privacy design strategies with the
PET used in each contribution. We also highlight combinations of strategies that are
commonly realized through the same PET across different contributions. Additionally,
in our final contribution, we reconceive two strategies, which focus on organizational
robustness, in terms of technical requirements for privacy engineers and software engi-
neers. For each contribution, we also outline our notions of efficiency and effectiveness
for the respective PET. We detail each system in its chapter; we group the second and



third contributions together in our discussion below, as they focus on the same back-end
web architecture.

1.3.1 CacheDP

In the first contribution (Chapter ??), we consider a centralized relational database man-
agement system (DBMS). Organizations often maintain large databases with users’ sen-
sitive data. Frequently, data analysts from a different organization may conduct ag-
gregate queries over these databases to derive insights about customers. However, a
curious data analyst may use these query responses to infer sensitive data items of an
individual user in a statistical inference attack. In this contribution, instead of minimiz-
ing the amount or types of data collected or shared, we seek to protect users” data in
databases, while it is being queried by data analysts. We prevent these attacks by using
differential privacy (DP) to release perturbed or noisy aggregate responses, thereby ap-
plying the data minimization strategy of reducing the granularity of released statistics.
As such, DP instantiates the ABSTRACT privacy design strategy.

DP determines the amount of noise in, and thus the accuracy of, the query responses
through a privacy budget. Spending more privacy budget on a query leads to more ac-
curate responses, which is worse for the users’ privacy, since these responses can be
exploited by an analyst in a statistical inference attack. Alternately, an effective DP
system would spend the least privacy budget to meet predetermined accuracy require-
ments. Thus, we measure the effectiveness of our system that uses DP, as a PET, through
its consumption of the privacy budget at the given accuracy requirements, and its effi-
ciency in terms of computation overheads.

Importantly, in this contribution, we demonstrate that features that already exist
within the architecture, such as caching in DBMSes, can be extended to improve the
effectiveness of the PET. We develop CacheDP, a DP system that provides differentially
private responses to analysts” queries for relational DBMSes. CacheDP uses its cache
to save privacy budget in comparison to state-of-the-art DP systems. In doing so, we
address novel technical challenges such as structuring the cache to optimize reuse, and
providing DP responses that satisfy analysts” accuracy requirements.

1.3.2 DHTPIR and Peer2PIR

In the second and third contributions (?? and ??), we consider a distributed architecture
of peer-to-peer networks. Peer-to-peer networks such as the Interplanetary File System
(IPFS) are widely used today. Unlike a traditional client-server architecture, wherein



clients conduct queries and servers respond to them, each peer in peer-to-peer network
functions as both a client and a server in that it can both respond to and conduct queries.
Both the content stored on the network and the routing information enabling peers to lo-
cate one another, are distributed across peers in a peer-to-peer network. In other words,
neither does a single peer store all content, nor does it know the network addresses of
all peers in the network. Thus, while functioning as a client, peers conduct a content
retrieval query to find desired content or a routing query to find the network address of
a given peer. Correspondingly, the queried peers, which function as servers, maintain
tables, such as routing tables and content stores, to facilitate answering these queries.
A client contacts multiple server peers in the process of answering each query, before it
ultimately finds the desired content or peer. Importantly, the servers learn what content
the client is attempting to fetch or who it is attempting to contact.

Thus, in these two contributions, we seek to minimize the data collected by peers
who operate as servers, in the process of answering these queries. We want to ensure
that the content of the query is only known to the peer acting as a client. Private Infor-
mation Retrieval (PIR) is a PET designed to enable a client to retrieve a record from a
table shared by one or more servers, while preventing the servers from knowing which
record was retrieved. PIR can thus serve as a PET to hide the content of the query. PIR
allows us to limit what information is collected by peers acting as servers, in order to
answer a client’s query, and thus enables us in realizing the MINIMIZE strategy within
these contributions. PIR schemes incur communication and computation overheads on
top of the non-private status quo, namely directly retrieving the records from the servers
and consequently revealing which record was retrieved. We thus measure the efficiency
of both of these contributions in terms of these two types of overheads.

These two contributions differ in that they rely on different types of PIR schemes. In
particular, information-theoretic PIR schemes (IT-PIR) separate the information about
a client’s query across a quorum of multiple server peers, such that these server peers
need to collude together to learn this information. DHTPIR uses IT-PIR schemes and
in doing so, realizes the SEPARATE strategy for peer-to-peer networks. Instead of a sin-
gle server peer responding to a client’s query, as in the original peer-to-peer network, a
quorum of server peers respond in DHTPIR. The effectiveness of DHTPIR is thus con-
tingent on forming well-behaving groups with sufficient peers that behave honestly by
not colluding. The key technical challenge that DHTPIR addresses is to form reasonably
sized quorums, while reducing the aforementioned overheads for efficiency.

On the other hand, in Peer2PIR, a single server peer continues to respond to a client’s
query, but the underlying PIR schemes, namely computational PIR schemes, assume
that the server cannot solve computationally hard problems. In particular, we rely on
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homomorphic encryption to hide the content of the query from the server, and as such,
Peer2PIR additionally realizes the HIDE strategy. While IT-PIR schemes have lower
overheads than CPIR schemes, they require majority-honest quorums, which add to
the overheads for DHTPIR and require peers to provide more storage overhead by a
multiplicative factor; this leads us to our choice of CPIR schemes for Peer2PIR, as we
discuss later. Nevertheless, composing computational PIR schemes within peer-to-peer
networks is also challenging, and we address these challenges within Peer2PIR. CPIR
schemes have been designed for a traditional client-server setting, and implicitly as-
sume that the client repeatedly queries the same server peer. However, this assumption
is broken within peer-to-peer networks, since a client contacts different peers in the
process of answering both content retrieval and routing queries. Additionally, these
schemes are optimized for certain table sizes, and one scheme cannot fit all of the afore-
mentioned types of queries. In Peer2PIR, we highlight and address these design chal-
lenges, and adapt existing CPIR schemes for IPFS. Our proofs of security of our CPIR
schemes demonstrate their effectiveness.

1.3.3 Prose

In the final contribution (??), we consider a distributed microservices architecture.
Medium and large-sized organizations task privacy managers or engineers to ensure
that their distributed systems handle users’ data in a privacy-preserving manner or that
these systems comply with privacy legislation. Privacy engineers could use existing
PETs towards data minimization in this architecture. As outlined above, many PET de-
signs use cryptographic or information-theoretic techniques to ultimately minimize the
data exposed to certain adversaries in a specific threat model.

However, in a microservices-based architecture, simply eliminating the use of a data
item at one service by implementing a PET, may not be sufficient to eliminate collecting
that data item from the client altogether. Users” data items are processed by multiple
services, each of which has different functionalities or purposes of use. Thus, for pri-
vacy managers to provide meaningful privacy guarantees over users’ data, they require
knowledge of the entire distributed back-end system; that is, how each microservice
handles users” data. The privacy manager may then seek to minimize data collection
and disclosure, by ensuring all services stick to a strict target privacy policy. To this end,
we build a Privacy Observability and Enforcement system, namely Prose. We measure
the effectiveness of Prose in terms of its false positives and negatives in detecting vio-
lations. We measure its efficiency in terms of its computation overheads on top of the
distributed microservices architecture. We explicate requirements for privacy engineers
and software engineers to easily use Prose. Key technical challenges include develop-
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ing a scalable design that can operate over microservices written in multiple languages,
without incurring significant effort on part of software engineers, such as requiring
them to rewrite their code for our frameworks to work. As we describe later, Prose re-
alizes the ENFORCE strategy, and can serve as an auditing framework, thereby realizing
the DEMONSTRATE strategy. Importantly, Prose enables privacy engineers to continu-
ally realize the MINIMIZE strategy, even as the microservices” source code evolves.
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Chapter 2

CacheDP

We focus on relational DBMSes as our back-end web architecture for this chapter. Orga-
nizations use relational DBMSes to maintain large datasets that contain users’ sensitive
data. They may permit data analysts, who may potentially be affiliated with another
organization, to query these datasets for aggregate statistics. However, a curious data
analyst may use these query responses to infer a user’s record. Differential Privacy
(DP) [ ; ] allows organizations to provide a guarantee to their users that
the presence or absence of their record in the dataset will only change the distribution
of the query response by a small factor, depending on the privacy budget. This guarantee
is typically achieved by perturbing the query response with noise that is inversely pro-
portional to the privacy budget. DP is thus a PET that realizes Hoepman’s ABSTRACT
strategy. DP systems face an accuracy-privacy trade-off: they provide accurate query
responses, at the cost of spending a large privacy budget. DP is offered as a built-in fea-
ture in DBMSes such as Snowflake [ ]. DP has been deployed at the US Census
Bureau [ ], Google [ ] and Microsoft [ ]. In this chapter, we delve
into the technical challenges of composing a PET that realizes Hoepman’s ABSTRACT
strategy, namely DP, on top of a back-end web architecture, namely a relational DBMS.

2.1 Introduction

Existing DP deployments [ ; ; ; ] mainly consider a non-
interactive setting, where the analyst provides all queries in advance. In contrast, in
interactive DP systems [ ; ; ; ], data analysts supply queries

one at a time. These systems have been difficult to deploy as they often assume an
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analyst has DP expertise. First, data analysts need to choose an appropriate privacy
budget per query. Second, data analysts require each DP noisy query response to meet
a specific accuracy criterion, whereas DP systems only seek to minimize the expected
error over multiple queries. Ge etal.’s APEx [ ] eliminates these two drawbacks,
as data analysts need only specify accuracy bounds in the form of an error rate  and a
probability of failure 5. APEx chooses an appropriate DP mechanism and calibrates the
privacy budget spent on each workload, to fulfill the accuracy requirements. However,
interactive DP systems may run out of privacy budget for a large number of queries.

We observe that we can further save privacy budget on a given query, by exploiting
past, related noisy responses, and thereby, we can answer a larger number of queries
interactively under the same total privacy budget. The DP post-processing theorem
allows arbitrary computations on noisy responses without affecting the DP guaran-
tee. Hay et al. [ ] have applied this theorem to enforce consistency constraints
among noisy responses to related range queries, thereby improving their accuracy,
through constrained inference. Peng et al. [ ] have proposed caching noisy re-
sponses and reusing them to answer future queries in Pioneer. However, their cache is
unstructured and only operates with simple DP mechanisms such as the Laplace mech-
anism.

We design a usable interactive DP query engine, CacheDP, with a built-in differen-
tially private cache, to support data analysts in answering data exploration workloads
accurately. Our system is built on top of an existing non-private DBMS and interacts
with it through standard SQL queries. Instead of requiring analysts to specify the pri-
vacy budget to spend on each query, they can bound the error in the DP response to
that query in the form of an («, ) accuracy requirement. CacheDP meets the analysts’
accuracy requirement on each workload, while minimizing the privacy budget spent
per workload. We note that a similar reduction in privacy budget could be obtained if
an expert analyst planned their queries, however our system removes the need for such
planning.

Our contributions address four main challenges in the design of our engine. First,
we structure our cache to maximize the possible reuse of noisy responses by DP mecha-
nisms in Section ??. Our cache design fully harnesses the post-processing theorem in the
interactive setting, for cached noisy responses. Second, we integrate existing DP mech-
anisms with our cache, namely Li et al.’s Matrix Mechanism [ ], and Koufo-
giannis et al.’s Relax Privacy mechanism [ ]. In doing so, we address technical
challenges that arise due to the need to maintain accuracy requirements over cached
responses while minimizing the privacy budget, and thus, we provide a novel privacy
budget cost estimation algorithm.
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Third, we extend our cache-aware DP mechanisms with two modules, which further
reduce the privacy budget. Specifically, we apply DP sensitivity analysis to proactively
fill our cache, and we apply constrained inference to increase cache reuse. We note that
CacheDP internally chooses the DP module with the lowest privacy cost per workload;
data admins or analysts do not need to tweak CacheDP to select the best DP module.
We present our Modified Matrix Mechanism in Section ??, our optional modules in Sec-
tion ??, and our Relax Privacy module in Section ??. Fourth, we develop the design of
our cache to handle queries with multiple attributes efficiently in Section ??.

Finally, we conduct a thorough evaluation of our CacheDP against related work
(APEX, Pioneer), in terms of privacy budget consumption and performance overheads
in Section ??. We find that it consistently spends lower privacy budget as compared to
related work, for a variety of workload sequences, while incurring modest performance
overheads. Through an ablation study, we deduce that our standard configuration with
all DP modules turned on, is optimal for the evaluated workload sequences. Thus, re-
searchers implementing our system need not tinker with our module configurations.

2.2 Background

We consider a single-table relational schema R across d attributes: R(A;, ... As). The
domain of an attribute .4, is finite and is given by dom(.A;), where |dom(A;)| = n,. Thus,
the full domain of R is an ordered list given by dom(R) = dom(A;) x - - - x dom(Ay) and
is of size n = [[, n;. A database instance D of relation R is a multiset whose elements
are values in dom(R). Consider dom(R) to be an ordered list. We represent a database
instance D by a column vector x of length n, where x[i] is the count of ith value from
dom(R) in D.

A predicate ¢ : dom(R) — {0, 1} is an indicator function that specifies the database
rows that an analyst is interested in. A linear or row counting query (RCQ) takes a pred-
icate ¢ and returns the number of tuples in D that satisfy ¢, i.e., ¢(D) = >, o(t).
This corresponds to querying SELECT COUNT (x) FROM D WHERE ¢ in SQL. We fo-
cus on RCQs for this work as they are primitives that can be used to express histograms,
multi-attribute range queries, marginals, and data cubes.

In this work, we express RCQs using matrices. We represent a single RCQ as a
length-n row vector w, with w[i] € {0,1} for i = 1,...,n. Specifically, w is an indicator
vector, and thus, we represent a range [p,q) as a row vector with a 1 at column j if
J € [p,q). To obtain the ground truth response for a RCQ w, we can simply compute
w - x. Hence, we can represent a workload of ¢/ RCQs as a ¢ x n matrix W and answer
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this workload by matrix multiplication, as Wx.

Most elements of the domain will be irrelevant for answering a given workload, and
thus, we can transform the data vector x into another, ideally smaller data vector x that
consists of n’ < n disjoint buckets. We can similarly map the workload matrix W over
the full domain dom(R) to a matrix W of size ¢ x n’, respectively. Since we consider a
workload matrix W as a set of RCQs, applying a set operator over a workload matrix is
equivalent to applying this operator over a set of RCQs. For example, W' C W implies
that the set of RCQs in W' is a subset of the RCQs in W. We summarize key notation in
Table ?2.

Definition 2.2.1 (e-Differential Privacy (DP) [ 1). A randomized mechanism M :
D — O satisfies -DP if for any output sets O C O, and any neighboring database pairs
(D,D"),ie., |D\D'UD\D| =1,

Pr[M(D) € O] < e Pr[M(D') € O]. (2.1)

The privacy parameter e is also known as the privacy budget. A classic mechanism
to achieve DP is the Laplace mechanism. We present the matrix form of Laplace mech-
anism below.

Theorem 2.2.1 (Laplace mechanism |[ ; ). Given an ¢ x n’ workload
matrix W and a data vector x, the Laplace Mechanism £; outputs £,(W,x) = Wx +
Lap(b)* where Lap(b) is a vector of ¢ independent, identically distributed samples from
a Laplace distribution with scale b. If b > m, where |W||; denotes the L; norm of W,
then £,(W, x) satisfies e-DP.

Lietal [ ] present the matrix mechanism, which first applies a DP mech-
anism, M, on a new matrix A, which is known as the strategy matrix, and then post-
processes the noisy answers to the queries in A to estimate the queries in W. This mech-
anism aims to achieve a smaller error than directly applying the mechanism M on W.
We use the Laplace mechanism £, to illustrate matrix mechanism in Example ??. As we
outline in this example and discuss later, A will have linearly independent columns and
will thus be a full column rank matrix. We define the Moore-Penrose pseudoinverse of
a matrix below.

Definition 2.2.2. The Moore-Penrose pseudoinverse of an m x n matrix A is given by
the matrix A" that satisfies the following constraints [ , Definition 17]:

AATA = A ATAAT = AT (AAT)T = AAT (ATA)T = AT A
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TABLE 2.1: Notation for CacheDP.

Notation  Description

x, w, W, A raw data vector, query vector, query workload matrix, strategy matrix
over full domain dom(R)

x, w, W, mapped data vector, query vector, query workload matrix, strategy

A matrix over a subset of dom(R)

a, B accuracy parameters for W

B, B,, € total budget, consumed budget, workload budget

A*, Cax global strategy matrix, its cache over dom(R)

b,y a scalar noise parameter, a scalar noisy response

b a vector of noise parameters

Y,z a vector of noisy responses to the strategy A or to the workload W.

(@, b,y,t) acache entry for a strategy query a € A* stored at timestamp ¢. See
Definition ??.
F,P free strategy matrix, paid strategy matrix

In particular, the Moore-Penrose pseudoinverse of a full column rank matrix A is de-
fined as follows:
AT =(ATA)TAT

Since AT A will be invertible when A is full column rank, we have that At is the left

inverse of A, as follows:
ATA = (ATA) Y ATA) =1

Definition 2.2.3 (Matrix Mechanism (MM) [ ). Given an ¢ x n workload ma-
trix W, a p x n strategy matrix A, and the Laplace mechanism £,(A, x) that answers
A on x, the matrix mechanism M, ., outputs the following answer: Maj », (W, x) =
WA™L,(A, x), where A* is the Moore-Penrose pseudoinverse of A. We denote £,(A, x)
by Sf and MA7£b by Z.

Example 2.2.1. In a database schema R, consider an attribute A with an ordered, integer
domain dom(A) = [0,8). The analyst asks an RCQ of the form: SELECT COUNT (x)
FROM R WHERE A < 7. We represent this workload query as w = [0, 7). We also form
its corresponding matrix, W, of size |w| x |dom(.A)| = 1 x §; this matrix only consists of
zeroes and ones, as shown below. Consider the query a = {[0,4), [4,6), [6,7)}. We refer
to this as a strategy query, since the responses to this query can be linearly combined
to answer w. Indeed, a ground truth response to w will be the same as the sum of
the responses to a. (Other choices of a, such as a = {[0,5), [5,7)}, can also be used to
answer w. Our choice of strategy queries is instrumental to our cache design, as we
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detail in Section ??, and illustrate in Example ??.) We represent each range [p, ¢) in a as
an dom(.A)-sized indicator vector, similar to w. We thus represent a as a matrix A, of
size |a| x |dom(.A)|, similar to W. (A also consists of only zeroes and ones.)

xT = [x[0,1) x[1,2) .. x[j—1,5)]
1

W=[1111111 0]
11110000
A=00001100
00000O0T1O0

To obtain the ground truth response for W, we can simply compute W - x.

Instead of x7, consider the following data vector xT, and its associated workload
matrix (W) and strategy matrix (A). These are the full-rank forms of the aforementioned
matrices, and we describe how they are generated later on.

x[0, 4) 100
x=|x[46) |, W=[1 1 1,A=]0 1 0
x[6,7) 001

Intuitively, each workload query in W can be represented as a linear combination of
strategy queries in A, i.e., Wx = WA"(Ax), where A" is the Moore-Penrose pseu-
doinverse of the full-rank matrix A. Then, given the noisy responses to A, through the
Laplace mechanism, y = Ax+mn, we can compute the responses to W as z = WATy. As
the matrix mechanism post-processes the output of a DP mechanism [ ], it also sat-
isfies e-DP, when the noise parameter for the noisy responses in y satisfy the following

bound.

Proposition 2.2.1 ([ D. Ifb> @, then My ., satisfies e-DP.

We would like to allow data analysts, who may not be able to choose an appropriate
budget for a DP mechanism, to specify their accuracy requirements for their workload.
We consider two popular error specifications for DP mechanisms.

Definition 2.2.4. Given an ¢ x n workload matrix W and a DP mechanism M, (i) the
a?-expected total squared error bound [ lis

E[[[Wx — WATM(W, x)[3] < o (2.2)
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and (ii) the («, 8)-worst error bound [ ] is defined as

Pr[||[Wx — WATM(W,x)||. > o] < . (2.3)

The error for the matrix mechanism is || WA Lap(b)*||, which is independent of the
ground truth data. This allows us to directly estimate the error bound without running
the mechanism on the data. For example, Ge et al. [ ] provide a loose bound for
the noise parameter in the matrix mechanism to achieve an («, 3)-worst error bound.

Theorem 2.2.2 ([ ). The matrix mechanism M ., satisfies the («, 3)-worst er-
ror bound, if
\/B/2
b< by — VP2 (2.4)
[WA* |

where || - || is the Frobenius norm, which is the square root of the sum of squares of all
elements in the matrix.

When we set b to this loose bound by, the privacy budget consumed by this mecha-
nism is %. To minimize the privacy cost, Ge et al. [ ] conduct a binary search
over noise parameters larger than b;,. The filtering condition for this search is whether
the sampled error term WA ™ Lap(b)*||, which is output by a Monte Carlo simulation,
exceeds o with a probability less than or equal to 5. This search outputs a noise pa-

rameter b* > b, that satisfies the («a, §)-requirements, at the minimal privacy cost of

[N
b -

2.3 System Design

We design an interactive inference engine with a built-in cache, CacheDP, that supports
data analysts in answering data exploration queries under differential privacy with suf-
ficient accuracy. The system architecture is given in Figure ??. We follow a differential
privacy model with a trusted data owner. The data owner instantiates an unmodified
relational DBMS such as MySQL, with a database that includes sensitive data. To com-
plete the setup stage, the data owner also provides a total privacy budget B to our
system. At runtime, the data analyst inputs a workload W, and an («, ) accuracy re-
quirement that the workload should satisfy, to CacheDP. Our system interacts with the
DBMS, via an SQL interface, and a cache C, to return a differentially private workload
response z, which satisfies this accuracy requirement, to the analyst. The i-th workload
response consumes some privacy budget ¢;, out of B, and the goal of CacheDP is to
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reduce ¢; by using our cache, which stores historical noisy responses. The analyst con-
tinues this process with a series of workloads. We provide an overview of our system
design in this section, while motivating our description through design challenges. Our
system follows a modular design, in order to enable DP experts to develop new cache-
aware, problem-specific modules in the future.

2.3.1 Cache Structure Overview

Our cache stores previously released noisy DP responses and related parameters; it does
not store any sensitive ground truth data. Moreover, the cache does not interact directly
with the DBMS at all. Therefore, the cache design evolves independently of the DBMS
or other alternative data storage systems. We consider two design questions: (i) which
queries and their noisy responses should be stored in the cache; and (ii) what other
parameters are needed?

A naive cache design simply stores all historical workloads, their accuracy require-
ments and noisy responses [(Wy, oy, £1,21), ..., (W, ay, 5, 2;)]. When a new workload
(Wit1, a1, Bi41) comes in, the system first uses the cache to infer a response z;,, and
its error bound (o, ;). If its error bound is better than the accuracy requirement,
thatis, o}, < ayy1 and f;,; < Biya, then the workload response can be reused. Oth-
erwise, the error bound is worse than the accuracy requirement, that is, o; ; > ay4 or
Bi11 > Biy1, then additional privacy budget ¢, needs to be spent to improve z; , to
Zt41. This additional privacy cost €,;; should be smaller than a DP mechanism that does
not use historical query answers.

This cache design is used in Pioneer [ ], but it has several drawbacks. First,
this design results in a cache size that linearly increases with the number of workload
queries. Second, we will not be able to compose and reuse cached past responses to over-
lapping workloads (W;_, N W; # 0). Simply put, this design works with only simple
DP mechanisms, which answer the data analyst-supplied workloads directly with noisy
responses. For instance, Pioneer [ ] considers only single-query workloads and
the Laplace mechanism. We seek to design a reusable cache that can work with complex
DP mechanisms, and in particular, the matrix mechanism. Thus, we need to structure
our cache such that cached queries and their noisy responses can be reused efficiently,
in terms of the additional privacy cost and runtime, while limiting the cache size.

Our key insight is that the strategy matrices in Matrix Mechanism in Def ?? can
be chosen from a structured set. So, we store noisy responses to the matrix that the
mechanism answers directly (the strategy matrix), instead of storing noisy responses
that are post-processed and returned to the data analyst (the workload matrix). If all
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strategy matrices share a similar structure, then we need to only track noisy responses
to a limited set of queries in our cache. Relatedly, since the («, ) accuracy requirements
for different workload matrices can only be composed through a loose union bound,
we instead track the noise parameters that are used to answer the associated strategy
matrices. Thus, in our cache, we store the strategy queries, the noisy strategy query
responses and the noise parameters.

This cache design motivates us to consider a global strategy matrix A* for the cache
that can support all possible workloads. Importantly, for a given workload matrix W,
we present a strategy transformer (ST) module to generate an instant strategy matrix,
denoted by A, such that each instant strategy matrix is contained in the global strategy
matrix, i.e., A C A*. In this design, the cache tracks each strategy entry a € A*, with its
noisy response, its noise parameter, and the timestamp.

Definition 2.3.1 (Cache Structure). Given a global strategy matrix A* over the full do-
main dom(R), a cache for differentially private counting queries is defined as

Car ={...,(a,b,7,t),...|la € A"}, (2.5)

where b and y are the latest noise parameter and noisy response for the strategy query a,
and t is the time stamp for the latest update of a. At beginning, all entries are initialized
as (a, —, —,0), where ‘—’ denotes invalid values. For simplicity, we use C instead of Cx~
within the rest of this chapter.

In this work, A* corresponds to a hierarchical structure, namely a k-ary tree over
dom(A;). This is a popular strategy matrix for MM | , Section 6]. Figure ??
shows the global strategy matrix as a binary tree decomposition of a small integer do-
main [0, 8), which is used in our examples.

2.3.2 Strategy Transformer (ST) Overview

We outline the Strategy Transformer (ST) module, which is commonly used by all of our
cache-aware DP modules. The ST module consists of two components: a Strategy Gen-
erator (SG) and a Full-Rank Transformer (FRT). Prior work [ ] uses the global
strategy A*, which has a high ||A*||;. Given an input W, the SG selects an instant strat-
egy A C A*, with alow ||A||;, among other criteria. Though C is structured based on A*,
it is not searched while generating A. We generate instant strategies for two workloads,
in the example below.
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FIGURE 2.2: A global strategy A* in a binary tree decomposition for an integer domain
[0,8). Workload queries include W; = {[0,7)}, Wy = {[2,6), [3,7)}. Nodes present only
in strategy A; are shown in blue text, nodes only in A, are in orange text, nodes in both
A; and A, are shown in violet text.

Example 2.3.1. In Figure ??, for an integer domain [0, 8), we show a binary tree decom-
position for its global strategy A*. This strategy consists of (2°+2%+2'+1) row counting
queries (RCQs), where each RCQ corresponds to the counting query with the predicate
range indicated by a node in the tree. We use A}, ;) to denote the RCQ with a range [a, b)
in the global strategy matrix.

The first workload W; consists of a single query with a range predicate [0, 7). It can be
answered by summing over noisy responses to three RCQs in the global strategy matrix,
(Ajy 4y, Al ) Afs 7). The second workload W, has two queries with range predicates
([2, 6) 13,7)). It can be answered using Ay = (A}, ), Al g, Ay ), Al 7). We detail the
strategy generation in Example ??.

We observe that the RCQs Al 6) and A 7) are common to both A; and A,. Thus, our
cache-aware DP mechanisms can potentially reuse their noisy responses to answer A,.
O
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The accuracy analysis of the matrix mechanism only holds over full-rank strategy
matrices [ , Section 4]. However, in general, the instant strategy A may not
be full rank. We address this challenge in the FRT module, by mapping the instant
strategy A, workload W, data vector x, to a compact, full-rank, efficient representation,
resulting in A, W and x respectively. Thus for an input W, x, the ST module outputs
(A, W, x). Since the cache entries should be uniquely addressable, the raw data vector
x and strategy A are used to index the cache.

2.3.3 Cache-aware DP Modules

Our system supports two novel classes of cache-aware DP mechanisms: Modified Matrix
Mechanism (MMM) and the Relax Privacy Mechanism (RP). These two cache-aware DP
mechanisms commonly use the ST module to transform an input W, x to (W, A, x). Each
cache-aware DP mechanism implements two interfaces (similar to APEx [ 1) us-
ing the mapped representations A, W, x, as well as the cache C:

¢ The ANSWERWORKLOAD interface answers a workload W. It first answers the in-
stant strategy A, by combining noisy responses from the cache C, as well as deriv-
ing fresh noisy responses based on the ground truth from the DB, which requires
privacy budget e. Implementations of this interface differ in how they answer A.
However, they identically post-processes the strategy noisy response to form the
noisy workload response, following the matrix mechanism, as in Definition ??2.
Each implementation also updates the cache.

* The ESTIMATEPRIVACYBUDGET interface estimates the minimum privacy budget
e required by the ANSWERWORKLOAD interface to achieve the («, ) accuracy re-
quirement.

For the first cache-aware DP mechanism, MMM, we have two optional modules,
namely Strateqy Expander (SE) and Proactive Querying (PQ), which modify the instant
strategy A output by the basic ST module, for different purposes. While both modules
reduce the privacy cost, they differ in terms of the workload whose privacy cost is re-
duced. The SE module reduces the cost for the given workload under MMM, whereas
the PQ module reduces the cost of future workloads. The SE module expands A with
related, accurate, cached strategy rows to exploit constrained inference, as discussed by
Hay et al. [ ]. On the other hand, the PQ module is designed to fill the cache
proactively, for use by the other modules in answering future workloads. It expands A
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Algorithm 1 CacheDP Overview

Require: Dataset D, Total privacy budget B.
1: Initialize privacy loss B, = 0, cache C = {(w, —, —, 0)|w € A*}.
2: repeat
3: Receive (@, «, §) from analyst
W, A <~ GENERATESTRATEGY(()) > (Algorithm ??, Line ??)
A, T < TRANSFORMSTRATEGY(A) > (Algorithm ??, Line ??)
W — FRT(T,W) » (Algorithm ??, Line ??)
(b,e1) < MMM.ESTIMATEPRIVACYBUDGET(C, A, W,«,3,A, T) > (Algo-
rithm ?2?)
€9 < RP.ESTIMATEPRIVACYBUDGET(C, A, W, a, ) > (Algorithm ??)
9: A., A., T. < SE.GENERATEEXPANDEDSTRATEGY(A, C,b) > (Algorithm ??)
10: €3 < MMM.ESTIMATEPRIVACYBUDGET(C, A., W, o, 3, A, T.) > (Algorithm ??)

11: Pick (M , A) from (MMM or RP, A or A.) that has smallest ¢;

12: if ¢, + B, > B then

13: Answering () satisfying («, 3) will exceed B. Reject Q.

14: V We use Algorithm ?? when M is MMM or SE and Algorithm ?? when M is RP.
15: 2z + M.ANSWERWORKLOAD(C, A, W, ¢;, x)

16:

17: return z to data analyst.

18: BC <— BC + €;

19: until no more () from the analysts or B, = B

with strategy queries that are not cached. Importantly, it does so without incurring any
additional privacy budget to answer A, over that required to answer A by MMM.

Putting it all together, we state the end-to-end algorithm in Algorithm ??. First, for
an input workload (@, «, 8), our system uses the ST module to formulate the work-
load query into a matrix W and to decompose the workload query to a strategy A
(Line ??). We generate full-rank matrices for the strategy and workload, namely A and
W (Line ??). We note that as such, we do not materialize the strategy and workload ma-
trices denoted by A and W; we only materialize their smaller, full-rank forms for matrix
operations (Lines ??-??). We then execute the ESTIMATEPRIVACYBUDGET interface, with
the input tuple (W, A, «, 8), for the MMM, SE, and RP mechanisms (Lines ??-2?). We
choose the mechanism that returns the lowest privacy cost ¢; (Line ??). If the sum of this
privacy cost and the consumed privacy budget is smaller than the total privacy budget,
then the system proceeds to the next step; otherwise, it does not answer this query, as
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expected for an interactive DP system. It then executes the ANSWERWORKLOAD inter-
face for the optimal mechanism, with the input tuple (W, A, ¢;) (Line 2?). The consumed
privacy budget will increase by ¢; (Line ??). We note the following caveats about our op-
tional modules. The SE module uses the same implementations of both interfaces as the
MMM module, with the expanded strategy A as input, instead of the original strategy.
Since the PQ module has the same privacy cost as that of MMM, we do not need to
rerun the ESTIMATEPRIVACYBUDGET interface for MMM, with the expanded strategy.
The PQ module is run if and only if either MMM or SE are the optimal mechanisms; it
is not run when RP is optimal, as we describe later. (Thus, considering Figure ??, the
MMM, SE and RP modules implement the ESTIMATEPRIVACYBUDGET and ANSWER-
WORKLOAD interfaces, and the PQ module is run, as part of the implementation of the
ANSWERWORKLOAD interface, when either the MMM or SE modules are optimal.)

We present the MMM in Section ??, the common ST module and the optional mod-
ules (SE, PQ) in Section ??, and the RP mechanism in Section ??.

Theorem 2.3.1. The workload responses produced by CacheDP, as defined in Algo-
rithm ??, satisfy B-DP.

Proof. We begin by addressing the cost estimation phase (Lines ??-??). The cost estima-
tion phase is independent of the ground truth for each DP mechanism (MMM or RP),
and does not consume any privacy budget. In addition, each DP mechanism with its
corresponding chosen strategy ensures ¢;-DP (Proposition ?? for MMM; [ , The-
orem 1A] for RP). The DP sequential composition theorem [ ] states that the total
privacy budget spent when answering a given workload with privacy budget ¢;, given
that B. has been consumed in the past, is given by the sum of the two privacy bud-
gets. We only provide a workload response when this sum is less than the total privacy
budget B (Line ??). Thus, by the DP sequential composition theorem, the total privacy
budget spent will be less than B at all times,' and this ensures that our Algorithm ??
satisfies B-DP. O

2.4 Modified Matrix Mechanism (MMM)

We describe our core cache-aware DP mechanism, namely the Modified Matrix Mech-
anism. We wish to answer a workload W with an (a, §)-accuracy requirement using a

!We note that queries that are rejected consume zero privacy budget; our cost estimation phase does
not depend on the ground truth data for any of our modules. Thus, this statement also holds when
considering rejected queries.
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cache C and an instant strategy A C A*, while minimizing the privacy budget e. First,
we intuit the mechanism design. Second, we describe the ANSWERWORKLOAD inter-
face, which answers W through A, under optimal parameters. Third, we describe the
ESTIMATEPRIVACYBUDGET interface, which derives an optimal € and other parameters
for the former interface.

241 MMM Overview

The cacheless matrix mechanism (Definition ??) perturbs the ground truth response to
the strategy, that is Ax, with the noise vector freshly drawn from Lap(b)4! to obtain
y = Ax + Lap(b)4l. An input workload is then answered using WA*ty. As we dis-
cussed in Section ??, in an accuracy-aware DP system such as APEx [ ], the
noise parameter b is calibrated, first through a loose bound b;, (Theorem ??) and then to a
tighter noise parameter b* > by, such that the aforementioned workload response meets
the (o, §)-accuracy requirement. Ultimately, the cacheless matrix mechanism would ex-

pend privacy budget given by H’;% (Proposition ??).

In MMM, we seek to reduce the privacy budget spent by using the cache C. Given an
instant strategy matrix A C A*, we first look up the cache for all strategy range queries
in A. Note that not all rows in A may have their noisy responses in the cache. The cache
may contain noisy responses for some rows of A, given by C N A, whereas other rows in
A may not have cached responses. A preliminary approach would be to simply reuse all
cached strategy responses, and obtain noisy responses for non-cached strategy rows by
expending some privacy budget through naive MM. However, some cached responses
may be too noisy and thus including them will lead to a higher privacy cost than the
cacheless MM.

Our key insight is that by reusing noisy responses for accurately cached strategy rows,
MMM can ultimately use a smaller privacy budget for all other strategy rows as com-
pared to the cacheless MM, while satisfying the accuracy requirements. Thus, out of
all cached strategy rows C N A, MMM identifies a subset of accurately cached strategy
rows [F C C N A that can be directly answered using their cached noisy responses, with-
out spending any privacy budget; we refer to F as the free strateqy matrix. MMM only
spends privacy budget on the remaining strategy rows, which forms the paid strategy
matrix P. The full-rank forms of the free and paid matrices are denoted by F and P re-
spectively. The ESTIMATEPRIVACYBUDGET interface of MMM seeks the best pair of free
and paid strategy matrices (F, P) that use the smallest privacy budget ¢ to achieve the
(o, B)-accuracy requirement. The ANSWERWORKLOAD interface uses this parameter
configuration (F, P, ¢) to generate noisy responses to the workload.
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Algorithm 2 Modified Matrix Mechanism (MMM): ANSWERWORKLOAD interface

1: function ANSWERWORKLOAD(C, A, W, ¢, x)

2 Parameters: Workload sequence number (z)

3 (F,P,bp,€) «+ ESTIMATEPRIVACYBUDGET(C, A, W, a, 5) > Defined in Algorithm ??.
4: if isPQModuleOn then > Expand P using the PQ module (Section ??)

5: AP <GENERATEPROACTIVESTRATEGY(P,C) > Defined in Algorithm ??.

6 P+~ PUAP

7 yp + Px + Lap(bp)'F! > Generate noisy responses to P.

8 C+ CU(P,bp,yp,t =1i) > Update the cache with yp.

9: yF < [c.y|ceC, caeF] > Getnoisy responses for F from the cache.

10: y < yrUyp > Combine free and paid noisy responses, according to their order in A.
11: z + WA™Ty > Post-process noisy strategy response to answer W.

12: return z

2.4.2 Answer Workload Interface

We present an implementation of the ANSWERWORKLOAD interface for the MMM (Al-
gorithm ??). We recall that CacheDP first calls the ESTIMATEPRIVACYBUDGET imple-
mentation for each module, and supplies its output to the ANSWERWORKLOAD imple-
mentation. For MMM, the latter implementation receives the following: the free and
paid strategy matrices, the optimal noise parameter for the paid strategy matrix, and
its associated privacy cost (Line ??). We observe that the ESTIMATEPRIVACYBUDGET
implementation ensures that bp = 1Pl to satisfy e-DP.

First, ANSWERWORKLOAD checks if the PQ module (Section ??) is turned on
(Line ??). If it is, then the paid strategy matrix will be expanded for the remaining
operations (Line ??-Line ??). Second, P is answered using the Laplace mechanism with
the noise parameter bp (Line ??). Then these fresh noisy responses will be inserted into
the cache (Line ??). In particular, for each query w € P, we update its corresponding
noisy parameter, noisy response, and timestamp in C to bp, 7, and the sequence num-
ber of the current workload respectively. Third, this interface retrieves the responses
yr for the free strategy matrix from the cache (Line ??). It then combines the free and
paid noisy responses into y, according to their order in the instant strategy A (Line ??).
Finally, this interface derives the noisy workload response by post-processing the noisy
response to the strategy, just as in the Matrix Mechanism (Line ??).

Proposition 2.4.1. The ANSWERWORKLOAD interface of MMM (Algorithm ??) satisfies
e-DP, where ¢ is the budget output by the ESTIMATEPRIVACYBUDGET interface.

Proof. When the cache is empty, the privacy of MMM follows from that of the matrix
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mechanism, as defined in Proposition ??. When there are entries in the cache, we split
the strategy matrix into the free and paid matrices. The paid matrix satisfies e-DP by
the same reasoning as above. The privacy of the free matrix responses and the final con-
catenation of free and paid responses follow by the post-processing lemma of DP | ,
Proposition 2.1]. O

Error term for MMM. As the noisy response vector y to the strategy A is a combina-
tion of yr and yp, its distribution is equivalent to a ground truth vector perturbed by a
vector of Laplace noise with parameters: b = bg||bp, where b is a vector of noise pa-
rameters for the cached entries in F with length |F| and bp is a vector of the constant bp,
with length |P|. This differs from the standard matrix mechanism with a single scalar
noise parameter. We derive the error term for the noisy workload response z next.

Proposition 2.4.2. The noisy workload response z output by the ANSWERWORKLOAD
interface of MMM is bounded by the following (¢, )-worst case error:

_ 2[ WA *diag(b)|[}

Pr[||[Wx — WATM (W, x)|/s > a] 5
o

and the following total square expected error term:

E[[[Wx — WA M (W, x)[3] = 2| WA " diag(b)| %
Proof. The error term for MMM is:

n = WA"'(Ax + Lap(b)) — Wx = WA™ Lap(b)

The i-th element of this error vector is thus given by:

nli] = > (WA™)[i, j]Lap(bl3])

J=1
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Thus, the variance of the i-th element of this error vector is as follows:

Var[n {Z (WA™)[i, j] Lap(b[j]) (2.6)

= Z Var[(WAD i, j]Lap(b[j])]  (Var[X +Y] = Var[X]+ Var[Y]) (2.7)

Q.
ESl|
—_

Z(WAﬂ[i §1? - Var[Lap(b[j])] (Var[kX] = k*Var[X]) (2.8)

.

ZWA+ i, i)’ - Lap(b[j])*  (Var[Lap(b[j])] = 2b[j]*) (2.9)

We are interested in the L., norm of the error vector for the (o, 3)-bound (Definition ??).
The probability that the i-th element is greater than o can be bounded using Cheby-
shev’s inequality:

Prinli] > o] = Pr[>_(WA™)[i, j]Lap(blj]) > o] <

=1

Var(n[i]]

2378 (WA™)[i, j]2 - b[j]?

a2

By the union bound, the probability that at least one element of this error vector exceeds
« is bounded by the sum of the probability for any element to exceed a:

L2300 (WA, 7 - blj]?

P1[|[ WA™ Lap(b) || > o] <
i=1
230 o (WA, 12 bj]?)
_ -
_2||[WA*diag(b)|3

a2

29



The expected total square error can be expanded as follows:

El|n|l3] = E[|WA" Lap(b)[|3] = > _E {Z((WN)[LJ}L@(‘O[J’]))Q

i=1 Lj=1

As the k noise variables are independent and have a zero mean, we have that E[X?] =
Var[X] where X = n[i]. Computing Var[n[i]] as through Equations (??)—(??), we can
obtain the following value for the expected total square error:

E[nl3] =2) > (WA™)[i, j]*b[j]%,

i=1 j=1

which is equivalent to 2||WA*diag(b)||%. (Thus, when computing the expected to-
tal square error within examples throughout this chapter, we minimize this Frobenius
norm and ignore the constant factor.) [

2.4.3 Estimate Privacy Budget Interface

The ESTIMATEPRIVACYBUDGET interface chooses the free and paid strategy matrices
and determines the privacy budget required for the ANSWERWORKLOAD interface. An
implementation of the former interface answers the following questions:

(1) Which cached strategy rows out of C N A should be included in F? The choice of F
directly determines the paid strategy matrix P as A — F, and [ also determines yr,
which is a vector of noise parameters for the cached strategy entries. We derive
the full-rank versions of F and P, namely F and P, through the FRT function
(Algorithm ??), as we detail in our implementation of this interface.

(2) Given P and bp, the privacy budget paid by MMM is given by € = ||P||;/bp. To
minimize this privacy budget, what is the maximum noise parameter value bp that
can be used to answer P while meeting the accuracy requirement?

A baseline approach to the first question is to simply set F = CNA, that is, we reuse all
cached strategy responses. This approach may reuse inaccurate cached responses with
large noise parameters, which results in a larger € (or a smaller bp) to achieve the given
accuracy requirement than answering the entire A by resampling new noisy responses
without using the cache.
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FIGURE 2.3: Consider W; = {[0,7)} with its corresponding mapped workload matrix,
instant strategy, noise vector, and data vector. Reusing a cached response for the first
row with noise parameter b. requires a smaller noise parameter b (and hence a bigger
privacy budget) for the other rows than the cacheless MM to achieve the same accuracy
level.

Example 2.4.1. Continuing with Example ??, we consider the first workload W; =
{(0,7)} and its strategy Ay = {A},,), Al ), A5y} We present the full-rank workload
and strategy matrices, namely W; and A, in Figure ??; these matrices operate with a
data vector for the following ranges: {[0,4), [4,6), [6,7)}. For simplicity, we use the ex-
pected square error to illustrate the drawback of the baseline approach, but the same
reasoning applies to («, §)-worst error bound. Without using the cache, when we set
b = [10, 10, 10], we achieve an expected error |W; A diag(b)|% = 300 for the workload
W;. Suppose the cache has an entry for the first RCQ [0,4) of the strategy at a noise
parameter b. = 15. Using this cached entry, the noise vector becomes b = [15, bp, bp/,
and the expected square error is |W; AT diag(b)||7 = 15* + 2b%. To achieve the same or
a smaller error than the cacheless MM, we need to set bp < /(300 — 152)/2 ~ 6.12 for
the remaining entries in the strategy. This tighter noise parameter bp corresponds to a
larger privacy budget. [J

Privacy Cost Optimizer. We formalize the two aforementioned questions as an opti-
mization problem, subject to the accuracy requirement, as follows.

Cost estimation (CE) problem: Given a cache C, an instant strategy matrix A, as well
as the full-rank matrices A and W, determine F C (ANC) and bp € [by, br]| that:

A—F
— IFRTA-F)ly o g
P

i minimize the paid privacy budget € = ”fjl
ii satisfy one of the following accuracy requirements: |[WA*diag(bg||bp)||3 < o?
or Pr[||WA™ Lap(bg||bp) |l > a] < .

Here, by, is as defined in Definition ?? and bt can be made as large as desired. The
choice of F directly determines by, which is a vector of noise parameters for these
cached entries.
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In this optimization problem, the lower bound for bp, namely b;,, is the loose bound
for the cacheless MM (Equation (??)), and the upper bound b+ can be made as large
as desired. In a brute-force solution to this problem, we can search over all possible
pairsof F C (ANC) and bp € [by, br], and check whether each pair of (F, bp) can lead
to an accurate response. In this solution, the search space for F will be O(2/A°Cl). For
each value of F, we can conduct a binary search for bp within [0, b], with a resolution
parameter of bs. This leads to a search space of log,((bt — b)/bs) for bp. Thus the
total search space will be O (2/*™¢l - log,((br — b..)/bs)). Hence, we need another way to
efficiently determine optimal values for (F, bp).

Simplified Privacy Cost Optimizer. We simplify the CE problem to arrive at a much
smaller search space for (F, bp), while ensuring that bp improves over the noise parame-
ter of the cacheless MM. We observe that if we only reuse cached entries that are at least
as accurate as the paid entries, that is, the entries in F have noise parameters smaller
than bp, then we will have a smaller error than a cacheless MM with a noise parameter
b = bp. This motivates us to consider the following search space for F. When given bp,
we choose a free strategy matrix fully determined by this noise parameter:

Fp =[calceCNA, c.b<bpl, (2.10)

and F is simply the full-rank form of this matrix. We then formalize a simplified opti-
mization problem.

Simplified CE problem: Given a cache C, an instant strategy matrix A, as well as the
full-rank matrices A and W, determine bp € [b, b7| that:

Pl _ [[FRT(A-F)| _
o = o , where F = F,, as

i minimizes the paid privacy budget ¢ = | =
defined in Equation ??, and

ii satisfies one of the following accuracy requirements: ||WA*diag(bp||bp)||% <
a? or Pr[||[WA™T Lap(bg||bp)||« > o] < 8.

Here, by, is as defined in Definition ?? and b+ can be made as large as desired. The
choice of F directly determines by, which is a vector of noise parameters for these
cached entries.

To solve the simplified CE problem, we only need to conduct the binary search for
bp once, rather than for each value of F as in the CE problem. Thus, this leads to a
much smaller search space of O(log,((b+ — b1,)/bs)). Hence, this approach significantly
improves over the brute-force search solution for the CE problem.
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FIGURE 2.4: An example of cached noise parameters c.b € A N C (dots) and the discrete
(dashed lines) and continuous (full lines) binary searches through these parameters.
Parameters in green (c.b < b;) always meet the accuracy requirements and are always
reused. The discrete search scans over c.b > b, and outputs bp; the F includes all cached
entries in green and yellow. Cache entries in red are thus too inaccurate to be reused;
they are placed into P and re-sampled. The continuous search scans over the interval
[bp, bp+1] and identifies an optimal bp.

Theorem 2.4.1. The optimal solution to the simplified CE problem has the same or
smaller privacy cost e than the privacy cost ep_y of the matrix mechanism without cache,
i.e., MMM with F = 0.

Proof. Let b* be any noise parameter that achieves the desired accuracy requirement
for A in the cacheless MM. We observe that b* is a valid solution to the simplified CE
problem, since setting by = [c.b € C | ca € CNA,cb < b*]and bp = [V* | a € P)
satisfies the accuracy requirement. Since ||P||; < [|A[;, the privacy cost for bp = b*

when using the cache, namely ¢ = [Pllt is smaller than the privacy cost for the cacheless

b* 7
MM, namely ep_y = ”12%. Thus, the optimal solution to the simplified CE problem has

the same or smaller privacy cost than the cacheless matrix mechanism at bp = b*. O

We solve the simplified CE problem, through our implementation of the ESTI-
MATEPRIVACYBUDGET interface for MMM, which is presented in Algorithm ??. At a
high level, we conduct a discrete and a continuous binary search through the cached
noise parameters, as visualized in Figure ??. Our discrete search has two goals, as fol-
lows. First, it splits the strategy matrix into optimal free and paid strategy matrices.
Second, it arrives at a sub-optimal paid noise parameter, b, from among the noise pa-
rameters of accurate cached entries. Whereas, our continuous search looks for a slightly
more optimal bp between two consecutive cached noise parameters ([bp, bp41]).

Step 1: Discrete search for bp. In this step, we search for bp from the noise parameters
of the cached strategy rows A N C. We denote the list of all cached noise parameters,
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Algorithm 3 MMM: ESTIMATEPRIVACYBUDGET interface and helper function

1:
2
3
4.
5:
6.
7
8
9

10:
11:
12:
13:
14:

function ESTIMATEPRIVACYBUDGET(C, A, W, «, 3,A,T)

br % > Set lower bound for discrete search based on Theorem ??.

b + sort(c.b|ce ANC, ¢.b>br]U[bL]) > Setsearch space for discrete search.
bp < BINARYSEARCH(CHECKACCURACY( - ,C,A, W, q,f3), b) > Discrete search.
F<+[calce ANC, c¢b<bp] >SetF given bp.

P+ A—-F >SetP givenF.

F < FRT(F,T) > Transform F into full-rank F.

P < FRT(P,T) » Transform P into full-rank P.

V Set an upper bound for the continuous search to the smaller of b1 and the next largest

cached noise parameter, bp; if it exists.

bt + min(bD+1, bT)
v Continuous search using a noise parameter resolution of bs.

bp < BINARYSEARCH(CHECKACCURACY( - ,C,A, W, q,3,A), [bp, bT], bs)
€ @ > Derive the budget to spend on answering P.

returnP(F, P,bp,e)

15: function CHECKACCURACY(V,C, A, W,«a, 3,A) >V is a candidate for bp.

16:
17:
18:
19:
20:
21:

22:
23:

24:
25:
26:

27:
28:
29:
30:

Parameters: Sample size (N = 10000), failure counter (ny = 0).
bp < [cb|ce ANC, c.b<V] >Setbg givent'.
x < |A] — |br| >z represents the length of the paid noise parameter vector bp.
bp + [V] Izl 1 Set bp to a vector of length z, containing the constant '.
fori=1,...,Ndo
y < Lap(bg||bp) > Sample a noise vector from the Laplace distribution, given by

and bp.

if |[WATy||o > a then > Check if the noise vector fails the accuracy requirement.
nyg < ny+ 1 >Increment the failure counter.

Be =nys/N > Empirical failure rate for N runs.
p = /100 > Confidence interval of 1 — p.
ﬁ/ = Z1—p/2V Be(l - /86)/N
if (8. + B8 +p/2) < B then
return True
else
return False
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sorted in increasing order, by b (Line ??). All cached strategy rows whose noise pa-
rameters are less than or equal to the loose bound for cacheless MM always meet the
accuracy requirement (Theorem ??). Consequently, the lower bound for the search is set
to by, (Line ??). We conduct a binary search to find the largest possible b, € b that meets
the accuracy requirement (Line ??). As described in the simplified CE problem, the free
strategy matrix F is fully determined using bp (Line ??). The paid strategy matrix P is
then computed using P (Line ??). The full-rank forms of both matrices are computed
through the FRT function (Lines ??-??).

Step 2: Refining bp in a continuous space. We observe that we may further increase
bp, by examining the interval between bp, which is output from the discrete search, and
the next largest cached noise parameter, denoted by bp.;. If by, does not exist, then
we set the upper bound to a predefined, large b+ (Line ??). We conduct a binary search
in the continuous domain [bp, by| (Line ??), with bs controlling the resolution of this
search. This continuous search does not impact the split of the strategy matrix A into
F and P, which was done during the discrete search, since the chosen noise parameter
will be strictly smaller than bp.,. The continuous search is depicted through full lines
in Figure ??. This search outputs a noise parameter bp. Finally, this function computes
the privacy budget for P, as ¢ = % (Line ??). The function outputs the free and
paid strategy matrices derived from the discrete search, as well as the optimal noise
parameter and privacy budget for the paid strategy.

CHECKACCURACY function. During both discrete and continuous searches, to check
if a candidate V' achieves the accuracy requirement, we run the CHECKACCURACY func-
tion, which is defined in Algorithm ??. We initialize the sample size N and the fail-
ure counter ny for the Monte Carlo simulation (Line ??). This function first fetches the
cached noise parameter vector yr given the candidate paid noise parameter O’ (Line ??).
It constructs the paid noise parameter vector of the appropriate length, consisting of the
constant b’ (Line ??). Then it runs N iterations of the Monte Carlo simulation (Line ??).
In each iteration, it samples a noise vector from the Laplace distribution, given by and
bp (Line ??). We observe that our MC simulation differs from Ge et al.’s [ ]
in this step. Their simulation uses only a single noise parameter for all entries of the
strategy, and samples noise from the same distribution for each entry. Our function
then evaluates whether the noise vector fails the accuracy requirement, as described in
Proposition ?? (Line ??). If the requirement is violated, then the function increments the
failure counter (Line ??). At the end of NV iterations, the function uses N and 7 to com-
pute the empirical failure probability and evaluate whether it exceeds 3 (Lines 2?-2?).
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Convergence of searches. We argue that both discrete and continuous searches will
converge, as when the candidate V' for bp increases, the resulting privacy budget ¢, as
defined in Line ??, decreases monotonically. When b increases, one or more cached
strategy rows may be added to F, as evident from Line ??. In other words, one or
more rows that would have previously been within P, and thus paid for, may become
free. Thus, the sensitivity of the paid strategy matrix P, or equivalently, that of P, may
decrease. Since the privacy cost is directly proportional to this sensitivity, the privacy
cost would decrease monotonically as the sensitivity decreases and b’ increases.

Computational complexity. We observe that there are two main computationally in-
tensive operations within our ESTIMATEPRIVACYBUDGET interface. First, the Monte
Carlo simulation within the CHECKACCURACY function is a computationally intensive
operation. However, each run of the simulation can be easily parallelized. Second, com-
puting WA becomes the bottleneck as the attribute domain size and the number of the
workload RCQs increases, since they respectively correspond to the number of columns
and rows in this product. We note that we can reuse this product across the discrete and
continuous searches.

2.5 Strategy Modules

In this section, we first present the Strategy Transformer (ST), which is used by all of
our cache-aware DP mechanisms. We then present two optional modules: the Strategy
Expander (SE) and Proactive Querying (PQ) modules.

2.5.1 Strategy Transformer

The ST module selects an instant strategy from the given global strategy A C A* based
on the workload W. Since our cache-aware MMM and RP modules build on the matrix
mechanism, we require a few properties for this instant strategy A to run the former
mechanisms with good utility. First, the strategy A should be a support to the workload
W [ ], that is, it must be possible to represent each query in W as a linear com-
bination of strategy queries in A. In other words, a solution matrix X should exist for
the linear system W = XA. Second, A should have a low L, norm, such that the privacy
cost € = @ for running MM is small, for a given a noise parameter b (Proposition ??).
Third, using noisy responses to A to answer W should incur minimal noise compound-
ing [ ]. We minimize noise compounding by preferring strategy queries that
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span a larger part of the domain; in particular, suppose a workload can be answered us-
ing two strategy queries: A; = A}, , and a set of strategies Ay = {A] ), A}, ,}, then we
prefer A; over A,. We thus present the strategy generator (SG) component, to address
all of these requirements. The strategy generator only uses the global strategy A*, and
does not use the cached responses, to generate an instant strategy A for the workload
W.

Last, we require that A must be mapped to a full-rank matrix A, such that ATy is
the estimate of the mapped data vector x that minimizes the total squared error given
the noisy observations y of the strategy queries A [ , Section 4]. We present a
full-rank transform (FRT) component to address this last requirement. The ST module
runs the SG and FRT components sequentially.

Strategy Generator. Our global strategy A* is a k-ary tree over the full domain
(dom(R)), hence, it supports all possible counting queries on the full domain; we use
k = 2in our implementation. A baseline instant strategy A just uses the full global strat-
egy matrix (A = A*), thus satisfying the first requirement. To answer the first workload,
we obtain the noisy strategy responses for all nodes on the tree, thereby fully populating
the cache and reusing the cached noisy responses for future workloads. However, this
instant strategy has a very high norm ||A*||, equal to the tree height log, (n) + 1, where
n is the full domain size. Thus, answering the first workload would require spending
a high upfront privacy budget. Moreover, this high upfront cost may not be amortized
across future workload queries, for example, if the future queries do not require many
nodes on this tree. Future workload queries may also have higher accuracy require-
ments, and we would thus need to re-sample noisy responses to the entire tree again,
with a lower noise parameter.

To obtain a low norm strategy matrix, we only choose those strategy queries from
A* that support the workload W. Intuitively, we wish to fill the cache with noisy re-
sponses to as many strategy queries as possible, thus we should bias our strategy gen-
eration algorithm towards the leaf nodes of the strategy tree. However, the DP noisy
responses for the strategy nodes would be added up to answer the workload, and sum-
ming up responses to a large number of strategy leaf nodes compounds the DP noise in
the workload response [ ]. Thus, for each query in the workload W, we apply a
top-down tree traversal to fetch the minimum number of nodes in the strategy tree (and
the corresponding queries in A*) required to answer this workload query. Then we in-
clude all these queries into the instant strategy A for this workload W. The L; norm of
the output strategy matrix is then simply the maximum number of nodes in any path
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of the strategy tree, and it is upper-bounded by the tree height. We present an example
strategy generation below.

Example 2.5.1. We continue with Example ?? shown in Figure ??, for an integer domain
[0,8). For a workload with a single query, such as W; = {w} = {[0, 7)}, the first iteration
of our SG workload decomposition algorithm computes the overlap of w with the left
child of the root ¢; = A} ;) as w,; = [0, 4) and the overlap with the right child ¢, = A],
as W2 = [4,7). The function only iterates once for the left child ¢;, directly outputting
that node’s range A ,), as the base condition is satisfied (Lines ??-??, Algorithm ??). In
the next iteration for the right child c,, the overlaps with both of its children are non-
null ([4,6) with Aj, ) and [6 [6,7) with Ajs ), and the corresponding strategy nodes are
returned in subsequent iterations. Since A; has no overlapping intervals, ||A;]; = 1 <
1A=

The second workload W, has two queries with range predicates (W, = {w;,w;} =
{[2,6),[3,7)}). The first workload query predicate (w; = [2,6)) requires the strategy

nodes A}, ; and A, ), whereas the second query (w; = [3,7)) requires the following
three nodes: Aj; ;) A, ¢ and Aj ;). Hence, the second instant strategy A, is a set of all of

these strategy nodes

The global strategy has an L; norm ||A*||; = 4. The matrix forms of A; and A, can
be generated as shown in Example ??. Both strategy matrices improve over the global
strategy in terms of their L; norms: A; = 1 < ||[A*||; and Ay = 2 < ||A*||;. We observe
that though A* is full rank, due to the removal of strategy queries that do not support
the workloads, both A; and A, are not full rank. [J

We formalize our strategy generation algorithm in the recursive function DECOM-
POSEWORKLOAD given in Algorithm ??. This function takes as input a single workload
RCQ w and a node v on the tree 7. It first checks if the input predicate matches the
range interval for the node v. If it does, it returns that range interval (Line ??). Other-
wise, for each child ¢ of node v, it computes the overlap w. of the range interval of that
child with the interval w (Line ??). For instance, the overlap of the range interval [2, 6)
with [0, 4) is given by [max{(0,2)}, min{(4,6)}) = [2,4). For each child with a non-null
range interval overlap, the function is called recursively with that overlap w, (Line ??).
Our GENERATESTRATEGY function (Line ??) calls the DECOMPOSEWORKLOAD function
with each RCQ ¢ € @ as the first argument, and the root of the tree 7, as the second
argument, and the latter function returns with the decomposition of ¢ over all child
nodes in the tree (A). This function outputs the strategy A, which is the union of the
decomposition of each workload RCQ.
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Algorithm 4 Strategy Transformer (ST).

1: function DECOMPOSEWORKLOAD(w, node v)
2 if v.query == w then
3 return v

4 A0

5: if v has children then
6 for child ¢ of node v do

7 w, <— OVERLAPPINGRCQ(w, node c.query)
8

vV Given w = [ws,we), node c.query = [cs,ce), this function returns a tuple
[max(ws, ¢s), min(we, ce)) or ) if it does not exist.
9: if w. # () then
10: A < A U DECOMPOSEWORKLOAD(w,, node c)
11: return A

12: function GENERATESTRATEGY(Q)

13: Initialize A and W to be empty matrices.

14: for ¢ € Q do »> Iterate over each RCQ ¢ in the workload Q.

15: [s1,€1) < ¢

16: V GETMATRIXROW generates a row of the length of the domain vector x that has a
one only for all indices in the input range and a zero otherwise.

17: W + W| GETMATRIXROW([s1,e1)) > Append a row to W for each workload RCQ.

18: V T is the strategy tree corresponding to the global strategy A*.

19: A < DECOMPOSEWORKLOAD(g, 7 .root)

20: for a € A do » Iterate through each strategy RCQ.

21: [s,€) « a

22: A <+ A|| GETMATRIXROW([s,e)) > Append a row to A for each strategy RCQ.

23: return A, W

Full Rank Transformer (FRT). We transform an instant strategy matrix A to another
full-rank matrix A by mapping the full domain dom(R) of size n to a subset of the full
domain of ' < n non-overlapping counting queries or buckets. The resulting subset
should still support all the queries in the instant raw strategy A output by our SG. For
efficiency, the subset should have the smallest possible number of buckets such that
the transformed strategy A will be full rank. First, we define a domain transformation
matrix T of size n’ x n that transforms the data vector x over the full domain to the
smaller data vector x, such that x = Tx. Using T, we can then transform a raw A to A.

Definition 2.5.1 (Transformation Matrix). Given a subset of n’ non-overlapping buckets
over the full domain dom(R), if the ith value in dom(R) is in the jth bucket, T[j,:] = 1;
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else, T[j,i] = 0.

We elaborate on how we create a transformation matrix T to support the strategy
A, as presented in GETTRANSFORMATIONMATRIX in Algorithm ??. To create T, GET-
TRANSFORMATIONMATRIX starts with the first row of A (Line ??), then iterates through
the remaining rows (Line ??), updating the transformation matrix T as needed. If row
i is disjoint from all buckets, we simply add this row as a new bucket (Line ??). Oth-
erwise, we construct a new bucket matrix T’. To do this, we first copy all rows of T
that do not intersect with the current row of A (Line ??). Then, for the buckets that do
intersect, we remove the intersection from that bucket and add a new bucket containing
the intersection (Line ??). Finally, if the row is a super-set of some buckets, we add the
part of the row that is not covered by the buckets as a new bucket (Line ??).

The TRANSFORMSTRATEGY function in Algorithm ?? transforms A to A, using the
transformation matrix T to determine which buckets are used for each query. We first
initialize A to be the zero matrix (Line ??). For row ¢ of A and row j of T, we compute
whether bucket j is needed to answer row i by checking if T[j] C A[é] (Line ??). If bucket
j is needed, we set the corresponding entry of A to 1 (Line ??).

Example 2.5.2. We consider A, from example ??. The domain vector x consists of the
leaves of the tree depicted in Figure ??. We get the following raw matrix form for A,.

00110000 1000
00001100 0110
2= 1o0000 100 o010
0000O0OO0OT1OQ0 0001
We generate A, above using T:
00110000
700001000
/00000100
000O0O0OO0OT1O

We note that while A, and A, both happen to be full-rank matrices, in general, A, may
not be a full rank matrix. We also note that A, has fewer columns; this is relevant for
efficiency and in particular, faster matrix operations.

The ST module finally outputs A, A, as well as the transformation matrix, as it can
be used to transform W. We use the full-rank versions W, A for all invocations of the
matrix mechanism (i.e., computing WA™).
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Algorithm 5 Full-rank Transformer (Section ??)

1: function GETTRANSFORMATIONMATRIX(A)

22 T={A[]}

3 foriec {1,2,---|A|} and Ali]] ¢ T do

4 ift-Ali] =0Vte T then > A[i]isdisjointwithallte T

5: T« TU{A[i]} >Add A[i]toT.

6 else

7 T« {teT|t-A[] =0} > Copy buckets that do not overlap with A[i] to T".

8 T, < T »>Copy T toT.

9: fortinTand t- Afi] # 0 do > Overlapping buckets.
10: vV Remove overlap from t, add it as a new bucket.
11: T+« T U(nNA[]) U (t—Af])
12: S« {tlte T"and t- A[i] # 0} > Set of buckets in 7" that still overlap with A[i].
13: T «+ T U(A[i] —S) > When A[i] is a superset of S, add remaining rows into T'.
14: T+« (T—T;)UT" »Drop overlapping buckets T; from T, add disjoint buckets T'.
15: return T

16: function TRANSFORMSTRATEGY(A)

17: T < GETTRANSFORMATIONMATRIX(A)
18: A « FRT(A,T)

19: return A, T

20: function FRT(B, T)

21: Initialize B as a |B| x |T| zero-valued matrix

22: forie {1,2,---|B|} and j € {1,2,---|T|} do

23: if T[j] C B[i] then > Determine whether bucket j is needed to answer BJi].
24: Bli,j] + 1

25: return B

Lemma 2.5.1. Given a global strategy A* in a k-ary tree structure, and an instant strat-
egy A C A%, running GETTRANSFORMATIONMATRIX(A) in Algorithm ?? increases the
number of non-empty buckets in T by at most one, for each row A[i| € A.

Proof. 1f the condition in line ?? is met the result follows trivially. We consider the re-
maining case where A[i| intersects with at least one bucket, and we assume, for the
inductive case, that all buckets in T are disjoint. For each new row A[i], if this row in-
tersects with the buckets in T, then A[i] is either (i) a descendant node of one bucket
in T, or (ii) an ancestor node of one or more buckets in T. For the first case, assume
A[i] is a descendant node of t € T. It cannot be the descendant of other buckets, as the
other buckets are disjoint with t. Then t will be replaced by two disjoint buckets, namely
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t N A[i] and t — A[é] (line ??), and hence the size of T increases by 1. For the second case,
assume A[i] is the ancestor node of multiple buckets in T. We denote these buckets as
{T[j1], ..., T[jx]}, then all these buckets will remain the same (line ?? just adds t), and at
most one additional bucket A[i] — > 1/,;.a(40 t is added in line ?2. O

We now prove that TRANSFORMSTRATEGY ensures full rank matrices.

Theorem 2.5.1. Given a global strategy A* in a k-ary tree structure, and an instant strat-
egy A C A*, TRANSFORMSTRATEGY outputs a strategy A that is full rank and supports
A.

Proof. We begin by discussing how A represents the queries in A. First, we note that
A and A have the same number of rows. The only difference is that A represents the

queries on the data vector x, whereas A uses x. By construction, we have Ax = ATx =
Ax.

Since A is a representation of A using the only the buckets generated in GETTRANS-
FORMATIONMATRIX, the number of columns in A is the same as the number of buckets,
|T|. To show that A is always full rank, we will first show that |row(A)| > |col(A)],
where |row(A)| and |col(A)| represent the number of rows and the number of columns
in A. Or equivalently, [row(A)| > |T|. This follows by inductively applying Lemma ??.

Next we show that rank(A) = |col(A)|. We once again show this by induction on the
number of rows in A. In the base case (|row(A)| = 1) applying TRANSFORMSTRATEGY,
we get A = [1] and thus rank(A) = 1. Now we assume that rank(A) = [col(A)| for some

A olztained from A. We consider adding a new row r,,,, to A ancj define A = A U .
Let A represent the result of applying TRANSFORMSTRATEGY to A.

When adding this row there are two possible cases: First, consider the case where
the newly added row, r,.,, can be represented as a linear combination of T. That is,
the buckets created in GETTRANSFORMATIONMATRIX are the same for A and A. Thus
|col(A)| = rank(A) since the number of linearly independent columns (or buckets)
did not increase or decrease by adding a row. On the other hand, if the newly added
TOW, Typew, cannot be represented as a linear combination of T, then r,.,, must be lin-
early independent of A. Thus, A has one additional linearly independent row and thus
rank(A) = rank(A)+1. Furthermore by Lemma ??, we know that adding a row can add
at most one new bucket. Since we assume r,,,, cannot be represented as a linear combi-
nation of T, this means |col(A)| = |col(A)| + 1. Thus we have that |col(A)| = rank(A).
Combining the fact that |[row(A)| > |col(A)| and rank(A) = |col(A)|, it follows that A is

full rank. O
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—0.250b —0.250b 3.75b6 1.00b
[WiAT]| =4> [W,A] | =25,
WA diag(by)|| = 28 < [[W1A{ diag(b..)| = 29.10°

FIGURE 2.5: An input instant strategy A, is expanded to a strategy A;.. Using their
noise parameter vectors (by, by.), we can see that A, has an error term of larger magni-
tude.

2.5.2 Strategy Expander

We recall that our goal with CacheDP is to use cached strategy responses, in order to
save privacy budget on new strategy queries. Section ?? shows that MMM achieves this
goal by directly reusing accurate strategy responses from the cache for the basic instant
matrix, i.e., by selecting F C C N A. In this strategy expander (SE) module, we provide
efficient heuristics to add cached strategy entries from C — A, to A in order to save more
privacy budget. Since these additional entries are cached, they are added to F within
A. Thus, within the expanded strategy, we have F C C and as such, the SE module
addresses a generalization of the CE problem (??) wherein F C C N A. We also note that
these additional cached strategy entries do not need to support the workload.

Example 2.5.3. Consider the cache structure C in Figure ?? and a new workload W, =
{(0,1),(0,2),[2,4)} and so A; = {A},, , A} 5, A}, »}. The cache includes entries for
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Ajp 1), A[; o) at noise parameter b, as well as A, ,, at 4b. The MMM module decides to
reuse the first two cache entries, and pay for Ay, ;) at 5b, resulting in the noise parameter
vector by, as depicted in Figure ??. The SE problem is to decide which cached responses

(such as Aj ;) can be added to the strategy to reduce its cost.

Consider a strawman solution to choosing cache entries: we simply add all strategy
queries from C — A to A, in order to obtain an expanded strategy A.. We remind the
reader that the error term for MMM includes the product of WA™* and the noise vec-
tor Lap(bg||br) (Proposition ??). Li et al. show that when expanding the strategy, the
Frobenius norm of the first term of this product reduces; that is, | WA ||r < ||[WAT| ¢
[ , Theorem 6]. Combining this result with the assumption that all strategy
queries are answered using the same Laplace distribution [ , Proposition 9], they
conclude that adding more queries to A always reduces the error of the matrix mech-
anism. However, our cached noisy responses can be drawn at different noise parame-
ters, and in general the noise vector Lap(br|/br) consists of noise drawn from different
Laplace distributions. Thus, the aforementioned result does not hold. In Figure ??, we
present a counterexample for Li et al.’s result, using a noise vector with different noise
parameters.

Example 2.5.4. Continuing Example ??, we expand A, to A;. by adding a row A ,). In

Figure ??, we compute the o*-expected error using both A; and A, and find that A,
has a larger error term.

We can see that the strawman solution can lead to a strategy with an increased error
term. Importantly, this figure shows that adding a strategy query results in changed
coefficients in WA, that is, this added query changes the weight with which noisy
responses to the original strategy queries are used to form the workload response. The
added strategy query response must also be accurate, since adding a large, cached noise
parameter to b, will also likely increase the magnitude of the error term (recall the
example in Figure ??).

In an optimal solution to this problem, one would have to consider adding each com-
bination of cache entries from C — A. This induces an exponentially large search space
of O(2I¢l) possible solutions for A.. Then for each candidate A, we need to evaluate this
error term and compare it to the error for the original strategy. Instead of navigating this
large search space for A, we propose a series of efficient heuristics to obtain a greedy
solution to this problem, as presented in Algorithm ??. In designing our algorithm, we
have three goals:
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1. Search space: Reduce the search space from O(2/°!) to O(|C)).

2. Efficiency: Ensure that the additional strategy rows do not significantly increase
the run-time of CacheDP.

3. Greediness: Select strategy rows that are most likely to reduce the privacy budget
from that for MMM (ep).

We achieve the first goal above by conducting a single lookup over cache entries in
C — A (Line ??), which would only incur a worst-case complexity of O(|C|). We limit the
number of selected cached strategy rows to A (Line ??), thereby achieving our second
goal of efficiency. Our greediness heuristics to select a strategy query are based on the
two aforementioned factors that impact the workload error term, namely, the accuracy
of its cached noisy response, and how the noisy response is related to noisy responses to
the original strategy.

First, we must ensure that the strategy queries selected from C — A are accurate
enough. Before conducting our cache lookup, we sort our cache entries in increasing
order of the noise parameter. Therefore our algorithm greedily prefers more accurate
cache entries. Recall that the MMM.ESTIMATEPRIVACYBUDGET interface outputs the
noise parameter bp. Just as we used bp to compute F, we can also use it to select cache
entries for A, that are at least as accurate as other entries in F. These accurate cached
responses will likely improve the accuracy of the workload response. Thus, out of cache
entries in C — A, we only consider cache entries whose noise parameter is lower than bp
(Line ??).

Second, our heirarchical global strategy A* structures cache entries, and induces re-
lations between the cached noisy responses. Relatedly, Hay et al. [ ] describe
the constrained inference problem; it focuses on minimizing the error term for multiple
noisy responses, while following consistency constraints among them. For example, if
we add the strategy queries corresponding to the siblings and parent nodes of an exist-
ing query in A, we obtain an additional consistency constraint which tends to reduce
error. However, if we only added the sibling node, we would not have seen as signifi-
cant (if any) improvement. Thus, our second greedy heuristic, in Line ??, ensures that
each query a added to A, is an ancestor or a descendant of an existing query a’ € A.

We analyze the conditions under which our heuristics result in SE module being
selected. The SE module is only selected if it has a lower cost than the original strategy
in MMM. The privacy cost for our mechanisms is inversely proportional to the error
term, for a given («, 8) or a?-expected total square error. Thus, our heuristics are only
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successful if they lead to the error term for the SE module to be smaller than the error
term for MMM.

We recall that Figure ?? exemplified that expanding the strategy can lead to an in-
creased error term. We analyze why such situations can arise and describe conditions
for when our noise parameter-based heuristic can reduce the error. Our heuristic to
choose by+1 < bp strictly improves the error under the following condition:

Theorem 2.5.1. Given a workload W, a strategy A of ¢ rows, and a noise vector b,
adding a new row to A to form A, reduces the error, i.e.,

WA diag(b)||5 > WA diag(bl|by)|I7 (2.11)

if all entries in b equal b* and b1 < bp < b*, for any b*.
Proof. We recall the following theorem proved by Liet al. [ ] in their MM paper.
WA > [[WAS |7 (2.12)

For b = [b* - - - b*], we transform Equation ?? to:

IWA*diag(b)|[z: = [WAT@®I)|[7 = (b)°[[WA" % (2.13)
> (b))’ IWAL % (2.14)
= | WA diag(bl|b") % (2.15)
> [|[WA[ diag(bl|be) |5 (2.16)

where the first inequality comes from applying Li et al.’s result (Equation ??) and the
final inequality is obtained by applying the condition: b, < b*. O

When the noise parameters are not all equal, the sufficiency conditions become more
complicated. For example, if we modify the above counterexample to have a slightly
more accurate expanded row (b1 = 3b < 4b), we get a lower error than MMM:

WA} diag(b,)|| = 2807, W, Al diag(by.)| = 26.56°

Thus our greedy heuristic, which does not simply add entries less than b,, but prioritizes
the most accurate rows first, would be effective in this scenario. We also observe that
distribution of the existing noise parameters in b is important. If the noise parameters
are all close to each other, strategy expansion is likely to be more beneficial. For example
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changing the second entry of by from b to 2b (i.e. by, = [b, 2b, 5, 4b]), results in a smaller
error than MMM:

WA diag(by)|| = 31.00%, ||W1A{ diag(b.)| = 30.20°

It is evident that both the distribution of the noise parameters in b and the new
noise parameter b, influence the success of our accuracy heuristic. Additionally, we
observe that a newly added row could satisfy our final heuristic by being an ancestor or
descendant of any of the existing rows in A ;. We find that the structure of the expanded
strategy A,. also significantly influences the error term. For example, changing the
final row in Ay, from (1,1,1) to (1,0, 1) or (0,1, 1) also reduces the error for A, to 26.5b
and 20b* respectively, under the exact same noise parameters as our counterexample.
However, changing the final row to (1, 1,0) increases the error to 34.75.

We conclude that whether an additional row selected by our noise parameter heuris-
tics will succeed in decreasing the error for SE over MMM, depends on how the new row
changes elements in WA . However, we can guarantee that when the noise parameters
in b are sufficiently similar, our strategy expander will reduce the error regardless of the
structure. Our structure-based heuristic only allows strategy queries related through a
parent-child relationship to an existing strategy query in A. Future research may model
the success of this heuristic, by analyzing the relation between WA™ and WA for A
and A, that differ by a parent or child row.

Integration. To summarize, the GENERATEEXPANDEDSTRATEGY function takes as in-
put the original strategy, the cache, and the paid noise parameter bp. Specifically, this
paid noise parameter is the one output by ESTIMATEPRIVACYBUDGET implementation
of the MMM module (Algorithm ??, Line ??). As such, this imposes a chronological
order between the MMM and SE modules; MMM’s ESTIMATEPRIVACYBUDGET imple-
mentation needs to be run before the GENERATEEXPANDEDSTRATEGY function is run.
This function generates an expanded strategy A. and outputs its full-rank form A,
(Line ??). The privacy budget for A, is then estimated using the ESTIMATEPRIVACY-
BUDGET implementation of the MMM module.

We encapsulate SE as a module rather than integrate it with MMM, since our heuris-
tics might fail and the expanded strategy might cost a higher privacy budget than
the original strategy used by MMM, as illustrated in Example ??. Since Algorithm ??
chooses to run the ANSWERWORKLOAD interface for the module and strategy with the
lowest privacy cost, in the above case, A, is simply not used.
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Algorithm 6 Strategy Expander (SE) (Section ??)

1: function GENERATEEXPANDEDSTRATEGY(A, C, bp)
2 A, +— A
3: for (a,b,7,t) € (C — A) in an ascending order of b do
4 v Efficiency and greediness (accuracy) heuristics.
5 if |[A.] > |A|+ Xorb < bp > Arows have already been added, or, the cached
entry is too inaccurate. then
break > Remaining cached entries would also be inaccurate due to sort-

A

ing by .

N

ifa’-a # 0 for some @’ € A then > Ancestor-descendant greediness heuristic.
8: A, < A.U{a}

(A¢, T.) < ST.TRANSFORMSTRATEGY(A,) > Algorithm ??, Line ??

10: return A,, A, T,

Y

2.5.3 Proactive Querying

The proactive querying (PQ) module is an optional module for MMM. The MMM ob-
tains fresh noisy responses only for the paid strategy matrix P, and inserts them into
the cache. The goal of the PQ module is to proactively populate the cache with noisy
responses to a subset AP out of the remaining, non-cached strategy queries of the global
strategy (A* —C — P), where P corresponds to the raw, non-full rank form of P. Thus,
we run the PQ module in the function MMM.ANSWERWORKLOAD(-) after obtaining the
paid strategy matrix P. Our cache-aware modules, including MMM, RP and SE, can use
the cached noisy responses to AP to answer future instant strategy queries. We wish to
satisfy this goal without consuming any additional privacy budget over the MMM.

We first motivate key constraints for the PQ algorithm. First, we do not assume any
knowledge of future workload query sequences. However, all future workload queries
will be transformed into instant strategy matrices, and our cache-aware mechanisms
will look up the cache for cached strategy rows. Second, we also do not know the
accuracy requirements for future workload queries. Future workloads may be asked at
different accuracy requirements than the current workload. Thus, we choose to obtain
responses to AP at the highest possible accuracy requirements without spending any
additional privacy budget over that required for P by MMM, which is ¢ = ”PHI Our
key insight is to generate AP C (A* — C — P) such that ||P U AP||; = HPH1 Therefore
answering both instant strategies (P and AP) with the Laplace mechanism using bp
costs no more privacy budget than simply answering P at bp.

We begin with the k-ary tree representation of the global strategy A*, denoted by 7.
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Algorithm 7 Proactive Querying (PQ) (Section ??)

1: function SEARCHPROACTIVENODES(v, r, C, AP)

2 v First check if the node should be added to AP and set r for recursive calls.

3 if v € P then © Checkif the node’s RCQisin P

4 r—r—1

5: elseif v ¢ C and Sp(v) < r then > v is not cached and its subtree norm is less than r.
6 AP + AP U {v} > Add the node’s RCQ to the proactively fetched strategy matrix.
7 r—r—1

8 V Only call the function recursively if any nodes can be fetched from its subtree.

9: if v has children and r > 0 then

10: for child ¢ of node v do

11: SEARCHPROACTIVENODES(c, r, C, AP)

12: function GENERATEPROACTIVESTRATEGY(P, C)

13: AP+ 0

14:  SEARCHPROACTIVENODES(T .root, ||P||1, C, AP) b Initial call.

15: (AP, T) < ST.TRANSFORMSTRATEGY(AP) > Algorithm ??, Line ??
16: return AP

This is a directed tree with edges directed from the root to leaves and all paths refer
to paths from a node to its leaves. For a node v € 7, we define an indicator function
Mp(v) to mark a node if its corresponding query is in P.

Definition 2.5.2. We define the subtree norm of a node v as the maximum number of
marked nodes across all paths p from node v to all of its leaves in its subtree, i.e.,

Sp(v) = max ZMP (2.17)

pEsubtree(v)

The subtree norm of a node can be computed recursively as the sum of the mark
function for that node and the maximum subtree norm of all of its children nodes, if
any. The proactive module first recursively computes the subtree norm of each node
before generating AP. This step requires a single top-down traversal of the strategy
decomposition tree. Given that the children of each node have non-overlapping ranges,
the subtree norm of the root of the tree is equal to the L; norm of P:

Lemma 2.5.2. The L; norm of the P matrix is equal to the subtree norm of the root of
the tree with marked nodes corresponding to P

Sp(T .root) = ||P||1 (2.18)
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Proof. We note that P is a subset of A, which is formed through the DECOMPOSEW ORK-
LOAD function (Algorithm ??), as shown in Examples ?? and ??. Thus, ||P|; simply
represents the maximum number of overlapping RCQs in P. Overlapping RCQs on
the tree 7 must occur on the same path, that is, they form an ancestor-descendant re-
lationship, since the children of each node n have non-overlapping ranges. Thus, the
maximum number of overlapping RCQs across all tree paths, is equal to ||P|l;. O

Our proactive strategy generation function, GENERATEPROACTIVESTRATEGY, and
its helper function SEARCHPROACTIVENODES, are presented in Algorithm ??. The latter
function conducts a recursive top-down traversal of the strategy decomposition tree
(Line ??), and outputs a list of nodes to be fetched proactively into AP, such that the
sum of the number of marked and proactively fetched nodes for each path in the tree is
at most ||P||;.

The first argument to SEARCHPROACTIVENODES represents the current node v, and
the second argument r represents the number of remaining nodes that can be fetched
proactively for the subtree originating at node v. Thus in the first call to this function,
we pass the root node for the first argument and the second argument is initially set
to ||P||; (Line ??). We decrement r whenever we encounter a marked node (Line ??)
or when we add a node to the proactive output list (Line ??). We only add a node
to the proactive output list if it is not cached and that the subtree norm of the node,
Sp(v), is less than r (Line ??). This condition ensures that the number of marked and
proactively fetched nodes for the current path of the tree is less than r, and thus, we
satisfy Equation (??) for each path of the tree, as we discuss below. We only continue
iterating over the children of v if at least one node can still be fetched proactively for the
current path of the tree (Line ??).

Lemma 2.5.3. The proactive strategy AP generated by GENERATEPROACTIVESTRATEGY
for an input P satisfies the condition:

Vpaths p € 7, Mpuap(v) < Sp(T root) = |[P|; (2.19)

vED

Proof. This inequality holds for AP = () by applying Lemma ?? and Definition ??.
GENERATEPROACTIVESTRATEGY only adds a node to AP if it satisfies the condition
on line ??, namely that the remaining path has a length less than r. At the root, this
condition is set to be less than ||P||;. O

Theorem 2.5.2. Given a paid strategy matrix P, Algorithm ?? outputs AP such that
1PV AP = [P
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Proof. Applying Lemma ?? and Definition ?? for the matrix P U AP:

HP U AP”I = SPUAP(T I'OOt max Z MIP’UA[P’ (220)

pesubtree
vep

Rephrasing Lemma ??:
max Z Mpuap(v) = |P|y (2.21)

pEsubtree(v)
Using equations ?? and ??, we get:
IPUAP], = [Pl (222)
O

Example 2.5.5. In Figure ??, we apply our proactive strategy generation function to
Py = {A}, 4, A4} for Ws in our example sequence. We annotate each node with the
values of 7 and its subtree norm Sp(v), which we denote by s. The tree nodes Aj, ),
A2y Alpay Allay Al g and Al ¢ satisty the condition r > Sp(v). AP, consists of all
of these nodes other than A7 5), which is excluded since it had already been proactively
cached due to A; for W;. Note that AP, has overlapping query predicates. For example,

A,z and Af |, overlap. Nevertheless, we ensure that Sp,(T) = Sp,uar,(T) = 2.

Integration. The GENERATEPROACTIVESTRATEGY function calls the SEARCHPROAC-
TIVENODES on the root of the tree, as described earlier (Line ??). Once this function
outputs AP, it is transformed to the corresponding full-rank form AP through the FRT
module (Line ??).

Importantly, since we do not use the noisy responses to the proactively fetched
queries to answer the analyst’s workload, we do not incorporate AP in estimating bp
in our ESTIMATEPRIVACYBUDGET implementation of MMM (Algorithm ??). Since we
ensure that [|[P U AP||; = ||P||;, we do not need to pay any more for P than computed
in that function (Algorithm ??, Line ??). Consequently, the MMM ANSWERWORKLOAD
function perturbs AP with the same noise parameter as for ’, namely bp, to obtain
the noisy responses yap (Algorithm ??, Line ??). It then updates the cache with these
noisy responses, along with those for P (Algorithm ??, Line ??). The PQ module can
also be used while the SE module is turned on. Algorithm ?? can also be applied to
multi-attribute strategies, as we discuss in Section ??.
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: r:0
s: 0 s:0

[4,5) 15,6) [7.8)

FIGURE 2.6: Example of the SEARCHPROACTIVENODES function (??) for an integer do-
main [0, 8). Workload queries include W; = {[0,7)}, W, = {[2,6),[3,7)}. Nodes present
only in strategy A; are shown in blue text, nodes only in A, are in orange text, nodes in
both A; and A, are shown in violet text. The dashed nodes are output by the Proactive
Querying (PQ) module (Section ??), for A,. The annotated value of r refers to Algo-
rithm ??, while the annotated value of s represents Sp(v) (Definition ??) in that algo-
rithm.

2.6 Relax Privacy Mechanism

When exploring a database, a data analyst may first ask a series of workloads at a low
accuracy (spending ¢;), and then re-query the most interesting workloads at a higher
accuracy (spending e > €;). (The repeated workload can also be asked by a different
analyst.) The cumulative privacy budget spent by the MMM will be ¢; + €5 due to
sequential composition. The goal of the Relax Privacy module is to spend less privacy
budget than MMM on such repeated workloads with higher accuracy requirements (or
equivalently, relaxed privacy requirements).

Koufogiannis et al. [ ] refine a noisy response at a smaller €, to a more accurate
response at a larger ¢,, using only a privacy cost of €, — ¢;. However, their framework
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Algorithm 8 RP: ESTIMATEPRIVACYBUDGET interface

1: function ESTIMATEPRIVACYBUDGET(C, A, W, «, 3)

2 v Group strategy queries in C (originally defined in ??) by timestamp.

3: C+{(A1,¥y1,b1), (A2, ¥2,b2), - (A, ¥, be) }

4. Spp < {A; €C|A; D A} 1 Set of all strategy matrices A; that contain A
5: if Spp = () then

6 return RP cannot run for this input A.

7
8
9

b < MMM.ESTIMATEPRIVACYBUDGET(C =0, A, W, a, 3)

. A, A
o=argmin erp; = I g”l _ | bJjHI > A, has the lowest RP cost

J
return A,, b,, €rpo, b

only operates with the simple Laplace mechanism. Thus, we achieve the aforemen-
tioned goal by closely integrating their framework with the matrix mechanism and our
DP cache. This design of the RP module meets a secondary goal, namely, our RP module
handles not only repeated analyst-supplied workloads, but also different workloads that
result in identical strategy matrices. We exploit the fact that other modules, such as the
PQ module, also operate over the matrix mechanism and DP cache. Therefore, our RP
module can be seen as generalizing these frameworks to operate over more workload
sequences.

2.6.1 Estimate Privacy Budget Interface

We first describe the ESTIMATEPRIVACYBUDGET interface for RP and present it in Al-
gorithm ??. The privacy cost of the RP mechanism is defined as the difference between
the new or target privacy budget for the output strategy noisy responses y to meet the
accuracy guarantees, and the old or cached privacy budget (e¢) that cached responses to
A were obtained at. Then the main challenge in implementing this interface for the RP
module is in choosing which past strategy entries should be updated by the RP mecha-
nism, based on their RP cost as defined above.

Each strategy query a € A may be cached at a different timestamp. For simplicity, we
design the RP module to update the entirety of a past strategy matrix at a single times-
tamp, rather than picking and choosing strategy entries across different timestamps. We
remind the reader that a cache entry consists of a strategy query, its noisy response, its
noise parameter and the timestamp at which this noisy response was fetched (Defini-
tion ??). Our RP cache lookup condition groups cache entries by their timestamps to
form cached strategy matrices (Line ??), and identifies a set of candidate matrices that
include the entire input strategy (Line ??). The inclusion condition (instead of an equal-
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ity) allows proactively fetched strategy entries to be updated, at no additional cost to
updating A;. If answering A using the cache requires either composing cache entries
spanning multiple timestamps, or composing cache entries at one timestamp and paid
(freshly noised) strategy queries at the current timestamp, then the RP cost estimation
interface simply returns nothing (Line ??); CacheDP will instead use another module.

Example 2.6.1. Suppose that the workloads shown in Figure ?? have been asked in the
past at a1, and have been answered through MMM, as discussed in Example ??. Now
W5 = {[3,8)} is asked at a3 < ;. We have A3 = {[3,4),[4,8)}. Thus A3 C P, U APy, and
the RP module updates all of A3 pp = Py U AP, from a4 to a3. On the other hand, as
an example of a strategy that is not answered by our RP module, consider W5 = {[3,7)}
and its strategy As; = {[3,4),[4,6),[6,7)}. While [3,6) € P, and it was cached at t = 2
at b = by, we find that [4,6), [6,7) € P, and were cached att = 1 at b = b;. So, A3 is not
answered by our RP module.

For each candidate cached strategy matrix A ;, we now need to compute the RP cost,
namely erp;, to update its cached noisy response vector y; from one that is sampled at
b; to one that is sampled at the new target b. The target noise parameter is that required
by the cacheless MM to achieve an («, #)-accuracy guarantee for W, A. It can be obtained
by running the ESTIMATEPRIVACYBUDGET implementation of MMM with an empty
cache (Line ??). Importantly, we only seek to obtain accuracy guarantees over WA,
and not over WA, and thus we compute the target noise parameter b based on the
input strategy matrix A, rather than considering the cached strategy matrices. Lastly,
the RP module chooses to update the candidate cached strategy A; with the minimum
RP cost (Line ??). We return the optimal cached strategy matrix A,, its cached noise
parameter b,, its RP cost ezp, and the target noise parameter b.

2.6.2 Answer Workload Interface

Our implementation of the ANSWERWORKLOAD interface for the RP module is shown
in Algorithm ?? and is a straightforward application of Koufogiannis et al.’s noise down
module. We recall the aforementioned parameters returned by the ESTIMATEPRIVACY-
BUDGET implementation: A, b,, egp,,, b (Line ??). We first fetch the noisy responses to A,
from the cache (Line ??). We then compute the Laplace noise vector used in the past n,,
by subtracting the ground truth for the cached strategy from the cached noisy response
(Line ??). We can now supply Koufogiannis et al.’s noise down algorithm with the old
noise vector 7, the cached noise parameter b,, and the target noise parameter b. This
algorithm draws noise from a correlated noise distribution [ , Algorithm 1], and
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Algorithm 9 RP: ANSWERWORKLOAD interface

1: function ANSWERWORKLOAD(C, A, W, x)
2 Parameters: Workload sequence number (7)
3 Ay, bo, €rRPo, b < RP.ESTIMATEPRIVACYBUDGET(C, A, W, «, [5)
4: Yo [cy|lcelC, cae A, > Getnoisy responses for A, from the cache.
5: Mo < Yo — Aox > Old noise vector for A,.
6: 1 < LAPNOISEDOWN(7),, b,, b) > Koufogiannis et al. [ ]
7 y + Aox +n > Compute new noisy responses to A,.
8 C+ CU(A,,b,y,t =1) > Update the cache with new noisy responses to A,,.
9: y' < yfor A C A, > Retain only new noisy responses to A to answer W, dropping noisy
responses toa € A, Na ¢ A.
10: z + WATy" > Compute workload response.
11: return z

outputs a new, more accurate noise vector y (Line ??). We can simply compute the new
noisy response vector to g, using the ground truth and the new noise vector (Line ??).
We then update the cache with the new, more accurate noisy responses, which can be
used to answer future strategy queries (Line ??). Finally, we do not need the noisy strat-
egy responses to A, — A to answer the analyst’s workload, and so we filter them out to
simply obtain new noisy responses ¢ to A (Line ??). We use 3’ to compute the workload
response (Line ??), just as we did for MMM, and return it to the analyst.

2.7 Multiple Attribute Workloads

We describe how CacheDP can operate over queries with multiple attributes. We define
a single data vector x over dom(R) as the cross product of d single-attribute domain
vectors. It represents the frequency of records for each value of a marginal over all
attributes. However, |x| and thus |C| could be very large due to the cross product.

We observe that not all attributes may be referenced by analysts in their workloads.
Suppose that each workload includes marginals over a set of attributes S4 € R. That is,
each marginal w € W includes [S4| = k£ < d RCQs, with one RCQ over each attribute

(w = Hf w; ). These workloads would share a common, smaller domain and hence

a smaller data vector xg, = ®f§1d x4,. Similarly, instead of creating a large cache,
we create a set of smaller caches, with one cache Cg, for each unique combination of
attributes S, encountered in a workload sequence. Cache entries can thus be reused
across workloads that span the same set of attributes. The entries of each smaller cache
Cs, are indexed by its associated domain vector x; .
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Example 2.7.1. Consider three attributes with dom(A;) = [0,4), dom(A;) = [0,8), and
dom(A;z) = [0,2). The analyst supplies a workload sequence of RCQ over different
sets of attributes: W; over S7 = {A4;, A2}, Wy over Sy = {As, A3} and then W; over
Sy = S1 = {A;, A}. Then W; and W; are answered using the same domain vector
Xs, = X4, ® X4, and a cache indexed over it, Cs,. However, W, is answered using a
different domain vector xg, = x4, ® x4, and the corresponding cache Cg,.

Our cache-aware MMM, SE and RP modules can be extended trivially to the multi-
attribute case, since these modules would simply operate on the larger domain vector.
However, in order to generate A, the ST module relies on a k-ary strategy tree, cor-
responding to A* for the single-attribute case. Thus, we extend the ST and PQ mod-
ules by defining this global strategy tree using marginals over multiple attributes. Our
extended ST and PQ modules serve as a proof-of-concept that other modules can be
extended for other problem domains.

For a given workload W that spans a set of attributes S4, we can use the single-
attribute strategy tree 7; for each attribute A; € S 4 to construct a multi-attribute strategy
tree 7 for W, as follows. Intuitively, x consists of marginals that are constructed by
taking each element in dom(A;), and forming a cross product with each element in the
dom(A;;1), and so on. Elements in dom(.A;) are represented by leaf nodes on its strategy
tree 7;, as illustrated in Figure ??. So, for example, we form a two-attribute strategy tree
T over A, and Ay, by attaching the tree 7, to each leaf node for the tree 7;. Nodes on
T either represent marginals over these attributes or sums of marginals. In particular,
the leaf nodes on 7 represent elements of the marginals over A; and A;. We can then
simply extend this definition to k£ = ||S4|| attributes in W.

We can thus decompose each workload marginal w in terms of nodes on this tree 7.
In the first step, we decompose each single-attribute marginal w; following our DECOM-
POSEWORKLOAD function (Algorithm ??) to get a set of single-attribute strategy nodes
A;. The second step is run for all but the last (kth) attribute: in this step, we further
decompose A; in terms of the leaf nodes on tree 7;, to obtain Ajey;. In the final step, we
compute the cross-product of the single-attribute strategy nodes aje.¢;, over all i, and a
final cross product with the decomposition of the kth attribute, A, to form the strategy

. . k—1<d
marginal a for the workload marginal w, as follows: a = Q);_| =" @ear; ® .

Example 2.7.2. Consider the first workload in the sequence in Example ??. It consists
of one marginal tuple over attributes A; and Ay: (W = [0, 3) 41, [1,6) 42). We denote the
global strategy matrix for attribute i as Ai*. We decompose the RCQ for each attribute in
the marginal, using our single attribute strategy generator. Thus: A4 = {Al}; ), AL}, 5}
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and A = {A2),, A2}, A2 ¢} We then construct the two-attribute strategy
marginals as the cross product of these RCQs: A = Au Q@ Au = {(Aljy,), A2] ,),
(Alf 2)0 AZ){Q 4)) (AY{O 2)? A2>[k4 6)) (AT{Q 3)? A2>[k1 2)) (Alf(Q 3)? AQTQ 4)) (Alf 2)0 A2>[k4 6))}

We design the above strategy transformer such that our PQ module can easily be
applied to the structure. The only difference is that the GENERATEPROACTIVESTRATEGY
algorithm is run over the strategy tree for the combination of attributes in the workload
(S.4) rather than the global tree structure. The PQ module can thus add queries for any
subset of attributes in S, prioritizing nodes higher up in the tree, which correspond to
marginals over fewer number of attributes.

2.8 Evaluation

We conduct a thorough experimental evaluation of CacheDP. We describe our experi-
mental setup in ??. To demonstrate the effectiveness of our PET, we evaluate the cu-
mulative privacy budget of interactive workload sequences in ??. We assess how often
each module is used, and quantify its impact on the privacy budget, through our abla-
tion study in ??. We then demonstrate the efficiency of our PET by evaluating its storage
and computation overheads across the aforementioned workload sequences in ??.

2.8.1 Experimental Setup

Baseline Solutions. We consider a number of baseline, accuracy-aware solutions from
the literature to compare with CacheDP. We implement an initial prototype of CacheDP
in Python. We make our full evaluation publicly available at https://git.uwaterloo.ca
/m2mazmud/cachedp-public.git.

APEx [ ]: APEXx is a state-of-the-art accuracy-aware interactive DP query en-
gine. We use the source code provided by Ge et al. to evaluate APEx.?> APEx consumes
accuracy requirements in the form of an («, #) bound (see Definition ??). To run APEx
on workloads with a variance-based accuracy requirement, we use a tail bound on the
Laplace distribution to derive values for a and 3. APEXx treats all workload queries
separately and has no cache of previous responses.

APEx with cache: We simulate APEx with a naive cache of all past workloads and their
responses. If a client repeats a workload asked in the past by any client, with the same

2h‘[tps: / /github.com/cgebest/ APEx
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TABLE 2.2: Datasets, their sizes, and associated tasks, with the attributes or number of
attributes used in each task.

Dataset ADULT [ ] TAXI [ | PLANES [ ;
]

Size 48842 x 14 1028527 x 19 500,000 x 12

Tasks BFS (Age) BFS (Lat, Long) IDEBench

(Attributes) DFS (Country) DFS (Lat, Long) (8 out of 12)

or a lower accuracy requirement, we do not count its privacy budget towards the cu-
mulative budget spent by APEx with cache.

Pioneer [ |: Pioneer is a DP query engine that incorporates a cache of previous
noisy responses to save the privacy budget on future queries. Since the authors of Pi-
oneer did not publish their code, we implement it from scratch in Python, based on
the paper. We implement their simple composite plan using all hyperparamters as de-
scribed in the paper. As we demonstrate in this section, our implementation reproduces
similar performance to the results given in the original paper [ , Section 7.2.1].
Pioneer expects the accuracy over its responses in the form of a target variance. To run
Pioneer on workloads with an («a, ) requirement, we use an MC simulation to search
for the variance that satisfies the accuracy requirement. Since Pioneer can only answer
single range queries, we decompose all workloads into single queries for our evalua-
tion, and let Pioneer answer them sequentially.

Datasets and Tasks. We use three datasets: the 1994 US Census data in the ADULT

dataset [ ] (48842 rows x 14 attributes), a log of NYC yellow taxi trip records from
2015 in the TAXI dataset [ ] (1028527 x 19), and US domestic flight records in the
PLANES dataset [ ; ] (500,000 x 12). The TAXI dataset is used to model a

single strategy tree over a pair of correlated (Lat, Long) attributes. Each node on the tree
(or a range query) represents a rectangle of area on a map, and each level on the tree
splits each node’s rectangle into its quarters. We outline the datasets used for each task
in ?2.

BFS and DFS tasks: A common data exploration task involves traversing a decomposi-
tion tree over the domain [ ], by progressively asking more fine-grained queries
over a subset of the domain. In each iteration, the analyst decomposes each query in
the past workload whose noisy response satisfies a certain criteria, into £ new children
queries on the attribute decomposition tree. In the BFS task, the analyst explores only
past queries with a sufficiently high noisy count. The BFS task thus returns the smallest
subsets of a domain that are sufficiently populated.
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In contrast, in a DFS task, the analyst focuses on past queries with a sufficiently low
non-zero count (i.e., underrepresented subgroups). A DFS task terminates if a query’s
noisy count is non-zero and falls within the low DFS threshold range. In the DFS task,
when the analyst reaches a leaf node without finding a node with a sufficiently low
count, they backtrack a random number of steps up the tree, and resume the search
with the second smallest node at that level. We group the range queries that satisfy the
BFS or DFS criteria, into a single workload per level of the tree.

Randomized range queries (RRQ) over synthetic data: We replicate the evaluation of Pio-
neer [ ] through 50,000 randomized range queries over a synthetic dataset. We
fix a domain size of m = 1,000 such that each range query is contained in (0,m). Each
query is in the form of (s, s + £) where s and ¢ are both selected from a normal distribu-
tion with the following mean (1) and standard deviation (¢): s = 500, o5 = 10, e = 320,
and o, = 10. The accuracy requirement is supplied as an expected square error, which
is also selected from a normal distribution with p = 250000,0 = 25000.

IDEBench for Multi-Attribute queries: Eichman et al. develop a benchmarking tool to eval-
uate interactive data exploration systems [ ]. We use this tool to construct a
sequence of exploration workloads for a multi-attribute case study over the PLANES
dataset. Specifically, we extract the SQL workloads for their 1 : N case where each
query triggers an additional N dependent queries [ ]. We simplify these queries
for easy integration with our prototype.

Client Modelling. We model multiple data analysts querying the aforementioned sys-
tems, as clients. We schedule the clients” interactions with each system by randomly
sampling clients, with replacement, from the set of clients until no queries remain. A
client chooses the accuracy requirements and task parameters for each run of the exper-
iment independently and at random.

Experiment setup. We run the BFS and DFS tasks with ¢ = 25 clients and the IDEBench
task with ¢ = 10 clients. (We only run the RRQ task with a single client, to precisely
replicate the Pioneer paper. Since Pioneer can only work with a single attribute, we do
not run it for tasks over the TAXI or PLANES datasets.) We outline the task parameters
in ??. The BFS and DFS tasks are conducted over the Age and Country attributes of the
ADULT dataset respectively. Both tasks are also run over the Latitude (Lat) and Longi-
tude (Long) attributes of the TAXI dataset. Each client randomly draws the minimum
threshold for their BFS and the maximum threshold for their DFS. The BFS, DFS and
IDEBench tasks consume («, §) accuracy requirements, with fixed 5 = 0.05 across all
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clients. For a database D, each client randomly selects o = a,|D| for o, € [0.01,0.16],
with step size 0.05.

2.8.2 Privacy Budget Evaluation

We begin with evaluating the total privacy budget consumed by our system and base-
line solutions across the aforementioned tasks. We repeat each interactive exploration
task N = 100 times, and we compute the average cumulative privacy budget for our
solution CacheDP and baselines (APEx, APEx with cache, Pioneer) over all N experi-
ment runs. We plot the mean and 95% confidence intervals in Figure ??. We have two
hypotheses:

H1 The baselines arranged in order of increasing cumulative privacy budget should be:
APEx, APEx with cache, Pioneer.

H1.1 Pioneer should outperform APEx with cache, since Pioneer saves privacy
budget over any related workloads, whereas APEx with cache only saves pri-
vacy budget over repeated workloads.

H1.2 Baselines with a cache (APEx with cache, Pioneer) should outperform the
baseline without a cache (APEX).

H2 CacheDP should outperform all baselines.

First, we observe that hypothesis ?? holds for all tasks, other than the single-attribute
BFS and DFS tasks (Figures ??, ??). Since we decompose each workload into multiple
single range queries for Pioneer, this sequential composition causes it to perform worse
than APEx without a cache in the BFS task, and thus hypothesis ?? is violated. For the
same reason, APEx with cache outperforms Pioneer for the single-attribute DFS task,
and so, hypothesis ?? is violated. Though, we note that hypothesis ?? holds for the
RRQ task (Figure ??). Our Pioneer implementation replicates a similar privacy budget
trendline to the original paper [ , Figure 15].

Hypothesis ?? holds for all tasks, and the cumulative privacy budget spent by
CacheDP scales slower per query, over all graphs. We note that in the RRQ task (Fig-
ure ??), CacheDP spends more privacy budget upfront than the other systems, since
these systems use the simpler Laplace Mechanism, which is optimal for single range
queries over our underlying Matrix Mechanism. However, any upfront privacy budget
spent by CacheDP is used to fill the cache, which yields budget savings over a large
number of workloads, as CacheDP requires an order of magnitude less cumulative
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FIGURE 2.7: Average cumulative privacy budget comparison between CacheDP and
baselines (APEx, APEx with cache, Pioneer).
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privacy budget than the best baseline (Pioneer). We observe that even in the compu-
tationally intensive tasks due to larger data vectors for two attributes (Figures ??, 2?)
and multiple attributes (Figure ??), CacheDP outperforms the best baseline (APEx with
cache), by at least a factor of 1.5 for Figure ??.

For both DFS tasks (Figures ??, ??), since each experiment can terminate after a dif-
ferent number of workloads have been run, we observe large confidence intervals for
higher workload indices for each system. CacheDP simply returns cached responses to
a workload if they meet the accuracy requirements, whereas our simulation for APEx
with cache resamples noisy workload responses and may traverse the tree again in a
possibly different path. One client may be satisfied with looser accuracy requirements
than another client; loosened accuracy requirements can lead to frequent re-use of our
cache (Section ??), and thus, we find that in Figure ??, CacheDP ends the DFS explo-
ration faster than APEx with cache.

2.8.3 Ablation Study

Each of our modules contribute differently to the success of our system across different
workloads. We conduct an ablation study in two parts analyzing our modules. First,
we analyze the frequencies at which each module is selected to answer a workload, and
second, we run a study to quantify the impact of each module on the cumulative privacy
budget. We begin with our frequency analysis, noting that a module is chosen to answer
a given workload if it is estimated to cost the lowest privacy budget. We only include
the MMM, RP, and SE modules in this analysis, since the PQ module is not involved
in the cost estimation stage. We present the number of times each module is chosen to
answer a workload in each of the BFS, DFS, RRQ and IDEBench tasks, averaged over
N =100 runs, in Table ??. If MMM reports ¢ = 0 for a workload, CacheDP simply uses
MMM to answer the workload using cached responses, and it does not run RP or SE
modules. We thus separately record the number of free workloads per task in the first
row of Table ??. First, we observe that most workloads for each task are free, indicating
that using solely the cached strategy responses, CacheDP can successfully answer most
workloads for these tasks.

Second, considering all non-free workloads, each of the modules are used the most
frequently for at least one task. SE is chosen most frequently for the BFS and DFS tasks,
answering 52% and 64% of non-free workloads respectively. Furthermore, for many
workloads in these tasks, we observed that MMM had ¢ > 0 cost, but under SE, these
workloads became free (¢ = 0). Consequently, the SE module was chosen over MMM
and RP. RP is chosen most frequently for the IDEBench task (57%), whereas MMM is
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TABLE 2.3: Average number of times each module in CacheDP was chosen for each
task; most frequently chosen modules are in bold.

BFS DFS RRQ IDEBench
Free 164.8 £0.9 | 591 £ 6 49801 £ 3 | 216 £ 1
MMM | 2.1+£0.1 225+£0.09 | 137+ 3 15.1£0.2
RP 14705 | 21.1£05 |14£01 |31£1
SE 185+06 | 42+1 60 £4 7.8+0.2

used most frequently for the RRQ task (69%). Thus, we can see that each module plays
a role in CacheDP’s performance in one or more tasks.

We also quantify savings in the cumulative privacy budget due to each module. We
rerun our single-attribute tasks (BFS, DFS, RRQ) while disabling each of our modules
(MMM, SE, RP, PQ) one at a time, and present the cumulative privacy budget consumed
by each such configuration in Figure ??. The standard configuration consists of all mod-
ules turned on. Turning an effective module off should lead to an increase in the cumu-
lative privacy budget, in comparison to the standard configuration. First, we observe
that the standard configuration performs the best in all three tasks, while considering CI
overlaps. Therefore, data analysts need not pick which modules should be turned on in
order to answer a workload sequence with the lowest privacy budget. Second, the PQ
module significantly lowers the cost for the BFS and RRQ task, proactively fetching all
(= 12) queries in a BFS workload at the cost of one strategy node. Third, the RP module
also lowers the cost for BFS, when the same workload is repeated by other clients.

Fourth, turning the SE module off only contributes to minor differences in the cumu-
lative privacy budget (B.). However, the reader may expect that turning the SE module
off would lead to a higher B,, since based on the frequency analysis, the SE module is
most frequently chosen to answer non-zero workloads for the BFS and DFS tasks.

We reconcile this discrepancy as follows. When the SE module is chosen, constrained
inference reduces the privacy cost for paid strategy queries. As a result, the cache entries
for these queries remain at a lower accuracy than if MMM or RP had been used to
answer them, and they may not be reusable for later workloads. Thus CacheDP may
need to obtain noisy responses for these queries, later on, at a higher accuracy. The SE
module thus provides savings on earlier workloads at the cost of a less accurate cache
to answer future workloads. In summary, different tasks exploit different modules and
the standard configuration incurs the least privacy budget, and thus data analysts need
not turn off any modules.
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FIGURE 2.8: Ablation study over PQ, RP, SE modules of CacheDP. Note that each bar,
except for the grey bar, corresponds to one module, out of the PQ, RP and SE mod-
ules, being turned off, while the others remain on. The cumulative privacy budget spent
across all single-attribute tasks (BFS, DFS, RRQ) is averaged over N = 100 runs; stan-
dard deviation bards are also shown in black.

2.8.4 Overhead Evaluation

We compute the following storage and computation overheads for all systems, averaged
over all N = 100 experiment runs: (1) cache size in terms of total number of cache entries
at the end of a run, and (2) workload runtime, averaged over all workloads in a run. In
Table ??, we present these overheads for representative tasks. (Since our simulation
for APEx with cache only differs from APEx by a recalculation of the privacy budget
(Section ??), the latter has the same runtime as the former. We thus only depict the
overheads for APEx with cache, Pioneer and CacheDP.) We also note that the RRQ task
only consists of 10 workloads, rather than 50,000 as noted earlier in ??.

Regarding workload runtimes, first, we observe that APEx with cache is around two
orders of magnitude faster for the RRQ task than for the BFS and DFS tasks. Empiri-
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TABLE 2.4: Comparison of CacheDP and baselines, in terms of cache size, which is
denoted by size and measured in number of cache entries, and workload runtime, which
is denoted by time. We note that BFS (1D) and DFS (1D) refer to the single-attribute BFS
and DFS tasks over the Adult dataset. We refer to the APEx with Cache baseline by
APEx (C). We report the mean and the standard deviation for both the cache size and
the workload runtime.

System RRQ BFS (1D) DES (1D)

Size Time (ms) Size Time (ms) | Size Time (ms)
APEx (C) | 99409 | 5+1 70+8 390+40 14+3 270430
Pioneer 9.9+0.9 | 0.574+0.06 4248 1.2+0.2 14+3 0.60+0.06
CacheDP | 11004+400| 40004600 147+3 3200+200 | 60+10 | 3700+700

cally, we found that for all single range queries, APEx uses the Laplace Mechanism, and
applies a theoretical bound [ , Appendix A.1] to compute the noise parameter.
In contrast, for the BFS and DFS tasks, APEx uses the Matrix Mechanism and executes
a Monte Carlo (MC) simulation to tightly bound the noise parameter for these tasks.
Thus, we observe that APEx with cache is faster for the RRQ task since it does not use
an MC simulation for this task. Second, we also find that the MC simulation is a bottle-
neck for CacheDP. We observe that for all tasks, once the cache starts filling up after a
few initial queries, CacheDP runs the SE module as well, and thus runs the MC simula-
tion at least twice for later queries. When the preconditions for using the RP module are
also met (Line ??, Algorithm ??), which is relatively infrequent, CacheDP also runs the
MC simulation (Line ??, Algorithm ??) and this contributes to the increased workload
runtime.

Third, we acknowledge that Pioneer is roughly three orders of magnitude faster than
CacheDP for the single-attribute BFS and DFS tasks. We remind the reader that Pioneer
spends an order of magnitude worse privacy budget on these tasks (Figures ??, ??). We
argue that the larger computation overhead is a reasonable tradeoff for CacheDP’s pri-
vacy budget savings. We note that in absolute terms, CacheDP only takes a few seconds
per workload for all single-attribute tasks; we discuss ways to reduce the runtime of
CacheDP below. We also analyze how the cache size and runtime of CacheDP scales
with more workloads for the multi-attribute IDEBench task below.

Regarding cache sizes, we find that our PQ module inserts strategy query nodes into
the cache, and significantly increases our cache size over the baselines. We conclude that
at most CacheDP incurs up to a three orders of magnitude storage overhead in terms of
its cache size over baselines (Pioneer, APEx with Cache). Nevertheless, since our cache
entries only consist of 4 floating points (32 B), even a cache with ~ 25k entries would be
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TABLE 2.5: Indices of attributes included in each workload in the IDEBench task for
the overhead evaluation (Figure ??). A total of eight attributes were spanned by all 22
queries in that task. We note that queries 12-15 correspond to a histogram query that
uses the same attribute for the histogram bins as the value whose frequency count is
reported, and is thus interpeted as a two-attribute workload.

Workload number | 1-2 | 3 [ 4 | 5-11 [ 12-15 | 16-17 [ 18 [ 19 [ 20 |21 |22
Indices of attributes | 1 213112 1,1 1,3 45|56 |57 |68|145
in workload

reasonably small in size (=~ 800 kB). We claim that these overheads are reasonable, given
the significant reduction in privacy budget over the baselines. We note that our cache
size is limited by the number of nodes on our strategy tree. Thus, when the analysts
continue querying each system, we expect that our cache size will be bounded, whereas
in other baselines, the cache size would keep increasing with more workloads.

We now analyze how the cache size and runtime of CacheDP scales for multi-
attribute queries. This experiment includes a total of 22 IDEBench SQL workloads; each
workload query spans between one and three attributes and all 22 workloads span a
total of eight attributes. We number these eight attributes based on the chronological
order in which they appear in the workloads. For a given workload index, we list the
indices of the attributes that are covered in that workload in ??. We consider multiple
clients in Table ??, whereas we only consider one client in this experiment.We focus on
the MMM module for this experiment and turn off our SE and PQ modules. We note
that increasing the number of records in the database only impacts the size of the data
vector in the pre-processing stage, and does not impact the size of the cache. We remind
the reader that in a multi-attribute query, each marginal w € W includes £ RCQs, with
one RCQ over each attribute (??).

We illustrate how the cache size and runtime of the MMM in CacheDP scales with
the workload index in ??. We present the following hypotheses:

H5 Our cache size scales linearly with the number of new marginals introduced in a
given query.

H6 Our runtime scales linearly with the number of elements in WA ™.
We can verify Hypothesis ?? from Figure ?? and Table ??. The cache size increases

significantly when the marginals in a workload span different sets of attributes than
those encountered previously, such as on workloads 5 as well as on workloads 17-22.
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FIGURE 2.9: Cumulative cache size (blue) and average runtime (orange) of CacheDP,
versus the workload index, for the IDEBench task. A total of eight attributes were
spanned by all 22 queries in that task and each workload contains between one to three
attributes. Each cache size is annotated with the indices of the attributes in the work-
load; Table ?? also presents the information within the annotations. 95% confidence
intervals for the runtimes are computed across N = 10 runs and shown in light orange.
The number of elements in the WA™* matrix for each workload is shown in green.

67



£2

> ,10
12,13,14,15

0 200 400 600 800 1000
Number of elements in WA*
FIGURE 2.10: Line of best fit to measure the dependence of the runtime of the MMM
with WA™. The line of best fit is shown in green. Each cache size is annotated with the
indices of the attributes in the workload; Table ?? also presents the information within
the annotations. 95% confidence intervals for the runtimes are computed across N = 10
runs and shown in green.

For example, although workloads 16 and 17 span the same sets of attributes, the later
workload filters for a different set of values over the domain of one of the attributes.
Concretely, the cache size can be limited by identifying inaccurate cache entries that can
be replaced, while inserting new noisy responses, in each module.

Considering Hypothesis ??, we present the line of best fit between the runtime and
the number of elements in WA™ in Figure ??. We can conclude from Figure ?? and
Figure ?? that while the runtime of the MMM scales approximately linearly with the
number of elements in WAT, there are other factors that contribute to an increased
runtime, such as for the last workload, which has three attributes. We leave further
analysis of these factors to future work. Concretely, we again find that the MC simula-
tion forms the bottleneck for the runtime, when the number of attributes in the query
remains small, whereas the matrix multiplication becomes the main bottleneck as the
number of attributes in the query increases. The MC simulation can be avoided entirely,
by expressing the desired accuracy through expected variances instead of the (a, ) re-
quirements. Our implementation can be optimized with fast matrix multiplication al-
gorithms to achieve smaller runtimes. We reiterate that the SE and PQ modules were
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turned off for this experiment. The PQ module would further increase both the cache
size and the runtime of CacheDP; instead of running the PQ module while answering a
workload, we can delay fetching further strategy queries until the system is idle. The SE
module would also increase the runtime of CacheDP; instead of setting the maximum
number of cached strategy queries that can be added by the SE module (), Line ?? in
Algorithm ??) to a constant, it can be a function of the size of the strategy matrix A. We
leave these optimizations to future work.

2.9 Related Work

Constrained inference techniques have been applied in the non-interactive DP setting
to improve the accuracy of noisy query responses [ ; ] and in synthetic data
generators [ ; ; ] to infer consistent answers from a data model
built through noisy measurement queries. However, these systems do not provide any
accuracy guarantee on the inferred responses. If the analyst desires a more accurate
response than the synthetic data can offer, no privacy budget remains to improve the
query answer [ ]. Our work applies DP constrained inference in an interactive
setting so that we can spend the privacy budget on queries that the analyst is inter-
ested in and meet their accuracy requirements. On the other hand, existing accuracy-
aware DP systems for data exploration [ ; ], releasing data [ ;

], or programming frameworks [ ; ] do not exploit historical
query answers to save privacy budget on a given query. We design a cache structure
and inference engine extending one of these accuracy-aware systems, APEXx [ I

Peng et al.’s Pioneer [ | uses historical query answers to obtain accurate
responses to upcoming single range queries. However, CacheDP can handle work-
loads with multiple queries. Second, it supports multiple, complex DP mechanisms
and chooses the mechanism that uses the least privacy budget for each new workload.
Third, our PQ module (Section ??) proactively fetches certain query responses that can
be used later at no additional cost. Finally, CacheDP can answer multi-attribute queries
through our extended ST module (Section ??).

Kostopoulou et al. developed Turbo [ ] concurrently with our work and it
was published shortly thereafter. Both Turbo and CacheDP are accuracy-aware and
cache-aware interactive DP engines and share many similarities. Independently, both
systems arrive at a tree-based cache structure. While in CacheDP each node of the tree
contains a noisy response to the range query for specified values for one attribute (or a
set of k attributes), in Turbo, each node of the tree contains a degree d — 1 histogram of
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noisy responses to the range query for a vertical partition of a table with d attributes,
over a specific value for an attribute.

Both deal with the problem of developing a differentially private cache that out-
performs a naive cache, albeit in different ways. Kostopoulou et al. extend the Private
Multiplicative Weights algorithm (PMW) with a caching layer. The PMW algorithm
maintains the aforementioned noisy histograms, starting from a uniform distribution to
a differentially private version that is sufficiently accurate with respect to the ground
truth. It determines, using the Sparse Vector technique, whether the noisy histogram
is sufficiently accurate with respect to the ground truth,® and if so, it is used directly
to answer the incoming query, for free. Otherwise, privacy budget is spent for two
tasks: to obtain the differentially private noisy response using the Laplace or Gaussian
mechanism, and to adjust the weights of the distribution. Importantly, the second task
can consume privacy budget that is multiple orders of magnitude more than that of the
first task. Consequently, “training” the PMW algorithm in early stages is expensive,
and thus, a naive cache can easily outperform the PMW algorithm for small numbers
of queries. Turbo opportunistically bypasses this algorithm as follows. It determines
whether the SV test is likely to fail, and if so, directly fetches the DP noise and up-
dates the histograms, so that in the future, the SV test may succeed with the updated
histograms.

Both CacheDP and Turbo also exploit the DP parallel composition theorem over their
respective cache structures. While Turbo arranges its tree-based cache such that it can
fetch histograms for non-overlapping partitions, it does not proactively fetch noisy his-
tograms for other non-overlapping partitions for free. On the other hand, the PQ mod-
ule proactively fetches noisy responses to non-overlapping values of sets of attributes.
As such, Turbo handles a larger class of workloads than CacheDP. For example, Turbo
handles streaming workloads through time-based partitioning.

We conclude that while Turbo and CacheDP differ significantly in their designs, they
nevertheless use similar design strategies to address similar challenges, such as extend-
ing existing mechanisms (MM or PMW) to outperform a naive cache, structuring the
cache and applying the parallel composition theorem over the cache. This shows that
the techniques used in CacheDP can be generalized and extended to design better DP
caches.

3Note that this is different from our CHECKACCURACY function, which simply checks whether the
noise in the workload response meets the (o, (§)-accuracy requirements, without consulting the ground
truth.
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2.10 Conclusion

In relation to privacy design strategies in ??, through our DP system, we realize the
ABSTRACT design strategy. We address concerns of our users for this context, namely
data analysts and data admins. CacheDP supports data analysts in answering data
exploration workloads accurately, without requiring them to know DP. On the other
hand, for data admins, CacheDP realizes privacy budget savings that were commonly
seen only in the non-interactive DP model. We show that composing PETs, such as
differential privacy, with components of the back-end web architecture, such as caches,
involves non-trivial challenges. Our work provides researchers with a methodology to
address common challenges while integrating DP mechanisms with a DP cache, such
as, cache-aware privacy budget estimation (MMM)), filling the cache at a low privacy
budget (PQ), and maximizing cache reuse (SE).

While relational DBMSes remain widely used today as a back-end web architec-
ture there is growing interest in peer-to-peer networks and distributed web applica-
tions built atop them, and we thus proceed to examine these back-end web architectures
next.
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Chapter 3

DHTPIR

In light of our thesis statement (??), we continue to examine privacy-enhancing tech-
nologies that realize privacy design strategies within back-end web architectures. We
focus on peer-to-peer networks as our back-end web architecture in this and the follow-
ing chapters. Structured peer-to-peer (P2P) networks support redundancy and do not
suffer from a single point of failure. Even though individual nodes can store content
cheaply, structured P2P networks remain relevant today, for the two aforementioned
reasons, and are used to develop distributed file systems, such as IPFS [ ]. Struc-
tured P2P networks link peer nodes’ identifiers to the content that they store and use
distributed hash tables (DHTs) for routing search and insertion queries. DHTs, such
as Kademlia [ ] and Chord [ ], are analogous to conventional hash tables,
with the exception that the entire key-value store is systematically split across nodes in
the P2P network, such that queries can be conducted efficiently.

Censorship-resistant systems allow users access to online content when direct ac-
cess to such content is restricted by a nation-state adversary, namely a censor. For in-
stance, Tor [ ] is an anonymity network that supports users in accessing web-
sites that are censored by nation-states. Censorship-resistant publishing systems allow
publishers to submit their work onto multiple servers, also called nodes, such that a
censor cannot take down or tamper with the published content. Several censorship-
resistant publishing systems have been proposed to date, such as Vasserman et al.’s
CROPS [ ], Waldman and Maziéres” Tangler [ ] and Stubblefield and Wal-
lach’s Dagster [ ]. Censorship-resistant publishing systems are commonly built
atop structured peer-to-peer networks, due to their built-in redundancy and lack of a
single point of failure.

72



Node operators within the censor’s region of influence may be legally obliged to
report any prohibited content that is stored on their machines, or that is requested by
users in queries. Many node operators would thus rather not learn the content that they
are storing or the content of the queries that they are receiving. For instance, the Signal
messaging app is designed to minimize the types of users” data and metadata that are
stored in the Signal servers, so that obliging with legislative requests for users’ data can
only cause minimal privacy harms to its users [ ; ; ]. The aforementioned
systems support node operators in plausibly denying any knowledge of the content that
they store. They do so by encrypting chunks of publishers” documents and storing key
material separately from these chunks, thereby realizing Hoepman’s SEPARATE privacy
design strategy. However, these systems reveal the content of a user’s query.

In this work, we address the problem of hiding the content of a user’s query, by
integrating a PET, namely PIR, into a back-end web architecture, namely peer-to-peer
networks, as we outline below. We realize the MINIMIZE strategy in that we minimize
the information available to node operators about a peer’s query. We do so by separat-
ing this information across multiple peers, such that a quorum of them need to collude
in order to learn what was queried, and thus, we also realize the SEPARATE strategy.

3.1 Introduction

Censorship-resistant publishing systems have largely focused on securing the supply
of documents for users. Frequently, the goal is to ensure that for each document, at
least one server is available to provide any user a copy of that document. As long as
node operators learn what document was requested, a censor may coerce them into
revealing this information. Consequently, node operators may be discouraged from
contributing their storage and bandwidth for such systems. Users who recognize this
flaw may not allow themselves to even seek documents — a form of self-censorship
known as a chilling effect. In these cases, censorship-resistant publishing systems have
still failed to make the document available to all users, because they did not secure
the demand of documents. Thus, exposing the contents of queries to node operators
disincentivizes both node operators and users from using these types of systems.

Private information retrieval (PIR) is designed to solve the problem of retrieving a
row from a database on a server, without revealing the index of that row to the server.
Information-theoretic PIR (IT-PIR) in particular typically requires multiple replicas of
the database. The user sends different queries to each server holding a replica, such
that as long as less than a threshold fraction of the servers collude, they do not learn
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anything about the contents of the query, and the user can reconstruct the desired row
from the servers’ responses [ ; ].

To motivate our key insights on using PIR within censorship-resistant publishing
systems, we examine the structure of these systems. P2P networks have been known to
suffer from attacks by malicious users who aim to prevent a legitimate user from obtain-
ing a correct copy of their desired content [ ; ]. Related research [ ;

; ] shows that if only a small fraction of nodes in the P2P network are mali-
cious, it is possible to group joining peers into quorums such that, with high probability,
all quorums in the network will only contain a bounded fraction of malicious nodes.
This result is known as the goodness invariant. Young et al. [ ] develop protocols
for efficient, robust communication across quorums that prevent spamming attacks,
whereas Backes et al. [ ] extend the former’s protocols to support conducting
DHT queries without revealing the query content to any in-path nodes.

Our key insight lies in observing that IT-PIR can be instantiated over quorums in the
DHT. Carefully analyzing and setting the parameters involved, we leverage the DHT
goodness invariant to satisfy the IT-PIR non-collusion assumption. We present an IT-
PIR architecture that can be integrated with an existing censorship-resistant publishing
system, such as CROPS, to enable clients to retrieve documents from the DHT privately.
Specifically, neither the target node, nor any in-path nodes, learn which document was
retrieved. In addition to our enhancement of using PIR to protect the nodes from learn-
ing which document is being retrieved, we use Young et al.’s protocols for robust com-
munication across quorums, and Backes et al.’s protocols to hide the content of routing
queries from intermediate nodes.

We begin with a description of the building blocks we use, namely PIR, DHTs, and
censorship-resistant publishing systems, in ??. We discuss robust DHTs, including re-
lated work in query privacy over DHTS, in ??, and describe our threat model in ??. We
then present the following contributions:

¢ We provide an architecture, similar to that of regular DHTs in structured P2P net-
works, such that a user can retrieve a document from the network without reveal-
ing what document was retrieved to the target node that stores the document, nor
to any in-path nodes. We also illustrate an integration of this interface with that of
an existing censorship-resistant publishing system (??).

¢ We detail the security parameters of our system and show in our analysis that our
system works when the DHT quorums have less than 1 malicious nodes (??).
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¢ We include a message and communication complexity analysis of our system and
find that it has a low communication complexity in comparison to the best-known
scheme for privately retrieving a document from a node in a DHT [ 1(22).

¢ We simulate the communication complexity of our system and find that it is ex-
plained by our complexity analysis. We also simulate the latency and throughput
overheads of our system, to demonstrate its viability for deployment (??).

Finally, though we have presented our interface in the context of a censorship-resistant
publishing system, we discuss general deployment of our interface in ??, while high-
lighting other use cases and addressing bootstrapping issues. We conclude in ??.

3.2 Background and Related Work

In this section, we describe the building blocks used in our system. We begin with a
brief description of private information retrieval and factors affecting our choice of a
PIR scheme. Second, we provide a brief overview of DHTs, including existing literature
on attacks in DHTs. Third, we delve into censorship-resistant publishing systems, with
a focus on plausible deniability, and motivate our interface, which prevents exposing
node operators to the content of queries.

3.2.1 Private Information Retrieval

Private information retrieval (PIR) allows public databases, held by one or more un-
trusted servers, to be queried by clients while guaranteeing that the servers cannot
learn which index of the database was accessed. Computational PIR (CPIR) schemes
require the computational hardness assumptions of certain cryptographic problems,
and can be used even when only one server stores the entire database. On the other
hand, information-theoretic PIR (IT-PIR) schemes do not require any computational
hardness assumptions; however, they can only be implemented when multiple servers
have copies of the database [ ].

In IT-PIR schemes, the client constructs one query for each server such that us-
ing the responses to these queries, it can reconstruct the desired row of the database.
A certain threshold number of these servers must not share the queries they receive
with each other, as otherwise, they could reconstruct the desired row and identify it,
just as the client does. This is known as the non-collusion assumption. Chor’s IT-PIR
scheme [ ] requires all nodes to respond correctly to the client’s query, for the
latter to be able to reconstruct the desired row, and thus does not tolerate any malicious
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nodes. Byzantine-robust IT-PIR schemes, such as that of Goldberg [ ] support effi-
cient reconstruction of the correct row, while allowing a fraction of servers to be offline
and out of those that are online and provide responses, a fraction can provide incorrect
responses. Thus, if one can reasonably argue that the aforementioned non-collusion as-
sumption holds true, then IT-PIR schemes are preferable to CPIR schemes, since they
do not require any computational hardness assumptions. We detail in ?? why the non-
collusion assumption for IT-PIR can be reasonably made within our context, leading us
to use IT-PIR. We use Goldberg’s IT-PIR scheme [ | as it is robust against failing
and Byzantine nodes, both of which exist in P2P networks.

3.2.2 Distributed Hash Tables

A file that is to be stored in a structured P2P network has a collision-resistant one-way
hash, typically of its contents, as its identifier. A node on structured P2P networks also
has a truncated one-way hash as its identifier. A common storage model for DHTs is
that a node stores all files whose identifiers, when truncated, are equal to the identifier
of the node. As no single entity stores all of the content on the network, peer-to-peer
networks do not suffer from a single point of failure. Each node in a structured P2P
network maintains a routing table, which consists of node identifiers and their routing
information, such as network addresses, for a small number of other nodes in the DHT.
In order to retrieve a file with a given identifier, a node would need to contact the target
node that stores the file, based on the aforementioned storage model. The node would
obtain routing information for the target node by first querying peers from its own
routing table, which are known as its neighbours. The node would then continue with
querying its neighbours’ neighbours and so on, until it finds the target node, through it-
erative routing. The node follows the same process to insert a file into the DHT. (Recursive
routing, on the other hand, has the node’s neighbour itself looking up the next neigh-
bour that is closest to the target node, and so on. We do not consider recursive routing
as providing privacy guarantees over routing queries in recursive routing systems is
fundamentally difficult, as Backes et al. [ ] point out.) The maximum number of
nodes that a given node needs to contact is known as the path length (¢). DHTs guarantee
that the path length is logarithmic in the number of nodes in the network.

DHTs have been known to be vulnerable to many attacks that prevent a user from
obtaining a copy of a file. Existing censorship-resistant publishing systems do not con-
sider these attacks, and thus, do not integrate defenses that have been proposed against
such attacks. A censor can easily exploit these attacks, which we motivate below, to
break the availability of files stored on the overlay censorship-resistant publishing sys-
tem.
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If nodes are allowed to choose their own node identifiers, then a censor may simply
join the system as a set of legitimate nodes, at various node addresses that would be
storing prohibited documents. It can then simply drop all future requests that it obtains
for storing or retrieving prohibited content. The censor can also direct its new nodes to
join at addresses that are close to a target honest node, and cause this node’s routing
requests to be directed to its nodes, instead of other honest nodes. This is known as an
eclipse attack, which restricts honest nodes” view of the network.

As a defence against these attacks, P2P networks can require existing nodes to as-
sign a random identifier to incoming nodes. However, malicious nodes may still at-
tempt to join and leave the network until they are placed at suitable network addresses,
to influence honest nodes’ routing table entries in a Byzantine join attack. Several re-
searchers [ ; ] have proposed protocols to allocate joining nodes into quo-
rums, such that by repeatedly rejoining, any malicious nodes do not increase their
chances of being cast into a group with a majority of other such malicious nodes. We

explicate Awerbuch and Schiedeler’s cuckoo rule (CR) [ ], as well as Sen and Freed-
man’s improvement over this rule, namely the commensal cuckoo rule (CCR) [ 1,
in ??.

To resolve routing requests across quorums, nodes in a quorum can reply back with
the network addresses of the nearest quorum to the target address, akin to iterative
routing in regular DHTs. However, malicious nodes in such quorums may respond
back with incorrect routing table entries, or inundate honest nodes in other quorums
with fake requests. Young et al. [ ] present two robust communication protocols
to support nodes in efficiently communicating across these quorums, while being able
to either detect or prevent spamming attacks. However, these protocols only provide
integrity guarantees over the routing information within a quorum-based DHT. They do
not provide confidentiality of the routing query content; the node address being queried
is known to nodes on the path to the target node and to the target node itself. The censor
may thus compel all nodes in its region, as they may serve as in-path nodes to other
nodes, to reveal the node addresses looked up by users in its region. It can then possibly
harm these users for attempting to contact external nodes that serve prohibited content.
Backes et al. [ ] improve on Young et al.’s protocols by hiding the queried key
from all in-path nodes, thereby providing query privacy (QP). As we discuss in the next
subsection, honest node operators benefit from learning as little as possible about the
key that was queried.

We describe Awerbuch and Schiedeler’s CR strategy, Sen and Freedman’s CCR strat-
egy, Young et al.’s Robust Communication Protocols, and Backes et al.’s Query Pri-
vacy protocols in ??. Our interface uses these protocols to harden existing censorship-
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resistant publishing systems against these attacks.

3.2.3 Censorship-resistant publishing

Censorship-resistant publishing (CRP) systems, such as Waldman and Maziéres’
Tangler | ], Waldman et al.’s Publius [ ], and Vasserman et al.’s
CROPS [ ], support publishing and retrieving documents in the face of a cen-
sor that may attempt to take down prohibited content. Censors may outright block any
CRP systems within their administrative region. We assume that blocking the system
entirely would impose an undesirably large social or economic cost to the censor. This
is the collateral damage assumption, and we revisit it in ??.

CRP systems are built atop DHTs formed by machines that are located across differ-
ent administrative regions, each of which contributes disk space and bandwidth. How-
ever, DHTs by themselves do not ensure the confidentiality, integrity, or availability of
the content stored on them; CRPs include mechanisms to publish and retrieve docu-
ments while providing these three crucial properties. To increase the availability of the
content stored on them, CRP systems store redundant copies of documents or of their
parts across the underlying DHT. In Publius [ ], secret sharing is used to produce
shards or shares of documents, such that the document can be reconstructed using a
threshold number of shares. Publishing a single document in Tangler [ ] neces-
sitates replicating multiple other existing documents within the system, again through
secret sharing. To store a document within CROPS, several replicas are created, and
split into chunks using erasure coding, which is similar to secret sharing in terms of
the aforementioned reconstruction guarantee. The lack of a single point of failure and
support for redundant storage render DHTs attractive, with respect to the availability
property, for censorship-resistant publishing.

All of the aforementioned systems encrypt documents to preserve their confidential-
ity, before breaking them down into shards for redundancy. Encryption supports node
operators in plausibly denying knowledge of what content they store. Consider a censor
that legally obliges all node operators in its region to report any prohibited content that
they store. In Vasserman et al.’s CROPS, a node that stores an erasure-coded chunk of
a document does not learn anything about it, based on the hardness assumption of the
cryptographic hash used to index the chunk.

Importantly, CROPS helps users easily discover content on the system through key-
words, while preserving plausible deniability over the stored content and ensuring its
integrity. To publish a document, the publisher specifies relevant keywords for it. After
encrypting the document and performing erasure coding on the ciphertext document,

78



the publisher creates replicas of two manifest files, namely the content and key mani-
fests. A cryptographic hash of one important keyword, along with the replica number,
is used to index the manifest replicas. Each manifest file is signed by the publisher to
preserve its integrity. The content and key manifests separate the material required to
locate the erasure-coded chunks (cryptographic hashes of the chunk content) from that
required to obtain a plaintext document (symmetric key for decryption). (The manifests
also contain cryptographic hashes to verify the integrity of the ciphertext document,
which is reconstructed from erasure-coded shares, as well as of the plaintext document.)
Nodes that store one of a key or a content manifest replica need to obtain the other one,
and sufficient erasure-coded chunks, in order to obtain the plaintext document that the
replicas refer to.

As the client’s query includes keyword hashes, the censor may legally oblige the
node operator to reveal all queries that it received. The censor may then determine if
any of the keyword hashes in a query match those of prohibited keywords [ ;

], using rainbow tables. It may also require the node operator to report the net-
work addresses of all users, and possibly harm the users who attempted to fetch pro-
hibited content. Thus, simply providing plausible deniability over stored content is in-
sufficient; node operators should also be prevented from learning what content is being
retrieved.

We address this problem by allowing a client to privately retrieve either erasure-
coded chunks or manifests (collectively known as files from here on). Although we focus
on CROPS as a use case for our system, we provide private file retrieval for censorship-
resistant publishing systems in general. As we discuss in ??, our interface may also be
used with other CRP systems and DHT-based applications.

3.3 Robust DHTs

In this section, we describe protocols to form quorums (Awerbuch and Schiedeler’s

CR[ ], Sen and Freedman’s CCR [ 1), to route queries robustly across quorums
(Young et al.’s RCP [ 1), as well as to conduct these routing queries privately
(Backes et al.’s QP [ ). The QP protocols can also be applied to conduct file

retrieval queries privately, and so we also outline the advantages of our DHTPIR sytem
over those.

Forming quorums: Awerbuch and Scheideler [ ] propose a cuckoo rule joining
strategy, wherein incoming nodes cause existing nodes at nearby addresses to be kicked
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1CR. A joining node p is assigned a random address, which lies in some k-region of
a quorum Q7.

1CCR. Primary join: Along with step 1CR, quorum ()7 ensures that it has received
at least k — 1 secondary joins before letting node p join.

2CR. All other nodes with addresses in this k-region are relocated to other random
k-regions.

2CCR. Secondary join: Instead of step 2CR, k' = k-|Qr|/5 nodes with addresses in the
quorum Q7 are relocated to other random quorums (where 5 is the desired average
quorum size).

FIGURE 3.1: Descriptions of cuckoo rule (CR) [ ] and commensal cuckoo rule
(CCR) [ 1.

out (or cuckooed) to other addresses, as shown in Figure ??. A virtual address space of
size n is split into quorums, which are split further into k-regions that span a fraction £
of the address space.

Awerbuch and Schiedeler show that for a given global bound on the ratio of malicious
to honest nodes (say e), their strategy results in approximately equally sized quorums
of s = O(logn) nodes (the balancing condition), where the ratio of malicious to honest
nodes in each quorum is upper-bounded by a value greater than ¢ (the correctness con-
dition). However, their result is asymptotic, and so left an open question of whether it
holds for networks with realistic numbers of peers.

We implemented a simulator for the cuckoo rule in Rust, and determined that for
reasonable numbers of peers in the network (say 10 million), there is a severe tradeoff
between e and s: to maintain the correctness of relatively small quorums (s < 100),
the network can only withstand a very small fraction of adversary-controlled nodes
(¢ < 7p55)- Having large quorums of 100 peers or more makes the distributed protocols
required within Young et al.’s schemes expensive.

Sen and Freedman [ ] performed a similar simulation and their findings echo
ours. Additionally, they find that the aforementioned tradeoff worsens for large net-
work sizes; that is, small quorums in larger networks can only withstand much smaller
fractions of malicious nodes. To address this issue, they propose a commensal cuckoo join-
ing strategy, which modifies each of the two aforementioned steps of the cuckoo rule, as
shown in ??. In their joining strategy, the desired average quorum size is set beforehand
(to 5), in contrast with other schemes that require it to increase with the network size.
We use the commensal cuckoo rule strategy to form quorums in our join protocol. We

80



TABLE 3.1: Contrasting our scheme with existing ones for private and robust communi-
cation in a DHT. D is the total size (in bytes) of the files stored at each node in an s-node
quorum. RR = robust routing; QP = In-path query privacy; PR = availability and, if so,
communication complexity of private file retrieval.

System RR QP PR
Base DHT o o o
Young et al.’s RCP [ ] ° o o
Backes et al.’s QP | J]w/olasthop e ° o
Backes et al.’s QP [ ] w/ last hop ° ) D
DHTPIR (our system) ° e 25D

discuss its security implications within our threat model in ??.

Robust routing across quorums: Young et al. [ ] propose two efficient robust
communication protocols (RCP) that prevent spamming attacks from nodes in other
quorums by using a threshold signature scheme. In order to communicate with a node
in a target quorum, the client node must obtain a time-stamped proof of robust commu-
nication from one of the neighbours of that quorum, in the form of a threshold signature
of the neighbouring quorum. Young et al.’s deterministic RCP-I scheme prevents spam-
ming attacks by imposing a high communication cost for the client; the client commu-
nicates with each of the s nodes in each of ¢ quorums on the path to the target quorum,
for s - £ nodes in total. Their probabilistic RCP-II scheme enables the target quorum’s
nodes to detect such an attack, and only requires the client to communicate with an ex-
pected O(s + ¢) nodes. RCP schemes include distributed protocols for synchronizing
the quorum’s cryptographic state whenever a new node joins the quorum.

Query privacy across quorums: Backes et al. [ ] present two query privacy
(QP) protocols, namely QP-I and QP-II, which build on Young et al.’s RCP-I and RCP-
IT protocols respectively to hide the node address key being queried from all nodes in
all quorums in path to the target quorum. They develop a protocol based on oblivious
transfer (OT) rather than PIR, in order to restrict a client from privately obtaining rout-
ing information from any intermediate quorum about multiple neighbouring quorums
through a single valid query.

However, as they observe, their OT protocol requires the queried node to send the
entry-wise encrypted data store over which the OT query is to be conducted back to
the client. In their use case, this data store is simply the small routing table maintained
at each DHT node, which contains O(logn) routing records for a network of size n. To
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privately retrieve a file stored in the file store of the target quorum, Backes et al. suggest
optionally extending this same OT protocol with one more hop to the target quorum.
However, doing so would require sending the entire encrypted file store back to the
client, resulting in a large communication complexity.

To retrieve a file from a quorum of s nodes, which holds a database of size D bytes,
Backes et al.’s scheme incurs a communication complexity of D, whereas our scheme
only has a complexity of 2sv/D. In ?? we contrast the properties provided by Young
et al., Backes et al., and our schemes to DHT clients and compare the communication
complexity for Backes et al.’s and our scheme in providing private file retrieval. We
compute the range of values of D for which our system performs better in ??.

3.4 Threat model

As mentioned earlier, we build our system atop DHTs as they support redundant stor-
age of documents and do not suffer from a single point of failure, which renders them
suitable for censorship-resistant publishing. (Tor and Tor onion services are orthogonal
to our work, as discussed in the non-goals below.) Our adversary is a single nation-
state censor that has an administrative region of influence; other parts of the world are
deemed safe. We consider the case of multiple such censors below. We assume that this
nation-state cannot simply censor the entire system or host an alternative, as blocking
the system entirely would impose an undesirably large social or economic cost to the
censor. We recognize that this collateral-damage assumption may not hold for power-
ful nation-state adversaries: such an adversary could coerce its population to simply
use a publishing system that is not privacy protective. However, we believe that it is a
reasonable assumption that may hold for many nation-states. We require the same cryp-
tographic hardness assumptions as Backes et al. [ ], namely the GDH problem
for threshold signatures and the DDH problem for the OT protocol.

Our adversary’s goals are to determine which document was retrieved in a partic-
ular content retrieval request and to prevent the operator from responding correctly to
a request. Our adversary has several capabilities that it can exploit towards furthering
its goals. First, the censor may observe the network traffic within its region of influ-
ence, possibly using deep packet inspection techniques on any plaintext data. Second,
the censor can search for sensitive content by posing as a client and can map files to
virtual addresses of nodes that store them. Third, the censor’s control over nodes in the
network is bounded; in particular, for a network with »n honest nodes, the censor may
insert up to € - n malicious nodes, where ¢ ~ 0.02. The censor may remove these nodes
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from the network in the future, and have them rejoin the network, which would allow
the node to join a different quorum. A censor could spawn more than e - n malicious
nodes in a Sybil attack; deterring Sybil attacks through proof-of-storage mechanisms in
IPFS is an ongoing line of work [ I

Multiple nation-state censors may be interested in censoring different content or con-
tent retrieval requests across nodes within their respective regions of influence. Since
nodes operated by one nation-state censor may collude with those operated by an-
other censor, we require that the ratio of nodes controlled by all these censors, to non-
controlled nodes, is less than e. These nodes may behave as Byzantine nodes by, for
example, responding to routing requests with incorrect responses, in an attempt to mis-
direct a client’s routing request towards other Byzantine nodes. They may also collude
and share the content retrieval requests that they obtain, or forward them to the censor.
These censor-controlled nodes may also simply fail, by not replying to queries. Fur-
thermore, they may attempt to inundate honest nodes with routing or content request
messages at the application layer.

Finally, the censor cannot dynamically compromise existing nodes; that is, it cannot
coerce honest nodes within its region of influence to act as Byzantine or failing nodes. It
may not compel honest nodes to retain (and share) the content retrieval requests they re-
ceive. (Note that honest nodes in a given quorum would be geographically distributed
in arbitrary administrative regions and may be out of the censor’s region of influence.)
The censor may not block communication between honest nodes.

Our interface provides the following guarantees in the face of this adversary:

* Minimizing data within the content of document retrieval queries — honest server
operator nodes and small coalitions of Byzantine nodes within a quorum do not
learn which document was retrieved.

¢ Correct responses to document retrieval requests — a document retrieval request
will be answered correctly, even if censor-controlled nodes provide incorrect or no
responses.

Non-goals: We do not provide any additional protections over content publishing re-
quests. Although we use RCP’s spam-limiting feature to prevent DoS amplification for
the DHTPIR protocol messages, protecting nodes from general DoS attacks is orthog-
onal to this work. We do not aim to protect the client’s identity, and thus, we also do
not prevent adversaries from targeting clients, such as by traffic analysis. Regarding
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the first goal, although nodes controlled by the adversary that lie within the quorum
from which the file is fetched also cannot learn which file was retrieved by colluding
among themselves, they may collude with nodes from other quorums. By learning the
set of quorums from which files were fetched, they may determine which document
was fetched, in a quorum fingerprinting attack; we do not aim to protect against this
attack, as DHTPIR aims to protect server nodes, and not directly clients.

DHTPIR may be instantiated over Tor onion services to provide client anonymity.
However, Tor itself does not support the redundant storage of documents that is af-
forded by peer-to-peer networks like DHTs. Although Tor onion services may have
multiple physical servers serving the same onion service, all servers must share a pri-
vate key, putting them under shared administrative control. In this sense, Tor onion
services suffer from a single point of failure, unlike DHTs. As node operators of Tor
onion services learn which document was retrieved through a given document retrieval
request, they do not have plausible deniability over the content of such requests. Tor
exit node operators have been blamed, and even charged, for retrieving content that
a client had retrieved through their node [ I; privacy-enhancing technologies that
prevent the operators from being exposed to the information they store or forward may
decrease such risks.

3.5 Our Design

We first begin with an overview of our interface for integrating private file retrieval to
DHT-based censorship-resistant publishing systems. We begin with a description of the
building blocks that our interface requires, and then describe our implementation of
this interface, while analyzing possible Byzantine behaviour. Through this analysis, we
motivate the constraints that our instantiations of the building blocks must follow.

3.5.1 Building blocks

Our interface can be used within censorship-resistant publishing systems, such as
Vasserman et al.’s CROPS [ ], to insert files into quorums through the DHTPIR-
PUTFILE function and to query quorums privately for files through the DHTPIRFIND-
FILE function, both provided by our DHTPIR API. Functions in the DHTPIR interface
invoke existing protocols in layers, depicted in ??. A list of all API functions can be
found for reference in ??2.

We use Backes et al.’s query privacy (QP) protocol to privately fetch the desired
quorum’s routing information; the corresponding function constitutes the QP API layer.
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FIGURE 3.2: API interfaces required by, and provided by, our DHTPIR interface. The
bold red ellipse represents our interface, and the grey ellipses show the layers of APIs
required by our interface. The white ellipse represents an existing system within which
our interface can be used in order to provide document retrieval privacy, in addition to
the robust routing and in-path privacy provided by the lower layers.

(This protocol internally invokes Young et al.’s RCP schemes.) We provide a QUORUM
API layer to support inter-quorum communication, given the target quorum’s routing
information. We use Goldberg’s IT-PIR algorithm to privately fetch files from the target
quorum; functions to generate, perform, and process PIR queries form the PIR API
layer. We rely on Sen and Freedman’s commensal cuckoo-hashing technique [ ]
to establish quorums across the DHT; that is, to assign node addresses and quorum
neighbours to new nodes joining it. We briefly describe functions at the QP, QUORUM,
and PIR layers below.

QP layer: The client uses the QPGETTARGETQUORUM function to obtain the rout-
ing information of the target quorum while preserving the confidentiality of the
file’s identifier from all nodes in the DHT. This function executes Backes et al.’s
RCP-Qr-I or RCP-QP-II algorithms for the input file identifier id. This function
obtains the target quorums’ nodes” network addresses and public encryption keys
([(A1, PKy), (Ag, PKy), - - - (As, PK)]) from one of the quorum’s neighbours. It also ob-
tains a proof ¢ of robust communication from that neighbour. The proof shows that the
given client node sent a legitimate request to contact the target quorum, through a sig-
nature over the node’s network address (A), its public key (PK) and a timestamp ts (¢
in our notation is equivalent to S, for a query path length ¢ in Backes et al.’s notation).
Finally, this function returns a verification key V' K, obtained from the target quorum’s
neighbour, which allows the client to verify messages signed by a threshold number of
nodes in the target quorum.
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TABLE 3.2: Overview of the functions in each layer of the interfaces presented in Sec-
tion ??. The layer name is included as the first word of the function name.

Function(Arguments) —
Output

Description

DHTPIRPUTFILE(File Privately inserts a file I’ with the ID id. Replaces the
identifier id, File /') — None | native putFile function.
DHTPIRFINDFILE(File Privately finds a file with the ID id. Replaces the na-

identifier id) — File F

tive findFile function.

QPGETTARGETQUORUM(File
identifier id) — ¢,

[(Ala PKI)? (AQa PKQ))

- (As, PKy)|, VK

Obtain the following output for the closest quorum
that stores the file with the ID id, without any inter-
mediate node learning the ID: proof of robust com-
munication: ¢, target nodes” network addresses (4;)
and public keys (PK;), quorum verification key: VK

QUORUMSENDQUERY(¢,
(A1, PK)), (Ag, PKy), - -
(As, PKy)|, [My -+ - M) —
Ry ---R,]

Securely sends a message M, to each of s peers in a
target quorum using the proof of communication ¢,
the peer’s address A;, and public key PK;. Receives
a reply R; from each peer.

QUORUMOQUERYLISTENER
(None) — None

Securely receives messages from nodes in other quo-
rums and internally replies to them, possibly after co-
ordinating with other nodes in own quorum.

PIRGETQUERYVECTORS(File
identifier id, Perfect hash
function f, Number of nodes
s) — Query vectors [g; - - - g

Computes s query vectors, one for each server that
holds a database indexed by the output of a perfect
hash function f, in order to obtain a file at index id.

PIRPERFORMQUERY(Query
vector ¢;) — Response block

fi

Queries own file store for the input query ¢;, and re-
turns a response block f;.

PIRRECREATEFILE(File
blocks [f1-- fs]) = F

Returns a file F' that is reconstructed from the s input
blocks.
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QUORUM layer: The client uses the QUORUMSENDQUERY function for sending an
encrypted message to each of the nodes in a target quorum and obtaining a reply from
them, given the nodes” addresses and public keys ([(A1, PK}), (A2, PK5), - - - (As, PKy)))
as well as a proof of robust communication ¢. This function can also be configured to
send a single message to an arbitrary quorum node, retrying with different nodes until
it obtains a valid reply. The recipient nodes in the target quorum listen for messages
from other nodes in the QUORUMOQUERYLISTENER function. Depending on the flags
in the message, a recipient node may be delegated to forward different values back to
its peers and send a response from these peers back to the client node. All honest nodes
regularly execute a Byzantine agreement protocol among themselves to guarantee that
they agree on the state of the database (including a perfect hash function as we discuss
later) stored at other honest nodes.

PIR layer: We observe that all nodes in a quorum share the same database of files;
we provide an overview of the join protocol that enables this shared state at the end of
this section. The client uses the PIRGETQUERYVECTORS and PIRRECREATEFILE func-
tions to generate and process IT-PIR queries while the target quorum’s nodes use the
PIRPERFORMQUERY function to perform the IT-PIR query itself. Perfect hash functions
(PHFs) [ ] are often used within PIR schemes to map a set of keywords for docu-
ments stored at server nodes to a set of indices, such that the client can simply compute
the desired index if it knows the keyword. The client obtains the PHF f beforehand
using the DHTPIRFINDFILE function, and then passes it as an input to the PIRGET-
QUERYVECTORS function, along with the desired file identifier id and the number of
(server) nodes s. This function computes the index at which the desired file will be
stored, by computing the value of f for the key id, and obtains an index 4. It then
creates s query vectors such that when responses to these vectors are combined in the
PIRRECREATEFILE function, they will result in file i of the PIR database.

The PIRRECREATEFILE function reconstructs the file from s PIR query responses
using Goldberg’s EASYRECOVER algorithm [ , Fig.3]. We show in ?? that the pre-
conditions for using this efficient algorithm are met. The PIRPERFORMQUERY function
computes a matrix multiplication of the query vector with a block-wise field represen-
tation of the database, using Goldberg’s IT-PIR routine [ , Fig.2].

3.5.2 Our interface

We present our functions for searching for a file, namely DHTPIRFINDFILE, and in-
serting a file, namely DHTPIRPUTFILE, shown in Algorithms ?? and ??, respectively.
Both of these functions expect at least an identifier for the file to be inserted or searched.
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Algorithm 10 DHTPIR file search function.

1: function DHTPIRFINDFILE(id)
2: dest + QPGETTARGETQUORUM(id)
(A, PEy). - (A, PE)[6|VE « dest
nodes < [(Ay, PK}), - (A, PKy)]
msg < SEARCH_PHF_PARAMS
reply || sig + QUORUMSENDQUERY(¢, nodes, msg)
PHF || ts < reply
if VERIFYSIG(reply, sig, V K) == False then
return Error: “Could not verify PHF shares.”

10: if ts + Current time > 7 then
11: return Error: “Got Expired PHF”

12: queries <— PIRGETQUERYVECTORS(id, PHEF, s)
13: msg < SEARCH_PIR_QUERIES | | queries

14: blocks <~ QUORUMSENDQUERY(¢, nodes, msg)
15: file <~ PIRRECREATEFILE(blocks)

16: return file

These functions use this identifier to locate the file within the DHT (as in regular DHTs),
with the exception that in our case, we wish to locate all nodes in a quorum; that is,
a set of nodes in the DHT, all of which will store the file. Specifically, both functions
execute the Query Privacy API function QPGETTARGETQUORUM with this identifier
(¢d) to obtain network addresses and long-term public keys of the quorum’s s nodes
([(A1, PKy), - -+ (Ag, PK)]), a proof ¢ of robust communication from a quorum linked to
the target quorum, and finally, a verification key V' K to verify messages that are signed
by a threshold of the target quorum nodes (lines 2—4).

We motivate the rest of these functions by starting with a simple protocol for each
function and then optimizing its communication complexity. While designing the opti-
mized protocols, we ensure that we meet the goals mentioned in ??, namely, we guar-
antee that an honest node, or a bounded-size coalition of Byzantine nodes in a quorum,
cannot learn the content of a client’s file retrieval query. We also meet the second afore-
mentioned goal, that is, such a coalition of Byzantine nodes cannot cause a legitimate
search or insertion query to be executed incorrectly or dropped. Additionally, we ex-
plore what actions a Byzantine client node can perform and consequently, we equip
honest nodes with signature verification and rate-limiting mechanisms to detect Byzan-
tine client nodes that attempt to overwhelm them with DHTPIR messages.
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7 8
FIGURE 3.3: Layers of protocols used within DHTPIR. Quorums are numbered and
shown in purple ovals. Node p from quorum 1 wishes to fetch a file that is stored by
quorum 8. Routing table (RT) entries maintained by quorum 1 are shown by dotted
lines. Quorum 1 uses the QP protocol to query quorum 7 (grey background lines),
whose RT entry it knows. Quorum 7 then provides the RT entries for quorum 8, which
is queried again through QP. PHF and PIR requests and responses are shown in solid
lines; node p fetches the PHF from quorum 8, and then sends a PIR request to each node
in quorum 8, from which it obtains a PIR response, to reconstruct the file.

File retrieval: We illustrate the file retrieval process in ??. To conduct a search query,
the client needs to identify the index of its file in the target quorum’s nodes’ database. To
do so, it obtains the perfect hash function (PHF) used in that quorum; we detail this step
shortly. Through a call to the PIRGETQUERY VECTORS function, the client computes the
index of the desired file identifier id using the PHF and constructs s PIR query vectors
(lines 14-15). It sends one vector to each node and obtains all PIR responses through the
QUORUMSENDQUERY function (line 16). The client reconstructs the file using these
PIR responses through the PIRRECREATEFILE function (line 17). We parameterize the
threshold for the IT-PIR scheme as follows (references for these and subsequent con-
straints to the relevant inequalities are included in ??).
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Constraints for threshold of IT-PIR scheme:

1. Byzantine nodes in a quorum cannot reconstruct a PIR response through collu-
sion (inequality ??).

2. Honest nodes can efficiently reconstruct the desired file, when a given fraction
of nodes per quorum is Byzantine (inequality ??).

Naively, the client could obtain the PHF by simply querying each node in the target
quorum and majority filtering the received responses. Since all target nodes must agree
on a PHF for indexing the database, ostensibly the client could query one target node
for the PHF. (We describe PHF computation while discussing our file insertion func-
tion.) However, this delegate node may be Byzantine and may simply not respond. In
this case, through the QUORUMSENDQUERY function, the client retries sending the
message to a different node until it receives a reply (lines 5-6). (Again, we observe that
eventually the sending node will reach an honest node as only a minority of nodes in
the quorum are Byzantine.)

A Byzantine delegate node may also collude with other Byzantine nodes to send a
PHF that is built after excluding certain files” indices from the input set, or after swap-
ping some files” indices around. Thus, the client should receive a confirmation from
enough honest nodes in the quorum that a valid PHF was returned. Therefore, the del-
egate node obtains signature shares over a hash of the PHF and sends the threshold
signature back to the client. As the client knows the quorum verification key V'K, it
can verify this signature (lines 6-10). Yet, a Byzantine node may simply return a valid
PHF and signature shares that reflect the state of the database in the past. To guaran-
tee freshness, we require the delegate node to concatenate a timestamp with the PHF,
before computing the signature shares (lines 11-13). We parameterize the threshold for
Young et al.’s threshold signature scheme as follows.

Constraints for Young et al.’s threshold signature scheme (inequality ??):

3. Byzantine nodes cannot produce enough valid signature shares through collu-
sion.

4. Byzantine nodes cannot prevent the reconstruction of a signature by simply fail-
ing to respond.
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Algorithm 11 DHTPIR file insertion function.

1: function DHTPIRPUTFILE(id, F)
2: dest + QPGETTARGETQUORUM(id)
[<A17 PK1>7 T <A57 PKS)]H(b”VK < dest
nodes < [(A1, PK}), - (A, PK,)]
msg < “INSERT_FORWARD” ||| F
reply | | sig <~ QUORUMSENDQUERY(¢, nodes, msg)
if reply # Hash(F) then
return Did not get the correct hash of the file in response.
if VERIFYSIG(reply, sig, V K) == False then
10 return Could not verify the signature of the remote quorum.

11: return

File insertion: We present our file insertion function in ??. We remind the readers
that a file itself is typically a secret share of a document or a manifest, as is common
in CRP systems (Section ??), and thus, plaintext files, by themselves, would reveal no
information to the nodes in the quorum that store the file. Intuitively, for inserting a
file into the target quorum, the client needs to send its copy to each node in the target
quorum. To preserve the confidentiality and integrity of the file content, consider a
baseline wherein the client encrypts the file to each of the target nodes, given their public
keys PK.. Again, as an optimization, it could send the file to only one of the nodes that
acts as a delegate node and forwards the file to all other nodes in the quorum. We
deploy the same technique as for the PHE, to ensure that these nodes get the correct
file, namely, the delegate node should return threshold signature shares over a hash of
the file to the client (line 6). The client ensures that the signature is over the expected
hash of the file (lines 7-9) and verifies it using the quorum’s verification key V K (lines
10-12).

A Byzantine delegate node may send the file to only a minimum number of honest
nodes in the quorum such that it can compose a threshold signature over the hash of
the file, to reply seemingly honestly to the client. When the nodes synchronize their
data store through a Byzantine agreement protocol, it can deny having obtained such
a file, and thus render the honest nodes as malicious or de-synchronized [ ]. We
specifically parameterize the fraction of Byzantine nodes as follows.
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Constraint for desynchronization attack [ ]:

5. The number of honest nodes that retain this file at the end of the aforementioned
attack is sufficient to run the Byzantine agreement protocol correctly (inequal-
ity ??)

Finally, we remark that a minority of Byzantine nodes that receive any file may
not store it at all; instead, they may simply compute the requisite hashes for insertion
queries and drop all search queries. Within our model, we assume that all honest nodes
follow all protocols correctly and therefore, that they store the files. Thus, given our
goodness invariant holds, enough honest nodes will reply back with correct response

blocks to future search queries, such that the impact of the lazy Byzantine nodes is nul-
lified.

PHF updates: The target quorum’s nodes can recompute a PHF after each file inser-
tion, or in occasional batches, at the cost of temporary file retrieval misses until the inser-
tion protocol fully completes. We remark that the PHF computation cost is very small —
approximately 0.25 iis per file in the database. Therefore, if nodes receive a file retrieval
request while re-computing the PHF, the impact on latency due to the PHF computation
is negligible, as evidenced in our latency simulation experiments. In other words, the
PHF recomputation does not necessitate a period of quiescence or low network churn.
After recomputing the PHF, each node should recompute its own signature share over
the PHF and broadcast it to other nodes in the quorum. Any node that is chosen as a
delegate node may then respond with the updated PHF and signature shares.

Byzantine client node: We have assumed so far that the client behaves as an honest
node, that is, it runs the QUORUMSENDQUERY function correctly. However, the client
may spam a target quorum’s nodes through an incorrect execution of this function. We
now describe rate-limiting mitigations for spamming attacks within the recipient node’s
QUORUMOQUERYLISTENER function.

The receiving node expects each incoming message to contain a valid proof. This
check extends to file insertion messages forwarded by a delegate node, thereby pre-
venting a Byzantine delegate node from inundating other nodes with fake insertion
messages. As mentioned within the QP layer description in ??, a valid proof should
consist of a signature o of a neighbouring quorum over the new node’s network ad-
dress A, its public key PK, and a timestamp ¢s. The receiving node only accepts a proof
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that is obtained within a predetermined time interval 7" of the timestamp ts from the
network address A.

With these restrictions, a Byzantine client can only spam a receiving node within a
time interval of 7" units from the timestamp in the proof, and may only do so by sending
messages with the network address that is in the proof. Furthermore, the receiving
node ensures that a valid proof will only be processed once for each different flag in
the accompanying message within the time interval 7'. This check allows for an honest
node to use a valid proof to conduct one insertion query and one search query with a
target quorum.

We note that the recipient node may belong to the target quorum or to any interme-
diate quorum in path to the target quorum. So, for instance, a malicious client who ran
a million instances of the QUORUMSENDQUERY at the same time would be prevented
from doing so by nodes in its own quorum, since the aforementioned check would fail.
We note that in practice, these checks in the QUORUM layer would complement, and
not replace, IP-based rate limiting that already exists in DHTs. Due to IP-based rate
limiting, the recipient node may detect and prevent a denial-of-service attack from a
malicious client with a given network address. Thus, our rate-limiting mitigations in
the QUORUM layer (within the QUORUMQUERYLISTENER) ensure that a malicious
client cannot use our QUORUMSENDQUERY function to amplify a denial-of-service at-
tack.

Join protocol: A new node p interacts with multiple quorums as it joins the network;
we illustrate the join protocol through the sequence diagram in Figure ??. At a high
level, we use Sen and Freedman’s commensal cuckoo rule [ ] to assign addresses
to primary and secondary joining nodes. We use threshold signatures within Young
et al.’s robust communication protocols [ ] to securely notify quorums of these
joins, and to securely transfer the stored database to these nodes. As we run Kate and
Goldberg’s distributed key generation (DKG) scheme [ ] within the join and leave
protocols to redistribute a secret throughout the quorum, we must ensure that its pre-
requisite is met. We thus obtain the following constraint:

Constraint for DKG [ ]:

6. The fraction of Byzantine nodes per quorum should satisfy the upper bound for
the DKG protocol (inequality ??).
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FIGURE 3.4: DHTPIR Join protocol. Here QPTQ refers to the QPGETTARGETQUORUM
function.
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We now detail the join protocol. When a new node joins the network, it first contacts
a bootstrapping peer ¢, which is a part of quorum (); for instance, and sends its public
key PK,. Peer ¢ then sends network addresses and public keys of its peers, signed
by quorum @);, thereby allowing node p to send this bootstrapping message to node
q’s peers. Nodes in the quorum (), collectively generate a random address using their
shares of the quorum’s shared secret s. They generate a cryptographic hash of the new
node’s public key PK,, and include a timestamp for freshness. Treating this hash as a
group element, they raise it to the power of their share, and send it to the new node.
Node p combines these shares to obtain a random address id,,.

To contact the target quorum 7 that spans address id,, node p obtains a valid proof
of communication by running the QPGETTARGETQUORUM function. This function may
be run with either RCP-I or RCP-II as the underlying communication protocol, though
there are two small changes when it is run for primary or secondary joins. First, the
lookup message m,, also includes its securely assigned virtual address id, and a string
to demarcate the message as a primary (or secondary) join, on top of the node’s network
address A,, public key PK), and a timestamp ¢s. We need to distinguish primary joins
from a secondary join, as a new Byzantine node could masquerade as a secondary join
to avoid causing the eviction of other Byzantine nodes in its target quorum. Second, for
a primary join, as node p does not belong to a quorum, the bootstrapping peer’s quo-
rum (), produces a threshold signature over the message m,,, which is denoted by [,
within our diagram. Through this function, node p then proceeds to contact multiple
quorums, to ultimately obtain the usual response; that is, a threshold signature over m,,
by the nearest neighbour of the target quorum, namely quorum @r_;, as well as net-
work addresses and public keys of nodes in the target quorum ((A4;, PK;);_,), and the
verification key of the target quorum V K. Node p then forwards the message m,, and
the threshold signature [m,]r_; to the target quorum.

The target quorum verifies the threshold signature [m,|r_1, using the verification
key of its neighbour quorum V' K),_,, as usual. When the signed message contains the
primary join flag, a node in ()7 must first vet the join, as proposed within the commensal
cuckoo rule (step 1CCR in Figure ??). That is, each node first ensures that the quorum
has had at least k£ — 1 secondary joins since the last primary join into the quorum. Here,
k is set such that an average of k nodes are cuckoo-ed out in a k-region that spans a
fraction £ of the address space. (In case this check fails, the target quorum replies back
with a signed failure message that is bound to the input message m,. Node p repeats
the aforementioned process with the bootstrapping peer, until it reaches a new target
quorum that allows the primary join.) Nodes in Q1 then compute the number %’ of its
nodes that must be evicted from it and rejoin another quorum, following Sen and Freed-
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man’s commensal cuckoo rule. They then recompute the size of its quorum based on
K'. Finally, each node in () generates a message mg, that consists of the database hash,
the network addresses and public keys of the remaining peers, and a timestamp. Each
node computes its signature share over this message, and forwards it to one delegate
node, say node j. This delegate node derives a shared secret with node p, using the
latter’s public encryption key and its own private key SK; and uses this shared secret
to encrypt the database to node p. Node j merges the threshold signature shares to a
threshold signature pr and forwards it along with the message m,; and the encrypted
database, to the new node p.

The new node verifies the threshold signature p; using the quorum verification key
V Krp that it obtained earlier. It ensures freshness of the message m,, by checking its
timestamp. It uses the peer node j’s public encryption key PK; that it obtained earlier
to establish the same shared secret sk, and decrypts the encrypted database in the mes-
sage. It computes a hash of this database and checks it with the hash contained within
the message, to detect if peer j maliciously sent an incorrect copy of the database. (In
this case, it sends (m,, [m,|r_1) to another node of the target quorum.) The new node
runs Kate and Goldberg’s distributed key generation (DKG) scheme [ ], in con-
junction with the remaining nodes of the target quorum, to derive a signing key share
for itself and verification key shares for these nodes. We note that within the DKG
scheme, the new node can use the network addresses and public keys of the remain-
ing nodes in the target quorum ((4;, PKi)lg{l), which were obtained within m,;. This
scheme requires that the fraction of Byzantine nodes per quorum should be less than a
third, as explicated in constraint 6. The threshold for this threshold signature scheme
should be maintained to satisfy constraints 3 and 4. Thus, after a certain number of
new node insertions, a new signing/verification key may need to be generated and the
neighbouring quorums would need to be informed of the verification key. The target
quorum also updates its routing table entries to include the network address A, and
public key PK, of the new node, and excludes addresses and keys of the £’ old nodes.
The RCP-II protocol involves informing the quorum’s neighbours of these updates in
the routing table entries; we refer the reader to Section IV-C in Young et al.’s paper for
details [ ].

The nodes to be evicted from the target quorum do not participate in the DKG. Af-
ter computing these threshold signatures, each node in the target quorum proceeds to
evict k' of its nodes as follows. They generate a random node address, in a similar
manner as before, compute a cryptographic hash of it, and expand this hash to con-
struct £’ new random addresses for the nodes to be evicted. They then identify which
nodes in the quorum should be evicted, based on their current addresses and the new
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TABLE 3.3: Notation for security constraints for DHTPIR

Number of peers in the network

Network-wide ratio of Byzantine nodes to honest nodes

Total number of peers in a quorum

Honest peers in a quorum that reply to an IT-PIR query

Byzantine peers in a quorum (includes failing nodes)

Max colluding peers for IT-PIR queries [ |

Threshold for Young et al.’s threshold signature scheme [ ]

i S N~ B RV RS N

set of addresses. For each evicted node, the target quorum generates a message m; and
threshold signature [m;|r over it; m; is identical to the message m, in structure for all
fields, but differs in that its string flag indicates a secondary join. Each evicted node
follows a similar process as the new node did with the bootstrapping quorum, in order
to communicate with its new target quorum. (Such nodes may now safely delete their
databases.) It runs the QPGETTARGETQUORUM function as node p did earlier in the
protocol, and forwards m,, as well as a threshold signature by the neighbour of its new
target quorum, [m;]s_ to the new target quorum @)s. The quorum ()5 accepts all incom-
ing secondary joins and secondary joins do not result in further cuckoos. So, with the
exception of the corresponding check for primary joins and the generation of IDs, and
signed join messages (id;, m;, p;), this quorum and the secondary joining node repeat
the process of sharing the database, and generating (|Q)s| + 1) new key shares.

Leave protocol: If a node decides to leave a quorum (outside of a primary join), then
it can send a time-stamped message which is signed by its own private signing key.
The remaining nodes may then need to re-run the DKG protocol, or regenerate the quo-
rum’s signing /verification key, depending on the current value of the threshold for the
threshold signature scheme.

3.6 Security Parameters Analysis

We now compose all constraints that we have identified in the last section. We show
that as long as the fraction of Byzantine nodes per quorum is less than 1, constraints
1-6 hold. We present the notation used in our analysis in ??. We first establish some
invariants using this notation.

Invariants: Out of s peers in a quorum, a large number of h peers provide honest
replies whereas the rest of the peers, say b, are Byzantine and either fail to provide a
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reply or provide incorrect replies. Thus, we have that s = i + b. This equation holds in
each quorum of s nodes in the network, which may have varying sizes. However, the
particular value of s is irrelevant for the following calculations, and thus we normal-
ize our equations by dividing by s and denote the resulting fractions by appending a
subscript 0 to the original symbols, yielding the following, where by < hy:

ho = 1— by 3.1)

RCP constraints: The threshold for Young et al.’s threshold signature scheme,
namely 7, is bound by constraints 3 and 4, as follows.

b0<7'0§h0:1—b() (32)

The DKG protocol used by Young et al.’s scheme imposes the following bound on b,
(constraint 6):
§>3b+1&1>3bp+ 1 (3.3)

These threshold signature shares are used to indicate a change of the state of the quorum
upon insertion of a file. As a node is delegated to forward file insertion requests to all
other nodes, we must prevent the desynchronization attack that was described in ?? to
motivate constraint 5. We detail this attack here.

A Byzantine node might only forward such a request to its fellow Byzantine nodes
and the minimum number of honest nodes required to obtain a threshold signature (7—b
nodes in our case) and then collude with other Byzantine nodes to pretend that it never
obtained such a file. In this case, only 7 — b nodes retain a copy of the new file whereas
the remaining s — (7 — b) do not have such a copy. For the Byzantine agreement protocol
that synchronizes the state of the data store across different nodes to be successful, a
majority of nodes must retain a copy of the newly inserted file. That is, we must have
7 —b > s— (7 —b). Equivalently, we obtain 7 > by + 3.

As this inequality tightens the lower bound in inequality ??, we obtain the following
range for 7y:
b0+%<7'0§1—b0 (34)

This inequality is satisfiable as long as:
by < % (35)

Note that any admissible value of b, that satisfies inequality ?? also satisfies inequality ??
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for any quorum with at least s > 4 members.

IT-PIR: In our notation, at most ¢ nodes can collude without being able to reconstruct
the desired row of a database from an IT-PIR query. As all of the b Byzantine nodes in a
quorum may collude, constraint 1 requires that ¢ can only be as small as the number of
Byzantine nodes:

t>b (3.6)

Second, Goldberg’s EASYRECOVER algorithm [ , Fig.3] shows that if the follow-
ing condition holds, a client can guarantee efficient reconstruction of the desired row
from the responses of the s peers, b of which may be Byzantine and thus send incorrect
responses. So, to satisfy constraint 2, we need:

h >t o by > Hh (3.7)
Substituting equation ?? and simplifying, we get:

1> 2b0 + 19 (38)

Therefore, as expected, with an increase in the fraction of Byzantine peers, the IT-
PIR threshold should decrease in order to reconstruct the message, without any other
changes. Inequalities ?? and ?? constrain the range of this threshold, as follows.

For a value of ¢, that satisfies inequality ?? to exist, the difference between the upper
and lower bounds of that inequality should be strictly greater than 1, as follows.

1>3by+ 1 (3.10)

Any admissible b, that satisfies the strictest inequality for Young et al.’s protocols, that
is, inequality ??, also satisfies the strictest inequality for Goldberg’s IT-PIR scheme, that
is, inequality ??, for any quorum with at least s > 4 members. Our requirement that
the fractions of Byzantine nodes in each quorum be strictly less than } is therefore suffi-
cient for the requirements of Young et al.’s robust quorums, and also Goldberg’s IT-PIR
scheme.

Quorum size/e trade-off: For a network with at most n nodes, the desired average
size of quorums formed through the commensal cuckoo rule can be set beforehand to
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5. The adversary can only insert at most € - n nodes into this network and re-join these
nodes, as per the join protocol in ??, in an attempt to overwhelm a quorum. Increasing
the target 5 allows us to increase ¢ at the expense of a greater intra-quorum communi-
cation cost.

We extend Sen and Freedman’s [ ] simulation and we estimate the maximum
value of ¢ that can allow only by < } of each quorum to be malicious. We conduct
the simulations across a range of network sizes (n) and over 100K rounds of re-join at-
tempts. We find that small networks (n = 6400, 12800) can sustain € up to 0.03, while
maintaining a desired average quorum size of 5 = 25 and reaching a maximum ob-
served quorum size of s = 74. When larger networks (n = 10 - 2* | A = 18,19, 20) were
configured with a slightly smaller target average quorum size of 5 = 20, the maximum
observed quorum size was less than 75, and can withstand € up to 0.02. Therefore, even
for large network sizes, we conclude that the commensal cuckoo rule can construct rea-
sonably sized quorums that satisfy the by < ; constraint.

3.7 Complexity analysis

In this section, we analyze the performance of our system in terms of its message and
communication complexity for the client and server nodes, for file insertions and re-
trievals. In terms of computation complexity, our PIR-based [ ] file retrieval func-
tion only requires efficient Lagrange interpolation for the client. Recent improvements
in optimizing Lagrange interpolation [ ] can be utilized in an implementation of
our scheme, to allow for fast reconstruction of files from blocks returned by the s nodes
of the target quorum.

Before the client can send search or insertion queries, it needs to obtain the routing
information of the target quorum through the QPGETTARGETQUORUM function. The
message complexity incurred by the client in this call depends on whether RCP-I or
RCP-1I is chosen; as discussed in ??, RCP-I has a deterministic message complexity of
O(s - ¢) whereas RCP-II has a randomized expected message complexity of O(¢ + s).

First, we show that the message complexity of our insertion and search algorithms is
O(s). As ¢ will be O(log n) in expectation and quorums are of size s = O(logn), O(s) =
O(?), the message complexity to run the whole protocol is determined by which of the
two aforementioned protocols is chosen. Second, we compare the message complexity
for the target quorum to participate in our PIR-based protocol to the case when the
quorum participates in Backes et al.’s OT-based one.

When an honest node in the target quorum is delegated to insert a file or re-
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spond with a PHEF it exchanges a round of messages with other nodes in the quorum
(2- (s — 1) = O(s) messages) to obtain threshold signatures over the file or PHF hashes.
Consider the baseline discussed previously in ?? wherein for file insertion, the client
simply sends the file to all nodes, without requiring any acknowledgements back, or,
for PHF retrieval, the client expects a PHF back from all nodes. As compared to this
baseline, the target quorum incurs an identical message complexity, namely O(s) for
the entirety of file insertion, or for PHF retrieval; the messages are sent within the quo-
rum, instead of to the client. However, the client may send the file or PHF request
messages to multiple Byzantine nodes that drop them, and thus keep resending them
until it reaches an honest node. Modelling the number of times that a node needs to
be sampled, without replacement, until a single honest node is found, as a negative hy-
pergeometric distribution, the expected number of nodes contacted is upper bounded
by hlo Thus the client incurs a lower message complexity (by a factor of hy), for file

insertion and PHF retrieval, than the baseline.!

In the next step for file retrieval, the client sends s PIR query vectors, each of size
VD [ . The client thus sends a total of ; + s messages and thus the message
complexity for the client for file retrieval is O(s). As each PIR query vector is of size v/'D,
the total communication complexity of the messages sent by the client will be s-v/D+s =
O(s- VD).

Suppose that each node in the target quorum stores F; document chunks, each of
which is L bytes long, that is, a total of D = F - L bytes. Botelho et al.’s perfect hash
function construction [ ] for indexing these chunks allows the delegate node to
send the PHF in x - 7 bytes, where .243 < x < .3375. Each PIR response is of size
VD bytes [ . When all Byzantine nodes send PIR responses, along with the honest
nodes, the quorum incurs a worst-case communication complexity of s-1/D bytes. Note
that the large PIR responses outweigh the small PHFs for the communication complex-
ity of the target quorum for reasonably sized quorums and numbers of stored files per
quorum.

In contrast, consider Backes et al.’s proposed extension to their OT-based QP-RCP
protocols, so that OT is used to retrieve the file itself privately from the data store in
the target quorum. In this case, a delegate node responds back with the entry-wise

1 As the client waits to obtain a response before retrying with another node, it incurs a higher expected
latency in our new scheme than the baseline. The client may send the file in parallel to multiple delegate
nodes for insertion queries, significantly increasing its chances of reaching an honest node, and reducing
the latency at the cost of a higher message complexity. Similarly, it may query several nodes in parallel
for the PHE, each of which will return the signature over the PHF, for search queries.
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encrypted data store that is 7 L bytes long as well as a total of 2- 7, + 1 OT parameters,
each of a small constant length v bytes. For our scheme to incur a lower communication
complexity for the target quorum than Backes et al.’s, we must have:

S-\/5+/€'.FQ<D+(2FQ+1)-’}/

As k € 2-v < L, we drop the terms containing ~ and v, to obtain:
D=Fqy-L>s (3.11)

The expected number of files per quorum (expected value of F) will be the total num-
ber of files in the network (say Fy) divided by the number of quorums (%), yielding
2y Substituting this value for F, into inequality ??, we get the following lower bound
on the number of files in the network for our scheme to have a lower communication
complexity for quorums, than Backes et al.’s:

Fn > T (3.12)
As s < L, our scheme requires less communication complexity for quorums than
Backes et al.’s private file retrieval variant, when any reasonably large numbers of files
are stored in the network.

3.8 Evaluation

We evaluate the efficiency of DHTPIR in terms of the communication and computation
overheads to retrieve a file using it. We measure these overheads as the number of nodes
or users that connect to the P2P network (n) increases, as well as when the number of
files that are stored in the network (Fy) increases. We simulate our system in order
to evaluate these costs for the client and target quorums’ nodes in our system. We
briefly describe our simulation, and then we focus on experiments that demonstrate the
scalability of our system with Fy, although our simulations show that these costs for
our system scale well with both n and Fjy. We also remark that the communication and
computation costs for publishing documents remain reasonably low. Our simulation
code and output, as well as additional graphs, can be found at https:/ /git-crysp.uwate
rloo.ca/dhtpir/simulations.

Simulation setup: In our simulation, one node serves as the client and creates Fy
randomly generated document chunks, each of size 1KiB. It stores each chunk on the
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quorum identified by the ID of that chunk. The client then attempts to retrieve each
chunk from the network. We individually simulate each of the layers used within our
system: we start with a simple DHT-based P2P network — a Base DHT that implements
file insertion and retrieval. For all other layers in our simulation, we instantiate ¢ =
128 quorums, each of which has s = 64 nodes. (We simulated our interface for ¢ €
{16, 32, 64, 128}; we discuss results for ¢ = 128 as it is representative of this range.)

The next layer is a simulation of Young et al.’s probabilistic robust communication
protocol (RCP-II) to efficiently route queries across quorums. That is, our RCP simu-
lation supports file insertion and retrieval queries by replacing the routing protocol in
the Base DHT simulation with the RCP-II protocol. (We remark that none of the nodes
in our simulation behaves in a Byzantine manner.) We then simulate Backes et al.’s QP
extension to Young et al.’s RCP-II protocol, to conduct private routing queries, in the
RCP+QP simulation. Finally, we include two protocol simulations that enable clients to
privately retrieve files. We simulate our own DHTPIRFINDFILE and DHTPIRPUTFILE
functions within the DHTPIR simulation. We also simulate the closest related work,
namely extending Backes et al.’s OT protocol for the last hop to the target quorum, in or-
der to privately retrieve a chunk from it; we refer to this protocol simulation as LastHop.
We delegate one node from the target quorum to conduct the OT-based protocol for
LastHop, and use threshold signatures just as with RCP-QP-II.

For our performance simulation, we use the following estimates of network and
computation speeds. We set the network bandwidth to 50Mb/s, and the round-
trip time (RTT) to 150ms. We estimate the PIR computations to run at the rate of
0.25s per GB of database, whereas encryption operations run at 1 GB/s (about 3 cy-
cles/byte for AES-NI). For all experiments, we increased Fi roughly exponentially,
that is, Fp, € {100,200, 500, 1000, 2000, 5000, 10000, 20000, 50000, 100000}. (A total of
Fy = Fy - g chunks are stored in the network.)

Communication complexity: We plot the total communication complexities over
25 runs for the DHTPIR, LastHop and RCP+QP simulations in ??. For the LastHop
simulation, as explained earlier, the OT request sent by the client is constant in size with
respect to increasing F,, whereas the OT setup and response sent by the delegate node
is proportional to Fy, in size. Thus, the total communication complexity of the LastHop
simulation increases linearly in Fy, in ??.

In contrast, DHTPIR provides a smaller communication complexity for file retrieval
responses, at the cost of a larger communication complexity for the corresponding re-
quests. The total communication complexity overhead of DHTPIR over RCP includes
the cost for the PHF request, PIR request and PIR response. This overhead increases by
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Total communication complexity per query vs.
number of chunks per quorum
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FIGURE 3.5: Measurement of the total communication complexity of one query for
one chunk, including the request and the response, as the number of chunks stored
in each quorum increases roughly exponentially. This plot shows the average com-
munication complexity over 25 runs of the simulation. Only RCP+QP+DHTPIR and
RCP+QP+LastHop provide the desired privacy properties; other lines are plotted in
order to show the overheads incurred by each layer of DHTPIR. Note the logarithmic
scales. Error bars are shown, but they are too small to see.

approximately the asymptotic amount (s- /Fy, - L) of bytes discussed in ??, as expected.

Performance simulations: We measure the latency of DHTPIR and LastHop sim-
ulations to retrieve a file. We also measure their throughput in terms of number of
simultaneous clients’ file retrieval requests that can be handled by the entire system.
(We measure the latency and throughput of routing requests for RCP+QP, as routing
requests are the bottleneck for that protocol, which has no privacy protection for the
actual retrieval.) We plot the latencies of these three systems as Fy, increases in ??. Both
LastHop and DHTPIR incur two additional round trips over RCP+QP: to obtain PHF or
OT parameters and then to obtain a PIR or OT response. However, as LastHop includes
the entire database (up to ~ 10 MB in the figure) within the OT response, we can see in
?? that as the number of chunks per quorum (Fy) increases, LastHop incurs a linearly
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FIGURE 3.6: Measurement of the (a) latency and (b) throughput, as the number of
chunks stored in each quorum increases roughly exponentially. These plots show the
average latency and throughput over 25 runs of the simulation. Note the logarithmic
y-axis in (b). Error bars are shown, but they are too small to see. We emphasize that the
RCP+QP layer does not provide the desired privacy properties; it is used to demonstrate
a lower bound for the latency plot in (a) and an upper bound for the throughput plot in

(b).
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increasing latency overhead over RCP+QP. On the other hand, for DHTPIR, as the PIR
requests and responses only grow proportional to /F, we do not observe a significant

increase in latency due to computational costs or communication costs, over the range
of Fpin ?2.

We plot the throughput of RCP+QP, LastHop, and DHTPIR as [y increases in ??2.
For LastHop, as only a single delegate node in the target quorum may compute the OT
response (and computing threshold signatures is much faster), multiple nodes can pro-
cess distinct OT requests in parallel. For DHTPIR, each node participates in computing
the PIR response for a single PIR request; adding another core allows for parallel pro-
cessing of multiple distinct PIR requests. (Adding more cores has quickly diminishing
effects, however, as the network speed soon becomes the bottleneck.)

We can see in ?? that DHTPIR experiences a small constant drop in its throughput
over RCP, until F; ~ 2000 — it stays network-limited in this range — beyond which,
adding another core results in a significant improvement in throughput, which can be
extrapolated to expand with database size. Thus, DHTPIR affords opportunities to opti-
mize its throughput for nodes that store large databases, through multi-core processing.
(We do not consider processing a single PIR request across multiple cores or threads;
though efficient parallelizable matrix multiplication algorithms can be used to achieve
even greater throughput for DHTPIR | ].) Even though each node in LastHop can
process multiple distinct OT requests in parallel, it incurs a large reduction in through-
put as compared to RCP, proportional to the size of the database (Fi, - L). As LastHop
is significantly network limited, adding more cores would not increase its throughput.
DHTPIR thus achieves a throughput that is about two orders of magnitude larger than
LastHop and this gap widens with database size.

Our performance simulations show that DHTPIR incurs almost no change in la-
tency and only a modest drop in throughput over the baseline RCP+QP simulation
(which again does not protect the privacy of the queries from the target quorum at all),
across increasing database sizes. DHTPIR shows a marked improvement in latency and
throughput across larger databases over LastHop, and scales significantly better in com-
parison. Our simulation thus provides us reasonable grounds to believe in the efficiency
of a DHTPIR implementation.

3.9 Deployment

In the CRP setting, we rely on the developers of the underlying CRP system to pro-
vide methods to bootstrap a user with the complete client-side software, which would
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include a DHTPIR implementation. For instance, a service like GetTor [ ] can be
used to deliver the software. To join the network, DHT-based systems typically require
a new node to contact a node from a small list of permanently online nodes [ I
which is included in the software package. These nodes are trusted to provide correct
routing information; that is, to not conduct an eclipse attack. For a CRP system that uses
DHTPIR, including the quorum verification keys of these nodes” current quorums with
this list allows a new node to detect and prevent an eclipse attack, through the robust
communication protocols. Similarly, we also rely on popular adoption of the underly-
ing CRP system. For instance, the system can be seeded with popular, non-prohibited
content, thereby inflicting a high collateral damage onto the censor if the entire system
were to be banned.

Although we have focused on CROPS in order to motivate our interface, an im-
plementation of our interface can be used to publish and privately retrieve a block of
data within other publishing systems, such as in Tangler. Our design can also support
other applications that are built atop DHTs, such as distributed health and medical data
repositories. A system like ours is also useful to integrate into DHTs used for commer-
cial settings, to minimize the amount of potentially sensitive data nodes can collect.

3.10 Conclusion

Censorship-resistant publishing systems are built atop DHTs and enable users to store
sensitive documents onto multiple server nodes in different administrative regions,
such that a censor cannot easily take down or tamper with the published content. Server
node administrators may be compelled by censors to reveal the documents retrieved by
a given user. In this work, we address this problem and consequently, realize the MIN-
IMIZE privacy design strategies for distributed hash tables.

We propose an interface that uses information-theoretic private information retrieval
(IT-PIR) to prevent node operators from being exposed to information about which doc-
ument was retrieved. We integrate existing work on hardening peer-to-peer networks
so that quorums of nodes only contain at most a certain fraction of Byzantine nodes; we
allow the censor to run such colluding Byzantine nodes. Our key insight lies in using
quorums as a coalition of server nodes that store a set of files over which IT-PIR queries
can be performed. In other words, DHTPIR can be seen as realizing the SEPARATE strat-
egy even further, by separating out information known to each server peer, such that
a quorum of them need to collude in order to learn what was queried. We measure
the efficiency of our system by simulating it. In particular, we find that its throughput
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is two orders of magnitude higher than the closest related work and scales reasonably
with the database size.

Designers of an upcoming distributed file storage system, namely the Interplanetary
File System (IPFS), have proposed establishing quorums [ ] as well as privately
fetching content from nodes using Young et al. and Backes et al.’s systems [ I
among other privacy features [ ]. Since our design integrates the aforementioned
systems, we revisit and extend it in the subsequent chapter, with the goal of providing
privacy protection for IPFS.
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Chapter 4

Peer2PIR

In this chapter, we continue with peer-to-peer networks as our back-end web architec-
ture. The InterPlanetary File System (IPFS) is a distributed file system, hosting over
190,000 peers spanning 152 countries. Emerging decentralized technologies such as
IPFES enable building distributed back-end web applications on top of DHTs. Despite its
prominence, the privacy properties that IPFS offers to peers are severely limited. Any
query within the network leaks to other peers the content for which a peer is querying.
We address IPFS’ privacy leakage across three functionalities (peer routing, provider
advertisements, and content retrieval) in our system, namely Peer2PIR, ultimately en-
abling peers to privately navigate and retrieve content in the network.

Similar to DHTPIR, PeerPIR minimizes the amount of information that a peer is ex-
posed to, in the process of answering another peer’s queries, and thereby operational-
izes Hoepman’s MINIMIZE strategy (??). Although we address similar problems in
DHTPIR and Peer2PIR, we use different approaches. Since DHTPIR used information-
theoretic PIR schemes, we faced difficulties incorporating these schemes into IPFS, as
we detail in ??. Consequently, in this chapter, we rely on computational PIR (CPIR)
schemes. We hide the content of the query from other peers through these schemes,
which use homomorphic encryption, and thereby, Peer2PIR realizes the HIDE strategy.
Our work highlights and addresses novel challenges inherent to integrating CPIR into
distributed systems. We present our new, private protocols and demonstrate that they
incur minimal overheads compared to the status quo in IPFS.

Our work is beneficial to PETs researchers and privacy engineers through two addi-
tional contributions. First, we systematically compare state-of-art PIR protocols in the
context of distributed systems; our comparison may be of independent interest to re-
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searchers developing PIR schemes. Second, we glean privacy engineering takeaways
through our experience integrating these protocols into the IPFS codebase. These take-
aways may be useful to privacy engineers and software engineers who work on dis-
tributed systems.

41 Introduction

As a distributed file system built on top of a P2P network, IPFS provides three high-
level functionalities to its peers. First, it arranges peers in an overlay topology such
that each peer can contact and communicate with any other peer efficiently. IPFS im-
plements this functionality of peer routing using distributed hash tables (DHTs). Second,
peers can advertise to other peers that they provide a file. Analogously, any other peer
on the network can discover which other peers provide a desired file. IPFS refers to this
functionality as provider advertising. Third, a peer can directly contact another peer that
provides a file and retrieve the file from them. The two peers engage in a content retrieval
protocol to share that file. Each of these three functionalities is performed through pro-
tocols involving queries between different pairs of peers.

Consider one peer acting as a client and another acting as a server in IPFS, where
the server peer is storing content and assumed to be a passive adversary. We observe
that in each of the three aforementioned functionalities, the client reveals what it is
querying for to the server. Peer routing reveals which peer the client is attempting to
contact. Moreover, a server learns which file the client wishes to retrieve in a provider
advertisement query and in a content retrieval query.

Prior work addressed only one of these problems in isolation, such as by enabling
confidentiality for the target file in content retrieval [ ; ] or obfuscating the
target peer in peer routing [ ]. Replacing one aspect of the system with a private
version is insufficient if the remainder of the system leaks the queried content. For
example, a server peer can learn the target file through a provider routing query, even
if a content retrieval query hides the target file.

This work proposes an end-to-end solution for IPES that hides the content a client
queries for and retrieves in a response from a server. Ours is the first work to address
this problem holistically across IPFS protocols for peer routing, provider routing, and
content retrieval. This provides a comprehensive solution for advancing the privacy of
users within IPFS — not only is the content of their queries protected from intermediate
peers, but also from the final peer from whom they retrieve the content. In developing
our solution, we handle challenges inherent to DHTs, such as a dynamic network with
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churn, and variable amount of content stored at each peer. Towards developing this
solution, we present the following building blocks:

¢ anovel routing algorithm that enables an end-to-end procedure for privately con-

tacting a peer (??);

¢ generic binning and hashing techniques to adapt datastores to be amenable to PIR,

and apply them to the provider advertisement and content retrieval stores (??);

* a scalable and private adaptation of an interactive content retrieval protocol (??);

and,

* a systematic comparison of state-of-the-art PIR protocols in the context of DHTs

(??2).

Furthermore, we find that for our use cases in DHTs, existing PIR protocols do
not provide a reasonable communication-computation tradeoff. We present new
PIR protocols, namely PAILLIERPIRand RLWEPIR, which combine techniques from
cryptographic folklore and PIR literature, to provide a reasonable communication-
computation tradeoff (??), particularly over small databases. We prove the security of
our PIR protocols and demonstrate that they outperform the state of the art in this set-
ting.

Our performance evaluation demonstrates the feasibility of our system in terms of
communication and computation costs. Our private peer routing and provider adver-
tisement queries can be answered in less than 100ms and 1, respectively. We believe
that these are reasonable latencies for the IPFS system, given the benefit of added pri-
vacy. Furthermore, our private protocols do not incur additional rounds, and our pri-
vate peer routing protocol does not significantly increase the number of hops over the
original routing algorithm. Our system is modular in that it enables substituting PIR
protocols for each of the three functionalities, and thus Peer2PIR directly benefits as
PIR protocols become more efficient. We integrate our protocols into the IPFS codebase,
highlighting and addressing privacy engineering challenges faced along the way:.

4.2 Background

We first present the IPFS design. We then describe PIR schemes and outline the main
challenges in adapting them to the distributed hash tables setting.

4.21 IPFS

IPFS is a distributed file system built on top of the Kademlia DHT [ ; ;
]. We describe below the three main functionalities provided by IPFS, namely
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contacting another peer in the DHT, discovering which peers provide desired content,
and retrieving content from a peer. We conclude with the privacy problem inherent
in naively providing each functionality. Though each peer can both respond to and
conduct queries, throughout this chapter, we designate peers as clients when they are
conducting queries, and as servers when they are responding to queries.

Contacting a peer. We remind the reader of the iterative routing process in DHTs,
which was described in ??; we summarize this process below in the context of IPFS and
the Kademlia DHT. Each peer in IPFS has a peer identifier (peer ID) that is the crypto-
graphic hash of the peer’s public key. Peers also maintain a routing table consisting of
peer IDs and their routing information, for a small number of other peers in the DHT.
The routing information consists of multiaddresses which encode IP addresses and ports,
as well as peer IDs. To reach a target peer, a client obtains relevant routing informa-
tion by querying one of its neighbours for the target peer ID, and then querying one
of that neighbour’s neighbours, and so on, through the aforementioned iterative rout-
ing process. Kademlia, similar to other DHTs, guarantees that each peer can reach any
other peer in a network of size n, without a trusted central party, through approximately
log(n) routing queries. Importantly, each such routing query will reveal the target peer
ID to the in-path peers. The IPFS routing algorithm, in the context of the Kademlia DHT,
is discussed in ??.

Discovering peers providing content. IPFS decomposes each file into multiple con-
tent blocks, using either fixed or adaptively sized chunks [ ; ]. Each con-
tent block in IPFS is addressed by a content identifier (CID), which includes a collision-
resistant one-way hash of the block. CIDs remove the need for a central party to address
content and are also used to verify the integrity of a content block. A peer who provides
a content block in IPFS is known as a provider peer. DHTs support redundancy in that
a given content block can be provided by multiple provider peers. Provider peers ad-
vertise the fact that they are storing a particular content block, to the DHT, through
provider advertisements. A provider advertisement maps a given CID to its providers’
peer IDs. Each peer maintains a provider store with provider advertisements. A client
who wishes to discover the peers who provide a given CID should query the server
peers’ provider store for the target CID. (This query occurs simultaneously with the
aforementioned routing query, as we describe later.) Importantly, through this query,
the server peer learns the target CID that the client wishes to access. We describe IPFS
provider advertisements in ??.
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Retrieving a content block. Once a client determines the provider peer for a target
CID and contacts the peer, it can proceed to retrieve the content block. Content retrieval
in IPFS is accomplished using Bitswap [ ], a content exchange protocol for re-
trieving a content block with a given CID from a connected peer, given their routing
information. It is likely that the same provider peer stores all of the content blocks of
a file. A client would then repeatedly query the same peer to reassemble the file. We
detail the Bitswap protocol in ?? and note that the server learns the target CID that the
client wishes to fetch as well as the content block that it returns.

4.2.2 Private Information Retrieval

We recall, from ??, that Private information retrieval (PIR) protocols allow a client to
retrieve an item from a table, held by one or more servers, such that the servers do not
learn which item is retrieved. We refer the reader to that section for a discussion on
PIR. We adapt the following definition of a single-server PIR scheme from Henzinger et
al. [ ].! We define the correctness and security properties for PIR schemes in ?2.

Definition 4.2.1 (PIR scheme). A single-server PIR scheme is a triplet of algorithms
(Query, Response, Extract) over record space D and a table with n rows, satisfying the
following:

® Query(i) — (st,qu): takes as input an index i € [n| and outputs a client state st and
a query qu.

* Response(D, qu) — ans: given the table D and query qu, outputs an answer ans.

* Extract(st,ans) — d: given client state st and an answer ans, outputs a record d € D.

We begin with outlining symmetric PIR, which extends PIR with an additional prop-
erty. We also classify PIR schemes depending on whether they are designed for tables
or key-value stores. Within DHTPIR, we addressed the problem of private content re-
trieval and private peer routing through information-theoretic PIR (IT-PIR), which re-
quires multiple, non-colluding servers. We discuss challenges in directly incorporating
the DHTPIR scheme, and specifically, multi-server PIR, within IPFS; these challenges
led to our choice of single-server computational PIR (CPIR) schemes. We conclude with
our design goals and challenges in integrating existing single-server CPIR schemes for
our use cases.

We observe that the functions in this definition are similar to those in DHTPIR; Query corresponds to
PIRGETQUERYVECTORS, whereas Response maps to PIRPERFORMQUERY and Extract maps to PIRRECRE-
ATEFILE. However, the arguments differ since DHTPIR involves multiple servers in its PIR schemes,
whereas Peer2PIR builds on top of single-server PIR schemes, along with other semantic differences.
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Symmetric PIR. While PIR schemes ensure that the server not learn which record is
retrieved, SPIR schemes additionally guarantee that the client learns only the record for
which they query. This is similar to oblivious transfer (OT); however, SPIR schemes aim
to have sublinear communication cost. We avoid OT schemes with high communication
cost, and instead use SPIR schemes.

IndexPIR vs. KeywordPIR. PIR schemes are often tailored for tables, wherein the
client knows the index of the desired row; such schemes are known as IndexPIR
schemes. Whereas, KeywordPIR schemes enable a client to retrieve a value from a
key-value store, given the key. KeywordPIR schemes privately match keywords, and
thus incur communication overhead over IndexPIR schemes [ ; ]. Since
modern DHTs involve key-value stores, we could use KeywordPIR schemes. However,
we can also an IndexPIR scheme, to conduct PIR over key-value stores with an extra
round of communication and a small probability of error. The server constructs a hash
table, mapping each key to an index in the table using a hash function. It places the
associated value into the indexed row of the hash table and sends the chosen hash func-
tion to the client. The client, using the hash function and its desired keyword, calculates
the index for its desired row in the hash table and then uses IndexPIR to retrieve that
row. We adopted this approach in DHTPIR, wherein the server sends a perfect hash
function [ ] to the client in our file retrieval scheme (??). While the perfect hash
function eliminates errors, namely, multiple keywords being mapped into the same in-
dex, this approach nevertheless adds an extra round of communication. We exploit the
fact that the CIDs themselves include hashes, to enable the client to compute the index
for a CID, which lies within the server’s hash table, without an extra round.

Challenges in incorporating DHTPIR into IPFS. Directly incorporating DHTPIR into
IPFES requires realizing IT-PIR. We find two main challenges in operationalizing IT-PIR
within IPFS, namely forming quorums and requiring peers in quorums to share content.
First, in DHTPIR, we use the Commensal Cuckoo Rule (CCR) [ ], as outlined in ??,
to form quorums that satisfy the non-collusion assumption for IT-PIR. However, CCR
requires peers to repeatedly leave and join the network until they join a sufficiently
large quorum. Concretely, the CCR evicts an average of k peers per quorum during its
secondary join step, and thus, in expectation, for each new node joining the DHT, the
CCR induces node churn by a factor of k. Sen and Freedman parameterize k € {4, 8,12},
and as such, CCR drastically increases node churn. We conclude that it was infeasible
to incorporate CCR into IPFS while minimizing impact on the node churn.
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Second, DHTPIR and IPFS operate in different storage models. In DHTPIR, each
peer stores content that is related to its peer ID (??). For example, a peer stores all content
blocks whose CIDs, when truncated, are equal to the peer’s own peer ID. However,
in IPFS, peers decide which content blocks to store. IT-PIR requires peers to provide
more storage, by a factor of the number of peers within each quorum. For example,
for an average quorum size of 25 peers, as discussed in ??, each peer in the quorum
would need to provide approximately 25 times more storage. Moreover, the amount
of storage that each peer needs to provide depends on the maximum storage provided
by any single peer. As we discuss in ??, while most peers in IPFS store few content
blocks, a few peers in the network store thousands of content blocks; we refer to these as
heavyweight peers. All peers that are within the quorum of a heavyweight peer would
need to provide as much storage as this peer. As such, it is unreasonable for peers in
IPFS to provide up to 1000 times or even 25 times more storage. Moreover, every time
a peer changes quorums, they would also need to copy content from other peers in
their destination quorum, which introduces a large communication overhead on top of
the aforementioned node churn. Due to these challenges, we opt for single-server PIR
schemes over multi-server PIR schemes. Since single-server information-theoretic PIR
schemes are impossible [ ], we use single-server computational PIR schemes.

Challenges in incorporating CPIR into IPFS. Integrating computational PIR schemes
towards our use cases in IPFS is also non-trivial. First, the key-value stores we are
concerned with have varying numbers of records and record sizes. While the routing
table is upper-bound in size, the number of provider advertisements and content blocks
on each peer follows a long-tail distribution, as we discuss in ??. Our peer routing
use case involves a table with a few small rows, whereas our provider advertisements
use case targets a large table with many small rows, and our content retrieval use case
addresses a content store with many large rows of content blocks. Since computational
PIR schemes are typically tailored for one table size, one scheme thus cannot fit all of
our three use cases.

Second, we seek to minimize the communication overhead of PIR queries, while
maintaining reasonable computational overheads. Our rationale is that peers can com-
pensate for a larger computational overhead than desired, by adding more cores to their
machines, whereas improving latency requires upgrading links across the network. Ex-
isting computational PIR schemes commonly assume that clients repeatedly query the
same server, and thus amortize large communication overheads over many queries.
However, by design, across all types of queries that we consider, a peer acting as a
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client routinely contacts different peers to retrieve content.? Thus, directly applying
state-of-the-art CPIR protocols, when optimizing for communication overhead, is not
possible for our use cases. In ??, we analyze existing CPIR protocols, elucidating dif-
ferent types of communication and computation overheads that they incur, and assess
them for applicability to each of our use cases.

4.3 Related Work

We recall that related work on private retrieval of content and routing information in
DHTs was discussed in ??. In this section, we outline literature on privately retrieving
content for each of our three use cases in IPFS, namely peer routing, provider advertise-
ments and content retrieval.

Private peer routing and provider advertisements. The recently proposed Double
Hashing approach [ ; ] aims to improve client privacy when querying for
content in IPFS. The approach requires that a client query for a prefix of the CID as op-
posed to the entire CID, thus providing the client with plausible deniability about which
content it is querying for. A server returns provider advertisements corresponding to
any CID matching this prefix. The client then obtains k-anonymity where k is the num-
ber of CIDs with a matching prefix. We provide stronger guarantees to both the client
and the server. The client hides the entire CID, instead of just the suffix, from the server.
Additionally, the server is guaranteed that the client does not learn other CIDs that the
server stores.

Private content retrieval. Daniel et al. [ ] provide plausible deniability to peers
by integrating a gossip protocol into Bitswap, in which peers forward messages on each
other’s behalf. While their work obscures the source of a query, we protect the content
of a query. Daniel and Tschorsch [ ] incorporate probabilistic data structures and
Private Set Intersection (PSI) algorithms to protect the content discovery step of Bitswap,
while leaking the target CID during the content retrieval step. These protocols either
leak the entire list of CIDs to the client or require it to run computationally expensive
operations. Keyword search schemes for IPFS enable a client to retrieve a file, given a

ZFor the use case of content retrieval, the reader may recall from ?? that the same server peer may
provide multiple content blocks of the same file. However, if this provider peer went offline, the client
may need to contact multiple peers for retrieving all blocks of this file. In addition, the client will still
need to contact different peers for different files.
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TABLE 4.1: Privacy properties offered by Peer2PIR across all three functionalities in
IPFS, namely peer routing, provider routing and content retrieval. By client privacy, we
mean that the content of the client’s query (Peer ID or CID) is hidden from the server. By
server privacy, we mean that other than the content requested by the client, remaining
contents of the server’s table (routing table, provider advertisement store or content
store), are hidden from the client.

Property Peer  routing | Provider rout- | Content re-
(Over Peer ID) | ing (Over CID) | trieval  (Over
CID)
Client privacy | ¢ v v
Server privacy | % v v

representative keyword rather than its CID [ ]. They similarly reveal the keyword
to server peers.

4.4 Threat Model

We consider a peer acting as a client and an adversarial peer acting as a server. We aim
to hide the content the client queries for and retrieves from the server(s), across three types
of queries.

¢ Peer routing queries: the client fetches routing information for a target peer ID from
a server.

* Provider advertisement queries: the client fetches which peers provide a target
CID, as well as the routing information to reach these provider peers.

¢ Content retrieval queries: the client fetches a block from a server peer, given its
target CID.

We hide the target peer ID from each intermediate server peer during peer routing
queries. We hide the CIDs during provider advertisement queries and content retrieval
queries. Additionally, the server peer cannot determine these identifiers based on its
response to a client’s query. We strictly improve over the current IPFS implementation,
by hiding these identifiers, as IPFS currently only encrypts communication between
peers at the transport layer [ ]. We summarize the privacy properties provided by
Peer2PIR across all three functionalities in Table ??.

We assume that all peers within the network are honest but curious, meaning that
they correctly follow our prescribed protocols but may passively observe their execution
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to break the aforementioned guarantees. An honest-but-curious peer acting as a server
may try to determine what a client has queried or what has been returned in response.
We rely on the following hardness assumptions in our work: the decisional composite
residuosity assumption for the Paillier cryptosystem [ ] and the Ring Learning With
Errors (RLWE) assumption [ ]. We briefly outline non-goals before contextualizing
our guarantees for provider advertisements and content retrieval.

Non-goals. We do not aim to protect the client’s network identity. Instantiating a dis-
tributed file system such as IPFS over Tor onion services to provide client anonymity is
outside of our scope. We do not protect against a network adversary that observes the
client. Based on the volume of (encrypted) traffic to other IPFS peers, such an adversary
can narrow down the search space of possible target peer IDs or CIDs that the client is
looking for. We do not protect against such traffic correlation attacks. Similarly, peers
who are acting as servers can not collude to share the fact that they received a request
from a given client (peer ID), as they can then conduct this attack. We do not protect
content publishing requests. In other words, peers know that a server peer is storing a
given CID as it inserts provider advertisements, or they may simply query the server for
the content block. We do not build post-quantum schemes; the current IPFS implemen-
tations use only classically secure protocols for communication between peers. Since
CPIR schemes add significantly more computational overheads for the server than for
the client, a malicious client can exploit our CPIR-based schemes to amplify a DoS at-
tack against any peer. Standard rate-limiting based on the client’s peer ID and network
identity can be used to deter such DoS attacks.

Peer routing. Servers may cause an honest client to experience a restricted view of the
network through an eclipse attack. A server peer may respond incorrectly to a client’s
routing request, causing it to be directed to other malicious server peers. Priinster et
al. [ ] recently demonstrated an eclipse attack against IPFS, which has since been
fixed. Importantly, the client’s routing table serves as feedback to a server peer in con-
ducting their attack. While we do not prevent eclipse attacks, we do not make IPFS
peers more vulnerable to these attacks, e.g. by releasing a client’s routing table.

Provider advertisements and content retrieval. We provide server privacy for these
two use cases. We ensure that a client can only retrieve a provider advertisement or
a content block if it knows the corresponding CID. In other words, the client should
not be able to retrieve information stored by a server peer corresponding to CIDs that
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are unknown to the client. Separately, we observe that the privacy guarantees afforded
to a client depend on the amount of content stored by each server peer it encounters.
The amount of provider advertisements stored by each peer in IPFS follows a long tail
distribution [ 1, as is typical for DHTs. So it is highly likely that a client peer will
query a heavyweight content provider for both provider advertisements and content
blocks, and its target CID will be indistinguishable from millions of others. Assuming
that a given peer stores files of different sizes, the number of content retrieval queries
made by the client would leak which file was being retrieved. We cannot prevent both
of these attacks without changing how content blocks of a file are duplicated in IPFS.

4.5 Private Peer Routing

In this section, we focus on how a server answers a client’s query for a target peer
ID without revealing it to the server. We first outline the routing process used by the
Kademlia DHT, highlighting how a server uses its routing table. We then propose an
algorithm to adapt the routing table to enable hiding target peer IDs from the server
and demonstrate the correctness of our algorithm. Finally, we integrate a PIR scheme
to privately retrieve a row from our modified routing table, leading to a private peer
routing algorithm.

4.5.1 Kademlia and the IPFS Routing Table

Kademlia DHT. DHTs map both the content identifiers and peer identifiers to a com-
mon virtual address space, through a collision-resistant one-way hash. IPFS uses SHA-
256 to form the virtual address space for its underlying Kademlia DHT, and thus peer
identifiers are 256 bits long. Kademlia measures distance between two addresses by com-
puting an XOR between them and interpreting the result as an integer. For example, the
addresses 0000011 and 0b00101, in an example 5-bit address space, are 0b00110=6
units apart. They share the first 2 bits out of 5 and are said to have a common prefix length
(CPL) of 2. Addresses with higher CPLs are closer to one another.

Routing table structure. The routing table (RT) is indexed by the CPL. When a peer
is to be added to the RT, the peer first computes the CPL between itself and the new
peer. Each row of the RT contains multiaddresses for at most k& peers, whose CPL is
given by the row index. In other words, higher indices of the RT contain multiaddresses
to closer peers. In IPFS, each row (also called bucket) can have up to & = 20 peers’
multiaddresses. When a peer first joins the network, it contacts a set of bootstrapping
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peers to populate its RT. Whenever a peer comes into contact with another peer in the
DHT, it may create a new bucket for the new peer or add an entry to an existing bucket,
depending on the CPL between the two peers. Thus, buckets can be created statically,
that is, all L = 256 buckets are initialized to empty buckets, where L is the length of the
peer IDs in bits, and then these buckets fill up over time.> In contrast, buckets can also
be created dynamically; that is, we start with one bucket, and then split it, depending on
the peer ID of the newly encountered peers, in order to create more buckets. Specifically,
a bucket with index i is created only when the peer has met at least k£ additional peers
whose CPL is greater than or equal to . In ??, we contrast how the RT is populated when
buckets are created statically versus dynamically. As we illustrate below, there are two
differences between buckets created statically and dynamically: first, we have fewer
buckets as expected, and second, the last bucket may have peers whose CPL is greater
than the bucket index. Kademlia prefers long-lived peers, in that if a peer’s RT already
has k peers whose CPLs equal to the CPL of a new peer, then this new peer is not stored
in the RT. Irrespective of whether the buckets are created statically or dynamically, the
RT can have buckets of unequal sizes.

Example 4.5.1. Consider a peer whose address is 0b00000 encounters three peers with
addresses 0b00010, 0000101 and 0b10100 consecutively. Suppose that our £ = 2;
that is, each bucket can have at most two peers. These three peers’ CPLs with our
given peer are three, two and zero respectively. If buckets were created statically, then
we would have five buckets and each peer would simply be added to a bucket whose
index is given by the CPL. When buckets are created dynamically, 0b00010 is added
to the initial bucket, that is, the bucket with index zero. The next peer, irrespective of its
address, is also added to the same bucket, since this bucket has fewer than % peers whose
CPL is greather than or equal to the bucket index (zero). However, we cannot add the
next peer to this bucket since it is now full; again, this is true irrespective of the peer’s
address. Thus, we split the last bucket into two buckets, and distribute its peers across
the two buckets, such that the bucket with the lower index only has peers whose CPLs
equal that bucket index, while the bucket with the higher index has all other peers. Thus,
bucket zero is initially empty, while bucket one now has peers 000010 and 0b00101.
We continue to split the last bucket until it has fewer than k peers, introducing new
empty buckets if necessary. So, in the second split, peers 000010 and 0b00101 are
moved from bucket one to bucket two. In the third split, peer 0000101 is kept in bucket
two but peer 0000010 is moved to bucket three. No further splits are executed since
the last bucket, namely bucket three, has only one peer. Thus, all buckets, other than

3For our private provider advertisements algorithm, we require L > 2\ where )\ is the security param-
eter, as discussed in ??2.
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the bucket with the highest index, only have peers whose CPLs match their bucket
indices. The new peer, namely 0010100, has a CPL of zero, and we can now insert it
into bucket zero, as desired. In this example, peers are assigned to identical buckets
when the buckets are created dynamically and statically, with the only difference being
that in the dynamic case, we only have four buckets instead of five.

Original Kademlia lookup. We describe how a server peer uses its RT in Kademlia,
in order to answer a client peer’s query for a target peer ID. If the bucket in the RT
given by the CPL between the target and the server’s peer IDs is full, then the server
returns that bucket. Otherwise, it selects peers from other buckets to return a set of k
closest peers. It does so by computing the distance between the target peer ID and other
peer IDs in the RT to select the k closest peers, as detailed below in ??. As long as
the RT has at least k peers in total, the server returns k peers’ multiaddresses for every
target peer ID. The client then uses the multiaddresses to contact these peers, as follows.
The client initializes and maintains a list of the top k peers that it has not queried yet. A
concurrency parameter in Kademlia (o = 3) dictates how many server peers are queried
concurrently in a round, after querying the initial peer. If a round fails, that is, all (up to
k-a) responses received from these « server peers do not return a peer that is closer than
the closest peer seen, then the client queries the remaining peers from its list. The client
thus iteratively queries different server peers, until it reaches the target peer. Each peer
refreshes the buckets within its routing tables periodically. The peer samples a peer ID
at random within the range of virtual addresses spanned by that bucket, and conducts
a peer routing query for that address. Maymounkov and Mazieres establish that after
refreshing the buckets, every bucket will either contain k valid nodes or else contain
every node in its range if fewer than £ exist [ 1.

Challenges in hiding the target peer ID. Our goal is to enable the server to respond
to the client’s query, while hiding the target peer ID. Suppose that the server only learns
the bucket index, namely the CPL between its own peer ID and the target peer ID. (We
ultimately hide this index as well, via PIR, as we discuss later.) If the server’s bucket for
this CPL is full, then it simply returns this bucket. However, if it is not full, then only
knowing the CPL is insufficient to complete the original Kademlia lookup. In particular,
the suffix of the target peer ID is used to compute distances to peers in other buckets,
and select the closest ones. A naive approach might return the bucket corresponding
to the CPL, even if it is not full, however, non-full buckets would be insufficient for the
client to reach the target peer. To solve the problem of non-full buckets, the server can
compute the k closest peers for every target peer ID. This approach blows up the RT,
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which originally has at most 256 rows, to 22°° rows. We propose normalizing the RT, that
is, ensuring that each bucket has exactly k peers, which are closest to any target peer ID
whose CPL is given by the bucket index.

Before we describe our normalization algorithm, we study the original Kademlia
lookup. The routing response for a given target peer ID can be justified by simply com-
puting the distances of all peer IDs in the RT to the target peer, and picking the % closest
peers. However, to motivate our private peer routing algorithm, we examine when
Kademlia needs the entire target peer ID, including the least significant bits (LSBs), to
compute the closest peers, or when simply knowing the CPL suffices.

Example 4.5.2. Continuing ??, suppose that our server peer (0b00000) encounters new
peers, and then receives a query for a target peer ID 0b00111. In ??, we consider five
cases of different routing tables maintained by the server peer, and we depict the routing
response for this target peer ID, under Kademlia as well as Peer2PIR, for each case. The
CPL of the target peer ID with the server, namely ¢, is two, and in all five cases, the
bucket at index two in the routing table is not full, and thus, Kademlia must choose
peers from other buckets in order to respond back with k& = 3 peers. Given only the CPL
between a target peer ID and the server, its ¢ + 1-th bit would be the opposite of that of
the server, and thus the server knows the ¢ + 1-bit prefix of the target peer ID; in our
example, given that ¢ = 2, the server knows that the target peer ID would be of the form
0b001xX. We go through each case below. We denote a bucket at index i by B;.

In the first case, there are only two peers in B,, and so, Kademlia could either pick
a peer from a lower (farther) bucket (0-1) or a higher (closer) bucket (3—4). Now, a peer
in B; would share a common prefix of length at least ¢ + 1 with other peers in the same
bucket. The CPL between a peer in B; and peers in closer buckets (B;|j > t) is always
t, whereas its CPL with peers in farther buckets (B;|j < t) is given by the index of the
farther bucket (j). For example, consider our target peer ID 0b00111, which lies in B, of
our server peer and thus ¢t = 2. Its CPL with peers in B3 and B, is of length two, whereas
its CPL with peers in B, and By is one and zero respectively. Thus, a peer in a given
bucket is closer to peers in buckets that are closer to the server and farther from peers in
buckets that are farther from the server. So, the server would prefer filling a bucket with
peers from closer buckets over farther ones. Indeed, in our example, the target peer is
further away from the peer in bucket zero, which is at a distance of 0b11101= 29, than
the peer in bucket three, which is at a distance of 0b00101= 5.

The second case demonstrates that when the target bucket is empty and the closer
buckets (3—4) contain exactly k peers, Kademlia prefers to pick peers from closer buckets
over farther buckets (0-1). So far, the server peer can compute the routing response
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TABLE 4.2: Examples of Kademlia and Peer2PIR routing responses (C; and C respec-
tively) for the target peer ID p =0b00111, under various routing tables held by the
server peer 0b00000. The routing response should contain k£ = 3 peers. We also show
the CPL and the distance between each peer in the respective routing response and the
target peer ID, for both Kademlia and Peer2PIR. We emphasize that the CPLs are identi-
cal for both Kademlia and Peer2PIR routing responses. We underline the peer IDs in the
routing response for Peer2PIR that differ from the one in Kademlia and also underline
their distances from the target peer ID.

Bucket no. Casel |[Case2 |Case3 |Case4 | Case5

0 (Ob1XXXX) 0b11010

T(0b0TXXX) | 0 0b01010 0601110 0601100

2 (0b001XX) 0b00101 | 0 0b00101 | 0b00101 | Ob00101

0b00100 0b00100 0b00100

3 (0b0001X) 0b00010 0b00011 0b00010 0

4 (0b0000T) ] 0b00001 0
S Routing 0b00101 | 0b00011 | 0b00101 | 0Ob00101 | Ob00101
E response C 0b00100 | 0b00010 | Ob00100 | 0b01110 | Ob00100
% 0b00010 | 0b00001 | Ob00011 | 0b01100 | Ob01110
S [ CPL 3,3,2] 1222 1332 |BL1 331

Distance(Cy, p) | {2, 3, 5} {4, 5, 6} {2,3,4} {2,9,11} | {2,3,9}
o~ Routing 0b00101 | Ob00011 | Ob00101 | Ob00101 | Ob00101
§ response 0b00100 | Ob00010 | Ob00100 | 0Ob01110 | Ob00100
Q 0b00010 | 0b00001 | 0b00010 | Ob01100 | 0b01100
~ CPL {3, 3, 2} 2,2,2} {3, 3,2} {3,1,1} {3, 3,1}

Distance(C, p) | 12,3,5] | 14,5,6] | 12,3,5] | 12,9,11] | 12,3, 11]

using only its CPL with the target peer ID; the LSBs of the target peer ID were not
required.

The third case differs from the second case in that the closer buckets, combined with
the target bucket, have more than k peers. Here, the server peer does need the LSBs in
order to pick the remaining peer(s) from these closer buckets. Importantly, we highlight
that the closest peer(s) to any given target peer ID may lie in a bucket not adjacent to
the target bucket. While in this example, the peer in B, (0b00001) is further from the
target than the peers in Bj, for a different target peer ID with the same CPL of two, such
as 0b00101, 0b00001 is closer than the peers in B;.

Considering the fourth and fifth cases, the closer buckets are empty and thus the
server peer must pick one or more peers from farther buckets (buckets 0-1). We further
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split peers in the farther buckets, into subbuckets, based on a ¢+ 1-bit prefix of their peer
IDs. We can split B; into subbuckets based on a three bit prefix: subbucket BY contains
peers of the form 0b010xX, thatis, B} = {0b01010}, whereas subbucket B} contains
peers of the form 0b011XX, thatis, B = {0b01110,0b01100}. We can now order the
aforementioned subbuckets based on their peers” distance from the ¢ +- 1-bit prefix of the
target peer ID (0b001XX). Subbucket Bj is closer than B} to any target peer ID in bucket
two. Peers in B} would have a distance of 0b011XX® 0b001xX = [8,12) from any peer
in bucket two, whereas peers in BY would be at a distance of 0b010XX ® 0b001XX =
[12,16). In the fourth case, since our target bucket has only one peer, we need k — 1 = 2
peers from the farther buckets, and we thus return with all peers in subbucket Bl. In
the fifth case, our target bucket has two peers, and we only need one more peer from the
farther buckets. We now use the LSBs of the target peer ID to pick the closest peer from
subbucket B}, namely 0b01110, which is at a distance of 9, as compared to 0b01100,
which is at a distance of 11. A bucket whose CPL with the server i is greater than the
CPL of ¢, also has a CPL of 7 with peers in bucket ¢, as described above. Thus, we observe
that buckets that are farther from the server peer, are also farther from the target bucket.
When picking peers from buckets whose indices are greater than ¢, Kademlia picks them
strictly in order of decreasing bucket index. Consequently, for the fourth and fifth cases,
Kademlia prefers picking peers in bucket 1 over peers in bucket 0. We thus find that
while knowing the CPL is sufficient for some cases (1, 2 and 4), in other cases (3 and 5),
the LSBs of the target peer ID are required to find the closest peers to it.

From ??, we glean the following for our private peer routing algorithm:

1. When a target bucket has fewer than k£ peers, Kademlia chooses peers in closer
buckets, that is, buckets corresponding to higher CPLs with the server, over peers
in lower buckets, as follows.

la If the closer buckets and the target bucket together have at most k peers,
Kademlia outputs all of these peers.

1b Otherwise, Kademlia chooses peers from all closer buckets, using the LSBs of
the target peer ID to compute peers at the smallest distances.

2. If the server still does not have k peers for the target peer ID, then Kademlia
chooses peers from each successively farther bucket, as follows.

2a The server partitions peers in this bucket into subbuckets, based on their ¢ 4 1-
bit prefix, and orders these subbuckets in terms of their distance to the ¢ + 1-
bit prefix of the target peer ID. Starting with the closest subbucket, Kademlia
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chooses all peers from a subbucket one at a time. If doing so would result
in an output of more than £ peers, Kademlia does not include that subbucket
and proceeds to the next step.

2b Kademlia uses the LSBs of the target peer ID to choose the remaining peers
from within a subbucket.

Now, if the server peer only knew its CPL with the target peer ID and did not know the
LSBs of the target peer, then steps ?? and ?? proceed as usual. However, the best that
the server can do for steps ?? and ??, is to pick at random. With this in mind, we present
an algorithm for normalizing the RT buckets in ?? and describe it next.

4.5.2 Routing Table with Normalized Buckets

The client wishes to retrieve a target bucket indexed by ¢, where ¢ is the CPL between
the target and the server’s peer IDs. As in the original lookup algorithm, if the RT has at
most k peers in total, all peers are returned (Line ??). Since buckets are created dynami-
cally, the RT may have r < t buckets, in which case the server returns the (normalized)
last bucket, containing the closest k peers that it knows (Line ??). If the target bucket is
full, it is returned directly as normalization is not required (Line ??).

Reiterating Step ??, the server prefers filling a bucket with peers from closer buckets
over farther ones (Line ??). Importantly, without knowing the suffix of the target peer
ID, the server cannot order peers in these closer buckets in terms of their distance to the
target. So, the server picks the remaining number of peers at random from all closer
buckets, taking all closer peers if the total is less than % (Lines ??-2?). If bucket ¢ remains
non-full, the server then adds farther buckets one at a time (Lines ??-2?). If the server
cannot add a bucket completely, then it partitions peers in the bucket into subbuckets,
based on a t + 1-bit prefix of their peer IDs, as illustrated in ??. The server then adds
each subbucket one at a time (Line ??-??), selecting peers at random if it cannot include
the entire subbucket (Line ??). Importantly, we note that the CPLs of each peer returned
for bucket ¢ are identical for both the original Kademlia lookup, as well as for a lookup
on a normalized routing table; the reader may verify this for all cases in ??.

In practice, we fix a seed for randomness in our implementation, thus making the
selection of peers within a particular bucket actually deterministic. This has no effect on
the efficiency of the algorithm given that without knowing the target peer ID, all peers
within that bucket are equally likely to be a given distance from the target peer. Using a
fixed seed also has no effect on the privacy of the client since the seed does not rely on
the target peer ID.
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Algorithm 12 Routing Table Normalization Algorithm

1: For i € [0, = len(RT)], bucket B; corresponds to CPL i.
2: Input: Target index ¢
3: R+« U_yB;
4: if |R| < k then © RT has less than k peers
5: return R
6: if r < t then > If r < t, return last bucket
7 t<r
8 R+ By
9: if |R| == k then
10: return R
11: else > Risnot full (|R| < k)
12: if t <r then > Closer buckets can be used
13: C + U;:H—IBi
14: if |C| <k — |R| then
15: R+ RUC
16: else append k — |R| peers from C to R, at random.
17: if |[R| < k then > Must go through farther buckets
18: C+—t—1
19: while |R| + |By| < k do
20 R+ RUDB,
21: (+—1(—1
22: V PARTITIONBUCKET sorts peers in B, into 2/~¢ subbuckets. Peers in the same
subbucket have the same ¢ + 1-bit prefix.
23: {B]|j ={0,1,---2"'}} < PARTITIONBUCKET(B, t)
24: m < 0
25: while |R| + |By"| < k do
26: R+ RUB
27: m < m+1
28: append k — |R| peers from B}" to R, at random.
29: return R

A peer routing algorithm is said to converge when the client peer ultimately contacts
the target peer. We use the term convergence to refer to the expected number of hops
needed to reach a target peer. Our peer routing algorithm uses the target CPL to look
up the normalized RT. It is possible that the client peer would require more hops to
converge when using our algorithm, in comparison to the original Kademlia lookup.
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We bound the difference in the number of hops taken by Peer2PIR and Kademlia to
converge.

4.5.3 Convergence under Normalized Routing Tables

We prove and experimentally verify that our normalized algorithm does not signifi-
cantly increase the number of hops required to reach a target peer. At a high level, the
argument follows from the fact that the only cases in which the normalized algorithm
diverges from the original algorithm still provide the same guarantee of closeness to the
target peer. In the following lemma, KADEMLIA refers to the original Kademlia routing
algorithm and PRIV-KADEMLIA refers to our normalized routing algorithm.

Proposition 4.5.1 ([ ). In the original (non-normalized) routing table, every
bucket will either contain £ valid nodes or else contain every node in its range if fewer
than k exist.

Proof. We defer the reader to their paper for their discussion. We remind the reader that
each peer refreshes its buckets periodically (??). In short, Maymounkov and Mazieres
argue that the aforementioned invariant is true as long as k is chosen to be appropri-
ately large, such that the likelihood of any k peers all failing between two consecutive
refreshes of any bucket is negligible. O

Proposition 4.5.2. Given a target peer ID ¢, a peer ID p chosen uniformly at random
and an integer ¢* with 0 < ¢* < L then the probability that CPL(p,t) = ¢* equals the
probability that CPL(p,t) > ¢*, both of which are given by ¢ = 27(¢"*1), whereas the
probability that CPL(p,t) < ¢*is given by 1 — 2g.

Proof. We consider the probability that any peer ID chosen uniformly at random will
have a CPL of exactly c*. The first c* bits of the peer ID would be identical to that of ¢
with a probability 27¢". The next bit of the peer ID is equally likely to match ¢ (and thus
have a CPL larger than ¢*) or to mismatch ¢ (and thus have a CPL equal to ¢*). Thus,
the peer would have equal probability ¢ = 27"V of having a CPL equal to ¢* or larger
than c*. The probability that the peer would have a CPL smaller than c¢* is then simply
given by 1 — 2q. O

Corollary 4.5.1. For a network with n peers, consider a server peer p and a target peer ¢,
such that CPL(p, t) = ¢*. Then the probability that there are m peers across the network
whose CPL with t is ¢*, given that bucket B.- within the routing table of p is empty, is
givenby (') - ¢* - (1 — )" ™ where ¢y = 1/(2° " — 1).
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Proof. Since the peers in bucket B.- have a CPL larger than c* with peer ¢, we wish to
compute the probability that there are m peers whose CPL with ¢ is exactly ¢*, given
that there are no peers whose CPL with ¢ is larger than c¢*. This conditional probability
is equal to the ratio of the probability that there are m peers of CPL exactly ¢* and zero
peers of CPL larger than c*, to the probability that there are zero peers of CPL larger
than c*.

If there are zero peers whose CPL with ¢ is larger than ¢*, then the CPL of all n peers
with ¢ is less than or equal to c¢*. By Proposition ??, the probability that there are n
peers whose CPL with ¢ is less than or equal to c*, is simply given by (1 — ¢)", where
q = 27+ as defined in that proposition. Applying the same proposition, we note
that the probability that a given set of m peers has a CPL of exactly c*, is ¢™, and the
probability that the remaining n — m peers have a CPL that is less than or equal to ¢, is
(1—2g)"~™. There are () ways of choosing these m peers, and thus, the probability that
there are m peers with a CPL of exactly ¢* and the remaining n — m peers with a CPL
that is strictly less than ¢*, is simply (") - ¢™ - (1 — 2¢)"~™. Thus, the desired probability
is given by:

(1) (co) ()

We denote ¢/(1 — q) = 1/(2°*' — 1) by ¢; and obtain the desired result. O

Theorem 4.5.2 (Convergence of Private Routing). Defining convergence as the expected
number of hops to reach the closest peer to a target peer ID ¢, PRIV-KADEMLIA converges
in at most a single expected additional hop over KADEMLIA.

We note that KADEMLIA converges in O(log,(n)) hops [ , Section 3], and there-
fore the theorem implies that PRIV-KADEMLIA does as well.

Proof. We denote the set of all peers that have a CPL of ¢ with a given peer p by S(c, p);
that is, S(c,p) = {q¢ | CPL(p,q) = c}. Restating Proposition ??, when querying any
peer p for a target ID ¢, such that CPL(p,t) = ¢, as long as S(c, p) # 0, this proposition
guarantees that bucket B. within the RT of peer p would be non-empty and B. C S(c, p)
with | B.| < k. In other words, B, will contain at least one peer as long as S(c,p) # 0.

Suppose that the closest peer, in the entire network, to the target is 7 and CPL(7,t) =
c*. Since 7 is closer than any other peer to ¢, then for a peer p such that CPL(p,t) = ¢ < ¢*,
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we observe that peer 7 would share the first ¢ bits with peer p, and its ¢ + 1-th bit
would be the same as that of ¢t and would differ from that of p. Thus 7 € S(c, p). Since
S(e,p) # 0, the precondition for Proposition ?? holds true, and for any peer p, its bucket
B, will be non-empty. When the target bucket is non-empty, we observe that the output
of PRIV-KADEMLIA includes all peers in that bucket (Line ??), and specifically, the closest
peer output by PRIV-KADEMLIA and KADEMLIA would be identical. Again, since any
peers in the c-th bucket have a CPL of at least c+1 with peer ¢, this closest peer output in
each hop will be closer to ¢ than the queried peer p. Then as long as CPL(p,t) = ¢ < ¢*
the client contacts an identical sequence of peers, irrespective of whether it uses PRIV-
KADEMLIA or KADEMLIA. The CPLs of the peers in this sequence, with the target peer,
increase by at least one bit in each hop, and thus the distance from these peers to the
target reduces in each hop. This process continues until the client reaches a peer ¢ such
that CPL(0,t) = CPL(7,t) = ¢*. If ¢ is online, then, by definition, the closest peer in
the entire network to the target is 7 = ¢ and additionally, we have that § = ¢, thus
¢* = CPL(r,t) = CPL(¢,t) = L. Thus, both PRIV-KADEMLIA and KADEMLIA would
contact an identical sequence of peers, and reach the target in an identical number of
hops.

We now consider the case that there is no online peer with ID ¢t. When the client
searches for a peer that hosts a provider advertisement for a CID, the target peer ID ¢ is
given by the hash of the CID. Thus, it is likely that no peer exists in the network whose
peer ID exactly matches the hash of the CID. Nevertheless, there will always exist an
online peer 7 whose peer ID is closest to ¢, and let ¢* = CPL(r,t). Then bucket B, at
peer § would be empty, since any peer in it would have its CPL with ¢ be strictly larger
than ¢*. Let CPL(7,6) = j. We note that j > ¢*, and thus peer 7 would be inserted
into a bucket at a higher index than ¢* within the routing table of peer . We denote
the set of all peers that have a CPL of ¢* with ¢ by S(c*,t), and we note that this set is
non-empty since 7 € S(c*,t). If § knew of any peer ¢ € S(c*,t), then, similar to peer 7,
peer ¢ would be inserted into a bucket with a higher index than ¢*. We now consider
three cases depending on the size of S(c*,t).

If |S(c*, t)| < k, then by Proposition ??, peer §# would indeed know of each such peer
q € S(c*,t), including 7. Additionally, when the desired bucket B, is empty and the
higher buckets have at most k peers in total, then PRIV-KADEMLIA includes all peers in
the higher buckets in its output (Lines ??-??), just as KADEMLIA would. Thus, the out-
put of both algorithms would include the set S(c*, ¢), and thus both algorithms would
necessarily converge to 7 in precisely one hop from peer 6.

We now consider the case that |S(c*,t)| > k. Let the set of peers across peer 0’s
buckets ¢* +1to L — 1 be C; thatis, C = U\, B;. Evidently, C C S(c*,t); we denote
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|S(c*,t)| by m. Let Cj denote the subset of size k of C' that is output by KADEMLIA. We
pessimistically assume that 6 knows 7, and thus 7 € C}, though this need not be the
case, so that KADEMLIA will converge to 7 in one hop after reaching ¢. PRIV-KADEMLIA
would select k elements at random from C. When the client queries any node p €
S(c*,t), it will learn 7 with probability k/|C| > k/|S(c*,t)| = k/m since C C S(c*,t).
Otherwise, the client queries the peer in C that is closest to ¢, and so on. Thus, the
expected number of hops that the client would need to reach 7, after reaching 0, is at
most m/k. As mentioned above, we assume pessimistically that KADEMLIA converges
in only one hop. Therefore, for a given value of m, the expected number of additional
hops for PRIV-KADEMLIA over KADEMLIA is simply m/k — 1 = (m — k)/k. We observe
from Corollary ?? that the probability that there are m peers in S(c*, t), when bucket B,
is empty, is given by the following binomial distribution:

Binomial(n, ¢;)[m] = (Z) (=)

where ¢; = ¢/(1 — q) with ¢ as defined in Proposition ??, so that ¢; = 1/(2° ™' —1). Thus,
the expected number of additional hops for PRIV-KADEMLIA over KADEMLIA is given by:

Y =) Binomial(n, q)[m] * (m — k)/k
m>k
=1/k Z Binomial(n, ¢;)[m] * (m — k)
m>k
< 1/k* Z Binomial(n, ¢;)[m] * m

m>k

< 1/k* Z Binomial(n, ¢;)[m] * m

= 1/k % n * ¢; by the expectation of a Binomial distribution
=1/k*n/(2° " — 1) by the definition of ¢, in Corollary ??

Since in expectation ¢* = log,(n), and so 2(¢"*1) = 2n, we conclude that Y < 1/k*n/(2n—
1) < 1for k = 20, which is used in IPFS. We reiterate that the CPLs of peers returned by
PRIV-KADEMLIA have an identical CPL with the target peer, as compared to the CPLs of
the peers returned by KADEMLIA. Thus using PRIV-KADEMLIA to conduct peer routing
queries to refresh the buckets themselves would continue to uphold the invariant in
Proposition ??2. [
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Experimental analysis. We also experimentally evaluated our normalized routing al-
gorithm against the Trie-based routing algorithm that is currently deployed in IPFS.
Our goal is to determine the difference, on average, in the number of hops required to
reach a target peer. To do so, we simulated a network based on a crawl of IPFS and
then queried for different target peer IDs, tracking the number of hops required by each
algorithm.

To capture a meaningful network topology to test our claim, we crawled the active
IPFS network using the Nebula crawler [ ] and collected an adjacency list of all
online peers and their neighbours. Our crawl collected peer IDs from 13692 peers in
the network. Only peers’ IDs and their routing tables are gathered via this crawler and
so no peers’ network addresses were revealed. For each peer, we set up a Trie-based
RT using the current Kademlia implementation and a normalized RT based on our new
algorithm. We generate 5000 target peer IDs at random, while the client peer was fixed
for the experiment. For each step of the routing process in IPFS, the client would con-
currently query three closest peers it knows to the target peer ID, and retrieve k = 20
nearest peers from them. We simulate each step of the routing process as follows; no
peers are actively queried. Given the target peer ID, we simply look up the server peer’s
Trie RT following Kademlia’s original implementation. We also look up the server’s nor-
malized RT given the target peer’s CPL with the server peer. The process is repeated
iteratively until the target peer is found.

All queries took an average of two hops to reach the target, with a maximum of six
hops. We did not find a difference in the number of hops using the Trie-based and the
normalized routing algorithms, that is, both algorithms required an identical number of
hops in every iteration of our test. Our experiments verify Theorem ?? and show that
for the value of k used in IPFS, normalizing the routing table introduces no difference
in the number of hops.

4.5.4 Private Algorithm Integration

Integrating our normalization algorithm into IPFS generates privacy engineering chal-
lenges, which we outline and address below. We also justify our choice of PIR to pri-
vately retrieve a bucket from the RT. We then integrate our normalization algorithm
with PIR to develop a private peer routing solution.

Dynamic networks. IPFS is a dynamic network with high churn, meaning that nodes
often join and leave the network. Consequently, clients” RTs are regularly updated in
order to reflect new or failing peers. We require that the RT be normalized every time a
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new peer is added to it. Since routing tables are relatively small and the normalization
algorithm is not computationally intensive, this does not impose any prohibitive over-
head on the clients. We discuss the impact of node churn on our private peer routing
in 72.

Joining peer IDs and addresses. We have thus far assumed that our RT stores multi-
addresses for peers. In practice, the RT in IPFS stores only the peer IDs, and an additional
table acting as an address book maps these peer IDs to their routing information, that
is, multiaddresses. This design allows multiaddresses to be stored only once and used for
both peer and provider routing. A non-private lookup uses the value fetched from the
RT as a key to look up the address book; however, such a lookup is not possible when
we privately retrieve buckets from the RT. Therefore, in our implementation, the server
joins the two key-value stores, namely the RT which stores peer IDs and the address
book which stores multiaddresses, before responding to a private query. This enables
PIR to be computed over a single table rather than two. For freshness, this join must
be recomputed whenever either store is updated, which is determined by the network
churn.

Selecting a PIR scheme. Following normalization and join steps, we must hide the
target CPL from the server. The RT is limited in both its number of rows (< 256) and
the size of each row (multi-addresses for k = 20 peers). Under a trivial PIR approach,
the server would provide the entire RT to the client, foregoing normalization and join;
however, trivial PIR makes the server peer susceptible to eclipse attacks [ I

An alternative strategy might employ an OT algorithm, which would restrict the
client to retrieving only one row and prevent leaking other rows’ contents. However,
the total communication cost of OT algorithms is often greater than the size of the table.
This introduces a trade-off between information leaked to clients about other rows in
the routing table and communication cost of a given primitive. Given the fact that IPFS
does not restrict a client from repeatedly querying a server for different target peer IDs,
or specifically, CPLs that correspond to different rows in the routing table, we argue
that the minimal leakage guarantee provided by OT does not justify the communication
overhead. Rate-limiting on the server peer can reduce the susceptibility of server peers
to eclipse attacks. We thus opt for PIR with rate-limiting over OT.

We design an IndexPIR scheme based on RLWE encryption, namely RLWEPIR,
catered to our private routing use case. This scheme and our rationale for choosing
it are detailed in Section ??.
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PIR integration. A client first computes the CPL between the target peer ID and the
server peer ID, which it uses to construct a PIR query for the server. The server uses
the PIR query and its normalized routing table joined with multiaddresses, to compute
a PIR response, which is returned to the client. The client processes the PIR response,
to obtain multiaddresses of k peer IDs close to the target peer ID. Effectively, the use of
PIR hides the target CPL from the server.

We note that the server builds the RT dynamically as discussed in ??, and conse-
quently, it typically has r < 256 buckets. Our normalization algorithm returns the rth
bucket when asked to normalize a bucket for any index ¢t > r (Line ??, as discussed in
??). As an optimization in our implementation, the server can compute a PIR response
without instantiating the normalized RT for indices ¢ > r. Our algorithms simply take
the sum of indices ¢ > r in the encrypted indicator vector, and then compute the PIR re-
sponse over the normalized RT with r buckets. The client will obtain the correct output
for these indices, without the server learning which index was retrieved.

Security. Interactions between the client and the server now consist only of PIR
queries and responses, so the security follows directly from that of RLWEPIR, dis-
cussed in ??.

4.6 Private Provider Advertisements

We outline the provider advertisement functionality in IPFS, namely, how clients deter-
mine which peers are providing the desired content block, and introduce our private
alternative. We refer the reader to ?? for relevant notation for Sections ?? and ??2.

4.6.1 IPFS Provider Advertisements

A provider advertisement maps a CID c to a set of peer IDs {p;, p2, - - - p;} of peers that
provide ¢, namely provider peers. Each peer maintains a key-value store of provider
advertisements, known as a provider store. When a provider peer stores a content block
addressed by c, it advertises the block to the IPFS network as follows. The provider peer
contacts its k closest neighbours to ¢, following the aforementioned iterative routing
process. (A routing query for a CID operates similarly to that for a peer ID, in that both
identifiers get hashed to the SHA-256 virtual address space of the Kademlia DHT, as
observed in Section ??.) The provider peer then requests each such neighbour to add a
provider advertisement for this CID to their provider store.
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TABLE 4.3: Notation for private provider advertisements and content retrieval for
Peer2PIR

c A content identifier (CID) for a content block.

cl: 1] An (-bit prefix of the CID c.
D List of content blocks stored at a peer, ordered by the CID of the block.
J Map of CIDs to their associated indices in the content store.
P Provider store: maps a CID to a set of provider peers’ IDs

{p1,p2, -0}
M Address book: maps a peer ID to its multiaddress.
B Number of bins for private provider advertisements.
SE.Enc(k, z) | Symmetric encryption of = with key k.
KDF Key Derivation Function which outputs a key for use by SE.Enc(k, z).

Consider a client who wishes to discover the provider peers for c. The client first
runs a routing query for that CID. This routing query will ultimately lead the client to
one of the k closest peers to c. We note that our private peer routing algorithm from
Section ?? can be used to determine the k closest peers to the desired CID, without re-
vealing the CID to the server peer in the routing query. As described above, these peers
will store the provider advertisement, which would map CID c to the set of provider
peers. So, along with the routing query for ¢, the client must also query these peers’
provider store for c. We refer to this latter query as a provider advertisement query.

A server peer processes a provider advertisement query non-privately as follows.
The server queries its provider store for ¢, and fetches the set of provider peers. In
practice, the provider store is keyed by the CID concatenated with the provider peer’s
ID, since a block with a given CID can be provided by multiple peers. Each value in the
provider store is the expiry time of the advertisement. Thus, upon receiving a provider
advertisement query, a server peer looks up the provider store for keys prefixed by
the given CID. The server checks if each such provider advertisement has not expired,
based on the value, and if so, extracts the provider peer’s ID from the key suffix.

Recall that the server peer also maintains an address book, which maps peer IDs to
their multiaddresses. Similar to the peer routing query, to process the provider adver-
tisement query, the server uses the provider peers’ IDs from the provider store as a key
to the address book, and fetches their multiaddresses. We observe that the client’s de-
sired CID continues to leak to the server in the provider advertisement query, since the
server looks up its provider advertisement store based on this CID.
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4.6.2 Private Algorithm Integration

We present our algorithms for private provider advertisement queries in Algorithms ??
and ??. They enable a client to send a PIR query while hiding the CID that it is querying
for. The server returns a PIR response that allows the client to learn the providers’ peer
IDs, if they exist in the server’s provider store.

Join provider store and address book. Similar to the non-private peer routing query,
the non-private provider advertisement query uses the provider peers’ IDs from the
provider store as a key to the address book which contains multiaddresses. We join the
two key-value stores such that for a given key (CID), the value contains the provider
peer’s multiaddresses (??-??). In practice, we include each provider advertisement’s ex-
piry time along with the multiaddress, though we omit these details from our algorithm.
While these two key-value stores can be joined to answer each provider advertisement
query, they only need to be joined whenever either store updates. Provider advertise-
ments have a short default expiry period (of 24 hours), and are typically reinserted after
expiration.

Binning for PIR. Given that we now have a joined key-value store, we could directly
apply a KeywordPIR scheme, wherein the desired CID acts as the keyword that the
server can privately lookup. However, this approach incurs high communication costs
of KeywordPIR schemes. So, we transform our joined key-value store to one which en-
ables IndexPIR schemes, which are more efficient. This follows the approach described
in ??, with optimizations. We exploit the fact that the CIDs can be used to directly map
each key-value pair from the joined key-value store to a hash table. CIDs in IPFS are
computed using SHA-256, so we can treat them as indices of a hash table. All key-
value pairs whose CIDs have the same /(-bit prefix are grouped into a single row or bin
of the table.

We refer to this process as binning; this effectively corresponds to a balls-in-bins
problem, with the joined provider advertisements serving as the balls. The bins would
fill up non-uniformly as the number of joined provider advertisements increases. So
the server pads incomplete bins to the size of the largest bin. This provides a hash table
with B consistently-sized bins over which we can perform PIR. While the server could
vary the number of bins with the number of provider advertisements that it stores, this
would require the client to know the number of bins in advance to formulate its query.
Instead, we fix B beforehand, based on the parameterization of the chosen PIR scheme,
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Algorithm 13 Private provider advertisements: QUERY, PREPROCESS and RESPONSE
functions.

1: State: (sk,pk) > Peer maintains the keypair for use by all three functions.

2: State: (Po,T¢) > A preprocessed table ¢ for a provider store Ppe.

3: function PRIVATEPROVIDERADVERTISEMENTQUERY(CID c)

4: q < c[:log, B] »qe€{0,1,--- ,B—1}

5: (sk, (pk, ct)) <= PIR.QUERY(q) o sk is stored for use in PIR.EXTRACT.

6: return (pk, ct)

7: V Preprocess P and cache the resulting table in 7¢ in the global state.

8: function PRIVATEPROVIDERADVERTISEMENTPREPROCESS(P)

9: v < 0 > v represents the size of the largest bin.
10: fori e {1,2,---,|P|} do > Iterate through the provider store.
11: (¢, {p1,p2---pj}) < P[i] > Getthe CID and set of provider peers’ IDs.
12: m<— ¢
13: fork € {1,2,---,j} do > Iterate through each provider peer ID for CID c.
14: m <—m || M[px] > m stores multiaddresses for all provider peers for c.
15: J « c[: log, B] > Compute bin index using the CID prefix.
16: k <— KDF(c[: L —log, B]) > Derive a key using the suffix of the CID.
17: U < SE.Enc(k,m) > Encrypt provider peers’ multiaddresses under k.
18: T[j] < T[j]U ¥ > Add the ciphertext multiaddresses into the j-th bin of 7.
19: if |T'[j]| > v then > T'[j] has more ciphertexts than the biggest bin so far.
20: v <+ |Tj]|
21: for 5 € {1,2,--- ,B} do » Iterate through each bin.
22: PADBIN(T'[8],v) »Pad T'[f] to have exactly v SE ciphertexts.

23: (Po,Tc) <+ (P, T) > Cache T for future use.

24: function PRIVATEPROVIDERADVERTISEMENTRESPONSE((pk, ct), P)

25: if P # Pc then > P was preprocessed to get T¢> (Line ??).

26: PRIVATEPROVIDERADVERTISEMENTPREPROCESS(P)

27: ans <— PIR.RESPONSE((pk, ct), T¢) > Compute PIR response over T¢.
28: return ans

as we describe later. To retrieve a provider advertisement for a given CID, ¢, the client
uses its log, B-bit prefix as their desired index in the hash table (??). It then constructs
its PIR query based on this index (??). The performance of the PIR protocol is relative to
the size of the rows.
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Algorithm 14 Private Provider Advertisements: EXTRACT function.

1: function PRIVATEPROVIDERADVERTISEMENTEXTRACT(sk, ans, c)
2: v Each v is the ciphertext of provider peers” multiaddresses for a single CID.

3: (11,19 -+ - 1by,) < PIR.EXTRACT(sk, ans)

4: k < KDEF(c[: L —log, B]) > Derive the key using the CID.

5: res <— L > Stores plaintext provider advertisements, if any.

6: fori e {1,2,--- ,n} do > Iterate through each ciphertext.

7: res <— SE.Dec(k, ;) > Attempt to decrypt each ciphertext.

8: if res # | then > Successful only for one ciphertext.

9: break
10: if res = | then > No provider advertisements could be decrypted.
11: Server peer does not store any provider advertisements for CID c.
12: (m1,ma,---m;) < res >Multiaddresses of provider peers for c.
13: return (my, mo, - - - m;)

Encrypted entries. Immediately applying PIR to the binned table may enable a client
to learn more than it asked for, since any row in the table contains multiple provider ad-
vertisements. To prevent this leakage, all entries can be encrypted under a key derived
from the corresponding CID. Effectively, the CID acts as a pre-shared secret between a
client who desires the provider peers for that CID and a server who stores them. The
server uses a Key Derivation Function (KDF) to compute a key for each CID c in the
joined store (??). In particular, the server uses the last L — log,(B) bits of the CID; note
that the first log,(B) bits of the CID are identical for all CIDs that fall into the same bin.
The server encrypts the multiaddresses for each CID under this key, using a symmetric
encryption scheme (??). The server then bins the encrypted multiaddresses into 7', us-
ing the log,(B)-bit prefix (??). While creating the bins, the server tracks the maximum
number of symmetrically encrypted ciphertexts in any bin (v in Lines ??,2?-2?). If any
bin has fewer than this maximum number of ciphertexts, then the server pads them
with random ciphertexts (Lines ??,2?). For all semantically secure symmetric encryp-
tion schemes, we can generate a random ciphertext element by encrypting a constant
plaintext, such as a block of all zeroes, with a randomly generated key. We note that the
joining, symmetric encryption, and binning operations (Lines ??-??) are preprocessing
steps that are only executed when the provider advertisement store P changes. Once
a server receives a PIR query, it computes the PIR response over the table of the afore-
mentioned symmetrically encrypted provider advertisements (??).

When a client receives a PIR response, they process it as we describe in Algorithm ??.
The client first extracts the PIR response (??), and obtains a set of ciphertext provider
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advertisements, which are symmetrically encrypted under keys derived from CIDs. The
client can derive the key from their desired CID and use it to decrypt each ciphertext
(??). Under a robust symmetric encryption scheme only the ciphertext encrypted with
the key derived from c will decrypt to a valid plaintext (??), as we discuss below. If
no ciphertexts could be decrypted under this key, then, an honest server peer does not
store any provider advertisements for the given CID (??). We discuss optimal choices
for PIR schemes for this use case in ??.

Security. In the context of modern symmetric encryption schemes, and specifically
authenticated encryption (AE) schemes, the key committment property ensures that
one ciphertext can only decrypt to a valid plaintext under the key that was used
for encryption. Many modern authenticated encryption (AE) schemes, such as AES-
GCM [ ], are not key committing; one ciphertext can be decrypted successfully
under more than just the key with which it was encrypted [ ]. In our case, this
corresponds to a client being able to decrypt a ciphertext, which was encrypted under
a key derived from a given CID ¢, using a key derived from another CID c,. The plain-
text resulting from the latter decryption (say p,) would, in general be gibberish. As such,
the client will not learn multiaddresses of providers of CIDs that it does not know, and
thus, server privacy is not impacted. However, p, may not follow the same format as
the original plaintext; for instance, a valid plaintext encrypted under a key derived from
co would first consist of the CID ¢, followed by a multiaddress. Following a successful
decryption, the client could check the format of the plaintext. Instead of relying on for-
mat checks in the application layer, we can use a robust encryption scheme to ensure
that a successful decryption only occurs under the same key as that used for encryption.

For example, a robust encryption scheme can be instantiated using AEZ [ ]. Al-
ternately, we can reuse existing AE schemes that have been widely implemented, such
as AES-GCM, after modifying them to support key committment [ I

The security of the chosen PIR scheme ensures that server does not learn the CIDs
for which the client is querying. Meanwhile, the client only receives a set of encrypted
provider advertisements. The symmetric property of our protocol requires that the client
only learns provider advertisements for the CID that they queried for, and learns noth-
ing about other provider advertisements stored by the server. In our protocol, this re-
duces to the IND-CPA security of the symmetric encryption scheme and the security of
the KDF computed over a CID. We defer the proof to ??; we note that we require the
CIDs to be sufficiently long in comparison to the security parameter (L > 2\) for this
proof.
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4.7 Private Content Retrieval

IPFS employs the Bitswap [ ] content retrieval protocol, which, as in the provider
routing protocol, leaks the CID retrieved to the server. We describe two steps of the
Bitswap protocol (WANTHAVE and BLOCK) and introduce private equivalents.

4.7.1 Bitswap Protocol

The WANTHAVE Step. The client concurrently sends a message to multiple candidate
peers, asking if they possess a block with a given CID. If the peer has the requested
CID in its table, it responds with a Have message. Otherwise, it may respond with a
DontHave message. Candidate peers can be obtained through provider advertisement
queries, as discussed in Section ??. Importantly, IPFS clients can use the WANTHAVE
step to first query multiple long-lived peers in its RT, thereby assessing whether they
have the content block, before searching for provider advertisements for that block. So,
the set of candidate peers can either correspond to a set of peers in the clients’ RT that are
queried opportunistically, or a set of peers that are output from provider advertisement
queries.

The BLOCK Step. In this step, the client asks a peer, who has responded with Have
in the previous step, to transfer the desired block. Since it is likely that the same peer
hosts multiple content blocks of the same file, as an optimization, a client can run the
WANTHAVE step for multiple content identifiers with a given server peer. The server
peer would respond back with the Have or DontHave message for all blocks. If the server
peer holds multiple blocks, then the client runs the BLOCK step for all content identifiers
held by the server. By doing so, the client avoids multiple rounds of the WANTHAVE
and BLOCK steps with a server who stores multiple content blocks of the same file.
We note that the total communication overhead of Bitswap is approximately the same,
irrespective of whether the client queries for multiple content identifiers in the same
step or not.

4.7.2 The Private Bitswap Protocol

While translating the Bitswap protocol into a private version, we address the design
question of retaining the same number of rounds. We could develop a single-round,
relatively heavyweight protocol, or a double-round protocol with a lightweight PRI-
VATEWANTHAVE step and a relatively heavyweight PRIVATEBLOCK step. We remind
the reader that the client may run the Bitswap protocol opportunistically with peers
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from its routing table. Thus, under the first option, the communication overhead will
be that of the single-round protocol, multiplied by the number of such peers, whereas
under the second option, only the overhead of the lightweight first step would matter.
So, we opt for the second option. We provide additional information in the first step
to reduce the overhead of the PRIVATEBLOCK step. While Private Set Intersection (PSI)
schemes can be used in the first step, they tend to incur more communication overheads

than PIR schemes. For the remainder of this section, recall the notation introduced in
2.

PRIVATEWANTHAVE. The goal of this step is for the client to learn the following: if the
server has a block with a given CID; and if so, at which index of the server’s table does
this block lie. A trivial approach would have the server send to the clienta map L of each
CID stored at the server to its respective index. The client can then search the map for the
given CID ¢, and obtain its index ¢. This approach would reveal to the client other CIDs
that are stored by the server peer. The server can resolve this leakage by computing the
hash of every entry in the list using a public hash function, and generating a random
salt. The server can then send a map of hashed CIDs to indices, along with the salt,
to the client. Then the client uses the salt to compute the hash of the CID they desire
and determine its index using the map. Under the assumption that the hash function is
one-way, the client does not learn which other CIDs are stored by the server. The salt
prevents the client from learning whether two provider peers store the same content
block.

Alternatively, we can reuse the process for provider advertisements to transmit this
information to the client via non-trivial PIR. In particular, for the PRIVATEWANTHAVE
step, the client and server can engage in ??, using the map J from CIDs to the indices
of their blocks, in place of the joined provider store. We first map the CID c to an index
i = J]c|. Instead of encrypting the provider peers’ multiaddresses, we encrypt the index
of the content block and thus Line ?? in ?? changes to 7'[b] <— T'[b] U SE.Enc(k, 7).

In the PRIVATEWANTHAVE step, the server also returns the optimal PIR protocol to
use in the PRIVATEBLOCK step, depending on the number of blocks they hold. This
enables an adaptive approach to efficiently retrieve the block in the next step. Optimal
choices of PIR schemes for the PRIVATEWANTHAVE step are the same as those for the
private provider advertisement functionality (??), since we apply the same algorithm.
These schemes are discussed in ??. Similarly, the security of the PRIVATEWANTHAVE is
equivalent to the security of the private provider advertisement algorithm.
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Algorithm 15 PRIVATEBLOCK using PIR

1: function PRIVATEBLOCKRESPONSE(qu, D)
2 forj € {1,2,--- ,m} do

3: k < KDF(L[j])

4 D[j] < SE.Enc(k, D[j])

5 return PIR.RESPONSE(q, D)

PRIVATEBLOCK. Following the PRIVATEWANTHAVE step, the client knows an index,
j, of the desired block in the table D held at the server. Thus, it can issue an IndexPIR
query to retrieve the desired content block. The optimal choice of PIR protocol for this
step depends on the number of blocks that the peer possesses. The optimal PIR protocol
is sent to the client as part of the PRIVATEWANTHAVE response, enabling the client to
follow that protocol to construct a PIR query for the PRIVATEBLOCK step.

Directly applying a PIR scheme to the table D of content blocks leaves the server
peer vulnerable to an index enumeration attack. A client could query for an arbitrary
index and retrieve a block of content without knowing its corresponding CID. Thus, we
require some cryptographic pre-processing of the data in D. We reuse a technique that
we have previously identified: using the CID as a pre-shared secret between clients and
servers. Each block in the table is encrypted under a key derived from the correspond-
ing CID, so that a client receiving a PIR response can only retrieve a content block if
they know its CID. We summarize how the server handles a client’s PIR query ¢ over D
in ??.

In ??, we discussed that Bitswap can query for multiple content identifiers in each
of the WANTHAVE and BLOCK steps. By doing so, when the server stores multiple
content blocks of the same file, Bitswap eliminates multiple rounds of each step. Sim-
ilarly, within our private counterpart, the client can construct and bundle up multiple
PIR queries within our PRIVATEWANTHAVEand PRIVATEBLOCKsteps. For each step,
the server can also send PIR responses for each query, within its message back to the
client. Thus, we would replace multiple pairs of round trips between these two peers
with just one pair of round trips; one for the PRIVATEWANTHAVEstep and one for the
PRIVATEBLOCKstep. Additionally, unlike Bitswap, we can achieve a significantly lower
communication overhead when bundling up multiple PIR queries in one message to
the server, as we discuss in ??.

Security. The server only obtains a PIR query from the client, and thus it can only
break the security of the PRIVATEBLOCK step if it can break the security of the underly-
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ing PIR scheme. On the part of the client, the security argument is equivalent to that for
the private provider advertisements algorithm. We note that the same key should not
be used in each application of the SE.Enc function. The implementation should disam-
biguate whether the key encrypts provider advertisements (for the PRIVATEPROVIDER-
ADVERTISEMENTRESPONSE function), the content block index (for the PRIVATEWAN-
THAVE step), or the content block itself (for the PRIVATEBLOCKRESPONSE function).
For example, in the HKDF Extract/Expand paradigm [ ], a reasonable approach
would be to include a label in the context info field of the Expand function to distinguish
these three cases.

4.8 PIR Protocols

In this section, we outline how we select PIR protocols for our algorithms from Sec-

cost, while retaining a reasonable computation cost for each of the following use cases:

1. Few rows with small payloads: PIR over a table of 256 rows with roughly 1.5KB
entries for private peer routing.

2. Bins with varying size: PIR over bins for private provider advertisements and PRI-
VATEWANTHAVE steps.

3. Many rows with large payloads: PIR over 256 KB content blocks fetched during PRI-
VATEBLOCK.

We wish to maintain the same number of rounds as the non-private protocols, to ad-
here to the same interface. Hence, the protocol chosen for each use case should only re-
quire a single round. Additionally, the PIR protocol should be efficient even if only one
PIR query is issued by a client to a specific server, which is the case for our applications.
In other words, we cannot amortize the communication or computation overheads over
many PIR queries.

We examine existing PIR protocols in ??. While these protocols are reasonable for our
PRIVATEBLOCK step, applying any of them to the prior two use cases leads to infeasible
costs. To sufficiently address our use cases, we propose two PIR protocols, PAILLIERPIR
and RLWEPIR, in ??. Both are tailored for the IPFS setting but may be of independent
interest in other distributed systems. We evaluate the costs of our proposed and existing
PIR schemes for each use case in ??2.
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4.8.1 Existing PIR protocols

Modern PIR protocols typically consist of offline and online phases. In the offline phase,
the client and server exchange content that is independent of the PIR query, such as
cryptographic keys and database-dependent hints, in order to accelerate the online
phase. In the online phase, the client sends a PIR query, to which the server provides a
PIR response. To adhere to having only one round of communication, we require that
any offline phase that requires interaction with the client be conducted concurrently
with the online phase.

A body of PIR literature aims to minimize the query processing time to sub-linear in

the size of the database | ; ; ; ; ]. However, this is
achieved through an offline phase which introduces an extra round of communication
to store client-specific state at either the client [ ] or the server [ ]. More-

over, the communication and computation costs of client-specific states are justified by
the amortization assumption. Thus, these schemes do not fit both of our constraints. On
the other hand, public-key doubly efficient PIR constructions can maintain this client-
specific state without an additional round of communication; however, they are not yet
practical as demonstrated in the literature [ ; 1.

PIR protocols with database-dependent hints and client-specific cryptographic keys
can be modified to operate in a single round. Database-dependent hints can be sent
along with the PIR response, whereas client-specific cryptographic keys can be sent
along with the PIR query. However, the hints add a large communication overhead
that is incurred every time the database changes. Moreover, this overhead can only be
amortized when a large number of queries are made to the same server, which is not
applicable for our use cases.! For example, for a 1 GB database, SimplePIR and Dou-
blePIR have hints of 121 MB and 16 MB, respectively. This constraint excludes protocols
such as FrodoPIR [ ], SimplePIR [ ], and DoublePIR [ ] from our
evaluation.

Thus, we conclude that PIR protocols which use client-specific cryptographic

*Within our content retrieval use case (??), multiple content blocks of a file can be stored at the same
server. The reader may reason that PIR protocols with database-dependent hints may be feasible in
this case, since the cost of a large database-dependent hint may be amortized over retrievals of multiple
content blocks. However, it is preferrable to use PIR protocols that do not involve database-dependent
hints, since the content store may change between the client’s queries, necessitating sending another
large hint. As we discuss below and show in our evaluation, PIR protocols such as Spiral, which do not
involve database-dependent hints but do involve client-specific cryptographic keys, are preferable for
this use case.
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TABLE 4.4: Lower bounds of communication costs in various PIR protocols. The second
column denotes the size of client-specific cryptographic keys used in each approach.

Smallest | Smallest | Smallest
Protocol Client | Encrypted | Response | Encrypted
KeyGen | Query Plaintext | Response
SealPIR [ ] | 1.6 MB 90 KB 10 KB 181 KB
FastPIR [ ] | 0.67 MB 64 KB 10 KB 65 KB
OnionPIR [ 1| 54MB 64 KB 30 KB 128 KB
Spiral [ ] 13 MB 28 KB 7.5 KB 20 KB
PAILLIERPIR 1.14KB | 0.38 KB 0.38 KB 0.76 KB
RLWEPIR 750 KB 64 KB 7.5 KB 65 KB
RLWEPIR3 192 KB 64 KB 7.5 KB 65 KB
RLWEPIR2 128 KB 64 KB 7.5 KB 65 KB

keys are the only suitable candidates, i.e., protocols such as SealPIR [ ], Fast-
PIR [ ], OnionPIR [ ], and Spiral [ ]. In Table ??, we see that Spi-
ral provides small queries and responses but requires the client to send a large 13 MB
cryptographic key. In contrast, SealPIR, FastPIR, and OnionPIR involve smaller cryp-
tographic keys but require larger queries and/or responses. Importantly, we deem all
existing schemes to be insufficient for our first and second use cases, as they involve
much smaller payloads. As shown in ??, our PAILLIERPIR scheme supports smaller
payloads, which is relevant for our peer routing use case. RLWEPIR2 and RLWEPIR3
produce the smallest client-specific cryptographic keys, in comparison to the aforemen-
tioned schemes, which is useful for the private provider advertisements and PRIVATE-
WANTHAVE steps. We do consider existing PIR schemes that support 256 KB payloads,
for use in the PRIVATEBLOCK step and evaluate them in ??.

4.8.2 Tailored PIR Protocols: PAILLIERPIR and RLWEPIR

Our protocols are based on Paillier or RLWE encryption and use existing techniques
from cryptographic folklore. The server stores a table D that has n rows and ¢ columns.
Each element in the table is encoded as one plaintext in the corresponding protocol.
Suppose that the client wants to retrieve the i-th row from the database. We first outline
the non-private protocol. The client generates an indicator vector that has n elements,
and contains a one at index ¢ and a zero at all other indices. The server computes an
inner product between the indicator vector and the table. The product is the desired
row Dji], since based on our definition of the indicator vector, its product with each
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column of the table results in the ith element of that column. In both PIR protocols, the
client homomorphically encrypts each element of the indicator vector, and thus, the PIR
query includes a ciphertext indicator vector. To compute the PIR response, the server
multiplies the ciphertext indicator vector with the table.

PAILLIERPIR. This protocol is based on the Paillier cryptosystem [ ] and uses
homomorphic additions (PAILLIER.Add) and scalar multiplications (PAILLIER.ScalMult).
We define the encryption, decryption and homomorphic operations for the Paillier cryp-
tosystem in ??2.

We present the Query function for this protocol in ??. The client first generates a
public-private keypair (??). The public key pk consists of the modulus M, which is de-
fined as a product of two primes, along with a generator for Z;,, (??). As discussed
above, naively, each PIR query would include one ciphertext for each row in the ta-
ble. To reduce the size of the PIR query in PAILLIERPIR, we employ a technique from
Beck [ ] Instead of directly sending the indicator ciphertext vector, the client seeds
a cryptographically secure pseudorandom number generator (CSPRNG; ??) and the
CSPRNG generates a random ciphertext vector ct (??). The client then decrypts this
ciphertext vector to obtain a randomized plaintext vector (??). It uses this plaintext vec-
tor to mask each element of the indicator vector (??). The client then sends the masked
plaintext vector p to the server, its seed for the CSPRNG, as well as its public key. The
communication cost for one query is then the sum of the sizes of the seed, a public key
and a vector of plaintexts. Since a Paillier plaintext is half the size of a ciphertext, this
technique roughly halves the communication cost of a query.

We present the Response and Extract functions for this protocol in ??. The server
provides a PIR response using the client’s query (Line ??). The server initializes the
CSPRNG with the same seed as the client (Line ??). This enables the server to regen-
erate the vector ct of n ciphertexts, just as the client did (Line ??). The server then
homomorphically adds the plaintext p sent by the client to the regenerated ciphertext ct
(??). As we show in our proof of correctness for PAILLIERPIR in ??, the resulting sum ct’
simply encrypts the indicator vector, that is, b;[i] = PAILLIER.Dec(sk, ct'[i]). The server
then computes a matrix product of this ciphertext indicator vector with the table, us-
ing PAILLIER.ScalMult (Lines ??, ??) and PAILLIER.Add (Line ??). Proofs of correctness
and security for PAILLIERPIR are provided in ??. In our implementation, we choose a
3072-bit modulus M for 128-bit security [ ; |; our ciphertexts are in Z3,, and
are thus 6142 bits long. The public key in PAILLIERPIR is only about 1KB for secure
parameters.
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Algorithm 16 Operations in the PAILLIER cryptosystem [ I

1:
2
3
4:
5:
6
7
8
9

10:
11:

12:
13:

14:
15:
16:

17:
18:
19:
20:
21:

22:
23:
24:
25:

26:
27:
28:
29:
30:
31:
32:

function PAILLIER.KGen(1?)
v For A bit security, set the length of the Paillier modulus (M in Line ?? below).
Ap < GETSECUREPAILLIERPARAMS(A) > For A = 128, \p = 3072.
p,q <$ P > Sample two primes of length \p/2 bits.
M+—p-qqg— M+1
Aelem(p—1,g—1), p ((p—1) - (¢—1))7") mod M
pk <= (M, g), sk < (A, 1)
return (pk, sk)

: function PAILLIER.Enc(pk, p) > pk = (M, g) (Line ??)

R AV

return ct « ¢ ™4 MyM mod M?
function PATLLIER.Dec(sk, ct) sk = (A, i) (Line 2?).

return p < (((ct* —1)/M) mod M?) -y mod M
v Given ciphertexts ct; = g"'ri’ mod M? and cty = g2r)! mod M?, encrypts p; + po.
function PATLLIER.CAdd(pk, ct1, cty) > pk = (M, g) (Line ??)

return ct < ct; - ¢ty mod M? > ct = gP'*P2(ry - r9)M mod M?2.

v Given ciphertexts ct; = g’'rf mod M? and cty = gF2r)! mod M?, encrypts p; — po.
function PAILLIER.CSub(pk, cty, cty) > pk = (M, g) (Line ??)
V ct' is the multiplicative inverse of cty in Z%,.; ct = gP7P2(ry - 75 )M mod M>.
ct' + cty! mod M?
return ct < PAILLIER.CAdd(pk, ctq, ct’)
v Given a ciphertext ct; = gP'r}! mod M? and a plaintext p,, encrypts p; + ps.
function PATLLIER.Add(pk, ct1, p2) > pk = (M, g) (Line ??)
V ct is of the form gP72(ry - r9)™ mod M?, and encrypts p; + ps with ry = 1.
return ct < ct; - g2 mod M?
v Given a ciphertext ct; = gP'r{ mod M? and a plaintext py, encrypts p; — ps.
function PAILLIER.Sub(pk, ct1, ps) > pk = (M, g) (Line ??)
V ct is of the form gP772(ry - r9)™ mod M?, and encrypts p; — pp withry =1
return ct < ct; - g P2 mod M?
v Given a ciphertext ct = g*r™ mod M? and a plaintext p, encrypts z - p.
function PAILLIER.ScalMult(pk, ct, p) > pk = (M, g) (Line ??)
return ct’ < ct? mod M? > ct' = (¢°r™)?P mod M? = ¢"P(r?)™ mod M?, which is
an encryption of the plaintext = - p with a randomization of r”.
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Algorithm 17 PAILLIERPIR: Query function.

1: function PAILLIERPIR.Query(i) >i € {1,--- ,n}

2 (pk, sk) +$ PAILLIER.KGen(1*) > 1*is the security parameter.

3: (M, g) < pk > The public key includes the modulus M and a generator g.
4: CSPRNG.Seed(sq)
5.
6
7

vV The CSPRNG generates n ciphertexts in Z7 ,
ct € (Z3,2)" < CSPRNG.Generate(n)
forj e {1,...,n} do

1 ifj=i
8: bj = . .
0 ifj#1
9: r; <— PAILLIER.Dec(sk, ct[j]) >1; € Zy
10: plj]=b; —r; mod M >pe Z},
11: return (sk, (sg, p, pk)) > The client retains sk, and sends (s, p, pk) to the server.

RLWEPIR. Our second construction is based on the Ring Learning With Errors
(RLWE) assumption [ ] and related additive homomorphic schemes [ ; ;

]. RLWE plaintexts are polynomials p(z) € R, = Z,/(X”" + 1). Plaintexts are
polynomials p(z) € R, = Z,/(X" +1). We use the homomorphic addition (RLWE.Add)
and scalar multiplication (RLWE.ScalMult) operations offered by these schemes. Our
construction combines common techniques in the literature for RLWE-based PIR proto-
cols [ ; ; ], and tailors them to our setting. Compared to PAILLIER-
PIR, RLWEPIR has lower computation overhead but higher communication costs. We
present the Query function for the RLWEPIR protocol in ??, and the Response and Extract
functions in ??. If the client wants to request row i, it generates the plaintext polynomial
p(X) = X, and sends an encryption of this polynomial to the server as the PIR query
(Line ??-Line ??).

Upon receiving the PIR query, the server derives an encrypted indicator vector
from the query using an oblivious expansion technique [ ; ; 1(?2).
The server then multiplies the ciphertext indicator vector with the database (Line ??-
Line ??), just as within the PATLLIERPIR.Response function, and returns the response to
the client. The client decrypts the desired plaintext row from the PIR response using
their secret key, just as within the PAILLIERPIR.Extract function (??, ??). We detail the
oblivious expansion technique next, as it influences the communication and computa-
tion overhead of the protocol.

Oblivious expansion. Given an input ciphertext ¢, which encrypts p(X) = ap + a1 X +
-+ 4+ ay_1 X", oblivious expansion outputs N ciphertexts, {c;}i—o... n—1 such that ¢;
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Algorithm 18 PAILLIERPIR: Response and Extract functions.

1: function PATLLIERPIR.Response((so, p, pk), D) > D € 7}
2 CSPRNG.Seed(s)

3 ct € (Z;,.)" < CSPRNG.Generate(n)

4: forj€{l,...,n} do

5: ct'[j] < PAILLIER.Add(ct[j], p[7])

6 ans < {0}* © Initialize ans to a vector of ¢ zeroes.

7 fork e {1,...,(} do

8 ans|k] <— PAILLIER.ScalMult(ct'[1], D[1][k])

9 forje{2,...,n} do

10: t <= PAILLIER.ScalMult(ct'[j], D[j][k])
11: ans|k] <— PAILLIER.Add(ans|k], t)
12: return ans

13: function PATLLIERPIR.Extract(sk, ans)
14: fork e {1,---,(} do
15: D[k] = PAILLIER.Dec(sk, ans|k])

16: return D

encrypts the scalar a;. An automorphism key, for a given k € Z;, allows the server
to compute the encryption of p(X*) from the encryption of p(X); this is known as an
automorphism. Angel et al. first proposed an oblivious expansion scheme that required
log, N automorphism keys to be sent from the client to the server [ ]. In particu-
lar, they generate automorphism keys for all k = 1+ N/2" for i € [log, N]. Our RLWEPIR
variant uses Angel et al.’s approach to send all log, NV keys from the client to the server.
Since the routing table only has 256 rows, only log, 256 = 8 automorphism keys are re-
quired for RLWEPIR for peer routing. However, since provider routing involves more
rows, more automorphism keys are required.

More recently, de Castro et al. | ] proposed a change in oblivious expansion
which requires only a constant number of automorphism keys. They observe that we
can compute the automorphism for an arbitrary £’ by successively applying the auto-
morphism for a special k, that is, p(XF) = p(X) = p(X*) — p(X¥) — -.-. This
approach would only require the automorphism key for a special £. In practice, no gen-
erator can generate the set {1 + N/2'};cp0e, v C Z3 5. Hence, they choose two elements
in Z3, which can generate the entire set. For our chosen plaintext modulus degree N
(N = 4096, as outlined below), de Castro et al. choose 3 and 1173 as the two generators.
These two elements can be used to obliviously expand any ciphertext, with the least
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Algorithm 19 RLWEPIR: Query function.

1: function RLWEPIR.Query(i) >i € {1,--- ,n}
2 sk, pk <~ RLWE.KGen(1%)

3 forj e {1,2,---[n/N]} do

4: if jx N <i<(j+1)=N then

5: ct[j] <+~ RLWE.Enc(sk, X¢ mod V)
6

7

8

else
ct[j] + RLWE.Enc(sk, 0)

return (sk, (pk, ct))

number of automorphisms. Our RLWEPIR2 variant uses de Castro et al.’s approach
for oblivious expansion, with two automorphism keys.

While de Castro et al.’s approach reduces the number of automorphism keys, it re-
quires repeatedly applying the automorphism a large number of times, and is thus in-
efficient. To find a middle ground, we propose to use three keys instead of just two.
We wish to obliviously expand all possible ciphertexts, with fewer automorphisms. We
conduct an efficient grid search of the space, for our chosen plaintext modulus degree,
while minimizing the objective function stated by de Castro et al., that is, the total num-
ber of automorphisms. We arrive at three generators: namely 3, 5, and 1167. Our RL-
WEPIR3 variant uses three automorphism keys for oblivious expansion.

Security. In all variants of RLWEPIR, we use a polynomial modulus degree of N =
4096 and set the plaintext modulus to p = 40961, thus ensuring that p = 1 mod 2N. For
our BGV scheme, we use two levels, and thus two ciphertext moduli. Our largest cipher-
text modulus ¢ is the product of 54-bit and 55-bit public primes, and thus log,(¢) = 109.
The aforementioned selection of parameters (N = 4096, log,(¢) = 109) ensure correct-
ness and provide 128-bit security for this distribution [ , Pg. 30]. The security
of our protocol follows directly from that of prior work [ ; ]. We note that
generating fewer automorphism keys in RLWEPIR2 and RLWEPIR3 does not affect
the security of the protocol. We parameterize the number of bins for private provider
routing and the PRIVATEWANTHAVE step, based on our value of N for RLWEPIR.
Specifically, we choose to use 4096 bins, given that in RLWEPIR, the client can encode
a query as large as 4096 within one ciphertext with no extra cost.

We prove the correctness and security of our PAILLIERPIR algorithm below. We
then prove that our private provider advertisements algorithm serves as a symmetric
PIR scheme in ??.
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Algorithm 20 RLWEPIR: Response and Extract functions.
1: function RLWEPIR.Response((pk, ct), D)

2: C + H

3: forj €{1,2,---[n/N]} do

4: V Each ct[j] is expanded to N ciphertexts, which are appended to C.

5: Cl(j— 1)« N+1],C[(j — 1) * N + 2] --- C[j * N] < ObliviousExpand(pk, ct[j])
ans < {0}* © Initialize ans to a vector of ¢ zeroes.

6: fork e {1,---,(} do

7: ans[k] < RLWE.ScalMult(C[1], D[1][k])

8: forje{2,...,n}do

9: t < RLWE.ScalMult(C[j], D[j][k])

10 ans|k] < RLWE.Add(anslk], t)

11: return ans

12:

13: function RLWEPIR.Extract(sk, ans)
14: fork € {1,--- ,(} do

15: DIk] = RLWE.Dec(sk, ans|k])
16: return D

4.8.3 Correctness and Security of PAILLIERPIR

We begin with preliminary definitions. We remind the reader of ??, which outlines the
PIR scheme functions Query, Response and Extract. We now define the correctness and
security guarantees for PIR schemes.

Definition 4.8.1 (Correctness of a PIR scheme.). We define a PIR scheme as being correct
if, for any database D = {d;} € D" and any queried index i € [n], the row returned by
the protocol, d*, is identical to the row in the database, d;, with a high probability given
by 1 — 4, for some negligible 6.

(st,qu) < Query(i),
Pr |d; = d*| ans < Response(qu, D), | > 1— 4,
d* < Extract(st, ans)

Definition 4.8.2 (PIR security). For a security parameter A\, we define a PIR scheme as
being secure, if, given a PIR query qu, the probability by which any polynomial-time
adversary A can correctly determine whether the query was constructed from index 7,
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G (A GBR ™ (B)
1:i0,41 € [n] 8 A1) 1: (pk,sk) <8 KGen(1%)
2:b++5{0,1} 2 mg, my < B(1*, pk)
3:st,qu <% Query(ip)  3:b+<4${0,1}
4:b «— A(l/\,qu)
5:returnb = b/ 5:0 « B(1*, pk, ¢)

6:returnb =10

'S

: ¢ < Enc(pk, my)

FIGURE 4.1: The indistinguishability game for security of a PIR scheme (??) is shown on
the left, whereas that for semantic security of a PKE scheme (??) is shown on the right.

or i1, where iy, i; € [n], is bounded by a negligible function of .

Vio, i1 € [n] |Pr[A(1*, qu) = 1: (st,qu) + Query(ip)]
—Pr[A(1*,qu) = 1 : (st,qu) < Query(i1)]| < negl())

This property reflects the privacy of the client in the PIR scheme. We present an
indistinguishability game Gpie"™(A) in ?? to reflect this notion. The adversary sam-
ples two indices (??) and the challenger generates a PIR query for one of these indices
(Lines ??-??). We note that the Query function internally generates a keypair (e.g., ??
in ??), and this key generation step depends on the security parameter \. The adversary
then receives the challenger’s query and guesses the index chosen by the challenger
(Line ??). Implicitly, the adversary has access to the Response function and can choose
arbitrary databases D, and can compute the response ans to the query qu that is supplied

by the challenger.

Based on this indistinguishability game, a PIR scheme consisting of (Query, Response,
Extract) functions is secure, if for any polynomial-time adversary A that is parameter-
ized by A, we have that

AdVER™(A) = |Pr[GRE"™ (A) = 1] — 1/2| < negl(})

We introduce the notion of semantic security of public-key encryption schemes.

Definition 4.8.3 (Semantic security of PKE schemes). For a security parameter A, a
public-key encryption scheme PKE = (KGen, Enc, Dec) is IND-CPA secure, if for any
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polynomial-time adversary B, we have that
AdVER P (B) = [Pr[GER P (B) = 1] — 1/2] < negl(\).

where GH2“P* is defined above.

Proof of correctness for PAILLIERPIR.

Theorem 4.8.1. Let M denote the plaintext modulus of Paillier. For any database D of
sizen x {,ie., D € Z}7*, and any row index i € [n], if

(sk, (s, p, pk)) <= PAILLIERPIR.Query(i) (2?,72?) 4.1)
ans < PAILLIERPIR.Response((s, p, pk), D) (2?,2?) (4.2)
d* < PAILLIERPIR.Extract(sk, ans) (??,??) (4.3)

then d* = Dli].

Proof. Since d* and D[i] are rows (d*, D[i] € Z4,), we will prove that they are identical
for each element, i.e., d*[k] = DJi|[k] for every k € [(]. We observe that the intermedi-
ate ciphertext ct’ that is computed within ?? of our PAILLIER.Response function, simply
encrypts the indicator vector b. In other words, using the additive properties of Paillier,
we see that for every column element j € [n],

PAILLIER.Dec(sk, ct'[7]) (4.4)
= PAILLIER.Dec(sk, PAILLIER.Add(pk, ct[j], p[j])) (4.5)
= PAILLIER.Dec(sk, ct[j]) + p[j] (4.6)
=1+ (b =) =0 (4.7)

where operations are modulo M in the above equations.
Then, considering the PAILLIER.Extract function, we can then reason that for every
row element k € [(],

d*[k] = PAILLIER.Dec(sk, ans[k]) (4.8)
= PAILLIER.Dec(sk, PATLLIER.CAdd(pk, cty, cta, - - - , cty)) (4.9)
where ct; = PAILLIER.ScalMult(pk, ct'[j], D[j][k])
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A B GIND CPA (B)

PKE
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1if Qs j] = L
21 Qls,j] 5 Zipe pk
3 : return Q[s, j] F 1 (pkosk) s PAILLIER.KGen(1%)
1 SLINAE WO> 2: b<+${0,1}
m J1imp < 0,my <1 Cl 3: ¢ < PAILLIER.Enc(pk, m;)
qu 3 ?cthl—; < GENQRY(pk, ¢, ip, i1) . 4: returnb =10
ETRL W

FIGURE 4.2: Black*box reduction from an adversary A against the PIR security of PAIL-
LIERPIR (?? éﬁ&ﬁsec“”ty in ??) to an adversary B against IND-CPA of the Paillier PKE
cryptosystem (?? and GEXE P2 in ??). The GENQRY function, which is used by B to
generate a PAILLIERPIR query for A, is described in ??. O denotes the random oracle
implementing a CSPRNG. We depict queries made by the PIR adversary A to the ran-
dom oracle through dashed lines; A can query this oracle before, during, or after the
execution of GENQRY up to a polynomial number of times in the security parameter \,
that is, up to A = poly(\) times.

Then, through the scalar multiplicative property of Paillier (PAILLIER.Dec(sk,
PAILLIER.ScalMult(ct, o)) = o - PAILLIER.Dec(sk, ct)), we can conclude that:

= D[j][k] - PAILLIER.Dec(sk, ct'[]) (4.10)
=Y D[jl[K] - b; = Dil[K] (4.11)
j=1
where the last equation is due to the definition of the indicator vector (b, = l[j = 1]).
Combining the result for all values of k£ € ||, we observe that d* = Di]. O

Proof of security for PAILLIERPIR.

Theorem 4.8.2. Let Query be as defined in PAILLIERPIR.Query of ??. Modelling the
CSPRNG used within that algorithm as a random oracle, PAILLIERPIR is secure (??)
if PAILLIER is IND-CPA secure (2?).

153



Algorithm 21 GENQRY function used by B to generate a PIR query for A in the black
box reduction in ??2.
1: function GENQRY(pk, ¢, 79, 71)

2 $04${0,1}* >Sampling a seed for the random oracle.
3: fori € [n] do

4: if : = iy then

5: v <— PAILLIER.CSub(PAILLIER.Enc(pk, 1), ¢)

6: else if i = i; then

7: v <— PAILLIER.CAdd(PAILLIER.Enc(pk, 0), c)

8: else

9: v <— PAILLIER.Enc(pk, 0)
10: x <% Zy > Sample a random plaintext.
11: ct < PAILLIER.Sub(v, z) > Mask v by the random plaintext to get ct.
12: pli]
13: if Q[so, 1] # L then
14: Abort > A queried for Q)[sy, ] before B chose s.
15: else
16: Qlso, 1] < ct

17: return (s, p, pk)

Proof. We reduce the security of the PIR scheme to the IND-CPA security of the Paillier
cryptosystem. In particular, for any adversary A attacking the security of PAILLIERPIR,
we construct a new adversary B, that provides an implementation of the random oracle
to A and attacks the IND-CPA security of Paillier. We present a black-box reduction
from A to B in ??. We depict the IND-CPA game at the right of ?? and its adversary B
in the middle of the figure, while the adversary A for the PIR security game is shown
at the left of the figure. We use a random oracle Op to model the CSPRNG used in the
PAILLIERPIR.Query function (Lines ??-?? in ??). In particular, A has access to O, which
is implemented by B. When given a seed s of A bits and an index, the random oracle
checks if its internal table () is set for that seed and index, and if not, it sets this value
to a random Paillier ciphertext. When queried again with the same inputs, Oy always
returns the same ciphertext. We emphasize that .4 can query the random oracle before,
during or after interacting with .

B first requests A to return two indices iy, € [n] for the PIR security game. B
then engages in the IND-CPA game, and obtains the public key pk from the IND-CPA
challenger. B creates two messages such that m, is zero and m; is one, and supplies
them to the IND-CPA challenger, which returns with a Paillier encryption ¢ of m; for
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a random bit b. B generates a PIR query qu through the GENQRY function, using the
public key pk, the ciphertext ¢, as well as the indices i, and ;. (We note that B programs
the random oracle within this function.) Finally, B provides this PIR query to .A, which
returns back with a guess b’ for the bit b. B simply forwards the bit guessed by A to the
IND-CPA challenger.

We now describe the GENQRY function used by B to generate a PIR query for A.
We first sample a seed of A bits for the random oracle (??). We then iterate over all row
indices of the database (??). We construct a ciphertext v, whose value depends on the
row index and the ciphertext c output by the IND-CPA challenger. If the row index is
i, then v is given by the difference between a Paillier encryption of 1 and the ciphertext
c (??). If the row index is 1, then v is given by the sum of c and a Paillier encryption of 0
(??). For all other indices, v is given by the Paillier encryption of 0 (??). We then sample
a plaintext  uniformly at random (??) and then add it to v, in order to get a ciphertext ct
(??). We then set the i-th index of the plaintext vector to the random plaintext = (2?). We
query whether the random oracle is set for the seed s, and the given index i (??). If it is,
then A queried for Q[so, | before B chose sy, and we abort the game (??). If the random
oracle is not set for this seed and index, then we set it to the ciphertext ct. We repeat this
process for all row indices.

B perfectly simulates the Security game to A, as follows. A receives an input of
1%, which is trivially identical in both G223 (A) from ?? and in ?2. A also obtains a
query, which consists of the seed sy, the plaintext p and the public key pk. First, we
note that B chooses the seed sy, uniformly at random (Line ??, ??), and thus, A would
observe identical distribution of the seed, whether it is in the game G325""(A) or with
B as the challenger. Second, the Paillier keypair is generated in the IND-CPA game
(22 in GE{2-CPA(A) in ??) exactly as within the PAILLIERPIR.Query function in the game
G (A) (22, 2?). Thus, A would observe an identical distribution of the public key,
irrespective of whether it is interacting with Gaia"™ (A) or with B, who simply forwards
the public key generated by GE2“PA(A). Third, each plaintext entry in p is selected
uniformly at random from Z),, and is thus indistinguishable to A from that in Line ??
of ??, which is a plaintext selected uniformly at random, and then offset by a constant

(zero or one).

We now show that ct is indistinguishable to A from a ciphertext chosen at random
from Z; .. If the IND-CPA game chose bit b, then since c is set to the Paillier encryption
of my, = b, v will be set to the encryption of 1 for the chosen index i; and to the encryp-
tion of bit 0 for all other indices, based on Lines ??-?? of ??. v = PAILLIER.Enc(pk, b)
will be of the form ¢°7™ mod M?, and based on the definition of PAILLIER.Sub (Line ??,
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Algorithm ??), ct will be of the form gM—=+0) mod Mp-M 1,64 N2, and a ciphertext cho-
sen at random is of the form ¢¥r™ mod M?, and the two follow identical distributions.
In other words, A observes identical distributions of the ciphertexts from the random
oracle, irrespective of whether the random oracle samples the ciphertexts at random
(Line ?? of Op in ??) or whether B programs the oracle (Line ?? in ??). In summary, we
can see that B creates a valid query, which includes the seed s;, a vector of plaintexts
p and a vector of ciphertexts returned by the random oracle. We have shown that each
of the three components of this query are indistinguishable from that generated by the
PAILLIERPIR.Query function (??). While both ¢t and p are drawn from uniform distribu-
tions, when the PIR adversary A adds them together within the PAILLIERPIR.Response
function (Line ??, Algorithm ??), the resulting ciphertext vector should be indistinguish-
able from an encryption of an indicator vector. For the chosen index i, ct will be equal
to PAILLIER.Enc(pk, 1 — ), and for all other indices to PAILLIER.Enc(pk, —x). Thus, the
sum of the vector of ciphertexts and the plaintexts, will simply be an indicator vector
for the chosen index. Importantly, B creates a valid query for index 7, when the IND-
CPA game chooses bit b. So, when A makes a guess b’ for the challenge bit b, then 55 can
simply pass this bit back to the IND-CPA challenger.

The probability that B wins is therefore at least the probability that .A wins minus
the probability that B aborts. As discussed above, B aborts when A queried the random
oracle for Q[s, i] before B chose sy (??). This only occurs when A guesses s, correctly,
which is true with a probability 1/2*. For a security parameter of ), A can only query
the random oracle at most poly(\) times, and thus B aborts with a probability at most
poly())/2*, which is negligible. Thus, the advantages of the two adversaries are related
as follows:

Adve ek (A) < Advi e (B) + poly (1) /2*

PAILLIERPIR

If PAILLIER is IND-CPA secure, then Advp™ . - (A) < negl(}), and thus, PAILLIERPIR

PAILLIERPIR
1s secure. ]

4.8.4 Security of Private Provider Advertisements

We formalize the security requirements and proof for the private provider advertise-
ments protocol (??). The results here also apply to the protocol used for PRIVATEWAN-
THAVE, since the same algorithm is used. We require that this protocol satisfies a sym-
metric property, such that the client only learns the value (provider peer IDs and mul-
tiaddresses) for a CID that they know, and does not learn the value for any CIDs that
they do not know. We outline a security game in ?? that demonstrates that an adversary
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Algorithm 22 Indistinguishability game G; for symmetric PIR for Private Provider Ad-
vertisements.

1: function G;(A, 1%)

2. T+ A(1") ».Aruns PRIVATEPROVIDERADVERTISEMENTPREPROCESS.

3: v Each list L;, consists of s provider peers and their multiaddresses; A is also free
to choose s = poly(\) arbitrarily.
4: Lo, L <+ A
5: b+<+${0,1} v Challenger samples a bit.
6: {mi,mg,--- ,ms} <= L, > Challenger picks one of the two lists.
7: v < 0 > v represents the size of the largest binin 7.
8: fori e {1,2,---,s} do > Challenger processes each m;.
9: c; <5 {0,1}* >Sample a random CID of length L = 256 bits.
10: V Note that Lines ??-?? are identical to Lines ??-?? of the PRIVATEPROVIDER-
ADVERTISEMENTPREPROCESS function in Algorithm ??.
11: J < c[: log, B] > Compute bin index using the CID prefix.
12: k; <— KDF(¢;[: L —log, B]) © Derive a key using the suffix of the CID.
13: U < SE.Enc(k;, m;) > Encrypt provider peers’ multiaddresses under ;.
14: T[j] < T[j]U ¥ > Add the ciphertext multiaddresses into the j-th bin of 7.
15: if |T'[j]| > v then > T'[j] has more ciphertexts than the biggest bin so far.
16: v+ |T[j]|
17: for 5 € {1,2,--- B} do » Iterate through each bin.
18: PADBIN(T'[8],v) »Pad T'[f] to have exactly v SE ciphertexts.
19: b «— A(T)
20: return b = V/

A that does not know a CID cannot retrieve the values for that CID. Importantly, even
if the adversary were to insert values for a set of CIDs that it does know, and crafts ma-
licious values for the set of CIDs that it does not know and supplies these values to the
challenger, we show that knowledge of the CIDs for the first set does not help the ad-
versary in learning the values for the second set. We also highlight that our game does
not depend on the PIR scheme at all; in fact, we use a trivial PIR scheme to demonstrate
that any leakage of the payload through the PIR scheme is irrelevant and eliminated
through the symmetric encryption scheme.

We present our security game G, in ??. The adversary supplies the challenger with
a preliminary table 7' (Line ??). It may do so by creating a provider store P and
preprocessing it through the PRIVATEPROVIDERADVERTISEMENTPREPROCESS function
(Lines ??-2? of ??) or by any other means. The adversary thus has full control over
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the CIDs, their provider peers’ IDs and these peers’ multiaddresses, and in particular,
can choose how the (joined) provider advertisements are symmetrically encrypted and
binned in 7". The adversary creates two lists: Lj and L, that consist of up to s provider
peer IDs and their multiaddresses, namely {m, - - - ,m,}, while excluding the CIDs. The
adversary may create these lists by going through Lines ??-?? of Algorithm ?? or by any
other means; the respective CIDs for each provider peer ID are irrelevant. The adversary
then supplies these lists to the challenger (Line ??). The challenger picks a bit b at ran-
dom (Line ??) and the corresponding list (Line ??). We denote the maximum size of any
bin in 7', including any padding elements, by v. The challenger generates s = |L;| CIDs
at random from the CID space (Line ??). The challenger then determines the bin index
that each CID ¢; should be placed in (Line ??), derives a key from a suffix of the CID,
of length L — log,(B) bits, through a KDF (Line ??), and symmetrically encrypts each
joined provider advertisement m;, which was supplied by the adversary, using this key
(Line ??). The challenger then places the ciphertext into the appropriate bin of the table
T (Line ??), which was also supplied by the adversary. The challenger also pads each
bin, ensuring that each bin has a total of v elements (Lines ??-??) The challenger then
simply returns the resulting table to the adversary; in this step, we effectively model a
trivial PIR scheme, which supplies at least as much information to A as any other PIR
scheme. The adversary must then guess the bit b; that is, the adversary must determine
whether the resulting table was constructed using L, or L, (Lines ??-2?).

Theorem 4.8.3. Let the PRIVATEPROVIDERADVERTISEMENTPREPROCESS function
(PPAP) be defined as in ??. For an adversary A against this function, as defined in
the game G, in ??, we give algorithms B,, B, such that:

AAVIETEE (A) < AdVERR(By) + poly() - Adv™ P (53

where KDF refers to the key derivation function (Line ??), and SE refers to the symmetric
encryption scheme (Line ??), used in PPAP.

Proof. We proceed with a sequence of games. In G,, the challenger uses a truly random
function in place of the KDF (Line ??, ??) to encrypt the CIDs that it randomly generates.
This replaces the key k; that was derived from each CID ¢; (k; = KDF(¢;[: L —log,(B)])),
with a random value £ of the same length. We require the CIDs to be sufficiently long
in comparison to the security parameter (L — log,(B) > \); this condition is satisfied
when L > 2)\. Consider an adversary B; who follows a game to attack the security of
the pseudorandom function used in the KDF [ , Definition 7], that is, B, attempts
to distinguish the output of a KDF from a truly random string. We denote the advantage
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of this adversary by Advi=(B;). We can then bound the difference in the advantage of

Ain G; and in Gy, by the aforementioned advantage term, as follows:
AV () — AVERELS (A)] < AWEEE(B,)

Next, in G, the challenger replaces the input of SE.Enc (Line ??, ??), which was the
value m; provided by the adversary, with a random value m; of the same length. We
need s = poly(\) game hop steps in order to change all m; to m;. Expecting the adver-
sary to distinguish between the ciphertexts generated under the randomly sampled key
k? for the messages m; and m; is equivalent to the IND-CPA game for the symmetric
encryption scheme. Consider an adversary B, in the IND-CPA security game for the
symmetric encryption scheme. Then, we can bound this hop by the advantage of 5;
against the IND-CPA security of SE.Enc, which is denoted by Advey" " (1,):

ADVERTE (A) — AVRRFE (A)] < poly(\) - Advge™ (8y)

Now, the response 7" returned to .A does not depend on L, at all. Hence, A has no
greater advantage than by guessing the challenge bit b and Advissc.”(A) = 0. This
concludes the proof. We note that the key commitment property, which was discussed
in ??, is not required for our proof to hold; that property is simply required for the client

to be able to correctly determine whether a decryption of a ciphertext is valid. O

4.9 Implementation and Privacy Engineering

We now describe our implementation from the lens of integrating a PET, namely
Peer2PIR, which realizes the MINIMIZE and HIDE privacy design strategies, into a back-
end web architecture, namely the IPFS distributed file system. We first outline the IPFS
architecture and then describe our implementation. IPFS follows a modular architecture
and consists of libraries for different functionalities. Each library is often implemented
in multiple languages; we focus on implementations in Golang. IPFS includes a core
library, namely LibP2P, that implements the Kademlia DHT and routing table. This li-
brary provides an interface over the RT; peers can add other peers to the RT, as well as
retrieve the peers closest to a given peer ID from the RT. IPFS provides its peer rout-
ing and provider routing algorithms in its Zikade library. This library enables peers to
communicate with each other using Protobufs [ ]. It maintains data structures for
both functionalities, including an address book that maps peer IDs to multiaddresses
(??) and a provider store that maps CIDs to their providers (??). In particular, when a
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client wishes to find peer IDs of providers for a CID, the Zikade library constructs a
provider routing query with that CID as input, along with a peer routing query with
the hash of the CID. Similarly, once a client has found a provider peer ID, and wishes to
find the provider’s multiaddress, this library constructs a peer routing query with that
provider peer ID as the input. This library also implements server-side logic to handle
each query. It uses the LibP2P library to interface with the RT for peer routing.

First, we implement our normalization algorithm (??) as an extension of the LibP2P
Golang library. Second, we implement PAILLIERPIR (Algorithms ??, ??) and RLWEPIR
(Algorithms ??, 2?) for peer and provider routing within the Zikade library. Third, we
develop a benchmark to evaluate existing PIR protocols for content retrieval. In our
extension of the LibP2P and Zikade libraries, we used existing tests and tooling to de-
termine where and how to integrate our PET within an existing codebase, as we describe
below. In this process, we also identified two challenges, namely, anticipating different
types of preprocessing required for PETs, and dealing with randomization introduced
by PETs. Finally, we seek two properties for our implementation, namely, backwards
compatibility with non-private versions and interoperability across PETs implementa-
tions. We contextualize these two properties within the IPFS setting, and describe how
we achieve them below. Our discussion may also apply to other problems where the
goal is to integrate PETs, such as differential privacy or multi-party computation, into
an existing non-private codebase.

Start with tests and observability tools. The LibP2P and Zikade Golang libraries in-
cluded unit and end-to-end tests. We executed these tests and simultaneously captured
data flows by using observability tools such as distributed tracing. Distributed tracing
(DT) enables the flow of data through different functions and consequently, identify
misbehaving functions [ ]. Popular distributed tracing implementations include
OpenTelemetry [ ], Jaeger [ ] and Zipkin [ ]. Similar to flame graphs
used to profile performance [ ], distributed tracing outputs traces for each top-level
function invocation. Each trace forms a tree of spans [ ], with a span describing
a function call.

Traces generated by tests for a given top-level function will quickly reveal the set of
functions that are used to implement that feature. In particular, we will be able to track
how private information is used by these functions. Typically, each function that uses
the private information in such a trace will need to be re-implemented privately.

Non-private and private implementations of the same interface may need to coexist
in a codebase, potentially for backwards compatibility reasons as we discuss below.
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Thus, after implementing these functions privately, distributed tracing can help ensure
that the correct (private or non-private) implementation is being called. For instance,
when a client peer begins a peer routing process to find a target peer ID, it first consults
its own routing table to find other peers to contact. This first lookup should continue
with the full target peer ID. However, whenever a server peer receives a query from a
client peer, we arrange for our private implementation to be called, and we confirm that
this is the case through distributed tracing.

Moreover, if any of the newly implemented functions are also present in traces of
tests for other features, then these features could also be impacted by integrating the pri-
vate implementation. So, performing end-to-end tests and analyzing their traces allows
us to identify cross-feature interactions that would be relevant when re-implementing
the above set of functions. As an example of an expected cross-feature interaction, we
find that our private peer routing algorithm is also invoked during provider routing,
with the hash of the CID whose provider we want to find as input; this is expected, as
discussed in ??.

Preprocessing data structures. PETs researchers often focus on cryptographic prepro-
cessing operations that the PET itself requires. For instance, when a new row is added to
a table, PIR schemes require re-encoding that row before PIR queries can be answered.
In practice, other non-cryptographic operations may also be required when integrating
PETs into real-world codebases, since the data structures in the non-private codebase
often differ from the model used in PETs. Apart from analyzing traces, we drew a data
flow diagram for the non-private codebase. Consequently, we determined that when
answering a peer routing query non-privately, the server first looks up a routing ta-
ble with peer IDs and then looks up an address store for multiaddresses, as discussed
in ??. We note that PIR papers assume that queries are conducted over one table. Our
data flow diagram revealed that we needed to gather data from multiple tables into a
single table for PIR. Specifically, we join the routing table with the address book for pri-
vate peer routing (??), and we join the provider store with the address book for private
provider routing (??). We thus highlight that both cryptographic and non-cryptographic
preprocessing operations are required when integrating PETs. Developing a data flow
diagram of the non-private codebase may help privacy engineers in identifying non-
cryptographic preprocessing operations.

Dealing with randomization when sending queries or receiving responses. Current
IPFS implementations expect the client to send the same message to each server in its
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path to the target, for peer and provider routing. However, the private versions of these
functionalities require that the client send a different message to each server peer. In
particular, these messages are homomorphically encrypted ciphertexts, corresponding
to the PIR query. In both private peer and provider routing, different ciphertexts are sent
to each server peer. In private peer routing, even the plaintext for each peer is different,
since it is the target peer’s CPL with each server peer. In private provider routing, the
prefix of the CID serves as the plaintext, and thus the plaintext is identical for different
server peers. Nevertheless, since homorphic encryption schemes are randomized and
not deterministic, different ciphertexts are sent to each peer within private provider
routing.

Engineering this change in IPFS required appropriately abstracting all client-side
logic for sending and receiving messages, and executing it through callbacks. The call-
backs would derive a ciphertext from the non-private message (target peer ID or target
CID) for each server peer; they would be executed just before, and instead of, transmit-
ting the non-private message.

Many PETs inherently involve randomization; for instance, through encryption or
differential privacy. For example, in the case of differential privacy, query responses
may be randomized every time. Consequently, in the private implementation of a given
top-level feature, the sender might send different, randomized messages to different
recipients. As such, this discrepancy may arise in both centralized (client-server) or
distributed (peer-to-peer) architectures. It may be challenging to send different queries
(or responses) to different recipients, when the non-private implementation does not
expect such behaviour, as exemplified above in the case of IPFS. In general, addressing
such problems may require significant redesign to avoid code smell [ , Table 2].

Backwards compatibility with non-private versions. In general, backwards compat-
ibility enables gradual deployment of private implementations as peers gradually up-
date their code. While a peer using an older version and one using a newer version
would only be able to communicate using a non-private implementation, pairs of peers
who use the newer versions should communicate using the private implementation by
default. Consequently, they will be able to obtain the full privacy guarantees of our
work for those messages.

We achieved backward compatibility with non-private versions through careful in-
tegration with interface definition languages such as Protobufs [ I. Specifically, we
did not alter the non-private versions of peer or provider routing, instead, we used a dif-
ferent Protobuf message to signal that the client uses the private version. This allowed
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us to test both private and non-private versions simultaneously for correctness.

We highlight that PETs for peer-to-peer networks should not only be backwards
compatible at a protocol level, but also from the perspective of being able to handle
data that is already stored in the network. In particular, backwards compatible PETs
in a distributed setting should not require existing content to be republished. Within
our threat model and our design, we do not modify how peers insert existing content,
including provider advertisements and content blocks, into the distributed file system.
As an example of a violation of this property, we observe that Michel’s double hashing
approach [ 1, which we discussed in ??, requires republishing existing content on
IPFS.

Interoperability across PET implementations. During our prototyping stage, we
want to be able to integrate different implementations of a PET into our system. We de-
sign our private interfaces to be sufficiently generic so that we can instantiate different
PIR schemes, such as PAILLIERPIR and RLWEPIR, under them. While benchmarking
existing PIR protocols for content retrieval, we find that some PIR implementations, out
of the ones we analyzed in ??, were difficult to benchmark due to two reasons. First, they
were difficult to build due to outdated dependencies. Second, they did not allow easily
changing parameters such as the payload sizes. We consider these issues in the broader
context of a surge of interest in Artifact Evaluation (AE), within the security and pri-
vacy field in particular [ ], as well as computer science in general [ ]. The
artifact evaluation process proceeds as follows. Artifacts of scientific papers are evalu-
ated for one or more badges, depending on whether the source code has a license and
can be accessed publicly (“Availability”), whether this source code can be built and run
without errors (“Functionality”), and whether the output of the execution, including
figures and tables, can be used to reproduce the results from the paper (“Reproducibil-
ity”) [ ]. Open-source repositories containing artifacts that have been evaluated by
AE committees have been found to be under active development and garner interest
after the artifact evaluation [ ]. This leads us to reason that it is possible to ad-
dress the aforementioned issues effectively through AE, such as by directing authors to
set up tooling that automatically updates package dependency versions, and ensuring
that the artifact is functional for a range of inputs. Apart from a well-funded, systemic
focus on research artifact quality through artifact evaluation, we concur with Fischer
et al.’s user study [ ] in that standardization may initiate a drive to build robust
PETs in academia, which can then be easily integrated by the industry.
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Relation to research statement. In summary, we describe our process for, and chal-
lenges in, integrating our PET, namely Peer2PIR, within an existing codebase, namely
IPFS. We outline how tests and distributed tracing can be used to identify what modules
and functions of the codebase need to be modified to integrate the PET. We also discuss
the needs for non-private and private implementations to coexist. We illustrate that
integrating PETs may require handling both cryptographic and non-cryptographic pre-
processing operations. We demonstrate that while a non-private implementation may
only involve deterministic messages between entities, PETs often involve randomiza-
tion, such as in the form of randomized encryption, and dealing with this randomiza-
tion is non-trivial. We also emphasize that backwards compatibility within distributed
file systems is not limited to the messages sent by older, outdated peers, but also entails
prior content published by peers. Finally, we find that PIR implementations were not
interoperable, and discuss how this can be addressed through the process of artifact
evaluation.

410 Evaluation

Experimental setup. We evaluate the total communication cost and the server-side

routing experiments on an AMD Ryzen 9 7900X with 12 cores and 32 GB RAM, whereas
our content retrieval experiment was run on an AMD EPYC 7302 with 16 cores and 6 TB
RAM. We report averages and standard deviations over NV = 10 runs.

The Runtime metric denotes the server-side runtime to process a single private query
in each use case. We selectively parallelized our bottlenecks for peer and provider rout-
ing to minimize runtimes. For our RLWEPIR schemes, it also includes the time to per-
form oblivious expansion. Client-side runtime is typically small in comparison to the
server-side runtime. The Communication metric denotes the total round-trip network
cost of one private query. For peer routing, we evaluate overheads only for a single
“hop” in the iterative routing process; in a complete lookup, the client would ultimately
contact a given target peer ID by querying closer server peers in each hop.

We hypothesize the following and examine the validity of these hypotheses in all
three of our use cases:

H1 In order of increasing communication cost, we expect PAILLIERPIR followed by
RLWEPIR2, RLWEPIR3, and RLWEPIR. As the number of automorphism keys
sent increases, the communication cost of our RLWEPIR schemes should increase.

H2 In order of increasing server runtimes, we expect RLWEPIR followed by RL-
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FIGURE 4.3: Communication and runtime overheads for private peer routing as a func-
tion of the number of rows in the normalized RT. Error bars are shown for the runtime
plot. Note the logarithmic scale on the y-axes for both plots.

WEPIR3, RLWEPIR2 and PAILLIERPIR. We expect RLWEPIR?2 to be slower than
RLWEPIRS3 since the server would have one fewer automorphism key and must
perform additional automorphisms.

Private peer routing (????). As discussed in ??, in this use case we query a routing
table of up to 256 rows with 1.5 KB entries. We recall from ?? that existing PIR schemes
outlined in ?? are designed for large payloads. We thus only evaluate our PAILLIERPIR
as well as our RLWEPIR, RLWEPIR2 and RLWEPIR3 schemes for the peer routing

and provider advertisements use cases.

All hypotheses hold across the communication and computation cost plots for peer
routing. In order of increasing communication cost, we find PAILLIERPIR followed by
RLWEPIR2, RLWEPIR3, and RLWEPIR; thus ?? holds. Increasing the number of auto-
morphism keys sent increases the communication cost across the latter three schemes,
as expected. Second, each of our new PIR algorithms has a constant communication
overhead, even as the number of rows increases. This is because the client issues its
query assuming the worst case scenario: that the server’s RT has 256 buckets. Third,
we analyze and plot the communication overhead when the server sends the entire nor-
malized RT, in the TRIVIALPIR plot. PAILLIERPIR sends less data than TRIVIALPIR as
long as the normalized RT has more than approximately 64 rows. We recall that normal-
izing the RT involves filling buckets with IDs and multiaddresses of peers from other
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buckets, and thus the original RT is even smaller than the normalized RT. Nevertheless,
sending the entire RT, in either its original or normalized forms, increases the risk of
eclipse attacks, and is thus unsuitable for our threat model.

Finally, we find that RLWEPIR has the smallest server runtime, followed by RL-
WEPIR3, RLWEPIR2, and PAILLIERPIR, validating ??. Our RLWEPIR3 and RL-
WEPIR2 schemes are bottlenecked by the oblivious expansion step; decreasing the num-
ber of automorphism keys requires the server to perform additional automorphisms,
which increases the server runtime. Our PAILLIERPIR scheme scales poorly with in-
creasing number of rows, as expected. We recommend RLWEPIRS3 for this use case, as
it provides the best communication—computation tradeoff for our goal.

Private Provider Advertisements (????). We evaluate PIR protocols for the private
provider advertisement use case (??). We randomly generate a table with the desired
number of bins; this table corresponds to the output of the binning and symmetric en-
cryption steps. As such, we expect the binning and symmetric encryption steps to incur
minimal latency, as we discuss in Section ??. We use 4096 bins for our RLWE-based
protocols, since the client can encode a query as large as the polynomial modulus de-
gree N = 4096 within one RLWE ciphertext with no extra cost. We use 256 bins for
PAILLIERPIR. These bins store increasing numbers of provider advertisements, varying
from 8 k-192 k. We conservatively overestimate the size of each provider advertisement
to 100 B. Thus, our provider advertisement store is between 800 kB-18.75 GB.

We again observe that hypotheses ?? and ?? hold from ?? and ?? respectively. First,
we note that the communication costs and runtimes of our RLWE schemes are in the
form of a step function over the number of provider advertisements; these overheads
increase sharply at approximately 40k and 140k advertisements. As bins fill with more
provider advertisements, the server needs to compute additional ciphertexts to encode
a bin in a PIR response, resulting in the sharp increases in both overheads. Second, we
note that the communication cost of PAILLIERPIR increases linearly with the number of
provider advertisements. The number of rows (bins) for PAILLIERPIR, and thus the size
of the PIR query, is identical to the peer routing case. As we increase the size of each row,
the size of the PIR query remains constant, whereas the size of the PIR response increases
linearly, and thus the total communication cost increases linearly. PAILLIERPIR is an
order of magnitude slower than RLWEPIR, taking between 0.5-6 minutes, which is
consistent with existing results [ ]. Thus, we do not plot its runtime in ??, and do
not recommend it for this use case. Finally, we consider a trivial symmetric PIR protocol,
namely TRIVIALSPIR, which is discussed in Section ??); this protocol quickly exceeds

166



a 15f ] E E
F 1 1.5 F =
= : i .
£ 15 | © i 1
A N pe— R ;
8 r ] g 1: .
E B i -E EME
=) I 1 = I i
g 05) 1 M 05) g
S . ] - g
o] [ B . B
@) B // ] - ]
C | | | | ] L | | | | | | 1

| |
0
8k 40k 80k 120k 160k 200k 8k 40k 80k 120k 160k 200k
Number of provider advertisements =~ Number of provider advertisements

??
FIGURE 4.4: Communication and runtime overheads for private provider advertise-
ments as a function of the number of provider advertisements. Error bars are shown for
the runtime plot.

the communication costs of our RLWEPIR and PAILLIERPIR protocols. In conclusion,
comparing the variants of RLWEPIR, we again recommend using RLWEPIR3.

Our recommendation also extends to the PRIVATEWANTHAVE step (??). We recall
that the PRIVATEWANTHAVE step also uses ??, but involves marginally smaller pay-
loads, namely list indices instead of peers” multiaddresses, as discussed in ??. Thus,
this step would incur marginally smaller communication and computation overheads
as compared to those in ???? respectively.

Private Content Retreival (????). Finally, we examine the case for large content blocks
sent during the PRIVATEBLOCK step. In the PRIVATEWANTHAVE step, the server will
output the protocol to use for the PRIVATEBLOCK step. So, we recommend two differ-
ent protocols for this use case: one for a lightweight server with few content blocks and
one for a heavyweight server with more content blocks. PAILLIERPIR and RLWEPIR
have been designed for the peer routing and provider advertisement use cases and pro-
vide a poor communication—computation tradeoff for this case. Thus, we exclude these
options and compare the remaining options from ?? for this step.

Since implementations of some of these schemes do not support a 256 KB payload,
we extrapolate communication and computation overheads by multiplying the over-
heads for the largest supported payload size by the number of plaintexts required to
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send a 256 KB payload. We run these implementations as-is, and do not optimize or
parallelize them. We use the SpiralStreamPack variant of Spiral [ ], as it is opti-
mized for large payloads.

tween 0.4-20s) for the ranges of database sizes that we consider, while incurring a high
communication overhead. SealPIR has almost half as much communication overhead
as Spiral, and is at least an order of magnitude slower. At the other extreme of the
communication-computation tradeoff, FastPIR has the lowest communication over-
head until 100,000 blocks, and this overhead then scales linearly for larger databases.
FastPIR is noticeably slower than other protocols until 10,000 blocks.

We thus recommend Spiral for the PRIVATEBLOCK step in Bitswap, due to its sig-
nificantly lower computation overhead. Alternately, to reduce communication costs,
lightweight peers that hold less than 10,000 blocks may opt for FastPIR, whereas heavy-
weight peers can opt for SealPIR. Since heavyweight peers are typically backed by large
organizations [ ], it is reasonable that they may procure servers to reduce run-
times as required. As discussed in ??, the client can include multiple content identifiers
within one PIR query and the server can include multiple content blocks within one
PIR response. This reduces multiple round trips between a client and a server, when
the latter stores multiple content blocks of the same file. In particular, the client only
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needs to send their public key once, and this public key can be reused by the server to
process multiple PIR queries. Thus, the communication cost of sending a large public
key (13 MB for Spiral) can be amortized across multiple PIR queries.

4.11 End-to-end latency and churn analysis

In ??, we evaluated the efficiency of our private algorithms for our use cases, consider-
ing only a single “hop” or round trip between a client and a server peer. In this section,
we analyze the end-to-end latency for each use case, extrapolating from our evaluation.
We also evaluate the impact of churn on our private algorithms.

4.11.1 End-to-end latency analysis

We summarize the four steps that a client engages in, in order to retrieve a content block
with a given CID. In the first step, the client opportunistically searches for the content
block, by running the WANTHAVE step in parallel among its neighbours. The total com-
putational latency for our private counterpart, namely the PRIVATEWANTHAVE step,
would be similar to that in ??. The client proceeds only if the first step fails, which is
common in practice. In the second step, the client determines the peer IDs of providers
of that block by simultaneously running peer and provider routing queries. As we de-
scribe below, these queries are crafted such that the peer routing query ultimately leads
the client to a peer who will be able to answer the provider routing query successfully. In
the third step, the client finds the provider peer’s multiaddress, by running another peer
routing query for peers closest to the provider peer ID. In the final step, the client runs
both WANTHAVE and BLOCK steps of the Bitswap protocol with the provider peer. We
represent the network round trip time (RTT) for hop i by 7;. The end-to-end latency of
the third step is thus given by the end-to-end latency of the peer routing query, whereas
that of the second step is given by the end-to-end latency of peer and provider routing
queries run simultaneously. We first analyze the simpler case, namely the end-to-end
latency for a peer routing query, and then compute the end-to-end latencies of simulta-
neous peer and provider routing queries, relating these latencies to that of the second
and third steps. Finally, we analyze the end-to-end latency of the final step.

For peer routing, each hop, which takes the client closer to the target peer ID, is
sequential, whereas the client contacts up to k peers in parallel within one hop. Thus,
the total server-side computational latency for private peer routing would be the path
length multiplied by the latency for one hop (=~ 60 ms from ??). The client’s overheads to
compute the PIR query and process the PIR response for each hop would also similarly
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scale with the path length. Our path length does not increase over standard IPFS in
practice (??). For an IPFS network of size n = 200,000 [ ], the average path
length in Kademlia is log,(n) = 17.6 [ ], and so, the total server-side computational
latency of a private peer routing query would be ~ 1s. The client would experience
this latency for the third step, namely when running a peer routing query to learn the
multiaddress of a provider peer. The client would also incur this latency for the second
step, that is, in order to reach a peer that has a provider advertisement; however, as we
outline below, the end-to-end latency for the second step is upper bounded by that of
the provider routing query, rather than the peer routing query.

In the second step, the client determines the peer IDs of providers of a block with
CID c as follows. The client runs a peer routing query for peers closest to Hash(c) and si-
multaneously, runs a provider routing query for providers for c. Here, the peer routing
query reveals whether the queried peer knows (the IDs and multiaddresses of) peers
who may host a provider advertisement for that CID. The provider routing query re-
veals whether the queried peer knows a provider for that CID. From ????, we observe
that provider routing takes longer (¢, ~ 600-900 ms) than peer routing (¢; ~ 60ms). At
the end of a single hop, through the peer routing query response, which is obtained at
t = t; + 7, the client would know the IDs and multiaddresses of peers who are more
likely to have the provider advertisement for c than the server. Nevertheless, the client
will not know whether the server itself stores the provider advertisement for ¢ until it
obtains the provider routing response, which is obtained at ¢ = ¢, + 7;. Instead of wait-
ing (=~ 540-840 ms) for a private provider routing response for each hop, the client can
proceed with the next hop of the private peer and provider routing queries. This design
decision avoids bottlenecking the computational latency for each hop to the latency of
the slower query, namely the private provider routing query, at the cost of redundantly
querying other peers in case the client would have found a provider in a previous hop.
The end-to-end latency includes both the total computational latency and the network
round trip time (RTT) for each hop. The end-to-end latency 7" to find a provider peer ID
would then be given by:

1
T = 10g2 (n) . tl -+ Esz(n)’?'z + HlaX(Ti) + t2
—— —— N——
Peer routing Network RTT ~ Provider routing

We note that waiting for the provider peer response for each hop would result in a larger
end-to-end latency 7"

T' = logy(n) - max(ty,ty) + Ziozgf(n)n

-~

Peer & provider routing Network RTT
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For content retrieval, each file is decomposed into a Merkle DAG of content blocks
(22, [ ; ])- The height of this DAG is logarithmic in the file size, and it bounds
the number of sequential retrievals for which the latency of our private content retrieval
algorithm may accumulate. All blocks within the same level of the tree can be fetched
in parallel from the same or different provider servers.

4.11.2 Churn analysis

We consider two types of churn in the network: node churn, namely when a peer enters
or leaves the network, and content churn, namely when a provider adds or removes a
content block from the network. Trautwein et al. | ] empirically evaluate node
and content churn in IPFS. They find that most peers are online for less than 8 hours;
few peers are long-lived.’ In a separate study, based on the rate at which provider ad-
vertisements are updated, Trautwein observes that up to half of the advertised content
blocks are advertised for at most one day, which stems from the default provider adver-
tisement expiry period of a day [ ]. Less than half of the remaining content blocks
are advertised for at most two days and so on, leading to a heavy-tail distribution of the
content churn rate for provider advertisements and content blocks.

We outline which of these churn rates are applicable to each of our algorithms, and
describe how they are impacted. In particular, we show that each algorithm succeeds
under the applicable churn rate, and we analyze whether it would incur a higher latency
under churn. At a high level, we argue that the latencies of each of our three private
algorithms are negligible in comparison to the rate of the applicable churns. Conse-
quently, the likelihood that our algorithms will fail a client peer in reaching a target
peer or in retrieving a target CID, due to churn, would be similar to that in the current
IPFS deployment.

Private peer routing. Peer routing algorithms can be impacted by node churn, but not
by content churn. There can be three potential types of consequences of node churn.
First, as peers join the network, the routing table at each server peer may update; we
discuss below why our private peer routing algorithm would not experience higher la-
tency, at each such peer, than without node churn. Second, as peers leave the network,
some of them may have been in path to the target peer; this does not impact the conver-
gence of our private peer routing algorithm, as we describe below.

STrautwein et al.’s CDF of node uptimes [ , Fig. 8] approximates a Pareto distribution, which
is heavy-tailed. This corroborates Maymounkov and Maziéres’ finding in their original Kademlia paper
that peers who are online for « hours are more likely to stay online for = + 1 hours [ , Section 2.1].
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Regarding the first point, despite the fact that node churn is high, we observe that
routing tables are not updated as frequently. This is due to the fact that Kademlia
favours retaining long-lived nodes in its routing table [ , Section 2.1]. Neverthe-
less, even if peers are added to the routing table, we note that re-normalizing it involves
no cryptographic operations and thus has negligible impact on the latency incurred by
one server peer. In other words, we expect that the latency of our private peer routing
algorithm, under churn, would be close to that without churn, which is depicted in ??.

For the second point, we observe that the original peer routing algorithm has specif-
ically been designed to handle high churn. In particular, Maymounkov and Maziéres’
original proof of convergence relies on choosing a sufficiently high k such that the like-
lihood of k peers all being offline at the same time is negligible [ , Section 3]. Sim-
ilarly, Trautwein et al. argue that their choice of a high value for £, namely £ = 20,
accounts for short-lived peers, such that storing % peers in each bucket in the routing
table leads to reasonably low number of hops to discover peers [ , Section 5.3].
As long as the original peer routing algorithm converges, we show through our proof
of convergence (??) that our private peer routing algorithm converges with at most a
constant number of additional hops. We estimate above that our peer routing algo-
rithm would add an overhead of approximately 1s to the end-to-end latency; this is
negligible in comparison to the node churn rate, so the likelihood of a node leaving the
network by the time a lookup is done, would be similar in both private and non-private
cases.

Private provider routing. Our provider routing algorithm can be impacted by node
churn, as the peers storing the advertisement leave the network. It can also be impacted
by content churn, as the advertisements themselves expire in a day, by default, and new
advertisements are inserted. We argued above that our private peer routing algorithm is
resilient to node churn; the same argument applies for finding provider peers privately.
Regarding content churn, a new provider advertisement is processed through four main
steps: it is joined with the address book, then the result is symmetrically encrypted, and
then binned through cryptographic hashing, and the bin is then re-encoded for PIR. The
first step is a non-cryptographic operation while the next two steps involve commonly
used, efficient cryptographic operations; thus, we expect the first three steps to incur
negligible latency.

The runtime to encode one bin scales with the number of plaintexts that need to
be formed, which is proportional to the size of the largest bin. So, when a provider
advertisement is added to the largest bin, other bins will also need to be re-encoded.
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We observe that different bins can be encoded in parallel, that is, each plaintext for a
bin can be encoded in parallel. However, in most cases, we will only need to re-encode
the bin into which the provider advertisement is placed. In this case, since we append
the provider advertisement to the bin, adding one provider advertisement can result in
at most a constant number of new plaintexts, and thus, incur a constant overhead. So,
we expect that the latency of private provider routing under node churn can be made
as close as possible to ??, potentially with sufficient parallelization of the encoding step.

Private content retrieval. Our content retrieval algorithm incurs a non-negligibly high
latency (order of minutes) over the baseline non-private content retrieval algorithm.
Nevertheless, we note that this latency is still very small in comparison to the content
churn rate. Thus, we can safely conclude that there would be sufficient time between
successive updates to the content store to re-encode the table for PIR schemes. Again,
as was the case with the provider advertisement store for provider routing, this re-
encoding step can be parallelized.

412 Conclusion

We address the problem of a peer privately retrieving content and routing information
from other peers within IPFS. We provide three scalable algorithms to enable a peer to
privately retrieve routes to another peer, to discover peers providing desired content,
and to fetch this content from these peers. We integrate our algorithms within the IPFS
design, ensuring that they handle constraints unique to it. We minimize the amount of
information exposed to peers while they act as a server and answer other peers’ queries,
and thus we realize Hoepman’s MINIMIZE strategy. Specifically, the aforementioned al-
gorithms cumulatively hide who a peer is trying to contact, and which content a peer
is trying to retrieve. Our algorithms rely on private information retrieval protocols, and
so we systematically analyze how recent protocols can handle the three aforementioned
problems. We propose two CPIR protocols that combine techniques from cryptographic
folklore and address a gap in the design space. In doing so, we operationalize the HIDE
strategy for distributed hash tables. Additionally, we evaluate the correctness and run-
time overheads of our algorithms. We also highlight privacy engineering takeaways
that can be applied to the integration of PETs into distributed architectures.
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Chapter 5

Prose

Modern back-end software stacks are often implemented in the form of a distributed
architecture consisting of microservices. Although recent work [ ; ] ad-
dresses security challenges such as authorization and auditing for such architectures,
privacy challenges such as data minimization are yet to be addressed. To demonstrate
compliance with privacy legislation, privacy engineers need to integrate privacy design
strategies into their software development lifecycle. To this end, we build Prose, a Pri-
vacy Observability and Enforcement framework. We provide a privacy policy workflow
for privacy engineers to effectively realize Hoepman’s MINIMIZE strategy (??) across a
large architecture of microservices. Our framework extends existing observability tools
to derive dynamic profiles of each service, and efficiently composes them to arrive at a
system-wide privacy profile. Thus, Prose informs privacy engineers of the data process-
ing practices of their back-end system that consists of microservices. Privacy engineers
can use our privacy profiles to populate conventional privacy policies, in order to en-
sure that the policy text reflects the back-end code. Thus, Prose can be used to realize the
INFORM strategy. Additionally, Prose enables privacy engineers to iteratively prototype
target privacy policies of varying strictness, with an eye towards data minimization.
Our framework detects whenever a service profile violates a target privacy policy, and
Prose also demonstrates compliance with this policy, effectively realizing the DEMON-
STRATE strategy. Prose also enforces the target privacy policy in a production environ-
ment, thereby operationalizing the ENFORCE strategy. We motivate privacy engineers’,
as well as software engineers’, requirements for Prose. We present the design of our
system, which fulfills these requirements. We evaluate the effectiveness and efficiency
of our system against use cases derived from reported privacy legislation violations.
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5.1 Introduction

Modern back-end software stacks have evolved from monolithic architectures to dis-
tributed architectures consisting of microservices [ ]. Each microservice focuses on
a certain business functionality or purpose of use and is independently developed by a
team of software engineers. For example, an online e-commerce shop [ ] might
have CHECKOUT, SHIPPING, AUTHENTICATION and ADVERTISING services. Cloud
computing platforms [ ; ] facilitate the deployment of microservices us-
ing technologies such as Kubernetes [ ] and Istio [ ]. Microservices are ubig-
uitous; big tech companies such as Google [ ], Amazon | ], Netflix [ 1,
and Spotify [ ] drive the development of microservices-based architectures, and
contribute to the aforementioned cloud computing technologies. Additionally, pub-
lic and private sector enterprises around the world increasingly use microservices and
adopt these technologies [ ; I

Within this architecture, users’ personally identifiable information (PII) is collected
by multiple microservices, for different purposes. PII collected by one microservice
for one purpose, can be reused by other microservices for secondary purposes; that is,
purposes other than the purpose for which it was collected. For example, Twitter ob-
tained its users” phone numbers for the purpose of improving security, such as two-
factor authentication, and then used them for targeted advertising [ ]. Alternately,
a microservice may share users’ PII with third parties for secondary purposes. For in-
stance, BetterHelp, an online counselling service, shared their users” PII such as email
addresses, their mental health history, and their usage of the service, with Facebook and
Snapchat to target advertisements [ I

Processing and sharing users” data for secondary purposes violates the privacy de-
sign principles of data minimization and purpose limitation, which were discussed in ??.
Recent academic literature on distributed web back-end architectures only focuses on
security problems such as authorization [ ] and auditing [ ], rather than
data minimization. Privacy engineers are left with ad-hoc tools to monitor and medi-
ate data flows in a complex architecture of thousands of microservices. We address the
question: Can we design a framework for privacy engineers and software engineers to use to
systematically and proactively realize data minimization and purpose limitation for a modern
microservice architecture and software development lifecycle?

Since multiple services process users” PII in a microservice architecture, for pri-
vacy engineers to provide meaningful privacy guarantees over users’ data, they require
knowledge of the entire distributed back-end system; that is, how each microservice
consumes and shares users’ PII. The privacy engineer can then prototype various strict
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target privacy policies. They need to efficiently determine which services violate the
policy, and how. Armed with this knowledge, privacy engineers can work with soft-
ware engineers who maintain the violating services, to fix them. In each release of the
system to production, the privacy engineer should be able to iteratively improve the en-
tire system towards complying with a target privacy policy. Privacy engineers should
be able to prioritize fixing certain violating services before the next release. They should
be informed of the privacy policy that the entire system would effectively comply with,
if only some violating services were fixed.

To summarize, we build a PRivacy ObServability and Enforcement framework,

which we refer to as Prose. We provide the following contributions:

We discuss background on the distributed microservices architecture (??), orchestra-
tion frameworks (??) and the software development lifecycle (??). We then formulate
general requirements for the system to operate within a microservice architecture
and for ease of use by software engineers and DevOps engineers (??).

We present a privacy policy workflow that is integrated into the software develop-
ment lifecycle (??). Privacy engineers who use Prose would follow this workflow.
Moreover, our workflow may be of independent interest as it can be generalized to
other distributed back-end architectures. We draw functional requirements catered
towards privacy engineers (??). We contextualize two types of privacy violations,
namely secondary purpose-of-use and data sharing violations, within the microser-
vice architecture (??).

We describe our threat model, which outlines our trusted computing base, as well
as how the aforementioned users are expected to behave in the context of the afore-
mentioned privacy policy workflow (??).

For our design, we reuse components that are commonly used when deploying mi-
croservices, namely service proxies, authorization agents and distributed tracing
(??). Our design can be divided into a data plane and a control plane.

We then present the design of our data plane, which carefully combines service
proxies and authorization agents to form a system of distributed runtime monitors,
in order to detect and prevent the aforementioned violations of a target privacy
policy (2?).

We then describe our control plane design (??). We use distributed tracing to convey
relevant information about policy-compliant and violating data flows, from the data
plane to the control plane. The control plane uses this information to maintain data
structures that we define in the privacy privacy workflow. Ultimately the control
plane helps privacy engineers get a bird’s-eye view of the data processing practices
of the entire system, and manage violations.
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* We evaluate the effectiveness of our framework in detecting privacy policy viola-
tions, as well as the latency overheads it incurs on end-to-end requests (??).

We contrast our system with related work in ?? and conclude in ??.

5.2 Background

We describe the architecture of distributed microservice applications, the orchestration
frameworks used to deploy them, and their software development lifecycle.

5.2.1 Distributed microservices architectures

Deployments of microservices could vary in scale, from tens [ ] to thousands of
microservices [ ]. These services are written in different languages; that is, a dis-
tributed microservices architecture is polyglot. Containerization platforms, such as
Docker, may be used to run one or more services in a reproducible manner inside
a container. Each microservice focuses on a certain business functionality, and may
store associated state in a database; for example, an online shop [ ] might have
CHECKOUT and SHIPPING services with their associated databases. This architecture
reduces coupling between microservices, and thereby supports independent evolution,
building, testing and deployment of microservices [ , Chapter 1], in contrast with
monolithic architectures, which require all modules to be rebuilt and redeployed with a
change in any module.

Microservices communicate with each other using application layer protocols, such
as HTTP. Each microservice provides an Application Programming Interface (API) that
other microservices can access. A microservice can provide multiple API endpoints,
wherein each API endpoint has a unique URL. Each API endpoint URL can be accessed
through the application layer protocol(s) supported by the microservice [ ]. An
HTTP API endpoint can be accessed using HTTP requests with methods such as GET,
POST and others. The microservice container exposes ports and accepts application
layer traffic, such as HTTP requests on that port. The website’s front-end application
running in a user’s browser requests content from a gateway API service, which routes
requests to appropriate back-end microservices.

5.2.2 Orchestration frameworks

Orchestration frameworks can be used to scalably deploy microservices. Popular or-
chestration frameworks [ ] include Kubernetes [ ], Docker Swarm | 1,
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FIGURE 5.1: Depicts five microservices named Users, Authentication, Messaging, Ad-
vertising and Marketing (in light blue), which are managed by the Kubernetes API
Server and Kubelet (both in yellow). A service proxy (in pink) is alongside each service
container; the service proxies are managed by the Istio service mesh controller (named
Istiod and also shown in pink).

Apache Mesos [ ] and Nomad [ ]. We focus on the Kubernetes architecture,
which we outline below, though our design can be generalized to other orchestrators.

A cluster consists of physical or virtual machines, which are known as nodes. A node
can be classified as a controller or a worker. Controller nodes manage worker nodes. A
pod is used to run one or more containers. All containers in a pod share the same virtual
network namespace [ l. A node runs multiple pods. Since pods are ephemeral
and their IP addresses can change, Kubernetes services (not to be confused with the
microservice itself) enable communication between pods in the cluster and from clients
outside a cluster. All pods that are involved in resolving an end user’s request are
referred to as being in path of the request.

A Kubelet agent on each node monitors the state of resources, such as pods or Kuber-
netes services, on that node. The agent regularly propagates the status of these resources
to one of the Kubernetes API servers, which run on each controller node. Internally, the
Kubernetes API server runs a controller for each resource, which determines how to
reach the desired state of the resource from its current state. For example, the REPLI-
CASET controller ensures that the desired number of replicas of each pod exist across all
worker nodes in the cluster. The Kubernetes orchestrator can be extended by defining
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custom resources and controllers for those resources. For example, service meshes such
as Istio [ ; ], which we describe in ??, extend the Kubernetes orchestrator.

We collectively refer to pods that manage Kubernetes native and custom resources,
such as the Kubernetes API server, as the control plane. The control plane manages the
data plane, which consists of pods in path of an end user’s request. At a high level,
Kubernetes separates the data and control planes, by assigning pods in these planes to
the worker and controller nodes respectively. In other words, controller nodes typically
only run the control plane pods and the worker nodes run the data plane pods. When
a worker node fails, the Kubernetes API server directs another node to create pods that
were running on the failed node. Additionally, high availability of the Kubernetes API
server is achieved through multiple controller nodes. We illustrate an example of five
microservices that constitute the back-end of an e-commerce website, when deployed
within Kubernetes, in ??. (We present the communication between these microservices,
and between these microservices and external hosts later in ??, and discuss this further
in ??2.)

5.2.3 Software Development Lifecycle (SDLC)

Our system involves the following parties: service developers, DevOps engineers and
privacy engineers. Service developers write and test individual microservices. They
regularly publish a microservice container image to an image registry. DevOps engi-
neers are responsible for deploying these microservice images. Privacy engineers are
tasked with ensuring compliance of all microservices with a target privacy policy, as we
discuss in ??. We describe below the processes and tools that software engineers and
DevOps engineers regularly engage with, in the context of a microservice architecture.

Continuous Integration and Continuous Delivery (CI/CD) pipelines are widely
used today [ ], including within modern microservices architectures [ ].
Popular source code repository hosts for the Git version control system, including
Github and Gitlab, provide CI/CD pipelines, named Github Actions [ ] and Git-
lab Pipelines [ ] respectively. A Continuous Integration (CI) pipeline ensures that
before a feature is merged into the main version, the feature’s source code is automati-
cally linted and the microservice is rebuilt. The CI pipeline commonly consists of lan-
guage dependent components for code linting, static analysis, compiling, security vul-
nerability scanning and testing [ ; ; 1.

Service developers include different tests within the CI/CD pipeline [ ]. For
example, unit tests for a new feature are often included in the CI pipeline, to ensure that
code merged into the main branch has been tested at least once [ ]. Microservices
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architectures also benefit from integration and end-to-end tests, which may be geared
towards functionality or performance [ ]. End-to-end testing frameworks, such as
Cypress [ ] or Playwright [ ], can be integrated into the CI pipeline. (An ob-
vious benefit of testing is to detect bugs before the product is deployed to a customer;
an extensive suite of tests helps meet quality assurance requirements. Additionally, the
presence of different types of automated tests is also considered a measure of the main-
tainability of the code — a lack of testing has been known to contribute to technical
debt [ ].) Once the new feature successfully passes all tests in the CI pipeline, the
software developers merge the feature into the main branch. The CI pipeline may then
publish the microservice image onto an image registry, such as DockerHub [ ] or
Github Container Registry [ |; the CI pipeline may sign the service image auto-
matically, using a private signing key of the service developer who merged the feature.

Cloud computing platforms, such as Google Kubernetes Engine (GKE) [ ;

], Amazon Elastic Kubernetes Service (EKS) [ ], or Azure Kubernetes Ser-

vice (AKS) [ ] can be used to deploy these container images. Once an image is

built through the CI pipeline, DevOps engineers address the question: how do we deploy

this image into a testing and/or production environment within a cloud computing platform

(e.., GKE), that runs an orchestrator (e.g., Kubernetes)? Configuration files specify how

various resources, such as Kubernetes pods, need to be configured, in order to deploy

the microservice. In the context of deploying microservices to a cloud computing plat-

form, the Continuous Delivery (CD) pipeline instructs the orchestrator to configure its
resources using these files, along with the new container image.

As an example of a configuration that is relevant for Prose, the CD pipeline may
automatically label each pod with the purpose of the microservice container that it will
execute. The purpose of the service can be hard-coded into the pod configuration file.
Alternately, it can also be inferred dynamically, based on the role of the service devel-
oper or team who publishes and signs the container image. The purpose of use of the
service can also be automatically derived from the role of the team publishing the con-
tainer image; both of these techniques have been used in prior work [ I

The aforementioned CI/CD pipelines enable deploying these microservice container
images to cloud computing platforms. Additionally, these configuration files, which de-
scribe the infrastructure, can themselves be treated as code, and managed through ver-
sion control systems, leading to the Infrastructure as Code or GitOps paradigm [ ;

]. Instead of the CD pipeline instructing the orchestrator to use the configuration
files to redeploy the new microservice image after each merge, GitOps-based tools, in-
cluding Flux [ ] and Argo [ ], monitor these files for changes, and relay these
changes to the orchestrator, to redeploy the new microservice image.
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A large architecture with many microservices may fail, resulting in user-facing er-
rors, or slow responses. Observability tools are commonly used by DevOps engi-
neers [ ; ] to measure whether service level agreements are met and identify
such failure incidents [ , Chapter 4]. Alert management and incident response
tools, such as PagerDuty [ ], alert DevOps engineers and service developers of
such incidents. Observability tools also assist DevOps engineers in efficiently identify-
ing the root causes of these incidents [ , Chapter 19]. Distributed tracing is an ob-
servability tool that helps DevOps engineers trace the chronological order in which API
endpoints of different services are called, in responding to a user’s request [ I
Consequently, they can identify any API endpoints that cause errors or incur high la-
tency.

Prose is designed such that DevOps engineers can easily integrate it into their exist-
ing CI/CD pipeline for their microservice architecture with their preferred orchestrator.
In turn, Prose relies upon an existing end-to-end test suite, in that it is intended to run
within a CD pipeline, during end-to-end testing. Prose also expects the source code to
support observability tooling, and in particular, distributed tracing, as we outline in ??
and detail in ??.

5.2.4 General requirements

We outline architectural requirements that Prose should follow. First, DevOps engi-
neers should be able to scalably deploy our framework using an orchestrator. So, Prose
should be built in the form of containerized components. In turn, DevOps engineers
can continue to use their existing CI/CD pipelines for orchestrators for cloud comput-
ing platforms, as discussed above.

GR1 Ease of scalable deployment. The framework should be built with containerized com-
ponents that can be scalably deployed using CI/CD pipelines for cloud computing
platforms.

We use the notion of a data plane and a control plane, which were described in Sec-
tion ??, to structure our design. In other words, Prose consists of a data plane and a
control plane, both of which are managed by the orchestrator.

Second, different microservices are developed by different teams of software devel-
opers, and these microservices could be written in different languages. Prose should
support a polyglot architecture.

GR2 Polyglot: The framework must handle polyglot microservices architectures.
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To satisfy this requirement, Prose effectively conducts dynamic analysis rather than
static analysis.

As we describe in Section ??, service developers and DevOps engineers need only
include two manual source code modifications for our framework to operate: purpose-
of-use labelling for microservice container images and distributed tracing instrumenta-
tion for microservice source code. Importantly, we do not require any other changes to
the microservices’ source code for our framework to operate.

GR3 Modifications to microservice source code: The microservice source code may need to
be modified in order to satisfy a target privacy policy. However, for the framework
itself to work, changes to the microservices” code should be limited to distributed
tracing instrumentation and purpose-of-use labelling.

Fulfilling this requirement enables our system to be integrated and adopted easily.

While meeting ??, Prose should follow a scalable design, and so it should incur min-
imal impact on the efficiency and availability of the data plane. We measure efficiency
in terms of the latency overhead experienced by end users. Since users’ requests go
through the data plane as discussed in Section ??, our system should reduce the latency
overhead in the data plane. (The control plane, which will be used by the privacy en-
gineers, will run asynchronously with respect to users’ requests. Therefore, as a design
decision, our system should emphasize data plane, rather than control plane, latency
reduction.)

GR4 Efficiency. Prose should incur, at most, a small overhead for the end-to-end latency
when the data plane handles moderate loads.

5.3 Privacy policy workflow and violations

We first describe our privacy policy workflow (??), which is integrated within the soft-
ware development lifecycle (??). Our workflow enables privacy engineers to realize
data minimization iteratively, while keeping in mind the fact that service developers
may have limited time to improve their services towards data minimization. We out-
line privacy engineering requirements for our system, which are necessitated by our
workflow (??). We then delve into a running example, describing the type of privacy
policy violations in scope for our system (??).
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FIGURE 5.2: Iterative privacy policy workflow: Green and purple nodes represent the
testing and production environments respectively. Steps are marked with relevant pri-
vacy engineering requirements (discussed in ??). We note that ?? is not represented
directly by a step; instead, this requirement corresponds to rerunning Steps 3-5, under
a different target privacy policy, without rerunning Steps 1-2.
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5.3.1 Iterative privacy policy workflow

We present our workflow in ??. While describing this workflow below, we refer to its
steps, as well as the associated privacy engineering requirements (described in ?? and
shown by the label PR). As we outline in ??, we expect privacy engineers to define a set
of all possible purposes of use across all microservices, as well as to define a set of PII
types, such as credit card numbers, addresses, names, etc., that they seek to detect.

For privacy engineers to provide meaningful privacy guarantees over users’ data,
they need to know how each microservice handles that data. We define an observed
profile of each microservice as an association of each of its API endpoints with the PII
types that the endpoint processes. In particular, this profile specifies which PII types
the endpoint consumes, as well as any external domains that this endpoint shares PII
types with. After each microservice is updated, rebuilt and retested (Step 1 in ??), Prose
should efficiently (re)compute this profile (Step 2; ??, 2?).

Privacy engineers also need to determine how the entire system as a whole han-
dles users” data. We extend the definition of an observed profile to apply to the entire
system, rather than just to individual microservices. Observed profiles of multiple mi-
croservices can be composed together, to form a system-wide observed profile. The system-
wide observed profile encapsulates the purposes for which each PII type is processed
throughout the system, and any third parties with which it is shared. Prose should
efficiently compute this system-wide observed profile (Step 2; 2?).

While a system-wide observed profile reflects the current state of the system as far as
privacy is concerned, a target privacy policy reflects the desired state of the system. Each
clause of a privacy policy allows a PII type to be processed, or shared with a specified
external domain, for a given purpose. A privacy violation arises when any microservice
does not comply with the target privacy policy. We focus on detecting the following
types of violations, and as we show later, we structure our observed profile in order to
do this.

* Secondary purposes of use [ ; I. A PII type is collected and processed for a
purpose that is disallowed in the target policy.
* Extensive data sharing [ ; ; I. A PII type is shared with an external

domain for a given purpose and the target policy forbids sharing the PII type for
that purpose or with that domain.

The privacy engineer chooses a target privacy policy (Step 3). Prose then determines
all violations of microservices” observed profiles, or the system-wide observed profile,
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with this policy (Step 4; ??, ??). If there are no violations with the target privacy policy
(Step 5), then all microservices can be directly deployed into production (Step 6).

If one or more microservices violate the target privacy policy (Step 5), the privacy
engineer should be able to analyze these violations (Step 8, ??). They should be able
to retrieve violations by type (secondary purpose of use, or extensive data sharing), as
well as violations that involve a given microservice, purpose of use, set of PII types,
or a given external domain. Privacy engineers are intended to collaborate with service
developers to fix these violations.

However, the privacy engineer and service developers may be limited in that they
may not be able to fix each violating microservice before it needs to be deployed to pro-
duction. They may only be able to fix a fraction of all violations in a single iteration
or deployment of the website. Then, they may want to prioritize fixing some microser-
vices, over fixing others. They can either pick which microservices to fix in the current
iteration (Step 9a). Alternately, they can decide the number of microservices, or the
number of clauses of the target privacy policy, that can be fixed in this iteration (Step
9b).

We conceptualize two iterative fixing strategies that the privacy engineer can adopt.
For example, they may focus on fixing the k worst microservices first; that is, they would
fix all violations across k microservices that violate the most number of clauses of the
target policy. We refer to this as the greedy fix strategy. Alternately, in a systemic fix strat-
egy, they may focus on fixing k systemic violations that span many microservices. Prose
should output which microservices to fix, under the strategy chosen by the privacy en-
gineer (Step 8b; ??). Assuming that a given set of violations are fixed, the system can
be seen as complying with an effective privacy policy, which is less restrictive than the
target privacy policy. In general, the effective privacy policy will be at least as strict as
the one given by the system-wide observed profile, and at most as strict as the target
privacy policy. Prose also outputs the effective privacy policy (Step 10a; ??), assuming
that the microservices chosen by the privacy engineer (in Step 9a) or output through
either of the two aforementioned strategies (in Step 10b), are fixed. We observe that if
all violations are fixed, then the effective privacy policy will be the same as the target
privacy policy.

After the microservices are fixed and retested, we iterate over the workflow for the
second time. The microservices’ new observed profiles and the system-wide profile are
derived in Step 2. If any microservice violates the effective privacy policy (Step 5), then
the privacy engineer and software developers continue with the next iteration of the
loop, in the testing environment. Otherwise, these microservices may be ready to be
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deployed into the production environment (Step 6).

In production, the privacy engineer may want to enforce the effective privacy policy
(Step 7; ??). That is, they may want to ensure that only data flows, in and out of a
microservice, that are compliant with this policy, are allowed in production, and any
violating traffic should be dropped. This serves as a defense-in-depth measure, since
there may be data flows in the production environment that were not observed during
deployments to the testing environment, and that violate this policy. (If, during the
first iteration of the loop, the microservices are compliant with the target privacy policy
(Step 5), then the effective privacy policy is the same as the target privacy policy.)

Privacy engineers may trigger incident response or alert management tools, which
we outline in ??, in order to alert software developers of a privacy violation incident in
production (Step 7). Since any data flows that violate the effective privacy policy will
be dropped, the impact of our framework in production will be the same as a network
failure to the back-end policy-violating microservice. Potentially, the user may not be
able to experience the front-end functionality properly. Privacy engineers and software
developers can then engage in the same process as they did in the testing environment,
to fix these violations (Steps 8-11). If they are unable to fix all violating microservices in
a limited time available to respond to the incident, then they may set a weaker effective
privacy policy (than the one currently in place), to prevent violating data flows from
being dropped. They may then fix any remaining microservices that cause the violations
shortly thereafter, and then redeploy with the same effective privacy policy as before the
incident.

We note that the privacy engineer can prototype multiple target privacy policies, by
repeating steps 3-5 in ??, without needing to rerun Steps 1-2; that is, without retesting
all services. They would do this until they determine that they can fix all violations
within multiple deployments of the system to production. Thus, Prose should support
privacy engineers in efficiently prototyping target privacy policies (??). (We discuss
how we handle the privacy engineer not setting a target privacy policy in ?2.)

We define two modes of operation, namely observe and enforce modes, which dic-
tate whether the applicable privacy policy is enforced or not. When microservices are
deployed into the production environment (Step 6), as we discussed earlier, Prose en-
forces the effective privacy policy, and to do so, it runs under the enforce mode. When
microservices are deployed into the testing environment (Step 1), Prose generally runs
in the observe mode.

One exception to this rule arises when privacy engineers want to simulate the pro-
duction environment, when Prose is set to the enforce mode in the testing environment.
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So, once no violations are detected (against the target or effective privacy policy), the
microservices can optionally be retested with Prose set to the enforce mode in the testing
environment. (In other words, in ??, after Step 5, but before Step 6, we can optionally
repeat Step 1, under the enforce mode, and continue with Steps 2-5. Microservices can
then be deployed into production in Step 6 only after no violations were detected in
the enforce mode in Step 5.) Privacy engineers can then be assured that when the given
versions of microservices are deployed into production, Prose will not drop any traffic
(other than unexpected policy-violating data flows that were not seen by Prose in the
testing environment, as discussed above).

We note that when the per-service and the system-wide observed profiles are formed
for the first time (Step 2), the privacy engineer is not expected to have yet set the target
privacy policy (Step 3). When running Prose on the tested microservices for the first
time (Step 1), our system does require a privacy policy to be set. We can use a default
privacy policy of “allow all”, or, “reject all” (Step 0). We highlight that the choice of
the default does not matter, since the privacy engineer sets a target privacy policy later
on. As long as Prose is run in the observe mode the first time that the microservices are
tested (Step 1), each microservice’s observed profile will reflect PII types consumed or
shared in all traffic that is triggered by the end-to-end test.

To summarize, our privacy policy workflow conceptualizes an observed profile for
each unit in our architecture, namely a microservice, as well as a system-wide observed
profile. We define and operationalize two types of privacy policies: a target privacy pol-
icy, that the system will ultimately comply with (at the end of multiple deployments)
after fixing all violations, and an effective privacy policy, that the system complies with
after fixing some, but not all violations. This workflow can be extended to other ar-
chitectures, such as distributed data processing pipelines with jobs instead of microser-
vices. While we specify the format of our observed profile and privacy policy, and
structure them towards the violations that we are interested in detecting and prevent-
ing, this workflow is agnostic of the type of violations. Indeed, this workflow can be
applied to detect and prevent violations relevant to the underlying architecture, such
as data linking violations for distributed data processing pipelines. We contrast our
privacy policy workflow with related work in ??.

5.3.2 Privacy engineering requirements

Based on our privacy policy workflow, we formulate functional requirements for our
system; these requirements are catered towards privacy engineers. We annotate each
requirement with the corresponding plane. Separating requirements by planes enables
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modular design; a better design to address a given requirement need only address one
of the planes, while reusing the design for the other plane components.

PR1 Data plane: Automatically monitor data flows between microservices in the service
mesh, while these microservices are tested.

PR2 Control plane: Derive an observed profile for each microservice, using the data flows
observed in the data plane (??).

PR3 Control plane: Compose a set of observed profiles, which correspond to a set of
microservices, to derive a system-wide observed profile.

PR4 Data plane: Determine violations of a given microservice under a target privacy pol-
icy, while minimizing false negatives and false positives, and if necessary, trading
off a higher false positive rate for a lower false negative rate.

PR5 Control plane: Determine violations of the system-wide observed profile under the tar-
get privacy policy, subject to the same constraints as outlined in ?? on the false
negative and positive rates.

PR6 Control plane: Determine the violations of a given microservice or the entire system
under a target privacy policy 75, given violations under policy 7. We wish to do
this efficiently, without rerunning the data plane and retesting all services in light
of ?2.

PR7 Control plane: Analyze violations based on the microservices involved, their pur-
poses of use, set of PII types, or the external domain.

PR8 Control plane: Given violations of the system-wide profile with the target privacy
policy (??), compute the set of microservices to fix and the effective privacy policy,
for the greedy and systemic iterative fix strategies.

PR9 Data plane: Prevent any flow of user data that violates the effective privacy policy
in production. (In light of requirement ??, the implementation to mediate data
tlows should be decoupled from individual microservices” source code.)

5.3.3 Privacy policy violations

We remind the reader of the secondary purpose-of-use and data sharing violations in-
troduced in ??. We discuss each type of violation, through examples, and outline how it
can be fixed.

We present a simplified example based on past FTC rulings [ ; ], toil-
lustrate these two types of violations. We focus on the following microservices within
an online social network: USERS, AUTHENTICATION, ADVERTISING, and MARKETING
microservices. We present communication between these microservices, and between
these microservices and external domains, in ??.
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FIGURE 5.3: Depicts five services (e.g., ) and their endpoints (e.g.,

_). Each endpoint text includes inputs, and optionally, outputs as
well as a pseudocode implementation. In this pseudocode, calls to internal functions
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CAPS font, and start with an upper case letter. Any external domain contacted by any

endpoint is shown as:
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The privacy engineer sets the first version of a target privacy policy, which is repre-
sented informally in ?? below. Each clause of the policy has a purpose of use, the PII
type, and a list of external domains that the PII type can be shared with. If no PII types
are allowed to be shared with any external domains for the given purpose, as in ??, then
this list is empty.

Listing 1: First version of a target privacy policy for ?2.
¢ Advertising: Username, street address.
* Authentication: User’s email address, phone number and password.
* Marketing: User’s email address.

Secondary purpose-of-use violation. Within a microservice architecture, a secondary
purpose-of-use violation can occur when a microservice consumes data items that are
disallowed for its purpose of use. A microservice can either directly consume disal-
lowed PII types through an endpoint that it offers, or within that endpoint’s imple-
mentation, it could call another microservice’s endpoint, and receive the disallowed PII
types in their response. We thus distinguish between these two forms of secondary
purpose-of-use violations.

Suppose that microservice A makes a request to one of microservice B’s APIs, and
receives a response; here microservice A is the caller and microservice B is the callee.
In a direct purpose-of-use violation, the callee consumes as an input a PII type that is
disallowed for its purpose. Going back to the running example, under the given target
privacy policy, the MARKETING microservice’s SENDPROMOTIONS endpoint is permit-
ted to consume the user’s email, but not the phone number.

On the other hand, instead of considering the inputs to the callee, we can focus on
its output to the caller. In an indirect purpose-of-use violation, the caller microservice
cannot use the PII types returned by the callee microservice. For instance, the ADVER-
TISING microservice’s TARGETADS endpoint calls the USER microservice’s GETUSER-
BYUSERNAME endpoint. The latter endpoint responds with the user’s details, includ-
ing the user’s phone number. However, the ADVERTISING microservice is not permitted
to consume the user’s phone number under the given target policy. Similarly, the AU-
THENTICATION microservice’s LOGIN endpoint, which also calls the GETUSERBYUSER-
NAME endpoint, also has an indirect purpose-of-use violation, since it is not allowed to
consume the user’s street address under the target policy.

Data sharing violation. An endpoint can share a PII type with an external domain. The
target privacy policy should explicitly allow that PII type to be shared with that domain
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for the purpose of use associated with that endpoint’s microservice. So, sharing any PII
type with any domain, when the target privacy policy does not allow it for that purpose
of use, results in a data sharing violation. As an example, the SENDPROMOTIONS and
LOGIN endpoints share data with different external domains, which is disallowed in the
privacy policy in ?? (for all purposes). Similarly, sharing a PII type with a disallowed
domain, or sharing a disallowed PII type with an allowed domain, both violate the
privacy policy.

Fixing violations. While automatically fixing violations is outside of our scope (see
??), we describe how service developers can fix each violation type manually, and how
the privacy engineer can revise the target privacy policy if they deem it to be too restric-
tive. For instance, out of the data sharing violations to EXAMPLE.COM, TWILIO.COM
and MAILCHIMP.COM, the privacy engineer decides to allow the latter two, by adding
extra clauses to the privacy policy as in ??. However, the SENDPROMOTIONS endpoint
implementation should be fixed to stop sharing the users’ email addresses with the EX-
AMPLE.COM domain.

Listing 2: Second version of a target privacy policy, which extends the first version
in ?? with the following clauses.

¢ Authentication: Share user’s phone number with TWILIO.COM.

* Marketing: Share user’s email address with MAILCHIMP.COM.

To fix a direct violation, developers of the callee microservice are responsible for re-
moving the disallowed PII type as an input parameter, or replacing it with one that is
allowed, and reimplementing the violating endpoint. For instance, in the second ver-
sion of the MARKETING microservice, the developers may reimplement the SENDPRO-
MOTIONS endpoint to only consume the email address as input (sending promotions
only through email via MAILCHIMP.COM as usual), and consequently, to drop calls to
the TWILIO.COM domain.

Both the caller and the callee may be responsible for fixing an indirect purpose-of-use
violation. When multiple callers of an endpoint incur an indirect purpose of use vio-
lation, then the callee maybe overexposing PII types, and should refactor the endpoint
into multiple granular endpoints. In our example, the developers of the USER microser-
vice are responsible for breaking up the GETUSERBYUSERNAME to GETPHONENUM-
BERBYUSERNAME, which will be called by the LOGIN endpoint, and the GETADDRESS-
BYUSERNAME endpoint, which will be used by the TARGETADS endpoint. After these
updates, the LOGIN endpoint will no longer violate the policy, but the TARGETADS
endpoint will continue to violate the target policy. So, this particular indirect purpose-
of-use violation needs additional fixes at the caller microservice (ADVERTISING). Its
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developers need to reimplement their TARGETADS endpoint, and in particular, the tar-
getAdsByDemographics internal function, to instead target ads by the zip code.!

As an example of an effective privacy policy, suppose that the developers of the
MARKETING microservice do not fix their PROMOTIONS endpoint (i.e., the call to EX-
AMPLE.COM remains) before it is to be deployed into production. Then the privacy
engineer can temporarily allow this violation by adding a corresponding data sharing
clause, for the marketing purpose, to ??, and using the resulting policy as the effective
privacy policy for production. Note that compliance with the effective privacy policy
would still require fixing the ADVERTISING and USERS services.

Testing and detecting violations. We remind the reader of unit and integration tests
described in ??. We outline which types of tests are required, in the context of Step
1 of our privacy policy workflow in ?? to detect each type of violation. While direct
purpose-of-use and data sharing violations can be triggered through unit tests, indirect
purpose-of-use violations require end-to-end tests to evaluate how the output of each
tested microservice’s endpoints are used by other microservices. As such, whenever a
microservice is redeployed, we need to rerun all end-to-end tests that depend upon at
least one API endpoint of that microservice.

5.4 Threat model

We begin with outlining how Prose trusts service developers, privacy engineers and
DevOps engineers. We then outline the Trusted Computing Base (TCB) for our system.

Privacy engineers. First, we expect privacy engineers to set a strict target privacy pol-
icy. If the privacy engineer does not set any target privacy policy in Step 3 in ??, then
it is set to one that only allows processing data as given by the system-wide profile.
(We discuss how Prose can set a target privacy policy, using the system-wide observed
profile, in ?2.) We highlight the fact that the system always complies with this privacy
policy, and in fact, this is the most strict privacy policy that the system is known to
always adhere to. Independently of whether and how the privacy engineer engages
with the privacy policy workflow towards data minimization, we emphasize that at the
end of Step 2, they will learn the system-wide observed profile and use it to formulate
the privacy policy text, which is displayed to end users. In doing so, Prose realizes

! Alternately, as discussed above, the privacy engineer may revise the target privacy policy to allow
the use of age and gender for advertising purposes; however, for the following discussion, the clause for
the ADVERTISING purpose of use remains as it was set initially in ??.
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Hoepman’s INFORM strategy. We also expect privacy engineers to set effective privacy
policies, that are successively stricter, in order to ultimately comply with their chosen
target privacy policy. If no target privacy policy was set, then since the effective privacy
policy is at least as strict as the system-wide observed profile, our system would enforce
the system-wide observed profile in Step 10.

Second, Prose does not automatically fix violations of the target privacy policy; pri-
vacy engineers are responsible for overseeing the fixes in co-ordination with service de-
velopers, as discussed in ??. Privacy engineers would be incentivized to do these tasks,
in order to demonstrate compliance of their back-end code with data privacy regula-
tions such as the GDPR. Broadly, organizations are obligated to follow such regulations
in order to avoid large fines [ ], as well as to avoid losing privacy-conscious
users [ ]. Third, privacy engineers will need to configure our PII identification
unit, which is described in ??, in order to recognize PII types for their business domain,
such as fine-grained health or financial data. Finally, we note that the clauses of our pri-
vacy policies do not take into account the users’ consent. The problem of storing users’
consent and selectively allowing data flows, based on the associated user’s consent, is
outside of our scope. We discuss this problem further in ??.

Service developers. First, we expect service developers to write high-quality integra-
tion tests for their services. Since service developers are already required to thoroughly
test their services in order to meet functional and performance requirements (??), it is
reasonable for Prose, similar to security or quality assurance operations, to rely on and
benefit from such tests (??). Second, we expect service developers to instrument their
service for distributed tracing, which requires minimal effort as we detail in ?? and is
independently useful for DevOps engineers, as outlined in ??. If this is not done, then
Prose will not be able to derive accurate observed privacy profiles.

Third, we expect service developers maintaining each microservice to collaborate
with privacy engineers to fix violations within the service. We argue that since service
developers will benefit from Prose, they are incentivized to operate honestly. For ex-
ample, Prose outputs an observed privacy profile for each service. Using this observed
privacy profile, a new service developer joining a team can easily discover data flows
within the implementation of each API endpoint.

Purpose-of-use labelling. Privacy engineers define the set of purposes that any ser-
vice can be labelled with. We note that this task is relatively infrequent; the privacy
engineer will only need to add a purpose of use for an added business functionality,

193



such as advertising and recommendations. (We outline how DevOps engineers can en-
sure that the CD pipeline labels each pod with the purpose of use of each microservice
container that it will execute in ??.) Each microservice is labelled with one purpose of
use. In labelling a microservice’s purpose of use, we emphasize that we do not need to
determine whether it is essential for providing the business” functionality or not. Each
service only needs to be assigned a purpose from a set of purposes pre-defined by the
privacy engineer or roles derived from the organization hierarchy.

A DevOps engineer or service developer can misrepresent the purpose of use of a
service, such as by labelling it as “shipping” instead of “advertising”. Their goal would
be to prevent Prose from detecting their service as violating the target privacy policy.
They may claim a purpose of use that allows their service’s API endpoints to consume
or share a superset of PII types that are disallowed for their actual purpose of use in
the target privacy policy. We note that they would need to identify a fake purpose-
of-use for each target privacy policy that the privacy engineer sets. We trust service
developers and DevOps engineers to label the purpose of use of each service accurately,
as is common in literature [ ; ].

TCB. We trust the underlying orchestrator. Consequently, the orchestrator is trusted
to handle threats to availability. In other words, machine failures will not impact the
guarantees made by Prose, since the orchestrator will regenerate Prose components,
such as pods, to ensure high availability. Our TCB also includes all of our design com-
ponents, which are built on top of the orchestrator. We describe these components in
the next section. Importantly, the microservices” source code is not part of our trusted
computing base; we do not need to assume that the microservices” source code is itself
free of vulnerabilities.

The soundness and completeness of Prose, with respect to requirement ??, depends
on that of our design components. We summarize our assumptions on their sound-
ness and completeness, as follows. We assume that our implementation of our policy-
checking logic in our authorization agent is sound, in that it will not flag a violation
when there is none, and complete, in that it will always detect a violation. As we dis-
cuss in ??, this logic only includes checking for inclusion of elements in finite sets, and
is easily decidable. We also assume that our service proxy mediates all traffic; if our
service proxy is misconfigured and does not mediate all traffic, this can lead to false

negatives. We evaluate the soundness and completeness of our PII identification unit in
??

194



5.5 Design components

We present our design in terms of two logical planes: the data and control planes. The
data plane monitors and mediates inter-service communication, effectively serving as a
distributed system of runtime monitors for the microservices. The control plane man-
ages the data plane and, in turn, receives information from it.

Our data plane design consists of four main components: a service proxy, a PIl iden-
tification unit, an authorization agent and distributed tracing. First, a service proxy is
attached to each microservice container in the data plane. The service proxy monitors
and mediates data flows, that is, API calls, to and from that microservice (Section ??).
Second, a PII identification tool is used to determine whether and which PII types are
present in a given API call (Section ??). Third, authorization agents are used to de-
tect and prevent violations of the target privacy policy (Section ??). Fourth, distributed
tracing is used to propagate information between the data and control planes of our
frameworks (Section ??). The service proxy is responsible for calling a PII identification
unit and an authorization agent, and is configured to support distributed tracing.

Prose’s control plane plays two roles; it configures the data plane, such as by sup-
plying the target or effective privacy policy. The control plane also processes the traces
output from Prose’s data plane, and uses them through custom components to meet
its own requirements such as an observed profile updater, privacy operators, and an
analysis engine, as we discuss in ??2.

5.5.1 Service proxies

Different back-end microservices may need to perform a common set of peripheral
tasks, relating to observability (distributed tracing), traffic management (load balanc-
ing), and security (authorization). While each microservice can be modified individu-
ally to perform these tasks, this approach couples the source code for the tasks with the
business logic implemented in the microservice, as well as with the microservice source
code language. The sidecar architectural pattern is used to minimize these two forms of
coupling. Here, a sidecar container that performs these common tasks runs alongside
a microservice container [ ]. Service proxies (SPs) such as Envoy [ ] can be
used to implement the sidecar architectural pattern. They can monitor and mediate
L3-L7 layer traffic to and from a microservice and perform the aforementioned tasks.
Service meshes, such as Istio [ ], configure and attach a service proxy to each pod.
They do so by integrating with an orchestration platform such as Kubernetes, through
custom controllers as shown in Figure ??. Thereby, they form a control plane over these
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FIGURE 5.4: In an API call between a caller and a callee microservice, this figure depicts
the chronological order in which request and response handlers on the attached service
proxies intervene. The caller microservice’s outbound SP is triggered, and the callee
microservice’s inbound SP is triggered. As discussed in ??, to detect a data sharing
violation, we instrument the request handler on the outbound SP (step 2). To detect
a direct purpose-of-use violation, we instrument the request handler on the inbound
SP (step 3). To detect an indirect purpose-of-use violation, we instrument the response
handler on the outbound SP (step 7).

proxies [ ].

Service proxies fit our requirement for Prose to be decoupled from the microservice
source code (??). When Prose is run in observe mode, service proxies are configured
to monitor microservices” API calls and requests to external domains, identify any PII
types in these data flows, and detect any violations with the target or effective privacy
policy. Whereas, when Prose is run in the enforce mode, service proxies are configured
to mediate the aforementioned communication, by dropping policy-violating data flows.

Inbound and outbound traffic mediation. We remind the reader that all containers
in the same pod share a networking interface. The service mesh controller (Istiod in
??) automatically injects an init container into each pod. As its name suggests, the init
container is run before the application container and modifies IP tables rules to redi-
rect inbound and outbound traffic to ports where the service proxy is listening [ ;

]. Instead of microservices communicating directly with each other, their associ-

196



ated SPs receive traffic inbound to, and outbound from, the microservice, and support
mediating this traffic. In inbound mode, the SP mediates requests to the microservice
and the associated responses, through handlers. In outbound mode, the SP mediates
requests from the microservice and their responses. (We conceptualize each mode of the
service proxy as a separate service proxy; in practice, both modes are bundled into one
executable.) Consider an API call from a caller to a callee microservice. Figure ?? depicts
the chronological order in which request and response handlers on each microservice’s
service proxy intervene. The caller microservice’s outbound SP will be triggered, on both
the request and the response, whereas for the callee microservice, its inbound SP will be
triggered. Specifically, when the caller microservice makes an API call (step 1), its out-
bound SP is triggered on the request (step 2). Consecutively, the request handler of the
inbound SP of the callee microservice is also triggered on this request (step 3). Once the
callee microservice receives the request (step 4) and returns with a response (step 5),
the response handler of its inbound SP processes the response (step 6). Similarly, the
outbound SP of the caller microservice is also triggered on the response (step 7), before
passing it to the caller microservice (step 8).

We use a combination of request and response handlers on the inbound and out-
bound proxies, in order to detect purpose-of-use and data sharing violations, as we
explain in ??. To detect a data sharing violation, we instrument the request handler on
the outbound SP (step 2). To detect a direct purpose-of-use violation, we instrument
the request handler on the inbound SP (step 3). To detect an indirect purpose-of-use
violation, we instrument the response handler on the outbound SP (step 7).

5.5.2 PII identification

A central challenge in analyzing information flows for privacy violations is automati-
cally identifying data items in these flows as personally identifiable information (PII).
Structured PII types such as credit cards or email addresses can be detected through
regular expressions (regexes). Sen et al. [ ] use regexes to annotate datasets with
PII types from their privacy policy language taxonomy, while minimizing manual an-
notation to increase confidence in the inferred PII types. In general, custom PII types
can be detected using Natural Language Processing (NLP) techniques. Existing NLP
libraries such as SpaCy [ ] tokenize and lemmatize the input text, and perform
Named Entity Recognition (NER). NER classifies entities named within the text, includ-
ing proper and common nouns, into an entity class, such as a name or location. NER
uses a machine learning model that is trained to detect a set of entity classes, and out-
puts a confidence interval along with the detected entity. PII identification libraries,
such as Presidio [ ], offer both regex and NLP recognizers; the latter recognizers
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use NER to detect various PII types. (Presidio was used by Statistics Canada to sanitize
PII in survey forms, in order to comply with Canadian privacy regulations [ 1)

5.5.3 Authorization agents

Authorization agents, such as the Open Policy Agent (OPA) [ ], Falco [ 1
and Kyverno [ ] are used to offload the task of authorizing requests to or from a
microservice [ ]. Each microservice need not include any authorization source

code or policy. Instead, an authorization agent is instantiated with an authorization
policy. For instance, OPA supports policies written in a declarative query language,
Rego [ ]. The microservice can then query the authorization agent for each re-
quest, and it returns an authorization decision based on the authorization policy. To
further separate concerns, instead of modifying microservices to integrate calls to au-
thorization agents, a service proxy can make these authorization calls. Although au-
thorization agents are typically expected to authorize incoming requests to a service, we
use them to prevent the service from consuming or sharing user data in violation of the
target privacy policy. Authorization agents enable detecting violations with a target
privacy policy in a testing environment, towards ??. They also prevent data flows that
violate the target policy in production, satisfying ??.

5.5.4 Distributed tracing

Distributed tracing (DT) is an observability tool that allows DevOps engineers to moni-
tor the flow of requests through different microservices and consequently, identify mis-

behaving microservices [ ]. Popular distributed tracing implementations include
OpenTelemetry [ ], Jaeger [ ] and Zipkin [ ]. Source code needs to be
configured or instrumented for distributed tracing [ ]. It can be instrumented at

different granularities. For instance, each API endpoint or function implementation can
be instrumented. A span represents a unit of work. As an example, a span for an API
endpoint corresponds to that endpoint processing a request. It includes start and end
timestamps that indicate the duration, in wall clock time, taken by the endpoint imple-
mentation. This implementation can set the span status to indicate errors and add tags
to the span.

A trace consists of spans for each instrumented API endpoint that the request passes
through. In other words, a trace represents the cumulative work done across multiple
microservices to process an end user’s request. Each span and trace are indexed by
unique identifiers (IDs). Each trace forms a tree of spans [ ], similar to flame
graphs used to profile performance of a monolith application [ ]. In other words,
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spans for all endpoints that the request goes through are arranged into a tree, which
is simply the trace. Suppose a given API endpoint implementation calls an endpoint
of another microservice. Their spans will form a parent—child relationship on this tree.
The caller endpoint’s span will be the parent, whereas the callee endpoint’s span will
be the child. This parent—child relationship is propagated by the caller to the callee
through the span context. The span context consists of the trace ID and the parent span
ID, which is the caller endpoint’s span ID. It is sent as a part of the request, for instance,
through request headers. Whenever an instrumented callee receives a request, it checks
the headers for these identifiers. If they exist, then it uses them to set its own span
context. If they do not exist, then it initializes a new trace, by generating a trace ID. In
turn, when that endpoint makes a call, it propagates the span context, with its own span
ID as the parent span ID. Spans can be annotated with span tags; we use span tags to
convey information between the data and the control planes.

Spans from multiple deployed microservices are collected by a trace collector mi-
croservice, which outputs service maps. Nodes in a service map represent microservices
or third parties, and edges represent communication between microservices or between
a microservice and a third party. Many DT implementations, such as Jaeger, include
built-in tools to collect, visualize and query traces. Using these querying units, we filter
traces by the span names and values of span tags within our control plane.

Integration with service proxies. Service proxies can reduce the amount of dis-
tributed tracing instrumentation that service developers need to do. Importantly, a ser-
vice proxy can start a span for each incoming request to an API endpoint, and end the
span when the implementation returns a response. It can also batch spans and send
them periodically to the trace collector microservice.

We observe that the service implementation is responsible for propagating the span
context. This is because if a service endpoint’s implementation made an outgoing re-
quest, then as a black box, the service proxy will not be able to reason that the outgoing
request was caused by that incoming request. In practice, the span context is propagated
through a DT library for the language that the microservice is written in. The library
usually instruments the relevant application layer protocol to propagate the span con-
text, such as through headers for HTTP.
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5.6 Data plane design

The Prose data plane meets the following requirements: it automatically mediates data
flows between microservices in order to detect different types of violations (??), detects
whether each microservice violates a policy (??) and prevents these violations in the
enforce mode (??). The data plane mediates each microservice by using the SP, PII iden-
tification unit, and distributed tracing in tandem. The SP mediates the relevant traffic
for each violation type (Section ??). The PII identification unit detects PII types within
this traffic (Section ??). The authorization agent detects and prevents target policy viola-
tions (Section ??). Distributed tracing is used to propagate the detected PII and violation
types to the control plane, such that the control plane can form the observed profile of
the microservice (??).

5.6.1 Mediating data flows for each violation

The SP can be attached to mediate inbound or outbound traffic, as discussed in ?? and
depicted in ??. We remind the reader of the three types of privacy violations that were
exemplified in ?2. Our two types of secondary purpose-of-use violations, namely direct
and indirect purpose-of-use violations, require mediating different points in the request
flows. For a direct purpose-of-use violation, the request needs to be mediated either
after it is sent by the caller microservice (Step 2 in ??) or before it is received by the callee
microservice (Step 3). To detect this violation type, we need the purpose of use of the
callee microservice, which is unknown to the service proxy of the caller microservice. So,
we detect this violation type using an inbound request handler at the callee microservice
(Step 3). Similarly, for an indirect purpose-of-use violation, we could either mediate the
response when it is sent by the callee microservice (Step 6) or when it is received by the
caller microservice (Step 7). Since we need the purpose of use of the caller microservice,
we detect this violation at that microservice, using an outbound response handler. In
summary, we detect purpose of use violations by intervening at the microservice that
consumes the PII in violation of the target policy.

Finally, we detect data sharing violations by intervening at the microservice that
shares the PII in violation of the target policy. Since the caller microservice will contact
an external domain that is outside the service mesh, this request will not pass through
an inbound SP. So, we must use the request handler at the outbound SP (step 2), and
mediate requests to external domains. We do not mediate outgoing requests to other
microservices in the service mesh in the outbound request handler, since direct purpose-of-
use violations are detected at the callee microservice, as described above.
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To summarize, we map the violations to the service proxy handlers as follows:

¢ Direct purpose-of-use violation: Inbound request handler
¢ Indirect purpose-of-use violation: Outbound response handler
¢ Data-sharing violation: Outbound request handler

5.6.2 Detecting PII types

We remind the reader of PII identification libraries and in particular, Named Entity
Recognition (NER), both of which were discussed in ??. Prose requires a PII identifica-
tion library to detect PII exchanged by services. In particular, we detect PII sent within
JSON objects in HTTP requests and responses through regex and NER-based scanners
for predefined PII types. In ??, we describe how NER-based scanners can be config-
ured for this task. The SP propagates the set of PII types in a given request or response
through a span tag to the control plane, as we outline in ??.

5.6.3 Detecting and preventing violations

Considering our privacy policy workflow (??), when Prose is run for the first time (Step
1), the privacy engineer may not yet have set the target privacy policy. In this case, the
default privacy policy, such as a fully permissible policy, is distributed to the authoriza-
tion agents in the data plane, and consequently, no violations occur. Once the privacy
engineer sets a target privacy policy (Step 3), the control plane first validates it using
an authorization agent, and then distributes the policy to the authorization agents in
the data plane. The authorization agent in the control plane validates the target privacy
policy as follows. First, the authorization agent ensures that the purposes of use within
the target policy fall within a set of purposes defined by the privacy engineer. Second,
it checks that the PII types in the policy are a subset of the set of PII types that could
be output by the PII identification unit. If an effective privacy policy is set (Step 9), the
control plane uses it over the target privacy policy.

In the data plane, the agent uses the given privacy policy to authorize data flows
that are observed by the service proxy. It is always invoked with the following inputs,
which are necessary to detect violations: the purpose of use of the data flow, and a set of
PII types within it. It is optionally supplied with an external domain, in order to detect
data sharing violations. The agent first validates the purpose of use and set of PII types
for the data flow. First, the agent ensures that the input purpose of use is allowed by
the privacy policy. Second, the agent checks that the PII types are a subset of the set of
PII types allowed by the target policy for this purpose of use. If the authorization agent
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FIGURE 5.5: Example of selected tags within a Prose span generated by our service
proxy, which is attached to one of the microservices of the Bookinfo application used in
our evaluation.

is invoked from an outgoing request handler, then the agent also receives the external
domain to which the PII types would be sent. In this case, the agent also checks that
the privacy policy allows each PII type to be shared with that external domain for the
given purpose of use.” The agent responds with an allow or deny decision, and a string
outlining the violated clauses, in case of a denial.

Importantly, the SP enforces the authorization agent’s decision by dropping violat-
ing requests or responses, only when Prose is in the enforce mode. In other words, the SP
and thus the data plane does not drop any traffic in the observe mode. In both observe
and enforce modes, the SP propagates the decision from the data plane to the control
plane through a span tag, as we detail below.
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5.6.4 Communicating from data to control plane

The service proxy uses distributed tracing to send relevant information about the data
flow from the data plane to the control plane. It does three main tasks in the data plane
towards this goal. As in a usual application of distributed tracing, the SP inserts a new
span describing its operations, which we refer to as a Prose span. It adds tags to this
span and finally, exports the span to the control plane.

First, a Prose span is created for each handler (request or response) in each traffic
direction (inbound or outbound), which are shown in Figure ??. The SP names each
span appropriately, in order to distinguish it from other spans inserted by the services
as well as to enable the control plane to retrieve all spans inserted by Prose. Second,
the SP adds the following information as tags to each Prose span; we depict some of the
tags within a Prose span in Figure ??.

Cryptographic hash of the target policy used by the authorization agent,

Cryptographic hash of the service image,

Traffic direction (inbound or outbound),

Handler type (request or response),

Purpose of use of the service,

Set of detected PII types,

External domain in case of outbound request handlers (for data sharing viola-

tions),

¢ (Callee service and endpoint in case of outbound response handlers (for indirect
purpose-of-use violations), and

* Authorization agent decision, including the reason in case of a violation.

Using the exported span and its tags, the control plane can form observed profiles of
services. We highlight that all of the information that is used by the authorization agent
to make a decision on a data flow, namely the purpose of use, detected PII types, exter-
nal domain (if any) and a hash of the privacy policy, is always sent to the control plane.
This property enables the control plane to exactly determine the authorization agent’s
decision, for a new privacy policy, without retesting the service in the data plane, in
light of ?2. Distributed tracing functions identically in both observe and enforce modes,
in that all aforementioned tags are included in a span.

The external domain is not applicable for our direct or indirect purpose-of-use violations, and thus,
this check is not performed when the agent is invoked from the inbound request handler or outbound
response handler, which may simply pass an empty list of external domains. We trust the service proxy
to properly mediate all traffic as outlined in ??, and in this context, we trust the outbound request handler
to always pass the external domain to the authorization agent.
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5.7 Control plane design

The control plane meets the following requirements. In ??, we discuss how the control
plane automatically processes traces to form the observed profile of each microservice,
and updates this profile efficiently with changes in the microservice (??). The control
plane also composes per-service observed profiles to form a system-wide observed pro-
file (??), determines whether and how the system, as a whole, violates a target privacy
policy (??), and given how a service violates one policy, efficiently determines its vio-
lations of a different policy (??). In ??, we provide two operators to handle these re-
quirements. Finally, privacy engineers can analyze violations along different criteria
(??), and prioritize which services to fix, using our iterative fix strategies (??) and our
analysis engine, as we describe in ??.

5.7.1 Forming observed profiles

We form per-service observed profiles by processing the traces received from the data
plane. We first outline the observed profile structure. We then describe how we process
each trace to enqueue a change to the observed profile associated with each span in the
trace. We also discuss how we update the respective observed profile with the enqueued
changes. We conclude with consistency criteria that the per-service observed profiles
follow.

Observed profile structure. The observed profile is structured as a nested key-value
store. As an example, in ??, we show the observed profile of the AUTHENTICATION
service from ??. We remind the reader of the first version of the privacy policy in ??.
The observed profile contains a hash of the target privacy policy (Line 1) as well as a
hash of the service image (Line 2). At the top level, it includes the purpose of use of the
service (Line 3) and a list of API endpoints that the service exposes (Lines 4-36). It maps
each API endpoint (Lines 5, 30) to a list of endpoint profile objects, which are indexed
by their hashes (Lines 6, 31) as we explain below.

We draw the reader’s attention to the endpoint profile key (Line 9), which describes
the PII types that a given endpoint consumes (directly or indirectly) or shares when it is
called. We can see that the LOGIN endpoint directly consumes the email address (Lines
10-11), which complies with the target privacy policy, as per ??. Similarly, the SET-
PASSWD endpoint also directly consumes the email address (Lines 35-36). (Note that
while this endpoint also consumes the password, the PII identification unit by default
does not detect passwords, and so the password is not detected as a PII type and is thus
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{"target_policy_hash": "Oxd6ed55b44a1458c5H",

"service_hash": "0x3843a2d07f£79794a", // image hash prefix
"purpose_of use": "authentication",
"endpoints": {

"Login": {

"d2£536a59847bc52": { // enclosed JSON hash
"traceID": "0x3e8a025cb0cla97e",
"spanID_of call": "Oxad46cebbf916d6191",
"endpoint_profile": {

"direct": {
"pii_compliant": ["EMAIL_ADDRESS"]},
"outgoing": |
{ "type": "indirect",
"spanID": "0x00000000004789%bb",
"callee host": "users.default.
svc.cluster.local",
"callee_path": "/GetUserByUsername/",

"pii_compliant": ["EMAIL_ADDRESS",
"PHONE_NUMBER"],

"pii_violation": ["PERSON", "LOCATION",
"DATE", "GENDER"],

"violation_reason": "Detected PII type
PERSON, LOCATION, DATE, GENDER cannot be
processed for purpose of use
AUTHENTICATION" 1},

{ "type": "shared",

"spanID": "0x0000000000621def",

"pii_violation": ["PHONE_NUMBER"],

"external domain": "twilio.com" }]}}},

"SetPasswd": {
"Oxf£f9ad63344d£255c": {

"traceID": "0x00000000831bbcce",
"spanID_of_ call": "0x0000000093aaddee",
"endpoint_profile": {

"direct": {

"pii_compliant": ["EMAIL_ADDRESS"]}}}}1}}

Listing 3: Observed profile for the AUTHENTICATION service.
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not propagated through spans.) The LOGIN endpoint also consumes PII types indirectly
(Lines 13-25), through the response to its call to the GETUSERBYEMAIL endpoint of the
USER service (Lines 15-17). While consuming the email address and phone number is
compliant with the privacy policy (Lines 18-19), consuming additional PII types, such
as the location, violates the privacy policy, since it does not explicitly allow processing
them for the purpose of authentication. Hence, the authorization agent correctly re-
ports a violation (Lines 20-21) with the appropriate reason (Lines 22-25). We can also
see that the LOGIN endpoint shares the phone number with an external domain, namely
TWILIO.COM (Lines 26-29). Since the target privacy policy (??) forbids sharing any PII
types, the authorization agent reports a violation.

An endpoint may be called multiple times in responding to an end user’s request.
Potentially, the endpoint may behave differently in different calls to it. It may consume
or share different PII types in calls, and consequently, it may satisfy the target policy in
one call and violate it in another call. It can also, in turn, make a different number or
ordering of calls to other microservices or external hosts, or call different external hosts.
The endpoint profile captures each call during which an endpoint behaves uniquely, as
far as processing and sharing PII types is concerned, in comparison to previous calls. We
use a cryptographic hash of the endpoint profile, excluding the span ID field, to capture
differences in its behavior across different calls to it.> As evidence of a given data flow
for service developers and privacy engineers, we include the trace ID of the end-to-end
request (Line 7, 32), as well as the span ID of the call to the endpoint (Line 8, 33), within
our endpoint profile. The service developer can use the trace ID to disambiguate calls to
the same endpoint. They can use the span ID of the call to disambiguate multiple calls
to the same endpoint within the same trace.

Processing spans. With this structure of the observed profile in mind, we can reason
about how traces sent from the data plane (??) can be used to form per-service observed
profiles in the control plane. We first retrieve all spans that are inserted by the service
proxy in the data plane, by querying for Prose spans. We then extract the values of
span tags, and use them to fill in an endpoint profile object. There are two relevant
questions here: First, how should this endpoint profile object be filled, using the span
tags? Second, since a span corresponds to a call from a caller microservice to a callee
microservice (??), should we modify the caller’s or the callee’s observed profile with this
endpoint profile object?

31f the privacy engineer finds that multiple unnecessary profiles are created for an endpoint, then they
can exclude certain key-value pairs in the computation of this hash, thereby effectively merging these
profiles into one.
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We answer these questions based on whether the span was produced by an inbound
request handler, an outbound response handler or an outbound request handler (??, ??).
First, since an inbound request span describes a request to a callee endpoint, the observed
profile of the callee endpoint’s microservice should be modified. Specifically, since this
span describes PII types that the endpoint received in a request, we construct a new
endpoint profile object, with the value of the "direct" key filled with the compliant
and/or violating PII types (Lines 10-11 in ??). Second, since an outbound response span
describes a response received by a caller endpoint, we modify the observed profile of the
caller endpoint’s microservice. Since this span details PII types received in a response
(from the callee microservice), our new endpoint profile object for the caller will include
information from this span alongside the "type": "indirect" key—value pair (Lines
13-25). Third, we remind the reader that an outbound request handler span is only gen-
erated when a microservice calls an external domain, rather than when a microservice
calls another microservice in the service mesh. So, given an outbound request handler
span, the observed profile of the caller microservice is modified. In particular, the new
endpoint profile object will include an object with the "type" :"shared" key-value
pair (Lines 26-29).

Updating the observed profile. We now know which microservice’s observed pro-
file should be updated and the endpoint profile object that it should be updated with.
Whenever the profile for one call to an endpoint differs from another call to it, in at least
one of the aforementioned ways, the hash of the new endpoint profile would differ from
the hash of the existing profile. When this hash differs, we append that endpoint profile,
along with its trace ID and span ID, under the new hash (Line 6). If this hash is identical,
meaning that the microservice behaves identically in both calls, then we prefer to retain
the more recent trace as evidence. Specifically, we update the trace ID and the span ID
(Lines 7-8), with the newer counterparts if the start timestamp of the newer trace is later
than that of the recorded trace.

Consistency criteria. We outline criteria that govern the consistency of the observed
profile of a microservice. We observe that in the data plane, each handler (??) in a given
service proxy evaluates each data flow, to or from an endpoint, under the same purpose
of use of the monitored microservice and against the same privacy policy. So, we expect
that a sound authorization agent will not mark a PII type as being in compliance with
the policy in one data flow, while marking it as a violation when in another data flow,
in the following scenarios:
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CC1 when an endpoint receives two requests, each containing that PII type.

CC2 when an endpoint receives responses to two requests made to other microservices’
endpoint(s), and each response contains that PII type. The requests may have been
sent to the same or different callee endpoints; the values for the "callee host"
and "callee_path" fields are not used by the authorization agent and are thus
irrelevant for the current discussion. The requests may have been made while
handling the same or different initial request to that endpoint, and so these PII
types may be recorded within the same or different endpoint profiles.

CC3 when an endpoint sends a PII type in two requests to the same external host. We
note that the privacy policy may allow a given PII type to be shared with one
external host, but not with a different external host; so, this consistency criterion
only applies when the "external_host" key has the same value.

Each of the above criteria also hold for two data flows that involve different endpoints
of the same microservice, as well as for data flows to endpoints across microservices
that have the same purpose of use. The control plane checks that these consistency cri-
teria hold while updating observed profiles with span tags from a trace. If they do not
hold, then the associated authorization agents may be misconfigured or misbehaving
and thus the privacy engineer is informed. Our composition operator, which we dis-
cuss below, relies on these criteria to hold, in order to output a consistent system-wide
observed profile. For example, an inconsistent profile may convey that for a given pur-
pose one PII type is processed both in compliance with, and in violation of, the target
privacy policy. If these criteria do not hold, then as we discuss below, the composition
operator can be redefined to nonetheless output a consistent system-wide observed pro-
file.

5.7.2 Privacy operators

We describe two operators below: a composition operator to combine multiple mi-
croservices’ observed profiles into a single system-wide observed profile (??, ??) and
a comparison operator to compare two privacy policies (??).

Composition operator. In terms of our privacy policy workflow (??), this composition
operator (Step 2) may be run after the effective privacy policy is set, that is, while re-
peating Steps 1 and 2 during the second iteration of the workflow. This operator may
also be run when the privacy engineer repeats Steps 2-5 while setting and prototyping
multiple target privacy policies (in Step 3). Thus, the term privacy policy in the text
below can refer to either the initial, target, or effective privacy policy.
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The system-wide observed profile has the same format as the privacy policy, in that it
maps each purpose of use to all PII types consumed for that purpose, whether directly
or indirectly, as well as any PII types shared with any external domains. If either the
target or effective privacy policy have been set by the time this composition operator is
run, then the system-wide observed profile also marks these data flows as in compliance
with, or in violation of, this policy.

We define how the "pii_compliant", "pii_violation" as well as the
"external_host" fields should be composed, beginning at the fine-grained level of
endpoint profiles, up to the coarse-grained level of microservices. By defining how the
"pii_violation" field is composed, we ensure that the system-wide profile aggre-
gates violations of the target or effective privacy policy, which may be present in the
per-service observed profiles, in light of ??. We rely on the consistency criteria outlined
in ??. We first summarize each endpoint profile and we then compose two endpoint pro-
files for the same endpoint. We then compose the resulting endpoint profiles of different
endpoints, to obtain a summarized observed profile for each microservice. Finally, we
compose summarized observed profiles across microservices to arrive at a system-wide
observed profile.

In summarizing each endpoint profile, we note that the privacy policy format (??)
does not distinguish between an endpoint directly or indirectly consuming a PII type.
Thus, we first compute the union of the respective values for the "pii_compliant"
field, across direct and indirect processing keys, within an endpoint profile. We sim-
ilarly compute the union across the "pii_violation" fields, across direct and in-
direct processing keys. Due to the consistency criteria ?? and ?? outlined in ??, we
expect that this union will result in two disjoint sets for the "pii_ compliant" and
"pii_violation" fields.* Based on the consistency criterion ??, if two profiles for
one endpoint describe data sharing with the same external host, then we can compose
them into one entry, by simply computing the union of their PII types. Otherwise, if
they involve different external hosts, then we store a list of tuples of the set of PII types
and the external host with which they are shared.

In our second step, we compose direct and indirect processing and data sharing,
across two endpoint profiles, just as we composed them within an endpoint profile. In
our third step, we compose the resulting (single) summarized profile for each endpoint,
across endpoints. We can do this since the privacy policy format does not distinguish

41f the consistency criteria do not hold, then the union will not be disjoint. If a PII type is in violation
once, then we can conservatively consider it to be in violation, and drop it from the "pii_compliant"
field. This also holds when these fields refer to PII types with the same external host.
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between endpoints, and the consistency criteria hold even if the two data flows are to
different endpoints in the same microservice. In our fourth step, we compose microser-
vices” summarized observed profiles based on their purposes of use. If two microser-
vices have different purposes of use then we simply concatenate their summarized ob-
served profiles. Otherwise, we compose them just as we handled different endpoints in
the same microservice.

Comparison operator. The privacy engineer may want to efficiently prototype vari-
ous target policies (??). A naive approach is to rerun all tests against all microservices,
that is, rerun the data plane in the observe mode under each target policy, in order to
obtain a new system-wide profile with violations for that policy. However, for a large
architecture of thousands of microservices, this approach would be inefficient.

To satisfy requirement ??, once the privacy engineer runs the data plane once in the
observe mode under a policy 7}, Prose must determine whether this set of tested mi-
croservices would violate a policy 75, while avoiding rerunning the data plane against
T, as much as possible. Our observation is that just as the authorization agent was used
to evaluate that a data flow complies with a policy 77 in the data plane, it can similarly
be used to evaluate an observed profile, or another target policy 75, against 7} in the
control plane. In the data plane, we check whether the PII types and external domains
in the data flow are allowed by T} for the purpose of the flow, whereas when comparing
policy 75 to T3, instead of iterating over all data flows, we would iterate over all purposes
listed in T5.

This comparison only outputs whether 75 is at most as strict as 7;. For 75 to be less
strict than 77, T should be at most as strict as 7} and 7} should not be at most as strict
as T>. However, when the respective sets of purposes, PII types and external domains
of two policies are disjoint, then 75 would not be at most as strict as 77 and 1) would
not be at most as strict as 7».> As an example of two such policies, consider a 75 that is
identical to 7) except that while 7} allows the phone number to be sent to TWILIO.COM
for the purpose of authentication, 75 allows it to be sent to GOOGLE.COM. In contrast,
Listing ?? and Listing ?? serve as an example of comparable and non-equal policies; the
policy in Listing ?? is stricter than that in Listing ??.

When one of the policies is stricter than the other, if a microservice satisfies the
stricter policy, then it will continue to satisfy the looser policy. Conversely, if a mi-
croservice violates the looser policy, then it will continue to violate the stricter policy.
Consequently, in both cases, we do not need to reevaluate its observed profile against

SThis occurs since the sets of purposes of use, PII types and external domains are not totally ordered.
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the new target policy. However, if a microservice satisfies the looser policy, then we can-
not infer whether it will satisfy the stricter policy. Similarly, if a microservice violates the
stricter policy, then we cannot infer whether it will violate the looser policy. Moreover,
when neither policy is stricter than the other, as we saw in the aforementioned example,
we need to evaluate each microservice’s observed profile against the new target policy
T,. Importantly, we still do not need to rerun and retest all of the services in the entire
data plane against 75. We use an authorization agent in the control plane to compare
each service’s observed profile against the target privacy policy, to reevaluate viola-
tions. This approach can also be used to determine whether the entire system would
comply with a new target policy, by using the system-wide observed profile instead of
a service’s observed profile.

5.7.3 Analysis Engine

The size of the system-wide observed profile is proportional to the number of microser-
vices, and specifically, the number of microservices with unique purposes of use. In
practice, for architectures with thousands of microservices, the analysis engine may
store per-service observed profiles using a DBMS. The system-wide observed profile
can be dynamically computed through a stored procedure. To assist the privacy en-
gineer in processing the system-wide observed profile, the analysis engine provides
queries that analyzes this profile for the top n most common PII types, purposes of use
and external hosts. The engine also assists the privacy engineer in categorizing viola-
tions of the target or effective privacy policy (??). To this end, it includes the following
queries outlined in ??. The query results are tagged with a hash consisting of the target
policy version and the service versions. While we do not go into the implementation of
the DBMS schema and SQL query definitions, we highlight that we can store aggregates
that help Prose answer these queries during a single pass over all per-service observed
profiles to form the system-wide observed profile. As an example, we discuss below
how Prose stores aggregates to meet ?? regarding iterative fixing strategies.

Iterative fixing strategies. Fixing each microservice that violates the target privacy
policy would typically require a privacy engineer to coordinate with the team of de-
velopers maintaining that microservice. Given that microservices may violate different
sets of clauses of the target privacy policy, addressing multiple clauses across different
teams in a single iteration may be challenging for the privacy engineer.

Prose can help the privacy engineer prioritize which microservices to fix, through
two iterative fixing strategies, which are based on bounding either the number of teams
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TABLE 5.1: Queries used to analyze violations of the system-wide profile with a given
privacy policy.

Query name Query

Violations by type All services with a given type of violation (direct or
indirect purpose of use or data sharing)

PII type All services with a violation for a PII type

Purpose of use All services with a direct or indirect purpose of use
violation for a given purpose of use

Data sharing All services with a data sharing violation for a given
external domain

Violations by clause All services that violate a given clause of the target
policy

Top k violated clauses k clauses of the target policy that are violated by the
maximum number of services, and the number of ser-
vices that violate each clause

Top k violating services | k services that violate the maximum number of
clauses of the target policy

that they coordinate with, or the number of clauses of the target policy that they address,
in each iteration. Each strategy produces two outputs. First, it outputs the violating mi-
croservices that should be fixed in the current iteration. Second, it also outputs the ef-
fective privacy policy that would be followed by the entire system once these violations
are fixed.

A privacy engineer following the greedy fix strategy addresses all violated clauses
across k microservices. A relevant question is: which k£ microservices should be fixed
such that the new system-wide observed profile would comply with the maximum
number of clauses of the target privacy policy? The top k violating services query from ??
answers this question. This strategy enables the privacy engineer to bound the number
of teams that they coordinate with, in a single iteration, to k. In theory, this strategy
could output an effective privacy policy that is identical to the system-wide profile.
This happens when the clauses addressed by fixing the top-k violating microservices
continue to be violated by other microservices that have fewer violations. For exam-
ple, microservice 1 violates clauses a and b, whereas microservice 2 violates clause b
and microservice 3 violates clause a. Fixing the top violating microservice, namely mi-
croservice 1, will result in an effective privacy policy equal to the system-wide observed
profile.
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A privacy engineer following the systemic fix strategy seeks to address clauses of
the target policy that are a systemic problem, since they are violated by multiple mi-
croservices. So, they should focus on a clause that is violated by the maximum number
of microservices; the top k violated clauses query from ?? outputs k such clauses. (We
note that £ here is upper bounded by the number of clauses in the privacy policy.) This
strategy then fetches the microservices that violate each clause by running the violations
by clause query on that clause.® The privacy engineer may simultaneously work with
the teams maintaining each of these microservices on a common fix. They would repeat
this process for all violated clauses in a single iteration. In contrast with the greedy fix
strategy, the systemic fix strategy will always output an effective privacy policy that is
stricter than the system-wide observed profile.

We reiterate that each clause of a privacy policy maps a purpose of use to a set of
PII types that can be processed for that purpose, or shared with an external domain, as
shown in ??. We observe that the authorization agent is configured to output the clause
of the policy that was violated, in the "violation_reason™" field in the per-service
observed profile (Line 22 in ??).

We compute the set of microservices to fix, when following each strategy, as fol-
lows. While aggregating observed profiles to form the system-wide observed profile,
we maintain a list of the clauses violated by each microservice. Specifically, whenever
a"pii_violation™ field is present within an endpoint profile, we fetch the violated
clause, using the "violation_reason" field. For the greedy fix strategy, we then sort
microservices by the number of clauses violated, and pick the top-k microservices. For
the systemic fix strategy, we invert this mapping, to determine the set of microservices
violating each clause. We then sort the clauses by the number of microservices that
violate it, and pick the top-£ clauses.

We compute the effective privacy policy, when following each strategy, as follows.
We remind the reader that the effective privacy policy is at least as strict as the one
given by the system-wide observed profile, and at most as strict as the target privacy
policy (??). We note that the system-wide observed profile will list violations with the
target privacy policy, as discussed in ??. If no microservices are fixed, then the effective
privacy policy is given by treating the system-wide observed profile as an allowlist,
and adding a clause for each violation, effectively marking it as compliant behaviour. If
one microservice is fixed, then we compute the effective privacy policy as follows: we

6Given that each clause of the Prose policy refers to one purpose, each clause may be violated by
multiple microservices only if multiple microservices have the same purpose. If each microservice has a
unique purpose, then the systemic fix strategy would output k clauses, in a predefined order, and their
associated violating microservices.
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TABLE 5.2: Components of the Prose data plane that we developed, along with the
programming language that they are written in, and their number of Lines of Code
(LoC). Third-party components that we use through libraries or executables, including
Kubernetes, Istio, Envoy, Presidio, OPA and Jaeger, are not included in this table.

Component Implementation Language | LoC
Service proxy (SP) Filter loaded by Envoy SP Golang 1893
PII Identification unit Server running Microsoft Pre- | Python 451
sidio
Authorization agent Data flow validation logic and | Rego 135
tests
Deployment configuration | Configuration to deploy Prose | YAML 385
on top of an Istio service mesh | Dockerfile | 74
Evaluation configuration | Helm charts [ ] to deploy | YAML 2696
the test application and all vari-
ants

drop all of its violations from its observed profile, compute the system-wide observed
profile, and then add clauses for any remaining violations, which would correspond to
non-fixed microservices. For the greedy fix strategy, we drop all violations from the
selected k microservices” observed profiles, and follow the aforementioned approach to
compute the effective privacy policy. For the systemic fix strategy, we follow the same
approach; however, instead of dropping all violations from a microservice’s observed
profile, we drop only those violations that involve one of the top-% clauses.

The privacy engineer can further customize each strategy, to address only a given
violation type, or only those violations that involve a given set of PII types or purposes
of use or external domains. They can use the first four queries in Table ?? to this end.
Importantly, the privacy engineer can interleave these two strategies. For example, the
privacy engineer may choose to adopt the greedy fix strategy for early iterations of the
target privacy policy, and then switch to the systemic fix strategy.

5.8 Evaluation

We outline our implementation of the data plane of Prose. We then discuss our exper-
iment for the efficiency of the data plane of Prose, followed by our experiment for its
effectiveness.
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5.8.1 Implementation

We use Kubernetes [ ] as our orchestrator, and Istio [ ] as our service mesh.
Istio manages and deploys Envoy service proxies (SPs) [ ] as sidecar containers.
We implement the Prose data plane in the form of a Golang filter that is executed within
the Envoy SP sidecar container [ ]. Our control plane consists of a rudimentary
trace collector service. In order to mediate data flows to detect all violation types, our
Golang filter includes the three handlers as outlined in ?? and depicted in ??, namely
an inbound request handler, an outbound request handler and an outbound response
handler. Each handler first detects PII types in the data flow, checks for violations, sends
a span to the trace collector service, and in enforce mode, drops violating requests or
responses. In Table ??, we outline the components of the Prose data plane, along with
the programming language that they are written in, and their number of Lines of Code
(LoC).

Detecting PII. We use Presidio [ ] as our PII detection library. We detect the
default set of supported PII types, such as names, credit card numbers, locations, dates
and so on [ ]. We apply named entity recognition (NER) to detect PII sent within
JSON objects in HTTP requests and responses. The library could analyze either the keys
or the values of the JSON object, or both. We chose to recognize PII types within the
values of the JSON object, rather than the keys. Consequently, non-descriptive keys, such
as a random string instead of “username”, cannot be used to bypass the PII detection
logic. However, a key named “username” is more likely to contain a value with the
PII type “name”, than if it was “location” or a random string. Thus, the key is used as
context to increase the confidence interval for NER.

Presidio is written in Python and it does not have Golang integrations, so it is exe-
cuted as a separate service, which is then called by the Golang filter on each request or
response. We deploy Presidio as a separate pod. We scale up replicas of this pod within
our experiment setup.

Detecting violations. We use Open Policy Agent [ ] to detect violations. We
provide a small and thoroughly tested implementation of our violation detection logic
(??) in Rego (??). We observe that the privacy engineer does not need to write the pri-
vacy policy itself within Rego. They can simply use a well-known structured document
format such as JSON to specify the policy, by listing permissible purposes of use, PII
types and external domains. In this way, the privacy engineer can prototype different
target privacy policies without familiarity with Rego. Our Golang filter gathers the de-
tected PII types, the purpose of use of the container, and optionally the external domain
in case of an outbound request. Our filter then uses the OPA Golang SDK [ ] to
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evaluate our violation detection logic against the target privacy policy with these inputs.
For our experiments, we set a target privacy policy that allows all existing data flows
in the application. This is not identical to a fully permissive policy; OPA still needs to
evaluate each data flow against this policy.

Distributed Tracing. We use Zipkin for distributed tracing. Our choice of Zipkin is
dictated by the set of providers compatible with the Envoy SP [ ]. We integrate the
Zipkin Golang library within our Golang filter, and we use Jaeger [ ] for our trace
collector service.

5.8.2 Evaluating efficiency

Experiment setup. We deploy a microservices-based application, Bookinfo [ ], in
multiple variants as we describe below. We stress-test the application at various re-
quest rates for a fixed time interval. We measure the end-to-end latency experienced by
clients, and thus, this experiment evaluates whether Prose can meet ??.

We consider the following baselines or variants: orchestrator alone (Kubernetes, ab-
breviated as K8S), orchestrator with service mesh (K8s + ISTIO) and orchestrator with
service mesh with Prose (K8s + ISTIO + PROSE). We also have a K8s + ISTIO + PROSE -
PRESIDIO variant, which does not call Presidio on the mediated requests and responses
but instead uses hard-coded PII types. The K8s + ISTIO + PROSE (PRESIDIO WITHOUT
CACHE) variant does not include a cache within Presidio, as we detail later. For all but
the K8s variant, each application pod has a service proxy as a sidecar.

We run our experiment on an AMD EPYC 7313P 16-Core Processor with 1TB
RAM and a 200GB NVMe SSD. We create three virtual nodes on this server, and
Minikube [ ] deploys a Kubernetes cluster across these three virtual nodes. We
use Minikube backed by Docker, meaning that each node is represented by a Docker
container. (Each Docker container runs Kubelet, which was described in ??, and all
pods that are handled by Kubelet run as nested containers.) We execute N = 10 runs
of each variant for each tested request rate r. Each run proceeds independently of other
runs, as follows. We configure 10 replicas of each pod of the application and also scale
the Presidio deployment to have 10 replicas. We first wait to ensure that all pods are
ready to receive traffic. As recommended for stress testing [ ], before running the
stress test, we first simulate an average load for ¢t = 10s, that is set to the minimum
of half the request rate of the test and a constant threshold; thus, the request rate for
the average load is: min(r/2,100). For the stress test itself, we then send r req/s for ¢
seconds, with a timeout of 30's for the response. We use Vegeta [ ] to send both the
average and stress test loads. (By default, Vegeta paces the requests constantly across
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Response latency across load
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FIGURE 5.6: Average and standard deviation of the response latency for each variant,
averaged across all 100 - r responses for each request rate r on the x-axis. Note the log
scale on the y-axis.

the test duration, at the granularity of nanoseconds.)

We compute the average and standard deviation of the end-to-end latency across all
responses (N -r-t) for all N runs for each request rate r, and we plot them in ??. From that
figure, we observe that for each variant, the response latency increases slowly with the
request rate, since the underlying system is undersaturated, and as the system begins to
saturate, the latency then shows a steep increase over medium to high request rates. We
note that our client times out requests at 30 s, meaning that if the client does not receive
a response by 30s, then the client deems that request as having failed. Consequently,
the end-to-end response latency is capped around 30s for high request rates, and we
thus obtain a convex plot. We are interested in the behaviour of our variants while
the underlying system remains undersaturated. We hypothesize the following relations
between the end-to-end latency over our variants:
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H1 In increasing order of latency, we expect: K8s, K8s + IsT10, K8s + ISTIO + PROSE
- PRESIDIO, K8s + ISTIO + PROSE and K8s + ISTIO + PROSE (PRESIDIO WITHOUT
CACHE).

H2 To meet ??, our proposed variant for Prose, namely K8s + ISTIO + PROSE, should in-
cur a reasonable overhead over the K8s + ISTIO variant for low to moderate request
rates, while retaining latencies of less than one second.

We also observe from ?? that both hypotheses hold true. Each successive variant in
the list in Hypothesis ?? adds more functionality that can contribute to the end-to-end
latency, as follows. The overhead of the K8s + ISTIO variant over the K8s variant is
due to the service proxies themselves. We note that the same number of service proxies
are in path to answering each request, and thus the overhead introduced by the service
proxies in the K8s + ISTIO variant is the sum of the overheads introduced due to each
service proxy in path of the request. The overhead incurred by the K8s + ISTIO + PROSE
- PRESIDIO variant over the K8S + ISTIO variant is due to the authorization agent and
distributed tracing logic, which is executed for each request that passes through each
service proxy. Adding the PII identification unit, we observe that K8s + ISTIO + PROSE
(PRESIDIO WITHOUT CACHE) incurs a large overhead over K8s + ISTIO variant. We find
that the cause of this overhead is the time taken by Presidio to detect PII in the requests
and/or responses. This is substantiated by the fact that the K8s + ISTIO + PROSE -
PRESIDIO variant, which replaces all calls to Presidio with hard-coded PII types, incurs
a much smaller overhead over the K8s + ISTIO variant, as compared to the overhead of
the K8s + ISTIO + PROSE (PRESIDIO WITHOUT CACHE) variant. We could increase the
number of replicas of Presidio in order to load each replica less. However, if we were
to do this, then the K8s + ISTIO + PROSE (PRESIDIO WITHOUT CACHE) variant would
maintain a smaller overhead over K8s + ISTIO until a higher load rate, thereby simply
delaying the problem. We observe that deploying Presidio as a sidecar, instead of as
separate pods, would only shave off the network latency from the sidecar service proxy
to the service, which amounts to about 1-2 ms per service in path of the request, and a
total of about 6 ms; we are CPU-bound, not network-bound.

To mitigate this problem, we include a naive cache within Presidio in order to run
NER less frequently for each client-side request. In our naive cache, each JSON object,
which could be within an HTTP request or response, serves as the key, and the PII
types detected by Presidio serve as the value. Our cache prevents repeatedly rerunning
NER for the same JSON object processed by each service proxy handler; our K8s +
ISTIO + PROSE variant includes this cache. We note that Hypothesis ?? holds true for
this variant, since its end-to-end latencies are higher than that for the K8s + ISTIO +
PROSE - PRESIDIO variant, but lower than that of the K8S + ISTIO + PROSE (PRESIDIO
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WITHOUT CACHE) variant. We also note that the K8s + ISTIO + PROSE variant adds
at most an overhead by a factor of = 0.2/0.02 = 10 over the K8S + ISTIO variant up
to 300 requests/second, while retaining latencies of 0.2s. While arguably this is a large
overhead in light of Hypothesis ??, we leave further optimization of the Prose data plane
to future work.

While in our evaluated application, the JSON objects do not differ across end users’
requests, we acknowledge that in general, this may not be the case. Specifically, the val-
ues within the JSON object body may differ across users, whereas in order to conform to
the API of the endpoint, the keys (such as “name” or “email”) are likely to be identical.
Since Presidio executes NER on the values rather than the keys, the output of Presidio
may differ for different users; consequently, our naive cache would not suffice and Pre-
sidio would rerun NER on each user’s data. Instead of setting the entire JSON object as
the cache key, the cache can derive a key using the JSON keys within the JSON object.
Consequently, the cache would be reused whenever the JSON objects have similar keys;
that is, as long as HTTP requests (or responses) to (or from) the same API endpoint for
different users” data are shaped similarly. Nevertheless, our evaluation demonstrates
that with a reusable cache, Prose incurs a reasonable end-to-end latency overhead on
top of the orchestrator and service mesh, in light of ?2.

5.8.3 Evaluating effectiveness

We define the effectiveness of the Prose data plane in terms of its soundness and com-
pleteness in detecting privacy violations, in light of ??2. Under our threat model, the
soundness and completeness of Prose reduces to that of our PII identification unit. Our
PII identification unit (Presidio) is not sound, in that it can mark a data item as PII when
it is not (resulting in false positives), and not complete, in that it can miss marking some
PII types (leading to false negatives). We begin with discussing the impact of false pos-
itives and negatives of Presidio on Prose. We then describe Presidio classifiers, outline
our experiment setup and then present our hypotheses as well as our results.

Impact of false positives and negatives. A false negative contributes to the lack of
completeness of Prose. Specifically, when in observe mode, a false negative means that
the observed profile of a microservice misses a PII type being processed or shared. If it
were detected, this PII type could have led to a privacy violation only if the given target
or effective privacy policy disallows that particular PII type to be processed or shared
for the purpose of use of the associated microservice. Thus, when Prose is run in enforce
mode in production, false negatives could, but do not always, imply a privacy violation
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that is missed. A missed privacy violation means that users’ PII has been handled by
the back end while violating the privacy policy, and as a system designed to ensure that
this does not happen, Prose would fail in its goal.

On the other hand, a false positive reported by Presidio means that a text token that
contained no PII has been marked as such. Again, depending on the target or effective
privacy policy, the PII type in a false positive could, but does not always, lead to Prose
erroneously reporting a privacy violation. An erroneous privacy violation report im-
pacts the microservice in enforce mode in production, as the associated data flow would
then be dropped by the authorization agent. Thus an erroneous privacy violation may
temporarily cause a lack of availability of the relevant API until the privacy engineer
fixes this issue, as follows. Considering our privacy policy workflow (??), beginning
with Step 10 in production, the privacy engineer would then go through Steps 5-7; in
Step 7, they may set an effective privacy policy to allow the falsely flagged data flow un-
til Prose or its PII identification unit can be modified to stop wrongly flagging the text
in that data flow as a PII type. As with any classification task, when detecting PII, we
navigate a tradeoff when deciding whether to reduce false positives or false negatives.
In light of ??, this experiment examines how Presidio can navigate this tradeoff.

Presidio classifiers. We evaluate classifiers that are built in to Presidio for a total of
12 PII types. The classifiers use a combination of mechanisms used for NER, includ-
ing pattern matching, checksums and custom logic [ ], as we summarize below
and present in Table ??. Classifiers can either be context-aware or not; context-aware
classifiers use the context of the neighbouring words as well as any additional context
supplied to Presidio. We divide the classifiers for these 12 PII types into four categories.
First, we consider classifiers that use the context, pattern matching and a checksum;
the International Bank Account Number or IBAN classifier is the only classifier in this
category. Second, we then group classifiers that use only the context and pattern match-
ing; the DATE_TIME, EMAIL_ADDRESS, IP_ADDRESS, URL, US_DRIVER_LICENSE and
US_SSN are grouped into this category. Third, we consider classifiers that use custom
logic; that is, the PERSON classifier searches for a person’s name, the NRP classifier
searches for a person’s nationality, religious or political group, the LOCATION classifier
searches for a geographic or politically defined location and the PHONE_NUMBER clas-
sifier searches for phone numbers. Finally, we have only a single classifier that does not
use the context, namely the CREDIT_CARD classifier; this classifier uses only pattern
matching and the checksum.

Experiment setup. We measure the effectiveness of Presidio, and to do so, we generate
a ground truth of JSON key-value pairs as follows. Our sentence generator starts with
a set of 210 template texts consisting of one or more sentences; out of these, 15 template
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TABLE 5.3: Frequency of PII types in the ground truth and components of the classifier
for each PII type.

PII type Frequency Classifier components

Context | Pattern Checksum | Custom
Matching logic

Credit card | 166 o ° ° o

Date / time | 276 ° ° o o

Email ad- | 58 ° ° o o

dress

IBAN code | 18 ° ° ° o)

IP address 25 ° ) o o

Location 4476 ° o} o} °

NRP 90 ° o} o} °

Person 1910 ° o (o} °

Phone num- | 518 ° ° o °

ber

URL 37 ° ° o} o

US Diriver | 4 ° ° o o

License

US SSN 105 ° ° o o

texts have no PII types, whereas the rest have one or more PII types. It then substitutes
a PII type in each string, with a generated value, such as an address or a credit card
number. The generated sentences serve as the value within the JSON key-value pairs;
we generate a total of 2000 pairs. We show the frequency of each PII type in the JSON
value in Table ??. As described in ??, the JSON key serves as the context for increasing
the confidence interval with which any word, in the value, is marked with a given PII
type. We set the JSON key to one of the PII types present in the value.

In our experiment, we vary the threshold confidence score that is required to mark a
word as a PII type, from a minimum of 0.3 to 0.9 at constant intervals of 0.05; the default
confidence score for the classifiers is set to 0.4. We measure the false positives and false
negatives produced by Presidio, across both datasets as input. The Receiver Operating
Characteristic (ROC) of a classifier measures the true positive rate (TPR) against the
false positive rate (FPR); a binary classifier that classifies an input word as a given PII
type with any fixed probability, which we refer to as a random classifier, has an ROC of
y = x. While varying the threshold confidence score, we plot the ROC for the classifier
for each evaluated PII type in ??. The top left corner of the axes represents an ideal
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classifier. A true positive here requires the classifier to mark one or more words as the
correct PII type, at the correct start and end character indices in the text; detecting either
the wrong PII type, or mismatching indices, lead to a false negative.

We hypothesize the following:

H8 For a given classifier, we hypothesize that increasing the threshold should result in
fewer true positives and/or fewer false positives.
H9 We expect the classifier for each PII type to outperform the random classifier.

H10 Inlight of ??, there exists at least one threshold value, such that all classifiers provide
a reasonably high TPR, potentially at the cost of a moderate FPR. Satisfying this
hypothesis would enable privacy engineers to set a threshold out-of-box, without
the need to examine and tweak individual classifiers.

Through ??, we confirm that Hypothesis ?? holds, since within the ROC line plot for
each classifier, with reference to a coordinate for a given threshold, the coordinate for
the immediately larger threshold is below and/or to its left. Hypothesis ?? holds since
all of our ROC line plots appear above the ROC for the random classifier.

We now discuss the performance of our classifiers with respect to Hypothesis ??,
when considering a TPR value of at least 0.75 and an FPR value of at most 0.02 to meet
this hypothesis. First, we note that all classifiers have a FPR of less than 0.02 for all
thresholds, and thus Hypothesis ?? is not violated due to high FPRs for any classifier.
Second, we consider classifiers that satisfy Hypothesis ?? for all thresholds, namely the
IBAN, EMAIL_ADDRESS, IP_ ADDRESS and URL classifiers. For all thresholds, these
classifiers have a very high TPR and a very low FPR. For example, the lowest TPR
shown by the URL classifier is 0.91, which appears for thresholds greater than 0.6; this
TPR is still reasonably high and satisfies Hypothesis ??2.

Third, we consider classifiers that satisfy Hypothesis ?? for a range of thresholds.
The remaining classifiers that use only the context and pattern matching, namely the
DATE_TIME, US_SSN and US_DRIVER_LICENSE classifiers, have a large enough TPR
to satisfy Hypothesis ?? for a range of thresholds, rather than for all thresholds as was
the case for the aforementioned classifiers. The US_SSN classifier has a perfect TPR
for all thresholds below 0.9, whereas the US_DRIVER_LICENSE and DATE_TIME clas-
sifiers have a perfect TPR for thresholds of 0.3 and 0.4 only. For larger thresholds
({0.45,0.5,0.55,0.6}), the US_DRIVER_LICENSE classifier has a TPR of 0.75 whereas the
DATE_TIME classifier has a TPR of 0.6; thus, these three classifiers satisfy Hypothesis ??
for threshold values of 0.3 and 0.4. Importantly, for the largest threshold value, both the
US_SSN and US_DRIVER_LICENSE classifiers show a TPR of zero; this is undesirable
since all text tokens containing these PII types were missed and marked as false nega-
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FIGURE 5.7: ROC of Presidio for classifying a word as a given PII type, while varying
the threshold for the confidence score required for a successful classification. Note that
the x-axis on the upper plot only goes up to 0.014 since all observed false positive rates
are upper bounded by this. The lower plot has a log scale on both axes, and zooms
in on the upper plot. For each PII type, we only plot each unique pair of true positive
and false positive rates, across the thresholds in {0.3,0.35,--- ,0.9}; points on the ROC
line plot for a given classifier are annotated in the same color as the line plot for that
classifier, and are annotated with the largest threshold value for that pair of true and
false positive rates. We show the TPR cutoff for Hypothesis ?? by a dotted line.
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tives. This threshold value is thus not useful at all for these classifiers, when applied for
PII detection. In contrast, the DATE_TIME classifier shows a non-zero, albeit small TPR
value for thresholds greater than 0.6.

Considering classifiers in the third category, each of the LOCATION, NRP and PER-
SON classifiers have a non-zero TPR value, that is, 0.16, 0.77 and 0.79 respectively, for
thresholds of 0.3 and 0.4, and a zero TPR value for higher thresholds. Similarly, the
PHONE_NUMBER classifier has a TPR of only 0.54 for for thresholds of 0.3 and 0.4,
a TPR of 0.44 for thresholds in the range {0.45,0.5,---,0.75}, and again, a zero TPR
value for higher thresholds. Thus, in light of Hypothesis ??, while the NRP and the
PERSON classifiers may arguably satisfy the TPR cutoff of 0.75 for low thresholds, the
PHONE_NUMBER and LOCATION classifiers have too low of a TPR for even these low
thresholds. Finally, the CREDIT_CARD classifier, which is the only classifier in the final
category, has an identical TPR and FPR value for all thresholds; the TPR value is 0.75
and thus this classifier satisfies the Hypothesis ?? for all thresholds.

In conclusion, Presidio classifiers perform differently at a given threshold, and there
is no single value of the threshold to satisfy Hypothesis ??. Privacy engineers may
expect that in order to have a non-zero TPR for all classifiers, they may be left with
no choice but to set a low threshold value. However, we observe that Presidio allows
configuring specific classifiers with a higher default confidence score value. Thus, for
example, custom-logic based classifiers may be configured with a higher default confi-
dence value than the pattern-based ones, in order to achieve a reasonably high TPR, at
a reasonably high threshold, such as 0.8, for all PII types.

In general, privacy engineers may select different values of the threshold to navi-
gate the tradeoff between false negatives and positives differently in the observe mode
versus in the enforce mode. For example, privacy engineers may be willing to with-
stand a higher false positive rate in non-production environments, and so they may set
a lower threshold in observe mode. They may wish to minimize the number of false
positives reported in production environments, as software engineers may be required
to be on call to respond to these incidents. So, they may set a high threshold in the en-
force mode, thereby reducing the false positive rate at the cost of also reducing the true
positive rate. We remind the reader that our privacy policy workflow handles privacy
engineers’ need to simulate the production environment in the testing environment, by
restesting the microservices, in the testing environment, under the enforce mode. Thus,
if privacy engineers were to choose different thresholds for the observe and enforce
modes, they would still, nevertheless, be able to evaluate the microservices under both
thresholds before deploying to production. Finally, we leave the evaluation of differ-
ent PII identification units against PII within traffic encountered by real microservices
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TABLE 5.4: Comparison of related work for Prose. Considering the architectural re-
quirements outlined in ?? and the privacy engineering requirements outlined in ??,
while excluding the efficiency requirement (??) in order to focus on the design, we com-
pare each system against all requirements that are supported by at least one comparator
system. We distinguish systems that provide ?? statically (S) versus dynamically (D).
For ??, we compare support for purpose-of-use violations (P) and sharing violations (S).
The comparator systems do not provide ??,?? and ??.

& @
System t(\\: t(\\.. !(\\.' t(\\: t‘t\\: lt\\.' t(\\: t(\\ !(\\.' l't\\
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application to future work.

5.9 Related work

We summarize recent literature on language-based approaches to data minimization,
and contrast it with our privacy policy workflow. We then describe policy enforcement
systems, including access control and auditing frameworks, for microservice-based and
other recent architectures. We compare each work against the applicable requirements,

logical order.
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5.9.1 Formal language-based approaches to data minimization

Many machine-readable privacy policy languages have been proposed, towards differ-
ent goals. Kieran’s Fides is a declarative privacy language [ ; ] that can be
used to detect whether a declared privacy policy of a service violates a target privacy
policy; both of these policies are set by the service developer. Fides trusts develop-
ers to correctly annotate services with privacy declarations, as well as update them
whenever the source code changes. Sen et al. [ | present a privacy policy lan-
guage, namely Legalese, that organizes policy field values into a lattice structure, plac-
ing privacy-sensitive purposes of use, such as advertising, to the top of the lattice. They
also present lattices for policy fields, such as the data type and the purpose of use.

Another line of work involves formally describing the architecture, or a model of
the system, and comparing it to the privacy policy that the system is intended to adhere
to. Thong Ta et al. present a privacy policy language and an architecture description
language (ADL) in DataProVe [ ]. The requirements that the architecture should
satisfy, such as obtaining consent from the user to process a data item, are encoded in a
target privacy policy. Privacy engineers manually specify the entire system architecture
in the ADL. Thong Ta et al. present conformance relations to automatically compare
the privacy policy with the architecture specification, through an automated reasoning
tool, and ultimately identify privacy policy violations (??, ?? holds). They evaluate Data-
ProVe to identify privacy policy violations in a Covid Tracing App, with a client and a
server entity.

Contrasting our privacy policy workflow with DataProVe, we find that each service
must be specified manually in the ADL. In other words, the observed privacy profile
for each service cannot be derived automatically, and so ?? does not hold. Moreover,
in the absence of an ADL composition operator, DataProVe cannot compute the entire
system’s architecture specification from the specifications of each service, and thus ??
does not hold. Therefore, scaling DataProVe to a distributed back-end architecture sys-
tem with hundreds of microservices as entities would be infeasible, and thus ?? does
not hold. (Requirement ?? is trivially satisfied since each service, irrespective of the lan-
guage that it will be written in, needs to be described in the ADL. Requirement ?? is also
trivially satisfied, since DataProVe does not consider the source code of the system at
all.)

In model-driven development, software engineers model web applications using
UML diagrams, and develop a data model, which specifies the data items, and an
object model, which specifies how the application acts on those data items. Krstic et
al. [ ] propose a model-driven development methodology towards data mini-
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mization, by having privacy engineers and software engineers extend this process with
a privacy model. Their system analyzes the information flows across the data and object
models, and assesses their compliance with the privacy model. Based on these models,
they automatically generate an enforcement mechanism that checks that the set of ac-
tual purposes is a subset of the set of declared purposes in the privacy policy, as well
as that the user’s consent is provided for the given data type and purpose of use. If the
business logic deviates from the model, then the enforcement mechanism detects this
violation and raises an exception. Krstic et al.’s work improves over DataProVe in that
they output a privacy policy that the application adheres to (assuming users’ consent is
provided for all actions) akin to our observed profile (??). A drawback of model-driven
development methodologies is that they implicitly expect software engineers to update
the model with changes in the source code. In particular, changes in the source code
should be reflected in updated data and object models, whereas changes in the privacy
policy, such as allowing a previously prohibited data flow, are expressed by updating
the privacy policy model. We emphasize here that Prose does not require software en-
gineers to separately maintain a data or an object model.

Information flow control languages such as Jacqueline [ ] ensure that confi-
dential data inputs to programs are only output to appropriate channels or users. Pro-
grams typically need to be modified to handle and propagate confidentiality labels.
Lehmann et al.’s Storm web framework [ ] reduces the amount of annotations
that developers insert in order to maintain confidentiality labels, using type theory. Hu-
bert etal.’s WebTTC [ ] extends Jacqueline and Storm, by supporting user-defined
and time-dependent policies.

As such, a common drawback of current work in language-based enforcement sys-
tems is that they operate within a single application. For instance, Storm governs access
control policies within a single microservice that follows the model-view-controller en-
gineering pattern. Extending these systems to a distributed microservices architecture
(in light of ??) would require accounting for inter-service communication. A second
challenge in extending these language-based enforcement systems to a polyglot archi-
tecture (in light of ??) is that they require modifying the compiler or interpreter of each
language that the microservices are implemented in. For example, Krstic et al.’s enforce-
ment mechanism depends on the language of implementation of the web application;
they instrumented the Python interpreter to automatically generate enforcement checks
for a Python Flask web application. Similarly, integrating Storm into services written
in multiple languages would require extending their Haskell type checker to each lan-
guage. In general, we find that existing literature in this area does not consider an it-
erative privacy policy workflow, and does not support privacy engineers in complying
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with a target privacy policy over multiple iterations through fixing strategies.

5.9.2 Policy enforcement systems

Riverbed [ ] focuses on the compliance of web applications, written in Python,
to user-defined policies, using trusted hardware platforms. These policies encapsulate
storing a data item or sharing it with a third party; as such, they are less expressive
than WebTTC’s user-defined policies. Riverbed first instruments the Python interpreter
with taint tracking before the web applications are deployed. In order to enforce these
policies, Riverbed deploys the application in a new “silo” for each new clause, such as
a combination of prohibited third-party domains, encountered in an end user’s privacy
policy. The modified interpreter, with taint tracking, serves as a runtime monitor that
implements the same access control rules within each silo (?? holds).

We observe that Riverbed applications consist of very few microservices in contain-
ers, thus requirement ?? is not satisfied. Moreover, their applications do not involve ex-
tensive communication between these services. They also do not process users’ data for
secondary purposes such as advertising, marketing, and analytics, which are common
in modern web applications. Though Riverbed can support unmodified web applica-
tions, satisfying requirement ??, it is limited to Python applications, since it requires
instrumentation of the Python interpreter, and thus it does not meet requirement ??.
Riverbed does not encapsulate the notion of observed profiles (??, ??), or distinguish
between per-service and system-wide profiles (??). Since the target policy enforced at
runtime is equal to the user policy, Riverbed does not identify violations of the source
code with a given target policy at development time (??). In Riverbed, Wang et al. seek
to completely prevent any modifications to the source code (?? holds), including for the
purposes of improving privacy, and do not consider any cases wherein the source code
may need to be modified in order to meet a target policy.

Several access control and auditing frameworks have been proposed for distributed
microservices architectures; these later frameworks satisfy ??. Xing et al. [ ] pro-
vide an access control framework for inter-service communication, namely Autoarmor.
Their goal is to prevent a container with an exploited microservice from accessing other
microservices” APIs. By design, Autoarmor does not change the microservices’ source
code in achieving this goal (?? holds). However, Autoarmor does not mediate data
shared with third parties. At build time, Autoarmor uses static analysis to extract inter-
service requests from microservices” code in different languages, and outputs access
control policies in manifests. Once microservices are deployed, the manifests are dis-
tributed to the service mesh (Istio) or orchestrator control plane (Kubernetes), which is
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configured to enforce the policies (?? holds). So, ?? holds but ?? only holds partially
since each supported language requires instrumentation.

Datta et al. [ ] develop a provenance-based auditing framework for serverless
architectures named Alastor, with the goal of detecting data exfiltration attacks through
provenance data. They modify the container runtime, such that each container (func-
tion) is instrumented with system call tracing and a transparent network proxy, to arrive
at a local fine-grained provenance graph detailing network and file events (?? holds).
Through this dynamic analysis, Alastor detects malicious requests based on keys passed
in the request, which is not possible with the static analysis approach in Autoarmor. Im-
portantly, Datta et al. compose local provenance graphs across containers to arrive at a
global provenance graph (?? holds). Since Alastor is an auditing framework, it does
not require changes to microservices’ source code for its operations (?? holds) and also
does not enforce any policies at runtime; requirement ?? is inapplicable for an auditing
framework.

In the context of Prose, we consider the example microservices in Figure ??. Sup-
pose that the MARKETING service is compromised in production and privacy policy de-
picted in Listing ?? is being enforced. The compromised MARKETING service calls the
GETUSERSBYEMAIL API of the USERS service, with the user’s email as input and ex-
pects to receive the user’s name, street address, age, gender and phone number. Since
the privacy policy does not allow processing the latter PII types for the MARKETING
purpose, this data flow will be dropped. We note that the callee (USERS) service will
still be called; that is, the inbound request handler within its associated service proxy
will not report any violations and dutifully allow the response. However, the outbound
response handler within the (trusted) service proxy at the compromised caller service
(REGISTRATION) will mediate the response, report an indirect purpose-of-use viola-
tion, and drop the data flow. In contrast, Autoarmor would block this flow within the
outbound request handler of the service proxy of the compromised caller service. On
the other hand, suppose that this compromised service now makes a call to BADWEB-
SITE.COM, with a user’s phone number and email. For the purpose of registration, the
aforementioned privacy policy does not explicitly allow sharing the user’s phone num-
ber or email with BADWEBSITE.COM. Thus, in Prose, the authorization agent within
the outbound request handler (Figure ??) of the compromised service would flag this
data flow as a data sharing violation, and it would drop this data flow in enforce mode.
As mentioned above, the access control policies generated by Autoarmor limit inter-
service communication, and as such, Autoarmor has not been designed to limit data
sharing with third parties.

Even if Autoarmor were to be extended to fix this drawback, both Autoarmor and
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Alastor suffer from the following fundamental limitation: they use the observed be-
haviour at build time as the ground truth for the target behaviour at runtime, whether
in the form of target access control policies for Autoarmor or the target provenance
graphs for Alastor. In other words, in terms of the observed privacy profile and the
target privacy policy in Prose, Autoarmor and Alastor assume that the target privacy
policy is equal to the observed privacy profile. None of these systems is designed to
identify (privacy or security) violations before deployment to production, and thus ??
does not hold. However, Prose categorically differentiates between the observed pri-
vacy profile and the target privacy policy, handles the fact that they may not be equal
and assists software engineers in complying with a target privacy policy that is stricter
than the observed privacy profile.

Wang et al.’s PrivGuard [ ] assesses compliance of Python data analysis
scripts to Legalese [ | policies. PrivGuard requires each data analyst to set a
guard policy for each script, which serves as a per-script target policy. Privacy man-
agers are required to set a system-wide target (base) policy, and users may set their own
policies. All of these policies are enforced at runtime as follows. PrivGuard loads users’
data and policies into a trusted hardware platform, and ensures that the following three
criteria hold before decrypting the users’ data to the analyst. First, the guard policy
should be at least as strict as the base policy. Second, the script only obtains the data
of users whose policies are at most as strict as the guard policy. Finally, they develop a
static analyzer, PrivAnalyzer, to assess whether the script complies with the guard pol-
icy. For PrivAnalyzer to analyze library calls in the script, Wang et al. instrument library
functions in statistical analysis, machine learning and differential privacy libraries, to
account for what clauses of the policy may be satisfied through each function call. Any
policy clauses that are not satisfied by the script are output as a residual policy, which
should be satisfied by sequential scripts, before the users’ data is decrypted to the ana-
lyst. Wang et al.’s Legalese policies govern row-level and column-level filtering opera-
tions, de-identification through k-anonymity or DP, and machine learning operations.

Though PrivGuard enforces target policies at runtime, satisfying requirements ??, it
does not satisfy many other requirements, limiting the applicability of its policy model
and system implementation to our work. First, PrivGuard does not operate within a
polyglot microservice architecture, and thus requirements ?? and ?? are not satisfied.
Second, though the source code of scripts does not need to be modified, library func-
tions called by the scripts need to be manually instrumented for PrivGuard to work,
and thus requirement ?? is only satisfied partially. Third, their policies do not model
communication within services or with third parties, and thus they cannot identify data
sharing violations. Though requirement ?? can be satisfied in the context of compliance

230



of individual scripts to the per-script target policy, namely the guard policy, in general
the PrivGuard policy model does not encapsulate the observed profiles (??) indepen-
dently of the target policy, and this design choice impacts the usability of PrivGuard,
as follows. PrivGuard does not deduce the weakest privacy policy that each script or
the entire system adheres to, and thus does not satisfy requirement ??. Consequently,
privacy managers adopting PrivGuard are expected to set a strong base policy, without
knowing this observed privacy profile, and thus without knowledge of the number of
scripts that would violate this base policy at runtime.

5.10 Conclusion

Using our privacy policy workflow, privacy engineers can iteratively realize Hoepman’s
MINIMIZE strategy for a microservice architecture. Prose realizes all three tactics of the
ENFORCE design strategy, which we describe in Section ??, for a microservice archi-
tecture: privacy engineers can set a target privacy policy, and thus Prose realizes the
CREATE tactic of the ENFORCE strategy. Prose also implements the MAINTAIN tactic for
this strategy as follows. First, Prose identifies services that violate the target privacy
policy and informs software engineers of these violations. Second, through the two it-
erative fixing strategies, Prose assists privacy engineers in prioritizing fixing services
and thereby setting an effective privacy policy that the fixed services are expected to
follow in production. Third, violating services are deployed into production only af-
ter being fixed, and Prose also enforces the effective privacy policy in production. Our
privacy policy workflow also enables privacy engineers to change the target and effec-
tive privacy policies, and Prose continues to identify violations as the services” source
code changes, thereby realizing the UPHOLD tactic for that strategy. Importantly, by di-
recting privacy engineers and software engineers to fix new violations that arise due to
changes in the source code, Prose continues to realize the MINIMIZE strategy, even as
the microservices’ source code evolves.

Additionally, Prose implicitly operationalizes all tactics of the DEMONSTRATE strat-
egy by serving as an auditing framework. Prose records data flows through the mi-
croservice architecture through distributed tracing, and thus implements the RECORD
tactic, then processes the traces into per-service observed profiles and compares these
profiles against the privacy policy, and thereby executes the AUDIT tactic. The per-
service and system-wide observed profiles can serve as software-based evidence for
data protection impact assessments, as Hoepman envisions in the REPORT tactic for this
strategy. Moreover, observed profiles can be used to automatically derive textual pri-
vacy policies that reflect the back-end software. Thus, through its observed profiles,
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Prose also enables privacy engineers to realize the INFORM strategy. Prose can be used
to demonstrate compliance with data privacy regulations such as the GDPR and the
CCPA by setting a strict target policy derived from these legislations.

Finally, in relation to our thesis statement, we demonstrate the efficiency of our data
plane when it experiences large loads, and we examine the effectiveness our PII identi-
fication unit in detecting different PII types, while providing further advice to privacy
engineers intending to deploy our system.
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Chapter 6

Conclusion

We substantiate our defense of the thesis statement and conclude with future work.

6.1 Defense of the thesis statement

Through this thesis, we have built and integrated four efficient and effective PETs that
realize Hoepman’s privacy design strategies within back-end web architectures.

In Chapter ??, we apply differential privacy to realize Hoepman’s ABSTRACT strat-
egy for the back-end web architecture of centralized relational DBMSes. Within
CacheDP, we compose differential privacy (DP) with a component of the back-end ar-
chitecture, namely caches. In doing so, we address challenges such as estimating the
privacy budget to answer a workload while using the cache and simultaneously meet-
ing accuracy requirements, by formulating and solving a novel cost optimization prob-
lem. We also include modules that provide other functionalities that can be expected
of a cache-aware system, such as prefilling the cache and maximizing cache reuse. Our
differentially private cache is effective in that it reduces the privacy budget spent to
answer a variety of single and multiple attribute workloads, as compared to state-of-
the-art baselines. We thus demonstrate that features that are built in to back-end web
architectures, such as caches, can be extended towards improving the effectiveness of
a PET. We further examine the effectiveness of each of our modules in saving privacy
budget for different tasks, and we find that each of our modules was relied upon for
at least one task. We also illustrate that our modules are efficient in that they incur
reasonable storage and computation overheads.

In Chapters ?? and ??, we consider peer-to-peer networks and distributed hash tables
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as our back-end web architecture, and we address the problem of fetching content across
peer-to-peer networks without revealing what was fetched. Both DHTPIR (Chapter ??)
and Peer2PIR (Chapter ??) realize the MINIMIZE strategy, and they do so by using Pri-
vate Information Retrieval (PIR). However, both of these sytems realize the MINIMIZE
strategy in different ways, since they use different types of PIR schemes, and they re-
alize additional privacy design strategies based on the type of PIR scheme that they
use. DHTPIR distributes the content of the query across peers in a quorum, and thus
realizes Hoepman’s SEPARATE strategy. In contrast, Peer2PIR hides the content of the
query from each peer in the query path, and thus realizes Hoepman’s HIDE strategy.
We thus observe that the MINIMIZE strategy is often concomitant with other privacy
design strategies.

In DHTPIR, we design a private file retrieval algorithm that uses an information-
theoretic PIR (IT-PIR) scheme to realize the SEPARATE strategy. Information-theoretic
PIR requires peers of quorums that do not collude but do share a copy of the content
that is to be queried over. We then show that quorums with at most % Byzantine nodes,
which have been used independently in related work to form robust DHTs, can be used
to satisfy the aforementioned prerequisite for IT-PIR schemes for DHTs. Our security
analysis of our private file retrieval scheme shows its effectiveness, contingent on quo-
rums having at most 1 Byzantine nodes. We then further address challenges of inte-
grating DHTPIR within the back-end web architecture, such as by navigating a tradeoff
between the quorum size and the fraction of Byzantine nodes that it can withstand,
and by providing a join protocol to enable new peers to answer queries privately. We
then show the efficiency of DHTPIR through our complexity analysis as well as through
our simulation. We analyze how the communication overheads of DHTPIR scale as the
distributed hash network stores more content. We then simulate the computation and
communication overheads of DHTPIR and other related work, and we find that the
communication overheads match our analysis and that DHTPIR outperforms the clos-
est related work in terms of computation overheads.

In Peer2PIR, we provide algorithms for peers to privately retrieve routing infor-
mation, to discover content and to retrieve content within a distributed file system,
namely IPFS. We use computational PIR, and specifically, homomorphic encryption
(HE) schemes, to hide what is being queried in each case, such as the peer ID of a
target peer or the content ID of a content block. We identify and address two main chal-
lenges when integrating computational PIR schemes within the DFS. First, each of the
three aforementioned use cases involve tables of different shapes, and thus one com-
putational PIR scheme would not be efficient for all three use cases. Second, existing
computational PIR schemes are implicitly designed for a client-server model, wherein
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one or more clients repeatedly query a single (logical) server, and thus amortize the
communication overheads of PIR schemes across thousands of queries made to that
serer. However, we find that this assumption does not bear out for distributed hash
tables, since each peer is designed to contact different peers for different content. We
evaluate existing PIR schemes for our use cases, concluding that they do not provide a
reasonable communication-computation tradeoff for two of our three cases, namely pri-
vate peer routing and content discovery. We then provide two HE-based PIR schemes
to address the aforementioned challenges. Our algorithms then integrate our proposed
as well as existing PIR schemes to address each of the three aforementioned use cases,
and we observe that we needed to reshape the data structures used natively within the
DHT for PIR, as evidenced through our normalization algorithm. We demonstrate the
efficiency of our system through its modest latency overheads over the baselines, and
we justify its effectiveness through the proofs of correctness, security and convergence
of our algorithms. We also analyze the impact of node and content churn on these over-
heads. We document our implementation process and then discuss how existing tests
and tooling can be used to integrate PETs within an existing codebase, and how addi-
tional properties such as backwards compatibility and interoperability can be provided.
These takeaways may be of independent interest to privacy engineers and researchers.

In Chapter ??, we examine a distributed microservices architecture, and we design a
PET that software engineers and privacy engineers can use to ensure that their microser-
vices architecture complies with a privacy policy. We define and exemplify secondary
purpose-of-use and data sharing violations in this architecture. We formulate architec-
tural and privacy engineering requirements that our system should follow. We then
design a novel privacy policy workflow that is integrated within the software engineer-
ing lifecycle, and incorporates these requirements. Importantly, this workflow enables
privacy engineers to continually realize the MINIMIZE and ENFORCE privacy design
strategies, as both the underlying microservices evolve, and as the privacy engineers
seek to adhere to stricter privacy policies. We then present the design of our system
that meets these requirements, in terms of its data plane and its control plane. Our data
plane consists of distributed runtime monitors, in that there is a service proxy attached
to each microservice to monitor and mediate traffic, along with a PII identification unit
to detect PII types, and an authorization agent to determine whether there is a violation
of the privacy policy. Each service proxy is augmented with different handlers to detect
and prevent all the aforementioned types of violations. Through its design components,
including distributed tracing, the data plane implicitly realizes the DEMONSTRATE pri-
vacy design strategy. Our control plane enables privacy engineers to glean the data pro-
cessing practices of individual microservices or the entire system through per-service
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and system-wide observed privacy profiles respectively. Through our control plane,
privacy engineers can also efficiently prototype multiple privacy policies and prioritize
which services to fix in a limited time period. We show that our implementation experi-
ences modest latencies under large request rates, and we thus demonstrate its efficiency.
We examine the soundness and completeness of our PII identification unit in detecting
various PII types, and demonstrate the effectiveness of our implementation.

6.2 Future work

CacheDP operates as an extension on top of an unmodified DBMS; cloud-based DBM-
Ses such as Snowflake | ] that offer Differential Privacy as an end-user feature
integrate the DP implementation within the implementation of the DBMS. Extending
the implementation of cloud-based DBMSes to use a DP cache would involve archi-
tectural challenges. Relatedly, designing a cache-aware DP system for streaming data
is an important research direction. Differential privacy can also be used to incentivize
businesses to share data about their microservice architectures, as follows. Distributed
tracing providers such as Jaeger allow DevOps engineers within an organization to view
a service map of their microservices architecture. We remind the reader that nodes in a
service map represent services or third parties, and edges represent communication be-
tween services or between a service and a third party. Service maps are useful for system
reliability research, however, businesses do not wish to publish these maps, since they
reveal confidential data, such as how many services are deployed and their communi-
cation patterns. Graph differential privacy can be applied on the service map graph, re-
sulting in a perturbed map that can be published, without revealing the aforementioned
sensitive characteristics of the original map. The benefit would be for a distributed trac-
ing provider to be able to analyze these different service maps and provide reliability
insights to their customers.

As the IPFS ecosystem evolves, strengthening it against other network attacks re-
mains relevant. Further testing and deployment of Peer2PIR is an important line of
future work. We aim to integrate and evaluate the implementations of PIR schemes
published after our work. In order to deploy Peer2PIR, we would also benefit from ex-
perimentally evaluating the end-to-end latency for private peer routing, provider rout-
ing and content retrieval. In the context of DHTPIR, we can revisit combining single
and multiple-server PIR schemes within the distributed setting, in order to forego the
requirement that multiple servers need to share a copy of the database while not sharing
users’ requests or responses [ I

We leave implementation of our Prose control plane to future work. A user study
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involving software and privacy engineers would be useful in evaluating the effective-
ness of Prose as a whole. We would be interested in the utility of our iterative fixing
strategies and how privacy engineers set and change the effective privacy policy over
time. We would also seek feedback from software engineers’ experience in fixing vio-
lations, especially indirect purpose-of-use violations, which may require two teams to
collaborate. We expect this user study would assist in improving Prose.
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