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Abstract

As network speeds continue to grow to hundreds of Gbps and beyond, offloading
transport-layer functionality to programmable Network Interface Cards (NICs) has gained
traction for improving performance and enabling higher-level offloads. FPGAs on NICs
offer low latency and high throughput but are notoriously difficult to program. To reduce
developer effort for hardware transport, prior works propose hardware architectures with
reusable fixed-function modules for common transport data structures and operations, and
programmable modules for protocol-specific operations. However, they either still require
intricate Verilog programming for their programmable modules or are tied to specific pro-
tocols or pipeline abstractions.

In this work, we explore the design of a programmable hardware architecture for trans-
port, called HTraP, that (1) offers a simple, intuitive programming interface without re-
quiring detailed understanding of the rest of the architecture for effective programming,
and (2) supports a broad range of transport protocols with varying levels of complexity.
HTrap has one main programmable module that can be programmed to capture the core
protocol logic in simple C code that is amenable to automated, efficient hardware gen-
eration with HLS. The generated hardware can then plug into the rest of HTraP which
implements complex transport operations through a protocol-agnostic interface.
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Chapter 1

Introduction

As network speeds grow to 100s of Gbps, the traditional software-based processing of the
transport layer has become a performance bottleneck. To fully utilize the capabilities
of modern high-speed networks, there is a growing interest in offloading transport-layer
functionality to hardware, particularly through Network Interface Card (NIC) accelerators
[18, 7, 8, 36, 34, 38, 24, 13]. At the same time, the transport layer itself is undergoing
significant evolution [5, 39, 16, 20, 40, 23, 33, 10, 14, 17, 15], especially in data center
environments where a wide range of transport protocols have been proposed to meet diverse
application requirements. These protocols vary in their design goals, from low-latency
communication to high throughput or fairness, highlighting the need for flexible and high-
performance transport solutions in hardware.

Hardware design is usually carried out using Hardware Description Language (HDL)s
such as Verilog and VHDL. However, designing hardware is much more difficult than writ-
ing software. The programmer has to think carefully about how to pipeline and parallelize
the logic while staying within the hardware resource limits, and debugging such applica-
tions often requires working with low-level simulation interfaces. With transport protocols
constantly evolving, this is not a one-time effort, as every new protocol either requires start-
ing from scratch or dealing with large and complicated codebases to make changes. This
challenge highlights the need for a dedicated hardware programming framework for the
transport layer. Fortunately, many transport protocols, despite differing in many aspects,
share common functional components such as scheduling, packet generation, and data re-
assembly, and typically need to use these components to respond to various events in the
transport layer. These components often have similar hardware implementation require-
ments, which are typically low-level concerns that should not burden protocol designers.
The recurrence of such patterns suggests that it is feasible to create a reusable hardware
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framework to simplify and accelerate the development of transport-layer functionality in
hardware.

There have been several efforts to introduce hardware frameworks for different layers
of the network stack. Naturally, similar attempts have been made for the transport layer
as well [7, 9, 8]. Some of these efforts focus on a specific class of protocols. For instance,
nanoTransport[8] is optimized for message-based transport protocols, such as the ones
commonly used in Remote Direct Memory Access (RDMA) environments. Other works,
like F4T[9], target variations of TCP and aim to facilitate their implementation through
a programmable hardware pipeline. These specialized frameworks take advantage of the
properties unique to their target protocols, which allows them to achieve efficiency but
also prevents them from supporting a wider range of protocols. In contrast, Tonic[7] at-
tempts to provide a more general-purpose hardware framework for transport programming
by identifying common events of the transport layer and providing a programmable hard-
ware framework tailored to respond to these events. However, Tonic’s flexibility is limited
because it requires its programmable components to finish in a single clock cycle, mak-
ing it difficult to implement more complex protocols. This highlights the need for a more
general-purpose transport-layer hardware framework that provides greater implementation
flexibility and relaxed timing constraints.

Taking inspiration from previous hardware transport layer programming frameworks,
we want to explore the possibility of designing a framework that would be capable of
handling a wider variety of transport layer protocols. This thesis introduces Hardware
Transport Programming (HtraP), a programmable hardware framework for the transport
layer. In HtraP, the information about different events in the transport layer is gathered
and represented in the form of structs. The programmable part of HtraP, referred to as
Transport Processing Engine (TPE), will respond to these events by updating the memory
that is responsible for tracking the state of the transport layer, which we will refer to as
the context memory. Additionally, it can instruct HtraP to carry out different actions
such as packet generation or data reassembly. In order to allow for a wider variety of
transport protocols, we want to fulfill two criteria: (1) allow the TPE more flexibility and
(2) create a well designed interface between the instruction handlers and the TPE to enable
the programmers to describe different actions that might be needed by different protocols
without needing to be concerned about the execution details. To achieve the former, we
allow the programmer to describe TPE as a pipeline of an arbitrary length, therefore
allowing the TPE to handle different protocols with various computational complexity. To
enable such pipelines, we must address the issue of memory inconsistency. The transport
layer needs to handle the context memories associated with different connections. Memory
inconsistency happens when a new event has to access the memory that is currently being
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Figure 1.1: Evolution of Ethernet standard speeds by the release date of the corresponding
IEEE standard documents.

updated by the TPE. We have designed an scheduler that can sent out events in a way
that would avoid such inconsistency. For the second problem, identified the instructions
that are commonly used in the transport layer, and designed specific modules to handle
them. We made the modules and their instructions general enough to be able to handle a
broader set of instructions.

1.1 Transport Layer Hardware Offloads: Motivation

and History

Over the past few decades, the network speeds have seen steady and significant increases.
Ethernet standards have progressed from 10 Mbps in the early 1980s to 400 Gbps in modern
data centers, with the 800 Gbps standard released recently and corresponding technologies
currently under development. This upward trend is illustrated in Figure 1.1. To fully
utilize these increasing link speeds, the networking devices need to process and generate
packets at a higher speed, with packet transfers happening every few nanoseconds.

As networks become faster, software-based approaches to packet processing have strug-
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gled to keep up. For example, studies show that in data centers, a significant portions
of the CPU cycles are consumed to support the TCP stack that many applications rely
on[19, 28, 37, 9]. It has been observed that a considerable CPU overhead and latency is
caused by the operating system kernel’s network stack[19, 28, 37]. Therefore, some works
aim to improve the performance of the transport protocols in software through kernel by-
passes. For example, some approaches such as mTCP[19] runs the TCP stack in the user
space, while others such as TAS[21], dedicate separate CPU cores to handle certain oper-
ations in a faster path. Although these software-based approaches improve CPU overhead
and reduce network stack latency, using a hardware-based approach can further improve
these overheads and allow programs to take full advantage of higher network speeds.[9]

To address the limitations of software, multiple works have proposed offloading the
transport layer operations to hardware.

Offloading protocols originally designed for software. Some works explore of-
floading parts or all of the TCP stack to hardware[9, 34, 36, 38, 7]. AccelTCP[34] offloads
connection management to the NIC while keeping the rest of the operations on the host.
FlexTOE[38] offloads common TCP data path operations, such as packet generation and
retransmission, to the NIC, while retaining control logic such as congestion control and
connection setup on the host. While the aforementioned works focus on offloading parts
of the TCP stack to the NIC, other efforts, such as Limago[36], propose designs that
move the entire TCP stack to a SmartNIC. F4T [9] is a work that introduces a complete
Transmission Control Protocol (TCP) offload to hardware and aims to simplify the imple-
mentation and modification of different versions of the TCP protocol. While these efforts
specifically target TCP, there are other works that focus on a broader range of protocols.
Tonic [7] provides a framework that supports multiple protocols, including software-based
ones such as TCP and NDP [17]. NanoTransport [8] also targets hardware offloads for
various protocols, with a particular focus on protocols for data centers, including NDP
and Homa [33].

Leveraging hardware-based transport protocols. In response to the limitations
of TCP, particularly in data centers, solutions based on Remote Direct Memory Access
(RDMA) have gained popularity. RDMA is a network mechanism that enables direct
access to the memory of a remote system by having the network stack on the NIC, thereby
reducing CPU involvement and enabling lower latency and higher throughput. RDMA
was originally designed for high-performance computing in InfiniBand networks, but it
was later adapted for Ethernet-based data centers through the Internet Wide Area RDMA
Protocol (iWARP) [3] and RDMA over Converged Ethernet (RoCE) [4] protocols.

iWARP allows RDMA operations to run over the standard TCP/IP stack by encapsu-
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lating RDMA requests inside TCP packets. In contrast, RoCE, which eventually evolved
into RDMA over Converged Ethernet version 2 (RoCEv2), assumes a lossless Ethernet net-
work and encapsulates the original InfiniBand transport headers within UDP/IP packets.
RDMA is designed to offload transport-layer operations to the NIC, therefore both of the
aforementioned protocols need a hardware implementation. RoCEv2 is often implemented
in dedicated hardware, while iWARP relies on TCP offloads.

In conclusion, offloading the transport layer to hardware has emerged as an effective
response to the growing gap between network speeds and the capabilities of software-
based implementations. This approach has managed to improve the capabilities of the
networking stack, particularly in data centers and is gaining traction in both industry
and research communities, with several recent works exploring hardware acceleration for
transport functionalities.

1.2 The Evolution of The Transport Protocols

The transport layer continues to evolve rapidly in response to the different needs of the
modern networking environments and applications, such as the performance demands of
modern data center networks. Numerous transport protocols have been proposed in recent
years, each aiming to optimize specific network characteristics such as latency[5, 6, 40],
throughput[16] or fairness[16]. These protocols are designed around different priorities and
assumptions, and as a result, they require different functionalities from the underlying
system that executes them. For example, some protocols may rely on precise round-trip
time measurements, while others demand fine-grained rate control or congestion window
mechanisms. This section provides an overview of several transport protocols to highlight
the ever-changing state of the transport layer.

The Transmission Control Protocol (TCP) is perhaps one of the oldest protocols
still in use today. Despite being designed in 1974 [11], This protocol remains one of the
most widely used protocols for reliable data transmission. In this protocol, the sender
transfers a stream of data through the network by dividing it into segments, labeling them
with a sequence number, and transferring each segment in a packet. It will keep a window
to track the state of the sent segments, and updates this window when the receiver confirms
the receipt of a segment through an acknowledgment packet, tracking any potential packet
loss through duplicate acknowledgments and timeouts. Meanwhile, the TCP receiver will
reassemble the data based on the sequence number and generate an acknowledgment.

Although the core concept of TCP has mostly remained the same over the years, There
have been various attempts to improve different aspects of the protocol and adapt to the
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evolving needs of the transport layer. As its limitations became more apparent, many
works began to either tailor TCP for a more specific use, or develop entirely new protocols
optimized for specific needs. Data center applications are one of the most common targets
of these specializations, as the environment often enables the deployment and testing of
new protocols to be more efficient compared to Wide Area Network (WAN). Additionally,
data centers have different workload, topology and Round-Trip Time (RTT) compared to
WAN, which serves as a motivation for designing new protocols for them. Moreover, data
centers can benefit more from specialized transport protocols because their requirements
are often more strict and differ from those of general WAN networks.

TCP Specializations. One of the differences between the data centers and WAN
is the need for latency optimizations. In WAN, the RTT of the network is often in the
order of milliseconds, therefore, unlike data centers, the smaller latency inefficiencies in
the TCP implementation will note cause a notable problem for them. This means the
TCP improvements can make a significant difference in the data centers. For example,
TCP detects congestion primarily through packet loss caused by buffer overflows, which
can result in significant queuing delays. While this may be less noticeable in WAN, where
high propagation delays already lead to large RTTs, the effect is much more pronounced
in data centers. Because in data centers RTTs are low and queuing delays become a major
concern. To address this, several protocols[5, 6, 40, 35] have been developed that use
alternative signals, such as Explicit Congestion Notification (ECN), to detect and mitigate
congestion more effectively.

Protocols based on Remote Direct Memory Access (RDMA). As mentioned in
Section 1.1, RoCEv2 is an RDMA based protocol commonly used in data center networks.
However, RoCEv2 is not designed to handle congestion and its performance would see
significant drops in these situations. To address this, multiple bodies of work have focused
on developing a congestion control algorithm for RDMA systems. Some works perform
the task by adjusting the data transfer rate at the sender[44, 29, 25, 22]. DCQCN[44]
is one example of such protocols, which adjusts the sending rate with the help of the
congestion notification packets generated periodically at the receiver. Other approaches
such as MP-RDMA[26] seek to improve congestion by load balancing.

Quick UDP Internet Connections (QUIC). Data centers are not the only domains
that can benefit from specialization, QUIC[23] is a protocol designed to address TCP’s
shortcomings in providing latency-sensitive network services such as video streaming, by
identifying the underlying problems that make latency optimization difficult for TCP. In
addition to incurring latency through the handshaking process, TCP connections often use
a single stream of bytes for communication, which limits the ability of latency-sensitive
applications to differentiate between types of traffic. This can lead to TCP incurring
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unwanted delays due to head-of-line blocking, which occurs because all independent mes-
sages for a single connection have to share the same queue and in case of a packet loss
for one of them, the delivery of every message will be stalled due to the retransmission
process. QUIC was implemented to address the limitations of TCP. It introduces stream
abstractions for handling multiple requests within a single connection and places frames
from different streams into individual packets. This design prevents different independent
requests within the same flow from blocking each other. Additionally, QUIC offers faster
connection establishment and enhanced security features.

As networks evolve and gain new capabilities, they create new paths for designing trans-
port protocols that can leverage these advancements. A notable example is the emergence
of programmable network switches, which have introduced new opportunities for transport
layer optimization. Traditionally, some transport protocols relied on limited support from
network devices, such as the ECN bits for congestion control[5, 6, 40, 35]. In contrast,
programmable switches enable far more flexible operations, allowing transport protocols
to be co-designed with the switch logic itself[17, 25]. As before, data centers are the pri-
mary target of these optimizations, as they can support the deployment of programmable
switches and have full control over their configuration.

NDP[17] is one example of such protocols. In NDP, switches are programmed to trim
packets instead of dropping them when the link becomes congested. A trimmed packet
contains only the header, which is then forwarded to the receiver as usual. Upon receiving
such a header, the receiver generates a negative acknowledgment to inform the sender of the
packet loss. Using these trimmed headers, the receiver can infer the state of the network
and act accordingly. Additionally, the sender no longer needs to rely on transmission
timeouts to detect congestion.

Looking at this trend, we can conclude that the transport protocols and the transport
layer will keep evolving. As network capabilities are increased, the protocols will change to
take advantage of them and adapt to the corresponding challenges, as seen with the example
of TCPs congestion control evolution, or the NDP protocol leveraging the programmable
switches in the data centers. Additionally, as new applications with different performance
and functionality needs emerge, transport layer will need to optimize for these specific
needs, as seen through the examples of QUIC for latency-sensitive applications and RoCEv2
for the data centers.
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1.3 Hardware Programming Framework for The Trans-

port Layer: Why and How?

As seen in section 1.1, there has been a growing interest in offloading the transport layer
operation to hardware, as this can reduce the CPU overhead and improve the latency. How-
ever, developing programs for hardware is a more challenging task than software. In order
to have an efficient hardware implementation, the design needs to be carefully pipelined
to execute at line rate and meet the strict timing requirements of network applications.
Additionally, programming in hardware often involves working with low-level interfaces
and testbenches, which adds difficulty to debugging and maintaining a hardware codebase.
Due to these challenges, developing a hardware solution for network has been an unpopular
choice, despite its benefits[13].

Additionally, as seen in Section 1.2, Transport layer protocols are constantly improv-
ing, and new protocols are being introduced, which means that designing these hardware
programs won’t be a one-time effort, and the code would need to be constantly updated
and maintained. For example, it has been observed that TCP Offload Engines (TOE)s
failed to gain widespread adoption due to their inflexible nature. Therefore, any program
developed for the transport layer is likely to need to undergo some changes as the time
passes, and updating an HDL based code is much more difficult than software based ones.

One of the solutions to the difficulty of programming in HDLs are High-Level Synthesis
(HLS) tools. With these tools, the users are able to describe their desired hardware in a
high-level language such as C++, and the HLS tool will later translate it into a Register-
Transfer Level (RTL) implementation. These tools often facilitate the process of testing and
development for the hardware developers. However, fully developing an efficient system in
HLS is not much easier, as it often requires extensive knowledge of the HLS optimization
commands and often provides less flexibility in controlling resource usage and latency,
which makes it more difficult to fit the design into strict line-rate and limited resource
NICs required by the transport protocols.

However, looking at different examples of transport layer protocols, it has been observed
that despite their differences, they often share lots of similarities.[7, 8] These similarities
show that, with correct abstraction, it would be possible to simplify the programming of
the transport layer in hardware, and allow the programmers to mostly focus on imple-
menting the control logic of the protocol instead of concerning themselves with low-level
implementation and optimization of common data path modules.

In conclusion, as network speeds continue to increase, offloading transport functionali-
ties to hardware has received growing attention. However, the complexity and rigidity of
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current hardware design flows pose significant barriers to experimentation in this space.
This, along with the evolving nature of the transport layer, highlights the need for a dedi-
cated hardware programming framework that simplifies the implementation and modifica-
tion of transport-layer protocols. Such a framework would allow researchers and developers
to rapidly explore new ideas while retaining the performance benefits of hardware-based
transport.

1.4 Existing Hardware Programming Frameworks:

Overview and Gaps

Ever since the introduction of SmartNICs, new opportunities have risen for offloading
network functionalities to hardware. We have discussed some of the offloads in Section
1.1. As discussed in Section 1.3, there has been a growing interest in designing hardware
programming frameworks for network functionalities. In this section, we will look at some
of these frameworks, their goals, and their limitations. we examine three examples of
prior work. Since there are not many works that purpose a general purpose framework for
the transport layer, we will first discuss two examples of specialized programmable designs:
nanoTransport[8] and F4T[9]. We explore their capabilities and explain why adapting them
into a general-purpose framework is non-trivial and may hurt their performance. Finally,
we examine Tonic, its programming model, and some of its limitations in supporting a
broader range of protocols and supporting faster clock rates.

1.4.1 NanoTransport

As mentioned in Section 1.2, data centers are one of the environments that can benefit
greatly from performance improvements due to their stringent throughput and latency
requirements. Therefore, some bodies of work focus on improving the performance for the
data center environment. NanoTransport[8] is one of these works. It is a programmable
transport layer architecture that aims to simplify the process of developing message-based
transport protocols in hardware. This architecture uses P4 pipelines to process incoming
and outgoing packets. To implement the protocol and decide the proper response to each
packet, these pipelines need to have information about the current state of the transport
layer. To track this state, each stage of the pipeline has its own small memory that it
can use for making decisions and update after each stage. For incoming packets, after
updating the memory, the pipelines may create a Control Packet Event. This event will
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be sent to a packet generator module we will mention later to trigger the generation of a
control packet such as acknowledgment. After this stage, The data packet is then passed
to the reassembly module, which stores it and checks whether the full message has been
received. The reassembly module also maintains a per-message timer; if the timer expires,
it indicates a reception failure and the corresponding state is discarded. If the reassembly
module detects that all packets of a message are received, they are reassembled in order
and forwarded as a complete message to the CPU or RDMA engine. For outgoing packets,
The messages that are received from the application will go to a packetization module that
is responsible for dividing them up into segments. This module will then transfer these
segments and set a retransmission timer for each. The timer will trigger the retransmission
of these segments upon timeout. Additonally, the packet generator module mentioned in
the previous paragraph may also generate a control packet. The P4 pipeline will receive
the packet from either the packetization module or the packet generator, add the proper
headers, and send the packets out.

By using the existing P4 abstractions for the events and relevant processes, NanoTrans-
port takes advantage of the existing P4 programming framework. While NanoTransport
works well for handling Remote Procedure Call (RPC)s, which was the main goal of the
work, we argue that it would be difficult to adapt this model to handle a wider variety of
transport protocols.

Stateful memory. NanoTransport uses P4 to handle the packet processing stage of
the transport layer, and any stateful operation is also done through careful use of memory
update primitives. These primitives can be used in each stage of the P4 pipeline. However,
the size of the memory available to these pipelines is small and different stages of the
pipeline cannot share the memory with each other. This can limit the ability of the user
to implement more complex algorithms that require a more complicated state memory
update.

Timer. NanoTransport has two timers, one in the reassembly module that is supposed
to discard the message after timeout, and another one that triggers the retransmission of of
the sent packets on timeout. The functionality of these timers are fixed, and NanoTransport
does not offer any other timer module. This can cause difficulty with algorithms that would
need to use timers for a different purpose, such as DCQCN[44], which requires a timer to
update the state variables that will be used to determine the transmission rate of each
flow.

Non-message-based protocols. NanoTransport is designed to accelerate message-
based protocols, making it unsuitable for adapting other types of protocols, such as stream-
based TCP In stream-based protocols, each flow has one or more send buffers that the
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application data is added to irrespective of message boundaries, and the transport protocol
is responsible to deliver the stream in the same order to the other communication end point.
That is, the transport layer just sees a stream of bytes, not a sequence of messages with a
known size. One potential idea to implement stream-based protocols with NanoTransport
is to treat the entire contents of the send buffer as a message; however, this would create
problems with the unbounded size of the TCP streams. To implement TCP, another
external module would likely need to track the data currently present in the packetization
module, and send the remaining portion of data to the reassembly module when needed.
While this approach might enable NanoTransport to support TCP, adding this external
support is a non-trivial effort.

1.4.2 F4T

As mentioned in section 1.2, there are many different versions of TCP that aim to optimize
the protocol for different purposes. This has led to some works aiming to write a hardware
programming framework for TCP[38, 9]. These programming frameworks often take ad-
vantage of the shared characteristics between TCP protocols, such as the byte-stream and
sliding window abstractions. F4T[9] is one of these frameworks.

F4T receives metadata related to application requests and network packets in the form
of events, which are processed by its Flow Processing Cores (FPCs). The FPCs require
access to the current transport-layer state to accurately handle incoming events. In the
context of the TCP protocol, this state includes information such as the window size and
the most recently received acknowledgment. The state memory must be updated after
each processing step. If updating the state memory takes more than one cycle, a new
event might arrive that needs to access the same memory location while it is still being
updated. In such situations, memory access must wait until the updated value is available,
resulting in a stall.

To improve performance, F4T aims to reduce stalls caused by read-modify-write op-
erations on shared state memory. It maintains a list of 128 active flows and iterates over
this list, reading one entry per cycle. This design ensures at least 128 cycles between two
accesses to the same memory location, and since the FPCs usually process events in fewer
than 128 cycles, conflicts are generally avoided. However, a flow may receive multiple
events while waiting for its turn. In these cases, F4T accumulates information from the
incoming events. For example, if duplicate ACKs are received, it increments a counter and
discards the redundant events. This accumulation must happen in a single cycle to avoid
memory inconsistency issues.
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While the total number of active flows is typically on the order of 10,000, F4T only
maintains 128 flows in memory at a time. To scale, it introduces a mechanism to evict less
active flows from the event table and bring in others. This swapping mechanism enables
F4T to support a much larger number of flows.

Although this approach enables F4T to implement TCP efficiently, it is difficult to
adapt the architecture to other transport protocols.

Adapting to other protocols. F4Ts method of accumulating the event information
would be difficult to adapt for a more general purpose framework since the process of
accumulating the information may require more than one clock cycle. If the process takes
more than one clock cycle, the memory inconsistency problem that F4T was trying to
avoid would return and introduce complexities to the design. Next, we will look at the two
categories of protocols that would be difficult to adapt to this method.

• Message based protocols. The event accumulation will cause problem with
message-based protocols such as RoCEv2. We will look at one example with the
send operations. In RoCEv2, messages are designed to be processed independently.
However, they all arrive via the same link and belong to the same flow. Therefore,
it would be difficult to accumulate the information of these events into one event.
Additionally, Each RDMA send must match a corresponding posted Receive on the
receiver side, which means that accumulating the events inside one would complicate
this matter as well.

• Time based congestion control algorithms. Time-based congestion control al-
gorithms are a class of transport-layer mechanisms that adjust sending rates based on
timing information rather than relying primarily on packet loss or explicit feedback.
These algorithms infer network congestion levels by measuring how long packets take
to traverse the network, especially focusing on delay trends over time.

Some time-based congestion control algorithms rely on complex estimation proce-
dures that update internal state variables using the most recent round-trip time
measurements. These updates sometimes involve arithmetic operations such as ex or
other complex functions[41, 43, 12], which would take more than one clock cycle to
compute. As a result, it would not be possible to accumulate the data of these RTT
values within one event in one clock cycle.
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1.4.3 Tonic

Tonic is a hardware programming framework for the transport layer that aims to support
a wide variety of transport layer protocols. The authors of Tonic observe that, despite
differences in sender logic across various transport protocols, many recurring patterns and
common operations exist, such as the need to provide congestion control mechanisms,
generate packets and handle their status, process different types of acknowledgments, and
manage timers. These observations led to the proposal of a hardware framework for the
transport layer.

Similar to the previous modules, Tonic also receives the metadata about various events
of the transport layer and responds to them accordingly. Since Tonic focuses on the sender
side, its main responsibility is generating data packets, and all events are used to guide
this process. Tonic is divided into two main parts: the data delivery engine and the credit
engine. The former is mainly responsible for deciding what to transfer, which is done by
generating the address of the segments that should be transmitted. The latter is responsible
for deciding when to transfer, which is done through the use of per-flow credits.

To generate segment addresses, the data delivery engine relies on a series of bitmaps
responsible for tracking the status of the transmission window. Each element in a bitmap
corresponds to one segment and indicates the status of that segment, such as whether it
is currently in flight or needs retransmission. Therefore, to correctly generate segment
addresses, the engine must maintain and update these bitmaps according to the incoming
events and the current state of the transport layer, which is stored in a per-flow state mem-
ory. The authors identify four different events that can cause updates to these bitmaps: (1)
timeout, which often indicates a packet loss; (2) control packets such as acknowledgments;
(3) segment generation, which changes the status of segments after they are generated; and
(4) segment transmission, which marks a segment as in-flight. There are four correspond-
ing modules responsible for handling each of these events. Because all of these modules
update the state memory, they must complete their operations in a single cycle to avoid
the memory inconsistency issue discussed in previous subsections. The modules handling
(1) and (2) are programmable and shape the policy of a protocol, while (3) and (4) are
fixed.

The credit engine is responsible for deciding when to transfer the segments. To
make this decision, it maintains per-flow credits—a number indicating how many bytes a
particular flow can transmit at any given time. There are different ways to update the
credit, and the updating scheme can be used to implement different scheduling policies.
Tonic allows programmers to choose between three credit update schemes: (1) sliding
window, (2) rate-based, and (3) grant-based. The credit engine will transmit a segment
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once sufficient credit is available.

HtraP builds on the same motivation but takes the idea of transport programmability
further. Rather than confining users to modify logic within a rigid pipeline, HtraP allows
users to define their own processing logic across a multistage pipeline. This design enables
a broader variety of transport algorithms to be implemented in hardware, including those
with more complex scheduling, flow management, or data handling behavior. By expanding
the scope of programmability, HtraP aims to support a richer set of protocols and to offer
finer-grained control over packet processing and flow coordination than what is possible in
Tonic. We will briefly explain the ways that HtraP improves upon Tonic.

Focusing only on the sender side. Tonic is more focused on implementing the
sender side and does not provide the means to implement programs commonly required on
the receiver side, such as acknowledgment generation and data reassembly. By offering a
more flexible event processing unit and a dedicated reassembly module, HtraP allows the
programmer to implement both sender and receiver logic within the same hardware.

Lack of flexibility in segment generation. While Tonic provides programmable
modules for handling acknowledgments and timers, it uses fixed logic for other components.
We believe this fixed logic limits the number of transport protocols it can fully implement.
Consider RoCEv2 as an example: Tonic’s programmable modules allow users to faithfully
implement the Data Center Quantized Congestion Notification (DCQCN) algorithm used
by RoCEv2. However, its fixed segments are not suited for handling RDMA logic. As
a message-based protocol, RoCEv2 issues independent memory access requests through
discrete messages, which means that the memory location accessed by these messages would
be independent of each other. In contrast, Tonic’s segment generation module assumes it
is selecting segments from a continuous buffer of data and calculates the address of the
next segment accordingly. This assumption is incompatible with the independent nature of
messages, as two requests from the same flow may need to access different memory regions.

To handle this scenario, the segment generation logic would need to recognize message
boundaries and the unique metadata associated with each message. Given the strict one-
cycle constraint imposed on this module, implementing such changes would be non-trivial
and may not be feasible within Tonic’s current architecture. This suggests the need for a
more flexible structure to support such operations.

Handling faster clock rates. Because Tonic needs its programs to execute in one
cycle, it would be difficult to adapt it to faster clock rates, increasing the clock rate would
impose an even stricter constraint on the programs. One possible way for tonic to support
more programs in faster rates is to allow the programs to be pipelined. However, in that
case it would also need to address the issue of data hazards.
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1.5 HtraP: A General Purpose Transport Layer Frame-

work

This thesis presents HtraP, a general hardware programming framework for the transport
layer. Similar to the prior work, HtraP uses events as an abstraction for the events in the
transport layer. The events can come from three sources: The application, the network
and the timer. There is no limitation to the definition of events and the user can define
parsers to create these events from external inputs to the system, such as packets and
application requests.

The users will program an event processing pipeline, called TPE that can process these
events, issue instructions and update the state variables. The pipeline can be of any length.
We improved upon Tonic by allowing the programmable part to take more than one cycle.
To address the data hazard issue that prevented Tonic from using longer pipeline, we
implemented an event scheduler that tracks the list of “safe flows” (i.e. flows that have no
event in the pipelines) and only chooses the next event from them, therefore avoiding any
memory inconsistency.

Additionally, the TPE can freely modify the state memory, and there is no fixed logic
that it needs to adhere to, as long as the TPE program can be pipelined. This way, we can
support a broader range of programs, and improve upon nanoTransport, who had a more
limited access to the shared memory due it being scattered across pipeline stages.

The TPE can also communicate with external modules to generate packets, reassemble
the data or set timers. These three modules are mostly fixed save for a small programmable
section in the packet generator. However, the TPE programmer has the freedom to decide
how or when to issue commands to these modules. In this way, we can address some of the
flexibility issues mentioned in Section 1.4 and allow users to implement a broader range of
programs. However, the interface of these designs plays an important role in allowing such
flexibility.

Specifically, the packet generator accepts two types of instructions: Segment gen-
eration and scheduling update. The former can trigger the generation of one or several
packets while the latter updates packet scheduling parameters such as rates. The data
reassembly module has three types of instructions: Allocating data buffers, writing data
from incoming packets into the a specific location in the buffer, and sending the reassem-
bled data to the application. This module allocates the buffers to flows upon request, and
has to maintain and update the said buffer after receiving instructions. Finally, the timer
module is responsible for tracking time and the TPE can ask it to start, restart or cancel
a timer.

15



Thesis outline. In the following chapters, we will describe the design details of HtraP,
and implement a prototype to evaluate the feasibility and effectiveness of this design.
Specifically, we will explain the proposed hardware design, which we will refer to as Trans-
port Processing Shell (TPS), which provides TPE with events and receives its instructions
in Chapter 2. Chapter 3 will focus on the programmable part of the design and its in-
terfaces. For the evaluation in Chapter 4 We will implement a prototype of our design
and evaluate the performance of HtraP and each individual module. Additionally, we will
implement three protocols in TPE to test the effectiveness of our interface. Finally, we
will fully configure HtraP for the TCP implementation and test the correctness of the im-
plementation. Finally, we will discuss potential future directions for this work in Chapter
5.
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Chapter 2

Transport Processing Shell

The transport layer is responsible for a wide range of tasks, including packet parsing and
generation, flow control, handling incoming data, managing retransmissions, and interact-
ing with the application layer. These tasks involve both operations such as formatting
packets and maintaining a per-flow state, which needs to move and handle data, and
decision-making operations, such as when to transmit, retransmit, or drop packets based
on protocol-specific logic and the current state. As such, any hardware offload targeting
the transport layer must be able to perform these functions efficiently and at scale, without
introducing bottlenecks or compromising correctness.

To enable flexible and programmable transport-layer offload, we propose a separation
between the processing engine (TPE), which is responsible for policy and decision mak-
ing, and the execution body, which is responsible for performing the actual tasks such as
packet generation and reassembly. The execution body, which we will refer to as Transport
Processing Shell (TPS), exposes a structured interface that allows TPE to receive a report
that contains the current connection state and the specifics of an event or request. The
TPE then determines the appropriate course of action, such as setting a timer, transmit-
ting a segment, or modifying the internal state, and issues the corresponding command.
TPS performs the requested actions and updates the per-flow state memory accordingly.
This separation enables efficient hardware acceleration without sacrificing programmabil-
ity, allowing developers to modify transport behavior at the policy level without requiring
changes to the logic of the common operations.

17



Figure 2.1: The overall structure of HtraP

2.1 Overview

In HtraP, most of the programming happens in Transport Processing Engine (TPE), but
some parts of the other modules are also minimally programmable to allow better adjust-
ments to different protocols. An overview of the hardware architecture can be seen in
Figure 2.1.

HtraP can receive inputs either from the network, in the form of packets, or from the
application interface. Network packets are handled by the network parser, while application
requests are processed by the application parser. Each parser identifies the flow to which
an incoming event belongs, extracts and condenses the relevant information needed by
the TPE, and forwards this condensed representation to the next stage. We refer to this
condensed representation as an “Event.” Section 2.2.1 provides a more detailed discussion
of these Events. The events created by the parsers will arrive at the event scheduler. The
scheduler will store these events and choose the next event to be processed by TPE. Once
an event is selected, it is sent to the context table manager. Each row in the context table
represents the state of a single flow. Using the flow ID included in the event, the context
manager fetches the corresponding row from context memory. The event, along with its
associated context, is then passed to the TPE.

The TPE is a component defined by the programmer using High-Level Synthesis (HLS).
HLS allows the programmers to define hardware logic in a high-level language such as C++
and synthesize it for hardware. The TPE will be described in detail in Chapter 3. Upon
receiving an event, the TPE calculates the new values for the context, which will replace the
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old ones after the process is finished. In addition, it may generate instructions for other
modules. These instructions are then sent to the relevant modules, which include the
Packet Generator, Data Reassembly, and Timer modules. The Data Reassembly module
will reassemble the data inside buffers and send them to the application upon request. The
Packet Generator is responsible for constructing and scheduling outgoing packets, while
the Timer module initiates timers that will trigger new events upon expiration.

Per-Flow Context Memory. The context memory is responsible for keeping the
relevant state data for each flow. Before entering TPE, the events will access the context
memory to get the state information, and will also access it after the process to update
it with a new value. The context memory is implemented using a Block Random Access
Memory (BRAM).

TPS Configurable Parameters. When designing HtraP, we parameterized most
of the architecture to ensure that it can be adapted to different scenarios and system
requirements. The values of these parameters can significantly affect the system’s memory
usage. Therefore, users should be able to adjust various design parameters to suit their
specific use cases. For example, the total number of flows can be configured based on the
expected traffic patterns.

Additionally, certain parameters such as the event width or context width, are deter-
mined by the user’s implementation of the TPE. A future version of HtraP would auto-
matically set these parameters based on the design of the TPS.

A complete list of parameters in the design of the TPS is reported in Table 2.1.

2.2 Handling Incoming Requests

HtraP begins by receiving packets or application-level requests as input. These inputs
must ultimately be processed by the TPE, which serves as the processing unit responsible
for issuing transport-layer commands and calculating the new values that TPS will use to
update the context memory. However, before reaching the TPE, each request undergoes a
structured processing pipeline that transforms, classifies, and schedules it for subsequent
processing.

This section outlines the path taken by each request to reach TPE. In Section 2.2.1, we
introduce events, which serve as the internal representation of incoming requests through-
out the pipeline. Section 2.2.2 then describes the role of the parsers, which analyze the
raw input and generate corresponding events. Finally, Section 2.2.3 discusses the scheduler,
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Module Parameter Set By Description

All of the Design

FLOW COUNT User Total Number of flows
EVENT WIDTH TPE size of the event in bits

EVENT TYPE COUNT TPE
total number of event
types

CONTEXT WIDTH TPE
size of the context in
bits

SERIALIZED DATA WIDTH NIC
The width of the
memory transfer link

SERIALIZED PACKET WIDTH NIC
The width of the net-
work transfer link

Scheduler
PER FLOW MEMORY DEPTH User

the size of the per flow
queues in event mem-
ory

EVENT QUEUE DEPTH User
the size of the safe
queues

Packet Generator
HEADER WIDTH TPE

size of the header in
bits

INSTRUCTION QUEUE DEPTH User
the size of the instruc-
tion queues

Reassembly module PER BUFFER MEMORY DEPTH User
the size of the buffers
allocated to each flow

Table 2.1: The list of design parameters TPS

which manages the ordering of events and selects the next event to be dispatched to the
TPE for processing. Through this multi-stage pipeline, the system prepares the incoming
requests to be handled by the TPE.

2.2.1 Events

Events serve as structured abstractions of transport-layer activity, capturing information
derived from both external inputs, such as network packets or application-generated re-
quests, and internal ones, such as timeout. Each event corresponds to a distinct event
within the transport-layer program and provides an interface for conveying relevant data
through the processing pipeline.
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HtraP can be programmed to transform inputs into user-defined events. Protocol de-
signers can provide HtraP with the set of events defined in a C struct-like format, allowing
them to extend the structure with fields relevant to their specific use case. The users
can define different events corresponding to different types of transport layer events. For
example, the TCP protocol may have two types of events for the network inputs: acknowl-
edgment and data. An example of an event definition can be seen in Listing 2.1.

struct ACK: public event_t {

ap_uint <32> ack_seq;

ap_uint <32> rwnd_size;

};

Listing 2.1: Event processor interface

HtraP’s parser will be configured according to the user’s program to set these fields
properly after receiving an input, and TPE will later use the information in these fields
to take appropriate action. In addition to the user defined fields, the event that travels
through the incoming event pipeline has two extra fields that will help the other modules
in carrying out their tasks: type and flow id. The type field categorizes the event and
corresponds to one of the user-defined event types. It is used to inform the TPE on how
to interpret the contents of the event and process it. This enables the TPE to dispatch the
event to its dedicated processing logic. The flow id field associates the event with a specific
flow context, ensuring that state lookups and updates are correctly scoped. Additionally,
it helps the scheduler in ensuring fairness across flows and in avoiding data races.

2.2.2 Network and Application Parser

HtraP’s parsers are responsible for receiving incoming requests from either the application
layer or the network and transforming them into structured events that can be processed by
the TPE. Each parser extracts relevant fields from the request according to a user-defined
specification and constructs a new event containing this information. These events serve
as the unified input format for subsequent components, such as the scheduler and TPE.
Additionally, the parsers will assign a unique flow id to each request based on the value of
certain fields, which will help the subsequent modules in fetching the correct state for this
flow. The network parser will store the payload of the incoming packet in a memory we
will refer to as the Temporary Data Memory. The network parser has access to the address
where this data is stored and can assign it to one of the fields of the event. This memory
will later be accessed by the reassembly module to retrieve the data.
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Event Generation

The structure of the parser logic closely resembles the match-action paradigm commonly
used in programmable data planes, such as those defined in the Re-Configurable Match-
Action Tables (RMT) architecture. Parser programs consist of a set of rules that examine
specific header fields and generate corresponding events when certain conditions are met.
This design allows developers to specify fine-grained control over how different types of
requests are parsed and categorized. To implement this functionality, we leverage existing
hardware components inspired by programmable switches, adapting their mechanisms for
use within the transport-layer context. This not only simplifies implementation but also
benefits from the efficiency and scalability of high-speed programmable packet parsing
techniques.

Flow ID Mapping

In addition to generating events, the parsers are responsible for assigning each request
to a unique flow context. This is achieved by extracting user-specified fields from the
request—such as source and destination addresses, ports, or other identifiers—and mapping
them to a flow identifier (flow id). The mapping is implemented using a hash table that
associates these extracted keys with internal flow IDs. One way to ensure efficient and
deterministic lookup performance, would be to employ a cuckoo hashing scheme, which
has been previously proven effective for this task [9, 36].

2.2.3 Scheduler

Event scheduling is a fundamental component of the TPS, tasked with selecting events from
multiple sources such as application, network, or timer, and dispatching them to the TPE
for processing. The scheduler operates under tight constraints, as it must maintain high
throughput while avoiding any data hazard. The processing of each event involves reading
from and writing to a shared context memory that stores per-flow state. To maintain state
consistency, the scheduler must ensure that no two events from the same flow are active in
the pipeline concurrently.

The processing of each event will require reads and writes to certain subsets of the
corresponding flow’s state in the context memory. As such, the TPS needs to read the
proper flow context before sending the event into the TPE pipeline, and write the updated
state after TPE is done processing the event. We want the TPE pipeline to be full at all
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times, and this leads to an important requirement: only one event per flow may be in the
pipeline at any given time. A data hazard, or memory collision, occurs if an event attempts
to access context state that is currently being modified by another in-flight event from the
same flow. We will refer to the events inside the TPE as active events. A conservative
solution to this problem is to stall the pipeline or reject new events until the hazard clears.
However, this approach limits throughput and increases tail latency under high load.

To avoid stalling, the scheduler tracks the status of each flow. When selecting the next
event to schedule, the scheduler only chooses the flows with no active events, ensuring that
only safe, non-conflicting events are dispatched. Given that the number of active flows in
realistic networking workloads typically far exceeds the number of pipeline stages in the
TPE, it is statistically likely that there will always be at least one eligible flow with no
active event that can enter the TPE without causing any state inconsistency. This design
allows the scheduler to maintain high utilization of the pipeline without introducing data
hazards.

Logical Diagram

The scheduler has an event memory that stores the events for each flow in a different
buffer. When events reach the scheduler, they are inserted into the event memory, and
their associated flow ID is used to guide the scheduling process. To prevent memory
collisions and ensure correct access to shared context state, the scheduler maintains a list
of “safe flows”. This list contains all flows that can access memory without causing data
hazards, and each cycle, chooses the next flow from the list in a round-robin fashion.
Therefore, the main task of the scheduler is maintaining and updating the list with each
new arrival. In order to accurately update the list of safe flows, the scheduler needs to keep
track of two pieces of information for each flow: (1) whether or not the flow is currently
active in the pipeline and (2) whether the flow has any pending events in memory. It will
then use this information to accurately update the list of safe flows.

Figure 2.2 illustrates the path an event and its associated flow ID follow within the
scheduler, as well as how the scheduler maintains and updates the list of safe flows. When
an event arrives, it is first stored in the event memory. This memory structure maintains
a per-flow queue of pending events and ensures that events for each flow are processed in
the order they arrive. Once the event is stored, its flow ID advances to the next stage of
the scheduler.

The scheduler keeps an information table for each flow to track the two previously
mentioned pieces of information: (1) whether the flow is currently active in the pipeline
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Figure 2.2: The path each event takes after arriving at the scheduler

and (2) whether the flow has any pending events in memory. The scheduler will use this
table to determine the state of a flow. The way this table is updated will be explained in
the Hardware Design section.

At this stage, the scheduler accesses the information table to check whether the cor-
responding flow is currently active in the processing pipeline. If the flow is not active, it
is added to the list of safe flows, making it eligible for scheduling. When the scheduler
eventually selects this flow, it accesses the memory to retrieve the next pending event for
processing. After the event completes its execution in the TPE, the flow ID is returned to
the scheduler, which then checks whether any additional events remain in the flow’s queue.
This check is performed by accessing the information table and using a flag carried by the
event, the details are explained in the Hardware Design section. If the flow has remaining
events, it is re-added to the list of safe flows, allowing the next event to be processed
in turn. This cycle ensures that events are handled in order while avoiding conflicts in
memory access.

To establish the correctness of our event scheduling algorithm, we define two key crite-
ria: (1) at any point in time, there is at most one event per flow present in the processing
pipeline, and (2) all events are eventually processed. These criteria ensure that there is no
memory inconsistency and guarantee that no event will be lost.

To show that only one event per flow can be in the pipeline at a time, we consider how
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a flow enters the pipeline. The only way this can happen is through the arrival of a new
event. However, before a flow is allowed to proceed, the scheduler checks the information
table to see if it is already active in the pipeline. If it is, the flow is held back and will
not join the safe flow list for scheduling. This ensures that two events from the same flow
cannot be in the pipeline at the same time, preventing simultaneous access to shared flow
state.

To show that all events eventually get processed, we rely on tracking the remaining
events for each flow. After an event finishes processing, the system checks if there are more
events waiting for the same flow. If so, the flow is immediately added back to the safe flows
list and scheduled again. This ensures that after a flow enters the pipelines, it will not
leave until all of its pending events have been processed. If the flow has no more events,
it is removed from the active set. If new events arrive for that flow after it has left the
pipeline, it would be treated as inactive and allowed to re-enter the pipeline. This design
ensures that every event will eventually be processed.

Hardware Design

To implement the scheduling algorithm, we designed the hardware architecture shown in
Figure 2.3. The scheduler operates as a five-stage pipeline shown in Figure 2.4. In the first
stage, it accesses and updates the flow’s state in the “Information Table”. In the second
stage, the flow is added to the set of safe flows if it satisfies the required conditions. The
third stage selects a flow from the safe flows for processing. Finally, the fourth and fifth
stages handle the reading of the next event from the “Event FIFO Memory”.

The scheduler module has two inputs: (1) new events and (2) returning flows. New
events refer to those generated by the event-generating modules in HtraP, namely the
parsers and the timer. Returning flows are the flow ID of the events that the TPE has
processed in the previous stage. The output of the scheduler is the next event to be
processed.

Safe Flow Queues. We need to maintain a list of safe queues and select a flow to
send to the TPE each cycle. This functionality is implemented within the safe flow queues
module. Each cycle, the scheduler can receive up to two additions to this list. These
additions may come from returning flows, new event flow IDs, or both. However, these
inputs do not always result in a new event being added. Since the number of possible
inputs per cycle can exceed the number of outputs, the scheduler must include a queue to
buffer the extra inputs and process them later.
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Figure 2.3: The hardware design for the scheduler.

Figure 2.4: The scheduler pipeline.

To ensure fairness across different flows, the scheduler selects the next flow from the
safe flow list in a round-robin fashion. This round-robin mechanism is implemented using
a First In First Out (FIFO) structure built with registers. To handle inputs from two
different sources, the scheduler maintains a separate FIFO queue for each source (i.e. one
new flows queue and one returning flows queue) and alternates between the two queues
when selecting the next flow. It is possible to replace each of these queues with priority
queues if certain flows need to be prioritized over others.

Information Table. As explained in Section 2.2.3, the scheduler needs to keep track
of two pieces of information in order to properly schedule the flows. One is whether the
flow has an active event in TPE and another is whether the flow has any more events to
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process. We track this information in a table consisting of two bits per flow: the first bits,
which we will call “isActive”, indicates whether or not a flow has any event in either the
scheduler or the TPE. The second bit, called “hasNewEvents” tells if any new event for a
certain flow has arrived since the last time it was set to zero.

The way the information in the table is used and updated is different for new flows and
returning flows.

• New flows. when the new flow accesses the information table, it reads the table,
if the flow has any events currently being processed (i.e., isActive is set), it sets the
hasNewEvents bit to 1 and does not move to the next stages. Otherwise, it means
this flow just got its first event or a new event after an idle period, and has not events
in the processing pipeline. As such, isActive is set to 1 and the hasNewEvents bit is
set to 0. The latter ensures that the scheduler can track the receipt of events for this
particular flow from this point onward. Afterwards, it joins the safe flow queues in
the next stages.

• Returning flows. When an event exits the scheduler and is sent to the TPE in
the final stage of the pipeline, it carries a signal indicating whether it was the last
remaining event in its flow queue. This information comes from the event memory,
which maintains the status of all per-flow event queues, specifically, whether each
queue is empty. If the queue becomes empty as the event leaves, the corresponding
empty signal is used to set this flag. We refer to this signal as ”wasLastEvent.”

When a flow returns to the pipeline from TPE, it will access the table and make its
decision based on the hasNewEvents and wasLastEvent bits. if either the hasNew-
Event is 1, or the wasLastEvent is 0, it means that there are more events this flow has
to process, in this case it will set the hasNewEvents to 0 and keep the isActive as 1
and join the safe flows again. This way, we can know if any new events arrived for this
flow between this access and the next one. If hasNewEvents is 0 and wasLastEvent
is 1, it means that there are no more events in the event memory for this particular
flow, so it will set isActive to 0 and will not move to the next stages.

There may be cases where both the incoming flow and the returning flow have the
same flow ID. If this happens, the table will detect the conflict and set both hasNewEvents
and isActive bits to 1. and return this value instead of the value of the table for that
particular cycle. This assignment corresponds to the scenario where the returning event
arrived first and the returning event arrived right after, this way the information table
remains consistent.
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Event FIFO Memeory. To keep track of the events that arrive at the scheduler, we
implemented a per-flow FIFO memory. The overall design of this module is shown in Figure
2.5. Reading from and writing to this memory is performed through a two-stage pipeline.
The per-flow buffers that keep the events are implemented as ring buffers with a read and
write pointer, which will be updated after each read or write operation respectively.

When events arrive, the flow ID is used to access the write pointer memory. This
memory represents the current position of the write pointer for each queue and is initialized
to zero for all flows. Once the current position is obtained, the combination of this pointer
and the flow ID determines the exact memory address for writing the event. In the second
stage of the pipeline, the event is written to memory, and the write pointer is incremented
by one and stored in the corresponding memory location in the write pointers memory.

Once the scheduler decides which flow should send an event to the TPE next, it will
have to read the event from the event buffer memory. To do so, it first accesses the read
pointer memory, which tracks the current read position for each queue and is also initialized
to zero. Similar to the write path, the combination of this pointer and the flow ID identifies
the memory address for the next read in the event buffer memory. In the second stage of
the pipeline, the event is read, the read pointer is incremented by one, and the read pointer
memory is updated accordingly.

To track the status of each queue, specifically, whether it is full or empty at any given
moment, we maintain a separate counter memory called the Item Counter. This memory
records the number of entries in each queue and is updated after every read or write. After
each update, the values are used to refresh the empty and full bit vectors, which contain
one bit per flow indicating its current status. Without this memory, the scheduler would
need to access both the read and write pointer memory and compare them to determine
the status of the flow. However, both memories have only one read port that is being used
by either the read or write operation but not both. This method would require them to
either have two read ports to allow both operations to read from them, which would need
us to maintain a copy of each memory. Or for the pipeline to take extra cycles to allow
each memory to be accessed twice. Therefore, using the Item Counter enables efficient
tracking of queue status without introducing extra pipeline cycles or memory modules.

The “Event Memory”, which is responsible for storing all pending events, is imple-
mented as a dual-ported BRAM. The other memories are synthesized to registers, but
depending on the parameters of the design, they can also be implemented as a BRAM if
their size is large enough.
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Figure 2.5: The hardware design for the event FIFO memory.

2.3 Handling Instructions

The TPE can issue requests for various actions to be carried out by different modules in
the TPS. These requests are given to TPS in the form of instructions. Each instruction
encodes the specific operation that an execution module should perform, and its structure
varies depending on the destination module. There are three different instruction handlers
in HtraP: Packet Generator, Reassembly module and Timer. Table 2.2 provides a com-
plete list of the instruction types supported in HtraP together with their corresponding
target modules. The exact structure of each instruction will be explained in the following
subsections.

Timer. The timer module is responsible for tracking a predetermined number of timers
for each flow. As input, the timer receives an event along with a duration and will send
that event to the scheduler when the timer expires. Each timer’s associated event is stored
in a per-flow Timer Event Memory. Each flow can request one of three operations on a
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timer: (1) Start: to start a new timer with the given duration and generate the given event
upon timeout, (2) Restart: to restart the timer with the given duration, and generate the
previously stored event upon timeout, or (3) Cancel: to stop the timer from generating an
event.

To support multiple flows, the timer module stores the received durations in a per-flow
memory referred to as the Timer Duration Memory. The timer iterates over this memory,
checking one entry per clock cycle. If a timeout is detected, it retrieves the corresponding
event from the Timer Event Memory and sends it to the scheduler. Since the module
checks only one flow per cycle, there may be a slight delay in detecting some timeouts.
However, for timers on the order of milliseconds or longer, this delay is negligible. This
design may not be suitable for finer-grained timers requiring higher precision.

Our prototype does not include the timer module. However, similar per-flow timer
modules have been implemented in prior work, such as Tonic [7], from which our design
draws inspiration. We believe this provides sufficient evidence to support the feasibility of
our proposed design.

Target Instruction Description

Packet Generator
generate packet

Instructs the module to fetch the corre-
sponding data from memory and gener-
ate a packet. Can also handle segmen-
tation.

set scheduling parameter
Updates the packet scheduling param-
eter of a certain flow if needed.

Reassembly module

allocate buffer allocates a new data buffer to the flow.

add data segment
adds the segment to the specified loca-
tion in the buffer.

flush and notify
Makes the reassembled data available
to the application.

Timer
start timer

sets a new timer to create an event
upon expiration

restart timer restarts an already created timer
cancel timer cancels the timer

Table 2.2: A list of the instructions in HtraP
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2.3.1 Packet Generator

Upon receiving a request, it first fetches the payload from the specified memory location
and stores it in a temporary buffer. Once the data is loaded, the module appends the
appropriate header fields and generates the final packet to be sent over the network.

In addition to basic packet generation, users can instruct the packet generator to create
multiple segments from a single large data segment. For example, in the TCP protocol, the
user may request the packet generator to segment the data into multiple packets, each with
a fixed size, and to update the sequence number in each packet based on the length of the
previous segment. To support this behavior, the packet generator includes a configurable
header update policy that can automatically adjust fields like the sequence number across
segments. Furthermore, to ensure fairness among multiple multi-segment instructions from
different flows, the next segment to be generated is selected in a round-robin fashion among
them.

Instruction

Packet Generation. The packet generation instruction is made up of several key fields,
each of which provides essential information for the packet generator to correctly create
packets. These fields and their descriptions are as follows:

• Data Address: This field indicates the address in memory where the payload is
located. The packet generator uses this address to fetch the data for packet con-
struction.

• Data Length: This field specifies the total length of data to be loaded from memory.
If this value is set to zero, the packet generator will skip the data-fetch step and
proceed to create the packet without any payload.

• Segment Length: This field defines the amount of data to be included in each
individual packet. If the segment length is smaller than the data length, the packet
generator will perform segmentation to divide the loaded data segment into multiple
packets.

• Update Value: This field provides the value that should be used to update the spe-
cific header fields of the packet during segmentation. The packet generator includes
a configurable module that determines how this value should be applied. The details
of this module will be explained later in this subsection.
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Figure 2.6: The packet generator algorithm

• Header: This field contains the header to be used in the generated packet. In the
case of segmentation, this header applies to the first packet, and subsequent packets
will have their headers updated using the update value and the configuration specified
by the user.

Packet Scheduling. The packet scheduling instructions control the packet transfer
scheduling parameters. Depending on the scheduling algorithm, they can represent either
a grant-based or a rate-based system.

• Parameter Type: This field indicates the type of the scheduling parameter.

• Parameter Value: This field specifies the value for the scheduling parameter. This
can either be the transfer rate or token count.

Logical Diagram

Figure 2.6 illustrates the general logic of the packet generator.

The packet generator can be divided into three phases: data fetch, packet construction,
and header update.

Fetch Data. Upon arriving at the packet generator, instructions are assigned an
instruction ID and sent to the fetch data module. This module, implemented as a state
machine, retrieves data from where it is stored and stores it in a per-instruction temporary
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FIFO buffer. It continues loading data until either the buffer is full or all data has been
loaded. After loading the data, the instruction proceeds to the next phase.

Packet Construction. After the data is loaded into the buffer, this module reads
X number of bits, where X is the segment length specified in the instruction, from the
FIFO. Afterwards, it attaches the header to the payload, and sends the packet out. The
instruction is then passed to the next stage.

During this process, we track the amount of data sent so far. After each packet is
sent, we check whether all data requested in the instruction have been transmitted by
comparing this value with the data length specified in the instruction. If all data have
been sent, the packet generation for this instruction is complete; otherwise, a new header
must be generated for the next data segment.

Header Update. In this phase, the header is updated to reflect the expected header for
the next packet. This step is user-configurable and can be set to generate the next header
based on the current header’s value. For example, in TCP, this phase would be configured
to increment the sequence number by the length of the previous packet’s payload.

After updating the header, we verify if enough data is available in the instruction’s
temporary data buffer for the next packet. If not, the data address and data length are
updated, and the instruction is sent back to the fetch data phase to retrieve more data.
If sufficient data is available, the instruction proceeds to the packet construction stage to
send the next segment.

Hardware Design

In order to execute the described algorithm, the packet generator module is implemented
as a pipelined hardware block that receives instructions from the TPE and generates corre-
sponding network packets. Its architecture is designed to support high-throughput packet
transmission while maintaining flexibility for user-defined behaviors such as segmentation
and header updates.

The generator is organized into several hardware stages corresponding to the ones
mentioned in Figure 2.6.

The payloads of packets are often stored in external memory, which typically has lim-
itations on read and write efficiency. To address this, we read a large chunk of data at
once and store it in a temporary memory that allows faster access during individual packet
generation. Temporary payload data is buffered inside a FIFO buffer, allowing the packet
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Figure 2.7: The packet generator design. The green box is programmable

constructor to access data efficiently while new data is fetched in parallel. Each instruction
has access to its own FIFO buffer to manage its data segments.

The rest of this subsection will describe the implementation details of each stage in the
packet generator pipeline, along with the data structures and interfaces used to support
its operation. The design for the packet generation module can be seen in figure 2.7.

Data Buffer Memory. The data segments needed by the instructions is temporarily
stored in the data buffer memory. This buffer consists of a set of FIFO memories, where
each instruction has access to one FIFO buffer for reading and storing its data segments.
The implementation of this memory is similar to the scheduler’s event FIFO memory shown
in Figure 2.5, but instead of events, each FIFO will store the data inside the memory in
64 byte chunks. Although the size of each element inside the buffers is set to 64 bytes, it
can be adjusted as needed. The depth of the buffers is also configurable and can be tuned
based on the requirements of the application.

Fetch Data Logic. The first stage of the packet generator is responsible for fetching
the payload data associated with each instruction. Incoming instructions are initially
stored in a queue and are processed in order. An instruction leaves the queue only after
the previous instruction has completed its data loading phase. The data loading process
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itself is implemented as a simple state machine that continues reading data into a per-
instruction buffer until either the buffer reaches its capacity or the entire payload has been
loaded. Once the required data has been fetched, the instruction is forwarded to the next
stage of the packet generator for further processing.

Instruction Queues. The instruction queues are where instructions are stored before
being processed by the packet constructor. An instruction joins the queue after initiating
the fetch process. To ensure fairness between different flows, instructions that need to
generate multiple packets via segmentation must wait after generating one packet, allowing
other flows to generate their packets as well. These instructions can then generate their
next packet afterwards. To enforce this policy, each instruction generates exactly one
packet upon leaving the queue. If an instruction uses segmentation and needs to produce
multiple packets, it re-enters the instruction queue after receiving updates to its relevant
fields, leading to a round-robin between different instructions.

Packet scheduling policies are applied through this module, where users can control
packet consumption using rate limiting or grant tokens. For the prototype discussed in
Chapter 4, we implement a FIFO queue as described, and do not support scheduling for
each individual flow. However, future implementations could take inspiration from Tonic[7]
to support more sophisticated packet scheduling for each flow.

Packet Constructor. The packet constructor is responsible for constructing and
transmitting the final packet. It receives the header from the instruction and reads the
corresponding payload data from the data buffer. These two components are combined to
form a complete packet, which is then sent to the network interface. Once the packet has
been successfully transmitted, the constructor signals the instruction queue to release the
next instruction.

Status Checker. Once an instruction is sent to the packet constructor, the status
checker evaluates whether additional packets need to be generated and whether more data
must be fetched. The first step is to update the amount of data sent so far. This is done
by adding the size of the current payload segment, which is determined as the minimum
of the configured segment size and the remaining data to be transmitted.

After updating this value, the status checker computes whether any data remains to
be sent. If the remaining data are zero, the instruction is considered complete and no
further action is required for that flow. However, if data remain, the module proceeds to
inspect the current state of the data buffer. In cases where the entire data segment has not
yet been loaded and the available data in the buffer falls below a predefined threshold, the
instruction is marked to be sent back to the data fetch stage after the header is updated. By
default, this threshold is set to zero, meaning that the instruction will only be sent to fetch
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data after it has used up all of its available data, but this value can be tuned for different
application needs. Once the status updates are complete, the instruction is forwarded to
the header update module, which will prepare the header for the next segment.

Header Update Logic. This module updates the header field values in the instruction
for the next segment. It is user-configurable and can be tailored to perform the desired
updates. The header update module has access to all fields of the instruction—specifically,
the data address, data size, segment size, update value, and current header. The update
value is a 32-bit field that can be set by the TPE and used within this module to assist in
header modification. While the size of this input can be adjusted as needed, the total size
of the instruction should not exceed 64 bytes.

In addition to the instruction fields, the module also receives information about the
total number of bits transmitted so far. This can be useful for determining the size of the
next segment, if necessary. Listing 2.2 provides an example of header modification in the
context of TCP segmentation, where the header is updated by adding the length of the
previous segment.

After updating the appropriate header fields, the packet generator will insert the up-
dated instruction back into the instruction queues.

always@(posedge clk)begin

if(rst)begin

Header_out <=0;

end

else begin

Header_out[SEQNUM_FIELD_OFFSET -1:0] <= Header_in[

SEQNUM_FIELD_OFFSET -1:0];

Header_out[SEQNUM_FIELD_OFFSET+SEQNUM_FIELD_SIZE -1:

SEQNUM_FIELD_OFFSET] <= Header_out[SEQNUM_FIELD_OFFSET+

SEQNUM_FIELD_SIZE -1: SEQNUM_FIELD_OFFSET] + Segment_size_in;

Header_out[HEADER_SIZE -1: SEQNUM_FIELD_OFFSET+SEQNUM_FIELD_SIZE]

<= Header_out[HEADER_SIZE -1: SEQNUM_FIELD_OFFSET+

SEQNUM_FIELD_SIZE ];

end

end

Listing 2.2: Header Update Example
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2.3.2 Reassembly

The reassembly module handles the process of putting data segments back together into
full messages before making them available to the application. To do this task, it will
keep the data segments in an internal memory we will refer to as the Reassembly Data
Buffer (RDB) Memory . It supports three types of instructions: “allocate buffer,” “add
data segment,” and “flush and notify.” When it receives an “allocate buffer” instruction, it
reserves one of the buffers in the RDB memory for the flow. With an “add data segment”
instruction, it places the new segment into the right spot in the buffer based on the given
offset. Finally, after receiving a “flush and notify” instruction, it makes the data available
to the application by sending moving it to a application-accessible memory. This module
does not track the state of the segments it receives. Instead, it will rely on the TPE to
provide it with the correct offset for insertion and flush for data transfer, and merely inserts
the event in the location specified by the instruction.

Allocate buffer. This instruction will reserve a buffer for the given flow id. The
inputs for this instruction is as follows:

• Flow ID: This field represents the identifier of the flow requesting a buffer.

• Buffer ID: This field represents the TPE-assigned ID of the buffer for the flow. The
TPE assigns these IDs to differentiate between its reserved buffers and send requests
for them.

Add data segment. This instruction asks the module to fetch a piece of data from
the the Temporary Data Memory where the packet parser temporarily stores the payloads
of incoming packets and insert it into its correct place in the buffer. The exact offset of
the insertion will be given to the module as input, therefore, the responsibility of tracking
the segment order falls on TPE and the reassembly module is only supposed to carry out
the instruction. The fields of this instruction are as follows:

• Flow ID: The identifier of the flow making the request.

• Buffer ID: TPE-assigned ID of the buffer for the flow.

• Address: The memory location where the current data segment (coming from a
recent packet payload) is stored.

• Length: The size of the data segment.
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• Offset: The position within the buffer where the data should be inserted.

Flush and notify. This instruction asks the reassembly module to send the buffer
up to a certain point to the application. Similar to the ”add segment” instruction, the
calculation of the exact size of the transfer falls on the TPE, and the reassembly module is
only responsible for sending the data to memory. The instruction has the following fields:

• Flow ID: The identifier of the flow making the request.

• Buffer ID: TPE-assigned ID of the buffer for the flow.

• Address: The address in the application-accessible memory where the data will be
transferred.

• Length: The size of the data being flushed.

Hardware Implementation

This hardware design for the reassembly module needs to be able to execute the three
aforementioned instructions. Figure 2.8 shows the design of this module. In this design,
the flush and notify instruction can run in parallel to the add data segment instruction.

After arriving at the reassembly module, the instructions will access the buffer ID
mapper to get the reassembly module’s local buffer ID based on the request. This local
buffer ID is used by the reassembly module to identify the RDB the instruction is referring
to. At this stage, the “allocate buffer” request will be executed by modifying the contents
of the “buffer ID mapper”. We treat the buffer ID mapper as a memory accessed using
the combination of the flow ID and the TPE-assigned buffer ID from the request.

After this stage, the “flush and notify” and “add data segment” instructions will be
inserted into the instruction queues and take separate paths.

Allocate Buffer. This instruction assigns a local buffer ID to the flow using the
combination of the flow ID and the TPE-assigned buffer ID. The local buffer ID to be
assigned is determined using a counter that increments with each assignment.

Add Data Segment. This instruction retrieves the segment data from the temporary
data memory in the parser and inserts it into the RDB memory using the offset specified
in the instruction. The offset indicates the exact byte position where the data should start.
Because the RDB is divided into 64-byte chunks, we may need to shift the incoming chunks
before storing them in RDB. For example, consider a scenario where the offset value is set
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Figure 2.8: The design of the reassembly module. The red and blue arrow represent the
path for “flush and notify” and “add data segment” instructions respectively

to 16. This means that the data chunk should be stored starting from the 16th byte of
the RDB. However, since the RDB is divided into 64-byte chunks, we must store the first
64 − 16 = 48 bytes of the chunk in address 0 of the RDB, and the remaining bytes in
address 1. Moreover, the first 384 bits must be placed at the end of the chunk in address
0. Figure 2.9 illustrates this scenario for a 256-byte data segment. To meet this condition,
the data is shifted before being inserted into the RDB memory. This shifting is handled
by the Shift Data Pipeline.

• Fetch Data. This component will fetch the data from the temporary data memory
in 64 byte chunks. While this component is working, the other add data segment
instructions would need to wait because the fetch process may take more than one
cycle, and the temporary data memory has only one read port. After fetching each
chunk, it will be sent to the shift data component. Figure 2.9 shows the data after
it has been shifted. Once all data has been fetched, the component must wait one
cycle before starting the next instruction. This is because, after the segments are
shifted, an additional cycle is required to store the final piece of data. Figure 2.9
illustrates this scenario: writing the 4-chunk data segments takes 5 cycles, as the
shift introduces an extra segment for writing into the RDB.

• Shift Data Pipeline. his component is a 6-stage pipeline that shifts the data
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Figure 2.9: Adding a 256 byte data segment to RDB

according to the offset value. The first 6 bits of the offset are used to determine
the shift amount, and the remaining bits specify the location of the data chunk in
the RDB. To perform the shift, each stage of the pipeline processes a specific shift
value: the ith stage examines the ith bit of the shift amount and shifts the data by 2i

bytes. When a segment contains multiple chunks, starting from the second chunk, the
pipeline concatenates the previous chunk with the current one, shifts them together,
and then selects the first 64 bytes of the result. This ensures that any portion of the
previous chunk that needs to be moved into another chunk is correctly accounted for.
The result of the shift is then stored in the location specified by the remaining bits of
the offset. For the first and last chunks of the incoming data, it is possible that other
segment values are already stored in memory. For example, we may have received
a 256-byte segment at offset . To handle this, the component reads the memory for
these two locations, concatenates the pre-existing values with the shifted segment,
and stores the final value back into the buffer.

Flush And Notify. With this instruction, the reassembly module sends a portion of
the specified RDB to the application-accessible memory. The instruction specifies the size
of the data to be transferred. A read pointer is maintained for each buffer in the Read
Pointers memory. To transfer the data, the module reads from this memory and updates
the pointer until the requested size has been transferred. It is important to note that the
specified size is expected to align with the 64-byte chunk boundaries.
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Chapter 3

Transport Processing Engine

TPE is the programmable part of HtraP and where the main logic of the protocol is located.
The TPE is implemented as a series of HLS programs that will receive the event and state
of the flow as input, do the relevant processes, update the state variables and generate
instructions if needed.

3.1 Programming in TPE

The programming for the TPE is done in HLS. HLS is a tool that allows developers to
describe hardware designs using high-level programming languages such as C and C++
instead of hardware description languages like Verilog. The HLS tool will receive these
programs and translate the high-level code into RTL implementations that can be synthe-
sized onto Field-Programmable Gate Arrays (FPGA)s. The syntax and capabilities may
vary across different HLS tools. For HtraP, the interface is designed to be synthesized
using the Vitis HLS [2] tool.

Inside the TPE, the user defines a series of functions that describes how a particular
event should be processed. These functions, which we will refer to as “Event Processors”,
form the core logic of the TPE. Each Event Processor specifies how the associated event
interacts with and updates the context of its flow and what instructions it should generate
as a result. There must be exactly one Event Processor for each defined event type. The
modular structure of the interface allows the programmer to easily add new protocols or
modify existing ones by updating the corresponding event processor.
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3.1.1 Event Processor Interface

The event processors are implemented as a C++ function. All functions should be imple-
mented using the given interface, although slight variations are allowed. For example, the
number or type of the generated instructions may vary across different processors. Even if
the same syntax is used, the HLS tool might remove the interface that was not used during
synthesis. The interface of an event processor is given in Listing 3.1.

typedef hls:: stream stream;

void X_event_processor (stream <X>& event_in ,

stream <ctx >& ctx_in , stream <ctx >& ctx_out ,

stream <pktGen_instr > p[N], stream <reassm_instr > r[M],

stream <timer_instr > t[K], hls::stream <event >& flow_out)

Listing 3.1: Event processor interface

All inputs and outputs of the module are defined with the hls::stream type. Once
synthesized, this type will be implemented as an AXI4-Stream interface.

In Listing 3.1, X is the event type, event in and ctx in are the input streams, and the
rest are output streams. M, N, and K are constants representing the number of instructions
the event processor will generate for each type. the flow out is the information from
the incoming event that must be passed on to the scheduler. Note that even though the
interface does not explicitly indicate whether a stream is an input or an output stream, its
usage within the code determines its type. Therefore, it is important to respect the type
while writing the program. The method of using the input and output streams within the
program will be described in Section 3.1.2.

The rest of this section will explain the elements of the interface in more detail.

Event and Context

The input of the event processor includes the event and the context, both of which will
provide the information necessary to implement the protocol logic.

Events. The events are given to the program in the stream <X>& event in input. As
explained in Section 2.2.1, The events are abstractions that represent different occurrences
within the transport layer program. The exact type of this stream’s element is determined
by the type of the event this function is going to process.
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Each event type will be defined as a C struct, and the fields of the event represent
the protocol-relevant metadata carried by this event. In addition to these metadata, the
event also carries data that would help the TPS modules make correct decisions. This data
includes the flow ID and the notEmpty bit, Both of which will be used by the scheduler to
determine the state of the flow. The exact role of these bits is explained in Section 2.2.3.
The flow ID will also be used to update the context. These two fields are included in the
event struct, which is the parent type that all event types should inherit from. Every
event processor should write its incoming event to the flow out stream to be used in the
next stages.

One example of an event is given in Listing 3.2

struct event{

bool has_more_data;

ap_uint <FLOW_ID_WIDTH > flow_id;

}

struct ACK: public event {

ap_uint <32> ack_seq;

ap_uint <32> rwnd_size;

};

Listing 3.2: An example of an event struct

The fields of the event can be of any C++ primitive type, or the hls::ap uint<N> and
hls::ap int<N> types, which indicates an N-bit number.

Context. The context is the per-flow state of the program, and is given to the event
processor through the stream < ctx >& ctx in as input, and the updated state will
return to the context memory through the stream < ctx >& ctx out interface. Similar
to the event, the ctx type is defined as a C struct. All fields are defined by the programmer
and can have any type supported by the Vitis HLS tool.

The size of the context is an important consideration in the design. Since the context
carries most of the information related to the event processor, it is likely to be large. The
size of this struct will affect the size of the per-flow context memory. Therefore, it is
important to optimize the context size.

Packet Generation Instructions

This instruction is sent to the packet generator for processing, therefore its fields match
the fields of the packet generation instruction explained in Section 2.3.1, which includes
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Data Address, Payload Length, Segment Length, Update Value and Header. Listing 3.3
shows the built-in C struct that represents a packet generation instruction.

struct pktGen_instr {

ap_uint <32> addr;

ap_uint <32> payload_len;

ap_uint <32> segment_len;

ap_uint <32> update_val;

Header header;

ap_uint <16> header_size;

};

Listing 3.3: Packet generation instruction type

Header. The Header type in pktGen instr represents the header of the packet, which
as explained in Section 2.3.1, will be directly used to generate the header of the first packet
segment and will serve as a basis for generating the headers of the future segments. It is
possible to define this header as a struct whose fields represent the fields of the final header.
However, some protocols such as RoCEv2 may have different headers for different types
of packets. In this case, the size of the Header type should be the maximum size of these
headers, with shorter headers being extended at the end to match this size. In this case,
the header size field will be used to indicate the actual size of the smaller headers to the
packet generator.

Data Reassembly Instructions

The fields of this instruction matches the fields of the reassembly instructions explained in
Section 2.3.2. The reassembly module has three different instructions, but all of them use
the same struct, and the type of the instruction should be specified by the programmer
when creating it. Listing 3.4 shows the built-in C struct that represents a reassembly
instruction.

struct reassem_instr {

ap_uint <2> instr_type;

ap_uint <FLOW_ID_WIDTH > flow_id;

ap_uint <4> buffer_id;

ap_uint <32> addr;

ap_uint <32> data_length;
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ap_uint <32> data_offset;

};

Listing 3.4: Packet generation instruction type

The instr type represents the type of the instruction, which can be either one of the
following: (1) ALLOCATE BUFFER, (2) ADD DATA, or (3) FLUSH AND NOTIFY. The first type
only needs to use the first two fields. The second one will use all fields and the third one use
all fields except the data offset. The names of these fields matches the ones explained
in Section 2.3.2, and they provide the same information to the reassembly module.

Timer Instructions

The instructions heading to the timer module can have three different types: (1) start, (2)
restart, and (3) cancel. All of these instructions will be represented by a single timer instr

type. The fields of this type is shown in Listing 3.5

struct TimerInstr {

ap_uint <2> cmd;

ap_uint <LOG2_OF_PER_FLOW_TIMER_COUNT > timer_id;

ap_uint <32> duration;

ap_uint <2> unit;

TimerEvent event;

};

Listing 3.5: Timer instruction type

The cmd field represents the command of the instruction, which would either be 0
(Start), 1 (Restart) or 2 (Cancel). The timer id represents the specific timer the instruc-
tion should modify. Each flow has access to a limited number of timers that are predefined
by the user; therefore, the LOG2 OF PER FLOW TIMER COUNT should be set by the program-
mer as well. The duration represents the duration of the timer. This value will only
be set for the start and restart instructions. The unit field represents the unit of time.
The number is mapped to one of the following: nanosecond, microsecond, millisecond, or
second. Finally, the event field represents the event that should be generated by the timer
upon expiration.

TimerEvent. This type represents the type of event. If the timer only generates one
type of event, this value can be defined as that type. In the case of multiple events, the
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size of the TimerEvent should match the size of the largest event the timer is going to
generate.

3.1.2 Event Processor Implementation

The body of an event processor contains the protocol response to a single event. In general,
the program will first read the inputs from the input streams, perform some operations, and
write the outputs to an output stream. This process is similar across all event processors.
Listing 3.6 shows an example of this process.

void data_ep (hls::stream <X>& ev_in , hls::stream <context >& ctx_in , hls::

stream <context >& ctx_out ,hls::stream <PktGen_instr >& PktGen_instr_out ,

hls::stream <sched_info >& flow_out) {

if(! ev_in.empty()&&! ctx_in.empty()){

X ev;

context ctx;

ev = ev_in.read();

ctx = ctx_in.read();

PktGen_instr pgi;

/* Protocol Logic*/

event event_flow_info;

event_flow_info.flow_id = ev.flow_id;

event_flow_info.has_more_data = ev.has_more_data;

flow_out.write(event_flow_info);

ctx_out.write(ctx);

PktGen_instr_out.write(pgi);

return;

}

}

Listing 3.6: An example of an event processor

In this section, we will discuss some of the challenges involved in writing HLS programs
for the TPE.

Loops. In order to pipeline the program, HLS will unroll any loop inside. Therefore,
it is important for the loops in the program to have a fixed number of iterations, and
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unbounded loops are generally not supported. Additionally, the loops where each iteration
depends on the result of the previous one may end up creating long pipelines. While our
design is able to handle such pipelines, it is better to avoid longer pipelines when possible
to keep the latency low. Therefore, we need to optimize the program to avoid such loops
as much as possible.

Arrays. While it is possible to have arrays inside the context, the size of the context
usually grows considerably with any increase in the number of elements inside the array.
Having a large context cause problems with the HLS interface, and it usually would need
to be divided into smaller parts. Furthermore, having a large input move across several
pipeline stages can negatively affect the latency of the design. Therefore, it is important
to make sure that the size of the context does not grow too large. However, this may
cause problems with some implementations, for example, RoCEv2 needs to keep a list of
all pending requests. For our implementation, we have optimized the size of these queues
to a value that would be reasonable for the program, but may not be optimal.

3.2 Interface With TPS

As explained so far, the TPE is implemented as a set of different event processing functions.
In order to integrate these event processors in TPS, we need to be able to guide an incoming
event to its correct processor. Additionally, we need to collect the outputs of these modules
and send them to their correct handler. For this thesis, we implemented this manually,
but in a future version of HtraP, this part can be auto-generated by a dedicated compiler,
since this section follows a fixed set of steps.

Incoming Event Interface. As mentioned in Section 2.2.1, the incoming events carry
some additional bits with themselves that indicates their type. In order to connect an event
to TPE, we first need to choose an ID for each event. Then, we assign the ID of the event
to its corresponding event processor, and use a de-multiplexer to connect the incoming
event to its event processor.

Outgoing Context and Instruction Interface. The TPE should output at most
one instruction of each type every cycle, and should also send out one context back to
the context memory. Since we are allowing the different event processors to have different
cycle lengths, it may be possible for some event processors to generate an output at the
same time. In these cases, the outputs should be stored in a queue and be sent out one by
one. Therefore, each event processor would need to have a small wait queue to store its
outputs in case of a conflict, and we can select from these queues in a round-robin fashion.
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If no conflict is present, there is no need to store the value in the queue and it may be sent
out directly. Because these queues are only used when simultaneous outputs occur and are
typically short, their impact on the overall system latency is minimal.

For instructions, additional considerations are needed. As discussed in Section 3.1,
event processors may generate multiple instructions at once. However, since the handler
modules can only process one instruction per cycle, these instructions must be sent se-
quentially. As a result, some event processors must aggregate their instructions in a queue
before transmission.

3.2.1 Configuring the Parameters

As mentioned in section 2.1, there are a number of parameters in TPS that can only be
set after the implementation of TPE. Table 3.1 explained how each parameter should be
set based on the TPE implementation.

Module Parameter Value

All of the Design

EVENT WIDTH
Maximum width of the defined
events.

EVENT TYPE COUNT
Total number of the defined
events.

CONTEXT WIDTH Width of the defined context,

Packet Generator HEADER WIDTH
maximum size of the defined
headers.

Table 3.1: Parameters configured to match TPE
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Chapter 4

Evaluation

In order to evaluate the effectiveness of our design, we implement a prototype in Verilog
in 3540 lines of code and synthesized the design for the Alveo U250 data center acceler-
ator card. In this chapter, we establish the hardware feasibility of our design in section
4.1. Section 4.2 provides microbenchmarks for different components of TPS, including
the scheduler, packet generator, and reassembly module. Section 4.3 will present imple-
mentations of different protocols in TPE to establish the expressiveness of the mostly
protocol-independent interface between TPE and TPS across different protocols, and fi-
nally, Section 4.4 will evaluate a complete TPE and TPS co-design of the TCP protocol
to establish the possibility of implementing a full transport protocol in HtraP.

4.1 HtraP Hardware Feasibility

To evaluate the efficiency of our hardware design, we will look at two main criteria: (1)
resource usage and (2) timing.

Resource usage. When the Verilog program is synthesized, it will be mapped to the
hardware resources in the FPGA device. The primary resources are Registers, Look-Up
Table (LUT)s, and BRAMs. The BRAMs are used for local memories inside each module.
Since the number of resources available in the FPGA are limited, it is important for the
design to be able to fit into a given FPGA hardware.

Timing. Most of the modules in HtraP are designed as a multistage pipeline, with the
memory access logic in the packet generator and the reassembly module being the only
exception. In a pipelined hardware design, each stage of the pipeline will receive the input
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Module LUT Registers BRAM
Packet Generator 392 (< 1%) 1303 (< 1%) 2.5 (< 1%)
Scheduler 19066 (1.1%) 5728 (< 1%) 2.5 (< 1%)
Context 29 (< 1%) 0 8 (< 1%)
Reassembly 6855 (< 1%) 9671 (< 1%) 912.5 (34%)

Table 4.1: HtraP’s resource utilization for synthesis using the parameters in Table 4.2.

at the beginning of the stage, and must calculate the outputs of its stage within one clock
cycle. In order for our hardware design to be feasible, we must ensure that it can meet the
timing requirement of 4 ns. We choose this clock frequency because it allows us to keep-up
with 100 Gbps line rate.

It is important to note that both of the mention criteria are heavily dependent on
the type of the FPGA hardware, since a stronger FPGA is more likely to meet timing
requirements, and also has more resources available to it. In our case, we choose the Alveo
U250 data center accelerator card as the target device of our synthesis. The resource
utilization report of our prototype for each module can be seen in Table 4.1.

As mentioned in Section 2.1, The TPS has various parameters that can affect the
resource utilization of the different parts of the design. A report of the values used for this
synthesis is presented in Table 4.2. For the TPE defined ones, we set them to match the
TPE implementation of TCP, which will be explained in more detail in Section 4.4. This
was done so that we can verify the hardware feasibility of HtraP for a fully implemented
protocol. The NIC assigned values were set based on the interface of OpenNIC [1] , which
is an open source project that provides a programmable NIC platform to the users. The
rest of the values were set to default values.

4.2 Micro-benchmarks for the TPS Modules

4.2.1 Scheduler

When designing the scheduler, our primary objective was to achieve high throughput while
ensuring memory consistency across all operations. To evaluate the effectiveness of our
design, we conducted a series of measurements focused on both latency and throughput.
For this purpose, we randomly generated several sequences of events over 50,000 cycles
simulating a variety of traffic patterns. The outputs produced by the scheduler during these
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Module Parameter Value

All of the Design

FLOW COUNT 2048
EVENT WIDTH 64 b

EVENT TYPE COUNT 4
CONTEXT WIDTH 938 b

SERIALIZED DATA WIDTH 512 b
SERIALIZED PACKET WIDTH 512 b

Scheduler
PER FLOW MEMORY DEPTH 16
EVENT QUEUE DEPTH 8

Packet Generator
HEADER WIDTH 168 b

INSTRUCTION QUEUE DEPTH 8
Reassembly module PER BUFFER MEMORY DEPTH 512

Table 4.2: The list of the synthesis values for TPS parameters.

cycles were recorded and analyzed to measure its performance under different operating
conditions.

Event per Cycle Throughput

One goal of the scheduler is to output as many events as possible in each clock cycle.
Although this number depends on the traffic pattern, we expect it to approach one event
per cycle over time. The factors that can affect throughput include the pipeline length and
the characteristics of the flow traffic.

To evaluate the effectiveness of our design, we measure the scheduler’s throughput under
different input patterns. Two important aspects of the traffic pattern are the number of
active flows and the burstiness of the input traffic.

Number of active flows. If the number of active flows is small, throughput is likely
to be low, as the scheduler may not find a safe event to send to the TPE. However, we
observe that as long as the number of active flows significantly exceeds the pipeline length,
this factor does not impact throughput. Since our design is intended to support a large
number of active flows on average, we expect this factor to have minimal effect.

Bursty traffic. We define a flow as bursty if it receives multiple consecutive events in
a short period of time. In such cases, the scheduler cannot dispatch new events from that
flow until its previous events have exited the pipeline. This can reduce throughput if no
other events are available to schedule. To test this effect, we consider an extreme case: an
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(a) The throughput over time for the TPE
pipeline length of 3 cycles

(b) The throughput over time for a 10-Burst
flow traffic

Figure 4.1: The throughput over time for 1024 flows

N-burst traffic, where each flow receives N consecutive events over N cycles. Figure 4.1a
shows the resulting throughput over time for different values of N. We observe that for
non-bursty flows, the throughput remains close to one event per cycle. In contrast, under
bursty conditions, the throughput drops significantly when we start the system and it still
has not received any events (we will refer to this scenario as cold start), but recovers as
the number of active flows increases. If we show the total length of the TPE and scheduler
pipeline with P, the time it takes to achieve full throughput is the time it takes for there
to be at least P active flows in the pipelines. In this plot, the total pipeline length is 8,
and we can see that it takes around 800 cycles for a 100-Burst to achieve high throughput.
It is important to note that a cold start is very unlikely in the situations we are interested
in, such as data centers. However, the design is capable of handling these extreme cases
as well.

Pipeline length. Other than the traffic pattern the length of the TPE pipeline can
also affect the throughput over time, since with a longer TPE pipeline, it would take longer
for a flow to become safe again after leaving the scheduler. Figure 4.1b illustrates the effect
of the TPE pipeline length on throughput over time starting from a cold system. Similar
to the previous scenario, the throughput is low at the start but increases over time until
it eventually becomes one event per cycle. If we show the total length of the TPE and
scheduler pipeline with P , the time it takes to achieve full throughput is the time it takes
for there to be at least P active flows in the pipelines.
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(a) Total event scheduling latency
(b) Contribution of ”load” from other flows to
event scheduling latency.

Figure 4.2: Distribution of event scheduling latency for various N-burst traffic patterns for
events from 1024 flows over 50 microseconds and a TPE pipeline length of 3.

Event Scheduling Latency

Another important aspect of the scheduler is how long it would take for a particular event
to exit the scheduler after its arrival. We compute this value for each event by comparing
the time it entered the scheduler pipeline to the time it left it. The latencies for different
bursts of data is illustrated in Figure 4.2a. We observe that having bursty traffic increases
the event scheduling latency. This is to be expected because the nth event in a burst
cannot be processed until all previous events from the same flow have been processed.
This would mean that the event would need to wait at least L+(n−1)×P − (n−1) cycles
to enter the pipelines, with P being the total length of the TPE and scheduler pipeline and
L being the time it takes for the flow ID of the first event to reach the safe flow queues.
The reasoning behind this formula is that starting from the arrival of the first event in a
burst, it would take at least L + (n − 1) × P cycles for the n − 1 events before the nth
event to be processed. But since the nth event arrive n− 1 cycles after the first event, we
need to deduct this time from the waiting time, resulting in the given formula.

Latency Caused by Other Flows

In the previous section, we mentioned that one of the reasons for the increase of the latency
through bursts is that the events in a burst have to wait for the previous events of the same
flow to leave the pipeline, which can take some time. In this part, we want to evaluate the
latency caused by the presence of other flows in the pipeline, which is the other reason the
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latency of a burst may increase. To do this, we evaluate how worse each event of a flow is
doing compared to the hypothetical scenario where no other flows were in the scheduler’s
pipeline. To do this, we calculate the expected scheduling latency of the ith event of the
flow f with the following formula:

Lf,i = max(Af,i−1 + Lf,i−1 + P − Af,i, Lf,0)

Where Lf,i is the scheduling latency of the ith event of flow f , Af,i is the arrival time
of the ith event of flow f and P is the total pipeline length of TPE and scheduler. The
scheduling latency is calculated based on the fact that any new event needs to wait for
its previous events to finish processing first. Therefore, the earliest an event can leave the
pipeline is Af,i−1 + Lf,i−1 + P , which is equal to the earliest time the previous event can
leave plus the pipeline length. To calculate the scheduling latency, we deduct the arrival
time of the ith event from the formula. If this number is less than Lf,0, this means that by
the time this event arrives, the previous one has either left the pipeline or will leave before
the event reaches the safe flows. Therefore in this case, the scheduling latency of the event
would be the latency of the scheduler’s pipeline from a cold start, which is 5 cycles.

The scheduling latency caused by the presence of other flows, which we will refer to as
Load-Induced Latency, would be the difference between the actual observed latency and
the unloaded latency, which is the latency we computed above. The result can be seen in
Figure 4.2b. We observe that, as expected, the increase in the burst does not change the
multi-flow induced latency, and the number remains relatively low, as we can observe that
in the case of a 10-burst traffic, the median of the latency values is 50 cycles, while the
median of the load-induced latency is 10 cycles.

4.2.2 Packet Generator

To evaluate the performance of the packet generator, we verify that it can operate at line
rate. We create packet generation requests and feed them as input to the module. It is
important to note that the Fetch Data stage of the packet generator may take multiple
cycles to complete, depending on the packet size. Therefore, the waiting queue for this
module may overflow under certain instruction generation rates. In a future version of
HtraP, we will add back-pressure support for such scenarios. However, this does not mean
that the design cannot handle line rate; it just indicates that events are being generated
at a faster rate than they can be processed. In our tests, we generated instructions at a
rate that ensured the queues would not overflow.

Figure 4.3a shows the packet generation rate of the module for different packet sizes.
In order to keep up with the 100Gbps line rates, the packet generator would need to
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(a) Packet generation rates for packets of dif-
ferent sizes

(b) Packet generation rate over time for a ran-
dom flow of packet generation instructions

Figure 4.3: Packet generation rates

generate 1011

x
packets per second, where x is the segment size specified in the instruction.

Figure 4.3b shows the packet generation rate of the module under different packet sizes per
instruction, where the red line shows the number of packets the model needs to generate
to keep up with the 100Gbps line rate. The packet sizes are numbers between 64 bytes to
1500 bytes. The result indicates that with a 250MHz clock, the design would be able to
work with a 100Gbps line rate for packets larger than 128 byte. The module cannot keep
up with line rate for 64 byte packets. The reason is that the packet constructor module
only takes a singe cycle to generate the packet, therefore, the packet constructor needs to
wait for the update logic to generate the next header before generating the next segment.
While for other packet sizes, the next segment information would be already present in the
instruction queue by the time the packet constructor is done with the previous segment.
4.3b shows the packet generation rate when the instructions request different packet sizes,
where the packet sizes are numbers between 64 bytes to 1500 bytes. We observe that in
this scenario the packet generator is able to keep up with 100 Gbps line rate as well.

4.2.3 Reassembly Module

In order for our reassembly module to be effective, it must be able to consume instructions
at line rate. This is because packets will arrive at line rate, and therefore events will also
be generated at line rate. To prevent the instruction queue in the reassembly module from
overflowing, instructions must be processed at the rate they are generated to avoid losing
any.
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Figure 4.4: Reassembly module’s instruction processing rate for different packet sizes

For the test, we focus specifically on the add segment instruction, as it is likely to be
generated after each data packet, making it the most frequent reassembly instruction. To
evaluate the reassembly module in isolation, we assume that data packets arrive at line rate
and generate network events for which the TPE will immediately issue add data segment
instructions. In reality, there would be some latency before the instruction is generated;
however, this assumption does not affect our evaluation, since the latency does not impact
the consumption rate.

Figure 4.4 shows the instruction consumption rate for packets of different sizes. The red
line indicates the consumption rate required for the reassembly module to keep up with line
rate. We observe that the reassembly module can sustain line rate for packets of 256-bytes
or larger, but struggles with smaller packet sizes due to the extra cycle introduced by the
shift operation, which was explained in Section2.3.2.

4.3 TPE Programmability

4.3.1 Expressiveness

To evaluate the flexibility and expressiveness of our design, we implemented three distinct
transport protocols within the TPE module: TCP, NDP, and RoCEv2. These imple-
mentations were developed in HLS and synthesized using the Vitis HLS tool, targeting a
10-nanosecond clock period. The implementation results are presented in Table 4.3. We
selected these protocols to represent a broad spectrum of transport layer behaviors. TCP
is a traditional stream-based protocol that performs congestion control through packet loss
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detection and retransmission timeouts. In contrast, RoCEv2 operates as a message-based
protocol and employs rate-limiting to manage congestion. NDP takes a receiver-driven
approach, where data transmission is triggered by the arrival of PULL packets. Together,
these implementations demonstrate the ability of our architecture to accommodate a vari-
ety of transport mechanisms. In this section, we will explain NDP and RoCEv2 and their
design considerations. For TCP, a detailed analysis of our implementation can be found
in Section 4.4. It is important to note that while we did not configure the TPS for NDP
and RoCEv2, there is enough evidence suggesting that the configuration is possible, which
we will also discuss in this section.

Protocol
Implementation (HLS) Synthesis

Event Count Lines of Code
Latency (cycles) Resource usage (total)
Max Avg FF(%) LUT(%)

TCP 4 612 12 4.50 13384 (< 1%) 7346 (< 1%)
NDP 8 455 3 1.62 7720 (< 1%) 2118 (< 1%)

RoCEv2 19 1434 7 2.82 125101 (< 1%) 39469 (< 1%)

Table 4.3: Protocol implementations in TPE

NDP

NDP is a receiver-driven, low-latency transport protocol designed for high-throughput
datacenter networks. Unlike traditional protocols like TCP, which rely on sender-side con-
gestion control, NDP operates by having receivers explicitly control transmission through
PULL packets. In datacenters running NDP, the switches are designed not to drop packets
upon congestion, but instead to drop the payload and forward the empty header to the
destination. The receiver side of NDP will generate a NACK in response to these head-
ers, and an ACK in response to full packets. In both cases, it will also generate a PULL
packet. The PULL packet carries a pull counter field that indicates the total number of
pull requests the receiver has sent so far. The pull counter triggers data transmission on
the sender side, where the sender keeps track of the pull counter values it has received
and ensures that the number of packets it sends after the initial transmission matches the
counter. Since the PULL packets are responsible for dictating the flow of data, they are
rate-limited by a pre-set amount to control the overall network workload.

To implement NDP, we need to use packet scheduling instructions. As mentioned in
section 2.3.1, the current implementation of the packet generator cannot handle these
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instructions, however, there is enough evidence to suggest that we can update the moduel
to handle this in a future version.

TPE implementation. To implement the sender side of the NDP, we use a grant
based queue in the packet generator. Upon receiving a NACK, the TPE will issue a packet
generation instruction for the specific lost packet. After receiving a PULL packet, the
sender will issue a token increase instruction with the increase value ofmax(pull countercurrent−
pull counterprev, 0) and update the pull counterprev by the same amount. Additionally, it
will keep track of the number of lost packets and issue a packet generation command if
the number of lost packets is less than the number of available tokens. For the receiver
side, we will use a normal queue for ACK and NACK packets and use a rate-limited queue
for the PULL packets. Upon receiving either a Data or Header, the receiver will create a
packet generation instruction for ACK or NACK, in addition to an instruction for a PULL
packet, and send them to the packet generator.

RoCEv2

RoCEv2 is a transport protocol designed to extend the benefits of RDMA over standard
IP networks. RDMA allows the applications to preform direct memory operations on a
remote endpoint without CPU . In RoCEv2, applications communicate through Queue
Pairs(QPs), each consisting of a Send Queue and a Receive Queue. A QP represents a
logical communication channel between two endpoints in a connection. Each side can post
their requests for sending or receiving data to these QPs. These requests are referred
to as Work Queue Element (WQE). The Send Queue holds WQEs describing outbound
operations (e.g., sends, writes, reads), while the Receive Queue holds WQEs describing
buffers for incoming data. Each WQE specifies details such as the operation type, memory
addresses, data length, and control flags for the desired request. Once posted, these WQEs
are fetched and executed by the NICs using RDMA, which transfers data directly between
local and remote memory, bypassing the host CPU in the data path. Once a WQE is
processed, it will be inserted to the Completion Queue.

We implemented DCQCN[44] as the congestion control mechanism for RoCEv2. The
DCQCN operates using Congestion Notification Packets (CNPs), which are generated by
the receiver. The receiver periodically checks whether any of the packets received since the
previous check have their ECN bit set. If so, it generates a CNP. When a CNP is received
by the sender, the DCQCN congestion control logic in the NIC updates the sending rate
for the affected connection. upon receiving a CNP, it multiplies the current rate by a
reduction factor to quickly slow down transmission. This reduced rate limits how fast the
QP’s WQEs are scheduled for transmission. The QP then enters a recovery phase where
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its rate is gradually increased over predefined time intervals until it either reaches its target
rate or another CNP is received, in which case the process repeats.

TPE implementation. In our implementation of the RoCEv2 protocol, each QP
corresponds to one connection, which means our context memory is responsible for tracking
the state of the transport parameters for each QP, and the send and receive queues are
stored inside the context. These queues are implemented as ring buffers using C arrays,
with one read and one write pointer. This allows read and write operations to be performed
efficiently, as they only involve updating the pointers and accessing a specific location in
the array. Upon receiving a message, the TPE adds the metadata to these queues and
handles the request based on its type. Each request type (send, receive, read, write and
atomic) has its own processor. There are two processors for each request: one processes an
event from the application that generates the request on the requester side , and the other
handles an event from the network on the receiver side. The latter stores the request in the
relevant queue as a WQE and responds to it. The requester also has processors that handle
responses to the sent requests, which may come in the form of data or acknowledgments.

To implement the DCQCN congestion control mechanism, we use three different timers,
two of which are used by the sender to periodically update the rate-related variables ac-
cording to the DCQCN algorithm. As mentioned earlier, the sender continuously increases
the transmission rate until it either reaches a predefined threshold or receives a CNP. The
third timer is used by the receiver to generate CNPs if any ECN marks were detected
during the interval.

4.4 Case Study: A TCP implementation in HtraP

The goal of this case study is to establish that it would be possible to implement a transport
protocol in HtraP. To this end, we use the prototype implementation mentioned in Section
4.1, plug-in the TCP logic implemented in TPE, and adjust the configurable parts of the
TPS to be able to execute the TCP protocol. In this section, we will first discuss the TPE
and TPS implementations, then connect two copies of the TCPHtraP modules through a
delay line, and simulate the data transfer between the two using a Verilog testbench.

4.4.1 TPE Implementation

To implement the TCP protocol, we identified the four different events that direct the
actions of the transport layer. These four include:
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• Send Event: This event is triggered from the application. It asks the protocol to
transfer a certain amount of data to the receiver.

• Data Event: This event represents the arrival of a data packet. Its fields include the
sequence number and the length of the payload.

• ACK Event: This event represents the arrival of an acknowledgment. Its fields include
the ack sequence and the receiver window size.

• Timeout Event: This is a timer generated event that represents a missed acknowl-
edgment.

For each event, we designed an event processor that would carry-out the appropriate
action after receiving them. Table 4.4 shows the synthesis report of each individual event
processor.

Event Processor
Latency Resource usage

cycles ns FF(%) LUT(%)
Send 2 8.00 2141 (< 1%) 589 (< 1%)
Data 2 8.00 2292 (< 1%) 546 (< 1%)
ACK 12 48.00 6846 (< 1%) 5450 (< 1%)

Timeout 2 8.00 2105 (< 1%) 761 (< 1%)

Table 4.4: The synthesis result for TCP implementation in TPE

Data processor. This event processor would need to keep track of the received packets
and generate the correct acknowledgment based on the current state of the window. Ideally,
the processor should be able to track the status of each byte in the window, and update
these values accordingly. However, due to the limited resources in hardware, we made a
slightly simplifying assumption: That the receiver would only be able to handle a limited
number of holes in the window. Using this assumption, we represent the window using
a small list of ranges, with each element in the list containing a pair of start and end
sequence numbers corresponding to the valid data range. After each Data event, the list
will be updated according to the sequence number of the arriving packet. If the data
creates more holes than allowed, the receiver will drop the packet. For this simulation, we
set the size of the list to 2 and implemented the data event processor with this assumption.
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4.4.2 TPS Implementation

To configure the TPS portion of the protocol, we will need to adjust the parameters and
configure the flexible modules to handle the logic of the protocol. For the parameters, we
used the values presented in Table 4.2. The configuration of each module will be explained
in this section.

Packet Generator

As explained in Section 2.3.1, the packet generator has a programmable section called the
header update logic, which will create the header of the next segment using the current
header, instruction information and header update value. It the case of TCP, the field
needing an update is the sequence number field. The sequence number of the packet
represents the location of its payload in the stream. Therefore, the sequence number of the
next segment can be calculated by adding the sequence number of the previous segment
to the length of the segment, which is contained in the instruction. We implemented this
addition in the packet generation module.

Network and Application Parsers

The parser interfaces have not been implemented in our prototype. For the sake of this
case study, we implemented the parsing logic of the application and network parsers, as
well as a simplified flow ID generation.

Flow ID mapping. The Flow ID is supposed to be uniquely determined based on
four fields: source IP, destination IP, source port and destination port. Since we are testing
our design in a test-bench, and not using the actual network, we mapped the Flow ID to
the first 10 bits of the source IP of the incoming packet, and assigned the test IPs in a
way that would avoid conflict. We believe that this simplification will not hurt the case
study, since the effectiveness of using cuckoo hashing for flow ID mapping has already been
established in the prior work[9].

Network parser. The two events generated from network events are the data and
ACK events. The fields of these events are directly extracted from the packet header.
knowing the exact composition of the header, we wrote a Verilog code that extracts the
fields of the event from the header, chooses the correct event type based on the packet
length, and sends the generated event to the next stage.
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Figure 4.5: The congestion window size over time

Application parser. The only event generated by the application is the send event,
with the only field of the event representing the transfer size. In our implementation,
this value, along with the flow ID, is generated by HtraP testbench and provided to the
application parser. Therefore, the application parser’s sole responsibility is to generate a
Send event from this information and forward it to the next stage.

Timer

As mentioned in Section 4.1, the full timer module has not been implemented in this
prototype. In order to test the effectiveness of our TPE implementation, we implemented
a timer for the single flow scenario. This timer consists of a counter and a register that
keeps the event it is supposed to generate upon expiration. The start command will update
the register and reset the counter, the restart command will only reset the counter and the
cancel command will stop this counter.
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External Memory

The packet generator and reassembly modules are supposed to communicate with the
memory to retrieve and store the payload. For the sake of testing, we simulate the behavior
of the memory in the testbench using a vector of registers, which will respond to the requests
of the two aforementioned modules.

4.4.3 Results

To test our implementation, we will connect two copies of the TCP HtraP we have imple-
mented. One of them will be the sender and the other will be the receiver. The application
input will be generated at the sender and start the transmission process for a singe queue,
we assume that the connection has already been established. Using this setup, we will test
HtraP with a single flow scenario. The main purpose of this test is to establish that our
implementation of TCP behaves as expected.

Single flow. In this scenario, start the sending process by creating a new application
send request for the sender module. Some time after transfer has started, we periodically
drop some packets before they can reach the receiver module. Figure 4.5 illustrates the
changes in the congestion window size. The flow undergoes the expected slow start, and
after a packet loss it detects duplicate ACKs, triggering fast recovery and retransmission
with artificial inflation and deflation of the congestion window. Afterward, the plot follows
the classic Additive Increase/Multiplicative Decrease (AIMD) algorithm and aligns with
the expected behavior of the TCP protocol.
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Chapter 5

Conclusion

5.1 Summary of Contributions

In this thesis, we introduced HtraP, a hardware-programmable framework for the transport
layer. HtraP enables protocol developers to define protocol logic within the TPE, a module
that can be programmed using HLS tools, allowing developers to focus on protocol design
without dealing with low-level hardware details. HtraP receives various transport events,
and takes different actions in response to them. The TPE uses the event, along with
information about the current state of the connection, to decide the appropriate actions.

To provide the TPE with access to connection state information, HtraP maintains the
state of each connection in a per-flow context memory, where each flow corresponds to
one connection. The TPE updates the connection state after processing each event. As
a result, no other event belonging to the same connection can enter the TPE while it is
processing an event. A scheduler was designed for HtraP to ensure that these conditions
are met.

The actions requested by the TPE may include packet generation, data reassembly, and
timer manipulation. We designed a separate module to handle each action. The action
requests are communicated to these modules through instructions, which are designed to
be general enough to support a wide range of transport protocols.

We evaluate HtraP using a Verilog prototype of the architecture described in chapter
2. Specifically, for packet generation and data reassembly, we implement and optimize
these modules to achieve line rate. We forgo the implementation of timer instructions as
they have been explored in prior work [7]. We assessed the feasibility of the entire HtraP
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hardware, as well as microbenchmarks for the scheduler, packet generator, and reassembly
module. To test the effectiveness of the TPE interface, we implemented and synthesized
three different protocols in HLS for the TPE: TCP, RoCEv2, and NDP. Finally, we fully
configured HtraP for TCP and tested the implementation with a data transfer from a
sender to a receiver.

5.2 Future Work

5.2.1 Supporting Significantly Larger Number of Flows or Per-
Flow Context

As seen throughout Chapter 2, our design uses a number of per-flow memories to track
various pieces of data related to flows. The scheduler($2.2.3) keeps the list of event belong-
ing to different flows, the context memory keeps the state of each flow, and the reassembly
module ($2.3.2) keeps one or more buffers for each flow. We are currently using BRAMs
to keep all these pieces of data, however, the increase in the width or depth of this mem-
ory can pose a challenge due to the limited resources in the hardware. To address this
issue, we would need to move some of these contents to the DRAM that is available in the
SmartNICs, and use the BRAMs as cache for the state of the most recently active flows.
The DRAM memory is slower than BRAM, but can allow us to store more data. We need
to design a module that would decide which flow should move to the DRAM. An example
of such moving logic has been used by F4T[9], where it swaps-out the least recently active
flow to the DRAM and bring in another flow.

5.2.2 Enabling Back-Pressure for The Packet Generator

As mentioned in Section 4.2.2, packet generation requests may fill up the queues if they
are produced faster than they can be consumed. To address this issue, a back-pressure
mechanism would need to be introduced into the packet generator. This mechanism would
allow the packet generator to prevent previous modules from generating additional requests
until it is ready to accept more.

One way to implement back-pressure is to allow the packet generator to stall the TPE
and stop the scheduler from dequeuing more events. However, this approach may cause
head-of-line blocking for other event types that do not require access to the packet gen-
erator. To avoid this, we can implement a mechanism that allows the packet generator
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to selectively stall only a subset of events. Namely, the event types that would lead to
packet generation. Our current design does not support this, as the scheduler does not
differentiate between event types. A future version of the HtraP scheduler could address
this limitation by tracking event types and avoiding the dispatch of certain types when
back-pressure is active.

5.2.3 Higher level programming framework

One of our goals in designing HtraP has been to make programming easier and allow pro-
grammers to implement protocols without concerning themselves with low-level details.We
achieved this by limiting most of the programming to the HLS-based TPE module and
providing TPE with an interface to instruct the other modules to carry out the tasks
needed for the protocol. We can take this goal one step further by proposing a higher-level
programming framework for TPE. To establish the motivation, we consider two situations
in our design:

1. As discussed in Section 3.1.2, there are design choices that the programmer must
handle carefully, such as loop or array implementations. While these concerns are at
a higher level than the timing and resource issues typically associated with hardware
programming, they are still relatively low-level and ideally should be abstracted away
from the programmer.

2. In HtraP, the implementation of the packet generator’s header update logic, as well
as the parsers, must be done separately, even though they are tightly coupled with the
TPE. It would be more convenient if the logic for all programmable components could
be specified in a single program, and later mapped by a compiler to the appropriate
modules.

We conclude that a higher-level programming framework can provide better abstraction
and further simplify the design process. One potential candidate is MTP[32], a transport-
layer programming framework that enables protocol designers to specify high-level protocol
behavior using a domain-specific language and then compile it to various hardware targets.
HtraP aligns well with the abstractions provided by MTP and could potentially serve as a
backend for MTP programs, where MTP code could be compiled to fill the TPE, header
update logic, and parser logic.
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