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Abstract

Program reduction is a widely used technique for testing and debugging language pro-
cessors. Given a program that triggers a bug in a language processor, program reduction
searches for a canonical and minimal program that triggers the same bug, thereby facilitat-
ing bug deduplication and simplifying debugging. Among various reduction approaches,
language-agnostic reducers (AGRs) have emerged as an important class of techniques be-
cause they do not rely on language-specific knowledge and can thus be applied across a
wide range of programming languages. This generality makes AGRs especially valuable
for languages lacking specialized reduction tools. However, previous AGRs support only a
limited set of program transformations, which restricts their minimization and canonical-
ization capability and results in substantial performance gap compared to language-specific

reducers (SPRs).

This thesis aims to enhance both the canonicalization and minimization capabilities of
AGRs, thereby narrowing the performance gap between AGRs and SPRs. It comprises the
following three contributions.

The first work aims to improve the reduction capability of AGRs by enabling them
to integrate more transformations in an efficient way. As previously mentioned, previous
AGRs support only a limited set of transformations. Once a 1-minimal result is obtained
and no further transformation can reduce the program, the reduction process terminates.
However, such a 1-minimal result may still contain excessive bug-irrelevant program ele-
ments. To address this limitation, this work proposes a framework named Vulcan. Vulcan
employs an AGR as the main reducer and introduces a set of auxiliary reducers that
perform diverse program transformations. When the main reducer can no longer make
progress, Vulcan invokes one of its auxiliary reducers to create new reduction opportuni-
ties, and then re-applies the main reducer to further minimize the program. In addition
to the framework, this work also presents three example program transformations: Iden-
tifier Replacement, Subtree Replacement, and Tree-Based Local Exhaustive Enumeration.
Evaluation on a multilingual benchmark suite (referred to as Benchmark-Reduce) which
includes C, Rust, and SMT-LIBv2 programs, demonstrates that Vulcan outperforms the
state-of-the-art AGR, Perses, in terms of minimization. On average, Vulcan produces
results with 33.55%, 21.61%, and 31.34% fewer tokens than Perses on C, Rust, and SMT-
LIBv2 benchmarks, respectively.

The second work focuses on enhancing the canonicalization capability of AGRs. A
reducer with strong canonicalization capability can minimize differences among programs
that trigger the same bug, thereby greatly facilitating bug deduplication. However, prior



AGRs exhibit poor canonicalization capability, primarily because they treat tokens as
atomic and irreducible units. To address this limitation, this work proposes T-Rec, a fine-
grained, lexical syntax—guided program reduction technique that can effectively reduce
and canonicalize each token in a program. Evaluation results show that integrating T-Rec
into Vulcan enables the elimination of 1,315 additional duplicates in a benchmark suite
containing 3,796 programs that expose 46 unique bugs (referred to as Benchmark-Cano).
Moreover, T-Rec further reduces the size of Vulcan’s results on Benchmark-Reduce by up
to 53.73% in terms of bytes.

The third work aims to further enhance both the minimization and canonicalization
performance of AGRs by introducing additional program transformations. Specifically, this
work proposes SFC, a novel syntax-guided transformation technique that has been over-
looked by prior syntax-guided AGRs. To apply SFC effectively and efficiently in program
reduction, three SFC-based reduction methods are designed: Smaller Structure Replace-
ment, Identifier Elimination, and Structure Canonicalization. Evaluation results show that
integrating these SFC-based methods into Vulcan yields an average 8.2% reduction in out-
put size on Benchmark-Reduce. Moreover, when combined with T-Rec, the SFC-based
methods enable Vulcan to eliminate an additional 435 duplicates in Benchmark-Cano.

Collectively, these studies significantly advance the effectiveness of language-agnostic
program reduction in both minimization and canonicalization. By integrating the pro-
posed approaches, the prior state-of-the-art AGR, Perses, can produce results that are on
average 43% smaller on Benchmark-Reduce and eliminate 1,750 additional duplicates in
Benchmark-Cano.
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Chapter 1

Introduction

Language processors such as compilers and interpreters play a vital role in software de-
velopment. Their correctness and robustness are essential for efficiently building reliable
software. However, as one of the most complex types of software systems, language pro-
cessors are highly prone to bugs. Extensive research studies have been conducted to sys-
tematically and automatically test language processors and to identify bugs effectively
and efficiently [117, , , , 13, 67, , , , 46, |. Theses studies have
made significant contributions by detecting large numbers of bugs across various language
processors such as GCC, LLVM, Rustc, and SMT-LIBv2 solvers.

While the increasing number of bug reports helps maintainers and developers steadily
improve language processors, it also exposes and amplifies the challenges inherent in the
debugging process. Specifically, bug-triggering input programs generated by existing ap-
proaches, e.g., fuzzing, often contain substantial amounts of bug-irrelevant code. This lead
to two major issues. First, bug-irrelevant code distracts maintainers and increases the dif-
ficulties to pinpoint the root cause of a bug. Second, during automated testing, different
generated programs may essentially trigger the same underlying bug, necessitating bug
deduplication. Excessive bug-irrelevant code can significantly deteriorate the performance
of existing bug deduplication techniques [15, |. Therefore, a technique that can auto-
matically remove bug-irrelevant code from bug-triggering programs is extremely valuable
and highly desired. Many compilers and interpreters, such as GCC, Clang, CPython and
JerryScipt, have explicitly required bug reporters to reduce the bug-triggering programs be-

fore submitting bug reports |74, , , , 52|. This motivates the studies on program
reduction. A prior study shows that 80% of bugs in GCC and LLVM can be revealed by a
program containing fewer than 45 lines of code [191], demonstrating the strong potential

of program reduction.



In recent years, many program reduction techniques have been proposed [220, ,

, , , , , |. Some of these proposed reducers are designed without
incorporating any language-specific knowledge [220, ) |. Such reducers are classified
as language-agnostic program reducers (AGRs). They are applicable to a wide range of
programming languages and can serve as a starting point for building a more powerful
language-specific reducer (SPRs), making them particularly valuable for languages lacking
specialized reduction tools.

However, prior AGRs still exhibit significant limitations. First, although state-of-the-
art AGRs can efficiently reduce extremely large programs (containing hundreds of thou-
sands of tokens) to much smaller ones (containing hundreds or even tens of tokens), some-
times their results may still contain excessive bug-irrelevant code. There is no effective
approach for further reducing these reduced results. Second, prior AGRs treat tokens as
atomic elements and overlook reduction opportunities within individual tokens. This re-
stricts their canonicalization capability, which is important for enabling effective bug dedu-
plication. Third, the transformations supported by prior AGRs are limited, constraining
their overall reduction capability.

1.1 Overview

This thesis includes three studies to enhance language-agnostic program reduction. Specif-
ically, the thesis statement is:

Thesis Statement.  This thesis introduces a novel language-agnostic program reduction
framework and a diverse suite of reduction transformations that jointly advance minimiza-
tion and canonicalization. Together, integrating these techniques to prior state of the art
achieves substantially smaller and more canonical reduced programs.

This thesis comprises three studies that progressively contribute to this statement. The
first study introduces a novel language-agnostic program reduction framework named Vul-
can, which enables the integration of diverse transformations to achieve further reduction
while keeping computational overhead manageable. The second study introduces a fine-
grained reduction technique to reduce and canonicalize individual tokens in the program,
thereby enhancing reduction capability of AGRs, particularly in terms of canonicaliza-
tion. The last study proposes a novel syntax-guided transformation named SFC along
with three reduction methods based on SFC, which further improve both minimization
and canonicalization capability of AGRs.

A Framework for Efficiently Enabling Further Reduction with Diverse Trans-



formations. The first work aims to improve the reduction capability of AGRs by en-
abling them to integrate more transformations in an efficient way. Previous AGRs support
only a limited set of transformations. Once a 1-minimal result is obtained and no further
transformation can reduce the program, the reduction process terminates. However, such
a 1-minimal result may still contain excessive bug-irrelevant program elements. To address
this limitation, this work proposes a framework named Vulcan. Vulcan employs an AGR as
the main reducer and introduces a set of auxiliary reducers that perform diverse program
transformations. When the main reducer can no longer make progress, Vulcan invokes
one of its auxiliary reducers to create new reduction opportunities, and then re-applies the
main reducer to further minimize the program. In addition to the framework, this work
also presents three example program transformations: Identifier Replacement, Subtree Re-
placement, and Tree-Based Local Exhaustive Enumeration. Evaluation on a multilingual
benchmark suite (referred to as Benchmark-Reduce) which includes C, Rust, and SMT-
LIBv2 programs, demonstrates that Vulcan outperforms the state-of-the-art AGR, Perses,
in minimization capability. On average, Vulcan produces results with 33.55%, 21.61%,
and 31.34% fewer tokens than Perses on C, Rust, and SMT-LIBv2 benchmarks, respec-
tively. This study was published in Proceedings of the ACM on Programming Languages
(OOPSLA 2023).

e Pushing the Limit of 1-Minimality of Language-Agnostic Program Reduc-
tion
Zhenyang Xu, Yongqgiang Tian, Mengxiao Zhang, Gaosen Zhao, Yu Jiang, Cheng-
nian Sun
Proceedings of the ACM on Programming Languages 7.00PSLA1 (2023): 636-664

A Fine-Grained Lezical Syntax-Guided Reduction Technique for Token Reduc-
tion.  The second work focuses on enhancing the canonicalization capability of AGRs.
A reducer with strong canonicalization capability can minimize differences among pro-
grams that trigger the same bug, thereby greatly facilitating bug deduplication. However,
prior AGRs exhibit poor canonicalization capability, primarily because they treat tokens
as atomic and irreducible units. To address this limitation, this work proposes T-Rec, a
fine-grained, lexical syntax—guided program reduction technique that can effectively reduce
and canonicalize each token in a program. Evaluation results show that integrating T-Rec
into Vulcan enables the elimination of 1,315 additional duplicates in a benchmark suite
containing 3,796 programs that expose 46 unique bugs (referred to as Benchmark-Cano).
Moreover, T-Rec further reduces the size of Vulcan’s results on Benchmark-Reduce by up
to 53.73% in terms of bytes. This study was published in ACM Transactions on Software
Engineering and Methodology (TOSEM) in 2024.
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e T-Rec: Fine-Grained Language-Agnostic Program Reduction Guided by
Lexical Syntax
Zhenyang Xu, Yongqgiang Tian, Mengxiao Zhang, Jiarui Zhang, Puzhuo Liu, Yu
Jiang, Chengnian Sun
ACM Transactions on Software Engineering and Methodology 34.2 (2025): 1-31

A Nowvel Syntax-Guided Transformation for Effective Reduction. The third
work aims to further enhance both the minimization and canonicalization capability of
AGRs by introducing additional program transformations. Specifically, this work proposes
SFC, a novel syntax-guided transformation technique that has been overlooked by prior
syntax-guided AGRs. To apply SFC effectively and efficiently in program reduction, three
SFC-based reduction methods are designed: Smaller Structure Replacement, Identifier
Elimination, and Structure Canonicalization. Evaluation results show that integrating
these SFC-based methods into Vulcan yields an average 8.2% reduction in output size
on Benchmark-Reduce. Moreover, when combined with T-Rec, the SFC-based methods
enable Vulcan to eliminate an additional 435 duplicates in Benchmark-Cano. This study
was published in Proceedings of the ACM on Programming Languages (OOPSLA 2025).

e Boosting Program Reduction with the Missing Piece of Syntax-Guided
Transformations
Zhenyang Xu, Yonggiang Tian, Mengxiao Zhang, Chengnian Sun
Proceedings of the ACM on Programming Languages 9.00PSLA2 (2025): 86-112

1.2 Contributions

This thesis makes three main contributions to enhancing the capability of AGRs.

A Framework for Further Reduction. We propose Vulcan, a language-agnostic
program reduction framework that efficiently enables further reduction after obtaining a
1-minimal result by applying additional transformations. Our evaluation demonstrates
that Vulcan greatly outperforms the state-of-the-art tool in reduction capability. We have
released the implementation and data associated with this study at https://zenodo.org/
records/8197652

A Fine-Grained Reduction Technique. We propose T-Rec, a fine-grained language-
agnostic program reduction technique which leverages the lexical syntax of programming
languages to effectively exploit reduction opportunities within each token. Our evaluation
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shows that T-Rec significantly enhances the reduction capability, particularly in terms of
canonicalization. We have released the implementation and data associated with this study
at https://github.com/trec-reducer/T-Rec

A Novel Syntax-Guided Transformation for Reduction. We propose a novel
syntax-guided transformation named SFC, which guarantees syntactically valid outputs
after transformation. Based on SFC, we design three reduction methods. Our evaluation
reveals that these SFC-based reduction methods can further improve the reduction capa-
bility of AGRs. We have released the implementation and data associated with this study
at https://github.com/sfc-reducer/sfc-reducer.

1.3 Organization

The remainder of the thesis is organized as follows. Chapter 2 introduces the background
knowledge, including the definition and goals of program reduction and syntax of pro-
gramming languages. Chapter 3 introduces Vulcan, the proposed reduction framework for
enabling further reduction. Chapter 4 presents T-Rec, a fine-grained reduction approach
for reducing each token internally. Chapter 5 describes SFC, a novel syntax-guided trans-
formation and the reduction approaches designed based on it. Chapter 6 summarizes this
thesis and discusses future work.
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Chapter 2

Background

2.1 Program Reduction

Let IP denote the search space of program reduction, namely, the set of all possible programs
during reduction. Given a property checking function ¢ : P — {true, false} that can verify
whether a program possesses a certain property, and a program that possesses the specific
property, i.e., P € P s.t. ¥(P), program reduction aims to output a minimized bug-
triggering program P,,;, by keeping searching for another program p € P s.t. ¥(p) A |p| <
|P|, (|P| is the size of program P). In this thesis, we use the number of tokens and the
byte size as the metrics for measuring program sizes. The two metrics are also adopted in
prior closely related studies [152, , 170].

A primary application scenario of program reduction is minimizing bug-triggering pro-
grams. In this setting, the input program is a bug-triggering program, the input property
checking function is a script that checks whether the program still triggers the bug under
investigation, and the output is a minimized program that continues to reproduce the bug.

2.1.1 Canonicalization

In addition to minimizing bug-triggering programs, another important and highly desired
feature of program reduction is canonicalization |37, |. Ideally, given a property ¢ and a
search space P that includes all the possible programs, a perfectly canonicalizing program



Y(P'") = true
(3) Update program P with P’ and repeat V
(D) Perform - Query
> — —p —
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(2) Obtain a new P’ by performing a transformation Y(P') = false

Figure 2.1: A typical workflow of a program reducer.

reduction algorithm f has the following property:

{f (P[P e PAp(P)} =1 (2.1)

However, achieving perfect canonicalization is impractical |37, 15]. Therefore, a more
attainable goal is often pursued: given a set of duplicates, the program reducer should
minimize the differences among them as much as possible and reduce them to a minimal
set of unique programs (i.e., minimizing |{f(P,¢)|P € P A ¢(P)}|). This canonicaliza-
tion capability is highly valuable in practice. For example, during a large-scale automated
testing campaign for a language processor, a significant amount of bug-triggering programs
may be generated. In such a case, a highly canonicalizing reducer could eliminate most du-
plicates and help address the fuzzer taming problem [15], i.e., rank bug-triggering programs
so that those triggering distinct bugs appear early in the list. From a debugging perspec-
tive, canonicalization can reduce the need for developers to examine numerous duplicates
that vary only in unimportant ways, thereby simplifying and accelerating the debugging
process [37].

2.1.2 Property Checker

A property checker (or oracle) 1, is crucial to the effectiveness of program reduction. The
quality of the property checker has a significant impact on the reduction’s performance
and results. In practice, a property checker is typically implemented as a script. To enable
effective reduction, the checker must be sufficiently comprehensive. For example, instead
of validating the program using only the buggy compiler, a common practice is to compile
and run the program using multiple compilers or multiple versions of the same compiler,
including both buggy and correct ones. In addition, for C/C++ programs, the checker



should verify not only the presence of the target bug symptom but also the absence of
undefined behaviors.

In practice, to reduce engineering effort while maintaining high-quality property check-
ing, a template-based approach is commonly adopted. For a specific language and bug type,
a template property-checking script is first designed. When a new instance of the same
bug type is discovered, a corresponding property checker can then be automatically gener-
ated by instantiating the template with bug-specific information. For example, in compiler
testing tools such as Kitten [199, |, when a new C compiler crash bug is discovered,
the property checker is generated by filling in placeholders with the relevant compiler ver-
sions and key error signatures (e.g., stack traces or diagnostic messages associated with
the crash).

2.1.3 Typical Workflow

Program reduction is typically a trial-and-error process. As shown in Figure 2.1, a program
reducer first performs a transformation f; : P — P to the original program P and obtains
a different program p (step D). If p does not trigger the same bug as P does (i.e., ¥(p) =
false), p is discarded and the reducer will attempt to obtain another different program
by performing another transformation and repeat the process (step @). Otherwise, if
Y (p) = true, which means a smaller program is successfully found, the reduction continues
by treating p as the original program P and searching for the next smaller program (step

®).

Fixpoint. During the reduction process, it is common that deleting some elements makes
some other elements deletable. To achieve the best reduction result within the capacity of
the transformations, a typical way is to repeatedly apply each transformation to its output
until no progress can be made by any transformation [152, , , 97, , ]. Such
a program that cannot be minimized by the reducer is called a fixpoint of the program
reducer.

2.1.4 Prior Language-Agnostic Reduction Techniques

Minimizing Delta Debugging. The minimizing delta debugging algorithm ddmin [220]
is a fundamental algorithm used by a wide range of program reduction tools. Given a bug-
triggering input, the intuition of ddmin is to consider the input as a list of elements and
keep testing whether a partition of the list or the complement of this partition can still



trigger the same bug. ddmin starts by dividing the list into two partitions and gradually
decreases the granularity when none of the partitions or complements can trigger the same
bug.

Tree-Based Program Reduction.  Tree-based program reduction leverages the tree
structure of the program to enhance the reduction performance. The input program is
first converted to its tree representation (e.g., its parse tree), and the program reduction
algorithm is applied to this tree structure instead of the plain text of the program. For
example, HDD runs ddmin on each level of the tree representation in a top-down manner.

Syntaz- Guided Program Reduction.  Besides leveraging the tree structure of pro-
grams, syntax-guided program reduction also utilizes formal syntax to guide the reduction.
Program reduction is a trial-and-error process. During this process, a large number of
programs are generated by deleting part of the original program and tested against the
property. The key insight of syntax-guided program reduction is that syntactically invalid
programs usually do not have the property (i.e., triggering the same bug as the original
program). Therefore, by avoiding generating invalid programs and performing property
tests on only syntactically valid ones, much time can be saved.



Chapter 3

Pushing the Limit of 1-Minimality of
Language-Agnostic Program Reduction

This chapter introduces Vulcan, a language-agnostic program reduction framework that
augments a main reducer with auxiliary reducers capable of performing diverse, strategi-
cally selected transformations. In addition, this chapter presents three example auxiliary
reducers. The evaluation shows that, by alternately invoking the main reducer and these
auxiliary reducers, Vulcan overcomes the stagnation commonly encountered after achieving
a l-minimal result. The framework effectively enables further reduction and demonstrates
significant improvements over the state-of-the-art AGR, Perses, across C, Rust, and SMT-
LIBv2 programs.

3.1 Introduction

The goal of program reduction is to find the minimal program that still exhibits the given
property 1. However, obtaining the global minimum is NP-complete even if the check for

property ¢ is constant-time [220, |. To make program reduction practical, all existing
program reducers resort to producing 1-minimal results, a type of local minima first pro-
posed by Zeller and Hildebrantdt [226]. A reduced program is 1-minimal if and only if

deleting any single element from the program makes the program lose the property ¢). The
1-minimality has been demonstrated to be an effective goal. For example, it enables the
state-of-the-art AGR Perses to reduce programs from hundreds of thousands of tokens to
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just hundreds or even tens of tokens quickly [192].

Problems with 1-minimality of AGRs. However, the 1-minimal results produced by
AGRs can still be large and contain excessive bug-irrelevant program elements, making the
reduced programs suboptimal for debugging. Therefore, it remains desirable but also chal-
lenging to further reduce results by AGRs beyond 1-minimality. One feasible solution is
to design and implement SPRs. For example, C-Reduce tackles this problem by leveraging
well-crafted domain-specific program transformations to reduce C/C++ programs [170].
These language-specific transformations, such as source-to-source function inlining, trans-
form programs in different ways from how AGRs do. As a result, C-Reduce can output
much smaller results than those from HDD or Perses when reducing C/C+-+ programs.
However, constructing such a language-specific tool requires extensive language-specific
knowledge and significant engineering efforts, and the crafted tool usually can work effec-
tively for only one specific programming language. In fact, to the best of our knowledge,
only C/C++, Java, and SMT-LIBv2 have C-Reduce, J-Reduce [110], and ddSMT [161, 114]
as their language-specific reducers; other programming languages do not have such coun-
terparts.

Vulcan. In this chapter, we propose Vulcan, a language-agnostic reduction framework to
push the limit of 1-minimality of AGRs. Vulcan can further minimize the results of AGRs by
exploiting the formal syntax of the language to perform diverse program transformations,
in hope of creating reduction opportunities for other reduction algorithms to progress or
even directly deleting bug-irrelevant elements from the results. The key insights of this
work are two-fold.

1. The program transformations in all existing program reducers, especially AGRs, are not
diverse enough. To the best knowledge of the authors, all previously proposed AGRs
only support deletion-based program transformations, i.e., program transformations
that only delete elements from the original program. This limitation traps AGRs early
in 1-tree-minimality, and is the main reason that AGRs do not perform as well as SPRs.

2. Compared to the original bug-triggering program which might contain hundreds of thou-
sands of tokens, the 1-minimal result produced by AGRs are relatively small; thus, per-
forming more deletion-based program transformations with different deletion strategies
and even non-deletion-based program transformations e.g., program transformations
that do not necessarily reduce the sizes of the programs, becomes time-wise affordable.

Vulcan incorporates an AGR as the main reducer and a series of auxiliary reducers to keep
pushing the limit of 1-minimality of the main reducer. Given a program to be reduced,
Vulcan first invokes the main reducer to produce a l-minimal result. Then, one of the
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auxiliary reducers is invoked to perform program transformations in hope of directly delet-
ing nodes from the 1-minimal result or creating reduction opportunities. Next, the new
program produced by the auxiliary reducer is sent back to the main reducer for further
reduction until 1-minimality is achieved again. In this way, Vulcan can effectively further
minimize the results of AGRs with reasonable computational cost.

Accompanied with our framework, we proposed the following three language-agnostic
program transformations as examples.

Identifier Replacement. A large number of unique identifiers may lead to complex
data-flow and control-flow in a program, which is hard to analyze. By minimizing the
number of unique identifiers, a bug-triggering program may be simplified and reduced to
a smaller size, which can further facilitate the debugging of language processors. With
this insight, we propose Identifier Replacement to further minimize the number of unique
identifiers and the size of the program.

Sub-Tree Replacement. This program transformation is inspired by mutation-based
compiler fuzzing, which is a testing technique that randomly generates test programs by
mutating existing programs to test the target compiler. Replacing a sub-tree of the program
with a new one is a typical mutation operation applied in many existing mutation-based
compiler testing studies [210, 13]. During a fuzzing process, it is common that different
generated test programs trigger the same bug. Therefore, we believe by replacing a sub-tree
of a 1-minimal program, it is likely to derive different programs inducing the same bug,
and such programs might either be smaller or bring potential reduction opportunities.

Tree-Based Local Exhaustive Enumeration. A straightforward approach to further
reducing l-minimal result is changing the reduction goal to n-minimality, where n > 1.
Specifically, we can further reduce 1-minimal result by enumerating all the programs that
can be derived by deleting m nodes, where m < n and then performing property tests
on them. However, the computational cost of such an approach is too expensive, thus
being impractical. To overcome this obstacle, we propose Tree-Based Local Exhaustive
Enumeration. This program transformation restricts the exhaustive enumeration in a
fixed-length sliding window, which slides through each level of the tree representation of
the program.

Our extensive evaluation shows Vulcan is effective while being general. First, the ex-
periment conducted with 20 bug-triggering C programs demonstrated that Vulcan can not
only effectively further reduce 1-tree-minimal result produced by the state-of-the-art AGR
Perses but also further reduce results produced by C-Reduce, the state-of-the-art SPR in
reducing C programs. On average, the output of Vulcan contains 33.55% fewer tokens
than that of Perses on the C program benchmarks, and Vulcan can further reduce the
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size of C-Reduce’s results on these benchmarks by 10.07% on average. Second, evaluation
results on Rust programs and SMT-LIBv2 programs demonstrate the generality of Vulcan
on diverse languages. On average, the output of Vulcan contains 21.61% and 31.34% fewer
tokens than that of Perses on Rust benchmarks and SMT-LIBv2 benchmarks respectively.
Moreover, we conducted ablation studies to comprehend the contribution of each proposed
program transformation towards breaking the limit of 1-tree-minimality. The results show
all the proposed transformations are helpful to further reduce the program after achieving
1-tree-minimality. At last, by comparing Vulcan with Vulcan™, a variant with more aggres-
sive reduction settings than the default Vulcan, we demonstrated that Vulcan can further
trade off execution time for a smaller result. On average, the output of Vulcan™ contains
5.89% fewer tokens than that of Vulcan at the cost of taking 1.81x the execution time of
Vulcan to finish.

Contribution.  We make the following contributions.

e We propose a language-agnostic program reduction framework named Vulcan, which
can further minimize the results of AGRs. It is the first language-agnostic program
reduction technique that performs diverse program transformations by exploiting the
formal syntax of the language to eventually help produce smaller reduction results.

e Accompanied with the framework, we propose three simple but effective examples of
language-agnostic program transformations and analyze their computational complex-

1ty.

e We implemented a prototype of Vulcan on top of Perses, the state-of-the-art language-
agnostic program reduction tool, with all the proposed program transformations incor-
porated. By conducting comprehensive experiments with multilingual benchmarks of C,
Rust and SMT-LIBv2 programs, the effectiveness and generality of Vulcan are strongly
demonstrated.

3.2 A Motivating Example

In this section, we use a compiler crash bug LLVM-26760 [11]| as a motivating example
to elaborate how Vulcan further reduces a 1-minimal program produced by Perses.

Figure 3.1a: Result of Perses. Figure 3.1a shows the program reduced by Perses
from the original bug-triggering program for LLVM-26760. Despite being 1-minimal, the
program still has 116 tokens remaining for compiler developers to analyze. If this program
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typedef signed int8_t;
typedef short intl6_t;
typedef int int32_t;
typedef unsigned uint32_t;
int8_t g_100;
int16_t func_33() {
int8_t 1.790;
int32_t 1.919 = 0x24F96B7BL;
uint32_t 1.1052;
if (1.790)
for (;;)
break;
else for (; 1.919; --1.919);
int32_t 1.1081 = 1L;
int32_t B4040b1_919 = 1.919;

24

int8_t B4o4o0cg_100 = g_100;
int32_t B4040dl_1369 = B4o40cg_100;
uint32_t B4o4o0fl_1433 = B4o40dl_1369;
LABEL_4040g:;
1.1052 = 1.16052 >> 1.1081;
1.790 = B4o4ofl_1433;

28

if (1.790) {
1.1052 = 1.1052 << B4040bl_919;
goto LABEL_4o04o0g;
}
}

int main() {}

(a) 1-tree-minimal result by Perses.
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typedef signed int8_t;
typedef short intl6_t;
typedef int int32_t;
typedef unsigned uint32_t;
int8_t g_100;
intl6_t func_33() {
int8_t 1.790;
int32_t 1.919 = 0x24F96B7BL;
uint32_t 1.1052;
if (1.790)
for (;;)
break;
else for (; 1.919; --1.919);
int32_t 1.1081 = 1L;
int32_t B4o40b1_919 = 1.919;
LABEL_4040g:;
1.1052 = 1.1052 >> 1.1081;
if (g_100) {
1.1052 = 1.1052 << B4040b1_919;
goto LABEL_4040g;
}
}
int main() {}

(b) Result obtained from (a) by replacing 1_790

in

0O ULk WN =

with g_100 and re-applying Perses.

typedef signed int8_t;
typedef int int32_t;
typedef unsigned uint32_t;
int8_t g_100;
short func_33() {
int8_t 1.790;
int32_t 1.919 = 0x24F96B7BL;
uint32_t 1.1052;
if (1.790) for (;;) break;
else for (; 1.919; --1.919);
int32_t 1.1081 = 1L;
int32_t B4o4o0bl_919 = 1.919;
LABEL_4040q:;
1.1052 = 1.16052 >> 1.1081;
if (g_100) {
1.1052 = 1.1052 << B4040b1_919;
goto LABEL_4o04o0g;
}
}

int main() {}

(c) Result obtained from (b) by replacing

intl6_t in

with short and re-applying

Perses.
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typedef signed int8_t;
typedef int int32_t;
typedef unsigned uint32_t;
int8_t g_100;
short func_33() {
int8_t 1.790;
int32_t 1.919 = O0x24F96B7BL;
uint32_t 1.1052;
9 if (1.790) for (; 1.919; --1.919);
10 int32_t 1.16081 = 1L;
11 int32_t B4o40bl_919 = 1.919;
12 LABEL_4040q:;
13 1.1052 = 1.1652 >> 1.1081;
14 if (g_100) {

00O U WN -

15 1.1052 = 1.1052 << B4040b1_919;
16 goto LABEL_4o04o0g;

17 }

18 1}

19 int main() {}

(d) Result obtained from (c) by deleting for

statement and the keyword else.

Figure 3.1: A set of programs that trigger the crash bug LLVM-26760. (a) is the 1-tree-
minimal result reduced by Perses from the original bug-triggering program. (b) is obtained
by replacing a single identifier of (a) and applying Perses on the modified program again.
(c) is obtained from (b) by changing a type specifier to a different one and applying
Perses again. (d) is obtained from (c) by removing two nodes in its tree representation

typedef unsigned uint32_t;
short 1.1052() {
uint32_t main = O0x24F96B7BL;
uint32_t 1.1052;
for (; 1.1052; --main)

’

uint32_

main:;
1.1052
1.1052

t

uint32_t = 1L;

1.1052 >> uint32_t;
1.1052 << main;

goto main;

}

int main() {}

(e) Result produced by Vulcan.

simultaneously. (e) is the result produced by Vulcan.
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can be automatically further reduced to a smaller program, it might be easier and faster
for the compiler developers to debug and pinpoint the root cause.

Figure 3.1b: Progress made by replacing an identifier. In Figure 3.1a, if we
replace 1_790 on line 28 with g_100, the resulting program can still trigger the same crash
bug. More importantly, after this change the assignment statements marked in red (lines
19-21 and 24) can be all eliminated by Perses. Figure 3.1b shows the further reduced
program.

Without this change, Perses cannot eliminate these assignments because deleting them
breaks the assignment chain which passes the value of g_100 to 1_790, where 1_790 is used
as the predicate of the if statement on line 28. It turns out that if we delete the statements
on lines 19-21 and 24 without replacing 1_790, then 1_790 becomes uninitialized and
the bug cannot be triggered. However, with this replacement, these statements become
redundant as 1_790 is not used, and thus are eliminated by Perses.

Figure 3.1c: Progress made by replacing a sub-tree. In the program in Fig-
ure 3.1b, if the type specifier int16_t marked in (a sub-tree in the view of tree
representation) is replaced with a different one (e.g., short), the typedef statement on
line 2 can be eliminated without losing the property as the only usage of the defined alias
is removed. By applying Perses on the program after the replacement, a smaller program
shown as Figure 3.1c is obtained. Without this replacement, Perses cannot further re-
duce the program in Figure 3.1b, because Perses performs only deletion-based program
transformation.

Figure 3.1d: Progress made by deleting more than one node simultaneously.
The 1-minimality that Perses pursues only promises that deleting a single node in the
tree representation of the program will definitely make the program lose the property.
Therefore if more than one node is deleted simultaneously, it is still possible for the property
to be preserved. In the l-minimal program shown in Figure 3.1c, deleting either the
node representing the for statement or the one representing the keyword else makes the
program lose the property due to 1-minimality. However, if these two nodes are deleted
together, the property is preserved.

Figure 3.1e: Final Result of Vulcan.  Figure 3.1e shows the result of Vulcan. It
contains only 56 tokens, which is 51.72% fewer than the result of Perses. This result
demonstrates that the potential of further reduction on 1-minimal results can be substan-
tial. We strongly believe that the debugging process of language implementations can
benefit from such a further minimized program with fewer bug-irrelevant elements.
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3.3 Background

This section introduces the concept of program reduction, the existing program reduction
approaches and the local minima proposed by them.

3.3.1 Relaxed Goal in Program Reduction

Finding the global minimal program is extremely difficult computationally. A previous
study shows that even if the property test is constant-time, finding the global minimum is
NP-complete as the well-known NP-complete problem, hitting set problem, can be reduced
to the decision version of the global minimum finding problem [152]. In practice, to com-
plete the reduction in a reasonable time, this goal is usually relaxed by existing reducers
to local minima, i.e., 1-minimality or 1-tree-minimality [220, , , , 92].

1-Minimality.  1-minimality is proposed by DD [226]. Specifically, a 1-minimal pro-
gram pj_min is a local minimal solution: (1) p;mmn passes the property test ¢ and (2) any
program variant derived from p;_..;; by deleting a single element (e.g., a token) cannot pass
the property test . It can be formally defined as follows:

Pi-min € {P|Y(p) ANp €PAVY € Plp| — [p'| =1 = —(p')} (3.1)

1-Tree-Minimality. 1-tree-minimality is a generalized version of the 1-minimality on
the tree level. When the reduction is performed on the tree structure of the test input in a
top-down manner, the concept of 1-minimality becomes inappropriate since the sub-trees
rooted in different tree nodes may represent parts with different sizes. A 1-tree-minimal
program p;_,;, not only passes the property test ¢, but also requires any program variant
that is derived from it by deleting a single sub-tree cannot pass the property test 1.
Mathematically, p;_sree-min is defined as follows:

Pietreemin € {P[U(p) A p € P AV simplify (T(p), T(p')) = —(p)} (3.2)
where T'(p) is the parse tree of program p, and the predicate simplify (t,¢') : T x T — B is
true only if ¢ can be derived from ¢ by deleting a single sub-tree.

It should be noted that 1-minimality and 1-tree-minimality do not mean that no element
or sub-tree can be further reduced from p;_in OF P1trec-min. If multiple elements or sub-trees
are deleted at the same time, the derived program might still pass the property test.
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3.4 Approach
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Parse Tree 1-Tree-Minimal Result

@ Auxiliary -
Or Reducers | Tree-based Local Identifier Sub-tree .o
Exhaustive Search Replacement Replacement

Smaller Result  Transformed Result

Figure 3.2: The workflow of Vulcan.

Overview. Figure 3.2 shows the workflow of Vulcan. Compared with the workflow of tree-
based program reduction, Vulcan contains extra components, i.e., auxiliary reducers. Given
a program to be reduced, Vulcan first invokes the main reducer to produce a 1-minimal
result. Then, Vulcan utilizes one of the auxiliary reducers to produce either a smaller
program or a potentially non-1-minimal program by performing program transformations
on the 1-minimal result (step D and ). This new program is then fed to the main reducer
for further reduction until 1-minimality is achieved again (step @).

The detailed workflow of Vulcan is described in Algorithm 1. It takes as input the
program to be reduced P and the property checking function v, and eventually outputs a
minimized program p such that 1 (p) is true. Vulcan contains the following three stages.

Requirements on the main and auxiliary reducers. In the proposed algorithm,
the main reducer must produce a 1-minimal program that either has a smaller size than the
input program or is identical to the input program. For auxiliary reducers, the sizes of their
outputs should either be smaller than or equal to the size of input program. Additionally,
if auxiliary reducers cannot find any new program that can pass the property test, they
should return the input program without any change. Conceptually, the main reducer is
to quickly produce a 1-minimal result by performing aggressive, coarse-grained program
transformations such as Perses and HDD, whereas the auxiliary reducers are designed to
perform more fine-grained program transformations to either directly and slightly minimize
the 1-minimal program or create reduction opportunities for the main reducer.

Initialization. First, Vulcan initializes a series of variables. minimum is the current pro-
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Algorithm 1: Workflow of Vulcan

A W N =

© 0 N o

10

11
12
13
14
15
16

17

18

19
20
21

22

Input : P, the program to be reduced.

Input :¢: P — B, the property checking function
Output : A minimized program p € P s.t. ¥(p)
Data: main_reducer: the main program reducer
Data: aux_reducers: the list of the auxiliary reducers
minimum < P

prev_by main < null

140

attempts < 0

while true do

// run the main reducer to produce a 1-minimal result
prev_by main <— minimum
minimum < main_reducer.reduce(minimum, 1)
if |minimum| < |prev_by main| then
attempts «+ 0
prev_by main <— minimum

// Start running auxiliary reducers

while minimum == prev_by main A < |aux_ reducers| do
minimum <— aux_ reducers[i].reduce(minimum, 1))
attempts < attempts + 1

if minimum == prev_by main then

141+ 1
attempts + 0
if |minimum| < |prev_by main| then

// If progress was directly made by the auxiliary reducer
| attempts < 0

else if attempts > oy, then
141+ 1
attempts < 0

if ¢ >= |aux_reducers| then return minimum
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gram satisfying ¢. It is initialized with the program to be reduced P (line 1). prev_by main
is the program from which minimum is derived. It is initialized with null (line 2). 7 is the
index of the current auxiliary reducer being used, and it is initialized to 0 (line 3). attempts
records the number of attempts of the current auxiliary reducer. Whenever Vulcan switches
to the next auxiliary reducer or the current auxiliary reducer helps advance the reduction
progress, attempts is reset. It is initialized to 0 (line 4).

Reduction with the Main Reducer.  After the initialization, Vulcan iteratively re-
duces minimum (i.e., the currently smallest program) in a while loop (line 5-22). In each
iteration, Vulcan first utilizes the main reducer to obtain a I1-minimal program. Specif-
ically, the current minimum is first saved to prev_by main (line 6), and then the main
reducer is invoked to produce a new minimum by reducing the current minimum (line 7).
This new minimum should either be smaller than or exactly the same as prev_by main,
and more importantly, it should always be 1-minimal. If the new minimum is smaller than
prev_by main, which means reduction progress is advanced by the main reducer, attempts
is reset (line 9) and prev_by main is updated with minimum again. (line 10).

Further Reduction with Auxiliary Reducers. Once a 1-minimal result is produced
by the main reducer, Vulcan utilizes auxiliary reducers in an inner while loop to produce
either a smaller program or a program that can be potentially reduced by the main reducer
(line 11-16). In this inner loop, a new program is first produced by the currently selected
auxiliary reducer (line 12), and attempts is incremented by one (line 13). As long as the
new minimum is different from prev_by main, this inner while loop for auxiliary reducers
is terminated. Otherwise, if the auxiliary reducer cannot find any other program that can
pass the property test, and thus it produces a program that is identical to its input (line 14),
Vulcan switches to the next auxiliary reducer by incrementing ¢ (line 15) and resets the
attempts to O (line 16). After the increment, if i is no longer smaller than the number
of auxiliary reducers (i.e., there is no more auxiliary reducer to use), Vulcan terminates
the while loop, and eventually returns the current minimum as the final result on line 22.
Otherwise, Vulcan repeats the same process with the next selected auxiliary reducer. The
size of the new minimum produced by the auxiliary reducers should either be smaller than
or equal to the size of prev_by main.

e If minimum is smaller than prev_by main (i.e., progress has been directly made by the
auxiliary reducer) (line 17), attempts is reset (line 18), and Vulcan invokes the main
reducer again to reduce this smaller program (line 6-10).

e If minimum is equal in size to prev_by main (i.e., progress can potentially be made by
the main reducer from this new minimum), Vulcan first checks the value of attempts.
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If attempts is larger than a pre-set limit oy, Vulcan switches to the next auxiliary
reducer (line 20), resets the attempts to 0 (line 21), and terminates if all the auxiliary
reducers have been used (line 22). Otherwise, Vulcan invokes the main reducer again to
reduce the new program produced by the auxiliary reducer (line 6-10).

Vulcan can work with an arbitrary number of auxiliary reducers, as long as they satisfy
the aforementioned requirements. In this chapter, we proposed three simple yet effective
program transformations. In the following sections, we will introduce them in detail.

3.4.1 Identifier Replacement

This program transformation is designed to minimize the number of unique identifiers and
the size of the program. Specifically, Identifier Replacement replaces the usages of one
identifier in the programs by others. By doing so, Identifier Replacement attempts to
make the identifier unused in the program. If the program still preserves the property
after this replacement, it implies that this identifier is not necessary for triggering the
bug, and the definition or initialization of the unused identifier can be removed in the
subsequent reduction. Although Identifier Replacement does not reduce the size of the
program directly, the result it produces is likely to be further reduced by the tree-based
reduction algorithm via removing the unused identifiers.

Algorithm 2 details the algorithm of Identifier Replacement. The transformation takes
as input the program to be transformed and the property checking function. It first parses
the program to get the parse tree in line 1. Then, it finds all the identifier nodes in the
parse tree and clusters them according to their names in line 2, such that all the identifier
nodes in the same cluster have the same unique identifier name. id clusters is the list of
all clusters and its length is equal to the number of unique identifier names in the parse
tree t. Next, the algorithm traverses id clusters and generates programs by renaming the
identifiers in one of the clusters, i.e., cluster (line 3-8). Specifically, for each cluster,
the algorithm traverses all the other clusters in id clusters and replaces all the identifiers
in cluster except the first one with the identifier name of the other selected cluster,
i.e., anotherCluster, as shown in line 5-6. The first appearance is not replaced since in
most programming languages the first appearance of an identifier is usually a definition
or initialization, and the following appearances are usually the usages of this identifier.
After each replacement, the algorithm checks whether the property is preserved. If so, the
modified program is returned (line 7-8).

Computational Complexity Analysis. To analyze the computational complexity,
we can focus on the number of property tests required by the auxiliary reducer. This is
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Algorithm 2: Identifier Replacement
Input : P, the program to be transformed.
Input :¢: P — B, the property checking function
Output : A transformed program p, s.t. ¥ (p)
1 t < parseTree (P)
2 id_clusters < find all the identifier nodes in ¢t and cluster them by their name.
3 foreach cluster € id clusters do

4 foreach another cluster € id clusters \ { cluster } do
5 id _name < the identifier name of another cluster
6 t' + a new parse tree by replacing the identifiers in cluster except the first one

with id _name
p < program derived from '
if ¢(p) then return p

9 return P

because, during the reduction process, most time is spent on the executions of property
tests [192]. Given a program, the number of property tests directly performed by Identifier
Replacement is at most n.(n. — 1) where n, is the number of clusters (sets of identifiers
that have the same name). If it succeeds in finding a program passing the property test,
the main reducer needs to be invoked subsequently. The property tests required by the
tree-based reduction algorithm may vary based on which specific algorithm is used in the
framework. In practice, the computational complexity of HDD is O(n?) at worst and
O(n) in typical cases approximately where n represents the size of the parse tree [152].
Perses has the same worst computational complexity though it requires fewer property
tests on average than HDD [192]. If the main reducer fails to reduce the size, Identifier
Replacement will produce another program and send it to the main reducer again. This
process is continued until the 1-minimal result is successfully reduced or the pre-set limit
of failed attempts is reached or Identifier Replacement can no longer find programs that
can pass the property test. Consequently, let ¢ be the number of attempts, which is limited
to a small value by a pre-set parameter, the worst computational complexity of Identifier
Replacement can be represented as follows:

O(t(ne(n. — 1) +n?) = O(n2 +n?) = O(n?) (3.3)

This result proves that Vulcan has the same worst computational complexity as HDD and
Perses.
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3.4.2 Sub-Tree Replacement

This transformation is inspired by mutation-based compiler fuzzing [117, 119, 189, 13, 63],
a testing technique that randomly generates test programs by mutating existing programs
and makes the target compiler compile these generated programs in the hope that some
unexpected behavior is triggered, thus detecting bugs. Replacing a sub-tree of the pro-
gram’s parse tree with a new one is a typical mutation operation applied in many existing
studies |13, |. During a fuzzing process, it is common that different generated test
programs trigger the same bug. Therefore, we believe that by replacing a sub-tree of a
bug-triggering program, it is likely that a different program that triggers the same bug can
be obtained, and this different program might either be smaller or bring potential reduction
opportunities. To sum up, Sub-Tree Replacement is designed to find different programs
that trigger the same bug, as it happens in the compiler fuzzing process.

Before describing the transformation, we first introduce some concepts and knowledge
about parse trees and formal grammars. Each non-leaf node of a parse tree corresponds
to a non-terminal symbol in the grammar. Sub-trees whose roots correspond to the same
non-terminal symbol are syntactically compatible structures. In a language grammar, some
non-terminal symbols have multiple production rules, which means they can have different
forms. For example, a non-terminal symbol typeSpecifier can be int, char, or any other
type, and a symbol statement may refer to a if statement or while statement. We refer
to these different forms of a non-terminal symbol as its alternatives. Replacing a sub-tree
with a different alternative of the non-terminal symbol corresponding to the sub-tree’s
root node by the root does not break syntactical validity. Given a grammar and a specific
non-terminal, a sub-tree can be generated by keeping selecting and applying production
rules from the given non-terminal symbol until only terminal symbols are left |13, |-

In summary, Sub-Tree Replacement systematically replaces a sub-tree with a different
alternative (e.g., replacing an int with a char). Algorithm 3 describes how this transfor-
mation works in detail. First, all the nodes that correspond to non-terminal symbols with
multiple production rules are found (line 2). Next, the algorithm traverses all these nodes
(line 3). For each node, a new sub-tree is generated from the same non-terminal as the
current node to replace the original sub-tree (line 4-5). Same as the last transformation
we introduced, if the modified parse tree passes the property test, the program derived by
this parse tree is returned (line 7). To narrow down the search space and make generation
efficient, we generate only new sub-trees that are not larger than the original sub-tree and
replace only sub-trees whose non-terminal symbols represent low-level structures with a
relatively small number of alternatives.

Computational Complexity Analysis. Compared to Identifier Replacement, Sub-
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Algorithm 3: Sub-Tree Replacement
Input : P, the program to be transformed.
Input :¢: P — B, the property checking function
Output : A transformed program p, s.t. ¥ (p))
t + parseTree (P)
alternative__nodes <— All the nodes that correspond to non-terminal symbols with
multiple production rules in ¢
foreach node € alternative nodes do
st < generate a sub-tree rooted in the same non-terminal as node
t' « replace sub-tree rooted in node with st in ¢
p < program derived from #’
if ¢(p) then return p

N =

N O ok W

return P

0]

Tree Replacement provides more possibilities in terms of creating reduction opportunities.
The possible programs to which it can transfer are usually more than those of Identifier
Replacement, but the chance that the main reducer can continue to reduce elements from
these new programs is lower as it lacks the heuristic that powers Identifier Replacement.
Although, theoretically, this auxiliary reducer can directly reduce the size of the program
by replacing a sub-tree with a smaller alternative, it often does not happen in practice as
we limit it to replace only a sub-tree whose non-terminal represents a simple structure.
Even if it produces a smaller program, the size it reduces is very limited. So, the main
way this auxiliary reducer enables further reduction is by converting the input 1-minimal
program to a non-1-minimal program, which enables the main reducer to further reduce
the size of the program.

Suppose on average, each node in the tree has n, alternatives, and n is the size of the
parse tree; then the number of property tests directly performed by Sub-Tree Replacement
is at most n x n,. Given that not every node has alternatives, and we restrict the trans-
formation to target only non-terminals with a relatively small number of alternatives, n,
is smaller than n in most cases. Let ¢ be the number of attempts, the worst computational
complexity is as follows:

O(t(n x ng +n?)) = O(n?) (3.4)

Therefore, Sub-Tree Replacement has the same worst-case computational complexity as
HDD and Perses. But Sub-Tree Replacement often requires more property tests than
Identifier Replacement to enable further reduction, as programs produced by this auxiliary
reducer are less likely to be reduced by the main reducer, which means that the ¢ required
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for enabling further reduction is often larger with this auxiliary reducer.

3.4.3 Tree-Based Local Exhaustive Enumeration

In this section, we propose a deletion-based program transformation named Tree-Based
Local Exhaustive Enumeration which uses a different deletion strategy from those that
have been applied in previous AGRs. The general idea of Tree-Based Local Exhaustive
FEnumeration is to maintain a sliding window and make it slide through each level of the
tree representation of the program to be reduced. For each position of the sliding window,
the algorithm enumerates all the programs that can be derived by deleting nodes in the
window, and then performs property tests on them.

Algorithm 4 details this algorithm. At the beginning, node sequence is initialized with
the highest level of the parse tree containing not fewer than ... nodes, where o, is the
pre-set sliding window size (equal to 4 by default in our implementation) (line 2-4). After
that, the algorithm starts another while loop to slide the window through node sequence.
At the beginning of the loop, the position of the sliding window is set to 0, i.e., to include
first oysize nodes in the node sequence (line 6). Next, for each position of the sliding
window, the algorithm enumerates all the proper subsets of the node set (i.e., the set
consisting of nodes in the sliding window) (line 8-9). As 1-minimality promises removing
any single node breaks the property, the algorithm only needs to search for parse trees that
are derived by deleting at least two nodes from ¢. Therefore, the proper subsets with only
one element missing are filtered out (line 10).

For each remaining proper subset s, a smaller parse tree is generated by removing
those nodes that are in node set but not in s (line 11-14), and the program derived from
this smaller parse tree is tested against the property (line 15). If the property test is
passed, the algorithm does not terminate immediately because there might be more nodes
that can be deleted. Instead, it sets the flag reduced to true (line 16), updates the parse
tree to be reduced with the smaller parse tree (line 17), removes the deleted nodes from
node sequence, and finally repeats the enumeration with the sliding window staying at the
same position (line 18). If the property test fails and the sliding window has not reached the
end, the window _ position is incremented by one (line 19), and the enumeration is repeated.
When the sliding window reaches the end of node sequence, node sequence is updated to
contain nodes in the next level (line 21). If the current level is the last level, the algorithm
terminates and returns the reduced program p (line 20-20).

Figure 3.3 illustrates how the sliding window moves in Tree-Based Local Ezhaustive
Enumeration with a concrete example. At the beginning, there is only one node which is
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the root of the parse tree in the node sequence. When the number of nodes is fewer than
the length of the sliding window, the algorithm updates the node sequence with nodes in
the next level (i.e., replace all the non-leaf nodes in the node sequence with their children).
In this case, the root has four children, and the length of the sliding window is three,
so we update the node sequence to contain the four children of the root and make the
initial sliding window include the first three nodes in the node sequence. When the sliding
window has not reached the end of the node sequence, it moves forward by 1 node each time
(step @ and @ in Figure 3.3). Otherwise, the node sequence gets updated by replacing all
non-leaf nodes with their children again (step @ in Figure 3.3) and the sliding window is
again moved to the beginning of the node sequence.

AR AR

Figure 3.3: An illustrative example that shows how the sliding window (marked in

, length = 3) moves during the process of tree-based local exhaustlve search. If the
window has not reached the end of the current node sequence (marked with red), it moves
forward by one node (step D and ). Otherwise, the node sequence is updated by replacing
all non-leaf nodes with their children (step ).

Computational Complexity Analysis. Different from Identifier Replacement and
Sub-Tree Replacement, Tree-Based Local Fxhaustive Enumeration is designed to directly
reduce elements from the program. The computational complexity of this auxiliary re-
ducer depends on the size of the tree and the window size. Suppose the parse tree to be
reduced contains n nodes with a constant branching factor b, and the depth of the tree
is h. Also, let the window size be equal to w. Then, in the worst case, the number of
property tests required by this auxiliary reducer equals to Z?:l max (b’ — w, 0) * (2¥ — w),
which can be considered as O(n) at worst when w is limited to a small value. For the
previous two auxiliary reducers, it might take several rounds of alternate invocation of the
auxiliary reducer and the main reducer to eventually make progress on further reduction.
However, for Tree-Based Local Exhaustive Enumeration, multiple executions are meaning-
less, and Vulcan will immediately switch to the next auxiliary reducer or terminate once
the invocation of Tree-Based Local Exhaustive Enumeration does not make progress.
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3.4.4 Order of Auxiliary Reducers

The order of auxiliary reducers may affect the efficiency and effectiveness of the reduction
process. If the size of the program to be reduced can be quickly reduced by the very
first auxiliary reducer, the computational cost of the following reducer invocations can be
reduced, thus accelerating the reduction process. Moreover, different sequences of auxiliary
reducers may lead to different results, because the previous auxiliary reducers may create
or kill potential reduction opportunities, which can be caught by the subsequent auxiliary
reducer.

It is non-trivial to deduce an optimal order that can achieve the best efficiency and
effectiveness. First, it is hard to predict precisely how many elements each auxiliary reducer
can reduce per unit time on a specific 1-minimal result before we run them. Second,
without conducting extensive experiments, the effect of the order on the size of the results
can hardly be analyzed.

To propose a relatively reasonable order, we recall the design goal and computational
complexity of each auxiliary reducer. Among all the auxiliary reducers, Tree-Based Local
Exhaustive Enumeration is designed to directly remove elements from the program. Also,
different from other reducers, Tree-Based Local Fxhaustive Enumeration will be switched
out once it cannot produce a smaller result, which does not waste too much time even if
it cannot help the reduction. Due to these reasons, we set Tree-Based Local Exhaustive
Enumeration as the first auxiliary reducer. As for Identifier Replacement and Sub-Tree
Replacement, we put the former in front of the latter, because Sub-Tree Replacement is
more blind, and Identifier Replacement tends to require fewer rounds of alternate execu-
tions between the auxiliary reducer and the main reducer as the programs generated by
this transformation are more likely to be non-1-minimal.

3.4.5 Parameters and Fixpoint Mode

There are two parameters that can be adjusted to control the behavior of the auxiliary
reducers. For auxiliary reducers that perform non-deletion-based program transformations,
the parameter oy, limits the maximum number of attempts an auxiliary reducer can
make before successfully further reducing the 1-minimal result. If the auxiliary reducer
continuously produces oy, programs and none of them is either smaller or able to be
further reduced by the main reducer, Vulcan will switch to the next auxiliary reducer.
For the auxiliary reducer Tree-Based Local FExhaustive Enumeration, the parameter og;e
decides the size of the sliding window. Both parameters can affect the performance of
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Vulcan. Within a certain range, when oy, increases, the result produced by Vulcan will
tend to be smaller since auxiliary reducers which perform non-deletion-based program
transformations will try more times to search for reduction opportunities. However, the
execution time of Vulcan will also be increased due to the same reason. Similarly, when
Owsize INCTeases, the number of programs that Tree-Based Local Exhaustive Enumeration
generates will increase, which can potentially produce smaller results at the cost of longer
execution times.

In program reduction, it is common to perform the reduction algorithm multiple times
to achieve smaller results. This is possible because the deletion of some elements may
enable other elements to be deleted. AGRs including HDD and Perses run in a so-called
fixpoint mode to promise 1-minimality [152, |. In this mode, the reduction algorithm
is repeatedly performed until the program can no longer be reduced (i.e., reaching a fixed
point). The main reducer of Vulcan should always run in fixpoint mode to produce a 1-
minimal result. In addition, Vulcan can also run its auxiliary reducers in fixpoint mode.
By default, Vulcan terminates after all the auxiliary reducers have been used. However,
it is possible that the first auxiliary reducer can continue to help further reduction after
the program is reduced with the help of the subsequent auxiliary reducers. Therefore, by
using auxiliary reducers iteratively rather than using them only once, Vulcan can trade off
the execution time for a potentially smaller result.

By default, Vulcan does not run its auxiliary reducers in fixpoint mode for less com-
putational cost. The default values of the two parameters are set based on intuition and
analysis to achieve a balance between the effectiveness and execution time. Specifically,
for oy, we tried three different values: 10, 50, and 100. The results show that when
Oimit €quals 10, the number of queries that Vulcan makes is considerable. Meanwhile, the
execution time is in an affordable range. On the other hand, when oy,,;; equals 50 or 100,
the experiment cannot finish within a reasonable time. Therefore, we set gy, to 10 by
default.

For o, we choose its default value by roughly analyzing the number of queries
required when performing Tree-Based Local Fxhaustive Enumeration with different values
of ousize- Specifically, for each value of 7,,., we calculated the number of queries required
for each position of the sliding window and the lowest levels of the parse trees derived from
programs of different sizes. As shown in Table 3.1, the number of queries required increases
exponentially as 0,4, grows, which makes the affordable choices of this parameter very
limited. We think setting o .. to 2 or 3 is too conservative. 4 or 5 seems to be the balanced
choice for 0., and when the value of 7, is larger than 6, the runtime overhead becomes
unaffordable. Based on the above analysis, we finally set 0., to 4 as the default value
mainly for efficiency reasons.
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However, users can choose to run Vulcan in fixpoint mode with different values of the
parameters to trade off between the size of the output and execution time. To investigate
the impact of the parameters and fixpoint mode and provide some insights on how to
configure Vulcan, we evaluated a variant of Vulcan which uses a more aggressive setting
(i.e., running in fixpoint mode with larger oy, and o,s..) and conducted a parameter
study. Both of the experiments will be detailed in the subsequent sections.

3.5 Evaluation

To evaluate the performance of Vulcan, we conducted the following research questions.

RQ1: Can Vulcan effectively enable further reduction from the 1-minimal result produced
by AGRs?

To answer this question, we measured the effectiveness of Vulcan on the benchmark
suite used in Perses [192], which contains 20 real-world complex bug-triggering C programs
generated by fuzzing techniques, including CSmith [223] and EMI [117], and compared it
with two state-of-the-art tools, Perses and C-Reduce.

RQ2: Can Vulcan further reduce the results output by SPRs?

To understand whether Vulcan is also useful for language-specific program reducers, we
utilized Vulcan to reduce C-Reduce’s results on the C program benchmarks and measure
its performance.

RQ3: Can Vulcan effectively reduce programs in different programming languages?

To demonstrate the generality of Vulcan, we measured the performance of Vulcan in
two languages other than C/C++, i.e., Rust and SMT-LIBv2. We collected 13 Rust
programs by ourselves and 93 SMT-LIBv2 programs from ddSMT2.0 [111]. We compared
the performance of Vulcan with Perses, the state-of-the-art AGR.

RQ4: What is the effectiveness of each proposed auxiliary reducer?

We conducted an ablation study to investigate to what extent each proposed auxiliary
reducer contributes to the further reduction on 1-minimal result. Specifically, we imple-
mented three variants of Vulcan by enabling only one of the three auxiliary reducers and
evaluated their performance with the C benchmarks in RQ1.

RQ5: Can Vulcan output smaller results if it runs in fixpoint mode with larger oy;,,;; and

Owsize?
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Finally, we investigated the performance of Vulcan using a more aggressive reduction
setting than the default one. Concretely, we implemented another variant of Vulcan such
that it runs reduction in fixpoint mode with larger ¢y, and 0,4, than the default, and
we evaluated this variant on the C program benchmarks.

All the experiments are run on an Ubuntu 20.04 server with Intel Xeon Gold 5217
CPU@3.00 GHz and 384 GB RAM. Every reducer is run with a single thread in all exper-
iments.

3.5.1 RQ1: Further Reduction on 1-minimal Results

To answer this research question, we utilized Vulcan, Perses and C-Reduce to reduce C
programs and compared their performance. These programs are from the benchmarks
provided by Perses. In the evaluation, we measure the performance of Vulcan using the
following metrics.

1. Size The number of tokens in the program produced by Vulcan.
2. Queries The number of property-testing queries issued by Vulcan.
3. Time The time spent by Vulcan in reduction.

4. Percentage Change in Size This metric is denoted as C(%) and it measures the
percentage change in size of Vulcan’s result w.r.t. a baseline. Specifically, it is calculated

Vulcan| [baseli ) ;
as % x 100%, where |Vulcan| and |baseline| refer to the size of the results

produced by Vulcan and a baseline, respectively.

Table 3.2 shows the reduction results. In general, Vulcan succeeds in producing smaller
results than Perses for every single subject. On average, the results of Vulcan contain
33.55% fewer tokens than those of Perses. As for the execution time, Vulcan takes around
2 hours and 26 minutes to finish reducing on average, which is 2.45x and 1.96x of the time
required by Perses and C-Reduce respectively, and the longest execution time is restricted
in 6 hours and 15 minutes. Compared with Perses, we believe the extra computational
cost required by Vulcan is acceptable considering that the size is further reduced.

Unsurprisingly, Vulcan does not outperform C-Reduce in terms of both size and exe-
cution time. On average, the results of Vulcan contain 80.54% more tokens than those of
C-Reduce. This is expected since C-Reduce is specifically designed for reducing C/C-++
programs and it has been constantly tuned and improved for a long time since it was
first designed [172]. It should be noted that Vulcan is designed to help debug language
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processors where there is no such a language-specific tool to reduce programs in the corre-
sponding programming language. Nevertheless, there are still two subjects, gcc-71626 and
gce-70586, in which Vulcan produces smaller results than C-Reduce.

By analyzing the results, we found that Vulcan requires fewer property tests than C-
Reduce when the result of Perses (where auxiliary reducers start being invoked) is relatively
small (e.g., gcc-61917). However, when the result of Perses is large, Vulcan often requires
more property tests than C-Reduce (e.g., gcc-70127). We think this is because Vulcan
does not have the transformations of C-Reduce that can catch language-specific reduc-
tion opportunities (e.g., removing all the typedef in C/C++ program) and eliminate a
considerable number of tokens in a very short time at the beginning.

RQ1: Vulcan can effectively enable further reduction on 1-minimal result produced
by Perses. On average, the results of Vulcan contains 33.55% fewer tokens than those
of Perses.

3.5.2 RQ2: Further Reduction on Language-Specific Tools’ Re-
sults

Having demonstrated that Vulcan can effectively further reduce 1-minimal results produced
by AGRs, we took one step further to investigate whether Vulcan can further reduce results
produced by SPRs. Specifically, we used Vulcan to reduce C-Reduce’s results on the 20
bug-triggering C programs.

The results are shown in Table 3.3. Overall, Vulcan further reduces C-Reduce’s results
in 18 out of 20 subjects. On average, 10.07% of the tokens are further reduced by Vulcan
within around 22 minutes. Moreover, in 7 subjects, the percentage decrease in size w.r.t.
C-Reduce is over 10%, In the best case gce-60116, 29.76% tokens are further reduced by
Vulcan.

To ensure that the potential improvement brought by Vulcan is contributed by our
entire framework instead of the main reducer Perses, we also reduced C-Reduce’s results
with Perses. Table 3.3 shows the results. We found that Perses can only reduce 5 out of
20 subjects. In 4 out of these 5 subjects, Vulcan’s results are much smaller than Perses’s
results, and they have the same size in the remaining one case, i.e. clang-23353. Over
these 5 subjects, the average percentage change in size of Perses’s result w.r.t. C-Reduce
is only 5.36%, which is much smaller than Vulcan. Therefore, we believe that the potential
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improvement brought by Vulcan is contributed by our entire framework instead of the main
reducer Perses.

RQ2: Vulcan can further reduce C-Reduce’s results by 10.07% on C program
benchmarks on average. Therefore, we believe that it is worth trying to use Vulcan
to reduce the outputs of language-specific program reduction tool for a smaller result.

3.5.3 RQ3: Generality of Vulcan

To demonstrate the generality of Vulcan in different programming languages, we evaluated
Vulcan on Rust programs and SMT-LIBv2 programs. In both experiments, we use Perses
as our baseline, as it is the state-of-the-art AGR. For Rust programs, we also add C-
Reduce as a baseline. Although C-Reduce is designed for C/C++ programs, it can also
reduce the program in other languages using its language-agnostic line-level and token-
level reduction algorithms. According to the authors of C-Reduce, C-Reduce happens to
perform well in reducing Rust programs [172]. We also tried to use C-Reduce to reduce
SMT-LIBv2 programs. However, our preliminary evaluation shows that C-Reduce cannot
effectively reduce most of these programs within a reasonable duration. While both Perses
and Vulcan can reduce almost all the bug-triggering programs that contain hundreds of
thousands of tokens to a program only containing hundreds of tokens in 1 hour, C-Reduce
can only remove hundreds or even tens of tokens after 2 hours in such subjects. Therefore,
C-Reduce is not included in the experiment with SMT-LIBv2 benchmarks.

Evaluation on Rust Programs

To evaluate the performance of Vulcan on Rust programs, we built a set of benchmarks
consisting of 13 real-world bug-triggering Rust programs from the issue tracking system of
Rust [178]. We then used C-Reduce, Perses, and Vulcan to reduce the original programs.
The results are shown in Table 3.4.

Overall, Vulcan outperforms both Perses and C-Reduce in terms of the size of the
reduced programs. On average, the result output by Vulcan contains 21.61% and 14.63%
fewer tokens than those output by Perses and C-Reduce, respectively. This significant
improvement is particularly evident in the case of the bug-triggering program rust-78005,
where the result produced by Vulcan contains 88.24% and 84.00% fewer tokens than those
produced by Perses and C-Reduce, respectively. Additionally, it is important to note that
the most valuable feature of Vulcan is its ability to further reduce programs that cannot
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be sufficiently reduced by previous AGRs. If we consider only cases where the programs
still contain more than 50 tokens after being reduced by Perses, the percentage changes in
size of Vulcan’s results w.r.t. Perses and C-Reduce are 27.95% and 19.84%, respectively.
In terms of execution time, Vulcan can finish reduction in 2 hours for each subject, and in
10 out of 13 subjects, the reduction is finished in less than 5 minutes.

We manually analyzed the case rust-78720 since it is the only case where C-Reduce
outperforms Vulcan in terms of size. We found that the result of C-Reduce is syntactically
invalid. In this case, the program does not have to be syntactically valid to trigger the
bug. C-Reduce can reduce rust-78720 to such a result because its token-level and line-level
program reducers do not care about the syntax of the program. However, Vulcan mainly
focuses on generating and performing property testing on syntactically valid programs to
improve efficiency, Thus, it misses the small syntactically invalid result and produces a
slightly larger but syntactically valid program.

Evaluation on SMT-LIBv2 Programs

The programs we used for this experiment are from ddSMT2.0 [111]. We filtered out the
programs that cannot be parsed because they cannot be handled by the baseline Perses, a
tree-based program reduction tool. In total, 93 programs were collected for our evaluation
and their numbers of tokens range from 15 to 120,757 (average 6,917).

Figure 3.4a shows the experiment results. Each cross or dot in the figure represents
a reduction result, where its x-coordinate is the execution time of the reduction, and the
y-coordinate is the size of the reduced program. To better visualize the difference between
Perses’s and Vulcan’s results for each subject, we calculated the percentage decrease in size
that Vulcan achieves w.r.t. Perses for each subject and the extra time required by Vulcan in
reduction. The comparison results are shown in Figure 3.4b. On average, the percentage
decrease in size of Vulcan w.r.t. Perses is 31.34%. In 75 out of 93 subjects, the output of
Vulcan is smaller than that of Perses, and in 23 subjects, the size of Vulcan’s output is
smaller than half of the size of Perses’s output. In terms of execution time, in 91 out of 93
subjects, the extra time required by Vulcan is less than half an hour, and in the other two
subjects, Vulcan can finish within an extra hour.

As mentioned previously, Vulcan is most useful when previous AGRs cannot sufficiently
reduce the program. To investigate how Vulcan performs in this intended application
scenario, we excluded the cases where the results output by Perses contain fewer than 200
tokens, and evaluated Vulcan with the remaining 40 cases. In these 40 cases, the output
of Vulcan is consistently smaller than that of Perses, and in 22 cases, the size of Vulcan’s
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output is smaller than half of the size of Perses’s output. Moreover, on average, in the
intended application scenario of Vulcan, the percentage decrease in size is 52.01%, which
further demonstrates the effectiveness of Vulcan.

.

RQ3: Vulcan can effectively reduce programs in different programming languages.
For Rust programs, on average, Vulcan can produce results that contain 21.61% fewer
and 14.63% fewer tokens than those of Perses and C-Reduce, respectively. For SMT-
LIBv2 programs, Vulcan’s output contains 31.34% fewer tokens than Perses’s output
on average. If we restrict our analysis to cases where Perses cannot sufficiently reduce
the program, the calculated average percentage decreases in size presented above will
be increased to 27.95%, 19.84%, and 52.01%, respectively.

3.5.4 RQ4: Effectiveness of Each Auxiliary Reducer

In this research question, we evaluated the performance of each auxiliary reducer proposed
by us. Specifically, we created three variants of Vulcan, namely, Vulcangg, Vulcan;g, and
Vulcangr where each of them only enables one of the three proposed auxiliary reducers:
Tree-Based Local Exhaustive Enumeration (EE), Sub-Tree Replacement (SR), and Identi-
fier Replacement (IR), respectively. To focus on the performance of each auxiliary reducer,
we run these variants with the 1-minimal results produced by Perses on the C program
benchmarks. This method helps us to save property test queries and execution time re-
quired to achieve 1-minimality.

Table 3.5 shows the results of all the three variants reducing the C programs that have
been reduced by Perses. In general, all three variants can reduce the size of Perses’s results
in some subjects of the C program benchmarks. Specifically, Vulcangg has the shortest
execution time and it succeeds in reducing tokens in 17 out of 20 subjects. Vulcan;g
succeeds in reducing tokens in all subjects, and it reduces around 26% of the tokens in
Perses’s results on average. Vulcangg reduces tokens in 8 out of 20 subjects, which is not
as good as the other two variants but still effective. Interestingly, in four subjects, Vulcan; g
eliminates more tokens than Vulcan. We believe this is because Vulcan utilizes Tree-Based
Local Exhaustive Enumeration before Identifier Replacement, and the effect of Tree-Based
Local Ezxhaustive Enumeration kills some better potential reduction opportunities which
originally could be caught by Identifier Replacement.

We also measured the reduction speed of each variant, i.e., the number of eliminated
tokens per second. On average, Vulcangg can reduce 0.029 tokens per second, which is the
fastest one among all the three variants. The second fastest one is Vulcan;r, which can
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reduce 0.014 tokens per second. Vulcangp is the slowest, which reduces only 0.005 tokens
per second. This result conforms to our analytical result introduced in § 3.4.4.

RQ4: All the proposed auxiliary reducers are effective in enabling further reduction
from 1-minimal results produced by AGRs. Among them, Identifier Replacement is
the most effective one, and Tree-Based Local Ezhaustive Enumeration is the most
efficient one.

3.5.5 RQ5: Performance with a More Aggressive Reduction Set-
ting

In this research question, we investigated whether Vulcan can produce a smaller result if
we increase the value of two parameters, oj,;; and 0., and run Vulcan in fixpoint mode.
We implemented a variant of Vulcan named Vulcan™ by increasing oy from 10 to 15 and
Owsize from 4 to 6, and also making it run in fixpoint mode.

We evaluated Vulcan™ on the same C programs in RQ1. The results are shown in
Table 3.6. Overall, the reduced program of Vulcan™ contains 5.89% fewer tokens than that
of Vulcan at the cost of requiring around 1.8x execution time. In 14 out of 20 subjects,
Vulcan™t succeeds in producing a smaller result than Perses. Notably, in 7 subjects, the
reduced program of Vulcan™ is 10% smaller than that of Vulcan, and in the subject clang-
23309, this percentage reaches 27.06%.

r

RQ5: On average, the output of Vulcan™ contains 5.89% fewer tokens than that
of Vulcan at the cost of taking 1.81 x the execution time of Vulcan to finish, which
demonstrates Vulcan can produce smaller results if it is deployed with a more ag-
gressive setting.

3.6 Discussion

In this section, we discuss how the values of g, and 0. and the orders of the auxiliary
reducers affect the performance of Vulcan.
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3.6.1 Impact of the Order of the Auxiliary Reducers

As aforementioned in § 3.4.4, we deduce a relatively reasonable order by analyzing the
design goal and computational complexity of each auxiliary reducer and set this order as
the default order of Vulcan. In § 3.5, the extensive evaluation results demonstrated the
effectiveness of this order. However, it is unclear how Vulcan performs with other orders
of the auxiliary reducers. To better understand how the orders of the auxiliary reduc-
ers affect the performance, we proposed five variants: Vulcan;z_sr_gg, Vulcan;r_gr_grg,
Vulcansp_rr_gE, Vulcansgr_gr_rr, and Vulcangg_gsr_rr. Each of them has a different or-
der of the auxiliary reducers from Vulcan, and the subscript indicates the order. We ran
Vulcan and all these variants to reduce the 20 C programs.

As shown in Figure 3.5, all the variants of Vulcan have different performance, but
all of them significantly outperform Perses in terms of the output’s size. In general, the
variant which produces smaller results overall also requires a longer execution time on
average. For example, Vulcan;r_sr_gr and Vulcan;g_pr_sr produce smaller results in
general than other variants, but they also have relatively longer execution times than
other variants. Nevertheless, some variants outperformed other variants in terms of both
metrics. For example, compared with Vulcanggp_gr_rr, both Vulcan and Vulcan;p_sr_rg
produce smaller results while taking a shorter execution time on average. As for the default
order that we proposed, its performance in terms of output’s average size is comparable
to Vulcan;zr_sr_gr, the best variant on this metric. Meanwhile, the average execution
time taken by the default order is relatively short, which is only longer than those of
Vulcansr_;r_gr and Vulcangr_gsr—_rgr, the two most ineffective variants.

3.6.2 Impact of the Parameters

In the prototype of Vulcan, the two parameters oy;,;; and o, are set with default values.
These values are selected based on our intuition and analysis to achieve a balance between
the effectiveness and execution time. However, it should be noted that these parameters
can be customized by users to trade off the size of the result versus the execution time to
suit their needs.

To provide more insights for adjusting the parameters, we conducted a parameter study
to investigate the impact of the two parameters. In the experiment, we keep one parameter
with its default value and set the other parameter with 3 different values. Figure 3.6 shows
the results of running Vulcan on the C benchmarks with different o,,;;. As shown in
Figure 3.6a, Vulcan tends to produce smaller results with a higher value of ,i, though
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Figure 3.6: Evaluation results of Vulcan with different o,,;; on the C benchmarks.
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the improvement is moderate. As for the execution time, Figure 3.6b shows the experiment
result. In general, as 0y, increases, the required execution time noticeably increases.

The impact of g, is investigated in the same way. As shown in Figure 3.7, in general,
when 0,4, increases, the size of the output decreases, and the execution time increases.
However, the overall decrease in size of the result is rather limited, especially when o ;.e
is greater than 3.

3.6.3 Threats to Validity

The correctness of the Vulcan implementation is essential to internal validity. To ensure
that the reduction performed by Vulcan is correct, we verify that each reduced program
still passes the corresponding property test. In addition, to prevent bug slippage (i.e.,
cases where the reduced program triggers a different bug), the property tests used in our
benchmarks are designed to be comprehensive. For example, as mentioned in § 2.1.2, rather
than checking for the presence of a bug symptom on only a single buggy compiler version,
the property checker evaluates the program using multiple compilers or multiple versions
of the same compiler, including both buggy and correct versions.

Another potential threat to internal validity arises from nondeterminism in property
tests. For some benchmarks, the bug symptom does not manifest in every compilation. To
mitigate this issue, the property-checking scripts invoke the compilation multiple times,
thereby reducing the impact of nondeterministic behavior.

To address threats to external validity, we collect a large and diverse set of bench-
marks to ensure that the evaluation covers both crash and miscompilation bugs, different
languages, and different compilers.

3.7 Related Work

AGRs. Delta Debugging (DD) [220] is the first work that opened up the research direc-
tion of test case reduction. It proposed two algorithms, dd and ddmin. dd can minimize the
difference between a failure-inducing test case and a given test case that can be correctly
handled. ddmin is a special case of dd, and it directly minimizes the failure-inducing test
case by minimizing the difference between the test case and an empty test case. However,
ddmin regards code as plain strings of tokens, and thus it does not perform well when the
failure-inducing test case is large and structural. To overcome this obstacle, Misherghi and
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Su proposed Hierarchical Delta Debugging (HDD) [152], which leverages the tree structure
of the test cases to facilitate the reduction process. Specifically, HDD performs ddmin; the
algorithm proposed in DD, on the parse tree of the test case, from the topmost level to
the bottommost level. In this way, HDD can efficiently handle large and highly-structured
test cases. Hodovéan et al. also proposed Coarse Hierarchical Delta Debugging (CHDD) to
further accelerate the reduction process [97]. Berkeley Delta utilizes topformflat to iden-
tify nested structures and then perform ddmin on them [151]. Despite their effectiveness,
none of these aforementioned techniques preserves the syntactical validity of the test case
during the reduction process. As a result, when these tools perform program reduction,
many syntactically invalid programs are generated and tested against the property. These
invalid programs can hardly pass the property tests, and executing property tests on these
program wastes considerable time. To solve this problem, Sun et al. proposed Perses, a
syntax-guided program reduction tool to facilitate the reduction process by promising only
to generate and test syntactically valid program [192|. CHISEL is another program re-
duction tool designed for program debloating [92]. It accelerates the reduction by using
a reinforcement learning-based approach. Moreover, ProbDD introduces Bayesian opti-
mization to model the probability of each element appearing in the minimal result, and
prioritizes the reduction of those with high probability [209].

These reduction techniques aforementioned strive to reduce programs to 1-minimality.
Once a 1-minimal result is obtained, they cannot further reduce the program. By contrast,
Vulcan can continue reducing by performing fine-granularity program transformations and
provide developers a much smaller bug-triggering test case, thus facilitating the debugging
process.

SPRs. In addition to the language-agnostic program reduction tools like HDD and
Perses, some reducers focus on reducing specific languages. For example, C-Reduce is
specifically designed to reduce C/C++ programs [170]. It first uses the Clang front end
to parse the program to be reduced and then invokes a collection of plugins to reduce the
program. Each plugin performs a series of well-crafted transformations designed only for
C/C++ languages. J-Reduce is a reduction tool for Java bytecode proposed by Kalhauge
and Palsberg [109]. They modeled the task of reducing inputs with many internal depen-
dencies as a problem of dependency graph reduction and proposed a general strategy to
solve this problem. Their following work further improved J-Reduce using finer-grained
modeling of dependencies [110]. JS Delta employs WALA static analysis [101] to reduce
JavaScript programs [108]. ddSMT is a program reduction tool for the SMT-LIBv2 format
specifically [161]. It achieves better performance on inputs in SMT-LIBv2 format by sup-
porting handling the language-specific features, such as macros, named annotations, and
scopes defined by push and pop commands. ddSMT2.0 is a successor of ddSMT [ 14]. It
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improves ddSMT by using a hybrid minimization strategy including both the ddmin-based
strategy used in ddSMT and an orthogonal hierarchical strategy. It also extends ddSMT by
supporting the entire family of SMT-LIBv2 language dialects. All these SPRs usually can
work effectively for only one specific programming language. In contrast, our framework,
Vulcan, is a language-agnostic program reduction tool and can effectively reduce programs
in different languages.

3.8 Chapter Conclusion

In this chapter, we proposed Vulcan, a language-agnostic program reduction framework to
further minimize the results of AGRs by exploiting the formal syntax of the language to per-
form diverse program transformations. These transformations can either create reduction
opportunities for other reduction algorithms to progress or directly delete bug-irrelevant
program elements from the results. We also proposed three simple but effective examples of
program transformations: Identifier Replacement, Sub-Tree Replacement, and Tree-Based
Local Ezhaustive Enumeration, and implemented a prototype of Vulcan on top of Perses
with these three transformations incorporated.

By conducting extensive evaluation with multilingual benchmarks including C, Rust
and SMT-LIBv2 programs, we demonstrated the effectiveness and generality of Vulcan.
On average, the result of Vulcan contains 33.55%, 21.61%, and 31.34% fewer tokens than
that of the state-of-the-art AGR, Perses, on C, Rust, and SMT-LIBv2 subjects respectively.
If more execution time is allocated, the result of Vulcan can be even smaller. Moreover,
Vulcan can even further reduce the results produced by C-Reduce for C programs. We
believe Vulcan can effectively facilitate the debugging process of language processors.
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Algorithm 4: Tree-Based Local Exhaustive Enumeration
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Input : P, the program to be transformed.
Input :¢: P — B, the property checking function
Output : A reduced program p, s.t. 1(p)
t < parseTree (P)
node sequence < [root node of ¢ |
while length of node sequence < 0ysize dO

L node sequence <— nodes in the next level of ¢

while true do
window _position < 0
while window position +0ysie < length of node sequence do
node set <— node sequence[window position: window position -0 ysizel
proper subsets < all true subsets of node set
filtered proper subsets <— {s | s € proper subsets A|node set \ s| > 2}
foreach s € filtered proper subsets do
nodes to remove <— node set \ s
t' < a new tree obtained by removing nodes in nodes_to remove from ¢
p < program derived from ¢’
if ¢(p) then
reduced < true
t+t
remove the removed nodes from node sequence

else window_position < window _ position + 1

if all nodes in node sequence are leaf nodes then break
| node_sequence <— nodes in the next level of ¢

return p
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Table 3.1: Number of queries required by performing Tree-Based Local Exhaustive Enu-
meration with different values of oysize. Qpos(Tusize) is the number of queries required by
each position of the sliding window given the oygize. Qrevel(Twsize) 1S the number of queries
required by the lowest level of a parse tree that has s leaf nodes given the o ,ze.

evel \ O wsize
O wsize ons (Uwsize) Ql : ( )
s=100 s=200 s=2300 s =400
1 99 199 299 399
4 392 792 1,192 1,592

11 1,067 2167 3,267 4,367
26 2496 5,096 7,696 10,296
57 5415 11,115 16,815 22,515

120 11,280 23,280 35280 47,280

247 22974 47671 72,371 97,071

00 ~J O U = W N
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Table 3.2: Evaluation results of Perses, C-Reduce, and Vulcan on C programs. The size of
a program is measure by the number of tokens it contains. O(#) is the size of the Original
bug-triggering program. R(#) is the size of the Reduced program. Q(#) is the number
of required property test Queries. T(s) is the execution Time in seconds. C(%) is the
percentage Changes in size of Vulcan’s results w.r.t. Perses and C-Reduce.

Perses C-Reduce Vulcan C(%) w.rt.
RGH QG Tk) R(H) Q) T() REH) Q(#) T(s) Perses C-Reduce

clang-22382 21,068 144 2,392 851 70 13,186 1,364 108 10,363 1,521 -25.00% 54.29%
clang-22704 184,444 78 1,828 1,870 42 11,189 2,263 62 5,181 2,171 -20.51% 47.62%
clang-23309 38,647 464 4,626 3,012 118 32,167 4,455 303 62,593 9,843 -34.70%  156.78%
clang-23353 30,196 98 2,820 1,088 74 12,299 1,410 91 7872 1,389 -7.14% 22.97%
clang-25900 78,960 239 2,527 1,672 90 16,517 2,022 104 10,382 2,605 -56.49% 15.56%
clang-26760 209,577 116 2,215 3,380 43 12,793 2,946 56 7,204 4,126 -51.72% 30.23%
clang-27137 174,538 180 5,046 15,857 50 25,049 9,078 88 14,085 18,593 -51.11% 76.00%
clang-27747 173,840 117 1,685 1,237 68 15,138 2,223 77 8480 2477 -34.19% 13.24%
clang-31259 48,799 406 2,435 2,523 168 26,997 5,549 276 56,473 17,364 -32.02% 64.29%
gce-59903 57,581 316 4,247 5,628 105 48,652 7,314 197 26,095 8,330 -37.66% 87.62%
gce-60116 75,224 443 5,335 3,839 168 39,262 6,131 247 59,359 9,768 -44.24% 47.02%
gee-61383 32,449 272 3,476 3,941 84 23,169 4,516 209 31,705 13,900 -23.16%  148.81%
gee-61917 85,359 150 2,941 2,344 65 23,138 3,832 103 10,028 2,963 -31.33% 58.46%
gcc-64990 148,931 240 3,460 3,047 65 23,358 5,190 204 14,823 5,061 -15.00%  213.85%
gce-65383 43,942 153 2,031 1,547 63 14,840 2,280 84 4,918 2,150 -45.10% 33.33%
gcc-66186 47,481 328 2,756 2,642 115 18,258 5,153 227 26,615 18,767 -30.79% 97.39%
gce-66375 65,488 440 3,141 3,869 96 21,181 8,057 227 30,792 14,918 -48.41%  305.36%
gee-70127 154,816 301 2,772 4,590 84 21,507 7,556 230 30,502 17,309 -23.59%  173.81%
gee-70586 212,259 159 4,458 8,684 130 35,794 8,043 106 18,326 22,434 -33.33%  -18.46%
gee-71626 6,133 51 575 57 46 7,179 417 38 1,763 104 -25.49%  -17.39%

median 70,356 210 2,796 2,827 72 21,344 4,486 107 14,454 6,696 -32.68% 56.37%
mean 94,487 235 3,038 3,584 85 22,084 4,490 152 21,878 8,790 -33.55% 80.54%

Bug O(#)
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Table 3.3: Evaluation results of Vulcan and Perses on C-Reduce reduced C programs. C(%)
is the percentage Change in size w.r.t. the result of C-Reduce.

C-Reduce Perses Vulcan

B TR REN Q) T %) [REI Q) TE  O%)
clang-22382 70 70 74 13 0 70 1,907 218 0
clang-22704 42 42 33 9 0 40 975 120 -4.76%
clang-23309 118 112 234 44  -5.08% 76 4,968 744 -35.59%
clang-23353 74 72 109 22 -2.70% 72 2,442 299  -2.70%
clang-25900 90 90 110 26 0 83 3,136 452  -7.78%
clang-26760 43 43 46 15 0 38 1,082 176 -11.63%
clang-27137 50 50 49 70 0 47 1,229 896  -6.00%
clang-27747 68 68 80 31 0 66 2,350 450  -2.94%
clang-31259 168 168 245 185 0 131 8,861 6,303 -22.02%
gce-59903 105 105 122 52 0 103 3,360 646  -1.90%
gce-60116 168 159 355 126 -5.36% 118 10,191 3,622 -29.76%
gcc-61383 84 84 145 79 0 84 2,409 2,179 0
gee-61917 65 65 70 17 0 62 1,761 238  -4.62%
gce-64990 65 65 58 19 0 62 1,580 306 -4.62%
gce-65383 63 61 81 35 -3.17% 51 1,699 434  -19.05%
gce-66186 115 115 294 114 0 112 3,153 3,374 -2.61%
gce-66375 56 56 62 137 0 53 1,670 2,468 -5.36%
gce-70127 84 84 98 117 0 76 2,614 1521 -9.52%
gce-70586 130 128 259 112 -1.54% 113 5,514 1,573 -13.08%
gee-71626 46 46 42 3 0 38 1,054 37 -17.39%%
median 72 71 90 40 0% 71 2,380 549  -5.68%
mean 85 84 116 73 -0.89% 75 3,098 1,303 -10.07%
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Table 3.4: Evaluation results of Perses, C-Reduce, and Vulcan on Rust programs. C(%) is
the percentage Changes in size of Vulcan’s results w.r.t. Perses and C-Reduce.

Perses C-Reduce Vulcan C(%) w.r.t

R(#) Q#) T(s) R(#) Q) TG6) R(#) Q(#) T(s) Perses C-Reduce

rust-44800 801 467 1,873 1,122 471 39,781 7,735 285 29,331 7,170 -38.97% = -39.49%
rust-69039 190 114 761 523 109 7,649 734 101 17,739 5,285 -11.40% -7.31%
rust-77002 347 263 1,221 311 264 21,470 2,276 247 13,605 1,796  -6.08% -6.44%
rust-77320 173 39 99 13 39 2,581 166 39 959 66 0 0
rust-77323 81 13 38 4 13 453 28 13 194 13 0 0
rust-77910 63 34 104 13 23 1,415 101 21 985 74 -38.24% -8.70%
rust-77919 132 74 297 55 70 6,190 459 62 3807 272 -16.22%  -11.43%
rust-78005 182 102 281 20 7 5,172 344 12 708 73 -88.24%  -84.00%

Bug O(#)

rust-78325 65 28 52 15 34 2,341 130 28 494 41 0 -17.65%
rust-78651 957 17 83 36 12 1,414 86 9 258 52 -47.06%  -25.00%
rust-78652 263 56 182 39 49 3,261 195 49 3,107 198 -12.50% 0
rust-78655 28 26 39 4 26 1,813 98 26 471 27 0 0
rust-78720 121 72 171 32 51 6,700 523 56 2,934 267 -22.22% 9.8%

median 173 56 171 32 49 3,261 195 39 1,052 93 -12.50% -7.34%

mean 262 100 400 168 95 7,711 990 73 5,738 1,180 -21.61%  -14.63%
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Table 3.5: Results of Vulcangg, Vulcan;r and Vulcangg reducing the 1-tree-minimal pro-
gram output by Perses. E(#) is the number of Eliminated tokens in reduction.

Perses Vulcangg Vulcan;p Vulcangp Vulcan

Bue R(#) [EG#) Q(#) T(6) [EEF) Q) T6) [EF) Q#) T@) | EG)
clang-22382 144 0 2,081 99 36 5,935 565 10 2,771 272 36
clang-22704 78 4 2171 108 12 582 59 6 4,332 420 16
clang-23309 464 38 34,366 1,965 163 25414 4,611 0 6,482 1,109 161
clang-23353 98 7 2,676 110 7 2871 230 0 1,689 176 7
clang-25900 239 108 4,525 245 45 11,269 1,356 0 3,521 404 135
clang-26760 116 2 2,234 125 42 1,836 474 0 1459 296 60
clang-27137 180 5 5317 513 87 3,951 2,172 0 2,356 965 92
clang-27747 117 3 2,160 164 40 3,862 805 0 1,715 448 40
clang-31259 406 54 31,021 3,761 84 20,586 11,483 0 5,127 3,577 130
gce-59903 316 7 9,737 564 141 12,569 2,071 126 6,692 1,394 119
gce-60116 443 104 39,934 2,485 200 28,561 7,329 0 5,955 1,780 196
gce-61383 272 38 19,185 2,817 35 11,660 7,479 10 4,654 4,164 63
gce-61917 150 2 3,613 164 42 3,757 428 7 2376 280 47
gce-64990 240 0 3,505 193 36 7,812 1,701 0 2,947 497 36
gcc-65383 153 56 1,682 160 26 3,418 796 0 1,966 458 69
gcc-66186 328 60 9,860 1,529 48 11,637 9,063 0 4,187 3,403 101
gcc-66375 440 171 17,028 3,448 61 52,589 23,075 0 6,184 3,955 213
gce-70127 301 25 16,428 3,592 73 12,330 9,631 0 4,085 4,464 71
gce-T70586 159 9 7,628 1,768 53 6,017 9,201 1 2,909 4,556 53
gce-71626 51 0 643 18 10 218 10 3 699 28 13
median 210 8 8,708 3,838 44 10,874 6,186 0 6,632 3,899 66
mean 235 35 13,828 4,775 62 14,382 8,211 8 6,644 5,216 82.9
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Table 3.6: Evaluation results of Vulcan and Vulcan® on C program benchmarks. C(%) is
the size change percentages of Vulcan™.

Perses Vulcan Vulcan™ C(%) w.r.t.

R(#) [RG#H) QG#)  T(s) [REH) Q(G) T(s) Perses  Vulcan

clang-22382 144 108 10,363 1,521 105 36,385 2,775 -27.08% -2.78%
clang-22704 78 62 5,158 2,171 62 13,291 2,490 -20.51% 0
clang-23309 464 303 62,593 9,843 221 245,942 20,266 -52.37% -27.06%
clang-23353 98 91 7872 1,389 81 44377 2,958 -17.35% -10.99%
clang-25900 239 104 10,382 2,605 102 50,896 4,844 -57.32% -1.92%
clang-26760 116 o6 7,204 4,126 50 38,063 5471 -56.90% -10.71%
clang-27137 180 88 14,085 18,593 86 51,767 23,160 -52.22% -2.27%
clang-27747 117 77 8,480 2,477 73 30,163 3,925 -37.61% -5.19%
clang-31259 406 276 56,473 17,364 269 216,614 41,935 -33.74%  -2.54%

gee-59903 316 197 26,095 8,330 194 95733 12972 -38.61% -1.52%

gee-60116 443 247 59,359 9,768 204 361,654 26,424 -53.95% -17.41%

Bug

gee-61383 272 209 31,705 13,900 209 86,581 19,025 -23.16% 0
gee-61917 150 103 10,028 2,963 101 41,453 4,631 -32.67% -1.94%
gee-64990 240 204 14,823 5,061 204 44,490 6,781 -15.00% 0
gee-65383 153 84 4918 2,150 84 16,532 2,907 -45.10% 0
gee-66186 328 227 26,615 18,767 188 90,776 32,040 -42.68% -17.18%
gee-66375 440 227 30,792 14,918 227 124,161 33,014 -48.41% 0
gee-70127 301 230 30,502 17,309 223 108,461 29,712 -25.91% -3.04%
gee-70586 159 106 18,326 22,434 92 56,063 48,043 -42.14% -13.21%
gee-71626 51 38 1,763 104 38 6,012 201 -25.49% 0
median 210 107 14,454 6,696 104 51,332 9877 -38.11% -2.40%
mean 235 152 21,878 8,790 141 88,071 16,183 -37.41% -5.89%
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Chapter 4

T-Rec: Fine-Grained
Language-Agnostic Program Reduction
Guided by Lexical Syntax

This chapter introduces T-Rec, a fine-grained, lexical syntax—guided reduction technique to
strengthen canonicalization—a key feature for facilitating bug deduplication. By operating
within tokens rather than treating them as atomic, T-Rec reduces superficial differences
among programs that essentially trigger the same bug. When integrated into Vulcan, T-Rec
successfully eliminates over a thousand additional duplicates and further shrinks reduced
programs, demonstrating its substantial impact on both canonicalization and minimization.

4.1 Introduction

For effective and efficient reduction, various language-agnostic program reduction tech-
niques have been proposed in recent decades [220, , , , , , , , |.
Although these techniques have been demonstrated to be effective, their performance, es-
pecially canonicalization, is still limited. One of the major bottlenecks is related to their
coarse reduction granularity. Specifically, in previous techniques such as HDD and Perses,
bug-triggering programs are converted into parse trees (i.e., tree-based), and the subse-
quent reduction transformations (e.g., deletion) regard each leaf node (i.e., each token)
as an atomic element. Therefore, each token (such as an identifier and a string literal)
can only either be entirely removed or kept as it is. In other words, these algorithms fail
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to recognize the benefits of shrinking and canonicalizing tokens and consequently do not
make attempts to incorporate such optimizations. A recently proposed language-agnostic
reducer, DDSET, tackles this problem by converting concrete structures in the program
to abstract symbols [83]. For example, it can reduce a concrete string token to the ab-
stract string symbol in the corresponding formal grammar, meaning that the content of
the string does not affect whether the program triggers the bug or not. However, our eval-
uation indicates that DDSET is not effective with bug-triggering C programs. One possible
explanation is that when the inputs have strict restrictions imposed upon on each token
by the semantics or the property (i.e., triggering a certain bug), the abstracting process
may become infeasible, and thus the effectiveness of DDSET may significantly deteriorate.
C-Reduce [170] is another reducer that attempts to overcome the limitation. It is a widely
recognized and powerful reducer commonly employed in compiler testing work and pro-
gramming language communities |139, , , , , , 70, 140]. C-Reduce strives
to reduce identifiers, strings and numbers to their canonical forms (More details in § 4.3.1).
However, the approach used by C-Reduce is specifically optimized for reducing C/C++
programs. Although some parts of its approach are language-agnostic, their performance
tends to be limited when the language is less similar to C/C-++, and thus could benefit
from further enhancements.

Practical Benefits of Fine-Grained Reduction.  Fine-grained reduction improves
program reduction in two aspects. First, it can minimize tokens such as identifiers and
literals to canonical tokens (formally defined in § 4.4.1), thus making the bug-triggering
program concise and further increasing the degree of canonicalization. Such improvement
can benefit bug deduplication, bug triage, and compiler fuzzing taming [15]. The other
benefit of fine-grained reduction is that it can potentially create reduction opportunities
for removing more tokens and lead to smaller and simpler reduction results.

T-Rec. Motivated by the practical benefits above, we propose T-Rec, a fine-grained
language-agnostic program reduction technique. It enhances the capabilities of reduction
and canonicalization of existing language-agnostic program reducers by incorporating a
novel, fine-grained reduction phase. Meanwhile, since T-Rec is guided by lexical syntax, it
can be readily and effectively applied to a wide range of programming languages. T-Rec
reduces tokens in two different ways. First, for each token, T-Rec tries to find the canonical
token and replace the original token with the canonical one. Specifically, T-Rec leverages
the lexical syntax to generate a list of smaller tokens arranged in ascending shortlex order
(i.e., shorter tokens come before longer tokens, and tokens with the same length are ordered
lexicographically). Then, it searches for the first token in the list that can replace the
original one until an attempt limit is reached. The found token is the canonical token
and is used to replace the original token. Such a replacement-based approach is especially
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effective in scenarios where there is no strict constraint imposed upon the content of the
token for the program to trigger the bug. Second, if T-Rec cannot find the canonical token
within the attempt limit, T-Rec reduces the token by attempting to remove unnecessary
characters in the token with the guidance of lexical syntax and then converts the remaining
characters to their canonical forms. More details of this approach are presented in § 4.4.
Compared to the replacement-based approach, this method is more effective when some
parts of the token are essential for the program to trigger the bug.

We conducted extensive evaluations with two benchmark suites, named Benchmark-Cano
and Benchmark-Reduce. Benchmark-Cano was curated by Chen et al. [15]. It contains
2,501 test cases that trigger 11 unique crash bugs in GCC 4.3.0, and 1,295 test cases that
trigger 35 unique miscompilation bugs also in GCC 4.3.0. We use this benchmark suite for
evaluating the performance of T-Rec in facilitating deduplication. Benchmark-Reduce is a
multi-lingual benchmark suite. It contains 20 C, 20 Rust, and 205 SMT-LIBv2 programs
in total, and is used for evaluating the effectiveness, efficiency, and generality of T-Rec.
We implemented T-Rec on top of Perses [192], Vulcan [221], and C-Reduce [170], and built
three prototypes named T-ReCperses, T-ReCvuican, and T-Rec . reduce. Both Perses and Vulcan
are open-source syntax-guided language-agnostic reducers, and C-Reduce is a widely used
reducer specifically optimized for reducing C/C++ programs. As for baselines, we use
Perses, Vulcan, C-Reduce, DDSET and some variants built on top of these existing reducers
(more details in § 4.5).

The evaluation results show that all the reducers with T-Rec integrated exhibit signif-
icantly better capability in canonicalization than the original base reducers. Specifically,
T-ReCperses, T-ReCvuican, and T-Rece.peduce €liminate 1,294, 1,315, and 336 more duplicates
in Benchmark-Cano than Perses, Vulcan, and C-Reduce. The evaluation results also show
that in terms of byte size, on average, the results of T-RecCpe,es are 65.52%, 28.34%, and
42.86% smaller than those of Perses, and the results of T-RecCyucan are 53.73%, 19.79%,
and 16.24% smaller than those of Vulcan on C, Rust, and SMT-LIBv2 benchmarks, re-
spectively. Such results further demonstrate the superiority of T-Rec in canonicalization.
Moreover, in terms of the number of remaining tokens in the reduced program, T-Recpg;ses
significantly outperforms Perses and C-Reduce-canope.s (a variant of T-RecCpeses that
uses the non-C/C++-specific canonicalization transformations rather than T-Rec in the
fine-grained reduction phase), which demonstrates that T-Rec can better create reduction
opportunities for removing more tokens than C-Reduce-cano. Finally, the results also show
that the overhead brought by T-Rec is within a reasonable range. Concretely, T-RecCpeyses
takes 24.22%, 31.22%, and 56.46% more time than Perses on C, Rust, and SMT-LIBv2
benchmarks, respectively, and T-RecCyy, takes 1.59%, 5.04%, and 5.01% more time than
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Vulcan on each benchmark.
Contribution.  We make the following contributions.

e We propose the first work that uses lexical syntax to efficiently and effectively perform
fine-grained language-agnostic program reduction at the token level. Specifically, we
propose a two-stage canonicalization approach to reduce each token to its canonical
form.

e We demonstrate that the fine-grained reduction process can not only significantly in-
crease the degree of canonicalization for a reducer, but also create more reduction oppor-
tunities to further remove tokens, thus enhancing the reduction ability of prior reducers.

e Our extensive experiments with a benchmark suite including programs in C, Rust, and
SMT-LIBv2 strongly demonstrate the efficacy and efficiency of T-Rec.

4.2 Motivating Example

In the section, we use the benchmarks rust-77002, gcc-60116, and gee-71626 as moti-
vating examples to illustrate how T-Rec enhances the capabilities of both canonicalization
and reduction.

rust-77002. Figure 4.1a, 4.1b, and 4.1c show the reduced programs output by Perses,
C-Reduce-canope,ses, and T-Recpeses on the benchmark rust-77002 respectively. In rust-
77002, the bug-triggering program contains an integer token 1_000_000_000_000. T-Rec
successfully reduces it to 0, while C-Reduce cannot. The reason is that C-Reduce uses
regular expression substitutions to canonicalize integers, and the regular expression does
not cover integers split with underscores. In contrast, T-Rec can handle any type of integer
in any language as it is guided by the lexical syntax. Reducing the original integer token
to 0 further narrows down the space of possible root causes of the bug, i.e., it shows that
the extremely large value of the variable (1_000_000_000_000) is not essential to trigger
the bug. Additionally, in this case, any program with a different integer is a duplicate (i.e.,
a different program that triggers the same bug). With T-Rec, the difference among such
duplicates can be completely eliminated, which makes deduplication trivial.

gcc-60116.  Figure 4.1d, 4.1e, and 4.1f show the results on the benchmark gcc-60116,
which illustrates another two cases where T-Rec performs better than C-Reduce in terms
of canonicalization. First, it can be observed that T-Rec reduces the string "checksum
= %X\n" to "%X", but C-Reduce does not reduce it at all. This is because C-Reduce at-
tempts to replace the string only with an empty string, whereas T-Rec further performs
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1 ...
2 int printf(const char x, ...);
1 fn main() { 3 void platform_main_end(
2 const N: u64 = 1_000_000_000_000; 4 uint32_t crc, int flag
3 const SIZE: usize = 4; 5 ) {
4 type Mat = [[i64; SIZE]; SIZE]; 6 printf("checksum_=_%X\n", crc);
5 - 7 3}
6 } 8
(a) The result output by Perses on rust-77002 (d) The result of Perses on gec-60116
1 fn main() { 1 ...
2 const c: u64 = 1_000_000_000_000; 2 int printf(const char x, ...);
3 const d: usize = 4; 3 void j(h aa, int b) {
4 type e = [[i64; d]; d]; 4 printf("checksum_=_%X\n", aa);
5 - 5 3}
6 } 6
(b) The result of C-Reduce-canopeyses on rust- (e) The result of C-Reduce-canope,ses on gee-
77002 60116

1 fn main() { 1 ...
2 const h: u64 = 0; 2 int printf(const char x, ...);
3 const g: usize = 4; 3 void b(a a, int b) {
4 type a = [[1i64; gl; 9]l; 4 printf("sX", a);
5 - 5 3}
6 1} 6
(¢) The result of T-Recperses on rust-77002 (f) The result of T-Recperses on gee-60116

Figure 4.1: Code snippets in programs output by Perses, C-Reduce-canope,s.s, and
T-Recperses on benchmark rust-77002 (left) and gec-60116 (right).
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deletion-based canonicalization if such a replacement fails. Additionally, in this bench-
mark, T-Rec better canonicalizes identifiers than C-Reduce. The original identifier crc
is reduced to a by T-Rec, whereas C-Reduce reduces it to aa. Although there is only a
one-character difference in this case, such an improvement can be important in scenarios
like bug deduplication. This difference stems from C-Reduce grouping identifier tokens
that have the same name and renaming different groups of identifier tokens with different
canonical identifiers. Therefore, the number of unique identifiers does not change after
canonicalization. In this case, C-Reduce exhausts all the one-letter identifiers. In contrast,
T-Rec canonicalizes each single token solely, which can potentially decrease the number of
unique identifiers.

gce-71626.  Figure 4.2 shows the results on the benchmark gee-71626, which illustrates
that T-Rec is effective in removing tokens. Figure 4.2a is the reduced program output by
Perses, and Figure 4.2b is the result of T-Recpeses. Compared to Perses, T-Recpe,ses further
removed lines 2 and 8 (highlighted in red). The reason that Perses cannot remove these
two lines is that line 9 in Figure 4.2a uses the variable defined in line 8, and line 8 uses
the function defined in line 2. Nevertheless, after the fine-grained reduction performed by
T-Rec, the identifier in the curly bracket on line 9, becomes the same as the function name
on line 7 in Figure 4.2a (as shown in Figure 4.2b, on line 6 and line 7, the function name
and the identifier in the curly bracket are both b). This change makes line 2 and 8 in
Figure 4.2a obsolete, and thus they can be removed.

1 typedef long llong;
2 testlchar8() {}
3 typedef 1long vllongl 1 typedef long a;
4 __attribute__( 2 typedef a ¢
5 (__vector_size__(sizeof(llong))) 3 __attribute__(
6 ); 4 (__vector_size__(sizeof(a)))
7 vllongl test2llongl() { 5 )H
8 llong ¢ = testlchar8; 6 c b() {
9 vlilongl v = {c}; 7 c a = {b};
10 return v; 8 return a;
11 } 9 }
12 main() {} 10 main() {}
(a) The result of Perses on gec-71626 (b) The result of T-Recperses on gee-71626

Figure 4.2: Results output by Perses and T-Recpe,ss on benchmark gee-71626.

o6



4.3 Preliminaries

4.3.1 Canonicalization in C-Reduce

C-Reduce has a few transformations specifically implemented for canonicalization. These
transformations can be classified into three types by their purposes, i.e., renaming identi-
fiers, deleting content of string literals, and reducing integers. All the renaming transfor-
mations except one of them are language-specific as they need to be performed on top of
the AST. The one exception does not rely on the AST; instead, it refactors the program
by renaming all the identifiers with a set of canonical identifiers (i.e., a, b, ¢, ---, aa,
ab, ac, --+). The other two types of transformations are also not C/C++-specific. The
transformation for deleting the content of strings simply replaces each string token with an
empty string, and the transformations for reducing integers are based on regular expression
substitution (e.g., matching a hex and replacing with a decimal). For convenience, we refer
to the group of non-C/C++-specific canonicalization transformations mentioned above as
C-Reduce-cano. However, the generality of C-Reduce-cano is limited even though they
are not C/C++-specific. First, the effectiveness of renaming and string-deleting transfor-
mation relies on the correctness of the lexing. However, C-Reduce only utilizes a C lexer,
which cannot ensure correctness when being applied to different languages. For example,
in SMT-LIBv2, identifiers can include dashes (i.e., -), and C-Reduce cannot recognize such
identifiers and thus cannot rename them. Second, the regular expression substitution does
not work if the target language supports different forms of integer literals. For example,
C-Reduce cannot reduce 1_000_000_000_000 to 0 in rust-77002 shown in Figure 4.1b.
In addition to generality, C-Reduce-cano is also limited in terms of effectiveness. First,
C-Reduce-cano cannot effectively canonicalize tokens when there are restrictions imposed
upon the tokens. For example, C-Reduce-cano cannot reduce the string at all in gcc-60116
shown in Figure 4.1e. Second, C-Reduce-cano can hardly create reduction opportunities
for removing more tokens, e.g., they cannot help remove more tokens as T-Rec does in
gce-71626 shown in Figure 4.2.

4.3.2 Lexical Syntax

Lexical syntax determines the way that a sequence of characters should be split into a
sequence of tokens. It is described by a list of lexical rules. Each rule defines the form of
a specific type of token. Figure 4.3 shows a (partial) lexical rule in the syntax of the C
programming language written in ANTLR [7] grammar format, which formally defines the
Constant token type. The fragment rules (rules that start with the keyword “fragment”)
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13

15
16

18
19

21
22

24
25

27
28

Constant
: IntegerConstant
| FloatingConstant
| CharacterConstant ;

fragment IntegerConstant
: DecConstant IntSuffix?
| OctConstant IntSuffix?
| HexConstant IntSuffix?
| BinaryConstant ;

fragment BinaryConstant
'0" [bB] [0-1]+ ;

fragment DecConstant
: NonzeroDigit Digitx* ;

fragment OctConstant
"0’ OctalDigitx* ;

fragment HexConstant
: HexPrefix HexDigit+ ;

fragment HexPrefix
'0" [xX] ;

fragment NonzeroDigit
[1-9] ;

29
30

32
33

35
36
37
38
39

41
42

44
45

47
48
49

51
52

fragment OctalDigit
[0-71 ;

fragment HexDigit
[0-9a-TA-F] ;

fragment IntSuffix
: USuffix LongSuffix?
| USuffix LLSuffix
| LongSuffix USuffix?
| LLSuffix USuffix? ;

fragment USuffix
full ;

fragment LongSuffix
[l ;

fragment LLSuffix
AN
| rLLr ;

fragment Digit
[0-9] ;

Figure 4.3: The partial lexical grammar of Constant token in C written in ANTLR gram-
mar format
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are introduced for better readability. This example rule defines that a Constant can be
an IntegerConstant, a FloatingConstant, or a CharacterConstant (line 1-4). Then,
IntegerConstant is defined to have four different forms (line 6-10). For example, it
can be a HexConstant optionally (indicated by ?) followed by an IntSuffix (line 9).
HexConstant, according to the corresponding fragment rule, is defined to be a HexPrefix
followed by one or multiple (indicated by +) HexDigit (line 21-22). A HexPrefix can
be either @x or 0X, indicated by ‘0’ [xX] (line 24-25), while a HexDigit can be any
character in the set [0-9a-fA-F] (line 32-33). Guided by the lexical rule, we can possibly
split a token into finer structures. For example, a hexadecimal constant token OxffOOull,
according to the example lexical rule, can be divided into four components:

Component  Fragment Description

0x HexPrefix the prefix for hexadecimal numbers
ff00 HexDigit+ hexadecimal digits

u USuffix the suffix for unsigned numbers

11 LLSuffix  the suffix for the integer type long long

4.4 Methodology

Syntax-Guided e
yniax-Guiae . First time reach here?
Program Reduction .
or any token is deleted?

& Parsing Syntax -Guided Yes S
_— — < >
Reductlon Algorithm No

Is fixpoint /
Program P Parse Tree Reduced Result reached? Yes Program P

Replace

: : Fine-Grained

1 O Rule node 1 Reduction .

1 | Deletion-Based Token Replacement-Based

1 1

: O Token node : Canonicalization Token Canonicalization
1

. |

1 1

A Canonicalized Result A (Partially) Canonicalized Result A Reduced Result

e e ———————

Figure 4.4: The overview of T-Rec.
Figure 4.4 shows the overview of T-Rec. Given a program to reduce, T-Rec first reduces

it with a syntax-guided program reduction algorithm. Once the algorithm reaches a fixed
point (i.e., it can no longer remove more tokens), the process of fine-grained reduction
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starts. In this process, T-Rec strives to reduce each token to its canonical form. Specifically,
T-Rec first attempts to replace each token with the canonical token, which is generated
based on the lexical rule of that particular token type. Such a replacement-based approach
is the most efficient way to canonicalize a token. It is also effective in most scenarios, and
thus it is performed first. However, some of the tokens may not be able to be directly
replaced with the canonical tokens. There might be some constraints imposed upon the
tokens to ensure that the program preserves the property (e.g., an integer has to be larger
than a certain value). For such tokens, T-Rec further performs a deletion-based approach
to canonicalize them. This approach first converts the token to a tree representation
that reflects the lexical structure of the token (referred to as a lex tree) based on the
lexical syntax. Next, it applies lexical syntax-guided reduction to the lex tree to remove
unnecessary token fragments. Finally, T-Rec canonicalizes each remaining token fragment
by replacing it with the canonical one. This second approach is not as efficient as the first
one. Nevertheless, it is more effective when there are strict restrictions imposed upon the
token.

Algorithm 5 is the main algorithm of T-Rec. The invocations of reduceUntilFixpoint
on line 1 and line 13, correspond to the repeating syntax-guided reduction algorithm in
Figure 4.4. The for loop from line 5 to line 12 corresponds to the fine-grained reduction
process, which will be introduced in detail in § 4.4.2 and § 4.4.3. The while condition on
line 14 ensures that the reduction terminates when the outer fixpoint is reached.

4.4.1 Definition of Canonical Tokens

Before introducing the two canonicalization approaches, we first define canonical tokens in
this subsection.

Definition 4.4.1 (Token). A token t consists of a list of characters [ci,ca, ..., c,]. It is
associated with a type defined by the lexical syntaz, denoted as type(t), and its length equals
the number of characters in the list (i.e., n), denoted as length(t).

Example. In C programs, 0x00ff is typically defined as a Constant token. Its length
is 6 as it contains 6 characters.
Definition 4.4.2 (Shortlex Order). Given two tokenst; = [cl,c}, ..., cL

m] andtQ[cf,cg,. 02]7
ty <s to if and only if Equation (4.1) or Equation (4.2) holds:

e bp

length(t1) < length(ts) (4.1)

length(ty) = length(ty) N3i,Vj <i = ¢j = Nef < ¢ (4.2)
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Algorithm 5: The Main Algorithm — reduce(P, ¥, G)

Input : P, the current program to be further reduced
Input :¢: P — B, the property checking function

Input : G: the formal syntax of the programming language
Output : A reduced program that still satisfies 1)

// syntax-guided program reduction

Ppin < reduceUntilFixpoint (P, ¢)

do// Token canonicalization loop

Pprev <~ Pmin

tokenCount < P,,;,.tokenCount ()

for i € [1, tokenCount] do

origToken < Pp,;,.getNthToken ()

P/ . < replacementBasedCanonicalize(P,,,, origToken, ¢, G)
if P/ . +# P, then

min

© 0N O Uk W N

else
// deletion-based token canonicalization
11 Pin < shrinkToken ( Py, origToken, ¥, G)
12 Pin <+ canonicalizeTokenFragments (P, origToken, ¥, )

[y
(=}

13 Pyin, < reduceUntilFixpoint (Ppin, ¥)
14 while P,;,.size() < Pprep.5ize()
15 return P,
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Example. Given three string literal tokens: t; is "", t5 is "a", and 3 is "b", it can be
deduced that t; <ty <, t3 because t; contains the smallest number of characters (i.e., two
double quotes), and the character a in t5 is in front of the b in ¢3 in lexicographic order.
Definition 4.4.3 (Canonical Token). Given a program P that consists of a list of tokens
[t1, 12, ..., t,] and a property ¢ that P has (i.e., ¥(P) = true), a token t; is canonical if and
only if:

Vit < t; A type(t:) = type(t;), P' = P[t;/t.] = (P") = false (4.3)

where type(t) is the token type of the token t defined by the lexical syntaz (e.g., identifier),
and Plt;/t] the program derived by replacing t; with t; in P.

Ezample. Suppose that a program P that contains four tokens, [print, (, "hello",)],
can print “hello”, and assume that the property 1w is that the program prints at least
one ASCII printable character (character code 32-127). Then, the canonical token of the
string token "hello" is "_" (i.e., a string that only contains a space), because is
the first string token in the shortlex order that preserves the property of the program.
Sometimes, following the shortlex order based on ASCII can lead to canonical tokens with
poor readability. To fix this limitation, a feasible solution is to customize the order of the
alphabet rather than following the conventional order in ASCII.

4.4.2 Replacement-Based Token Canonicalization

Algorithm 6 describes the way that T-Rec replaces tokens with generated canonical to-
kens. The algorithm takes four inputs, i.e., the current minimal program, the token to
be replaced, the property checking function, and the formal syntax of the corresponding
programming language. First, T-Rec retrieves the lexical rule of the token from the given
formal syntax based on the token type (line 1). Next, with the obtained lexical rule, it
generates a list of tokens in shortlex order (line 2). The generation approach that we use
is similar to the input generation method mentioned by a few existing grammar fuzzing
studies |13, , 99], but instead of random generation, we make the generation follow the
shortlex order. Typically, the result of the generation is determined by a list of choices
that decide (1) whether to generate for a part marked with an optional quantifier, (2) how
many times to generate a part marked with Kleene star and Kleene plus, (3) and which
character(s) within the defined set to generate. The strategy that T-Rec follows is gen-
erating as few parts as possible and always prioritizing character(s) that are sequentially
positioned in the front in shortlex order. According to the definition of canonical tokens,
the first token in tokenList that makes the program pass the property test is the canonical
token. Therefore, in the following loop (line 4-7), T-Rec iterates over tokenList until it finds
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Algorithm 6: replacementBasedCanonicalize(P, origToken, ¥, G)

B =) B SV R VR

(0]

10

11
12
13

14
15
16
17

18

Input : P, the current best program

Input : origToken, the token to be replaced

Input : ¢, the property checking function, which takes as input a program and

outputs a boolean

Input : G: the formal syntax of the programming language
Output : A reduced program that has the property 1
lexicalRule +— getLexicalRule (origToken.tokenType, G)

tokenList <~ generateInShortlex0Order(lexicalRule)
attemptLimit < getAttemptLimit (origToken.tokenType)

for i € [1, min(tokenList.size(), attemptLimit)] do

newToken <« tokenList[i]

if replacelfPassTest (P, v, origToken, newToken) then
L break

return P
Function replaceIfPassTest(P, v, origToken, newToken):
// try to replace tokens with the same text simultaneously
P’ < a new program derived by replacing all the tokens in P that have the same text
as origToken with newToken
if ¢ (P’) then
update P with P’
return true

// if not work, try to replace a single token
P’ + a new program derived by replacing origToken in P with newToken
if ¢ (P’) then
update P with P’
L return true

return false
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the token that can replace the original token while preserving the property ¢ (line 6-7).

Sometimes, the canonical token is not positioned in the front in the shortlex-ordered
token list. For example, it is possible that to preserve the property, an integer literal
needs to be larger than or equal to 100. In such a case, T-Rec has to try all the integers
from 0 to 99 to eventually find that 100 is the canonical token. To ensure the replacement-
based token canonicalization algorithm does not waste too much time for such cases, T-Rec
terminates the for loop once the attempt limit set for the token type is reached (line 3 and
line 4). T-Rec has two different attempt limits for different token types. For identifiers,
the attempt limit is set to infinite. Because for identifiers, the aforementioned problem
does not exist as the text content of the identifier does not affect the semantics of the
program. For tokens other than identifiers, the attempt limit is set to a small value. In
our implementation, it is set to 2 in order to cover both 0 and 1 for integer tokens.

Property Checking with New Tokens. The function replaceIfPassTest in Algo-
rithm 6 describes the way that T-Rec checks whether a new token can replace the original
token(s) without making the program lose the property. As shown in the algorithm, T-Rec
performs replacement in two different ways. It first replaces all the tokens in ¢ that have the
same text as origToken with newToken to generate a new program (line 10), and it performs
the property test on this new program (line 11-13). The insight behind this replacement is
that tokens having the same text are often semantically related, and thus replacing them
together sometimes better preserves the property of the program. If the new program still
has the property (i.e., 1¥(P) = true), T-Rec updates the current minimal program P and
returns true (line 12-13). Otherwise, T-Rec generates another new program by only replac-
ing the single token origToken in P with newToken (line 14), and T-Rec repeats the previous
steps, i.e., testing and possibly updating, with this new program (line 15-17). If neither of
these two new programs passes the property, the function returns false, indicating the new
token fails the test.

Example. Figure 4.5 illustrates the process of a new token being tested by the function
replaceIfPassTest. Assuming that the original program is P; in Figure 4.5a, the original
token is long_var on line 6, and the new token is a. The function replacelfPassTest
first generates P, as shown in Figure 4.5b by replacing all the long_var in the original
program P; with a. If P, passes the property test 1, the function updates P with P, and
returns true to indicate that the test is passed. Otherwise, if P, does not pass the property
test 1), the function replaceIfPassTest generates P3 in Figure 4.5¢ by replacing only the
long_var on line 6, since it is the original token. Next, the function replaceIfPassTest
tests P3 against the property test . If the property test is passed, the program P is
updated and true is returned; otherwise, the function returns false, indicating the test of
this new token fails.

64



1 1 1

2 2 2

3 3 3

4 4 4

5 dint main() { 5 int main() { 5 int main() {

6 int long_var = 1; 6 int a = 1; 6 int a = 1;

7 int b = long_var + 2; 7 int b = a + 2; 7 int b = long_var + 2;
8 return b; 8 return b; 8 return b;

9 9 9

} } }

(a) The original program  (b) The generated program P, (c) The generated program Pj

Figure 4.5: An example of property checking with a new token

4.4.3 Deletion-Based Token Canonicalization

Replacement-based token canonicalization is not efficient when the token to be canonical-
ized is imposed with certain restrictions for preserving the property of the program (e.g.,
an integer needs to be at least 100 to make the program have the property). Therefore,
we propose a deletion-based token canonicalization approach to canonicalize the remaining
tokens. The intuition of this approach is to first remove the unnecessary characters or
token fragments (i.e., shrinkToken) and then canonicalize the remaining token fragments
(i.e., canonicalizeTokenFragments).

Constant

IntegerConstant

HexConstant IntSuffix?

LLSuffix?

HexPrefix HexDigit+

)

Figure 4.6: The lex tree of token OxffOOull in C language.
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Lex Tree

To facilitate the reduction with lexical syntax, we utilize lex tree to represent the internal
structures of tokens. Lex tree is similar to a parse tree, but instead of representing a
program, lex tree only represents a single token. Lex trees not only enable T-Rec to
perform a tree-based lexical syntax-guided reduction algorithm to effectively and efficiently
remove unnecessary parts within a token but also contain the necessary information for
canonicalizing the shrunk token.

Figure 4.6 shows an example lex tree which is built from a C constant token OxffOOull,
based on the lexical definition of Constant. ! The root node of the tree represents the
corresponding lexical rule. Each intermediate node represents a fragment, and each leaf
node is an atomic fragment. Such a tree representation can provide guidance for token
shrinking. First, it can be observed that the first two characters @ and x are bound
together. They form the atomic fragment HexPrefix, and either deleting them or one of
them will probably make the token syntactically invalid. Next, ff00 are four hexadecimal
digits. Their parent node is a Kleene plus node (indicated by +). For every Kleene plus
node, its child can be deleted without breaking the syntax as long as at least one child
remains. The remaining parts u and 11 are two suffixes of an integer. The former is an
unsigned suffix and the latter is a long long suffix. Their lowest common ancestor is
IntSuffix, which is an optional node (indicated by ?). For such a node, the sub-tree
rooted in it can be deleted without breaking the syntax. Another special type of node that
is not included in the example is Kleene star node (indicated by *). For Kleene star nodes,
deleting an arbitrary number of its children does not break the syntax.

In addition to providing guidance to token shrinking, lex trees also contain the infor-
mation for canonicalization. For example, according to the lex tree, the four characters in
ff00 are all HexDigit. According to the formal syntax, each of them can be a character
in [0-9a-fA-F]. Therefore, we can canonicalize ff00 by replacing each token fragment
with another valid one that is positioned as close to the beginning as possible in shortlex
order, e.g., the resulting four characters can be 1000.

Lexical Syntax-Guided Reduction

As introduced in § 4.4.3, there are three special types of nodes in a lex tree: optional
nodes, Kleene star nodes, and Kleene plus nodes. For nodes that belong to these types,

TA token definition can simply be a regular expression. In such cases, T-Rec recognizes and outlines
each necessary, optional, and repetitive fragment in the regular expression and builds lex trees based on
the new outlined definition.
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Algorithm 7: Lexicial Syntax-Guided Reduction — shrinkToken (P, origToken,
v, G)

Input : P, the current best program

Input : origToken, the token to be shrunk

Input : ¢, the property checking function, which takes as input a program and output
a boolean

Input : G: the formal syntax of the programming language

Output : A reduced program that has the property ¥

1 tje; < buildLexTree (origToken, G)

2 queue < [tje,.root|

3 while queue is not empty do

4 node < queue.poll()

5 if node is an optional node then

6 tlew < tiex-removeNode (node)

7 if replacelfPassTest (P, ¢, treeToToken (t.,), treeToToken(t;ex)) then
8 | tiea  teg

9 else

10 L queue.addAll (node.getChildren())
11 else if node is a Kleene star node or a Kleene plus node then

12 children «+ node.getChildren()

13 remaining < ddmin (children, 1)

14 update tj., by removing nodes in children but not in remaining
15 update P with the updated t.,

16 queue.addAll(remaining)
17 else queue.addAll(node.getChildren())

18 return P
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deleting them or their children in a certain way can ensure that the resulting token is still
syntactically valid. Based on this insight, we propose a lexical syntax-guided reduction
algorithm.

Algorithm 7 describes the algorithm in detail. It takes three inputs, the current minimal
program P (i.e., the fixpoint result), the token to be shrunk origToken, and the property
test function ¢ which checks whether the program still has the property. First, T-Rec
builds the lex tree for the given token (line 1) and initializes queue with the root node of
the lex tree (line 2). Next, T-Rec reduces the lex tree in a while loop (line 3-17). Whenever
queue is not empty, T-Rec enters the loop and retrieves the first node in the queue (line 4).
Depending on the type of the node, T-Rec takes the following actions.

e Optional Node If this node is an optional node, T-Rec generates a new lex tree by
removing this optional node from the original lex tree (line 6). If the new lex tree ¢,
passes the property test, the original lex tree t., is updated with ¢],,, and no nodes are

added to the queue (line 7-8); otherwise, if ¢]_ does not pass the test, T-Rec adds all the

lex
children of the optional node to the queue (line 9-10), and t),, is discarded.

/

lex

e Kleene Star Node or a Kleene Plus Node If the node is a Kleene star node or
Kleene plus node, T-Rec applies ddmin to minimize the number of children of the node.
Next, t, is updated by only keeping the remaining children (line 12-14), and the queue
is updated by adding all the remaining children to it (line 16).

e Any nodes that do not belong to these three types are not processed, and T-Rec simply
adds their children to the queue (line 17).

Lex Tree-Based Canonicalization

After the lexical syntax-guided reduction finishes, T-Rec canonicalizes the token by replac-
ing each token fragment with another valid one that is positioned as close to the beginning
as possible in shortlex order as shown in Algorithm 8 (line 3-10). The canonicalization
process is similar to replacement-based token canonicalization. Replacement-based token
canonicalization canonicalizes the entire program by replacing each token with a canon-
ical one, while lex tree-based canonicalization canonicalizes a single token by replacing
each token fragment with a canonical one. Note that there is also an attempt limit in
the algorithm (line 6). In our implementation, we set it to 2, which is the same value in
replacement-based token canonicalization for tokens other than identifiers.

Example. To illustrate the process of the deletion-based token canonicalization step by
step, we use OxffOOull as an illustrating example and show how this token is canonicalized.
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Algorithm 8: canonicalizeTokenFragments (P, origToken, ¥, G)

Input : P, the current best program
Input : origToken, the token to be canonicalized
Input : ¢, the property checking function, which takes as input a program and output
a boolean
Input : G: the formal syntax of the programming language
Output : A canonicalizaed program that has the property
tier < buildLexTree(origToken, G)
leaves < t.,.getLeaves()
for i € [1,leaves.size()] do
fragment < leaves(7)
fragmentList < generateFragmentsInShortlexOrder(t;,, fragment, G)
for j in range(min(fragmentList.size(), attemptLimit)) do
newFragment <« fragmentList[j]
t)., < a new lex tree derived by replacing fragment with newFragment
if replacelfPassTest(P, ¢, treeToToken (t..), treeToToken(tfex)) then
L break

© W N O Uk W=

-
(=)

11 return P

Original Token New Token P Updated Token
(1) remove IntSuffix?: ull > > False >
(@ reduce HexDigit+: o0 > > False S
(@) reduce HexDigit+: ££ > > False !>
@) reduce HexDigit+: o > > True S
(5) remove LLSuffix?: ir > S5 True S
(© replace 1st HexDigit: > > False >
(7) replace 1st HexDigit: > S5 True S
(8 replace 2nd HexDigit: > S True >

Figure 4.7: An example showing the process of the deletion-based token canonicalization.
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The process is shown in Figure 4.7, using the lex tree of Oxff00ull shown in Figure 4.6.
The lexical syntax-guided reduction algorithm visits nodes in the breadth-first order, and
thus IntSuffix? is the first special node being visited. Since it is an optional node, the
algorithm removes the entire node, which creates a new token 0xff00 (step (D), and invokes
replaceIfPassTest to test this new token. Assuming the new token fails the test, the
algorithm discards the new token, and continues to visit subsequent nodes. The next special
node is HexDigit+. For this Kleene plus node, the algorithm invokes ddmin to reduce the
four children (step @ - @). Assuming that eventually ddmin removes the last HexDigit
(i.e., 0) (to ensure the result is a fixpoint, more steps are performed by ddmin after step @,
we assume all these steps fail the property test and omit them for brevity), the token is then
updated with the smaller one, and the program is updated accordingly. The last special
node is LLSuffix?, which is also an optional node. Similarly, the algorithm generates a new
token by removing the node. If this new token passes the test, the algorithm updates the
lex tree and the program again. Eventually, the lexical syntax-guided reduction algorithm
shrinks the token from 0xffOOull to OxffOu. Next, T-Rec performs the lex tree-based
canonicalization algorithm. Since the first token fragment 0x does not have any other valid
alternatives, T-Rec just skips it and moves to the next token fragment, i.e., the first f.
From the formal syntax, this fragment is defined by [0-9a-fA-F]. The first two fragments
in this set in shortlex order are ® and 1. Therefore, T-Rec first attempts to replace the first
f with 0 (step ®). If such a replacement fails, T-Rec attempts to replace it with 1 (step
(). Suppose such a replacement passes the property test, T-Rec then updates the token
and the program and moves to the next fragment and repeats the same process (step ®).

4.5 FEvaluation

To demonstrate the effectiveness and efficiency of T-Rec, we implemented prototypes of
T-Rec on top of Perses, Vulcan, and C-Reduce named T-ReCpepses, T-ReCvuican, T-ReCoreduce’
respectively and conducted extensive evaluations to investigate the following research ques-
tions:

RQ1: What is the effectiveness of T-Rec in facilitating dedupliation?
RQ2: What is the effectiveness of T-Rec in reducing byte size?
RQ3: What is the effectiveness of T-Rec in removing tokens?

2T-ReCc.Reduce is implemented by replacing C-Reduce-cano (i.e., the non-C/C-+-specific canonical-
ization transformations) in C-Reduce with T-Rec
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RQ4: How efficient is T-Rec?

Benchmark Suites. Two benchmarks suites are used for evaluating T-Rec. The first
benchmark suite is collected and used by Chen et al. |15] (referred to as Benchmark-Cano).
We use this benchmark for evaluating the performance of T-Rec in facilitating deduplica-
tion. The other benchmark suite used for evaluating T-Rec is named Benchmark-Reduce.
This benchmark suite contains bug-triggering programs in three different programming
languages, .e., C, Rust, and SMT-LIBv2. It is included to further assess the effectiveness
and efficiency of T-Rec. Meanwhile, this multi-lingual benchmark suite also allows us to
evaluate the generality of T-Rec to some extent.

e Benchmark-Cano includes 2,501 test cases that trigger 11 unique crash bugs and 1,295
test cases (1,298 in total, but we cannot reproduce the bug with 3 test cases) that trig-
ger 35 unique miscompilation bugs in GCC 4.3.0. All the test cases are generated by
CSmith [223] version 2.1.0 under its default setting. This benchmark suite also contains
JavaScript bug-triggering test cases. We did not use them since we did not have access
to the corresponding property test scripts.

e Benchmark-Reduce consists of 20 C programs, 20 Rust programs, and 205 SMT-LIBv2
programs. The C programs are also used for evaluation in previous studies [192, ,
, 78, 228|, which is generated by fuzzing techniques including CSmith and EMI [ |.
The Rust benchmarks are all real-world bugs collected by the authors, and most of them
are also used for evaluation in previous research studies [221, , |. Each C and
Rust benchmark consists of a bug-triggering program that triggers an unique crash or
miscompilation bug and a shell script that checks whether a program triggers the bug
in certain affected version(s) of compilers. The SMT-LIBv2 programs are collected from
the benchmark suite for evaluating ddSMT [114, 161], which contains 241 SMT-LIBv2
programs in total. We used 205 of them in our evaluation since the remaining 36 SMT-
LIBv2 programs cannot be parsed or pass the property check.

Baselines. The baselines to which we compared T-Rec include Perses, Vulcan, C-
Reduce, DDSET, and a few variants built based on these reducers.

e Perses is a language-agnostic syntax-guided program reducer [192]. It excels at efficiency,
and reducers including Vulcan and DDSET are built on top of Perses.

e Vulcan is the state-of-the-art language-agnostic program reducer [221]. It integrates three
auxiliary reducers on top of Perses to trade off execution time for smaller outcomes.

e DDSET is another language-agnostic reducer built on top of Perses [33]. It strives to
abstract the bug-triggering input after reduction, which can be considered as a differ-
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ent approach of canonicalization. We use the implementation from the DDSET GitHub
repository [81] and follow the instructions provided in the repository.

e C-Reduce is a commonly used state-of-the-art program reducer that is specifically op-
timized for reducing C/C++ programs. For C-Reduce, in addition to its default setting
(referred to as C-Reduce), we also include C-Reduce with its sl1looww flag enabled (C-
Reduce under this setting is referred to as C-Reduce-slow) as a baseline. When the
flag s1looww is enabled, C-Reduce performs more exhaustive reduction transformations
and thus provides enhanced capability of both reduction and canonicalization at the cost
of execution time.

e C-Reduce-canop. ;s and C-Reduce-cano yyeq, are two variants of T-Recpe,ses and
T-Recyuican- They are built by replacing the find-grained reduction components (blue
part in Figure 4.4) with C-Reduce-cano.

The name convention we followed for naming the prototypes and variants (reducer with a
subscript in its name) is that the base name refers to the canonicalization approach, and
the subscript refers to the main reduction algorithm.

Metrics. In the evaluation, the following four metrics are used to measure the perfor-
mance of program reduction:

e Number of Eliminated Programs: the total number of eliminated programs. Given
a list of programs, after reduction, some programs may become textually equivalent.
For each group of textually equivalent programs, only one of them is kept and others are
eliminated. A higher value of this metric indicates a better capability of the corresponding
reducer in canonicalization.

e Program Size in Bytes: the number of in bytes it takes to store the reduced program.
This metric can reflect the capability of both reduction and canonicalization to some
extent. The smaller the program size, the better the performance of both the reduction
and canonicalization.

e Token Count: the number of tokens in the reduced program. This metric mainly
measures the capability of reduction. The smaller the number of tokens, the better the
performance of the reduction.

e Time: the execution time (in seconds) of the reduction.

We measure both the program size in bytes and token count of the results to provide a
comprehensive evaluation of the effectiveness. The number of tokens reflects the reduction
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capability of a reducer. Fewer tokens in the output program indicate better reduction capa-
bility. While the program size in bytes also reflects the reduction capability, it reveals the
canonicalization capability of a reducer to some extent. Having fewer redundant bytes in
the reduced program often leads to fewer differences among reduced duplicates. To observe
the reduction performance gap between T-Rec and the baselines in a straightforward way,
we also include percentage change in size (for both program size in bytes and token
count) in the evaluation results, which is calculated by (size — siZepaseline ) /SiZ€baseline-

Different tools may output reduced programs in different formats, and the byte size
of the programs can be noticeably affected by their format. To eliminate the influence of
format on size comparison, we do not count any whitespace in the reduced programs.

Experiment Setup. The experiments are run on an Ubuntu 20.04 server with AMD
Ryzen 9 7950X 16-Core CPU and 128 GB RAM. All the experiments are run with a single
thread.

Table 4.1: The reduction results produced by different reducers on the 2,501 crash test cases
in Benchmark-Cano. The column Eliminated (#) shows the total number of programs
eliminated by each reducer.

Reducer Eliminated (#) Average Time (s) Average Size (# of Tokens)
Perses 3 83.05 59.87
C-Reduce-cano peyses 741 84.52 59.87
T-ReCperses 1,297 89.76 55.73
Vulcan 13 146.97 42.27
C-Reduce-cano vyican 808 148.05 42.27
T-Recvuican 1,327 157.71 40.80
C-Reduce 1,143 287.09 35.29
T-Recc.reduce 1,466 375.48 33.90
C-Reduce-slow 1,959 768.67 31.73
T‘ReCC—Reduce—slow 2,053 778.68 30.34
DDSET 3 805.33 N/A
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Table 4.2: The reduction results produced by different reducers on the 1,295 miscompilation
test cases in Benchmark-Cano. The Eliminated (#) column shows the total number of
programs that are eliminated because they are textually equivalent to other programs.

Reducer Eliminated (#) Average Time (s) Average Size (# of Tokens)
Perses 0 394.36 285.03
C-Reduce-cano perges 0 430.09 284.42
T-ReCporses 0 511.41 9228.59
Vulcan 0 2,134.71 197.72
C-Reduce-cano vyican 0 2,146.40 197.17
T-Recvuican 1 2,223.95 188.88
C-Reduce 36 1,247.19 79.26
T‘ReCC—Reduce 49 1,30469 73.43
C-Reduce-slow 129 3,468.54 74.79
T-Rec e reduce-siow 163 3,511.17 69.14
DDSET 0 5,203.80 N/A

4.5.1 RQ1: Effectiveness in Deduplication

A highly canonicalizing reducer tends to reduce different test cases that trigger the same
bug to similar or even identical test cases. Therefore, one meaningful perspective to eval-
uate the capability of a reducer in canonicalization is to evaluate whether it can reduce
duplicates (i.e., test cases that trigger the same bug) to a textually identical test case.
In this experiment, we compare the performance of different program reducers in dedu-
plication using Benchmark-Cano. Specifically, we utilize each reducer to reduce all the
test cases in the benchmark suite. Among the reduced test cases, if there are textually
equivalent test cases, only one of them is kept and the others are eliminated. We measure
the number of eliminated test cases, the average time to reduce, and the average size of
the reduced test cases for each reducer. Table 4.1 and Table 4.2 show the results of the
experiment.

Perses vs. C-Reduce-canoperses VS. T-ReCperses-  T-ReCperses is a prototype of T-Rec
implemented on top of Perses, and C-Reduce-canop,,.s integrates C-Reduce-cano instead
of T-Rec on top of Perses to serve as the fine-grained reduction technique. As shown in
Table 4.1, C-Reduce-canope,ses and T-RecCpe,ses eliminate 741 and 1,297 textually equivalent
programs after reducing the 2,501 crash test cases, whereas Perses eliminates only 3 pro-
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grams. With respect to the 1,295 miscompilation test cases, none of these three reducers
successfully produces textually equivalent programs and thus no program is eliminated.
Such a result indicates that both C-Reduce-cano and T-Rec can effectively canonicalize
programs to some extent, and T-Rec is even more effective. Additionally, it should be
noted that the results of T-Recp..cs contain fewer tokens than Perses. Specifically, on av-
erage, the results of T-ReCpe,ses have 5.01% and 18.52% fewer tokens than those of Perses
on crash and miscompilation test cases, respectively. Timewise, C-Reduce-canop,,s., and
T-ReCperses spend 2.91% and 14.79% more time than Perses on the crash test cases and
10.18% and 29.62% more time on the miscompilation test cases.

Vulcan vs. C-Reduce-canovyican, VS. T-ReCvyican- Similar to C-Reduce-cano pepses
and T-Recperses, C-Reduce-cano yyeqn, and T-Recyyeqn integrate C-Reduce-cano and T-Rec
on top of Vulcan, respectively. The comparison among these three reducers further supports
the conclusion that both C-Reduce-cano and T-Rec can effectively canonicalize programs
to some extent, and T-Rec is more effective than C-Reduce-cano. Specifically, T-Recyuican
can eliminate 519 (= 1327 — 808) more crash test cases than C-Reduce-canoyyeqn, and
among the three reducers, T-Recyyeqn is the only one that can eliminate a miscompilation
test case. Timewise, T-ReCyyan takes 8.49% and 5.77% more time than Vulcan on crash
and miscompilation test cases, respectively.

C-Reduce and C-Reduce-slow vs. T-Recc.reduce 0nd T-ReCc.reduce-siow- 1o fur-
ther evaluate the capability of T-Rec in deduplication, we implement T-Recc.reguce by
replacing C-Reduce-cano with T-Rec, and compare this prototype to C-Reduce with the
default setting and with the sllooww flag enabled. As shown in Table 4.1 and Table 4.2,
the T-Rec technique helps C-Reduce and C-Reduce-slow further eliminate 323 and 94 crash
test cases as well as 13 and 34 miscompilation test cases. Moreover, on average, the re-
sults of T-Recc.peduce contain 2.84% and 6.04% fewer tokens than those of C-Reduce on
crash test cases and miscompilation test cases, respectively. Correspondingly, the percent-
age decrease in token size of T-Recc.peduce-siow compared to C-Reduce-slow is 2.84% and
4.20%, respectively. In terms of execution time, T-Recc.peduce Spends 37.48% and 5.12%
more time than C-Reduce, and T-Recc.peduce-siow Spends 1.40% and 1.36% more time than
C-Reduce-slow on reducing crash test cases and miscompilation test cases, respectively.

Comparing with DDSET.  As shown in Table 4.1, DDSET cannot eliminate more crash
test cases than Perses. Moreover, its average execution time is 8.04x that of Perses.
For DDSET, its results contain abstract symbols (i.e., terminals and nonterminals), which
makes it impossible to count tokens. Considering that token count is not the focus of
this experiment, and it is not clear what is the proper way to count abstract symbols, we
did not include the token count results for DDSET. In terms of reducing miscompilation
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test cases, as shown in Table 4.2, DDSET cannot eliminate any test case, and its average
execution time is the highest among all the reducers. It should be noted that DDSET
exceeds the time limit (set to 7,200 seconds) for 897 test cases, and the results shown in
the table do not include these timeout results. To understand the reason why DDSET is not
effective in this task, we investigated a few results produced by DDSET and found that the
structures that DDSET can abstract are very limited. A possible explanation is that these
C programs are too complex for DDSET to abstract. In the DDSET paper, the benchmark
suite used for evaluation includes four input languages, i.e., JavaScript, Clojure, Lua, and
UNIX command line utilities including grep and find, and the bug-triggering inputs after
the reduction by Perses (with which the abstracting process starts) are relatively small
(46.82 characters on average and 185 characters at most). In contrast, the crash test cases
reduced by Perses contains 244.94 bytes on average and 3,080 bytes at most. Moreover, the
restrictions imposed upon the elements of a C test case by the strict semantic requirements
and the property (i.e., triggering the bug) may make the abstracting process infeasible.

RQ1: T-Rec can enable previous reducers to eliminate more duplicates by reduc-
ing them to textually equivalent test cases. Specifically, T-ReCperses, T-ReCvuican,
T-Recc.geduce, and T-Recc.reduce-siow €liminate 1,294, 1,315, 336, and 128 more du-
plicates (including eliminated crash test cases and miscompilation test cases) than
Perses, Vulcan, C-Reduce, and C-Reduce-slow, respectively.

4.5.2 RQ2: Effectiveness in Reducing Program Size in Bytes

The first research question has already demonstrated that T-Rec is effective in dedupli-
ation, which indicates that T-Rec is effective in canonicalization to some extent. In this
research question, we evaluate the canonicalization capability of T-Rec from another an-
gle. Since the canonical token in this work is defined with shortlex order, the byte size
of the reduced program reflects the degree of canonicalization to some extent. A reducer
with a higher degree of canonicalization is expected to produce results with smaller size in
bytes. Therefore, in this experiment, we measure the program sizes in bytes of the results
produced by each tool on Benchmark-Reduce. The results are shown in Table 4.3 and
Figure 4.8.

T-ReCperses Vs. C-Reduce-canoperses vs. Perses. In this experiment, T-RecCpeges
significantly outperforms both Perses and C-Reduce-canope,s.s. In 199 out of 245 bench-
marks, the result of T-Recpg,s, is smaller than both that of Perses and C-Reduce-cano p,es,
and in the remaining benchmarks, the results of T-Recpe,s.s and C-Reduce-canop,,s.s have
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Table 4.3: The program sizes in bytes of the results produced by different reducers on C
and Rust benchmarks. CR represents C-Reduce-cano.

Change Chance Change Change
Subjects Perses CRperses T-ReéCperses - w.T-1T. w.r.t.  Vulcan CRyuian T-ReCyuican = w.T.L. w.r.t.

Perses  CRperses Vulcan  CRyuican
clang-22382 524 285 231 -55.92% -18.95% 344 189 189  -45.06% 0.00%
clang-22704 246 124 117  -52.44%  -5.65% 193 94 94 -51.30% 0.00%
clang-23309 1,899 716 153  -91.94% -78.63% 1,237 465 431  -65.16% -7.31%
clang-23353 331 169 152  -54.08% -10.06% 308 150 150 -51.30% 0.00%
clang-25900 926 412 328 -64.58% -20.39% 353 149 149  -57.79% 0.00%
clang-26760 487 193 115  -76.39% -40.41% 183 103 104 -43.17% 0.97%
clang-27137 684 308 80 -88.30% -74.03% 354 141 126 -64.41% -10.64%
clang-27747 415 193 128  -69.16% -33.68% 301 116 116 -61.46% 0.00%
clang-31259 1,341 617 424  -68.38% -31.28% 843 390 359 -57.41%  -7.95%
gee-59903 906 464 446  -50.77%  -3.88% 518 277 276  -46.72%  -0.36%
gce-60116 1,901 764 455 -76.07% -40.45% 739 387 344 -53.45% -11.11%
gee-61383 980 416 308 -68.57% -25.96% 649 264 265 -59.17% 0.38%
gee-61917 557 250 199  -64.27% -20.40% 319 144 145  -54.55% 0.69%
gce-64990 733 436 314 -57.16% -27.98% 553 271 270 -51.18% -0.37%
gce-65383 516 223 186  -63.95% -16.59% 241 115 119  -50.62% 3.48%
gee-66186 1,128 473 396 -64.89% -16.28% 668 288 290 -56.59% 0.69%
gee-66375 1,596 671 491 -69.24% -26.83% 824 335 318 -61.41% -5.07%
gce-70127 1,000 503 339 -66.10% -32.60% 768 334 317 -58.72% -5.09%
gce-70586 633 238 221 -65.09%  -7.14% 326 157 158  -51.53% 0.64%
gee-71626 167 105 95 -43.11%  -9.52% 137 91 91 -33.58% 0.00%
Average 848.5 378 258.9 1 -65.52% -27.04% 4929 223 215.55 -53.73% -2.05%
rust-111502 429 299 292 -31.93%  -2.34% 395 284 282  -28.61% -0.70%
rust-112061 1,002 951 727 -27.45% -23.55% 963 912 757 -21.39% -17.00%
rust-112213 1,509 1,335 1,068 -29.22% -20.00% 1,323 1,171 1,062 -19.73%  -9.31%
rust-112526 996 984 804 -19.28% -18.29% 900 888 726  -19.33% -18.24%
rust-44800 1,240 850 759  -38.79% -10.71% 795 569 524 -34.09% -7.91%
rust-66851 1,767 1,191 1,126 -36.28%  -5.46% 1,791 1,294 1,170 -34.67% -9.58%
rust-69039 377 274 274 -27.32% 0.00% 295 267 259 -12.20%  -3.00%
rust-77002 452 368 328  -27.43% -10.87% 468 380 360 -23.08% -5.26%
rust-77320 84 73 73 -13.10% 0.00% 86 78 74 -13.95% -5.13%
rust-77323 49 49 49 0.00% 0.00% 49 49 49 0.00% 0.00%
rust-77910 62 53 43 -30.65% -18.87% 43 39 37 -13.95%  -5.13%
rust-77919 176 135 135  -23.30% 0.00% 172 141 132 -23.26% -6.38%
rust-78005 188 157 157  -16.49% 0.00% 218 209 157 -27.98% -24.88%
rust-78325 95 63 63 -33.68% 0.00% 92 60 60 -34.78% 0.00%
rust-78651 53 34 34  -35.85% 0.00% 24 24 24 0.00% 0.00%
rust-78652 230 139 134 -41.74%  -3.60% 141 127 122 -13.48% -3.94%
rust-78655 50 41 41  -18.00% 0.00% 49 43 41  -16.33% -4.65%
rust-78720 174 100 100  -42.53% 0.00% 107 86 86 -19.63% 0.00%
rust-91725 338 255 156  -53.85% -38.82% 208 161 155  -25.48% -3.73%
rust-99830 685 623 548 -20.00% -12.04% 632 580 544 -13.92% -6.21%
Average 497.8 398.7 345.55  -28.34%  -8.23% 437.55 368.1 331.05 -19.79%  -6.55%
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Figure 4.8: The program sizes in bytes of the results produced by different reducers on
SMT-LIBv2 benchmarks. On average, the results of T-Recpe,es are 42.86% and 35.39%
smaller than Perses and C-Reduce-canop,.s, respectively; the results of T-Recyycqan are
16.24% and 4.83% smaller than Vulcan and C-Reduce-cano vy, respectively.

the same sizes. On average, the result of T-Recpe,es is 65.52% (and 27.04%), 28.34% (and
8.23%), and 42.86% (and 35.39%) smaller than that of Perses (and C-Reduce-cano peyses)
on C, Rust, and SMT-LIBv2 benchmarks, respectively. It should be noted that part of
the decrease in byte size achieved by T-Recp,..s is attributed to the fact that T-Recpepses
removes more tokens than Perses.

T-Recvyican Vvs. Vulcan. Compared to Perses, the reduction algorithm of Vulcan is
more exhaustive, and T-Recyyeqn fails to remove more tokens than Vulcan (as shown in
§ 4.5.3). Nevertheless, T-Recyyjean still manages to produce 53.73%, 19.79%, and 16.24%
smaller outcomes than Vulcan on C, Rust, and SMT-LIBv2 benchmarks, respectively. Such
a result indicates that T-Rec is effective in increasing the degree of canonicalization.

T-Recvyican Vs. C-Reduce-canovycan.  Although C-Reduce-canoyyeq, is also effective
in terms of increasing the degree of canonicalization, T-Rec e, significantly outperforms
C-Reduce-cano yyeqn, on Rust and SMT-LIBv2 benchmarks. The p-values yielded by the
Wilcoxon signed-rank test [217] are 4.34x10™* and 1.36x1074, respectively. This result
demonstrates that T-Rec has better generality than C-Reduce-cano. On C benchmarks,
T-Recyuyiean performs slightly better than C-Reduce-cano vyjeqan, but the improvement is not
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significant. The p-value is 0.14. We also noticed that in 6 out of 20 C benchmarks and in
7 out of 205 SMT-LIBv2 benchmarks, the results of C-Reduce-cano .., are smaller than
those of T-Recyycan, and we manually investigated each of them. For the 6 C benchmarks,
the differences are due to C-Reduce sometimes reducing an integer to a smaller size in
bytes than T-Rec (e.g., it can convert a hex to a decimal, thus removing 0x). For the 7
SMT-LIBv2 benchmarks, the differences are all due to T-Rec considering simple symbols as
keywords (according to the lexical syntax) and thus not reducing them, whereas the passes
of C-Reduce treat them as identifiers and replace them with smaller identifiers (taking
fewer bytes).

RQ2: Both T-Recperses and T-Recyyiqn exhibit significantly better capability in
canonicalization than Perses and Vulcan, respectively. Specifically, on average, the
results of T-ReCperses (and T-Recyyiean) are 65.52% (53.73%), 28.34% (19.79%), and
42.86% (16.24%) smaller than that of Perses (and Vulcan) on C, Rust, and SMT-
LIBv2 benchmarks, respectively. Although integrating the passes for canonicaliza-
tion in C-Reduce to Perses and Vulcan also increases the degree of canonicalization,
such an approach is not as generalized as T-Rec and is significantly outperformed by

T-Rec on Rust and SMT-LIBv2 benchmarks.

4.5.3 RQ3: Effectiveness in Removing Tokens

The evaluation results with Benchmark-Reduce also demonstrate that T-Recpgpses signifi-
cantly outperforms Perses and C-Reduce-canope,.s in terms of removing tokens. Table 4.4
and Figure 4.9 show the token counts of the results produced by each reducer.

On average, the results of T-Recpses contain 21.30%, 4.71%, and 34.35% fewer tokens
than that of Perses. In 185 (20 C, 8 Rust, and 157 SMT-LIBv2) out of 245 benchmarks,
T-RecCperses reduces more tokens than Perses. Although C-Reduce-canop,,s.s also reduces
more tokens than Perses in some benchmarks, it only achieves this in 15 (1 C and 14 SMT-
LIBv2) out of 245 benchmarks, and there is no benchmark where C-Reduce-canopepses
reduces more tokens than T-Recpapges.

T-Recyyean does not remove noticeably more tokens than Vulcan overall. Specifically,
the results of T-Recyyian 0 C and Rust benchmarks contain the same number of tokens
as those of Vulcan. Such a result is expected to some extent since the reduction algorithm
of Vulcan is much more aggressive than Perses. Compared to Perses, it contains three
additional auxiliary reducers to perform transformations for exploring reduction opportu-
nities. Nevertheless, T-Recyyiean still manages to remove more tokens in 18 SMT-LIBv2

79



Table 4.4: The token counts of the results produced by different reducers on C and Rust.
CR represents C-Reduce-cano.

Subjects Perses ORpunes T-ReGpur | OBARES W PEISES] Volcan O ucen T-Recyuir | OBRREG W VilEan |

clang-22382 144 144 129 108 108 108
clang-22704 78 78 71 62 62 62
clang-23309 464 464 102 303 303 303
clang-23353 98 98 94 91 91
clang-25900 239 239 211 104 104
clang-26760 120 120 56 56
clang-27137 180 180 88 88
clang-27747 117 117 79 79
clang-31259 406 406 282 282
gece-59903 308 308 198 198
gee-60116 488 488 241 241
gee-61383 272 272 195 195
gee-61917 150 150 103 103
gee-64990 239 239 203 203
gee-65383 153 153 84 84
gee-66186 327 327 226 226
gee-66375 440 440 227 227
gee-70127 301 301 230 230
gee-70586 157 153 94 94
gee-71626 51 51 38 38
Average 236.6 236.4 150.6 150.6
rust-111502 166 166 157 157
rust-112061 458 458 442 442
rust-112213 736 736 635 635
rust-112526 382 382 338 338
rust-44800 467 467 284 284
rust-66851 728 728 713 713
rust-69039 114 114 101 101
rust-77002 263 263 247 247
rust-77320 39 39 39 39
rust-77323 13 13 13 13
rust-77910 34 34 21 21
rust-77919 74 74 62 62
rust-78005 102 102 102 102
rust-78325 28 28 26 26
rust-78651 17 17 9 9
rust-78652 56 56 49 49
rust-78655 26 26 26 26
rust-78720 72 72 56 56
rust-91725 174 174 105 105
rust-99830 299 299 277 277
Average 2124 212.4 185.1 185.1
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Figure 4.9: The token counts of the results produced by different reducers on SMT-LIBv2

benchmarks.

Perses.

On average, the results of T-RecCpess contain 34.35% fewer tokens than

benchmarks. Moreover, in these 18 benchmarks, the results of T-Recyyean contain 17.70%
fewer tokens on average, and in the extreme case, the result of T-Recyeq, contains 63.13%
fewer tokens. On the other hand, C-Reduce-canoyy.., cannot remove more tokens than
Vulcan in any benchmark.

7

RQ3: T-Recpeses significantly outperforms Perses and C-Reduce-canope,s.s in terms
of removing tokens. On average, the result of T-Recpees contains 21.30%, 4.71%, and
34.35% fewer tokens than that of Perses on C, Rust, and SMT-LIBv2 benchmarks,
respectively. Additionally, T-Recyycan can remove more tokens than Vulcan in 18 out
of 205 SMT-LIBv2 benchmarks despite the aggressive reduction algorithm adopted

by Vulcan.

4.5.4 RQ4: Efficiency

Since T-ReCperses and T-Recyyican perform extra steps on top of Perses and Vulcan, it is
inevitable that T-Recperses and T-Recyyieqn take more time to reduce a program. The
experiment discussed in § 4.5.1 has demonstrated this to some extent. This research
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Table 4.5: The execution time of different reducers on C and Rust. CR represents C-
Reduce-cano.

Change Chance Change Change
Subjects Perses CRperses T-ReCperses — W.T-t. w.r.t.  Vulcan  CRyucan T-ReCyuean = w.r.t. w.r.t.

Perses  CR perses Vulcan  CR yuican
clang-22382 256 267 266 3.91% -0.37% 525 539 534 | 1.711%  -0.93%
clang-22704 609 617 630 3.45% 2.11% 726 738 736 1.38%  -0.27%
clang-23309 882 964 934 5.90% -3.11% 5,012 5,113 5036  0.48% -1.51%
clang-23353 320 330 329 2.81% -0.30% 451 462 452 0.22%  -2.16%
clang-25900 388 411 429 10.57% 4.38% 848 866 859 « 1.30% -0.81%
clang-26760 806 823 842 4.47% 2.31% 1,136 1,150 1,153 1.50% 0.26%
clang-27137 4,023 4,152 4,122 2.46% -0.72% 7,027 7,148 7,085  0.83% -0.88%
clang-27747 509 531 557 9.43% 4.90% 869 892 879  1.15%  -1.46%
clang-31259 1,013 1,343 1,927  90.23%  43.48% 9,553 9,780 9,639  0.90% -1.44%
gce-59903 1,822 1,872 1,898 4.17% 1.39% 2,677 2,718 2,695  0.67% -0.85%
gce-60116 1,252 1,442 1,718 = 37.22%  19.14% 6,126 6,208 6,161  0.57%  -0.76%
gce-61383 1,670 1,876 2,141 = 28.20% 14.13% 9,766 9,986 9,859  0.95% -1.27%
gce-61917 559 572 602 7.69% 5.24% 807 819 815 = 0.99%  -0.49%
gce-64990 1,502 1,553 1,798  19.711% 15.78% 3,003 3,077 3,126  4.10% 1.59%
gce-65383 522 571 594  13.79% 4.03% 1,013 1,073 1,036  2.27%  -3.45%
gce-66186 1,674 1,997 2,521 = 50.60% 26.24% 15,942 16,305 16,560  3.88% 1.56%
gcc-66375 1,763 2,097 3,344  89.68%  59.47% 10,432 10,699 10,558  1.21%  -1.32%
gee-70127 1,949 2,310 2969  52.33% 28.53% 13,632 13,938 13,818  1.36%  -0.86%
gce-70586 3,317 3,830 4214 = 27.04% 10.03% 15,143 15,893 15,348  1.35%  -3.43%
gee-71626 24 26 29 20.83% 11.54% 40 43 42 5.00% -2.33%
Average 1,243  1,379.2 1,593.2 @ 24.22% 12.41% 5,236.4 5,372.35 5,319.55 | 1.59%  -1.04%
rust-111502 39 63 49 = 25.64% -22.22% 275 292 283 1 291% -3.08%
rust-112061 2,010 3,305 3,418 = 70.05% 3.42% 12,565 13,834 13,605  8.28%  -1.66%
rust-112213 3,235 5,287 3,649  12.80% -30.98% 36,784 38,757 37,682  244%  -2.77%
rust-112526 2,643 3,112 5,064 91.60% 62.72% 7,799 8,237 9,673 24.03% 17.43%
rust-44800 456 830 575  26.10% -30.72% 2,268 2,415 2378  4.85%  -1.53%
rust-66851 3,170 5,500 4771 50.50% -13.25% 20,395 22,603 22,233 9.01% -1.64%
rust-69039 437 584 571 = 30.66% -2.23% 3,875 4,147 3875  0.00% -6.56%
rust-77002 191 235 189 = -1.05% -19.57% 616 651 653  6.01% 0.31%
rust-77320 7 11 7 0.00% -36.36% 52 58 54  3.85%  -6.90%
rust-77323 4 6 4 0.00% -33.33% 9 11 9 0.00% -18.18%
rust-77910 7 11 9 28.57% -18.18% 27 29 30 11.11% 3.45%
rust-77919 13 24 16 23.08% -33.33% 96 103 100 4.17% -2.91%
rust-78005 9 9 13 | 44.44%  44.44% 72 73 74 2.718% 1.37%
rust-78325 2 5 3 50.00% -40.00% 20 21 20 0.00% -4.76%
rust-78651 5 7 4 -20.00% -42.86% 17 20 16 = -5.88% -20.00%
rust-78652 7 13 11+ 57.14% -15.38% 58 62 57  -1.72%  -8.06%
rust-78655 2 4 3 50.00% -25.00% 19 36 21  10.53% -41.67%
rust-78720 12 23 16 = 33.33% -30.43% 116 123 116 = 0.00%  -5.69%
rust-91725 649 676 783  20.65% 15.83% 1,098 1,112 1,118  1.82% 0.54%
rust-99830 6,779 7,566 8,878  30.96% 17.34% 36,539 37,060 42597  16.58%  14.94%

Average 983.85 1,363.55 1,401.65 = 31.22% -12.51% 6,135  6,482.2 6,729.7 = 5.04% -4.37%
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Figure 4.10: The execution time of different reducers on SMT-LIBv2 benchmarks. On aver-
age, T-ReCpeyses takes 56.46% and 22.04% more time than Perses and C-Reduce-cano pepges,
respectively; T-ReCyyican takes 5.01% more time than Vulcan.

question aims to further investigate how much overhead is brought by the additional fine-
grained reduction process in each variant of T-Rec using Benchmark-Reduce. To answer
this research question, we compare the execution time that each tool takes to reduce the
benchmark programs. The results are shown in Table 4.5 and Figure 4.10.

Perses and Vulcan as the Baselines. Overall, T-ReCpepes takes 24.22%, 31.22%,
and 56.46% more time than Perses on C, Rust, and SMT-LIBv2 benchmarks, respectively.
Compared to Vulcan, which takes 265.37%, 539.89%, and 537.53% more time than Perses
on C, Rust, and SMT-LIBv2 benchmarks, the overhead introduced by the fine-grained
reduction process in T-Recp,,s.s is moderate, and does not make T-Rec impractical. Addi-
tionally, the overhead of applying T-Rec to Vulcan is more marginal than that of applying
it to Perses. Specifically, T-Recyyjcan takes 1.59%, 5.04%, and 5.01% more time than Vulcan
on C, Rust, and SMT-LIBv2 benchmarks, respectively.

C-Reduce-canoperses and C-Reduce-canovyc.., as the Baselines. Compared to
C-Reduce-canopepes, T-ReCperses takes significantly more time than C-Reduce-canope,.s on
C and SMT-LIBv2 benchmarks (i.e., 12.41% and 22.04% more time on average) and does
not show significant efficiency difference on Rust benchmarks (p-value is 0.28). The reason
behind this is that T-Rec is more effective in removing more tokens than C-Reduce-cano is.
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Therefore, to reach a fixed point, more rounds of alternately invoking the syntax-guided
reduction algorithm (i.e., Perses) and the fine-grained reduction algorithm are required.
The fact that T-Recyyean takes a similar execution time as C-Reduce-cano vy, further
verifies such an explanation.

RQ4: The overhead brought by the fine-grained reduction process in T-Rec is rea-
sonable. Specifically, T-Recpy,ses takes 24.22%, 31.22%, and 56.46% more time than
Perses on C, Rust, and SMT-LIBv2 benchmarks, respectively, and T-Recyycqn takes
1.59%, 5.04%, and 5.01% more time than Vulcan on each benchmark.

4.6 Discussion

In this section, we discuss an ablation study we conducted to further evaluate the fine-
grained reduction process of T-Rec and the potential threats to the validity of this work.

4.6.1 Comparing to Perses with Lex Tree Extension

A straightforward way to perform fine-grained program reduction is to first extend the
parse tree of the input program with lex trees (i.e., convert leaf nodes to corresponding lex
trees), and then directly utilize a tree-based syntax guided program reduction algorithm,
e.g., Perses, to reduce the extended parse tree. Compared to such an approach, the fine-
grained reduction process of T-Rec contains extra canonicalization steps. As introduced in
§ 4.4, T-Rec performs replacement-based token canonicalization and deletion-based token
canonicalization, and deletion-based token canonicalization can be further divided into two
sub-steps, i.e., lexical syntax-guided reduction and lex tree-based canonicalization. Among
all these steps, lexical syntax-guided reduction can be considered as directly applying the
Perses algorithm to lex tree.> To evaluate the effectiveness of the other two extra steps
that T-Rec performs, we conducted an ablation study that compares the deduplication
performance of integrating T-Rec and T-Rec-reduce-only (a variant of T-Rec that only
performs lexical syntax-guided reduction in the fine-grained reduction process) to Perses,
Vulcan, C-Reduce, and C-Reduce-slow using the 2,501 crash test cases in Benchmark-Cano.
The results presented in Table 4.6 show that compared to reducers integrated with T-Rec

3There is a slight difference between lexical syntax-guided reduction and directly applying the Perses
to the parse tree extended with lex trees. Recall that when T-Rec attempts to reduce a token, it also
attempts to reduce all the other identical tokens in the same way.
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(i.e., T-ReCperses, T-ReCyuican, T-ReCo reduces T-RECeReduce-siow), the corresponding reducers
with T-Rec-reduce-only integrated eliminate 248, 240, 326, 223 fewer crash C test cases,
indicating the extra steps performed by T-Rec significantly contribute to the high capability
of canonicalization.

Table 4.6: The reduction results produced by different reducers on the 2,501 crash test cases
in Benchmark-Cano. The column Eliminated (#) shows the total number of programs
eliminated by each reducer.

Eliminated (#)

Reducer

With T-Rec integrated With T-Rec-reduce-only integrated Difference
Perses 1,297 1,049 248
Vulcan 1,327 1,087 240
C-Reduce 1,466 1,140 326
C-Reduce-slow 2,053 1,830 223

4.6.2 Threats to Validity

The correctness of the implementation of T-Rec is vital to the internal validity. To mitigate
the threats stemming from this aspect, we checked whether the programs reduced by T-Rec
could still pass the property test. In addition, to prevent bug slippage (i.e., cases where the
program triggers a different bug after reduction), the property tests used in our benchmarks
are designed to be comprehensive. Furthermore, when counting the number of eliminated
duplicates, we compute the count separately for each group of programs that are known to
originally trigger the same bug, and then sum these counts, rather than counting programs
that become identical across different bug groups. The nondeterminism in some of the
benchmarks is also a threat to the internal validity. Sometimes, it is hard to promise
that the bug is triggered in each compilation process. To mitigate this threat, first we
manually patched the benchmarks that were nondeterministic. Specifically, we revised the
corresponding property test script to repeat the test multiple times to decrease the degree of
nondeterminism. Second, all the experiments except the deduplication experiment (§ 4.5.1)
are run three times, and we report the average over the multiple runs. For the deduplication
experiment, we did not run it multiple times for all the reducers because reducers like C-
Reduce-slow and T-Recc.reduce-siow take a considerable amount of time to finish. However,
we did run some efficient reducers multiple times and we observed negligible differences
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among the different runs. Another possible threat to validity comes from the measurement
of program size in bytes. The format of the program can affect the program size of the
program significantly. To mitigate this threat, we do not count any whitespace characters
when measuring the sizes.

To mitigate the threats to external validity, i.e., the generality of T-Rec’s evaluation
results, we collected benchmarks from previous research studies [192, , , |, which
cover three different programming languages. Moreover, these benchmarks are diverse in
terms of the size of the original bug-triggering program (ranging from 81 bytes to 793470
bytes) and bug type (crash bugs and miscompilation bugs).

4.7 Related Work

In this section, we introduce and discuss some research studies that are closely related to
T-Rec.

4.7.1 Language-Agnostic Program Reducers

The first work of program reduction is Delta Debugging (DD), proposed in 2002. As a
groundbreaking work, DD inspired many follow-up research studies in the field of failure-
inducing input reduction [226]. Given a failure-inducing input, the proposed minimizing
delta debugging algorithm ddmin systematically removes the failure-irrelevant elements in
the input until removing any single element from the input cannot trigger the same failure.
To improve the performance of DD, a recent study proposed Probabilistic Delta Debugging
(ProbDD), which uses a probabilistic model to guide the removal of elements [209].

However, as DD treats inputs as flat lists, it can hardly handle excessively large and
highly structured inputs like programs. To overcome this problem, Hierarchical Delta
Debugging (HDD) converts inputs to corresponding tree structures (e.g., parse trees) and
applies ddmin on each level of the tree in a top-down manner [152]. In this way, reduction
starts from the coarsest granularity, gradually becomes fine-grained, and can also recognize
the structure of the input; thus both efficiency and effectiveness are enhanced. A few
subsequent studies improve HDD in various ways. Picireny improves the performance of
HDD by using extended context-free grammar [95]. Coarse Hierarchical Delta Debugging
(CHDD) significantly reduces the number of property tests performed during the reduction
process without noticeably deteriorating the reduction quality [97]. HDDr, a recursive
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variant of HDD [112], significantly reduces the time required for reduction. There is another
work that improves HDD by extending it with a technique called hoisting [205].

Since HDD leverages the formal grammar only to build the tree structure, it does not
guarantee that the generated programs are syntactically valid. As a result, many syntac-
tically invalid inputs are generated and tested against the property during the reduction
process. Since such invalid inputs usually do not trigger the same failure as the original
input, the efficiency of HDD is restricted. To address this, Sun et al. proposed Perses,
a syntax-guided reduction approach [192]. By changing the way to use ddmin and de-
signing a hoisting transformation, it avoids generating syntactically invalid inputs when
trying to delete components from the program. Vulcan is a recently proposed reduction
framework [221]. Tt contains a main reducer and utilizes a list of auxiliary reducers to
help produce smaller results. Specifically, it first minimizes the program with the main
reducer. Whenever the main reducer reaches a local minimum, one of the auxiliary reduc-
ers is invoked to either perform transformations or a more exhaustive search to possibly
escape the local minimum, after which the reduction can be continued by the main reducer.
Tian et al. further proposed Refreshable Compact Cache, a domain-specific caching scheme
to speed up the program reduction [200].

However, all these mentioned tree-based approaches are limited by their coarse reduc-
tion granularity. All of them treat a token as an atomic element, and thus can only entirely
remove only entire tokens or keep the program as is. In contrast, T-Rec can reduce tokens
with a two-stage lexical syntax-guided reduction algorithm. Such a finer-grained approach
enables T-Rec to achieve smaller reduction results while not introducing an impractical
overhead.

DDSET pursues a high degree of canonicalization with a different approach [$3]. It
strives to abstract syntactical structures of the reduced input. In other words, it attempts
to convert some concrete structures in the input into generalized abstract symbols (i.e.,
terminals and nonterminals). However, although DDSET is demonstrated to be effective
with a benchmark suite including JavaScript, Clojure, Lua and UNIX command line util-
ities inputs, according to our evaluation, it is not as effective and efficient as T-Rec in
deduplicating bug-triggering C programs. One possible explanation is that when the input
has strict restrictions imposed upon its tokens and syntactical structures by the seman-
tics or the property (i.e., triggering a certain bug), the abstraction process may become
infeasible, causing the effectiveness of DDSET to deteriorate.

Another test case reduction technique that is related to this work is internal test case
reduction [144]. This approach also adopts shortlex order to pursuit both reduction and
canonicalization, but it performs reduction in a very different manner. Instead of directly
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performing reduction on the test case, it reduces the choice sequence that leads a test
case generator to produce the test case under reduction. The advantage of internal test
case reduction is that it can equip each test case generator with reduction ability for free,
without the need of an external reducer. Meanwhile, it can benefit from certain properties
that the generator has. For example, if a generator is crafted to generate only valid test
cases, then internal reduction can promise the intermediate test cases generated during the
reduction process are all valid, thus avoiding wasting time on checking invalid test cases.
Compared to internal test case reduction, T-Rec does not rely on the quality or presence
of a test case generator, and we believe that external reduction techniques like T-Rec and
internal reduction are complementary to each other.

4.7.2 Language-Specific Program Reducers

Besides the language-agnostic reduction approaches mentioned above, there are also many
language-specific reduction tools. These tools are specifically optimized for certain lan-
guages. Therefore, they are more effective in reducing programs that are written in those
specific languages. The downside of such tools is that these tools typically require domain-
specific knowledge and heavy engineering efforts to build. C-Reduce is a program reduc-
tion tool specifically optimized for reducing C/C-++ programs. It is implemented with
a set of C/C++-specific transformations based on the Clang front end to help reduce
the programs [170]. ddSMT and ddSMT2.0 are designed for reducing SMT-LIBv2 pro-
grams [161, 114]. ddSMT is based on ddmin, and it adds a set of SMT-LIBv2-specific
structural and semantic simplifications. ddSMT2.0 further improves ddSMT by support-
ing the entire family of SMT-LIBv2 language dialects and providing a hierarchical reduc-
tion strategy in addition to the original ddmin-based strategy. JS Delta is a JavaScript-
specific reducer that reduces JavaScript programs by deleting statements, functions, and
sub-expressions [108]. J-Reduce is a reducer for reducing Java bytecode [109]. It is imple-
mented with a general strategy to overcome the challenge in reducing dependency graphs.
A following work improves J-Reduce by using a more fine-grained dependency modeling
approach [110]. CHISEL is designed for debloating C/C++ programs, which utilizes rein-
forcement learning to improve the performance [92].

Some of the aforementioned language-specific program reducers recognize the impor-
tance of reducing tokens to a canonical form, and are implemented with such functionality.
For example, C-Reduce can refactor a program by renaming all the identifiers with shorter
and canonical names (i.e., a, b, ¢, ---, aa, ab, ac, - - - ), removing the content of each string
literal in the program, and replacing integer tokens with shorter ones by using regular ex-
pression substitutions. However, such techniques are not generalized enough, and also they
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are not likely to enable further deletion of tokens. In contrast, T-Rec can canonicalize to-
kens for any programming language as it leverages the lexical syntax, and is demonstrated
to be effective in terms of creating reduction opportunities for removing more tokens.

4.8 Chapter Conclusion

In this chapter, we pointed out that the performance of previous language-agnostic program
reduction approaches is restricted by their coarse reduction granularity. Because they treat
tokens as the fundamental elements of a program, previous approaches can remove only an
entire token or keep it as is during reduction, but cannot shrink or canonicalize tokens. We
propose T-Rec, a fine-grained language-agnostic program reduction technique. By guiding
the fine-grained reduction process with the lexical syntax, T-Rec can effectively and effi-
ciently enhance the reduction and canonicalization capability of existing language-agnostic
program reducers. Our extensive evaluation with versatile benchmark suites demonstrates
the effectiveness and efficiency of T-Rec. Specifically, T-Rec enables Perses, Vulcan, C-
Reduce, and C-Reduce-slow to further eliminate 1,294, 1,315, 336, and 128 duplicates in
a benchmark suite that contains 3,796 test cases triggering 46 bugs in GCC. The evalua-
tion also demonstrates that T-Rec is more effective and efficient than DDSET Additionally,
T-Rec further reduces 65.52% (53.73%), 28.34% (19.79%), and 42.86% (16.24%) bytes of
the results of Perses (Vulcan) at the cost of 24.22% (1.59%), 31.22% (5.04%), and 56.46%
(5.01%) extra execution time on C, Rust, and SMT-LIBv2 benchmarks, respectively. More-
over, T-Rec also further reduces 21.30%, 4.71%, and 34.35% tokens in the results of Perses
on each language. By comparing to the approach used in C-Reduce, we also demonstrate
that T-Rec has better generality and can create more reduction opportunities for removing
more tokens.
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Chapter 5

Boosting Program Reduction with the
Missing Piece of Syntax-Guided
Transformations

This chapter introduces SFC, a new syntax-guided transformation, along with three re-
duction methods designed to utilize it effectively. These SFC-based techniques enrich the
search space, enabling additional structural simplifications and canonicalization. When
incorporated into Vulcan alongside T-Rec, these methods contribute further size reduc-
tions and eliminate additional duplicates, underscoring their effectiveness in enhancing
both minimization and canonicalization.

5.1 Introduction

Program reduction presents significant challenges for two primary reasons. First, the orig-
inal bug-triggering programs can be considerably large since many of these programs are
generated through fuzz testing [189, , |, and empirical evidence suggests that con-
figuring a fuzzer to generate larger programs can enhance bug-finding performance [223].
Meanwhile, a language processor is typically extremely complex, and thus reducing the
program by directly analyzing which part is essential for triggering the bug is almost
impossible. Second, programs are highly structured and adhere to complex, strict gram-
matical rules. Naively removing parts of a program using algorithms like ddmin [226] often
produces syntactically invalid code, which is unlikely to reproduce the original bug, leading
to inefficient and ineffective reduction.
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To address these challenges, many trial-and-error, syntaz-aware program reduction
techniques have been proposed over the past decades [152, , 79, , , , |-
One notable example is Hierarchical Delta Debugging (HDD), proposed by Misherghi and
Su [152]. HDD builds on the ddmin reduction algorithm but introduces a hierarchical ap-
proach: instead of directly applying ddmin to the program, it first transforms the program
into a tree representation (e.g., an abstract syntax tree) and then applies ddmin at each
level of the tree in a top-down manner. This hierarchical strategy significantly improves
both the effectiveness and efficiency of reduction in cases involving highly structured in-
puts. However, HDD still tends to generate a substantial number of syntactically invalid
programs during the reduction process, which hampers its overall performance. This is-
sue was addressed by Perses, a syntaz-guided program reducer [192]. Perses additionally
takes as input the formal syntax of the programming language and applies only syntaz-
guided transformations (i.e., transformations that preserve the syntactical validity) during
reduction. By doing so, Perses avoids generating syntactically invalid programs, leading to
improved performance compared to HDD.!

Prior Syntaz- Guided Transformations. Perses introduces two syntax-guided trans-
formations: Compatible Substructure Hoisting and Quantified Node Reduction. Compat-
ible Substructure Hoisting replaces a given syntactical structure in a program P with one
of its sub-structures (i.e., a descendant of the given syntactical structure in the parse
tree). For instance, it can transform the expression a+b into one of its sub-expressions
(e.g., a or b). Quantified Node Reduction uses ddmin to reduce syntactically parallel
or repeated structures, such as a sequence of statements or a list of function parame-
ters. These syntax-guided transformations preserve syntactical validity, have been shown
to be highly effective, and have since been adopted by various program reduction tech-
niques [221, , 77,79, 230).

The M:issing Piece.  Despite their success, the two prior syntax-guided program trans-
formations are inherently limited because, given a structure in program P, many smaller
yet syntactically valid structures cannot be generated. Relying solely on these two trans-
formations for program reduction excessively prunes the search space P and can ultimately
result in inadequate reductions [221]. For instance, consider a function invocation ex-
pression f(el,e2,e3) in a C program P where the arguments el, e2 and e3 generally

1Besides the language-agnostic reducers mentioned in the paragraph, there are many language-specific
reducers such as C-Reduce and ddSMT [170, , 114]. These reducers are not only syntax-aware but also
specifically optimized for the target languages. However, these tools require considerable language-specific
knowledge and cannot be well generalized to reducing programs in other languages. In this chapter, the
focus is on improving language-agnostic program reduction approaches, and thus these language-specific
approaches are not discussed in detail.
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represent three expressions rather than just variables, and assume that evaluating these
three expressions altogether is necessary to trigger a bug, while calling f is irrelevant to
the bug. Neither Compatible Substructure Hoisting nor Quantified Node Reduction can
reduce this expression. Compatible Substructure Hoisting attempts to reduce the entire
expression by replacing it with one of its sub-expressions, i.e., el, €2, or e3. Note that
according to the C language, the syntactical structure of el,e2, e3 in the parse tree of call-
ing f is an argument list but not an expression. Thus, Compatible Substructure Hoisting
cannot replace the entire expression with el,e2,e3. Quantified Node Reduction attempts
to reduce the syntactically parallel structure (i.e., the argument list) with the ddmin al-
gorithm (e.g., Quantified Node Reduction can possibly reduce the expression to f(el)).
Nevertheless, there exist other transformation strategies that still preserve syntactic valid-
ity. For example, deleting the function name f and the parentheses leaves el, e2, e3, which
is also a valid expression in C. Although this transformation, missed by both Compatible
Substructure Hoisting and Quantified Node Reduction, only involves deleting three tokens,
it can open up further reduction opportunities across the entire program P by eliminating
a use of the function f. Namely, if f is unused elsewhere, its definition can also be entirely
removed.

Structure Form Conversion. To mitigate the limitations of Compatible Substructure
Hoisting and Quantified Node Reduction, in this chapter, we propose a novel syntax-guided
transformation named Structure Form Conversion (SFC). SFC is designed to transform a
given syntactic structure into other forms that preserve the syntactical validity of whole
programs. For instance, given the expression f(el,e2,e3), SFC attempts to transform it
to other forms of expressions defined by the formal syntax, such as the previously mentioned
expression el,e2,e3. Unlike Compatible Substructure Hoisting and Quantified Node Re-
duction, converting a structure to another form does not ensure the resulted structure is
smaller than the original one, and the number of structures that can be possibly gener-
ated is vast or even infinite. To tackle this challenge, we establish five guiding principles
for SFC based on the chracteristics of program reduction, in order to constrain the space
of generated programs. Additionally, we design three reduction methods—Smaller Struc-
ture Replacement, Identifier Elimination, and Structure Canonicalization—to effectively
apply SFC in program reduction. Specifically, Smaller Structure Replacement reduces a
program by replacing structures with smaller, compatible ones generated by SFC. Iden-
tifier Elimination strives to create reduction opportunities by utilizing SFC to eliminate
the uses of an identifier, in the hope of successfully removing the corresponding definition
or initialization of the identifier. While these two methods focus on enhancing minimiza-
tion, Structure Canonicalization emphasizes canonicalization. It transforms structures into
the most canonical forms with SFC, making duplicate programs (i.e., those that trigger
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the same bug) more likely to be reduced to identical or similar forms. By integrating
these three reduction methods into existing language-agnostic program reducers, Perses
and Vulcan [221], we develop two prototype reducers: SFCperses and SFCyyican-

To evaluate the performance of SFC in minimization and canonicalization, we utilize two
benchmark suites, Benchmark-Reduce and Benchmark-Cano, respectively. Benchmark-Reduce
contains 20 C benchmarks from Perses [192], 20 Rust benchmarks partially from Vul-
can [221], and 205 SMT-LIBv2 benchmarks from ddSMT2.0 [I14]. Each benchmark
consists of a program triggering a unique real-world crash or miscompilation bug. In
contrast, Benchmark-Cano contains many duplicated C programs that trigger the same
bug, including 2,501 programs triggering 11 unique crash bugs in GCC 4.3.0, and 1,295
programs triggering 35 miscompilation bugs also in GCC 4.3.0 [15]. Experiments with
Benchmark-Reduce show that the results of SFCperses is 36.82%, 18.71%, and 41.05%
smaller than those of Perses on the C, Rust, and SMT-LIBv2 benchmarks, respectively. In
terms of execution time, SFCpeses takes 3.65x, 16.99x, and 3.97x the time of Perses on
average. As for SFCyyican, it can produce 14.51%, 7.65%, and 7.66% smaller results than
Vulcan at the cost of 1.56x%, 2.35%, and 1.42x the execution time of Vulcan, respectively.
Moreover, experiments with Benchmark-Cano show that SFCpeses and SFCyyjcan can reduce
442 and 435 more duplicates (programs that trigger the same bug) to identical programs
than Perses and Vulcan, respectively.

Contributions.  This chapter makes the following contributions.

e We propose a novel syntax-guided transformation, Structure Form Conversion, comple-
menting prior transformations Compatible Substructure Hoisting and Quantified Node
Reduction.

e We propose three novel reduction methods to effectively and efficiently leverage SFC in
program reduction. We further implement two language-agnostic reducer prototypes,
SFCperses and SFCyyican by integrating these methods into existing reducers.

e By conducting extensive evaluation, we demonstrate that SFCpeses and SFCyyjcan signifi-
cantly outperform Perses and Vulcan in terms of both minimization and canonicalization
capability.

5.2 Preliminary

This section provides the essential background knowledge relevant to this work.
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5.2.1 Syntax of Programming Languages

1 expr := primary_expr kleene_comma_expr expri2
2 expr := primary_expr
LPAREN optional_arg_list RPAREN ( optional_arg_list1 )
3 kleene_comma_expr := comma_exprsk ‘
4 comma_expr := COMMA primary_expr f arg_list:1
5 primary_expr := ID
6 primary_expr := LPAREN expr RPAREN | primary_expr:1 || Kleene_comma_expr:1 |
7 optional_arg_list := arg_list? \
8 arg_list := primary_expr kleene_comma_ex el comma_expr:1 comma_expr:1
9 ID := [a-zA-Z_][a-zA-Z0-9_]x
10 LPAREN := '(’ ,1primary_expr:1| ,1primary_expr:1|
11 RPAREN := ')’ | |
12 COMMA := '’ e2 &3

(b) An example parse tree that represents the
(a) An example CFG that defines a language expression f(el,e2,e3) based on the grammar
of simple expressions. The bolded expr is the shown in Figure 5.1a. For simplicity, in the ex-
start symbol. ample, el, e2, and e3 are simply three variables.

Figure 5.1: An example CFG and an example parse tree.

The syntax of a programming language is a set of rules that define the valid textual
structure of programs written in this language. Typically, the syntax of a programming
language can be formally expressed with a context-free grammar (CFG). A CFG G consists
of four components: a finite set of nonterminal symbols N, a finite set of terminal symbols
Y, a finite set of production (or rewrite) rules R, and a start symbol S € N, i.e., G =
(N, %, R,S). The language defined by a CFG G is called a context-free language (CFL),
denoted as L(G). Figure 5.1a shows an example CFG that formally defines a language
of simple expressions, and Figure 5.1b shows the parse tree of an example expression,
f(el,e2,e3), which conforms to the example CFG.

Nonterminal Symbol. A nonterminal symbol v € N represents a syntactic structure
in the language defined by the corresponding CFG. Each non-leaf sub-tree st (a sub-tree
whose height is not 0, also referred to as a structure in this chapter) in the parse tree
of a program corresponds to a nonterminal symbol v in the grammar of the language,
denoted as st — v in this chapter. For example, in Figure 5.1b, sub-trees rooted at
nodes marked with an box correspond to the nonterminal symbol primary_expr.
In Figure 5.1a, nonterminal symbols are all named with lowercase words while terminal
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symbols are uppercased.

Terminal Symbol.  While nonterminal symbols can be rewritten to other symbol(s), a
terminal symbol o € ¥ directly maps to character(s) (a token) that appear in the actual
textual content and cannot be expanded to other symbols. Terminal symbols are either
defined with constant character(s) or regular expressions. They form the alphabet of the
language defined by the grammar.

Production Rule. A production rule » € R defines how a nonterminal symbol can
be rewritten. Its left-hand side is the nonterminal symbol to be defined and the right-
hand side is a sequence of symbols (either terminal or nonterminal symbols). Note that a
nonterminal can have multiple different production rules. In the example grammar, there
are eight production rules (line 1-8), and the nonterminal expr has two different production
rules (i.e., |Rexpr| = 2), which means it can be rewritten in two different ways. Given a
non-leaf sub-tree st and the nonterminal v that st corresponds to, we can map st to a
production rule r € R, (denoted as st — r?), indicating that production rule r is applied
to the root of st. In Figure 5.1b, it can be observed that each non-leaf node is written in the
format of nonterminal:index. The index after the colon is the index of the production
rule to which the sub-tree corresponds. For example, the root of the entire parse tree is
expr:2, indicating the parse tree corresponds to the second production rule of expr.

Start Symbol. The start symbol of the CFG is a special nonterminal symbol. All
the strings that can be represented by the start symbol (i.e., can be possibly derived by
applying a sequence of production rules starting from the start symbol) form the language
defined by the grammar. In the example grammar, expr is defined to be the start symbol.

Normal Forms of CFGs. The CFG can be written in various ways to represent a
certain CFL. To impose specific restrictions thus facilitating certain parsing algorithms or
theoretical analysis on top of the grammar, many normal forms of CFGs are proposed,
such as Chomsky Normal Form (CNF) [18] and Greibach Normal Form (GNF) [86]. In
this work, we make the CFG conform to Perses Normal Form (PNF), which is proposed
and utilized by the previously proposed syntax-guided program reducer, Perses [192]. PNF
requires that each production rule is in one of the following forms: (1) A ::= By B>...B,
(2) A 2= By*x (3) A == Bi+ (4) A == By? , and (5) S == e. Symbol A represents
any nonterminal symbol, B; (Vi € [1,n]) represents any nonterminal symbol or terminal
symbol, and S represents the start symbol. The example grammar in Figure 5.1a conforms
to PNF.

2We overload the symbol — to denote both types of mappings (i.e., mappings from a sub-tree to a
nonterminal symbol and from a sub-tree to a production rule)
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5.2.2 Syntax-Guided Transformation

Syntax-guided transformations are widely used in the process of program reduction to
improve its effectiveness and efficiency [192, 170]. The insight behind this is that invalid
programs are unlikely to trigger the bug that the original program reveals, and avoiding
generating invalid programs can significantly shrink the search space of program reduction,
thus saving considerable reduction time. The following definition formally defines syntax-
guided transformations.

Definition 5.2.1 (Syntax-Guided Transformation). Assuming Pyqq is the set of all syn-
tactically valid programs, a transformation f; is a syntax-guided transformation if and only

Zf vP € ]P)Ualidv ft(P) € Pvalid-

Two syntax-guided transformations are adopted by prior language-agnostic program
reducer |192].

Compatible Substructure Hoisting: Given a tree, this transformation attempts to simplify
the tree by hoisting one of its compatible descendants. A descendant is considered to be
compatible if the nonterminal that the root corresponds to can be directly or indirectly
rewritten by the nonterminal of the descendant. In Figure 5.1b, the entire parse tree
represents f(el,e2,e3) and corresponds to the nonterminal expr. Among all its descen-
dants, four nodes corresponding to primary_expr are compatible, since according
to line 1 in Figure 5.1a, expr can be rewritten by primary_expr (kleene_comma_expr
can be empty). Thus, eventually, Compatible Substructure Hoisting attempts to simplify
the original parse tree by reducing it to each of four compatible descendants (f, el, e2,
and e3).

Quantified Node Reduction: This transformation aims to simplify trees that correspond to

a production rule in the form of A ::= Byx or A := B;+, or A ::= B;?. For example,
the sub-tree rooted at the blue node in Figure 5.1b corresponds to the production rule
kleene_comma_expr := comma_expr* which is in the form of A ::= By*x. For such a

sub-tree, all its children can be deleted without breaking the syntax; thus Quantified Node
Reduction attempts to simplify the tree by applying ddmin to its child list. For trees
corresponding to production rules like A ::= B+, Quantified Node Reduction additionally
ensures that at least one child remains, and for trees corresponding to A ::= B;7, Quantified
Node Reduction simply attempts to remove the single child.
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5.3 Methodology

This section introduces Structure Form Conversion (SFC) (§ 5.3.1), how to effectively and
efficiently apply SFC to the program reduction task (§ 5.3.2), and the implementation
(§ 5.3.3)

5.3.1 Structure Form Conversion (SFC)

SFC converts a structure to another form. For example, given a function invocation expres-
sion f(el,e2,e3) in a C program, SFC may convert it to el,e2,e3. Such a conversion
complements Compatible Substructure Hoisting and Quantified Node Reduction and may
create extra reduction opportunities.

Algorithm 9 describes the general idea of SFC. Given the formal syntax of the program-
ming language G* and a sub-tree st in the parse tree of the program written in the specific
language, SFC can produce a list of transformed sub-trees T' that correspond to the same
nonterminal as the original sub-tree st. Specifically, SFC first obtains the nonterminal v
that the subtree st corresponds to, i.e., st — v (line 1). Next, SFC retrieves all the pro-
duction rules of the nonterminal v in the grammar G (line 2). Then, for each production
rule, SFC builds a list of new sub-trees (line 3-6), and eventually all the sub-trees built
based on the production rules are returned (line 7).

Algorithm 9: The SFC Algorithm — SFC(st, G, pred)

Input : st, the sub-tree to be transformed.
G, the formal syntax of the programming language.
pred, an additional predicate for matching compatible sub-trees
Output : A list of transformed sub-trees T’
T + || ; v < the nonterminal symbol that st maps to, i.e., st — v
R, < the production rules for v
for i € [0, R,.size() — 1] do
if st = R,[i] then continue // skip the production rule that the original
sub-tree corresponds to
TR,[i] + buildSubTreesForTheRule(R,[i], st, pred)
6 T.addALL(TR,[i])

7 return T’

AW N R

o

3In the algorithm, it is assumed that the grammar is in Perses Normal Form (PNF).

97



Design Principles

The most essential and challenging part of SFC is the algorithm for building sub-trees
based on a given production rule. Making this algorithm effective and efficient for program
reduction faces two main challenges. First, given a production rule, there is often an infinite
(or at least extremely large) number of valid sub-trees that can be generated. Therefore, the
algorithm needs to be properly guided and restricted. Otherwise, it will be too expensive to
be feasible. Second, randomly generated sub-trees may render the semantics of the program
invalid even though they preserve the syntactic validity. Although previous approaches like
Perses face the same problem as they cannot ensure semantic validity during the reduction,
randomly generating sub-trees can amplify this problem and thus significantly impair the
reduction performance. For example, a randomly generated expression is very likely to
contain a random identifier that is not defined in the program. In such a case, the program
after the replacement is not likely to trigger the same bug, as the language processor
probably terminates when it detect this semantic error in an early stage.

To overcome the aforementioned two challenges, we propose five principles to restrict
the sub-tree building algorithm. The insight behind all the principles is that the fewer
changes are made, the more likely the bug-triggering property can be preserved. In other
words, instead of aggressively simplifying the problem in a single step, gradually reducing
it through small steps is more likely to succeed, especially since SFC is designed to operate
on programs that have already been reduced to a relatively small size. Therefore, the
essence of these principles is to avoid making excessive and unnecessary changes to the
original sub-trees.

Principle 1: Do not randomly generate any structure. Reuse the structures in the original
sub-tree instead. This principle is to avoid generating numerous sub-trees that are unlikely
to replace the original sub-tree without making the program no longer trigger the same bug.
For example, given a sub-tree that represents f(el,e2,e3), generating a new expression
with some random identifiers is usually meaningless as such an expression would probably
lead to an undefined identifier error.

Principle 2: A structure in the original sub-tree can only be reused once. This principle
further reduces the number of sub-trees that can be possibly generated. Meanwhile, it can
also reduce the difference between the generated sub-tree and the original sub-tree, thus
increasing the possibility that replacing the original sub-tree with the new one makes the
program still trigger the same bug.

Principle 3: The reused structures should remain in the same order as they appear in the
original sub-tree. Similar to principle 2, this principle narrows down the search space of
the algorithm and makes the generated sub-trees be more similar to the original sub-tree.
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Principle 4: The reused structure should be as high-level as possible. This principle aims
to avoid generating sub-trees that are aggressively simplified. Meanwhile, adhering to this
principle makes SFC more orthogonal to Compatible Substructure Hoisting. It makes SFC
focus on converting the structure to another form and delegates the simplification task to
the subsequent Compatible Substructure Hoisting.

Principle 5: Reuse as many structures as possible. When the input production rule is in
the form of A ::= Bix* or A ::= B+, the algorithm needs to decide the number of structures
corresponding to B; that the generated sub-trees should contain. This principle guides the
algorithm to maximize this number while not breaking other principles. Similar to principle
4, this principle can avoid generating aggressively simplified sub-trees. Meanwhile, it makes
SEFC more orthogonal to Quantified Node Reduction.

Sub-Tree Building

Algorithm 10 describes the sub-tree building algorithm of SFC. This algorithm takes three
inputs, i.e., a sub-tree to be transformed st, a production rule r, and an additional predicate
for matching sub-trees (this input is for identifier elimination and will be discussed in
§ 5.3.2). The output of the algorithm is a list of sub-trees that are generated based on the
input production rule r. Recall that in PNF, the right hand side of a production rule can
be a sequence of symbols or a single symbol followed by a kleene star (*), or a kleene plus
(+), or an optional quantifier (?).* For different forms of production rules, the ways to
build sub-trees are different.

Building for Production Rules with a Quantified Symbol.  When the right hand
side of the production rule r is a single quantified symbol, the algorithm first extracts the
single symbol s (line 3), and then searches for all the compatible sub-trees in st, i.e., the
tree to be transformed (line 4). If no compatible st is found, meaning no sub-tree can be
reused for the building, the algorithm simply returns an empty list, indicating no sub-tree
can be built (line 5). Otherwise, the algorithm builds sub-trees according to the type of
quantifier that follows the symbol s. If the symbol s is followed by an optional quantifier
(7), the algorithm traverses the found compatible sub-trees. For each compatible sub-tree,
if it is at the highest level® (line 8), a transformed sub-tree is built by simply reusing the
compatible sub-tree (line 6-9). If the symbol s is followed by a Kleene star (*) or Kleene

4The special form S ::= ¢ for including empty string in the defined language is omitted here.
5A compatible node is at the highest level if none of its ancestors is compatible. According to the fourth
aforementioned design principle, the algorithm is designed to prefer reusing node as high-level as possible.
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Algorithm 10: The Sub-Tree Building Algorithm — buildSubTreesForTheRule(r, st,
pred)

w N O A ® N R

10
11

12

13
14
15
16
17
18

19
20
21
22
23

24
25

26
27

Input : st, the sub-tree to be transformed.

r, the production rule based on which the sub-tree is built.
pred, an additional predicate for matching compatible sub-trees

Output : A list of built sub-trees T’
T+ ]
if The form of the production rule r is A ::= Bi*x or A := Bi+ or A ::= B;? then

s < the symbol in the right hand side of the production rule
compatibleTrees «+— findCompatibleSubTrees (s, st, pred)
if compatibleTrees.size() == 0 then return ||
if s is followed by an optional quantifier (¢) then
foreach ct € compatibleTrees do
if dct’ € compatibleTrees, s.t. ct is a descendant of ct’ then continue
// Principle 4
t’ < a subtree built based on r by reusing ct; T.append(t’)

else // s is followed by a Kleene Star (x) or a Kleene Plus (+)
t' < a subtree built based on r by reusing all highest-level compatible sub-trees in
compatibleTrees
T.append(t')

else // The form of the production rule r is A ::= B1B»...B,

symbolList +— all the symbols in the right hand side of the production rule r
uniqueSymbols < symbolList.toSet ()
symbolToCompatibleMap < an empty map
foreach s in uniqueSymbols do
if s is a terminal and is defined with fized text then continue // No need to match
for constants
else
compatibleTrees +— findCompatibleSubTrees (s, st, pred)
n < the number of symbol s in symbolList
if n > compatibleTrees.size() then return [|
symbolToCompatibleMap[s] « all n-combinations of compatibleTrees

// symbolToCompatibleMap now records all combinations of compatible subtrees
for each unique symbol
reusings < the cartesian product of symbolToCompatibleMap][s] of each unique symbol s
adoptedReusings < all elements of reusings in which all subtrees are independent and as
high-level as possible // Adhere to principle 2 and 4
foreach reusing in adoptedReusings do
L t' < a subtree built based on r by reusing subtrees in reusing; T.append (¢’)

28 return 7T’
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plus (+), the algorithm only builds one transformed sub-tree by reusing all the highest-level
compatible sub-trees® (line 10-12).

Builidng for Production Rules with a Sequence of Symbols. If the production
rule r is in the form of A ::= By Bs...B,,, the algorithm needs to find a compatible sub-tree
for each symbol in the right hand side of r (except terminal symbols with constant text such
as COMMA and LPAREN) to reuse. In other words, a sequence of compatible sub-trees in which
all the symbols in the right hand side of r can have a compatible sub-tree to reuse (such
a sequence is referred to as a matching for brevity) is required to build one transformed
sub-tree. To illustrate the algorithm in this scenario, we describe the steps with a running
example. We use the parse tree shown in Figure 5.1b as the input of the running example.
Let the input production rule be expr := primary_expr kleene_comma_expr (line 1 in
Figure 5.1a), and suppose there is no additional predicate.

Initialization: First, the algorithm initializes symbolList with all the symbols on the right
hand side of the production rule r (line 14), and extracts all the unique symbols to a
set uniqueSymbols (line 15). In the running example, both symbolList and uniqueSymbols
contain primary_expr and kleene_comma_expr. It should be noted that in practice, a
symbol can appear multiple times in the right hand side of a production rule. Next, sym-
bolToCompatibleMap, a map that maps each unique symbol to all the possible matchings,
is initialized with an empty map (line 16).

Searching for Compatible Sub-Trees: The algorithm traverses uniqueSymbols. For each
unique symbol s, if it is a terminal symbol and is defined with constant text, then no com-
patible sub-tree is needed and the algorithm moves to the next unique symbol (line 18).
Otherwise, the algorithm searches for all the compatible sub-trees for the symbol s (line 20).
In the running example, the symbol primary_expr has four compatible sub-trees, whose
roots are marked with and the symbol kleene_comma_expr has one compatible
sub-tree, whose root is marked with blue.

Obtaining Matchings for Each Unique Symbol: Next, the number of appearances n of this
unique symbol is retrieved (line 21). Recall that to build a transformed sub-tree, each
symbol needs a compatible sub-tree to reuse. Therefore, the number n is also the required
number of sub-trees to form a matching for the unique symbol. If the total number of found
compatible sub-trees is smaller than n, the algorithm returns an empty list, meaning no
transformed sub-tree can be generated (line 22). Otherwise, all n-combinations of the found
compatible trees are stored as matchings in symbolToCompatibleMap with the corresponding
unique symbol s as the key. In the running example, both unique symbols appear only
once in the production rule. Thus, the number n for both unique symbols equals one, and
the matchings for these two unique symbols are the 1-combinations of their compatible
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sub-trees. Specifically, there are four matchings for the unique symbol primary_expr and
one matching for kleene_comma_expr.

Obtaining Matchings for the Entire Production Rule: Once the matchings of each unique
symbol is found, the algorithm derives all the matchings for the entire right hand side of
r by calculating the Cartesian product of the matchings of each unique symbol (line 24).
In the running example, primary_expr has four matchings. Each of them contains one
sub-tree that represents ‘f’, ‘el’, ‘e2’, ‘e3’, respectively. kleene_comma_expr has one
matching containing one sub-tree representing ‘,e2,e3’. Therefore the resulted Carte-
sian product contains four matchings representing ‘f,e2,e3’, ‘el,e2,e3’, ‘e2,e2,e3’,
‘e3,e2,e3’. However, the last two matchings violate the second design principle (they
reuse ‘€2’ and ‘e3’ twice, respectively), the algorithm filters such matchings by exclud-
ing all matchings that contain dependent compatible sub-trees (line 25). Finally, all the
remaining matchings are utilized to build transformed sub-trees (line 26-27).

5.3.2 Program Reduction with SFC

Unlike Compatible Substructure Hoisting and Quantified Node Reduction, SFC does not
ensure that the resulting structure is smaller than the original structure. Meanwhile,
compared to the previous two syntax-guided transformations, the number of structures
that can be possibly generated by SFC is usually much larger. Therefore, to effectively and
efficiently adapt SFC to the program reduction task, we further propose three reduction
methods: Smaller Structure Replacement, Identifier Elimination via SFC and Structure
Canonicalization. This section details how these reduction methods utilize SFC to boost
program reduction.

Smaller Structure Replacement

This reduction method aims to reduce a program by replacing structures of the program
with their smaller forms. It traverses the structures at different levels in the parse tree of
the program, invokes the SFC algorithm to generate structures in different forms that are
smaller, and attempts to replace the original structure with the newly generated structure.
If the program after the replacement still triggers the same bug, the program is successfully
reduced.

Algorithm 11 describes this reduction method. Given a bug-triggering program P to be
reduced, the formal syntax of the language in which P is written, and an oracle that can
check whether a program triggers the specific bug, the algorithm can produce a reduced
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Algorithm 11: Smaller Structure Replacement— reduceBySimplifyingStructure(t,
G)
Input : P, the program to be reduced.
G, the formal syntax of the programming language.
1), the oracle that verifies whether a program triggers the specific bug
Output : The reduced program p
t < the parse tree of P; truePred < a predicate that always returns true
queue < a queue that only contains the root node of ¢
while queue is not empty do
root <— queue.poll(); st < the sub-tree rooted at root
T < the result of SFC(st, G, truePred) sorted in ascending order
for st’ € T do
if the number of leaves in st’ is not smaller than that of st then break
t’ < a new parse tree obtained by replacing st with st’
p < the program derived from ¢’
if ¢ (p) then t « t'; root < the root of st’; break

B queue.addAl1 (root.children)
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=
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return the program derived by ¢

program p by simplifying structures in the program in a breadth-first manner. Specifically,
at the beginning, the algorithm obtains the parse tree of the input program P, initializes
a predicate that always returns true (required by SFC, meaning no additional criterion for
compatible sub-trees), and adds the root of the parse tree to a queue (line 1-2). Next, the
algorithm starts simplifying structures in a while loop (line 3-11). First, the node at the
front of the queue and the sub-tree rooted at this node are retrieved (line 4). Next, the
algorithm invokes SFC to obtain a list of transformed sub-trees and sorts the sub-tree list
based on the number of leaves in ascending order (line 5). Then, in a for loop (line 6-10),
the algorithm attempts to replace the original sub-tree st with each transformed sub-tree
st’ until the transformed sub-tree st’ is not smaller than the original sub-tree st (line 7)
or the program after replacement still triggers the bug (line 10), which means a structure
is successfully simplified. After the simplification performed in the for loop, the children
of the original sub-tree st (or the transformed sub-tree st’ if the simplification succeeded)
are added to the queue (line 11), and the algorithm repeats the process to keep simplifying
structures in the program.
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Algorithm 12: Identifier Elimination— reduceByEliminatingIdentifers(t, G)

N =

[

10
11

12
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14
15
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17
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20
21
22
23

24

Input : P: the program to be reduced.

G: the formal syntax of the programming language.
1: the oracle that verifies whether a program triggers the specific bug

Output : The transformed program p

allldentifiers < all identifier tokens in program P

nameToldTokensMap < a map that maps each unique identifier name to the corresponding
identifier tokens

foreach name € nameToldTokensMap.keys () do

uselds < all the uses of name (i.e., identifier tokens that are not for ID definition or
initialization)
foreach anotherName € nameToldTokensMap.keys ()\name do
p < a new program obtained by renaming all uselds with anotherName
if ¥(p) then return p

foreach use € uselds do // Eliminate each use by either SFC or replacing
foreach anotherName € nameToldTokensMap.keys ()\name do
p < a new program obtained by renaming use with anotherName
L if ¢(p) then update P with p and go to line 8 to eliminate the next use

success <— eliminateBySFC(use, P, 1)
if —success then go to line 3 and move to next unique identifier name // Fail to
eliminate

return P
Function eliminateBySFC(use, P, ¥):

parent < use; pred < a predicate that takes a sub-tree as input and returns true only if the
sub-tree does not contain use
while parent has a parent node do
parent < the parent node of parent
T < the result of SFC(st, G, pred) sorted in ascending order
for st’ € T do
if the number of leaves in st' is not smaller than that of st then break
p < a program obtained by replacing the sub-tree rooted at parent with st’
if ¢)(p) then update P with p; return true

return false
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Identifier Elimination

In previous research work, eliminating the uses of an identifier has been demonstrated
to be effective for further simplifying a bug-triggering program, since it can potentially
make some definitions or initializations of identifiers redundant, and thus deletable [221].
However, previous approaches of identifier elimination rely only on replacements (i.e.,
replacing all the uses of an identifier with another identifier). The reduction method
proposed in this section aims at additionally utilizing SFC to eliminate uses of an identifier
for better effectiveness. Specifically, given a use of an identifier, this approach replaces
a structure that contains the use with another structure generated by SFC. During the
generation, any sub-tree that contains the given use is forbidden to be reused; thus, after
the replacement, the use of the identifier is eliminated.

Algorithm 12 describes the complete reduction method in detail. First, given a pro-
gram to be reduced P, all the identifier tokens in P are collected and clustered by their
names (line 1-2). To achieve this, the terminal symbol (e.g., ID in Figure 5.1a) that repre-
sents identifier tokens in the corresponding grammar GG must be specified. Although this
requirement introduces some degree of language specificity, we believe it does not compro-
mise the generality of our approach, as it can typically be addressed in a straightforward
manner. Next, the algorithm traverses each unique identifier and attempts to eliminate all
the uses for the specific identifier (line 20-23). To eliminate all the uses, the algorithm first
attempts to rename all of them at once with another unique identifier (line 5-7). If the
elimination is successful, the program after elimination is returned for further reduction.
Otherwise, the algorithm attempts to eliminate the uses one by one (line 8-13). To do so,
the algorithm traverses all the uses, and for each use, it first attempts to rename it in a
similar way as renaming all the uses at once (line 9-11). If the attempt fails, the function
eliminateBySFC is invoked (line 19). This function takes as input a use (i.e., an identifier
token), the program P, and the oracle ¢, and then it attempts to eliminate the use by
replacing the sub-tree that contains the use with a new sub-tree without the use generated
by SFC. Specifically, the function first initializes a predicate pred which takes as input a
sub-tree and only return true when the sub-tree does not contain the input use (line 16).
Next, in a while loop, starting from the parent of the leaf node representing the use, the
function traverses the ancestors of the use from bottom to the top (line 17-23). For the
sub-tree rooted at each ancestor node, a list of sub-trees are generated by invoking SFC
(line 19). It should be noted that the predicate pred ensures that the generated sub-trees
do not contain the use. Finally, for each generated sub-tree st’ that is smaller than the
original sub-tree st, the algorithm attempts to replace st with st (line 20-22). If the re-
placing is successful (i.e., the new program p still triggers the same bug), P is updated
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by p and the function immediately returns true, indicating the elimination is successful
(line 23).

Structure Canonicalization

In addition to minimizing bug-triggering inputs, another desired feature of program reduc-
tion is canonicalizing inputs that trigger the same bug. This canonicalization feature can
significantly facilitate bug deduplication and help solve the fuzzer taming problem [15],
thus being highly demanded in practice. To boost the canonicalization aspect of language-
agnostic program reducers, we propose a method named Structure Canonicalization. Its
workflow is similar to Smaller Structure Replacement in Algorithm 11. While Smaller
Structure Replacement attempts to replace the original structure with a smaller one, Struc-
ture Canonicalization attempts to replace the original structure with a structure having
the same size but being more canonical. To decide which structure is more canonical, we
follow the definition below.

Definition 5.3.1. Given a nonterminal v and two sub-trees st — v and st' — v. The
subtree st is more canonical than the subtree st' if and only if st — r, st’ — r', and the
index of v is smaller than that of r’ in R,.

For example, suppose we have two different production rules for the nonterminal expr,
ordered as follows: (D expr:=ID+ID; @ expr:=ID.ID. In this case, we consider a+b to be
more canonical than a.b. If the order were reversed, then a.b would be considered more
canonical. The purpose here is that if both a-+b and a.b can trigger the same bug, we want
to canonicalize them to a single, canonical form. In our implementation, the production
rules are ordered based on their appearance in the Antlrd grammar file.

The algorithm of Structure Canonicalization can be obtained by adjusting the smaller
structure replacement algorithm (Algorithm 11) and the SFC algorithm (Algorithm 9) it
invokes. First, continue on line 4 in SFC needs to be revised to break, so that SFC
generates only more canonical sub-trees. Next, line 5 in Algorithm 11 should invoke the
revised SFC instead and filter out sub-trees having different size from the original sub-tree
st. Finally, line 7 in Algorithm 11 needs to be removed.

5.3.3 Implementation
We implemented two prototypes, SFCperses and SFCyyican on top of two previous language-

agnostic program reducers, Perses and Vulcan, respectively. Figure 5.2 shows the workflow
of SFCperses, Which contains a main reducer Perses and three auxiliary reducers. The
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main reducer, Perses, is responsible for reducing the input efficiently. The three auxiliary
reducers are implemented based on the proposed three SFC-based reduction method and
they are supposed to either aggressively search for reduction opportunities and/or create
reduction opportunities for the main reducer. The architecture of SFCyyjcan is similar to
SFCperses but uses Vulcan as main reducer. Compared to SFCperses, SFCyulcan additionally
incorporates the auxiliary reducers proposed by Vulcan.

5 \ el o P

= Oracle CPre Ic.ier.ltiﬁ?r Smaller Structure StI"LlCtl:lI'C .
— . . Elimination Replacement ~Canonicalization
Program Main Reducer Auxiliary Reducers based on SFC

Figure 5.2: The overall workflow of SFCpeses

Both SFCperses and SFCyyican take three inputs, i.e., a bug-triggering program, the gram-
mar in which the program is written, and an oracle that verifies whether a program triggers
the specific bug. The input program is first reduced by the main reducer. Once the main
reducer cannot make any progress, the first auxiliary reducer is invoked to further reduce
the program and/or create reduction opportunities by performing certain transformations.
If the auxiliary makes progress, the program is sent back to the main reducer, otherwise,
the next auxiliary reducer is invoked. For example, if Identifier Elimination successfully
eliminates an identifier, the program will be directly sent back to the main reducer. Oth-
erwise, if Identifier Elimination cannot eliminate any identifier, the program will be sent to
the next auxiliary reducer, i.e., Smaller Structure Replacement. This alternating process
is repeated until the last auxiliary reducer cannot make any progress, and it retains the
same theoretical guarantee (e.g., 1-minimality) as the main reducer.

5.4 Evaluation

To evaluate the proposed SFC-based reduction methods, we conducted experiments to
investigate the following research questions.

RQ1: Can SFC benefit previous language-agnostic program reducers in minimization?
RQ2: Can SFC benefit previous language-agnostic program reducers in canonicalization?

RQ3: To what extent does each SFC-based method contribute to the performance im-
provement?
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Figure 5.3: Distribution of the original program sizes in Benchmark-Reduce.

Benchmark Suites. We use two benchmark suites, Benchmark-Reduce and Benchmark-Cano,
to assess the performance in minimization and canonicalization for each reducer. Specifi-
cally, Benchmark-Reduce contains 20 C benchmarks, 20 Rust benchmarks, and 205 SMT-
LIBv2 benchmarks. Each benchmark consists of a program that triggers a unique real-
world crash or miscompilation bug and a shell script that checks whether a program trig-
gers the specific bug. The original sizes of these bug-triggering programs range from
15 to 212,259 tokens, and the distribution of the original sizes is shown in Figure 5.3.
We utilize this benchmark suite for assessing the minimization performance of reducers.
These benchmarks are also widely used for evaluation in previous studies in this direction
[192, , , , , 79, , |. Benchmark-Cano contains 3,796 bug-triggering C
programs. 2,501 of them trigger 11 unique crash bugs in GCC 4.3.0, and the remaining
1,295 programs trigger 35 miscompilation bugs also in GCC 4.3.0. This benchmark suite
is used for evaluating bug deduplication performance in previous studies [15, 222|. In our
evaluation, we use this suite mainly for evaluating the canonicalization performance of
reducers.

Baselines. To evaluate SFCperses and SFCyyican, We compare them against the cor-
responding previous language-agnostic program reduction tools, Perses [192] and Vul-
can [221], and two program reducers that are specifically optimized for C/C++ and SMT-
LIBv2, i.e., C-Reduce [171] and ddSMT [114].

e Perses is the first syntax-guided language-agnostic program reducer. It is implemented
with two syntax-guided transformations, Compatible Substructure Hoisting and Quan-
tified Node Reduction, to achieve efficient program reduction.

e Vulcan is a language-agnostic program reduction framework that aims to trade off the
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efficiency for a smaller reduction result. It deploys Perses as the main reducer and
includes three auxiliary reducers to search for reduction opportunities when Perses cannot
make any progress.

T-Rec is a fine-grained language-agnostic program reduction technique that mainly aims
to improve canonicalization by searching for reduction opportunities within tokens [220].
We included it as a baseline when evaluating the canonicalization performance. Unlike
Perses, Vulcan, and SFC—which treat tokens as atomic elements—T-Rec is capable of
reducing and canonicalizing token content. For example, it can reduce a random string
literal to an empty string or a numeric constant to 0. We chose to include T-Rec in
our evaluation of canonicalization for two reasons. First, T-Rec also aims to improve
canonicalization. By integrating it, we demonstrate that SFC is complementary to T-
Rec and that combining them can further enhance canonicalization performance. Second,
integrating T-Rec simplifies the evaluation. Although SFC improves canonicalization by
aligning program structure, few duplicates are reduced to exactly identical programs
because Perses, Vulcan, and SFC do not modify characters within token contents. As
a result, structurally similar programs may still differ in unimportant literals. T-Rec
addresses this by canonicalizing tokens, thereby enabling more duplicates to be textually
identical, which simplifies downstream deduplication tasks. T-Rec is implemented as an
additional auxiliary reducer, integrated by appending it to the list of auxiliary reducers.

C-Reduce and ddSMT are program reducers specifically optimized for reducing C/C++
and SMT-LIBv2 programs, respectively. By comparing our approach with C-Reduce and
ddSMT, we aim to assess the extent to which SFC narrows the gap between language-
agnostic and language-specific reducers. Since C-Reduce also includes certain language-
agnostic reduction components, it can be applied to programs in other languages as well.
Therefore, we include C-Reduce as a baseline for the Rust benchmarks. However, we
exclude C-Reduce when evaluating on SMT-LIBv2 benchmarks, as we observed that it
often fails to reduce these programs effectively within a reasonable time.

Metrics. We use two metrics in our evaluation. To assess the minimization capability of
a reducer, we define the Size of a program by the number of tokens it contains. A smaller
output indicates a stronger minimization capability. We use Number of Eliminated
Duplicates to measure the performance of canonicalization. Given a list of duplicates,
assume the number of distinct programs that the list contains is n. Suppose that after
reduction, the number of distinct programs becomes m. Then the difference (i.e., n —m)
is the number of eliminated duplicates. A larger difference indicates that more dupli-
cates become identical after reduction (thus can be eliminated), demonstrating a stronger
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canonicalization capability.

Ezxperiment Setup. The experiments are run on an Ubuntu 20.04 server with AMD
7950X CPU and 128 GB RAM. For fair comparisons, all the experiments are run with a
single thread.

5.4.1 RQ1: Performance in Minimization

To investigate this research question, we compare SFCperses and SFCyycan to Perses and
Vulcan on Benchmark-Reduce, respectively. Figure 5.4, Figure 5.5, and Figure 5.6 show
the results of the experiment. For the C and Rust benchmarks, detailed results are also
listed in Table 5.1 and Table 5.2.

SFCperses Vs. Perses.  Asshown in Table 5.1 and Figure 5.4-5.6, the results produced by
SFCperses are generally and significantly smaller than those of Perses, indicating that inte-
grating SFC-based reduction methods can effectively boost the minimization performance
of Perses. Specifically, in terms of size, the results of SFCperees are 36.82%, 18.71%, and
41.05% smaller than those of Perses on average on C, Rust, and SMT-LIBv2 benchmarks,
respectively. In terms of execution time, incorporating SFC-based methods inevitably in-
troduces overhead. On average, SFCpeses takes 3.65x, 16.99x, and 3.97x the time of
Perses on C, Rust, and SMT-LIBv2 benchmarks. The unusually high time ratio on the
Rust benchmarks is primarily due to the presence of many small benchmarks, which in-
flates the average. For instance, when considering only the 10 smallest benchmarks from
rust-77320 to rust-78720, the time ratios of these benchmarks range from 11 to 64,
averaging 26.46. However, the absolute time differences for these benchmarks range from
82s to 628s, averaging 282.8s—less dramatic than the ratios suggest.

SFCperses vs. Vulcan. From Table 5.1 and Figure 5.4-5.6, it can be observed that
the overall performance of SFCperses and Vulcan is comparable. Specifically, the results of
SFCperses are 1.86%, 3.34%, and 3.34% smaller than those of Vulcan. The p-values yielded
by the Wilcoxon signed-rank test are 0.105, 0.530, and 0.598, respectively, which indicate
that there is no statistically significant difference between the two reducers in terms of
minimization performance. Time-wise, SFCperses takes 1.19x, 1.33x, and 0.95x the time
of Vulcan on C, Rust, and SMT-LIBv2 benchmarks, and the corresponding p-values are
0.04, 0.812, and 1.256 x 1079, respectively. These results indicate that statistically, SFCperses
is significantly slower than Vulcan on C benchmarks, significantly faster on SMT-LIBv2
benchmarks, and not significantly different on the Rust benchmarks. Although SFCpeses
and Vulcan achieve comparable overall minimization performance, it is worth noting that
they are complementary to some extent. Specifically, in 53 out of 245 benchmarks, SFCpe/ses
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produces results that are more than 10% smaller than Vulcan, while in 48 benchmarks, it
produces results that are more than 10% larger. Furthermore, our comparison of SFCyyjcan
with Vulcan demonstrates that integrating SFC-based reduction methods into Vulcan leads
to further improvements in minimization.

SFCvyican vs. Vulcan vs. C-Reduce and ddSMT. As illustrated in Table 5.2 and
Figure 5.4-5.6, SFCyyican significantly outperforms Vulcan in terms of minimization. On
average, the results of SFCyyjcan are 14.51%, 7.65%, and 7.66% smaller than those of Vul-
can on C, Rust, and SMT-LIBv2 benchmarks, respectively. However, on C benchmarks
and SMT-LIBv2 benchmarks, SFCycan does not outperform the corresponding language-
specific reducers, i.e., C-Reduce and ddSMT, which is expected. Specifically, SFCyyjcan
produces 50.39% and 7.55% larger results than C-Reduce (on C benchmarks) and ddSMT
(on SMT-LIBv2 benchmarks), respectively. In contrast, the results of Vulcan are 80.38%
and 16.22% larger than those of C-Reduce and ddSMT, showing that SFCyyjcan closes a sub-
stantial portion of the gap. For the Rust benchmarks, although C-Reduce is also effective
at reducing Rust programs, SFCyycan achieves better results—producing outputs that are,
on average, 11.58% smaller than those of C-Reduce. In terms of execution time, SFCyycan
takes 1.56x, 2.35x, and 1.42x the time of Vulcan on C, Rust, and SMT-LIBv2 bench-
marks. Compared to language-specific reducers, SFCyyican takes 1.85x and 3.22x the time
of C-Reduce on C and Rust benchmarks, and 6.04x the time of ddSMT on SMT-LIBv2
benchmarks.

Trade-off between Time Overhead and Reduction. As shown in the results dis-
cussed above, SFC introduces a notable time overhead. However, it should be noted that
the reducer always maintains a minimal result during the reduction process, allowing users
to stop at any point that they deem the result sufficiently simplified. The objective of
SFC is not to replace Perses or Vulcan, but rather to offer an effective and efficient method
for users to further trade execution time for a smaller result when needed. Given that
minimizing bug-triggering programs is not always time-sensitive, and manual inspection
and minimization can be labor-intensive—demanding specific language and compiler exper-
tise—we believe providing the option to trade additional CPU time for a smaller program
to initiate manual analysis is beneficial.

Example Simplifications Performed by SFC. To provide insights on how SFC-
based reduction methods enable further reduction, we manually inspect some of the C
benchmarks and summarize some example simplifications performed by the SFC-based re-
duction methods shown below (in the examples, ei represents an expression, si represents
a statement, and a and b are identifiers):
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1. el && e2 ==> lel 7. el.e2 = e3 ==> ++el.e2

2. el < e2 ==> lel 8. f(el, e2) ==> --el

3. el.e2 ==> &el 9. s1 ==> ;

4. el.e2 ==> sizeof el 10. if (a=b); ==> a=b;

5. el[e2] ==> xel 11. for(;a;a++) ==> while(a++)

6. el[e2].[e3] ==> el->e3 12. for(;;) { sl s2 } ==> for(sl;;s2)

RQ1: While SFC-based reduction methods introduce some time overhead, they sig-
nificantly boost the minimization capabilities of Perses and Vulcan. Specifically, the
results of SFCperses are 36.82%, 18.71%, and 41.05% smaller than those of Perses on C,
Rust, and SMT-LIBv2 benchmarks. As for SFCyycan, the corresponding percentage
decreases are 14.51%, 7.65%, and 7.66%, respectively.

5.4.2 RQ2: Performance in Canonicalization

To evaluate whether SFC-based reduction methods can boost performance in canonicaliza-
tion, we run Perses, Vulcan, SFCperses and SFCyyjcan to reduce all the bug-triggering programs
in Benchmark-Cano. As mentioned previously, to demonstrate that SFC-based reduction
methods are complementary to T-Rec, another technique for improving canonicalization
performance, we integrate T-Rec to each reducer in the experiment.

The evaluation results are shown in Table 5.3 (SFCpeses—s is a variant for the ablation
study covered in § 5.4.3, where its results are discussed). From the table, it can be observed
that compared to Perses, SFCpeses can eliminate 439 more crash duplicates and 3 more
miscompilation duplicates. Meanwhile, compared to Vulcan, SFCyyjcan eliminates 425 and
10 more crash and miscompilation duplicates, respectively. Such results indicate that
SFC-based reduction methods significantly improve the canonicalization capabilities of
both Perses and Vulcan. Time-wise, the average execution time of SFCperses is 1.69x and
3.08x the time of Perses on the crash and miscompilation benchmarks, respectively. As
for SFCyuican, its average time is 1.06x and 1.35x the time of Vulcan, respectively.
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Table 5.1: Evaluation results of Perses, Vulcan, and SFCpeses on C and Rust benchmarks.
Column %A shows the average percentage change in size achieved compared to the
baseline reducer.

| Perses | Vulcan | SFChperses

P g ) S )] e ) S )] T 0[S [ ke Tmepaie KA e Tl
clang-22382 508 144 1,058 108 1,114 113 -21.53% 2.19 4.63% 1.05
clang-22704 1,376 78 1,574 62 1,650 61 -21.79% 1.20 -1.61% 1.05
clang-23309 1,619 464 6,802 303 7,748 227 -51.08% 4.79 -25.08% 1.14
clang-23353 750 98 1,025 91 1,392 82 -16.33% 1.86 -9.89% 1.36
clang-25900 915 239 1,676 104 3,136 193 -19.25% 3.43 85.58% 1.87
clang-26760 1,718 120 2,384 56 2,263 52 -56.67% 1.32 -7.14% 0.95
clang-27137 7,391 180 9,962 88 13,137 83 -53.89% 1.78 -5.68% 1.32
clang-27747 1,013 117 1,759 79 2,149 83 -29.06% 2.12 5.06% 1.22
clang-31259 1,719 406 11,695 282 13,375 249 -38.67% 7.78 -11.70% 1.14
gce-59903 3,291 308 4,743 198 6,236 158 -48.70% 1.89 -20.20% 1.31
gee-60116 2,200 443 6,945 247 9,373 211 -52.37% 4.26 -14.57% 1.35
gee-61383 2,128 272 10,766 195 17,711 183 -32.72% 8.32 -6.15% 1.65
gee-61917 1,064 150 1,650 103 1,865 70 -53.33% 1.75 -32.04% 1.13
gce-64990 2,508 239 4,416 203 5,634 165 -30.96% 2.25 -18.72% 1.28
gee-65383 827 153 1,531 84 5,523 119 -22.22% 6.68 41.67% 3.61
gce-66186 2,158 327 16,992 226 10,035 221 -32.42% 4.65 -2.21% 0.59
gce-66375 2,409 440 11,656 227 16,719 289 -34.32% 6.94 27.31% 1.43
gee-70127 2,726 301 15,053 230 14,502 188 -37.54% 5.32 -18.26% 0.96
gce-70586 5,496 157 17,335 94 7,717 75 -52.23% 1.40 -20.21% 0.45
gce-71626 45 51 123 38 140 35 -31.37% 3.11 -7.89% 1.14
Mean 2,093.05 234.35 ‘ 6,457.25 150.90 7,070.95 142.85 -36.82% 3.02 -1.86% 1.19
STDEV 1,724.73 130.24 ‘ 5,746.84 82.89 5,587.87 74.75 0.1329 2.31 0.2673 0.63
rust-111502 71 166 930 157 1,155 160 -3.61% 16.27 1.91% 1.24
rust-112061 2,188 458 17,728 442 14,658 418 -8.73% 6.70 -5.43% 0.83
rust-112213 3,617 736 55,834 635 17,786 549 -25.41% 4.92 -13.54% 0.32
rust-112526 2,900 382 10,932 338 10,407 355 -7.07% 3.59 5.03% 0.95
rust-44800 1,048 467 7,766 284 6,117 307 -34.26% 5.84 8.10% 0.79
rust-66851 4,047 728 31,256 713 39,530 660 -9.34% 9.77 -7.43% 1.26
rust-69039 518 114 5,397 101 6,363 99 -13.16% 12.28 -1.98% 1.18
rust-77002 331 263 1,582 247 1,772 246 -6.46% 5.35 -0.40% 1.12
rust-77320 10 39 153 39 147 9 -76.92% 14.70 -76.92% 0.96
rust-77323 4 13 26 13 86 13 0.00% 21.50 0.00% 3.31
rust-77910 13 34 112 21 451 20 -41.18% 34.69 -4.76% 4.03
rust-77919 28 74 280 62 656 69 -6.76% 23.43 11.29% 2.34
rust-78005 18 102 212 102 282 82 -19.61% 15.67 -19.61% 1.33
rust-78325 5 28 61 26 320 26 -7.14% 64.00 0.00% 5.25
rust-78651 9 17 55 9 99 9 -47.06% 11.00 0.00% 1.80
rust-78652 14 56 182 49 195 56 0.00% 13.93 14.29% 1.07
rust-78655 5 26 107 26 230 26 0.00% 46.00 0.00% 2.15
rust-78720 25 72 351 56 493 56 -22.22% 19.72 0.00% 1.40
rust-91725 284 174 1,700 78 1,315 108 -37.93% 4.63 38.46% 0.77
rust-99830 544 303 3,921 281 3,212 281 -7.26% 5.90 0.00% 0.82
Mean 783.95 212.60 ‘ 6,929.25 183.95 5,263.70 177.45 -18.71% 12.37 -2.55% 1.33
STDEV 1,302.36 229.65 ‘ 13,915.68 208.93 9,579.61 193.12 0.1994 15.44 0.2099 1.24
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Table 5.2: Evaluation results of C-Reduce, Vulcan, and SFCyycan on C and Rust bench-
marks. Column %A shows the average percentage change in size achieved compared
to the baseline reducer.

‘ C-Reduce ‘ Vulcan ‘ SFCyvulican
Benchmarks | . . . . %A in size . ) %A in size ~ Time ratio %A in size
Time (s) RN Time (s) RSN w.r.t. C-Reduce Time () w.r.t. Vulcan ~w.r.t. Vulcan  w.r.t. C-Reduce
clang-22382 1,085 70 1,058 108 54.29% 1,852 100 -7.41% 1.75 42.86%
clang-22704 1,916 42 1,574 62 47.62% 1,731 57 -8.06% 1.10 35.71%
clang-23309 3,696 118 6,802 303 156.78% 10,624 211 -30.36% 1.56 78.81%
clang-23353 1,135 74 1,025 91 22.97% 1,496 90 -1.10% 1.46 21.62%
clang-25900 1,687 90 1,676 104 15.56% 2,528 96 -7.69% 1.51 6.67%
clang-26760 2,811 43 2,384 56 30.23% 2,807 52 7.14% 1.18 20.93%
clang-27137 9,477 50 9,962 88 76.00% 15,185 83 -5.68% 1.52 66.00%
clang-27747 1,963 68 1,759 79 16.18% 2,471 74 -6.33% 1.40 8.82%
clang-31259 4,772 168 | 11,695 282 67.86% | 19,341 248 -12.06% 1.65 47.62%
gce-59903 6,326 105 4,743 198 88.57% 6,849 129 -34.85% 1.44 22.86%
gee-60116 5,174 168 6,945 247 47.02% 10,853 194 -21.46% 1.56 15.48%
gee-61383 3,934 84 10,766 195 132.14% 18,134 137 -29.74% 1.68 63.10%
gce-61917 3,316 65 1,650 103 58.46% 2,471 74 -28.16% 1.50 13.85%
gee-64990 4,961 68 4,416 203 198.53% 6,888 141 -30.54% 1.56 107.35%
gee-65383 2,206 51 1,531 84 64.71% 5,492 74 -11.90% 3.59 45.10%
gce-66186 5,045 115 16,992 226 96.52% 23,779 208 -7.96% 1.40 80.87%
gec-66375 7,414 56 11,656 227 305.36% 19,525 202 -11.01% 1.68 260.71%
gee-70127 6,316 84 15,053 230 173.81% 21,406 187 -18.70% 1.42 122.62%
gce-70586 6,342 130 17,335 94 -27.69% 31,316 92 -2.13% 1.81 -29.23%
gee-71626 292 46 123 38 -17.39% 162 35 -7.89% 1.32 -23.91%
Mean | 399340 | 8475 6457.25 | 150.90 80.38% | 10,245.50 | 124.20 -14.51% 1.56 50.39%
STDEV ‘ 2,421.34 38.32 ‘ 5,746.84 82.89 79.90% ‘ 9,205.30 63.14 0.1073 0.49 63.10%
rust-111502 822 161 930 157 -2.48% 2,370 156 -0.64% 2.55 -3.11%
rust-112061 4,892 447 17,728 442 -1.12% 25,980 413 -6.56% 1.47 -7.61%
rust-112213 4,413 726 55,834 635 -12.53% 70,048 536 -15.59% 1.25 -26.17%
rust-112526 5,921 537 10,932 338 -37.06% 18,530 334 -1.18% 1.70 -37.80%
rust-44800 6,436 471 7,766 284 -39.70% 10,731 284 0.00% 1.38 -39.70%
rust-66851 5,673 649 31,256 713 9.86% 68,837 658 -1.71% 2.20 1.39%
rust-69039 649 109 5,397 101 -7.34% 10,379 97 -3.96% 1.92 -11.01%
rust-77002 2,097 264 1,582 247 -6.44% 3,428 246 -0.40% 2.17 -6.82%
rust-77320 147 39 153 39 0.00% 367 9 -76.92% 2.40 -76.92%
rust-77323 25 13 26 13 0.00% 128 13 0.00% 4.92 0.00%
rust-77910 88 23 112 21 -8.70% 373 20 -4.76% Bt -13.04%
rust-77919 422 70 280 62 -11.43% 699 59 -4.84% 2.50 -15.711%
rust-78005 308 75 212 102 36.00% 603 82 -19.61% 2.84 9.33%
rust-78325 122 34 61 26 -23.53% 442 26 0.00% 7.25 -23.53%
rust-78651 76 12 55 9 -25.00% 150 9 0.00% 2.73 -25.00%
rust-78652 176 49 182 49 0.00% 384 49 0.00% 2.11 0.00%
rust-78655 93 26 107 26 0.00% 450 26 0.00% 4.21 0.00%
rust-78720 476 51 351 56 9.80% 861 53 -5.36% 2.45 3.92%
rust-91725 2,387 101 1,700 78 -22.77% 2,341 7 -1.28% 1.38 -23.76%
rust-99830 4,278 164 3,921 281 71.34% 6,350 269 -4.27% 1.62 64.02%
Mean ‘ 1,975.05 201.05 | 6,929.25 183.95 -3.55% ‘ 11,172.55 170.80 -7.65% 2.35 -11.58%
STDEV ‘ 2,341.12 231.04 ‘ 13,915.68 208.93 24.54% ‘ 21,095.72 190.52 0.1715 1.44 26.68%
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Figure 5.4: Evaluation results of Perses, Vulcan, SFCperses and SFCyyjcan on C benchmarks.

RQ2: Despite introducing some time overhead, SFC-based reduction methods can
significantly enhance the canonicalization capabilities of Perses and Vulcan (with
T-Rec integrated). Specifically, SFCperses and SFCyyican €limiate 442 and 435 more
duplicates than Perses and Vulcan, respectively.

5.4.3 RQ3: Ablation Studies

To investigate whether each of the proposed SFC-based reduction methods is effective,
we conducted ablation studies. Specifically, we implemented six variants of SFCperses and
SFCvuican as follows. SFCp,  ocie, SFCperses—ssr, and SFCperses—sc are variants of SFCperses that
do not have the auxiliary reducer corresponding to Identifier Elimination, Smaller Struc-
ture Replacement, and Structure Canonicalization integrated, respectively. SFC,..,~
SFCyulcan—ssr, and SFCyyjcan—sc are variants of SFCyyjcan without these three auxiliary reducer,
respectively.

|e,
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Table 5.3: Evaluation results of Perses, SFCperses, SFCperses—sc, Vulcan, SFCyyican, and
SFCyulcan—sc on Benchmark-Cano. Each reducer is integrated with T-Rec. The column
Eliminated shows the total number of eliminated duplicates. The column Size and Time
shows the average size of the outputs and the average execution time.

Reducer Crash ‘ Miscompilation
Eliminated (#) Size (#) Time (s) | Eliminated (#) Size (#) Time (s)
Perses 1,297/2,501 55.73 146.58 0/1,295 228.14 769.03
SFCperses 1,736/2,501 39.59 248.31 3/1,295 168.77 2367.54
SFCpeyees-sc 1,382/2,501 4132 217.75 1/1,295  169.99  2001.45
Vulcan 1,327/2,501 40.81 293.68 1/1,295 188.56 2896.75
SFCvulcan 1,752/2,501 36.16  312.42 11/1,295  160.88  3914.47
SFCyyjcan-sc 1,397/2,501 37.83  284.13 8/1,295  156.28  4245.39
Table 5.4: Results of SFCp,ecie;, SFCperses—sr, SFCycan-ie; and SFCyyjcan—=r on

Benchmark-Reduce. Column Worse is the number of cases where the removal causes
a deterioration in minimization capability. Column %A is the average percentage in-
crease in size caused by the removal.

R C | Rust | SMT-LIBv2
educer

Size  Worse %A in Size ‘ Size  Worse %A in Size ‘ Size Worse %A in Size
SFCperses—e ~ 192.70  20/20 39.03% | 194.05 10/20 7.21% | 266.23 169/205 93.91%
SFCperses—ssr 165.90 20/20 16.70% | 190.65 17/20 29.90% | 145.17 167/205 16.31%
SFCyyican—e  132.35  12/20 5.22% | 171.35 2/20 0.25% | 113.83  29/205 1.11%
SFCyvulcan-ssr 141.10  20/20 13.56% | 176.05 12/20 18.89% | 117.38 137/205 6.03%
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Figure 5.5: Evaluation results of Perses, Vulcan, SFCperses and SFCyyican 0n Rust bench-
marks.

Impacts of Removing Smaller Structure Replacement. Smaller Structure Re-
placement is proposed to mainly enhance the minimization capabilities of program re-
ducer. Thus, to evaluate its contribution, we compare SFCpeses—ss and SFCyyjcan—ssr with
SFCperses and SFCyyican on Benchmark-Reduce, respectively. From Table 5.4, it can be
observed that for both SFCperses and SFCyyican, removing Smaller Structure Replacement
significantly deteriorates the minimization performance. Specifically, removing Smaller
Structure Replacement causes SFCpeses to produce results that are 16.70%, 29.90%, and
16.31% larger on C, Rust, and SMT-LIBv2 benchmarks, respectively. Similarly, remov-
ing Smaller Structure Replacement from SFCyycan results in outputs that are 13.56%%,
18.89%, and 6.03% larger, respectively.

Impacts of Removing Identifier Elimination.  Similar to Smaller Structure Re-
placement, Identifier Elimination is also proposed primarily to boost the minimization
performance. Therefore, we evaluate its contribution in the same way we assess Smaller
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Figure 5.6: Evaluation results of Perses, Vulcan, SFCpeses and SFCyyican on SMT-LIBv2
benchmarks.

Structure Replacement. As shown in Table 5.4, removing Identifier Elimination also has a
negative impact on the minimization capability of SFCpeses, €specially on the SMT-LIBv2
benchmarks. Specifically, the results of SFCperses without Identifier Elimination are 39.03%,
7.21%, and 93.91% larger on C, Rust, and SMT-LIBv2 benchmarks, respectively. The neg-
ative impact of removing Identifier Elimination from SFCyycan is not as significant as that
of removing it from SFCpees: the corresponding percentage increases in size of the results
are 5.22%, 0.25%, and 1.11%, respectively. The reason behind this may be that Vulcan
also has an auxiliary reducer for eliminating identifiers, which is somewhat overlapped with
Identifier Elimination. Nevertheless, the increases in size still demonstrate that Identifier
Elimination proposed in this chapter is more effective than the auxiliary reducer in Vulcan.

Impacts of Removing Structure Canonicalization. Since Structure Canonicaliza-
tion is proposed primarily to enhance the canonicalization capability of program reducers,
to evaluate the contribution of Structure Canonicalization to the improved canonicaliza-
tion performance, we compare SFCperses—sc and SFCyyjcan—sc t0 SFCperses and SFCyyjcan On
Benchmark-Cano, respectively. As shown in Table 5.3, removing Structure Canonicaliza-
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tion from SFCpeses leads to 354 and 2 fewer eliminated crash and miscompilation duplicates,
respectively. Removing Structure Canonicalization from SFCyyjcan also leads to 355 and 3
fewer eliminated crash and miscompilation duplicates, respectively. Such results indicate
that Structure Canonicalization significantly contributes to the superior canonicalization
performance of both SFCpeses and SFCyyjcan-

RQ3: All the proposed SFC-based reduction methods significantly contribute to
the improved reduction performance of SFCpeses and SFCyyican. Removing Smaller
Structure Replacement or Identifier Elimination can result in large outputs and the
ratio is up to 93.91%. Without Structure Canonicalization, more than 300 duplicated
crash bugs cannot be eliminated.

5.5 Related Work

This section discusses the studies related to this chapter. Delta Debugging is the first
systematic work in the direction of bug-triggering test input minimization [226]. This work
proposed an algorithm named ddmin which is designed to reduce a list of elements. This
algorithm still serves as a fundamental reduction algorithm in many advanced reduction
techniques proposed by subsequent research studies [152, 112, 192, , 114, 229, 235].
ProbDD later improves ddmin with a probabilistic model [209]. Zhang et al. conducted an
in-depth theoretical and empirical analysis of ProbDD, and then proposed Counter-Based
Delta Debugging (CDD), a simplified version of ProbDD that reduces the complexity from
both theory and implementation perspectives [229]. Zhou et al. introduced Weighted Delta
Debugging (WDD), a novel concept to leverage the size of elements in partitioning [235].

Y

The algorithm ddmin and its variants cannot well handle highly structured inputs on
themselves. Targeting to tackle this limitation, Hierarchical Delta Debugging (HDD) was
proposed by Misherghi and Su [152]. Specifically, HDD performs ddmin on each level
of the tree representation (e.g., the parse tree) of the input from top to bottom. After
HDD was proposed, many researchers improved HDD from different aspects with different
mechanisms  [95, 97, , |. Hodovéan et al. proposed Picieny, which uses extended
context-free grammars to modernize the original HDD implementation [95]. In the next
year, the same authors proposed another technique called Coarse Hierarchical Delta De-
bugging (CHDD) to further improve the efficiency of HDD [97]. Kiss et al. proposed a
recursive version of HDD named HDDr also for saving reduction time [112]. Vince et al.
improved the performance of HDD by integrating the hoisting operation [208].
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Although HDD and its variants can recognize the structure of the input to be reduced,
the transformations (i.e., deletions) that they perform do not preserve the syntactic va-
lidity, which eventually leads to limited overall reduction performance. To overcome this
obstacle, Sun et al. proposed Perses, a syntaz-guided program reducer that always gener-
ates programs that conform to the provided formal grammar during the reduction process.
Gharachorlu et al. further improved the efficiency of Perses by optimizing the order of
reducing each portion of the program |77, 79], and Tian et al. proposed a better implemen-
tation that greatly reduced the engineering work required for applying Perses to different
programming languages [198]. Tian et al. introduced a novel caching scheme to speed up
program reduction [200].

To further trade off efficiency for smaller reduction results, Xu et al. proposed Vulcan,
a reducer that can switch to more exhaustive reducers whenever the main reducer (i.e.,
Perses) cannot make any progress [221]. In the study of Vulcan, three auxiliary reducers are
proposed, which are Tree-Based Local Exhaustive Enumeration, Identifier Replacement,
and Sub-Tree Replacement, respectively. Among these auxiliary reducers, the last two
are similar to Identifier Elimination and Smaller Structure Replacement proposed in this
chapter. However, compared to Identifier Replacement, Identifier Elimination is more
effective as it can eliminate uses of identifiers not only by replacing but also by utilizing
SFC. Meanwhile, compared to Smaller Structure Replacement, Sub-Tree Replacement in
Vulcan lacks a structure-reusing mechanism, which significantly limits its effectiveness. The
extensive evaluation also demonstrates that compared to Vulcan, the methods proposed in
this chapter are either more effective or complementary. T-Rec is another syntax-guided
program reducer proposed recently [220]. It improves the reduction performance (especially
the canonicalization performance) by introducing a fine-grained reduction process, which
leverages the lexical syntax to canonicalize tokens. As demonstrated in § 5.4.1, SFC-based
reduction methods can significantly enhance the canonicalization capabilities of Perses and
Vulcan with T-Rec integrated. Such a result indicates that T-Rec and our approach are
complementary to some extent.

There are also many language-specific program reducers that are specifically optimized
for reducing programs in certain programming languages. These reducers are designed
with language-specific knowledge and often require heavy engineering work to implement.
C-Reduce is a reducer specifically optimized for reducing C programs [170]. ddSMT and
ddSMT2.0 are designed for reducing SMT-LIBv2 programs [161, |. J-Reduce focuses
on Java bytecode [109, |, and JS Delta is for reducing JavaScript programs [l105].
Zhang et al. proposed LPR, the first LLMs-aided technique leveraging LLMs to perform
language-specific program reduction for multiple languages [225]. Compared to these
language-specific ones, SFC-based reduction is much more general and can be applied
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to a wide range of programming languages.

There are also program reducers designed for software debloating. For example, CHISEL
is a reducer for debloating C/C++ programs [92]|. It leverages a reinforcement learning-
based approach to improve the efficiency and scalability. Additionally, Bruce et al. pro-
posed JShrink, an end-to-end framework for debloating Java bytecode [37].

Instead of directly reducing the test case, some reducers reduce test cases in a different
manner. Hypothesis reducer reduces test cases by minimizing the choice sequence with
test case generators [111]. PPR, proposed by Zhang et al., reduces pairs of programs, i.e.,
a seed and a bug-triggering mutant derived from the seed, in mutation-based fuzzing [230)].
It reduces both the difference and the common parts of the two programs to facilitate
debugging. While the reducer in spirv-fuzz also reduces the difference between seed and
mutant, it focuses on reducing the transformation sequences that mutate the seed to the
mutant [65]. These works are all complementary to our work.

5.6 Chapter Conclusion

In this chapter, we boost the performance of language-agnostic program reduction by
proposing a novel syntax-guided transformation named Structure Form Conversion (SFC).
SFC complements the previously proposed two transformations, Compatible Substructure
Hoisting and Quantified Node Reduction. Building on SFC, we further propose three
reduction methods: Smaller Structure Replacement, Identifier Elimination, and Struc-
ture Canonicalization, to effectively and efficiently leverage SFC for program reduction.
Through extensive evaluation with two benchmark suites, we demonstrate the proposed
three reduction methods can significantly improve both the minimization and canonical-
ization performance. Specifically, SFCperses produces 36.82%, 18.71%, and 41.05% smaller
results than Perses on average on the C, Rust, and SMT-LIBv2 benchmarks, respectively.
Similarly, the average results of SFCyyean are 14.51%, 7.65%, and 7.66% smaller than
Vulcan. Furthermore, in Benchmark-Cano SFC-based reduction methods help Perses and
Vulcan further eliminate 442 and 435 more duplicates (programs that trigger the same
bug), respectively.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis advances the state of the art in language-agnostic program reduction by sub-
stantially improving both minimization and canonicalization, thereby reducing the long-
standing performance gap between AGRs and SPRs. Although AGRs provide broad appli-
cability across diverse languages, their traditional limitations in supported transformations
and token-level granularity have hindered their ability to produce minimal and canonical
results. The contributions of this thesis address these challenges through a series of com-
plementary techniques.

First, this work introduces Vulcan, a framework that augments a main AGR with
auxiliary reducers capable of performing diverse, strategically selected transformations. By
enabling iterative cooperation between the main reducer and auxiliary reducers, Vulcan
overcomes the stagnation commonly encountered after obtaining a 1-minimal program. The
framework unlocks new opportunities for continued reduction and demonstrates significant
improvements over the state-of-the-art AGR, Perses, across C, Rust, and SMT-LIBv2
programs.

Second, to strengthen canonicalization—a key feature for facilitating bug deduplica-
tion—this thesis proposes T-Rec, a fine-grained, lexical syntax—guided reduction technique.
By operating within tokens rather than treating them as atomic, T-Rec reduces superficial
differences among programs that essentially trigger the same bug. When integrated into
Vulcan, T-Rec successfully eliminates over a thousand additional duplicates and further
shrinks reduced programs, demonstrating its substantial impact on both canonicalization
and minimization.
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Third, this thesis presents SFC, a new syntax-guided transformation, along with three
reduction methods designed to utilize it effectively. These SFC-based techniques enrich
the search space, enabling additional structural simplifications and canonicalization. When
incorporated into Vulcan alongside T-Rec, these methods contribute further size reductions
and eliminate additional duplicates, underscoring their effectiveness in enhancing both
minimization and canonicalization.

Collectively, the contributions of Vulcan, T-Rec, and the SFC-based transformations
significantly elevate the capabilities of language-agnostic reduction. When applied to the
state-of-the-art AGR, Perses, they yield programs that are, on average, 43% smaller in
Benchmark-Reduce and enable the removal of 1,750 more duplicates in Benchmark-Cano.

6.2 Future Work

Several avenues remain open for further advancing program reduction.

First, the rise of Large Language Models (LLMs) presents promising opportunities.
Recent work has shown that LLMs can substantially improve the reduction performance of
AGRs while preserving their language-generic nature [228]. In that study, the authors cre-
ate additional reduction opportunities by instructing an LLM to perform transformations
that, although common across languages, typically require language-specific knowledge to
apply. From my perspective, LLMs could support program reduction in even broader ways.
For example, instead of directing an LLM to execute predefined transformations, one might
prompt it to design a set of transformations that are especially useful for reduction. Sys-
tematically exploring such LLM-driven transformation discovery, as well as other potential
integration strategies, represents a promising direction for future research.

Second, a major limitation of existing AGRs—including the approaches proposed in this
thesis—is their reliance on the availability of a formal grammar for the target language.
Without access to such syntax, most transformations become infeasible, significantly hin-
dering effective reduction. A natural research direction, therefore, is to investigate how
to enable strong reduction capabilities when the formal grammar is missing or incom-
plete. One potential solution is to apply grammar induction techniques to synthesize an
approximate grammar from a small corpus of programs. Although grammar induction has
been widely studied, its application to program reduction remains underexplored. Inves-
tigating how induced grammars can support diverse transformations—or how AGRs can
robustly operate under imperfect syntax—could meaningfully broaden the applicability of
language-agnostic reduction.
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