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Abstract

This thesis offers an in-depth theoretical study of lattice-based cryptography, tracing
its evolution from early foundational systems to modern standardized constructions. Ini-
tially, we examine and emphasize the significance of the Ajtai-Dwork cryptosystem and its
foundational worst-case to average-case reductions based on lattice problems. The thesis
then details Regev’s Learning with Errors (LWE) problem and shows its impact on the de-
velopment of practical public-key schemes while maintaining the security guarantees from
the well-studied worst-case lattice problems.

Further, we discuss the structured variants such as Ring-LWE and Module-LWE, show-
ing how they improve the efficiency and scalability of the lattice-based schemes while main-
taining the security foundations of the worst-case to average-case reductions. This analysis
then culminates in the study of ML-KEM, a lattice-based scheme recently standardized by
NIST, examining its specific design choices, optimizations, and security proofs. Finally, we
investigate algorithmic methods for solving the fundamental lattice problems, analysing
exact Shortest Vector Problem (SVP) solvers including Kannan’s enumeration algorithm
and the AKS sieve algorithm, in order to understand their implications on the hardness
assumptions underlying the lattice-based cryptographic security.

In summary, this work shows that lattice-based cryptography offers a secure and efficient
foundation for (post-quantum) cryptographic schemes, with strong theoretical bases and
practical implementations.

il



Acknowledgements

I want to thank everyone who helped me complete this thesis and supported me along
the way. First, I'd like to thank my supervisors, Dr. Rafael Oliveira, who guided me and
always pushed me to think deeper, and Dr. Mohammad Hajiabadi, for his steady support
and direction.

I am also grateful to Prof. Sam Jaques, who first introduced me to the world of Post-
Quantum Cryptography and whose teachings inspired the direction of this thesis.

I also want to thank my family — Claudia, Joao and Felipe — and especially my wife
Pamela, whose support and belief in me gave me strength throughout this journey.

Special thanks go to Rasoul Akhavan Mahdavi, Pranshu Kumar and Steven Lee, who
listened patiently to my endless talks about lattices and were always there to help me when
I needed it. Their insights and discussions were invaluable in shaping my understanding
of the subject.

Finally, I couldn’t have finished my master’s degree without the encouragement and
support from: Alexandru Bara, Aswad Tariq, Ben Schneider, Sina Kamali, Camryn Steckel,
and several others friends and colleagues from the CrySP lab. Your collaboration, insightful
discussions, and necessary distractions made this journey enjoyable.

v



Dedication

To Pamela, my parents Claudia and Joao, and my brother Felipe, with all my love and
gratitude.



Table of Contents

Author’s Declaration

Abstract

Acknowledgements

Dedication

List of Figures

List of Tables

List of Algorithms

1 Introduction

1.1
1.2
1.3
1.4
1.5
1.6

Post-Quantum Cryptography . . .
Start of Lattice-based Cryptography
Learning with Errors . . . . . . ..

Scalability and Efficiency
NIST PQC Standardization

Overview of the Thesis

2 Background

2.1
2.2

2.3

Notation

Probability and Complexity
2.2.1  Chernoftf Bound
Lattices Theory and Hard Problems
2.3.1

Lattice Definitions and Bases

vi

ii

iii

iv

xi

xii

W W NN = =

~N 9 9 o ot w



24

2.3.2  Minkowski’s Theorem and Successive Minima . . . . . . .. .. ..
2.3.3 Dual Lattice . . . . . . . . ..
2.3.4 Discrete Gaussian and Smoothing Parameter . . . . . . . . . .. ..
2.3.5 Lattice Problems . . . . .. .. .. ...
2.3.6  Lattice Reductions . . . . . . ... ... ... oL
Cryptographic Notions . . . . . . . . .. ... .. .. ... ...
2.4.1 Security Parameter and Adversary Model . . . . . . ... ... ...
2.4.2  Public-Key Encryption (PKE) . . . ... ... ... ... ... ...
2.4.3 IND-CPA and IND-CCA Security for Public-Key Encryption . . . .
2.4.4  Key Encapsulation Mechanism (KEM) . . .. ... ... ... ...
2.4.5 IND-CCA Security for KEMs . . . ... ... ... ... .. ....

3 Early Cryptosystems

3.1 Ajtai-Dwork Cryptosystem . . . . . . . . . . ... ...
3.1.1 Background . . . . ...
3.1.2  Public-key Encryption Scheme . . . . . . . ... ...
3.1.3 Main Results . . . . . ... . o
3.1.4 Proofs . . . . ..

4 LWE, Ring-LWE and Module-LWE

4.1 Regev’'s LWE Cryptosystem . . . . . . . .. ... ... ... ... ...,
411 LWE Problem . . . . .. . ...
4.1.2 Main Result . . . . . .. ..
4.1.3 Public-key Encryption Scheme . . . . . . . .. ... .00
4.1.4 Alternative Form . . . . . . . ... oo
4.1.5 Analysis of the Cryptosystem . . . . . . . ... ... ... .....
4.1.6 Proofs . . . . . . .

4.2 Ring-LWE . . . . .
4.2.1 Background and Definitions . . . . . . ... ... ...
4.2.2 Main Result . . . . . . ...
4.2.3 Public-key Encryption Scheme . . . . . . . .. ..o

4.3 Module-LWE . . . . . . o
4.3.1 Background and Definitions . . . . . .. ... ...
4.3.2 Module-LWE Problem . . . . .. ... ... ... ... ... ...
4.3.3 Main Result . . . . . .. ...
4.3.4 Public-key Encryption Scheme . . . . . . . .. ...

vil

10
11
13
15
15
16
16
18
18

20
20
21
21
22
25



5 Module Lattice KEM 96

5.1 Imtroduction . . . . . . . .. 96
5.2 Kyber PKE . . . . . . . 97
5.2.1 Simplified Kyber PKE . . . . .. ... ... 0o 97
5.2.2 Differences from Previous Schemes . . . . . . ... ... ... ... 99

5.3 Security . . ... 100
5.4 Optimizations . . . . . . . . .. 108
5.4.1 Public Key Generation . . . . . . . ... ... ... .. ... ... 108
5.4.2 Secret and Error Sampling . . . . . ... ..o 109
5.4.3 NTT Multiplication . . . . . . ... ... ... ... ... ... 111
544 Compression . . . . . . ... 117

5.5 Full Scheme: K-PKE . . . . . . . . . . 119
5.6 Security of K-PKE (Revisited) . . . ... ... ... ... ... ... ... 121
5.7 IND-CCA on K-PKE? . . . . . . . . . . it 122
5.8 FO Transform . . . . . . . . ... 123
5.8.1 Security of Simp-KEM . . . . . . .. ... 125

59 ML-KEM . . . .. 127
5.9.1 Security of ML-KEM . . . . . . . . .. .. 129

5.10 Parameter Sets . . . . . . . ... 130
511 Conclusion . . . . . . . . . 130
6 SVP solvers 131
6.1 Kannan’s Enumeration SVP algorithm . . . . . ... ... ... .. ..., 131
6.1.1 SVP Algorithm . . . . . ... .. ... ... 131
6.1.2 Enumeration Procedure . . . . .. ... ... ... 0. 132
6.1.3 Select Basis Procedure . . . . . . ... ... 0oL 136
6.1.4 Analysis of Kannan’s SVP Algorithm . . . . ... ... ... ... .. 138

6.2 AKS Sieve Algorithm for the SVP . . . . . . .. ... ... .. 146
6.2.1 SVP Algorithm . . . . . ... .. .. 146
6.2.2  Pre-processing . . . . . . .. ..o 147
6.2.3 Sampling Procedure . . . . . . ... ... 0L 147
6.2.4 Sieving Procedure . . . . . ... ... oL 148
6.2.5 Analysis of the AKS Sieve Algorithm . . . . . ... ... ... ... 149

viil



7 Conclusion 154

References 157

X



List of Figures

4.1 Steps for the reduction from Worst-case SIVP/GapSVP to Average-case
(Decision) LWE . . . . . ..o 0o

6.1 Tossingofy . . . . . . .



List of Tables

5.1 Parameter sets for the ML-KEM scheme, based on the NIST PQC stan-
dard | |

pal



List of Algorithms

0 ~J O Ul = W N

DO DN DD DD DN DD DN DN DD = = e e e O
0 DU W OO WUk WwN—O

Babai’s Rounding Off Algorithm, [Bab86] . . . . ... ... ... ... ... 14
Babai’s Nearest Plane Algorithm, [Bab&6] . . . ... ... ... ... ... 15
Simp-PKE.KeyGen() . . . . . . . . ... 98
Simp-PKE.Enc(pK, 1) « « « o o oo e 98
Simp-PKE.Dec(sk,c) . . . . . . . . .. 99

Simp-PKE.KeyGen() (with public key matrix A generated from a seed) . . 109
Simp-PKE.Enc(pk, 1) (with public key matrix A generated from a seed) . . 109

Simp-PKE.KeyGen() (with small vectors s, e generated by CBD) . . . . . . 110
Simp-PKE.Enc(pk, 1) (with small vectors s, e generated by CBD) . . . . . 111
Simp-PKE.KeyGen() (with NTT multiplication) . . . . . ... ... .... 116
Simp-PKE.Enc(pk, 1) (with NTT multiplication) . . . . . . ... ... ... 117
Simp-PKE.Dec(sk,¢) (with NTT multiplication) . . . . . . ... ... ... 117
K-PKE.KeyGen() . . . . . . . . . 119
K-PKE.ENC(PK, /1) « « « o o o oo e e e 120
K-PKE.Dec(sk,c) . . . . . . . . . e 120
Simp-KEM.KeyGen() . . . . . . . . . . 123
Simp-KEM.Encaps(pk) . . . . . . . . . 124
Simp-KEM.Decaps(sk,e,pk) . . . . . ... 124
ML-KEM.KeYGen() . . . o o v v oot oo e 128
ML-KEM.Encaps(pk) . . . . . . . . 128
ML-KEM.Decaps(sk,€) . . . . . . . . . . .. 129
SHORTEST . . . . . o o e 133
ENUMERATE . . . . . . . o e e 134
LIST © o o oo e e e e 135
SELECT BASIS(n; by ba, .. bpi1) o o oo 137
AKS SVP . . . e 146
SAMPLE . . . . . L e e e 147
SIEVE . . . o e 148

xii



Chapter 1

Introduction

1.1 Post-Quantum Cryptography

The advent of quantum computers has the potential to break many of the cryptographic
schemes that are currently in use. In particular, Shor’s algorithm | ] can solve the
integer factorization and discrete logarithm problem in polynomial time, which are the
basis of many asymmetric, or public-key, cryptographic schemes, such as RSA and ECC.
This has led to the research and development into Post-Quantum Cryptography (PQC)
schemes, which are cryptosystems believed to be secure even against quantum adversaries,
and rely on different underlying problems to base their security on. Among the various
candidates for PQC are lattice-based cryptosystems, which have their security based on
the conjectured hardness of mathematical problems on lattices.

Lattice-based cryptography has been a subject of research for several years, but it gained
significant attention from their ability to base security on worst-case hardness assumptions,
that is, breaking even a single instance of a cryptographic scheme would imply the ability
to solve the hardest instances of a lattice problem. This strong security guarantee, as
well as the apparent resistance to known quantum algorithms, has made lattice-based
cryptography a leading candidate and focus for post-quantum cryptography.

1.2 Start of Lattice-based Cryptography

The theoretical foundations of lattice-based cryptography were laid out by Ajtai in 1996
[ |, who demonstrated the first worst-case to average-case reduction for lattice prob-
lems. This was a significant breakthrough, since it showed that a cryptographic scheme
that was designed around an average-case problem (i.e. randomly generated instances),
could be as hard to break as solving the hardest instances of an underlying lattice prob-
lem, such as the Shortest Vector Problem (SVP). Ajtai’s work introduced a hard problem,
now known as the Short Integer Solution (SIS), which became a basis for several modern
lattice-based cryptographic schemes.

Following this, the Ajtai-Dwork (AD) cryptosystem | | was introduced as the first
lattice-based public-key cryptosystem to provably show security based on the worst-case



hardness of a lattice problem, specifically the unique Shortest Vector Problem (uSVP). The
AD cryptosystem was a significant milestone, establishing the theoretical foundation for
lattice-based public-key cryptography, that is, showing that if a random instance of their
scheme could be distinguished, it implied that a polynomial-time algorithm could solve
the worst-case unique Shortest Vector Problem (uSVP). While the AD cryptosystem was
a theoretical breakthrough, it had several limitations, such as very large public key sizes
and high computational costs, making it impractical for real-world applications. However,
it laid the theoretical groundwork for future lattice-based cryptographic schemes, which
demonstrated the potential of lattices as a foundation for secure cryptographic systems.

1.3 Learning with Errors

Despite the theoretical advances, its practical limitations showed the need for more efficient
lattice-based constructions. In 2005, Regev introduced the Learning With Errors (LWE)
problem [ |, which provided a simpler yet powerful foundation for cryptography by
showing a worst-case to average-case reduction from standard lattice problems like GapSVP
and SIVP to the average-case LWE problem. This implied that schemes built on LWE
would inherit the hardness of these lattice problems, making them secure against both
classical and quantum attacks.

Regev’s work also introduced a basic public-key encryption scheme based on LWE,
where the security relies on the difficulty of distinguishing between LWE samples, which
are noisy linear equations, and uniformly random samples. This noise, or error term
added to the linear equations is necessary to ensure security, since it prevents an adversary
to use linear algebra techniques, such as Gaussian elimination, to solve the equations
and recover the secret key. However, it is important to note that the cryptosystem was
still impractical, as it required large key sizes and computational costs, which made it
unsuitable for real-world applications. Several improvements were made to the LWE-
based schemes throughout the years, but it wasn’t until the introduction of the Ring-LWE
problem | | that practical lattice-based cryptography became feasible.

1.4 Scalability and Efficiency

By leveraging lattices with additional algebraic structure and applying them to the LWE
problem, Lyubashevsky, Peikert, and Regev | ] introduced the Ring-LWE problem,
which used polynomial rings to create more efficient cryptographic schemes. This was a
very promising solution, since it allowed for smaller key sizes, and, for example, could
encrypt n (degree of the polynomial ring) bits of data with a single ciphertext, as opposed
to the LWE problem, which required n ciphertexts to encrypt the same amount of data.
Also, by leveraging the ring structure, using the Number Theoretic Transform (NTT), the
polynomial multiplications could be performed very efficiently, (in O(nlogn) time, instead
of O(n?)), which made the schemes even more practical.

The only issue, however, was that the Ring-LWE problem introduced additional struc-
ture that could potentially be exploited by an adversary, and its hardness was proved under
the worst-case hardness of the SIVP problem in ideal lattices, which do not share the same



hardness guarantees as problems in general lattices. To this point, there are no known
attacks that can exploit this additional structure, and the best known algorithms perform
no better than in the general lattice, but it still a potential risk to be considering when
designing cryptosystems based solely on the Ring-LWE problem.

This led to the development, or generalization, of the Ring-LWE to the Module-LWE
problem | ], which can be seen as bridging the gap between the Ring-LWE and (Plain)
LWE problems. The Module-LWE problem looks like the LWE problem, however, the
elements of the matrices and vectors are now elements of a polynomial ring, like the
Ring-LWE problem. This generalization allowed for a trade-off between the efficiency and
security of the scheme, making use of the optimizations from the Ring-LWE problem, NTT
multiplications and less ciphertexts to communicate the same message, but also allowing
the use of different module ranks, removing part of the structure that could be exploited
by an adversary. This is the direct basis for the more efficient lattice-based schemes.

1.5 NIST PQC Standardization

In 2016, with the growing need and interest for post-quantum cryptography, the Na-
tional Institute of Standards and Technology (NIST) initiated a process to standardize
post-quantum cryptographic algorithms, making a call for proposals for post-quantum
cryptographic schemes!, and, in 2022, announced the selected algorithms to be standard-
ized?. Among them, there are several lattice-based schemes, such as CRYSTALS-Kyber
{l 1), which was the first selected in the key encapsulation mechanism (KEM) cat-
egory, being standardized in 2024 in the FIPS 203 as ML-KEM | ].3

Kyber, or ML-KEM, is a culmination of decades of research in lattice-based cryptogra-
phy, instantiating the Module-LWE problem, offering practical efficiency and provable secu-
rity. Note that the ML-KEM is not a direct implementation of the Module-LWE problem,
but rather a specific instantiation of it, along with the application of the Fujisaki-Okamoto
(FO) transform | ] to achieve IND-CCA security, and several other optimizations to
improve the performance of the scheme.

1.6 Overview of the Thesis

This thesis embarks on a theoretical journey, discussing the foundations and development of
lattice-based cryptography from its earlier concepts to its modern standardized forms. We
highlight how the hardness of lattice problems has been used to build secure cryptographic
schemes, such as the Ajtai-Dwork cryptosystem, the Learning With Errors problem, as well
as the Ring-LWE and Module-LWE problems, culminating in the NIST standardization of
the ML-KEM scheme, and end with two (exact) SVP solvers, Enumeration and Sieving.

The thesis is structured as follows:

! Available in: https://csre.nist.gov /Projects/post-quantum-cryptography /post-quantum-
cryptography-standardization /Call-for-Proposals
yptograpn; I
2 Available in: https://csrc.nist.gov/Projects/post-quantum-cryptography /selected-algorithms

3In March 2025, NIST announced the HQC algorithm as another KEM standard, which is not lattice-
based.
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e Chapter 2: Background provides the necessary mathematical and cryptographic
background, including notation, definitions related to lattices and their hard prob-
lems, as well as the cryptographic notions like IND-CPA and IND-CCA security.

e Chapter 3: Early Cryptosystems, discusses the early lattice-based cryptosystem,
focusing on the Ajtai-Dwork cryptosystem and its proofs and connections to the
unique Shortest Vector Problem (uSVP).

e Chapter 4: LWE, Ring-LWE and Module-LWE, introduces the Learning With Errors
(LWE) problem, and its evolution though the Ring-LWE and Module-LWE problems,
focusing on the security reductions and their respective cryptographic schemes.

e Chapter 5: Module Lattice KEM, discusses the NIST standardization of the ML-
KEM scheme, its construction, design choices, optimizations, and security proofs.

e Chapter 6: SVP solvers, presents two exact Shortest Vector Problem (SVP) solvers,
Kannan’s Enumeration and AKS Sieve algorithms, which are fundamental for show-
ing the hardness of lattice problems and their applications in cryptography.

By navigating this theoretical journey, we aim to provide a comprehensive understand-
ing of the evolution of lattice-based cryptography, showing how the reductions and con-
structions are proved secure, how they have led to the development of practical crypto-
graphic schemes that are now being standardized and adopted in the post-quantum era,
and how the best known algorithms to solve the underlying hard problems are still expo-
nential, making them suitable for cryptographic applications.



Chapter 2

Background

2.1 Notation

We define here some of the notation used throughout this paper, however, some will be
defined in the corresponding sections to avoid cluttering this section. This is not exhaustive,
but it is meant to be a reference for the most common symbols used in the paper. We
follow mostly the notation used in | | and | .

R

Rq

’UT, AT

LA

L*

|

[l = 1I[l,
By(r)

A ring, usually Z[X]/(X™ + 1), where n is the degree of the polynomial,
and Z is the ring of integers.

A ring R with coefficients reduced modulo ¢, usually the ring Z,[X]/(X"+
1).

Regular font is used for elements of a ring R or R, (includes elements in
Z,Z,).

Bold letters is used for (column) vectors with coefficients in a ring R or
R, (or, in Z or Z,).

A matrix of elements in a ring R or R, or, an ordered set of column
vectors [vy, ..., Uy

The transpose of a vector or matrix, respectively.

A lattice (refer to Section 2.3.1), which is a discrete additive subgroup of
R™.

The dual lattice of £, defined in Def. 2.3.3.
The absolute value of a number.
The /5 norm, or Euclidean norm, of a vector.

The ball in R™ of radius r around the origin, defined as
B,(r)={xeR": ||x|]| <r}.



B,(r,x) The ball in R™ of radius r around the point @, defined as
By(r,®) ={y € R": [ly —z[| <r}.

(«, ) The inner product of two vectors, defined as (x, y) = > ., a;y; for & =
(X1, ..., z,) and y = (Y1, ..., Yn)-
A, B,C Sets of algorithms, usually with a specific purpose, such as A for an ad-

versary, B for a reduction.

Advoes (A) The advantage of an adversary A in breaking the IND-CPA security of
the K-PKE scheme (See Def. 2.2.1).

— The assignment operator, used to assign a value to a variable, e.g., © <
Alg(v) means that the algorithm Alg is run with input v and the output
is assigned to the variable . The algorithm is deterministic.

—$ The sampling operator, used to sample a value from a distribution, e.g.,
x <$ D means that x is sampled from the distribution D. The sampling
is usually done uniformly at random. It is also being used for probabilistic
algorithms, e.g.,  <s Alg(v) means that the algorithm Alg is run with
input v and the output is assigned to the variable &. The algorithm is
probabilistic.

2.2 Probability and Complexity

Here we define some of the basic notions of probability and complexity that will be used
throughout the paper, essential for defining and proving the security of the schemes pre-
sented in this work.

We begin by defining the notion of a Probabilistic Polynomial Time (PPT) Algorithm,
which is an algorithm that runs in polynomial time in every input of length size n, the
security parameter. All adversaries are assumed to be PPT unless stated otherwise.

When we talk about adversaries, or algorithms, we are usually interested in their advan-
tage in distinguishing between two distributions, or in breaking a cryptographic scheme,
defined as follows:

Definition 2.2.1 (Advantage). The advantage of an adversary A in distinguishing between
two distributions Doy and D is defined as:

AdvPoPr(A) = [Pr[A(z) = 1 | & s D] — Pr[A(z) =1 | z <5 D]

where x is the input to the adversary A and n is the security parameter.

A common requirement for a cryptographic scheme is that the advantage of any PPT
adversary in breaking the scheme is negligible, negl(n), which is defined as a function that
is asymptotically smaller than any polynomial in n, i.e. negl(n) < Iﬁ for any polynomial

p(n) (i.e. negl(n) < n=<W) for sufficiently large n.



2.2.1 Chernoff Bound

Several of the results in this paper makes use of the Chernoff bound, which is a powerful
tool to bound the probability of the sum of independent random variables deviating from
its expected value.

There are several versions of the Chernoff bound, but we will mostly use the following

ones, with the latter applying Hoeffding’s inequality, giving us the following inequalities:

Lemma 2.2.2 (Chernoft’s bound). Let X,..., X, be independent {0,1}-valued random
variables and X = >"" | X; with expectation p = E[X]. For any 0 < <1,

PH[X < (1 - 6)u] < oxp (—%“)
Pr[X > (1+ 6)u] < exp (-%“)

52
= Pr[|X — u| > dp] < 2exp —5

Equivalently, the sum of n independent trials deviates from its mean by more than du with
a bounded probability.

Lemma 2.2.3 (Chernoff-Hoeffding’s bound). Let X7, ..., X,, be independent {0, 1}-valued
random variables and X =Y | X; with expectation p = E[X]. For anyt > 0,

2t
PriX <pu—t]j<exp|——
n

2t

PriX > p+t] <exp|——

n
2
= Pr[|X —p| > t] <2exp | ——
n

Equivalently, the sum of n independent trials deviates from its mean by more than t except
with a bounded probability.

Throughout the paper we invoke this bound to argue that repeated experiments or
samplings behave very close to their expected values.

2.3 Lattices Theory and Hard Problems

2.3.1 Lattice Definitions and Bases

A lattice L is defined as a discrete additive subgroup of R”, that is, 0 € £, and —x,x+y €
L for every @,y € L, and also, for every lattice point, there is a neighbourhood in R™ which
it is the only lattice point. The simplest example of a lattice is Z". In this paper, we will
consider the lattices to be full rank, spanning the whole space R".

7



A lattice can be finitely generated by linear combinations of a basis, represented by a
set of linearly independent vectors B := { by,...,b, }:

L=L(B):= {ﬁ:ﬁlbZ DB € Z}

i=1

A basis of a lattice is not unique, and, if B and B’ are two bases of the same lattice,
then | det(B)| = | det(B’)|. This is true because if we write B’ as a linear combination of
the vectors of the basis B, then we can say that B’ = BU, where U € Z"*" is a matrix
with integer coefficients and det(U) = £1.

Volume and Fundamental Region

We can also define the volume of a lattice Vol(£) = |det(B)|, and from this we can see
that the volume is a property of a lattice, being the same for any basis of the same lattice.
The volume of the lattice is the volume of the fundamental region, called fundamental
parallelepiped, defined by

P(B):=B-[0,1)" = Zb -[0,1)

Another fundamental parallelepiped that is commonly used is the centered fundamental
parallelepiped, defined as P(B) = B - [—%, 2)"

272

2.3.2 Minkowski’s Theorem and Successive Minima

Minimum distance and Successive Minima

Because a lattice is a discrete subgroup, there exists a shortest non-zero vector, and we
can define the minimum distance A\ (£) as:

(L) = i
1(£) verg\lgo}llvll

We can also define the ith successive minimum \;(£) as the radius of the smallest ball
B, (r) that contains at least i (for i = 1,...,n) linearly independent lattice vectors.

Theorem 2.3.1 (Minkowski’s first theorem). For any full-rank lattice L of rank n,
M (L) < v/n(det (L))"

Definition 2.3.2 (Hermite Constant). The Hermite constant -y, is the mazimum over all
n-rank lattices £ of v, = max(\;(L£)/vol(£L)™)?. Asymptotically v, satisfies:

n_oL log(mn) e < 1.744n

n <

+o(n) (2.1)

2me 2me 2re



Remark (Why ~, matters). Hermite’s constant gives the best universal constant relating
the determinant (volume) to the shortest nonzero vector:

ML) < A det(L)V™,

So if we know det(L), we immediately get a universal bound on how short a nonzero
vector can be (and the packing radius is at most half of that). This also gives a clean
baseline to compare algorithms against (e.q. Babai’s, LLL), and the right scale for estimates
elsewhere (e.g., dual lengths and Gaussian/smoothing bounds in the LWE parts). As n

grows, \/7n = \/n/(2me), so the order of magnitude is clear.

2.3.3 Dual Lattice

Definition 2.3.3 (Dual Lattice). Let £ be a full-rank lattice in R™, the dual lattice L* is
defined as:
Lo={veR" | (v,w)eZVNweL}

In words, the dual lattice, sometimes called the reciprocal, is the set of points whose
inner product with the vectors in £ are integers. For any vector w € L, this integer
inner product are points that form a set of hyperplanes perpendicular to w separated by
a distance of 1/|lw||.

This definition allows for some important relationships between the original lattice £
and its dual £*, which are fundamental in lattice theory and cryptographic applications.
These however will not be proved in this work, but can be found in several places, such as
Regev’s | ] or Micciancio’s | | lecture notes.

Definition 2.3.4 (Dual Basis). For a basis B = (by,...,b,) € R™*" define the dual basis
D = (d,,...,d,) € R™*" as the unique basis that satisfies:

o span(D) = span(B)
e B'TD=1

Thus, from the second condition, we can say that D := (BT)™! is a basis of £* and

that each vector of D is such that (b;, d;) = ¢;;, where d,; = 1 if i = j and 0 otherwise.
We can also say that, for any lattice L,

(L) =L and det(L*) = 1/det(L).

The following theorem is due to Banaszczyk | ].

Theorem 2.3.5 (Transference Theorem (Banaszczyk)). For any lattice L,

1< ML) - A(L) < n



2.3.4 Discrete GGaussian and Smoothing Parameter

In several of the definitions and algorithms in this paper, we will use the discrete Gaussian
distribution, which is a distribution over a lattice £ that assigns a probability to each point
in the lattice in a way that is similar to the Gaussian distribution. The definitions shown
here are adapted from | .

Definition 2.3.6 ((Continuous) Gaussian Distribution). For any positive integer n and
real width v > 0, which is taken as r = 1 when not specified, the Gaussian function is
defined as:

where © € R™ and p,(x) = [, pr(z;).

The (continuous) Gaussian distribution D, is defined as the probability distribution over
R™ with probability density function proportional to p.(x):

el pl)
@)=y~

We can then define the discrete Gaussian distribution over a lattice £ as follows:

Definition 2.3.7 (Discrete Gaussian Distribution). For a lattice coset ¢ + L € R™ and
a real width r > 0, the discrete Gaussian distribution Deyr, is defined as the Gaussian
distribution restricted to the coset ¢ + L:

pr(x) ifexec+L
0 otherwise

Dc+£,r<$) X {

Lastly, we define the smoothing parameter of a lattice £, which is a measure of the
smallest amount of gaussian noise that can be added to a lattice point such that it smooths
out the lattice structure. It was introduced by Micciancio and Regev | ] and it is used
in several proofs with the notion that when the width of the Discrete Gaussian distribution
is larger than the smoothing parameter (r > 7.(L£)), then the Discrete Gaussian distribution
behaves like a (continuous) Gaussian distribution D,.. The formal definition is as follows:

Definition 2.3.8 (Smoothing Parameter). The smoothing parameter n.(L) of a lattice L,
for a tolerance € > 0, is defined as the smallest radius r such that

pi/r(L7) < 1+e

There are two theorems that relate the smoothing parameter minimum distance and
successive minima of a lattice, which are important in the context of lattice-based cryp-
tography.
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Theorem 2.3.9 (| I, [ 1). For any lattice £ and tolerance € > 0, the smoothing
parameter satisfies:
vn

M2-n(L) < m

Theorem 2.3.10 (][ ). For any lattice L and tolerance ¢ € (0,1/2), the smoothing
parameter satisfies:

Ne(L) < A(L) - v/log O(n/e).

2.3.5 Lattice Problems

In this section we define the most common lattice problems, which are the basis for the
security of many lattice-based cryptographic schemes, such as the ones presented in this
paper. Most of the definitions described here are adapted from | ).

Definition 2.3.11 (Shortest Vector Problem (SVP)). Given an arbitrary basis B of a
lattice L, find a shortest non-zero vector v € L such that ||v|| = A (L).

In lattice cryptography, we are usually interested in the approximate version of these
lattice problems, so we begin by defining the approximate Shortest Vector Problem (SVP,)
and the Gap SVP (GapSVP,), which are the approximate versions of the Shortest Vector
Problem (SVP) and the decisional aproximate version of the SVP, respectively. Normally,
cryptosystems are designed to be secure assuming the hardness of the decision version of
the problem, such as the GapSVP,, in the worst case.

Definition 2.3.12 (Approximate SVP (SVP,)). Given a lattice basis B of an n-dimensional
lattice L, and a parameter v = vy(n) > 1, find a non-zero vector v € L(B) such that

[ol] <7 - M(L(B)).

Definition 2.3.13 (Decisional Approximate SVP (GapSVP.)). Given a lattice basis B
of an n-dimensional lattice L = L(B) and a parameter v = y(n) > 1, decide whether the
shortest vector \i(L) satisfies \ (L) < 1 or \i(L£) = ~v(n).

In certain cases, such as the Ajtai-Dwork cryptosystem [ |, the worst-case to
average-case reductions are made with respect to the unique shortest vector problem,
defined as follows:

Definition 2.3.14 (Unique Shortest Vector Problem (uSVP,)). The let L C R™ be any
lattice having a “y-unique” shortest vector, that is, the length of the shortest vector v € L
is at least a v factor smaller than the lengths of all lattice vectors not parallel to v:

A (L) = v (L).
Find a shortest vector v € L, such that ||v]| = A\ (L).

11



Remark. The uSVP,, is a promise problem, because the input must satisfy that condition,
otherwise any answer is correct. And, it also is a worst-case problem, because there is no
distribution over the lattice or its basis. An algorithm that solves uSVP., must work on any
L satisfying the promise.

Next, we define other lattice problems that are also used in lattice-based cryptography,
such as the Shortest Independent Vectors Problem (SIVP), the Closest Vector Problem
(CVP), and the Bounded Distance Decoding (BDD) problem. Here we define their ap-
proximate versions, which are denoted by the ~ parameter, and we will denote them as
SIVP,, CVP,, and BDD,,, respectively.

Definition 2.3.15 (Approximate Shortest Independent Vectors Problem (SIVP,)). Given
a basis B of a full-rank, n-dimensional lattice L = L(B), output a set of n linearly
independent vectors vy, ..., v, € L(B) such that

Jodll <7 ML) Vi=1,...n.

Definition 2.3.16 (Closest Vector Problem (CVP,)). Given a basis B of an n-dimensional
lattice L = L(B) and a target vector t € R", find a vector v € L such that

dist(v,t) < v - min dist(w, t),

weLl
where dist(x,y) = ||x — y|| is the distance between two vectors & and y.

Definition 2.3.17 (Bounded Distance Decoding (BDD.,)). Given a basis B of an n-
dimensional lattice L = L(B) and a target vectort € R™, with the guarantee that dist(t, L) <
d=M(L)/(27), find the unique lattice vector v € L such that dist(v,t) < d.

Remark. The Bounded Distance Decoding problem is very similar to the CVP, however it
15 a promise problem, guaranteed that the target vector t is close enough to a lattice point,
within a given distance d, and also that there is a unique lattice point within that distance.

NP-hardness of the Lattice Problems

SVP: The Shortest Vector Problem (SVP) is NP-hard, and it is one of the most studied
problems in lattice theory. The best non-randomized result is by | |, where the they
indicate that for the /., norm, the problem is NP-hard. For the /5 norm, the reduction is
randomized.

Theorem 2.3.18 (| |). For every € > 0, there is a constant p(e) such that for all
integers p > p(e), there is no polynomial time approzimation to SVP, within ratio p'~¢

provided NP ¢ ZPP.

!The length of the vectors can be measured in any ¢, norm (p > 1) and the corresponding problem is
denoted by SVP,
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2.3.6 Lattice Reductions

In several of the definitions and algorithms in this paper, we will use the notion of lattice
reductions, which is a process that transforms a basis of a lattice into a more convenient
one, usually with shorter vectors, while preserving the lattice structure. Here we define
the most common types of lattice reductions which are referenced in this work.

Definition 2.3.19 (Gram-Schmidt Orthogonalization (GSO)). The Gram-Schmidt orthog-
onalization (GSO) is a process that takes a basis of a lattice and produces an orthogonal
basis. Let B = (by,...,b,) be a basis of a lattice L € R™™.

The Gram-Schmidt orthogonalization (GSO) of B is b* = (bj,...,b}), where b} is
mi(b;), the projection of b; onto the orthogonal complement of the span of by, ..., b;_q,
defined as:

b} = by,
i—1

b::bz_ZMj,zb;a 7::27...,71,
j=1

" (bibY)
wnere ;; = W

Now consider the following definitions of lattice bases, which are used to define the
different types of lattice reductions. Let B = (by,...,b,) be a basis of a lattice L:

1. Size-reduced: B is size-reduced if |p;;| < 1/2 for 1 <i < j < n.

2. ¢&-LLL-reduced: B is £-LLL-reduced it is size-reduced and £||b}||? < ||piv1.:b; +
by 4||* for 1 <i<n, &€ (3,1]. Then, we have that [|by|| < 20"=D/4. vol(£)Y/". The
LLL algorithm | ] considers £ = 3.

3. SVP-reduced: B is SVP-reduced if ||b1|| = M\ (L).
4. 5-SVP-reduced: B is §-SVP-reduced if ||b1|* < 6\ (L)%

5. HKZ-reduced: B is HKZ-reduced if it is size-reduced and By; ;) is SVP-reduced
fori=1,...,n.

6. f-BKZ-reduced: B is 3-BKZ-reduced if it is size-reduced and Bj; min{its-1,n}] 18
SVP-reduced fori=1,...,n.

7. (0, 5)-BKZ-reduced: B is (0, 3)-BKZ-reduced if it is size-reduced and the block
By minfi+p-1n}) 18 -SVP-reduced for i = 1,...,n.

8. 0-SVP-oracle: Given a lattice £ with a basis B, outputs a primitive vector a such
that [JaB||*> < 6A1(£)2, and therefore, ||aB|| < /375 - vol(£)Y/? (rank ). LLL
algorithm efficiently achieves ||aB|| < 2(3=D/4 . vol(L£)'/7.
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Babai’s Rounding Off Algorithm

Considering the hard lattice problems and basis-reduction techniques defined above, the
first algorithm that gives us a concrete approximation to the CVP, is Babai’s Nearest
Plane Algorithm (or also the simpler Rounding-Off Algorithm, | ]). This is a simple
algorithm that takes a basis B of a lattice £, or more precisely, a &-LLIL-reduced basis,
and a target vector t € R", and outputs a vector v € L that is the closest to the target
vector t, within a factor of 2%/ (or 2" in the simpler approach).

We begin by showing the simpler, weaker approximation, which is easier to understand,
and already provides a good enough approximation to the CVP,, problem in certain cases.
This algorithm rounds the coordinates of the target vector ¢ in the basis B.

Algorithm 1 Babai’s Rounding Off Algorithm, [ ]

Input: A basis B = (by,...,b,) of a lattice £ = L(B)
Input: A target vector t € R"
Output: A vector v € £ such that ||lv —t|| < 2" - dist(t, £)

1: B+ B!t > Compute the coordinates of ¢ in the basis B
2: for i =1 ton do

3: a; <+ | Bl > Round the coordinates to the nearest integer
4: v Z?:l a;b; > Reconstruct the vector in the lattice

5. return v

Remark. Note that, given an &-LLL-reduced basis B, the above algorithm Babai’s Round-
ing Off Algorithm, [ | returns a vector v € L such that ||v —t]| < 2" - A\ (L).

Since B is &-LLL-reduced, we have that ||b;|| < 272 - \1(L), and therefore, the distance
between the target vector t and the reconstructed vector v is bounded by:

n

Z(Oéi - ﬁi)bi

=1

<D lai =Bl il <n/2-277% A (L) <27 Mi(£),

i=1

lv -t =

where we used the fact that |a; — ;| < 1/2 for alli=1,...,n.

The second algorithm is Babai’s Nearest Plane Algorithm, which is a more powerful
algorithm that iteratively moves the target vector ¢ onto the nearest plane defined by the
basis vectors of the lattice £ using the Gram-Schmidt orthogonalization. The algorithm is
shown in Algorithm 2, following the presentation from Regev’s Notes | ].
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Algorithm 2 Babai’s Nearest Plane Algorithm, | ]

Input: A basis B = (by,...,b,) of a lattice L = L(B)
Input: A target vector t € R”
Output: A vector v € £ such that ||[v — || < 22 - dist(t, £)

1: w1t
2: fori=ntoldo

b* . . . . 1
3 w — w — <“;; 12>—‘ b; > centers its b}-coordinate in (—%, %}

4: ve—t—w
> Remove the residual w to obtain the lattice point closest to t found by the loop
5: return v

Remark (Quality of Babai’s nearest plane output). After the loop, the residual w can be

written in the (orthogonal) Gram-Schmidt basis as w = Zeib;‘ with each 0; € (—%, %],
i=1

hence |[v —t|| = |w|| < 31/>, [6;]>. When B is {-LLL-reduced (e.g., § = 3/4), standard

LLL inequalities imply \/Y_, [|b;[|* < 2™/2.dist(¢, L), yielding the stated 2™2-approzimation

for CVP.

Moreover, Babai is exact whenever the target lies in a ball around a lattice point: if
dist(¢, £) < L min, ||b}]|, then v is the true closest lattice vector.

2.4 Cryptographic Notions

Finally, we define some of the cryptographic notions that are used throughout the paper
allowing us to define and prove the security of the schemes presented in this work. Most
of the definitions are adapted from [ ].

2.4.1 Security Parameter and Adversary Model

The security parameter n is a positive integer that is used to define the security of a
cryptographic scheme. It is usually related to the size of the keys, the size of the messages,
and regulates the running time of all algorithms involved in the scheme, including the
adversaries. As denoted in Sec. 2.2, normally the algorithms have a running time that is
polynomial in the security parameter (PPT), and the adversaries (attacker, usually denoted
as A), are required to have a negligible advantage (Def 2.2.1), in the security parameter,
in breaking the scheme.

When we talk about the advantage of an adversary in breaking a scheme, we are usually
referring to the advantage in distinguishing between the real distribution of the scheme
and a random distribution, which is usually defined as the ideal distribution.
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2.4.2 Public-Key Encryption (PKE)

A public-key encryption scheme is comprised of three algorithms that allow a user to
encrypt and decrypt messages using a public key and a secret key. We denote a public-key
encryption scheme as PKE = (KeyGen, Enc,Dec), over a message space M and ciphertext
space C, where:

e Key Generation (KeyGen()): Given a security parameter, usually not shown as an
input, outputs a key pair, a public key pk and a secret key sk.

e Encryption (Enc(pk,m;r)): Given a public key pk, a message m € M, and ran-
domness 72, outputs a ciphertext ¢ € C.

e Decryption (Dec(sk,c)): Given a secret key sk and a ciphertext ¢ € C, outputs a
message m € M or the failure symbol L.

Correctness. We say that a public-key encryption scheme is correct if, generating a key
pair (pk, sk) <$ KeyGen(), and encrypting a message m € M with the public key pk, the
decryption algorithm returns the same message m with all but negligible probability.

That is, we can say that for every m € M,

Pr [Dec(sk, Enc(pk,m)) = m | (pk,sk) <5 KeyGen()] = 1 — negl(n),
where negl(n) is a negligible function in the security parameter n.

2.4.3 IND-CPA and IND-CCA Security for Public-Key Encryp-
tion

For a public-key encryption scheme PKE = (KeyGen, Enc,Dec), we also define the secu-
rity notions of indistinguishability under chosen-plaintext attack (IND-CPA) and indistin-
guishability under chosen-ciphertext attack (IND-CCA).

IND-CPA is the security notion that guarantees that an adversary cannot distinguish
between two encryptions of two different messages, even if it can query the encryption
oracle with other messages. The formal definition considers an experiment that runs the
adversary A and outputs a bit ¢’ that indicates whether the adversary guessed correctly
which of the two messages was encrypted. The experiment is defined as follows:

Definition 2.4.1 (IND-CPA Security). Consider the following experiment between a chal-
lenger and an adversary A:

1. The challenger generates a key pair (pk,sk) <$ KeyGen().

2The randomness © may be implicitly included, and not shown as an input in the encryption algorithm.
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2. A receives the public key pk and may obtain encryptions under pk (i.e., for every mes-
sage m € M, A can use the public key pk to generate a ciphertezt ¢ = Enc(pk,m)).

3. A outputs two equal-length messages mg, m; € M.

4. The challenger samples a bit b <= {0,1} and encrypts the corresponding message
c* = Enc(pk, my), and gives c* to A.

5. A continues its oracle queries and outputs a bit b'.3
6. The experiment outputs 1 if b’ = b, and 0 otherwise.
The encryption scheme PKE is said to be IND-CPA secure if it is infeasible for any

PPT adversary A to distinguish between the two messages, or, more formally, that the
advantage of A in the above experiment is negligible:

: 1
AL (A) = Pr ¥ =] - 3| < negl(),
where negl(n) is a negligible function in the security parameter n.

IND-CCA is a stronger security notion than IND-CPA, which guarantees that the ad-
versary cannot distinguish between two encryptions of two different messages, even if it can
query the decryption oracle with ciphertexts that are not the challenge ciphertext. The
formal definition is similar to the IND-CPA, but with access to a decryption oracle that
does not include the challenge ciphertext. The experiment is defined as follows:

Definition 2.4.2 (IND-CCA Security). Consider the following experiment between a chal-
lenger and an adversary A:

1. The challenger generates a key pair (pk, sk) <3 KeyGen().

2. A receives the public key pk and may adaptively obtain encryptions under pk (i.e., for
every message m € M, A can query the encryption oracle and receive the ciphertext
¢ = Enc(pk,m)).

3. A may also query the decryption oracle with ciphertexts ¢ € C, obtaining Dec(sk, c).

B

. A outputs two equal-length messages mgy, m; € M.

5. The challenger samples a bit b <% {0,1} and encrypts the corresponding message
c* = Enc(pk, my), and gives c* to A.

6. A continues its oracle queries, including decryption queries, but excluding the
challenge ciphertext c*, and outputs a bit V.

3In certain cases, we denote that the adversary A, instead of outputting a bit &, either “accepts” or
“rejects” the challenge, and that is equivalent to outputting 1 or 0, respectively.
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7. The experiment outputs 1 if b’ = b, and 0 otherwise.

The encryption scheme PKE is said to be IND-CCA secure if it is infeasible for any
PPT adversary A to distinguish between the two messages, or, more formally, that the
advantage of A in the above experiment is negligible:

Advig = (A) =

1
Prt =0b] — 5‘ < negl(n),

where negl(n) is a negligible function in the security parameter n.

2.4.4 Key Encapsulation Mechanism (KEM)

As an alternative to public-key encryption, we can define a key-encapsulation mechanism
(KEM), which is a cryptographic primitive that allows two parties to establish a shared
secret key using a public key and a secret key. It is similar to a public-key encryption
scheme, but instead of encrypting messages, it encapsulates a random key. This key can
then be used to encrypt messages using a symmetric encryption scheme. A KEM is defined
as a tuple of three algorithms, denoted as KEM = (KeyGen, Encaps, Decaps), where:

e Key Generation (KeyGen()): Given a security parameter, outputs a key pair, a
public key pk and a secret key sk.

e Encapsulation (Encaps(pk)): Given a public key pk, outputs a pair (K, ¢), where K
is the shared secret key and ¢ is the encapsulation, or ciphertext. It is a probabilistic
algorithm.

e Decapsulation (Decaps(sk,c)): Given a secret key sk and an encapsulation e, out-

puts either the shared secret key K or the failure symbol L.

Correctness. We say that a key encapsulation mechanism is correct if, generating a key
pair (pk,sk) < KeyGen(), and encapsulating a key, obtaining the encapsulation (K, c)
with the public key pk, the decapsulation algorithm returns the same key K with all but
negligible probability.

V(pk, sk) <s KeyGen(), V(K,c)<s$Encaps(pk): Pr[Decaps(sk,c)= K]=1— negl(n),

where negl(n) is a negligible function in the security parameter n.

2.4.5 IND-CCA Security for KEMs

Normally, the security notion defined for a key encapsulation mechanism (KEM) is the
IND-CCA security, which is similar to the IND-CCA security for public-key encryption,
allowing the adversary access to a decryption oracle, or decapsulation oracle, but with a
different challenge. In this case, the adversary is trying to distinguish between a real key
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encapsulation and a random key of equal length, rather than distinguishing between two
messages. That is, the adversary is challenged to guess whether a given ciphertext-key pair
(K, c*) is a real encapsulation of a key K or it is a random key. The formal definition of
the experiment is as follows:

Definition 2.4.3 (IND-CCA Security for KEMs). Consider the following experiment be-
tween a challenger and an adversary A:

1. The challenger generates a key pair (pk, sk) <3 KeyGen().

2. A receives the public key pk and may obtain encapsulations under pk (i.e., A can
query the encapsulation oracle and receive (K, ¢) <% Encaps(pk)).

3. A may also query the decapsulation oracle with encapsulations ¢, obtaining the de-
capsulation from Decaps(sk,c).

4. The challenger samples a bitb < { 0,1} and samples a key-ciphertext pair (K*, c*) <
Encaps(pk). Ifb =1, then the challenger outputs the real key-ciphertext pair (K*, c*),

otherwise it outputs a random key K' of the same length as K with the ciphertext
(K',c").

5. A continues its oracle queries, including decapsulation queries, but excluding the
challenge encapsulation c*, and outputs a bit b'.

6. The experiment outputs 1 if b’ = b, and 0 otherwise.

The key encapsulation mechanism KEM is said to be IND-CCA secure if it is infeasible
for any PPT adversary A to distinguish between the two cases, or, more formally, that the
advantage of A in the above experiment is negligible:

1
Pr[b':b]—§

where negl(n) is a negligible function in the security parameter n.

Advgg, “(A) = < negl(n),
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Chapter 3

Early Public Key Cryptosystems

3.1 Ajtai-Dwork Cryptosystem

In their work, Ajtai and Dwork [ | created the first public-key encryption scheme
with security based on the hardness of a worst-case problem, in this case, the uSVP,
(Def. 2.3.14). It was a significant breakthrough in cryptography, and more specifically, in
lattice-based cryptography, particularly when discussing the security and evolution towards
post-quantum cryptography schemes like the LWE problem and its variants (Secs. 4.1,
4.2, 4.3), and culminating in the ML-KEM (Kyber, 5) standard. To achieve this, they
rely on a worst-case to average-case reduction for lattice problems, initially proposed by
Ajtai in | |, ensuring that every instance of the cryptosystem reduces to a problem
conjectured to be extremely hard, or, in other words, that breaking a random instance
of the cryptosystem is at least as hard as solving a worst-case instance of an underlying
lattice problem.

As an overview, their approach first shows that if an adversary A can distinguish
between two distributions, which represent the encryption of 0 or 1 in a cryptosystem, then
a reduction B can use A to solve a certain instance of the Hidden Hyperplanes Problem
((HHP), Def. 3.1.3), which is an average-case problem. This establishes that the security
of the scheme relies on the hardness of solving the HHP. Then, they show that if B can
solve the HHP with certain parameters, then, another reduction C, using B, can solve the
uSVP,, for some v = poly(n), which is a worst-case problem (C is able to solve uSVP,
for any lattice that satisfies the constraints). This sequence of reductions establishes a
connection between the cryptosystem, the HHP, and the uSVP,. Therefore, since the
uSVP~ problem is believed to be very hard to solve for appropriately chosen parameters,
the cryptosystem’s security is tightly bound to this hardness. As long as the conjectured
difficulty of uSVP~ holds, the cryptosystem remains secure against adversarial attacks.

Even though the Ajtai-Dwork cryptosystem laid groundwork for lattice-based cryptog-
raphy and was of great theoretical significance, it also had several issues that made it
impractical for real-world applications. As one of the main issues, the scheme was com-
pletely impractical in terms of efficiency, with very large public key sizes (O(n*)) and secret
key and ciphertexts (O(n?)), as well as running time. Note that this is even acknowledged
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in the paper, where the authors state they “made no attempt to optimize the efficiency of
the cryptosystem”.

3.1.1 Background

The following definitions are from | ].

Definition 3.1.1 ((d, M)-Lattices). Assume n is a positive integer, M >0, d >0, d, M €
R, and L = L(by,...,b,) is a lattice which has an n — 1-dimensional sublattice L' with the
following properties:

1. L' has a basis of length at most M; (i.e. max"_}!'||b;|| < M)

2. If H is the (n — 1)-dimensional subspace of R"™ containing L', and H' # H is a coset
of H intersecting L, then the distance of H and H' is at least d.

Then we say that L is a (d, M)-lattice. If d > M, then L' is unique. In this case L' will
be denoted by L) The minimum distance between H and a coset of H intersecting L
will be denoted by dy.

Definition 3.1.2 (Factor Lattice). Suppose that L is a lattice in R™ and H is a k-
dimensional subspace of R™ so that L' = H N L is a k-dimensional lattice in H. The
factor lattice £/ L' will be the lattice we get from projecting L orthogonally onto H*.

Definition 3.1.3 (Hidden Hyperplanes Problem (HHP)). Let ¢ > 5 be a real number, and
let Dy be a distribution on the set of (d, M) lattices for which d > n°M and d < d; < 2d.
The hidden hyperplane assumption for Dy says that, given a basis for a random (d, M)
lattice £ € Dy, it is computationally infeasible to compute L£@M).

Remark. The hidden hyperplane assumption is related to the uSVP (Def. 2.3.14) as fol-
lows. If A is a lattice with an n-unique shortest vector w, then L = A* is a (d, M) lattice
for some d > n“M and dy = |||, with ¢ ~c¢—2. (See Lemma 3.1.13 for proof.)
3.1.2 Public-key Encryption Scheme

3

In their paper, the constants used are: D; = 3,Dy = 8, D3 = 3, R = n P = n~3 and

C — onlogn

Private Key

The private key is a random vector u € B,,(1), chosen uniformly from the unit ball.
Public Key

Given the private key u, we can define a distribution H,, g of points in an n-dimensional
cube Q of sides K = 2"1°8™ with the following construction:
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e Sample a point y € {x € Q| (x, u) € Z}. This construction defines a point from
one of the parallel (n — 1)-dimensional hyperplanes which u is orthogonal to.

e Sample a small perturbation z. The perturbation is defined as the sum of m vectors
sampled independently and with a uniform distribution from B, (R).!

e Output y + =z.

Then, the public key is a set of vectors {vy,...,v,} and {w;,...,w, } sampled
independently at random from the distribution H, g, described above, and with P =
P(wy, ..., w,) having a width of at least n=2K (The width is defined as the minimum

distance between the each w; and the subspace generated by {w; | j # i }).
In other words, the public key is defined by m vectors close to the parallel hyperplanes
orthogonal to w and a parallelepiped that is not very “thin”.

Encryption

The cryptosystem only allows the encryption of either 0 or 1. This is done differently for
each case:

e Encryption of 0: Uniformly select ay,...,a, € {0,1} and output the ciphertext
as ¢ = Yy . oyv; mod P. That is, the sum of a random subset of points given in
the public key modulo the parallelepiped defined by P(wy, ..., w,). Let the random
variable S, ,,. be a random encryption of 0.

e Encryption of 1: Choose a random point inside the P. Let the random variable
Eu,...vm be a random encryption of 1.

Decryption

For the decryption, given the ciphertext ¢, and using the private key w, verify whether
(u, ¢) ~ 0 mod 1, or, in other words, if the result is close to an integer, and if so, decrypt
c as 0. More precisely, if the result is within n~! of 0 or 1. Otherwise, decrypt c as 1.2

3.1.3 Main Results

Proof Sketch

Ajtai and Dwork prove the security of their cryptosystem by using two main reductions:

1. If an adversary A can distinguish (w.p. at least n=“) between two distributions,
which represent the encryption of 0 or 1 in a cryptosystem, with a bias greater
than n=, then a reduction B can use A to distinguish (w.p. at least n=%) random
variables uniform and H,, g, with a bias of a least n=!/4 in time polynomial in n.

'For concreteness, Ajtai and Dwork use R = n=3.

2Note that this may result in decryption errors.
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2. If an adversary B can distinguish (w.p. at least n=%) random variables uniform and
Hu rn With a bias of a least n=“, then a reduction C can use B to solve any instance
of size at most n® of the nP2-uSVP in time polynomial in n and with probability
greater than 1 — 2".

The first reduction proves that breaking the security of the cryptosystem is at least as
hard solving the Hidden Hyperplanes problem, while the second one shows that solving
the latter is at least as hard solving the uSVP~ for v = poly(n).

Next follows an overview of the steps used to prove each of the reductions, with the
proofs of each step in section 3.1.4.

Part 1 - Cryptosystem to HHP

Considering w and vy, ..., v,, are picked at random as described in the protocol, suppose
there exists an adversary A that can, with a probability of at least n=“, distinguish two
random variables S, ., and &,, . ., with a bias of at least n=“. Recall that S, . ..,

and &, v, are the random encryptiohs of 0 and 1, respectively.

m

1. Amplify the bias that A can distinguish the random variables to at least % —n%
(a) Create a circuit A’ that produces long independent sequences of the random
variables, applies A for n®>*1 (n times initial bias) and take majority of decisions.
For the next steps, take the initial A to be the A’, that is, an algorithm that

wins distinguishes with bias greater than % —n2

2. Define algorithm B that uses A to decide whether a random variable & is unif or
Hurn Take mt values of €, t = n?**| and create t blocks B = (by,...,b,,) of size
m each. The general idea is that if { = H, rn, then B is a proper public key and
for some sequences (i.e. B € Y) A would be able to correctly identify the random
variables. Otherwise, B would be random and the random variables S,, . ., and
Eur,...vm Would be as well.

m

(a) Define a set Y of sequences vy, ..., v, that allows a sequence to be determined
if its in the set in polynomial time, and, if the sequence is in the set, then A
distinguishes the random variables S, ., and &, . ., with bias greater than
1_p13

(b) Setup two counters: one counts the number of sequences of B € Y (sequences
which A can distinguish the random variables) and the other counts the number
of sequences which have a correct identification from A (this is only done for
sequences B € Y)*.

m

3This is used in the next steps in order to separate the probability that A distinguishes the random
variables.
4See step (d)
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(c) Foreach B, if B € Y, produce as many random variables of Sy, _p,. and &, .,
as needed for the input of A and give them to A. Increment the counter if A
correctly identifies the samples.

(d) If the number of sequences B € Y is greater than n_clé and the number of

correct identifications by A is greater than % of the number of sequences B € Y,
then output that & = H,, grn, otherwise, £ = unif.

Therefore, with non-negligible probability, and considering u picked at random as de-
scribed in the protocol, B can use A to distinguish unif and H, g,

Part 2 - HHP to uSVP,

Considering u picked at random as described in the protocol, suppose there exists an
algorithm B that can, with a probability of at least n™*, distinguish two random variables
Hu rm and unif with a bias of at least n=“. We now describe an algorithm C that can,
given as input any lattice with an nP2-unique shortest vector v, using the algorithm B as
oracle, find this vector v.

1. Given a lattice £, by Lemma 3.1.10 we can find a U; = v, where § € R and v is an
orthogonal linear transformation, such that U;v € X, where v is shortest vector we
are trying to find and X is the set of u which B can distinguish the random variables
Hu rm and unif. Assume that 7 is now fixed with this property.

2. v is an nP2-unique shortest vector of £L <= U,v is an nP?-unique shortest vector
of U;L (because U; = 0v, § € R and v is an orthogonal linear transformation).

3. Considering the definition (d, M)-lattice (Def. 3.1.1). If A is a lattice with an n°
unique shortest vector w, then £ = A* is a (d, M)-lattice with d > n®M and d, =
el

4. Let J = (U;£)*. Since U;L has an nP2-unique shortest vector, then .J is a (1,n~72)
lattice, where Dy ~ Dy — 1.

5. By (Lemma 3.1.17 - dist H and ) the distance of the distributions He, g m and £ x g)
is exponentially small and nx = unif, therefore if B can distinguish H,, g, and unif,
it can also distinguish §; x r) and 7.

(a) When we compute pert(R,m) := w = Y " t;, where t; <% B,(R), we write
t; = r;+s;, where r; is the component orthogonal to H. If we first randomize r;,

then s; is chosen from an (n — 1) dimensional ball of radius R’ = y/R? — ||r;]|>.

i. Let & be the distance from ¢; to H. Let n = > _", &. Let I denote an
interval contained in [—%%, "i—(])?]. If n € I, then, w.h.p. there are at least

m/4 values s;, such that they are chosen from B,_i(R'), with R’ > n?M.
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ii. Let J@M) = £(by,...,b,_1) and P’ = P~ (by,...,b,_1). For n’ > n,
assume each s1,..., 8, is chosen from B,_1(R’), with R’ > n?M. If we tile
H with P’, then, w.h.p., at least one of s;, i = 1,...,7n/, is chosen from a
tile that is completely contained in its respective ball. In this case, s; is
uniformly distributed in P’.

iii. Consider w bad if either less than m /4 s; are chosen from balls of R’ > n?M
(item (i) fails), or more than m/4 s, are chosen from balls of R’ > n?M but
none of these s; are chosen from a tile completely contained in its respective
ball (item (i) succeeds but item (ii) fails). The distance between projecting
w onto H modulo P’ and the uniform distribution on P’ is given by the
case where w is bad, since when w is good, s; is uniform in P’.

(b) Take a polynomial amount of points p1, ..., p, € K'U", with K’ = n°d;. Let
a;j = p;—p;, for 1 <i < j <m'. There are at most n® hyperplanes H', parallel
to H, that intersect K'U™ N J. Therefore, a polynomial fraction of a,; will be
such that both p; and p; are in the same hyperplane H’, and thus a;; is in H.

i. Let v € {a;; |1 <i<j<m'}. Define the random variable 6, = u +
av + w, where u <% KU" N J,«a <5 [0,1] and w := pert(R,m). If v € H,
then the projection of ,(= Hu,r,m) onto H will be almost the same as the
projection of {; x r onto H. If v ¢ H, then 4, will be essentially the same
distribution as 7.

6. If B can distinguish ; x r) and 7k in A then an algorithm B’, using B, finds J (M)
on A.

(a) The algorithm B’ can, using B, find a sequence of n — 1 linearly independent
vectors v € H, and thus, a basis of a lattice in H, or J(®M),

7. With J@M) we can find the direction of u (orthogonal to J(®*)) and the distance
d; = ||lul"" in between hyperplanes (by taking the ged of the distances of the hy-
perplane H that contains J@M) to points in the lattice .J ). Therefore yielding the
vector u = U;v, and thus v, the shortest vector of L.

3.1.4 Proofs

In this section, we will build upon the overview including the necessary proofs for each
step. Most of the proofs are from | ], with some additional from | -

Theorem 3.1.4 (Main Theorem). For all ¢y, co,c3,¢c4 > 0, there exists a c5 and a prob-
abilistic algorithm C so that for all sufficiently large n, condition 1 implies condition 2,
where

1. A is a probabilistic circuit of size n® so that if we pick random vectors w, vy, ..., Uy,
as described in the protocol for generating the public and private keys, then, with a
probability of at least n=%, A distinguishes the random variables Sy, and Ey, ... v
over vi,...,V,, with a bias of at least n=.

----- Um
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2. C, using A as an oracle, can solve any instance of size at most n° of the nP*-unique
shortest vector problem in time n® with a probability at least 1 — 27",

Part 1 - Cryptosystem to HHP

Lemma 3.1.5 (Cryptosystem to HHP). For all ¢y, co, there exists co,c3 and let an algo-
rithm A which, if we pick random vectors w,vy,...,v,, as described in the protocol for
generating the public and private keys, then, with a probability of at least n=, A distin-
guishes the random variables Sy, . 4, and &y, . 4, over vi,..., v, with a bias of at least
n-.

m m

Suppose we pick random vector w as described in the protocol, then there exists a prob-
abilistic algorithm B such that, using A as an oracle, with a probability of at least n=%, B
distinguishes the random variables H,, ,-», ,, and unif with a bias of at least n™ in time
ne.

Considering w and vy, . . ., v,, are picked at random as described in the protocol, suppose
there exists an adversary A that can, with a probability of at least n~°, distinguish two
random variables Sy, . 4, and &, ., with a bias of at least n™.

m m

Step 1. “Amplify the bias that A can distinguish the random variables to at least %—n_z”
Lemma 3.1.6. Suppose A is a probabilistic circuit which if we pick the random wvectors
u, v, ...,0, as described in the protocol for generating the public and private keys, then,
with a probability of at least n=, A distinguishes the random variables Sy, .. v, and &y, . w.,

over vi,...,V,, with a bias of at least n=°.
Then there exists another circuit A" that uses A which distinguishes the random vari-
ables Sy, .. v, and Ey, . 4, OVET V1,..., U, with a bias of at least 1 — n-2.

Proof. Consider the following definition of the algorithm A’: A’ produces long independent
sequences of both the random variables Sy, . 4, and &,, . .., applies A for N = netl (i.e.
n times the inverse of the initial bias) and takes majority of decision. For each result, let
X; denote the result of each trial, with X; = 1 if A succeeds, X; = 0 otherwise. Using
Chernoft-Hoeffdings inequality, the probability that less than half of the trials is successful

iS gi\/en by
PI' NE X < —N < exXp | — i <n
=1 ‘o 2 h nez -+ 2 =
2

Hence, with the majority vote, A’ wins with bias greater than 1 —n—=.

]

Remark. For the next steps, take the initial A to be the A', that is, an algorithm that
wins distinguishes with bias greater than % —n2.
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Step 2. “Define algorithm B that uses A to decide whether a random variable £ is unif
or Hu,rn-"

Proof of Lemma 3.1.5.

Step 2.1. “Define a set Y of sequences v, ...,v,, that allows a sequence to be de-
termined if its in the set in polynomial time, and, if the sequence is in the set, then A

distinguishes the random variables S,, ., and &,, . ., with bias greater than % —n L7

m m

Lemma 3.1.7. Suppose A is a probabilistic circuit which if we pick the random wvectors
u,v1,...,0, as described in the protocol for generating the public and private keys, then,
with a probability of at least n=, A distinguishes the random variables Sy, .. v,, and Ey, .. v,
over vi, . .., U, with a bias of at least 1 —n=2.

Then, there exists a set' Y of sequences vy, ...,v,, with the property that a sequence y
can be decided in polynomial time if it is in the setY , and for each sequence vy, ...,v,, € Y,
A distinguishes Sy, . v,, and Ey, . v,, with a bias of at least % —n~ L

m m

Proof. Let X be the set of sequences vy, ..., v, that A distinguishes the random variables
Sor,wm a0d &y, . with a bias of at least 1 — n~2, i.e. we are removing the randomness
related to the choice of the sequence vy, ..., v,,. Since Sy, 4, and &, . ., can be gen-
erated in polynomial time, then there is a polynomial time algorithm which, for a fixed
sequence v, ..., v, can approximate the bias of A, with a polynomial small error, and
using only a polynomial amount of times the algorithm A. Therefore, thereis aset Y O X
which a sequence y € Y can be decided in polynomial time, with probability exponentially
close to one. For each sequence y € Y, A distinguishes the random variables with a bias

of at least % —np 1 O]

m

Remark. This set Y is used in the next steps in order to separate the probability that A
distinguishes the random variables.

Step 2.2. “Take mt values of £, t = n?**, and create t blocks B = (by,...,b,,) of
size m each. The general idea is that if { = H,, g, then B is a proper public key and for
some sequences (i.e. B € Y) A would be able to correctly identify the random variables.
Otherwise, B would be random and the random variables S, and &, . v, would be
as well.”

----- Um

This is the definition of the algorithm B. B gets mt values of the the random variable
§ which is either unif or H, r, and partitions these variables into ¢ blocks of m variables
each, creating t blocks B = (by,...,by,,).

Step 2.3. “Setup two counters: one counts the number of sequences of B € Y (se-
quences which A can distinguish the random variables) and the other counts the number
of sequences which have a correct identification from A (this is only done for sequences

BeY)”

5See step (2.5)
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Step 2.4. “For each B, if B € Y, produce as many random variables of S, 5, and

Eby....b,, as needed for the input of A and give them to A. Increment the counter if A
correctly identifies the samples.”

For each fixed block B = (by,...,b,,), B generates many independent values of the
random variables Sy, 5, and &, ., as needed for A to give a correct output. B then
computes two counters, one to count the number of sequences that are in the set A can
distinguish random variables from (B € Y'), and one to count the number of sequences that
A correctly identified the random variables. This second counter is only used for sequences
that are in the set A can distinguish.

Let f(B) be the counter of sequences B € Y. Let g(B) be the counter that, the
sequence B € Y and A correctly identifies the random variables Sy, p, and &, . b,
generated from the block B. Therefore, if B ¢ Y, f(B) = g(B) = 0. If B € Y, then
f(B) = 1 and we give the random variables £ and S to A. If A correctly identifies the
random variables, set g(B) = 1, otherwise, g(B) = 0.

—ei t

Step 2.5. “If the number of sequences B € Y is greater than n~ 5 and the number
of correct identifications by A is greater than % of the number of sequences B € Y, then
output that £ = H,, g, otherwise, £ = unif.”

Finally, let fo = > f(B) and go = >_ g(B), where the sum is taken over all ¢ blocks.
If fo > %n*qt and gg > %fo, then B outputs that the random variable § = H, g, and
& = unif otherwise.

For this analysis, we fix w, and therefore we have that B, if we randomize each
v1,...,Vm, as described in the protocol, then with a probability of at least n~2¢, we have
that A distinguishes the random variables Sy, 4, and &, ., with a bias of at least
1/2 —n—.

m

Lemma 3.1.8. If B functions as described above, then:

1. If £ = Hurp, then with probability exponentially close to 1, fo > %n*qt and gy >

3 fo;
2. If £ ?fumf, then with probability exponentially close to 1, either fo < %n_clt or
90 < 3Jo-

Proof. Proof of 1. Considering the case where § = H, gn, since ¥ O X, and, by
Lemma 3.1.5 we are considering that P(X) > n™, then P(Y) > n=“. If the sequence
(by,...,by,) €Y, then that implies that f(B) = 1, and thus P(f(B) = 1) > n=“. Con-
sidering f(B) = 1, then by definition of Y, A distinguishes Sy, p,, and &, p,, with a

bias of at least % —n~!. Therefore, the probability A gives the right answer thus g(B) = 1
given f(B) = 1is at least 1 —n~1.
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In other words, using Chernoff bounds, the probability that the sum of the independent
variables f(B) is less than half of the expected value (E [fo] =t -p = n"t) is given by:

1 2 ln_clt 2 t —2¢1
Pr [fO < 571_61?5} < exp <—M) = exp (— n ) —e 2 (t = n)

Thus, the probability fy > %n*‘zlt is at least 1 — e~ 2.

=

Now, conditioning on f(B) = 1, then

Prig(B)=1|f(B)=1]>1-n""

If fo = f, then gg is the sum of f independent random variables, each with a probability
of at least 1 — n~! of being equal to 1, so:

Elgo|fo=fl=2f - 1-n"2).

Therefore, by Chernoff bounds:

3 _
Pe | < 2o | o] <o (-201/4-n720)
Thus, the probability gy > % fo is exponentially close to 1. Proving part 1.

Proof of 2. For the second part, we are now assuming that & = unif, then, for almost
all choices of vy,...,v,,, the random variables S, . ., and &, ., are almost identi-
cal (the distance of their distribution is smaller than 27™. This implies the inequality,
since A is trying to distinguish two random variables that are exponentially close, and
therefore, the bias of the decision is exponentially small. Here, we need to prove that
Prg(B) =1|f(B) =1] < 1 + £, and that implies that with a probability exponentially
close to one, either fy < %n_clt or go < %fg. m

This completes the proof of Lemma 3.1.5 (Cryptosystem to HHP). |
Part 2 - HHP to uSVP,

Lemma 3.1.9 (HHP to uSVP,). For all c1, ¢, there exists cs,cq and let an algorithm B
which, if we pick a random vector w as described in the protocol for generating the public
and private keys, then, with a probability of at least n=°, B distinguishes the random
variables H,, -, , and unif with a bias of at least n=.

Then there exists a probabilistic algorithm C such that, using B as an oracle, for all
sufficiently large n, can solve any instance of size at most n® of the nP?-unique shortest
vector problem in time n® with a probability greater than 1 — 27",
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Step 1. “Given a lattice £, by Lemma 3.1.10 we can find a U; = v, where § € R and
v is an orthogonal linear transformation, such that U;v € X, where v is shortest vector
we are trying to find and X is the set of w which B can distinguish the random variables
Hu rm and unif. Assume that ¢ is now fixed with this property.”

Lemma 3.1.10. For all ¢y > 0, there is a co > 0 and a probabilistic algorithm which
generates a random variable v in polynomial time so that

1. each value of v can be written in the form of Ov1, where 8 € R and vy is an orthogonal
linear transformation of R";

2. If X s a Lebesque measurable subset of the unit ball of R™ whose density in it is at
least n and v € R™ with 27 < ||v|| < 2", then Prvv € X| > n~<.

Proof. Let us assume that p is a random variable taking its values with the uniform distri-
bution on the set of orthogonal linear transformations of R™ according to this distribution.
Consider the following property of p: If v € R™, ||v|| = 1 is fixed, then pv has a uniform
distribution on the set of vectors with length 1, and there are several ways to generate

i in polynomial time, e.g. randomize sequentially the vectors ueq,...,ue,, and after
pei, ..., ue; has been selected, pe; 1 is chosen from the uniform distribution from the set
of all unit vectors orthogonal to pe, ..., ue;.

Let 5 € [0,1] be a random variable defined in the following way: we first take a
vector w with uniform distribution on the unit ball of R", and let f = [Jw]]. Let v
be the random variable which takes the value (1 + 1/n)" with a probability 5—— for
i=-n*...,—1,0,1,... ,n* Finally assume pu, 3,7 are independent and define v, vy, 0 as
follows: vy = p1,0 = y8,v = vfu. Assume that v € R” os fixed with 27" < |jv|| < 27"
According to the definition of v, there is a vy such that the probability of v = 7 is ﬁ
and 1 < yollv|| < (1+1/n).

Now, to estimate Pr[vv € X | v = 7], since u, 5,7 are independent, this is the same
as Pr[yofuv € X]|. po has uniform distribution on the set of all vectors with length ||v]|,
and so, by definition of £, vBuwv has uniform distribution on the ball around 0 with
radius ypv. Since this ball contains the unit ball and the ratio of their volumes is at most
(1+1/n)" < 3, we get a point in X with a probability of at least $n =, therefore we have

that Prlvv € X [ v =] = 30~ and thus, Pr[vv € X] > gn™@ 2n21+1 >n-e. O

Step 2. “v is an nP2-unique shortest vector of £L <= Uv is an nP?-unique shortest
vector of U;L.”

Lemma 3.1.11. Let U; = v, where 8 € R and v is an orthogonal linear transformation.v
is an nP?-unique shortest vector of L <= U;v is an nP?-unique shortest vector of U;L.

Proof. Considering that U; = 0v, § € R and v is an orthogonal linear transformation, the
orthogonal linear transformation maintains the lengths of all vectors and angles between

different vectors. That is, if v € £ is such that ||v|| = A1 (L), then ||vv]| = [|[v|| = A\ (L).
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The scaling 6 scales all vectors of the lattice by the same factor, thus, if w € £ is such
that ||w|| = Xo(£) = nP2 A\ (L), then ||fw]| = OXo(L) = Mo (0L) = nP2 ) (0L). [

Step 3. “If A is a lattice with an n°unique shortest vector u, then £ = A* is a (d, M)-
lattice with d > n“M and d; = ||u| ™"

Lemma 3.1.12. Let B, D € R"™" be a pair of dual bases, then, for all i = 1,...,n,
B' = (mi(b;),...,m(b,)) and D' = (d;,...,d,) are also dual bases.

Proof. Let us prove by induction for ¢ > 2. Let i = 2, B’ = (ma(bs),...,m(b,)) and
D' = (dy,...,d,). From Def. 2.3.4, we need to prove that span(D’) = span(B’) and
BTD' =1.

First, B and D span the same vector space WW. The span of B’ is the orthogonal com-
plement of b; in W. By the definition of the dual basis, each vector ds, ..., d,, is orthogonal
to by, and linearly independent, therefore they also span the orthogonal complement of b;
in W, and thus B’ and D’ have the same linear span.

Now let us prove that B" D’ = I by showing that (ma(b;), d;) = 6;;,Vi,j > 1, where
0;; = 1 for i = j and 0 otherwise. By the definition of m5(-), we have ma(b;) = b; — p;1b1,
therefore,

<7Tg(bi>, d]> = <bz - ,Uz',lbl ) d]>
= (bi, dj) — pia (b1, dy)
= (b;, dj) — pi101; (j > 1,01, =0)

O

Lemma 3.1.13. If A is a lattice with an n°-unique shortest vector w, then L = A* is a
(d, M)-lattice with d > n°M and d = ||u .

Proof. Let u € A be the shortest non-zero vector of A, there exists a basis A = aq,...,a,
of A such that w = a; is one of the basis vectors. Consider the basis of the dual lattice
L = A* defined by B = by,...,b, such that (b;, a;) = d;;. Thus, for i = j = 1, we
have that (b;, u) = 1 and every other b;,i = 2,...,n is orthogonal to u, defining an
n-dimensional hyperplane H orthogonal to w. By definition, (b; , u) = 1 implies that the
distance of by to the hyperplane H is:

b1, u _
dll — < 1 > _ HUH 1
[[u
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Now consider the lattice LN H = L(bs,...,b,). This lattice is the dual of the factor
lattice® A; = A/A, (See Lemma 3.1.12). By Banaszczyk’s transference theorem (Theo-
rem 2.3.5), we have that:

AM(A1) - An(L1) <
By the definition of A, the factor lattice A; has A\j(A1) > (n® — 1)||ul| and, thus:

n L 1
An(L1) € g = 1 lul|
(n¢ = )]l

This way, £1 has a basis with elements no longer than M = n~¢||u ", and the distance
between hyperplanes is d; = |||~ which is d; = n® M.

O

Step 4. “Let J = (U;£)*. Since U;L has an nP2-unique shortest vector, then J is a
(1,n7P2) lattice, where Dy ~ Dy — 1.”

By Lemma 3.1.13, if we take a lattice with an nP2-unique shortest vector u with ||u| =
1, then the dual lattice J will have a basis with elements no longer than M = n~ 2% ||lu||”" =
n~P% and the distance between hyperplanes will be d; = ||u||~" = 1. Thus, the dual lattice
J will be a (1,n~P2) lattice, with D} ~ Dy — 1.

Step 5. “The distance of the distributions Hy, r,» and {; k g) is exponentially small and
nx = unif, therefore if B can distinguish Hy, g,» and unif, it can also distinguish §(; x r)
and ng.”

In the next few paragraphs, we want to prove that the distance of the distributions
Hu,rm and §(;x k) is exponentially small, so let us define again the variables we are using
for ease of reading.

e Let pert(R,m) := Y " t;, where each ¢; < B, (R),Vi=1,...,m.

— pert(R, m) represents a perturbation generated by adding m vectors sampled
from a ball of radius R.

— For this exposition, consider R = n3M.
o Let Hupm =y+w, y<«s{KU"|(y,u) € Z} and w = pert(R,m).

— In words, y represents a vector in any of the (n — 1)-dimensional hyperplanes
H,:={yeR"| (y,u)=1,i € Z} that are orthogonal to the vector u. The
minimum distance between the hyperplanes is d = ||| .

5Def. 3.1.2
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— KU™ represents a large cube with sides K. For this exposition, consider K =
on logn‘

— Therefore, H,, g represents vectors inside the “large cube”, in any of the par-
allel hyperplanes orthogonal to w, with an added perturbation of pert(R,m).

o Let {yrp =x+w, zs{KU"NJ} and w = pert(R, m).

— For a lattice J, @ represents any point of the lattice inside the “large cube”.

— Therefore, &5k, r) represents lattice J vectors inside the “large cube®, with an
added perturbation of pert(R, m).

The main idea for this proof is that if w is not too far from H, then the distribution of
the projection of w onto H is almost uniform. Therefore, conditioned on pert(R,m), the
distribution of the projection of { ;x gy onto H is almost uniform as well, and thus not
far from Ho rm. When we compute w := S t;, we write each t; := r; + s;, where 7; is
the component orthogonal to H, then if we first randomize r;, s; will be chosen from the

(n — 1)-dimensional ball of radius R’ := y/R? — ||r;||°. If ; is not too large, then, with
high probability, s; is contained in a tile of H (i.e. a parallepiped of the lattice J) that is
completely inside the ball B,,_1(R’) which s; was chosen from, and thus, this s; is chosen
uniformly in the parallelepiped.

Step 5.1. “Let & be the distance from ¢; to H. Let n = >/, &. Let I denote an

interval contained in [—%%, ’Z—g‘]. If n € I, then, w.h.p. there are at least m/4 values s;,

such that they are chosen from B, _1(R'), with R’ > n?M.”

Lemma 3.1.14. Let w = >, t;, where each t; is chosen at random from B, (R). There
is a ¢ > 0 and ng so that if n = ng and R are fized, ¢ > 0, and I is an interval of
length € contained in [—TZ—(I)%, %%], then the following holds. For 1 < i < m, let & be the
signed distance from H to t;. Let us assume a coordinate system in which we can write
t, = r;+s;, where r; = (0,0,...,0,&). Let G be the event “there are at least m/4 integers
i € [1,m] such that s; is chosen from an (n — 1)-dimensional ball of radius at least n>M.”
Let n=>""1&. Then the conditional probability of G with the condition n € I is at least
1—27m,

Remark. Lemma 3.1.1} above states that, if w is not too far from H, i.e. more than 72—(])%,
then with high probability at least 1/4 of the s; are chosen from a ball B, 1(R’), where

R’ >n2M. This Lemma and its proof are available in [ ], Lemma 5.1.

Step 5.2. “For n’ > n, assume each si,..., S, is chosen from B,,_1(R’), with R’ >
n2M. If we tile H with P’, then, w.h.p., at least one of s;,7 = 1,..., 7/, is chosen from a tile
that is completely contained in its respective ball. In this case, s; is uniformly distributed
in ’P/'ﬂ
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Lemma 3.1.15. Let J = L(by,...,b,) €g A, where A is a distribution on the set of
(d, M) lattices and J*M) = L(by, ..., by_1). Let m = con, for some co > 4, let R = n>M,
and let P = P~ (by,...,b,_1). Forn' > n, assume each of s1,...,8, is chosen from
(n—1) dimensional ball of radius at least n> M. If we tile H with copies of P', then, w.h.p.
(1 —27""1987) at least one of s; is chosen from a tile completely contained in its respective

ball.

Proof. Recall that, by Lemma 3.1.13, max;<,—1]|b;|| < M. Let S; be the ball from which
s; is chosen. For any vector s;, let P; denote the copy of P’ containing s;. Let C' be the
set of vectors s; such that P; lies entirely within 5;. For a tile to be partially contained in
S;, it has to be close enough to the boundary of S;, that is, within a distance of at most
vn — 1M to the boundary. Therefore, we can define the region inside S;, with a width of
vn — 1M such that any tile that falls in this region will be partially contained in S;, let
this region be called the boundary region. The volume of this region will be proportional
to the volume of the (n — 1) dimensional ball of radius R’ = n?M minus the ball of radius
Rp = (n®?M) — /n — 1M, i.e. the shell of width v/n — 1M, which we can approximate to
the volume of the (n —2) dimensional ball times the width, considering v/n — 1M < n?M.

Vol(Boundary Region) o ((n?M)"™' — (n®?M — v/n — 1M)"™ 1) =~ (n*M)"2v/n — 1M

Therefore, by a volume ratio argument, we can bound the probability an s; will fall in
this region, and thus, not be in the set C.

Vol(Boundary Region)  (n®?M)"2y/n—1M  /n—1 o 1
Vol(S;) B (n2M )1 - on2

S

Thus, we can say that Pr[s; ¢ C] < 1/n, and hence, for n’ > n values of s;,

Priall s; ¢ C] < (1/n)" = Prlat least one s; € C] > 1 — (1/n)" =1 — 27" len

Consider w bad if either less than m/4 s; are chosen from balls of R’ > n?M (step 5.1
fails), or more than m/4 s; are chosen from balls of R’ > n2M but none of these s; are
chosen from a tile completely contained in its respective ball (step 5.1 succeeds but step
5.2 fails).

Step 5.3. “The distance between projecting w onto H modulo P’ and the uniform
distribution on P’ is given by the case where w is bad, since when w is good, s; is uniform

in 7)/‘77
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Lemma 3.1.16. Let J = L(by,...,b,) €g A, where A is a distribution on the set of
(d, M) lattices and J*M) = L(by, ..., by_1). Let m = con, for some co > 4, let R = n>M,
and let P' = P~(by,...,b,_1). For e > 0 and for any interval I of length € contained in

[ 2B et w =" | t;, where each t; € By(R).

Then the distribution obtained by projecting w onto H modulo P' differs from the
uniform distribution on P' by at most 2™ for some c¢1 > 0, even with the condition that
the signed distance of w to H s in I.

Proof. Let w := Y."¢;, and we write each t; :== r; + s;, where r; is the component
orthogonal to H. We say that a w is bad if either:

1. fewer than m/4 of the s; are chosen from (n — 1) dimensional balls of radius at least
n2M:; or

2. at least m/4 of the s; are chosen from (n — 1) dimensional balls of radius at least
n?M but none of these s; are chosen from a tile completely contained in its respective
ball.

Otherwise, we say that w is good.

By Lemma 3.1.14, w.p. at least 1 — 27", at least m/4 values of s; are chosen from
(n — 1) dimensional balls of radius R’ > n?M. Let n’ > m/4 > n, then, by Lemma 3.1.15,
w.p. at least 1 — 277108 > 1 _ 9-F18" 4t least one of these s; is chosen from a copy
of P’ that is completely contained in its ball. In this case, this s; is uniformly distributed
in P’ and so is the projection of w = > ¢;. The probability that w is good is given by
Pr[w is good] > 1 —27¢m.2-%len =1 _ 2=%™ for some c3 > 0.

Now, let us tile P’ with small parallelepipeds, and for any given tile a, let Pr [a] denote
the probability that the projection of w is in a and let unif(a) denote the probability
that a point chosen uniformly from P’ is in a. Let A denote the subset of tiles in which
Pr[a] > wunif(a), and B denote the subset in which Prla] < unif(a). The distance of the
distribution of the projection of w from the uniform distribution on P’ is given by:

sup{ | Pr[A] - unif{ A)| + | Pr [B] - unif( B)| }

Therefore, for the set of tiles A, we can calculate the distance as:
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Z [Pr[a] — unif(a)]

ajz [Prla | wis good] Pr[w is good] + Prla | w is bad] Pr [w is bad] — unif(a)]
acA
= [unifla)(1 —27%™) + Prla | w is bad] Pr [w is bad] — unif(a)]
— iA [unif(a)(1 —27%™ — 1) + Pr[a | w is bad] Pr [w is bad]]
= ij [unifla)(—27%") + Pra | w is bad] Pr [w is bad]]
< i [unif(a)(—27%™)] 4+ Pr[w is bad]
S § [unif(a)(=27™)] + 279"
acA
L 2em <1 -y umf(a)> L 27m
acA

Since the analysis for the set of tiles B is the same, the total distance between the
distributions is at most 2 - 277%™ < 274 for some ¢; > 0. ]

Corollary 3.1.1. Let J = L(by,...,b,) €r A, where A is a distribution on the set of
(d, M) lattices and J M) = L(by, ..., b,_1). Let m = con, for some cy > 4, let R =n3M,
and let P' = P~(by,...,by_1). For e > 0 and for any interval I of length € contained in
[t 2l et w =" t;, where each t; € By(R).

Consider the distribution D obtained by choosing p €r H and projecting p+w onto H.
The distance of D from the uniform distribution in H is at most 27, for some ¢ > 0,
even conditioned on the signed distance of w from H being in I. Moreover, if H' is any
coset of H intersecting J, then the Lemma holds for any distribution for p in which, if we
tile H with copies of P, each copy of P’ is equally likely to contain p.

Proof. By Lemma 3.1.16, de distribution obtained by projecting w onto H mod P’ is
within 274" of the uniform distribution on P’. By randomizing the starting point p, we
eliminate the need to reduce modulo P’, since the probability that p is in any particular
copy of P’ is the same. O

Remark. In order to apply the Lemma to the distribution ;i r, we still need to bound
the ratio of lattice points in KU™ near the surface of the cube. Since we are considering a
cube with sides K > 2°"d; and the max||b;|| = d;, that would define a boundary region as
a shell of the original cube with exponentially small width, and thus, the ratio of points in
this region will be exponentially small compared to the ones in the whole cube. This proof
can be seen in its entirety in | ], Lemma 3.9 on page 26.
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Now, for the next step, we take a polynomial amount of points p1,...,p, € K'U",
with K’ = n°d;. Let a;; = p; — pj, for 1 <i < j < m/. There are at most n® hyperplanes
H', parallel to H, that intersect K'U™ N J. Therefore, a polynomial fraction of a;; will be
such that both p; and p; are in the same hyperplane H' (at least (#)2 (Tg/)), and in this
case a;; € H.

Step 5.4. “Let v € {a;; |1 <i<j<m'}. Define the random variable J, := u +
av + w, where u +$ KU" N J,a <3 [0,1] and w := pert(R,m). If v € H, then the
projection of 8, (= Hu rm) onto H will be almost the same as the projection of £, i r onto
H. If v ¢ H, then 6,(= unif) will be essentially the same distribution as 7y.”

Lemma 3.1.17. Let J = L(by,...,b,) €r A, where A is a distribution on the set of (d, M)
lattices and J@M) = L(by,...,b,_1). Let v € J satisfy |[v| < K'°¢. Then:

1. if v € H, then the distance between the distributions &;x r and o, is at most 27"
for some ¢ > 0;

2. ifv ¢ H, then the distance between the distributions ng and 6, is at most 2= for
some ¢ > 0;

Proof. Let P' = P~(by,...,b,_1). Let w = Y. ¢;, where each t; € B,(R), R = n®*M.
Define the random variables 9, := uo + av + wp and £k g := w1 + w;, where wg, u; <5
KU"N J,a <% [0, 1] and wp, w; are copies of w.

Proof of (1): Suppose that, instead of sampling from KU™ N J, we were to choose
u € J. Fix any coset H' of H intersecting J and tile H’ with copies of P’. Since v € H,
ug + aw is uniformly chosen from among these tiles, as is uy. For € > 0, let us partition
the space R™ into strips of width e parallel to H. For each strip o, the difference between
the projection of wy onto H and the uniform distribution on H is exponentially small and
so is wy (by Corollary 3.1.1).

Let 0, = up + av + wy and £ = uy + wy, where both wp, u; <% J. With a similar
approach to the proof of Lemma 3.1.16, let us tile each strip o with n-dimensional small
parallelepipeds with a height of € perpendicular to H. For any given tile T, let A denote
the subset of tiles in which Pr[¢{ € T] > Pr[d, € T|, and B the subset which holds the
opposite. When we define a strip, we specify ¢ = (H,, I,) by naming H, as the coset of
H intersecting J nearest to o and I, the interval containing the distances of the points in
o from H,. For the set of tiles A, the distance of the distributions & and ¢, is calculated
over all strips o and over all tiles T' € A.
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YN (Pri¢eT|Eeo|Prl o] —Pr[0, €T |4, €o]Pr[5, € o]) (3.1)
o TeANo
=> > (Pri¢eT|Eca|l-Pr[f, €T |5, €o])Priuc H]Prw e L] (3.2)
o TeANo
—ZPruEH > (Pri¢eT|¢co]-Pr[s, €T |6, €o])Prlwe L]
I, TeAN(Hs,Is)

(3.3)
<227 Priwe ] <27 (3.4)

15

Where step 3.2 comes from the fact that each 6, = ug + av + wy (respectively £ =
w1 + wq) falls in the strip o only if uwy +av € H, and wy € I,, (respectively u; € H, and
wy € I,). Since v € H, for £ we only need ug € H,. In step 3.3, we split the strip o into
(Hy, 1 ) Step 3.4 comes from the fact that the probability that w is at a distance greater
than & 0 is exponentially small in m, hence, w.h.p. w € H, and by Corollary 3.1.1, which
bounds the distance of “p + w (i.e. our ¢ and J,) from the uniform distribution on H for
strips of distance at most 2t from a coset of H intersecting .J.

Since the analysis for the set of tiles B is the same, the total distance between the
distributions is at most 27", for some ¢ > 0, proving part 1.

Proof of (2): Using the same approach, let A denote the subset of tiles in which
Pr(ng € T] > Prld, € T|, and B the subset which holds the opposite. As with the re-
mark after Corollary 3.1.1, since the ratio of lattice points near the surface of the cube
KU™ is exponentially small, we can restrict the analysis to only those that are not in the
“boundary region”. For the set of tiles A, we can calculate the distance as:

Prng € A] — Pr[d, € A (3.5)
(T
= ZA [\/,(:/f()—f(([])n) — (Pr [0, € T' | wy is good] Pr[w; is good]
+Pr[5, € T | wy is bad] Pr [w) is bad] )] (3.6)
(T
< Z [Vc\)/l?—l((U)”) — Pr[d, € T | wy is good] Pr [wy is good]] + Pr[w; is bad] (3.7)
< Z Vol(T — Pr[d, € T | wy is good] Pr[w is good] | +27 7187 < 27" (3.8)
Vol KU" Y

Step 3.6 comes from the fact that ng is uniform over KU" so its probability is propor-
tional to its volume and for J,, we can separate into the cases where w; is good or bad. For

38



Step 3.7, we are considering the fact that Pr [w;is bad] is exponentially small, and thus its
contribution to the distance is very small as well. For the last step 3.8, since v ¢ H, with
probability at least 1 — 27", u and v are not in the same coset, it follows from Corollary
3.1.1 that the difference is bounded by 274", for some c5 > 0. Since the analysis for the
set of tiles B is the same, the total distance between the distributions is at most 27", for
some c > 0, proving part 2.

]

Remark. We showed that the distance of the distributions 0., for v € H, and &k r) 15
exponentially small. For the proof of the theorem, we needed to show the distance to the
distribution Hoy, gm. However, it is important to note that d, = u + v + w is essentially
the same as the distribution Hqy gm = € +w, since for v € H, u+ av is uniformly chosen
i H, as is the vector x.

Step 6. “If B can distinguish {(;x r)y and nx in A then an algorithm B', using B, finds
J@M) on A,

Step 6.1. “The algorithm B’ can, using B, find a sequence of n—1 linearly independent
vectors v € H, and thus, a basis of a lattice in H, or J(@®M)”

Consider the following description of the algorithm B’. Take a polynomial amount of
points pi,...,pp € K'U", with K’ = n°d;. Let a;; = p;, —p;, for 1 <@ < j < m".
There are at most n° hyperplanes H', parallel to H, that intersect K'U™ N J. Therefore, a
polynomial fraction of a;; will be such that both p; and p, are in the same hyperplane H’
(at least (#)2(731)), and in this case a;; € H. By Lemma 3.1.17, using the algorithm B, B’
can determine which of the differences a;; are in H. If we choose m' large enough, then B’
can find a sufficiently large amount of a,;; € H, e.g. 3n, and then, w.h.p. there are n — 1
linearly independent vectors among them, forming a basis for a lattice in H, and thus, a

basis for some J(@M)

Step 6.2. “Extension to general lattices”.

In the previous step, we showed that if there is an algorithm B that can distinguish £; x r
and 7, then an algorithm B’ can find H in polynomial time. However, we considered that
the lattice given was presented by a basis of length at most polynomial in n, which allowed
sampling of lattice points inside a smaller cube K'U™, K’ = n°d; that was intersected by
only a polynomial number of hyperplanes H', which in turn allowed a basis of H to be found
in polynomial time. To remove this condition of the given lattice basis length, we can use
the distinguisher B to find random vectors close to H, and then “grow” these vectors into
long vectors still close to H. These long vectors are used to find an approximation of H,
and, if this approximation is close enough, then the vector orthogonal to the approximation
will be very close to wy.

In order find and then “grow” these long vectors, we run an algorithm iteratively, using
B in every step to verify if the vector is still close enough to H. Consider the following
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description of the algorithm. Let o denote the set of points in R™ of a distance at most
d from H. Each step of the algorithm has a starting point s, which initially is the origin,
and the goal is to find a point v € 0 N B(2y/nd, s), that is, a point farther from the origin
than s but still inside the region o (note that the ball described here is around the starting
point s). Then 2v becomes the new starting point and the process continues. Note that
the s will always be within 2d from H. The algorithm B will be used in every step by
sampling the distribution ¢, = u + av + w and verifying whether v is near H or not. If
v ¢ o, then, w.h.p. this will be detected. If v is “very close” to H, then, w.h.p. this is
detected as being in o. Lastly, if v € o, then there is a probability polynomial in n~! that
the algorithm does not detects as if being outside o.

To test whether s + v, for a random v’, is outside the region o, we test each multiple
of v’ added to the initial starting point s, i.e. s +v’, s+ ”:le ! ”:gQ'v’, e nil v, to see
if it is near a coset H' # H € L. If any multiple of v’ tests positive, then v’ is discarded
and the procedure is repeated for a new random v’. If no test is positive and ||s + v'|| > ¢,
then we set v; = s + v', however, if ||s + v'|| < £, then we set the next starting point to

2(s+ ).

Lemma 3.1.18. There exist cs3, ¢4, c5 > 0 such that with probability 1—n=, if the procedure
to find the next starting point, as described above, is run from a starting point s within
distance 2d of H, then within n® iterations the procedure produces an output that, with
probability 1 —n®, is in o.

Proof. Recall that d < n®M for some c¢g > 0, and that R = n3M. Therefore, for some
c1>0,d<nR. Let ¢ = n~* represent the distinguishing advantage of A.

Let ey be the probability that the test incorrectly handles inputs within distance ad
of H N V" il Let e; be the probability that it makes errors on inputs within distance

dp=cte of a coset of H' N V"~ where H' # H.

If s + v/, for some random ', is within distance ad of H N V" ! then v’ will not
be discarded, as no multiple tested yields the uniform distribution. Thus, with probability
1 — n“eg, that is, the number of multiples tested (n°) multiplied by the error probability
eo, v' will not be discarded, and it is close enough to H.

If s + v’ is outside o, then at least one of the multiples is within distance %n*”c? of a
coset of H' N V"= where H' # H and |[v'|| < 2y/nd. Since with probability e; it fails,
then with probability 1 — e; it correctly identifies the point as being far from H and it will
be discarded.

Therefore, we need to show that with a sufficiently high probability, s + v’ is within ad
of H, since in this case, the distinguisher correctly identifies that the vector is close to H.

Let G be an m— 1-dimensional hyperplane passing through the origin and let Y = 2,/nd
be the m-dimensional ball centered at a point p of distance at most 2d from G. Calculating
the ratio of the volume of the ball Y to the volume of a strip parallel to a hyperplane G
at distance 2d < y < 3d from the hyperplane that passes through p, we are given
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Volume Ratio =

The numerator is bounded below by:

/Bd/y(m ) e n LTS B = = Lyt Lo
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While the denominator is bounded above by fol(\/ 1 —2)" Yz < '\/m, where ¢’ > 0.

To bound the probability, we need to multiply by «, since we want the vector to fall
within ad of H and not d, yielding probability polynomial in n~!, showing that there is a
sufficient probability that we select v" such that s + v’ is in the desired region.

]

Corollary 3.1.2. There exists c5 such that and for all c¢ > 0 there is a procedure that,
using A as an oracle, with probability at least 1 —n~% generates a vector v within distance
d of H and having length at least 2" in time polynomial in n°.

The goal is then to construct an approximation Hto H by finding n — 1 mutually
orthogonal long lattice vectors vy, ..., v, 1 of length at least ¢ and at a distance less than
d of H. This is done using Corollary 3.1.2. Once we find wvq,...,v;_1, the next vector
v; will be searched for in the (n — ¢ 4+ 1) dimensional subspace orthogonal to all previous
vectors. Hence, when searching to “grow” the vectors, we search only in the subspace
orthogonal to previously found vectors, e.g. when growing the vector v;, we pick a random
v' € B,_i1+1(24y/nd), where B, _;11(2y/nd) is in the space orthogonal to vy, ...,v; 1, such
that ||s + v'|| > ||s|| and s + v’ is not detected as being outside 0. We then construct the
approximation H that yields a vector wy that is very close to the desired vector wy, by
choosing the appropriate length ¢, such that the length of vectors ||v;|| > ¢,i =1,...,n—1.

This is shown in | |, after Corollary 5.1 of Appendix 1.

Lemma 3.1.19. Let by,...,b, be a basis of the lattice L C R™ and b},...,b) its dual
basis, with Hb’|| Nyi=1,...,n Letv e L andu =Y, 0b € R" and consider
|u —v|| < 55. If we round the coeﬁ?czents B; to the closest integer a;, thenv =Y ¢ | a;b;.

Proof. Let B; = (b, u),i =1,...,n. If v =", vb;, then 7; = (b}, v). Therefore, we
need to show that |5, — ;| < 1/2.

1B =il = (b, v —w)| < |[b5]] - [l — ]

Since ||b}|| < N and ||v — u|| < 1/2N implies |B; — ;| < N/2N =1/2 O
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Using this result, we can apply this to £*, dual lattice of £ € A. Note that £ = (L£*)*
has a basis of length at most N = 2nd, with uyg € L£* and uy close to uy. Lemma
3.1.19 says that we need |[ug —upy|| < 1/2N, then if we write uy as a combination of
the basis vectors of £* and round to the nearest integer, we obtain wy. Therefore, we
need to ensure that the projection in the subspace orthogonal to uy satisfies the bounds
V/1— a2 < 1/2N. We then have that |z,| > 1—|2| > 1 — |22 and choosing ¢ > 16dN?*n
suffices.

Step 7. With J@M) we can find the direction of w (orthogonal to J(@M)) and the
distance d; = ||u/|~" in between hyperplanes (by taking the ged of the distances of the
hyperplane H that contains J(®) to points in the lattice J). Therefore yielding the vector
u = U;v, and thus v, the shortest vector of L.

Lemma 3.1.20. Let J4M) C £ be a sublattice of dimension d — 1, spanned by linearly
independent vectors of L, and let w be a vector orthogonal to J(&M).

1. The distance between adjacent parallel hyperplanes orthogonal to w is d; = ||'u,||_1.
2. The gcd of the distances from the hyperplane Hy = H to lattice points in J is d ;.

3. From w, the shortest vector v € L can be recovered as u = Uv.

Proof. By definition, J@M) C £ is a (d — 1)-dimensional sublattice. The hyperplane
H = H, containing J®M) can be represented as

Hy={xeR": (u,x)=0},
where u is orthogonal to J(@M)  Parallel hyperplanes to Hy are defined as
Hy={xecR":(u,xz)=k}, kecZ

The distance between consecutive hyperplanes Hy, and Hyyq is |Jul| ', as w determines the
perpendicular direction.
For any lattice point p € J, the distance from p to Hy is given by

dy (p) = L P)
' el

Since J is a lattice, these distances are integer multiples of d; = ||u|~". By taking the ged
of such distances for points p; € J, we recover d;.

Knowing d; = Hu]rl, we can recover u as the vector orthogonal to J(@M)_ Specifically,
w lies in the orthogonal complement of J(»M) and its magnitude is determined by d.

Since u = U;v for some Uj;, the shortest vector v € £ can be reconstructed.

This completes the proof of Lemma 3.1.9. [
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Proof of Theorem 3.1.4 (Main Theorem)

Proof of Theorem 3.1.4. Condition 1 of the theorem is the same condition as Lemma 3.1.5,
i.e. the existence of the algorithm A that distinguishes encryption of Os and 1s. Which,
by Lemma 3.1.5, implies the existence of an algorithm B that satisfies the condition of
Lemma 3.1.9, i.e. B distinguishes the random variables H,, ,,-», ,, and unif. In turn, by
Lemma 3.1.9, it implies the existence of the algorithm C that solves the unique shortest
vector problem with the conditions outlined. Thus, we can make a single algorithm from
the two mentioned and prove the condition 2 of the theorem.
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Chapter 4

LWE, Ring-LWE and Module-LWE

4.1 Regev’s LWE Cryptosystem

In his groundbreaking work, Regev | | introduced the Learning With Errors (LWE)
problem and a reduction from worst-case lattice problems—specifically, the two problems
GapSVP,, (Def. 2.3.13) and SIVP,, (Def. 2.3.15)—to the average-case LWE problem. Using
this reduction, he constructed a public-key encryption scheme that is provably secure under

the hardness of LWE. Consequently, the scheme’s security is also based on the quantum
hardness! of GapSVP,, and SIVP,,, for some v = O(n3/?).

As an overview, Regev’s approach begins by defining the Learning With Errors (LWE)
distribution and related problems (Decision and Search) (See Sec. 4.1.1), which involves
either distinguishing samples from a given list of equations with added errors from random
samples or recovering the secret vector that satisfies these equations. The paper shows that
if an adversary A can solve the average-case (search) LWE problem (Def. 4.1.2)—such
as recovering the secret from a polynomial number of LWE samples—then a quantum
reduction B can solve the GapSVP, and SIVP, problems on arbitrary lattices. Finally,
Regev constructs a public-key encryption scheme, where the secret key corresponds to the
secret vector and the public key consists of the LWE samples. Encryption is performed by
encoding a bit onto an LWE ciphertext, while decryption is enabled by using the secret
key to recover the plaintext despite the noise added in the ciphertext. The security of
the cryptosystem is then proved by showing that if an adversary can break the encryption
scheme, it can be used to solve the LWE problem, reducing the security of the scheme to
the hardness of LWE.

Thus, as long as the GapSVP, and SIVP, problems, for the appropriate 7, remain
computationally infeasible for quantum and classical adversaries, the cryptosystem offers
strong security guarantees. This reduction provided a foundation for quantum-resistant
encryption schemes that derive their security from the hardness of lattice problems, and
has since been the basis for many other lattice-based cryptographic constructions.

'Regev’s reduction in | ] relies on a quantum algorithm to solve the GapSVP,, problem. However,
a later result by Peikert [ ] demonstrated that the reduction can be adapted to rely solely on classical
algorithms.
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4.1.1 LWE Problem

The LWE distribution and problems are defined as follows, with the definitions taken from

[Reg03].

Definition 4.1.1 (LWE Distribution). Let n be a positive integer, ¢ = 2 be some integer
and x be a distribution over Z,. For a secret vector s € Zy, the LWE distribution As , over
Ly X L 15 generated by choosing a < Zy uniformly at random, e <= x and outputting the
pair (a,{a, s) +e mod q).

Remark. Another way to define the LWE distribution is by using a probability density
function ¢ on T = [0,1), with T being a torus. In this case, the LWE distribution is
defined as follows:

For a probability density function ¢ on T, we denote by Asy the distribution over
Zy x T generated by choosing a < Z; uniformly at random, e <$ ¢ and outputting the
pair (a,(a, s)/q+e mod 1).

From the LWE distribution defined above, we derive the two versions of the problem:

Definition 4.1.2 ((Search) LWE, ,, ., Problem). Let n be a positive integer, ¢ > 2 be
some integer and X be a distribution over Z,. Given m independent samples from the LWE
distribution A, for a secret s € Zy and an error distribution x over Zq, find the secret s.

Definition 4.1.3 (Decision LWE,, ;. Problem). Let n be a positive integer, ¢ > 2 be
some integer and x be a distribution over Z,. Given m independent samples of the form
(a;,b;) € Ly X Lq, where every sample is distributed according to either:

1. the LWE distribution A, for a secret s € Zj (fized for all samples), or

2. uniformly at random from Zy X Z,,

decide which is the case with non-negligible advantage.

4.1.2 Main Result

For this section, we are mostly following the exposition in | ], however, we will change
the notation to make it consistent with the rest of the paper. In particular, we will use n to
denote the dimension of the secret vector, g to denote the modulus of the LWE samples, y
to denote a discrete Gaussian distribution, and m to denote the number of LWE samples,
and parametrize LWE as: LWE,, ;| ., (or, LWE, ., with the number of samples m being
sometimes left out). The main result of | ] is the following theorem (adapted)?:

Theorem 4.1.4 (Regev’s Main Result). Let n,q be positive integers, for any m = poly(n)
and any discrete Gaussian distribution x of parameter aq > 2/n, where 0 < o < 1, if
there ewists an oracle that solves the average-case LWE, 4\ m, then there exists a quantum
polynomual-time algorithm that solves the worst-case GapSVP. and SIVP, for~y = @(n?’/z).

2The original theorem uses the LWE, , , ., oracle to solve the DGS problem. Then, Regev shows a
reduction from DGS to GapSVP, and SIVP,.
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Proof Sketch

As a very high level overview, the aim of the proof is to show that given an LWE oracle,
one can devise a quantum algorithm that solves GapSVP and SIVP. In fact, the algorithm
achieves this by solving the discrete Gaussian sampling problem (DGS), defined as follows:

Definition 4.1.5 (Discrete Gaussian Sampling problem (DGS)). Given an n-dimensional
lattice L, and a parameter r > v/2n - n.(L)/a, output a sample from D,

Solving the DGS for some r, close to the lower bound, yields short lattice vectors, of
norm roughly /nr. For concreteness, consider a = 1/n, ¢ = n?, and hence we obtain
lattice vectors of length in the order of

Vir & n V2 nd(L) - n = V2n? (L),

Let r; :== 7 - (ag/y/n)’. The idea of the algorithm is to start with a sufficiently large
distribution, with r3,, which is easy to sample from D, ,, , and then iteratively, for ¢ =
3n,3n—1,...,1 with the help of the LWE oracle, transform samples from D, ,, into samples
from D,,, ,, where r;,_; < r;/2 by our choice of parameters. After these iterations, the
resulting distribution will output a sample from D, ,, for some ry = r small enough, and
thus, solving the DGS.

This iterative step itself is broken into two parts:

1. Classical Part: Using the given samples from D, , , and the LWE oracle, solve a
Bounded Distance Decoding (BDD) problem (Def. 2.3.17) on the dual lattice £* to
within some distance d ~ aq/r;. More precisely, given any point within distance d
of the lattice, the algorithm should output the unique closest lattice point.

2. Quantum Part: The BDD oracle on £* is then used to prepare a quantum superpo-
sition. After applying the Quantum Fourier Transform (QFT) to this superposition
and measuring it, the algorithm outputs a sample from D.,, ,.

Finally, Regev shows additional reductions and explains how solving DGS leads to
solving GapSVP and SIVP, thus proving the theorem.

Next follows a more detailed overview of each step in the iterative part of the reduction,
with the proofs given in section 4.1.6.

Part 1 — Classical Step

Considering we have samples from D ,,, and the LWE, ;g ,, oracle:

1. Reduce BDD to “ mod ¢” BDD.
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(a) Iteratively “peel off” lower order digits mod gq. After n iterations the point
returned is within distance d/q"™ of the lattice and Babai’s algorithm (Babai’s
Nearest Plane Algorithm, | |) can be used to recover the closest lattice
point.

(b) After obtaining the iteration n+ 1, backtrack to reconstruct each of the previous

iterations, until the original point is recovered.

2. Verify candidate LWE solutions using Statistical Testing.

(a) Given a candidate solution s’ and samples from Agy,, shift the samples and
observe the distribution of the shifted samples.

(b) Apply a statistical test, using periodicity of the shifted samples to verify if s is
the correct solution.

3. Handle LWE samples with lower error (Ug, for < a) by adding artificial noise.

4. Reduce “ mod ¢” BDD to LWE — Given samples from D, ,., and the LWE oracle,
solve a “ mod ¢” BDD on L£* with distance d < ozq/\/ﬁri.‘{3

(a) Produce LWE samples from D.,, and the target vector  close to the lattice
L*.

(b) Use the LWE oracle to find the closest lattice point to @ modulo ¢ on the dual
lattice £L* (Solve BDD(Eq*)jd).

Part 2 — Quantum Step

Considering we have access to a BDD oracle on the dual lattice £* with distance d =
ag _ _n .
V2r; T V2o

1. Create a Discrete Quantum Gaussian State for a large enough r.

(a) Create a one dimensional quantum state Zg N e~m*/(V2r)* 13} and extend to
n dimensions by tensoring the states.

(b) Project it onto the lattice £ by reducing the state modulo P(L), measuring,
obtaining a superposition over a coset of the lattice (£ + y), and then shift-
ing the coset back to the lattice. The resulting state is exponentially close to

Zwe[l pr/\/ﬁ(w) |£B>

2. Show that a “truncated” version of the state (||| < /n) is exponentially close to
the full state.

3From the previous steps, we have shown that it is sufficient to solve “ mod ¢” BDD (instead of BDD)
and that the LWE samples given to the LWE,, ; w,, m oracle can have lower error ¥ for 5 < a.

47



(a) In a scaled lattice where A\1(L£) > 24/n, consider only & € L, ||z| < /n, and

show that the state is exponentially close to the full state.

3. Reduce DGS to BDD — Use the BDD oracle on £* with distance d = —"— to

V2ri_y

generate samples from the distribution D, ,.

(a)

(b)

Remark.

Rescale the lattice £* so that w.l.o.g. d = y/n and choose a sufficiently large
integer R > 23"\, (L*) to ensure that the Discrete Quantum Gaussian State is
efficiently generated using step 1, with r = 1/v/2.

Compute  mod P(L*) on another register and use the BDD oracle to recover
the “truncated” full state . The state returned is exponentially close to

Yo D) -y

xeL* /RNP(L*) yeL*
Apply the QF T and measure the state to obtain, with high probability, a sample
close to the scaled lattice RL.

Use Babai’s Nearest Plane Algorithm, | | to recover the closest lattice point
to the sample — this can be done since the lattice is scaled by a large enough
factor.

The probability of any @ is proportional to p(x)?, and thus equivalent to sam-
pling from D, ,, , (up to scaling).

At this point, we have showed that with samples from a very large distribution

D¢ .., which can be sampled efficiently, and a LWE oracle, we can obtain samples from
a smaller distribution Dy ,,, where ro = r, solving the DGS problem. The next step is to
show how solving DGS leads to solving the GapSVP, and SIVP, problems, that is, reduce

GapSVP,

and SIVP, to DGS.

Reduction: GapSVP and SIVP to DGS

1. SIVP to DGS

(a)

Call the DGS oracle enough times, and, with high probability there are n short
linearly independent vectors among the returned vectors.

2. GapSVP to DGS

(a)
(b)
()

Define a variant of the GapCVP, as GapCVPfy, which adds a promise where
when dist(x, L) > ~v(n) - d, then A (L) > ~v(n) - d.

There is a polynomial time reduction from GapSVP,, to GapCVP;. Hence it is
enough to show a reduction from GaupCVP'7 to DGS.

Use NP verifier from | ] to show a polynomial time reduction from the
variant GapCVP'lOO\/ﬁW(n) t0 DGS /oy (n) /a1 ()
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Remark. The previous steps show that given an LWE oracle, we can solve the DGS prob-
lem, and that solving DGS leads to solving GapSVP, and SIVP,. This means the (Search)
LWE problem is at least as hard as the GapSVP, and SIVP, problems. However, for most
practical applications, such as the public-key encryption scheme, we are not interested in
the Search version of the LWE problem, but rather the Decision version, that is, we want
to distinguish between LWE samples As, and uniform samples from Zy x Z,. The next
step is to show that the Decision LWE problem is also hard, and this is done by a series of
reductions from the Search LWE problem to the Decision LWE problem.

Reduction: Search to Decision LWE

Through a series of reductions, Regev shows that if there is an efficient algorithm that
solves the average-case Decision LWE problem, then there is an efficient algorithm that
solves the worst-case Search LWE problem. In other words, the different variants of the
LWE problem are as hard as the (Search) LWE problem, and thus, if one of them is hard
(Search LWE is as hard as GapSVP,, and SIVP,, problems), then all of them are hard.

1. (weak) Average-case = (strong) Worst-case Decision LWE

The first reduction is a worst-case to average-case reduction, where, if there is an
efficient algorithm that can distinguish between LWE samples and uniform samples
for a non-negligible fraction of secret keys (a weak distinguisher - average-case),
then there is an efficient algorithm that can distinguish between LWE samples and
uniform samples for all secret keys (a strong distinguisher - worst-case). For this
reduction, Regev builds the strong distinguisher by randomly shifting the secret key
and leveraging the weak distinguisher, repeating the process for a polynomial number
of times.

2. (strong) Decision LWE = Search LWE

The next reduction shows that if there is an efficient algorithm that can distin-
guish between LWE samples and uniform samples for all secret keys (a strong distin-
guisher), then there is an efficient algorithm that can solve the Search LWE problem,
i.e. recover the secret key from LWE samples. This is done by using the strong
distinguisher as a subroutine to find the secret key one component at a time.

3. Discrete noise = Continuous noise Search LWE

The last reduction shows that if there is an efficient algorithm that can solve the
Search LWE problem for discrete error distributions, then there is an efficient al-
gorithm that can solve the Search LWE problem for continuous error distributions.
This is step is done by simply discretizing the continuous error samples.

Overview of the Proof

The figure Fig. 4.1 represents an overview of all steps shown in | | in order to prove
hardness of the LWE.
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Average-case Decision LWE Worst-case Decision LWE Search LWE

Iterative Step

(Search LWE Oracle) --------- > Doy, BDD+ ag/rsn
Dﬁ,?":),nfl BDDK*,aq/rgn_l

=

S E ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

SIVP / GapSVP
Figure 4.1: Steps for the reduction from Worst-case SIVP/GapSVP to Average-case (Decision)
LWE
4.1.3 Public-key Encryption Scheme

Regev’s cryptosystem is a public-key encryption scheme that is based on the hardness of
the LWE problem for the given set of parameters n, q, x, m. The scheme presented on the
paper uses n as the security parameter and dimension of the secret key, ¢ > 2, a prime
number with n? < ¢ < 2n?, as the modulus and m = (1+¢€)(n + 1) log g, for some constant
€ > 0 as the number of LWE samples. The probability distribution y is a discrete Gaussian
distribution of parameter aq for some oo = o(1/(y/nlogn)).

Private Key
The private key is a uniformly random LWE secret vector s € Zj.
Public Key

Sample m vectors a; € Z; <% U independently and m values e; € Z, < x, fori =1,...,m.
The public key is the set of LWE samples (a;, b; := (a;, s) + e; mod q)™;.

Encryption

To encrypt a message p € {0, 1}, take a the sum of a random set S of the samples in the
public key, and output the ciphertext ¢ = (a,b) = (3 ,cq @i, D ;eq b + 1lq/2]) € Z7 ¥ Zq,
where the additions are performed mod gq.
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Decryption

To decrypt a ciphertext ¢ = (a,b), using the secret key s, compute b — (a, s) mod ¢ and
output 0 if the result is closer to 0 than to ¢/2, and 1 otherwise.

b—{(a,s)modq=(a,s)+e+pulq/2] —(a, s)~ plqg/2] mod q (4.1)
Where e = ). ¢ € Z, is small relative to ¢ (i.e. e < q/4).
4.1.4 Alternative Form

The public-key encryption scheme can be expressed in an alternative form that is more
convenient for later comparisons.

Private Key

The private key is done similarly to the previous one, however, instead of a sampling a
uniformly random LWE secret vector s € Zy, we sample from the distribution y, that is,

S¢S X EZL
Now, the private key is a random short vector in Z7.
Public Key

The public key is the same as before, but we view the m vectors a; € Zj as a matrix
A € Z7*" and the m values b; € Z, as a vector b € Z". The public key is then pair

(A,b:= As + e mod q) € Z;"" X Z,
where e; = (e1,...,6e,) € Zy' is a vector of small errors, where each e; < y independently.
Encryption

To encrypt a message p € {0,1}, we initially sampled a random subset S of the rows of
a;’s and b;’s. Here the process is similar, but we can express as sampling a short vector
r <$ x € Zy; and also two small errors: e; <=$ x € Z;" and e3 < x € Z,. The ciphertext
output is (u,v) € Z7* X Zg, computed as follows:

u’ =rTA+ el mod g,

v="r"b+e3+ plg/2] mod g,

where the multiplication by 7 is done in order to “select” a random subset of the rows
of A and b.
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Decryption

To decrypt the ciphertext (u,v) € Ly' X Zq, using the secret key s, compute:

v—u's=r"(As+e1) +es+pulq/2] — (r"A+ef)s mod q
= rTAs +rle; +e5 — rTAs —els+ p|q/2] mod ¢
= (r'e1 — ey s+ e3) + p[g/2] mod ¢

where, similar to the representation in the previous section, we have that the error
term (rTe; —els+e3) € Z, is small relative to ¢, with magnitude less than ¢/4 with high
probability and the message 1 € {0,1} can be recovered by checking if the result is closer
to 0 or to ¢/2.

4.1.5 Analysis of the Cryptosystem

Correctness

For the decryption to be correct, we need that b— (a, s) mod ¢ should be closer to pu|q/2|
for the correct message p € {0,1}, that is, e + pu|q/2] = > ,cqei + m|q/2] = pulq/2] as
shown in Equation 4.1. This is true for e < ¢/4, but more specifically, we can show that
the decryption is correct with high probability with the following Lemma. Let |a| denote
the distance of a from the nearest integer multiple of ¢, that is, |a| € (—[¢/2], ¢/2]).

Lemma 4.1.6. Let § > 0. Assume that for any k € {0,1,...,m} the sum of k samples
e; from the distribution x, e = Zle €;, satisfies:

[lel < lg/2]/2] > 10

Pr
e; <X
Then, the probability of decryption error is at most d.

Proof. Consider first an encryption of 4 = 0, with ¢ = (a,b) = (3>,c4 @i, Y _;cqbi). Since
bi = (a;, s) + ¢;, we have that b — (a, s) = > ..ge;. Where the distribution is the sum
of |S| samples from y, which, by the assumption of the Lemma, is less than |g/2]/2 with
probability at least 1 — 4. In this case, it is closer to 0 than to |g/2| and the decryption
is correct. The proof for u = 1 is analogous. O]

Lemma 4.1.7. For the parameters n,q, x, m as defined in the cryptosystem, it holds that

for any k € {0,1,...,m} the sum of k samples e; from the distribution x, e = 2?21 €i,

satisfies:

Pr {]e\<w—2J >1—0.

€;4SX 2
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Proof. A sample from the distribution x is produced by first drawing a real number x from
a continuous noise distribution W, (which is supported on, say, [0,1] and has parameter
a) and then mapping it to an integer in Z, by scaling and discretizing. More precisely, if
x; +$V,, fori =1,...,m, then we set

e = |qz;].

Consider the sum of k independent samples:

k k

Discretization error. Since we are discretizing, the floor operation satisfies
0 < qz; — [g) <1,

the difference between the discretized sum and the ideal sum is bounded by

k

Z (qr; — |qzi]) < k.

i=1

That is, the total rounding error is at most k. Since k& < m, and by our parameter choice
we have m = (1+¢)(n+1)logq ~ nlogq. Since ¢ < 2n?, then m ~ nlogn. We can choose
m such that m < ¢/32. Therefore, the error introduced by discretization is at most ¢/32.

Ideal error. Now, let us examine the ideal error sum
k
¢ = g gx; mod g,
i=1

Here, it is enough to show that this sum is bounded by ¢/16, since the total error will
be the ideal sum with the added discretization error, thus, we want to show that:

¢ q _la/2]
c<16 732 2

Note that working modulo ¢ we have

k
d=q- (Z x; mod 1) mod gq.

i=1

Thus, the condition €' < {% is equivalent to

k
in mod 1
i=1
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Since each z; is drawn from W, the sum Zle x; has standard deviation approximately

=Vka<yma

1

nlog?n

Jm vnlogn 1
mao & = .
\/nlog2n Viogn

Under our chosen parameters, with a = , and since m =~ nlogn, then,

By a concentration argument, the probability that ’Z -, x; mod 1 E is at least

1 — ¢ for some negligible 9.
Returning to the ideal error, this implies that with probability at least 1 — ¢

I: . 1
e =q (le mod > 16

Total error probablity. Thus, taking into account the additional error from discretiza-
tion (which is at most ¢/32), the total error is bounded by

q q q
‘<1632 1
We then conclude that:
[| < lq/2 J] s
el<—$x

Security

To prove the security of the cryptosystem, Regev shows that any adversary that can break
the encryption scheme, that is, distinguish between the encryptions of 0 and 1, can also
solve the LWE problem. More precisely, breaking the scheme is to distinguish between the
distribution of the LWE samples and the uniform distribution. The proof is based on the
following Lemma:

Lemma 4.1.8. For any n,q,x,m as defined in the cryptosystem, if there exists an adver-
sary A that can distinguish between the encryptions of 0 and 1 with non-negligible advan-
tage, then there exists an adversary B that can distinguish between the distribution of the
LWE samples As . and the uniform distribution over Zy X Z, with non-negligible advantage.

Proof. Let po(A) and p;1(A) be the probabilities that A “accepts”, outputs 1, the encryp-
tions of 0 and 1, respectively, on input the public key pk = (a;,b;)!, and a ciphertext
c=(a,b). The probablhty is taken over the randomness in the choice of public and private
keys, as well as the randomness in the encryption algorithm. Let p,(A) be the probability
that A accepts the ciphertext ¢ when it is uniformly random in Zj x Z,.
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Setting up A’s advantage. Therefore, considering this notation, the hypothesis of the
Lemma is that

1
Ipo(A) — p1(A)| > —

that is, the advantage of A is non-negligible.

Creating adversary A’ with advantage over uniform ciphertexts. We now show
that this implies the existence of another adversary A’ for which |p(A’) — pu(A)| > 2.

By our hypothesis, we have that |po(A) — pi(A)| > L, and therefore, by the triangle
inequality, we have that:

1

nC

< |po(A) — p1(A)] < [po(A) — pu(A)] + |pu(A) — p1(A)]

Therefore, either [po(A) — pu(A)| = 5= or |pu(A) — p1(A)] > 5. If the former is true,

2nc = 2ne-”
then we can set A" = A, otherwise, we can set A’ to, on input (pk,c = (a,b)), call A on

with input (pk,c = (a,b+ |g/2])). Thus, our assumption on A’ is that:

[po(A") — pu(A)] =

=
2n¢

Averaging over Public Key generation. Now we define a probability po(s) that A’
accepts on input (pk, c), where the public key is generated from the LWE samples A ,,
and c is the encryption of 0. We also define a probability p,(s), where the public key is
still generated from the LWE samples A, ,, but the ciphertext is uniformly random.

From our assumption on A’, we have that

IE [po(s)] — E [pu(s)] | > —

> )
2nc

(4.2)

Define a set Y := { s | [po(s) — pu(s)| > ;== }. Which, from the expected value of the
difference, we can see that:

Elpo(s) = pu(s)] = Pr[s € Y] - E[po(s) — pu(s) | s € Y]
+Pris ¢ Y] -Epo(s) —puls) [ s ¢ Y]

1
<oz-1—|—(1—oz)4— (where @ = Pr[s € Y])
/rLC

Where the last inequality follows from the expectation being a probability (and hence
bounded by 1, E [po(s) — pu(s) | s € Y] < 1) and from the definition of Y,

1
4Ane’

Elpo(s) —pu(s) | s ¢ Y] <
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Therefore, we have that:

1 1
< — < —
S <Elpo(s) — puls)] o+ (1-a)7
1 1 1
X 1—
2nc a( 4nC> + 4ne
1

=PriseY|=a2>

4ne

Therefore, since the probability of s € Y is non-negligible, it is enough to show an
adversary B that can distinguish between the distribution of the LWE samples A, , and
the uniform distribution over Zj for any s € Y.

Construction of B. Lets describe the adversary B. We are given a distribution R which
is either A, , or Uniform. Take m samples from R to generate a public key pk = (a;, b;)7;.
Let po(pk) be the probability that A" accepts the encryption of 0 on input (pk, ¢), where
c is the encryption of 0. Let p,(pk) be the probability that A" accepts on input (pk,c),
where c is uniformly random. We then apply A’ a polynomial number of times to get the
estimates of po(pk) and p,(pk), and output 1 if |py(pk) — pu(pk)| > 5= and 0 otherwise.
The idea here is that we are using A’ as a subroutine to distinguish between the two
distributions, and if the public key is generated from an LWE sample with s € Y, then
A’ has a non-negligible advantage, and would allow B to distinguish between the two
distributions, however, if the public key is generated from a uniform distribution, then A’
has a negligible advantage, and B would output 0.

R is Uniform: In this case, the public key is generated from a uniform distribution and
B should output 0 with high probability. As an application of the leftover hash Lemma?,
when the public key is generated from a uniform distribution, the distance between the
distributions of the encryptions of 0 and uniform random ciphertexts, is negligible. Thus,
with high probability (= 1—27"):

k) — pu(pk)| <277 < ——,
[po(Pk) — pu(pk)] o

and B will output 0 with high probability.

R is As,: In this case, the public key is generated from the LWE samples A, ,, and B
should output 1 for s € Y with non-negligible probability. Notice that the probability
po(s) is the average over the randomness in the choice of the public key po(pk), where pk
is generated from LWE samples A, ,, and, by the definition of Y, we have that |po(s) —
pu(8)| = 1=, therefore, using the same averaging argument as before,

4A special case of the Lemma is shown and proved in [ ] Claim 5.3
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Pr [Pr {\po(pk)—pu(pk)! > L ” > 1

8nc|| = 8ne

Therefore, with non-negligible probability, B will choose such a public key, that results

in a non-negligible advantage for A’. Since the difference is greater than ﬁ, B will output

1 with non-negligible probability. O]

4.1.6 Proofs

In this section, we will build upon the overview including the necessary proofs for each
step. Most of proofs are from | ]-

Proof of Theorem 4.1.4 (Regev’s Main Result)

Proof. Input and goal. The input to the algorithm is an n-dimensional lattice £ and a
parameter r > v/2n - n.(L£)/a, where 0 < a < 1. The goal is to sample from the discrete
Gaussian distribution D, ,, and then use that to solve the GapSVP~ and SIVP~ problems.
Let r; =7 (ag/y/n) for i =3n,3n —1,...,1.

Setup. The algorithm starts by producing n¢ samples from the distribution D, for
some constant ¢, defined in Lemma 4.1.11 (Classical step). Since ag > 24/n, then:

T3, =1 - (aq/\/ﬁ)?’” > . 23n

> 2% \/2n -0 (L) /a (by the choice of r)

> 237 \/2n - 0. (L) (since v < 1)

> 2%\ —© by Claim 4.1.16
V2 (by )

3 C)‘n(£>
> 27" /20 - (by Thm 2.3.5 (Transference Theorem (Banaszczyk)))
n
> 22"\, (L)

Therefore, we can efficiently generate samples from D, , according to Lemma 4.1.9
(Bootstrapping).

Iterative Step. The algorithm then proceeds with the iterative step, for ¢ = 3n,3n —
1,...,1. By using the n° samples from Dg,,, the algorithm produces n° samples from
D¢, ,, as shown in Lemmas 4.1.11 (Classical step) and 4.1.22 (Quantum step), for part 1
and 2, respectively. At the end of the loop, the algorithm outputs a sample from D, ,, =
D¢,

Conclusion. Finally, according to the reductions in Lemmas 4.1.28 (GapSVP) and
4.1.25 (SIVP), the algorithm can solve the GapSVP~ and SIVP~y problems, respectively.

O
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Setup

Lemma 4.1.9 (Bootstrapping). Given any n-dimensional lattice L and a parameter r >
22" .\, (L), there exists an efficient algorithm that outputs a sample from a distribution
that is within statistical distance 2~n) from D ,.

Proof. Using the LLL algorithm, we can find a basis B = { by,..., b, } of the lattice £ of
length at most 2" - A\, (£). Let P(L) be the fundamental parallelpiped of £ defined by the
basis B.

Sampling Algorithm. The algorithm proceeds by sampling a point y from the con-
tinuous gaussian distribution v,, with density proportional to p,(y) = exp(—=||y|*/r2).
Then outputs the lattice point & = y — (y mod P(L)), € L. Since ||y mod P(L)| <
diameter(P (L)) < n2"\,, (L), then rounding error is bounded.

Now we show that the distribution of @« is close to D, ,.

Probability under D, ,. Since almost all of the probability mass of D, is concentrated
on lattice points with norm at most \/nr, we can focus on lattice points with ||| < /nr.
The probability under D, of sampling a point x is given by definition:

DQT(CIZ)

By Poisson Summation Formula, we have that p,(£) = det(L*)-r" - p1/,(L*) > det(L")-
r™, and therefore we have that:

Deo(z) < % = det(L) - v, () (4.3)

Probability under the sampling algorithm. For any lattice point, the probability of
sampling a point @ is given by the parallelpiped it falls in:

Prlz] = / g O

By Lemma 4.1.10, we have p,(y) > (1 — 7(2lt + ?)/7?)p.(x), where ||y — x| < [ and
||z|| < t. Therefore:

pr(y) = (1= (2- (n2"Au(L)) - Vir + (2" A (£))%)/r?)pr(@) = (1 =27 )p, (),

and thus:

Prfz] > (1 — 2-2) / g @y = (=2 et Oy () (4.4)
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Finally, by equations 4.3 and 4.4, for all lattice points  with ||x| < /nr, we have
that:

D () — Prix] < (1 — (1 —27%™)) det(L)v,(z) = 274 det(L)v, (z)
And therefore, the statistical distance between the two distributions is:

A(Dg,,Pr) = DD,;T — Prfa]] < 2790,

m€£

where the last inequality follows from the probability density function

> det@pue) = 3 | dy= [ oty =1

xzeL xEL ‘HD('C

]

Lemma 4.1.10. For all r,l,t > 0 and ¢,y € R™. Let « be a lattice point with ||| <
and let y be a point with ||y — x| < [, then, the density of the Gaussian distribution at y:

pr(y) = (1 — w21t + 1) /%) p, ().

Proof. Using the inequality e™* > 1 — 2,

mlyll*/r®)

pr(y) (=

exp(— ([l + |y — z[)*/r*)
(=
xp(—

exp

WV

exp(—m([lz]* +2|z|lly — 2| + |y — z|*)/r*)
|2 /) exp(—m (2t +1%)/1?)

pT(:B) exp(—n (20t + 17)/r?)

> (1 — (20t +1%)/r%)p.(x)

Part 1 — Classical Step

Lemma 4.1.11 (Classical step). Let € > 0 be a negligible function of n, ¢ > 2 € Z and
a € (0,1) € R. Assuming we have access to an algorithm A that solves LWE, ;. m given a
polynomial number of samples, then there exists a constant ¢ > 0 and an efficient algorithm
that, given an n-dimensional lattice L and a parameter r > \/_q Ne(L) and n® samples
from the distribution D, ., solves BDD on L* with distance d = fr

We will separate the proof into four steps following the overview in Section 4.1.2 Part
1. The complete proof of the Lemma is given at the end of this section.
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Step 1. “Reduce BDD to “ mod ¢” BDD.”

Lemma 4.1.12. There exists an efficient algorithm that, given an n-dimensional lattice L,
a number d < \1(L£)/2 and an integer ¢ > 2, using an oracle that returns the coefficients

of the closest lattice point modulo q on L within distance d (BDD(CqL), solves BDDy. 4.

Proof. The input is a point @ within distance d of L. Define a sequence of points &1 = @,
sy, ... and, assuming we have x;, define a; as the coefficient vector of the closest lattice
point to x;. Let r.(x;) be the closest lattice point to @;, therefore we have that:

ke(x;) = La; = a; = L k().

On input «;, the oracle BDD%L returns a; mod gq.

We also define:
x; — L(a; mod q)

q

Lit1 =

The idea is that we are decomposing the coefficients in terms of the modulus ¢, since
we can uniquely write every integer vector as:

a; = (a; mod q) +q- a1
= La; = L(a; mod q) + q - La;1
La; — L(a; mod q)

= Eai-i—l = q )

which is the closest lattice point to ;1.

And, for every step of the iteration, notice that if the distance from «; to the lattice
point La; is d’, then the distance from ;1 to the lattice point La;1 is d'/q. Therefore,
after n steps, the distance from @, to the lattice point La, 41 is at most d/q".

At @, 41, we can apply Babai’s Nearest Plane Algorithm, | ] to find a lattice point
La, 1 within distance 2”% of @,1. Since 2”q% < d < A\ (L)/2, then La, 1 is the unique
closest lattice point to @, 1, allowing us to recover a,, .

With a,+1 and (a, mod ¢) — which we can recover using the BDD(ﬁ‘{)d oracle on x,, —

we can recover a, = (a, mod q) + ga,,1. Therefore, we repeat this process for every
t=n—1,n—2,...,1 until we recover a;, and output the closest lattice point to @, = «
which is La;.

]
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Step 2. “Verify candidate LWE solutions using Statistical Testing.”

Lemma 4.1.13. Let ¢ > 1 be an integer. There exists an efficient algorithm that, given
a candidate solution s' and LWE samples from Asg,, for some s € Zy and o € (0,1),
outputs whether s = s’ with probability exponentially close to 1.

Proof. The idea is to shift the LWE samples by s’ and observe the distribution of the
shifted samples, applying a statistical test to verify if s’ is the correct solution. Each LWE
sample is of the form (a,z = (a, s)/q + e mod 1), where a <s Z} and e <s ¥, on the
torus T = R/Z. Here we are choosing to look at the LWE on the torus so each z is in the
interval [0,1) and tools from Fourier analysis can be used more easily.

We define the following algorithm: Define the shifted samples as
y=x—{(a,s)/gqmod1€eT.

Since x = (a, s)/q+e mod 1, then y = e—(a, s —s’) /¢ mod 1. This results in two cases:

1. If s =&/, then y = e mod 1, which is exactly the error distribution ¥,,.

2. Ifs# s, theny=e—(a, s—s')/qg mod 1. Since s — s’ # 0, then (a, s — s')/q will
be periodic with some period 1/k for some integer k£ > 1. Therefore, the distribution
¢ of y will also be periodic with period 1/k.

Take n samples from the distribution ¢ then compute z := 1/n) . ; cos(2my;). If
z > 0.02, then output s = s, otherwise output s # s'.

Lets analyze the algorithm. In order to distinguish the two cases, we can look at the
periodicity of ¢ by calculating the expected value of cos(27wy). With the idea of Fourier
analysis to extract the periodicity of the distribution, where we can write:

Yy«

1 1
£ B loos(my)] = [ cos(2my) - )iy = Re { | expieminetay

1. If s = ¢, then y = emod 1, and £ = ¥,. Therefore, we are taking the real part of
the Fourier transform of the Gaussian distribution, which is a Gaussian function as
well, with Z = exp(—ma?).

Since av < 1, then Z > exp(—m) ~ 0.043 > 0.04.

2. If s # &, then y = e — (a, s — s’)/gmod 1. Since s — s’ # 0, then for at least

one 7, a; - (s; — s;)/q # 0. We also know that a; € Z,, and s; — s; € Z,, therefore

a; - (s; — s)/q is periodic with period 1/k for some k& > 1 and £ is also periodic with
period 1/k.

Therefore, the Fourier transform of £ will be given by:
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/ exp(2miy)€(y)dy = / exp(2mi(y+1/k))€(y)dy = exp(2ri/k) / exp(2miy) (y)dy,
0 0 0

where the second equality follows from the periodicity of £ (£(y) = &(y + 1/k)).
Therefore, for any k > 2, this equality holds only if Z = 0.

Therefore, by taking the average over n samples, we can use Chernoff bounds to show
that the probability of error is exponentially small.

Pr{|z — 2| > 0.02] < 2exp(—2-0.02% - n/4),

thus, the probability of error is exponentially small and the algorithm outputs the
correct solution with probability exponentially close to 1.

[]

Step 3. “Handle LWE samples with lower error (¥, for § < «) by adding artificial
noise.”

Lemma 4.1.14. Let ¢ > 2 be an integer, and o € (0,1). Assume we have access to an
oracle A that solves LWE,, ; v, m, for some m = poly(n). Then, there exists an efficient
algorithm B that giwven samples from Asw, for some 3 < «, outputs s with probability
exponentially close to 1.

Proof. The idea of the proof is to add the right amount of artificial noise to the samples,
in order to increase the error to V¥,, transforming the As,qjﬁ samples into Ag g, samples
(or something sufficiently close to it). We start with each sample of the form (a,z =
(a, s)/q+emod 1), where a <+ Z and e < V. If we add independent noise e’ < ¥

to each sample z, then the new error distribution will be ¥ Ve Therefore, by choosing

v such that /2 + v &~ «, we can transform the samples into Asy, samples to match the
error distribution the oracle expects.

In order to choose the right v, define the discretized set Z of all the integer multiples
of n72*a? in the interval [0, a?], where n¢ is an upper bound on the number of samples
the oracle needs. For each v € Z, the algorithm B takes n® samples from A, y, and
adds independent noise €’ <—$ ¥/ to each sample. The samples are now transformed into
Asw e samples, and the algorithm A can be used to solve the LWE problem and obtain
a candidate solution s’. This is done n times.

With the candidate s’, using the algorithm shown in Lemma 4.1.13, we can verify if
s’ = s (is the correct solution) with probability exponentially close to 1. If the answer is

yes, then output s’ as the correct solution, otherwise it continues to the next v € Z.

62



Whenever B outputs the a solution, since, by Lemma 4.1.13 the probability of error
is exponentially small, then the solution output is correct with probability exponentially
close to 1. Therefore, we need to show that at least one of the iterations B will output
some value. Let us consider the smallest v € Z such that v > o? — 2. Since v € Z, then
v =k -n"%a? for some integer k and thus v < o — 8% + n~2°a?.

Let o = /B2 + v be our effective noise level, and since v > o — 32 = v + 32 > o2,
thus o > «. Therefore,

a<d <Va2+n2a? < (1+n %)

By Claim 4.1.18, the statistical distance between ¥, and ¥, is given by:

/ 1 —2c
AW, o) <9 1) <9

—1)=9n~
Q 1 ) n Y

and, for n® samples, the total statistical distance is at most 9n~¢. Therefore, for the
choice of =, the algorithm A4 will output s = s’ with probability at least 1 — 9n=¢/2 —
2-9n) > 1 /2. By repeating the process n times, the probability s is not found in any of
the calls becomes at most (3)" = 27"

]

Step 4. “Main Procedure — Reduce “ mod ¢” BDD to LWE — Given samples from D, .,
and the LWE oracle, solve a “ mod ¢” BDD on £* with distance d < ag/ V2r

¢

Remark. From the previous steps, we have shown that it is sufficient to solve “ mod ¢”
BDD (instead of BDD) and that the LWE samples given to the LWE, ;¢ ,» oracle can
have lower error W3 for 5 < a.

Lemma 4.1.15. Let ¢ > 2 be an integer, a € (0,1) and € > 0 be negligible functions of
n. Assuming we have access to an oracle A that solves LWE, 4w, m, for all B < a and for
some m = poly(n), then there exists an efficient algorithm B that, given an n-dimensional
lattice £, a number v > \/2q - n.(L), and n® samples from the distribution D, solves

BDDSI*)’d with distance d = 2.

Proof. Given a vector & that is known to be within distance d < % of the dual lattice
L*, the goal of this proof is show how to transform samples from D, , into samples from
A, w, for some B < a, where the secret s is defined as s = (L£*)7L - ke (x) mod g, that is,
the coefficients of the closest lattice point to @, modulo ¢, with k.« (2) being the closest
lattice point to @ on the dual lattice £*. Once we have the samples from A, g, we can use
the oracle A to solve the LWE problem and obtain the secret s, and thus, find the closest

lattice point to & modulo ¢ on the dual lattice £*, as desired, solving BDDgﬂd.
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Step 4.1. “Produce LWE samples from D/, and the target vector x close to the
lattice £*.”

The procedure to produce the LWE samples from D, , and the target vector x is as
follows:

1. Sample a vector v € £ from the distribution D,

2. Compute @ = £ 'v mod ¢. This is the coefficient vector of the lattice point v modulo
q- a €Zy.

3. Compute the second component of the LWE sample as (x, v)/q+ e mod 1, where e
is sampled from a normal distribution with standard deviation a/(2+/7).

4. Output the sample (a, (x, v)/q+ e mod 1).

In order to show that the samples produced are indeed LWE samples, we need to
show that a < Zj (is uniformly distributed) and that the second component resembles
(s, a)/q+emod 1 for some secret s € Z7, and e < Vj for some 3 < a. Where the LWE
oracle will be able to recover the secret s from the samples.

First, we claim that a is very close to uniform. By the structure of the Discrete
Gaussian, the probability of sampling each a € Z is proportional to p,(¢£ + La). This
comes from the fact that, first, for each v, the probability of sampling v is proportional to
pr(v). Because of the modulus, since @ = £ v mod ¢, we can partition the lattice into
cosets of the sublattice gL, where for each vector v there is a unique coset representative
La such that v = ¢£ + La. Therefore, the probability of sampling a is proportional to

By the smoothing parameter 7.(¢L£), since r > v/2¢ - 1.(£) and 1.(q¢L) = q - nc(L), then
our Discrete Gaussian has a standard deviation of larger than the smoothing parameter for
the lattice ¢£. With that, and by Claim 4.1.17, we have that the probability of sampling
each a, which is proportional to p.(¢£ + La) € (Z)"det L - (1 £ €), is independent of a
with negligible error. Therefore, since this probability is nearly constant for all a, then a
is very close to uniform.

Now, we need to show that the second component of the LWE sample ((x, v)/q +
e mod 1) resembles (a, s)/q + e mod 1 for some secret s € Z, and e <$ Wz for some
B < a. We begin by decomposing * = kg«(x) + @', where r.«(x) is the closest lattice
point to & on the dual lattice £*, and ' is the “residual” vector, with ||| < %. Then
the second component can be written as:

<w,v>/q—|—e:<w’,v>/q+(m£*(:13),v>/q+e

By definition on the dual lattice, £* = (£~1)T, therefore we can write:
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(e (@), v) = (L) ke (), L70) (= (hee(®) (L)) - L7 0)

Let s = (£*)™! - ko« () mod ¢, and @ = L7 v mod ¢, then:
(ke-(x), v)/gmod 1 = (L) kee(x), L7 0)/gmod 1 = (s, a)/q mod 1

Now, for the remaining part ((z’, v)/q + e), we know that ||z'|| < ;3 , and thus the

contribution of (', v)/q is small relative to the problem, v is sampled from D, ,, where
conditioned on a, the distribution becomes Dyz4rq,, and e is sampled from a normal

distribution with standard deviation a/(2/7) = (a/v/2)/v/27.

Let z = @'/q, then || z|| < and when we compare it to the smoothing parameter:

2r

1 ] .
Ny R v v Rl

therefore, by Corollary 4.1.1, the sum (', v)/q+e is statistically close to a distribution

g, for:
ﬁ:\/(ruwfu)ﬁa_%
q 2

Since [|l&'|| < 7, then § < a, as required for the LWE oracle.

Therefore, the samples produced becomes:

(x,v)/g+emod 1= (s,a)/q+ (e+ (x', v)/q) mod 1,

where e + (', v)/q is statistically close to Vg, for f < «a, and the sample pair
(a,{(x,v)/q+emod 1) is within statistical distance of the LWE distribution A, y,. We
run this procedure n¢ times to obtain n® samples from A, y,.

Step 4.2. “Use the LWE oracle to find the closest lattice point to & modulo ¢ on the
dual lattice £L* (Solve BDD(LCQ’d).”

Finally, we use the LWE oracle to solve the LWE problem and obtain the secret s :=
(L£*)~1-ke«(x) mod g, which is the coefficient vector of the closest lattice point to 2 modulo

q on the dual lattice £*. This solves the BDDgﬂ)’ 4 broblem, as desired. O
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Proof of Lemma 4.1.11 — Classical Step

Proof of Lemma 4.1.11.

We begin with Lemma 4.1.15, which we showed that given an oracle that solves
LWE,, 4 w;.m, for all § < « that there is an efficient algorithm that solves BDD(q) 4 within
distance d = \f using n° samples from D, for r; > v/2q - n.(L).

With Lemma 4.1.14, we showed that given an oracle that solves LWE,, ;, v, n, there is
an efficient algorithm that solves LWE, ; v, for all 5 < «, that is, if we receive samples
from Ag v , for some (8 < a, we can still use the LWE oracle for ¥, to solve the problem.

Also, with Lemma 4.1.12, we showed that given an oracle that solves BDDS{?) 40 there is

an efficient algorithm that solves BDD« 4, that is, the main Lemma only requires solving
the “ mod ¢” version of the BDD problem.

Therefore, by combining the three Lemmas, we have shown that given an oracle that

solves LWE,, ; ., m, there is an efficient algorithm that solves BDD - 4, for d = \@ , using

n® samples from D, ,., for r; > V2 2q - ne(L). In other words, we can use n¢ samples from
D, ., along with the LWE,, , g ., oracle, to solve the BDD Lo, problem, as desired. [J

Auxiliary Claims. Next, we will establish the claims and Corollary used in the proof
of the Theorem 4.1.4 and Lemmas 4.1.14 and 4.1.15. The proofs are from | ].

Smoothing Parameter lower bound - Claim 2.13, | ]

Claim 4.1.16. For any lattice L and any € > 0,

/In1/e 1 [Inl/e X\, (L)
nelL) = T ')\1(£*)> T on

In particular, for any e(n) = o(1) and any constant ¢ > 0,

c cAn(L)
> :
/\1(£*) n

ne(ﬁ) >

Proof. Let v € L£* be a vector of length A\;(L£*) and let s = n.(L£). Then, since £* contains
v, We can write

€= p1ys(£7\{0}) > pijal) = e TNED,

where, by the Gaussian function, we have that p;/(v) = e~ IvI*/(1/9)" = g=m(sh (L)),
If we solve for s, we have:
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> oM

=
= Ine> —n(s\(L))?

W' /\1(1£*)'

The second inequality follows from Theorem 2.3.5, where A1 (L), (L) < n, thus giving
us the complete claim.

e

=n(L)=s

WV

]

Discrete Gaussian above Smoothing Parameter invariant under shifts —
Claim 3.8, | ]

The following claim shows that when working with Discrete Gaussians of width r larger
than the smoothing parameter, it is invariant under shifts by lattice points.

Claim 4.1.17. For any lattice L, ¢ € R", ¢ > 0 and r > n.(L),

pr(L+c)erdet L7 (1Le).

Proof. By definition, we have that: p,.(L +¢) =" ., p-(z + ¢). If we shift the Gaussian
by ¢, we can write that:

pr(L+c) = Z pr(x+c) = Z/)r,—t:(w)a

xzel xel

meaning we are working with the Gaussian centered at —c. By applying the Poisson

~

Summation Formula (f(L£) = det £*f(L*)), we can write:

Z Pr—c(®) = det L* Z Pr.—c(Y)

xel yeL*

With the Fourier Transform, the sum becomes:

Z ﬁr,—c(y) =" Z 627ri(07y)pl/r(y)a

yeL* yeL*

where, by the smoothing parameter, we have that p1/.(L\{0}) = 3= o\ 0y P1/+(y) <
€. Therefore, the previous sum becomes:

Z eV 1 (y) = p1y,(0) + Z eV py ) (y) 1+ e,
yeLx yel\{0}

Therefore, going back to the original expression, results in:

pr(L+¢)=r"det L*(1 L ¢)
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Us, with a small change in § - Claim 2.2, | ]

Claim 4.1.18. For any 0 < a < f < 2q,

AT, T5) <9 (ﬁ - 1) .

(67

Proof. We want to show that the statistical distance between two normal variables, with
standard deviations o/v/2m and 3/v/27, is at most 9(3/a —1). When we apply a function,
in this case, modulo 1 in order to transform the variables into ¥, and Wg, the statistical
distance can not increase, and therefore the claim holds. Without loss of generality, assume
a=1and f =1+ e for some € € (0,1]. The statistical distance between the two normal
distributions is given by:

/

g/ 6771'562 _effrx2/(1—i-e)2

— 2 a2 2
/ T _ T /(1+e€)

—m(1-1/(14€)?)z? _ 1

—mx? 1 —mx?/(1+¢€)?

— e dx
1+e€

o [|(1- 3 ) e
R 1"’6

1 _ 2 1 2

dr + € - e=m@ 1 (1+e)
rl \1+€

efwatz/(l—ﬁ—e)de +e

e

dz

=

dx

=

e

Ee

Since 1 — z < e7% for all z > 0, then the integral is upper bounded by:

e 110N ) (1= 1/(1+ %) < 2mea?,

Hence the integral is upper bounded by:

27re/ 22e ™ 0T 46 = €(1 + €)® 4 € < 9e.
R
O

Adding continuous Gaussian noise to discrete Gaussian Distribution - Claim
3.9 and Corollary 3.10, | ]

The following claim is used to show that when adding noise (continuous gaussian of
width s) to a discrete gaussian distribution of width r, where both are greater than the
smoothing parameter, the resulting distribution is statistically close to a continuous gaus-

sian of width vr2 + s2.
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Claim 4.1.19. Let L be an n-dimensional lattice, let w € R™ be any vector, let r,s > 0 be
any two real numbers, and let t := \/r? + s2. Assume that rs/t = 1//1/r2 +1/s% > n.(L)
for some € < 1/2. Consider the continuous distribution Y on R™ obtained by sampling
from Dgyo, and adding independent noise from vs. Then the statistical distance between
Y and v; is at most 4e.

This claim is used to establish the following Corollary. The complete proof can be
found in (Claim 3.9, | ).

Corollary 4.1.1. Let L be an n-dimensional lattice, let z,u € R™ be any two vectors, let
r,a > 0 be two real numbers. Assume that 1/+/1/r2 + (||z]|/a)% = n.(L) for some e < 1/2.
Then, the distribution of (z, v) + e where v is sampled from Dgy,, and e is sampled
from a normal distribution with standard deviation o/ V2 is within statistical distance
4e of a normal distribution with standard deviation \/(r||z]))2 + a2/v/2x. In particular,
since the statistical distance cannot be increased by applying a function, the distribution of

(z, v) +e mod 1 is within statistical distance 4e of U L

Proof. The proof begins with the observation that the distribution of (z, v) + e is the
same as the distribution of (z, v + h), where h is distributed as a continuous Gaussian
Va/|2||- By Claim 4.1.19, the statistical distance between the distribution of (2, v+ h) and
the continious Gaussian v sawpyTPTIFRE at most 4e. Taking th inner product with z, leads

to a normal distribution with mean 0 and standard deviation /(r|z||)? + o?/v27. O

Part 2 — Quantum Step

We will separate the proof into three steps following the overview in Section 4.1.2 Part 2.
The complete proof is given at the end of this section, Lemma 4.1.22.

Step 1. “Create a Discrete Quantum Gaussian State for a large enough r.”°

Lemma 4.1.20. There exists an efficient quantum algorithm that, given an n-dimensional
lattice L C Z" and a real number v > 22"\, (L), outputs a state that is within (5-distance
27 of the normalized state corresponding to

Y Vol@)E) =) oy la) ).

xeL xeLl

Proof. We begin by creating a “one-dimensional Gaussian state”, that is, a quantum state
over the integers with amplitudes proportional to a Gaussian distribution. The state is
given by:

Jnr

> eV ),

T=—/NTr

5This step is similar to the setup, or bootstrapping, step shown in Lemma 4.1.9.
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which can be created efficiently using a technique shown by | ).6

This procedure is then repeated n times, and the n-dimensional state is obtained by
tensoring the states. This yields the following state:

> Pryva(@) |2)

&€ —/ar,.... /i )"

This state is only defined over the box [—+/nr, /nr]™, however, by a tail bound shown
by [ |, this state is within fo-distance 272 of the state

S pal@)|)

xrezn

Next, using the LLL algorithm, we compute a reduced basis and project the state onto
the lattice £ by reducing the state modulo P(L£) in a new register (x mod P(L)). This
vector x is decomposed as @ = @’ + y, where &’ € £ and y € P(L). After measuring this
register, we obtain a vector y, and because of the LLL reduction, ||y|| < diam(P(L)) <
n- 2"\, (L), and the state collapses into a superposition over the coset £ + y, resulting in
the state

Z Pr/\/ﬁ(w) ) .

zel+y

Finally, in order to obtain the desired state, we need to shift the coset back to the lattice
L. This can be done by subtracting the value measured y from the register, resulting in
the state

> @ T —y) =D o a@ty) ).

xel+y xel

This state is essentially the same as the desired state, with an added y term in the
amplitude. However, again by the tail bound, for our desired state, almost all of the
norm is concentrated on points with norm at most y/nr, where the amplitude squared is
pr()/pr(L). Therefore, by Poisson Summation Formula (p,(£) = 7" det(L*) - p1/-(L*) =
r™det(L*)), the amplitude is bounded by

pe(@) _ pelw)
pr(L) S det(L*) — det(L) - v,(x).

In the state generated by the procedure, the amplitude is given by p,.(x+y)/p.(L+1).
By Poisson Summation Formula, we have that

6The technique is based on reducing the problem to being able to compute partial sums of the Gaussian
function with good precision, i.e. Zl;:a e~ /™ for any a,b € { —/nr,...,\/nr }.
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pr(L+y) =r"det(L7) - > W py ()

zEL*

< rn det(ﬁ*) . €2wi<y,0)p1/r(0) + Z 627ri<y,z>p1/T<z)
zeL*\{0}

= r" det (L") - (1 +27)

l=)2

Where the last inequality follows from the definition of py/,.(z) = e "@/»%, the fact
that ||z]] = M(£*) = 1/A\.(L) (By Transference Theorem (Banaszczyk)) and that ro>
22"\, (L), and thus ||z||27‘2 > 2% For the numerator, we have that, by Lemma 4.1.10,

pr(x 4+ 1y) > (1 —27%))p.(x), and thus, putting everything together, we have that:

plety) | (1-2W)p(@)  (1-20) ()

= Z = (1 + 279 . det(L) - v,
pr(L+y) ~ rrdet(Lx) - (14 2-%n) et (L) (1+ ) - det(L) - v,(x)

Therefore, the state generated is within fo-distance 272" of the desired state.
O
Step 2. “Show that a “truncated” version of the state (||| < y/n) is exponentially close
to the full state.”

Claim 4.1.21. Let R > 1 be an integer and let L be an n-dimensional lattice such that
M(L) > 2y/n. Then the ly-distance between the normalized quantum states corresponding
to

)= Y pla)|z med P(L)),

zeL/R,|lz|<vn

W)= 3 pl@)le mod PL) = S S pl@-y)

xeL/R xzeL/RNP(L) yeL

and

is at most 27"

Proof. Let L/R be the lattice £ scaled down by a factor R. The goal is to prove that
the truncated state over only @ € L/R with ||| < /n is exponentially close to the full
state. The proof is based on the ¢; norm of the states, where we show the weight of the
contribution of the “tail”. Let Z := |||t1)]],.

In order to estimate Z, we can use the fact that Ay (£) > 24/n, and thus, each € L/R
with ||| < y/n only appears once in the sum. Therefore, we can write:

2= S p@)? =p(V2L/RNV2nB,),

xzeL/R,||z|| </
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which, by | ], Lemma 1.5, which says that p,(£\ /nrB,) < 272" - p,.(L), where
L\ /nrB, denotes the set of points in £ with norm larger than \/nr, we can write:

(1—27%) - p(V2L/R) < Z° < p(V2L/R)

Therefore we can express the difference between the norms as:

I191) = [92)|l5 = [|91) — |91)]]; (by the monotonicity of norms)
= > p)
zeL/R,[lz|>v/n
<272 p(L/R) (by [ |, Lemma 1.5)
<2792 p(V2L/R) (by | ], Lemma 1.4)
<27 p(V2L/R)

Since Z =~ p(v/2L/R), then the relative error is at most 27", and thus the state [;),
which “removes the tail” of the distribution (only has ||x|| < y/n), is exponentially close
to the full state |¥s). O

Step 3. “Main Procedure — Reduce DGS to BDD — Use the BDD oracle on £* with

distance d = ﬁ\f, to generate samples from the distribution D, . .

2

Lemma 4.1.22 (Quantum step). There exists an efficient quantum algorithm that, given
an n-dimensional lattice £ and a number d < M\ (L*)/2, and an oracle that solves the
BDD;- 4 problem, outputs a sample from the distribution DL,\/E/(\/id)'

Proof. Given an n-dimensional lattice £, and a distance parameter d < A;(L£*)/2, we want
to show that there exists an efficient quantum algorithm that, given an oracle that solves
the BDD- 4 problem, outputs a sample from the distribution D, Nl

Step 3.1. “Rescale the lattice £* so that w.l.o.g. d = y/n and choose a sufficiently
large integer R > 23"\, (L£*) to ensure that the Discrete Quantum Gaussian State is effi-
ciently generated using step 1, with r = 1//2.”

We begin by rescaling the lattice £* so that we can assume without loss of generality
that d = y/n. This is done to make the proof easier to analyze. We also choose a parameter
R > 23"\, (L) to ensure that the Discrete Quantum Gaussian State is efficiently generated
using step 1 (Lemma 4.1.20). Step 1 shows that we can generate a state that is exponen-
tially close to the desired state >, p,, z(x)|x), however we need r > 227\, (L), and

thus, when we rescale the lattice using R, and assume r = 1/ V2, we satisfy the condition.

Therefore, we can use Lemma 4.1.20 on the rescaled dual lattice £*/R, with parameter
r = 1/4/2, to obtain the state (or sufficiently close to it)
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> pas(@lx)= ) p)lx).

xeLl*/R zel*/R

Then, by | ] (Lemma 1.5), almost all of the mass of the Gaussian is concentrated
on points with norm at most y/n, and thus we can write:

Y. @)

xzeL*/R,||z||</n

Step 3.2 “Compute & mod P(L*) on another register and use the BDD oracle to
recover the “truncated” full state . The state returned is exponentially close to

Zmeﬁ*/Rm’P(L*) Zyeﬁ* plx—y)lx).”

We continue by computing in another register  mod P(L*). This produces the state

Z p(x) |z, mod P(L")).

weL*/R,|z]<vn

Now, with the BDD,« 4 oracle, we can “uncompute” the value x from the second
register. If we decompose  as * = &’ +y, where ' € L* and y € P(L"), then the second
register contains y € P(L*), and when we apply the oracle, we obtain the closest vector,
which in this case is ' € £*. The &’ obtained is unique since ||| < y/n and we know that
A1 (L*) > 2y/n. Therefore, once we obtain @', we can combine it with the second register
y to recover the state * = &’ + y. That is, we can use this information to cancel out the
first register, and leave only the second register, which contains y = x mod P(L*). The
state is now:

Z p(x) |z mod P(LY)).

zeL*/R,||z|<v/n

However, by Claim 4.1.21 (Step 2), this “truncated” state is exponentially close to the
full state, and thus we can write the state as:

Y @) lemod PLY = S Y pla—y)la).

xeLl*/R zEL* /RNP(L*) yeL*

Step 3.2 “Apply the QFT and measure the state to obtain, with high probability, a
sample close to the scaled lattice RL.”

Before applying the QFT, we can rewrite the state using a natural mapping between
L*/RNP(L*) and Z%. Each vector of the set £*/RNP(L*) can be written as & = B*/R-s,
where s € Z", however, since we are working with the P(L£*), then each @ has to be written
as € = B* -z, with z € [0,1)" by definition of the parallelepiped. Therefore, we can write:
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x=B"/R-s=B"-z2z=0<s/R<1=s¢c[0,R)",i=1,2,...n

Therefore, there is a natural mapping between £*/R N P(L*) and Z%, and hence we
can rewrite the state as:

Z Z p(L*s/R— L z)|s) .

SELY z€L™

We can now apply the quantum Fourier Transform (QFT) on Z%, resulting in a state
where the amplitude of each |t) is proportional to:

> plLrs/R—Lrz)-exp(2mi- (s, t)/R)

sELD, zeLn

= Z p(L*S'/R) - exp (2mi - (', t)/R) (where 8’ = s/R — z, and s’ € Z")
s'ezn

= Z p(x) - exp (2mi - (L) 'z, t)) (where ¢ = L*s'/R = s’ = R(L*)x)
xeL*/R

= > pl@)-exp(2mi- (z, Lt))
xeL*/R

= Y pl@—Lt)
xeLl*/R

=det(RL) Y ply — Lt)

YyERL

where the last step is by using Poisson Summation Formula (p(L£') = det(L™)p(L™)),
with £ = L*/R = L™ = RL.

Finally, the state generated is:
>, 2 ry-o)le)
@eP(RL)NL YERL
Also, since the shortest vector A\j(RL) = R\ (L) = R/ \.(L*) > 23" by the choice of
R, then by Claim 4.1.21, then the state is exponentially close to
> p(@) |z mod P(RL)).
zeLl,|z|<vn

Finally, we measure this state, obtaining @ mod P(RL) for some vector x, such that

]| < /n.
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Step 3.3 “Use Babai’s algorithm to recover the closest lattice point to the sample —
this can be done since the lattice is scaled by a large enough factor.”

Hence, the recovered value is within y/n of the lattice RL, and that A\ (RL) is very large
(> 23"), and therefore we can use Babai’s Nearest Plane Algorithm, | ], to recover
the closest lattice point a.

Step 3.4 “The probability of any @ is proportional to p(x)?, and thus equivalent to
sampling from D, ,, , (up to scaling).”

The probability of recovering each & € L is proportional to p(x)? = p, / sa(x),

and this is exactly the weight function of the Discrete Gaussian we are interested in
sampling from, Dey/va-
Finally, by [ ], Lemma 1.5, almost all of the mass of D, /v is concentrated on

points with norm less than /n, then the probability of the outputs is exponentially close
to the desired distribution D N1 O]

GapSVP and SIVP to DGS

SIVP The reduction to SIVP is based on the idea that if we call the DGS oracle enough
times, then with high probability, there are n short linearly independent vectors among
them. The following Lemma shows that the probability of sampling a vector from D, , in
a new subspace is non-negligible.

Lemma 4.1.23. Let L be an n-dimensional lattice and let r > \/5776(5), with € < 1/10.
Then, for any subspace H of dimension at most n — 1, the probability of sampling a vector
x from Dy, such that x ¢ H is at least 1/10.

Proof. Assume, without loss of generality, that H is orthogonal to the first coordinate axis,
i.e. 1 = 0. Then, we want to show that the probability of sampling a vector @ from D,
such that z;7 # 0 is at least 1/10.

The expected value of the weight distribution along the first coordinate is given by:
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E [ a? /T] =Y et pr(x) (4.5)

z~Der,r wer pr(L)
_ prlﬁ) _z;e—mw e-rlel/r? (4.6)
-5 'm;f_mw T T Y (4.7)
_ pr(lﬁ) ,;eﬂ(ﬁm)Qﬂ‘Q Cemad/r | gmmad (4.8)
_ d;%(g)' ; (%) o2 VIV R/ (4.9)
_ det (£)r" Z oW/ (VE)? | /e (4.10)

C Vepll) A

g det (L) det (L*)r™ Z e W) (V2P ommud (VR L o/ (VIR (g 10)
\/_p'r( ) yeﬁ*

_ det (L) .
e e (4.12)
det (L*)r" .
< e () (4.13)
1
< 5 (1+¢) (4.14)
(4.15)

Where steps 4.9 and 4.13 follow from Poisson Summation Formula (p,(£) = det(L*) -
" - p1/-(L*)), transforming the sum into a sum over the dual lattice £* and since p,(£) =
det(L*) - r™ - py /T(E*) > det(L*) - r™. The last inequality follows from the smoothing
parameter, where r > v/2n.(£), and thus, 75 2 n(L7), and pyyyc(L7) < (1 +¢).

Therefore, for e < 1/ 10 we have that 1\}6 0.9.

O

Before the main Lemma, we can derive the following Corollary, in which, by this previ-
ous Lemma, regardless of what happened in the previous step, the probability of sampling
a vector that is not in the subspace of the previous vectors is at least 1/10, and thus,
the probability that n? sampled vectors does not contain a linearly independent set of n
vectors is exponentially small.

Corollary 4.1.2. Let £ be an n-dimensional lattice and let r > /2n.(L), with ¢ < 1/10.
Then, the probability that a set of n® vectors chosen independently from Dy, does not
contain a linearly independent set of n vectors is exponentially small.
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For the main Lemma, we define a generalization of the SIVP, which is defined in 2.3.15.
The definition here is the same as the one presented in | ]

Definition 4.1.24. An instance of GIVPY is given by an n-dimensional lattice L. The
goal is to output a set of n linearly independent lattice vectors of length at most y(n)-p(L).

Remark. When the function ¢ is chosen to be ¢ = \,,, then the problem is equivalent
to the SIVP problem.

Lemma 4.1.25 (SIVP). For any e < 1/10 and any ¢(L) = v/2n.(L), there is a polynomial
time reduction from GIVP; g, to DGS,.

Remark. The Lemma gives the reduction from GIVP to DGS, which, by taking

=v2n-n.(L)/a, from the assumptions of the Theorem 4.1.4, (Sampling D, ., with r >

V2n.(L) /), gives us an algorithm for GIVP, 55 (2) ja- Finally, since n.(£) < y/w(logn)-
An(L), this also solves SIVP -

Proof. The idea of the proof is to call the DGS oracle enough times, and with high proba-
bility, there are n short linearly independent vectors among them. The issue with creating
a proof as it is, is that we don’t know if the function ¢ is efficiently computable, and thus
we don’t know how to choose right value r to give to the DGS oracle. Thus, the solution
is to use many different values of r and take the shortest set of n linearly independent
vectors.

The algorithm is the following. With input £, we apply the LLL (] ]) algorithm
to obtain a reduced basis S = {by,...,b, } of £, such that ||b;]| < 2"\ (L). Let (An(£))
denote the longest vector obtained, hence we have that A\, (L) < A\, (L) < 2"\, (£). Then,
for each i = 1,2,...,2n, we call the DGS oracle (n?) times with the pair (£,r;), where
ri = (Au(£)) - 277 and let S; be the set of vectors sampled. Look for a set of n linearly
independent vectors in .S; and output the shortest set of n linearly independent vectors
among all .5;.

For correctness, consider the following cases. First, if o(£) > \,(£), then the set S
is already shorter than 2\/np(L), and thus, we can output S as the solution. Otherwise,
if p(£) < An(L), then there exists and i € {1,2,...,2n} such that (L) < r; < 2¢(L)
(by the Pigeon Hole Principle, and since ¢(£) > v/2n.(£) and 7. (£) has a lower bound
ne(L) = cAp(L)/n), and thus, by the previous Lemma, the set S; contains with high
probability n linearly independent vectors of length at most 2/np(L), and hence the
algorithm outputs a set of n linearly independent vectors of length at most 2v/np(£). O

GapSVP The reduction to GapSVP is actually in two steps, using a reduction from
GapSVP to GapCVP’ from | ] and using an NP verifier for coGapCVP, from
[ |, that is, an efficient verifier that solves the complement of GapCVP’, and if
dist(x, £) < d, the verifier rejects, and if dist(x, £) > 1004/nd, the verifier accepts. The
definitions for decision version of CVP (Def. 2.3.16), GapCVP and GapCVP’ are the fol-
lowing;:

7



Definition 4.1.26. An instance of GapCVP, is given by an n-dimensional lattice L, a
vector t and a distance parameter d > 0. If dist(t,L) < d, the answer is “yes” and if
dist(t, L) > ~yd, the answer is “no”.

Definition 4.1.27. An instance of G’apCVP'7 1s giwen by an n-dimensional lattice L, a
vectort and a distance parameter d > 0. If dist(t, L) < d, the answer is “yes”. The answer
is “no” if dist(t, L) > vd and M\ (L) > vd.

Lemma 4.1.28 (GapSVP). For any v > 1, there is a polynomial time reduction from

Proof. The proof is based on the algorithm by NP verifier by | |, which, on input
an n-dimensional lattice £, a vector ¢, a distance parameter d and a sequence of vectors
wy,...,wy € L%, for some N = poly(n), always rejects when dist(¢, £) < d, and accepts
when dist(t, £) > 100y/nd and wy, ..., wy are chosen from Dg. 1/100a), With probability
close to one.

For the reduction, on input an n-dimensional lattice £, a vector ¢ and a distance
parameter d > 0, we call the DGS oracle N times with the lattice £* and the value
r = 1/(100d) to obtain the vectors wy, ..., wy. We then apply the algorithm by | ]
described above, and if the algorithm rejects, we output “yes”.

For correctness, consider the case when dist(¢, £) < d. In this case, the algorithm always
rejects, independently of the vectors ws,...,wy. In the other case, when dist(t, L) >
100y/nd, since r = 1/(100d) > \/ny/A1(L*) (by the promise of GapCVP!, we have that
A1(L£*) > 100y/n7yd), then the samples wy, ..., wy are valid samples from D . 1/1004) and
thus, the algorithm accepts with probability close to one. O

Reduction: Search to Decision LWE

Finally, we can reduce the search LWE problem to the (average-case) decision LWE by a
series of steps. The reduction shows that the variants of the LWE problem are as hard as
the Search LWE, and, a (weak) distinguisher for the average-case decision LWE problem,
that can distinguish between the LWE samples and uniform samples for a non-negligible
fraction of secret keys, can be used to actually find the secret key. The proofs follow

[ J
Step 1. “(weak) Average-case = (strong) Worst-case Decision LWE”

Lemma 4.1.29 (Average-case to Worst-case Decision LWE). Let n,q > 1 be integers and
let x be a distribution over Z,. Assume we have access to a distinguisher A that can
distinguish between the LWE samples As, and uniform samples U for a non-negligible
Jraction of all possible secret keys s € Zy. Then, there exists a polynomial time algorithm
B that, for all s, accepts with probability exponentially close to 1 on inputs from Ag, and
rejects with probability exponentially close to 1 on inputs from U.

Proof. The high-level idea of this proof is that we can use the (weak) distinguisher A, that
can distinguish for a non-negligible fraction of secret keys, by applying a transformation to
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the LWE samples, randomly shifting the secret key s until we find a key that is accepted
by A with high probability.

We begin by defining the following transformation f; : Zy x Z, — Zy X Z,, for any
teZy:
ft(a’v b) = (a’7 b+ <CL, t))

Since, by definition of A, , (with samples of the form (a,b), where b = (a, s) +¢), the
function f; transforms a sample (a, (a, s) + e) into the sample (a,(a, s) +e+ (a,t) =
(a, s +1t)+e), and therefore, the distribution As, is transformed into the distribution
Asit. The function also transforms the uniform distribution U into itself.

Assume that, for a non-negligible fraction n= of all possible secret keys s, the distin-
guisher A has an acceptance probability that differs on inputs from A, , and U by at least
n~“. Consider the distinguisher B defined as follows:

Let R denote the unknown input distribution, either A,, or U, and let B be the
algorithm that, on input (a,b), chooses a random ¢t € Z" and estimates the acceptance
probability of A on U and f;(R), by calling A for O(n?%*1) times on each distribution.
Repeat this process for O(n*1) times.

If, in any of the iterations, the estimated acceptance probabilities of A on U and f;(R)
differ by at least n= /2, then B accepts the input, since this means that one of the ¢ values
is such that A accepts with non-negligible probability on f(R), and thus, the input is from
As . Otherwise, if the procedure completes all iterations without accepting, then B rejects
the input, since this means that the acceptance probabilities of A on U and fi(R) are close
to each other for all ¢ values.

Let us consider each case separately:

1. R is from U: If the input is from U, then f;(U) = U, and therefore B will perform
estimates of the acceptance probability of the same distribution. Let Py be the ac-
ceptance probability of A on U, and P; be the estimate of the acceptance probability
of either A on U or f;(U). Then, we have that the probability of this estimate devi-
ating more than n=/8 from the acceptance probability for O(n?®"!) calls is given
by:

Pr [|PU — P| > n’CZ/S} <2 exp(—2(n’cz/8)2 . n2‘32+1) < O(exp(—n))

Therefore, the probability the estimate P; deviates more than n~® /8 is exponentially
small. Therefore, by union bound, the sum both estimates P, and P, deviate more
than 2n=/8 < n~% /2, is exponentially small, and thus, B will reject the input with
exponentially high probability.

2. R is from A, ,: In this case, the input is from Ag, for some s. In each of the n*?
iterations, the algorithm B chooses a random ¢ € Z7 and estimates the acceptance
probability of A on fi(Asy) = Asit,y. Since s+t is uniformly distributed over Zj,
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then, the probability that ¢ is such that s + ¢ is one of the secret keys for which A
has non-negligible acceptance probability is at least n=. Therefore, the probability
that none of the O(n“*1) iterations chooses a ¢ such that s + ¢ is one of the secret
keys is given by:

O(ne1+1) < exp(—ncl+ncl+1) — exp(—n),

Pr [no iteration chooses correct t| < (1—n")
which is exponentially small. Therefore, with probability exponentially close to 1,
at least one of the iterations will choose a “good” t for which A has an acceptance
probability of at least n~%, and, since the estimates are within n=%/8 of the true
acceptance probability, then the acceptance probability will be greater than n= /2
and B will accept the input.

Step 2. “(strong) Decision LWE = Search LWE”

Lemma 4.1.30 (Decision to Search LWE). Let n > 1 be some integer, let 2 < q < poly(n)
be a prime, and let x be a distribution over Z,. Assume we have access to a distinguisher
A that can distinguish between the LWE samples As, and uniform samples U for all s
with probability exponentially close to 1. Then, there exists a polynomial time algorithm B

that given samples from As, for some s, outputs s with probability exponentially close to
1.

Proof. The high-level idea of this proof is that, by applying a transformation to the LWE
samples, we can “isolate” each component of the secret key s and use the distinguisher A,
that can distinguish samples from A, , and uniform samples for all s, to recover the secret
key.

Consider the following transformation for finding s;. For any k € Z,, given a pair
(a,b), we output the pair (a + (¢,0,...,0),b+ k- £), where ¢ € Z, is chosen uniformly at
random. This transformation takes the uniform distribution U to itself. Now lets consider
the effect of the transformation on the LWE samples.

1. k = s1: Suppose we have a sample (a = (a1,as9,...,a,),b =a181 + ..., +a,s, +€).
The transformed sample is

a = (a1 +/4a,..., a,)

b=ajs; +asso+ -+ aps, +e+ sy
= (a1 +0)s1+ -+ aps,

Since ¢ is uniformly random over Z,, then a; + ¢ is also uniformly random over Z,,
and thus, the transformed sample is also a sample from A, , with a different first
component of a.

80



2. k # s1: In this case, the transformed sample is

a’:(a1 +€,a2,...,an)
b=a1s1 +ags9 + -+ a,s, +e+ Lk
={(a', s) +e+l(k—s1)

Since k # s1, then the transformed b adds the term ¢(k — s1), which is uniformly
random over Z, and independent, making b’ uniformly random over Z, as well. There-
fore, the transformed sample (a’, ') is uniformly random over Z7 x Z,, or from U.

Therefore, the transformed sample is from A, if and only if k¥ = s;, and thus, we
can use the distinguisher A to distinguish between the transformed samples from A, , and
uniform samples. Consider the algorithm B described below.

In order to find sy, B iterates through all possible values of k € Z, and applies the
transformation to the LWE samples, obtaining the transformed samples (a’,’) and gives
them to A. If k = s;, then A accepts with high probability. Otherwise, for all other
values of k # s, the transformed samples are from U and A rejects with high probability.
Therefore, B outputs the value k for which A accepts.

Then, we can repeat the process for the other components of s, by applying a similar
transformation for each s;, for i = 2,... n. Since the ¢ < poly(n), then the algorithm B,
for each component, will call A at most O(q) times, and thus, the total number of calls to
A is O(ngq), and the algorithm B runs in polynomial time, and outputs s with probability
exponentially close to 1.

]

Step 3. “Discrete noise = Continuous noise Search LWE”

Lemma 4.1.31 (Discrete to Continuous I:WE) Let n,q > 1 be integers, let ¢ be some
probability density function on T and let ¢ be its discretization on Z,. Assume we have

access to a distinguisher A that solves LWE, 3, then there exists a polynomial time algorithm
B that solves LWE, 4.

Proof. Consider the algorithm B that, on input samples from A4, for some s € Zy,
discretizes the second element to obtain samples from A, ;. The algorithm B then calls
the distinguisher A on the transformed samples. Whenever A outputs a secret key s, B
outputs s’ as the output of the algorithm. O

This concludes the proofs for the reductions from the search LWE problem to the

average-case decision LWE problem, showing that the average-case decision LWE problem
is at least as hard as the search LWE problem.
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4.2 Ring-LWE

The Ring Learning with Errors (Ring-LWE) problem, introduced in | ] is a variant
of the Learning with Errors (LWE) problem introduced by | | (Sec. 4.1). It improves
upon the LWE problem by leveraging ring structures, allowing for more efficient implemen-
tations. The authors show in | | a quantum reduction from the Ring-LWE problem
to approximate SVP (SVP,) in ideal lattices. 1deal lattices, on the other hand, are a spe-
cial class of lattices that have additional structure, and, even though there is no proof
of hardness of the SVP in ideal lattices (as there is for general lattices — See Sec. 2.3.5),
there are no known algorithms that take advantage of this structure to provide significantly
faster algorithms for solving the SVP in ideal lattices. In a subsequent paper | |, the
authors expand on this work and provide a toolkit of algorithms and analytical techniques
to be used in ring-based cryptographic applications, including a few cryptosystems based
on the Ring-LWE problem.

As an overview, Lyubashevsky et al. begin by defining the Ring-LWE distribution
and related problems (Decision and Search), similar to Regev’s work on LWE, then show
that if an adversary A can solve the average-case (Decision) Ring-LWE problem, then a
quantum reduction B can solve the SIVP., (or SVP,) on ideal lattices. This is done mainly
in two steps: first, they show a quantum reduction from the SVP, in the worst case on
ideal lattices to the (Search) Ring-LWE problem, then they show a classical search to
decision reduction for the Ring-LWE problem, which is useful for the security proofs of
cryptosystems based on this problem.

Several of the steps in the proofs are similar to those in | ], following the same
general structure, including the iterative steps to reduce the Ring-LWE problem to the
SIVP.,. Most of these however, have slight modifications to account for the ring structure
and ideal lattices.

4.2.1 Background and Definitions

Polynomial Rings

The quotient ring R = Z[X]/(f(X)) is the set of polynomials with integer coefficients
modulo a polynomial f(X), where f(X) is a monic polynomial of degree n (i.e., f(X) =
X"+ ...+ fo). That is, R is the set of polynomials of the form a(X) =ag+a; X +... +
a,_1 X" 1 where a; € Z, with addition and multiplication performed modulo f(X). Let ¢
be a prime modulus, and let R, = R/qR = Z,[X]/(f(X)) be the ring of polynomials with
coefficients in Z,.

One representation of R, is as a vector of dimension n over Z,, where the i-th coordinate
of the vector corresponds to the coefficient of X* in the polynomial. For example, the
polynomial a(X) = 3 + 2X + 4X? can be represented as the vector (3,2,4) € Z}.

Polynomial Ring Operations Under the coefficient embedding described above, the
ring operations can be defined as follows:
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Addition The addition of two polynomials a(X),b(X) € R, is defined as the poly-
nomial ¢(X) = a(X) + b(X) = 3.7y (a; + b;)X?, where a; and b; are the coefficients of
a(X) and b(X), respectively. The addition is performed modulo ¢g. That is, the addition
of two polynomials is done by adding the coefficients of the polynomials mod ¢, or in other
words, the addition of two vectors in Zg.

Multiplication For multiplication of two polynomials in the ring, however, the eas-
iest way is to define a matrix for the first polynomial M,, and then do a matrix-vector
multiplication with the second polynomial. To do that, consider the following:

n—1 n—1
a(X) - b(X) mod f(X)=a(X) - (Z b,»X"') mod f(X) =) (a(X)X' mod f(X))-b;
i=0 i=0
Therefore, we can define the matrix M, as follows:
M, = [a(X) a(X)X mod f(X) - a(X)X" ' mod f(X)]

where each polynomial a(X)X® mod f(X) is represented as a vector of coefficients.
Finally, the multiplication of two polynomials a(X),b(X) € R, can be computed as:

a(X) - b(X) mod f(X)=M,-b,
where b is the vector of coefficients of b(X), and M, is the matrix defined above.

Consider the following example: let a(X) = 3X + 2 and b(X) = X + 4, with the
modulus f(X) = X2+ 1. Then, the vector representations of the polynomials are a = Lﬂ

and b = {ﬂ . The matrix M, is given by:

2 =3
Ma:|:3 2:|7

where the first column is simply the coefficients of a(X) and the second column is
obtained by multiplying a(X) by X and reducing modulo f(X):
a(X)X mod f(X)=(3X +2)X mod f(X)
=3X% 42X mod f(X)
=3(—1) +2X mod f(X)
= —-3+2X

and we have used the fact that X? = —1 mod f(X) to reduce the polynomial.
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The first column is simply the coefficients of a(X), and the second column is obtained
by multiplying a(X) by X and reducing modulo f(X). The product is given by:

(X) = a(X) - b(X) mod F(X) =M, b= E _231 . m _ {182;32] _ {154} —c

Now, doing the product as polynomials, we have:

c(X)=a(X) -b(X)mod f(X)=(3X+2)(X +4) mod f(X)
=3X?+ 12X +2X + 8 mod f(X)
=3X? + 14X + 8 mod f(X)
=14X +8-3=14X +5

The result of the multiplication is ¢(X) = 14X + 5, which is the same as the result

obtained from the matrix multiplication ¢ = [154} :

Ideal and Ideal Lattice

An Ideal 7 in a ring is an additive subgroup of the ring that is closed under multiplication by
any element of the ring. For the rings considered in this work, ideals are finitely generated
by all integer linear combinations of some basis { uq,...,u, }, where u; € R. The ideal
lattice can be defined as the n-dimensional lattice under an embedding o(Z) generated by
the basis { o(u1),...,0(uy,) }, where o is an embedding that maps the ring elements to a
vector space. An example is the coefficient embedding described above, where the ideal
lattice is represented as a vector space over Z.

Ideal Lattice Problems Similar to the lattice problems defined in Sec. 2.3.5, we can
define the ideal lattice problems as follows, where the problems are defined in the context
of a fractional ideal Z in a number field K instead of a lattice £ in Z"™. The definitions are
taken from | ].

Definition 4.2.1 (Ideal SVP). Let K be a number field of degree n with some geometric
norm (e.g., the Euclidean norm), and let v > 1. The K-SVP,, problem is, given a fractional
ideal Z in K, find some non-zero element € T such that ||x| < v - A\ (Z).

Definition 4.2.2 (Ideal SIVP). Let K be a number field of degree n with some geometric
norm (e.g., the Euclidean norm), and let v > 1. The K-SIVP, problem is, given a frac-
tional ideal T in K, find n linearly independent, non-zero elements in T whose norms are
all at most v - A\p(Z).

Definition 4.2.3 (Ideal BDD). Let K be a number field of degree n with some geometric
norm (e.g., the Euclidean norm), let Z be a fractional ideal in K, and let d < \1(Z)/2. The
K-BDDz 4 problem in the given norm is: given L and a vector y of the form y = x + e,
where x € T and ||e|| < d, find x.
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Ring-LWE Problem

Similar to the LWE problem, the Ring-LWE distribution and problems are defined as
follows. The definitions are taken from | .7

Let R, = R/¢R with R = Z[X]/(f(X)) where f(X) is monic of degree n; all ring

operations below are in R,.

Definition 4.2.4 (Ring-LWE Distribution). For a secret s € R, and an error distribution
X over Ry, a sample from the Ring-LWE distribution As, over R, X R, is generated by
choosing a < R, uniformly at random, e <$ X, and outputting the pair (a, a-s+e mod q).

From the definition above, we can see that the Ring-LWE problem is a generalization
of the LWE problem, where the secret s, the error e, and the vector a are all polynomials
in the ring R,. From the distribution, we derive the two versions of the problem:

Definition 4.2.5 ((Search) Ring-LWE,, , /(x), Problem (R-LWE)). Given m = poly(n)
independent samples from the Ring-LWE distribution As, for an unknown secret s € R,
and an error distribution x over R,, output s with non-negligible probability (in n).

Definition 4.2.6 (Decision Ring-LWE,, ;v Problem (R-DLWE)). Given m = poly(n)
independent samples of the form (a;,b;) € R, X Ry, where every sample is distributed
according to either:

1. the Ring-LWE distribution As,, for a secret s <% R, (fized for all samples), or

2. the uniform distribution over Ry X Ry,

decide which is the case with non-negligible advantage.

4.2.2 Main Result

The main result of | | is the following theorem (adapted), which shows a quantum
reduction from the Ring-LWE problem to the SVP, problem in ideal lattices, that is, the
Ring-LWE problem is at least as hard as the SVP,, problem in ideal lattices.

Let R, = R/qR with R = Z[X]/(f(X)) where f(X) is monic of degree n; all ring
operations below are in R,,.

Theorem 4.2.7. Let K be a mth cyclotomic number field of degree n = p(m) and R = O.
Let a < y/logn/n, and let ¢ > 2, ¢ = 1 mod m be a prime bounded by a polynomial in n

such that aq = w(/logn).

There is a polynomial time quantum reduction from O(/n/a)-approzimate (worst-case)
SIVP (equivalently SVP) on ideal lattices in K to the (average-case) problem Decision
Ring-LWE,, , t(2),x Problem over R, = R/qR.

"The definitions are slightly modified to use the ring R, instead of the a dual fractional ideal qu,
defined in the paper. The dual ring is used in order for the proofs to be easier to analyze, where the errors
e are near spherical in the canonical embedding used.
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Overview

Most steps of the proof are similar to the one presented in Regevs work on LWE, with the
main difference being that the Ring-LWE problem is defined in the context of a ring, and
therefore, the reduction is done in the context of a ring as well. The proof is done in two
main components that are independent:

1. quantum reduction from the worst-case SIVP, problem to the Search
Ring-LWE problem: This part follows the same structure as the one in | ],
with an iterative quantum reduction in two main parts:

(a) Classical Part: Reduction from BDD on ideals to R-LWE.

(b) Quantum Part: Essentially the same as the one in | |, reproduced in
Lemma 4.1.22 (Quantum step), and used here as a black box, shows a reduction
from the DGS problem on ideal lattices to the BDD problem on ideals.

2. reduction from the Search Ring-LWE problem to the Decision Ring-LWE
problem: This part shows the equivalence between the Ring-LWE variants and
thus, that the R-LWE distribution is pseudorandom. Similar to the one in [ ]
this reduction is done in several steps, with the main difference being that the ring
structure introduces the need for additional steps.

Reduction: Search to Decision Ring-LWE

Through a series of reductions, | | show that the (average-case) Decision Ring-LWE
is at least as hard as the Search Ring-LWE problem, and therefore, if there is a (weak)
distinguisher for the average-case Decision Ring-LWE problem, then we can solve the
(worst-case) Search Ring-LWE problem. In other words, the different variants of the Ring-
LWE problem are as hard as the (Search) Ring-LWE problem, and thus, if one of them is
hard (Search Ring-LWE is as hard as SIVP., or SVP,, problems on ideal lattices), then all
of them are hard.

1. Automorphism shuffle (| |, Lemma 5.5). The first step is to show that the
(search) RLWE, g problem can be reduced to the (search) q;-RLWE, ¢ problem, that
is, the problem of recovering the secret modulo a fixed prime-ideal factor: recover
s mod ¢;RY. This is done by using the fact that the ring R, can be split into a
product (q) = Hle q;, where q; are the prime-ideal factors of the ring and that
there are field automorphisms 7, of the ring that permute the ideals above ¢, that is,
Tk(di) = Qjp—1-

For the reduction, starting from the search variant of RLWE, ,, we first “project” the
secret onto a single prime-ideal factor q; | (¢). Given samples (a,b) € R, x T and
a uniformly random field-automorphism 7, of K, we output (7(a), 7:(b)) € R, x T.
Because 73, simply permutes the ideals above ¢, this turns knowledge of s mod g;
for one ¢ into knowledge of s mod q; for every j. Using the Chinese Remainder

86



Theorem, we can then reconstruct s € R, from the s mod g, for all i. Hence a solver
for the new problem q;-RLWE, ¢ (recovering s modulo a fixed q;) suffices to solve
the original search problem.

. Search — (weak) decision ([ ], Lemma 5.9).

The next step reduces the search problem, for a fixed ideal factor q;, to a deci-
sion problem, also relative to the fixed ideal factor g;. This problem is defined as
WD RLWE y, where, given access to a (hybrid) distribution Ajs’w for some secret

s € R/, and j € {i—,i}, find j. The AJSM represents a hybrid distribution where,
for input (a, b) < A, 4, output (a,b+ h/q), with h <$ R, uniformly at random for
all j < (i.e. for the first ¢ components of h) and 0 mod the remaining q;R", with

Ag’w being the original distribution.

The idea of the reduction to recover the secret s mod q;RY is to try each of its
possible values (¢ = poly(n) possible values) by modifying the samples (a, b) so that
they are distributed according to A’;w in the correct value of s mod q;RY, or A;w
in all other cases, and then using the decision oracle to distinguish between the two
distributions.

. Worst-case decision — average-case decision (][ ], Lemma 5.12).

Here we are assuming we have an oracle that can distinguish between the two dis-
tributions Aij¢ and Agﬂp only for a non-negligible fraction of the secrets s € R/
and error distributions ¢ € ¥ (the weak distinguisher), defined as the (average-case)
decision problem D RLWE;’\I,.

Similar to the worst-case to average-case reduction in | ], we can use the weak
distinguisher to build a strong one that works for all secrets s € R(\J/ by randomly
shifting the secret s by a uniformly random element s’ € Rg, and then using the weak
distinguisher to distinguish between the two distributions A;‘w and A;w for the shifted
secret s + s'. This is repeated for a polynomial number of times. The idea is that if
in any of the attempts the (shifted) distributions present a non-negligible difference
in the acceptance probability, then it means we have found a secret s + s’ € S, that
is, the secret is in the set of secrets that the weak distinguisher can distinguish. Since
there is a non-negligible fraction of secrets s € R, that the weak distinguisher can
distinguish, then (by repeating the process for a polynomial number of times) there
is a non-negligible chance that we will find a such secret s + s'.

. Hybrid argument ([ |, Lemma 5.14).

The last step is to show that an oracle for the (average-case) decision problem
D RLWE, v, that distinguishes between the Ay, and the uniform distribution with
non-negligible advantage for some pair (s, ), can be used as an oracle to solve the
(average-case) decision problem D RLWEfm, that is, the problem of distinguishing
between the two distributions A;‘w and A}, for a fixed secret.

Here, we make use of the hybrid argument, considering that A(s),w = Asy and ALY 1
is within negligible distance from the uniform distribution. The idea is to gradually
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randomize the distribution one prime-ideal at a time, producing the sequence of dis-
tributions Ag’w, Ai,w, o ALy ! where each consecutive pair AZS_J and A;w differ only
in the g, component. Since the oracle can distinguish between the two distributions
As,y and the uniform distribution with non-negligible advantage, then there must be
a point in the sequence which the oracle distinguishes between A;; and Ai,zﬁ with

non-negligible advantage, and that coincides with the distributions Ai,_w and A;w
needed to solve the decision problem D RLWE;"I,.

This completes the reduction from the Search Ring-LWE problem to the Decision
Ring-LWE problem, and therefore, putting the pieces together, we can conclude that the
(average-case) Decision Ring-LWE problem is at least as hard as the (worst-case) Search
Ring-LWE.

4.2.3 Public-key Encryption Scheme

Briefly mentioned in | ], with the correctness and security proofs given in [ ],
the authors describe an adaptation of the LWE-based public-key encryption scheme to the
ring setting, making it more efficient and practical. Here we describe a simple version of
the cryptosystem in order to illustrate the main benefits of the Ring-LWE based cryptosys-
tems. The security of the scheme is based on the hardness of the Ring-LWE problem, and
therefore, on the hardness of the SIVP, problem in ideal lattices.

Private Key
The private key is a secret s < x € R,, where x is a distribution over R,.
Public Key

Sample a uniformly random polynomial a <% R,, and a small error polynomial e < x €
R,. The public key is the pair (a,b=a-s+emod R) € R, x R,.

Encryption

To encrypt an n-bit message m € {0,1}", we view it as an element of the ring u € R,
using the bits as coefficients. Take three random small elements r, e, e; <$ x € R, and
output the pair (u,v) € R, x R, computed as follows:

u=a-r+e; mod g,

v:b-r+eg+Lg]ymodq,

Decryption

To decrypt the ciphertext (u,v) € R, x Ry, using the secret key s, compute:
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v—u-s:b-r—l—eg—l—Lg}-u—(a-r+61)-s

2
:(a-s-r+e-’r—{—eg—a-r-s—el-s)+L%1-,u
—(e-rte—er-s)+[J]-n

where, similar to the LWE case, the error term (e-r+es —e; -s) € R, has coefficients
with magnitude less than ¢/4, and the bits of the message p can be recovered by rounding
q

each coefficient of the polynomial to either 0 or [4].

The trade-off for the Ring-LWE based cryptosystem compared to the LWE-based cryp-
tosystem is that each sample in the Ring-LWE case (a, b) € R, x R, allows the encryption
of a message with n bits, while in the LWE case, each sample (a,b) € Z" x Z can only
encrypt a single bit. Thus, the Ring-LWE based cryptosystem replaces n samples of the
LWE problem with a single sample, reducing the public key size by a factor of n. This,
however, comes at the cost of introducing a structure to the problem, which can potentially
be exploited by an adversary.

One topic that is not covered in this section, but worth mentioning, is the use of the
Number Theoretic Transform (NTT) to speed up the polynomial operations in the Ring-
LWE based cryptosystems, which is a common technique used in practice to improve the
performance of these cryptosystems. The NTT allows for efficient multiplication of poly-
nomials in the ring, reducing the complexity of the operations from O(n?) to O(nlogn),
making the Ring-LWE (and also Module-LWE (Sec. 4.3)) based cryptosystems more prac-
tical for real-world applications, making great use of the ring structure to both speed up
the operations and reduce the key sizes. This topic will be covered in more detail in the
next chapter, Sec. 5.4.3, where we will discuss the NT'T and its effects on the performance
of the Ring-LWE based cryptosystems.
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4.3 Module-LWE

The Module Learning with Errors (Module-LWE, or M-LWE) problem, introduced in
[ | and [ | is a variant or generalization of the Ring Learning with Errors. It
interpolates between the highly structured Ring-LWE (Sec. 4.2) and the standard LWE
(Sec. 4.1) problems, replacing the single secret polynomial in the Ring-LWE (s € R,) with
a vector of secret polynomials (s € R’;), or a module vector, similar to the LWE problem
(where s € ZZ), now in the context of a ring instead of integers. This makes use of the
efficiency gained from the Ring-LWE problem, while sacrificing enough of the structure to
make the problem harder and regain stronger security guarantees. In particular, [ ]
show a (quantum) worst-case to average-case reduction from the M-LWE problem to the
SIVP., problem in module lattices, which are a generalization of ideal lattices (Sec. 4.2.1),
strictly containing them, and thus, being at least as hard as the problem in ideal lattices.
This reduction follows both the original LWE reductions from | ] as well as the Ring-
LWE reductions from | |, combining the two approaches to achieve the generalization
to the module setting.

Similar to the Ring-LWE problem, there are no known algorithms that take advantage
of the structure of the module lattices, and therefore, the M-LWE problem is believed to
be hard, even in the quantum setting, though it has been less studied than the plain LWE
problem. However, | | shows that the M-LWE problem can be reduced to a large
modulus Ring-LWE problem, that is, Ring-LWE with modulus ¢* is at least as hard as
the M-LWE problem with modulus ¢ and module rank k£ in the same ring, and also that
with the same ring dimension n and polynomial f(X), increasing the modulus ¢ in the
Ring-LWE also increases the difficulty of the problem. Therefore, even though it is not
known if SIVP, in module lattices is strictly harder than SIVP, in ideal lattices, solving the
M-LWE problem is harder than solving the Ring-LWE problem with the same parameters,
making the M-LWE problem a good candidate for cryptographic applications.

4.3.1 Background and Definitions

Module and Module Lattice

A module over a ring R, or R-module, is a ring generalization of a vector space, where the
scalars are elements of the ring R instead of a field. A module, similar to a vector space,
is defined as an abelian group M under addition, with a scalar multiplication operation
R x M — M. Where in a vector space a basis generates dimension n over a field F, in a
module, the basis generates rank k over the ring R, where k is the number of elements in
the basis.

The definition of the module lattice is similar to the definition of an ideal lattice in Sec.
4.2.1, where, with an embedding ¢ from K to R", and a fractional ideal Z in a number
field K, the ideal lattice is the set o(Z). For a module M over a ring R, we define the
map (o,...,0) from the module M C K* to R"™ as the embedding of the module into a
vector space, and the module lattice as the set o(M).
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Module Lattice Problems Analogous to the definitions of the lattice problems in
Sec. 2.3.5 and 4.2.1, we can define the module lattice problems as follows, where the
problems are defined in the context of a module M over a ring R. The definitions are
taken from | ].

Definition 4.3.1 (Module SVP). Let M be a module over a ring R, and let v > 1. The
Mod-SVP, problem is, given a module M C K* with the input being a generating set of
M, find some non-zero element * € M such that ||z| < v - A\ (M), where ||| is some
geometric norm (e.qg., the Euclidean norm,).

Definition 4.3.2 (Module SIVP). Let M be a module over a ring R, and let v > 1.
The Mod-SIVP, problem is, given a module M C K* with rank k, with the input being a
generating set of M, find k R-linearly independent, non-zero elements in M whose norms
are all at most 7y - A\gn(M).

4.3.2 Module-LWE Problem

The definitions of the Module-LWE distribution and problems are analogous to the defi-
nitions of the LWE and Ring-LWE (Def. 4.1.1 and 4.2.4), with the definitions taken from

[LS15].
Let R, = R/¢R with R = Z[X]/(f(X)) where f(X) is monic of degree n; all ring
operations below are in R,,.

Definition 4.3.3 (Module-LWE (M-LWE) Distribution). For a secret s € RE, and an

error distribution x over Ry, a sample from the M-LWE distribution AS{\;) over R’; X Ry

obtained by choosing a <+$ R’; uniformly at random, e <% x and outputting the pair
(a,(a,s)+e).’

We can see from the definition above that the Module-LWE problem bridges the gap
between the Ring-LWE problem and the LWE problem, where the secret s is a vector as in
the LWE problem, but each component of the vector is an element of the ring R, as in the
Ring-LWE problem. From this definition, we can derive the two versions of the problem:

Definition 4.3.4 ((Search) Module-LWE Problem (M-LWE)). Given ¢ independent sam-

ples from the Module-LWE distribution Ag{\;) for an unknown secret s € R’; and an error
distribution x over Ry, output the secret s with non-negligible probability.

Definition 4.3.5 (Decision Module-LWE Problem (D-M-LWE)). Given ¢ independent
samples of the form (a;,b;) € R]; X Ry, where every sample is distributed according to
either:

8The definitions are slightly modified to use the ring R, here for simplicity, instead of the a dual
fractional ideal ’RZ as in the original paper.

9Here, (-, -) is the inner product in the module M C K* (i.e. (a, s) = Zle a;-s;, with each a;, s; € Ry
and the multiplication is multiplication in the ring R, as shown in 4.2.1).
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1. the M-LWE distribution Ag{\;) for a secret s € R’; (fixed for all samples), or

2. uniformly at random from R’q“ X Ry,
decide which is the case with non-negligible advantage.

Similar to the other definitions, the M-LWE problem also can be interpreted as the
plain LWE problem in matrix form, where each of the ¢ samples (a;,b;) is a row in a
matrix A € Rf;Xk , and the secret s € R’; is the vector we want to recover. The M-LWE
problem then becomes:

(A, As+e) e RUY xR,

where e is a vector of errors sampled from the error distribution y.

Using the same approach for the multiplication in the ring R, (as seen in Sec. 4.2.1),
we can represent each element of the matrix A as a matrix and each element of the vector
s as a vector, and thus, the multiplication (As) is done in the ring R, as well, becoming a
matrix-vector multiplication (M4 - Vs) in the module over the ring R,, where M4 is the
matrix representation of the samples A and V; is the vector representation of the secret
s. Consider the following example for clarity:

Example. Let R, = Z,[X]/(X? + 1) and let k = ¢ = 2, a visual representation of the
M-LWE problem is as follows:

a a
A — 171 172 E R§X27
21 Q22
S
s = ( 1) € Rg,
52
(€ 2
e= <€2) € Ry,
by ai181 + ai2s2 +e; 2
b=As+te= = ’ ’ ER
bg 2,151 + a2,252 + €9 q

Since each row is now a polynomial with integer coefficients, we can represent the
multiplication as follows:

Moy, * Vo + My, - Ve, + Ve,

— Mal,l Ma1,2 . V81 + Vel
B MaZ,l Maz,z V82 VGQ

=Ma - Vs+ Ve,

b (Mau Vg + Mgy, Vs, + Vel)
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Finally, we can represent the above example as:

N A AN N
)| [ \ati o)\ o) | [L)] [
b= = . +
1,1 1,2 1,1 1,2 1 1
(a%éh; a%éb;) (a%fl; a%ﬁ;) <8%2;> (eé';)
Qo1 Q91 Qo9 Q99 So €9

Therefore, generalizing for the matrix A € Rf;Xk , we can see the M-LWE problem in
terms of linear algebra:

Mo || | | My,

My =

¢ blocks Mo, || | [ Mag,s } n X n block

k bT(:cks

This results in a matrix with dimension N = n - k, where n is the degree of the
polynomial f(X), and k is the rank of the module M. Where fixing the polynomial f(X)
and the degree n still lets us choose the rank k of the module, resulting in a tunable
trade-off between structure and efficiency.

Relation to LWE and Ring-LWE. Setting £ = n and f(X) = X recovers standard
LWE, while £ = ¢ = 1 recovers Ring-LWE and intermediate k values yield a trade-off
between structure and efficiency.

4.3.3 Main Result

One of the main results of | | is the following theorem (adapted), which shows a quan-
tum reduction from the Module-LWE problem to the SIVP., problem in module lattices,
that is, the Module-LWE problem is at least as hard as the SIVP, problem in module
lattices.

Let R, = R/qR with R = Z[X]/(f(X)) where f(X) is monic of degree n; all ring
operations below are in R,.

Theorem 4.3.6. Let R, be a cyclotomic ring R, = Zy[X]/f(X), of degree n = p(m) and
with coefficients in Z,. Fiz the rank k > 1, and let M = R’; be the module over the ring

R,. Let o < y/logn/n, and let ¢ > 2 be a prime modulus satisfying:

g =1 mod m, q < poly(nk), and oq > 2\/Ew(\/log n)
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There is a polynomial time quantum reduction from O( 8nk? w(+/log n)/oz) -approximate
(worst-case) SIVP on module lattices in the cyclotomic field K to the (average-case) Deci-
ston Module-LWE problem.

This theorem is proved in the same way as the original LWE reductions from | ],
with the reduction from Mod-SIVP to Mod-DGS being almost directly adapted the plain
LWE reduction, while the reduction from Mod-DGS to M-LWE needing some extra steps to
adapt to the Module setting, similar to the Ring-LWE reduction from | ]. However,
this second reduction remains in the same overall structure, with the iterative steps that
decrease the size of of r in the Mod-DGS D4, problem, using a classical and a quantum
step. The classical step contains a reduction from the Mod-BDD to the Mod-DGS problem
assuming an M-LWE oracle, and the quantum step contains a reduction from the Mod-DGS
to the Mod-BDD problem.

4.3.4 Public-key Encryption Scheme

Here we describe a simple public-key encryption scheme based on the Module-LWE prob-
lem, as an adaptation of the plain LWE-based public-key encryption scheme (Sec. 4.1.3)
to the module setting, with the main differences being the use of the module M instead of
the vector space Z", and the use of the ring R, instead of the integers Z,. The scheme is
based on the Module-LWE problem, and therefore, on the hardness of the SIVP,, problem
in module lattices. This scheme will serve as a basis for the construction of the Kyber (ML-
KEM) cryptosystem (KEM) in Sec. 5, and will be explored in more detail in the following
chapter.

Consider the M-LWE;, , +(x),, parameters for the PKE described below, where % is
the module rank, ¢ is the number of samples, ¢ is the modulus, f(X) is a polynomial of
degree n, and x is a distribution over the ring R, = Z,[X]/f(X). The scheme is defined
as follows:

Private Key

The private key consists of a secret vector s <$ x* C R’;, where each component is sampled
independently from the error distribution x over R,.

Public Key

Sample a uniformly random matrix A <% Rg”, and a small error vector e < x* C Rg.
The public key is the pair (A,b= As+e) € Rng X Rg.

Encryption

To encrypt an n-bit message m € {0,1}", we view it as an element of the ring u € R,
using the bits as coefficients. Take three random small elements r,e; <% y € Rg and
ez 5 X € Ry (where e, ez are small error terms), and output the pair (u,v) € RY x R,
computed as follows:
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u’ =rT - A+el,
q

UZ’I"T~b+€2+L§—|',M,

Decryption

To decrypt the ciphertext (u,v) € Rg X Ry, using the secret key s, compute:

U—uT-s:'rT-b—ireg—irLg}-u—(rT-A—Fef)-s

:rT~(As+e)+eg+Lg]-u—(rT-A—l—e{)-s

= (rfAs +rfe+ ey — rTAs —efs) + Lg1 -

2
=(r'e+e;—efs)+ L; ~LL

where, similar to the LWE and R-LWE cases, the error term (r’e+es —el s) € R, has
coefficients with magnitude less than ¢/4, and the bits of the message p can be recovered
q

by rounding each coefficient of the polynomial to either 0 or |1].

Relative to the Ring-LWE based cryptosystem (Sec. 4.2.3), the Module-LWE based
cryptosystem lets us choose the rank k of the module, resulting in a lattice dimension of
N = nk, and matching the desired security level, while still avoiding the possible vulnera-
bilities of the (k = 1) Ring-LWE problem. The choice of the rank & allows us to balance
between the efficiency of the scheme (i.e., the public key size and the ciphertext size) and
the security level, where a larger k results in a larger public key and ciphertext size, but
also a higher security level. The message size remains the same as in the Ring-LWE case,
where the message is encoded as an element in the ring R,, allowing for n bits to be
encrypted in each instance of the Module-LWE problem, similar to the Ring-LWE case,
enjoying the same efficiency in terms of message size.
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Chapter 5

Module Lattice KEM

5.1 Introduction

In this chapter, we present a Key Encapsulation Mechanism (KEM) based on the Module-
LWE problem, which was introduced in the ML-KEM — which stands for Module Lattice
Key Encapsulation Mechanism — specification [ ]. The ML-KEM specification is the
first public-key primitive to be formally standardized by NIST in the Post-Quantum Cryp-
tography (PQC) standardization process, issued as FIPS 203 in August 2024 | ]. The
ML-KEM instantiates the CRYSTALS-Kyber algorithm | ], an IND-CCA secure
key encapsulation mechanism (KEM) whose security is provably reduced to the hardness
of the Module LWE problem | | (Sec. 4.3). It is specified with three parameter sets
(see table 5.1), ML-KEM-512, ML-KEM-768 and ML-KEM-1024, where the numbers denote the
secret key size in bits, and provide security level roughly equivalent to AES-128, AES-192
and AES-256, respectively.

As a high level overview, the Kyber algorithm is instantiated in a mainly two steps,
using an IND-CPA secure public key encryption (PKE) scheme and applying a Fujisaki-
Okamoto transform | ] to obtain an IND-CCA secure KEM scheme.

1. K-PKE Scheme (Sec. 5.5): an IND-CPA secure public key encryption (PKE) scheme
is constructed with its security reduced to the Module-LWE problem. In the pre-
sentation, we begin with a simplified version of the scheme (Simp-PKE, Sec. 5.2.1),
which is a PKE based on the Module-LWE problem as shown in Sec. 4.3.4, and then
we introduce optimizations to the scheme to obtain the full K-PKE scheme, which is
the one specified in the ML-KEM specification | ].

2. ML-KEM Scheme (Sec. 5.9): the K-PKE scheme is then transformed into an IND-
CCA secure key encapsulation mechanism (KEM) scheme by applying a Fujisaki-
Okamoto transform | ] (see Sec. 5.8), which is a generic transformation that
turns an IND-CPA secure PKE scheme into an IND-CCA secure KEM scheme (in
the Random Oracle Model, ROM). The resulting reduction preserves the worst-case
to average-case guarantees of the Module-LWE problem to approximate SIVP on
module lattices.
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Kyber’s underlying hardness assumption is the Module-LWE problem, which, since
no known attacks exploit the module structure, can be analyzed as a special case of the

Learning With Errors (LWE) problem | ]. Because the number of LWE samples is
limited to an attacker in the parameter set (i.e. m = (k+ 1)n), combinatorial attacks such
as BKW | | and linearization attacks (e.g. Arora-Ge | ]) are not applicable.

The best known strategies are therefore the primal and dual lattice-reduction attacks,
which transform the problem into a lattice problem and then solve an instance of the
Shortest Vector Problem (SVP) in the lattice | ].

The presentation follows more closely the ML-KEM specification | ], however
we reference the Kyber specification | | for details on the algorithms and security
proofs.

5.2 Kyber PKE

Written as the K-PKE scheme in the ML-KEM specification | |, the Kyber PKE
scheme is a public key encryption scheme based on the Module-LWE problem, similar to
the one presented in Sec. 4.3.4. Note that this scheme is not IND-CCA secure, but rather

IND-CPA secure, and thus, it is not to be used in a standalone manner, but rather as a
building block for the Kyber KEM scheme.

5.2.1 Simplified Kyber PKE

We begin constructing the K-PKE scheme by recalling the PKE scheme presented in Sec. 4.3.4,
which brings us the necessary building blocks for the actual subroutine used in the ML-
KEM specification. Here we are considering the M-LWE . , ¢(x), problem, where £ is the
number of samples, k is the rank of the module, ¢ is the modulus, f(X) is the polynomial
defining the ring R, = Z,[X]/(f(X)) (with f(X) = X™ + 1), and x is the secret/error
distribution. Since in all implementations of Kyber / ML-KEM, the ring R, is the same
(f(X)=X"+1), and the module rank and the number of samples are the same (k = /),
we will denote the problem as M-LWEy ;. , ..

Key Generation

Private Key: Sample a vector
s s " C R]; ,

where each component s; is sampled independently from the distribution x over R,.

Public Key: Sample a matrix A <s$ R’;Xk . and a small error vector e < y* C ’R'g . The
public key is then given by

(A,b=As+e) € REF xR
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Algorithm 3 Simp-PKE.KeyGen()

Output: Secret key sk = s € R’;
Output: Public key pk = (A,b) € RF** x RE

1: s<sx" C 'R’; > Sample secret vector s € Rfj from the error distribution y
2: A<+ R’;Xk > Sample a uniformly random matrix A € RSX}"
3 e«sy*C R’; > Sample a small error vector e € Rf} from the error distribution yx
4: b+ As+e > Compute the public key b= As + e € Ré
5. sk :=s

6: pk := (A, b)

7: return (sk, pk)

The algorithm can be summarized as follows:

((A,b),s) = (pk,sk) <5 Simp-PKE.KeyGen ()
Encryption

To encrypt a message m € {0,1}", we view the message as an element of the ring p € Ry,
and we sample three small elements r,e; < x* C R’; and ep <% x € R,. The ciphertext
is generated as:

u' =r"-A+ef,
v=rbte+ [

Output the ciphertext ¢ = (u’,v) € R’; X R,.

Algorithm 4 Simp-PKE.Enc (pk, )

Input: Public key pk = (A,b) € RE** x RE

Input: Message € {0,1}"

Output: Ciphertext ¢ = (u”,v) € R} x R,
L r+syr C Rk > Sample a small mndom vector € R¥ from the error distribution y
2: e; +$ " C Rk > Sample a small error vector e; € R from the error distribution x

3 eg <8 X €R, > Sample a small error ey € Rq from the error distribution y
4: ul —rT - A+el > Compute u” =77 - A+ ef € R}
5: o1l -bte+ 4] p > Compute v =r" -b+ey+ [1] - p e R,

6: c:= (ul,v)

7: return c

The algorithm is summarized as follows:
c = (u”,v) +$ Simp-PKE.Enc(pk, )
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Decryption

To decrypt the ciphertext ¢ = (u”,v) € R’; X Ry, using the secret key s, compute:

v—uT-s:rT-b—i—egﬁLLg}-u—(TT-A—Fe{)-S
=T (As+e)tert [ p—(rT- Ate])-s
=(rTAs +rfe+ey— rT'As —efs) + Lgl e
:(TT€+€2—6{S)+L%~‘ Y

Since all parts that make the error term (r’e+e;—ef s) € R, are small, it should have
coefficients with magnitude less than ¢/4, and the bits of the message p can be recovered
by rounding each coefficient of the polynomial to either 0 or |1].

Algorithm 5 Simp-PKE.Dec(sk, c)

Input: Secret key sk = s € R’;
Input: Ciphertext ¢ = (ul,v) € R’; X R,
Output: Message u € {0,1}"
1: (u,v) ¢
2 w—v—ul-s > Compute v — u’ - s € R,
3: 4 < Round(w)
> Round each coefficient of w to either 0 or [4], recovering the message

pe {0, 1}
4: return y

The algorithm is summarized as follows:

< Simp-PKE.Dec(sk, ¢)

5.2.2 Differences from Previous Schemes

The Simplified Kyber PKE scheme presents a trade-off between the previous schemes
(LWE at Sec. 4.1.1 and Ring-LWE at Sec. 4.2.3), as it was already discussed in the end
of Sec. 4.3.4. However, this implementation also allows for flexibility, since with a single
fixed polynomial ring R, = Z,[X]/(X™ + 1), the rank %k of the module can be adjusted
to the desired security level, from k£ = 1 (Ring-LWE), highly structured, to some k > 1,
increasing actual dimension of the underlying lattice to N = kn, increasing the security
level, albeit also increasing the size of the public key and ciphertext, but without needing
to change the proof of security and ring structure.
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5.3 Security

The proof of security can be constructed using a series of game hops, proving the IND-CPA
security of the simplified scheme. The following Lemma follows the one presented in the
Kyber Specification | |, where the advantage of an algorithm is defined as in Def.
2.2.1.

Lemma 5.3.1 (Simplified Kyber-PKE IND-CPA Security). For any adversary A, there
exists an adversary B, with roughly the same running time of A, such that if A can break
the IND-CPA security of the Simplified Kyber PKE scheme with non-negligible probability,
then B can solve the Module-LWE problem with non-negligible probability.

Adv?(I—);KE('A) < 2AdV?wlvak,q7x(B)

Proof. For the proof, consider the following games Game0, Gamel, Game2, where Game(
is the real game, Gamel is the game where the adversary is given a random public key, and
Game?2 is the game where the adversary is also given a random ciphertext. We also show
the procedure for the Module-LWE problem, which is used to construct the adversary B.

First lets begin with the Decision Game for the Module-LWE problem (D-M-LWE),
which is defined as follows:

Decision Game for Module-LWE D-M-LWE

D-M-LWEy 1, .x

Challenger Adversary
S <% xk - T\’,f;
A+sRIF e s y" CRE

b+s{0,1}
ifb=0:
b=As+te
else:
b+sR)
(A,b)
b/

Return (b = b)

In words, the challenger samples a secret vector s, a uniformly random matrix A and a
small error vector e. Then, it samples a bit b € {0,1}, and if b = 0, it computes b = As+e,
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i.e. a valid Module-LWE sample, and if b = 1, it samples b uniformly at random. The
adversary A is given the pair (A, b), and it outputs a guess b’, which is either 0 or 1. The
game returns true if the guess is correct.

Game 0: IND-CPA Game for Simplified Kyber PKE IND-CPA.Simp-PKE

Now, we show the IND-CPA game for the Simplified Kyber PKE scheme, which is
defined as follows, this is the first game Game0:

Game 0: IND-CPA Game for Simp-PKE

Challenger Adversary A
(pk, sk) < Simp-PKE.KeyGen ()

pk

b+s{0,1}

Return (b’ =b)

The adversary A is given the public key pk, and it outputs two messages g, 11 €
{0,1 }k, and receives a challenge ciphertext ¢* = (u”,v), which is an encryption of one of
the messages pp. The adversary then outputs a guess b, which is either 0 or 1, whether it
thinks the challenge ciphertext ¢* is an encryption of yy or p;. The game returns true if

the guess is correct.

The first game Game0 is the real game, where the adversary A interacts with the
challenger as described above.

Game 1: IND-CPA Game for Simplified Kyber PKE IND-CPA.Simp-PKE

In the second game Gamel, the adversary is given a random public key, and is defined
as follows, where the difference is shown in teal:
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Game 1: IND-CPA Game for Simp-PKE

Challenger Adversary A
(pk,sk) < Simp-PKE.KeyGen ()

pk

b+s{0,1}

Return (b’ = b)

Reduction 1 to Module-LWE Now consider the first step of comparing the reduction
to the Decision Module-LWE problem to both Games Game0O and Gamel. Let the Chal-
lenger be the D-M-LWEj . , . challenger, let B be the reduction and let A be the adversary
that breaks the IND-CPA security of the Simplified Kyber PKE scheme. The reduction B
interacts with the challenger as follows:
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Reduction 1: D-M-LWEy ;. .

D-M-LWEy ;. 4 Reduction B
S <% Xk - Rg
A s Ry
e <8 Xk - Rg
b+«s{0,1}
ifb=0:
b=As+e
else:
bsR)

IND-CPA Game for Simp-PKE

| |
. (AD) 1
: " :
1 ey !
| |
- bes{0,1}
| ¢" <sEnc(pk, up) |
| c* |
| |
1 1
1 v 1
i Return (b = b) i

Return (V' = b)

The reduction above shows that the adversary A can be used as a subroutine in the
decision game for the Module-LWE problem, where the reduction B directly forwards the
public key pk received from the challenger to the adversary A, and then encrypts either
o or iy depending on the bit b sampled and forwards the ciphertext ¢* to the adversary.
The reduction then receives the guess b’ from the adversary, and then returns true if the
guess is correct, i.e. if ¥ = b. Whenever the D-M-LWE game forwards the LWE sample
(A, b= As+e) to the reduction B, the adversary A sees exactly the game Game0, which
is the original IND-CPA game for the Simplified Kyber PKE, and whenever the D-M-LWE
game forwards a random sample (A, b) to the reduction B, the adversary A sees exactly
the game Gamel.
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Thus, we can conclude that the advantage of the reduction B in solving the Module-
LWE problem is given by:

Advi e (B)

| Pr[b = b | LWE Sample] — Pr[b' = b | Random Sample] | (5.1)
| Do - P ‘ (5.2)
where py and p; are the probabilities of the adversary A winning the IND-CPA game

for the Simplified Kyber PKE scheme in the case of a LWE sample (i.e. Game0) and a
random sample (i.e. Gamel) for the public key, respectively.

Game 2: IND-CPA Game for Simplified Kyber PKE IND-CPA.Simp-PKE

In the next hop, game Game2, the adversary is given a random ciphertext as well as
a random public key from the Gamel, and is defined as follows, where the difference is
shown in purple from the previous game Gamel:

Game 2: IND-CPA Game for Simp-PKE

Challenger Adversary A
(pk,sk) <% Simp-PKE.KeyGen ()
pk < Ré"x’“ X R’q‘

pk

(po, 1)

b+s{0,1}

Return (b = b)

Note that in the game Gamel, the adversary is given the correct challenge ciphertext
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u' =r"- A+el,
v:rT-b+eg—|—LgTu,
c = (u’,v) ER’; X Ry,

Let:

A — (12;) s Rék—’_l)Xk,

since in Gamel, b is already uniformly random b < R’;, therefore, we can rewrite the

ciphertext as:
. (u) (AT A 0
)T\ ) T ) T

where, the ciphertext is a valid Module-LWE sample, added to some ‘one-time pad’
message [] -y, and therefore we can represent the sample as:

(A,l; = Ar + ée), where b = <1f) ,

(%

where, 7 = b” - r + e, is the part of the ciphertext without the message.

Now, in the game Game2, the adversary is given a random ciphertext ¢* &€ RZHv

~

which can be seen as part of the Module-LWE sample (b) however, this time, completely
random, i.e. b <% R’;“, and thus, the adversary is given a random Module-LWE sample

(A,b) € REFE x REF this time with an extra sample (k + 1).

The intuition then tells us that if the adversary A can distinguish between LWE sam-
ples and random samples, it can also distinguish between the ciphertexts ¢* and random
ciphertexts, so we can also use a similar reduction to the Module-LWE problem, now with
an extra sample (k + 1).

Reduction 2 to Module-LWE Now consider the next step of comparing the reduction
to the Decision Module-LWE problem to both Games Gamel and Game2. Note that
the difference now is that the adversary is given a random ciphertext as well, besides the
random public key, and from the discussion above, we can see that the ciphertext in the
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game Gamel is a valid Module-LWE sample, and the ciphertext in the game Game2 is a
random Module-LWE sample, both with extra samples.

From Gamel onward, (A, l}) 18 already uniform. In the next reduction we only reuse the
uniform challenge matriz A to couple the ciphertext with the pk (so that u = ATr +e;);
this does not change the pk distribution.

Consider the following reduction:

Reduction 2: D-M-LWEj 4 4y

D-M-TWEj. 1 4.0 Reduction B
S +$ Xk - R’;

A s RUDE

e 3 XkJrl C RIqCJrl

b+«s{0,1}
ifb=0:
b=As+é
else:
b s REH!
(A,b)
. IND-CPA Game for Simp-PKE 1
i Adversary A i
. (AT l
l(w)ZA |
(¥)-0
I v I
| (A,b) |
| (105 1) |
i b+s{0,1} i
Coo=p4 2 |
0= +151 :
= (u) l
l c* l
; v 1
i Return (V' = b) i
b/ 777777777777777777777777777777777777777777777

Return (b = b)
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Because (A,b) is uniform in Gamel, reusing the top k rows offi gives us an identical
distribution for pk; it only preserves the conditional law of w given A. Thus in the b = 0
case the ciphertext is real, while in b =1 it is uniform and independent of the adversary’s
guess.

The reduction above shows the adversary A being used as a subroutine in the decision
game for the Module-LWE problem (with an extra sample (k + 1)), where the reduction B
uses the initial matrix A received from the challenger to break it down to the original public
key A,b and also uses the b to create the ciphertext ¢* = (u?,v), where u = ATr + ¢,
and v = 0+ [ 1] -, and ¥ is the part of the ciphertext without the message. The reduction
then receives the guess b’ from the adversary, and returns true if the guess is correct, i.e.
if o/ = 0.

Whenever the D-M-LWE,,; game forwards the LWE sample (A,l; = As+ é), since
A is a random matrix, then the public key (A, b) is is also random, and the ciphertext is
correctly generated, and thus the adversary A sees exactly the game Gamel. Whenever
the challenger forwards the completely random sample (A, l;), both the public key and
ciphertext given to the adversary A are random, and thus the adversary A sees exactly the
game Game2 and cannot distinguish between the two games apart from random guessing,
i.e. pp = Pr[t/ = b | Random Sample on Reduction 2] = 1.

Thus, we can conclude that the advantage of the reduction B in solving the D-M-LWE;
problem is given by:

k+1,k,q,x

Advy T (B) = |Pr [t = b | LWE Sample] — Pr [t/ = b | Random Sample] | (5.3)
} 4! - P2 }

where, p; and p, are the probabilities of the adversary A winning the IND-CPA game
for the Simplified Kyber PKE scheme in the case of a proper constructed ciphertext
(i.e.Gamel) and a random ciphertext (i.e. Game2), respectively.

Consider the following Lemma about the relation between the two advantages for an

adversary B Advi, ¥°(B) and AdviTyTg (B).

Lemma 5.3.2. Let n, k,q be integers and and let x be a distribution over R,. For every
pair of integers < {' and for every distinguisher A there exists a reduction B such that

Advime(A) < Advy e (B).
Proof. On input (A,b) € RE** x RY (the challenge for the ¢-sample MLWE game), the
distinguisher B keeps the first ¢ rows of A and the first £ coordinates of b. Denote the
truncated pair by (A,b) € Rgx’“ X Rfl. It then runs A(A, b) and outputs the same bit.

If (A,b) is an M-LWE 4, ., sample, then, because y is a product distribution—(A, b)
is distributed exactly as an MLWE(/, k, ¢, x) sample. If (A, b) is uniform, the truncation
is still uniform.
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Therefore Pr[B outputs 1 | LWE sample] = Pr[A outputs 1 | LWE sample] and the
same holds for the random case, so both games give the same advantage value.

Hence, with a distinguisher A that breaks the ¢-sample MLWE game, we can construct

a reduction B that breaks the ¢-sample MLWE game, or, the /-sample MLWE game is at

least as hard as the ¢’-sample MLWE game, and thus we have, for every pair of integers
<l

Advdfmlwc(A) < Advdfmlwc(B» 0

4,k,q,x ¥ k,q,x

Now, we can combine the two reductions, and conclude that:

ind—cpa 1
Adeiip—EKE("él) = |po — §|

< |po—pu| + |p1 — %\ (Triangle Inequality)

< lpo = pi| + [p1 — 2|

< Advi}‘,f;;e(lg) + Advi;‘f}}mx(B) (from Eq. (5.2) and Eq. (5.4))

< 2Adv2;fm€7x(5) (from Lemma 5.3.2)
[

5.4 Optimizations

Now that we have the IND-CPA security of the Simplified Kyber PKE scheme, we can
introduce some optimizations to the scheme, which do not change the overall security
proof, or understanding of the scheme, but rather improve the performance of the scheme,
i.e. the size of the public key and ciphertext, as well as the speed of the encryption and
decryption algorithms.

5.4.1 Public Key Generation

The first step is to generate the public key matrix A from a seed, instead of sampling it
uniformly at random. This is done in the ML-KEM using an extendable output function
(XOF) to generate the matrix A from a seed, which is a fixed-length input, making it
much smaller than the matrix itself and thus reducing the size of the public key.

If the matrix A € RE*¥ is sent directly, it is of size k*-n-log(q) (i.e. (22-256-log(2'?)) =
1536 bytes for ML-KEM-512), while, if we use a seed p and expand it, the size is only s (e.g.
s = 32 bytes). Deriving A from a seed via an XOF is computationally cheap (and typically
faster than obtaining truly uniform bits); its cost is negligible compared with the NTT and
polynomial arithmetic. The practical trade-off is a tiny recomputation cost to regenerate
A versus a large reduction in public-key size.

The algorithm for generating the public key matrix A from a seed p is as follows, with
the difference from the previously shown algorithms (Alg. 3 (Simp-PKE.KeyGen()) and
Alg. 4 (Simp-PKE.Enc(pk, 1) )) in orange:
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Algorithm 6 Simp-PKE.KeyGen() (with public key matrix A generated from a seed)

Input: > Seed for the public key matrix A
Output: Secret key sk = s € R’;
Output:

1: s <sx* C R’; > Sample secret vector s € R(’;’ from the error distribution y

2:

>
3 e«s\*C R’; > Sample a small error vector e € Rf} from the error distribution yx
4: b+ As+e > Compute the public key b= As+ e € Ré

5. sk:=s

6: pk := ( ,b)
7: return (sk, pk)

Algorithm 7 Simp-PKE.Enc(pk, 1) (with public key matrix A generated from a seed)

Input: Public key pk = (p, b)
Input: Message € {0,1}"
Output: Ciphertext ¢ = (u”,v) € R} x R,
L r syt C R’; > Sample a small random vector » € R¥ from the error distribution y

2: e, +sx* C R]; > Sample a small error vector e; € R from the error distribution x

3 e <8 XY €ER, > Sample a small error e; € R, from the error distribution y
4:

5:ul 7T A+el > Compute u” =77 - A+ ef € R}
6: v=71T b+e+ ] p > Compute v =r" -b+e + [4] - p e R,

7. ¢:= (u',v)

8: return c

5.4.2 Secret and Error Sampling

All of the secret and error terms in the PKE scheme are sampled from a Centered Binomial
Distribution (CBD) instead of sampling from the error distribution x directly. This is done
to ensure that the sampled vectors are small, but also to ensure that the sampling is efficient
and easier to implement in practice. The CBD sampling is done using a function CBD,
which is defined as follows:

Definition 5.4.1 (Centered Binomial Distribution: CBD,). Let n be a positive integer.
An element from the Centered Binomial Distribution CBD,, is generated by sampling 2n
independent uniform bits ay, ..., ay, by, ..., b, <${0,1} and outputting:

i a; — i b; mod q
i=1 i=1
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If the output is an element of the ring Ry, we simply repeat the sampling for every coef-
ficient of the polynomial, i.e. n times, and output the polynomial as a vector of coefficients.

Note that the values n for the ML-KEM scheme are chosen such that the sampled vectors
are small enough to ensure that the probability of decription failure is negligible, and are
usually chosen to be either 2 or 3, depending on the security level and the parameters of
the scheme. This results in a vector of coefficients where each coefficient is in the range
[—n,n]. It The value 7 is also separated into two parts, 1; and n,, where n; is the value
used for the key generation and secret sampling (i.e. the secret key s, the error vector e
and the random secret r), and 7, is the value used for the error sampling (i.e. e; and e,
in the encryption algorithm).

Algorithm 8 Simp-PKE.KeyGen() (with small vectors s, e generated by CBD)

Input: Seed p > Seed for the public key matrix A
Output: Secret key sk = s € R’;
Output: Public key pk = (p, b)

3 A+ XOF(p)

> Generate uniformly random matrix A € ”Ré”‘ from the seed p using a XOF

6: b+~ As+te > Compute the public key b= As + e € Rf}

7: sk:=s

8: pk := (pa b)
9: return (sk, pk)
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Algorithm 9 Simp-PKE.Enc(pk, ) (with small vectors s, e generated by CBD)
Input: Public key pk = (p, b)

Input: Message p € {0,1}"

Output: Ciphertext ¢ = (u”,v) € R} x R,

5 >

6: A < XOF(p) > Expand matrix A € RE** from the seed p using a XOF
7. ul 7T A+el > Compute u” =77 - A+ el € R}
8 v 1l -b+ey+ 147 - p > Compute v =7’ - b+ ey + 4] -1 eR,

9: c:= (ul,v)

10: return c

5.4.3 NTT Multiplication

While the implementation of the ring R, brings some performance improvements in terms
of the size of the public key and ciphertext, the multiplication of polynomials in the ring R,
as shown in Sec. 4.2.1, is not very efficient. As discussed on Sec. 4.3.1, the representation
of the product As, where A € R’;Xk and s € R’;, is done by multiplying the matrix
My € Z;”“X”k with the vector V, € Zf;k, where n is the degree of the polynomial, and k is
the rank of the module, which results in a multiplication on the order of O(n?).

To improve the performance of the multiplication of polynomials in the ring R,, we
can use the Number Theoretic Transform (NTT), which is a special case of the FFT
(Fast Fourier Transform) over the field Z7, instead of the complex numbers, and reduce
the multiplication to component-wise products of the transformed coefficients (frequency
domain), which can be done in O(nlogn) time. This is done by exploiting the structure
of the ring R,, and more specifically the choice of the modulus ¢ and the function f(X) =
X" + 1, which is irreducible over Z,, and thus allows us to compute the NTT of the
polynomials in the ring R, efficiently.

Roots of unity and choice of paramenters

Let n be a power of 2 and let ¢ be a prime such that ¢ = 1 mod n, then the multiplicative
group Z, has an element ¢ of order n, which is a primitive n-th root of unity, i.e. (" =
1 mod ¢ and ¢¥ # 1 mod ¢ for 0 < k < n. Note here that ("/? = —1.

Therefore, this permits a binary factorization of the polynomial f(X) = X™ 4+ 1 into
quadratic factors as:
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n/2—1
Xn _|_ 1 — H (X2 _ g?iJrl)’

i=0
where, by applying the Chinese Remainder Theorem, it provides an isomorphism be-

tween the ring R, and the product of the quadratic rings Q; as:

n/2—1

~ [[ zbxyee - ¢,

Example: For clarity, consider the following example, with ¢ = 137 and n = 23 =
where n divides ¢ — 1 = 136 = 8 - 17, and 2n = 16 does not.

The primitive 8-th root of unity is ¢ = 10, which satisfies (* = 1 mod 137 and therefore
¢4 = —1 mod 137.

The polynomial f(X) = X®+ 1 can be factored as:

f(X)=X%+1
= (X" =)
(X = )X+ )
= (X'~ M) (X* - (%) (since ¢8 = (¢*)(¢2) mod 137)
Z(XQ—C)(X2+C)( - O)XT )
(X2 = X = )X = () (X2 = ()

and thus, we have the isomorphism:

Z137[‘)(} ~ ZlS?[X] % Z137[)(] > Zl37[X] > Zl?)?[X]

R, = R~
q X8 +1 X?_C XQ_C?, X2_<5 X2—§7

ML-KEM Parameters: In the ML-KEM scheme, the parameters are chosen such that
n = 2% = 256 and ¢ = 3329, where ¢ — 1 = 3328 = 13- 28, and thus n divides ¢ — 1, but
not 2n. The root of unity is ¢ = 17, which satisfies (**® =1 and ¢'*® = —1 mod 3329.

Definition

This then lets us define the NTT transform as a mapping from the ring R, to the product
of the quadratic rings Q;, which can be computed efficiently using the roots of unity (.

Definition 5.4.2 (NTT Transform: NTT). Let n be a power of 2 and let q be a prime
such that ¢ = 1 mod n. Define Q; = Z,|X|/(X? — (') for odd i in the range 0 < i < n,
where ¢ is a primitive n-th root of unity in Z;. Define Ty = Q1 X Qy X ... X Q1.
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The NTT transform is defined as the function NTT : R, — 7T,, which maps a polynomial
a(X) € R, to the vector:

NTT(a) = a = (a mod (X*> —(),a mod (X*>—(%),...,a mod (X* —("1)).

where, the output is a vector of coefficients in the product of the quadratic rings Ty, i.e.
a€T,.

Remark (vector-space view). Both R, and T, are additively isomorphic to Z; (via the
coefficient embedding and the CRT, respectively). FEquivalently, one can view NTT as a
linear bijection Zy — Zy: a coefficient vector (ag,...,an_1) maps to a vector that can be
partitioned into n/2 pairs, where each pair is the coefficient vector of a mod (X?* — (') in
the corresponding quadratic quotient ring Q;.

Note that in the ML-KEM scheme (| ]), we identify both domain and codomain
with R, via the coefficient embedding and store @ back as a polynomial; with this identi-
fication it is convenient to write NTT : R, — R,.

NTT(CL) =qa= do + CLA1X + e + a,{_lX”_l,
where the resulting polynomial is then used as the canonical representation of the poly-
nomial in the ring R, i.e. a € R, with the vector of coefficients a = (do, dy, . . ., a,—1) € Z7.

The NTT transform is also invertible, and thus we can define the inverse NTT transform
that brings the vector of coefficients back to the polynomial in the ring R,.

NTT (@) =a(X) =ao+a X + ...+ a, X"
NTT Operations

Both addition and multiplication of polynomials in the ring R, can be done efficiently using
the NTT transform, as both operations can be reduced to component-wise operations on
the transformed coefficients. In the normal ring R, addition was already done component-
wise, however, the real benefit comes from the multiplication of the polynomials.

Consider the two polynomials a(X) and b(X) in the ring R,, where a(X) = ag+a; X +
cootap X" and (X)) =by+ 0 X + ...+ b,_1 X", then the multiplication of the two
polynomials can be done as follows:

G(X) . b(X) = (CLO + (ZlX + ...+ CLnlenil) . (bo -+ le + ...+ bnlenil)
=c(x) +r(x) (X" +1),

which, by reducing modulo one of the quadratic factors Q; with X2 — (%, results in the
following:
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a(X) mod Q; - b(X) mod Q; = ¢(X) mod Q; + r(X)(X" +1) mod Q;

~ ~

= a; . b; = C;

Therefore, since this holds for every quadratic factor Q;, we can conclude that:

~

¢=(Go,é1y i) = (dy - by, ds-bs, ... ay1-by1) =D,

where each a; is a degree < 1 polynomial in the quadratic ring Q;, and thus each
multiplication is done as:

Cii . bAZ = (CLL() + ai,lX) . (bi,O + bile)
= a;0bi0 + (@iobi1 + a;1bi0) X + ai,lbi,1X2
= (a;obio + ai,lbi,lci) + (a;0bi1 + ai1big) X,

Example: For clarity, consider the following (toy) example:

Let n =4, ¢ = 13, and thus n divides ¢ — 1 = 12 = 3 -4, but not 2n = 8. The primitive
4-th root of unity is ¢ = 5, since (> = 25 = —1 mod 13 and ¢* = 625 = 1 mod 13.

Therefore, the quadratic factors are

o~ DulX] _ ZulX]  _ ZulX] _ ZulX]
TR X2on) X)) (X2

Let a(X) = 142X + X? and b(X) = 3 + X + X?. Consider the multiplication of the
two polynomials:

¢(X) =a(X) - b(X)
=(1+2X + X% 3+ X + X?)
=3+ X+ X?+6X +2X>+2X" +3X* + X* + X°
=3+7X +5X*+2X° +2(X") + X(X*)
=3+7X +5X*+2X°-2-X (since X* = —1 mod X*+1)
=1+4+6X +5X*+2X°. (5.5)

Now consider how the NT'T multiplication would work. First, we compute the NTT
transform of the two polynomials:
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NTT(a) = ((1+2X + X?) mod Qy, (1 +2X + X?) mod Q,)
=((1+2X+5),(1+2X +8)) (since X?=5mod Q; and X? =8 mod Q)
= (6 +2X,9 + 2X)

NTT(b) = ((3+ X + X*) mod O, (3 + X + X*) mod Q,)
=(B+X+5X),(3+X +8X))

(since X3 =5X mod Q; and X* = 8X mod Q)
— (34 6X,3+9X).

Therefore, multiplying the two transformed polynomials is done as follows, component-
wise in each quadratic ring Q;:

G =dy b= (642X)-(3+6X)
=18+ 36X +6X + 12X°
=18+ 42X + 12X? =5+ 3X +12(5)
=54+3X+38
=3X

Gy =dy by = (94 2X) - (3+9X)
=27+ 6X + 81X + 18X?
=27+ 87X +18X*=1+9X + 18 % (8)
=2+9X

Finally, we can compute the inverse NTT transform to get the resulting polynomial in
the ring R
NTT'(¢) = NTT'((3X,2 + 9X))
= CL(X) + CR(X)X2
_Ccta  c—C
2 2(
3X +(2+9X)  3X —(2+9X)
= +
2 )
=1+6X —(2X?+6X?%) -4
=1+4+6X —8X*—11X?
=1+6X +5X%+2X°

X2

X2

This matches the result from Eq. 5.5, showing how the NTT multiplication works in
practice.

NTT Multiplication in Simp-PKE

Finally, we can now use the NTT multiplication in the Simp-PKE scheme to compute every
product in the ring R, efficiently. Also, since the matrix A is generated from a seed, we
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can compute already sample it in the NTT domain (i.e. A = NTT(A)), saving us the need
to compute the NTT transform every time we want to multiply a vector with the matrix
A. The other vectors, however, are still sampled in the normal domain, since they are
small in the R, ring, and not necessarily in the NT'T domain.

This results in the following algorithms, with the difference from the previously shown
algorithms (Alg. 8 (Simp-PKE.KeyGen() (with small vectors s, e generated by CBD)) and
Alg. 9 (Simp-PXE.Enc(pk, x) (with small vectors s, e generated by CBD))) in orange:

Algorithm 10 Simp-PKE.KeyGen() (with NTT multiplication)
Input: Seed p > Seed for the public key matrix A
Output: Secret key sk = s € R';
Output: Public key pk = (p, b)
1: fori=0to k—1do
2: s; <5 CBD,, > Sample secret vector s € Rfj from CBD,,

>

4: fori=0to k—1do

5: e; <5 CBD,, > Sample a small error vector e € Rfl from CBD,,
8: > Compute the public key b= As + e € Rf; in the

9: sk :=

10: pk := (p, b)

11: return (sk, pk)
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Algorithm 11 Simp-PKE.Enc(pk, ) (with NTT multiplication)

Input: Public key pk = (p, b)
Input: Message p € {0,1}"
Output: Ciphertext ¢ = (u”,v) € RE x R,

1: fortr=0tok—1do

2 r; <% CBD,, > Sample a small random vector r € Rfj from CBD,,

3: fori=0tok—1do

4 e; +$CBD,, > Sample a small error vector e; € R’q‘ from CBD,,

5: ey +$ CBD,, > Sample a small error e; € R, from CBD,,

6: > Expand matrix A€ R(’;’X"‘ from the seed p using a XOF in the NTT
domain

7

8: > Compute u” =77 - A +el € Rf‘]

9: > Compute v =r" -b+ey+ [4] - pneR,

10: ¢ := (ul,v)

11: return c

Algorithm 12 Simp-PKE.Dec (sk,¢) (with NTT multiplication)

Input: Secret key sk = s € R’;
Input: Ciphertext ¢ = (ul,v) € R’; X Ry
Output: Message p € {0,1}"
1 (ulv) +c
2:
3:
4: p < Round(w)
> Round each coefficient of w to either 0 or [], recovering the message
p e {0,1}"
5. return p

5.4.4 Compression

Another important optimization in the ML-KEM scheme is the compression of the cipher-
text, which, besides bringing the ciphertext size down, adds extra error to the scheme,
which has to be accounted for in the security analysis and decryption failure probability.
The compression and decompression algorithms simply rescales the interval into a smaller
or larger range, respectively, considering the number of bits needed in each stage, which
are used as the values d, and d,, (for the ciphertext u and v, respectively) in the scheme.
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od
Compress,(z) = L—
q

Decompress,(z) = L% . xw mod ¢,

x-‘ mod 2%,

That is, the compression algorithm rescales the value x from the range [0,q) to the
range [0,2%), and then rounds to the nearest integer, while the decompression algorithm

rescales the value = from the range [0, 2) to the range [0, ¢), and then rounds to the nearest
integer.

This also allows us to use the same compression algorithm in the rounding of the mes-
sage i in the decryption algorithm (Round algorithm), which is done by simply compressing
the value w to 1 bit in order to recover the message p.

The compression and decompression algorithms introduce some error. Consider the
following encryption and decryption steps:

Encryption: ¢, = Compressdu(uT)
c; = Compress, (v)

Decryption: u' = Decompress, (c;)
v’ = Decompress, (c)
w=v—-u-s

p = Compress, (w)

We can represent the error introduced by the compression and decompression algo-
rithms as follows:

L N _ ,,T /
u’ = Decompress, (Compress, (u')) =u" +e

v = Decompress, (Compress, (v)) = v +¢€”,

and thus, the decryption results in:

w=v —u-s

=(w+e)—(u" +e7) s

=v—ul - s+ —€e’ s

=(rlete—es+("—e"-5) 0] p

~\~
€

where now, the error term, e, is the one that needs to be less than ¢/4 in order to not
have a decryption failure.
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5.5 Full Scheme: K-PKE

Finally, this brings us to the final algorithms for the K-PKE scheme, which now include
the compression and decompression algorithms in the encryption and decryption steps,
respectively. Here we also add a hash function G to the key generation algorithm, which
is used to generate the seed p for the public key matrix A, and the noise key o which is
used in the PRFs. !

Algorithm 13 K-PKE.KeyGen ()

Output: Secret key sk = s € R’;

Output: Public key pk = (p,b) € B* x RE
1: ¢ «+$ B* > Master seed
2: (p,0)  G(() > Derive public-key seed p and noise key o

3 fori=0tok—1do
4: s; < CBD,, (PRF(o, "s", 1))
> Generate secret vector s € Rfl from deterministic CBD,, via PRF

5: A« XOF(p)
> Generate uniformly random matrix A€ RS’X/" from the seed p using a XOF in
the NTT domain
6: fori=0tok—1do
7: e; < CBD,, (PRF(o, "e",1))

> Sample a small error vector e € Ré from deterministic CBD,,, via PRF

8 &<+ NTT(s)

9: € NTT(e)

10 b A-5+¢é > Compute the public key b= As + e € Rf} in the NTT domain
11: sk:= § .

12: pk := (p, b)

13: return (sk, pk)

Note that there still are some differences from the ones in the original paper, which are mainly due to
implementation details, such as encoding the values before sending them over the wire, and random coins
used in the PRFs and XOFs, which are not shown here.
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Algorithm 14 K-PKE.Enc (pk, i)

~

Input: Public key pk = (p, b)
Input: Message € {0,1}"
Output: Ciphertext ¢ = (u’,v) € R’; X R,

1: 0 +s$ B* > PRF key for deterministic coins
2: fort=0to k—1do
3: r; < CBD,, (PRF(o, "r",1)) > Sample a small random vector r € R} from

deterministic CBD,,, via PRF

4: fort=0to k—1do

5: e; < CBD,,(PRF(c, "el”, 1)) > Sample a small error vector e; € RY from
deterministic CBD,,, via PRF

6: ez < CBD,,(PRF(o, “€2”,0)) > Sample a small error e, € R, from deterministic

CBD,,, via PRF

7: A — XOF(p) > Expand matrix A € Ri*¥ from the seed p using a XOF in the
NTT domain

8 < NTT(r)

9. ul « NTT}(#T-A)+ el > Compute u” =77 - A+ef € R}
100 v NTT T - b) +eo+ (1] p > Compute v =r" - b+ey+ [4]-peR,
11: ¢, < Compress, (u) > Compress the ciphertext u to d, bits
12: ¢, < Compress,; (v) > Compress the ciphertext v to d, bits
13: c:=(cl, )

14: return c

Algorithm 15 K-PKE.Dec (sk, ¢)

Input: Secret key sk = s € R’;

Input: Ciphertext ¢ = (u”,v) € RF x R,
Output: Message p € {0,1}"

(el ey) ¢
u Decompressdu(cl) > Decompress the ciphertext w from d, bits to Rf‘;
v’ < Decompress, (cz) > Decompress the ciphertext v from d, bits to R,

AT
u <+ NTT(uT)
1,57 4
w4 v —NTT ' (u - 3)
< Compress, (w)
> Compress each coefficient of w to either 0 or 1, recovering the message

pe {01}
7: return p
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5.6 Security of K-PKE (Revisited)

After the introduction of the several optimizations, the security of the K-PKE scheme is
still based on the hardness of the MLWE problem, however, it is now also based on the
security of the symmetric primitives used in the scheme, such as the PRF. Consider the
following Lemma, from (| |, Theorem 1).

Lemma 5.6.1 (K-PKE IND-CPA Security). Suppose XOF is a random oracle. For any
adversary A, there exists adversaries B and C, with roughly the same running time of A,
such that if A can break the IND-CPA security of the K-PKE scheme with non-negligible
probability, then

AdVZhia(A) < 28V, (B) + AdvERe(C)

Proof. The proof of this Lemma follows the same structure as the proof of Lemma 5.3.1,
and the first part of the reduction, which is the reduction from the IND-CPA security of the
K-PKE scheme to the hardness of the MLWE problem, will not be included here. However,
additionally, we now have to consider the security of the symmetric primitives used in the
scheme, such as the PRF, which is used to generate the random coins for the sampling of
the values in the scheme, such as s, e, r, ey, e,.

Even though each sampling is represented directly as a call to their respective CBD,,
function (z < CBD,)), in reality, this call is done to a deterministic function that includes
a random coin and the PRF, which is then used to sample the values from the CBD
distribution deterministically (z <— CBD,(PRF(¢))), that is, the PRF is used as a keyed
randomness for the CBD. This means that we can create a game hop before the ones in
the proof of Lemma 5.3.1, where we replace the PRF with a random oracle, and thus, we
can reduce the security of the K-PKE scheme to the security of the PRF. Suppose that this
hop is done from Game 0 and Game 1, replacing the PRF with a random oracle, then we
can define the advantage of an adversary C as follows:

In both K-PKE.KeyGen and K-PKE.Enc, all noise draws are implemented as

z  CBD,(PRF(0, tag))

with domain-separation tags (s, e, r, el, €2) and a secret key 0. We introduce Game 1
by replacing PRF(c,tag) with a uniform random function (URF) of the same interface
(equivalently, replacing the coin bytes by uniform strings of the same lengths before apply-
ing the deterministic CBD,, map). Let py, p; be the adversary’s win probabilities in Game 0
(PRF) and Game 1 (URF), then

AdvEE-(C) = [Pr[t' = b | Randomness is PRF] — Pr[b’ = b | Randomness is RO]|
= |po —ml,
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where py is the probability that the adversary C wins in the game Game 0, and p; is
the probability that the adversary C wins in the game Game 1.

Next, we can use the steps from the proof of Lemma 5.3.1 to create the game hops for
Game 2, where the public key is replaced with a random matrix, and Game 3, where the
ciphertext is replaced with a random vector, and thus, we can define the advantage of the
K-PKE scheme as follows:

ind—cpa 1
AdVK—iKEp (A) = |p0 - §|

1 : .
< [po — pi| + |1 — pa| + P2 — §| (Triangle Inequality)
< [po — il + Ipr — p2| + |p2 — ps| (Game3 is completely random)
< AdVBR(C) + Advie (B) + Advity, o« (B) (from Lemma 5.3.1)
< 2AdViY, o (B) + AdvEr: (C) (from Lemma 5.3.2)
O

5.7 IND-CCA on K-PKE?

Over the last few sections, we have seen how the K-PKE scheme is constructed, and how
it is secure under the IND-CPA security model, which is based on the hardness of the
MLWE problem and the security of the PRF used in the scheme. However, we have not
yet discussed whether the K-PKE scheme is IND-CCA secure (Def. 2.4.2), that is, whether
it is secure against chosen ciphertext attacks. In fact, the K-PKE scheme is not IND-CCA
secure, and an adversary can leverage the access to the decryption oracle to break the
security of the scheme. The main reason for this is that the ciphertext ¢ is malleable,
that is, the adversary can modify the ciphertext ¢ to create a new ciphertext ¢ # ¢ that
decrypts to a valid message p/. Since the decryption algorithm rounds the value w to
recover the message, the adversary can modify the ciphertext ¢ just enough so that the
message 1’ returned is equal to the original message p, breaking the IND-CCA security of
the scheme.

For example, consider the following attack, where the adversary has access to the
decryption oracle K-PKE.Dec(sk, -):

1. The adversary receives the public key pk and the ciphertext ¢ = (u”,v).

2. The adversary modifies the ciphertext to ¢ = (u”,v + ¢”), where €’ is a small value
that does not change the value of w significantly.

3. The adversary queries the decryption oracle with K-PKE.Dec(sk, ¢).

4. The oracle computes

'S:Lg-l'ﬂ'f‘ €+6//

w/:U—I—GN—’U,T

small (<q/4)

122



where e is the error term from the original ciphertext ¢. Since €” is small, the value
w’ will most likely still be close to |1] - p, and thus, the rounding operation will
return the message y' = p.

5. The adversary receives the message y’ from the oracle, which is equal to the original
message [i.

6. The adversary returns the bit from g, such that p’ = py, thus breaking the IND-CCA
security of the scheme.

Therefore, the K-PKE scheme is not IND-CCA secure and cannot be used directly in
a key encapsulation mechanism (KEM) that requires IND-CCA security. However, we
can use the K-PKE scheme as a building block for a KEM by applying the FO transform
(Sec. 5.8), which will allow us to achieve the desired IND-CCA security.

5.8 FO Transform

The FO-transform (Fujisaki-Okamoto transform, | ]) is a well-known, generic method
to transform an IND-CPA secure public key encryption scheme into an IND-CCA secure
key encapsulation mechanism (KEM, Sec. 2.4.4, Def. 2.4.3). The way it achieves this is
by making the decryption oracle only return the useful information (i.e the decryption
message) if the ciphertext is valid, and the adversary already knows the message that
generated it. That is, the FO-transform ensures that the decryption oracle provides no
useful information to the adversary, preventing it from using it to break the security of the
scheme.

Consider the following Simplified KEM (Simp-KEM) algorithms that use the K-PKE
scheme as a building block through the FO-transform to create an IND-CCA secure KEM:

Algorithm 16 Simp-KEM.KeyGen()

Output: Secret key sk = § € R’;
Output: Public key pk = (p,b) € B®? x R
1. (pk,sk) <— K-PKE.KeyGen ()
> Generate the public and secret keys using the K-PKE.KeyGen () algorithm
2: return (sk, pk)
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Algorithm 17 Simp-KEM.Encaps (pk)

~

Input: Public key pk = (p, b)
Output: Ciphertext ¢ = (u’,v) € Rf x R,
Output: Shared key K € B3

1:
2:

3:

4:

w3 {0,1}" > Sample a random message p € {0,1}"
(K, o) « H(u, pk) > Generate a shared key K and a random coin o for the
generation of the secrets in the K-PKE.Enc using a hash function H

¢ < K-PKE.Enc(pk, u;0) > Encrypt the message p with the public key pk using the
K-PKE.Enc algorithm, with the random coin ¢.2
return (K, c)

Algorithm 18 Simp-KEM.Decaps (sk, ¢, pk)

Input: Secret key sk = s € R'g
Input: Ciphertext ¢ = (u”,v) € RE xR,

~

Input: Public key pk = (p, b)
Output: Shared key K € B3

1:
2:

p' < K-PKE.Dec(sk, ¢) > Decrypt the ciphertext ¢ using the secret key sk
(K',0") <= H (1, pk)
> Generate a shared key K’ and a random coin ¢’ from the decrypted message p’

: ¢ < K-PKE.Enc(pk, i/'; 0’)

> Re-encrypt the message y/ with the obtained random coin ¢’ to obtain a new
ciphertext ¢

4: if ¢ # ¢ then

K' < 1 v If the re-encrypted ciphertext ¢’ is not equal to the original ciphertext
c, then the decryption failed, and we return an invalid key K’ = 1 3

: return K’

Note that the FO-transform mainly consists of derandomizing the ciphertext generation,

or making it “re-generable”. This is introduced in the Simp-KEM.Encaps by generating the
random coin o from the message 1 and the public key pk (H(u, pk), Line. 2), which allows
us to “lock” the ciphertext to both message and public key. Also, since the random coin
o is generated deterministically from the message ;1 and the public key pk, the adversary
cannot tweak the ciphertext (i.e. by adding some small error values to u or v), while still
having it decrypt to the same message i, as the random coin ¢ will not match the one
used to generate the ciphertext c.

2Note that the K-PKE.Enc algorithm is augmented with the random coin ¢ as an additional parameter,

which is used to generate the random values in the scheme, as discussed in Sec. 5.6.

3This is the key point of the FO-transform, where we ensure that the decryption oracle only returns a

valid key if the ciphertext is valid and the message is the same as the one used to generate it.
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Then, in the Simp-KEM.Decaps, we re-encrypt the message p/ with the random coin
o’ generated from the decrypted message p/ and the public key pk, and check if the re-
encrypted ciphertext ¢’ is equal to the original ciphertext ¢. If they are not equal, then
we return an invalid key K’ = 1, which ensures that the adversary will only be able to
obtain a valid key from the decapsulation oracle if the ciphertext was properly generated
to begin with, and thus, the adversary already knows the message that generated it (as
well as the shared key (K, o) <= H(u, pk)). This makes it so that the Decapsulation oracle
does not leak any useful information to the adversary, making it essentially useless for the
adversary to query it.

5.8.1 Security of Simp-KEM

Reduction in the ROM The security of the Simp-KEM scheme follows from the security
of the K-PKE scheme, which we give a proof sketch based on the ones shown in | ].
The following Lemma is taken from ([ |, Theorem 2), which uses both the Lemma of
security of the K-PKE scheme (Lemma 5.6.1) and the (generic) security of the FO-transform
shown in (| ], Thm 3.6).

Lemma 5.8.1 (Simp-KEM IND-CCA Security). Suppose XOF, H are random oracles. For
any adversary A, there exists adversaries B and C, with roughly the same running time of
A, and that makes at most qro queries to the random oracles, such that

AdVCSC'iE:np—KEM(A) < 2Adv;cn4l»vfk,q,x(8) + AdVBerF(C) + 49 - dRO;
where 0 is the decryption failure probability of the K—PKE scheme.

Proof. Consider the following advantage of an adversary A against the IND-CCA security
of the Simp-KEM scheme obtained by generic result of the FO-transform from (| ],
Thm 3.6).

cca ind—cpa 4RO
AdVSimp—KEM<A> < AdVK-cliDKEp (B) + W +0(2qro + ap),
where ¢p is the number of decapsulation queries made by the adversary A, and | M| is
the size of the message space (i.e. the number of possible messages p € {0,1}").

First we observe that the queries to the decapsulation oracle always call the random
oracle H to generate the random coin ¢/, which gives us ¢p < qro. Also, if we consider the
size of the message space to be |[M| = 2", with n = 256, then the term % is negligible,

with ﬁ < 4, leaving us with the following inequality:

AQVE o A) < AdvESe™ (B) + m—j +6(2qro0 + D)

< AdVIS (B) + !(]/1\24_0\ +36 - qro

< Adviss™ (B) + 46 - gro

125



Next, we can use the result of Lemma 5.6.1 to bound the IND-CPA advantage of the
K-PKE scheme as follows, inserting it into the previous inequality and giving us the desired
result:

Advgss, xen(A) < 2AdVE . (B) + AdvERe(C) + 46 - qro

[l
Reduction in the QROM  Similarly, also using the results from (] ], Thm 4.6), we
can derive the following Lemma ( | ], Theorem 3), which shows that the Simp-KEM

scheme is IND-CCA secure in the QROM, that is, when the adversaries are also given
quantum access to the random oracles.

Lemma 5.8.2 (Simp-KEM IND-CCA Security in the QROM). Suppose XOF, H are quan-
tum random oracles. For any adversary A, there exists adversaries B and C, with roughly
the same running time of A, and that makes at most qoro queries to the quantum random
oracles, such that

AV, el A) < Ao -/ ADVES o (B) + AdVERE(C) + 86 - go,
where 0 is the decryption failure probability of the K—PKE scheme.

Proof. The proof of this Lemma follows the same structure as the proof of Lemma 5.8.1,
using the results from (| |, Thm 4.6) along with the results from Lemma 5.6.1.
Consider the following advantage of an adversary A against the IND-CCA security of
the Simp-KEM scheme obtained by generic result of the FO-transform in the QROM from
{l ], Thm 4.6).

Advgci?np—KEM(A) < (2¢ + a0+ 2qp) - AdVIif—%Egpa(B) + 9,

where gy, g3, is the number of queries made to the quantum random oracles |H’) and
|H), respectively, and ¢p is the number of decapsulation queries made by the adversary .A.

Let us denote the number of queries to the quantum random oracles as goro = ¢ +qx,
and note that the queries to the decapsulation oracle call at most one of the quantum
random oracles, thus ¢p < ¢z + g4 = qro- Also, in ([ |, Lemma 4.3), it is shown
that the decryption failure probability ¢ can be bounded by 89 - ¢%,, and thus, we can
rewrite the advantage of the adversary A as follows:

Advgsn, xen(A) < ar + o + 2ap) - \/ Advi e (B) + 6
< (2qro + 2qr0) - \/ Advg s (B) + 6

< 4qro - \/ Advess?(B) + 86 - ko (from | ], Lemma 4.3)
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Finally, we use the result of Lemma 5.6.1 to bound the IND-CPA advantage of the
K-PKE scheme, inserting it into the previous inequality and giving us the desired result.

]

5.9 ML-KEM

Finally, we can use the Simp-KEM (Sec. 5.8) scheme as a building block for the ML-KEM
scheme, which is the final key encapsulation mechanism (KEM) used in the NIST PQC
standard. It is based on the Simp-KEM scheme, but it adds some additional features to
make it more efficient and secure, that is, it is the KEM generated from a slightly modified
version of the FO-transform applied to the K-PKE scheme. The main differences from the
Simp-KEM scheme are the following:

1. (Pre-)hashing the public key to before hashing it to generate the random coin o in
the Simp-KEM.Encaps (pk) algorithm;

(K, 0) < H(u, pk) (Alg. Simp-KEM.Encaps(pk), Line 2)
= (K,0) < H(p, )

e This allows the scheme to be more efficient to store the hashed pk (H2(pk)) in
order to reuse it in the Encaps and Decaps algorithms, making the subsequent
hashing operations faster.

2. Hiding valid or invalid decapsulation responses by returning pseudo-random values
in case of decapsulation failure, instead of returning an invalid key L. This is done
by sampling and storing a random value z <s B3? along with the secret key sk in
the key generation algorithm, and then using it to hide the decapsulation response
in case of decapsulation failure in the decapsulation algorithm:

If ¢ # ¢, then return K = 1| (Alg. Simp-KEM.Decaps(sk, ¢, pk), Line 4)
— If ¢’ # ¢, then return K = ,

where H3 is another hash function used to hash the random value z and the ciphertext
c.

e Note that the shared key K returned is now a hash of the random value z and
the ciphertext ¢, which makes it change every time the decapsulation oracle is
queried for different ciphertexts, but staying the same for repeated queries with
the same ciphertext.

e This makes the decapsulation oracle behave the same as when the ciphertext is
valid.
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Now, we can define the ML-KEM scheme, following the presentation from [MILI24].
Note that the presentation here is slightly different from the one in the original specifica-
tion, as it is simplified to focus on the main algorithms and their logic, while still being
equivalent to the one presented in the specification. Mainly, the original specification in-
troduces an internal algorithm for each of the steps, such as ML-KEM.KeyGen_internal,
ML-KEM.Encaps_internal and ML-KEM.Decaps_internal, which have the main logic, and
are called from the main algorithms, that are responsible for input checks and rejection,
output formatting, and sampling of some random values. Let H,G, J be hash functions
used in the scheme, we can define the ML-KEM algorithms as follows:

Algorithm 19 ML-KEM.KeyGen ()

Output: Secret key sk = (skpke, pk, #(pk), 2) € RE x B x RE x B* x B%

Output: Public key pk = (p, b) € B* x RE
1: d < B* > Sample a random value d € B3
2: z <8 B* > Sample a random value z € B3

3: (pkpgg; Skexe) <— K-PKE.KeyGen(d) > Key Generation of the K-PKE scheme, with the
randomness generated from the random value d

4: pk < pkpgg > pk is the public key of the K-PKE scheme

5: sk < (skpke, pk, H(pk),z) > sk includes pk, hashed public key H(pk), and the random
value z

6: return (sk, pk)

Algorithm 20 ML-KEM.Encaps (pk)

~

Input: Public key pk = (p, b)
Output: Ciphertext ¢ = (u”,v) € Rf x R,
Output: Shared key K € B3
1o <+s{0,1}" > Sample a random message p € {0,1}"
2: (K,0) <« G(u, H(pk)) > Derive a shared key K and a random coin o for the
generation of the secrets in the K-PKE.Enc using a hash function G

3: ¢ < K-PKE.Enc(pk, u,0) > Encrypt the message p with the public key pk using the
K-PKE.Enc algorithm, with the random coin ¢.4
4: return (K, c)

4Note that the K-PKE.Enc algorithm is augmented with the random coin ¢ as an additional parameter,
which is used to generate the random values in the scheme, as discussed in Sec. 5.6.
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Algorithm 21 ML-KEM.Decaps (sk, ¢)
Input: Secret key sk = (skpke, pk, H(pk), 2)
Input: Ciphertext ¢ = (u”,v) € RE X R,
Output: Shared key K € B*
1: (skpke, pk, H(pk), z) < sk > Extract the secret key components from sk

2: p/ < K-PKE.Dec(skpkg, c) > Decrypt the ciphertext ¢ using the K-PKE secret key skpyg
3 (K',0')  H(L', pk)
> Generate a shared key K’ and a random coin ¢’ from the decrypted message p’
4: ¢ < K-PKE.Enc(pk, p/'; ")
> Re-encrypt the message y/ with the obtained random coin ¢’ to obtain a new
ciphertext ¢’

5. if ¢ # ¢ then
: K+ J(z¢) > If the re-encrypted ciphertext ¢’ is not equal to the
original ciphertext ¢, then the decryption failed and we return a (pseudo-)random key
(implicit rejection).

7: return K’

5.9.1 Security of ML-KEM

The security of the ML-KEM scheme follows from the security of the Simp-KEM scheme,
presented in Sec. 5.8, Lemma 5.8.1 and Lemma 5.8.2, which in turn follows from the
security of the K-PKE scheme, presented in Sec. 5.6, Lemma 5.6.1. The optimizations and
tweaks made to the ML-KEM scheme do not affect the security of the scheme, as they are
only related to the efficiency and usability of the scheme, and do not change the underlying
security assumptions. The resulting theorems for the security of the ML-KEM scheme are as
follows:

Theorem 5.9.1 (ML-KEM IND-CCA Security). Suppose XOF, G, H are random oracles. For
any adversary A, there exists adversaries B and C, with roughly the same running time of
A, and that makes at most qro queries to the random oracles, such that

AV i A) < 2AdVis 1 (B) + Advige (C) + 40 - gro,
where 0 is the decryption failure probability of the K—PKE scheme.

Proof. The proof follows directly from Lemma 5.8.1, since the ML-KEM scheme is based on
the Simp-KEM scheme, and the optimizations made to the ML-KEM scheme do not affect the
security of the scheme. O]

Theorem 5.9.2 (ML-KEM IND-CCA Security in the QROM). Suppose XOF, G, H are quan-
tum random oracles. For any adversary A, there exists adversaries B and C, with roughly
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the same running time of A, and that makes at most qoro queries to the quantum random
oracles, such that

AV A) < daro - \JADVERS, L (B) + AdvERe(C) +80 - ¢,

where 0 is the decryption failure probability of the K—PKE scheme.

Proof. The proof follows directly from Lemma 5.8.2, since the ML-KEM scheme is based on
the Simp-KEM scheme, and the optimizations made to the ML-KEM scheme do not affect the
security of the scheme. m

5.10 Parameter Sets

Following the presentation from the NIST PQC standard, for clarity and completeness, we
describe here the parameter sets for the ML-KEM scheme, which have been chosen to provide
a good balance between security and performance, while providing the required security
levels based on the categories defined in the NIST PQC standard. The parameter sets
assigns the values for the parameters k,ny,n,d,, and ,d,, which depend on the security
level, as well as the two constants n = 256 and ¢ = 3329, fixing the ring R,, = Z,[X]/(X*°+
1) for all the parameter sets. The parameters are k for the rank of the module, n; and 7,
for the parameter used in the sampling of the small vectors (i.e. CBD,,), d, and d, for
the number of bits for the compression of the vectors w and v, respectively, and o for the
decryption failure probability of the K-PKE scheme. The parameters are summarized in
Table 5.1.

Level | Algorithm n q | k|{m|m|d|d ) Security Strength (bits)
1 ML-KEM-512 || 256 {3329 | 2| 3 | 2 |10 | 4 | 271 128
3 ML-KEM-768 || 256 [ 3329 | 3|2 | 2 | 10| 4 | 26 192
5 ML-KEM-1024 || 256 | 3329 |4 | 2 | 2 |11 | 5 | 27'™ 256

Table 5.1: Parameter sets for the ML-KEM scheme, based on the NIST PQC standard [ .

5.11 Conclusion

In this chapter, we have revisited the security of the K-PKE scheme, which is the public key
encryption scheme used in the ML-KEM key encapsulation mechanism (KEM) from the NIST
PQC standard, as well as shown the necessary steps, design decisions and optimizations
to transform it into an IND-CCA secure KEM using the (slightly modified) FO-transform.
We have also presented the ML-KEM scheme, concluded with the security proofs for the
scheme, as well as game reduction arguments, along with proofs for the security of the
K-PKE scheme, which ultimately shows how the security is based on the hardness of the
MLWE problem.
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Chapter 6

SVP solvers

6.1 Kannan’s Enumeration SVP algorithm

This is a review of the paper on Kannan’s SVP algorithm | |, which presents a deter-
ministic procedure (shown in the procedure ENUMERATE) for exact SVP solvers that enu-
merates all lattice points within a smaller region. This procedure is discussed in Sec. 6.1.2.
The main result is an algorithm that has time complexity of 20™1e™) or n®™ ag it is
shown in Theorem 6.1.3.

6.1.1 SVP Algorithm

The complete algorithm computes a HKZ-reduced! basis and then uses the ENUMERATE
subroutine, with its time depending on the quality of the basis. The idea of the algorithm
is to pre-compute a basis with better quality (LLL then HKZ) before calling the ENUMERATE
subroutine. The algorithm is shown in Algorithm SHORTEST.

In several instances throughout the SHORTEST algorithm and its subroutines, there is a
step that lifts vectors from a lower-dimensional lattice, orthogonal to the first vector, to
the original lattice. This step is explained in the Proposition 6.1.1.

Proposition 6.1.1. Let £, be a lattice formed by the basis B = (by,...,b,), b be the
projection of b; orthogonal to by. Let Ly be the lattice with basis By = (b,,..., b)), or

thogonal to by, and Bs = (by,...,b,) be the basis returned by running SHORTEST(L,).

Finally, let a; be the vector in Ly such that a;’s projection perpendicular to by, is b; and

(a;, by) € (—a’lé—b”, a’lé—b” . The vector a; € Ly is unique and can be found by adding

rational multiples of by to b;.

Proof. First, since b} is the projection of b; orthogonal to b;, we can write b; = b+ égiﬁi b;.
Let v be an element in £, returned after the call to SHORTEST(L,). Thus, we can write

v in terms of Bs: v =Y, a;b;. However, since B,y and Bj form the same lattice, we can

also write it in terms of By: v =), ;b;. In order to lift v to L;:

1See Sec. 2.3.6
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v=3 4= (bi - EZ ’;Z bl)

szza b1>
- KA ’L - —b
ZB by, b))

(Bibi , by)
—v—l—z bl’bll Zﬁlb €L

Thus, to find the unique element a; in £, we need to add to b; a rational multiple of
b, that can be obtained from the components of the projections of b, into b. O
6.1.2 Enumeration Procedure

The algorithm uses a procedure to enumerate short lattice points that finds all lattice
points in a ball of some radius R, centered at the origin. In the SVP algorithm, it is used
to find all lattice points which have euclidean norm at most ||b;||.

Proposition 6.1.2. Consider a Lattice L(by, ..., by,,) such that its basis satisfies:
1. By is SVP-reduced fori=2,...,m;

and let y =" a;b; be the shortest vector of L. Suppose Biy1, ..., Bm are fized integers.

Then there is an easily computed integer 3Y such that for all integers ay, ..., a; 1 and [5;
satisfying:
Zajb + Bib; + Z Bib; < ||bu]|
J=i+1

then we must have

™ ]
2 e[ it )]

Proof. For any vector v, let © be the component of v along b;(i) (i.e. © = %bi(z))

Let w = Z ' a;b+Bib; +> i 11 Bjbj. Therefore, we have that w = 8;b;(i)+_7, | B;b;,
with §;,7 =i+1,...,m fixed. Since the last sum is fixed, we can write w = £;b; (i) +tb;(7),
where ¢ is a scalar Thus w = (B; + t)b;(i), and since we want to find ||w]| < ||by]|, then
|lw|| < [|b1]]. {(B:i +t)bi(z) | B; € Z} are colinear points with distance ||b;(i)|| between
adjacent points. Therefore:

b, ]|
1B; + 1] < :
16 (2)
b4 b4 ]|
= — — 1 <G < — —t
[16:(3) | 16:(7) |
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Algorithm 22 SHORTEST

Input: An integer lattice basis B = (by,...,b,)
Output: An HKZ-reduced basis of the same lattice.

10:

11:

12:
13:
14:

15:

16:

and (a;, b)) € (_M M]

> Size-Reduced (|p;,;| <1/2for 1 <i < j <n.) and By is SVP-reduced for
1=1,...,n.

. if n =1 then, return (by).
: LLL-reduce the basis B. > Size-reduced and 2|[b7||* < ||pie1,:07 + 07 [|* for 1 <i<n

: Compute the projections (b});>2 of the b;’s orthogonal to b;.
. (by, ..., by,) < SHORTEST(b),...,b.)

> HKZ-reduce the (n — 1)-dimensional lattice generated by (b5, ..., b))
(Recursively call the same procedure on lower dimensional lattice).

. for i =2 tondo

Find the unique element a; in £ such that a;’s projection perpendicular to b, is b;

2 2
b,; — a;. _
> Extend the obtained (b;);>» into vectors of £ by adding to them rational multiples

of by, in such a way that we have |u; 1| < 1/2 for any i > 2. Refer to Proposition 6.1.1

i ||by| < \/7§||b1|| then, swap b; and b, and go to step 3.

> We want b; to be shorter or not much longer than b,

. if [|bj(7)]| = ||b1]| for some j then

Jo <— minimum such j
else
jg —n+1.

Call ENUMERATE(bq,bs,...,bj,—1) to obtain vy = a shortest nonzero vector in
E(bl, ey bjo—l)'

> Call the Enumeration Subroutine to find all lattice vectors of length at most
||by]|. This is done on a sub-basis to make enumeration faster
{b1,... by} + SELECT BASIS(n, vy, b1,...,bn).
Compute the projections (b);>o of the b;’s orthogonally to b.
(by,...,b,) + SHORTEST(b),...,b)

> HKZ-reduce the (n — 1)-dimensional lattice generated by (b}, ..., b))

(Recursively call the same procedure on lower dimensional lattice).
for 1 =2 ton do

Find the unique element a; in £ such that a;’s projection perpendicular to by is b;

and (a;, by) € (——<bléb1>, —<b1§b1>].
> Extend the obtained (b;);>» into vectors of £ by adding to them rational multiples
of by, in such a way that we have |p; ;| < 1/2 for any ¢ > 2. Refer to Proposition 6.1.1

Return (by, as,...,ay,).
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0o_ _ bl .
Let B = Moo t, then:

B4
1b: (2)]]

Thus, the proposition holds. O]

B < Bi < B +2

In words, if we fix the values of the last components of the vector, we can find the
range of values for the i-th component that will make the vector have squared norm less
than ||by||. In the enumeration procedure, this is used recursively by starting from the
last component, and finding all values for the next to last component that satisfy the
proposition, and so on. It is a depth-first search of all possible coefficients of the vector.

For example, the first call to the procedure will be by finding «,, in the range

__ bl b4
1B ()| (1B ()| |

Then, for each value of «,,,, we will find all values of «,,_; that satisfy the proposition, and
SO on.

The procedure is shown in Algorithms 23 and 24.

Algorithm 23 ENUMERATE
Input: An integer basis B = (by,...,b,,). The basis satisfies:

1. By is SVP-reduced for © = 2,...,m;

2. |[ba]| < 2/V/3]bal;

3. ||ba — b2(2)|| < [|b1/2||. (by is not much longer than by and the projection of by
into by is short (pg; < 1/2))

Output: The shortest vector of L(B).
1: if m = 1 then return b,

. _ bl [[b4 ]
2: for each o, € Tom ()] Hbm(m)ll] do

T + TU LIST(m-1)
> Call LIST(m-1): LIST(m-1) returns a list of candidates (s, ..., a,,) as per
PROPOSITION 6.1.2
3: return Shortest nonzero vector in the set { > 7, a;b; : (au,..., ) € T}

Corollary 6.1.1. The list returned by the LIST subroutine contains the shortest vector of
the lattice.

Proof. The LIST subroutine returns all possible integer combinations of the basis vectors

that satisfy the proposition 6.1.2. Since the shortest vector of the lattice is the one that
satisfies the proposition, it must be in the list. O
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Algorithm 24 LIST

Input: An integer basis B = (by,...,b,,). > When this procedure is called, the integers
ki1, Qhyo, - - -, Qyy are fixed
Output: A list of candidates (ay, ..., )
Lif k=0then T+ TU{(as,...,am)}
2: Compute ) as per PROPOSITION 6.1.2

3: for each integer oy, € [62,52 4+ oMbl ] do

Tor (k)]
T « TU LIST(k-1) > Call LIST(k-1)

4: return T

Proposition 6.1.3. The ENUMERATE procedure returns a shortest monzero vector in the
lattice E(bl, bg, ey bn)

Proof. By Corollary 6.1.1, we have that the list of candidates the LIST subroutine returns
contains the shortest vector of the lattice, thus, the shortest vector in this list returned by
ENUMERATE is the shortest vector in the lattice. O]

Lemma 6.1.1. Given an integer basis B = (by,...,b,,) of a lattice that satisfies:
1. By is SVP-reduced fori=2,...,m;
2. ||bu]| < 2/v/3|ball;
3. [lb2 = b2 (2)]| < [|b1/2]].

The ENUMERATE procedure tries out at most 2™ -]} ( 1o | ) sets of values, which in turn

=2\ [|b: (0]
is at most (2(m —1))"=

Proof. From Proposition 6.1.2, for each «;,7 = 1,..., m, there are 2 (H” (””> candidates,

and therefore, in total, there are at most 2™ - [[\", (”1\5\11?(11.\\”) candidates. We also know

)
that the determinant of the lattice £'(by(2),b3(2),...,b,(2)) is |det(L)] = [T, 10:(4)]]-
Therefore, by Minkowski’s theorem:

162(2)]] < vVm — 1 - | det(L)|V/m™? (Minkowski’s Theorem )
1B2(2)]™ 1
W2V < (Vm— 1)
7 Taaey <Y

XE) pp—
= 1, Jeay S VY

ST ( l'fl’j ) < (Vm =Ty

i=

135



Also, from conditions 2 and 3, we have ||by|| > ‘/7§Hb1H and ||by — by(2)] < |l’21”, we also
have that:

bg = b2(2> + Oébl = bg — b2(2> = Oébl
= [[b2 — b2(2)[| = [e[[bn |

1
= lal <3 (Condition 3: [|by — by(2)]] < 120

Thus,
1B2]1* = [1b2(2)]1* + o[ b ||
1
< [162(2)]” + ;lelHQ
1
= [|b2(2)[]” > ||bo])* — Z||b1||2
3 1 ..
> ;lelHQ - ;lelH2 (Condition 2: [|by]| > 2|, )
1 2
> —||b
o]
1
= [|b,(2)|| > —||b
[62(2)] \/ﬁll 1l
= V2||b2(2)]| = [|by]]
Therefore:

o (B2 R —
v2) Hwa)“ﬁ) (Vm=1)

<
(VA .
jn<“bm><wm1»
b

[

=2

Joul e
jEme>“%””> -

6.1.3 Select Basis Procedure

—

The SELECT_BASIS subroutine is used to return a basis of the lattice that is SVP-reduced,
that is, by giving n + 1 vectors of the lattice (the first one being the shortest vector found
by the ENUMERATE subroutine and the rest being the basis vectors), it returns a new basis
with the first vector being the shortest vector found by the ENUMERATE subroutine and the
rest forming a basis of the lattice. This algorithm finds the shortest vector of £ in the

136



Algorithm 25 SELECT BASIS(n; by, ba, ..., byy1)

Input: L(by,...,b, 1) vectors that span an n-dimensional subspace
Output: A basis ay, ..., a, of the lattice L(by,...,b,.1)
1: if n = 0 then return the empty set () > Termination for recursion

2: if by is independent of b, ..., b, then a; < b; > b, is linearly independent, and
must be on basis
3: else find ay, ..., o, such that 27:21 a;b; = by > If by is dependent on other vectors,
find the shortest vector in £ in its direction
M: least common multiple of the denominators of the a;’s
Y= ng(MOQ’ R Man-i—l)
4: if M/~ is integral then a; < b,
5: else find p, ¢ € Z such that % — L%J = §
a; < ébl
> The proof that a; is in the lattice is in Lemma 6.1.2
Let by, . .. >b7;:1 be the projections of by, ..., b, orthogonally to a;. B
6: if any of the b;’s is zero then delete it to get a basis ay, ..., a, for L(by, ..., b,1) >
If any vector is zero, then it was dependent on a;
7: else Call SELECT BASIS(n — 1; by,...,byy1) to get a,...,d, as the basis for
L(by, ..., byi1) > Otherwise, recursively call the procedure on the sublattice

8: Find ay, ..., a, in L such that a;’s projection perpendicular to a, is a; and |(a; , a;)| <

1/2|<a1 s a,1>|
> Lift back vectors into original Space. Refer to Proposition 6.1.1

9: return (ay,...,a,)
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direction of by, calls it a;, then projects £ orthogonal to a; to get L and recursively calls
the procedure to find the basis of this £. It is shown in Algorithm 25.

Lemma 6.1.2. If by is dependent on by, ... b, 1, and M/~ is not integral. Find p,q € Z

such that % — L%J = g. Then, a; = éb1 18 1n the lattice.

Proof. by is in the lattice by definition and %bl is also in the lattice since all coefficients
are integers. Let %bl = §b1- Thus, since §b1 and b; = §b1 are in the Lattice, and p and
q are relatively prime, Cl]bl is also in the lattice. O

Proposition 6.1.4. Given a set of vectors by, ..., b, 1 that form a lattice and span an n-
dimensional subspace, SELECT BASIS(n; by, ... b, 1) returns a basis (a1, as, . . ., a,) which
is a basis of the lattice L(by,...,b,11).

Proof. Since the vector a; returned by SELECT_BASIS is the shortest vector of £ in the
direction of b; (See Lemma 6.1.2), and every other vector is orthogonal to to the previous
one, the basis returned will have rank n and be a basis of of the lattice £(by,...,b,1). O

6.1.4 Analysis of Kannan’s SVP Algorithm

Proposition 6.1.5. The vectors vy, va, ..., v, returned by SHORTEST(n; by, by, ..., b,) form
a basis of L(by, by, ..., by,).

Proof. Let us analyze step by step and prove by induction.

e Step 1: Trivial.
e Step 2: The LLL algorithm is called, and it returns a reduced basis of the Lattice.
e Step 3: The projections of b; orthogonal to b; form a Lattice £’ orthogonal to b;.

e Step 4: SHORTEST(i — 1;...) is called, and, by induction, the vectors returned (b;)
also form a basis of the lattice £’, which is orthogonal to b;.

e Steps 5-7: We lift the vectors (b;) back to the original space by adding to them a
rational multiple of b; such that the new vector is in the original Lattice £. With this,
we have a basis of the lattice orthogonal to b;, however with all elements belonging
to the original Lattice £. Therefore, by adding b, to the basis, the lifted vectors
along with b; form a basis of the original lattice L.

e Steps 8-10: Do not change the basis.

e Step 11: The ENUMERATE procedure is called, and it returns a shortest nonzero vector
of the lattice v;. It does not change the basis.
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e Step 12: The SELECT_BASIS procedure is called, and, by Proposition 6.1.4, it returns
a basis ay, ..., a, which is a basis of the lattice L(vy, by, ..., b,), which is the original
Lattice L.

e Step 13: The projections of b; orthogonal to b, form a Lattice £ orthogonal to b;.

e Step 14: SHORTEST(i — 1;...) is called, and, by induction, the vectors returned (b;)
form a basis of the lattice £, which is orthogonal to b;.

e Step 15: This step is similar to steps 5-7. We lift the vectors (b;) back to the original
space by adding to them a rational multiple of b; such that the new vector is in the
original Lattice £. With this, we have a basis of the lattice orthogonal to b;, however
with all elements belonging to the original Lattice £. Therefore, by adding b, to the
basis, the lifted vectors along with b; form a basis of the original lattice L.

Therefore, the vectors returned form a basis of the original Lattice L.

Proposition 6.1.6. The vectors returned by SHORTEST satisfy:

1. forj=1,2,...,n—1,v;(j) is the shortest vector in L;, which is the projection of the
lattice L onto Vj.

2. |vi(7) —vi(j+ D < w, fori > j =1 (the projections of a vector onto successive
subspaces remain close and the difference is at most half of the shortest vector in the
subspace)

Proof. For the first part, at the end of step 7, the vectors (by,...,b,) are Size-Reduced
(Jpjsl < 1/2for 1 < i < j < n.) and By, is SVP-reduced for ¢ = 1,...,n. When the
algorithm passes step 8, ||by|| < 2/v/3||by| and thus, at step 11 the vectors (by, ..., bj, 1)
satisfy all necessary conditions for the ENUMERATE procedure. The procedure returns the
shortest vector in the lattice (see Proposition 6.1.3), and that is placed as the first vector
of the basis. In the next recursive call of SHORTEST, at step 14, the routine is called on
the projection of the lattice onto the subspace orthogonal to the first and shortest vector.
Thus, the first vector of the basis returned by the routine is the shortest vector in the
projected lattice.

For the second part, from step 6 of the algorithm, we have that |p;;| < 1/2 for i =
2,...,n. Also, from the size-reduction condition of the LLL algorithm step, we have that
pii < 1/2 for 1 < i < j < n. We also know that ||v;(j)| is the smallest vector in the
projection of the lattice onto the subspace orthogonal to the first 7 — 1 vectors. Thus, for
every recursive call to the SHORTEST routine, we have:

Jj—1
vi(j) = b — > piib;
k=1
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j
vi(j+1) =bi = Y pisb;

k=1

b
2

_ Il

< | S5

= |lvi(j) — vi(j + D = || a0}
O

Proposition 6.1.7. Let jo be as defined in step 9 of SHORTEST (Alg. 22), then a shortest
nonzero integer combination of (by, by, ..., bj,_1) is also a shortest nonzero integer combi-
nation of by, by, ..., b,.

Proof. Suppose the v = """ | a;b; is a shortest nonzero vector and one of aj,, @jo 11, - - .,
is nonzero. Therefore, v’, the projection of v onto the subspace perpendicular to the
span of (by,bs,...,bj,_1) is nonzero and ||v'|| > ||bj,(jo)|. We also have that [|v] >
|v'[| = [|bj,(Jo)|l = ||b1]|- Thus, v is not the shortest vector in the lattice and we have a
contradiction. Thus, the shortest vector in the subspace perpendicular to (by, by, ..., b _1)
is also the shortest vector in the lattice.

]

Proposition 6.1.8. The procedure SHORTEST calls itself in lower dimensional lattices at
most 3n times.

Proof. By step 2 of the algorithm, the basis is LLL-reduced, which returns ||b;|| < 2(=1/2.
A1. Bach loop of steps 3 to 8 of the algorithm reduces ||b|| by a factor of v/3/2. Therefore,
every 5 loops, ||by|| is reduced by a factor of 2. Thus, it needs 5+ - 5 ~ 2n loops to reduce
||b1]] to A;. Finally, at step 14, the procedure is called once more. O

Proposition 6.1.9. The call to the ENUMERATE procedure in SHORTEST tries out at most
(2n)"/? sets of values.

Proof. By Lemma 6.1.1, given an input that satisfies the conditions of the ENUMERATE
procedure, it tries out at most (2(m — 1))™~Y/2 sets of values. Since the input to the
ENUMERATE is the basis formed by the vectors (b, by, ..., b;_1), and jo < n+ 1, we have
that the number of sets of values tried out is at most (2n)"/2. O

Theorem 6.1.3. When given an input vectors with integer components, and mazimum
length B, the algorithm SHORTEST runs in time n®™ 2

Proof. Let T'(n) be the maximum number of arithmetic operations performed by the rou-
tine SHORTEST(n; by, by, ..., b,). Then, we have that all steps, except the recursive calls to
SHORTEST(n — 1;...) and the call to ENUMERATE take a polynomial number of operations.
Therefore, considering g some polynomial, we have:

?Kannan leaves the time complexity at O ((4n*/?)"(log B)(loglog B))
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(By Proposition 6.1.9)
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Thus T'(n) = O ((\%n?’p)”)?’.

By Lemma 6.1.4, each operation is performed on operands of size at most O(n?(log B+
logn)). Assuming that each operation on size n operands takes O(nlogn) operations, and
log B >> n, we have that the total time complexity is:

Time Complexity = (((3 9n3/2) ) . ( *(log B + log n)) - (2log n + loglog B + log log n))
O ((27n**)" - n* - log B - loglog B)

((27n3/2 " -log B - loglog B)
O

Size of Numbers in the Algorithm

Proposition 6.1.10. max;_; 2. ,||bi(¢)|| do not increase in steps 9 through 12 of SHORTEST

routine.

,,,,,

Proof. Let by, by, ..., b, be the basis of the lattice at step 9 of the algorithm and let v,
the shortest vector returned by the ENUMERATE procedure. Let w; = vy, us = by, u3 =
by,...,u,,; = b,. Since the vectors wi,us,...,u,,; form a lattice and _span an n-
dimensional subspace, exactly one u;(j) = 0, assume this is u;(j). Also, let bi,bs,....b,
be the basis returned by the SELECT BASIS(wvy,by,...,b,) routine on step 12 of the al-
gorithm, with b; = v;. For i = 2,3,...,j — 1, the algorithm chooses b;(i) such that

bz(z)H < ||w;(7)]| so it follows that:

B:60)| < llusCi) | < bicati = DI, fori =23, —1 (6.)
For i = 4,5 +1,...,n, the vectors Bz(z) are chosen as the remaining b;(i) vectors, so it
follows that:
||| = 1Bl fori=jj+1,.m (6.2)
and finally:
[B1(0)]| = o (0 < a1 (6.3
Il

2||bi(1)|| never increases in the SHORTEST routine.

3Kannan | ] proves a more relaxed bound T'(n) = O ((3 - 9n%/?)")

Proposition 6.1.11. max;_; »

.....
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Proof. Considering the algorithm, step by step, and by induction on the calls to the
SHORTEST routine. For n = 1 the algorithm returns b, thus the proposition holds. For n >
1, at step 2, the LLL algorithm does not increase the quantity max;_ 2, ||b:(2)]| | ].
At step 4, the recursion call to SHORTEST, the induction hypothesis suffices. At step 8,
where, it can only decrease by(1) (if ||bs|| < v/3/2||by||) or stay the same, and by(2) does
not increase, and the rest b;(i),i = 3,...,n do not change. For steps 9 through 12
the proposition holds from the previous proposition 6.1.10. For step 14, the induction
hypothesis suffices. []

Let d; := det (L(bl, L b)TL(by ,bi)). This can also be seen as the matrix with
entries (b;, by), for 1 < j,k <. Since the original basis vectors had integers coordinates,
then this is true for any other basis and d; is an integer. Therefore, we also have that:

d—IPW )l (6.4)

Proposition 6.1.12. All numbers produced by SHORTEST algorithm are rationals of the
form p/q where p and q are integers and q is one of the d;.

Proof. b;(1)
(be, by(s )) =

= i_ll pirbr and pj, € R, for j > 4 > 2. Since we know that
0, f 1>¢>1i—1, we have that:

(be, bj) = }:Mkm,m for (=1,2,...,i—1 (6.5)

These are (i — 1) independent equations with (i — 1) variables i, x, and with a matrix
with determinant d;_;. Thus, (d;—1 - p;x) is an integer. Hence, (d;_; - b;(7)) is an integer
vector. ]

Proposition 6.1.13. The vectors produced by the SHORTEST(n; by, ..., b, ) algorithm, ex-
cept in the call to LLL (step 2), ENUMERATE (step 11) and SELECT-BASIS (step 12), have
length at most nv/B, where each b; consists of integral vectors such that ||b;|, < VB.

Proof. Since ||b;(7)|| can increase for ¢ > 1, we have to prove that the vectors produced by
the recursion on SHORTEST(%; @y, ..., a;), where a; = b,_;y;(n — i+ j), for j =1,2,...,4,
are not too long. Let v/B be the maximum length of the vectors b;, which were the original
input to the algorithm. For ¢ = 1, it is trivial. Therefore, consider the following proof,
step by step, for ¢ > 2:

e Step 1: Trivial.

e Step 2: The LLL algorithm is called, and this step is excluded from the proof.

e Step 3: Does not change the length of the vectors.
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e Step 4: SHORTEST(: — 1;...) is called, and by induction, the vectors produced have
length at most (i — 1)v/B.

e Steps 5-7: When lifting the vectors back to the original space, we add a multiple of
the vectors such that it is no more than half of the shortest vector in the subspace.
Thus, the length of the vectors are at most (i — 1)v/B + /B = iv/B.

e Steps 8-10: Do not affect the length of the vectors.

e Step 11: The ENUMERATE procedure is called, and this step is excluded from the
proof.

e Step 12: The SELECT_BASIS procedure is called, and this step is excluded from the
proof, however, it is important to note that the basis returned aq, ..., a; such that
|as(0)|] < VB for £ =1,2,...,4, from Proposition 6.1.10.

e Steps 13-15: These steps are similar to steps 3-7. When lifting the vectors back to
the original space, we add a multiple of the vectors such that it is no more than half
of the shortest vector in the subspace. Thus, the length of the vectors are at most

(i —1)VB + VB =iVB.
0

Proposition 6.1.14. The execution of the LLL algorithm in step 2 of the SHORTEST, all
numbers produced are bounded by (nB)C”Z, for some constant c.

Proof. Whenever the LLL algorithm is called, all vectors (ay,...,a;) have rational com-

ponents with common denominator d, where d is the one of the d; by Proposition 6.1.12.
Since the initial vectors are bounded by v/B, by Equation 6.4, we have:

< d; —HHb (Gl < (6.6)

By Propostion 6.1.13, throughout the execution of SHORTEST, the length of the vectors
is at most nv/B:

la:|| < nVB (6.7)
Also, In the LLL algorithm, all numbers produced when input vectors aq,...,a; are
bounded by (max;—; s __n|la:(i)|]) (Proposition 1.26 [ D™

4The proposition states that on inputs such that Hbl||2 <B
L b;)* < ball* < B
2. max"{[|b||*} does not increase during execution of the algorithm;
3. Throughout the course of the algorithm: [|b;||* < n2(4B)"
Thus: [|b;]|* < n? (4 maxp{[|b[*)"} < (max {[1b7 )"
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Finally, the LLL algorithm behaves identically on input da,,...,da; and a.,...,a;,
since both sets are of integers vectors, thus the bounds proved in the LLL paper are valid.
In the former case, with inputs (day, ..., da;), the numbers produced during execution are
bounded by (max;_19, . ,|/da;(7)|). Which is at most

(miax||da; ()[)™ < (B"~* - nVB)™ < (nB)™ (6.8)
O

Proposition 6.1.15. The calls to ENUMERATE (step 11) and SELECT-BASIS (step 12) do
not produce any number of magnitude greater than nB.

Proof. In the ENUMERATE procedure, each ay is an integer such that a; < Ht‘;‘:(llll)u (By

Proposition 6.1.2). Therefore, we have:

|b1]] < V- ]det([)]l/” (By Minkowski’s theorem)
I YR

[T b (@)l

n
= H o; < n?
i=1

n/2

n/2 1 < nn/2

Hi;ék @

= o <N

Thus, all multipliers of the vectors are at most n“* for some constant c. In the
SELECT BASIS procedure, since we always try to find the shortest vector in the direction
of the first vector, and the procedure is called recursively on the basis vectors orthogonal
to the first vector, the multipliers are bounded by n®". O

Lemma 6.1.4. In the SHORTEST(n; by, ba, ..., b,) algorithm, with inputs by, by, ..., by, in-
dependent vectors with components of length at most /B, all numbers produced can be
represented in O(n?(log B + logn)) bits. Furthermore, the numbers produced by the algo-
rithm except the call to LLL (step 2) can be represented in O(nlogn + log B) bits.

Proof. By proposition 6.1.14, the numbers produced by the LLL algorithm are bounded
by (nB)C”2, for some constant ¢, thus, the numbers of bits produced by the SHORTEST
algorithm are bounded by O(n*(log B + logn)). During the execution of the algorithm,
except during the call to LLL, all numbers are bounded by n“* by proposition 6.1.15.
Thus, the numbers produced by the algorithm except the call to LLL are bounded by
O(nlogn + log B). O
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6.2 AKS Sieve Algorithm for the SVP

Sieving is a randomized algorithm used to find short vectors in a lattice. The general
idea is that when you subtract any two lattice vectors, the result is also a lattice vector.
Considering this, the algorithm works by sampling a large enough set of lattice vectors in
a ball of radius R and subtracting them. Then, it recursively chooses the pairs of vectors
that are shorter than the current vectors and repeats the process.

The first provable algorithm was proposed by | |. The idea of the algorithm is
to (uniformly) choose a large enough set of lattice points inside a sufficiently large ball
and perturb the points by a small value (Shown in SAMPLE procedure). Then, recursively
apply the SIEVE procedure, which produces another set of vectors with the longest being
about half of the original length while still maintaining the set large enough. This is done
until the set of vectors are inside a ball of constant radius and that there is a reasonable
chance that a short vector and its nearest neighbor are chosen by this procedure, where
the difference results in the shortest vector.

6.2.1 SVP Algorithm

First, we give an overview of the algorithm, which is presented in Algorithm 26 (AKS SVP).
Throughout the presentation, if the norm is not specified, it is in regards to &5 (||| = [|||,)-
This exposition follows more closely [ |, rather than | | for simplicity.

Algorithm 26 AKS SVP

Input: B ={b,,...,b,} and considering that the Lattice L = L(by, ..., b,) satisfies:
Output: A shortest non-zero vector of L(B).

2: List < ()

3: Ry < n - max;||b;| > Initial Radius
4: N < 2%"]og Ry > Number of Samples
5. for i =1to N do > Sample N pairs of vectors and add to List
6: Add SAMPLE(B) to List

> Returns a pair (y,x = z + y), where y € B,(2) is a small perturbation and
z € L(B) and « € B,(Ry)

7. R+ Ry

8: while R > 6 do > Runs the SIEVE algorithm until the radius is less than a constant
9: List < SIEVE(List, R)

10: R+ R/2+2

11: Compute v € L s.t. |[v]| = ming jerise { [[(@; — yi) — (& — )|l | (wi — 1) # (x; —yy) }
> Consider all pairs of vectors (y;, @;) € List and return minimal non-zero

difference of z;’s.
12: return v
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6.2.2 Pre-processing

In order to facilitate analysis, there is a simplifying assumption that 2 < A\ (L) < 3.
Consider the following Lemma:

Lemma 6.2.1. There exists a constant k € {1,...,2n} such that for any Lattice L(B)
there is a scaled lattice L(By) such that 2 < A (L(By)) < 3.

Proof. Given any basis B, we can apply the LLL algorithm (| ]) to obtain a vector
b, such that:
M (L) < by <220 (L) < 27\ (L)
1

< |
= M (L) < |bu]l < 2"\ (L)

Then, we can create a family of lattices £(By,) such that the original basis B is scaled

as follows: (3/2)"
3/2
Bj = ——
1b4]]
This creates lattices £(By) where their shortest vector is scaled by the factor (T"Z?)Hk,
and, therefore:
3/2)k
nle(B) = SEEALE)
3 k
= (2# < M(L(By)) < (3/2)
Then, there exists a k € {1,...,2n } such that:
2< M\ (L(Bg)) <3
O

6.2.3 Sampling Procedure

The sampling procedure shown below in SAMPLE is similar to the one shown in | ],
where the perturbation y € B, (2) is sampled first, and then, using an algorithm similar
to Babai’s Rounding Off Algorithm, | ] we find a point @ € P(B) and z € L.

Algorithm 27 SAMPLE

Input: B=1{b;,...,b,}.

Output: A lattice vector z and its perturbed variant * = z + y.
1. Sample y ~ B,(2) > Sample a perturbation uniformly from a ball of radius 2
2: ¢ < y mod P(B) > Calculate the Perturbed lattice point in P(B)
3: return pair (y,x =z +y)
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In order to calculate * = y mod P(B), consider the following steps. First express y
in terms of the lattice basis as

Y= by, witha; €R, Vi€ [n]
i=1

Then, we can calculate z as the integer part of each coefficient:

z = —Ztaljbl

i=1

and finally:
3’3:24‘!/:2(@2’— LaiJ)bi225ibi€P(B) , with 3; € [0, 1]
i=1 i=1
Therefore, we have that @ € P(B) and z € L(B)
Since Ry = n - max;||b;||, then P(B) is contained in B, (Ry) and « € B,(R,)

6.2.4 Sieving Procedure

The SIEVE procedure is the core of the algorithm, where the vectors in a ball of radius R
are subtracted from other vectors denoted as centers in a way that the resulting vectors
are shorter than R/2.

Algorithm 28 SIEVE

Input: Radius R and a list List of pairs (y,, z, = 2, + y,).
Output: A list of pairs List’
1: Centers < () > “Representatives”
2: List' «+ )
3: for (y,,x,) € List do
4: if A(ys, xs) € Centers such that ||x, — x| < R/2 then
> Find pair such that distance is small

o

Add (y,,x, — (s — ys)) to List'.
> If there is such pair, add the new vector (€ L), centred, with the smaller size to
the List
6: else
7: Add (y,, z,) to Centers. > Otherwise, create new “Center”

8: return List’

Remark. In the pseudocode of the SIEVE procedure, the variable Centers stores the actual
representative points (Ys, Ts).

In the Lemma 6.2.2 below, Centers denotes the set of indices s € [N] of those repre-
sentative points.
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Lemma 6.2.2. There is an algorithm that, for any set of points x1,...,xn € B,(R), we
can find a subset Centers C [N] of size at most 5" such that:

(Vr € [N]\ Centers)(3s € Centers) ||z, — xs|]| < R/2

The running time is polynomaial in the input size.

Proof. Consider the SIEVE procedure. We initialize the C'enters to be the empty set and,
for each point in the set r € [N], if there is a point s € Centers such that the distance
|z, — x;|]| < R/2, then we “recenter” the point @, by subtracting xs and add it to the list
List’. Otherwise, we add @, to the set C'enters.

To show that |Centers| < 5™, we can use the fact that the distance between two points
in Centers is at least R/2. Therefore, if we consider balls of radius R/4 around each point
in Centers, then the balls are disjoint. On the other hand, their union is contained in
B, (5R/4). Therefore, the number of balls (and |Centers|) is at most:

vol(B,(5R/4))

vol(B,(R/4)) 2

|Centers| <

Finally, the running time of the algorithm is polynomial in the input size, since for
every element in [N], we have to check all elements in Centers to see if they are close
enough. O

Lemma 6.2.3. During the execution of the SIEVE procedure, if r € List’ then the decom-
position of x, as z, + Y, is never used.

Proof. During step 4 of the procedure, the only condition checked is the distance between
@, and x,. If the condition passes, the pair (ys, x,) € Centers is used to update the new
x, € List’. This is done by subtracting a vector x;, — ys = z, € L to the old x,. O]

6.2.5 Analysis of the AKS Sieve Algorithm

Lemma 6.2.4. The total running time of the AKS Sieve algorithm is 20

Proof. The algorithm starts with vectors in a ball of radius Ry, and, after each call to the
SIEVE procedure, the ball is reduced by a factor of 2 (plus a small constant). Therefore,
the number of calls to the SIEVE procedure is at most 2log Ry.

By Lemma 6.2.2, each call to the SIEVE procedure takes a running time polynomial in
the input size, and thus, for an initial input of N = 25" log R,, the total running time is
2log R, - 20 = 20(n), O

Lemma 6.2.5. During every call to the SIEVE procedure, we have thatV(y,, x, = z,+y,) €
List, ||z.|| < R and z, € L.

Proof. Initially, by the SAMPLE procedure (Lemma), we have that V(y,,x,) € List:
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e, —y.=2.€L

o [l@, ]| < [lzo ]l + [lgr [l < v/nmaxq||bs]| + 2 < nmax;||b;]| = R
Then, in every call to the SIEVE procedure,

e Initially: ||z.|| < Rand ¢, —y, =2, € L
e Step: Find s € Centers, ||z, — ;|| < R/2

e Update: ¢, = x, — (x5 — ys):

|| = llz; — (zs — ys)]|
= [[(z, — ;) + y.ll
< e — sl + [ys|l
< R/2+2

Thus, since for the next call to SIEVE, R < R/2 + 2, the (new) [|z,| < R.

Also, for the (new) z,, we have:

Zr =Ly — Yy
(wr_(ws_ys))_yr
= (mr_yr)_(ms_yS)
=z —z, €L

]

Lemma 6.2.6. After the SIEVE loop in the AKS SVP (Step 11), |List| > (28" —2-5")log Ry
and ¥(z,,x,) € List, ||z || < 8.

Proof. By Lemma 6.2.2, at each call to the SIEVE procedure, we remove at most |Centers| <
5" from List. Therefore, after at most (2log Ry) calls to the procedure (by Lemma 6.2.4),
we have that:

|List| > N — 2log Ry - 5" = (2°" — 2 - 5™) log Ry

Also, by Lemma 6.2.5, at (Step 11) we have that Vr € List, |x,|| < R = 6, thus, for all
r € List:

Hz?‘” = H"Br - yrH < erH + HyrH <6+2=38

150



The main issue with this algorithm is that, even though in step 11 we have a list of
many short vectors (at least (2°" — 2 -5")log Ry), there might be the problem that all of
them are the zero vector. To deal with this, we argue that because of the randomization
used by the algorithm, and considering that the Sieve step is oblivious to the decomposition
of ¢, as z, + y,, Vr € List (by Lemma 6.2.3), then it must produce some nonzero vectors.
Consider the following analysis (by [ ]), which changes the algorithm to only sample
the perturbation y, when it is used:

Let v be the shortest nonzero Vector of £L(B), which, by Lemma 6.2.1, 2 < ||v|| < 3.
Let Cy, = B,(0,2) N B,(v,2) and Cy = B,(0,2) N B,( , as shown in the image 6.1.

6!0

Figure 6.1: Tossing of y

Lemma 6.2.7. Let C; = B,(0,2) N B,(v,2) and Cy = B,(0,2) N B,(—v,2), (with v the
shortest nonzero vector, so 2 < ||v|| < 3 by Lemma 6.2.1). Then:

vol(Cy)  wol(Cy)

ol(B,0.2) ~ vl B,(0.2) ° 2

Proof. The equality can be proven by symmetry. For the inequality, consider that the
smallest volume of C; happens when ||v|| &~ 3. In that case, notice C; contains a cylinder
of height 1/2 and radius /15/16 centered around v/2. The cylinder is oriented along the
direction of v, extending 1/4 in both directions. The volume of C; is bounded by:

1 15
VOl(Cl) 2 5 - vol (Bn—l ( E))

We can also bound upper bound B, (0,2) by a cylinder of height 4 and radius 2

vol(B,(0,2)) < 4 vol(By_1(2))

Therefore:

VOl(Cl) S 1 1 vol <Bn_1 ( %)) B 1 15 (n—1)/2 - 1 (n—1) - 272n
vol(B,(0,2)) © 8 vol(B,_1(2))  8\16-4 ~\4 -
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Define a bijection 7 on B, (0, 2) that maps C; to Cy, C to C and the rest to itself:

y+v yels
T(y)=qy—v yel
Yy otherwise

Since v € L, then, for any y € B,(0,2) the sampling of * = y mod P(B) =
7(y) mod P(B), and, if y is chosen uniformly from B,(0,2), then 7(y) is also uniform
on B,(0,2).

Remark (analytic use only). The map T depends on v and is used solely in the analysis
to couple the mass of Cy and Cy; it is never evaluated by the algorithm. The algorithm
samples y uniformly in B,(0,2) and outputs y mod P(B). Since v € L, translations by
+v leave the reduction invariant: y mod P(B) = (y £+ v) mod P(B).

Modification 1. Now we modify the AKS SVP algorithm so that when calling the
SAMPLE procedure, with probability 1/2 we apply the bijection 7 on the sampled pertur-
bation y. Let this operation be known as “tossing y”. Since y and 7(y) are identically
distributed, the resulting perturbed vector @ remains the same and the modified algorithm
behaves the same as the original.

Modification 2. The next modification we can apply is, instead of tossing each
perturbation during the initial SAMPLE procedure, we can delay it until the perturbation
y is actually used in the algorithm (i.e. in the SIEVE procedure for all the elements in
Centers and in the beginning of Step 11 of the AKS SVP for the rest of the elements in
List). This modification also does not change the algorithm, since each x is independent
of the tossing of y.

Lemma 6.2.8. In the initial set yi,...,yy, there are at least 2°"~'log Ry points such that
y; € C1 Uy, with high probability.

Proof. By Lemma 6.2.7, a sampled point y; € C; U Cy with probability greater than
p =272 Let Y be the number of y; € C; UCy,7 = 1,..., N. Therefore, the expected
number of points in C} U C} is given by:

E[Y]=pN >272".2%log Ry > 2" log R,

The variance is bounded by:

Var [Y] = pN(1 —p) < pN

The probability there are less than pN/2 points is at most:
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PrilY —E[Y]| > E[Y]/2] < Var[Y] /(%)2 (by Chebishev’s Inequality)

~PrlY <E[Y]/2 = PrlY <pN/2) <

[]

Now, with the modification made, and considering the state at the beginning of step 11
and before tossing the y, there are at least (267! —2-5%) log Ry > 2°" points with perturba-
tion in C; UCy, and, for each perturbation y;, we know that x; —y; € £ and ||x; — y;|| < 8
(By Lemma 6.2.6.

Lemma 6.2.9. Let L = L(B) be a lattice such that 2 < M\ (L) < 3, then, the number of
possible lattice points inside a ball B,(8) is at most 2%".

Proof. The distance between two lattice points is at least A;(£) > 2. If we put a ball of
radius 1 around each point in B,(8) N L(B), the balls are disjoint. On the other hand,
these balls are contained in B,,(9). Therefore, the maximum number of lattice points inside

the B,(8) can be bounded by:

vol(B,(9))

|B,.(8) N L(B)| < vol(B,(1))

= Q" g 24?’L
0

By Lemma 6.2.9 above and considering that in the beginning of step 11 there are at there
least 2°™ lattice points inside a ball B, (8) such that their perturbation is in C; U Cs, then
there exists a lattice vector w and at least 25" /21" = 2™ indices i for which z; = ¢; —y; = w
(y; € C1 UCy). Then, after tossing the remaining y;,V: € List, ; — y; remains w with
probability 1/2 or becomes either w + v or w — v. Therefore the probability that all
“throws” are the same, for at least 2" indices, and we end up with all w is less than 272",
and thus, with a very high probability, in the last step we find a pair of indices ¢ and j
such that (x; — y;) — (; — y;) = v, the shortest vector of the lattice.
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Chapter 7

Conclusion

This thesis set out to trace and connect the theoretical lines of research linking the very
first lattice-based public-key proposals to the standardized ML-KEM suite, now setup for
widespread PQC adoption. Along the way, we aimed for two main goals:

1. Expose the common worst-case to average-case “DNA” of lattice-based cryptography,
showing the reductions that connect the hardness of lattice problems to the security
of public-key schemes, running through the Ajtai-Dwork, Regev’s LWE and the Ring-
LWE and Module-LWE problems.

2. Examine how the SVP solvers function and exert pressure on the security of lattice-
based schemes, and shape the parameters of the cryptosystems.

The main findings can be summarized into the following take-aways:

1. Reductions remain the standard for confidence: Starting from the ground-
breaking work of Ajtai [ ] and following its first implementation to a public-key
cryptosystem by Ajtai and Dwork [ |, the reductions show that any break of
an average-case instance would lead to a break of the worst-case lattice problem.
Regev’s LWE | ] reduction further strengthened this connection, showing an-
other problem that also has a worst-case to average-case reduction, and opens up the
door to a wide range of public-key schemes. Chapter 4 showed how the same proof
skeleton can be used to prove the security of the passage from LWE to Ring-LWE
and Module-LWE, with a careful use of ideal and module lattice geometry. Finally,
the standardized ML-KEM suite | | and its original algorithm CRYSTALS-
Kyber [ | ultimately relies on these reductions, showing the transformation
and evolution from a theoretical, but impractical, public-key scheme to a practical,
production-ready KEM.

2. Most optimizations incur in a trade-off: The optimizations implemented in the
ML-KEM scheme are necessary to make the scheme practical, but most introduce
certain trade-offs that need to be considered and analyzed in terms of security. We
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initially discuss the trade-offs from the introduction of structure when moving from
LWE to Ring-LWE (and further to Module-LWE), where even though the more ef-
ficient communication and computation (through NTT multiplication) is achieved,
this additional structure might be potentially exploited by an attacker, compromising
security. Other optimizations worth mentioning is fixing the ring and manipulating
the rank in the Module-LWE based schemes, which allow for more efficient implemen-
tations and fixed NTT algorithms, but in order to increase security, the parameters
need to be adjusted, increasing the size of keys and ciphertexts. Finally, we comment
on ciphertext compression, which reduces the size of ciphertexts, but introduces ex-
tra error terms in the decryption process and need to be taken into account when
choosing the parameters to not increase the decryption failure rate, and allow for
other attacks to be mounted.

3. Exact SVP solvers still limit the possible attacks: The SVP solvers discussed
in Chapter 6 are exponential (or super-exponential) time algorithms, and as such,
they are not practical attacks for lattices with large dimensions. The use of module
lattices, as in the ML-KEM suite, when no other attack path that makes use of
the module structure is known, generates lattices that have very large dimensions
(N = kn), which increases the perceived security of the scheme. However, it is
important to note that even though the exact SVP solvers for larger dimensions
are not practical, a successful attack would only need to leverage approzrimate SVP
solvers for certain approximation factors, which can be much more efficient. Many
of the best algorithms to attack lattices, such as BKZ | ] and its variations, aim
for that approach, running until they find a short enough vector that can be used
to break the scheme, however, they still make use of the SVP solvers in smaller
dimensions and for smaller approximation factors, which still limits how effective
they can be against the Module-LWE based schemes.

4. Migration paths to PQC are visible, but not fixed: The standardization of the
ML-KEM suite has directed the community towards it for KEMs, but it is important
to note that the path to PQC is not fixed and there are still many open questions
and research directions such as:

e developing tighter (ideally classical) reductions for Module-LWE based schemes
and more accurate methods to analyze and estimate the security of the schemes;

e designing hybrid protocols and schemes that layer newer PQC algorithms over
existing classical ones in a way that leverages hardness assumptions without the
need of very long keys and ciphertexts; and

e proving stronger worst-case links for structured lattice problems (ideal and mod-
ule lattices), so that the security of the schemes can be better understood and
estimated.

In conclusion, from Ajtai-Dwork’s first bulky public-key scheme proposal to the prac-
tical ML-KEM suite, lattice cryptography transitioned from a theoretical solution to an
industry standard. This thesis charted that journey and highlighted the key reductions
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and optimizations that made it possible, providing a framework for understanding the se-
curity of lattice-based schemes and reasoning about future evolutions and developments.
Advances in lattice attacks, algorithms and quantum hardware will continue to shape the
landscape of cryptography, yet, the reduction-based foundation of lattice-based schemes
remains a basis for confidence in their security. As long as worst-case SVP and SIVP prob-
lems remain hard in their respective lattice settings, cryptographic schemes built on these
foundations will remain hard to break, and designers can continue to build and iterate on
these constructions without reinventing the whole security case each time.
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