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Abstract

Diffusion models (DMs) memorize training images and can reproduce near-duplicates dur-
ing generation. Current detection methods identify verbatim memorization but fail to
capture two critical aspects: quantifying partial memorization occurring in small im-
age regions, and memorization patterns beyond specific prompt-image pairs. To address
these limitations, we propose Foreground Background Memorization (FB-Mem), a novel
segmentation-based metric that classifies and quantifies memorized regions within gener-
ated images. Our method reveals that memorization is more pervasive than previously
understood: (1) individual generations from single prompts may be linked to clusters of
similar training images, revealing complex memorization patterns that extend beyond one-
to-one correspondences; and (2) existing model-level mitigation methods, such as neuron
deactivation and pruning, fail to eliminate local memorization, which persists particularly
in foreground regions. Our work establishes an effective framework for measuring memo-
rization in diffusion models, demonstrates the inadequacy of current mitigation approaches,
and proposes a stronger mitigation method using a clustering approach.
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Chapter 1

Introduction

Extracted Generated Memorized
Foreground Image Image

Extracted
Background

VM FM BM

Figure 1.1: Examples of different types of memorization under our FB-Mem
evaluation. We extract the foreground and background of the memorized images and
generated images, and classify memorization using Algorithm 1 to: Verbatim Memoriza-
tion (column 1-3), Foreground Memorization (column 4-6), and Background Memorization
(column 7-9).

Diffusion models (DMs) [79, 82, 83] and their text-to-image derivatives (e.g., Latent
Diffusion [65], DALL-E [63]) have emerged as powerful generative frameworks, achieving



remarkable success in producing high-fidelity images. Trained predominantly on large-scale
datasets scraped from the Internet, such as LAION-5B [69], these models often inherit both
the richness and the risks associated with such data sources. A growing concern among
researchers and practitioners is the potential for DMs to memorize and inadvertently re-
produce portions of their training data—raising serious privacy, ethical, and legal issues
[11, 80, 81]. These issues become particularly problematic when reproduced content in-
cludes copyrighted materials or sensitive personal information without explicit consent or
safeguards.

Existing detection methods (e.g., [10, 80, 92]) can accurately identify exact duplica-
tions using metrics like SSCD scores |01] or CLIP scores [62]. While [90] and [18] have
identified “template memorization” and “local memorization” respectively to detect partial
memorization, it remains unclear how to quantify or measure the potential harm of such
memorization. For instance, memorizing a color palette in the background of an image
poses significantly less risk than memorizing a copyrighted object or identifiable feature.

In this work, we argue that inexact memorization detection should be more fine-grained
to better assess the severity of partial memorization. Specifically, we propose Foreground
Background Memorization (FB-Mem), a novel segmentation-based metric that classifies
and quantifies memorized content across different regions of generated images. Given
two images, F'B-Mem applies segmentation maps [101] to differentiate foreground and
background regions, compares each component using a pixel-wise image similarity metric
and classifies the memorization into four categories: VM (verbatim memorization), FM
(foreground memorization), BM (background memorization), and NM (not memorized).

Moreover, existing detection methods evaluate memorization for specific prompt-image
pairs, neglecting the fact that DMs can generate diverse outputs from the same text prompt.
Under F'B-Mem evaluation, we observe that these varied outputs are not necessarily linked
to a single training image, but instead exhibit a one-prompt-to-many-training-images (one-
to-many) correspondence. We note that this notion is similar to “retrieval verbatims” by
[90]. However, [90] only considers verbatim memorization and does not perform systematic
analysis, a gap we aim to address in this work. By clustering semantically similar text
prompts, we can fully characterize this complex memorization behavior across different
categories of memorization type using FB-Mem.

Our proposed tools do not only establish an effective framework for detecting memo-
rization in DMs, but also provide a robust evaluation methodology for assessing mitigation
algorithms. To address memorization, various mitigation strategies have been proposed,
including inference-stage methods that adjust text-embedding or attention logits |61, 92],
training-stage approaches that fine-tune pre-trained models |64, 92|, and neuron-level in-



terventions [37, 11]. In this work, we focus on methods that permanently modify model
weights [92, 37, 11], which represent more fundamental and responsible changes to the
model. While such mitigation methods are effective against verbatim memorization, we
observe that partial memorization, particularly foreground memorization, still persists af-
ter these mitigations. Furthermore, the one-to-many correspondence also remains intact
following these interventions.

In summary, we make the following contributions:

e We propose FB-Mem, a segmentation-based metric that effectively detects and quan-
tifies partial memorization in diffusion models beyond existing verbatim detection;

e We reveal that memorization is more pervasive than previously understood, with
individual generations linking to multiple training images and local memorization
persisting after previous mitigation methods;

o We demonstrate the inadequacy of current mitigation approaches using F'B-Mem and
propose a novel clustering-based mitigation method.

The remainder of this thesis is organized as follows. Chapter 2 provides essential
background on image segmentation, diffusion models (DMs), and the memorization prob-
lem in various machine learning models, including neural networks and language models.
Chapter 3 addresses the limitations of existing memorization metrics and introduces our
novel Foreground-Background Memorization (FB-Mem) metric, along with our method for
prompt clustering. Chapter 4 presents our mitigation approach, NeMo-C, which combines
the state-of-the-art memorization mitigation technique with prompt clustering. Finally, we
summarize and conclude the thesis in Chapter 5, as well as outlining potential directions
for future research.



Chapter 2

Background

2.1 Diffusion Models

Diffusion models [38, 82] such as Stable Diffusion [65] have become a state-of-the-art family
of generative models. Diffusion models generate images using a two-step process: the first
process, known as the forward step, gradually add Gaussian noise to a sample drew from
a real-data distribution x¢ ~ ¢(z) across T timesteps, culminating in zp ~ N (0,Z):

q(z¢ | 1) = N2 /1 = By, BrI),

T

(w1 | x0) = [ [ ala | zim). (2.1)

t=1

In equation 2.1, x; represents the perturbed sample in each timestep 7" with added
noise. The sequence {BL,} is a hyperparameter that represents a noise scheduler which
controls the amount of noise added in each time step during the diffusion process. A notable
property of the forward process is that the sampling of x; at any arbitiary timestep ¢ can
be written in a closed form: using the notation that oy := 1 — (; as well as a; := Hz,:l Qg
we have

q(zy | mo) = N (2; Vo, (1 — a)Z).

The joint distribution, pg(xo.r), is called the reverse process and defined as a Markov



chain with learned Gaussian transitions starting at p(x7) = N (ar;0, I):

1

po(z7:0) = p(2T) Hpe(ﬁtq | 1),

P6($t—1 | $t) = N(ft—l;ﬂe(xt)y 26($tat))7

where jig(zr) is the approximated mean and Xg(z;,t) = 02Z is the approximated
variance of q(zy_1 | z4;x9). By applying parameterization, we can obtain the learning
objective:

52 _ —
L fle = eolv/@mo + VT = e, )],

L=E, |-—F""——
oo [2O't2ctt<1 — dt)

where € ~ N(0, I) is the noise and ¢4 is a denoiser network intended to predict € using
the provided sample z;.

2.2 Semantic Segmentation and Object Detection

Image segmentation has been a long-standing challenge in the realm of computer vision
and image processing. Distinct from classification, where the goal is to assign a given
image to one of the provided categories [19], image segmentation aims to partition pixels
within an image into distinct groups [102]. Traditionally, image segmentation has been
accomplished using approaches such as thresholding [60] and spatial clustering |76]. These
methods are often limited in their ability to handle complex visual scenes with varying
illumination conditions and semantic ambiguity.

In recent years, the emergence of deep learning has dramatically transformed this land-
scape, enabling models to learn rich feature representations from large datasets and solve
problems that were previously intractable. RNN-based architectures [5], transformer-based
models [101], and methods built on foundation models [13] have opened new possibilities
in high-level computer vision tasks such as object detection and semantic segmentation.
These tasks often require a more fine-grained representation of each region and under-
standing of visual elements within an image [102] and the ability of deep learning models
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to capture long-range dependencies and contextual relationships has significantly improved
performance across diverse scenarios.

In this thesis, we adopt the transformer-based Bi-lateral Reference Framework (BiRefNet)
proposed in [101]. BiRefNet explicitly decomposes the segmentation task into two mod-
ules, the localization module (LM) and the reconstruction module (RM). Our experiments
demonstrate that BiRefNet performs effectively on high-resolution dichotomous images.
Furthermore, unlike many interactive methods, BiRefNet does not rely on user input, such
as mouse clicks or bounding box annotations, to guide segmentation. This makes it a
scalable and suitable choice for our purpose.

2.3 Memorization Problem

Despite recent advancements made in machine learning (ML) and the widespread popu-
larity of generative deep learning models, it remains challenging to understand what ML
models learn from their training datasets. Memorization, the phenomenon where ML mod-
els memorize particular features from their training data instead of learning generalizable
patterns, is a well-demonstrated issue in both supervised learning [3] and self-supervised
learning [37].

Contrary to the popular belief that overfitting-induced memorization degrades test per-
formance, a recent study [37| has shown that memorization can, in fact, improve model
generalization. This insight has sparked researchers’ interest in understanding generaliza-
tion in deep neural networks (DNNs). [91].

However, the memorization problem also raises ethical and safety concerns in ML mod-
els, as it could also lead to critical privacy leakage and vulnerability such as membership
inference [17], data extraction [9, 10, 12], and data poisoning attacks [59]. In this section,
we briefly review the current state of research and provide some examples of memorization
across different families of generative models.

2.3.1 Memorization in Large Language Models

Memorization of large language models (LLMs) is relatively well studied, and LLMs are
known to memorize portions of their training data, including real-world facts and common-
sense knowledge, in order to generate fluent text and respond effectively to user prompts.
Given the vast size of LLM training datasets, it was previously assumed that the extent of



exact copying for any individual source would be minimal—"the degree of copying with re-
spect to any given work is likely to be, at most, de minimis" [35]—and that language models
would not retain substantial memorization of specific, particularly copyrighted excerpts.
However, [10] demonstrated through GPT-2 data extraction attacks that this assumption
does not hold universally: they identified over 500 unique memorized training examples,
including many live URLs, with a true positive rate of 33.5%. Future research also demon-
strated the ability to extract memorized data from other open-source or semi-open-source
large-scale models such as Pythia, GPT-Neo and LLaMA[57].

2.3.2 Memorization in Vision-Language Models

Vision-Language Models (VLMs) have emerged as state-of-the-art for image-text-related
tasks, such as captioning and classification. VLMs indeed demonstrate memorization when
performing these tasks as well. For classification tasks, previous work [53] has shown that
an image classifier can predict a memorized image as its training label even if the object
is cropped out. For example, for an image of a black swan on water, a representation
learning model may learn to predict black swan given the background water. However, due
to the presence of multiple modalities in VLMs, text and images, as well as the complex
nature of the training data, it is difficult to distinguish between memorization or spurious
correlation (i.e., most training images of a black swan also contained water). Instead, [10]
defined the memorization of VLM in the captioning scenario: for a given vision language
model f and an image-text pair z = (Zimage, Ztest), We say 2z is memorized by f if more
unique objects can be recovered from zjpq¢e given z.,; when z is present in the training set
of f compared to when it is not. Using this definition, [10] concluded that even complex
multi-modal ML models may suffer significant memorization.

2.3.3 Memorization in Diffusion Models

Diffusion models (DMs), predominantly trained on large-scale public datasets scraped from
the Internet (e.g., LAION-5B [70]), have been shown to suffer from memorization. Specif-
ically, when prompted with certain inputs that appear in the training data, these models
can reproduce near-identical copies of the corresponding images |1 1]. For instance, in the
case of Stable Diffusion v1.4, [90] identified 500 such memorized prompts that consistently
yield generated images highly similar to those in the training set.

Figure 2.1 presents examples of these memorized generations, highlighting the visual
similarity between the generated outputs and the corresponding training images. However,

7



Training Prompt Generated Images Ground-truth Image

The No Limits Business Woman Podcast

Full body U-Zip main opening - Full body U-Zip
main opening on front of bag for easy unloading
when you get to camp

Mothers influence on her young hippo

Talks on the Precepts and Buddhist Ethics

Sony Won't Release <i>The Interview</i> on

<i>| Am Chris Farley</i> Documentary Releases
First Trailer

<em>South Park: The Stick of Truth</em>
Review (Multi-Platform)

<i>X-Men: Days of Future Past</i> Director Joins
Vince Gilligan's <i>Battle Creek</i> Pilot

Insights with Laura Powers

Figure 2.1: Examples of images generated using Stable Diffusion v1.4 on the first 10 out
of the 500 memorized prompts. Each prompt is used to generate 5 images, and the first 3
are included here. The first column shows the prompt used to generate the images. The
second column shows the images generated by Stable Diffusion v1.4. The third column
shows the corresponding image from the training dataset.

we observe that not all training images are memorized equally - some prompts result in
stronger memorization effects than others. For example, the prompts shown in Figure
2.2 appear to be less memorized compared to those in Figure 2.1; the model no longer



Training Prompt Generated Images Ground-truth Image

Shaw Floors Home Fn Gold
Hardwood Ruger Oak 3 Natural Oak
01000_HW537

Black & White Geo Throw Pillow

""Zen Buddha iPhone 6 6s Plus
TOUGH Case - Unique Black and
White Buddhist Art "*"Bliss of
Being™"" Zen Meditation iPhone 6
65 Plus case - iPhone 6 6s Plus
Tough Case - 1"

LWuwa Pirelli Scorpion Verde All
Season 255/60 R18 112H

Australian Silky Terrier Print Car
Seat Covers-Free Shipping

Rig 9800 Travel Bag - View 51

Pencil pleat curtain in collection
Sunny, fabric: 143-43

Designart Turquoise Watercolor
Fractal Pattern ContemporaryArt On
Canvas - 5 Panels

FUSE Backpack 25 - View 111

Shaw Floors Home Fn Gold
Hardwood Kings Canyon 2 - 5
Stonehenge 00510_HW622

Figure 2.2: Examples of images generated using Stable Diffusion v1.4 on a selected subset
of 10 out of the 500 memorized prompts. Each prompt is used to generate 5 images, and
the first 3 are included here. The first column shows the prompt used to generate the
images. The second column shows the images generated by Stable Diffusion v1.4. The
third column shows the corresponding image from the training dataset.

consistently reproduces exact copies of the training images, sometimes producing images
that are dis-similar to the ground-truth image.



To detect such memorization in diffusion models, various approaches have been pro-
posed, including SSCD scores [61], CLIP scores [65], pairwise SSIM scores between initial
noise differences [90], distribution of attention [(4], edge inconsistency [90], and predicted
noise magnitudes [92].

2.4 Mitigating Memorization

To address the problem of memorization for DMs, various methods have been proposed.
For example, inference-stage mitigation, including attention logit rescaling [(4] and text-
embedding adjustment [92]; training-stage mitigation by fine-tuning an existing DM-based
model [64, 92]; and neuron-level mitigation |52, 37, 11] that localizes and deactivates cer-
tain neurons responsible for memorization. In this work, we focus on mitigation methods
that change the model parameters, including the fine-tuning approach [92], the neuron
deactivation approach [37], and the weight pruning approach [14].

Other techniques are also potentially applicable for mitigating memorization, for ex-
ample, machine unlearning (proposed for removing private personal data) [0, 4, 72, 2, 04]
or concept removal (proposed for removing nudity or harmful concepts) [15, 26, 51| can
potentially be used to remove the memorized information.

10



Chapter 3

Measuring Memorization

In this section, we (1) address the gap of partial memorization by proposing the novel
Foreground Background Memorization (FB-Mem) metric; and (2) propose an instance-
level measurement for identifying one-to-many correspondence.

Table 3.1: Performance of each metric in classifying different memorization: 1) VM-NM;
2) TM-NM; 3) VM-TM.

Classification VM-NM TM-NM VM-TM

Metrics SSIM MS-SSIM SSCD  SSIM  MS-SSIM  SSCD  SSIM  MS-SSIM  SSCD
AUROC 0.989 0.994 1.000 0.886 0.962 0.992 0.922 0.884 0.875
f-1 Score 0.820 0.992 0.986 0.727 0.318 0.343 0.361 0.846 0.742
TPQ1%FP 0.897 0.986 0.997 0.300 0.856 0.993 0.517 0.528 0.489
Accuracy 0.954 0.997 0.995 0.779 0.651 0.661 0.404 0.913 0.831

3.1 Memorization Pipeline

Existing approaches: Current research studies memorization in DMs, with particu-
lar focus on investigating memorization patterns in Stable Diffusion (SD) v1.4 [65]. While
newer models exist, no datasets with memorized data are available for them. Consequently,
state-of-the-art work [90, 92, 37| considers 500 memorized LAION prompts for SD v1.4,
which we adopt in our paper.! [37] further split this dataset into Verbatim Memorization

IWe extend our discussion to Stable Diffusion 3 in Section 4.4.
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(VM) and Template Memorization (TM) categories using SSCD scores [01], which repre-
sent the cosine similarity of image embeddings obtained from the Self-Supervised Copy
Detection (SSCD) model. Specifically, [37] uses a threshold of 0.7 to distinguish between
these two classes.

A new pipeline: Previous works typically assess memorization on a per-prompt ba-
sis, under the assumption that memorized prompts produce highly similar or even near-
identical outputs across multiple generations. However, our empirical observations chal-
lenge this assumption: many memorized prompts result in significant variability across
generated samples and may generate non-memorized samples even when using the same
seed, as we will show in Section 3.3. Consequently, we manually reviewed and labeled
1,500 images generated using 3002 of the memorized prompts from [158]. Each image was
reviewed and labeled as VM, TM, or NM based on its visual resemblance to ground-truth
images. We show examples of the labeling in Figure D.1 as well as presenting the complete
manual-labeling protocol is described in detail in Appendix D.1.

3.2 Measuring partial memorization

Previously, we discussed that existing approaches classify memorization into VM and TM.
While VM has a clear definition as exact duplication, TM lacks a rigorous definition. [37]
and [90] state that TM reproduces only the general composition of training images while
exhibiting non-semantic variations at fixed image positions. However, this definition does
not accurately assess the potential harm of such memorization. For instance, memorizing a
common background pattern poses minimal risk, whereas memorizing copyrighted content
or artwork, even when appearing in a small region, should be identified and addressed (See
Figure 1.1 for examples). Motivated by this limitation, we aim to provide a fine-grained
classification of TM that better captures the varying degrees of potential harm associated
with different types of memorization.

Foreground background memorization: We propose a novel metric for measuring
memorization called Foreground Background Memorization (FB-Mem). Our FB-Mem al-
gorithm (Algorithm 1) utilizes a three-step comparison: (1) foreground/background extrac-
tion: given a pair of a generated image x, and a training image x;, F'B-Mem first applies

2We use this manually labeled subset to select the optimal similarity metric M in Section 3.2, while we
use the complete 500 prompts for subsequent experiments.
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segmentation to both images to extract foreground and background masks Sy and Sp; (2)
computing similarity: given a a similarity metric M, we calculate the full image simi-
larity My, between the generated and training images, and the foreground/background
similarity between their extracted foreground /background, respectively; (3) memorization
classification: finally, given a threshold 7, we classify the memorization into four possible

types.

Specifically, if the full image similarity exceeds the threshold 7, FB-Mem returns Ver-
batim Memorization (VM). Otherwise, it checks foreground and background similarities in
sequence, returning Foreground Memorization (FM) or Background Memorization (BM),
respectively, if either exceeds the threshold. If none of the similarity scores meet the
threshold, it classifies the pair as Not Memorized (NM).

To avoid reporting false positives when image segmentation fails, such as when the
quality of the image is low, we perform an adaptive similarity computation based on the
foreground proportion in the generated image. When the foreground region is very small
(proportion < [ of the total image size, where § is a tunable hyper-parameter), the al-
gorithm compares the entire generated image against only the foreground of the training
image for foreground similarity, while computing background similarity using masked re-
gions from both images. Conversely, when the foreground dominates the image (proportion
> 1 — ), it compares the masked foreground regions but uses the entire generated im-
age against the training image’s background for background similarity. For balanced cases
where the foreground proportion falls between these extremes, the algorithm performs stan-
dard masked comparisons for both foreground and background regions. For all experiments
reported in this paper, we adapt the threshold of § = 0.03.

Choosing an optimal M: In principle, our FB-Mem algorithm can be equipped with
any suitable similarity metric M. In this paper, we choose Multiscale Structural Similarity
Index (MS-SSIM) [$8] as our metric M. SSIM is a standard tool for comparing pixel-wise
image similarity through the lens of luminance, contrast, and structure. MS-SSIM further
performs multiple re-scaling and down-sampling procedures on the contrast and structural
components to obtain a more robust form. Details of SSIM and MS-SSIM are provided in
Appendix A. Next we justify our choice of M.

Justifying the choice of M: To evaluate the effectiveness of different memorization
metrics, we conducted a three-way classification task (VM, TM,> NM) using our manu-

3In particular, we perform direct comparison of entire images (as done by previous work) rather than
considering any sort of segmentation (as we prescribe in Algorithm 1).
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ally labeled dataset described in Section 3.1. We generated 1,500 images using the 300
labeled prompts and computed the similarity of each generated image to all 498* retriev-
able ground-truth memorized images using three metrics: SSIM, MS-SSIM, and SSCD.
For each generated image, we identified the highest-scoring ground-truth pair across all
comparisons under each metric.

Similarity classification thresholds were established based on prior work. For SSIM
and MS-SSIM, we set the VM threshold at 0.8 and the TM threshold at 0.6. For SSCD,
we adopted settings from [37] and [92], using a verbatim memorization (VM) threshold
of 0.7 and a template memorization (TM) threshold of 0.5. Classification performance is
reported in Table 3.1.

Our results demonstrate that while SSCD effectively classifies verbatim and non-memorized

samples, it exhibits vulnerability to localized dissimilarities. Specifically, SSCD may fail
to detect memorization when images contain small differing regions despite being visually
near-identical overall.” We also evaluated the accuracy-efficiency tradeoff across metrics.
On an NVIDIA A6000 GPU, comparing a single generated image against 500 ground-truth
training images requires over 5 minutes using SSCD, compared to only 24 seconds using
MS-SSIM. This substantial computational advantage, combined with MS-SSIM’s robust-
ness to minor local variations, motivated our choice to build FB-Mem upon MS-SSIM.

3.3 Measuring one-to-many correspondence

In Section 3.1, we note that existing methods neglect generation variations and only
consider prompt-wise memorization. Using our instance-wise pipeline and F'B-Mem, we
observe an intriguing phenomenon of one-prompt-to-many-training-images (one-to-many)
correspondence. Specifically, we perform N = 5 generations per prompt and group the
results into 5 categories according to the number of matched training images within the
memorized dataset. For each category, we count the occurrences of VM, FM, and BM and
present the results in Figure 3.2 (top). We observe that a substantial number of prompts
exhibit one-to-many correspondence, demonstrating a variety of memorization types across
generations from the same prompt.

4A total of two images were unavailable due to broken URLs. We made reasonable effort in an attempt
to retrieve the ground-truth images from other works
5This aligns with recent findings by [15], which highlight SSCD’s vulnerability to local perturbations.
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Prompts Clustering: Moreover, we observe that one-to-many correspondence is not
random but exhibits semantic coherence around shared concepts. To quantify this behavior,
we first encode each prompt into an embedding using the CLIP-ViT-B model, then apply
K-Nearest Neighbors (KNN) clustering to group the 500 prompts into 12 distinct clusters.
Figure 3.1 shows examples of five prompts sampled from the same cluster, along with their
corresponding generated images.® Additional examples are provided in Appendix B.1.

Ablation Study on N: Finally, we conduct an ablation study with an increased number
of generated images per prompt (N = 20) and present the results in Figure 3.2 (bottom).
We observe that prompts exhibiting one-to-one correspondence remain roughly the same
as with N = 5. However, when we increase N, one-to-many correspondence can extend
up to 17 matching images, demonstrating the capability of diffusion models to memorize
a large number of training images within a single prompt.

6Notably, some generated images do not appear to be direct copies of training data. Interestingly, when
we increase the number of N in the next paragraph, we are able to generate replicates of these images as
well.
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Algorithm 1 Foreground Background Memorization (F'B-Mem)

Input: Generated image x,, training image x,, similarity metric M, score threshold 7,
segmentation threshold 3
Output: Memorization type € {VM, FM, BM, NM}
1: Extract foreground mask Sy(x,), Sr(x:)
2: Extract background mask Sy(x,), Sp(x¢)
3: Mun M(Xg,Xt)
4 if % < B then
5 M+ M(xg, % © Sp(xy))
6: My — M(x, ® Sp(xg), %t © Sp(x¢))
7: else if % >1— [ then
8 My M(xy © S5(xg),%; © S¢(x4))
9: My + M(xg, % © Sp(xy))
10: else
11: My M(x, © Sp(xg), %t © Sp(x4))
12: Mbg — M(Xg ® Sb<Xg>, X © Sb(Xt))
13: end if
14: if Mgy > 7 then
15:  return VM (Verbatim Memorization)
16: else if My > 7 then
17:  return FM (Foreground Memorization)
18: else if M, > 7 then
19:  return BM (Background Memorization)
20: else
21:  return NM (Not Memorized)
22: end if
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Memorized Image Generated Images

, =
Shaw Floors Enduring Comfort | French Linen 00103_E0341

Figure 3.1: The memorized ground-truth image as well as the images generated using 5
different prompts selected from cluster 0 (i.e., the Shaw Floors cluster), in generation
order.
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Figure 3.2: Quantitative analysis of memorization in generated images measured
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using each of the N images generated by each prompt, while the y-axis indicates the number
of generated images identified as memorized by FB-Mem. Each generated image produces
exactly one match with one ground-truth image with the highest similarity score. Non-
Memorized images are not included in the figure. Top: Default setting with N = 5.

Bottom: Ablation study with N = 20.
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Chapter 4

Mitigating Memorization

In the previous section, we established a new memorization pipeline, proposed FB-Mem for
memorization evaluation, and identified the phenomenon of one-to-many correspondence.
In this section, we (1) examine existing model-based mitigation methods under the FB-
Mem framework; (2) propose a cluster-wise mitigation approach; and (3) design a scoring
metric for mitigation evaluation and analyze the utility-quality tradeoff in post-mitigation
models.

4.1 Clustering-based Mitigation

In the previous section, we observed the phenomenon of one-to-many correspondence,
which suggests that memorization occurs at the concept level rather than the prompt
level. We therefore propose prompt clustering to quantify this notion of concept. This
approach naturally extends to a stronger mitigation strategy, where we address clusters of
memorization collectively.

Specifically, we build upon NeMo [37], a prompt-wise mitigation approach due to its
superior mitigation performance on prompt-wise mitigation and preserving utility. NeMo
utilizes a two-step process: (1) initial selection: for each prompt in a cluster, NeMo iden-
tifies a broad set of candidate neurons that may be responsible for memorizing a specific
training image; and (2) refinement: NeMo filters the initial candidate set to obtain a
smaller, refined set of neurons for each prompt.

Our clustering-based mitigation approach (denoted as NeMo-C) introduces a third step
of aggregation: given a memorized cluster, we compute the union of all refined neuron sets
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Figure 4.1: Examples of generated images before and after applying NeMo-C.
The provided prompts, from top to bottom, are: (1) ALPHA Convoy 320 Backpack -
View 4; (2) If Barbie Were the Face of the World’s Most Famous Paintings; (3) Foyer
Painted in WHITE; (4) Dreamfall Chapters: The Longest Journey Will Be a PlayStation
4 FEzclusive; (5) Willy Wonka - Oh, you are in IB? Please tell me how much smarter you
are than everyone else.

across the cluster, resulting in a consolidated set of neurons that consistently contribute
to memorization. For each prompt in the cluster, we deactivate all neurons in this union
set to mitigate memorization.

Unlike NeMo, which deactivates neurons specific to individual prompts, NeMo-C per-
forms mitigation using the aggregated union set of neurons across the entire cluster.
This enables robust memorization mitigation, specifically targeting the one-to-many phe-
nomenon described previously. In Section 4.4, we demonstrate that NeMo-C does not
significantly decrease model utility compared to NeMo and other mitigation methods. We
present selected examples of generated images before and after applying NeMo-C, includ-
ing failure cases where generated images remain verbatim memorized post-mitigation, in
Figure 4.1. Additional examples are provided in Appendix C.
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4.2 Mitigation Evaluation

Asides from F'B-Mem, we propose two metrics to evaluate memorization mitigation: the
mitigation strength, quantified by a novel scoring function, and image quality post miti-
gation which measures model utility.

Table 4.1: Mitigation Strength Scoring Function.

From VM | From BM | From FM

VM—NM +2.0 | BM—FM -0.5 | FM—=BM +1.0
VM—BM +1.5 | BM—=VM -1.5 | FM—=NM +1.5
VM—FM +0.5 | BM—NM +0.5 | FM—=VM -0.5

From NM
NM—VM: -2.0 NM—FM: -1.5 NM—BM: -0.5

Mitigation Strength: To evaluate the effectiveness of memorization mitigation meth-
ods, we introduce a scoring function in Table 4.1 that quantifies the strength of mitigation
based on memorization type transitions. Our scoring system assigns numerical values to
transitions between different memorization states: Verbatim Memorization (VM), Back-
ground Memorization (BM), Foreground Memorization (FM), and Not Memorized (NM).
The scoring function operates on the principle that transitions that reduce memorization
severity receive positive scores, while those that increase memorization or introduce new
memorization patterns receive negative penalties.

Image Quality: We use a Deep Bilinear Convolutional Neural Network (DB-CNN) [100]
to evaluate the quality of images after applying memorization mitigation. Due to its no-
reference (NR) nature, the method performs well even with our relatively small sample
size. The method was implemented using the Image Quality Assessment (IQA) toolbox.

4.3 Experimental Settings

Baseline Methods: We consider three model-based mitigation methods: NeMo [37],
Wanda [14]," and DetectMem [92]. All mitigation methods are applied using their default

'Note that Wanda was originally proposed by [¢1] for large language models, while we utilize its
adaptation for diffusion models as presented in [14].
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hyperparameters as specified in the respective papers. For NeMo, we use an activation
threshold of 0.428 to determine which neurons to deactivate for each of the 500 prompts.
This threshold corresponds to the mean plus one standard deviation of pairwise SSIM scores
between initial noise differences, measured on a holdout set of 50,000 LAION prompts.
The number of deactivated neurons varies across prompts, ranging from 0 to 436. For
Wanda, the sparsity threshold (i.e., the percentage of pruned neurons) is set to 1%. For
DetectMem, we evaluate both training-time and inference-time mitigation approaches. The
training-time mitigation uses the pre-fine-tuned SD v1.4 model provided by the authors.
For inference-time mitigation, we use the default configuration with a target loss of 3.

Evaluation Pipeline: We use the 500 memorized prompts from [90] as our pre-mitigation
benchmark. Using Stable Diffusion v1.4, we generate five images per prompt using one ran-
dom seed without applying any mitigation techniques, following the same settings described
in Chapter 3. We then apply various mitigation methods, including baseline methods and
our NeMo-C method, and regenerate five images per prompt under each method. Each
generated image is compared to all 498 of the retrievable memorized images, resulting in
a total of 1,245,000 comparisons. Additionally, we include (1) FB-Mem results for 500
randomly selected LAION prompts from the non-memorized set, generating 5 images per
prompt as well as (2) 2500 images generated using the state-of-the-art Stable Diffusion 3
model using the 500 memorized prompts.

4.4 Experimental Results

Memorization distribution under FB-Mem: We first evaluate the effectiveness of
each mitigation method using the FB-Mem metric. As shown in Figure 4.2, most meth-
ods are highly effective at reducing verbatim memorization (VM), eliminating over 90%
of such cases. However, while background memorization (BM) is largely alleviated, fore-
ground memorization (FM) persists. Notably, we examine the memorized prompts on
Stable Diffusion 3 and observe that memorization does not exhibit significantly even with-
out mitigation,? matching the observations of [37]. Moreover, in Figure 4.3, we demonstrate
that one-to-many correspondence still largely persists across methods, with NeMo-C show-
ing slight improvements over baselines.

2We acknowledge that this might be because the memorized prompts differ significantly across different
versions of Stable Diffusion, a problem we aim to study systematically in future work.
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Figure 4.2: Memorization distribution evaluated using FB-Mem before/after mitigation,
not memorized prompts, and Stable Diffusion 3.
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Mitigation strength: Although the memorization distribution analysis provides in-
sights into post-mitigation results, it fails to capture the memorization transitions induced
by different mitigation methods. To address this, we calculate the average mitigation score
(across 2,500 images, higher scores indicate better performance) for each method accord-
ing to the scoring function in Table 4.1. The results are: NeMo (0.74), DetectMem (0.67),
Wanda (0.79), and NeMo-C (0.83). We observe that NeMo-C achieves the highest mitiga-
tion strength, demonstrating the effectiveness of our concept-wise clustering approach.

Utility trade-off: Finally, a key criterion for evaluating mitigation methods is the preser-
vation of image quality. In Table 4.2, we report the average quality of generated images
after applying various mitigation techniques. Among all approaches, NeMo and NeMo-C
achieve the highest image quality. Furthermore, the trade-off between mitigation strength
and utility degradation is illustrated in Figure 4.4, where NeMo-C emerges as the most
balanced and effective mitigation method.

Additionally, we demonstrate that the trade-off between mitigation efficacy and image
quality can be further fine-tuned. For both NeMo and our proposed NeMo-C method (as
described in this section), the identified set of neurons in the U-Net is completely deacti-
vated. As an alternative, these neurons can be dampened rather than entirely disabled.
Specifically, we apply a multiplicative dampening factor, agamp, to the selected neurons,
where agamp = 0 corresponds to standard NeMo-C. As expected, increasing the dampening
factor leads to improved image quality while slightly reducing mitigation efficacy. The ex-
tended NeMo-C method and detailed experimental settings are described in Appendix B.2.

Table 4.2: Model performance assessed by image quality metrics before/after mitigation.
The reported scores are computed for all 2,500 generated images and averaged.

Mitigation Method DB-CNN

Pre-mitigation 0.60

NeMo 0.587
Detect Mem 0.449
Wanda 0.578
NeMo-C 0.586
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26



Chapter 5

Conclusions and Future Work

5.1 Conclusions

This thesis addressed fundamental limitations in memorization detection for diffusion mod-
els (DMs) by introducing FB-Mem, a segmentation-based metric enabling fine-grained
classification of memorized content. Our analysis revealed that memorization is inher-
ently cluster-wise rather than prompt-wise, with individual generations often combining
elements from multiple training images. Using FB-Mem, we showed that existing mitiga-
tion methods fail to eliminate local memorization, particularly in foreground regions. To
address this gap, we proposed NeMo-C, a cluster-wise mitigation strategy that achieves
more robust memorization reduction while preserving model utility.

Beyond these contributions, our findings suggest several promising research directions.
First, mitigation strategies should be carefully evaluated, balancing memorization suppres-
sion with performance degradation. Second, the phenomenon whereby memorized prompts
can yield non-memorized outputs raises an important question: can memorized content also
be reproduced through non-adversarial, natural prompts in real-world usage, as observed in
prior studies of large language models [1|? Finally, our qualitative analysis in Appendix C
of the generated images revealed that memorization is not uniformly harmful. In certain
cases, such as faithful reproduction of public-domain images, may be desirable. A deeper
understanding of this benign—malignant memorization spectrum could enable mitigation
approaches that selectively retain beneficial memorization while minimizing risks.

By establishing a principled measurement framework and uncovering the nuanced na-
ture of memorization in diffusion models, this work lays the foundation for future advances
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in detection, evaluation, and targeted mitigation, possibly extending to other generative
modalities such as large language models. Ultimately, understanding and controlling mem-
orization is not just a technical challenge but a prerequisite for building generative models
that are both powerful and trustworthy. Our work takes a decisive step toward that goal,
setting the stage for safer and more responsible deployment of generative systems.
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Appendix A

SSIM and Multiscale-SSIM

A.1 SSIM

First, we provide a brief overview of the Structural Similarity Index (SSIM) [39] and the im-
proved Multiscale Structural Similarity Index (MS-SSIM) [88]. Let m = {m;|i = 1,2,..., N}
and n = {n;|i = 1,2,..., N} be two pixel groups extracted from the same spatial location
from two images being compared, and jiy, 02, and oy, be the mean of m, variation of m,
and the covariance of m and n, respectively. Then, the standard SSIM score is calculated
by looking at the luminance (1), contrast (c¢), and structure (s) as follows:

2,um,un +
l(m, n) =
Him T My T C1
20m0n + Co
c(m, n) =
Ofp +0n+Co
Omn + C3
s(m, n) = —
OmOn + C3

where ¢q, ¢, and c3 are small constants to stabilize the division in the case of a weak
denominator. With three components set to equal importance, we obtain the SSIM score:

(2tmpin + €1)(20mn + ¢2)
(M + 13+ c1)(0f, + 02 +¢2)

SSIM(m,n) =
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A.2 MS-SSIM

By performing multiple re-scaling and down-sampling procedures to the contrast compo-
nent and structural component using a scaling factor j, we can obtain a more robust form
of SSIM. Let 1 be the scale of the original images and Scale K be the maximum scale, the
Multi-scale Similarity Index is obtained through:

SSIM(I’I’I, 1’1) = [ZK<m7 n)]aM H [Cj<m7 n)]ﬂj [Sj(ma n)]'yj :

In practice, the relative importance hyperparameter «;, 3, and v are normalized and set
equal at all values of j.
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Appendix B

Ablation Studies

B.1 Additional Experiments

B.1.1 Ablation Study on N

In this section, we provide additional details and example images from the ablation study
where the number of generations per prompt N is increased to 20.

Experiment Setting: Following the pre-mitigation experiments in Chapter 3, we use
the same 500 memorized prompts from [90|. Using Stable Diffusion v1.4 with a fixed
random seed, we generate N = 20 images per prompt without applying any mitigation
techniques.

Clustering Example: Figure B.1 shows 20 images generated for six prompts from the
Shaw Floors cluster. The first five prompts (rows 1-5) and their corresponding first five
outputs were previously shown in Figure 3.1. Notably, prompts 1-6 each produce nearly
identical images beyond the initial five generations, maintaining the same sequential order.
This observation provides strong evidence that the model clusters semantically similar
training prompts and offers insights into how diffusion models internalize and reproduce
content from their training data.
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B.2 NeMo-C with a Dampening Factor

For both NeMo [37] and our proposed NeMo-C method (described in Section 4.1), the
refined set of neurons in the U-Net is completely deactivated. An alternative approach
is to dampen these neurons rather than fully deactivating them. Specifically, we apply a
multiplicative dampening factor cqamp. In this section, we explore the effect of using such
a dampening mechanism, experimenting with values agamp = 0.1 and 0.2. We hypothesize
that this approach may improve the visual quality of the generated images—by retain-
ing some informative signal from the suppressed neurons—while partially sacrificing the
mitigation strength compared to the original NeMo-C.

Table B.1: Model performance assessed by mitigation efficacy and image quality metrics
after applying mitigation with varying dampening factor cggmp. When aggm, = 0, we obtain
the standard NeMO-C method described in the main paper. The reported mitigation score
is calculated by aggregating 2500 scores using the method outlined in Table 4.1. The
reported quality scores are computed for all 2,500 generated images and averaged.

Dampening Factor (agemp)  Mitigation Score Image Quality (DB-CNN)

0 (NeMo-C) 0.83 0.586
0.1 0.81 0.588
0.2 0.797 0.590

The results presented in Table B.1 are consistent with our hypothesis. As the damp-
ening factor increases, the image quality, measured by DB-CNN score, improves slightly,
indicating that partial retention of neuron activations may help preserve useful generative
capacity. However, this improvement in quality comes at the cost of a modest reduction in
mitigation effectiveness. These findings suggest that dampening offers a tunable trade-off
between mitigation strength and image fidelity, providing a flexible alternative to hard
neuron deactivation.
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Figure B.1: Twenty images generated across six different prompts selected from the Shaw
Floors clusters. 45



Appendix C

Mitigation Examples

In this section, we present additional examples of generated images along with their corre-
sponding memorized training images and prompts, as shown in Figure C.1. These examples
include both successful mitigation cases and failure cases where NeMo-C fails to eliminate
memorization.

The examples demonstrate that memorization can be harmful in several ways: (1)
it reduces the diversity of generated outputs (rows 4-6); (2) it can lead to inaccurate
generations that contradict prompt specifications (e.g., row 7, where the prompt explicitly
requests a white foyer but the output displays blue or green tones); and (3) it raises
potential copyright concerns (rows 2 and 8) as the generated images closely resemble which
appear to be artistic works by human creators used in games or other media.

However, memorization may sometimes benefit the model by generating highly accu-
rate or detailed outputs that align well with user prompts—particularly when the under-
lying content is in the public domain, as illustrated in the final row. This dual nature of
memorization highlights a promising direction for future research: developing methods to
distinguish between harmful and benign memorization in diffusion models, similar to the
approach taken by [I] for language models.
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Figure C.1: Examples of generated additional generated images before and after applying

NeMo-C to mitigate memorization 47



Appendix D

Manual Labeling of Ground-truth
Images

D.1 Manual Labeling

As discussed in Chapter 3 of the main paper, existing methods are insufficient for accurately
distinguishing between different types of memorization. This limitation motivates our
proposed approach, FB-Mem. To rigorously evaluate the effectiveness of this method, it is
essential to establish reliable ground-truth labels that reflect human perception. Therefore,
we manually labeled the images generated from memorized prompts (without applying
mitigation techniques) and used these labels as the ground truth for our classification
experiments in the main paper.

Labeling Procedure. We adopt a conservative approach when identifying verbatim
memorization (VM)—an image is labeled as VM only if it is visually identical to its cor-
responding training image. For template memorization (TM), we consider both locally
similar and dissimilar regions, as well as the overall visual style, following the examples
illustrated in Figure Figure D.1. Each generated image is manually compared to up to
ten of the most visually similar memorized images, as retrieved by BF-Mem and scored
using SSCD, before reaching a labeling decision. Due to the time-intensive nature of this
process, we labeled only the first 1,500 generated images, which we consider a sufficient
sample for reliable evaluation.
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Reference Image VM ™ NM

Figure D.1: Examples of manual classification for different reference images. For the
reference image in row 2, no VM example was found.
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