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Abstract

Owing to the rise in data from the Internet of Things (IoT) devices and the increasing
demand for intelligent decision-making on the network’s edge, there has been a significant
surge in interest in the intersection of edge computing, cloud computing and artificial
intelligence (AI). Various sectors are adopting such an integrated approach because of the
low-latency operating capability due to edge computing, intelligent decision-making due
to AI and scalable computing in the cloud. Due to low-latency requirements, in case of
performance degradation of the AI application, it is crucial to rapidly adapt and update the
edge environment independently while maintaining state synchronization with the cloud.

Owing to the prerequisite for rapid adaptability, a necessity for personalized Machine
Learning (ML) training on the edge becomes evident. Furthermore, the universal ML model
training is typically conducted in the cloud, leveraging its higher computing resources and
abundant data in the central storage. In such a hybrid environment with multiple model
sources, it is essential to maintain consistency and a synchronized state of the system.
Conventional Machine Learning Operations, also known as MLOps, manage the efficient
deployment and monitoring of machine learning models in a single-tier environment.

The challenge of performing MLOps in an edge-cloud environment grows with the
number of IoT devices, edge servers and machine learning models. Thus, streamlining the
machine learning process, including model training, deployment, and performance monitor-
ing, requires a scalable and robust hybrid approach. To solve the challenge of performing
multi-tiered MLOps in a hybrid ecosystem, we propose a novel MLOps architecture to
orchestrate the edge-cloud model training and synchronization.

This thesis assesses the proposed architecture using quality attributes, including main-
tainability, reliability, scalability, functional adaptability and robustness. Furthermore, the
thesis tests the proposed architecture in a practical case study experiment, including mul-
tiple IoT devices, edge servers and centralized cloud infrastructure. This thesis presents
an innovative solution for maintaining ML-enabled edge-cloud systems.

iii



Acknowledgements

I would like to thank my supervisor and advisor, Professor Sebastian Fischmeister, for
his continuous support. I would also like to thank my mom and dad for their love and
encouragement during these challenging times. Thank you to my friends from Canada and
India for believing in me. I would also like to thank everyone from the ESG lab for their
continuous motivation.

iv



Dedication

I dedicate this thesis to my family and friends, who have supported me during this journey.

v



Table of Contents

List of Figures ix

List of Tables x

List of Abbreviations xi

1 Introduction 1

2 Background Information 3

2.1 Artificial Intelligence and Machine Learning . . . . . . . . . . . . . . . . . 3

2.2 Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.3 Edge Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.4 Machine Learning Operations . . . . . . . . . . . . . . . . . . . . . . . . . 8

3 Architecture 11

3.1 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

3.1.1 Functional Requirements . . . . . . . . . . . . . . . . . . . . . . . . 12

3.1.2 Non-functional Requirements . . . . . . . . . . . . . . . . . . . . . 14

3.2 Functional View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.2.1 IoT Device . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

3.2.2 Edge Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3.2.3 Cloud Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . . 24

vi



3.3 Behavioural View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

3.3.1 Data Collection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

3.3.2 Universal Training . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.3.3 Personalized Edge Training . . . . . . . . . . . . . . . . . . . . . . 31

3.3.4 Inference . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.3.5 Continuous Synchronization . . . . . . . . . . . . . . . . . . . . . . 33

3.3.6 Continuous Deployment . . . . . . . . . . . . . . . . . . . . . . . . 34

4 Software Architecture Analysis Method (SAAM) 36

4.1 Motivation and Goals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.2 SAAM Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.2.1 Quality Attributes for SAAM . . . . . . . . . . . . . . . . . . . . . 38

4.2.2 Scenarios . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

4.2.3 Evaluating Component-Scenario Interactions . . . . . . . . . . . . . 43

4.3 Lessons Learned . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

5 Experiments 55

5.1 Overview of Project . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

5.2 Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

5.2.1 Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

5.2.2 Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

5.3 Machine Learning Operations for DIMACE . . . . . . . . . . . . . . . . . . 61

5.3.1 Dataset Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . 61

5.3.2 Data Analysis and Feature Engineering . . . . . . . . . . . . . . . . 64

5.3.3 Model Training . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

5.3.4 Model Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

5.3.5 Model Packaging . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

5.4 Quantitative Measurements . . . . . . . . . . . . . . . . . . . . . . . . . . 66

vii



5.4.1 Response Time for Retraining . . . . . . . . . . . . . . . . . . . . . 67

5.4.2 Bandwidth and Cost Comparison . . . . . . . . . . . . . . . . . . . 68

5.4.3 Reliability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5.5 Qualitative measurements . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.5.1 Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.5.2 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.6 SAAM vs Reality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

6 Conclusion 72

References 74

viii



List of Figures

3.1 Functional Block Diagram . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.2 Data Collection Workflow . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.3 Universal Training Workflow . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.4 Personalized Edge Training Workflow . . . . . . . . . . . . . . . . . . . . . 32

3.5 Inference Workflow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.6 Continuous Synchronization Workflow . . . . . . . . . . . . . . . . . . . . 34

3.7 Continuous Deployment Workflows . . . . . . . . . . . . . . . . . . . . . . 35

5.1 Time Series Progression of Data Collected on the Edge . . . . . . . . . . . 62

5.2 Time Series Progression of Data Collected from Public Sources . . . . . . . 63

5.3 KDE plot for Data collected on the Edge . . . . . . . . . . . . . . . . . . . 64

5.4 KDE Plot for Data collected from Public Sources . . . . . . . . . . . . . . 64

ix



List of Tables

4.1 Scenario Assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

4.2 Number of Changes per Component . . . . . . . . . . . . . . . . . . . . . 46

5.1 Response Time for Retraining and Deploying a Model . . . . . . . . . . . . 67

5.2 Theoretical Bandwidth Comparison of Various Architectures . . . . . . . . 69

x



List of Abbreviations

AE Auto Encoders 4

AI Artificial Intelligence 1–3, 6

AIoT Artificial Intelligence of Things 10

API Application Programmable Interface 1

ARIMA Autoregressive Integrated Moving Average 65, 66, 71

ASIC Application-Specific Integrated Circuit 8

AutoML Automated Machine learning 6

AWS Amazon Web Services 4, 5

CCA Cloud Connection Agent 24

CCR Central Container Registry 23, 27, 31, 32

CETS Central Experimental Tracking Server 27, 31

CMLM Central ML Module 25, 27, 30, 31, 33, 45, 51–53, 60

CMR Central Model Registry 27, 30, 31, 34

COE Central Orchestration Engine 24, 25, 30, 44, 52

CSV Comma Separated Values 19

CV Computer Vision 7

xi



DAM Data Acquisition Module 19, 29, 30, 45, 50, 59

DBaas Database as a Service 5

DCU Data Collection Unit 17

DDoS Distributed Denial of Service 7

DevOps Development Operations 8

DIMACE Distributed Machine Learning for Atmospheric Conditions Evaluation in Cloud
and Edge 55, 56, 61, 65–71, 73

DTU Data Transmission Unit 17, 18, 44, 47, 48

EC2 Elastic Compute Cloud 4

ECR Edge Container Registry 23, 32

EETS Edge Experiment Tracking Server 22, 32, 34

EMLPM Edge ML Prediction Module 21, 22, 32, 33, 44, 47, 50, 59

EMLTM Edge ML Training Module 20, 22, 31, 32, 45, 51, 53, 59

EMR Edge Model Registry 21, 31, 32, 34, 35

EOE Edge Orchestration Engine 22, 31, 34, 44, 49, 50, 59

ETSM Experiment Tracking Synchronization Module 23, 24, 59

FaaS Function as a Service 5

FPGA Field Programmable Gate Array 50

FR Functional Requirement 12

GPU Graphics Processing Unit 8, 50

IaaS Infrastructure as a Service 5

ICC IoT Connection Client 18, 19, 29, 43, 48, 49

xii



IoT Internet of Things 6, 7, 11–13, 15, 17–19, 22, 26, 29–31, 39–51, 53, 56–62, 64, 68–73

IP Internet Protocol 18

JSON JavaScript Object Notation 19, 57

KDE Kernel Density Estimation 64

MAE Mean Absolute Error 66

MEC Mobile Edge Computing 7

ML Machine Learning 3, 4, 6–10, 12–15, 18–35, 38–42, 44–46, 48–53, 55–61, 64–68, 70, 72

MLOps Machine Learning Operations 2, 8–12, 23, 26, 39–41, 56, 61, 66, 72

MRSM Model Registry Synchronization Module 23, 24, 34, 59

MS Monitoring Server 26, 30, 51

MSE Mean Squared Error 65

NFR Non-Functional Requirement 12, 14, 70

NLP Natural Language Processing 1

PaaS Platform as a Service 5

PCA Principal Component Analysis 4

PSS Persistent Storage Solution 19, 32, 49

SAAM Software Architecture Analysis Method 36–39, 43, 45, 46, 51, 53–55, 71–73

SaaS Software as a Service 5

TM Telemetry Module 23, 31, 49, 59

TPU Tensor Processing Unit 50

UAV Unmanned Aerial Vehicle 7

UDAM Universal Data Acquisition Module 25, 29, 60

xiii



Chapter 1

Introduction

Artificial Intelligence (AI) has emerged as a groundbreaking innovation, redefining the
boundaries of what humans can achieve. AI has demonstrated its potential in academia,
business, art, healthcare and many other sectors [1, 2, 3, 4]. Natural Language Processing
(NLP), powered by AI, enables intuitive human-machine interaction, efficient machine
translation, and accurate information extraction, among other applications in our digitized
world [5, 6]. Recent developments in generative AI models have led to a new form of
art and creativity where AI-generated content is indistinguishable from human-generated
artifacts [7].

As a cornerstone technology, cloud computing has played a crucial role in the evolution
of AI with its on-demand availability of computing infrastructure [8]. This has enabled
organizations to process vast amounts of data to build and deploy complex AI models [9].
One significant aspect to consider is that offering AI as a service through Application
Programmable Interface (API) has lowered the technical barrier to integrating AI into a
solution [10]. Overall, it is evident that cloud computing emerged as a critical catalyst for
the emerging developments in AI.

Alongside cloud computing, edge computing has been making strides in recent years
by bringing computation closer to the location of data generation [11, 12]. With more
internet-enabled devices, edge computing enables real-time decision-making and enhanced
operational efficiency. In the context of autonomous vehicles, instead of relaying informa-
tion to a remote data center, edge computing allows data processing on the vehicle(edge)
itself, enabling faster response times [13]. Due to its distributed and independent nature,
edge computing saves bandwidth for data transmission and can operate during periods of
inconsistent connectivity to the cloud. This parallel rise of edge and cloud technologies
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has driven the growth of distributed data processing solutions that cater to a wide range
of applications [14].

The latest trends in application architectures showcase an emerging usage of a multi-tier
approach, which integrates both cloud and edge computing along with AI capabilities [15].
Such a hybrid approach combines the higher computation capacity and the scalability
of the cloud with the localized data processing of edge computing, capitalizing on both
technologies’ unique benefits. A typical example of such an application could be wearable
devices, which can process data regarding vital signs in real-time at the edge and notify
the user of any immediate health emergencies. Concurrently, these devices can transmit
the data to the cloud for learning long-term patterns to detect potential health issues using
AI [16, 17, 18]. By integrating cloud, edge and AI, novel possibilities of intelligent, efficient
and real-time systems can be unlocked.

Due to the use of such multi-tier architectures, the need for robust methodologies
to manage the life cycle of AI models has increased. Implementing Machine Learning
Operations (MLOps) is a general approach in single-tier architectures to ensure efficient
deployment, monitoring and updating of the AI models [19, 20, 21]. However, the challenge
is to transfer the same concepts to a complex environment, such as a hybrid system with
edge and cloud components. Thus, this thesis aims to provide a robust and scalable
architecture enabling engineers to apply MLOps concepts in a multi-tier environment.

This thesis offers the following contributions:

• A generalized architecture to deploy, maintain and update machine learning models
in a hybrid cloud-edge environment (c.f. Chapter 3).

• A multi-tier system design focusing on automated model management, dynamic func-
tional adaptability, privacy measures, traceability and explainability (c.f. Chapter 3).

• Analysis and evaluation of the proposed architecture’s capabilities and limitations
(c.f. Chapter 4).

• Experiments and use case to evaluate the quantitative and qualitative metrics re-
garding the performance of the approach (c.f. Chapter 5).
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Chapter 2

Background Information

Understanding the terminology and background information is essential to understand
an intelligent multi-tier edge-cloud architecture. This section offers necessary contextual
information regarding the scope of the thesis.

2.1 Artificial Intelligence and Machine Learning

AI is a branch of computer science dedicated to studying the augmentation and enhance-
ment of intelligent and intellectual processes using machines, such as reasoning and making
predictions![22]. Recently, AI has been engineered to accomplish tasks that require cog-
nitive abilities, such as pattern recognition, speech understanding, autonomous driving
and industry automation [23, 24, 25, 26]. Primarily, AI encompasses systems capable of
interacting with their environment and making autonomous decisions based on predefined
goals. This is often achieved by processing and analyzing large amounts of data to recognize
trends and correlations and thus make informed forecasts.

A critical component of artificial intelligence is Machine Learning (ML), a subset that
enables these applications to learn and adapt from past knowledge using the data collected
from the environment. Machine Learning (ML) involves using mathematical and statistical
algorithms to extract insights from data and make predictions or decisions based on the
patterns determined by the algorithms [27]. ML possesses extensive applicability across
various domains, with its methodologies spanning a spectrum from supervised learning to
unsupervised learning techniques [28].
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In supervised learning, a labelled dataset is used to train a model(a mathematical
function) that serves as a mapping function between the input and the output. Once
this function is calculated, the model can generate predictions on new and unseen data.
Examples of supervised learning applications include weather forecasting [29], traffic-lane
prediction [30], image classification [31], video segmentation [32] and stock prediction [33].
The commonly used techniques in supervised machine learning include linear regression,
logistic regression, decision trees, random forests, k-nearest neighbours, AdaBoost and
neural networks [34].

On the other end, unsupervised learning works on datasets without historical labels.
However, instead of predicting outcomes, it focuses on finding hidden structures and pat-
terns in the unlabeled data. Furthermore, this methodology provides a novel direction for
discovering patterns during the exploratory data analysis stage [35]. There are two types of
unsupervised learning techniques: dimensionality reduction and clustering. Dimensional-
ity reduction uses algorithms like Principal Component Analysis (PCA) [36, 37] and Auto
Encoders (AE) [38, 39] to obtain a subset of principal variables, which can help to visual-
ize the data in lower dimensions and remove noise and randomness from the dataset. In
addition, clustering algorithms like k-means [40, 41] and hierarchical clustering [42, 43] are
used to divide a given dataset into clusters such that the data instances in the same cluster
follow a distinguishable pattern and have similar features. Examples include clustering
websites based on raw text and grouping customers based on purchase history.

Between these two extremes lies a vast range of ML techniques: self-supervised [44],
semi-supervised [45], and reinforcement learning [46]. These techniques borrow concepts
from supervised learning, unsupervised learning and the notion of reward function for
cumulative reward.

2.2 Cloud Computing

Cloud computing has emerged as a mainstream technology in the last decade, primarily
influenced by the competition between the tech giants like Amazon and Rackspace [47].
Amazon entered the cloud computing space with its offering of Elastic Compute Cloud
(EC2) with its launch of Amazon Web Services (AWS), which offered scalable computing
solutions in the cloud. This paradigm shift provided businesses access to flexible and
scalable resources, which were initially only affordable to large corporations. Thus enabling
more accessible web computing infrastructure access for developers and smaller businesses
without investing in expensive hardware or a data center.
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Economically, cloud computing provides significant cost-effective alternatives to busi-
nesses, which boosts competition in the industry and promotes entrepreneurial initiatives
in a large variety of sectors. Furthermore, it is essential to note that cloud computing is
reshaping the business models for startups, which can, in turn, focus on core technologies
and competencies [48]. Current cloud platforms such as AWS, Google Cloud, Microsoft
Azure and IBM provide a pay-as-you-go model, which allows companies to only pay for
the resources they consume [49, 50]. Thus eliminating the upfront capital expenditure and
reducing the total cost of ownership.

The offerings by cloud providers can be broadly categorized into the following services:

• Infrastructure as a Service (IaaS): IaaS facilitates raw computing resources like com-
pute machines, storage solutions and network infrastructure, where the highest level
of management control and flexibility is provided to the user. Prominent examples
include Amazon EC2 and Google Compute Engine [51].

• Platform as a Service (PaaS): PaaS refers to a cloud computing model that offers
developers a framework they can build upon by abstracting infrastructure manage-
ment [52]. AWS Elastic Beanstalk and Google App Engine are examples of PaaS
services.

• Software as a Service (SaaS): SaaS refers to a cloud-native platform where a third-
party company hosts applications for customers over the internet on a pay-as-you-go
revenue model. This eliminates the customer’s need to manage or maintain the soft-
ware or hardware [53]. An example of this would be Salesforce and Google Workspace.

• Function as a Service (FaaS): FaaS enables the companies to run and manage appli-
cations and their corresponding functionalities without maintaining the underlying
infrastructure [54]. The cloud provider manages the necessary computing resources,
where the pricing is based on consumption, allowing the user to focus on the sys-
tem’s functionality. Some popular FaaS services include AWS Lambda functions and
Microsoft Azure Functions.

• Database as a Service (DBaas): DBaas refers to a fully managed cloud computing
service that provides users access to a database without managing any underlying
infrastructure. It enables users more accessibility to set up policies for backup, scaling
and replication [55]. AWS provides multiple solutions for DBaaS, including Amazon
RDS and Aurora Serverless.
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Machine Learning in the Cloud

The emergence of Machine Learning (ML) services in the cloud has sparked a significant
rise in AI usage. Various ML-focused tools on the cloud have enabled individuals to
integrate advanced AI models into their architectures by abstracting the complexities of
infrastructure management and scaling. Some popular cloud services that provide fully
managed service for developers and data scientists include Amazon Sagemaker, Google
Cloud AutoML, Microsoft Azure Machine Learning and IBM Watson Studio [56].

Furthermore, modern cloud platforms provide pre-built and ready-to-use ML models,
lowering the experience needed to develop intelligent and advanced systems. Microsoft
Azure provides access to the state-of-the-art OpenAI’s GPT models through its Azure
OpenAI Service [57]. In addition, the latest advancements in Automated Machine learning
(AutoML) in the cloud suggest making complex ML models accessible to a broader audi-
ence. AutoML provides the capabilities to automate the ML process using user-friendly
interfaces and highly scalable workflows [58].

2.3 Edge Computing

Edge computing is often described as a federated computing model that allows compu-
tation at the network’s edge. It involves processing sensor data closer to the Internet
of Things (IoT) devices instead of transmitting it to the cloud for processing. This en-
ables applications with high-speed, low-latency requirements to be deployed near the data
sources.

In the past few years, an unprecedented upsurge in edge devices has been observed
in fields like transportation, retail, defence, home automation, and healthcare [59, 60].
Forecasts predict that over 75 billion IoT and edge devices will exist across multiple sectors
by 2025 [61]. In addition to the increase in the number of edge devices, the computational
capabilities of individual devices are also on an upward trajectory. Modern edge devices
boast more computational power, storage capacities and AI capabilities than their earlier
versions.

Edge computing significantly reduces the latency for real-time applications compared
to cloud computing using localized data processing. Bringing data processing closer to
the edge device eliminates the need to transfer data over extended distances to a remote
cloud server, thereby minimizing the noticeable delay. In autonomous vehicles and health-
care, this ensures safe and effective operation through real-time data processing and faster
decision-making [13].
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Another fundamental benefit of edge computing is its ability to reduce bandwidth re-
quirements. In the traditional cloud paradigm, all data from the IoT sensors are transferred
to the centralized cloud server for processing, which can strain the network resources. Edge
computing’s efficient approach mitigates these bandwidth issues by local processing of data,
which can include aggregation and filtering of data on the edge device. This approach offers
cost benefits where bandwidth usage incurs significant costs [62].

Edge computing offers several advantages over conventional cloud models regarding
privacy and security. The edge computing model decentralizes data storage and processing
on edge devices, allowing personal and sensitive data to persist on the edge itself, thereby
reducing data transfer to the cloud [63]. Furthermore, as data processing happens on
the edge device, the system’s vulnerability against cyber-attacks during data transmission
opportunities is reduced [64].

Machine Learning on the Edge

With the immense quantity of data produced by IoT devices, extracting information from
raw data and making intelligent decisions using the limited computing capacity on the
network edge is essential. One promising approach to address this issue involves using
TinyML [12], which refers to applying ML on edge. This includes inference and often
training the ML model on edge in a resource-constrained environment.

Machine Learning (ML) on edge has several benefits ranging from faster response times,
increased privacy, hyper-personalization, reliability and reduced bandwidth usage. In the
intelligent agriculture domain, researchers leveraged edge computing to study the learning
factors influencing plant growth patterns [65]. Recent research conducted by [66] compares
the performance of ML algorithms in Mobile Edge Computing (MEC) to detect Distributed
Denial of Service (DDoS) attacks.

A study by Cristian Toma et al. [67] presents the challenges in implementing ML solu-
tions in an edge environment, ranging from applications in Unmanned Aerial Vehicle (UAV)
Drones, Robotics and IoT devices. Madhavi et al. deployed a machine learning-based gran-
ite classifier on an ESP8266 board, demonstrating the capability of a microcontroller to
run ML models to detect different types of granite [68].

In Computer Vision (CV), ML on edge can enable the analysis and interpretation
of visual signals directly near the digital sensor in real-time. Ananthanarayanan et al.’s
video analytics system [69], Rocket, efficiently processes video data from various cameras
and produces highly accurate outputs in a resource-constrained environment. Wang et al.
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devised a video analytics framework leveraging the edge computing model that allows an
efficient deployment of ML applications on autonomous drones [70].

Machine Learning (ML), coupled with edge computing, is playing a pivotal role in
autonomous vehicles. Hochstetler et al. perform real-time object detection using a popu-
lar deep-learning development kit, Intel Neural Compute Stick, and a Raspberry Pi [71].
STTR [72], an intelligent vehicle tracking system, can handle multiple cameras feeds in
real-time to calculate the vehicle’s trajectories, thereby minimizing the data stored in the
edge device.

Significant strides have been made toward accelerating edge machine learning in recent
times due to the development of specialized hardware and algorithmic optimizations. Re-
garding hardware, the rise of specialized devices like Graphics Processing Units (GPUs)
and Application-Specific Integrated Circuits (ASICs) has accelerated parallel edge compu-
tations. Certain variations of ASICs and GPUs have been optimized for edge environments
to deliver high computational power while maintaining low power consumption, enabling
the adoption of complex applications like video segmentation and image super-resolution
on the edge.

On the algorithmic front, multiple studies have demonstrated significant improvement
in the operational efficiency of ML models on the edge. SquuezeNet [73], a deep learning
network architecture, performed equally well as AlexNet [74] on image classification tasks,
even with 50 times lower parameters to learn. It achieved such performance by aggregating
the concepts of late down-sampling in the network, using a higher number of 1x1 filters
and updating convolutional layers with fewer output channels.

2.4 Machine Learning Operations

Machine Learning Operations (MLOps) leverage Development Operations (DevOps) prin-
ciples to integrate ML models into a software system efficiently. MLOps aims to streamline
multiple ML steps ranging from model development and quality assurance to model deliv-
ery and monitoring into a single process [75]. It aims to maintain reliability, robustness
and reproducibility in a ML system by standardizing various development and operations
practices [76, 20].

MLOps has the potential to bridge the gap between data scientists and IT professionals
by integrating Continuous Integration and Continuous Deployment (CI/CD) pipelines in
the development process, thereby accelerating ML deployment timelines [77]. MLOps
supports the seamless transition of ML models from development to quality assurance
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through automated pipelines for data and model validation during the CI stage. In addition
to that, CD pipelines enable the reliable and rapid deployment of validated models to the
production environment.

A typical MLOps lifecycle can be divided into these fundamental steps:

• Data Ingestion: This step involves aggregating data from multiple sources and trans-
forming them into the formats necessary for ML models.

• Model Development and Training: It refers to the designing ML models by data
scientists and ML engineers and the models training using prepared datasets.

• Model Validation: It involves testing and validating the ML model on unseen data,
evaluating its performance and estimating its accuracy in the real world.

• Experiment Tracking: It facilitates the tracking and management of different ML
experiments and allows the comparison between experiments to learn and interpret
the impact of change of hyperparameters on the model.

• Model Versioning: This step keeps track of validated models and ensures traceability
and accountability in ML workflows.

• Model Deployment: Once the model is approved and ready for delivery, this step
deploys the model to the production environment using continuous delivery pipelines.

• Model Monitoring: It is essential to continuously monitor the model performance
and detect any degradation due to data or concept drift. This pipeline step enables
proper logging and monitoring for auditing and debugging purposes.

• Model Retraining: Once the model’s performance degrades below a predefined thresh-
old, it is necessary to retrain the model using the latest data and invoke the MLOps
workflow again.

Multiple open-source and commercial MLOps tools provide capabilities to streamline
the ML life cycle. MLFlow, an open-source platform [78], provides experiment tracking,
model registry and model serving capabilities [79]. Similarly, Kubeflow [80] is a scalable
way to deploy ML workflows in a Kubernetes environment, where each workflow step is
wrapped inside a container. Another popular MLOps tool is TensorFlow Extended (TFX)
by Google [81], which provides a framework for data validation, model training and model
serving. Amazon Sagemaker, Azure ML and GCP Vertex AI are examples of commercial
cloud ML services which provide a range of services for the ML lifecycle [82].
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MLops in an Edge Environment

Edge MLOps is an emerging field in software engineering that lies at the intersection of
ML, DevOps and Edge Computing. MLOps principles help define a repeatable, reliable
and maintainable approach for managing a scalable edge ML environment. It provides
a framework to address various challenges, such as device resource constraints, hardware
heterogeneity, dynamic adaptability across various environments and model monitoring in
a distributed setting [83].

Many edge applications are deployed on embedded devices with limited computing
and storage capacity across various domains. To deploy these ML models in a resource-
constrained environment, the ML models need to be optimized for complexity and re-
source usage [84]. Multiple studies have focused on improving deep learning architectures
for edge devices, thereby allowing complex models to run on microprocessors and micro-
controllers [85, 86, 87]. Building upon prior research, Tao and Li proposed a new optimiza-
tion method to reduce the gradient size up to 90% during model training in a convolution
neural network architecture without reducing the convergence rate [88].

Multiple MLOps frameworks have been designed to streamline the ML lifecycle at the
edge. Raj et al. proposed a novel edge MLOps framework for Artificial Intelligence of
Things (AIoT) to automate continuous model training, deployment, delivery, and moni-
toring for ML models while utilizing the Microsoft Azure platform for the management of
IoT devices [89, 90]. SensiX++ provides a dynamic runtime for ML model inference on
various edge devices with an integrated MLOps module [91]. It allows serving multiple
models on edge devices with granular control while minimizing repeating data operations,
thus automating MLOps steps in an edge environment.

The Tiny-MLOps framework aims to bring ML capabilities to low-energy 32-bit micro-
controllers with stringent resource constraints [83]. The experiments in the study, using
data collected from various sensors monitoring an industrial rotary machine, provide ev-
idence of the feasibility of the edge MLOps framework. Edge Impulse [92] is another
framework that can support optimizing ML models for various embedded edge systems.
Furthermore, Pangea is an MLOps tool that creates a robust runtime environment for edge
devices to run custom analytical pipelines [93].
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Chapter 3

Architecture

In computer engineering, system architecture refers to a system’s high-level structure and
design. It may include multiple hardware devices, software modules and their connections.
Architecture provides a high-level understanding of the underlying hybrid system [94].
Apart from the components, a system architecture provides a blueprint of the system’s
behaviour under different scenarios.

System architecture serves as a blueprint for a digital system, where the components
include all hardware and software elements [95]. For example, an IoT device in an edge
environment and a web application hosted in a cloud environment can be considered com-
ponents of a hybrid system. Apart from listing these components, inter-component and
intra-component relationships are crucial to any architecture. These relationships include
the communication and transactions between multiple system components. An architec-
ture further characterizes the system’s behaviour, describing how various modules deal with
external inputs like user click and webhook trigger. Lastly, it encapsulates essential system
properties, referred to as quality attributes, including scalability, security, maintainability,
reliability and performance [96, 97].

Designing a system architecture requires formulating a set of functional and non-
functional architectural requirements [98]. Defining a system’s precise requirements is
essential in the system development life cycle. This chapter formalizes the requirements of
an edge-cloud MLOps system and provides a functional block diagram of the underlying
architecture. Lastly, a behavioural view of the architecture is described using the primary
use-case scenarios of the system.
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3.1 Requirements

Requirements help estimate the project’s scope while also providing a clear definition of
the system’s expectations. To guide the system’s design, requirements are classified into
two main categories: functional and non-functional [99]. Functional Requirement (FR)
are the fundamental requirements for the system’s behaviour, operations and activities.
For example, data collection and transmission are functional requirements for an edge
IoT system. On the other hand, Non-Functional Requirement (NFR) refer to the quality
of the function execution rather than the function itself. In other words, non-functional
requirements define how a system performs its functional operations. Some of the non-
functional requirements of an IoT system include scalability, reliability, security and energy
efficiency.

Designing an optimal system requires thoroughly understanding the requirements and
finding potential tradeoffs. Tradeoffs are decisions where improvement in one performance
metric can degrade the performance of another performance measure [100]. The primary
focus of any system design study is to find the perfect balance between these compromises,
achieving optimal performance and fulfilling the required functional and non-functional
requirements.

The motivation of this study is to understand the conflicting requirements of the sys-
tem, optimize the management of the underlying tradeoffs and build a scalable edge-cloud
MLOps architecture for a hybrid environment.

3.1.1 Functional Requirements

Functional Requirement (FR) specify the system’s functionality, including its operations,
behaviour and properties [101]. In addition, FR plays a pivotal role in defining the use
cases of a system. Such use cases help to describe the system’s behaviours to achieve
specific goals, determine the primary components of a system and describe how different
components interact with each other. Lastly, use cases assist in identifying integration
points of system components with external systems.

The core functionality of the proposed edge-cloud MLOps architecture is to seamlessly
train, deploy, monitor and update ML applications in an edge environment, leveraging
cloud infrastructure.

Each functional requirement is assigned with an abbreviation FR, appended with a
number for reference, and then a short description detailing the requirement. Furthermore,
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each instance of the functional requirements is derived from the corresponding cited study
to which it is linked via citation. The following outlines the requirements:

FR-1 The system shall facilitate data collection from IoT devices. [102]

FR-2 The system shall support data storage on the edge device. [103]

FR-3 The system shall support data collection from public data sources. [104]

FR-4 The system shall support data storage on the cloud infrastructure. [105]

FR-5 The system shall support communication between IoT devices and edge devices. [106]

FR-6 The system shall support synchronization between edge devices and cloud infrastruc-
ture. [107]

FR-7 The system shall allow seamless access to data on the edge device. [108]

FR-8 The system shall facilitate centralized access to data on the cloud infrastructure. [108]

FR-9 The system shall support the universal training of the ML model in the cloud envi-
ronment. [109]

FR-10 The system shall support the personalized training of the ML model on the edge
device. [110]

FR-11 The system shall support model inference on the edge device. [111]

FR-12 The system shall log and monitor the performance of ML models on the edge de-
vice. [112]

FR-13 The system shall support the synchronization of ML training experiments and mod-
els from the edge to the cloud. [107, 113]

FR-14 The system shall support the storage of the ML model and experiments in the edge
and the cloud. [114]

FR-15 The system shall facilitate centralized access to the global and individual perfor-
mance of the ML models. [115]

FR-16 The system shall support over-the-air updates of components. [113]

FR-17 The system shall support detecting the degradation of performance of an ML model. [116]
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FR-18 The system shall support universal and personalized retraining of a model. [117]

FR-19 The system shall support updating the ML model in the edge and cloud environ-
ment. [87]

3.1.2 Non-functional Requirements

While functional requirements provide a detailed description of the behaviour and oper-
ation of a system, NFRs dictate the overall characteristics of the behaviours and opera-
tions [118]. They provide a metric to determine the system’s performance and ensure its
quality, scalability, reliability, availability, and maintainability are adequately defined [119].

Similar to the format defined in Section 3.1.1, non-functional requirements are denoted
with an NFR abbreviation, followed by a number. Again, the non-functional requirements
are derived from the studies cited along with each requirement instance.

NFR-1 The system shall support simultaneous training on three ML models on the cloud
and one ML model on the edge. [120]

NFR-2 The system shall maintain hot storage for model training data for 24 hours on
edge. [17]

NFR-3 The system shall facilitate a data archiving policy for universal data on the cloud
for a minimum of 30 days. [121]

NFR-4 The system shall support inference on the edge device with maximum 500-millisecond
latency. [111]

NFR-5 The system shall support synchronization of the ML model and experiment from
the cloud to the edge in under 1 minute. [107]

NFR-6 The system shall support monitoring metadata synchronization with a maximum
latency of 10 seconds. [107]

NFR-7 The system shall support over-the-air updates of the ML model within 2 minutes
from the cloud to the edge. [87]

NFR-8 The system shall support over-the-air update of edge components within 3 min-
utes. [87]
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3.2 Functional View

In a system design, a functional view of a system provides details about the structure of an
architecture. The functional view is a system perspective that focuses on the functionalities
of individual components [122]. In addition, a functional view formalizes the architecture
using a functional block diagram that provides the stakeholders with a clear and under-
standable way to describe the working of a system. Lastly, a functional view can provide
a clear set of criteria to conduct system testing to evaluate the system’s performance.

Figure 3.1 represents a functional block diagram of the proposed ML architecture in a
hybrid environment. This diagram enables the removal of abstractions and provides proper
guidelines for components and their necessary connections. Each box in the architecture
refers to a component or a sub-component in the system, while each line connecting in-
dividual boxes represents the interaction between those components. These interactions
include data transmission, log synchronization and command routing.

The architecture consists of two different environments, edge and cloud environments,
with proper separation provided by the dashed line. The edge infrastructure comprises
the edge server and the IoT devices, while the cloud infrastructure consists of various
components to orchestrate and manage the system centrally [123].
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Figure 3.1: Functional Block Diagram
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Subsequently, a breakdown of each component, along with its sub-components and
functionalities, is provided below.

3.2.1 IoT Device

An Internet of Things (IoT) device plays an integral role in the data acquisition pipeline
of any edge system [124]. It is responsible for interfacing with the physical world and is
typically embedded with multiple sensors. In the overall architecture, these devices act
as data sources and the first level of data processors. Furthermore, these devices support
real-time data collection using power-efficient embedded architecture. Lastly, these devices
also have communication hardware to transmit data to the upstream infrastructure.

Data Collection Unit (DCU)

The primary function of a Data Collection Unit (DCU) is to capture data from the device’s
surrounding environment continuously, as required by FR-1. Such data collection often uses
embedded sensors that measure environmental attributes like temperature, light intensity,
pressure and humidity. Apart from collecting raw data, the module is also responsible
for processing the initial data, including calibration based on equipment and measurement
unit transformations. Multiple studies suggest the use of a dedicated component to collect
data, thus enhancing modularity and overall system reliability and security [125, 126, 127,
128, 129].

As IoT devices are capable of generating massive volumes of data, the DCU has the
ability to control the resolution and frequency of data capture, thus, controlling the overall
bandwidth requirement of the system. Hence, the DCU must be designed to handle the
change in data capture frequency.

Data Transmission Unit (DTU)

Another crucial component of an IoT device is the Data Transmission Unit (DTU) as
demonstrated in various studies [130, 131, 132, 133, 134]. This module is responsible for
bi-directional data transfer between the edge server and the IoT device. Also referred to
as the communication module, this module handles the transmission of messages using
various communication protocols, as required by FR-5.

The DTU packages the collected data into necessary transmission formats and includes
data serialization, data integrity parity bits, and encryption in the message payload. For
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example, DTU can generate an Internet Protocol (IP) packet for communication over the
internet and can also support data transfer using Bluetooth for shorter-range applications.
Furthermore, the DTU often incorporate security measures, including encrypting the data
based on the use case. In addition, the DTU is capable of transmitting a status packet to
the edge server containing a heartbeat message and device metadata [130, 135].

Lastly, the DTU also supports receiving messages from the edge server, including control
messages to manage the DTU [134]. These control messages include triggers to start/stop
data collection, start/stop data transmission and update the data capture frequency.

3.2.2 Edge Server

In an edge machine learning system, the edge server, also known as the edge node or edge
gateway, handles critical tasks ranging from local processing and storage of sensor data to
ML training and inference workflows [136, 137]. As the data from the IoT infrastructure
are sensitive and personal, the edge server serves as an intermediate node that stores data
locally and preserves the privacy of the underlying data [138, 139].

The edge server should have sufficient computing power to handle data processing,
ML workloads and network functions [140, 141]. In addition to that, the edge server re-
quires adequate storage to store persistent and temporary data for ML model training.
Finally, the edge server functions as a bridge between IoT devices and the cloud; hence it
should have robust network capabilities to interact with multiple network nodes simulta-
neously [142, 143].

Figure 3.1 presents the structure of the edge server within a distributed network. The
subsequent sections detail each sub-component within the edge server, along with compre-
hensive use cases.

IoT Connection Client (ICC)

The IoT Connection Client (ICC) manages connections with multiple IoT devices in a
distributed edge environment [144, 143, 142]. Furthermore, the ICC continuously monitors
the status of the connected devices, along with tracking the operational parameters of the
IoT device and its connection, as required by FR-5 [145].

The ICC handles the connections between the IoT device and the edge server by estab-
lishing, maintaining and managing connections depending on the connection methodology
and network topology. The ICC supports multiple communication protocols and deals with
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connection interruptions and failures. Furthermore, the ICC monitors crucial operational
parameters, including data regarding computing loads, transmission rates and battery level
of the IoT device. Lastly, ICC provides necessary meta-data about the connection status
of an IoT device, enabling robust error detection and handling [138].

This module is critical in scaling the IoT infrastructure as it handles simultaneous
connections with multiple IoT clients, allowing infrastructure growth. The ICC is designed
to handle the increasing number of IoT devices without substantially affecting the overall
system’s performance as demonstrated my multiple research works [145].

Data Acquisition Module (DAM)

The sub-component Data Acquisition Module (DAM) handles the streaming data from the
IoT devices that are connected to the edge server[141, 146, 147]. The module is tasked
with decoding and unpacking data packets received from the IoT device and validating the
data using integrity information present in the message payload. The DAM processes the
input data, which involves cleaning the data, transforming the data and converting the
units of measurement if required.

During this process, the DAM stores the incoming data in the onboard persistent stor-
age for machine learning workflows, as required by FR-2. Such local storage capability
eliminates the need for transferring data to the cloud, thereby reducing latency and band-
width usage and enhancing privacy and security. The DAM supports multiple data storage
adapters, allowing a seamless change in the database type according to the application’s
needs[148, 139]. For example, the DAM can store incoming data in SQL storage by sup-
porting various connectors for different database solutions. Lastly, the DAM can interface
with object storage solutions to save the raw data in binary, JavaScript Object Notation
(JSON) or Comma Separated Values (CSV) format.

Persistent Storage Solution (PSS)

Persistent Storage Solution (PSS) refers to the data retention component on an edge server
to store IoT data for future ML workflows[139, 129]. Unlike temporary storage, PSS is
independent of individual processes and survives system reboots, as required by FR-2 and
FR-7. Furthermore, it also supports the implementation of life-cycle rules for the data due
to its limited storage capacity.

In the case of a SQL solution, custom data management events can be configured that
automatically delete the data after a certain period. On the contrary, standard object
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storage solutions usually provide built-in capabilities for life cycle policies that enable the
deletion of objects after a specific interval.

Edge ML Training Module (EMLTM)

The edge ML training process refers to the workflow of leveraging the data stored on the
persistent data storage on the edge server to train an updated machine learning model [149,
141, 144]. It leverages the computing resources of the edge server to train models closer
to the source of data, thereby preserving privacy and enhancing data security, according
to FR-10. In the case of model degradation of an already deployed ML model, Edge ML
Training Module (EMLTM) can train a new model or refine an existing model to improve
prediction performance [150].

The edge training capability allows the edge server to adapt to a decline in performance
due to data drifts, allowing the new and updated model to replace the older model with
reduced latency [141, 151]. Thus, EMLTM allows the edge system to operate in scenarios
where the network connectivity with the cloud infrastructure is unreliable.

The significant functionalities of the module include logging and tracking each training
run and the trained model for reproducibility, traceability and benchmarking [152, 153,
154]. On receiving a trigger from the upstream orchestration, the EMLTM initiates the
data fetching stage, which queries data from the persistent storage. Next, the module
processes the input data according to the model’s needs and initiates the training process.
Finally, the trained model is benchmarked and validated against past data to capture its
training and testing accuracies.

The module plays a pivotal role in tracking the training process, which involves logging
the following information:

• Training initialization trigger details

• Data utilized for the training and testing step, along with the input queries

• Hyperparameters used for training the model

• Training and testing accuracy

• Meta-data for the training process, for example, training time, CPU usage

• Training logs
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The above-listed information is encapsulated as an experiment and saved in an exper-
iment tracking module present on the edge server. Finally, the trained model is logged in
the model registry and registered as ready for deployment on the edge server. The ML
model, saved in the registry, is tagged with an experiment id extracted from the tracking
server. It is crucial to reference the model and the experiment together to trace the model’s
origin and thus reproduce the model and verify the results if necessary.

Edge ML Prediction Module (EMLPM)

The Edge ML Prediction Module (EMLPM) is responsible for deploying and serving the
latest ML models on the edge device [155, 111]. This module ingests raw input data,
processes it, and uses a trained ML model to make predictions, as per FR-11. In addition,
the EMLPM supports the life-cycle management of the model, which allows updating the
models when a newer version is available [156, 157].

The prediction module facilitates preprocessing of the raw data, often including feature
extraction, normalization and standardization [158]. The module uses the best-performing
model in the edge model registry for prediction and, lastly, logs the predicted values to the
local storage. These predicted values assist in calculating the performance of a deployed
model when compared against labelled data, as required by FR-12.

The crucial functionality of this sub-component is to fetch the appropriate model from
the model registry and serve the model for prediction use-case. This functionality includes
continuously checking if a newer model is available and thus replacing the served model
with it. Finally, EMLPM also supports the capability for batch prediction, which plays a
vital role while benchmarking past models using new data.

Edge Model Registry (EMR)

Tracking the trained models and storing the previous models in persistent storage is crucial
for any ML system [159, 160]. The model registry is an artifact repository that manages
and tracks ML models in any environment. In this edge architecture, the Edge Model Reg-
istry (EMR) provides functionality to independently version the models, track necessary
metadata, and transition models between different stages, as required by FR-14 [161, 154].

The EMR keeps track of various ML models on the edge storage, providing the ability
to compare various models to fetch the best model. Apart from that, rollback, in case of
an anomaly in the training process, to a previous model is allowed using this functionality.
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Edge Experiment Tracking Server (EETS)

The Edge Experiment Tracking Server (EETS) systematically tracks information about
each ML training run, also known as an experiment, to the edge storage. The critical role of
this sub-component is to record the detailed account of each step during a training process,
which includes input data, training hyper-parameters, model accuracy and logs [162, 163,
164]. Furthermore, the tracking server also supports comparing previous experiments to
select the best model training process, enabling guidance while selecting hyper-parameters
for future experiments.

Edge Orchestration Engine (EOE)

The Edge Orchestration Engine (EOE) is the central element of the edge architecture that
manages the overall execution of other sub-components on the edge server [165, 138]. In
an Edge system, the primary responsibilities of an EOE are workflow management and
task scheduling. The EOE coordinates the internal processes for IoT device management,
life-cycle management of persistent storage, model validation trigger, machine learning
retraining trigger and system resource management. Apart from the internal tasks, the
engine is also responsible for orchestrating the synchronization of models and experiments
to the cloud and updating components in the edge based on triggers from the cloud infras-
tructure [140, 144].

The EOE controls the sequence of steps for any workflow in the edge environment, in-
cluding triggering and monitoring the EMLTM and EMLPM. The engine supports multi-
step workflows that include decision-making steps and parallel processing [144]. For ex-
ample, a workflow for model life-cycle management can include data processing and model
prediction as the first two steps, and the third and the fourth steps to retrain the model
and update the model is only executed based on the output of the second step, the model
prediction step, according to FR-17.

Another aspect of the EOE is the scheduler, which is responsible for triggering, moni-
toring, and updating tasks based on predetermined intervals. For example, steps to delete
legacy logs, update life-cycle policies, trigger system clean-ups and synchronize with the
cloud are configured as cron jobs in a scheduler [158].

Model Registry Synchronization Module (MRSM)

As discussed earlier, training an ML model on edge has multiple benefits, but it is crucial
to synchronize the models with the cloud regularly. The aggregated learning from different
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edge devices empowers the training of a better-aggregated model while preserving data
privacy in a distributed federated environment. Also, keeping track of various legacy
models is essential to any MLOps operation for governance and reproducibility.

The Model Registry Synchronization Module (MRSM) enables the edge to transfer
models to the cloud infrastructure for backups. In addition, the MRSM is also responsible
for downloading the universal model trained in the cloud to the edge device, resolving the
cold-start problem, as required by FR-19. The cold-start problem in an edge ML system
refers to the new deployment of an edge device where past data is not available to train
personalized models.

Experiment Tracking Synchronization Module (ETSM)

Like the MRSM, the Experiment Tracking Synchronization Module (ETSM) connects to
the cloud infrastructure to upload the local training experimental runs. Uploading the
experiments to the cloud can help leverage the power of collaborative retraining of the
universal model while still harnessing the privacy of edge computing. Furthermore, this
component allows experimental data offloading to the cloud, thus allowing the reuse of the
storage space on an edge system, as required by FR-13.

Telemetry Module (TM)

The Telemetry Module (TM) collects operational data from various sub-components and
forwards them to the cloud infrastructure [166, 158]. Real-time logging and monitoring
enable the cloud system to track the edge servers and detect any operational issues or
anomalies [167]. In addition, the logging module maintains an audit trail, also referred
to as a record of steps or changes in the edge system. This enables understanding past
system behaviour and assists in debugging any issues or bugs encountered in the edge
environment [147].

Edge Container Registry (ECR)

The Edge Container Registry (ECR) is a repository for container images containing code
for various system modules’ underlying functionality inside an edge server [168]. A ECR
enables a seamless transition of a sub-component from one version of a component to
another, allowing faster updates and rollbacks [157, 169, 170]. Furthermore, a container
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registry provides storage for container images, enabling reproducibility and auditing capa-
bility [171]. Lastly, the ECR synchronizes regularly with the Central Container Registry
(CCR), enabling quicker updates.

Cloud Connection Agent (CCA)

The Cloud Connection Agent (CCA) enables two-way connection and synchronization
between the cloud and the edge server, as required by FR-6 [14, 172]. It is responsible
for ensuring reliable and secure connectivity with the cloud, enabling data and command
transfer between edge and cloud infrastructure [173, 174].

The CCA ensures the synchronization facilitated by the MRSM and ETSM is consistent
and keeps the overall system in coordination. Furthermore, the CCA manages the relay
of commands from the cloud layer to the edge, enabling timely updates and configuration
changes. In conclusion, the CCA functions as a bridge between the edge server and the
cloud infrastructure.

3.2.3 Cloud Infrastructure

The architecture’s cloud infrastructure serves as the hybrid system’s central controller,
responsible for managing the edge servers and ensuring that all system elements work
seamlessly together [175, 14]. The cloud infrastructure can be deployed directly on a virtual
machine in the cloud or as a distributed managed service, hosting individual components in
separate compute instances [176]. Furthermore, the storage solution, either object storage
or relational databases, can be deployed separately using built-in cloud services or open-
source applications.

In the cloud environment, various pipelines for deploying the latest code, models and
configurations can be triggered to update the edge server [16]. In addition to that, the
pipeline coordinates the seamless code integration and code delivery for any new system
changes. On the machine learning front, the cloud trains the universal model and keeps
track of individual models deployed on each edge device. Each ML workflow on the edge
is monitored in the cloud, providing a real-time global system view [158].

Central Orchestration Engine (COE)

The Central Orchestration Engine (COE) acts as a primary hub for coordinating the cloud’s
various components, which are, in turn, responsible for managing the hybrid edge-cloud
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environment [175, 156]. Similar to the edge server, the primary engine in the cloud infras-
tructure is divided into two sub-components: the workflow manager and the scheduler.

From ML perspective, the COE triggers the initial workflow for universal model cre-
ation, which internally invokes data acquisition from the public data sources and then
initiates the machine learning training step [15, 177]. Similarly, the COE manages the
retraining logic for updating the universal model based on newer data from public sources
or aggregating the knowledge from the personalized edge models.

Furthermore, the COE is responsible for scheduling chronological triggers to update
the cloud and edge systems, trigger system clean-ups, and update life-cycle rules to move
the universal data from hot to cold storage. The COE also supports a configuration
interface, which enables the system administrator to update the run-time parameters like
cron intervals, system performance thresholds and alert configurations.

Universal Data Acquisition Module (UDAM)

To train a universal machine learning model, also known as the global model, it is crucial
to collect data for the initial model training [178, 179]. The key to any accurate global
model is to train on a dataset which is as similar as possible to the data that model will
encounter in the deployment environment. This is because an ML model generalizes on
the training dataset and uses the distilled knowledge to predict unseen data.

To collect such data, the Universal Data Acquisition Module (UDAM) leverages publicly
available datasets and processes them depending on the use case, implementing FR-3 [180,
181]. Furthermore, the UDAM saves the scraped data to the central persistent storage for
further use by the ML module, as required by FR-4 [182].

To comply with the relevant data protection and privacy laws, care should be taken
to collect data without Personally Identifiable Information. Hence, privacy-preserving
techniques like anonymization and differential privacy are often applied along with this
step [179].

Central ML Module (CMLM)

The Central ML Module (CMLM) efficiently encapsulates the functionality of both the
training and the inference modules in the cloud environment [82, 183]. The CMLM is
responsible for running the ML workloads on the data present in the persistent storage
while interfacing with the central orchestration engine [184].
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One such workflow involves training the universal model based on data collected by the
UDAM, which internally includes preprocessing the data, training the model, and logging
the experiments and the models to the respective tracking servers, as required by FR-
9 [175]. Another workflow managed by the CMLM is the flow for retraining the universal
model by aggregating the knowledge distilled by the personalized edge models using the
concept of federated learning.

Finally, this module also assists in calculating the prediction accuracy of the individual
models, the universal and the personalized models, using the unseen test data.

CI/CD Engine

The Continuous Integration and Continuous Deployment (CI/CD) engine is vital in the
MLOps process, especially in automating the software and machine learning delivery pro-
cess [185, 186]. The CI/CD engine manages any modern architecture’s integration, testing,
delivery, and deployment steps [187].

The pipelines include coordinating with the central ML module and deploying the
updated universal model in the edge server for the ML delivery process [188]. In addition
to that, the CI/CD engine orchestrates the pipeline of extracting knowledge from the
personalized models and utilizing the knowledge to train the new universal model [186].

From a software development perspective, the CI/CD engine coordinates the integra-
tion and testing of new code changes, enabling higher code quality [157]. Once the inte-
gration tests succeed, the continuous delivery builds the necessary artifacts required for
release, including the container images. Lastly, the engine deploys the latest changes to
the necessary environment automatically, eliminating the need for manual deployment and
monitoring [166, 189].

Monitoring Server (MS)

The Monitoring Server (MS), the telemetry server, supports the proactive management
of system components by continuously analyzing the system metrics and logs [190, 166].
It tracks the system parameters from the IoT device, the edge server and the cloud sub-
components. Furthermore, it aggregates logs and metrics from these components and
detects patterns for bugs, and provides insight into the overall status of the system.

The primary objective of the ML is to provide visibility into the system architecture’s
performance and an interface to track system metrics like CPU utilization, disk usage and
network bandwidth, as required by FR-15 [17].
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Central Experimental Tracking Server (CETS)

Like the experiment tracking server on the edge, the Central Experimental Tracking Server
(CETS) tracks the ML training runs, running in the cloud infrastructure, to the persistent
storage [19]. However, the CETS collects data regarding experiment runs from each edge
server, providing a central view of all training runs across the hybrid edge-cloud system.
Furthermore, the CETS provides an interface to compare the accuracy of machine learning
models trained on the edge server against the universal models trained on the cloud [21].

Such comparisons provide insights to the CMLM and the system administrator to up-
date the hyper-parameters for the training workflow for the cloud pipelines. Finally, the
CETS is also responsible for tagging each experiment run with the edge server reference,
enabling reproducibility and observability of the training process in the edge environ-
ment [191].

Central Model Registry (CMR)

For a hybrid ML architecture, where the edge server is responsible for training personalized
models, tracking the ML models centrally for audit purposes is essential [161, 78]. Hence,
the Central Model Registry (CMR) stores and logs all trained ML models centrally, en-
abling a centralized view of each model’s deployment status in production, as required by
FR-14.

The module is purpose-built to serve a dual function and to store the ML models
trained on the cloud infrastructure and the edge servers [192]. In addition, the CMR also
enables tagging the stages of the model, thereby allowing a model to transition from the
staging phase to the production phase. This functionality provides a global system view
and allows tracking of the deployed models in the hybrid edge-cloud environment.

Central Container Registry (CCR)

The primary pipeline in the CI/CD engine is to build a new container image based on
the trigger by any code change. A Central Container Registry (CCR) is responsible for
storing such container images for various edge and cloud modules [170]. This may include
images for various ML systems, synchronization systems and edge and cloud orchestration
engines.

Furthermore, the CCR can support access control policies, thereby only allowing au-
thenticated edge servers to fetch the images, thus preventing unauthorized access to the
code.
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Central Storage

Central Storage in a cloud infrastructure refers to the primary data warehouse responsible
for saving artifacts, public data, machine learning models, and experiment runs. The
central storage provides the other components with a specific volume solution to run the
independent processes, thereby enabling highly scalable system architecture, facilitating
FR-8. Furthermore, central storage supports multiple storage tiers, primarily hot and
cold. Hot storage refers to solutions that allow instantaneous data querying capability but
at a higher cost. In contrast, cost storage provides a cheaper alternative for the long term,
with a cost attached for each query for the data.

Central storage supports various life cycle policies, including transitioning from hot to
cold storage after a specific interval. Such functionality optimizes the storage costs by
archiving the stale and legacy public data and models to cold storage.

3.3 Behavioural View

A behavioural view of architecture describes the dynamic interactions between different sys-
tem components and sub-components. The behavioural perspective explains the system’s
operation under different scenarios. Furthermore, the behavioural perspective describes
the flow of control and messages from one component to another in various use cases,
thereby outlining common workflows of the system.

In the behavioural view of the system, a sequence diagram demonstrates the interac-
tions of how system components operate with one another to accomplish a particular task
or workflow. To provide a holistic view, this work provides custom scenario diagrams that
include structural and behavioural aspects. Such scenario diagrams represent the architec-
ture and the flow of actions among its components. Furthermore, showing the structure
and the behaviour together helps understand the role of each component in the system’s
functionality. This sub-section is dedicated to scenario diagrams for various workflows in
a typical edge-cloud ML system.

3.3.1 Data Collection

Data serves as the backbone of any machine-learning system. The edge-cloud ML system
can make informed predictions with accurate data, determining the overall application’s
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success. In the current architecture, there are two separate workflow activities for data
collection.
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Figure 3.2: Data Collection Workflow

Firstly, the universal data collection in the cloud forms the primary activity sequence,
which is responsible for gathering data for the global model, also known as the universal
model. The Universal Data Acquisition Module (UDAM) interacts with the public data
sources, extracts and processes the raw data, and stores the data in the Central Storage.
As shown in Figure 3.2, the cloud data collection workflow gathers data and keeps the data
ready for downstream ML tasks.

Secondly, the edge data collection workflow refers to the sequence of steps to collect
data from the IoT devices in the edge environment. The IoT Connection Client (ICC) and
the Data Acquisition Module (DAM) collaborate to accomplish the edge data collection,
where the ICC provides necessary connection information about the IoT devices to the
DAM. Furthermore, the DAM uses the connection information to extract data from IoT
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devices. Depending on different applications, the DAM supports data scraping from the
IoT device using pull methodology. In addition, the DAM supports streaming functionality,
where the IoT device pushes data continuously as a stream, and the DAM acts as a stream
consumer and saves data to persistent storage. Figure 3.2 explains the flow of data and
commands in an edge environment for a data collection workflow.

3.3.2 Universal Training

Universal training refers to ML training in the cloud using publicly available data and the
knowledge distilled from personalized edge models. The primary sub-components involved
in this workflow include the Central Orchestration Engine (COE), Central ML Module
(CMLM) and the CI/CD Engine. The COE triggers the CI/CD pipeline according to a
scheduled cron job, where the CI/CD pipelines carry out this multi-step workflow, which
includes multiple condition checks and data processes. Universal training is initiated when
one of the following conditions meet:

• No universal model is found, based on querying the Central Model Registry (CMR).

• Multiple new personalized models are synchronized and perform better than the
universal model. This information is extracted from the CMR and the Monitoring
Server (MS).

• New data is available in the central storage.

The above checks are part of an initial condition verification step of the universal training
process, where a successful response from any of the three conditions triggers the next step
in the workflow. The next step includes preparing the data for training, where the data
is queried from the central storage and processed according to the model requirements.
Furthermore, based on the availability, the personalized models trained on the edge are
fetched from the model registry and passed as input to the training step.
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Figure 3.3: Universal Training Workflow

The universal training process, carried out by the CMLM, includes ML model training
using the universal data fetched from the central storage and the extracted information
from the personalized models. The final trained model is then saved to the CMR, while
the training information is saved to the Central Experimental Tracking Server (CETS).

The CI/CD pipeline fetches the container images, also known as the code binaries, from
the Central Container Registry (CCR) for each workflow step. Figure 3.3 demonstrates
the sequence of steps for the universal training process.

3.3.3 Personalized Edge Training

Personalized Edge Training involves training ML models using IoT sensors’ data collected
near the edge. This step supports creating a model from scratch and retraining an old
model using new data captured at the edge. Such a multi-step process is triggered by the
Edge Orchestration Engine (EOE) based on scheduled time intervals. Firstly, the EOE
queries the Telemetry Module (TM) for the current model’s performance metrics. If the
performance is below a predetermined threshold, the EOE triggers the next step in the
workflow, as shown in Figure 3.4.

Secondly, the Edge ML Training Module (EMLTM) fetches the current production
model from the Edge Model Registry (EMR), where the returned model could be an
outdated personalized model or a universal model transferred from the cloud environment.
Along with fetching the outdated model, the EMLTM extracts the personalized data from
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the edge Persistent Storage Solution (PSS) and preprocesses the same for the model training
process. Furthermore, the EMLTM retrain the model using the latest data and saves the
newly trained model to the EMR. Finally, the EMLTM is also responsible for logging the
training experiment to the Edge Experiment Tracking Server (EETS).
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Figure 3.4: Personalized Edge Training Workflow

To run the edge training workflow, it is essential to preemptively fetch the training
images from the Central Container Registry (CCR) to the Edge Container Registry (ECR).
The CI/CD engine in the cloud infrastructure is responsible for fulfilling this prerequisite.

3.3.4 Inference

Prediction is the capability of an ML model to apply the learnings to unseen data. Model
inference refers to utilizing a trained model for the prediction, using new data as input.
The prerequisite of any inference process is fetching the latest model from the Edge Model
Registry (EMR) and serving it for stream or batch prediction in the Edge ML Prediction
Module (EMLPM).
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Figure 3.5: Inference Workflow

Based on the use case, the EMLPM accepts the raw data as input, uses the served model
for prediction, and returns the predicted value. Furthermore, the EMLPM calculates
the prediction performance of an ML model if the input data is labelled. Figure 3.5
demonstrates an ML system’s inference and prediction sequences. Similarly, the Central
ML Module (CMLM) generates prediction based on test data to evaluate the performance
of the global model.

3.3.5 Continuous Synchronization

For observability and reproducibility, it is crucial for any distributed ML system that
the personalized edge models and training runs are tracked globally. The Continuous
Synchronization workflows include the experiment and model offloading from the edge to
the cloud. Figure 3.6 illustrates the continuous model and experiment synchronization
workflows.
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Figure 3.6: Continuous Synchronization Workflow

Based on the trigger from the Edge Orchestration Engine (EOE), the Model Registry
Synchronization Module (MRSM) fetches the latest non-synchronized models from the
Edge Model Registry (EMR) and uploads them to the Central Model Registry (CMR).
Similarly, the Edge Experiment Tracking Server (EETS) offloads the edge training runs to
the cloud to enable a system-wide view of ML training and ML performance.

3.3.6 Continuous Deployment

Continuous deployment refers to two different workflows in the context of an edge-cloud
ML system. From a software perspective, continuous deployment includes deploying the
latest code changes to the production environment. This workflow includes building the
container images and updating them in the edge and the cloud. The CI/CD pipelines on
the cloud coordinate the download of the latest container images on the edge container
registry. Finally, the local containerization engine is responsible for replacing the running
container by starting a new container using the latest image.
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From an ML respective, continuous deployment refers to the delivery and deployment
of the universal ML model to the edge environment. Again, a particular CI/CD pipeline
transfers the global model trained on the cloud to the Edge Model Registry (EMR). Fig-
ure 3.7 demonstrates the CD workflows for the software and machine learning processes.
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Chapter 4

Software Architecture Analysis
Method (SAAM)

In modern software development, evaluating a software architecture is pivotal in predicting
the system’s success. Section 3.1 defines the requirements of the system, while Section 3.2
provides the overview and structure of the components of the proposed architecture. Given
the architecture’s requirements and structure, it is essential to examine the alignment of
the architecture with the underlying requirements [122].

Software Architecture Analysis Method (SAAM) is a consistent methodology to analyze
and evaluate a software architecture’s capability to cater to functional and non-functional
requirements [193]. This chapter evaluates the architecture proposed in Chapter 3 using
SAAM.

Kazman et al. proposed SAAM in 1994 for evaluating software architectures. SAAM
undertakes an essential role in enabling the early detection and resolution of design issues
in architecture. In addition, SAAM drives architectural refinement by comparing various
architectural options. SAAM employs a scenario-based evaluation method which enables
the representation of potential interactions of the system. This scenario-based method
envisions various situations the system might face and how its architecture can handle
them [194].

To evaluate an architecture, SAAM outlines a set of five activities [195]. This procedure
starts with defining a standard way of dividing the functions and tasks of the system
for a domain. It then involves mapping the functions onto the system’s architectural
components and modules. The next step in the procedure includes deciding on a selection
of quality attributes that will be utilized for the assessment of the system. The last
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two steps include choosing activities that test the quality attributes and evaluating if the
system’s components support completing each task. This aids in assessing the overall
effectiveness of the architecture in fulfilling the selected quality attributes[195].

4.1 Motivation and Goals

In software engineering, architecture’s functional and behavioural views are important in
designing and implementing a software system. Developers use the functional view to
divide the system into components and modules while clearly defining the functionality
of each module. Similarly, the developers leverage the behavioural view to gain insights
into the system’s interactions and to understand the system’s control flow. While such
views provide a detailed understanding of the architecture, more is needed to determine
the quality of the architecture conclusively.

To evaluate an architecture, quality attributes play a significant role by providing a new
perspective of the system’s performance beyond simple functionality [196, 96]. SAAM’s
scenario-based analysis approach considers such quality attributes to evaluate a software
architecture. Understanding the impact of the architecture on quality attributes can pro-
vide insight into the system’s performance in the real world, where quality attributes are
equally important as the functionalities.

Evaluating a system architecture before implementation enables identifying design is-
sues early in the development process, thereby preventing costly redesign efforts [197]. In
addition, assessing how well the system’s architecture handles various scenarios provides
an iterative approach to fine-tuning and improving the architecture. For this purpose,
this chapter uses SAAM to evaluate the proposed architecture and provides insights into
various quality attributes of the architecture.

4.2 SAAM Analysis

In this section, the study follows the procedure outlined by Kazman et al., thus determining
the quality attributes outlined in Step 3 of the SAAM [193]. Furthermore, as per Step 4 of
SAAM, the scenarios for evaluating the architecture are selected. Finally, the component-
scenario interactions are discussed to assess the effectiveness of the architecture in satisfying
the quality attributes.
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4.2.1 Quality Attributes for SAAM

In the context of selecting quality attributes, it is crucial to understand the system’s
domain. In the case of an edge-cloud ML hybrid ML system, the requirements originate
from two domains: an ML domain and a software domain. Utilizing well-established
standards to choose quality attributes for evaluating the architecture is a common practice.
Thus, this study refers to two different standards for defining quality attributes.

A Machine Learning (ML) system is fundamentally a software system where the archi-
tecture still abides by the same practices of traditional system design. Hence, it is essential
to approach an ML problem with the same discipline as any software system. ISO/IEC
25010:2011 [198] is a standard developed by the International Organization for Standardiza-
tion (ISO) and the International Electrotechnical Commission (IEC) that describes quality
attributes for a software system. The standard divides the quality attributes into eight
primary qualities: maintainability, reliability, functional suitability, performance efficiency,
usability, security, compatibility, and portability [198, 195]. In addition, as per standard
ISO/IEC 25059:2023 [199], AI systems require additional quality attributes for system eval-
uation, including user controllability, functional adaptability, correctness, intervenability
and robustness.

This hybrid system selects a subset of attributes from the combination of ISO/IEC
25010:2011 and ISO/IEC 25059:2023. This study defines maintainability, reliability, scal-
ability, functional adaptability, and robustness as the quality attributes to evaluate the
system according to SAAM. Each quality attribute selected for evaluation is explained in
brief below.

Maintainability

For a software system, maintainability refers to the property that determines the flex-
ibility of a system to adapt to changes for error correction, system enhancements and
accommodating changes [200]. While from an ML perspective, maintainability holds a
similar definition but with some additional characteristics like the ability to update ML
models. Hence, maintainability is a crucial attribute of an ML architecture.

Reliability

Reliability is a fundamental quality attribute in both ML and software systems. It refers
to a system’s capability to perform a specific function consistently over a defined period

38



without interruptions or failures [201]. Reliability can improve system performance and
longevity in a distributed environment as an edge-cloud hybrid system.

Scalability

Scalability is the ability to adapt to increased workloads without significant degradation
in performance by adding additional resources [202]. In the current system requirement,
scalability can include adding new IoT sensors or increasing the number of ML models in
the edge server. Furthermore, scalability could refer to adding edge servers to accommodate
various use cases in multiple locations.

Functional Adaptability

Functional adaptability as a quality attribute of ML systems refers to the ability of an ML
system to learn from the data from the past to make accurate predictions in the future.
Furthermore, functional adaptability allows the system to continually improve and adapt
based on new information, enabling better prediction performance.

Robustness

Robustness for an ML system is the ability to provide correct predictions in adversarial
situations and be less vulnerable to errors and attacks [203]. This attribute is essential for
an ML system’s dependable operation in real-world scenarios. The robustness of an ML
system primarily depends on the pre-processing workflows and the underlying ML models.

4.2.2 Scenarios

In SAAM, scenarios are defined as instances of the system’s interactions and executions.
Scenarios can also be represented as a sequence of actions between a system and its en-
vironment [204]. In this section, 18 scenarios are defined, along with short descriptions
of their interactions. According to SAAM, a stakeholder is often included in an architec-
ture’s control sequence of a scenario. For an edge-cloud ML system, stakeholders can be
characterized as data scientists, MLOps engineers, service managers and cloud engineers.

To manage the system, each stakeholder, also known as a user, bears duties about
the architecture’s usage. The data scientists are responsible for developing algorithms
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for training ML models. The MLOps engineers manage the lifecycle of the ML models,
including deployment and monitoring. Service managers manage the edge infrastructure
involving the edge servers and the IoT devices. Finally, the cloud engineer is tasked with
designing, deploying, and managing the organization’s cloud system and resources. Various
scenarios regarding each quality attribute are listed below, where each scenario is selected
based on criticality, architectural impact, and frequency of occurrence in the real world.

Maintainability Scenarios

M-1 Transition Storage: Migrate storage to an external storage device on
the edge server

Due to the requirement for additional capacity, the service manager needs to change
the data storage solution of the edge server to an external storage device.

M-2 Inspect Telemetry: View IoT device, Edge Server and Cloud telemetry
data

The service managers and the cloud engineers need a way to access, visualize and
analyze telemetry data to monitor the system’s health.

M-3 Transmit Control Messages: Send control signals to the IoT devices
through the cloud interface

The service manager may want to use the control interface hosted on the cloud to
manage the IoT devices remotely. For example: enabling and disabling the trans-
mission.

M-4 Accomodate New Model: Support a different type of ML model or ML
training process

The data scientist must update the code to train and use an ML model using the
captured data, which must be deployed on the cloud or the edge server.

Reliability Scenarios

REL-1 Cloud System Recovery: Recover from a cloud infrastructure crash

The edge server execution should continue in the case of a cloud infrastructure crash
due to its distributed independent nature.
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REL-2 Edge Server Fail-Safe: Use redundancy for edge server

Multiple IoT devices upload data to the edge server, where the data is utilized for
training and prediction. Adding a redundant edge server instance can minimize the
possibility of data loss if the edge server experiences an breakdown or an outage.

REL-3 Cloud Fail-Safe: Use redundancy for cloud compute infrastructure

The central management and control of the hybrid system should be able to recover
in the case of cloud infrastructure failure, which can be achieved through additional
cloud resources.

Scalability Scenarios

S-1 Offer Multiple Edge Models: Serve multiple ML models on the edge
server

To accommodate various applications, the Service manager and the MLOps engineer
can decide to deploy multiple ML models on the edge server.

S-2 Facilitate Several Edge Servers: Support multiple edge servers at one
location

The service manager can deploy multiple edge servers at one tenant site to support
more IoT devices with complex input like visual data.

S-3 Parallel Edge Training: Train multiple ML models in the edge server in
parallel

The MLOps engineer can support parallel training of ML models on the edge to
reduce the training times.

S-4 Parallel Cloud Training: Train multiple ML models in the cloud

The cloud and MLOps engineers can train multiple ML models in the cloud environ-
ment for various edge servers.

Functional Adaptability Scenarios

FA-1 Handle Faulty Data: Adapt to data drift due to faulty IoT device

The ML model performance can degrade due to ingesting corrupted data from an
IoT sensor. Recovering from such a scenario requires rollback capability.
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FA-2 Mitigate Model Version Conflicts: Resolve conflict between new edge
model and new global model

The edge server would need to decide which ML model to select from the multiple
newly trained models available on the edge server, which were personal and global
training artifacts.

FA-3 Steady Performance Improvement: Improve accuracy with increasing
data volume

The performance of the ML models should improve with more time and data. The
models should be capable of learning long-term patterns and provide better accuracy.

Robustness Scenarios

ROB-1 Manage Corrupted Data: Handle noisy data due to data corruption

The ML model training and prediction pipeline should be able to handle anomalies
in the input data.

ROB-2 Adversarial Robustness: Be resilient to adversarial attacks

To ensure reliable performance, the ML model should be resilient to manipulated in-
puts as part of malicious attacks. The ML model should address model vulnerabilities
during training and the inference phase.

ROB-3 Limited Resource Functionality: Operate in resource-constrained en-
vironments

The model prediction, training performance, and IoT device management should be
able to operate in a limited-resource infrastructure. For example, due to a faulty mod-
ule on the edge server consuming a large amount of Random Access Memory(RAM),
the overall working of the infrastructure should not be affected.

ROB-4 Disconnected Functionality: Operate in disconnected environments

The connectivity and synchronization with the cloud should not affect the working
of the edge server. Furthermore, the IoT devices should be able to recover from
temporary disconnection with the edge server.
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4.2.3 Evaluating Component-Scenario Interactions

According to Step 4 of SAAM, assessing if the architecture supports the scenarios is es-
sential. The evaluation of scenarios helps to determine the architecture’s applicability to
support the scenario’s use case. Thus, each scenario can be classified as direct or indirect
based on the changes required in the architecture components. Hence, if a scenario opera-
tion can be directly mapped to a set of components, and the use case of the scenario can be
achieved by various already supported architecture operations, the scenario can be charac-
terized as direct. The indirect scenarios refer to the use cases requiring modifications to the
current components to support the behaviour. The table evaluates the component-scenario
interactions and classifies each scenario as direct or indirect. In addition, the table also
provides the necessary changes to accommodate the indirect scenarios. Lastly, the table
follows a similar format as presented in [195].

Table 4.1: Scenario Assessment

Scenario Type
of
Change

Necessary Changes Impacted Compo-
nent(s)

M-1 Transition Storage Direct - -

M-2 Inspect Telemetry Direct - -

M-3 Transmit Control
Messages

Indirect The Edge Server manages
IoT devices. A change in
the IoT Connection Client in
the Edge Server can forward
the control signals from the
cloud to the IoT devices.

Edge Server - IoT Con-
nection Client (ICC)

M-4 Accomodate New
Mode

Direct - -

REL-1 Cloud System Re-
covery

Direct - -

Continuation on following page
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Table 4.1 – content resumes from prior page

Scenario Type
of
Change

Necessary Changes Impacted Compo-
nent(s)

REL-2 Edge Server Fail-
Safe

Indirect The Edge server needs to
be configured to work in
Master-Backup environ-
ment, where the backup
edge server can act as a
master in the case of failure
in the master node. Also,
the IoT device must be
aware of the backup edge
server.

Edge Server - Edge
Orchestration Engine
(EOE). IoT device -
Data Transmission Unit
(DTU)

REL-3 Cloud Fail-Safe Indirect The cloud infrastructure
needs to be configured
with infrastructure as a
Code(IaaC) with auto-
scaling enabled. This
solution enables the cloud
to scale in case of higher
demand or failure of a
component

Cloud Infrastructure -
CI/CD Engine

S-1 Offer Multiple Edge
Models

Direct - -

S-2 Facilitate Several
Edge Servers

Indirect The cloud and the edge
servers need to support mul-
tiple edge devices in the de-
ployment location. Changes
in the cloud can allow mul-
tiple edge servers to coordi-
nate synchronization.

Cloud Infrastructure -
COE

S-3 Parallel Edge
Training

Indirect Edge server cannot support
parallel ML training due to
resource constraints. Addi-
tional compute modules can
be connected to the edge
server for higher processing.

Edge Server - Phys-
ical Hardware, Edge
ML Prediction Module
(EMLPM)

Continuation on following page
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Table 4.1 – content resumes from prior page

Scenario Type
of
Change

Necessary Changes Impacted Compo-
nent(s)

S-4 Parallel Cloud
Training

Direct - -

FA-1 Handle Faulty Data Indirect Detecting erroneous data
from the IoT devices re-
quires the Edge server’s
DAM to validate data and
add integrity checks.

Edge Server - Data Ac-
quisition Module (DAM)

FA-2 Mitigate Model
Version Conflicts

Direct - -

FA-3 Steady Perfor-
mance Improve-
ment

Direct - -

ROB-1 Manage Corrupted
Data

Direct - -

ROB-2 Adversarial Ro-
bustness

Indirect The EMLTM and CMLM
should involve adversarial
examples in the training pro-
cess.

Edge Server - Edge
ML Training Module
(EMLTM). Cloud -
Central ML Module
(CMLM)

ROB-3 Limited Resource
Functionality

Direct - -

ROB-4 Disconnected Func-
tionality

Direct - -

Section 4.2.1 defines the quality attributes to evaluate the proposed edge-cloud ML
system, while Section 4.2.2 describes various scenarios for each quality attribute to assess
the behaviour of the architecture. According to SAAM, Table 4.1 classifies the nature of
each scenario into direct and indirect according to the support needed to accommodate
the requirements. Furthermore, the table highlights the necessary modifications required
to the architecture to address the scenarios.

According to the scenario evaluation in Table 4.1, the required changes to the archi-
tecture are described for the indirect scenarios, along with the affected components of the
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architecture. Furthermore, the sub-components, also known as the modules, require mod-
ifications to perform the behaviour listed in the scenarios. The below table presents the
total number of changes required for each component based on the crafted scenarios.

Component Total Number of Changes

IoT device 1

Edge Server 5

Cloud Infrastructure 3

Table 4.2: Number of Changes per Component

According to the data in Table 4.2, multiple components of the edge-cloud ML archi-
tecture need changes based on the scenarios. The IoT device requires only one change due
to its independent nature based on the selected scenarios. Concurrently, the edge server
requires multiple changes to accommodate the requirements, which reveals the complex
nature of the operation of such a distributed system. Finally, the cloud infrastructure
requires three changes according to the above assessment. A detailed analysis of each
component against the quality attributes is provided below.

IoT device

The IoT device acts as the data source for the Edge-Cloud ML system, where various
sub-components of the device are responsible for reliably transmitting data to the edge
server. Furthermore, the IoT device can have multiple sensors to capture data from the
environment, enabling multiple data streams for ML applications. Such support for parallel
transmission of data from multiple streams facilitates the robust and efficient operation of
the data acquisition pipeline.

Based on the scenarios described for SAAM, only one change is required for the IoT
device. Furthermore, the performance of the IoT component against the specific set of
quality measures is discussed below.

• Maintainability Due to the edge environment’s distributed nature, managing mul-
tiple IoT devices is challenging. Hence, the maintainability of the IoT device in such

46



a constantly evolving environment is a significant quality attribute. In addition to
transmitting sensor data, the IoT module also uploads telemetry data to the edge
server. The crucial sub-component of the IoT device, the Data Transmission Unit
(DTU), facilitates a bi-directional communication channel between the IoT device
and the edge server. This communication channel provides an interface for the edge
server to maintain the IoT device infrastructure. Such a management layer provides
the maintainability attribute to the IoT device, allowing commands such as data
transmission enable/disable to be transmitted according to the requirement. The
telemetry data transmission enables the stakeholders to access the data according to
ROB-4.

• Reliability Based on the scenarios, the IoT device is a reliable component due to its
independent working. The two significant aspects to consider for the reliability of the
IoT device are data integrity and the control message hierarchy. Data integrity refers
to the trustworthiness of data collected from the IoT device. If the data sensor on the
device is faulty or corrupted, the complete prediction pipeline can be affected. The
Data Transmission Unit (DTU) of the IoT device and Edge ML Prediction Module
(EMLPM) of the edge server safeguard against data corruption and altercation by
processing data before using it for prediction.

On the other hand, the control message hierarchy refers to the reliable operation of
the control message transmission to and from the IoT device. Based on the scenario
described by the REL-2, a minor modification is required to enable the IoT device to
accommodate multiple edge servers. A failover mechanism switches to the redundant
edge server, enabling a seamless transition and continuous data uploads to the edge
infrastructure. The DTU should support multiple parent-edge servers for control and
data transmission in this scenario.

Based on the above discussion, the IoT device is a reliable component.

• Scalability The IoT device collects data from the onboard sensors and transmits
the processed data to the edge server. Due to its more straightforward functionality,
the modifications required due to the other scenarios do not impact the scalability
of the IoT devices. Even with the scenario S-2, the support of multiple edge servers
does not affect the functionality of the IoT device, as one IoT device only connects
with one edge server at a time. Hence, increasing the number of IoT devices can
be supported by either increasing data bandwidth between IoT devices and the edge
server or allocating the new IoT devices to a separate edge server. The above direct
change contributes towards making the architecture more scalable.
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• Functional adaptability As shown in Table 4.1, the functional adaptability sce-
narios do not affect the IoT device directly. As this quality attribute is related to the
machine learning functionality of the system, the IoT device does not directly affect
the architecture’s performance. In the case of FA-1, the data drift can occur due to
the IoT device’s fault sensor, but the solution to detect the drift involves changes on
the edge server. Hence, the IoT device does not contribute negatively towards the
functional adaptability attribute of the system.

• Robustness The robustness of an IoT sensor refers to its continuous, seamless
and resilient operation in an edge environment. As described by scenario ROB-3,
the operation of the IoT device in a resource-constrained environment contributes
to the robustness of the component. Due to the nature of the IoT device’s design,
the device can operate in a low-powered computing environment. In addition, the
efficient data processing onboard and power management techniques on an embedded
device enable robust operation in an IoT environment. Hence, scenario ROB-3 does
not require any change to the IoT device.

According to the requirement of ROB-4, the IoT device should be capable of work-
ing in a disconnected environment. Again, due to the independent nature of the
IoT device, the Data Transmission Unit (DTU) supports the operation of the device
without connecting to the edge server. Furthermore, the DTU establishes a connec-
tion to the edge server when the connectivity is restored. The IoT sensor is a robust
component based on the scenarios described above.

Edge server

As described in Section 3.2.2, the edge server handles various system tasks, including
IoT device management, local data storage, training and prediction of ML models and
synchronization with the cloud infrastructure. Hence, the edge server is the most crucial
component of the multi-tier architecture. Table 4.1 analyses the scenarios and requires
changes, often including the edge server. As described in the table, such changes are
additive, enabling the seamless integration of the current architecture with the new and
improved modifications. The evaluation of each quality attribute and the required changes
is provided below.

• Maintainability Based on the initial requirements, the edge server is designed to
be maintainable, using customizable and configurable components across the archi-
tecture. The IoT Connection Client (ICC) configures the connected devices, allowing
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the edge server to control and manage the IoT infrastructure. In addition, using a
container registry and a virtualization engine allows the use of portable and isolated
system modules, deployable as containers on an edge server.

The edge server directly supports the requirements of scenario M-1 by using the
virtualization engine on the edge server. The Persistent Storage Solution (PSS)
can be directly configured to save data to an external device by mounting the new
storage medium as a volume on the edge server. This functionality allows external
data storage solutions to extend the data storage capacity of the edge server. The
Telemetry Module (TM) on the edge server provides direct support to scenario M-2
by uploading logs and metrics to the cloud infrastructure, enabling a global view of
the telemetry data.

According to scenario M-3, the edge server requires changes to support the message
relay of control signals from the cloud to the IoT device. The primary solution to
this requirement is to add a message relay service to the ICC. Such a service will
forward authenticated control messages to the IoT device, allowing a global control
panel deployed on the cloud to control the IoT infrastructure. As mentioned above,
this new functionality can be an added change, which is deployed directly using the
CI/CD component of the cloud infrastructure.

No immediate changes are required to the architecture to support the indirect sce-
nario M-4. Such requirement is supported by the CD pipelines of the system, where
the data scientist can push new code for training and use a new type of machine
learning algorithm to the code repository. Once the changes by the data scientists
are approved and merged, the CI/CD pipelines can automatically build the container
images, deliver the images to the edge server and deploy the updated container in
the edge environment without any manual intervention. Overall, these changes are
additive changes and do not affect the system’s maintainability. Hence, the edge
server can be considered a maintainable component.

• Reliability As reliability is a significant factor in an ML system’s performance,
the edge server’s proposed sub-components are designed with consistent operation
as the primary objective. The edge server’s virtualization engine enables the sub-
component’s reliable functioning by providing failover procedures. The engine recre-
ates a new container in case of component failure. Such behaviour enables reliable
operation in an edge environment.

To accommodate the changes based on scenario REL-2, the edge server requires the
Edge Orchestration Engine (EOE) to support a backup edge device. The EOE will
maintain a flag to check if the current edge server acts as a master or a backup. Based
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on this condition, the EOE can coordinate other processes on the edge server. Such
a change can add significant reliability to the system and provide a failover process
in case of a major component failure. The addition of such functionality can enhance
the reliability of the system.

• Scalability The edge server acts as a bridge between the cloud infrastructure and
the IoT devices. Hence it is primarily responsible for the scalability of the edge
infrastructure. In addition, the edge server directly supports serving multiple ML
models simultaneously, as per S-1. The Edge ML Prediction Module (EMLPM) can
deploy various ML models using different endpoints on the edge server to support
multiple applications.

According to scenario S-3, two primary changes in the edge server are required to
accommodate parallel training of ML models on the edge server. The first change
refers to adding new computing resources to the system, which could include in-
creasing the server’s computing power using internal upgrades or attaching external
compute modules. The second change requires updating the Edge ML Prediction
Module (EMLPM) on the Edge server to support external computing environments.
For example, the EMLPM can be configured to leverage external computing resources
like GPUs, Field Programmable Gate Arrays (FPGAs) and Tensor Processing Units
(TPUs) .

The addition of such external computing modules can negatively contribute to the
scalability of the system while expanding the overall capability of the system.

• Functional adaptability The edge server provides the primary ML capabilities
to the proposed edge-cloud hybrid ML system. The edge server leverages the per-
sonalized data collected by the IoT sensors at the edge to train personalized models
for future prediction. Any degradation in data from the IoT sensors can affect the
performance of the edge server. According to scenario FA-1, the system’s capability
to adapt to the prediction degradation depends on the edge server. Hence, a modifi-
cation in the Data Acquisition Module (DAM) is required to detect such degradation.
The primary modification includes adding a pre-processing step in the DAM to vali-
date the data and perform some data integrity checks. Such modification enables the
system to detect and adapt to data drifts due to anomalies like faulty sensors and
data corruption.

The edge server directly supports the other scenarios related to functional adaptabil-
ity, while FA-1 requires an additive change which can be integrated using the auto-
mated deployment pipelines. Hence, the edge server can be considered an adaptable
component.
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• Robustness The edge server acts as an independent component providing ML func-
tionality in various system use cases. Hence, it is essential to include robustness as
a quality attribute for assessment. The scenarios ROB-1, ROB-3 and ROB-4 do not
require any changes to the edge server as the functionalities are supported directly by
the architecture. In contrast, the scenario ROB-2 requires modifications to the edge
server to become resilient against adversarial attacks. Adversarial attacks include
modifications to input data to fool a ML model. Such attacks highlight the vulnera-
bilities in an ML process, and a malicious actor can exploit such vulnerabilities. To
defend against such adversarial attacks, the training component needs to be updated
in the edge server. The primary change includes adding adversarial examples to the
Edge ML Training Module (EMLTM) training data. Such examples enable the train-
ing algorithm to detect adversarial examples and reduce the possibility of adversarial
attacks. Hence, an addition of a new step in the training pipeline in the edge can
significantly increase the robustness of the overall system.

Cloud Infrastructure

As proposed in Section 3.2.3, the cloud infrastructure monitors the overall operation of
the system, ranging from the IoT devices to the Central ML Module (CMLM). The cloud
infrastructure is also responsible for managing the edge servers, code integration, and
deployment. Hence, the cloud can be considered a crucial central component of the ar-
chitecture. Most of the required functionalities, as described by the scenarios, are fulfilled
using the sub-components deployed in the cloud, while some scenarios require modification,
as discussed in Table 4.1. As per SAAM, the effect of the cloud component on each quality
attribute is assessed below.

• Maintainability As the cloud infrastructure is deployed on a virtual machine or as a
distributed service managed centrally, the cloud provides better maintainability than
the other components. Due to the nature of cloud computing, and the availability of
resources in the cloud, the central architecture provides higher configuration options
for computing, storage and networking resources. In addition to that, the central
cloud interface can provide a global view of the IoT devices and the ML infrastructure.

The scenario M-2 is directly supported by the architecture by providing a global
view of the telemetry data using the Monitoring Server (MS). Similarly, as described
in M-4, the updated logic and workflows can be automatically deployed using the
CI/CD pipelines to accommodate a new machine learning model. Hence, there is no
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need for any changes to the cloud architecture to add more maintainability as defined
by the scenarios in Section 4.2.2.

• Reliability The cloud infrastructure includes various sub-modules and supports
an external storage solution like object storage and SQL databases. Such external
storage solutions provide in-build capabilities such as backups, snapshots and repli-
cation, which contribute to the system’s overall reliability. Due to the use of CI/CD
pipelines, the architecture can leverage the automated deployment capabilities of the
system. Per scenario REL-1, a recovery procedure can be gracefully executed using
CI/CD pipelines for cloud infrastructure failure. In addition, the backed-up data on
the storage solutions support rollback capabilities, enabling a seamless transition to
the recreated infrastructure.

Furthermore, to enhance the reliability of the architecture, scenario REL-3 requires
changes to the cloud infrastructure to support redundancy. The architecture can eas-
ily accommodate such functionality using cloud deployment features like auto-scaling
and load-balancing. Each sub-component in the cloud architecture can be deployed
independently with multiple compute instances for each service. Such compute in-
stances can be abstracted as a single service using load balancers that balance the
inter-component traffic across all compute nodes. Similar to the previous scenarios,
such a change can be integrated seamlessly due to abundant resources in a cloud
environment. Due to such capabilities, the cloud infrastructure can be classified as
reliable.

• Scalability Scalability is the main benefit of the cloud computing paradigm, which
can rapidly increase and decrease IT resources according to the application require-
ment. The cloud infrastructure provides flexible storage and compute resources using
any cloud platform’s horizontal and vertical scaling features. Due to the design of the
Central ML Module (CMLM) in the cloud, the scenario S-4 is directly supported. As
training an ML model is executed as a pipeline, it can be parallelized using multiple
compute nodes in the cloud.

In contrast, the scenario S-2 requires a minor change to the cloud infrastructure.
The change is primarily confined to the Central Orchestration Engine (COE) in the
cloud infrastructure. To support multiple edge servers to connect to the cloud from
a similar location, the COE must be updated to allow synchronization with various
edge servers. Again, such a change to the COE requires adding a new configuration
feature that allows multiple edge servers. Hence, adding such minor features does
not affect the system’s overall performance and contributes positively to scalability.
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• Functional adaptability The edge server and the cloud infrastructure define the
functional adaptability of the overall system. As described in scenario FA-3, the
overall accuracy of the system’s prediction should increase with the advent of time
and an increasing amount of data. Such behaviour is intrinsic in an ML system due
to the nature of ML training algorithms. Hence, the functional adaptability of the
cloud infrastructure is only dependent on the underlying ML model.

• Robustness The global ML training process on the cloud contributes to the overall
ML robustness of the system. To defend against adversarial attacks, similar to the
Edge ML Training Module (EMLTM), the Central ML Module (CMLM) needs to
augment the training data with adversarial examples. Such an addition can enable
the training process to train robust ML models, which are less vulnerable to such
modifications. Such a change can address the challenge raised by scenario ROB-2.

Owing to the characteristics of cloud computing, the ROB-3 and ROB-4 do not apply
to the cloud infrastructure. Hence, the cloud infrastructure contributes highly to the
robustness of the overall architecture.

4.3 Lessons Learned

The above analysis shows the architecture’s performance using quality attributes according
to Software Architecture Analysis Method (SAAM). Furthermore, various scenarios of the
architecture’s behaviour, including interactions between components and sub-components,
are discussed to assess how well the architecture aligns with the system’s requirements.

In terms of maintainability, the analysis reveals a need for a message relay in the edge
server to enable the central management of IoT devices using the cloud infrastructure. The
analysis also indicates the requirement for redundancy in the edge and the cloud environ-
ment, demonstrating the need for a fail-safe architecture. Furthermore, the investigation
based on the scenarios uncovered the need for multiple edge servers in a location to scale
to a significantly higher number of IoT devices. Lastly, the system performs well in terms
of robustness and functional adaptability, with its dynamic training of ML models based
on prediction performance and knowledge synchronization from the edge and the cloud.

The analysis revealed the need for external compute modules on the edge servers to
improve the system’s scalability for parallel ML training. Such addition of external com-
puting components can negatively affect the reliability and maintainability of the system.
Still, such limitation can be considered a trade-off to increase the architecture’s scalability.
Furthermore, the primary concern regarding the robustness against adversarial attacks can
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be addressed by augmenting the training data with adversarial examples, enabling robust
training. Such a change can be addressed by a data augmentation step in the training
process on the edge and the cloud, which can be implemented using an added step in the
training pipeline.

As discussed above, the changes required to address the scenarios, as per SAAM, are
additive and can be accommodated in the module system with minor modifications. In
summary, SAAM offered valuable guidance in identifying potential flaws in architectural
design. In addition, SAAM proved to be a valuable tool in identifying solutions to address
the architecture’s shortcomings. As per analysis, the modular approach of the proposed
architecture enables a relatively more straightforward integration of additive improvements
and enhancements.
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Chapter 5

Experiments

While theoretical architecture and simulations are crucial for the design of any system, real-
world experimentation is also vital. An architecture can provide a general understanding of
the behaviour of the system. However, real-world usage can help validate the assumptions
and reveal the aspects of the environment that are not accurately modelled during the
architecture design process [205, 206].

As proposed in Chapter 3, architecture is a theoretical representation of the system’s
blueprint without any real-world implementation. Furthermore, no practical existing im-
plementation can be used as a benchmark to compare the analysis performed in Chapter 4.
The Software Architecture Analysis Method (SAAM) provides valuable insights regarding
the system’s maintainability, scalability, reliability, functional adaptability and robustness.
However, these insights continue to be theoretical and abstract without real-world refer-
ence.

The experiments carried out in this study represent an actual implementation of the
architecture outlined in Chapter 3. These experiments allow us to test the theories and
assumptions, thereby serving as a real-world representation of the architecture. Further-
more, such implementation also enables us to examine the applicability and validity of the
analysis from Chapter 4.

5.1 Overview of Project

A practical application for a ML-enabled edge and cloud system is introduced to perform
experiments and validate the architecture. The Distributed Machine Learning for Atmo-
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spheric Conditions Evaluation in Cloud and Edge (DIMACE) is a technology that leverages
the capabilities of edge and cloud computing to perform machine learning operations for
weather forecasting applications. DIMACE stands for Distributed Machine Learning for
Atmospheric Conditions Evaluation in Cloud and Edge.

The DIMACE project implements the proposed hybrid architecture with minor mod-
ifications and follows the MLOps lifecycle from data analysis to model deployment. The
IoT devices collect weather data using onboard sensors while transmitting the processed
data to the edge server. The edge server manages local data collection, personalized model
training, model prediction and synchronization with the cloud. Finally, cloud infrastruc-
ture provides a global view of the system and trains universal ML models using distilled
knowledge from the other edge models.

The project aims to demonstrate the application of the edge-cloud ML framework and
provide a real-world and practical use case to evaluate the architecture against predefined
qualitative and quantitative measures.

5.2 Setup

This experiment uses edge capabilities for ML-enabled real-time weather forecasting ap-
plications. The experiment was conducted in three different locations with unique atmo-
spheric conditions and constant weather monitoring.

5.2.1 Hardware

The hardware setup for the DIMACE project comprises two primary components: the IoT
device and the edge servers. Each edge server can support multiple IoT devices, enabling
a single edge server setup per location. Such an approach provides higher scalability and
lower latency for edge predictions.

Physical Devices

Due to its Wi-Fi capabilities, a Raspberry Pi Pico W is used as an IoT device to implement
the current setup. The Raspberry Pi Pico W is a microcontroller board designed for
embedded applications programmed in C, C++ or MicroPython. Furthermore, the Pico
W has an Arm Cortex-M0+ processor, 264 KB SRAM and 2 MB flash, enabling cost-
effective solutions for various IoT applications. It can collect sensor data, perform basic

56



processing and finally upload data using its wireless functionalities. In addition, the IoT
device is connected to a BME280 sensor that measures various environmental parameters
like temperature, humidity and atmospheric pressure. The IoT device interfaces with the
BME280 sensor using the I2C protocol.

A Lenovo ThinkCentre M900 is selected for the edge servers due to its form factor
and computing power. Equipped with an Intel(R) Core(TM) i7-6700T CPU @ 2.80GHz
processor, 8 GB RAM and 256 GB onboard storage, the edge server acts as a perfect device
for onboard ML computations and local data storage. Each location had one edge server
and two IoT devices for the experiments.

Network

In the current setup, Wi-Fi technology is used for maintaining a stable connection between
the IoT devices and the edge server. Furthermore, each IoT device has an onboard 2.4Ghz
IEEE 802.11n [207] standard-compliant Wi-Fi module that enables a stable connection.

Using various communication protocols, the edge server can support an uplink con-
nection to the cloud infrastructure. In the current setup, the edge server is connected to
the internet using Gigabit Ethernet protocol, enabling a 1 Gbps data transfer rate. The
edge server is also equipped with an IEEE 802.11n-compliant Wi-Fi chip [207], enabling
communication between the edge server and the IoT device.

5.2.2 Software

A software system for a hybrid architecture involves different dependencies and frameworks
according to the computing capability of the device or environment. For instance, an IoT
device typically runs a lightweight operating system, while the cloud pipelines running ML
workflows require more extensive dependencies and higher computing power.

IoT Environment

For the IoT device, MicroPython, version 1.20.0, is installed on the Raspberry Pi Pico W,
along with an external library for the BME280 sensor for MicroPython. The MicroPython
code deployed on the IoT device extracts weather data from the BME280 sensor and
exposes the data over Wi-Fi protocol. The weather data is structured like a data dictionary
and formatted as a JavaScript Object Notation (JSON) document. Finally, the Pico W
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device hosts a lightweight web server that exposes multiple HTTP endpoints for extracting
raw data and managing the IoT device.

Edge Environment

In this study, the edge server bridges the gap between the IoT devices and the cloud
environment in a ML system. The edge servers demonstrate intelligent edge computing
capabilities, enabling a global view of the IoT and ML deployments.

The edge server uses a docker environment [208] to host the various internal sub-
components to create consistent and reproducible environments. The ability to encapsulate
sub-component dependencies to a docker container enables isolation enhancing portabil-
ity and security. Furthermore, containerizing each module into individual packages in-
troduces less inter-dependency and encourages faster development cycles. Hence, each
sub-component in an edge server is built and distributed as a docker image and finally
deployed as a container.

Managing and running edge computing infrastructure can be challenging due to the ar-
chitecture’s distributed and ever-changing nature. Azure IoT Edge [209] is a managed ser-
vice from the Microsoft Azure platform, which is discussed in more depth in Section 5.2.2.
From the edge server’s perspective, the Azure IoT edge manages the modules at the edge
device, enabling a complete deployment cycle across multiple edge devices. Furthermore,
the Azure IoT Edge supports various sub-components, also known as modules, as docker
containers, leveraging the benefits of a docker environment. Finally, this managed service
enables edge devices in offline environments where the connection to the cloud and the
Azure platform is absent.

As discussed in Section 3, an edge server must support various storage solutions for
an edge-cloud hybrid environment. Hence, to implement the proposed architecture, the
experiment deploys a MySQL database server [210] and a Minio Object Storage [211]
directly on the edge device as docker containers. The data acquisition process stores IoT
data in the MySQL database, while the ML training and prediction module fetches raw
data. Furthermore, a Minio Object Storage container is deployed to enable local object
storage for ML models and training artifacts. In addition, the Minio instance also acts as
MLflow’s backend storage, enabling scalability and resilience for MLflow artifact storage.
Finally, both the database and the storage solutions utilize docker volume mounts for
storage, which can be pointed to an external storage device for further extensibility.

MLFlow, an open-source platform, is deployed as a container on the edge server to man-
age the complete lifecycle of the ML process. The MLFlow service tracks the ML experi-
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ments and the trained models [78]. MLFLow provides a platform to log the training runs,
including metrics, parameters, input data files and output artifacts. Furthermore, MLFlow
supports model tracking through its model registry sub-component, enabling the edge sys-
tem to track ML models efficiently. According to the proposed architecture, MLFlow acts
as an experiment-tracking server and model registry for the edge environment.

Using Wi-Fi protocol, the Data Acquisition Module (DAM) on the edge server extracts
data from the Raspberry Pi Pico W device. According to the network topology of the edge
environment, the edge server and the IoT device are present on a similar Wi-Fi network,
which enables wireless data extraction. In addition, as mentioned above, the DAM connects
to the MySQL database to store the weather data locally.

For orchestrating the machine learning workflows, the backend and the Scheduler sub-
components work in unison to act as an Edge Orchestration Engine (EOE) in the edge
environment. The Backend module and the Scheduler manage the ML and IoT device man-
agement workflows. Furthermore, the Backend module coordinates with the ML training
and prediction modules to train, test and retrain the machine-learning model.

The Edge Machine Learning Module acts as a single module that takes on the respon-
sibilities of the Edge ML Training Module (EMLTM) and Edge ML Prediction Module
(EMLPM), thereby abstracting the ML functionality from the other modules. The Edge
ML module runs the machine learning training, prediction and retraining workflows based
on the triggers from the Backend module. Furthermore, the Dask library in the ML mod-
ule enables the execution of parallel workflows and provides an endpoint to monitor the
workflow progress. Finally, the last step of the ML module’s training workflow interfaces
with the MLFLow module to log the training run and the trained model.

According to the proposed architecture, the Model Registry Synchronization Module
(MRSM) and Experiment Tracking Synchronization Module (ETSM) connect to the cloud
infrastructure to perform two-way synchronization for trained models and experimental
runs. Hence, in the current experiment, the MRSM and ETSM are responsible for upload-
ing new models and experiments from the local MLflow to the MLFlow instance on the
cloud. Furthermore, both modules are designed to wait for synchronization in case of net-
work disconnection. Lastly, the MRSM is also responsible for fetching the latest universal
ML model trained on the cloud and save in the local storage for future use.

The current experiment uses Logstash as a Telemetry Module (TM), which facilitates
the log collection and log forwarding to the cloud. Similar to the other modules of the
system, the Logstash container can continue functioning during network disconnections.
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Cloud Environment

The cloud infrastructure provides the hybrid edge-cloud system’s central management and
monitoring interface. This experiment uses The cloud services as a Docker Swarm inside
a virtual machine. Such infrastructure setup using Docker Swarm enables centralized
management, which can be easily transitioned to distributed setup using managed services
of a cloud platform.

Similar to the edge environment, the experiment uses MySQL, Minio Object storage
and MLFlow for the underlying storage infrastructure and the machine learning experiment
tracking. Furthermore, all these services currently deployed in a virtual machine can
be scaled to more managed services like Microsoft Azure MySQL, Microsoft Azure Blob
Storage and MLFlow by Azure Databricks [212].

The data acquisition module on the cloud acts as a Universal Data Acquisition Module
(UDAM) and extracts data from OpenWeatherMap’s weather data API, also referred to
as OpenWeather API [213]. The module collects temperature, humidity and atmospheric
pressure for a predefined location and stores it in the MySQL database.

Much like the edge infrastructure, the backend and the scheduler modules act as the
triggers for the workflow pipelines for the data collection, model training, model evaluation
and model retraining process. While the Central ML Module (CMLM) is responsible for
training new machine learning models using universal data collected from public sources.
Furthermore, the CMLM supports knowledge distillation from the personalized edge mod-
ules trained on the edge server to train a better-performing ML model for future iterations.

For log management and analytics, the cloud infrastructure uses the ELK stack, which
includes ElasticSearch, Kibana and Logstash [214]. ElasticSearch is a NoSQL database
that supports highly efficient text queries and stores massive amounts of logs. All the
cloud modules forward their logs and metrics to Logstash, which pushes the logs to Elas-
ticSearch. Furthermore, the Logstash module on the edge devices also pushes logs to the
cloud Elasticsearch. Finally, the cloud infrastructure contains Kibana, a data visualization
tool, to explore and visualize trends in errors, metrics and logs of the overall system.

This study maintains the CI/CD pipelines and the code using GitHub Actions and
Code Repository [215]. Various manual and automated triggers across the repository
initiate multiple workflows. Such workflows include testing the functionality of a module
on creating a pull request and building and pushing the docker images for the updated
modules on code merge to master. In addition, some examples of various workflows with
manual triggers are cloud service deployment to the Azure Virtual Machine and IoT Edge
Deployment using Azure IoT Hub for the edge servers.
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5.3 Machine Learning Operations for DIMACE

In this section, the Machine Learning Operations (MLOps) is described as a sequence of
steps for managing the experiment introduced in Section 5.1 . Such a process includes steps
ranging from exploratory data analysis, feature extraction, model development, model eval-
uation and validation, model versioning, model deployment and model monitoring [216].
In the case of a hybrid system including edge and a cloud environment, the operations
require more rigour and synchronization. This study provides a framework and architec-
ture to develop and maintain a multi-tier system focusing on machine learning operations
across environments.

The primary ML objective of the overall system is to predict future weather information
using past knowledge and data. Hence, such a challenge can be categorized as a time-series
forecasting problem. Overall, the problem formulation of DIMACE can be defined as:

Given the historical weather data, predict future data points for temperature,
pressure and humidity.

5.3.1 Dataset Exploration

This section focuses on the exploratory analysis of datasets collected on the edge and
fetched from public data sources. The primary goal of this analysis is to understand the
nature of the time-series dataset, including level, seasonality, trend, and noise. The data
was collected on the edge using six IoT sensors from June 1st, 2023, to July 14th, 2023.
Similarly, the data from public sources were extracted in the same date range.

The collected weather data consisted of three properties and metadata associated with
the extraction process. The primary features of each data point include:

• timestamp - Time of Data Collection

• location - Location of Data Capture

• temperature - Temperature in Celsius

• humidity - Relative Humidity in Percentage

• pressure - Atmospheric Pressure in Hectopascal
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Figure 5.1: Time Series Progression of Data Collected on the Edge

Figure 5.1 and 5.2 illustrate the collected weather data from three IoT devices and
public data collected from open sources. Figure 5.1 plots the temperature, pressure and
humidity data collected from IoT devices labelled 122, 123 and 126, against time from June
1st, 2023, to July 14th, 2023. All three IoT devices were deployed around Building E5,
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University of Waterloo, Waterloo, Canada. While, Figure 5.2 showcases the progression
of time-series data for temperature, pressure and humidity extracted using public data
sources for the Region of Waterloo, Canada.

Figure 5.2: Time Series Progression of Data Collected from Public Sources
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5.3.2 Data Analysis and Feature Engineering

In the ML lifecycle, the data analysis step refers to the process of understanding the data
and its underlying distribution. Figure 5.3 presents the Kernel Density Estimation (KDE)
of various features of the weather data collected from IoT devices 122, 123 and 126. The
figure reveals the drift in measurements across various devices, providing insights into the
requirement for personalized models for each IoT device.

(a) Temperature (b) Pressure (c) Humidity

Figure 5.3: KDE plot for Data collected on the Edge

Similarly, Figure 5.4 displays the KDE for temperature, pressure and humidity for data
collected on the cloud from OpenWeather API. Comparing the KDE of the public data
with the KDE for the edge data, it is evident that there is a significant divergence in the
data distribution across the two environments. Such a notable divergence advocates for
personalized model training, enabling more accurate and context-aware predictions.

(a) Temperature (b) Pressure (c) Humidity

Figure 5.4: KDE Plot for Data collected from Public Sources
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Furthermore, various methods for feature engineering were incorporated to derive mean-
ingful features. For the case of a time series dataset, the standard approaches include
calculating lag variables, moving averages and standard deviations. In the case of the
DIMACE project, feature engineering is carried out by the underlying Autoregressive In-
tegrated Moving Average (ARIMA) library, which involves capturing autoregressive and
moving average terms, along with calculating the differencing component of the underlying
data.

5.3.3 Model Training

In this experiment, based on the problem statement in Section 5.3 and the feature engineer-
ing in Section 5.3.2, there is a need for a statistical machine learning model. One such ML
model for forecasting is the Autoregressive Integrated Moving Average (ARIMA) model,
which captures various temporal relationships from time series data [217]. Furthermore,
the ARIMA model divides the prediction task into three smaller sub-problems. First, the
model uses a regression equation on the past data, also denoted as p. Secondly, the time
series trend is extracted using the difference between the data and previous values, denoted
as d. Finally, the model captures the moving average of the system, also referred to as
q. Aggregating these components, the ARIMA model can be referred to as a parametric
model with parameters p, d and q.

The ARIMA method provides a flexible approach to representing various time series
structures with linear relationships. According to previous sections’ data analysis and
feature engineering, the ARIMA model would fit the current ML problem well. Using the
past data for temperature, pressure and humidity data, a new ARIMA model is created
for each atmospheric parameter using pre-calculated values for p, d and q.

5.3.4 Model Evaluation

The two primary steps to evaluate a machine learning model include selecting proper
testing data and finalizing the error measure metrics. In the case of weather forecasting,
the trained model can be evaluated by comparing forecasts to the data collected in the
future. One common way to test future performance is to hold out a portion of the training
data and test the model using the held-out portion.

Such techniques enable efficient testing of trained models and provide a performance
score to predict a model’s accuracy in production. For the case of this experiment, Mean
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Squared Error (MSE) and Mean Absolute Error (MAE) are used as error metrics to measure
how well the model fits the time-series data.

The primary goal of this thesis is to conceptualize and operationalize the MlOps ar-
chitecture for a hybrid system. Therefore, the actual values of model predictions serve as
secondary considerations and are not the focal point of this research.

5.3.5 Model Packaging

From an Machine Learning Operations (MLOps) perspective, the model packaging step
is an essential aspect of the overall ML lifecycle, as it enables efficient storing and faster
fetching of models in a production environment. For DIMACE, the ARIMA model is
packaged as a pickle file, enabling efficient storage of the ML model in object storage.
Furthermore, the pickle model is associated with an experiment using the experiment
tracking server while also logging the model in the model registry.

Regarding input and output scalars for the model during inference, the ARIMA model
uses the parameter steps that defines the future n intervals to predict where it outputs the
value for n prediction in the future.

5.4 Quantitative Measurements

In an experiment, quantity attributes are essential to compare the experiment results as
they provide a numerical basis to assess the overall system’s performance. Furthermore,
a quantitative approach to experimentation helps measure the reproducibility and consis-
tency of an experiment. This section provides various quantitative measurements regarding
the architecture’s performance in a practical use case. It compares it to a generic ML archi-
tecture where the training is primarily conducted on the cloud. Such measurement provides
a way to predict the performance of the proposed architecture in production environments.
The generic cloud architecture is described in detail below.

To compare the proposed architecture against a generic cloud approach, a cloud-driven
system is deployed as a separate Docker Stack. On the one hand, the newly built archi-
tecture can train on the cloud. On the other hand, the generic system has insufficient
resources to train a new ML on the network edge. Hence, the generic cloud architecture
continuously uploads the data to the cloud, and a new model is trained on the cloud and
delivered to the edge. In the case of performance degradation of the model on the edge, a

66



workflow is triggered from the edge to initiate training on the cloud. When the training
is complete, the cloud’s CI/CD pipelines transfer the new model to the edge device. The
proposed architecture’s performance is compared against the generic cloud system using
various quantitative measurements.

5.4.1 Response Time for Retraining

In any ML environment, achieving faster response time for retraining models in case of
model degradation is crucial. Many edge applications require time-sensitive decision-
making, where a faster retraining cycle implies faster updates to a model [218]. Such
faster updates and deployment of better-performing models enable the efficient working
of an edge application. Furthermore, in a rapidly changing edge environment similar to
the weather prediction application, faster response time for retraining allows the model to
adapt to the data drift and leads to better performance.

In the current investigation, we compare the response time of retraining using the
proposed architecture with the conventional edge architecture that depends on the cloud
for training a new machine learning model. In the case of DIMACE, a machine-learning
model’s average retraining and deployment time is 6.6 seconds, and the median time is
5.9 seconds. Such measurements are computed using 97 instances of model degradation
during 44 days of operation.

Average
Training
Time (s)

Average De-
ployment
Time (s)

Average Response
Time to Retrain (s)

Median Response
Rime to Retrain (s)

Proposed Ar-
chitecture

4.5 2.1 6.6 5.9

Cloud Archi-
tecture

3.6 19.0 22.6 20.3

Table 5.1: Response Time for Retraining and Deploying a Model

While for the case of machine learning training in the cloud, the time to retrain and
deploy the newer model depends on the network bandwidth between the edge and the cloud.
Furthermore, in this case, the edge server needs to synchronize the latest trained model
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from the cloud and deploy it locally. According to the 60 instances of model deterioration,
it took an average of 22.6 seconds to train the global model, transfer it to the edge and
deploy the latest model on the edge server. At the same time, 20.3 seconds was the median
time taken. It is important to note that the training time on the cloud was faster than the
edge due to its higher computing capacity. Still, the overall time to recover from a data
drift was significantly better in the case of an edge-cloud environment.

A statistical analysis is performed to determine if the difference between the perfor-
mance measurements of both systems is significant. In this study, we perform a two-sample
t-test based on the 97 data points for the proposed architecture and 60 data points for the
generic cloud architecture. In this case, the null hypothesis defines no significant difference
in the mean value for response time for retraining between both systems. The mean and
the standard deviation of response to retraining time for the proposed architecture are
6.68 and 2.19 seconds, respectively. Similarly, 22.6 is the mean, and 5.73 is the standard
deviation for the generic cloud system. Next, a p-value is calculated based on the distribu-
tion values mentioned above, which turns out to be less than 0.01. The null hypothesis is
rejected because the significant level is below 5%, and the p-value is less than 0.05. Thus,
the statistical analysis confirms that the proposed method performs significantly better
than a generic cloud ML system in terms of responding to edge ML model degradation.

5.4.2 Bandwidth and Cost Comparison

The bandwidth and storage costs can be reduced compared to the conventional cloud com-
puting approach by processing data closer to the data source. The proposed architecture
significantly impacts the overall system’s cost-effectiveness by leveraging the power of edge
processing. Using the architecture’s ability to train ML models on edge, there is a signif-
icant reduction in the data transfer from the edge to the cloud. Instead of sending raw
unprocessed data to the cloud to train a new machine learning model, only the models,
training experiment runs, and metrics are uploaded to the cloud, reducing the bandwidth
costs of the system.

In the case of DIMACE, instead of sending 1.44 Gigabytes of data daily to the cloud
for each IoT device, the new architecture only uploads the newly trained models and the
experiments. As discussed in Section 5.4.1, the newly trained model and experiments were
only synced for 97 instances of model degradation. The average bandwidth required for
synchronizing model artifacts, training runs, and metrics is around 180 Megabytes per day
for each IoT device. Such reduced bandwidth usage directly affects the overall cost of the
system and can prove to be even more cost-efficient when the number of edge servers and
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IoT scales to production scale. The theoretical bandwidth requirements of the proposed
system and its comparison with the cloud ML system are provided in the table below.

Edge-Cloud ML System (GB) Cloud ML system (GB)

1 device 0.18 GB 1.44 GB

6 devices 1.08 GB 7.44 GB

100 devices 18 GB 144 GB

Table 5.2: Theoretical Bandwidth Comparison of Various Architectures

Furthermore, machine learning training on edge eliminates the need for massive central
cloud storage to save the sensor data, as the data on edge can be discarded after training
a model. Such optimizations can substantially decrease the overall running cost of the
system. The savings from bandwidth costs, latency reduction and storage optimization
can compensate for the upfront cost of deploying the edge servers.

5.4.3 Reliability

To quantify the reliability of the proposed architecture, several metrics of the DIMACE sys-
tem are measured over a more extended period, including the development and deployment
phases. The primary metrics associated with reliability include the system’s operational
time compared to the non-operational time. Such uptime is usually measured as the ra-
tio of uptime and the total measurement time. Mean Time Between Failures (MTBF) is
another system metric to assess the reliability of any system, where a higher MTBF is a
property of a reliable system.

In the current experiments, the DIMACE system demonstrated an overall system up-
time of 99.8%. Furthermore, the MTBF for IoT devices was around 3.5 days, while the
MTBF for the edge server was recorded to be 11 days. Due to the robust nature of the
cloud architecture, no direct failures were recorded during the experiment, except for minor
disconnections at the time of updates to the cloud services.
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5.5 Qualitative measurements

As discussed in Section 3.1.2, the Non-Functional Requirement (NFR) are crucial in a
system’s evaluation. Similar to the quantitative measurements, the qualitative attributes
provide insights into the system’s performance and alignment with user requirements. For
evaluating the DIMACE system, privacy and security are the primary quality attributes
to simulate the assessment of confidentiality and proper handling of sensitive user data.

5.5.1 Privacy

The primary benefit of processing the data closer to the source and training the machine
learning models on the edge server is the privacy of the sensitive data generated by the IoT
sensors. A privacy-centric ML approach is essential for various IoT applications deployed
in locations like homes and personal vehicles. With the proposed architecture’s ability
to facilitate edge training while still offering a global system overview, privacy becomes a
fundamental aspect in the design and implementation of the system.

In the DIMACE system, the weather data collected by the Raspberry Pi Pico W de-
vices are stored temporarily on the edge server and used for local training of personalized
models. Due to such functionality, the sensitive weather data is not uploaded to the cloud
infrastructure, thus enhancing system privacy.

5.5.2 Security

Implementing machine learning training on the edge server significantly improves system
security by reducing network data exposure and minimizing the attack surface for cyber
exploits. Data exposure refers to the condition of a multi-tiered system where sensitive
data is accessible to unauthorized actors by exposing various system vulnerabilities. In the
context of an edge-cloud machine learning system, the data exposure can be significantly
reduced by eliminating the need to transmit data over extended distances to the central
cloud infrastructure.

Furthermore, distributing the computing workflows and persistent storage across vari-
ous edge servers instead of centralized cloud infrastructure can minimize the impact of a
single vulnerability a malicious actor can exploit. In the current experiment, the commu-
nication between the edge servers and the cloud infrastructure is limited to synchronizing
training artifacts and metrics, thereby reducing the attack surface by eliminating raw data
transmission over the internet.
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5.6 SAAM vs Reality

According to SAAM, in Section 4, the proposed architecture has room for improvement
in maintainability and scalability. However, the architecture’s modular approach enables
a relatively more straightforward addition of such improvements to the system. In terms
of maintainability, similar to the architecture, on the one hand, DIMACE provided a
monitoring server in terms of Kibana to access and visualize logs and metrics. On the
other hand, DIMACE faced challenges in maintaining the IoT devices directly using a
central interface installed on the cloud.

SAAM findings suggest the lack of redundancy in the edge environment and the cloud
environment. While the overall system’s operation resumed seamlessly in the case of cloud
infrastructure’s disconnection during updates, the same is not the case for the edge server.
In the case of failure in the edge server, the data upload from the IoT devices stopped,
causing a significant gap in the time series dataset. Hence, as deduced from the analysis
from SAAM, the architecture can be improved by adding redundancy for the edge server
and the cloud infrastructure.

In the context of scalability, SAAM provided suggestions to support multiple edge
servers at a location and support external compute modules on the edge servers. Due
to the reduced scale of the current experiment, the problems related to scalability did
not manifest. Hence, the experiments could not be used to compare the experiment with
SAAM in terms of scalability.

DIMACE exhibited optimal performance in terms of functional adaptability due to its
model retraining functionality on the edge server itself. While DIMACE was not tested
against adversarial attacks, as pointed out by SAAM, there is a significant need for ad-
versarial model training using adversarial and perturbed examples. In the current use
case, the ARIMA model is selected for time series forecasting, which can be vulnerable
to adversarial attacks. Hence more advanced algorithms like the LSTM-ARIMA and the
GRU-ARIMA can be used in the system that can benefit from adversarial training.

Similar to Software Architecture Analysis Method (SAAM), the real-world experiments
indicate the need for improvements in the architecture in terms of maintainability, ro-
bustness and reliability. Furthermore, as demonstrated by DIMACE, the improvements
discussed in this section and in Chapter 4 can improve the overall architecture.
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Chapter 6

Conclusion

This thesis proposes a novel MLOps architecture to maintain machine learning applications
in a hybrid edge-cloud environment. Initially, we define the functional and non-functional
requirements for a hybrid edge-cloud ML system. Based on the formulated requirements,
a functional view of multi-tier architecture is presented, including three main components:
IoT device, edge server and cloud infrastructure. The main components of the architecture
are described in brief below.

Firstly, the IoT device collects data from the sensors and transmits the data to the
edge server. Secondly, the edge server handles various tasks ranging from data storage to
machine learning model training. Furthermore, the edge server plays an essential role in
the machine-learning workflows for personalized model training, including model training,
model evaluation, model monitoring, experiment tracking and model tracking. Finally,
the cloud infrastructure of the architecture acts as a central controller, ensuring seamless
working of the edge server and the IoT devices. In addition, the cloud infrastructure is
also responsible for training a global ML model using public data from public sources.

We further provide the behavioural view of the system to describe the interactions of
the components and their sub-components under various scenarios. Such a view provides
a perspective of how the system behaves over time. The primary scenarios described for
the architecture include data collection, universal training, personal edge training, model
inference, continuous synchronization and continuous deployment.

This thesis uses SAAM to assess the architecture and evaluate the system design based
on pre-determined quality attributes. Based on various ISO standards, maintainability,
scalability, reliability, functional adaptability and robustness are selected as quality at-
tributes to evaluate the architecture. According to SAAM, various scenarios are defined,
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which are used to assess individual components of the system.

SAAM revealed the lack of redundancy in the edge environment, negatively affecting
the system’s reliability. Furthermore, SAAM provided insights into the system’s scalability
by uncovering the need for multiple edge servers in a location for extending support to a
high number of IoT sensors. Finally, regarding robustness, the investigation reveals the
requirement of adversarial training to defend against adversarial attacks. However, further
analysis revealed that the proposed architecture’s modular approach enables the addition
of these new changes into the system seamlessly.

To demonstrate the system’s functionality and provide a real-world practical implemen-
tation of the architecture, various experiments are conducted on the DIMACE project. The
experiments include monitoring a distributed weather forecasting system, which includes
various IoT devices, edge servers and a cloud application. Furthermore, the proposed ar-
chitecture is compared with a cloud architecture, where the qualitative and quantitative
results from the experiments revealed better performance in terms of response time for
model retraining, bandwidth usage and running cost.

While implementing the DIMACE project, similar deficiencies were encountered for
various quality attributes, as indicated by SAAM, including scalability and reliability.
Thus, the analytical approach of SAAM proved to be both practical and accurate. The
improvements proposed in Chapter 4 establishes the foundation for future enhancements.

73



References

[1] Longbing Cao, Qiang Yang, and Philip S. Yu. Data science and AI in FinTech: an
overview. International Journal of Data Science and Analytics, 12(2):81–99, August
2021. ISSN 2364-4168. doi: 10.1007/s41060-021-00278-w.

[2] Caiming Zhang and Yang Lu. Study on artificial intelligence: The state of the
art and future prospects. Journal of Industrial Information Integration, 23:100224,
September 2021. ISSN 2452-414X. doi: 10.1016/j.jii.2021.100224.

[3] Amisha, Paras Malik, Monika Pathania, and Vyas Kumar Rathaur. Overview of
artificial intelligence in medicine. Journal of Family Medicine and Primary Care, 8
(7):2328–2331, July 2019. ISSN 2249-4863. doi: 10.4103/jfmpc.jfmpc 440 19.

[4] Jitendra Bhatia, Ridham Dave, Heta Bhayani, Sudeep Tanwar, and Anand Nayyar.
SDN-based real-time urban traffic analysis in VANET environment. Computer Com-
munications, 149:162–175, January 2020. ISSN 0140-3664. doi: 10.1016/j.comcom.
2019.10.011.

[5] Tian-Xiang Sun, Xiang-Yang Liu, Xi-Peng Qiu, and Xuan-Jing Huang. Paradigm
Shift in Natural Language Processing. Machine Intelligence Research, 19(3):169–183,
June 2022. ISSN 2731-5398. doi: 10.1007/s11633-022-1331-6.

[6] Diksha Khurana, Aditya Koli, Kiran Khatter, and Sukhdev Singh. Natural lan-
guage processing: state of the art, current trends and challenges. Multimedia
Tools and Applications, 82(3):3713–3744, January 2023. ISSN 1573-7721. doi:
10.1007/s11042-022-13428-4.

[7] Roberto Gozalo-Brizuela and Eduardo C. Garrido-Merchan. ChatGPT is not all
you need. A State of the Art Review of large Generative AI models, January 2023.
arXiv:2301.04655 [cs].

74



[8] Sukhpal Singh Gill, Minxian Xu, Carlo Ottaviani, Panos Patros, Rami Bahsoon,
Arash Shaghaghi, Muhammed Golec, Vlado Stankovski, Huaming Wu, Ajith Abra-
ham, Manmeet Singh, Harshit Mehta, Soumya K. Ghosh, Thar Baker, Ajith Kumar
Parlikad, Hanan Lutfiyya, Salil S. Kanhere, Rizos Sakellariou, Schahram Dustdar,
Omer Rana, Ivona Brandic, and Steve Uhlig. AI for next generation computing:
Emerging trends and future directions. Internet of Things, 19:100514, August 2022.
ISSN 2542-6605. doi: 10.1016/j.iot.2022.100514.

[9] Amanpreet Kaur Sandhu. Big data with cloud computing: Discussions and chal-
lenges. Big Data Mining and Analytics, 5(1):32–40, March 2022. ISSN 2096-0654.
doi: 10.26599/BDMA.2021.9020016. Conference Name: Big Data Mining and Ana-
lytics.

[10] Saeedeh Parsaeefard, Iman Tabrizian, and Alberto Leon-Garcia. Artificial Intel-
ligence as a Service (AI-aaS) on Software-Defined Infrastructure. In 2019 IEEE
Conference on Standards for Communications and Networking (CSCN), pages 1–7,
October 2019. doi: 10.1109/CSCN.2019.8931372. ISSN: 2644-3252.

[11] Keyan Cao, Yefan Liu, Gongjie Meng, and Qimeng Sun. An Overview on Edge
Computing Research. IEEE Access, 8:85714–85728, 2020. ISSN 2169-3536. doi:
10.1109/ACCESS.2020.2991734. Conference Name: IEEE Access.

[12] Partha Pratim Ray. A review on TinyML: State-of-the-art and prospects. Journal of
King Saud University - Computer and Information Sciences, 34(4):1595–1623, April
2022. ISSN 1319-1578. doi: 10.1016/j.jksuci.2021.11.019.

[13] Shaoshan Liu, Liangkai Liu, Jie Tang, Bo Yu, Yifan Wang, and Weisong Shi. Edge
Computing for Autonomous Driving: Opportunities and Challenges. Proceedings of
the IEEE, 107(8):1697–1716, August 2019. ISSN 1558-2256. doi: 10.1109/JPROC.
2019.2915983. Conference Name: Proceedings of the IEEE.
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