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Abstract

It is known that deep neural networks (DNNs) are vulnerable to imperceptible adver-
sarial attacks, and this fact raises concerns about their safety and reliability in real-world
applications. In this thesis, we aim to boost the robustness of DNNs against white-box
adversarial attacks by defining three information quantities: robust conditional mutual in-
formation (CMI), robust separation, and robust normalized CMI (NCMI), which can serve
as evaluation metrics of robust performance for a DNN. We then utilize these concepts
to introduce a novel regularization method that constrains intra-class concentration and
increases inter-class separation simultaneously among output probability distributions of
attacked data. Our experimental results demonstrate that our method consistently en-
hances model robustness against C&W and AutoAttack on CIFAR and Tiny-ImageNet
datasets, both with and without additional synthetic data. The results show that our
approach enhances the robust accuracy of DNNs by up to 2.66% on CIFAR datasets and
3.49% on Tiny-ImageNet against PGD attacks, and by 1.70% on CIFAR and 1.63% on
Tiny-ImageNet against AutoAttack, compared to several state-of-the-art adversarial train-
ing methods.
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Chapter 1

Introduction

1.1 General Background

Despite the remarkable success of deep neural networks (DNNs) in computer vision [18, 12]
and natural language processing [30, 0], researchers found that DNNs are vulnerable to
adversarial attacks [33, 9]. These attacks generate adversarial samples by adding slight
perturbations, imperceptible to human eyes, to the original benign samples to deceive the
underlying DNN. This raises concern to apply deep learning (DL) models to safety-critical
domains like autonomous driving and medical diagnosis [19, &].

A simple, yet effective method to train robust DNNs against adversarial attacks is
adversarial training (AT) [0, 24]. In AT, the model is trained not on benign samples, but
on adversarial ones. This process is formulated as a min-max optimization problem: the
inner maximization focuses on generating adversarial samples, while the outer minimization
aims to reduce the robust loss associated with these adversarial samples.

Following [21], a significant body of work has focused on improving model robustness,
primarily through four approaches: (i) modifying or adding additional regularization terms
to the loss function [17, 37, 41], (ii) altering model architecture [13], (iii) applying data
augmentation techniques [29], and (iv) utilizing strategies like early stopping and weight
averaging [30, 10].



1.2 Motivation

Even with the recent enhancement of AT, the underlying vulnerability of DNNs against
adversarial attacks still remains unresolved: for certain data points, especially those with
output prediction of natural examples near to the decision boundary, are more susceptible
to perturbation and likely to cause misclassification [18].

To address the issue discussed earlier, this thesis analyzes the robustness of DNNs by
closely examining their behavior within the output probability distribution space from an
information geometric perspective.

First, we observe that, given a specific attack method G, all adversarial samples per-
turbed by G and corresponding to the same ground truth label form a distinct cluster
in the DNN’s adversarial output probability distribution space with respect to attack G.
We refer the set of such clusters across all labels as ‘adversarial clusters’. For a DNN to
be robust against any adversarial attacks, output probability vectors of samples within
the same adversarial cluster should be tightly concentrated even under various adversarial
attacks, while sample output probability vectors with different labels should also remain
well-separated under different attacks'.

Inspired by a prior work developed by my supervisor, my colleagues and I [15], where
we introduced information-theoretic quantities to improve DNN accuracy in conventional
image classification, we extend these concepts to the adversarial domain. Specifically, [15]
utilized conditional mutual information (CMI), I(X;Y|Y), to measure intra-class concen-
tration, where X is the benign input, Y is the predicted label, and Y is the ground truth
label.

In the adversarial context, we redefine CMI as I(X’;Y'|Y = y) to measure the intra-
class concentration of adversarial clusters. Here, X’ represents the adversarially perturbed
sample, and Y’ is the predicted label given X’. Averaging this over all class labels y
with respect to their distributions Py (y) gives I(X'; 1% |Y), which quantifies the average
concentration of all adversarial clusters around their corresponding centroids.

A small value of I(X’;Y'|Y = y) indicates that the output distributions of adversarial
samples from a given class are closely concentrated around the centroid of their adversarial
cluster. In contrast, a large value represents that these distributions are more dispersed.
As adversarial outputs become more tightly clustered around their centroids, I(X';Y"|Y’)

In a similar vein, some prior studies in the literature attempted to train robust DNNs by bounding
the polytopes formed by the adversarial cluster [10, 15, 25], where they restricted all crafted adversarial
samples with the same class label fall in a certain proximity centered around their benign counterparts,
either in output feature or probability distribution space.



decreases, making it harder for an adversarial attack to successfully cause misclassification
of a DNN.

In the above case, I(X'; Y’ |Y') measures the intra-class concentration with respect to a
specific adversarial attack approach which crafts perturbed sample 2’ for each (z,y) € D
dataset. Since there is a wide range of adversarial attack methods and it is unknown to
us which one would be applied to attack the underlying DNN; it is vital to us to consider
the worst-case scenario among all possible attacks. Hence, we define the robust CMI of a
DNN, which maps an input image x to a probability distribution f(z), as below:

I(e) = max I(X";Y'|Y) (1.1)
where the maximization is over all possible adversarial samples x’ that generated by any
attack method, subject to the constraint ||z’ — x|, < e. With the same intuition, we
further extend the concepts of separation and normalized CMI from [15] to the adversarial
robustness setting, defining robust separation I'(¢) and robust normalized CMI (NCMI)
I (€). More specifically, robust separation stands for the minimum of the inter-class separa-
tion among all adversarial clusters across all attack methods that satisfying ||2’ — x|, <,
and robust NCMI indicates the maximum ratio between robust CMI and robust separation
over all possible adversarial attacks.

In this thesis, we argue that the concepts of robust CMI, robust separation and robust
NCMI can be utilized to measure the robustness of a DNN viewed from the perspective
of information geometry. In order to enhance the robustness of a DNN, one can aim to
minimize the robust error rate while also minimizing robust CMI and maximizing robust
separation at the same time. This promotes intra-class concentration and inter-class separa-
tion among perturbed sample outputs, which effectively aligns with the goal of minimizing
both robust error rate and robust NCMI simultaneously.

1.3 Contributions
In summary, the contributions of this thesis are listed as follows:

e We extend the concepts of CMI, separation, and normalized CMI in [15] to the adver-
sarial case, and introduce three new information quantities, robust CMI I(e), robust
separation T'(¢), and robust NCMI I(e), to gain insights of the intrinsic mapping
structure of DNNs in the context of adversarial robustness.



e We propose a brand new adversarial defense mechanism by jointly minimizing robust
NCMI along with existing AT objective functions to enhance model robustness.

e We present a novel alternating learning algorithm to alternatively optimize DNN
weight parameters 6 and centroids of adversarial clusters.

e We conduct extensive experiments on CIFAR-{10, 100} [17] and Tiny-ImageNet [20]
datasets. Our results demonstrate that our proposed method boosts adversarial
robustness when combined with existing adversarial defense objective functions, both
with and without synthetic data.



Chapter 2

Related Work

2.1 Adversarial Attack

Since [33] revealed that deep neural networks (DNNs) are highly vulnerable to adversarial
examples, where perturbations are imperceptible to the human eye but cause significant
misclassifications, the development of increasingly sophisticated adversarial attack methods
has become a focal point of research. [J] introduced the Fast Gradient Sign Method
(FGSM), a simple yet effective approach that generates adversarial examples using a single
step in the direction of the gradient, bounded by a small perturbation budget. Building
on this, subsequent methods have refined the attack process to increase its potency. For
example, the R+FGSM [31] attack added a randomization step to the original FGSM,
and the Basic Iterative Method (BIM) [19] applied FGSM iteratively with smaller steps,
leading to more effective perturbations.

A major breakthrough came with the development of projected gradient descent (PGD)
by [24], which improved the success rate of adversarial attacks. PGD initializes adversarial
samples randomly within an e-bounded neighborhood of the original input and iteratively
applies small perturbations that maximize a given loss function, making it a more powerful
attack. This method essentially frames adversarial example generation process as a min-
max optimization problem, seeking the worst-case perturbation for a model.

More recent technique, such as AutoAttack [5], has taken a more adaptive and parametric-
free approach. This method have been regarded as state-of-the-art adversarial attack, and
shown to outperform earlier attacks but at the cost of significantly higher computational
time, further pushing the boundaries of both adversarial attack efficacy and computational



expense. In general, an adversarial sample z’ is crafted as following:

¥ =G(z,y) =z + argmax L(fo(x +9),9), (2.1)
llollp<e

where G(z,y) represents the attack function to generate adversarial example 2’ given be-
nign input = and its corresponding ground truth label y,  is the perturbation to be added
to x to generate adversarial sample 2/, || - ||, indicates the L,-norm of a vector, € denotes
the maximum perturbation allowed to generate an adversarial sample, and L(-,-) stands
for the objective function, which is typically cross entropy (CE) loss in previous works.

2.2 Adversarial Defense

As a defense mechanism against adversarial attacks, vanilla AT [24] achieved significant suc-
cess by training deep neural networks (DNNs) with adversarial samples generated through
the PGD attack. The simplicity and effectiveness of this method led to its widespread
adoption as a foundation for further exploration of robust optimization techniques.

Building on the success of vanilla AT, subsequent studies refined the formulation of ad-

versarial training to improve robustness. [10] introduced adversarial logit pairing (ALP),
which encourages the logits of clean and adversarial examples to be similar, thus promot-
ing robustness. [17] proposed TRADES, a method that balances the trade-off between

adversarial robustness and accuracy on benign samples by explicitly incorporating a regu-
larization term in the loss function to control the robustness-accuracy trade-off. Similarly,
[37] developed MART, which focuses on misclassified examples and adjusts the training
process to increase attention to these harder-to-classify adversarial samples. A more re-
cent technique, adversarial weight perturbation (AWP) [11], additionally perturbs model
weights other than input samples during training to further enhance robustness by smooth-
ing the loss landscape.

Other lines of research focused on improving adversarial robustness by studying the
margin between adversarial samples and decision boundaries. Methods like MMA training
[7] and reduced variance adversarial training [27] aimed to increase the margin between
adversarial examples and the decision boundaries, thereby improving robustness. [11] ex-
plored adaptive margin techniques to achieve a more flexible defense. Moreover, some
approaches emphasized weighting adversarial examples based on their vulnerability, par-
ticularly those near decision boundaries. For instance, probabilistic margin-based defense
[22] and GAIRAT [18] focused on assigning greater weights to adversarial samples close



to the decision boundary, prioritizing the model training on the most vulnerable samples,
ultimately improving both robustness and generalization.

Aside from the aforementioned approaches for enhancing adversarial robustness, re-
searchers have also conducted theoretical analyses showing that augmenting training data,
whether labeled or unlabeled, can significantly improve the adversarial robustness of DNNs

in both supervised and semi-supervised learning settings [31, 2, 35]. Building on this, sev-
eral studies have explored the use of generative models to create large volumes of high-
quality synthetic data for adversarial training [11, 29, 32, 38]. These works demonstrate

that incorporating synthetic data helps alleviate robust overfitting and reduces the gen-
eralization gap, leading to significantly better performance compared to methods trained
solely on the original dataset without additional data.

Together, these advancements reflect a diverse array of strategies aimed at enhancing
adversarial training by addressing different aspects of the defense process, whether through
loss refinement, margin optimization, instance weighting or utilizing synthetic data.

2.3 Relationship between Our Approach to Existing
Adversarial Defense Techniques

Despite the advanced robust performance achieved by the methods discussed in the previ-
ous section, they primarily treat each attacked data point individually, failing to consider
adversarial examples that share the same ground truth label as part of a cluster. By fo-
cusing solely on single adversarial samples, these approaches neglect the potential benefits
of viewing adversarial data from a collective, cluster-based perspective.

In our approach, we propose that adversarial robustness can be further improved by
treating adversarial examples with the same ground truth label as clusters and introducing
constraints to ensure that the worst-case perturbed samples remain concentrated around
the centroid of their respective adversarial cluster. By doing so, we aim to maintain the
internal input-output mapping structure of each adversarial cluster as compact as possible,
meanwhile further separate different clusters as distant as possible, thereby enhancing
robustness. This perspective helps mitigate the impact of adversarial attacks, as even the
most extreme perturbed samples within a class will stay close to their class’s centroid,
making the model more robust against such attacks.

Furthermore, since prior studies have demonstrated that incorporating additional la-
beled or unlabeled data, as well as synthetic data, can significantly enhance robustness, we



extend our evaluation to datasets with and without synthetic data. The detailed method-
ology and results of our experiments are presented in the following chapters, showing the
effectiveness of our cluster-based approach.



Chapter 3

Robust Information Quantities

In this chapter, we build upon the concepts of CMI, separation, and normalized CMI
(NCMI) from [15] and adapt them to the adversarial setting. We introduce three new
information measures, namely robust CMI I(¢), robust separation I'(€), and robust NCMI
I (€), to evaluate the robustness of DNNs. We start by introducing the notation that will
be used throughout this thesis.

3.1 Notation

For a positive integer K, let [K] = {1,..., K} denote a set of integers starting from 1 to
K. Assume there are C' class labels, with [C] indicating the set of all such labels. Let
P([C]) denote the set of all probability distributions over [C]. We also use s[i] to represent
the i-th entry of a probability distribution s. Given any two probability distributions
s1, 52 € P([C]), we define CE of s; and s, as:

Mo

H (s, 82) i] In so[i (3.1)

i=1

and the Kullback-Leibler (KL) divergence between s; and sy as:

D(s1]|s2) = Zsl[i] mSl—m. (3.2)
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Figure 3.1: Diagram of generating an adversarial sample instance, where Y’ is the random
label predicted by the DNN in response to the adversarial instance.

For any random vector (X,Y), we use Pxy(x,y) or P(z,y) to denote its joint distribu-
tion, and Px(z) and Py (y) (or simply P(x) and P(y)) to denote the marginal distributions
of X and Y, respectively. The conditional distribution of ¥ given X = x is written as
Py|x(-|x), and that of X given Y = y is denoted by Pxy(-|y). Additionally, denote E[]
as expectation, and Ex|[-] as expectation with respect to random variable X. To clarify,
we use the term ‘budget €’ to represent the maximum perturbation allowed to generate
an adversarial instance 2’ within the L,-norm ball centered at the benign sample instance
x with a radius of e. Furthermore, we use G(x,y) to represent an attack function which
crafts, for each (z,y), an adversarial instance 2’ satisfying ||z’ — z||, < e. Note that we
used capital case letters like X to denote a random variable, while a lower case letter like
x represents an individual sample.

3.2 Robust Error Rate

Given a DNN f mapping from an input image x € R? to a probability distribution f(x),
one essential evaluation metric of its robust performance is the robust error rate. Denoting
(X,Y) as a random sample pair, indicating the pair of benign input and associated ground
truth label, which follows the joint distribution of input and target from a given dataset.
We use Y to represent the predicted label in response to input X by the DNN with output
probability f(X )[f/] Conventionally, the error rate of a DNN over benign samples is
defined as below:

E=Pr(Y #Y) (3.3)

10



As shown in Fig. 3.1, when the benign input X is perturbed by a specific attack method,
resulting in adversarial sample X', the DNN produces a predicted label Y’ with probability
F(X")[Y"] given X’. The adversarial error rate of the DNN for this specific attack method
is then defined as:

& =Pr(Y'#£Y) (3.4)

Since the above formulation restrict the error rate of a DNN to a specific attack method,

we need to further consider the error rate of a DNN against all possible adversarial attack

methods G subject to the constraint of |2/ — x|, < €, where € denotes the maximum

perturbation allowed to generate an adversarial sample z/. Then, we define the robust
error rate of a DNN against all possible attacks as below:

&(6)= max Pr(Y'#Y) (3.5)

Gilla’ —allp<e

Given Eq. (3.5), we argue that the robust error rate can be upper bounded by the aver-
age CE of conditional probability distribution over ground truth label Y given perturbed
input X', which is the one-hot probability distribution, and DNN’s output distribution
over perturbed input f(X’), as indicated in the theorem below:

Theorem 1 For any DNN with mapping structure x — f(z), any (X,Y), and any € > 0,
&(e) < max B [H(Pyix(, X'), f(X))]

= Gl ~ally<e
= 3 Pl [ me (-0 o0
(2,9) "

The proof of the above theorem is shown in Appendix A. Suggested by Theorem 1, min-
imizing the upper bound of the average CE between ground truth one-hot probability
vectors and the DNN’s output probability distributions for adversarial samples leads to a
lower upper bound on the robust error rate, thereby improving robust performance. This
also explains the effectiveness of vanilla AT [21] and MART [37], as they fundamentally
follow this principle.

3.3 Extensions of CMI, Separation and NCMI to Ad-
versarial Case

In a classification task of a dataset D with C' different classes on benign sample instances
x, one can observe that, a DNN with high accuracy, its output probability distributions

11



over samples with the same ground truth label i form a cluster, as most of them have the
highest value at entry ¢ and are relatively similar to each other. We refer to such clusters
as benign clusters afterwards. As shown by [15], the the centroid s, of each benign cluster
with ground truth label y is defined as:

=Py (Y =y) = ZPX\Y z|Y = y) - f(z) = Exy [f(X)|Y = y] (3.7)

Then, the CMI I(X; }A/|Y = y), which quantifies the concentration of sample outputs
within the benign cluster associated with label y is defined as:

I(X;Y]Y =y) =) Pyy(aly)

(Zf Lﬂi)>|y_

P)?|Y(i|y)

¢ R P ?:ix,
ZP(Y=i|$,y)1H Y|XY( |, y)

. (3.8)
S Y|Y( ly

= Exiy [D(F(X)lsy) | Y =]

Following the above equation, the averaged CMI across all benign clusters is:

I(X;YY) =) Pe(y) (XYY =)
velC] (3.9)
= Exy [D(f(X)]sy)]

In [45], the inter-class separation I' among all benign clusters is defined as:

[ = EfZyypvy - HF(X), F(U))] (3.10)

Here, (U,V) represents another random sample, independent of (X,Y’), but drawn from
the same joint distribution. Zy, denotes an indicator function with respect to a specific
condition which returns 1 if the condition holds true and 0 otherwise. Then, the NCMI
I(X;Y]Y) for all benign clusters is defined as the ratio between average CMI across all
clusters and I .

I(X; YY)

I(X;Y]Y) = -

(3.11)

For a given dataset D = {(;,y;)}}—, and its joint distribution P x ) is unknown and
approximated by empirical distribution, one can estimate the above information quantities

12



defined from Eq. (3.7) to Eq. (3.10) by computing their corresponding sample means:

Sy = ; > flzy) (3.12)

XYY =9) = 0 30 D (Sl (3.13)
I(X;Y|Y) = ZD (z5)|154,) (3.14)

n

r- ni S Ty ), ), (3.15)

j=1 k=1

where D, = {j |1 <j <n,y; =y} and |D,| denotes the cardinality of D,.

Now, given a specific attack function G, all benign samples x will be replaced by
corresponding adversarial samples 2/ = G(z,y), and each benign cluster is consequently
replaced by its respective adversarial cluster. Then, the information quantities defined in
Eq. (3.7) to (3.11) can then be extended to corresponding adversarial case with replacing
X,Y,U to X', Y, U, respectively, where X’ = GX,)Y)and U =G(U,V):

sy =Py (Y =y) =Exiy [f(GX, Y)Y =y] (3.16)
[(X5Y')Y =y) =Exyy [D(f(X)ls}) | Y =y] =Expy [D (F(GX.Y))lls;) | Y =y]
(3.17)
[(X5Y']Y) = Exy [D(f(X)]ls)] = Exy [D (f(G(X,Y)]ls})] (3.18)
I'=E [I{Y#V}H(f()f/>’ f(U/))] =K [I{Y#V}HOC(G(X’ Y))’ f(G<U7 V)))} (319)
I(XY')Y) = I(X/Fﬂ (3.20)

We refer the above information quantities as adversarial centroid, adversarial CMI of adver-
sarial cluster y, average adversarial CMI, adversarial separation, and adversarial NCMLI, re-
spectively. Note that given the attack function G, since P?'|XY(YI =ilx,y) = P}A,,‘X,Y(Y’ =
ilz',y) = f(a")[d], it follows that:

I(X: Y'Y =) = [(X:Y']Y =9) and [(X;Y']Y) = I(X;Y'|]Y)

As we show that I(X;Y’|Y) and I(X';Y’|Y) are indeed equivalent, we will address both
terms interchangeably hereafter. Again, when the joint distribution Py is unknown and

13



approximated by the empirical distribution, we can compute the adversarial information
quantities defined in Eq. (3.16) to (3.19) as their respective sample means in the same
spirit of Eq. (3.12) to (3.15):

D— > flx (3.21)

]G'D
I(XY')Y =9) DL > D(f())ls)) (3.22)
JGDy
(X V'Y = % > ( Olls, ) (3.23)
= S Ty - U £ (3.24)
i

3.4 Robust CMI, Robust Separation, and Robust NCMI

As the above adversarial information quantities defined in Eq. (3.16) to (3.20) depend
on a specific adversarial attack method G, this means that such metrics are sensitive
to the underlying attack method and do not necessarily reflect some generic robustness
characteristics of a given DNN. Hence, we introduce a new set of information quantities
to capture the worst-case scenarios for a robust DNN in terms of CMI, separation, and
NCMI. And these newly defined quantities are independent of the specific attack method
used to perturb benign samples, and consider all possible perturbed samples that satisfying
the condition ||z’ — z||, < € at the same time.

Definition 1 Given a DNN mapping from input x to output probability distribution fo(x)
with its weight parameters 6, define its robust CMI, separation, and NCMI over a random
sample (X,Y") respectively as follows:

I(e) = o X I(X;Y')Y) (3.25)
I'(e) = G:HH&?SGE Zoy ey H(fo(G(X,Y), fo(G(U, V)))] (3.26)
I(e) = IX;Y'[Y) (3.27)

Gilamsly<e E [Ziy oy H(fo(G(X, V), fo(G(U, V)]

When (X,Y,0) is clear from the context, we abbreviate I(X,Y,0,¢), I'(X,Y,0,¢), and
I(X,Y,0,¢) as I(€), I'(e), and I(€), respectively.
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Given (X, Y, 0), I'(¢) can be computed using the standard gradient descent method through
backpropagation. By introducing a dummy conditional ”backward channel” ¢(x|i,y) from
Y’ to X conditioned on Y, both I(¢) and I(e) can be computed using an alternating
method, as suggested by the following theorem.

Theorem 2 For any i,y € [C], let q(:i,y) denote a dummy conditional distribution in
the space of X, which is assumed to be discrete for simplicity. Then, I(€) and I(€) can be
computed by solving the following double maximization problems, respectively:

{g ( \Zy}GIIZ’ —z|[p<e

I(e) = max ZP x,y) [Z fo(G [i| Ing(z]i,y) — lnPXy(a:|y)] (3.28)

= max P(z,y) [ max ng [i] In g( |i,y)—lnPX|y(x|y)] (3.29)

{a(zliy)} "z —zllp<e
T,y

5 P(r,y) [Zizl fo(Gla, )il mg(ali,y) = In Pyy (xly)|

I(€) = max max :
(© {a(aliy)} G:lla’—allp<e E [Ziy oy H(fo(G(X,Y)), fo(G(U,V)))]
(3.30)
where given attack method G, the outer mazimization above is achieved when
P [
(aliy) = LW o)) (3.31)

Pmy(i\y)

Theorem 2 will be proven in Appendix B. Given ¢(z|i,y), the inner maximization in
Eq. (3.28) to (3.30) can now be computed using the standard gradient descent method
via backpropagation. Therefore, we can iteratively compute I(€) and I (¢) by alternating
between optimizing ¢(z|i,y) given G, and optimizing G given q(x|i,y).

3.5 Connections among Robust Accuracy, Adversar-
ial NCMI, and Robust NCMI

As suggested by [15], a strong positive linear relationship exists between NCMI and error
rate in benign image classification tasks, particularly within the same model family (e.g.,
ResNet-18 and ResNet-34). In our AT experiments, we trained several PreAct-ResNet-18
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Figure 3.2: Robust accuracy of different learned models against AutoAttack vs the cor-
responding adversarial NCMI on CIFAR-10, where blue and orange bars represent robust
accuracy (left axis) and adversarial NCMI (right axis), respectively, with corresponding
specific values shown on top of each bar.

models [13] using various AT methods, including the standard CE method without any ad-
versarial instances (denoted as ‘CE’), on CIFAR-10 dataset. We then evaluated the robust
accuracy of these models against AutoAttack [5]. As illustrated in Fig. 3.2, our results
showed that robust accuracy is generally inversely proportional to the adversarial NCMI
of the output probability distributions when the attack function G is set to AutoAttack,
aligning with the findings in [15] for benign image classification.

In order to evaluate the robust NCMI [ (€) of a given trained DNN, one should follow
Eq. (3.30) to compute the corresponding value over validation data. Given that Eq. (3.30)
is formulated as a double maximization, the optimum I (¢) can be determined through an
alternating algorithm. This process involves the following steps, repeated for five iterations
or until I(e) converges: (1) fixing ¢(z|i,y) and solving for the attack function G over all
validation data simultaneously, due to the interdependencies among attacked samples when
computing robust separation (denominator in Eq. (3.30)); (2) fixing the attack function G
and computing each g(z|i,y) following Eq. (3.30).
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Figure 3.3: Robust accuracy of different learned models against PGD, C&W and Au-
toAttack vs the corresponding robust NCMI on CIFAR-10, where robust accuracy against
PGD, C&W, and AutoAttack are presented as blue, orange and green bars (left axis),
respectively. Red bars represent corresponding robust NCMI value (right axis) of each
learned model. Specific value of each evaluation metric is shown on top of each bar.

We then reported the corresponding I (€) values for various conventional AT methods
in Fig. 3.3, comparing them with robust accuracy against multiple white-box attacks. The
relationship between robust accuracy and robust NCMI [ (€) is similar to the relationship
between robust accuracy and adversarial NCMI shown in Fig. 3.2, where higher robust
accuracy corresponds to lower I(e). This suggests that robust NCMI I(¢) can serve as
an evaluation metric not only for robustness but also for reflecting the intrinsic mapping
structure of a DNN.

Furthermore, the value of I(e) in Fig. 3.3 is generally higher than the adversarial NCMI
in Fig. 3.2 for each AT method. This difference arises due to that adversarial NCMI is
dependent on the specific attack method used to generate perturbed data and measures the
ratio between intra-class concentration and inter-class separation based on those specific
adversarial samples. In contrast, robust NCMI [ (€) reflects the worst-case scenario across
all possible attack methods, and does not rely on any single attack function G to quantify
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the ratio between intra-class concentration and inter-class separation. As a result, the
value of T (€) will generally be greater than adversarial NCMI for a given attack function
G, especially when the perturbed data from G do not induce the worst-case scenario in
terms of CMI and separation.
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Chapter 4

Methodology

Equipped with the definitions of robust information quantities introduced in the previous
chapter, we can constrain these metrics when training a robust DNN. Since robust NCMI
capture a DNN’s intrinsic mapping structure without directly impacting robust accuracy,
they can be constrained independently of methods like TRADES [17] and MART [37]
that only focus on accuracy. Thus, we constrain robust NCMI I(¢) by minimizing CMI
and maximizing separation among samples perturbed by an attack function G, optimizing
them alongside existing loss functions in AT. In this case, both ] (e) and conventional AT
loss are small. Let £(X X ,Y) denote a conventional AT loss such as one of those in
TRADES and MART, where X = G1(X,Y) is a perturbed sample instance given by the
attack function G in the conventional AT loss. The objective function in conventional AT
methods indicates below:

minE[ max L(X X,Y)], (4.1)

0 Guli—alp<e

In order to further constrain robust NCMI along with robust error rate of a DNN, we try
to optimize the following objective function during training:

min {E[ max  L(X,X,Y)] + M(X, Y,@,e)} (4.2)
0 G1:||z—=z||p<e

Most current AT frameworks generate adversarial examples within an L,-norm ball to
maximize an objective function, typically CE loss due to its direct connection to robust
accuracy. Following the same intuition, we constrain the upper bound of robust NCMI
by generating worst-case adversarial examples using an attack function different from G4
mentioned earlier. This is achieved through seeking perturbed samples which maximizes
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a combined formulation of CMI and separation. Then, we optimize this upper bound
alongside the existing adversarial training loss function, as indicated in Eq. (4.2). Due to
Eq. (3.30), (3.18) and (3.19), Eq. (4.2) is equivalent to:

min {]E[ max L(X,X,Y)]+ max [a I(X:Y'|Y) — 5-1“’]} (4.3)

0 Grifli—allp<e Gilla'—allp<e
= mgin {E[Gl:lgl_aprﬁ(X X, V) + .. H?la%}ﬁpq [a]E G(X,Y))|sy)]
— BE[Zyy 2 H(Fo(GX,Y ), fo(GU. V)| } (44)
:qp%gqg{maxmuXmen+mm<n<@&y»mw]
— BELyy 20 H(fo(GX.Y), o(GU V)] | (45)

where the above maximization of attack function (G is subject to the constraint ||z —z||, <
¢, and the second maximization denoting as G represents all possible adversarial attacks
which generates the worst-case adversarial sample with respect to robust NCMI (€) under
constraint ||z’ — x|, < e.

Since the second term in Eq. (4.5) depends on the output probability distributions of
all perturbed samples within each adversarial cluster, it is not feasible to directly compute
this information quantity in parallel on a GPU with respect to si. To address this, we
introduce dummy variables @, for each label y € [C], approximating the actual probability
distribution of each adversarial centroid s, as suggested by [15]. After introducing Qy,
our objective function can be sample additive and then optimized in parallel on GPU, as
shown in the following theorem and will be proved in Appendix C:

Theorem 3 For any e > 0,

min {E[ max L(X,X,Y)]+ max [a-I(X’;Y’]Y) —5'F/]}

)
0 Gr:|z—=z||p<e G:|la’—z| p<e

< min {ngi?m max {E[E(X G1(X,Y),Y)] + aE[D(fo(G(X,Y))[|Qy)]

— BE[Tpr oy Hfo(G(X,Y)), fo(GU, V)] | (4.6)
where given (0,G1,G), the minimization over {Q,}ccic) is achieved when

Qy =5, = Exy [fo(GX, Y)Y =y]. (4.7)
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Given (0,{Q.}ccic]; G1,G), the objective function on the right side of Eq. (4.6) is now
sample additive, and becomes:

TIs(0,{Q.}ccic), G1, G) = Z L(x,Gi(x,y),y) + o Ls(0,{QL}celc), G) ¢ (4.8)

1
B
when P(x,y) is unknown and approximated by the empirical distribution of a mini-batch
B, where:

Lo(0,AQ e, @) = Y [aD(fal Gl )Q,)

(z,y)eB

N % Z I{yiv}H(ﬁ(G(Iay)),fa(G(u,v)))]. (4.9)
(u,v)EB

A

In I(€) constrained AT, we solve the optimization problem on the right side of Eq. (4.6):

min min max Jz(0 c G1,G 4.10
in uin_ wax Ja(0: {Qeleeter, G, ©) (4.10)

when P(x,y) is unknown and approximated by the empirical distribution of a mini-batch

B.

Unlike most existing AT methods that generate perturbed samples individually for each
mini-batch during training, the optimal attack function G*(X,Y") defined in Eq. (4.10)
crafts adversarial samples x’ for the entire mini-batch simultaneously. This is necessary
because adversarial separation IV measures the CE between pairs of perturbed samples
with different ground truth labels, making the attack process interdependent rather than
treating each sample in isolation.

Up until now, the remaining problem is how to optimize dummy probability distribu-
tions of centroids {Q.}ccjc] and DNN parameter ¢ during training. One feasible way is to
update 6 and {Q.}cc|c] in a fixed order through an alternating algorithm to minimize the
objective function in Eq. (4.10). In each mini-batch B, we firstly fix {Q.}ccjc) to perform
back-propagation to update 6, then we fix 6 and update {Q.}.cjc) in a weight averaging
manner based on the output of perturbed samples following the optimal G* in the current
mini-batch, since computing adversarial samples over the entire dataset is computationally
expensive. The pseudo-code is presented in Algorithm 1. We argue that this adversarial
centroids updating method only follows the assumption that there are sufficient number
of samples from each adversarial cluster within a mini-batch (based on the law of large
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Algorithm 1 I(e) Constrained Adversarial Training

Input: DNN f with model parameter 6, hyper-parameters a and 3, dataset D:(X,)),
number of epochs T', number of classes C, adversarial loss function £, perturbation budget
e, EMA factor 7
1: forie[1,...,C] do
2 Initialize adversarial centroids: Q) < ﬁ > iep, fo(j)
3: end for
4: fore € [1,...,T] do
5 for each mini-batch B do
6 [Update DNN parameter 6]:
7 Determine the optimized G7 by computing a perturbed instance z for each
sample instance (z,y) € B via PGD attack with 10 steps.
8: Determine the optimized G* by computing all adversarial instances =’ for all
sample instances (z,y) € B simultaneously all at once in the same manner as PGD
attack with 10 steps, where the objective function to be maximized in the attack process

is L5(0, {QL}eeic), G).-

9: vl « G*(xj,y;) for all (z;,y;) € B

10: loss <= Jp(0,{Q.}ccic), GT, G¥)

11: Update 6 w.r.t. loss.

12: [Update adversarial centroids|:

13: forie[l,...,C] do

14: Use adversarial instances z; in line 9 to craft B; < {(LE;, yi)l(xj,y;) € By; =
i}

15: Continue if |B}| =0

16: Qi 1Q; + (1 - T)ﬁ 2t wpen, Jo(25)

17: end for

18: end for

19: end for

20: return DNN fy
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Algorithm 2 Relaxed Alternating Algorithm for I (¢) Constrained Adversarial Training

Input: DNN f with model parameter 0, hyper-parameters a and 3, dataset D:(X,)),
number of epochs T', number of classes C', adversarial loss function £, perturbation budget

€

1:
2:
3:
4:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

foree[l,...,T] do
[Update DNN parameter 6]:
for each mini-batch B C train set Dipai, do
Determine the optimized G7 by computing a perturbed instance z for each
sample instance (z,y) € B via PGD attack with 10 steps.
if e > 1 then
Determine the optimized G* by computing all adversarial instances z’ for
all sample instances (z,y) € B simultaneously all at once in the same manner as
PGD attack with 10 steps, where the objective function to be maximized in the attack
process is L3(0, {Q.}ccic), G) in (4.9).
< G*(x5,y;) for all (z;,y;) € B
loss j3<07 {Q/C}CE[C]7 1 G*>
else
loss < 11 2 0, unen £(@5, G (25, 95), Y5)
end if
Update 6 w.r.t. loss
end for
if e =1 then
Initialize adversarial centroids: Q) < ﬁ > jep, fo(z;) for i € [1,...,C]
end if
[Update adversarial centroids]:
Initialize Q] 4,pm, t0 zero vectors for i € [1,...,C]
for each mini-batch By C train set Dy with [Bg| =4 - |B| do
Determine the optimized G* by computing all adversarial instances g, for all
sample instances (zg,yq) € Bg simultaneously all at once in the same manner as
PGD attack with 10 steps, where the objective function to be maximized in the attack
process is Lp, (0, {Q:}ce(c), G) in (4.9).
i g < G (x50, y50) for all (z;4,v50) € Bo
Construct the set By, consisting of all pairs (2, o, ;) generated in line 21
for (;,E;Q, Y;q) € By do

Y5, ,dummy A ;j,Q,dummy + f9(x;,Q)

end for
end for
Normalize each Q; 4, t0 a probability distribution for i € [1,...,C]
Q} = Q gummy for i € [1,...,C] 53
end for

return DNN fy




numbers), otherwise the optimization of )} may be noisy and unstable. As a solution to
insufficient number of samples from each cluster in a mini-batch, we develop a relaxed alter-
nating learning algorithm to update {Q}.cjc] based on perturbed sample outputs from the
entire training set at the end of each epoch during training, which shows in Algorithm 2.

Note that in Algorithm 2, when we iterate through the training set one more time to
update all adversarial centroids at the end of each epoch, we increase size of each mini-
batch |Bg| to 4 times as that when we update DNN parameter 6. This adjustment is mostly
in consideration of providing a better estimation on the average CE between sample pairs
with different class labels (second term in Eq. (4.9)), as compute this value over a larger
mini-batch can approximate this value more precisely. Ideally, one should compute this
value over the entire training set in one pass. Due to the limit of computational resource,
when we update adversarial centroids, we only increase the mini-batch size up to 4 times
(batch size of 512) as that in conventional training (batch size of 128).

One may wonder why we train a robust DNN with two different types of adversarial
attack instead of the one from existing AT loss function £(X, X,Y). This is mostly due
to 3 reasons. Firstly, constraining I (€) over perturbed samples that maximize an objective
function unrelated to robust accuracy (e.g., TRADES) is ineffective, as compacting samples
from the same adversarial cluster and separating those from different clusters may not
improve the robustness of a DNN. Secondly, optimizing the DNN over adversarial samples
crafted by simultaneously maximizing CMI and minimizing separation with respect to
perturbed samples crafted by the optimal attack G* is the most effective way to regularize
the upper bound of I (€), as these samples following G* yield the worst robust NCMI I (€)
for the given DNN within the perturbation budget e. Thirdly, by making the optimal
attack method G* in Eq. (4.10) independent of existing attack techniques during training,
our approach holds a ‘plug-and-play’ property, making it compatible with various AT
methods. We then apply our I (€) constrained AT alongside current AT methods, compare
the results with those without applying our approach, and present our results in the next
chapter.
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Chapter 5

Experimental Results

To validate the efficacy of our proposed I (€) constrained AT, we integrated it with several
adversarial loss functions, including vanilla AT [24], TRADES [17], MART [37], and AWP
[11], and considered the standard version of such AT methods as baselines. We conducted
extensive experiments' on CIFAR-{10, 100} [17], Tiny-ImageNet [20], and CIFAR-{10,
100} augmented with 1 million synthetic images. Our results show that incorporating
our method enhances the performance of these AT loss functions on both original and
synthetic-augmented datasets.

5.1 General Experimental Settings

In all of our experiments, adversarial samples for training were generated using PGD with
an L..-norm budget of ¢ = 8/255, a step size of 2/255, and optimized over 10 steps. To
evaluate robustness, we applied multiple white-box attacks, including PGD-40 [21], C&W
attack [I] under L, -norm (both with 40 steps), and AutoAttack [5], to the model check-
point with the highest validation accuracy. We used default hyper-parameter settings for
all baseline AT methods and selected the hyper-parameters o and S for our I (€) con-
strained AT from the set of {1 x107%,1x1072,...,1x10% 2,5}. We reported the optimal
hyper-parameter settings of all our experiments in Appendix D.

IExperiments on CIFAR-100 without synthetic data and Tiny-ImageNet followed the Alg. 2 due to the
small number of samples from each class per mini-batch, which may cause inaccurate centroid estimation
using Alg. 1. All other experiments in this section follow Alg. 1.
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Table 5.1: Experimental results on Tiny-ImageNet.

Model Method Clean PGD C&W_, AA
TRADES | 47.13 23.12 1847 17.59

+Ours 46.95 23.30 18.91 18.10

PreAct-RNI8 - AT 49.08  23.15 2079 18,78
+Ours 4843 26.29 21.41 19.72

TRADES | 49.17 2469 2059  19.86

+Ours 4856 25.09 20.94 20.37

PreAct-RN34 o o AT 15043 2419 22.16 20.06
+Ours 50.99 27.68 23.87 21.69

5.2 Results on Tiny-ImageNet

To demonstrate the effectiveness of our method, we combined I(e) constrained AT with
vanilla AT and TRADES on the Tiny-ImageNet dataset using PreAct-ResNet-{18, 34}
[13] architectures. Models were trained for 100 epochs with a mini-batch size of 256,
Ly regularization (5 x 107%), and a cosine annealing learning rate scheduling (max 0.1).
Weight averaging (WA) [11] was applied with a decay factor of 7 = 0.995, as adopting WA
can smooth the loss landscape, thereby reducing robust generalization gap and leading to
enhanced performance [10, 3]. In our approach, the baseline adversarial loss function was
used until the 5% epoch to maintain stability, and the objective function in Eq. (4.10)
was applied afterwards, since adversarial clusters are not well-formed in the early stage of
training. In Table 5.1, we reported the accuracy on benign samples, robust accruacy against
PGD, C&W and AutoAttack, and denoted such metrics as ‘Clean’, ‘PGD’, ‘C&W .’ and
‘AA’; respectively. As shown, our method exhibits enhanced robustness comparing with
those without constraining on I (€), and the robust accuracy gap across all attacks increases
as the model size grows. In addition, we observed that the gain of robust accuracy against
PGD attack is more than 3% when incorporating our approach with vanilla AT for both
models, and reaches a maximum gain of 1.63% against AutoAttack.

5.3 Results on CIFAR

In our experiments on the original CIFAR datasets without synthetic data, we used PreAct-
ResNet and Wide ResNet (WRN) [16] with ReLU activation, both common architectures
in AT. Models were trained for 200 epochs with a mini-batch size of 128 and a multi-step
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decay learning rate schedule, starting at 0.1 and reduced by a factor of 0.1 at the 100
and 150" epoch. We used stochastic gradient descent (SGD) with momentum of 0.9, L.
regularization factor of 5 x 1074, and a WA factor 7 = 0.999. The adversarial centroids
()y were updated per mini-batch using WA with a factor 7 = 0.999.

For experiments with additional data, we used 1 million labeled synthetic images from
[38], and replaced ReLU with Swish activation [28] for better smoothness [12, 10]. Models
were trained for 400 epochs with WA (7 = 0.995) and centroids were updated with a WA
factor 79 = 0.99. We applied cosine annealing for the learning rate scheduling, with a
maximum value of 0.2. The original-to-synthetic data ratio was set to 3:7, and mini-batch
size is set to 5H12. Other settings are identical to those of the original CIFAR datasets.

We demonstrate our experimental results on original CIFAR-{10, 100} in Table 5.2,
where employing our method alongside existing adversarial loss functions consistently out-
performs training solely with those loss functions without constraining on I (€) across all
methods when evaluated under AutoAttack. In most settings, our method slightly sacri-
fices benign accuracy for better robustness, while we observed that both benign and robust
accuracy against AutoAttack increase for most models trained by vanilla AT and TRADES
with constraining on / (¢) comparing with its counterparts without it.

Moreover, we reported experimental results over CIFAR datasets with additional 1 mil-
lion synthetic data in Table 5.3 as well. Similar to those trained solely on original datasets,
I (€) constrained AT demonstrates prominence in terms of robust accuracy comparing with
corresponding baseline methods. This indicates that our approach can further boost ro-
bustness with the help of synthetic data. Notably, the averaged improvement of robust
accuracy against AutoAttack with synthetic data is 0.71%, which is higher than that of
models trained without synthetic data (0.52%). This may due to that additional data help
the models estimate the centroid of each adversarial cluster more precisely, enforcing I (¢) to
be constrained more effectively and leading to better improvements in robust performance.

5.4 Robustness against Various Perturbation Budgets

Other than showing that our approach outperformed the selected baseline methods on
robust accuracy with a fixed perturbation budget e = 8/255, we additionally evaluated our
trained DNN against PGD attack with various perturbation budgets €, and compared with
the DNN trained by baseline method. In Fig. 5.1, we chose multiple perturbation budgets,
either greater or less than the standard one, to attack the DNN trained by vanilla AT
with and without constraining on I(¢) when the underlying model architecture is PreAct-
ResNet-18 and the dataset is CIFAR-10. We found that the model trained with our method
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Table 5.2: Experimental results on original CIFAR-{10, 100} datasets without synthetic
data, are averaged over 3 runs. '+Ours’ indicates the use of our I(e) constrained AT.
Better results are in bold.

Dataset Model Method Clean PGD C&W,., AA
Vanilla AT 79.35 5251  50.76  48.70
+Ours 81.43 53.04 52.23  49.47
TRADES 82.21 53.81 51.25  50.05
+Ours 82.26 54.12 51.65 50.70

PreAct-RNI8 —rip 79.81 54.60 50.63  48.73
+Ours 79.40 5441 51.25 49.61
TRADES-AWP | 81.52 54.40 51.63  50.56
+Ours 81.73 54.64 52.15 51.07

CIFAR-10 Vanilla AT 85.06 56.23  56.00 53.58
+Ours 85.58 57.25 56.20 54.22
TRADES 85.54 57.19 56.26  55.03
+Ours 85.24 57.56 56.60 55.27

WRN-34-10 MART 84.15 57.64 5540  53.55
+Ours 83.99 57.20 55.92 53.77
TRADES-AWP | 85.14 58.02 56.66  55.35
+Ours 84.67 58.25 56.81 55.60
Vanilla AT 52.46  29.08  26.76  24.90
+Ours 54.13 31.50 27.59 25.70
TRADES 55.48 2855 2557  24.36
+Ours 57.95 29.92 26.00 24.76

PreAct-RNI8 —rpr 52.10 3034 2648 25.00
+Ours 51.46 30.70 26.71 25.42
TRADES-AWP | 56.66 29.47 2593  25.05
+Ours 55.81 30.27 26.46 25.54

CIFAR-100 Vanilla AT 59.13  32.88  30.97  28.67
+Ours 60.20 33.24 31.44 29.15
TRADES 59.52 31.09 29.18  27.94
+Ours 61.25 33.22 29.65 28.43

WRN-34-10 MART 57.46 33.28 2957  28.09
+Ours 57.07 33.41 30.28 28.69
TRADES-AWP | 60.69 32.40 2942 2851
+Ours 59.83 32.72 29.93 28.98
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Table 5.3: Experimental results on CIFAR-{10, 100} datasets with additional 1M synthetic
data, are averaged over 3 runs. Datasets are denoted as ‘CIFAR-{10, 100}S’, respectively.
"+Ours’ indicates the use of our I(€) constrained AT. Better results are in bold.

Dataset Model Method Clean PGD C&W_, AA
Vanilla AT 90.08 57.65 57.24  54.91

+Ours 89.88 60.31 59.30 56.61

TRADES 88.48 61.16 58.87 58.13

+Ours 87.90 61.51 59.80 58.52

PreAct-RNI8 —rop 8609 58.46 5168  52.86
+Ours 87.82 5754 56.05 53.92
TRADES-AWP | 87.69 60.77 5820  57.54

+Ours 87.73 61.18 59.07 58.25

CIFAR-10S Vanilla AT 92.69 63.47 64.06 61.47
+Ours 92.05 65.56 64.26 61.71

TRADES 90.26 64.95 63.94  62.73

+Ours 90.75 65.45 64.77 63.27

WRN-28-10 MART 91.91 64.71 63.26 61.21
+Ours 91.84 63.74 63.56 61.75
TRADES-AWP | 90.44 65.56  63.93  63.17

+Ours 90.37 66.15 64.53 63.41

Vanilla AT 66.95 3223 3232  29.76

+Ours 65.93 33.51 33.45 30.88

TRADES 63.83 36.08 32.84 31.92

+Ours 63.73 36.32 33.08 32.45

PreAct-RNI8 —rip 6244 3510 31.62 2087
+Ours 62.62 36.06 33.33 31.24
TRADES-AWP | 63.71 35.88  32.25  31.59

+Ours 64.23 36.77 32.95 31.99

CIFAR-100S Vanilla AT 71.26 3531  36.31  33.76
+Ours 71.08 36.62 37.47 34.96

TRADES 67.52 3856  36.34  35.36

+Ours 67.51 39.22 36.91 35.79

WRN-28-10 MART 68.84 3880 37.07 34.85
+Ours 68.75 39.28 37.93 35.54
TRADES-AWP | 67.25 39.03  36.18  35.39

+Ours 67.93 39.59 36.79 35.64
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Figure 5.1: Robust accuracy against PGD attack with various perturbation budgets € on
original CIFAR-10 when the underlying DNN model is PreAct-ResNet-18.

consistently exhibits better robustness against different perturbation budgets comparing
with the baseline counterpart, where the robust accuracy gain is 3.48% when ¢ = 2/255,
and the gain is 0.21% when € = 16/255, indicating our method are generally more robust
than standard AT methods.

5.5 Simplex Visualization

In this section, we visualize the effect of our adversarial CMI and adversarial separation un-
der different constraining levels when the underlying DNN architecture is PreAct-ResNet-
18. We first randomly picked 3 classes from the CIFAR-10 validation set, then focused
on a subset of validation samples with these labels perturbed by C&W,, attack in 40
steps. Each sample from this subset is fed into the DNN, and only the three logits cor-
responding to the selected 3 labels are retained. These logits are subsequently converted
into a 3-dimensional probability vector using the softmax operation. After the steps men-
tioned above, we further projected all obtained 3-dimensional probability vectors from the
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Figure 5.2: Visualization of the output probability simplex on the CIFAR-10 validation
set, with varying constraining levels on adversarial CMI («) and a fixed constraining level
on adversarial separation (5 = 0).

samples in the constructed validation subset into a 2-dimensional simplex to visualize the
concentration and separation effect of our trained robust DNNs in Fig. 5.2 and 5.3.

We compare the effect of varying constraining levels on adversarial CMI and separation,
utilizing vanilla AT as the base adversarial loss function, in Fig. 5.2 and 5.3, respectively.
With different constraining levels on adversarial CMI, one can observe that a larger value of
« enforce each adversarial cluster more compact around its centroid, while different clusters
are closer to each other at the same time. We suggest that this creates a trade-off, as a
stronger constraining level on intra-class concentration (adversarial CMI) might weaken the
regularization effect on robust accuracy. This also justifies the necessity of constraining
on adversarial separation, which further separates perturbed samples with different labels
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Figure 5.3: Visualization of the output probability simplex on the CIFAR-10 validation
set, with varying constraining levels on adversarial separation (f) and a fixed constraining
level on adversarial CMI (o = 1).

apart. As shown in Fig. 5.3, a stronger constraining level on robust separation (larger
f) enlarge the margins between each pair of adversarial clusters, and further push them
to the corresponding corner point with a negligible affect on concentration within each
adversarial cluster.

5.6 Training Curves

In Fig. 5.4, we present the evolution curves of robust accuracy and adversarial NCMI of
PreAct-ResNet-18 on CIFAR-10 validation data perturbed by C&W . attack in 40 steps,
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Figure 5.4: Evaluation metric curves of PreAct-ResNet-18 on CIFAR-10 validation set
during training. All metrics are computed over validation data after C&W, attack with
40 steps. ‘Baseline’ stands for training with vanilla AT [24], and ‘Ours’ represent vanilla
AT with robust NCMI regularization.

using loss function of vanilla AT with and without constraining on I (€). In Fig. 5.4a, robust
accuracy of vanilla AT with and without our regularization is almost the same before the
first learning rate decay at the 100" epoch. After that, the robust accuracy of our method
is always better than that of baseline. Moreover, the gap between the two curves increases
towards the end of the training phase, indicating that our approach also suffers less from
robust overfitting. The curves for adversarial NCMI are displayed in Fig. 5.4b, where the
adversarial NCMI of our approach shows a significant gap from the first epoch and remains
consistently lower than the baseline. This demonstrates that our method exhibits better
intra-class concentration and inter-class separation for perturbed samples. One may notice
that in Fig. 5.4b, both curves show an upward trend near the end of training phase. We
argue that this is due to robust overfitting, as robust accuracy on validation set of both
curves continue to drop after the last learning rate decay at the 150*" epoch.
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Table 5.4: Experimental results of constraining NCMI on benign samples (denoted as
‘+Clean NCMI") with TRADES on original CIFAR-{10, 100} datasets without synthetic
data, in comparison with TRADES and I(e) constrained AT (denoted as ‘+Robust NCMI’),
are averaged over 3 runs. Best result of each group are marked in bold.
Dataset Model Method Clean PGD CW_, AA
TRADES 82.21 53.81 51.25 50.05
PreAct-RN18 +Robust NCMI | 82.26 54.12 51.65 50.70
+Clean NCMI 81.98 54.94 52.03 50.99

CIFAR-10 TRADES 85.54 57.19 56.26 55.03
WRN-34-10  +Robust NCMI | 85.24 57.56 56.60 55.27

+Clean NCMI 85.39 B57.87 56.45 55.22

TRADES 05.48  28.55 25,57  24.36

PreAct-RN18 +Robust NCMI | 57.95 29.92 26.00 24.76

CIFAR-100 +Clean NCMI 595.93  29.17 26.02 24.64

TRADES 99.52  31.09 29.18 2794
WRN-34-10 +Robust NCMI | 61.25 33.22 29.65 28.43
+Clean NCMI 59.78  31.50 29.52  28.32

5.7 Constraining NCMI over Benign Samples Also
Boosts Robustness

In [15], the authors mentioned that in benign image classification task, training a DNN with
constraining NCMI on benign samples leads to improved robustness compared to training
with only CE loss. Their experimental results indicate that models trained with CMIC-DL
framework are more robust against FGSM [9] and PGD attacks [24] under various levels
of perturbation budgets than standard DNNs trained with CE loss in MNIST dataset
[21]. In our experiments, we also observed that constraining NCMI on benign samples
alongside TRADES enhances DNNs’ robustness on CIFAR-{10, 100} datasets, both with
and without additional synthetic data. We mostly followed the experimental setting of
[15], where we additionally sample 8 instances per class (64 in original CIFAR-10) in each
mini-batch and use such sampled instances to update centroid of each benign cluster per
mini-batch with a WA factor 79 = 0.999 in original CIFAR-100. In experiments on CIFAR
datasets with an additional 1 million synthetic images, we increased the sample size for
centroid updates in each mini-batch by a factor of 4, aligning with the batch size, which
was 4 times compared to the original CIFAR datasets. We also adjusted the WA factor 7
to 0.99.
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Table 5.5: Experimental results of constraining NCMI on benign samples (denoted as
‘+Clean NCMTI’) with TRADES on CIFAR-{10, 100} datasets with additional 1 million
synthetic data, in comparison with TRADES and I(e) constrained AT (denoted as ‘+Ro-
bust NCMI'), are averaged over 3 runs. Datasets are denoted as ‘CIFAR-{10, 100}S’,
respectively. Best result of each group are marked in bold.
Dataset Model Method Clean PGD CW_,_, AA
TRADES 88.48 61.16 5887 58.13
PreAct-RN18 +Robust NCMI | 87.90 61.51 59.80 58.52
+Clean NCMI 88.25 61.37 59.40 58.42

CIFAR-10S TRADES 90.26 64.95 6394 62.73
WRN-28-10  +Robust NCMI | 90.75 65.45 64.77 63.27

+Clean NCMI | 90.78 65.27 64.48 63.19

TRADES 63.83 36.08 32.84 31.92

PreAct-RN18 +Robust NCMI | 63.73 36.32 33.08 32.45

CIFAR-100S +Clean NCMI | 64.69 36.16 32.85 32.04

TRADES 67.52 3856 36.34 35.36
WRN-28-10  +Robust NCMI | 67.51 39.22 36.91 35.79
+Clean NCMI | 67.74 39.23 37.21 35.99

Indicated in Table 5.4 and 5.5, constraining NCMI over benign samples also enhances
adversarial robustness of a DNN in comparison with models trained with standard TRADES
as objective function. To interpret the effectiveness of constraining NCMI over benign sam-
ples, we argue that the output probability distributions of a DNN become more compact
within each benign sample cluster and better separated among different clusters compar-
ing with the counterpart trained without constraining on benign NCMI. This approach
makes it harder for adversarial attacks to create perturbations that would shift a sample
into a cluster with a different label in output probability space, thereby improving robust
performance. However, we found that constraining NCMI on benign samples cannot out-
perform directly constraining I (€) in terms of robust accuracy in most cases. We attribute
this phenomenon as constraining I (€) takes direct effect on adversarial output probability
distribution space rather than benign one, which enhances the robust performance even
more.
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Chapter 6

Conclusion

In this thesis, we introduced three new information quantities, namely robust CMI, robust
separation, and robust NCMI, to evaluate the adversarial robustness of DNNs. Building
on these metrics, we developed a novel AT framework along with alternating learning
algorithms designed to jointly minimize robust NCMI and standard AT loss functions.
Extensive experimental results demonstrate that our approach consistently enhances model
robustness against various white-box attacks when integrated with existing adversarial loss
functions, highlighting the effectiveness of our method as a ‘plug-and-play’ solution in AT.
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Appendix A

Proof of Theorem 1

Indicated in Fig. 3.1, it follows that ¥ — X’ — Y” forms a Markov chain in the indicated

order. Replacing (X,Y) in Theorem 1 of [15] by (X’,Y"), we have

¢ =Pr(Y' #Y) < Ex [H (Pyix(-1X"), f(X")]
C
=Ex |- Z Pypx (i1 X") - In f(X)][i]

= Exy [~ In f(X)[Y]]
= Exy [-In f(G(X,Y)[Y]].
Thus,

&(6) = max Pr(f// £Y)

Gilla’—a[p<c

< max Eyxy[-Inf(G(X,Y))[Y]]

= Gille’—alp<e

= mex > Play) (—In f(G(z,9)y)

=> P(z,y)  max (—Inf(G(x,y))[y))

G:|la’—z||p<e

- ZP(x,y) [ max  —In f(2)[y]].

2o’z <e
This completes the proof of Theorem 1.
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Appendix B

Proof of Theorem 2

For simplicity, we drop the subscript 6 from fp(-), and assume that the space of X is
discrete. With reference to Figure 3.1, note that

Py (Y = ilz,y) = f(G(z,y))]i]. (B.1)

In view of (B.1), we introduce a dummy conditional “backward channel” {q(z|i,y)} and
derive a new expression for I(X;Y’'|Y) as follows:

HGTY) = 3Pl ZPXY@cw)Zf<G<x,y>>mm% (B.2)

=P Z Py (i) S P ely) (Gl )i

Py (ily)
Pxyy (zly) - f(G(z, y))]d]
Pxy (2|y) Py (ily)

C : .
_ e S Dxiv(@ly) - f(Gy)l] | alaliy)
= ; ; Py, Ny \t (ly) (o) Z P (i9) 1 Pary (2ly)

vy \2
(B.3)

= nax ZP (z,y) Z (G(z,9))[] - In atrliy) (B.4)

{a(z]i)} Pxy (z]y)

-In
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where (B.2) is due to (B.1), (B.3) follows from the cross entropy inequality, and the max-
imization in (B.3) and (B.4) is achieved when

Pxy (zly) - f(G(, y))[i]'

q(zli,y) = . (B.5)
Pfﬂ\y(”y)
Now plugging (B.4) into (3.25), we have:
I(e) = max max P(x [ -Inq(x|e In Pxy(z ]
(= P < or) Y Zf a(ali,y) = In Py (zly)

= max P(z,y) max <€Zf z,y))t] - Ing(z|i,y) — 1HPX|Y(37’y)]

{a(=liy)} | Gille—llp<
x7y
= max P(z,y) max Zf | -Ing(z|i,y) — In Pxy (z|y) (B.6)
{a(zliv)} " | #ll2 —allp<e g

This completes the proof of (3.29). Plugging (B.4) into (3.27), we have:

max 3 Pe,y) [S0, folGle, 1) a(ali, y) — In Pay (ely)]

o {a(zliy)} T,y

19= 02 .. E [Tiy2vy H (o GOX, V), fal GO, V)]
S P(e.) [ 1o(Cla ) na(eli,y) ~ o Py (aly)|
e s E [Ty GG G V] 0

where (B.7) is due to the fact that the denominator therein does not depend on {q(z|i,y)}.
This completes the proof of (3.30) and hence Theorem 2.
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Appendix C

Proof of Theorem 3

Go back to Eq. (4.5), we introduce a dummy adversarial centroid distribution Q’y for each
label y and derive a new expression for E[D(fp(G(X,Y))||s}y)] as follows:

E[D(fs(G( Nllsy)] ZP ZPx|Y($|y)D(f9(G($?y))”S;)
-$ro (3 Pav ) DG )11Q))) = D5, 123

(C.1)
=S Pw i { X PGl DGR} (€2

= {Ql’ﬂirel[c] Z P(y) Z Px\Y($|y)D(f6(G(x7 y))HQ;)

= Bin_ ED(fs(G(X, Y)IIQ4)] (C.3)

where (C.2) is due to the nonnegativity of the KL divergence D(s; @, ), and the minimiza-
tion in the above is achieved when

Q=5 vyelC]. (C.4)
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Now plugging (C.3) into (4.5) yields

min {E[ max L(X,X,Y)]+ max [oz I(XY')Y) -8 F']}

0 Gi:||z—z||p<e G|z’ —z||p<e
= mein IAX max {E[E(X, Gi1(X,)Y),Y)]+a- {Qmin E[D(fo(G(X,Y)||QV)]
1 /c ce[C]

—B-E [Ly 2y H(fo(G(X,Y)), fo(GU, V)] }

= min rcglgg{Qr,cr;ngC] {E[L(X, G1(X,Y),Y)] + a-E[D(fo(G(X,Y))[|Qy)]

=8 E [Ty gy H(fo(G(X,Y)), fo(GU V)] }
< win, nin {E[L(X,Gi(X,Y),Y)] 4+ a-E[D(fo(G(X,Y))[|Qy)]
—p-E [I{Y¢V}H(f9(G(X’ Y))v f9(G<U7 V)))] } ‘ (05)

This completes the proof of Theorem 3.
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Appendix D

Hyper-Parameter Settings

In this chapter, we reported the hyper-parameter settings of our approach, which is the
values of o and [ in our objective function in Eq. (4.8). Table D.1 and D.2 provide the
specific values of a and (8 used in our experiments on the CIFAR and Tiny-ImageNet
datasets, respectively. As one can see, for the same AT method on same dataset, the
hyper-parameter settings of our approach are generally the same between different models,
while those between methods and datasets are somehow different. We attribute this to
the variation in underlying data distributions across datasets and the differences in the
DNN'’s intrinsic mapping structures between methods, which result in different optimal
hyper-parameter settings for the same model architecture on each method and dataset.
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Table D.1: Hyper-parameter settings of I(¢) constrained AT on CIFAR-{10, 100} datasets.
Each parenthesis represent the hyper-parameter value of o and 3 in our approach, respec-

tively.
No Synthetic Data 1M Synthetic Data
Dataset Method 5 A - RNT8 | WRN-34-10 | ProAct-RN18 | WRN-28-10

Vanilla AT (1, 2) 1, 2) 2, 0.1) @ 1)

TRADES (0.01, 0.1) (0.01, 0.1) (0.1, 2) (0.1, 2)

CIFAR-10 MART (0.01, 2) (0.1, 1) (0.1,1) (0.1, 1)

TRADES-AWP (0.1, 1) (0.1, 1) (0.1, 2) (0.1, 1)

Vanilla AT 2. 5) @, 5) (0.1, 2) (0.1, 2)

TRADES (1, 2) (1, 2) (0.01, 5) (0.01, 2)

CIFAR-100 |\ /ART (0.1, 2) (0.1, 0.01) (0.1, 5) (0.1, 2)
TRADES-AWP | (0.01, 5) (0.01, 5) (0.1, 2) (0.1, 1)

Table D.2: Hyper-parameter settings of [ (€) constrained AT on Tiny-ImageNet datasets.
Each parenthesis represent the hyper-parameter value of o and 3 in our approach, respec-

tively.

Method

Model

PreAct-RN18

PreAct-RN34

Vanilla AT
TRADES

(1,0.1)
(0.01, 2)

(1,0.1)
(0.01, 2)
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