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Abstract

Embedded systems increasingly dominate critical applications, driving the need for
advanced testing and validation methodologies capable of uncovering hidden or undocu-
mented behaviours. Traditional fuzzing approaches, which rely on observable outputs or
system crashes, often fail to reveal the internal operations of embedded devices. Powertrace-
based fuzzing provides a non-intrusive alternative by analysing a device’s power consump-
tion during operation. Achieving robust and reliable fuzzing performance requires re-
searchers to overcome significant challenges in signal acquisition, noise mitigation, and
classification reliability.

This thesis addresses these challenges by introducing several key improvements to the
PowerFuzzer framework. First, it develops SigVarGen, a modular synthetic signal genera-
tion framework that produces realistic idle-state and active signals under controlled noise,
drift, and timing variations. SigVarGen enables comprehensive algorithm development and
stress testing across diverse simulated conditions, bridging the theoretical model design
and empirical validation gap. Second, it presents SR&OS, a dynamic calibration algo-
rithm that optimises sampling rate and trigger offset selection. SR&OS leverages adaptive
binary search and statistical response detection to capture meaningful system responses
despite variable latencies and noise conditions.

The thesis also performs a detailed risk assessment of typical noise sources in side-
channel measurements and ranks mitigation strategies based on their effectiveness and
practical feasibility. It identifies practical denoising techniques, such as trace averaging,
singular spectrum analysis, and independent component analysis, as effective methods for
improving signal quality. Furthermore, it evaluates signal quality metrics and validates
comparative power and correlation-based indicators as efficient predictors for adaptive
acquisition termination.

Together, these developments create a more robust and scalable framework for detect-
ing undocumented behaviours in embedded systems through powertrace analysis. Experi-
mental validation using synthetic datasets and real-world embedded targets demonstrates
improvements in calibration accuracy and acquisition efficiency. The findings lay a founda-
tion for future advancements in hardware fuzzing frameworks, mainly targeting embedded
environments.
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Chapter 1

Introduction

The increasing integration of embedded systems into critical infrastructure has intensified
the demand for robust and nonintrusive testing methodologies capable of revealing hid-
den vulnerabilities and undocumented behaviours. Traditional fuzzing techniques, while
effective in general-purpose software testing, are often insufficient for embedded platforms
due to hardware constraints and limited observability. To address this, powertrace-based
fuzzing has emerged as a promising alternative, leveraging side-channel information to infer
internal system behaviour. This thesis focuses on advancing the PowerFuzzer framework
by identifying and systematically addressing its key limitations. The central goal of this
research is to improve the accuracy, efficiency, and robustness of PowerFuzzer, thereby
enabling more reliable side-channel-based testing for a broad class of embedded systems.

1.1 Introduction

Embedded systems are increasingly integral to the modern technological landscape, per-
forming critical roles across sectors including automotive, aerospace, healthcare, and In-
ternet of Things (IoT) infrastructures [92, |. Their pervasive deployment and growing
complexity demand advanced testing and validation methodologies to ensure reliability,
security, and correctness.

Traditional fuzzing approaches, which primarily target software anomalies by observing
direct outputs or system crashes [19], often fall short when applied to embedded systems
due to their limited observability and tightly coupled hardware-software interactions [34].
Moreover, the rise of sophisticated cyberattacks, such as the SolarWinds breach [3], un-
derscores the critical need to detect undocumented behaviours that may not manifest as



visible failures. Consequently, researchers have sought new methodologies to extract deeper
insights about internal system states without invasive techniques.

Powertrace-based fuzzing emerges as a promising solution within this context. By
leveraging side-channel analysis, it captures variations in power consumption over time in
response to input stimuli, enabling nonintrusive examination of internal device behaviours
[104, 43]. This approach builds upon prior work in side-channel-informed coverage analysis
and black-box testing of embedded systems [32], extending fuzzing’s reach into domains
where conventional techniques often prove inadequate.

An initial version of the PowerFuzzer framework, developed as a general-purpose, em-
bedded systems-oriented power-based fuzzing tool, demonstrated the feasibility of side-
channel-guided fuzzing [32]. Practical experimentation with this prototype revealed criti-
cal challenges, particularly related to precise capture, interpretation, and classification of
power traces in noisy and dynamic environments [70].

The present thesis builds upon lessons learned from early PowerFuzzer development
to address these issues. Specifically, the work targets four significant challenges: precise
offset and sampling rate calibration, dynamic response window identification, signal quality
enhancement, and robust anomaly classification.

1.2 Thesis Objectives and Contributions

The primary objective of this thesis is to assess the PowerFuzzer framework, optimise its
performance, and enhance its robustness for effective side-channel fuzzing of embedded
systems.

The work focuses on overcoming limitations identified in the early PowerFuzzer proto-
type, improving trace acquisition effectiveness, addressing key noise sources, and strength-
ening anomaly detection capabilities across diverse operating conditions.

To achieve these objectives, this thesis delivers four primary contributions:

1. SigVarGen: A Synthetic Signal Generation Framework. SigVarGen ad-
dresses the challenge of insufficient or biased training data by generating synthetic
side-channel signals with precisely controlled variations. By incorporating realistic
noise patterns, drift, artefacts, and temporal variability, SigVarGen enables more ro-
bust algorithm development, benchmarking, and validation against diverse scenarios
without overfitting to available limited real-world data.



2. SR&0OS: Adaptive Calibration of Sampling Rate and Offset. To overcome
the problem of misaligned or improperly sampled traces (p; and py), the Sample
Rate & Offset Search (SR&OS) algorithm was developed. It dynamically optimises
sampling rates and acquisition offsets through an adaptive binary search strategy
enhanced with multi-offset evaluation. SR&OS isolates accurate response windows,
improving the efficiency and accuracy of anomaly detection.

3. Risk Assessment of Noise Types and Mitigation Strategies. A systematic
matrix-based risk assessment was conducted, quantifying the impact and frequency of
diverse noise sources common in embedded side-channel measurements. Correspond-
ingly, noise mitigation strategies were evaluated and ranked based on effectiveness
and implementation complexity. The resulting matrix guides the selection of optimal
denoising techniques, ensuring targeted and resource-efficient trace quality enhance-
ment.

4. Practical Evaluation of Signal Quality Metrics for Acquisition Optimi-
sation. The thesis evaluated existing and newly proposed signal-quality metrics,
introducing the Comparative Power (CP) metric alongside correlation-based assess-
ments. These metrics provide practical tools for adaptively predicting the required
number of trace acquisitions to achieve the desired signal quality.

Collectively, these contributions yield a strengthened PowerFuzzer workflow, providing
robust calibration, precise denoising, and improved anomaly classification capabilities. The
advancements presented lay the groundwork for future automated, resilient side-channel
fuzzing frameworks tailored for embedded system security testing.



Chapter 2

Powertrace-Based Fuzzing Concept

Powertrace-based fuzzing leverages the analysis of power consumption patterns to detect
anomalous or undocumented behaviors in embedded systems. Unlike traditional fuzzing
techniques that focus on software outputs or system crashes, this approach monitors the
system’s power usage in response to diverse input stimuli, providing deeper insights into
the device’s internal states. This chapter introduces the foundational concepts of hard-
ware fuzzing, presents the PowerFuzzer framework and its methodology, details the system
architecture, and outlines key challenges in effectively capturing and interpreting power
traces for anomaly detection.

2.1 Fundamentals of Hardware Fuzzing

Powertrace-based fuzzing is an emerging method in hardware security testing that leverages
power consumption data to derive insights about the internal state of a System under Test
(SUT). Unlike traditional fuzzing techniques that rely heavily on software vulnerabilities
and direct system outputs, powertrace-based fuzzing monitors variations in power usage
as the system processes different inputs. This method falls within the broader category
of side-channel fuzzing, which extracts data from physical phenomena like electromagnetic
emissions, temperature changes, or power variations to detect anomalous behaviour or sys-
tem flaws [341]. Such approaches are particularly useful for embedded systems, where con-
ventional output-based debugging mechanisms may be limited or non-existent and where
the software is closely intertwined with hardware operation.

Powertrace-based fuzzing shares conceptual similarities with other hardware-based fuzzers,



such as those that utilise electromagnetic side-channel data or acoustic emanations to in-
fer system behaviour [104]. These techniques all serve the critical function of exposing
vulnerabilities that are otherwise difficult to detect through standard testing methods.
The importance of these side-channel measurements lies in their ability to provide a non-
intrusive means of gathering data about a device’s operational state without needing direct
interaction with its software or firmware. This capability is indispensable for security test-
ing in environments where the system’s operational transparency is minimal and where
traditional testing methods are infeasible.

The effectiveness of powertrace-based and other side-channel fuzzing approaches hinges
on the precision and reliability of the measurement setup. Accurate data collection is
crucial because the subtlety of side-channel signals often requires high sensitivity and
noise-resistant measurement systems. KEnsuring accurate and meaningful measurements
often involves sophisticated setups with specialized equipment, such as high-resolution
oscilloscopes and carefully calibrated sensors. Moreover, the interpretation of side-channel
data typically involves advanced signal processing techniques and, increasingly, machine
learning algorithms.

2.2 PowerFuzzer Framework Overview and Method-
ology

This section provides a high-level overview of the developed PowerFuzzer framework. It
begins with a formal problem statement 2.2.1 outlining the core challenges in detecting
undocumented system behaviours through power analysis. Following this, the Approach
and Methodology section 2.2.2 details the hardware and software strategies employed to
address these challenges effectively.

2.2.1 Problem Statement

Given a system S and a set of responses R with a set of corresponding powertraces P
provoked by a set of inputs D from fuzzing process F, the goal is to assess the power-
trace results R x P for each input and detect anomalies that may indicate undocumented
behaviour of the system.

S, the embedded system, is characterised by its response to various inputs d; € D. We
define fuzzing of S as a function F, which maps a set of inputs D to a set of responses



R, observed through powertraces P. A powertrace P for one input d; is a function P;(t),
where ¢ is a discrete-time variable, and P;(t) denotes the power consumption of the system
S at time t in response to input d;. The fuzzing process can be represented by Equation
2.1.

F:D—RxP (2.1)

where D is the domain representing the set of all possible inputs, including both legit-
imate and fuzzed commands and R x P is the set of all possible responses with a set of
corresponding powertraces from the system S.

The fuzzing function F includes a mechanism to generate an input d; € D. The input
is represented by Equation 2.2.

(dz € Dvalid V dz S Dfuzz) A (Dvalid g D) A (Dfuzz g D)a (22)

where D,qiq is set of predefined valid commands and Dy, is set of mutated commands.
d; is the current generated input from domain D. Each input d; is applied to the system
S through a communication interface.

For each input d;, the response r; and the powertrace P;(t) are linked. The function
represented output of the system S is given by Equation 2.3, and the application of the
function O is given by Equation 2.4.

O:DxS—RxP
O(d;, S) = (r;, Pi(t)) (2.4)

where O represents the combined output function, D is the set of all possible inputs,
S is the system, R is the set of all possible responses, and P is the set of all possible
powertraces; d; is a specific input from the set D, r; is the response of the system S to the
input d;, and P;(t) is the powertrace generated by the system S in response to the input
d;, as a function of time t.

Powertrace assessment A defined as A(P;(t)) = a; with a; € R representing the an-
alyzed value of the powertrace P;(t). The function A quantitatively evaluates each pow-
ertrace P;(t). Finally, undocumented behaviour should be identified through anomaly
detection D defined by Equations 2.5 and 2.6.

D : R — {Active_response, Unknown_command} (2.5)

6



Active. T
D(a;) = { ctive_response ifa; <0 (2.6)

Unknown_command ifa; > 6

Where 6 is a predefined threshold that distinguishes normal from anomalous power-
traces based on their analyzed characteristics a;.

2.2.2 Approach and Methodology

In alignment with the objectives set forth in Section 2.2.1, power fuzzing aims to identify
anomalies that may reveal undocumented behavior in the system S. The PowerFuzzer
methodology was developed to detect such anomalies by analyzing the time-dependent
power consumption P;(t) incurred as each input d; € D is applied to S. Both legitimate
and fuzzed commands (d; € Dygiia U Dyyz.) can trigger distinct power traces, which are
then subjected to an anomaly detection function D. This section describes a dual approach
outlined by Algorithm 1, covering both hardware and software aspects. Described approach
enables precise capture and thorough analysis of respective power traces.

Algorithm 1: Hardware Fuzzing Process Sudo Code
Result: Recorded averaged system responses to inputs D

1 initialize iteration_counter = 0;

2 initialize system S;

3 while iteration_counter < n do

4 generate input d; from domain D;

5 initialize averaged_response R,;

6

7

8

9

for j in range(number_of_averages) do
apply input d; to system S;
observe response R; of S to input d;;

Ra = Ra + Rz;
10 end
11 R, = R, / number_of_averages;
12 process and record R,;
13 iteration_counter = iteration_counter + 1;
14 end

15 check for anomalies in S




PowerFuzzer Hardware

From the hardware perspective, the focus lies in capturing power traces P;(t) under con-
trolled conditions to ensure that transient variations following each command are accurately
recorded, where a power trace P;(t) represents the device’s instantaneous power consump-
tion at discrete times t after receipt of a specific input d;. To isolate this transient window
where the device processes and responds to incoming commands, a dedicated triggering
setup must be employed:

e Trigger Activation. When the fuzzing process F transmits an input d;, the hardware
trigger signals the acquisition system to begin recording the power trace.

e Temporal Window. Power measurements are gathered during the short duration
post-transmission when the system S generates its response r;.

e Data Storage. The resulting power traces are stored in an array or binary format.

The developed approach focuses measurement resources when meaningful variations in
P;(t) are expected. The approach requires alignment to capture intervals with the critical
response period. The methodology addresses the need to confine data gathering to those
segments most likely to exhibit abnormal power consumption if undisclosed features or
hidden states in S are triggered.

Software Dimension

The software layer within the power fuzzing framework orchestrates command generation
D, powertrace P;(t) acquisition, and subsequent analysis A. Specifically, the procedure is
as follows:

e Command Grammar Analysis. Initially, the accepted command grammar for each
target device is surveyed to identify the presence of distinct prefixes or suffixes. This
step corresponds to understanding the valid domain D9 C D.

e Generation of Anomalous Commands. Building upon the recognized grammar, fuzzed
commands (d; € Dy,,) are generated using a systematic mutation process. An open-
source fuzzing platform, BooFuzz, assists in generating diverse inputs that deviate
from strictly valid syntax, thereby exploring the broader space D = Dyqiq U Dy



e Power Trace Acquisition and Logging. For each command, legitimate or fuzzed,
the corresponding power trace P;(t) is captured at least 100 times. The repeated
acquisition ensures that outliers or measurement noise do not influence the analysis.
Command logs are maintained in tandem, providing a clear linkage between the
tested input d; and the resulting power trace P;(t).

e Averaging and Statistical Analysis. The measured traces for each command are
averaged to minimize sporadic fluctuations. Subsequently, techniques such as P-
value analyses are employed to quantify differences between known and unknown
commands. The resulting metrics, denoted a; € R, feed into the anomaly detection
function D(a;). If a; < 0, the system flags the command’s power trace as potentially
indicative of anomalous or undocumented behavior.

2.3 PowerFuzzer System Architecture

The PowerFuzzer setup comprises a target embedded system interfaced via Universal Asyn-
chronous Receiver-Transmitter (UART), a standard communication protocol used in micro-
controller based projects, or Controller Area Network (CAN), a message-based protocol
used for intercommunication between Electronic Control Units (ECU)’s. The system com-
prises hardware and software components as outlined by Dunne et al. [32].

The hardware setup encompasses several integrated components crucial for capturing
and analyzing the system’s power consumption responses to fuzzing inputs, as Figure 2.1
depicts. The primary elements include a digitizer, a trigger module, an amplifier, a shunt
resistor, and the target device itself.

The digitizer serves a dual function in the system: it converts analog power traces
into digital form for analysis, and additionally, it houses a trigger channel that synchro-
nizes data acquisition with specific operations or states within the target device based
on pre-configured commands. The trigger configures the conditions under which the dig-
itizer initiates data recording. Commands fed into the trigger define the exact moment
for starting the data capture, ensuring alignment between the target’s operational state
and the recording phase. The trigger passes the command to the target device, typically
an embedded system. The SUT receives a sequence of test inputs designed to explore
its behavior under varied conditions. The response of the device, particularly changes in
power consumption, is relayed back through the shunt resistor and amplifier to the digi-
tizer. Positioned within the power supply line of the target device, the shunt resistor is
instrumental in the direct measurement of power consumption. The resistor facilitates an
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observable voltage drop proportional to the device’s power usage, providing a measurable
output that reflects the device’s response to the applied fuzzing inputs. The amplifier
later enhances the amplitude of the analog signals detected across the shunt resistor. This
amplification is critical to ensure that the subsequent digital conversion by the digitizer
retains high fidelity, capturing subtle variations in power consumption that are indicative
of different internal operations of the target device.

The outlined hardware setup is directly integrated into the fuzzing process described by
Algorithm 1. The fuzzing process is controlled by Powerfuzzer [32] software that manages
power trace recording and fuzzed message generation through BooFuzz framework [35]. To
mitigate noise from the power traces, the software executes an averaging algorithm that
operates simultaneously with data acquisition to accumulate and average power traces,
improving signal clarity.

Together, the hardware and software components are able to fulfill the requirement
set forth in Section 2.2.1 — to collect, process, and assess power trace data for uncovering
anomalies.

However, despite the robust integration of hardware and software components, several
challenges persist in effectively capturing and interpreting power traces for anomaly de-
tection. These challenges include determining the specific input that triggered a response,
accurately defining the offset and response window, reducing noise to improve the Signal-
to-Noise Ratio (SNR), and distinguishing whether a captured trace aligns with known or
unknown command distributions. The current version of PowerFuzzer requires manual
interventions of analysts to properly work with suboptimal solutions for trace collection,
enhancement and analysis. Addressing these issues is critical for enhancing the reliabil-
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ity and precision of the PowerFuzzer framework. The following section describes the core
challenges in PowerFuzzer, solutions presented in the following chapters.

2.4 Challenges in Powertrace-Based Fuzzing

Powertrace-based fuzzing seeks to identify undocumented or anomalous behaviours by
examining the power consumption traces of a system under test. In this approach, we
apply either known commands (Dyaiq) or fuzzed/mutated commands (Dy,,,) to the device
and capture the resulting power profile over time. Figures 2.2 and 2.3 illustrate two essential
types of power measurements involved:

1. Response Trace (Figure 2.2: Captured immediately after sending a command. It
highlights the system’s power consumption while processing the input and potentially
reveals distinctive response windows, transient dips, or spikes that may indicate how
the device reacts to specific commands.

2. Base Trace (Figure 2.3): Represents an “idle” or background measurement with-
out any particular stimulus. These traces frequently exhibit periodic operating sys-
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tem (OS) tasks or hardware interrupts, visible as unexpected transients even in nom-
inally idle conditions.

While these traces form the foundation of power-based fuzzing, they also expose five
principal problems: (i) ensuring the correct command domain for fuzzing, (ii) calibrat-
ing offsets and sampling rates, (iii) adjusting the duration of the response window, (iv)
improving SNR amid background activity, and (v) reliably classifying traces as known or
unknown. Each challenge corresponds to a key parameter py through py.

(1) po: Defining and Iterating Over the Command Domain.
Do - dz € Da D = Dyatia U Dryyy

A fundamental challenge lies in defining the command space domain D, which comprises
two principal subsets, and selecting specific commands d; for testing. The first subset
of D, Dyapig, captures the set of all documented (known) commands; identifying these
requires collating official device documentation or deducing permissible inputs through
observation. The second subset of D, Dy,,, includes mutated or generically generated
inputs meant to exhaust device response space in search for atypical or undocumented
behaviour. Constructing and iterating over Dy,,, is particularly challenging in hardware
contexts because traditional coverage-driven metrics are unavailable.

e If valid commands are under-sampled, we lack a reliable baseline for comparison.

o If fuzzed commands are not sufficiently diverse, we may fail to uncover hidden func-
tionality.

e In Figures 2.2 and 2.3, both the top and bottom traces can reveal how even legitimate
commands might provoke background OS tasks; selecting varied commands increases
our confidence that observed anomalies arise from the input, rather than random
noise.

In this manner, py underscores a primary hurdle of powertrace-based fuzzing: deciding
which commands to send, how to structure them into valid and fuzzed categories, and
how to navigate an often under-documented hardware interface without the conventional
metrics available in software-centric fuzzing frameworks.
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(2) p1: Offset and Sampling Rate Calibration.

b1 = (toffsein fsample)

This parameter pair ensures that the critical moments of the device’s reaction are actually
captured within the powertrace. Specifically:

® fofiset i the delay (in seconds) between command transmission and the start of power
measurement. Incorrect timing can cause partial or complete omission of the response
window (see Figure 2.2, top plot, where the main response is visibly shifted).

® fiample is the sampling rate (in samples/second). Under-sampling can obscure tran-
sient spikes or dips, while over-sampling may lead to large data overhead and potential
synchronization issues.

Communication delays, CPU load, or hardware-specific latencies produce variability in how
quickly the device begins processing any given command. A robust calibration of ¢,g.; and
fsample accommodates these uncertainties, ensuring the captured trace aligns with actual
command-induced behavior.

(3) p2: Response Window Length Identification.

b2 = Tresponse

The parameter Tiesponse defines how long the power measurement continues once the device
begins its response. Choosing T}esponse t00 short risks missing tail-end activity of complex
commands, while excessively long durations introduce unrelated background events or OS
tasks into the same measurement. In Figure 2.2, we observe variability in how quickly the
system completes its response, and in some instances, the second half of the trace shows
extraneous tasks creeping into the trace. Accounting for such timing variability becomes
critical:

e Short-duration commands (e.g., simple status checks) may require only brief obser-
vation.

e Long-duration commands (e.g., those triggering computationally heavy routines) de-
mand an extended window to capture their full signature.

Without adjusting Tiesponse according to each command’s behavioral pattern, one risks
confusion between true command effects and random background fluctuations.
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(4) ps: Trace Quality Improvement (SNR Enhancement).
p3 = -A(Pi(t))

In real-world scenarios, the powertrace P;(t) often contains significant noise:

e Intrinsic noise: ADC quantization error, internal sensor distortions.

e Extrinsic noise: External electromagnetic interference, high-frequency switching,
or concurrent OS processes.

The function A subsumes various possible processing steps to increase the SNR. These steps
might include averaging, smoothing, denoising, background subtraction or other methods.
High-quality noise filtering is indispensable since anomalies indicative of undocumented
functionality can be subtle and easily masked by background irregularities. Different sys-
tems may require fundamentally different trace quality improvement algorithms. For some
devices, simple pointwise averaging across multiple traces may suffice, while for others, even
sophisticated denoising algorithms could risk excessively smoothing out subtle anomalies,
making the careful selection of postprocessing techniques a critical and system-dependent
decision.

(5) ps: Deciding Normal Versus Anomalous Behavior. A central objective in
power fuzzing is to determine whether a newly captured trace corresponds to active system
response, or processing an uknown response.

Active Response, if a; <0,
ps=D(a;) = .
Unknown Response, otherwise,
where D is an anomaly detection procedure and a; denotes features extracted from the

preprocessed trace. Various statistical or machine-learning—based methods are employed
to operationalise D:

e Distance/Threshold Methods: One approach is to quantify the distance between
the new trace and an “unknown” command distribution (obtained, for example, from
random fuzz commands). If the distance is below a threshold 6, the system classifies
the trace as an known response, signalling that it may belong to the active response
set.
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e Statistical Tests (e.g., P-value): Powertrace features can be compared against a
reference distribution using hypothesis testing. If the resulting P-value falls below
a chosen significance level, the trace is deemed to deviate substantially from the
“unknown” set, suggesting it may not align with the documented behavior.

e Model-Based Classifiers: Advanced models, such as autoencoders or neural net-
works, can be trained on baseline (valid) command data. Deviations in reconstruction
error or classification likelihood then indicate anomalous power traces, potentially
signalling undocumented commands.

These techniques address the final step of power fuzzing: assigning each measured trace
to a Active Response or Unknown Response class. Robust anomaly detection hinges on a
clear separation between documented and fuzzed command signatures, high-quality noise
filtration, and well-chosen metrics for comparing observed responses against their expected
or learned distributions.

The analysis of Figures 2.2 and 2.3 highlights how each of the five parameters pg, p1, p2,
ps3, ps4 directly influences the reliability and precision of powertrace-based fuzzing. In par-
ticular, these examples demonstrate how incorrect offset calibration and sample rate cali-
bration (related to p;) can obscure the critical response window, how inaccurate response
window identification (related to py) can result in capturing irrelevant background activity,
and how unfiltered background noise lowers the SNR (related to p3), reducing the reliability
of downstream anomaly detection (related to py).

This thesis focuses on addressing the challenges associated with p; and po — precise off-
set and sample rate calibration with dynamic response window identification. In addition to
these core contributions, the thesis also explores potential techniques to improve ps and py.
Ultimately, by systematically addressing the problems related to {p1, p2, ps, p4}, this thesis
aims to enhance the overall effectiveness of powertrace-based fuzzing, strengthening the
ability to detect and analyze undocumented functionalities through precise, high-quality
power consumption analysis.
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Chapter 3

Time-Series Data Generation
Framework

Effective development and evaluation of power-based fuzzing rely on access to high-quality
datasets. However, hardware constraints, environmental noise, and time demands often
limit real-world power trace collection, making large-scale acquisition impractical. Syn-
thetic signal generation offers a scalable alternative by emulating real measurements’ sta-
tistical and temporal properties. This chapter presents SigVarGen, a modular time-series
data generation framework for synthesising power-like signals, injecting noise, and produc-
ing controlled signal variations for Side-Channel Analysis (SCA). It covers the motivation
behind synthetic data use, reviews related frameworks, and details SigVarGen’s design,
including signal construction, noise modelling, and variation mechanisms. The chapter
concludes with implementation details, case studies, and experimental validation of the
framework’s effectiveness in supporting fuzzing workflows.

3.1 Synthetic Signal Generation Motivation and Back-
ground

Synthetic data generation has emerged as a pivotal tool across numerous domains, includ-
ing signal processing and machine learning, providing a cost-effective and flexible alter-
native to real-world data collection [90]. In many applications, obtaining sufficient real
data is either prohibitively expensive, logistically challenging, or practically limited. For
instance, real-world power trace collection through powerfuzzing is typically a prolonged
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and resource-intensive process. Gathering extensive datasets that cover multiple embed-
ded devices, corner cases, and diverse operating conditions can quickly become infeasible
due to the time required. Consequently, to ensure robust algorithm development, it be-
comes essential to rely on realistic synthetic data that comprehensively covers a wide range
of scenarios. Under such an approach, algorithms are initially developed and rigorously
tested on synthetic datasets, substantially streamlining the process. Subsequent validation
in real-world setup then serves primarily as a confirmatory step, effectively reducing em-
pirical testing to a focused validation phase. Synthetic data generation helps bridge the
gap between theoretical models and practical implementations by emulating the statistical
properties and dynamic behaviour of real signals.

In the field of signal generation, synthetic signals are typically produced through two
principal methodologies: simulation of real-world measurement processes or the utilisa-
tion of mathematical and algorithmic techniques. Equipment-based simulation emulates
the precise measurement conditions associated with specific devices, such as electrocardio-
gram monitors or industrial sensors, by accounting for various environmental interference,
sensor noise, and domain-specific distortions. In contrast, algorithmic approaches involve
modelling signal behaviour by applying deterministic functions and probabilistic processes.
These methodologies frequently incorporate configurable parameters that allow introduc-
ing artificial noise or transformations, thereby simulating a broad spectrum of realistic and
hypothetical scenarios [72].

In addition to traditional methods, data-driven generative techniques are emerging as
a third category. Techniques like Generative Adversarial Network (GAN)s and Variational
Autoencoder (VAE)s suggest learning complex signal dynamics from preexisting datasets.
By capturing the statistical dependencies inherent in the data, these methods produce
realistic variations that closely mirror observations found in the dataset used for training

[90].

The mathematical and algorithmic approaches to synthetic signal generation enable
researchers and practitioners to exercise high control over signal parameters for hypothet-
ical situations without hardware, place, and time limitations. Various signal behaviours
can be investigated under different conditions using deterministic functions, random pro-
cesses, and defined transformations. This flexibility allows for targeted experiments that
isolate specific variables and enhance research reproducibility. Additionally, fine-tuning
parameters in algorithmically generated signals helps create standardised benchmarks for
comparing analytical methods, machine learning models, and diagnostic procedures across
various fields.

Despite the advancements in synthetic data generation, challenges remain in accurately
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modelling noise and artefacts inherent in real-world data. For instance, biomedical signal
processing encounters motion artefacts that would require sophisticated artefact removal
techniques. In imaging applications, accurately modelling camera sensor noise is crucial
for developing effective denoising algorithms [108, |. These domain-specific challenges
underscore a broader need for synthetic data frameworks capable of simulating realistic
noise and artefact characteristics, thereby enhancing the generalisability and robustness of
machine learning models deployed in real-world scenarios [93].

The development of SigVarGen is motivated by the need for a comprehensive and sys-
tematically structured open-source framework designed to address the problem of complex
signal generation through an algorithmic approach and the generation of multiple variants
of the same event in a pre-defined environment. Existing frameworks are often fragmented
and do not offer the flexibility or scalability necessary to produce diverse event-driven
signal variations in such scenarios. Additionally, the absence of integrated modular sys-
tems limits the ability to generate extensive and reliable datasets. Furthermore, there is
no standardised approach for comparing generated signals with synthetic data to validate
outcomes, resulting in challenges related to accuracy and reproducibility. This gap high-
lights the need for a comprehensive and unified framework designed to generate variations
of the same event within a pre-defined environmental context that proves its similarity to
real-world data.

3.2 Related Works

As part of our investigation into existing tools, we conducted a systematic search on GitHub
using the keywords ‘signal variation generator’, ‘wave variation generator’, ‘trace variation
generator’, ‘trace augmentation’, ‘periodic events generator’, ‘periodic signals generator’,
‘time-series generator’, ‘wave augmentation’, ‘signal augmentation’, ‘anomaly generator’.
This search, conducted in January 2025, didn’t identify repositories matching similar pur-
poses to our framework. The closest frameworks were identified by ‘time series augmenta-
tion’ search (TSGM [77], Tsaug [10]).

Two main comprehensive low-level libraries NumPy and Scipy provide basic functions
such as sine wave generation or random noise [51, 117], leaving the user to assemble them
into a complete simulation pipeline. These frameworks are flexible but require an under-
standing of signal-processing practices and a lot of code to build own logic to generate com-
plicated signals similar to real-world ones. Mid-level frameworks offer predefined classes or
modules for common signal types, noise models, and transformations. It lets you mix and
match components without starting from scratch. The most similar Python frameworks in
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the same framework tier we identified were PyArbTools, TimeSynth, Tsaug, Signalz and
TSGM.

PyArbTools is a Python-based library designed to streamline the process of waveform
creation and remote control of Keysight signal generators [2]. Its primary functional-
ity is enabling users to generate and manipulate complex signal waveforms without rely-
ing on proprietary software such as MATLAB or manual SCPI command programming.
PyArbTools Framework (PAT) supports a variety of Keysight instruments, including the
M8190A /M8195A /M8196A arbitrary waveform generators and N5182B/N5172B vector
signal generators, providing users with a seamless interface for configuring device settings,
uploading waveforms, and initiating signal playback. The library facilitates the gener-
ation of various waveform types—such as continuous wave pulses, amplitude-modulated
signals, chirps, multitone signals, and digitally modulated signals—making it particularly
valuable in laboratory environments where precision and reproducibility are critical. More-
over, PyArbTools enhances usability by supporting both direct socket communication and
integration with PyVISA, offering flexible instrument control across diverse research and
testing applications.

PyArbTools distinguishes itself through its specialised integration with Keysight hard-
ware, enabling precise and high-fidelity signal generation in physical environments. De-
spite its robust functionality in hardware signal generation, PyArbTools presents several
limitations that constrain its applicability. Most notably, its reliance on Keysight instru-
ments limits accessibility for users without access to compatible hardware. Additionally,
PyArbTools lacks inherent support for advanced signal perturbations, noise injection, and
artefact modelling, essential features for simulating real-world conditions in machine learn-
ing and algorithm development contexts. PyArbTools is a specialised tool optimised for
high-precision signal generation in experimental setups but is less adaptable for compre-
hensive signal simulation and testing in software-centric workflows.

TimeSynth is an open-source Python library specifically designed to generate synthetic
time series data, primarily aimed at facilitating the development and validation of machine
learning models [66]. The framework integrates various signal models, including harmonic
functions, Gaussian processes, pseudoperiodic signals, and autoregressive models, creating
diverse and complex time series patterns. Additionally, TimeSynth incorporates noise mod-
elling capabilities with support for white and red noise. Its modular structure permits the
seamless combination of signal generation and noise modelling, further enhanced by built-
in support for both regular and irregular time sampling. This flexibility makes TimeSynth
particularly valuable for applications requiring controlled simulation of temporal patterns,
such as forecasting, anomaly detection, and system modelling.
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However, TimeSynth exhibits several limitations that constrain its applicability in more
specialised domains. Notably, it cannot produce multiple controlled variations of the same
base signal, essential for robustness testing in machine learning and adaptive systems for
repetitive events. Furthermore, TimeSynth’s noise modelling is relatively static, offering
limited scope for introducing non-stationary noise power.

Tsaug is a Python library designed to augment time series data, providing a diverse
range of augmentation techniques to enhance the robustness and generalizability of ma-
chine learning models [10]. Its core functionality includes methods such as time warping,
cropping, quantisation, drift introduction, reversal, noise addition, and dropout, which
allow users to simulate realistic variations in time series datasets. The library supports
the construction of complex augmentation pipelines by enabling users to chain multiple
augmentation operations with adjustable execution probabilities, offering significant flexi-
bility in data preprocessing workflows. Tsaug accommodates multivariate time series and
multi-channel audio data, including speech recognition, sensor data analysis, and finan-
cial modelling. Tsaug aims to mitigate overfitting and improve model performance by
synthetically expanding limited datasets, particularly in data-constrained environments.

Tsaug primarily focuses on data augmentation rather than the generation of synthetic
signals. While Tsaug excels in modifying existing time series through structured transfor-
mations and stochastic perturbations, it cannot generate entirely new signals with domain-
specific features such as controlled noise injections or dynamic signal disruptions. Tsaug’s
augmentation techniques are limited to general-purpose modifications without provisions
for introducing domain-specific artefacts or interruptions. In contrast, the developed frame-
work offers a more comprehensive and specialised set of augmentation techniques that ex-
tend beyond Tsaug’s general-purpose capabilities. It supports transformations such as time
shifting, time warping with data generation, gain variation, amplitude modulation, and in-
tricate forms of baseline drift, allowing nuanced control over signal properties. Tsaug’s
lack of support for specialised and domain-tailored augmentations limits its applicability
in scenarios requiring realistic environmental variability and signal degradation modelling.

Signalz is an open-source Python library designed to generate synthetic signals and
stochastic processes, primarily aimed at facilitating the simulation of diverse time series
data for testing and modelling purposes [1]. The library provides a variety of built-in sig-
nal generators, including the Lévy walk generator, which simulates heavy-tailed random
processes through interpolated Lévy flights, and the Gaussian white noise generator, which
produces uncorrelated noise with constant power spectral density. Signalz also incorpo-
rates an autoregressive model generator for creating signals based on linear dependencies
between current and past values and other stochastic models such as Brownian noise and
logistic maps. These capabilities allow Signalz to simulate a broad spectrum of random and
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deterministic processes, making it suitable for applications in fields like financial modelling,
physics-based simulations, and random walk analysis.

Signalz primarily provides generic stochastic signal generation without offering ad-
vanced augmentation techniques or domain-specific customisations. It does not facilitate
the generation of controlled signal variations or the simulation of real-world disruptions,
thus limiting its applicability in complex signal modelling scenarios.

Time Series Generative Modeling (TSGM) framework is a tool for generating, augment-
ing, and evaluating synthetic time series data [77]. It implements models such as GANs,
VAESs, and probabilistic structural models to create time series data for various applica-
tions. The framework includes augmentation techniques such as time warping, magnitude
warping, and additive noise, which modify data for training and evaluation purposes.
TSGM is built on TensorFlow, enabling integration with machine learning workflows and
optimising computation for large datasets. It also provides evaluation metrics that measure
generated data’s similarity, predictive performance, and statistical properties. TSGM can
be used for tasks such as synthetic data generation, anomaly detection, and simulation-
based forecasting.

While TSGM supports deep generative models and offers augmentation techniques such
as time warping and additive noise, it lacks control over signal composition and variation
logic. Specifically, TSGM does not support the injection of custom perturbing signals or
event-based anomaly simulations such as deterministic interrupts, glitches, or bursts, which
are common in embedded and sensor systems.

Table 3.1 summarises and compares the capabilities of analysed signal generation and
augmentation frameworks across multiple feature categories, highlighting their strengths,
limitations, and relative scope of application.

Table 3.1: Comparison of signal generation and augmentation libraries across feature cat-
egories. Symbols: v'= supported, O= partially supported, X= not supported.

Feature SigGenVar | PAT TimeSynth| Tsaug | Signalz | TSGM

(Our) 2] [66] [10] | [1] [77]

Signal Generation Scope

Generation of | V/ v v X v v
New Signals

Domain-Specific | v v X X 4 v
Signals

Continued on next page
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Continued from previous page

Feature SigGenVar | PAT TimeSynth| Tsaug | Signalz | TSGM
(Our) 2] [66] [10] [1] [77]

Sine/Cosine v v v X v v

Waveforms

Square, Triangle, | X v X X X X

Ramp Up, Ramp

Down, or DC

waveforms

Support for Deep | X X X X X v

Generative Mod-

els

Logic for Custom | v/ X X X X X

Perturbations

Stochastic Mod- | X X v X v v

els

Irregular/Non- X X v X X O

Uniform Time

Sampling

Logic for Periodic | v/ X X X X O

Activity

Noise Modeling

Additive  White | v X v v v v

Gaussian Noise

Colored Noise v X v X v X

Non-Stationary v X X X X X

Power

FFT-Based Noise | v/ X X X X X

Generation

Artifact and Perturbing Signal Injection

Addition of Inter- | v X O X O O

rupt Signals

Controlled Inter- | v X X X X X

rupt Scheduling

Continued on next page
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Continued from previous page

Feature SigGenVar | PAT TimeSynth| Tsaug | Signalz | TSGM
(Our) 2] [66] [10] [1] [77]

Randomized 4 X X X X X

Burst and Glitch

Simulations

Augmentation and Transformation

Time Shifting v X X v X X

Time Warping v X X v X v

Amplitude Mod- | v v X v X v

ulation

Baseline Drift v X X v X X

Slice and shuffle | O X X X X v

Region-Specific 4 X X X X X

Transformations

Chained/Pipelined| v/ X X 4 X X

Augmentations

Variants Parameter-Space Exploration

Multi-Variant v X X X X v

Signal  Genera-

tion

Systematic  Pa- | v/ X X X X X

rameter Sweeping

Controlled Sam- | v/ X X X X X

ple  Sub-Range

Randomization

Extensibility and Customization

Software-Based v O v v v v

Solution

Hardware X v X X X X

Integration

(SCPI/PyVISA)

Modular Frame- | v v v v 4 v

work Design

Custom Transfor- | v O v v v v

mations Support

Continued on next page
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Continued from previous page

Feature SigGenVar | PAT TimeSynth| Tsaug | Signalz | TSGM
(Our) 2] [66] [10] [1] [77]

Performance and Scalability

Batch  Process- | v O v v v v

ing/Scalability

Parallel Process- | v O v v v v

ing Friendly

High-Precision X v X X X X

Signal Configura-

tion

Evaluation Met- | O X X X X v

rics and Bench-

mark

Feature Count | 27 10 11.5 11 11.5 17.5

(Score)

In summary, SigVarGen addresses limitations found in existing synthetic signal gen-
eration frameworks by integrating flexible baseline signal synthesis with controlled noise
injection, signal interruptions, and systematic augmentation techniques. Unlike specialised
libraries such as PyArbTools, which rely heavily on specific hardware, or general-purpose
tools like Tsaug, TimeSynth, or TSGM, which lack precise control over perturbations
and realistic, domain-specific signal generation, SigVarGen provides fine-grained control
for simulating multiple variations of stable events under defined environmental conditions.
By enabling realistic noise conditions, event-driven artefacts, and temporal variations, the
framework produces synthetic datasets closely matching the statistical properties of real-
world data acquired through the PowerFuzzer setup. SigVarGen thus supports reliable
development, testing, and validation of signal processing and machine learning algorithms
for side-channel analysis, bridging the gap between theoretical model development and
empirical validation.

3.3 Methodology and Design

This section presents the core algorithms underlying the SigVarGen framework, encom-
passing signal generation, noise modelling and injection, signal variation and augmentation
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techniques used to simulate consecutive measurements. Each module is accompanied by
relevant pseudocode to illustrate the implementation logic.

3.3.1 Signal Generation

Signals are constructed by crafting a foundational sinusoidal waveform [52] with sporadic
interruptions. The foundational waveforms, termed as base signals, are formed by over-
laying multiple sinusoidal waves. The Fourier Transform principles justify a dataset con-
sisting of aperiodic waves of sinusoidal forms. Any aperiodic signal z(t) can be extended
to a periodic signal xp(t) by repeating it after a certain period Ty [12], where xp(t) can
be represented as equation 3.1. This artificial repetition allows for a Fourier series repre-
sentation of zp(t), and as Ty approaches infinity, the series converges to the continuous
Fourier Transform of the original aperiodic signal x(¢). This is because the spacing between
spectral lines becomes infinitesimally small, turning the summation into an integral [12].
Similarly, Fourier’s Theorem elucidates that any periodic signal can be decomposed into
pure sinusoidal components [3]. By extension, if an aperiodic signal is artificially made
periodic by repetition, the same decomposition principles apply. Therefore, the aperiodic
waves in the real world, though naturally not repeating, can theoretically be considered as
being composed of an infinite continuum of sinusoidal waves when analyzed through the
lens of the Fourier Transform.

l’p(t) = Z CnejQﬂnfot, (31)

n=-—o00
where C), are the coefficients given by equation 3.2.

1 [To/2

Chp xp(t)e 32 mhot gy (3.2)

T —Ty/2

And as T — oo, these equations transform into the Fourier Transform for a non-periodic
function x(t), justifying the dataset composed of aperiodic waves from sinusoidal forms.

The generate_signal function operationalises the concept of constructing realistic
composite waveforms by summing multiple sinusoidal components, each characterized by
randomly assigned amplitude, frequency, and phase within predefined intervals [36]. This
stochastic generation approach ensures diversity and realism, mirroring complex, naturally
occurring signals composed of various harmonic elements. Post-generation normalisation
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aligns the resulting waveform within user-specified amplitude limits, ensuring signals re-
main bounded and suitable for further processing, analysis, or real-world simulation. The
randomisation procedure employed draws inspiration from Fourier’s principles, which in-
dicate that virtually any complex or natural signal can be represented or approximated by
a suitable combination of sinusoidal components.

The following pseudocode outlines the generate signal function, which forms the
foundation of the composite signal synthesis. The loop structure adheres to the method-
ology discussed by Haslwanter [52] and Esakkirajan et al. [30].

Algorithm 2: Composite Signal Generation (generate_signal)

Input: Time vector ¢, number of sinusoids n, amplitude range [Amin, Amax),
frequency range [fmin, fmax)
Output: Composite signal s(t), sinusoid parameters list P
Initialize s(t) «— 0 (vector of zeros with same length as t);
Initialize P <+ [J;
for 1 <+ 1 ton do
a < Uniform(Anyin, Amax);
f < Uniform( fiin, fmax);
¢ < Uniform(0, 27);
si(t) < a-sin(2wf -t + ¢);
s(t) < s(t) + si(t);
Append {amp : a, freq : f, phase : ¢} to P;
end
s(t) « s(t) — mean(s(t));
Let M <+ max{|s(t)|};
if M =0 then
‘ error: ”Generated signal has zero amplitude”;
end
s(t) « s(t)/M;
Rescale s(t) to [Amin, Amax] using:

8(t> — S(t;_ﬂ) : (Amax - Amin) + Amin;

19 return s(t), P;
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Complementing this, the framework integrates additional functions that introduce con-
trolled signal interruptions or perturbations, simulating realistic signal changes in response
to events encountered in practical settings. For instance, the methods designed to insert
main interrupts or bursts within signals involve strategically placing and blending addi-
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tional sinusoidal or semi-periodic waveforms. These interruptions can take various forms:
large-scale modifications known as main interrupts, smaller secondary perturbations, or
short bursts of periodic digital signals, each customisable in terms of duration, placement,
amplitude offset, and complexity.

3.3.2 Noise Generation and Addition

Noise can be described as any unwanted or irrelevant interference superimposed on a signal
of interest originating from external sources or stochastic variations inherent to the signal.
In its broadest sense, noise reflects unknown activity, while known or understood activity
is considered part of the desired signal [21]. In practice, this distinction between noise and
signal is fluid, as improvements in understanding a system’s internal or external processes
can recast previously unknown sources of interference into meaningful information-bearing
signals. From a communications and signal-processing standpoint, noise not only impairs
the clarity of transmitted or recorded information but also serves as a carrier of its own
information regarding the environment and system state [I15]. Tt may arise from diverse
phenomena: electronic (thermal, shot), acoustic (machines, collisions, wind), electromag-
netic (radio interference), electrostatic (voltages), or network-based (packet loss, quanti-
sation). The overarching goal in most systems, ranging from telecommunication channels
to biomedical measurement, is the effective modelling, mitigation, or removal of these
noise components. Moreover, noise can be classified according to its stationarity: station-
ary noise retains consistent statistical properties over time, whereas non-stationary noise
exhibits changing properties, whether abruptly (e.g., sudden equipment malfunctions) or
gradually (e.g., evolving environmental factors) [11, 115]. Understanding these distinctions
is crucial for developing robust noise-reduction and signal-enhancement strategies.

The approach used in this work follows the frequency synthesis method introduced by
Poul Bourke [13], leveraging the observation that many natural phenomena exhibit noise
spectra characterised by a 1/ fP relationship, where the spectral power decreases inversely
proportional to some power p of frequency. This spectral behaviour directly correlates with
fractal dimension characteristics observed in natural signals.

The synthesis of coloured noise proceeds in four primary steps:

1. Generation of white noise in the time domain.

2. Transformation of the noise into the frequency domain using the Fourier transform.
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3. Scaling of the noise spectrum according to a desired frequency-dependent function

(1/47).

4. Inverse Fourier transformation back to the time domain.

This method allows precise control over the noise spectral characteristics, enabling the
generation of broadband noise types — such as white, pink (1/f), and brown (1/f?) -
which differ in their spectral power distributions [73]. Specifically, white noise has equal
spectral power across all frequencies, while pink and brown noises exhibit spectral power
distributions decreasing at varying rates with increasing frequency.

In practice, the algorithm implemented as add_colored noise directly embodies this
principle. Its steps can be summarized in pseudocode given by Algorithm 3. To achieve
a 1/f Power Spectral Density (PSD) in noise generation, the amplitude spectrum must be
scaled by 1/f2, since power is proportional to the square of amplitude, ensuring that the
desired spectral decay is correctly maintained.
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Algorithm 3: Colored Noise Generation with Envelope Modulation

Input: signal, noise_power, noise_color, modulation_envelope, modulation_factor
range (mf), noise power window (npw)

Output: noisy_signal

Generate white noise w(t) with zero mean and unit variance;

Compute frequency spectrum W(f) of w(t) via FFT;

if noise_color is 'pink’ then

| Scale W(f) by 1/v/F;

else if noise_color is ‘brown’ then
| Scale W(f) by 1/f;
else if noise_color is 'white’ then
‘ Keep W (f) unchanged;
Inverse FEFT of scaled W (f) to obtain colored noise n(t);
Normalize n(t) to zero mean and unit variance;
Scale n(t) to desired noise power within the specified range npw;
if modulation_envelope is defined then
Generate modulation envelope e(t) using selected envelope function (linear,
sine, random walk, or blockwise);
14 | Apply envelope modulation: n(t) < n(t) x e(t);
15 Apply modulation factor mf randomly chosen within given limits to the original
signal amplitude;
16 Combine modulated signal with generated colored noise: noisy_signal <— (signal x
modulation factor) +n(t);
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To enhance the realism and complexity of generated noise, we introduced four types
of time-varying envelopes: linear, sine, random walk, and blockwise. Each envelope modu-
lates noise amplitude differently and contributes non-stationary characteristics commonly
observed in natural acoustic signals [11]. For instance, the sine envelope, particularly when
utilising minor modulation frequencies (e.g., 0.01 Hz), imposes periodic fluctuations on the
noise power, introducing cyclostationarity. Such cyclostationary noise is characterised by
periodic modulation of statistical properties, such as variance and autocorrelation, and
exhibits frequency-dependent correlations [$9)].

3.3.3 Signal Variation and Augmentation

In many practical measurement systems, repeated observations of the same event exhibit
not only stochastic noise variations but also subtle yet significant changes in the underlying
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signal itself. These variations may arise due to environmental dynamics, sensor drift,
or inherent system instabilities, thereby necessitating a systematic approach to model
such variability. The variation module addresses this need by leveraging parameter space
exploration and tailored signal transformation functions.

The module achieves its objectives through two primary processes: generating a set of
parameter configurations that govern various transformation operations and applying these
configurations to produce individual signal variants. The parameter generation process,
encapsulated in the generate _parameter_variations function, systematically selects sub-
ranges of possible parameter values to mimic the inherent uncertainty and variability in
repeated measurements. Then, the generate variation function applies a sequence of
operations, including time shifts, time warping, gain variation, amplitude modulation,
and baseline drift, to the original signal. This layered approach simulates the impact of
environmental noise and captures the dynamic behaviour of the signal, thus enabling robust
performance evaluation of signal processing algorithms.

The detailed steps involved in parameter variations are described below:

Algorithm 4: Pseudocode for generate parameter_variations

Input: param sweeps (dict), num_variants (int), window size (int)
Output: variations (list of dict)

1 Initialize empty list variations;

2 for param in param_sweeps do

3 Randomly select center index within the length of parameter values array;
4 Choose subrange around center index defined by window_size;
5 Store subrange for each parameter in chosen_subranges;

6 end

7 for variant in num_variants do

8 for parameter in chosen_subranges do

9 ‘ Randomly select parameter value within subrange;

10 end

11 Randomly define f-min, f-maz, ensuring fin < fmaz;

12 Randomly select a value for wave_with_score;

13 Append parameters to variations;
14 end

15 Return variations;

Subsequently, each variant generated from the above method is augmented through a
series of signal transformations using the generate_variation function. Transformations
include controlled interruptions, time domain modifications, amplitude modulations, and
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detailed baseline drifts. Importantly, the function allows flexible control of these augmen-
tations, reflecting realistic disturbances such as sensor fluctuations, environmental interfer-
ences, or acquisition anomalies, crucial for comprehensive evaluation of signal processing
algorithms.

The pseudocode describing this comprehensive augmentation procedure is presented
below:

Algorithm 5: Pseudocode for generate variation

Input: transformed_wave (np.array), variant_params (dict), t, n_sinusoids,
amplitude_range, base_frequency range, interrupt_params (list of dict)
Output: transformed wave (np.array)
1 if wave_with_score > threshold then
Substitute signal segments with newly generated waveform segments based on
score;
end
Apply transformations sequentially based on parameters:
if time_warp enabled then
‘ Apply time warp to transformed_wave;
if time_shift enabled then
‘ Apply time_shift to transformed_wave;
Apply gain variation transformation;
10 Apply global amplitude modulation;
11 Apply region-specific amplitude modulation region transformation using
parameters f-min, f-maz;
12 Apply global baseline drift;
13 Apply region-specific baseline drift using baseline drift_region;
14 Return transformed_wave;

[
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This variation module not only enriches the synthetic dataset with realistic fluctuations
but also provides a robust framework for evaluating signal processing algorithms under
conditions that closely mirror real-world measurement variability.

3.4 Implementation Details

This section outlines the practical aspects of the SigVarGen framework’s implementation.
It starts by describing the Python environment and required dependencies. Next, it out-
lines the overall framework structure and presents key modules and functions for signal
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generation, noise injection, signal variation, supporting functions and possible configura-
tions.

3.4.1 Python Environment and Dependencies

The project is implemented using Python, with a minimum version requirement of 3.8.
The development environment is built upon baseline libraries such as NumPy for efficient
numerical computations, SciPy for advanced scientific and signal processing functions, and
Matplotlib for visualisation purposes. In addition, testing is facilitated through pytest.
The framework incorporates specialised modules tailored for signal processing and noise
generation, enabling precise manipulation and augmenting synthetic signals. The project’s
dependency management is defined in a standardised pyproject.toml file, ensuring re-
producibility and ease of installation across different systems.

3.4.2 Framework Structure

The project is organised in a modular fashion to promote clarity, maintainability, and
scalability. The codebase is structured into distinct directories, each encapsulating a spe-
cific functional area. The SigVarGen package forms the core of the project and includes
submodules for signal generation (signal), noise modelling (noise), and signal varia-
tions (variations), alongside utility functions (utils) and function parameter examples
(config). The signal submodule comprises functions for generating base waveforms, ap-
plying periodic interruptions, and integrating response signals triggered by events. The
noise submodule contains implementations for various noise types and envelope functions
to simulate stationary and non-stationary noise profiles. The variations submodule is
responsible for signal augmentation techniques such as baseline drift and transformations,
allowing the generation of diverse signal variations for more comprehensive dataset cre-
ation. The config module contains parameter definitions that govern signal generation
and augmentation. This includes predefined amplitude and frequency ranges for different
device types, noise parameters specifying power variations and spectral properties, and
variation parameters for controlled augmentation of signals.

Supporting these are additional directories such as tests, which house unit tests en-
suring code quality and correctness, and tutorials, which provide practical examples
and usage guides. The project adheres to established coding standards, including com-
prehensive docstrings. The approach ensures that each component is testable, and easily
extendable.
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3.4.3 Key Functions and Modules

This subsection describes five SigVarGen modules and all their functions supporting signal
generation, noise injection, variation handling, and configuration management.

Signal Generation

The signal generation submodule is designed to synthesise complex, realistic signals by
combining multiple sinusoidal components with targeted interruptions and modifications.
The primary components of the framework are described as follows:

e generate signal: This function produces a composite signal by summing a set of
sinusoids. For each of the n sinusoids, a random amplitude, frequency, and phase
are drawn from the specified ranges. The resulting signal is normalized to have zero
mean and scaled to fit within a designated amplitude interval. The function also
returns the parameters of each constituent sinusoid, allowing for detailed subsequent
analysis.

e get non overlapping interval: This routine searches for a valid time interval in
the signal that does not overlap with previously allocated regions.

e place interrupt: Serving as a wrapper for interval selection, this function either
leverages the non-overlapping interval finder to determine a valid placement for an
interrupt based on a specified duration ratio or chooses random placement within
time bounds.

e blend signal: A simple linear combination function, which blends two signal seg-
ments using a specified blend factor. This enables smooth integration of the interrupt
signal and the base waveform.

e apply_interrupt modifications: This function adjusts the interrupt signal to align
with device limitations by introducing baseline drifts and offsets. The modifications
ensure that the interrupt remains within the physical constraints of the system, either
by raising or lowering the baseline.

e generate main interrupt: Building on generate_signal, this routine creates the
primary interrupt waveform by selecting amplitude and frequency ranges according
to a given domain. The resulting signal serves as the raw interrupt that is later
positioned within the base signal.
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add main_interrupt: This function is responsible for inserting the main interrupt
into the base signal. It determines the appropriate location using the placement
functions and applies the necessary modifications. Additionally, it can incorporate a
series of overlapping interrupts within the main interrupt region.

add_complexity_to_inter: This auxiliary routine embeds a smaller interrupt within
the main interrupt region. By adjusting the duration and offset, it adds further
complexity to the overall signal structure.

add_smaller interrupts: For added signal variability, this function inserts multiple
secondary interrupts into the base signal. Each interrupt is generated, placed, and
modified to ensure proper integration without unwanted overlap.

add_interrupt_with_params: This high-level function combines the main and sec-
ondary interrupts into one composite modification. It orchestrates the placement,
blending, and modulation of the interrupts.

add_interrupt_bursts: This function generates clusters of small interrupt bursts
within a defined time window. It is particularly useful for simulating irregular, burst-
like disturbances in the signal.

generate_semi_periodic_signal: This routine produces a semi-periodic digital sig-
nal by repeating a base binary pattern, with an added random bit-flipping mechanism
to introduce system latency. Such signals are used to simulate periodic digital inter-
ruptions.

add periodic_interrupts: This function incorporates periodic digital interrup-
tions into a continuous base signal. It modulates the interrupt signal using two
phases—before/after and during the main interruption—to produce distinct patterns
of interference.

Collectively, these functions form a cohesive signal generation pipeline for generating
idle signals and signals with embedded interrupt signals. The design allows for the con-
trolled synthesis of complex waveforms, which can be tailored to meet the specifications of
various experimental and real-world scenarios.

Variation Generation

The variation submodule introduces time-series augmentation functions that allow the
simulation of the variability of the system state between different measurements. The
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following describes the functions integrated within the SigVarGen framework:

e generate _parameter_variations: This function generates diverse sets of param-
eter configurations to produce multiple signal variants. Given a dictionary of pa-
rameters (‘param_sweeps’), the function randomly selects subranges around center
points within specified windows. For each variant, parameters are randomly drawn
from these selected subranges, ensuring systematic yet randomized parameter space
exploration.

e generate_variation: Creates a transformed version of an input waveform by ap-
plying a comprehensive series of augmentations based on parameters provided by
‘generate_parameter_variations‘. It introduces transformations such as amplitude
modulation, gain variations, time shifts, time warping, baseline drift (both global
and region-specific), and interrupt signals.

e apply_time_shift: Introduces temporal variations by circularly shifting the wave-
form randomly within a defined maximum shift interval. This simulates temporal
offsets commonly observed in real-world signal acquisition scenarios.

e apply_time warp: Applies non-linear time warping to the signal, compressing or
expanding temporal segments to simulate natural fluctuations or timing irregularities.
Missing segments introduced due to warping are filled with newly generated signal
segments, ensuring continuity and realism.

e apply gain variation: Modifies signal amplitude by multiplying the waveform by
a randomly selected gain factor within specified limits. This represents variations in
sensor sensitivity or environmental effects impacting the signal amplitude.

e apply amplitude modulation: Implements global sinusoidal amplitude modulation,
introducing periodic amplitude variations that mimic realistic conditions, such as
fading or cyclical interference.

e apply amplitude modulation region: Applies localized amplitude modulation to
a specific region of the waveform defined by fractional indices (‘f-min‘, ‘f.max‘).
This targeted transformation simulates scenarios where interference or amplitude
fluctuations occur over specific temporal windows.

e apply_baseline drift: Introduces a global linear drift across the entire signal du-
ration, representing gradual baseline shifts due to device instability or environmental
influences.
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e apply baseline drift_region: Adds controlled baseline drift to a specified region
of the signal, simulating temporary sensor baseline shifts or localized environmental
influences, crucial for realistic artifact simulation.

e apply_baseline drift middle_peak: Generates a baseline drift with a prominent
peak (positive or negative) at the midpoint of the waveform, returning to zero at
endpoints. This simulates temporary spikes or dips in baseline commonly occurring
in biomedical or environmental data acquisition.

e apply baseline drift _polynomial: Introduces baseline drift shaped by polynomial
functions (e.g., quadratic), simulating complex, gradual, and realistic sensor baseline
shifts across the entire signal duration. Useful for scenarios where drift profiles are
non-linear and prolonged, common in biomedical monitoring and sensor data.

e apply baseline drift piecewise: Implements piecewise-linear drift by dividing
the signal into multiple segments, each with independently randomized drift ampli-
tudes. This models complex drift behaviors observed in prolonged signal acquisition
scenarios.

e transform wave_with_score: Inserts segments of newly generated waveforms into
the existing signal at randomized positions with specified probability.

e apply quantization noise: Adds quantization noise to the signal by discretizing
amplitude values.

Collectively, these functionalities enable SigVarGen to generate multiple variants of the
same synthetic signal and capture complex real-world variations. Such signal augmenta-
tion and parameter variability capabilities are fundamental for producing robust synthetic
datasets.

Noise Generation and Addition

The noise generation and addition submodule is designed to introduce controlled noise into
signals, facilitating the simulation of realistic noisy environments. The core functionalities
of this submodule are outlined below:

e generate noise_power: This function determines the power of the noise to be added
to a given signal by selecting a SNR value from a specified range. The noise power
is computed by first obtaining the standard deviation of the input signal and then
applying a scaling factor derived from the selected SNR.
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e add_colored noise: This function applies noise with a specific spectral profile (white,
pink, brown, blue, violet or custom) to an input signal. The process begins with the
generation of a white noise sequence, which is then transformed into the desired noise
colour by applying a frequency-domain filter. The noise is normalised and scaled to
achieve the intended power level before being combined with the input signal. A
modulation factor may be applied to introduce amplitude variations across different
measurements. The function returns a combination of the final signal with generated
noise and the isolated noise component.

Additionally, noise may be modulated with the envelope function. Specifically, the
implemented envelopes function as follows:

e envelope_linear: Smoothly increases or decreases the amplitude of the noise over
time, introducing gradual trends in noise intensity.

e envelope_sine: Modulates noise amplitude periodically, creating cyclic fluctuations
with adjustable frequency parameters, making it suitable for simulating repetitive or
rhythmic environmental variations.

e envelope_random walk: Implements stochastic amplitude changes modelled as a
random walk, simulating unpredictable natural variations and temporal irregularities.

e envelope blockwise: Applies abrupt, step-like variations in noise amplitude, pro-
ducing intermittent or segmented noise intensities typically observed in dynamically
changing environments.

This combination of coloured noise generation and envelope-based amplitude modula-
tion enables customisable, realistic simulation of both stationary and non-stationary noise
characteristics.

Configuration

The configuration submodule defines pre-specified parameter ranges for diverse embedded
devices and scenarios. Its primary goal is to facilitate a structured generation of realistic
signals representative of different device operational characteristics. Parameters for each
device include defined amplitude and frequency ranges, selected to reflect typical real-
world operating conditions encountered in applications such as communications, robotics,
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Device Amplitude (V) Frequency (Hz)
Arduino Board 5) (0, 12e3)
2.398¢9, 2.402¢9)

Drones (control)

(0,

(0,1) (
Drones (telemetry_low) (0, 1) (432¢6, 434€6)
Drones (telemetry_high) (0, 1) (2.39€9, 5.9¢9)
Cameras (0, 1) (24, 120)
Smartphones (LTE Low) (0, 1) (699¢6, 701e6)
Smartphones (LTE High) (0, 1) (2.598¢9, 2.602¢9)
Smartphones (5G Low) (0, 1) (599e6, 601e6)
Smartphones (5G High) (0, 1) (38.9¢9, 39.1¢9)
Wi-Fi Routers (2.4GHz) (0, 1) (2.395€9, 2.405¢9)
Wi-Fi Routers (5GHz) (0, 1) (4.990€9, 5.010€9)
Wi-Fi Routers (6GHz) 0, 1) (5.990¢9, 6.0109)
Smart Watches (0, 0.9¢-3) (2.398¢9, 2.402¢9)
Home Automation (Zigbee) (0, 0.9¢-3) (2.398¢9, 2.402¢9)
Home Automation (Z-Wave EU) (0, 0.9¢-3) (867€6, 869¢6)
Home Automation (Z-Wave US) (0, 0.9e-3) (907e6, 909¢6)
Automotive Sensors (US) (0, 0.01) (314e6, 316e6)
Automotive Sensors (EU) (0, 0.01) (432¢6, 434¢6)

Table 3.2: Amplitude and frequency range for various embedded applications.

consumer electronics, and automotive sensing [94, 37, 57, 96, , 28]. Device ranges are
summarised in Table 3.2.

To support variability within controlled limits, the framework utilizes pre-defined pa-
rameter sweeps for each type of device. Moreover, configurable noise envelopes (linear,
sine, random-walk, blockwise), modulation factors, and noise power windows are also pro-
vided. These additional configuration options significantly enhance the framework’s ability
to simulate realistic scenarios, accounting for practical constraints and environmental con-
ditions.

The configuration parameters support the systematic and reproducible exploration of
the operational parameter space, enabling users to generate signals closely aligned with
real device behaviours.
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Utils

The utils submodule comprises some auxiliary functions helpful for preprocessing, evalua-
tion, and device-parameter handling, thereby supporting the overall signal generation and
augmentation process functionality. This submodule enables standardized signal process-
ing steps that enhance reproducibility and comparability across generated signals.

The primary functionalities of the utils submodule include:

e calculate SNR: Computes the power ratio (in dB) between a signal and its noise
component, providing an intuitive metric to quantify signal purity and noise impact.

e calculate_ED: Determines the Euclidean distance between two given signals, fa-
cilitating quantitative comparisons essential in evaluating similarity and variability
among signal variants.

e interpoling: Resamples signals to a specified target length using linear interpola-
tion. This function is critical in standardizing signal lengths across multiple variants,
particularly for comparative analyses and machine learning applications.

e normalization: Standardizes signals by subtracting the mean and scaling to unit
variance. Normalization ensures comparability and reduces biases due to varying
signal amplitudes or offsets.

e generate device parameters: Splits defined device parameters into two subsets
based on configurable criteria such as amplitude splits and frequency-following be-
haviour. This is particularly useful for defining separate parameter ranges for idle-
state behavior versus perturbation responses or for establishing distinct training and
testing scenarios.

Collectively, these utility functions provide mechanisms that are helpful in maintaining
framework functionality.

3.5 Experimental Setup and Case Studies

This section presents practical case studies and experimental scenarios that demonstrate
the capabilities and reliability of the SigVarGen framework. We focus on replicating real-
world power traces captured via the PowerFuzzer setup. These experiments evaluate the
generated signals’ realism. Each scenario reflects a different signal generation challenge or
variation type.
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Figure 3.1: Real PhiHue signal example
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Figure 3.2: Synthetic PhiHue signal example

3.5.1 Baseline Signal Collection

To establish a foundation for evaluating the SigVarGen framework, we collected a com-
prehensive set of real-world power traces using the PowerFuzzer setup, as detailed in Sec-
tion 2.3. PowerFuzzer employs a hardware-triggered digitiser to capture power traces
from embedded targets in response to a sequence of valid and random test inputs. The
PowerFuzzer ensures precise synchronisation between input stimulus and recorded power
response with applied voltage amplification.

We used two embedded device platforms as targets for baseline data acquisition: a
Raspberry Pi (RPI) device and a Philips Hue bridge. These platforms were selected to
represent systems with contrasting runtime behaviours.

For the RPI target, we sent a set of 70 unique commands, comprising 18 valid commands
and 52 unknown or potentially malformed instructions. For each command, we recorded
2000 power traces, each of fixed length 100,000 samples. Hardware-level triggering ensured
consistent alignment of trace onset with the command execution. Notably, valid com-
mands on the RPI exhibited a characteristic response pattern comprising a double-layered
structure: a primary power rise of approximately 9% of the signal length, with a super-
imposed overlapping response of around 10% within the primary interval. Following this,
the signal often contained between 5 and 15 high-frequency burst patterns, lasting approx-
imately 25% of the total trace length. These bursts correspond to rapid fluctuations in
power, typically associated with memory or I/O operations. A background system process
sporadically introduced short power spikes, resulting in random short-duration deviations
across the traces. The average measured amplitude across RPI traces was approximately
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Figure 3.3: Real RPI signal example
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Figure 3.4: Synthetic RPI signal example

—6979 in raw digitiser units.

Similarly, we collected traces corresponding to 80 distinct commands for the Philips
Hue device, with 2000 samples per command. The Hue traces exhibit a regular background
pattern, with short periodic power increases due to scheduled activities. In contrast to the
RPI, the main command execution in the Hue device resulted in a smoother, singular power
raise lasting approximately 18% of the trace length, during which periodic background
activity was largely suppressed. Occasionally, the target would exhibit short duration and
irregular mean power shifts, likely related to asynchronous internal events. The mean
amplitude across traces was approximately —3244.

Figures 3.3 and 3.1 illustrate normalised real signals obtained for both devices.

3.5.2 Case Study 1: Signal Synthesis for Embedded Platforms

To evaluate the realism and fidelity of synthetic signal generation, we performed a case
study targeting the emulation of power traces typical of embedded platforms, specifically
modelled on Philips Hue devices. This case study employed the updated SigVarGen frame-
work v1.1, which was configured with parameters derived through optimisation to reflect
the underlying statistical and structural properties observed in Phillips Hue traces.
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Synthetic Signal Generation

The synthetic signal generation process was driven by parameter settings controlling key
aspects of amplitude variation, burst dynamics, interrupt modelling, and frequency domain
structure. Parameter selection was formulated as a data—driven optimisation problem.

We used Optuna with Bayesian optimisation to minimise a distributional discrepancy
between real and synthetic features [6]. Specifically, for a parameter vector 6, the objective

was the mean 1-Wasserstein distance across d features J(6) = % Z?:l Wi < Freal, F;y“th(0)> 7

where F7*! and Fjsynth(e) denote the empirical distributions of feature j in the real and
generated sets, respectively.

We adopted a two—stage procedure: a broad search over physically plausible bounds
from multiple random initialisations to identify promising regions, and a refinement stage
that re-centred tighter bounds around the best candidates and reduced the actively opti-
mised subset to the parameters exhibiting the largest influence. The optimal parameters
were used to generate the final dataset.

Dataset generation. Specifically, the main amplitude envelope of the base signal for
the final dataset was sampled within the range [1.43,2.89], while interrupt components
were injected with amplitudes varying from 0.19 to 2.47. To capture irregular, burst-
like fluctuations present in real signals, high-amplitude transient bursts were introduced,
with values ranging from —2.08 to 3.2. Temporal shifts were incorporated using fixed and
probabilistic offset constants, ensuring diversity across synthesized traces.

The temporal waveform was generated over a fixed duration of 80 ms at a sampling rate
of 1.25 MHz, resulting in signals composed of 100,000 samples. Composite waveforms were
constructed from 168 sinusoidal components, distributed across frequency bands ranging
from 0 Hz to 183 kHz, to approximate realistic device activity. Additional variation was
introduced using interrupt patterns defined by structured binary base patterns with tunable
on-off cycles and frequency limits.

The noise was incorporated as additive white noise with a fixed SNR of 25 dB. Each
generated signal was stochastically augmented with additional offset regions. The gener-
ated waveform was then scaled to match a target variance sampled from the distribution
observed in real signals (mean variance ~ 112,000, bounded between 58, 115 and 167, 585),
and centred to a target mean drawn from the real dataset’s mean amplitude distribution
(1 € [3069.85,3421.05] with o ~ 63.99).
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100 synthetic traces were generated and subsequently processed using the feature ex-
traction pipeline. The synthetic dataset served as a testbed for evaluating the generative
capabilities of SigVarGen. The normalised sample waveform of the generated synthetic
trace is depicted in Figure 3.2.

Sensitivity analysis. To understand how individual parameters affect fidelity, we per-
formed a global importance analysis using Optuna’s fANOVA on random trials of the ob-
jective, and one-at-a-time (OAT) sweeps for every parameter over expanded local ranges
around the baseline. At the baseline, the per-feature discrepancies were dominated by
spectral characteristics and impulsiveness (largest Wasserstein gaps at spectral entropy
~ 2.31, followed by kurtosis ~ 1.04 and impulse factor ~ 1.01), indicating that parameters
shaping spectral energy, offsets, and bursts are most consequential.

The fANOVA ranking identified the constant offset inside the interrupt window as
most important, followed by SNR, the upper bound of the base amplitude, lower/upper
interrupt amplitudes, and the primary base-pattern. Consistently, OAT sweeps revealed
pronounced local sensitivity to interrupt offset and the duration of the interrupt window.
Reducing interrupt offset too aggressively degraded the objective (up to 4+0.40), whereas
a modest increase from baseline produced the best local improvement. Extending the
interrupt window slightly beyond the baseline end ratio improved the fit, while truncating
it early was strongly detrimental. The upper burst amplitude limit exhibited a sharp
cliff: a moderate cap improved performance, but allowing overly large bursts worsened it
markedly. The pre-offset applied to the periodic interrupts showed a non-monotone effect
with a beneficial region near its baseline.

The analysis indicates that matching spectral spread and impulsive behaviour are pri-
marily controlled by the interrupt step height and duration and by constraining burst
magnitudes. Secondary adjustments in band placement, window length, and pattern duty
cycles further refine the fit. These findings informed the narrowed second-stage search
regions and the reduced active set in the final optimisation.

Feature Extraction

We extracted a diverse set of statistical features to enable quantitative comparison between
real and synthetic signals that capture each waveform’s structural and spectral character-
istics. We selected time-domain and frequency-domain descriptors known to characterise
signal dynamics effectively. This comprehensive feature set forms the basis for subsequent
evaluation and statistical analysis of signal similarity and variation.

43



The most important and widely used expected values are the first-order moment,
namely the mean value, and the second-order moments, namely the correlation, the covari-
ance, and the power spectrum [115]. Boashash and Ouelha [17] mention mean, variance,
skewness, and kurtosis as the base parameters from the time domain and spectral flux,
spectral entropy, and spectral flatness from the frequency domain. Jahangir et al. [58]
provide an extensive list containing mean, median, peak amplitude, minimum, maximum,
standard deviation, variance, harmonic mean, interquartile range, root mean square, peak
amplitude, pitch angle, kurtosis, skewness, signal power, coefficient of variation, zero cross
rate as features from the time domain, and energy, mean frequency, spectral flux, spectral
roll-off, spectral centroid, spectral flatness, spectral entropy and spectral contrast from the
frequency domain, without specifying their importance for analysis.

We analysed and adapted features from these key studies, subsequently designing a set
of time-domain and frequency-domain features. Time-domain features primarily describe
the characteristics of a signal in its original form without transforming it to another domain.
These features capture a signal’s inherent patterns, fluctuations, and dynamics as it evolves
over time. Frequency-domain features offer insights into a signal’s frequency components,
helping to identify the most dominant frequencies and their distribution.

Time-domain Features Below is a conceptual explanation of the time-domain features
computed for a 1D signal under analysis. Each feature is widely used in fields like signal
processing, vibration analysis, and audio/speech processing to characterise the signal’s
statistical or morphological properties in the time domain. Time features were extracted
using the NumPy Python library [51]. The following functions use common nominators
such as z[n] representing the signal, N denoting the number of samples, p is the mean,
and o is the standard deviation.

The mean value of a signal represents its central tendency [17]. A nonzero mean
indicates the presence of a Direct Current (DC) component, also known as DC bias or DC
offset. The mean is computed through equation 3.3. While mean was mentioned as one of
the most crucial time-domain features in multiple studies, it is worth noting that in audio
and vibration signals, a properly centered signal typically has a mean near zero, reflecting
an Alternating Current (AC) phenomenon. And thus, the mean value often cannot define
the average amplitude. Instead, the mean-square value is computed to measure the signal’s
average strength.

z[n). (3.3)



The wvariance of a signal measures the degree to which its amplitude values deviate
from the mean, providing insight into the signal’s dispersion or spread [I7]. A higher
variance indicates more significant variability in the signal, often corresponding to signals
with pronounced fluctuations in amplitude. In contrast, a lower variance suggests that the
signal’s amplitude values are tightly clustered around the mean. Variance is commonly used
in signal analysis to quantify the overall energy distribution around the central tendency
and is computed using Equation 3.4.

variance o” = % Z (z[n] — M)Z, (3.4)

where p is the mean of the signal.

The standard deviation, derived as the square root of the variance std_dev o = /variance,
serves as another important metric for analysing signal variability. It directly interprets
the average deviation of the signal’s amplitude from its mean. A large standard devia-
tion signifies substantial amplitude variations, while a small standard deviation indicates
consistency in amplitude values around the mean.

The median is the value separating the higher half and the lower half of the sorted
sample values [58]. Unlike the mean, the median is more robust to outliers. If a signal has
large spikes or outliers, its mean can be heavily affected, while the median remains more
stable. The median is calculated using equation 3.5, where the position of the median is
determined based on whether the number of samples NV is odd or even.

T(a41), if NV is odd,
median = x 2 +x | (35)
(3) " (50 if N is even.

Peak-to-peak amplitude measures the total amplitude range of the signal [58] and is
commonly used in engineering to quickly assess the maximum excursion from the lowest
to the highest point of the signal. Peak-to-peak amplitude is calculated through Equation
3.6.

peak_to_peak = max{z[n]} — min{z[n]}. (3.6)
Root Mean Square (RMS) is a standard measure of the signal’s power [58]. In electrical

engineering, RMS of a voltage or current signal equates to its DC-equivalent for power
calculations. RMS is calculated through Equation 3.7.
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N-1

1 2
rms = | 5 Z(x[n]) : (3.7)

n=0

Crest factor indicates how extreme the peaks are in relation to the overall power of the
signal, and is calculated as peakf%eak. A large crest factor implies the presence of strong
transients or spikes. A lower crest factor means a more consistent amplitude. Impulse
factor, similar to the crest factor, assesses the transient nature of the signal by comparing
the maximum absolute amplitude (peak) to the average absolute amplitude fiaps. It is
computed as max |zfn]] - A large impulse factor suggests that the signal contains short, high-
intensity bursts gifgniﬁcantly exceeding the ongoing average level. Shape factor compares
the RMS level to the average absolute level. It can be interpreted as how "peaky” a signal
is relative to its absolute value version. It is calculated by dividing rms by fi.ps, Where fiaps

is a mean of |z[n]|.

The Zero-Crossing Rate (ZCR) quantifies the rate at which a signal’s amplitude changes
sign. A high ZCR is typically associated with high-frequency or noisy signals, where
numerous sign changes occur per unit time. Conversely, a low ZCR indicates smoother
oscillations or low-frequency components, reflecting fewer sign changes. ZCR is computed
using Equation 3.8.

ZCR = % ; I(sign(x[n]) # sign(x[n — 1])), (3.8)

where Z(-) is an indicator function that evaluates to 1 if the condition inside is true and 0
otherwise.

Skewness of a signal quantifies the asymmetry of its amplitude distribution around the
mean, providing a measure of how the distribution deviates from symmetry [17]. Positive
skewness indicates the presence of a longer or heavier tail on the right side of the distribu-
tion, often caused by a few large positive values. Conversely, negative skewness signifies a
longer or heavier tail on the left, typically due to a few large negative values. Skewness is
computed using Equation 3.9.

& o (oln) =)

o3

(3.9)

skewness =

Kurtosis of a signal measures the "tailedness” or ”peakedness” of its amplitude dis-
tribution, offering insights into the signal’s propensity for extreme values [17]. A positive
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excess kurtosis indicates a sharp peak and heavy tails compared to a Gaussian distribution,
often caused by impulsive events. On the other hand, a negative excess kurtosis suggests
a flatter distribution with lighter tails. Kurtosis is calculated using Equation 3.10.

& oo (aln] — )"

)
0-4

kurtosis = (3.10)

The time-domain features provide a comprehensive analysis of a signal’s amplitude
distribution, variability, shape, and temporal structure, encompassing various categories
such as measures of central tendency (e.g., mean, median), measures of dispersion (e.g.,
variance, standard deviation, peak-to-peak, RMS), rate of sign changes (e.g., zero-crossing
rate), form or shape indicators (e.g., crest factor, shape factor, impulse factor), and statis-
tical moments (e.g., skewness, kurtosis). Together, these properties provide complimentary
insights into the signal’s energy level, dispersion, dynamic range, impulsiveness, asymme-
try, and temporal correlation.

Frequency-domain Features The frequency-domain representation of a signal pro-
vides critical insights into its spectral characteristics. Frequency features were extracted
using the NumPy Python library. Fourier analysis is fundamentally a method for express-
ing a function as a sum of periodic components and recovering the function from those
components. When the function and its Fourier transform are replaced with discretised
counterparts, it is called the Discrete Fourier transform (DFT). Applying the DFT via the
Fast Fourier Transform (FFT) generates a complex spectrum that describes how different
frequency components contribute to the overall signal. FF'T refers to a way the DF'T can be
calculated efficiently by using symmetries in the calculated terms [51, 25]. DFT is defined
by Equation 3.11.

N-1

kn
X|k| = =211 — =0,1,...,.N—1 11
[k] ngox[n} exp{ mN}, k=0,1,..., , (3.11)

where z[n| is the discrete-time signal in the time domain, X[k| is the DFT of z[n| in the
frequency domain, n is the time-domain index, ranging from 0 to N —1, k is the frequency-
bin index in the DFT, ranging from 0 to N — 1, N is the total number of samples in one
analysis frame, 7 is the imaginary unit, where i = —1.

Given an input x, representing the signal in the time domain, one of the first steps
is to compute its magnitude spectrum. The magnitude spectrum measures the signal’s
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amplitude at various frequencies and is obtained using the FF'T. This process is formally
defined by Equation 3.12.

X =FFT(x), magnitude_spectrum = |X|, (3.12)

where X denotes the Fourier transform of the time-domain signal x, and |X| represents
the absolute value (or magnitude) of the Fourier transform. The FFT algorithm efficiently
computes the Fourier transform, which decomposes the signal into a sum of sinusoidal
components with specific frequencies and amplitudes. The resulting magnitude spectrum
|X| reflects the relative strength (amplitude) of these frequency components.

The Fourier transform operates in the frequency domain, where each component cor-
responds to a discrete frequency. These frequencies are defined as f = [fo, f1,..., fv-1],
where f is a vector containing the discrete frequencies of the Fourier transform, and N
is the length of the input signal x. Here, fy corresponds to the DC component, while
subsequent values fj represent progressively higher frequencies. This definition assumes
zero-based indexing for simplicity.

The magnitude spectrum is expressed as M = {MO, M,..., MN_I}, where M) = |Xy|
is the magnitude of the k-th frequency component. Together, M (the magnitude spectrum)
and f (the discrete frequency set) form the basis for computing spectral features such as
spectral centroid, spectral spread, spectral skewness, spectral kurtosis, spectral flatness,
etc.

The spectral centroid represents the “centre of mass” of the magnitude spectrum [16, 58]
and is formally given by Equation 3.13. The centroid indicates where the centre of the
spectral energy is located. In audio processing, for instance, a higher spectral centroid
suggests a brighter or higher-pitched timbre. Mathematically analogous to a weighted
mean, it is sensitive to how energy in the frequency spectrum is distributed.

Z o feM,

3.13)
N 1 (
N M

spectral_centroid ps

The spectral spread quantifies the dispersion of the spectral energy around the spectral
centroid [16] and is defined by Equation 3.14. Spectral spread measures how ”"wide” or
"narrow” the main energy distribution is in the frequency spectrum. Signals with energy
localised around a single narrow frequency band will exhibit a small spread; signals with
energy spread over many frequencies will have a larger spread.
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spectral_spread = (3.14)

Spectral skewness measures the asymmetry of the spectral distribution around its mean
(the spectral centroid) [17, 58]. Positive skewness indicates a distribution that has a tail
extending towards higher frequencies. Negative skewness indicates a tail extending towards
lower frequencies. It highlights whether a signal’s spectral energy is skewed toward higher
or lower frequency ranges relative to the centroid. Spectral skewness is computed using
Equation 3.15.

o (fr — Mf)SMk
ho (My)?

spectral_skewness = (3.15)

Spectral kurtosis quantifies the sharpness and concentration of the spectral distribu-
tion [118]. A positive kurtosis indicates a distribution with sharp peaks and heavy tails,
suggesting energy concentrated in a few strong frequency components or impulsive events.
Conversely, a lower kurtosis indicates a flatter, more uniform distribution, implying the
energy is spread across a broader range of frequencies. High spectral kurtosis is often as-
sociated with signals containing transient or narrowband components. Spectral kurtosis is
computed using Equation 3.16.

_ 4

szol (fk: - Mf) My,
N .
k:01<Mk)4

spectral_kurtosis = (3.16)

The spectral entropy quantifies the randomness or flatness of the energy distribution
across the frequency spectrum, offering a measure of how evenly energy is spread across
frequency bins [117]. A low spectral entropy value signifies that energy is concentrated
in a small number of frequency bins, indicating a tonal or peaked signal. Conversely, a
high spectral entropy reflects a more uniform and broadband energy distribution, often
associated with noise-like signals. Spectral entropy is computed using Equation 3.17.

N-1
spectral_entropy = — Z i log, (pk + 6), (3.17)
k=0
where p;, = % is the normalized magnitude of the spectrum, € ~ 2.220446 x 10716 is
b

a small constant for numerical stability.
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The peak frequency identifies the frequency bin with the maximum magnitude, offer-
ing insight into the dominant frequency component of a signal [120]. Peak frequency is
determined using Equation 3.18.

peak _frequency = fi«, where £k* = arg max My, (3.18)

The spectral flatness measures the uniformity of the magnitude spectrum, offering a
way to distinguish noise-like signals from tonal or harmonic ones [17, 58]. A spectral flat-
ness close to 1 indicates a uniform energy distribution across the frequency spectrum, as
observed in white noise. Conversely, a value near 0 suggests that the signal contains dom-

inant peaks, indicating tonal characteristics. Spectral flatness is computed using Equation
3.19.

exp(% fcv:_olln(]\/[k—l—&)
% Lo (Mi+9)

spectral_flatness = , (3.19)

where § is a small constant (e.g., 107'2) to avoid logarithms of zero.

These features collectively capture various characteristics of how the energy in the signal
is distributed across frequencies — ranging from its central tendency (centroid) and disper-
sion (spread) to its shape (skewness, kurtosis), concentration (peak frequency), uniformity
(entropy), and harmonic vs. noise-like nature (flatness).

Statistical Testing and Comparison Methodology

To rigorously evaluate the realism of synthetic signals generated using SigVarGen, we em-
ployed two complementary statistical evaluation methods: the Mann—-Whitney U test and
the Wasserstein distance metric. These approaches serve distinct but complementary pur-
poses. The Mann-Whitney U test tells whether the distributions are statistically similar,
while the Wasserstein distance shows how different they are in terms of shape and spread.

We utilised the non-parametric Mann-Whitney U test to assess whether the statistical
properties of synthetic signals significantly differed from those of real Philips Hue device
traces. The Mann—Whitney test, also known as the Wilcoxon rank-sum test, is particularly
suited to our analysis because it does not require assumptions of normality, making it robust
for feature distributions typical of power traces [09]. Formally, the null hypothesis for the
Mann—Whitney U test applied to each feature is defined in Equation 3.20.
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HO : Freal<x> = Fsynth(x) (320)

This hypothesis states that the feature values from the real and synthetic datasets are
drawn from the same underlying distribution. The alternative hypothesis, which suggests
a significant distributional difference, is defined in Equation 3.21.

Hl : Freal($> 7& Fsynth(x) (321)

A significance threshold of a = 0.05 was adopted for all tests. If the resulting p-
value falls below this threshold, the null hypothesis is rejected, indicating a statistically
significant deviation between the synthetic and real distributions for that feature.

While the Mann—Whitney U test offers inferential clarity regarding statistical equiv-
alence, it does not quantify the magnitude of distributional discrepancies. To address
this limitation, we supplemented our analysis with the Wasserstein distance, which explic-
itly measures the distance between two probability distributions in terms of the minimal
amount of “mass” that must be moved to transform one distribution into the other [32].

We employed Wasserstein distance to conduct three distributional comparisons: syn-
thetic versus real Philips Hue traces, real RPI versus real Philips Hue traces, and synthetic
Philips Hue versus real RPI traces. These comparisons enabled a comprehensive assessment
of synthetic data realism, contextualised within real-world inter-device variability.

Formally, for each feature f € F, where F denotes the set of all extracted features, the
Wasserstein distance W (f; A, B) was computed between datasets A and B. We defined a
working hypothesis that the synthetic Philips Hue dataset should be distributionally closer
to the real Philips Hue dataset than to the real RPI dataset, and that this distance should
also be smaller than the distributional distance between the real RPI and real Philips Hue
datasets. This condition was evaluated per feature using the Equation 3.22.

VfeF, W(f;S H)<min[W(f;R, H), W(f;S,R) (3.22)

where S, H, and R represent the synthetic Philips Hue, real Philips Hue, and real RPI
datasets, respectively.

Evaluation under this comparative framework enables us to determine whether the dis-
tributional differences between synthetic and real signals are within the bounds of natural
inter-device variability. A violation of the working hypothesis defined in Equation 3.22
occurs when the Wasserstein distance between synthetic and real Philips Hue data exceeds
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the distance observed between two real devices. Such violations indicate that the syn-
thetic signals deviate from their intended target more than real-world hardware variability
would suggest, thereby highlighting specific features where the signal generation process
may require further refinement.

Combining the inferential robustness of the Mann-Whitney U test with the descriptive
sensitivity of the Wasserstein distance, our evaluation framework provides a comprehensive
and interpretable foundation for assessing the realism of synthetic signal generation.

3.5.3 Case Study 2: Synthetic Signal Augmentation

To assess the effectiveness of SigVarGen v0.1 in reproducing realistic variability across re-
peated measurements, we designed a controlled study simulating multiple observations of
a consistent underlying power event. In practical measurement scenarios, even identically
configured experiments yield variations arising from physical, electronic, and environmen-
tal influences such as sensor noise, temporal sampling discrepancies, gain fluctuations,
and non-stationary interference. This case study specifically aimed to validate whether
SigVarGen-generated synthetic signals authentically represent such real-world measure-
ment variability.

Synthetic Signal Variations Generation

To explore the effects of domain-specific variation, this study focuses on signal augmen-
tation for two distinct embedded domains: Arduino boards and camera systems. Table
3.2 summarises the expected signal characteristics for these device types. Each base wave-
form was augmented to produce sixteen distinct variants, resulting in a controlled set of
synthetic observations that emulate repeated measurements.

All variants were generated with a fixed signal length of 10,000 samples and modulated
through combinations of structured transformations and controlled noise additions. Each
synthetic variation was created using the augmentation pipeline outlined in Section 3.3.3,
comprising amplitude modulations, time-domain transformations, and local baseline drifts.
The variation parameters were selected from narrow sub-ranges within the broader config-
uration space using algorithm 4 to ensure that while each variant differed measurably, all
preserved the semantic structure of the original waveform.

Variants for each domain were generated using tailored noise power configurations,
with the Arduino dataset exhibiting a SNR range from —2.92 to 6.05 dB, while camera-
generated waveforms spanned a broader SNR spectrum from —2.78 to 15.26 dB. The noise
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colour was randomly sampled from the white, pink, or brown options for each base wave.
The generated variations leveraged either stationary or non-stationary noise models. Non-
stationary noise was modulated via random time-varying amplitude envelopes, effectively
simulating power fluctuations and environmental noise bursts.

Feature Extraction

This subsection provides a methodological and conceptual overview of quantitative features
extracted from synthetic signal variations. The selected features capture the statistical,
temporal, and spectral properties essential for authentic representation and systematic
characterisation of realistic measurement variability. Such measures are widely employed
in signal processing, biomedical analyses, and condition monitoring applications to analyse
variations between sequential observations of nominally identical events.

Before extraction, signals were uniformly resampled to 10,000 samples via linear inter-
polation, followed by normalisation, subtracting the mean and dividing by the standard
deviation. This ensures consistent scale and sample length, eliminating biases due to am-
plitude or duration discrepancies.

To quantify shape and pattern differences between two sequential signals, we computed
the Euclidean Distance (ED). ED measures the global deviation in amplitude and temporal
profile between two normalised signals x[n] and y[n|, defined mathematically by Equation
3.23.

N-1

ED = | > (z[n] — y[n))?, (3.23)

n=0

where N denotes the total number of samples. ED is well-established in literature for
comparing signal profiles, with extensive applications ranging from speech recognition [30]
to neural pattern detection [33].

Additionally, we defined a complementary measure termed CP, designed to quantify the
relative power or amplitude-based variation between consecutive signals. The CP metric
calculates the power ratio between two signals, assessing their comparative strength and
offering insight into their relative intensities. Mathematically, CP was defined based on
the SNR computation as shown in Equation 3.24.

S alal’ ) | (3.24)

CP (dB) = 10log;, ( N—l(x[n] — y[n))?
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CP provides a distinct perspective compared to traditional time-series similarity met-
rics. While distance-based metrics such as ED emphasise structural similarity, capturing
shape, timing, or pattern, CP specifically characterise the intensity differences, often re-
lated to amplitude and noise variations. This is particularly valuable in contexts where
variations in system behaviour can be discerned purely based on signal strength, poten-
tially making deeper structural analysis redundant. Thus, CP correlates with established
distance metrics and supplements them by quantifying amplitude-based variation and re-
vealing underlying characteristics of system noise.

Statistical metrics describing the distributional characteristics of the resulting ED and
CP sequences (mean, standard deviation, skewness, and kurtosis) were calculated accord-
ing to formulas previously defined in Section 3.5.2. These metrics encapsulate the central
tendency, dispersion, asymmetry, and peakedness, providing comprehensive statistical de-
scriptors of signal variability.

Temporal dependencies were analyzed using autocorrelation at lag 1, as expressed by
Equation 3.25. The autocorrelation at lag 1 quantifies the similarity between adjacent
samples in a signal, providing a measure of its temporal dependency or smoothness [115].

ZT]Y;OQ x[n] z[n + 1]
N -1

autocorrelation_lag_1 =

(3.25)

Spectral characteristics were assessed using PSD, computed through Welch’s method,
an established spectral estimation technique. Welch’s method divides the original signal
into overlapping segments, applies windowing functions to reduce spectral leakage, com-
putes the periodogram of each segment, and averages these periodograms to enhance spec-

tral estimate stability [119]. Mathematically, Welch’s PSD is computed through Equation
3.26).
1 K| g M 2
P..(f) = % 2 % 2 zi[nJw[n]e 72 | (3.26)

where xi[n| denotes the k-th segment of the signal, w[n]| is the window function, M is
the segment length, and K is the number of segments [I17]. PSD analysis via Welch’s
method has proven effective across various fields, including biomedical signal processing
and vibration analysis, due to its robust and stable spectral estimation capability [L00].

Furthermore, to analyse rapid temporal dynamics, first-order differences of both ED
and CP sequences were computed, followed by calculation of statistical features such as
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mean, standard deviation, skewness, and kurtosis. This incremental analysis highlights
transient, short-term variations between consecutive measurements, a methodology widely
adopted in EEG-based studies and real-time signal characterisation tasks [59, 31].

In summary, the comprehensive suite of extracted features, incorporating ED and CP
with temporal dependencies, spectral density characteristics, and incremental statistics,
provides robust validation of SigVarGen’s capacity to generate realistic synthetic signal
variations. These features enable precise quantification and comparison with empirical
variability observed in authentic measurement data.

Testing and Comparison Methodology

A suite of analytical techniques and visualisation approaches was employed to rigorously
validate the realism and appropriateness of the synthetic signal variations generated by
SigVarGen. These methods facilitated comparisons between synthetic signals and real
measurements from Section 3.5.1 expanded with HikCam and GSM module data, providing
qualitative insights into the statistical and structural fidelity of the generated data.

The dimensionality and internal structure of the extracted feature sets were initially
explored using Principal Component Analysis (PCA), implemented via the scikit-learn
library [81]. PCA is a widely utilised technique for dimensionality reduction, project-
ing high-dimensional data onto a lower-dimensional subspace that captures the maximum
variance present in the original dataset. Formally, PCA involves finding a set of orthonor-
mal vectors, known as principal components, along which the variance of the projected
data is maximised [l 11]. Given a dataset consisting of N samples of d-dimensional vec-
tors {t,}_,, the principal axes are obtained through an eigendecomposition of the data
covariance matrix S as given by Equation 3.27.

1 _ .
S=+% ;(tn —t)(t, —t)7, (3.27)

where t is the mean vector. The principal components correspond to the eigenvectors
associated with the largest eigenvalues \;, satisfying the eigenvalue Equation 3.28.

SWj = )\jo, (328)

where w; represents the jth principal axis. A lower-dimensional representation x,, of the
original data vector t,, is then computed by projecting the mean-centered data onto the
principal axes through Equation 3.29.
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X, = W' (t, — 1), (3.29)

with W being the matrix whose columns are the principal eigenvectors w;.

PCA effectively reveals inherent groupings or overlaps between real and synthetic sig-
nals, thus offering intuitive insights into how well synthetic data replicate the distribution
and structure of empirical measurements. The efficacy of PCA in validating synthetic
data distributions is extensively documented in various studies, including EEG analysis
for validating extracted components [20].

Complementing the PCA analysis, detailed visual comparisons were performed by plot-
ting pairs of extracted statistical features based on ED and CP. Scatter plots were con-
structed to visualise the relationships and overlaps between synthetic and real datasets.
In these visualisations, synthetic data points were colour-coded according to their mean
SNR, allowing immediate recognition of how variations in SNR influence feature distribu-
tions. Real measurements from embedded systems, initially described in Section 3.5.1 and
complemented by additional datasets from HikCam and GSM module collected through a
similar pipeline, were plotted alongside synthetic signals. Distinct markers were assigned
to each dataset to enhance visual clarity and facilitate intuitive comparative interpreta-
tion. Scatter plot visualisations are critical tools for pattern identification and qualitative
assessment of synthetic data realism, as emphasised in research focused on effective data
visualisation methodologies [27].

Further statistical realism validation was conducted through distributional analyses,
directly comparing feature distributions between synthetic signals and real measurements.
Density plots and histograms were generated for each extracted feature, providing visual
assessments across synthetic Arduino-board-generated signals, synthetic camera-based sig-
nals, and multiple real-device datasets. These analyses employed Kernel Density Estima-
tion (KDE), a non-parametric method for estimating probability density functions from
empirical data. Mathematically, KDE is expressed by Equation 3.30.

fla) = Nihéf( (x;x) (3.30)

where f (x) is the estimated density at point x, N is the number of data points, h is
the bandwidth parameter that controls the smoothness of the density estimate, and K(-)
denotes the kernel function, typically Gaussian 3.31.
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These KDE-based distribution plots allowed detailed comparisons of central tendency,
dispersion, and overall distribution shape, demonstrating whether synthetic signals exhib-
ited statistical properties consistent with real-world measurements across various embed-
ded domains. KDE'’s effectiveness in evaluating synthetic data realism has been extensively
studied, notably within privacy-preserving synthetic data research, underscoring its robust

capacity for distribution similarity assessments [54].

Collectively, this integration of PCA-based dimensionality exploration, scatter-plot vi-
sualisation, and KDE-based distributional comparisons provides a robust multidimensional
validation framework. Chosen analytical techniques ensure that synthetic signal variations
produced by SigVarGen are rigorously validated, closely matching real-world measurement
characteristics.

3.6 Experimental Results

This section presents comprehensive experimental results to evaluate the realism, statistical
fidelity, and effectiveness of the synthetic signals generated by the SigVarGen framework.
Two distinct case studies are reported. First case study assesses SigVarGen’s ability to
synthesise realistic signal traces for embedded platforms, and the second examines its capa-
bility to replicate realistic variations occurring between multiple measurements of identical
events. Each case study employs statistical and visualisation-based validation methods,
establishing the robustness and applicability of the proposed synthetic signal generation
approach.

3.6.1 Case Study 1: Signal Synthesis for Embedded Platforms

To evaluate the effectiveness and realism of synthetic signal generation framework, we
conducted comprehensive statistical analyses comparing the generated synthetic Philips
Hue signals with their real-world counterparts and with signals from a distinct embedded
platform.

The Mann-Whitney U test assessed whether the distributions of individual signal fea-
tures from synthetic and real Philips Hue datasets differed significantly. Table ?? presents
each extracted feature’s statistics and corresponding p-values.
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3-Way Feature Comparison: Synthetic vs Real
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Figure 3.5: Feature-wise Wasserstein distances between synthetic and real Philips Hue,
real RPI and real Philips Hue, and synthetic Philips Hue versus real RPI datasets

The results demonstrate that the majority of features (13 out of 20) exhibit no statisti-
cally significant difference between synthetic and real signals (p > 0.05). However, several
critical waveform features showed statistically substantial discrepancies. These findings
highlight that while general amplitude-based and spectral features are closely replicated,
certain temporal and spectral irregularities require further refinement in synthetic genera-
tion.

To complement the hypothesis tests, we computed Wasserstein distances for feature-
wise comparisons between synthetic versus real Philips Hue signals, real RPI versus real
Philips Hue signals, and synthetic versus real RPI signals. Figure 3.5 visually summarises
these distances for each feature.

The Wasserstein distance results demonstrated strong agreement with the Mann—Whitney
U test findings. Notably, synthetic signals consistently showed the smallest Wasserstein
distances when compared with their real Philips Hue counterparts across all evaluated
valid features (17 out of 17, excluding features with insufficient variability). Features re-
flecting primary statistical properties (mean, median, variance, standard deviation) and
fundamental spectral attributes (spectral centroid, spectral skewness) exhibited minimal
synthetic-to-real distances, highlighting the effectiveness of the SigVarGen framework in
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capturing general statistical behaviour.

Certain waveform shape features, such as crest factor, impulse factor, and peak-to-peak
amplitude, alongside spectral complexity indicators like spectral entropy, spectral flatness,
and spectral spread, displayed comparatively higher distances. While synthetic data still
showed a closer resemblance to the real Philips Hue signals than to the real RPI dataset, the
elevated Wasserstein values for these particular features suggest residual gaps in accurately
capturing transient peaks and spectral irregularities.

Overall, our results confirm that the developed signal generation framework SigVarGen
can produce synthetic datasets that closely emulate key statistical and spectral character-
istics of real devices, with minor feature exceptions.

3.6.2 Case Study 2: Synthetic Signal Augmentation

To evaluate the realism and effectiveness of synthetic signal variations generated by SigVar-
Gen, we conducted a comparative analysis against real measurement variations obtained
from Raspberry Pi. The PCA, a widely accepted dimensionality reduction method de-
scribed previously in Section 3.5.3, was applied to visualise and compare the distribution
and internal structure of the extracted statistical features.

Figure 3.6 illustrates the two-dimensional PCA projection, showing distributions of syn-
thetic signal variations in blue and real RPI-based measurements in red. Visual examina-
tion indicates significant overlap between the two groups, suggesting that synthetic signals
closely emulate the real-world signal variability measured by the PowerFuzzer framework
for the RPI system. Nonetheless, subtle differences are noticeable: specific real measure-
ments exhibit distinct extremes along the second principal component, reaching values
below —60, which the synthetic distribution does not cover extensively.

Following PCA-based dimensionality reduction, detailed distributional analyses were
conducted to assess the statistical realism of synthetic signal variations. This was achieved
by comparing KDE distributions of multiple statistical and spectral features derived from
synthetic and real signals. Figures in Appendix A depict distributions for selected CP and
ED based features.

Mean values of ED distributions in Figure A.1) exhibit two distinct peaks for GSM and
HikCam datasets, reflecting characteristic signal behaviours likely related to the unique
measurement scenarios. Synthetic signals generally capture one prominent peak region,
suggesting room for improvement in covering more extensive feature variability observed
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PCA for variations in synthetic data and real RPI
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Figure 3.6: PCA visualisation comparing feature distributions between synthetic variations
(blue) and real RPI measurements (red).

in practical deployments. Figure A.2 displays the standard deviation distribution. Simi-
larly, GSM and HikCam signals present additional peaks, suggesting nuanced behaviours
currently beyond synthetic emulation capability.

Skewness analyses in Figure A.3) indicates a close alignment between synthetic and
real data distributions. The synthetic distributions closely mirror real-world measure-
ments’ shape, central tendency, and variability, with minor deviations observed in GSM
distribution.

Figure A.4 shows the distribution of kurtosis calculated on ED. It can be observed
that synthetic signals generated for both Arduino and camera-based configurations closely
match the shape, location, and spread observed in real measurements from various devices.

Autocorrelation distributions at lag 1 in Figure A.5 reveal substantial similarity between
synthetic and real signals. Synthetic Arduino and camera signals effectively capture the
central tendency and variability of autocorrelation observed in real datasets. The GSM
dataset shows an extended range, highlighting specific temporal characteristics not fully
represented in the synthetic set.

Further validation of SigVarGen-generated synthetic signals was achieved through de-
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tailed pairwise analyses of statistical and spectral feature pairs. Scatter plots, presented in
Appendix B, illustrate the relationships between various ED and CP derived features for
synthetic signals and real measurements.

Analysis of higher-order statistical features, kurtosis and skewness, is presented in Fig-
ure B.3. Real and synthetic datasets align closely along clear linear trends, confirming
that synthetic signals accurately replicate complex statistical patterns in actual embedded-
device measurements. Sparse discrepancies at higher kurtosis values imply occasional ex-
treme deviations in the synthetic dataset, likely related to specific augmentation modelling
parameters.

Figure B.2 compares fundamental statistical features calculated from ED and CP se-
quences, such as mean and standard deviation. These features also display clear linear
correlations, highlighting consistency between amplitude-based and shape-based metrics
across synthetic and real measurements. The extensive overlap reinforces the effectiveness
of synthetic signals in realistically replicating typical measurement variability.

The relationships between incremental feature pairs are displayed in Figure B.1. Syn-
thetic and real datasets demonstrate strongly linear relationships between delta ED and
delta CP features across different statistical measures. The synthetic signals comprehen-
sively span the same regions as real measurements, replicating the realistic correlation
structure observed in empirical data. Minor outliers or deviations in the delta kurtosis
plot suggest instances where synthetic signals exhibit a broader variability range compared
to specific real-world conditions.

Finally, Figure B.4 assesses the spectral (PSD mean) and temporal dependency (au-
tocorrelation lag-1) features. Both synthetic and real data exhibit strong linear trends
and nearly perfect overlap in autocorrelation values, validating the temporal structure of
synthetic variability. The PSD mean scatter plot indicates broader dispersion in synthetic
data, particularly at higher PSD values, suggesting synthetic signals may benefit from
further spectral refinement.

In conclusion, the results presented in this case study demonstrate that SigVarGen
v0.1 effectively reproduces realistic variability observed across repeated measurements of
the same underlying power event.

3.7 Results and Conclusion

SigVarGen is a Python-based framework for synthesising realistic one-dimensional sig-
nals, including idle-state and active signals representing stable, repeatable events captured
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across multiple measurements under consistent environmental conditions. The framework
also provides extensive tools for introducing controlled variations and augmentation tech-
niques, including amplitude modulation, baseline drift, time shifting, and warping, as well
as noise addition (stationary/non-stationary, white/coloured), effectively simulating real-
world measurement variability. Through rigorous experimental evaluation presented in
earlier chapters, SigVarGen demonstrated the capability to accurately replicate typical
measurement scenarios and realistically emulate variability observed between different sig-
nal measurements of the same event. These capabilities position SigVarGen as a robust
and versatile synthetic data generation solution suitable for sensor data modelling, em-
bedded systems benchmarking, signal processing validation, and machine learning dataset
augmentation.

The developed framework provides a structured, modular signal generation and aug-
mentation approach. Key capabilities include synthesising complex signals by summing
multiple sinusoidal components, generating interrupting signals to simulate real-world per-
turbations, and systematically varying signal parameters using amplitude modulation,
baseline drift, time shifting, and warping transformations. Furthermore, SigVarGen’s noise
generation module offers extensive control over noise characteristics, supporting white and
coloured noise models with stationary and non-stationary noise patterns. This compre-
hensive feature set positions SigVarGen as a versatile tool for signal processing, embedded
systems testing, time-series analysis, and synthetic data generation across various domains,
including sensor data modelling and machine learning.

The SigVarGen framework is fully documented and readily accessible. Detailed doc-
umentation, including comprehensive tutorials, illustrative examples, and an extensive
description of available modules, ensures easy adoption and facilitates community-driven
enhancements. The software is publicly available under the MIT License.

Experimental validations through detailed case studies confirmed the framework’s ef-
fectiveness. Case Study 1 demonstrated that baseline synthetic signals generated for em-
bedded platforms closely matched empirical measurements obtained via the PowerFuzzer
setup. Statistical analyses, including hypothesis tests and distributional similarity mea-
sures, revealed high statistical fidelity between synthetic signals and real-world counter-
parts. In Case Study 2, we evaluated the framework’s capacity to replicate realistic mea-
surement variability observed across repeated observations of the same event. Comparative
analyses employing PCA, distribution analysis, and pairwise statistical evaluations collec-
tively verified substantial overlaps between synthetic signal variations and actual measure-
ment distributions.

In conclusion, SigVarGen provides a comprehensive and reliable solution for generating
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realistic synthetic signals under consistent environmental conditions. Rather than repli-
cating the exact structural complexity of real-world signals, the framework focuses on effi-
ciently producing diverse, configurable scenarios, including edge cases, with high statistical
fidelity and minimal setup, making it particularly well-suited for testing, benchmarking,
and algorithm development in data-limited environments.
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Chapter 4

SR&OS: Sample Rate & Offset
Search

Effective powertrace-based fuzzing requires precisely capturing the system’s response to
input stimuli, which hinges on correctly selecting the sampling rate and acquisition off-
set. Misalignment can obscure key system behaviours or introduce noise that degrades
anomaly detection accuracy. This chapter introduces the SR&OS algorithm, a dynamic
optimisation method that calibrates these parameters by identifying and isolating clear
response windows in power measurements. The chapter begins with a formal problem defi-
nition, followed by a step-by-step explanation of the methodology, including preprocessing,
response identification, adaptive binary search, and multi-offset evaluation. It concludes
with experimental validation demonstrating improved trace clarity and response coverage
compared to grid-based approach originally employed by PowerFuzzer.

4.1 Introduction

Powertrace-based fuzzing aims to detect undocumented behaviours by analysing a system’s
power consumption patterns in response to both valid and fuzzed commands. A critical as-
pect of this approach is ensuring that power measurements accurately capture the system’s
transient responses to incoming inputs. However, achieving reliable data collection requires
precise offset calibration t.gst and sampling rate selection fsample, collectively defined as

SR&OS.

In the context of the PowerFuzzer framework, offset calibration ensures that power
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measurements begin at the right moment after command transmission, preventing mis-
alignment that could obscure key system responses. Meanwhile, sampling rate selection
dictates the frequency at which power values are recorded over time, influencing the mea-
surement accuracy of transient events based on their duration. Chapter 2.4 describes py,
offset and sampling rate calibration, and p,, response window length identification, as
fundamental challenges in powertrace-based fuzzing, highlighting the impact of incorrect
configurations on anomaly detection.

This chapter focuses on developing and evaluating the SR&OS algorithm, designed to
optimise dynamically tofser and feample based on system feedback through the identification
Of T’I‘ES}?OTLSG'

4.2 Problem Statement

Given a set of powertraces recorded after the execution of a known command, and a
set. of powertraces recorded during idle periods, along with a set of valid sample rates
and an estimated initial offset range, dynamically search for the optimal combination of
sample rate fiample and initial offset togeer that maximizes the detection of a clear and
complete response window Tiesponse by analyzing deviations between response traces and
baseline traces, accounting for variations across multiple executions of the same command,
to be able to achieve reliable capture of the complete response window Tiesponse, €xcluding
irrelevant background noise or unrelated activity with highest score possible. Formally
problem is defined by Equation 4.1

(pl 5 pQ) == arg max S(fsamplea toffseta Tresponse) (4 1)

(fsample soffset 7Tr65p0nse)

where S is a scoring function 4.2, that reflects the quality and completeness of the
detected response trace under the given sampling rate, offset, and window size.

{S : (fsamp167 toffset: Tresponse) =S5 E [0, 1] (4 2)

S = w.S. +wiSy +wS + w, Sy
The weights are predefined as:
w, = 0.2, wy = 0.15, w, = 0.15, w, = 0.5

The function & combines four criteria:
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e (larity S.: Favoring single, non-fragmented response windows:

S — 1, if {a} <2
0, if [{e)}] > 2

, where
C: = (Tstart Tend )
;=

response’ — response

e Fullness &f: Ensuring the response finishes before touching end of the trace:

response
Sf=

_{1, T e < 0.9L

0, otherwise

e Length S§;: Rewarding reasonable response durations:

1, 0.1< Bepne <5

0.5, otherwise
e Uniqueness §,: Measuring statistical separability between response and baseline

traces:
1 N
v

, where ¢; denotes the p-value obtained by comparing the distribution of response
traces with distribution of idle traces through T-Test.

4.3 Methodology

This chapter describes the methodology employed by the SR&OS algorithm within the
PowerFuzzer framework. The SR&OS algorithm uses a hybrid strategy integrating binary
search with adaptive offset calibration. It leverages several key functions designed to
handle time-series analysis, noise reduction, anomaly detection, and optimal parameter
identification, as summarised in the following subsections.
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4.3.1 Powertrace Acquisition and Preprocessing

Reliable detection of undocumented behaviours through power trace-based fuzzing requires
capturing and preprocessing high-quality power measurements. Inaccurate and noisy traces
significantly impact anomaly detection accuracy, necessitating careful data collection and
preprocessing methods. The SR&OS algorithm adopts a systematic approach comprising
two critical stages: baseline trace acquisition with background processes activity removal
and response trace acquisition.

Baseline Trace Acquisition and Noise Reduction

Baseline traces represent the idle power consumption of the SUT without external stimuli.
Capturing clean and stable baseline traces enables accurate differentiation between normal
system behaviour and anomalous responses induced by specific commands.

Baseline powertraces are collected for specified sampling rates and offset using the
digitiser hardware through ‘collect_base_traces’ function. The procedure involves setting
the desired sampling rate and initial measurement offset, capturing multiple repetitions
defined p_count parameter to reduce stochastic variability and ensure robustness against
transient background fluctuations, and storing the resulting baseline powertraces as NumPy
arrays for subsequent preprocessing and analysis.

After the acquisition, baseline traces are cleaned using the ‘clean_background_noise’
function. The function ‘clean_background noise’ aims to identify and remove sections
of background power traces that exhibit anomalous behaviour across idle traces, poten-
tially caused by external disturbances or device-internal background processes. The pro-
cess begins with a pairwise comparison between all baseline power traces (referred to as
‘base_waves’). Each pair of traces is compared using a ‘moving_window_feature_comparison’
function.

The function ‘moving_window_feature_comparison’ performs a sliding window compari-
son between two time-series signals, denoted as ‘wave’ and ‘base_wave’. The comparison is
performed using fixed-size overlapping windows, each of length ‘window size’, with consec-
utive windows offset by ‘step_size’ samples. The Euclidean distance between the windowed
segments is computed for each window pair. This results in a sequence of distance values
quantifying the local similarity between the two signals over time. These results highlight
sections where the signals diverge.

For each pairwise comparison, outliers within the distance sequence are detected using
the ‘detect_outliers_iqr’ function. The function ‘detect_outliers_iqr’ identifies outliers within
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a given numerical sequence using the Interquartile Rang (IQR) method. This approach
computes the first quartile (Q1) and the third quartile (Q3) of the data, then derives the
interquartile range as IQR = Q3 — Q1. Outliers are data points that exceed Q3+ a- IQR,
where « is a configurable sensitivity parameter.

The detected outliers, corresponding to time windows where the signals deviate unusu-
ally, are mapped to time intervals within the trace. These intervals are further merged if
they overlap. Once all pairwise comparisons are processed, the algorithm identifies con-
sistent outliers with ‘find_consistent_outliers’. These consistent outliers are assumed to
correspond to unwanted noise segments caused by background processes. The detected
outlier intervals are removed from each power trace. To preserve the overall length of the
traces, the removed sections are replaced by extending the remaining parts of the signal.
This produces a set of cleaned baseline traces, with background noise segments removed
and reconstructed using the retained clean portions of the signals.

Response traces capture the device’s transient power consumption triggered explicitly
by known commands. These traces form the core data set for anomaly detection.

The procedure for ‘collect_response_traces’ follows a similar approach to ‘collect_base_traces’,
but focuses on capturing powertraces in response to command execution at specified off-
sets and sampling rates. The process begins with the initialisationdigitiser of a digitizer
hardware instance, where measurement parameters such as ‘record_length* (trace length in
samples), ‘count’ (number of repeated measurements for averaging), ‘sample rate' (sam-
pling frequency), and ‘skip_samples_post_trigger* (initial offset before measurement start)
are configured according to the experimental setup.

Once the digitiser is initialised, a triggering mechanism activates trace recording upon
command transmission. The known command is sent to the target device through a in-
terface (specified by analyst, currently were tested serial, CAN and SSH), initiating the
system’s response. Following command execution, the system waits for a predefined dura-
tion to ensure complete data acquisition. The waiting time is computed through Equation
4.3.

Trecord,length + Zfof'fset _samples

+6 (4.3)

wait_time =
fsample

where 0, set to 0.01 seconds, introduces a small buffer to accommodate potential variations
in response timing.

To enhance statistical reliability, the trace collection process is repeated for the speci-
fied number of traces. Each iteration follows the same sequence: command transmission,
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response recording, and an appropriate waiting period. This repetition accounts for poten-
tial variability in system behavior and ensures the captured data is representative of the
device’s typical response.

After completing the acquisition phase, the digitiser returns the recorded powertraces
in the form of a NumPy array. Each collected trace is explicitly linked to its corresponding
input command. These recorded traces serve as the foundation for subsequent analysis,
where they are compared against baseline traces to detect deviations indicative of sys-
tem response. The collected response traces are subsequently analysed using the SR&OS
methodology to detect and characterise system responses.

4.3.2 Dynamic Identification of Response Windows

Following powertrace acquisition and preprocessing, the SR&OS algorithm identifies and
characterizes intervals within the recorded traces that correspond explicitly to the device’s
response to executed commands. Precisely determining these intervals is critical, as they
form the basis for accurate anomaly detection and subsequent parameter optimisation.

The identification of response intervals employs a sliding-window similarity analysis im-
plemented through the ‘identify_response_trace’ function. Initially, each collected response
trace (representing device behaviour following command execution) undergoes a compara-
tive analysis against the previously cleaned baseline traces. These baseline traces provide
a stable reference, representing typical system behaviour devoid of externally induced ac-
tivities. Pseudo code for the ‘identify_response_trace’ function is attached as Algorithm 6,
and its respective flow chart is attached as Figure C.1 in Appendix C.

For each pairwise comparison between a response trace and a baseline trace, a sliding-
window approach is utilised via the function ‘moving window_feature_comparison‘. This
method systematically calculates local Euclidean distances between segments of the re-
sponse trace and corresponding segments of the baseline trace. These calculated distances
quantify local deviations, effectively highlighting trace regions exhibiting significant diver-
gence from normal behaviour.

Subsequently, statistical methods robust against outliers identify trace intervals with
significant deviations. The algorithm employs the IQR technique, implemented within
the function ‘detect_outliers_iqr. This non-parametric method identifies anomalous win-
dows within the distance measurements by establishing statistical boundaries based on the
data distribution. Trace segments exceeding these statistical boundaries are classified as
potential anomalous intervals indicative of genuine device responses.
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Algorithm 6: Identify response trace
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Result: Consistent response intervals across all known traces
Input: base waves — powertraces during idle activity
known_waves — powertraces after sending known command
WINDOW SIZE, STEP SIZE, TRACE_LENGTH — parameters for sliding window
comparison
dist_bases = empty list;
for wave in base_waves do
for other_wave in base_waves after wave do
compare wave and other_wave using sliding window;
add all distances to dist_bases;
end

end
total_merged _ranges_list = empty list;
for wave in known_waves do
merged_ranges_list = empty list;
for base_wave in base_waves do
compare wave and base_wave using sliding window;
combine distances with dist_bases;
detect outliers using IQR;
convert outlier windows to time ranges;
merge overlapping ranges;
add to merged ranges_list;
end
consistent_ranges = find consistent outliers in merged_ranges_list;
add consistent_ranges to total merged_ranges_list;

end
final ranges = find consistent outliers in total merged ranges_list;
return final ranges;

To further enhance reliability and avoid falsely identifying transient or random devia-
tions as genuine responses, the algorithm incorporates a consistency analysis through the
‘find_consistent_outliers’ function. By aggregating outlier intervals from multiple compar-
isons and assessing their recurrence frequency, the algorithm isolates only those consistently
appearing across independent comparisons. This ensures robust identification of actual de-
vice responses, minimising the likelihood of false positives arising from sporadic background
events or sensor noise. The function follows steps outlined by pseudocode in Algorithm 7.
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Algorithm 7: Find consistent outliers

Result: Consistent outlier intervals

Input: merged ranges_list — list of outlier ranges from multiple comparisons

threshold — fraction of comparisons a range must appear in

all_ranges = all ranges from merged ranges_list;

sort all ranges by start index;

combined_ranges = empty list;

for range in all_ranges do

if combined_ranges is empty or does not overlap with last range then
‘ add range to combined_ranges;

else
‘ merge range with last range in combined_ranges;

end

© 0 N o Uk W N =

end
for range in combined_ranges do
‘ count how many lists in merged_ranges_list contain overlapping range;
end
min_occurrences = threshold * number of lists;
consistent_ranges = ranges from combined_ranges with count > min_occurrences;
return consistent_ranges;

T e T < T e T S Rt
S A W N = O

The outcome of this analysis is a set of response intervals corresponding to the device’s
reaction following command execution. These intervals establish well-defined boundaries
for the response window, ensuring that power consumption variations attributed to the
command are correctly isolated from background noise. Identifying this response window,
denoted as Tiesponse, 1S @ critical step in the optimisation process, as it directly influences
subsequent binary search refinements of sampling rate and offset parameters. By prioritis-
ing the most prolonged detected responses, the algorithm ensures that the most complex
and extended device reactions are captured first, maximising detection reliability. This ap-
proach effectively addresses py, the challenge of response window identification, by dynam-
ically refining the observation window to include the most relevant segments of powertrace
activity.

4.3.3 Optimal Parameters Search via Adaptive Binary Search

The SR&OS algorithm employs a structured binary search approach to optimise ( fsample)
and (fofiset). These parameters determine the accuracy and effectiveness of powertrace-
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based fuzzing by ensuring that the recorded power measurements precisely capture the
device’s transient response to command execution. An inadequate selection of these pa-
rameters can lead to incomplete or misaligned powertraces, reducing the reliability of
anomaly detection.

The parameter optimisation process is implemented through the function ‘search_optimal
_params_bs’, which systematically refines the sampling rate and offset by iteratively eval-
uating different configurations. The method operates over a stack-based binary search
space, where each state in the search represents a bounded interval of candidate sampling
rates and an associated initial offset. This approach ensures efficient convergence toward
an optimal configuration while minimising unnecessary evaluations.

The ‘search_optimal params_bs’ function follows an iterative process, outlined in Al-
gorithm 8, where the sampling rate search space is iteratively narrowed using a binary
search approach across a set of candidate sampling rates to identify the optimal combina-
tion of sampling rate and initial offset that maximises detection performance for a known
command. This search operates over a stack-based search space, where each search state
represents a bounded interval of sampling rates and an associated initial offset. The search
begins by initialising the full range of valid sampling rates and a predefined initial offset,
pushing the entire search space onto a stack. At each iteration, the midpoint sampling
rate of the current range is selected as the candidate for evaluation.

To assess the quality of a given sampling rate and offset configuration, the function
‘identify_response_trace’ is invoked. This function extracts the response window Tjesponse
from the powertraces and computes a detection score that quantifies the clarity and re-
liability of the response detection. The computed score determines whether the current
configuration should be refined further or if an optimal configuration has been reached. If
the score exceeds a predefined score threshold, the search terminates early, returning the
optimal parameters.

The algorithm dynamically modifies the offset if the detected response appears too
early or late within the trace. Depending on the positioning of the detected response
intervals, adjustments to t,gse; ensure that the measurement window aligns correctly with
the system’s actual reaction to the command. If the response is split into multiple segments,
indicating a double system response, the algorithm shifts the offset to merge the detected
response into a single continuous window.

The algorithm accounts for different response detection cases based on the number and
position of identified response segments. If a single response is detected, its position within
the trace is analysed. If the reaction starts too early or too late relative to the expected
Tresponse, the offset is adjusted accordingly. If the response is too short, the sampling
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rate search is refined to capture a more extended segment. If the algorithm detects two
separate response segments, it computes the time gap between them. If the gap exceeds
a predefined fraction of the trace length, the offset is shifted to align the second segment
earlier. Otherwise, the two segments are treated as a single merged response, and further
search refinement is performed. Otherwise, it is considered that no valid response was
detected. In this case, the search space is branched, and higher and lower sampling rates
are evaluated to improve trace alignment and resolution.

The search process might terminate according to one of the following reasons. If a candi-
date configuration yields a detection score higher than the predefined threshold, indicating
a high-confidence response detection, the search concludes early, or if the search reaches
the maximum allowed number of iterations without identifying an optimal configuration,
the best-scoring parameters found so far are returned.

All evaluated parameter combinations are stored in a results list, which is sorted based
on descending detection scores. The final output consists of the best parameter set and a
ranked list of all evaluated configurations, allowing further analysis.

The structured workflow of the ‘search_optimal_params_bs’ function is illustrated as a
flowchart in Figure C.2 Appendix C and the associated flowchart in Figure C.3 Appendix
C.

The algorithm systematically converges toward an optimal parameter configuration by
incorporating response detection, dynamic offset shifting, and sampling rate refinements.
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Algorithm 8: Search optimal sampling rate and offset

Result: Best combination of sampling rate and offset with evaluation scores

Input: valid_ rates: list of candidate sampling rates; initial offset_seconds:
starting offset guess; trace_length: length of power traces; command:
known command sent to device; window _size, step_size: parameters for
windowed comparison; score_threshold: minimum acceptable score;

1 Initialize stack with full rate range and initial offset;

2 Initialize best_score, all_results;

3 while stack is not empty do

4 pop next search state (rate range, offset, iteration) from stack;
5 if iteration exceeds maz_iterations or score exceeds score_threshold then
6 ‘ break;

7 end

8 select midpoint sampling rate in current range;

9 compute offset in samples for this rate;

10 evaluate detection score for this rate and offset;

11 store result (score, offset, rate) in all_results;

12 if response consists of exactly two segments then

13 explore higher and lower sampling rates with low priority;
14 calculate time gap between segments;

15 if gap is large then

16 ‘ shift offset to align second segment earlier;

17 end

18 treat as a single segment response;

19 end

20 if response consists of one segment then

21 adjust offset if response starts too late;

22 refine sampling rate search if response is too short or too long;
23 explore with high priority;

24 end

25 else

26 ‘ explore both higher and lower sampling rates;

27 end
28 end
29 sort all_results by descending score;

30

max_iterations: maximum search depth; count: number of traces.

return best result and all_results;
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4.3.4 Multi-Offset Evaluation

The precise timing of a system’s response to a given command is often variable due to fac-
tors such as execution delays, processing overhead, and communication latencies. Relying
on a single initial offset assumption may lead to non-optimal detection of response intervals.
To mitigate this, multi-offset evaluation™ is employed through the ‘find_optimal_params’ al-
gorithm, which systematically explores a range of offsets alongside sampling rate variations
to maximise response identification accuracy.

This method extends the binary search-based optimisation ‘search_optimal _params_bs’
by iterating over multiple candidate offsets. Instead of assuming a fixed offset, the algo-
rithm evaluates a sequence of offsets spaced uniformly based on the total trace length and
maximum sampling rate. Each offset is treated as an independent starting point for the
optimisation process. The multi-offset evaluation begins by generating a set of candidate
offsets, typically defined by Equation 4.4.

trace_length
offset step = &

(4.4)

max_sampling_rate

This ensures that offset increments are small enough to capture fine-grained variations
in response timing while maintaining computational efficiency. For each offset in the can-
didate set, the ‘search_optimal params_bs‘ function performs binary search optimisation
over the valid sampling rate range.

To improve efficiency, an early termination criterion is applied: if any evaluated config-
uration achieves a detection score exceeding a predefined threshold, the search terminates
early, returning the best result found so far. Otherwise, all results are sorted by descending
detection score, allowing the most effective parameter configuration to be selected.

The multi-offset evaluation process is described by Algorithm 9 with the corresponding
flow chart attached as Figure C.4 Appendix C. These representations provide a structured
view of the iterative process used to refine sampling rate and offset selections, ensuring that
powertrace-based response identification is precise and adaptable across different system
conditions.
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Algorithm 9: Find optimal sampling rate and offset

=
o

R
U WN

N N = =
= O © 0w

Result: Best combination of sampling rate and offset with evaluation scores
Input: valid rates — list of candidate sampling rates
initial_offset_seconds — starting offset guess
trace_length — length of power traces
command — known command sent to device
window_size, step_size — parameters for windowed comparison
score_threshold — minimum acceptable score
max_iterations — maximum search depth
count — number of traces to evaluate
num_offsets — number of offsets to try
if valid_rates is empty then
‘ return no result;
end
compute step size between offsets based on maximum rate;
generate list of offsets to evaluate;
all_results = empty list;
for offset in offsets to evaluate do
result = binary search for optimal rate using this offset;
add all results from this search to all_results;
if best score in this search exceeds score_threshold then
‘ break;
end
end
sort all_results by descending score;
if all_results is empty then
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‘ best_result = no valid result;
end
else
‘ best_result = first result in sorted all_results;
end
return best_result and all_results;

4.3.5 Conclusion

Outlined methodology directly addresses the challenges posed by p; Offset and Sampling
Rate Calibration and p, Response Window Identification as formulated in the problem
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statement. The SR&OS algorithm is designed to dynamically search for the optimal sam-
pling rate fsample and offset Z,gse; that maximise the detection of a complete response
window Tjesponse While minimising background interference. By systematically adjusting
the sampling rate and offset, the algorithm ensures that critical response moments are
fully captured and adequately aligned, effectively solving p;. Additionally, by leveraging
response identification and prioritising most prolonged detected responses, the methodol-
ogy refines Tiesponse t0 exclude extraneous background activity while ensuring full capture
of the system’s reaction, thus addressing ps.

4.4 Experimental Results & Evaluation

This section evaluates the effectiveness, performance, and scalability of the proposed
SR&OS algorithm through a series of experiments conducted on four representative em-
bedded platforms. It describes the experimental setup, including hardware configurations,
communication protocols, and trace acquisition procedures. Subsequent analyses assess
the algorithm’s computational efficiency and memory usage, followed by a comparative
evaluation against conventional grid search methods. Finally, detailed experimental re-
sults across all test platforms demonstrate the algorithm’s ability to dynamically identify
sampling parameters and response windows under varying real-world conditions.

4.4.1 Experimental Setup

To assess the performance and generalizability of the SR&OS framework, we conducted
experiments on four representative embedded systems: OpenEVSE Charger Development
Board, SIM900 GPRS/GSM Module, Raspberry Pi, and BeagleBone Black. These targets
were chosen to cover a range of use cases, complexity levels, and communication inter-
faces commonly encountered in real-world embedded applications. All setups follow the
general architecture described in Section 2.3, using a synchronised acquisition system with
hardware-based triggering, shunt resistor-based current sensing, and digital powertrace
collection.

For each target system, we captured base traces, representing idle or background power
consumption, and response traces, representing system power profiles following the appli-
cation of a specific command. All experiments used raw powertraces without filtering,
denoising, or post-processing enhancements, ensuring that any observed anomalies were
intrinsic to the system response itself.
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Each trace captured consisted of 1,000,000 samples, as defined by a fixed recording
length, with sample rates determined from a valid range based on integer downsampling
of the base digitiser rate of 2.5 GHz. Valid sample rates s were found through Equation
4.5. Traces were captured with a consistent trigger level.

r =

R:{reN Jone
n

0 €T, frue modn =0, 1 € [fomm fmax]} (4.5)

Equation 4.5 defines the set R of valid sampling rates used for digitiser configuration.
Each valid sampling rate r is obtained by integer division of the digitiser’s base clock
frequency fhase = 2.5x10% by a positive integer downsampling factor n € Z*. The condition
frase mod n = 0 ensures that the result of the division is an integer-valued sample rate.
Furthermore, the resulting rate r must lie within the user-defined bounds [ fiin, fmax), Where
fmin = 10° and fmax = 108, This construction guarantees hardware-compatible sampling
rates that preserve timing resolution while meeting acquisition constraints.

The Raspberry Pi device served as high-level embedded Linux systems with full oper-
ating system support and standard user-level access via SSH. This configuration allowed
the fuzzing of shell commands and system daemons through a remote shell. The device
was accessed via SSH, and commands were transmitted through a pseudo-terminal session.
Simultaneously, a hardware trigger was activated by sending a UDP packet to a connected
Arduino, which initiated synchronised data capture through the digitiser. Idle traces were
collected by issuing trigger signals without command execution, while response traces were
collected by executing commands such as ‘ps’.

The OpenEVSE board is an embedded system designed for managing electric vehicle
charging. Its deterministic state transitions and command-specific power profiles make it
suitable for evaluating the detection of undocumented or unsafe command responses in
a critical infrastructure context. It processes a domain-specific set of Remote Applica-
tion Programming Interface (RAPI) commands for monitoring and control, making it an
ideal candidate for protocol-aware fuzzing. The device was connected over a serial UART
interface at 115200 baud and fuzzed with known commands such as ‘GV’. Commands
were dispatched to an integrated web server that relayed RAPI messages internally using
HTTP-based Representational State Transfer (REST) calls.

SIM900 GPRS/GSM Module is a representative example of a communication-centric
embedded system. It responds to AT commands for SMS, call, and network operations over
UART. The SIM900 module exemplifies a low-power, communication-oriented embedded
system that processes AT commands over UART. It operates in GSM bands and supports
commands for querying device state, signal strength, and network configuration. The
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module was interfaced through a serial connection at 19200 baud, and commands such as
‘AT+GSN\r\n’ (request device serial number) were sent directly to the device.

The BeagleBone Black is a Linux-capable microcontroller board with real-time process-
ing capabilities. It operates as a real-time platform that supports both low-level firmware
and OS-level operations. It was accessed via UART at 115200 baud and executed compu-
tational tasks to provoke measurable power responses. Command ‘fp\_addition 10000\n
was transmitted to initiate floating-point operations on the device and to initiate a re-
sponse trace. As with the other targets, base traces were collected without any command
transmission, while response traces captured the power signature resulting from command
execution.

Each of the experimental setups described above operated using a consistent hard-
ware/software coordination layer. Commands were systematically issued, and correspond-
ing powertraces were recorded synchronised using the methodology from Algorithm 1.
No post-acquisition enhancement or filtering was applied, preserving the integrity of raw
traces.

4.4.2 Performance and Scalability Analysis

This section provides a detailed evaluation of the algorithm’s performance characteristics,
focusing on its computational and memory requirements. Through formal analysis of both
time and space complexity, we quantify the scalability of the ‘find_optimal_params’ algo-
rithm with respect to key parameters such as trace length, number of collected traces,
sampling rates, and offset candidates. Understanding these factors is essential for assess-
ing the algorithm’s feasibility in real-world settings, particularly in scenarios involving
extensive data and constrained computational resources.

Space Complexity

The space complexity of the ‘find_optimal params' procedure reflects the cumulative mem-
ory requirements across all stages of trace collection, preprocessing, and parameter optimi-
sation. While the algorithm is primarily computationally intensive, efficient memory use
is equally critical given the size of high-resolution power traces.

The initial stage involves storing base and response power traces, collected using ‘col-
lect_base_traces’ and ‘collect_response_traces’. These are stored in NumPy arrays of shape
(¢, L), leading to a space complexity of O(c x T'), where ¢ is a number of collected traces

79



and L is the length of powertrace. This data is retained throughout most of the pipeline,
representing the algorithm’s baseline memory footprint.

The ‘remove_outlier_segments_and_extend’ function allocates a boolean mask and a
cleaned version of the trace, both of length L, resulting in O(L) space usage per trace. The
‘clean_background _noise’ and ‘identify_response_trace’ functions operate over all collected
traces, with temporary buffers used for distance computations and outlier aggregation.
While these structures can momentarily scale to O(c x L), they are reused and discarded
within function scope, preventing unbounded memory growth.

The ‘moving_window_feature_comparison’ function computes a distance array over slid-
ing windows, introducing additional space usage proportional to the number of windows,
approximately O(L /step_size). Other operations such as outlier detection (‘detect_outliers_iqr’)
and merging intervals (‘merge_overlapping_ indices’, ‘find_consistent_outliers’) operate on
compact representations such as lists of index ranges or boolean masks and contribute
only a small additional overhead, typically negligible relative to the trace size. The ‘gen-
erate_valid rates’ function produces a relatively small list of candidate rates, which is ne-
glectable as well.

In ‘evaluate_params’, space usage is dominated by the retained traces and the temporary
buffers for statistical evaluation. The ‘search_optimal params_bs’ function maintains a
stack, a set of visited rates, and a result accumulator ‘all results’, each growing up to O(R),
where R is the number of valid sampling rates. The outer function ‘find_optimal_params’
iterates over N offsets, resulting in total auxiliary space usage of O(N x R) for collecting
and aggregating results.

The overall space complexity of the procedure is therefore defined by Equation 4.6.
O(cx L)+ O(N x R), (4.6)

where the first term accounts for persistent storage of power traces, and the second term
reflects the overhead from parameter optimisation. In practical applications, the values of
¢, L, N, and R are constrained by system limits and experimental design, ensuring that
memory usage remains tractable even in large-scale scenarios.

Time Complexity

The time complexity of the ‘find_optimal params’ function is dominated by two nested
iterative structures. First, the function iterates over a set of candidate offsets, whose
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number is determined by the parameter ‘num_offsets’ denoted as N. For each offset, it calls
the ‘search_optimal_params_bs’ function, which employs a binary search strategy over the
list of valid sampling rates of length R. Within this binary search, the while-loop is bounded
by a maximum iteration limit I, ‘max_iterations’, so its worst-case execution involves at
most [ iterations. In each iteration, the function calls ‘evaluate_params’, which performs
several computationally intensive operations such as data collection, noise cleaning, and
response identification.

More specifically, ‘evaluate_params’ calls functions like ‘collect_base_traces’ and ‘col-
lect_response_traces’, each of which iterates a fixed number of times ¢, and then proceeds
to call ‘clean_background noise’ and ‘identify _response_trace’. These latter functions use
sliding-window comparisons that run in O (%) time per trace, where L is the trace length
and S is the step size influencing the number of iterations, as well as nested loops over the
number of collected traces. Therefore, the cost of ‘evaluate_params’ can be approximated
as O (02 . %), where ¢ is the number of traces used for evaluation, L is the trace length and
S is the step size.

Combining these factors, the worst-case overall time complexity of ‘find_optimal_params’

is expressed by Equation 4.7.
5 L
OINxIx|c- g (47)

Equation 4.7 reflects algorithms’ linear dependency on the number of offsets and the
maximum iterations and a quadratic dependency on the trace collection and processing
steps. In practice, since I and c are often set to modest constants, and .S is chosen relative
to L, the complexity is effectively controlled, but the algorithm remains computationally
intensive due to the inherent cost of processing high-resolution powertrace data.

4.4.3 Comparative Analysis: Adaptive Binary Search vs Grid
Search

A comparative analysis was conducted against the traditional baseline method of grid
search to justify the necessity and efficacy of the proposed adaptive binary search. The
comparison focuses on parameter optimisation performance using predefined responses,
deliberately excluding the complexity introduced by response identification to maintain
simplicity and clarity.
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Comparison Methodology and Implementation

The comparative assessment utilised a distance-based scoring function formulated to mea-
sure how optimally a command aligns within a given recorded trace. This scoring function
evaluates three distinct criteria:

e Early Command Start: Ideally, the command should commence within the first 10%
of the trace. The scoring assigns a higher value the earlier the command begins,
decreasing proportionally as the start position moves past the initial 10%.

e Long Command Duration: A desirable duration is defined as being at least 50% of
the total trace length. This criterion rewards longer commands with higher scores,
reaching the maximum when the command duration meets or surpasses half the trace
length.

e Early Command End: The command’s termination is ideally set to occur before the
90% mark of the trace length. Commands ending earlier than this threshold receive
higher scores, with scores diminishing as the ending time approaches or exceeds this
mark.

Each criterion is scored independently and combined into a final weighted sum, with the
weights currently set at 20% for the early start criterion, 50% for the duration criterion, and
30% for the early end criterion. This balanced weighting system aims to emphasize overall
duration and appropriateness of placement within the trace, reflecting realistic operational
conditions.

The comparative analysis employs Adaptive Binary Search from Algorithm 8 with
several simplifications and adjustments to facilitate clearer performance comparisons with
the baseline.

For comparative analysis purposes, we used a simplified scoring function without a
response identification function that involves complex extraction and scoring mechanisms
for actual hardware-captured powertraces. Whereas the comprehensive, adaptive binary
search algorithm handles varied and dynamically identified response segments, including
cases of zero, single, or double responses, and adjusts offsets accordingly, the simplified
implementation strictly evaluates cases with a single clearly predefined response or no
response overlap. The early termination threshold set as 0.65 triggers termination without
additional refinement or validation steps. The comparative implementation retains a stack-
based iterative approach to explore parameter configurations systematically.
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The simplifications were purposefully introduced to isolate the direct computational
and methodological advantages of the chosen search methodology versus baseline method-
ology, allowing more explicit comparative conclusions regarding efficiency, iteration count
reduction, and optimal parameter discovery.

We used the grid search implemented through nested linear searches as a baseline
method. The grid search implementation exhaustively evaluates all combinations of dis-
crete offsets and sampling rates. To ensure temporal resolution, offsets are iteratively
selected based on a fixed step size defined as trace length divided by the max sampling
rate, and each is paired with every available sample rate from a predefined list. The eval-
uation function is invoked for each combination, and raw and synthetic execution times
are accumulated using a simplified performance model. Execution is optionally terminated
early if a threshold score 0.65 is exceeded.

The comparative analysis employs a well-defined set of scenarios categorised into regular
and edge-case groups. Regular scenarios encompass typical operational cases distinguished
by varying command durations and positions within the trace — early, mid, and late place-
ments, as well as short and long durations. The edge cases examine the adaptive and
baseline methods’ performance in boundary conditions, such as commands beginning im-
mediately before trace initiation, precisely at the trace’s start, exactly fitting the trace
length, or slightly exceeding its bounds.

This comprehensive suite of testing scenarios ensures robust evaluation, capturing a
broad spectrum of possible operational contexts and highlighting the adaptive approach’s
advantage in handling diverse conditions.

Evaluation Scenarios

The comparative assessment incorporates a systematically developed suite of evaluation
scenarios, categorised into two principal groups: standard and edge-case scenarios. These
scenarios were carefully designed to provide robust testing conditions across diverse realistic
operating contexts.

The testing scenarios assume a constant trace length of 1,000, 000 samples and examine
commands characterised by varying temporal locations and durations relative to the trace
length. Sample rates were defined within the range from a minimum rate of 100,000
samples per second to a maximum rate of 100,000,000 samples per second. Table 4.1
presents evaluation scenarios.

These scenarios rigorously evaluate the adaptive binary and linear grid search perfor-
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Scenario Name Start Time (s) Duration (s)

Early Short Command 0.05 0.02
Mid Short Command 0.50 0.05
Late Short Command 0.95 0.03
Early Long Command 0.10 0.70
Mid Long Command 0.30 0.60
Late Long Command 0.60 0.35
Command Just Before Trace Starts 0.39 0.05
Command Starts at Trace Start 0.40 0.05
Command Just Fits at End 1.29 0.10
Command Exceeds Trace End 1.35 0.10

Table 4.1: Command timing scenarios used for evaluating sampling rate and offset search
strategies.

mance across typical operational conditions and challenging boundary conditions, captur-
ing their behaviours under realistic timing constraints.

Comparative Metrics

The comparative performance evaluation considered several explicit numerical metrics to
quantify the relative advantages of the adaptive binary search over the linear grid search.
Specifically, the following metrics were systematically recorded and analysed for each sce-
nario:

1. Evaluation Score: A quantitative value ranging from 0 to 1, computed using the
distance-based scoring methodology described in Section 4.4.3. This score reflects
how well a given parameter configuration captures the target response interval within
the trace.

2. Iteration Counts: The total number of parameter evaluations performed before
identifying a satisfactory configuration. A configuration is considered satisfactory if
it yields a score exceeding the predefined threshold (typically score > 0.65).

3. Execution Times:
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e Raw Execution Time (raw_exec_time): The cumulative time required to
collect a single power trace for each evaluated parameter pair. It is computed
through Equation 4.8.

trace_length + offset_samples

(4.8)

raw_exec_time+ =

sample_rate

e Total Execution Time (exec_time): The cumulative full time required to

evaluate a parameter configuration, including hardware overhead, and the ac-
quisition of 10 idle and 10 active traces. It is calculated by Equation 4.9.

trace_length + offset_samples 410 trace_length

exec_time+ = 10- +22.1 (4.9)

sample_rate sample_rate

Comparison Results

The adaptive binary search approach demonstrated consistent and effective performance
across all ten scenarios. In each case, it successfully identified sampling rate and offset
configurations that met or exceeded the predefined detection score threshold of 0.65. Early
termination was achieved in every scenario, significantly reducing computation time.

Key performance highlights include:

e Detection Scores: Ranged from 0.6617 to 0.7533, with an average score of 0.6944.

e Iterations to Convergence: Varied between 3 and 29, with an average of 18.6
iterations.

e Execution Time: The average raw execution time was approximately 8.55 seconds,

and the average total execution time was 548.93 seconds, including all overheads.

The grid search method exhaustively evaluated all combinations of candidate offsets
and sampling rates. While this ensured full search space coverage, it came at a significant
computational cost and did not guarantee optimal results.

e Detection Scores: Only three scenarios achieved a score above 0.65. The average
score across all scenarios was 0.4783, with the lowest at 0.2713.
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e Evaluations: Most scenarios required the full sweep of 1140 evaluations, with an
average of 905 iterations.

e Execution Time: The average raw execution time was approximately 1558.49 sec-
onds, and the average total execution time exceeded 49,943.13 seconds.

Despite exhaustive sampling, grid search often failed to discover viable configurations,
particularly in cases with partial or marginally aligned responses.

Table 4.2 presents a comparison summary between adaptive binary search and grid
search across various scenarios. These results confirm that adaptive binary search effec-
tively adapts to varying command timing and maintains high response alignment while
requiring significantly fewer iterations and execution time.

Metric Adaptive Binary Search Grid Search
Average Score 0.6944 0.4783
Best Score 0.7533 0.6667
Worst Score 0.6617 0.2713
Average Iterations 18.6 905
Avg. Raw Execution Time (s) 8.55 1558.49
Avg. Total Execution Time (s) 548.93 49943.13
Scenarios Meeting Threshold (Score > 0.65) 10/10 3/10

Table 4.2: Comparison of adaptive binary search and grid search across 10 scenarios.

Conclusion

The presented numerical comparison demonstrates the superior efficiency and effective-
ness of the adaptive binary search approach relative to the traditional linear grid search
baseline. Across all evaluated scenarios, the adaptive binary search consistently identified
optimal or near-optimal parameter combinations significantly faster, reducing the neces-
sary iterations. Correspondingly, substantial reductions in raw and total execution times
show the computational savings achievable through adaptive methods. These findings high-
light the importance of intelligent search strategies in powertrace-based command analysis
and justify adopting adaptive binary search as a core component of the proposed SR&OS
framework.
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4.4.4 Experimental Results

This subsection presents the experimental results of the SR&OS algorithm applied to four
distinct embedded systems: the OpenEVSE Charger Board, SIM900 GPRS/GSM Module,
Raspberry Pi (via SSH), and BeagleBone Black. These targets represent a diverse range
of hardware capabilities, communication interfaces, and system complexities, providing a
comprehensive evaluation of the algorithm’s effectiveness across different real-world con-
ditions. For each device, the optimal sampling rate and offset were determined through
multi-offset adaptive search, and the response window Tjesponse Was identified from the
collected powertraces.

BeagleBone Black

The evaluation of the BeagleBone Black, a Linux-capable embedded platform with real-
time processing capabilities, involved using the command ‘fp_addition 10000\n’ aimed to
generate a prolonged and distinguishable power signature. Due to the presence of a full
operating system, the device inherently exhibits semi-periodic background activity, often
manifesting as abrupt and short power spikes unrelated to direct command execution.
These artefacts present a challenge in isolating genuine response windows and may interfere
with detection metrics.

The SR&OS algorithm was executed with a total trace length of 1,000,000 samples,
using a sliding window of 500 samples and a step size of 250. The multi-offset evaluation
was configured with three offset candidates, though the response onset was found to occur
immediately after the trigger, rendering additional offsets unnecessary. The algorithm
converged after 18 evaluations, identifying the optimal configuration as a sampling rate
of 25 MHz and an offset of 0 samples. The detected response window spanned samples
10,250 to 305,500, corresponding to a clear and sustained increase in power usage. Figure
4.1 illustrates three representative response traces with the identified response window

highlighted.

The final detection score using the legacy scoring scheme was 0.881, with individual
components broken down as follows: clarity S = 0.15, fullness Sy = 0.35, length & =
0.2, and uniqueness S, = 0.3. Some iterations during the optimisation process yielded
high detection scores but did not converge toward the correct response window. This
behaviour was primarily attributed to a combination of factors: certain traces exhibited
abnormally long response segments compared to the majority, and transient background
tasks occasionally introduced power spikes that resembled genuine responses. Although
these effects were not consistently present across all collected traces, their presence in a
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Result 1: Score=0.881, Rate=25000000 Hz, Offset=0 samples
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Figure 4.1: BeagleBone Black: Three representative response traces with the identified
response window using optimal parameters

subset of measurements was sufficient to inflate the uniqueness component of the detection
score, occasionally misleading the algorithm toward suboptimal parameter configurations.

Despite these challenges, the algorithm demonstrated robust performance by consis-
tently identifying the actual response window in most evaluations. The high-resolution
sampling rate facilitated accurate capture of the transient response, and the adaptive re-
finement process effectively avoided misalignment. Overall, the results validate the applica-
bility of the SR&OS framework to complex, multi-process systems such as the BeagleBone
Black and underscore its ability to distinguish relevant system responses in the presence
of interfering frequent background activity when it is shorter than analysed response.

OpenEVSE Charger Board

The OpenEVSE Charger Board is a domain-specific embedded system for electric vehicle
charging control. It operates deterministically and communicates via predefined RAPI
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commands. In this experiment, the ‘GV’ command, which queries the general status of the
charger, was used to trigger a known system response. The target exhibits a characteristic
idle behaviour composed of high-frequency white noise, resulting in relatively flat but
noisy traces. This idle noise complicates detection, as the power response induced by the
command execution is subtle — manifesting as a smooth, gradual increase followed by a
symmetrical decay rather than a sharp, discrete spike.

The SR&OS algorithm was run over a trace length of 1,000,000 samples, with a sliding
window size of 500 and a step size of 250. A multi-offset strategy with three initial offsets
was employed. The algorithm converged in 9 iterations toward an optimal configuration
with a sampling rate of 15.625 MHz and an offset of 156,000 samples. The detected
response window spanned from sample 0 to 156,250, encompassing the expected slow power
rise and fall in response to the command. The total detection score, computed using the
legacy scoring metric, was 0.858. Figure 4.2 shows three selected response traces and the
corresponding response window.

While the device’s operational simplicity facilitated relatively consistent trace patterns,
pervasive noise reduced the prominence of the power response. It requires precise align-
ment and adequate sampling to capture the subtle variations. An interesting behavioural
distinction was observed between known and unknown command executions. Specifically,
unknown commands tend to provoke sharper and earlier power spikes compared to known
commands, potentially due to the absence of preprocessing or validation steps. This be-
haviour could result in misalignment if offsets are explicitly tuned for known command
responses. However, as the current evaluation is focused on known command behaviour,
the identified parameters are well-suited and reflect stable detection across traces.

Overall, the results demonstrate the effectiveness of the SR&OS algorithm in han-
dling subtle and noise-obscured responses in deterministic embedded systems. Despite
the challenges posed by signal smoothness and background noise, the framework identified
the appropriate sampling rate and offset required to capture the whole response window,
validating its applicability in noisy targets.

SIM900 GPRS/GSM Module

The SIM900 module, a communication-centric embedded system operating in GSM bands,
represents the most complex and challenging target among the evaluated platforms. The
module communicates over a UART interface and responds to AT commands, such as
‘AT+GSN’; used in this experiment to issue a query to get a device serial number. Unlike
the previously analysed systems, the SIM900 exhibits highly dynamic background activity,
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Result 1: Score=0.858, Rate=15625000 Hz, Offset=156000 samples
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Figure 4.2: OpenEVSE Charger Board: Three representative response traces with the
identified response window using optimal parameters

characterised by two distinct types of power spikes: small but frequent fluctuations and
more pronounced, less frequent bursts. This dual-mode noise profile introduces substantial
variability in the baseline signal, severely complicating response detection.

The SR&OS algorithm was applied using a trace length of 1,000,000 samples, with
a sliding window of 500 and a step size of 250. A broader multi-offset search strategy
was employed to account for the long and uncertain delay between command transmission
and system response, exploring 20 offset candidates and allowing up to 70 optimisation
iterations. The algorithm converged after 70 evaluations, identifying a sampling rate of
9.76 MHz and an offset of 488,000 samples. The final detection score was 0.667. Figure
4.3 visualises three response traces alongside the identified full-trace response window.

However, the detected response window spanned the entire trace length (0 to 1,000,000
samples), indicating an incorrect response window classification and a failure to isolate
the true system response effectively. Manual inspection revealed that the actual response
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Result 1: Score=0.666, Rate=9765625 Hz, Offset=488000 samples
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Figure 4.3: SIM900 GPRS/GSM Module: Three response traces with the automatically
detected full-length response window

occurred between samples 20,000 and 80,000. The correct response was characterised by a
minor downward shift in minimum power levels while the maximum remained unchanged,
resulting in a subtle deviation easily obscured by the surrounding noise.

Moreover, throughout the optimisation process, several iterations resulted in false pos-
itive response identifications, often driven by GSM background activity being misinter-
preted as command responses. These inaccuracies impacted clarity S, fullness Sy = 0.35
and length & = 0.2 components, leaving only uniqueness S, being robust, leading to
parameter sets that were locally optimal according to the scoring function but semanti-
cally invalid. Figure 4.4 illustrates three traces showing the complexity of the idle pattern
contributing to false positive detections.

This experiment underscores the limitations of automated parameter optimisation in
contexts where noise dominates signal features and where command responses are weakly
pronounced. The high number of false positives and inconsistent trace-level detections
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Result 5: Score=0.631, Rate=15625000 Hz, Offset=2812000 samples
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Figure 4.4: SIM900 GPRS/GSM Module: Idle pattern

point to a need for manual inspection to verify algorithm outputs. The visualize results
function within the SR&OS framework proved especially valuable in diagnosing these issues
by enabling visual cross-validation of the response window across all evaluated configura-
tions.

In summary, while the SR&OS algorithm was able to converge and produce a high-
scoring parameter set, the identified configuration did not correspond to the true response
window. These findings highlight the necessity of integrating analyst-in-the-loop verifica-
tion mechanisms for noisy or communication-heavy embedded systems such as the SIM900,
and suggest that manual verification is required in high-noise environments where legiti-
mate responses are indistinct relative to the background signal.
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Raspberry Pi through SSH

The Raspberry Pi, functioning as a general-purpose embedded Linux system, was evalu-
ated in a remote-access configuration, where commands were transmitted via SSH over a
pseudo-terminal session. The evaluated command intended to induce a brief but discernible
computational load, reflected in the device’s power consumption. Due to the presence of a
full operating system and multi-process background services, we expected to see high noise
with background tasks.

The SR&OS algorithm was executed on traces comprising 1,000,000 samples, with a
window size of 500 and a step size of 250. The multi-offset search strategy was employed
with three offset candidates. After 14 iterations, the algorithm converged on a configuration
with a sampling rate of 2.5 MHz and an offset of 955,000 samples. The identified response
window ranged from sample 49,500 to 119,500, capturing the characteristic command-
induced power spike. The corresponding legacy detection score was 0.753, with the response
spike detected despite a substantial offset delay introduced by SSH session latency. Figure
4.5 presents three sample response traces and highlights the identified response interval.

The Raspberry Pi exhibited a uniform high-frequency white noise pattern during idle
activity. Despite this, the response to the command manifested as a short, deterministic
power spike with a consistent shape across repeated measurements. While the detection
outcome aligns with the known system behaviour, it is notable that the chosen sampling
rate may not be optimal for capturing the transient nature of the response. The relatively
low frequency could limit temporal resolution, potentially smoothing or partially obscuring
the sharp edges of the power spike. Visual inspection of the response trace suggests the
existence of a small but consistent spike occurring near the beginning of the trace, possibly
corresponding to early system activity triggered by the SSH connection itself. This artefact
may introduce difficulty in identifying the true response from the SSH activity.

Despite these limitations, the algorithm successfully isolated the correct response in-
terval, demonstrating its robustness under SSH-induced latency conditions. However, this
experiment suggests that analyst-in-the-loop strategies or refinement will yield improved
resolution and more reliable detection performance in specific contexts. Overall, the re-
sults affirm the SR&OS framework’s adaptability to complex, OS-driven systems such as
the Raspberry Pi, though they also underscore the importance of sampling rate selection
and human oversight when dealing with complicated setups or targets.
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Result 1: Score=0.753, Rate=2500000 Hz, Offset=955000 samples
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Figure 4.5: Raspberry Pi (SSH): Three representative response traces with the identified
response window using optimal parameters

Experimental Results Summary

The experimental results demonstrate the versatility and robustness of the SR&OS frame-
work across embedded environments. While deterministic systems such as the OpenEVSE
Charger yielded clean and stable responses, the BeagleBone Black, Raspberry Pi and
SIM900 modules introduced challenges due to operating system latency and background
noise. In most cases, the algorithm successfully identified valid configurations and captured
the actual response interval. The GSM module highlighted the limitations of automated
scoring in noisy environments, necessitating manual verification. Overall, the experiments
validate the algorithm’s capacity to adaptively calibrate sampling and offset parameters,
achieving meaningful and reproducible response detection even under suboptimal or vari-
able operating conditions.

94



4.5 Conclusion and Key Findings

This chapter focused on addressing a key requirement in powertrace-based fuzzing: the
ability to accurately capture a system’s response to an input command through properly
aligned and well-sampled power measurements. In the context of the PowerFuzzer frame-
work, this capability is critical for assessing how a system reacts to both valid and fuzzed
commands. Specifically, the chapter focused on solving two tightly coupled challenges —
p1, the joint calibration of sampling rate fimple and offset fogset, and po, the identification
of the true response window Tiesponse described in details in Section 2.4. These problems
arise due to communication delays, hardware variability, and background system activity,
all of which can affect when and how a device responds. Incorrect parameter selection
can lead to missing or incomplete response traces, reducing the effectiveness of anomaly
detection. The proposed SR&OS algorithm was designed to solve this by dynamically
searching for the best sampling rate and offset based on observed time-series power trace,
allowing consistent and accurate capture of the system’s response with minimal influence
from unrelated background activity.

To address the dual challenges of parameter calibration and response window iden-
tification, the SR&OS algorithm employs a hybrid methodology that combines adaptive
binary search with statistical trace analysis. The core approach revolves around iterative
refinement of sampling rate fomple and initial offset t,gt parameters, driven by feedback
extracted from comparisons between response and baseline powertraces. A response de-
tection module is invoked for each candidate configuration, which analyses the trace using
sliding-window similarity metrics and statistical outlier detection to isolate intervals of
anomalous activity potentially indicative of command-induced responses.

The response window Tiesponse 1S selected based on consistency across traces and du-
ration prioritisation, with preference given to more prolonged and stable deviations from
baseline behaviour. Each candidate configuration is evaluated using a composite scoring
function S 4.2, which integrates four heuristics — clarity, fullness, length, and uniqueness.
This scoring function enables the algorithm to assess whether a response was detected,
and how well it aligns with expectations regarding response completeness and statistical
separability from idle traces.

The parameter search process is guided by an adaptive binary search algorithm that
efficiently narrows the sampling rate space while dynamically adjusting the offset to align
the response interval correctly. The algorithm incorporates a multi-offset evaluation strat-
egy to address uncertainty in response timing, especially in systems with variable laten-
cies. This approach systematically explores several candidate offsets, improving robustness

95



against delayed or non-deterministic system responses. Early termination is supported
when achieving a sufficiently high detection score, improving efficiency without sacrificing
accuracy.

By combining robust trace preprocessing, statistical response identification, and adap-
tive parameter exploration, the SR&OS methodology offers a generalisable and scalable
solution to the calibration problem in powertrace-based fuzzing. It ensures that trace
alignment and resolution are optimised dynamically for each system under test, enabling
consistent capture of meaningful responses despite variations in execution timing and en-
vironmental noise.

The empirical evaluation of the proposed SR&OS algorithm across four embedded tar-
get systems demonstrated its effectiveness, versatility, and computational efficiency. The
following key outcomes were observed:

e The algorithm consistently converged toward optimal parameter sets, accurately
identifying the true system response windows in the majority of scenarios. For sys-
tems such as the BeagleBone Black and OpenEVSE Charger Board, the algorithm
quickly identified well-defined responses, achieving legacy detection scores of 0.881
and 0.858 respectively (Figures 4.1, 4.2).

e For systems involving OS-induced latency and remote command triggering, such as
the Raspberry Pi via SSH, the algorithm demonstrated robustness against substantial
timing offsets. Although the identified sampling rate (2.5 MHz) may not have been
optimal for capturing sharp response transients, the algorithm effectively handled the
introduced delay, successfully detecting the characteristic power spike with a score
of 0.753 (Figure 4.5).

e The SIM900 GPRS/GSM module, characterised by complex, high-frequency back-
ground noise, posed significant challenges. Despite substantial computational effort
(70 iterations and 20 candidate offsets), the automated search led to several false
positives and an incorrect response window identification spanning the full trace
length. Manual inspection was required to identify the true response interval clearly,
illustrating the limitations of automated scoring in extremely noisy environments
(Figures 4.3, 4.4).

e Performance and scalability analyses (Equations 4.6, 4.7) confirmed that, despite
being computationally demanding, the algorithm remains tractable and practical. Its
space complexity scales linearly with the number of collected traces and offsets, while
the quadratic relationship between collected trace count and processing cost primarily
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drives the time complexity. Practical experiments affirmed acceptable runtime and
resource usage for real-world scenarios.

e Comparative evaluation against traditional grid search methodologies underscored
the efficiency and superior performance of the adaptive binary search strategy. The
adaptive approach achieved consistently higher scores (average score 0.6944 versus
grid search’s 0.4783), required fewer iterations (average 18.6 versus grid search’s 905),
and reduced execution times dramatically (Table 4.2).

The experimental evaluation and analytical insights lead to several critical takeaways
relevant for powertrace-based fuzzing:

e Adaptive search of sampling rate and offset is essential in powertrace-based fuzzing.
Fixed or exhaustive search strategies, such as grid search, are inefficient and less
effective when the response timing is uncertain. The proposed adaptive binary search
strategy, enhanced with multi-offset evaluation, was able to converge toward optimal
configurations across diverse targets dynamically.

e Embedded systems with frequent background noise, such as the SIM900 GSM mod-
ule, introduce considerable difficulty for automated methods. Consistent noise pat-
terns may influence the scoring function, resulting in false positives. In such cases,
analyst-in-the-loop inspection and visual validation remain necessary to ensure the
correctness of the identified response.

e Sliding-window comparison with statistical outlier detection proved essential for ac-
curate Tiesponse identification. In traces with 1,000,000 samples and low sampling
rates, actual responses occupy a small fraction of the signal and are often masked
by background activity. The sliding-window approach enables the detection of sub-
tle, fast-changing deviations from the baseline, while the IQR-based outlier detection
provides robustness to variability. Alternative methods, such as neural networks
or baseline subtraction, require preprocessing and normalisation, which can obscure
prolonged or non-abrupt responses. In contrast, the proposed technique preserves
raw signal characteristics and facilitates more interpretable and accurate detection.

e The algorithm, though computationally intensive, is scalable and suitable for prac-
tical deployments. The controlled iteration limits, early termination criteria, and
bounded memory usage ensure that the SR&OS framework remains efficient even
with high-resolution trace data and large configuration spaces.

97



The SR&OS algorithm is a foundational component within the broader PowerFuzzer
framework, providing the essential calibration step required for reliable anomaly detection.
By dynamically identifying the optimal sampling rate and offset, SR&OS ensures that
powertraces are precisely aligned and temporally resolved, allowing system responses to
be captured without distortion or truncation. Accurate parameter tuning enables the
detection pipeline to focus on genuine anomalies rather than artefacts of misalignment or
undersampling. In this way, SR&OS strengthens the entire fuzzing workflow by improving
the quality of collected data and expanding the scope of observable system reactions,
ultimately supporting more effective and scalable discovery of undocumented or unintended
behaviours in embedded systems.
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Chapter 5

Trace Quality Enhancement and
Anomaly Detection Methods

The quality and interpretability of acquired power traces fundamentally constrain power-
based side-channel analysis in embedded systems. The presence of diverse and often over-
lapping noise sources, ranging from thermal and electromagnetic interference to jitter and
algorithmic noise, can obscure subtle behavioural differences and limit the effectiveness
of anomaly detection. This chapter addresses two of the core challenges outlined in Sec-
tion 2.4: ps, which concerns improving trace quality through systematic SNR enhancement;
and p4, which involves distinguishing normal from anomalous power responses robustly and
reliably. To solve p3, we present a structured framework for identifying, categorising, and
mitigating key noise types that degrade trace clarity, supported by a comprehensive evalu-
ation of post-processing strategies and signal quality metrics. For p,, we highlight critical
considerations in anomaly detection, including the alignment between denoising methods
and classification strategies. Additionally, we propose extending the PowerFuzzer frame-
work with an adaptive mechanism for estimating the number of traces required for reliable
analysis, combining prior statistical methods with a novel CP-based prediction algorithm.
Through a series of systematisations, empirical analyses, and algorithmic innovations, this
chapter delivers a coherent set of methods that improve trace reliability and enhance the
fidelity of behavioural inference in powertrace-based fuzzing.
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5.1 Systematisation of Knowledge: The Nature of Noise

Power Side-Channel Attack (PSCA)s rely on analysing power consumption traces from a
target device to extract secret information. The quality of these power traces is critical
— low-noise, well-aligned traces make it easier to detect the subtle data-dependent power
variations exploited in attacks. However, in practical embedded systems and other contexts
like hardware debugging or performance analysis, power traces are contaminated by many
sources of interference and noise. Noise is considered a central issue in SCA and, more
generally, in any signal-processing application [105]. Such factors reduce the SNR of the
traces, cause trace misalignment, and typically increase the number of measurements or
advanced processing needed to succeed in an analysis [15], [62]. This section surveys a
comprehensive range of noise and interference sources that degrade power trace quality,
emphasising side-channel attack scenarios on embedded devices. Table 5.1 summarises
each noise source, how frequently it is cited in studies, and its typical impact on trace
quality.

5.1.1 Thermal and Device Noise

All electronic circuits generate intrinsic device noise due to fundamental physical processes.
The most common is thermal noise, also named Johnson-Nyquist noise, from resistive
elements, which manifests as random voltage/current fluctuations. Flicker noise (1/f noise)
is another device noise that dominates at low frequencies in transistors. These noise sources
are inherent and cannot be entirely eliminated [15]. In side-channel contexts, thermal noise
is explicitly recognised as a noise contributor that blurs power measurements [62]. Because
thermal noise is essentially random and independent between traces, its effect can be
reduced by averaging many traces at the cost of requiring more samples for a clear signal
[L5]. Nonetheless, it sets a baseline noise floor in all measurements. Many studies either
assume an additive Gaussian noise model to represent the aggregate of thermal and other
independent noise [15] or explicitly mention thermal noise as a limiting factor. In summary,
thermal/device noise is universally present and typically reduces trace SNR by adding a
white-noise floor. For example, suppose the signal from a device toggle is on the order of
a few microamps. In that case, the thermal noise in the measurement circuit can be of
similar magnitude, obscuring fine details unless many traces are averaged.
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5.1.2 EMI and Environmental Noise

EMI from external sources is a major contributor to power trace noise. Power measurement
setups can unintentionally pick up ambient electromagnetic noise. For example, nearby
radio transmissions, switching noise from other equipment, or mains AC hum at 50/60
Hz. Kocher et al. [62] explicitly noted that ‘electromagnetic radiation’ couples into DPA
measurements as a noise source. In practical lab setups, engineers often use shielding
(Faraday cages, coaxial shunt connections, etc.) to mitigate EMI, underscoring how com-
monly this issue is acknowledged as most side-channel measurement guides warn about
external EMI. If not controlled, EMI raises the noise floor and injects spurious spikes or
periodic interference into the power trace, lowering the SNR and potentially introducing
false peaks. For example, ambient EMI noise can be on the order of a few millivolts on
the measured signal — comparable to or larger than the subtle voltage drop changes caused
by cryptographic operations. Socha et al. survey emphasises that environmental noise is
among the parameters that directly impact side-channel attack success [I01]. In broader
contexts like power debugging, EMI from digital logic or communication interfaces can
mask the power signature of the component of interest. Environmental EMI is frequently
cited in measurement-focused studies, and its impact is to add broadband or periodic in-
terference, often requiring filtering. For instance, it is recommended to use an anti-aliasing
filter before the Analog-to-Digital Converter (ADC) to prevent out-of-band environmental
noise from folding into the measured band [110].

5.1.3 Power Supply Noise and Ground Bounce

Noise on the power supply rails of the target device is another significant interference
source. Embedded systems share their Power Distribution Network (PDN) across compo-
nents; fluctuations in supply current from one part of the system can introduce noise in
the measured power trace of another part. This includes power supply ripple from voltage
regulators, ground bounce and decoupling effects when many transistors switch simultane-
ously. These supply noises manifest as voltage swings unrelated to the operation of interest,
degrading trace quality [15], [74]. Measuring power at a less isolated point can significantly
increase noise. For instance, if an attacker places a shunt resistor on the main V_CC line of
a board, the power traces may be contaminated by the activity of other components on the
PCB. In contrast, measuring closer to the target chip yields cleaner traces with reduced
noise [76, 78]. Supply noise is commonly cited, especially in hardware security and IC de-
sign literature. For example, Becker et al. categorise supply noise as part of physical noise
in side-channel models [15]. Power supply noise, modelled with standard deviations up to
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30% of the nominal rail, introduces voltage fluctuations substantial enough to degrade gate
delays and logic levels, masking the variations associated with single operations [11]. The
effect is a lower correlation between power traces and the computational activity, meaning
attacks require many more traces to average out the unrelated supply fluctuations. In sum-
mary, power supply/ground noise appears in a moderate number of studies, particularly
those focusing on power integrity or on-chip sensors and typically reduces trace quality by
injecting additional fluctuations and jitter, often necessitating special filtering or a more
careful choice of measurement point.

5.1.4 Crosstalk and Coupling from Other Signals

Crosstalk refers to interference caused by capacitive or inductive coupling between adja-
cent signal lines or circuits. In complex boards or chips, a high-frequency or high-current
signal in one part can induce currents or noise in another nearby trace. For example, fast
toggling of data, address buses or I/O lines can modulate the power line or radiate into
the measurement probe [G0]. This type of coupling is a known side-channel concern, where
leakage from the digital part of the chip couples through the substrate and can even be
detected as unintended radio emissions [20, 19]. In the context of power traces, crosstalk
means that unrelated circuit activity produces features in the power trace, degrading the
clarity of the trace for analysis. This factor is not always distinctly separated from supply
noise, but it is explicitly discussed in some studies, especially for mixed-signal systems
or FPGAs. For instance, in multi-tenant cloud FPGAs, one tenant’s activity can create
measurable noise in another’s power sensor via long-wire crosstalk [15]. Crosstalk is men-
tioned less frequently in older single-chip attack papers since those often assume a simple
microcontroller with few concurrent signals, but it is gaining attention in recent work on
complex System on a Chip (SoC)s and boards. Its impact is similar to other interference:
it adds spurious power consumption events that are not correlated with the target opera-
tion, effectively acting as structured noise. An attacker may observe extra peaks or shifts
in power traces that correspond to a peripheral bus transfer rather than the cryptographic
algorithm. Noise of this type needs to be statistically removed. In practice, crosstalk can
reduce the correlation of a power attack or require the attacker to capture more traces.
From a debugging standpoint, crosstalk complicates power-based diagnostics by injecting
activity from unrelated signals, potentially leading to misinterpretation unless the engineer
isolates the power domain or uses decoupling to suppress the coupling.
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5.1.5 Clock Jitter and Trace Misalignment

Clock jitter, the small timing variability of clock edges, and other timing variations are a
critical form of noise that affects power trace alignment. In side-channel analysis, repeated
traces are often assumed to be time-aligned, so the same operation occurs at the same
sample index in each trace. However, real devices exhibit jitter: the clock might not be
perfectly periodic due to PLL phase noise, power supply modulation, or intentional clock
randomisation. Kocher et al. [62] noted that mismatching of device clocks and sample
clocks can cause errors, and uncorrected temporal misalignment of traces introduces a large
amount of noise. In other words, even if the power consumption patterns are identical, a
slight time shift between traces acts as noise to a differential analysis. Introducing a random
clock jitter is a known countermeasure to make attacks harder due to trace misalignment.
Almost every side-channel study that deals with real hardware mentions trace alignment
issues, either as a challenge to overcome or as a result of countermeasures. The drop in
correlation can quantify the effect of the jitter or SNR if not corrected. Even a jitter of a
few percent of the clock period can blur the power spikes significantly. For instance, Fledel
and Wool [10] showed that with a device implementing jitter up to £75 clock cycles, a
standard correlation attack fails unless a special sliding-window correlation is used. With
smaller natural jitter, the misalignment might be on the order of one sample period or
less, but it still contributes severely to desynchronisation, meaning an attack may need
dozens of times more traces if no alignment is done. In practical terms, clock jitter and
timing variability are very frequently cited, and their impact is to horizontally smear the
power trace features, requiring either sophisticated alignment algorithms or a huge trace
count to average out the misalignment [62]. In broader performance analysis, timing jitter
can similarly complicate aligning power profiles to code execution timelines, especially in
multicore systems where scheduling adds jitter on top of clock instability.

5.1.6 Temperature Variations

Temperature variation of the device or environment can alter the power consumption be-
haviour and introduce low-frequency drift in power traces. As temperature rises, transistor
characteristics change, which can change the overall current draw for the same operation.
If the temperature is not controlled, traces taken at different times may have systematic
offsets or differences unrelated to the data. Historically, many side-channel experiments
are done at room temperature with short acquisition times, so temperature was not always
explicitly discussed. However, recent research shows it can be significant. Glamocanin et
al. found that with the ambient temperature increasing, the success rate of the Corre-
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lation Power Analysis (CPA) attack decreases [18], due to temperature-induced changes
in the sensor measurements. The authors note that ignoring temperature effects can lead
to overly optimistic results and recommend following guidelines to stabilise or account for
temperature. Even subtle architectural or measurement variations between devices can
lead to observable differences in leakage [14], so conducting side-channel evaluations in a
single run or under constant conditions is recommended to prevent false results due to
varying device temperatures. Temperature effects are primarily mentioned in specialised
papers. Temperature’s impact is often a slow drift or scaling of the power trace. For
example, as a chip heats up, its idle power might increase, and its dynamic power might
slightly change, leading to a baseline shift or different amplitude for power peaks. This
can reduce correlation coefficients in an attack if traces from cooler and hotter conditions
are mixed. The CPA success drop reported qualitatively in [18] indicates that more traces
or re-calibration were needed at higher temperatures. The temperature can introduce mis-
leading results for engineers conducting power-based debugging or energy profiling. For
example, a long-running test may show increasing power consumption caused by device
heating rather than changes in the software. Experiments often allow a warm-up period,
or temperature chambers are used for consistent conditions to mitigate this.

5.1.7 Operating System and Scheduling Noise

When the target device is running a full Operating System (OS) or multitasking scheduler,
the power trace can include many incidental activities unrelated to the intended workload.
OS noise refers to interference from OS background processes, interrupts, context switches,
and other scheduling events that occur unpredictably from the perspective of the user’s
program. In high-performance computing, OS daemons can lead to noise or jitter, which
leads to performance variability [3%]. In power traces, these OS-induced events manifest
as extra spikes or dips whenever the OS schedules a different task or handles an interrupt.
For example, if an encryption routine runs on a Linux-based system, a context switch or
an interrupt servicing the network stack will cause a burst of CPU activity unrelated to
the encryption, effectively adding noise to the trace of the crypto operation. Such OS and
scheduling-induced noise is not commonly addressed in classic side-channel literature on
microcontrollers because those often run on bare metal or a simple loop without multi-
tasking. However, researchers have noted the need to account for scheduling variability
in real-world systems like smartphones or Linux IoT devices. Some recent side-channel
experiments on Linux-based devices filter out traces where obvious context switches occur
or pin the process to a dedicated core to minimise interference. The frequency of citing
OS noise in side-channel papers is relatively low, but it is widely recognised in systems
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performance literature. The impact of OS scheduling noise is highly disruptive if present:
it can completely ruin trace alignment and add significant power consumption events that
dwarf the signal of interest. Unlike thermal noise, which tends to be consistent and sta-
tistically manageable, OS-induced noise, such as daemon activity, scheduler interrupts, or
kernel-level services, can introduce non-reproducible power fluctuations that severely de-
grade side-channel analysis. These events may obscure or distort the signal, often requiring
traces to be discarded or segmented. To mitigate such effects, engineers can synchronise
trace acquisition with the OS to avoid active system processes, employ real-time operating
system features to reduce jitter, disable unnecessary background services, bind processes to
dedicated Central Processing Unit (CPU) cores, and use high-resolution timers for precise
alignment [28]. In distributed systems, global clock synchronisation and pre-acquisition
micro benchmarking further help reduce the impact of system-level noise on measurement
fidelity. In summary, OS/scheduling noise is highly cited in broader contexts and increas-
ingly acknowledged in side-channel evaluations on complex devices. Its typical effect is
to introduce run-to-run variability and occasional large outlier spikes, which can misalign
traces and reduce correlation unless mitigated.

5.1.8 Algorithmic and Data-Dependent Noise

Beyond external interference, power traces can also be noisy due to the device’s own concur-
rent operations that are algorithmically unrelated to the secret of interest. In side-channel
analysis, this is often called algorithmic noise or modelling noise. It refers to variations in
power consumption stemming from parts of the device or program that are not accounted
for in the simple power model used by the attacker [15]. For example, when measuring a
cryptographic routine on a microcontroller, the CPU may also be updating a loop counter,
performing memory accesses, or toggling status LEDs. These consume power but do not
depend on the secret key, thus acting as noise from the attacker’s perspective. Similarly, if
a cryptographic algorithm has operations that do not involve the key byte being attacked,
those operations contribute power consumption that dilutes the key-dependent signal [11].
Unlike pure random noise, algorithmic noise can be systematic and not reducible by av-
eraging over identical inputs — it might only average out if the unrelated operations vary
independently of the secret input. Algorithmic noise is well known but rarely mentioned
in general Differential Power Analysis (DPA) and CPA studies. Algorithmic or model
noise is a significant factor that requires techniques like profiling or multivariate analy-
sis. The impact is a reduced correlation or SNR because the power trace is a sum of the
secret-dependent signal and other activity. For instance, in an Advanced Encryption Stan-
dard (AES) trace, the rounds of encryption contribute to key-dependent leakage, but loop
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overhead and instruction fetching contribute to a baseline that can be as large or larger.
The correlation to the correct key is very low, near zero, without isolating the key-related
consumption [14]. In contrast, the correlation jumps significantly if the unrelated code
is quiescent. Algorithmic noise is commonly mitigated by designing tests where only the
algorithm of interest runs or by using profiling attacks and machine learning that can learn
the power pattern of the unrelated operations [15].

5.1.9 ADC Quantization and Measurement Instrument Noise

The final category is the noise introduced by the measurement instrument, including the
ADC quantisation error, sampling jitter, and amplifier noise. Whenever a power trace is
digitised using an oscilloscope or a dedicated ADC, the measurement has finite resolution
and bandwidth. Quantisation noise arises because the ADC converts an analogue voltage
into a discrete digital value — any analogue detail smaller than one Least-Significant Bit
(LSB) is lost and appears as a quantisation error. For an ideal ADC with resolution N
bits, the theoretical quantisation noise yields an SNR of about (1.763 + 6.02b)dB [110].
This limits trace quality hard: if the side-channel signal is very small relative to the to-
tal range, a low-resolution ADC will bury it in quantisation error. Kocher et al. [(2]
identify quantisation errors arising from mismatches between the device’s internal clock
and the sampling clock as a source of measurement error. Suppose the ADC sampling is
not perfectly synchronised with the device’s clock. In that case, it not only causes tim-
ing misalignment but also effectively samples at arbitrary points in the waveform, leading
to additional quantisation uncertainty. In side-channel experiments, using a high-quality
oscilloscope or synchronous sampling technique is crucial [101]. Aside from quantisation,
the measurement device introduces thermal noise of its own, such as ADC aperture jitter
or amplifier noise. Measurement noise is acknowledged in essentially every experimental
paper, though often implicitly. Its impact adds additional noise floor on top of the device’s
noise. When a digital oscilloscope samples a signal, its ADC divides the input into 2V
discrete levels, where N is the number of bits of resolution. For instance, a 2-bit ADC
provides only four levels (00, 01, 10, 11), while a 4-bit ADC yields 16 levels, closer approx-
imating the original analogue waveform [30]. Thus, if the voltage difference produced by
an operation is smaller than the voltage span of a single quantisation level, that difference
may be lost during digitisation. In such cases, if a power difference amounts to only a small
fraction of the overall signal range, it may be indistinguishable without oversampling to
improve the resolution effectively. Narrow bandwidth filtering can also help by reducing
high-frequency ADC noise. From a frequency of citation perspective, ADC and instrument
noise are routinely cited in technical notes and a fair number of academic works, especially
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those focusing on measurement techniques or the need for low-noise amplifiers. The typical
impact is a reduced observable leakage if the instrument is not up to par. Using a 12-bit
ADC versus an 8-bit ADC could drop the required number of power traces by an order
of magnitude because the higher resolution preserved more SNR of the leakage signal [9].
Instrument noise is one reason why attacks on real devices sometimes fail with a basic
setup — the limiting noise may not be the device but the measurement apparatus.

5.1.10 Summary

Each of these noise factors can interplay. For instance, clock jitter and OS interrupts
together could misalign and add extra noise to traces, compounding the difficulty. Table
5.1 summarises noise types and their typical impact on trace quality. Achieving high-
quality power traces requires careful management of all these interference sources. Previous
research notes that minimising noise is key to successful power analysis. By understanding
the spectrum of noise and interference factors detailed above, analysts can better design
experiments and evaluate the actual leakage in the presence of real-world disturbances.
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Noise Type

Citations

Occurrence Fre-
quency

Typical Impact on Trace Quality

Thermal /Device
Noise

EMI / Environ-
mental Noise

Power Supply

Noise

Crosstalk

Clock Jitter /
Trace Misalign-
ment

Temperature
Variation

OS and Schedul-

ing Noise

Algorithmic/Para-
llel Activity Noise

ADC  Quantiza-
tion / Instrument
Noise

[
(110},
[
[

Almost universal
or baseline
sumption in all
studies

Very common
in measurement-
focused papers
and guides
Common in hard-
ware security and
Integrated Circuit
(IC) design works
Occasionally cited
(recent multi-core
or SoC studies)

as-

Very  frequently
cited (major issue
or countermeasure
in many papers)
Infrequent but
well known; noted
in recent works
and evaluation
guidelines

Rare in clas-
sic SCA papers
and common in
systems/HPC
literature

Rare in classic
SCA papers and
common in side-
channel modelling
discussions

Frequently noted
in  experimental
setups

Adds Gaussian baseline noise floor, low-
ers SNR and Pearson correlation; requires
averaging to overcome.

Raises noise floor with external signals
such as RF spikes or hum, can obscure
small power variations; often necessitates
shielding or filtering.

Superimposes supply voltage fluctuations
on traces, reducing distinguishability of
leakage. More traces or local measure-
ment points are needed.

Injects unrelated power spikes or shifts
into traces via inductive coupling; effec-
tively acts as structured noise from other
activity, lowering correlation with the tar-
get, operation.

Introduces temporal offsets between
traces, blurring power peaks. Requires
re-alignment algorithms or increases noise
if uncorrected.

Causes slow drift in trace baseline and am-
plitude. Higher temps can reduce attack
Typically, this results in lower
SNR and biased power measurements if
not stabilised.

Power spikes from OS tasks can misalign
traces and add non-repeatable patterns,
often rendering some traces unusable or
requiring many more traces to average out
randomness.

Adds constant or input-dependent power
consumption from unrelated operations.
Does not average out easily if determin-
istic. Lowers maximum correlation. Of-
ten demands profile attacks or isolating
the operation of interest.

Limits measurement resolution and adds
additional noise. Reduces SNR by a fixed
floor. Higher resolution or oversampling
improves trace quality significantly.

success.
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5.1.11 Risk Assessment

This subsection introduces a quantitative methodology to assess the relative risk of different
noise sources based on their frequency and impact on trace quality. The resulting scores
help prioritise mitigation strategies by identifying the most critical sources of interference
in side-channel measurements.

Quantitative Methodology

We adopt a quantitative risk estimation methodology to assess the potential threat of
different noise and interference sources on side-channel trace quality. The Risk Level is
computed based on two main factors: the frequency of occurrence and the severity of
impact on trace quality. Both factors are calculated based on summarised information
from Table 5.1. Risk evaluation facilitates the prioritisation of mitigation strategies in
real-world signal acquisition setups.

Each qualitative label for Occurrence Frequency and Impact on Trace Quality is as-
signed a numerical score, as shown in Table 5.2.

Qualitative Level Score

Very Low 1
Low 2
Moderate 3
Moderate/High 3.5
High 4
Very High )

Table 5.2: Quantitative scoring for qualitative frequency and impact levels.

The risk score is computed using the following formula:

Risk Score = Frequency Score x Impact Score (5.1)

Based on the final score, the overall Risk Level is categorised with labels as given by
Table 5.3.
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Risk Score Range Risk Level

1-6 Low
7-12 Moderate
13-20 High
21-25 Critical

Table 5.3: Risk level categorisation based on total score.

Results

The computed risk levels for each noise/interference source using a defined risk assessment
methodology are shown in Table 5.4. This allows practitioners to understand each noise
type’s criticality and prioritise countermeasures accordingly.

Noise/Interference Type Frequency Score Impact Score Risk Score (FxI) Risk Level
Clock Jitter & Trace Misalignment 5 5.0 25.0 Critical
EMI 4 4.0 16.0 High
Power Supply Noise 4 4.0 16.0 High
Thermal/Device Noise 5 3.0 15.0 High
OS & Scheduling Noise 3 5.0 15.0 High
ADC Quantization & Instrument Noise 4 3.5 14.0 High
Algorithmic Noise 4 3.5 14.0 High
Temperature Variation 3 3.5 10.5 Moderate
Crosstalk (Signal Coupling) 3 3.5 10.5 Moderate

Table 5.4: Calculated risk scores and levels for different noise and interference sources.

5.2 Systematisation of Knowledge: Mitigation Strate-
gies based on Noise Type

Effective side-channel analysis requires selecting appropriate strategies to mitigate noise
impact on trace quality and signal extraction. This section systematically categorises and
evaluates noise mitigation methods according to the specific types of noise they address,
focusing primarily on post-processing and software-based techniques. Each method is
analysed in terms of its effectiveness, applicability, and complexity. Table 5.5 summarises
the results of the performed systematisation and supports informed decision-making when
designing or adapting signal processing pipelines for embedded system security evaluations.
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5.2.1 Noise Mitigation Methodologies

Power side-channel measurements are susceptible to various sources of noise and interfer-
ence. Below, we organise common algorithms and methodologies for improving power trace
quality based on mitigated noise type, focusing on software and post-processing techniques
and noting proven hardware countermeasures where relevant. Each method is described in
terms of its purpose, effectiveness, popularity in the literature, and practical considerations.

Thermal Noise Thermal noise refers to the intrinsic random fluctuations in the device.
This noise is typically high-frequency and uncorrelated with the signal, reducing the clarity
of each power trace. Common mitigation techniques include:

e Peak-to-Peak Trace Averaging: Repeating the same operation many times and av-
eraging the recorded waveforms can significantly reduce random noise since uncor-
related noise cancels out over multiple samples [11]. Averaging N identical traces
improves SNR by roughly v/N. This is a highly effective technique, proven with
time. In a recent study, it was even shown that averaging outperforms other tested
methodologies like learned autoencoder [107].

e Low-Pass Filtering (LPF): Since thermal noise often manifests at higher frequen-
cies, a digital low-pass filter can remove high-frequency components while preserving
the slower power consumption variations. Simple filters like moving average or But-
terworth LPF are widely used to smooth traces. The purpose is to average out
fast noise spikes and retain the bulk of the side-channel signal, usually concentrated
around clock frequency or its harmonics. This is moderately effective if the signal
bandwidth is known and much lower than the noise bandwidth. However, improper
cutoff can also attenuate the relevant signals. Low-pass filtering is widespread in
SCA preprocessing [95]. It’s straightforward to apply with low computational cost
but offers limited improvement if important signal components lie in the filtered band

[39].

e Adaptive Filters (Wiener/Kalman): More advanced filtering can be applied with
statistical knowledge of signal and noise. A Wiener filter, for instance, optimally
balances signal and noise if their spectra are known [23]; Kalman filters can model
the power trace as a process and iteratively reduce noise [103]. These filters aim
to maximise SNR by adapting to the characteristics of the trace. They have shown
success in the literature but are less popular than simple averaging or static filters
due to the complexity of modelling the system. Effectiveness can be high when the
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model is accurate, but mistuning can lead to filtering out part of the actual leakage.
Their computational cost is higher, and they are only as valid as the assumptions
made about the signal.

Wavelet Denoising: Wavelet transforms techniques remove noise by decomposing the
trace into multi-scale components and thresholding the small coefficients representing
noise [29, 97]. The idea is that Gaussian noise yields small-amplitude wavelet coeffi-
cients, which can be truncated without losing significant signal [99]. Wavelet-based
denoising has been successfully applied to side-channel traces to improve SNR [22].
It can better preserve sharp features like instant power spikes than a simple low-pass
filter. While not as ubiquitous as basic filtering, several studies have explored wavelet
pre-processing to enhance DPA /CPA attacks. Wavelet denoising often improves at-
tack success with fewer traces [102], though it requires choosing appropriate wavelet
families and thresholds. MATLAB and specialised Python libraries provide wavelet
denoising functions, making implementation feasible.

Singular Spectrum Analysis (SSA): SSA is a technique that applies a singular value
decomposition on time series, treating the trace as a trajectory matrix, to separate

signal components from noise [116]. Del Pozo et al. introduced SSA for power trace
filtering and demonstrated significant gains in attack efficiency on unprotected and
masked implementations [71]. The method reconstructs the trace using only the

leading principal components, assumed to correspond to true leakage, and discards
components associated with noise. SSA can yield substantial SNR improvements, 5 or
more in some cases, [95], and it became fairly popular in academic research. However,
it involves hyperparameters (window length, component selection) that are somewhat
ad-hoc [67], and if chosen poorly, the benefits diminish. SSA is computationally
heavier than a simple filter since it involves an Singular Value Decomposition (SVD),
but it is still practical for small trace lengths.

Independent Component Analysis (ICA): ICA is a blind source separation method
that can treat each trace as a mixture of independent sources and attempts to sep-
arate them [05]. Maghrebi and Prouff [67] report that ICA drastically outperforms
simpler averaging and Wiener filtering. ICA’s purpose is to statistically isolate the
true signal component without knowing its shape, leveraging non-Gaussianity — noise
is often Gaussian, whereas leakage has structure. While promising in effectiveness,
ICA is relatively complex and not yet a standard practice. It requires multiple traces
and works best when the noise and signal are independent. Popularity is growing in
the literature as a preprocessing step, but it’s less common in simple tools. Compu-
tationally, FastICA algorithms [$1] can extract components in a reasonable time, but
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one must be careful to interpret which component corresponds to the secret leakage.

e High-Order Statistical Filtering: Le, Thanh-Ha, et al. [(/] introduced a noise reduc-
tion using fourth-order cumulants. These aim to exploit the fact that Gaussian noise
has zero cumulants beyond the second order, so one can design filters highlighting
non-Gaussian, hopefully, signal parts. While interesting, these are niche and require
deep signal processing expertise. Similar techniques are not widely used compared
to the above methods, and their effectiveness can vary. They might help in scenarios

where noise is Gaussian and leakage is not, but they can be less robust if assumptions
don’t hold.

e Machine Learning (ML) Denoisers: As a newer approach, machine learning models
(autoencoders, denoising neural nets) have been attempted to learn a mapping from
noisy to clean traces. The idea is to use a training set to teach a model the structure of
noise and signal. In practice, results have been mixed. For example, an autoencoder
was trained to denoise Field Programmable Gate Arrays (FPGA) power traces, but
its denoised output did not significantly outperform raw traces and was inferior to
simple averaging in the attack evaluation [107]. This suggests that while ML can learn
some features, traditional methods are still more robust for noise. ML denoisers are
not yet proven in the field. They carry the overhead of needing training data and the
risk of overfitting. ML models can potentially handle complex noise patterns that are
hard to model analytically and can succeed where classical methods struggle, though
the result might be uninterpretable [24].

While this section concentrates on software methods, one should not forget hardware
strategies to minimise thermal noise at capture. Using low-noise amplifiers and ADCs,
proper grounding, and shielding of measurement cables, all help reduce the random noise
floors. Sampling faster than needed and then digitally downsampling can also average
out some thermal noise. Cooling the device or measurement front-end can lower thermal
noise, but this is rarely done specifically for SCA as the improvement is usually marginal
compared to averaging traces. In practice, ensuring a high-quality measurement setup
(good probe contact, short wires, low electromagnetic pickup) will set a lower baseline
noise, making all the above algorithms even more effective.

Electromagnetic Interference (EMI) EMI refers to external or environmental sig-
nals coupling into the power measurement. This could be ambient mains hum (50/60 Hz),
radio-frequency interference from nearby electronics, or cross-coupling from the device’s
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clock and I/O lines into the measurement apparatus. EMI can manifest as specific fre-
quency components or bursts overlaying the trace, obscuring the actual power signal. Key
mitigation approaches include:

e Notch and Band-Stop Filtering: If interference at a known frequency is present, it
is useful to apply a notch filter to remove that narrow band. For example, a 50 Hz
interference can be filtered with a high-Q notch without affecting the MHz-range
crypto leakage. Similarly, band-stop filters can eliminate known unwanted bands.
This technique directly targets EMI frequencies, greatly reducing their amplitude in
the trace [50]. It’s as effective as the interference is narrow. However, narrowband
filtering is only a partial fix — broadband or unknown EMI requires broader measures.
Nonetheless, digital and analogue filters are common in labs, especially to remove
mains noise or other continuous wave interference. One must ensure the side-channel
signal doesn’t reside in the filtered band.

e Band-Pass Filtering around Clock Harmonics: As an alternative to removing specific
noise bands, one can focus on the frequency band where the leakages predominantly
lie. Power side-channel signals often concentrate around the device’s clock frequency
or its harmonics [93]. Using a band-pass filter tuned to that range, you keep the
relevant signal and reject frequencies far from it. Prior research has shown that
most leakage energy in a simple device might be confined to a band, and filtering
accordingly improves SNR [95]. This method requires some analysis, such as taking
an FFT of sample traces to identify peaks. The effectiveness is scenario-dependent
— if the leakage is broadband, a band-pass won’t capture it all. Band-pass filtering
is widely reported in the literature and is easy to apply once the band is known.

A range of hardware-based strategies exist to mitigate EMI in side-channel measure-
ment setups. One of the most fundamental techniques is electromagnetic shielding, which
reduces EMI coupling to the measurement. Attacking setups often employ a Faraday cage
or a metal shield around the device and sensor to block external electromagnetic noise.
This doesn’t remove noise in software but prevents it from appearing in the traces. Dif-
ferential probes or amplifiers for current sensing can help cancel out common-mode EMI.
A differential measurement, such as across a shunt resistor, measures only the difference
between two nodes, ideally subtracting noise that is common to both. This provides hard-
ware noise rejection. It is widely used in power analysis setups. Good quality amplifiers
have a high common-mode rejection ratio to ignore environmental pickup. For example,
measuring the voltage drop across a shunt with a differential amplifier means any EMI that
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couples equally into both leads will be rejected. Sometimes, interference comes from spe-
cific sources on the board (neighbouring circuits). One can reduce coupling by physically
repositioning the measurement probe or using smaller loop areas. For instance, twisting
the measurement leads or using coaxial cables ensures any external EMI induces equal and
opposite currents that cancel out. Additionally, careful probe placement can emphasise
the target signal over others [5].

In summary, for EMI, hardware fixes (shielding, differential probing) are often the first
line of defence and are widely adopted because they improve all traces universally. Software
filtering is then applied to the remaining interference. It’s worth noting that some target
devices intentionally inject EMI or noise as a countermeasure.

Power Supply Noise Power supply noise refers to fluctuations and interference from
the device’s power source and delivery network. This includes voltage droops, ground
bounce, or switching regulator ripple that superimpose on the measured power consump-
tion. In traces, this might appear as low-frequency oscillations or spikes unrelated to the
cryptographic operations. Techniques and countermeasures include:

e High-Pass Filtering / Baseline Removal: Many supply noise, such as DC level shifts
or regulator oscillations, is low-frequency [01]. Applying a high-pass filter to each
trace can remove the slowly varying component, essentially detrending the trace.
This lets the fast, data-dependent power spikes stand out above the baseline. Using
a high-pass filter when a device’s internal regulator causes large low-frequency noise
might mitigate such noise. The purpose is to cut out the baseline wander from the
supply and keep only the rapid transients of interest. High-pass filtering effectively
eliminates supply drift and regulator oscillation, which greatly improves the clarity
of where operations occur. It must be used carefully — too high a cutoff might also
remove the bulk of the signal (if the device operations are slow).

Most techniques for power supply noise rely on hardware measurements. For instance,
measuring the voltage drop across a small shunt resistor on the supply line rather than
measuring an absolute voltage inherently subtracts the supply’s DC component and much
of its slow variation. This technique not only helps with EMI but also targets supply
noise. One source of noise is the target’s power regulator, especially switching regulators,
which introduce periodic noise. A widely used countermeasure is to power the target
with a stable external supply or force the internal regulator into a bypass mode [56]. For
instance, some microcontrollers allow feeding a slightly higher voltage so that the internal
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Low-Dropout Regulator (LDO) turns off, thereby eliminating its noise contribution [50].
Adding decoupling capacitors near the measurement point can smooth out some supply
noise at the expense of smoothing the signal. In an attack, one might remove certain
capacitors to increase signal magnitude, but to mitigate noise, having a clean supply with
proper filtering can isolate external fluctuations.

In summary, mitigating power supply noise is often about measuring correctly and
filtering out low-frequency components. These steps are widely adopted because they
directly increase trace quality.

Clock Jitter and Desynchronization Clock jitter causes misalignment of power traces.
Essentially, the timing of operations varies between traces, blurring the features when traces
are compared or averaged. Even slight jitter or phase drift can severely reduce the effec-
tiveness of straightforward averaging or correlation analysis, making it a significant noise
source in side-channel attacks. Techniques to handle jitter and misalignment include:

e Trace Alignment via Cross-Correlation: One of the most common post-processing
steps is aligning traces to a reference point [65]. A simple approach is to use cross-
correlation: take a segment of one trace or an average trace as a reference pattern
and slide another trace across it, finding the offset that maximises correlation [67].
The major features line up by shifting each trace accordingly despite the clock jitter.
This addresses jitter noise by removing time offsets, turning a fuzzy average into a
sharp one.

e Elastic Alignment (Dynamic Time Warping (DTW)): When jitter or desynchronisa-
tion is not just a simple shift but involves non-linear stretching or compression of the
time axis, elastic alignment is a powerful technique [111]. DTW essentially finds an
optimal match between two time-series by allowing one to warp in time to align with
the other. In the side channel, this was introduced to deal with random process in-
terrupts or random delays inserted as a countermeasure. Elastic alignment can align
traces even if one trace runs slightly faster or slower in parts than another. DTW
alignment is well known and has been applied in several papers. It is less common
in public tools due to its complexity and computational cost, but it’s increasingly
accessible.

e Peak/Feature Alignment: A simpler alignment variant is to detect a particular peak
or edge in each trace and align based on that index. This could be done by thresh-
olding or edge detection on the signal. It’s effective if a clearly identifiable feature
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exists in every trace. For instance, if every encryption triggers a notable power spike
at the start, aligning all traces so that the spike is at the same sample index removes
the jitter. Good for consistent features, but if noise obscures the feature in some
traces, those might misalign. It is very fast and easy but not robust to all forms of
jitter.

Rather than purely post-process, another strategy is to eliminate jitter at the time of
capture. If possible, using the same clock for the device and the oscilloscope (or at least
using a phase-locked sampling clock) ensures each trace is sampled at identical points in
the cycle. In practice, it does not eliminate jitter to the full extent. The alignment quality
can be measured by checking the traces’ variance or the correlation spike after alignment.
Poor alignment means the power of averaging is lost, whereas good alignment recovers the
full leakage signal.

OS and Multi-Process Noise When the target device is a complex system running
an operating system or other concurrent processes, the power trace can include unrelated
activity. This OS noise might include context switches, interrupts, background tasks,
dynamic frequency scaling effects, etc. Unlike simple electronic noise, this interference is
structured but unpredictable, often appearing as extra spikes or differing baselines in power
traces that are not correlated with the cryptographic algorithm’s operation. Mitigating this
type of noise is challenging, but several approaches are used:

e Trace Classification and Outlier Removal: If some traces contain obvious interrup-
tions, such as out-of-place spikes, an analyst might detect and discard those traces.
This could be done manually by dropping any trace that deviates beyond a certain
power level at an unexpected time or via clustering. One can focus on a cleaner subset
by removing outliers or grouping traces by patterns. Removing blatantly noisy traces
can improve analysis, as those traces would otherwise obscure averages. However, if
interruptions are frequent, you can’t just drop too many traces without losing data.

e A brute-force way to deal with random process noise is to collect a large number
of traces so that the cryptographic signal can be statistically extracted. Statistical
techniques average out unrelated noise by grouping traces by data values. The idea
is that OS noise is random concerning the secret data, so given enough traces, the
attacker can still isolate the minute correlations. DPA was famously shown to work
even against complex and noisy systems given sufficient traces [62]. It is effective
in theory as the law of large numbers guarantees that deterministic data-dependent
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effects will emerge from random background noise if you can gather enough samples.
In practice, this might mean tens or hundreds of thousands of traces for an attack
that usually needs only a few hundred on a quiet system.

Synchronous Triggers and Root-of-Trust Execution: If the attacker has some control,
a common tactic is to minimise OS interference by performing the cryptographic
operation in as isolated a context as possible. For example, on a Linux system, one
might run the encryption in a real-time process or even in a bootloader where the
OS isn’t multitasking yet. In embedded systems, sometimes cryptographic routines
are run in an interrupt context to make them more deterministic. By aligning the
measurement trigger to just the operation of interest, we effectively window out the
rest of the multitasking activity.

Signal Processing for Periodic Background Noise: Some OS-related noise might be
periodic like an OS scheduler ticks every 1 ms or periodic radio communications in
a device. If such patterns are known, they can be filtered with the filters discussed
above or subtracted through an average interrupt event waveform. Another scenario
is that power management may cause the CPU frequency to change, which skews the
trace. If the scaling behaviour is understood, one could segment traces by frequency
or normalise them in parts. This is very situational. Removing a specific periodic
noise can help if that noise is dominant. If background events are more sporadic, this
doesn’t apply.

Profiling and Machine Learning: Advanced techniques treat the side-channel as a
combination of signals and attempt to separate them via learning. For example,
one could train a machine learning model to recognise the signature of the crypto
operations amidst the noisy trace. Its effectiveness is potentially very high as ML
can surpass human-designed filters when noise is very complex. It’s been called a
game changer for side-channel analysis on noisy, large devices [35]. However, it often
requires an extensive training set and might need labelled data.

Increasing Signal: One indirect method is to amplify the power signature of the
operation of interest so that OS noise is relatively smaller. For example, if attacking
an AES software implementation on a busy CPU, one could run the AES repeatedly
in a tight loop or on multiple cores simultaneously if possible so that the power
usage from AES dominates [12]. Essentially, by making the cryptographic operation
account for a larger share of total power, the noise from other processes becomes less
significant proportionally.
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In summary, OS and multi-process noise are some of the toughest challenges because
they are complex signals intermixed with the signal of interest. Attackers cope by averaging
it out with many traces, isolating it through selective filtering, or learning around it with
ML techniques.

Algorithmic Noise Algorithmic noise refers to variations in the power trace caused by
parts of the algorithm or device operation that are not directly related to the secret data
one is trying to extract. In other words, it’s the structured but key-independent portion
of the trace. Examples: the power consumption differences due to loop counters, fixed
sequence of operations, or concurrent non-crypto computations. Unlike random noise,
algorithmic noise is often deterministic given specific inputs or states, but it can mask the
valuable leakage. Attackers employ several strategies to reduce algorithmic noise:

e Differential Analysis (DPA/CPA): The fundamental rationale of differential side-
channel analysis is to cancel out algorithmic noise by comparing traces for different
data inputs. Constant power consumption is eliminated by subtracting or averaging
groups of traces. For instance, in classic DPA, traces are partitioned by a guessed
key-bit outcome. The subsequent difference in means removes the baseline consump-
tion, which is the same across the two sets, and highlights only the data-dependent
differences.

e Mean or Reference Trace Subtraction: A simple preprocessing is to compute an
average trace over all acquisitions and subtract this average from each trace. The
average trace presumably captures the algorithmic behaviour that is common to all.
By subtracting it, each trace is left with only the deviations from the average, which
often correspond to data-dependent variations. This is effectively what some authors
call zero-mean traces.

e [CA for Algorithmic Separation: Just as ICA was mentioned for separating generic
noise, it can specifically separate independent sources of leakage. Suppose the total
power trace is a mixture of the crypto operation leakage and some other concurrent
operation leakage. If these are statistically independent, ICA can attempt to extract
two separate waveforms. In the context of algorithmic noise, if one part of the
power corresponds to an algorithmic deterministic operation and another part is
data-dependent, ICA might treat them as independent sources and split them.

Algorithmic noise is often deterministic, given the secret. Examples of algorithmic noise
are shuffling with a Central Processing Unit (PRNG) seed or inserting dummy rounds

119



based on a secret pattern. Such noise is incredibly potent because an attacker cannot
average it out without knowing the secret pattern because it’s synchronised with the secret,
not with their chosen input [35]. When algorithmic noise countermeasures are absent,
differential techniques usually handle the natural algorithmic noise well. Such methods as
mean subtraction or PCA are often unnecessary if one can do a DPA since DPA inherently
removes the static algorithmic footprint. They become more relevant when doing single-
trace analysis or template attacks or when the algorithmic noise is so large that it slows
down the convergence of DPA. In to subtract orsuch cases, preprocessing to boost SNR
through methods similar to ICA directly addresses the algorithmic noise and can reduce the
number of traces needed. In conclusion, algorithmic noise mitigation in the side-channel
analysis is about leveraging the structure: using the fact that it is deterministic or common
across traces either to subtract it out or to avoid it.

5.2.2 Summary

Effective mitigation of noise and interference in power trace analysis requires careful selec-
tion of countermeasures. Table 5.5 summarises recommended mitigation post-processing
strategies for various noise types. Thermal and device noise, EMI, power supply distur-
bances, and algorithmic noise occur frequently, each significantly reducing trace quality.
Although varying in occurrence, clock jitter and OS-induced scheduling noise present par-
ticularly high risks due to their severe detrimental effects on trace alignment and signal
coherence.

Diverse mitigation strategies are available to address these challenges, each targeting
specific noise characteristics. Basic statistical techniques, such as trace averaging and
DPA, remain highly popular and effective for counteracting random thermal and algo-
rithmic noise by statistically isolating data-dependent signals. Advanced digital filtering
techniques, including wavelet denoising, SSA, and ICA, offer significant improvements in
SNRs, albeit at increased computational complexity and implementation effort. Clock jit-
ter, a critical source of trace misalignment, requires dedicated alignment methodologies
like cross-correlation alignment, elastic alignment using DTW, and synchronous sampling
triggered through hardware. Cross-correlation and synchronous sampling are particularly
prevalent in practical implementations due to their balance of effectiveness and moderate
complexity.

While out of scope for this research, we are noting hardware-based countermeasures
used in analysed side-channel related works in Table 5.6.

Overall, selecting optimal mitigation strategies necessitates balancing the trade-offs be-
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tween effectiveness, computational complexity, implementation feasibility, and the specific
noise characteristics of the measurement scenario. Successful noise mitigation typically
combines simpler, broadly applicable techniques with advanced analytical or hardware
solutions tailored to particular, high-risk interference sources.

Noise/Interference Occurrence Impact Risk Level Recommended Mitiga-
Type Frequency tion Strategies

Thermal/Device  Very High Moderate High Trace Averaging, Low-Pass
Noise Filtering, Adaptive Filtering

(Wiener/Kalman), Wavelet
Denoising, ICA, SSA

EMI High High High Shielding, Differential Prob-
ing, Band-stop (Notch) Fil-
tering, Band-pass Filtering

Power Supply High High High Differential Measurement

Noise (Shunt), High-pass Filtering,
External Stable Power Sup-
ply, Decoupling

Clock Jitter & Very High Very High Critical Cross-correlation Align-
Trace Misalign- ment, Elastic Alignment
ment (DTW), Peak Alignment,

Synchronous Sampling, Trig-
gered Acquisition

OS & Scheduling Moderate Very High High DPA, Trigger Synchroniza-
Noise tion, ML Profiling, Outlier
Removal
ADC Quantiza- High Moderate/High High Use high-resolution ADCs,
tion & Instru- oversampling with averaging,
ment Noise low-noise amplifiers
Algorithmic High Moderate/High High DPA, Mean Reference Sub-
Noise traction, PCA, ICA, SSA,
Operation  Resynchroniza-
tion

Table 5.5: Impact of various noise and interference sources on trace quality and suggested
mitigation strategies.
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Mitigation Strategy

Noise Types Effectively Mitigated

Shielding

Differential Probing

Differential ~ Measurement
(Shunt)

External Stable Power Sup-
ply

Decoupling Capacitors
Triggered Acquisition
Trigger Synchronization

Oversampling with Averag-
ing

High-Resolution ADCs
Low-Noise Amplifiers
Synchronous Sampling
(Clock Sharing)

External Temperature Con-
trol

Electromagnetic Interference (EMI), Crosstalk (Signal
Coupling)

Electromagnetic Interference (EMI), Power Supply
Noise, Crosstalk (Signal Coupling), ADC Quantization
& Instrument Noise
Power Supply Noise,
(EMI)

Power Supply Noise

Electromagnetic Interference

Power Supply Noise, Electromagnetic Interference
(EMI)

Clock Jitter & Trace Misalignment, OS & Scheduling
Noise

Clock Jitter & Trace Misalignment, OS & Scheduling
Noise

ADC Quantization &
mal/Device Noise

ADC Quantization & Instrument Noise

ADC Quantization & Instrument Noise, Electromag-
netic Interference (EMI), Thermal /Device Noise

Clock Jitter & Trace Misalignment, ADC Quantization
& Instrument Noise

Temperature Variation

Instrument Noise, Ther-

Table 5.6: Noted hardware countermeasures against different noise sources.

5.2.3 Risk Assessment

Quantitative Methodology

This subsection presents a structured evaluation of post-processing mitigation strategies
based on their effectiveness, applicability, and implementation complexity. The assessment
draws on empirical data and expert insights to support informed countermeasure selection,
as Table 5.5 summarises.

A structured evaluation framework was developed to assess the effectiveness and practi-
cality of various post-processing countermeasures for mitigating noise and interference in
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side-channel power traces. The evaluation is grounded in a quantitative risk assessment
model incorporating empirical data, documented methodologies, and domain knowledge
assessed in Table 5.5.

Each identified noise source was assigned a risk score, ranging from 10.5 to 25.0, based
on its frequency of occurrence and its impact on side-channel measurement integrity (Table
5.3). These scores serve as weighted indicators of how critical each noise source is to the
overall signal degradation.

The effectiveness of each mitigation strategy was quantified using a computed mitigation
score, defined as the weighted sum of the effectiveness factors assigned to each mitigated
noise source. Formally, the mitigation score is given by:

Mitigation Score = Z(Risk Score of Noise Type x Effectiveness Factor) (5.2)
A normalised scale from 0 to 1 was adopted to assign mitigation capability:

e 0.0: No mitigation effect

0.1-0.39: Limited mitigation (minimal practical benefit)

0.4-0.59: Moderate mitigation (partial reduction, situationally useful)

0.6—0.79: High mitigation (reliable, significant noise suppression)

0.8—1.0: Very high mitigation (eliminates or largely neutralizes noise)

Effectiveness factors represent the degree to which a given method suppresses or neu-
tralises a specific noise type. These were derived from literature benchmarks, experimental
observations, and implementation experience. To facilitate interpretation, the average ef-
fectiveness of each strategy was computed and mapped to a qualitative level:

Average > 0.75: Very High
e Average > 0.60: High

Average > 0.40: Moderate

e Average < 0.40: Low
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In addition to technical performance, each strategy was evaluated based on its practical
feasibility. The classification is as follows:

e Low: Simple to implement with minimal technical or computational overhead.
e Moderate: Requires intermediate-level expertise or some parameter tuning.

e High: Demands significant technical effort, specialised tooling, or processing time.

To rank the mitigation strategies, a composite final score was computed by integrating
three key dimensions. The first component, accounting for 30% of the total score, measures
the breadth of unique noise sources that a given method is capable of addressing and is
referred to as noise coverage. The second component, weighted at 40%, captures the
mitigation effectiveness through a normalised mitigation score derived from the weighted
sum of effectiveness factors across relevant noise types. The final component, representing
the remaining 30%, reflects implementation complexity, where simpler methods receive
higher scores due to their lower technical or resource requirements. This multidimensional
scoring model enables a balanced evaluation of each countermeasure, considering technical
performance and practical applicability. The formula used is:

Final Score = 0.3 x Normalized Coverage + 0.4 x Normalized Mitigation Score
+ 0.3 x Complexity Score,

where the complexity score for each method was assigned based on implementation dif-
ficulty, with lower complexity receiving higher scores. Specifically, methods classified as
having low implementation complexity were assigned a score of 1.0, those with moderate
complexity received a score of 0.55, and highly complex methods were given a score of 0.1.

This composite scoring methodology ensures that each mitigation strategy is evalu-
ated on its technical merit, practical usability, and breadth of applicability. The resulting
ranking provides a balanced and rigorous prioritisation for side-channel analysis counter-
measures.

Results

Table 5.7 presents mitigation strategies’ final ranking based on their effectiveness in ad-
dressing key noise sources, weighted mitigation score, and implementation complexity. The
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composite scoring approach ensures that both technical impact and practical feasibility are
considered in the evaluation.

Among all evaluated techniques, Trace Averaging emerged as the top-performing strat-
egy with a final score of 0.7590. This is attributed to its broad applicability across four
critical noise types and its low implementation complexity, making it both effective and
practical. SSA also performed exceptionally well, mitigating five distinct noise types with a
final score of 0.7514, and offering a balanced trade-off between effectiveness and moderate
implementation complexity. ICA followed closely, achieving the highest mitigation score
overall (62.25) due to its strong performance across six noise sources, including high-risk
categories such as EMI and algorithmic noise. Despite its high complexity, ICA scored
third in the final ranking with a score of 0.7300. ML-Based Profiling also ranked highly,
demonstrating strong mitigation across six noise types. However, its higher implementation
complexity reduced its final score to 0.6914. Notably, DPA/CPA achieved a competitive
position, benefiting from moderate-to-high effectiveness and targeting five distinct noise
types with only moderate complexity, resulting in a score of 0.6785.

In the mid-tier rankings, signal processing techniques such as Low-Pass Filtering, Band-
Pass Filtering, and Reference Trace Subtraction performed consistently. These methods
offer moderate mitigation and are favourable for their simplicity, contributing positively to
their overall scores.

Lower-ranked techniques, such as FElastic Alignment, Peak/Feature Alignment, and Op-
eration Resynchronization, typically exhibited high mitigation in narrow scenarios but
lacked broad noise coverage or incurred higher complexity. Similarly, specialised methods
like Band-Stop Filtering were highly effective in specific cases but addressed only a single
noise type, thus limiting their contribution to overall robustness.

In conclusion, the final scores highlight a trade-off between mitigation breadth, tech-
nical strength, and practicality. Top-ranking methods offer a favourable balance across all
criteria, whereas more specialised techniques may still be valuable in targeted applications
where specific noise sources dominate.
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Countermeasure

Targeted
Noise/Interference Types

Noise
Num

Risk Score Effectiveness Mitigation Implementation Final

Sum

Level

Score

Complexity

Score

Trace Averaging

SSA

ICA

ML-Based Profiling

DPA / CPA

Low-Pass Filtering

Reference Trace

Subtraction
Band-Pass Filtering
High-Pass Filtering

Adaptive Filtering

Wavelet Denoising

Band-Stop Filtering
Cross-Correlation
Alignment

PCA

Trace Classification
FElastic Alignment

Peak/Feature
Alignment
Operation
chronization

Resyn-

Thermal/Device Noise, ADC
Quantization & Instrument
Noise, OS & Scheduling
Noise, EMI

Thermal/Device Noise, Algo-
rithmic Noise, OS & Schedul-
ing Noise, EMI, ADC Quan-
tization & Instrument Noise
Thermal/Device Noise,
Algorithmic  Noise, EMI,
Crosstalk, Power Supply
Noise, ADC Quantization &
Instrument Noise

OS & Scheduling Noise,
Algorithmic  Noise, Ther-
mal/Device  Noise, EMI,
ADC Quantization & Instru-
ment Noise, Crosstalk
Algorithmic Noise,
Scheduling  Noise,  Ther-
mal/Device Noise, ADC
Quantization & Instrument
Noise, EMI

Thermal /Device Noise, ADC
Quantization & Instrument
Noise, EMI

Algorithmic Noise, OS &
Scheduling Noise, Tempera-
ture Variation

EMI, Power Supply Noise,
OS & Scheduling Noise
Power Supply Noise, Temper-
ature Variation
Thermal/Device Noise, ADC
Quantization & Instrument
Noise, EMI

Thermal/Device Noise, ADC
Quantization & Instrument
Noise, EMI

EMI

Clock Jitter & Trace Mis-
alignment, OS & Scheduling
Noise

Algorithmic Noise,
Scheduling Noise
OS & Scheduling Noise, EMI
Clock Jitter & Trace Mis-
alignment, OS & Scheduling
Noise

Clock Jitter & Trace Mis-
alignment

Algorithmic Noise

0S &

oS &

ot

60.0

16.0
40.0

31.0
40.0

High

High

High

High

Moderate

Moderate

Moderate

Moderate
High

High

High

Very High
High
High
Moderate
Very High
High

Very High

40.30

52.35

62.25

56.25

41.00

22.00

19.10

32.10

29.05

14.40

27.50

17.30

13.90

31.50

15.00

12.60

Low

Moderate

High

High

Moderate

Low
Low

Moderate

Moderate

Low
Moderate
Moderate
Moderate
High
Moderate

Moderate

0.7590

0.7514

0.7300

0.6914

0.6785

0.6126

0.5949

0.5914

0.5227

0.5213

0.5017

0.4425

0.4417

0.3762

0.3543

0.3324

0.3114

0.2960

Table 5.7: Final ranking of countermeasures based on number of noise types mitigated,

effectiveness, mitigation score, and implementation complexity.
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5.3 Systematisation of Knowledge: Signal Quality Met-
rics

Having enough samples per command is crucial to reliably analysing and interpreting power
side-channel signals and performing successful classification or differentiation. Thus, we
need to identify an appropriate metric m that encapsulates the clarity and informativeness
of the observed traces. Such a metric should ideally capture both the instantaneous quality
of the signal and its evolution over time, thereby facilitating adaptive decision-making
regarding the required number of samples during trace collection.

Papagiannopoulos et al. [33] outline a range of established metrics used in SCA, includ-
ing SNR, correlation, Mutual Information (MI), and the t-statistic, each offering unique
perspectives on signal quality and leakage detectability. In this section, we extend this
range by considering additional metrics such as total signal power and Central Limit The-
orem (CLT), evaluating their relevance and effectiveness for signal clarity estimation in the
context of SCA quality assessment. Additionally, we propose to incorporate CP metric as
a new metric for quality estimation.

5.3.1 Total Power of the Signal

In signal processing, the total power is crucial for calculating SNR and reducing noise.
Signals comprise a consistent desired component and a variable noise component. Averag-
ing across multiple instances reduces noise variability, decreasing the total power through
averaged signals. The power of a discrete signal can be quantified with Equation 5.3.

1

P= |s[n]l?, (5.3)

S
Il
o

where s[n] represents the n-th sample of the signal, and N is the total number of samples
in the signal. For signals with deterministic components and zero-mean noise, total power
(P) is the sum of signal (Ps) and noise power (P, ). After averaging M samples, given noise

reduction by [13], the power (Py_ayg) adjusts as shown in Equation 5.4.
P,
PM—avg:Ps—i_M? (54)

The Formula 5.4 provides a mechanism to compute the power of a signal after M
averages, isolating its inherent strength from the noise. Non-stationary signals can exhibit
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Figure 5.1: Power over averages of the Signal #1

time-varying statistical properties, causing their power to evolve over time. When averaging
such signals, the total power does not remain constant or decrease predictably as it would
with stationary signals; instead, it may fluctuate as the intrinsic characteristics of the signal
and noise vary. The equation 5.3 remains a foundational tool for power calculation, yet its
application to non-stationary signals must account for the changing nature of both signal
and noise components.

The power values for both stationary and non-stationary signals demonstrate a trend
of rapidly diminishing returns from averaging. The change in power seems to be more
pronounced during the initial averages and significantly levels off after the first ten averages.
This behaviour is demonstrated for signal #1 in Figure 5.1 and is stable over different signal
samples. The initial reduction does not necessarily correlate with optimal SNR, indicating
that total power alone might not be a reliable metric for determining signal clarity in
stationary and non-stationary contexts. The rapid change in total power and the dynamic
nature of some signals necessitate a more nuanced approach to signal clarity estimation.

5.3.2 Signal-to-Noise Ratio

The SNR quantifies the extent of noise in a signal, comparing the signal’s power levels or
amplitudes to noise, where power relates to the amplitude squared. A higher SNR means
the signal is dominant, and the noise is less noticeable. On a logarithmic decibel (dB)
scale, a factor of 10 applies to power-based calculations and 20 to amplitude-based ones.
For our research, we measured the SNR ratio in dB using Equation 5.5, where powers are
calculated as mean squares of a signal and noise, respectively.

10 * logyo(Ps/ P,) (5.5)

SNR improvement is often represented as 10log;y(/N), where N denotes the number
of averages. The rationale behind this equation is grounded in the principle that while
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the signal power remains unchanged with averaging, the noise power reduces, effectively
improving the SNR. Specifically, averaging N independent noise samples reduces the noise
power by a factor of N. However, its use without preliminary analysis of the application
domain is risky, as it does not take into account natural changes of the noise through time.

Real SNR estimation is not straightforward. We tried a few approaches to calculate
SNR without additional environmental information to address this issue for the adaptive
quality estimation algorithm.

Statistical method

The statistical method is one of the existing methods in the industry, mainly employed for
the image processing domain. For this method, P, and P, from equation 5.5 are updated
with a new equivalency. Signal power is represented as a mean p of the data, and the
noise is represented by the standard deviation o of the data [79]. The mean/std method
applies to continuous data measured on a ratio scale characterized by a true zero point
and meaningful ratio comparisons [79]. The discretized power trace data with a true zero
representing the absence of power aligns with ratio scale properties, making it suitable for
this analysis. Notably, this method is suited only for additive white Gaussian noise.

The experiments show this method’s ineffectiveness for stationary embedded discretised
signals. The expected SNR improvement trend over new averages was not observed when
the statistical method was used to calculate the results. The resulting trend follows the
opposite trend of the total power, where SNR noticeably improves only during initial
averages and then stabilizes.

Cryptoanalysis method

Another method in the domain is a calculation of SNR with real measurements [$3]. It
starts by collecting a dataset of side-channel traces, each trace comprising time samples
that reflect potential leakage from a cryptographic algorithm’s intermediate values. The
leakage at a specific time sample is modeled as L = Ly + L, = g(V) + L,, where Ly
represents the deterministic part linked to the intermediate value V', and L,, represents the
non-deterministic noise, modeled as L,, ~ N(0,0?).

To compute SNR, the traces are first grouped by the intermediate variable V', resulting
in sets L, for each value v. For each L,, the mean leakage fi, is calculated as the average
of its elements. The overall mean leakage /i across all groups is then derived by averaging
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Figure 5.2: SNR vs measured SNR

these means. Similarly, the variance 62 for each group is computed as the mean squared
deviation from fi,, and the overall noise variance 62 is the mean of these variances.

The variance of Ly, Var(Lgy), representing the spread of the deterministic leakage across
all values of V| is calculated next. SNR is finally determined as the ratio of Var(Ly) to
&2, providing a measure of signal strength relative to noise.

This approach was tailored for estimating the SNR directly from real measurement
data. Still, it suits only a limited application and produces an uninformative correlation
to the actual SNR.

Subtracting Signal Power from Total Power

Let P be defined as 2P, — Piitiar and P, as Piitial — Ps, according to Equation 5.4.

We can substitute these values into Equation 5.5 to estimate the SNR using Equation
ASNR
)

N =100

It is important to note that the estimated power and SNR calculations may diverge
substantially from actual SNR values in practical scenarios. These estimates may accu-
rately reflect the overall trend for stationary signals but with real-value discrepancies. In
the case of non-stationary signals, these estimates may fail to indicate improvement trends
accurately. An example of calculated SNR over averages with actual SNR over averages for
stationary noise is shown in Figure 5.2. Relying solely on extracted SNR can be unreliable
when evaluating a signal’s clarity, especially when the signal’s nature is unknown.

Fourier Transformation and Artificial Intelligence

Artificial Intelligence (Al) and ML models are becoming increasingly popular, positioning
them as versatile tools for various tasks. We successfully implemented six algorithms
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with the use of Scikit-learn [31], and TensorFlow [1] for SNR prediction using only noisy
signals. Table 5.8 showed a detailed comparison of achieved accuracies, errors, and recorded
computation time to use the model successfully.

Model R2 MSE Train.time Predic.time Extract.time
Lin. Reg. 0.91 2.17 0.009 0.002 7.33
Rand. Forest 0.96 1.00 0.30 0.011 0.78
Grad. Boost. 0.97 0.73 0.75 0.004 0.78
SVR 0.97 0.72 3.10 0.44 0.78
RNN 0.87 3.20 2850 5.80 0.00
MLP 0.97 0.73 68.7 0.18 7.33

Table 5.8: Model comparison for signals with aperiodic noise

In the process of predicting the SNR for a collection of noisy signals, we extracted key
features from both the time and frequency domains using methodology from Section 3.5.2.

While all algorithms that use extracted features predict SNR with varying degrees of
success, only the Recurrent Neural Network (RNN) were proficient at making predictions
without manually extracted features. However, despite its success, the RNN was inefficient.
Compared to Linear Regression (LR), the RNN was only marginally superior in terms of
cumulative prediction and extraction time, largely due to LR’s intensive preprocessing
needs. While both LR and RNN showed comparable accuracy, LR is considerably easier
to train, avoiding the need for intricate architectural and hyperparameter fine-tuning. All
other methods surpassed these two in all terms, with only the Multilayer Perceptron (MLP)
taking longer in certain time metrics.

The most efficacious algorithms were Random Forest (RF), Gradient Boosting (GB),
and Support Vector Regression (SVR). All demonstrated comparable accuracy and Mean
Squared Error (MSE) metrics. Notably, the SVR required more input features for periodic
signals than RF and GB, slightly reducing its versatility. GB showed marginally superior
metrics but needed longer training and hyperparameter tuning times.

Overall, it is possible to achieve high accuracy by extracting only two features from
the frequency domain — spectral entropy and spectral spread, where spectral spread relies
on spectral centroid, using ensemble ML methods. However, the required computational
time is not efficient even by significantly reducing the feature domain and choosing optimal
ML models. SNR itself does not produce an easily predictable trend, and would require
multiple computations. Using ML methods, the computation cost of the fuzzing algorithm
might unpredictably increase.
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5.3.3 Comparative Power

We suggest an alternative metric for an assessment called CP, which calculates the ratio
between consecutive averaged signals and provides a robust measure for evaluating signal
improvement. Additionally, we estimated its relationship to SNR. The ratio is measured by
adapting Equation 5.5, where we substitute P, with the power of the current averaged signal
A((ts1,...,ts,)) and P, with the power of the previous averaged signal A((ts1,...,tS,—1)).
The powers are calculated through Equation 5.3.

This approach is particularly effective for non-stationary signals. In contrast to mea-
sured SNR 5.3.2, CP estimates the nature of the noise and introduces a measure for estimat-
ing noise stationarity. The greater the variation in values across different measurements,
the higher the likelihood of non-stationarity in the noise. Figures 5.3 and 5.4 show the
correlation between SNR defined by Equation 5.5, measured SNR and CP for stationary
and non-stationary signals, respectively.

SNR vs Comparative Power SNR vs Calculated SNR
75 80
S <
Z50 Z 60
25 —— SNR —— SNR
— CP 40 Measured SNR
0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000
Number of Averages Number of Averages

Figure 5.3: SNR vs measured SNR vs CP for stationary signals

SNR vs Comparative Power SNR vs Calculated SNR
. WWWWWWNWWWw
100 60 W
o [~ F
NN T A s
& Ml A &40
50 — SNR — SNR
— CP 20 Measured SNR
0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000
Number of Averages Number of Averages

Figure 5.4: SNR vs measured SNR vs CP for non-stationary signals

We can predict SNR through linear regression with equation 5.6, where ‘comparative
power’ C'P and ‘min-max’ M M are independent variables. The MM metric quantifies
variability within CP measurements by computing the difference between its maximum
and minimum values in specific subsets. To calculate MM, outliers are removed, and the
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average is taken across subsets. Figure 5.5 shows a correlation between SNR, MM, and
CP. For particular cases, MM metric reduces MSE. Although we found the MM metric
mostly redundant for our final dataset, it could be used for calculating the drop rate.

SNR=oa+Bi-CP+ By MM (5.6)

The intercept parameter, denoted as «, exhibits a logarithmic relationship with the
index x of the averaged array, which corresponds to the total number of signals averaged.
The relationship is given by Equation 5.7.

Beta 3 coefficients indicate a polynomial dependence on the indexes. Given the com-
plexity inherent in the fit, using a coefficients table or formulating an equation for the
exact application domain could be beneficial. Simplifying the scope by narrowing down
the possible ranges for variables such as amplitude, frequency, stationarity, and the count
of foundational sinusoids will improve equations. This refinement, in turn, facilitates an
acceleration in the computation process. Equation examples for the polynomial depen-
dency of 8 and B on their respective variables are presented in Formula 5.8 and Formula
5.9, where z refers to the number of averages.

a=—221—4.16 x log(x) (5.7)

B =0.995+5.99-107% 2 —8.00- 10717 22

5.8
—5.93-107% .22 +387-10718. z* (5-8)

By =—0.192+1.37-107%- 2 —4.39-1078 - 22

5.9
+587-1072 .23 —-264-10716. 24 (5.9)

The estimated accuracies of the equations, as indicated by the metrics R?, MSE, and
Mean Absolute Error (MAE), reveal a high degree of predictive accuracy and consistency
across various models. With R? values predominantly exceeding 0.97, the models demon-
strate a strong ability to predict the SNR from the inputs C'P, derived for averaged signals
at specific indexes, and M M, consistent across all indexes. The MSE and MAE values,
which measure the average magnitude of the prediction errors, show slight variations but
remain relatively low, indicating precise predictions with minimal deviation from the actual
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Figure 5.5: Dependency between CP, MM and SNR

values. The maximum MSE recorded was 4.27, while the MAE remained below 1. These
results suggest that the equations are robust in their capability to capture the underlying
patterns in the data, making them suitable for applications requiring high precision in SNR
estimation.

5.3.4 Central Limit Theorem

The CLT is a fundamental result in probability theory that establishes the conditions under
which the sum (or average) of a large number of independent and identically distributed
(ii.d.) random variables converges in distribution to a normal distribution [63]. This
theorem provides the theoretical foundation for modelling aggregate noise as Gaussian in
many empirical and experimental domains, including side-channel analysis [105].

Let X1, X5, ..., X, denote a sequence of i.i.d. random variables drawn from a popula-
tion with mean p and finite variance o?. The sample mean is defined as

_ 1 <&
X, =~ X;. 5.10
n; (5.10)

The standardized form of the sample mean is given by

_ Xu—p

- o/yn’
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The CLT states that as n — oo, the distribution of Z,, converges to the standard normal
distribution:
Zo 5 N(0,1). (5.12)

Equivalently, the distribution of the sample mean X,, converges in distribution to a normal
distribution with mean p and variance o2 /n:

g

2
X, 5N (u, ?) . (5.13)

In side-channel analysis, particularly in power or electromagnetic measurements, each
recorded trace T} is often modelled as a superposition of a deterministic component S;
(representing signal) and a stochastic noise component V;:

T, = S; + N.. (5.14)

Assuming that the noise terms V; are i.i.d. with finite variance, the CLT implies that the
sample average of repeated measurements will approximate a Gaussian distribution, even
if the individual noise distributions are non-Gaussian. Specifically, for a fixed signal value
S, the distribution of the mean trace over n measurements converges as:

n 2
127}&/\/(5,0—>. (5.15)
n i—1 n

This result justifies the common practice of modelling measurement noise in side-
channel traces as Gaussian when a sufficiently large number of samples are available.
Moreover, it underpins the statistical power of many parametric techniques used in side-
channel attacks, such as correlation power analysis and template matching, which often
assume normally distributed noise for theoretical and practical tractability.

However, while SCA methodologies commonly operate under this Gaussian assumption
driven by the CLT, practical experiments indicate that reaching a fully Gaussian approxi-
mation often requires an impractically large number of samples.

The required sample size n to approximate the noise component by a normal distribu-
tion within a specified margin of error in a practical experiment was calculated as:

Za)2 0>2
= 5.16

where z,/7 is the critical value associated with the desired confidence level, o is the esti-
mated standard deviation of the noise, represents the acceptable margin of error.

135



Applying the standard CLT-based approach to a GSM module indicated a sample
size needed exceeding two million traces. In practice, however, stable results sufficient
for power fuzzing analysis were achieved with as few as 100 samples. This substantial
discrepancy suggests that strict adherence to Gaussian assumptions may lead to significant
overestimation in sample size recommendations, highlighting that a fully Gaussian noise
distribution may not always be necessary for effective side-channel analysis.

5.3.5 Correlation-Based Trace Prediction

Predicting noise levels in side-channel measurements is inherently challenging due to nu-
merous influencing factors such as hardware variability, measurement setups, environmen-
tal conditions, and power supply characteristics. Consequently, empirical side-channel
analyses often simulate varying noise levels to evaluate attacks’ robustness under realistic
conditions [15].

In practice, simulated power traces are initially generated from an idealised power
consumption model. For example, the simple 1-bit Hamming Distance (HD) model assigns
a binary value based on whether two consecutive signals differ (1) or remain unchanged
(0), resulting in an ideal, noise-free power trace. Realistic conditions are simulated by
superimposing additive Gaussian noise with mean g and standard deviation o, denoted as

N (s, 0?):

Tnoisy — lideal +N(0; 02)~ (517)

Since the Pearson correlation coefficient, commonly used in CPA, is invariant to shifts
by a constant mean, noise is conventionally assumed to have zero mean (p = 0) [L5].

To connect this theoretical noise representation to practical hardware, noise variance o
can be expressed equivalently as the activity level of randomly switching registers within
a device. If each register independently switches with a probability of 0.5 and contributes
one arbitrary unit of power consumption, the resulting power distribution approximates a
Gaussian distribution with parameters:

u:g, J:\/g = 02:% = n=40" (5.18)

Thus, the noise standard deviation o offers an intuitive interpretation as the equivalent
number of randomly switching registers.
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The effectiveness of correlation-based attacks depends significantly on the number of
collected traces (N), the inherent noise variance (0% ), and the variance of the employed
hypothetical power model (var(H)). The Pearson correlation coefficient p between the
hypothetical model H and the noisy measurement X can be modeled as [15]:

1
p= —02. (519)
L+ Var(I{IV)-N

Rearranging this expression to determine the required number of traces N yields:

N = Va‘;ézvﬂ) (1% - 1) : (5.20)

where 0% is the noise variance, var(H) denotes the variance of the power model, p represents
the desired or observed correlation coefficient. The variance of hypothetical power models
var(H) strongly depends on both the bit width and the type of leakage model employed
(Hamming Weight vs. Hamming Distance).

Different embedded systems exhibit significantly different leakage characteristics and
complexity [15]:

e Simple microcontrollers (e.g., PIC, AVR): Typically feature narrow datap-
aths (8 or 16 bits) with relatively predictable and lower switching activities. Here,
straightforward HW or HD models often accurately represent leakage, leading to
comparatively high correlation coefficients.

e Complex OS-level systems (e.g., CPUs, FPGAs): These have wider datapaths
(32/64 bits), higher parallelism, and substantial noise originating from simultaneous
system processes. Such complexity significantly reduces correlation coefficients, in-
creasing effective noise. More detailed or single-bit transition models may be neces-
sary to accurately characterize leakage in these contexts.

Table 5.9 provides a summary of representative CPA attacks from the literature, il-
lustrating typical correlation coefficients, associated noise variances, and their equivalent
switching register activity [15].

We applied the correlation-based trace prediction method to a GSM module. The
resulting estimation indicated a requirement of over 30,000 traces to achieve a target cor-
relation coefficient, which is significantly lower than the CLT-based estimate, but still
overestimates the number of traces needed in practice.
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Table 5.9: Summary of CPA attacks from the literature, including correlation coefficient
(cc), noise variance, equivalent switching registers, and used number of traces.

Target Design Power Model c¢c Noise Variance Switching Registers Used Traces
PIC16F886 8-bit HD 0.75 5.1 12.5 100
Yubikey 2 (EM) 8-bit HW 0.3 42 161 300
Virtex-4 Bitstream 1-bit HD 0.08 39 155 60,000
Virtex-5 Bitstream 1-bit HD 0.04 156 623 90,000
SHA-1 EEPROM 8-bit HW 0.1 400 1600 2,500
Kintex-7 FPGA 8-bit HW 0.1 400 1600 6,000
Yubikey 2 (Power) 8-bit HW 0.06 1110 4430 6,400
Stratix I Bitstream 8-bit HD 0.05 1600 6400 400,000
Mifare DesFire (EM) 4-bit HD 0.01 10,000 40,000 250,000

5.3.6 Summary

Accurately estimating the quality of power side-channel signals is essential for predict-
ing the required number of traces needed to distinguish signal characteristics from noise
reliably. The preceding analysis evaluated several signal quality metrics, including total
power, SNR, CP, and statistical approaches based on the CLT and correlation-based trace
predictions.

Total signal power provides a straightforward measure that reflects noise reduction
through averaging. However, this metric exhibits diminishing returns rapidly after initial
averages and does not reliably correlate with optimal SNR, especially in non-stationary
environments. Thus, total power alone is insufficient as a standalone signal quality indica-
tor.

The SNR is conceptually robust but challenging to estimate accurately in practice.
Various approaches, such as statistical mean, standard deviation methods, cryptanalysis-
based groupings, and subtractive power techniques, show differing degrees of effectiveness.
The statistical method was ineffective for embedded discrete signals, while the cryptanalysis
method provided a theoretically sound but practically limited application. The subtractive
approach, though practically appealing, often deviates substantially from true SNR values.

Machine-learning methods have demonstrated high predictive accuracy for SNR esti-
mation, particularly ensemble methods such as Random Forest, Gradient Boosting, and
SVR, achieving R? values exceeding 0.96. Despite their accuracy, these methods require
substantial computational overhead for feature extraction, training, and prediction, thus
limiting their practical utility in scenarios with real-time constraints.

Proposed CP metric, which measures the ratio of powers between consecutively aver-
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aged signals, provides a robust and intuitive indication of signal improvement over suc-
cessive averages. Combined with a variability metric, linear regression models using CP
offer accurate and reliable estimates of SNR (R?* > 0.97). The CP metric is particularly
effective for handling non-stationary signals due to its inherent adaptability.

Classical statistical methods like the CLT and correlation-based trace prediction offer
closed-form estimates of the required number of averages. However, the CLT-based formula
significantly overestimates practical sample sizes — for example, predicting over two million
traces for GSM, whereas only around 100 are practically sufficient. Correlation-based
methods improve this estimate substantially (around 2,500 traces for GSM), yet remain
exaggerated.

In summary, while traditional metrics such as total power and direct SNR estimation
provide foundational insights, they either exhibit rapid saturation or practical limitations
in accurately quantifying signal quality, especially in non-stationary contexts. Machine
learning approaches offer remarkable predictive accuracy, yet their computational com-
plexity limits applicability in real-time or resource-constrained environments. Conversely,
the CP metric combined with variability-based linear regression achieves both high accu-
racy and practical efficiency, effectively addressing the shortcomings of classical methods.
CLT- and correlation-based trace prediction techniques are well-established techniques in
the domain. However, when transferred to the hardware fuzzing domain, they tend to
substantially overestimate the number of traces. Still, we believe that with appropriate ad-
justments, they hold significant potential for providing efficient and theoretically grounded
estimations. Thus, integrating CP-based methodologies alongside refined statistical ap-
proaches provides an optimal balance between accuracy and computational practicality,
enhancing the robustness of trace-number predictions in power side-channel analyses.

5.4 Noise Mitigation and Robust Classification Pro-
posed Strategies

This section presents a structured set of complementary noise-mitigation and classification
techniques tailored for powertrace-based fuzzing. Building on prior evaluations of noise mit-
igation techniques, it outlines the most promising noise removal strategies, and proposes an
integrated approach that combines bias removal, adaptive sample-size estimation, outlier
filtering, DTW-based averaging or SSA, shared-noise subtraction, and targeted classifi-
cation methods to robustly address diverse noise sources and improve anomaly detection
accuracy.
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5.4.1 Methodology and Approach

Based on an evaluation of noise mitigation strategies presented in Table 5.7, five methods
emerged as particularly effective in addressing a broad spectrum of noise types commonly
encountered in side-channel analysis: Trace Averaging, SSA, ICA, ML, and DPA/CPA.
Each technique has distinct advantages and limitations regarding applicability, computa-
tional complexity, and effectiveness across different noise scenarios.

Trace averaging stands out due to its simplicity, ease of implementation, and robust-
ness. Its performance is generally resilient even against non-Gaussian noise distributions,
provided a sufficient number of samples is collected. Given these advantages, trace aver-
aging is an effective baseline technique suitable for most side-channel contexts, especially
when computational resources or expertise for parameter tuning are limited.

SSA offers a more sophisticated, data-driven approach, decomposing traces into inter-
pretable signal and noise components. Its implementation is straightforward, requiring only
basic parameter tuning, primarily selecting the appropriate number of eigenvalue groups,
typically isolating the first component group as signal-related. SSA demonstrates strong
capability in noise suppression, although computational overhead is significantly higher
compared to basic trace averaging. Nonetheless, the computational demands remain man-
ageable in practice and can justify the computation overhead given reduced acquisition
overhead compared to trace averaging.

ICA theoretically offers powerful capabilities for separating independent source signals
from mixed observations, thus potentially improving noise reduction and clarity in the
processed signals. However, the practical efficacy of ICA is critically dependent on the
accurate determination of parameters, such as the number of independent components,
which significantly impacts the outcome. Additionally, identifying the correct component
corresponding to the signal of interest can be challenging, as the order of components
provided by ICA is not consistent. Moreover, ICA requires considerable computational
resources and processing time, limiting its feasibility on constrained hardware such as the
Raspberry Pi. Experimental results on RPI indicated ICA performed notably worse than
simple trace averaging across several optimisation attempts. Finally, ICA struggles with
non-Gaussian noise distributions, further limiting its universal applicability.

ML approaches provide flexibility and adaptive learning capabilities for noise miti-
gation but present significant practical challenges. Previous studies have demonstrated
ML’s inferior performance compared to traditional trace averaging methods, mainly when
generalised datasets are unavailable [107]. ML methods typically require extensive and
target-specific training datasets, preprocessing, and training, severely impacting scalabil-

1ty.
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DPA and CPA techniques essentially combine grouping of traces based on input hy-
potheses, averaging, and subsequent differential analysis. While powerful in cryptographic
side-channel analysis, these methods are impractical for PowerFuzzer applications due to
the extensive input space, necessitating an unmanageable number of hypotheses or key
guesses. Furthermore, the beneficial aspects of DPA/CPA (trace grouping and averaging)
are effectively encompassed by existing methods within the evaluation framework, reducing
their additional utility in this context.

Despite their strengths, none of the evaluated strategies address jitter noise or effectively
remove algorithmic and operating system-induced interferences. Therefore, additional algo-
rithmic noise suppression strategies and either elastic alignment or distribution-preserving
methods must be incorporated.

Once the noise mitigation strategy is chosen, estimating the number of samples required
to achieve successful classification is essential. Classical approaches based on the CLT and
correlation-based trace prediction provide well-established, theoretically sound methods
for sample size estimation. However, both techniques tend to overestimate the number
of traces needed in practical scenarios significantly. With appropriate adjustments and
empirical calibration, these methods hold substantial potential for efficient and accurate
trace prediction. Recent evaluations highlight the CP metric as an effective predictor of
signal improvement during averaging. Monitoring the progression of CP values across
successive averages makes it possible to detect the point of diminishing returns where
additional traces no longer meaningfully enhance signal quality.

Therefore, to achieve robust classification and analysis, we propose a structured com-
bination of several strategies:

e Bias Removal: Techniques such as randomised trace acquisition sequences and
temperature regulation mitigate systematic measurement biases at acquisition time,
thus increasing PowerFuzzer robustness.

e Adaptive Sample Distribution Size Estimation: The system can efficiently bal-
ance robustness and resource usage by continuously assessing signal quality indicators
and adjusting acquisition in real time.

e Distributional Preprocessing (Outlier Removal): Identifying and removing
outliers enhances the reliability of statistical representations and prevents distor-
tion of averaging or decomposition methods by extreme, non-representative mea-
surements.

e Advanced Noise Removal Techniques:
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— DTW-based Trace Averaging: DTW-based averaging aligns and averages
traces adaptively, effectively reducing jitter-induced misalignments, resulting in
more representative signal averaging.

— SSA: SSA improves powertraces by decomposing signal and noise explicitly,
preserving essential distributional information while significantly reducing struc-
tured noise.

e Shared Noise Identification and Subtraction: This approach explicitly targets
deterministic, common noise artefacts, such as algorithmic noise or OS-induced in-
terference (if aligned by OS response), by identifying and subtracting shared signal
components common to multiple traces.

e Cropping Irrelevant Trace Segments: Removing segments of traces unrelated to
the target command reduces unnecessary variability and computational complexity.

e Classification Techniques:

— T-Test Classification: Employed for scenarios involving clearly defined, repre-
sentative averages, this statistical test provides effective classification capability
in cases where trace averaging methods have stabilised representative traces.

— Distributional Analysis: When jitter remains problematic or when using
methods such as SSA that preserve distributional information, distribution-
based statistical tests such as multivariate T-Test provide superior classification
performance by explicitly accounting for inherent trace variability.

Integrating these complementary strategies enables robust, adaptive, and accurate noise
mitigation and classification tailored explicitly to PowerFuzzer contexts.

5.4.2 Unbiased Power Measurement

Reliable and accurate power measurements are crucial for effective power-based side-
channel fuzzing. However, systematic biases significantly affect the quality of acquired
traces, potentially misleading side-channel analyses and subsequent fuzzing outcomes [15].

Glamocanin et al. [18] demonstrated that FPGA-based sensors are sensitive to temper-
ature fluctuations, affecting both the DC offset and variance of power traces. Their results
show that even modest temperature variations can substantially degrade the effectiveness

142



of correlation-based attacks, requiring significantly more traces to reliably recover crypto-
graphic keys. Moreover, ML-based side-channel models, when trained on biased datasets,
tend to exploit these temperature-induced artefacts rather than actual leakage patterns.

Papagiannopoulos et al. [33] state that randomised acquisition helps mitigate mea-
surement biases and ensures better statistical independence between samples. Sequential
acquisition of multiple traces for a single command risks introducing correlation and sys-
tematic biases that can either mask or exaggerate leakage.

To mitigate bias in measurements, the analyst should integrate the following points:

e Power traces corresponding to different operations should be acquired in an inter-
leaved and randomised order to ensure uniform environmental influence across all
classes.

e The internal state of the SUT should be fully reinitialised between successive mea-
surements to eliminate inter-trace dependencies and ensure statistical independence
of acquired traces.

5.4.3 Adaptive Estimation Strategy for Trace Requirements

Effective power-based side-channel analysis critically depends on acquiring an optimal num-
ber of measurement traces — sufficient to reliably distinguish signal from noise, yet without
unnecessary overhead. To address this challenge, we propose to integrate an adaptive esti-
mation strategy that dynamically adjusts trace acquisition in real-time based on evolving
estimates of signal quality.

First, adaptive acquisition systems should be implemented to initially collect a fixed
number of traces n and perform an early estimation of the total required trace count
based on the observed signal quality. We suggest n = 100 as the smallest number we
used in successful PowerFuzzer experiments and seen in literature (Table 5.9). As ac-
quisition progresses, the system should periodically re-evaluate signal conditions to verify
that the acquisition remains on track toward the predicted goal. The frequency of these
re-evaluations can gradually decrease over time, following either a linear or logarithmic
schedule, as confidence in the prediction increases.

The CP metric is central to this adaptive approach, which provides a practical method
for assessing noise suppression efficacy throughout the averaging process. By examining the
ratio of signal powers between successive averaged measurements, the system can intuitively
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estimate the rate at which noise reduces and quickly identify the point where additional
measurements yield minimal or no significant improvements.

Alternatively, correlation-based trace prediction methods, traditionally prone to over-
estimation, can be refined through domain-specific calibration tailored explicitly to the
PowerFuzzer environment. Correlation coefficients should be empirically established via
controlled experiments, comparing predicted trace counts with actual, observed numbers
of required traces under representative operational conditions.

This proposed strategy integrates adaptive acquisition systems informed by the CP met-
ric and calibrated correlation-based predictions to ensure optimal trace count estimation,
enhancing power-based side-channel classification’s efficiency and practical applicability
through acquisition optimisation.

5.4.4 Distribution Preprocessing

To enhance the quality and consistency of side-channel measurements, we propose incorpo-
rating an outlier detection and removal step before further response assessment. This step
mitigates the impact of anomalous traces arising from transient disturbances, hardware
glitches, or acquisition artefacts.

Identifying and discarding anomalous traces before distribution averaging can reduce
the influence of rare but high-magnitude deviations that would otherwise distort statistical
metrics such as mean and variance.

The proposed method involves computing the mean trace across the command responses
distribution and subsequently identifying outlier traces based on their ED from this mean.
Specifically, the distribution of ED distances is analysed using the IQR rule [Q; — « -
IQR, Qs + o - IQR], where @ and Q3 are the first and third quartiles respectively and «
is predefined threshold. The equation could be simplified to account only for Q_3, as we
are interested in only outliers that lie far from the mean trace.

This procedure ensures that only statistically representative traces are retained for
subsequent analysis, thereby improving the SNR and preserving response-relevant peaks
from smoothening.

5.4.5 Downsampled DTW Averaging

To mitigate the effects of clock jitter and response stretching in power traces, we propose
employing trace averaging based on the DTW distance, commonly referred to as Dynamic

144



Time Warping Barycenter Averaging (DBA). Table 5.5 notes that elastic alignment tech-
niques such as DTW offer the highest mitigation score for trace misalignment. However,
their practical applicability is hindered by the quadratic time complexity of DTW, which
significantly increases implementation complexity and reduces the final score in realistic
measurement pipelines.

DBA, while powerful, becomes computationally infeasible in the context of Power-
Fuzzer, where trace lengths frequently exceed 10,000 samples and can reach up to 500,000
samples per trace. To address this scalability challenge, we propose a novel method:
Shrunk-DBA  an efficient approximation of elastic averaging tailored for extensive, noisy
time-series data.

Our approach introduces a preprocessing and constraint pipeline that enables DBA to
scale without sacrificing alignment quality. The procedure includes the following steps:

e Smoothing: Each trace is first smoothed using a Gaussian filter to suppress high-
frequency noise and reduce sensitivity to irrelevant signal fluctuations.

e Downsampling: The smoothed traces are then downsampled to a manageable res-
olution (10-60 samples) to reduce computational load while preserving global align-
ment structure.

e Constraint Estimation: Based on an estimate of the typical response duration
or expected misalignment magnitude, the parameters for the Sakoe-Chiba band are
computed to limit the DTW search space and enforce locality [15].

e Shrunk-DBA Execution: The downsampled traces are used to compute an ap-
proximate alignment path via constrained DTW. This alignment is then projected
back to the original resolution and applied to the full-length traces, enabling robust
and efficient averaging.

By combining smoothing, downsampling, and constrained DTW search, we offer a
practical approach for long traces. It enables time-aligned averaging at scale and improves
resilience to temporal distortions, making it suitable for high-resolution power traces.

Shrunk-DBA Algorithm

Computational limitations of DTW averaging are often underexplored [36]. Many stud-
ies leave optimisation for dynamic programming or assume unlimited time and memory

145



available, overlooking the importance of data transformation algorithms before and after
the DTW path computations. This section introduces a data processing module that can
be combined with existing DTW averaging techniques to enhance their computational ef-
ficiency while preserving alignment accuracy. Experimental results illustrate the proposed
approach’s practical gains, suggesting its potential to make real-time DTW averaging fea-
sible for large-scale or resource-constrained systems.

Shrunk-DBA is an improved DBA algorithm that reduces computational complexity
by performing DTW on downsampled sequences before full-resolution refinement.

DTW is a well-established technique for measuring the similarity between time series
sequences by allowing flexible temporal alignments [75]. Given two sequences:
A: (al,ag,...,ag), B:(bl,b27...,bT), (521)

DTW constructs an optimal alignment by computing a cost matrix D(i, j) recursively as:

D(GE—1,7—1) (Match)
D(i,j) = d(a;,b;) + min ¢ D(i,j — 1) (Insertion in A) (5.22)
D(i—1,7) (Insertion in B)

where d(a;, b;) represents a local distance measure, often chosen as the squared Euclidean

distance [109]:
d(a;,b;) = (a; — bj)*. (5.23)

A key byproduct of DT'W is the warping path, which specifies how points in sequence
A correspond to points in sequence B. This path provides a temporal mapping that is
fundamental for computing a meaningful barycenter when averaging multiple time series.

DBA is an iterative refinement algorithm that computes an average sequence, or barycen-
ter, of a set of time series under DTW alignment [87]. Given a dataset of time series
X ={X1,Xs,..., Xy}, DBA aims to find a representative sequence C' = (cy, ..., cr) that
minimizes the sum of squared DTW distances:

N

* . 2
C* = arg ménEDTW (C, X,). (5.24)

DBA operates iteratively:
1. Initialize the barycenter C' using an arbitrary sequence from X.
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2. Compute DTW alignments between C' and each sequence Xj.
3. Assign each barycenter point ¢; the mean of all aligned points from X.

4. Update C' and repeat until convergence.

This process ensures that the barycenter preserves meaningful temporal alignments. DBA
is computationally expensive due to the underlying quadratic complexity of DTW.

To reduce DBA’s computational time and resources, we introduce an optimized ap-
proach, Shrunk-DBA. This approach leverages downsampling to perform alignments on
lower-resolution versions of the sequences before refining the barycenter at full resolution.

The Shrunk-DBA algorithm follows these steps:

1. Initialize the barycenter C' and its shrunked version C}, using an arbitrary sequence
from X

2. Downsample all time series X; by a factor of k (selecting every k-th point).

3. Compute DTW alignments between the shrunk sequences and a shrunk barycenter.
4. Expand the shrunk DTW path back to the full resolution.

5. Assign original-resolution points based on the expanded DTW path.

6. Compute the mean of assigned points, updating the full-resolution barycenter.

7. Repeat until convergence.

The standard DBA algorithm has a time complexity of:
O(NT?), (5.25)

where N is the number of time series and T is their length. This is due to the need to
compute N pairwise DTW alignments at each iteration.

In contrast, Shrunk-DBA first computes DTW on downsampled sequences of length
T" = T/k, which reduces DTW complexity per iteration to:

o) (Ni—j) . (5.26)
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Expanding the DTW path back to full resolution adds an O(NT') cost, which is linear
in T'. The full assignment update and barycenter computation steps also remain O(NT).
Thus, the total complexity of Shrunk-DBA per iteration is:
T2
O(Nﬁ—i—NT) ) (5.27)
The speedup factor of Shrunk-DBA compared to standard DBA is approximately O(k?).
This demonstrates that the approach provides significant computational savings, particu-

larly for datasets where T is large. The memory requirements are also reduced, as the cost
matrix for DTW is of size O(T?) in standard DBA but only O(T?/k?) in Shrunk-DBA.

The optimized DBA method was built on top of tslearn DBA implementation [109],
and is formally outlined in Algorithm 10.

Algorithm 10: Shrunk DTW Barycenter Averaging (Shrunk-DBA)
Input: X = {X;,..., Xy}: set of time series,

shrink_factor k: downsampling factor,

max_iter: maximum iterations,

tol: convergence threshold
Output: Final barycenter C'
Convert X' to shrunk dataset X’ (downsampled)
Initialize barycenter C' using a sequence from X
Compute initial shrunk barycenter C" = C[:: k]
Initialize costyye, = 00
for iter =1 to max_iter do
Compute DTW alignments between C” and each X/
Expand DTW paths to full resolution
Assign full-resolution points based on the expanded path
Compute new barycenter C' as the mean of assigned points
10 Compute shrunk barycenter C" = C[:: k]

11 | Compute new cost cost = 3., DTW?(C, X;)

© 000 N O Ok W N =

12 if |cost,pe, — cost| < tol then
13 L break
14 COStprey <— COSE

15 return C
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The proposed Shrunk-DBA algorithm was evaluated across various shrink factors to
assess its impact on classification accuracy, computational speed, and memory consump-
tion. The results indicate a clear trade-off between computational efficiency and accuracy.
Specifically, the highest accuracy of 0.523 was obtained using standard DBA (k = 0) and
Shrunk-DBA with a shrink factor of & = 2. For moderate shrink factors ranging from
k = 2 to k = 6, accuracy remained relatively stable between 0.500 and 0.523. Beyond
a shrink factor of k = 10, accuracy experienced a more pronounced decline, reaching a
minimum of 0.460 at k& = 14. However, no clear correlation emerged between accuracy
degradation and trace length within the evaluated range (1000-3000 samples), suggesting
that accuracy losses are more closely associated with the density of informative features
rather than trace duration alone.

Significant improvements in computational performance were observed with increas-
ing shrink factors. Execution time decreased notably, from 18.027 seconds for standard
DBA to approximately 7.375 seconds at k = 6, reflecting a 2.4x improvement. Peak
memory usage exhibited even more substantial reductions, dropping from 6524.018 MB at
k =0 to just 11.965 MB at k = 6, representing a 99.8% decrease. While further down-
sampling continued to yield incremental performance gains, substantial accuracy losses
beyond k£ = 10 provided diminishing returns. Thus, Shrunk-DBA with moderate shrink
factors (k < 6) demonstrates the optimal balance, substantially enhancing computational
efficiency and memory usage with minimal impact on accuracy, making it particularly suit-
able for resource-constrained environments and real-time applications. It is important to
note that these results were obtained on relatively short traces compared to actual Power-
Fuzzer data. For the significantly longer traces typical in our measurement pipeline, larger
shrink factors can be considered more readily without compromising overall alignment
quality.

5.4.6 Singular Spectrum Analysis

SSA achieved the second-highest final mitigation score among all evaluated techniques,
demonstrating strong performance across five distinct noise categories, including EMI,
thermal noise, and ADC-related disturbances. This broad applicability and moderate
complexity balance highlight SSA as a robust and practical choice for mitigating side-
channel interference.

SSA is a powerful, nonparametric technique for time series analysis and component
separation. The method operates in two key stages: decomposition and reconstruction [7].

Given a real-valued time series F' = (fo, f1,..., fnv—1), the first step is to embed the
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series into a trajectory matrix X € RY*X by defining a window length L such that 1 <
L < N, and setting K = N — L + 1. The trajectory matrix is formed as:

o v fka
foo foo- fva

This matrix is then subjected to SVD:
d
X => " VNUV
j=1

where \; are the singular values in decreasing order, U; are the left singular vectors, and
V; are the right singular vectors. Each triple (1/A;, U;,V;) is known as an eigentriple.

In the reconstruction phase, a subset J C {1,...,d} of eigentriples is selected. These
components are aggregated and converted back into a time series via diagonal averaging,
reconstructing a signal component:

XJ:Z\//\]‘U]'V;-T = G:(go,...,gN_l)
JjeJ

The choice of window length L and component subset J determines which features (e.g.,
trends, periodicities) are captured. Alexandrov [7] proposed SSA enhancement for trend
extraction, where components are selected based on their low-frequency spectral contribu-

tion: > , (k)
. LR U]' T

Oy ) = Sz

Zk:o [Uj (E)

where Iy, () denotes the periodogram of the eigenvector Uj, and wy, Cy are thresholds for
frequency and energy contribution respectively. This approach ensures that only compo-
nents dominated by slow, smooth variations are retained.

0

For our evaluation, we implemented SSA using the pyts Python library [38], which pro-
vides efficient routines for time series transformation and analysis. This enabled automated
assessment and parameter tuning across a wide range of noise profiles.
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5.4.7 Shared Noise Removal

Algorithmic noise refers to deterministic components within side-channel traces that con-
sistently appear regardless of the specific command executed. These components do not
contribute meaningful information about command-specific behavior and are neither ran-
dom nor transient. Instead, algorithmic noise arises from shared computational overhead,
common [/O setup routines, repetitive library function calls, or consistent control-flow
operations.

We propose two variants for mitigating algorithmic noise: a simpler singular method
and a more sophisticated multivariate approach.

Singular Variant: The singular method involves computing the mean trace across all
available unknown-command samples and subsequently subtracting this average from each
individual trace. While computationally efficient, this approach assumes that the shared
noise remains consistent across all traces and ignores potential variability within subsets
of the data.

Multivariate Variant: The multivariate approach seeks to improve on the limita-
tions of the singular method by recognising that algorithmic noise may exhibit structured
variability across different execution contexts or temporal segments. Instead of assuming
uniformity, this method applies clustering techniques, such as K-means, hierarchical clus-
tering, or Gaussian Mixture Models, to the set of traces, treating each trace as a vector in
a high-dimensional feature space.

Removing algorithmic noise is essential for successful post-classification, particularly
in scenarios where shared execution patterns can obscure command-specific signal char-
acteristics. We propose a differential averaging strategy inspired by the DPA principles
to address this challenge. Unlike DPA, our approach is not aimed at key recovery but
at enhancing signal clarity by suppressing deterministic, data-independent components
present across all traces. While the method requires further empirical validation and re-
finement, it demonstrates strong theoretical promise as a preprocessing step to improve
the discriminative quality of traces in classification pipelines.

5.4.8 Trace Length Adjustment

While explicit trace length adjustment is not strictly required, cropping out irrelevant
sections containing primarily noise can significantly enhance subsequent statistical analyses
by amplifying the contrast between genuinely differing trace segments. Automating this
selective cropping process is feasible by employing Algorithm 6 introduced in Section 4.3.2.
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Specifically, by identifying the precise response windows and cropping traces according to
the longest detected response window, one ensures a consistent and meaningful temporal
alignment, thus enhancing the effectiveness of further side-channel evaluations.

5.4.9 Classification

Choosing an appropriate classification method depends significantly on the specific denois-
ing strategy adopted. Different preprocessing methods affect side-channel traces differently,
particularly regarding trace alignment, jitter removal, and the preservation of distributional
characteristics. Therefore, classification approaches must align carefully with the prepro-
cessing outcomes to achieve accurate and reliable results.

When employing the Shrunk-DBA method for jitter removal and alignment, the re-
sulting dataset is represented effectively by a single, optimally aligned trace. Shrunk-DBA
inherently selects or synthesises the most representative trace, reducing jitter-related vari-
ance and improving the SNR. In contrast, SSA preserves the distributional properties of
the noise-reduced signals but does not inherently address alignment issues such as jitter or
temporal stretching. Hence, subsequent alignment methods might be required post-SSA
or distributional classification.

Two principal classification strategies suitable for analysing side-channel data following
these denoising approaches might be based on T-Test or clustering.

The original T-Test employed for Powertrace-based fuzzing [32] compares the aver-
age trace corresponding to a specific command against the global average of traces from
the unknown command distribution. This method assumes that an ideal, representative
average trace sufficiently characterises the signal’s behaviour for classification purposes.
The Original T-test is effective when trace averaging techniques are employed, as these
methods tend to smooth transient artefacts without significantly distorting overall signal
characteristics, preserving variance indicative of distinct command behaviours.

We also explored alternative clustering approaches, such as K-means clustering based
on time-domain with frequency-domain features (Section 3.5.2) or raw power traces. Em-
pirical evaluations indicate these methods yield comparable classification results without
substantially improving or degrading statistical significance (p-values) compared to the
original T-test.

Traditional average-based classification techniques become suboptimal when employing
SSA or other noise reduction methods that retain distributional characteristics without
explicitly handling jitter and temporal misalignment. We require classification techniques
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designed to compare distributions directly. The multivariate T-Test represents a suitable
alternative classification method in such contexts, as it explicitly compares distributions
rather than single representative averages.

In summary, the selection of a classification strategy must be closely matched to the
chosen denoising method. Shrunk-DBA effectively complements single-average approaches
like the original T-Test. Meanwhile, distribution-preserving denoising techniques, such as
SSA, benefit significantly from distributional classification methodologies like the multi-
variate T-Test.
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Chapter 6

Conclusion

This thesis systematically addressed critical challenges associated with powertrace-based
fuzzing by building upon the initial PowerFuzzer framework. Our research improved the
robustness and applicability of powertrace-based fuzzing methodologies by introducing
novel strategies, algorithms, and frameworks to overcome practical limitations observed
in early implementations. Four challenges from Section 2.4, namely offset and sampling
rate calibration (p;), response window identification (ps), trace quality enhancement (p3),
and anomaly detection (p4), were examined thoroughly in this thesis. Additionally, the
development of synthetic signal generation framework addressed the lack of representative
data.

6.1 Challenge-Specific Results

Data Generation Limitation — SigVarGen: A critical limitation identified early was
the lack of representative data, particularly signals characterising embedded systems’ idle
and active response states. The developed SigVarGen framework addresses this limitation
by synthesising realistic signals with configurable noise, perturbations, and augmentations.
Experimental validation demonstrated SigVarGen’s ability to produce statistically repre-
sentative synthetic datasets closely matching real-world measurements, effectively bridging
theoretical research and empirical validation.

p1 — Offset & Sampling-Rate Calibration The SR&OS algorithm presented in this
thesis provides a robust, adaptive methodology for calibrating sampling offsets and rates,
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which are critical for accurate trace recording in powertrace-based fuzzing. By combin-
ing adaptive binary search, multi-offset evaluation, and sliding-window anomaly scoring,
SR&OS rapidly converges on an optimal (fofiset, fsample) configuration for each target de-
vice. Empirical evaluations conducted across ten representative scenarios established the
algorithm’s effectiveness and computational efficiency: adaptive binary search achieved an
average detection score of 0.6944 compared to 0.4783 for traditional grid search, while re-
quiring dramatically fewer iterations (average 18.6 versus 905) and substantially lower total
execution time (average 549 seconds versus 49,943 seconds). Tests conducted across four
heterogeneous embedded platforms confirmed it. This contribution ensures the precise cap-
ture of critical response intervals despite variable hardware-induced and communication-
related delays, forming a robust foundation for reliable downstream anomaly detection.

p2 — Response-Window Identification The SR&OS algorithm operates based on an
advanced response-detection stage based on sliding-window statistical analysis to dynami-
cally identify the optimal response window length Tiesponse. This stage employs IQR-based
outlier tests within a similarity-scanning framework to isolate the most prolonged and sta-
ble deviations attributable to command-induced activity. Empirical evaluations demon-
strated that this approach robustly separated genuine responses from background noise
across diverse embedded systems. Correct response windows were successfully isolated in
all but the noisiest GSM scenario, where analyst-in-the-loop validation remained necessary
to maintain high detection accuracy, thereby highlighting a practical boundary for full
automation.

p3 — Trace-Quality Enhancement To systematically address trace-quality challenges
in powertrace-based fuzzing, we performed a matrix risk assessment evaluating various
noise types identified through SCA literature review and the effectiveness of available
mitigation strategies. The comprehensive risk matrix in Table 5.4 reveals that clock jitter,
EMI, with power-supply, device and OS noises together account for the majority of critical
and high-risk interferences. Guided by the counter-measure ranking in Table 5.7, this thesis
proposes Trace Averaging and SSA as baseline engines, augmented with DTW for jitter
correction and shared-noise subtraction.

Two complementary quality metrics are recommended to decide how many traces must
be collected. Proposed CP metric tracks the marginal power gained between successive
averages, and reacts quickly to the diminishing returns characteristic of non-stationary
embedded traces. A CP slope approaching zero signals that additional acquisitions will
not substantially raise SNR, allowing early termination. Correlation-based trace predic-
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tion techniques estimate the number of traces required for successful side-channel analy-
sis by modelling the relationship between measurement noise, power model variance, and
achievable correlation. When adapted carefully, these methods offer theoretically grounded
estimations for trace requirements.

ps — Anomaly Detection: Anomaly classification method in powertrace-based fuzzing
should be selected based on the type of denoising or signal preparation metric employed,
distinguishing between two cases: classification based on a representative ideal single signal
or based on the distribution of traces per command sample. When the denoising strategy
produces a stable, representative signal, such as standard averaging combined with elastic
alignment, the original T-test method used in the initial PowerFuzzer implementation re-
mains recommended. This approach has been proven effective in practical scenarios and
offers strong statistical grounding without introducing unnecessary complexity. Alterna-
tive clustering techniques such as K-means applied to raw averaged traces or to extracted
feature spaces, were tried but showed neither improvement nor degradation in classifica-
tion performance relative to the T-test baseline, suggesting limited added value for this
application domain. In contrast, when no elastic alignment is performed and variability
across traces remains preserved such as after applying SSA, a distribution-preserved T-
test or other distributional comparison techniques should be implemented to account for
intra-class variance properly.

6.2 Recommendations for Enhancing PowerFuzzer Per-
formance and Robustness

Drawing on the experimental findings and methodological advances developed throughout
this thesis, we outline a consolidated roadmap for improving the PowerFuzzer workflow
against noise, bias, and data shortage. The recommendations are grouped into three
synergistic layers — calibration, signal conditioning, and decision making.

Calibration Layer
e SR&OS Integration. Incorporate SR&OS as the default trigger-offset and sampling-

rate search routine. Adaptive binary search and multi-offset evaluation reliably align
response windows across heterogeneous targets.
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e Bias-Aware Acquisition. Employ randomised trace ordering, temperature control,
and high-privilege account to minimise systematic drift and OS-induced artefacts
before they propagate into later stages.

Signal-Conditioning Layer

e Adaptive Sample-Size Estimation. Leverage CP and correlation-based quality
metrics to terminate acquisition once marginal SNR gains fall below « and pairwise
correlation surpasses [ thresholds, balancing robustness with runtime cost.

e Distributional Preprocessing. Detect and remove statistical outliers to protect
averaging and decomposition steps from extreme, non-representative traces.

e Advanced Noise Removal.

— Shrunk-DBA to correct jitter and create a representative mean signal.
— SSA to separate structured noise from underlying responses while preserving

variance necessary for distributional classifiers.

e Shared-Noise Identification and Subtraction. Extract deterministic, repeat-
able artefacts common to all class traces and subtract them to boost effective SNR.

e Targeted Cropping. Remove pre- and post-response regions that do not carry
information about the issued command, thereby reducing variance and computational

load.

3. Decision-Making Layer

e Representative-Signal Case. When elastic alignment and denoising yield a stable
mean trace, retain the original T-test used in PowerFuzzer.

e Distribution-Preserved Case. If elastic alignment is skipped, classify anomalies
with a distribution-preserved T-test.

e Future Extensions. To further diversify the classification toolbox, a systematic
literature review and empirical benchmarking of existed classification methods for
SCA should be performed.
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SigVarGen-Driven Algorithm Development

All algorithmic components above were conceived and stress-tested on extensive SigVar-
Gen datasets that emulate multiple targets and corner cases, then fine-tuned on real Pow-
erFuzzer measurements. This synthetic and empirical data synthesis proved essential for
avoiding overfitting to a single device and for revealing edge conditions, such as extreme
jitter or random bursts, that would otherwise surface only late in deployment.

6.3 Limitations and Future Work

Despite the significant advancements presented in this thesis, practical limitations remain,
particularly concerning data acquisition robustness. While post-acquisition noise mitiga-
tion techniques effectively suppress substantial portions of measurement noise, they criti-
cally depend on the quality of the initially collected traces.

Random algorithmic noise and unpredictable OS scheduling activities often introduce
artefacts that overlap temporally and spectrally with genuine command responses, com-
plicating anomaly detection. Moreover, modern embedded systems increasingly embed
purposeful algorithmic noise to hinder side-channel analysis, further limiting the effective-
ness of traditional denoising approaches. Scheduled tasks and OS-driven noise patterns
frequently exhibit power signatures indistinguishable from legitimate device responses,
so simple denoising strategies often fail to address these challenges without introducing
classification errors. Therefore, achieving robust system characterisation firstly requires
rigorous initial data acquisition practices. Interrupt-driven trace acquisition, executed at
the highest possible priority levels, remains essential to minimising asynchronous distur-
bances. Additionally, adaptive jitter tracking beyond basic elastic alignment, combined
with the integration of domain-specific knowledge such as kernel scheduling information
into SR&OS scoring metrics, offers a promising path for improving trace alignment and
fidelity under adversarial conditions.

Extreme non-stationarity, as observed in platforms such as GSM modules, further mo-
tivates the exploration of hybrid analyst-in-the-loop and active-learning approaches. Such
methods could dynamically steer acquisition calibration and anomaly detection processes,
particularly in highly variable and noisy environments where automated procedures alone
may not reliably distinguish between genuine device responses and background artefacts.
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Appendix A

SigVarGen: KDE Plots

This appendix presents the distributional comparisons between synthetic signals generated
by SigVarGen v0.1 and real measurement data collected from various embedded devices,
including Raspberry Pi, PhiHue, HikCam, and GSM-based platforms. Each figure shows
the estimated probability density function for a specific feature using KDE, allowing visual
inspection of the alignment between synthetic and empirical signal statistics.

Figure A.1 shows the distribution of the mean Euclidean distance between sequential
signals, capturing global structural variability.

Figure A.2 presents the standard deviation of Euclidean distance values, reflecting how
much the variation magnitude fluctuates between signal pairs.

Figure A.3 illustrates the skewness of the Euclidean distance distribution, indicating
asymmetry in variation magnitudes.

Figure A.4 compares the kurtosis of Euclidean distances, showing the prevalence of
extreme deviations in each dataset.

Figure A.5 visualises lag-1 autocorrelation in Euclidean distance sequences, revealing
temporal smoothness or volatility.
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Figure A.2: Distribution of ed_std for synthetic and real data
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Distribution of ed_skewness for Synthetic and Real data
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Figure A.3: Distribution of ed_skewness for synthetic and real data
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Distribution of ed_autocorr_lag1 for Synthetic and Real data
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Figure A.5: Distribution of ed_autocorr_lagl for synthetic and real data
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Appendix B

SigVarGen: ED-CP Pair
Comparisons

This appendix presents the set of scatter plots comparing pairwise relationships between
statistical features extracted from real and SigVarGen-generated signal variations. These
visualisations complement the evaluation in Chapter 3.6.2.

The figures in this appendix display pairwise comparisons between features derived from
ED and CP metrics. Synthetic data points are colour-coded by their corresponding SNR,
while real data are grouped by device (PhiHue, RPI, HikCam, GSM). Each plot highlights
the statistical alignment or divergence between synthetic and empirical feature spaces,
offering a clear assessment of the realism achieved by the SigVarGen signal generation
framework.

Figure B.1 illustrates relationships between incremental statistical features such as
mean, standard deviation, kurtosis, and skewness for ED and CP. These comparisons
assess the realism of signal-to-signal variability patterns.

Figure B.2 presents fundamental signal variation features, comparing average values
and spread across the synthetic and real datasets.

Figure B.3 captures higher-order statistical relationships, revealing how well the syn-
thetic signals emulate the tail behaviour and asymmetry of actual signal variation distri-
butions.

Figure B.4 focuses on time-series structure and frequency-domain power. It visualises
autocorrelation at lag 1 and the mean PSD.
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Figure B.1: Pairwise scatter plots comparing incremental (A) ED-based and CP-based
statistical features (mean, standard deviation, kurtosis, and skewness) for synthetic and
real embedded-device signals. Synthetic data points are coloured by mean SNR.
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Figure B.2: Scatter plots comparing mean and standard deviation of ED and CP sequences
for synthetic and real embedded-device measurements. The colour scale for synthetic data
points reflects the mean SNR values.
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Figure B.3: Scatter plots depicting relationships between kurtosis and skewness derived
from ED and CP sequences. Synthetic signals demonstrate realistic alignment with real
embedded-device data distributions.
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Appendix C

SR&OS Algorithm Flow Charts

This appendix presents the detailed flowcharts corresponding to the SR&OS algorithm from
Chapter 4, illustrating key processes involved in response trace identification and optimal
parameter search using binary search. These diagrams serve as a complementary visual
aid to the methodology chapter, providing a structured representation of the algorithm’s
decision-making logic, iterative search process, and response window refinement.

Figure C.1 illustrates the process of identifying response traces within power measure-
ments using sliding window comparison and outlier detection.

Figure C.2 represents the first phase of the binary search optimisation process for
determining the optimal sampling rate and offset configuration.

Figure C.3 depicts the continuation of the search process, including adaptive offset
adjustments and termination conditions.

Figure C.4 illustrates the iterative multi-offset evaluation process, where multiple offsets
are systematically tested using binary search ‘search_optimal params’.
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(START: search_optimal_params_bs]
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Figure C.2: Search optimal params binary search, part 1
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Figure C.4: Multi-offset evaluation
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