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Abstract

Modern systems are complex, they include hundreds of components that implement
complex protocols such as scheduling, replication, membership, resource management,
client access, and security. These systems are expected to offer high availability and to
preserve data stored in them despite environment faults. Testing is the primary approach
for improving system reliability. Testing against environment faults such as hardware fail-
ures, memory corruption, and network problems is complicated since environment faults
can happen at any time in the system lifetime, at any component, and at any step in a
complex protocol.

In this work, we focus on testing for network partitioning faults. We build PPATT,
a fault injection testing tool that injects network partition faults between components.
To reduce the number of test scenarios that need to be considered, we implement two
techniques to focus testing on components that communicate during an operation. We
verify the tool through reproducing four catastrophic failures from two widely popular
systems: Spark and Kafka. To demonstrate the benefits of our system, we test three
systems using PPATT: Flink, Hazelcast, and ActiveMQ Artemis. Our testing discovers
three failures in these systems. All these failures are due to design flaws.
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Chapter 1

Introduction

Modern distributed systems [42, 26, 49, 45] should be reliable, highly available [27, 19]
and durable [47, 16, 18]. Building a reliable distributed system is challenging due to
failures that impact the system hardware or software [48]. Among the most complex
failures that are challenging to tolerate are failures caused by faults that are external
to the system code. Examples of such faults are memory corruptions, disk corruption,
and network failures. Testing and debugging the system tolerance to external faults using
standard testing frameworks is complicated. These faults can occur at any point during the
system operation. Furthermore, these faults can impact any component or stored data, for
instance, network faults can impact communication between any two subgroups of nodes
in the cluster, and disk corruption can impact data or metadata objects. The impact of a
fault depends on which component and data experience the fault, and when.

To improve systems resilience to these faults, developers resort to fault injection testing.
These testing framework includes a fault injection mechanism to mimic external failures by
injecting them during system tests. One example is memory fault injection [14], in which
corrupted data is injected into the system memory to test its ability to detect and handle
such fault. One area that has not received significant attention for fault injection testing
is network failures, and more precisely, network partitioning failures [44].

Network partitioning have detrimental consequences, as they can lead to catastrophic
system failures. For instance, network partitions led to service outages at Cloudflare [17],
Google [24], Lyft [11], and Amazon AWS [20].

Alquraan et al. [10] study network partitioning failures from 25 diverse production
systems and report that network partitions can lead to data loss, data corruption, stale
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Figure 1.1: Partial Network Partition

reads, double locking, and system crashes. Alquraan et al. identify a peculiar type of net-
work partitions: partial partitions. Partial partitions disrupt the communication between
a subset of nodes in the cluster. For instance, figure 1.1 shows a cluster that is impacted by
a partial network partition that leads to the division of nodes into three groups (Group1,
Group2, and Group3) such that two groups Group1 and Group3 are disconnected while
Group2 can communicate with both Group1 and Group3. In such partitions the system
will reach a confusing state in which some nodes (e.g., Group1 and Group3 in figure 1.1)
run fault tolerance mechanisms while others (e.g., Group2) do not run any fault tolerance
mechanism. This confusing state is poorly understood and tested.

Recently, Alfatafta et al. [8] conduct a study of partial partitions in production systems.
Partial partitions lead to catastrophic failures such as data loss, data corruption and system
crashes. The study shows that these failures are easy to manifest and are caused by design
flaws. The two previous studies [10, 8] discuss ways to improve system tolerance to such
faults and highlight that better testing with a framework that can inject network partitions
is key to improve systems’ fault tolerance. Unfortunately, there is no testing tool that can
readily test against this type of network partitioning fault.
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In this work, I present PPATT-Partial Partition Auto Testing Tool-, a fault injection
testing tool for network partitioning failures. PPATT is able to inject complete as well as
partial network partition faults. This tool runs in the background of current system’s tests
and injects network partitions to verify the reliability of a system.

Designing such a tool is challenging because the number of possible partitions and the
points of time when they occur during a system operation significantly increases the number
of test cases that must be tested. However, testing against all possible fault scenarios as
part of the development cycle is not possible. To limit the number of test cases, PPATT
does the following two steps. First, it eliminates any communication happening outside the
system under test. Second, it limits testing to the system components that communicate
during a unit test. This is achieved through building a monitoring tool that captures
the system interactions. The tool only tests the system while injecting network partitions
between the system components that interact during system operation. These two steps
significantly reduce the number of test cases.

I implement a prototype of the tool and verify its operation through reproducing net-
work partitioning related failures on two systems, Spark and Kafka. Spark is a data ana-
lytics tool. I reproduce three complex failures related to its scheduling mechanism. I test
Spark with two schedulers, Standalone and Mesos, with a word count application. The tool
reproduces catastrophic failures that cause the system to hang after injecting a partition.
Kafka is a message queuing system, I reproduce one failure related to cluster management
logic using ZooKeeper. This failure leads to a system pause until the partition is healed.
PPATT successfully reproduces these four failures and confirms the reported failures and
their impact.

I demonstrate the benefit of PPATT by testing three diverse systems: Apache Flink; a
streaming system, Hazelcast; a distributed data storage system, and ActiveMQ Artemis;
a message queuing system. I test their operation while using my tool to inject network
partitioning failures.

I test Flink’s standalone resource manager while running a word count application. I
configure the system to use its fault tolerance and recovery mechanism to detect failures
and restart operations. The tool detects one failure related to Flink’s resource management
logic. The failure causes Flink resource manager to unsuccessfully retry allocating resources
multiple times before giving up and throwing an exception.

I test Hazelcast with three data structures: maps, locks, and count down latch. Hazel-
cast includes fault tolerance mechanisms for complete and partial partitions. I configure
the system to use these fault tolerance mechanisms. The tool detects one failure in the
system in the presence of partial partitions. This failure leads to failing operations for a
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subset of clients.

I test ActiveMQ Artemis and configure it to replicate the data on three nodes. The
tool detects one failure that puts the system in an erroneous state in which two nodes act
as active replicas. These two replicas do not sync their data leading to data inconsistency
which persists even after fixing the partition.

PPATT finds three bugs in these three systems and I report these bugs to the devel-
oping community of these systems [3, 2, 1]. The detected failures are catastrophic as they
cause systems’ unavailability, data inconsistency, failing operations, and violating systems’
guarantees. They are also easy to reproduce in a small cluster of four nodes. All failures
are often due to design flaws and are deterministic.

The rest of this thesis is organized as follows. We present an overview of network
partitioning faults and failures, and testing tools in chapter 2. We present PPATT design
and implementation in chapter 3, our verification in chapter 4 and a demonstration of our
tool capabilities in chapter 5 . We conclude in chapter 6.
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Chapter 2

Background and Related Work

In this section I present a background related to network partition faults and failures.

2.1 Network Partition Faults

Network partitioning is a network fault that disrupts the communication between nodes
in a system. Previous study [10] identifies three types of network partitions. Figure 2.1
shows these three partitions. In a Complete partition as shown in figure 2.1.a, a system is
divided into two disconnected groups. Partial partition affects some, but not all, nodes in
the system. Figure 2.1.b shows an example of a partial partition in which Group 1 and 3 of
nodes can not communicate with each other. While Group 2 does not notice a disruption
in the cluster. Simplex partition as shown in figure 2.1.c, traffic flows in one direction but
not in the another. Alquraan et al. [10] report that complete and partial partitions are
common in production systems while simplex partitions are rare.

Network partitions are a common occurrence in distributed systems. Turner et al. [44]
find that network partitions happen approximately every four days within the California-
wide CENIC network, Google reported 40 network partitions in two years [25] and accord-
ing to Microsoft’s findings, network partitions account for 70% of its reported downtime
[22].

These network partitions happen because of hardware failures [22], software issues [33],
network congestion, or temporary disruptions [44]. Each scenario presents unique chal-
lenges for system reliability, data consistency, and fault tolerance. Addressing network
partitions involves implementing resilient networking protocols and strategies to minimize
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Figure 2.1: Network partitioning types

their impact on system integrity, ensuring continuous connectivity, and efficient data trans-
mission even in the presence of these disruptive events. Understanding and mitigating the
effects of network partitions remain crucial in maintaining the stability and reliability of
complex networked systems.

2.2 Network Partition Failures

Alquraan et al. [10] study the impact of network partitions on distributed systems. They
find that complete network partitions cause catastrophic failures (e.g., data loss, data
corruption, data unavailability, and broken locks), with data loss being the most popular
among them. The majority of failures that happen due to network partitions are silent and
can cause a permanent damage in the system that remains after the partition is healed.
Interestingly, these failures are easy to manifest; they need few events to happen and are
deterministic. One interesting finding of this study [10] is that better testing can alleviate
this problem, where the majority of the failures can be reproduced and tested using a small
cluster of three nodes and with a testing framework that can inject network failures.

Alfatafta et al. [8] study the impact of partial network partitions on cloud systems.
They show that partial network partitioning faults result in silent failures and lead to severe
consequences such as data loss and corruption. The study shows that partial partitions af-
fects core system functionalities like leader election and replication. Surprisingly, Alfatafta
et al. [8] find that the majority of failures are because of design flaws, and highlight that
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system developers do not expect networks to have these faults. The study suggests three
methods to enhance system resiliency to partial network partition faults, which are bet-
ter testing, concentrated design reviews and constructing a comprehensive fault-tolerant
communication layer.

Previous studies [10, 8] indicate that better testing is key for improving systems re-
silience to network partitions. Unfortunately, there is no testing framework that can read-
ily test systems and inject network partitioning faults. This work aims to address this
gap.

2.3 Related Work

Testing tools play a fundamental role in the software development life cycle, ensuring the
quality, reliability, and functionality of software applications. These tools are designed to
automate the process of identifying logical and development bugs. Through automated
test scripts, testing tools systematically execute test cases, enabling fast and repetitive
assessment of software applications. Additionally, testing tools provide detailed analysis
features, enabling developers and quality analysis teams to gain valuable insights into the
application’s performance metrics, code coverage, and overall stability.

2.3.1 Memory Testing

Memory testing is the process of examining how applications utilize computer memory, in
order to detect and resolve memory leaks, which can lead to performance degradation and
system crashes. One of the most famous and widely used memory testing tools for software
applications is Valgrind [35]. Valgrind is an open-source tool that is compatible with
various programming languages and platforms. It allows developers to analyze memory
usage, detect memory leaks, and examine the execution of software applications. It detects
memory-related programming errors such as reading uninitialized memory and accessing
out-of-bounds memory which helps to ensure the reliability and robustness of software
applications.

2.3.2 Security Testing

Security testing is a fundamental aspect of the software development process and plays a
crucial role in protecting sensitive data and ensuring user privacy. It focuses on evaluating
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the resilience of applications and systems against potential security threats and vulnera-
bilities. The methodology of software security testing involves a wide range of techniques
including, vulnerability assessment, security code reviews and penetration testing. One
example of a software security testing tool is Burp Suite [39]. Burp Suite is a cybersecurity
testing platform widely used for web application security assessments. It is capable of in-
tercepting and manipulating HTTP/HTTPS traffic, enabling developers to discover and fix
security flaws of web applications. The tool has diverse functionalities including cross-site
scripting (XSS), and insecure direct object references. It also has a user-friendly interface
that makes it easy to use and integrate for developers who aim to discover and address
security faults, ensuring web applications are resilient against common cyber threats.

2.3.3 Network Testing

The purpose behind network testing is ensuring the robustness and reliability of computer
networks. It involves a systematic evaluation of network components, protocols, and con-
figurations to assess their performance, security, and overall functionality. Network testing
plays a critical role in optimizing network performance, enhancing security measures, and
ensuring seamless communication and data exchange among connected devices. A widely
used network testing tool is Wireshark [46]. Wireshark is capable of capturing and analyz-
ing network traffic in real time. It supports a wide range of protocols and provides detailed
insights into the data packets traveling across a network, allowing users to examine the
contents of these packets, identify potential issues, and troubleshoot network problems.

2.3.4 Fault Injection Testing

Fault injection testing is a vital methodology in software engineering aimed at assessing
a system’s robustness and reliability under adverse conditions. This testing technique in-
volves introducing faults into a software application or system, simulating scenarios that
could potentially compromise its functionality. By injecting these faults, developers and
quality assurance teams can evaluate how the system responds to these faults, identifying
vulnerabilities and weaknesses that might go unnoticed under normal operating conditions.
Fault injection testing provides valuable insights into the system’s error handling mecha-
nisms, fault tolerance, and recovery procedures. It allows for a comprehensive evaluation
of the software’s resilience, ensuring that it can withstand unexpected failures and disrup-
tions. Fault Injection testing can be used to test software and hardware. We mainly focus
on software testing using the fault injection testing technique.

8



Storage Fault Injection Testing. Storage failures are complex and can go unno-
ticed, stored data can become inaccessible or silently corrupted [30]. With storage fault
injection testing, faults are introduced into storage devices such as hard disk drivers, flash
devices and network attached storage. Injected faults include disk read or write errors, file
corruption, network interruptions, or storage device failures. Alagppan et al. [7] implement
a fault-injection framework that injects storage faults. The framework injects two different
storage faults, random corrupted blocks of data and crashed nodes at different instances in
time to simulate lagging nodes while inserting values. After injecting faults, the framework
initiates read requests from clients to check the system under test availability and safety.
They test LogCabin and ZooKeeper. They find that for block corruptions, the original
LogCabin and ZooKeeper are unsafe or unavailable for 30% of the testcases. Whereas for
block error, both systems kill the infected node which causes unavailability in 50% of the
cases. For lagging nodes tested scenario, in most of the test cases, the read data were
either, unavailable, unsafe or incorrect.

Memory Fault Injection Testing. Memory Fault Injection testing is an approach
that injects memory faults, such as data corruption, address errors, or memory leaks in a
software system to test memory error handling and recovery mechanisms. Pattabiraman
et al. [14] implement an error injection model that injects temporary faults in memory
and registers. They replace the contents of a register or a memory location or the program
counter by the symbol err at a certain points during execution, when the program reaches
a specific location in the code, in order to detect its effect on the execution of the program.
They use it to test TCAS -Traffic Collision Avoidance System- and find hardware transient
errors that can lead to catastrophic consequences for the TCAS system.

Network Fault Injection Testing. Network fault injection testing is a testing tech-
nique in which network faults are intentionally introduced into the system under test
connections, these faults can be network partitions, network congestion or device fail-
ure. Alquraan et al. [10] introduce NEAT framework, a testing framework with network-
partitioning fault injection, it supports the three types of network partitions, complete,
partial and simplex partitions. Their goal is to test if a system is resilient to network par-
titions. Different distributed systems were tested using NEAT, including message queuing
systems, key-value store systems, scheduling systems, file systems, distributed data struc-
tures, and object storage systems. It detects catastrophic failures caused by complete and
partial partitions between system components. Qunaibi et al. [41] test modern schedulers
resiliency to partial network partitions and their effect on scheduling by manually injecting
failures specifically partial network partitions on Apache Spark that deploys Mesos and
Kubernetes. The effect of injected partitions varies depending on when it is injected, but
it almost always lead to significant performance degradation or complete halting of the
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application, which further proved that partial network partitions can have a significant
impact on system performance.

PPATT is the first fault injection testing tool that automatically injects network par-
titions and verifies their effect on the system being tested. PPATT is the first tool to
capture the connections established on the tested distributed system, injects partitions be-
tween captured connections and verifies the impact of the partition on the operation of the
system. It is capable of testing the resiliency to network partition in modern distributed
system.

10



Chapter 3

Design

We present PPATT, an application-agnostic tool to facilitate testing a distributed system’s
resilience to network partitioning faults. The tool makes one assumption on the system
under test (SUT): the SUT operation follows a determistic protocol, i.e., it generates the
same pattern of communication when repeated with the same input.

Using PPATT, developers can run a test operation (e.g., a put operation in a replicated
key-value store), use PPATT to inject complete and partial network partitions before the
operation runs, then verify the correctness of the system response and status.

Modern systems use tens of nodes with tens of processes. Therefore, following a brute
force approach to inject network faults between all pairs of processes in the system leads
to a large number of faults that need to be tested. For every operation, to test with a
network partition between every pair of nodes is not tractable.

PPATT tries to limit testing only to nodes that communicate during a test. PPATT
runs in two phases. First, it runs the SUT with the test operation and monitors the network
to detect which nodes communicate during this operation. This phase will produce a list of
node pairs that communicate during a test. In the second phase, it runs the same operation
and only injects faults between nodes detected in the first phase, one pair at a time.

Figure 3.1 shows the architecture of the tool. The tool uses two types of nodes: a
Coordinator node, and Daemon Processes running on every node in the cluster. The
Coordinator runs the Central Coordinator processes that controls PPATT operations.

The Central Coordinator uses the System Under Test module to deploy SUT and to
run an operation test. While an SUT operation is running, Central Coordinator can use
Capture Connections module to run phase one of the testing processes and capture which
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Figure 3.1: PPATT Architecture

nodes communicate during the test. Then Central Coordinator uses Fault Injection module
to inject faults during an operation run. The System Under Test module, Fault Injection
module, and Capture Connections module run daemon processes on every node in the
cluster to, run the target system, inject failures, and capture communication, respectively.
In the following subsections I detail these modules.

3.1 System Under Test module

The System Under Test module offers an abstraction to allow the Central Coordinator
to control the SUT. The System Under Test module offers four main APIs: deployment,
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operation test, system verification, and log collection. In the following text, we discuss
the functionality of these APIs. At the end of this chapter, we discuss how a user can use
PPATT to test a new system.

SUT deployment. This API is implemented by the developer and it completes two
tasks: installing the SUT on the cluster nodes and deploying the SUT. The installation is
typically done once. System Under Test module deploys the SUT once per operation.

Operation test. This API implements the test operation. For instance, this can be a
script to put a key in a key-value store, or to submit a query to a database. There can be
multiple tests in a test suit.

SUT status verification. For each operation test, this API verifies the operation
output and the system status to verify the correctness of the operation. For instance, the
verification script for a key-value put operation can read the put key and verify its value,
examine the return code of the put operation, verify the number of replicas of the new key
in the system, and verify that none of the involved nodes report an error. The verification
script is application and system specific.

Log collection. This API collects SUT logs from all the nodes in a cluster and collects
the stdout and stderr output from all the SUT processes. The logs are stored in a single
directory at the coordinator node.

3.2 Capture Connections Module

Distributed systems typically use tens to hundreds of nodes. The goal of the Capture
Connections module is to identify the nodes in a distributed system that communicate
during its operation. This information helps with significantly reducing the test cases we
need to consider in PPATT. In the Fault Injection module, the tool will only inject faults
between nodes that communicate during a system operation.

Modern cloud platforms run complex software stack. In addition to the communication
happening between the processes of the SUT, there is significant communication happening
between system processes and services deployed on the same cluster, such as time proto-
cols, accounting software, storage, and monitoring logic. If PPATT blindly captures the
communication happening in a cluster during a test, it will capture a lot of communication
that is not related to SUT. This complicates testing. To address this challenge, PPATT
filters out any communication that is not happening between the SUT processes. In the
following section, I detail how capturing communication in a cluster works, followed by
how to filter out unrelated communication.

13



3.2.1 Capturing Communication in a Cluster

The dashed modules in Figure 3.1 show modules for the communication capture logic. To
detect which nodes communicate in a cluster, we first capture any network activity, then
analyze the captured log to detect which nodes communicate. The Central Coordinator
controls when the Capture Connections module starts and stops the capture process.

Capturing Network Activity. Before starting the capture process, the tool syn-
chronizes the clocks of cluster nodes using the NTP protocol. This clock synchronization
makes it easier to detect connections at the end of the capture phase. To capture the
network activity, the tool deploys a daemon on all cluster nodes. Each daemon runs a
packet capture tool such as Wireshark [46] to capture all communication. To reduce the
amount of captured packets, for TCP connections, the daemons only capture the header of
the SYN and FIN packets and ignore the rest of the flow. The daemon captures all UDP
packet headers. All captured headers are stored in a local log.

Communication Log Analysis. After capturing the network activity, the Capture
Connections module collects captured logs from cluster nodes. The Capture Connections
first analyzes each log separately to identify the following fields for each flow: protocol,
source IP, source port, destination IP, destination port, start timestamp, and end times-
tamp. For TCP connections, the connection information and timestamps are retrieved
from the SYN and FIN packets. For UDP communication, the start timestamp is the time
of the first UDP packet captured between the source and destination ports, and the end
timestamp is the timestamp of the last packet captured in the log. At the end of this step,
Capture Connections module has a list of connections for each node.

Capture Connections module merges the list of connections for all the nodes in a cluster
and eliminates duplicates. The Capture Connections module produces a list of node pairs
that communicate during the capture process.

3.2.2 Capturing SUT Communication

To capture the communication of a SUT, the Capture Connections module captures back-
ground communication not related to SUT operation and captures the communication
during an SUT operation run, then identifies which communication is related to the SUT
operation. It follows the following steps:

1. Capture communication before any SUT test operation. Central Coordinator deploys
the SUT, then deploys the Capture Connections module that uses the communication
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capture and analysis mechanisms discussed above (Section 3.2.1) without running the
SUT operation to be tested. The goal is to identify any communication happening
in the cluster before running the SUT test operation, including any SUT services or
heartbeating mechanism that are orthogonal to the test operation.

2. Capture the communication during an SUT operation test. The Central Coordinator
starts the capture mechanism above, then it starts an SUT operation test. When the
operation completes, the Central Coordinator stops the capture processes. Analyzing
this communication identifies all communication happening in a cluster during a test
operation. This includes communication related to SUT and background system
communication.

3. Filter out communication not related to SUT. The Capture Connections module
takes the output of step 2 above and filters out communication identified in step 1
above. This step eliminates platform related communication that is not related to
the SUT.

I note some platform communication that is not related to SUT may start during
the SUT operation. This may add a few test cases to test for fault injection but does
not add significant overhead. If this becomes a concern, given that SUT operations are
deterministic, one can run the previous three steps two times and select the output with
the shorter list of connections.

The Capture Connections module produces a list of pair of nodes that communicate
during a given SUT operation. This list guides fault injection during the testing phase.

3.3 Fault Injection Module

The shaded modules in Figure 3.1 show modules for the network partitioning injection
logic. The process for fault injection is simple. The Central Coordinator sends a request
to the Fault Injection module to break the communication between two nodes. The Fault
Injection module sends the command to the fault injection daemons on the target nodes.
The fault injection daemons use iptables commands to drop packets coming from the
identified pair node. The Central Coordinator can break the communication between
multiple nodes to create a complete or partial partition.

To fix a partition, the Central Coordinator sends a request to the Fault Injection module
to restore the communication between two nodes. The Fault Injection module sends the
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command to the fault injection daemons on the target nodes. The fault injection daemons
use iptables commands to restore the communication between the two nodes.

3.4 Putting It All Together

To test an SUT operation (e.g., a put operation in a replicated key-value store), the Central
Coordinator uses the System Under Test module and the Capture Connections module to
capture the communicating processes during the tested operation. This step provides a
communication list that has pairs of nodes that communicate during the tested operation.
The Central Coordinator also asks the System Under Test module to run and measure
the time taken to run the test without any faults. The operation time is reported to the
Central Coordinator. I call this the fault-free execution time.

For each pair of nodes in the communication list, the Central Coordinator uses the
Fault Injection module to inject a network partition between the two nodes, uses the
System Under Test module to run the operation test, then uses the System Under Test
module verification mechanism to verify the correctness of operation response and system
status. If the verification fails, the Central Coordinator reports a test failure.

In some cases, the SUT operation causes the system to hang indefinitely, i.e., the op-
eration never completes. In this case, the Central Coordinator will wait for a configurable
amount of time before declaring that an application hanged. In our implementation we
wait for a generous period equivalent to 5× the fault-free execution time. If an operation
does not complete during this time period, Central Coordinator reports a failure under
this specific network partition scenario. The reason to wait for a period five times longer
than the fault-free execution time is to give enough time for the SUT to handle the net-
work failure, including identifying the problem, employing a fault tolerance technique, and
completing executing the operation.

For each failed test scenario the Central Coordinator records the network partition
details, and uses the System Under Test module to collect the SUT logs from all the nodes
and record all stdout of all the SUT processes. This information is stored for further
inspection.

3.5 PPATT Extensibility

PPATT is an SUT agnostic tool. PPATT design makes it easy to extend the tool to test
new systems. Outside the System Under Test module, the tool is generic. For a developer
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to use the tool to test a new system, they have to implement the four APIs in System
Under Test module for SUT deployment, operation test, verification, and log collection.
While the tool offers an interface for these four APIs, the developer has complete flexibility
in implementing those scripts and customize it to the target system.

3.6 Implementation

We implement the tool in approximately 550 lines of python code. We use python 3.7.
We use chrony to synchronize the system clocks across the nodes of the tested network.
Chrony is an open-source network time synchronization software. In our implementation
all nodes are synchronized with the clock of the Coordinator node as a reference.

Capturing Connections. We use Pyshark, the python wrapper of Wireshark [46], the
open-source network protocol analyzer. It allows users to capture and analyze the traffic
on a network in real time. With Pyshark, users can filter packets based on specific criteria
for example, specific port number or network protocol. In our implementation we capture
IPv4, TCP and UDP packets while excluding the TCP and UDP open ports.

Our implementation optimizes the capture approach. In our design of the communica-
tion capture mechanism, we capture the background communication, capture communica-
tion during a test, then filter out the background communication from the communication
log. In our implementation, we optimize these processes. After capturing the background
communication, we analyze the log to identify which IP addresses communicate and on
which ports. Then we add filters to Pyshark to avoid capturing these connections. This
significantly reduces the overhead of the capture mechanism and allows scaling the op-
eration to larger systems. We also stop the capture processes once the execution of the
SUT test operation is completed, as Wireshark keeps continuously capturing the flow of
packets unless the user stops it or the user-defined capture duration is reached. We stop
capturing using a special TCP packet sent to all cluster nodes on the completion of SUT
test operation. When the capture process sees the stop packet, it terminates.

Injecting Partitions. For this phase, we use iptables commands to break the connection
between two nodes in the network then heal it back again. It is a command-line firewall
utility for Linux operating systems. To cut the communication between two nodes we use
the DROP option and to fix it we use the ACCEPT option.
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Chapter 4

Tool Verification

To verify the functionality of our tool, we reproduce four failures that are reported in two
production systems: Spark and Kafka. We select these four failures because they manifest
in a complex setup that involves multiple subsystems and have catastrophic effects. We
test Spark with two schedulers Standalone and Mesos, and we test Kafka with Zookeeper.
PPATT successfully detects the reported failures, and our analysis of the returned logs
confirms that the reason for the failure matches the reason in the failure reports.

4.1 Failure of Spark Standalone Cluster Manager

We reproduce a failure of Spark Standalone cluster’s manager scheduling mechanism re-
ported by Qunaibi et al. [41]. The paper reports a failure that leads to a system hanging
until the network partition is fixed.

Apache Spark is a popular data analytics system. Spark system architecture consists
of three main components: the application driver, cluster manager, and worker nodes.
Spark comes with a basic resource manager, called Spark Standalone cluster manager.
Spark supports the integration of other resource managers including Mesos and Kubernetes.
When using the Spark Standalone cluster manager, the cluster manager and the application
driver run on the same node.

The general workflow of a workload application is as follows. When a client submits
a job to the cluster manager, the manager starts a driver program to orchestrate the job
execution. The driver works with the cluster manager to allocate executors on worker
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nodes. Worker nodes host the executor process which runs the application program on
that node.

The driver launches the tasks at the executors. The executors run the tasks and may
exchange intermediate results among themselves. The driver monitors the tasks progress,
collects the final results, and returns the results to the client.

Quanibi et al. [41] report a failure when there is a partial partition between two
executor nodes that need to exchange intermediate results, i.e., during the shuffle stage. If
a partial partition breaks the communication between two executors, data transfer between
executors during shuffle operation fails and the destination executor waits indefinitely for
the intermediate results. Executors do not report this issue to the driver program nor
the cluster manager. The application freezes until the partial partition is healed, because
neither the driver nor the cluster manager detects the problem.

Master

Worker1 Worker2 Worker3

Figure 4.1: Spark Standalone Architecture

We use PPATT to test Spark with the Standalone cluster manager. Figure 4.1 shows
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the components of our cluster. Master node hosts the driver program and the cluster
manager, and three worker nodes host the executors instances. Lines between components
in Figure 4.1 represent communication between nodes during job execution. We run the
WordCount application that was used in the failure report and reproduce the reported
failure.

PPATT reports a failure when there is a partition between two workers as shown in
red in Figure 4.1. PPATT reports the same effect in the original report. The partition
between workers prevent the exchange of their intermediate results between executors and
this causes the application to pause. The investigation of the collected logs from the cluster
nodes shows that the reason behind this halt is that workers keep waiting indefinitely for
the intermediate results that are required for the completion of their execution from other
workers.

4.2 Failure of Mesos Cluster Manager

We reproduce a failure of Mesos scheduling mechanism reported by Qunaibi et al. [41].
The reported failure leads to a failure to start a Spark application.

Apache Mesos is a cluster manager that handles resource management and allocation
in large distributed environments. Spark can use Mesos as a cluster manager. Mesos
runs daemons (a.k.a. Mesos agents) on cluster nodes. The agents monitor nodes’ CPU
and memory resources and inform the Mesos manager of available resources. The cluster
manager aggregates information about available resources and offers those resources to an
application driver. The driver can decline or accept all or some of the offered resources.
The driver then starts executors on allocated nodes, then assigns tasks to executors.

The Mesos master continuously offers all available resources to the driver. When a
client submits an application to the driver, the driver selects the nodes for the application
from the list of available resources it receives from Mesos. The driver runs the executors
on the allocated worker nodes, then the application is executed.

Quanibi et al. [41] report two failures. The first failure happens when there is a
partial partition between two worker nodes that execute the WordCount application. The
partial partition breaks the communication between the two executors and cuts the data
transfer between executors during shuffle stage, which causes the destination executor
to wait indefinitely for the intermediate results. Executors do not report this issue to the
driver program nor the cluster manager. The application halts until the partition is healed.
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The second failure happens when there is a partial partition between the driver and
Mesos master before the application starts. As the driver does not receive any resource
offers from the cluster manager, the application does not start.

Mesos 
Master

Worker1 Worker2 Worker3

Driver

Figure 4.2: Spark with Mesos Architecture

We use PPATT to test Spark with Mesos. We deploy Spark with Mesos v(1.11.0).
Figure 4.2 shows the components of our cluster; Driver node, Mesos Master node, and
three worker nodes that host executors instances. The driver runs on a separate node
from the Mesos cluster manager (Mesos Master). Lines between components in the Figure
4.2 represent communication between nodes during job execution. We run WordCount
application as used in the original report of reported failure.

PPATT reports two failures. PPATT reports a failure during a partition between two
workers and a partition between the driver and the cluster manager. For the first failure,
PPATT injects a partition between two workers as shown in red in Figure 4.2. We get
the same effect of such partition on the system operation, similar to the original report:
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the partition between workers causes a complete halt of the system operation as workers
keep waiting indefinitely for the intermediate results they need in order to complete their
execution. We examined the returned system logs and verify that the application hangs
because of the loss of communication between workers.

PPATT reports a second failure when it injects a partition between Mesos Master and
the Driver as shown in blue in Figure 4.2. The system never starts running the application
as the driver does not receive any resources from the cluster manager.

4.3 Failure of ZooKeeper Coordination Mechanism

We reproduce ticket #8702 [4], which reports a failure in ZooKeeper coordination mecha-
nism when deployed with Kafka.

Kafka is a message queuing system. Data in Kafka is organized into topics, which act
as a logical category for messages. Each topic is divided into partitions. Kafka operates in
a distributed cluster that consists of brokers, producers, and consumers.

Producers publish messages to Kafka topics, they write messages to specific topics,
and Kafka handles the distribution of these messages across partitions within the topic.
Brokers are responsible for handling partitions and storing data. Consumers subscribe to
Kafka topics to retrieve records and consume messages, they can read records from specific
partitions or from multiple partitions, allowing for parallel processing.

Kafka maintains fault tolerance by replicating partitions across multiple brokers. Each
partition has one leader and multiple replicas, ensuring that if a broker fails, the data
remains available.

Kafka traditionally relied on Apache ZooKeeper for cluster coordination, metadata
management, and leader election. ZooKeeper is a distributed coordination service, it mon-
itors the health and availability of nodes within a distributed system and helps a cluster
to select a new master if the current one fails.

The ticket #8702 [4] reports a failure within a cluster that deploys Kafka v(2.3.0) and
integrates ZooKeeper for coordination purposes. They report a failure when there is a
partial partition between the master broker from all other brokers. As all brokers are
reachable from ZooKeeper, the nodes pause their operations because they cannot reach
the master and a new master is not selected because Zookeeper can reach the old master.

We use PPATT to test Kafka on our cluster. Figure 4.3 shows our deployment. We
deploy Kafka v(2.3.0) with three replicated brokers, each message is replicated on three
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ZooKeeper

Figure 4.3: Kafka Architecture

nodes. We use Kafka’s benchmarking tool to generate load on the system. We use a set of
producers and consumers. Each producer sends messages to a dedicated queue and each
queue has one consumer. We deploy ZooKeeper within our cluster to monitor the cluster
nodes. The lines between components in the Figure 4.3 represent communication between
nodes during producing, replicating, and consuming messages.

PPATT reports a failure when it introduces a network partition between the master
broker and all other brokers, as shown in red in Figure 4.3. During this partition, all
test operations fail. The cluster remains unavailable until the partition heals, because
ZooKeeper can reach the current master, it neither detects the problem nor helps selecting
a new master, the entire cluster pauses. We examined the returned logs and verified the
cause of this behavior.
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Chapter 5

Demonstration of the Tool
Capabilities

In order to assess the design, implementation and effectiveness of the tool, we use it to
test new versions of distributed systems, to produce new failures if they exist. We start by
selecting a diverse set of systems to test and end up targeting three distributed systems
from different categories of large data processing systems. We decide to test a streaming
system, a message queuing system and a distributed data store system. We were able to
detect three catastrophic failures in these systems.

5.1 Hazelcast

Hazelcast is an in-memory distributed computation and storage system. Hazelcast system
architecture consists of members and clients. A member is the computational and storage
unit of the Hazelcast cluster. Clients are used to communicate with the cluster members.
The first member to run is designated as the master member. Hazelcast provides a set of
data structures such as map, queue, and locks. In our tests, we run experiments with map
and lock operations.

Consistency Guarantees. Hazelcast offers different guarantees for different opera-
tions. Synchronization operations such as locks and count down latches are always lineariz-
able and are implemented using a Raft [37] linearizable replication protocol. Data related
operations and data structures, such as maps and queues offer a lighter weight replication
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mechanism that can be configured to be strongly or eventually consistent. We experi-
ment with these two groups of APIs and their different implementation of the replication
protocol.

Partial Network Partition Tolerance. Hazelcast design includes a mechanism for
tolerating partial network partitioning. To tolerate a partial partition, cluster members
perform all-to-all heartbeating in which each member heartbeats all cluster members. If a
member detects that another member is not reachable, it reports this connection failure to
the master member. The master member collects this data, builds a graph to represent the
connectivity in a cluster, then analyzes the graph to identify the largest connected subset
of the cluster members (a.k.a, clique). The system divides the cluster into two sub-clusters,
one including all the nodes in the clique, and one including all nodes outside the clique.
This effectively turns a partial partition into a complete partition. Furthermore, Hazelcast
includes a mechanism to handle complete partitions called split-brain protection technique.
Hazelcast’s split-brain protection feature is used when consistency is a primary concern for
the user. This feature enables the user to specify the minimum cluster size required for
operations to occur. If the cluster size is below this minimum value, the operations are
rejected and the rejected operations return a SplitBrainProtectionException. The
split-brain protection detects when there is a complete partition and pauses nodes in the
minority partition of the network.

5.1.1 Map Read and Write Operation

Maps in Hazelcast are partitioned and replicated among members. Each partition stores
a part of the map. Each partition can have multiple replicas, one acts as a primary and
the others are backups. Clients send read and write requests for a particular object to the
primary replica of the partition holding the object. If the primary replica fails, one of the
backup replicas takes the primary role. By default, there are 271 partitions that are evenly
distributed among members. Each may be a primary for some partitions and a backup for
others.

Hazelcast has two types of backup replicas: synchronous and asynchronous backups.
In synchronous backups, each write operation is synchronously replicated to backup nodes
before confirming the write operation as successful. Asynchronous backups involve a delay
between the write operation and the replication of data to backup nodes. A write operation
can be confirmed to the client before it is replicated to backups.

Hazelcast uses partition tables within each cluster member in order for all members
in the cluster to keep track of where the data is. The Partition table stores the partition
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IDs and the addresses of cluster members that are the primary for that partition. The
partition table is created by the master member. The master member periodically, every
15 seconds by default, sends the partition table to all members.

Hazelcast uses keys to distribute map entries across partitions. When an entry is added
to a map, Hazelcast assigns that entry to a specific partition based on a hash of the entry
key. Hazelcast hashes the key using a hashing algorithm, then calculates the mod(hash
result, partition count(271)), the result is the partition ID in which the key value is stored.
For all members in the cluster, the partition ID for a given key is always the same.

If a client wants to write a value to a specific key, Hazelcast hashes the key and calculates
the partition ID in which the data will be stored. The client randomly connects to one of
the members listed in its configurations. The client gets the partition table of the member
and finds the member that is hosting the specific partition for the new key. If a synchronous
replication is used, a client blocks until backups receive the new write operation before an
acknowledgment is sent back. If the client wants to read a value of a specific key, it follows
the same steps and reads the value of the key from the primary replica.

Test Setup

We use PPATT to test map read and write operations. We deploy Hazelcast v(5.3.1) on
a four nodes cluster, three nodes are members and one node is a client. We configure the
cluster with synchronous replication and with a replication level of 3. The map is configured
with a size of 999. The client writes 999 objects with each object having the size of 1 KB.
This load uses the three members in our cluster as this load touches most of the partitions.
We enable the partial partition fault tolerance mechanism, and the split-brain protection
mechanism with minimum-cluster-size of two.

Figure 5.1 shows the cluster architecture, lines between components in the figure show
the captured communications happening during the execution of map read and write op-
erations.

Failures Discussion

Our test discovers a failure in the client access protocol in which a client is not able to
access the system despite the availability of members to serve its request.

The discovered failure happens when a partial partition impacts the communication
between two members of the cluster. Figure 5.1 shows such a partial partition in red. In
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Figure 5.1: Hazelcast Architecture

this scenario, the master member detects this partition and follows the partial partition
tolerance mechanism. The mechanism splits the members into two sub clusters, with
one side containing the majority of nodes that are connected. As we use the split-brain
protection mechanism, nodes on the minority side pause their operation and do not process
client requests. Clients select which member to send their requests to in a random fashion.
If a client is not impacted by the partial partition and can reach all members and it
sends its request to a member on the minority side, the request will fail. The client gets
the SplitBrainProtectionException exception, which indicates that the operation failed
because it is sent to the minority side. Hazelcast fails these operations unnecessarily as
the operation fails although the client is connected to the majority side and can send its
request to the active side.
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5.1.2 Count down latch and Fenced locks Operation

Count down latch and Fenced locks uses Raft algorithm [37] for its replication. In a
normal operation, members are divided into a leader and followers. Cluster members
select their own Raft leader, which runs the Raft consensus algorithm. All other members
become followers. The leader is responsible for handling incoming requests from clients
and replicating those requests to follower members. Internal heartbeats between members
maintain the authority of the Raft leader.

If a client requests to lock or unlock a lock or initialize a count down latch, it randomly
connects to one of the members listed in its configurations. This member leads the client
to the leader that processes the client request. Operations are committed and executed
only after they are successfully replicated to a majority of members.

Test Setup

We use PPATT to test lock, unlock, and count down operations. We run two separate tests
for Fenced locks and the Count Down Latch. In both tests we deploy Hazelcast v(5.3.1)
on a four nodes cluster, three nodes configured as members and one node is the client.
Figure 5.1 shows the cluster architecture. Lines between components in the figure show
the captured communications happening during the execution of client requests.

Failures Discussion

Our test discovers a failure in the client access protocol. This failure is similar to the failure
we reported with map operations. A client is not able to access the system despite the fact
that it can reach the current cluster leader.

If a complete partition isolates the leader from the cluster. The old leader pauses its
operation, and the nodes on the majority side elect a new leader. A client randomly selects
a member to send its requests to. If it connects to the old leader, the client operation will
fail and return an exception indicating that this member has left the cluster. Hazelcast
fails these operations unnecessarily. If a client connects to one of the members on the
majority side that has the new leader, the client operations succeed.
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5.2 Apache Flink

Flink is a data streaming processing system. Figure 5.2 shows the Flink system archi-
tecture. The architecture includes a JobManager and TaskManagers. The JobManager
receives jobs from clients, tracks job progress, and manages resources. A TaskManager
runs on every worker node in the cluster. A TaskManager executes tasks.

Flink quantizes resources as slots. A slot is the basic unit of resource scheduling and
expressing resource requirement for a task. TaskManagers resources are defined by con-
figuration and can vary between different TaskManagers within the cluster. To allocate
resources, a default strategy is a greedy strategy in which the JobManager traverses the
TaskManagers slots and selects the first one that has enough resources to fulfil the re-
quest. The list of TaskManagers is provided by the admin and is always traversed in order.
TaskManagers offer their free slots to the JobManager, the JobManager stores these slots
in a slot pool. When a job is submitted to the JobManager e.g. WordCount application,
the Scheduler within the JobManager queries the slot pool. If the slot resources are suf-
ficient, resources are assigned to the job. The JobManager uses the assigned resources to
schedule tasks. Once the task execution is finished, the slots are freed and their resources
are returned to the available resources of the TaskManager. TaskManagers may commu-
nicate during the execution of an application to exchange intermediate results during the
shuffle stage.

Flink has a built-in fault tolerance mechanism based on checkpointing. With check-
pointing, Flink periodically takes snapshots of the state of every operator in the cluster. In
the event of a failure, Flink restores a complete state of the cluster and resumes processing.

Test Setup

We use PPATT to test the execution of a WordCount application on Flink. We deploy
Flink v(1.17.1) on a cluster of six nodes, the cluster consists of a JobManager and five
TaskManagers. Figure 5.2 shows the cluster architecture, lines between components in the
figure show the captured communications happening during the execution of the Word-
Count application. We set the number of slots per TaskManager to one, and submit the
WordCount application with a level of parallelism equal to three. This configuration forces
the JobManager to run the tasks on three different TaskManagers. Shaded TaskManagers
in Figure 5.2 represent the assigned TaskManagers to execute the submitted job. We en-
able Flink checkpointing. We configure the checkpointing mechanism to attempt a restart
three times, and the time between attempts to 10 seconds.
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Figure 5.2: Flink Architecture

Failure Discussion

Our test discovers a failure in Flink’s resource manager under a partial network partition.
The failure leads to a termination of an application despite the availability of resources to
execute the application.

In the WordCount application, TaskManagers exchange data during the shuffle stage.
If a partial partition between TaskManagers prevents the data exchange, it causes the
job execution to fail and the allocated slots to be released. As checkpointing is enabled,
the JobManager restarts the execution of the job. The JobManager checks the slot pool
to find resources for the rerun of a job. The greedy scheduling strategy selects the first
slots available for a task. Given that the JobManager is not aware of the partial partition
between the TaskManagers, the resources at the nodes impacted by the partial partition
are at the top of the list of available slots. Consequently, the JobManager selects the same
TaskManagers chosen earlier as it always selects the free slots of the first TaskManagers
in its static list. Because of the partial network partition between the TaskManager, the
rerun of the job fails. Flink tries to run the job 3 times before giving up and raising
an exception. Interestingly, the raised exception is the PartitionConnectionException

failed partition requests due to connection failure with unreachable producer. Although
Flink terminated the job due to a communication problem, it did not realize that the
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communication problem only impacts two nodes and that it could avoid the problem by
scheduling the task on nodes that are not impacted by the partial partition. We reported
this failure to the Flink issue tracking system.

5.3 ActiveMQ Artemis

ActiveMQ Artemis is a message queuing system. Figure 5.3 shows the system architec-
ture. ActiveMQ Artemis consists of producers, brokers, and consumers. Producers produce
messages, brokers are the messaging middelware, and consumer consumes messages. Ac-
tiveMQ Artemis supports replication for higher availability. In the replicated configuration,
Artemis uses one live broker to serve all producers and consumers requests. The system
can have one or more backup brokers. Backup brokers are not active. One of the backup
replicas is randomly selected to be in a passive mode. The passive backup connects to
the majority of backups in the cluster, if not, the backup waits and tries reconnecting to
the live broker. The passive broker announces its status as a passive broker and starts
monitoring the live broker heartbeats. Synchronization occurs in parallel with current net-
work traffic and does not cause any blocking on current client requests. All messages are
replicated to this passive backup. This replication is asynchronous and does not cause any
blocking on client requests.

The live broker keeps heartbeating all nodes in a cluster. If the passive broker misses the
heartbeats from the live broker, it assumes the role of the live broker. The new live broker
starts to heartbeat all backup brokers and serve producers and consumers. Producers
produce messages to specific names addresses (e.g., ”news” and ”stock changes”). Messages
are stored in a queue before being served to consumers.

Test Setup

We use PPATT to test the produce and consume messages operations on ActiveMQ
Artemis. We deploy ActiveMQ Artemis v(2.30.0) on a five-node cluster. Figure 5.3 shows
the cluster architecture. Lines between components in the figure show the captured com-
munications happening during the execution of produce and consume messages requests.

Failure Discussion

Our test discovers a failure in the replication protocol of ActiveMQ Artemis. The failure
leads to having two live brokers in a cluster, leading to data inconsistency.
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If a partial partition cuts the communication between the live and passive broker as
shown in red in Figure 5.3, the passive broker will miss the live broker heartbeats and will
assume that the live broker crashed. The passive broker will start serving as a live broker,
serve producer and consumer requests, and heartbeating backups. All the messages are
replicated to the announced backup. With this failure, the system has two live brokers
serving the same address. The two live brokers do not synchronize their data. Conse-
quently, consumers do not get all messages sent to an address. Furthermore, consumers
subscribed to the same address may get different sets of messages. These scenarios violate
the system guarantees. While there are two live brokers, no passive broker is elected and
data replication is disabled. This leads to lower system reliability. Interestingly, the prob-
lem persists even after the network partition is fixed, the system continues to have two live
brokers. We reported this failure to the ActiveMQ issue tracking system.
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Chapter 6

Conclusion and Future Work

We built PPATT, an automatic fault injection testing tool, that tests software’s resiliency
to partial network partitions by injecting partitions between connections captured by the
tool. The tool is capable of reproducing failures and detecting new failures in a wide range
of distributed systems.

The current design of the PPATT inserts partitions before launching the application
on the system under test. One future plan is injecting partitions at certain points of time
while running the application.

Also, the current design distinguishes between connections depending on their source
and destination IP. A future work is taking port numbers into consideration, i.e., consid-
ering duplicated connections as connections that have the same source and destination IP
addresses and port numbers.

Overall, our tool automates and eases the testing process for distributed systems’ re-
siliency and fault tolerance techniques for partial network partitions. It is easy to use and
integrates with a wide range of applications, which makes it the right choice for developers
and quality insurance specialists to adopt for testing their software systems and developing
their designs and techniques to avoid catastrophic failures that can happen due to partial
network partitions.
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