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Abstract

The prevalence and increasing need for insights obtained from the collection of sensitive
data gives rise to the problem of protecting the privacy of this data. The collection and
storage of data can be distributed across locations and organizations, and gaining insights
can require combining knowledge from different stores. Private record linkage (PRL) is
the problem of finding approximately matching records across different databases while
maintaining the privacy of all records involved. The PRL problem in the streaming data
model is an emerging problem that tackles PRL in the context of a streaming database,
where a service provider performs the matching and learns only the result to gain further
insights. To the best of our knowledge our work is the first to address this problem.

In this work, we introduce a new cryptographic primitive, the secure approximate
equality operator that securely implements all-or-nothing disclosure for approximate matching,
which has provable security guarantees in the semi-honest security model. We show that the
new operator performs several times faster than a straightforward baseline approach using
function-hiding inner product encryption. We also showcase a protocol that implements
our new approximate equality operator to perform PRL in the streaming data model with
high accuracy and performance.
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Chapter 1

Introduction

The widespread collection of data in many forms is an ever increasing trend over the
last few decades. The accumulation of personal data, and other forms of sensitive data
using a myriad of means has also given rise to a multitude of services that depend on
gaining insights from this data. The sensitive nature of this data introduces the problem
of protecting its privacy. The data however, can be collected by different entities or
corporations, and may be generated and stored in different locations, and thus combining
knowledge from different sources intensifies the problem of maintaining the privacy of
sensitive data.

One of the key operations performed on separate structured datasets is what is known
as “record linkage” [1] [2] [3] [4]. Record linkage can be described as the problem of
determining records in different datasets that refer to a common entity, this process being
resilient to errors and differences in record structure. Due to the aforementioned sensitive
nature of emerging datasets, a more privacy-conscious version of record linkage, i.e., private
record linkage [5] [6] [7] [8] [9] [10] [11] becomes increasingly relevant.

Consider the following scenario: officials at an airport need to verify whether passengers
about to board a plane are on a no-fly list. The list is protected, and passenger data is
personal data. One way to determine if the passenger is allowed to fly is to securely send,
i.e., stream the passenger data securely to a service provider. The service provider also
securely receives and stores the no-fly list from the appropriate government authority. The
service provider then determines if the passenger is on the list and releases the result back
to the airport. All this must be done in such a way that the service provider does not learn
either the passenger data or the no-fly list. This example can be generalized as follows, a
client, or a set of clients want to check if their database records match records possessed by
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a data owner. Computing the matches is outsourced to a service provider, who receives the
records as a stream from the client, and possesses a set of records as queries from the data
owner. The service provider returns the result: match or non-match. The service provider
also learns the result, and can use it and the meta-data for further analysis. The service
provider does not learn anything about the streamed records, or the queries of the data
owner. What we have described is private record linkage in the streaming data model.
When compared to private record linkage in the more common static database model,
private record linkage in the streaming data model poses additional challenges. The first
challenge is the objective to minimize the rounds of communication between the parties.
The second challenge is that the streamed records must be processed one at a time, which
eliminates solutions that operate on sets of records.

All-or-nothing disclosure is defined as a disclosure by which, as soon as a party obtains
information on another party’s secret/data, they can gain no additional information beyond
that [12]. Our protocol implements the notion of all-or-nothing disclosure to achieve
benefits in privacy, that is, the service provider is only disclosed whether there has been a
match or not. This all-or-nothing disclosure guarantees that an adversary cannot learn any
more information than what has been output. We introduce a new cryptographic primitive,
the secure approximate equality operator that securely implements all-or-nothing disclosure
for approximate matching. The usage of all-or-nothing disclosure allows us to escape the
pitfalls [13] [14] [15] [16] of perturbation based private record linkage techniques such as
those that use Bloom filters [7], which do not offer strong security guarantees.
Our contributions in this paper are as follows:

• We introduce the notion of a secure approximate equality operator that implements
all-or-nothing disclosure, which bounds the leakage of information.

• We design a novel secure approximate equality operator, which in evaluations performs
approximately 6 to 31 times faster than a straightforward baseline approach based
on function-hiding inner product encryption.

• We evaluate a protocol that implements our new secure approximate equality operator
to perform private record linkage in the streaming data model, and show that it has
high accuracy and performance.
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Chapter 2

Problem statement and security
model

The problem of private record linkage in the streaming data model can be formalized as
follows: Consider three parties, the client, the data owner and the third party service
provider, henceforth referred to as P1, P2 and P3 respectively. Let A be a record possessed
by P1, and B be a record possessed by P2. B is sent to P3 securely to be stored as a query,
while A is streamed securely to P3. P3 computes a function on the secure record inputs,
which returns whether or not A and B are approximate matches, and returns the output
to the other two parties. P3 also learns the binary match result, and a bounded amount
of additional information.

The match function is implemented as a secure approximate equality operator. Let
d(x,y) be a distance metric to compare two equal length integer valued vectors x and y.
A secure approximate equality operator is an algorithm that takes x and y as inputs, and
returns “match”, if d(x,y) between the two vectors is within a threshold, or “non-match”,
otherwise.

P1 and P2 are required to transform the records A and B into a form that can be
compared using a secure approximate equality operator. This is done through the process
of encoding. We define the function Encode(), that takes a record as input and transforms
it into a fixed length vector of numerical values. The parties P1 and P2 compute the
Encode() function on A and B respectively, and generate the numerical vectors x and y.

The secure approximate equality operator can be broken down into the following three
functions: KeyGen(), Encrypt() and Compare(). KeyGen() generates a symmetric key
used by the system, the function Encrypt() takes in a fixed length numerical vector and
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returns a ciphertext, and the function Compare() takes in two ciphertexts and returns
”match” or ”non-match” based on the distance between the vectors that were encrypted.
The parties compute the secure approximate equality as follows: P1 and P2 run their
respective Encrypt() functions on x and y, to obtain the encrypted vectors (ciphertexts) X
and Y, which are then sent to P3. Note that P1 and P2 do not collude and neither of them
has access to the other’s ciphertexts. P3 computes Compare() on X and Y, and returns
the result to P1 and P2. The Compare() function of our more efficient secure approximate
equality operator leaks a small additional bounded amount of information beyond this
all-or-nothing disclosure in the case of a match.

The secure approximate equality operator is secure in the semi-honest security model.
In the semi-honest model, a party controlled by an adversary tries to gain as much
additional information about the inputs of the other parties as possible, but does not
deviate from the protocol itself, and executes all steps of the protocol as intended. A multi-
party protocol can be proven secure in the semi-honest security model by the simulation
argument, that is, showing that each party’s view of the execution of the protocol can
be simulated given only its inputs and outputs [17], and that this simulated view is
computationally indistinguishable from a real protocol. We will formalize this security
definition in Section 6.

The semi-honest security model has a stronger counterpart in the malicious security
model, in which a party controlled by an adversary can arbitrarily deviate from the
protocol in its quest to obtain additional information about the inputs of the other parties.
Although the malicious security model is stronger, it can require protocols to be inefficient
or untenable in terms of performance. Furthermore, legal and economic checks put in place
can ensure that security in the semi-honest model is a sufficiently strong guarantee [18]
[19].
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Chapter 3

Related work

The problem of Private Record Linkage has been studied in several previous works, each
of these possessing different strengths and weaknesses. A taxonomy of privacy-preserving
record linkage (PPRL) techniques by Vatsalan et al. [5], details and compares large amount
of prior work in the area of record linkage. Exact matching refers to two records that match
perfectly. In this work, we consider only those works that perform approximate matching,
where two records can be considered linked if they are considered similar enough, through
various metrics. A more recent work by Gkoulalas-Divanis et al. [6] provides an overview
of more recent works in the field.

He et al. [9] argue that an ideal PRL system must satisfy three desiderata: Perfect
precision and high recall of correct matches, provable privacy, and subquadratic computation
cost with respect to the number of records. PRL is generally conducted by matching on
obfuscated data, and these obfuscation methods can be categorized broadly into secure
multi-party computation (SMC) techniques and perturbation based techniques. Christen et
al. [13] note that PRL that use SMC to guarantee cryptographic security have historically
had high accuracy and have high computation cost, or suffer from low accuracy [9].
Perturbation based PRL approaches, such as those by Schnell et al. [7] or Durham et
al. [8] try to overcome these computation cost limitations by using Bloom filters to speed
up the computation. However, they do not offer a formal guarantee of security, and indeed
attacks are formulated that target Bloom filters, as shown by Kroll and Steinmetzer [16],
Kuzu et al. [20], and Christen et al. [13] [14] [15]. In the pursuit of subquadratic runtimes,
works by Rao et al. [10] and Xi at al. [9] use differential privacy. More recently, Khurram
and Kerschbaum [11] introduced a two party PRL protocol that provides cryptographic
guarantees as well runs in subquadratic time.
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There are works that explore the (non-Private) Record Linkage problem in the online
setting [21] [22], which attempt to solve the problem when it moves beyond matching
in localized files or from multiple sources in batch processing mode [21], and consider a
distributed, online setting. Karapiperis et al [23] develop a distributed engine for record
linkage that they claim can be used for PRL through the use of a trusted third party.

In the streaming model, the third desiderata as discussed by He et al. [9] is not
as relevant since the records are streamed one at a time. Karapiperis et al. [24] and
Ramadan et al [25] propose techniques that can be used for non-private RL in the streaming
data model. However, there are no works that we know of which attempt to solve
PRL specifically in the streaming data model. Kim et al. [26] introduce a function
hiding inner product encryption scheme that can be used for performing nearest neighbor
searches on encrypted databases, by computing l2 distance between encrypted records.
This methodology can be adapted into a system to compute private record linkage in a
streaming model.

We now discuss work related to our method to encode records into fixed-length vectors.
Franke et al. [27] argue that records pertaining to personal data tends to be dense, and
that it is possible to have high similarity with non-matches in existing methods. Another
problem is that records also contain errors. They further argue that simple threshold-based
matching methods fail to deal with the aforementioned problems, and propose the use of
post-processing methods to resolve incorrect links and/or multi-links where a person is
matched to more than one other person incorrectly. However, by using modern machine
learning models we are able to show that these problems can be overcome.

There are several works that support the use of machine learning models to embed
data/records as a data pre-processing step in record linkage. Structured records are
represented in earlier works using one hot encodings and term frequency-inverse document
frequency (TF-IDF) vectors [28]. Y.L. Sim et al. [28] create an encoder framework that
generate embeddings of structured data, based on the hypothesis that attributes within
each record instance are likely to be related to each other in vector space. This enables
training on unlabelled data and the authors verify that this methodology works on a wide
variety of attributes including categorical data, descriptions, tokens and numerical data.

Foxcroft et al. [29] show that using name embeddings to perform matching tasks can be
effective at detecting matches in spite of errors. The use a modified Doc2Vec methodology
to transform names to vector space and use cosine distance as a distance metric to ascertain
similarity between names.

Behnen et al. [30] note that other works, while they use varied embedding architectures
including state-of-the-art transformers such as Google BERT, do not explore record linkage
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systems that use only descriptions for matching. They show that unsupervised matching
using Google BERT can have promising results using a record linkage task that uses
company descriptions to perform matching. We can conclude from these works that using
state-of-the-art transformers such as Google BERT to embed records for the purpose of
record linkage can yield good results for a wide variety of datasets.
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Chapter 4

Background

4.1 Secret sharing

Secret sharing refers to various methods of distributing secret information among a number
of parties. Each party obtains a ”share” of the secret, and the secret can be revealed if
a pre-determined number of parties (at the minimum) join their shares. Consider the
following secret sharing scheme: A secret owner O shares a secret s among p parties such
that when any number of parties equal to or above a threshold k join their shares, they
can reconstruct the secret. Such a scheme is known as a (k,p)-threshold scheme. [31]

Shamir’s Secret Sharing: Shamir’s secret sharing scheme [31] is a (k,p)-threshold
scheme that is based on the Lagrange interpolation theorem, from which it can be inferred
that t points are sufficient to uniquely determine a polynomial whose degree is less than
or equal to k-1. The scheme is constructed as follows:

Let the secret be represented as a finite field element of the field Fq, z0. Choose k-1
elements from this field z1, z2, z3...zk−1 and construct a polynomial f(x)

f(x) = z0 + z1x+ z2x
2 + z3x

3...zk−1x
k−1

This polynomial is now evaluated at p non-zero integer points, resulting in p integer
shares. These shares are then distributed to p parties. If any subset of at-least k of these
parties join their shares, Lagrange polynomial interpolation can then be used to reconstruct
the original polynomial, and the secret is obtained by computing f(0).
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4.2 The Berlekamp-Welch algorithm

The Berlekamp-Welch algorithm is a decoder algorithm that is used to correct errors
in Reed-Solomon codes. We briefly describe the construction of Reed-Solomon codes as
follows: Let a message m1, ...,mk, known as the original message, be used as the coefficients
of a polynomial f(ai) of degree less than k, over the finite field Fq of size q. Let this
polynomial then be evaluated at l ≤ q distinct points a1 to al of the field Fq to obtain
the sent message s1,...,sl. The decoder attempts to recover the polynomial f() and thus,
the original message given a received message of the form r1,...,rl with a maximum of t
possible errors, and the inputs a1,...,al.

If decoding is successful, the decoder returns an error polynomial e(ai) where e(ai)=0
indicates an error at point i in the received message. If decoding is not successful, the
algorithm fails and does not return anything, indicating that the errors cannot be corrected.
The maximum number of errors that can be corrected by the Berlekamp-Welch algorithm
is ⌊ (l−k)

2
⌋.

We use the Berlekamp-Welch algorithm to efficiently detect matches in our protocol.
We adjust the threshold t such that, if an encoding of one record can be corrected to the
encoding of another record, they are considered an approximate match. If the algorithm
fails to perform such a correction, the two records are considered non-matches. The
polynomial f(ai) is a Shamir’s polynomial for secret sharing the value 0 in our protocol,
and thus the sent message s1,...,sl would be secret shares of zero. The public inputs a1,...,al.
are 1,...,l.
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Chapter 5

Preparing and comparing data

5.1 Encoding using BERT

We implement the Encode() function defined in the problem statement as a two-step
process. We first embed records into vectors of real-values using a language representation
model: Google BERT (Bidirectional Encoder Representations from Transformers). Google
BERT was deemed suitable, as the evaluations performed in this work use databases that
possess records containing a broad variety of alphanumeric data, including descriptions
and addresses, and a general purpose language model was thus chosen. In addition, pre-
trained BERT models are designed to be fine tune-able with one additional output layer,
and requires no significant changes in their architecture for a specific task. [32]

Pre-trained sentence embedding BERT models embed inputs to a real-valued vector,
with values in the range [0,1]. The dimension of the vector depends on the model used,
but for our purposes we choose a model that (when unmodified) returns embeddings of
length 384.

Once this real-valued vector is obtained, we move to the next step where we convert
these to integer valued vectors of the same length using an interval based converter function
which transforms real values from a fixed domain to a corresponding integer value. We
demonstrate the above steps by using a toy example. Let a record R be embedded by
Google BERT into a real-valued vector V of length 5.

V = [0.23, 0.45, 0.11, 0.87, 0.51]
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Let n be the number of intervals into which we divide [0,1]. In our example we set
n = 4. The conversion function converts the real-valued vector V into an integer-valued
vector v of the same length. Let V[i] and v[i] represent the i-th value in the vectors V and
v respectively. Let j be an integer-valued variable.

v[i] = max(1, ⌈n · V [i]⌉) ∀i

Thus in our example, [0,0.25] is mapped to the integer 1, (0.25,0.50] is mapped to 2, (0.50,
0.75] is mapped to 3, and (0.75,1] is mapped to 4. The conversion function returns the
vector v.

v = [1, 2, 1, 4, 3]

Thus we obtain v = Encode(R).

5.2 Choosing a distance metric

In the problem statement, we refer to a general notion of a distance metric d(x, y). In
this work, we use Google BERT to encode alphanumeric database records that we need
to compare into an integer vector space. We thus choose a distance metric that is suited
to this encoding, such that the distance between encoded records is a good proxy for how
similar or dissimilar two records are. That is, the closer the distance between the encoded
records are, the more similar the two original records are, for the purpose of record linkage.

We define a metric, “Element inequality” between two vectors of integer values as the
total number of different values in corresponding vector elements between the two vectors.
Let l be the length of the fixed length vectors x and y. The function d(x, y) for element
inequality can be defined as follows

d(x, y) =
l∑

i=1

δi

where

δi =

{
0 if x[i] = y[i]

1 otherwise
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Element inequality was chosen to be our primary distance metric as it has good
performance in accuracy metrics (see Section 10), and is well suited to use in a secure
approximate equality operator. Henceforth, when we refer to d(x, y) as a distance function
we imply the use of the element inequality distance function.
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Chapter 6

Secure approximate equality

Let x and y be two same-length vectors with numerical data, derived from records A and
B. An approximate equality operator attempts to compute the match function as follows:
It computes a distance metric d(x, y) and returns the following

result =

{
match if d(x, y) ≤ t

non−match otherwise

where t is a preset threshold.

Secure approximate equality minimises the information revealed about the two vectors
to the party computing the operator.

Formalization: Let λ be the security parameter that bounds a computational adversary.
Let x be the encoding of a record. A secure approximate equality operator (in the context
of record linkage) consists of the following functions which are possibly probabilistic and
run in polynomial time:

1. K ← KeyGen(1λ): generates a (symmetric) key K using the security parameter λ.

2. c← Encrypt(K, x, t): Encrypts a vector x into a ciphertext c, for a threshold t.

3. match/non-match ← Compare(c1, c2, t): returns ”match” or ”non-match” given the
ciphertexts c1 and c2 based on the distance between x1 and x2, and t. x1 and x2 are
the vectors that were encrypted into c1 and c2.
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Correctness: Let A and B be two records, which are encoded into vectors x and y.
We say a secure approximate equality operator is correct, if

∀x, y, t
K ← KeyGen(1λ)

c1 ← Encrypt(K, x, t)

c2 ← Encrypt(K, y, t)

d(x, y) ≤ t =⇒ Compare(c1, c2, t) = equal

d(x, y) > t =⇒ Pr[Compare(c1, c2, t) = equal] = negl(λ)

Security definition Let a represent inputs to the protocol, and λ be the security parameter
that bounds a compuational adversary. Let E1 and E2 be distribution ensembles for random
variables E1(λ, a) and E2(λ, a). We define computational indistinguishability of E1 and E2

by E1
c≡ E2, if for every non-uniform distinguisher D that runs in polynomial time, there

exists a negligible function negl(λ) such that

|Pr[D(E1(λ, a)) = 1]− Pr[D(E2(λ, a)) = 1]| = negl(λ)

Let A and B be two records, which are encoded into vectors x and y. Let L(x, y) be
the information that is leaked about x and y (and thus by consequence A and B) when
executing the secure approximate equality operator. We say that an approximate equality
operator is L-secure, if there exists a Simulator Sim(L(x, y)) such that

∀x, y, t
K ← KeyGen(1λ)

c1 ← Encrypt(K, x, t)

c2 ← Encrypt(K, y, t)

Sim(L(x, y)) c≡ Compare(c1, c2, t)

Let HKi
(.) be a keyed cryptographic hash function. We say that an approximate

equality operator is relaxed secure if it satisfies L∗ security for

14



L∗(x, y) =

{
match,HKi

(x[i])−HKi
(y[i]) ∀x[i] ̸= y[i] if d(x,y) ≤ t

non−match otherwise
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Chapter 7

Protocols for PRL in the streaming
data model

In this section, we first describe a common abstract protocol that performs private record
linkage in the streaming data model. We then describe two instances of this protocol.
One is the baseline solution that utilizes function-hiding inner product encryption, and the
other is our new protocol that utilizes our new secure approximate equality operator. Note
that the offline phase of the baseline solution is very computationally intensive [26].

7.1 Common protocol description

• Key generation: K ← KeyGen(1λ) is computed at P2. P2 shares K with P1. P3

does not have access to this key.

• Encode records: P1 encodes record A into vector x, and P2 encodes record B into
vector y using the Encode() function.

• Encryption:

P1 runs c1 ← Encrypt(K, x, t) and P2 runs c2 ← Encrypt(K, y, t)

• Matching: P1 and P2 transmit the results of their respective Encrypt() functions
to P3. P3 computes Compare(c1, c2, t) and returns the response ”match” or ”non-
match” to both party P1 and P2.
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7.2 Baseline protocol

We first implement a baseline solution based on Function-Hiding Inner Product Encryption,
abbreviated as FHIPE, which is a class of functional encryption schemes that compute the
inner product of encrypted vectors. For our baseline protocol, we use the FHIPE scheme
introduced by Kim et al. [26]. We adapt a modification to this FHIPE scheme proposed
by Shafieinejad et al. [33] by converting the function-hiding inner product encryption
scheme into a function-hiding inner product predicate encryption scheme by checking if
the inner product is zero. The scheme consists of four algorithms IPE.Setup, IPE.KeyGen,
IPE.Encrypt and IPE.Decrypt. A brief high level overview of these are as follows:

• pp, msk ← IPE.Setup(1λ): Generates the public parameters pp, and a master secret
key msk using the security parameter λ.

• sk ← IPE.KeyGen(msk, x): Using the master secret key, encrypts a vector x into a
functional secret key sk.

• c ← IPE.Encrypt(msk, x): Using the master secret key, encrypts a vector x into a
ciphertext c.

• 1/0 ← IPE.Decrypt(pp,sk,c): Using the public parameters and the inputs sk and c,
checks if the inner product of the two encrypted vectors is zero. Returns 1 if the
inner product is 0, returns 0 otherwise.

We implement an approximate equality operator using FHIPE as follows:

1. msk ← KeyGen(1λ): Calls IPE.Setup(1λ) which generates pp and msk.

2. Encrypt(msk, x, t): Encrypts a vector x at party Pi.

If Pi is P1, it generates the vector x̃ as follows: The length of x̃ is set to n · l and
is populated with zeros. The integer values in x are transferred to x̃ as one-hot
encodings.

x̃[n · j + x[j]] = 1, 0 ≤ j < l

The value 1 is then appended to x̃. It then outputs the functional secret key sk using
IPE.KeyGen(msk, x̃), where 0 ≤ i ≤ t.

If P is P2, it generates t vectors x̃i as follows: The length of each x̃i is set to n ·
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l and is populated with zeros. The integer values in x are transferred to x̃i as one-hot
encodings.

x̃i[n · j + x[j]] = 1, 0 ≤ j < l

The value l-i is then appended to xi. It then generates t ciphertexts ci as set C using
IPE.Encrypt(msk, x̃i), where 0 ≤ i ≤ t. Set C is then permuted to hide the order,
thus hiding the value of d(x, y).

3. Compare(sk,C, t): Given sk and set C, attempts to compute the existence of d(x, y)
≤ t, and returns response(x, y), where

response(x, y) =

{
”match” if ∃ IPE.Decrypt(pp, ski, ci) = 1 ∀ i

”non−match” otherwise

7.3 New protocol

LetHK(x) be a keyed, cryptographic hash function. Our protocol implements the approximate
secure equality operator as follows

1. KeyGen(1λ): generates a key K for the keyed cryptographic hash function HK()
using the appropriate key derivation function with the security parameter λ.

2. Encrypt(K, x, t): Encrypts a vector x at party Pi. Let f() be a polynomial function
for secret sharing 0 under Shamir’s scheme. Let Ki be HK(i).

If Pi is P1, generates vector X.

Xi = f(i) +HKi
(x[i])

If P is P2 Vector X is generated as follows

Xi = f(i)−HKi
(x[i])

3. Compare(X, Y, t): Let X be a ciphertext generated by P1 and Y be a ciphertext
generated by P2. computes

Z = X + Y

P3 attempts to compute d(x, y) as follows:
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Attempt to reconstruct the polynomial g() from the values of Z using the Berlekamp-
Welch algorithm. If reconstruction is successful, then the element inequality, d(x, y),
is equal to number of errors detected in the reconstruction, and if reconstruction fails,
this distance cannot be determined. L∗(x, y) is then returned, where

L∗(x, y) =

{
match,HKi

(x[i])−HKi
(y[i]) ∀x[i] ̸= y[i] if d(x,y) ≤ t

non−match otherwise

19



Chapter 8

Security analysis

In this section we analyze the security of our new secure approximate equality operator.
The security of the baseline solution follows straightforwardly from the security of inner
product encryption. Hence, we start by defining the security of our operator.

Let V iewπ
i represent the view of party Pi under the execution of the real protocol π. x

and y are encoded vectors of length l.

Consider the party P3. There exists a probabilistic polynomial-time algorithm Sim such
that for every pair of real inputs x, y and functionality L∗ (as defined in Section 6), and
corresponding ideal inputs x and y, we have

Sim(L∗(x, y))
c≡ V iewπ

3 (x, y), output
π(x, y)

Proof Consider a probabilistic polynomial time adversary Adv controlling party P3.
Assume that Adv attacks the protocol by distinguishing between a view simulated by Sim,
and a view under a real execution.

Case 1: The case where X and Y are considered a match under the threshold t, i.e, the
bit vector representations of X and Y have at-least l-t values in common. For those indices
where the result returned by L∗(x, y) indicates a match, the simulator Sim generates a
simulated view as follows:

Xi = f̃(i) +Rand(i) (8.1)

Yi = g̃(i)−Rand(i)
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f̃(x) and g̃(x) are polynomials for secret sharing 0, of the same degree as f(x) and g(x)
used in the real functionality. Rand(x) returns an independent, uniformly chosen random
number. Now compare this with the view in the real world, where

Xi = f(i) +H(x[i])k (8.2)

It can be shown that if we choose to replace the output of the keyed hash exchange
subprotocol with a random number, this substitution cannot be distinguished from the
original except with negligibly small probability, because the keyed hash function is pseudo-
random and hence its output indistinguishable from random numbers. Furthermore, since
f(i) is a secret share of 0, it can also be replaced with another secret share j(i), as long
as the degree of the polynomial remains the same, as these values are secret shares under
Shamir’s secret sharing scheme. Thus, the values from Equation 8.2 cannot be distinguished
from Equation 8.1 by Adv. A similar argument is used for the Yi values.

For those indices where the response from L∗(x, y) indicates an error, the simulator S
generates a simulated view

Xi = f̃(i) +Rand(i) +H(x[i])k −H(y[i])k (8.3)

Yi = g̃(i)−Rand(i)

The argument here is similar to the previous one, but in this case, we choose to replace
the output of the keyed hash with a random number and difference of two keyed hashes
which is the value leaked to the adversary. Distinguishing between this and the random
number would break the indistinguishability of the keyed hashes from random numbers,
and hence, Equation 8.3 cannot be distinguished from 8.1 by A.

Once theXi and Yi values are summed up and reconstructed using the Berlekamp–Welch
algorithm, the adversary obtains a polynomial for secret sharing 0, and the differences
H(xi)

k-H(yi)
k. Thus, no additional information is leaked from what is revealed in the real

protocol.

Case 2: The case where X and Y are considered not a match, i.e., the bit vector
representations of X and Y have less than l-t values in common. The simulator S generates
the view as below, and returns l random values as the output of the functionality, where
1 ≤ i ≤ l.

Xi = f̃(i) +Rand1() (8.4)

21



Yi = g̃(i)−Rand2()

Rand1() and Rand2() return independent, uniformly chosen random numbers, and it is
ensured that Rand1() and Rand2() are not equal. With a simular argument, we can see that
these are indistinguishable from the real views. If the adversary attempts to reconstruct
using the Berlekamp–Welch algorithm, the algorithm fails, and thus the adversary learns
no information.

Other parties: Corresponding theorems for P1 and P2 can be constructed, but these
theorems are obvious since the views of these parties contain only the results obtained from
P3, and can be simulated as is.
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Chapter 9

Datasets used

We use the following datasets in the accuracy tests as part of our evaluation. These datasets
were chosen as they represent a broad variety of record linkage tasks. The DBLP-ACM
dataset simulates linkage tasks with records that have short alphanumeric descriptions. The
Amazon-Google dataset possesses records with longer descriptions. The FEBRL dataset
possesses records that describe personal details, and contains addresses and numerical data.
For the DBLP-ACM and Amazon-Google datasets, we choose to perform record linkage
by matching based on single attributes as they are highly descriptive, and increasing the
number of attributes matched would not have a significant impact on the utility of the
experiments. For the FEBRL dataset, we match based on a combination of multiple
attributes.

9.1 DBLP-ACM

The DBLP-ACM dataset [34] is a dataset that contains records of the details of scientific
publications sourced from two different bibliographic archives - DBLP and ACM. This
dataset was created with record linkage tasks in mind, and has a manually verified [34]
ground truth table. The records contain titles of the publications, the author list, venue
and year of publication.
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9.2 Amazon-Google

The Amazon-Google dataset [35] is an e-commerce dataset that matches amazon products
with search results from the Google Base Data API. The ground-truth was determined
using a universal product code, but this is not used as an input to the matching task. The
records contain the product title and a variable length textual product description.

9.3 Freely Extensible Biomedical Record Linkage (FEBRL)

The Freely Extensible Biomedical Record Linkage (FEBRL) [36] is a data mining framework
that can be used to clean and link datasets. The Python Record Linkage Toolkit [37]
comes with four datasets created with this framework for the purposes of record linkage.
We use the fourth dataset ”febrl4” which consists of 5000 original and 5000 duplicate
records (duplicates contain spelling errors, incorrect numbers, etc.), and an attached ground
truth. The records are in the form of biomedical patient data, and contains the following
attributes: id, patient name, address, date of birth and social security id.
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Chapter 10

Experimental results

We perform experiments to empirically evaluate the performance and accuracy of our
protocol. To summarize, we show the following

• Our new protocol with the new approximate equality operator performs 6 to 31 times
faster than the FHIPE-based protocol for our chosen vector lengths, the advantage
differing based on vector length.

• Our protocol achieves high accuracy across metrics on record linkage tasks, for the
vector lengths chosen, with further gains possible by parameter tuning.

10.0.1 Setup

The implementation of the FHIPE protocol uses code provided by the authors of the
paper provided through github [38]. It is implemented in python, has a C based backend,
and depends on FLINT for the C backend. Charm is used as the pairing library. The
Berlekamp-Welch decoder was implemented based on code by Jeremy Kun (Google) on
github [39]. We use a modified base Google BERT model and framework from SBERT.net
[40] to implement the Encode() function.

10.0.2 Accuracy

We measure accuracy using our value inequality distance function which is used by both
secure equality operators, our new one and the baseline using FHIPE. We base our accuracy
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results on the following four metrics: Precision, Recall, The Precision-Recall curve, and
the ROC (receiver operating characteristic) curve. A brief description of each of these in
the context of a record linkage system is as follows

• Precision: It is the proportion of outputted matches that were actually correct
matches. Let the the number of true positive outputs be tp, and the number of
false positive outputs be fp.

Precision =
tp

tp+ fp

• Recall: It is the proportion of actual matches identified correctly as matches in the
output. Let the the number of true positive outputs be tp, and the number of false
negative outputs be fn.

Recall =
tp

tp+ fn

• Precision-Recall curve: It is a graph plotted between precision and recall at different
thresholds, and is intended to show tradeoffs between them. A good precision-recall
curves maximises the area under the curve.

• ROC curve: The receiver operating characteristic curve is a graph plotted between
Recall and False Positive Rate (fpr) at different thresholds. Let the number of false
positives be fp, and the number of true negatives be tn.

fpr =
fp

fp+ tn

The Area under the curve (AUC-ROC) of the ROC curve is a summary statistic that
indicates the probability that the system would be able to distinguish a match from
a non-match.

A model based on the base BERT model, with modified pooling layers was used to
output record embeddings through an implementation of the Encode() function. The
architecture was varied to obtain vector lengths of 128, 192 and 256 for the encoded
records. We use an interval size (n) of 8 for the integer conversion. The four metrics
discussed above were recorded for record linkage tasks with the DBLP-ACM, Amazon-
Google, and FEBRL datasets. The distance metric used is element inequality. The results
can be seen in Figures 10.1 through 10.9. The architecture of the BERT model could be
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.1: Metrics on the Amazon-Google dataset, vector length 128. Matched using
titles (red). Matched using product description (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.2: Metrics on the Amazon-Google dataset, vector length 256. Matched using
titles (red). Matched using product description (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.3: Metrics on the Amazon-Google dataset, vector length 384. Matched using
titles (red). Matched using product description (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.4: Metrics on the DBLP-ACM dataset, vector length 128. Matched using titles
(red). Matched using authorlist (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.5: Metrics on the DBLP-ACM dataset, vector length 256. Matched using titles
(red). Matched using authorlist (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.6: Metrics on the DBLP-ACM dataset, vector length 384. Matched using titles
(red). Matched using authorlist (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.7: Metrics on the FEBRL dataset, vector length 128. Matched using full records
(red). Matched using full records from one database, and records with a chosen small
subset of attributes in the second database (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.8: Metrics on the FEBRL dataset, vector length 256. Matched using full records
(red). Matched using full records from one database, and records with a chosen small
subset of attributes in the second database (green).
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(a) Precision (b) Recall

(c) Precision-recall curve (d) ROC curve

Figure 10.9: Metrics on the FEBRL dataset, vector length 384. Matched using full records
(red). Matched using full records from one database, and records with a chosen small
subset of attributes in the second database (green).
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tuned further to suit the current task, thus even higher accuracy is possible. We leave this
task specific parameter tuning to future work and implementation.

During experiments on the DBLP-ACM dataset, a small number (At most 2 false
positives out of 3000 ground truth non-matches, at strict thresholds) of false positives
occur while using the author-list attribute due to non matching records with the same or
near same set of authors. The precision graph for an attribute that has a constant number
of false-positives tends to shift downwards as the threshold gets more restrictive, because
while the number of false positives is constant, the number of true positives declines and
hence the ratio also declines. This cannot be clearly seen in the graphs for the DBLP-ACM
dataset as the number of true positives is comparatively high even at strict thresholds (1110
true positives at an error threshold of 5).

For the Amazon-Google dataset when using item descriptions, we again observe a
constant number of false positives at stricter thresholds, because some item descriptions
are empty, which will match according to the matching criteria but are not actual matches.
The trend of the graph shifting downwards at stricter thresholds can be seen in Figures
10.1, 10.2 and 10.3.

As can be seen from the graphs, the optimal error threshold shifts upwards as the vector
length increases, and the precision-recall and ROC curve are closer to ideal. The precision-
recall curve and ROC curve demonstrates that using the element inequality distance metric
to match records encoded using BERT offer high usability for record linkage tasks.

10.0.3 Performance

We test the performance metrics of our protocol versus the protocol based on FHIPE. We
do this through micro-benchmarks, using the vector lengths chosen for accuracy. Error
thresholds are chosen approximately based on accuracy metrics from the three databases
tested. We now discuss the performance of the two protocols separately.

FHIPE protocol: The offline phase of the protocol is computationally intensive [26],
and using simulated parameters (specifically matrices) has no impact on the inner product
operations. Thus, we choose to use simulated parameters in our experiments.

The running time for single inner products for various vector lengths needs to be
multiplied by the size of the threshold, since each product can only test if the inner product
corresponds to a single integer value in the interval.
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Vector length Error threshold Berlekamp-Welch Compare() FHIPE Compare()
128 40 3.6 112.9
256 60 30.2 340.3
384 80 102.5 684.1

Table 10.1: Compute time comparison, all times are in seconds

Our protocol: The Berlekamp-Welch algorithm runs in O(l3). We use a micro-benchmark
averaged over 100 runs to check the running time of a single matching operation. The
degree of the polynomial was chosen using the formula for the maximum number of errors
that can be corrected, and the threshold calculated from the results of the accuracy section.

37



Chapter 11

Conclusion

In this paper, we construct a protocol for performing private record linkage in the streaming
data model. We show that this protocol is secure in the semi-honest data model. We use
Google BERT to generate embeddings for records, and show that by using the element
inequality metric, we can achieve high accuracy metrics, and enable the usage of a secure
approximate equality operator to perform private record linkage.

Future work includes task specific tuning of parameters for even higher accuracy metrics,
and testing of possibly more optimized decoding strategies using the distribution of number
of errors in matches vs non-matches. An implementation in a higher performance programming
language can also yield better performance. Our secure approximate equality operator has
other applications than record linkage, whose exploration is future work.
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