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Abstract

The increasing complexity of modern computing systems and their exposure to the
internet expose sensitive data to a range of security threats from remote adversaries.
Bugs in software can lead to run-time attacks that gain direct access to sensitive data in
memory, compromising its integrity and confidentiality. Furthermore, hardware and/or
compiler optimizations can introduce data-dependent behavior that expose sensitive data
to side-channel leakage, even in the absence of software bugs, breaking confidentiality.

As business needs evolve, different usage scenarios, such as outsourced computation,
have gained popularity, making the task of protecting data integrity and confidentiality more
complex. This dissertation investigates how the integrity and confidentiality of sensitive
data at run-time can be efficiently preserved through hardware-assisted mechanisms. I
consider a range of usage scenarios and threat models, from protecting data sent to remote
servers for outsourced computation by untrusted code, to protecting data processed locally
from other vulnerable or malicious parts of the system.

Specifically, this dissertation addresses: 1. how to efficiently protect data confidentiality
against side-channel leakage with negligible overheads. Existing solutions to side-channel
leakage suffer from significant overheads, making their deployment difficult in situations
where performance is critical. I address this problem with CacheSquash, a software-trans-
parent hardware mechanism to effectively harden against transient side-channel attacks
such as Spectre and Meltdown with near-zero overheads. 2. How to combine protections
against both direct access and side channels. I propose BliMe, a novel architecture that relies
on remote attestation, taint-tracking and hardware-enforced data obliviousness to protect
sensitive data processed by untrusted code in an outsourced computation setting. 3. For
integrity, I propose PBI, a novel hardware primitive that enables efficient memory protection
for sandboxing and in-process isolation, thereby safeguarding both data confidentiality and
integrity. 4. Finally, I address how to efficiently combine memory safety and side-channel
protection mechanisms for data integrity and confidentiality. For this, I propose BLACKOUT,
a hardware-software extension to CHERI that enforces data-oblivious computation on
sensitive data, and inherits the memory safety properties of CHERI, all while introducing
minimal overheads.

The proposed solutions confirm that hardware-assisted mechanisms can indeed be used
to efficiently protect data at run-time, both from direct access and side-channel leakage. I
conclude my dissertation with promising directions for future work.
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Chapter 1

Introduction

As modern computing systems grow more complex and interconnected through the global
internet, they become increasingly vulnerable to security threats that can compromise
sensitive data through remote attacks, in which attackers have no physical access to the
system. One of the most pressing and persistent security challenges is run-time attacks
due to inadequate memory safety that can lead to attackers gaining direct access to data
in memory, compromising both integrity and confidentiality. Programming languages
like C and C++, while foundational to modern computing, lack built-in memory-safety
mechanisms. This has made them historically prone to security flaws such as buffer overflows,
use-after-free errors, and other forms of memory corruption. Despite decades of awareness,
these issues remain among the most prevalent and dangerous in cybersecurity [138].

In recent years, the urgency to confront the lack of memory-safety at a systemic level
has grown, particularly due to heightened regulatory oversight. Prominent cybersecurity
agencies, including the U.S. Cybersecurity & Infrastructure Security Agency (CISA) and
the U.K. National Cyber Security Centre (NCSC), have publicly emphasized the need
to transition toward memory-safe solutions. One solution is the adoption of modern
programming languages like Rust, which enforces memory safety at compile time. However,
while memory-safe languages provide strong guarantees at minimal performance costs,
the enormous volume of legacy code written C and C++—which underpins much of
today’s software infrastructure—makes a wholesale transition economically and logistically
unfeasible in the near term.

Until memory-safe languages become ubiquitous, if at all, alternative solutions are
required. Software solutions exist to prevent run-time attacks, either by improving memory
safety (e.g., Checked C [61], SoftBound [142]) or by providing defense-in-depth (e.g., control-
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flow integrity, sandboxing, in-process isolation) to reduce the effectiveness of memory
safety exploits. These software-only approaches offer notable advantages, including rapid
deployment and ease of integration into existing systems, making them the best choice
in certain situations where time-to-market or compatibility constraints are paramount.
However, hardware-assisted solutions [223] provide a better security-performance trade-off,
albeit at the cost of increased development time and complexity due to hardware changes.
For example, SoftBound provides spatial memory safety at an average overhead of 67%,
whereas HardBound [51], which provides architectural hardware support for bounded
pointers, gives the same guarantees at an average overhead of 7 − 9% (with a reported
maximum of 23%). In recent years, hardware vendors have been adding an increasing
number of security primitives to their processors [135, 15, 121], and their adoption into
software has gained traction, as demonstrated by many industry-scale software projects
(e.g., Android, V8 [81], Linux Kernel).

In addition to run-time attacks which give attackers direct access, the confidentiality
of sensitive data can be compromised by side-channel leakage. Adversaries can observe
systems during execution, allowing them to infer sensitive data from programs that have
data-dependent behavior. A prominent example of side-channel leakage is timing side
channels, which result in data-dependent execution timing. For instance, if the outcome of
a conditional branch is determined by a sensitive value, and each possible branch path takes
a different amount of time to execute, an attacker may be able to deduce information about
that sensitive value by measuring how long it takes for execution to complete. Similarly, if
a sensitive value is used to index into an array, the resulting memory access pattern—which
reveals the specific memory address accessed—can alter the state of shared resources like
the CPU cache, or generate detectable traffic on the main memory bus, both of which can
be observed and exploited by an attacker.

Constant-time programming is a technique designed to defend against timing side-
channel attacks by ensuring that the execution time of code does not vary based on sensitive
data. However, writing truly constant-time code manually is extremely challenging. Even in
software specifically engineered to resist side-channel attacks, such as cryptographic libraries,
numerous vulnerabilities have been discovered, underscoring the difficulty of getting it right.
Furthermore, modern optimizing compilers can alter code during translation into machine
instructions in ways that unintentionally compromise constant-time behavior. For instance,
they might introduce branches based on secret values, undermining the original intent of
the programmer. In addition, hardware-level features like speculative execution—which are
designed to improve performance and are largely invisible to software—can be exploited
by attackers to extract secret data using known side-channel techniques. Unlike memory
safety bugs, which often lead to visible crashes or incorrect behavior when triggered, flaws
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in constant-time code are usually silent and non-obvious. They may remain undetected
until an attacker successfully exploits them—if they are detected at all.

With the two threats to data integrity and confidentiality above in mind, I put forward
the following thesis, which I will defend in this dissertation:

Thesis

Hardware-assisted mechanisms can efficiently protect the integrity and confidentiality
of sensitive data against remote adversaries, both from direct access and side channels.

Prior works have individually addressed parts of this thesis, but there has been limited
research towards achieving a unified solution, which I will address towards the end of the
dissertation.

As business requirements change, new use cases, such as outsourced computation where
clients send data to a remote server for processing, have become increasingly common,
adding complexity to the challenge of safeguarding data. In this dissertation, I consider a
range of usage scenarios and threat models, from protecting data sent to remote servers for
outsourced computation by untrusted code, to protecting data processed by trusted code
from other vulnerable or malicious parts of the system.

To defend the above thesis, I pose the following research questions.

RQ1: (How) can we protect data confidentiality against side-channel leakage with
negligible overheads?

Prior solutions [216, 106, 165, 120, 219] to side-channel leakage provide strong security
guarantees, but come at significant performance costs. In situations where performance is
critical and complete protection against side channels is not required, it is more desirable
to deploy a security mechanism that hardens against (rather than completely prevents)
side-channel leakage at no performance cost. I address this challenge with CacheSquash
(Chapter 3), a novel software-transparent mechanism to harden against transient execu-
tion attacks such as Spectre [111] and Meltdown [122]. CacheSquash works by cancelling
outstanding read requests to the cache hierarchy that the central processing unit (CPU)
has determined to by mis-speculated. Once mis-speculation is detected, the CPU sends a
cancellation that propagates down the cache hierarchy and prevents changes to caches that
have not yet received a response, thereby reducing the overall change to cache state and
reducing the likelihood of success for transient execution attacks.
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RQ2: (How) can we efficiently protect data confidentiality against both direct access
and side-channel leakage?

While CacheSquash protects data against side-channel leakage, it does not address direct
memory access, e.g., through run-time attacks or untrusted code. For this, I propose
BliMe(Blinded Memory) (Chapters 4 and 5), a new architecture that uses remote attesta-
tion, taint-tracking and hardware-enforced data obliviousness to safeguard data handled by
untrusted code—protecting it from both direct exposure and leakage through side channels.
Blinded Memory (BliMe) does this efficiently, imposing minimal overheads of ≈ 8% com-
pared to native execution. I also propose Dolma, an enhancement of the Gemmini machine
learning (ML) hardware accelerator that extends BliMe guarantees (i.e., confidentiality
against direct access and side channels) to data processed on Gemmini.

RQ3: (How) can we efficiently protect data confidentiality and integrity?

BliMe effectively protects data confidentiality, but does not provide integrity guarantees.
For RQ3, I propose PBI (Program-Counter-Based Isolation) (Chapter 6), a novel hardware
primitive that enables efficient memory protection for sandboxing and in-process isolation,
thereby safeguarding data confidentiality and integrity. Program-Counter-Based Isolation
(PBI) works by including the program counter (PC) into the access permission check,
removing the need for manual memory permission changes when transitioning between se-
curity domains. This improves security by avoiding the presence of unprivileged permission
changing instructions (such as for Intel Memory Protection Keys (MPK) [135]) and by
reducing the number of code gadgets available for an return-oriented programming (ROP)
attack at any single point in the codebase.

RQ4: (How) can we efficiently combine memory protection and side-channel
protection to ensure confidentiality and integrity of sensitive data?

After answering the first three research questions, on one hand, we have BliMe, which
protects data confidentiality against both direct access and side channels, and on the other
hand, we have PBI, which provides strong memory protection for data integrity and confi-
dentiality, but does not prevent side-channel leakage. For RQ4, I address the challenge of
efficiently combining memory protection and side-channel protection for confidentiality and
integrity by proposing Blinded Architectural Capabilities and Kernel for Oblivious
Userspace Tasks (BLACKOUT) (Chapter 7), a hardware-software extension to CHERI that
enforces data-oblivious computation on sensitive data, and inherits the memory safety
properties of CHERI, at minimal overheads.

In Table 1.1, I show how the different solutions I propose address the goals of data
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Integrity
Confidentiality

Direct Access Side Channels

CacheSquash
BliMe & Dolma

PBI
BLACKOUT

Table 1.1: Coverage of proposed solutions across integrity and confidentiality.

integrity and confidentiality. In addition, other considerations may apply. For example,
in outsourced computation settings, the code operating on the data may be untrusted.
While BliMe and PBI are robust against untrusted code, BLACKOUT is not. In terms
of performance, CacheSquash has the lowest overhead, followed by PBI, BliMe and then
BLACKOUT (when comparing to a non-CHERI baseline). Each of the proposed solutions
satisfies a specific combination of performance impact, threat model and security guarantees.
In Chapter 8, I delve into a more detailed comparison of the solutions and propose synergistic
opportunities for future work.
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Chapter 2

Background

In this chapter, I introduce common background information that is essential to understand-
ing the remainder of the dissertation. In later chapters, I additionally include project-specific
background where necessary.

2.1 Run-time attacks

2.1.1 Memory safety

Memory safety represents one of the most critical challenges in systems security. Memory
safety violations occur when programs access memory in ways that violate the intended
semantics of the programming language or the underlying memory model. These violations
can lead to undefined behavior, data corruption, information disclosure, and arbitrary
code execution, making them a primary target for attackers seeking to compromise system
security. Memory safety violations can generally be split into spatial and temporal violations.

Spatial violations Spatial memory safety violations occur when programs access memory
outside the bounds of allocated objects or valid memory regions. Out-of-bounds accesses,
such as buffer overflows, represent the most common form of spatial violation, occurring
when programs write data beyond the boundaries of allocated buffers. These violations
can corrupt adjacent data structures, overwriting critical program state (e.g., bypassing
authentication), or modifying control-flow information. Stack-based violations can overwrite
return addresses stored on the stack, allowing attackers to redirect program execution to
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arbitrary code, achieving complete control over the system. Heap-based violations target
dynamically allocated memory regions, potentially corrupting heap metadata or adjacent
allocated objects. This can lead to more sophisticated attacks such type-confusion, where
an attacker manipulates the program to treat an object in memory using an incorrect type,
violating program semantics.

Temporal violations Temporal memory safety violations occur when programs access
memory regions at inappropriate times, typically after the memory region has been deal-
located or before it has been properly initialized. Use-after-free (UAF) vulnerabilities
represent the most significant class of temporal violations, and arise from the mismatch
between object and pointer lifetimes. When an object is deallocated, any existing pointers
to that object become ”dangling pointers” that reference memory that may have been
reallocated for different purposes. Subsequent use of these dangling pointers can lead
to data corruption, information disclosure, type confusion, or arbitrary code execution,
depending on how the freed memory has been reused.

Mitigations A relatively “simple” approach to prevent all memory safety violations is to
always use a memory-safe programming language, such as Rust. However, this does not
seem to be feasible in the foreseeable future: unsafe languages such as C and C++ are
pervasive and comprise a large part of legacy (and current) code. Furthermore, partial
adoption of memory-safe languages, while helpful, is not sufficient, as vulnerable parts of a
program written in an unsafe language can cause memory safety violations in parts written
in safe languages, breaking their guarantees. Therefore, other defenses are also required.

One form of mitigation is static analysis techniques, which attempt to identify potential
memory safety violations during compilation or before program execution. These approaches
range from simple pattern matching to sophisticated abstract interpretation and symbolic
execution techniques. Other defenses include stack canaries (guard values placed between
local variables and return addresses), which can detect stack buffer overflows at runtime,
and bounds checking, which can be implemented through compiler instrumentation but
typically incurs significant performance overhead. Address-space layout randomization
(ASLR) randomizes the memory layout of programs, making it difficult for attackers to
predict the locations of code, data, or system functions. While not preventing memory safety
violations, ASLR significantly increases the difficulty of reliable exploitation (discussed
below). Dynamic analysis tools, such as AddressSanitizer [171] and Valgrind, can detect
memory safety violations during program execution. While these tools can incur substantial
performance overhead, they are invaluable for debugging and testing.
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Hardware-based defenses against memory safety violations have also gained traction.
Memory tagging approaches, such as Arm’s Memory Tagging Extension (MTE) [15],
associate metadata tags with memory allocations and pointers, enabling detection of spatial
memory violations. Each memory granule is extended with additional bits to carry the
tags, which are usually stored in a separate shadow region of memory. This requires double
the number of memory accesses to merge data with its tags but can be optimized using
techniques such as tag caching and eliding unnecessary tag accesses [188, 100]. In Arm
MTE, memory is tagged with a “color” and that color is assigned to corresponding memory
pointers. If an attempt is made to access the memory region with a pointer containing
the wrong color, the hardware recognizes the mismatch as a memory safety violation.
CHERI [199, 200, 211] is another hardware-based defense against memory safety violations
that extends conventional memory systems with hardware-supported capabilities to verify
memory access and management. Capabilities are represented at double the width of native
pointers and ensure spatial memory safety by associating memory allocations with valid
address ranges and access permissions. CHERI’s capabilities are derived from existing ones,
with constraints ensuring they cannot exceed the permissions of their parent. Temporal
memory safety is provided via extensions such as Cornucopia [204] for capability revocation.

2.1.2 Exploitation

Memory safety violations are an essential first step towards a successful run-time attack, but,
in general, they alone are not sufficient. Programs can suffer from memory safety violations
that are not “exploitable”, i.e., are not useful to an attacker, likely due to constraints
on the violations such as limited scope or accessible memory addresses. As mentioned in
the previous section, only violations that result in useful changes to the program state
(e.g., overwritten return addresses) can lead to run-time attacks. Therefore, attackers must
carefully select inputs to the program to induce such useful violations.

Assuming a useful memory write primitive is available for an attacker to use, several
types of run-time attacks are possible. While simply listing the types of attacks and their
corresponding defenses is possible, I believe a chronological presentation is more useful as
it demonstrates the constant race between attacks and defenses. One of the first types of
attacks that appeared in the wild was code-injection attacks, which work by directly writing
code to memory and then forcing the program to execute that code, e.g., by overwriting
a function pointer or a return address on the stack. In response, systems introduced
W⊕X, which prevents code execution in writable memory regions. Attackers circumvented
this by using return-oriented programming (ROP) [172] and jump-oriented programming
(JOP) [28], which identify useful instruction sequences (gadgets) in existing program code
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and chain their execution to obtain arbitrary functionality. This gave rise to control-flow
integrity (CFI), which aims to limit program execution paths to expected paths along a
control-flow graph. Varying degrees of granularity exist for CFI. Fine-grained approaches
limit each control-flow change to a very small set, but suffer from high complexity and/or
overheads [132]. Coarse-grained approaches trade-off precision for performance, and have
recently gained traction with several hardware vendors introducing primitives to support
them (e.g., Intel CET and Arm BTI) [2, 32, 174, 14]. Attackers responded to CFI by
introducing data-only attacks, such as data-oriented programming (DOP), which require no
violation of the program’s control-flow graph, and instead rely on corrupting program data
to exercise useful (existing) paths in the program. Proposals to combat DOP by enforcing
data-flow integrity (DFI) exist [36], but have not yet gained widespread adoption.

The current state of affairs is that control-flow attacks such as ROP and JOP are still a
significant threat, as current defenses are either incomplete due to using a coarse-grained
approach (creating holes for attackers to exploit), or have prohibitive performance overheads
(preventing adoption). Furthermore, the rise of just-in-time (JIT) compilation techniques
has rolled back the benefits gained from W⊕X, complicating defenses. Nowadays, modern
systems rely on defense-in-depth strategies. For example, operating systems (OSs) use
layers of isolation to prevent malicious or compromised processes from affecting other
processes or the OS itself. Another example is in-process isolation, which attempts to
sandbox vulnerable sections of the program such that successful attacks inside the sandbox
have limited effects on the rest of the program.

2.2 CPU optimizations

2.2.1 Caches

Caches are small, high-speed memory structures close to the central processing unit (CPU)
cores that store frequently-accessed data and instructions, thus reducing the time the CPU
needs to fetch this information again in the future. Data is stored in caches in chunks called
“lines” or “blocks”, usually 64 bytes in size. Each cache line stores the data itself as well
as a tag that identifies which address the data belongs to. When a cache receives a read
or write request, it searches its tags for one matching the request. If a match is found,
this is called a “cache hit”, and the cache can respond with the data. Otherwise, a “cache
miss” has occurred and must be handled by a miss status holding register (MSHR) [90, 8,
221]. MSHRs are used in modern caches to enable non-blocking miss handling by keeping
track of outstanding misses, issuing requests downstream, and servicing the misses once a
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response is received. Each active MSHR is in charge of a single tag (i.e., 64-byte aligned
address). Multiple misses with the same tag are added as “targets” to the same MSHR.
Concretely, if there is already an outstanding MSHR with the same tag, the miss is added
to it as an additional target. Once a response is received for this MSHR, all its targets
are serviced. If there is no matching outstanding MSHR, an empty MSHR is allocated to
the miss. Caches have a fixed number of MSHRs and a maximum number of targets per
MSHR; if there are no empty MSHRs to handle a new miss or the matching MSHR has
reached its maximum number of targets, the cache must stall.

2.2.2 Speculation and transient execution

Modern processors employ speculative execution to improve performance by predicting and
executing instructions ahead of time. This allows the processor to continue processing
instructions even when there is a branch instruction whose outcome is uncertain. When
predictions are correct, performance gains are significant as the CPU does not need to wait
for a branch outcome to be determined before fetching the next instruction. However, when
a mis-prediction occurs, the CPU must squash (i.e., discard) the speculatively executed
instructions and return to fetch instructions from the correct branch path. The speculation
window refers to the period during which instructions are executed speculatively. The
larger the speculation window, the more instructions that can be executed before a squash
occurs. Transient execution is a more general term for any instructions that are executed
and then discarded before being committed. This can refer to speculative execution, which
uses speculations made on branching instructions and memory dependencies, as well as
instructions executed microarchitecturally and then discarded due to faults, such as page
faults.

2.3 Side channels

Side channels are outputs of the system that are not part of the developers’ intended outputs.
Prominent examples of CPU side channels are execution time, memory access patterns,
observable microarchitectural state (such as the state of shared caches, branch predictors
and performance counters), power consumption and electromagnetic radiation [150, 112, 71,
126, 123, 108]. Side-channel leakage can occur when an adversary is able to infer information
about the sensitive data by observing the system while the data is processed. For example,
if a conditional branch instruction depends on a sensitive value and the execution time
of each branch is different, an adversary can infer some information about the sensitive
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value by monitoring the time it takes to complete the branch. Another example is when
a sensitive value is used to index an array in memory; the memory access pattern, which
is the sensitive address in this case, can change the observable state of a shared cache, or
result in an observable request on the main memory bus.

Several side channels, such as power consumption and electromagnetic radiation, rely
on measurement of physical parameters and therefore require physical access to the system
under attack. In this dissertation, I consider such side channels out of scope. I focus on
side channels that can be observed remotely: specifically, timing side channels.

2.3.1 Cache & contention timing attacks

Cache timing attacks, such as Flush+Reload [217] and Prime+Probe [149], exploit variations
in the time it takes for CPUs to access cached vs. uncached data. Cache hits take less time
to complete than cache misses. Attackers can compare the time it takes to access a certain
address against a threshold to infer whether the corresponding data is cached. If a process
uses secret-dependent memory addresses, this affects the cache state (i.e., which addresses
are cached), which the attacker can then probe to leak information about the secret.

Unlike cache timing attacks that focus on cache state changes, contention timing attacks
target the scheduling and utilization patterns of shared microarchitectural resources. For
example, an attacker can maintain full utilization of a shared functional unit in the CPU,
and monitor when another victim process contends for this unit. The contention causes the
attacker to wait until the resource is freed, and this delay informs the attacker that the
victim is using the resource. If the victim’s behavior is secret-dependent (i.e., whether the
victim uses the resource depends on a secret value), the delay measured by the attacker
can now leak the victim’s secrets.

2.3.2 Transient execution attacks

Transient execution attacks use instructions executed transiently to leak secret data. Spec-
tre [111] attacks are a class of side-channel attacks that exploit speculative execution. They
use speculative loads to leak sensitive information across security boundaries. By manip-
ulating the CPU’s branch prediction mechanism, an attacker can force the execution of
speculatively loaded instructions that access sensitive data. Even though these instructions
are eventually discarded, the accessed secret can be leaked before the mis-speculation or
fault is discovered. Leaking the secret can be done using existing side channels, such as
cache timing (by causing persistent secret-based cache changes) or contention-timing (by
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accessing shared resources in a secret-dependent manner). Meltdown [122] is a similar
attack that relies on exploiting faults rather than speculation to force transient execution
of malicious instruction sequences.

2.3.3 Data-oblivious code

Data-oblivious code (also called constant-time code) employs a set of programming paradigms
used in cryptographic libraries in order to mitigate timing side-channel leakage. The idea is
to prevent sensitive data from being used in ways that affect execution time, which can
manifest in two ways: control flow, and data flow. The techniques employed to prevent
such leakage are called control-flow linearization (CFL) and data-flow linearization (DFL),
respectively.

For control flow, state-of-the-art solutions use a program counter security model (PC-
security) [139]. PC-security states that the program counter cannot become sensitive-
data-dependent at any point during the execution of the program. This effectively means
that an adversary cannot use a trace of the program’s execution to infer sensitive data
values. PC-security prevents using sensitive data to select conditional branches or determine
whether a fault occurs. CFL attempts to provide PC-security by executing both paths of
a sensitive conditional branch (a real path and a decoy path), while maintaining correct
functionality of the program. Predicated execution does this by maintaining a predicate
throughout execution that represents whether this path is a real or decoy path. Every
sensitive operation is then masked with this predicate to ensure that it only changes the
program state if it is on the real path. Transactional execution, on the other hand, executes
both paths as-is but attempts to buffer and then discard state updates from decoy paths.

PC-security alone, however, is not sufficient. Sensitive-data-dependent data flows can
occur that affect execution time. For example, some CPU implementations of floating
point instructions have a variable number of cycles that depends on the operand values. If
sensitive values are used as operands to such instructions, the execution time (in cycles) can
leak the values to an adversary. Furthermore, memory accesses can have different latencies
depending on whether the requested address is cached. A leak can therefore also occur if
the addresses of memory accesses are sensitive. One simple DFL technique for instructions
with a variable number of cycles is software emulation; the unsafe CPU instruction is
replaced with a safe instruction sequence that performs the same functionality. For memory
accesses, DFL is more difficult. The access latency must be indistinguishable for the set of
all possible addresses that could be accessed at this point in the program execution. For
arrays, one way to achieve this is simply by fetching the entire array into the cache before
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each access. This ensures that each access, irrespective of the sensitive address, will always
have the cache-hit latency. Another more general approach is to identify, for each memory
instruction, the set of all possible memory addresses that can be accessed by the instruction,
and simply access the entire set, masking away all values except the desired one.

Implementing data-oblivious code by hand is tedious and error-prone. Compilers can
optimize away operations they deem redundant, even though they might be necessary to
prevent side-channel leakage. They can also produce binaries that use instructions with
sensitive-data-dependent behavior as described above. To this end, there has been significant
efforts to 1) automate data-oblivious programming using specific compiler transformations,
and 2) enforce data-oblivious invariants during execution. I discuss the state-of-the-art
solutions related to data-oblivious execution in Section 9.2.

2.4 Trusted execution environments

As mentioned in Chapter 1, trusted execution environments (TEEs) are used in outsourced
computing scenarios to protect data integrity and confidentiality against direct access.
TEEs isolate trusted applications (TAs)—programs within TEEs—from software outside
the TEE as well as from other TAs. Software running outside the TEE is called the rich
execution environment (REE) and includes the OS. In addition to TA isolation, some
TEEs also provide remote attestation to assure clients that the code and configuration
of server-side components are what they expect, as well as the ability to securely and
persistently store data in the REE.

TEEs contain a root of trust for attestation, typically in the form of a unique attestation
key embedded in the hardware at the time of manufacture. The remote attestation protocol
first authenticates the hardware by having the server prove that its TEE possesses this key,
which is certified by the device manufacturer. After authentication, remote attestation is
provided by “measuring” the system: the code, configuration, and state of the system are
checked by the TEE to assure the client that they are as expected.

Examples of commercial TEEs are Arm TrustZone [154] and Intel SGX [47], each
implementing TEEs in a different manner. TrustZone uses a single bit to split the processor
state and data into a “secure world” and a “non-secure world”. A security monitor, which is
a piece of software within the trusted computing base (TCB), is used to switch between the
two worlds securely. Since only a single bit is used, TrustZone TAs share the same security
domain by default and require a TEE OS to isolate them from one another. Intel SGX, on
the other hand, provides isolation between TAs, called enclaves in Intel SGX terminology,
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by default. In SGX, any data moved outside the CPU chip (e.g., to main memory) is
encrypted with an enclave-specific key. Intel SGX also provides code attestation. The
integrity of enclave code is checked before it is executed by hashing the loaded executable
and comparing the hash to an expected value.
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Chapter 3

CacheSquash

The contents of this chapter are based on the following publication:

Hossam ElAtali and N. Asokan. “CacheSquash: Making caches speculation-aware”. In:
arXiv preprint: 2406.12110 (2025). doi: 10.48550/arXiv.2406.12110

3.1 Introduction

As modern computing systems become increasingly vulnerable to remote attacks that
compromise sensitive data, one of the most insidious threats comes from side-channel
leakage that allows adversaries to infer sensitive information without direct access to
memory. Among these threats, transient execution attacks such as Spectre and Meltdown
represent a particularly challenging class of vulnerabilities that exploit the performance-
oriented design of modern processors to extract sensitive data through microarchitectural
side channels.

To address RQ1 —how we can protect data confidentiality against side-channel leakage
with negligible overheads—we must confront a fundamental tension between security and
performance in modern processor design. Hardware-level features like speculative execution,
designed to improve performance and largely invisible to software, can be exploited by
remote adversaries to extract secret data using known side-channel techniques. Unlike
memory safety bugs, which often lead to visible crashes when triggered, flaws in side-channel
protection are usually silent and may remain undetected until successfully exploited.

Speculation is a fundamental technique employed in modern central processing units
(CPUs) to optimize performance by predicting and executing instructions ahead of time.
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Correct predictions eliminate stalls in the processor pipeline, providing significant perfor-
mance gains. An incorrect prediction, or mis-speculation, causes the offending instructions
to be squashed, their results discarded and the pipeline flushed to restart execution at the
correct location. However, while speculation is tightly integrated into CPU cores, the cache
hierarchy in modern CPUs remains largely unaware of speculative state.

This creates a low attack barrier for Spectre-class attacks. Spectre attacks exploit
speculative execution to leak sensitive information, such as cryptographic keys, by training
the CPU’s branch-prediction mechanism to transiently access architecturally-inaccessible
secrets in memory. The attack consists of three steps: accessing the secret, transmitting it
through a side channel (such as changing cache state), and receiving/extracting it from the
side channel (such as probing cache state). Critically, cache state changes caused by the
transmit step persist even after mis-speculation is detected, leaving observable traces that
remote adversaries can still extract.

Prior solutions [216, 106, 165, 120, 219] to transient execution attacks provide strong
security guarantees but come at significant performance costs, as described in RQ1. In
situations where there can be no compromises on performance, it is more desirable to deploy
a security mechanism that hardens against side-channel leakage without any overhead
rather than one that completely prevents side-channel leakage at high overheads. However,
this is where existing defenses fall short.

To address this challenge, I propose CacheSquash, a novel software-transparent mecha-
nism that hardens against transient execution attacks at near-zero overheads by making
the cache hierarchy speculation-aware. CacheSquash works by cancelling outstanding read
requests to the cache hierarchy that the CPU has determined to be mis-speculated. Once
mis-speculation is detected, the CPU sends a cancellation that propagates down the cache
hierarchy and prevents changes to caches that have not yet received a response, thereby
reducing the overall change to cache state and reducing the likelihood of success for transient
execution attacks. CacheSquash only requires minimal control-logic changes to the CPU’s
load-store unit and the caches’ miss-handling circuitry, with no additional state storage,
unlike prior filtering or “cache-undo” approaches [5, 164]. It is applicable to any instruction
set architecture (ISA) and requires no changes to software or external hardware interfaces.

I implemented CacheSquash in gem5 [27] and evaluate its performance under different
configurations on the SPEC CPU 2017 [177] and PARSEC [26] benchmarks. I also evaluate
its efficacy against various Spectre proofs-of-concept (PoCs) and provide an analysis on its
efficacy against real-world attacks.

My contributions are:
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1. CacheSquash, an ISA-agnostic mechanism for cancelling read requests upon squash-
ing, requiring no changes to software or external hardware interfaces (Sec-
tion 3.3),

2. its implementation in gem5 (Section 3.4)

3. performance evaluations showing a negligible geometric mean overhead (0.48%) on
SPEC CPU 2017, and a geometric mean speedup of 2.06% and overhead of 0.37%
on the medium and large PARSEC benchmarks, respectively, (Section 3.6), and

4. case studies showing that CacheSquash is effective against several Spectre PoCs
(Section 3.5).

3.2 Problem description

3.2.1 Goals & Objectives

Ideally, desiderata for speculation-aware caches are:

R1—Performance: no negative run-time performance impact on realistic workloads.

R2—Software Compatibility: require no changes to software and be fully compatible
with existing program binaries.

R3—Hardware Compatibility: require no changes to external interfaces (e.g., DRAM)
or hardware components, other than the CPU.

R4—ISA Compatibility: be applicable to any ISA.

R5—Effectiveness: reduce leakage of secret data through cache state changes.

We define a cache change metric CC for effectiveness (R5):

CC =

∑K
i Ni × (K − i+ 1)

Ntotal ×
∑K

i i
(3.1)
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K is the number of cache levels in the system. Ntotal is the total number of squashed
access and transmit instructions in a program. Ni is the number of squashed access and
transmit instructions that cause a change in the ith cache. We assign more weight to changes
to caches closer to the CPU because they are easier to exploit via cache timing [124]. CC ∈
[0,1]. Any non-zero value implies that Spectre attacks may succeed.

3.2.2 Threat model

We consider the strongest Spectre threat model, where the attacker and the victim execute
within the same process, sharing the same address space and having the same process
context. The attacker is unable to directly access the victim’s secret (e.g., due to in-process
isolation mechanisms such as sandboxing), but can train the branch predictor to access the
secret speculatively. This corresponds to “same-address in-place” (SA-IP) as defined by
Canella et al [34]. A defense that works under this strong threat model, is also secure under
weaker threat models such as where the attacker and victim are in different processes. We
only consider cache-timing channels; other channels, e.g., contention-based channels, are
out of scope.

3.3 CacheSquash: Design

The idea behind CacheSquash is to minimize cache state changes by issuing cancellations
to outstanding speculative read requests as soon as they are squashed. Whenever a cache
receives a cancellation for an outstanding request, it drops the request from its MSHRs1

(and ignores any responses it receives for it in the future), and, if appropriate, forwards the
cancellation to caches downstream.

The final effect of the cancellation depends on the state of the read request/response
within the cache hierarchy at the time the cancellation is sent. We present all possible
cases in Figures 3.1a to 3.1c. In the best case, Figure 3.1a, the cancellation reaches the
last-level cache (LLC), L2, before it receives a response from memory. This prevents any
changes to the cache hierarchy as any response received by the LLC from memory is ignored;
subsequently, the LLC does not provide further responses to caches upstream (which have
already cancelled the request and the corresponding evictions2 themselves).

1CacheSquash works with any mechanism for keeping tracking of outstanding requests. We refer to
MSHRs here as they are the most prevalent.

2Evictions do not require special handling as they are only completed when the response arrives, rather
than when the MSHR is first allocated.
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(a) Best-case scenario
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modified

(c) Worst-case

Figure 3.1: The solid black activation bar (for core) represents the speculation window. The
hollow activation bars (for caches) represent lifetimes of the requests’ miss status holding
registers (MSHRs). The hollow activation bar (for DRAM) represents the memory-only
access latency.

In the worst case, Figure 3.1c, the cancellation is either never made (because the response
is received by the CPU core before the speculation window ends), or it reaches L1 after
it has received a response. If the CPU has more than one cache level, other intermediate
cases between Figure 3.1a and Figure 3.1c can occur: Figure 3.1b shows a cancellation
reaching L1, but not L2, before the response; only L2 is modified by the request. If this
request is from a Spectre transmit instruction, only attacks targeting the LLC can succeed;
those targeting L1 will not.

3.3.1 Cache flow chart

Figure 3.2 shows the CacheSquash flowchart. It works with any cache coherence protocol
(including both snooping and directory-based protocols). Beside the addition of handling
cancellations, which is only relevant when a cache has an outstanding request to the level
below it, the rest of the coherence protocol remains unchanged. Outstanding requests can
either be reads (if the block is currently in the invalid state) or upgrades (if the block is
valid, but does not have the required permissions, e.g., writable). As soon as we receive a
cancellation, we only need to check whether there is a corresponding MSHR (MatchMSHR),
and if so, remove the cancelled request from it. If the MSHR then becomes empty (i.e., no
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Figure 3.2: CacheSquash flow chart.

other requests are waiting for this cache block), we can send a cancellation to the lower
cache level. For a response, if a matching MSHR is not found, it is discarded (CheckMSHR).

MatchMSHR

MatchMSHR searches the MSHR queue for a match, i.e., one that has the same cache block
address. The circuitry to perform this search already exists in modern caches. It is required
to check if incoming misses match an outstanding MSHR, and coalesce requests to the
same block. It is possible for cancellations to find no matching MSHR due to simultaneous
transfers of responses and cancellations.

Simultaneous response and cancellation. Cache buses can have several channels, allowing
simultaneous bidirectional communication, e.g., TileLink [176] or Arm AMBA CHI [11].
This means that a cancellation can be received while a response is being sent. This can
occur in two cases: 1) if the original request hits in this cache, or 2) the original request
misses, but, before the cancellation arrives, the cache receives a response and the MSHR is
serviced and freed. The cancellation in both cases will have no corresponding MSHR and
therefore must be discarded. This requires an MSHR search to detect.

CheckMSHR

Without CacheSquash, MSHRs are locked to a single downstream request until a response
is received. The downstream request contains an MSHR index which is copied into the
response by the downstream cache. This makes it easy to determine the exact MSHR
corresponding to a response. With CacheSquash, this assumption no longer holds. The
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cache must double-check the designated MSHR when receiving a response to ensure that it
has not been freed and possibly reassigned to another block. This can happen either due to
simultaneous response and cancellation transfer (as described above), or due to responses
from memory.

Responses from memory. CacheSquash does not require modifications to DRAM or
memory controllers (satisfying R3). Cancellations are not supported on the memory bus;
LLCs must therefore not forward cancellations to memory. Thus, a request from the LLC
to memory will eventually receive a response, even if it is cancelled in all caches. LLCs
need to detect whether the MSHR in the response still corresponds to the original request,
hence the need for CheckMSHR.

3.3.2 Forwarding cancellations upstream

Cache coherence protocols ensure that requests for a cache line get an up-to-date response.
The protocol can probe upstream caches for dirty cache lines, causing them to allocate
an MSHR while they probe caches further upstream. With CacheSquash, forwarding
cancellations is thus required to ensure these MSHRs are freed. Cache coherence protocols
are mainly split into two groups: snooping-based and directory-based. In snooping, caches
“snoop” the bus to detect requests that require their intervention. This is usually done using
additional circuitry and can span multiple cache levels. For CacheSquash, this circuitry can
also be used to snoop on cancellations. In directory-based protocols, a directory tracks the
caches holding each block. A cache receiving a cancellations must consult its directory and
forward a cancellation to all caches with an outstanding MSHR of a corresponding target.

3.3.3 TLBs & I-Caches

An important cache-like structure in CPUs is the translation lookaside buffer (TLB), which
caches virtual-to-physical address translations. Prior work has also shown that TLBs can
be used to leak information in a way similar to cache timing attacks [82]. Therefore, with
CacheSquash, we also send cancellations for mis-speculated address translations that result
in page-table walks, reducing changes to TLB state.

The instruction cache is also affected by (mis-)speculation since the branch predictor
speculates on which path of instructions will be executed. We therefore send cancellations
to the instruction cache when an instruction fetch is mis-speculated.
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3.4 CacheSquash: Implementation

We implement CacheSquash on gem5 [27], a cycle-accurate computer system simulator.
gem5 includes a speculative out-of-order CPU model, O3, and supports arbitrary cache
configurations. It provides two separate cache hierarchy implementations: classic and ruby.
Ruby caches are newer and allow configurable cache coherence protocols. However, they
currently do not support cache maintenance operations, such as flushing, and therefore
cannot be used with the Flush+Reload cache timing attack. As this is the attack used by
the majority of the publicly available Spectre PoCs, we choose to implement CacheSquash
on the classic caches. The classic caches have a fixed snooping-based cache coherence
protocol, so we implement cancellation snooping as described in Section 3.3.2.

MatchMSHR & CheckMSHR. The logic for MatchMSHR already exists for handling
cache misses. We use the same latency of searching the MSHR queue for cancellations.
CheckMSHR adds new functionality. However, since no search is required, only a simple
check, we assume it is combinational logic and can be performed in the same cycle.
CheckMSHR thus incurs no additional latency.

O3 CPU. In addition to modifying the caches, we add CacheSquash support to gem5’s
O3 model. Whenever an instruction is squashed, the load-store unit checks if there are
any outstanding memory requests for the instruction, and if so, sends a cancellation to
the cache hierarchy. Note that we do not make any changes to ISA-specific CPU models;
CacheSquash is ISA-agnostic, satisfying R4.

3.5 Security evaluation

3.5.1 Case studies

We present case studies with two Spectre variants to empirically show the effectiveness
of CacheSquash. We analyze the first (Section 3.5.1) to show the CPU events occuring
throughout a Spectre attack and how CacheSquash affects them. For the second, we only
report our findings for brevity; the attacks use the same access-transmit-receive mechanism.
Note that since cancellations can be used for any squashed memory request, regardless of
the speculation condition, CacheSquash is equally applicable to all Spectre variants.
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All PoCs define a secret string as the target of the attack. For each character of the
string, all PoCs continue attempting to leak the character until the extracted value matches
certain criteria, e.g., value is a valid English ASCII character. This means that when
attacks are successful, the program terminates quickly. On the other hand, if attacks do
not succeed, the program runs until it times out. The default timeout periods for the
PoCs are infeasibly long when run on gem5. We therefore shorten all timeouts to allow
the simulation to complete in a reasonable amount of time. To ensure a fair comparison,
we verify that, without CacheSquash, both PoCs are still able to leak the secret using the
shortened timeouts.

Google SafeSide – Spectre PHT

SafeSide [80] is a Google code repository containing several Spectre and Meltdown [122]
PoCs. We use the spectre v1 pht sa PoC, which mistrains the pattern history table (PHT)
and then exploits it to achieve a bounds check bypass (BCB). The PHT is a component of
the CPU’s branch predictor in charge of guessing whether a branch will be taken. The PoC
uses Flush+Reload to transmit and receive the secret.

1 # bounds check
2 404bec: jae 404bbf <main+0xca>
3 404bee: movsbq 0x0(%r13,%rax,1),%rax
4 404bf4: imul $0x71,%rax,%rax
5 404bf8: add $0x64,%rax
6 # access secret: data[local_offset]
7 404bfc: movzbl %al,%eax
8 404bff: add $0x1,%rax
9 404c03: mov %rax,%rsi

10 404c06: shl $0x6,%rsi
11 404c0a: add %rsi,%rax
12 404c0d: shl $0x6,%rax
13 404c11: add 0x28(%rsp),%rax
14 # transmit: timing_array[secret]
15 404c16: movzbl (%rax),%eax
16 404c19: jmp 404bbf <main+0xca>

Listing 1: spectre v1 pht sa x86 assembly extract.

Listing 1 shows the x86 disassembly of the speculatively executed instructions. Lines
3-15 are executed speculatively until the failed bounds check on line 2 is detected and the
instructions are squashed. Before the squash occurs, the secret is accessed (line 7) and
transmitted across a side channel by modifying the cache state (line 15). Extracting the
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secret from the cache state is done non-speculatively afterwards. We now describe four
experiments to evaluate the PoC with and without CacheSquash.

Parameter C1 C2

Core count 2 2
Core frequency (GHz) 3 0.1
Private L1I/D size (kB) 32 32
Shared L2 size (kB) 512 512
L1I/L1D/L2 associativity 8/8/16 8/8/16
L1I/L1D/L2 latency (cycles) 4/4/14 80/80/80

Table 3.1: Configurations used in case study experiments. For C1, realistic values are used
for L1 and L2 based on Intel IceLake [65]. C2 is modified from C1 to intentionally make
CacheSquash ineffective. For main memory, we use 3GB of dual channel DDR4-2400.

Experiment 1 – C1, Baseline. We first run the PoC in gem5 using the O3 model and
the C1 gem5 configuration shown in Table 3.1 without CacheSquash. The PoC is able
to extract the entire secret. We dump all load-store unit and cache events from gem5,
and identify and extract events related to pairs of the access and transmit instructions in
Listing 1. Each pair represents a single Spectre attack. Figure 3.3a plots relevant events
for the transmit instruction of each attack, showing that for all attacks where the transmit
instruction is executed, the squash occurs before any response is returned to the LLC.
Further, in almost all of those cases, there is a significant delay between the squash occurring,
and the LLC receiving a response. This provides an opportunity for cancellations, and hints
that CacheSquash might prevent this attack (see our next experiment). Exceptions to this
are the cases highlighted with black boxes. These can pose a problem because cancellations
might not reach L2 in time before the response from memory. We do not find this in our
following experiments with C1, but we force this situation to occur in Experiment 4.

In attack 1 (y = 1 in Figure 3.3a), the transmit instruction is never executed. This
occurs because the secret is not yet cached and the access instruction does not complete
in time to allow the transmit instruction to execute. But subsequent attacks (e.g., attack
3) can access the now-cached secret quickly and thus have enough time to execute the
transmit. In attack 3, the access instruction misses in L1 but hits in L2.

Experiment 2 – C1, CacheSquash. We run the PoC with C1 and CacheSquash enabled,
and indeed find that the program times out without leaking any secrets. Our analysis
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Figure 3.3: CPU events for Spectre attack instances. Each row represents a single attack,
the y-axis showing the attack number. All event times are relative to speculation start:
for each attack, events are shifted to make speculation start at t=0. The plots show a)
transmit instructions for all attacks in Experiment 1, b) access instructions for attacks
#1–31 in Experiment 2, c) transmit instructions for attacks #1–31 in Experiment 3, and d)
transmit instructions for all attacks in Experiment 4.

leads to an interesting discovery: no transmit instructions are executed. Upon further
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investigation, we find that this occurs because CacheSquash cancels the access instructions,
preventing even the first step of the attack. In its entire run, the PoC only finds the secret
in the L1D cache twice, and in both cases, speculation ends before the transmit is executed.
In all other cases, the attack has the same result as attack 1 in Experiment 1 (Figure 3.3a).
This is shown in Figure 3.3b, where we plot the access instructions instead, and see that
they hit in L1D only twice. Note that because Experiment 2 times out, the total number of
attacks (102) is much larger than in Experiment 1 (31). However, for clarity, we only plot
attacks #1–31.

Experiment 3 – C1, CacheSquash, secret cached. Here, we want to test the
effectiveness of CacheSquash even when the secret is cached and the access instruction
completes. We modify the PoC to access the secret non-speculatively on every iteration.
Running the PoC again results in a timeout with no secrets leaked. Our analysis confirms
that the access instructions now hit in L1D, and the transmit instructions execute. We show
all relevant events for the transmit instructions in Figure 3.3c. Despite the execution of the
transmit, no Spectre attack succeeds. This is because the cancellations always reach the
caches before the response, even for the last-level L2 cache, hence preventing any changes
to cache state.

Experiment 4 – C2, CacheSquash, secret cached. Here, we intentionally change
the system configuration to C2 to reduce the effectiveness of CacheSquash. We drastically
increase the L1 and L2 latencies, and reduce the CPU clock frequency to 100MHz, shown in
red in Table 3.1. Reducing the clock frequency effectively increases the speculation window
relative to main memory latency (as main memory uses a separate clock), making responses
from memory more likely to arrive within the speculation window.

Running the modified Spectre PoC (with secret caching), we find that the entire secret is
indeed extracted. Figure 3.3d shows the relevant events. The key change, highlighted with
a black box, compared to Figure 3.3c is that the response reaches L2 before the cancellation.
This is not the case for L1; however, the cache state change in L2 alone is sufficient for
the extract step of the Spectre attack to succeed. This is due to the large difference in hit
access latencies for L1 and L2 (80 vs. 160, respectively) caused by the large latencies used
for C2.

Here, the PoC requires fewer attacks than in Experiment 1 to extract the secret because
we use the modified PoC where we intentionally cache the secret before each Spectre attack.
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Effectiveness. Table 3.2 shows the cache change metric, CC (Equation (3.1)) for all
experiments. Experiment 1 gives a value of 1 because CacheSquash is not enabled and any
transmit instruction executed results in changes to all caches. For experiments 2 and 3,
we get a value of 0 because no cache changes occurred. Experiment 4 shows that when
transmit instructions manage to cause a partial change to cache state, the value of CC is
between 0 and 1.

Experiment N1 N2 Ntotal CC

1 29 29 29 1
2 0 0 104 0
3 0 0 204 0
4 0 15 32 0.234

Table 3.2: The values of CC for all experiments.

Google SafeSide – ret2spec

As before, we evaluate CacheSquash on the ret2spec sa PoC and verify that it thwarts the
attack: no part of the secret is leaked. Ret2spec, also called Spectre-RSB [115, 34], targets
the return stack buffer (RSB), which predicts the addresses of return instructions. It exploits
the fact that the RSB has a limited number of entries, and must remove addresses once it is
filled due to deeply nested functions, causing mispredictions of the return addresses. These
mispredictions lead to speculatively executed instructions that are abused by ret2spec to
leak the secret.

3.5.2 Security limitations

Cache hits for transmit instructions

Flush+Reload uses flushing to prepare caches before transmit instructions are executed,
preventing the cache line from being present at any level. However, an attacker can instead
use evictions [149] to remove the data from one level but keep it in lower levels. For example,
an attacker can evict the data from L1 but not L2 before launching the Spectre attack, and
later use the timing difference between an L1 access and an L2 access to leak the secret.
While CacheSquash is less effective against such attacks, they are also more difficult to
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launch due to the smaller timing difference. Further, for architecturally inaccessible secrets
that are flushed out on context switches, the attacker must first successfully cache the
secret, which is made difficult with CacheSquash (see Experiment 2).

Windowing gadgets

We demonstrated the effectiveness of CacheSquash against Spectre PoCs, which were
originally created to simply show the feasibility of the attack. Attackers can use several
techniques to make attacks more robust. One is to increase the speculation window [136].
Gigerl [78], Mambretti et al. [130] and Xiao et al. [212] identify empirical limits on speculation
window sizes achievable on different platforms via different instructions for speculation
conditions.

While increasing speculation window size can reduce the effectiveness of CacheSquash,
attackers must also overcome other practical challenges that maintain CacheSquash’s
effectiveness. In the PoCs, both the victim and attacker code are under our control. In
practice, attackers are forced to rely on speculative gadgets [96, 101, 208, 25] present in the
victim’s code, in a manner similar to return-oriented programming (ROP) gadgets [172].
This includes disclosure gadgets, used to access and transmit the secret, and windowing
gadgets, needed to increase the speculation window as described above. Significant prior
work has been done to investigate and reduce the availability of speculative gadgets in
critical software targets such as the Linux Kernel [101, 95]. As a result, 1) attackers are
increasingly forced to use less-than-ideal disclosure gadgets that can have many redundant
instructions (reducing the effective available speculation window), and 2) fewer windowing
gadgets are available, making it harder to circumvent CacheSquash. CacheSquash serves as
complementary work to reduce the effective attack surface of critical software targets.

Speculative-interference attacks

A crucial requirement for CacheSquash is that the transmit instruction is speculative,
and is therefore squashed when the speculation window ends. In speculative interference
attacks [20], however, this is not the case. Instead, speculative execution is used to affect
the order of non-speculative loads/stores, resulting in a cache state difference that can later
be measured to leak the secret. As non-speculative memory requests cannot be cancelled,
CacheSquash cannot thwart such attacks. We consider them out-of-scope and rely on
orthogonal defenses, e.g., full pipelining to prevent speculative instructions from affecting
older ones, as suggested by Behnia et al [20].
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Non-cache-based side channels

CacheSquash works by reducing persistent secret-dependent changes to cache state. As
a result, CacheSquash only covers cache-based side channels. Other side channels, e.g.
contention-based channels [187, 224, 150], are out-of-scope, as in many invisible speculation
schemes (Chapter 9).

3.6 Performance Evaluation

We evaluate CacheSquash’s performance on 1- and 4-core configurations using similar
parameters to InvisiSpec [216] and CleanupSpec [164]. We first run the SPEC CPU 2017
benchmarks [177] with the ref input size, using a warm-up period of 10B instructions
and measuring the instructions-per-cycle (IPC) for the next 1B instructions. This follows
standard procedure from prior work [219, 216, 164]. We exclude 507.cactuBSSN r as it
crashes on the baseline and CacheSquash. The results are shown in Figures 3.4a and 3.4b.
The geometric mean IPC overhead across all benchmarks and configurations is −0.48%.
However, the results show a high geometric standard deviation of 1.10. As our simulations
are deterministic, running the benchmarks more than once produces identical results. We
therefore evaluate further using the PARSEC benchmarks [26]. We run them to completion
with the medium and large input sizes and measure the number of gem5 ticks (Figures 3.5a
to 3.5d) yielding a geometric mean speedup of 2.06% and overhead of 0.37% with lower
geometric standard deviations of 1.07 and 1.008, respectively.

Parameter Value

Core count 1,4
Core frequency (GHz) 3
Private L1I/L1D size (kB) 32/64
Shared L2 size per core (MB) 2
L1/L2 associativity 2/8
L1I/L1D/L2 latency (cycles) 1/2/20

Table 3.3: Parameters used in performance evaluation.
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(a) SPEC CPU 2017 1-core

50
0.

pe
rlb

en
ch

_r
50

2.
gc

c_
r

50
3.

bw
av

es
_r

50
5.

m
cf

_r
50

8.
na

m
d_

r
51

0.
pa

re
st

_r
51

1.
po

vr
ay

_r
51

9.
lb

m
_r

52
0.

om
ne

tp
p_

r
52

1.
wr

f_
r

52
3.

xa
la

nc
bm

k_
r

52
5.

x2
64

_r
52

7.
ca

m
4_

r
53

1.
de

ep
sje

ng
_r

53
8.

im
ag

ick
_r

54
1.

le
el

a_
r

54
4.

na
b_

r
54

8.
ex

ch
an

ge
2_

r
54

9.
fo

to
ni

k3
d_

r
55

4.
ro

m
s_

r
55

7.
xz

_r

benchmark

0.0

0.5

1.0

1.5

2.0

2.5

IP
C

core count = 1

baseline
CacheSquash

50
0.

pe
rlb

en
ch

_r
50

2.
gc

c_
r

50
3.

bw
av

es
_r

50
5.

m
cf

_r
50

8.
na

m
d_

r
51

0.
pa

re
st

_r
51

1.
po

vr
ay

_r
51

9.
lb

m
_r

52
0.

om
ne

tp
p_

r
52

1.
wr

f_
r

52
3.

xa
la

nc
bm

k_
r

52
5.

x2
64

_r
52

7.
ca

m
4_

r
53

1.
de

ep
sje

ng
_r

53
8.

im
ag

ick
_r

54
1.

le
el

a_
r

54
4.

na
b_

r
54

8.
ex

ch
an

ge
2_

r
54

9.
fo

to
ni

k3
d_

r
55

4.
ro

m
s_

r
55

7.
xz

_r

benchmark

0.0

0.5

1.0

1.5

2.0

2.5

IP
C

core count = 4

(b) SPEC CPU 2017 4-core

Figure 3.4: Results for SPEC CPU 2017 in IPC with ref input size on 1- and 4-core
configurations of baseline and CacheSquash.

3.7 Discussion & Future Work

3.7.1 Meltdown

CacheSquash provides support for read request cancellations regardless of the reason for
cancellation. While we tackle speculative execution in our implementation, CacheSquash
is also applicable to fault-based transient attacks such as Meltdown [122]. Any transmit
instruction executed transiently during the Meltdown attack can be cancelled once the
fault is detected, thereby reducing cache state changes and reducing the attack’s chance of
success.

3.7.2 Cancellation broadcasts

Dedicated circuitry, similar to that used for snooping, can be added to the CPU die to
broadcast cancellations to all caches, even if a snooping protocol is not used. This can
drastically improve the security provided by CacheSquash, by eliminating the dependency
on cache forwarding latency. However, this adds complexity to cancellation handling because
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lower-level caches would now get cancellations even if the corresponding upstream MSHR
is not empty. A mechanism must therefore be added to allow lower-level caches to track
upstream MSHRs and only act on cancellations once the upstream MSHR is deallocated.

3.7.3 Cancellation of memory bus transactions

One of the goals of CacheSquash was to explicitly avoid changes to external modules and
interfaces such as main memory to enable backward compatibility. However, introducing
cancellations to memory buses can be an opportunity to improve system performance. By
aborting transactions that are no longer needed, we can free up the memory bus for other
transactions. Furthermore, for memories with integrated on-chip caches, this can improve
security by cancelling changes to the on-chip cache.

3.7.4 Overlapping cancelled and uncancelled requests

If there are n requests waiting for the same cache block, canceling up to (n− 1) of them
will have no effect on the cache as the MSHR must still be serviced. Information leakage
can occur if the first request to allocate the MSHR is cancelled, but the MSHR cannot
be deallocated due to the existence of other non-speculative targets that arrived later.
There is a timing difference between when the response arrives in this case, and when
the response would have arrived had there not been the first request (i.e., the MSHR was
instead allocated by the non-speculative second request). While this timing difference can
theoretically be used to leak information, our threat model assumes that this second request
is not under the attacker’s control, and they cannot determine the time at which it occurs
(and therefore cannot accurately measure the timing difference). Note that if the attacker
can control this non-speculative request, they have no need for a Spectre attack and can
simply use a non-transient cache timing attack.

3.8 Related work

Invisible speculation mechanisms [216, 106, 165, 120, 5] attempt to hide speculative side
effects until they are determined to be non-speculative. While hidden, speculative changes
are stored in shadow structures which are invisible to the rest of the non-speculative system.
CleanupSpec [164] takes an “undo”, rather than a hiding, approach, allowing speculative
changes to be seen by the system, but undoing them on squashes. However, prior schemes

31



suffer from significant overheads, (e.g., 21− 72% for InvisiSpec) and/or require the addition
of expensive on-chip storage to track speculative changes (e.g., L0 in MuonTrap, buffers
in CleanupSpec). In comparison, CacheSquash does not require any structures to track
speculative changes and has negligible overheads.

Speculative Taint Tracking (STT) [219] is another Spectre mitigation technique that
taints data loaded by Spectre access instructions and delays any instructions that use it
until the access instruction becomes non-speculative. While STT is not limited to protecting
only cache-based side channels, it can result in significant overheads (8.5−14.5%) compared
to CacheSquash and does not cover the case where only the transmit, but not the access,
instruction is speculative.

Prior work that defends against non-speculative cache timing attacks is discussed in
Section 9.3.
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(a) PARSEC 1-core medium input size
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(b) PARSEC 4-core medium input size
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(c) PARSEC 1-core large input size
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(d) PARSEC 4-core large input size

Figure 3.5: Results for PARSEC in ticks with medium and large input sizes on 1- and
4-core configurations of baseline and CacheSquash.
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Chapter 4

BliMe

The contents of this chapter are based on the following publication:

Hossam ElAtali et al. “BliMe: Verifiably Secure Outsourced Computation with Hardware-
Enforced Taint Tracking”. In: Proceedings of the 2024 Network and Distributed System
Security Symposium. NDSS ’24. San Diego, CA, USA: Internet Society, 2024. isbn:
1-891562-93-2. doi: 10.14722/ndss.2024.24105

4.1 Introduction

As computing systems become increasingly interconnected and data processing is often
delegated to remote or untrusted environments, protecting sensitive data from both direct
access and side-channel leakage has become critical. Outsourced computation, where clients
send sensitive data to remote servers for processing, exemplifies this challenge. While
cost-effective, such arrangements expose client data to multiple threat vectors: malicious
or vulnerable software can compromise data through run-time attacks, and even trusted
software may inadvertently leak information through side channels during execution.

Traditional cryptographic approaches like fully-homomorphic encryption (FHE) provide
strong confidentiality guarantees by allowing computation on encrypted data, ensuring
the server never processes plaintext. However, FHE incurs prohibitive performance over-
heads—orders of magnitude worse than native execution. Hardware-assisted security
mechanisms, such as trusted execution environments (TEEs), offer better performance
characteristics while providing isolation. However, existing TEE implementations remain
vulnerable to both software bugs that enable run-time attacks and sophisticated side-channel
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attacks that can extract sensitive information through timing variations, cache behavior, or
other observable system states.

To address RQ2 —how we can efficiently protect data confidentiality against both direct
access and side-channel leakage—we propose Blinded Memory (BliMe). BliMe represents
a hardware-assisted approach that provides comprehensive protection through minimal
extensions to the RISC-V instruction set architecture (ISA). Unlike prior solutions that
address either memory safety or side-channel resistance in isolation, BliMe simultaneously
protects against both threat vectors while maintaining minimal performance overhead.

BliMe allows a client to send conventionally encrypted data to a remote server, so that
the central processing unit (CPU) can decrypt and process the data without allowing it
or any data derived from it to be exfiltrated from the system. Computation results are
returned only after encryption with the client’s key. BliMe works by having the CPU enforce
a taint-tracking policy preventing client data from being exported from the system. Prior
work on hardware-enforced taint tracking [218] provide an untaint instruction to extract
results, implicitly assuming that software invoking this instruction is trusted, making them
vulnerable to run-time or speculative execution attacks [111]. In contrast, BliMe uses a small
attestable, fixed-function hardware security module (HSM) and an encryption engine to
facilitate secure import and export of data between clients and servers; decryption on server-
side always results in tainted plaintext. This allows BliMe to provide its security guarantees
to multiple independent clients, who do not need to trust server software, including the
operating system (OS). Consequently, BliMe protects not just against side channels, but
even against malware and run-time attacks that allow an attacker to execute arbitrary
server software. Our contributions are:

• BliMe, an architecture with a set of taint tracking ISA extensions for preventing
exfiltration of sensitive data (Section 4.3).

• BliMe-BOOM, an RTL implementation of the BliMe ISA extensions, incorporated
into the speculative out-of-order RISC-V core BOOM (Section 4.4).

• A performance evaluation of BliMe-BOOM showing minimal run-time, power and
area overheads (Section 4.5).
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4.2 Problem Description

4.2.1 Usage scenario

The scenario we target is where several clients send data to a remote server for outsourced
computation. Each client starts a session with the server, sends its data, and the server
invokes some potentially untrusted, third-party software (“server software”) to perform
computation on the data (possibly in combination with the server’s own data). Once com-
putation completes, the results are sent to the client. Data import/export and computation
can repeat multiple times per session. Data exchange between clients and servers is secured
using authenticated encryption. Multiple clients may connect to the server simultaneously,
leading to multiple parallel sessions.

Execution of server software that can leak any information about client data must be
prohibited, even when attackers can run malware on the server, exploit vulnerabilities in
the server software, or use side channels to extract data. In other words, sensitive client
data must not flow to any observable output, nor to any other client.

4.2.2 Goals and objectives

We now identify design requirements. The first relates to security.

SR—Confidentiality: When a client provides sensitive input data to the server, no
party other than that same client can infer anything about this data, other than its length.

Malware running on the server may attempt to gain access to the data, or the software
processing the sensitive data may itself be malicious, but must not be allowed to reveal
sensitive data outside the system, or to anyone other than the original client.

The next requirement relates to performance.

PR—Fast execution: The design will not significantly reduce the performance of
software accepted by the CPU, compared to running the same software on a similar
processor without such protections.

It is important to ensure that any solution does not excessively degrade performance.
Elimination of side channels may prevent certain optimizations, resulting in some overhead,
but some high-performance security-critical software has already been hand-written in
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assembly to eliminate side channels, and solutions that significantly reduce its performance
may prove unsuitable in applications that make heavy use of such software.

The final requirement relates to backwards-compatibility.

CR—Backwards compatibility: Software that does not leak sensitive data, by covert
channels or otherwise, will run successfully.

A large portion of server software does not process sensitive data. It is important from
a practical point that existing software can run on the new hardware: if this is not the case,
then a new software stack will be needed, greatly limiting utility.

Moreover, there is also software that handles sensitive data but that already does so
safely, such as side-channel-resistant cryptographic software. It is equally desirable that
this secure and well-tested software will continue to run on our hardware.

4.3 Design

4.3.1 System overview

Figure 4.1 shows an overview of BliMe. The server’s software, including the OS, runs on
top of a CPU that contains 1) the BliMe extensions, which enforce a taint-tracking policy
on all software running on the CPU (Section 4.3.4), and 2) a BliMe encryption engine, used
for data import and export (Section 4.3.3). A HSM is used to perform remote attestation,
assuring the client that the server uses BliMe. The HSM is a separate fixed-function
component sharing few resources with the CPU, reducing its exposure to side-channel
attacks. The client knows how to verify the root of trust for attestation embedded within
the HSM, which contains a key exchange engine responsible for negotiating a session key
between with the client. The HSM provides this session key securely to the encryption
engine without exposing it to the server software.

4.3.2 Adversary model

We suppose that the server hardware, including the BliMe extensions, encryption engine,
and the HSM, is implemented correctly.

The adversary has control over all server software, including the OS, and can make it
behave as it sees fit, including making inferences based on side channel information such as
memory access patterns and instruction traces.
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Figure 4.1: BliMe Overview. The client completes a cryptographic handshake with HSM 1○,
which stores the resulting shared key in a protected register for use by the encryption
engine 2○. The client encrypts its secret data, which the server software decrypts with the
aid of the encryption engine, while atomically marking the decrypted data as blinded 3○.
The server software can then perform the requested computation on the resulting blinded
data in a verifiably leakage-resistant manner 4○, and encrypt the output using the encryption
engine 5○ for the client.

Attacks against the hardware itself are currently out-of-scope; the client assumes that
the attacker cannot use physical means to make the hardware act differently from its
specification. Side-channel attacks that require physical access (e.g., differential power
analysis) are also out-of-scope. We discuss this in Section 8.3.

4.3.3 Protocol

In this section, we outline the steps needed to perform safe outsourced computation using
BliMe.

Remote attestation and key agreement

Before sending any data to the server, a client first performs a handshake (Figure 4.1- 1○)
with the HSM, which consists of remote attestation and agreement on a session key. Remote
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attestation is provided by the HSM to assure the client that the assumptions made in the
adversary model hold. It attests two properties. First, the HSM attests that it is genuine
using the root-of-trust embedded within it at manufacture, as described in Section 2.4.
Second, the HSM attests to the client that it is embedded in server hardware incorporating
BliMe.

At the end of remote attestation, the client and HSM agree on a client-specific session key.
The HSM stores this key inside the encryption engine using a secure channel (Figure 4.1- 2○),
along with a unique blindedness tag identifying the client from which data was sourced;
this is most simply implemented cryptographically using a sealing key shared by the two
components. The encryption engine uses the session-specific key in two atomic functions
that it exposes to the server software: data import and data export.

Data import

Once the handshake is complete, the client locally encrypts its data using the session key,
and sends the resulting ciphertext to the server. The server software calls the encryption
engine’s data import function on the ciphertext. The encryption engine then atomically
decrypts the ciphertext using the sealed session key, and taints the resulting plaintext by
marking it as “blinded” (Figure 4.1- 3○). This is done by setting a blindedness tag attached
to the data in registers and memory. The blindedness tag is an n-bit integer, which takes
the value zero when its associated data is not blinded. Other values indicate that the data
is blinded, and from which of 2n − 1 clients the data is sourced. In the minimal case where
n = 1, this tag is a single bit that indicates whether or not the data is blinded.

Data import atomically decrypts data using the session key and marks it as blinded.

Safe computation

Now, the server software can perform the requested computation on the blinded plaintext
data (Figure 4.1- 4○). The BliMe CPU extensions apply a taint-tracking policy, limiting the
operations that can be done on blinded data; this prevents the server software from directly
exfiltrating the data or even leaking it through side channels. Any operations forbidden by
the taint-tracking policy cause the server to fault. The policy ensures that the final results
and any intermediate results derived from the data are also blinded. More details are in
Section 4.3.4.

39



Data export

Once the computation is complete, the server software calls the encryption engine’s data
export function to atomically encrypt the blinded results and mark the ciphertext as
non-blinded (Figure 4.1- 5○), which is done by zeroing the blindedness tag. The server
software can then send the ciphertext back to the client, who can decrypt it. The encryption
engine ensures that blinded data is only encrypted with the session key corresponding to
its blindedness tag. As the adversary controls the data to be encrypted, this encryption
must be secure against adaptive chosen-plaintext attacks in order to prevent the adversary
from using this ability to identify the ciphertexts corresponding to particular plaintexts.

Data export atomically encrypts data using the session key and marks it as non-
blinded.

4.3.4 Taint-tracking policy

We use taint tracking to prevent sensitive data from flowing to observable outputs. First, we
define which parts of the system can be tainted. We split the system state into two types:

• Blindable state consists of the values (not addresses) of lines in the cache, values
in registers except the program counter, and values in main memory, as well as all
busses and queues used to transfer these values. Each of these is extended with a
blindedness tag.

• Visible state consists of information that may be exposed outside the system, and
must therefore never contain sensitive data. It includes all microarchitectural state
that does not have a blindedness tag associated with it, e.g., the program counter,
addresses of lines in the caches, branch predictor state, and performance counters. As
the program counter encapsulates control flow, making it part of visible state forbids
blinded data from affecting control flow.

We then define the list of observable outputs we consider in BliMe: visible state, non-
blinded blindable state, the addresses of memory operations sent to main memory, the
execution time of an instruction or set of instructions, and fault signals. Note that once
blindable state becomes blinded, it is no longer observable. We exclude outputs that require
physical access to be observed, such as voltage and electromagnetic radiation.
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Instruction Tag (Ø=unblinded, ?=“don’t care”) Decision Result tag

Arithmetic /

Logic†

If # of cycles depends on value of any blinded operand Fault -
Otherwise:

Op1 Op2
Ø Ø Propagate Ø
a Ø Propagate a
a a Propagate a
a b Fault -

Branching

Addr Condition ops
Ø Ø Propagate Ø
a ? Fault -
? a Fault -

Load

Addr Data in memory
Ø Ø Propagate Ø
a ? Fault -
Ø a Propagate a

Store

Addr Data in register
Ø Ø Propagate Ø
a ? Fault -
Ø a Propagate a

† See Section 4.7.3 for a discussion on data-dependent faults.

Table 4.1: BliMe taint-tracking policy rules for all instruction types. Tags a and b are
arbitrary but different. Swapping them produces an equivalent result.

The taint-tracking policy is defined as follows (and as shown in Table 4.1). An instruction
with a blinded input (i.e., which takes at least one input with a non-zero blindedness tag)
yields a blinded value for each output that depends on a blinded input, with the same
blindedness tag as the input. An instruction that receives blinded data from multiple
sources will raise a fault. If an instruction attempts to affect any observable output except
non-blinded blindable state in a manner that depends on the value of a blinded input, a
fault is raised, since this can otherwise be used to exfiltrate sensitive data. This effectively
means that the program cannot use a blinded value as the address of a jump, branch or
memory access, or use instructions whose completion time or fault status depends on a
blinded value. For example, BliMe prevents

• Cache-timing side-channel attacks by prohibiting blinded values from being used as
addresses for loads/stores, and

• Timing attacks by forbidding blinded-value-dependent control flow (prohibiting both
altering PC based on blinded values, and instructions of variable duration from using
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blinded values). Measuring program execution time will reveal nothing about the
blinded values; the adversary will obtain the same information as if they ran the same
program over a blinded array of zeroes of the same length.

• Transient execution attacks by preventing any blinded values from being used in
speculation decisions. Speculatively executed instructions can still use blinded values
(and maintain their blindedness tags throughout this transient execution), but the
result of any prediction decision (e.g., whether a branch is taken, or what the next
return address might be) cannot rely on blinded values. This same concept applies to
all data-dependent hardware optimizations; blinded values cannot be used to decide
on whether or how an optimization is applied.

The blindedness of any given value is not sensitive; this means that it is safe for the
ISA to include instructions that query whether or not a given value is blinded.

4.3.5 BliMe-compliant software

BliMe’s restrictions on application software are the same as those required of anyone
developing secure side-channel-resistant code (even without BliMe hardware modifications):
they must adhere to constant-time coding principles [18], including data-oblivious control
flow and memory access, and must not explicitly exfiltrate sensitive data outside the
system. An example of such practices being used today can be found in the development of
cryptographic libraries, the compatibility of which we show in Section 4.6. Concretely, for
software to be BliMe-compliant, it must not attempt to:

1. use blinded data in any control-flow decisions,

2. use blinded data as the target address for any jump or branch instructions,

3. use blinded data as the address for any memory operations, including using blinded
data as an offset or index,

4. use blinded data as an operand for an instruction whose execution time depends on
the value of that operand (e.g., variable-time division instruction),

5. mix blinded data belonging to separate security domains, i.e., with different blindedness
tags, and

6. write blinded data to any peripherals, e.g., displays, network devices, disk drives.
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Note that BliMe does not require software developers to be aware of how the CPU
behaves speculatively. BliMe ensures that all blinded data cannot be leaked by hardware
optimizations, including speculation (Section 4.3.4).

4.4 Implementation

In this section, we first present the common architectural changes required to implement
BliMe (Section 4.4.1), and then describe how these were applied to the out-of-order RISC-V
BOOM core [222] to obtain BliMe-BOOM (Section 4.4.2).

The implementation covers the hardware needed for safe computation (Section 4.3.3),
including taint tracking and enforcement of the security policy (Section 4.3.4). We do not
include the HSM in the implementation. Components with similar functionality already
exist, such as Google’s Titan-M chip [134] or Apple’s Secure Enclave Processor (SEP) [10];
the HSM is configured to perform the attested handshake and provide correct client IDs,
and the system integrator provides the secure channel between HSM and encryption engine
in the form of a shared key embedded in each component.

4.4.1 Architectural changes

The architectural changes needed to implement BliMe can be grouped into two main
categories: taint tracking, and handling of policy violations.

Taint-tracking is performed on registers and memory. Due to the load-store architecture
of RISC-V, these can be handled separately.

Registers and ALU operations. For each register, we maintain a blindedness tag.
Any ALU operation that reads from a blinded register, blinds its output register by default.
However, this is a conservative approximation, and implementations can make exceptions in
order to more accurately model instruction dataflows. For example, if a register is XORed
with itself, the result is not blinded because the result is always zero, irrespective of the
input value. Similar exceptions can be used for other situations in which an instruction
takes blinded inputs but its output does not depend on said blinded inputs.

Memory. Blindedness is tracked in using a tagged-memory approach, with a blindedness
tag being attached to each physical address, in both main memory and in each cache.
Whenever a value is stored into memory from a register, the memory bytes inherit the
blindedness of the register. The reverse holds for memory reads. To reduce overheads,

43



multiple consecutive bytes in memory, forming a tag granule, can share the same tag. For
tag granule sizes larger than a single byte, we introduce an additional BliMe policy rule to
prevent mixing blinded data belonging to separate security domains: if a store instruction
attempts a partial write of blinded data (e.g., a byte) with tag a to a granule in memory
(e.g., of size 8 bytes) with tag b, the instruction must fault.

New Instructions. We introduce two new instructions, blnd and rblnd, that cor-
respond to the data import and export operations, respectively (Section 4.3.3). The
instructions encrypt and decrypt data with a supplied key, writing the result into memory
in unblinded or blinded form respectively.

Handling violations is needed in four situations:

1. Attempting to write blinded values to the PC register: Jumps and conditional branches
relying on blinded registers, either as a jump destination address or as part of a
conditional check, are forbidden.

2. Attempting to use blinded values in an instruction whose execution time depends on
the blinded input value.

3. Attempting to read from or write to memory using a blinded value as an address:
This occurs when a load or store uses a blinded register either as the address base or
offset.

4. Attempting to write blinded data to an “unblindable” memory location. This allows a
system to specify whether certain memory-mapped peripherals have access to blinded
data.

Any of the above causes an illegal instruction fault.

We implemented the architectural changes in Spike [163], a C++ RISC-V ISA simulator,
to enable quick testing of our extensions.

4.4.2 BliMe-BOOM

To demonstrate BliMe on a complex and realistic computation platform that relies heavily on
speculation to achieve high performance, we implemented BliMe in RTL on the BOOM [222]
core and Chipyard [8] system-on-chip (SoC). BliMe taint-propagation rules are also enforced
during any speculative execution thereby preventing sensitive values from being leaked even
by Spectre-type attacks [111].
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We implemented two variations of BliMe with different tag configurations: BliMe-
BOOM-1 with single-bit blindedness tags and byte-level granularity, and BliMe-BOOM-8
with eight-bit blindedness tags and 8-byte (i.e., word-level) granularity.

The BOOM core is written in Chisel, which is a hardware construction language
embedded in Scala [19]. Chisel defines common built-in data types, such as unsigned
integers (UInt) and Boolean values (Bool), used to attach semantic meaning to bits in
digital circuits. Chisel also allows user-defined data types to be created by composition
and inheritance. Taking advantage of this feature, we create a Blinded data type as a
composition of a blindedness tag and a variable-length vector of bits, and use this type
throughout the design. As Scala (and, by extension, Chisel) is strongly-typed, this allows
the compiler to ensure that blinded values cannot be separated from their blindedness tags
except by code that is aware of the Blinded type. It also allowed us to identify all locations
in the code where blinded data can propagate and prevent any unintended leakage caused
by hardware optimizations such as speculation.

Registers

Register files are modified to use the Blinded type, thereby storing a blindedness tag
alongside the register contents.

Main Memory & Caches

A region of memory is allocated for the storage of blindedness tags, and made inaccessible
to software. We expand the L1 data and L2 caches to include blindedness tags alongside
each granule of data. The L1 instruction cache does not need blindedness tags; blinded
values are not allowed to be executed, so whenever a blinded value is read into the cache,
it is replaced with a zero, and its ‘valid instruction’ metadata bits are unset, making it
inaccessible. The L2 cache includes logic to translate misses into two operations to main
memory: one for the actual data, and one for the blindedness tags.

It is possible to optimize the design for the specific case where the blindedness tags
are small relative to their associated data, with carefully-designed logic reducing the ratio
of blindedness tag requests to data requests, thereby reducing overhead. However, the
TileLink implementation in Chipyard reads data from memory at an 8-word granularity
by default, yielding a 64-bit effective minimum tag size. Therefore, even for 8-bit tags,
the memory controller ties up the bus for seven additional cycles to transmit unneeded
words. We forego implementing the extensive modifications required to implement this
optimization in Chipyard and instead investigate its effect using gem5 [27] in Section 4.5.2.
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Pipeline Stages

In BOOM, instructions are decoded in the instruction decoder stage into micro-ops, which
are stored in the reorder buffer until they are issued to an execution unit and committed.
Execution units contain different functional units that can perform specific operations.
We modified all functional units to either propagate blindedness (e.g., addition of blinded
values), or fault when the operation is unsafe to perform with blinded operands (e.g. memory
address generation).

The functional unit responsible for memory address generation faults when blinded
operands are used to generate a virtual address. Furthermore, if the page table walker
(PTW) finds a blinded page table entry (PTE), it zeroes it before storing it in the translation
lookaside buffer (TLB). This ensures that virtual-to-physical address translation by the
load-store unit cannot be used to load from a blinded physical address. Any load or store
attempting to use a blinded physical address directly will fault.

Encryption engine

The encryption engine, which performs atomic blind-and-decrypt and encrypt-and-unblind
operations using the ChaCha20 stream cipher, is built as a RoCC accelerator [16, p. 3]
containing a pipelined ChaCha20 implementation with a 19-cycle latency. This allows this
functionality to be accessed using a set of instruction opcodes reserved for accelerators, and
allows it to be used by an unmodified C compiler using RISC-V intrinsics.

Speculation

Speculatively executed instructions are subject to the same checks as non-speculative
instructions regarding blinded operands. Branch prediction can also never depend on
blinded data. This is done by blocking all blinded data flows into the prediction logic.
We 1) zero out any blinded instruction fetched into the instruction cache, 2) prevent any
feedback from the execution units to the prediction logic regarding faulting branch decisions
based on blinded data. By ensuring that both the speculation decision and the speculative
execution do not leak sensitive data, we block all speculative side channels. This is in a
similar vein to Speculative Taint Tracking (STT) [219] but, unlike STT, we do not untaint
after the instructions leave the speculative state and the security policy on the data remains
in effect.

Note that, for BliMe-BOOM, only non-constant-time operations, which always fault
or are rolled back, affect speculation. Constant-time code, with no secret-data-dependent
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Unmod. BliMe-BOOM-1 BliMe-BOOM-8
Value Value ∆ [%] Value ∆ [%]

Power (W) 37.783 38.137 +0.9 38.319 +1.4

Resources
LUTs 460480 478950 +4.0 501847 +9.0

Registers 357179 371024 +3.9 388956 +9.0

Table 4.2: Effect of BliMe-BOOM modifications on power consumption and FPGA resource
usage (unmodified BOOM vs. BliMe-BOOM-1 and BliMe-BOOM-8).

branching or memory accesses, speculates normally without overhead. This is because BOOM
does not have any other data-dependent speculation (e.g., data-dependent prefetchers). For
microarchitectures with such speculation, it must be disabled, but only on blinded data.

4.5 Performance & resource usage evaluation

4.5.1 BliMe-BOOM

Incorporating BliMe into BOOM affects logical complexity (hence maximum clock rate), and
the number of cycles that certain operations will take due to the additional memory accesses
required to fetch the blindedness tags. Therefore, we evaluate the overall performance of
BliMe-BOOM using both the maximum clock rate, and the number of clock cycles taken to
execute a program.

We synthesized BliMe-BOOM using the FireSim [104] FPGA-hosted simulation tool to
measure the change in resource consumption and maximum clock rate. Table 4.2 shows the
power estimate and FPGA resource usage provided by Vivado, indicating low overheads
for both BliMe-BOOM-1 and BliMe-BOOM-8. Vivado timing analysis reported a worst
negative slack (WNS) of 0.018ns for both modified and unmodified cores, indicating no
significant reduction to the maximum clock rate.

To determine the effect of BliMe-BOOM’s memory modifications on performance, we
ran the SPEC2017 Integer benchmark suite on both BliMe-BOOM variations using the
ref workload. BliMe-BOOM-1 was run with 8GiB of main memory, and BliMe-BOOM-8
with 14GiB of main memory, so that both systems have 7GiB of addressable memory.
This avoids the risk that the performance of the benchmarks is affected by differences in
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Figure 4.2: Overhead of BliMe-BOOM-1 and BliMe-BOOM-8 relative to unmodified BOOM,
as measured using SPEC2017. The average overhead was 23% for both BliMe-BOOM-1
and BliMe-BOOM-8.

available memory. The results are shown in Figure 4.2; the average overhead across all
benchmarks is 23% for both BliMe-BOOM-1 and -8. This overhead, however, stems from
the limitation mentioned in Section 4.4.2. As we show below in Section 4.5.2, appropriate
memory optimization can substantially reduce this overhead.

4.5.2 Memory optimization

In Section 4.4.2, we mentioned that an implementation optimized for small blindedness
tags can improve its performance by reducing the ratio of blindedness tag requests to data
requests. We investigate this by simulating both the optimized and unoptimized designs
using the gem5 simulator [27], where it is straightforward to reduce the memory request
size for tags, and comparing their performance.

Gem5 is run in RISC-V full-system mode with the O3 out-of-order processor model.
The cache configuration was chosen to match that used in Section 4.4.2: 16kB each for
private L1D and L1I, and 256kB for private L2. Main memory was 7GB of Dual Channel
DDR3-1600 DRAM. In addition, we modified the memory model to generate the extra
requests used to read and write blindedness tags, with the ratio of blindedness tag to data
request sizes being configurable as either 1:1 (as used in BliMe-BOOM) or 1:8 (as in the
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Implementation Avg. overhead (%)
BliMe-BOOM-1 23
BliMe-BOOM-8 23

BliMe-gem5 25
BliMe-gem5 Optimized 8

Table 4.3: Average overheads of running SPEC2017 on BliMe-BOOM-1 and -8, BliMe-gem5
and BliMe-gem5 Optimized. The averages are calculated for the full benchmarks on BliMe-
BOOM-1 and -8, and for 1 billion instructions on BliMe-gem5 and BliMe-gem5 Optimized.
The gem5 simulation of the unoptimized system shows an average overhead of 25%, similar
to that of both BliMe-BOOM-1 and -8 (23%).

proposed optimization).

Since gem5 is much slower than native execution using a field-programmable gate array
(FPGA), following the approach taken in prior work [219], we ran the SPEC CPU 2017
Integer benchmark suite with the ref workload in each configuration and measured the
number of cycles taken to execute and commit 1 billion instructions after skipping the first
10 billion instructions in order to allow the benchmark proper to start. Table 4.3 compares
the performance results for BliMe-BOOM-1, BliMe-BOOM-8 and BliMe-gem5. With the
gem5 model configured in unoptimized mode, the average overhead of 25% is similar to
that of both BliMe-BOOM-1 and -8 (23%). With the model configured in optimized
mode, the overhead reported by gem5 is reduced to 8%. The detailed benchmark results
comparing the two configurations is shown in Figure 4.3. Therefore, we conclude that if the
optimizations are implemented in hardware (by making the needed modifications to the
memory subsystem in the Chipyard SoC as mentioned in Section 4.4.2), similar overhead
reductions can be achieved. As a result, for a tag-to-data size ratio of 1:8, 8% is a fairer
representation of BliMe’s overhead in real deployments by hardware manufacturers. Use of
tag caches [100] would reduce overheads even further. The earlier figure of 23%, on the
other hand, corresponds to a tag-to-data size ratio of 1:1. Note that the optimization that
leads to reduced overheads does not trade-off any security guarantees nor require a weaker
threat model.

The closest comparisons to BliMe, oblivious instruction set architecture (OISA) [218] and
FHE, suffer from significantly higher overheads. OISA’s fastest benchmarks (matrix-mult
and neural-net) incur approximately 35% overhead with larger-than-cache inputs, whereas
FHE is several orders of magnitude slower [195]. Overall, given the moderate impacts on
performance and resource usage discussed in Sections 4.5.1 and 4.5.2, we conclude that
requirement PR is satisfied.
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Figure 4.3: Overhead before and after applying the optimization from Section 4.4.2,
as measured using gem5 simulator to execute 1 billion instructions of SPEC2017. The
optimization reduces the average overhead on gem5 from 25% to 8%.

4.6 Compatibility evaluation

For backwards compatibility with existing code (requirement CR), two types of code are
important: code that processes exclusively non-blinded data, and code that is already
side-channel resistant and processes blinded data.

BliMe’s taint tracking policy (Section 4.3.4) changes the behavior of the processor only
where an instruction depends upon a blinded input value. Therefore, code that exclusively
processes non-blinded data is unaffected.

Code that processes blinded data will fault if it attempts to modify an observable output
in a way that the processor determines to be dependent on the blinded data. To evaluate
whether the BliMe implementations have met requirement CR, we must therefore determine
whether side-channel-resistant code will comply with the BliMe taint-tracking policy.

BliMe faults when blinded data attempts to flow to non-blindable observable outputs
(Section 4.3.4). Existing side-channel-resistant code already prevents the program counter
and the addresses of memory operations from being affected by blinded data, e.g., as
in [23]. Data flows of blinded data to other visible state, execution time and fault signals
(Section 4.3.4) are prevented by design. Therefore, side-channel-resistant code is compatible
with BliMe’s taint-tracking policy, so long as only sensitive data is blinded. We successfully
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ran stream cipher encryption/decryption with a blinded key using the TweetNaCl [24]
library, demonstrating the backwards compatibility of BliMe.

However, the CPU cannot identify cases where the result of a computation remains
blinded even though it no longer contains any sensitive data. For example, it will not
be possible to branch on the result of the decryption/verification of an authenticated
encryption, meaning that its cryptographic application programming interfaces (APIs) will
need to be modified so that its control flow does not depend on whether the verification was
successful. In practice, this means that any computation must always continue as though
verification was successful, with any failure being indicated by a flag that is returned to the
client (Section 4.7.3).

4.7 Discussion & Future Work

4.7.1 Handling large numbers of clients

BliMe can handle 2n − 1 simultaneous clients with an n-bit blindedness tag. This means
that the ability to handle larger numbers of clients will require a logarithmic increase in
memory overhead. This can be made configurable at boot-time, allowing servers to trade
main memory capacity for a larger number of simultaneous clients. Another approach,
however, is to overcome this overhead by multiplexing the same blindedness tag value across
multiple clients, and using an OS trusted by clients—e.g., by using remote attestation of
a well-known certified OS—to prevent data from flowing between programs that share
blindedness tag values. In the extreme case, this reduces to a single-bit blindedness tag, as
implemented in BliMe-BOOM-1.

This OS has several tasks. On context switch, the OS asks the encryption engine to
export the current client key by “sealing” it (i.e., encrypting it using a key known only to
the encryption engine), and provides a previously sealed key, corresponding to the incoming
process, which the encryption engine can unseal and set as the new current client key. Thus,
even though the OS never sees any client key in the clear, it must be trusted to load the
correct sealed key onto the encryption engine.

The normal process isolation features of the OS ensure that a client cannot access
another client’s blinded data directly or any of the client session keys held by the OS.
Because different processes may share blindedness tag values, the OS must further ensure
that an application cannot transfer blinded data to other applications via system calls or
other inter-process communication mechanisms. Preventing a client from accessing another
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client’s blinded data ensures two things: 1) an application serving one client cannot use the
encryption engine to encrypt and unblind blinded data originating from another client, and
2) computation can never use blinded data belonging to two different clients, since there
would be no clear way to determine the ownership of the result. Therefore, processed data
is only encrypted and exported with a key corresponding to the client from which the input
data was originally imported. Note that we would only rely on the OS to prevent clients
from having direct access to other clients’ blinded data. We would not rely on the OS code
being side-channel resistant, because blinded data is protected from side channels by the
hardware.

4.7.2 Enabling safe local processing

Future work can apply BliMe on the local machine as well. Since an application processing
blinded data cannot infer anything about the data other than its length, it can safely
process data belonging to other users or applications. One possibility is for the OS to allow
an application to read data from a file that is normally inaccessible to the application with
the constraint that any data read will be marked as blinded. This makes it possible to build
useful computational pipelines while strongly adhering to the principle of least privilege.

4.7.3 Handling secret-dependent faults

In BliMe, a fault’s occurrence cannot depend on a secret value, since the fact that it occurs
(or not) can leak information. For example, if a div-by-zero fault will occur if the divisor is
a blinded data item with a value zero, and this faults leads to an interrupt handler being
called, the change in control flow will reveal that the blinded value was zero. On the other
hand, if it does not occur, it reveals that the value was not zero. We therefore do not allow
blinded values to be used in such situations. To avoid this limitation, we might instead
suppress faults depending on blinded data, so that the control flow remains as if the fault
did not occur. The client can be informed of this fault and that the computation results are
invalid by setting a blinded bit in some protected storage (e.g., a special register) when the
fault occurs, so that the software can convey this bit to the client as part of the returned
encrypted results.
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4.8 Related work

Lee et al. [119] propose DOVE to protect sensitive data used in outsourced computation
from side channels. DOVE uses a frontend to transform the client application code to a
custom data-oblivious representation called a Data Oblivious Transcript (DOT). The DOT
is then sent to a trusted interpreter (the backend) on the server, which verifies that the
DOT is data oblivious and then runs it on the sensitive data. The trusted interpreter must
be run within a TEE, such as an Intel SGX enclave, as it is part of the trusted computing
base (TCB).

Yu et al. [218] develop an OISA that performs run-time taint tracking of sensitive
values and adds a duplicate set of instructions to the ISA. Each operand of the additional
instructions is defined as either safe or unsafe. Using any tainted values as unsafe operands
results in a fault. The hardware guarantees that computation is oblivious to safe operands
and, therefore, that any sensitive values used as safe operands are not leaked through side
channels. OISA offers taint and untaint instructions and relies on the application code
to use them correctly to taint/untaint sensitive values during computation. Consequently
OISA is not applicable for our usage scenario described in Section 4.2.1, where outsourced
computation is carried out by potentially untrusted, third-party, application code, for
multiple simultaneous clients. Although OISA could use remote attestation to verify the
server-side application code, remote attestation of arbitrary third-party application code is
neither realistic nor scalable. Furthermore, software vulnerabilities in the application code
can allow adversaries to untaint arbitrary sensitive values through the OISA’s untainting
instruction, which is exposed to any software running on the main CPU.
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Chapter 5

BliMe Extensions

While BliMe demonstrates the effectiveness of hardware-assisted taint tracking for protecting
data confidentiality against both direct access and side-channel leakage, its practical
deployment faces two critical challenges that extend beyond the core architecture itself. First,
as computing increasingly relies on specialized hardware accelerators for performance-critical
tasks, BliMe’s protection must extend beyond general-purpose CPUs to these specialized
processing units. Second, the stringent data-oblivious programming requirements imposed
by BliMe’s security policy create a barrier to adopting existing software, as most codebases
do not adhere to the constant-time programming principles necessary for BliMe compliance.

This chapter addresses both challenges through two key extensions to the BliMe ecosys-
tem. Dolma extends BliMe’s hardware-assisted protection to machine learning accelerators,
demonstrating how the taint-tracking approach can be systematically applied to specialized
computing hardware while maintaining both security guarantees and performance charac-
teristics. The BliMe Linter addresses the software compatibility challenge by providing
automated static analysis tools that can identify potential policy violations in existing code,
significantly reducing the manual effort required to adapt software for BliMe deployment.

Together, these extensions demonstrate how the BliMe approach can scale beyond
its initial CPU-focused design to address the broader challenges of deploying hardware-
assisted protection mechanisms in diverse computing environments. They represent critical
components in bridging the gap between BliMe’s strong theoretical guarantees and its
practical applicability in real-world systems where specialized hardware and legacy software
are fundamental constraints.

The contents of this chapter are based on the following publications:
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Hossam ElAtali et al. “Data-Oblivious ML Accelerators using Hardware Security Exten-
sions”. In: Proceedings of the 2024 IEEE International Symposium on Hardware Oriented
Security and Trust. Tysons Corner, VA, USA: IEEE, 2024. doi: 10.1109/HOST55342.

2024.10545398 ©2024 IEEE

Hossam ElAtali et al. “BliMe Linter”. In: Proceedings of the 2024 IEEE Secure
Development Conference (SecDev). Pittsburgh, PA, USA: IEEE, Oct. 2024, pp. 46–53. doi:
10.1109/SecDev61143.2024.00011 ©2024 IEEE

5.1 Dolma

5.1.1 Introduction

As modern computing increasingly relies on specialized hardware accelerators for performance-
critical tasks such as machine learning inference, the challenge of protecting sensitive data
against remote adversaries extends beyond traditional CPU architectures. While BliMe
demonstrates how hardware-assisted mechanisms can efficiently protect data confidentiality
against both direct access and side-channel leakage in general-purpose processors, the
growing prevalence of hardware accelerators in remote computing environments creates new
attack surfaces.

The rise of outsourced computation has made machine learning inference a particularly
compelling use case for data protection mechanisms. Clients wishing to classify sensitive
images or process confidential data using a service provider’s machine learning (ML) model
face the fundamental challenge established in RQ2: how to protect data confidentiality
against both direct memory access through run-time attacks or untrusted code, and
indirect leakage through side channels. Unlike general-purpose central processing units
(CPUs), accelerators for ML workloads often implement specialized computational patterns,
memory hierarchies, and data flows that can create new opportunities for both direct access
attacks and side-channel leakage. Simply extending CPU-based protection mechanisms
to accelerators is insufficient, as the unique architectural characteristics of these devices
require tailored approaches that preserve both their computational efficiency and their
security properties.

To address this challenge as part of our investigation into RQ2, we propose Dolma,
an enhancement to the Gemmini machine learning accelerator [74] that extends BliMe’s
hardware-assisted taint tracking and data obliviousness guarantees to specialized ML
hardware. Dolma demonstrates how the principles established in BliMe—remote attestation,
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hardware-enforced taint tracking, and data-oblivious computation—can be systematically
extended to hardware accelerators while maintaining their performance characteristics and
preserving the comprehensive protection against both direct access and side-channel threats
that modern remote computation environments demand.

In Dolma, we use hardware-based dynamic information flow tracking (DIFT) to track
secret client data (and any derivative of it) and enforce a security policy that aborts any
attempt, intentional or otherwise, by software to leak this data. Implementing DIFT
in accelerators using mechanisms such as GLIFT [189] is possible, but introduces large
overheads due to the unnecessarily small granularity (gate-level) at which taint is propagated.
The predictable behavior of systolic arrays common in accelerator architectures presents
unique optimization opportunities. We can safely propagate taint at a much higher granule
leading to significantly reduced area overheads.

Our contributions are the following:

• We present Dolma, a minimal extension to matrix multiplication hardware accel-
erators that enables efficient DIFT and guarantees confidentiality of secret client
data, including against side-channel attacks and even in the presence of malicious
software. We provide a register-transfer level (RTL) implementation of Dolma on
Gemmini [75], a flexible hardware accelerator integrated into the RISC-V Chipyard [8]
system-on-chip (SoC) (Section 5.1.4).

• An evaluation of performance using realistic ML workloads showing minimal overheads,
orders of magnitude lower than state-of-the-art cryptographic solutions (4.4% in 32x32
configuration), and an evaluation of resource usage showing that Dolma is scalable
and feasible for accelerators with large dimensions. We also extend Blinded Memory
(BliMe)’s F* model and provide a machine-checked proof of its security. (Section 5.1.5)

5.1.2 Background – Gemmini

Gemmini is a RISC-V accelerator allowing flexible configuration of accelerator parameters,
e.g., systolic array dimensions, data flow (weight stationary or output stationary), and
scratchpad sizes. It is connected to the host CPU using the RoCC interface [8]. It consists of
a systolic array (a “mesh”) for matrix multiplication, internal scratchpads for data storage,
and components for performing activation functions such as ReLU. The circuit is controlled
by three controllers: two for direct memory access (DMA) and one for execution. These
controllers can act independently in a decoupled access-execute architecture. The systolic
array has two levels: the mesh consists of a 2D array of tiles, each tile a combinational 2D
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array of processing elements (PEs). The main computation performed by the systolic array
is the following multiply-and-accumulate (multiply-and-accumulate) operation (for a 2x2
array):

C = A ∗B +D (5.1)

(
c11 c12
c21 c22

)
=

(
a11 a12
a21 a22

)(
b11 b12
b21 b22

)
+

(
d11 d12
d21 d22

)
(5.2)

Input matrices are loaded from memory and stored in the scratchpads, whose width
corresponds to the width of the systolic array. The inputs then flow into the array, where
each PE performs a multiply-and-accumulate on a single element, e.g., a11 ∗ b11 + d11. The
inputs must be delayed appropriately using registers to ensure the correct elements are
multiply-and-accumulateed in every cycle. The outputs are also delayed to ensure the
resulting matrix is written into the scratchpads one row at a time.

Gemmini supports two data flow modes: weight stationary and output stationary. In
the former, the weights, B, are preloaded into the array and A and D flow in. In the latter,
D is preloaded and A and B flow in. With weight-stationary data flow, inputs A and D
can be expanded to allow back-to-back computations on independent rows, as shown in
Equation (5.3). This is particularly useful in neural networks where multiple inputs, e.g.,
images, are given to the same model. The model weights, B, remain in place and the input
vectors (A1, A2, A3, etc.) are fed in as independent rows with no stalls between them.

c11 c12
c21 c22
c31 c32
... ...
cK1 cK2

 =


a11 a12
a21 a22
a31 a32
... ...
aK1 aK2


(
b11 b12
b21 b22

)
+


d11 d12
d21 d22
d31 d32
... ...
dK1 dK2

 (5.3)

5.1.3 Assumptions & Threat Model

Our trusted computing base (TCB) includes the BliMe CPU hardware, which we assume
correctly enforces the BliMe DIFT policy, and the accelerator hardware as well as the
interconnect between them, whose data we assume cannot be sniffed or modified. We also
assume that BliMe can securely perform remote attestation and manage client session keys
and key-to-tag mappings.
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Figure 5.1: System Overview. The client encrypts and sends their secret data to the
untrusted software on the server 1○, which calls BliMe’s data import operation 2○. BliMe
decrypts-and-blinds the data, tagging it with the session-specific tag, and stores it in
memory 3○. The untrusted software can then use RoCC instructions 4○ to make Dolma
operate on the blinded data. Dolma accesses the data using DMA and enforces the DIFT
security policy 5○. Once processing is complete, the untrusted software can call BliMe’s
data export function to encrypt-and-unblind the data, and then send it back to the client 6○.

All software, including the operating system (OS) and applications, is untrusted: the
adversary can control all software running on the server. As in [59], attacks requiring
intrusive physical access, such as bus snooping or differential power analysis, are out of
scope.

5.1.4 Design & Implementation

Overview

An overview of the system is shown in Figure 5.1. Dolma is connected to a BliMe CPU
through the RoCC interface. The remote attestation performed by BliMe in the handshake
step is augmented to include attestation of Dolma using an additional root of trust embedded
in Dolma. The attestation of both roots of trust assures the client that the server contains
a genuine BliMe CPU connected to a genuine Dolma accelerator. The client then encrypts
its data using the session key shared with BliMe and sends it to the server. The processing
software on the server can then call BliMe’s data import instruction to atomically blind
and decrypt the data. At this point, the secret client data is blinded in memory and can be

58



read by Dolma for processing. Note that combining blinded and non-blinded data (e.g.,
an input image and a model, respectively) within Dolma is allowed and the result (e.g.,
the inference output) is blinded. Once processing is complete, the blinded result can be
atomically unblinded and encrypted using BliMe’s data export instruction and sent back to
the client.

Our DIFT policy is defined such that if any of the following have the same non-zero
tag, then the output row receives the same non-zero tag: 1) the corresponding input row
ai, 2) the corresponding input row di, 3) any weight matrix row bj. If any two of these
rows have differing non-zero tags, then the operation faults and does not emit any further
output.

DIFT is used by the BliMe CPU to forbid software from using secret data in a way that
affects memory access patterns, control flow, or I/O. The DIFT policy above ensures that
Dolma cannot be used to circumvent these restrictions. In the remainder of this section,
we will present the challenges we encountered while implementing this policy in Gemmini
and the optimizations we used to reduce overheads. Even though we discuss Gemmini in
particular, these challenges and optimizations are applicable to a wide range of hardware
accelerators as they concern generic commonly used mechanisms. In particular, our design
is directly applicable to any systolic-array-based accelerator.

Tag bits

We extend the RoCC interface to include tag bits with register values passed to Gemmini
from the CPU. We also extend the memory interface and internal scratchpads to include
tag bits. The TLB is not extended with tag bits: page table entries must not be blinded.
We check all new entries into the TLB; if an entry is blinded, it is zeroed and a fault is
raised.

We ensure the completeness of our modifications by using a Blinded data type [59],
wrapping untagged Chisel data bundles. This wrapper causes the Chisel compiler to raise
an error wherever non-BliMe-aware logic attempts to use tagged data. Upon detecting such
a mismatch, we decide whether to 1) safely propagate the tags, or 2) check for a security
violation and if one is detected, zero the blinded value and raise a fault.

RoCC commands

Sending blinded instructions to the accelerator is prohibited because, otherwise, the type of
operation performed by the accelerator, e.g., loading values or starting execution, would
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leak the values of the instructions. Furthermore, in Gemmini’s case, RoCC commands pass
two register values to Gemmini as ‘rs1’ and ‘rs2’, which are used either as pointers to data
in memory or as opcodes for subfunctions. In both cases, blinded values for rs1 and rs2
are prohibited by the hardware because they can be leaked through the memory access
patterns or by observing the subfunction performed by Gemmini, respectively. We thus
raise a fault if any blinded data (i.e., instructions or register values) is sent directly through
the RoCC interface.

DIFT in the systolic array

The most straightforward way to perform DIFT is to insert tracking logic inside every PE.
However, this introduces unnecessarily large overhead. Instead, we implement DIFT at row
granularity. This fits well with how Gemmini operates, as explained in Section 5.1.2, and, in
weight-stationary mode, enables inputs from different clients to be streamed back-to-back
into the systolic array while maintaining isolation between them. We analyze the systolic
behavior of the tiles in Gemmini and deduce how tags will propagate from inputs to outputs,
which is possible due to the tiles’ fixed functionality. We calculate the tags for each output
row according to our DIFT policy before the inputs enter the systolic array, and then
propagate the tags using a minimal circuit in parallel to the data. This allows us to avoid
adding logic to each tile and PE. The propagation of output tags is visualized in Figure 5.2.
In this example, the parallel circuit allows reducing tag storage registers from four (one in
each tile) to three. It also reduces tag propagation logic from 4xNxM instances, where N
and M are the dimensions of the PE array within each tile, to only three. These reductions
scale quadratically with larger systolic arrays. We show how these reductions benefit larger
configurations in Section 5.1.5.

Each matrix row carries a single blindedness tag, where a zero tag indicates non-blinded,
and every non-zero tag value identifies a separate security domain. Output rows always
take a constant number of cycles to propagate out of the systolic array. We therefore
propagate the tag using a parallel queue with a latency that matches that of the output
rows. The queue input tag is determined by an OR of the tags corresponding to the three
input matrices. This is done after checking that the three inputs do not have mismatching
non-zero tags, as explained in Section 5.1.4.

Scratchpads & context switches

The internal scratchpads are extended with tags to mark secret data inside Gemmini. This
is necessary because the OS is in charge of context switches. If the internal scratchpads are
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Figure 5.2: DIFT in parallel for the weight-stationary data flow inside a 2x2 systolic array.
The top half of the figure shows the case where A is blinded. The bottom half shows the
case where D is blinded. The subfigures from left to right show how computation proceeds
over successive cycle. Secret values are shown in red. Note that the tiles and registers
themselves do not carry any additional logic. The tags corresponding to the secret values
are shown as striped. Output tags are calculated before input values enter the systolic
array and propagate alongside the corresponding secret input and intermediate values. The
propagation is synchronized such that output rows receive the correct tag. In the case
where B is blinded (not shown here), all output from the systolic array would be blinded
since B is preloaded into the array.

not tagged, a malicious OS can wait for a process to load secret data into Gemmini, and
then perform a context switch to give another process (or itself) access to the data. We
extend the scratchpads with one tag per entry, which is equal in size to the rows of the
systolic array. As in Section 5.1.4, this corresponds to one tag per row and therefore, all
elements in the row share the same tag.
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Tag mixing

We do not allow mixing of data with different non-zero tags. Therefore, when calculating
the tag for each output row, we check the tags of the three corresponding inputs (rows of
A and D, and column of B) and only allow propagation when there are no two or more
different non-zero tags. Furthermore, when reading data from main memory and writing
it to the scratchpads, mismatching tags can occur if the width of the scratchpad rows is
larger than 64 bits. We therefore also check for and forbid mismatching tags between the
current tag of the scratchpad row and the tag of incoming data.

Read-Check-Write

As discussed in Section 5.1.4, partial writes require first checking that there is no violation
between the current and incoming row tags. However, scratchpad memory is implemented
using SRAM, which provides a synchronous read/write interface and requires that reads
and writes take one cycle. This means that we cannot read the current tag, check for
violations, and then request a write all in one cycle. A simple solution to this would be to
implement the tag memory (only) using registers to support asynchronous reads. However,
this is infeasible due to the large capacity of the scratchpads leading to high area overhead.
We therefore pipeline the writes, introducing an additional cycle to read the current tag
and delaying the write to the second pipeline stage. This is shown in Figure 5.3. The
scratchpad processes at most one read or write per cycle (not both), with priority given to
writes. For a read in Stage 1, we issue corresponding reads to data and tag memories, which
are available for output after one cycle at Stage 2. For a write in Stage 1, we issue a read
to tag memory to check the current tag in memory. In Stage 2, we output read responses
or issue writes to memory after checking for violations. In the case that the scratchpad
receives a write followed by a read to the same address, this would mean that we issue
a read (in Stage 1) and a write (in Stage 2) to the same address in the same clock cycle
(i.e., a Read-Over-Write). This is not supported by the underlying SRAMs. We therefore
manually implement a bypass to forward writes to reads. Data is only forwarded if no
violations are detected in the corresponding write.

Activation functions

One important aspect of accelerator architectures is that common activation functions are
implemented in hardware using combinational logic. This is in contrast to general-purpose
architectures where activation functions are normally computed in software. Computation of
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Figure 5.3: Writes are pipelined to maintain throughput while enabling read-check-write
to prevent tag mixing. A 2-stage pipeline is implemented. The dashed line visualizes the
separation between the two stages.

activation functions, such as ReLU, in software is often implemented using branching logic,
which leads to timing side channels. This is because the control flow becomes dependent on
the data values (Section 2.3). For example, in the case of ReLU, whether to multiply by
a constant factor or set to zero depends on whether the input is positive or negative. By
implementing the functions using combinational logic, the function becomes constant-time
for all inputs, eliminating all timing side channels. This allows us to simply propagate taint
from inputs to outputs without any cycle overheads.

5.1.5 Evaluation

Performance

Performance overheads consist of two parts: cycle overhead, and clock frequency overhead.
Cycle overhead is caused by the additional clock cycles required to access tag bits in
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main memory, and the added latency for read-check-write (Section 5.1.4). Clock frequency
overhead is caused by the additional circuitry, which can cause a reduction in maximum
clock frequency if it is on the critical path.

We measure cycle overhead by running ML inference in the form of image classification
on ResNet-50 using a random 100-image sample of the ImageNet data set. The experiments
were executed on a Xilinx VCU118 FPGA running Linux Buildroot on the Chipyard design,
which was configured with a single BOOM core. We compare the performance of Dolma to
baseline Gemmini without BliMe. The results are shown in Figure 5.4. We measure an
average overhead of 5.6%. This is similar to overhead reported by BliMe [59] compared
to unmodified BOOM, indicating that the majority of the overhead is not inherent to
Gemmini, but rather to the memory tagging mechanism used by BliMe.
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Figure 5.4: Performance results of running ResNet-50 image classification for Dolma
relative to unmodified Gemmini. We obtain an average overhead of 5.6% over all three
configurations.

All configurations for both Dolma and the baseline were successfully built for the default
Chipyard VCU118 frequency of 50MHz. Xilinx Vivado reported baseline worst negative
slack (WNS) (in ns) as 0.263, 0.367 and 0.261 for the 8x8, 16x16 and 32x32 configurations,
respectively. WNS for Dolma was 0.309, 0.300 and 0.166, respectively. This indicates no
significant overhead for Dolma.
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Power

We obtain Vivado power reports for Dolma and unmodified Gemmini for all configurations.
The results are shown in Table 5.1, with estimated power consumption increasing by
12.2−16.5%.

Config
Power consumption (W)
Baseline Dolma ∆ [%]

8x8 4.951 5.701 15.2
16x16 5.426 6.085 12.2
32x32 6.994 8.147 16.5

Table 5.1: Effect of modifications on FPGA power consumption.

Resource usage

We obtain FPGA resource usage reports from Vivado for Dolma and unmodified Gemmini
for different mesh sizes. The results are shown in Figure 5.5. The results here highlight
the benefits of the optimization described in Section 5.1.4. We see a significant decrease in
relative resource usage overheads as the mesh dimensions increase. Note that the additional
resource usage reported here includes the tag storage added to the scratchpads, whose size
is constant across the three configurations.
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Figure 5.5: Resource usage results for Dolma relative to unmodified Gemmini.
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Security

BliMe includes a formal model and a machine-checked security proof in F* [182]. It proves
that ‘secure’ computation, as defined by BliMe, does not leak any information on data
marked as blinded. However, Dolma differs from normal instructions in that it directly
modifies memory, rather than being limited to data stored in registers, and we therefore
extend BliMe’s formal model to include this type of operation. In particular, we prove that
adding ‘secure’ accelerator operations to the system also does not leak any information.

First, we define DMA accelerator operations as functions that map a list of input words
(read from memory) to a list of outputs (written to memory). We then define ‘secure’
accelerator operations as those that do not allow for information to flow from their blinded
inputs to their observable outputs; more specifically, if two inputs to the accelerator differ
only in their blinded values, then their corresponding outputs can differ only in their blinded
values.

We modify the execution model to allow execution units to trigger such an accelerator,
and prove that any accelerator meeting this safety requirement does not compromise the
safety of the system. We then modify BliMe’s concrete instruction set architecture model
to incorporate a model Dolma in the form of a matrix multiply-and-add accelerator, which
if given any blinded input produces a fully blinded output. This accelerator can be proven
secure, thereby showing that incorporating our model Dolma into BliMe’s model instruction
set architecture (ISA) does not undermine its security guarantees.

5.1.6 Discussion & Future Work

Data-dependent processing

Baseline Gemmini does not support any data-dependent control flow. As a result, the only
potential for policy violation arises from tag mixing (Section 5.1.4). However, state-of-the-
art accelerators often provide data-dependent optimizations, e.g., skipping multiplications
when zeros are detected is useful when processing sparse matrices [184]. These can result in
data-dependent computation latencies leading to data leakage through timing side channels.
Furthermore, some accelerator designs enable on-chip control flow [102]. This allows different
control paths to be taken depending on the data, which can again leak data through side
channels. Implementing Dolma on such accelerators must consider all data-dependent
timing side channels and enforce data-obliviousness when processing blinded data. To avoid
unnecessarily enforcing worst-case data-oblivious performance on all data, additional logic
will likely be needed to disable optimizations on blinded data only.
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Graphics processing units (GPUs)

GPUs are another type of accelerator, commonly used for ML workloads. Originally
intended for graphics processing, GPUs contain large numbers of small cores executing
small sequences of code called “kernels” in parallel. After the introduction of general-purpose
GPUs, which enable arbitrary code execution, GPU architectures have recently shifted
towards incorporating dedicated hardware components for accelerating ML workloads [146].

In contrast to accelerators such as Gemmini, GPUs inherently support on-chip con-
trol flow for kernel execution, making them vulnerable to control-flow-based timing side
channels. As discussed in the previous section, this requires additional care to enforce
data-obliviousness on branches. Another source of timing side channels is memory accesses
using secret-dependent addresses. Access to off-package memory is subject to the same
data-oblivious policy, i.e., secret-dependent addresses are forbidden. However, GPUs use
high-capacity on-package memories and provide explicit control over data movement in
and out of these memories using a separate local address space (unlike CPU caches).
Secret-dependent accesses to these on-package memories (using blinded local addresses)
can be executed without causing timing differences visible to an adversary, providing
opportunities for optimizing data-oblivious algorithms. On the other hand, GPUs are more
general-purpose than fixed accelerators such as Gemmini and might not be able to benefit
from row-wise DIFT. We leave such research as future work.

5.2 BliMe Linter

5.2.1 Introduction

The practical deployment of hardware-assisted mechanisms for protecting sensitive data
against remote adversaries faces a fundamental challenge: bridging the gap between
hardware security guarantees and existing software ecosystems. While BliMe demonstrates
how hardware-enforced taint tracking and data obliviousness can efficiently protect data
confidentiality against both direct access and side-channel leakage, its stringent security
policy requires software to adhere to constant-time programming principles that most
existing codebases do not follow. In order for such software to run on BliMe, its executable
needs to be adapted into a form that avoids secret-dependent control-flow branches and
memory accesses. Since manually identifying potential data leaks is a complex and error-
prone task, a compiler-based tool is needed to automatically identify potential violations in
source code.
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In this work, we introduce the BliMe linter, a set of compiler extensions that analyze
LLVM bitcode to identify possible Blinded Memory (BliMe) violations. At the core of our
constant-time code linter is a taint-tracking engine that propagates taint statically but
with the same policy as enforced by the BliMe hardware at runtime. To detect information
flows within the program, we build on a state-of-the-art static analysis tool, SVF [180],
that uses value flows to track relations in programs (Section 5.2.2). SVF alone, however, is
not enough to detect all BliMe violations. We discuss the reasons for this, as well as how
we improve the analysis to account for it, in Section 5.2.3. Concretely, our contributions
are as follows.

1. The BliMe linter, a set of compiler extensions to identify potential BliMe violations
in LLVM bitcode (Section 5.2.3)1 .

2. An evaluation of the BliMe linter on the oblivious instruction set architecture (OISA)
benchmarks and TensorFlow Lite, including two case studies that demonstrate the ef-
fectiveness of the BliMe linter in identifying the root cause of violations (Section 5.2.4).

3. A discussion of challenges and possible improvements for future work, including
automatic transformations of non-compliant code (Section 5.2.5).

5.2.2 Background – SVF

Compilers often need to determine how values affect or propagate to other values. One
way to do this is via static program analysis, specifically value flow analysis. Value flow
analysis resolves dependencies between variables in the program. SVF [180] is a state-of-
the-art value-flow analysis tool. It splits the analysis into two steps that are performed
iteratively: pointer analysis, and value-flow construction. Pointer analysis determines the
set of locations each pointer can refer to. Value-flow construction takes the results of the
pointer analysis and uses it to create a sparse value-flow graph (SVFG), which represents
the dependencies between values as a directed graph. If further precision is required, the
SVFG can be fed back to the pointer analysis step to improve its precision, resulting in
further improvement to the SVFG.

5.2.3 Design & Implementation

The main requirement for the BliMe linter is that the analysis must be sound but not
necessarily complete. This means that the analysis may fail to mark certain BliMe-compliant

1Open-sourced at https://github.com/ssg-research/BliMe-linter
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Figure 5.6: The BliMe Linter Overview.

1 __attribute__((blinded)) char x = 123;

2 __attribute__((blinded)) char *y = new char[10];

Listing 2: Examples of using the blinded attribute.

code as safe, but code reported as safe by the linter must have no violations on the actual
BliMe hardware.

The high-level design of the BliMe linter is shown in Figure 5.6. The input to the
BliMe linter is the source code, annotated to mark which data is sensitive, e.g., a secret key.
Internally, the BliMe linter is divided into two steps (Analysis and Validation). The Analysis
step uses the sensitive data annotated by the developer as taint sources and performs
static taint-tracking analysis to identify where the taint can propagate throughout the
program. The Validation step then identifies all locations in the program that might use
tainted data in a non-BliMe-compliant manner, and creates a violations report. Note that
since the analysis is not complete, the presence of violations in the final report does not
necessarily mean that the executable will not run on BliMe; the violations might be a result
of over-approximations of the analysis as discussed in Section 5.2.5. On the other hand, if
the violations report is empty, the executable is guaranteed to run on BliMe.

Developer Interface

Since the BliMe linter relies on developer annotations to identify sensitive data, we
introduce a new C++ Clang attribute (blinded) that the developer can attach to variables
in the source code. The attribute works similar to the C/C++ type qualifiers such as const
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and can similarly be applied to primitive types and complex types such as structures and
pointers. The example in Listing 2, shows a blinded primitive type (char x) and a pointer
to an array of blinded characters.

We have extended the Clang front-end to recognize the blinded attribute and pass
them on in the lowered LLVM intermediate representation (IR), which is then passed to the
Analysis step. As the LLVM compiler pipeline may drop unknown attributes, we schedule
our analysis pass before other LLVM IR passes that may discard them.

Whole-program LLVM

When compiling C++ projects with more than a single .cpp file, build systems usually
compile each file to a separate object file and then links all object files together at the end
to produce an executable. Thus analyses or optimizations across modules at the LLVM IR
level are not possible. To solve this issue, we use whole-program LLVM (WLLVM) [205].
During compilation, WLLVM generates LLVM bitcode for each compilation module and
adds it to a custom ELF section in the corresponding object file. When the final executable
is linked, WLLVM concatenates all bitcode sections from the linked files and adds them to
a section in the ELF executable. A WLLVM tool can then be used to extract and link the
bitcode. The result is a bitcode file that represents the entire program. This allows us to
easily analyze the entire program (i.e., across modules) using a single input bitcode file.

Analysis

As shown in Figure 5.6, the Analysis step consists of two parts that are also performed
iteratively: Taint Tracking and Function Cloning. Taint Tracking uses static value-flow
tracking to propagate taint from the taint sources to the rest of the program. If there are
any functions with newly tainted arguments, they are cloned, and the compiler then start
another round of Taint Tracking. If there are no functions with newly tainted arguments,
the compiler exits the Analysis step.

Taint Tracking We adapt the state-of-the-art SVF [180] tool to perform static value-flow
tracking in the Taint Tracking step. From SVF, we first obtain a SVFG, which shows the
dependencies between values. We then traverse the SVFG breadth-first and propagate taint
from the taint sources to the rest of the program along the edges of the SVFG.

There is one case, however, which is not covered by SVF: implicit flows, which are
information flows from a condition to value assignments that depend on this condition. As

70



a partial remedy for this gap, we propagate taint for LLVM select instructions. We use
LLVM’s internal def-use chains to detect such cases and propagate taint from the condition
to the output. However, the BliMe linter intentionally does not handle all implicit flows
as this would produce many warnings, making it harder to identify the root branching
violation. Instead, we rely on the developer using an iterative “find-and-fix” approach until
the BliMe linter reports no violations (indicating that the program is now BliMe-compliant).
We discuss this further in Section 5.2.4.

Function Cloning We introduce function cloning to improve the context-sensitivity of
the analysis. A single function can be called from many call sites in the code. When taint
propagates to the arguments of this function, we must track the taint within the function
and, if the return value is tainted, propagate the taint back to the call site. However, doing
this without function cloning can cause two issues:

1. Return value over-tainting: If a function returns a tainted value at only a subset
of its call sites, tainted return values will incorrectly propagate taint back to all call
sites, even those not within this subset. For example, if a simple add function is
called with tainted arguments at site a○ and untainted arguments at site b○, taint
will propagate back to the return value at both sites. With function cloning, the
function called at a○ will be a taint-propagating clone of that called at b○, and only
the return value at a○ would become tainted, as expected. Another example is when
two calls use tainted arguments, but only one should have a tainted return value.

2. Forward call over-tainting: The situation described above can also occur for
forward calls. A function called with tainted arguments can propagate these arguments
to other functions calls within it. Consider the add example above. Without function
cloning, if the add function calls another function, e.g., copy, with add’s tainted
arguments, every call to copy will result in taint propagation, significantly increasing
unnecessary taint.

One drawback to function cloning is the increased code size caused by the additional
functions. However, this is a reasonable trade-off considering the issues discussed above.

5.2.4 Evaluation

To evaluate the soundness of the BliMe linter, we first analyze the soundness of SVF. While
the authors [180] do not claim any soundness guarantees, we believe it is safe to assume
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that SVF is sound with respect to explicit value flows as per its design. Therefore, up until
the first time tainted data flows into a condition (e.g., the condition in an if-then-else, or
the condition in a select instruction), our analysis is sound. Beyond this point, we can no
longer provide soundness guarantees. In other words, we make no claims that if violations
are reported, that they are the only violations. However, once a developer transforms a
violating condition to a BliMe-compliant form, and reruns the analysis, our soundness
guarantees will hold further along the program’s execution paths. Through an iterative
process, we can therefore claim soundness as follows: if the BliMe linter does not report
any violations, then the program is guaranteed to work on BliMe.

Linter Results Spike Results

Program LOC Memory Branch Memory Branch

binary search 34 1 3 0 2
dijkstra 188 6 5 5 1
dnn 77 0 0 0 0
find max 30 0 1 0 1
int sort 98 0 1 0 1
kmeans 106 0 2 0 2
matrix mult 58 0 0 0 0
page rank 101 3 0 3 0
PQ 148 0 4 0 4

freqmine 2205 196 131 541 119
swaptions 1163 3 35 230 199

label image 1,154,882 4,047 13,101 1 27

Table 5.2: Results of running the BliMe linter on the OISA benchmarks, PARSEC bench-
marks and TensorFlow Lite. We compare the reported violations with results obtained
dynamically on BliMe-Spike. LOC indicates lines of code.

We further evaluate the BliMe linter empirically against a debug-enabled implementation
of BliMe on the RISC-V Spike emulator, which we call BliMe-Spike. This debug-enabled
implementation does not fault when it identifies BliMe violations, but instead produces
warnings that identify the offending instructions. This allowed us to run each executable
only once to obtain several violations instead of having to “fix” and rerun the executable
for each one. Due to its dynamic nature, BliMe-Spike has the following properties.
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• It can only identify violations that are on the execution path. This results in a list of
violations that is a subset of that produced by the BliMe linter.

• It intentionally does not propagate taint through implicit flows. It will correctly report
a violation on a branching condition that uses a blinded value, but will not propagate
this violation to assignments performed within the violating then/else branches that
would be unreachable with BliMe enforcements enabled. This is because BliMe-Spike
does not understand high-level program semantics and therefore cannot reason about
where the branches end. The other design choice would have been to propagate taint
to all assignments after the branching violation, but this would produce many false
positives and would reduce the overall usefulness of the output.

• The same violation can result in many duplicate outputs. For example, a branching
violation within a for loop that performs 100 iterations will produce 100 warnings
instead of one. BliMe-Spike’s output therefore requires post-processing to remove
duplicates.

We selected several applications for the empirical evaluation: the OISA benchmarks [218],
two PARSEC benchmarks, and an image classification example from TensorFlow Lite [1].

OISA

Yu et al. use a suite of benchmarks to evaluate OISA by comparing the performance before
and after the benchmarks are made constant-time. We therefore use the non-constant-time
versions as a starting point for our evaluation. We compile the OISA benchmarks, using
the same sensitive inputs as Yu et al. and annotating them with the blinded attribute
to mark them as taint sources. We then compare our analysis results with the violations
reported by BliMe-Spike. The results are shown in Table 5.2. We present two case studies
from the OISA benchmarks that show the effectiveness of the BliMe linter.

find max Our first case study uses the find max benchmark, which is a simple program
that scans an array of secret values and finds the maximum value in that array. We show
the source code for find max in Listing 3.

As can be seen in the listing, we add the blinded attribute to the arr pointer parameter.
This marks the data within the array as blinded. Our analysis correctly identifies a BliMe
violation on line 7. The violation is due to the use of a blinded value (arr[i]) in the
condition of a branch. The BliMe linter has an optional feature to output LLVM IR that
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1 void FindMax(

2 __attribute__((blinded)) int arr[],

3 int* max_idx,

4 int* max_val){

5 *max_val = -1;

6 for (int i = 0; i < N; i++){

7 if (arr[i] > *max_val){

8 *max_idx = i;

9 *max_val = arr[i];

10 } } }

Listing 3: Source code of OISA benchmark find max for finding the maximum value.

contains taint attached to instructions as debugging metadata. The IR output from the
find max analysis is shown in Listing 4.

1 %8 = getelementptr inbounds i32,

2 i32* %0, i64 %7

3 %9 = load i32, i32* %8, align 4, !t

4 %10 = icmp sgt i32 %9, %6, !t

5 br i1 %10, label %11, label %14, !t

Listing 4: LLVM IR of BliMe violation in the find max benchmark.

Instructions marked with a !t represent blinded data. %8 is the pointer to a[i], i.e.,
&a[i]. Note that it is correctly not marked as blinded. The following load fetches the
blinded data from the array and stores it in %9, which is correctly marked as blinded. Taint
is propagated by the analysis to %10, which is then used as a condition in a branching
instruction on the following line, resulting in a BliMe violation.

page rank For the page rank benchmark, we examine the violation shown in Listing 5.
graph is a pointer to a blinded struct representing the secret graph of web pages. This
causes two violations on line 3. The first is when numOutEdges is loaded, and the second is
when it is stored (after incrementing). The exact taint propagation is shown more clearly
in the LLVM IR in Listing 6. %10 loads the value of e->src, which is blinded. A pointer
(%12) is derived from this value and used to load numOutEdges (%13). This is marked as a
violation due to a load using a blinded address. The same pointer is then used again to
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store the incremented value on the line 7, resulting in another violation, this time due to a
store using a blinded address.

1 for(int i = 0; i < numEdges; i++){

2 Edge* e = &graph->edges[i];

3 graph->vertices[e->src].numOutEdges++;

4 }

Listing 5: Source code snippet of load/store violation in OISA benchmark page rank.
graph is a pointer to a blinded struct. There are two violations reported on line 3: a store
and a load.

1 %10 = load i32, i32* %9, align 4, !t

2 %11 = sext i32 %10 to i64, !t

3 %12 = getelementptr inbounds %struct.Vertex,

4 %struct.Vertex* %5, i64 %11, i32 2, !t

5 %13 = load i32, i32* %12, align 8, !t

6 %14 = add nsw i32 %13, 1, !t

7 store i32 %14, i32* %12, align 8, !t

Listing 6: LLVM IR of BliMe violations in the page rank benchmark.

PARSEC

We select two benchmarks (swaptions and freqmine) from the PARSEC suite and mark
their inputs as taint sources. They are selected based on easiness of RISC-V cross-
compilation, which is not readily supported in PARSEC. For freqmine, we taint data as it
is read from the input file. swaptions generates random inputs instead of reading them
from a file; we taint the inputs immediately after they are generated. The results for the
BliMe linter and BliMe-Spike are included in Table 5.2.

TensorFlow Lite

For TensorFlow Lite, we used the image classification example, label image, marking
the input image as sensitive. With BliMe-Spike, we obtained 27 branching violations and
1 memory access violation. 17 of the 27 branching violations were due to uses of the
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std::max and std::min function in libc. 17 of all violations were in the gemmlowp matrix
multiplication library used internally by TensorFlow.

With the BliMe linter, we faced challenges when running our Analysis iterations on the
image classification example. Attempting to run the Analysis until no further iterations
were required (i.e., function cloning produced no changes) resulted in a run-time greater
than 70 hours and memory usage greater than 110GB. We discuss this in more detail in
Section 5.2.5. Our analysis was eventually killed due to lack of resources and we therefore
decided to disable function cloning and rerun the analysis. Our memory usage was still
high (≈ 80GB) but run-time was significantly lower (≈ 24 hours). As a result, however,
the analysis was imprecise and there was a significant amount of taint over-approximation.
This is evident in the results shown in Table 5.2. We discuss the challenges of using our
approach for large programs in Section 5.2.5.

5.2.5 Discussion & Future Work

SVF execution

One challenge we faced when applying the BliMe linter to a large executable such as
TensorFlow was SVF’s very long run-time and high memory overhead, which align with
reports on SVF’s GitHub page. The cause of this is two-fold. The first is that pointer
analysis takes a long time to cover the entire executable. The second is the SVFG generation
process itself.

One of the reasons the analysis takes a long time is that SVF builds an SVFG of the
entire program without considering where the taint sources are located. A possible solution
is to limit the analysis to the parts of the program that might contain taint and build
the SVFG in tandem with taint propagation. For this to work, the SVFG generation
process would first start at the taint sources, and incrementally build the value flow paths
propagating from those points. The end result is that the linter would ignore the parts
of the program that never process taint, therefore avoiding unnecessary processing and
improving performance. A potential challenge with this approach is that some steps in
the SVFG generation process might already require analyzing a large part of the program,
e.g., precise alias analysis might require analyzing the entire program to identify aliasing in
seemingly unrelated parts of the code due to global variables.
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Taint over-approximation

As with any static analysis technique, our analysis must make approximations to be
computationally feasible. We choose to use a conservative approach that over-approximates
rather than under-approximates taint. This aligns with our goal of guaranteeing that the
program will run if no violations are reported.

While this is sufficient to guarantee BliMe compatibility for a subset of programs, it
may result in false negatives. We implemented function cloning to achieve partial context
sensitivity and eliminate some false negatives but leave further exploration of more accurate
analyses as future work. Additional source code annotations could also be added to allow
programmers to explicitly denote data as non-blinded to limit the complexity of the analysis.

Applicability

Although we focus in this paper on BliMe, the BliMe linter is applicable to any system that
requires data-oblivious execution. One prominent example is OISA [218], which enforces a
similar policy to BliMe. Furthermore, the BliMe linter’s analysis is useful even for software
that runs on ordinary processors without BliMe or other data-oblivious execution extensions
because it can help developers reason about how their software handles sensitive data and
identify potential leaks.

Transformations

The BliMe linter provides developers with valuable information about potential side-channel
vulnerabilities in their programs. Developers can then use this information to manually
transform the programs to remove these vulnerabilities. However, with a large volume of
vulnerabilities, manual transformations can be cumbersome and time-consuming. Therefore,
a natural next step for future work is to extend the compiler to perform these transformations
automatically. While this might not be feasible in all cases (e.g., if static analysis cannot
identify proper bounds for a blinded pointer), it can significantly reduce the amount of
manual labor required, especially if a program contains many easily-transformed violations
such as conditional select statements.

One way to integrate transformations into the BliMe linter is by using Constantine [30].
Constantine is a set of LLVM compiler extensions that perform control-flow linearization
(CFL) and data-flow linearization (DFL) transformations to produce constant-time code.
CFL is done using a form of predicated execution, which computes a predicate for each
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branch, executes both branches, and masks the results using the predicate to obtain the
correct result and discard the result from the incorrect branch. DFL linearizes array accesses
that use a tainted index by iterating over the entire array using a stride equal to the cache
line size, and selecting only the value at the correct index using the predicate.

BliMe faces two challenges in using Constantine as-is:

Array access expansion Constantine’s array access expansion results in binaries that
are only constant-time on central processing units (CPUs) with a cache line size matching
the chosen stride. Furthermore, the offset of each access from the beginning of the cache
line is derived from the sensitive index. On BliMe, this will cause all the resulting memory
access addresses to also be blinded and thus cause the instructions to fault. We can solve
this by modifying the array access expansion transform to use a stride of one, which results
in no sensitive offset being added to each address and the addresses remaining unblinded.

Select transform Constantine uses x86-specific optimizations such as the cmov instruc-
tion. RISC-V does not have such an instruction, which causes IR select instructions
to be lowered to conditional branching instructions in assembly. Thus integration with
Constantine must include special handling for IR select instructions.
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Chapter 6

Program-Counter-Based Isolation

6.1 Introduction

In traditional operating systems, workload isolation follows process boundaries and privilege
levels, relying on the fundamental abstraction that each process executes in a separate
virtual address space with distinct memory mappings. The operating system kernel, running
at elevated privilege, mediates all interactions between processes through well-defined system
call interfaces, ensuring that untrusted user code cannot directly access another process’s
memory or resources. This isolation is enforced through page-based memory protection,
where the memory management unit (MMU) checks permissions stored in page table entries
on every memory access. Page permissions specify whether a page can be read, written, or
executed, and whether it is accessible from user mode or kernel mode, enabling the kernel
to prevent user processes from accessing kernel memory and to enforce write protection on
code segments. Dynamic libraries mapped into a process context are typically trustworthy
system services or well-established support libraries, requiring no isolation from the rest of
the program.

Modern software architectures, however, increasingly challenge this assumption. Web
servers routinely handle sensitive cryptographic keys while processing requests from po-
tentially compromised code paths. Mobile applications integrate third-party libraries for
functionality ranging from analytics to payment processing, each representing a potential
security vulnerability within the application’s address space. These scenarios demand
in-process isolation mechanisms that can protect sensitive data and trusted code from un-
trusted components within the same process. The real-world importance of robust in-process
isolation is underscored by vulnerabilities such as CVE-2021-32629, a sandbox escape in
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the Wasmtime and Lucet WebAssembly runtimes that allowed attacker-controlled code to
access memory outside designated sandbox boundaries due to a code generation bug in the
Cranelift compiler [33].

Software-based fault isolation (SFI) [196] techniques provide in-process isolation by
designating specific memory regions for component code and data, then enforcing that all
memory references remain within designated boundaries through compile-time instrumen-
tation or binary rewriting. While SFI provides a software-only solution, it suffers from
significant performance overhead and requires either compiler instrumentation or expensive
runtime binary analysis. Moreover, SFI primarily constrains memory accesses and must
be combined with orthogonal control-flow integrity mechanisms to prevent control-flow
hijacking attacks.

An alternative approach to in-process isolation uses the existing page-based memory
protection infrastructure by assigning different page permissions to trusted and untrusted
code and data regions. However, this approach incurs high overheads because changing page
permissions requires modifying page table entries and flushing translation lookaside buffer
(TLB) entries, operations that can take thousands of cycles. For applications requiring
frequent domain transitions—such as web servers accessing cryptographic keys or mobile
applications calling into third-party libraries—the cumulative cost of TLB flushes renders
page-table-based in-process isolation impractical.

Recognizing these limitations in both software-based and page-table-based approaches,
hardware vendors have introduced permission overlay mechanisms to enable efficient in-
process isolation. Intel Memory Protection Keys (MPK) [135] and Arm Permission Overlay
Extensions (POE) [202] allow software to assign pages to protection domains and rapidly
modify permissions for entire domains by writing to a permission overlay register (POR).
Unlike traditional page table modifications that require expensive TLB flushes, POR
updates can be performed from userspace in tens of cycles, enabling practical sandboxing
of performance-critical components.

However, permission overlay mechanisms introduce a fundamental security vulnerability
that undermines their effectiveness as standalone isolation primitives. The POR write
instructions that modify permissions are executable from userspace, meaning an attacker
who achieves arbitrary code execution within a sandbox can directly manipulate the POR
to escalate privileges and bypass all isolation guarantees. This architectural flaw forces
permission overlay systems to rely on complementary protection mechanisms. ERIM [194]
employs binary inspection to identify and rewrite all instances of POR write instructions
in application code, ensuring that permission modifications occur only at designated call
gates. While ERIM’s approach adds minimal runtime overhead, it requires either trusted
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compilation or runtime binary analysis, complicating deployment and limiting compatibility
with legacy code and proprietary libraries. Hodor [89] takes a different approach, using
hardware watchpoints (debug registers) to vet each execution of the POR write instruction
at runtime, ensuring it occurs only in authorized contexts. This approach avoids binary
rewriting but introduces measurable performance overhead, ranging from 1.5% to 9.85%
depending on the switching rate and workload characteristics.

This chapter presents Program-Counter-Based Isolation (PBI), a novel hardware mech-
anism that eliminates the fundamental security vulnerability in permission overlays by
incorporating source→target access control semantics into the hardware permission
checks, represented by a src id and a tgt id, respectively. The src id is determined by
the location of the executing instruction, i.e., the program counter (PC). The tgt id is
determined by the target address of the load, store or jump instruction.

Beyond the core isolation mechanism, PBI introduces permission inheritance to address
a practical challenge that arises when sandboxed code must interact with trusted shared
libraries. Traditional isolation approaches face a dilemma: either grant libraries elevated
permissions, creating confused deputy vulnerabilities, or maintain separate copies of libraries
for each sandbox, introducing memory and cache overheads. PBI’s permission inheritance
allows library code to automatically adopt the permissions of its caller, enabling efficient
code sharing without compromising security. When sandboxed code invokes a trusted
library function, the library executes with the sandbox’s restricted permissions, preventing
it from being exploited to perform unauthorized operations on the sandbox’s behalf.

Our evaluation demonstrates that PBI achieves its security goals while maintaining
performance competitive with unprotected execution. The primary source of overhead in PBI
stems from additional context switch costs for saving and restoring PBI registers. However,
our experiments show this overhead is negligible—geometric mean of 0.2% across SPEC
CPU2017 benchmarks [177]—because the additional registers represent a small fraction of
the total architectural state swapped during context switches. Compared to permission
overlay systems that employ binary scanning or hardware watchpoints, PBI eliminates
these secondary protection mechanisms entirely, resulting in simpler implementations with
smaller trusted computing bases and fewer opportunities for security vulnerabilities.

In summary, this chapter makes the following contributions:

1. We present Program-Counter-Based Isolation (PBI), a hardware mechanism for
in-process isolation that incorporates the program counter into permission checks,
enabling automatic domain transitions without explicit permission register updates
and eliminating the attack surface introduced by userspace-executable permission
modification instructions (Section 6.5.1).
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2. We introduce permission inheritance, a mechanism that allows trusted library code to
safely execute with caller permissions, enabling efficient code sharing across mutually
distrusting protection domains without requiring separate library instances or explicit
permission updates (Section 6.5.2).

3. We implement (Section 6.6) and evaluate (Section 6.7) PBI, demonstrating that it
provides robust isolation without requiring binary scanning, instruction filtering, or
other secondary protection mechanisms, while maintaining performance within 0.2%
of unprotected execution for CPU-intensive workloads.

6.2 Background

6.2.1 Permission overlays

Permission overlays enable fine-grained memory protection without expensive system calls
or page table modifications. As shown in Figure 6.1, each memory page page table entry
(PTE) contains a permission overlay index (POI), typically 4 bits, that indexes into a
thread-local POR (or PKRU on Intel x86) to obtain RWX overlay permissions. Final
permissions result from ANDing page table permissions with overlay permissions. The key
advantage is userspace POR modification (EL0 on Arm, userspace on x86). Applications can
dynamically change memory permissions for regions containing multiple pages by updating
register values rather than invoking kernel operations or page table updates. This avoids
TLB invalidations and system call overhead. For example, a just-in-time (JIT) compiler can
assign the same POI to all generated code pages, then toggle write permissions by updating
a single POR bit. This enables rapid switching between code generation (write-enabled)
and execution (write-disabled) phases without kernel involvement. The mechanism provides
spatial efficiency since multiple pages share POIs, and temporal efficiency through fast
permission updates. However, it requires manual permission management and exposes POR
write instructions that attackers could exploit.

While Intel MPK and Arm POE serve similar purposes, they differ in key aspects. Intel
MPK supports 16 domains with 4-bit keys but only controls access and write permissions,
lacking execute control. Arm POE supports 8 domains with 3-bit indices but provides
full RWX control including execute permissions. We build PBI on top of Arm POE as we
leverage the execute permissions to control domain transitions (Section 6.5.1).
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Page Table

PTE 1

PTE 2

POR

Eff. perms 1 Eff. perms 2

Figure 6.1: Permission overlay mechanism. Each PTE contains a POI that indexes into
a thread-local POR to obtain overlay permissions. The final effective permissions are
computed by ANDing the PTE permissions with the overlay permissions from the POR.

Apple Fast Permission Restrictions. Apple first introduced a custom implementation
of POE in their A11 Bionic and S3 system-on-chips (SoCs) in 2017. This was before
Arm introduced their POE specifications in 2022. As such, Apple’s implementation differs
slightly: the hardware does not allow pages to simultaneously have write and execute
permissions (i.e., W⊕X is enforced).

6.2.2 Shadow stack

Shadow stacks are security mechanisms designed to protect control-flow integrity by main-
taining a separate, protected copy of function return addresses. Traditional program stacks
store return addresses on the stack alongside other data including local variables, function
arguments, and saved registers. This creates vulnerability to memory safety violations,
particularly buffer overflows that can overwrite return addresses and redirect program
execution to attacker-controlled code in return-oriented programming (ROP) attacks.

A shadow stack addresses this vulnerability by maintaining return addresses in a
separate memory region with restricted access permissions. When a function is called, the
return address is pushed onto both the conventional program stack and the shadow stack.
Upon function return, the return address from the program stack is validated against the
corresponding entry on the shadow stack. Any mismatch indicates potential tampering and
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triggers a security exception, preventing the compromised return address from being used.

Shadow stacks can be implemented either in software or hardware. Software-based
shadow stack implementations, such as those provided by LLVM’s ShadowCallStack in-
strumentation [173], use compiler transformations to instrument function prologues and
epilogues with code that maintains the shadow stack. These implementations store the
shadow stack in a dedicated memory region and rely on software checks and memory
protection mechanisms to prevent unauthorized access. While software shadow stacks
provide portability and can be deployed on processors without dedicated hardware support,
they incur runtime overhead from the additional instrumentation and may be vulnerable to
attacks that compromise the software-based protection mechanisms.

Hardware shadow stacks offer stronger security guarantees through architectural en-
forcement. Intel introduced Control-flow Enforcement Technology [174], which includes a
hardware shadow stack implementation, in their processors. Similarly, Arm developed the
Guarded Control Stack feature [87], providing analogous protection for Arm architectures.
Hardware implementations ensure that shadow stack memory cannot be modified through
normal store instructions, requiring dedicated instructions that are tightly controlled by the
processor. The processor automatically manages shadow stack operations during function
calls and returns, ensuring that even if attackers achieve arbitrary write capabilities within
the conventional program stack through memory safety vulnerabilities, they cannot corrupt
the protected return addresses stored on the shadow stack.

Beyond protecting return addresses, shadow stacks can be extended to store additional
security-critical metadata that must be protected from software modification. The hardware-
enforced access restrictions and automatic management by the processor make shadow
stacks an ideal location for maintaining security state that transitions across function calls.
This extensibility enables shadow stacks to support advanced security mechanisms beyond
basic control-flow integrity, as demonstrated by PBI’s use of shadow stacks to maintain
permission inheritance state across function boundaries (Section 6.5.2).

6.3 Threat Model

We assume a similar threat model to prior work. Attackers have access to an arbitrary
write primitive inside a sandboxed region of the program. They can use this primitive to
attempt to hijack control of the program, e.g., by modifying function and return pointers
on the stack and heap to launch ROP attacks. However, the write primitive is bound by
the MMU-enforced page protections. Nevertheless, attackers can attempt to disable such
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protections by executing mprotect syscalls or POR write instructions as part of a ROP
attack.

Out of scope are side channel attacks and attacks requiring physical access to the system.
Furthermore, we trust the operating system (OS) to provide adequate isolation between
processes; i.e., processes cannot attack other processes directly without first compromising
the OS. We also assume hardware implementations are free of defects.

6.4 Goals and Challenges

We now present our main goals and challenges.

Incremental adoption Creating radically different and novel architectures with security
in mind from the start, such as CHERI [211], can lead to strong security guarantees. However,
as with the use of memory-safe languages, mainstream adoption becomes challenging as
entire software stacks and developer programming patterns must change to adapt to the
new architectures. With PBI, we therefore purposefully design a security mechanism that
is easily adoptable into existing workflows. Page table permissions are ubiquitous, and
permissions overlays have already gained support from the Linux kernel community with
the introduction of the pkeys API in v4.9 [135]. PBI builds on top of permission overlays
with minimal software changes: page table entries are augmented with a single additional
field (src id), and the POI field is renamed as the tgt id. Furthermore, by using a single
src id for all pages, PBI reduces to permission overlays. This allows easy incremental
adoption as the codebase can be transitioned from traditional permission overlays to PBI
gradually.

Minimal hardware changes In addition to adoption by software developers, we aim
to ease adoption of PBI for hardware vendors. As such, PBI requires minimal hardware
changes. Existing circuitry for the POI field can be used to implement tgt id handling.
Existing permission check circuitry is augmented to handle src ids in parallel, requiring
no additional cycles. As we explain in detail in Section 6.5.2, even with PBI-PI, our design
relies on existing shadow stack features to implement permission inheritance (PI), adding
no additional cycles for hardware that already implements a shadow stack.

Instruction set architecture (ISA) compatibility To ease adoption even further
for both software developers and hardware vendors, we require no ISA-specific feature to
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implement PBI. For PI, shadow stacks are available in both ISAs (Arm Guarded Control
Stack (GCS) and Intel CET).

Flexibility Prior in-process isolation (IPI) designs such as HFI [143] focus on sandboxing
untrusted code and introduce a special “sandbox” central processing unit (CPU) mode.
While they are efficient for the sandboxing use case, they are difficult to adapt to other use
cases such as protecting sensitive keys because that would require an inversion of the trust
model assumed by these designs. Traditional MMU page protection provides a large degree
of flexibility, allowing developers to assign RWX permissions freely. They can therefore
be used as a primitive to implement more sophisticated schemes that target a range of
use cases. We aim to maintain this flexibility. Unlike prior work [143], PBI does not
require a special “sandbox” mode in the CPU, and does not introduce sandbox enter and
exit instructions. Instead, it provides a powerful primitive that can be used to implement
sandboxing efficiently, but can also be used to protect memory in other ways, such as
creating a lightweight in-process trusted execution environment (TEE) where access control
is inverted compared to the sandbox scenario.

6.5 PBI Design

The key idea behind PBI is incorporating the address of the executing instruction into the
permission check for read, write and execute operations. We present 2 variants of PBI:
PBI-Core, and PBI-PI.

6.5.1 PBI-Core

We incorporate source→target access control semantics into the MMU permission checks,
with the source representing where the code is executing from (i.e, the program counter
(PC)), and the target representing what is being accessed (i.e., the target load, store or
jump address). This is done by assigning pages src ids and tgt ids (by setting them in
the corresponding PTEs). All pages must have a tgt id and all code (i.e., executable)
pages must additionally have a src id. On read, write and execute operations, we use
the src id of the PC’s page and the tgt id of the target address’s page to index into a
permission matrix to obtain the effective permissions, as shown in Figure 6.2. Code pages
require a tgt id (not just a src id) because they are used when jumping to the code page,
as described below.
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PTE of PC addr

tgt_id src_id

PTE of target addr

tgt_id src_id

100

Read-Write-Execute 
permissions

Figure 6.2: PBI permission check mechanism. The src id from the PC’s PTE and tgt id

from the target address’s PTE index into a permission matrix to determine effective RWX
permissions for the operation.

The hardware architecture for PBI is shown in Figure 6.3. The src ids and tgt ids
are fetched from the PTEs by the page table walker and cached in the TLB. The current
src id is maintained by the CPU in a new separate register and is updated as the PC
moves between pages. We modify the MMU’s permission check unit to use the current
src id and the target address’s tgt id to index into a permission matrix as described
above; this is done by parallel circuit logic, requiring no additional cycles. The permission
matrix is stored in a set of new CPU registers called PBIRs, where each row is a separate
register containing multiple permission fields. The src id selects the PBIR, and the tgt id

selects the permission field within the PBIR. We use the notation [x→y] to identify the cell
in the permission matrix corresponding to code executing with src id =x reading, writing
or jumping to a page with tgt id =y. We use [x→y][P] to represent the bit of permission
P in [x→y], where P∈ {R,W,X} for read, write and execute permissions, respectively. The
number and size of the registers determines the maximum number of source and target IDs,
respectively. We reserve src id =0 for trusted code which bypasses PBI checks (but must
still adhere to the traditional PTE permissions); our permission matrix’s rows therefore
start from PBIR1 as PBIR0 is not needed. Each CPU core has a separate permission
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Figure 6.3: PBI architecture overview showing CPU core components including the src id

register, PBI registers (PBIRs), and MMU integration with TLB caching of PTE fields
(src id, tgt id).

matrix, making the permissions thread-local. One way to think of the permission matrix
is as an extension of Arm POE where each row corresponds to a POR, and the src id

determines which POR to use. However, unlike Arm POE, PBIRs can only be modified
from kernel space.

In addition to reads and writes, the permission matrix also checks control-flow changes
and transitions across pages (which occur when the PC is incremented as the program
executes), and they are only allowed if [src id→tgt id][X]=1. This allows us to prevent
arbitrary control-flow transfers from one executable part of memory to another, and can
limit the available ROP gadgets at different points of program execution (Section 6.7.1).

To assign src ids, tgt ids and PBIR permissions systematically, we logically partition
memory into domains. A domain is defined as a logically separate security context (e.g.,
a sandbox, or a trusted library), whose code and data pages are assigned a unique set
of src ids and tgt ids1. Domains do not themselves carry any special meaning in the
hardware: they are only logical assignments to systemize how we assign src ids and
tgt ids to different security contexts and how we set their permissions. For permission

1The values of src ids and tgt ids within the domain are arbitrary (as long as they do not match
those in other domains), i.e., there is no requirement to match src id and tgt id values within a domain.
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Figure 6.4: Sandboxing example with two isolated sandboxes in domains A and B, with
trusted code in domain T having full access. The permission matrix for the example is
shown on the right. Solid arrows are reads and writes. Dashed arrows are domain transitions.
Ticks and crosses show which reads, writes or transitions are allowed and disallowed by the
permission matrix.

checks, the hardware directly uses the src id and tgt id of the PC’s and target address’s
pages, respectively, as discussed earlier.

We demonstrate how PBI-Core can be used for sandboxing in the example in Figure 6.4.
Process memory is partitioned to contain trusted code and data in domain T, and two
separate sandboxes in domains A and B. The permission matrix and the src ids and
tgt ids of the pages in the sandbox domains are set up as shown in Figure 6.4. This
configuration disallows any read, write or jump from domains A and B to domain T,
and between domains A and B, effectively limiting each sandbox’s access to its own code
and data (including its own stack and heap). This configuration is written once to the
permission matrix at program start-up through a new syscall (as PBIRs are not writable
from userspace; syscalls discussed below) and requires no updates throughout the program’s
execution. Code executing in any of the domains has the domain’s set of permissions
applied, and transitions from one domain to the next automatically apply the correct set

89



Data
(tgt_id=3)

Trusted code
(src_id=0, tgt_id=0)

Untrusted code
(srd_id=1, tgt_id=2)

Data
(tgt_id=1)

Domain A

Domain T [1→0][X] = 0

[1→4][X] = 1

1-page Trampoline
(src_id=0, tgt_id=4)

src_id

tgt_id

1

0 1 2

XRWRX--

3 4

Figure 6.5: Example showing sandbox exits using trampolines.

of permissions without requiring any PBIR updates. This is in contrast to POE, where
continuous POR writes are required on domain transitions.

Domain transitions

Domain transitions occur when the program attempts to jump from code with one src id

to code with another src id. Transitions from trusted code (with src id =0 for code
pages) to untrusted code are straightforward and require no special handling: src id =0
disables PBI checks and the program can simply jump to the untrusted code.

Transitions from untrusted code (with src id =u) to trusted code (with src id =0 and
tgt id =t), on the other hand, are more challenging. Simply setting [u→t][X] is unsafe
because it gives untrusted code the ability to jump to any part of the trusted code page,
allowing an attacker with arbitrary execution in the untrusted code to easily create gadgets
from the trusted code. As the gadgets would execute with src id =0, bypassing PBI checks,
the attacker can use them for a confused deputy attack to access all of memory.

To perform transitions from untrusted to trusted code safely, we therefore use trampolines,
as shown in Figure 6.5. A trampoline consists of a single code page with the same src id
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as the target code (src id =0 in Figure 6.5), but a different unique tgt id. This allows us
to configure the permission matrix to allow untrusted code to jump to it without allowing
untrusted code to jump directly to the target trusted code. Once execution reaches the
trampoline, it can then jump safely to the trusted code, which is allowed because the
trampoline has src id =0 and can bypass PBI checks.

Inside the trampoline is a single direct jump instruction (to the trusted code’s entry
point). We use a direct jump instruction, rather than an indirect one, to prevent attackers
from changing the target of the jump through register manipulation. The remainder of the
page is padded with nop instructions to ensure it is gadget-free. We use a single page for
the trampoline because that is the smallest granularity that allows us to assign permissions
to the direct jump instruction that we need.

System calls

System calls provide the interface through which user-space applications can request services
from the operating system kernel. They allow applications to perform privileged operations,
such as modifying memory protection attributes or accessing hardware resources, that
cannot be performed directly from user space due to security restrictions.

Because the PBIR registers can only be modified from kernel space, we introduce a
new system call to allow trusted code to configure the permission matrix. This system call
accepts parameters specifying which PBIR to modify and what permission values to set,
enabling applications to establish their desired isolation policies at program initialization.
The permission matrix, once configured, typically remains static throughout program
execution, with domain transitions automatically applying the appropriate permissions
without requiring further PBIR updates.

To prevent untrusted code from compromising the security guarantees of PBI, we add
mandatory access control checks to all system calls that could modify PBIRs or page table
permissions. These system calls read the src id from the calling thread’s task struct to
determine whether the request originates from trusted code. Only code executing with
src id =0 is permitted to invoke these privileged operations. If a system call detects that
it has been invoked from code with src id ̸=0, indicating an attempted call from untrusted
code, the system call immediately redirects control to a predetermined signal handler located
within the program’s trusted code region. This signal handler is registered at program
start-up through another new system call, allowing the trusted code to establish appropriate
error handling or security responses for such unauthorized attempts. This mechanism
ensures that even if an attacker gains arbitrary code execution within an untrusted domain,

91



Data
(tgt_id=2)

Untrusted code
(src_id=2, tgt_id=1)

libc
(src_id=1, tgt_id=0)

Domain A

Data
(tgt_id=3)Domain B

Domain L

1

2a

2b

Effective
src_id=2src_id

tgt_id

2

0 1 2

-RWRXRX

3

RWX tgt_id=0

PTE of code page in Domain L

src_id=1

1 == inherit

Figure 6.6: Confused deputy attack scenario where sandboxed code in domain A attempts
to use shared library code (libc) in domain L to access data outside its sandbox. The
permission matrix and PTE for domain L is shown on the right. The src id is set to 1
to mark the code page as inheriting, resulting in the effective src id being 2 when libc is
called from domain A. Note that the first row of the permission matrix now starts with
PBIR2 as PBIR1 is no longer needed.

they cannot escalate privileges or reconfigure the isolation boundaries enforced by PBI. We
discuss additional vulnerable system calls identified in prior work [44] in Section 6.8.

6.5.2 PBI-PI

In many use cases, PBI-Core is a sufficient primitive to provide effective protection. However,
consider the situation in Figure 6.6. Domain L contains trusted library code, e.g., libc, that
we would like to share with the untrusted code in domain A. With PBI-Core, we can set
up the permission matrix to allow the sandboxed code to jump to domain L in order to
use the shared library 1○. This allows the sandbox to use the shared library to operate
on data within the sandbox 2a○. However, this also introduces a confused deputy attack:
the sandboxed code can also use the shared library to access data outside the sandbox 2b○.
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Figure 6.7: Extended shadow stack structure for PBI-PI. Each frame contains the return
address and the effective source ID of the caller. The stack grows downwards.

With PBI-Core, it is not possible to allow 1○-2a○, and at the same time disallow 1○-2b○.

We therefore propose PBI-PI: PBI with Permission Inheritance. Permission inheritance
allows the developer to set shared code pages as “inheriting”, making them inherit the
src id of the caller. We reserve a specific src id value (1) to signify that a page is
inheriting. Revisiting Figure 6.6, by assigning src id =1 to the code pages of domain L,
we mark it as inheriting. As a result, the jump from the sandboxed code to libc 1○ does
not change the effective src id; it remains 2. Therefore, the permission check is applied
as if the sandboxed code itself is executing, allowing 2a○ but disallowing 2b○, as intended.
Since we now also reserve src id =1 for inheritance, we can remove PBIR1 and start the
first row of the permission matrix with PBIR2.

Function returns to an inheriting page present a challenge. We cannot simply use the
src id of the function to which we are returning. We must instead determine the src id

this function has inherited from its own caller. We therefore keep track of the effective
src id on the hardware-protected shadow stack, e.g., Arm GCS. On each function call, we
push a new stack frame consisting of the current effective src id along with the return
address, as shown in Figure 6.7. By relying on the hardware-protected shadow stack instead
of the traditional program stack, we avoid modifying the application binary interface (ABI)
for the traditional program stack, and also enable hardware protection for the effective
src ids, which must not be directly modifiable by software.

Figure 6.8 shows the architecture for PBI-PI, illustrating how the effective src id

calculation logic is integrated into the CPU pipeline and how the shadow stack is extended
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Figure 6.8: PBI-PI architecture overview showing CPU core components including the
effective src id register, PBIRs, shadow stack with extended frames, and MMU integration
with TLB caching of PTE fields (src id, tgt id).

to store PI information. The architecture maintains PBIRs (PBIR2-PBIR7) that form the
permission matrix, while the TLB caches the additional PTE fields (src id, tgt id) to
avoid performance penalties during permission checks.

6.6 Implementation

We implement PBI-PI on QEMU [159] for functional testing, and add support for PBI-PI
in the Linux kernel by extending the pkeys application programming interface (API) [135]
and adding system call checks.

QEMU modifications We modified the AArch64 target to support the additional PTE
fields required by PBI-PI. The CPU state structure was extended to include the src id

and PBI registers (PBIR2-PBIR7) that store the permission matrix. We implemented the
permission matrix lookup logic in the memory access paths and extended TLB structures
to cache the src id and tgt id fields from PTEs. The effective src id calculation logic
is triggered automatically when the PC crosses page boundaries or when a jump, branch
or return instruction is executed. For PI, we implemented shadow stack extensions that
automatically push and pop the effective src id during function calls and returns.
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Linux kernel modifications The Linux kernel’s pkeys API [135], introduced in version
4.9, provides three primary system calls for managing memory protection keys. The
pkey alloc system call allocates an available protection key from the limited hardware-
supported set, returning a key identifier that applications can use to tag memory regions.
The pkey free system call releases a previously allocated key, returning it to the available
pool for subsequent allocation. The pkey mprotect system call extends the traditional
mprotect interface by accepting an additional key parameter alongside the standard memory
address, length, and permission arguments, enabling applications to simultaneously configure
both conventional page permissions and protection key assignments for a memory region.

For our implementation, we modified the Linux kernel’s pkeys API to add support for
PBI-PI. We extended the existing pkey mprotect system call to accept an additional src id

parameter and reuse the existing pkey parameter to be the tgt id, allowing applications to
simultaneously set both src ids and tgt ids in the relevant PTEs. We added 2 new system
calls: pkey set pbir for setting PBIRs, and pkey register signal handler for setting
the signal handler in trusted code for failed system call checks. We added system call checks
to mprotect, pkey mprotect and pkey set pbir to read the src id in the calling thread’s
task struct and check that it is 0. If it is 0, the system call is allowed to continue. Otherwise,
the kernel calls the signal handler registered through the pkey register signal handler

call. We also extended the memory management subsystem to handle the new src id field,
and the context switch code to save and restore PBIR values.

6.7 Evaluation

6.7.1 Security

Protection Against Control-Flow Hijacking Attacks

PBI provides inherent protection against control-flow hijacking attacks, including ROP
and jump-oriented programming (JOP), by fundamentally limiting the code available to
an attacker at any point during program execution. Unlike traditional memory protection
schemes where permissions are properties of memory regions alone, PBI incorporates the
location of the executing instruction into every permission check, creating execution-context-
dependent access control.

In traditional systems without PBI, an attacker who achieves arbitrary code execution
within a sandboxed component can construct ROP or JOP chains using gadgets from
any executable memory region accessible to the process, including trusted libraries and
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1 # Trusted Library (Domain T):
2 0x1000: pop rax; ret # Gadget 1
3 ...
4 0x1100: mov [rdi], rsi; ret # Gadget 2
5 ...
6 0x1200: syscall; ret # Gadget 3

Listing 7

system calls. The attacker redirects control flow to useful instruction sequences (gadgets)
throughout the address space, chaining their execution to achieve malicious objectives while
adhering to W⊕X protections.

PBI disrupts this attack model by making the availability of gadgets dependent on the
current execution context. When code executes with a restricted src id, the permission
matrix determines which memory regions can be accessed or jumped to based on their tgt id.
Crucially, an attacker executing within an untrusted domain cannot redirect control flow to
trusted code regions, even temporarily, because the permission check [src id→tgt id][X]
will fail. This occurs regardless of whether the attacker has corrupted return addresses,
function pointers, or other control-flow data, because the hardware enforces the constraint
that code executing with src id =u cannot transfer control to pages with tgt id =t when
[u→t][X]=0.

Consider a concrete example with a sandboxed component in domain A (src id =2,
tgt id =2) and trusted code in domain T (src id =0, tgt id =0). The trusted code
contains the instruction sequences in Listing 7. Without PBI, an attacker who compromises
the sandboxed component and gains control over the stack or function pointers can construct
a ROP chain that includes these gadgets from the trusted library. The attacker simply
needs to place the appropriate addresses (0x1000, 0x1100, 0x1200) on the stack or in
corrupted function pointers to chain their execution. Because these addresses reside in
executable memory and W⊕X does not distinguish between execution contexts, all three
gadgets remain available for exploitation.

With PBI enabled and the permission matrix configured such that [2→0][X]=0, the
same attack fails. When code executes from the sandboxed component (PC in a page with
src id =2) and attempts to jump to address 0x1000 in the trusted library (a page with
tgt id =0), the MMU’s permission check unit evaluates [2→0][X] and finds it is set to
0. The jump is denied, triggering a permission fault before the gadget can execute. This
protection applies equally to all three gadgets in the trusted code, effectively removing them
from the attacker’s available gadget space. Importantly, this restriction persists throughout
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the entire execution within the sandboxed component; the attacker cannot temporarily
escalate privileges to access these gadgets without first successfully transitioning through
an authorized entry point (i.e., a trampoline with [2→trampoline tgt id][X]=1).

The security benefit extends beyond individual gadgets. In traditional systems, attackers
can leverage the entire code base of trusted libraries, potentially finding thousands of useful
gadgets. PBI eliminates all gadgets in trusted code from the attacker’s reach when
executing within untrusted domains, dramatically reducing the attack surface and making
it substantially more difficult to construct viable exploit chains with the limited gadgets
available only within the untrusted domain’s own code.

Trampoline security

While trampolines serve as authorized entry points from untrusted to trusted code, their
design ensures they do not introduce security vulnerabilities or expand the attack surface
available to compromised sandboxed components. The security of trampolines rests on three
key properties: minimal functionality, gadget-free construction, and controlled accessibility.

First, trampolines provide minimal functionality by design. Each trampoline consists
of exactly one direct jump instruction that transfers control to a specific, predetermined
entry point in the trusted code. The use of a direct jump rather than an indirect jump is
critical—it prevents attackers from manipulating register values to redirect execution to
arbitrary locations within the trusted code. An attacker who successfully redirects control
flow to a trampoline can only reach the single intended entry point, not arbitrary addresses
within the trusted domain. This stands in stark contrast to allowing direct execution of
trusted code pages, which would permit an attacker to jump to any instruction within those
pages and construct gadgets at will.

Second, trampolines are designed to be gadget-free. After the single direct jump
instruction, the remainder of the page is padded exclusively with nop instructions. This
padding ensures that an attacker cannot find useful instruction sequences within the
trampoline itself to incorporate into ROP or JOP chains. Even if an attacker attempts to
jump to an address within the trampoline other than the start of the direct jump, they will
encounter only nops followed by a transition to another page (subject to another permission
check), thus providing no useful gadget functionality.

Third, trampolines maintain controlled accessibility through the permission matrix.
While the trampoline page has src id =0 like other trusted code, it has a distinct tgt id

that differs from the main trusted code pages. This distinction allows the permission
matrix to be configured such that [untrusted src id→trampoline tgt id][X]=1 while
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[untrusted src id→trusted tgt id][X]=0. Consequently, untrusted code can jump to
the trampoline but cannot jump directly to the trusted code. Once execution reaches the
trampoline and the direct jump executes, the program counter moves to a page with src id

=0, at which point PBI checks are bypassed and the trusted code can execute normally
with full privileges. The attacker gains no additional capability by reaching the trampoline
that they would not have gained through a legitimate function call to the trusted code’s
entry point.

The combination of these properties ensures that trampolines function as secure gateways
that enforce intended control-flow transitions without compromising the isolation guarantees
PBI provides. An attacker executing within a sandbox who corrupts control-flow data can
at most redirect execution to a trampoline’s entry point, which will then transfer control to
the corresponding legitimate entry point in the trusted code. This is precisely the behavior
that would occur during normal, intended operation when the sandboxed code legitimately
invokes trusted functionality.

6.7.2 Performance

Open-source hardware with permission overlays is not available for modification. We
therefore identify several individual factors affecting performance, measure their effect
separately on available hardware, and combine them into a total overhead estimate.

We refer to a baseline without PBI or permission overlays as SimpleBase, and a system
with vanilla permission overlays as POBase. The factors contributing to performance
changes are:

1. Increased context switch times due to the additional PBIRss can reduce performance
compared to SimpleBase and POBase.

2. Removal of POR writes on domain transitions can slightly improve performance
compared to POBase.

Note that neither PBI nor PBI-PI add any additional overhead to a system with existing
shadow stack support.

Increased context switching

We obtain the context switching overhead compared to SimpleBase by adding dummy loads
and stores to the context switch code in the Linux kernel, and measuring the change in
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performance for the SPEC CPU2017 [177]. The dummy loads and stores represent the loads
and stores needed to swap the values of the PBIRs. For our evaluation, we set the number
of PBIRs to 8, corresponding to 4 stp (store-pair) and 4 ldp (load-pair) instructions. We
add the loads and stores in Aarch64 assembly to ensure they are not optimized away by
the compiler. We take a conservative approach and assume every context switch swaps the
PBIRs. In a realistic setting, swapping would occur lazily, eliding the loads and stores for
processes that do not use PBI.

We run all our benchmarks on an a1.metal arm64 AWS instance (16 cores, 32GB
memory) with Ubuntu 24.04 and AWS Kernel v6.8.0-1033. We use a baremetal instance to
ensure more reliable results as virtualized instances provide no guarantee on performance
consistency across reboots. We configure the benchmarks to run 16 copies simultaneously to
match the 16 cores of the a1.metal instance, and use the ref workload. We set the number
of iterations to 2 as recommended by SPEC. We show our results in Figure 6.9 for both
base and peak default CPU2017 configurations. The base and peak configurations represent
moderate and high compiler optimization levels, respectively. Even with our conservative
approach, results show negligible context switching overheads for both, with a combined
standard deviation of 0.73%. This is not surprising as 8 additional registers is only a small
fraction of the large number of registers (≈100 including System Registers) swapped during
context switching on modern Aarch64 processors. Note that in this experiment, we compare
against SimpleBase. POBase already swaps the value of the POR on context switching.
Therefore, against POBase, PBI would have even lower overheads as we would need to
add one fewer dummy load and store. As the overheads against SimpleBase are already
negligible, we do not investigate this further.

POR write removal

In this section, we investigate the speedup gained by eliminating POR writes on frequent
domain transitions. As Arm GCS is not yet available, we perform our evaluation on Intel
MPK-enabled hardware. We modify the Mozilla SpiderMonkey Javascript engine [46],
resulting in 3 variants: 1) unmodified SpiderMonkey (SimpleBase), which uses traditional
mprotect calls to switch permissions for JIT code pages, 2) POBase, which uses Intel MPK
instead of the traditional mprotect calls for fast permission switching, and 3) a variant
that disables all protections, removing mprotect calls and Intel MPK, representing PBI.
We then run a custom Javascript microbenchmark that calls a dummy Javascript function
many times, forcing it to be JIT compiled and causing frequent domain transitions into
and out of the sandboxed JIT function code, resulting in frequent POR writes for POBase
and mprotect calls for SimpleBase. We plot the results for different numbers of function
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Figure 6.9: Percentage change in SPEC CPU2017 intrate runtime showing overhead of
additional PBIR loads/stores during context switches for PBI compared to SimpleBase.
Negative numbers represent better performance for PBI compared to SimpleBase. Base
and peak configurations are the default configurations for base and peak compile options,
representing moderate and high compiler optimizations, respectively. The results show
negligible average overheads.

calls in Figure 6.10. SimpleBase consistently performs worse than POBase and PBI, with
an average overhead of 6.41% compared to PBI (i.e., no protection). POBase shows no
significant overhead (negligible average of -0.45%) compared to PBI, which demonstrates
that POR removal does not provide significant performance improvements.

The combined results from Section 6.7.2 and Section 6.7.2 show that PBI causes no
significant performance change compared to POBase, and improves performance by ≈6%
compared to SimpleBase.
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Figure 6.10: Execution run-time for Javascript microbenchmark on SimpleBase, POBase
and PBI variants of Mozilla SpiderMonkey for different numbers of function calls.

6.8 Discussion & Future Work

Trampolines between mutually distrusting domains The trampoline mechanism
from Section 6.5.1 assumes an asymmetric trust relationship where untrusted code transitions
to trusted code. However, many scenarios involve mutually distrusting domains—where
neither the caller nor callee trusts the other. This arises when multiple sandboxed libraries
interact within the same address space, such as different user-level network stacks or
in-memory databases sharing hardware resources while maintaining isolation.

The primary challenge with mutual distrust is safe stack switching. Each domain
requires its own protected stack to prevent tampering with return addresses and local
variables. When domain A calls domain B, domain A must save its state (stack pointer,
thread-local storage base, and other critical registers) to a location that domain B cannot
access, and domain B must restore its own previously saved state from a location domain
A cannot access. PBI supports mutually distrusting domains by requiring each domain to
manage its own state before a transition. State can be stored on the domain’s private stack
and on entry to the designated entry function (reachable from the trampoline), restored
from it. This approach enables efficient transitions between mutually distrusting domains
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while preserving PBI’s security guarantees.

Compiler tail call optimization Tail call optimization presents a challenge for PBI-PI’s
extended shadow stack implementation. When a compiler performs tail call optimization,
a function transfers control to another function as its final operation, reusing the caller’s
stack frame rather than creating a new one. This optimization improves performance
by eliminating unnecessary stack operations, but creates complications for shadow stack
implementations that expect a strict correspondence between calls and returns.

This challenge is not unique to PBI-PI but rather a fundamental issue faced by all
hardware shadow stack implementations, including Intel CET and Arm GCS. The core
problem arises because tail-optimized calls do not follow the standard call-return pattern
that shadow stacks are designed to protect. When a tail call occurs, the compiler avoids
pushing a new return address onto the conventional stack, but a naive shadow stack
implementation would still push an entry, leading to a mismatch between the shadow stack
depth and the actual call chain.

PBI-PI addresses this issue by adopting the same solutions employed by existing
hardware shadow stack architectures. These solutions include:

1. Compiler awareness – Modern compilers that support shadow stacks emit special
instructions or instruction sequences for tail calls. Instead of issuing a standard
call instruction followed by an immediate return, the compiler generates code that
properly updates the shadow stack to replace the current entry rather than pushing a
new one

2. Shadow stack replacement operations – Hardware shadow stack implementations
provide specialized instructions that atomically update the top shadow stack entry
rather than pushing a new frame. For PBI-PI, this means replacing both the return
address and the effective src id in the current shadow stack frame with values
corresponding to the tail call target.

By relying on these established techniques, PBI-PI maintains compatibility with opti-
mized code while preserving the security guarantees of its extended shadow stack imple-
mentation.

Vulnerable system calls Prior work [44] has shown that POE protections can be
bypassed by exploiting security holes in system calls. The authors found that certain system
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calls do not consider current POE permissions before performing privileged operations on
memory, enabling a confused deputy attack where adversaries can access memory they
would normally not have access to in user space. The authors argue that the kernel’s current
security model does not consider in-process isolation, and that kernel support is necessary
to ensure proper protection for in-process isolation. PBI adds such support to the kernel
by design: modifying the permission matrix can only be done in kernel space, and checks
are added to system calls to guarantee that an attacker cannot modify such permissions.
While we do not include the changes suggested by Connor et al. [44] in our implementation,
a production-ready PBI implementation must include them to prevent the aforementioned
confused deputy attacks.

Applicability to eBPF The extended Berkeley Packet Filter (eBPF) enables user-
provided code execution within the Linux kernel, but vulnerabilities in its static verifier
have led most distributions to disable unprivileged eBPF by default. Recent defenses such
as SandBPF and SafeBPF employ software-based fault isolation or Arm’s Memory Tagging
Extension (MTE) to sandbox eBPF programs at runtime. PBI could provide an alternative
approach by assigning eBPF JIT-compiled code distinct src id values, enabling automatic
permission transitions when invoking kernel helper functions without requiring binary
rewriting. However, eBPF’s kernel-space execution presents unique challenges: permission
matrix configuration must occur through trusted kernel paths rather than system calls, and
helper functions should be assigned src id =0 rather than inheriting restricted permissions
from the calling eBPF code.

6.9 Related work

The field of in-process isolation has a rich history, beginning with traditional SFI tech-
niques [196] that relied on binary instrumentation to enforce memory access boundaries
through runtime checks. Early implementations required exhaustive coverage of indirect
control transfers to maintain isolation guarantees, as any uncovered path could compromise
the software-only protections [133]. More recent academic efforts have introduced hardware
support for SFI: HFI [143] augments the CPU with new sandbox states controlled through
range registers defining permissible memory regions, along with specialized handlers for
system calls and sandbox transitions. Similarly, CLPE [192] proposes ISA extensions that
cryptographically bind pointers to their allocations by placing message authentication codes
in the upper pointer bits and performing implicit checks on memory accesses. While these
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approaches enable effective in-process isolation, they necessitate substantial modifications
to the instruction set architecture.

Recent commodity hardware extensions have enabled more practical hardware-assisted
isolation mechanisms. Intel’s Memory Protection Keys (MPK) have been extensively
investigated in academic research [113, 152, 194, 153, 169]. Systems like MemSentry [114],
Hodor [89] and ERIM [194] have demonstrated MPK’s utility for in-process isolation and
sandboxing applications. ColorGuard [144] further illustrates how MPK-based isolation can
reduce memory overhead in WebAssembly deployments for Function-as-a-Service scenarios.
However, because permission keys remain configurable from userspace, MPK alone cannot
prevent an isolated domain from reconfiguring its own permissions to escape isolation
boundaries following an arbitrary code execution compromise. While MemSentry does
not address this security gap, Hodor and ERIM address it through binary analysis to
verify the absence of exploitable instruction sequences at component load time, with
Hodor relying on hardware watchpoints and ERIM on binary rewriting. However, this
approach requires comprehensive binary scanning that may prove prohibitively expensive
in certain deployment scenarios. NoJITsu [153] applies MPK specifically to JIT-compiled
code, primarily managing write permissions during compilation. To secure permission
modifications, Donkey [169] proposes hardware modifications introducing a privileged CPU
mode accessible only through interrupt-like mechanisms for MPK configuration.

While Intel MPK has dominated academic research in this domain, recent work has
explored alternative hardware primitives. Intel Total Memory Encryption - Multi-Key
(TME-MK) [97] encrypts pages based on page table entry bits and provides integrity
verification through per-cacheline message authentication codes. TME-Box [193] exploits
page aliasing and integrity protection to implement cache-line-granular in-process isolation,
though unlike PBI, it still requires program instrumentation to verify correct page alias
usage and control-flow integrity to prevent inadvertent domain escapes.

Isolation challenges have also been addressed in alternative contexts with similar re-
quirements to protect the permission configuration. Dorami [116] operates within the
RISC-V machine mode, controlling the Physical Memory Protection [103] extension to
isolate the secure monitor from other firmware at the same privilege level. Meanwhile,
EKC [215] tackles Linux kernel module isolation by controlling page tables and interrupt
configurations to separate trusted components from other kernel-level code. Though these
systems target different settings, they share with ERIM and other MPK-based approaches
the characteristic that isolated components can modify their own isolation configuration,
necessitating binary analysis of loaded components to verify that untrusted code cannot
subvert security primitives.
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ARMlock [227] utilizes Arm v7 memory domain support [12] (no longer available in
Arm v8) for in-process isolation. These memory domains are mutually exclusive and linked
to first-level page table entries, resulting in 1MB memory granularity with only one domain
accessible at any time, contrasting with the 16 permission overlays supported by POE.
PANIC [213] takes a different approach, executing untrusted code at Exception Level 1
alongside the kernel while exploiting Privileged Access Never and unprivileged load/store
instructions to realize in-process isolation. To separate unprivileged code from kernel space,
PANIC must intercept and emulate various instructions with privilege-level-dependent
behavior. NanoZone [125], proposed in 2025, employs POE for in-process isolation within
Confidential Computing Architecture [13] domains. It relies on program instrumentation
combined with control-flow integrity to prevent misuse of domain transition instructions,
contrasting with PBI’s approach of program-counter-based permission enforcement that
eliminates the need for explicit domain switching instructions. LightZone [220] implements
in-process isolation on Arm by running each process in kernel mode in its own virtual
machine (VM), and using privileged kernel features to enforce isolation within the process.

LMP [93] presents an alternative hardware-assisted approach that leverages Intel’s
(deprecated) MPX (Memory Protection Extensions) [148] to protect the shadow stack for
efficient backwards-edge control-flow integrity. Unlike information hiding techniques that
rely on address space randomization to conceal shadow stacks, LMP uses MPX’s hardware-
accelerated bounds checking to enforce that only authorized instructions can modify shadow
stack memory regions. However, LMP requires instrumenting store operations with MPX
boundary checks, resulting in an average overhead of 3.9%. Furthermore, LMP focuses on
protecting only the shadow stack region, unlike PBI which provides protection for arbitrary
domains.
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Chapter 7

BLACKOUT

The contents of this chapter are based on the following publication:

Hossam ElAtali et al. “BLACKOUT: Data-Oblivious Computation with Blinded Ca-
pabilities”. In: Proceedings of the 2025 ACM SIGSAC Conference on Computer and
Communications Security. CCS ’25. Taipei, Taiwan: Association for Computing Machinery,
Oct. 2025. doi: 10.1145/3719027.3765169

7.1 Introduction

As demonstrated in the preceding chapters, protecting sensitive data against remote
adversaries requires addressing both direct access threats and side-channel vulnerabilities
simultaneously. On one hand, BliMe provides robust confidentiality guarantees against both
direct access and side-channel leakage through hardware-enforced taint tracking and data
obliviousness. On the other hand, Program-Counter-Based Isolation (PBI) offers efficient
memory protection that ensures data integrity and confidentiality, but lacks protection
against side-channel attacks. The challenge lies in providing an efficient unified system
that provides comprehensive security guarantees. This represents Research Question 4, the
culmination of our systematic investigation into hardware-assisted mechanisms for data
protection. Traditional approaches have so far avoided this unification problem, treating
memory safety and side channels as separate, orthogonal concerns. Memory safety hardware
(such as Capability Hardware Enhanced RISC Instructions (CHERI) [211]) and programming
languages (such as Rust) focus on spatial and temporal memory safety violations to prevent
run-time attacks that lead to direct access. Constant-time programming attempts to
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eliminate side channels by avoiding any secret-dependent behavior in the code. However,
while memory safety has been more successfully tackled by the aforementioned approaches
(CHERI and Rust), constant-time programming has been less successful.

Writing constant-time code by hand is hard, evident from the many flaws discovered in
production side-channel-resistant code [30]. Consequently, industry recommendations urge
all but the most specialized developers to refrain from developing constant-time code [98]
because even slight mistakes can lead to exploitable side channels. For example, central
processing units (CPUs) today do not treat control flow as a secret, thus allowing secret-
dependent control-flow to leak sensitive information through the timing of operations or their
effects on caches in a complex, hard-to-control, but observable way. Optimizing compilers
can transform code intended to be constant-time into functionally equivalent (in terms of
inputs and output) machine instructions but, for instance, branch on a secret value [168,
77]. Similarly, hardware optimizations like speculative execution that are transparent to
software can be exploited to leak secret data through existing side channels [122, 111].
Unlike memory-safety defects, which manifest as crashes or other faulty program behavior
once a bug is triggered, flaws in constant-time programming fail silently and might be
detected only after successful exploitation, if at all.

To address RQ4, we propose BLACKOUT (Blinded Architectural Capabilities and Kernel for
Oblivious Userspace Tasks), a hardware-software extension to the CHERI architecture that
demonstrates how capability-based memory protection can be enhanced with data-oblivious
computation guarantees. BLACKOUT builds upon CHERI’s proven memory safety properties
while adding hardware-enforced side-channel protection, creating a unified architecture that
efficiently protects both data integrity and confidentiality against remote adversaries.

BLACKOUT provides novel blinded capabilities to augment CHERI with hardware-enforced
taint tracking to guarantee confidentiality of secret data against conventional and speculative
side channels. Unlike prior approaches, blinded capabilities avoid the need for additional tag
bits in memory (beyond those employed by the baseline CHERI design). Inside the CPU,
registers are extended with a blindedness bit, which is set when the register is loaded with
secret data. Arithmetic logic unit (ALU) operations incorporate taint tracking, propagating
blindedness bits from operands to destination registers; therefore, any data derived from
secret data is also marked as secret. Instructions operating on such data in registers
ensure that secret data is only written to memory through blinded capabilities which have
exclusive-access to “blinded” areas of memory. Crucially, any attempt to misuse secret
data—such as affecting control flow or as an address in memory operations—results in a
fault, effectively preventing side-channel leakage.

We also present a data-oblivious programming model for CHERI C which, aided by our
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blinded capability-aware Clang/LLVM compiler helps programmers in writing constant-time
code for BLACKOUT. Our changes to the LLVM compiler infrastructure are non-invasive,
consisting of compiler passes that do not interfere with existing compiler optimizations,
but instruct BLACKOUT hardware about blinded variables. BLACKOUT allows developers to
write constant-time code with minimal additional annotations, benefit from compile-time
diagnostics, and turn previously silent constant-time bugs into explicit errors reported
through CHERI’s exception mechanism.

To demonstrate the practicality of our approach, we realize blinded capabilities on
the CHERI-RISC-V architecture on a field-programmable gate array (FPGA) softcore
based on the speculative out-of-order CHERI-Toooba processor and integrate blinded
capabilities into the CheriBSD operating system (OS) and software stack. We evaluate the
area and performance overheads using data-oblivious benchmarks from seminal works in
data-oblivious computing for comparability. BLACKOUT offers the first unified solution to
memory safety and side-channel confidentiality with minimal overhead, addressing
key limitations of existing methods. In summary, our contributions are:

• A hardware-software co-design for blinded capabilities that extends CHERI with the
ability to carry out data-oblivious computation in userspace tasks (Section 7.5).

• BLACKOUT: a realization of blinded capabilities on a CHERI-RISC-V FPGA softcore
based on the speculative out-of-order CHERI-Toooba processor IP (Section 7.6.1).

• A programming model and software stack for blinded capabilities and support for
BLACKOUT in the CHERI-enabled Clang/LLVM compiler and CheriBSD OS, thus
enabling a broad class of applications to benefit from BLACKOUT (Section 7.6.2).

• Evaluation of BLACKOUT using the CoreMark industry-standard performance bench-
mark and data-oblivious benchmarks from prior work, showing minimal performance
impact on data-oblivious code compared to the baseline CHERI-RISC-V proces-
sor (1.5%), and moderate impact compared to a processor with neither CHERI’s
memory-safety nor BLACKOUT enforcement (23.5%) (Section 7.7).

We open-source the artifacts for BLACKOUT’s complete hardware and software stack to
enable reproducibility of our results and to facilitate further research by the community.

7.2 The CHERI capability architecture

CHERI is an instruction set architecture (ISA) extension that integrates a capability-based
hardware-software co-design for memory protection. It extends conventional ISAs with
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➄ Baseline architecture address

Figure 7.1: In-memory representation of CHERI capabilities adapted from Watson et
al. [199]

hardware-supported capabilities to verify memory accesses via code or data pointers. The
CHERI ISA specification [200] defines how capabilities are represented in registers and
memory and offers capability-aware instructions to manipulate them. Current implementa-
tions of CHERI support the RISC-V and Arm8-A instruction sets with CHERI-enabled
processors developed by Arm [83], Microsoft [7] and companies and universities in the
RISC-V ecosystem.

Figure 7.1 illustrates the in-memory representation of a CHERI capability. Each
capability is double the width of the native pointer type: 128 bits on 64-bit platforms
and 64 bits on 32-bit platforms. A single-bit validity tag ➀, stored separately, ensures
integrity by invalidating capabilities manipulated by non-capability-aware instructions.
Capability-aware instructions preserve tags as long as the operation on a capability is
valid but prevent unauthorized manipulation and injection of arbitrary capabilities. These
include the store capability via capability (csc) and load capability via capability (clc)
instructions which are used to store, respectively load, capabilities to and from locations in
memory identified by a capability operand. In a CHERI-enhanced architecture, address and
general-purpose CPU registers are extended to store the full capability representation. For
example, in CHERI-RISC-V, all general-purpose registers are 128-bit capability registers;
the program counter (PC) and stack pointer (SP) are represented by program counter
capability (pcc) and stack pointer capability (csp) registers, respectively. The capabilities
themselves include several fields:

• Permissions (➁) define allowed operations.

• Object type (➂) enables temporary “sealing”, rendering a capability unusable until
it is “unsealed” by a special instruction. This enables opaque pointer types and
fine-grained in-process isolation.

• Bounds (➃) specify the accessible memory range relative to the baseline architecture
address (➄). They are stored in a compressed format [211] to reduce memory footprint,
but require stricter alignment on larger object allocations.
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New capabilities are always derived from an existing capability, with their lineage
traceable to initial boot-time capabilities. CHERI enforces monotonicity ensuring newly
created capabilities cannot exceed the permissions or bounds of their parent. The candperm
instruction allows the permissions of a capability to be dropped according to a given mask,
but not gained. Controlled exceptions, such as sealed capabilities for exception handling
and compartmentalization, allow limited non-monotonicity.

Spatial- and temporal-safety enforcement. The bounds, stored with the virtual
address, underpin CHERI’s spatial memory safety. Each memory allocation is associated
with a capability describing its valid address range and access permissions. This enables
inherent spatial memory-safety properties. To provide temporary safety for heap-based
allocations, CHERI requires a capability revocation mechanism, such as Cornucopia [63].
Cornucopia scans for capabilities pointing to freed memory, allowing such stale capabilities
to be revoked. Extensions to the CHERI software and hardware have also explored
sandboxing [41], and initialization safety [76, 88].

CHERI-enabled software stack. CheriBSD [50] is a modified version of the open-source
FreeBSD operating system, designed to support CHERI-RISC-V both in emulation and
on hardware. It is a fully functional OS prototype, demonstrating how CHERI support
can be integrated into a conventional OS design. The CheriBSD kernel and userspace
can be built in “pure-capability” CHERI C/C++ which means all conventional memory
pointers are replaced by corresponding capabilities by the CHERI-LLVM compiler. In
pure-capability mode, compiler-generated code derives bounded capabilities for automatic
(stack-allocated) variables from the csp. For global variables, the run-time linker populates
a capability-aware global offset table, also referred to as the captable. Capabilities for
heap-allocated data is handled by Cornucopia which is integrated into CheriBSD via a shim
layer, known as the malloc revocation shim (malloc revocation shim), which sits on top of
the underlying BSD libcs memory allocator. Consequently, CheriBSD enforces both spatial
and temporal memory safety for CHERI-enabled software.

7.3 System and Adversary Model

We assume the same system model as in CHERI. We trust the OS to prevent memory
containing sensitive information from being exposed to other processes after a process exits,
either normally or as a result of CHERI exceptions. We assume memory-safety properties
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provided by CHERI, which prevent adversaries from tampering with the program’s control
flow or directly inferring memory contents beyond that which are exposed during normal
program operation. We also assume a data-independent timing (DIT) [128] mode is
available.

We assume the same adversary model as in CHERI. In addition, we assume the adversary
has the ability to observe side channels during a program’s execution, possibly from another
process running on the system simultaneously. In this work, we consider side-channel threats
that can be mitigated by data-oblivious software, including timing side channels, such as
cache timing [149, 217, 85, 40], instruction timing [157] (with DIT) and port-contention
timing [6]. We also consider transient execution attacks that leak information loaded
by mis-speculated instructions within the same address space, such as Spectre [111, 129,
115, 91], in scope, even if mis-training can be done across address spaces [34]. Attacks
with transient instructions that can load data across address spaces, such as Meltdown
and microarchitectural data sampling (including load-store-buffers) [35], and transient
capability forgery, such as Meltdown-CF [68], are out of scope, but can be prevented by
using Capability Speculation Contracts (CSCs) [68]. Attacks that require physical access
to the system, e.g., to measure power consumption, or those through direct memory access
(DMA) peripherals are out of scope.

7.4 Goals and Challenges

In this section, we outline our overarching goals and the primary challenges associated with
them.

7.4.1 Goals and Primary Challenges

Adapting hardware-enforced taint tracking to capability-based architectures.
Our primary goal is integrating data-oblivious computation with the CHERI protection
model. While it may seem straightforward to implement a data-oblivious ISA on top of an
CHERI-enabled architecture, there are two key challenges to overcome. First, the CHERI
architecture is intended to be applied onto conventional ISAs such as RISC-V and Arm.
Bolting an existing data-oblivious ISA (Section 9.2) on top of CHERI will require invasive
changes to CHERI and/or the underlying architecture making real-world adoption less
realistic. Second, significant changes to the architecture will negatively impact performance.
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To address these challenges, we propose enhancing the existing CHERI capability model
with blinded capabilities which ensure data accessed through them is operated on exclusively
in a data-oblivious manner. Memory managed by blinded capabilities is referred to as blinded
memory. This avoids the need to propagate blindedness tags to memory thus overcoming
the drawbacks of simply integrating an existing data-oblivious ISA with CHERI [59, 218].

Practical programming model for blinded capabilities. Our second goal is intro-
ducing a practical programming model for blinded capabilities. CHERI-enabled languages
(CHERI C/C++ [201]) enforce memory-safety properties (Section 7.2) at run-time whereas
data-oblivious ISAs enforce oblivious access to secret data (Section 7.5). Thus, our model
must adhere to both CHERI and data-oblivious properties.

A particular challenge arises because the CHERI compiler occasionally allows memory
accesses without explicit capabilities (e.g., certain stack accesses). To ensure such accesses
do not target blinded memory (which would raise a hardware fault), our blinded capability-
enhanced compiler must explicitly enforce that all accesses to blinded stack variables occurs
through blinded capabilities. We describe this compiler enhancement further in Section 7.5
and Section 7.6.2.

7.4.2 Additional Challenges

Integrating blinded memory management with the CHERI protection model introduces
several additional challenges.

Maintaining capability monotonicity. Introducing blinded capabilities adds new
privileges that must align with CHERI’s existing monotonicity properties. Our design
considers “non-blinded” a distinct permission, which, when removed, permanently classifies
a capability as a blinded capability. This upholds monotonicity—blinded capabilities cannot
be promoted to regular, non-blinded capabilities.

Exclusive access to blinded memory. As blinded capabilities are based on CHERI
capabilities, they inherently face the revocation problem. Deallocated memory regions
may still be accessible through residual capabilities, risking use-after-free vulnerabilities
and inadvertent disclosure of blinded data. Our design addresses this by ensuring new
blinded capabilities obtain exclusive access to newly allocated blinded memory inside the
process. Thus, blinded memory cannot be subject to use-after-free conditions from residual,
non-blinded capabilities to it.
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Figure 7.2: High-level overview of the components of the blinded capability software stack.
Dark gray denotes additions or modifications needed to support blinded capabilities, while
light grey indicates components inherited from the CHERI architecture. White denotes
components without significant changes.

Securely reclaiming blinded memory. Blinded memory must be securely reclaimed,
as residual sensitive data may remain upon deallocation. Since CHERI does not inherently
guarantee memory initialization safety, we need to ensure secure deallocation through
automatic memory clearing with blinded capability-enhanced compiler and a blinded
capability-enhanced allocator (Section 7.6.2).

7.5 Blinded Capability Design

Blinded capabilities introduce a new programming model that developers must follow to
protect their sensitive data. While providing a completely unrestricted programming model
can seem appealing, it 1) cannot guarantee exclusive access to blinded data (Section 7.4.2)
and 2) does not guide the developer towards avoiding hardware faults caused by security
violations. The end result is that the developer must manually analyze and transform their
code to prevent it from faulting. The goal of our programming model is therefore to provide
strong security guarantees for memory safety and side-channel protection by guiding the
developer using compiler warnings/errors, and, where possible, automatically applying code
transformations.
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7.5.1 Software Architecture

Figure 7.2 shows a high-level overview of the blinded capability software stack. Developers
can indicate to the compiler that a variable is sensitive by annotating its declaration with the
blinded attribute ➀. We refer to such variables as blinded variables. The compiler will then
ensure that any accesses to blinded variables are permitted only through blinded capabilities,
guaranteeing that the values of these variables will always be blinded when loaded into
registers. We refer to registers holding blinded data as blinded registers. Blinded memory
can be dynamically allocated using the blinded allocator application programming interface
(API) ➁ which returns a blinded capability. Similarly, the compiler enforces that references
to blinded memory cannot be assigned to non-blinded variables. Inside the compiler,
we modify the Clang front-end to emit blinded attributes to the LLVM intermediate
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1 #define __blinded [[clang:: annotate_type("blinded")]]
2
3 ❶ __attribute__ (( blinded))
4 int data_oblivious_select(bool cond , int x, int y) {
5
6 bool __blinded c; // c declared blinded and
7 // accessed via blinded capability
8
9 int res; // res not declared blinded

10 // but blindedness is inferred
11
12
13 c = cond; // Uses store via blinded capability
14 // (argument already in register)
15
16
17 res = (x * c) + (y * (!c)); // HW propagates
18 // blindedness to res
19
20
21 return res;
22 }

Listing 7.1: Data oblivious conditional select function which returns one of the arguments
x or y based on the value of cond demonstrating the inference capabilities of the blinded
capability-enhanced compiler.

❷

❸ Compiler infers res blinded from ❺

❹ Compiler knows c is already blinded based on declaration

❺ Compiler infers res is blinded from this assignment

representation (IR) of the compiled program ➃. These are used by the blinded capability
analysis ➄ and instrumentation passes ➅ to produce a blinded capability-instrumented
application binary. Global variables annotated with blinded attribute are reserved from a
separate blinded data section by the static linker.

At run-time, the blinded capability-enhanced application ➆ requires platform support in
the form of the blinded allocator ➇ and an OS with a CHERI-capable kernel that has been
altered to ensure its internal handling of capabilities does not trigger blinded capability
violations. C startup code added by the compiler to ➆ is responsible for initializing
capabilities pointing to data in the blinded data section as blinded capabilities. System
software not making use of blinded capabilities does not require modification (apart from
their adaptation to CHERI). We discuss the compiler enhancements and operating system
changes in detail in Section 7.6.2.

7.5.2 Hardware architecture

Figure 7.3 shows the high-level overview of the hardware changes needed to support blinded
capabilities (shown in dark gray) applied to an out-of-order RISC-V core, such as MIT’s
RISCY-OO [221] or Bluespec’s Toooba [145] processor intellectual property (IP). Apart
from the changes introduced by CHERI (shown in light gray) the majority of the changes
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1 void bad_func(bool cond , int x, int *out) {
2
3 int __blinded a = x; // a declared blinded
4 int b;
5
6
7 if(cond)
8 b = a; // HW propagates blindedness to b
9

10
11 *out = a; // HW fault if out non -blinded (I1)
12
13
14 if(a != 0) // Violates I4
15 b = a;
16 else
17 return
18
19
20 if (b != 0) // HW fault if b blinded (I4)
21 *out = a; // HW fault if out non -blinded (I1)
22 }

Listing 7.2: Non-data-oblivious function which attempts to branch on a blinded condition
and write blinded data to a possibly non-blinded output parameter. This code is rejected
by the blinded capability-enhanced compiler.

➀

➁ Compiler undecided on whether b becomes blinded

➂ Allowed by compiler as out might be blinded

➃ Rejected by compiler as blinded a used in control-flow decision

➄ Control-flow allowed by compiler as b might be non-blinded

necessary in the CPU are to facilitate in-CPU taint tracking. In the register file, the
general-purpose capability registers are extended to hold an additional blindedness bit ➀

which tracks whether the register is blinded. The taint-propagation hardware logic ➁ will
in turn ensure that any data derived from these blinded registers, e.g., through arithmetic
operations, will also “be blinded”, i.e., it sets the blindedness bit of the destination register.

All blinded data is bound by a set of invariants (I1 to I5), stemming from the need to
enforce exclusive access to blinded memory (Section 7.4.2), and side-channel prevention.

Exclusive access invariants:

I1 Blinded data cannot be stored into memory using non-blinded capabilities.

I2 No capability of any kind can be stored into blinded memory.

I3 Bounds of valid blinded and non-blinded capabilities must not simultaneously overlap.
However, once a region is released (i.e., is no longer accessible through a valid capability,
e.g., due to heap deallocations or stack frame pops), it can be assigned to future blinded
or non-blinded capabilities.

Side-channel protection invariants:
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Table 7.1: Blindedness bit propagation and side-channel prevention rules enforced by
BLACKOUT hardware. x represents a “don’t care” condition, which indicates the actual signal
value or values have no impact on the decision outcome.

Instruction Blinded Blindedness Decision Result
capability blindedness

Arithmetic /
-

Op1 Op2

Logic a b Propagate a ∨ b

Branching

in Addr Reg Addr Reg Condition Ops

no 0 0 Allow -
no 1 x Fault -
no x 1 Fault -
yes x x Fault -

Load

in Addr Reg Addr Reg

no 0 Propagate 0
yes 0 Propagate 1
x 1 Fault -

Store

in Addr Reg Addr Reg Data Reg

no 0 0 Allow -
no 0 1 Fault -
yes 0 1 Allow -
yes 0 0 Allow -
x 1 x Fault -

I4 Control-flow instructions cannot use blinded operands as conditions or target addresses.

I5 Load and store instructions cannot use blinded operands as addresses.

I1 is enforced by hardware through additional blinded store and load checks ➂ in the
memory execution pipeline which is responsible for the execution of any load and store
instructions, whereas I4 and I5 are enforced by side-channel prevention logic integrated into
any pipeline which is responsible for instructions with blinded operands ➃. Any attempt by
software to violate I1, I4 and I5 will result in a hardware fault. Table 7.1 shows the full
blindedness bit propagation and side-channel prevention rules enforced by BLACKOUT.

I3 cannot be efficiently enforced by hardware alone. As mentioned in Section 7.4.2,
blinded memory reclaimed when blinded capabilities are destroyed must be erased to avoid
leaking blinded data; this is handled by the compiler and memory allocator for stack and
heap variables, respectively (Figure 7.2, Section 7.6.2). The combination of hardware,
compiler and software stack guarantees data confidentiality.
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Data-oblivious computation ensures that control flow and memory accesses don’t depend
on secret data. Outputs, however, may be non-secret (e.g., decrypted data meant for users).
In practice, such output data cannot be left blinded indefinitely as some result of data-
oblivious computation must eventually be extracted. In BLACKOUT, results can be marked
non-secret by issuing non-blinded capabilities for result buffers. This reveals the final,
non-secret result of blinded computation by relaxing invariant I3 in a controlled way to
unblind the result. For example, since I3 is (in part) enforced by the blinded allocator,
the allocator can expose a separate API for obtaining blinded results that, in contrast to,
regular blinded memory returns two capabilities for a dedicated area for blinded results:
one which is blinded, and used to write to the area, and the other non-blinded, but only
usable for reading the result. However, the developer must use the blinded capability to
the result area carefully to prevent accidental leakage of secret data. We discuss additional
options to secure extraction further in Section 7.8.

7.5.3 Motivating Examples

The concrete examples in Listings 7.1 and 7.2 demonstrate how the hardware and the
compiler work together to prevent blinded memory leakage. The hardware ensures that taint
tracking is both accurate and precise (no under- or over-tainting occurs in the hardware),
and that attempted leaks cause a fault. The compiler ensures that capabilities respect
exclusive blinded memory access, and that reclaimed blinded stack memory is zeroed out.

The compile-time analysis is dependent on the developer providing ( initial) information
about which variables are expected to contain sensitive information through blinded

attributes ( blinded, ❷ in Listing 7.1). Optionally, the developer can also declare functions
blinded ( attribute ((blinded)), ❶ in Listing 7.1). This clearly identifies functions
expected to return blinded data, improving developer ergonomics. The compile-time analysis
is not limited to the information provided by the developer. For example, in Listing 7.1
❸, the compiler can infer the variable res must be blinded due to the assignment from
c tainting it at ❺. However, annotating functions as blinded improves the readability of
data-oblivious code.

Listing 7.2 shows a non-data-oblivious function which would fault at run-time due to
violating I4 (and possibly I1). This example demonstrates that the compiler can reject some
non-data-oblivious programs outright. However, as discussed in Section 2.3.3, compile-time
data-obliviousness analysis cannot be sound as data-obliviousness is ultimately a property at
machine-code level. For example, at ➁, the compiler cannot know whether cond==1. Thus,
it cannot prove that b is always blinded and must allow the control flow at ➄. However,
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if cond==1 at run time, the hardware will propagate the blindedness bit to b at ➁; the
subsequent branch at ➄ will fault.

For ➂, the compiler does not know whether out is a blinded capability and must also
allow compilation. If out at run time is referenced by an unblinded capability, the hardware
will detect the violating store and raise a fault.

The hardware would fault at ➃ due to violation of I4. However, since it is detectable by
the compiler, we force a compilation error to inform the developer early in the development
cycle. This is especially useful for code paths that are rarely exercised with real workloads
and require fuzzing techniques to uncover. More annotations allow the compiler to make
more informed decisions and detect violating operations that it cannot infer on its own.

7.6 BLACKOUT Blinded Capability Implementation

We now describe Blinded Architectural Capabilities and Kernel for Oblivious Userspace
Tasks (BLACKOUT), our realization of blinded capabilities for CHERI-RISCV, CHERI-LLVM,
and the CheriBSD OS.

7.6.1 BLACKOUT CHERI-RISC-V CPU

We implement blinded capabilities in register-transfer level (RTL) on CHERI-Toooba [68],
a CHERI-enabled RISC-V processor based on Bluespec’s speculative out-of-order Toooba
IP [145]. Unlike previous data-oblivious ISAs [218, 59], BLACKOUT does not add any additional
instructions to the underlying ISA; all architectural changes are achieved by adjusting the
CHERI permission model.

Non-oblivious access permission. We introduce a new “non-oblivious access” per-
mission bit in the previously unused section of the CHERI capability representation. The
CHERI-Toooba IP allocates 12 bits for hardware permissions and 4 bits for user permissions,
leaving 3 bits unused. By default, the blinded capability bit in newly created capabilities is
set to 1. In this initial configuration, the enforcement of blinded capabilities is turned off, al-
lowing the capability to be used freely within its defined bounds. When the existing CHERI
candperm instruction (Section 7.2) is invoked with the blinded capability permission as an
operand, it changes the non-oblivious access bit to 0, thereby enabling the enforcement of
blinded capabilities. Defining the non-oblivious access bit this way means that a capability
with this permission is allowed to handle data in a non-oblivious manner.
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Registers & taint-tracking. CPU registers are extended with an additional blindedness
bit to signify whether the data stored in the register is blinded. Any load instructions
executed with a blinded capability set the blindedness bit of the target register to 1.
Store instructions with a blinded capability only store the data in memory, but not the
blindedness bit. Data confidentiality is maintained by the exclusive access invariants (I1
to I3, Section 7.5), which ensure that blinded data stored in memory is only accessible
through blinded capabilities. Register-to-register instructions, such as arithmetic and logical
operations, propagate the blindedness bit: if the output depends on a blinded input, the
output becomes blinded. Overwriting a register containing blinded data with non-blinded
data will result in that register’s blindedness bit to be unset.

Limiting impact on capability-modifying instructions. We prohibit valid capa-
bilities from being blinded (I2, Section 7.5). The execution of any capability-modifying
instruction with operands that would result in a blinded capability causes a fault. Enforcing
this invariant allows us to avoid unnecessarily making capability-modifying instructions
data-oblivious. Note that this enforcement does not break the CHERI programming model;
“blinded blinded capabilities” are themselves redundant as they can never be dereferenced to
access memory in order to maintain confidentiality.

Spilling registers containing blinded data. Blinded data can reside in any general-
purpose capability register, including those designated as caller- or callee-saved by the
RISC-V application binary interface (ABI). The CHERI-RISC-V compiler can generate code
that spills blinded registers using csc instructions, and restore them with clc instructions.
Normally, spilling blinded registers onto the stack via the non-blinded csp violates invariant
I1 (Section 7.5) as spills target non-blinded memory. However, since stack memory allocated
for registers spills is inaccessible by other capabilities than the csp, CHERI’s memory-safety
guarantees ensure that spilled register cannot be accessed improperly. Thus, we permit
BLACKOUT’s csc and clc instructions to spill and restore blinded registers csp.

However, another challenge arises: the non-blinded csp generates non-blinded data
when storing spilled values. This causes ambiguity when restoring spilled registers, as
the CPU cannot distinguish between blinded and non-blinded register spills. To address
this, BLACKOUT’s csc emits special blinded register records (BRRs) as result spilling blinded
registers. A BRR is a 128-bit structure containing the spilled value and 64-bit marker.
This marker differentiates BRRs from conventional CHERI capabilities and maintains their
validity tags. When spilled capability register is restored, the validity tag signals that the
value restored from memory is either a capability or a BRR. The marker indicates whether
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the value is a BRR, ensuring the destination register is correctly blinded.

Transient execution. As mentioned in Section 2.3, hardware optimizations, such as
speculation, can inadvertently introduce side channels when operating on secrets. To
protect blinded data against such leakage, we ensure that any blinded data flowing to
decision-making parts of the hardware (such as branch predictors) are zeroed out. This
guarantees that execution is truly oblivious to blinded data, both architecturally and
transiently. This is similar to approaches used in prior work [218, 59].

7.6.2 BLACKOUT Software Stack

We leverage Clang’s existing annotate type attribute designed for static analysis tools [31]
for the blinded attribute. Normally, annotate type is not propagated to the LLVM IR.
Thus, we extend Clang to emit blinded attributes into the IR (➃, Figure 7.2).

We introduce an additional analysis pass for blinded variables (➄, Figure 7.2) in the
LLVM-backend. This pass performs recursive dependency analysis to trace all uses of
blinded variables in data flows involving the store, load, and GetElementPtr (GEP) IR

instructions. By recursively analyzing flows from blinded source instructions, e.g., loads
from variables declared as blinded, the pass automatically propagates the blindedness
property to variables acting as sinks, blinding them at their respective point of allocation.

We additionally introduce an instrumentation pass (➅, Figure 7.2) that transforms
stack allocations (alloca IR instructions) for variables annotated with blinded. The
instrumentation adds the llvm.cheri.cap.perms.and intrinsic to each annotated alloca to
unset the “non-blinded” permission control bit, thus turning the associated capabilitity into
a blinded capability. Consequently, all stack memory associated with blinded variables
are only accessible through blinded capabilities.

Blinded capability-enhanced allocator. We extended the Cornucopia revocation mech-
anism to provide a blinded malloc API that returns blinded capabilities to blinded heap
allocations. To meet I3 (Section 7.5), such blinded heap allocations must not overlap with
other, non-blinded allocation. This ensures the blinded capability returned blinded malloc

has exclusive access to the newly created allocation. The blinded malloc API relies
on Cornucopia to ensure the blinded capability does not overlap with any concurrently
existing capabilities. BLACKOUT’s blinded malloc is integrated into CheriBSD via the
malloc revocation shim (similar to the integration of Cornucopia, discussed in Section 7.2).
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Table 7.2: Area and power costs on VCU118 @ 25MHz expressed in number of LUTs and
registers, and Watts respectively.

logic ∆(%) memory ∆(%) registers ∆(%) power ∆(%)

CHERI-Toooba Core 697508 – 20852 – 412493 – 6.205 –
Blinded CHERI-Toooba Core 705863 1.2 20855 0.0 412913 0.1 6.536 5.3

This makes blinded capabilities allocator-agnostic, allowing userspace processes to employ
different underlying allocators as long as allocations occur via the shim.

Securely reclaiming blinded memory. Recall from Section 7.4.2 that blinded memory
must be securely reclaimed to prevent information leaking from previously blinded memory
regions. BLACKOUT implements explicit zeroing policies for blinded heap and stack allocations.
For blinded heap allocation, the free API, implemented in the shim, inspects whether
memory to be deallocated is blinded and erases the contents of blinded allocations before
freeing it. For stack-allocated blinded variables, the compiler automatically inserts a memset
IR instruction to zero out their memory immediately after the variable’s lifetime ends. This
ensures sensitive data from blinded variables is securely erased, preventing unintended reuse
or leakage when stack frames are reallocated. Blinded global data persists until the process
terminates and consequently does not need to be reclaimed. The contents of (physical)
pages are zeroed out by the OS before they are recycled for other processes.

Integration to CheriBSD. As discussed in Section 7.6.1, any newly created capability
must initially be configured with its “non-blinded” permission bit set. To support blinded
capabilities in CheriBSD, we perform a thorough scan of all CheriBSD code to ensure
that any derived permissions (e.g., for drivers or userspace) also unset the “non-blinded”
permissions. We also extend the CheriBSD CPU exception handler to handle Blinded
capability exceptions, and adapted the signal code with the newly introduced from the
Toooba Core. We integrated blinded capabilities into CheriBSD 24.05, resulting in a total
of 100 lines of code changes over 14 distinct files.

7.7 Evaluation

We evaluate the overheads (area and performance) and security of BLACKOUT. To evaluate
overheads, we extended the CHERI-RISC-V Toooba FPGA softcore (RV64ACDFIMSUxCHERI),
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Table 7.3: Performance cost on VCU118 @ 25MHz expressed as CoreMark test results for
5x103 iterations. The CoreMark score for a processor is reported as CoreMark-iterations-
per-second-per-core-MHz. The ∆ is relative to CHERI-Toooba Core results.

Total ticks ∆ Total time (sec) ∆ Iterations/sec ∆ Score

CHERI-Toooba
baseline (nocap) 927674227 – 37 – 135 – 5.4

purecap 951983228 24309000 2.62% 38 1 3% 131 4 2.3% 5.24

Blinded CHERI-Toooba
baseline (nocap) 927729879 55652 0.01% 37 0 0% 135 0 0% 5.4

purecap 952083879 24409652 2.63% 38 1 3% 131 4 2.3% 5.24

which is based on the open-source Bluespec RISC-V 64-bit Toooba core.

We use the BESSPIN-GFE security evaluation platform [156], which has out-of-the-box
support for the CHERI-Toooba softcore, replacing the standard core with our Blinded
CHERI-Toooba. We synthesize the system-on-chip (SoC) at 25MHz (default for BESSPIN-
GFE) targeting the Xilinx Virtex UltraScale+ VCU118 FPGA.

7.7.1 Power & resource usage

Table 7.2 shows the power and resource usage obtained from Xilinx Vivado 2019.1. The
overheads are minimal (≈ 1% area and ≈ 5% power) compared to the unmodified CHERI-
Toooba. This is expected since our hardware additions require no additional storage in
memory or caches and only a single additional bit for registers.

7.7.2 Performance

For performance measurements, we run several benchmarks on the VCU118 FPGA. First,
we evaluate the impact of BLACKOUT CHERI-Toooba on unblinded workloads by running
the EEMBC CoreMark benchmark [70] bare-metal on the GFE for 5× 103 iterations over
three separate test runs. Table 7.3 shows the mean result demonstrating that there is
only a negligible effect on performance for unblinded workloads between the unmodified
CHERI-Toooba core and our BLACKOUT CHERI-Toooba variant. We also obtain timing
reports from Xilinx Vivado to show the effect of our hardware changes on the maximum
clock frequency attainable. Both BLACKOUT and the baseline are synthesizable at 25MHz,
and the worst negative slack (WNS) for BLACKOUT is 0.08ns compared to 0.06ns for the
baseline, demonstrating no significant effect on clock frequency.
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OISA benchmarks. Second, for blinded workloads, we evaluate the performance impact
of BLACKOUT using five OISA benchmarks adapted from Yu et al. [218]. To adapt them
to BLACKOUT, we simply blind secret inputs with the blinded attribute, change dynamic
allocations to use our blinded allocator API, and compile the benchmarks using our blinded
capability-enhanced compiler. Porting the OISA benchmarks to BLACKOUT took 1-5 LoC
changes (¡1%) per benchmark. We measured the performance on CheriBSD with BLACKOUT

support in pure-capability mode with the Cornucopia revocation mechanism enabled. Our
setup follows the CheriBSD benchmark guide [52], with the exception of running the
BLACKOUT benchmarks in pure-capability mode (Section 7.2) with blinded capabilities,
and enabling the experimental Cornucopia revocation mechanism, which is essential to
guarantee exclusive access for blinded capabilities. We compiled all benchmarks with
-O3 and measured the combined user and system time using the time command. This
measures the entire lifetime of blinded capabilities—including capability creation, algorithm
execution, and memory reclamation (i.e., zeroing out blinded memory). For the findmax,
binary search, and integer sort benchmarks, we used blinded input arrays containing
2N integers. For the matrix multiplication benchmark, we multiplied two square matrices
of size 2

N
2 × 2

N
2 . In the DNN example, the blinded input size was 2

N
2 , and the network

consisted of two layers, each of size 2
N
2 × 2

N
2 , with a fixed output size of 26. We evaluated

all benchmarks with N ∈ {12, 14, 16, 18, 20}.
The results in Figure 7.4 show the OISA benchmark run-time in nanoseconds for

different input sizes and three configurations: baseline, with capability-enforcement disabled,
purecap, which enforces CHERI memory-safety only, and purecap + blinded, which enforces
all BLACKOUT invariants including CHERI memory-safety and data-obliviousness. As our
hardware modifications do not add additional cycles to any instructions, all configurations
can run with the same FPGA bitstream, requiring only different compilation flags. The
baseline configuration uses CHERI’s “hybrid” mode which allows CHERI-capable processors
to run legacy, non-capability code.

The geometric mean overhead per benchmark is shown in Figure 7.4f. The overall
result shows a minimal geometric mean overhead of 1.5% for BLACKOUT compared to the
purecap configuration, which is several times lower than overheads for prior work enforcing
data-oblivious computation [218, 59]. The overhead in blinded workloads is caused by
several factors:

1. Clearing blinded memory at the end of a blinded capability’s lifecycle. This is done by the
compiler for blinded memory on the stack on function returns, and by the blinded malloc

for blinded memory on the heap on freeing. For instance, when N = 20, binary search
operates on a 4MiB array. In this setting, memory reclamation (zeroing out) accounts for
most of the overhead.
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2. Additional stores and loads to set the blindedness bit in registers. When initializing
blinded data at the start of the benchmarks, any data in registers must be first stored
into blinded memory and then loaded back to set the register blindedness bit. This only
occurs for the initial blinded data and is not required to propagate blindedness during
execution. The effect on performance is therefore minimal. Nevertheless, we discuss a
potential optimization to avoid this in Section 7.8.

3. Changes to instruction cache performance caused by the slight increase in code size due
to compiler instrumentation.

We also evaluate the combined performance impact of CHERI’s memory-safety and
BLACKOUT’s data-oblivious enforcement. We measure a moderate geometric mean overhead of
23.5% compared to the unprotected baseline configuration with capability-enforcement com-
pletely disabled. We observe that the overhead for both CHERI’s purecap and BLACKOUT’s
purecap + blinded modes relative to the unprotected baseline is significantly larger in the
binary search benchmark, particularly for smaller input sizes, compared to the other OISA
benchmarks. We investigate further the composition of the overhead in that benchmark. In
consultation with the University of Cambridge Computer Laboratory Security Group we
identified three possible reasons for the poor performance:

1. Inefficiencies in CHERI-RISC-V’s relocation representation and processing converting
function pointers into capabilities.

2. Lack of support for lazy binding of functions in CHERI-RISC-V which manifests as high
initial load times at startup.

3. The current version of CHERI-LLVM currently disables most loop optimizations, making
it slower for the type of code the binary search benchmark relies on compared to
compilation to a non-CHERI RISC-V target.

To isolate the effect of these potential root causes for the overhead that are independent
of the BLACKOUT-related changes, we repeat the binary search benchmark in two additional
configurations: a) a statically linked benchmark on CheriBSD designed to mitigate the
inefficiencies in relocation (1) and lazy binding (2), and b) a bare-metal version of the
benchmark that runs without CheriBSD. Crucially, the bare-metal benchmark measurements
include only the execution of the data-oblivious algorithm, eliminating the initial startup
cost, reclaiming of memory, and system calls, thus isolating the computational cost of
blinded capabilities without their impact on memory management.

Figure 7.5 shows the results of these additional binary search configurations and
allows us to make the following observations: First, in the statically-linked benchmarks,
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dnn 0.0 20.1 20.2

find max 2.0 23.0 25.5
int sort -0.5 13.1 12.5

matrix mult 1.3 9.7 11.1
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Figure 7.4: Run-time in seconds of the OISA binary search (a), dnn (b),find max (c),
int sort (d), and matrix mult (e) benchmarks built for the baseline with capability-
enforcement disabled, purecap mode with CHERI memory-safety enforced but data-
obliviousness not enforced, and purecap+blinded mode with both CHERI memory-safety
and data-obliviousness enforced. Figure 7.4f shows the geometric mean overheads for each
benchmark aggregated over all input sizes.

the overhead for smaller input sizes improve, but the result for larger input sizes is similar
to the dynamically-linked benchmarks, suggesting that the one-off cost of initial load times
is amortized over the longer benchmark runs in both cases. Second, the overheads for both
purecap and purecap + blinded modes compared to the baseline are significantly lower
when run on baremetal. This supports our hypothesis that relocation (1) and lack of lazy
binding (2) are the main sources of overhead for binary search in Figure 7.4.

We also note some cases in the matrix mult benchmark in Figure 7.4e where the
baseline performs slightly worse than the other two. We examined the generated assembly
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Figure 7.5: Run-time in seconds of the OISA binary search benchmark in dynamically-
linked, statically-linked, and bare-metal configurations for the baseline, purecap, and pure-
cap+blinded modes. The geometric mean overhead of purecap+blinded compared to baseline
aggregated over all input sizes falls from 52.1% for the dynamically-linked configuration (a)
to 32.0% for the statically-linked one (b). The corresponding geometric mean is 9.1% for
the baremetal configuration (c).

for these benchmarks and discovered that the CHERI-enabled compiler does a better job
at optimizing parts of the code whose effect on performance grows with input size, leading
to slightly lower run-times in the purecap and purecap + blinded configurations.

SpectreGuard benchmarks. Third, we run the SpectreGuard [69] synthetic benchmark
using the version adapted by Daniel et al. [49] to evaluate ProSpeCT (see Section 9.3).
This version uses data-oblivious implementations of the chacha20, sha2, and curve25519

cryptographic algorithms from HACL*[228], a formally verified cryptographic library
written in F* [183]. The benchmarks represent a workload consisting of public-data
computations, which gain substantial performance from speculative execution, alongside
encryption routines, which are less impacted by speculation. Each benchmark varies the
proportion of speculative versus cryptographic work (S/C), as shown in Table 7.4. The
ProSpect benchmark version already annotates all secret values in those test cases. We
adapt those annotations to blinded attributes and run all the test cases on BLACKOUT

CHERI-Toooba in both purecap and purecap + blinded versions. Table 7.4 shows the
results (average of 20 runs) for the chacha20 and sha2 test cases. Unlike for the OISA
benchmark results, where BLACKOUT’s overhead could be attributed to zeroing out stack
and heap variables, the ProSpeCT version of the SpectreGuard benchmark places all
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Table 7.4: SpectreGuard benchmark performance average measured over 20 runs of each
test case (maximum σ = 0.08%).

Blinded
CHERI-Toooba

25S/75C 50S/50C 75S/25C 90S/10C

Total Ticks ∆ (to row above) Total Ticks ∆ (to row above) Total Ticks ∆ (to row above) Total Ticks ∆ (to row above)

chacha20
nocap 25860874 – 23132682 – 25417083 – 20661078 –
purecap 22546871 -3314003 (−12.81%) 20378637 -2754045 (−11.91%) 25430015 12932 (0.05%) 20256607 -404472 (−1.96%)
purecap + blinded 22541024 -5847 (−0.03%) 20378935 298 (0.00%) 25434929 4914 (0.02%) 20256061 -546 (0.00%)

sha2
nocap 24819790 – 21595015 – 25417599 – 22163550 –
purecap 24771185 -48604 (−0.20%) 21591164 -3851 (−0.02%) 26342237 924638 (3.64%) 22378912 215362 (0.97%)
purecap + blinded 24771730 544 (0.00%) 21593499 2335 (0.01%) 26342910 672 (0.00%) 22371464 -7448 (−0.03%)

secret variables in static variables allocated from the program’s data section, similar to
global variables. Consequently, BLACKOUT does not introduce any discernible overhead for
encryption time or workload time. The slight speed improvement of the purecap + blinded
version compared to the purecap baseline in chacha20 25S/7C and sha2 90S/10C falls
within standard deviation (maximum σ = 0.08%). For completeness, we also include results
for nocap, which performs worse than purecap in most cases. We attribute this difference
to improvements in the RISC-V backend for CHERI-RISC-V targets compared to plain
RISC-V targets in CHERI-LLVM, resulting in more compact and efficient assembly. We
confirmed this through manual investigation.

For the Curve25519 test case, we discovered a constant-time violation caused by a secret-
dependent branch instruction in the compiled binary. Although this violation is not present
in the formally verified source code, it is introduced by the compiler, which in our case is
CHERI’s fork of Clang. This violation is not reported in ProSpeCT’s evaluation because it
uses the GCC compiler, which likely correctly avoided generating such a secret-dependent
branch. This difference in generated assembly code highlights the usefulness of BLACKOUT:
different compilers and/or configurations can silently introduce constant-time violations
which BLACKOUT can detect and stop even if the source does not contain such a violation.

7.7.3 Security

Empirical Spectre mitigation evaluation. CHERI-Toooba is vulnerable to Spectre-
BTB [111], -RSB [129, 115] and -STL [91] (cf. test suite in [67]). We blinded the secret value
in all test cases by inserting a single candperm instruction. As seen in Table 7.5, BLACKOUT
prevents all Spectre attacks from [67] because BLACKOUT catches side-channel violations
even during speculation, but suppresses faults until speculation is confirmed (and ignores
them otherwise). Additionally, we have replicated ProSpeCT’s [49] Spectre tests. However,
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Table 7.5: Transient-execution attacks successfully prevented on CHERI-Toooba and
Blinded CHERI-Toooba. ✓ indicates the attack is successfully defended against, while ✗

indicates the attack succeeds.

Spectre variant

PHT BTB RSB STL

CHERI-Toooba ✓ ✗ ✗ ✗
Blinded CHERI-Toooba ✓ ✓ ✓ ✓

as they involve dereferencing a secret data value as a pointer, they are inherently prevented
by CHERI’s architectural security properties, which preclude dereferencing non-capability
data. Note that none of the Spectre tests in [67, 49] use transient capability forgery, and
therefore do not require CSC to prevent.

Empirical non-interference evaluation. Data-oblivious software inherently provides
the non-interference property [210]. We verify this empirically using the methodology
from [210, 209, 29]: relevant signal traces are extracted from the VCD waveforms across
different program runs to ensure that runs with different secret data values produce identical
signal traces. As in prior work [210], we extract traces for signals that could leak secret
data through cache-timing (addresses of cache accesses), speculative execution (branch
predictor states), and port contention and instruction latencies (reorder buffer scheduling).
As BLACKOUT enforces data-oblivious processing of blinded data, we use the data-oblivious
binary search program from [218] as a case study. We vary the blinded data values
between two runs of the program, and verify that the extracted traces for the relevant
signals are identical.

Theoretical security evaluation. Our security argument is composed of three invariants:

1. Standard CHERI-provided memory safety. This includes attacks based on memory
safety violations, such as out-of-bounds access and use-after-free. We do not loosen any
of the restrictions imposed by standard CHERI (such as proper capability bounds and
lifetime). We are therefore compliant with the standard CHERI model, and as such
inherit its safety guarantees against spatial and temporal memory violations. This extends
to the guarantees provided by formal models [72, 54, 155].

2. Side-channel protection for blinded data. This is provided by the enforcement of
data-oblivious computation on blinded data (I4 and I5). Any violation of this results in a
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fault, as explained in Section 7.5. We inherit formal guarantees for this from the OISA
and BliMe models [218, 59]. We further show its efficacy empirically by running the OISA
benchmarks [218] using BLACKOUT and verify that introducing non-data-oblivious changes
to them is either detected by our compiler or causes a run-time fault.

3. Confidentiality of blinded data with respect to direct access. While BliMe
guarantees the confidentiality of blinded data in memory using in-memory tags, we
achieve the same goal by ensuring that 1) blinded capabilities have exclusive access to
blinded data throughout their lifetime (I3), 2) memory containing blinded data is cleared
at the end of the corresponding blinded capability’s lifetime (also I3), and 3) blinded data
cannot be stored to memory using unblinded capabilities (I1). The resulting combination
ensures that, as in OISA and BliMe, any data stored as blinded into memory, is loaded
as blinded into registers. This holds until the data is explicitly declassified (Section 7.5).

7.8 Discussion & Limitations

Blinding existing variables and oblivious-data-race-safety. As discussed in Sec-
tion 7.5, BLACKOUT ensures that memory designated as blinded—either annotated by the
developer, or inferred as such by the compiler—is blinded at allocation time. This ensures
exclusive access through corresponding blinded capabilities, satisfying invariants I1 to I3
(Section 7.5). However, some correct data-oblivious programs may initially allocate memory
as non-blinded, only requiring it to be blinded after interacting with other blinded data.
While BLACKOUT restricts this pattern, a less-restrictive variation could allow dynamically
blinding previously allocated memory. This would require scanning program memory to
revoke existing, non-blinded capabilities referencing to-be-blinded memory, similar to revo-
cation strategies used by Cornucopia [204] and Cornucopia Reloaded [63]. The trade-off is
increased performance overhead. Future work might explore dynamic or delayed revocation
strategies to reduce this cost while ensuring eventual exclusive access.

Eventually, data-oblivious software must unblind memory after data-oblivious computa-
tion concludes and secret intermediates are cleared (Section 7.5). In concurrent scenarios,
shared blinded memory may require revoking overlapping blinded capabilities to main-
tain temporal memory safety and prevent unauthorized reuse after unblinding. Currently,
BLACKOUT does not address this oblivious-data-race-safety, leaving it as an open problem
for future work.
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Unblinding results through capability escrow. A solution for further securing the
unblinding of blinded memory containing non-sensitive results is to leverage CHERI’s
facilities for capability sealing (Section 7.2). Sealed capabilities cannot be de-referenced and
protect against tampering by fixing properties like permissions and bounds; any attempt to
tamper with the capability will result in invalidating it. In this context, sealed capabilities
enable a form of “capability escrow”, where a non-blinded version of a blinded capability
stored for safe-keeping until the data-oblivious operations complete. Software can use a
blinded capability to seal its non-blinded counterpart, which cannot be de-referenced while
sealed and thus poses no threat to confidentiality. After data-oblivious computation has
completed, secret intermediate values are cleared, and the blinded capability is used to
unseal the non-blinded counterpart, allowing access to the result. Designing software APIs
for capability escrow is left for future work.

Different techniques for developer annotations In BLACKOUT, developers use blinded

annotations to indicate blinded variables (Section 7.6.2). Compiler attributes are a common
mechanism for conveying semantic information without changing the underlying language.
BLACKOUT leverages Clang’s existing annotate type mechanism, available since LLVM 14,
avoiding intrusive compiler changes.

However, this approach has limitations—annotating positional parameters in functions
can be cumbersome within the confines of existing types of annotations. An alternative
would be to introduce a “blinded C” dialect that integrates blinding directly into the type
system, similar to the approaches discussed for Rust in Section 7.1. For example, a blinded
keyword akin to const could be used to mark variables as a blinded counterpart of their
basic type. While this would improve developer ergonomics and simplify function parameter
annotations, it would require intrusive changes to the language and compiler. This could
hinder maintainability and extensibility, especially for evolving platforms like CHERI.

Limitations of blinded register record (BRR) structures for blinded data storage.
While BRR structures effectively manage blinded register spills by clearly identifying and
restoring blinded values, it is impractical to store all blinded data exclusively using BRR-like
structures. The principal reason is the substantial memory overhead—BRR structures
effectively double memory consumption. Such overhead would significantly degrade system
performance and scalability, particularly for applications requiring large quantities of blinded
data. Therefore, BRR structures should remain reserved for specific contexts, such as
register spilling, while more efficient blinded capabilities handle general blinded memory
storage.
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ISA extensions. As we note in Section 7.6.1, BLACKOUT, unlike previous data-oblivious
ISAs [218, 59], does not add any additional instructions to the underlying ISA but leverages
existing CHERI functionality with only small adjustments to its permission model to
facilitate necessary architectural changes to support blinded capabilities. Future work can
extend the ISA by adding dedicated instructions to support blinded memory. A potential
extension is an instruction to directly set the blindedness bit in a register without a load
via a blinded capability. This would allow the blinded capability-enhanced compiler to
optimize code where a certain variable can be kept completely in a register throughout its
lifetime. Currently, BLACKOUT requires such variables to be allocated on the stack in order
to load them via the corresponding blinded capability.

Relevance for CHERI standarization. BLACKOUT demonstrates a practical method for
enhancing CHERI’s security model without invasive architectural changes by integrating
data-oblivious computation capabilities into the existing CHERI protection model. This
integration provides insights into how capability-based architectures can evolve to support
advanced security properties, such as data-oblivious computation, while maintaining compat-
ibility and performance. Consequently, BLACKOUT’s principles and mechanisms can inform
ongoing CHERI standardization efforts [39], potentially guiding the evolution of CHERI-
enabled architectures towards broader security guarantees. Above, we discussed adding
custom instructions. But maintaining the CHERI ISA as we currently do in BLACKOUT

provides backward-compatibility for non-BLACKOUT hardware and can ease integration into
the standard.

Relationship to non-interference. Since BLACKOUT builds on BliMe, it also ensures
(as shown in Section VI of [59]) the values of blinded data have no effect on the rest of the
system by 1) preventing blinded values from directly flowing to insecure instructions, and
2) by ensuring no secret-dependent branches are allowed when operating on blinded data,
with an exception for controlled declassification as described above and in Section 7.5.2.
Given its scope, we conjecture that this guarantee satisfies the non-interference property
even though it was not explicitly discussed in [59]. Providing a formal model for BLACKOUT
itself and explicitly establishing non-interference are left for future work. Nevertheless, we
empirically investigate non-interference for BLACKOUT in Section 7.7.3.
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Chapter 8

Discussion & Future Work

In this chapter, I give a landscape of the different protection mechanisms present in my
work, and show the trade-offs made by each solution within that landscape. From this, I
identify potential gaps and present interesting directions for future work.

8.1 Solution comparisons

I start with a visualization of the landscape: Figure 8.1 shows how the solutions compare to
each other in different aspects, represented by different radial axes. Some axes are inverted
for consistency such that a larger radial value is “better” for all axes. Individually, solutions
are evaluated in each aspect compared to an unmodified commercial off-the-shelf (COTS)
baseline.

Confidentiality BliMe provides the highest level of confidentiality guarantees (similar to
fully-homomorphic encryption (FHE)), as it protects data from both direct access and side
channels, even against a malicious OS or hypervisor. BLACKOUT also covers both direct
access and side channels, but does not protect against malicious OSs and hypervisors, as
they could gain access to data by manipulating the virtual-to-physical address mappings.
CHERI ranks higher than PBI due to its stronger memory safety guarantees, which prevent
memory vulnerabilities from occurring, compared to PBI’s memory protection mechanism,
which does not completely prevent memory vulnerabilities, but limits their exploitability.
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Confidentiality
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Hardware changes ⁻¹
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Figure 8.1: Spider chart comparing proposed solutions across confidentiality, integrity,
software TCB size, required developer effort, required hardware changes, and performance
overhead.

Integrity BLACKOUT provides the highest level of integrity due to its memory safety
guarantees inherited from CHERI. As explained above, PBI ranks lower than BLACKOUT
as its memory protection mechanism is weaker than the guarantees provided by BLACKOUT.
On the other end, both Blinded Memory (BliMe) and CacheSquash provide no integrity
guarantees.

Software trusted computing base (TCB) size This axis is inverted such that a
smaller TCB size results in a larger radial value. BliMe ranks highest as it requires no
trust in software other than what is required for remote attestation. Specifically, it requires
no trust in the code processing the data or in the underlying OS and hypervisor. The
remaining solutions require some level of trust in software. PBI requires that the software
correctly deploys the primitive to protect memory; however, it can be used for sandboxing
and isolating vulnerable parts of the code, avoiding the need to trust the entire codebase. In
a pure-capability configuration, BLACKOUT can also provide isolation for untrusted code,
e.g., using capability sealing. In a hybrid configuration, however, BLACKOUT requires
trust in the entire codebase and software stack; parts of the code that use regular pointers
instead of capabilities can freely access memory. CacheSquash requires the highest level of
trust in software, as any malicious code can easily leak secrets through architectural (rather
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than microarchitectural) side channels, bypassing CacheSquash.

Developer effort This axis is inverted such that less required developer effort results in
a larger radial value. CacheSquash is software-transparent, requiring no change to software
and therefore no input from the developer. BliMe requires minimal changes to software
that is already data-oblivious for blinding and unblinding data at the beginning and end
of the program, respectively. Transforming code to achieve data-obliviousness is not in
the scope of BliMe; nevertheless, the BliMe Linter is available to assist with this task,
reducing developer effort. BLACKOUT requires more involvement from the developer in
order to annotate secrets throughout the program; however, compiler assistance is provided
to guide the developer to the required annotations. PBI requires the developer to manually
partition memory into domains, and ensure that the protection primitive is used correctly to
avoid vulnerabilities. In addition, no compiler assistance is provided. While this is already
common practice in software projects that deploy sandboxing and in-process isolation, e.g.,
V8 [81], it nevertheless requires the largest effort.

Hardware changes This axis is inverted such that fewer hardware changes results in a
larger radial value. CacheSquash requires minimal changes: in the core, only the load-store
unit (LSU) is modified to send cancellations on squashing, and in the caches, only the
miss status holding registers (MSHRs) are modified to process cancellations. Second is
PBI, which adds a few registers and requires minor changes to the translation lookaside
buffers (TLBs) and memory management unit (MMU) permission check logic. BliMe
is ranked lower due to its reliance on memory tagging, which modifies registers, caches
and the memory controller to process tags. In addition, BliMe modifies the ALUs to
implement taint-tracking and enforce data-obliviousness. BLACKOUT has the highest level
of hardware changes as, in addition to the changes required by BliMe, it requires those
introduced by CHERI, e.g., double-width registers, and new instructions and capability
checks.

Performance overhead This axis is inverted such that a lower performance overhead
results in a larger radial value. PBI ranks highest because it improves performance compared
to an unmodified system that uses traditional page protections to achieve the same level of
security. CacheSquash follows due to its near-zero overheads. BliMe has minimal overheads
of ≈ 8%, which can be further reduced as shown in Chapter 5. BLACKOUT, on the other
hand, has moderate overheads compared to an unmodified baseline due to the inherited
underlying CHERI architecture.
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8.2 Limitations

Our work is subject to several limitations that should be considered when interpreting our
results and applying our solutions.

FPGA-based evaluation The power, resource usage, and maximum clock frequency
overheads measured on the FPGA are only an estimate of the overheads as they would
be on ASICs, which are the true targets for the processors used in our evaluations. The
differences between FPGAs and ASICs can result in significant differences in overheads,
which must be accounted for when adapting our changes to production hardware.

Design complexity and verification Hardware changes inherently introduce additional
costs to design complexity and verification efforts. While our changes are minimalistic by
design to reduce such costs, they must be considered when evaluating our solutions for
industrial adoption.

Workload-specific behavior Our performance evaluations rely on geometric means of
industry-standard benchmark suites, such as SPEC CPU 2017, that attempt to provide a
well-rounded representative set of benchmarks. However, certain workload behavior can
increase overheads (e.g., if the software results in repeated zeroing of freed blinded data in
BLACKOUT). As a result, adoption of our solutions might require fine-tuning of system
parameters (e.g., cache sizes, memory allocation sizes) to achieve optimal performance,
especially for specialized workloads that have specific patterns in their behavior.

8.3 Future work

In previous chapters, I identified project-specific promising future work directions. In
this section, I present future work with potential synergies and combinations between the
solutions.

Integrity for BliMe

As previously mentioned, BliMe’s lack of data integrity guarantees fueled the need for
BLACKOUT, which introduces strong integrity (due to memory safety) in exchange for
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Figure 8.2: Trade-offs made by TEEs, BliMe and BLACKOUT between integrity guarantees,
side-channel protection and threat model assumptions.

reduced confidentiality (due to the lack of protection against malicious OSs and hypervisors).
Traditional trusted execution environments (TEEs), such as Intel SGX, provide integrity
and confidentiality guarantees against malicious OSs and hypervisors by verifying enclave
code before execution, but lack side-channel protection. The trade-offs made by each is
shown in Figure 8.2. A promising direction for future work is the combination of all the
guarantees provided by these solutions. While this is achievable by trivially combining the
solutions, the resulting overhead will likely be prohibitive. The challenge is, therefore, in
designing a synergistic solution that can identify overlapping protection mechanisms and
subsequently reduce the overhead by eliminating redundancies.

Integrity with a small TCB

Figure 8.1 shows a gap where stronger data integrity guarantees seem to require a higher
level of trust in the software stack. This is natural as complete distrust of the software (as
in BliMe) can allow it to overwrite data or intentionally perform incorrect computations.
Unlike confidentiality, which can be protected with hardware alone using taint-tracking,
integrity is harder to achieve solely with hardware. Future work can explore this further,
potentially combining cryptography with hardware enforcement. One possibility is ensuring
data is only processed by verifiable code (identified by cryptographic hashes), in a similar
manner to Intel SGX enclaves. Another option to ensure computation results are correct,
without requiring complete trust in the software, is to record computations as they occur and
verify them using remote attestation; this is similar to the techniques used by control-flow
attestation [3]. Yet another alternative is for problems whose solutions can be efficiently

137



verified. Prior work exists to leverage this in trusted TEE applications [191], but a solution
with limited trust in software remains a challenge.

Fault injection and physical attacks

Rowhammer [109] is a vulnerability in modern dynamic random-access memory (DRAM)
modules that threatens the integrity of data. Due to the high proximity of DRAM cells,
toggling a row of cells at a sufficiently high rate can result in bit flips in adjacent rows.
Exploits of this phenomenon by a remote adversary have been continuously demonstrated
despite the number of proposed defenses [141]. In this dissertation, we make the common
and reasonable assumption that reading data from any address in memory retrieves the
last value that was written to that address; this includes any tags in memory such as
BliMe’s blindedness tags or BLACKOUT’s capability tags. Error-correcting code (ECC)
bits in DRAM modules raise the barrier for Rowhammer attacks by correcting bit flips,
but recent variants of Rowhammer have shown that they can be defeated [43]. Sullivan et
al. and Lamster et al. combine memory tagging and ECC bits to reduce memory tagging
overheads and make memory tagging more deployable, but their proposals do not improve
the effectiveness of ECC against Rowhammer [181, 117]. Other fault-injection attacks based
on dynamic voltage and frequency scaling (DVFS), such as CLKscrew [185], V0LTpwn [105]
and Plundervolt [140], produce similar attack patterns and are also out of scope. While
fault injection attacks have traditionally been considered an orthogonal problem to memory
safety, an interesting approach could be to align the data integrity goals desired by both
and attempt to derive integrity guarantees from hardware redundancy, such as that used by
fault tolerant circuits [160]. In such a solution, the hardware redundancy would not only
protect against fault injection attacks, but would also act as a “ground truth” for data
against run-time attacks, similar to how shadow stacks are used.

In this dissertation, I focus on remote adversaries, those without physical access to the
system. Physical access enables full read-write side-band access to memory through direct
connection to the DRAM bus. It also facilitates more powerful side-channel attacks, such as
those relying on power [112], electromagnetic [71, 126] or temperature measurements [94], or
fault-injection attacks, such as VoltPillager [38]. Protecting against physical attacks must
take economics into account: a determined attacker with sufficiently advanced equipment
can strip silicon layers and observe circuit internals, but at a significant cost of time, money
and effort. Furthermore, the location at which the system is deployed is a significant
factor: mobile phones are much easier to gain physical access to than servers in a guarded
warehouse. As a result, defenses against physical attacks cover a range of threat models. A
common threat model is one where an adversary can snoop memory buses and gain direct
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read and write access to memory, but is unable to observe the internals of the CPU die.
Traditional TEEs make this assumption and rely on authenticated encryption to ensure
data confidentiality and integrity against such as adversary. One possibility for future work
is to combine the protection provided by authenticated encryption to cover both physical
attacks and run-time attacks simultaneously.
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Chapter 9

Related Work

9.1 Taint tracking

A large body of work exists on taint tracking, also called dynamic information flow tracking
(DIFT) [179]. Hu et al. [92] present a survey that includes several hardware-based taint-
tracking techniques with varying goals and security/performance trade-offs, and at different
abstraction layers. Speculative Taint Tracking [219] applies taint tracking to the results of
speculatively executed instructions to prevent them leaking information. Tiwari et al. [189]
propose taint tracking at the gate level, and use it to create a processor that is able to track
all information flows, but has a limited ISA and suffers from large overheads. Taint tracking
can also be performed purely in software. Data flow integrity is a form of taint tracking that
protects software against non-control data attacks by using reaching definitions analysis [36].
Pointer tainting [214] is another defense against non-control data attacks that taints user
input and detects an attack when a tainted value is dereferenced as a pointer.

9.2 Data-oblivious execution

Preventing side-channel leakage requires covering several observable outputs. Several
algorithms have been proposed to obfuscate data-dependent memory access patterns [79,
178, 190, 17]. However, they all come at a significant cost to performance. Other work has
focused on writing and verifying data-oblivious and constant-time code [139, 22, 21, 45, 42, 9,
161, 147, 64, 175, 226, 4, 137, 167, 62, 30], resulting in numerous tools offering informal [162,
203, 206, 207, 53, 118] and formal [37, 48] guarantees. An actively maintained list of
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“constant-timeness” verification tools (CT-tools) currently includes 55 such tools [131]. One
work that aims to automatically transform code to make it constant-time is Constantine [30],
which extends LLVM to compile code into constant-time binaries. It relies, however, on
dynamic analysis to identify vulnerable code for transformation. This can be imprecise as
full execution path coverage is not guaranteed, potentially leading to some vulnerable code
not being transformed.

Both static analysis and formal methods face significant challenges. The principal
shortcoming of static analysis approaches is that data-obliviousness can only be defined at
machine-code level, rather than for high-level language constructs. Capturing microarchitec-
tural subtleties of real-world hardware in formal models (and keeping the models up-to-date
as hardware evolves) is difficult. Static analyses may not be sound and can lead to over- or
under-tainting. Lastly, testing whether a program is data-oblivious remains challenging as
tools built on static and formal analysis are typically not integrated into modern toolchains,
have significant technical limitations including high overheads to compilation time and
many false-positives, and are difficult to use [99, 73, 66].

In practice, constant-time coding practices alone are unreliable [158]. Compiler op-
timizations continue to evolve, and new compilers emerge in unexpected contexts (e.g.,
in-silicon just-in-time compilers in CPU hardware). Documentation gaps across the software
and hardware stack further hinder efforts, especially when target platforms are not narrowly
confined [157]. Thus, robust enforcement of data-obliviousness requires hardware/software
codesign as in BliMe and BLACKOUT. Such designs allow programmers to annotate
sensitive data, enabling hardware to enforce protection against side-channel leakage.

Architectural-Mimicry (AMi) [210] introduces new ISA primitives for more efficient
control-flow-linearization, addressing how to make programs data-oblivious. AMi is com-
plementary to data-oblivious ISAs such as BliMe and BLACKOUT, which enforce data-
obliviousness through ISA contracts. However, it requires greater developer involvement
as it requires developer write assembly manually (with correct usage of new primitives);
incorrect usage can silently leak secrets.

9.3 Point solutions for side-channel attacks

The literature contains a variety of side-channel attacks that leak information through the
processor’s caches [217, 85, 149, 84, 86]. Defenses against these attacks rely on temporal
or spatial isolation between processes; the cache is either flushed on context switches or is
partitioned in such a way that each process uses a separate fixed portion of the cache [151,
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198]. However, this results in unnecessary overhead when processing non-sensitive data.
Other methods change the cache architecture or replacement policy but also suffer from
unnecessary overheads [166, 197].

The cache attacks mentioned above are usually used as building blocks to create covert
channels for more sophisticated attacks that exploit transient execution such as Meltdown
and Spectre [122, 111]. In response, a range of defenses have been proposed to stop these
attacks by isolating the relevant microarchitectural components, such as caches [110, 216,
165, 164, 186, 5, 107, 225, 127]. Speculative taint-tracking techniques[219, 69, 170, 49]
delay instructions dependent on speculatively loaded secret data. Unlike CacheSquash, the
aforementioned defenses incur significant overheads as they aim to prevent all side-channel
leakage. Of recent work, ProSpeCT [49] formalizes the constant-time policy with respect to
control flow and memory accesses for a broad class of speculation mechanisms. Its scope
is guaranteeing that hardware does not leak secrets of already constant-time programs
during speculation. Unlike BliMe and BLACKOUT, neither ProSpeCT nor other transient
execution defenses enforce their guarantees on non-speculative execution.
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Chapter 10

Conclusion

Modern computing systems face an increasingly complex threat landscape where sensitive
data must be protected against both direct access attacks and sophisticated side-channel
vulnerabilities. This dissertation has demonstrated that hardware-assisted mechanisms
can indeed efficiently protect the integrity and confidentiality of sensitive data against
remote adversaries, addressing threats that span from conventional run-time attacks to
subtle microarchitectural side channels. Through a systematic investigation of four research
questions, we present four solutions-—CacheSquash, BliMe with its extensions, PBI, and
BLACKOUT-—that collectively demonstrate that hardware assistance can provide robust
security guarantees while maintaining the performance characteristics essential for practical
deployment.

CacheSquash provides speculation-aware cache protection with near-zero overhead
(0.48% geometric mean), demonstrating that effective Spectre mitigation is achievable
without performance penalties. By cancelling mis-speculated cache requests, it significantly
reduces transient execution attack surfaces.

BliMe enables secure outsourced computation with 8% overhead through hardware-
enforced taint tracking. It simultaneously protects against direct access and side-channel
attacks without requiring trust in processing software or operating systems. The Dolma
extension proves this approach scales to specialized ML accelerators with 5.6% overhead.
The BliMe Linter uses static analysis to automatically detect potential BliMe violations in
software, thereby easing adoption by software developers.

PBI introduces program-counter-based memory protection, eliminating permission reg-
ister updates during domain transitions, improving security compared to prior mechanisms
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by avoiding the presence of unprivileged permission changing instructions in the codebase
and limiting available return-oriented programming (ROP) gadgets.

BLACKOUT unifies memory safety and side-channel protection by extending CHERI
with blinded capabilities. With only 1.5% overhead compared to pure-capability CHERI and
23.5% compared to unprotected baselines, it proves comprehensive protection is practically
achievable.

The central thesis—that hardware-assisted mechanisms can efficiently protect sensitive
data against remote adversaries—is validated across multiple threat models and performance
requirements. Each solution addresses specific aspects while contributing to a unified
understanding of hardware-assisted security. The progression from focused protection (e.g.,
CacheSquash) to comprehensive solutions (BLACKOUT) demonstrates that protection
against multiple threats can be achieved when properly implemented at the hardware level.

The landscape of computer security continues to evolve as adversaries develop increas-
ingly sophisticated attack techniques. However, this dissertation demonstrates that through
careful hardware-software co-design, it is possible to stay ahead of these threats while main-
taining the performance characteristics that modern applications demand. The solutions
presented here represent more than individual technical contributions—they establish a
foundation for thinking about security as an integral part of system design rather than an
afterthought. By showing that hardware assistance can provide strong security guarantees
efficiently, this work opens new possibilities for building inherently secure computing sys-
tems. The journey toward comprehensive protection of sensitive data in computing systems
is ongoing, but this dissertation has established that hardware-assisted mechanisms provide
a viable and efficient path forward. Through continued research and development in this
direction, we can build computing systems that provide strong security guarantees without
sacrificing the performance and usability that users rightfully expect.
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