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Abstract

The Quantum Encryption and Science Satellite is an experimental proof-of-concept
of free-space quantum key distribution.

As part of the mission conception, it is imperative to have an optimal design of all
elements of the communication protocol. That is, given all of the possible parameters,
we ask which combination will achieve the most secure link? This thesis explores the

answer to this question for some specific parameters.

A detailed model of the mission is simulated in MATLAB to obtain data points de-
scribing the security of the link over the possible set of parameter values. Then,
applying appropriate optimization algorithms, we seek to maximize the key rate and
minimize the quantum bit error rate. Mathematically, this task reduces to an op-
timization problem where the objective is a 2-tuple of key rate and quantum bit
error rate, which are indicators of protocol security; and the search space is the set
of parameter values input to the simulation. The MATLAB simulation cannot be

described analytically and thus represents an oracle or blackbox objective function.

In this thesis, a comparison of optimization protocols is conducted between Mesh
Adaptive Direct Search (MADS), and Model-based Trust Region (MBTR) methods.

The investigation of optimization algorithm performance is applied to a subset of real
Quantum EncrYption and Science Satellite (QEYSSat) parameters: excess voltage

supplied to the detectors, and the mean photon number per pulse for the signal.
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1 Introduction

1.1 Motivation

Quantum Key Distribution (QKD) is a solution to one of the biggest challenges
presented by the impending advent of the fault-tolerant quantum computer: encryp-
tion. Relying on the fundamental physics of quantum mechanics, QKD describes
a method for securely sharing a secret encryption key between two distant parties.
More generally, QKD achieves security of communication by alerting the parties when
there is an eavesdropper.

The theory of QKD as a secure solution is robust and well-developed. Now, we are
exploring how to implement the theory experimentally. One of the most promising
versions of a solution is the satellite-based free-space (i.e., atmosphere and/or outer
space) transmission architecture. It describes a system where the encryption key is
sent as a string of single-photon pulses which act as bits of information, also called
“qubits’. Note, the term free-spacerefers to the Earth's atmosphere and outer space;
this is in contrast to the more traditional means of sending photons/light which is
through a ber cable.

Building such a communication satellite necessitates an ultra-precise design and man-
ufacturing process. To that end, prior to the start of the mission, all elements of the
communication protocol must be simulated and optimized. Consider that the sender
emits pulses (bits of information) from a laser that contain a single photon at a time.
That is, the whole system must be optimized to precisely transmit a single photon
particle from a ground station on Earth, to a chip-sized detector on board a satellite
500 km away. The detector alone has numerous parameters to consider, including
its dark count rate, afterpulsing rate, timing jitter (error), and more. Incorrectly
choosing any of these parameters can make or break the satellite link. A similar logic
applies to any other component involved in the protocol.

The size and complexity of the QKD simulations requires careful consideration for
which optimization algorithms would be most complementary.



This thesis aims to explore exactly that question { which algorithm is best suited
for optimizing a simulation of a free-space QKD protocol. In the absence of a clear
precedent for how to approach this, we implement and evaluate a variety of methods
detailed in Chapter 2.

1.2 Thesis Outline

Chapter 2 presents the state-of-the-art optimization algorithms. Speci cally,
those aimed at solving blackbox problems. We explore methods for performance
benchmarking for a handful of optimization methods appropriate for the QKD sim-
ulation.

Chapter 3 sees to the application of the optimization algorithms to the QEYSSat
mission simulation. We endeavor to determine an optimal voltage level for the single
photon detectors. As well, we work on determining the value of the average photon
number per pulse for the QKD protocol that will maximize security, i.e., minimize
guantum bit error rate and maximize key rate. Thirty-nine optimization tasks are
carried out on the QEYSSat simulator to compare the performance of direct search,
and model-based algorithms.

Chapter 4 concludes the thesis with a summary of the work presented, and perspec-
tives for future work.



2 The Optimization Mathematics

2.1 Problem De nition

Optimization can be described as the mathematical study of determining optimal so-
lutions for a variety of problems often derived from real world and physical challenges.
In other words, making the best use of scarce resources. This includes engineering
design (including bio-engineering), environmental management (agriculture, forestry,
climatology, meteorology), investment portfolios, logistics, and more. For the inter-
ested reader, prominent examples of applications are cited: [1, 2, 3, 4, 5, 6, 7, 8].
Though in our case, we speci cally explore an optimization problem as it applies to
guantum communication satellite mission design.

More formally, an optimization problem can be de ned as follows. Given a subset
S R" (solution space), aka the solution set, we seek to nd theinimum value of
a functionf : S! R, denoted:

y = m)i(n ff(x) : x2Sg: (1)

Frequently, one is also interested in solving for the points where the minimum value
of the function, y , is achieved. In this case, we say that we seek thegument

x 2argminf(x):=fx2S :f(x)=yag: (2)

x2S

Note, an optimal function value may also be a maximum as much as a minimum.
The two may be solved interchangeably, as

mxaxf(x) = rr;in( f (X)):
and
argminf (x) = argmax ( f(x)):
x2S x2S

Sources for further reading for introductory concepts in optimization include the
introductory chapters of the following texts [9, 10, 11].



Figure 1: Depiction of a blackbox whose contents are a mystery. Variables
go in, and values come out, yet the transformation protocol within the
box is not accessible.

2.2 Blackbox Objective Function

In some cases, it happens that the objective function does not have a closed-form
expression. This is called Blackbox Optimization. Hereglackboxrefers to the objec-
tive function as a box where variables go in and values come out, but the function by
which the variables are processed inside the box is not available | either not usable
or more commonly, not obtainable.

There are three main reasons to implement BBO:

A

the objective function takes the form of a computer simulation which cannot be
expressed mathematically

the objective function takes the form of a laboratory experiment

the objective function is su ciently noisy that the gradient information is not
reliable.

Importantly, if gradient information is available, then in nearly all cases it would be
less e cient to use derivative-free methods (DFO) and blackbox methods (BBO) than
gradient-based methods. [10, 11].



Note that although often used interchangeably, the terms DFO and BBO are not the
same. Rather, DFO BBO. DFO generally focuses on continuous input variables,
and methods that can be analyzed to prove convergence, and respective stopping cri-
teria. BBO makes no assumptions about continuity, di erentiability, or smoothness
of the outputs. Also, it explores heuristic methods, which in contrast to derivative-
free methods, often lack formal convergence analysis [12, 10, 13].

2.2.1 BBO Challenges
Pathological Functions

In order to conduct rigorous analyses of blackbox problems, it is often assumed
that the objective and constraints are well-behaved (continuous, di erentiable).
However, in some implementations, the blackbox and/or constraints are not well-
behaved and this presents a signi cant challenge [12]. One such example are
Monte-Carlo simulations, where sequential evaluations of the objective function
yield di erent values due to statistical variability. This is particularly relevant to
the speci ¢ QKD simulation in this thesis which sees probabilistic sampling at var-
ious points within the simulation. We see in Section 3.3 that one way of addressing
the problem is by running many optimization scenarios. A single optimization run
may not give a su ciently correct answer [14].

Computational Resources

In many cases, function evaluations are costly. That is, either running a single
simulation/experiment is time intensive, or the time to obtain the aggregate data
set is signi cant. Thus, a topic of interest in BBO methods is how to obtain the
most information possible out of each simulation/experiment. [15]

Particularly in the case of Monte-Carlo simulations, one way to reduce the cost of
evaluation is to use a surrogate optimization [16]. This method involves running
the simulation for a shorter period of time, and is explored in more detail in Section
3.2.5.



2.3 Literature review

Foundational Methods

Historically, optimization problems which do not have an analytic expression for the
gradient, have been tackled by nite di erence methods to estimate gradients between
discrete points in a domain [13]. This approach does not translate well to blackbox
optimization problems because it requires far too many costly function evaluations to
be practical [17]. Modern methods for addressing blackbox optimization are loosely
divided into two classes:direct search methodsand model-based methodsEach of
these classes addresses the problem in a fundamentally di erent way, and has it's own
advantages and disadvantages [12].

Direct search methods typically work by sampling the search space at carefully cho-
sen points, and doing so without using derivatives. Established algorithms include:

Coordinate Search (CS) [18], Generalized Pattern Search (GPS) [19], Mesh Adaptive
Direct Search (MADS), and their variants [10, 11, 20]. Search methods are great
when the optimization problem is non-smooth and a highly accurate local solution is

su cient, over say a global solution.

In comparison, model-based algorithms tend to address global search e ciently, but
are challenged when the objective function is falsely assumed to be smooth. This
is a rule of thumb. Exceptions exist, for example with [21] exploring direct search
algorithms for global optimization, and [22] working on model-based methods for
non-smooth objective functions.

More recently, there have been works published exploring more advanced meth-
ods that are model-based: using radial basis functions [23], Gaussian processes [24],
weighted regressions [25], and even approaches for non-smooth functions [26, 27, 28].
For the purposes of this thesis, we will be exploring three speci ¢ approaches. Namely,
Mesh Adaptive Direct Search (MADS), Model-based Trust Region (MBTR) using
both linear and quadratic modeling. These are well-established methods rather than
state-of-the-art. The choice of implementing well-established algorithms was made



for pragmatic reasons, as the goal of this project is to obtaireliable optimal values
for parameters in the QEYSSat simulation, as they are intended to be implemented
in the QEYSSat mission.

2.3.1 Mesh Adaptive Direct Search

The MADS algorithm is an evolution of the Generalized Pattern Search (GPS),
which itself is an evolution of the Coordinate Search (CS) algorithm. To ease the
reader into the theory of MADS, we start with the more intuitive CS algorithm and
develop from there.

The coordinate search algorithm, as its name implies, is based on the idea that one
can seek a minimizer by searching along the coordinate directionsg 2 R", about

an incumbent x¥) value. At every iteration, if an improvement is found, the algo-
rithm samples the points in the immediate vicinity along the coordinate directions
(for some de ned radius ), otherwise it re nes the search grid (reduces® by
some pre-determined factor). Algorithm 1 provides the pseudo-code. Figure 2 shows
a sample visualization of the steps taken by the CS algorithm as it works towards a
minimum. Note, the poll setis de ned asP® := fx  ®Kg :i 2 Ng. It is the set

of points adjacentx®) along the coordinate directions, which are®) distance away.



Algorithm 1 Coordinate Search (CS)

Givenf :R" 7! R, and an initial point at x©® 2 R",
initialize

© 2 (0;1 ) step length

end 2 [0; 1 ) termination tolerance

k O iteration counter

repeat
if f(t)<f (x®)forsomet2 PK :=fxk  Kg :i2 Ngthen
X(k+1) t
(k+1) (k)
else
X(k+1) X(k)
(k+1) 1 (k)
2

end if
k k+1

There are several improvements that the GPS algorithm makes to CS. Namely,

" Including an additional early (\search") stepin the algorithm to choose a better
starting point. This turns out to be important, as the starting point in such a
search algorithm can determine whether or not the algorithm succeeds.

Including more varied directionsof search beyond ¢ 2 R"; a matter of e -
ciency. More speci cally, replacing the poll seP® := fx®  (Kg :j 2 Ng
with fx® + ®d:d2 DKg, whereD® is a nite set called the poll directions,
and can vary from iteration to iteration.

" Including options for both re ning and coarseningthe search grid, ). Coars-
ening the grid after a successful iteration allows the algorithm to escape local

8



Figure 2: Visualization of CS algorithm iterations.

(a) CS algorithm. Iteration k = 0. Beginning the search for a minimizer at point x@, the
four coordinate directions are probed seeking a smaller objective value. One is found to the
right of x© . This is a \successful" iteration. Note, the gray circle about x(® represents the
stopping tolerance eng.

(b) CS algorithm. Iteration k = 1. After a successful iteration, the incumbent point is moved
to the new minimal value. Coordinate search is repeated for the same grid parametert);
again successful.



Figure 2: Visualization of CS algorithm iterations ...continued.

(c) CS algorithm. lteration k = 2. No smaller value of the objective function is found at the

three new points adjacentx(z); \unsuccessful" iteration. Next, the search grid is re ned,
®3) % @

(d) CS algorithm. Iteration k = 3. No smaller value of the objective function is found
at the four points adjacent x®; \unsuccessful" iteration. Next, the search grid is re ned,
4 10
5 .
10



Figure 2: Visualization of CS algorithm iterations ...continued and nalized.

(e) CS algorithm. Iteration k = 3. The value of ® falls below the threshold eng, thus the
algorithm is terminated.

minima.

Some de nitions are needed to rigorously describe the enhanced variability of search
directions o ered by the GPS algorithm. The following three de nitions can be
thought of as analogous to the basic de nitions presented in linear algebra for 1) the
span of a set, 2) linear independence, and 3) a basis [29, 30, JHese de nitions

will allow for the reduction in computational cost per optimization itera-

tion because it will require fewer positive basis vectors to span the domain.

11



De nition 2.1: Positive Spanning Set

SupposeD R" is a nite discrete set. Then the positive span oD, denoted
pspan(D), is the set of non-negative linear combinations of vectors iD:

( w oo | )
pspanD) = id: ;7 0d2Dm2N R":
i=1
The set D is a positive spanning set forR" ) pspanD) = R". Note,
pspanD) ' condD), which is a more common notation, and constitutes a poly-

hedral cone.

De nition 2.2: Positive Linear Independence

The setD is called positive linearly independent() d 2 pspanDnfdg); 8d2
D.

De nition 2.3: Positive Basis

The setD is called a positive basis() it is both a positive spanning set for
R" and is positive linear independent.

Note, the distinction between spanning set and positive spanning set (p.s.s.), is that
the coe cients of the linear combinations must be 0 in the p.s.s.. As an example,
the coordinate vectorsfe;; e,g do not form a p.s.s. since their linear combination
with non-negative coe cients does not span all ofR2. On the other hand, the set

12



f(0;1);(0:94, 0:33);( 0:94, 0:33)g of three vectors evenly spaced iR? is a p.s.s.,
see gure 3, but moreover, is a positive basis since the vectors are positive linearly
independent. Removing any of the vectors would preclude the set from (positive)
spanning R2.

For example, using the coordinate directions to form a positive basis would require
at leastn + 1 vectors, and at most 21 vectors:

It can be shown thatn + 1 and 2n are the lower and upper limits for the cardinality

of any positive basis. See lemma 2.1, also referenced in [32, 33]. Importantly, the ad-
vent of the positive basis saw a near halving of the computational cost per iteration
as compared to the traditional basis/generating sets used in earlier pattern search
methods [19, 29]. This is because a positive basis provides components that can ac-
cess every half-space of the domain while not requiring that each coordinate axis be
represented by two separate vectors (positive and negative). Beyond re-de ning the
search directions, the GPS algorithm also allows for the transformation of the search
grid itself { now called the mesh

13



Figure 3: The standard basis vectors fe;;e,g do not span all of R? by taking
positive linear combinations; they only span the rst quadrant. Using the
standard basis vectors, it will require four__ of fe;;e; €; eqg to create a
positive basis. Alternatively, in the bottom right graph, we see how a
positive basis can be generated with fewer than 2n vectors. The shaded
green areas represent the positive span of the blue vectors.

14



Lemma 2.1

A positive basis ofR" has at leastn + 1 elements and at most 2 elements.
Ref. [32].

Proof

We will show that for somek, the setD n fdig has at leastn elements, so that
D (inclusive of f d¢g) must have at leastn + 1 elements.
SinceD is a positive basis ¥ Disap.s.s. | pspan(D) = R".

P
=) 9 nonnegative (1;:::; p)suchthat dc= P, id.
Subtracting ¢dx from both sides:
xP
de Kk = i 0 KOk
i=1
K1 xP
1+ W= idi + i
i=1 i=k+1
" #
d —1 x d * d
kK = id + idi .
T+ 9 i=k+1

=) dk 2 span(D nfdcg): Note this is the regularspan(), not pspan).

=) span(D nfdyg) span(D) pspanD) = R".

We conclude that the setD nfdcg spansR" and thus has at leastin elements, so
that D (inclusive of f dyg) must have at leastn + 1 elements.

Next we would show that the maximal cardinality of a positive basis isr2

This proof can take many pages when expressed completely, so it is omitted but
a consise version can be found in [33]. We leave the reader with the following
intuition: if D R" is linearly independent then it contains at mostn vectors.

In the case of a positive basis, the coe cients in the linear combinations of the
basis vectors must be nonnegative. Thus every basis vector would have to have
its negative couterpart included in the positive basis set, leading to a cardinality
of 2n. m

15



De nition 2.4: Mesh

Let G2 R" " be a non-singular matrix.

Let Z 2 Z" P be a matrix such that its columns form a p.s.s. oR".

We de ne the matrix D = GZ, whose columns represent the set of search di-
rection, D. Then the mesh generated by D centered at the incumbent solution
x®) 2 R" of coarseness®) > 0 is de ned to be the discrete set of points

M® .= fx® + Wpy:y2 NPg R";

where NP is the set of p-tuples of natural numbers, and ® is the mesh size
parameter.

From de nition 2.4, we further de ne the set D to be the columns of matrixD which
form a p.s.s. ofR" (see lemma 2.2 for a detailed derivation). Subsequently, forms
the possible search directions for the GPS algorithm.

16



Lemma 2.2
The columns ofD form a positive spanning set (p.s.s.) oR".

Proof

Recall the matrix D = GZ, whereG 2 R" " is non-singular, andZ 2 Z" P
whose columns Z.y) form a p.s.s. ofR". We show that applying an invertible
transformation (G) to a p.s.s. €co) results in another p.s.s. (columns oD, aka
D). For any x 2 R", let x°= G x.

SinceZe = fz1;::5z,0isap.ss. 3 9 il ) 0 such that

Since this holds8 x 2 R" =) f Gzy;:::,Gz9 = GZeo = D, ie, x 2
pspan(D), and thus the columns ofD form a p.s.s. inR".

Algorithm 2 presents the pseudo-code for GPS, and Figure 4 visualizes some itera-
tions.

17



Algorithm 2 Generalized Pattern Search (GPS)

Given objectivef : R" 7! R, and an initial point at x© 2 R",

initialize
Oy=1 . mesh size
D=GZ . positive spanning matrix
y=1 . mesh size adjustment
g =0:01 . tolerance for termination
k O . iteration counter
repeat

1. SEARCH STEP (Heuristic)

if f(t)<f (x) for somet2 SK M® then
X(k+1) t

k)

. candidate mesh points

else

2. POLL STEP (Directions search)

. neighboring mesh points
select p.s.s.DK® D

if f(t)<f (x®)forsomet2 PK =fx® + *Kd:d2 D®gthen

X(k+1) t
(k+1) (0
else . elsex® is a local minimizer
w(k+) (k)
(k+1) (k)
end if
end if
k k+1
until & <

end

Y Concrete parameter value set for the sake of example.

18



GPS has a search step which did not exist in CS. This additional step can be called
at each iteration, or it can be implemented only once at the beginning of the protocol
to establish a favourable starting pointx® 2 R". In Figure 4 it is only implemented
once at the beginning for the sake of brevity. Figure 4 also illustrates how the gener-
ating and basis matricesG and Z respectively, serve to de ne the mesh and polling
directions. Although not explicitly de ned in the pseudo-code, Ref. [20] describes
how to de ne these martices for a practical implementation of the MADS algorithm.
As well, note that the search step is mentioned as \Heuristic", referring to methods
such as the Nelder-Mead algorithm, though alternatively a handful of line search it-
eration can work well instead. For more details, see Chapter 7 of Ref. [10].

The MADS Algorithm further extends the idea of variable search directions to in-
clude even more directions. Moreover, it a ords better convergence by implementing
an additional degree of freedom for adjusting the search gridtfe frame

De nition 2.5: Frame

Let G2 R" " to be non-singular.
Let Z 2 Z" P to be such that its columns form a p.s.s. oR".
Let D = GZ.

Fix the mesh size parameter® > 0, and de ne the frame size parameter
(k)

Then the frame generated by D and centered at the incumbent solutiotf 2 R"
of coarseness () is de ned to be

FO =fx2M® 1 kx xKk; g

Here,b= maxfk d°k; : d°2 Dg.
The frame is a type of trust region.

Not only is MADS using the mesh size parameter®, but it is also restricting the
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Figure 4: Visualizatio%of GPS algorithrgt iterations.
p_

30 7= 10 1

12 01 1

(a) GPS algorithm. Iteration k = 0. As part of the initialization, we run the latin hypercube
sampling in the Search Step which is implemented to nd an appropriate starting point,
x(© The Search Step is not re-visited in this example. Successful iteration.

(b) GPS algorithm. Iteration k =1. The mesh is coarsened. Successful iteration.
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Figure 4: Visualization of GPS algorithm iterations ...continued.

(c) GPS algorithm. Iteration k = 2. Mesh is coarsened. Unsuccessful iteration. This
iteration demonstrates how the mesh coarsening feature could potentially release the search
from a local minimum.

(d) GPS algorithm. Iteration k = 3. Mesh is re ned. Unsuccessful iteration.
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Figure 4: Visualization of GPS algorithm iterations ...continued and nalized.

(e) GPS algorithm. Iteration k = 4. Mesh is re ned. Unsuccessful iteration.

(f) GPS algorithm. Iteration k = 5. Mesh is rened. © falls below the threshold eng,
thus the algorithm is terminated.
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search region using the frame size parameter®). Importantly, when & is re ned
at a faster rate than &), MADS generates an asymptotically dense set of polling
directions [20]. This is implemented in the algorithm 3 as® =minf ®);( ()2g,
Figure 5 visualizes some MADS iterations.
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Algorithm 3 : Mesh Adaptive Direct Search (MADS)

Given objectivef : S R" 7! R, and an initial point at x© 2 S,

initialize
©2(0;1) . frame size
D=GZ . positive spanning matrix
20;1)\ Q . mesh size adjustment
end 2 [0;1) . tolerance for termination
k O . iteration counter
repeat

1. MESH UPDATE
(k) =minf (k);( (k))2g

2. SEARCH STEP
if fs(t) <f g(x®) for somet 2 SO M then

X(k+l) t
kY and goto 4
else
3. POLL STEP

select p.s.sD™ such thatP® = fx® + (g : d2 p®g F®
if fs(t) <fs(x®) for somet 2 P® then
x(k+D) ¢
kv W
else . elsex® is a local minimizer
XD y(K)
(k+1) (k)
end if
end if
k k+1

Refer to GPS Algorithm 2 for example values of initialized parameters.
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In algorithm 3 we de ne:

8

o) <f(x) ;x2S
s(X) = .
-1 . otherwise.

It is important to use fg as it will restrict the optimization to the feasible set of
points.

In our benchmarking work, we implement the more e cient OrthoMADS algo-
rithm [34]. Its main di erentiating feature being that it restricts the search directions
to orthogonal ones and the choice of directions is made deterministically, allowing
for reproducibility of results. This provides a stable environment for running the
optimization. Alternatively, having to write the code from scratch may introduce un-
knowable errors, which could have immeasurable consequences given that the results
in this thesis are aimed at being used on a real space mission. Reliability must be
prioritized.
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Figure 5: Visualization of MADS algorithm iterations.

(@) MADS algorithm. Iteration k = 0. The white points circled in green represent the
mesh points, and the black points circled in red represent frame points. As part of the
initialization, we run the latin hypercube sampling in the Search Step which is implemented
to nd an appropriate starting point, x©. The Search Step is not re-visited in this example.
Unsuccessful iteration.

(b) MADS algorithm. Iteration k = 1. The mesh is re ned and new search directions are
chosen. Successful iteration.
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Figure 5: Visualization of MADS algorithm iterations ...continued and nalized.

(c) MADS algorithm. Iteration k = 2. Mesh is re ned and incumbent x value moved to
new point. @ falls below the threshold eng, thus the algorithm is terminated.
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2.3.2 Model-based Trust Region

The second type of algorithm that we explore is the model-based trust region
method (MBTR). If search-based methods (like MADS) iteratively step through the
domain towards the solution, model-based methods rely on constructing local linear
or quadratic models of the objective function as it seeks the solution. Figure 6 pro-
vides a visual of the iterations of the MBTR algorithm to aid the reader's intuition
as we step into a theory-intensive section. Note that this gure will be most clear
after having completed reading of this MBTR section. Before revealing the MBTR
algorithm, we de ne some terms to quantify what we mean by \local model".

Models of multi-variate functions are categorized roughly into linear versus quadratic.
There are various sub-types within each of these categories [10, 17]. For the sake of
simplicity, in this text we restrict our view to fully linear models generated by linear
interpolation, and quadratic interpolation.

In order to make models of the objective that converge to the objective function
locally, we must be able to adjust/control the acceptable level of the model error -
driving it to zero [35]. For the remainder of text, will represent the user's error
tolerance in the model.

To that end, below we de neFully Linear Models as models which allow for user-
controllable accuracy.
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Figure 6: Visualization of MBTR algorithm iterations.
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De nition 2.6: Class of Fully Linear Models

Givenf 2C! x2 R",snd > 0, we say that
ff~g ,0.; is aclass of fully linear modelsof f at x parameterized by (ab-
breviated to FLM)

if there exists a pair of scalars ¢ (x) > 0 and 4(x) > 0 such that, given any
2 (0; ] the model f~ satises:

jty) i {2 8y2B (x)

and

kr f(y) & (V)k g 8y2B (x)

whereg- =r .

In de nition 2.6, the constants ¢ and 4 are unknown to the user. The idea behind a
class of fully linear models is that while the user may not know the exact level of error
the model contains, they have access to the parameter which can be used to drive
the error to O in a predictable way. As ! 0, the upper bound on the di erence
betweenf and f~ (in other words the model error) becomes tighter; likewise far f
andr f~

The following example is borrowed from Audet and Hare [10] { it is used to illustrate
the idea of fully linear models by demonstrating a single-variable case.

Example - FLM

Let f (x) =sin( x) and x = 1.
Then, the rst-order Taylor approximation of f at x is

TH=1(0+ S10x 0= (x 1)
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Next, x > 0.
Then, given anyy 2 [1 ;1 + ], according to Taylor's Theorem, the error in this
model satis es:

. o1 d? L
Ty T 5, max s gty 4
1 . 2 . .. .2
2 LM, 1 TsinC iyl
} 2 2.
2

asjy Jj
Next, we analyze the rst-order error in this model.

d d . . N
&f(y) &T(Y)—J cos(y) ( )i=j cos(y) cos()

Notice that for the function g(x) = cos(x ), cos() is the zeroth-order Taylor
expansion ofg at x. As above, the error in this model satis es:

. . d L
j cos(y)  cos()j max - 90) Iy 4

2[1

. 2 . .. .
a1 TsinC Oy 4
2

We can see that the modeT is fully linear with constants ; = %, and 4= 2
This concludes the FLM example.

Next, we examine the two methods of generating FLMs which are implemented
in the MBTR algorithms we compare in section 3.3:

" Linear Interpolation { constructs a linear function in R" that passes through
n+1 points [36] { used by the COBYLA algorithm introduced in section 3.2.4.
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" Quadratic Interpolation { constructs a quadratic function when there are more
than n + 1 points for interpolation [37, 38] { used by the LINCOA algorithm
introduced in section 3.2.4.

Linear Interpolation
A linear model of a functionf can be expressed as

Fx)=LX)= o+ 7X
where o2 R; =[ q1;:::; o] 2 R™

Note: since we don't know the gradient f (x), it is not possible to use Taylor poly-
nomials.

Instead, consider the set ofm + 1 interpolation points: Y = fy%y!;:::;y"g R":
One can think of interpolation points as the set of points in the domain where the ob-
jective function has been evaluated. Recall that in a blackbox optimization problem,
we seek to limit as much as possible the number of objective function evaluations.
Hence, working with a handful of \interpolation points" to locally model the objective

is a realistic scenario.

A linear interpolation model can be built by nding values for o and that satisfy
Liy)=f(y') 8y 2Y:::
0
LOY)= o+ o+ + ayp=f(y) 8'2Y: (3)
In such a way, a system of linear equations with + 1 unknowns andm + 1 equations

is formed. For simplicity's sake, let's focus on the case wheme= m. Then, equation
3 becomes:
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2 32 3 2
1 (%) f(y°)
El 0y % g % gf(yl)%

1 (y)> n f(y")

Introducing some new notation, we have:

2 3
f (y°)

f 1
f(Y):= g (Y é 2 R";
f(y")
Y :=[y°y! i y"]2 RT (D)
Again, we can re-express equation 3, this time using the new notation:
"#
[L Y] ° =1y
where 1 2 R"! is a vector of all ones. We seek a unique solution, thus [Y~]

must necessarily be non-singular. De nition 2.7 summarizes the linear interpolation
function.

De nition 2.7: Linear Interpolation Function

Then the linear interpolation function of f overY is

Ly(X):= o+ 7X
" #

where ( o; ) is the unique solutionto fl Y] 0 = f(Y).
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Claim 1. The gradient of the linear interpolation function also forms a class of fully
linear models.

Claim 2: Formally, the gradient of the linear interpolation function is called the
Simplex Gradientfor the simple reason that ifY is non-singular, then it necessarily
also forms a simplex. The de nition is fairly straight forward and follows directly
from de nition 2.7:

rLy(x)=:
Both claims are proven in [10].

In the case of the linear interpolation model, the parameter is used to control
accuracy using what is called thepproximate simplex diameterdenoted diam(Y).
And sinceY forms a simplex, we can set:

= diam(Y) = maxfky' y°k;ky? yok;::i:ky"  y%kg:

We nish the linear interpolation section by expressing how the model is indeed fully
linear (recall de nition 2.6). Given x 2 R", there exists a bound > 0, and a
pair of scalars ¢ and ¢ > 0, such that if := diam(Y) 2 (0; ], then the linear
interpolation model satises8y 2 B (x):

ifly) Ly(Wi ¢ % and

ke f(x) Kk 4

Quadratic Interpolation

Similarly to linear interpolation, in the case of the quadratic interpolation model,
we are relying on a set of interpolation points to create a local model of the objective
function, except this time, the model function has the form

1
Qv(X)= o+ “x+ §x>Hx;
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(H = H”), and the pointsy' cannot all lie on a level surface of a quadratic function.
De nition 2.8 formally summarizes this model.

De nition 2.8: Quadratic Interpolation Function

Letf :R" 7! R,andY = fy%:::;y"g R" with m = %(n+1)(n+2) 1. If

has a unique solution for o; and H = H~, then the quadratic interpolation
function of f overY is

1
Qv(X):= o+ “x+ éx>Hx;

where ( o; ;H = H?) is the unique solution to

With the minutia of generating local (linear and quadratic) models covered, we
turn our attention to the Model-based Trust Region blackbox optimization algorithm.
Algorithm 4 provides the pseudo-code for this method, and gure 7 consolidates the
decision making process in a visual ow chart. Note, in algorithm 4, it is not indicated
whetherf~is found via linear or quadratic (or other [25, 39]) modeling means. That is
because any one of these modeling methods can be used. Furthermore, after reviewing
the pseudo-code, the reader is encouraged to revisit the earlier gure 6 graphs to
solidify their intuition of the MBTR method. We proceed to describe the steps in the
algorithm.
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Algorithm 4 : Model-Based Trust Region (MBTR)

Givenf 2 C%, an initial point at x©, and fully linear modelsf~ of f
initialize

©2(0;1) . frame size
0 . starting model
model accuracy
2 (0;1) . decrease test
2 (0;1) . trust region update
end 2 [0;1) . tolerance for termination
k O . Iteration counter
continued...
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...algorithm 4 continued

repeat
1. MODEL
if kr fOx®) k and ) is an F.L.M. of f on B (,(x™) then

2. TRUST REGION
obtain x{&, 2 argminff9(x) : x 2 B 1 (x®)g
X

3. CANDIDATE CHECK

(k) (k)
evaluatef (x(2,) and compute (0 = _T0C) TGeno)

00 (x()) F{x{onp)

if > sucient decrease found,success then

let x<*) be such thatf (x<*D)  f (x{&hp)
(k+1) 1 (k)

generateft<*1) from ft¢) and x(k+Y)

else failure
x (k+1) % (K)
(k+1) (k)
ftk+1) aly
end if
else
(k+1) (X and x <+ x(K)

usef™ to generate F.L.M.ft**D of f on B .y (X&)
end if
k k+1
until M) < g and kr fO(xM) k< g

37



Figure 7: MBTR Pseudo-algorithm as a owchart schematic.
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Model Step

The MBTR algorithm takes fully linear modelsf~ of f as inputs. l.e., for any
> 0 and for anyx, the algorithm uses approximations of andr f in a ball
about x. Next, the algorithm seeks to validate the accuracy of the model. Meaning,
it checks if the amount of deviation of the model from the true objective function
within the -ball is greater than the tolerance. If the model passes the accuracy

check, then it is re-named™X to refer to the speci ¢ model at iteration k.

Trust region sub-problem

Once the model passes the accuracy check, it is used to analytically solve for the
minimizer within the trust region, B (x®),

n 0
X?Fr)]p 2 argxmin (x) : x2B wkx®) :

Candidate accuracy assessment

The candidate solution,x,(['%p, is also checked for accuracy similarly to the earlier

model for this iteration. The following ratio, denoted &), de nes the accuracy:

(k) (k)
0 o ) T0imp)

R (xK)) K (Xgr?np)

The user denes 2 (0;1) as the \su cient decrease test parameter". The ratio,

(k). compares actual reduction of the objective, to the reduction that the model
estimates. Small values (¥) ) can be interpreted as the objective function not
having decreased as much as the the model estimated. In which case, the model needs
improving and the candidate point is rejected and the trust region reduced.
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Alternatively, had the candidate point passed the accuracy check, we would move the
model to be centered at the new candidate point, and the trust region radius would
be expanded. This ability to expand the trust region makes the MBTR algorithm
dynamic since it has the ability to break free from local minimizers; similar to the
MADS algorithm in section 2.3.1.

Note, setting to a small value, e.g., 0.05, may allow more points to pass the candi-
date accuracy check, but the model may not approximate the local decrease as well

as if was set to a higher value like 0.5.

Stopping condition

Eventually, the algorithm is considered to have ended successfully if the radius of the
trust region, & and the gradient of the modelr ), have both fallen within the
user-de ned stop threshold.

2.3.3 Convergence

MADS

The convergence analysis for MADS is in two parts:

1. showing that the mesh gets in nitely ne:

liminf ® =0 and liminf ® =0, and
k!l k!l

2. for any re ned point, generalized directional derivatives at are non-negative.

This is discussed in detail in Chapter 8 of Ref. [10]. Generally speaking, MADS has
a variable convergence rate which is dependent on the dimensionality of the search
space, smoothness of the objective function, noise in the objective function, search
space constraints (especially non-linear ones), among others; for further details see
Ref. [20].
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MBTR

Per Chapter 11 of Ref. [10], the convergence analysis for MBTR establishes that:
1. if r f(x®)) 6 0, the algorithm eventually produces a successful iterate, and

2. if XX remains constant after some nite number of iterations, then is must be
that r f(x¥) =0, and

3. after an in nite series ofsuccessfuliterations,

liminf kr f(xYk=0 (0 kr fx®)k o

Similarly to MADS, the rate of convergence of MBTR is variable, but it depends on
the method used in the step when the trust-region constraint is inactive. Speci cally,
MBTR has shown potential for quadratic convergence per Ref. [40] when implement-
ing Newton's method.

2.3.4 Bi-objective Optimization

Often times, optimization problems wish to solve for two objectives simultaneously.
Recall grade-school problems when students are tasked with maximizing the volume
of a box while minimizing the cost of materials: expensive glass top, cheaper wood
sides. This problem presents two objectives { volume and cost { and two arguments
{ area of wood material and area of glass materials. In future works, we may need to
optimize for more than one objective simultaneously, e.g., maximizing key rate while
minimizing the quantum bit error rate. More on this in section 3.2.

A bi-objective problem can be formally de ned as:

C(nzisn F(x) = (f1(x);f2(x)) (4)

whereF : S ! R?, and the feasible region is de ned to b& R".
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Going back to the single-objective case, to compare two solutions, say;@;) Vs.
(b; ); it was su cient to observe their respective objective values, e.gf,(a;; a)

f (b; ). However, in the bi-objective case, this is treated somewhat di erently. We
introduce the more general concept oflominated pointsin de nition 2.9 to allow
for comparing solutions in the case of two objective functions. This will be used in
explaining how the bi-objective solution is ultimately obtained.

De nition 2.9: Dominated Points

Let a;b 2 S be two feasible points. Then,

" ais said todominate b, denoteda b, if and only if
fi(@ fai(b); fao(a) fa(b) ,and
fi(a) <fi(b) for at least one indexi 2 f 1; 2g:

" ais calledindierent to b, denoteda b, if and only if, a does not
dominate b, and vice versab does not dominatea.

The simplest strategy for addressing a bi-objective problem given a blackbox, is to
plot one objective against the other for all sampled points in the domain. Commonly,
this set of points plots out a curve, representing a pattern of trade-o s between the
two objective functions. This curve is referred to as a \Pareto-optimal frontier", and
in more recent publications is simply referred to as \Pareto front" [10, 41, 42]. The
hope is that in the end, there will be a clear solution for an optimal combination of
objective values, though all too often this is not the case.
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De nition 2.10: Pareto-optimality

A feasiblepoint a 2 S is said to bePareto-optimal if and only if there is no
b2S suchthatb a.

We call the set of Pareto-optimal points (solutions) thePareto set It is denoted
Sp ; and it is the solution to equation 4.

The Pareto-optimal frontier is de ned to be the set of values-(Sp ), and is
denotedFp  R".

When a solution does not clearly stand out along the Pareto-optimal frontier, one
strategy is to de ne and optimize a third function: a weighted linear combination of
both objectives,

B =min f.0)+(@ )f2(x): (5)

Here, 2 [0;1]. To solve forB , we vary across the interval [Q1]. This method
doesn't always solve the problem and more sophisticated methods can be employed
[43].
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2.3.5 Benchmarking

The No free lunch Theoremsoriginally described by Wolpert and Macready in
1997 prove that there is no single best algorithm performance-wise across all possible
optimization problems, [44]. It is suggested that an improvement to an algorithm as it
pertains to one set of problems, necessarily will make its performance worse for some
other set of problems. As such, in this thesis we restrict our attention to comparing
algorithm performance in the speci c context of acontinuous multi-objective blackbox
optimization problem

Continuous because our parameters of interest (detector voltage and mean pho-
ton number) and objective values (key rate, and quantum bit error rate, aka
QBER) can take any real value as sampled from within a speci ed interval.

Multi-objective because we observe two di erent objectives: key rate and QBER.

And blackboxbecause the objective function is concealed by the QEYSSat sim-
ulator. In other words, there is no analytic expression for the transformation of
parameter inputs to objective outputs.

In general, the exercise of benchmarking algorithms seeks to compare thel
ciency and accuracy. In the setting of optimization problems, e ciency can take the
form of run time complexity (CPU time) and/or computational complexity (number
of fundamental function evaluations). In the BBO setting, algorithm e ciency fo-
cuses on comparing the number of required objective function evaluations,fesalls,
because that is consistently and by far the most time-intensive and computationally-
intensive part of the process [45, 46]. Accuradg measured as thalistance from the
starting point to the nal iteration relative to the distance from the starting point
to the best known optimal valuei.e., how far did you get inN iterations compared
to how far you could have gone in unlimited iterations.

e ciency := number of f-calls
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F(xN)  f(xO)
accuracy = fN = f) T

2 [0;1] (6)

Here,x© and x(N) refer to the inputs on the initial f-call and the nal, N™ iteration
respectively. Figure 8 provides some intuition for this.

The procedure for any benchmarking task is in 3 parts:
1. selecting a data set
2. observing algorithm performance
3. analyzing results

Expanding on how we follow this procedure in order.

Prior to running the algorithms to obtain the data, we decide on a set of starting
points for the algorithms to start running { all algorithms in the benchmarking ex-
ercise will run starting at these points. The data set is collected by running each of
our chosen optimization algorithms over the QEYSSat simulator as many times as
there are starting points. Every time an optimization is run, it iteratively chooses a
sequence of steps in the domain (a path), and with each step evaluates the objective
function and hopefully gets closer to the optimal value.

We denote byA the set of chosen algorithms for benchmarking, and let2 A be an
algorithm in that set. Let P be the set of starting points fed into an optimization
algorithm { each of which should yield a path { withp 2 P denoting a starting value
in the set.

Note, we say an algorithm has \solved" an optimization if withinN iterations, if
f (x(\)) attains a value that is within the user-de ned interval of accuracy.

Next, to obtain algorithm performance information, we start by recording the basics
{ expected values for:
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" time to reach solution
" solution accuracy and e ciency
" percentage of paths that reach solution for a xedN.

Although insightful, these observables are not usually conclusive. So, we seek less
obvious metrics for algorithm performance. Namely, we builgerformance pro les
(read informative plots). The remainder of this section is dedicated to deriving an
understanding of the performance pro le.

Each performance pro le corresponds to a xed accuracy tolerance level,2 [0;1].
This value determines when to stop the algorithm. In other words, how close an
iteration f (x(\)) has to be tof (x ) before considering it close enough to stop.

To determine whether or not algorithma, with path p, achieves a solution that falls
within  of perfect accuracy, i.ef (x ), we de ne a convergence tesf[,,.

8
_— <1 N
ap — . )
- 0 : otherwise.

| N
2 5 { 2 g

{
So, whether or not you get within  accuracy inN iterations will depend on your
2z} —{ . . - :
algorithm and respectlveI startlng pointin the domain.

P
: How do we tell which algorithms inA are best?

: The best ones will consistently get the largest portion gf's to within  accuracy
for a xed N (budget of f-calls).

Q
A

Importantly, the \best" algorithm can be di erent for di erent allowances of iter-
ations, N. Thus, to benchmark the e ciency and robustness (fraction of solved
problems) of a set of optimization algorithms, we would like to compare the percent-
age of paths that arrive at a solution for a xed budget of f-calls. Then, varyindN,
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Figure 8: Example of a contour plot for a function f :R2! R, and a possible
path (in orange) generated by iterations of an optimization algorithm.
Although inaccurate, for intuition, one may think of as related to the
radius of a ball about f (x ) which de nes the region of acceptable accuracy

for a solution.

observe if the relative percentages of the di erent algorithms change { this is what
we try to represent in a performance pro le.

We are now ready to formally de ne the performance pro le. [10, 47].
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De nition 2.11: Performance Pro le

A performance pro le is a mapping:

1 _ y
a(M)—ﬁprzp-Na:p M gj;

where, j | represents the cardinality of the set, and\,, denotes the earliest
iteration such that f (x(N=»)) is within the required tolerance.

Figure 9 is an example of two performance pro les resulting from the research in this
thesis { explored in more detail in section 3.3.

Next, we propose a re-parameterization of the variable on the axis as aratio
dependentN,,, :

H . — acc
MINfNep * Tap =19

8

L 1
lap =

3

1 : otherwise

This ratio, r., is used to used to make a fair comparison of algorithm performance.
One can think of this as a kind of normalization, where ., compares the number
of steps it takes for an algorithm to arrive at a solution compared to the best case
algorithm for that same path (starting point in the domain).

It can be observed thatr,, = 1 corresponds to the algorithm which attains the
minimum number of f-calls for a solution. Subsequently;,,, = 2 corresponds to an
algorithm which needed twice as many f-calls as the best algorithm (for the sampge

So, the higherr ,,,, the further you are from the best performing algorithm in terms of
e ciency. Now we can adjust the de nition of the performance pro le, , as follows:

1 . , )
a(M)—j,?ijpZP-ra;p Mgj:
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Figure 9: Examples of a performance pro les with = 10% and = 5%,
comparing the e ciency and robustness of some algorithms a;, &, and ags.
Reprinted from [10].

To summarize, we compare algorithms using performance pro le plots. If we want
the solution to be within  of perfect accuracy, then di erent algorithms will get you
there at di erent speeds (\,,, iterations or f-calls). This N,,, will also depend on
where in the domain you start your optimization, pointp. The higher the proportion
of paths with T,,, = 1, the better the algorithm is considered to perform. By varying
the budget of f-calls,N, one may observe that some algorithms perform better than
others. Constructing these pro les for di erent accuracy tolerances () may reveal
patterns in the relationships of the algorithms in question. For fair comparison of per-
formance, algorithms are all compared against the best known algorithm. As such,
the plot of the pro le has on its x axis, the relative number of f-callsy 5, instead of
the absoluteN,,.
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3 The Optimization Application

3.1 Overview

What is QKD?

Quantum Key Distribution (QKD), is a secure communication protocol. More specif-
ically, it is one step in the chain of events required to send an encrypted message:
the key distribution step. Supposing two distant parties wish to share an encrypted
message, they will then need key to encrypt and de-crypt the message to mask the
contained information from potential interceptors. The key in our scenario is a string
of 1s and Os (bits), and the encrypted bits (qubits) are pulses of photons generated
by a laser.

The security in the QKD protocol comes from its use of quantum phenomena, namely,
entanglement and/or superposition (depending on the protocol). Moreover, the No
Cloning Theorem [48, 49, 50] proves that unknown pure quantum states cannot be
perfectly copied. The consequence of this theorem is that an eavesdropper cannot
make copies of the encrypted message while it is in transit even if they wanted to.

Why single photons?

In the QKD eld of study, much e ort is spent predicting how to break the encryp-
tion protocol, and subsequently devising methods to thwart such attacks. Above, we
mentioned that QKD takes advantage of quantum phenomena to guarantee protocol
security { this involves physically working at the single particle level.

In practice, it is not (yet) possible to guarantee that a laser source will consistently
generate single-photon pulses. Sometimes, it will inevitably emit multi-photon pulses.
However, the speci c QKD protocol implemented by the QEYSSat mission aims to
enhance the protocol's security by including an additional degree of freedom in the
light pulse: its intensity (aka the number of photons in the pulse) [51, 52]. The
sender and receiver monitor how many photons are sent and received in each pulse.
If there are too many inconsistencies, they can assume there is an eavesdropper.
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This intensity-enhanced transmission method is called Vacuum + Weak Decoy State
[53, 54], and it is based on the original QKD protocol called BB84, developed by
Bennett and Brassard in 1984 [55, 56].

3.1.1 FHree-space QKD

Physical implementations of QKD have been around since the year 1989, when the
authors of BB84 built a proof-of-principle experiment for their own protocol [57].
Since then, we have seen academic and industrial [58, 59] interests push ber-based
[60, 61, 62, 63] and free-space network architectures [64, 65] to the limits of their
operational range. To date, ber-based systems have shown functionality over 1000
km [66] (albeit not BB84), compared to the 144 km for ground-based atmospheric
free-space systems [64]. In both implementations, operational distance is the funda-
mental barrier to building a secure global network. Possible solutions include setting
up signal repeaters, analogous to those used in classical telecommunications. As yet,
this technology is still not fully secure and requires further development [67]. An-
other, less direct solution is post-quantum cryptography (PQC), which is a set of
algorithms that overcome the need for quantum hardware altogether. However, there
is no guarantee that someday there won't be a better algorithm to undermine the
existing PQC [68]. The quantum mechanical laws underpinning the security of QKD
hardware may not be so easily bested [69]. So, we turn back to QKD, where a ter-
restrial channel is range-limited, but repeaters are not su ciently mature.

The latest experimentally proven approach to expanding QKD globally is a satellite-
to-ground free-space link. This satellite-to-ground approach is less a ected by the
transmission losses su ered by communications established strictly within the at-
mosphere [70]. The more atmosphere the photons have to pass through, the more
likely the photon is to get absorbed by the atmosphere and not reach the receiving
party. The rst major proof-of-principle satellite experiment was the Micius operation
launched in 2016 [71]. Importantly, their mission established a QKD link, as well as
tested Bell's inequality, thus paving the way for broader satellite networks, but also,
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alternative architectures [71, 72, 73, 74, 75]. Micius has amplink and downlink
con guration. A downlink means that the source and transmission equipment re-
side on the satellite, and the receiver components, on the ground. This is in contrast
to an uplink con guration, where the source and transmission equipment are on the
ground and receiver equipment, on the satellite. Although an uplink connection would
su er from comparatively higher signal losses due to atmospheric e ects in uencing
the beam earlier in the transmission channel (called the shower curtain e ect), an
uplink has the particular advantage of housing the more cumbersome (transmitter)
equipment on the ground and accessible to the science team. Given that satellite-
based QKD is still in its developmental phase, having the ability to swap out key
components to conduct varied experiments is an important capability at this stage
[70]. Enter the Quantum Encryption and Science Satellite (QEYSSat) [76, 77].

3.1.2 Satellite Link Simulation

The Quantum Encryption and Science Satellite (QEYSSat) is an experimental QKD
mission funded by the government of Canada and set to launch in the year 2025 [77].
The original idea was to try an alternative and more experimentation-friendly archi-
tecture (uplink) compared to the ones being proposed by similar projects at the time
(downlink) [71, 78, 79, 80, 81].

Since then, the Micius mission has launched and demonstrated the feasibility of a
guantum connection from space to ground for both entanglement-based and prepare-
and-measure QKD schemes. And the QEYSSat mission has since broadened its scope
to include a downlink (RefQ project) [82] in addition to the originally proposed uplink

and its three di erent sources { weak coherent pulse (WCP), spontaneous parametric
down-conversion (SPDC), and quantum dot (QD). Figure 10 from [78] neatly lays
out some upcoming missions and their respective schemes.

All these missions abound, there have been numerous e orts to model the expected

link quality and its corresponding security, as well as to optimize certain parameters
therein. Early works focused on estimating link losses. Notably, our own research
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Figure 10: Reprinted from [78]. Quantum channel con guration for three

di erent SatQKD missions. Each mission implements a di erent combination of
QKD protocols and quantum channel con gurations between an OGS and an orbiting
satellite. The Singaporean CQT-Sat mission (left) implements the entanglement-
based BBM92 protocol (blue arrow) in a downlink con guration. For this mission,
one of the photon pairs is measured on board and the other is transmitted to the
OGS. The UK QUARC/ROKS mission (middle) implements the weak coherent pulse
(WCP) decoy-state BB84 protocol (red arrow) in a downlink con guration. The
Canadian QEYSSat mission (right), implements both the decoy BB84 and BBM92
protocols (purple arrow) in an uplink con guration and intends to also incorporate a
decoy BB84 downlink.
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group who published results in 2013 modeling beam propogation and atmospheric
e ects for a QKD link [70]. The model combined simulated satellite pass geometries
{ distance and position as a function of time generated in the Ansys Systems Toolkit
{ with MODTRAN simulations of atmospheric e ects, including di raction, turbu-
lence, absorption, and transmittance. In the end, the orbital path, and atmospheric
e ects were combined with a MATLAB simulation of beam divergence with distance.
This 3-part simulation yielded a value fortransmissivity, which is the probability that

a photon sent by the transmitter would arrive at the receiver. Transmissivity, as such,
can be used to calculate a key rate using a key estimation formula, and a correspond-
ing error or noise probability. This work however did not allow for generating a bit
sequence; that work came later.

Subsequent e orts from other groups took the simulation a step further, discretizing
and optimizing a numerical simulation of the satellite pass. In which case the simula-
tion included many more parameters such sender/receiver basis bias, and a blackbox
optimization for mean number of photons at the source [83]. Other groups yet, took
a completely di erent approach. In some cases opting for a wholly analytic paradigm
[84] and continuous optimization methods. In other cases, introducing machine learn-
ing algorithms to estimate optimal con gurations for crucial components [85].

Our QEYSSat simulation, in its current state is a 4 part computer model, see
Figure 11. It works by generating a bit string representing the key that the sender
wishes to emit, and then adding or subtracting or otherwise altering the qubits accord-
ing to functions modeling the various phenomena that a ect the transmission process.

At a high level, the simulation operates as follows:

" Using the Ansys Systems Toolkit, an orbital satellite pass is simulated, recording
the angle, position and distance with respect to the ground station.

" Then, the Link Analysis program, a MATLAB script, uses that geometry to
compute coe cients for atmospheric e ects corresponding to the speci c pass.

" Third, the QEYSSat Simulator, a MATLAB program, generates a key (bit se-
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Figure 11: The QEYSSat simulation is organized in four parts. This gure
depicts the ow of data between software parts. Reprinted from [86].

guence) from the sender, and a key measured by the receiver, incorporating
all errors and losses that are known to a ect such a connection (adding/alter-
ing/removing bits), outputting sender and receiver time tag les.

" Lastly, the QKD Analysis software processes the two sender/receiver time tag
les from the QEYSSat Simulator, and produces a nal key rate as well as a
variety of other outputs. This last software is written in C and C#.

The parameters over which we aim to optimize the link security are de ned in the
QKD Simulator, so we take a closer look at how that part of the overall simulation
works.

There are four major modules in the QEYSSat Simulator: (1) the sender, (2) the
eavesdropper, (3) the channel, and (4) the receiver.

1. The sender uses a single photon source to generate a sequence of randomly
polarized qubits (pulses) in the X- and Z-bases with variable photon counts
(Poisson distributed; more on this in Section 3.2.3). The pulses are time tagged.

- Errors are applied to the pulses: laser jitter, timing jitter, etc.

- For quality assurance, the sender retains some of the emitted pulses, and
measures them with detectors which also have error. This is better described
in the receiver's description below.
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2. The eavesdropper exists along the channel between the sender and receiver
and has three de ning properties: whether or not they're present, the proportion
of pulses they are measuring, and the time delay added to every pulse as a result
of their interference.

- If present, the simulator generates a time tag le for the eavesdropper at
the end of the protocol.

- The presence of an eavesdropper changes the detection statistics on the
receiver's end.

3. The channel is de ned by (1) the channel loss (subtracting photons), (2) the
background counts (adding photons), and (3) the time of ight at each time
step. See Figure 12. It also includes polarization distortion (altering photons).

4. The receiver is mostly characterized by the detectors they have in their setup.
The errors induced by the detectors includes afterpulses (adding photons), dead-
times (subtracting photons), dark counts (adding photons), and jitter (altering
photons). More details in Subsection 3.2.2. Detections are time tagged.

Notes:

" The sender has the choice of using a weak coherent pulse (WCP) source, or
an entangled source, or a quantum dot source. In the optimization work that
follows, | used the WCP source.

All detectors are part of passive detection schemes. Meaning, each incoming
pulse is sent through a 50:50 beam splitter towards the X- or Z-basis detector
pairs, representing the receiver's choice of measurement basis. Then the pulse
is sent through a polarizing beam splitter to determine its polarization.

The downlink RefQ project referenced earlier in this section will be implement-
ing the 4-state 6-state communication protocol [82, 87]. As such, the receiver
would have two additional detectors (and polarizations correspondingly).
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Figure 12: For a selected pass: a) Time varying channel loss. b) Time
varying background counts per second. c¢) Time of ight for varying GPS
positions. Reprinted from [86].
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3.2 Optimizing QKD

The intention in this section is to uncover how the optimization of our speci c ap-
plied problem was handled. We discuss which objectives were chosen to be optimized,
and which arguments they were optimized over. Then, we detail how these argu-
ments were implemented in the simulation. In the the end, we brie y discuss some
challenges involved in running the required optimization algorithms as well as corre-
sponding simulations, and some practicalities for how these issues were are addressed.

To successfully implement a satellite-based QKD connection, a signi cant phys-
ical challenge must be overcome: choosing the correct con guration of components.
A list is provided in Table 1, including major components in our model, and some
select parameters with brief descriptions. Our focus will be on thaetector's applied
excess bias voltagand the weak-coherent pulsed source's (laser's) setting ferage
photon number per pulsd our two arguments. The optimal values for both of these
arguments should maximize the security of the protocol, and security is quanti ed
by the Key Rate, and to a lesser degree by thQuantum Bit Error Rate (QBER) {
these two will be our objectives.

3.2.1 Objectives: Key Rate and QBER

When implementing a QKD protocol, the encrytion key that the communicating par-
ties end up using for their secret message, is almost certainly some shorter version
of the originally sent bit-string. That's because not all the bits sent end up being
received (missing bits). And sometimes, the receiver will record bits that were never
sent in the rst place (extra bits). Accounting for, and correcting for this mismatch in
recorded bits between sender and receiver is called QKD analysis; and it's the source
of much toil for academics and cryptographers working to come up with secure key-
sharing protocols.

The goal is always to be able to use as much of the originally sent key as possible.
The proportion of \used key to sent key" is called theSecret Key Rate or Key Rate
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Table 1. Non-comprehensive list of simulation
of their parameters

components and examples

Component | Parameters Description

Afterpulsing Probability Probability of generating an af-

[2 (0;1)] terpulse.

Dark Count Rate [Hz] Rate of dark counts per second.

Detector . .

Dead Time [s] Dead time before detector re-ups,

E ciency [ 2 (0;1)] Probability of making a detec-
tion.

Jitter [s] Average detection timing error.

Recharge Time [s] Recharge time factor.

Background Rate [HZz] Mean background counts per segr

Channel ond for a xed link.

Depolarization 2 (0; 1)] Depolarization factor.

Optical Transmission Proba-| Optical transmission probability

bility for a xed link.

Jitter [s] Average emission timing error.

Start Pulse Jitter [s] Mean start pulse emission timing

Laser error.

Mean Photon Number (sig-| Setting for mean number of pho-

nal), 2 (0;1) tons for a signal pulse.

Mean Photon Number (decoy),| Setting for average number of

2 (0;1) photons for a decoy pulse.

Frequency [Hz] WCP laser source pulse freq
qguency.

Jitter [s] Average timing error in serial sig-

GPS nals.

Serial Rate [s/byte] Rate of serial character signals.

Time O set [s] O set between pulse per second
and serial signals.

. Resolution [s/tick] Self-explanatory.
Timetagger _ _ . .

Tick Drift [ 2 R] Drift scale of time-tagger clock

relative to simulator time.
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(KR) for short. At some points in this section we will also refer to it as the nal key
rate.

When photons are sent as bits of the key, they carry information in the form of
polarization. For each bit to be transmitted, the sender must make a random choice of
polarization basis to use for encoding information into the photon { horizontal/ver-
tical polarization, or diagonal/anti-diagonal polarization. At the other end of the
transmission channel, the receiver must also make a random choice between the two
polarization bases every time they measure a photon with their detector.

When all bits have been transmitted, the sender and receiver begin the process of
narrowing down which bits can and can't be used for their key. This is done by pub-
licly revealing some agreed-upon portion of their bits. More speci cally, they disclose
what was the basis choice for each bit. Due to the aforementioned randomness of
basis choice, there is inevitably some mismatch between the sender and receiver's
disclosed bases, and when they don't match, those bits are discarded. The remaining
reduced-size key is called th8ifted Key. Finally, for the remaining bits, the sender
and receiver compare the bits' polarizations, implementing error correction and pri-
vacy ampli cation protocols to nally obtain the nal key. Figure 13 illustrates a
simpli ed version of the key sifting process intuition's sake, demonstrating how the
sifted key is obtained from a sender (Alice) and receiver's (Bob's) raw keys (bit-strings
sent and measured that coincide in time and can reasonably be considered as corre-
sponding to the same photon).

To formally describe the key rate, we must establish some de nitions. Speci cally,
what is yield, Y,, gain, Q , and QBER, E .
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De nition 3.1: Yield

Yield is de ned as theconditional probability of the receiver making a detection
given that the sender transmits am-photon state.

In a typical optical implementation, yield, denotedY,, can be expressed as
Yo = Yo+t 0 Yo n Yot n;

whereY, is the background rate, and , is the n-photon transmittance.

De nition 3.2: Gain

Gain is de ned as thejoint probability that the sender transmits an n-photon
state and the receiver records a detection.

In our model, the overall gain can be expressed as:

b
Q = Qn:

n=1

It is composed of the contributions from di erent photon numbersQy:

n

Qn = Yy nr e
whereY, is the yield, and is the average photon number setting on the source.
De nition 3.3: Quantum Bit Error Rate (QBER)
Quantum bit error rate (QBER) is de ned as thejoint probability of observ-

ing a detection and having an error. In other words, it is the fraction of errors
in the set of signals sent.
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In our case, QBER, denotecc can be modeled as a mixture of photon numbers:

1 R
E - Q_ enQn )
n=0
wheree, is error rate of ann-photon state and is expressed as:
e, = eOYO + €& n
Yn

Here, e = % is the error rate of the backgroundgy is the probability that a photon
hits an erroneous detector.

Formally, in the asymptotic case for the BB84 protocol, the key rate, denoteR,
can be expressed as

R 1 Hz(Ez) Hz(Ex) ;

where
Ha(X) = Xlogy(x) (1 x)logy(1 X)

is the binary Shannon entropy, ande; and Ex represent the QBERs in theZ and
X bases respectively, see Refs. [88, 89] for more details.

The QEYSSat mission is implementing the Vaccum+Weak decoy state protocol (a
variation of the BB84), [90, 91, 92]. In this case, the more accurate key rate expression
¥

R af Qf(E)H2(E ) + Qi1 Ha(e]g;

whereq is set to 2 for BB84 (or 1 for e cient BB84 [93]), and f ( ) is an error correc-
tion e ciency function. See Ref. [94] for further reading.

In practice, when comparing their keys, the sender and receiver can account for
mismatched bases due to random chance. But if after Itering out mismatched bases,
they nd bits with di ering polarizations, then the communicating parties can assume
one of two things occurred:
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Figure 13: Simpli ed example calculating the Sifted Key from the Raw Key.

63



1. either the sent photon got lost in the channel (e.g., absorbed in the atmosphere,
succumbed to misalignment or device imperfections), and simultaneously the
receiver made an erroneous detection due to thermal noise or afterpulsing, or

2. there is an eavesdropper in the channel.

Either way, all errors are attributed to the presence of an eavesdropper. Hence, we use
the proportion of mismatched polarizations in the sifted key (aka QBER) to quantify
the damage to security.

Besides the fact that key rate is ultimately a function of QBER, another way of
describing the relationship is: an improving QBER means improving the KR. As far
as our optimization problem is concerned, the two objectives are proxies for security.
Thus, in this thesis we consider both QBER and KR as objectives, the idea is to
investigate if one of them may be a better function to optimize over than the other.
Desirable properties for optimizability include:

" Simpler function.
This would reduce computational complexity. E.g., if the one function is a
lower order polynomial than the other, or even more fundamentally, if one is
constant in some coordinates where the other is not.

Noise.

This refers to the variance of the objective at any given input point, from
simulation to simulation. The lower the variance (conversely, the more consis-
tent the output), the more accurate each iteration calculation will be in the
optimization, requiring fewer iterations.
~ Smoothness.

This refers to the variability of neighbouring points, and is related to noise.

Beyond the basic calculation for KR and QBER described above, there is a whole
theory of post-processing to error-correct and amplify the privacy of the key exchange.
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For further reading, see [95, 96].

Ultimately, the KR and QBER are each functions of observables in the commu-
nication protocol. In this thesis, we aim to optimize the KR and QBER over some
observables. Recalling section 2.1, our task is to nd the arguments (values of ob-
servables) that will yield the optimal KR and/or QBER values. As such, we make a
simulation incorporating the observables and use that to maximize the KR.

3.2.2 Argument: Detector Voltage

Within both Alice and Bob's setups, there are single-photon detectors (SPD). SPDs
come in many varieties including photomultipliers, Geiger counters, and single-photon
avalanche diodes (SPAD). Our simulation speci cally considers silicon-avalanche pho-
todiode detectors (SIAPD) { a type of SPAD which have relatively high e ciency and
relatively low dark-count rates, and most importantly do not require cryogenic cooling
as is often the case for other types of single-photon detectors [70]. For all of these rea-
sons, SIAPDs are an appropriate choice for satellite use. These detector components
are a focus in the simulation since they are particularly sensitive to environmental
factors such as temperature and ambient light. Also, they have numerous parameters
exhibiting statistical variation.

Generally, an SIAPD is a semiconductor-based photodiode, which, when charged
with an electric current has the capacity to react to incident photons. When operated
at a relatively high reverse voltage, also called Geiger Mode, absorbed photons are
accelerated in the semiconductor so that they can generate additional charge carriers
(electrons and holes). This ampli es the photocurrent by a signi cant factor, making
for a particularly sensitive photodetector [97]. A more detailed explanation follows.

To operate the SIAPD, the user must apply a voltage to the semiconductor, called
the bias voltage . There is a minimum bias voltage (akdreakdown voltage ) that
must be applied before the detector can conduct and have charge carriers ow. If the
bias voltage is larger than the breakdown voltage and there is a mobile charge carrier
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in the semiconductor junction, the electric eld therein can cause it to displace other
charge carriers out of the neighbouring atoms, which in turn displace more charge
carriers { this is called anavalanche . Note, an avalanche can only occur when the
bias voltage is above the breakdown voltage. Once an avalanche is triggered, the
SIAPD cannot be used for another detection until the avalanche current is reduced
to zero. This reduction to zero is called guenching process and the time it takes

is referred to asdead time .

SiIAPDs do not perfectly detect incident photons, or not detect absent photons.
Avalanches can occur for reasons other than incident photons. For examptiark
counts are avalanches that are thermally triggered. They occur due to defects in
the crystal layer and their rate increases linearly with temperature. Their rate also
increases withexcess bias voltage (bias voltage minus breakdown voltage), denoted
Ve. Another source of spare avalanches, is called afterpulsing which also occurs due
to defects the semiconductor. When an avalanche occurs (from a detected photon or
otherwise), an electron can get trapped in the substrate. Once released, it can trigger
an extra avalanche { anafterpulse . On the other hand, in the presence of incident
photons, often the detector fails to trigger an avalanche and thus fails to make the
detection. This is partly attributable to the SPAD structure, partly attributable to
excess bias voltage, among other variables. [98]. The percentage of correctly detected
photons is callede ciency , denotedPy,.

Many of the detector parameters mentioned above are integrated into the device and
can only be observed but perhaps not controlled, at least not easily [99]. One of
those that can readily be controlled is excess bias voltage. We explore its e ects in
the following subsection.

Although excess bias voltage is not explicitly modeled in the QEYSSat simulation,

two simulated parameters (dark count rate and e ciency) are dependent on excess
voltage. The QKD simulator is thus designed to incorporate these dependencies.
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E ciency
E ciency, Py, increases with the excess bias voltag¥g, according to the following
expression:

Ppb=1 e (Ve=¥); (7)

where \c is the characteristic voltage. Vc depends on the semiconductor depletion
layer thickness and on a parameter callekls , which is a weighted average of the ratio
of the ionization coe cient of electrons to that of holes. Typically, V¢ takes on values
of 1-2 V for SIAPDs with a thin depletion layer, and values of 6-16 V for SIAPDs
with thick (20-35 m) depletion layers [100, 101, 102]. The QEYSSat detectors have
a manufacturer-described e ciency of 60%. This has been experimentally veri ed
even when operated at -8 (the expected temperature maintained in orbit) [103].
Using the expression foiP, above, this maps to aVe = 21:8271 for the QEYSSat
detectors, see box below for calculation.

Calculation of V¢

From eq. 7:
P,=1 e (E7Ve):

Next, we know that for the QEYSSat detectorsP, = 0:6 when the excess bias
voltage is 20/. Solving for V¢:

06=1 e 7%
1 06=e 7%
In(0:4) = In(&?97Ve))

20
In (0:4) = Ve
20
Ve = In (0:4)
=21:8271
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Figure 14: Detector e ciency as a function of excess bias voltage.

Finally, the exact expression used in our simulations for e ciency as a function of
excess bias voltage is:
Py(Ve) = 1 gl Ve=21:8271).

Figure 14 depicts this relationship graphically.

Dark Count Rate

Dark count rate as a function of excess bias voltage does not have an analytic expres-
sion derived, but in experiments demonstrates exponential increases with excess bias
voltage [97]. Using the experimental results presented in [97], we were able to derive
the following expression to model the relationship between dark count rate and excess
bias voltage.

In Equation 8 above,Ciemp is a scaling factor that accounts for temperature. Temper-
ature is an important dependency to incorporate because dark counts are a function
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of temperature. Also, this factor anchors the function at the observeBCR when
Ve = 20V (chosen because this is the value of excess bias which has been used in
DCR tests at orbit temperatures).

Next | describe how | arrived at the expression for equation 8. First | performed a re-
gression analysis over the experimentally derived data using various models (quadratic,
exponential, etc.). The quadratic model yielded afiR? = 0:9943:

DCR(Ve) = 0:0465 (Vg)?>  0:8122 (Vg) + 14:054

and the exponential model yielded an improve&? = 0:9973:

DCR(Ve) = 5:2911 %% (Ve)  5:2911 V=D )

Next, since the expression for Equation 9 is modeled from an experiment conducted
at room temperature, to use a similar expression for the QEYSSat detectors, we must
nd the analogous expression for the -8C scenario andVg = 20 [V]. That is, nd

the correspondingCiemp Scaling factor. From [104], we know that after 6 months of
radiation exposure at similar levels to that of a satellite in orbit, DCR 0.5 kHz.
See Figure 15. Thus, we can solve the following fQemp:

DCR(20) =0:5kHz = Ciemp a(20=17)

Finally, the expression that we used in our simulator is,

DCR(Vg) = 0:1542 Ve=11): (10)

Figure 16a compares experimental [97] versus computational results for dark count
rate as a function of excess bias voltage at room temperature. Taking a step toward
more QEYSSat-relevant results, Figure 16b compares modeled dark count rates at
room temperature and for an in-orbit satellite. It is important to note that over time,
with consistent exposure to radiation, the detectors will experience increasing dark
counts as demonstrated in Figure 16b from [104].

69



Figure 15: DCR of APD after irradiation, measurement taken at -86 °C op-
eration with APDs biased 20 V above their breakdown voltages. Reprinted
from [104].
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Figure 16: Dependence of the dark count rate on excess bias voltage.

(a) Experimentally obtained [97] versus computationally derived (Equation 9) DCR values
at room temperature. This graph demonstrates the high level of accuracy in the model.

(b) A comparison of modeled DCR at di erent temperatures with a logarithmic DCR axis.
See Equations 9 and 10.
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3.2.3 Argument: Mean Photon Number

For the purposes of QKD, the sender needs a laser source capable of producing single
photon pulses. In the QEYSSat simulator, we're modeling a weak coherent pulsed
source which emits pulses with a low, but varying number of photons at a frequency
of 400MHz. That is, the laser emits 400 million pulses every second, and each pulse
has a variable number of photons. The number of photons, per pulse varies prob-
abilistically according to a Poisson distribution with a mean value denoted by:

n e
n!

P(n) =

Below is an example to demonstrate its signi cance. Suppose we are implementing a
vacuum+weak decoy state protocol, [53], with the parameter settings from Table 2.

Intensity | Occurrence P(empty pulse) | P(single photon) | P(> 1 photon)
Signal 80% 05| P(0)=61% P(1) = 30% P(> 1) =9%
Decoy 14% 0.1, P(0)=90% P(1)=9% P> 1)=1%

Vacuum 6% 0 P (0) = 100% P(1) =0% P(> 1) =0%

Table 2: Given the occurrence each type of pulse as a proportion of all
emitted pulses, and the mean photon number for each, the table displays
the distribution of photon events.

Then, taking all three pulse intensities together, we would observe that 67.2% of all
pulses are empty, 25.5% are single-photon pulses. and the remaining 7.3% represent
multi-photon emissions.

In practice, the parameter for the mean value, , can be set by the user. As
the user, we ask ourselves: what should the mean value be if we want to maximize
security? On the one hand, increasing would increase the likelihood of the receiver
detecting the pulse. On the other hand, the lower the, the less likely the source is
to produce multi-photon emissions, thus reducing the probability of an eavesdropper
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implementing a photon number splitting attack.

Unlike the excess bias voltage parameter, the mean photon number parameter is
de ned explicitly in the QEYSSat Simulator.

3.2.4 Methodology

| have implemented several blackbox optimization algorithms in MATLAB or Python,
and compared their performance as it applies to the simulation of a satellite-based
QKD link. There were two argument variables we were optimizing for: excess bias
voltage in the detectors, and average photon number in the source. | used two ob-
jectives to quantify the security of the link: quantum bit error rate, and nal key rate.

In Section 2.3.5, we explored the idea of performance pro les { graphs comparing
the relative performance of optimization algorithms. See Figure 9. Here, we detall
how these performance pro les are created in practice. First and foremost, the per-
formance pro le graph is derived from a table as follows (Table 3):

Table 3: Sample data for performance pro les, = 50%. Values taken from
data tables generated for this thesis. See Appendix for full tables.

= 50%
Path Starting OrthoMADS COBYLA LINCOA
Number Point Na;p\ e Na:p a || N D Ao

a
[0.56,10.94]] 1 [0.9712] 1 [0.6575] 2
[0.33,6.77] | - - - - ?
[0.43,17.96]] 3 | 06433 2 | 1.02 || 2 | 2
[0.54, 14.4]|| 11 | 0.7260| 2 |1.3151| 2
[0.2,5.75] | 2 |0.6433| - - ?

o b~ WO NP

)

Each tuple of (Nap; ;L“c%") in the table for each algorithm is obtained by running
the optimization from a starting point until it either reaches a satisfactory solution,
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or until it elapses thef -call budget. | used anf -call budget of N=15. This value
was not arbitrary, but rather an upper limit obtained as a result of multiple trials
of the OrthoMADS algorithm. The trials showed that across 13 optimizations, if
the algorithm reached the 15th iteration without achieving an accuracy of at least
90%, then it would reach the 48th iteration without achieving an accuracy of 90%
(possibly higher, but | stopped at 48 which is the equivalent of 4 hours df-calls).
Since each iteration represents one run of the QEYSSat simulation § minutes), an

f -call budget of 15 is the equivalent of setting an upper bound of 75 minutes on the
time it takes to run one optimization (path).

Algorithms are compared against one another for their ability to e ciently gen-
erate a path to the minimum. For this reason, algorithms must generate paths from
the same set of starting points. The set of starting points should ideally be somewhat
evenly distributed in the domain. Though, one must be careful not to choose points
in a way that may result in highly correlated values. Typical methods for partition-
ing the domain for a set of starting points include Latin Hypercube Sampling (LHS)
[10, 105, 106] and low-discrepancy sequences [107] such as Sobol' sequences [108].

For our performance benchmarking task, we ran an LHS in Python using the Quasi-
Monte Carlo submodule. At a high level, LHS partitions each dimension of the domain
into evenly spaced intervals, producing a grid. Then it randomizes the distribution
of points by randomly pairing intervals and points from a uniform distribution with-
out replacement. The fundamental rule of LHS is that each interval contains only
one point the length of the axis in any direction [109]. Algorithm 5 provides a more
detailed presentation of these steps [10].
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Algorithm 5 Latin Hypercube Sampling (LHS)

Given [l;u] 2 R", a hyperrectangle, and a desired quantity of sample poin{s2 N,

initialize
M 2f1:::;pg" P matrix where each row is a permutation of the setl;:::;pg
k O counter for generated points.
P fg nal set of points.
repeat

for i 2f 1;::;;ng do

XL+ 1) s wherer;,  U[0; 1)

P .appendx¥)
end for
k k+1

until k=p+1

return P
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The Python code which generated the set of starting points using LHS:

from scipy.stats import gmc

# Establishing starting points
sampler = gmc.LatinHypercube(d=2)
sample = sampler.random(n=25) # 25 starting points

| _bounds = [0.1, 1] # [u lower bound, V lower bound]
u_bounds = [0.9, 25] # [u upper bound, V upper bound]
# Output

print("LHS sampled 25 starting points")
print(sample_scaled)

| later manually re-assigned some of the points in the domain to exclude the values
of = f0:1;0:9g and V = f1;2g, which consistently produced a zero key rate. The
nal set of starting points is graphed in Figure 17.

To observe how well each algorithm performs as it attempts to nd the real optimum,
we need to know what that optimum is from the get-go. Filling in Table 3 also requires
us to know that value, (X ;y ), since it is used to computef 2 | recall Equation 6.
Before starting to run the algorithms, | pinpointed the optimal value by running a
quick Grid Search, see Figure 18, and manually re ned the area of interest until |

found the optimal point on the surface:
(X5 Xy Ykr Yoser ) = (0:56; 17:69; 11800 0:52):

Early security analyses for the decoy state protocol [94] provide validation for our
result. They derive an optimal 0:5, close to our simulated (6.

Note, as a matter of practicality, this optimum is a point | choseclose to max/min
of the objectives, but notat the max/min. For example, in Figure 18, we can see
that near the maximal Key Rate values, there is a steep cli to zero. Recall that
every time we run a simulation, we get slightly di erent values for the objectives.
Simulations that are run with inputs at the edge of the cli, will at times output
an objective value at the top of the cli surface (which would constitute an absolute
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Figure 17: Set of starting points generated by LHS.

optimal value); and at other times objective values that are at the bottom of the cli .
The statistical variability within our QEYSSat (Monte Carlo) simulation makes it so
that the edge of the cli has a tendency to shift a little bit. Choosing an optimal Key
Rate value,y , that is too close to the cli may be dangerous because our algorithms
may not nd it if the simulation happens to output a value at the bottom of the cli
instead of at the top. To mitigate this risk, we choose a less optimal value fgr, but
one which perhaps has some bu er to the cli so as to not likely be a ected by the
statistical variability.

A note about the objective surfaces in Figure 18. First, key rate counts are lowest in

2 neighbourhoods: (1) near low values of excess bias and/or mean photon number,
but also (2) at high values of excess bias and mean photon number. The former can
be accounted for by low counts, i.e., not enough coincidences due to low detections
on the receiver's end. The latter can be accounted for due to too many detections,
causing discarded coincidences.
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Figure 18: 3D Surfaces for Key Rate and QBER from Grid Search.

Side View Top View
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Figure 19: Data ow of optimization software.

A combination of three softwares worked in tandem to implement the optimiza-
tion tasks. See Figure 19. For each starting point, the algorithms iterated through
steps in the domain, seeking an optimum. | worked with one algorithm at a time;
rst MADS: OrthoMADS, then MBTR: COBYLA, then MBTR: LINCOA.

MADS was implemented in MATLAB using the patternsearch()  function with the
Algorithm parameter in optimoptions set to "nups-mads". As well,
PolIMethod="OrthoMADSPositiveBasisNpl1", and SearchFcn="searchlhs" .
OrthoMADS was developed in 2009 and implemented in MATLAB in the same year
by its authors [34, 110]. It is a speci c case of MADS where the search directions
are necessarily orthogonal. This is in contrast to traditional MADS which has the
capacity to generate a mesh with a non-orthogonal basis (this is possible due to the
use of thepositive basissee De nition 2.3). For an example of a non-orthogonal mesh
see Figure 4.

The mesh-adaptive direct search optimization algorithm code implemented in MAT-
LAB is below.

1 disp("Remember to set starting point, x0.")

2
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% Set patternsearch options.

options = optimoptions("patternsearch”, Algorithm="nups-mads",
PlotFcn={@psplotfuncount, @psplotmaxconstr,@psplotdistance,
@psplotparetof, @psplotparetox, @psplotspread, @psplotvolume},
PolIMethod="0OrthoMADSPositiveBasisNpl", SearchFcn="searchlhs",
Cache="0n", Display="iter");

% Set initial guess and bounds.

initialGuess = [0.66, 3.0]; % Initial guess for optimization [mu, V
]

Ib = [0.2, 3]; % [u lower bound, V lower bound]

ub = [0.8, 25]; % [u upper bound, V upper bound]

% Run patternsearch.

fun=@objective;

% [x, fval] = patternsearch(objective, x0, A, b, Aeq, beq, Ib, ub,
nonlcon, options)

[x, fval, exitflag, output] = patternsearch(fun, initialGuess, [],
(I. 0. {I. b, ub, [], options);

% Display results.
disp(‘Patternsearch Results:");
disp(['Optimal x: ', num2str(x)]);

disp(['Optimal fval: ', num2str(fval)]);
disp(['Exit flag: ', num2str(exitflag)]);
disp(['Number of iterations: ', num2str(output.iterations)]);

Both COBYLA and LINCOA were implemented in Python where | used the
PDFO: Powell's Derivative-Free Optimization solvers library, https://www.pdfo.net/
[111]. Initially, I tried to implement PDFO in MATLAB, but ran into some di cul-
ties with installing FORTRAN ! MATLAB compilers which required legacy software
versions.

LINCOA, or Linearly Constrained Optimization Algorithm, seeks the minimal

value of a nonlinear function subject to linear inequality constraints while avoiding
the use of derivatives. LINCOA is a model-based algorithm and follows the general
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structure of MBTR outlined in Section 2.3.2. More speci cally, it iteratively builds lo-

cal quadratic models of the objective to estimate gradients and subsequently chooses
the corresponding step direction. Although implemented in his original FORTRAN
77 solver, author M. J. D. Powell did not publish a paper to introduce the algorithm.
An exposition of the trust-region subproblem from the solver can be found in [112],
and a detailed presentation the algorithm can be found in [113].

COBYLA, or Constrained Optimization by Linear Approximations on the other hand
was formally introduced by M. J. D. Powell in the 1994 paper [36]. Similarly to LIN-
COA, itis an MBTR algorithm, but di ers in a key way: the local models it builds

are linear, not quadratic [113].

The model-based trust region optimization algorithm code is below { implemented in
Python. This was used for both COBYLA and LINCOA by updating line 25.

import numpy as np

from pdfo import pdfo

from scipy.optimize import Bounds
import datetime

## Optimal values used for computing accuracy:
## mu*=0.56

## V*=17.69

## QBERstar=0.52

## KRstar=-11800

# Define starting point.

print("Remember to set starting point, x0.")

print("If maximizing, objective values must be negative.")
x0 = [0.66, 3] # Starting point

# Build the constraints.

# Bounds([u lower bound, V lower bound], [u upper bound, V
upperbound])

bounds = Bounds([0.2, 3], [0.8, 25])
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# Solve the problem.
options = {'maxfev': 15, 'scale': True}

## NOTE: method={'cobyla', 'lincoa', 'uobyqga’', 'newuoa’, 'bobyqga'}

res = pdfo(objective, x0, method='cobyla’, bounds=bounds, options=
options)

res.x

res.nfev

My choice of algorithms (OrthoMADS, COBYLA, LINCOA) was based on the
need to benchmark at least one instance of each of the two major algorithm groups:
direct-search, and model-based. OrthoMADS was a simple-to-implement and well-
established option of MADS. And luckily, the PDFO library o ered multiple options
for model-based algorithms, and | wanted to compare the performance of the linear
(COBYLA) versus quadratic (LINCOA) modeling methods.

A comment about the QKD Analysis: a choice was made in the QKD Analysis
software to calculate the Key Rate as an estimate of an asymptotic key rate, rather
than a nite-size key rate. There are notable di erence between the asymptotic and
nite-size calculations which can be further explored in [95]. Figure 20 shows a screen
shot of the window in the QKD Analysis software, highlighting the option to toggle
between asymptotic and nite-size key rate calculations.

3.2.5 Surrogate Models

In the framework of BBO methods, the central theme is to limit the number of func-
tion evaluations since that is the most resource-intensive part of the process.

Another way of thinking about addressing the \function evaluation" bottleneck is
instead of reducing the number of evaluations, to rather reduce the time it takes for
each function evaluation by solving a similar problem that is analogous to the one
you wish to solve,but which has a lower cost of evaluation. The analogous problem
is referred to as asurrogate [114].

82



Figure 20: Options for key rate calculation in the QKD Analysis software
interface.
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A formal de nition of the surrogate can be found in [10] but in practice, the data
collection work conducted here made use of surrogates in two concrete ways [11, 16].

1. Shorter satellite passes simulated.

2. Error correction step not applied to key rate calculation.

First, although our software is capable of simulating a satellite pass of up to 120
seconds, a choice was made to shorten the simulation to 4 seconds (a little more than
the minimum required of 3 seconds for the QKD analysis software to work well). In
other words, our Monte Carlo sampled simulation was sampled using a signi cantly
smaller set. As a satellite passes overhead, the angle at which it connects with the
ground station has a direct impact on the quality of the link; the lower the satellite

is to the horizon, the farther the signal travels through the atmosphere, experienc-
ing quadratic losses [115]. As such, the simulation used the central 4 seconds of the
satellite pass, illustrated in Figure 21.

Secondly, after conducting a grid search we were able to nd that the results of the
optimization were nearly identical whether or not we implemented the error correc-
tion protocol in the QKD analysis. Omitting the error correction step, halved the
evaluation time on average. Figure 22 shows the similarity of the Key Rate for xed
values of Mean Photon Number []. Meaning that once found, the argument in the
domain ( , V) for the optimum will likely be the same whether or not error correc-
tion is applied. The caveat being that the absolute values for the objectives would
not be accurate until put through the error correction step. It must be noted that
Figure 22 was constructed from early data collected with the parameters for DCR
and E ciency having slightly di erent formulations than in the nal data set.

Finally, a quick comment about the objective function that was optimized in the
end. Going back to the visualization of the key rate and QBER surfaces, Figure
18; it can be seen from the top view graphs that an improving key rate implies
an improving, or at least constant QBER. That is, improving the key rate wil |
never degrade the QBER. This observation was used in the optimization tasks to
reduce the data collection burden to only evaluate the optimization over the key rate.
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Figure 21: The \shortened satellite pass" surrogate used in the QEYSSat
simulations. The interval between the pink radii represents the pass from
0 to 120 second as observed from the ground station (blue spot on North
American continent), and the interval between the blue radii represents

the surrogate 4 seconds.
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