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Abstract

To protect their online privacy, users often employ encrypted tunnels such as those
established by low-latency anonymity networks like Tor. These tunnels enable multi-hop
encrypted pathways, concealing the contents and destinations of users’ communications
from potential eavesdroppers. However, Tor’s low-latency design preserves the timing and
volume properties of network packet exchanges, leading to the creation of distinct traffic
patterns, or fingerprints, for each website. These fingerprints render Tor susceptible to traf-
fic analysis attacks, particularly website fingerprinting (WF) attacks, where eavesdroppers
exploit machine learning techniques to match traffic patterns to specific websites.

Recent research on WF' has shifted from the use of traditional machine learning tech-
niques to the use of deep neural networks (DNNs) in order to devise more precise attacks.
However, the development of DNN architectures geared for WF attacks often relies on a
trial-and-error adaptation of DNN architectures shown to work well in other domains. De-
spite its relative success, this heuristic-based development of DNN architectures can over-
look unconventional or innovative architectural choices, missing potential breakthroughs.

This thesis seeks to uncover new and effective DNN-based WF attacks by taking ad-
vantage of neural architecture search (NAS), a subfield of AutoML which introduces a set
of optimization techniques aimed at the automatic generation of effective DNN architec-
tures for specific tasks. For achieving this objective, we design FAWNS, a NAS framework
designed for website fingerprinting (and, potentially, for other traffic analysis tasks), which
we tightly integrate with Microsoft’s neural network intelligence (NNI) AutoML toolkit.
FAWNS automates DNN architectural design by combining various convolutional layers
from a predefined search space, enabling systematic exploration and optimization.

Using FAWNS, we conducted comprehensive explorations of NAS search spaces with
various search strategies to evaluate the framework’s effectiveness. Our results show that
FAWNS-generated DNNs achieve an accuracy comparable to that of state-of-the-art attacks
on undefended Tor traffic and significantly higher accuracy on defended traffic, with a 26%
accuracy increase on traces protected by the FRONT defense and a 12% increase on WTF-
PAD defended traces. Additionally, we find that these models generalize well to unseen
data, suggesting that NAS has a compelling potential to improve the effectiveness of WF.

In summary, this thesis describes the design of the FAWNS framework, details how one
can leverage it to explore DNNs tailored to WF tasks, and evaluates the effectiveness of
the resulting DNN architectures when launching WF attacks, showcasing their robustness
against defenses and concept drift.
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Chapter 1

Introduction

1.1 Overview

To protect their online privacy, users can employ encrypted tunnels, such as those estab-
lished by low-latency anonymity networks such as Tor | |. These tunnels enable
users to create multi-hop encrypted pathways, concealing the contents and destination
of their communications from potential eavesdroppers. However, Tor’s design choice to
provide a low-latency (and thus, more enjoyable) browsing experience preserves most of
the timing and volume properties of network packet exchanges observed when visiting a
given website. These website-specific traffic properties, which persist over the encrypted
tunnel | |, can be perceived as distinct traffic patterns that are characteristic of
each website (i.e., fingerprints). The existence of these fingerprints, however, renders
Tor susceptible to traffic analysis attacks, particularly website fingerprinting (WF) at-
tacks | : , , , , : |. In these attacks,
eavesdroppers exploit machine learning techniques to unveil the websites users visit by
matching their traffic patterns to pre-recorded fingerprints.

Recent website fingerprinting research has transitioned from traditional machine learn-
ing techniques | , | to more precise attacks utilizing deep neural networks
(DNNs) | : , : |. However, the quest for improved DNN
architectures driving WF attacks often relies on a trial-and-error approach. Researchers
adapt or extend existing architectures from related domains, lacking a systematic under-
standing of factors influencing DNN performance.

While hyperparameter optimization methods | , ] aid in adjusting DNN
parameters, the absence of a systematic approach impedes researchers from comprehend-



ing the factors contributing to performance enhancements across different DNN topolo-
gies. Without this understanding, decisions about architectural elements become heuristic
or left to “pure chance.” Additionally, relying on existing DNN architectures for develop-
ing improved WF' attacks may lead researchers to overlook unconventional or innovative
architectural choices, missing potential breakthroughs.

Traffic analysis | , ], particularly website fingerprinting [ |, has
recently adopted automated machine learning (AutoML) | : . AutoML
streamlines the traditional machine learning workflow by automating feature engineer-
ing, model selection, hyperparameter tuning, and model evaluation of classical machine
learning models through various optimization techniques. Although AutoML’s success in
finding highly effective models has led to wide application in various fields, traditional
classifiers generated by AutoML have been less effective than deep learning models for
WF | ]. While many methods exist to optimize a deep neural network’s (DNN) hyper-
parameters, they do not address the challenge of finding the best architecture for specific
tasks | : .

To tackle the need for automated deep learning, the machine learning community has
developed neural architecture search (NAS) | : |, which automates DNN ar-
chitecture design by combining various operations and building blocks from a predefined
search space. Our previous research utilized the AutoKeras NAS tool | ] to enhance
WF attacks on Tor | |. This preliminary study demonstrated that the generated
DNNs achieved comparable accuracy to the Tik-Tok attack | | on undefended Tor
traffic and higher accuracy on traffic defended by random padding schemes | ]. How-
ever, the study was limited by a constrained exploration budget, a single search algorithm,
and a single dataset.

This work aims to advance our understanding on the usefulness of NAS for WF, by
seeking to validate the following thesis statement:

DNN architectures specifically searched and optimized on WF datasets will outperform
existing DNN-based WF' attacks that directly borrow or adapt DNN architectures from re-
lated domains.

In this thesis, we began by addressing some of the limitations identified in our pre-
liminary study | |. We began by evaluating the effectiveness of various search
strategies while acknowledging the difficulties in implementing NAS algorithms and reusing
existing code bases for a set of downstream tasks they were not originally developed for. To
enable side-by-side comparisons of different NAS approaches, we utilized the capabilities of
Microsoft’s Neural Network Intelligence (NNT) | ] library. Although NNI is specifically



designed for tasks in computer vision, our contribution, FAWNS, adapts and integrates its
flexible programming API to address website fingerprinting and traffic analysis.

Using FAWNS, we conducted comprehensive explorations of a NAS search space with
various search strategies to evaluate FAWNS’ effectiveness in generating DNNs that are
not only effective at fingerprinting websites but also robust and generalizable. The results
of our evaluation show that FAWNS-generated DNNs achieve accuracy comparable to the
Tik-Tok attack on undefended Tor traffic and significantly higher accuracy on defended
Tor traffic. Specifically, FAWNS-generated models result in about a 26% accuracy increase
on traces protected by the FRONT | ] defense and about a 12% increase with WTF-
PAD | | defended traces. Additionally, these models generalize as well as Tik-Tok
on unseen data, indicating a substantial potential for NAS techniques to improve the
effectiveness of WF.

1.2 Contributions

This thesis advances the state of the art in website fingerprinting by developing and eval-
uating the FAWNS framework, a tool for discovering and optimizing neural network archi-
tectures through NAS. In particular, this thesis makes the following contributions:

1. Design and implementation of FAWNS. By integrating with the NNI library, FAWNS
creates a unified architecture for building and applying NAS algorithms to website
fingerprinting. This integration simplifies the technical complexities of NAS, making
it more accessible to researchers. Moreover, the framework’s modular and adaptable
nature allows for easy extensions to other traffic analysis tasks,

2. Systematic hyperparameter search for effective DNN exploration. We conduct a sys-
tematic search to identify the most effective hyperparameters for exploring DNNs
for WF. Using these parameters, we compare different search strategies within the
FAWNS framework on undefended datasets to highlight their impact on the effec-
tiveness of discovered architectures.

3. Robustness towards defenses and concept drift. We evaluate the performance of
FAWNS-generated DNNs on defended traffic and assess their generalizability by com-
paring their performance across previously unseen data. Additionally, we study their
robustness to concept drift, examining how these models maintain accuracy over time
as the statistical properties of the traffic data evolve.



1.3 Thesis Outline

The rest of this thesis is organized as follows. Chapter 2 provides background on Tor, WF
attacks and defenses, and NAS, along with a literature review. Chapter 3 introduces the
FAWNS framework and outlines key aspects of its design, while Chapter 4 delves into the
technical details of its implementation. Chapter 5 details the evaluation methodology and
presents the experimental evaluation results. Chapter 6 concludes the thesis by highlighting
the main findings and suggesting directions for future research.



Chapter 2

Background and Related Work

Despite Tor’s robust design, it remains vulnerable to website fingerprinting attacks. These
attacks involve an adversary analyzing patterns in the encrypted traffic to infer the websites
a user visits, thus compromising the privacy Tor aims to ensure. Over the years, researchers
have developed various WF defenses to mitigate these attacks, aiming to make the privacy
guarantees of Tor more resilient.

Parallel to these developments, the field of machine learning has seen significant ad-
vancements, particularly in NAS. NAS automates the design of neural network architec-
tures, optimizing them for specific tasks, and has shown promise in various domains due
to its ability to find highly effective architectures. Recently, the application of NAS to
website fingerprinting has emerged as a novel research avenue | ].

In this section, we discuss the pertinent literature on Tor, WF attacks and defenses,
and the emerging application of NAS in this domain.

2.1 Tor

Tor, short for The Onion Router, is a privacy-focused network that enables users to enhance
their online anonymity by routing internet traffic through a series of volunteer-operated
servers. The underlying principle of Tor is rooted in onion routing, where data undergoes
encryption in layers, akin to the layers of an onion, and is subsequently relayed through
various nodes within the Tor network. In this process, each node peels off one layer of
encryption, revealing instructions for the subsequent hop. This cycle continues until the
data reaches its final destination.



Tor Network

-

Destination
Server

?

Tor Client Entry Node

—> Encrypted Tor Traffic
——> Unencrypted Tor Traffic

Figure 2.1: A typical Tor circuit.

The Tor network comprises a set of nodes, which are servers operated by volunteers
participating in the relaying of encrypted traffic. There are three distinct types of nodes,
as explained below.

1. Entry Node (Guard Node): When a user initiates a connection to the Tor network,
their traffic enters through an entry node. This node knows the user’s IP address
but does not know the ultimate destination of the traffic.

2. Middle Node: From the entry node, the traffic is forwarded to a middle node. Each
middle node in the circuit only knows the node it received the data from and the one
it is sending it to.

3. Ezxit Node: The final layer of encryption is removed at the exit node, and the traffic
is sent to its destination. The exit node knows the final destination of the traffic but
does not know the source.

To establish a connection through Tor, a user’s device constructs a circuit comprising
three nodes selected under certain restrictions. During the nascent stages of Tor, onion
routing systems operated on a model of random selection of voluntary nodes within the
network. However, the rapid growth in Tor’s user base necessitated a more refined strategy
for traffic management. Contemporary Tor architecture adopts load balancing, giving
preference to nodes based on their perceived bandwidth capacity | |. The client
then forms a Tor circuit involving cryptographic key exchange and establishing networking
sessions over the chosen nodes and routes the user’s traffic over this circuit during the



session. The established Tor circuit is utilized for a specific browsing session or connection
for approximately ten minutes before transitioning to a fresh circuit.

This triad of nodes (entry, middle, exit) enhances the difficulty for an observer to
correlate incoming and outgoing traffic within the Tor network. With a minimum of three
hops, no individual node possesses sufficient information to link the source and destination
of a communication session.

2.2 Website Fingerprinting

Website fingerprinting (WF) is often seen as a classification problem, where an attacker
seeks to identify if a client is visiting one of the web pages in a given set. In a standard
WF attack targeting Tor, the adversary intercepts the communication between the user
and the entry node of the Tor circuit. The preparation for the attack involves the adver-
sary repeatedly visiting target websites, gathering network traffic traces, and extracting
attributes that characterize these traces to construct a fingerprint database. Subsequently,
the adversary constructs a model for website prediction. When attempting to identify
the visited website of a target user accessing it through Tor, the adversary extracts the
fingerprint and employs the pre-trained model for classification (see Figure 2.2).

In the context of WF research, evaluations of attacks often adopt the closed-world
assumption, where users are restricted to visiting only those pages the adversary has trained
on, i.e., monitored web pages. However, this assumption has been criticized as unrealistic
due to the vastness of the Web, leading to the consideration of the more practical open-
world scenario | , ]. In the open world, users can access pages not included in
the adversary’s training set, i.e., unmonitored web pages. While the closed world is still
valuable for comparing existing attacks and defenses, this thesis comprehensively evaluates
WEF attacks in the closed-world scenario, leaving the open-world scenario to be addressed
in future work.

2.2.1 Attacks

Attacks on simple privacy-enhancing technologies
Website fingerprinting attacks have been around since as early as 1998 as traffic analysis

attacks. Over time, these attacks have demonstrated the ability to classify web-browsing
traffic under progressively less stringent assumptions, underscoring the threat WF poses
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Figure 2.2: Overview of a website fingerprinting attack setup.

to the privacy of web-browsing activities. In this section, we outline various WF attacks
and elucidate the classification methodology employed in each classifier.

Some of the initial WF attacks operated under the assumption that web resource lengths
were disclosed to the attacker, since non-persistent HTTP /1.0 was in use. However, con-
temporary privacy-enhancing technologies, HT'TP 1.1, VPNs, SSH tunneling do not leak
resource lengths but expose packet lengths. As a result, research moved on to using deter-
ministic packet lengths to fingerprint websites. However, as we shall see later, because of
Tor’s fixed-sized cells, packet length-based attacks do not translate.

Given these criteria, we categorize attacks into two groups: those not intended for Tor,
utilizing packet lengths, and those designed for Tor, which do not rely on packet lengths.

Packet length-based WF attacks. Liberatore and Levine [[.1.06] presented two packet-
length related attacks, showcasing the potential for web page classification based on dis-
tinctive packet lengths. The first attack employed Jaccard’s coefficient as a similarity



measure, discerning comparable packet sequences through a substantial number of shared
unique packet lengths. The second attack used a Naive Bayes classifier and the classifica-
tion of sequences was determined by analyzing packet lengths and their frequencies. Their
method assumed independence between lengths and frequencies and adopted a statistical
approach with Kernel Density Estimators. The size of the bins in these estimators was
determined by the AMISE metric.!

Herrmann et al. | | presented an enhanced version of Liberatore’s Naive Bayes
method by utilizing the Multinomial Naive Bayes classifier. They incorporated sophisti-
cated transformations from data mining such as term frequency (TF), inverse document
frequency (IDF), and cosine normalization (CN) to emphasize less frequent lengths, reduce
the impact of common lengths, and use relative frequencies for better performance.

Lu et al. | | devised an attack in response to the traffic morphing defense (see
Section 2.2.2), specialized in distinguishing morphed packet sequences by focusing on the
order of packet transmission. Their attack depends on the observation that the order of
non-MTU packets (those not reaching the maximum transmission unit size) tends to re-
main consistent across packet sequences originating from the same web page. Levenshtein
distance? was used to measure the similarity by calculating the number of insertions, dele-
tions, and substitutions of packet lengths needed to transform one input packet sequence
into another.

WPF Attacks on Tor

The attacks outlined in the preceding section face challenges in being applied to Tor due
to Tor’s fixed-length padding, where all cells are consistently 514 bytes long. To fin-
gerprint Tor traffic, researchers needed to devise fingerprintable traffic characteristics be-
yond packet lengths. Initial WF attacks employed manually crafted features for train-
ing classical machine learning classifiers to fingerprint website visits over Tor connec-

tions [ , , , , , , ]. In recent times, WF
research has witnessed a transition towards incorporating deep learning, employing auto-
mated feature extraction in its pipeline | , , , ]. We therefore

LAMISE (Asymptotic Mean Integrated Squared Error), particularly in kernel density estimation, is used
to measure the accuracy of an estimator. It provides a way to evaluate the performance of an estimator by
considering the trade-off between bias and variance. A lower AMISE indicates a more accurate estimator.

2The Levenshtein distance is a metric for measuring the similarity between two sequences. It quantifies
the minimum number of single-character edits (insertions, deletions, or substitutions) required to transform
one sequence into the other.



classify WF attacks on Tor based on the feature extraction techniques they utilize: manual
or automated.

WF attacks with manual feature extraction. Panchenko et al. | ] introduced
an attack specifically aimed at web browsing clients utilizing anonymity technologies like
JAP (Java Anonymous Proxy) and Tor. Unlike attacks that used unique packet lengths,
which were ineffective on these anonymity networks, this attack by Panchenko et al.; that
utilized a support vector machine (SVM) with an RBF (Radial Basis Function) kernel,
employed a variety of other features based on expert knowledge of web page functioning.
They used markers to indicate direction changes in traffic flow and consequently obtained
size markers by summing up packet sizes of the same direction. They counted the size of
incoming packets between the request for the HTML document and subsequent requests for
embedded objects, and used these HI'ML sizes as a discriminative feature. The attack also
considered total transmitted bytes, percentage of incoming packets, and other aggregates as
features. Their approach succeeded against JAP and Tor, achieving accuracy comparable
to attacks on clients not using these anonymity technologies, marking the first successful
attempt to do so.

Dyer et al. | ] introduced a variable n-gram naive bayes classifier on three fea-
tures: the total time, the total length of all packets in each direction, and burst lengths.
In their comparison with the SVM classifier used by Panchenko et al. across various sce-
narios, Dyer et al. did not observe their attack to be an improvement in any scenario.
They attribute this to the fact that Panchenko’s attack employs a more intricate classifier,
SVM, along with more detailed features. Literature suggests that the subpar performance
of the n-gram classifier could be because of the inclusion of total time considering that the
attacker cannot predict the client’s network conditions accurately | ]

Cai et al. | | improved the accuracy of WF on Tor by introducing a new mea-
sure called the optimal string alignment distance (OSAD), which calculates the similarity
between two packet sequences. A lower OSAD score indicates greater similarity. OSAD
considers transpositions (swapping positions of items) in addition to other operations, mak-
ing it a more comprehensive measure. This OSAD distance was used for kernel distance
in their SVM, replacing the kernel distance typically used such as the RBF distance in
Panchenko’s SVM. Noting that the authors rounded up each TCP packet length to the
nearest multiple of 600 to approximate the count of transmitted Tor cells is useful. They
were successful in attacking and defeating several published defenses, including Tor’s ran-
domized pipelining defense | | that enabled HTTP pipelining, randomized the pipeline
size as well as the order of requests in order to impede the efficacy of Panchenko et al.’s
SVM attack.
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Wang and Goldberg | | enhanced the accuracy of the previous attack on Tor by
making several adjustments to OSAD. Their modified distance replaced the kernel in their
SVM. Instead of using TCP packet sequences like Cai et al., they directly extracted Tor
cell sequences from the captured packets. This was done by reconstructing TCP streams
and parsing the SSL records within them. They also identify and remove SENDME cells.?

Wang et al. | | devised the k-NN attack to address the open-world scenario.
They employed the k-Nearest Neighbors (k-NN) classifier with about 4200 traffic features
including total bandwidth, elapsed time, and packet characteristics. The process involved
training with a set of packet sequences, using a large feature set to describe similarity,
and employing a weight learning process called weight learning by locally collapsing classes
(WLLCC). The k-NN attack is advantageous for its short training and testing times, suit-
ability for multi-modal classes, and the flexibility to adjust parameters for a balance be-
tween true positive and false positive rates.

CUMUL | | utilizes the cumulative sum of packet lengths to generate features
for SVM. In this approach, for each packet in a network traffic instance, the length of
outgoing packets is added, and the length of incoming packets is subtracted. For exam-
ple, if a sequence of packets has lengths [10, —5, 15, —8], the cumulative sum at each step
would be [10, 5,20, 12]. To meet the requirements of the RBF kernel used in SVM, which
expects feature vectors to have the same dimension, CUMUL interpolates 100 points from
the cumulative sums, ensuring consistent dimensions across different instances. To pro-
vide additional context, CUMUL incorporates the total number of incoming and outgoing
packets as well as the total number of bytes into the feature vector. The success rate of
the attack ranged from 90% to 93% across 100 websites.

Hayes and Danezis | | introduced the k-fingerprinting (k-FP) attack, employing
random forests (RF) — ensembles of randomized decision trees for enhanced generalization.
Their feature set, which includes novel timing features like packets per second, comprises
175 features. Instead of employing direct classification, they leverage random forests to de-
rive a fingerprint for each traffic instance. Subsequently, the extracted fingerprints undergo
classification using a k-NN classifier using Hamming distance. The outcomes showcase the
efficacy of this attack, demonstrating comparable accuracy scores to CUMUL.

WF attacks with automated feature extraction. Abe and Goto employed a stacked
denoising autoencoder (SDAE), a neural network aiming to generate a condensed repre-
sentation of its input, for automated feature engineering | |. However, their model

3Tor utilizes the SENDME control cell for flow control | ]. These cells offer no additional
information for fingerprinting and should be excluded, similar to the removal of ACK packets at the
TCP/IP level.
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exhibited inferior performance compared to Wang et al.’s k-NN with manually crafted fea-
tures. It is reasonable to attribute the diminished performance to their insufficient quantity
of training data for a deep neural network | ].

Rimmer et al. examined the application of SDAEs, recurrent neural networks (RNNs),
and convolutional neural networks (CNNs) to WF | |. The findings illustrated
that models designed for automated feature extraction may showcase slightly superior per-
formance compared to current approaches, especially when trained on extensive datasets.
While they captured the timing information, direction, and size of the TCP packet, their
ultimate representation of the traffic trace is a sequence of cells. Each cell is encoded as 1
when transmitted from the client to the website and as -1 when captured in the opposite
direction. The resulting sequence is referred to as a directional trace representation.

Sirinam et al. introduced the deep fingerprinting (DF) attack in 2018 | ].
DF utilizes a CNN architecture inspired by Simonyan et al.’s VGG model | ]. In
both closed- and open-world scenarios, DF demonstrated advancements over previous ap-
proaches. When contrasting their findings with Wang and Goldberg’s Walkie-Talkie de-
fense | ] (see Section 2.2.2), Sirinam et al. introduce the concept of Top-2 accuracy,
the first paper to do so, that considers the top 2 probability values (and not only the
highest probability (Top-1 prediction)). They accomplished a Top-2 accuracy of 98.44%
against W-T, suggesting that DF adeptly identifies both the real site and the decoy site
and, predictably, has to make a random choice between them.

Var-CNN | | employs a ResNet (Residual Neural Network) structure, renowned
for its proficiency in managing intricate tasks and enhancing training efficiency in deep
learning models. The architecture integrates dilated causal convolutions, a type of con-
volutional layer that enables the network to grasp dependencies across a broader range,
enhancing its capability to discern long-range patterns. In both scenarios, whether in open-
world situations with abundant data or low-data, Var-CNN surpassed previous method-
ologies by achieving higher true positive rates (TPR) and lower false positive rates (FPR).

Rahman et al. present the Tik-Tok attack that leverages the CNN structure similar
to DF | . However, in contrast to DF, its input involves the combination of
direction and raw time, forming a new trace representation known as directional-timing,
which enhances the attack’s effectiveness.

While state-of-the-art WE attacks have shown effectiveness even against defended Tor
traffic, they face significant limitations in accurately identifying websites during multi-tab
browsing sessions | ]. Deng et al. | | address multi-tab WF by framing it
as a multi-label classification problem and utilizing transformers for the solution. Jin et

12



al. [ ] tackle multi-tab WEF by using transformer architecture to extract WE features
from different positions in the multi-tab traces more effectively.

Given that Tik-Tok is a widely adopted benchmark in WF research, the focus of this
thesis is on utilizing NAS to generate convolutional neural networks, leaving the automatic
discovery of transformer models for future work (Section 6).

2.2.2 Defenses

Website fingerprinting defenses play an important role in upholding the intended privacy,
anonymity and censorship-resistant properties of low-latency anonymity systems in the
face of increasingly sophisticated traffic analysis attacks. They do so by obfuscating the
real characteristics of a website access trace. We now provide an overview of WF defenses.

Padding-based defenses. These strategies obscure timing patterns and packet trans-
mission burst* behavior by employing various approaches that depend on sending packets
at consistent rates. Below, we describe prominent defenses which adhere to this strategy.

Cai et al.’s BuFLO (for Buffered Fixed-Length Obfuscator) defense | ] involves
packet padding, where all packets are padded to 1,500 bytes. Packet scheduling occurs
at regular intervals. Additionally, BuFLO performs sequence padding only if the total
number of packets is below Lmax, aiming to balance collision prevention with bandwidth and
time overhead considerations. However, selecting an appropriate value for Lmax remains a
challenge, as increasing it can collide with more web pages but also raises overhead.

While BuFLO offers robust security, it comes with a high computational cost. In
response, Cai et al. introduced Congestion-Sensitive BuFLO (CS-BuFLO) as an extension
to BuFLO, incorporating various enhancements in terms of security and efficiency | ].
CS-BuFLO, akin to BuFLO, delivers fixed-size data chunks at semi-regular intervals. It
also randomizes the timing of network writes while maintaining a target average inter-
packet time p, occasionally updating it to align its bandwidth with the sender’s rate. The
protocol utilizes TCP for congestion control, leveraging feedback from the TCP stack to
minimize the amount of extraneous data it sends.

Tamaraw | | by Cai et al. operates by sending fixed-size packets at fixed inter-
vals, with a packet size of 750 bytes instead of the Maximum Transmission Unit (MTU).
This size is chosen to cover most outgoing packets efficiently while minimizing unnecessary
overhead. Outgoing and incoming traffic are treated differently in Tamaraw. Outgoing

4A burst contains consecutive packets in the same direction
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traffic has a higher packet interval to reduce overhead, considering that outgoing traffic
occurs less frequently. The packet intervals, denoted as p,,; and p;,, are experimentally
determined to optimize performance. Unlike BuFLO, Tamaraw always pads the number
of packets sent in both directions to multiples of a padding parameter, denoted as L. This
padding ensures that for each webpage, there is likely another webpage mapped to the
same multiple of L.

In their 2006 publication, Shmatikov and Wang | | introduced a defense mech-
anism, referred to as adaptive padding, in response to their own timing analysis attack.
Adaptive padding functions by adding packets to obscure interpacket times from potential
attackers. In this approach, intermediate mixes insert dummy packets into statistically
improbable gaps in the packet flow utilizing two modes (burst and gap) to mimic natural
traffic patterns, thereby disrupting timing fingerprints without introducing latency. The
algorithm categorizes intervals into bins and employs statistical distributions to guide the
insertion of dummy messages, preventing observers from discerning real communication
patterns. Configurable and designed to minimize additional delays, the adaptive padding
algorithm aims to enhance privacy by making message timing less predictable, thereby
thwarting timing analysis attempts in network communication.

Originally conceived as a defense against end-to-end timing analysis, Juarez et al. intro-
duced WTF-PAD (for Website Traffic Fingerprinting Protection with Adaptive Defense),
a system designed to implement adaptive padding for WF defense in Tor | |. This
defense employs packet time sampling techniques to insert dummy packets during inter-
vals between real packets, ensuring that actual traffic remains unaffected by any delays.
WTF-PAD has demonstrated effectiveness against contemporary attacks with moderate
bandwidth overheads compared to BuFLO-style defenses. Notably, WTF-PAD avoids in-
troducing latency overhead as it does not delay packets.

RegulaTor | | by Holland and Hopper regulates the size and shape of packet se-
quences in traffic to obfuscate potentially revealing features. The process involves initiating
packet transmission at a predefined rate to mitigate information leakage about traffic vol-
ume and duration. Subsequently, RegulaTor reduces packet sending based on a specified
decay rate parameter, shaping the size of the sequence. In the event of a scheduled packet
without available data, a dummy packet is sent. Despite the burstiness of web-browsing
traffic, this download padding approach incurs limited overhead.

Morphing-based defenses. Traffic morphing | ] by Wright et al. involves ran-
domly adding extra data to unique packet lengths. This modification is designed to make
these lengths resemble those from a packet length distribution associated with a different
web page. Analogous to how adaptive padding addresses interpacket times, morphing fo-
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cuses on unique packet lengths. It is imperative to note that traffic morphing exclusively
alters the unique packet lengths within a sequence, leaving sequence length, packet order,
and inter packet timing unaffected. This targeted approach makes Morphing particularly
effective against attacks that rely on distinguishing unique packet lengths, such as those
devised by Liberatore and Levine (see Section 2.2.1).

Rather than distributing the data budget uniformly across the trace, Gong and Wang’s
FRONT (for Front Randomized Obfuscation of Network Traffic) | | allocates most
resources to obfuscate the trace front as the beginning of the trace tends to leak valuable
features used in website fingerprinting. FRONT introduces dummy packets in a highly
random manner. This randomness ensures that different traces of the same webpage ap-
pear distinct in total length, packet ordering, and packet directions. This approach is
particularly effective against attacks that rely on trace-to-trace consistency.

Gong and Wang's GLUE | | inserts dummy packets between traces to create the
illusion of continuous page visits without interruptions. This strategy compels the attacker
to grapple with challenging packet splitting issues, a task that previous research indicates
even the most sophisticated attacks struggle to accomplish successfully | ].

Supersequence-based defenses. These defenses are crafted to counter WF attacks that
attempt to classify traffic sequences based on differences among them. They achieve this
by focusing on the shortest common supersequence (SCS) within a collision or anonymity
set. The SCS of two or more sequences is the briefest sequence that encompasses all given
sequences as subsequences. A collision set comprises distinct packet sequences that, when
processed by the defense or anonymization system, yield identical or similar outputs. In
essence, these diverse sequences “collide”, generating indistinguishable sequences from the
attacker’s perspective. Glove | ] by Nithyanand et al. and Supersequence | ]
by Wang et al. are examples of defenses that use this approach. Nevertheless, deploying
these defenses becomes challenging for websites with dynamically loaded content, as the
generation of supersequences necessitates prior knowledge about the website’s content.

Wang and Goldberg’s Walkie-Talkie defense (W-T) | | extends these previous
supersequence defenses by pairing sites and shapes traffic to make the directional sequence
for each site identical. This involves organizing traffic into bursts, and padding each burst
to create a supersequence. However, incorporating Walkie-Talkie presents a challenge
as it requires a database containing burst sequences of numerous webpages for effective
shaping of traffic bursts, a requirement that has proven challenging to fulfill in practical
scenarios | ]

Application-based defenses. In 2011, Tor released an experimental randomized pipelin-
ing defense | | to enhance user privacy by reducing the information available for feature
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extraction in website fingerprinting attacks in response to Panchenko et al.’s SVM attack
(see Section 2.2.1). The defense involves enabling HTTP pipelining and introducing ran-
domness in the pipeline size and request order. This aims to counteract attack methods
that rely on serialized request/response behavior. By randomizing the pipeline, the de-
fense disrupts features used by attackers, such as the number of packets, packet ordering,
especially on sites that support pipelining.

Luo et al. introduced HTTP Obfuscation (HTTPOS) as a defense against certain
attacks on web privacy | |. Unlike other defenses, HTTPOS operates on the client
side without requiring cooperation from external sources. It uses features in the HT'TP
protocol, TCP advertised windows, HTTP pipelining, and HTTP ranges to control the sizes
of both outgoing and incoming packets. HTTPOS employs a method involving splitting
incoming packets into two random-sized packets by choosing a random value within the
original packet size and setting a range header to create packets of varying lengths. Cai et

al.’s OSAD | ] (see Section 2.2.1) defeated HTTPOS.

ALPaCA (short for Application Layer Padding Concerns Adversaries) | | by
Cherubin et al. is a server-side defense aimed at concealing distinctive features on the
network level through webpage content padding. It achieves this by padding various web-
page objects, such as images and HTML, to a desired size without causing any visual
alterations perceptible to users. The defense introduces two variants, namely P-ALPaCA
(Probabilistic) and D-ALPaCA (Deterministic). Both variants involve selecting an appro-
priate list of sizes for a page to undergo morphing and specifying the number and size of
objects for the morphed page. The key distinction lies in their approaches to choosing the
target sizes for morphing.

Cherubin et al. also devised LLaMA (Lightweight application-Layer Masquerading
Add-on) | ], a client-side defense mechanism inspired by randomized pipelining that
tries to protect against website fingerprinting attacks by randomly delaying outgoing HTTP
requests while introducing dummy HTTP requests.

Traffic splitting-based defenses. By intercepting traffic traces at a compromised Tor
entry node, which is deemed a susceptible point in the Tor attacker model, a passive
eavesdropper can utilize the obtained metadata to expose the websites visited by a Tor
user. Some defensive strategies leverage this scenario by splitting traffic among multiple
Tor entry nodes, dispersing the payload from a single site visit across different circuit hops
in a way that conceals its source.

Following this idea, Henri et al.’s HyWF | | connects to two independent access
points (e.g., cellular network and home WiFi) and directs traffic to a Tor bridge that
merges it before reaching Tor. De la Cadena et al.’s TrafficSliver | ] either splits
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traffic over multiple entry relays and merges traffic at the middle relay or creates multiple
circuits and requests different HT'TP objects over the circuits. Towards this, it offers two
versions: TrafficSliver-App, which operates on the unmodified Tor network by proxying
HTTP requests over multiple Tor circuits, and TrafficSliver-Net, which modifies the Tor
network to split TCP traffic over multiple entry nodes before merging it at the middle
relay.

Decoy-based defenses. In Decoy, introduced by Panchenko et al. | |, users load
a decoy webpage simultaneously with the actual one, aiming to confuse attackers. To
protect user privacy, the client does not reveal sensitive pages, preventing their use as
decoys. Decoy is considered a limited defense, as the decoy page from the open world may
not be of interest to the attacker focused on monitoring specific pages.

Trace generation-based defenses. In 2014, researchers discovered that deep learning
models are vulnerable to a type of attack called adversarial examples. These attacks try
to cause misclassifications by adding small amounts of adversarial noise to the inputs of
the model. Inspired by this, the Mockingbird defense | ] devised by Rahman et al.
creates adversarial traces by gradually changing a source trace until it no longer belongs
to the source class. Shan et al.’s Dolos | | disrupts WF deep learning classifiers
by generating input-agnostic adversarial patches, directing the injection of dummy pack-
ets into traffic traces. Nasr et al. introduced BLANKET | ], a technique capable of
thwarting deep learning WF attacks by indiscriminately perturbing the features of live con-
nections. Holland et al.’s DeTorrent | | employs Generative Adversarial Networks
(GANS) to create defense strategies resilient to adversarial retraining. The defense gener-
ator, trained to make real-time decisions, is implemented as a Long Short-Term Memory
(LSTM) model, considering live traffic patterns.

A more recent defense, Surakav | | by Gong et al., generates traffic burst vol-
umes for a trace, where a burst is defined as a series of packets going in the same direction,
by training a Wasserstein GAN to emulate real traffic burst patterns from various web
pages. To optimize efficiency and minimize overhead, rather than employing fixed send-
ing patterns, Surakav dynamically adjusts the patterns based on the size of buffered data
during a loading process.

The discussion of WF defenses reveals key lessons: defending against WF attacks re-
quires diverse, multifaceted solutions, including padding, morphing, decoy, and trace gen-
eration. Each approach tackles different aspects of traffic analysis, demonstrating that no
single solution provides complete protection. Defenses like BuFLO and Tamaraw involve
trade-offs between security and computational or bandwidth overhead, emphasizing the
need for practical solutions. The advancement of sophisticated attacks, particularly those
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using deep learning, calls for the continuous evolution of defenses. This arms race high-
lights the importance of ongoing research to stay ahead of emerging threats. For a more
detailed analysis of WF defenses, we refer readers to a study by Mathews et al. | ].

2.2.3 Datasets

Over the years, different research groups have gathered Tor traffic datasets with varying
characteristics to study and experiment with WF attacks. Here, we present the website
fingerprinting datasets used in our experiments or mentioned in this thesis.

AWF (2017). This dataset, collected by Rimmer et al. [ ] to evaluate their deep
learning approach to website fingerprinting, represents the largest WF dataset compiled
to date. Their closed-world dataset encompasses 900 websites, with each website’s traffic
traces generated by 2,500 visits. Additionally, their open-world dataset is constructed
from 400,000 unknown websites and 200 monitored websites. The list of websites chosen
for evaluation is derived from the Alexa Top Sites service, a widely-used source in most
Tor research.

Their evaluation compares their deep learning approach with traditional methods across
three distinct datasets. The closed-world dataset, based on the closed-world assumption,
involved collecting up to 3,000 network traces for visits to the homepages of the top 1,200
Alexa-ranked websites. Data collection for these websites occurred in four iterations, with
each iteration comprising 300 websites divided into 30 batches. Each batch conducted 100
network traces per website.

Network traces for each of the four iterations were gathered over approximately 14
days per group, starting from January 2017. Post-collection, invalid entries resulting from
timeouts or browser crashes were filtered out. Websites with a significant number of invalid
page visits were excluded from the dataset. Additionally, websites with identical content, as
determined by similarity hashes of the HTML content and perceptual hashes of screenshots,
were identified and excluded. Websites with no content, those denying requests from Tor,
or those presenting a CAPTCHA for every visit were also filtered out.

The dataset was then balanced to ensure uniform distribution of instances across differ-
ent sites, ensuring an equal number of traces for each site. Following this filtering process,
their largest closed-world dataset comprises 900 websites, each with 2,500 valid network
traces. Subsets of this dataset are designated as AWF100, AWF200, and AWF450, repre-
senting datasets with 100, 200, and 450 traces per class, respectively.
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DS-19 (2019). For their experiments, Gong and Wang collected a new dataset (referred
to as DS-19) between February and April 2019 | |. The data collection process was
conducted via command-line calls to Tor Browser. They systematically visited the home-
pages of the top 100 Alexa-ranked websites 100 times each to serve as their monitored
webpages. Additionally, 10,000 other webpages were collected as non-monitored webpages,
with pages failing to load (such as those inaccessible through Tor) being filtered out. This
collection process utilized a single machine connected to a university network. As all traces
were gathered from an automated browser and not from real users, there are no ethical
concerns associated with the dataset or the subsequent experiments.

BigEnough (2022). Mathews et al. | ] gathered the BigEnough dataset in 2022,
comprising three variants tailored for the Tor Browser Bundle’s three safety configuration
settings: Standard, Safer, and Safest. Each variant consists of both monitored and un-
monitored samples. The monitored set encompasses 19,000 samples spanning 95 websites,
with each website represented by 10 subpages. Conversely, the unmonitored set comprises
19,000 samples of index pages for non-monitored websites.

2.3 Neural Architecture Search

In recent years, deep learning has surged to prominence across diverse domains, includ-
ing computer vision | , , |, natural language processing | ,

], and reinforcement learning | , |. One of the key drivers behind
the widespread adoption of deep learning is the automation of the machine learning (ML)
workflow. This process of simplifying the machine learning workflow through automated
feature engineering, model selection, hyperparameter tuning, and model evaluation is called
automated machine learning (AutoML). Within the realm of AutoML, neural architecture
search (NAS) has emerged as a dedicated subfield, focused on automating the design of
neural architectures tailored to specific tasks.

NAS shares a considerable overlap with hyperparameter optimization (HPO), which in-
volves the automated optimization of hyperparameters in machine learning models. While
NAS is sometimes considered a subset of HPO, focusing on architecture-related hyperpa-
rameters, the techniques employed for HPO and NAS can differ substantially | |.
In NAS, the primary focus is on optimizing the topology of the architecture, which is often
represented by a directed acyclic graph (DAG) where nodes or edges are labeled with neu-
ral network operations. This emphasis on architecture topology distinguishes NAS from
traditional hyperparameter optimization.
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Initially concentrated on image classification problems such as CIFAR-10 and ImageNet,
NAS has expanded into diverse domains as evidenced by its recent adoption in the domain
of network traffic analysis | |. Within the context of this study, our objective is
to utilize NAS capabilities to expand its application scope, specifically targeting website
fingerprinting as a challenge to be addressed.

Surveys on NAS | , , ] commonly outline three essential dimen-
sions of NAS: search space, search strateqy, and performance estimation strategy.

Search space. Refers to the collection of all architectures that a NAS algorithm is permit-
ted to select. While the search space can theoretically be all-encompassing, incorporating
domain knowledge during its design can simplify the search process. It is crucial to strike
a balance, as excessive domain knowledge may introduce human bias, diminishing the
likelihood of the NAS method discovering truly innovative architectures.

Search strategy. Outlines how the exploration of the search space is conducted. In
essence, it is an optimization technique employed to identify high-performing architectures
within the defined space. Two primary categories of search strategies exist: black-box
optimization-based techniques, and one-shot techniques.

Performance estimation strategy. Encompasses methods used to swiftly predict the
performance of neural architectures, thus avoiding the necessity of fully training each ar-
chitecture. Integrating a performance estimation strategy like learning curve extrapolation
significantly accelerates the search process, avoiding the need to fully train and evaluate
selected architectures throughout the search.

Now, placing everything together, NAS can be succinctly defined as the task of iden-
tifying an architecture a from a search space A, given a dataset D, training pipeline P,
and a specified time or computation budget ¢ | |, further illustrated in Figure 2.3.
The aim is to achieve the highest validation accuracy within the designated constraints,
encapsulating the overarching goal of NAS methodologies.

Having established the broad framework of NAS, we shall now delve deeper into the
components that make this process effective. One of the most critical elements in NAS
is the search space. The structure and design of the search space significantly impact the
performance and efficiency of the resulting neural architectures. Therefore, understanding
and defining the search space is the first step in setting up any NAS process.
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Figure 2.3: NAS dimensions | |: A search strategy iteratively picks architectures
from a predefined search space A. The chosen architectures are assessed by a performance
estimation strategy, providing performance estimates back to the search strategy.

2.3.1 Search Spaces

The unique nature of the architectural search space is a defining characteristic of Neural
Architecture Search (NAS). This space serves as the initial phase in the setup of NAS, often
tailored to specific tasks and heavily influenced by state-of-the-art manual architectures in
corresponding application domains.

The design of the search space involves a crucial trade-off between human bias and
search efficiency. A smaller search space with many handpicked decisions facilitates NAS
algorithms in discovering high-performing architectures more easily. Conversely, larger
search spaces with primitive building blocks may require a longer runtime, but they hold
the potential for uncovering truly novel architectures | ].

Chain-structured search spaces. Among the various types of search spaces, chain-
structured search spaces exhibit a straightforward architecture topology characterized by
a sequential chain of operation layers as outlined in Figure 2.4. While these spaces are con-
ceptually simple and efficient to design, they often rely on state-of-the-art manual designs,
potentially limiting the discovery of highly novel architectures. Notably, chain-structured
search spaces, such as ProxylessNAS | |, often build upon existing architectures like
MobileNetV2 | ]-

Cell-based search spaces. The cell-based search space, a predominant type of search
space in NAS, takes inspiration from the repetitive patterns found in state-of-the-art
human-designed CNNs. Rather than searching for an entire network architecture from
scratch, this approach involves searching over small cells, which are then stacked in se-
quence to form the overall architecture as shown in Figure 2.4. This significantly reduces
the complexity of search spaces and has become highly popular in recent years. The trans-
ferability of cell-based structures, demonstrated by their effectiveness across datasets of
varying sizes, adds to their appeal | , .

21



Input

Layer 1 Input

1 |

Layer 2 Normal Cell .fzm
i Reduce Cell Normalicel
i
i
i |
Normal Cell .
Layer n-1 l ._/') [ |
Reduce Cell
1 Reduce Cell
Layer n l
l Output
Output
(a) chain-structured (b) cell-based
architectural space architectural space

Figure 2.4: (a) Illustration of a chain-structured search space. Each node in the graphs
represents a layer in a neural network, such as a convolutional or pooling layer. Different
layer types are depicted using different colors. An edge between layers indicates that the
subsequent layer receives the output of the preceding layer as its input; (b) Illustration
of cell-based search spaces. An architecture is created by stacking multiple normal and
reduce cells. Both normal and reduce cell architectures are searchable and represented as
directed acyclic graphs, with operations assigned either to the edges or the nodes.

NASNet, proposed by Zoph et al. | ], is an influential example of a cell-based
search space with two types of cells: normal cells and reduction cells. The NASNet archi-
tecture is constructed by stacking these cells in sequence, where the normal cells retain spa-
tial resolution and reduction cells reduce it. The NASNet cell features nodes representing
operations and edges representing latent representations. Two of the most widely used cell-
based search spaces are NAS-Bench-101 | | and the DART'S search space | .
NAS-Bench-101 cells contain 7 nodes, each supporting 3 operations. DARTS, like NASNet,
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employs two types of searchable cells with nodes representing latent representations and
edges representing operations. Each cell in the DARTS search space has 8 edges offering
eight choices of operations. The size comparison of these three discussed search spaces is
detailed in Table 2.1.

Table 2.1: Search spaces and their sizes, sorted in decreasing order.

Search Space Unique Architectures (#)
NASNet (2018) 10
DARTS (2018) 10
NAS-Bench-101 (2019) 423624

Hierarchical search spaces. Hierarchical search spaces involve the design of motifs at
different levels, where each higher-level motif is often depicted as a directed acyclic graph
(DAG) of lower-level motifs | : ] as depicted in Figure 2.5. In this context, a
motif refers to a sub-pattern formed by multiple operations within an architecture. The
first level encompasses a collection of basic operations, followed by a second level comprising
various motifs connecting these primitive operations through a directed acyclic graph. The
third level introduces motifs detailing the connections between second-level motifs, and this
hierarchical pattern continues for subsequent levels. While most chain-structured and cell-
based search spaces can be viewed as a hierarchical search space with a single searchable
level, introducing two or more levels enables the exploration of more diverse and complex
architectural designs. As hierarchical search spaces fall beyond the purview of this thesis,
we refer the reader to White et al.’s survey | | for an elaborate exploration of the
attributes associated with this particular search space.

Understanding the intricacies of search spaces is only one aspect of the NAS process.
Equally critical is how these spaces are navigated to discover optimal architectures, which
we shall discuss in the next subsection.

2.3.2 Search Strategies

As discussed before, NAS search strategies are methods used to explore the search space
of possible neural network architectures to find the optimal design. These strategies are
crucial for determining how efficiently and effectively the NAS process can identify high-
performing models. White et al. | | categorize search strategies into two main
groups: black-box optimization techniques and one-shot techniques.
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Figure 2.5: An example of a three-level hierarchical architecture representation proposed
by Liu et al. | ] includes the following levels: Level 1 involves choosing operation
primitives. Level 2 focuses on selecting the topology across small sets of these operation
primitives. Level 3 entails selecting the topology across the constructions derived from
Level 2.

Black-box optimization techniques

Black-box optimization techniques are prevalent and extensively researched today due to
their strong performance and user-friendly nature. Generally, these techniques tend to re-
quire more computational resources compared to one-shot techniques. This is attributed to
the independent training of numerous architectures, unlike one-shot techniques that share
weights across architectures. However, black-box optimization techniques offer several ad-
vantages over one-shot techniques, including but not limited to robustness, avoidance of
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catastrophic failure modes, joint optimization with other hyperparameters, easier adapt-
ability to new problems, datasets, or search spaces. Additionally, they are often conceptu-
ally simpler, making them more accessible for implementation and utilization | ].

Random search. When applied to NAS, random search involves the random selection of
architectures from the search space, followed by full training, and outputs the architecture
with the best validation accuracy. While random search performs well in highly engineered
search spaces, its effectiveness diminishes on larger and diverse datasets | , ]
Techniques like weight sharing | ], zero-cost proxies | ], or learning curve ex-
trapolation | | were developed to enhance the competitiveness of random search.

Reinforcement learning. When applied to NAS, reinforcement learning (RL) treats
the generation of a neural architecture as the agent’s action. The reward is based on the
performance estimate of the trained architecture on unseen data; i.e., validation accuracy
is used as the reward signal. Different RL approaches use varying policies, with methods
like ENAS employing strategies to speed up reward estimation [ ]. Although RL
was initially prominent, it has been outperformed by evolutionary methods | ]
and Bayesian optimization in direct comparisons | ]

Evolutionary or genetic algorithms. When applied to NAS, genetic algorithms are
used to refine a population of architectures iteratively. In each step, parent architec-
tures are chosen based on validation accuracy and undergo mutations to generate new
children architectures. These offspring are then trained and integrated into the popu-
lation, replacing less-performing individuals. Initial architectures can be randomly se-
lected | , | or hand-picked for their high performance [ . The
method for sampling parents varies; Real et al. | , ] and Liu et al. | ]
use tournament selection [ |, while Elsken et al. | | opt for sampling from a
multi-objective Pareto front based on inverse density. Other approaches include ran-
dom sampling weighted by fitness | | or selecting the current best architecture(s)
as parents [ |. A notable evolutionary algorithm is reqularized evolution by Real et
al. [ |, adhering to a standard evolutionary approach but introducing the unique
aspect of discarding the longest-standing architecture in each step, even if it has the best
performance. This method outperformed random search and RL in comparisons, achiev-
ing state-of-the-art performance on ImageNet upon its 2019 release. To produce offspring,
most approaches initialize child networks randomly. FElsken et al. | | introduced
Lamarckian inheritance, passing knowledge (learned weights) from a parent network to its
children through network morphisms.

Bayesian optimization. This optimization strategy provides an efficient approach for
solving complex problems, relying on informed guesswork and strategic exploration to pro-
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gressively identify optimal solutions. It consists of two key components: 1) Surrogate model
to predict the unknown objective based on past observations, and 2) Acquisition function
to strategically balance exploration and exploitation during the search. Initially, bayesian
optimization for NAS used custom distance metrics for comparing architectures | ,

, |, enabling a Gaussian process-based surrogate within bayesian opti-
mization. Challenges arose due to the intricate nature of NAS spaces, prompting two main
strategies: encoding architectures before training models | , , ] and
projecting architecture information into a simplified space | , ]. Some mod-
els use graph techniques for architectures without explicit encoding | , ,

]. The common approach for optimizing the acquisition function in NAS involves
randomly mutating a small pool of the best-queried architectures, selecting the one(s)
with the highest acquisition function value | : : , ]. Other
methods include local search, evolutionary search, and random search | , ,

]

Monte Carlo tree search. Originally devised for decision-making in games and simu-
lations, Monte Carlo tree search (MCTS) systematically explores and evaluates potential
moves to identify the most promising option. The process involves path selection in a deci-
sion tree from the current game state (selection), tree expansion by considering new moves
(expansion), simulation of random playthroughs for outcome estimation (simulation or
rollout), and updating node statistics based on simulation results (backpropagation). This
iterative cycle constructs a tree structure, aiding the algorithm in making well-informed de-
cisions. MCTS found its initial application in NAS by Negrinho and Gordon | ], who
utilized a modular language to represent the search space and its hyperparameters, creating
a flexible and extensible search space. Wistuba | | introduced a similar method em-
ploying two distinct Upper Confidence bounds applied to Trees (UCT) algorithms. Wang
et al. | ] adapted MCTS to cell-based search spaces using a state-action represen-
tation.

One-shot techniques

In early NAS research, the prevalent black-box optimization methods, as discussed earlier,
incurred significant computational costs when applied without speedup techniques (see
Section 2.3.3) due to their independent training of numerous architectures. One-shot tech-
niques emerged as an alternative to mitigate the need for training each architecture from
scratch, reducing computational burdens. They are now one of the most widely adopted
approaches in NAS research.

26



One-shot approaches simultaneously train all architectures in the search space through
a unified one-shot training session, employing either a hypernetwork or a supernetwork.
A hypernetwork is a type of neural network that generates the weights for another neural
network, which is referred to as the target network. The hypernetwork is trained to pro-
duce the parameters of multiple architectures within a predefined search space, effectively
enabling the evaluation of various architectures without the need to train each one from
scratch. We will not delve into it any further as it falls outside the purview of our study.
A supernetwork (also known as a one-shot model), initially introduced by Saxena and
Verbeek [ |, acts as an over-parameterized architecture that includes all potential ar-
chitectures as subnetworks. Supernets streamline the evaluation of individual architectures
by inheriting weights from the corresponding subnet within the supernet.

Supernets achieve scalability and efficiency by ensuring that, despite a linear increase
in candidate operations, training costs rise linearly, while the number of subnets in the
supernet grows exponentially. This enables the training of an exponential number of ar-
chitectures for a linear compute cost | |. One-shot approaches make the crucial
assumption that using the one-shot model to evaluate architectures results in rankings
consistent with those obtained from independent training. The validity of this assumption
depends on factors such as search space design, one-shot model training techniques, and
the dataset, posing challenges in predicting its extent in a given case [ , ].

A widely known example of one-shot training with supernets is Liu et al.’s DARTS
(Differentiable ARchiTecture Search) | |. Instead of exploring a discrete set of po-
tential architectures, DARTS transforms the search space into a continuous domain. This
enables the optimization of architecture with respect to validation set performance using
gradient descent. The data efficiency of gradient-based optimization, in contrast to ineffi-
cient black-box search methods, allows DARTS to achieve competitive performance while
utilizing significantly fewer computational resources.

To summarize, NAS search strategies are divided into black-box optimization techniques
and one-shot techniques. Black-box optimization approaches, such as reinforcement learn-
ing and evolutionary algorithms, treat architecture search as an optimization problem, but
are often computationally intensive. One-shot techniques, like DARTS, reduce this bur-
den by training a single over-parameterized model (supernet) encompassing all possible
architectures in the search space, using gradient-based optimization for efficiency. These
strategies are pivotal in balancing search efficiency and computational resources in the NAS
process. We now turn to the third dimension of NAS: performance estimation strategies,
which are essential for minimizing the need for fully training each candidate architecture
during the evaluation phase.
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2.3.3 Performance Estimation Strategies

Performance estimation strategies present the opportunity to significantly expedite NAS
algorithms by circumventing the need for complete training of each architecture during the
evaluation phase. White et al. | | provide a formal definition for the performance
estimator, denoted as f’, which is any function capable of predicting the accuracy or
relative accuracy of architectures without the necessity of full training for a given search
space A and an architecture a € A, with f(a) being the final validation accuracy achieved
through a fixed training pipeline. In simpler terms, evaluating f’(a) requires less time than
assessing f(a), and the ideal scenario is that {f’(a) | a € A} exhibits a high correlation or
rank correlation with {f(a) | a € A}.

Performance estimations can involve proxy metrics, serving as lower-fidelity approxi-

mations of full training outcomes. These proxies include reducing training times | ,

|, training on data subsets | ], using lower-resolution images | |, and

fewer filters per layer and cells | , |. While these approximations reduce

computational costs, they introduce bias by typically underestimating performance. This

bias may not pose issues if the search strategy relies solely on architecture ranking, and
the relative ranking remains stable.

An alternative method for estimating architecture performance involves learning curve
extrapolation, where initial learning curves are extrapolated, and poorly predicted ones are
terminated to expedite the architecture search. Learning curve extrapolation methods can
also be integrated with a surrogate model. Here, the model receives both an encoding of the
architecture and a partial learning curve as input, producing a prediction f'(a) | ,

].
Another approach to accelerating performance estimation involves initializing the
weights of new architectures based on weights from previously trained architectures. Net-

work morphisms, introduced by Wei et al. [ |, allow the modification of an archi-
tecture while preserving the represented function. This approach, adopted by Elsken et
al. | ], Cai et al. | : ], and Jin et al. | |, significantly reduces

computational demands. However, strict network morphisms can only increase architecture
size, potentially resulting in excessively complex structures. To address this, approximate
network morphisms have been proposed, permitting both enlargement and reduction of
architectures | .

One-Shot architecture search treats all architectures as distinct subgraphs of a super-
graph known as the one-shot model. This approach involves sharing weights between ar-
chitectures that have common edges in the supergraph | , ) , ,
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, |. Only the weights of a single one-shot model need to be trained, and ar-
chitectures, as subgraphs of the one-shot model, can be evaluated without separate training
by inheriting trained weights. This accelerates architecture performance estimation since
no training is needed. The one-shot model tends to introduce a significant bias by under-
estimating the actual performance of the best architectures. However, it enables ranking
architectures, which is sufficient if the estimated performance strongly correlates with the
actual performance, although current evidence remains inconclusive | , . It
should be duly noted that various one-shot NAS methods differ in how the one-shot model
is trained.

2.4 NAS for WF

Building on AutoML’s success in traffic analysis and WF, our previous study | ]
was the first to apply neural architecture search to the task of website fingerprinting. This
study used AutoKeras | ], an open-source NAS system that utilizes Bayesian opti-
mization to guide DNN morphism. AutoKeras focuses on deep learning tasks, distinguish-
ing it from AutoML tools that target shallow neural network models | , ].
Results from our exploration over the DS-19 dataset showed that DNNs created from
scratch by AutoKeras achieved accuracy comparable to the Tik-Tok attack | ] on
undefended Tor traffic. Moreover, AutoKeras-developed models outperformed Tik-Tok on
defended Tor traffic, with an accuracy increase of 5-8% on traces protected by the FRONT
defense | -

Despite the promising results, this study had several limitations. It focused exclusively
on AutoKeras, thus evaluating only a single exploration strategy for the applicability of
NAS in the WF domain. Additionally, the experiments were constrained by a limited
exploration budget of 100 trials and did not assess the generalizability of AutoKeras-
generated DNNs or the potential of NAS tools with larger datasets.

To build upon our previous work and address its limitations, we developed a new neural
architecture framework named FAWNS. This framework is designed to support various WF
datasets, search spaces, and search strategies, providing a more comprehensive approach to
neural architecture search in the domain of website fingerprinting. By leveraging FAWNS,
we aim to facilitate a more thorough evaluation of different NAS techniques, enhancing
the effectiveness and generalizability of the resulting DNN models.

The AutoKeras library, while user-friendly, offers limited customization and flexibility,
especially in defining the search space and strategy. Users face restrictions in adding
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new layers, operations, or connections, limiting the exploration of novel architectures for
specific applications. This is due to AutoKeras providing predefined search spaces for
common tasks like image and text classification. Additionally, AutoKeras employs a multi-
trial approach for NAS, where each trial represents a separate architecture that is fully
trained and evaluated independently. This method is time-consuming and computationally
expensive, requiring the training of multiple models to completion.

Considering these limitations—restricted customization of the search space, the time-
intensive nature of the multi-trial approach, and the high computational cost—we have
opted to exclude AutoKeras from our evaluation in this thesis. By doing so, we focus on
more flexible and efficient NAS methods that better suit our research needs. In the next
chapter, we delve into the design of FAWNS, detailing its architecture and key components
that make it an effective tool for WF research.
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Chapter 3

The FAWNS Framework

FAWNS! is a neural architecture search framework engineered for the specific demands of
WF, such as dealing with Tor traffic data, generalizing across different websites and user
behaviors, and countering WF defenses. This framework is built using the PyTorch library
in conjunction with Microsoft’s Neural Network Intelligence (NNI) | | for automating
and optimizing the search for the most effective neural architectures.

In this chapter, we provide a comprehensive overview of the FAWNS framework, detail-
ing the key modules (and interactions thereof) that deliver FAWNS’ core functionalities.

3.1 Extractor

This initial component of the FAWNS workflow manages input traffic traces in the format
established by Wang et al. | ]. It extracts features from website-trace datasets such
as AWF or DS-19, which consist of traces collected from visiting the homepages of various
websites. It also handles website-webpage-trace datasets like BigEnough, where traces from
different webpages within a website are gathered. Additionally, it incorporates high-fidelity
simulators of defended Tor traffic, borrowed from previous research | , |, into
its processes. When necessary, the Extractor can also simulate specified defenses on the
undefended traces from one of the supported datasets. Moreover, this module can prepare
datasets for both attack scenarios in website fingerprinting: open-world and closed-world.

'FAWNS is derived from scrambling NASWF (Neural Architecture Search for Website Fingerprinting).
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Figure 3.1: Overview of the FAWNS architecture. Modules colored lilac are either original
to FAWNS or have been adapted with modifications. Modules colored green have been
adopted without any changes. Lilac arrows represent FAWNS-specific integrations, and
green arrows indicate integrations by NNI. Lilac dashed arrows show messages logged
by the Logger. A green dotted arrow illustrates user interactions with the Experiment
Manager for controlling NAS trials or visualizing experiments.

Essentially, the primary function of the Extractor is to derive the directional-timing
features from the input traces to create datasets ready for further processing. After ex-
tracting these features, the Extractor applies standard preprocessing functions such as
padding or truncating each trace to a uniform length and splitting datasets into smaller
subsets. This data splitting feature can downsample large datasets in a stratified manner
to ensure proportional representation of each class. This is crucial not only for preventing
bias in the learning process, especially in cases of unbalanced datasets but also for sig-
nificantly reducing the size of the dataset, whether balanced or not. Such reductions are
beneficial as they save on computational power and training time, thereby enhancing the
cost-effectiveness of the NAS process.

Ultimately, the extracted features are either loaded into memory for immediate use by
subsequent modules or stored in files for later use. The modular design of the Extractor
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allows it to support a wide range of WF datasets beyond AWF, DS-19, and BigEnough,
and to include defense simulators beyond FRONT, WTF-PAD, Tamaraw, and RegulaTor

that are currently supported for our experiments (see Section 5.5).

3.2 Traffic Analyzer and WF Attacker

Traffic Analyzer module stands at the core of FAWNS and handles input data from the
Extractor or alternatively, loads already extracted and stored features and labels from
input files, and applies preprocessing tailored for classification tasks such as WF before
launching the NAS process. It performs operations like reshaping, data augmentation,
and dataset division into training, validation, and test sets. The design of the Traffic
Analyzer accommodates the typically one-dimensional traffic traces used in traffic analysis
tasks by reshaping them for NAS applications, which are inherently designed for high-
dimensional image processing. Its modular architecture allows for easy adaptation to
new traffic analysis challenges and supports the integration of additional submodules as
necessary. Currently, the WF Attacker is the only supported submodule, and we discuss
its design below.

WPEF Attacker submodule

This submodule performs WF-specific preprocessing, prepares training, validation, and
testing splits from preprocessed traffic features, and can handle both open-world and closed-
world scenarios for website fingerprinting. It also oversees architecture exploration using
NAS by initiating the model search process, training the optimal architecture identified by
NAS, and gathering results throughout the process. These results, comprised of accuracy
and loss indicators from the search, training, and testing phases, provide comprehensive
evaluations of the website fingerprinting task.

Preprocessing WF directional-timing feature vectors for NAS. A critical prepro-
cessing step for the one-dimensional WF directional-timing feature vectors is reshaping
them for compatibility with NAS, given that NAS primitives are typically designed for
image processing tasks. In state-of-the-art attacks such as Tik-Tok, a feature vector is
initially represented as a simple sequence of Tor cells (in the directional-timing format)
of length 5,000. The WF Attacker preprocessor transforms this one-dimensional vector of
into a 5,041-element vector by appending trailing zeros, then converting it into a 71x71

33



matrix. Each cell in the matrix is then expanded into three channels to mimic the com-
position of an RGB image, resulting in inputs of the shape [71, 71, 3]. Each cell in
the matrix is then expanded into three channels to mimic the composition of an RGB
image, resulting in inputs with the shape [71, 71, 3]. In other words, the original [71,
71] matrix is duplicated two more times, and the three [71, 71] matrices are stacked
together to form a 3-dimensional matrix with the shape [71, 71, 3]. The number 71
holds no inherent significance in the context of Tor cells or website fingerprinting; it was
primarily chosen to create a square matrix close to the original 5,000 elements. However,
this 71x71 2D matrix may still capture broader patterns in the data, even if the adjacency
does not correspond to the original sequence, as evidenced by prior traffic classification
research | , ]. NAS-generated architectures often feature multiple layers
and varied operations that can jointly capture complex dependencies. By stacking mul-
tiple convolutional layers, pooling layers, and applying non-linear transformations, the
network can integrate local and global temporal patterns. Moreover, as we shall discuss in
Section 3.3, NAS search spaces apply depthwise concatenation to latent feature represen-
tations corresponding to intermediate nodes of NAS cells, consequently capturing relevant
temporal dependencies before flattening them for a fully connected classifier. Nevertheless,
we recognize that 1D networks are preferred and widely used to preserve temporal depen-
dencies in sequential WF data, and we plan to adapt NNI's search algorithms for these
lower-dimensional inputs in the future.

Following the reshaping of vectors, this module generates a 9:1 training-testing split of
the inputs in a stratified manner. The test split is reserved solely for making predictions
with the final trained model.

Dataset downsampling considerations for NAS. NAS techniques, similar to other
deep learning algorithms, are most effective with large datasets. For example, popular
NAS methods are benchmarked on the CIFAR10 dataset, which contains 60,000 32x32
color images across 10 classes, and are evaluated for generalizability on the significantly
larger subsets of the ImageNet dataset, which includes at least 1.4 million 224x224 im-
ages. In contrast, the complete AWF dataset contains 450,000 traffic traces distributed
across 100 classes. Utilizing all these traces would necessitate extensive time and compu-
tational resources for searching and training models using NAS techniques. To optimize
resources while conducting a broad range of experiments with FAWNS, we opted to use a
downsampled version of the AWF100 dataset (10,000 traces across 100 classes). Even with
downsampling, we can effectively evaluate the generated models’ performance by using
some of the omitted data not included in the training setup. This allows us to test the
models’ generalizability and assess their robustness on a broader dataset (see Section 5.6).
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Enhancing data utilization with cross-validation. To address overfitting and maxi-
mize data usage in these data-limited (compared to NAS benchmarking datasets) scenarios,
this module uses k-fold stratified cross-validation to further divide the training set into a
9:1 train-validation split k different times. These splits are then processed by the NAS
Experiment Engine, which executes the selected exploration strategy to identify the opti-
mal architecture that is fine-tuned on this train-validation split. This chosen architecture’s
weights are subsequently reinitialized and trained on the same split to develop the final
model, which is then used to make predictions on the reserved test split. The effectiveness
of the model is determined based on the accuracy of these predictions in the closed-world
scenario and on the precision, recall and precision-recall (PR) curves of these predictions
for open-world scenarios.

Tracking and reporting across cross-validation folds. The WF Attacker is respon-
sible for exporting the best model identified across all cross-validation folds, along with
its training, testing, and timing statistics, to preserve the top-performing configurations
and results. Additionally, it tracks and reports fold-level training and testing statistics for
each model search-then-train cycle within each cross-validation fold. This includes detailed
fold-specific data such as training outcomes, test results, and execution times for each fold.
This systematic data collection enables a thorough post-training analysis, allowing for a
detailed review of the model’s performance across different data subsets.

The WF Attacker integrates directly with NNI’s NAS Module to conduct both the ar-
chitecture search and the training of the best architecture. The design of this integration
is discussed in the following subsection.

3.3 NNI’s NAS Module

To effectively run NAS experiments, this module must configure and integrate the three
NAS dimensions—search space, search strategy, and evaluation scheme—with the NAS ex-
periment engine. Consequently, the implementation details are structured into four subsec-
tions: a) the Model Space Hub, b) the Search Strategy Hub, c) the Model Evaluator,
and d) the NAS Experiment Engine. This organization systematically details the creation
of search spaces, the use of NNI's search strategies, the setup of an evaluator, and the
configuration of NAS experiments.
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3.3.1 Model Space Hub

The Model Space Hub comprises a repository which includes both predefined search spaces
provided by NNI and custom-defined search spaces created by the user. To support the
creation of these custom search spaces, NNI offers a diverse array of mutation primitives.
We utilize some of these primitives to replicate the DARTS search space for our experi-
ments with FAWNS during the evaluation. We chose the DARTS search space based on
a study by Radosavovic et al. | |, which demonstrates that exploring the DARTS
search space yields a higher number of well-performing models (with low validation errors)
compared to other search spaces like ENAS, PNAS, AmoebaNet, and NASNet. Addition-
ally, Radosavovic et al. show that for a fixed search algorithm, variations in design spaces
alone result in significant performance differences. Therefore, in our experiments, we keep
the DARTS design space fixed while varying the search algorithm. We will discuss the
concept behind the DARTS search space next.

The DARTS search space. In line with the research by Zoph et al. | |, Real et
al. | ], and Liu et al. | ], the DARTS exploration strategy searches for a
computation cell that acts as the fundamental component of the final architecture. A cell is
visualized as a directed acyclic graph composed of an ordered sequence of nodes, each rep-
resenting a latent feature like a feature map in convolutional networks. The directed edges
between these nodes carry out specific operations that modify the feature representation
from one node to the next.

As shown in Figure 3.2, the input nodes for a convolutional cell k£ are typically the
outputs from the two preceding layers, kK —2 and k — 1, which aids in capturing hierarchical
feature information. The cell’s output is generated by applying a reduction operation,
such as concatenation, to all intermediate nodes, n0, nl, n2, n3, thus integrating the
transformed features from all nodes into a single output representation. Each intermediate
node’s representation is computed by aggregating the operations applied by all its preceding
nodes, ensuring that each node integrates features and transformations from earlier in the
sequence. More specifically, each node takes two previous nodes within the same cell
(or the two cell inputs), applies an operator (e.g., convolution, or max-pooling) to each
input, and sums the outputs of operators as the node’s output. A special zero operation is
also included to indicate a lack of connection between two nodes. Therefore, learning the
architecture of a cell reduces to learning the operations on the edges between its nodes.

Liu et al. designed the DARTS search space by incorporating four nodes per cell, with
the cell’s output being the concatenation of all the nodes. This search space includes eight
candidate operations listed below:
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k+1

Cell k

Figure 3.2: An overview of DARTS: Each cell takes as input the outputs from the two
preceding cells. Each cell contains four nodes with candidate operations on the edges. The
output of the cell is the depthwise concatenation of these four intermediate nodes. The
differently colored arrows for the edges indicate three different operations selected from the
list of candidate operations detailed in the subsection on the DARTS search space.

none: Represents no operation.

max_pool_3x3: A max pooling operation using a 3x3 filter.

avg_pool_3x3: An average pooling operation with a 3x3 filter.

skip_connect: A skip connection that directly transmits the input to the output.
sep-conv_3x3: A separable convolution with a 3x3 filter.

sep-conv_5x5: A separable convolution using a 5x5 filter.

dil_conv_3x3: A dilated convolution with a 3x3 filter.

dil_conv_5x5: A dilated convolution using a 5x5 filter.

DARTS and model architecture downscaling. A one-shot exploration technique such
as DARTS integrates multiple architectural choices into a single trainable model by assign-
ing weights to each architectural component. These weights are learned during the training
process, allowing the model to evaluate many architectural configurations simultaneously.
Due to this fact, one-shot search techniques like DARTS demand significantly more com-
putational resources than traditional training methods, often resulting in slower training
times and increased memory usage.

To manage the resource-intensive nature of one-shot strategies, a common practice is to
downscale the network during the architecture exploration phase. This involves reducing
the width, i.e., the number of filters in each cell, and the depth, i.e., the total number of
stacked cells, which accelerates the training process while still capitalizing on the benefits
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of architecture search. Downscaling ensures that the NAS process remains computationally
manageable without substantially compromising the performance of the resulting model.

To perform a downscaling ameanable to DARTS, one can leverage the fact that it is
possible to design a single convolutional model architecture by composing multiple small
modules, instead of designing the architecture all at once | |. This method draws
from engineering efforts targeted at CNNs, which reveal that effective architectures typi-
cally contain repeated motifs. These motifs consist of combinations of convolutional filter
banks and nonlinearities, similar to the repeated modules found in the Inception | ]
and ResNet models | |. These insights suggest that an exploration strategy could
successfully predict a generic convolutional cell defined by these motifs and that this cell
could then be stacked sequentially (eventually configured with different weights) to man-
age inputs with varying spatial dimensions and filter depths. Cells of NAS search spaces,
therefore, are categorized into two distinct types based on their functionalities, which we
detail below.

e Normal cells process input feature maps without changing their dimensions, main-
taining the spatial integrity of features across the network. More technically, convo-
lutions and poolings in this block have a stride of 1.

e Reduction cells reduce the dimensions of input feature maps, typically by halving
both the width and height, which helps in aggregating broader contextual information
and reducing computational demands in deeper layers. More technically, convolutions
and poolings in this block have a stride > 2.

The design of the DARTS search space, with its candidate operations for the edges
between nodes of a cell, allows search strategies to select the best operation for these
edges during architecture training. This process results in the identification of optimal
normal and reduction cell architectures. Once the optimal normal and reduction cells are
selected, they are assembled into a final network architecture as depicted in Figure 3.3.
This assembly typically involves scaling up the width and number of cells. Increasing
the width of the final model enhances its capacity to capture more complex features and
allows the network to generalize better across larger and more diverse datasets. Moreover,
increasing the number of cells deepens the network, allowing for more levels of feature
extraction and transformation.

In NAS, the process of determining the architectures for normal and reduction cells in-
volves employing a predefined strategy to navigate through a vast array of possible designs
in the search space. The goal is to select the most effective architectures based on perfor-
mance metrics, such as validation accuracy and generalization ability. These exploration
strategies are part of the NAS module’s Search Strategy Hub, which we cover next.
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Figure 3.3: After learning the architecture of normal and reduction cells through NAS, a
final network is formed by stacking multiple cells together. Cells at 1/3 and 2/3 of the
total depth are reduction cells. The number of normal cells stacked between reduction cells,
denoted as NV, is a tunable parameter during the architecture search process in FAWNS.

3.3.2 Search Strategy Hub

This hub stores and manages various algorithms for exploring the model space. FAWNS
directly utilizes NNI's array of exploration strategies, enabling users to select from any of
the strategies that NNI offers. NNI’s search algorithms span three primary types, each
featuring unique methodologies and applications:

1. Reinforcement learning-based NAS: This strategy employs an RL agent to navigate
the architecture space, receiving rewards based on the performance of the architec-

tures it generates. This feedback loop guides the agent toward increasingly effective
designs over time.

2. Evolutionary algorithms-based NAS: Utilizing genetic algorithms, this approach mim-
ics natural selection where architectures evolve through mutations and crossovers.
The fitness of each architecture, often gauged by its accuracy on a validation set,
determines its survival and reproduction probabilities.

3. Gradient-based NAS (e.g., DARTS): This method optimizes architecture parameters
via gradient descent, allowing for a continuous relaxation of the architecture space.
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Gradient-based NAS is recognized for its speed and resource efficiency when compared
to the methods discussed in the bullets above.

The FAWNS framework directly incorporates NNI’s search strategies, utilizing them
as-is to explore the designated search spaces. We will offer detailed explanations of the
strategies we employ on the DARTS search space for our experiments in Section 4.3.2.

3.3.3 Model Evaluator

In NAS, the goal is to discover neural network architectures that perform well on unseen
data. Performance estimation is critical, as it involves predicting how well these architec-
tures will generalize. The challenge, notably however, lies in scalability: efficiently running
and managing numerous trials to evaluate different architectures. In NNI, this is handled
by the evaluator, which standardizes performance estimation. Such an evaluator helps
in systematically managing the exploration of the search space, ensuring that multiple
architecture evaluations can be run simultaneously and efficiently.

More specifically, in the exploration process of our framework, the search strategy
systematically generates new models, each of which is then evaluated for performance
by an evaluator handling the training and validation phases. This module supports a
variety of evaluators, each tailored to different scenarios and model requirements such as
classification or regression tasks. These evaluators can be further customized to fit specific
search strategies and search spaces. Since WF is a classification task, we will briefly discuss
NNT’s classification evaluator, which we have customized for WF.

NNTI’s classification evaluator for WEF': This component is designed to manage the
evaluation of classification models by overseeing the training, validation, and testing pro-
cesses. It sets up the optimizer and loss function, and manages the training over multiple
epochs, processing data in batches to ensure efficient memory usage and faster computa-
tions. During each iteration, the loss is computed, and the optimizer adjusts the model
parameters to minimize this loss. At regular intervals, the model is evaluated on the
validation dataset to monitor performance, with metrics such as accuracy and loss being
computed and reported back to the exploration strategy. This feedback loop guides the
iterative improvement of the model. Additionally, the evaluator can implement early stop-
ping based on validation performance to prevent overfitting and save the best-performing
models at specific checkpoints.

Assembling the final architecture post-NAS: Following a systematic exploration of
the defined search space using a chosen exploration strategy and evaluator, a specific con-
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figuration of normal and reduction cells will be identified, as depicted in Figure 3.4. Note
that while these cells were searched using NAS on an undefended Tor dataset, running
FAWNS on a different dataset will likely result in a different architecture. The green
blocks represent the inputs from the two preceding cells, while the blue blocks denote the
four nodes of the current cell. Comparing the structure of these cells with the general
DARTS cell structure shown in Figure 3.2, we observe that the NAS process has deter-
mined and set the candidate operations on the edges between the input and intermediate
nodes. When an intermediate node has two input operations, their outputs are combined
by element-wise addition to form a singular output. The yellow block stores the depthwise
concatenation of outputs from the four intermediate nodes. To build the final architec-
ture from the identified normal and reduce cells, the cells must be stacked in a specific
sequence, typically alternating between several normal cells and a reduction cell to pro-
gressively refine and reduce feature representations as shown in Figure 3.3. The choice for
the number of times the normal cells that get stacked between reduction cells, N, can vary
and is a tunable parameter during architecture search in FAWNS. Choosing the value of N
involves balancing model capacity and performance against computational resources and
application requirements. Higher values of N can enhance performance but increase the
risk of overfitting, as well as raise computational costs and inference times. Conversely,
lower values of N are more efficient and less likely to overfit but might not fully exploit the
neural architecture’s potential, especially for more complex datasets.
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Figure 3.4: Visual representation of the optimized normal and reduce cells from the DARTS
space learned using random one-shot exploration strategy.
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3.3.4 NAS Experiment Engine

The NAS Experiment Engine serves as a central component in the NAS process within
the FAWNS framework. It takes inputs such as the chosen search space, search strategy,
and the model evaluator and kicks off a NAS trial. In NNI, a trial represents a single
tuning process, such as one run of neural architecture search on a defined search space.
This engine manages the full lifecycle of NAS trials, including overseeing trial execution,
monitoring ongoing experiments, and gathering results at their conclusion. Its trial man-
agement system is designed to resume NAS trials from the last checkpoint in case of any
interruptions, ensuring that no computational efforts are lost and that experiments can
continue seamlessly. Upon completing model exploration, the NAS Experiment Engine
sends the optimal final model back to the Traffic Analyzer’s submodule that initiated
the NAS process, enabling further training and evaluation of the model architecture.

3.4 Experiment Manager

The Experiment Manager exposes a web portal that allows users to visualize the NAS
process, helping them monitor its progress and analyze the outcomes of NAS trials. Ad-
ditionally, the manager oversees multiple NAS experiments, giving users the ability to
configure, start, pause, or end experiments through either a command-line interface or the
aforementioned web portal as shown in Figure 3.5.

NNT also integrates with TensorBoard, enabling comprehensive visualization and mon-
itoring of the NAS process. While NNI's web portal primarily focuses on managing NAS
trials with tools to configure, start, pause, or end experiments, TensorBoard’s capabilities
are more attuned to the deep learning aspects of the experiment. It visualizes scalar met-
rics like accuracy and loss over time, presents model computational graphs for structural
insights, and displays tensor value distributions through histograms to track the evolution
of weights and biases during training. For instance, as seen in Figure 3.6, TensorBoard can
compare multiple NAS trials, allowing for inspection of convergence trends and monitoring
of hyperparameters such as learning rate adjustments.

3.5 Logger

During model training in FAWNS, we encountered obscure CUDA errors due to incorrectly
shaped inputs. Debugging CUDA can be difficult because errors often stem from parallel
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Figure 3.5: Example of NAS experiment trials on NNI’s web portal.

execution, memory management, and synchronization issues that are hard to trace. To
address these issues, we devised the Logger component using Python’s logging module.
By knowing the expected functioning of the system, including data shapes, sizes, and
formats at specific code points, we log warnings or errors when abnormalities are detected.

Overall, the Logger plays a crucial role in the operation and incremental development
of the FAWNS framework by recording all of its activities. It collects details of data prepro-
cessing, the execution of NAS experiments, model performance checkpoints during various
phases such as training and testing, and system errors-—essential for troubleshooting and
refining operations. The Logger ensures that critical information is systematically cap-
tured and can be either displayed on the console or saved to a file. Logger’s logs are
organized into different severity levels, including informational messages, warnings, errors,
and critical issues. This categorization helps users and developers easily distinguish and
manage the system’s operational insights efficiently.
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In this chapter, we introduced the architecture of the FAWNS framework. FAWNS in-
cludes key components such as the Extractor, which processes traffic traces and prepares
datasets, and the Traffic Analyzer, which manages data preprocessing and splits for
NAS. The WF Attacker submodule executes NAS, identifies optimal architectures, and
handles training, validation and testing.

The framework uses the DARTS search space for effective architecture exploration with
normal and reduction cells. The NNI’s NAS Module facilitates NAS through components
like the Model Space Hub, Search Strategy Hub, and Model Evaluator, which work
together to explore and evaluate architectures. The NAS Experiment Engine oversees
NAS trials, ensuring efficient execution and result collection.

The Experiment Manager provides a web portal for monitoring NAS trials, and the
Logger captures operational details for troubleshooting. Together, these components
streamline the NAS process, enabling the development of DNNs for WF tasks.
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Chapter 4

Implementation of FAWNS Modules

This chapter provides a breakdown of the various modules that realize the FAWNS frame-
work, showcasing the technical details underlying their functionality. As such, the next few
sections will cover different implementation details of the these modules. Throughout this
chapter, our focus is placed on the lilac-coloured modules shown in Figure 3.1, as these
are either newly implemented by us, or adapted with significant modifications. Accord-
ingly, we will not cover the green-colored modules since these were incorporated from their
original sources without changes.

4.1 Extractor

The Extractor module in FAWNS is designed to convert raw traffic traces into simpler,
more manageable trace representations, specifically focusing on direction and directional-
timing representations. Our goal is to create a unified representation of traces, as datasets
often store traces in different formats or use varying trace representations. By standardizing
these representations, FAWNS can more effectively process and analyze the data, ensuring
consistency and compatibility across different datasets. In addition, the Extractor also
includes various functions designed to interact with WF defense simulators in order to
generate simulated defended traffic based on datasets collected without any applied defense.

We implemented this module as a Python script which stores the results of the afore-
mentioned feature extraction and manipulation operations in compressed NumPy arrays for
future use. Next, we detail the implementation of the Extractor’s key functionalities.
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Simulating defenses. We adopt publicly available defense simulators from previous
research | : ] to simulate defenses on undefended datasets. Since some of these
simulators differ in how they format their output traces, our modifications to these defense
simulator codes were minimal, focusing solely on ensuring compatibility with datasets
formatted according to the Wang standard, both for input and output.

Standardizing the ingestion of network traces. Different datasets may use various
trace representations, necessitating a mediation layer to uniformize traces for seamless
integration with FAWNS. In website-trace datasets like AWF and DS-19, files containing
traces from monitored websites are commonly named following a w — ¢ naming convention,
where w denotes the website and ¢ denotes a given trace collected when accessing w. For
instance, a file named 2 — 10 contains the 11th trace collected by visiting website 3 (taking
zero-indexing into account). This naming convention allows WF researchers to quickly
derive the label for each trace from its filename.

In other recent datasets like BigEnough, which include website-webpage-trace data,
matching a trace to its label involves additional care. Specifically, the w in the Wang
naming format represents the product of the number of websites and the number of web-
pages plus the webpage under consideration (n_website x total _webpages + n_webpage).
For example, a trace file named 44-2 contains the 3rd trace collected by visiting the 5th
webpage among 10 webpages belonging to a website of class 5. We extract the label by
calculating the modulo of w with total webpages, thereby implementing a mapping to
identify traces and their labels in website-webpage-trace datasets.

For traces from unmonitored websites, stored in files named ¢ in the Wang format, all
unmonitored traces are given a label that is one more than the total number of classes.
Therefore, all unmonitored traces are gathered under a single class. Since the convention
for representing unmonitored websites/webpages is currently the same across datasets,
there is not current need for dataset-specific handling of unmonitored trace files.

Once the desired trace and label mappings are identified, we use APIs from the NumPy
library to load traces that are in the format ¢; < tab > d; from input trace files, where
t; represents the time and d; denotes the direction of the i-th packet in Tor traffic (—1
for outgoing and +1 for incoming). These are used to form the directional-timing vector
derived from the dot product of ¢; and d;.

Individual trace preprocessing. To maintain a standard feature vector length of 5000,
we either truncate longer vectors or pad shorter ones with zeros. Additionally, if specified,
the number of traces per website can be limited to a user-specified maximum, allowing for
down-sampling or balancing of an imbalanced dataset.
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With directional-timing feature vectors now ready, we discuss the role of the Traffic
Analyzer, which enables various preprocessing operations to prepare the data for NAS.

4.2 Traffic Analyzer and WF Attacker

The Traffic Analyzer handles the transformation of raw traffic data into structured in-
puts suitable for NAS, including normalizing and segmenting the data. Its modular design
accommodates one-dimensional traffic traces by reshaping them for high-dimensional NAS
applications, typically designed for image processing. This allows for adaptation to new
traffic analysis tasks and integration of additional submodules as needed. We now discuss
the technicalities of Traffic Analyzer’s only current submodule, the WF Attacker.

As one of the central components of FAWNS, the WF Attacker submodule performs
WF-specific feature preprocessing, prepares training, validation, and testing splits, and
manages both open-world and closed-world scenarios for website fingerprinting experi-
ments. This submodule also orchestrates the exploration of suitable deep neural network
architectures using NAS, initiates the model search process, trains the optimal architecture
identified by NAS, and gathers the results generated by the search, training, and testing
phases. Here, we shed additional details on the implementation of its core functionalities.

Preprocessing directional-timing feature vectors. The WF Attacker module re-
shapes the one-dimensional WF' directional-timing feature vectors for compatibility with
existing NAS algorithms, which are typically designed for image processing tasks. Using
the NumPy Python library, the initial one-dimensional feature vector of shape [5000,] is
transformed by appending trailing zeros to create a 5041-element vector. This vector is
then reshaped into a 71x71 matrix and expanded into three channels to mimic an RGB
image, resulting in inputs of shape [71, 71, 3].

Generating training-testing splits. Following the reshaping of vectors, the module
generates a 9 : 1 training-testing split in a stratified manner using the train test_split
function from scikit-learn’s model_selection module. We use the stratify=y param-
eter to ensure that the class distribution of the labels y is preserved in both the training and
testing sets. This is particularly important when dealing with imbalanced datasets, where
some classes might have significantly more samples than others. By using stratify=y,
each subset (training and testing) will have a similar proportion of samples from each class
as the original dataset. The test split is reserved solely for making predictions with the
final trained model.
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Configuring k-fold cross-validation. To address overfitting and maximize data usage
of the downsampled, smaller WF datasets, the WF Attacker employs k-fold stratified cross-
validation to further split the training set into 9 : 1 train-validation splits. To do this, we
use StratifiedKFold class from scikit-learn’s model _selection module.

Architecture exploration and training. During every cross-validation fold, the WF
Attacker leverages NNI'’s NAS Module to conduct both the architecture search and the
training of the best architecture. The selected exploration strategy identifies the optimal
architecture. This architecture’s weights are subsequently reinitialized and trained on
the same train-validation split to develop the final model, which is then used to make
predictions on the reserved test split.

The integration of NNI within FAWNS is designed to abstract NAS-specific imple-
mentation details away from the WF Attacker submodule. WF Attacker simply invokes
the appropriate NAS strategy modules written using NNI APIs. For instance, to ex-
ecute the DARTS strategy, the WF Attacker calls the get_best_darts model method
from FAWNS’ search _space_hub.darts module which initiates a NAS experiment in the
DARTS search space using DARTS exploration. Given that FAWNS currently supports
DARTS exploration, we detail the implementation of the search_space_hub.darts module
in Section 4.3.1.

After the final model is built (see Section 3.3.1), it is freshly trained on the same
train-validation split the model was searched on to learn the weights. The model train-
ing leverages PyTorch’s functionalities to handle batch processing, model updates, and
backpropagation efficiently. The effectiveness of the final trained model is evaluated based
on the accuracy of predictions in the closed-world scenario and additionally on precision,
recall, and F1-score in the open-world scenario.

Enabling model checkpointing. Throughout the training process across multiple folds,
WF Attacker checks if the current model outperforms previous ones based on test accuracy.
If a new model in the next fold achieves higher test accuracy, it is saved as the best
model. This is implemented with a conditional statement that compares the best_so_far
accuracy with the current fold’s test_results["test_acc"] where test results is a
dictionary containing search, training and testing statistics from each cross-validation fold.
If the current model is better, it updates best_so_far and saves the model using PyTorch’s
torch.save function. The saved model includes all learned parameters and can be reloaded
later for inference on a different dataset for further analysis.

Having discussed the salient functionalities of the WF Attacker, we will now focus on
the NAS Module with which the WF Attacker collaborates to explore DNN architectures
on the dataset at hand.
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import torch
import torch.nn as nn
import torch.nn.functional as F

class SearchModel (ModelSpace): # should inherit ModelSpace rather than nn.Module
6 def __init__(self):

7 super () .__init__Q)

8 self.convl = nn.Conv2d(1, 16, kernel_size=3, stride=1, padding=1)

9 self.dropoutl = nn.Dropout(0.25)

10 self.fcl = nn.Linear(784, 10) # Assuming input size of 28x28

12 def forward(self, x):

13 x = F.relu(self.convl(x))
14 x = F.max_pool2d(x, 2)
15 x = torch.flatten(x, 1)

16 x = self.dropoutl(x)

17 output = self.fcl(x)

18 return F.log_softmax(output, dim=1)
19

20 # Initialize the base model

21 base_model = SearchSpace()

Listing 1: Initializing a base model in PyTorch.

4.3 NAS Module

NNI’s NAS Module, integrated with FAWNS, is structured around four key submodules
discussed in Section 3.3: the model space hub, which defines various model configurations;
the Search Strategy Hub, which determines how the search space is explored; the model
evaluator, which assesses the performance of generated models; and the NAS Experiment
Engine, which orchestrates the entire NAS process. Implementation specifics for each of
these submodules are detailed below.

4.3.1 Search Space

The search space contains a predefined set of building blocks and operations that can be
used to construct neural network architectures. In FAWNS, the integration with NNI allows
us to define a model space that consists of two parts: a base model and potential mutations
of that base model. Creating a base model in FAWNS mirrors the process of defining
a model in frameworks like PyTorch or TensorFlow. Listing 1 shows a straightforward
example of how to define a base model.

Although a base model is a concrete instantiation of a PyTorch (or TensorFlow) model,
it alone does not constitute a model search space. NNI equips users with primitives to
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| import torch
2 import torch.nn as nn

3 import torch.nn.functional as F
4 from nni.nas.pytorch import ModelSpace, MutableDropout, LayerChoice
5

6 class SearchSpace(ModelSpace): # Should inherit ModelSpace rather than nn.Module
7 def __init__(self):

8 super () .__init__Q)

9 # convl gets to choose between two layers

10 self.convl = LayerChoice([

11 nn.Conv2d(1, 16, kernel_size=3, stride=1, padding=1),

12 nn.Conv2d(1, 16, kernel_size=5, stride=1, padding=2)

13 ], label=’convl_kernel’)

14 # Dropout layer gets to choose one of the dropout values

15 self.dropoutl = MutableDropout (nni.choice([0.0, 0.25, 0.5]))

16 self.fcl = nn.Linear (784, 10)

18 def forward(self, x):

19 x = F.relu(self.convl(x))
20 x = F.max_pool2d(x, 2)

21 x = torch.flatten(x, 1)

output = self.fcl(x)

2
22 x = self.dropoutl(x)
! return F.log_softmax(output, dim=1)

w o

# Initialize the model space
7 model_space = SearchSpace()

[N I

Listing 2: Initializing a model space in PyTorch using NNI’s mutation APIs.

express mutations on the base model, thus enabling the creation of a model space that
includes numerous models. Based on the above base model, and armed with NNI's APIs,
we can define a model space as described in Listing 2.

Here, the model space definition employs two mutation APIs, nn.LayerChoice and
nni.choice(). The nn.LayerChoice function accepts a list of candidate modules and
integrates one chosen module into each sampled model, functioning similarly to a standard
PyTorch module. MutableDropout allows the Dropout layer to be mutable, meaning its
parameters (such as dropout rate) can be adjusted and optimized during the NAS process.
The nni.choice() function sets the dropout rate as a parameter of MutableDropout.

Since this thesis focuses on exploring the DARTS search space, we provide an example
of how to construct a separable convolution with a 5x5 filter, which is one of the operations
supported in the DARTS search space detailed in Section 3.3.1. This can be implemented
using NNI's mutation APIs as shown in Listing 3.

The code in Listing 3, adopted from the source package of Liu et al.’s unsupervised
neural architecture search (UnNAS) project | | and NNT’s nasnet module, defines
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| class SepConv(nn.Sequential):
2

3 def __init__(self, C_in, C_out, kernel_size, stride, padding, affine=True):

4 super () .__init__(

5 nn.ReLU(inplace=False),

6 MutableConv2d(

7 C_in, C_in, kernel_size=kernel_size, stride=stride,
8 padding=padding, groups=C_in, bias=False

10 MutableConv2d(C_in, C_in, kernel_size=1, padding=0, bias=False),
11 MutableBatchNorm2d(C_in, affine=affine),
12 nn.ReLU(inplace=False),

13 MutableConv2d(
14 C_in, C_in, kernel_size=kernel_size, stride=1,
15 padding=padding, groups=C_in, bias=False

17 MutableConv2d(C_in, C_out, kernel_size=1, padding=0, bias=False),
18 MutableBatchNorm2d(C_out, affine=affine),
19 )

21 darts_operations = {

22 ’sep_conv_bx5’: lambda C, stride, affine:
3 SepConv(C, C, 5, stride, 2, affine=affine)
|

Listing 3: Creating a mutable separable convolutional operation with NNI’s mutation APIs.

a custom sequential neural network module called SepConv, which stands for “Separable
Convolution”. It also defines a dictionary darts_operations that maps operation names
to lambda functions that create instances of the SepConv class with specific parameters.
Other operations supported by the DARTS space, specified in Section 3.3.1, can be defined
similarly and added to darts_operations to create a dictionary of all candidate operations
of the DARTS search space.

In the process of adapting search spaces originally designed for image datasets like
CIFAR and ImageNet to our WF datasets, several key modifications were necessary. For
instance, CIFAR and ImageNet models often utilize filter sizes that are optimized for their
typical image dimensions, which are around 32x32 pixels. Given that the preprocessed
website fingerprinting data is transformed into 71x71 dimensions, adjustments to the con-
volutional layer filter sizes and configurations are needed. This adaptation ensures that
the filters are appropriately sized to capture the larger spatial dimensions and potentially
more complex patterns in the reshaped traffic data. Specifically, filter sizes, strides, or
padding may need to be altered to optimize feature extraction for the larger input size.

ol



4.3.2 Search Strategies

NNT provides a broad range of built-in algorithms spanning three primary types of strate-
gies outlined in Section 3.3.1 to facilitate the search for optimal neural network architec-
tures. The FAWNS framework directly incorporates NNI's search strategies, utilizing them
as-is to explore our designated search spaces. Along with our search strategies, we em-
ploy gradient clipping to mitigate the problem of exploding gradients. This is achieved by
setting a maximum threshold for the magnitude of the gradients; any gradients exceeding
this threshold are clipped to the specified value, thereby stabilizing the training process
and preventing large updates that could cause the model to diverge.

Choice of search strategies. We use the following search strategies to explore the
DARTS search space for the experiments discussed in this thesis:

e Random one-shot search strategy, which trains the supernet with uniform path sam-
pling, meaning during each training iteration, one path is chosen from the supernet
with equal probability. Thus, every single path has an equal chance of being selected
for training in that particular iteration.

e DARTS search strategy, which involves a differentiable approach to NAS. The search
space is represented as a continuous relaxation of the architecture, allowing the use of
gradient-based optimization methods to search for the best architecture. The search
process adjusts the weights of the softmax on each node, and the operation with the
highest probability is chosen for the final structure.

o Gumbel-DARTS, which enhances the DARTS technique by incorporating Gumbel-
Softmax, allowing for more efficient sampling of discrete architectures from the con-
tinuous space. This technique improves the search efficiency and helps in finding
better-performing architectures.

Iterative model refinement. In the exploration process of our framework, the strategy
systematically generates new models, each of which is then evaluated for performance
by a model evaluator handling the training and validation phases. The results of these
evaluations—specifically the performance metrics such as validation accuracy and loss—
are fed back to the exploration strategy, enabling it to refine and generate improved models
iteratively. Next, we discuss the implementation of the evaluation strategy used in FAWNS.
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4.3.3 Evaluation Strategy

As discussed in Section 3.3, an evaluator ameliorates the challenges associated with ef-
ficiently training and evaluating the performance of many architectures from the search
space. In other words, an evaluator standardizes performance estimation. Evaluators can
range from simple configurations, like standard training and validation, to more complex
setups, allowing for flexibility and scalability in assessing model performance across multi-
ple NAS trials. This helps in systematically managing the exploration of the search space,
ensuring that multiple architecture evaluations can be run simultaneously and efficiently.

Customizing the NNI Evaluator for WF. For users’ convenience, NNI provides some
commonly used model evaluators built upon the PyTorch-Lightning library such as the
ClassificationModule evaluator for classification tasks and RegressionModule for re-
gression tasks. For our classification task within the NNI NAS framework, we customize
our model evaluator based on the framework’s built-in ClassificationModule. To main-
tain congruency with NNI’s implementation of the ClassificationModule, this evaluator
is also implemented in the PyTorch Lightning® style. For WF, this customization involves
using the nn.CrossEntropyLoss class as the loss criterion, which is suitable for multi-class
classification tasks, tailored to the configurable number of classes based on the dataset.
The evaluator adjusts the number of epochs for both searching and training, allowing for
optimal tuning on the chosen dataset. It uses stochastic gradient descent (SGD) optimizer
with momentum, and a cosine annealing scheduler to adjust the learning rate based on the
epoch number for faster convergence and avoiding local minima.

Optimizing model performance with callback metrics. To effectively monitor and
optimize model performance during training and validation phases, our customized eval-
uator utilizes a set of callback metrics provided by NNI's ClassificationModule. These
metrics include train loss, train acc, val loss, and val_acc. By monitoring these
metrics, one can identify if and when the model begins to overfit, underfit, or if it has
reached an optimal state. Logging val loss also helps us implement early stopping to
prevent overfitting by terminating training once the validation loss ceases to decrease,
despite improvements in training loss.

In summary, the model evaluator is essential in the FAWNS framework, as it stream-
lines the training and evaluation of multiple neural architectures. This is achieved by
leveraging NNI's customized ClassificationModule tailored for WF. Having discussed

IPyTorch Lightning is a lightweight PyTorch wrapper that organizes PyTorch code to decouple the re-
search code (model definition, training, validation) from engineering code (checkpointing, logging, training
loops) and therefore, this coding style is regarded as cleaner and more maintainable.
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I from nni.nas.experiment import NasExperiment
2 experiment = NasExperiment(model_space, evaluator, strategy)

3 experiment.run()
4 abstract_arch = experiment.export_top_models(formatter=’dict’) [0]
5

6 from nni.nas.space import model_context

with model_context(abstract_arch):

8 final_model = DartsSpace(

9 width=36, # the number of nodes/channels in each cell layer

10 num_cells=20, # total number of cells in the network

11 dataset="awf", # dataset for which the architecture is optimized

12 targets=targets, # target classes or output dimensions

13 auxiliary_loss=True, # auxiliary heads for training stability?

14 drop_path_prob=0.2) # dropout probability to regularize the network
15 return final_model

Listing 4: Scaling up the architecture selected by the search process. Note that the dataset
parameter is set to “awf” to indicate the particular WF dataset being used.

the three main dimensions of NAS and their implementation in FAWNS, we now detail
how these components can be integrated with the NAS Experiment Engine to initiate the
NAS process.

4.3.4 NAS Experiment Engine

The code in Listing 4 effectively orchestrates the NAS process using the NAS Experiment
Engine. It initializes the NasExperiment with the defined model_space, evaluator, and
strategy, and then runs the experiment to search for the best-performing architecture.
Once the experiment completes, the best architecture is exported and instantiated using
the model context function, translating the abstract architecture into a concrete model,
parameterized by specific attributes like width and the number of cells (DartsSpace). This
model is then trained and evaluated on the specified dataset.

While training, regularization techniques such as auxiliary loss and drop path proba-
bility are incorporated. The auxiliary loss, calculated using intermediate outputs from the
model and combined with the primary loss, helps stabilize training and improve conver-
gence. Drop path probability, where entire layers or paths within the neural network are
randomly dropped during training, forces the network to learn more robust features by
preventing co-adaptation of layers.

o4



4.4 Logger

FAWNS utilizes Python’s 1logging module to manage updates, warnings, and other critical
diagnostics. This integration ensures that important information is systematically captured
and can be output to the console or written to a file. Logs are categorized into different
levels as provided by the Python module, such as informational messages, warnings, errors,
and critical issues. This structure allows users to easily differentiate and manage the
system’s operational insights effectively.

The Logger class serves as the primary interface for logging. While it is possible to
create multiple loggers within an application, we use a single instance of the logger class
throughout the FAWNS framework. This instance is configured with a StreamHandler
and a FileHandler, allowing it to send log messages to both the console and a file.

In Python’s logging module, log levels are used to indicate the severity of a log message.
Each log message is associated with a level that represents its importance. The logging
module defines the following standard log levels, in increasing order of severity and we
adopt the same in FAWNS:

1. DEBUG: Provides detailed diagnostic information useful for debugging issues, such as
mismatched input data dimensions.

2. INFO: Confirms that operations are working as expected, such as successful dataset
loading, NAS experiment initialization, and data export.

3. WARNING: Indicates unexpected events or potential problems while the software con-
tinues to function. For instance, FAWNS may log a warning when the number of
training epochs is unusually low, suggesting the model might be undertrained.

4. ERROR: Signals serious issues that prevent normal operation, such as missing data
files or failed model checkpoints.

5. CRITICAL: Highlights very serious errors that may halt the application, such as CUDA
memory failures during model training, preventing further experiment execution.

Additionally, FAWNS tracks and outputs fold-level training and testing statistics, which
include training/validation accuracy and loss during both the architecture searching and
model training phases. This detailed performance data is written to disk using Python’s
pickle module, facilitating in-depth analysis and review of the model’s behavior across
different stages of the learning process. At the end of all folds, a summary of the model’s
performance across all folds is logged, providing insights such as the average and best
accuracy, total number of parameters, and detailed test accuracy values for each fold.
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Chapter 5

Evaluation

In this chapter, we aim to showcase the benefits of using FAWNS to obtain deep learning
models which show high accuracy in website fingerprinting tasks. We begin by outlining
our evaluation methodology in Section 5.1 and our laboratory testbed in Section 5.2. In
Section 5.3, we discuss how we optimized the hyperparameters for the DARTS-inspired
search strategies used throughout our experiments. Section 5.4 describes the results of an
initial round of experiments where we benchmark the accuracy of models generated by
FAWNS when targeting undefended Tor traces. Next, in Section 5.5, we analyze FAWNS’
accuracy on defended Tor traffic. Finally, in Section 5.6, we evaluate and discuss the
generalizability of FAWNS-generated architectures on datasets that were not used as part
of the original NAS-based model search procedure.

5.1 Evaluation Methodology

This section starts by enumerating the goals of our evaluation. Then, it provides details
about the WF scenario we consider, our model training procedure, and the datasets used
throughout our experiments.

Evaluation goals. The goals of our evaluation are three-fold:

1. Assess the accuracy obtained by NAS-generated architectures on undefended Tor
traces, in the closed-world scenario.

2. Assess the accuracy obtained by NAS-generated architectures on defended Tor traces,
in the closed-world scenario.
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3. Assess the applicability of NAS-generated architectures to other WF datasets which
were not used in the original NAS process.

To achieve the above goals, we first assess the ability of FAWNS to generate archi-
tectures that can perform well when launching WF attacks over a prominent undefended
dataset (described further in this section). We compare the obtained results to those of a
popular WF attack in order to establish a proper baseline. Second, we evaluate the perfor-
mance of the same models against defended traces, based on the same undefended traces,
by applying simulators of exiting WF defenses (as mentioned before in Section 4.1). Lastly,
to evaluate the generalizability of the NAS-generated architectures, we devise experiments
that aim to exercise the models’ prediction behavior on larger datasets following a similar
distribution, as well as on datasets that capture concept drift over multiple weeks.

Next, we provide additional details on the datasets we used and on how we configured
our model’s training and testing procedures.

Evaluation scenario and datasets. In our evaluation, we assume the closed-world WF
scenario. To conduct our experiments, we leverage different variations of the closed-world
AWF dataset | ]. The most basic dataset we use is AWF100, which contains 100
traces for each of 100 different websites visited via Tor. These website traces contain
directional and timing data related to Tor cells (estimated from Tor packets | ])-
Each trace is either truncated to 5000 cells or padded with zeros if its original length is
shorter. We leverage the same dataset for generating defended Tor traces using a set of
defense simulators | , ]. We also use alternative versions of the AWF dataset
when assessing the generalizability of architectures generated by FAWNS. In particular, we
leverage the AWF200 and AWF450 datasets (which contain larger numbers of traces per
class) to assess the performance of models trained on a sub-sampled dataset. We also use
alternative versions of AWF100 collected over a period of six weeks to assess the models’
resilience against concept drift.

Model selection, training, and evaluation procedure. We split the data into 90%
training and 10% testing sets, ensuring that every model is tested on the same data split.
The training set is further divided into 90% training and 10% validation in each cross-
validation fold used throughout our experiments. This data is used for two fundamental
processes. First, the above splits are used to search model architectures via NAS. Once
the choice of the composition of normal and reduction cells is finalized, the final neural
network model is formed by repeatedly stacking these cells. Second, the splits are used to
train the selected model and learn adequate weights. The trained model is then used to
make predictions on the held-out test set, with the accuracy of these predictions serving
as our main performance metric.
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Figure 5.1: An overview of FAWNS’ testing infrastructure.

Generation of defended traffic. Inspired by Veicht et al. [VRB23], we assess the effec-
tiveness of Tik-Tok and FAWNS-generated models on a set of relevant WF defenses, each
accompanied by high-fidelity simulators [GZZ\W23]. We use these simulators to generate
defended traffic from the pre-recorded undefended traces contained in the AWF 100 dataset.
Specifically, we employ the WTF-PAD, FRONT, Tamaraw, and RegulaTor defenses.

Defense configurations. We follow the methodology of Veicht et al. [VRB23] and
use default parameters for WF defenses, as suggested in their original papers. We used
the WTF-PAD implementation from the WFES repository [(hel7], and two versions of
FRONT [GW20] with parameters: N, = Ny = 1700 and W, = 1, Wiee = 14 for
FRONT_T1, and N, = N, = 2500 for FRONT_T2. Due to its larger sampling window,
FRONT_T2 induces more dummy packets in the trace when compared to FRONT_T1.
For Tamaraw [CN'W ' 14], we used p,; = 0.04 and p;, = 0.012 with L = 50. For Regula-
Tor [HH22], we used a padding budget of 3550, initial rate of 277, decay rate of 0.94, burst
threshold of 3.55, upload packet ratio of 3.95 and delay cap of 1.77.

Comparison baseline. In our evaluation, we compare the effectiveness of the NAS-
generated models with the Tik-Tok [RSM20] attack. We chose Tik-Tok as it is a typical
choice for benchmarking new attacks that recent WF defense proposals aim to protect
against [MHO723], and because of its reliance on full trace information (both directional
and timing-related data). We use the default Tik-Tok architecture (i.e., the DF model
with directional-timing vectors as input) and parameters in our experiments, as these have
previously shown good results when targeting the AWF dataset.
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5.2 Laboratory Testbed

This section showcases the composition of the laboratory testbed where we performed our
experiments (see Figure 5.1). We start by describing our development infrastructure where
most of FAWNS codebase was prototyped, before describing our production infrastructure,
where FAWNS and Tik-Tok were deployed and executed towards obtaining the results that
allow us to perform comparative benchmarks throughout our evaluation. Then, we describe
how we synchronized our code development between the two infrastructure environments.

Development infrastructure. A Linux Container (LXC) deployed on a machine within
the University of Waterloo’s Chippie computing cluster serves as the centralized node for
all our development activities. It is equipped with 2 AMD EPYC 7272 12-Core CPUs and
an NVIDIA A40 GPU, providing the necessary computational power to develop and test
the FAWNS codebase. We test changes to the FAWNS codebase on the Chippie machine
to ensure they are free of errors before deployment.

Production infrastructure. Our production infrastructure comprises six VMs deployed
on Azure, each configured with a Standard NC4as T4 v3 (4 vCPUs, 28 GiB memory) and
additional 128GB disk drives. These VMs are named vm-alpha, vm-bravo, vm-charlie,
vm-delta, vm-echo, and vm-foxtrot, and are part of a FAWNS-specific Azure resource
group. These machines play a crucial role in running experiments with the FAWNS code-
base, as we leverage their accelerated GPU capabilities for enhanced data processing tasks.

Centralized code development and synchronization process. In order to maintain
a stable and up-to-date codebase across our development and deployment environments,
we have established a centralized code development and synchronization process. This
approach ensures that all code changes are tested before deployment and that updates are
seamlessly propagated across our infrastructure. The process involves the following steps:

Development on Chippie. All code changes are developed and tested on the Chippie ma-
chine to ensure stability before being considered for deployment. For version control, we
utilize Git, with GitHub serving as the remote storage repository. After developing and
testing code changes on the Chippie machine, we push these changes to our GitHub repos-
itory. This repository facilitates efficient collaboration and tracking of modifications.

Synchronizing Azure VMs: Each Azure VM performs a Git pull operation to fetch the
latest code changes from the GitHub repository, ensuring that all VMs remain synchronized
with the most recent version of the codebase. To streamline the synchronization of code
changes across the Azure VMs, one can also employ continuous integration and deployment
strategies using GitHub Actions.
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Table 5.1: Hyperparameter space and final selections for DARTS search space optimization.

Hyperparameters for Choices Final Choice
DARTS search space

Search Space Width [16, 26, 36, 46] 16
Search Space Cells [8, 14, 20, 26] 8

Train Space Width [16, 26, 36, 46] 36
Train Space Cells [8, 14, 20, 26] 20
Search Epochs [10, 30, 50] 30
Train Epochs [100, 300, 600] 600

Having outlined our evaluation methodology and laboratory testbed, we now proceed to
detail the experiments conducted to assess the effectiveness of FAWNS-generated models.

5.3 Optimizing Hyperparameters for NAS Searches

Hyperparameter tuning is a fundamental process in supervised classification, involving
the adjustment of model parameters, such as the number of hidden layers in a CNN.
Fortunately, NAS already intrinsically tunes the internal hyperparameters of DNN models.
However, when conducting a NAS search, one also has to configure a set of hyperparameters
responsible for bootstrapping and guiding the NAS optimization process itself. Given
the numerous hyperparameters in the NAS experiment like the learning rate scheduler,
initial learning rate, dropout probability etc, an exhaustive search becomes computationally
prohibitive. Therefore, our goal is to find a sufficiently good model by tuning a few key
hyperparameters (listed in Table 5.1), acknowledging that these could be optimized further
(e.g., through a grid search, or using classical hyperparameter tuning solutions, applied
to NAS-search parameters). Due to resource and time constraints, our hyperparameter
choices are based on a combination of good generalizability on unseen data, reasonable
computational utilization, and faster training times.

Cascaded hyperparameter search process. To select the hyperparameters for our
NAS search process, we perform a cascaded search through the hyperparameter space
depicted in Table 5.1. This method involves a stepwise search across a pre-defined hyper-
parameter grid, prioritizing one set of parameters at a time while holding others constant.
The levels of this cascade are detailed below.
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Initial search over architectural dimensions. We commenced by exploring combinations of
the search space width and search space cells, which define the structural complexity of
our model. During this phase, other hyperparameters, including the widths and cells of
the training space and the number of epochs for both searching and training, were held
constant. We decided to set the train space width and train space cells to the maximum val-
ues in the range, specifically 46 and 26, respectively. Intuitively, training deeper (26 cells)
and wider (46 filters) networks for a longer duration should yield better results | .
Consequently, we opted for 50 search epochs and 600 train epochs. Through systematic
experimentation, we determined that a search space width of 16 and search space cells of
8 produced DNNs that performed best in terms of validation loss.

Refinement of training architecture. Subsequent to establishing the optimal search archi-
tecture, we fixed the search space width and cells to 716 and 8, respectively, and shifted our
focus to optimizing the training space width and cells. This phase of the cascade aimed to
balance the model’s capacity and its ability to generalize. After a series of evaluations, we
identified that a training space width of 36 and training space cells of 20 provided the best
accuracy on unseen validation data while maintaining a manageable computational load.
Training space width and cells greater than these values resulted in models that required
significantly heavier computational loads.

Final tuning of epochs. With the architectural dimensions established, the final phase
involved tuning the search epochs and train epochs. Here, we aimed to optimize the
duration of both the architecture search phase and the subsequent full model training. By
adjusting these epochs, we found out that 30 search epochs and 600 train epochs offered
a reasonable balance between thorough exploration of the architectural space and learning
of the underlying data patterns, and hence, providing a good trade-off between the model’s
accuracy and efficiency.

We carried out this hyperparameter search process on undefended Tor traces from
AWF100. By the transferability property of neural networks | ], the hyperparame-
ters identified from this process (search space width of 16, 8 search space cells, train space
width of 36, 20 train space cells, 30 search epochs and 600 train epochs) were then used
to train models on defended datasets as well. Next, we present our main findings when
using these parameters to guide the search of DNNs on AWF100 undefended website traces
(Section 5.4), before describing our results when generating DNNs which target defended
Tor traces (Section 5.5).
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Table 5.2: Comparison of search strategies, detailing their respective search and train space
sizes, epochs, and validation accuracy reported with Bernoulli’s error estimate at a 95%
confidence interval.

Search Strategy Search Train Search  Train Validation
Space Space Epochs Epochs Accuracy (%)

Tik-Tok - - - 30 97 +£1
Random One-Shot (16, 8) (36, 20) 30 600 97.7+0.9
DARTS (16,8) (36,200 30 600 94+1
Gumbel-DARTS (16, 8) (36, 20) 30 600 97£1

5.4 Benchmarking FAWNS on Undefended Traces

In this section, we evaluate the performance of NAS-generated DNNs in the closed-world
scenario using the undefended AWF100 dataset. Furthermore, we compare the accu-
racy of these models with that of the Tik-Tok model on the same undefended AWF100
dataset. Since the DF model (the DNN architecture used by Tik-Tok) converges around
30 epochs [ , |, we also train the model for this period when building our
benchmark. Based on our hyperparameter search, we found that NAS models searched on
the DARTS search space converge around 600 epochs, and adopted the same number in
our evaluation.

5.4.1 Accuracy of FAWNS-generated Models

Table 5.2 presents a comparison of various search strategies, their respective search and
training spaces, the number of search and training epochs, and their validation accuracy
reported with Bernoulli’s error estimate at a 95% confidence interval.! The Tik-Tok model,
which serves as a benchmark, achieves a validation accuracy of 97% with 1% error upon
converging after 30 epochs of training. Below, we present our main findings.

Random-one shot strategy attains similar accuracy to Tik-Tok. The Random
One-Shot (roneshot) strategy, utilizing a search space of (16, 8) and a training space of

IThe Bernoulli’s error estimate is calculated using the standard error of a proportion, which is derived

from the formula 4/ w7 where p is the accuracy and n is the sample size. The 95% confidence interval

indicates that we can be 95% confident that the true accuracy lies within this range. This error estimate
serves to quantify the uncertainty in the reported accuracy, providing a measure of the reliability and
variability of the model’s performance.
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Table 5.3: Comparison of search and train times per epoch for different search strategies.

Search Strategies Search Time/Epoch (s) Train Time/Epoch (s)

Random One-Shot 45-55 110-120
DARTS 520-530 200-210
Gumbel-DARTS 520-530 150-160

(36, 20), achieves an accuracy of 97.7% + 0.9% after 600 training epochs, while Tik-Tok
achieves 97% + 1%. The difference between these accuracies is not statistically significant.

DARTS requires better hyperparameter tuning. Despite using the same search and
training spaces, as well as the same number of epochs as the Random One-Shot strategy,
the DARTS strategy achieves a lower validation accuracy of 94% =+ 1%. This suggests
that DARTS may require more careful tuning of hyperparameters such as the learning
rate, weight decay, and gradient clipping value to improve accuracy. In contrast, Tik-
Tok and Random One-Shot achieve higher and comparable accuracies of 97% =+ 1% and
97.7% =+ 0.9%, respectively. Further hyperparameter tuning for strategies like DARTS is
discussed as a potential future work direction in Section 6.

Gumbel-DARTS outperforms DARTS. The Gumbel-DARTS strategy shows strong
performance with an accuracy of 97% =+ 1%, outperforming DART'S, which achieves 94% +
1%. Additionally, Gumbel-DARTS performs as well as Tik-Tok without a significant dif-
ference, with Tik-Tok achieving 97% + 1%. The Gumbel-DARTS method incorporates the
Gumbel-Softmax trick to improve the sampling of discrete architectures, likely contributing
to its higher accuracy compared to DARTS.

The comparison of NAS search strategies on undefended AWF traces reveals that Tik-
Tok and Random One-Shot strategies achieve high and comparable accuracies. While
DARTS requires better hyperparameter tuning to reach its full potential, Gumbel-DARTS
demonstrates performance improvements, likely due to the use of Gumbel-Softmax.

5.4.2 Assessing FAWNS-generated Models’ Training Costs

Although one-shot search techniques like DARTS and random one-shot methods, which
relax the search space to be continuous, are significantly faster than reinforcement learning
(RL) or evolutionary multi-trial techniques that treat NAS as a black-box optimization
problem over a discrete domain (requiring a large number of architecture evaluations),
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NAS-generated models are often very large. These models can have over 20 million param-
eters, leading to much longer training times compared to smaller models like DF' architec-
ture | | (that Tik-Tok adopts), which has about 3 million parameters. Calculating
gradients for a larger number of parameters is computationally intensive, making each back-
propagation step slower. Each training step requires more operations as more parameters
need to be updated, which takes longer to process. Moreover, the choice of search strategy
also significantly impacts the training time. More sophisticated strategies like DARTS and
Gumbel-DARTS generally take longer to explore the search space than simpler approaches
such as the random one-shot searching technique as shown in Table 5.3.

The random one-shot strategy has a significantly lower search time per epoch (45-55
seconds) compared to DARTS and Gumbel-DARTS, both of which range between 520-530
seconds. In terms of training times per epoch, random one-shot is faster (110-120 seconds)
compared to DARTS (200-210 seconds). Gumbel-DARTS, while quicker than DARTS
(150-160 seconds), still takes more time than random one-shot. The significant differ-
ence in search times highlights a trade-off between efficiency and thoroughness. DARTS
and Gumbel-DARTS, which convert the search space into a continuous domain and use
gradient-based optimization, are more thorough but come at the cost of increased search
times. In contrast, random one-shot, with its lower search and training times, allows for
faster iterations and quicker discovery of good architectures.

5.4.3 Integrating Early-stopping on FAWNS-generated Models

Considering the time-intensive nature of training NAS models, for our more extensive NAS
experiment tuning and convergence analysis (Section 5.3) and experiments to determine
generalizability (Section 5.6), we opted to use the random one-shot exploration strategy.
To compare the efficacy of different search strategies, we incorporated early stopping in
our model training algorithm with a patience? of 10, halting the training process if the
validation accuracy did not improve over 10 training epochs. This approach effectively
reduced the exploration and training time for these search strategies. We will apply this
early stopping logic to our study on undefended Tor traces next.

Impact of early stopping on NAS strategies. The results in Table 5.4 provide a
comparison of validation accuracy of different search strategies on undefended AWF traces,
both with and without early stopping. Tik-Tok, evaluated only without early stopping,
achieves an accuracy of 97% + 1%, serving as a benchmark. The random one-shot strategy

2Early stopping patience refers to the number of epochs the training process will continue without
seeing improvement in a monitored metric (e.g., validation accuracy or loss) before stopping early.
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Table 5.4: Validation accuracy (maximum across 3 cross validation folds) reported with
Bernoulli’s error estimate at 95% confidence interval with and without early stopping on
undefended AWF traces.

Search Strategy Accuracy (%) Accuracy (%)
with early stopping without early stopping
Tik-Tok - 97+ 1
Random One-Shot 72+3 97.7+£0.9
DARTS 87+2 94+1
Gumbel-DART'S 88 +2 97+ 1

shows significantly better accuracy without early stopping (97.7%+0.9%) compared to with
early stopping (72% +3%), indicating the necessity of extended training. DARTS performs
better without early stopping (94% =+ 1%) than with it (87% £ 2%), and Gumbel-DART'S
also improves without early stopping (97%+1% vs. 88%+1%). These results indicate that
all three strategies—random one-shot, DARTS, and Gumbel-DARTS—necessitate longer
training periods for optimal performance. Additionally, the results might suggest that a
patience value of 10 is too low for the model’s performance to recover during training after
a small dip in validation accuracy. If early stopping is to be used, the patience parameter
should also be tuned in accordance with the dataset and defense to avoid prematurely
halting training.

5.5 Attacking Defended Traces with FAWNS

Here, we evaluate WF attacks against defenses after training models for a full 600 epochs
without early stopping, and then, with early stopping. This dual approach will allow us to
comprehensively assess how different training durations impact the effectiveness of these
models against various defenses.

5.5.1 Attacking Defended Traces without Early-stopping
From Table 5.4, it was clear that the accuracy values with early stopping on undefended

datasets, were much lower than the accuracy values attained with the complete 600 epochs
of training. This prompted us to conduct NAS experiments with 600 epochs of training
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Table 5.5: Validation accuracy from NAS models trained with the random one-shot strategy
for 600 epochs on DARTS search space, compared with Tik-Tok trained for 600 epochs.
This table includes the Bernoulli error estimates at a 95% confidence interval calculated
on the best validation accuracy across 3 cross-validation folds.

Defense DARTS_roneshot (%) Tik-Tok (%)

NoDef 97.7+0.9 96 +1
Front_T1 70+3 51+3
Front_T2 59+3 34+3
Tamaraw 3+1 3+1
WTF_PAD 81+ 3 H+3
RegulaTor 19+£3 13+2

using the random one-shot strategy to get a comprehensive understanding of FAWNS-
generated models’ expected performance on defended traces. The early stopping logic,
although helpful in saving computational resources and training time, was limiting. As
detailed in the section on training costs for different one-shot strategies, we selected the
random one-shot approach due to its quicker search and training times. While Tik-Tok
typically converges around 30 epochs and would not benefit from additional training, we
extended its training to 600 epochs for a fair comparison. The results of these experiments
are presented in Table 5.5, with the convergence of both models illustrated in Figure 5.2.
It should be noted that, in contrast to Tik-Tok, whose architecture remains the same for
all defenses, FAWNS generates a distinct architecture for each defense.

DARTS roneshot markedly improves over Tik-Tok with 600-epoch training.
The DARTS roneshot model demonstrates significant performance improvements across
nearly all scenarios when trained for 600 epochs. On the undefended traces, DARTS roneshot
shows an improvement of about 1.7 percentage points over Tik-Tok, which exceeds the
combined margin of error of 1.4%.% For the Front_T1 defense, DARTS_roneshot achieves
a substantial improvement of 19 percentage points, with a combined margin of error of

3To determine the combined margin of error (MoE) when comparing two models, we sum the squares

of their individual standard errors and take the square root of the result: Combined MoE = 1/SE? + SE3,
where SE; and SEs are the standard errors of the two models. This combined MoE helps in determining if
the difference between the accuracies of the two models is statistically significant. If the observed difference
in accuracies exceeds the combined MoE, the difference is considered statistically significant, indicating
that the performance difference is unlikely due to random chance.
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Figure 5.2: Convergence of DARTS roneshot (blue) and Tik-Tok (orange) models on
AWF100 datasets over 600 epochs of training.

4.2%. Similarly, on Front_T2, DARTS roneshot exhibits a statistically significant differ-
ence of 25 percentage points over Tik-Tok, also with a combined margin of error of 4.2%.
Despite these gains, the Tamaraw defense remains challenging, as both DARTS roneshot
and Tik-Tok models perform poorly. For both the RegulaTor and WTF_PAD defenses,
DARTS roneshot surpasses Tik-Tok by 6 percentage points, with combined margins of er-
ror of 3.6% and 4.1% respectively, indicating significant enhancements in performance.

5.5.2 Attacking Defended Traces using Early-stopping
Experiments with 600 epochs of training reveal that NAS-generated models, particularly

using the DARTS_roneshot model, can achieve significantly higher accuracy than those
observed with early stopping. This demonstrates the importance of sufficient training
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Table 5.6: Validation accuracy for different search strategies and defenses. NAS models
were trained using early stopping with a patience of 10. This table includes the Bernoulli
error estimates at a 95% confidence interval calculated on the best validation accuracy
across 3 cross-validation folds.

Defense Random One-Shot DARTS Gumbel-DARTS Tik-Tok

(%) (%) (%) (%)
NoDef 72+ 3 87+ 2 8b+2 97+ 1
Front_T1 28 £ 3 56 £ 3 4943 4943
Front_T2 44+ 3 44+ 3 43+ 3 34+3
Tamaraw 4+1 5+1 4+1 5+1
WTF_PAD 68 £ 3 70+ 3 68 £ 3 7143
RegulaTor 18+ 3 23+£3 14+£2 17£3

epochs to fully realize the potential of NAS-generated architectures. DARTS_roneshot
model proves to be an effective strategy, especially when given adequate training time,
outperforming Tik-Tok in most scenarios. With these results, although we establish the
effectiveness of the random one-shot strategy, it remains unclear how it compares to the
DARTS and Gumbel-DARTS search strategies in finding DNNs for WF on defended traces.
To determine this, we run random one-shot, DARTS, and Gumbel-DARTS on defended
AWF traces, incorporating early stopping to save on training time. Note that these results
obtained by the NAS models with early stopping represent a lower bound of what can
actually be achieved if we let them run for longer durations.

The results from our study on the effectiveness of NAS-generated models in fingerprint-
ing Tor traces defended with WF defenses implemented with early stopping patience of
10 are detailed in Table 5.6. Do note that Tik-Tok did not need early stopping and was
trained for the full 30 epochs.

NAS models with early-stopping underperform on NoDef. On the undefended
(NoDef) dataset, the random one-shot strategy underperforms significantly, with a relative
difference of 25 percentage points (combined margin of error: 4%) compared to Tik-Tok.
DARTS also shows a lower performance with a difference of 10 percentage points (combined
margin of error: 2.2%), while Gumbel-DARTS is down by 12 percentage points (combined
margin of error: 2.2%). However, it is important to note that the accuracy here, with early
stopping logic, is significantly lower than the accuracy observed with models trained for
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the full 600 epochs (Table 5.2). These poor results can be attributed to the NAS-generated
models being under-trained.

NAS models outperform on Front. On both the Front_'T1 and Front_T2 defenses,
NAS models consistently outperform Tik-Tok. For Front_T1, Random One-Shot achieves
58%43% and DART'S reaches 56%=+3%, both significantly higher than Tik-Tok’s 49%43%.
The differences of 9% and 7%, respectively, exceed the combined margin of error of 4%.
Random One-Shot and DARTS also surpass Gumbel-DARTS, which has an accuracy of
49%+3%, with significant differences of 9% and 7% respectively. Similarly, on Front_T2, all
three NAS strategies perform better than Tik-Tok. Random One-Shot achieves 44% + 3%,
DARTS reaches 44% +3%, and Gumbel-DARTS has 43%+3%, all significantly higher than
Tik-Tok’s 34% =4 3%. The differences are 10%, 10%, and 9%, respectively, all exceeding
the combined margin of error of 4%. Among the NAS models, there are no significant
differences between Random One-Shot, DARTS, and Gumbel-DARTS for the Front_T2
defense.

All models perform poorly against the Tamaraw defense. On the Tamaraw de-
fense, all NAS models and Tik-Tok show very low accuracies, with no significant differences
between them, indicating that Tamaraw is effective in mitigating DNN-based WF attacks.
Nevertheless, its substantial timing and bandwidth overheads make this method impracti-
cal for deployment in Tor | ].

Comparable performance across models on WTF_PAD. On the WTF_PAD defense,
the differences in accuracies among the models are all within the combined margin of error
of 4%. Similarly, the differences between DARTS and Gumbel-DARTS (2%), DARTS and
Tik-Tok (1%), and Gumbel-DARTS and Tik-Tok (3%) are also not significant. These
results indicate that while there are small variations in performance among the models,
they are not substantial enough to be considered significant, suggesting that all three NAS
strategies and Tik-Tok perform similarly on the WTF_PAD dataset.

Significant improvements with DARTS on RegulaTor. On the RegulaTor de-
fense, the DARTS strategy demonstrates significantly higher performance compared to
the other models. The differences between DARTS and Random One-Shot (5%), DARTS
and Gumbel-DARTS (9%), and DARTS and Tik-Tok (6%) all exceed the combined mar-
gin of error of approximately 3.6%, 3.3%, and 3.5% respectively. Random One-Shot also
outperforms Gumbel-DARTS with a difference of 4%, which exceeds the combined margin
of error of 3.3%. However, the difference between Random One-Shot and Tik-Tok (1%) is
not significant as it falls within the combined margin of error of 3.5%. Similarly, the differ-
ence between Gumbel-DARTS and Tik-Tok (3%) is not significant. These results suggest
that while DARTS has a clear advantage on the RegulaTor defense, Random One-Shot
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also shows a notable edge over Gumbel-DARTS. However, the performance differences be-
tween Random One-Shot and Tik-Tok, and between Gumbel-DARTS and Tik-Tok, are
not substantial enough to be considered significant, indicating that RegulaTor is effective
in reducing the success of DNN-based WF attacks, although NAS models, particularly
Random One-Shot and DARTS, perform slightly better.

Additionally, our earlier results obtained when training DARTS roneshot models for
600 epochs (Section 5.5.1) prompt us to believe that models generated by DARTS and
Gumbel-DARTS can also perform better if trained for a greater number of epochs.

5.6 Generalizability of FAWNS’ DNN Architectures

To further demonstrate the effectiveness of the models generated by FAWNS, we conducted
two crucial experiments to evaluate the ability of our NAS-generated models to generalize
to unseen data. The first experiment investigates the impact of increasing the number
of instances or traces per website on classification accuracy during testing. The second
experiment examines the resilience of the trained models to concept drift over time.

5.6.1 Tolerance to Training on a Downsampled Dataset

Increasing the number of testing samples helps to evaluate the generalizing ability of web-
site fingerprinting models by exposing them to a broader spectrum of data variations.
When we increase the number of testing samples, we introduce a wider range of variations
and potential anomalies that the model must handle. This includes different browsing be-
haviors and network conditions. A model with strong generalizing ability should be able to
maintain good accuracy and performance across diverse samples, showing its capability to
adapt to new test traces. Conversely, if the model’s performance degrades significantly with
more testing samples, it may indicate overfitting, where the model has learned the training
data too specifically and struggles to generalize to new instances. Moreover, increasing
the number of testing samples provides a more statistically significant evaluation of the
model’s performance. With a larger dataset, the results are less likely to be influenced by
outliers or specific peculiarities of a smaller test set.

To determine whether our NAS-generated models maintain stable classification ac-
curacy when tested on larger AWF sets, we searched for and trained six different models
using the random one-shot technique on the DARTS search space for 600 epochs. These six
models correspond to the one undefended and five defended versions (Front_T1, Front_ T2,
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Table 5.7: Comparison of test accuracy reported with Bernoulli error estimate at 95% con-
fidence interval between DARTS roneshot and Tik-Tok on both undefended and defended
AWF datasets with increasing number of traces per class.

Model Defense Trained & Tested on Tested on Tested on
AWTF100 (%) AWF200 (%) AWF450 (%)

NoDef 98.0+0.9 99.0+ 0.5 98.0+ 0.4
Front_T1 E= 78.3+0.8 TT+1

DARTS. roneshot Front_T2 62+3 63+ 2 62+1
WTF_PAD 86 + 2 87+ 1 87+1
Tamaraw 4+1 2.84+0.7 3.3+0.5
RegulaTor 22+3 2242 20+ 1
NoDef 9441 96.2 £ 0.8 95.1+0.6
Front_T1 47+ 3 4942 48 +2

Tik-Tok Front_T2 34+3 36 £2 34+1
WTF_PAD T0+3 73+£2 73+1
Tamaraw 4+1 4.6+0.9 4.2+0.6
RegulaTor 17£2 19£2 17£2

WTF-PAD, Tamaraw, RegulaTor) of the AWF100 dataset. We then tested these models
on the test sets of the AWF100, AWF200, and AWF450 datasets, which contain 1,000,
2,000, and 4,500 test samples belonging to 100 classes, respectively. Table 5.7 highlights
the comparative performance of models generated using the random one-shot technique
and the Tik-Tok model across AWF datasets with increasing traces per class.

DARTS_roneshot model consistently outperforms Tik-Tok on the undefended dataset.
For defenses like Front_T1, Front_T2, and WTF_PAD, the DARTS_roneshot model main-
tains higher accuracies. These results suggest that NAS-generated models exhibit a strong
robustness as the number of traces per class increases for these defenses. However, both
models face difficulties with the Tamaraw and RegulaTor defenses perhaps because of their
robust defense design. Tamaraw employs constant-rate padding to obscure traffic patterns,
making fingerprinting challenging. However, as stated earlier, this approach incurs signif-
icant timing and bandwidth overheads, making these defenses impractical for deployment
in Tor | ]. RegulaTor, on the other hand, transmits packets at a predefined rate to
prevent information leakage about traffic volume and duration, complicating the discrimi-
nation of statistical differences between website traces from different classes.
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Table 5.8: DARTS roneshot and Tik-Tok accuracy for different time drifts.

AWF with time drift DARTS roneshot Deep Fingerprinting

(%) (%)
Baseline 97+ 1 98 +1
Baseline + 1 week 92+ 2 98.14+0.8
Baseline + 2 weeks 81+ 2 84+ 2
Baseline + 4 weeks 74+3 78+3
Baseline + 6 weeks 76+£3 74+3

5.6.2 Tolerance to Concept Drift

The challenge of correctly recognizing traffic traces collected over time was first addressed
by Juarez et al. | |, who demonstrated that classification accuracy significantly
drops when the model is tested on traffic captured 10 days after training. This decline is
attributed to dynamic changes on the content of websites, which affect the shape of their
identifying fingerprints. Additionally, classifiers might learn temporary features instead of
stable fingerprints when trained and evaluated simultaneously. This phenomenon is known
as concept drift, where statistical properties of the target class change over time, making
recognition less accurate. A model resilient to concept drift captures salient traffic features
highly correlated with website fingerprints, maintaining performance over time.

To evaluate NAS-generated models’ tolerance to concept drift, we trained the models
on a closed world version of the AWF dataset collected by Rimmer et al. | ] and
tested them on data collected by them periodically over six weeks from the same closed-
world websites. These new website traces are directional only. Thus, we will refer to the
attack we compare our model with as the DF attack, rather than Tik-Tok, which utilizes
directional-timing features. More specifically, we analyzed the performance of two models,
DARTS_roneshot and DF, trained on the baseline AWEF closed-world set and evaluated
their accuracy on traffic re-collected 10 days, 4 weeks, and 6 weeks from the same closed-
world of 100 classes with 100 traces each. The results in Table 5.8 indicate a decrease in
classification accuracy over time. Despite a significant six-week gap between training and
the last evaluation, the models still correctly identify at least 71% of the website visits in
the test sets.

High accuracy initially, declines over time due to website changes. Both models
initially perform well on the held-out test set, indicating they have effectively captured the
identifying features of the websites from the training data. However, their accuracy declines
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over time due to changes in website content and structure. After 10 days, DARTS_roneshot
drops notably from 97% + 1% to 92% =+ 2%, highlighting its higher sensitivity to short-
term changes. Over two weeks, both models experience significant drops in accuracy,
with DARTS roneshot decreasing to 81% + 2% (a decrease of 11%, combined margin of
error 2.8%) and deep fingerprinting dropping to 84% =+ 2% (a decrease of 14%, combined
margin of error 2.8%), reflecting the impact of concept drift. By four weeks, accuracy
continues to decrease, with DARTS_roneshot at 74% 4 3% and DF at 78% 4 3%. While
DARTS_roneshot maintains relatively stable performance with 76% +3% from 4 to 6 weeks,
Deep Fingerprinting shows a further decline to 74% =+ 3%.

These findings highlight the impact of concept drift over time and the varying sensitiv-
ities of the DARTS roneshot and DF models. Although both models experience a decrease
in accuracy as the time gap between training and testing increases, they handle this drop
differently. This variation in sensitivity emphasizes the need to consider temporal changes
when evaluating website fingerprinting models. Despite the overall decline in accuracy,
the models maintain a substantial level of performance over extended periods, indicating
a strong generalizing ability. This implies and agrees with Rimmer et al. | | that
DNN-based attacks are capable of capturing stable and salient features from the traffic
data, which remain relevant even as the underlying web content evolves over time.
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Chapter 6

Conclusions

Users rely on low-latency anonymity networks like Tor to protect online privacy by creat-
ing multi-hop encrypted pathways. However, because Tor’s design retains the timing and
volume characteristics of packet exchanges, it is vulnerable to website fingerprinting (WF)
attacks. These attacks use machine learning techniques to match users’ traffic patterns to
pre-recorded fingerprints and identify visited websites. Recent WF research has increas-
ingly utilized deep neural networks (DNNs) for more precise attacks. Traditionally, the
search for effective DNN architectures relied on trial-and-error, adapting designs from re-
lated fields. As this method lacks a systematic approach to identify performance-enhancing
elements and may overlook innovative designs, recent studies have applied automated ma-
chine learning, specifically neural architecture search (NAS) and have demonstrated its
effectiveness in generating WF attacks.

NAS is a promising and rapidly advancing research field, with many algorithms suc-
cessfully discovering efficient models for various domains, including computer vision and
natural language processing. To provide a unified framework for WF research to explore
these novel NAS techniques for fingerprinting websites, we devised FAWNS. This neu-
ral architecture search framework is specifically designed for website fingerprinting and
integrates with Microsoft’s NNI to abstract the technical aspects of NAS from users, offer-
ing a modular and adaptable framework compatible with standard website fingerprinting
datasets.

Users can leverage FAWNS’ website fingerprinting capabilities by simply specifying
their choice of search space and search strategy from those already integrated. For users

interested in tweaking NAS search spaces or experimenting with novel NAS strategies,
FAWNS, in conjunction with NNI'’s APIs, provides the flexibility to do so. Additionally,
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we envision that the FAWNS framework can be easily adapted for other traffic analysis
tasks, such as traffic correlation.

Through the FAWNS framework, we devised DNNs for WF and evaluated their effec-
tiveness at deanonymizing Tor website visits. The results of our evaluation reveal that
FAWNS-generated DNNs achieve comparable accuracy to the Tik-Tok attack on unde-
fended Tor traffic and substantially higher accuracy on defended Tor traffic. These findings
agree with our thesis statement, hightlighting that DNN architectures specifically searched
and optimized on WF datasets outperform existing DNN-based WF attacks that directly
borrow or adapt DNN architectures from related domains. Our results suggest that NAS
techniques have significant potential to enhance the effectiveness of WF attacks. Addi-
tionally, our research highlights several directions for future work in this area, which we
propose in the following paragraphs.

Limitations and Future Work

Our work on FAWNS opens up several interesting directions for future research.

Explainability of FAWNS-generated models. NAS often results in complex models
that are difficult to interpret. Implementing explainability techniques, such as integrating
feature importance scores | ] or using interpretable surrogate models | ], could
make the decision-making processes of FAWNS-generated models more transparent.

Generalizability across datasets. Another promising direction is to evaluate and im-
prove the generalizability of FAWNS-generated models across different datasets. This
involves training models on one dataset, such as AWF, and testing them on another, like
DS-19. This cross-dataset evaluation can reveal how well the models generalize to new,
unseen data and help identify potential drawbacks. Enhancing generalizability would make
FAWNS a more robust and versatile tool for various traffic analysis tasks.

Expanding search spaces. Since this thesis focused solely on the DARTS search space,
we plan to explore other search spaces like ENAS | | and PNAS | ] to under-
stand how the effectiveness of discovered architectures is influenced by the search spaces
and the operations they support.

Adapting FAWNS for new trace representations. FAWNS currently works with
directional-timing vectors. We recognize that recent WF research is shifting focus from
creating more accurate DNNs to developing more robust trace representations | ].
We aim to modify FAWNS’ input pipeline to accommodate other trace representations.
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Evaluating FAWNS in open-world setting. Evaluating FAWNS-generated DNNs for
open-world website fingerprinting will help us better understand and improve the gener-
alizability and robustness of these models in more complex and realistic scenarios. This
effort will focus on running experiments with open-world datasets, collecting and analyzing
results as the FAWNS framework already has all the necessary support implemented to
run open-world experiments.

More rigorous hyperparameter tuning. We plan to delve deeper into meticulously
tuning the hyperparameters of more complex search algorithms like DARTS. By optimizing
these parameters such as the learning rate, weight decay, and gradient clipping value, we
aim to enhance the test accuracy of the models. This careful tuning process is crucial as
it can significantly impact the performance of NAS-generated models.

FAWNS for autotransformers. Recent research in WF has employed transformer mod-
els to address multi-tab website fingerprinting | , |. Exploring the potential
of FAWNS to implement autotransformers | , | for generating transformer
models for multi-tab WF would be interesting.
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