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Abstract

The Over Threshold Multiparty Private Set Intersection (OT-MP-PSI) problem is a
cryptographic problem where N participants aim to identify elements that appear in at
least t sets without revealing information about elements that do not meet this threshold.
This protocol is particularly relevant for detecting multi-institution attacks, which require
private and efficient information sharing. In order to detect the attackers, the institutions
want to identify the common external IPs among other institutions without leaking the
rest of the connection data. Existing solutions either require numerous communication
rounds or have impractical computational complexities for large datasets. We introduce a
non-interactive OT-MP-PSI protocol optimized by a novel hashing scheme with a compu-
tational complexity of O(t2M

(
N
t

)
) as compared to the O(M(N logM/t)2t) computational

complexity of previous existing solutions.

Experimental benchmarks using real-world network data demonstrate the protocol’s
practicality, showing significantly faster reconstruction times compared to existing methods
and effective scalability with the number of participants and set sizes.

Our protocol also efficiently solves the two-party private set intersection (N = t = 2)
and the multi-party private set intersection (N > 2, t = N), offering a versatile solution
for various applications.
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Chapter 1

Introduction

The Over Threshold Multiparty Private Set Intersection (OT-MP-PSI) problem is a cryp-
tographic problem where N participants each hold a set that contains at most M ele-
ments. These participants want to know which elements appear in at least t sets for a
certain threshold t without revealing any information about elements that do not meet
this threshold. A visualization of the problem is shown in Figure 1.1 where N = 6, M = 5,
and t = 3. Such a protocol is practical in situations where the data is sensitive and the
data aggregation across multiple agents yields useful information. For example, when a
malicious actor targets the networks of several institutions, this is classified as a multi-
institutional attack. The institutions are willing to share data related to that specific
attack, but the rest of the network data is still sensitive.

While OT-MP-PSI has diverse applications such as private file deduplication on cloud [24]
or identifying high-risk individuals in the spread of disease [2], this thesis uses the prob-
lem of multi-institution attacks as a primary running example. Multi-institution attacks
aim to exploit vulnerabilities in numerous nodes such as servers, user computers, and
IoT devices located in various institutions, resulting in substantial financial losses and the
compromise of sensitive information [25]. The type of attacks can range from exploiting
incorrectly configured devices to zero-day software vulnerabilities. Effectively countering
these attacks necessitates timely information exchange between institutions due to the de-
centralized nature of security management for the target nodes, each overseen by numerous
independent security teams. Although this poses a technical challenge, it also introduces
a privacy concern, as institutions are reluctant to share information about their networks
when it is not related to a specific attack.

A large portion of these attacks are characteristically initiated from a small number
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Figure 1.1: The OT-MP-PSI protocol visualization (t = 3)

of IP addresses that are external to the institutions. Moreover, an external IP address
initiating a connection to the institution’s internal nodes is an atypical behavior if this
connection is not for a publicly advertised service such as a website. Following these
characteristics, Zabarah et al. [25] propose a simple and efficient criterion for detecting
multi-institution attacks. If an external IP initiates connections to t or more institutions
in a set time interval, it is considered a multi-institution attacker, where t is an empirically
decided threshold. This solution is simple and efficient, greatly reducing the collaboration
required between institutions because it does not depend on the type of attack and does
not require manual analysis. However, it requires institutions to share information about
their networks, which is an important privacy concern. An efficient OT-MP-PSI protocol
is the missing piece in this solution, as the output of the protocol is exactly the criteria
proposed by Zabarah et al.

Kissner and Song proposed the first solution to the OT-MP-PSI problem [13]. However,
their solution requires a high number of communication rounds and it is computationally
expensive. Specifically, their protocol requires O(N) communication rounds, O(N3M)
communication complexity, and O(N3M3) computation complexity. This makes it im-
practical for real-life applications with large data sets because it requires each participant
to have significant computational resources and to be online for the duration of the pro-
tocol. Additionally, the sequential nature of the protocol hinders the scalability as adding
more compute resources does not directly result in faster execution times.

Mahdavi et al. [16] introduce a solution with a constant number of rounds and better
communication complexity. However, their scheme has O(M(N logM/t)2t) computational
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complexity. This is too high for the malicious IP detection problem in institutional net-
works, which can have thousands of external connections at any given time.

We claim that it is possible to perform non-interactive OT-MP-PSI with linear compu-
tation complexity in the data set size. We propose a non-interactive OT-MP-PSI protocol
with O(t2M

(
N
t

)
) computational complexity. This efficiency improvement, in particular,

the set size M not being under the exponentiation, enables the practical usage of the pro-
tocol in the aforementioned multi-institution attack detection problem because the nature
of the problem requires the processing of very large IP address sets as each institution gets
connected to hundreds of thousands of IP addresses every hour. In a setting with 33 par-
ticipating institutions and at most 144,045 IPs connecting to any institution, the system
can detect malicious IPs in 170 seconds, as we show in our experiments. The previous
state-of-the-art solution [16] requires multiple days to complete the same computation.

Similarly to Mahdavi et al. [16], we use Shamir’s secret sharing [23] to reveal identical
items that are over the threshold. Shamir’s secret sharing allows a data to be split into
many shares such that any size-t subset of the shares can be used to reconstruct the original
data. However, subsets smaller than t do not reveal anything about the original data. We
make every participant create a single secret share for each element they own, and then
combine these secret shares among participants to find the elements that exist in t or more
sets. The main challenge with this approach is that all t combinations of secret shares
must go through the reconstruction process to find the shares corresponding to the same
set element because secret shares do not reveal anything about the underlying set element.
A naive approach requires

(
N
t

)
M t different combinations. Mahdavi et al. [16] uses a binning

technique that reduces the necessary combinations to O(M(N logM/t)2t). As our main
contribution, we introduce a new hashing scheme that reduces this number to O(tM

(
N
t

)
).

Moreover, we show that our protocol efficiently extends to the well-studied two-party
private set intersection (N = t = 2) and the multi-party private set intersection (N >
2, t = N) problems. By bridging these two problems and the OT-MP-PSI problem with a
single protocol, we provide a flexible solution that can be used in various applications and
adapt when the requirements change.

We show the protocol’s security under the semi-honest multi-party computation model.
The protocol uses a dedicated aggregator server that combines the secret shares without
learning anything about the contents of the sets, and all the institutions hold a single
symmetric key. The aggregator has to be non-colluding, but participants colluding among
themselves does not affect the system’s security.

We implement the protocol and evaluate its performance on real-world network con-
nection logs from the CANARIE IDS Program [4] to show its practicality.

3



Chapter 2

Preliminaries

2.1 Security Model

In general terms, a semi-honest party adheres to the established protocol but records
all its intermediate calculations and any messages it receives from another party [18].
We say a protocol is secure under the semi-honest model if each party cannot gain any
other information except the intended output of the protocol. More formally, let f :
({0, 1}∗)m 7−→ ({0, 1}∗)m be an m-ary functionality, where fi(x1, ..., xm), denotes the ith

element of f(x1, ..., xm). Let Π be an m-party protocol for computing f . The view of the ith

party during an execution of Π on x = (x1, ..., xm) is defined as V IEWΠ
i = (xi,m1, ...,mt)

where mi represents the ith message it has received. We say that Π privately computes f
with respect to the semi-honest model if there exists a polynomial-time algorithm, denoted
S, such that for every i ∈ [m]

{S(xi, fi(x)}x∈({0,1}∗)m
c≡ {V IEWΠ

i (x)}x∈({0,1}∗)m (2.1)

where
c≡ denotes computationally indistinguishable.

In our case, the function to be computed privately is as follows: Let P denote the set
of participants, A denote the aggregator, and Si denote the ith participant’s set.

f(S1, S2, . . . , SN , {}) =

{
I = {s ∈ S |

∑N
i=1 I(s ∈ Si) ≥ t} for all Pi ∈ P

{(I(s ∈ S1), I(s ∈ S2), . . . I(s ∈ SN))}∀s∈I for A
(2.2)

I.e., All Pi learns the set elements that exist in t or more sets, and the Aggregator A learns
which of the Pi has the elements that are over the threshold t. Note that A does not learn
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the plain-text values of the elements; it just learns who owns the elements that are over
the threshold.

2.2 Shamir’s Secret Sharing

The objective of secret sharing is to divide a secret S into m shares so that it can be
reconstructed when a specific subset of these shares is combined. In a (t,m)-threshold
scheme, any group of t parties can collaborate to retrieve the secret S using their shares,
while any group with fewer than t members cannot gather any information about the
secret, regardless of their efforts to collude.

In Shamir’s secret sharing [23], the distributing party generates t− 1 values {ci}i∈[t−1]

chosen at random from some finite field Fp of prime order p and forms the polynomial

f(x) = ct−1x
t−1 + ct−2x

t−2 + ...+ c1x+ S (2.3)

The distributing party generates m shares by evaluating f at m publicly-known distinct
values. For instance, the share for party i (with i ∈ Fp) is si = (i, f(i)). Since t points
uniquely determine a polynomial of degree t− 1, anyone possessing t shares si can recover
the secret S using Lagrange interpolation:

s =
t∑

i=1

(
si ·

t∏
j=1,j ̸=i

−j

i− j

)
(2.4)

In our protocol, we will leverage Shamir’s secret sharing to reveal a set element only if
t threshold sets include that element.
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Chapter 3

Protocol

Here, we describe our OT-MP-PSI protocol. The principal idea is that all participants
create secret shares for each element in their set, using the same polynomial, and send
these shares to the aggregator. The aggregator can only reconstruct secrets that have t or
more shares. The aggregator then broadcasts the elements that it could reconstruct. This
approach has a couple of challenges.

3.1 Using the same polynomial

We cannot directly use Shamir’s secret sharing as our protocol would be compromised if
there was a central party that distributes the shares. This is so because other parties would
have to disclose their set elements to this party to get a secret share. Mahdavi et al. [16]
use an interactive protocol with a key holder server to create secret shares obliviously.
Although this approach provides some resistance to collusion, it is expensive and slow. We
decided to trade off this collusion resistance with performance. In our protocol, participants
communicate a secret key K among themselves, which is not disclosed to the Aggregator,
and they produce the coefficients of the polynomial themselves using a keyed hash function,
as described in equation 3.1

PK
s (x) = H t−1

K (s)xt−1 +H t−2
K (s)xt−2 + · · ·+HK(s)x+ s (3.1)

Where s is the secret to be shared, HK is the hash-based message authentication
code (HMAC), K is the secret key, and the superscripts of HK indicate iteration, i.e.,
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Table 3.1: Notations

Pi := ith Participant
S := Domain of elements
Si := Set of elements held by the participant i
si,j := jth element in the set Si

A := Aggregator
H(·) := Cryptographic hash function

HK(·) := Hash-based message authentication code
(HMAC) with key K

h() := The hash function used to map elements
to array indexes

Ps(x) := Polynomial used for secret share creation
K := Symmetric secret key used by participants

Encryption Scheme

EncK := Encryption with symmetric key K
DecK := Decryption with symmetric key K

Protocol Parameters

N := Number of participants
t := Threshold

M := Maximum number of elements in each set

H i
K(s) = HK(H

i−1
K (s)). With this approach, the Aggregator does not learn more than the

intended output of the protocol as long as it is non-colluding. This approach is completely
decoupled from our new hashing scheme, and if users would prefer the collusion resistance,
they can still use the share creation approach of [16] with our new hashing scheme.

3.2 Reconstruction Complexity

If we naively send all secret shares to the aggregator, the aggregator would need to try(
N
t

)
M t different combinations to find the matching shares. This is infeasible if the set sizes

are large. We need to give the aggregator some clue about how to combine the shares, but
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Figure 3.1: The binning technique used in [16], light gray numbers represent the dummy
shares, P is the polynomial function, and h is the hash function used for binning.

if we just put an identifier (e.g. keyed hash of the element) alongside the secret share, then
the protocol would leak the similarity distribution of the sets so the aggregator could see
which sets have how many overlapping elements, even when those elements are under the
threshold. This is more information than the intention of our protocol’s output.

A common approach to this problem is to put the shares into bins using a hash func-
tion. In this way, the aggregator has to try t combinations of shares that are only from
the same bins. However, in order to not leak any distribution information, participants
have to pad all of the bins with dummy shares so that all of the bins are equal in size. A
diagram of this technique is shown in Figure 3.1. This approach reduces the complexity to
O(M(N logM/t)2t), as shown in [16]. Experimentally, the maximum bin size, correspond-
ing to the logM term in the complexity, carries large constants. This prevents the system
from scaling for our problem size.

As the main contribution of this thesis, we introduce a new approach. Instead of
hashing shares into bins, they are hashed into array indexes. This means that each index
can store only a single share. When multiple shares are hashed into the same index, we
select one of them using a pseudo-random ordering. Consequently, a single array will be
missing some shares. Each participant creates multiple such arrays. The motivation is
that if participants create enough arrays, missing values in one array will appear in others,
and the probability of failure can be bounded to an acceptably low value with minimal

8



cost. The main advantage of this approach is that the aggregator does not need to try
combinations of shares. It only needs to try combinations of participants. After selecting
t participants, the aggregator applies Lagrange interpolation to the shares corresponding
to the same array and index (e.g., the first participant’s first array’s first index and the
second participant’s first array’s first index). An illustration of the new hashing scheme
is shown in Figure 3.2. We show that if the size of each array is set to t × M and each
participant produces 20 arrays (with some additional optimizations), the probability of
getting an incorrect result is smaller than 2−40. We explain this hashing scheme in detail
and show the failure probability in Chapter 4.

Figure 3.2: The new hashing scheme. Every participant creates multiple arrays, P is the
polynomial function, h is the hash function used for mapping, H is the hash function used
for pseudo-random ordering, and light gray numbers represent the dummy shares.

3.3 Identifying the Successful Reconstructions

Another challenge we have to solve is identifying successful reconstructions. That is, how
does the aggregator know when it reconstructs an actual set element and not a random
element from the finite field Fp? We considered using a finite field larger than the size
of the S. Even though this is fine for our specific use case of detecting malicious IPs, it
limited the protocol’s functionality for broader applications.

We tackled this issue by decoupling the data transfer from the private set intersection.
Instead of creating the secret share of the set elements, participants create secret shares

9



of the number 0; the set element is used to create the polynomial coefficients. In this
way, if the shares correspond to the same element, they reconstruct the number 0, and if
not, they reconstruct a random element of Fp. The actual elements are encrypted with
the symmetric key K using a randomized encryption scheme and sent to the aggregator
separately. If there are t shares that reconstruct the number 0, the aggregator publishes
one of the ciphertexts that correspond to those t shares. The new version of the polynomial
is described in equation 3.2

PK
s (x) = H t−1

K (s)xt−1 +H t−2
K (s)xt−2 + · · ·+HK(s)x+ 0 (3.2)

3.4 Protocol Description

Combining the solutions of these three challenges, we describe our protocol as follows:

1. All participants Pi decide on a symmetric secret key K, without involving A

2. A broadcasts a random number r for this round.

3. All Pi create two 2D arrays called Shares and EncryptedElements, both with 20
columns and tM rows. They fill the arrays according to equation 3.3 for each element
si,j in their set Si and for each α ∈ {1, . . . , 20}.

if

H(α, si,j, K, r) ≤ H(α, s,K, r) ∀s ∈ {s ∈ Si : hα(s,K, r) = hα(si,j, K, r)}

then (3.3)

Shares[α][hα(si,j, K, r)] = PK,r,α
si,j

(i)

EncryptedElements[α][hα(si,j, K, r)] = EncK(si,j)

4. All Pi fill up the empty indexes in Shares and EncryptedElements with random
bits, then send the arrays to the Aggregator A.

5. After receiving N Shares arrays, A takes every t combination of Pi and checks if
the shares in the same indexes produce a valid secret.

10



6. A broadcasts the cipher-text values of valid reconstructions

7. All Pi use DecK to decrypt the results broadcasted by A; they then deduplicate the
results and learn the elements that appear in at least t sets

11



Chapter 4

The New Hashing Scheme

In this chapter, we introduce a novel hashing scheme designed to efficiently address the
matching problem mentioned earlier. The challenge lies in the fact that the secret shares,
by their nature, do not reveal the underlying element, making it difficult to combine them.
In this hashing scheme, each participant places their secret shares into an array using a
hash function. This ensures that identical elements are assigned to the same array indices
across participants. Consequently, the aggregator only needs to process shares that fall
into the same indices.

In cases of hash collisions, where multiple elements map to the same index, we must
select a single element from those that collide. Rather than choosing this element randomly,
we employ an additional hash function to establish an order among the shares and then
select the smallest one according to this order. This method increases the likelihood that
different participants will choose the same element for a given index.

Participants repeat this process to create multiple arrays using a distinct mapping hash
function and ordering hash function for each array. Our goal is to limit the probability
of missing an intersection to an acceptably low level by re-randomizing the mapping and
ordering for each array. We set our target failure probability to 2−40 as 40 is a common
statistical security parameter [6, 3, 15].

We first show that if the size of the array is set to M × t, the probability of missing an
intersection is a constant number smaller than 1 for a single array. Let h : {0, 1}∗ 7−→ [Mt]
denote the mapping hash function, H denote the collision-resistant ordering hash function,
and Sharesi denote the array of the participant Pi.

Given a set element si,j ∈ Si of the participant Pi, let p denote the probability of
H(si,j) < H(si,k) for a random si,k ∈ Si. Since the output distribution of H is uniform, p
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can be calculated with the following equation:

p :=
H(si,j)

max(H)

The probability that a random set element si,k maps to the same index as si,j is given
by

P (h(si,j) = h(si,k) | si,j) =
1

Mt

The probability that a random set element si,k blocks si,j, that is, si,k maps to the same
index and is smaller than si,j in the ordering:

P (h(si,j) = h(si,k) and H(si,k) < H(si,j) | si,j) = p× 1

Mt
=

p

Mt

To calculate a lower bound for the probability that si,j will be placed in the array,
we raise the probability that si,j is not blocked by a random element to the M th power
because |Si| ≤ M .

P (H(si,j) < H(s) ∀s ∈ {s ∈ Si : h(si,j) = h(s)} | si,j)
= P (si,j ∈ Sharesi)

=
(
1− p

Mt

)|Si|−1

≥
(
1− p

Mt

)M
With large M , the expression

(
1− p

Mt

)M
approximates e−p/t and for M > 50 this

approximation does not affect any of our results. We now calculate the probability that
t different participants will put si,j in the array given that si,j is in their sets. This is so
because, for a successful reconstruction, all participants that have the set element have to
put the element into the array. Since all participants use the same ordering hash function
for the same array, the p values will be the same, so we can raise the e−p/t to the tth power
to calculate this probability.

P (si,j ∈ Sharesk ∀k∈[t] | si,j ∈ Sk ∀k∈[t]) ≥
(
e−p/t

)t
= e−p

From this equation, it follows that the probability of failure for a particular set element
is 1− e−p, given that this element exists in t different sets.
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To calculate the probability of failure for any set element, we treat p as a continuous
random variable with a uniform distribution between 0 and 1.

P (fail | p) ≤ 1− e−p

P (fail) ≤
∫ 1

0

(1− e−p)dp = e−1 ≈ 0.3678

This shows that the probability of failure, more explicitly, the probability of missing any
given over-threshold intersection with a single array is at most e−1. Every participant needs
to create 28 different arrays so that the probability of failure is at most (e−1)28 ≈ 2−40.4

Next, we will explain two optimizations to reduce the number of arrays.

4.1 Reversing the ordering

Instead of using a unique ordering hash function for each array, using the same order-
ing hash function for every two consecutive arrays and reversing the ordering for even-
numbered arrays gives better results. The intuition behind this approach is that we know
the “unlucky” elements in the odd-numbered arrays; these are elements with big p values.
By reversing the order and making them “lucky” in the next consecutive array, we get
better probabilities than re-randomizing for each array.

With this technique, the value of p for a particular element will be equal to 1 − p
in the next array. Therefore, the probability of missing a particular intersection in two
consecutive arrays is given by

P (fail with two arrays | p) ≤ (1− e−p)(1− e−(1−p))

We then calculate the probability of failure for any intersection similarly to the single
array calculation.

P (fail with two arrays) ≤
∫ 1

0

(1− e−p)(1− e−(1−p))dp

= 3e−1 − 1 ≈ 0.10363

This technique reduces the required number of arrays to 26 to obtain (3e−1 − 1)13 ≈
2−42.5 failure probability.
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4.2 Utilizing the empty indexes

Normally, after inserting their elements into the arrays, the participants would fill the
empty array indexes with dummy shares. However, we can utilize this wasted space to
reduce the number of required arrays. With this optimization, participants will do a
second insertion after the first insertion for every array. They will use a different mapping
hash function for the second insertion and reverse the ordering hash function from the first
insertion. While doing the second insertion, elements from the first insertion have priority
in the array; in other words, if an element maps to an already occupied position, we do
not make any changes to the array.

Therefore, two events must occur for an element to be successfully put into the array in
the second insertion: it must map into an empty index and be the smallest element among
the elements that map into the same index. We already know the probability of the second
event occurring in t different sets; it is e−(1−p) due to reverse ordering. To calculate the
probability of the first event, we first calculate the probability of any array index being
empty after the first insertion. We do this by calculating the probability of a single element
not mapping to that index repeated M times. Again, the approximation does not affect
the results for M > 50.

P (Shares[x] is empty) =

(
tM − 1

tM

)|Si|

≥
(
tM − 1

tM

)M

≈ e−1/t

We then calculate the probability of si,j being mapped into empty indexes in all t sets
in the second insertion, given that si,j exists in t different sets.

P (Sharesk[h(si,j)] is empty ∀k∈[t] | si,j ∈ Sk ∀k∈[t]) ≥
(
e−1/t

)t
= e−1

Now, we multiply these two probabilities to find the second insertion success probability
of a particular intersection.

P (success in second insertion | p) ≥ e−(1−p) × e−1 = ep−2

Lastly, the probability of missing a particular intersection in a single array is given
by the failure probability of the first insertion multiplied by the failure probability of the
second insertion. Afterward, we calculate the failure probability for any intersection.
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P (fail | p) ≤(1− e−p)(1− ep−2)

P (fail) ≤
∫ 1

0

(1− e−p)(1− ep−2)dp

=2e−2 ≈ 0.2706

This approach reduces the required number of arrays to 22 to have (2e−2)
22

= 2−41.5

failure probability.

Finally, we can get better results by combining the two optimizations; more explicitly,
we will do second insertions for every array and order reversing for every two consecutive
arrays. In this case, the failure probability for a particular intersection in two consecutive
arrays is given by

P (fail with 2 arrays | p) ≤ (1− e−p)(1− ep−2) (1− e−(1−p))(1− e−p−1)

first array second array

We then calculate the failure probability for any intersection

P (fail with 2 arrays)

≤
∫ 1

0

(1− e−p)(1− ep−2)(1− e−(1−p))(1− e−p−1)dp

= 2e−1 + 2e−2 + 3e−4 − 1 ≈ 0.06138

The combination of these two approaches reduces the number of required arrays to 20
to obtain a failure probability of (0.06138)10 = 2−40.3.
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Chapter 5

Evaluation

In this chapter, we evaluate the security and performance of our OT-MP-PSI protocol.
First, we provide a security analysis using the semi-honest multi-party computation model.
We then provide a theoretical complexity analysis for computational and communication
costs. Finally, we present experimental performance benchmarks for our protocol.

5.1 Security Analysis

In this section, we analyze the security of our protocol under the semi-honest model and
show that it is secure by constructing the simulators for the participants and the aggregator.

Theorem 1. The protocol described in section 3.4 is secure in the semi-honest model given
that the Aggregator A is non-colluding.

Proof. The construction of the simulator SPi
((Si, K, r), fP (. . . )) is trivial as the only mes-

sage that participants receive is the encryption of the protocol output. This can be easily
simulated since participants have the encryption key. Similarly, the construction of a sim-
ulator for a subset of colluding participants is also trivial, since every participant receives
the same message from the aggregator.

We can construct the simulator SA(r, fA(. . . )) for the aggregator as follows:

1. The simulator creates N different EncryptedElements arrays and fills them with ran-
dom bits. Since the original EncryptedElements array is encrypted, the simulated
array will be indistinguishable from the real one.
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2. The simulator creates N different sets and puts random elements that will satisfy the
protocol output of the aggregator. For example, if a subset of the participants has a
common element, the simulator also puts a common element in the simulated sets.
The simulator then creates the Shares array for each simulated set, following the
protocol description and using a randomly selected K. The simulated Shares arrays
will have the same probabilistic distribution of successful reconstructions as the real
ones; secret shares do not give any information without a successful reconstruction,
and since the polynomial coefficients are rerandomized for each sub-array of a single
Shares array, unintended successful reconstructions by combining shares across dif-
ferent arrays of the same participant will not be possible. Thus, simulated Shares
arrays will be indistinguishable from the real ones.

5.2 Complexity Analysis

In this section, we provide a theoretical complexity analysis for our OT-MP-PSI protocol.
We analyze the computational and communication costs for participants and the aggrega-
tor.

5.2.1 Computational Complexity

Theorem 2. The computational complexity of the aggregator for the protocol described in
section 3.4 is O(t2M

(
N
t

)
).

Proof. The aggregator has to try
(
N
t

)
different combinations of participants. For each

combination, the aggregator has to do O(tM) Lagrange interpolations. For threshold t,
a single Lagrange interpolation has a complexity of O(t). Thus, the total complexity is
O(t2M

(
N
t

)
).

As a corollary of theorem 2, we can say that the computational complexity for the
two-party private set intersection problem (N = t = 2) is O(M), and for the multi-party
private set intersection problem (N = t) is O(N2M).

Theorem 3. The computational complexity of the participants for the protocol described
in section 3.4 is O(t2M).
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Proof. As the size of the Shares and EncryptedElements arrays are O(tM), the partici-
pants have to create O(tM) secret shares, and encryptions. The cost of creating a secret
share is O(t), and the cost of a single encryption is O(1). Thus, the total complexity is
O(t2M).

5.2.2 Communication Complexity

Theorem 4. The communication complexity of the protocol described in section 3.4 is
O(tMN).

Proof. All the participants have to send their Shares and EncryptedElements arrays to
the aggregator. The size of each Shares and EncryptedElements array is O(tM). Thus,
the total communication complexity is O(tMN).

5.3 Correctness Evaluation

We experimentally evaluate the failure rate of our hashing scheme to validate our theo-
retical failure probability analysis. Figure 5.1 shows the number of missed over-threshold
intersection elements out of 10 million trials for different number of arrays. It can be
observed that the experimental results are well below the computed upper bounds.

5.4 Performance Evaluation

In this section, we provide performance benchmarks for our OT-MP-PSI protocol. We
measure the share generation time for each participant and the reconstruction time of the
aggregator. We compare our results with the implementation of Madavi et al. [16] as the
only other solution with a public code repository at the time of writing. We also evaluate
our system using real-world network data obtained from the CANARIE IDS program [4].

5.4.1 Setup

We implement our protocol using Julia language with 430 lines of code. The cryptographic
libraries that we use are SHA.jl and Nettle.jl. We use Julia’s threads library for paralleliza-
tion. We used the 61-bit Mersenne prime for the finite field. This is so that we can take
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Figure 5.1: Number of missed Intersection Elements in 107 trials (M = 200, t = 4)

advantage of fast modulo arithmetic with Mersenne primes and use 128-bit integers instead
of arbitrary precision integers. We use a server with 8 x Intel Xeon E7-8870 processors
for all of our experiments. In total, we have 80 physical cores, each running at 2.4 GHz.
The server has 1 TB of memory. However, none of our experiments require more than 30
GB of memory. The experiments for reconstruction runtime utilize all 80 cores. However,
when benchmarking the share generation runtime, we use a single core to showcase the
practicality of the protocol for lightweight clients.

5.4.2 Reconstruction

We compare the reconstruction time of our protocol with the reconstruction time of Mah-
davi et al. [16] in Figure 5.2. We terminated some of the experiments from [16] because
they ran for more than an hour. Our protocol is at least two orders of magnitude faster
than Mahdavi et al. [16] for all parameters, and the difference increases exponentially with
bigger threshold values.
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Figure 5.2: Reconstruction time comparison with Mahdavi et al. [16] (N = 10)

To show the practicality of our protocol in a real-world setting, we collected network
connection logs from 54 participating institutions in the CANARIE IDS program [4] for a
1-week period from November 1st to November 8th. The OT-MP-PSI protocol is run for
every one hour of the data. If an institution has no external IPs that start connections in
that hour, the institution is not included in the protocol. We set the threshold value to 3
as that is the suggested value by [25]. The reconstruction time during this week is shown
in Figure 5.3. The maximum reconstruction time during the week is 438 seconds, where 40
institutions participate in the protocol, and the maximum set size is 220,011. The average
reconstruction time is 170 seconds, the average participating institution count is 33, and
the average maximum set size is 144,045. Since the protocol runs once every hour, we
consider the average reconstruction time acceptable for a real-world application.

We measure the reconstruction time of our protocol for different numbers of participants
in Figure 5.4. We see that the reconstruction time increases polynomially with the number
of participants. This is because the

(
N
t

)
term in our protocol’s complexity has an upper

bound of ( eN
t
)t >

(
N
t

)
.
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Figure 5.3: Reconstruction time on CANARIE data [4]

We measure the reconstruction time of our protocol for different threshold values in
Figure 5.5. We can see that the reconstruction time increases exponentially with the
threshold value until t = N/2, after which it decreases exponentially. This is because of
the

(
N
t

)
term in the complexity of our protocol.

To show the efficiency of our hashing scheme for the MP-PSI problem, we measure the
reconstruction time of our protocol for different maximum set sizes while t is set to t = N
in Figure 5.6. As expected, we see a linear increase in the reconstruction time with the
maximum set size.

We also show the efficiency of our hashing scheme for the 2P-PSI problem by measuring
the reconstruction time of our protocol for different maximum set sizes while N and t are
set to t = N = 2 in Figure 5.7. Similarly, we see a linear increase in the reconstruction
time with the maximum set size.
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Figure 5.4: Reconstruction time vs number of participants (M = 10000)

5.4.3 Share Generation

We measure the share generation time of a single participant for different maximum set
sizes in Figure 5.8. We see that the share generation time increases linearly with the
maximum set size, which confirms the O(t2M) complexity of the participants.
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Figure 5.5: Reconstruction time vs threshold (M = 10000)
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Chapter 6

Related Work

In this chapter, we discuss the previous solutions to the OT-MP-PSI problem, some other
closely related problems, and related work regarding our new hashing scheme. Table 6.1
shows an overview of other OT-MP-PSI solutions.

6.1 Previous Solutions to OT-MP-PSI

Table 6.1: Comparison of OT-MP-PSI Solutions

Solution
Computational
Complexity

Comm.
Complexity

Comm.
Rounds

Trust Assumptions

Kissner and
Song [13]

O(N3M3) O(N3M) O(N)
semi-honest with up

to k collusions
Mahdavi et
al. [16]

O(M(N logM/t)2t) O(tMNk) O(1)
semi-honest with up

to k collusions
Stanek et
al. [24]

O(NM) O(NM) 1 trusted server

Our Solution O(t2M
(
N
t

)
) O(tMN) 1

semi-honest with
non-colluding server

Our Solution +
Mahdavi et al.’s
share generation

O(t2M
(
N
t

)
) O(tMNk) O(1)

semi-honest with up
to k collusions
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6.1.1 Kissner and Song

Kissner and Song proposed the first solution to the OT-MP-PSI problem [13]. They use
polynomial rings to represent multisets. Given a multiset S = {Sj}1≤j≤k, they represent
it as a polynomial f(x) = Πk

j=1(x − Sj). With this representation, the union of two sets
becomes a product of two polynomials. They use homomorphic encryption to encrypt
the polynomials; then, all the participants sequentially multiply their sets to produce a
polynomial that represents the union of all sets. Then, they do homomorphic derivative
operations on this polynomial to find the elements that exist in at least threshold number
of sets. Their solution requires a high number of communication rounds. Specifically, their
protocol requires O(N) communication rounds and O(N3M) communication complexity.
Moreover, multiplying the polynomials and evaluating them for each set element has a
computational complexity of O(N2M3) for each participant, totaling to O(N3M3) com-
putation when serialized. There are three reasons why this is worse than our O(t2M

(
N
t

)
)

complexity. First, every arithmetic operation is performed with homomorphic encryption,
which is computationally expensive. Second, each polynomial multiplication depends on
the previous participants’ multiplication, making it less parallelizable than our reconstruc-
tion process. Finally, in most use cases, M is much larger than N, i.e, few users with large
datasets, resulting in t2

(
N
t

)
≪ N3M2. However, if the threshold t is close to N/2 and N is

large enough, this assumption might not hold.

6.1.2 Mahdavi et al.

Mahdavi et al. [16] introduce a solution with a constant number of rounds and better com-
munication complexity. They use Shamir’s secret sharing scheme to reveal identical items
over the threshold, similar to our solution. They introduce a new protocol called oblivious
pseudo-random secret sharing (OPR-SS) to allow a single key-holder to obliviously create
secret shares for all participants. This approach provides a more relaxed non-collusion
rule than our solution. They only require that the aggregator and the key-holder are not
colluding with each other, which can be even more relaxed if multiple key-holders and
aggregators are used. We intentionally trade this off with a stricter collusion rule in return
for a more efficient protocol.

Their scheme has O(M(N logM/t)2t) computational complexity due to the binning
technique, which we substantially improve with our new hashing scheme.
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6.1.3 Stanek et al.

When using cloud storage, end-to-end encryption of files prevents the cloud provider from
deduplicating the popular files and results in inefficient use of storage resources. Stanek
et al. [24] argue that while user-created files are private and should be encrypted, there is
a significant amount of data that are not as sensitive, such as operating system files from
full device backups. They create a system where if a file is popular enough, it gets revealed
and the cloud provider deletes the extra copies. They introduce a threshold cryptosystem
using Shamir’s secret sharing, where participants can create decryption shares for a file they
encrypted, and t decryption shares created for the same file can decrypt the chipertext.
Their system requires two fully trusted servers, one identity provider for distributing the
shares of the private key, and one indexing server to bypass the matching problem that our
hashing scheme solves. A more trustless version of this system can be implemented with
our OT-MP-PSI protocol.

6.2 Related Work Regarding the Hashing Scheme

Although there are no previous works that directly address the OT-MP-PSI problem with
a hashing scheme, there are some works that address similar problems in the context of
two-party private set intersection (2P-PSI) and multi-party private set intersection (MP-
PSI) protocols, which are special cases of OT-MP-PSI where N = t = 2 for 2P-PSI and
t = N for MP-PSI. Our hashing scheme efficiently addresses both problems because our
computational complexity O(t2M

(
N
t

)
) becomes O(M) for N = t = 2 and O(N2M) for

t = N as shown in Section 5.2.1.

6.2.1 Optimized Binning

The binning technique used by Mahdavi et al. [16] can be further optimized with the
recursive hashing proposed by Hemenway et al. [11]. The simple binning technique [16]
reduces the number of comparisons by hashing elements into bins using a predefined hash
function h : U → [B]. Each bin is of size b, and secure comparisons are performed within
each bin. This approach requires Bb2 secure comparisons for two parties. If B is on
the order of M (B = O(M)), the maximum bin size is approximately logM/ log logM
with high probability. Consequently, this would necessitate M(logM/ log logM)2 secure
comparisons. Hemenway et al. [11] introduced an optimization that reduces the number
of secure comparisons to O(M logM) by recursively hashing each bin into sub-bins.
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6.2.2 Cuckoo Hashing with Simple Hashing

Cuckoo Hashing. In simple terms, Cuckoo Hashing [19] is a technique used to avoid
hash collisions where multiple hash functions are used to provide alternative locations for
each key-value pair. It was originally designed to construct a worst-case constant lookup
time hash table. However, it found many applications in the context of private protocols.
While many other variants have been proposed, the original Cuckoo hashing introduced
by Pagh and Rodler [19] uses two hash functions h0, h1 to map M elements to two tables
T0, T1, each containing (1 + ε)M bins. Each bin accommodates at most a single element.
The scheme avoids collisions by relocating elements when a collision is found using the
following procedure: Let b ∈ 0, 1. An element x is inserted into a bin hb(x) in table Tb. If
a prior item y exists in that bin, it is evicted to bin h1−b(y) in T1−b. The pointer b is then
assigned the value 1− b. The procedure is repeated until no more evictions are necessary
or until a threshold number of relocations has been performed.

A tempting approach involves having both parties, Alice and Bob, use Cuckoo hashing
to assign their items to bins, comparing only the items placed in the same bin by each
party. However, this method faces a challenge: Alice might assign an item x to h0(x),
while Bob assigns the same item to h1(x). A protocol that compares Alice’s item in bin
h0(x) to Bob’s items in both h0(x) and h1(x) would reveal to Bob that Alice has an item
corresponding to these two bins, compromising privacy. The solution, as implemented in
the studies by [7, 22, 20], is to have Alice use Cuckoo hashing to bin her items, while Bob
uses simple hashing, mapping each of his items to both bins h0(x) and h1(x). Bob then
pads his bins to contain b = O(logM/ log logM) items in each bin. This results in a total
of O(M logM/ log logM) comparisons.

6.2.3 2D Cuckoo Hashing

Pinkas et al. [21] propose a new variant of Cuckoo hashing called 2D Cuckoo Hashing that
reduces the number of comparisons to O(M) for 2P-PSI. The construction involves two
tables, TL and TR, positioned on the left and right sides, respectively. Each table has a
size of 4(1+ ε)M and consists of two smaller subtables. Specifically, TL is divided into TL0

and TL1, while TR is divided into TR0 and TR1. The hash functions hL0, hL1, hR0, and hR1

assign items to the corresponding subtables TL0, TL1, TR0, and TR1. The arrangement of
these tables is illustrated in Figure 6.1.
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Figure 6.1: The tables TL and TR, and the subtables TL0,TL1 and TR0,TR1 [21].

Alice and Bob use different strategies to assign their items to the subtables. The
strategies are as follows:

Alice maps each of her items to all the subtables on one side. Specifically, each item x
belonging to Alice is either assigned to both bins TL0[hL0(x)] and TL1[hL1(x)] on the left
side or to the bins TR0[hR0(x)] and TR1[hR1(x)] on the right side. This means that Alice
places each item in all the subtables on a single side.

Bob, on the other hand, maps each of his items to one subtable on each side using
standard Cuckoo hashing. Each item x from Bob is mapped to either TL0[hL0(x)] or
TL1[hL1(x)] on the left side, and similarly to either TR0[hR0(x)] or TR1[hR1(x)] on the right
side. In essence, Bob assigns each item to one subtable on both sides.

Figure 6.2 illustrates the possible hashing options for an item x for both parties. It is
evident that if both parties possess the same item x, there will be exactly one subtable
among TL0, TL1, TR0, or TR1 where both Alice and Bob store x.
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Figure 6.2: The possible combinations of locations to which Alice and Bob map their
inputs [21]. Each dashed box represents a different combination.

Although both our hashing scheme and the 2D Cuckoo hashing achieve O(M) complex-
ity for 2P-PSI, our scheme is more general and can be applied to any number of participants
and any threshold t. 2D Cuckoo hashing is specifically designed for 2P-PSI and does not
generalize to more than two participants or a threshold t due to Alice and Bob’s asymmet-
ric insertion strategy. However, being this specific allows 2D Cuckoo hashing to achieve
lower constants in concrete implementations.

6.2.4 Phasing: Permutation-based Hashing

Pinkas et al. [20] propose a new hashing technique to reduce the bit representations of
the elements. This optimization is targeted toward circuit-based PSI protocols and, thus,
is not directly applicable to our OT-MP-PSI protocol. However, if our hashing scheme is
to be implemented in a circuit-based PSI protocol, this technique can be used to further
reduce the computational complexity.

When using β bins, they map items by assigning the first log β bits of an item’s hashed
representation to specify the bin. The remaining bits are utilized in a way that effectively
prevents collisions, which is done by permutation-based hashing. This technique reduces
the bit-length required for values in the PSI protocol by log β bits, which can lead to an
overhead decrease of 60%-75% in the settings they investigated.
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6.3 Similar Problems

Here, we discuss some cryptographic problems and the existing solutions that are closely
related to the OT-MP-PSI problem.

6.3.1 Threshold Private Set Intersection (TPSI)

Although very similarly named, the OT-MP-PSI and TPSI problems are very different. We
can observe this similar naming caused some confusion in the existing literature: Mohanty
et al. [17] incorrectly classify [13, 16, 2] as TPSI protocols and compare them with other
TPSI protocols.

TPSI is a cryptographic problem where two or more participants holding sets of ele-
ments want to learn the intersection of their sets if the intersection size is above a cer-
tain threshold. Notice the difference between the threshold in TPSI and the threshold in
OT-MP-PSI. In TPSI, the threshold is defined for the size of the intersection, while in
OT-MP-PSI, the threshold is defined for the number of sets that contain an element.

Zhao and Chow [26] propose the first dedicated solution for TPSI. Before, a TPSI
protocol could be achieved by running a circuit-based PSI protocol with a circuit that
computes the intersection size. However, this would always leak the size of the intersection
even when it is smaller than the threshold. Although Hallgren et al. [10] also introduced
a TPSI protocol around the same time as [26], they have a computation complexity of
O(M2), which is worse than the garbled circuit approach. Zhao and Chow [26] introduce
a new cryptographic primitive called encrypted PSI cardinality (ePSI-CA). It makes Alice
compute an encrypted Bloom filter of its set with k hash functions and send it to Bob.
Bob then sums the encrypted Bloom filter indices corresponding to its set elements using
homomorphic addition. Then, for each set element, Bob creates a polynomial that will
output 1 if the result of the summation is exactly k; if it is less than k, it will output 0, and
he encrypts the polynomial coefficients. Bob sends the summations and the polynomials to
Alice. Alice then decrypts the summations, obliviously evaluates the polynomials and sums
the results using homomorphic addition. The result will be the intersection size encrypted
with Bob’s public key. They then use this primitive to construct a TPSI protocol.

Ghosh et al. [9] focus on the communication complexity of the TPSI protocols. They
show that the lower bound of the communication complexity of TPSI is Ω(t), and they pro-
pose a protocol that achieves this lower bound. Their main building block is representing
sets as monomials of a polynomial; in other words, they encode the set S = {a1, . . . , aM}
as a polynomial p(x) =

∑M
i=1 x

ai .
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Badrinarayanan et al. [1] improve upon the work of [9] and generalize their TPSI pro-
tocol to the multi-party setting. They show that the theoretical lower bound of the com-
munication complexity of the multi-party TPSI is Ω(tN), and they propose a protocol that
achieves this lower bound.

6.3.2 Private Set Union (PSU)

Private Set Union (PSU) is a cryptographic problem where two or more parties, each
holding a set of elements, want to learn the elements that exist at least in one of the sets
without revealing any other information, such as the frequency of the elements or which
sets contributed the elements. Frikken [8] proposes a solution for PSU using techniques
very similar to Kissner and Song [13]. Roughly, their protocol works as follows: each
participant creates polynomials representing their sets by making the set elements roots of
the polynomials. Then, each participant sequentially multiplies their polynomial with an
encrypted accumulator polynomial and publishes tuples (Enc(xf(x)),Enc(f(x))) for each
element x in their set where f is the accumulator polynomial. The tuples are shuffled
in a way that will not leak their origin. Then they collectively decrypt the tuples; if a
participant has an element x that was previously added to the accumulator polynomial,
the tuple outputs (0, 0); if not, it outputs (xf(x), f(x)), and they can calculate the x by
xf(x)× f(x)−1. In this way, every element is revealed only once.

Davidson and Cid [5] introduce a new PSU protocol that is computationally more
efficient than [8]. They use a similar idea but replace the polynomial representation with
a Bloom filter.

Kolesnikov et al. [14] and Jia et al. [12] focus on two-party PSU. They develop more
efficient protocols compared to [5, 8] using symmetric key encryption. Jia et al. [12] show
that the binning technique used in [14] is leaking information. Their protocols solve this
problem while maintaining the same efficiency.
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Chapter 7

Conclusion

In this work, we prove that it is possible to perform non-interactive OT-MP-PSI with
linear computation complexity in the data set size by constructing a protocol using our
new hashing scheme. Our proposed protocol efficiently identifies elements that appear in at
least t sets among N participants without revealing any information about elements that
do not meet this threshold. Our primary use case is detecting multi-institution attacks,
where timely and private information sharing is crucial to mitigate risks.

Existing solutions, such as those by Kissner & Song [13] and Mahdavi et al. [16], either
require a high number of communication rounds or have computational complexities that
render them impractical for real-life applications involving large datasets. Our proposed
protocol addresses these issues with a computational complexity of O(t2M

(
N
t

)
), making it

suitable for environments with large and dynamic datasets, such as network security.

The key innovation in our protocol is the novel hashing scheme that significantly op-
timizes performance. Instead of hashing secret shares into bins, which requires padding
and carries large constants that prevent scalability, our approach hashes shares into array
indexes, with each index storing a single share. When multiple shares are hashed into the
same index, a pseudo-random ordering selects one. This reduces the need for the aggrega-
tor to try combinations of shares, instead requiring just combinations of participants. By
setting the size of each array to t ×M and having each participant produce multiple ar-
rays, we ensure that the probability of missing values is minimal, with a failure probability
smaller than 2−40.

We evaluated the security and performance of our OT-MP-PSI protocol under the semi-
honest model, confirming its security through simulator construction for both participants
and the aggregator.
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Our protocol outperforms Mahdavi et al.’s [16] approach, showing at least two orders
of magnitude faster reconstruction times and scaling effectively with the number of partic-
ipants and set sizes. We also benchmark our protocol using real-world network data from
the CANARIE IDS Program to demonstrate our protocol’s efficiency and practicality. The
results from real-world data tests show that the average reconstruction time is 170 seconds
for 33 participants and a maximum set size of 144,045. These benchmarks validate our
protocol’s suitability for real-world applications with large datasets.

We also show that our protocol efficiently addresses the two-party private set intersec-
tion (N = t = 2) and the multi-party private set intersection (N > 2, t = N) problems by
both theoretical analysis and experimental results. By bridging these two problems and
the OT-MP-PSI problem with a single protocol, we offer a versatile solution that can be
utilized across various applications and adjusted as requirements evolve.

In general, our protocol offers a robust, scalable, and privacy-preserving solution for
the OT-MP-PSI problem. For future work, we aim to explore optimizations in choosing
combinations of participants, as it is the main bottleneck in our protocol.
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