
AI-Driven Multi-Purpose Platform for
Smart Healthcare Systems

by

Md. Milon Islam

A thesis
presented to the University of Waterloo

in fulfillment of the
thesis requirement for the degree of

Doctor of Philosophy
in

Electrical and Computer Engineering

Waterloo, Ontario, Canada, 2024

© Md. Milon Islam 2024



Examining Committee Membership

The following served on the Examining Committee for this thesis. The decision of the Examining
Committee is by majority vote.

External Examiner: M. Shamim Hossain
Professor, Dept. of Software Engineering,
College of Computer and Information Sciences,
King Saud University

Supervisor(s): Fakhri Karray
Professor, Dept. of Electrical and Computer Engineering,
University of Waterloo

Internal Member: Sagar Naik
Professor, Dept. of Electrical and Computer Engineering,
University of Waterloo

Internal Member: Ramadan El Shatshat
Professor, Dept. of Electrical and Computer Engineering,
University of Waterloo

Internal-External Member: Ali Elkamel
Professor, Dept. of Chemical Engineering,
University of Waterloo

ii



Author’s Declaration

This thesis consists of material all of which I authored or co-authored: see Statement of Con-
tributions included in the thesis. This is a true copy of the thesis, including any required final
revisions, as accepted by my examiners.

I understand that my thesis may be made electronically available to the public.

iii



Statement of Contributions

The following publications have resulted from the work presented in the thesis:

1. Md. Milon Islam, Fakhri Karray, and Ghulam Muhammad, “MSF-Net: Multi-Stage Fu-
sion Network for Emotion Recognition from Multimodal Signals in Scalable Healthcare,”
Information Fusion, Elsevier, 2024. [Under Review].

2. Md. Milon Islam, S M Taslim Uddin Raju, Sheikh Nooruddin, Fakhri Karray, and Ghulam
Muhammad, “Internet of Health Things: An Introduction,” Blockchain and Digital Twins
for the Internet of Medical Things in Smart Hospitals, Elsevier, 2024. [In Press]

3. Md. Milon Islam, Sheikh Nooruddin, Fakhri Karray, and Ghulam Muhammad, “Enhanced
Multimodal Emotion Recognition in Healthcare Analytics: A Deep Learning based Model-
Level Fusion Approach,” Biomedical Signal Processing and Control, Elsevier, vol. 94, pp.
106241, Mar. 2024.

4. Sheikh Nooruddin, Md. Milon Islam, Fakhri Karray, and Ghulam Muhammad, “A Multi-
resolution Fusion Approach for Human Activity Recognition from Video Data in Tiny Edge
Devices,” Information Fusion, Elsevier, vol. 100, pp. 101953, Jul. 2023.

5. Md. Milon Islam, Sheikh Nooruddin, Fakhri Karray and Ghulam Muhammad, “Multi-
level Feature Fusion for Multimodal Human Activity Recognition in Internet of Healthcare
Things,” Information Fusion, Elsevier, vol. 94, pp. 17-31, Jan. 2023.

6. Md. Milon Islam, Sheikh Nooruddin, Fakhri Karray and Ghulam Muhammad, “Internet of
Things: Device Capabilities, Architectures, Protocols, and Smart Applications in Health-
care Domain,” IEEE Internet of Things Journal, IEEE, vol. 10, no. 4, pp. 3611-3641, Dec.
2022.

7. Md. Milon Islam, Sheikh Nooruddin, Fakhri Karray, and Ghulam Muhammad, “Hu-
man Activity Recognition Using Tools of Convolutional Neural Networks: A State of
the Art Review, Data Sets, Challenges, and Future Prospects,” Computers in Biology and
Medicine, Elsevier, vol. 149, pp. 106060, Oct. 2022.

8. Sheikh Nooruddin, Md. Milon Islam, and Fakhri Karray, “TinyHAR: Benchmarking Hu-
man Activity Recognition Systems in Resource Constrained Devices,” 8𝑡ℎ IEEE World Fo-
rum on Internet of Things (WF-IoT), IEEE, Yokohama, Japan, pp. 1-8, 26 Oct.–11 Nov.,
2022.

iv



9. Md. Milon Islam, Sheikh Nooruddin and Fakhri Karray “Multimodal Human Activity
Recognition for Smart Healthcare Applications,” IEEE International Conference on Sys-
tems, Man, and Cybernetics (SMC), IEEE, Prague, Czech Republic, pp. 196-203, 9-12
Oct., 2022.

10. Mahmoud Nasr, Md. Milon Islam, Shady Shehata, Fakhri Karray, and Yuri Quintana,
“Smart Healthcare in the Age of AI: Recent Advances, Challenges, and Future Prospects,”
IEEE Access, IEEE, vol. 9, pp. 145248-145270, Oct. 2021.

In paper 1, Md. Milon Islam was responsible for the conceptualization, data curation, formal
analysis, investigation, methodology, software, validation, visualization, and writing–original
draft.

In paper 2, Md. Milon Islam was responsible for the conceptualization, data curation, formal
analysis, investigation, methodology, validation, and writing–original draft. S. M. Taslim Ud-
din Raju and Sheikh Nooruddin were responsible partly for the data curation, formal analysis,
investigation, methodology, and writing–original draft.

In papers 3, 5-7, 9, Md. Milon Islam was responsible for the conceptualization, data cura-
tion, formal analysis, investigation, methodology, software, validation, visualization, and writ-
ing–original draft. Sheikh Nooruddin was responsible partly for the data curation, formal analy-
sis, investigation, methodology, and writing–original draft.

In papers 4, 8, Sheikh Nooruddin was responsible for the conceptualization, data curation, for-
mal analysis, investigation, methodology, software, validation, visualization, and writing–original
draft. Md. Milon Islam was responsible partly for the data curation, formal analysis, investiga-
tion, methodology, and writing–original draft.

In papers 1-10, Prof. Fakhri Karray was responsible for the supervision, writing–review &
editing, guidance, and suggestion. Prof. Ghulam Muhammad aided in the writing–review &
editing, guidance, and suggestion for papers 1-7.

In paper 10, both Mahmoud Nasr and Md. Milon Islam were responsible for the conceptual-
ization, data curation, formal analysis, investigation, methodology, validation, and writing–original
draft. We contributed equally to this article. Dr. Shady Shehata and Dr. Yuri Quintana aided in
the writing–review & editing, guidance, and suggestion.

Chapters 1 to 8 of this thesis contain relevant parts of papers 1 to 10.

v



Abstract

The significant increase in the number of individuals with chronic ailments has dictated an
urgent need for the development of an innovative model for healthcare systems. The design of
smart healthcare platforms, a subject of recently growing interest, has become technologically
feasible due to the emergence of modern technologies, including smartphones, wearable sensors,
5G communication networks, Internet of Things (IoT), cloud computing, and Artificial Intelli-
gence (AI), particularly machine learning and deep learning. Together, these technologies enable
expanded levels of data storage, computation, and secure communication for devices and servers,
thus drastically increasing the degree of mobility, security, and available functionality. The thesis
is focused on the development of AI-driven data fusion architecture in smart healthcare platform
for a scalable, intelligent, and easily deployable remote monitoring system, aimed at providing
cost-effective quality healthcare services in assisted living centers.

The contributions of the thesis are two-folds: we mainly focus on two major aspects of human
behavior, including Human Activity Recognition (HAR) and emotion recognition to monitor the
elderly in smart healthcare. In the first part, we propose two AI-enabled multimodal fusion ap-
proaches for HAR in ambient assisted living. We present a deep learning-based fusion approach
for multimodal HAR that fuses the different modalities of data to obtain robust outcomes. Ini-
tially, Convolutional Neural Networks (CNNs) retrieve the high-level attributes from the image
data, and the Convolutional Long Short Term Memory (ConvLSTM) is utilized to capture signifi-
cant patterns from the multi-sensory data. Afterwards, the extracted features from the modalities
are fused through self-attention mechanisms that enhance the relevant activity data and inhibit
the superfluous and possibly confusing information by measuring their compatibility. Later, we
propose a multi-level feature fusion technique for multimodal HAR using multi-head CNN with
Convolution Block Attention Module (CBAM) to process the visual data and ConvLSTM for
dealing with the time-sensitive multi-source sensor information. The architecture is developed
to be able to analyze and retrieve channel and spatial dimension features through the use of three
branches of CNN along with CBAM for visual information. The ConvLSTM network is designed
to capture temporal features from the multiple sensors’ time-series data for efficient activity recog-
nition.

The second part of this thesis focuses on multimodal emotion recognition in connected health-
care to monitor the patient’s health status. To achieve this goal, we introduce two feature fusion
approaches through AI tools for emotion recognition. We propose a novel model-level fusion
technique based on deep learning for enhanced emotion recognition from multimodal signals to
monitor patients in connected healthcare. The representative visual features from the video sig-
nals are extracted through the Depthwise Separable Convolution Neural Network, and the opti-
mized temporal attributes are derived from the multiple physiological data utilizing Bi-directional
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Long Short-Term Memory. A soft attention method fused the high multimodal features obtained
from the two data modalities to retrieve the most significant features by focusing on emotionally
salient parts of the features. We exploited two face detection methods, Histogram of Oriented
Gradients and CNN-based face detector (ResNet-34), to observe the effects of facial features on
emotion recognition. Lastly, we introduce a Multi-Stage Fusion Network (MSF-Net) for emo-
tion recognition capable of extracting multimodal information and achieving significant perfor-
mances. We propose utilizing the transformer-based structure to extract deep features from facial
expressions. We exploited two visual descriptors, local binary pattern and Oriented FAST and
Rotated BRIEF, to retrieve the computer vision-based features from the facial videos. A feature-
level fusion network integrates the extraction of features from these modules, directing the output
into the triplet attention technique. This module employs a three-branch architecture to compute
attention weights to capture cross-dimensional interactions efficiently. The temporal dependen-
cies in physiological signals are modeled by a Bi-directional Gated Recurrent Unit (Bi-GRU) in
forward and backward directions at each time step. Lastly, the output feature representations from
the triplet attention module and the extracted high-level patterns from Bi-GRU are fused and fed
into the classification module to recognize emotion.

Finally, we conduct a series of extensive experiments to demonstrate the performance against
State-of-the-Art (SOTA) approaches. The findings from the experimental results reveal that the
developed multimodal fusion networks surpass the existing SOTA methods in terms of multiple
performance metrics. We deployed an IoT system to test the developed feature-fusion networks
in real-world scalable smart healthcare application. The developed multimodal predictive ana-
lytics frameworks residing in the cloud and trained on large datasets are continually analyzed the
nature of the ingested data, making any appropriate notifications to the patients themselves or the
healthcare provider through a user-friendly human-machine interface.
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Chapter 1

Introduction

1.1 Motivation

With projections of 22% of the population reaching the age 60 or more by 2050 [1], people af-
fected by chronic diseases are growing along with health-related emergencies, therefore resulting
in a higher pressure on the healthcare industry [2]. With a decline in the ratio between working-
age people, fewer professional healthcare workers for increased demand. Besides, the cost of said
health care, medications, and medical devices continuously soar, making it harder to cover such
costs for the average citizen as the need for more caregivers and healthcare facilities increases to
with-stand the increase in demand [3]. Combined, these conditions call for cheaper, more inclu-
sive, and better health care solutions. For a few years now, around the world, public and private
healthcare industry stakeholders have been hard at work devising a smart healthcare infrastruc-
ture that will revamp and help reshape the healthcare sector. This goal has never been more
pressing than in a time of pandemics such COVID-19, when hospitals have been overwhelmed
with patients who require immediate care and treatment. The design and development of remote
healthcare systems have become an active and well-funded research area, as evidenced by the
recent advances in the field. A great candidate for such a situation is utilizing the recent advance-
ments in smart and miniaturized sensors, communication technologies, and Artificial Intelligence
(AI) to provide technological solutions at an affordable price to the broadest range of the popu-
lation without sacrificing the quality of care. Wearable and non-invasive sensors, actuators, and
new communication technologies [4] are providing an accurate and cost-effective approach for
the remote monitoring of patients. Blockchain technology ensures security and privacy while
data from the end user can be streamed to servers and edge/fog devices over the Internet [5]. AI
techniques [6] are becoming more adept at classifying a wide range of ailments based on patient
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symptoms and vitals.
A healthcare platform is described as a combination of hardware and software components

that work together to give a wide range of healthcare services and applications to people includ-
ing healthcare professionals and patients, to promote health in an efficient and widespread man-
ner [7], [8]. Nowadays, there are numerous healthcare frameworks available that integrate various
technologies to monitor multiple human biophysical symptoms and environmental data utilizing
various wireless communications techniques including Zigbee, Fifth Generation (5G), Bluetooth,
and Wi-Fi [9], [10]. Internet of Things (IoT) technology supports healthcare systems by allow-
ing people to remain at smart homes and be monitored in real-time rather than being admitted
to hospitals or clinics which reduces emergency costs [11], [12]. There are several advantages
of IoT technologies to design smart healthcare systems such as ease of access, ensuring patient
comfort and safety, and reducing patient’s burden in hospitals. In general, IoT enables networks
of smart devices, cloud applications, and solutions to make data transfer and storage easier. The
most promising applications of IoT in the area of healthcare include remote monitoring, smart
medical devices, smart homes, as well as wearable devices. In recent years, several academic and
industry researches on IoT interoperability including in the healthcare domain have been done,
with an emphasis on the standardization of communication protocols to offer interoperability of
diverse devices, networks, and data structures [13], [14]. To ensure Quality of Service (QoS) in
healthcare systems, IoT should incorporate some aspects such as standardization of reliable com-
munication protocols, enhanced mobile and wearable devices, and low-cost as well as low-power
embedded processors [15], [16]. The IoT communication architecture could be the primary en-
abling mechanism for decentralized pervasive healthcare applications, considering the prevailing
availability of distant wireless healthcare platforms and the rising topic of electronic patientcare
datasets [17], [18]. One of the main drivers for smart healthcare adoption is the increasing ratio
of older adults in societies worldwide. Consequently, Ambient Assisted Living (AAL) focuses on
creating environments for older adults that integrate smart healthcare techniques for better care
without human intervention.

While many advances have been made in the area of Remote Health Monitoring (RHM) and
commercial products have been created, issues related to the implementation of technology for a
wider population range has yet to be addressed. The challenges are due primarily to shortcomings
in tackling efficiently the information gathered from the wearable devices, and the nature of the
closed architecture of these systems, preventing them from being interoperable among various
points of care such as test/imaging labs, pharmacies, hospitals, specialists, long term care, and
home care [19].
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1.2 Problem Statement

The existing healthcare system is facing difficulties to ensure cost-effective and high-quality
health services to the growing global population and the increasing patients burden. In typi-
cal healthcare services, patients occasionally consult physicians for health assessments, which
are unable to satisfy the increasing expectations for personalized care. The new model will be
more personalized and less reliant on traditional brick-and-mortar healthcare institutions such as
hospitals, nursing homes, and long-term healthcare centers.

In recent years, wearable sensors and IoT devices have collected an enormous amount of un-
structured information from patients; however, the generated raw data in various forms poses ma-
jor issues. The crucial aspects of healthcare, such as human actions and emotions, present major
hurdles while dealing with heterogeneous data captured by IoT devices for real-time recognition.
Human Activity Recognition (HAR) and emotion recognition are critical human behaviors for
patient condition monitoring, requiring reliable architectures that can handle data from a variety
of sources, including physiological data from wearable devices, visual data from cameras, and
ambient information from sensors. Most existing systems for HAR and emotion detection fail
to fuse and analyze various forms of data, resulting in incorrect health status recognition which
decreases the efficiency of healthcare system.

Given these limitations, there is an urgent need to develop an intelligent platform capable of
fusing multimodal data in real-time, retrieving significant features and patterns for accurate recog-
nition of both physical behaviors and emotional states, as well as assisting in decision-making.
Hence, the major issue addressed in this thesis is designing AI-driven multi-purpose platform to
monitor the patients activities and health status through multimodal data fusion in AAL environ-
ment. The challenge is to develop an intelligent system capable of integrating data from diverse
sources, interpreting them efficiently, and offering relevant insights to healthcare professionals.

1.3 Objectives

The smart healthcare sector, which includes telemedicine and eHealth, is fast becoming a game-
changer in the healthcare industry. As a contribution to this expanding sector, the proposed re-
search is aimed at developing a suite of technologies centered around a smart healthcare platform
for RHM and AAL. The thesis is carried out to meet the specific goal to develop an AI-driven
multi-purpose platform for smart healthcare system that will allow patients to be monitored re-
motely using multimodal signals collected from their different body parts. This thesis focuses on
two human behaviors: HAR and emotion recognition, and addresses difficulties of multimodal
data fusion, real-time monitoring, and scalability.
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The objectives of this research are given below.

• Introduce feature fusion architectures for multimodal HAR for activity monitoring:
This objective focuses on fusing heterogeneous data from multiple sources, including wear-
ables, stationary cameras, and ambient sensors to recognize Activities of Daily Living
(ADL) through AI tools in AAL.

• Design multimodal emotion recognition platform for health status monitoring: This
objective aims to develop reliable emotion recognition frameworks leveraging model-level
and multi-stage fusion approaches derived from physiological signals and behavioral data
within healthcare contexts.

• Develop a deployable platform for patient’s monitoring through IoT: This objective
emphasizes on deploying the proposed fusion architectures in IoT networks for remote mon-
itoring to manage substantial data amounts and ensure adaptability to different healthcare
needs without considerable technical overhead.

1.4 Contributions

The thesis makes several contributions in the area of AI-driven smart healthcare to monitor the
elderly. The major contributions are described as follows.

Firstly, the proposed research is focused on developing HAR system from multimodal data
through Self-Attention (SA) based fusion for smart healthcare applications. The major contribu-
tions of this research are mentioned below.

• Design a Deep Learning (DL)-based fusion network to efficiently recognize human activi-
ties through the signals from wearable and stationary devices in smart healthcare.

• Exploit Convolutional Neural Network (CNN)s and Convolutional Long Short Term Mem-
ory (ConvLSTM) to retrieve features from images and wearable sensors signals.

• Propose to utilize SA technique to fuse the extracted features from both branches to explore
the prominent features from the original data.

• Demonstrate the efficiency of the proposed work through extensive experiments against
State-of-the-Art (SOTA) and baseline models.
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Secondly, we introduce a hierarchical fusion architecture for multimodal HAR in Internet of
Health Things (IoHT) environment. This is the first work that applies multi-head CNNs inte-
grated with Convolution Block Attention Module (CBAM) to concurrently perform channel and
spatial feature fusion of visual information based on the existing SOTA literature in this area.
Additionally, we first used all the data including time-series and images of this dataset for our
experiments. The key contributions of this work are given below.

• A fusion technique is introduced for multimodal HAR that can fuse the information of
cameras and multiple sensors simultaneously through the fusion of the output of multi-
head CNNs with ConvLSTM in IoHT environment.

• An efficient feature fusion approach is developed to retrieve the channel and spatial dimen-
sion attributes using CBAM and fusing the output of each head of CNN architecture.

• A ConvLSTM-based architecture is developed with a multi-sensor based data fusion method
to handle sequential data and retrieve the high-level temporal features from the raw signals.

• We compare the experimental findings of the proposed fusion architecture with two base-
line models along with the SOTA systems on a large multimodal dataset called UP-Fall
detection dataset to verify the performance of our developed architecture.

• We compare the model performances on two different IoT deployment scenarios.

Thirdly, we propose a model-level fusion architecture for multimodal emotion recognition.
This is the first research, we are exploiting soft attention mechanisms along with Depthwise Sep-
arable Convolution Neural Network (DSCNN) and Bi-directional Long Short-Term Memory (Bi-
LSTM) networks to detect emotion from multimodal data. This research provides the following
significant contributions, to sum up.

• We develop a novel model-level fusion technique for emotion recognition to monitor pa-
tients’ health conditions in connected healthcare through multimodal signals.

• We exploit the DSCNN architecture to capture the high-level attributes from the facial
videos and Bi-LSTM network to retrieve the temporal features from the physiological data.

• We fuse the extracted features through soft attention mechanism that enabled to find out
the most relevant features to recognize emotion.
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• We employ two distinct facial detection techniques, namely Histogram of Oriented Gra-
dients (HOG) and ResNet-34, to investigate the influence of facial attributes on emotion
recognition performance.

• We perform extensive experiments considering a few baseline architectures with the Bio
Vid Emo DB dataset to demonstrate the efficiency of the proposed fusion architecture.

Fourthly, we present an integrated fusion architecture for emotion recognition from multi-
modal signals in scalable healthcare platform. This is the first research of proposing multi-stage
feature fusion architecture to recognize emotion from multimodal data to fuse deep features and
computer vision-based features by exploiting Vision Transformer (ViT) along with the Local Bi-
nary Pattern (LBP) and Oriented FAST and Rotated BRIEF (ORB) feature descriptors. Moreover,
this architecture exploits the triplet attention mechanism to exhibit more importance on the fused
visual features for the first time. This proposed Multi-Stage Fusion Network (MSF-Net) has the
following main strengths.

• We introduce a multi-stage fusion network, called MSF-Net, to effectively leverage the
visual features and temporal relationships of the data for recognizing discrete dimensional
emotions in a multimodal context.

• We propose to exploit an approach that enables the efficient extraction of both visual fea-
tures and temporal dependencies from the data, without any interference between them.

• We design an innovative architecture based on a triple attention technique, enabling the
extraction of significant emotional feature representations by developing three attention
branches to record cross-interactions among the visual features.

• We conduct comprehensive evaluations to investigate the performance of our proposed fu-
sion network on two popular multimodal databases and obtain the new SOTA record. More-
over, the proposed MSF-Net is deployed in IoT network to demonstrate the scalability.

1.5 Organization

The rest of the thesis is organized as follows:
Chapter 2 presents an overview of the AI-driven smart healthcare platform, emphasizing on

current advancements and challenges. The key subjects covered in this chapter include healthcare
monitoring devices, AI models for IoHT, AAL solutions, and software integration architectures.
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Chapter 3 covers various theoretical aspects of IoT, such as IoT device capabilities (hardware and
software), IoT architecture, and IoT communication protocols. This chapter also discusses IoT
applications in smart healthcare, including biophysical parameter monitoring, chronic disease
management, medication adherence, telehealth services, and home care solutions for the elderly.
Chapter 4 introduces a SA-based fusion network for multimodal HAR in healthcare applications.
This chapter demonstrates the proposed fusion network, that fuses data from wearable devices and
stationary cameras in an AAL environment. It also describes thorough experimental assessments
performed on the benchmark multimodal UP-Fall detection dataset.

Chapter 5 offers a hierarchical feature fusion network for multimodal HAR based on multi-
head CNNs, ConvLSTM, and the CBAM network. This chapter compares the performance to
SOTA approaches and explains the way to deploy the trained model in an IoT environment. Chap-
ter 6 demonstrates the model-level feature fusion architecture for emotion recognition consider-
ing multiple data modalities, including facial cues and physiological data from the patients. The
chapter illustrates the thorough analysis of the experimental outcomes along with SOTA perfor-
mances. Chapter 7 presents the model-level feature fusion architecture for emotion recognition
leveraging various data modalities, including facial cues and physiological data from patients.
The chapter provides an in-depth investigation of the experimental results as well as SOTA per-
formance.. Chapter 8 briefly mentions the major contributions of the dissertation focusing on
multimodal HAR and emotion recognition in healthcare context. This chapter outlines potential
research directions, such as incorporating more human behaviors and data modalities, deploying
Large Language Model (LLM)s, introducing novel Tiny Machine Learning (TinyML) solutions,
and developing a fully functional healthcare platform.
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Chapter 2

Advances and Challenges in AI-Driven
Smart Healthcare

2.1 Introduction

The IoT [20], [21] has been steadily increasing in popularity over the past years. Due to the ad-
vancements in communication technologies and data transfer speed, the ability to transmit large
amounts of data has grown drastically. In addition, more robust and advanced storage and pro-
cessing capabilities provided by big data analytics [22], and cloud technologies [23] opened the
doors for new applications and markets for IoT in real-time analytics and predictive modelling. As
a result of the earlier described advancements in combining smart sensors, actuators, and data an-
alytics in an IoT environment for real-time and continuous healthcare brings great promise to the
healthcare industry. The field, called the IoHT [24] or the Internet of Medical Things (IoMT) [25]
offers the potential of transforming the healthcare paradigm. The method which is pursued in re-
search and practice can be divided into several areas. First, smart sensors are combined in the
IoMT environment to continuously monitor health vitals using wearable devices [26], [27] and
smartphone solutions such as those proposed by [28], [29]. After the data is collected using
smart sensors, Machine Learning (ML) techniques interpret and present predictive analytics such
as predicting illnesses [30], [31]. In addition, other algorithms are used to keep track of chronic
conditions such as diabetes [32] and Heart Disease (HD)s [33] and detect abnormalities in the
patient’s health.

Since around 90% of older adults prefer staying in their own homes, many solutions are based
on smart home systems proposed in [34], [35]. User studies [36], [37], however, uncover the
importance of including robotic agents capable of social interactions with the user to provide both
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psychological and physical assistance to older adults. Several studies tackle using robotic agents
for the care of older adults [38], [39], while others propose taking a step further by integrating such
robots in the AAL environments with other smart sensors [40], [41]. Integrating various sensors,
actuators, and user interfaces requires rigorous work on a scalable and personalization to different
user needs. Therefore, studies such as [42], [43] attempt to formalize different architecture to
tackle this problem and create integrated smart healthcare.

The concept of fog and edge computing plays a vital role in smart healthcare by reducing the
computing burden of cloud servers and ensuring real-time healthcare services with the fastest re-
sponse time. Fog computing is heavily decentralized and serves as a bridge between end devices
and the cloud for computing, storage, and networking. The fundamental idea behind fog com-
puting is to move data center tasks to fog nodes located at the network’s edge. The fog devices
carry out the tasks located at the network’s edge and achieve a high data transfer rate and low
response time. The data in traditional healthcare systems is analyzed in the cloud server, which
results in high latency and high bandwidth requirements for large data. In the fog-enabled health-
care framework, the data from the IoT devices is collected and processed in the fog layer that
minimizes the latency and ensures real-time medical care [44]. Edge computing refers to the in-
stallation of computing and storage resources at the point of data is being acquired and analyzed.
This framework includes sensors for data collection and edge servers for secure real-time data
processing. Edge computing enables intelligent and real-time healthcare services that address
energy efficiency and latency requirements through IoT devices and Sixth Generation (6G) envi-
ronments [45], [46]. The edge computing schemes offer potential solutions to increase reliability
and responsiveness in decentralized applications, including healthcare, as mapping IoT devices
and sensors and managing resources are critical components for a smart healthcare platform [47].

With the rapid increase of IoT devices, huge amounts of electronic health data are gener-
ated daily. It is necessary to keep the data more secure. The integration of blockchain and smart
healthcare could mitigate the shortcomings of conventional smart healthcare in data sharing, data
security, and privacy maintenance [48]. Blockchain technology works by linking secure blocks
of data together using an encrypted data record. Here, the data is kept in synchronized database
systems recreated with no need for a centralized administrator. It provides effective data col-
lecting while ensuring system security because it is a distributed system disseminated across a
network. Although several works have already been done to ensure the security and privacy of
the health data, some of the most relevant architectures that are used for ensuring the security of
the medical data in smart healthcare using blockchain technology are found from [49], [50]. The
authors of [49] proposed a framework in the healthcare environment that can share data securely
using the consortium blockchain through cryptographic primitives. The data preservation scheme
for electronic health data using blockchain technology is discussed in [50], where cryptographic
techniques are implemented to obtain data privacy. An architecture named BMPLS is developed
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Figure 2.1: The overall workflow of the reviewed systems of smart healthcare.

in [51] for telehealth systems to obtain multi-level location privacy through order-preserving en-
cryption techniques.

The goal of this chapter is to explore the SOTA smart healthcare systems that highlight the
significant areas of research, including wearable and smartphone-based health monitoring, ML
for predictive analytics, and assistive frameworks developed for assisted living environments,
including social robots. The main contributions of the chapter can be summarized as follows:

• Provide a systemic review of SOTA research in smart medical devices, ML for disease
prediction, AAL, and software architectures.

• Compare approaches to each problem, highlight their advantages and challenges, and present
recommendations for improvement in future studies.

• Present a holistic overview of the smart healthcare field to provide a complete view of how
technologies in different areas can be combined to accelerate smart healthcare.

The overall workflow of the reviewed systems is shown in Fig. 2.1. In Fig. 2.1, the com-
prehensive review of smart healthcare systems is divided into three major areas: health moni-
toring, disease diagnosis, and supportive devices in AAL. Additionally, the software integration
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Figure 2.2: A general pipeline of a health monitoring system based on wearable devices.

architectures are described in this review. The health monitoring prototypes are divided accord-
ing to wearable devices or smartphones, mentioned in section 2.2. Three major diseases, like
COVID-19, HD, and diabetes detection frameworks based on ML algorithms, are demonstrated
throughout section 2.3. Section 2.4 discusses the assistive prototypes in AAL, the supportive
tools in smart homes, and social robots. The major directions in creating software architecture
for smart healthcare are discussed in section 2.5. Section 2.6 presents an open discussion of the
reviewed studies and guidelines for areas of future work. Finally, section 2.7 concludes the study
and summarizes the main key points.

2.2 Healthcare Monitoring Devices in IoT

The IoT is a possible solution to relieve the stress on healthcare infrastructures and has become
a prominent research issue in recent times [52], [53]. Health monitoring can be ensured through
wearable sensors and smartphone applications. A broad pipeline of a health monitoring system
based on wearable devices is shown in Fig. 2.2. Various sensors collect data from patients and
transfer it to an edge/fog/cloud server for processing through Wi-Fi or LoRa gateway. The health
status of the patients is monitored through physicians and their family members through sev-
eral user interface tools like web or mobile applications. In some cases, emergency services are
deployed to handle critical situations of the patients. The significant developments of health mon-
itoring through IoT are described in this section, digging deeper into the details of implementation
and technologies utilized.
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2.2.1 Wearable Devices for Health Monitoring

Smart healthcare services using wearable sensors provide an appropriate and cheaper alternative
to the costly hospital environment [54], [55]. These systems enable medical professionals to
screen the significant symptoms of the patients, evaluate the general health of the users, and
detect abnormalities remotely.

Recently, Islam et al. [56] developed a smart healthcare system that monitored patients’ health
using five sensors: two sensors (Heart Rate (HR) sensor and body temperature sensor (LM35))
for patient condition monitoring and three sensors (room temperature sensor (DHT11), CO sen-
sor (MQ-9), and CO2 sensor (MQ-135)) for detection of the living environment condition. Here,
the processing device is ESP32, and Wi-Fi is used as communication media to transfer data from
the patient’s side to a web server. However, the developed prototype is not adequately man-
ufactured for application purposes. Afterward, the authors of [57] proposed a wearable RHM
framework that can monitor the HR, body temperature and detect falls. The proposed scheme
used NodeMCU as a processing device and heartbeat sensor, body temperature sensor (LM35),
and accelerometer (MPU 6050) as sensing elements. The ThingSpeak web service is used for data
visualization to aid physicians in monitoring the patients from remote locations with a hand-held
device as a prototype. In another study, the authors of [58] demonstrated a healthcare monitoring
framework utilizing the concept of IoT and cloud computing. The prototype used an HR sensor,
Electrocardiogram (ECG), Oxygen Saturation (SpO2), and body temperature sensors for monitor-
ing the corresponding HR, ECG, SpO2, and body temperature of the patients, respectively. Two
microcontrollers (Arduino and NodeMCU) were utilized to collect data from sensors and transfer
data from edge devices to the cloud using Wi-Fi. Blynk cloud service was used to monitor the
patients’ health parameters from remote locations. However, the system is not able to handle the
emergencies of the patients.

Chigozirim et al. [59] introduced a patient monitoring prototype that allows the doctors to
monitor the patient’s status through the developed tool using IoT. In this system, HR and body
temperature are monitored through pulse and body temperature sensors. ATmega328P microcon-
troller and NodeMCU are used as edge devices, and the collected data from sensors are transmitted
to the internet through a Wi-Fi connection. In addition, the doctors can check the patient’s con-
dition using Liquid Crystal Display (LCD). However, the developed system has not been entirely
fabricated for real-time tests. In another research, Mohapatra et al. [60] demonstrated a smart
healthcare management framework in IoT and cloud services to ensure the patient’s condition
monitoring from remote locations. The proposed scheme utilized HR and temperature sensors to
perceive the data from patients, and an Arduino is used as an edge device connected to sensors
and used to transmit data to the cloud through Wi-Fi. The doctors can easily connect with the
cloud server through internet-connected devices to check the patient status and suggest proper
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medications in an emergency. However, no security concerns are mentioned here for the trans-
mitted data. Further, Swaroop et al. [61] developed a framework for basic symptoms monitoring
in IoT environments. Multiple channels like Wi-Fi, messaging services, and mobile applications
ensure a reliable link between the sensors for data transmission. The hardware components uti-
lized here are sensors to measure Blood Pressure (BP), HR, body temperature, and Raspberry Pi
3. The prototype is developed in hand-held form. However, the latency for the Wi-Fi commu-
nication channel is comparatively high (125.95 seconds on average). Afterward, Al-khafajiy et
al. [62] introduced a health monitoring framework based on wearable sensors for older people,
enabling patients to take healthcare facilities from their home environment. The sensors used in
this framework are pulse, temperature, blood oxygen, and blood glucose sensors. All the com-
ponents are connected to Arduino UNO, and the collected data are sent to the patient’s mobile
application through a Bluetooth module. Finally, the smartphone application is used as a gateway
to send the data to the cloud server. The doctors can easily monitor the sensors data and patient
records through the developed monitoring platform. However, no data analytics tools are used
for automated decisions.

In another work, Semwal et al. [63] presented a cost-effective and portable healthcare plat-
form to ensure essential health services from remote locations. The sensory elements utilized
in this system are ECG, pulse oximeter, body temperature, and BP sensors. ATmega328P mi-
crocontroller and Bluetooth module are used for data collection and transmission, respectively.
LabVIEW tool is utilized for data visualization in the cloud server. The proposed prototype pro-
vides the offline accumulation of data from various sensors in low network connectivity to be
updated to cloud accessibility. However, no security measures are taken into consideration in this
system. Afterward, Kumar et al. [64] introduced a smart healthcare monitoring system where
patients and doctors can interact through a camera. The health parameters from input sensors
(HR and temperature sensor) are sent to the processing module (Raspberry Pi) and displayed
on LCD. The processed data are transmitted to the web server using an internet connection that
assists physicians in monitoring the patient status in real-time. However, the developed system
is linked to a limited number of sensors which were not enough to monitor a patient’s complete
status. Furthermore, Wan et al. [65] presented a wearable health monitoring framework that as-
sists doctors in monitoring the patients in real-time through an IoT network. In this system, BP,
heartbeat, and body temperature sensors are used in the sensing node, and Arduino is used as an
edge device. All the collected data are transmitted via Wi-Fi to the cloud server using the body
area sensor network. The physicians can monitor the patients through their own devices like a
laptop. However, the developed prototype did not mention any solutions for emergency cases.

Table 2.1 summarizes the developed health monitoring systems considering some properties
like the used sensors and edge devices, the communication channel, the data visualization tools
for ensuring the real-time monitoring, and comments of each developed system.
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2.2.2 Smartphone Solutions for Health Monitoring

The growing penetration of mobile phones, integrated sensors, and advanced communication
technologies makes it an appropriate infrastructure that allows continuous and virtual monitor-
ing of patients’ health. The built-in sensors in smartphones for health monitoring are a camera,
accelerometer, gyroscope, proximity sensor, microphone, light sensor, and Global Positioning
System (GPS) [66]. The major health parameters that can be monitored through smartphone
sensors are HR and variability, BP, oxygen levels (SpO2), and respiratory rate. They are used to
identify skin, eye, ear diseases. As almost all people are now using a smartphone, it has become a
great choice to research smartphone applications that ensure portability and reduce the additional
cost of the developed systems [67], [68]. The systems that are designed for health monitoring
using data collected from smartphone sensors are discussed here.

Zhang et al. [69] proposed a framework for blood glucose monitoring using Photoplethysmo-
gram (PPG) data in the form of a video from a smartphone. The blood glucose level is collected
from patients through smartphones, and the collected data is processed in the cloud. Lastly, the
features are extracted using Gaussian Fitting and classified into normal, warning, and borderline
based on blood glucose range using ML algorithms. The accuracy for blood glucose level esti-
mation achieved from the developed system is 81.49%, which can be deemed lower than needed
for a reliable glucose monitoring system. In another work, Nemcovaa et al. [70] developed a
framework for monitoring the SpO2, BP, and HR utilizing a mobile phone. The rear camera and
microphone of a smartphone are used as sensing elements in this system. The camera data is
converted to PPG and used for HR and SpO2 estimation. At the same time, the BP is estimated
from PPG and Phonocardiogram (PCG) recorded by the microphone. A smartphone application
is developed to determine the feasible position of the data collection device for BP estimation.
However, the synchronization between PPG and PCG signals is not handled, although there are
different time bases. Afterward, the authors of [71] introduced a respiratory monitoring system
using smartphone sensors based on imaging and the Fourier transform technique. The skin surface
video data is captured in the presence of a flashlight using an embedded smartphone camera, and
Plethysmography data is collected using developed hardware. The collected data is transferred to
a PPG signal, and the processed data is analyzed using the concept of the discrete wavelet trans-
form to estimate respiratory rate. The experimental results depicted that the system obtained an
accuracy of 97.8% and an error of 2.2%. However, the system did not consider temperature and
skin colour as well as the condition effect.

Recently, Tabei et al. [72] presented a framework for monitoring BP using smartphones’ cam-
eras. The data for the proposed scheme is collected from the user’s finger index through a smart-
phone camera. Filtering and peak detection techniques are used to minimize the motion and noise
from the collected PPG signals. The estimation of BP is done with the use of a linear regression
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algorithm. It is revealed from the experimental results that the system obtained mean absolute
error, standard deviation, and correlation parameters of 2.10, 1.96, and 0.90, respectively. How-
ever, the derivation of pulse transit time from two sides of the arterial is not mentioned. In another
research, Dey et al. [73] proposed a cuff-less BP measurement system using a HR sensor embed-
ded in a smartphone. The sliding window technique is used to convert the collected PPG signals
to 15 s epochs. Approximately 233 features are derived from the raw signals from a PPG pulse
in the domain of time and frequency. Finally, the BP estimation is conducted using the Lasso
regression technique. A smartphone application is developed to monitor psychological signals
in real-time. The developed system can calculate the 95% confidence interval of the BP of the
patient. However, the results do not satisfy the precision in terms of standard value. Using the
built-in accelerometer and camera of a smartphone, Wang et al. [74] introduced a BP monitoring
device named Seismo to interpret the vibration generated by heartbeat and finger pulses. The
blood ejection time is measured from the seismocardiography signal through the accelerometer,
and the fingertip is used to calculate the arrival time from PPG data using a camera module. The
embedded speaker synchronized the data from the accelerometer and camera. The developed sys-
tem obtained a Pearson correlation coefficient between 0.20 and 0.77 for the volunteers. However,
the prototype is not able to monitor BP continuously.

Further, a HR monitoring framework based on photoplethysmographic data from the smart-
phone is proposed in [75]. The data is collected using PPG’s visible light reflected mode using
a built-in smartphone camera from the user’s index fingertip. The data from smartphone stor-
age is transferred to the processing device using Bluetooth communication. Among the three
channels of the PPG signal, the red channel is utilized for HR estimation in this system. The pro-
posed scheme appraised an accuracy of 99.7%, and the found absolute error is within the range
of 0.04–0.3 beats/min. However, the duration of the video is relatively low. In another study,
Lomaliza and Park [76] developed a reliable and accurate system for HR monitoring using the
camera images of a mobile phone of the fingertip. In this system, the signal is extracted using the
concept of Region of Interest, and the noise from the raw data is eliminated through the adaptive
threshold method. The developed scheme is adopted in any level of smartphone. The experimen-
tal finding depicted that the developed framework estimated the HR in real-time, with less than a
5% error rate. However, the proposed system ignores the effects of different camera modules of
other smartphones. Furthermore, Qayyum et al. [77] demonstrated a vital sign monitoring system
using video from a smartphone camera. In this framework, the collected data is pre-processed to
reduce the noise from the raw signals using the colour distortion filtering technique. The inter-
beat interval is used to detect HR variability, and the Breathing Rate (BR), HR, and SpO2 are
calculated from PPG signals. The developed system obtained a mean absolute percentage error
of 2.965 from the experimental findings. However, no real-time prototype is shown in this study.

Table 2.2 summarizes the developed health monitoring systems considering some properties
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Figure 2.3: An overall system architecture of machine learning-based framework for disease diagnosis in
IoHT environment.

like the monitored signs, the used sensors, the smartphone model, the number of subjects, the
video length, sampling rate, and comments of each developed system.

2.3 Artificial Intelligence in IoHT

The IoHT comprises various interlinked devices that can share and handle data to enhance patient
health. It has become a fast-growing area with numerous investments associated with the devel-
opment and use of IoT [78]. Statistics from the McKinsey study depicts that IoHT will have a
financial impact of 11.1 trillion dollar in a year by 2025 [79]. ML has become a significant tool in
the arsenal of AI techniques used in healthcare. It enables IoT devices with outstanding capabil-
ities for information inference, data analytics, and intelligence. ML has become a powerful and
effective solution for various IoHT technology contexts, from big-data cloud computing to smart
sensors [80], [81]. An overall system architecture for disease diagnosis using ML algorithms in
the IoHT environment is shown in Fig. 2.3. The used data in these frameworks are from bench-
mark datasets or real-time sensor data sent to the fog/edge/cloud for processing. Afterward, the
data are preprocessed, and necessary features are extracted to fit in the ML techniques. Finally,
the decision is transferred to the concerned person to take proper action. The significant devel-
opments of ML-based IoHT solutions are demonstrated in this section. We have described some
major disease solutions using ML in the IoHT platform that are becoming significant threats for
human-being in recent times.

2.3.1 Novel Coronavirus (COVID-19)

The novel coronavirus 19 has become a public health crisis due to this virus’s communicable
nature in recent times. This is an ongoing pandemic, and all the sectors of the whole world are
fighting to recover from this ailment. The statistic shows that approximately 98 million cases
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have already found, and the death cases are about 2 million worldwide [82]. Numerous works
were conducted to reduce the severity of this disease using modern technologies [83], [84]. In
the current section, we describe the frameworks that used ML algorithms to diagnose COVID-19
in IoT environments.

Very recently, Le et al. [85] developed IoT based system to diagnose COVID-19 using the
concept of CNN and Support Vector Machine (SVM). This framework retrieves the data from the
patients utilizing IoT sensors and transfers it to cloud storage through 5G networks. In addition,
the CXR dataset [86] is utilized to conduct an experiment. To reduce noises from the raw images,
Gaussian filtering is utilized. The depth-wise separable CNN extracted the features from the
pre-processed samples, and SVM categorized the extracted features to detect COVID-19. The
proposed system appraised an accuracy of 98.54% for binary class and 99.06% for multiclass
scenarios. However, no monitoring system from the doctor’s end is developed here. Afterward,
Ramallo-González et al. [87] introduced an IoT platform named CIoTVID for the detection of
coronavirus. The scheme includes various levels of sensorization, which can handle and evaluate
the data that assists in making a decision. The data collection layer collects various symptoms
like voice signals, SpO2, respiration rate from the patients. Mel Frequency Cepstral Coefficients
(MFCC) transferred the raw voice signals to spectrogram as an image format. CNN architecture
extracted the features and classified them in this system. The use case analysis found that the
system appraised an accuracy of 66.67% in the testing phase. However, the outcome is relatively
low for real-time use. In another research, Ahmed et al. [88] proposed a DL-based framework
to diagnose COVID-19 in an IoT environment. A combined architecture like Faster-RCNN with
ResNet-101 is utilized to diagnose the coronavirus cases from chest X-ray samples. The used
data are retrieved from various open-access data sources where the COVID-19 cases are about
4000, and the negative cases are 7000. The data from the medical sensors are directly sent to
cloud storage using Wi-Fi communication, where the proposed architecture is trained and finally
diagnoses the positive cases. The radiologist can monitor the outcome through the internet. It is
evident from the experiments that the developed system obtained an accuracy of 98%. However,
no usability study is mentioned in this system.

Otoom et al. [89] introduced a scheme using ML techniques in an IoT environment to detect
and monitor coronavirus-infected patients. The real-time symptom data from the patient’s end
are retrieved utilizing IoT devices and transferred to the cloud server for storage. Benchmark
data called COVID-19 Open Research Dataset (CORD-19) [90] is being used for the analysis in
addition to real-time data. The collected data are analyzed using ML classifiers to detect coron-
avirus infections. Among the eight classifiers, neural networks and k-Nearest Neighbors (k-NN)
performed the best, and the accuracy was 92.89%. The system notified the medical experts of
the suspected cases for further clinical treatment. However, the performance of the developed
system is relatively low for practical uses. Further, El-Rashidy et al. [91] demonstrated a DL ar-
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chitecture based on end-to-end nature to diagnose and monitor coronavirus-infected patients. In
the proposed system, the patients are monitored through wearable sensors and smartphone app.
A fog network is used to handle the data storage and transmission issues, and a CNN architecture
with transfer learning diagnosed the COVID-19 patients from X-ray samples. The experimental
data is collected from two publicly available datasets [86], [92], and wearable sensors. It is found
from the experiments that the developed scheme obtained accuracy and specificity of 97.95% and
98.85%, respectively. The physicians monitored the patients in real-time and guided the indi-
viduals properly. However, energy consumption and storage issues are still a challenge for this
system. In another research, Karmore et al. [93] developed humanoid software for the diagnosis
of coronavirus in IoT networks that can identify whether an individual is infected with this ail-
ment or not. The robotic system used IR sensors and a camera module for navigation, and the
E-Health sensor kit and chest X-ray scans were utilized for diagnosis. The developed humanoid
robot used NodeMCU, Raspberry Pi, temperature sensor, ECG sensor as hardware components.
Three pre-trained architectures like InceptionV3, ResNet50, and Inception ResNetV2 diagnosed
positive cases from X-ray samples. The average accuracy found from the proposed system is
97.95%. However, the security issues during the data transfer are not depicted here.

Table 2.3: Summary of COVID-19 detection frameworks in IoHT environment.

Refs. Data Techniques Accuracy (%) Comments
[85] CXR dataset and

real-time sensor data
CNN, SVM 99.06 No monitoring system from the

doctor’s end is developed.
[87] Real-time sensor data CNN 66.67 The outcome is relatively low

for real-time use.
[88] Various public

datasets
Faster-RCNN, ResNet-101 98 No usability study is mentioned.

[89] CORD-19 dataset,
and real-time sensor
data

Eight ML techniques 92.89 The performance of the devel-
oped system is relatively low for
practical uses.

[91] Two open-access
datasets and real-
time sensor data

ResNet-50 97.95 Energy consumption and stor-
age issues are still a challenge
for this system.

[93] Real-time sensor data InceptionV3, ResNet50,
Inception ResNetV2

97.95 The security issues during the
data transfer are not depicted.

[94] Real-time sensor data Random Forest, Naïve
Bayes, SVM

73 The system achieved compara-
tively low performance.

[95] Real-time sensor data K-means algorithm, SVM,
Bayesian classifier

86 The accuracy rate of the system
is not up to the mark.
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Furthermore, Cacovean et al. [94] introduced an IoT-based framework for COVID-19 detec-
tion where ML techniques are utilized for diagnosis. The data from the participants are collected
using wearable devices like GPS, temperature, and HR sensors. The retrieved data are sent to the
oracle cloud server for processing through the Bluetooth module. Random Forest obtained the
best outcome from the experiments among the three classifiers, and the accuracy value is 73%.
The prediction outcomes are directly sent to doctors and patients’ guardians to take further steps
for proper treatment. However, the system achieved comparatively low performance. Afterward,
Kumar et al. [95] presented a system to monitor the COVID-19 patients using sensor and IoT
technology. The participants retrieve the real-time data using IoT sensors and feed it into the
Bayesian network for preprocessing. The IoT devices are configured and accessible using wire-
less sensors to send the data to the patient’s repository. The data are trained with SVM and predict
the coronavirus cases from the test samples. The scheme appraised 87.23% and 86% accuracy for
recovery and prediction, respectively, using SVM. In addition, the K-means algorithm estimated
the spread as well as recovery rate. However, the accuracy rate of the system is not up to the
mark.

Table 2.3 briefly discusses COVID-19 detection systems highlighting features such as the
datasets and techniques used for detection, the accuracy as a performance metric, and comments
of each reviewed system in the IoHT environment.

2.3.2 Heart Disease

Heart disease has become a very crucial and acute ailment for every aged people, especially for
adults. An estimation shows that heart disease is responsible for approximately 30% (18 million
individual) deaths among all death cases per year [96], [97]. Hence, the researchers focus on the
development decision support system in the smart healthcare environment to reduce the severity
of heart disease. The significant developments of heart disease diagnosis using ML in the IoT
environment are demonstrated here.

Recently, the author of [98] developed a patient monitoring system for heart patients in an
IoT environment where the data from the patients are analyzed using a modified Deep Learning
Modified Neural Network (DLMNN). The body-worn sensors collected data from the patients
and securely sent them to the cloud for further processing. In addition, the proposed system used
the Hungarian HD dataset [99]; benchmark data for HD classification to detect the presence of
abnormality. An alert message is delivered to the doctors when any abnormality is detected.
However, the developed scheme obtained comparatively low performance in the case of a small
data size. In another work, Ali et al. [100] proposed a smart healthcare monitoring framework for
HD-infected patients using the concept of ensemble learning and feature fusion. The extracted
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features from sensor data and patient history are merged through the feature fusion technique in
this system. The information gain method eliminated the unnecessary and redundant features, se-
lected the most appropriate features responsible for the disease. A semantic web rule language is
introduced that recommends the activities of the infected patients automatically. Lastly, the Log-
itBoost technique, an ensemble learning classifier, is used to predict HD and obtained an accuracy
of 98.5% from the experiments. However, the developed system used traditional techniques for
feature selection, reduction, and classification. Afterward, Deperlioglu et al. [101] introduced a
framework for HD diagnosis using an autoencoder network in an IoHT environment. The devel-
oped system comprises a cloud environment where beacons are used for data sharing and a central
system to synchronize the cloud and devices’ communication and ML architecture. This system
uses two heart sounds datasets named PASCAL B-Training [102] and Physiobank-PhysioNet A-
Training [103]. The developed system obtained accuracy, sensitivity, and specificity of 100%
for the PASCAL dataset. In addition, an accuracy of 96.03%, 91.91%, and 90.11% are achieved
for healthy heart sounds, extrasystole, and murmur, respectively, from 479 real-time participants.
However, no voice command facility is available in this study to ensure less physical interaction.

In another research, the authors of [104] presented a ML-based HD diagnosis system in the
IoMT cloud environment using Modified Salp Swarm Optimization (MSSO) and an Adaptive
Neuro-Fuzzy Inference System (ANFIS). The data from the IoMT sensors and UCI [99] and
Framingham database [105] are used to diagnose the presence of HD. The MSSO technique opti-
mized the dataset’s attributes to find the best features, and the ANFIS trained the most appropriate
features and diagnosed the disease. The experimental results found that the system achieved ac-
curacy, AUC, and precision of 99.45%, 99%, and 96.54%, respectively, using the datasets, yet
no results are presented for real-time data. The authors of [106] proposed an IoT-based system
using Modified Deep Convolutional Neural Network (MDCNN) to predict HD. The data (BP and
ECG) used for this study are collected from smartwatches and heart monitor devices attached to
the patient’s body. In addition, some open-access databases like UCI [99], Public Health, and
Framingham [105] are also used to train the network. In this framework, Long-range (LoRa)
communication protocols, LoRa cloud, and servers are used to ensure the real-time monitoring
of the patients. The developed framework categorized the sensors’ data into two classes (normal
and abnormal) and obtained an accuracy of 98.2% from the experiments. However, no wearable
prototype is mentioned here. Further, Tuli et al. [107] developed a smart healthcare framework
named HealthFog to diagnose HD using ensemble learning in IoT and Fog computing environ-
ments. To evaluate the performance of the developed system with respect to energy consumption,
accuracy, latency, and execution time, FogBus (Fog-based cloud environment) is utilized. The
FogBus is comprised of the worker node, the cloud data center, and the broker node. The Bagging
classifier categorized the data collected from sensors and benchmark datasets [99] of HD. The
developed prototype achieved an accuracy of 89% from the experiments for the test cases. As the
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ML architecture is trained in each worker node of every fog node, the time consumption becomes
comparatively high.

In another study, Nguyen et al. [108] introduced a scheme for diagnosing HD using ML in
an IoT environment. ECG devices collect the data from patients and send them to cloud stor-
age through Wi-Fi. Wavelet-based Kernel Principal Component Analysis (wkPCA) technique
pre-processed the raw data and extracted the most relevant classification features. The extracted
features are fed into a Backpropagation Neural Network (BNN) that diagnoses the HD based on
the input data. The developed system achieved an accuracy of 98.03%. However, no notification
system to alert physicians has been developed yet. Furthermore, the authors of [109] demon-
strated an IoT-based framework to diagnose HD using cloud storage and ML algorithms. The
data is collected from the human body using medical IoT sensors, and benchmark datasets [110]
from UCI are also used for the experiments. All the data are stored in a cloud database, and ML
techniques are applied to the cloud database to predict the presence of HD. Among four classifiers,
J48 performed the best and obtained accuracy, precision, recall, and F1-Score of 91.48%, 91.50%,
91.50%, and 91.50%, respectively. However, no real-time study is illustrated in this system.

Table 2.4 summarizes HD detection systems considering some features such as the used
datasets, the used algorithms for detection, the accuracy as an evaluation metric, and comments
of each developed system in the IoHT environment.

2.3.3 Diabetes

Diabetes is another life-threatening disease for humankind that results in many deaths per year.
An estimation shows that almost 463 million individuals had diabetes in 2019, and the numbers
are expected to grow to 578 million and 700 million by 2030 and 2045, respectively [111]. As this
ailment is rising rapidly, early diagnosis of diabetes is necessary for the sake of people. Various
studies are conducted to diagnose diabetes early, utilizing AI, IoT, and Big data [112], [113]. The
works that have been developed recently for diabetes detection are illustrated in this section.

In recent times, Rghioui et al. [114] developed a framework to monitor and predict diabetic
patients using ML techniques in IoT networks. In this system, the glucometer is connected to
NodeMCU to record the data from patients seamlessly. A vast amount of collected data are sent
to the cloud database using IoT platform and processed using ML algorithms, and the decisions
are sent to doctors for further treatment. The dataset comprises five features with 12612 records.
Among the four algorithms, Random Forest achieved an accuracy of 96.05% from the exper-
iments. In another research, Allugunti et al. [115] proposed a diabetes prediction framework
using the concept of IoT and a decision tree to monitor the infected patients in real-time. The
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data is collected from IoT sensors and contains eight attributes and 15,000 realities. The best fea-
tures from the dataset are selected using the concept of entropy measurement. The experimental
outcomes show that the developed framework obtained accuracy and an error rate of 96.43% and
5.37%, respectively, in prediction. However, the detailed data collection procedure is not men-
tioned here. Afterward, Efat et al. [116] demonstrated a health monitoring system focusing on
diabetic patients that can monitor the level of sugar, sleep time, food intake, and pulse rate. The
patient’s data is continuously sent to a neural network using wearable sensors through Bluetooth,
and the developed architecture categorizes the data based on the severity of diabetes cases. An
alert message/call is sent to the patient’s guardians and caregivers in an emergency. The devel-
oped scheme appraised an accuracy of 84.29% from 25 diabetes patients’ data. A web portal
monitors the patients’ health status continuously. However, the performance is relatively low for
practical use.

In another work, a diabetes monitoring and prediction framework is proposed in [117] utiliz-
ing IoT and ML techniques. The system used a blood glucose meter, Arduino, and GSM modem
as hardware components. The experimental data are retrieved using the glucose meter using an
edge device like Arduino and processed in the microcontroller. The decision of the processed
data is automatically sent to mediators through a GSM modem. The author found the Random
Tree classifier to provide the highest accuracy and lowest training time among the four used al-
gorithms, and the value is 97.87% and 0.03 seconds, respectively. However, the glucose sensor
and Arduino could not be operated at the same time. Further, Rghioui et al. [118] introduced
an intelligent framework for diabetes-infected patients monitoring using ML architectures in IoT
networks to monitor physical activity, glucose level, and body temperature. A glucometer, tem-
perature sensor, and motion sensor are used for data collection purposes at the patient’s end. The
collected data are transferred to the database station using a smartphone through 5G networks.
The patient’s records are classified using six classification algorithms, and the Sequential Min-
imal Optimization (SMO) obtained the best accuracy of 99.66%. Whenever any abnormality is
found, a notification text is sent to the doctors to take proper steps for treatment. However, the
latency is comparatively high in this system. Afterward, Godi et al. [119] developed a health-
care monitoring framework to diagnose and monitor disease using ML modalities through IoT
networks. Various wearable devices are utilized to retrieve data from patients from different sce-
narios like homes and hospitals. In addition, a diabetes dataset from the Kaggle repository [120]
is used for experiments. ML techniques classified the data based on the presence of abnormality.
Among four classifiers, SVM achieved an accuracy of 80.51%, precision of 76%, recall of 65%,
and F1-Score of 70% for the positive diabetes class. The predicted results are shared with the
physicians, mediators, and patients’ caregivers. However, the performance is relatively low for
real-time implementation.

To predict diabetes mellitus, the authors of [121] introduced a novel framework using ML
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in the IoT environment. The glucose sensors collected the blood sugar data from the patients,
normalized it into the proper format, and transferred it to the storage device using Hypertext
Transfer Protocol (HTTP) and Message Queuing Telemetry Transport (MQTT) protocol. The
system also used a benchmark dataset for the experiment. Two ML classifiers named SVM and
k-NN are used for diabetes prediction, where SVM achieved accuracy and F1-Score of 90% and
89%, respectively. However, real-time cases are not found there. Furthermore, Kaur et al. [122]
introduced a framework named CI-DPF to predict diabetes in a cloud-based IoT environment.
The blood glucose level from the patients is collected using smart sensors and sent to the cloud
environment for storage and further processing through IoT devices. The proposed system also
used benchmark data named Pima Indians Diabetes dataset [120] for the experiment. Ensemble
learning is used to diagnose diabetes from the patient’s records. The decision tree and neural
network ensemble obtained accuracy, sensitivity, and specificity of 94.5%, 79.5%, and 83.12%,
respectively. However, real-life clinical tests have not been conducted here.

Table 2.5 briefly discusses diabetes detection frameworks highlighting properties such as the
used datasets, the used algorithms for detection, the accuracy as a performance metric, and com-
ments of each reviewed system in the IoHT environment.

Table 2.5: Summary of diabetes detection frameworks in IoHT environment.

Refs. Data Techniques Accuracy (%) Comments
[114] Real-time sensor data Naive Bayes, Random For-

est, OneR, SMO
96.05 No user prototype is shown in

this system.
[115] Real-time sensor data Decision Tree 96.43 The detailed data collection pro-

cedure is not mentioned.
[116] Real-time sensor data Neural network 84.29 The performance is relatively

low for practical use.
[117] Real-time sensor data Six ML algorithms 97.87 The glucose sensor and Arduino

could not be operated at the
same time.

[118] Real-time sensor data Six classification algo-
rithms

99.66 The latency is comparatively
high in this system.

[119] Benchmark data from
Kaggle and real-time
sensor data

Decision tree, Regression,
k-NN, SVM

80.51 The performance is relatively
low for real-time implementa-
tion.

[121] Real-time sensor data k-NN, SVM 90 Real-time cases are not found in
this study.

[122] Pima Indians Di-
abetes dataset and
real-time sensor data

Ensemble of decision tree
and neural network

94.5 Real-life clinical tests have not
been conducted.
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2.4 Ambient Assisted Living

AAL involves combining sensors and actuators in an IoT environment to communicate and pro-
vide enhanced lifestyle and human-independent care for older adults. With 87% of older adults
preferring living in their own homes over senior homes [123], there are two target environments
for AAL; senior care homes and older adults’ private homes. We first go in-depth into the studies
carried out to define the needs of the seniors, then discuss the implementations both with and
without a robotic social agent.

2.4.1 User Needs Studies

Several studies are directed towards studying the needs of older adults. Such requirements can
be categorized into physical assistance, emotional support, reminders, or social support. Bedaf
et al. [124] performed a user study with different stakeholders, including 11 formal caregivers,
seven informal caregivers, and ten older adults as part of the ACCOMPANY project. After the
users interacted with a robotic system (Care-O-Bot 3) in a fetch-and-carry scenario and a scenario
where the robot reminded them to drink water, the authored received several suggestions on the
functionalities they needed. As such, the authors concluded that a social robot for elderly care
needs to have advanced speech interaction capabilities, fetch and carry various objects, detect
dangerous situations, alert the caregivers, and be adaptable to individual user needs. Likewise,
the HomeMate project [125] defined five main scenarios that would benefit users the most: fetch-
and-carry, infotainment (music and movies), gaming services, video chatting, and reminders for
various events.

After implementing a physical prototype and its testing with older adults, the authors em-
phasized the importance of natural interaction, specifically through speech. Other studies, such
as [126], highlight the importance of combining both AAL sensor technologies with a robot for
task achievement as well as social companionship. Similar conclusions were made in [127],
where the authors highlighted how 50% of older adults requested efficient speech interaction and
added that the inclusion of a robotic platform provides multiple benefits. Syed et al. [128] high-
light that movement should be monitored for older adults, citing falls as one of the major causes
of death in the senior community. Other studies that highlighted the needs of older adults in-
clude [129], [130]. The requirements can be summarized as:

• Provide a natural means of interaction that require minimum to no learning by the older
adult.

• Remind the users of medications, appointments, and events.
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• Provide infotainment services such as music, movies, and cognitive games.
• Real-time monitoring of health vitals and detection of emergencies.
• Include a robotic platform for task achievement as well as social companionship.

In the remaining section, the implementation of various platforms for AAL is discussed. First,
we showcase research done with IoMT environments without robotic agents, followed by studies
involving social robots as a central system component.

2.4.2 Smart Homes

Komai et al. [131] present a system to monitor the activity of multiple seniors simultaneously
based on Bluetooth Low Energy (BLE) with a beacon in the user’s name card and the Received
Signal Strength Indicator (RSSI). Likewise, [132] uses BLE and RSSI to create a low-cost indoor-
localization method to track and estimate users’ location. They propose the method as a low-cost
system to detect older adults’ activity and early signs of frailty using a Random Forest classifier.
Although both systems are proposed based on low-cost solutions for indoor localization, they can
only achieve room accuracy. Marques et al. [123] present an indoor environmental monitoring
system that measures room temperature, relative humidity, CO, CO2, light detection, and trans-
mitting the messages through XBee through Zigbee networking protocol. The system proves to be
a modular and cheap solution for indoor air quality monitoring. The work is extended in [133],
where a robotic platform is integrated equipped with a gas sensor to detect levels of Liquefied
Petroleum Gas (LPG), isobutane, and propane, which can lead to explosions when they reach
specific levels. Based on the famous Turtlebot platform, the robot can notify the user through the
Facebook social platform. The system provides a safe way for monitoring gas levels but allows
for little to no control by the user. Diraco et al. [134] propose a sensory system based on radars
to monitor heart and respiration rates of older adults without contact (from a distance), achieving
95% and 91% accuracy, respectively. The authors also utilized the radar for fall detection, result-
ing in a sensitivity of 97% and specificity of 90%. Nevertheless, ultra-wideband radio signals can
measure a few vital signs and need a more versatile system to integrate more sensors. The authors
of [128] propose a framework for monitoring physical activities and utilizing ML algorithms for
more accurate and faster predictions and decisions. They build on the mHealth framework, ini-
tially proposed in [135] to collect data from multiple sensors and combine them to predict 12
different physical activities using a multinomial Naïve Bayes classifier, achieving an accuracy of
97.1% on the mHealth dataset. Although the framework sounds promising, it is yet to be tested
in a real-world environment.
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A mobile application called InfoSage is offered by Quintana et al. [136] to connect older adults
to their formal and informal caregivers, centred around the older adult as the keystone user. The
solution focuses on dementia patients and offers a tracker and reminders for appointments and
medications. The system provides capabilities for exchanging messages between family members
(informal caregivers), doctors, and older adults and share information. The authors also perform
several user studies on the acceptance and usability of their platform. Stavrotheodoros et al. [129]
propose the IN LIFE platform, a cloud-based solution that combines various sensors focusing
on personalization and easy installation for cognitively impaired older adults. The system is
capable of monitoring user activities through unobtrusive sensors and multilayered architecture.
The system is comprised of 3 layers, a perception layer with the various sensors for data collection,
a gateway layer that combines the data and transmits them to the final layer (cloud layer) using
MQTT protocol. The cloud layer stores and analyzes the data. The work is extended in [137]
by establishing the system and using motion sensors and door sensors to identify user habits and
a panic button for older adults when there is an emergency. The authors of [138] propose an
AAL system that utilizes fog computing. A system is put in place that incorporates radar sensors
to detect daily activities and implements an algorithm to detect whether the patient is suffering
from a neurological disease attack, if they are idle, or if no patient is detected. Utilizing the fog
layer in the system leads to minimal response delay and energy consumption coupled with more
bandwidth efficiency and overall performance.

Several of the proposed solutions provide promising solutions for AAL, all aiming at better
and healthier living. Nevertheless, the area still requires much work, specifically applying the
proposed systems in real-world environments for elaborate testing and user feedback.

2.4.3 Social Robots

Previous studies did not harvest the power of robotics to provide more functionalities for older
adults. The following discussion tackles studies that involve social robots, a summary of the most
prominent works is provided in Table 2.6. Portugal et al. offer SocialRobot in [142], a modular
robotic platform with independent layers. SocialRobot can adapt to user’s preferences and in-
cludes Human-Robot Interaction (HRI), emotion and facial recognition, and speech interaction.
The robot is based on Robotic Operating System (ROS) and uses a sequential database (MySQL)
to store data for more personalized interactions, which the authors called SoCoNet. The work was
extended in [144] and [127]. The authors studied the effect of including environmental context
on the decision process and tested SocialRobot in an elderly care home for a week. Besides nav-
igation and storing data on its users, SocialRobot can also recognize faces and users’ emotions.
After testing SocialRobot in an elderly care home in the Netherlands, the authors concluded that
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considering the current context improves the accuracy of predictions. They also noted that al-
though the robot was generally deemed acceptable by the older adults, it should incorporate more
effective speech interaction and anthropomorphism (arms) for better functionality, which it is not
equipped with. SocialRobot covers several requirements of the older adult community. However,
it has been shown that integrating social robots in an IoT environment with sensors that track
older adults provides much greater promise. Moreover, the caregivers and older adults requested
functionalities such as playing music, movies, games, and memory training activities.

The HomeMate project [125] conducted studies to define older adults’ requirements for cre-
ating a robotic platform. The HomeMate robot can play movies and music, link older adults with
their family members and friends through video chat. Besides that, it was also able to communi-
cate through touch and voice interaction and schedule reminders for different events, thus tackling
the missing functionalities from the SocialRobot project. However, the users still requested more
natural and intuitive speech interactions, possibly through a more intelligent Natural Language
Understanding (NLU) module. Moreover, the robot was also missing a link to smart devices for
monitoring environmental conditions and users’ health. While both HomeMate and SocialRobot
tackled senior home environments, Gross et al. proposed a robot companion for private homes
called Sympartner [145]. The companion can provide reminders, health updates, daily routines,
greet visitors at the apartment door, detect and identify objects and faces. Sympartner had au-
tonomous navigation but did not have a manipulator to carry objects. HRI was done through a
graphical user interface as well as through simple speech commands. The robot was deployed
with 20 participants in their private homes for five days each in Germany. Although the overall
feedback from the participants was positive, they requested speech understanding capabilities.
Moreover, the robot was reported to have failed several times and required remote teleoperation
by the researchers, presenting privacy concerns to its users.

The previous studies involved social robot implementations. However, none of them were in-
tegrated into smart home environments with other environmental and health monitoring sensors.
The idea of including robots in the AAL environment is recommended by [143], [146]. This can
be thought of as an Internet of Robotic Things (IoRT) framework. Nasr et al. introduce a solution
for AAL environments with robotics in [139]. The platform connects heterogeneous agents such
as mobile robots, virtual assistants, and mobile phones with smart sensors and wearables. The
system was designed with an emphasis on HRI and intuitive speech interaction with its users. The
authors developed the platform with a MySQL database for storing reminders, a mobile phone to
utilize Google Assistant’s speech-to-text functionality, a Fitbit Versa2 smartwatch for HR mon-
itoring, and a simulated robot in ROS and Gazebo. Two different protocols for data sharing are
provided in the system, MQTT and Representational State Transfer (REST) API, to allow all
kinds of smart devices and agents. The system is shown to respond to natural ways of giving
commands and without the training of users. It provides its users with control over the robotic
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system by sending navigation commands and teleoperation through speech. Also, the authors
emphasize the idea of offering the same functionality across all devices through utilizing a com-
mon NLU and Dialogue Management agent. While the system shows great promise in integrating
heterogeneous systems in a modular way, it still needs to be tested in a real-world environment.
It requires a functional robot capable of at least autonomous navigation and moving objects. Do
et al. propose a similar approach to the problem through the robot-integrated smart home plat-
form (RiSH) [143]. They utilize a Pioneer 3DX platform based on ROS and are equipped with a
microphone for acoustic detection. The robot is linked to a network with body sensors, including
an Inertial Measurement Unit (IMU), motion sensors, and a smartwatch to obtain ECG, SpO2,
and respiration rate readings and a home sensor network which includes a passive infrared for
binary motion detection and microphones for acoustic data. The authors present a system that is
extensible and capable of leveraging smart home sensing capabilities. Furthermore, they conduct
experiments with 12 older adults to detect human trajectories down to a 0.2-meter accuracy and
recognize 37 different human activities and falls with accuracy up to 88% and 80%, respectively.

Another study that follows the integration of robots for AAL is provided by Loza-Matovelle
et al. [140]. The system is composed of a heterogeneous network of sensors both on a robotic
platform and a bracelet that the user wears. The bracelet can measure HR and body temperature,
and angular acceleration and heading (gyroscope). The accelerometer and gyroscope are used
to detect falls of the older adult and send warnings to the family members. The robot is capable
of localization and obstacle avoidance but needs to be teleoperated. In addition, it is capable
of facial recognition to maintain contact with the user during interaction and allows for video
conferencing with formal and informal caregivers (telepresence). The user is provided with the
ability to interact with the robot and a hologram (called the interactive pyramid) through speech
and a chatbot. The interactive pyramid’s speech interface updates the user on the weather, time,
reminders on medications and visits, as well as health recommendations. In essence, the system
is like the works in [139], [143]. However, it uses teleoperating, which creates a privacy risk and
lower autonomy of the system, and the system is yet to be tested in a more realistic environment.
Gomez-Donoso et al. [141] integrate a robotic system into an AAL environment equipped with
cameras to detect dangerous situations. The authors found that the existing system does not detect
dangers such as objects on the floor, knives (which change location), and dangers in occluded
areas. Therefore, they added a Pepper robot based on ROS with an RGB-D camera to detect
such dangers. The robot was capable of ground plane detection and clustering of pixels to find
objects on the floor. Also, as the robot moves, it uses an R-CNN to detect smaller sources of
danger, such as electrical outlets and knives. Pepper was also capable of autonomous navigation
and detection of people who had fallen. The robot was linked to Wi-Fi and would send out an
alarm whenever the older adult was in danger. The authors tested the robot in IoT environments
covering residential areas, clinical areas (nursing homes), and offices. The robot is shown to
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increase the ability of the AAL to detect potentially harmful circumstances in different scenarios.
Such a system is powerful but would benefit when integrated with other sensors that monitor the
user’s health vitals.

2.5 Software Integration Architectures

Global business processes in IoMT demand information to be shared quickly and efficiently across
many different software, tasks, and applications. Having discussed the general areas of research
in IoMT, we find much common ground in approaching and the architectures utilized. To unify
the approach and paving the road from research to implementing the systems in real-time envi-
ronments, various architectures are provided in literature that attempts an inclusive solution for an
IoMT environment that is modular and easily extensible in its functionalities. However, each ar-
chitecture is tailored to a specific use case. This section gives an overview of the most promising
architectures and frameworks proposed in this area and an in-depth analysis of their advantages
and shortcomings.

Petrovic et al. [147] popped the following question: Why recreate devices, sensors, and sys-
tems. At the same time, we can use off-the-shelf solutions and augment their capabilities to pro-
vide a far more functional system. Therefore, the authors use Commercial off-the-Shelf (COTS)
smart devices (COTS component) and combine them through an Interactivity component that
provides an interface to retrieve data from the COTS devices and performs pre-processing stages.
This layer can also detect some patterns and issue warnings in danger to a patient’s health. The
third and last component of the system is the cloud component which synchronizes the COTS
devices and takes care of big data analytics. While this solution offers faster solutions and lower
costs, it is mentioned as an idea, and no validation is provided. Both [148] and [128] design a
very similar architecture to approach the integration of IoMT. In [148], the authors developed an
integrated medical platform for RHM. The platform is multi-layered to enable easy integration
and expandability. The first layer, the perception layer, combines all the sensors that collect data
about the patient and their surrounding environment that could affect the patient’s health. The
next layer is the network and gateway layer, which transfers the data from the perception layer and
processes it. The last layer stores and integrates the data received from various sensors and makes
informed decisions. The authors showcased the architecture using sensors to measure multiple
vitals, including HR and body temperature and environmental data like light intensity, humidity,
and temperature. They also utilized the system for fall detection. The system is promising but
does not present a means of interacting with users. It also presents a great resemblance to the
architecture used in [128], which augmented it with the mHealth dataset and a user interface for
caregivers (in the application layer), yet not its primary users; patients.
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Most architectures in literature highly depend on cloud infrastructure for storage and analyt-
ics. Other architectures include Hadoop Map Reduce techniques to process vast amounts of data
in parallel. Although utilizing the cloud provides virtually unlimited space and computational
power, a side effect is the time delay in transferring data. This led researchers to use faster com-
munication, analysis, and temporary storage within the user’s local network to promote a more
effective response to dangerous situations with minimum to zero delays. The devices that pro-
vide these functionalities are referred to as fog devices. The name comes from the real-life fog
to resemble its proximity to the ground (environment) instead of the cloud. One of the first re-
search works in that area was presented by Vora et al. [138]. The system implemented is used
for the detection of ADL based on a radar sensor. The authors highlight further advantages in
using fog devices for IoHT. It increases bandwidth, lowers data transfer latency, and offers a
complementary decrease in energy consumption and data overload compared to cloud comput-
ing. Loza-Matovelle et al. [140] propose an architecture that focuses on integrating robotics and
HRI methods. The system combines a network of heterogeneous sensors and actuators in a de-
centralized manner that decouples the functionalities of various agents. It is made of two servers
that communicate together. A local (ROS-based) server oversees task achievement while a server
for web services integrates with interactions with the users. All communications in this system
use the MQTT protocol. The system is implemented with different sensors, a robotic platform,
and a hologram for user interaction, thus showcasing its functionality. While the system shows
great promise of integrating various kinds of agents and modularity, it will need a ROS network
integration for each new agent, which is not useful for non-robotic agents. Therefore, further
breakdown of the local server can prove more practical, as shown in other works discussed here.
Nasr [139] provides a framework that focuses on modularity and scalability and integrates het-
erogeneous agents, sensors, robots, and HRI devices for AAL scenarios. In [149], the framework
is deployed in two scenarios (RHM and AAL), using the same building blocks and combining
both a cloud and a fog layer. The framework is divided into three independent layers, namely:

• Device Layer: Includes smart sensors in the environment or on the user’s body, robotic
agents, and agents used for user interaction such as mobile phones, virtual assistants, or
gesture control devices. This layer covers all kinds of objects that can interact with the real
world and users.

• IoT Fog Layer: Decentralized computing and storage device(s) that receive the data from
the device layer, preprocess it, and sends required data to the cloud. Fog devices reside in
the local network of their users.

• Cloud Layer: Central hub for large data storage and analytics. It allows easily expanding
the capacity of the system for processing and prediction models.
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The authors argue that the proposed division of layers and clearly defined communication
protocols and methods allow the framework to be flexible enough to fit into different use cases and
personalize each user according to their needs. Two prototypes are created using the framework
with different agents and capabilities, but the prototypes still need user testing and feedback in
real-world scenarios. Similarly, a multi-layer architecture made of a device layer, fog computing
layer, and a cloud layer is presented in [150]. The device and fog layer house the physical devices
in the environment and the fog devices, respectively. The cloud layer separates the data and
devices from the application and manages the data, contains the rule and data analytics engine.
The architecture is implemented in an AAL environment with real-time monitoring of HR and an
indoor positioning system. The communication was done through the MQTT protocol. The data
is stored using a Redis database in the fog layer and MongoDB in the cloud. Feria et al. [151]
created an architecture of 3 separate layers. The remote portable device layer combines all the
sensing and action devices in the physical world and allows data collection and manipulation of
the environment. In their implementation, the devices in this layer contain either a sensor or an
actuator, microcontroller, and a communication module, BLE. The second layer receives data
from the remote portable device layer and coordinates the devices through adding, removing, or
applying changes to devices. The collected data is also manipulated and temporarily saved before
being sent to the next layer, and time-sensitive reactions are made at this layer. Therefore, it can
be thought of as a fog layer like that proposed in [139], [150], [138]. The final layer is called the
web service application layer. It reorganizes the data to be presented to the users in different forms
of user interfaces. The architecture utilizes BLE for communication with devices and JSON and
RESTful API for communication with the web service layer. The system is presented to the user
as a Service-Oriented Architecture (SOA), where the users can interact and control the devices
and functionalities in the form of services. The system, however, was not tested in a real-world
environment or implemented as a prototype.

2.6 Discussions, Challenges, and Future Directions

This section describes the open discussions of the reviewed frameworks and the challenges avail-
able in existing systems. In addition, the potential future research directions are highlighted to
demonstrate the scope for further study.

2.6.1 Open Discussions

In this chapter, we have described smart healthcare frameworks highlighting areas such as health
monitoring systems based on wearable devices and smartphones, disease detection using ML,
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utilizing IoMT and social robots for AAL, and software integration architectures used to develop
such assistive frameworks.

The summary of the health monitoring systems based on wearable devices and smartphones
is illustrated in Tables 2.1 and 2.2. From Table 2.1, it is evident that almost all the systems
can measure the heartbeat and body temperature of the patients, which shows the importance of
these vitals. Additionally, some of the developed frameworks [61], [62], [63]. Furthermore, [65]
measure BP along with the heartbeat and body temperature. The commonly used edge device is
NodeMCU in most cases; some of the schemes [58], [59], and [60] used two devices as edge com-
puting device. Almost all the systems used Wi-Fi for data transfer; only the systems introduced
in [62] and [63] utilized Bluetooth for data communication. ThingsPeak and web applications are
very common for data visualization that assists physicians in monitoring the patients. Further,
Adafruit and LabVIEW are used in [60] and [63] for data visualization. A common negative
aspect among the surveyed studies is that the frameworks are not adequately manufactured for
clinical uses. From Table 2.2, it is found that most of the reviewed systems monitored a single
sign for the patients except the frameworks developed in [70] and [77]. The camera module (rear
and front) is used in most cases as a sensing element; only the schemes introduced in [70] and [74]
utilized a microphone and accelerometer for data perception. The different iPhone and Samsung
brand smartphones are used for the experiment, although the prototype presented in [74] did
not mention any smartphone model. The highest number of participants (205 people) are found
in [73], and the lowest number (5 individuals) is in [76]. The maximum and minimum video
duration of the collected data is about 15 min and 10 seconds for [73] and [76], respectively. A
data sampling rate of 30 Hz is utilized almost in all cases. No security concerns are handled in
most smartphone-based health monitoring systems.

The summary of the ML-based disease diagnosis (COVID-19, HD, and diabetes) in the IoHT
environment is shown in Tables 2.3, 2.4, and 2.5. It is observed from Table 2.3 that the reviewed
systems utilized both the benchmark and real-time sensor data, as the amount of data for COVID-
19 cases is relatively small. Most of the systems used CNN or variants of CNN as a classification
algorithm; conventional ML technique is also used in some cases [89], [94], and [95]. The highest
and lowest accuracy of 99.06% and 66.67% are found from [85] and [87]. Almost all the systems
are not practically used in the target environment. It is shown from Table 2.4 that some common
benchmark datasets like Hungarian and Cleveland databases, along with real-time sensor data,
are used for the experiments. The highest accuracy of 99.45% is achieved from [104] using the
MSSO-ANFIS classification technique, and the minimum value of 89% as an accuracy measure
is obtained from [107] using bagging ensemble learning. No wearable prototypes are developed
in almost all HD diagnosis systems. In diabetes detection, only a popular benchmark dataset
(Pima Indians Diabetes dataset) is used in [122], and the other frameworks utilize real-time data
collected from targeted individuals. Traditional ML techniques are applied to develop support
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systems for diabetes patients. The accuracy values 99.66% and 80.51% are appraised from [118],
and [119] are treated as maximum and minimum. The clinical trials of the developed frameworks
are absent from the study.

AAL has taken a huge portion of researchers’ interest in healthcare frameworks and IoT. The
review presented here divided the efforts in the field into two portions. First, smart home envi-
ronments utilize sensors and actuators to assist older adults in living longer, healthier lives while
reducing the need for specialized healthcare professionals and its associated cost. Researchers
focus on methods to track older adults’ motion and identify their activities in their home envi-
ronments. The systems developed in [131], [132] utilized BLE and RSSI to develop a low-cost
localization system and deployed ML models for activity recognition [128]. Moreover, unobtru-
sive sensors have been of increasing importance over recent years. The primary motivation is
to present solutions that would require minimal effort from older adults to incorporate into their
daily lives. To that end, [129], [134], [137], [138] propose solutions that depend on radar, motion
sensors, and door sensors to identify the senior’s location, activity and detect dangerous situa-
tions such as falls. Finally, approaches that involve more dependency on user interaction, cloud
computing, and storage for better predictive analysis are presented in [129], [136], [138], [152].

These studies are all presented as work-alone systems and do not attempt to capture the full
capabilities that IoT offers to this sector. For example, several studies propose utilizing robotic
systems to provide social companionship, assistance in ADL, and natural interaction with the
provided home systems. Table 2.6 summarizes the approaches to develop social robots in re-
cent literature. A main component of the provided robots is their ability to autonomously nav-
igate the indoor environment and assist older adults without human interference. Other capa-
bilities requested by various stakeholders include fetch and carry facial recognition and video
chatting for telepresence. Researchers developed robots to act as the sole agent for the care of
older adults [125], [142], [145]. Although this brings users personalization, it fails to capture
the power of fully integrated smart sensors. To that end, [139], [140], [141], [143] integrate ex-
isting commercial robotic agents into IoT environments. The main system behind the robotic
systems was ROS, and the main communication protocols utilized were REST and MQTT. The
sensors linked to these robotic systems included smartwatches/bracelets and cameras. A fallback
of the proposed systems is the lack of real-world validation and extensive testing. Such testing is
needed with user feedback to showcase its applicability beyond research and improve the design
and functionalities in a user-based approach.

The presented review also highlights the most recent suggestions for software architectures for
smart healthcare. The main factor that combines the proposed systems is modularity and multi-
layered architecture. The proposed architectures can be summarized to a generic framework as
shown in Fig. 2.4, comprised of the main users, a device layer, a cloud layer, and user interaction
devices. A perception layer or device layer is utilized to combine the sensory data from multiple
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Figure 2.4: Generalized architecture for IoMT, comprising of main users, a device layer for data collection,
a cloud layer for processing, and user interaction devices.
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Figure 2.5: Generalized architecture for IoMT integrating fog and cloud layers enabling real-time analytics,
rapid response, and scalable computing.

sources and stream it to the rest of the system for processing. Such a layer is utilized in most
recent literature. The collected data is then processed in either a local device or in the cloud.
Fog computing is proposed to accelerate response to real-time data and serve as temporary stor-
age [138], [139], [150], [151]. Furthermore, researchers propose a link to the cloud for greater
computational and storage power and enhanced scalability. This leads to the second approach,
which combines both a fog layer and a cloud layer, as shown in Fig. 2.5. Several discussed studies
have used the fog layer to provide real-time analytics and faster response to dangerous situations.
The modularization of smart healthcare is essential, as shown in several studies explored in this
chapter. However, this emphasizes standardizing communication protocols between the layers,
especially between the devices and the device or perception layer.

Several studies opted to create their sensors to conform to their proposed architectures, thus
decreasing the potential benefit. Conforming to COTS sensors and reaping the benefits of the
wide-spread spectrum of sensors for remote healthcare is crucial, which led studies such as [139],

39



[147] to provide a direct link to incorporate these systems. A major fallback in most software ar-
chitectures is their abstract nature. Developing market-ready software architectures goes beyond
linking the layers and transmitting data. Other aspects such as security and privacy need to be
addressed heavily to enable a commercial smart healthcare framework. Such aspects are usually
addressed independently from the framework. The authors see a vital need to include them in the
software architecture design to enable a complete framework for smart healthcare.

2.6.2 Challenges and Further Research Directions

Although several assistive frameworks have been developed using modern technologies to en-
sure smart healthcare, some challenges need to be addressed to ensure a scalable, secure, easily
accessible, and efficient healthcare system. The main challenges, along with the potential future
research directions, are demonstrated here.

The major challenge for implementing smart healthcare using wearable devices, including
smartphones, is integrating the data from different sensors. The various sensors generate several
data types. It is important to convert the signals from heterogeneous sensors attached to patients
to a meaningful format for health monitoring applications. Several data fusion techniques [153],
[154], [155] for integrating information derived from multi-sensory devices can be investigated as
a means of providing streamlined signals for improving reliability and minimizing the bandwidth
required for communication with the cloud layer as future work. Further, a hybrid body-sensor
network architecture based on multi-sensor data fusion approaches will be investigated based on
the work of [156], [157], [158].

Another key issue relating to the healthcare system based on wearable devices is the security
and privacy of patients’ responsive health records. The security issue has become a widespread
and continuous challenge for wearable devices in IoT environments because of the increasing
complexity of the data and the progressive network attacks. In the future, more secure and
privacy-preserving frameworks using different security ensuring protocols like Blockchain [48],
[159], [160] are recommended that can provide secure data communication among the users (pa-
tients and their families, medical experts, and caregivers). Low power consumption and energy
efficiency are very significant for smart healthcare systems based on wearable devices and smart-
phones, especially for long-term patient monitoring. These issues can be handled by using low
power equipment [161], long-life batteries [162], and energy harvesting techniques [163], [164]
in future research. Another way to increase the battery’s lifetime is the sensors ‘sleep’ and ‘wake-
up’ properties employed to ensure the desired goal.

Along with the previous challenges, smartphone-based health monitoring systems face some
noise as the collected data from smartphone cameras are in image/video format. Generally, the
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noise in the data delivers misinformation to the users. Some major developments for healthcare
applications are needed that are capable of handling noisy environments [165], [166], or some
noise-free solutions [167] as future works. The developed prototypes should be maintained like
low-cost, easy-to-use, and compatible platforms to increase the acceptance rate. More research
and development activities can be ensured for developing assistive devices for smart healthcare
considering the user needs. ML-based disease diagnosis systems also suffer from various unique
challenges that need to be resolved to develop efficient and accurate frameworks for disease de-
tection in IoHT environments.

Remote patient monitoring raises several real-world challenges, such as what to do with miss-
ing or incomplete data. Loss of electric power may cause the loss of some data being collected.
In the worst case, a natural catastrophe such as an earthquake or weather-related event may cause
data loss before archiving it at a central cloud location. This would be particularly problematic for
patients with serious illnesses at home. Also challenging is when multiple patients have severe
conditions that require assistance beyond what healthcare teams can respond to quickly. There
will need to be ways to have a way to send those requests to another healthcare provider. Wearable
devices may also fail, and so there may be incomplete and inconsistent data. We will need ways
to deal with missing data, such as those proposed by Kaur and colleagues [168], [169].

Another challenge is to fit ML and DL algorithms with a small amount of data. To re-
solve the issues related to data shortage, optimized learning algorithms [170], end-to-end ar-
chitecture [171], and synthetic data generation using generative adversarial networks [172] are
highly recommended for future studies. Furthermore, there are several unnecessary features in
the dataset for detecting HD responsible for occurring the disease, and these features often de-
grade the performance of the developed systems. In this scenario, the use of some optimiza-
tion and feature selection algorithms such as genetic algorithm [173], particle swarm optimiza-
tion [174], principal component analysis [175], etc., would be a potential solution to improve
the performance of the detection procedure in future research. Furthermore, most of the studies
depicted that the diabetes detection systems used data from the glucose sensors to achieve their
goal. Hence, the proper design of sensors with long life would be an excellent approach for di-
abetes monitoring and detection. The design of lightweight ML frameworks [176], [177] would
be better suited in the embedded devices to ensure smart healthcare systems in the future study.
Overall, it is found from the reviewed systems that the developed prototypes are not entirely man-
ufactured for practical uses. In some cases, no clinical tests have been conducted yet. Most of
the systems represented their results considering the laboratory environment. Addressing these
issues considering human health conditions will lead to potential research directions in the future.

AAL is a crucial application for smart healthcare, owing to its benefits in improved and 24-
hour monitoring of health and cost reductions on both the older adults and the healthcare system.
Nevertheless, there are some challenges left to tackle. First, a user-based approach is required
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with feedback from older adults and redesign of the system accordingly. The aging society has
special needs that are tough to identify without real-life tests and formal user studies. Moreover,
using robotic agents and their integration into a smart environment is important for physical as-
sistance and social presence. Usability and acceptability of smart healthcare systems by older
adults is linked to enabling independent living in their own home [123], [127], [128], [143], per-
sonalization [128], [129], and the intuitiveness of user-interface as highlighted in [125], [127],
[145], [139]. As a result, it is important to directly tackle these three aspects in designing AAL
systems and follow user-based testing and improvement with older adults in future studies.

Software architectures meant for smart healthcare have been improving and following the
same direction of modularization and scalability. Recent studies highlighted the need for pro-
viding means of integrating COTS and therefore standardizing communication technologies and
protocols. Such protocols need to enable multiple user interfaces to accommodate different users
and applications. Moreover, both fog devices and cloud integration are needed for real-time re-
sponse and the power of the cloud for big data analysis, storage, and scalability. Finally, security
and privacy concerns are of utmost importance when it comes to health-related data. Conse-
quently, these aspects need to be part of the design of the smart healthcare frameworks at an early
stage, utilizing the most recent advancements in Blockchain technologies and allowing access to
data appropriate to users in question.

2.7 Conclusion

Smart healthcare provides a secure, effective, and easily deployable health monitoring system
that can ensure quality healthcare services at a fraction of the cost currently incurred by hospi-
tals or assisted living centers. In this chapter, we briefly discussed the SOTA wearable devices
and smartphones for basic signs monitoring, ML for three significant diseases (COVID-19, HD,
and diabetes) diagnosis, and the frameworks developed to aid the adults in AAL. The software
integration frameworks that are very substantial to develop smart healthcare are demonstrated in
a nutshell in this chapter. We have reviewed the advantages and shortcomings of a wide range of
systems. In addition, we discussed the major challenges of recently developed smart healthcare
frameworks that are the main obstacles to develop assistive prototypes. Some potential future
research directions are recommended for the further improvement of the existing healthcare sys-
tem. It is quite impossible to replace the whole medical system with technology, but it can reduce
the burden of medical experts by introducing some novel architectures. The development of such
assistive systems would be feasible while the medical experts and the researchers would work
jointly in a platform.
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Chapter 3

IoT in Healthcare: Devices, Architectures,
Protocols, and Applications

3.1 Introduction

The IoT concept represents a set of Internet-connected devices that are empowered with com-
puting capability, are easily recognizable, and can share data over the Internet without the need
for physical contact. The IoT revolution has resulted in unprecedented levels of interconnec-
tion among devices, allowing for the development of smart environments. Smart connectivity
with the existing network, as well as context-aware information processing employing network
resources, are essential components of IoT [178], [179]. The IoT allows physical things to see,
hear, think, and execute a variety of tasks by allowing them to “speak” to one another, exchange
data, and make choices. The concept of IoT turns these devices from being conventional to smart
by leveraging its wide range of technologies including embedded applications, Internet Proto-
col (IP) and applications, wireless communications, distributed networks, and sensor technolo-
gies [180], [181]. An important advancement of the current Internet into a network of intercon-
nected objects is that it not only comes into contact with the physical surroundings via actuation,
controlling, and monitoring, nor merely extracts information from the surroundings, but it also
uses traditional network requirements to enhance data transfer, predictive analysis, and commu-
nication [181]. The IoT covers a huge number of applications including healthcare, automotive,
utilities, smart cities, wearables, smart homes, and smart farming [182]. Numerous research
projects, enterprises, and businesses are currently engaged in the creation of various IoT features
to accommodate the growing evolving needs that emerge with such rapid development.

In general, IoT technology contains several unique features [183], [184] that make this area
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of research from traditional ones. The main feature of IoT includes connectivity, which means
that there needs to be a link among different levels for everything that happens in IoT hardware
and devices, including sensors, connected hardware, control mechanisms, and other electronics.
Additionally, connected devices need to share data with other devices in the IoT environment.
Another fundamental feature of IoT is scalability, which is very important as the number of de-
vices connected to the IoT environment is increasing. An IoT system needs to be able to handle
the massive expansion required to properly process the generated data in order to keep up with
this rapid development. Intelligence is another significant feature of an IoT system that enables
an intelligent framework to extract knowledge from the generated data. It is significant as it offers
a means for a device to gradually become more intelligent. Another key feature of IoT is security
which ensures the security of Internet devices and networks. The security feature is useful for
protecting, detecting, and tracking threats associated with a variety of devices. Lastly, dynamic
nature is the key another element of an IoT system. This feature ensures that IoT devices should
dynamically adjust to their area of operations, sensing environment, and contextual information
as well as take appropriate actions.

Recent developments in wireless networks and IoT have motivated various research attempts
to analyze related literature. Every day, innovations in IoT technology, especially in the field of
healthcare are made. In recent times, a number of survey papers that were published reviewed the
IoT technology from distinct viewpoints. The survey work done by Alam et al. [185] presented
several communication protocols and standards that are highly applicable to healthcare applica-
tions. This survey demonstrated the SOTA with five healthcare application scenarios. However,
this survey did not highlight any current developments or contributions towards alleviating the
problems and difficulties in IoT-based healthcare applications. Baket et al. [186] discussed var-
ious parts of IoT-based healthcare applications including the IoT architecture, and components.
The chapter highlights the use of wearable sensors, communication technologies, cloud applica-
tions, and big data in IoT-based healthcare applications. However, some of the important aspects
of IoT-based healthcare applications such as data processing techniques, ML, and network man-
agement are excluded from this survey. Baali et al. [187] reviewed wearable sensors with their
working principles and operations in IoT-based healthcare applications. This study explored wire-
less communication technologies, on-sensor pre-processing abilities, and power systems in sensor
nodes. However, this survey failed to describe network-layer protocols which are restricted to the
legacy protocols and methodologies. Moreover, some significant aspects of healthcare in IoT in-
cluding IoT device capabilities, and ML approaches are not demonstrated here. In another survey,
Sethi and Sarangi [188] discussed several IoT stack taxonomy with a synopsis of the technology
and protocols used at each layer. This review analyzed several kinds of IoT sensors with their
relevant applications. Moreover, the difficulties in introducing the concept of middleware were
highlighted along with their various forms. Silva et al. [189] provided a brief overview of one
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kind of IoT architecture and related technologies. This survey also briefly explained some of the
common communication standards and protocols used in the IoT ecosystem. Following describ-
ing a few IoT applications, certain problems and security challenges were briefly discussed in
this survey. However, an inadequate investigation that raised a lot of issues regarding the com-
plexities of the topic misguided the readers. In [190], the authors demonstrated the features and
visions of IoT as well as insights into some supporting technologies and communication protocols
based on their functionalities. Besides, this review briefly examined the middleware and network
domains. Moreover, this survey focused on addressing and exploring the difficulties and open
problems that the IoT paradigm faces. In another review, Balaji et al. [191] discussed some of
the technologies and protocols used in the IoT domain, followed by providing a synopsis of some
of the security challenges this area faces. The authors highlighted some real-time applications as
well as well-known IoT-based lifesaving technologies. Lastly, a few of the common IoT problems
were discussed, but the future scopes were omitted in this study. Ahad et al. [192] reviewed the
architecture and taxonomy of the 5G-based smart healthcare network, including the communica-
tion technologies, goals, performance measures, and requirements. Besides, this paper presented
a detailed review of several scheduling and routing strategies to meet various goals and needs of
smart healthcare. Further, the authors discussed several open problems and difficulties in smart
healthcare. The review work done by the authors of [193] presented a thorough analysis of several
IoT-based smart healthcare systems that support data transmission and data reception. Moreover,
this survey offered a thorough review of power management, resource management, security and
privacy, and energy management in relation to IoT-based smart healthcare. Qi et al. [194] re-
viewed various IoT applications for smart healthcare, focusing on the aspect of basic symptom
monitoring. Additionally, this review discussed in detail current IoT technology for smart health-
care applications, covering a variety of topics including networking, data processing, and sensor
devices.

This chapter is aimed at highlighting the fundamental issues of IoT device capabilities, ar-
chitectures, protocols, and healthcare applications (see Fig. 3.1) in detail. The IoT device in-
corporates all the necessary components for hardware and software platforms. The hardware
platform describes the most popular portable processing devices such as Raspberry Pi, Arduino,
and ESP8266 highlighting some significant features including power requirement, memory ca-
pacity, and processing power. The software platform is described focusing on the Operating
System (OS)s for small embedded devices and built-in software for IoT-related tasks. The OSs
named Contiki, Mbed, RIOT, Embedded Linux, and Windows 10 IoT are described here with
their distinguished features. The popular and widely used built-in tools for IoT smart applica-
tions include DeviceHive, Kaa, ThingsBoard, Amazon Web Services (AWS) IoT, and Google
Cloud IoT. The IoT architectures such as three-layer, SOA-based, and middleware-based archi-
tectures are depicted to provide cutting-edge insights. The three-layer architecture contains the
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Figure 3.1: Graphical view of the major focuses of this chapter including IoT device capabilities, architec-
tures, protocols, and smart healthcare applications.

layers of perception, network, and application. Additionally, the SOA-based architecture com-
prises a service layer along with the layers of the three-layer architecture. The middleware and
business layers are the additional layer in the middleware-based architecture over the three-layer
architecture. The IoT communication protocols are also demonstrated here to provide an overview
of communication interfaces. The eight popular protocols that are described in this chapter are
Constrained Application Protocol (CoAP), MQTT, Extensible Messaging and Presence Protocol
(XMPP), Advanced Message Queuing Protocol (AMQP), Data Distribution Service (DDS), Low
Power Wireless Personal Area Networks (LoWPAN), BLE, and Zigbee. The most promising
healthcare applications for monitoring, diagnosis, and treatment for individuals using IoT tech-
nologies are demonstrated. The major applications include biophysical parameter monitoring,
chronic disease detection, medication management, telehealth, as well as home and elderly care.
The current challenges for IoT technologies and potential future trends are explored to find out
the research gaps and potential solutions to develop smart applications. The key contributions of
the chapter are highlighted as follows.

• Providing a comprehensive discussion on IoT device capabilities highlighting the area of
hardware and software systems including the processing capabilities, OSs, and built-in
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tools.
• Addressing core technologies for IoT architectures that are the fundamental issues in diverse

application domains of IoT and a detailed discussion on it.
• Analyzing typical IoT communication protocols that deal with data transmission concerns

via networks, as well as providing an overview of each.
• Exploring the in-depth analysis of the most recent and promising IoT-based healthcare ap-

plications incorporating different architectures and protocols for monitoring, diagnosis, and
treatment of patients in hospitals as well as smart home environments.

• Presenting a study of the major open issues for application approaches in the IoT context,
as well as the future trends to provide the scope of further research for smart applications.

The remaining parts of the chapter are organized as follows. The paper collection and selec-
tion criteria are demonstrated in section 3.2. Section 3.3 provides the concept of IoT device ca-
pabilities with proper illustrations of hardware and software platforms. The architectures that are
available in recent times to develop smart systems are described in section 3.4. Section 3.5 demon-
strates the IoT protocols that are generally used to transfer data over the Internet. The healthcare
applications of IoT technology are briefly described in section 3.6. Section 3.7 demonstrated the
open discussions of the IoT technology with the current challenges as well as the potential future
works. Section 3.8 concludes the chapter.

3.2 Paper Collection and Selection

To provide a systematic review of the application of IoT in smart healthcare after discussing
the components of IoT, we followed the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) methodology [195]. PRISMA streamlines the paper selection process
for systematic reviews. PRISMA process has the following sequential steps for completing a
systematic review: identification of papers related to the research domain, elimination of duplicate
papers using scanning, filtering of remaining papers based on eligibility criteria, and creating the
final list of papers to be reviewed by including the selected papers. The paper selection process
through PRISMA for selecting the papers for a systematic review is illustrated in Fig. 3.2. For this
review work, we considered the peer-reviewed research works published in reputed international
venues mostly within the years from 2017 to 2022. We only considered the research works that
were written in English. We initially collected 739 papers from Google Scholar, 157 papers from
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Figure 3.2: Flow diagram showing article selection for final review. The final selection is done based on
the duplicate records, abstract review, and full paper review.

EMBASE, 193 papers from NCBI, 55 papers from PubMed, and 137 papers from Web of Science.
The majority of the papers were collected from Google Scholar as Google Scholar is a research
work aggregator service, and its database is oftentimes comparable to other commercial services.
The keyword “Healthcare applications of IoT” resulted in the highest number of relevant papers.
Searching on Google Scholar with this keyword and the minimum year set to 2017 resulted in
60,600 entries. From all the collected papers, 880 papers were discarded due to duplicity. We
removed 165 papers from the review due to topic mismatch. These papers were removed after we
read their abstracts to determine if their topics aligned with the research domain. We fully read a
total of 236 papers. The quality of these papers was assessed based on plausibility, representation,
methodological mistakes, and the significance of IoT in the work. After careful consideration, a
total of 59 works were selected for inclusion in our review work. The systematic review follows
the three steps presented in [196]: definition of research questions, paper collection process, and
information extraction. We expand on these three steps in the context of our systematic review in
the followings.

Research Questions: After discussing the various components of IoT in detail, we aim to
provide a systematic review of the application of IoT in the healthcare domain. We provide a
comprehensive survey of the various applications of IoT including applications in biophysical
parameter monitoring, chronic disease early detection and monitoring, medication and habit man-
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agement, elderly monitoring and care, virtual care, telehealth services, telesurgery services, and
telemedicine services. We discuss the overall methodology, important components, and results
of the selected systems. An in-depth discussion on the various open challenges and recommenda-
tions to overcome them is provided. We also discuss the future directions for IoT as a whole. The
following research questions guided us in this systematic review: “What are the applications of
IoT in current smart healthcare systems?”, “How can IoT improve current healthcare systems?”,
”How do the research works in a specific healthcare application differ from one another?”, “What
common issues are currently present in smart healthcare systems?”, “How can we overcome the
current challenges in smart healthcare systems?”, and “What are the future research directions
for improving the smart healthcare systems?”.

Paper Collection: Some notable sources used for searching and collecting relevant papers
for this systematic review work are Google Scholar, EMBASE, PubMed, and NCBI. We used
the following keywords while searching the web and databases: “applications of IoT in smart
healthcare”, “IoT based smart healthcare solutions”, “IoT based biophysical parameter monitor-
ing systems”, “IoT for disease detection and monitoring”, “IoT based solutions for medication
management”, “applications of IoT for elderly monitoring”, “applications of IoT in virtual care”,
“IoT based telehealth systems”, “IoT telesurgery systems”, and “IoT for telemedicine services”.
The abstracts and titles of the search results were analyzed to eliminate duplicates and to make
sure the selected articles fall within the scope of the systematic review work. The specific topics
of interest were identified and quantified after thoroughly analyzing each selected article. Some
of the articles were removed from the research work during the quality assessment process due
to reasons such as IoT not playing a significant role in the overall system and not showing the
IoT portion in detail in the system overview. We used Mendeley as the citation management tool
to create a bibliography. The broad requirements for all papers to be selected for the systematic
review are as follows: the papers should be written in English, the paper should be related to
healthcare, and IoT should play a significant role in the overall system.

Information Extraction: The following information were extracted and discussed from the
reviewed papers: overall methodology, used sensors, details of the employed IoT components,
details of the physical prototypes, hardware specifications, specific advantages, drawbacks, and
quantitative and qualitative results if available. The information was extracted and summarized
after reading through the full text of the selected papers.

3.3 IoT Device Capabilities

In general, an IoT framework comprises devices that perform sensing, actuation, control, and
surveillance tasks. IoT devices are able to transmit data to other devices and applications over
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the Internet, or they can retrieve data from other connected devices and process it locally or on a
cloud server after sending it to centralized servers. The tasks are completed on the local server or
within the IoT architecture depending on some temporal and spatial restrictions such as memory,
communication delays, deadlines, computational power, and speed of operation. An IoT device
may have multiple interfaces for communicating with other devices, in both wired and wireless
modes. The common interfaces that are equipped with most IoT devices are I/O interfaces for sen-
sors, Internet connectivity interfaces, memory and storage interfaces, and audio/video interfaces.
There are various types of IoT objects such as wearable sensors, accelerometers, cameras, smart
watches, smart locks, GPS, and LED lights that are available for smart applications. Most IoT de-
vices generate a lot of data in different forms, and when these data are analyzed by data analytics
engines, they include vital information that may be utilized to guide nearby or remote activities.
The IoT device capabilities highlighting hardware and software platform is shown in Fig. 3.3.
In the following section, the device capabilities including hardware and software platforms are
demonstrated in brief.
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Figure 3.3: IoT device capabilities considering hardware and software platforms. The hardware platform
includes several types of tiny processing devices, such as Raspberry Pi, Arduino, and ESP8266. The
software module comprises several OSs and built-in tools.
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3.3.1 Hardware

The hardware components for the IoT have arrived in a variety of shapes and sizes, depending
on the tasks at hand. For instance, the core CPUs are used to operate the phones, the sensors are
utilized to perceive data from the physical environment, and the data are processed and analyzed
on edge devices. In the case of wired mode, the hardware aspects are the essential components
of the IoT platform, and the capabilities of these devices have only grown in significance as IoT
has progressed. The main hardware kits that are widely used to develop IoT applications are
described here focusing on some properties such as processing power, memory capacity, and
power requirement.

Raspberry Pi: Raspberry Pi is a series of single-board computers that compress a lot of
processing power into a tiny box and offer desktop-like functionality [197]. The components
of Raspberry Pi vary based on its version. In the Raspberry Pi B+ model, there are four USB
ports, two ports for the camera, an Ethernet port, an audio jack port, and an HDMI port. To
implement real case studies, there are 17 General Purpose Input Output (GPIO) pins that are
available to connect with any electronic components such as LEDs, sensors, switches, and motors.
The minimum required logic level for the Raspberry Pi is almost 3.3V. In general, it is run over
the Raspbian OS. Additionally, it is also compatible with other OSs such as Lakka, RaspBSD, and
RetroPie [198]. The programming languages that are supported in Raspberry Pi are Python, Java,
C++, and C. The combination of GPIO pins with the Linux OS gives this device a lot of flexibility
and gives users a lot of choices. The CPU speed of the standard Raspberry Pi model is 700 MHz
to 1.4 GHz, the memory capacity is 256 MB to 4 GB, and the power requirement is 2.5 Amp.
These measures are varied based on the version of the Raspberry Pi model. The Raspberry Pi is
well-suited for a wide range of applications due to its high connectivity, ease of use, portability,
low power consumption, high flexibility, and high transferability [199]. However, there is no
power button to keep it in sleep mode while it becomes idle, no built-in ADC, and replicability is
quite hard for this device.

Arduino: Arduino is a popular and frequently used open-source electronics framework based
on simple hardware and software that can be utilized to develop electronic projects. It offers a wide
variety of products, from straightforward 8-bit microcontroller boards to wearable technologies,
IoT components, and 3D printing [200]. The set of instructions to complete any tasks is executed
through microcontrollers. There are several versions of Arduino such as UNO, micro, pro, mega,
and nano available in the market for electronic system development where the use of the Arduino
model varies based on the nature of the applications. It is easily compatible with MAC, windows
as well as Linux platforms. A type B USB cable is utilized to do programming on the Arduino
board with the support of an IDE [201]. The supported language for Arduino is C++ where the
fundamental issue of peripherals such as sensors and actuators are controlled through the use of
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header files. Arduino Uno has analog pins, digital pins, a USB connection, a reset button, a crystal
oscillator, and a power jack. Arduino is highly suited to perceive data from physical environments
i.e., analog data [202].

ESP8266: ESP8266 is a mini-sized, Wi-Fi enabled device with a full Transmission Control
Protocol (TCP)/IP stack and microcontroller capability which is frequently used for embedded
development in IoT environments [203]. This device can host an application that offloads all
Wi-Fi network services to another underlying hardware. The Wi-Fi module of ESP8266 is pre-
programmed with an ESP-AT command set firmware that enables any Arduino device to get a
Wi-Fi connection. It runs at 80 MHz and uses a 32-bit Reduced Instruction Set Computer (RISC)
CPU based on the Tensilica Xtensa L106. The boot ROM, instruction RAM, and data RAM size
of ESP8266 are 64 KB, 64 KB, and 96 KB respectively. The Serial Peripheral Interface (SPI)
accesses the external flash memory. ESP8266 is quite fit for low-cost systems [204] that do not
require a high amount of CPU support, huge storage, and some special features such as a camera,
USB, and HDMI ports.

Table 3.1 shows the different properties including CPU speed, memory capacity, power re-
quirement, supported programming languages, and storage of the above-mentioned hardware
components.

Table 3.1: IoT hardware components with some properties.

Property Raspberry Pi Arduino ESP8266
Programming Python/Java/C++ C++ C++/Lua
Wi-Fi USB dongle Shield or ESP8266 Built-in
Code Distribution In-Situ USB/SPI/Serial Serial/OTA
Storage SD-card Built-in Built-in
I/O 17 GPIO Arduino UNO: 13

GPIO/6 ADC
10 GPIO/1 ADC

CPU Speed 700 MHz to 1.4 GHz 16 MHz 80 MHz
CPU ARM Cortex-A7,

ARM Cortex A-53,
ARM Cortex-A72

Atmel AVR, ARM
Cortex-M0+, ARM
Cortex-M3, Intel Quark

Tensilica L106 32-bit
RISC processor

Memory Capacity 256 MB-4 GB 16 KB-64 MB 128 KB-4 MB
Power Requirement 5V, 2.5 Amp 5V, 250 mA 3.3V, 70.5 mA
Cost Expensive ($35) Moderate ($3-$30) Low cost ($3)
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3.3.2 Software

In general, IoT software outlines the key aspects of communication networks and action via nu-
merous channels, integrated devices, partner systems, and development tools. IoT software is the
underlying platform that allows a connected device to capture and communicate data in real-time
where the data are generally processed by computers and relevant applications. The connected
devices can operate effectively owing to the intelligence that IoT software ensures. Smart devices
are limited to their computing power and in such scenarios, intelligence is ensured through cloud
computing technology where the IoT software is located. The OSs along with built-in tools which
are the parts of IoT software are described here.

Operating Systems: An IoT OS is a part of software platforms that ensures how IoT smart
devices interact with users and handle all software and hardware resources. IoT OSs are integrated
OSs that are intended to work in small IoT devices with limited memory and low processing
capacity. IoT devices can interact with cloud platforms and other intelligent devices over a global
network thanks to embedded OSs. The OSs for a particular application are chosen based on some
performance measures including flexibility, compatibility, reliability, simplicity, and consistency.
The popular IoT OSs are demonstrated here to provide a short overview of embedded OSs.

Contiki: Contiki is a freely available OS that is well-known for its way of interacting with
extremely small, low-power, and cost-effective embedded systems to the Internet [205]. The
programming language that is used in Contiki is C. It supports multithreading via protothread,
and the processes are managed through cooperative or preemptive scheduling. Generally, multiple
stacks are supported in Contiki including some features such as 6LoWPAN, CoAP, and IPv6
[206]. This OS is appropriate for developing complex wireless systems due to its high memory
efficiency.

Mbed: Mbed OS is a publicly available, open-source OS that is quite popular for its integra-
tion with ARM processors and has a wide range of connectivity features such as Wi-Fi, Ethernet,
6LoWPAN, Cellular, and Bluetooth [207]. It is particularly tailored for 32-bit ARM processors.
This OS has a multilayer security system that provides users with a high level of reliability. Mbed
OS is well-suited to IoT applications on ARM cortex M-based devices, as it preserves code clean
and portable features [208]. It is a popular IoT OS due to its low system requirements and com-
patibility with a variety of development kits.

RIOT: RIOT is another widely used and popular OS specifically designed for embedded de-
vices [209]. This OS targets wireless sensor networks as it is developed based on a microkernel
architecture named FireKernel. It ensures the usage of multithreading and SSL/TSL libraries, as
well as provides the facilities for the use of 8, 16, and 32-bit processors. The supported language
for RIOT is C and C++. RIOT can run as a Linux or macOS process as there is a dedicated port
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for this OS. RIOT enables modular design and provides access to separate hardware abstraction
for minimal memory and energy consumption [210].

Embedded Linux: Embedded Linux is a significantly modified version of the Linux kernel,
designed specifically for embedded devices. The compact size and low power consumption of
this OS make it well-suited for fulfilling all the requirements of IoT devices such as tablets, nav-
igational devices, and wireless routers [211]. It requires a small amount of storage like 100 KB
of memory which makes it quick and dynamic. In the IoT OS world, this OS also offers an un-
parallel level of customization. Embedded Linux OS is easily compatible with any single-board
computer such as Raspberry Pi (Raspbian, Ubuntu Core, OSMC, and Gentoo. Linux distros are
popular options for IoT applications due to some performance factors such as flexibility, consis-
tency, architectural layers, cloud support, and visualization [212].

Windows 10 IoT: Windows 10 IoT is a product of Microsoft Windows 10 OS, but it is dedi-
catedly designed for IoT devices [213]. Windows IoT is divided into two parts: Windows 10 IoT
core, which is considered to interact with tiny embedded devices, and Windows 10 IoT Enterprise,
which is developed for industrial use. Windows 10 IoT includes a user-friendly interface, more
user control than some other OSs, and is universally recognized as a capable IoT OS among IoT
experts. Windows OS is a quite better choice over free or open-source ones whenever reliability
and security become critical issues [214].

Table 3.2 provides an overview of the discussed IoT OSs including some dominant features
such as accessibility, provider, license, processor, and use cases.

Built-in Tools: Generally, IoT software has two main attributes such as (i) Connectivity with
wired or wireless devices via Bluetooth, Zigbee, Ethernet, 5G/6G, or satellite communications.
(ii) Automated communication between the hardware, devices, or machinery without human in-
volvement to initiate an operation or carry out actions. The available built-in tools are developed
based on these two characteristics to carry out automated data analysis and transfer, as well as
autonomous response. The most popular IoT built-in tools are described here to provide in-depth
knowledge to the researchers.

DeviceHive: DeviceHive is a publicly accessible platform that offers communication and
management tools for connected devices. There are several things included in DeviceHive such as
a communication layer, control software, multi-platform modules and users to launch smart home
development, remote control and monitoring tool, and telemetry [215]. DeviceHive is compatible
with Python, Node.js, and Java client modules. It uses the REST, WebSocket, and MQTT proto-
cols to connect with other devices. This platform is a modular, hardware, and cloud-independent
micro service-oriented solution with access control APIs in several protocols that enable users to
monitor, control, and analyze the behavior of their devices.

Kaa: Kaa is developed for enabling smart devices to communicate with each other across a
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Table 3.2: A short look at the IoT operating systems.

Operating
Systems

Features Provider License Processor Use Cases
Contiki Open-source, free ThingSquare 3-clause

BSD
ARM Cortex-M,
MSP430, AVR, and
x86

Networked memory-
constrained systems

Mbed ARM-based, high-
grade security

ARM Apache 2.0 ARM Cortex-M For portable code
RIOT Open-source, full

multithreading
FU Berlin LGPLv2.1 ARM Cortex-M,

MSP430, ARM7,
AVR, x86, and
Cortex-M23

Can be run as a Ma-
cOS process

Embedded
Linux

Linux kernel, free Multiple
providers

GPL, and
GPLv2

ARM Cortex-A8,
ARM Cortex A-53,
and Intel Core i3, i5,
i7

Versatile, can be used
for various use cases

Windows
10 IoT

Proprietary, high-
grade security

Microsoft
Corpora-
tion

Commercial ARM Cortex-A7,
Snapdragon 400,
ARM Cortex-A53

Ideal for heavy-duty
industrial use cases

big cloud. Kaa is an open-source development tool, and it is hardware-oriented i.e., it is well-
suited for any hardware components such as sensors, gateways, and devices. Kaa’s multi-purpose
middleware enables users to develop IoT solutions, application support, and a variety of intelligent
devices [216]. The setup of the Kaa tool is quite easy and it provides a large number of features that
can be integrated into the platform easily. Kaa is a scalable IoT platform that uses a microservice
design to provide obvious layers of abstraction, flexibility, and scalability [217].

ThingsBoard: ThingsBoard is a free server-side built-in tool for data collection, processing,
monitoring, and device management [218]. It is deployable in any smart application includ-
ing personal and commercial purposes. ThingsBoard supports several protocols such as CoAP,
MQTT, and HTTP. The IoT devices are easily connected to the platform via the ThingsBoard
gateway. Although the back end of ThingsBoard is written in Java, it supports several micro
services based on Node.js. Some of the major reliant features of ThingsBoard are scalable, fault-
tolerant, robust and efficient, adaptable, and resilient [219]. In practical scenarios, it is well-suited
for predictive analytics tasks such as smart farming, smart metering, and smart energy.

AWS IoT: The AWS IoT tool is a reliable and secure development platform for industrial, busi-
ness, and retail solutions. This platform can be used to analyze and manage data from Internet-
connected devices and sensors in residences, businesses, healthcare, automobiles, and other loca-
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tions [220]. It supports HTTP, LoRaWAN, the lightweight communication protocol, and MQTT
to publish and subscribe to messages. This tool incorporates layers of security like encryption,
secure access, constant monitoring, and audits. AWS IoT can handle smart objects and trillions of
signals, and it can securely and efficiently interpret and transmit those signals to AWS endpoints
and other devices [221].

Google Cloud IoT: Google Cloud provides scalable services that are quite managed and in-
corporated with IoT devices. The functionalities of this tool include connecting, preserving, and
investigating data at the edge and in the cloud. The common aspects of Google Cloud IoT are data
warehousing and quick querying, streaming and batch analysis, device connectivity and manage-
ment, as well as AI and ML models [222]. This platform is capable of predicting equipment
maintenance and optimizing operations, as well as monitoring resources in real-time. Google
Cloud IoT covers a wide range of applications including predictive analytics, logistics and supply
chain management, smart cities and infrastructures, as well as real-time asset surveillance [223].

3.4 IoT Architectures

The IoT should be competent at networking billions or trillions of diverse things over the Inter-
net, therefore, a flexible architectural pattern is crucial. Some of the major factors like reliability,
scalability, privacy and security, QoS, and data storage should be considered at the time of de-
veloping the architecture of an IoT network [224], [225]. To fulfill the demand for the defined
key features, several research groups have proposed several IoT architectures. The ever-growing
number of potential architectures has been unable to settle on a standard model [226]. There is no
specific base architectural pattern till now despite numerous standardization initiatives. This is
because of its wide area of applications having different design patterns and variables/factors to
measure the performance of the existing systems. Fig. 3.4 depicts the most common and widely
used IoT architectures, which are explained as follows.

3.4.1 Three-Layer Architectures

The most fundamental architecture is the three-layer architecture which was developed in the be-
ginning periods of research in the IoT area [227], [228]. This architecture is divided into three
base architectures such as perception layer, network layer, and application layer which are demon-
strated below.

Perception Layer: In the IoT ecosystem, the perception layer is sometimes referred to as the
sensor layer, and it is deployed in the bottom layer. The perception layer interferes with the en-
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Figure 3.4: Most common and frequently used IoT architectures that incorporate the three-layer architec-
ture, SOA-based architecture, and middleware-based architecture.

vironment via smart devices like sensors, actuators, cameras, and GPS terminals to collect and
process data. This layer’s primary functions include connecting devices to the IoT framework,
measuring, and processing real-time physical parameters (data) from connected things via intel-
ligent devices, and transmitting data to the higher layer via its interfaces [229], [230]. In the
perception layer, heterogeneous devices are configured using standardized plug-and-play tech-
niques [231]. The major success of IoT, known as big data, begins in this layer.

Network Layer: The network layer, also known as the communication layer and incorporated
in the middle layer of the IoT framework, is referred to as the core of the IoT ecosystem [232].
The communication layer [233] is responsible for providing data with routing channels so that
it can be transmitted in packets through the network. This layer is in charge of network connec-
tivity, message passing among various servers, and routing between the cloud and devices. The
network layer serves as a link between the perception layer and the application layer, allowing
data to be transferred to IoT servers, applications, and devices through interconnected networks.
This layer combines the Internet and communication networks. The network layer consists of
different communication standards like Wi-Fi, Bluetooth, and Zigbee [234] and IoT objects like
gateway, hub, and switching [235]. The use of wireless protocols is very important in this layer

57



because wireless devices can be deployed in critical environments with less material and human
effort [236]. This layer generally transmits/receives data to/from various applications via inter-
faces/gateways using a variety of communication standards and protocols. Furthermore, unique
addressing and routing capabilities guarantee the easy integration of several devices into a single
collaborative framework, achieving the universality of the IoT concept.

Application Layer: The application layer is located at the top layer of the IoT network, and
it serves as the interface between users and applications. This layer is in charge of retrieving data
sent from the network layer and utilizing the collected data for specific operations [237]. As a task
of the application layer, it provides a storage facility that can be utilized to store a backup of the
acquired data into the database. Additionally, this layer predicts the future condition of physical
things by analyzing the nature of the received information. From an application perspective,
this layer incorporates the functionalities of the IoT framework to develop real-time applications
including the healthcare system [238], smart cities [239], smart transportation [240], and smart
agriculture [241].

3.4.2 Service-Oriented Architecture

Generally, SOA is a component model-based framework that connects various functional blocks
of applications via interfaces as well as standard protocols [242]. SOA provides viability by al-
lowing software and hardware components to be reused and coordinating the intended services.
A new layer named the service layer is added between the network layer and application layer
that ensures services are sufficient to assist the application layer in extending the three-layer ar-
chitecture in the SOA framework [243], [244]. As a result, the SOA architecture differs from the
conventional three-layer framework by including service layer functionalities. The service layer
consists of several components such as service management, service discovery, service compo-
sition, and service interfaces [245]. The service management maintains and measures the trust
processes in order to fulfill the service’s requests. The service discovery unit finds the service’s
requests. The purpose of service composition is to communicate with the associated things and
incorporate services to obtain the requests efficiently. Additionally, all the services are interfaced
with one another through the service interface unit. The application layer, in general, complies
with the user’s request for services.

3.4.3 Middleware-based Architectures

Middleware-based architecture is also popular and widely used in the IoT ecosystem nowadays;
it is also known as a five-layer architecture. To ensure some of the performance factors like
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reliability, scalability, and QoS in today’s applications, the middleware-based architecture plays
a vital role by creating applications efficiently and providing links among the applications, users,
and data [246]. The five-layer architecture has been introduced due to the recent developments
of IoT and its huge applications in business models. As shown in Fig. 3.4, the five layers include
the middleware layer in between the network and application layer as well as the business layer
at the top of the layer of the three-layer architecture [247]. The middleware layer aggregates, and
filters data retrieved from the hardware, conducts data exploration, and offers access control to the
objects for a variety of applications [248]. This layer has grown in importance in recent years since
it allows for the growth of streamlined novel services and the incorporation of existing methods
into new designs. The other layer of middleware-based architecture named the business layer
organizes the entire services and activities of the IoT infrastructure. This layer takes data from
the application layer and creates a business model, graphs, and other representations based on
it [249]. This layer is in charge of designing, implementing, and monitoring all IoT components.
In addition, the output of the previous four layers is compared with the desired output in this layer
to enable the services and user’s privacy [250].

3.5 IoT Protocols

Various standards have been introduced to assess the services and relevance that are utilized for
IoT solutions to link several things to the Internet in IoT common standards [251], [252]. Although
multiple protocols have been developed, they are not all required for a single IoT application at
the same time. The IoT protocols for a given application are chosen considering the nature of
the application. The most common IoT protocols (depicted in Fig. 3.5), which are utilized in a
variety of applications, are listed below.

Constrained Application Protocol: The Internet Engineer Task Force (IETF), Constrained
RESTful Environments (CoRE) research team developed the CoAP, which is a HTTP functional
and lightweight application layer protocol [253]. As most IoT devices have limited power and
storage, the CoAP protocol extends the functionalities of HTTP (which has a relatively high
complexity) by fulfilling the needs of IoT devices [254]. This protocol shows how to build a
web transfer protocol called REST on the upper level of HTTP. The CoAP uses the User Data-
gram Protocol (UDP) because it is simple in nature and has a small message size and layout,
which helps to decrease the need for bandwidth, utilize resources, and decrease the overhead of
TCP handshaking before data transfer [255]. This protocol has two sub-layers such as the mes-
saging sub-layer and the request/response sub-layer. The first sub-layer (messaging) determines
the replications and ensures efficient data transmission over the UDP through exponential backoff
as UDP is constrained to the error recovery technique. On the contrary, the REST communica-
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Figure 3.5: Most common emerging IoT communication protocols that are extensively used to develop
smart IoT applications.

tions are handled by the request/response sub-layer. There are four kinds of messages in CoAP
such as confirmable, non-confirmable, reset, and acknowledgment. The CoAP enables efficient
delivery, congestion control, and flow control for IoT applications in resource-constrained and
unsynchronized objects [256]. CoAP has several drawbacks, including increased communication
delay, packet delivery instability, and the inability to transfer complicated data [257].

Message Queuing Telemetry Transport: MQTT is a messaging transport protocol that per-
forms data aggregation of the environmental data and sends it to a web server [258]. This proto-
col is based on the TCP subscribe and publish messaging model and is intended for lightweight
Machine-to-Machine (M2M), server-to-server, and machine-to-server interactions [259]. Here,
the clients act as publishers/subscribers and the server is as a broker where the clients are con-
nected to the server through TCP. Generally, the subscriber registers for a particular task on a
device, and the data are generated and transferred to subscribers by the publishers through bro-
kers [260]. MQTT is appropriate for utilization in things with limited resources, like those with
low power and computing capabilities, and are connected to low bandwidth or unstable networks.
However, the MQTT protocol is not suited for usage with all forms of IoT applications because
it operates over TCP, and the overhead is raised because it uses topic names as texts [261].

Extensible Messaging and Presence Protocol: XMPP is a protocol that ensures low band-
width communication and short message transfer, making it ideal for video conferencing, publish-
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subscribe systems, telepresence, multi-party chatting, and talking in IoT [262]. For instant mes-
saging applications, XMPP is appropriate for authentication, security measures, access control,
hop-by-hop and end-to-end encryption, and interoperability with various protocols. This proto-
col serves three functions: client, server, and gateway, and it facilitates two-way communications
between any two of these roles [263]. In this scenario, the client connects to the server through
TCP protocol and transfers data using the XML streaming standard; the server is in charge of
the connection management and routing of the message, and the gateway ensures reliable con-
nectivity among distributed systems. This protocol allows communication among a variety of
applications as it is flexible and simple. However, XMPP requires high computing capabilities
devices, consumes bandwidth of the network, transfers simple types of data, and is unable to
provide QoS [264].

Advanced Message Queuing Protocol: AMQP is an open platform messaging standard
which is utilized at the application level to provide message services such as privacy, queuing,
durability, and routing [265]. AMQP ensures reliable and consistent information exchange by
using message passing primitives such as one-to-one, one-to-many, and exactly-once delivery.
This protocol necessarily needs a stable transport protocol architecture and middleware serves as
a gateway between applications and available resources, connecting institutions and mechanisms
throughout time and space. The message queue and the exchange queue are the two main steps
in the AMQP data transmission process. In a message queue paradigm, messages are kept un-
til they are delivered to the recipient. The messages are transmitted in an appropriate sequence
in another scenario (exchange queue model) [266]. AMQP also enables the publish/subscribe
communication architecture in addition to point-to-point data transfer. There are two kinds of
messages found in AMQP, bare messages provided by the sender and annotated messages avail-
able to the recipient. However, AMQP requires comparatively higher bandwidth, and it does not
guarantee resource discovery [267].

Data Distribution Service: DDS is a data distribution service protocol based on publish
/ subscribe model that allows highly dependable M2M, real-time, flexible, and accessible con-
nections [268]. DDS retrieves the edge outliers and gives notifications as well as pushes them
to the data analytics engine. The distributed relational information model, which uses a dis-
tributed server to keep the application’s specific data, is generated/consumed by the publish-
ers/subscribers. The powerful QoS architecture of DDS is worked based on a series of two prin-
ciples that provide end-to-end QoS control [269]. DDS allows asynchronous data transfer via a
data bus through Peer-to-Peer (P2P) and distribution communication, making it a good fit for IoT
applications [270]. As this protocol supports multicasting and broker-less models, it is possible
to obtain high reliability and QoS through the use of this protocol.

Low Power Wireless Personal Area Networks: LoWPAN are made up of variety of cost-
effective devices that are linked via wireless communication. This protocol has a huge number
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of applications in IoT architectures due to its small packet sizes, low computing power, low data
throughput, and low latency [271]. Additionally, the 6LoWPAN protocol was introduced by in-
corporating the most recent release of the IPv6 and LoWPAN. 6LoWPAN makes it easier to
maintain the administration process by allowing each constrained object to be accessed indepen-
dently within the network. Additionally, it is in charge of segmenting and reorganizing IPv6 traf-
fic, guaranteeing unitary routing, reducing protocol stack headers, and providing compliance with
the higher levels [272]. This protocol eliminates overall packet overhead as it does not include
the extra header information during routing. Besides, 6LoWPAN contains a mesh address header
to enable packet routing in a mesh architecture, but it is unable to provide detailed information on
routing to the link layer. 6LoWPAN has various advantages, including ad-hoc self-organization,
robust connectivity and standard compatibility, and low power consumption.

Narrowband Internet of Things (NB-IoT) [273], [274] is a Low-Power Wide-Area Network
(LPWAN) radio technology standard introduced by the 3rd Generation Partnership Project (3GPP)
for mobile devices and services. It can be considered as a novel air interface despite being incor-
porated into the Long-Term Evolution (LTE) standard. This protocol has been made as straight-
forward as possible to reduce device costs and battery usage. It eliminates the numerous func-
tionalities of LTE including carrier aggregation, handover, measures to check the channel quality,
and dual connection [275]. The technical details of NB-IoT [276] are as follows. The NB-IoT
protocol has a 200 kbps downlink and 20 kbps uplink data rate capabilities. In this protocol, each
message may have a payload up to 1600 bytes in size. With NB-IoT, each cell may link up to 100
K endpoints. It can cover the smallest areas and has a range of only about 10 kilometers. The
devices with an ultra-narrow bandwidth of 200 kHz are supported by NB-IoT.

The 5G mobile network uses the new Radio Access Technology (RAT) known as 5G New
Radio (NR) [277], which was developed by the 3GPP. The ultra-lean architecture [278] of 5G NR
reduces always-on transmissions, which is a key component to extend the lifespan of IoT devices.
This reduces interference and increases energy efficiency. 5G NR is beam-centric by broadening
beamforming and multi-antenna methods from data transfer to control-plane procedures and early
entry [279]. As 5G NR is ready for its future expansion in application use cases and technology,
it also guarantees forward compatibility. Moreover, it can ensure low-latency needs due to the
addition of mini-slots. In general, 5G NR employs frequency bands in two frequency ranges
such as frequency range 1 (410 MHz–7125 MHz), and frequency range 2 (24250 MHz–71000
MHz) [280].

Bluetooth Low Energy: BLE, an extended version of Bluetooth offers a small radio with
reduced power consumption to operate for a longer period for controlling and monitoring appli-
cations [281]. The protocol stack that is utilized in BLE is almost identical to the standard of
conventional Bluetooth technology, but it has a larger coverage; approximately 100 meters with
low latency [282]. The devices that employ the BLE standard are categorized into two groups:
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master and slave. The master devices are the ones that play the most important roles and link to
slaves. Additionally, the slaves can access and subscribe to several master devices. BLE enables
devices to investigate as masters or slaves channels in star topology [283]. This technology turns
off the radio while idle time and only turns it on to broadcast or receive minimal data packets,
resulting in minimal energy consumption. There is a gateway required (another BLE device with
network connectivity) for BLE devices while transferring data over the Internet.

Zigbee: Zigbee is a communication standard that ensures reliable, low power, and cost-
effective data transfer, but it covers a small range of communication [284]. Zigbee supports star,
cluster-tree, and P2P network topologies. A controller, in general, is in charge of the structure
and can be found in the middle of a star network, at the root of a tree or cluster architecture, or
anywhere else in a P2P topology [285]. There are two stacks in Zigbee standard such as Zig-
bee and Zigbee Pro; these stacks allow mesh network architectures to operate with a variety of
applications, allowing for low storage and processing power implementations. Zigbee Pro adds
new functionalities like a symmetric key to ensure security, effective many-to-one relaying for
enhanced performance, and probabilistic address allocation for flexibility. This protocol offers

Table 3.3: IoT communication protocols with some fundamental features.

Protocol
Name

Network Standard Transport
Protocol

Messaging Model Network Security
and QoS

Applications
CoAP IETF, Eclipse Foun-

dation
UDP Request/response Tree Both Utility field

MQTT OASIS, Eclipse
Foundations

TCP Publish/subscribe,
request/response

Tree Both IoT messag-
ing

XMPP (RFC 3920-RFC
3923) RFC 4622,
RFC 4854, RFC
4979, RFC 6122

TCP Publish/subscribe,
request/response

Client-
server

Security Remote
management

AMQP OASIS, ISO/IEC TCP Publish/subscribe P2P Both Enterprise
integration

DDS OMG TCP/UDP Publish/subscribe,
request/response

Bus QoS Military
LoWPAN IEEE 802.15.4 TCP Publish/subscribe Star,

mesh
Security Structural

monitoring
BLE 802.15.1 TCP/UDP Publish/subscribe,

request/response
Star Security Wearable

devices
Zigbee IEEE 802.15.4 UDP Publish/subscribe,

request/response
Star,
mesh,
hybrid

Security Consumer
electronics
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stringent security and listening mechanisms, making it quite appropriate compared to other wire-
less communication standards [286]. The Zigbee protocol has a wide range of control and moni-
toring applications, including smart healthcare, smart homes, industry automation, lighting, and
commercial control.

Table 3.3 describes the IoT communication protocols with some basic features such as network
standard, latest version, used transport protocol, used messaging model, utilized architecture,
the security and QoS measures, as well as potential application levels for the protocols that are
necessary to compare each of the protocols.

3.6 Smart Healthcare Applications

Considering the state of the world today and the disperse of outbreaks and communicable dis-
eases including COVID-19, as well as other things relevant to this global epidemic like massive
cost, long distance, and the need for isolation during this crucial timeframe, heading to healthcare
institutions is challenging, even sometimes become impossible particularly for the disabled and

Figure 3.6: General pipeline of IoT-based smart healthcare systems. The sensors (heart rate, temperature,
blood pressure, SpO2, glucose, and smartphone) collect the data from the real-time healthcare environment.
Some of the data are processed in an edge/fog server and the major data analysis occurs in a cloud server
where the data analytics engines predict the patient status. The emergencies, families, and physicians
receive the patient’s condition and take further required actions.
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elderly, who experience severe from at least one chronic illness [287], [288]. As a result, efficient,
substantial, and computer-aided technology is very important to address the necessities for long-
term care and RHM to ensure patients with an adequate quality of life while also reducing the
economic strain [289], [290]. IoT has become a revolution for healthcare applications, allowing
for the development of predictive and smart systems by linking various IoT devices to perceive
real-time biophysical information from patients including HR, BP, glucose level, body temper-
ature, and SpO2 level [291], [292]. The most significant contributions of IoT in the healthcare
industry are remote patient monitoring, disease management, preventative care, and assisted liv-
ing [293], [294]. Additionally, the application environment of IoT for smart healthcare includes
hospital management, home healthcare, and e-healthcare/mobile healthcare [295]. A general
pipeline of IoT-based smart healthcare systems with the basic components is shown in Fig. 3.6.
Various sensors/medical devices are utilized to collect data from the patient end through the help
of healthcare professionals or the patients. The data collection step for healthcare is done in the
perception layer and the retrieved data are sent through the network layer using Wi-Fi or LoRa
communication technologies. Some portions of the collected data are processed in the edge/fog
server to decrease the burden of the cloud server. The main data analytics including prepro-
cessing, feature selection, and classification are done through predictive analytics engines with
the use of AI techniques; resided in the cloud server. All the processes for the data analysis are
performed in the middleware layer. The outcomes of the analytics engines are sent as notifica-
tions through call/short messages to emergencies, physicians and families, as well as interactive
user interfaces. The application layer and business layer performed the information-consuming
step. Although IoT has diverse applications in the healthcare domain, some of the most recent
and promising works are described here. The major applications that IoT includes in healthcare
domain are depicted Fig. 3.7.

3.6.1 Biophysical Parameter Monitoring

The monitoring of biophysical parameters is mainly used to observe the changes or absence of
changes in the health findings of a patient. The goal of health monitoring is to provide early
notification of threatening deterioration by achieving an optimal compromise that included many
medical, engineering, and financial design factors. IoT plays a significant role to monitor patients
remotely and condensing the burden of patients in the hospital as well as decreasing the number
of cases. The major biophysical symptoms of a particular patient involve ECG, BP, temperature,
glucose level, and SpO2. The frameworks that are developed to monitor the above-mentioned
parameters of the patients in the IoT environment are described below.

ECG Monitoring: Wu et al. [296] introduced a tiny-sized and low-powered ECG moni-
toring framework that was incorporated into a t-shirt. To collect the ECG signal, the system
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Figure 3.7: Major healthcare applications focusing on IoT concepts in the area of biophysical parameter
monitoring, chronic disease detection, medication management, telehealth, telesurgery, as well as home
and elderly care.

used biopotential chips. The retrieved data from the patients are transferred to end-users (physi-
cians/families) using Bluetooth. A smartphone application has been developed in this system to
visualize the collected data. The minimum power required for the developed system to operate
is 5.2 mW. The system is no longer in real-time mode; it is possible to monitor the ECG in real-
time by utilizing big data analytics to accommodate larger data capacity. Shaown et al. [297]
developed an ECG monitoring system in IoT for ensuring smart health. The developed system
used Raspberry Pi, Arduino, ECG sensor (AD8232), and bio pad as hardware components. The
collected data are sent to a cloud server for processing through a Wi-Fi network. The emergency
cases of the individuals are automatically sent to doctors to take fast initiatives in a form of an
email. The overall accuracy found from the developed system is approximately 80%.

In another study, Djelouat et al. [298] presented a wearable ECG monitoring platform that
resolved the problems related to power consumption. The device featured a novel design called
compressive sensing, which can reduce power consumption and improve ECG monitoring effi-
ciency. It is shown from the experimental results that the multicore processors are quite appro-
priate for a gateway-centric solution while maintaining processing capacity and power efficiency.
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Sahu et al. [299] proposed a cloud-based remote ECG monitoring scheme for cardiovascular pa-
tients. The ECG data are transmitted to AWS through a mobile gateway service. BLE is used as a
communication medium between the users and end devices. For data visualization, fast response,
and long-live connection, AWS used HTTP and MQTT protocols in this system. Further, Basu et
al. [300] introduced a platform for remote patients to monitor their cardiac conditions using the
concept of IoT technology. The system used an ECG sensor (AD8232); interfaced with a notch
filter (removes the power-line frequencies), and Arduino to process the data initially. The final
processing is done using the MATLAB tool to remove baseline wander and the processed data
are transferred to the cloud as a decision via Wi-Fi that can be accessed by the registered users.

Blood Pressure Monitoring: The measurement of BP is one of the most important aspects of
diagnosing any disorders in the human body. In general, trained professionals measure BP while
recording the data of humans. Nowadays, IoT and several sensing modalities are used to measure
BP automatically and efficiently. Numerous works [301], [302] have been conducted to make the
BP measurement process automated in recent years.

The authors of [303] developed a wearable device to measure systolic and diastolic pressure
accurately. The developed system used light-based sensors to collect data and the recorded data
are stored in the cloud server to make further analysis. The system was tested with targeted users
(more than 70 individuals) and the performance was validated. Singh et al. [304] demonstrated
a BP monitoring framework using the concept of IoT, Arduino, and BP sensors. Communica-
tion technologies including Bluetooth and Wi-Fi are utilized to transmit data from the patients to
the cloud database. The developed system is flexible, cost-effective, compact, and provides the
facilities to monitor BP from the home environment. In another study, Adi and Kitagawa [305] de-
veloped an IoT platform for BP monitoring using a tiny embedded device. The used components
in this prototype are the pressure sensor, Zigbee, Radio Frequency (RF) module, and Raspberry
Pi 3. The purpose of the Zigbee module is to send BP data to a database, which is then trans-
ferred to an IoT network via Zigbee end-device connection to the Zigbee coordinator. However,
the developed system is still working in localhost; not in real-time. Hashim et al. [306] intro-
duced a wearable system for BP monitoring in an IoT environment. A BP sensor is connected
to Raspberry Pi to collect data from the patients. The system is tested with various positions
of the patients such as sitting, standing, and lying where the BP value of the sitting position is
more correct. The readings of the BP sensor are sent to registered Telegram as well as Gmail
applications for patient monitoring. Furthermore, the authors of [307] presented the use of ML
techniques to classify BP in wireless sensor networks environment that can provide BP status
and abnormalities in real-time. In this prototype, a pressure sensor (MPS20N0040D-D) is used
for data collection, a microcontroller (ATmega328) is utilized for data processing, and the data
transfer is done through a transceiver (NRF24L01). Among the used ML techniques, the decision
tree algorithm achieved the highest accuracy (97.9%) for BP status detection. Finally, all the data
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of BP status are visualized in IBM Watson Cloud.
Body Temperature Monitoring: The body temperature of individuals is a leading deter-

minant of homeostasis maintenance and is used in a variety of diagnostic procedures. In many
disorders, maintaining records of temperature changes might help doctors to draw assumptions
about a patient’s health. The traditional way of temperature measurement is the use of a ther-
mometer that takes the records from the different positions of the patient’s body such as the ear,
mouth, or rectum. However, the traditional techniques for body temperature measurement are
low comfortable, less flexible, and less accurate. In recent days, several frameworks [292], [308]
have been developed thanks to IoT technology for human body temperature measurement.

Ota et al. [309] developed a wearable prototype for body temperature measurement that is
printed using a 3D printer and is applicable to wear on the ear. The developed device records data
from the tympanic membrane utilizing an infrared sensor. In this system, a wireless sensor net-
work and data processing unit are utilized where the prototype is integrated. The environmental
conditions and other physical activities could not interfere with the readings of the body temper-
ature. Zakaria et al. [310] proposed a lightweight device for real-time temperature measurement
targeting infant patients. The major components of this system include a wearable sensor (LM-
35), microcontroller (Arduino), ESP8266, and power module. The collected body temperature is
visualized in the cloud server through ThingSpeak and Blynk applications. The developed sys-
tem can provide alert messages to the mediators to take immediate actions when there is a high
change of temperature. In another work, Rahimoon et al. [311] introduced a contactless body
temperature measurement system to monitor patients remotely. Two temperature sensors named
LM-35 and MLX-90614, Arduino, ESP Wi-Fi shield are used in this prototype. The collected
data are transferred to the cloud server for remote access utilizing a Wi-Fi connection. However,
the developed prototype is quite accurate, real-time, as well as reliable. Boonsong et al. [312]
demonstrated a contactless body temperature monitoring platform in an IoT environment. The
infrared temperature sensor MLX90614 DCI is used here to perceive the data from the environ-
ment and send it to the host computer as well as the cloud server using a 2.4 GHz microwave
frequency. The experimental findings revealed that the developed framework obtained a relia-
bility calibration of 74.7%. Further, Fang et al. [313] used a wearable smart bracelet to monitor
the temperature for contact tracing applications during the time of the pandemic. The bracelet
used RF technology for data collection and the retrieved data are sent to the cloud database via
wireless technology. However, the system is cost-effective, easy to operate, and provides better
data privacy.

Glucose Level Monitoring: Glucose level monitoring is one of the most significant aspects of
managing type 1 or type 2 diabetes. Diabetes is a chronic disease wherein the glucose levels in the
body keep going up for an extended time. Fingerpicking is the most common method for detecting
diabetes, which is validated by blood glucose levels. The development of numerous wearable
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devices [314], [315] for blood glucose monitoring using modern IoT technologies ensures some
features such as comfort, safety, non-invasiveness, and convenience.

Gia et al. [316] introduced an architecture for real-time blood glucose level monitoring in an
IoT environment. The proposed scheme was designed as an energy-efficient sensor module using
nRF communication protocol and developed an energy harvesting unit to extend the battery life
of the sensor device. There is a push-button service in the developed prototype that notifies the
mediators in the case of abnormal behaviors of glucose like too high or too low. Rahmat et
al. [317] proposed a prototype named GluQo to monitor the glucose level efficiently. The data
from the fingertip are collected using near-infrared LED to determine blood glucose optically and
the intensity of the retrieved light calculated the concentration of the glucose in the blood. The
glucose level was sent to the mobile application through a Wi-Fi signal from the microcontroller.
It is found from the experimental findings that the percentage error of the developed prototype is
7.20%. In another research, Alarcón-Paredes et al. [318] developed a prototype in the shape of a
glove that can measure a patient’s glucose level and is equipped with a Raspberry Pi camera and
visible laser beam. The developed framework used a set of images collected from the patients’
fingertips to detect their diabetic status. For data analysis, an artificial neural network is used,
and the obtained mean absolute error and Clarke grid error of this system are 10.37% and 90.32%
respectively. However, the developed prototype is a little bit bulky to use. Valenzuela et al. [319]
used a double moving average technique enabled by an IoT network to offer a framework for blood
glucose monitoring to minimize potential problems in elderly adults. The data for the developed
system are collected using a glucometer and this sensor is connected with NodeMCU to make
IoT environments. The system can notify doctors and families about a potentially critical state in
patients at an early stage. Further, the authors of [320] used near-infrared sensors to demonstrate
a portable non-invasive glucose monitoring system. The data for the experiments are collected
from the fingertips of the patients and the analyzed data are displayed on the Android application.
The obtained percentage difference of the reliability test of the developed prototype is less than
25% and the approximate cost is $15.

Oxygen Saturation Monitoring: The measurement of SpO2 is a crucial thing in the man-
agement and interpretation of the healthcare system. Pulse oximetry is the process of measuring
SpO2 in a non-invasive way, and it is used as a significant factor in the patient care system. The
non-invasive techniques for SpO2 monitoring solve the problems associated with traditional ap-
proaches and ensure real-time monitoring. The integration of IoT-based technologies [321], [322]
with pulse oximetry has shown significant potential in the medical field.

Son et al. [323] proposed a SpO2 monitoring wearable tool that uses IoT technology to give
real-time monitoring and prediction of patient health states. The data from the sensor are trans-
ferred to a cloud database through the Internet and this data can be accessed via a web server
for the registered users. The experimental findings found that the highest deviation of SpO2
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measurement for this device is approximately 4.4%. It is evident that the prototype is complete,
cost-effective, and has low-power consumption. Adiputra et al. [324] presented a small, wearable,
and cost-effective SpO2 device in an IoT environment for blood oxygen monitoring. To create an
IoT environment, the developed prototype is connected to NodeMCU which functions as a data
processor and Internet network gateway. A dedicated website is developed to ensure online and
real-time data accessibility from the cloud. The error rate for SpO2 monitoring is quite low (1.5%
only). In another research, Utomo et al. [325] demonstrated a scheme for SpO2 monitoring us-
ing oximeter sensor data through the concept of IoT technology. The data are collected from the
fingers of the patients in different body positions like standing, sitting, and lying. The sensor is
connected to the ESP8266 microcontroller, and the collected data are transferred via the built-in
Wi-Fi module to the cloud server where the data visualization is done using the ThingSpeak ap-
plication. The experimental findings revealed that the uncertain measure of the SpO2 is 0.04. The
authors of [326] demonstrated a wearable prototype for blood SpO2 monitoring from PPG signal
using the concept of BLE. Here, the system introduced a novel adaptive cancellation algorithm
using adaptive filtering to remove motion-induced noise. The proposed architecture captured
the blood oxygen signals as soon as it received the instruction and sent the data to the mobile
phone gateway via Wi-Fi, where it displayed the mathematical waveform. Furthermore, Zhang et
al. [327] proposed a new wearable tool for blood SpO2 monitoring that sensed two-channel PPG
signals and sent the signals to the smartphone wirelessly. The dataset for this work is retrieved
from the users (eleven individuals) to measure the performance of the proposed framework. It
is evident from the experiments that the root mean square error for SpO2 estimation is 1.8%.
However, the performance of the proposed framework is calculated using the data from healthy
patients.

3.6.2 Chronic Disease Detection

Chronic disease is a patient health issue whose consequences are continuous or otherwise lengthy,
or an illness that develops over time. Many individuals around the world suffer from chronic ill-
nesses including HD, diabetes, asthma, and cancer. In most cases, these illnesses lead to mental
health problems, which is one of the most common adverse events of chronic disease. The re-
cent revolution of IoT contributes a lot to develop healthcare frameworks [328], [329] for people
infected with chronic diseases.

Shah et al. [330] proposed a health parameter monitoring scheme for asthma patients using the
concept of IoT and cloud technology. The system utilized a smart sensor to record the respiratory
rate of the patients. A watermarking technique ensures data security and authenticity whenever
transferred from the patient’s side to the cloud as well as the cloud to physicians. A dedicated
cloud server is used here to keep the record of the patients and it provides access to mediators for
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diagnostic and monitoring purposes. Rehman et al. [331] developed an IoT cancer monitoring
framework based on a multi-layered architecture that can diagnose and monitor cancer patients
remotely. Here, three-layered architectures are utilized which are the patient layer, connectivity
layer, and medical layer. The prototype is in the shape of a wristband and can monitor the basic
health issues of cancer patients. The major advantage of this architecture includes that it gives
continuous monitoring of the patients that is helpful for the physicians to generate a complete
history of the patients which in turn would be helpful for treatment in the later stages. Shihab et
al. [332] developed a system for HD detection using the concept of Recurrent Neural Network
(RNN) in an IoT environment. In this system, an ECG sensor, Arduino, and biomedical patch
are used for data collection and to perform an experimental study. The parameters from ECG
recordings are retrieved and fed into RNNs with recurrent layers as input. The major advantage
of this developed system is that it is quite beneficial for doctors to be able to prescribe medication
to patients without having to be physically there. The authors of [333] proposed an IoT-based
novel HD diagnosis system using ML techniques. In the preprocessing step, the noises from
the raw ECG signals are removed efficiently ensuring a more accurate diagnosis. As hardware
components for ensuring the IoT platform, the system is comprised of Arduino, ECG sensor,
pulse sensor, and temperature sensor. The decision tree algorithm obtained comparatively better
performances for HD diagnosis using the benchmark dataset.

Hebbale et al. [334] presented a non-invasive self-care framework that monitors the blood
sugar of diabetes patients using ML techniques and IoT. In this system, predictive analytics en-
gines reside on the cloud, and they are used for data analysis for diabetes detection. A smartphone
application facilitated physicians as well as patients to monitor their blood sugar and related risk
easily. The decisions from the ML approaches are forwarded to the doctors for further analysis
and the necessary recommendations from the doctors are sent to the parents through the developed
mobile application. The SVM obtained the highest accuracy of 82.41% from the experiment. The
authors of [335] described an IoT-based diabetes prediction scheme using ML approaches. The
data for this system are collected using an IoT diabetes sensor. The dataset for the experiment is
divided into training and testing sets in the percentage of 75% (11,250 records) and 25% (3,750
records) respectively. It is found that the achieved accuracy and error rate of the developed system
are 94.23% and 5.77%, respectively. The author of [336] demonstrated an architecture to predict
asthma using a decision tree algorithm in an IoT environment. The major components of the
developed system are Arduino, ESP8266, GP2Y1010AU0F Optical Dust sensor, LM-35 sensor,
and ‘NO’ Gas sensor. The prototype can notify patients when they need to take pain relievers. It is
observed from the experiments that the decision tree algorithm achieved an accuracy of 97.7% for
asthma prediction. However, the developed prototype is not fully integrated and bulky. In [337],
the authors demonstrated various types of architectures and frameworks to develop IoT-based
healthcare platforms targeting cancer patients. For communication purposes, a wireless sensor
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network is developed that can accommodate a high number of sensors and the data analysis is
done on the cloud server. The security measures and operational challenges regarding the IoT
healthcare system for cancer patients are also described here.

3.6.3 Medication Management

Smart medication is one of the most significant concerns in the IoT-based smart healthcare ap-
plication. It is very critical as it is intrinsically related to human health and missing a dose of
medication can have serious effects. Medication nonadherence is particularly common in older
individuals as they age and eventually increases the chance of diseases including dementia, and
cognitive decline. Hence, it is badly needed for them to use assistive technologies to keep track
of medication timing and dose. In recent times, several studies [338], [339] have been performed
emphasizing on employing IoT technology to track patients’ medication adherence.

Bharadwaj et al. [340] developed an IoT device in the shape of a medical box to remind pa-
tients of the time of their medication. In this prototype, there are three trays to keep the medicine
for three different periods such as morning, noon, and evening. The data are stored on the cloud
server and the smartphone application retrieved the data from the cloud and used it to remind
the patients about medication. Tsai et al. [341] demonstrated an intelligent pillbox for the older
individual and nursing home needs using the concept of electronic technology and network func-
tionality. Using embedded sensors, the developed device detects the signal when patients take
their medications and displays the schedules and deadlines as text, pattern, or voice on the LCD
screen. The hardware unit is made up of webduino for data transmission and can interact with
a web server via the IoT architecture. The sensed data are transferred to the Arduino module,
which is then sent to the developed pillbox, allowing the elderly to maintain their medications.
Srinivaset al. [342] introduced a home-based medicine box named iMedBox to manage medicine
for patients in an IoT environment. The used sensors in this prototype notified the patients via
a wireless connection and an Android application to take their medications on time and to keep
in closer contact with their doctors. In another research, Latif et al. [343] presented a wearable
IoT device called I-CARES to diagnose health issues and medication for elder patients. The
system described an algorithm for data analysis and aided medical professionals to make deci-
sions for early-stage treatment of predicted diseases or illnesses. Additionally, the developed
prototype can predict emergencies and call emergency personnel when necessary. Vardhini et
al. [344] proposed an assistive system to help elderly people with memory impairment for keep-
ing track of their medication schedules and informing them to consider taking their medicines
at the appropriate times. The main hardware components for the prototype include NodeMCU,
LDR sensor, motor, switch, power supply (battery), LCD monitor, and buzzer. The developed
system is low-cost (approximately $15), and easy to use. However, the system has not been tested
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in any hospital environment. The authors of [345] designed a smart medication box for ensur-
ing medication monitoring in the IoT platform. The prototype includes six distinct parts to keep
track of six different pills, and it can send timely reminders to the caregivers/patients through
the smartphone. A simple authentication process is developed to avoid overdosage and improper
intake of medicines. In addition, the system can provide monitoring facilities for temperature and
heartbeat through the use of biosensors.

3.6.4 Telehealth

Telehealth is the use of technologies such as digital devices, smartphone apps, and webpages
to instruct, detect, and even prescribe a remedy to individuals suffering from health problems. It
primarily allows individuals of all ages to be monitored remotely. The telehealth system monitors
significant clinical data and takes oversight of the individual’s well-being. Numerous frameworks
[346], [347] have been done to ensure telehealth services using IoT technology in recent times.

Ganesh et al. [348] introduced a framework named ‘AutoImpilo’ to improve telemedicine and
telehealth services in IoT networks. The designed approach ensured that all online medical checks
were conducted in collaboration with consulting doctors or specialists. This system is quite ben-
eficial for individuals who are unable to go outside due to age or quarantine issues. The system
used a smart card in the authentication step to ensure privacy, but it is not linked to the cloud.
In another work, Tsiouris et al. [349] integrated many online technologies and compatible com-
ponents into a unified framework for digital coaching, encouragement, and empowerment of the
elderly with balance problems. This approach has been proven in a telerehabilitation system for
individuals with balance issues that uses augmented reality to provide a surrogate physiothera-
pist as a superimposed hologram, along with easy-to-use wearable sensors. Hewa et al. [350]
employed many decentralized applications to transmit cryptocurrency to patients’ wallets effec-
tively and reliably as an incentive for providing their health information utilizing edge computing
and blockchain technology. To provide scalability with a large number of connected biomedical
sensors to the cloud, the system included memory offloading functionality into the blockchain.
The proposed platform is tested in a near real-world setting employing the Hyperledger Fabric
blockchain infrastructure and Raspberry Pi modules to imitate smart sensor activities. Rokonuz-
zaman et al. [351] developed a telehealth platform based on the IoT concept to create warnings au-
tomatically for providing individuals with desirable healthcare under constant health contexts. A
smartphone application called ‘Village Doctor App (VDA)’ is deployed for real-time monitoring.
This scheme provides monitoring facilities for HR and temperature. The hardware components
of the developed prototype are HR sensor, temperature sensor, Arduino, NodeMCU, battery, and
LCD display. The physicians can access the data from the cloud server through the VDA ap-
plication. Further, Hamil et al. [352] described a telehealth platform for bio-signal diagnosis
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and classification using e-health sensors data considering the IoT environment. The Arduino and
Raspberry Pi with sensors are used for data acquisition and processing. The used sensors here
are ECG sensors, body temperature sensors, SpO2, position sensors, airflow sensors, and gal-
vanic skin sensors. Various ML algorithms are tested with PhysioNet databases where the best
accuracy of 99.56% is found from a CNN-SVM for atrial fibrillation classification.

3.6.5 Telesurgery

In the age of 5G communication technology, telesurgery offers enormous promise for bringing
surgical healthcare services to distant locations via high-speed data transfer using a wireless com-
munication channel. The ability to diagnose patients more accurately and precisely, even from
remote locations, is a major benefit of telesurgery services to society [353]. Telesurgery enables
the connection of patients and surgeons utilizing a wireless network and robotic device. It func-
tions as a master-slave system, where the master domain employs a Human System Interface
(HSI) to command the surgical robot at the operating site utilizing a variety of control instruc-
tions [354]. The HSI includes audio-visual headphones, a video console, and haptic devices.
Telesurgery can be carried out at the patient’s location by a doctor at the master site using a sur-
gical robot. The major components of the surgical robot are a 3D camera with good resolution, a
top-notch microphone, and trustworthy touch sensors. In a telesurgery operation, a surgeon can
perform surgery without directly touching the patient by controlling a robotic arm at the patient’s
site via HSI, and monitoring the progress in real-time on a master domain console display [355].

Shabana and Velmathi [356] developed an IoT platform for telesurgery that used vision-
oriented VR goggles and hand motion acquisition devices accessed by the surgeon. In this system,
the sensor data is put into a microcontroller, which transmits it in real-time, without interruption
or data loss, to two connected Zigbee systems. The IoT network collected the data from MEMS
sensors and transferred the processed data to the surgeon’s site. However, the quality of live video
streaming of this system is not quite good. Miao et al. [357] demonstrated a telesurgery frame-
work employing 5G tactile Internet where the surgeon and the master control site are placed on
one side, and the patient and his controllable desk are located at the edge of the network. The fog
computing terminal enabled a portion of the network to support 5G customers’ communication
demands based on software-defined network and network functions virtualization approaches.
Moreover, the system employed AI algorithms to predict the physician’s following actions spe-
cific to the patient. Fekri et al. [358] presented a novel technique to improve security in telesurgery
frameworks by exploiting DL algorithms. The DL algorithms are trained by the instructions from
the surgeons, which are then utilized to classify the commands given by a surgeon or other users.
The developed system made it possible to secure telesurgery procedures against portable security
intrusions. Gupta et al. [359] introduced a telesurgery framework called HaBiTs that exploited a
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private blockchain network. The personal health records of the patients are secured through the
blockchain architecture as it allowed only authenticated users. By allocating one block for each
surgeon, the problem with the existing system is resolved and all information about the surg-
eries performed by the surgeons is saved in this approach. However, the end-to-end delay of this
platform is relatively high which is not appropriate for complicated surgeries. In another work,
Iqbal et al. [360] proposed a scheme called SecureSurgiNET to provide security and reliability
for telesurgery systems. The system used several full-proof trustworthy communication proto-
cols along with telesurgical authority, database server, and identity management server to ensure
security. However, the developed platform is insufficient due to the lack of security, privacy, and
reliability in some critical patient information.

3.6.6 Home and Elderly Care

Elderly people can continue living at home freely with the assistance of smart home care services,
as IoT devices provide them with the security of being observed and the capability to instantly
call for help in the case of an emergency. Modern IoT technologies, as well as relevant wearables
devices, are frequently utilized in AAL environments to monitor older patients who are unable to
move rapidly and need a longer time to reach clinics for routine or urgent medical facilities [361],
[362].

Abdelgawad et al. [363] proposed a system for health monitoring of older people in an AAL
environment where the data are retrieved from several sensors and transferred to the cloud server
for further investigation. The prototype incorporates six different sensors, Raspberry Pi, a Wi-Fi
module, a cloud server, sensor interface circuits, and an indoor positioning module enabled by
BLE. A feedback signal is sent to the users based on the behavior of the data so that they can
take necessary actions in the case of emergencies. Debauchea et al. [364] demonstrated a novel
architecture for elderly psychological signals monitoring utilizing the concept of IoT and fog com-
puting. The framework includes a wireless sensor network consisting of various psychological
and environmental signals, a local gateway for local and fast storage, and Lamda cloud server for
data processing as well as storage. The main advantage of this architecture is that it can provide
local gateway monitoring of new and current patient data. The latency and CPU usage of the
fog architecture is 7 ms and 7.86% respectively. In another work, the authors of [365] presented
a novel and scalable platform for smart home and elderly care based on the IoT concept. The
system employed various sensors’ data such as heartbeat, pressure, and gas sensor for patients as
well as smart home monitoring through the use of Raspberry Pi and a cloud server. The med-
ications are suggested by the registered doctors based on the health conditions of the patients
which are delivered through wireless sensor networks in the form of texts or email. The experi-
mental findings revealed that the mobility absorption of the designed network is approximately
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90%. However, a few numbers of signals are considered here for health and home monitoring.
Srinivasan et al. [366] used the concept of IoT and ML to develop an elder care system. The
prototype of this framework contains sensors connected to an ESP32 and a home module with
an IoT camera attached to a Raspberry Pi. The biophysical parameters are retrieved through sen-
sors and processed in the AWS cloud utilizing ML approaches. The warnings are directed to
caregivers automatically in the case of abnormalities. The locations are tracked through a GPS
module and transferred to the mediators to let them know the location of the individual patient.
All the data for the experiments are visualized through the developed smartphone application.
Furthermore, the authors of [367] developed a wearable framework for health data monitoring
(stress, BP, and position of the users) for the elderly in smart home environments. The stress of
the elders is detected using electrodermal activity, PPG, and skin temperature sensors. The BP
is estimated utilizing the data from the PPG sensor. The location of the individuals is detected
using a voice-assisted indoor location module. The highest accuracy of 94% is obtained from the
combination of multiple signals for stress detection. Finally, a prototype is developed to test the
location detection system in a smart home environment.

From another perspective, detection and localization systems are crucial parts of various ap-
plication areas including elderly monitoring, intrusion detection, gesture recognition, and HAR.
Vision systems are ideal for various detection and localization tasks. However, IoT-based vision
systems can be a major privacy and security risk. Wireless sensing technologies can be a major
replacement for vision systems as they do not collect any direct views of the environment-instead
using the various properties of wireless signals for detection and localization [359]. Common
wireless sensing techniques include RSSI based detection-which detects changes in wireless sig-
nal strength due to motions of physical objects, Channel State Information (CSI) based detection-
which detects changes such as scattering, fading, and power decay of wireless signals due to
motions of physical objects, Frequency Modulated Continuous Wave (FMCW) based detection-
which uses a specialized radar to detect motion via frequency difference of transmitted and re-
ceived echo signal from moving bodies, and Doppler Shift based detection-which uses a special-
ized radar to detect movement using the frequency changes of wireless signals due to relative
motion [360].

Chuma et al. [361] proposed an IoT system that utilized a continuous-wave Doppler radar sen-
sor. The sensor captured the data associated with the unique time-varying characteristics associ-
ated with different body motions. The captured data is then classified into appropriate classes us-
ing a pre-trained CNN model. The system achieved high accuracy for five action classes: falling,
jumping, stopping, crouching, and walking. Abdu et al. [362] proposed an FMCW radar-based
elderly monitoring system. The system extracts features from the radar data using pre-trained
AlexNet and VGG models. Useful features are extracted from the outputs using a channel atten-
tion module and a canonical correlation analysis algorithm is used for further feature fusion. The
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fused features are finally classified using a SVM classifier into the following classes: walking,
sitting, standing, picking up objects, drinking water, and falling. The system achieved 99.77%
test accuracy. Chi et al. [363] proposed a HAR system that utilized the coarse-grained RSSI mea-
surements from radios of IoT devices. The coarse-grained measures are pervasively available.
The authors designed and developed the system as a self-contained middleware. The system per-
formed similar to more fine-grained CSI-based approaches and was able to distinguish among
nine activities. The system achieved 90% accuracy when RSSI readings from three IoT devices
were used.

In most modern systems, sensors perceive the environment around them and send the infor-
mation to another location for processing and assessment. Modern systems often have multiple
sensors. Collaborative sensing requires the individual sensors of a modern system to operate
and collaborate as a collective [368]. Collaborative sensing has become possible due to the re-
cent proliferation of small-size and affordable sensors in all appliances around us. Network-wide
collaborative sensing optimizes the sensing elements to gather the required information from re-
gions of interest. This enables real-time monitoring as well as reliable control of the physical
systems. Based on the dimension of the sensing targets, collaborative sensing can be divided into
three general categories: point coverage, barrier coverage, and area coverage. There are two main
strategies for applying collaborative sensing in an application: centralized and distributed. In cen-
tralized settings, a dominant sink node collects and processes global information. In distributed
settings, all nodes are given the same priority and responsibilities [369]. Collaborative sens-
ing has numerous applications such as improving smart cities using collaborative drones [370],
surveillance of large areas for monitoring accidents or disasters [371], smart transportation [372],
and smart building [373]. Collaborative systems employ distributed intelligence. The sensors are
required to have the logic to opportunistically collaborate.

Belkacem et al. [374] developed a collaborative IoT system that collects patients’ medical
information through several distributed websites. The collected medical information includes
sensing data from assisted living sensors and localization data. Patient profiles are then created
based on the collected data. The Pearson correlation coefficient is utilized over a long period
of time to compare the patient profiles with new patient data. This comparison helps in detect-
ing emerging health risks and chronic diseases. This can also help in providing personalized
recommendations. Jaleel et al. [375] proposed MeDIC-a framework that provides probing and
translating agents at the network edge to facilitate collaborative sensing. The sensing devices
connected via the MeDIC network can request data conversion services from one another when
some nodes of the network are overloaded. This framework can decrease the overall number of
cloud accesses of IoMT networks while improving response time-thus making the framework
suitable for real-time medical applications. In another research, Nguyen et al. [376] proposed a
way to significantly reduce power requirements for sensor movements and communication sys-
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tems using a distributed compressive and collaborative sensing solution. The proposed solution
builds a scalar field map for mobile sensor networks. Some sensors deployed in the mobile sens-
ing area build the maps by themselves and collect sensory data from neighboring sensors based
on compressive sensing algorithms. As the sensors recover all data based on a small number
of compressive sensing measurements instead of collecting all readings from the networks, the
overall power consumption of the network is reduced. Further, Djenouri et al. [377] proposed
a collaborative sensing-based disease detection system. The detection system collects medical
data about the patients from various IoMT and image sources. Intelligent agents trained using
reinforcement learning then explore the interactions among the data sources to reach a reliable
conclusion regarding the target disease. This collaborative sensing approach drastically improves
the overall disease detection accuracy.

3.7 Discussions, Open Challenges, and Future Trends

In the reviewed IoT-based healthcare systems, we have described each of the systems by com-
bining the information of IoT device capabilities, architectures, and protocols. Among the used
processing devices, Arduino is used in most of the reviewed systems [300], [303], [332], [333],
and [341] due to its lightweight and portability. Raspberry Pi is also exploited in some use
cases [305], [306], [318], and [350] where the developed systems require more processing power,
especially for image data processing. Only the system developed in [325] used ESP8266 as a pro-
cessing device. The Raspberry Pi and ESP8266 are capable of providing real-time operation as
they have a built-in Wi-Fi module. Some of the developed healthcare systems used both Arduino
and ESP8266 [310], [311], [336], or Arduino and Raspberry Pi [297], [352] to carry out the real-
time operation. Approximately, all the reviewed systems did not mention which OSs they used to
develop the healthcare framework. In the case of built-in tools, the Google cloud server is used in
most of the reviewed systems. The healthcare frameworks developed in [299], and [366] utilized
AWS cloud servers. Besides, ThinkSpeak is exploited in [310], and [325] for patient status mon-
itoring. In the case of IoT architectures, most of the reviewed systems did not mention which ar-
chitectures they have utilized for developing the healthcare platform. Only the system introduced
in [331] mentioned that they used three-layer architectures. Regarding the IoT protocols, a few of
the protocols are frequently used in the reviewed healthcare systems. The framework presented
in [299] exploited both MQTT and BLE protocols. In some other works [326], and [363], BLE
has been utilized for short-range data communication. Moreover, the works introduced in [305],
and [356] utilized Zigbee protocols for their intended purpose of application.

IoT and the technology and research state related to it are in their nascent state compared to
other networking research topics. The SOTA connection models and architectures are recently
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Figure 3.8: Challenges and future research directions of IoT. The major challenges encompass security,
reliability, scalability, availability, and cost-efficiency. The potential future directions include the area of
blockchain, TinyML, reinforcement learning, and big data processing.
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being developed. IoT in general and IoT in healthcare in specific still face many challenges.
Understanding and exploring these challenges such as the security and privacy risks, lack of
standardization, big data management, and costs are imperative to realize the full potential of
IoT in industrial, healthcare, and personal use cases among other promising domains. The major
challenges and the potentials future directions for IoT research are illustrated in Fig. 3.8 in brief.
The open issues, as well as future research trends related to IoT, are discussed as follows.

Security and Privacy in IoT: Security is a huge concern in any networked system. IoT is
a collection of devices connected via a single network or multiple networks. Thus, the security
issues concerning networked systems are also relevant to IoT systems [378], [379]. Devices in
IoT are also heterogeneous in nature–which adds to the complexity of maintaining the security
of the transmitted data. To provide complete security, all of the types of devices connected to
IoT networks, would need to be completely secure–which is a near impossible task. Security can
be breached on both hardware and software levels. Modern smartphones often have exotic zero-
click exploits, meaning the devices can be hacked without any action by the user of the device.
Modern OSs – be it for desktops or smartphones often have zero-day exploits, meaning the de-
vices running these updated OSs can be exploited by hackers even on the first day of the update.
Exploited devices can act as Byzantine nodes in IoT networks, making the entire network vulner-
able and stealing data from other devices. Especially in healthcare systems, the underlying data is
extremely sensitive and confidential. Healthcare data not only contain health-related information
but also contains identifying information of the patients including social security numbers, social
insurance number, and insurance information. Any leak or compromise in such networks might
result in catastrophic ramifications for the patient such as identity theft and customized scamming.
Improving the security and privacy of data in healthcare systems is a research challenge.

In the future, cryptosecurity algorithms such as the RSA encryption algorithm, Digital Sig-
nature Standard (DSS), and ElGamal can be utilized in all endpoints in IoT networks to provide
security. Secure hash algorithms can be utilized to ensure data integrity. Blockchain technology
can be leveraged to reduce man-in-the-middle and network eavesdropping attacks [380], [381].
Non-Fungible Token (NFT) technology can save patients from counterfeit products or services.
NFTs can also help patients to decentralize their sensitive data and to share healthcare data while
keeping their identities anonymous. Biometric authentication techniques such as fingerprints,
voice recognition, face recognition, and iris recognition as well as software-based authentication
such as two-factor authentication, access cards, and seed phrases should also be standardized
in the future for systems connected to IoT networks. AI-based approaches for anomaly detec-
tion in networks should be explored in the future for improving security. Due to advances in
TinyML [382], it might be possible to run anomaly detection models in the future in resource-
constrained devices [383]. These would greatly improve the security and privacy of the users and
the transmitted data.
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Standardization in IoT: Heterogenous types of devices are interconnected via complicated
networks in an IoT environment. Each of these devices might use distinct architectures or proto-
cols for generating or transmitting data. The devices are also different from software and hard-
ware perspectives. The management of such devices including the collaboration of the devices
at a software or hardware level, proper addressing, marshalling, de-marshalling, optimization at
a protocol or architectural level, and identification is a huge research challenge. Measures should
be taken to draft and standardize IoT architecture and network protocols in the future [384].

Data Variability in IoT: Data in IoT can vary in type, size, and formation. Due to the sheer
number of connected devices in IoT networks, storing the data in solutions such as in conventional
RAID systems or conventional databases is very inefficient. Huge volumes of data are generated
in a very short period in IoT networks. Conventional database systems are not capable of storing
or efficiently retrieving them. Management of a huge volume of data such as handling spatial
or temporal information, handling differing data sizes, and handling different types are massive
research challenges. Devices in healthcare systems transmit data in various formats such as 2D
image formats, 3D imaging formats, and numerical sensor readings in time-series format.

Big data warehousing and processing frameworks such as Apache Hadoop, Apache ZooKeeper,
and Apache Kafka can be utilized to efficiently deal with the huge volume of data in the fu-
ture [385], [386]. Some of these frameworks also provide error detection and error recovery of
the stored data, which will help in persisting historical data. Some of these frameworks are also
capable of dealing with multiple types of data at the same time. These frameworks are also highly
cost and space-efficient. Lossless compression models can also be researched to transmit huge
volumes of data over IoT networks [387].

Identity in IoT Networks: IoT networks generally consist of a huge number of devices. Every
device needs a unique identity in the network. The most used core protocol in standard-based
interconnecting networks is IPv4. The IPv4 protocol uses 32 bits to represent unique addresses
which provide a maximum of 232 address spaces. IPv4 addresses are represented in 4 numbers
separated by 4 dots. Due to the huge number of devices connected to IoT networks, it is possible
to run out of address space. Healthcare systems have multiple monitoring systems per person.
For a sufficiently large elderly population in a single network, the address space for all devices
might be insufficient. While a lot of devices support IPv6 nowadays, developing more lightweight
and robust solutions for addressing the identified problem is a research challenge.

In the future, IPv6 protocol can be standardized for all IoT networks [388], [389]. IPv6 ad-
dresses are represented as eight groups of numbers. Each group contains four hexadecimal digits.
The address space of IPv6 is 2128 which is suitable for addressing the huge number of devices
in IoT networks. IPv6 also supports shorthand representation and compression of network ad-
dresses, which reduces the total used bandwidth over the network.
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Lack of Service Description Language: A service description language is a special form of
Interface Description Language that is used for describing a particular service. Interface descrip-
tion languages enable programs to interact with one another regardless of origin or language. Sim-
ilarly, service description language enables services from varying devices and software/hardware
combinations to interact with one another. Due to a lack of standardization, devices in IoT net-
works use vastly different protocols, architectures, and data types. The underlying service routines
dealing with these differences are also vastly different from one another. A unified service descrip-
tion language would greatly benefit IoT networks by enabling seamless collaboration and inter-
operability among devices. Creating a unified service description language is a massive research
challenge. In the future, service description languages such as XML, and UML. can be extended
to create a standardized service description language for IoT networks. Research should also be
focused on developing specialized service description language for IoT networks [390], [391].

Design of Service-Oriented Architecture: SOA is a style of software architecture where
components of an application interact with other components of that application or other applica-
tions via services through utilizing a communication protocol over a network. The connection is
independent of vendor or other limiting hardware or software technologies. The design of SOA for
IoT systems is a huge challenge. On one hand, SOA simplifies the management of heterogeneous
types of connected devices. On the other hand, SOA introduces additional overhead to devices.
Most IoT devices are resource-constrained. Adding overhead to these resource-constrained de-
vices slows down the entire network making data processing, collection, and transferring more
difficult. Thus, researching lightweight SOA with minimum overhead that facilitates big data
warehousing and processing is a huge research challenge [392], [393]. In the future, novel archi-
tectures for IoT networks should be developed to be modular and service-oriented in nature.

Hardware Customization: IoT networks currently degenerate into traditional ICT-oriented
networks. Similarly, the hardware of various intelligent devices is not customized to specific
protocols. IoT devices generate huge amounts of data within short amounts of time. Higher
bandwidth networks are necessary alongside big data measures to store and process the data in
real-time. Developing novel methods to transport huge amounts of data in commodity networks is
a huge research challenge, as it is impossible to deploy high bandwidth high-frequency networks
all around us. Similarly, optimizing the hardware of general intelligent things to efficiently use
certain universal IoT protocols is a research challenge. In healthcare systems, various sensors
are used to monitor patients. Developing novel hardware design solutions to contain various
sensors in small housing would enable a single device to monitor various aspects of a patient. In
the future, various bio-inspired optimization techniques such as swarm optimization, and genetic
algorithms should be utilized to automatically develop optimized hardware design for various use
cases.

Mobility of IoT Devices: In an interconnected world from a network perspective, intelligent
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devices are expected to disconnect from one network and connect to other networks. In traditional
networks, mobility is a huge issue. For mobile nodes, routing tables have to be re-calculated
each time nodes move out of range from one another and come into the range of other nodes.
This calculation puts a huge overhead on the entire network when numerous nodes with high
mobility are present [394]. Modeling and handling highly mobile nodes in IoT networks are a
huge research challenge. In healthcare systems, some monitoring devices might be mobile, while
others might be stationary. For example, wearable monitoring devices might be highly mobile,
while surveillance monitoring devices would be stationary. Patients would wear and bring highly
mobile monitoring devices to their activities of daily life. Thus, optimizing the various aspects
of these mobile devices, such as route discovery, routing table generation, efficient data transfer,
and reducing data costs is a research challenge.

In the future, AI-based approaches such as reinforcement learning-based techniques can be
used to develop networks facilitating highly mobile devices [395], [396]. Vehicular Ad-hoc Net-
work (VANET) architectures can be extended in the future to IoT networks involving highly mo-
bile nodes [397].

Reliability in IoT Networks: Reliability is a huge issue in commodity networks. Regardless
of the network and type of protocol, network packets get lost with the data. While some data ware-
housing solutions provide checkpointing and state management for error detection and recovery,
it is not the norm and requires extensive installation and support. Developing lightweight reliable
networks with error detection and error recovery is a huge challenge. Devices connected to IoT
networks themselves need to be reliable [398], [399]. Erroneous reporting might result in faulty
directions from central controller servers. Healthcare systems in general require reliable and fast
networks. Any drop in data, as well as monitoring results, might be irreversibly harmful to the
users. For example, in stroke, diabetes, Alzheimer’s, or fall monitoring systems, it is imperative
to monitor the patients without interruptions, and any kind of delay in transmission or monitoring
might prove fatal for the patients. Developing specialty fault-tolerant and state-recovery-capable
networks for healthcare systems is a challenge. Similarly, unreliable devices in healthcare IoT
networks can result in the loss of life of patients in extreme cases.

In the future, network traffic forecasting models should be developed to predict traffic load and
allocate network resources accordingly. Various checkpointing algorithms can be used for error
detection and correction in networks. Network designs should also be fault tolerant. Advances
in TinyML enable us to deploy and run ML models in resource-constrained environments. In
the future, devices connected in IoT networks should use TinyML to run basic models to provide
basic service functionalities during network downtime or other failures. This would increase
the reliability factor of the devices. To reduce the downtime of the devices, advanced battery
solutions should be used in the future.

83



Scalability in IoT Networks: IoT networks might have millions or billions of interconnected
nodes. General networks and services are not scalable in nature. Scalability is a huge challenge
for such IoT networks [400], [401]. In healthcare systems, each patient might have multiple types
of monitoring going on at the same time. For example, elderly patients might be monitored for
heart diseases, glucose levels, diabetes, Parkinson’s, Alzheimer’s, and falls at the same time. For a
sufficiently large elderly population, the number of these systems would reach millions, requiring
specialty scalable services and applications.

In the future, the potential of using existing Database-as-a-Service (DaaS), Platform-as-a-
Service (PaaS), and Software-as-a-Service (SaaS) to increase the scalability of IoT services and
networks should be explored. The research focus should be on developing modular IoT solutions
that can scale on need.

Availability in IoT Networks: IoT has applications in industrial and healthcare domains
among other potential application areas. Industrial devices are placed for continuous monitoring
of various parameters such as temperature, humidity levels, and pressure. Even during network
failures, the devices should be able to provide basic monitoring services to avoid catastrophic
failures in industrial cases. In the healthcare space, monitoring devices need to be available at
all times similar to industrial use cases. Lack of availability might result in serious bodily harm
or even death. Devices in IoT networks must provide basic monitoring and action services even
when they are disconnected from networks or when network failures happen. The availability
should be implemented in both hardware and software levels.

Similar to the reliability, research should be focused on deploying basic models into devices
using TinyML, which would increase overall availability. Novel error detection and error correc-
tion in fault-tolerant networks should be explored to increase the availability of the network.

Interoperability in IoT Networks: Interoperable applications and services can communicate
and transmit data among themselves regardless of hardware or software differences. However,
interoperability is very hard to achieve. New protocols or architectures that are constantly being
developed do not always support all legacy protocols and architectures, making data transmis-
sion and interaction between devices very complex and problematic. Similarly, OSs and vari-
ous applications also have different implementations, making data sharing very difficult. Ven-
dors often have patented and exclusive implementations that make their devices only compatible
with other devices of the same vendor. Thus, interoperability is a huge research challenge for
IoT [402], [403]. Interoperability is very important in healthcare systems as various medical
equipment have differing hardware, protocol implementations, and data representation. For a
smooth deployment and operation of IoT networks in the healthcare sector, the various devices
and services need to be interoperable.

In the future, the research focus should be on developing open-access network architecture
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Table 3.4: Summary of challenges in large-scale deployment of IoT networks and future research recom-
mendations.

Type Concerns Recommendations
Security and
Privacy

Healthcare data is highly sensitive and
contains personal identifying informa-
tion such as social security information,
and insurance information.

More secure overlay networks such as The Onion Router (TOR) network might
be used to transfer confidential data. Technologies such as blockchain and NFT
tickets can be used to provide authentic and customized services. Existing security
solutions such as RSA, seed phrases, and DSS might be employed in all connection
endpoints. Authentication and identity verification methods such as password,
fingerprint scanning, signature, voice pattern, and smart card can be employed in
application protocols. AI-based approaches can be used to detect anomalies in
IoT networks.

Standardization
and Interoper-
ability

Different devices in IoT networks use
differing application protocols, data rep-
resentation methods, network protocols,
marshalling, de-marshalling, and identi-
fication. No standard service descrip-
tion language. Limited interoperabil-
ity among devices.

Developing a standardized service description language would benefit the stan-
dardization and interoperability of IoT devices. Open-source implementations of
vendor-locked applications and networking protocols would enable interoperabil-
ity. Standardizing application and networking protocols would simplify inter-
operation among devices in IoT networks.

Data Variabil-
ity and Scala-
bility

Data transmitted in IoT networks vary
by size, type, and representation over the
network. Massive amounts of data can
be transmitted over an IoT network in a
very short amount of time. General ap-
plications and networks are not scal-
able in nature.

Utilizing big data warehousing techniques and open-access application frame-
works such as Apache Hadoop, and Apache Zookeeper will allow the storing and
processing of huge amounts of data. Modularity can be prioritized to make de-
vices in IoT networks more scalable. Lightweight SOA of devices would enable
scalable big data warehousing and processing. Utilizing available SaaS, PaaS, and
DaaS platforms such as AWS, Google App Engine would increase the scalability
of IoT-orientated solutions. Lossless compression algorithms might be utilized
to transmit huge volumes of data over standard IoT networks.

Power and
Cost Effi-
ciency

Increasing number of intelligent de-
vices connected in IoT networks has
harmful effects on nature. Devices are
not as power-efficient as they could be.
Setting up and maintaining all-day
monitoring via multiple devices is not
cost-efficient.

Solar-powered hardware solutions would increase the sustainability and eco-
friendliness of the huge number of devices used in IoT networks. Creating multi-
purpose generalized devices would reduce the number of separate devices nec-
essary to monitor or surveil patients or environment. This reduction in number
would also reduce the overall cost. Specialized hardware for task-specific pur-
poses might reduce overall power consumption. Optimized software would also
reduce the amount of necessary processing, which might optimize power consump-
tion.

Reliability
and Availabil-
ity

Devices used in monitoring purposes in
both industrial and healthcare use cases
need to be available all the time re-
gardless of network or other failures for
avoiding dangerous or life-threatening
situations. Intelligent devices used for
monitoring and surveillance purposes
need to be reliable at all times. Un-
reliable monitoring can result in erro-
neous diagnoses which might even lead
to death of patients. IoT networks need
to maximize availability and reliability.
Downtime of networks might lead to loss
of valuable data.

Fault-tolerant development principles should be followed while developing spe-
cialized IoT networks. Error detection and recovery techniques in networking
such as distributed checkpointing and coordinated checkpointing can be imple-
mented to increase network reliability. Network traffic analysis and traffic fore-
casting might be used to anticipate network load, which will help in allocating ap-
propriate resources to increase network availability. Simplified versions of appli-
cations must be available in devices to facilitate basic services even during network
failure or downtime. TinyML deployment techniques can be leveraged to ensure
minimal functionality during network downtime. Sensing modules in devices must
be within standardized error tolerance limits and must undergo scheduled testing
to guarantee utmost reliability. Using state-of-the-art battery technologies might
improve the reliability and availability of devices.

Identity and
Mobility

IPv4 network protocol might not be
sufficient to address millions of devices
connected in IoT networks. Networks
and routing protocols are not efficient
in dealing with numerous highly mobile
devices in IoT networks.

IPv6 can be adopted as the standard IP for IoT networks. AI approaches such as
reinforcement learning techniques can be utilized to develop and test new routing
protocols capable of efficiently dealing with highly mobile nodes. VANETs al-
ready provide networking solutions for mobile and stationary nodes in networks.
Relevant components from VANETs can be evolved for use in IoT networks.

85



and protocols to facilitate interoperability among devices. Open-access implementations of spe-
cialty architecture and protocols would also facilitate this issue.

Power and Cost Efficiency in IoT Networks: IoT networks have millions of nodes. Power
and cost are huge concerns for such a huge number of devices. The entire world is also experi-
encing various global natural catastrophes due to global warming and climate change caused by
extracting and depending on fossil fuels, trashing the oceans with electronic waste, and chemi-
cal waste. With an increased understanding of the causes behind the sudden climate change and
global warming, researchers are increasingly moving towards sustainable, eco-friendly, and bio-
degradable solutions. Making IoT devices more eco-friendly, cost-efficient, and power-efficient
is a massive research challenge [404]. Similarly, converting intelligent medical monitoring de-
vices in healthcare IoT networks into more multi-purpose, power and cost-efficient, long-lasting,
eco-friendly versions is a research challenge.

In the future, research should be focused on simplifying and combining multiple sensing
modalities in single devices to reduce the number of total sensors necessary to monitor and
surveil users. The focus should also be on developing more area-surveillance solutions. Area-
surveillance technologies would reduce the number of devices per individual. Reducing the total
number of devices needed per user would also drastically reduce the cost of effectively deploying
an IoT solution. In the future, research should be focused on transforming commodity devices
into solar-powered versions. Research on hardware and software optimization would also in-
crease the power the efficiency of devices. Making the devices solar-powered would reduce the
overall pressure on fossil fuels, which has beneficial effects on nature.

The summary of challenges in large-scale deployment of IoT networks and future research
recommendations are shown in Table 3.4 to provide a broad idea to the readers in a short look.

3.8 Conclusion

The Internet has significantly shaped the way people live, allowing individuals to interact with
one another on a virtual level in a variety of situations ranging from professional to social. The
IoT could contribute meaningfully to this system by enabling communication among connected
devices, which tends to result in the dream of “anymedia, anytime, anything, anywhere” connec-
tivity. This chapter focuses on the cutting-edge IoT device capabilities, architectures, and proto-
cols that describe the IoT conceptual framework. The IoT device capabilities for hardware and
software tools are thoroughly demonstrated in this chapter. There have been discussions about
possible IoT architectures, such as the conventional three-layer architecture, the SOA-based archi-
tecture, and the middleware-based architecture. Additionally, the IoT communications protocols
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with their distinguished features are incorporated briefly in this chapter. We have highlighted var-
ious IoT applications for smart healthcare that have been developed in recent decades to ensure
some facilities for medical practitioners such as monitoring and identifying a variety of health
problems, measuring various health factors, and offering diagnosis and treatment at remote loca-
tions. Lastly, the current challenges and gaps related to the development of IoT-based healthcare
applications, along with future improvement and research focus in the coming years have been
explored here. Hopefully, this chapter will provide a stable platform for scholars and scientists
willing to engage in learning more about IoT technologies in the context to fully grasp the general
architecture and roles of the multiple elements and processes that comprise the concept of IoT.
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Chapter 4

Multimodal Human Activity Recognition
through Self-Attention

4.1 Introduction

HAR is the task of detecting the human activities being conducted by individuals based on the
inputs from numerous wearable or stationary devices. HAR has a wide range of applications
in various domains thanks to the rapid development of modern innovative techniques including
sensor technology, AI specifically DL as well as ML, IoT, mobile computing, and cloud com-
puting [405]. Applications of HAR include real-time always-on healthcare monitoring systems,
gaming systems, surveillance systems, as well as crowd control and management systems [406].
The most recent works in HAR and AAL have found a significant correlation between physical
activity levels and preserving a healthier life. Smart healthcare has become a crucial part of our
daily life due to its capability of reducing the growing strain on public healthcare systems [407].
The monitoring of real-time human activities of the older individuals is an important concern
in smart healthcare that can obviously improve medical rehabilitation and care for the elderly
utilizing portable and mobile sensing devices [408].

Different kinds of wearable sensors [409] are placed on different body positions to collect
the activity data and transfer the real-time collected data using IoT technology. Typically, ac-
celerometer trends to measure the acceleration along multiple axes during human motion, while
gyroscope trends to measure rotation information. In some cases, cameras are also used to cap-
ture human activities in AAL environments. Camera systems are mostly stationary in nature.
Considering the privacy issues, sensors data are more convenient than the camera data for HAR.
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Most of the existing frameworks used traditional ML techniques [410] that take fixed-length win-
dows from time-series sensor data as input and classify each window to one activity. Over the
last decades, conventional ML approaches such as Random Forest (RF), Decision Tree, k-NN,
Multilayer Perceptron (MLP), and SVM have been widely utilized to address the HAR prob-
lem. However, these approaches need pre-processing steps which are time-consuming to generate
handcrafted or domain-specific patterns. Nowadays, DL [411] has emerged as a dominant strat-
egy in ML techniques for automatically extracting discriminant information, reducing the load of
handcrafted attributes. Especially, CNNs and Long Short-Term Memory (LSTM) have received
much attention for HAR due to their exceptional performance. CNN approaches [412] utilize the
local dependency and translation invariance of information making it ideal for signal inference
of the collected data. Additionally, the LSTM [413] is proven to be fit for handling long-term
dependencies in information that ensure the data diversity in the architecture. The recent trends
for HAR are focused on the attention mechanisms [414] that consider the important parts of the
data, and compute the outputs with minimum noise information.

The organization of the remaining part of the chapter is given below. Section 4.2 demonstrates
the most recent intelligent frameworks for DL-based HAR. Section 4.3 presents the proposed fu-
sion architecture with a brief description of the used evaluation protocols. The experimental
findings, the description of the dataset, and comparisons with the existing SOTA are briefly de-
scribed in section 4.4. Section 4.5 concludes the research with potential future works.

4.2 Related Works

Several efficient and accurate frameworks have been developed for HAR in smart healthcare en-
vironment with the evolution of modern technologies including DL and IoT. The most recent and
promising frameworks for HAR based on DL architecture are demonstrated as follows.

Betancourt et al. [415] developed a HAR platform using SA networks that used data from
smartphones for recognition purposes. The proposed approach extracted the necessary features
from time-series data by precisely distributing their emphasis among the important input at-
tributes. The system is tested with two public datasets and obtained an average accuracy of 97.1%
for University of California Irvine (UCI)-HAR dataset. The proposed architecture has a drawback
that it is only applicable to data from wearable devices, and the learning period is not appropri-
ately considered. Nazari et al. [416] compared various ML approaches for HAR utilizing the data
from the knee angle. The ML techniques are trained with raw data and handcrafted extracted fea-
tures. The experimental result shows that Gradient Boosting algorithm found an Area Under the
Curve (AUC) of 0.94 for raw data using 11-fold cross-validation. However, the use of manually
extracted features decreased the recognition performance. Tan et al. [417] introduced a fusion
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architecture for HAR using faster region-based CNN and attention-based LSTM. The features
are extracted from raw RGB images using CNN and the extracted patterns are fed into Bi-LSTM
architecture for activity recognition. The attention layer is put between the Bi-LSTMs layers.
The experimental findings reveal that the developed system obtained a precision of 97.02% and
a recall of 96.83% for classifying twelve activities.

Further, Mekruksavanich et al. [418] proposed a lightweight and efficient framework for HAR
from smartphone data using CNN with squeeze-and-excitation modules that considered entirely
swapping in the same layer. The developed scheme enabled lower-level superficial CNNs to col-
lect more important data. The proposed approach achieved an accuracy of 99.27% for identifying
six human activities for a publicly available dataset (UCI-HAR). Singh et al. [419] described a
DL architecture that used SA mechanisms to select significant information of time-series data for
HAR. The SA layer was utilized to learn weights that represent the latent relationship between in-
put time points of raw sensory information to decode activities effectively. The experiments have
been continued for six different public datasets and the best accuracy, recall, and F1-Score of
94.86%, 94.35%, and 94.74% individually are obtained for MHEALTH dataset. Wan et al. [420]
compared five ML algorithms namely CNN, LSTM, Bi-LSTM, SVM, and MLP for HAR utilizing
smartphone-inertial-sensor data. In this system, CNN is exploited to retrieve the high-level pat-
terns from the original data as well as classify the extracted features whereas the other techniques
are used for activity recognition. The best performance measures such as accuracy of 92.71%,
precision of 93.21%, recall of 92.82%, F1-Score of 92.93% are found from the experimental out-
comes using CNN for UCI-HAR dataset.

Furthermore, Dua et al. [421] introduced an end-to-end DL platform that used CNN and
Gated Recurrent Unit (GRU) to extract features automatically to recognize human activities. In
this architecture, the CNN extracts local features, whereas the GRU layers effectively capture
long-term data dependencies. The proposed model is validated through the experimentation of
three benchmark datasets. The accuracy measures of the developed system are 96.20%, 95.27%,
and 97.21% for UCI-HAR, PAMAP2, and Wireless Sensor Data Mining (WISDM) datasets, in-
dividually. Challa et al. [422] demonstrated a multibranch network using CNN and Bi-LSTM
for HAR from the wearable sensors data. The proposed scheme utilized several filters in varied
sizes to learn temporal local dependencies resulting in the improvement of the feature extraction
stage. Additionally, a Global Average Pooling (GAP) replaced the Fully Connected (FC) layer
after convolution that decreased the parameters of the developed model. Although the developed
architecture has experimented with three benchmark datasets, the best accuracy, and F1-Score
of 96.37%, and 96.31% are achieved, respectively, for UCI-HAR dataset. Zhou et al. [423] used
LSTM technique for HAR targeting the IoHT application. To address the shortage of labeled
data, the developed architecture exploited a Q-network to label data automatically with a reward
based on the distance. A multi-sensor data fusion approach has been introduced to handle the
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Figure 4.1: The system architecture of the proposed fusion approach for multimodal human activity recog-
nition. From top to bottom, the two modalities represent input data to the networks, CNN, ConvLSTM,
Self-Attention, GAP, fully connected layer with softmax activation function, and activity classification.

sequential motion data, and environmental data to determine fine-grained features according to
the extracted high-level patterns. The experimental findings revealed that this scheme outper-
formed the baseline techniques with a Receiver Operating Characteristic (ROC) curve up to 0.95.
Espinosa et al. [424] presented CNN inference architecture for human fall detection utilizing the
UP-Fall detection dataset. This method used an optical flow approach to collect data on the rel-
ative motion between two successive images to evaluate images in specified time frames and
extract features. Although the dataset contained the features of several types of human activities
and fall, this system considered two-class classification problem whether the performed activity
is fall or not. From the experiments, it is evident that the proposed multi-vision-based approach
appraised an accuracy of 95.64% considering the image data.
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4.3 Proposed Self-Attention based Fusion Approach

The main purpose of our proposed approach is to recognize human activities from different modal-
ities of data to ensure robustness. The proposed DL-based fusion architecture is shown in Fig.
4.1 which consists of CNN, ConvLSTM, and SA modules followed by GAP and a FC layer. In
this system, the data is collected from the subjects through various sensors and cameras that are
sent to the ConvLSTM and CNN branches as input. The sensor modalities are wearable while the
camera modality is stationary. The high-level features are extracted using ConvLSTM and CNN
from time-series and image data, respectively. They are then fused through the SA mechanism.
The attention mechanism can recognize the most important activity data regions and boost their
relevance by limiting superfluous and potentially misleading data in other activity data regions.
The output of the GAP layer is fed into a FC layer followed by a softmax activation function for
the final activity classification. The details of the proposed fusion architecture are described as
follows.

4.3.1 Convolutional Neural Networks

CNNs are very popular and widely used deep neural networks that learn kernels and use convolu-
tion operations to retrieve relevant features from raw input samples [425]. The convolution filters
of CNN can highlight the most relevant features while minimizing domain-specific issues effi-
ciently. Additionally, each layer’s filter is able to retrieve some significant features for the same
receptive field leading to a variety of outputs known as feature maps. Another important property
of CNN architecture is the pooling mechanism that is responsible for receiving the information
of feature maps and sending them to other layers in the network [426]. The functionalities of the
CNN architecture are presented below.

For a feature 𝑓 , the output (𝑂) of a neuron (𝑥𝑦) of the 𝑖𝑡ℎ convolutional layer is expressed as
in (4.1) considering the activation function as ReLU, the number of conventional cores as 𝐶 , and
the feature map has a bias term called 𝑏.

𝑂(𝑖,𝑓 )
𝑥𝑦 = ReLU

( 𝐶−1
∑

𝑖=0

𝑓𝑛
∑

𝑗=0

𝑓𝑤
∑

𝑘=0
𝑊 (𝑓,𝑖)

(𝑗,𝑘) 𝑂
(𝑥−1),𝑖
(𝑥+𝑗),(𝑥+𝑘) + 𝑏

)

(4.1)

Similarly, the output of neuron (𝑥𝑦) for sub-sampling layer 𝑠 considering the feature 𝑓 can be
calculated using (4.2).

𝑂(𝑖,𝑓 )
𝑥𝑦 = ReLU

(

𝑊 𝑓
𝑠𝑛
∑

𝑗=0

𝑠𝑤
∑

𝑘=0
𝑂(𝑖−1),𝑓

(𝑥∗𝑠𝑛+𝑗),(𝑦∗𝑠𝑤+𝑘)
+ 𝑏

)

(4.2)

92



Let, the number of features in a particular layer is 𝑚 and the hidden layer is ℎ. Hence, the output
of a neuron 𝑛 is given by (4.3).

𝑂(𝑖,𝑓 )
(𝑖,𝑛) = ReLU

( 𝑚−1
∑

𝑗=0

𝑚𝑛
∑

𝑥=0

𝑚𝑤
∑

𝑦=0
𝑂(𝑖−1),𝑗

(𝑥,𝑦) + 𝑏
)

(4.3)

For multi-class HAR, the output is taken from the softmax layer. The output layer is expressed
using (4.4) for 𝑐𝑡ℎ neuron and feature map 𝐹 .

𝑂(𝑗, 𝑐) = Softmax
( 𝐹
∑

𝑛=0
𝑂(𝑗−1),𝑛𝑊

𝑗
(𝑐,𝑛) + 𝑏

)

(4.4)

In the proposed architecture, we considered the input image size of 64 × 64. The convolution
layer with filter sizes 128, 128, and 64 is utilized to retrieve relevant attributes. The size of kernel
is 3 × 3 for all convolution operations. The max-pooling layer with size 2 × 2 is utilized for all
pooling operations. We used a dropout layer with the percentage of 0.2, 0.2, and 0.3 to prevent
overfitting.

4.3.2 Convolutional LSTM Network

The conventional LSTM network is particularly designed to learn long-term dependencies. The
performance of such a network is decreased while handling sequential data having temporal and
spatial information [427]. To cope with spatial data, the LSTM network uses a pooling/FC layer
to convert spatio-temporal information to temporal information, discarding the spatial features.
The ConvLSTM takes the inputs and previous states of its local neighbors to determine the future
state of a cell in the matrix [428]. Thus, this architecture solves the above issue by the use of
convolution operators in the state-to-state and input-to-state transitions for multiplication. The
major operations of ConvLSTM are demonstrated below mathematically.

Let, the input features are denoted as 𝑥(1),… , 𝑥(𝑡), the cell outputs are 𝑐(1),… 𝑐(𝑡), the hidden
states are ℎ(1),…ℎ(𝑡), as well as all the gates are marked as 𝑖(𝑡), 𝑓(𝑡), and 𝑜(𝑡) for input, forget, and
output, respectively. Here, the cells, the hidden states, and all the gates are 3D tensors. The input
gates are formulated using (4.5).

𝑖(𝑡) = 𝜎(𝑊𝑥𝑖 ∗ 𝑥(𝑡) +𝑊ℎ𝑖 ∗ ℎ(𝑡−1) +𝑊𝑐𝑖◦𝑐(𝑡−1) + 𝑏𝑖) (4.5)
The forget gates are represented as in (4.6).

𝑓(𝑡) = 𝜎(𝑊𝑥𝑓 ∗ 𝑥(𝑡) +𝑊ℎ𝑓 ∗ ℎ(𝑡−1) +𝑊𝑐𝑓◦𝑐(𝑡−1) + 𝑏𝑓 ) (4.6)
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The cell states are calculated using the output of input gates, and forget gates which is calculated
in (4.7).

𝑐(𝑡) = 𝑓(𝑡)◦𝑐(𝑡−1) + 𝑖(𝑡)◦ tanh (𝑊𝑥𝑐 ∗ 𝑥(𝑡) +𝑊ℎ𝑐 ∗ ℎ(𝑡−1) + 𝑏𝑐) (4.7)
Using the output of the cell states, the representation of the output gates is given by (4.8).

𝑜(𝑡) = 𝜎(𝑊𝑥𝑜 ∗ 𝑥(𝑡) +𝑊ℎ𝑜 ∗ ℎ(𝑡−1) +𝑊𝑐𝑜◦𝑐(𝑡) + 𝑏𝑜) (4.8)
Finally, the hidden states are determined through the use of output gates and cell states as in (4.9).

ℎ(𝑡) = 𝑜(𝑡)◦ tanh(𝑐(𝑡)) (4.9)
where, the convolution operation is denoted by ∗, the Hadamard product is marked as ◦, and 𝜎
is the sigmoid activation function. Additionally, the 2D convolutional kernels are represented as
𝑊𝑥∼ and 𝑊ℎ∼.

Moreover, the ConvLSTM can take the feature maps of each sequence while keeping the
spatial dimensions fixed. In our proposed system, the input sequence from the time-series multi-
sensory data is (1, 42, 18). The size of the ConvLSTM operation filters are 32, 64, and 128. The
same kernel size of 1 × 3 is utilized for each ConvLSTM operation. Batch normalization layer is
added after activation layers which continuously receives the output from the previous layer and
normalizes it before passing it to the next layer to stabilize the network. The max-pool operation
with kernel size of 1 × 1 × 3 is adopted. A dropout rate of 0.2 and 0.3 is selected to reduce
overfitting during training the network.

4.3.3 Self-Attention Mechanism

The SA network is a widely used approach for calculating correlation and the weighted combi-
nation of all timestamps in the input sequence. The attention technique attempts to extract the
most significant timestamps from the sequence feature maps, enabling more efficient recogni-
tion [429]. Additionally, the SA method computes the weighting factors for each timestamp in
the sequence feature map by comparing it to all other timestamps in the sequence. The attention
mechanism transforms a query and a set of key-value pairs into an output, where each part of
the input is calculated as a weight depending on its relative importance to the output [430]. The
major components of the attention mechanism are the query, keys, and values that are denoted as
𝑄, 𝐾 , and 𝑉 respectively. Additionally, the same dimension of 𝑑𝑘 is used for 𝑄, and 𝐾 , as well
as the outputs and values have the same dimension of 𝑑𝑣. The attention score is calculated by
implementing the softmax function to the scaled dot products of queries and keys and then using
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the weighted form of the values. The overall implementation is carried out in mathematical form,
as specified in (4.10).

𝑓 𝑠𝑎(𝑄,𝐾, 𝑉 ) = Softmax
(

𝑄𝐾𝑇

√

𝑑𝑘

)

𝑉 (4.10)

Here, 𝑄 = 𝐼𝑊𝑄; 𝐾 = 𝐼𝑊𝐾 ; 𝑉 = 𝐼𝑊𝑉 where 𝑊𝑄, 𝑊𝐾 , 𝑊𝑉 are weight matrices; 𝐼 is the input
and 𝑄 ∈ ℝ𝑡×𝑑𝑘; 𝐾 ∈ ℝ𝑡×𝑑𝑘; and 𝑉 ∈ ℝ𝑡×𝑑𝑣 .

The output of the SA block is flattened to one dimension using the GAP layer and is forwarded
to the FC layer. This layer comprises several dense layers with filter size of 256, 128, 32, and
16. The dropout rate in this FC layer is 0.3, 0.3, and 0.4. Lastly, the generated vectors are sent
to the softmax function to calculate the probabilities of each class. The loss function is utilized
to measure the performance of the model. In general, the softmax-loss measures the final output
based on the probability of each activity belonging to a class. The loss function for data samples
𝐷 with class labels (𝑦𝑖), and the predicted labels (𝑦𝑖) is given by (4.11).

𝐿𝑜𝑠𝑠 = − 1
𝐷

𝐷
∑

𝑖=1

[

𝑦𝑖 log ̂(𝑦𝑖) + (1 − 𝑦𝑖) log(1 − 𝑦𝑖)
] (4.11)

4.3.4 Evaluation Protocols

Several statistical measures such as accuracy, precision, recall, and F1-Score are adopted to eval-
uate the performance of the proposed fusion architecture. The performance measures are mathe-
matically represented as follows.

• Accuracy: Accuracy is the ratio of correctly recognized samples in all data samples that
represent the rate of recognition of human activities.

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 1
𝐷

𝐷
∑

𝑘=1

𝑇𝑃𝑘 + 𝑇𝑁𝑘

𝑇𝑃𝑘 + 𝑇𝑁𝑘 + 𝐹𝑃𝑘 + 𝐹𝑁𝑘
(4.12)

• Precision: Precision is the ratio of real positive samples to the total number of recognized
positive data instances.

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 1
𝐷

𝐷
∑

𝑘=1

𝑇𝑃𝑘

𝑇𝑃𝑘 + 𝐹𝑃𝑘
(4.13)
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• Recall: Recall represents the proportion of correctly recognized positive samples to the
total number of real positive data instances.

𝑅𝑒𝑐𝑎𝑙𝑙 = 1
𝐷

𝐷
∑

𝑘=1

𝑇𝑃𝑘

𝑇𝑃𝑘 + 𝐹𝑁𝑘
(4.14)

• F1-Score: F1-Score is a measure to evaluate the performance of multi-classification archi-
tectures that is represented by the weighted average of recall and precision, which facilitates
to give more insights into HAR tasks.

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 1
𝐷

𝐷
∑

𝑘=1

2 ∗ 𝑇𝑃𝑘

2 ∗ 𝑇𝑃𝑘 + 𝐹𝑃𝑘 + 𝐹𝑁𝑘
(4.15)

Here, the correctly recognized samples are denoted as True Positive (TP), and True Negative
(TN). Additionally, the incorrectly classified samples are known as False Positive (FP), and False
Negative (FN).

4.4 Experimental Results Analysis

In this section, we are describing the experimental study including the dataset collection, quanti-
tative results, and comparative study with the existing SOTA. We performed our experiments on
a high-computing machine (GPU: GTX 1070 with 8 GB GDDR5 memory, CPU: Intel® Core™
i7-6700K CPU @ 4.00GHz × 8, RAM: 32 GB DDR4). All the experiments were conducted
using Python(v2.10) and TensorFlow(v2.8.0).

4.4.1 Dataset Collection and Description

The dataset used to train and evaulate the proposed fusion model is retrieved from a large multi-
modal benchmark namely UP-Fall detection dataset [431]. The dataset is collected in a controlled
environment through the use of accelerometers, gyroscopes, RGB cameras, ambient luminosity
sensors, electroencephalograph headsets, and context-aware infrared sensors. The wearable sen-
sors are placed in the waist, chest, foot, left wrist, and thigh pocket of the test subjects. The
stationary cameras captured the particular activities at two different viewpoints: lateral and front
views. The volunteers (17 healthy subjects) performed 11 different activities: 6 human ADL and
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Figure 4.2: t-SNE visualization of multi-sensor human activity recognition dataset on two dimensional
space.

5 human falls. The fall scenario data were captured for 10 seconds duration where the other ac-
tivities had variable durations. The activities are demonstrated as follows. “Falling forward using
hands (A1)”, “Falling forward using knees (A2)”, “Falling backwards (A3)”, “Falling sideward
(A4)”, “Falling sitting in empty chair (A5)”, “Walking (A6)”, “Standing (A7)”, “Sitting (A8)”,
“Picking up an object (A9)”, “Jumping (A10)”, and “Laying (A11)”. Each activity was performed
for three trials by all the subjects. The t-distributed Stochastic Neighbor Embedding (t-SNE) vi-
sualization for the representative multi-sensor dataset is shown in Fig. 4.2 to observe the data
distribution on two dimensional space. The distribution shows clear inter-class distinction be-
tween fall activity clusters (A1-A5) and ADL clusters (A6-A11). However, very little intra-class
distinction is visible as multiple separate activities seems to be clustered together.

In our proposed architecture, we considered trials 1 and 2 of each individual as the training
set for each activity of the UP-Fall dataset, and trial 3 of each individual as the testing set for each
activity. During preprocessing stage, we resized the image data to 64×64 from 640×480 to feed
into the CNN. The image data were also rescaled to [0, 1] range. There are 42 attributes in the
time-series data; collected by different sensors for different activities. To train the ConvLSTM
architecture, we at first standardized the data and grouped the data points into sequences. We
considered the sequence size of 18 based on the smallest number of data points in a trial file.
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(a) (b)

(c) (d)
Figure 4.3: Accuracy and loss values of the proposed fusion approach along with two baseline models.
(a)-(c) Training (b)-(d) Validation. The first row represents the accuracy values, and the second row depicts
the loss vaules.

4.4.2 Quantitative Results

We performed the experiments for 25 epochs to train the proposed architecture. The following
hyperparameters were considered during experimentation: batch size was set to 128, learning
rate was set to 0.001, Adam was used as optimizer, and sparse categorical cross-entropy was used
as the loss function. The Rectified Linear Unit (ReLU) was used as the activation function for
all layers except the last layer. We trained the two baseline architectures: CNN and ConvLSTM
to obtain their performance individually. In our proposed fusion approach, these two baseline
architectures are used as a feature extractor by omitting the FC layers. The extracted high-level
features are fused through SA mechanism to extract the most important features. The output
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(a) (b)

(c)
Figure 4.4: Confusion matrix for the proposed fusion approach along with two baseline models. The actual
activity is shown in the leftmost columns, followed by a prediction in the subsequent columns. (a) CNN
(b) ConvLSTM (c) Fusion.

of the SA is passed to the GAP layer. Finally, the activities are recognized by connecting the
FC layer with the output of the GAP layer. We used 20% of the training data as a validation
set to validate the developed framework. Fig. 4.3 (a)-(b) depicts the accuracy per number of
epoch for multimodal HAR of two baseline approaches along with our fusion model for training
and validation stages. In both training and validation stages, the fusion approach reaches higher
accuracy levels in less number of epochs than the other baseline approaches. The ConvLSTM
baseline approach reaches significantly lower accuracy in general than the other two approaches.
During the training stage, the fusion approach reached slightly higher accuracy than the CNN
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baseline approach.
The loss values for the training and validation process per number of epoch are shown in Fig.

4.3 (c)-(d). Similar to Fig. 4.3 (a)-(b), the fusion approach reaches lower levels of loss in less
number of epochs than the other two baseline approaches. During the training stage, the fusion
approach reached slightly lower loss value than the CNN approach. The ConvLSTM baseline
approach had significantly higher loss value than the other two approaches at the end of both
training and validation stage.

Fig. 4.4 illustrates the confusion matrix for multimodal HAR framework for (a) CNN, (b)
ConvLSTM, and (c) fusion approach. It is evident that the proposed fusion approach recognizes
the activities more perfectly than the baseline approaches. The recognition rate for activity seven
(A7) is high for the fusion and CNN approach and they recognized almost all standing activities.
For activities A6, A7, and A8, the fusion approach classified more samples correctly than the other
baseline approaches. On average, the fusion approach misclassified lesser number of samples than
the baseline approaches.

The obtained performance for the experimental study from the testing dataset is shown in
Table 4.1. The proposed fusion approach achieved an accuracy of 97.61% whereas the CNN and
ConvLSTM models obtained an accuracy of 96.67% and 87.71%, respectively. The precision,
recall, and F1-Score of the developed fusion architecture are 97.61%, 97.64%, and 97.58%, re-
spectively. The proposed network improved results of multimodal HAR by ∼1% up to ∼10%
compared with two baseline architectures (CNN, and ConvLSTM).

The Gradient-weighted Class Activation Mapping (Grad-CAM) visualization of the predicted
results is depicted in Fig. 4.5 for two particular activities: sitting and falling backwards. Both
of these images were randomly selected from the test set. The generated map highlights the
relative importance of each subregion’s contribution to the recognition. In both cases, the model
is tracking the person to detect the relevant activity.

Table 4.1: Recognition performance of the proposed fusion approach.

Accuracy Precision Recall F1-Score
CNN 96.67% 96.67% 96.86% 96.64%

ConvLSTM 87.71% 87.71% 88.29% 87.73%
Fusion 97.61% 97.61% 97.64% 97.58%
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(a) (b) Figure 4.5: Visualization of the predicted results of the proposed system. The left column represents the

original images, and the right column shows the corresponding Grad-CAM.

4.4.3 Comparison with the State-of-the-Art

A comparative study with the existing literature for multimodal HAR using the UP-Fall detection
dataset is demonstrated in Table 4.2. The system developed in [432] used SVM to recognize
human activities and obtained relatively low performance. The authors from the same group used
only image data in [431], and images as well as time-series data in [433]. The highest accuracy of
96.4% is achieved in [433] which used CNN and LSTM architecture to recognize the activities.
In the literature, the highest accuracy of 96.7% is obtained in [434] utilizing CNN and GRU for
activity recognition. They only used the image modality of the UP-Fall dataset. In this study,
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Table 4.2: Performance comparison of the proposed approach with the state-of-the-art for UP-Fall detec-
tion dataset.

Refs. Year Data Methods Accuracy Precision Recall F1-Score
[432] 2018 Time-series SVM – 66% 69% 67%
[431] 2019 Image CNN 95.10% 71.80% 71.30% 71.20%
[433] 2019 Image + Time-series CNN + LSTM 96.40% 84.20% 81.50% 82.30%
[424] 2019 Image CNN 95.64% 96.91% 97.95% 97.43%
[434] 2022 Image CNN + GRU 96.70% 96.90% 96.70% 96.60%
Ours – Image + Time-series Fusion approach 97.61% 97.61% 97.64% 97.58%

we proposed a multimodal fusion architecture that utilizes both stationary RGB camera data and
wearable sensor data to identify human activities. The accuracy, precision, recall, and F1-Score
of the proposed fusion approach are 97.61%, 97.61%, 97.64%, and 97.58%, respectively. Our
proposed approach outperformed the current literature with respect to accuracy, precision, and
F1-Score. However, the best recall rate of 97.95% was found in [424].

4.5 Conclusion

HAR plays a key role in monitoring human health status using data from wearable and stationary
devices in smart healthcare environment. In this research, we develop a DL-based fusion archi-
tecture for multimodal HAR that is able to process multi modality signals from smart devices. In
our proposed architecture, visual patterns are retrieved from sequence of images using the CNN
model and multi-sensory features from time-series are retrieved using ConvLSTM model. The
features are then fused using a SA mechanism. The proposed architecture along with two base-
line frameworks was evaluated using a large benchmark dataset called UP-Fall detection dataset
to depict the robustness and effectiveness of this architecture. The experimental results revealed
that the best accuracy of 97.61% is achieved from the developed fusion system for classifying
eleven activities. The experimental results demonstrate that the fusion scheme contributes to a
significant improvement in classification accuracy. The practical applications of the proposed
system include health monitoring, sleep disorder monitoring, eating disorder monitoring, medi-
cation intake monitoring, and exercise aid systems.
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Chapter 5

Hierarchical Architecture for Feature
Fusion in Multimodal HAR

5.1 Introduction

HAR refers to the recognition of movement behavioral patterns by analyzing human activity sig-
nals, which has a significant economic value and scientific research importance in the area of
smart healthcare [435]. Real-time monitoring of the activities of the elderly is a key task in the
development of smart health monitoring that employs signals from wearable and mobile devices
to enhance medical decision support systems [436], [437]. Hence, HAR has evolved into a dy-
namic and peremptory research area for the effective detection of human activities and interactions
in AAL environments, which is being widely investigated for the aptly called IoHT [438], [439].

Nowadays, there are numerous wearable sensors integrated with intelligent devices including
smartphones and smartwatches, as well as numerous wearable components that can be attached to
multiple on-body positions to collect and transfer real-time activity data through wireless sensor
networks [440], [441]. These sensing paradigms offer effective data fusion for efficient HAR that
supports the development of services and applications for the elderly in smart healthcare frame-
works based on the generation of real-time fused information [442], [443]. Over the years, several
HAR frameworks have been introduced based on various approaches including sensors [444],
cameras [445], Wi-Fi signals [446], and others. The sensors are more useful for HAR because
they are more reliable in testing situations, do not need proper lighting, and preserve human pri-
vacy. However, the sensor-based HAR systems are expensive and burdensome for their users.
The major advantages of vision-based HAR systems are that they spare regular users from hav-
ing to wear a number of cumbersome devices on various parts of their bodies. Nevertheless, these
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systems have privacy concerns, and their efficiency is influenced by the level of ambient lighting.
On the contrary, Wi-Fi based HAR techniques use signal descriptors to identify the human activ-
ities that are reflected in the mobility of Wi-Fi signals. However, these techniques have a limited
range, require significant investment, and entail unified protocols as well as benchmarks.

Conventional ML techniques [410] are widely used for HAR in smart healthcare applications.
The major task of ML approaches includes the extraction of the most significant features from the
raw data. In general, time-domain and frequency-domain attributes are exploited for ML-based
HAR. The derivative features are fed into ML algorithms for HAR purposes. Several ML-based
HAR frameworks [447], [448] have been developed to address the challenges associated with
real-time HAR in IoHT. However, the hand-crafted features that need subject-matter expertise
and human experience present some serious challenges for ML algorithms. DL algorithms [449]
have recently been introduced for HAR purposes as they have demonstrated their exceptional effi-
ciency in automatic feature extraction as well as recognition. DL technique [450] extracts the nec-
essary features from the multimodal raw data that are quite effective to enhance the performance
of HAR compared with conventional techniques. In literature, various HAR systems have been
proposed based on DL approaches. The most popular and extensively exploited approaches for
HAR are CNN [412], which use several convolutional kernels to extract hidden patterns from raw
visual data. To handle sequential data, RNNs [451], [452] have shown promising performance for
long-term dependency on multi-sensor information. Besides, the time-series data collected from
wearable sensors are encoded to image representation including recurrence plot, Gramian angu-
lar field, and Markov transition field in recent studies [453]. Moreover, the current researches
are highly focused on attention mechanism with DL architectures for HAR applications in IoHT
environment. For many time-series and visual data classification applications [454], the atten-
tion mechanism has become essential and performs better than traditional methods. Attention
mechanisms focus on the most significant extracted attributes and remove the unnecessary noisy
attributes during the recognition - resulting in overall performance improvement.

As multiple wearable devices are utilized to develop HAR frameworks, it is required to syn-
chronize and combine the various sensor information using a uniform data fusion approach to
record more complicated activities from and multimodal and multi-positional perspective. Keep-
ing this in mind, the researchers are now introducing various fusion strategies to develop multi-
modal HAR. In most of the works, single nature data (time-series) collected from accelerometer,
and gyroscope are utilized for developing HAR based on fusion techniques [455]. The research
gaps exist in developing fusion approaches for multi-nature data such as fusing the information
of multi-sensory (time-series) and camera (visual) for multimodal HAR.

The remaining parts of the chapter are structured as follows. Section 5.2 presents the relevant
literature of the most recent HAR systems in the view of single-modal and multimodal data using
DL techniques for smart healthcare applications. Section 5.3 demonstrates the proposed fusion
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architecture incorporating the multi-head CNN with CBAM, ConvLSTM, IoT deployment, and
evaluation measures. Section 5.4 demonstrates the experimental specifications, the details of the
dataset, the experimental findings, the comparison with the SOTA, and ablation studies. Lastly,
the conclusion and potential future works are discussed in section 5.5.

5.2 Related Works

In recent years, wearable technologies are in ongoing development stage incorporating compli-
cated and sensitive embedded sensors. In general, DL and ML algorithms are utilized to improve
the efficiency of HAR using data retrieved from these sensors. This section describes the recent
developments of HAR platforms in the area of DL, ML, and IoT. Here, we discussed a few most
recent HAR approaches based on the single-modal and multimodal data.

5.2.1 Single-modal based HAR

Single-modal based HAR systems use only single source data for recognition purposes. Single-
modal based HAR utilizes any sensor data such as accelerometer, gyroscope, or RGB camera
[456]. The development of the single-modal based HAR platform is quite cost-effective but it
lacks reliability and robustness.

Al-qaness et al. [457] proposed a multilevel residual network with attention called Multi-
ResAtt for HAR from wearable sensors data. The system consists of a variety of parallel-oriented
residual modules and initial blocks. A Bi-directional Gated Recurrent Unit (Bi-GRU) with atten-
tion blocks are preceded by two dense layers for HAR in this proposed system. The developed
scheme is tested by three publicly available datasets and the best accuracy of 90.08% is found
from the PAMAP2 dataset. Lu et al. [458] developed a wearable prototype to capture human ac-
tivities from the environment through the use of one tri-axial accelerometer for HAR. The system
extracted global and local features from the data to find out the effect of different perspectives of
human activities. The extracted features are fed into several ML techniques to develop classifica-
tion models and an average accuracy of 96% is obtained from RF leveraging both global and local
features. Zhou et al. [423] introduced a semi-supervised learning architecture exploiting the con-
cept of LSTM with deep Q-network to enrich the performance of HAR on weakly labeled sensor
information. Deep Q-network automatically classifies the data with a reward based on distance to
address the issue of lack of labeled data. The LSTM network recognized the fine-grained features
contextually retrieved from sequential motion information. The experimental findings reveal that
the presented scheme achieved a ROC curve up to 0.95.
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In another research, Abdel-Basset et al. [459] presented a lightweight DL architecture for HAR
utilizing the data from the wearable heterogeneous sensors. The collected sensor data is encoded
into RGB images and the features are extracted using a hierarchical multi-scale extraction module.
The evaluations are performed with two open-access datasets and the accuracy of 98% and 99%
are obtained from UCI-HAR and Mobile HEALTH (MHEALTH) datasets respectively. However,
the proposed framework did not mention about power consumption and inference latency in IoT
environment. Further, Abdel-Basset et al. [460] used CNN, LSTM, and attention techniques
to develop a dual-channel network called ST-DeepHAR for HAR. In this system, an adaptive
channel-squeezing technique is introduced to fine-tune the feature extraction capacity of CNN by
using multichannel dependency. The proposed framework is evaluated with two publicly available
datasets and obtained the best accuracy of 98.9% from the WISDM dataset. Zhang et al. [461]
developed a HAR platform based on multi-head techniques along with attention mechanisms.
The high-level features are retrieved from the raw data exploiting multi-head CNN and fused to
generate a single feature vector. Thirty parallel attention heads are exploited to select the most
significant attributes for HAR. Besides, the system appraised an F-measure of 0.954 using the
WISDM dataset with the parameters of 2.77 million. However, the complexity of the proposed
network is relatively high.

5.2.2 Multimodal based HAR

Multimodal based HAR frameworks use multiple sensors to record real-world environmental
data. Multimodal based HAR systems are merely deployed to classify ADL from a variety of
data sources including sensors, and visuals [406]. The multimodal based frameworks depend on
a fusion of sensors including accelerometers, gyroscopes, or depth cameras for data collection
purposes.

Yadav et al. [434] proposed an activity recognition framework called ARFDNet utilizing pose
estimation based classification architecture. The skeleton features of the individuals are extracted
from the RGB videos using the pose estimation model. The skeleton features are preprocessed and
fed into CNNs preceded by GRUs to learn the spatiotemporal dynamics. Finally, the classification
is done in a FC layer using the outcome of the GRUs. The experimental findings revealed that the
developed network obtained the best accuracy of 96.7% from the UP-Fall detection dataset. How-
ever, the system used only data from camera 2 (frontal view). Ramirez et al. [462] demonstrated a
HAR system that used human skeleton features from raw images collected from a standard video
camera. The scheme is able to detect the human falls as well as different types of activities for
several individuals in the same scene through the use of human skeleton features. The system
applied four different ML algorithms and the average accuracy of 98.59% is found from Camera
1 (lateral view) of the UP-Fall detection dataset. Inturi et al. [463] introduced a DL architecture
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that is able to detect different kinds of human activities and falls. The system used human joint
points that are captured by applying the AlphaPose pre-trained architecture. The retrieved key
points are processed using CNNs to analyze the spatial correlation of the key points. The LSTM
network preserved the long-term dependencies in this system. UP-Fall detection dataset is uti-
lized to prove the efficiency of the developed architecture. An accuracy of 98.59% is achieved
from the experimental results with the camera data only.

In another study, Lin et al. [464] proposed an adaptive multimodal fusion architecture for
HAR using videos and inertial data. The skeleton sequence patterns are retrieved through the
proposed Spatio-temporal graph CNN with adaptive loss function and the inertial data features
are extracted using LSTM with a fully convolutional network. The contribution of two modalities
at the decision level are learnt using the proposed adaptive learning technique. The architecture
is tested with the data called H-MHAD collected from a laboratory environment along with two
open-access datasets UTD Multimodal Human Action Dataset (UTD-MHAD) and Continuous
Multimodal Human Action Dataset (C-MHAD). Moreover, the best accuracy of 91.18% is found
from the C-MHAD dataset. Ranieri et al. [465] used a two-stream ConvNet for HAR improved
with LSTM and a temporal CNN to analyze the temporal data on videos and inertial sensing de-
vices. Here, the authors deployed two fusion strategies such as feature-level and late fusion to
enrich the recognition performances. The experiments have been carried out with two publicly
available popular datasets including egocentric multimodal and UTD-MHAD. The proposed net-
work obtained the best accuracy of 85.47% from the UTD-MHAD dataset. Further, Ranieri et
al. [466] presented a HAR platform utilizing different types of data such as videos, ambient sen-
sors, and inertial units in an AAL environment. The main focus of this research is to generate a
multimodal dataset called Heriot-Watt University/University of Sao Paulo (HWU-USP) activities
dataset in a small kitchen. As a DL framework, the system used CNN and LSTM for recogni-
tion purposes and achieved an accuracy of 98.61% from the experiments. The framework is
also evaluated with the UTD-MHAD dataset and found an accuracy of 92.33%. Furthermore,
Gao et al. [467] developed a framework for recognizing human action that incorporated latent
information from various viewpoints. The system proposed a category-level dictionary learn-
ing architecture based on adaptive fusion. The design of query sets and the development of the
regularization scheme for the assignment of the adaptive weight were performed in order to in-
corporate dictionary learning. This method found excellent results, with an increase in accuracy
of between 3% to 10%.
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Figure 5.1: System architecture of the developed multimodal human activity recognition system in Internet
of Healthcare Things. Here, the cameras and multiple sensors collect the human daily activities in the shape
of visual and time-series. The deep learning-based fusion network is developed and deployed in the cloud
server. The notification is sent to the stakeholders through 5G communication.

5.3 Proposed Hierarchical Architecture for Feature Fusion in
Multimodal HAR

In this chapter, we propose a multi-level feature fusion architecture for multimodal human recog-
nition in smart healthcare applications. The proposed system consists of several components
such as the end IoT devices, DL-based fusion architecture, cloud server, 5G communication, and
stakeholders. Fig. 5.1 shows the overall system architecture for multimodal HAR in IoHT. In our
system, the end IoT devices include accelerometer, gyroscope, camera, Electroencephalogram
(EEG) headset, infrared sensor, and ambient light sensor to collect the different ADLs in visual
and time-series modalities. The fusion architecture is developed to be able to handle multimodal
signals (visual and time-series) using multi-head CNN along with CBAM as well as ConvLSTM.
The proposed DL model is deployed in the cloud server using large training data samples. The
parameters of the fusion network are stored in the cloud to facilitate smart healthcare applica-
tions. All the data transfers from end IoT devices to the cloud server as well as the cloud server
to stakeholders are done through Wi-Fi signals. The decision of the proposed fusion architecture
is conveyed to the stakeholders through 5G communication so that they can take further actions.

The proposed multi-level feature fusion architecture contains several blocks to recognize hu-
man actives from the multimodal data. Fig. 5.2 illustrates the several blocks of the proposed
architecture for multimodal HAR for smart healthcare applications. The data collected from mul-
tiple wearable sensors in the form of time-series are passed to ConvLSTM architecture to obtain
the high-level temporal features. The visual information from cameras are sent to three-head
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Figure 5.2: Schematic diagram of the developed fusion architecture for multimodal human activity recog-
nition in a smart healthcare framework. The time-series data recorded from multi-sensors are fed into
ConvLSTM architecture to get the temporal features (see top part). A three-head CNN architecture with
CBAM extracts the high-level channel and spatial dimension features from the visual data and the outputs
of each head are get fused (see lower part). Additionally, the output features of two-branch networks are
fused and passed to the classification module through the GAP layer. Finally, the Softmax function is
utilized to provide output for HAR.

CNN networks where each contains the CBAM network to extract the patterns from the channel
and spatial dimensions. In this level, the outputs (homogeneous features) of each head are fused
to get the high-level features from the raw images. In the next level, the extracted features from
visual data from multi-head network and multi-sensor information from ConvLSTM architecture
are fused to get the final features and are sent to FC layer through the GAP layer. The GAP layer
generates one feature map for each class of human activities. Finally, the classification module
containing FC layer with Softmax function recognizes the human activities. The following sec-
tions demonstrate the proposed fusion architecture with IoT deployment and its blocks in detail.
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5.3.1 Multi-head Convolutional Neural Network

CNN [426] has become one of the most representative neural networks in the area of DL for image
recognition. In this chapter, a three-head CNN (as illustrated in Fig. 2) is designed to retrieve the
relevant patterns from the input images. The most pivotal component in CNN is the convolutional
layer [468] that contains several convolutional filters which produce the output feature map from
the input images through convolution operation. In the convolution layers, the output feature maps
from the previous layer are convolved using a number of convolutional kernels. Moreover, a bias
is used to enhance the output of the convolution operation that is passed through the activation
function to generate the feature map for the following layer. Mathematically, the 𝑞𝑡ℎ feature map at
the 𝑝𝑡ℎ layer of ℎ𝑡ℎ head of multi-head CNN is a matrix, and the value at the 𝑥𝑡ℎ row is represented
as 𝑧𝑥,ℎ𝑝𝑞 . The value is calculated as in (5.1).

𝑧𝑥,ℎ𝑝𝑞 = 𝑓𝑅𝑒𝐿𝑈
(

𝑓 ℎ
𝑐𝑜𝑛𝑣2𝑑

(

𝑧𝑥+𝑙𝑝−1

))

∀ℎ = 1, 2, 3 (5.1)
Here, 𝑓𝑅𝑒𝐿𝑈 is the activation function that substitutes all negative values with zero in the fea-
ture map, and 𝑓 ℎ

𝑐𝑜𝑛𝑣2𝑑 represents convolution function of the ℎ𝑡ℎ head in our multi-head CNN, as
expressed in (5.2).

𝑓 ℎ
𝑐𝑜𝑛𝑣2𝑑

(

𝑧𝑥+𝑙𝑝−1

)

= 𝑏𝑝𝑞 +
∑

𝑟

𝑛ℎ𝑝−1
∑

𝑙=0
𝑤𝑙,ℎ

𝑝𝑞𝑟𝑧
𝑥+𝑙,ℎ
(𝑝−1)𝑚 (5.2)

Here, the bias for a specific feature map is 𝑏𝑝𝑞, 𝑟 is the index of the feature maps at the (𝑝 − 1)𝑡ℎ
layer, 𝑤𝑙,ℎ

𝑝𝑞𝑟 is the weight matrix at the position 𝑙 of the convolution kernels, and 𝑛ℎ𝑝 is the length
of the kernel of the ℎ𝑡ℎ head in our multi-head CNN.

Another important component in our proposed multi-head CNN architecture is the pooling
layer [469] that minimizes the number of parameters and calculations by scaling down the spatial
size of the feature description. The most popular and widely used pooling technique is called max
pooling, which selects the largest component within each receptive area as shown in (5.3).

𝑘𝑝𝑞 = max(𝑎,𝑏)∈ℝ𝑝,𝑞
𝑘𝑎𝑏 (5.3)

Here, 𝑘𝑝𝑞 denotes the pooling operation of 𝑘𝑡ℎ feature maps, and 𝑘𝑎𝑏 stands for the component at
position (𝑎, 𝑏) enclosed by pooling region ℝ𝑝,𝑞 that represents a receptive field around the location
(𝑝, 𝑞).

In the proposed multi-level feature fusion architecture, two convolution operations with filter
sizes of 32, and 64 are utilized to retrieve the high-level patterns from the input images. The size
of the input data is 64 × 64 in this network. We consider the kernel size of 3 × 3, 5 × 5, and 7 × 7
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in head 1, head 2, and head 3, respectively. Three max-pooling operations with pool size 2 × 2
are exploited to minimize the number of parameters and calculations. A dropout rate of 0.3, 0.3,
and 0.4 are put after each max-pooling operation to avoid over-fitting during the training process.

5.3.2 Convolutional Block Attention Module

In the proposed architecture, each head contains two CBAMs (as shown in Fig. 2) to enhance
the training performance by highlighting the channel and spatial features of the activity images.
The Channel Attention Module (CAM) network enables the proposed architecture to focus on
important channel features and ignores the other features. To measure the significance of each
channel, various weight information is applied to diverse feature dimensions and feature channels
of the visual data. The Spatial Attention Module (SAM) network allows the proposed architec-
ture to give more attention to the spatial dimension information on the feature map. For feature
extraction, CBAM [470] sequentially extracts a 1D channel attention map 𝑋𝑐 ∈ ℝ𝐶×1×1 and a 2D
spatial attention map 𝑋𝑠 ∈ ℝ1×𝐻×𝑊 from the given intermediate feature map  ∈ ℝ𝐶×𝐻×𝑊 of
the activity visual data. The overall attention mechanism is given in (5.4).

 ′ = 𝑋𝑐( )⊗ 
 ′′ = 𝑋𝑠( ′)⊗  ′ (5.4)

Here, ⊗ presents the element-wise multiplication, and  ′′ is the final refined feature. During the
multiplication, the channel attention features are compressed along the spatial dimension, and
vice-versa.

The CAM network (as shown in Fig. 2) enhances the weight of the relevant information and
suppresses the weight of the unnecessary information in the feature channel. Thus, the proposed
architecture highlights more on the discriminative channels in the activity images. In the CAM
network, the average-pooled patterns, and the max-pooled attributes are extracted from the ag-
gregated feature map of spatial information by exploiting both average-pooling and max-pooling
operations. The extracted high-level patterns are sent to a shared MLP model that contains one
hidden layer. Moreover, the output of the shared network is forwarded through a pipeline con-
taining further max-pooling and average-pooling operations, and a non-linear activation function
ReLU to generate channel attention map 𝑋𝑐 ∈ ℝ𝐶×1×1. The use of two pooling operations facili-
tates to extract high-level features efficiently. The channel attention is mathematically calculated
as in (5.5).

𝑋𝑐( ) = 𝜎(MLP(AvgPool( )) + (MLP(MaxPool( ))) (5.5)
Here, 𝜎 represents the sigmoid function.
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The SAM network (as depicted in Fig. 2) improves the spatial dimension features in the feature
map by performing feature filtering on the pixels at various positions in the same spatial dimension
and weighting the significant features. The SAM performs the max-pooling and average-pooling
operations on the given feature map 𝐹 ′ along the channel dimension to get two feature maps.
The retrieved features are fused and convolved by a convolution layer with a kernel size of 7 × 7
to generate the final spatial attention map 𝑋𝑠 ∈ ℝ1×𝐻×𝑊 . The mathematical formulation of the
SAM is given in (5.6).

𝑋𝑠( ′) = 𝜎(𝑓 7×7([AvgPool( ′);MaxPool( ′)])) (5.6)
Here, 𝑓 7×7 is the convolution operation with a filter size of 7 × 7.

5.3.3 Convolutional Long Short Term Memory

ConvLSTM architectures [428] are an improvement of the CNN, RNN, and LSTM networks.
RNN networks transmit historical information through chain network structures. However, as
the distances between the chain network structures become larger, the long-term information
becomes harder for the RNN networks to learn. LSTM networks improve this condition of RNN
via adding three different gate functions that control memory information. However, LSTM’s

Conv Conv Conv Conv

tanh

tanh

ct-1

ht-1

xt

ft it ot

ct

ht

Figure 5.3: The architecture of ConvLSTM. The new memory 𝑐𝑡 and output ℎ𝑡 are formed by updating the
internal memory 𝑐𝑡−1 based on the current input 𝑥𝑡 and the prior output ℎ𝑡−1.
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use FC networks which leads to information redundancy. LSTM networks only keep temporal
dependencies but do not take spatial dependencies into account.

CNNs are generally a combination of convolutional layers and pooling layers that can extract
spatial information from input data modalities but cannot extract temporal dependencies. ConvL-
STM networks embed convolution operations inside LSTM cells, thus alleviating the redundancy
of FC layers and resulting in fewer parameters compared to LSTM networks due to weight sharing
features of convolutional kernels. ConvLSTM networks can extract both the spatial and temporal
dependencies from input data modalities as they combine both CNN and LSTM’s. ConvLSTM
networks have better spatiotemporal comprehension ability compared to fully connected LSTM
networks. The architecture of ConvLSTM is shown in Fig. 5.3. ConvLSTM networks can be
expressed using the following major operations.

ConvLSTM networks have three kinds of gates: input, forget, and output. The input gates can
be formulated using (5.7).

𝑖𝑡 = 𝜎(𝑊𝑥𝑖 ∗ 𝑥(𝑖) +𝑊ℎ𝑖 ∗ ℎ(𝑡−1) +𝑊𝑐𝑖 ⊙ 𝑐(𝑡−1) + 𝑏𝑖) (5.7)
Here, the input features are denoted by 𝑥(1), 𝑥(2), ..., 𝑥(𝑛). The cell outputs are represented as

𝑐(1), 𝑐(2), ..., 𝑐(𝑛). The hidden cells are denoted as ℎ(1), ℎ(2), ..., ℎ(𝑛). The input, forget, and output
gates are expressed by 𝑖(𝑡), 𝑓(𝑡), and 𝑜(𝑡). 𝑊𝑥∼ and 𝑊ℎ∼ represents the 2D convolutional kernels.
The convolution operation in all subsequent representations is expressed by ∗. The Hamdard
product is expressed by ⊙.

Equation (5.8) represents the formulation of the forget gates.
𝑓(𝑡) = 𝜎(𝑊𝑥𝑓 ∗ 𝑥(𝑡) +𝑊ℎ𝑓 ∗ ℎ(𝑡−1) +𝑊𝑐𝑓 ⊙ 𝑐(𝑡−1) + 𝑏𝑓 ) (5.8)

The cell states are calculated using the input and forget gates. Equation (5.9) presents the
formulation for calculating the cell states.

𝑐(𝑡) = 𝑓(𝑡) ⊙ 𝑐(𝑡−1) + 𝑖(𝑡) ⊙ tanh (𝑊𝑥𝑐 ∗ 𝑥(𝑡) +𝑊ℎ𝑐 ∗ ℎ(𝑡−1) + 𝑏𝑐) (5.9)
The mathematical expression of the output gates require the cell states. The formulation for

calculating the output gates is shown in (5.10)
𝑜(𝑡) = 𝜎(𝑊𝑥𝑜 ∗ 𝑥(𝑡) +𝑊ℎ𝑜 ∗ ℎ(𝑡−1) +𝑊𝑐𝑜 ⊙ 𝑐(𝑡) + 𝑏𝑜) (5.10)

Equation (5.11) formulates the calculation of the hidden states. The cells, hidden states, and
three gates are considered as 3D tensors.

ℎ(𝑡) = 𝑜(𝑡) ⊙ tanh(𝑐(𝑡)) (5.11)

113



In our proposed fusion architecture, the input shape for the ConvLSTM stream is (1,42,18).
The input contains data collected from multiple types of sensors in the shape of time-series. Three
layers of ConvLSTM were used inside the stream with filter sizes of 32, 64, and 128. In all the
ConvLSTM layers, the kernel size was 1 × 3 and ReLU was used as the activation function. We
used Batch normalization, max-pooling layers, and dropout layers to ensure the model does not
overfit or underfit the input data. The max-pooling layer has a kernel size of 1 × 1 × 3. We used
20% and 30% dropout in the dropout layers.

5.3.4 Classification Module

The output vectors from ConvLSTM network and multi-head CNN architecture are fused and sent
into the classification module to predict the target classes through the GAP layer. The GAP layer
creates one feature map of each class of human activities and minimizes the number of trainable
parameters. The FC layers contain the neurons of 256, 128, 32, and 16 with ReLU activation
function, and the FC layers are followed by dropout layers to prevent over-fitting. Finally, the
Softmax activation function calculates the class score of each activity and outputs the correct
activity class that obtained the higher probability score. The prediction representation of the
Softmax function is formulated as in (5.12) and (5.13), where,  presents the output features
from the previous FC layer and 𝑎 is the number of activities in the data samples (𝑁).

 = Softmax( ) =
𝑒𝑥𝑝( )

∫ 𝑎
1 𝑒𝑥𝑝( )

(5.12)

𝑦̂ = argmax() (5.13)
Moreover, the cross-entropy loss was used to reduce the loss value during training. The loss

function () is demonstrated as in (5.14), where, 𝑦𝑖 is the actual activities, and 𝑦𝑖 is the predicted
activities obtained by the proposed architecture.

 = − 1
𝑁

𝑁
∑

𝑖=1

[

𝑦𝑖 log ̂(𝑦𝑖) + (1 − 𝑦𝑖) log(1 − 𝑦𝑖)
] (5.14)

5.3.5 IoT Deployment

Once the fusion architecture is trained and evaluated, it is ready to be deployed as an IoT ap-
plication. In this scenario, the proposed system would be deployed in the cloud. Individual
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Figure 5.4: Block diagram of user application and cloud server application for interaction for multimodal
human activity recognition in IoHT.

user applications can then connect to the cloud server that is serving the model, send data to the
server, and receive inference results. The first possible deployment network scenario is where the
cloud server and users are in the same network. In this case, the latency between the users and
server would be minimal. This scenario is feasible for large nursing homes, hospitals, and care
facilities that want to provide localized monitoring services to their customers. The second pos-
sible deployment network scenario is where the cloud server and users are in different networks.
This scenario is more feasible for corporations that want to provide Deep Learning as a Service
(DLaaS). Although the latency between the cloud server and user application would be much
larger than in the same network scenario, the different network configuration is more scalable.
The cloud server would be more sophisticated, have specialized system architecture, have load
balancing, and redundancy to ensure minimal downtime. Fig. 5.4 provides a block diagram of
the processes involved in the interaction between the user applications and cloud service. The
connection and data transfer requires sockets. Generally, the cloud service has a fixed IP and port
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number. The user applications must know the fixed IP address and port number to connect to
the cloud service. The internet protocol used in the network connection and data transfer is TCP.
TCP provides three-way handshake, retransmission in case of transmission failure, error detec-
tion, network congestion avoidance, and improved security over other internet protocols such as
UDP. TCP protocol has slightly higher latency than UDP. However, TCP provides much more
security-oriented features than UDP. After a connection is established, the client reads data con-
tinuously from the sensors, encodes them, and sends them via the network to the cloud server.
The server receives the data, decodes it, and performs inference. The server then encodes the
inference results, sends it to client, and waits for further data. The client decodes the inference
results, takes action based on the predicted activity, and starts sending the next batch of data. The
network connection can be closed at any time from the client or server. The diagram shown in
Fig. 5.4 depicts a single-thread network. When the number of clients and servers will be large,
multithreading and threadpool executor blocks would be required to efficiently complete the tasks.

5.3.6 Performance Evaluation

In this chapter, we measure the efficiency of the developed fusion architecture in terms of four
widely used statistical metrics: accuracy, precision, recall, and F1-Score. Additionally, to eval-
uate the performance of the fusion architecture for multimodal HAR in IoHT environment, we
measure two metrics including latency of the deployed IoT network and response time of the pro-
posed fusion network. The lower value of these parameters represents the better performance of
the system.

• Latency: Latency refers to the time taken for a packet or data message to reach the destina-
tion from its point of origin. The low latency network ensures real-time applications with
minimal delay times.

• Response time: Response time includes latency as well as the time taken for the server to
perform inference on the received data. It is mathematically demonstrated as follows.

𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒 = 2 × 𝑙𝑎𝑡𝑒𝑛𝑐𝑦 + 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝑡𝑖𝑚𝑒 (5.15)

5.4 Experiments Results and Discussions

In this section, we describe the experimental findings of our developed fusion technique for multi-
modal HAR to show the efficacy of the proposed system. This section includes a brief description
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of the experimental setup, the multimodal dataset for the experiments, the quantitative results
analysis, and the ablation study. Moreover, a comparative study is conducted to compare our
findings with two baseline models as well as recent SOTA methods.

5.4.1 Experimental Setup

The developed multi-level feature fusion architecture for multimodal HAR was written in Python
(v2.10) and implemented with the Keras API on top of the TensorFlow (v2.8.0) backend. The
training was conducted in a desktop computer equipped with GPU: GTX 1070 with 8 GB GDDR5
memory, CPU: Intel® Core™ i7-6700K CPU @ 4.00GHz × 8, and RAM: 32 GB DDR4. The
computer was running in an Ubuntu operating system with a version of 18.04 LTS.

5.4.2 Dataset Description

We used a large and publicly available multimodal dataset called UP-Fall detection dataset [431]
for our experimentation. To collect the ADLs data, 17 healthy participants (9 males and 8 females)
were considered between 18 to 24 years, with an average height and weight of 1.66 m and 66.8 kg
respectively. The dataset comprises 11 human activities including 6 basic ADLs and 5 different
kinds of fall activities. The human activities and falls along with the duration of each activity

Table 5.1: Description of the activities performed by human participants in UP-Fall detection dataset.

Activity Number Description Duration (s)
𝐴1 Falling forward using hands 10
𝐴2 Falling forward using knees 10
𝐴3 Falling backwards 10
𝐴4 Falling sideward 10
𝐴5 Falling sitting in empty chair 10
𝐴6 Walking 60
𝐴7 Standing 60
𝐴8 Sitting 60
𝐴9 Picking up an object 10
𝐴10 Jumping 30
𝐴11 Laying 60
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(a) (b)

(c) (d)
Figure 5.5: Performance measures (accuracy and loss curves) of the developed fusion approach along with
two baseline architectures. (a)-(c) Training (b)-(d) Validation. The first row represents the accuracy, and
the second row depicts the loss.

stored in this dataset are given in Table 5.1. The duration of all fall events is the same (60 s) and
the duration of daily activities is different. Each activity in the dataset was recorded 3 trials by
each healthy participant. The data collected from the wearable sensors and vision devices are in
the shape of time-series and visual respectively.

In our research, we used all modalities of data to conduct the experiments. We considered
trial 1 as well as trial 2 of each activity as the training set and trial 3 of each activity as the testing
set. The image data is resized to 64 × 64 from 640 × 480 to feed into the network. The data
collected from wearable sensors are in time-series format and the total number of attributes is 42.
We generated the sequences from the raw time-series data to process them using ConvLSTM. In

118



the experiment, the sequence size is 18 depending on the smallest number of data points.

5.4.3 Quantitative Results Analysis

We conducted the experiments for 100 epochs to train and evaluate the proposed multi-level
feature fusion architecture. We performed Grid Search analysis to select the best hyperparameters
for our architecture. Based on Grid Search results, the learning rate is set to 0.001, the optimizer
is Adam, the batch size is 128, and the loss function is sparse categorical cross-entropy. In the
experiments, two baseline architectures such as CNN and ConvLSTM are considered to get the
results from the visual and time-series data individually. Moreover, we run three variants of our
proposed fusion architecture based on the nature of the dataset. The CNN (𝐶2) is run only with
the visual data from camera 2 as the previous studies [434] depicted that the existing architectures
showed robust performance for the frontal view of the camera data. The time-series data is fed into
ConvLSTM (𝑇𝑆) to achieve the relevant attributes from the raw multi-sensor information as well
as the performance of this architecture for time-series data. Three variants of fusion architecture
are Fusion (𝐶1 + 𝑇𝑆), Fusion (𝐶2 + 𝑇𝑆), and Fusion (𝐶1 + 𝐶2 + 𝑇𝑆) where the 𝐶1, 𝐶2, and
𝑇𝑆 represent the data from camera1 (lateral view), camera 2 (frontal view), and time-series data
from multi-sensor, respectively. Besides, we utilized 20% of the training dataset as a validation
set to validate the proposed fusion architecture. In the experimental studies, we presented the
average performance of ten runs while the weights of the architectures are randomly initialized
during each run. We also depicted the best performance from the output of the run that scores
the highest performance.

Fig. 5.5 (a)-(b) depicts the relationship between the number of epochs and training as well as
validation accuracies of our proposed multimodal HAR architecture. From Fig. 5.5 (a)-(b), it is
evident that the training processes stop at nearly 100 epochs. It is observed from the experimen-
tal findings that the baseline model ConvLSTM takes more time to generalize as it contains the
time-series data only. Another baseline model CNN achieves comparatively better performance
compared to ConvLSTM as it has experimented with only visual data. Our fusion architecture
containing the visual data from camera 2 (frontal view) along with all time-series data (42 at-
tributes) is generalized well in both training and validation phases compared to two other use
cases of our fusion architectures such as fusion for camera 1 data with time-series information
and fusion for all data. More time is required for fusing all data as it comprises a relatively large
amount of training data samples.

Besides, the loss curves are illustrated in Fig. 5.5 (c)-(d) to show the relationship between
epochs and losses (both training and validation) for five use cases. Similar to Fig. 5.5 (a)-(b), the
fusion approach containing data from camera 2 and time-series achieves fast convergence with a
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(a) (b) 

 
(c) 

 
(d) 

 
(e) 

 

Figure 5.6: Confusion matrices for the developed fusion network along with two baseline architectures.
The rows (activity label) represent the actual activities, and the columns (predicted label) show the rec-
ognized activities. The deeper color presents the better results. (a) CNN (𝐶2) (b) ConvLSTM (𝑇𝑆) (c)
Fusion (𝐶1 + 𝑇𝑆) (d) Fusion (𝐶2 + 𝑇𝑆) (e) Fusion (𝐶1 + 𝐶2 + 𝑇𝑆).
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smaller number of epochs. The loss values of the other two use cases of fusion architecture such
as Fusion (𝐶1 + 𝑇𝑆) and Fusion (𝐶1 + 𝐶2 + 𝑇𝑆) is relatively low but it is slightly higher than
the Fusion (𝐶2 + 𝑇𝑆) architecture. The baseline model CNN obtains relatively low loss values
compared to another baseline model ConvLSTM both in the training and validation set.

Fig. 5.6 represents the confusion matrices obtained by our proposed fusion architecture for
multimodal HAR. It is found from Fig. 5.6 that the fusion architecture with camera 2 data and
time-series information recognizes the activities more efficiently than the other two fusion ar-
chitecture variants. The baseline models misclassified a large number of activities compared to
fusion architectures. It is observed from the fusion architecture, the activities𝐴1 to𝐴5 are achiev-
ing comparatively less scores than other activities. The highest recognition rate is obtained for
the activity standing. The falling activities (𝐴1 to 𝐴5) and the activity picking up an object (𝐴9)
which is just like a fall activity receive a relatively low score for activity recognition. In general,
falling events consist of transitioning from standing to laying activities. In our dataset, a few of
the first frames depict standing while a few of the final frames show laying. Hence, the proposed
fusion architecture shows poor generalization for recognizing the fall activities. Moreover, more
than 99% (0.99) of walking, standing, sitting, jumping, and laying are recognized while the lowest
recognition rate of 73% (0.73) is obtained from the falling activity: falling forward using hands.
In this architecture, falling forward using hands is misidentified as falling forward using knees as
these behaviours are intimately associated and intertwined. Our fusion network learned that both
activities are almost similar which demonstrates the higher error on the activity falling forward
using hands.

Table 5.2 demonstrates the results of the developed fusion architecture along with baseline
networks for UP-Fall detection dataset for each activity with respect to precision. Notably, the
developed architecture discriminates the activities with more than 98% of precision for fusing the
camera 2 data and time-series information. The lowest precision rate of 80.79% is obtained for
activity 𝐴2 from CNN (𝐶2), 48.20% for the activity 𝐴3 from ConvLSTM (𝑇𝑆), 74.70% for the
activity 𝐴3 from Fusion (𝐶1 + 𝑇𝑆), 80.89% for the activity 𝐴2 from Fusion (𝐶2 + 𝑇𝑆), and
60.40% is achieved for the activity 𝐴3 from Fusion (𝐶1 + 𝐶2 + 𝑇𝑆). The lowest precision rate
contains between activities 𝐴2 to 𝐴3. In some cases, the highest precision of 100% is found from
the experiments for the activities 𝐴6 − 𝐴8, and 𝐴10 − 𝐴11 considering the baseline models as
well as fusion architectures.

Similar to Table 5.2, the class-specific recall of the proposed fusion architecture along with
baseline models are illustrated in Table 5.3. Here, the average recall rate of more than 98% is
found from the experiments for Fusion (𝐶2 + 𝑇𝑆). The highest recall rate of 100% is achieved
from the activities 𝐴6 − 𝐴8, and 𝐴11 using CNN (𝐶2), ConvLSTM (𝑇𝑆) architecture receives
the best recall rate of 99.20%, Fusion (𝐶1 + 𝑇𝑆), and fusion of all data achieve 100% recall rate
for only two activities (𝐴8, and 𝐴10), and the best recall rate is found from the Fusion (𝐶2+𝑇𝑆)
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that obtains 100% recall for five activities (𝐴6 − 𝐴8, and 𝐴10 − 𝐴11). Considering the fusion
and baseline models, the lowest recall of 59.10% is appraised in ConvLSTM architecture.

Moreover, Table 5.4 illustrates the F1-Score of the proposed fusion approach along with the
baseline models for each activity recognition. Here, the fusion architecture with camera 2 data
along with time-series information achieves the best F1-Score (100%) for four activities (𝐴6−𝐴8,
and 𝐴10) whereas the CNN (𝐶2) model obtains 100% F1-Score for four activates (𝐴6 −𝐴8, and
𝐴11) but it differs by only one activity. The experimental results reveal that the average F1-Score
of 97.90%, 89.10%, 96.50%, 98.00%, and 94.89% are achieved from CNN (𝐶2), ConvLSTM
(𝑇𝑆), Fusion (𝐶1+𝑇𝑆), Fusion (𝐶2+𝑇𝑆), and Fusion (𝐶1+𝐶2+𝑇𝑆) architectures, respectively.

Considering the class-wise performances (precision, recall, and F1-Score) of multimodal
HAR, it is evident that the performances of human falls are relatively low compared to other
ADLs. It could happen due to the nature of the fall events as it consists of standing and laying
activities in UP-Fall detection dataset.

Further, the activity recognition results of the test samples for the proposed fusion approach
and two baseline models (CNN and ConvLSTM) are shown in Table 5.5. Two baseline mod-
els: CNNs and ConvLSTM are experimented with the visual data from camera 2 and time-series
data respectively. The baseline ConvLSTM model achieved a classification accuracy of 89.08%,
while the normal CNN obtained relatively better results with a recognition accuracy of 97.76%
which almost reaches the recognition level of the fusion architecture. Among the three variants
of fusion architecture, the best performances such as accuracy of 96.90%, precision of 97.98%,
recall of 96.90%, and F1-Score of 97.88% are obtained from Fusion (𝐶2+𝑇𝑆). While fusing all
data, the performances have been somewhat decreased as there are some scenarios with almost
the same information. For example, the data from camera 1, and camera 2 contain almost identi-
cal activity scenarios but they only differ by view perspectives. The proposed fusion architecture
considering the frontal view of the visual data along with time-series information outperforms its
corresponding counterparts such as Fusion (𝐶1 + 𝑇𝑆), and Fusion (𝐶1 + 𝐶2 + 𝑇𝑆) by an ac-
curacy improvement of ∼1.40%, and ∼2.90%, respectively. Moreover, this model suppresses the
performance of the baseline architectures (CNN and ConvLSTM) with an accuracy enhancement
of ∼0.15%, and ∼8.80%, respectively.

Fig. 5.7 illustrates the box plots of the performance measures obtained from ten runs of the
proposed fusion approach and baseline models for deeper analysis. In all the cases, the CNN
(𝐶2) and Fusion (𝐶2+𝑇𝑆) models outperformed all the other models. In all of the performance
metrics, the median values for the Fusion (𝐶2+𝑇𝑆) model were better than the CNN (𝐶2) model.
In all cases, the ConvLSTM (𝑇𝑆) model performed the worst. The Fusion (𝐶1+𝑇𝑆) and Fusion
(𝐶1 + 𝐶2 + 𝑇𝑆) models had some outlier values in terms of precision. All the performance
measures indicate that the accuracy and reliability are better in the proposed fusion approach
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(a) (b)

(c) (d)
Figure 5.7: Boxplot for the comparative analysis of the proposed fusion architecture with the baseline
models. (a) Accuracy (b) Precision (c) Recall (d) F1-Score.

with camera 2 and time-series data compared to others.
Fig. 5.8 presents the Grad-CAM for each activity of our proposed Fusion (𝐶2 + 𝑇𝑆) model.

Grad-CAM is an AI explainability method that visualizes the regions of the input image that the
model finds interesting while performing inference. Grad-CAM produces a coarse localization
map of the regions that the model deems "important". On all the Grad-CAM of the randomly
chosen activity images, the model highlighted the persons. By focusing on the person, their
activity can be determined. Thus, the Grad-CAM images indicate that the proposed model is
correctly focusing on the correct subject in the images and inferring their activities.
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Figure 5.8: Grad-CAM of each activity sample on UP-Fall detection dataset for the proposed Fusion (𝐶2+
𝑇𝑆) architecture.

5.4.4 Performance in IoT Environment

We evaluated the performance of the models in two IoT deployment scenarios: a smart home
environment which represents the same network use case and a virtual care environment which
represents the different network use case. The performance in IoT environment was evaluated
on the basis of two metrics: latency and response time. Latency and response time depend on
various factors including overall network use by other applications, client and server hardware
capabilities, as well as the hardware and software configurations of the network. While testing
the model performances, we closed all background applications and services.

128



(a) (b)

(c) (d)
Figure 5.9: Performance in IoHT deplyment for multimodal HAR. (a)-(c) Latency (b)-(d) Response time.
The first row represents the performance in smart home environment, and the second row depicts the
performance in virtual care environment.

Smart Home Environment

Fig. 5.9 (a)-(b) presents the performance of the models in a smart home environment. In this
case, the server and the users are on the same network. On average, the latency of the models
is 7.5 ms. The response time of the models is 5.5 ms on average. The fusion model trained on
image data from camera 2 and time-series data had marginally lower latency and response time
compared to the other models. On average, the Fusion (𝐶2 + 𝑇𝑆) model had 0.50 ms lower
latency and 5 ms lower response time than the other models.
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Virtual Care Environment

Fig. 5.9 (c)-(d) presents the performance of the models in a virtual care environment. In this
scenario, the users and the server are in a different network. The latency of the models is 220 ms
on average. The response time of the models is 300 ms on average. All the models, in this case,
had similar latency and response time. The latency and response time for the models are higher
than the smart home environment results. Latency and response time in different networks are
almost always higher than in the same network. This is due to multiple factors such as the dis-
tance of the server from the clients, network firewalls, and network configurations. Modern PaaS
providers provide multiple services such as servers in multiple global locations, rapid prototyping
and deployment, and workload scaling to mitigate some of these issues.

5.4.5 Comparison with the State-of-the-Art

We compare our findings obtained by the fusion architecture with the SOTA to highlight the
competitive advantages of our developed approach for multimodal HAR. Table 5.6 illustrates
the performance comparisons of our proposed architecture with the recent studies on UP-Fall
detection dataset. We consider the recently published methods possibly 2018 or above as the
SOTA techniques. Similar to comparative studies conducted in [424], [434], all the performance
measures of these SOTA are retrieved from the corresponding articles. The authors in [432] used
only the data from multiple wearable sensors and deployed several ML algorithms. However, the
best recall rate of 69% is obtained using SVM. Only the visual data is utilized in [424], [431],
[434], where the system developed in [431] used the data from camera 1, the camera 2 data is
utilized in [434], and the architecture presented in [424] exploited both the lateral and frontal
views. It is found that the lowest F1-Score of 71.20% is obtained from [431] using CNN, the best
recall rate of 97.95% is achieved in [424] utilizing CNN, and the highest accuracy of 96.70% is
appraised in [434] with the use of CNN + GRU. In the SOTA study, only the system introduced
in [433] deployed fusion architecture (CNN + LSTM) and used the data from camera 1 as well as
wearable sensors. Although the accuracy measure (96.40%) of this framework is good, the other
performance measures are not quite remarkable. In our proposed fusion architecture, we used
the full set of data of UP-Fall detection dataset. We obtained the best accuracy, precision, and
F1-Score of 97.90%, 97.98%, and 97.88%, respectively from the experiments using the frontal
view of the camera data, and the full set of wearable sensors information. The recall rate of our
developed system is little bit lower than the framework developed in [424].
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5.4.6 Ablation Studies

To thoroughly measure the efficiency of our proposed multi-level feature fusion architecture, we
conducted several extensive ablation studies considering the different variants of the developed
framework. The details description of the models considered for ablation experiments is as fol-
lows.

Single-Head

In this experiment, we just considered the single head CNN model instead of three-head from our
proposed fusion architecture to see the effects of head architectures for feature extraction. The
kernel size of this head architecture is 3 × 3.

Two-Head

In this model, two-head CNN architecture is considered to extract features from the visual data.
The kernel size of 3× 3, and 5× 5 are considered while omitting the other head architecture with
kernel size 7 × 7.

No Attention

The proposed fusion architecture is modified in such a way that the CBAM network is omitted
from the developed framework. In this ablation experiment, the extracted features from ConvL-
STM and three-head CNN architecture are directly fused rather than passing through the CBAM
architecture.

Only Channel Attention

In the proposed fusion architecture, the SAM network is omitted to perform this experiment. The
impacts of channel dimension features are evaluated through this experiment.

Only Spatial Attention

The CAM network of the CBAM architecture is deleted from the proposed fusion approach to
perform this study. With this experiment, it is realized how the proposed architecture performs
without the channel dimension features.
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The results obtained by the different variants of the proposed architecture in ablation studies
are shown in Table 5.7. All the experiments in the alation studies are conducted using the frontal
view of the visual data and the time-series data from multiple sensors. Considering the single-
head and two-head architecture, the lowest performance (accuracy: 74.56%) is achieved by the
single-head architecture compared to the performance (accuracy: 97.44%) of two-head architec-
ture. This has happened as the two-head CNN architecture extracts the relevant features using
different kernels, compared to the single-head architecture. The next ablation study is conducted
to show the impacts of the attention network on activity recognition performance. The model
with no attention block obtained quite low performance approximately ∼10% less accurate than
our proposed fusion architecture. The reason for the low performance is that the attention module
put more attention on the significant features and removes the unnecessary attributes. Without the
use of the attention module, all the features are sent to the classification block through the fusion
network; thus decreasing the performance. Lastly, we conducted two other ablation experiments
considering the CAM architecture and SAM architecture separately. The fusion architecture with
SAM only works slightly better compared to CAM on average. The possible reason that could be
mentioned in this scenario is that the SAM network contains several convolution operations while
the CAM module consists of a shared MLP network. Consequently, the SAM network retrieved
more efficient and high-level features than the CAM architecture.

5.5 Conclusion

HAR has become a prominent research area due to the fast development of various emerging com-
puting paradigms and technologies as well as plays a crucial role in IoHT applications by moni-
toring the physical activities of the individuals. In this chapter, we proposed a multi-level feature
fusion network incorporating the concept of multi-head CNN along with an attention mechanism
called CBAM as well as ConvLSTM network for multimodal HAR. This chapter enhances the
efficiency of multimodal HAR for smart healthcare applications by exploiting ConvLSTM ca-
pabilities to model long-term temporal representation from raw multi-sensory information and
using multi-head CNN with CBAM to effectively retrieve channel and spatial dimension features
from visual information. The extensive experimental findings demonstrated the efficiency and
practicability of our proposed fusion architecture compared with two baseline models and SOTA
frameworks. The efficiency of the developed framework in IoT platform indicated that this system
is quite effective for real-world IoHT applications.

134



Chapter 6

Multimodal Emotion Recognition in
Healthcare through Model-Level Fusion

6.1 Introduction

Emotion is a complicated condition that integrates feelings, ideas, and behaviour, and it is the
physiological responses of people to either internal or external stimuli. Human emotions have a
significant impact on human daily lives through their simultaneous effects on a person’s psycho-
physiological and physiological state [471], [472]. It is essential for communication, perception,
and decision-making. The task of identifying emotions in multimodal signals is crucial and com-
plicated in the context of applications involving Human-Computer Interaction (HCI). There are
many potential uses for emotion recognition systems across a range of areas, such as e-health,
e-learning, recommender systems, entertainment, and security [473], [474]. In the healthcare
system, emotion recognition has been getting more attention recently. The researchers are cur-
rently working to develop intervention strategies that can accurately identify emotion to monitor
patients’ health status [475], [476]. By monitoring the physical states of the patients through emo-
tion recognition, it is possible to take immediate actions in a connected healthcare framework.

The task of emotion recognition is carried out using various data modalities, such as EEG,
speech, gestures, texts, and facial expressions [477], [478]. Moreover, a few of the physio-
logical data [479], [480] including HR, Electromyogram (EMG), ECG, and Skin Conductance
Level (SCL) represent the autonomous nervous system that originates from the human physio-
logical system for different emotion categories. Among the data modalities, facial expressions
[481], [482] are commonly utilized to recognize human emotions. However, emotion recognition
through facial images suffers from different factors such as light intensity, background changes,
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and the distance between the user and the sensing devices that make it difficult to identify hid-
den or unexpressed emotions. Additionally, biosensors [483] are another choice to recognize the
emotion that captures and analyzes the users’ brain electrical activities. The primary challenge
with biosensors for emotion recognition is that the signals captured by various sensors are of-
ten contaminated with noise. Moreover, the speech data modality [484], [485] is gaining more
attention for emotion recognition nowadays. However, the available datasets for speech signals
are small, and most of them contain a single or local language. To solve the issues related to the
single data modalities, the current research focuses on multimodal signals [486], [487] to develop
more robust and reliable architectures for real-time applications. Although various data combi-
nations are possible, facial expressions fused with physiological signals (EEG, ECG, SCL, etc.)
are widely utilized in HCI applications to monitor patients in connected healthcare. In general,
emotion recognition from multimodal signals yields better results when robust architectures are
developed and used. However, recognizing emotions using single-modal approaches requires less
processing time [488].

Over the decades, several frameworks have been introduced for emotion recognition using ML
and DL approaches. A few of the systems [489], [490] exploited traditional ML algorithms in-
cluding SVM, Hidden Markov Model, and Gaussian Mixture Model for emotion recognition from
different data modalities. Due to the limited feature extraction capabilities of ML approaches,
DL techniques [491], [492] are growing trends to enhance the efficiency to recognize emotion
nowadays. The majority of the researchers are focusing on DL approaches for emotion classi-
fication as they can extract the most significant features from the raw input signals, which as-
sist in enhancing recognition performance. CNNs are mostly used DL architectures in image
classification-related tasks due to their robustness and effectiveness in retrieving high-level fea-
tures [493], [494]. Hence, the vision-related emotion recognition tasks involve CNNs to effi-
ciently identify emotion from facial expressions. To process the sequential data, including the
physiological signals along with speech, the RNNs, as well as LSTM architectures, show sig-
nificant contributions [495], [496]. Moreover, attention mechanisms along with the DL models
are the recent trends for emotion recognition that focus on task-relevant instances [497], [498].
The attention mechanism ensures the different levels of weights to various temporal and spatial
features in the data samples. The extraction of representative multi-sensory attributes and the
definition of dynamic interactions among different data modalities are focused on emotion recog-
nition from multimodal signals. In this scenario, DL techniques along with attention mechanisms
are the best fit to extract representative modality features.

The remainder of the chapter is structured as follows: Section 6.2 presents the most recent
research in recognizing emotions from multimodal signals using ML and DL techniques. Section
6.3 describes the proposed DL-enhanced fusion technique to identify the emotion with a detailed
description of DSCNN, Bi-LSTM, and soft attention mechanisms. The experimental findings are
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elaborated in section 6.4, including the experimental setup, the dataset collection and preparation,
the results analysis, and the comparison with the recent literature. The chapter is concluded in
section 6.5, which outlines possible directions for future research.

6.2 Related Works

Human emotion recognition systems have become a more popular research topic using multi-
modal signals, including physiological, speech, video/image, and texts, due to the rapid growth
of modern technologies such as DL, ML, computer vision, and the IoT [499], [500]. To develop
frameworks for emotion recognition, a few systems exploited single modal data such as physiolog-
ical/speech/video/texts, and some of the systems utilized a different combination of multimodal
signals. In this section, we presented a few current works that are pertinent to the field of emotion
recognition.

Ayata et al. [501] developed an emotion-aware healthcare platform to recognize emotion from
multimodal physiological signals. The framework developed a decision-level fusion technique
utilizing several ML methods such as SVM, RF, and Logistic Regression. The statistical features
from the physiological data, including fingertip temperature, photoplethysmography, and respira-
tory belt of the DEAP dataset are extracted, and the minimum redundancy maximum correlation
method is exploited to select the significant patterns. The best accuracies of 73.08% and 72.18%
are obtained from the experiments considering arousal and valence emotions. Zhang et al. [502]
proposed a framework to monitor the patients in the IoMT platform through the emotional infor-
mation of the patients. The multimodal data of the patients are collected through several IoMT
devices in a surveillance environment. In this research, a modified Weber local descriptor is pre-
sented to extract the significant patterns from the retrieved signals and the emotions are identified
through the proposed hierarchical deep cognitive architecture. The patients in the IoT environ-
ment are monitored through Bluetooth and 5G technology. From the experimental evaluations,
the authors achieved an accuracy of 88.1% for their constructed dataset that contains the audio
and video data of three types of emotions (happy, pain, and normal). The authors of [503] pre-
sented an automated system in smart healthcare to identify emotion from audio and visual data.
The system exploited 2D CNN to process the speech data and the video signals by a 3D CNN
architecture. The pitch-synchronous peak-amplitude feature vector extracted the features from
the speech data in the preprocessing stage. The obtained attributes from the two data streams are
combined through extreme learning machine architectures. The proposed architecture is tested
with two popular benchmarks (eNTERFACE05 and BAUM-2) and one private dataset. The ac-
curacy of 87.02% and 56.12% are found from the eNTERFACE05 and BAUM-2 datasets through
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experiments. Moreover, the system developed an edge computing framework to facilitate real-
time evaluations.

Xie et al. [504] introduced an emotion recognition system using wavelet transform features
and ML techniques. In this work, the authors exploited three types of physiological signals of Bio
Vid Emo dataset. Sequential forward selection and sequential backward selection techniques are
utilized to select the relevant features captured from the raw signals through the wavelet transform
approach. Moreover, the system investigated how different fusion strategies would affect the out-
come of the proposed framework. From the experimental outcomes, the developed method with
decision fusion achieved an accuracy of 94.81% by combining three physiological signals using
SVM. However, the framework did not use DL algorithms to extract more significant features.
Mostafa et al. [505] presented a framework to recognize emotion from facial expression features
using several ML methods and RNNs. The developed system extracted 68 facial feature points
from local attributes by initially detecting the faces from the videos. Moreover, the geometrically
based features are retrieved through facial expressions. The best accuracy of 82% is achieved us-
ing RNN architectures to distinguish between anger and disgust emotions from the Bio Vid Emo
dataset. Barkur et al. [506] introduced an emotion recognition framework called EnsembleWave
based on an end-to-end ensembled approach. The developed architecture used attention wavenet
to retrieve global contextual patterns and manually extracted features to integrate a more exten-
sive field of view and seize dataset-independent features. The extracted features from two parallel
networks are combined to recognize emotion from the raw data. The presented scheme appraised
an accuracy of 58%, 44%, and 68% on three widely used datasets such as EMO-DB, CREMA-D,
and SAVEE. However, this work did not examine the covariance between the selection of features
and emotion categories.

Recently, a few of the works have been performed based on multimodal data. Zhongmin et
al. [507] presented a multimodal emotion recognition based on the Deep Belief Network (DBN)
concept to fuse and optimize the retrieved features from the physiological and video data. In
this research, the discriminative features of videos are represented by a bimodal DBN, and the
significant features are retrieved from video and physiological signals through another BDBN
network. For multimodal emotion recognition, a linear SVM technique is exploited lastly. The
experimental outcome outperformed the existing literature with an accuracy of 80.89% for the
BioVid Emo DB dataset. Kumar et al. [508] proposed a framework called MEmoR for intelligent
health prediction in the industry by analyzing people’s emotional status. In this work, the frames
are generated from the videos, and a pre-trained architecture called ResNet50 is fined-tuned for
face recognition to determine emotion. Moreover, the physiological modalities are trained uti-
lizing CNN architecture. Lastly, decision-level weighted fusion is exploited to combine the data
obtained from the two modalities in order to recognize the emotion. The proposed architecture
appraised an accuracy and F1-Score of 81.54% and 79% from the experimental findings. How-
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Figure 6.1: The proposed model-level fusion technique for multimodal emotion recognition in healthcare
analytics. The data from the humans are collected in the form of videos, and physiological signals. Later,
the Bi-LSTM network extracts the features from the physiological signals and the DSCNN architecture
retrieves the significant patterns from the faces. Finally, the soft attention mechanism extracts the most
essential features from the fused attributes that are passed to the classification block over the GAP layer
for emotion recognition.

ever, this study did not consider the data of the dynamic environment. Zhao and Chen [509]
introduced a fusion architecture to detect emotions from facial cues and EEG data. The signif-
icant features from the facial data are extracted by a Bilinear Convolution Network (BCN), and
the EEG were split into three frequency bands to be input into the BCN architecture. Finally, a
fusion technique is proposed to fuse the obtained attributes from the two modalities through a
three-layer Bi-LSTM with an attention mechanism. The developed system is evaluated with pop-
ular benchmark datasets, and the highest accuracies of 86.8% and 86.2% are achieved for arousal
and valence emotions from the DEAP dataset.
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6.3 Proposed Model-Level Fusion Approach for Emotion Recog-
nition

We propose a novel model-level fusion approach based on DL for enhanced emotion recognition
from multimodal data to ensure reliable outcomes for smart healthcare applications. Figure 6.1
illustrates the system architecture of the proposed fusion approach. The developed framework
is composed of numerous modules, including face detection, DSCNN architecture, Bi-LSTM
technique, soft attention technique, GAP layer, and emotion classification block. The data are
collected in two forms: videos captured using cameras and physiological data recorded through
various sensors. From the videos, the frames are generated. Later, we used HOG and RestNet-
34 techniques to identify the face from the data frames as the face data contains the emotion.
Then, the DSCNN architecture receives the face data and generates significant features maps.
On the other hand, the Bi-LSTM model receives physiological inputs, including Trapezius Elec-
tromyogram (tEMG), ECG, and SCL to extract temporal attributes. The networks receive the
collected data from the sensory devices in a synchronized way. Lastly, the soft attention module
receives the fused feature maps generated by the two DL algorithms. The soft attention technique
ignores the comparatively less significant attributes, which prioritizes the most crucial features.
The GAP layer converts the feature vectors into confidence maps to identify emotion. Finally,
emotion recognition is carried out in the classification block, which includes the softmax func-
tion for multi-class emotion recognition. The proposed fusion technique is described in detail
below.

6.3.1 Depthwise Separable Convolutional Neural Networks

DSCNNs [510] are popular DL architectures for image classification problems in real-time mo-
bile and embedded systems due to low memory and lower computing power requirements. The
depthwise separable convolution operation factorizes a standard convolution into a depthwise and
point-wise convolution.

The depthwise separable convolution [511] accomplishes minimal filtering by applying only
one filter to each input channel. Considering that only the input channel for each filter is com-
puted, the total number of computations is thus decreased. The operation of depthwise separable
convolution is expressed in (6.1).

(𝑦, 𝑥, 𝑗) =

∑

𝑣=1

𝑘
∑

𝑣=1
(𝑣, 𝑣, 𝑗) × 𝐼(𝑦 + 𝑣 − 1, 𝑥 + 𝑣 − 1, 𝑗) (6.1)
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Here,  represents the depthwise convolution kernels having the size of 𝑘 × 𝑘 × 𝑐𝑖𝑛 where 𝑐𝑖𝑛 is
the number of input channels. The 𝑛𝑡ℎ filter in  is enforced to the 𝑛𝑡ℎ channel in 𝐼 to generate
the 𝑛𝑡ℎ channel of the filtered result of convolutional feature .

Moreover, the point-wise convolution [512] aggregates the outputs of depthwise convolution
for generating a new feature map by applying 1 × 1 convolution. The mathematical calculation
of the point-wise convolution is performed in (6.2).

𝑂(𝑦, 𝑥, 𝑙) =
𝑐𝑖𝑛
∑

𝑗=1
(𝑦, 𝑥, 𝑗) × 𝑃 (𝑗, 𝑙) (6.2)

Here, the size of the 1×1 convolutional kernel is 1×1×𝑐𝑖𝑛×𝑐𝑜𝑢𝑡, where 𝑐𝑜𝑢𝑡 represents the number
of output streams.

Comparing DSCNN to standard CNN, the number of parameters is drastically reduced, as
shown in (6.3) and (6.4).

𝐷𝑆𝐶𝑁𝑁 = 𝑘2 ⋅ 𝑐𝑖𝑛 ⋅ ℎ ⋅𝑤 + 𝑐𝑖𝑛 ⋅ 𝑐𝑜𝑢𝑡 ⋅ ℎ ⋅𝑤 (6.3)
𝐶𝑁𝑁 = 𝑘2 ⋅ 𝑐𝑖𝑛 ⋅ 𝑐𝑜𝑢𝑡 ⋅ ℎ ⋅𝑤 (6.4)

Here, 𝐷𝑆𝐶𝑁𝑁 represents the cost of computation for the depthwise convolution and 1 × 1 point-
wise convolution. Moreover, ℎ represents the height, and 𝑤 represents the width of the input
feature vector 𝐼 .

In the proposed fusion technique, we consider the image size of 128 × 128 as input of the
DSCNN architecture. Initially, we performed two subsequent separable convolutions with a filter
size of 32 followed by a 2 × 2 max-pooling operation. Later, the filter size of 64, 128, and 256
are applied for every convolution following a max-pooling operation with size 2 × 2. In each
convolution, we select a 3 × 3 sized kernel. Lastly, a dropout with the percentage of 0.2 is added
to avoid the chance of overfitting of the network.

6.3.2 Bi-directional Long-Short Term Memory

The Bi-LSTM architecture [513] is frequently employed to handle sequential data of time in-
stances and resolves the gradient explosion and information morphing problems. This network
has two different LSTMs that can encapsulate data from both the forward and backward ways and
then combine the information emerging from both directions [514]. The Bi-LSTM architecture
can simultaneously consider the data samples’ past and future information, considering each se-
quence’s forwarding and reversing state. The final output is then generated by integrating the two
hidden states. The general architecture of the Bi-LSTM network is depicted in Fig. 6.2.
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Figure 6.2: The internal structure of Bi-LSTM network.

In each time stamp 𝑡, the input samples are encoded as 𝑥𝑡, and the forward LSTM creates
the hidden vector ⃖⃖⃗ℎ𝑡 using the past hidden layer ⃖⃖⃖⃖⃖⃖⃗ℎ𝑡−1. Moreover, the backward LSTM generates
the hidden vector ⃖⃖ ⃖ℎ𝑡 using the reverse past hidden layer ⃖⃖⃖⃖⃖⃖⃖ℎ𝑡+1. Finally, the Bi-LSTM architecture
result is generated by combining the forward hidden vector and backward hidden vector ⃖⃖⃗ℎ𝑡 and
⃖⃖ ⃖ℎ𝑡. The state of the hidden layer 𝐻𝑡 of Bi-LSTM network at time sequence 𝑡 with the cell state 𝑐𝑡
comprises forward and backward vector ⃖⃖⃗ℎ𝑡 and ⃖⃖ ⃖ℎ𝑡 .

⃖⃖⃗ℎ𝑡 = ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃗𝐿𝑆𝑇𝑀(ℎ𝑡−1, 𝑥𝑡, 𝑐𝑡−1), 𝑡 ∈ [1, 𝑇 ] (6.5)
⃖⃖ ⃖ℎ𝑡 = ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖𝐿𝑆𝑇𝑀(ℎ𝑡+1, 𝑥𝑡, 𝑐𝑡+1), 𝑡 ∈ [𝑇 , 1] (6.6)

𝐻𝑡 = [ ⃖⃖⃗ℎ𝑡, ⃖⃖ ⃖ℎ𝑡] (6.7)
The Bi-LSTM network is exploited in the developed framework to extract the most relevant

temporal features from the physiological data to recognize emotion. As the experimental dataset
contains three physiological signals, such as EMG, ECG, and SCL, we select the number of
features as 3. Moreover, we choose the 20 timestamp data samples at a time depending on the
sampling frequency of sensor devices. We consider three consecutive Bi-LSTM layers of filter
sizes 256, 128, and 64 to retrieve the significant patterns from the raw input signals. We set
a dropout with a percentage of 0.2 after the last Bi-LSTM layer to prevent the network from
overfitting.
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6.3.3 Soft Attention Mechanism

The soft attention mechanism [515], [516] increases the value of the most significant patterns
and reduces the noise-inducing features during the network training. This attention technique
multiplies the corresponding feature vectors with low weights to dismiss the insignificant regions
of the data samples. The soft attention mechanism is expressed using (6.8).

𝑓𝑠𝑎 = 𝛾𝜏((
𝐾
∑

𝑘=1
Softmax(𝑊𝑘 ∗ 𝜏))) (6.8)

Here, 𝜏 is the original features that exist in the data samples. The feature vector 𝜏 ∈ ℝ𝑝×𝑞×𝑟 is
sent to a 3D convolution layer as input having weights 𝑊𝑘 ∈ ℝ𝑝×𝑞×𝑟×𝐾 ,where 𝐾 is considered as
the total number of 3D weights. The tensor shape generated by fused architecture is represented
by 𝑝, 𝑞, and 𝑟. Moreover, the attention maps 𝐾 = 16 are generated by normalizing the outputs
of the convolution layers through the softmax function. Then, the generated attention maps are
combined to develop a weight function called 𝛼. This weight function 𝛼 is multiplied by the
feature vector 𝜏 and scaled by a learnable scaler called 𝛾 . Lastly, the outcome of the attention
function is generated by fusing the obtained scaled attention maps with the original feature 𝜏.

In detail, the heat feature maps were created by the soft attention module in two paths after
being fed into the ReLU activation function. Two-dimensional max pooling is one direction,
and the other path inputs the feature vectors into the soft attention operation before the same
pooling operation. Lastly, the two paths’ generated feature vectors are fused and fed into the
ReLU activation with a dropout rate of 0.5.

6.3.4 Classification Block

The generated feature maps from the soft attention module considering the most significant fea-
tures for emotion recognition are sent to the classification module over the GAP operation. The
GAP layer interprets the feature vectors as emotion categories confidence maps and reduce the
complexity as there is no parameter to optimize in this operation. We select multiple dense layers
considering the filter size of 256, 128, 32, and 16 followed by a dropout rate of 0.3, 0.3, and 0.4.
Lastly, a softmax function is exploited considering the multi-class classification scenario to deter-
mine the confidence level of each type of emotion. To fit the training samples in the network, we
calculated the loss the function. Suppose, the number of data samples 𝑁 , the number of emotion
categories are 𝐶 , and 𝑋 = 𝑥1, 𝑥2,… , 𝑥𝑛 as the input feature maps 𝜃 = 𝜃1, 𝜃2,… , 𝜃𝑛. The loss
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function is expressed as in (6.9).

𝐿(𝜃, 𝑥𝑛) = − 1
𝑁

𝐶
∑

𝑐=1

𝑁
∑

𝑛=1
𝑊𝑐 × 𝑦𝑐𝑛 × 𝑙𝑜𝑔(𝑦̂𝑐𝑛) (6.9)

Here, 𝑊𝑐 is the weight of each emotion type 𝑐, 𝑦̂𝑐𝑖 is the output of the trained network, and 𝑦𝑐𝑖 is
the actual target label presented in the data samples.

6.4 Results and Discussions

In this section, the experimental findings are described, including a detailed description of the
used benchmark dataset to measure the efficiency of the proposed fusion technique, a thorough
analysis of the obtained results from the experiments, and a comparison with the recent exist-
ing literature to show the robustness and reliability of the developed network. We exploited the
following performance measure parameters: Accuracy (A), Precision (P), Recall (R), and F1-
Score (F1) to evaluate the efficiency of the proposed system. A high-computing machine is used
to perform the experiments. The configuration of the machine is as follows: (GPU: GTX 1070
with 8 GB GDDR5 memory, CPU: Intel® Core™ i7-6700K CPU @ 4.00GHz × 8, RAM: 32 GB
DDR4). We utilized the Python language Python(v2.10) to develop the architectures in Tensor-
Flow(v2.8.0) platform.

6.4.1 Dataset

We used a multimodal dataset called Bio Vid Emo DB [517], which is publicly available and
widely used for research purposes. This dataset is collected from a laboratory environment to
analyze the relationship between human emotions and physiological signals along with facial
expressions. This dataset contains three physiological data, including tEMG, ECG, and SCL, as
well as the facial videos of the participants. The videos and physiological signals were collected
in a synchronous manner. The sensor devices were operated at the data sampling frequency of
512 Hz to generate the data. In this dataset, 94 volunteers of different ages performed five discrete
emotions: amusement, anger, disgust, fear, and sad. Among the participants, the data from the
86 volunteers were considered as the data from the other users were incomplete or defiled entries.
To collect the emotional level, 15 film clips were chosen, and the participants performed the
above-mentioned emotions while watching the film clips. The film clips were in different lengths,
varying the duration from 32 s to 245 s with an average length of 68 s.
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(a) (b)

(c) (d)
Figure 6.3: Accuracy curves for multimodal emotion recognition of the proposed fusion network trained for
500 epochs. (a)-(b) Training and Validation outcomes for the HOG face feature detector. (c)-(d) Training
and Validation outcomes for the ResNet-34 face feature detector.

In the proposed fusion architecture, we considered the physiological signals and facial videos
of the Bio Vid Emo DB dataset. We created two sets of data: one with 70% of the data samples
utilized as a training set and the other with 30% of the data samples employed as a testing set. At
the data preprocessing stage, we generated the video frames from the videos of each participant.
We sampled one frame per 1 second of the video clips of the dataset. Later, we detected the
facial expressions from the extracted frames using the HOG face detector and CNN-based face
detector (ResNet-34). We implemented Dlib HOG and ResNet-34 methods for fast and accurate
face recognition. We consider the frame size 128 × 128 for the experiments. At the same time,
we consider the three physiological data, including tEMG, ECG, and SCL, as attributes of the
Bi-LSTM architecture. We created the groups that contain the sequences of the data samples.
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The sequence size that we consider here is 20 based on the data sampling frequency.

6.4.2 Results Analysis

We run the proposed fusion technique and the baseline methods for 500 epochs to train them
properly. We set the following hyperparameters selected by the grid-search strategy to train the
models. The hyperparameters are: learning rate–0.0001, batch size–64, optimizer–Adam, and
loss function–sparse categorical cross-entropy. During the experimentation, two activation func-
tions, ReLU and softmax, are exploited. The softmax is used at the last to recognize the emotion
categories. We considered four models, including our proposed fusion architecture (Attention).
The three baseline methods are ‘No Attention’, ‘DSCNN’, and ‘Bi-LSTM’. In the ‘Attention’
network, the other two baseline methods are utilized as feature extractors by avoiding the classi-
fication block. The retrieved features from the two baseline methods are combined through the
soft attention technique and sent to the classification block over the GAP layer in the fusion ar-
chitecture. The ‘DSCNN’ network only takes the facial images as input, whereas the ‘Bi-LSTM’
architecture considers the physiological signals in the input pipeline. It is noted that the three
architectures, including ‘DSCNN’, ‘No Attention’, and ‘Attention’, used the facial features from
the HOG and ResNet-34 feature detectors. Among the total data instances, 10% of the data from
the training samples are utilized to validate the fusion approach as well as the baseline methods.

Fig. 6.3 depicts the accuracy of the developed fusion architecture along with the baseline
methods considering both the training and validation phases. Figures 6.3 (a)−6.3 (b) represent the
accuracy results for the training and validation stages for the models trained for 500 epochs using
the HOG facial feature detector, except for the ‘Bi-LSTM’ network. Moreover, Figs. 6.3 (c)−6.3
(d) represent the accuracy values for the training and validation cases for the models trained for
500 epochs using the ResNet-34 facial feature detector. It is depicted in Fig. 6.3 that the accuracy
of multimodal emotion recognition is enhanced with the increasing number of iterations. The
proposed network scored well in both training and validation cases. Initially, the accuracy of the
‘No Attention’ network was a little bit high in the case of the HOG feature detector, but it con-
verged gradually with the increasing number of iterations. The accuracy results in both training
and validation sets in the case of ResNet-34 are smoother compared to the HOG feature detec-
tor, meaning that the proposed networks trained well utilizing the features from the ResNet-34
feature detector. The ‘Bi-LSTM’ network shows relatively lower accuracy with the same num-
ber of epochs. Fig. 6.4 demonstrates the training and validation losses of the fusion technique
along with the baseline methods. Figures 6.4 (a)−6.4 (b) depict the losses for the training and
validation steps achieved by models trained over 500 epochs utilizing the HOG facial feature de-
tector, excluding the ‘Bi-LSTM’ network. Furthermore, Figs. 6.4 (c)−6.4 (d) show the loss value
for the training and validation sets for models trained over 500 epochs employing the ResNet-34
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(a) (b)

(c) (d)
Figure 6.4: Loss curves for multimodal emotion recognition of the proposed fusion network trained for
500 epochs. (a)-(b) Training and Validation outcomes for the HOG face feature detector. (c)-(d) Training
and Validation outcomes for the ResNet-34 face feature detector.

facial feature detector. It is found from Fig. 6.4 that the loss values for the ‘Attention’ network
are comparatively lower than the other models in the training phase using HOG features. In the
validation phase, the three methods such as ‘Attention’, ‘No Attention’, and ‘DSCNN’, perform
almost similarly using the HOG feature descriptor. The loss curves during both the training and
validation phases for ResNet-34 exhibit a noticeably smoother trend compared to those generated
by the HOG feature detector. This observation suggests that the proposed networks effectively
converged when utilizing features extracted from the ResNet-34 feature detector. However, the
‘Bi-LSTM’ network with physiological signals obtained comparatively high losses in both cases
(training and validation).
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(a) (b)

(c) (d)
Figure 6.5: Confusion matrices of the developed models using HOG feature detector for multimodal emo-
tion recognition. (a) Attention (b) No Attention (c) DSCNN (d) Bi-LSTM. The Bi-LSTM network has not
used the HOG features as the inputs of this architecture are the physiological signals. Here, E1: Amuse-
ment, E2: Anger, E3: Disgust, E4: Fear, and E5: Sad.
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(a)

(b)

(b) (c)

Figure 6.6: Confusion matrices of the developed models using the ResNet-34 feature detector for multi-
modal emotion recognition. (a) Attention (b) No Attention (c) DSCNN. Here, E1: Amusement, E2: Anger,
E3: Disgust, E4: Fear, and E5: Sad.

Figure 6.5 demonstrates the confusion matrices for developed multimodal discrete emotion
recognition architectures using the HOG facial features excluding the ‘Bi-LSTM’ network. Evi-
dently, the proposed ‘Attention’ network correctly classified all the emotions more than the other
baseline models. The emotions, including amusement, anger, and disgust, are correctly identified
in all cases, while the other two, fear and sad, got relatively low performances.The recognition of
fear emotions is quite complex compared to the other four emotions. Additionally, it shows that
the fear emotions are often incorrectly classified as either disgust or anger. Further, fear emotions
are highly misclassified as anger, disgust, and sad emotions. In the ‘Bi-LSTM’ network, anger
is incorrectly classified as disgust, which lowers the performance of anger emotion recognition.
Moreover, Fig. 6.6 illustrates a visual representation of the confusion matrices corresponding
to the developed architectures for multimodal discrete emotion recognition, focusing on utiliz-
ing ResNet-34 facial features. From Fig. 6.6, it is evident that the proposed ‘Attention’ model
achieved the highest accuracies for recognizing disgust and anger emotions while showing com-
paratively lower accuracies for detecting fear and sad emotions. The visual inspection promptly
confirms that the number of incorrectly classified samples is notably minimal in both cases (HOG
and ResNet-34 feature detectors). Overall, the correct emotion recognition rate for ResNet-34-
based feature detector is better than the HOG-based feature detector, particularly for classifying
disgust emotion.

The ROC curve for the developed fusion technique and the baseline methods are shown in Fig.
6.7, considering the Bio Vid Emo DB dataset to recognize emotion. Figure 6.7 (a) presents the
ROC curves obtained from the models using the HOG features except the ‘Bi-LSTM’ network.
Additionally, Fig. 6.7 (b) shows the ROC curves achieved from the developed architectures ex-
ploiting the ResNet-34 facial feature detector. In ROC curves, the best architecture for emotion
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(a) (b)
Figure 6.7: ROC curves of the proposed fusion architecture and different baseline methods for multimodal
emotion recognition. (a) present the ROC curves for the HOG face feature detector. (b) present the ROC
curves for the ResNet-34 face feature detector.

recognition is demonstrated by the highest AUC values. Comparing the proposed fusion network
with the baseline methods, the developed DL-enabled fusion technique using HOG features de-
picted the highest AUC of 0.98, followed by an AUC of 0.97 for ‘No Attention’ and ‘DSCNN’
networks. Compared to the baseline methods, the proposed ‘Attention’ network, when integrated
with ResNet-34 features, exhibited the best AUC of 0.99. The ‘No Attention’ and ‘DSCNN’
networks followed closely, achieving an AUC of 0.98. The lowest AUC of 0.82 is found by the
‘Bi-LSTM’ network from the experimental findings.

The experimental results for multimodal emotion recognition considering the HOG and ResNet-
34 feature detectors utilizing test set instances are shown in Table 6.1. It is noted that the devel-
oped attention network outperforms the baseline methods in terms of recognition performances.
The attention mechanism, combined with physiological data and facial cues, improves the recog-
nition outcomes. The proposed architecture using HOG features obtained an accuracy, precision,
recall, and F1-Score of 97.34%, 97.35%, 97.39%, and 97.38%, respectively. The proposed ‘Atten-
tion’ network, leveraging ResNet-34 features, demonstrated exceptional outcome with an accu-
racy of 97.92%, precision of 97.95%, recall of 97.93%, and F1-Score of 97.94%. The Bi-LSTM
architecture achieved a lower accuracy of 79.77%, while the other two networks, including ‘No At-
tention’ and ‘DSCNN’ networks, exhibited almost similar outcomes with an accuracy of 94.67%
and 95.30% for HOG features, as well as 96.98% and 96.04% for the facial features of ResNet-34.

Figure 6.8 illustrates the overall performance of the three models, including ‘DSCNN’, ‘No
Attention’, and ‘Attention’, obtained by using two facial feature detectors: HOG and ResNet-34,
to compare the results for these feature detectors. Using the HOG features, the highest measure
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Table 6.1: Performance measures of the proposed fusion architecture for multimodal emotion recognition.
All measures are in percentage.

Methods Feature A P R F1Detectors
Bi-LSTM − 79.77 80.14 79.78 79.73

HOG 95.30 95.33 95.37 96.34DSCNN ResNet-34 96.04 96.13 96.02 96.06
HOG 94.67 94.77 94.69 94.63No Attention ResNet-34 96.98 96.99 96.95 96.97
HOG 97.34 97.35 97.39 97.38Attention (Fusion) ResNet-34 97.92 97.95 97.93 97.94

∗ A= Accuracy, P = Precision, R = Recall, F1 = F1-Score
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Figure 6.8: Visual representations of the results obtained by the three models: ‘DSCNN’, ‘No Attention’,
and ‘Attention’ using two facial feature descriptors, including HOG and ResNet-34. All measures are in
percentage.
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(recall) of 97.39% is obtained by the ‘Attention’ network, and the ‘No Attention’ architecture
achieves the lowest measure (F1-Score) of 94.63%. In the context of ResNet-34 features, the ‘At-
tention’ network achieved an impressive precision score of 97.95%, making it the top-performing
model. At the same time, the ‘DSCNN’ architecture records the lowest measure with a recall rate
of 96.02%. It is noted that the ‘DSCNN’ architecture performed well compared to the ‘No Atten-
tion’ network in the case of deployment of HOG features, whereas the ’No Attention’ architecture
outperformed the ’DSCNN’ network significantly while using ResNet-34 features, showcasing
superior performance for emotion recognition. This happened because the ResNet-34 feature de-
tector extracted the facial landmark more efficiently compared to the HOG feature detector, which
enables to develop more accurate and robust models.

Further, the emotion-wise performances of the developed architectures considering the HOG
and ResNet-34 feature detectors are illustrated in Table 6.2 using the Bio Vid Emo DB dataset.
The best precision of 98.71%, recall of 98.71%, and F1-Score of 98.32% are achieved from the
emotion categories amusement, disgust, and amusement, respectively, in the proposed fusion
network for HOG facial features. In the proposed model-level fusion network for ResNet-34
facial features, the outstanding performance metrics were attained with a remarkable precision
of 98.59%, an impressive recall of 98.67%, and an exceptional F1-Score of 98.56% across the
emotion categories of amusement, disgust, and amusement, respectively. In both cases, the fear
and sad emotions obtained relatively lower performances than the other discrete emotions. The
proposed methods failed to correctly discriminate between fear and sad emotions as they pro-
vide almost identical expressions. However, the highest precision of 97.22% is appraised in the
‘No Attention’ network using HOG features for fear emotion. In contrast, the ‘DSCNN’ network,
leveraging ResNet-34, achieved the highest precision score of 98.86%, specifically for the amuse-
ment emotion category. Further, considering all the models and the emotions, the least F1-Score
of 75.16% is found for the anger emotion.

Moreover, Fig. 6.9 depicts the qualitative results of the developed architecture and the baseline
models considering the HOG and ResNet-34 feature detectors (except the ‘Bi-LSTM’ network)
that demonstrate the emotion recognition capacity of the developed network using the t-SNE
method. We selected 4000 samples from the test set to generate the t-SNE. The representations
demonstrate that the developed fusion approach has a more dense distribution than the baseline
methods. Furthermore, the fusion network maps emotional characteristics to a hyperspace in
which the emotions are better presented, making it easier to distinguish among different types of
emotions. From Fig. 6.9 (a), it is shown that a few magenta dots are visible in the cyan, red, and
purple clusters, meaning the ‘Attention’ architecture using HOG features is misclassifying some
of the sad emotions into fear, anger, and amusement. On the other hand, it is observed from Fig.
6.9(e) that some magenta dots are inaccurately placed within the cyan cluster, a few green samples
are erroneously positioned in the red and purple clusters, and a few purple dots appear within
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(a) (b) (c) (d)

(e) (f) (g)

Figure 6.9: t-SNE to visualize the feature distributions of the developed network along with the baseline
methods. (a) & (e) Attention (b) & (f) No Attention (c) & (g) DSCNN (d) Bi-LSTM. (a)-(c) utilized the
HOG facial feature detector. (e)-(g) exploited the ResNet-34 facial feature detector.

the green cluster. This suggests that the ‘Attention’ architecture, utilizing ResNet-34 features, is
misclassifying a small number of emotions related to sad, disgust, and anger. When visualizing
the results of the ‘Bi-LSTM’ architecture, it is evident that many of the dots are scattered across
various clusters, signifying lower performance compared to the other models.

6.4.3 Comparative Study

We compared our proposed architecture to recognize emotion from multimodal signals with the
recent literature in this domain to demonstrate the robustness of this network. The accuracy com-
parison of the developed fusion technique with the recent literature is shown in Table 6.3. The sin-
gle mode of data was used in the works developed in [504], [505], and [506] to identify emotion.
The physiological data were utilized by the systems introduced in [504] and [505], whereas [506]
used facial cues. Among the single modal techniques, the highest accuracy of 94.81% is exhibited
from [504] while the other systems [505] and [506] obtained an accuracy of 82% and 58%, re-
spectively. The frameworks developed in [507] and [508] used both the physiological signals and
the facial cues to derive an accuracy of 80.89% and 81.54% from the outcomes of the experiment.
The fusion architecture, which combined DBN and SVM algorithms, was developed in [507].
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Moreover, [508] made the use of the weighted fusion. We developed a model-level fusion archi-
tecture in the proposed fusion system that recognized human emotions by utilizing both phys-
iological data and facial cues. Our developed fusion network achieved an accuracy of 97.34%
and 97.92% for the HOG and ResNet-34 facial feature detectors, respectively, that demonstrated
superior performance in identifying emotion from multimodal data compared to both the baseline
techniques and the recent literature. In the SOTA, only the work developed in [504] achieved a
little bit good outcome, but it exploited only the physiological data, limiting its robustness and
reliability.

6.4.4 Ablation Study

The proposed model-level fusion approach is further examined and described using ablation ex-
periments, which generate three variants by altering the position of the soft attention module.
The three scenarios are as follows:

Attention with Bi-LSTM

This model is created by fusing the soft attention module with the output of the Bi-LSTM network.
In this scenario, the extracted features from the physiological signals are inputted into the attention
technique before passing to the FC layer. Here, we observed the effects of soft attention to retrieve
the most significant physiological signal features to recognize the emotion.

Attention with DSCNN

In this specific configuration, the soft attention module has been seamlessly integrated with the
outcome of the DSCNN architecture. The facial video features are first processed through the
attention mechanism, which selects the most relevant facial attributes before being fed into the
FC layer. This incorporation of soft attention enables the recognition of highly pertinent facial
features, thereby enhancing emotion recognition accuracy.

Attention with Bi-LSTM and DSCNN

This variant of the proposed fusion network is created by integrating the soft attention module
with the output of the Bi-LSTM and DSCNN networks separately. The extracted features from
the Bi-LSTM are sent to the attention technique, and the retrieved features from the DSCNN
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Table 6.4: Effects of attention module placement on the performance for emotion recognition in the pro-
posed model-level fusion approach. All measures are in percentage.

Methods Feature A P R F1Detectors
HOG 96.36 96.37 96.37 96.36Attention with Bi-LSTM ResNet-34 96.44 96.46 96.44 96.45
HOG 97.57 97.58 97.58 97.57Attention with DSCNN ResNet-34 97.19 97.20 97.19 97.21
HOG 97.30 97.31 97.30 97.32Attention with Bi-LSTM and DSCNN ResNet-34 96.95 96.99 96.95 96.96

∗ A= Accuracy, P = Precision, R = Recall, F1 = F1-Score

architecture are also passed to the attention module. Finally, the output patterns from the two-
branch attention networks are combined and sent to the FC layer through the GAP layer. We
investigated the influence of the attention module on physiological signals and facial videos before
fusing the features.

The obtained performances from the ablation studies considering three variants of the pro-
posed fusion technique for multimodal emotion recognition are shown in Table 6.4. The first
experiment was carried out to consider the integration of the attention module with the Bi-LSTM
network. In contrast, the fusion happened with the features obtained from the DSCNN network
considering the HOG and ResNet-34 feature detectors and the output of the attention network
using the physiological signals. In this scenario, the best accuracy of 96.44% is found from the
experiments, which is higher than the above-mentioned two baseline architectures such as ‘Bi-
LSTM’ and ‘DSCNN’. The following evaluation has been done by integrating the soft attention
module with the output of the DSCNN network using the HOG and ResNet-34 feature detectors,
whereas the physiological signals are fed into the Bi-LSTM architecture only. Lastly, the fu-
sion has happened using the output features of the attention module that takes the input from the
DSCNN networks and the features from the physiological signals utilizing the Bi-LSTM network.
It is clear from the experimental findings that the best accuracy of 97.57% is achieved from the
‘Attention with DSCNN’ architecture using the HOG facial features. The performance measures
for this model are relatively better than the baseline methods. Finally, we conducted experiments
by considering the attention module in two-branch parallelly, meaning that the soft attention net-
work is integrated with Bi-LSTM and DSCNN architecture individually. Then, we concatenate
the output features from the two-branch network before passing them to the FC layer. The ex-
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perimental outcomes stated that the impressive accuracy of 97.30% and 96.95% are appraised in
the ‘Attention with Bi-LSTM and DSCNN’ model considering the HOG and ResNet-34 feature
detectors, respectively. Overall, the performances have been improved with the use of attention
module in different positions of the proposed model-level fusion approach than the baseline mod-
els. Finally, the best performances have been found from our proposed fusion network that fused
the heterogeneous signals first, then deployed the soft attention mechanism to extract the most
relevant patterns from the fused data, and afterwards passed the most significant features to the
FC layer through the GAP layer for emotion recognition.

6.5 Conclusion

Multimodal emotion recognition plays a crucial role in smart healthcare to monitor the patient’s
behaviour by analyzing the data from multiple sources. This chapter developed a novel DL en-
hanced automatic emotion recognition system from physiological and video data in healthcare
analytics. The proposed system exploited the features from HOG and ResNet-34 to recognize
facial features from the videos. The significant patterns from the face data are retrieved through
DSCNN architecture for different emotions. Moreover, the physiological signals are inputted into
Bi-LSTM to attain the relevant features for various emotional states. The features from the two
models are combined through the soft attention technique to extract the most significant patterns
to recognize emotion. From the extensive experiments, it is found that the developed fusion tech-
nique surpassed the existing methods and obtained an accuracy of 97.34% and 97.92% for the
HOG and ResNet-34 features, respectively, from the popular Bio Vid Emo DB dataset. However,
the experimental outcomes imply that emotion recognition from multimodal data is still difficult.
Moreover, the proposed fusion architecture has not been tested in real-time environments.
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Chapter 7

Integrated Design for Multimodal Emotion
Recognition in Scalable Healthcare

7.1 Introduction

Emotion recognition allows machines to perceive and interpret human emotions based on the
data provided from the individuals through the use of various smart technologies. Nowadays, the
research for emotion recognition draws a lot of interest in analyzing affective data [518]. Emo-
tion recognition encompasses various applications, including HCI, surveillance, security moni-
toring, psychological analysis, and healthcare monitoring [519]. Automated emotion recognition
is essential for the advancement of smart healthcare facilities because it allows patients to be
monitored with conditions such as stress and depression that allowed timely treatment and pre-
vention [520].

There are several ways to recognize emotions from the individuals depending on the data
modalities. The available data modalities for emotion recognition are video, audio, texts, and
physiological signals [521]. In the SOTA, a few of the systems developed based on only the use
of single modal data such as facial cues, texts, acoustic signals, posture, or physiological data.
Moreover, some of the frameworks exploited different combinations of above-mentioned data
modalities for achieving robust outcomes. The unimodal gives useful information but offers only
partial information to the systems, making them inadequate, less reliable, and inefficient [522].
Besides, the integration of data from numerous sources through multimodal emotion recognition
provides a more efficient depiction of emotions. The multimodal representation of one subject
from multiple perspectives ensures a more accurate view of human emotions, allowing a greater
understanding of human behavior [523].

159



Over the decades, several emotion recognition systems have been introduced based on ML
methods using several data modalities [502]. In these systems, the features from the raw sig-
nals are extracted and input into the ML algorithms for classification. The ML-based systems
performed well on comparatively small dataset and are able to demonstrate the interpretability
by making relation with the retrieved features to emotional expressions. Domínguez-Jiménez et
al. [524] exploited RF method to detect emotion from physiological signals by analyzing the fre-
quency and time domain features. Multiple ML algorithms are employed in [525] to recognize
speech emotion by extracting MFCC and mel spectrogram from the corpus. Azam et al. [526]
utilized six supervised ML techniques to detect patient’s emotions in healthcare where MLP per-
formed the best with 87% accuracy. However, the major issues involved in the ML-based emo-
tion detection systems are the manual feature extraction process, and they are not generalized
efficiently. The recent trend for emotion recognition is the exploitation of DL methods to detect
and interpret emotions from multiple input modalities, including facial cues, speech features, and
physiological data [527]. The capability of automatic complex and hierarchical feature extrac-
tion from the raw signals, making the DL-based systems more accurate for emotion recognition.
Among the DL algorithms, the CNNs and RNNs are widely adopted to detect emotion due to the
capacity of learning hierarchical depiction of image-based features and temporal dependencies.
Dwijayanti et al. [528] introduced face and emotion recognition simultaneously ultizing CNN ar-
chitectures for humanoid robot application. A two-level ensemble classifier is developed based on
the pyramidal one-dimensional CNN in [529] to classify emotion states. Kansizoglou et al. [530]
trained RNN architecture through facial landmarks to identify emotions for long-term behavior
modeling. A LSTM is presented in [495] to recognize emotion from multi-channel EEG data. A
few of the difficulties in the DL-based emotion recognition systems are the lack of labeled datasets
for efficient model training, and resource intensive for implementation in practical scenarios.

In recent years, a few research groups have focused on developing hybrid networks for emo-
tion recognition [531]. These hybrid networks comprise two parts: CNN to capture spatial hi-
erarchies in visual data and RNN or LSTM to model temporal dependencies in sequential data.
The visual network (CNN) extracted the local feature which are sent to the LSTM network for
emotion classification. Singh et al. [532] proposed a hybrid architecture consisting of 3D-CNN
and ConvLSTM to recognize emotions from facial videos. Similarly, CNN-RNN based hybrid ar-
chitecture is developed in [533] to detect human emotions using facial expressions derived from
visual data. In these scenarios, some part of the features retrieved by CNN are ignored when-
ever concatenating with the RNN network due to the gradient vanishing problem. To address
the challenges associated with feature concatenation, recent research has primarily focused on
holistic feature fusion, bringing forward some effective fusion approaches that leverage DL and
attention mechanisms. The attention-based fusion techniques focus on relevant feature patterns
within multimodal data sources to detect emotions. These types of frameworks provide weights
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to various data modalities, enabling the network to prioritize the cues that are most significant for
effective emotion recognition. Zhao et al. [534] proposed a sensor fusion module using attention
mechanism to retrieve the significant scores of each sensor to create fused feature representation.
An attention-based architecture in conjunction with a pre-trained CNN is developed in [535] for
emotion recognition from the acoustic signals. However, the most of existing fusion techniques
are one-stage fusion, which cannot clearly model the interaction between model pair of the mul-
timodal signals.

The rest of the chapter is structured as follows. We provide an overview of previous related
studies, including recognition of emotions from physiological signals, facial cues, and multi-
modal data in section 7.2. Section 7.3 demonstrates the proposed multi-stage fusion architecture
for emotion detection in detail. In section 7.4, we describe two multimodal experimental datasets
along with the comprehensive evaluations and experimental results. At the end, section 7.5 pro-
vides the conclusions of the chapter.

7.2 Related Study

Multimodal emotion recognition has captured the interest of researchers throughout the globe
because of its broad spectrum of applications that contributes a substantial volume of research
efforts to this domain. In this section, we describe the frameworks that have been developed based
on DL methods for emotion recognition recently. Considering the data modalities used to express
emotions, emotions can be classified using physiological data, facial expressions, and multimodal
signals.

7.2.1 Emotion Recognition from Physiological Data

The research on emotion recognition through physiological signals has drawn a lot of interest
recently since it offers a fair assessment of the true emotional states of people. The most recent
research has focused on EEG signals together with a few other physiological signals, including
EMG, ECG, and Galvanic Skin Response (GSR), creating notably promising outcomes [536].

Algarni et al. [514] proposed an emotion recognition system aimed at generating more robust
outcomes to facilitate accurate medical decision making. This framework retrieved the wavelet
features, the Hurst exponent, and statistical patterns from the EEG signals. The Binary Gray
Wolf Optimizer was exploited to select the features that enables to find out the most significant
patterns. Lastly, the stacked Bi-LSTM network recognized the emotions from the extracted fea-
tures. The experimental study was carried out with a benchmark dataset called DEAP to evaluate
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the proposed architecture. The authors of [537] developed an EEG-based emotion recognition
framework that exploited CNN to learn discriminative patterns from raw data. The collected sig-
nals are converted to spectrogram-like representations and then input into the 2D CNN to classify
emotions. It is found from the experiments that the proposed architecture obtained an accuracy
of 96.32% from DEAP database, and 92.54% from SEED dataset. In another study, Rahman et
al. [538] presented a system to recognize emotions that converted EEG data to topographic sam-
ples that included frequency and spatial information. The two-dimensional topographic images
are generated using the relative power spectral density by considering the spatial location of the
EEG signals on the brain. A CNN architecture extracted features from the topographic samples
and recognized the emotions. The findings revealed that the developed system appraised an accu-
racy of 94.63% from the SEED database. Ozdemir et al. [539] proposed an approach to recognize
emotions that involved taking a series of multi-channel EEG data and transforming them into a
set of multi-spectral topology images. The EEG signals are transformed into topologies based
on the electrode locations. A 2D CNN extracted the features from the topological images and
these high-level features are input into the LSTM to recognize the emotions. The system demon-
strated an accuracy of 86.13%, 90.62%, 88.48%, and 86.23% for arousal, valence, dominance, and
like–unlike emotions, respectively, from the DEAP database. Islam et al. [540] introduced a sim-
plified system to recognize emotions that required less processing power, less processing time,
and less memory. In this system, Pearson’s Correlation Coefficient was exploited to transform
one-dimensional EEG data into images illustrating the channel correlations of EEG sub-bands.
The emotional states of the individuals are recognized through a CNN network by feeding the
images into the architecture. With the DEAP dataset, the highest accuracy was achieved, mea-
suring 78.22% for valence and 74.92% for arousal. However, the obtained accuracy falls short of
the requirements for an effective real-time emotion recognition system.

7.2.2 Emotion Recognition from Facial Cues

Emotion recognition through facial cues is a natural depiction of an individual’s mental state
that contains an extensive amount of emotional information. Facial Emotion Recognition (FER)
analyzes facial expressions from several sources, such as images and videos, to reveal emotional
feelings. Due to the advancements of multimedia technologies, FER has drawn a lot of attention
from the researchers for its potential use cases [477].

Sarvakar et al. [541] proposed a method to recognize five different types of emotion from fa-
cial expressions. During the initial processing phase, the background of the image is eliminated,
followed by extraction of the facial vector. The system proposed a double-layer CNN architecture
to detect emotions from expressional vectors. From the experiments, the proposed scheme found
relatively low performances with an accuracy of 54% from FER-2013 dataset. Minaee et al. [542]
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presented a DL system that exploited an attentional convolutional network for end-to-end emotion
recognition in facial expressions. The attention mechanism used in this research focused on the
significant parts of the face area for accurate emotion recognition. The proposed approach devel-
oped a DL model with fewer than ten layers that achieved an accuracy of 70.02% on the FER-2013
database. In another study, Chowdary et al. [543] demonstrated a transfer learning-based method
for FER utilizing four CNN pre-trained architectures: MobileNet, ResNet50, Inception V3, and
VGG19. The FC layers of the pre-trained CNNs were removed and new FC layers adapted to the
particular requirements of the task were added. The performance was evaluated on 918 images
from the Cohn Kanade (CK+) database and obtained the average accuracy of 96% to recog-
nize emotion. Huang et al. [544] introduced a FER framework utilizing CNN architecture that
combined squeeze-and-excitation network and the residual neural model. The feature maps are
generated from the residual blocks that shows the significant facial landmarks which are nose and
mouth. Two popular FER databases, including AffectNet and RAF-DB are used to evaluate the
proposed architecture. The developed system was found to obtain an accuracy of 56.54% from
the AffectNet database and 65. 67% from the RAF-DB database for emotion detection. Meena et
al. [545] developed a solution for FER through CNN that can handle a large amount of signals.
For better results, this research suggested to use a large batch size, adding more convolutional
layers, including a robust dropout mechanism, and running a large number of epochs. The pro-
posed system is evaluated with two benchmark databases: CK+ and FER-2013, and achieved an
accuracy of 79% and 95% for the FER-2013 and CK+ datasets, respectively.

7.2.3 Emotion Recognition from Multimodal Data

Nowadays, multimodal emotion recognition has received a great deal of attention, demonstrating
that it is a key approach for understanding human emotions. A single modality is not sufficient to
meet the necessary requirements due to the complexity of emotion recognition. There has been
substantial advancement in this area for practical applications as the researchers have proposed
a number of approaches to achieve great performances in the recognition of emotion from the
multimodal signals [487].

Muhammad et al. [546] described an emotion recognition framework based on Deep Canon-
ical Correlation Analysis (DCCA) using the combination of EEG and facial sequences. In this
study, CNN-based ResNet50 extracted the features from facial data and 1D-CNN was utilized
to retrieve high-level patterns from the EEG signals. The highly correlated features are fused
using the DCCA technique, and sent to the SoftMax classifier for emotion recognition. In the
MAHNOB-HCI dataset, the accuracy was 93. 86%, and in the DEAP dataset, it was 91.54%
from the experiments. Similarly, Aguiñaga et al. [547] introduced a two-stage DL architecture
to recognize emotion through the correlation of facial expressions and brain data. The method
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leveraged facial expressions as identifiers to derive attributes from EEG signals, then combined
the two modalities to determine emotions. CNN architecture is used as the backbone for the ex-
periments, while the 2D CNN is used to recognize facial expression, and the 1D-CNN is used
for EEG analysis. The recognition rate for facial expression detection is 88.2%, and 89.6% for
the brain signals analysis. Tan et al. [548] fused two data modalities, including EEG and facial
cues to detect emotions for the application of HRI. All features of both EEG and facial images
are extracted from CNN network. Moreover, the Monte Carlo technique was utilized to com-
bine the outcomes and tackle the issue presented by the small dataset size. In this framework,
the recognition rate was appraised near 83.33% while experimenting with HRI application. In
another study, Mocanu et al. [549] developed an end-to-end DL technique to recognize emotion,
integrating speech and video fusion to exploit the mutually complementary aspects of high-level
features. The proposed model combined 2D and 3D CNNs in a single space to record intra-modal
features and efficiently detected salient correlations among different data modes. Moreover, the
inter-modal features are captured through audio-video cross-attention fusion approach. The ex-
perimental study revealed that the proposed fusion technique achieved accuracy scores of 89. 35%
from the RAVDESS dataset and 84. 57% from the CREMA-D dataset. Mamieva et al. [550] used
facial and speech features to detect emotions through attention-based fusion approach. The facial
features from the videos are extracted using a CNN architecture, and the speech encoder utilized
MFCC to retrieve spectral features via CNN. The output from two data modalities is fused to
generate a multimodal feature vector through the attention network. The weighted accuracy and
F1-Score of 74.6% and 66.1% are found from the IEMOCAP dataset, while the CMU-MOSEI
database achieved a weighted accuracy and F1-Score of 80.7% and 73.7%.

In another work, Middya et al. [551] studied model-level fusion techniques to explore the best
model to recognize emotion, integrating speech and video signals. The fusion of flattened audio
and video features is performed at the model level. The combined feature vectors are sent to the
FC layer of a CNN architecture for possible emotion recognition. The model-level and decision-
level fusion method obtained an accuracy of 86% and 79% from the RAVDESS database. Hu
et al. [552] developed a graph-based dynamic fusion technique to incorporate data from audio,
video, and textual modalities. This approach analyzed the single-modal and cross-modal relations
in a graph architecture to improve the integration of information. The module captured contextual
information dynamics across different semantic spaces, therefore minimizing redundancy and en-
hancing complementarity among different data modes. The extensive experiments on IEMOCAP
and MELD datasets found an accuracy of 68.21%, and 62.49%, respectively. Tzirakis et al. [553]
fused three data modalities including raw texts, audio, and video to recognize multimodal emo-
tions. The proposed architecture extracted the sentence semantics through a transformer network.
Besides, a CNN architecture combining with the attention mechanism retrieved visual descrip-
tors. At the same time, the LSTM network estimated the temporal dynamics of the speech and
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Figure 7.1: A framework of the proposed architecture for emotion recognition from the multimodal data in
scalable healthcare. The visual and physiological signals are collected from the patients in AAL environ-
ment through multiple sensors. In the cloud platform, the MSF-Net developed using deep learning tools
is deployed for efficient emotion recognition. The patients status is informed to the immediate mediators
through proper communication channel.

video data. The recognition rates for arousal and valence are 69% and 78.3% from the SEWA
dataset, as evident from the evaluation studies. A transformer-based fusion method is presented
in [554] to create a joint representation to recognize multi-label emotion from audio, video, and
texts. In this system, the label-level representation technique is exploited to enhance the recogni-
tion performances and deal with the multi-label classification. The average accuracy scores are
85.9%, and 67.8% are assessed for the IEMOCAP and CMU-MOSEI databases, respectively, for
emotion recognition.

7.3 Proposed Multi-Stage Fusion Architecture

The proposed multi-stage fusion architecture aims to recognize emotion from the multimodal
signals in the scalable healthcare environment. The developed emotion monitoring system com-
prises of several requisites as illustrated in Fig. 7.1. The major components are the following:
IoT devices, DL architectures to develop fusion model, cloud server, communication technolo-
gies, and user interfaces both for physicians and patients. The end-user devices collect the data
using several sensors, including camera, EEG, ECG, EMG, and skin sensor. The multimodal
data are recorded in the shape of time series (physiological data) and facial videos. The collected
signals are directed to the cloud server using short-range communication (Bluetooth) through the
IoT hub. In the cloud server, the proposed multi-stage fusion architecture is deployed that is able
to receive both physiological signals and visual data. The weights of the trained model are stored
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Figure 7.2: An overview of the proposed MSF-Net for multimodal emotion recognition. MSF-Net includes
several stages: visual feature extraction, triplet attention, temporal feature extraction, and emotion recog-
nition. The visual feature extraction module comprises ViT, LBP and ORB methods that simultaneously
extract the deep and computer vision-based features from the facial expression. The retrieved features are
fused in the visual feature extraction module and sent to the triplet attention module. The triplet attention
exploits three attention branches to capture the cross-interaction among the extracted signals. On the other
hand, MSF-Net encodes the physiological signals with Bi-GRU to obtain the temporal features. After-
ward, the extracted features from two branches are fused to achieve the feature representation. Finally, we
classify the final feature representation in the emotion classifier.

in the cloud to recognize patient’s emotions depending on the input data. The service managers
utilize the inference results to monitor the patient’s emotional status to provide suitable services
that are tailored for the patient’s current conditions. At the same time, the decisions from the fu-
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sion architecture are forwarded to the patient monitoring interfaces through 5G communication
networks.

An overview of the proposed multi-stage fusion architecture that is deployed in the cloud
server is shown in Fig. 7.2. The fusion architecture contains several modules, including Bi-GRU
network, ViT, LBP, ORB, triplet attention module, and classification module. The visual data
are fed into the ViT, LBP, and ORB architectures simultaneously to retrieve the significant deep
and computer vision-based features. The retrieved features are fused and input into the triplet
attention to refine the most important visual features. In Bi-GRU network, the temporal features
are captured from the physiological data using the two-way connection of Bi-GRU’s. Finally, the
extracted features of two different branches are fused to generate the final feature set and fed into
the classification module to recognize emotion. The mathematical flow of the proposed MSF-Net
for emotion recognition is shown in Algorithm 1.

7.3.1 Vision Transformer

The ViT [555] has demonstrated impressive image recognition capability by using a transformer
architecture (as shown in Fig. 7.2) that receives a series of image patches as input. For 2D image
input, the ViT architecture splits the original image  ∈ ℝ×× into a sequence of flattened 2D
 fixed-size image patches  ′ ∈ ℝ×2 , where  = ∕2. Here,  = patch size,  =
height,  = width, and  = number of channels in the original image. The obtained sequence
of vectors  ′ is sent across a trainable projection layer to form a 1-dimensional facial feature
embedding 0 as shown in (7.1). A learnable positional embedding is integrated to each feature
embedding to represent the positional information of the image samples.

0 =
[

cls;1
𝑝 ;

2
𝑝 ;… ;𝑛

𝑝
]

+ pos,

 ∈ ℝ×(2⋅), pos ∈ ℝ×(+1)
(7.1)

Here, pos represents the position embedding, cls is the learnable embedding,  represents
the linear projection, and 0 is the generated position-aware feature sequence.

The next component of the ViT architecture is the transformer encoder, which includes the
normalization layer, the Multi-Head Self-Attention (MHSA) mechanism, and the MLP with the
residual connection. We input the facial feature embeddings 0 into the encoder to design the
complex interactions among the features. The MHSA moudule includes multiple SAs which helps
the encoder to calculate the weights of embeddings 0. The SA transforms queries and key-value
pairs into arrays of query (), key (), and value () matrices of dimension 𝑑𝑘, and computes
attention. The computing process is stated in (7.2).
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Algorithm 1: Multi-Stage Fusion Network for Multimodal Emotion Recognition.
Input: Physiological Data and Facial Videos
Output: Classifying the Human Emotions
Pre-Initialization:
𝐷𝑝𝑠 ← Load Physiological Signals;
𝐷𝑓𝑣 ← Load Facial Videos;
𝑉 𝑖𝑇 ← Load Vision Transformer;
𝐿𝐵𝑃 ← Load Local Binary Pattern;
𝑂𝑅𝐵 ← Load Oriented FAST and Rotated BRIEF;
𝑇𝐴 ← Load Triplet Attention;
𝐵𝑖-𝐺𝑅𝑈 ← Load Bi-GRU;
while 𝐷𝑝𝑠 ≠ 0 and 𝐷𝑓𝑣 ≠ 0 do

for 𝐷𝑓𝑣 do
𝐹 ← Generate Frame from 𝐷𝑓𝑣;
if 𝐹 (𝑡) == 𝐷(𝑡)

𝑝𝑠 then
𝐿𝑓𝑠 ← 𝐹 (𝑡);
𝐿𝑝𝑠 ← 𝐷(𝑡)

𝑝𝑠 ;
end

end
𝐹𝑉 𝑖𝑇 ← 𝑉 𝑖𝑇 (𝐿𝑓𝑠);
𝐹𝐿𝐵𝑃 ← 𝐿𝐵𝑃 (𝐿𝑓𝑠);
𝐹𝑂𝑅𝐵 ← 𝑂𝑅𝐵(𝐿𝑓𝑠);
𝑉𝑓𝑢𝑠𝑒 ← 𝐹𝑉 𝑖𝑇 ⊕ 𝐹𝐿𝐵𝑃 ⊕ 𝐹𝑂𝑅𝐵;
𝐴𝑓𝑢𝑠𝑒 ← 𝑇𝐴(𝑉𝑓𝑢𝑠𝑒);
𝐹𝐵𝑖-𝐺𝑅𝑈 ← 𝐵𝑖-𝐺𝑅𝑈 (𝐿𝑝𝑠);
𝐹𝑓𝑢𝑠𝑒 ← 𝐴𝑓𝑢𝑠𝑒 ⊕ 𝐹𝐵𝑖-𝐺𝑅𝑈 ;
𝑆𝑜𝑓𝑡𝑚𝑎𝑥 ← 𝐹𝐶(𝐹𝑓𝑢𝑠𝑒);

end

SA(,,) = Softmax
(



√

𝑑𝑘

)

 (7.2)

Here,  =  ′
𝑖

, is the query,  =  ′
𝑖

 represents the key, and  =  ′
𝑖

 denotes
the value. All the vectors are generated through linear transformations of  ′

𝑖 . Moreover, the
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MHSA enables transformer architecture to learn several dependencies from different subspaces.
The MHSA network divides the input into many embedding subspaces, evaluate them separately
in parallel utilizing various SAs, and then combines the outcomes for the final result. The com-
putation procedure for the MHSA is described in (7.3).

MHSA(,,) = Concat(ℎ1, ℎ2, ..., ℎ)

ℎ𝑖 = SA(𝑖,𝑖,𝑖), 𝑖 = 1...
= SA( 𝑡

𝑖
𝑖 , 𝑡

𝑖
𝑖 , 𝑡

𝑖
𝑖), 𝑖 = 1...

(7.3)

Here, the projections , 𝑖 , 𝑖 , and 𝑖 are parameters’ matrices.
In the transformer structure, Layer Normalization (LN) is employed before MHSA and MLP,

with residual connections added to each SA and MLP layer to enhance trainability. Each trans-
former encoder consists of 𝑙 layers of MHSA blocks, and the output of each encoder is calcu-
lated using (7.4) and (7.5). Here, ′

𝑙 is the intermediate output and 𝑙 represents the final output
at layer 𝑙. The MLP architecture comprises two FC layers and GELU non-linearity activation
function.

′
𝑙 = MHSA(LN(𝑙−1)) +𝑙−1, 𝑙 = 1, 2,… , (7.4)

𝑙 = MLP(LN(′
𝑙)) +′

𝑙, 𝑙 = 1, 2,… , (7.5)
In our proposed MSF-Net, the original image size is set to 128 × 128. To deploy the ViT

architecture, we set the patch size of 16 × 16 to divide the original image into patches, which are
then embedded into a 768-dimensional space. The proposed architecture contains 12 transformer
encoders, each with 12 attention heads to learn the important features from the given signals.
Lastly, the hidden dimension of the MLP is set to 4,608 in this study.

7.3.2 Local Binary Pattern

LBP [556] is a textual feature descriptor (as illustrated in Fig. 7.2) that represents the spatial
structure of images at the local level. The texture features of the images are obtained by varying
the circle’s radius and the pixel number. The binary operator assigns labels to the image pixels by
evaluating the center pixel value with the 3×3 adjacent pixels, generating an 8-bit binary number
that is then transformed into a decimal value. The formulas for calculating the LBP code for an
input pixel are shown in (7.6) and (7.7).
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LBP ,(𝑥, 𝑦) =
−1
∑

𝑛=0
2𝑛(𝑖𝑛 − 𝑖𝑥,𝑦) (7.6)

(𝑥) =

{

1, 𝑥 ≥ 0
0, 𝑥 < 0

(7.7)

Here, LBP ,(𝑥, 𝑦) denotes the LBP texture feature centered at pixel (𝑥, 𝑦),  represents the
radius,  indicates the number of neighboring pixels, 𝑖𝑛 signifies the gray value of 𝑛𝑡ℎ neighboring
pixel, and 𝑖𝑥,𝑦 denotes the gray value of the center pixel.

The output is a binary number that represents the local texture adjacent to the center pixel.
The LBP values are utilized to generate histograms that depict the textural patterns in the images.

7.3.3 Oriented FAST and Rotated BRIEF

In this chapter, we exploit the region-based ORB [557] feature descriptor (as shown in Fig. 7.2)
that divides the region of the images in a unique way compared to conventional ORB. In the
region-based ORB algorithm, the number of feature points per region is calculated by dividing
the total feature values and the number of regions. In the calculation procedure of this algorithm,
the input images are equally divided into  ×  regions, where  indicates the number of rows
and  denotes the number of columns. The feature points are randomly distributed in the created
regions, and the regions are labeled as {ℎ1, ℎ2,… , ℎ×}. In the next operation, the threshold is
computed using (7.8), where the number of feature points is represented by 𝑛.

 = 𝑛


(7.8)

We detect the feature points in each region depending on the threshold value  . Finally, the
best feature values are calculated using non-maximal suppression technique while the generated
feature points are greater than 𝑛.

7.3.4 Triplet Attention Module

In the proposed MSF-Net, we exploit the triplet attention [558] (as depicted in Fig. 7.2) to extract
the most significant and relevant features from visual expressions. The triplet attention module
contains three parallel networks. The first network represents cross-dimensional relationships

170



between the dimensions of the channel () and height (). The second network addresses the
interactions involving the dimensions of the channel () and width (). The third network em-
phasizes on the height () and width () interactions, serving as spatial attention.

The first network exploits spatial attention using channel pooling (Z-Pool) on the input fea-
tures  ∈ ℝ×× , therefore decreasing the zeroth dimension of  ∈ ℝ×× to 2. The calcu-
lation method is formulated as in (7.9).

Z-Pool() =
[MaxPool0𝑑(), AvgPool0𝑑()

] (7.9)
Here, 0𝑑 represents the 0𝑡ℎ dimension where both the maximum and average pooling are

carried out.
Initially, the given feature  ∈ ℝ×× is rotated 90◦ anti-clockwise along the  axis that

generates the feature maps in the form (××). The generated tensor (2××) after Z-Pool
passes through a convolution layer followed by a batch normalization layer. In this chapter, we
set the kernel size of 7×7 in the convolution layer. Now, the compressed tensor size is (1××)
which is fed into the Sigmoid activation to generate the optimized attention values. Finally, the
original input shape  ∈ ℝ×× is retained by the rotation of 90◦ clockwise along the  axis.
The operation of the first network is computed as in (7.10).

1𝑠𝑡 =  ⊙ Sig(BN(Conv(𝑧𝑡ℎ𝑝𝑜𝑜𝑙()))) (7.10)
Here, ⊙ is a dot product, BN is the batch normalization, and Sig is the Sigmoid activation

function.
Similar to first network, the second network converts the given features  ∈ ℝ×× to

(××) dimensions by rotating the input 90◦ anti-clockwise along the  axis. This network
then performs pooling operation, followed by a 7×7 convolution along with batch normalization.
The generated features then passes through the Sigmoid activation and finally converts them into
a shape  ∈ ℝ×× by rotating 90◦ clockwise along the  axis. The overall procedure is
formulated as in (7.11).

2𝑛𝑑 =  ⊙ Sig(BN(Conv(𝑧𝑡ℎ𝑝𝑜𝑜𝑙()))) (7.11)
The third network generates the tensor shape (2 × ×) after the Z-Pool operation which

is then passed through the convolution and batch normalization, followed by Sigmoid function to
create attention weights of (1 × ×). The mathematical calculation is followed by (7.12).

171



3𝑟𝑑 =  ⊙ Sig(BN(Conv(𝑧𝑡ℎ𝑝𝑜𝑜𝑙()))) (7.12)
Finally, the refined attention-based features 𝑦 are derived by combining the features generated

from the three networks for an input tensor  ∈ ℝ×× through average pooling. The final
output representation of the triplet attention module follows (7.13).

𝑦 = 1
3
(1st + 2nd + 3rd) (7.13)

7.3.5 Bi-directional Gated Recurrent Unit

In this chapter, the Bi-GRU [559] is exploited to model physiological signals to extract temporal
features. The Bi-GRU network (as demonstrated in Fig. 7.2) processes input signals in both
directions, including forward and backward simultaneously, to improve sequence modeling. The
Bi-GRU architecture has two GRUs: one unit analyzes the input signals from the beginning to
the end, called forward direction, and the other unit processes it from the end to the beginning,
called backward direction.

For time stamp 𝑡, physiological signals 𝑝 = {𝑝1, 𝑝2, 𝑝3,… , 𝑝𝑇𝑝; 𝑝𝑡 ∈ ℝ} are input into the
Bi-GRU architecture to extract temporal features. In the Bi-GRU network, the formulas for the
forward and backward calculation functions are denoted as ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃗𝐺𝑅𝑈 (⋅) and ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖𝐺𝑅𝑈 (⋅). The calculation
procedure for the Bi-GRU network is shown in (7.14) and (7.15).

⃖⃗ℎ𝑡 = ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃗𝐺𝑅𝑈 (𝑝𝑡, ⃖⃗ℎ𝑡−1) (7.14)

⃖⃖ℎ𝑡 = ⃖⃖⃖⃖⃖⃖⃖⃖⃖⃖𝐺𝑅𝑈 (𝑝𝑡, ⃖⃖ℎ𝑡+1) (7.15)
where, ⃖⃗ℎ𝑡 indicates the output of the forward direction, and ⃖⃖ℎ𝑡 signifies the output of the

backward direction on the time stamp 𝑡. Finally, the output (ℎ) of the state information of the
Bi-GRU architecture is computed through (7.16) considering each time stamp 𝑡.

ℎ = [⃖⃖⃖⃖ℎ1, ⃖⃖⃖⃗ℎ1][⃖⃖⃖⃖ℎ2, ⃖⃖⃖⃗ℎ2],… , [⃖⃖ ⃖⃖⃖ℎ𝑇𝑝 , ⃖⃖⃖⃖⃗ℎ𝑇𝑝] (7.16)
In the proposed fusion network, we exploited a Bi-GRU network with 2 layers, considering

the input size of 3 and 92 for Biovid Emo DB and Multimodal Genuine Emotion and Expression
Detection (MGEED) datasets. The hidden state dimension is defined to 16. After the operations,
the total number of generated hidden state size is 32 due to the bi-directional property.
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7.3.6 Classification Architecture

The multimodal features extracted from the Bi-GRU and the triplet attention module are fused
and passed to the classification module for emotion recognition. The fused features 𝑓𝑢𝑠𝑒 are fed
into a linear layer with residual connections and then pass towards a Softmax layer to achieve the
probability distribution  of emotion categories ().

 = 𝑓𝑢𝑠𝑒 + ReLU(𝑓𝑢𝑠𝑒𝑓𝑢𝑠𝑒
+ 𝑏𝑓𝑢𝑠𝑒

) (7.17)

 = Softmax(𝑠 + 𝑏𝑠) (7.18)
where 𝑓𝑢𝑠𝑒

∈ ℝ𝑑𝑓𝑢𝑠𝑒×𝑑𝑓𝑢𝑠𝑒 , 𝑏𝑓𝑢𝑠𝑒
∈ ℝ𝑑𝑓𝑢𝑠𝑒 , 𝑊 ∈ ℝ𝑑𝑓𝑢𝑠𝑒×𝑑 , and 𝑏 ∈ ℝ are training

parameters. Here,  ∈ ℝ×𝑑𝑓𝑢𝑠𝑒 and  ∈ ℝ× .
We calculate the emotion label with the maximum probability using the argmax function as

shown in (7.19).

𝑦̂(𝑛) = argmax( (𝑛)) (7.19)
where  (𝑛) ∈ ℝ is the probability of emotion categories, and 𝑦̂(𝑛) denotes the emotion label

predicted by the proposed architecture.
We exploit the cross-entropy loss for training. The formula for loss calculation is given below

(7.20).

 = − 1
∑( , )

(𝑚,𝑛)=1


∑

𝑚=1


∑

𝑛=1


∑

𝑐=1
𝑦(𝑛)𝑚,𝑐 log2(𝑦̂

(𝑛)
𝑚,𝑐) (7.20)

In this context,  and  are the total number of frames generated from the videos and physi-
ological signals in the dataset. Moreover, 𝑦(𝑛)𝑚,𝑐 and 𝑦̂(𝑛)𝑚,𝑐 represent the actual label and the predicted
label of class 𝑐.

7.4 Experimental Results and Analysis

In this section, we assess the performance of MSF-Net on two multimodal emotion recogni-
tion databases, BioVid Emo DB and MGEED by comparing several SOTA emotion recognition
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frameworks. We performed comprehensive evaluations to validate the efficiency of our proposed
approach and provide a thorough evaluation based on the experimental findings.

7.4.1 Experimental Environment

All experiments for MSF-Net for emotion recognition were performed on a server computer with
8-core 4.00 GHz CPU of a Core i7 processor with 32 GB RAM (DDR4). The experimental setup
includes two GPU cards with the specification of GTX 1080 with 8 GB of GDDR5 memory.
Pytorch, a DL library, is exploited along with Python for all evaluation processes. The server was
running an Ubuntu operating system, version 22.04 LTS.

7.4.2 Multimodal Datasets

The experiments have been performed on two publicly available multimodal emotion recogni-
tion datasets: BioVid Emo DB and MGEED. The detailed description of these databases are
mentioned below.

BioVid Emo DB

The BioVid Emo DB [517] dataset includes physiological data including SCL, ECG, and tEMG,
as well as synchronized videos. The major emotion categories in this dataset are amusement, sad,
anger, disgust, and fear. The raw signals were collected from 94 participants (50 women and 44
men) by showing them 15 video clips. The data from 86 volunteers are available in the dataset
due to incomplete and corrupted information. The video frame rate is 25 Hz and the resolution
is 1388 × 1038 pixels. The sampling frequency of the physiological signals is 512 Hz.

MGEED

MGEED [560] dataset is made up of several data modalities including Optomyography (OMG),
EEG, ECG, GSR, facial expressions, and depth maps. This is the first open-access dataset that
contains OMG signals. The data collection framework is developed to collect multimodal data
simultaneously from the participants. In the data collection system, 17 volunteers saw 9 emotional
movies and provided their frame-by-frame emotional reactions mentioning seven basic emotions.
The emotion classes are neutral, happy, sadness, angry, fear, disgust, and surprise. The extensive
MGEED dataset contains 17 participants and 150,497 facial images, 147,539 depth map frames,
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and four physiological signal categories: 70-channel EEG, 20-channel OMG, as well as one-
channel ECG and GSR data.

In the proposed MSF-Net, we conducted the experiments using both the BioVid Emo DB and
MGEED dataset to evaluate the robustness of the fusion network across multiple data sources.
We utilized all physiological data and facial expressions from the BioVid Emo DB database.
For the MGEED dataset, we excluded the depth information to maintain the same information
in both datasets. We partitioned the data in training and test sets following the ratio of 70:30.
Initially, we generated frames from the facial videos at the data preprocessing stage. Afterwards,
the face region is detected from the frames using opencv’s Caffe model. Later, facial frames
and physiological data are synchronously input into the DL network. The frame size is set to
128 × 128. The attributes for physiological data for BioVid Emo DB and MGEED datasets are
considered to value 3 and 92 considering different signals combination, which are fed into the
Bi-GRU architecture.

7.4.3 Performance Metrics and Baseline Methods

Performance Metrics

This section presents a summary of the evaluation methods utilized to evaluate the performance
of the architecture described in this chapter. This chapter exploits four performance measures,
including Accuracy (A), Precision (P), Recall (R), and F1-Score (F1) that are frequently used to
evaluate the effectiveness of classification methods.

Baseline Methods

To comprehensively assess our proposed MSF-Net, we exploit the following baselines and SOTA
techniques for comparison. We also chose datasets that are extensively used in recent studies to
allow for a direct comparison of our findings with them. The works presented in [504], [507],
[508], [561], and [562] used BioVid Emo DB dataset. The MGEED dataset is introduced in [560].

WT-SVM [504] retrieves the high-level features from the physiological data through wavelet
transform and recognizes the emotions using SVM.

MDBN [507] optimizes and fuses the features from sensor and video data through DBNs.
The features are retrieved via bimodal s, and a linear SVM is exploited for emotion recognition.

MEmoR [508] exploits a fine-tuned ResNet50 for face recognition and CNN for physiological
signals to analyze emotions. The data from these modalities are fused through decision-level
weighted fusion to recognize emotions.
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FedCMD [561] proposes the knowledge transfer scheme from teacher model to student model
using physiological data and videos i.e., sensor to vision cross-modal distillation. The baseline
model in this work is two-dimensional CNN.

TF-SVM [562] retrieves the time-frequency domain features from the sensor data and clas-
sifies the signals through SVM.

Fus-CNN [560] employs pre-trained ResNet101 model to retrieve and fuse the video frame
and depth features. The physiological signals (EEG, ECG, and OMG) are synchronised, and
normalized to their corresponding compact attributes. Lastly, all the extracted attributes are fused
and input into classification block for recognition.

7.4.4 Implementation Details

We exploited the validation data for hyper-parameter tuning. We utilized Adam optimizer with
a learning rate of 0.001 to fine-tune the parameters. In the evaluations, we trained the models
for 25 iterations. The batch size was set to 64. We implemented 𝐿2 regularization technique
considering the following parameters: momentum=0.9, decay=0.0005, step size=3, and 𝛾=0.1
to alleviate over-fitting problems. Our proposed model was trained through cross-entropy loss
as our objective. For the validation set, we chose 20% of the training data to validate the MSF-
Net. For evaluation, we used all physiological signals along with facial cues of the BioVid Emo
DB database. From the MGEED dataset, we utilized all physiological data and facial expres-
sions except the depth maps to keep the same information in both datasets. In the experiments,
we considered five variants of the developed MSF-Net to recognize emotion. The models vary
depending on the modules used in the architecture. In all variants, physiological data are input
into the Bi-GRU network to retrieve temporal dependencies. The image frames are input into the
ViT, LBP, and ORB networks (depending on the modules used) and then passed directly to the
next fusion stage or through the triplet attention module to retrieve the relevant patterns. Finally,
the extracted attributes from both branches are fused and passed to the classification module for
emotion recognition. The proposed variants of the MSF-Net are given below.

𝑉 𝑖𝑇 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 : In this architecture, the image data are fed into the ViT module
and passed through the triplet attention block.

𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 : In this network, the image data are sent to the ViT and
LBP modules to extract the features. Afterwards, the extracted attributes from two modules are
fused and passed to the triplet attention module.

𝑉 𝑖𝑇 + 𝑂𝑅𝐵 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 : In this variation, the ViT and ORB modules retrieve
the image features and the extracted features from both branches are combined and fed into the
triplet attention network.
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𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵+𝐵𝑖-𝐺𝑅𝑈 : In this variation, all the three modules including, ViT, LBP,
and ORB are exploited to capture the features from the image frame. The three branches extracted
patterns are fused and sent to the next fusion stage excluding the triplet attention block.

𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝑂𝑅𝐵 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 : In this architecture, the ViT, LBP, and ORB
blocks extract the image features and fuses them. Then the fused features are passed to the triplet
attention module. All the modules proposed in our system are utilized in this architecture.

7.4.5 Results and Comparison

To validate the robustness of the developed MSF-Net, we have conducted extensive evaluations to
compare it with the SOTA algorithms on two popular databases, BioVid Emo DB and MGEED.
In this part, we evaluate our proposed architecture to SOTA works on overall performance using
above-mentioned evaluation metrics. Moreover, we conduct comparisons on recognition accu-
racy, precision, recall, and F1-Score for each emotion category.

Comparison on Overall Performance

Tables 7.1-7.2 present the comparative analysis of the developed MSF-Net and other SOTA net-
works for emotion recognition on BioVid Emo DB and MGEED datasets, respectively. For the
BioVid Emo DB dataset, our proposed MSF-Net (𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 )
obtained superior performances: accuracy of 96.66%, precision of 96.63%, recall of 96.56%, and
F1-Score of 96.60%. The findings demonstrate an improvement of 1.85% on accuracy and 2.78%
on F1-Score over existing multimodal emotion recognition methods, as evident in Table 7.1. For
MGEED dataset, the proposed 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 architecture achieved
the highest accuracy, precision, and F1-Score of 94.26%, 92.81%, and 92.24%, respectively. Table
7.4 illustrates the increase in accuracy of 65.02% over the work presented in the original MGEED
dataset. The best recall of 92.03% is revealed from the 𝑉 𝑖𝑇 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 model
from the MGEED dataset. The second-best accuracy: 96.46% and F1-Score: 96.40% are evalu-
ated in the variants of 𝑉 𝑖𝑇 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 and 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵 +𝐵𝑖-𝐺𝑅𝑈 for the
BioVid Emo DB database. On the same dataset, the second-best precision of 96.42% and recall
of 96.40% are found from the 𝑉 𝑖𝑇 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 and 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵 +𝐵𝑖-𝐺𝑅𝑈
models. Considering the MGEED dataset, the variants 𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 ,
𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵+𝐵𝑖-𝐺𝑅𝑈 , 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 , and 𝑉 𝑖𝑇 +𝑂𝑅𝐵+
𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 revealed the second-best accuracy of 94.02%, precision of 92.54%, recall of
91.86%, and F1-Score of 92.10%, respectively. It is found from Table 7.1 that the works presented
in MDBN [507], MEmoR [508], and FedCMD [561] used full set of data from the BioVid Emo
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DB dataset. The accuracy obtained from these SOTA methods is 90.83%, 81.54%, and 80.89%,
respectively. The other SOTA approaches, WT-SVM [504] and TF-SVM [562] used only the
physiological signals available in the BioVid Emo DB dataset. The highest accuracy of 94.81% is
obtained in WT-SVM [504] through decision-level fusion using 𝑡𝐸𝑀𝐺+𝐸𝐶𝐺 signals. In Table
7.2, the best accuracy of 29.24% is achieved in Fus-CNN [560] using 𝑅𝐺𝐵+𝐸𝐸𝐺+𝑂𝑀𝐺 sig-
nals through the feature fusion approach. Our proposed multi-stage fusion architecture obtained
superior performances over the SOTA techniques. The reason behind that we fused the deep fea-
tures captured from the transformer and the significant patterns from the computer vision-based
features. Moreover, we extract the most significant visual features through triplet attention along
with the deployment of multi-stage feature fusion to exploit considerably fine-grained multimodal
interactions.

Comparison on Performance for Each Class

Tables 7.3-7.4 demonstrate class-wise emotion recognition accuracy, precision, recall, and F1-
Score for the BioVid Emo DB and MGEED dataset. From Table 7.3, it is shown that the best ac-
curacy, precision, recall, and F1-Score of 97.65%, 97.26%, 97.65%, and 97.45%, respectively, are
found for disgust emotion from the𝑉 𝑖𝑇+𝐿𝐵𝑃+𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 model. The second-
best accuracy of 97.34% and recall of 97.34% are also revealed in the disgust emotion for the
𝑉 𝑖𝑇 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 architecture. For the same emotion category, the second-best
precision and recall are found considering the values 97.10% and 97.17%. For some variations of
the models, a few of the emotions got relatively lower performances. The least accuracy of 95.67%
for anger, recall of 95.53% for amusement, and F1-Score of 95.66% for amusement are obtained
from the 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 network. The 𝑉 𝑖𝑇 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈
model found the lowest precision of 95.59% for amusement emotion. The findings from Ta-
ble 7.4 demonstrated that the sad emotion scored the highest precision: 96.60% and F1-Score:
96.22% from the 𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝑂𝑅𝐵 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 network. Moreover, the top
accuracy of 95.90% and recall of 96.23% are achieved for happy and sad emotions from the
𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝑂𝑅𝐵 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 and 𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝑂𝑅𝐵 + 𝐵𝑖-𝐺𝑅𝑈 architec-
tures. Similarly, the second-highest performances are appraised for happy and sad emotions
considering the different variations of the MSF-Net. In the case of lower performances, the
𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 network recorded the least accuracy of 76.31%, recall of
76.31%, and F1-Score of 81.46% for disgust emotion. The angry emotion scored the lowest pre-
cision of 85.43% from the 𝑉 𝑖𝑇 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 model.
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(a) (b) (c) (d) (e)

Figure 7.3: Visualization of confusion matrices of MSF-Net on the testing set of the BioVid Emo
DB database. The columns represent the actual labels, while the rows represent the predicted ones.
(a) ViT+Attention+Bi-GRU (b) ViT+LBP+Attention+Bi-GRU (c) ViT+ORB+Attention+Bi-GRU (d)
ViT+LBP+ORB+Bi-GRU (e) ViT + LBP+ORB+Attention+Bi-GRU. Here, B1: Amusement, B2:
Anger, B3: Disgust, B4: Fear, and B5: Sad.

(a) (b) (c) (d) (e)

Figure 7.4: Visualization of confusion matrices of MSF-Net on the testing set of the MGEED database. The
columns represent the actual labels, while the rows represent the predicted ones. (a) ViT+Attention+Bi-
GRU (b) ViT+LBP+Attention+Bi-GRU (c) ViT+ORB+Attention+Bi-GRU (d) ViT+LBP+ORB+Bi-
GRU (e) ViT+LBP + ORB+Attention+Bi-GRU. Here, M1: Neutral, M2: Happy, M3: Sad, M4: Angry,
M5: Fear, M6: Disgust, and M7: Surprise.

7.4.6 Visual Results

In this part, we provide several examples of the sub-views to demonstrate the intuitive outcomes.
Fig. 7.3 and Fig. 7.4 show the confusion matrices to represent the distribution of several emotion
categories on two different datasets. Overall, the proposed MSF-Net demonstrates superior pre-
dictive performance compared to the SOTA methods on different emotions on the BioVid Emo
DB and MGEED datasets. For instance, the disgust emotion from the BioVid Emo DB dataset
and the happy emotion from the MGEED dataset are correctly classified using the proposed MSF-
Net.

On the BioVid Emo DB dataset (Fig. 7.3), it is observed that the amusement emotion are
mostly misclassified by the sad emotion. In this case, the developed architecture is failed to
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(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

Figure 7.5: t-SNE feature visualization of the MSF-Net for multimodal emotion recognition. (a) & (f)
ViT+Attention+Bi-GRU (b) & (g) ViT+LBP+Attention+Bi-GRU (c) & (h) ViT+ORB+Attention+Bi-
GRU (d) & (i) ViT+LBP+ORB+Bi-GRU (e) & (j) ViT+LBP+ORB+Attention+Bi-GRU. Different cat-
egories of emotions are represented with distinct colors and shapes. The first row represents the results
from the BioVid Emo DB dataset, and the second row depicts the results from the MGEED database.

differentiate between amusement and sad emotions. The fear emotion are wrongly identified
as disgust and sad emotions. The reason behind it there are semantic correlations between fear
emotion and disgust or sad emotion. At the same time, it is found that the disgust emotion has the
tend to misclassify as fear. Moreover, there is shared semantic information between anger and
sad emotions, which poses a challenge for the MSF-Net to differentiate between these emotions.
On the MGEED dataset (Fig. 7.4), it is revealed that the disgust, happy, and sad emotions are
confused with the neutral emotion in some cases. The reason for this is that the MGEED dataset
contains an excess number of neutral emotions. Thus, MSF-Net has a tendency to acquire a
greater understanding of the neutral emotion. The sad emotion is recognized as fear emotion and
vice versa. This result is found because the sad and fear are highly close in the activation and
arousal domains, meaning that the speakers have similar perception and interpretation of these
emotions. We did not observe misclassification rates for several emotion categories, which are:
happy and surprise, happy and angry, sad and angry, as well as angry and surprise.

Figure 7.5 depicts the feature distribution of the generated fused representations on the BioVid
Emo DB and MGEED datasets. We randomly choose 2500 samples from each emotion category
and show their combined representations in the shared feature space. It is shown from Fig. 9 that
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the data distribution for MGEED dataset is slightly scattered than the BioVid Emo DB dataset
meaning the proposed MSF-Net learnt the features more efficiently from the BioVid Emo DB
dataset. Considering the BioVid Emo DB dataset, the amusement and anger emotion categories
are more critical to differentiate from other emotions. They are found in nearly all of the other
emotion clusters. For the MGEED dataset, it is quite hard to differentiate between neutral and
disgust emotions. The cluster of disgust emotion are quite small and is mostly represented in other
emotion groups. Our observation revealed that disgust emotional data is frequently misclassified
into different emotion categories, while the misclassification of other emotions as disgust is very
rare.
Table 7.5: Ablation analysis (%) of MSF-Net with different combinations of multimodal signals on the
BioVid Emo DB and MGEED datasets. We provide the overall performance on the testing set. The best
performances are represented by bold front, while the second-best results are marked with underlined text.

Datasets Signals A P R F1

BioVid Emo DB

Image+tEMG+ECG 96.42 96.41 96.34 96.38
Image+tEMG+SCL 96.47 96.41 96.39 96.40
Image+ECG+SCL 96.41 96.37 96.33 96.35

Image+tEMG 96.44 96.39 96.36 96.38
Image+ECG 96.52 96.49 96.43 96.46
Image+SCL 96.39 96.36 96.34 96.35

MGEED

RGB+OMG+EEG+ECG 93.59 91.82 90.61 91.11
RGB+OMG+EEG+GSR 93.85 91.74 91.18 91.40
RGB+EEG+ECG+GSR 93.48 91.50 90.44 90.86

RGB+OMG+EEG 93.88 91.87 91.33 91.55
RGB+OMG+GSR 93.63 91.73 90.83 91.20
RGB+EEG+ECG 93.53 91.30 90.99 91.08
RGB+EEG+GSR 93.58 91.29 90.92 91.05
RGB+ECG+GSR 93.87 92.14 91.50 91.73

RGB+OMG 93.60 91.72 91.67 91.63
RGB+EEG 93.61 91.86 90.60 91.12
RGB+ECG 93.90 92.27 91.14 91.62
RGB+GSR 93.70 92.23 90.93 91.49
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7.4.7 Ablation Studies

This section performs ablation studies on different physiological signals to see the effects of dif-
ferent signals on the model efficiency on the BioVid Emo DB and MGEED datasets. The ex-
perimental outcomes are demonstrated in Table 7.5, Table 7.6, and Table 7.7 considering the
architecture of 𝑉 𝑖𝑇 + 𝐿𝐵𝑃 + 𝑂𝑅𝐵 + 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 + 𝐵𝑖-𝐺𝑅𝑈 . Table 7.5 illustrates the overall
performance on both datasets. Table 7.6, and Table 7.7 depict the class-wise emotion recogni-
tion performance on BioVid Emo DB and MGEED datasets by varying the physiological signals.
On the BioVid Emo DB database, the highest performance metric is found for the signal com-
bination of 𝐼𝑚𝑎𝑔𝑒 + 𝐸𝐶𝐺. The best scores are: accuracy (96.52%), precision (96.49%), recall
(96.43%), and F1-Score (96.46%). The second-best performance is obtained with the combina-
tion of 𝐼𝑚𝑎𝑔𝑒 + 𝑡𝐸𝑀𝐺 + 𝑆𝐶𝐿. Similar to BioVid Emo DB, 𝑅𝐺𝐵 + 𝐸𝐶𝐺 obtained the best
accuracy (93.90%) and precision (92.27%) from MGEED dataset. However, it should be noted
that the𝑅𝐺𝐵+𝐸𝐶𝐺+𝐺𝑆𝑅 combination has the highest recall (91.50%) and F1-Score (91.73%),
showing an excellent balance of precision and recall for the MGEED dataset. The other combi-
nation, including 𝑅𝐺𝐵 + 𝑂𝑀𝐺 performed the best for recall (91.67%). Multimodal signals are
found to improve performance for both datasets. The choice of modalities, including RGB, ECG,
and GSR, has an influence on various aspects of performance. Moreover, the efficiency of various
signal combinations may be dependent upon the nature of the dataset and its particular features,
as evidenced by the variation in performance across datasets.

From Table 7.6, it is noticed that the highest metrics are achieved for disgust emotion consider-
ing the combination of 𝐼𝑚𝑎𝑔𝑒+𝐸𝐶𝐺 signals. The recorded scores are accuracy (97.57%), recall
(97.57%), precision (96.90%), and F1-Score (97.24%). For the fear emotion, the signal combi-
nation 𝐼𝑚𝑎𝑔𝑒 + 𝑡𝐸𝑀𝐺 + 𝑆𝐶𝐿 received the best precision (96.53%) and F1-score (96.39%),
highlighting that the SCL signal can improve the recognition of this emotion. However, the F1-
Scores for amusement and anger have comparatively lower values for all signal combinations,
showing difficulties in effectively recognizing these emotions. The robust performance of com-
binations that incorporate ECG indicates its crucial role in enhancing the efficiency of emotion
recognition. In Table 7.7, we revealed that the 𝑅𝐺𝐵+𝐸𝐶𝐺 found the highest accuracy (96.13%),
precision (96.18%), and F1-Score (96.19%) for sad emotion. For the same combination, the neu-
tral emotion received the best accuracy of 92.49%. The best precision of 96.52% for sad emotion
is achieved for the𝑅𝐺𝐵+𝑂𝑀𝐺+𝐸𝐸𝐺 combination. While considering the disgust and surprise
emotions, the performance for almost all signal combinations is relatively low, noting the signif-
icant variation in precision and F1-Scores. This outcome demonstrated that accurate recognition
of these emotions is quite a challenge. In some cases, the GSR signal enhanced the performance
for emotion recognition. For instance, 𝑅𝐺𝐵+𝑂𝑀𝐺+𝐺𝑆𝑅 recorded a comparatively higher F1-
Score of 80.14% for surprise emotion. In summary, the findings emphasized the various effects
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(a) (b)
Figure 7.6: Performance measures for IoT deployment in scalable healthcare scenario. (a) Latency (b)
Response time.

of different signal combinations. In particular, the combination of ECG and ECG consistently
improved the recognition of certain emotions, whereas GSR has limited but focused efficiency.

7.4.8 IoT Performance

We deployed our proposed multi-stage fusion architecture in scalable healthcare environment.
We considered two performance measures, including latency and response time, to evaluate the
scalability of the IoT network. Latency refers to the time to transmit the packets from the patients
and the cloud server receives them. The response time is the total time to send the request from
the patients and receives the classification results from the cloud server. This is the time measure
for sending data from patients and receiving results, along with inference time. Inference time
represents the time to make classifications through DL architecture on the data received from the
patients.

Figure 7.6 shows the performance of the IoT deployment in scalable healthcare environment.
We deployed 𝑉 𝑖𝑇 +𝐿𝐵𝑃 +𝑂𝑅𝐵+𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛+𝐵𝑖-𝐺𝑅𝑈 model in cloud server that continuously
takes input from multiple patients and makes classification for multimodal emotion recognition.
It is found from Fig. 7.6 (a) that the latency for the MGEED data is comparatively higher than
the BioVid Emo DB data. The reason behind this is that the MGEED dataset considered more
physiological signals (70-channel EEG, 20-channel OMG, as well as one-channel ECG and GSR)
compared to BioVid Emo DB dataset. The BioVid Emo DB dataset only considered the single
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channel tEMG, ECG, and SCL. While considering the response time as shown in Fig. 7.6 (b), the
response time in the case of MGEED dataset is slightly higher than the BioVid Emo DB database.
For the fewer number of patients, the response time for both cases are mostly close. Moreover,
the inference time for the MGEED data is relatively high. This is because of the large number of
training parameters for the fusion architecture considering MGEED data. At the same time, the
fusion network developed for MGEED data takes relatively more time to process a large number
of input signals compared to BioVid Emo DB dataset. Overall, the deployed network is capable
of handling an increasing number of patients. The performance metrics are increasing for the
larger number of connected patients; however, all measures are relatively low to be applicable
for real-world scalable healthcare scenario. There are few factors that affect the performance of
IoT-enabled healthcare network, such as the size of the developed model, the cloud architecture,
the hardware capabilities and the nature of the data.

7.5 Conclusion

The emotion recognition has grown in significance since it ensures specialized supports in a va-
riety of contexts, including personalized healthcare. In this chapter, we introduced a MSF-Net
for emotion recognition from multimodal data in scalable healthcare. In this fusion network, the
visual features are extracted using transformer, LBP, and ORB, which are fused together and sent
to the triplet attention module to capture cross-dimensional interactions from the deep features
and computer vision-based features. The Bi-GRU network modeled the physiological signals to
obtain the significant temporal dependencies. Finally, the retrieved facial patterns and temporal
features are fused through feature-level fusion and fed into the FC layer for multimodal emotion
recognition. The effectiveness of the proposed fusion network has been extensively tested using
two benchmark databases: BioVid Emo DB and MGEED. The outcomes clearly demonstrate
that the efficiency of multimodal discrete emotion recognition is significantly improved by the
multi-stage fusion of the extracted features through feature-level fusion. Finally, we deployed the
proposed multi-stage fusion architecture in IoT network to monitor multiple patients in scalable
healthcare.
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Chapter 8

Conclusions and Future Works

8.1 Conclusions

Smart healthcare provides an effective, and easily deployable health monitoring system that can
ensure quality healthcare services at a fraction of the cost currently incurred by hospitals or as-
sisted living centers. As a case study, we considered HAR and emotion recognition as it has
become a prominent research area due to the fast development of various emerging computing
paradigms and technologies as well as plays a crucial role in IoHT applications by monitoring
the human behaviors.

In this thesis, we presented a fusion approach for multi-modal HAR that could handle different
nature of data collected from both wearable and stationary devices in smart healthcare. The DL-
based fusion technique used CNNs and ConvLSTM to extract high-level features from the raw
images, and time-series sensors signals, respectively. In this fusion architecture, the extracted
features are fused through SA mechanisms that reflect the prominent features of the original data.
Moreover, we proposed a multi-level feature fusion approach for multimodal HAR that efficiently
processes and recognizes human activities recorded by multiple sensors and stationary cameras
embedded in a variety of IoT devices. Considering the multiple sensor information along with
visual data recorded from various wearable sensors, a fusion approach is developed to enhance the
performance of HAR in smart healthcare applications. The proposed system consists of several
blocks for multimodal HAR. The multi-head CNN with CBAM extracts the channel information
and spatial information from visual data. A CAM and SAM are added to each head of CNN to
extract features in the channel and spatial dimensions. The extracted features from each head
are fused to get all the attributes of the visual data. To handle the sequential data in the form
of time-series collected by multiple sensors, ConvLSTM architecture is utilized that extracts the
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temporal attributes from raw time-series data. Afterwards, the output of these two blocks is fused
and sent to a fully connected layer through the GAP layer for recognition purposes.

Considering emotion recognition, we proposed a novel emotion recognition framework from
multimodal data using DL architectures aiming to develop a connected healthcare platform to
monitor the patient’s health status. This work used two different data modalities, such as videos
and physiological signals, to develop the framework. Initially, the frames are generated from the
videos, and face recognition is performed on the extracted frames. To recognize the faces, we
exploited two face detection techniques, HOG and ResNet-34, to see the effects of facial features
on emotion recognition. To extract significant patterns from facial expressions, a DSCNN ar-
chitecture is exploited. Moreover, physiological data including tEMG, ECG, and SCL are input
into the Bi-LSTM network to retrieve the relevant patterns. The obtained attributes from the two
data models are combined through the soft attention technique. The soft attention approach put
importance on the most significant patterns while ignoring the relatively less significant features.
Then, these features are passed through the GAP operation to the classification block for emotion
classification. Further, we introduced a MSF-Net for multimodal emotion recognition in scalable
healthcare. In this system, the physiological signals are input into the Bi-GRU network to ex-
tract the significant temporal features through both directions. Considering the visual data, the
ViT retrieved the robust visual features. At the same time, the LBP and ORB feature descriptors
are exploited to extract the computer vision-based important features from the facial expression.
To emphasize the important visual modality in the fusion procedure, we simultaneously fused
visual features extracted from the ViT module along with the LBP and ORB modules. To dy-
namically concentrate on more relevant features, we introduced to fuse multimodal visual features
through attention mechanism, called triplet attention module that fuses the visual signals using
three branch architecture. Afterwards, the MSF-Net aggregated the extracted multimodal features
(both temporal and visual) and efficiently recognizes the emotional categories.

Finally, the experiments and evaluations have been done with large multimodal HAR and
emotion recognition datasets to exhibit the robustness of the developed fusion approaches along
with baseline architectures and existing SOTA methods to verify their performances. Lastly, we
deploy the proposed fusion networks in the IoT network to facilitate real-time monitoring of the
human behaviors in connected healthcare.

8.2 Future Works

In considering the future, we come across multiple possibilities for expanding the studies provided
in this thesis. The major future research directions include the followings:
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• Considering more human behaviors in smart healthcare: In this dissertation, we mainly
focused on two key aspects of human behavior, including HAR and emotion recognition
for monitoring the patient’s health concerns in connected healthcare. In future work, we
can include more health parameters to develop more efficient healthcare system using AI
models and multimodal sensors. The other human behaviors that we can consider include
sleep disorder detection, meal and medicine intake monitoring to assist chronic disease
patients, particularly those with diabetes, distress level prediction to provide the patient’s
mental health status, and monitoring of some biophysical health behaviors (HR, BP, body
temperature, and SpO2 ).

• Incorporate more data modalities for reliable recognition: We mostly exploited visual
and physiological data for HAR and emotion recognition in this thesis. We can investi-
gate adding more data modalities in the future to enhance the reliability of fusion systems
for recognizing human behaviors. For instance, integrating acoustic features and text data
might help to provide more detailed insights into emotions and mental health disorders. A
few more data modalities, such as ambient data (temperature and light) and wearable sensor
data (GPS), could provide insights about emotion recognition and activity tracking.

• Deploy LLMs for efficient recognition: The next future study could involve using LLMs
such as BERT and GPT to enhance the performance of recognition systems. LLMs are a
preferable alternative for detecting high-level patterns in multimodal signals and develop-
ing context-aware recognition frameworks. These models are able to handle unstructured
information, such as medical records or patient comments, and provide more personalized
healthcare recommendations.

• Cascaded TinyML architecture for smart healthcare: Reduced power consumption is
one of the advantages of using tiny systems. HAR and emotion recognition systems that
can classify and recognize a large number of actions/status can have huge resource require-
ments. However, these systems do not need to be always-on. For example, in case of tiny
video classification systems, if there is no person within the view of the camera, the larger
action/status recognition model does not need to be active. Thus using a cascade system
where a much lighter person detection model detects whether a person is present in the
camera’s point of view and controls the action/status classification model based on that in-
formation can reduce the total power consumption of the system. In the future, we will
design and implement such power efficient cascading fusion systems for tiny devices.

• Ensure lower communication bandwidth for data transfer in smart healthcare: An-
other potential future research direction could be to reduce the communication bandwidth
required to transfer data from IoT devices to cloud servers and vice versa. This could be
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happen by deploying some approaches, such as data compression, edge computing, and
federated learning to process the majority of the data locally rather than sending it all to
a central server. Lightweight AI architectures and adaptive sampling methodologies could
be deployed to process data locally, reducing the workload on cloud servers and making
the healthcare system more scalable and efficient in resource-constrained environments.

• Deploy fully functional smart healthcare system: The final study could involve deploy-
ing a fully functional smart healthcare system to evaluate our proposed AI-driven fusion
architectures in real-world applications such as smart homes, AAL, and hospitals. This de-
ployment may arise a few practical concerns including reliability, user interface, and data
security. By focusing on scalability and adaptability to real-time patient feedback, we can
develop a system that effectively facilitates daily healthcare operations.

194



References

[1] World Health Organization. World report on ageing and health. World Health Organiza-
tion, Geneva, Switzerland, 2015.

[2] Davide Calvaresi, Daniel Cesarini, Paolo Sernani, Mauro Marinoni, Aldo Franco Dragoni,
and Arnon Sturm. Exploring the ambient assisted living domain: a systematic review.
Journal of Ambient Intelligence and Humanized Computing, 8:239–257, 2017.

[3] Mike Patton. Us health care costs rise faster than inflation. Retrieved from Forbes:
https://scholar. google. com/scholar, 2015.

[4] Kefeng Wei, Lincong Zhang, Yi Guo, and Xin Jiang. Health monitoring based on internet
of medical things: architecture, enabling technologies, and applications. IEEE Access,
8:27468–27478, 2020.

[5] Erikson Júlio De Aguiar, Bruno S Faiçal, Bhaskar Krishnamachari, and Jó Ueyama. A
survey of blockchain-based strategies for healthcare. ACM Computing Surveys, 53(2):1–
27, 2020.

[6] Kun-Hsing Yu, Andrew L Beam, and Isaac S Kohane. Artificial intelligence in healthcare.
Nature Biomedical Engineering, 2(10):719–731, 2018.

[7] Gonçalo Marques, Rui Pitarma, Nuno M. Garcia, and Nuno Pombo. Internet of things
architectures, technologies, applications, challenges, and future directions for enhanced
living environments and healthcare systems: a review. Electronics, 8(10):1081, 2019.

[8] Fatima Alshehri and Ghulam Muhammad. A comprehensive survey of the internet of
things (iot) and ai-based smart healthcare. IEEE Access, 9:3660–3678, 2020.

[9] Shwet Ketu and Pramod Kumar Mishra. Internet of healthcare things: A contemporary
survey. Journal of Network and Computer Applications, 192:103179, 2021.

195



[10] Zarlish Ashfaq, Abdur Rafay, Rafia Mumtaz, Syed Mohammad Hassan Zaidi, Hadia
Saleem, Syed Ali Raza Zaidi, Sadaf Mumtaz, and Ayesha Haque. A review of enabling
technologies for internet of medical things (iomt) ecosystem. Ain Shams Engineering Jour-
nal, 13(4):101660, 2022.
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