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Abstract

We consider the problem of differentially private (DP) selection in the two-party setting.
This problem can be solved with excellent utility guarantee in the central setting, but the
distributed case is much less studied. Existing solutions use secure multi-party computation
(MPC) techniques to simulate computation in the central model, which are not sufficiently
scalable to large candidate sets.

This work provides a new protocol for two-party DP selection that achieves sublinear
runtime in the MPC phase. Our design lets each party locally trim the candidate set before
participating in an MPC protocol. Based on this heuristic, we provide two variations, one
of which reveals each party’s trimmed candidate set and the other does not. We evaluate
our method on public datasets based on review counts and location check-ins. The results
demonstrate that the variant hiding the trimmed candidate sets outperforms the other
variant in both utility and efficiency. Furthermore, our solution is able to offer competitive
utility to the traditional solution at a significantly lower computation cost in lower privacy
regimes.
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Chapter 1

Introduction

Given a finite set of items where each item has an associated utility value, the selection
problem aims to determine the top-% items with the highest utilities. Selection is one of the
most fundamental problems in data science, as it abstracts a variety of data analysis tasks
such as feature selection and empirical risk minimization. When the utility function is data-
sensitive, the selection result may reveal private information of dataset participants. Hence,
special care must be taken to ensure that the selection algorithm does not compromise any
individual’s privacy in the dataset.

Differential privacy (DP) offers a promising solution by ensuring that the output of
the algorithm is random and remains insensitive to any single data point in probability
distribution [15]. Although differentially private selection has been extensively studied
before [15, 25, 3, 16, 28, 3], most proposed solutions operate in the central model, which
requires a single data-analyzing entity who is trusted by all dataset participants. This
setting is often unrealistic. An alternative model, local differential privacy, weakens this
trust assumption by requiring every data point to be made private before leaving the
data subject [15]. However, solutions adopting local differential privacy typically require a
massive, often impractical, number of users to achieve accurate results.

Distributed differential privacy offers a middle ground between the two privacy models,
where the dataset is shared between multiple parties [14]. This model relaxes the trust
assumption in the central model, as each data subject only needs to trust one data-holding
party out of many. Existing solutions to differentially private selection in the distributed
model use secure multi-party computation (MPC) techniques to simulate computation in
the central model [5, 10]. These solutions have linear time complexity in the MPC phase
which leads to significant computation cost with large candidate set.



We focus on the two-party case and seek to develop data-dependent algorithm for
differentially private top-k selection that achieves sublinear runtime in the MPC phase.
Our algorithm is based on the heuristic that in the selection process, a candidate with
outstanding combined utility on both parties’ datasets should also have high utility on
at least one party’s dataset. Hence, we let each party locally trim the candidate set and
then let both parties collectively perform an MPC selection procedure on the two trimmed
candidate sets. ! Following this heuristic, we develop two ideal functionalities that solve
the DP selection problem. We then describe how to realize these two functionalities using
MPC techniques. Finally, we conduct an empirical evaluation of our solutions against naive
solutions in public datasets.

The remainder of this thesis is organized as follows. In Chapter 2, we introduce differ-
ential privacy and the problem definition. In Chapter 3, we review the relevant literature.
Chapter 4 describes a naive baseline protocol. Chapter 5 and 6 describe our main algo-
rithms and prove their privacy guarantees. Finally, we empirically evaluate our algorithms
in Chapter 7.

!Note that the algorithm may return biased results even in the absence of privacy constraints.



Chapter 2

Preliminary

2.1 Differential Privacy

Differential privacy is a mathematical framework that introduces randomness in dataset
queries to provide provable privacy guarantees for individual data points in the dataset [15].
Over recent years, DP has become increasingly popular among both privacy theorists and
practitioners. A particularly noteworthy example is the adoption of DP in the 2020 U.S.
Census [24]. At a high level, an algorithm that satisfies DP produces nearly statistically
indistinguishable output distributions with or without the inclusion of any single data
point. The formal definition is as follows.

Definition 1. (Differential privacy) [15] Let € > 0,6 > 0. A randomized algorithm M :
D — R satisfies (¢,0)-DP, if for all pairs of neighboring datasets D, D" € D and allT C R,
we have:

P(M(D) € T) < eP(M(D') € T) + 6.

The above definition does not specify what neighboring means, as it depends on the
problem context. In many typical studies, as in the rest of this thesis, we say that two
datasets D, D’ are neighboring if one can be obtained from the other with the inclu-
sion/exclusion of a single data point. We denote this relationship by D ~ D’. The
resulting definition is commonly referred to as unbounded differential privacy.

The parameter € in Definition 1, often referred to as the privacy budget, captures how
close the outputs M(D) and M(D') are in probability distribution. The smaller € is, the
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more similar are M(D) and M(D’), and therefore the better privacy M provides. The
parameter d provides a slight relaxation to the definition, by allowing the privacy guarantee
to fail in some small probability event. When ¢ = 0, the algorithm M is also said to satisfy
pure DP. In this case, we can drop ¢ in the notation and simply say that M satisfies e-DP.
In the opposite case when ¢ > 0, we say that M provides approximate DP.

The definition of DP has many useful mathematical properties which makes it amenable
for analysis. We list two such properties below.

Lemma 1. (Post-processing) [15] If M : D — R is e-DP, then Ao M is also e-DP for
any function A applied on the output of M.

Lemma 2. (Basic composition) [15] If My : D — Ry is (€1,01)-DP and My : Ry XD — Ry
is (€2,02)-DP, then the map [D — May(My(D), D)] is (€1 + €2,81 + 2)-DP.

The privacy guarantee of DP is information-theoretic in the sense that it does not
concern an adversary’s computation power. In two-party setting where informational-
theoretic security is infeasible to achieve, it is common to opt for computational DP, which
is captured by the following definition.

Definition 2. (IND-CDP-2PC) [22] A two-party protocol I1 between parties A, B pro-
vides e-IND-CDP for B, if for any probabilistic polynomial adversary T and any pair of
neighboring datasets Dy ~ D'y, the view VIEW(Da,-) of A satisfies

P(T(VIEWY (D4, Dg) =1) < e P(T(VIEWY (D4, DY) = 1) + 6,
where 0, 1s a negligible term associated with a security parameter k.

In essence, this definition says that any information that party A can derive from the
protocol in polynomial time must be DP with respect to party B’s dataset.

We conclude this section with the following example of an actual DP mechanism. Con-
sider the objective of finding an item in a candidate set that maximizes a given utility
function, with respect to some private dataset. The exponential mechanism provides a
method to do so while conforming to the DP guarantee.

Definition 3. (Exponential mechanism) [15] Let utility function v : D x O — R be given,
and let A = maxp ppocolu(D,0) —u(D',0)|. The exponential mechanism M samples
from O with probability distribution
e-u(D, 0))

2A 7

where o< elides the normalization factor. A is also called the sensitivity of u.

P(M(D) = o)  exp(
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Theorem 1. [/)] The exponential mechanism is e-DP.

The exponential mechanism is remarkably flexible and can be applied to a variety
of data analysis problems. However, it may be prohibitively time-consuming when the
candidate set O is very large or possibly infinite.

2.2 Garbled Circuit

Yao’s garbled circuit protocol is a general procedure for two parties to securely evaluate
a static circuit. The details of the construction are unimportant for our purpose, as we
are only concerned with the underlying circuit that would be computed. With modern
optimization techniques for garbled circuit, the computation cost and communication size
of the protocol can be considered directly proportional to the number of AND gates in
the evaluated circuit [23]. Garbled circuits are secure against semi-honest adversaries, but
can also be made secure against malicious adversaries using additional techniques, albeit
at the cost of increasing computation overhead [17].

2.3 Problem Statement

We consider the problem of identifying an unordered index set of the k largest entries
in a count vector x € N?. This vector x is the sum of some user-associated vectors in
{0,1}¢, each of which is a data point that need to be protected by DP. Since the user-
associated vectors can be arbitrary, we may say that two count vectors x, 2’ are neighboring
if v —a’ € {0,1}¢ or ' —x € {0,1}%. This problem definition captures many settings. One
example is choosing k items with most reviews in an online store, where every user may
give at most one review to any item.

For our study, we assume that the count vector to be selected from is split by two
parties. More precisely, let party P;, P, each hold a private count vector x;,z, € N¢. Our
goal is to design a protocol that computes an unordered set of k approximately largest
entries in x1 + x9, while providing computational DP for both parties.



Chapter 3

Related Work

3.1 DP Selection in the Central Model

For selecting the index of a single largest entry, the report noisy max mechanism introduced
by Dwork and Roth is a well known solution [15]. This algorithm simply adds Laplace
noise to each entry before selecting the largest noisy entry. The exponential mechanism
is also a common alternative, which offers competitive practical performance [25]. More
recently, McKenna and Sheldon proposed the permute-and-flip mechanism, which Pareto
dominates the exponential mechanism [25]. Interestingly, both the exponential mechanism
and permute-and-flip have been shown to be equivalent to the report noisy max mechanism
with Gumbel and exponential noise respectively [13, 11]. Report noisy max can also be
used with geometric noise to provide DP [5]. ! Finally, regardless of the noise distribution
used (Laplace, Gumbel, exponential, geometric), all versions of report noisy max provide
asymptotically equivalent utility-privacy tradeoft.

The more generalized problem of top-k selection is also extensively studied. A common
solution is to repeatedly apply the exponential mechanism to select the largest entry in
the unselected ones. This solution is known as the peeling technique. With the use of DP
composition theorem, the peeling technique has been shown to be asymptotically optimal
in the approximate DP setting [3]. Despite this result, the JOINT mechanism proposed
by Gillenwater et al. [1(] is reported to achieve superior empirical utility in practice.
Their work devises an efficient sampling method which directly realizes the exponential
mechanism on the set of all length-£ sequences in the entire index domain. In parallel to

!Note that with geometric noise, there will need to be a tie-breaking procedure.



this line of research, two other works [28, 35] have explored data-dependent algorithms for
top-k selection. Both of these works aim to exploit large gaps between adjacent entries in
a sorted vector. The overall idea is that if the difference between the k-th and (k + 1)-
th largest entries is probably large, then one can directly return the unordered top-k
index set, as a neighboring count vector could only change the top-k index set with small
probability. These algorithms could offer better utility-privacy tradeoffs in certain use
cases. In particular, Zhu and Wang demonstrated that their data-dependent selection
algorithm significantly improves the performance of a ”Private Aggregation of Teacher
Ensembles (PATE)” model in multi-label classification tasks [35].

3.2 Distributed DP

Motivated by settings where there does not exist a single entrusted data curator, other
DP models have emerged. The local DP model offers the strongest privacy guarantee by
ensuring that each data point is protected by DP at the point of its release. However,
achieving local DP requires perturbing every data point in the dataset, which may result
in unacceptable utility loss. This predicament has inspired subsequent works to focus on
models that lie in between the central model and the local model [6]. The distributed
model is one of them, which our work aims to contribute. In short, the distributed model
assumes that the private dataset is split across multiple servers, and the servers communi-
cate between each other to produce a public output. A recurring theme in distributed DP
protocols is to use MPC techniques to simulate computation in the central model.

3.3 DP Selection in the Distributed Model

The first secure implementation of report noisy max in a distributed setting was given by
Champion et al. [5]. Their implementation uses an oblivious stack to sample indepen-
dent Bernoulli variables, which can then be converted into geometric noises used in report
noisy max. The importance of this work lies in that the computation cost grows only
poly-logarithmically to the security parameter. Despite this efficiency improvement, the
computation cost for using oblivious stack may still be too high for practical application.
Steinke suggested a more practical solution, which uses distributed noise generation and
secret sharing scheme to simulate report noisy max in the central model [29]. Distributed
noise generation lets each party locally sample a partial noise, and then sum them together



in the MPC phase. This approach makes the protocol much more efficient, although it in-
troduces extra noise in the selection procedure and therefore results in a bigger utility
loss. A subsequent work by Damgard et al. [I0] implemented this solution with some
slight modifications, thus affirming its feasibility. Another related work by Choi et al. [¢]
explored the possibility of instantiating exponential mechanism in the two-party setting,
as an application of the product sampling problem. Their work makes use of fully homo-
morphic encryption in the sampling procedure, and is likely of theoretical interest only due
to its heavy computation overhead.



Chapter 4

Baseline Method

To tackle the problem of two-party DP selection, we start by deriving a baseline method
from the famous report noisy max mechanism. We first show that report noisy max with
geometric noise can be generalized to top-k selection for any k > 1. After that, we provide
an implementation of this mechanism in a two-party secure computation setting. This
baseline method provides the building blocks for our next studies.

4.1 Algorithm in the Central Model

We start by recalling the report noisy max mechanism in the central setting. The algorithm
adds Laplace noise to each vector entry and then reveals the index that maximizes the noisy
entry. The report noisy max mechanism can be shown to work with several other noise
distributions, all with asymptotically equivalent private-utility tradeoff [13, 11, 5]. We use
geometric noise, which has non-negative integers as its support. This choice is natural, as
integer-based computation is more easily supported in the MPC setting. In addition, DP
mechanisms that use floating-point computation must take special care to avoid floating
point vulnerabilities [27], which could introduce significant extra complexity in the MPC
implementation.

To efficiently generalize the solution above for top-k selection where k > 1, we propose
the oneshot top-k report noisy max mechanism. In this algorithm, we add geometric noise
to each vector entry as before and then report the unordered index set of the k largest
noisy entries. Note that selecting k indices scales the privacy budget by k. The DP proof
of this algorithm is likely folklore, but we include it below for completeness.



Algorithm 1 Oneshot top-k report noisy max with geometric noise
Input: 2 €NV k> 1,¢>0

1: sample i ~ Geometric(1 — e~¢)?

2 T=x+0

3: return top-k index set of & (break ties by preferring smaller indices)

Theorem 2. Algorithm 1 provides ke-DP.

Proof. Let Algorithm 1 be denoted by M(-), x, 2z’ be two neighboring count vectors and o
be a possible output.

Let G be the set of all random vectors 7 such that M(x) outputs o. Define G’ for 2’
similarly. We claim that for all a € G, we have: a + 1, € G, where 1, is the vector with 1
in every index in o, and 0 everywhere else. This claim can be verified by showing that for
alla € G,i € o and j ¢ o, i still precedes j when ranked by entries in 2’ + a + 1,.

Fix a € G,i € 0,5 ¢ o. Since i is in the top-k index set of x4+ a but j is not, either (a):
(x +a)[i] > (x +a)[j] or (b): i < jand (z + a)[i] = (z + a)[j]. Furthermore,
(@' +a+1,)[i] = (¢ +a+1,)[j] = @'+ a)li] = (=" + a)[j] + 1 = (z + a)[i] — (z + a)[].

As aresult, either (x'+a+1,)[i] > (2'+a+1,)[j], ori < j and (2'+a+1,)[i] = ('+a+1,)[J].
Since the choice of i, j is arbitrary over o and {0, ...,d — 1} \ o, this conclusion shows that
o is still the top-k index set in =’ + a + 1,, which proves a + 1, € G'.

Now, we have:
P(M(z) = o)

=) Pi=a)

acg

:e’“ZP(n = CL—}- 1]0)

acg

<Y Pl=a)  (G+1,C0)

where the second equality holds because increasing each entry of a by 1 scales the proba-
bility mass P(n = a) down by e €. This concludes our proof. O
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An alternative solution to the top-k selection problem is to apply report noisy max k
times, each time selecting the largest entry in the remaining unselected ones. This method
is commonly denoted by the peeling technique in DP literature. One may perform a tighter
analysis on its privacy budget in the approximate DP setting by utilizing DP composition
theorem. To limit the scope of our study, we leave this possibility to future work. We also
highlight that implementing the peeling technique in an MPC setting would come at the
cost of a higher round complexity which we would like to avoid.

4.2 Secure Computation of DP Selection

Before we provide a secure implementation of Algorithm 1 in a multi-party setting, we first
describe the ideal functionality that we want to achieve, which is detailed in Algorithm 2.
This functionality is mostly similar to Algorithm 1, except that both parties add geometric
noise to their private vectors and then sum them together, which results in a larger amount
of noise added to the sum of two private vectors. Note that it is insufficient for only one
party to perturb their private vector, for in that case the algorithm would be a deterministic
function parameterized by their input, thus violating DP for the other party. This type
of approach where each party samples a partial noise and sums them together in an MPC
protocol, is commonly titled distributed noise generation in DP literature. Distributed
noise generation is highly efficient as it only requires performing ADD operation in the
MPC phase. For two parties to jointly sample geometric noises, the state-of-the-art solution
relies on using oblivious data structure [5], which is much slower in comparison.

Algorithm 2 Ideal functionality

Input: P;, P, hold private vectors z1, o € N¢ respectively, k > 1,e > 0
1: Py, P, each privately samples 71,7, ~ Geometric(1 — e~)¢, respectively
2: Ty =11+ M
3 To = To + 1o
4: return top-k index set of #; + Ty (break ties by preferring smaller indices)

It is straightforward to show that Algorithm 2 is ke-DP for both parties. In the view of
Py, the output of Algorithm 2 is equivalent to that output from calling Algorithm 1 with
Ty + x9, where T1 + 29 ~ 21 + 25, whenever o ~ 5. Hence, the DP property of Algorithm
2 follows from Theorem 2.

Corollary 1. Algorithm 2 provides ke-DP.
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We now explain how to construct a secure protocol that simulates Algorithm 2. In this
protocol, both parties start by locally producing a noisy vector, and then securely compute
their sum inside a garbled circuit. Next, they run an oblivious top-£ selection network to
compute the top-k indices of the noisy sum vector (Section 4.2.2). The indices cannot be
released at this stage however, as their ordering may violate DP. Hence, the parties must
perform an oblivious shuffle on this index set to remove the ordering information before
releasing them (Section 4.2.3).

4.2.1 Oblivious Swapper

The oblivious swapper is a basic primitive in garbled circuit. An oblivious swapper takes
two inputs z,y and a control bit s, and then swap z and y exactly when s is 1. The
typical implementation of oblivious swapper computes the XOR value of x and y and then
conditionally set it to 0 when s is 0. This final value is then XORed with each of z and y
to produce the final output.

4.2.2 Oblivious Top-k Selection

After the circuit adds two noisy vectors, the next step is to select the top-k indices in the
sum. The challenge of this operation is that the selection process must be done with a
fixed sequence of comparators. A trivial solution is to apply the tournament method k
times, where each application loops over the vector and finds the remaining largest entry.
This naive solution uses O(kd) comparators. To reduce the number of comparators, we
adopt Yao’s top-k selection network [33] in our implementation, which we recall below.

Yao’s selection network starts by partitioning the d input entries into two halves
(u[0],u[1], ..., u[[d/2] — 1]), (v[0],v[1], ... ,v[|d/2] — 1]) such that u[i] > ov[i] for all 0 <
i < |d/2]. Observe that the final top-k entries contains at most |k]/2 elements from v.
The selection network thus uses recursion to find the top-(|k]/2) entries from v. It then
combines this output with u and recurses on the result. This procedure reduces the number
of input entries by approximately (d — k)/2, while leaving k unchanged.

The above recursion process terminates in one of two cases: k < 2 or k > d/2. In
the former case, we apply the naive tournament method to find the top-k entries. In the
latter case, the algorithm exchanges the roles of k£ and d — k, by finding the smallest d — k
entries and returning the remaining ones. We provide a pseudocode of Yao’s top-k selection
network in Algorithm 3.

12



Algorithm 3 Yao’s oblivious top-k network
Input: Array z of size d and 1 < k <d

Output: Move the top-k entries of x to the front
: function YAo(z, k)

: if k£ <2 then

1
2
3 ‘ use the tournament method to move the top k entries of z to the front
4 else if k > d/2 then

5: ‘ use recursion to move the bottom d — k entries of x to the back

6 else

7 fori=0,...,]|d/2] —1do

8 swap «[i| and z[[d/2] + 1] if z[[d/2] + i] > =[i]

9: Yao(z[[d/2]...d — 1], |k/2])

10: Yao(z[0...[d/2] + |k/2] — 1], k)

Theorem 3. [77] The total number of comparators of Yao’s selection network is upper
bounded by d[log(k+1)] + c - log d'e(k+D/3 “yhere ¢, € O(K*) and N, € O(loglog k).

For small k¥ < d, the number of comparators in Yao’s selection network is dominated
by O(dlogk). Earlier than this, Alekseev proposed a different construction for oblivious
top-k network [2], which was later improved by Cong et al. [9]. Cong et al.’s selection
network uses O(dlog® k) comparators, which outperforms Yao’s method for k € Q(v/d).
We choose to stick with Yao’s method, as we consider it impractical to apply DP top-k
selection with k € Q(v/d), due to limited privacy budget. *

Directly applying a traditional selection network raises a new complication, as the
swappers operate on numerical entries, whereas we want the output to be the corresponding
indices. To resolve this issue, we pair each numerical entry and the corresponding index
into blocks and let the swappers take blocks as input. When a swapper swaps two entries
inside the circuit, it also swaps the underlying indices. The inclusion of indices also ensures
that ties between equal entries can properly be broken according to Algorithm 2. When
the selection network terminates, the top-k indices can be extracted from the output blocks
to be fed into the next stage.

In principal, one can adopt a hybrid approach which leverages the strength of both selection networks
to achieve optimal efficiency. We choose to neglect this approach due to its implementation complexity,
and the efficiency gain is reported to be small especially for small values of k [9].

13



4.2.3 ShufHling

The previous selection phase computes the top-k indices of Z; + T5 as in Algorithm 2.
These indices cannot be revealed publicly yet, as the privacy proof to Algorithm 2 requires
them to be released as an unordered set. It is therefore necessary to shuffle these indices
so that their ordering at the end of the selection network becomes unknown. This shuffling
procedure is implemented by the Waksman network [30]. The Waksman network takes
an array and then applies a permutation to the input array according to some additional
control bits. By configuring these control bits, the Waksman network can apply any
permutation on the input array. In our setting, this input array is composed of the top-k
indices at the end of the selection phase. We let one party choose a random permutation
and set control bits to the shuffling network which realizes that permutation. After the
top-k indices goes through the shuffling network, the other party receives the permuted
output, after which they can sort the result and send them to the first party. Since the
first party is unaware of the permuted outcome and the second party is unaware of the
permutation applied, neither of them learns the initial ordering of the top-k indices inside
the circuit.

The protocol is thus complete when both parties receive the output indices. A complete
pseudocode is presented in the next section.

4.2.4 Complete Protocol

We present the protocol in Algorithm 4, with privacy guarantee below.

Algorithm 4 Baseline two-party DP selection

Input: P, P, each holds private vectors z1, 2o € N4, 1 <k <d,e >0
1: P, computes &1 < x1 + 11, where 1y ~ Geometric(l — e™¢)
P, computes Ty < 3 + 19, where 17y ~ Geometric(1 — e™¢)
P; uniformly samples a permutation = on {0,...,d — 1}
P, configures control bits s to realize 7 in a Waksman network
Py, P, evaluate the subroutine Top-k-Set(Z1, Z2, s) in Algorithm 5 inside a garbled
circuit, where P, receives the output index set o
6: P sorts o and sends it to P;

Theorem 4. Algorithm 4 simulates Algorithm 2 in the presence of computationally bounded
semi-honest adversaries.

14



Algorithm 5 Top-k-set subroutine
1: function TopP-k-SET((Z1, T2, 5))
2: A < array of size d

3: fori=0,...,d—1do
4

)

Al = (631 + 2[i])

run Yao’s top-k selection network in Algorithm 3 to move the top-k entries of A to
its front

B < array of size d

fori=0,....,k—1do

B[] = Ali] first

run the Waksman network to permute array B using control bits s

10: . return B

Proof. We prove the result by showing that both parties’ view in Algorithm 4 can be
simulated by having access to the output of Algorithm 2. Let the output o of Algorithm
2 be given. P;’s view in Algorithm 4 can be simulated by drawing a uniformly random
permutation 7 in line 3, and a sorted result of o in line 6. P’s view can be simulated by
a uniformly permuted result of o in line 5. The security of garbled circuit ensures that
every other message that Py, P, see in the protocol can be simulated by drawing uniformly
random bits. O

The privacy guarantee of Algorithm 4 now follows from Corollary 1 and Theorem 4.

Corollary 2. Algorithm 4 provides ke-IND-CDP.
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Chapter 5

Threshold Trimming Algorithm

In this chapter, we present our first heuristic protocol for two-party DP selection that
achieves sublinear runtime in the MPC phase. We start by developing a heuristic algorithm
in the non-private case and then explain how to adapt it to achieve DP. Finally, we discuss
the protocol’s implementation in a two-party MPC setting.

5.1 Heuristic in the Non-private Setting

The high-level idea behind our heuristic is to let each party individually select an index set
with good local utility, and then constrain the selection domain to the union of those two
index sets. To make it more precise, let Py, P, be the two participating parties with private
vectors xq, xy respectively. We let P; locally computes S, which is an index set of large
entries in z;,. Define Sy for P, similarly. After that, we run an MPC selection protocol on
(r1 + 22)s,us,- Note that this procedure readily admits a sublinear MPC protocol when
|S1], |Se| is sufficiently small compared to the entire domain size d.

A design choice we have to make now is whether each party’s locally trimmed selection
domain should be kept private. Leaking the selection domain would simplify the MPC
process, but would introduce extra privacy budget to the protocol as a tradeoff. We
explore both approaches in this thesis. In this chapter, we design a protocol based on the
heuristic above, while hiding the trimmed selection domain. This domain approximates the
union of top-m index sets from both parties, for some m > k. The alternative approach,
where the selection domain is public, will be examined in the next chapter.

16



Even in the non-private case, hiding the trimmed selection domain already raises a
new challenge in the MPC phase: since a party does not know the entire input domain
of the two-party selection procedure, it also cannot know which entries to give as input
to the MPC protocol. This problem suggests that each party would need to supply every
vector entry, which renders a sublinear MPC protocol impossible. We remedy this issue
by asking each party to provide the average of its non-top-m entries. This average value
then serves as an estimate for all of its vector entries outside its trimmed domain. Based
on this approximation, we arrived at the following pseudocode in Algorithm 6. Note that
z(;) stands for the i-th largest entry in z.

Algorithm 6 oco-DP heuristic

Input: P, P, hold private vectors z1, o € N? respectively, 1 <k <m <d,e > 0,¢ >0
1: S + top-m index set in x;

Sy < top-m index set in x»

a = |t Zg:m+1(x1>(i)—|

as < |4 Z?:mﬂ(%)(zﬂ

s <— all-zero array with size d

for i € S U Sy do

if i € 51 NS, then

else if 7 € S; then

- s[i] « a[i] + ao

else

 s[i] < ag + x9]i]

return top-k index set of sg, s, (break ties by preferring small indices)

— = =
o2

—
@

5.2 Incorporating DP

We now explain how to incorporate DP into Algorithm 6. To simplify things, we focus on
party Pp, as the case for P, is symmetric. At a high level, the DP version of Algorithm 7
adds geometric noise to certain variables and then executes the non-private algorithm on
the noisy values. However, there is an important difference in how these two algorithms
define S;. Whereas the non-private algorithm takes S; to be the top-m index set of x, the
DP algorithm computes a certain threshold T} which approximates the (m + 1)-th largest
entry in x1, and then take S; to be the collection of indices whose corresponding noisy
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entries exceed T7. Aside from this difference, we also note that in the DP algorithm, P,
uses the same noisy vector ; for both the local trimming stage and the two-party selection
stage.

The DP version of Algorithm 6 is detailed in Algorithm 7, which we refer to as the
thresholding trimming algorithm. In line 1-2, P; computes 7; and a; by adding i.i.d. ge-
ometric noise to its private vector x; and the average of x;’s non-top-m entries, trun-
cated to the nearest integer. The party then computes a threshold 7} in line 3, which
is the sum of max((#1)(m+1),a1) and another geometric noise. In line 4, P, computes
S1 =40 < i < d| Z4i] > T}, which concludes the local trimming stage. We denote
the counterpart of z1,aq,S; from Py by o, as,Ss. In the two-party selection stage, both
parties securely evaluate a circuit that constructs an array s indexed on S; U S5, where

T1 + T (ieSlﬂSg)
S[Z] = 3%1 + as (’l S Sl \ S2>
ai + To (2652\51)

The circuit then computes the top-k indices in s, or simply returns s if |S; U S| < k. The
protocol completes when both parties receive the output indices.

We make two remarks about Algorithm 7 before moving onto its privacy proof. First,
for every i € Sy, we have: Z;[i] > Ty > (Z1)(m41)- This ensures that |S;| < m, and therefore
the number of input values to the MPC protocol is in O(m). Second, |S; U Sy| could be
less than k, which means that our protocol may not always return £ indices. We do not
see a way to circumvent this issue with existing techniques.

5.2.1 Proof of Privacy

Our privacy proof to the threshold trimming algorithm builds upon the idea of randomness
alignment, which has been applied in many DP algorithms as well as some DP verification
tools [12, 1, 31]. Recall that in order to show a mechanism M is e-DP, we must prove
P(M(D) C FE) < eP(M(D') C E), where D, D" are two neighboring datasets and F is
an arbitrary set. We denote the randomness used in M by a vector H € R*. With a
slight abuse of notation, we use M(D, H) to refer to the output of algorithm M on input
D with randomness H. Let S be the set of random vectors H that lets M output an
element in F with input D. Define S’ for D’ similarly. The inequality in the definition
of DP may now be written as Py (H € 5) < ePp(H € S’). The randomness alignment
technique proves this inequality by introducing an intermediate quantity: Py(H € S) <
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Algorithm 7 Threshold trimming algorithm (ideal functionality)

Input: P;, P, hold private vectors z1, 72 € N? respectively, 1 <k <m <d,e > 0,¢ >0
1: &1 + 21 + 11 where n; ~ Geometric(1 — e~¢)4

a; Lﬁ Zf:mﬂ(a:l)(,ﬂ + hy, where h; ~ Geometric(1l — e™©)

Ty <+ max((Z1)(m+1), 1) + g1, where g; ~ Geometric(l — e~

compute Ty, as, Sy similarly for P,

s <— all-zero array with size d

for ¢ € S1USQ do

if i € 51 NS, then

o s[i] = @[i] + 2]

else if 1 € S| then

o sli] <+ Efi] + ao

else

sl < Al +

. if |S1 US| > k then

‘ return top-k index set in sg,ug, (break ties by preferring small indices)

: else

.| return S; U S,

—_ = =
=2

e e e e
N Ut W
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ePum(H € ©(9)) < Puy(H € 5), where ® : R® — R™ is an injective function such
that M(D, H) = M(D',®(H)) for all H '. In other words, applying ® on randomness
H preserves the output of M when the underlying dataset changes from D to D’. This
function @ is also sometimes referred to as the alignment function. Once an alignment
function ® has been found, the second part of the inequality follows immediately from
that

O(5) = {@(H) | M(D, H) € E} = {®(H) | M(D',®(H)) € E} C &,

whereas the first part of the inequality can be established by computing the ratio of prob-
ability densities between H and ®(H). This completes the DP proof. In fact, our proof to
Theorem 2 is also an application of this technique.

We now use the randomness alignment technique to establish the privacy guarantee
for Algorithm 7. The bulk of the proof is to show that the alignment function ® satisfies
M(D,H) = M(D',®(H)) for all H.

Theorem 5. Algorithm 7 satisfies (ke + €' )-DP.

Proof. Fix k,m,e, €. Let Algorithm 7 be denoted by M. Since M is symmetric with
respect to P; and P, it suffices to show that M is (ke + ¢ )-DP for P;. This also lets
us fix T9,a9 and S,. We may now think of M as a random function of x; and write
M(z1). Borrowing from the earlier discussion on randomness alignment, we also use
Mz, (m, h1, g1)) to denote the output of M on x; under fixed random variables 7y, hy, g1,
which are used in line 1-3.

Let f:N? — N be the truncated average of the non-top-m entries in the input vector,
as used in line 2.

Let 1,2} € N? where z; ~ 2, and o be a possible output. We will also assume that z
is obtained from z; by adding a user vector. Equivalently, ) — z € {0,1}%. The opposite
case for removing a user vector can be reduced to the previous case. This reduction is
described at the end of the proof.

We will prove the stronger result that the algorithm remains DP even if it additionally
leaks 0N Sy. Suppose that M(xzq,(n, h,g)) outputs o and 0o NS;. Write E = oN S;. We

In continuous domain, one would also need to verify that the Jacobian of ® is continuous almost
everywhere [12]. This does not concern us as our algorithm only uses discrete probability distributions.
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claim that M(z, (9, ', ¢")) also outputs o and E, where

n=n+1g (5.1)
/ 0 (E = 0)

h =h 5.2

’ {ﬂm @) +1 (ECo) 2

g = g+ max((z1 + n)n+1), a1) — max((z) +n)m1), ay) + 1. (5-3)

In the following discussion, we use (o0, F) and (¢, E’) to indicate the output pairs of
Mz, (n, h,g)) and M(z, (n', ', ¢")) respectively. The goal here is to show that (o, E) =
(o, E").

Before proceeding with the proof, we must first verify that n’, h’, ¢’ are all non-negative.
It is straightforward to see that this is true for n’ and h'. As for ¢/, observe that (z; +

Mm+1) = (1 + N)ms1) = —1 and

ay —ay = f(z1) +h— (f(ay) + 1) = {Ji(fl)(;féil)) .

Therefore, max((@1 4+ 1) (mt1), 1) — max((x] + 1) m+1), ay) > —1, which follows ¢’ > 0.

We now lay out some notation rules for the rest of the discussion. We use z, a1, 717,51, s
to denote the corresponding variables in Algorithm 7, during the execution of M (x4, (1, h, g)).
We also use 77, a),T],S], s’ to denote the counterpart of these variables during the execu-
tion of M(z, (0,1, ¢")). A list of definitions is provided in Table 5.1.
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Variable Definition
x1, Ty, h, g, o, ag, So pre-given variables
T r1+n
aq f(Il) + h
T max((i’l)(mﬂ), al) +9
Sy {0 <i<d]|zi] > T}
T1[i] + Z2li] (1€ S1NSy)
s (indexed on S; U S5) sli] = ¢ 71[i] +ax (i€ 51\ Ss)
a1+§:2[i] (Z € SQ\Sl)
0 top-k index set of s
E oN Sy
n,h,q defined from 7, h, g as in Equation (5.1) - (5.3)
| zy + 1
ay flay) + 1
T3 max((Z) (m+1),81) + '
St {0<i<d]|z|i] >T]}
[t + Zold] (i € S N S2)
s’ (indexed on S U Ss) sli] = ¢ Z4[i] +ax (i € S7\ Sa)

aly + Zolt] (i€ Sy \SY)
o top-k index set of s’
E’ o'nsj

Table 5.1: Variable definitions in the proof of Theorem 5

The first step of the proof is to establish that 77 = 77 + 1. This requires the following

lemma.

Lemma 3. (Z})(m11) = (&} + 1) mt1)-

Proof. We rewrite the lemma above as (2} + 1+ 1g)m+1) = (2] + 1) mt1). Let K = {j |
T1[j] < (Z1)(m+1)}- Since £ C Sy C {i | Z1[1] > (T1)(m41)}, E is disjoint from K. For all

1 € F and 5 € K, we have:

(@) +n)[i] = (21 + ] = 2a[i] = (Z1)enen) + Lz nll+1= (@} + )]

~—

i€E jeK
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This tells us that we may rank entries in 2} + 7 by descending order in a way such that
every index in E comes before every index in K. Since |K| > d —m, every index in F has
rank at most m in ] +7. As a result, adding 1z onto x} +7 does not change its (m+1)-th
largest entry, which proves the lemma. O]

Back to the original problem, we have:

T} = max () s ), ) + 9
— max((#} + n)oms1y i) +g (Lemma 3)
= max((z] +1)nr1), a1) + g + max((z1 + 1) gnr1), a1)
— max((2} + 1) sy, @) + 1
=g + max((z1 + 1) (m+1), 1) + 1
=T, +1,

as required.
The next step of the proof is to show F C S| C S;. The first inclusion is true because
for all 1 € F,
i€ E = 1] >T) (ie ECS)
— H[]+1>T (T/=Ti+1)
= T[] > T
— i€ S

Furthermore, for all j € {0,...,d — 1} \ S, we have:

Jj¢ST = njj]<Th
= n[j]+1<T] (T =T, +1)
= 7] <TT (¢S 2F)
= j ¢ 5,

which proves 5] C 5.

The fact that £ C S} C S directly implies (o, E) = (o, E') when |S; U Sy| < k.
If [S1USy| <k, then o = S1US,, and E = oN Sy = S;. Substituting £ with S; in
E C 5] C S yields S; C S C Sy, which translates to S} = S;. As a result, |57 U Sy| < k,
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and it follows that o’ = S]U Sy = S; USy =0 and E' = S| = S; = E, which is exactly
what we want. Hence, we may thereafter assume Sy U Sa| > k.

We now show that o is the top-k index set of s’ (indexed on S U S3), where ties are
broken by preferring smaller indices. Since 0 N.S; = E C S|, we can be certain that o is
indeed a subset of 57U Sy. We claim that for all i € 0,5 € (S]US2)\ o, §'[i] > s[i] + 1 and
sl < slj] + 1.

Toli] (1 € S9)
az (i ¢ S)

i (1€ S) and §'[i] = y[i]+{

For notational convenience, let y[i] = { for all 0 < ¢ < d. This

nll (e s
a (i ¢ 51) ap (i ¢ S51)

Let i €o. If i € S;,theni € onN S, = FE andi € £ C S]. We have:

definition lets us write s[i| = y[i] + {

s'lil =@l + ylil = _(aald] + nli) + 1) + yli] > (ald] + 0l + yli) +1 = sl +1,
1€S] i€y i€S5h

which is what we want. If i ¢ S7, then we also have:
Sl =ay+ylil (i ¢ 5 25)
= (f(@}) + 1) + yld]
= f@) + (h+ flx1) = f@) + D) +yli] (¢ E — ECo)
= (f(z1) + h+yli]) +1
=s[i]+1 (i¢5S).

In conclusion, §'[i] > s[i] + 1 whenever i € o. This proves the first half of our claim.

Let j € (S{USy) \ o. If j € 57, then j must also be in S} and

sUl = Bl + ol = U1+ bl +yl] <o) +al] +1+yl] = sl + 1.

jes; j¢odE €S
Suppose that j ¢ S]. We have two cases: (a) j ¢ Sy and (b) j € S;. In the first case,

Ul = fa)+h 4yl < @)+t f () = fe) D) +yli] = (f (@) +htyliD)+1 = slil+1.
J¢S] JES1
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In the second case,

s'lj] = a) +ylj] (G ¢ S1)
<T7 +ylj
= (T1 + 1) + ylj]
<Tijl+1+ylj] (eSS = z1[j] >T)
= s[j] + 1.

We have now shown that s'[j] < s[j] + 1 for all j € SJU S5\ o.
Now, for all i € o and j € (5" U Sy) \ 0, §'[i] must dominate s'[j] because

S[j] = '] = (sli] +1) = (s[j] + 1) = s[i] — s[5] = 0.

Furthermore, if §'[i] = §'[j], then we must also have s[i] = s[j], which follows i < j, for
otherwise j would have been in o instead of 7. This implies that o is the top-k index set in
s'. In other words, o' = o.

It is now straightforward to show E’ = E. Recall that oNS; = E C 5] C S;. Take the
intersection between o and each item in this chain of inclusion, and we have:

oN(oNS;) ConsS;ConSy.
Equivalently, £ C E’ C E, which follows £’ = E. Combine everything together, and we
conclude that that M(z1, (n, h,g)) = (0, E) = (¢!, E") = M(z!, (', I, ¢')), as required.

We finish off the proof by invoking the randomness alignment technique. Let ® be the
mapping [(n, h,g) — (', 1, 4")], where 0, h', ¢" are defined from Equation (5.1) - (5.3) as
before. Note that ® is an injection. By the property of geometric distribution, we have:

P((n,h,q))
P(®(n, h,g))

where ||n—7'|1 < k,|h—H| <1,|g—¢'| < 1. Furthermore, ||n—1n'|; < k when |h—h'| =1,
because

<exp(e-([[ln =l +[h=N))+¢€-1g =71,

lh—h|=1 = ECo = |E|<k = |In—1'|L <k
This implies that P((n, h, g))/P(®(n, h,g)) < exp(ke + €').

Let (o, E) be a possible output pair of M, and let S = {(n, h,g) | M(x1,(n,h,q)) =
(0o, E)}. Define &' for 2/ similarly. Since M(x1, (9, h,g)) = M(x}, ®(n, h,g)) for all , g, h,
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O(S) C S’ We have:

PM(z1) = (0,E)) = Y Pul(nh,9)

(n,h,9)€S

<exp(ke+¢) > Pau(®(n,h,g))
(n,h.9)€S

<explke+¢) > Pul(nh.g) (2S)CS)
(nhg)es

= exp(ke + €) - P(M(z)) = (0, E)),

which proves our result.

We sketch the proof for the case where 2} is obtained by subtracting a user vector from
x1. Observe that M(z,) is identically distributed as M(z; — 1). As such, for any possible
output set F, we have: P(M(z;) € E) = P(M(2; — 1) € E) < "HP(M(z}) € E),
where the second inequality comes from our DP proof to the previous case. This argument
fails when x; has a zero entry, but in this scenario we can add 1 to both z; and z) and
proceed the argument as before. O

We make a final remark that in order for Theorem 5 to hold, it is crucial that the same
noisy vector #; (and Z, for P,) is used in both the local trimming stage at line 3-4 and the
two-party selection stage at line 7-17. Indeed, if the algorithm refreshes the noise vector
between the two stages, then the alignment function ® in the privacy proof would need to
perturb both noise vectors in order to preserve the algorithm’s output. This would cause
® to further scale down the probability mass of a given randomness vector, resulting in
more privacy budget than what we currently need.

5.3 MPC Implementation

Our MPC implementation of Algorithm 7 translates its pseudocode into a garbled circuit.
Since the algorithm implicitly computes S; N S,, the protocol resembles closely to the
sort-compare-shuffle paradigm in private set intersection. The parties start by locally
computing 21, a1, 51 and s, as, Sa, respectively for P, and P,. Next, the parties send
aj,as, as well as (Z1)s, and (Zq)s,, each entry with its value, index, and an extra bit
indicating the input party, into the garbled circuit. Since |Si[, |Ss| are not predetermined,
the parties pad the input arrays (#1)s,, (Z2)s, with dummy items to achieve a constant
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array size of m. The garbled circuit then runs an odd-even merging network [1] to sort
the union of the two arrays by indices of these entries. After that, the circuit compares
neighboring elements in the union array to construct s which approximates (Z; + Z2)s,us,
(Section 5.3.1), as in line 7-17. The array s can then be fed into a selection network to
produce the desired top-k index set. This last step is the same as in our baseline protocol
in Algorithm 4.

5.3.1 Constructing the Sum Array

The oblivious merging network produces an array of blocks, each of which represents an
entry in Z; or Ts. Each block contains the entry’s value and index, and an additional bit
indicating which party it comes from. The merging procedure ensures that the blocks are
sorted by corresponding indices. After this procedure, we iterate over each block in the
for-loop in line 3. For each block B, we first check if its index ¢ is in S N Ss, by examining
if 4+ matches B’s neighboring entry’s index. If ¢ is in the intersection, then we create the
corresponding entry in s, with its value Z;[i] + Z»[i]. This is equal to the sum of B’s and its
neighbor’s values. If 7 is not in the intersection, then we check if B comes from P;. If the
answer is yes, then the value in B corresponds to Z[i], in which case we add as to it and
create the corresponding entry in s. The opposite case when B comes from P, is handled
similarly, by adding a; to B’s value and repeating the same. This procedure is detailed in
Algorithm 8.

Although the pseudocode in Algorithm 8 does not describe a static circuit, it is not
difficult to incorporate it in a garbled circuit protocol. This is due to the fact that in
each iteration of the main loop in line 3, the program only accesses a constant number of
data-independent memory locations. As a result, the program can be efficiently translated
into a Boolean circuit using standard techniques in MPC. We do not elaborate on further
details of the circuit design, as it is less relevant for our study.

After the algorithm returns s, we send s into Yao’s selection network to produce its
top-k index set 0. To hide the ordering information of indices in o, we apply a Waksman
permutation network on o, with its permutation supplied by P;. The permuted result can
then be revealed to P,, after which P, can sort it and send it back to P;, thus completing
the protocol.

We present a complete pseudocode of the protocol in Algorithm 9, with its privacy
guarantee below.

Theorem 6. Algorithm 9 is (ke 4+ €')-IND-CDP.
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Algorithm 8 Constructing the Sum Array

Input: a;,as, and array entries of size 2m, each element containing three fields
value, index,1sF'romP1. We assume elements in entries are sorted by the index
field. Dummy items have index = —1.

1: s < empty array of size 2m, each element contains two zero-initialized fields
value, index

2: lastMatched < false

3: fort<0,...,2m —1do

4 thisMatched = (i + 1 < 2m and entries|i].index == entries[i + 1].index)

5: if lastMatched is false then > Awvoids creating the same entry twice in s

6: sli].index < i

7

8

9

if thisMatched is true then

- s[i].value + entries[i].value + entries[i + 1].value
: else if entries[i].isFromP1 is true then

10: - slil.value « entries[i].value + as

11: else

12: | sli].walue + entriesi].value + a;

13: | lastMatched < thisMatched

14: return s
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Algorithm 9 Threshold trimming algorithm (two-party protocol)

Input: P;, P, hold respective private vectors z1,2o € N4, 1 <k <m <d,e >0, >0

1:
2:

10:

11:

12:
13:

function CIRCUIT(A1, a1, Az, as, C)
use Batcher’s odd-even merging network to sort A = A; U Ay
run Algorithm 8 on ay, as, A to construct array s
run Yao’s top-k selection network to compute the top-k index set o of s
apply the Waksman network on o using control bits C
return o
P, locally computes 21, aq,.S; as in Algorithm 7
P, computes T, asg, So similarly
P initializes array Ay = {(Z1[i], 4, 1) }ies,, padded with dummy items to size m, pre-
sorted by index %
P, initializes array Ay = {(Z2[i], 7, 0) }ics,, padded with dummy items to size m, pre-
sorted by index
P; uniformly samples a permutation on {0, ..., k—1} and configures the corresponding
control bits C' in a Waksman network
both parties evaluate Circuit(A, ai, A, as, C'), where P; first receives the output o
P, sorts o and sends it back to P,

Proof. Given access to the output o of Algorithm 7, we can simulate the views of P;
and P, in Algorithm 9 as follows. P;’s view can be simulated by drawing a uniformly
random permutation on {0,...,k — 1} in line 11 and a sorted result of o in line 13. P»’s
view can simulated by applying a uniformly sampled permutation on o in line 13. The
security of garbled circuit ensures that every other message that P;, P, see in the protocol
is computationally indistinguishable from uniformly random bits. Since P;, P»’s views in
the protocol can be simulated from the output o of Algorithm 7 in a computationally
indistinguishable manner, and Algorithm 7 satisfies (ke + €')-DP (Theorem 5), the entire
protocol is (ke + ¢ )-IND-CDP as required. O
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Chapter 6

Joint EM Trimming Algorithm

In this chapter, we explore a different method to apply the local trimming heuristic to the
two-party DP selection problem. The main approach is to let each party release an index
set with good local utility, and then apply the baseline selection protocol on the union of
the two index sets. The problem thus reduces to defining a specific trimming algorithm
that lets each party select such an index set. In the previous protocol, we let each party
locally compute their approximate top-m index set for some m > k. We normally want m
to be notably larger than k£ in order to not miss out on strong potential candidates in the
two-party selection stage. With this approach however, releasing the approximate top-m
index set publicly may require more privacy budget than allowed to produce reasonably
useful output. Therefore, we propose to relax the goal of selecting top-m indices at the
local trimming stage, in order to alleviate the privacy budget problem.

6.1 Relaxing the Selection Problem

We start by describing the relaxed version of the selection problem as mentioned above.
The key idea is that instead of requiring all selected indices to have good local utilities, we
only require a portion of them to be good. This idea is captured by the definition below.

Definition 4. Given a vector v € N, and let 1 < m < s < d. The top-m-in-s selection
problem asks for an unordered index set S of size s, such that S contains some' top-m
index set of x.

1z may have multiple top-m index sets due to equal entries. We do not consider tie-breaking in this

situation.
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In the context of local trimming, m is the number of local top indices that we want the
released index set (from each party) to contain, and s is the size of the entire index set.
Note that both m and s are hyperparameters in the protocol. The intuition behind top-m-
in-s is that finding a set that contains the top-m indices should be easier than finding the
exact top-m indices. In the extreme scenario where s = d, this problem can be trivially
solved by returning the entire index domain {0,...,d — 1}.

6.2 Applying Exponential Mechanism

Our solution to the top-m-in-s problem employs the exponential mechanism. Recall that
the exponential mechanism samples o from candidate set O with probability P(0) o exp(e-
u(o, D)/(2A)), where u(o, D) is the utility of o on private dataset D, and A is the sensitivity
of u. Given count vector z and index set S, we use the following utility function u* to
penalize how far away is S from containing a top-m index set of x:

u*(x,S) = — min d(z,z"),
z’|S contains some top-m index set of z’
where d(z, 2') is the minimum number of user vector additions/removals required to change
x into z’. This general definition of utility based on dataset distance has been applied to
many other DP problems before [26, 16].

The definition of u* directly implies the following lemma.

Lemma 4. u* has sensitivity 1.

Proof. Let x,2" € N? be two neighboring count vectors, and let S € ({0"”’d_1}). Let y € N¢

be such that S contains some top-m index set in y, and u*(z, S) = —d(z,y). We have:

u (@, 5) = —d(a',y) = —(d(z,y) + d(z,2")) = u"(z,5) - 1.
A similar argument shows that u*(2’,S) < u*(x,S) + 1. This concludes our proof. O

Let JOINT be the distribution in this instance of exponential mechanism with utility
u*, which we would like to sample from. It remains to be shown how this sampling proce-
dure can be done in a reasonably efficient manner, as the total number of candidates is in
O(d?). Indeed, a sample space of super-polynomial size is the main obstacle in applying the
exponential mechanism in many DP problems. We develop an efficient sampling method
for our use case, which is explained in the next section.
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6.3 Efficient Sampling

To explain the sampling procedure, we start by simplifying the formula for v*. The result
is Lemma 5. In the following discussion, we fix t € N4, 1 < m < s<d,S € ({0""’3’171}) as
in Definition 4. We also use —S to denote {0,...,d —1}\ S.

Lemma 5. u*(z,S) = —max(0, max(z_g) — (s)(m))-

Proof. Suppose that S contains some top-m index set of xz. Observe that max(z_g) <
T(m) = (Tg)(m). We have:

u*(x,S) = 0 = - max(0, max(z_s) — (£s)m));

by definition of u*  max(z_g5)<z(pm)

which is what we want.

Suppose that S does not contain any top-m index set in z, then max(z_g) > (zg)m)-
The lemma now simplifies to u*(x,5) = (2g)m) — max(x_g). We prove this by showing
that neither side is greater than the other.

Let 2’ be the vector obtained from z by adding max(z_g) — (zg)m) to each entry in S.
We have:

Ty 2 (T5)(m) = (T5)(m) + (max(z_g) — (75)(m)) = max(z_s) = max(z’_g).

The fact that zf,,, > max(z’g) implies S must contain some top-m index set of ’. As

a result, u*(x, ) > —d(z,2') = (x5)(m) — max(x_g). This completes the first half of the
proof.

Now, let 2’ be a vector in N¢ such that S contains some top-m index set of /. Define
u(v) == max(v_g) — (vs)m). Observe that u has sensitivity 1. To see this, note that each
of max(v_g) and —(vg)@m) has sensitivity 1, but they cannot change in the same direction.
We now have:

d(z,2') > u(x) — u(z)]

= u(x) = max(z_g) — (25)(m)-

u has sensitivity 1 u(z)>0=u(z’)

Since ' is arbitrary, the definition of u* implies u*(x, S) < (25)(m) —max(z_g). Combining
both inequalities proves the lemma. O
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We now return to the sampling problem. Our sampling procedure builds upon the
sampling framework proposed by Gillenwater et al. [16], which is explained below. The
sampling framework first partition the candidate set into {X};e; such that for all j, every
candidate in X; has the same utility u;. We then sample a € I by the distribution
P(a) o< | X,|exp(eu,/2). ? After we sampled a, we simply return a uniformly random
element in X,.

The problem thus reduces to finding a suitable partition to realize the sampling frame-
work above. Since Lemma 5 implies that the value of u*(z,S) can be determined from
max(z_g) and (xg)(m), we partition the candidate set ({0"“;‘1_1}) by the rank of these two
elements in a sorted array. Let o be a permutation that ranks x in descending order, with
zlo(1)] > z[o(2)] > -+ > z[o(d)]. For all 1 <i,j <d, let C;; be the collection of index
set S such that max(z_g) has rank ¢ and (xs)(n) has rank j (rank 1 stands for the largest
entry and so on), where ties in x are broken by ¢. To further simplify the partition scheme,

we differentiate between two cases: (a) i > j and (b) ¢ < j.

Consider case (a). Let S € C;; where ¢ > j. Observe that S contains o(1),...,0(m),
and u*(z,5) = 0. Since every index set in this case has the same utility, we can group all
C;,; under this case in the partition scheme. The union of all C; ; where ¢ > j is given by

c::{a<{1,...,m}up)ype({m“"“’d})}. (6.1)

S—1m

We make a few observations about C;; in case (b). Let S € C;; where i < j. Since
(25)(m) is ranked after max(z_g), S does not contain at least one of o(1),...,o(m). This
implies ¢ < m < j. In addition, u*(z,S) = z[o(j)] — z[o(i)]. Finally, C;; can be written
in the following way:

Cij={c{l,...;1—1}UPU{j} UQ) |
PE({Z—i_l"”’]_l}),QE<{‘7+1"”’d})}. (6.2)

m—1 s—m

After we have determined the partition scheme to be used in the sampling procedure,
all that is left is to count the size of each partition and determine how to uniformly sample
from each partition. Counting the size of C' and any C; ; where ¢ < j can be done by simply
counting the number of choices of P, @ in Equation (6.1) and (6.2). Likewise, uniformly
sampling from C' and C;; can also be done by uniformly sampling P or P, in Equation

2When wu, is large, the Gumbel-max-trick provides a numerically stable procedure for this sampling
step [18].
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(6.1) and (6.2) respectively. This enables us to use the partition scheme to realize the
sampling framework on JOINT.

A pseudocode of our sampling procedure is provided in Algorithm 10, with runtime
and privacy guarantee below.

Algorithm 10 Exponential Mechanism for top-m-in-s
Input: €N 1 <m<s<d,e>0

1: sort x in descending order, z,(1) > -+ > To(q)

2: C <+ {(0,0)} > collection of all partitions
3: u[0,0] <0 > utility of candidates in C
4: s[0,0] (g::’;) > size of C
5. fori=1,...,m do

6: for]—m+1 ..,d—(s—m) do

7 C+—CuU{(i,j)}

8: uli, j| « x[o(j)] — z[o(7)] > utility of candidates in C; ;
9: sli, j] (]miil) (i{%) > size of Cy
10: sample X from C with P(X) o sz, j] exp(e - uli, j]/2)

11: if X =(0,0) then

12: sample P uniformly from ({mj_l;;;’d})

13: return o({1,...,m} U P)

14: else

15: write X = (4, )

16: sample P, uniformly from ({”1;” B 1}) ({jtl_"r'r'b’d}) respectively

17: return o({1,.. z—l}UPU{j}UQ)

Theorem 7. Algorithm 10 runs in O(md) time. *

Proof. The runtime of Algorithm 10 is dominated by line 5 - 10, whereas every other line
takes at most O(d) time. The nested loop at line 5 takes O(md) time, and sampling from
C at line 10 can also be done in O(md) time, as C has size at most O(md). Therefore, the
runtime of the entire algorithm is in O(md). O

Theorem 8. Algorithm 10 is e-DP.

31t is possible to make this sampling step more efficient by applying Hao and Zhang’s improvement [19]
on the original JOINT mechanism by Gillenwater et al. [16]. This technique truncates the utility function
to a lower bound so that a large number of partitions can be grouped together in the sampling step, as
the candidates in these partitions share the same utility value after truncation. We do not consider this
approach as our goal is to reduce the complexity in the multi-party computation phase.

34



Proof. Algorithm 10 follows the same sampling framework used by Gillenwater et al. [10],
which we recap here. The procedures starts with a partition {X,};e; of the candidate set
S such that all candidates in each X; have the same utility, say u;. Then, it samples j € [
from the distribution P(j) o< | X;|exp(eu;/2), after which a candidate is uniformly chosen
from X; and returned as output. It has been shown that this procedure has the same
output distribution as applying the exponential mechanism on S with utility u [16].

Algorithm 10 realizes the framework above by utilizing the utility function «* and the

Pe ("™ MYyand ¢ = {o({l,....,i —1JUPU{j}UQ) | P e (M Q¢

m—i—1
({jti’;;;’d})}. In line 3-9, the algorithm computes the size of C and C;;, as well as the
utilities of elements in each of them. In line 10, a particular partition set X is chosen using
the formula P(X) oc | X|-exp(§-ux), where ux is the common utility of all candidates in X.
After that, in line 11-17, a candidate is uniformly chosen from X and returned as output.
Overall, Algorithm 10 realizes the aforementioned sampling framework, and therefore its
output distribution is identical to applying the exponential mechanism on ({0""’;171}) with

utility v*. Since u* has sensitivity 1, the privacy of exponential mechanism ensures that
Algorithm 10 is indeed e-DP. [

6.4 Complete Protocol

We now describe the overall protocol which incorporates the local trimming technique
described in the previous section. The protocol is named the joint EM trimming algorithm.
It simply lets both parties locally compute two index sets I, I respectively using Algorithm
10, and then execute the baseline protocol from Algorithm 4 on I; U I,. We use €, € to
denote the privacy budget for the local trimming phase and the MPC selection phase
respectively.

Algorithm 11 Joint EM trimming algorithm

Input: P, P, hold private vectors z1, 72 € N? respectively, 1 <k <m <s<d, e, >0
1: P; locally computes I < top-m-in-s(x1,m, s, €) as in Algorithm 10
2: P locally computes Iy < top-m-in-s(za,m, s, €) as in Algorithm 10
3: P, Py reveal I, I,
4: Py, P, run the baseline selection protocol in Algorithm 4 to compute the top-k indices
on (x1 + x2)(r,ur,) With privacy budget ¢
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Since Algorithm 10 does not involve cryptographic operation, this step is insignificant in
the runtime of the entire protocol, which is dominated by the two-party selection protocol
in Algorithm 4. The array (z; 4+ 22)(r,ur) to selected on in the MPC phase has size at
most 2s. This reduction of input size to Algorithm 4 ensures an efficiency gain over the
baseline protocol.

The privacy guarantee for Algorithm 11 follows from a simple application of the basic
DP composition theorem.

Corollary 3. Algorithm 11 is (e + ¢')-IND-CDP.

Proof. From P,’s perspective, the result of running line 1-3 is e-DP by Theorem 8, and
the baseline protocol in line 4 satisfies ¢-IND-CDP by Corollary 2. The basic composition
theorem then ensures that the entire protocol (e + €¢')-IND-CDP for P5. A similar analysis
holds for P;. O
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Chapter 7

Experimental results

In this chapter, we evaluate our proposed protocols on five public datasets, and compare
their utilities and efficiencies. We start by describing the datasets, and then explain our
choice of hyperparameters. Finally, we report the experiment results.

7.1 Datasets

We use five real-world datasets: Foods [21], Movies [20], Gowalla [7], BrightKite [7] and
Foursquare [32]. The first two datasets, Foods and Movies, are based on review counts;
while the other three are based on location check-ins. The two parties’ datasets are gen-
erated by splitting each original dataset by the median of review/check-in timestamps. !
The datasets are then processed such that each user contributes at most 1 to any vector
entry. Table 7.1 shows dataset details.

7.2 Hyperparameter Selection

In this thesis, we have introduced three protocols for two-party DP selection: the baseline
protocol (Algorithm 4), the threshold trimming algorithm (Algorithm 9) and the joint EM
trimming algorithm (Algorithm 11). We now examine the hyperparameters used in these

!This data generation method is ad-hoc and we recognize the need for more realistic datasets for
selection problem in multiparty settings.
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Dataset Dimension | Average | Median | Maximum Correlation Co‘efﬁ,ment
between two parties’ vectors
Foods 166049 3.91 2 6340 0.62
Movies 59047 211.70 6 81491 0.66
Gowalla 1280969 1.62 2 2959 0.79
BrightKite 772967 0.72 1 3205 0.36
Foursquares 100191 1.70 1 1877 0.96

Table 7.1: Dataset details

algorithms. Since the baseline protocol contains no hyperparameter, we focus on the latter
two.

The threshold trimming algorithm contains two hyperparameters: the maximum size m
of each party’s trimmed domain, and the ratio between € and €. In order for the algorithm
to select the true top-k indices in the sum vector, this true top-k index set should be
contained in the union of two party’s local noisy top-m index sets. In addition, m should
be on a smaller magnitude than the entire domain size d, as the complexity of the MPC
phase is dominated by O(mlogm). We let m = 30k in our experiments, which we consider
enough to not miss out on any strong potential candidates in the local trimming stage.

Determining €/€¢’ can be rephrased as deciding the ratio between € and the total privacy
budget ke + ¢/. Recall that € is used to produce a geometric noise Geometric(l — ™),
which is then added to the approximately (m+ 1)-th largest entry to produce the trimming
threshold. Since the rest of the privacy budget ke is used for the selection process, we would
like € to be as small as possible, but not so small as to produce an overly high threshold
that would rule out good potential candidates. We take ¢ to be 5% of the total privacy
budget. Even for the most stringent total privacy budget (0.4) used in the experiment, the
resulting geometric noise on the threshold has a mean 1/(1 — ™) less than 60, which is
much smaller than the (m + 1)-th largest entry in any of our dataset. This fact signifies
that the resulting noisy threshold should still retain good potential candidates in the local
trimming stage.

The joint EM trimming algorithm contains three hyperparameters: the size s of each
party’s trimmed domain, variable m used in the top-m-in-s problem in the local trimming
step, and the ratio between € and ¢/. We set s = 8192 in all of our experiments. It is
necessary for s to be on a higher magnitude than m to exhibit the advantage of the top-
m-in-s relaxation, but also s should be notably smaller than d to ensure that the protocol
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remains more efficient than the baseline protocol. As for privacy budget allocation, we
simply set € = €, as we cannot determine whether the local trimming step or the two-
party selection step would require more privacy budget in practice. This leaves us with m.
Recall that in the local trimming step in the joint EM trimming algorithm, every possible
domain that contains the true top-m indices has the same optimal utility. Furthermore, for
any candidate domain, the larger m is, the less utility it has in the exponential mechanism
as realized by Algorithm 10 in the local trimming step. This fact hints that if the true
top-k index set of the sum vector is already contained in the union of two party’s local true
top-m index sets, furthering increasing m would not produce better results. As such, m
should be theoretically as small as possible such that the true top-k index set can still be
contained in the union of two party’s true local top-m index sets. In light of this conclusion,
we set m = 5k in the joint EM trimming algorithm in the following experiments. We do
not test other values of m to avoid tailoring to the data.

7.3 Utility

We consider the following algorithms: the baseline protocol (BL), the threshold trimming
algorithm (TT) and the joint EM trimming algorithm (JT). We also consider a straight-
forward strawman method (NA) in which the first party directly releases their local top-k
indices in a differentially private way using Algorithm 1. We test every protocol on each
dataset, with total privacy budget ¢ € {0.4,0.6,0.8,1.0}, and k£ € {10,25,50}. On each
individual setting, we run 50 trials and report the average relative sum in Table 7.2. The
relative sum is calculated as the sum of counts from chosen indices, divided by the sum of
counts from the true top-k indices. We also report the standard deviation of the sum of
counts from chosen indices in Table 7.3.

As expected, BL achieves the best result in almost all settings. However, there is
no consistent winner in the rest of the algorithms. TT has a better general performance
against JT and NA, whereas the latter two appear to offer competitive utilities. We deduce
that despite our relaxation technique in JT’s local trimming stage, publicly releasing both
party’s trimmed domain would still cost too much privacy budget for the algorithm to be
practical, particularly for smaller datasets. For large datasets however, including Foods
and Movies, both TT and JT are able to consistently beat the naive one-sided protocol
NA. Furthermore, when ¢ > 0.6 and k& < 25, TT has close utility to BL in almost all
scenarios. As for the standard deviation results, there is no observable trend suggesting
that any algorithm has more stable performance than another.
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€:0.4 0.6 0.8 1.0
Dataset Alg | K:10 | 25 50 10 25 50 10 25 50 10 25 50
BL | 1.00 |1.00| 0.75 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 1.00
Foods TT | 1.00 | 1.00 | 0.68 | 1.00 | 1.00 | 0.85 | 1.00 | 1.00 | 0.98 | 1.00 | 1.00 | 0.99
JT | 1.00 | 0.95| 0.55 | 1.00 | 1.00 | 0.73 | 1.00 | 1.00 | 0.79 | 1.00 | 1.00 | 0.89
NA | 095 | 090|053 095|092 0.65]0.95]0.92|0.79 | 0.95| 0.92 | 0.87
BL | 1.00 | 1.00 | 0.75 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 1.00
Movies TT | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00
JT | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00
NA | 0.87 | 0.89|0.89|0.87|0.89|0.89 | 0.87 | 0.89 | 0.89 | 0.87 | 0.89 | 0.89
BL | 1.00 | 0.96 | 0.43 | 1.00 | 1.00 | 0.63 | 1,00 | 1.00 | 0.80 | 1.00 | 1.00 | 0.93
Gowalla TT | 1.00 | 0.85 | 0.30 | 1.00 | 0.99 | 0.50 | 1.00 | 1.00 | 0.66 | 1.00 | 1.00 | 0.80
JT | 1.00 | 0.69 | 0.37 | 1.00 | 0.76 | 0.48 | 1.00 | 0.78 | 0.51 | 1.00 | 0.79 | 0.53
NA | 099 |0.69|0.23]|0.99 091|042 |0.99|0.96 | 0.52|0.99 | 0.97 | 0.65
BL | 1.00 | 0.60 | 0.22 | 1.00 | 0.79 | 0.36 | 1.00 | 0.91 | 0.48 | 1.00 | 0.98 | 0.56
BrightKite TT | 1.00 | 0.44 | 0.14 | 1.00 | 0.68 | 0.25 | 1.00 | 0.79 | 0.36 | 1.00 | 0.90 | 0.46
JT | 0.86 | 0.44 | 0.18 | 1.00 | 0.63 | 0.31 | 1.00 | 0.74 | 0.39 | 1.00 | 0.76 | 0.48
NA | 0.79 | 0.20 | 0.13 | 0.97 | 0.38 | 0.13 | 1.00 | 0.48 | 0.17 | 1.00 | 0.57 | 0.25
BL | 1.00 |0.66 | 0.33 | 1.00 | 0.85 | 0.41 | 1.00 | 0.97 | 0.51 | 1.00 | 0.99 | 0.60
Foursquares TT | 1.00 | 0.61]0.31|1.00|0.79 | 0.39 | 1.00 | 0.95 | 0.49 | 1.00 | 0.99 | 0.57
JT | 092 |0.50 | 0.18 | 1.00 | 0.62 | 0.33 | 1.00 | 0.72 | 0.38 | 1.00 | 0.78 | 0.44
NA | 1.00 | 0.51 | 0.20 | 1.00 | 0.66 | 0.33 | 1.00 | 0.77 | 0.38 | 1.00 | 0.90 | 0.46

Table 7.2: Utility results
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€:04 0.6 0.8 1.0
Dataset Alg | k:10 25 50 10 25 50 10 25 50 10 25 50

BL | 21.14 | 160.06 | 2023.81 | 0.00 | 53.48 | 1437.73 | 0.00 | 33.70 | 685.38 | 0.00 | 34.78 | 241.01

Foods TT | 0.00 169.39 | 2388.67 | 0.00 | 79.34 | 1638.59 | 0.00 | 36.33 | 826.18 | 0.00 | 40.43 | 266.73
JT | 39.59 | 1372.40 | 2745.96 | 37.77 | 168.92 | 1593.85 | 0.00 | 143.92 | 1831.01 | 0.00 | 81.97 | 2131.70
NA | 72.31 | 820.46 | 2319.64 | 0.00 | 376.71 | 1436.75 | 51.66 | 326.70 | 1784.22 | 0.00 | 259.90 | 1128.47

BL | 0.00 0.00 132.42 | 0.00 0.00 78.42 0.00 0.00 65.96 | 0.00 0.00 53.67

Movies TT | 0.00 0.00 195.43 | 0.00 0.00 44.29 0.00 0.00 53.67 | 0.00 0.00 31.64
JT | 0.00 73.50 | 507.75 | 0.00 | 73.50 | 237.52 | 0.00 0.00 167.23 | 0.00 0.00 108.63
NA | 0.00 0.00 | 8644.85 | 0.00 0.00 | 7819.85 | 0.00 0.00 | 1310.40 | 0.00 0.00 | 6773.18
BL | 12.39 | 719.41 | 1459.49 | 20.46 | 139.36 | 1509.64 | 7.87 | 54.90 | 1376.55 | 9.42 | 30.09 | 1115.94
Gowalla TT | 29.37 | 1025.34 | 2303.45 | 11.60 | 225.73 | 1399.45 | 14.08 | 85.20 | 1468.21 | 7.87 | 70.12 | 1234.02
JT | 45.08 | 1201.33 | 1470.80 | 21.48 | 600.69 | 944.84 | 20.95 | 751.80 | 710.11 | 11.60 | 1121.76 | 1037.84

NA | 0.00 | 1121.52 | 2150.22 | 0.00 | 861.24 | 1124.38 | 0.00 | 297.46 | 1178.54 | 0.00 | 141.33 | 945.01

BL | 34.04 | 637.25 | 820.56 | 12.13 | 578.41 | 981.21 | 10.10 | 446.94 | 553.56 | 8.55 | 297.49 | 614.96

BrightKite TT | 26.59 | 712.21 | 593.30 | 24.15 | 759.57 | 600.01 7.68 | 584.69 | 931.73 | 9.42 | 526.63 | 816.27
JT | 882.37 | 804.85 | 1248.67 | 46.48 | 498.67 | 1042.38 | 17.49 | 394.78 | 775.59 | 18.87 | 201.32 | 687.66

NA | 445.62 | 650.91 27.78 | 459.52 | 484.75 | 532.37 | 136.23 | 753.21 | 838.89 | 0.00 | 730.50 | 892.83

BL | 28.17 | 545.58 | 905.69 | 0.00 | 607.26 | 700.35 | 0.00 | 325.34 | 614.49 | 0.00 | 146.55 | 879.35
Foursquares TT | 43.92 | 635.73 | 774.65 | 16.46 | 735.82 | 704.52 | 0.00 | 385.89 | 629.57 | 11.90 | 130.00 | 808.48
JT | 823.19 | 376.94 | 1330.17 | 35.51 | 748.46 | 918.00 | 20.19 | 545.19 | 544.77 | 11.62 | 502.49 | 733.87

NA | 88.32 | 452.58 | 1014.34 | 56.92 | 486.96 | 700.38 | 43.70 | 462.06 | 573.01 | 40.04 | 453.79 | 645.05

Table 7.3: Standard deviation results

7.4 Efficiency

We implemented and benchmarked all of our protocols using Obliv-C [34], an extension
layer of C that compiles C program into Yao’s garbled circuit protocols. For each dataset
and each value of k£, we empirically measure the gate complexity of the three proposed
protocols. Numerical entries are all stored in 32-bit integers. Vector indices however, are
allocated just enough bit-width instead of 32 bits, which makes swapping indices cheaper
in the circuit.

Table 7.4 details the exact number of AND gates used by each protocol in each setting.
We neglected reporting exact gate counts of BLL when the performance gap between it and
TT/JT can already seen to be huge. Note that the gate counts of TT and JT are primarily
determined by the number of k, as their input size in the MPC phase is independent from
the entire domain d. For these two protocols, when k is fixed, the only effect that the
datasets have on their computation cost is the range of indices, which determines the
indices’ bit-width in the garbled circuit.

Both TT and JT uses 1-2 orders of magnitudes fewer gates than BL, due to the reduction
in input size in the MPC phase. In addition, T'T uses fewer gates than JT in all settings,
although this efficiency gap can be seen to decrease as the number k increases. This is
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Dataset Alg k10 25 50
BL | 57,436,236 | >57,436,236 | >57,436,236
Foods T 537,722 1,623,678 3,789,426
JT 2,740,104 3,547,807 4,574,074
BL | 20,106,313 | >57,436,236 | >57,436,236
Movies TT 527,432 1,591,122 3,711,056
JT 2,740,104 3,547,807 4,574,074
BL | >20,106,313 | >57,436,236 | >57,436,236
Gowalla TT 553,157 1,672,512 3,906,587
JT 2,740,104 3,547,807 4,574,074
BL | >20,106,313 | >57,436,236 | >57,436,236
BrightKite | TT 548,012 1,656,234 3,867,796
JT 2,740,104 3,547,807 4,574,074
BL | >20,106,313 | >57,436,236 | >57,436,236
Foursquares | T'T 532,577 1,607,400 3,750,241
JT 2,740,104 3,547,807 4,574,074

Table 7.4: Gate counts

because increasing k will also increase the input domain size in TT, but this size is fixed
for all £ in JT.

7.5 Effects of Hyperparameters

We conclude this chapter by investigating the effects of m and s on T'T and JT respectively.
For T'T, we repeat the previous experiment with m € {5k, 10k, 30k} and report the relative
sums as a measure of utility. The result is in Table 7.5. We neglected dataset Movies in
the result as the protocol achieves near-perfect utility in this dataset with all choices of m.
Overall, increasing m also increases the utility of the protocol, as each party is less likely
to miss out good potential candidates due to the increase in trimmed domain size. Note
that this utility increase also comes at a cost of higher gate complexity in the MPC phase.
We also repeat the experiment on JT with s € {m, 8142} and report the utility in Table
7.6. In all except a few cases, setting s = 8142 achieves a higher utility. We attribute this
phenomenon to that the use of top-m-in-s relaxation lets each party’s trimmed domain
contain its true top indices more often when s is large. It is also suspected that changing s
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would also change the optimal privacy budget allocation between the local trimming stage
and the two-party selection stage. We leave this investigation to future work.

€:04 0.6 0.8 1.0

Dataset Alg k:10| 25 50 10 25 20 10 25 50 10 25 50

m =25k | 1.00 | 0.99 | 0.60 | 1.00 | 1.00 | 0.81 | 1.00 | 1.00 | 0.94 | 1.00 | 1.00 | 0.99
Foods m =15k | 1.00 | 0.99 | 0.64 | 1.00 | 1.00 | 0.85 | 1.00 | 1.00 | 0.98 | 1.00 | 1.00 | 0.99
m =30k | 1.00 | 1.00 | 0.75 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 0.92 | 1.00 | 1.00 | 1.00
m =25k | 1.00 | 0.74]0.23 | 1.00 | 0.98 | 0.41 | 1.00 | 1.00 | 0.57 | 1.00 | 1.00 | 0.67
Gowalla m =15k | 1.00 | 0.79 | 0.24 | 1.00 | 0.99 | 0.46 | 1.00 | 1.00 | 0.59 | 1.00 | 1.00 | 0.73
m =30k | 1.00 | 0.85 ] 0.30 | 1.00 | 0.99 | 0.50 | 1.00 | 1.00 | 0.66 | 1.00 | 1.00 | 0.80
m =5k | 1.00 | 0.43 | 0.16 | 1.00 | 0.64 | 0.21 | 1.00 | 0.77 | 0.30 | 1.00 | 0.87 | 0.45
BrightKite | m =15k | 1.00 | 0.41 | 0.14 | 1.00 | 0.64 | 0.22 | 1.00 | 0.79 | 0.33 | 1.00 | 0.88 | 0.42
m =30k | 1.00 | 0.44 ] 0.14 | 1.00 | 0.68 | 0.25 | 1.00 | 0.79 | 0.36 | 1.00 | 0.90 | 0.46
m =5k | 1.00 | 0.51]0.20 | 1.00 | 0.68 | 0.34 | 1.00 | 0.81 | 0.38 | 1.00 | 0.96 | 0.46
Foursquares | m = 15k | 1.00 | 0.54 | 0.24 | 1.00 | 0.68 | 0.36 | 1.00 | 0.87 | 0.40 | 1.00 | 0.99 | 0.49
m =30k | 1.00 | 0.61 | 0.31 | 1.00 | 0.79 | 0.39 | 1.00 | 0.95 | 0.49 | 1.00 | 0.99 | 0.57

Table 7.5: Effect of m on utility of the threshold trimming algorithm

€:04 0.6 0.8 1.0
Dataset Alg k:10| 25 50 10 25 50 10 25 50 10 25 50
Foods s=m 0.67 | 0.68 | 0.51 | 1.00 | 0.94 | 0.67 | 1.00 | 0.97 | 0.68 | 1.00 | 0.97 | 0.71
s=28192 | 1.00 | 0.95| 0.55 | 1.00 | 1.00 | 0.73 | 1.00 | 1.00 | 0.79 | 1.00 | 1.00 | 0.89
Gowalla s=m 0.45 | 0.30 | 0.25 | 0.68 | 0.42 | 0.44 | 1.00 | 0.71 | 0.49 | 1.00 | 0.74 | 0.52
s=28192 | 1.00 | 0.69 | 0.37 | 1.00 | 0.76 | 0.48 | 1.00 | 0.78 | 0.51 | 1.00 | 0.79 | 0.53
BrightKite s=m 0.41 [ 0.30|0.26 | 0.68 | 0.48 | 0.37 | 0.81 | 0.53 | 0.44 | 0.98 | 0.64 | 0.48
s=28192 | 0.86 | 0.44 | 0.18 | 1.00 | 0.63 | 0.31 | 1.00 | 0.74 | 0.39 | 1.00 | 0.76 | 0.48
Foursquares s=m 0.77 10.50 | 0.35|0.77 | 0.50 | 0.35 | 0.77 | 0.50 | 0.36 | 0.77 | 0.51 | 0.43
s=28192 | 0.92 | 0.50 | 0.18 | 1.00 | 0.62 | 0.33 | 1.00 | 0.72 | 0.38 | 1.00 | 0.78 | 0.44

Table 7.6: Effect of s on utility of the joint EM trimming algorithm
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Chapter 8

Conclusion

DP selection is a fundamental component in many DP data analysis tasks, and is far
less well understood in the distributed model than in the central model. We propose
two algorithms to solve DP selection in the two-party multi-computation setting, using
Yao’s garbled circuit as a building block. The advantage of our work lies in the sublinear
complexity in the MPC phase, due to use of data-dependent heuristic. When the privacy
budget is less restricted, our algorithms offer comparable empirical utility at a significantly
lower computation cost than naively simulating report noisy max with distributed noise
generation. We hope that our work would inspire more future research in DP selection in
the distributed model, as well as other data-dependent DP algorithms.
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