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Abstract

Multi-core platforms can deliver substantial computational power together with minimum
costs, compact size, weight, and power usage. However, multi-core architectures are shak-
ing the very foundation of modern real-time systems, i.e. deriving the Worst-Case Ex-
ecution Time (WCET) of the tasks. Modern embedded systems such as those deployed
in the automotive and avionic elds face two di cult-to-resolve con icting requirements
due to the interference problem on the shared hardware components amongst cores: de-
livering high average-case performance and providing tight WCET. This challenge exists
in di erent shared hardware resources including on-chip shared cache, hardware prefetch-
ers, buses, and memory controller. The problem is mainly because various cores in the
system interfere with each other while competing to access the aforementioned hardware
components. While dedicated real-time controllers provide timing guarantees, they do so
at the cost of signi cantly degrading system performance. This dissertation overcomes this
trade-o by introducing Duetto, a general hardware resource management paradigm that
pairs a real-time arbiter with a high-performance arbiter and a latency estimator module.
Based on the observation that the resource is rarely overloadddyetto executes the high-
performance arbiter most of the time, switching to the real-time arbiter only in the rare
cases when the latency estimator deems that timing guarantees risk being violated. In this
thesis, theDuetto paradigm is realized for di erent shared hardware resources. In the rst
part, | demonstrate Duetto on the case study of a multi-bank on-chip memory and discuss
the foundation of the methodology. The methodology is concerned about designing the
real-time arbiter in such a way that it is compatible with Duetto, deriving latency analy-
sis, and designing the latency estimator module. In the second part, this thesis addresses
the trade-o between maintaining cache coherence in multi-core real-time systems and im-
proving average-case performance by proposing a novel coherency arbiter infrastructure
and employing it in the context of Duetto. This is achieved by precisely engineering the
multi-core hardware architecture and its underlying interconnect infrastructure such that
data sharing is feasible for real-time systems in a manner amenable for timing analysis.
The proposed solution provides near-to Commercial-O -The-Shelf (COTS) performance
and does not impose any coherency protocol modi cations. The third part of this disser-
tation proposesDuoMC by applying Duetto to o -chip Memory Controller (MC) which is
crucial since Dynamic Random-Access Memory (DRAM) main memory is one of the most
complex shared resources in multi-core architectures and it is one of the critical bottlenecks
both from latency as well as performance perspectives. As part of the MC evaluation, we
release MCsim, an open-source, cycle-accurate simulator for memory controllers.
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Chapter 1

Introduction

1.1 Motivation

Real-time embedded systems, in di erent areas such as robotics, automotive, avionics,
medical devices, and industrial environments [72] are increasingly deployed to provide
timing guarantees. In such context, the correctness of the system is both a function of value
as well as the time at which the results are produced [70]. Hence, timing constraints such as
deadline should be provided for a real-time task in order to detect unacceptable results or
maintain the Quality of Service (QoS). Timing analysis helps us to measure the WCET of
the task. This is critical for real-time systems as it can be used in schedulability analysis
to guarantee that tasks satisfy their timing constraints. To estimate the WCET, static

or measurement-based analysis can be used [113]. The criticality of adhering to these
timing constraints is determined based on the type of application. Hard Real-Time (HRT)
applications such as Fly-by-Wire (FBW) in aircraft must satisfy the deadline, as the failure
to satisfy timing constraints can result in severe consequences.

In the last two decades, there has been a constant augmentation in the popularity
of embedded multi-core platforms due to real-time embedded applications claiming more
processing power. This signies a shaking point in the analysis and implementation of
real-time systems. Multi-core platforms present bene ts in terms of system cost and per-
formance. However, such platforms introduce new challenges regarding accessing shared
resources when multiple cores demand them simultaneously and create interference. This
interference is a hurdle for real-time systems since the behavior of one core aects the
temporal operation of other cores, which complicates the timing analysis of the system
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and makes it di cult to precisely derive the WCET of tasks. For instance, in [110], it was
demonstrated that for the non-blocking cache structure used in modern multi-core systems,
letting unlimited requests to enter the Miss Status Holding Registers (MSHR) of the cache
leads to contention in MSHR. The result is blocking further accesses in the system and,
hence, the WCET of the task could increase up to 27. Experiments in [89] show that
memory interference can contribute up to 300% to the WCET of a task, and memory bus
interference can solely increase the WCET up to 44% [37]. In [39], it was demonstrated that
the load/store on Last-Level Cache (LLC) could trigger coherency messages and increase
the latency of such requests signi cantly or even make them unbounded.

Because of the existing shared resources in the multi-core platforms, there has been
a large body of research e orts in the community investigating how to perform WCET
estimation in such systems [112, 12, 58, , 83, 88, 19, 82, 9. Normally, to tackle
this problem, previous works [24, 34, 45] are proposing to estimate the WCET by di-
viding the execution time of the task into what the task does on the Processing El-
ements (PEs) (computation) plus the access latency of the shared resources such as,
shared bus, memory controller, etc. Therefore, to determine the WCET of the task,
it is crucial to bound the Worst-Case Latency (WCL) of requests accessing a shared
resource. Obviously, tighter WCL for the resource accesses results in lower WCET of
tasks. For the concern of this dissertation, the task analysis and evaluation of the request
numbers can be done through either static program analysis or measurement-based ap-
proaches. A signi cant amount of interest exists in analyzing the WCL bound of resource
accesses [33, 22, 32, 24, 42,112, 39, 77, 56, 118, 37, 45, 84, 116].

Existing COTS arbiters managing access to these resources are designed with several
complex optimizations aiming to achieve high average performance such as out-of-order
execution, complex cache architectures, or branch prediction mechanisms. Unfortunately,
these optimizations result in extremely high latency spikes in the WCL of accesses. This is
because these COTS optimizations typically induce pathological scenarios that lead to ex-

tremely high latency in the worst case [121, 44], and thus, must be disabled to provide tight
latency bounds. To address this challenge, several recent proposals introduced solutions re-
designing these arbiters [18, 40, 46, 58, 83, ] and controllers [1, 22, 23, 33, 74, 96, 84, 94]

to honor predictability by design. In contrast to COTS arbiters, the goal of the real-time
arbiter proposals is to provide strict timing bounds for WCL incurred when accessing
the shared resource by disabling most of the aforementioned performance optimizations.
However, predictably managing these resources to bound the resulting interference upon
accessing them is not an easy task. In general, real-time arbiters expose bad average



performance yet with tight latency bounds while COTS-based arbiters provide improved
performance with large WCL spikes.

In summary, there exists a complex trade-o between the average-case performance and
providing predictability for the shared resources in multicore platforms. Our key research
guestion is: can we engineer a system that provides predictability while having minimal
impact on average-case performance? To address this problem, this dissertation proposes a
general reference model together with an informal methodology that enables the designers
to address the predictability-performance trade-o in the multi-core platforms which |
elaborate on in Section 1.2. Broadly, | aim to adhere to the generic platform in terms
of average-case performance while also maintaining timing constraints by proposing using
two arbiters for the same shared resource and switching between them based on the status
and load of the system. It is important to point out that we are addressing this problem by
proposing the reference model through architectural simulations and leaving the problem
of having a full hardware implementation to future work.

1.2 Methodology

We introduce Duetto reference model in which we de ne two modes of execution: real-time
mode and high-performance mode. In real-time mod®uetto tries to optimize WCL of
accesses by employing an arbiter that provides a tight bound for each request. In contrast,
in high-performance mode, the execution model attempts to maximize the average-case
performance and resource utilization of the system by using conventional architectural
techniques that increase the overall performance of the system. Preferably, | propose
a dual-mode arbitration model where most of the time, while the system is not at risk
to violate timing constraints, the Duetto employs a mode optimized for the average-case
performance.

More in detail, Duetto assigns WCL bounds to the requests, if the system is at risk to
miss these WCL bounds in high-performance mode, the system switches to real-time mode
to guarantee meeting these bounds. As mentioned before, the WCET of each task depends
on the WCL of its resource accesses. We assume that there is a deadline associated with
each request. The request deadline represents the maximum time that can elapse between a
request arriving at the arbiter, and being serviced. If a requestor sends multiple requests, a
deadline counter starts when the latest request arrives at the head of the transaction queue.
This assumption is crucial, since otherwise, we may include queuing delay from the requests

3



Figure 1.1. Simplex state space.

made by the same requestor. The deadline is con gurable and we assume that the system
designer rst determines a request deadline for each particular request. Such an assignment
should be performed based on the type of application (critical or non-critical tasks), and
characteristics of the processing element (latency or bandwidth-bound). These deadlines
might remain xed or might be varied at run-time either on a partition or on a task basis

by re-con guring the hardware. For instance, the designer might decide to perform a
schedulability analysis on a core that runs a real-time task and based on the computation
time and the number of requests in the task determines the maximum deadline value so the
system remains schedulable. Note that, the approach that we considerDuetto reference
model to bound the WCET of the task is a request-driven approach. In details, the WCET
of task is obtained by summing its execution time with the cumulative processing latency
of memory requests. If the task performs at most M memory requests and its slack (how
much its execution can be increased while still meeting timing constraints based on task-
level schedulability analysis) is S, we can set the per-request deadline to S/M. The same
idea has been presented in previous related work [40, 42].

Duetto has been inspired by other work in the area of safety for real-time systems, in
particular, the simplex reference architecture [20] for control systems. The simplex architec-
ture de nes a methodology that allows the coexistence of an unveri ed, high-performance
controller with a lower-performance but trusted safe controller. The simplex incorporates
a checker component that monitors the stability of the system and switches the control
output between the two controllers. Under normal operation, the system is far from the
instability region, and it uses the output of the high-performance controller. However,



if the checker component determines that an incorrect control command might cause the
system to reach an unstable state at the next control step, it switches to the safe con-
troller, which is guaranteed to maintain the system in the stable region. Once the system
iIs again guaranteed to remain stable at the next step no matter the actuation command,
the checker component switches back to the high-performance controller.

As Figure 1.1 shows, simplex de nes three zones of operation for the system, and at
any point in time, it can fall into one of these zones. The unsafe zone denotes when
there is apossibility in which a wrong decision at the next step leads to violating the safety
requirements. Likewise, with the right choice, it remains in an unsafe zone, or it can return
to the safe zone. Note that the unsafe zone does not mean that the safety requirement is
not met; instead, it simply means that there is a risk of going to an unstable zone. An
unstable zone signi es that there is no guarantee for satisfying the safety requirement. The
safe zone denotes the region in which regardless of any control action (whether switch or
not), the system remains in the current zone or it moves to the unsafe zone as shown in
Figure 1.1. It is important to note that while the system is running in the safe zone, there
is no chance for the system to fall into an unstable zone. In the safe zone, we attempt to
leverage high-performance mode since we will not become unstable in the next step. The
real-time mode will be used in the unsafe zone since it can guarantee that there is no way
the system goes to an unstable zone with any possible control action. Note that being in
either the safe zone or unsafe zone means that the system still runs in stable conditions.

The important challenge here is that the semantics oDuetto and simplex are not
equivalent. In detail, simplex is performed at the software level and it is capable of making
the decision by looking at the system output/states on a large time scale. However, in
Duetto, the instability of the system is de ned based on a latency analysis. In other
words, the state of the system will be unstable if it is not possible to guarantee its request
deadline. Since the state irDuetto is too large, instead of de ning safe/unsafe regions
o ine, Duetto has to operate on-line by applying the latency analysis to determine if the
system goes to an unstable state. On top of that, the goal dduetto is to control the
output of high-speed hardware arbiters at the granularity of a clock cycle, requiring a high
level of parallelism in the execution model that cannot be easily supported in the Simplex
logic framework since the states ilbuetto cannot be stored o ine. Hence, the important
challenge remains on hoWuetto should operate at every clock cycle to guarantee that the
latency of each request is not greater than the request deadlines. Most of the complexities
that | will discuss in the coming chapters of this thesis are focused on keeping track of the
resource's state and implementing the estimation such a way that it is fast enough and can



be properly parallelized in hardware.

Since di erent shared hardware resources in a multicore system have their own speci c
constraints, the framework will have to be applied in di erent manners. In this thesis, |
show that the proposed reference model could be successfully adopted on variety of shared
resources, including shared buses (Chapter 3), on-chip memory (LLC) (Chapter 4), and
o -chip memory (DRAM) (Chapter 5).

1.3 Structure of Thesis

Chapter 2 provides background on arbitration in multi-core platforms, main memory struc-
ture, and hardware cache coherence mechanisms. In addition, this chapter presents an
overview of previous works related to each shared resource covered in the thesis. Chap-
ters 3, 4, 5 are the main research contributions of this thesis. Chapter 3 introduces a novel
hardware resource management paradigm calldduetto reference model. Based on the
observation that the resource is rarely overloaded)uetto executes the high-performance
arbiter most of the time, switching to the real-time arbiter only in the rare cases when
the latency estimator deems that timing guarantees risk being violated. In Chapter 3,

| demonstrate Duetto on the case study of a simpli ed multi-bank memory. Chapter 4
proposes an arbiter for the shared memory in multi-core platforms aiming at providing
predictable, coherent shared cache hierarchy solution, yet with a negligible performance,
degradation compared to COTS solutions. Finally, Chapter 5 applies thBuetto reference
model to one of the most complex shared resources, which is the main memory controller.
On top of that, in Chapter 5, | introduce an o -chip memory device simulator,MCsim

an extensible and cycle-accurate MC simulator. Designed as an integrable environment,
MCsimis able to run as a trace-based simulator as well as provide an interface to connect
with external CPU and memory device simulators. | conclude this thesis in Chapter 6
that discusses future works based on the research contributions performed in the thesis
and their limitations.



Chapter 2

Background and Related Work

This chapter presents the essential background required to continue with the other chapters
of the thesis. In Section 2.1, we introduce the common arbitration schemes deployed in
real-time systems and the related work. Next in Section 2.2 and Section 2.3, we cover the
required background on the hardware coherency in shared caches along with the predictable
coherency approaches. Finally, in Section 2.4, we study the organization of the memory
controller as a shared resource among master entities, and for this reason, we provide the
required background for DRAM main memory systems. In Section 2.5, we delve into the
real-time memory controller design and discuss the most recent related work.

2.1 Background: Arbitration in Real-Time Systems

A contemporary multi-processor System-on-Chip (SoC) consists of a large number of com-
ponents including streaming hardware accelerators and processors with caches that run
several applications. As a result, shared resources, such as main memory and interconnect
are introduced to reduce the cost. However, sharing the resources imposes interference
among applications and makes it di cult to achieve satisfaction of the real-time require-
ments. Every shared resource can be used by any requestor in the system. Example of
requestors includes CPUs and Direct Memory Access (DMA) engine. Arbiters are em-
ployed to decide which of the requestor should have the access (grant) to the resource at
any point in time.

There has been a considerable number of arbitration mechanisms proposed by real-time
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research groups for shared resources. Traditional arbitration schemes such as Round-Robin
(RR), xed priority, and a hybrid of them are still used popularly. We review commonly
used arbitration policies in traditional real-time systems to investigate their properties and
performance. Particularly, we discuss xed priority arbitration, simple First-Come-First-
Serve (FCFS), RR arbitration including bare RR, Prioritized RR (PRR) [83], Weighted RR
(WRR) [54], Harmonic RR (HRR) [119], and Harmonic Weighted RR (HWRR) [40] in
addition to TDM-based arbiters [95, 28].

Fixed priority arbitration policy cannot provide a fair arbitration among the requestors
since particular requestors are always prioritized over other masters. FCFS arbiters give
the grants to the requestor that made a request earlier in time [122]. In other words, FCFS
does not provide a fair arbitration among the requestors. First-Ready First-Come-First-
Serve (FR-FCFS) is another conventional scheme that arbitrates between the entities who
are ready and also at the same time arrived before every other requestor.

There have been several research e orts that investigate the criticality-aware arbitration
on single-core platforms and multi-core platforms [42, 44]. Criticality is a designation of
the level of assurance against failure needed for a system component. A mixed-criticality
system has two or more distinct levels such as safety-critical, mission-critical, and low-
critical [13]. There exist two approaches for incorporating the criticality in a system. [13]
proposed comprehensive review on the mixed-criticality, which is mostly concerned about
Vestal model [7]. The Vestal model assumes that there exist tasks or partitions with
di erent criticality levels that are mapped to the same requestor and then tries to pro-
pose scheduling for them. On the other hand, the authors of [42] assigned the criticality
requirements to the requestors instead of tasks.

Authors in [40] proposed a mixed critical platform for accessing the shared memory bus
where they do not suspend low critical tasks when running in high mode. A software-based
throttling is another scheme proposed in [386] to manage accesses to the shared main mem-
ory by assigning a budget to each core. Once the budget is exceeded for the non-critical
cores, it throttles it to the guaranteed requirements of critical cores The technique in [111]
arbitrates amongst memory requests from all tasks using conventional RR and FCFS poli-
cies.

Bare RR is dynamic and straightforward to implement. In addition, it is e cient and
shares the resources equally among the requestors no matter what are their characteristics.
The WCL of a request from any task can be bounded by the number of requestors in the
system. However, in mixed critical systems where there are tasks with di erent criticality
levels, RR cannot di erentiate among the tasks. Researchers in [83] tried to cope with the
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de ciencies of RR by proposing prioritized RR. In such arbiter, RR is employed only for
the critical tasks, and non-critical tasks can obtain access in slack slots. Slack slots are
de ned as the time that there is no request from the critical tasks in the system. The
target of their solution is systems with the dual-criticality operation. Since they share
these slots with non-critical tasks, there is no timing guarantee for non-critical tasks. [119]
also proposed HRR to mitigate this problem by considering di erent slots to di erent tasks
which maximize the system utilization.

Another research line concentrates on di erent arbitration policies for shared resources
in order to eliminate interference. One example of this kind of arbitration policy is Time
Division Multiplex (TDM), where the shared resource is assigned to a task or processing
element for a predetermined time slot. In other words, it partitions access to the resource
over time, and only a single requestor can acquire it at a time. When using TDM, the
behavior of the requestors is entirely independent of the function of other requestors in the
system.

WRR is able to allocate di erent amounts of service to processing elements based
on their requirements [54]. Similar characteristics exist for TDM. The key di erence
between TDM and WRR is that TDM arbiters are non-work conserving. An assigned slot
to a task will remain idle if there are no ready requests from this particular task even if
there are ready requests from other tasks. Instead, WRR is work-conserving meaning that
it assigns idle slots to the rst task with a ready request.

Notice that the discussion in this section reviewed the arbitration mechanisms for a
single resource such as a shared bus. However, in practice, there are sub-systems such as
split-transaction bus or DRAM (covered in Chapters 4 and 5) which incorporate multi-
ple parallel resources whose operation is interrelated. For such systems, a more complex
arbitration scheme is required.

2.2 Background: Hardware Cache Coherence

Enabling data sharing is imperative in modern embedded systems. In these systems,
massive amounts of data have to be collected (sensor fusion, cameras, etc), communicated
through interconnect(s), and processed by various processing elements. As a result, recent
e orts have been proposed to shift away from the independent task model, where tasks do
not share data to a more-practical model that embraces data sharing and enables inter-core
communication [17, 8, 63, 39, 105, 100, 101, 56].



Shared memory multi-core systems present a global address space in which processing
cores can trade information and synchronize. When shared variables are cached in various
caches concurrently, a memory store operation conducted by one processor can make data
copies of the same variable in other caches invalid. The fundamental objective of a cache
coherence protocol is to provide a coherent memory representation for the system so that
each processor can observe the semantic impact of memory access operations performed by
other processors in time. Various approaches can be employed in shared memory system
implementation. Common hardware implementations extend traditional caching methods
and use custom communication interfaces and speci ¢ hardware support.

2.2.1 Cache Controllers

Coherency in the system is maintained through coherence controllers, implemented as -
nite state machines placed inside each storage hierarchy, including private caches and LLC.
Coherence amongst private caches is maintained through a cache controller. The cache
controller is informed by any action from the core in the form of loads and stores and
maintains the coherency by issuing coherence messages through the interconnection net-
work. The receiving controller then performs corresponding coherence state transitions and
issues a response back to the sender through the interconnection network. The types of
requests and responses, as well as the state transitions, are dependent on the implementa-
tion speci cs of each coherence protocol. Similarly, the LLC is also co-located with a state
machine to implement coherence. The LLC controller typically does not issue coherence
requests; instead, it receives and forwards requests or issues coherence responses through
the interconnect.

Even though loads and stores instructions from the cores can read and write to speci c
bytes of data, the controllers operate in cache block granularity, meaning that coherency is
maintained on a cache block instead of each byte. Hence, it is impossible to write to a cache
block while another core processes a read/write request simultaneously. Therefore, updates
to the values in a cache block must be propagated to all other cores in the system to preserve
coherence. E orts have been proposed for ner-grained hardware coherence [78, 99] or
coarser-grained hardware coherence [14, 15].
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Figure 2.1: State transition diagram of a VI protocol.

2.2.2 Coherence Protocols

Coherence protocols determine the interactions between cache controllers and maintain all
cache blocks up to date at any given time. A basic Valid-Invalid (VI) cache coherence
protocol is shown in Figure 2.1. The VI protocol consists of two primary (stable) states,
Valid (V), Invalid (1), and a transient state IV P. Transient states are essential intermediate
states between stable states to stall for either data or transaction acknowledgments to be
received before entering the next stable state; however, they are not explicitly stated when
describing a coherence protocol and for simplicity, we do not show the transient states in
the gures. We assume the interconnect is a shared bus such that all coherence controllers
broadcast (snoop) coherence requests.

At the beginning of execution, all cache blocks are in | state for all private controllers.
Loads and stores from the core to the blocks in | state will cause the controller to issue a
Get coherence request on the interconnect and transition to the transient stakte ° to stall
for a response with data. Then, the shared memory controller observes the Get message
and responds with data on the shared bus. Afterward, the requestor snooping on the bus
copies the block to its own private cache and completes the load/store instruction. If other
cores broadcast Get requests to the interconnect, the cache controller that has the block in
V state will respond with its up-to-date data and invalidate itself transitioning back to |
assuming that core-to-core transfer is possible; otherwise, any request should be directed to
the shared memory. In VI protocol, only a single core is able to maintain the block in the V
state at any given time. Any other loads/stores from other cores must rst get the block in
V state (up-to-date data) before they can perform their own requests. Despite VI protocol
simplicity, the valid state only allows a single core to maintain a cache block with read
permission at any point in time. This is true even if the block is unmodi ed by the core.

11



Figure 2.2: State transition diagram of an MSI protocol.

If multiple cores request to load one after another, each core sends Get requests on the
interconnect and invalidate each other's cache blocks which incur unnecessary coherence
transactions. In order to avoid this issue, numerous optimizations have been proposed.
One example is dividing the V state into two distinctive states which are Modi ed (M)
state and Shared (S) state to make MSI protocol. State M corresponds to blocks that
have been modi ed (dirty) by a write request and state S corresponds to the blocks that
are unmodi ed (clean) and is maintained by one or more cores. Figure 2.2 presents these
states and the transitions amongst them which are implemented by the cache controller.
Reading a cache liné\ requires the core to issue GetS(A) message on the interconnect and
writing to A requires GetM(A). Upon replacement due to eviction or write-back to shared
memory, a core needs to issue a PutM(A) message. If the core has cacheAirnia S state

and tries to modify it, it issues an Upg(A) message. Every message on the bus will be
observed by all cores' private caches as well as a shared cache controller. A core observing
its own message is referred as Own, and any message initiated by other cores is referred
to as Other. In Figure 2.2 a core that has a cache line in M state and observes other cores
asking for the same line by OtherGetS message will move to S state since the cache line
will be up to date in more than one cache controller. In spite of its simplicity, MSI is the
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foundation of most coherence protocols deployed in most existing COTS systems such as
the MESIF protocol employed in Intel's i7 and the MOESI protocol employed in AMD's
Opteron [48]. However, we detailed MSI coherence protocol in this section since MSI is
covered in Chapter 4 and is used by related work on predictable coherence in real-time
systems [49, 39],

2.2.3 Snoopy Protocols and Directory-based Protocols

There are two varieties of cache coherence protocols: snoopy protocols for bus-based sys-
tems and directory-based protocols for Distributed Shared Memory (DSM) systems. In
bus-based multiprocessor systems, since all the processors can observe an ongoing bus
transaction, appropriate coherence actions can be taken when an operation endangering
coherence is detected. Protocols that fall into this category are called snoopy protocols
since each cache snoops bus transactions to watch memory transactions of the other pro-
cessors. Unlike snoopy protocols, directory-based protocols do not rely on the broadcast
mechanism to invalidate/update stale copies. Instead, they maintain a directory entry

for each memory block to register the cache sites in which the memory block is currently
cached. The directory entry is usually maintained at the site in which the corresponding
physical memory resides. Since the locations of shared copies are known, the protocol
engine at each site can maintain coherence by operating point-to-point protocol messages.
Thus, the removal of broadcast defeats a signi cant limitation on scaling cache coherent
mechanisms to large-scale multiprocessor systems but incurs larger latency. For this rea-
son, it makes little sense to employ a directory-based protocol for a small multicore. In this
thesis, we focus on snooping bus cache coherence as it is commonly deployed in multi-core
real-time systems with a small number of cores such as ARM chips [3].

2.3 Related Work: Predictable Cache Coherence

In general, predictability on the shared hardware resources in multicore real-time systems
can be achieved by two approaches: 1) employing predictable bus arbitration (discussed

in Section 2.1); 2) employing predictable cache coherence. The second category of works
mainly focuses on enabling the predictable sharing of data among real-time core through
hardware cache coherence [39, 30, , 57, , 56, , 6, 8, 37]. We nd these approaches
to be promising due to their performance bene ts as well as transparency to the software
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stack. In addition, cache coherence is already the standard de facto in COTS multi-core
platforms. These types of works normally require detailed formal modeling along with
veri cation in order to verify their predictability. Moreover, these approaches are not ex-
tensible to other high-performance bus architectures such as those deployed in the COTS
platforms including split-transaction interconnects. Using a split-transaction architecture
allows the system to issue the requests (through coherence messages) and responses (i.e.
data transfers) through di erent buses and manage them using di erent arbitration mech-
anisms.

Various approaches have been explored for shared cache to improve the predictability
of the system such as preventing cores to access the data of the other cores in the system
through isolation and partitioning [112], locking schemes [108], cache coloring [29, 31] or
even splitting the data cache [98]. Notice that assuming private memory bank per core
is not an optimized approach [39] as it su ers from multiple drawbacks: 1) They prevent
sharing of data between tasks; hence, disabling any communication across applications or
threads of parallel tasks running on various cores; 2) It might result in poor memory/cache
utilization. For instance, it could increase the number of cache line eviction due to the
partition space reaching its maximum capacity while other partitions might be underuti-
lized; 3) It does not scale with increasing number of cores. While these approaches simplify
the latency analysis of the task; they do not propose a solution to the problem of data
correctness resulting from sharing memory space.

To exemplify, PMSI [39] was the rst e ort that introduced a set of novel transient
coherency states to alleviate the unpredictable behavior of the conventional coherence pro-
tocol. However, it was achieved by signi cantly increasing the WCL bound of the requests.
Recently, [56] proposed PMSI* and PMESI* which present a systematic approach towards
designing predictable cache coherence mechanisms that achieve similar WCL bound com-
pared to bypassing the shared cache and provide tighter WCL bound compared to orig-
inal PMSI. They do so by capturing the key reasons behind the high WCL in existing
predictable cache coherence and then apply micro-architectural extensions and protocol
modi cations in order to achieve tight WCL and high performance.

By decoupling the request and response bus and employing a split-transaction bus, [49]
was able to achieve signi cantly tighter worst-case request latency bounds compared to
PMSI [39]. PISCOT uses a predictable arbitration policy (TDM) on the request bus while
employing conventional FCFS arbitration on the response bus. This caused PISCOT to
exhibit a linear WCL similar to cache bypassing while improving average-case performance.
Notice that our proposed approach in Chapter 4 (similar to PISCOT) does not require any
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Figure 2.3: Internal organization of a DRAM module.

change or modi cations on the underlying coherence protocol employed in the system since
the predictability is achieved through re-designing the arbiter along with split-transaction
interconnect.

2.4 Background: Main Memory

In this section, we describe the higher level of the DRAM design in terms of the hierarchy
and modules, which leads to data transfers from/to the memory subsystem. These transfers
impose latency on the PEs. To better understand the origin of memory latency, we rst
provide the fundamental background on DRAM organization and operations.

2.4.1 DRAM Organization

Figure 2.3 shows the internal organization of an o -chip DRAM. A DRAM device con-
sists of one or more ranks, which share the address and data bus. Eamhk contains
multiple DRAM chips that share command signals among each other. DRAM chips are
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comprised of banks. A DRAMbank is a two-dimensional array of DRAM cells consisting
of rows and columns. In addition, each bank contains sense ampli ers, which also work as
a small cache, holding the most recently accessed row in that bank and are usually referred
to asrow bu er. Accesses to the o -chip DRAM are managed through an on-chimemory
controller. A Double Data Rate (DDR) memory device is following a naming convention
including generation, data rate, version. One example can be found in DDR3-2133L where
three stands for the generation, 2133 accounts for data rate, and "L" represents the version
of the device. The data rate is interpreted as mega-transfers per second. There are three
basic DRAM commands. 1)Activation (ACT ): upon accessing or receiving a request
to a row that is not currently in the row bu er, the memory controller issues an ACT
command to fetch the requested row from DRAM cells into the row bu er. 2)Read-
/Write  (RD/WR ): once the requested row exists in the row bu er, the memory controller
issues aRD/WR to conduct the read/write operation on the requested column(s) from
the row bu er. This is usually referred to as aCAS command. 3)Precharge (PRE): If
another row than the requested one resides in the row bu er, it has to be written back
to the DRAM cells before activating the requested row. This operation is referred to as
precharging and is conducted using &@RE command. In addition to these three opera-
tions, the memory controller has to periodicallyefresh DRAM cells to avoid data leakage
using aREF command.

2.4.2 Memory Controller Operations

Accesses to the o -chip DRAM are managed through an on-chip memory controller. The
MC bu ers incoming requests from various processing elements in the system as well as
other requestors such as DMA into the queues. Those queues are usually either per-
requestor or per-bank. Note that a requestor can be any master entity in the system,
including a CPU core, DMA engine, GPU, etc. The MC performs three main operations
as follows:

1. Address Mapping: The MC translates the request address into DRAM physical
address (e.g., which bank, row, and column to access). Memory controllers might
allow for both assigning certain bank(s) to be private to a certain requestor as well
as declaring certain banks to be shared among all requestors. This can be done
either by the mapping function itself in the controller through con gurable registers
or through the virtual memory support in the OS [29, 31, I

16



2. Access Scheduling: Once requests arrive at the controller, they are queued in
a request queuewhich might depend on the issuing requestor in addition to the
target address. For instance, many memory controllers assume per-bank request
queues [33, 22]. Memory controllers deploy arbitration both at the request level
(using a request scheduler) and the command level (using a command scheduler).
The request schedulearbitrates among requests from di erent processing elements
(requestors) to pick a request and translate it to its corresponding commandeofn-
mand generatior) and send it to the correspondingcommand queue Finally, the
command schedulearbitrates among ready commands to elect a command to issue
to the DRAM.

3. Command Generation: Command generator generates the command sequence for
each request and places the generated commands in the corresponamgmand
queue. The generated commands depend on the deployed policy by the controller
to manage the row-bu er, which is known as row-bu er policy or page policy. Two
common page policies are open-page and close-page. Under the open-page policy, the
memory controller leaves the data in the row bu er available for future accesses that
might hit in the row bu er and hence encounter a lower access latency. On the other
hand, the close-page policy writes back the data in the row bu er to the DRAM cells
immediately after each access. Since consecutive memory accesses usually exhibit
locality, the open-page policy generally improves average-case performance over close-
page policy. However, if a request's row is di erent from the row in the row bu er,

a bank conict occurs and this request has to wait rst for thePRE operation.
Therefore, aside from the idle bank case (where the row bu er does not have any
data), a request under the open-page policy has two scenarios. 1) A close request,
whose row is di erent from the one in the row bu er; thus, the command generator
has to generate three commands for this requesPRE, ACT, and RD/WR . 2) An
open request, which hits in the row bu er, and thus, consists only of RD (or WR)
command.

2.4.3 DRAM Timings

All these commands PRE, ACT, RD, and WR) have associated timing constraints that
are mandated by the DRAM JEDEC standard [106] to ensure correct operation. Table 2.1
lists the constraints most related to this work along with their description (note that all
times in this chapter are measured as multiples of the MC clock period, whose frequency is
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Table 2.1: JEDEC DDR3/DDR4 timing constraints.

Constraints 1066E 1333G 1600H 1600K 1866K 2133L 2400U
Inter-bank Constraints (Cycle)
trro . ROW to row activation delay 4 4 5 5 5 5 I=6,s=4
traw - Activation window 20 20 24 24 26 27 26
trrw : Read to write switching time 6 7 7 7 8 8 12
twtr: Write data to read time 4 5 6 6 7 8 3
twior . Write to read switching time 14 16 17 17 20 22 19
tcep: Column to column time 4 4 4 4 4 4 1=6,s=4
tgus: BUS transfer 4 4 4 4 4 4 4
Intra-bank Constraints (cycle)
trL : RD latency 6 8 9 9 11 12 18
twL: WR Latency 6 7 8 8 ] 10 12
twr: WR data to PRE 8 10 12 12 14 16 12
trep @ Row to column delay 6 8 9 9 11 12 18
trp : ROW precharge time 6 8 9 9 11 12 18
trrp: Column to precharge time 4 5 6 6 7 8 9
trc: Activation to activation 26 32 37 37 43 48 57
tras . ROW access strobe 20 24 28 28 32 36 39

half the data rate of the device, i.e., for a 2400 device, the MC runs at 1.2GHz). As the table
shows, some of these constraints apply to commands to the same bainkrd-bank), while
others dictate the timings among commands to di erent banksifter-bank). We say that

a command becometra-ready (inter-ready) when it satis es its intra-bank (inter-bank)
constraints; a command igeady if it is both inter- and intra-ready. Figure 2.4 depicts a
simpli ed DRAM state diagram that shows the relationship and timing constraints between
device states and commands. DRAM cells should be refreshed periodically to prevent data
leakage by issuing refresh (REF) commands. The e ect of refresh delays is usually not
accounted for at the request-level analysis since it can be added as an additional delay
term to the execution time of a task using existing methods [10, I

2.5 Related Work: Predictable Memory Controllers

Most COTS platforms deploy memory controllers with multiple architecture optimizations
as an e ort to overcome the e ects of the interference on performance. These optimiza-
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Figure 2.4. DRAM operation state machine diagram.

tions include exploiting locality through caching the most recently accessed DRAM page
(known as open-page policy), reordering to prioritize requests to these cached pages (known
as FR-FCFS scheduling), and read/write prioritization through write batching [121]. In
particular, FR-FCFS arbitrates based on readiness and age of the requests. In FR-FCFS
policy, assuming that there is no limitation on how many requests are re-ordered in the
bu er, there can not be a bound on WCL of a request. FR-FCFS prioritizes memory re-
quests that hit in the row-bu ers of DRAM banks over other requests, including older ones.
Row-bu er holds the most recently accessed row in that bank. If there is no request in
the row bu er, then FR-FCFS prioritizes older requests similar to FCFS approach. This
arbitration mechanism does not di erentiate among requestors. Despite being bene cial
for average performance, such optimizations were found to hurt analyzability and increase
the WCL of DRAMs [44].

To overcome this challenge, real-time system researchers proposed to entirely redesign
the memory controller to provide tight WCLs. Towards doing so, they disabled most afore-
mentioned architectural optimizations. For instance, they prohibited the caching of DRAM
pages by deploying a close-page policy, they replaced FR-FCFS with predictable schedul-
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ing such as RR or TDM, and they disabled write batching by equally scheduling reads
and writes [2, 95, 22, 23, 24, 27, 59, 43]. As anticipated, these solutions successfully led to
achieving better predictability for DRAMs; nonetheless, at the expense of signi cantly de-
grading average-case performance. This is ill-suited for modern embedded systems hosting
mixed-criticality tasks with both latency-sensitive (critical) tasks and bandwidth-oriented
(non-critical) tasks.

Accordingly, recent solutions targeted those mixed-criticality systems and o ered com-
promise designs between the two extremes by adopting some of the architectural features
existing in COTS platforms to enhance average-case performance, while deploying novel
policies to still provide WCL bounds. We believe that this is a promising direction towards
building high-performance yet predictable o -chip memory systems for mixed-criticality
systems. Nonetheless, we believe the existing state-of-the-art works are still falling short
to achieve this target. This is because when studying such works, we nd them to suf-
fer from one or more of the following drawbacks. 1) Some controllers favor performance
at the expense of larger WCLs. For instance, controllers that deploy open-page policy
(e.g. [116, 22, 23]) have di erent WCL scenarios based on the request type (whether page
hit or miss, read or write), where a page miss su ers a signi cantly larger WCL (as large as
the double based on our analysis). Although we believe the open-page policy is crucial for
performance, such huge variability in the WCL based on the access behavior of the applica-
tion hinders predictability; 2) On the other hand, other controllers aim at providing tighter
bounds but su er a substantial performance degradation [33, 84]. To exemplify, some so-
lutions disable page caching by deploying close-page policy [33, 84], use static scheduling,
or disable write batching, which results in large overhead delays of bus turnaround time
upon switching the DRAM data bus direction between reads and writes [44]; 3) We nd
most of the existing proposals require drastic changes to the currently available COTS
designs, which limits their applicability for the emerging markets of embedded systems
such as automotive and avionics.

We can categorize the DRAM memory controller designs proposed in recent years
into two categories; high-performance controllers and real-time controllers. Most high-
performance controllers employ FR-FCFS arbitration to maximize bus utilization. In such
controllers, the goal is to prioritize the row hit requests to increase the memory through-
put. Although these approaches are in favor of the average-case performance, they lead
to unfairness across di erent applications. For example, applications with a high hit ratio
will be prioritized over other applications and impose considerable delay or even lead to
starvation. There is much work explored to solve the problem mentioned above by mod-
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ifying the memory controller architecture. Examples include [64, 79, 65, ]. The key
point in all of these works is to introduce application-aware scheduling. Controllers which
employ FR-FCFS tend to re-order the requests. This behavior leads to unbounded latency,
and the only possible approach to prevent it is limiting the number of re-ordering [62, ]
amongst requests. However, the WCL of such controllers can be very high or even un-
bounded, hence leading to poor predictability in the system. In terms of the average
performance, generally, two reasons increase the WCL of a request when running alone.
First, the delay from opening and closing rows, and second, switching the data bus direc-
tion. Data bus is bi-directional and requires a certain number of clock cycles to change
the direction of CAS commands. Therefore, they reduce the bandwidth of the system. In
a multi-core platform in which cores are sharing the banks, accessing di erent rows in the
same bank reduces locality and this can happen frequently, thus, it increases the memory
access latency and reduces the total bandwidth of the system. Note that periodic refreshes
also take a signi cant amount of time, which leads to higher WCET [93, 21, 16].

There is a large body of research that focuses on real-time predictable memory con-
trollers [384, 69, 42, 53, 59, , 66, 22, 23, 24, 33, 85]. AMC [85, 84] employs static
command scheduling with close- page policy to take bene ts from constructing o -line com-
mand bundles for read/write requests. It also supports bank parallelism by interleaving
operations of the same request over multiple banks. The command scheduler of AMC
arbitrates between pending commands in FCFS manner. At the request scheduling level,
AMC employs RR to provide fair arbitration among critical requestors and a lower pri-
ority assigned to non-critical requestors. PMC [43] employs a static command scheduling
approach and introduces four static command bundles depending on the minimum request
size in the system. Therefore, the page policy can be changed depending on the request
size. The authors also proposed an optimization framework to generate an optimal work-
conserving TDM schedule that supports mixed-criticality systems with di erent criticality
requirements. Such requirements can be determined by maximum latency or minimum
bandwidth for individual requestors.

RTMem [69] proposes a dynamic command scheduling with interleaved-banking and a
hybrid page policy (which can be open or close). Dynamic command scheduling is used
to improve average-case performance and allow for greater bank parallelism. Since RT-
Mem is a back-end architecture, it can leverage any front-end request scheduler. RTMem
considers variable request size by decoding each size into interleaved banks, and a number
of read/write operations per bank. These parameters are selected o ine to minimize the
request latency. Similar to PMC, at run-time, RTMem issues open-row READ/WRITE
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commands until it reaches the last burst count, where auto PRE commands are issued to
close the open rows. ORP [116] is the rst approach in real-time memory controller litera-
ture that used open-page policy with dynamic command scheduling. In order to minimize
the interference amongst the banks, private banking was used to avoid row interference.
The memory controller uses RR arbitration for critical requests to provide the guarantee
and also a complex FCFS arbitration among commands to take the bene t from the bank
parallelism. ROC [66] improves over ORP by extending the DRAM module to multi-rank
devices and mitigating thetwr and tgrw timing constraints since they do not apply
between ranks. Hence, ROC provides two-level arbitration; the rst level performs a RR
among ranks, and the second level performs a RR among requestors assigned to banks
the same rank.

n

DCmc [53] also uses a dynamic command scheduler with an open-page policy and pro-
vides support for mixed-criticality and bank sharing among requestors. Critical requestors
are scheduled based on RR in the same bank, while non-critical requestors are rescheduled
according to FR-FCFS in the Soft Real-Time (SRT) banks to provide improved average-
case performance. It also supports private banks per requestor and interleaved over shared
banks. However, private banks are in favor of HRT tasks since they provide lower request
latency bound. A more exible bank assignment was proposed by MAG [114]. It assumes
that SRT requestor can share the same bank with the HRT requestor but has lower prior-
ity during command scheduling and allows the preemption between SRT and HRT tasks.
Since the write accesses are not on the critical execution path, MEDUSA [109] considers
read access has higher priority than the write access. It assumes a write bu er with a xed
size and write accesses are only served if there is no read request or the write bu er reaches
high watermark.

Mixed Critical Memory Controller (MCMC) [24] uses a similar rank-switching mecha-
nism as in ROC but applies it to a simpler static command scheduling with a close-page
policy. MCMC allows a predetermined number of critical and non-critical applications to
coexist, while mitigation the memory interference for the critical applications. TDM arbi-
tration is used to divide the timeline into a sequence of slots alternating between ranks.
Each slot is assigned to a virtual device, and the HRT memory request has priority over
the SRT requests. SRT requestors share the virtual device using round-robin arbitration.
The SRT requestors receive non-predictable memory bandwidth since the slot can always
be utilized by HRTs. As with TDM arbitration, the main drawback of this approach is
that bandwidth will be wasted at run-time if no requestor is ready during a slot.

ReOrder [22] is also an open-page memory controller which improves over ORP by
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employing CAS reordering techniques and bundling read/write requests to reduce the
access type switching delay. It uses a dynamic command scheduler among the three DRAM
commands: RR forACT and PRE commands, and read/write command reorder for the
CAS command. Commands are issued in rounds where in each round only one turnaround
in direction (read/write) is permitted. This eliminates repetitive CAS switching timing for
read and write commands since as shown in [22], the switching delay between the di erent
direction of CAS commands is the major timing constraint in the request latency. If a
multi-rank module is in use, the controller schedules the same type GfAS in one rank,
and then switches to another in order to minimize the rank switching as proposed in [23].

[33] proposed a new DRAM controller design named REQBundle that bundles memory
requests of HRT applications in consecutive rounds according to their direction. This
bundling based on the direction reduces the number of read-to-write and write-to-read
switching delay. Open-page is applied for SRT requestors to increase bandwidth by allowing
open requests to be serviced from row bu er and a close-page scheme is applied for HRT
requestors to uphold predictability. In order to avoid process SRT and HRT applications
at the same time, the controller works on the idea of a snapshot. When the snapshot is
taken, the controller scans through the HRT bank command queues and accepts requests
that are intra-ready. Any request that becomes intra-ready after this time will not be
serviced in the current round. The request scheduler executes di erent arbitration policies
for SRT and HRT banks. Employing request bundling with pipelining can improve the
tightness of WCL because of increasing the number of commands that can be issued in a
certain amount of time.

As it is clear in all the previous predictable memory controllers, there is a trade-o
between average-case performance and predictable worst-case bounds, as techniques tar-
geted at improving the former can harm the latter and vice-versa. We nd that taking
advantage of pipelining between di erent commands can improve both, but incorporating
pipelining e ects in worst-case analysis is challenging. To achieve this goal, we introduced
a novel DRAM controller called DRAMbulism that successfully balances performance and
predictability by employing a dynamic pipelining scheme [74]. In particular, our work show
that the schedule of DRAM commands is akin to a two-stage two-mode pipeline. There-
fore, we proposed an easily-implementable admission rule that allows the system to dy-
namically add requests to the pipeline without hurting worst-case bounds. Our evaluation
shows that DRAMbulism provides comparable bounds to the most predictable real-time
controller which is REQBundle [33] while delivering average performance similar to the
highest-performance real-time controller that is ReOrder [22].
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Another direction investigates the replacement of the commodity DDR DRAMs that
have inherent big latency variations with di erent emerging memory types that are more
predictable, such as the reduced latency DRAM (RLDRAM) [36]. Although such direction
is achieving promising results, FCFS DRAMs are still the de facto standard for main
memory, and hence, achieving predictability in systems adopting them remains an urgent
challenge.
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Chapter 3

Duetto Reference Model

In this chapter, we address the fundamental trade-o between average performance and
predictability by introducing the Duetto reference model. Speci cally, we focus on intro-
ducing Duetto general model on a simpli ed shared resource to exemplify how the approach
works. In detail, we make the following contributions in this chapter.

1. We provide a conceptual description and formalization of thBuetto reference model
in Section 3.2.

2. We exemplify the usage oDuetto to design a controller architecture in Section 3.3
for the case study of a system where cores share an interconnect to a shared multi-
bank memory. The interconnect deploys a separate read and write bus connecting all
cores to all memory banks and memory bus, which resembles the commodity buses
existing in modern Systems-on-Chip (such as the ARM's AXI [4]).

3. Section 3.4 provides a detailed evaluation of the architecture in the case study by
implementing the aforementioned resource and controller architecture in MacSim [60],
a multi-core full-system, cycle-accurate simulator. Our results show that the derived
architecture can achieve very close performance to a conventional high-performance
arbiter while providing tight latency guarantees.
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3.1 Case Study

We begin by describing the multi-bank memory used in our case study, so that we can use
it as a running example throughout the chapter. We selected such resource since it allows
us to highlight the key steps in the proposed design methodology, especially concerning
parallelism in the hardware; at the same time, its behavior is not so complex as to prevent

us from fully detailing the latency analysis in the available space. However, we have also
validated the reference model on more complex memory models (speci cally, DRAM in

Chapter 5 and LLC in Chapter 4).

We consider a memory comprisindN independent bankshy;:::;by. All banks share
one Read Bus (RB) and one Write Bus (WB). Each bank can only process either one
read operation or one write operation at a time. A read operation requirds clock cycles
to access the data in the bank, followed by, cycles to transfer the data on the read
bus. A write operation requiresty,s cycles on the write bus, followed by,, clock cycles
to store the data in the bank. A memory controller receives memory requests from cores,
arbitrates among such requests, and sends read/write commands to the banks to trigger
memory operations. The controller cannot issue a command to a bahkif the bank is busy
processing a previous operation, or if doing so would create a bus con ict with the operation
of a di erent bank. This implies that the controller can send at most one read and one write
command to two di erent banks at the same time. Sending such commands takes one clock
cycle. Note that split read/write buses are common in modern SoCs [103, 25, , ]to
reduce contention for access to memories and high-speed I/O; an example is the ARM AXI
interconnect [4]. Compared to AXI, our model is slightly simpli ed, particularly in that we
do not consider the time required for the cores to issue requests to the controller; however,
this could be included by modeling the request bus and its associated arbiter as another
resource, and then summing the two latencies over the request bus and the memory/data
bus.

An example schedule is shown in Figure 3.1. We assume that the system is initially
idle, then the following requests arrive at the controller: two read requests for bartk;
one write request forl,; and one read request fobs;. At time 0, the controller can send
both a read command tob; and a write command toh,. The controller must then wait
until t =4 to send the read command tdx, since sending it earlier would cause a read bus
conict. Finally, to issue the second read command tdy, the controller must wait until
the latest of two events: the bank to become idle and for the absence of read bus con ict,
which means the command is issued at= 8.
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Figure 3.1: An example schedule for 4 requests accessing di erent banks wih = 4 and
tr =ty = 3.

3.2 Reference Model

We introduce the Duetto reference model. Concretely, we rst decompose the system into
a set of communicating conceptual components as shown in Figure 5.1. Then, we detail
the execution model and discuss the provided latency guarantees.

3.2.1 Requestors and Requests

We assume that the system compriselgl distinct requestors Pg;:::; Py, which issuere-
guestsfor service to a sharedesource Depending on the resource, requestors could be
cores, bus masters/DMA devices, or in general, any active hardware component. We as-
sume that the requestors can have multiple outstanding requests. Upon being issued, a
request is rst stored in arequest bu er; we call this the arrival time of the request. An
arbiter then mediates access to the resource based on the stored requests. Finally, a re-
guest is removed from the request bu er once it completes service at the resource; we call
this the nish time of the request. We assume that the requests of each requestrcan

be totally ordered based on their arrival time, so that we can index them asq; :::; rij ; i
Each request has a type; functiorT (r;; ) returns the type of r;; . We useR to denote the

set of outstanding requests (requests that arrived and have not yet nished) at any one
point in time; conceptually, this represents the state of the bu er. We do not impose any
speci ¢ implementation of the bu er, albeit typically some form of hardware queue(s) is
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Figure 3.2: Duetto reference model.

employed. However, we assume that it is possible to construct a total order of the requests
issued by each requestor based on the time at which they are issued.

Example: in our case study, requestors are Out-of-Order (OoO) cores. The type of a
request is either read or write. Each core can issue multiple concurrent requests to any
subset of banks. The considered arbiter resembles those in COTS by increasing parallelism
through allowing to service requests Oo0O [97, 62]. For simplicity, we assume that a request
nishes after the arbiter sends its read/write command.

3.2.2 Request Latency and DTracker

In real-time systems, timing guarantees depend on the WCET of tasks (schedulable en-
tities). Following related work [34, 40], the WCET of a task running on cord® can be
represented ase = ¢ + D;, whereg is the WCET of the task in isolation, i.e., with no
interference from other tasks, whileD; is the bound on the total cumulative worst-case
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Figure 3.3: Queuing and processing latency example. Assume that all previous requests
rik With k <j nish before t . We use" for the arrival time t8 of each request for its

nish time tj;, and " for the start of processing: maxfe., : t3 ).

delay su ered by the task's requests to the shared resource under interferend. is cal-
culated as the bound on the worst-case number of requests multiplied by the worst-case
processing latency of each request [45]. In a multitasking system, the same approach can
be applied [45, 62]: real-time scheduling theory can be used to determine the set of tasks
that execute in a given busy interval (a scheduling window)g and D; are then taken as
the cumulative WCET in isolation and worst-case resource delay over all tasks in the win-
dow. For example, response time analysis can be used to determine which tasks execute
in a given busy interval, what is their pure computation time and how many requests they
generate per-core [45, 62]. The length of the busy interval is then obtained by summing
the computation time of the tasks plus the overall request delay.

The goal of Duetto is to provide worst-case guarantees on the latency of each request.
Since a requestor might have multiple outstanding requests (for instance OoO cores, Su-
perscalar, GPU, etc.), requests might not be serviced in order. Therefore, it is necessary to
precisely de ne the concept of latency. Following related work [62, 71], we use the following
de nition:

De nition 1 (Queuing and Processing Latency)Let tf, be the arrival time of request
rij , let tif;j be its nish time, and let preg be the index of the requestprec, of P; with
latest nish time among those that arrived before;; (i.e., such thatpreg <j ). Then
the queuing latencyof ri; is max O; min(t}ij ;tif;precj) t% , while the processing latency
is max O;ty;  max(ti e, td) -

Figure 3.3 shows an example with three requests. In this gure, sind:fg,recj <t§, the

queuing latency ofr;; is zero meaning that whiler;; is being serviced, there is no other
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request processing in the resource. As in all related work, our reference model bounds
the processing latency only. The key reason is that whenever a requestor issues multiple
requests and stalls until they complete, the stall time is upper bounded by the sum of the
processing delay of the requests. In particular, as discussed in [115], this means that the
delay su ered by a real-time task executed on a core accessing a shared resource can be
bounded by the sum of the processing delay of the requests issued by the task. For this
reason in Figure 3.3, the processing latency ofj .1, which is covered by the processing
time of r;; , is set to zero. Furthermore, the processing time of; ., only starts when the
processing of previous request to the resource is completeg X and while r;; 4, is waiting

to start the processing, it is su ering a queuing delay as shown in the gure.

Based on the above discussion, latency requirements in our reference model are ex-
pressed by associating each request®r and each type of request with aelative deadline
D; T(rij) , which represents the maximum allowable processing latency for each request
of that requestor and type. Consequently, the nishing time of every request; must be no
later than its absolute deadlinal;; = max(tif;precj ;15 )+ Di T(rij) . The Deadline Tracker
(DTracker in Figure 3.2) component is responsible for maintaining such information using
a slack counter which counts the number of clock cycles until the absolute deadline (i.e.,
at clock cyclet, the value of the slack counter is maX{.preCj ;t5)+ Di T(rij) t). Note
that it su ces to maintain a single absolute deadline for each requestd®?;, associated with
its oldest outstanding request;; : this is because subsequent requests Bf cannot have
an absolute deadline earlier than the nish time of;; . To simplify exposition, in the rest
of the chapter we will thus use the term \oldest request” to denote any request that is the
oldest for its requestor (rather than the oldest among all requestors).

De nition 2  (Oldest Request) At any time t, the oldest request of a requestor (if any) is
the earliest arrived request of that requestor that is still outstanding &t

3.2.3 Commands and Resource Interface

An arbiter controls the resource to service requests by issuing oo@mmand every clock
cycle. Such commands alter the internal stats of the resource. We us& to denote the

set of all possible resource states. Like requests, every command is characterized by a type.
A \no-operation” NOP command is used whenever the resource is idle.

Example: based on the discussion in Section 3.1, the resource accepts four types of com-
mands: NOP, RD, WR, and RD=WR. Note that while in this case a request is serviced
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by a single command, depending on the resource, additional commands might be required.
For example, a DRAM request might require & RE, ACT, and CAS commands [106].

We assume that the command semantic is de ned by an automata, which we call the
resource interface Essentially, the interface de nes the \contract" between the resource
and the arbiter; in this sense, it does not need to model the low-level internal state of the
resource, but rather only those details that are relevant in terms of the behavior of the
commands. For many resource types, the interface is de ned by a standard, e.g. JEDEC
for DRAM [106]. Let S to denote the current state of the resource interface; we say that
a command isvalid in S if the resource can accept that command. We further say that a
command islegal if it is valid and satis es an outstanding request inR, and useL (S; R) to
denote the set of legal commands. Note that a command might be valid but not legal: for
example, a requestor might issue a read request to a memory resource, and an erroneous
arbiter might then generate a valid but incorrect write command for that request.

The number of command types (other tharNOP), as well as the number of commands
that must be issued to satisfy a given request, depend on the resource. For example, in the
case of a simple bus, the only operational command might lgeant(i; t), granting access
to the bus to P; for t clock cycles. For a read request in data cache resulting in a miss,
operations might include reading the tag memory, sending a fetch request to main memory,
evicting a cache line, and more if coherency is supported.

Example: the behavior of the resource interface can be de ned usitgy+ 2 timers: c¢’; c"
for the read and write bus, andc}O for each bankh. ¢ (c") is set to t,,s every time aRD
(WR) command orRD=WR command is issued. Whenever a command is sent to bank
b, qb is set to eithert, + t,ys (for a read operation) orty,s + ty, (for a write). A command

is valid only if all relevant bank and bus timers are zero. We say that a request is ready if
it can be serviced by issuing a legal command in the current clock cycle.

3.2.4 High-Performance and Real-Time Arbiter

The reference model comprises two arbiters: HPA, which we assume to be optimized for
maximum average performance, and BTA, optimized for tight latency bounds. Since this
chapter focuses on timing requirements, and not functional veri cation, for simplicity, we
will assume that the HPA is correct, in the sense that it always issues legal commands. If
the correctness of theHPA cannot be veri ed, the methodology can be extended with an
additional checker module that checks the legality of the commands based on the states
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Figure 3.4: Unbounded latency. A read request tb, is never ready, since the read bus is
occupied wheneveb; becomes idle.

S; R of the resource interface and request bu er. We do not make any further assumptions
on the way that requests and their corresponding commands are scheduled by HRA. In
other words, we do not need to analyze the behavior of tHéPA, and its behavior can be
modi ed without impacting real-time guarantees. This ensures that the latency guarantees
provided by our methodology are completely independent of tHePA. On the other hand,
the behavior and internal state of theRTA, which we denote asA, must be explicitly
modeled.

Example: for our evaluation in Section 3.4, we employ a FR-FCFS arbiter as tHéPA. At
each clock cycle, this arbiter selects among ready requests, and gives priority to requests
based on their arrival time. We choose this arbiter because, as shown in literature [97],
it tends to maximize performance in terms of the overall Instructions Per Cycle (IPC)
of the system by favoring applications with high IPC that can issue multiple concurrent
memory requests. However, note that this arbiter does not provide any latency guarantee.
In particular, as shown in Figure 3.4, we can construct a pattern of memory accesses where
a read request to bankly can be stalled for any amount of time by a sequence of write
requests tob; and read requests to other banks. We discuss the design of tR&A in
Section 3.3.

3.2.5 Execution Model and Latency Guarantees

Finally, we discuss the execution model and how latency requirements are guaranteed
by the Worst-Case Latency Estimator (WCLator) component, which is the core of our
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reference model. As Figure 3.2 illustrates, the two arbiters operate independently and in
parallel. Every clock cycle, each arbiter selects one command (possibl{pP) based on
its internal state, as well as the statesS; R of the resource interface and request bu er. In
parallel, the COTS selects between the two arbiters; the command of the selected arbiter
is then issued to the resource through the multiplexer in the gure. Since the command
issued in a clock cycle might be di erent from the one selected by an arbiter, we require
that each arbiter updates its internal state based on the actual issued command, rather
than the one it selects. It is essential to note that because we are targeting high-speed
hardware implementation, we assume thathe WCLator must make its decision
without knowing which commands are selected by the two arbiters . otherwise,
the WCLator logic would have to be placed in series with the arbiters, which could greatly
slow down the clock speed.

To decide between the arbiters, at each clock cycle and for each requefpmith one
or more outstanding requests, the WCLator computes an upper bound to the nish time
tif;j of its oldest request;; , under the assumption thatany legal command can be sent
in the current cycle, while the RTA is selected in all future cycles. If for each
such requestor, the computed nish time is less than or equal to the deadlirg; , then
the WCLator selects theHPA. Otherwise, it selects theRTA. The intuition for this decision
is that if the computed nish time is no larger than the deadline, then it is safe to continue
with the (legal) command that is selected by theHPA given that the WCLator can switch
to the RTA from the following cycle. Note that the WCLator's estimation can be based on
the current statesS; R and A of the resource interface, request bu er andRTA. We next
formally prove that the system meets all deadlines, as long as the latency requirements are

not set to a smaller value than the latency guarantees provided by tHeTA.

De nition 3  (Static Worst-Case Latency (WCL) Bound). For every requestorP; and
request type, let ; T(ri;) to be an upper bound to the processing latency rof assum-
ing any possible state of the resource interface, request buer R and RTA A at time
max(t}c;preCj ;% ), and that the WClLator always selects th&TA from max(tf;preci ;t) on-
ward.

Theorem 4. No request misses its deadline if for all requestors and request types it holds:
Di T(rij) i T(rig) -

Proof. By contradiction, assume there exists a request; that misses its deadline af;; .

Sinced;; = max(tif;precj ;t5)+ Di T(rij) and no older request oP; can nish after t{;precj ,
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it follows that r;; is the oldest request of; in the interval [max(t{;precj ;1% ): dij ). We con-

sider two cases: (1) the WCLator always sends commandsRTA in [max(tif;precj St ) dig )
(2) or the WCLator sends at least one command ofiPA during such interval; in which
case lett be the latest time at which anHPA command is sent.

Case (1): by De nition 3 and since theRTA is always selectedy;; must nish by
MaX(tipec, i)+ 1 T(ry)  Max(tipe, i)+ D T(ry) = dy; a contradiction.

Case (2): since the WCLator selects thelPA at time t, while the RTA is selected for
all following cycles until d;; , and because by assumption thelPA is correct, it follows that
ti, dy, again a contradiction. O

The key intuition behind Duetto is that using run-time information on the state of
the system typically allows the WCLator estimation to be much tighter than any possible
static WCL bound. Hence, unless the system becomes fully loaded, the WCLator can keep
selecting theHPA and avoid loss of average performance. It is important to point out that
S consists of any possible states and not just the states that are reachable by R&A. In
detail, at any point in time, the HPA can be selected and potentially bring the system to
di erent states than the one that is reachable byRTA. For this reason, the analysis cannot
be done assuming that theRTA always running from the beginning of the execution. This
might be slightly pessimistic compared to assuming thaRTA runs forever. However, in
terms of deriving the analysis bound, the operation oHPA does not matter since the
bound is computed assuming that theRTA always runs.

3.3 Architecture Design

We next show how to employ the reference model to design a concrete architecture. We
consider a use-case where the resourd¢f’A and request bu er have already been de-
signed/implemented, and the designer wishes to add support for latency requirements
using Duetto. The detailed DTracker design depends on the request bu er, but we ar-
gue that it is generally straightforward®. Therefore, we focus on the design of thRTA

and WCLator. We do not claim that an automated process is possible; however, we be-
lieve that the design can proceed through a sequence of four conceptual steps, which we
illustrate based on our case study.

1To simplify implementation, it is preferable to store the number of cycles remaining until the absolute
deadline, rather than the absolute deadline itself.
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Table 3.1: Symbols used in latency analysis.

| Symbols| Description

P Corei

o) Bank k

hp; Set of higher priority requestors thanP;

thus Clock cycles to transfer the data on read/write bus

t Clock cycles to access the data in the bank

tw Clock cycles to store the data in the bank

c Counter for read bus

c’ Counter for write bus

; Counter for bankj

kbankr Number of read oldest requests of requestors lnp; that target by
kbankw Number of write oldest requests of requestors imp; that target b
Kbusir Number of oldest read requests of requestors Ip; that target another bank
kbusw | Number of oldest write requests of requestors imp; that target another bank

3.3.1 Step A: RTA Design

We design a dynamic RR arbiter, which provides the same latency guarantees to every
requestor without unduly limiting bank parallelism. A requestor is removed from the RR
queue when its oldest request nishes, and enqueued at the back of the RR queue if it
has any outstanding request. For a requestd?;, we usehp; to denote the set of higher
priority requestors, i.e. the requestors that are ahead & in the RR queue. We say that

a request ofP; to bank by is blocked if there is a non-ready oldest request of a requestor
in hp; that also targetsh,. The RTA arbitrates between non-blocked ready requests based
on a two-level arbitration scheme:

1. In the rst level, it gives priority to oldest requests over non-oldest requests.

2. In the second level, it uses the RR order of requestors.

This means that if, for example, the oldest request of the highest priority requestor is
non-ready because its bank is busy, the controller can still service a lower priority request
to another bank. However, if the highest priority request is non-ready because its data bus
is busy, the controller cannot service a lower priority request of the opposite type (read to
write or vice-versa) to the same bank, since this could result in the pattern in Figure 3.4.
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3.3.2 Step B: Dynamic RTA Latency Analysis

We compute an upper bound to the remaining latency (i.e., the time to nish) of the oldest
requestr;; of P; assuming that theRTA is always selected. We encode the stat&sR and
A into a small set ofanalysis parametersused to derive latency equations. In this chapter,
we only consider the case of a read request, but the write case is similar. betbe the
bank targeted byrij. We usekPakr; kbankw {5 denote the number of read/write oldest
requests of requestors ihp; that target b, and kPUS'; kU to denote the number of oldest
requests of requestors imp; that target another bank; note that such parameters can be
easily derived at run-time based on the state of the request bu éR and RR queue in the
RTA (A). Table 3.1 summarizes the symbols used in the latency analysis.

Theorem 5. If the oldest request oP; at time t is read request;; targeting b, and the
RTA is always selected front onward, its remaining Iatencytif;j t is bounded by:

if kbank;w =0: Cinit;r + kbank;r (tr +2 tbus 1) + kbus;r tbus+ 1; (31)

if kbank;w >0: Cinit;rw + kbank;r (tr +2 tbus 1) +
kbank;w (tw +2 tbus 1) +

(kbus;r + kbUS;W) tbus+ 1; (32)

where:
ifcd o: Jd" =¢; (3.3)
ifc<cl: M =+ ths 1 (3.4)
ifcd A @: MW =max(c;cY); (3.5)
ifc<cd_c¥<cp: MW o= Q@4 ths L (3.6)

Proof. Since oldest ready requests are arbitrated in RR order, and requests ltp are
blocked if there is a higher priority non-ready request, it follows that theRTA will service
a sequence of exactlg®a"kr + kPankiw requests tohy followed byr;; itself. Furthermore, after
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a request in the sequence becomes ready and non-blocked, it can still be delayed by higher
priority requests targeting the same bus but a di erent bank; itk®P2<¥ > 0, then con icts

can happen over both the read and write bus; hence we consid#&Ys" + kPUSW con icting
requests, otherwise KP2"W = 0), we only consider thek®Ss'" read requests. Then, the
remaining latency ofr;; can be obtained by summing: (1) the time until the rst request

in the sequence tdy, rst becomes ready; we call this eithec"®" (if kbankw = Q) or ¢nitrw

(if kPakw > (), (2) The latency between issuing the command for one request in the
sequence, and the time the next request in the sequence becomes ready. Each request in
the sequence occupidg for either t, + ty s (read) or tyys + ty, (write) cycles; furthermore,

a lower priority request could be serviced the cycle before the bank becomes idle, adding
an extrat,,s 1 cycles of delay. Hence, the overall latency over the sequence is equal to:
kPankir  (t, + 2 tpys 1)+ KPAKW (t, +2 tys 1). (3) The delay of higher priority
requests targeting a di erent bank; as argued, this iskPUs™ + kPUsW) t,¢ if kPakw > Q,

and kPUs™  t,.c otherwise. (4) One clock cycle to issue RD or RD=WR command to
servicer;; . Summing the four terms yields Equations 3.1, 3.2.

Finally, we considerc"®" ;d"™  As shown in Equations 3.3-3.6, the two cases di er
only in which bus timers we need to consider, based on the type of requests in the sequence
to b. If at time t, the relevant bus timer(s) is larger or equal than the bank timec®, then
the rstrequestin the sequence will become ready when the bus timer(s) expire. Otherwise,
it is again possible for a lower priority request to be serviced one cycle beftxebecomes
idle, resulting in an initial delay of ¢ + t,,s 1. This concludes the proof. O

3.3.3 Step C: Static WCL Bound

The static WCL bound ; T(rij) Iis obtained by maximizing the remaining latency in
Equations 3.1-3.6 over all possible values of the parameters. Speci cally, we ggto its

maximum value max(;,;ty) + thus 1 (a request was issued tb, the previous cycle), and
setkbPankr 4 gbankw — \j 1 kbusr = kbusw = (requests to bankb, generate larger delay,
and there can only be one oldest request for each of the 1 other requestors), yielding:

i(read) =M  max(t;;ty)+2 tps 1: (3.7)

Repeating the analysis for a write request yields the same bound. Hence, in our exam-
ple, all request types have the same static WCL bound; and since we treat all requestors
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equally, the bound does not depend on the requestor either. However, more complex ar-
bitration schemes could di erentiate between request types [121, 44] or requestors [46, 40]
based on criticalities. The obtained bound is predictable, in the sense that it is linear in the
number of requestors; each requestor contributes a latency term maxty) + tous, Which
represents the worst-case intra-bank time, plus a blocking tertg,s 1, which represents
the price for allowing inter-bank parallelism.

3.3.4 Step D: WCLator Design

Consider again the oldest request;; of P; targeting bank b, at time t. To estimate its
nish time tif;j , We enumerate a set of cases based on which request(s) (at most one read
and one write) could be serviced by a legal command issued at timeFor each case, we
compute a bound to the remaining latency of;; , so that we can obtaintif;j by summing

the remaining latency witht.

(1) If ry; is serviced, then its remaining latency is 1 cycle.

(2) Otherwise, the remaining latency is computed by using Equations 3.1-3.6 but
with a modi ed value of some parameters, as detailed in the sub-cases below, to
account for the command sent at; this is possible because by de nition the COTS
computestif;j assuming that theRTA is selected fromt + 1 onward.

(2.1) If a request tohy is serviced, set? = t, + tpys Or & = tpys + ty, depending on
the type of request; and subtract one fronkPa™" or kbankw if it is the oldest request
of a requestor inhp;.

(2.2) If a request to another bank is serviced, set eithet’ = ty,s Or C¥ = tps,
depending on the type of request; and subtract one frokP s’ or kPUSW if it is the
oldest request of a requestor ihp;.

(2.3) If neither sub-case (2.1) or (2.2) apply, then &NOP is issued. In this case,
no change is needed if the value @™" in Equation 3.1, or the value ofd"™™ in
Equation 3.2, is greater than zero; otherwise, add one to the latency computed by
the equation to account for the cycle wasted by issuing thd OP .

At run-time and for each requestorP;, the COTS then uses the set of legal commands
L (S;R) to determine which cases can apply; and taket% as the maximum over all such
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cases. Here, sub-case (2.1) can be excludedlif> 0, or there is no request targetingdy
apart from r;; in the request bu er; combining such information with the state of the RR
queue in theRTA allows the COTS to also determine whethekPa™" or kPa"W should be
decreased or not (note that if possible, the latter case must be considered since it leads
to higher latency). Similar considerations hold for sub-case (2.2). The presented design
is well-suited for hardware implementation, because each case for every requestor can be
computed in parallel 2, and the resulting tif;j compared againstd;; to determine if the
HPA can be selected. Hence, the complexity of the implementation depends on the latency
equations. As shown by Equations 3.1-3.2, we argue that most analysis for predictable
arbiters [119, 40, 62, , 44] yield equations that involve adding terms, where each term
depends on an analysis parameter. This can be computed e ciently in hardware by using
one look-up table for each term, and then cascading the results through a sequence of
adders.

Note that it is not important who the requestor is if a request is not the oldest of a
higher priority one, since in that caseP; will keep its position in the RR queue. Also note
that subcases 2.2 can be excludedc’:}? > 0, or there is no other request to bank apart
from r in the request bu er; while subcases 2.3 and 2.4 can be excluded'i® 0;c" > 0, or
there is no read/write request apart fromr in the request bu er (similarly, we can decide
whether to subtract or not from the k values based on which requests are in the global
request bu er).

3.4 Evaluation

We use MacSim [60], an x86 multi-processor architectural simulator, to model the re-
guestors in our evaluation. We incorporate eight 8-wide superscalars (i.e. it can process
multiple instructions per cycle) cores clocked at 1GHz and implement the case study in
the open-sourceMCsimmemory controller simulator [73]. All cores share a bus connected
to the multi-banked memory, as explained in the case-study throughout the chapter. We
employ two types of synthetic benchmarks: latency-sensitive and bandwidth-oriented from
IsolBench [110]. We run the non memory-intensive benchmark on the foreground core and
memory-intensive benchmarks on the background cores. Memory requests are interleaved
among all banks at the granularity of a cache line (64 bytes).

2To reduce area, an optimized implementation can merge cases that have similar bounds and remove
those with provably smaller latency.
3We introduce MCsimthoroughly in Chapter 5
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Figure 3.5: Request latency oHPA, RTA, and Duetto.

Figure 3.5 delineates the processing latency of each request und®A, RTA and Duetto
when all requestors contend for access % = 8 banks with a bus time t,,s = 10 cycles
and processing timet, = t,, = 30. For visualization reasons, the gure only incorporates
requests with latency longer than 150 cycles. The red line represents the static WCL bound.
For HPA, we observe large latency spikes throughout the execution (the maximum observed
latency is 1094 cycles), which shows 179% increase compared to the static bound. This is
becauseHPA prioritizes requests that target a ready bank, which can starve (theoretically)
or delay for a long time (practically) requests targeting busy banks. On the other hand,
RTA guarantees the latency bound for all requests as expected. However, none of the
requests come close to the static WCL bound (392 cycles): this is because the static
analysis must assume that all requestors access the same bank at the same time, which is
unlikely in practice.

Finally, for Duetto we used the minimum possible relative deadlin®; T(rij) =
i T(rij) for each requestor. The deadline value for each requestor is con gurable and
can be determined based on the requirements and characteristics of the application/re-
questor. Duetto stretches the latency of requests towards the relative deadline (red line),
allowing it to keep selecting theHPA as long as possible. which is due to the fact that
the COTS estimates the latencies at run-time, and has thus more information on the re-
guestors and banks (e.g., RR priorities). This allow®uetto to keep selecting theHPA as
long as no request risks violating its deadline, thus signi cantly improving average per-
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(@) IPC (t; = ty = 0). (b) IPC (t; = ty = 30).

Figure 3.6: IPC evaluation of two di erent con gurations under Duetto.

formance compared taRTA as we show next. Notice that Figure 3.5 does not re ect all
requests as they only represent oldest requests with latencies greater than 150 cycles. The
average request latency among all requests HPA is lower than Duetto and consequently
both HPA and Duetto are lower thanRTA.

We use the aggregate IPC of the workload over 8 cores as a measure of performance.
Figures 3.6a and 3.6b show the IPC oRTA, HPA and Duetto normalized by the IPC
of RTA, when setting eithert, = t, = 0 or t, = t, = 30. Notice that, t, = t, = 0
implies the requestors only compete to access the read/write buses, i.e. there is no bank
parallelism. For Duetto we rst set all deadlines to the minimum possible value, and
then progressively increase them up to 3 ; (200% increase). From the gures, the
performance ofDuetto is already close toHPA with the strictest latency requirements,
and relaxing such requirements further increases its performance until it matches tH®A.
Furthermore, bank parallelism improves the relative performance d@uetto, as it increases
the di erence between the static WCL bound and the dynamic bound. We have also
experimented by changing the number of banks and the way that requests are interleaved,
but we omit such results as they show little variations in terms of the relative performance
betweenHPA, RTA, and Duetto.
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3.5 Summary

We introduced the Duetto reference model, a novel paradigm for shared hardware resource
management in real-time embedded systems. By pairing a high-performance COTS arbiter
with a predictable real-time arbiter and dynamically switching between the two at run-time,
Duetto is able to overcome the traditional trade-o between average-case performance and
predictability. Notice that, in this chapter we decided to consider all the requestors with
same priority to give them same latency bounds. Without this consideration, and similar
to other proposals in the literature [40, 24], we could make some requestors strictly lower
priority and this would result in better static bound for the higher priority requestors. We
next demonstrateDuetto on a broad spectrum of resources, including bus/LLC and DRAM

in Chapter 4 and Chapter 5.
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Chapter 4

DUEPCO: Applying Duetto to Cache
Coherency with Added Parallelism

In this chapter, we propose a solution aiming at providing predictable, coherent shared
cache hierarchy solution, yet with a negligible performance degradation compared to COTS
solutions. This goal is achieved by adopting a high-performance-driven architecture includ-
ing a split-transaction bus and proposing to bankize the shared caches to resemble a system
with multiple shared resources. In addition, all accesses are arbitrated through a global
ordering mechanism. Our proposed arbiter operates alongside conventional coherence pro-
tocols without requiring any protocol modi cations. Furthermore, this chapter applies
Duetto reference model on the hardware cache coherency.

Originally designed with performance as the main goal, COTS cache coherent inter-
connects deploy several re-orderings and optimizations that hinder their predictability. It
has been shown that even deploying a simple COTS coherence protocol such as the MSI

protocol on top of a TDM-based interconnect revokes the system predictability [39, 55]. To
address this problem, most existing solutions aiming to provide predictable cache coher-
ence impose both coherence protocol as well as architectural modi cations [39, , 57, 55]

or at the very least require specic hardware support [38]. These changes have led
in early works to a quadratic increase in the worst-case memory latency due to coher-
ence [39, , 57]Rroblem @). Moreover, mandating coherence protocol modi cations

discourages a real adoption of these solutions from the industry since adoption and veri -
cation of a new coherence protocol is known to be one of the most complex architectural
tasks [5, , 90]Problem @). PISCOT [49] addresses these problems by enabling the
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deployment of COTS coherence protocols on split-transaction interconnects. PISCOT also
reduces the quadratic worst-case coherence latency to be linear in the number of cores.
Nonetheless, PISCOT achieves this tight WCL by deploying two techniques that limit the
overall memory performance compared to COTS solutions. The rst is a TDM-based re-
guest bus, which is needed to enforce predictability, and the second is limiting the number
of requests that each core can issue to the interconnect to one, which is needed to achieve
the aforementioned tight latency(Problem @). Additionally, similar to all existing work,
PISCOT models the data bus and the LLC as a single shared resource, and hence, no par-
allelism is possible in accessing the LL(Problem @). In COTS platforms, since bank
processing times are much longer than the data transfer on the bus, LLC is usually a
bankized memory, where di erent banks can process requests in parallel to improve the
system's performance [50]. Motivated by these limitations in the state-of-the-art works,
this chapter makes the following contributions:

1. We propose a novel real-time arbitration scheme for managing memory accesses in
the cache hierarchy. This arbiter models cache hierarchy as independent and parallel
resources: the request (control) bus, the response (data) bus, while each LLC's bank
is a resource of its own. This is key to leverage parallelism among these components to
improve average performance, while tightening memory latency bounds (addressing
Problems @ and @). More details about this arbiter are in Section 4.2.

2. To further address the performance-predictability trade-o in modern embedded sys-
tems, we proposdUEPCOthat applies the Duetto reference model on the hardware
cache coherency. This is achieved by integrating two arbiters: a High-performance
Arbiter ( HPA) that o ers the system a COTS-level performance most of the time,
while the proposed Real-time Arbiter RTA) runs in parallel and is only utilized when
necessary to meet timing guarantees (addressiRgoblem @)). Section 4.4 discusses
the operation of DUEPCQO

3. We provide a timing analysis that ensures predictability by statically bounding the
worst-case latency su ered by any memory request. Unlike the solutions in [39, 55,
, ], and similar to [49, 38, 56], this bound is linear in the number of cores
(addressingProblem @). Furthermore, DUEPCOQis also able to track the dynamic
latency behavior of memory requests at run-time, which enables us to further the
decision of which arbiter to be used (real-time or high-performance) based on the
current status of the resources and the pending requests from di erent cores. This is
discussed in detail in Section 4.3.
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Figure 4.1: Architecture model.

4. DUEPCOoperates alongside conventional coherence protocols without requiring any
protocol modi cations (addressingProblem @).

5. Finally, we evaluate the proposed arbiter as well aBUEPCOagainst the state-of-
the-art predictable coherency solution as well as a baseline COTS solution. Our
evaluation shows thatDUEPCOoutperforms state-of-the-art predictable solution in
terms of overall throughput by up to 64 and shows negligible slowdown compared
to COTS solutions as low as 2% while providing comparable latency bounds to the
best predictable mechanism.

4.1 System Model

In this section, we rst detail the hardware architecture considered in this chapter along
with the coherency assumptions. Then, we explain how requests generated by the cores
are processed by the proposed hardware architecture and how the latency for each request
IS constructed.
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4.1.1 Architecture and Coherency

An overview of the proposed hardware architectural model is delineated in Figure 4.1.
We consider a multi-core system withM OoO requestor$ including processing cores,
P1; Py Pw where each requestor has exclusive access to a private cache. We as-
sume that tasks running on the cores can share data among each other; hence, a coherency
protocol must be employed in the system to allow coherent actions among cores and LLC.
We assume data transfers amongst private caches could be either from the LLC banks or
via the Cache-to-Cache (C2C) transfers which exhibit improved average-case performance.
In this chapter, we adopt the MSI coherency protocol that includes three fundamental sta-
ble states as discussed in Chapter 2. Notice that, we do not modify the coherency protocol
by any means, which simpli es the veri cation e orts compared to the approaches that
alter protocols.

All cores have access to shared memory that we assume is an on-chip LLC. Instead
of a unied interconnect commonly deployed in real-time architectures, we consider a
split-transaction bus in which all communications between cores and LLC is done using
two separate buses: 1ljequest buswhich is responsible for broadcasting the coherency
messages; 2jesponse buswhich is dedicated interconnect to transfer the data responses
from/to cores. These two buses operate in parallel to improve the performance of the
system. Therequest busand response bustake a certain amount of time to transfer
message packet and data response, which we represent wWithy and tresp , respectively.
In order to maximize the parallelism in the system, we propose to bankize the LLC in
which multiple requests could be processed simultaneously. Therefore, we assume that
the LLC consists of N independent banks,by;:::;h;:::; by where each bank consumes a
certain amount of time tgank to process writing data to (or retrieving data from) the
cache data array inside each bank. In addition, LLC banks could be shared among all
cores [42] or partially shared similar to [68]. In our model, we assume all banks are shared
among cores. Similar to related work [39, 57], in this work, we only focus on L1-LLC trac
and do not model the extra delay in main memory due to LLC misses. The DRAM access
latency can be computed using other approaches such as [115, 42, 44, 32] and such latency
could be added to the WCL bounds derived in Section 4.3.

We assume that each cache entity (private and LLC) has its own set of interconnect
bu ers: TxMsg, RxMsg, TxResp, and RxResp to register the incoming/outgoing mes-
sages and data responseRxMsg contains the incoming message packets from the request

lWe use cores and requestors interchangeably throughout the chapter.
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bus. We assume that every message will be decoded immediately in the private cache and
each LLC bank even if the bank is busy writing/retrieving data from its data array. TxMsg
contains the outgoing message packets from any core/bank that must snoop on the request
bus. For instance, a core asking to modify a cache line and is not in possession of it must
inform other cores by coherency message (GetM) and push it in its oWixMsg bu er to

be propagated on the request bus. This allows other cores/LLC to be aware of this action.
RxResp contains the data responses coming from the response bBxResp at each core
includes data response that the bank provides or data response due to a C2C transfer.
RxResp at LLC bank include the data response supplied by the cores in case of write-
back. Notice that unlike RxResp bu ers of each core, the data responses placed in LLC
RxResp must be processed in the bank which takegank to process. Finally, TxResp
includes the responses that need to be transferred on the response bus. The request bus,
response bus, and LLC banks act as independent shared resources which conduct their
own independent arbitration policies. In detail, the request bus arbiter is responsible to
arbitrate the messages residing iixMsg and the data responses insidExResp bu ers are
arbitrated through the response bus arbiter. Similarly, each arbiter at LLC bank arbitrates
the message/responses RxMsg and RxResp bu ers.

4.1.2 Request Processing and Order of Arbitration

From the perspective of the coherency architecture, a requestor issuegueststo the
system based on the following activities in L1 cache: 1) load miss requests; 2) store miss
requests, including stores to a cache line i@ state and load miss requests; 3) replacement
requests due to a write-back to shared memory or caused by an eviction. As mentioned
earlier in this section, the proposed architecture applies the arbitration schemes at all
di erent resources including request bus, response bus, and each bank in LLC. Requests
can experience di erent sequences of services on the arbitration resources. In detail, we
consider three di erenttypes of requests, depending on the sequence of arbitration: 1)
REQ:RESP:BANKmeaning that it rst needs to broadcast on the request bus, then the
data response will be propagated on the response bus and nally, the data response should
be processed at LLC bank; 2REQ:BANK:RESPrepresenting a category of requests in
which they need to rst broadcast on the request bus, then the shared bank must process
and fetch the data response and nally this data response must be propagated over response
bus; 3) REQ:RESP the last category is related to the systems enabled with C2C transfers.
In such a scenario, after broadcasting the message on the request bus, the response will be
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(a) P1 executes load toA owned by Pg

(b) Py executes store/load toA owned by LLC bank.

(c) P1 replaceA to LLC bank.

(d) P1 executes store toA owned
by Po.

Figure 4.2: The sequence of arbitration based on the request type.
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supplied by the owner core on the response bus.

Figure 4.2 depicts all possible cases in which a request from cores can be processed
based on its type and coherency status. Notice that, these cases are simpli ed and the
details were omitted for readability purposes. Figure 4.2a represents a scenario where core
P, aims to load cache linéA; therefore, it rst needs to broadcast its action by sending the
required coherency message on the request bus. Since the owne& & Py and the cache
line A is in M coherency state; hence, according tdSI coherency protocolPy must send
A to both core P; and the LLC bank by pushing the response data int&RxResp bu er of
P, and the bank. Then,P; receives its data response; however, the data still needs to be
processed inside the bank which will be done aftégank . Note that all of these actions
are eligible to execute after their corresponding arbitration issue them the grant to access
the resource. Hence, the sequence of arbitration for this request folloOREQ:RESP:BANK

In Figure 4.2b a load/store request fronP; targets cache lineA which is owned by the
shared bank. Therefore, the bank is responsible to process the request, and then it can
be returned to the core through the response bus. Hence, the sequence of arbitration for
this request followsREQ:BANK:RESRP For the replacement request shown in Figure 4.2c,
after broadcasting the message, the core needs to transfer the data to the LLC bank by
pushing to the RxResp bu er of bank. Hence, the sequence of arbitration for this request
follows REQ:RESP:BANK Finally, Figure 4.2d shows a scenario wheie, tries to store to
cache lineA while the line is owned byP,. According to the MSI coherency protocol,
the LLC bank is not required to acknowledge this action; therefore, sending the response
from Py to P; su ces the store request and the sequence of arbitration for this request
follows REQ:RESP

As mentioned before, resources are independent and each resource needs to be ar-
bitrated. However, to maintain the correctness of execution, the order of servicing the
requests to the same cache line must respect the order in which the requests are issued on
the request bus. We say that a requestependson the previous request to the same cache
line issued on the request bus. Such dependencies can form chains of multiple requests.
Due to dependencies, some requests might not move to the next resource even though their
process is nished at the current resource. Speci cally, we say that a requestready on a
resource if it can be considered for arbitration at that resource. If there is no dependency,
a request becomes ready immediately when it nishes processing at its previous resource.
On the other hand, if there exists a dependency, a request becomes ready at a resource
when the previous request which caused the dependency nishes on that resource. Fig-
ure 4.3 shows an example where two requests follow the di erent sequences of resource
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Figure 4.3: The lower priority request fromP; dependson the higher priority request of
Po to the same cache liné\.

arbitrations such that request ofP, follows the case elaborated in Figure 4.2d and request
from P, follows the scenario shown in Figure 4.2a. Since both requests are to the same
cache lineA, request of P; depends on the request dPy and must only service afterP
nishes at its response bus to maintain the consistency. Therefor®,; is not ready at
response resource untiPy nishes the response of its request.

4.1.3 Latency Model

Now, we are able to precisely de ne the request latency from the core perspective. As in
Chapter 3, we index the requests of each coRe asr; 1;:::; 1y ; . Each request has a type

T according to its sequence. Since O00 cores might have multiple pending requests and
the LLC contains many independent banks, they can serve multiple requests simultane-
ously. Since we are focusing on the interaction between L1 and LLC cache, we assume that
the arrival time of a request is after the request has been processed by L1 cache. Therefore,
the arrival time tf; of a requestr;; corresponds to the time when it is queued in th&xMsg

bu er. For our cache system, the nish timet{;j of ri; is the clock cycle after which the
last action in its sequence is completed. This includes writing to the shared bank if the
type of sequence IREQ:RESP:BANKor receiving the response from the response bus if
the type of sequence IREQ:BANK:RESPand REQ:RESR

The same de nition of outstanding and oldest request as in Chapter 3 apply. We also
add the de nition of pending for a request in this chapter to mean it is outstanding and
already issued on the request bus.
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4.1.4 Task Analysis

In Section 4.3, we will derive a bound on the processing latency for each of the three
types of request de ned in Section 4.1.2. The total access latency for a task can then be
determined by summing the product of the number of requests of each type issued by the
task by the WCL for that type [45].

We assume that a portion of accesses by the task targets data shared with other cores,
while some accesses are to non-shared data. For each case, we need to retrieve the number
of load miss requests, store miss requests, and the number of replacements from the task.
For non-shared data, approaches based on either pro ling or static analysis can be used to
extract the number of requests. For shared data, to the best of our knowledge, no general
method exists to determine which cache lines exist in the cache of the other cores at any
point in time. A safe assumption can be adopted where every load request on shared
data is considered a load miss, and every store request on shared data is considered a
store miss [49]. However, if better assumptions can be made based on code analysis, our
framework can take advantage of them by deriving di erent latency bounds for each type
of request.

Note that based on Figure 4.2, for shared data, load misses can be from the type
REQ:RESP:BANKor REQ:BANK:RESPshown in Figures 4.2a and 4.2b and store misses
can be eitherREQ:BANK:RESPor REQ:RESP For non-shared data, load and store misses
can be only from the type of REQ:BANK:RESP The replacements could only follow
REQ:RESP:BANKas shown in Figure 4.2c. If we cannot determine the speci c type of a
request based on task analysis, we simply consider the largest latency among the types to
which the request might belong.

4.2 Proposed Arbiter

This section describes the behavioral details of the proposed arbiter. The proposed ar-
biter considers the realistic hardware architecture introduced in Section 4.1 and maintains

predictability by design while maximizing average-case performance. Based on the hard-
ware architecture, there exist three distinct types of resources in the system. Formally, we

capture the behavior of the proposed arbiter by a set of rules.
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4.2.1 Rule 1: Global Round-Robin Ordering

In order to predictably manage interference among di erent cores, the arbiter maintains a
uni ed Global Round-Robin (GRR) order of requestors across all resources. A requestor is
removed from the GRR queue after the oldest request of that requestor completes at last
resource, and it is inserted at the back of the queue either immediately when it has any
other request or when its next request arrives. At any point in time, theéslobal Request
Queueshown in Figure 4.1 contains all outstanding requests in the system as well as their
state in terms of their next resource that they need to get processed on. In addition, a
work-conserving approach is used at each resource to increase overall system performance.

Rule 1. The arbiter maintains a Global Round-Robin order of requestors across all
resources.

Note that based on Rule 1, we can conceptually assign a relative GRR priority to
each oldest request. Such priority is assigned when the request becomes oldest and never
changes.

4.2.2 Rule 2: Bus Arbitration

We next explain the arbitration policy at each resource. Request bus arbiter arbitrates
among the messages existing in th€&xMsg of each core. The proposed arbiter deploys

a two-level arbitration mechanism: 1) oldest message over non-oldest per core; 2) GRR
order among the oldest messages. Obviously, if no oldest message exists, GRR over non-
oldest messages will be applied. The same arbitration approach is true for the response bus
and each LLC bank, but the arbitration will be applied to their corresponding interface

bu ers. Note that the arbitration at each LLC bank is completely independent of other
banks in LLC.

Rule 2. The arbiter manages all the three resources, including request bus, response
bus, and LLC banks, according to a two-level arbitration scheme: rst, oldest request over
non-oldest request, and second, following GRR from Rule 1.

4.2.3 Rule 3: Priority Inheritance

Rules 1 and 2 are su cient in the absence of dependencies between requests. However, to
correctly arbitrate in the presence of dependant requests, we further introduce a priority
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inheritance mechanism, whether a lower-priority request inherits the highest priority among
following requests in the dependency chain; we call this the dynamic priority of the request.
Rule 2 is then applied based on dynamic priorities.

Rule 3. A set of pending requests to the same cache line must be serviced in the same
order in which they are issued on the request bus. For this reason, if there are multiple
outstanding requests to the same cache line, a pending request is assigned a dynamic
priority equal to the highest among its own priority and the priorities of all following
requests to the same cache line. Ties in dynamic priorities are then broken based on
dependency order (i.e., an earlier request in the dependency chain is considered higher
priority than a following request).

4.2.4 Rule 4. Request Blocking

The proposed arbiter supports OoO execution, allowing processing cores to issue multiple
pending requests. Based on Rule 3, it is clear that if the arbiter allows many non-oldest
requests to the same cache line to be sent, then an oldest request could arrive and su er
priority inversion on all those non-oldest requests. Therefore, to limit the amount of
priority inversion in the system, we set a parametek; 0, that controls the possibility

of sending non-oldest requests ahead of a possible oldest request to the same cache line.

Rule 4. The request bus arbiter blocks any non-oldest request; once there are
already otherkg pending non-oldest requests to the same cache line.

4.3 Latency Analysis

In this section, we detail the latency analysis for the proposed arbiter. Speci cally, we
rst show how to compute an upper bound to the remaining latency (time to nish) for
an oldest requesunder analysisr, at time t, based on the current state of the resource -
following Chapter 3, we call this thedynamic bound Then, we obtain thestatic worst-case
bound i.e. an upper bound to the processing latency of any request, by maximizing the
dynamic bound over all possible states of the system.
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4.3.1 Dynamic Latency Analysis

We will detail the analysis for a request under analysis targeting a generic babk Consider
rsta ry, that does not depend on any other request. Depending on its type and its current
state at time t, the ry, will need to be serviced on one or more resources; for a nity with
processor scheduling, we say that thg,, must executeon those resources. Its remaining
latency at time t can then be obtained as the sum of the latencies for each resource that
rua €xecutes upon; the latency for the rst such resource is the interval between the current
time t and whenr, nishes executing on the resource; while the latency for each successive
resource is the interval betweem,, becoming ready on that resource (which is the time
whenr, nishes executing on the previous resource, given that there is no dependency)
and whenr,, nishes executing on that resource.

For a generic resourcees with res 2 f REQ,BANK,RESR), where BANKdenotes bank
b, let R,es to denote the set of requests that have not yet started executing ores
and either have higher dynamic priority thanr, or arer, itself. Recall by arbitration
Rule 2 that each resource arbiter follows a prioritized scheme; since a request cannot be
stopped once it starts executing, request scheduling is non-preemptive. Hence, when the
r.a becomes ready on a resources at some timet®> t, the currently executing request
on that resource (if any) will rst have to complete; in the worst case, such request is
lower-priority and takest,es 1 clock cycles to complete, since it must have started before
t% Then, all requests inR s Must be processed, yielding a latency 0f.s 1+ jResj tres.
For the resource where, needs to execute at time, which we denote ages, a tighter
bound can be obtained. Speci cally, we usess < tes t0 denote thetimer for res, that
is, the number of clock cycles required to complete the currently executing request; if no
request is in progress omes at time t, we haveGes = 0. Then, if the currently executing
request isr,, its latency is by de nition Ges; Otherwise, its latency iSGes + jRres] tres-
To obtain an expression for the overall remaining latency, let us ust, to denote the set
of resources where,, has not yet started executing. Then by summing the latencies for
the rst resource and subsequent resources we obtain:

X X _ _
Ces t (tres 1) + JRres] tres (4.1)

res2S ya NfeES res2Sua

We next discuss the case wheng, depends on one or more previous requests to the
same cache line; note that all such requests must also target babk As discussed
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in Section 4.1, such chain of dependent requests creates precedence constraints: specif-
ically, a request in the chain cannot become ready on a resource before the previous
request in the chain (if any) has completed execution on that same resource. There-
fore, to bound the remaining latency for ther,,, we now need to sum the latencies
over all resources accessed over the chain of precedence constraints. As an example,
assume that ther,, is of type REQ:BANK:RESR that it depends on a requestr® of

type REQ:RESP:BANK and that both requests have not completed execution oREQ

yet. If the r . nishes execution onREQbeforer® nishes on BANK then the chain of
precedence constraints iIREQ():RESP( r9:BANK( r9:BANK( ry):RESP( ry,). Oth-
erwise, it iISREQ(9:REQ( rua):BANK( rya):RESP( ryu,) . Since in general we do not know
which chain leads to the largest latency, we will overapproximate the chain of precedence
constraints asREQ(9):REQ( rua):RESP( r9:BANK( r9:BANK( ru.):RESP( ry). Sim-
ilarly, if r®was of type REQ:BANK:RESPinstead, the overapproximated chain would be
REQ(9:REQ( rua):BANK( r9:BANK( ru.):RESP( r%:RESP( rua) .

Next, consider how to compute the latency for each resource in the chain of precedence
constraints. First, consider the case where a resouroes is accessed sequentially by two
or more requests (e.g.BANK(r9:BANK( ry,) in the rst example wherer®and r,, have
di erent types). Note that for a request to be delayed by a previous request in the sequence
on res, the request must become ready ores when the previous one nishes. Hence, no
lower-priority request can be executed ones in-between the execution of requests in the
sequence. Therefore, the latency bound is still equaltQs 1+]R (es] tres. Second, consider
the case where a resourges is not accessed sequentially (e.(RESP(r9 later followed by
RESP(rya) ). Here, every high-priority request inR \¢s Still only executes once omes, hence
it can only delay one of the requests in the chain. However, every time one of the requests
in the chain becomes ready omes, it can su er blocking by one lower-priority request.
Hence, for this example, the latency bound oRESPis 2 (tresp 1)+ jRresp| tresp -

To generalize the latency expression over a chain of precedence constraints, let us
rede ne Sy, as the set of resources where at least one request in the chain has not yet started
executing; and letres be the rst resource in the chain at timet (such that a request still
needs to nish execution on that resource). Furthermore, let us de n&gank (Kgresp )
to be the number of times that theBANK(respectively, RESH resource is encountered in
the chain of precedence constraints while being preceded by another resource. Then, the
remaining latency forr,, at time t can be upper bounded as:
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X
Ces t JRres] tres + Keank  (teank 1)+ Kgresp (tresp  1): (4.2)

res2Sua

Note that in Equation 4.2, we do not need to consider a teri{ rgq because all requests
must rst execute on REQ hence, there can only be a single sequenceREQaccesses at
the beginning of the chain (unless all requests have already nished executing BEQ
in which case we do not need to consid&®EQIlatency). Furthermore, if ry; has not yet
started executing onREQ then the chain of dependencies must be created including all
oldest requests to the same cache line with priority greater than,,, even if those requests
have not been executed oREQand are thus not pending yet; this is because following
the GRR order, such requests will execute oREQbeforer,, and thus r . will become
dependent on them.

Example: consider a chain of dependency with request§ r®and r,,. r®and r%are
of type REQ:RESP:BANK while r, is of type REQ:BANK:RESP Assume that at time't,
all three requests have nished executing oREQ and that r°is executing onRESP Then,
the chain isSRESP(r9:RESP( r°:BANK( r9:BANK( r%:BANK( rua)

‘RESP(rys) ; we haveS,; = fRESP,BANK), €5 = RESP Kgank = Kgresp =1 (speci -

cally, for Kgank and Kgresp We need to countBANK(rd and RESP(r,,) as they are the
only resources preceded by a di erent resource). Note th&gank includesr®r®andr,,

but Rresp only includesr®and r .. The latency bound is:

Cresp + JRRresp] tresp *+ JRBank ] teank + teank 1+ tresp 1 (4.3)

wherecgesp is the remaining execution time for® on RESP

The nal note is related to the setsRreq; Reank ; Rresp . For the latency bound to
be applicable, the membership of these sets should be evaluated at timédence, for the
bound to hold, we need to prove that the cardinality of each set cannot increase after

Lemma 6. Assume thatr, is oldest at timet and consider any other request;; . If rj;
has lower dynamic priority thanr,, at t, or has not arrived in the system yet, then its
dynamic priority cannot be higher tharr, at any point after t.

Proof. We prove the lemma in two parts. First, we show that (1) the dynamic priority
of rya cannot decrease over time; this implies that a request; with dynamic priority in
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between the GRR and dynamic priority ofr, at t cannot become higher priority thanr,

simply because the dynamic priority ofr,, drops. Therefore,r;; would have to acquire
a new dynamic priority higher than the one ofr,, at t; but we next show that this is
impossible. Note that because of the GRR ordering, a request, that becomes oldest
after r,4 will have a lower GRR priority than r ;. This also means that;; cannot acquire a
dynamic priority higher than r, by inheriting the priority of such r,. Finally, to conclude
the lemma we show that (2) no request;; can inherit after t the priority of a requestr g,

wherer,. is eitherry, or a request with GRR priority higher thanr,.

Part (1): since the GRR priority never changes, the dynamic priority could only de-
crease ifry, is inheriting the priority of a following, higher priority request r,4 in the
dependency chain at, and then such request nishes before,,. However, this is impos-
sible because dependencies force requests to nish according to the dependency order.

Part (2): since rp,q is either ry, or has higher GRR priority, it follows that rpq must
already be oldest att. If rj,4 has already started executing ofREQ then it cannot become
dependent on any new request after. If r,q has not started executing orREQ then the
REQarbiter will favor executing requests in priority order, hence no non-oldest request or
oldest request with GRR priority lower thanr,, can start executing onREQbeforer .

In both cases, it follows that ifr,q is not dependent onr;; at t, then it cannot become
dependent onr;; after t and thusr;; cannot inherit the priority of rp.

]

4.3.2 Static Analysis

The static worst-case latency is the maximum remaining latency of any request at the
time t when it becomes oldest. We compute it by maximizing Equation 4.2 over all possible
values of the parameters. Note that the equation is maximized when thg, has not yet
started executing onREQ Hence, we havaes = REQand in the worst-casecgeq =
treq 1, if Keeit = 0, then Sy, = fREQ,RESH) for a request of typeREQ:RESPand Sy, =

f REQ,BANK,RESR) otherwise; while ifkej > 0, in the worst-case a previous request in the
dependency chain can use all three resources, hence we t&ye= f REQ,BANK,RESRy:

fREQ,RESR) if Keet =0T = REQ:RESP

Sua(Tikeel) = ¢ REQ BANK,RESR) otherwise

(4.4)
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We next considerK gank and Kresp . The worst-case scenario is to alternate the type
of requests in the dependency chain betwedREQ:BANK:RESPand REQ:BANK:RESP
Based on the typeT of the request under analysis, this yields:

K resp (REQ:BANK:RESH = 1+ dkeji=2€; (4.5)
Keank (REQ:BANK:RESH = 1+ bkeei=2C; (4.6)
Kresp (REQ:RESP:BANK = 1+ bkeeji=2C; (4.7)
Keank (REQ:RESP:BANK = 1+ dkeei=2€; (4.8)
Kresp (REQ:RESB = 1+ bkeei=2C; (4.9)
Keank (REQ:RESH = dkeei=2€: (4.10)

Finally, we consider the setRreq; Reank ;Rresp. Since there areM requestors in
the system, the number of requests with GRR priority higher than or equal to the request
under analysis is at mostM . Furthermore, because arbitration Rule 4 limits the number
of non-oldest requests to the same cache linekg,, it follows that at most ke non-oldest
requests can inherit the priority of each of theM oldest requests. Therefore, counting the
request under analysis itself, in the worst-case we haf®gank ] = JRresp ] = (Keeii 1) M.
The latency onREQcan be more accurately bounded. Based on Rule 3, only requests that
are pending, i.e. have already nished executing on thREQbus, can inherit the priority
of another request. Hence, in the worst-case we ha#®greqj = M.

Substituting the computed parameters into Equation 4.2 yields:

( Tikeeit) = trReq 1+ M treo +(Keeii +1) M tresp
+ Kgank (T) (teank 1)+ Kresp (T) (tresp 1)
0 if Keet =0T = REQ:RESP

(Keeit +1) M tgank otherwise (4.11)

4.4 DUEPCO: Duetto Application for Coherency

In this section, we discuss how théuetto reference model is applied to our discussed
cache system to form theDUEPCOarchitecture. As in Chapter 3, the system designer
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associates a relative deadlin®;(T) to each requestor and type of request; as long as
Di(T) ( T;kei), Duetto then guarantees that all request deadlines will be met.

Note that the simple resource considered in Chapter 3 only requires a single command
to satisfy/ nish a request; in contrast, in our cache design, a request must be serviced on
either two or three resources depending on its type. Hence, a request requires multiple
commands to complete, and a more complex state machine is required to track the state of
each cache line through the coherency protocol. In addition, we extend the reference model
in two ways to introduce DUEPCOQ First of all, it is important to notice that for the Duetto
deadline guarantee to hold, the static worst-case latency must be computed assuming any
valid state of the resource at the timé when the request under analysis becomes oldest; this
is because theHPA might be selected at any time befor¢. However, when we computed
the static latency in Section 4.3.2, we bounded the cardinality of seBgank and Rresp
assuming that arbitration Rule 4 always applies, as this ensures that no more thdge;
non-oldest requests can inherit the priority of an oldest request. Unfortunately, thelPA
does not need to satisfy such rule, and can instead execute any number of requests to the
same cache line on th&®EQbus before an oldest request to that line arrives and its latency
is considered by the WCLator; at which point it is too late to switch to theRTA.

To address this issue, we make a conceptual change to the model of the resource.
Speci cally, we declare that all states where there are more thak,.; pending non-oldest
requests to the same cache line are invalid to avoid too many priority inversions. This
ensures that the derived static bound is correct, but does not solve the underline problem
as now theHPA might be issuing invalid commands; therefore, a logic must be incorporated
to block invalid commands to issue. Chapter 3 suggests that when th#¢PA cannot be
guaranteed to work correctly, a checker module can be added to check the validity of the
commands issued by théiPA. Therefore, DUEPCOadds an additional checker component
that works as follows: every clock cycle, the checker receives from R&A information on
the number of pending requests per cache line, which tiReTA maintains to enforce Rule 4.

If creq = 0 and the global request queue contains at least one non-oldest request that must
execute on theREQbus and targets a cache line for which there alg.; pending non-oldest
requests, theHPA might issue such request olREQand reach an invalid resource state.
Hence, in this case the checker overrides the WCLator to forcibly select tiRTA. While
this approach solves the unbounded priority inversion problem, it has a downside: for low
values ofkc and/or heavy data sharing among requestors, the checker might be forced
to continuously select theRTA, resulting in performance loss. We explore this behavior in
more details in the evaluation Section 4.5.
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The reference model in Chapter 3 assumes that the type of a request is known when the
request becomes oldest. However, in our system, the sequence of resources accessed by a
request, and thus its type, is only known after the request is executed on tREQbus and
the owner of the corresponding cache line is determined. For this reason, before an oldest
request nishes executing orREQ the WCLator must use the smallest among all deadlines
for the possible types for the request. Once the request type is known, the WCLator
switches to using the deadline for that type.

4.4.1 WCLator Design

We designed the WCLator following the methodology outlined in Chapter 3. For each old-
est request and given the state of the resource and global request queue, we rst enumerate
all commands that the HPA could issue in this clock cycle. For each command, we then
use the dynamic analysis (possibly with modi ed value of the parameters) in Section 4.3 to
compute the remaining latency for the request. Since the WCLator is a hardware compo-
nent, all such cases can be estimated in parallel. The WCLator then compares the largest
computed latency against the deadline for the request to determine whether th#PA can

be selected.

Consider an oldest request,, at time t. To illustrate the behavior of the WCLator, we
enumerate the cases assuming thags = REQ(the cases fores = BANKand res = RESP
are similar but easier, since the dependency chain for, cannot be a ected):

1. If cgeqg > 0, then no command can be issued dREQin this clock cycle, and no
estimation is required. Note that if cgank = 0 or cresp = 0, the HPA could
start executing a request onBANKor RESPIn this clock cycle; however, because
Equation 4.2 always assumes the worst case where the maximum blocking time is
su ered on successive resources, it follows that the bound is still safe no matter the
command issued byHPA on BANKand/or RESR Therefore, for the remaining cases,
we assumeregq = 0 and consider the command issued oREQ

2. No command: the HPA might be non-work conserving and decide to issue no com-
mand in the current cycle. In this case, the bound is equal to Equation 4.2 plus one,
to account for the wasted clock cycle.

3. rya: sincer, will start executing, we would need to apply Equation 4.2 after removing
it from Rgeg, but setting creq = treq to account for ther,, execution. In addition,
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if there are higher-priority requests to the same cache line ag, which have not yet
executed onREQ we would need to remove such requests froRgank ; Rresp and
adjust Kgank ; Kresp , Sincer,, now executes before them. Note that the obtained
bound will always be lower than case 2); therefore, in practice the WCLator does not
need to consider this case.

4. A lower-priority requestr;; , which does not inherit a higher priority thanr,, after
becoming pending: we use Equation 4.2 wittkeg = treo -

5. A lower-priority requestr;; that inherits a higher priority than ry,: in addition to
the previous case, we need to include the request Rgank ; Rresp . Furthermore,
if rij targets the same cache line as,, Kgank ; Kresp must be adjusted.

6. A higher-priority requestr, to a di erent cache line thanr,,: we use Equation 4.2
with no change to parameters. Since this bound is always lower than 2), again we
do not need to consider it.

7. A higher-priority requestr, to the same cache line of,,: before applying Equa-
tion 4.2, parametersKgank ; Kresp Need to be adjusted ifr,q is executed before
another higher-priority request to the same cache line.

4.5 Evaluation Results

We employed an open-source simulation framework provided by [49] to evaluate the perfor-
mance of the proposed mechanisms and compare them with other solutions. We emulate a
system with quad- and octa-core system clocked at 2.5GHz with out-of-order pipelines, 8
KB direct-mapped L1 per-core private cache, and a 4 MB 8-ways set-associative L2 shared
cache consisting of multiple separated banks. The cores are OoO and can issue up to 10
memory requests in parallel. Both L1 and LLC have a cache line size of 64 bytes. Each
core/LLC bank is equipped with a dedicated cache controller that implements the MSI
coherence state machine. Since we are considering multi-core systems with strict timing
guarantees, we name the proposed arbiter in Section 4RTA and compared it against
state-of-the-art approaches including PMSI [39], PMSI* [56] and PISCOT [49] which also
provide analytical WCL bounds and present the best average-case performance. PMSI
employs uni ed bus architecture and provides relative high-performance gains compared
to other approaches such as shared data-aware scheduling and private cache bypassing
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Figure 4.4: Per-request worst-case latency.

through deploying cache coherence modi cations and accessing the shared data. However,
its WCL is quadratic in the number of cores in the system. PMSI* follows a systematic
approach that achieves the same static WCL as bypassing the shared cache and provides a
tighter WCL bound compared to PMSI. However, both of these techniques rely on many
coherency modi cations and expose performance loss compared to other approaches. On
the other hand, PISCOT decouples the request and response bus and leverages the split-
transaction interconnect to achieve a tighter WCL compared to PMSI and considerable
performance gains.

Request bus latency is con gured to 4 cycleddeq = 4). The response bus latency in
PISCOT is comparable to the TDM slot size in PMSI as well as PMSI* and we set them to
50 cycles in our evaluation similar to [49]. However, fdRTA, the latency of all resources is
con gurable. Throughout this section, unless otherwise speci ed, we con guie@TA with
tresp = 10, 8 banks that consumégank = 40 to process requests and parametég; = 1.
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Similar to existing works [57, 39, 49], we assume that accesses that hit in the L1 cache
take a single clock cycle and LLC is a perfect cache to avoid extra delay from accessing
the o -chip memory subsystem.

We craft three sets of synthetic benchmarksSynth 1 , Synth 2 , Synth 3 ) with
di erent characteristics. All contain mixed read and write requests to the LLC and we
engineered the requests’ addresses such that all requests miss in the L1 cache; hence, stress
on the bus and the shared cache banks will be maximized. There is no data-sharing among
the cores inSynth 1 while Synth 2 and Synth 3 exhibit 10% and 20% data-sharing
respectively. In all benchmarks, the foreground core represents a high load core that
bursts requests to bus/LLC, and the background cores are accessing the shared bus/LLC
less frequently. Interleaving across the banks is handled using address bits themselves such
that a core could access all banks as much as possible. In detail, we use Bit(Bits zero
to 5 are for the cache line o set) towards the MSB in the address bits of the request to
determine which LLC bank it needs to be processed in.

4.5.1 Per-Request Worst-Case Latency

Figure 4.4 shows the static WCL bounds for requests generated by the cores and misses
in L1 caches (see Section 4.3) frolREQ:RESP:BANKtype which represents the largest
static WCL among three types. We compare PMSI, PMSI*, PISCOT and PISCOT-C2C
(with core to core transfers), and the propose@®TA mechanism with di erent values of
parameter k... From this experiment, we can make the following observations: 1) PMSI
shows a signi cantly higher latency bound compared to the other approaches, and the
latency bound increases quadratically with scaling the number of cores. The signi cant
added latency is due to the coherence interference on the shared data. PMSI* on the other
hand presents tight static WCL bound but at the cost of performance degradation [49, 56];
2) PISCOT shows looser bound compared to both PISCOT-C2C but similar tBTA since
core to core transfers enable the arbiters to bypass the LLC when an owner core must
respond to other cores; 3RTA with K = 1 shows up to 118 looser bound compared to
PISCOT-C2C but signi cantly tighter bound compared to PMSI. Notice that this extra
amount in latency bound is due to the scheduling decisions that are made RTA which
allow one non-oldest request to process in LLC banks. This gives the system a signi cant
advantage in terms of average performance as we will show in the next sections. It is
worthwhile to stress the existing trade-o betweenRTA with di erent values of Kk and
PISCOT-C2C. RTA with K = 0 represents a con guration in which no non-oldest request
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Figure 4.5: Sensitivity test forRTA against PISCOT-C2C.

is allowed to process in the shared banks. This improves the WCL bound such that it
becomes tighter and very similar to PISCOT-C2C. HoweveDUEPCOdoes not work with
this con guration of RTA (ke = 0) since the checker module is forced to select tHeTA

if there is any non-oldest request needing to be serviced on the request bus.

4.5.2 Sensitivity Test

The underlying architecture proposed in Section 4.1 is fully con gurable to resemble the
conventional high-performance bus/LLC designs. In this section, we conduct a sensitivity
test on the RTA to justify the most e cient (and the worst) design that is aligned with
commercial architectures and compare it against PISCOT-C2C. We con gured a quad-core
system with treq = 4 and then gradually varied tgank and tresp latencies. In order to
run a fair comparison, the parameters are determined such thaétesp + tgank = 50, the
response bus latency for PISCOT-C2C. Assuming = tresp : tgank represents a con-
guration of RTA in which the latency of shared banks in LLC idgank and the latency

of response bus equalkesp , Figure 4.5 shows the execution time of the foreground core
running each of the three synthetic benchmarks. As discusseRTA increases the paral-
lelism through bankized LLC. Therefore, as we increasgank in LLC and coincidentally
decreaseRresp , We observe that the system performance improves by nishing the task
under analysis faster. In other words, by reducing the response bus latency, a signi cant
amount of arbitration stress will be transferred to the banks rather than the response
bus; hence, the system's overall performance increases by allowing more transactions to be
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(a) Observed request latency(b) Observed request latency un-(c) Observed request latency
under RTA der HPA. under DUEPCO

Figure 4.6: Observed latencies under di erent arbitration schemes.

serviced simultaneously. In detail, the core under analysis RTA, ; running Synth 1
outperforms PISCOT-C2C by 458 in terms of overall throughput of the system. Note
that in 5 where there is no parallelism IrRTA, we observe a negligible performance loss
compared to PISCOT-C2c (maximum 1% in overall throughput) since response bus arbiter
in PISCOT-C2C is FCFS whileRTA employs a fair round-robin mechanism through GRR.
Notice that 5 conceptually represents a con guration similar to PISCOT-C2C with only
one bank but allowing multiple requests of the same requestor. Therefore, as it is clear
from the gure, relaxing PISCOT-C2C to issue multiple outstanding requests with one
bank (similar to taus) does not deliver any performance gain.

Going forward, we chose; as it resembles the con guration with a higher level of
parallelism resembling a more realistic architecture.

4.5.3 Observed Request Latency

Figures 4.6a, 4.6b, and 4.6¢c delineate the observed latency su ered by oldest miss re-
guests fromREQ:BANK:RESPtype generated by a quad-core system und®&TA, HPA, and
DUEPCQO We show request latencies greater than 80 cycles for better visibility and run
the experiment with Synth 3 benchmark (other benchmarks/request types show similar
behavior). The RTA latency bound for this setup is 476 cycles based on the derived WCL
analysis in Section 4.3 which is shown as a red bar in the gures. HPA, we observe large
latency spikes throughout the execution up to 3420 cycles sinedA favors requests from
the cores that generate the highest number of requests, are faster, and target the banks
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that are idle which can starve (theoretically) or delay for a long time (practically) requests
targeting busy banks. Figure 4.6a shows thaRTA respects the latency bound for all re-
quests from every core and the latencies are always below the WCL bound. However, there
is a gap between the latencies and the static WCL bound since static analysis conducted
in Section 4.3 must assume that the oldest requests of all cores access the same bank at
the same time in addition to the non-oldest requests, which is unlikely in practice. Finally,

in DUEPCQ we used the static WCL bound as the deadline for each oldest request. Fig-
ure 4.6¢ shows thaDUEPCOstretches the latency of requests towards the latency bound
and allows the system to continue selecting thelPA as long as possible.

4.5.4 Average Performance: Throughput

To measure the average performance ®@UEPCQ we use the total throughput of the
system. As before, we associate the static WCL bound as the deadline to the oldest
requests iNDUEPCO Figure 4.7a shows the geometric mean of throughput across all cores
for RTA HPA and DUEPCOnormalized to the overall throughput of PISCOT-C2C. The
gure represents the results for four di erent setups: 1) a quad-core system runnir&ynth

1; 2) a quad-core system runningynth 3 ; 3) an octa-core system runningynth 1 ; 4)

an octa-core system runningynth 1 . We make the following observations: 1RTA, HPA,
and DUEPCOoutperform the single-bank architecture approach deployed in PISCOT-C2C
signi cantly, by up to 6:4 ; 2) DUEPCOshows very small slowdown compared tdPA in
synth 1 andsynth 3 - 4 core (at most 2%); 3) in an octa-core system andynth

3 benchmark, we observe a slowdown of 11%. Following the discussion in Section 4.4, since
DUEPCOemploysRTA with ke = 1, it has to exclude the invalid states from theHPA

by switching to RTARecall that Synth 3 benchmark expose 20% data-sharing among the
cores, and this leads to the case that multiple cores compete to access the same cache
line in a particular bank. Therefore, DUEPCOselects theRTA regardless of the WCLator
estimation according to the checker logic. However, by increasing the number of allowed
requests to the same cache lin&kd;), we expect that DUEPCOselects theHPA more
often. As shown in Figure 4.7b DUEPCOthat employs RTA with kg = 3 exhibits only

1% slowdown compared t¢1PA. Notice that relaxing the parameterk.e; forces us to use a
higher value for the static WCL bound for each oldest request as shown in Figure 4.4. Itis
also worth noting that RTA with Kk = 0 is a similar case to PISCOT-C2C with multiple
bank support but with only one request per requestor. As it is clear from the gure, the
performance gain is still lower that the RTA with ke =1 and DUEPCO
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(a) (b)
Figure 4.7: Total throughput of the system.

4.6 Summary

Employing shared memory in multi-core platforms improves programmer productivity and
degrades the obstacle to using such platforms in real-time systems. Hardware cache coher-
ence can accommodate such shared memory and extend the advantages of on-chip caching
to all system memory. However, extending hardware cache coherence throughout tradi-
tional schemes such as coherency protocol modi cations to provide predictability hurts the
performance of the system. In this work, we demonstrate that by employing the COTS
interconnect architecture along with proposing to bankize the on-chip cachBUEPCOis
able to pair a clever global arbitration mechanism witlDuetto to signi cantly improve the
performance of the system while providing predictability. Notice that while we propose
DUEPCOwith simple buses, potentially the same arbitration scheme could be added to
other bus architectures such as AXI in ARM platforms. However, the fundamental con-
straint to consider is that the arbiter must have exclusive visibility into the queues of each
requestor.
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Chapter 5

DuoMC : Applying Duetto to DRAM
with Shared Banks

In this chapter and inspired by the Duetto reference model introduced in Chapter 3, we
propose DuoMC a MC to manage accesses to DRAM in multi-core real-time systems.
DRAM main memory is one of the most complex shared resources in multi-core architec-
tures [26, 47, , /4] and it is one of the critical bottlenecks both from latency as well
as performance [67, 80, 36] perspectives. Unlike most existing real-time MOsoMC en-
ables the utilization of both private and shared DRAM banks among cores to facilitate
communication among tasks. In summary, we make the following contributions in this
chapter.

1. DuoMCadopts the Duetto reference model, such that it can be modularly integrated
into existing COTS MCs with minimal hardware modi cations in the HPA and with-
out requiring detailed information on the internal behavior of the already imple-
mented HPA in the COTS platform. Unlike the simpli ed abstract SRAM resource
in Chapter 3, DRAM is signi cantly more complex where a request requires multiple
commands to be serviced, the data transmission for one request can happen concur-
rently with commands of other requests, and there are several timing constraints that
must be tracked by the controller [L06]. As a resultbuoMC extends and general-
izes the conceptual model introduced in Chapter 3 to be applicable to more realistic
shared resources existing in modern COTS SoCs. This generalization is discussed in
detail in Section 5.1. Speci cally, we show how to distinguish between completion
(end of service) and nish (end of latency) time of a request (Section 5.1).
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2. We propose a novel real-time MC scheduleRTA (Section 5.2) in which real-time
guarantees are achieved by monitoring the latencies incurred by DRAM requests in
the system and switching from a COTSHPA to RTA only in the rare cases when
these guarantees are at the risk of being violated.

3. Unlike most of the existing predictable MCs [22, 23, 33, 74, 8QuoMC allows for
communication among running tasks by declaring certain banks as shared to all
requestors. Which banks are shared or private is con gurable since it depends on
the running set of tasks (Section 5.4.2). This is one of the key contributions of this
chapter since most industrial embedded domains such as automotive and avionics [35]
require communication among di erent tasks/processing components through shared
data [17].

4. We conduct a detailed timing analysis oDuoMC which provides guaranteed bounds
on the WCL su ered by any request to the DRAM (Section 5.4).

5. We provide a detailed evaluation oDuoMC by implementing it in MacSim [60], a
multi-core full-system, cycle-accurate simulator. Our results show th@uoMCsu ers
only 8% performance degradation across EEMBC 1.1 auto benchmark suite [91]
and IsolBench [110] benchmarks compared to a high-performance memory controller
(Section 5.7) while providing comparable WCL to state-of-the-art predictable MCs.

5.1 DuoMC: The Proposed Solution

In this section, we discuss how to apply théuetto reference model to the DRAM
resource to createDuoMC Here we focus on adaptations and changes to the reference
model, while Section 5.5 discusses some of the lower-level details that are speci c to the

5.1.1 Task WCET Estimation

Since the task can have di erent request types to the resource (e.g., reads vs. writes and
misses vs. hits), a tighter bound on its cumulative DRAM access latency can be obtained by
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employing di erent latency bounds for each type of request [116, 44]. Note that because we

are interested in the worst-case latency for the task and miss requests have higher latency
than hit requests, we have to classify as a miss every request that cannot be proven to

access an open row. Speci cally, we distinguish among four types of requests, where we
useT (r;; ) to denote the type of a request;; :

PN

RMP : Read miss requests to a private bank.

RHP : Read hit requests to a private bank. Note that a private read request can be
guaranteed to be a hit when analyzing a task only if under all possible program paths
and initial hardware conditions, such a read will be issued after another read request
to the same bank and row, and there is no possibility of closing the row before the
request is serviced [12].

WMP . Write requests to a private bank. Note that we are mainly interested in
analyzing cores where memory requests are generated by last-level cache misses.
Therefore, we consider the worst-case where writes are row misses: each write is
generated by a cache replacement and write-back, and determining the precise order
of replacements as to prove that the access is a hit is typically too di cult.

MSq: Request to a shared bank, wherg is the number of requestors that can
access the bank targeted by the request. Since we cannot make any assumption on
the interleaving of requests by di erent requestors, in general, we cannot guarantee
that such request is a hit; hence, we must consider it a miss.

5.1.2 DuoMC Model

Figure 5.1 shows the conceptual architecture dbuoMC Compared to Duetto we re-
name the RTA and HPA as the Real-Time command SchedulerRTScH and the High-
Performance command ScheduleHPScl), respectively, as they are used to schedule DRAM
commands (discussed in Chapter 2). Following thHeuetto reference modelDuoMCrequires
minimal modi cations and knowledge about thisHPSch The latency guarantees provided
by DuoMGC as well as the analysis detailed in Section 5.4, are completely independent of the
internal behavior of the HPSch In our implementation, the HPSchemploys a FR-FCFS
policy, as discussed in Chapter 2. It is crucial to point out that having two command
schedulers does not pose additional challenges from an electrical/implementation point of
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Figure 5.1. Conceptual architecture oDuoMCincluding four main components.

view, since both schedulers share a single physical DRAM interface (PHY). COTS MCs
need to keep track of the DRAM state to satisfy the correct operation according to the

JEDEC standard. This includes the value of counters representing the remaining time
until each timing constraint elapses, the command that is issued, and the states of banks
(i.e., which row is open if any). This is maintained by the STracker in Figure 5.1.

To address added complexities in managing DRAMDuoMCfurther modi es the Duetto
execution model. Speci cally, in DRAM, the controller can issue £AS command to a
bank before it nishes processing the previous request; something that was not possible in
the previous examples of Chapter 3 and 4. Because of this reason, we modify the execution
model such that the nish time and completion time are di erentiated. Intuitively, the
completion time of a request marks the cycle at which the request has been fully processed
by the controller by issuing its relevant commands; while the nish time of the request, as
de ned in Chapter 3, represents the time at which data is returned to the requestor (for a
read). Note that this is di erent compared to the simple resource discussed in Chapter 3
model, where completion and nish time coincide. Hence, every requasf completes at
the controller before it nishes atP;; in details, following the timing constraints, we have
th, =t + tr + tgus 1 for a read request, andj; = t& + tw. + tgus 1 for a write,
Note that the order in which requests complete is the same as the order in which requests
nish. The queueing and processing latency of a request are still de ned based on arrival
and nish times as in Chapter 3, because the stall time for a core depends on when the
data is returned. However, the de nition of outstanding request, oldest request, and the
way the static WCL bound is computed must be updated to be based on the completion,
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Figure 5.2: Processing latency shown in blue. Red bar represents the request being oldest.
Assume that all previous requests;x with k <j nish before tf, .

rather than nish time, because the controller has no control over the timing of the request
once it completes. For the same reason, we assume that a request is put into the request
queue once it arrivestf; ) and removed from the queue once it completes;().

De nition 7 (Completion Time). The completion timet; of ri; is the clock cycle after
the CAS for r;; is issued.

De nition 8  (Outstanding and Oldest Request) We say that a request;; is outstanding
in the interval [tf ;t7 ) between its arrival and completion timer;; is oldestat time t if
it is outstanding, and there is no other outstanding reques, of P; with k <j (i.e., with
earlier arrival time).

De nition 9  (Static WCL Bound [75]). For every requestorP; and request type, we use
i(T(rij)) to denote an upper bound to the processing latencyrgf, assuming any pos-

sible state of theRTSch request queues and DRAM timing constraint counters at time

max(tﬁp,ecj ;% ), and that the RTSchis always selected from that cycle onward.

A clarifying example, similar to the one in Figure 3.3, is provided in Figure 5.2, where
preG.1 = j and preGg., = preGg.z = ] +1. Note that since r;j ., nishes beforer;; .1,
its processing latency is zero. Given thatiyec; is the request that nishes/completes
last among those that arrive earlier tharr;; , it follows that if ri; nishes/completes after
liprec;» then it must become oldest at time ma><t(,'fIorecj ;tﬁ‘j ), and remain oldest until it
completes attf; ; otherwise, rij never becomes oldest and has zero processing latency.
Note that in the example in Figure 3.3, request;; ., with zero processing latency is never
oldest. Also note that since there is no outstanding request &f in [tf; ; tf ., ), no request
of P; is oldest in that interval. Finally, the sameDuetto guarantee on request deadlines as
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in Theorem 4 applies; speci cally, the same reasoning as in the proof of Theorem 4 holds,
except that we consider interval [maxt(ﬁprecj 0 );t{;j) when the request is oldest rather
than [max(tif;precj 1) dy ).

A second change is relative to the behavior of the WCLator. In Chapter 3, we assumed
that the WCLator considers all legal commands that can be issued by thdPA in the
current cycle. In Figure 5.1, the WCLator receives as input every clock cycle a set of
possible commandd/ provided by the HPSch The key idea is that if the WCLator can
access some information about the electétPSchs commands, thenV can be constrained,
leading to better on-line estimation. Section 5.5 has an extended discussion about these
adaptations.

A nal note is related to the refresh operations. As discussed in Chapter 2, refresh
delays are normally accounted for at the task level. Hence, our proposed design resets the
DTracker slack counter to the deadline once a refresh operation nishes. This guarantees
that the processing latency of any request una ected by refresh (i.e., refresh has not hap-
pened in the lifespan of the request) is bounded by the per-request deadlDgT (ri; )) as
discussed above; while any request a ected by a refresh (i.e., refresh has happened in the
lifespan of the request) su ers an additional latency equal to the refresh overhead plus the
deadline.

5.2 Real-time Scheduler ( RTSch)

To support the describedDuoMCframework, we present a noveRTSchdesign. Compared

to previous predictable MCs, we design th&TSchto provide tight bounds not only on

the static WCL, but also on the on-line estimation for accesses to private banks and also
shared banks. Speci cally, we employ a dynamic command scheduler, where the three
types of commands required to satisfy request® RE, ACT, and CAS, are scheduled by
three distinct command arbiters. In order to improve the average-case performan&d,Sch
employs an open-page policy for the command generation. Since our goal is to guarantee
the latency of oldest requests, each command arbiter favors commands of oldest requests
over non-oldest ones; however, to avoid limiting parallelism, the command arbiter can still
issue a command of a non-oldest request if there is no oldest request with an intra-ready
command of that type (commands that are not intra-ready cannot be issued and thus
are not considered by the corresponding arbiter). The priority among requestors follows
a predictable RR scheme in the MC, so that each oldest request of a requestor can be
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delayed by no more than one oldest request for each other requestor. To limit the delay
incurred when switching the data bus direction, we employ a bundling scheme similar to
the one rst proposed in [22]; theCAS arbiter groupsRD and WR commands, and issues
them in rounds of the corresponding direction: read or write round (both referred as CAS
round). Formally, the following rules capture the behavior of thdRTSchin order to achieve
the aforementioned goals (compared to thelPSchwhere there is no such rules; hence, no
guarantees). Note that for simplicity, we present the rules and prove the latency bounds in
Section 5.4 for a non-pipelined version of the controller. As we will discuss in Section 5.5,
if the controller uses multiple pipeline stages, the computed latency must be amended to
include an additional pipeline latency term equal to the number of stages - 1.

5.2.1 Rule 1: Round Robin Arbitration

The RTSchmaintains a RR order of requestors. A requestor is removed from the RR
queue after the oldest request of that requestor completes (i.e., after tlAS of its oldest
request is issued), and it is inserted at the back of the queue either immediately, if it has
at least one other outstanding request, or when its next request arrives. At any tiniewe
usehp; to denote the set of requestors that have higher priority tharP; at t, that is, are
ahead ofP; in the RR queue. Notice that the RR order among requestors is maintained
entirely inside the MC.

5.2.2 Rule 2: Bus Conict Handling

When multiple commands of di erent types can be issued at the same time by the command
arbiters, a bus con ict occurs among these commands and the priority is as followWBAS >
ACT > PRE . We pick this priority order since it matches the delay caused by each type
of command (i.e.,CAS commands cause the largest delay and are thus most critical).

5.2.3 Rule 3: Shared Bank Blocking

All commands of oldest request;; of P; targeting a shared bankh are blocked and
cannot be issued if there exists a requestét, 2 hp, whose oldest request targeth ; the

same applies if;; is non-oldest, except that in this cas®, can be any requestor (including
P; itself). This rule is required to ensure that the highest priority oldest request targeting
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b does not su er intra-bank interference from other, lower priority requests targeting the
same bank. In essence, given that no parallelism is possible among requests targeting the
same bank, we force them to be serviced in strict RR order.

5.2.4 Rule 4. PRE and ACT Arbiters Operation

The PRE command arbiter arbitrates among non-blocked intra-ready? RE commands
based on a two-level scheme: at the rst level, it favor® RE commands of oldest requests
over non-oldest requests. At second level, it employs the RR order of requestors. NE&T
command arbiter uses the same logic applied ® T commands.

5.2.5 Rule 5: CAS Self-Blocking

To limit the length of each round, the CAS command arbiter keeps a service ag for each
requestor. The service ag is set if &€ AS of the oldest request of that requestor is sent,
and reset when the round ends. If a service ag is se€f,AS commands of requests of that
requestor are considered blocked for the round. This ensures that no more than one oldest
request per requestor can be issued in a round.

5.2.6 Rule 6: CAS Round Starting and Ending

A round endstccp clock cycles after issuing & AS, if there is no oldest request of the
corresponding direction that is both intra-ready and unblocked. When a round ends, a new
round starts immediately if there is any oldest intra-ready request; if any such request has
the opposite direction of the old round, the new round has the opposite direction of the old
one (this ensures that if there are both read and write oldest requests, th€AS commands
are serviced in alternating rounds); otherwise, the new round has the same direction. If
instead there is no oldest intra-ready request, then the next round starts either when an
oldest request becomes intra-ready, or when tH@AS of a non-oldest request is issued; the
round direction equals the direction of the request.

75



5.2.7 Rule 7. CAS Arbiter Operation Inside a Round

Within a round, the CAS command arbiter arbitrates in RR order among non-blocked
intra-ready CAS of the corresponding direction belonging to oldest requests; unless there is
no intra-ready CAS at all (either of the same or opposite direction) among oldest requests,
in which case the arbiter selects in RR order among intra-read@ AS belonging to non-
oldest requests. Note that based on Rules 6 and 7, ifCAS of a non-oldest request is sent,
then the previous round must have ended so it must be the beginning of a new round.

5.2.8 Rule 8: Always Starting with a Read Round

Finally, note that if WCLator selects a command di erent than the one selected by the
RTSch it indicates that the WCLator is choosingHPSchin this cycle. In this case, we reset
the state of theRTSchs CAS command arbiter to a read round with service ags cleared
in order to favor open reads (for the possible switch t®TSchin the future): note that
typically, the number of read requests generated by a task is signi cantly higher than the
number of writes [37], and the write requests to DRAMSs in modern architectures are due to
last-level cache evictions, and hence, they do not stall the pipeline [44, ]. TRE and
ACT arbiters are not a ected since they do not have any state other than the RR order,
which is not modi ed until the CAS of an oldest request is issued (request completes).

5.3 lllustrative Example for RTSch Rules

To illustrate the behavior of the RTSch we next present two examples: Figure 5.3 focuses
onthePRE and ACT arbiters according to Rules 1-4, while Figure 5.4 focuses on tGAS
arbiter according to Rules 1, 5-7. The example in Figure 5.3 depicts 4 read miss requests:
ry1,r31,32 target private banks, r,., targets shared bankd;; and 2 read hit requestsir,.;
andr4., both targeting b;. Requests targeting the shared banks, are highlighted in pink.
We assume that there was no request beforg At tg, r,.1 arrives from requestorP,. Hence,
P, is pushed to the RR queueRule 1, requestor inserted). Since,.; is a read hit and

is intra-ready, its CAS is issued atty and since it is oldest,P, is removed from the RR
queue Rule 1, requestor removed). Att,, r,., arrives from the same requestoP, and P,

is again pushed to the RR queue. However, it is not intra-ready yet due to theéAS to

P RE timing constraint; hence, bankb; is busy andr,., must wait until its PRE becomes
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Figure 5.3: lllustrative example describing Rules 1-4 foACT/P RE arbitration. Curly
down arrows represent the time commands of a miss request become intra-ready.

intra-ready. Next, rs; arrives at tp, P3 is pushed to the back of the RR queue and will
remain there until its correspondingCAS is issued. TheP RE of rg; is issued att,. At t3
an oldest, intra-ready read hit request fromP, targeting bank bs arrives andP, is pushed
to the back of the RR queue. However, it will not be issued since there exists an oldest
request that is not intra-ready (r,.») of a higher-priority requestor targetingb; (Rule 3).
At t, two requests arrive:r.; which is an oldest read miss froniP; (to its private bank)
and rs., which is a non-oldest read miss fronP; (also to its private bank). P; already
exists in the RR queue, whileP; is pushed to the back of the queue at this point. At the
same time,PRE of ro, and ACT of rz; become intra-ready. Although both requests are
oldest andP, has higher priority than P3, the ACT of r3; is issued Rule 2) rst, while
the PRE of r,., is issued atts sinceP, has higher priority compared toP; (Rule 4, second
level). PRE of ry; is issued attg and PRE of r3.; is then issued att; sincer;.; is the
oldest request ofP; while rs.; is a non-oldest requestRule 4, rst level). Notice that r4.q
will be serviced after higher priorityr,., is nished. Also note that we do not show the
correspondingCAS commands of these requests, as we detail tliAS arbiter behavior
in the next example.

Figure 5.4 shows the example of 8 requests to private banks;, is a read miss,rq.;
andrg.; are write hits, while the remaining requests are read hits. We assume that; has
already arrived, but its RD is not intra-ready yet. In the example,ry.; arrives rst; a write
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Figure 5.4: lllustrative example describing Rules 1, 5-7. Curly down arrows represent the
time commands of a miss request become intra-ready.

round then starts and its WR is issued. The round ends$ccp cycles after, since there
are no intra-ready write oldest requestsRule 6, round ends). Note that a new round
does not start immediately, since there are no intra-ready oldest requests (note that,

is intra-ready, but it is not oldest). Once thetyr data bus switching constraint elapses,
RD requests become inter-ready; at this point, no oldest request is intra-ready yet, so the
arbiter issues theRD of non-oldest request,., (Rule 7, non-oldest request) and a read
round starts (Rule 6, round starts with non-oldest request). Note that because,., is
non-oldest, the service ag forP, is not set, nor isP, removed from the RR queueRules

1 and 5). Afterwards, hit requestsrs.;r4.1;rs1; 32 and g, arrive in this order, followed
by the RD of r,.; becoming intra-ready; since the RR order depends on when requests
become oldest, afters.; arrives the order isP, > P3 > P4 > Ps. tccp cycles after issuing
the RD of r,.,, another RD can be issued; since,.; is not intra-ready yet, r4.; is serviced
instead, thenr,.,, and nally rs; (Rule 7, RR order). Note that r3; cannot be serviced
in the read round since it is a write request, ands., cannot be serviced because it is
not-oldest and there are intra-ready oldest request®k(le 7, arbitration is between oldest
requests of the corresponding direction). Onag.; completes,P, is enqueued at the back
of the RR queue, and its service ag is setRule 5); hence,r,., is self-blocked and cannot
be serviced in the rst read round either, even if it is the oldest request d?, after ry;
completes Rule 7, arbitration is between non-blocked requests). Once the read round
ends, a write round starts since there is an intra-ready oldest write requess; (Rule 6,
round starts with oldest request), which is then serviced. This caus®s to be enqueued
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Table 5.1: Symbols used in latency analysis.

| Symbols | Description
P; Corei
b Bank k
hp; Set of higher priority requestors thanP;
S The set of requestors imp, whose oldest request also targets plus P,
kPRE Number of PRE commands that can be issued ahead of,
KACT number of ACT commands that can be issued ahead of,
KCAS Number of interfering requests
LPRE Maximum latency of PRE from the time it becomes intra-ready until it is issued
LACT Maximum latency of ACT from the time it becomes intra-ready until it is issued
LRP Maximum latency of RD from the time it becomes intra-ready until it is issued
LRS The latency bound ofRD becomes intra-ready in read round
LR The latency bound ofRD becomes intra-ready in write round
chter The number of cycles until aRD can be issued
chtra The number of cycles until aRD becomes intra-ready
clhtra The number of cycles until aW R becomes intra-ready
ntra The number of cycles until aP RE becomes intra-ready
chira The number of cycles until aACT becomes intra-ready
i((RMP) The static latency bounds for a read miss request targeting a private bank
i(RHP) The static latency bounds for a read hit request targeting a private bank
i((MSq) The static latency bound for a miss request targeting a shared bank
thrivate The worst-case latency from processing latency ®RE becoming intra-ready

at the back of the RR queue; hence, in the nal read round,,., is serviced befores.,.

5.4 Latency Analysis

In this section, we detail the latency analysis. We rst derive the static WCL bounds
for read requests to private banks in Section 5.4.1, and to shared banks in Section 5.4.2;
we focus on discussing key novel results. Then, we show how the static analysis can be
modi ed to obtain the on-line WCLator estimation for the remaining processing latency

in Section 5.4.3. Table 5.1 summarizes the symbols used in the latency analysis.
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Figure 5.5: Request latency decomposition for read requests.

5.4.1 Static WCL Analysis: Private Banks

We begin by computing the static latency bounds ;(RMP) for a read miss request;;

of P; targeting private bank b, which in the worst-case requires issuing RRE, ACT
and CAS commands; the read hit case j(RHP ), comprising aCAS command only, is
presented at the end of this subsection. We assume thaj nishes/completes afterri;precj ,
otherwise its processing time would be zero; and based on De nition 9, we recall that the
static bound is computed assuming that theRTSchis always selected starting at the time

max(tiyec, ; tfj ) at which rij becomes oldest.

To derive {(RMP), we consider two cases, based on the status of the service ag for
P; when the CAS command ofr;; becomes intra-ready: theself-blockingcase, which we
denote with a SB subscript, corresponds to the service ag being set, while theon-self-
blocking case NSB) corresponds to the service ag being reset. We thus obtain:

i(RMP) = max( S§°; R¥E)Y: (5.1)

Note that because of Rule 1, we can remove the requestor indefrom ENP and
RMP since ourRTSchdesign employs a fair RR arbitration and the latency bound is
the same for all requestors. Without Rule 1, every request would have di erent latency
bounds.

We rst analyze the more complex non-self-blocking case. We decompose the latency
RMP into multiple terms, corresponding to its di erent commands and intra-bank con-
straints, as shown in Figure 5.5:

1. thivale is the worst-case latency from the start of the processing latency maaég(ecj )
to PRE becoming intra-ready;
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2. LPRE is the maximum latency ofP RE from the time it becomes intra-ready until it
is issued; (3)tgrp is the PRE-to-ACT timing constraint;

3. LACT is the maximum latency ofACT from the time it becomes intra-ready until it
IS issued;

4. trcp Is the ACT -to-CAS timing constraint;

5. LRP is the maximum latency ofRD from the time it becomes intra-ready until it is
iIssued,

6. nally tg. + tgys is the time required to complete sending the data. We next show
how to bound the residual latenciesl."RE, LA°T and the CAS latency LRP .

Residual Computation. The residual is computed based on the worst-case intra-
bank constraints that can a ect the PRE of ri; . Note that by de nition of liprec; » ONCE
it completes at ti, . , either ri; becomes oldest (it tiprec;) OF there must be no
outstanding request ofP;. Sinceh is private, in the latter case, neither theRTSchnor the
HPSch(given that it always issues legal commands) can issue any commandotdetween
tﬁprecj and tf; ; and starting at max(tﬁp,ecj ;%) and until ri; completes, theRTSchonly
issues commands af; to b.

Therefore, it su ces to consider intra-bank timing constraints generated by theCAS
of I'iprec; itself, plus constraints generated by commands issued before sUCAS. The

detailed residual computationt:Va© s based on the three cases in Figure 5.6. In details,

Residual
the three cases are: (a) Ifi;precj does not targeth, then in the worst case theHPSch
could have issued almCT command tob at time tﬁprecj 2. This triggers atgas timing

constraint; under the (worst-case) condition thatt?, tf;precj , this results in a residual of

tras  MiN(tre;twe)  teus 1. (b) If ripec; targets b and is a write, then we need to
consider thetygr timing constraint between the end of data for a writeCAS and PRE
to same bank; again under the c:ondition;"}j tif;precj, this results in a residual oftyg.
(c) If liprec; targets b and is a read, then we need to consider thgrp timing constraint
between a readCAS and P RE to same bank; this results in a residual diztp tr. tgus.

Taking the maximum of the three cases yields Equation 5.2.

tEé‘sVi?fSa|=maX(tWR;tRTp tre  teus;tras  MiN(tre;twe) teus 1): (5.2)
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Figure 5.6: Case a, b, and c for the residual calculations for private bank access.

To facilitate the derivation of the on-line bounds in Section 5.4.3, we obtaib®RE and
LACT based on parameter&”RE: kACT representing the state of the arbitration. Speci -
cally, kPRE is the number of requestors irhp; whose oldest request still requires issuing
a PRE, while kAT is the number of such requestors whose oldest request still requires
issuing anACT. We make the following key observation:

Observation 10. While ri; is oldest, the values okPRE and kAT cannot increase as
long as theRTSchis selected.

Observation 10 holds because thRTSchalways favors oldest requests. Hence, if the
oldest request of a requestor ihp; already issued & RE (ACT), it will not require another
P RE (respectively,ACT) until it completes; at which point the requestor will be enqueued
at the back of the RR order and thus will have lower priority thanP;. Note that without
Rule 4, this assumption was not true. Based on Observation 10, once tR&RE of rj;
becomes intra-ready, the number oP RE commands that can be issued ahead of; is
bounded by kPRE; the same holds for the numbek”“T of ACT commands that can be
issued ahead of théACT of r;; .

Computation of LPRE. The worst-case latency pattern folP RE is depicted in Fig-
ure 5.7. Terms “——*2 and " *L in Equation 5.3 represent the command bus con-
tention due to ACT and CAS commands, respectively, which are given higher priority
compared toP RE command by theRTSchaccording to Rule 2. To bound such contention,
we note that successivdCT commands are separated by at leaskrp clock cycles, and
successivé€ AS commands are separated by at leastcp cycles; whileLPRE +1 represents
the maximum interference window wher® RE commands (including the one of;; ) can be

delayed byACT and CAS. Adding the three terms yields the bound in the Equation 5.3.

PRE (| PRE PRE (|PRE
L7RE(kPRE)+1 N LPRE(KPRE)+1

trrD tcep

(5.3)

LPRE (kPRE) - kPRE +
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Figure 5.7: Lpre example.

Computation of LACT. The computation of Lact is more complex thanLpge, Since
there existsACT -to-ACT timing constraints trrp and teaw . The worst-case interference
pattern is shown in Figure 5.8. Note that after theACT of r;; becomes intra-ready, only
ACT of oldest requests accounted for ik”“T can be issued; however, before th&CT
becomes intra-ready, theRTSchcould issueACT of non-oldest requests. Speci cally, in
the worst case shown in the gure, fouACT commands of non-oldest requests are issued
as late as possible before theCT of ri; becomes intra-ready, triggering an initial delay of
teaw 3 trro 1. Once theACT of ri; becomes intra-ready, no more thak”CT other
ACT commands can be issued before it; such commands cause a delay of eitligr each,
or teaw €very 4 commands. Finally, given thatCAS commands are higher priority than
ACT, but they cannot be issued in consecutive cycles, we incorporate the command bus
contention by adding one unit of delay to each triggered timing constraint (including the
initial delay). This yields the bound in Equation 5.4.

LACT (KACT) = tpaw 3 trrp + KT (tgrp +1) +
kACT

4

(traw +1 4 trro  4) (5.4)

Note that in the worst case, the values okPRE and kA°T are bounded by the total
number of other requestordM  1; hence, when computing the static bound R¥E , we
must consider a latencyL"RE(M 1) and LACT (M 1).
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