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Abstract

Blockchains are decentralized ledger technologies that provide secure, transparent, and
tamper-resistant transaction records. Permissioned blockchains restrict participation to
authorized entities and employ Byzantine Fault Tolerance (BFT) protocols for consensus.
As blockchain systems evolve, the need for exchanging data and assets across heterogeneous
networks has grown. To support such functionality, platforms increasingly integrate with
external systems, enabling information flow between decentralized and conventional infras-
tructures. Blockchain oracles serve a key role in this integration by injecting real-world
data—such as asset prices or event outcomes—into smart contracts through structured
oracle data feeds.

Conventional blockchain systems typically employ BFT consensus for oracle data in-
tegration, which introduces substantial latency and computational overhead. Although
consensus protocols offer robust consistency guarantees, they also incur significant com-
putational and communication overhead, thereby constraining system responsiveness and
scalability in blockchain environments. To address these challenges, this thesis investi-
gates weaker coordination protocols as lightweight alternatives that relax strict consistency
requirements while preserving sufficient reliability for practical deployment. This thesis
evaluates the effectiveness of these protocols in enhancing the performance of read-write
operations—a common access pattern in oracle data feed processing—across three distinct
projects. First, this thesis assesses the overhead of consensus in key-value processing by
comparing consensus protocols with shared register protocols. The comparison reveals two
previously overlooked limitations that arise under workload-driven access patterns. Sec-
ond, it introduces a shared register protocol tailored for wide-area networks, which employs
loosely synchronized clocks and asymmetric quorum techniques to reduce coordination la-
tency across heterogeneous client loads. Third, it applies weaker coordination techniques
to oracle data feed processing—a fundamental component of many smart contract appli-
cations. By decoupling data feed processing from BFT consensus using a probabilistic
quorum protocol and a censorship-resistant broadcast primitive, the proposed design im-
proves both throughput and data freshness for on-chain transactions dependent on timely
off-chain inputs.

Collectively, these contributions demonstrate how workload-specific weaker protocols
can enable more efficient distributed systems. By reducing coordination overhead with-
out sacrificing practical correctness, the proposed approaches support the development of
scalable, responsive, and application-aware decentralized infrastructures.
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Chapter 1

Introduction

Blockchain technology, introduced in 2008 with the launch of Bitcoin [123], emerged as the
foundational infrastructure for cryptocurrencies. It enables fund transfers between mu-
tually untrusting parties and facilitates a consistent, shared view of account balances.
By ensuring data integrity, transparency, and a degree of decentralization, blockchain
fosters cooperation among entities without necessitating full trust. Consequently, it is
widely envisioned as a core building block for future financial and commercial infrastruc-
ture. While blockchain’s mainstream recognition emerged through cryptocurrencies, its
underlying foundation—Distributed Ledger Technology (DLT)—has deeper roots. Ear-
lier research in cryptographic hash chains [79, 80, | and Byzantine Fault Tolerance
(BET) [100, 34, 93, 3] laid the theoretical groundwork for secure, decentralized consensus.
Bitcoin popularized these concepts by combining cryptographic primitives and distributed
computing techniques into a trustless, peer-to-peer system that prioritizes user autonomy
and eliminates the need for central control. Alongside this decentralized model, many cen-
tral banks are actively exploring Central Bank Digital Currencies (CBDCs) [62, 59, 129], a
state-backed alternative that employs managed DLT to issue and regulate digital fiat cur-
rencies. CBDCs aim to enhance payment efficiency and offer new tools for implementing
monetary policy, while introducing important considerations around privacy, surveillance,
and the evolving role of commercial banks.

As the conceptual foundations of blockchain matured, research and industry efforts
expanded rapidly to meet growing demand for more scalable, secure, and application-
flexible infrastructures. A surge of work has focused on improving protocol performance
[92, 75, 60, 82, , 17, 37, ] and strengthening security against various attack vec-
tors [92, 52, 83, 73, , , , |. These developments accelerated the emergence of
blockchain-inspired systems that incorporate modularity, programmability, and data man-



agement techniques from modern distributed databases [69, 11, , 70, 15, 57, , ,

, , ]. Such platforms blend the auditability and decentralization guarantees of
blockchain with the performance and usability expected of enterprise data systems. This
architectural evolution has shown particular promise in application domains that benefit
from secure, tamper-resistant, and auditable data exchange. Prominent examples include
the trade of high-value commodities [105, |, agricultural production and supply chain
tracking [120, 137], land and property registration [78], digital identity and credential man-
agement [ 10, 10, 71], health care data protection and interoperability [32, 47, 121], insur-
ance claims and fraud detection [135], and decentralized energy production and peer-to-peer
trading [147, 81, 11]. These applications underscore the broader utility of blockchain-based
systems beyond financial use cases, supporting trustless coordination across diverse sectors
that require transparency, traceability, and resilience.

Building upon these foundational innovations, Ethereum’s [31] emergence extended the
utility of blockchain beyond monetary transactions by introducing smart contracts—self-
executing programs deployed on the blockchain that automatically carry out predefined
instructions when specified conditions are met. Smart contracts enable decentralized ap-
plications (dApps) to operate without centralized intermediaries, facilitating transparent,
verifiable, and trustless interactions across the network. This evolution gave rise to the
broader vision of Web3, a paradigm that reimagines internet infrastructure as decentralized
and user-controlled. Under Web3, dApps run on blockchain platforms or peer-to-peer net-
works, leveraging smart contracts and DLT to deliver services ranging from decentralized
finance to content sharing, all without reliance on centralized authorities.

1.1 Motivation

A major limitation of early blockchain systems [123, 31] that hinders the development
of advanced dApps is their restricted ability to obtain reliable input from external envi-
ronments. These systems were originally designed as closed platforms, where interactions
occur solely among participants within the same blockchain network. As a result, applica-
tions are confined to accessing only on-chain resources, such as the distributed ledger and
execution engine. This architectural isolation significantly limits the expressiveness and
utility of dApps, particularly for domains such as decentralized finance (DeF1i), where ap-
plications replicate and extend traditional financial services—such as lending, borrowing,
and derivatives—without centralized intermediaries. DeFi systems require timely, trust-
worthy access to external information, including asset prices, interest rates, and market
conditions, which are not available through the blockchain alone.



To address these limitations, blockchain oracles [28, , O] have been introduced as
trusted services that supply smart contracts with authenticated external data. Oracles
serve as essential interfaces between the blockchain and its surrounding environment, en-
abling smart contracts to operate on real-time, verifiable information. They retrieve, verify,
and deliver data such as financial prices, weather updates, or sensor readings from off-chain
sources to on-chain applications. By doing so, oracles significantly enhance the function-
ality and automation potential of smart contracts.

In DeFi specifically, oracles are critical for enabling core functionalities, such as ac-
curate pricing, dynamic interest rate adjustments, and the management of liquidation

thresholds [132]. Beyond finance, oracles also play important roles in domains such as
supply chain tracking [95], where they validate product provenance and logistics, and in
insurance [122], where they trigger claim settlements based on predefined external events.

1.1.1 Conventional Approach

Oracles provide a continuous data feed to on-chain smart contracts. To make the lat-
est data records from external feeds accessible to on-chain transactions, the conventional
method involves deploying a proxy smart contract managed by the oracle [104]. This proxy
maintains a key-value store D, which maps data feed identifiers to their most recent data
records. The key-value store D is integrated into the state machine M (also referred to as
the world state), which is consistently synchronized across the blockchain network via the
underlying BFT consensus protocol [34, 3, 93, , ]. This architecture ensures that
smart contracts can reliably access and process up-to-date external data within a secure
and decentralized environment.

Figure 1.1 demonstrates the typical workflow:

1. The oracle retrieves the most recent data record v; for the data feed identified by key
k1. It then issues a transaction tz; that updates the data store entry DIk;] to the
new value vy, where D[k;] denotes the current on-chain value associated with data
feed key ki in D. This transaction tx; is submitted to the blockchain network and
processed through the BFT consensus mechanism.

2. Another client issues a data-dependent transaction (DDT) tzy, which updates M [ko]
to g(Dlk1]), where g denotes an arbitrary computation applied to the value stored

at Dl]k;]. Here, M|[ks] represents an on-chain application state entry associated with
key ]{32 in M.
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Figure 1.1: The conventional approach for processing oracle data feed and DDTs

3. Both tz; and tx, are ordered by the BFT consensus, which forms the same chain
of blocks on each replica. In the example, tx; is included in block B, and tx, is

included in B,, .5, the successor block of B, .

4. Each node then applies each block in the chain sequentially to the local state machine.
In our example, D[k;] is updated to v; after B, ; is applied and M[ky] is updated

to the result of g(vy) after B, 5 is applied.

While BFT consensus protocols provide strong consistency and fault tolerance, they
introduce significant performance bottlenecks when processing high-frequency data feeds

in large geo-distributed networks.

1. In traditional financial applications, data feed update rates can reach up to 1 million
events per second during peak periods [39]. However, conventional BET consensus
protocols typically do not meet required throughput levels. Empirical benchmarks
conducted by Amiri et al. [13] show that widely used BFT systems generally sustain
fewer than 100,000 transactions per second. Consequently, when integrating high-
frequency oracle data (e.g., real-time price feeds or sensor updates), these limitations

become increasingly problematic.



2. Another challenge arises from the fundamental latency-throughput trade-off in BFT
protocol design [13]. To enhance throughput, some modern BFT variants [161, ]
reduce the number of messages per communication round, but this optimization
requires additional rounds of communication among validators to achieve consen-
sus. The increased number of rounds contributes to higher latency and greater data
staleness—an unacceptable trade-off for latency-sensitive applications that demand
real-time data freshness, such as financial systems.

These two challenges create a dilemma for blockchain platforms designed for handling
DeFi applications. Achieving support for high volumes of data updates requires prioritiz-
ing throughput, but doing so often incurs higher latency. The resulting increase in data
staleness undermines the reliability of time-sensitive oracle-driven operations.

1.1.2 Research Question

This thesis argues that the synchronous, deterministic design of BF'T consensus protocols
is ill-suited to the dynamic, high-frequency update patterns characteristic of oracle-driven
applications. Frequent submissions from oracle services can overload the consensus mech-
anism, leading to increased transaction commit latency and impeding the scalability of
smart contract platforms that rely on BFT protocols.

While consensus protocols deliver strong safety and liveness guarantees, they do so at
the cost of increased complexity, latency, and resource consumption [13, 12, 51]. These pro-
tocols offer a general-purpose, flexible interface that supports a wide range of transactional
and coordination workloads, while enforcing strong consistency models such as lineariz-
ability, ensuring all participants observe a globally agreed-upon order of operations.

In contrast, weaker coordination mechanisms, such as shared registers, provide a more
lightweight and efficient alternative, often achieving higher throughput and lower latency
under benign conditions [30]. However, these protocols typically expose limited inter-
faces—such as get and put—restricting their applicability to specialized scenarios. More-
over, weaker protocols may relax consistency guarantees to improve performance; for ex-
ample, probabilistic quorum systems (PQS) can introduce inconsistencies and may return
stale or outdated data to clients, particularly under certain failure conditions.

These trade-offs motivate a central research question: Can a more efficient blockchain
be architected by selectively leveraging workload-specific, weaker coordination primitives,
while achieving a favorable trade-off among consistency, fault tolerance, and performance?



1.2 Contributions

This thesis investigates how workload-specific weaker coordination protocols can enhance
blockchain performance. The main contributions of this thesis are summarized as follows:

Comparison Between Consensus and Shared Register:

The study begins by analyzing the performance overhead of consensus protocols in key-
value (KV) processing and contrasting them with shared register protocols. It identifies
two commonly overlooked limitations of consensus mechanisms: coarse-grained processing,
which serializes unrelated operations, and the immediate side effects of write operations,
which propagate state changes across the network. These inefficiencies lead to shared
register protocols achieving half the latency and up to 25x the throughput of consensus
protocols, particularly under high client loads. This analysis offers deeper insight into
how workload-agnostic consensus protocols can hinder system performance when applied
to workload-specific access patterns.

Enhancing Shared Registers for WAN Environments:

Subsequently, the thesis introduces a more efficient shared register protocol tailored for
wide-area network (WAN) environments. Leveraging loosely synchronized clocks and asym-
metric quorum techniques, the proposed design reduces communication overhead and im-
proves performance across varied client-load scenarios. Specifically, the work presents an
optimization that exploits bounded clock offsets to eliminate a coordination round in write
operations by waiting through a calculated uncertainty period. This optimization is im-
plemented in WABD, a protocol that enhances the classic Attiya-Bar-Noy-Dolev (ABD)
algorithm [18] by integrating local read techniques inspired by prior research. Through
adaptive mode switching, WABD exhibits latency comparable to ABD under low client
workloads, while achieving throughput up to 1.6 times higher than ABD under heavy
workloads, thereby balancing system efficiency and robustness.

Efficient Oracle Data Processing for Blockchain:

Finally, this thesis extends the application of weaker protocols to the domain of oracle data
feed processing. To allow on-chain transactions to access timely and up-to-date data from
external oracles, the thesis introduces Dolphin, a novel blockchain system that decouples
oracle data handling from the chained BFT consensus (¢cBFT) layer. A key feature of Dol-
phin is its censorship resilience: the ability to ensure that valid data records from oracle
sources are not indefinitely suppressed or ignored by adversarial nodes. To achieve this,
Dolphin combines a probabilistic quorum protocol with a censorship-resistant broadcast
mechanism, significantly improving both the throughput and freshness of on-chain trans-
actions that rely on external data feeds. Compared to the state-of-the-art cBF'T protocol,



Dolphin attains up to twice the throughput of existing protocols, simultaneously reducing
data staleness by 40% during the processing of transactions dependent on data feeds.

1.3 Thesis Organization

The remainder of this thesis is organized as follows: Chapter 2 provides background on con-
sensus protocols, quorum systems, and blockchain technology. Chapter 3 reviews related
work pertinent to this thesis. Chapter 4 compares consensus and shared register proto-
cols, analyzing their respective strengths and weaknesses in managing key-value workloads.
Chapter 5 introduces WABD, an efficient and adaptive shared register protocol designed to
handle KV workloads in wide-area network environments. Chapter 6 details the design of
Dolphin, a system for efficient oracle data feed processing within chained BFT protocols.
Finally, Chapter 7 presents the conclusion and outlines directions for future research.



Chapter 2

Background

This chapter introduces foundational concepts essential to this thesis, including consen-
sus protocols, state machine replication, shared objects, quorum systems, and blockchain
technology. These concepts form the theoretical basis for understanding how distributed
systems achieve agreement, preserve consistency, tolerate faults, and maintain reliability
in decentralized settings.

2.1 System Model

A distributed system comprises a set of computing nodes, each representing a distinct
process or server, communicating via message exchanges over communication channels,
which may be reliable or unreliable. The system model relies on assumptions about mes-
sage delivery times and process execution speeds, classifying the system as synchronous,
partially synchronous, or asynchronous. In synchronous systems, upper bounds on
message delays, denoted A, and process speed variations are known. Asynchronous sys-
tems, in contrast, assume no such bounds. The partially synchronous model represents an
intermediate case, where such bounds exist but are either unknown or hold only after an
unknown global stabilization time (GST).

2.2 Failure Model

In distributed systems, failures affect both communication channels and computing nodes,
impacting consistency, coordination, and fault tolerance.



2.2.1 Channel Reliability

A communication channel enables message exchange between distributed processes. How-
ever, network conditions, protocol limitations, and system failures can introduce unrelia-
bility. A channel is unreliable if it fails to guarantee message integrity, delivery, or order.
Key failure types:

1. Message Loss: Messages may be dropped due to network congestion, hardware
faults, or routing issues, common in protocols like UDP.

2. Message Corruption: Transmission errors—caused by bit flips, signal interference,
or faulty hardware components—can corrupt messages, potentially resulting in

3. Message Duplication: Retransmission mechanisms may cause duplicate messages,
leading to redundant computations or incorrect state transitions.

4. Message Reordering: Variable latency due to congestion, queuing, or routing can
delay some messages more than others.

5. Spurious Messages: Erroneous or adversarially injected messages may disrupt
system behavior, particularly in security-critical environments.

2.2.2 Node Failures

According to [56], node failures can be classified into the following types:

1. Fail-stop failure: A process crashes and ceases to send or receive messages indefi-
nitely.

2. Omission failure: A process fails to send or receive messages when required.

3. Byzantine failure: Also known as arbitrary failure, this occurs when a node de-
viates from its assigned algorithm. A Byzantine node may either halt prematurely
(crash) or exhibit unpredictable behavior, including sending incorrect or misleading
messages. If the deviation is intentional, the failure is termed malicious.



2.3 The Consensus Problem

The consensus problem is a core challenge in distributed computing, especially in systems
requiring strong consistency and availability. It plays a central role in replication, where
multiple processes must agree on a single value to ensure a consistent system state. Infor-
mally, consensus refers to the ability of a group of processes to agree on one of the values
proposed by participants, despite failures or message delays. The Byzantine consensus
problem is formally defined as follows:

Definition 1 (Consensus Problem). Let V' be a set of input values. The consensus
problem is defined by a partial function

c: V=V

which maps a vector of n input values to a unique, agreed-upon output value. Let R =
{p1,-..,pn} be aset of n processes, where each process p; € R is initially assigned an input
value x; € V. A process is considered correct if it participates in the execution without
experiencing a crash or exhibiting Byzantine behavior; otherwise, the process is classified as
faulty. Each correct process must irrevocably decide on an output value y; € V', consistent
with the result of ¢(xy,...,xz,), subject to the following conditions:

1. Termination (Liveness): Every correct process p; € R eventually decides on some
value y; € V.

2. Agreement (Safety): If any two correct processes p;, p; € R with ¢ # j both decide,
then their outputs must be equal: y; = y;.

3. Validity: If all correct processes have the same input v € V', and at least one correct
process decides, then the decision value must be v.

The consensus problem has been extensively studied in prior work [93, , , 34, 3,

, , 93, 27] under various assumptions about failure models and system synchrony. Let
f denote the maximum number of faulty processes that the system is required to tolerate.
Dwork et al. [50] proved that, in partially synchronous systems, solving the consensus
problem requires at least n > 2f 4 1 processes to tolerate f crash (non-Byzantine) failures,
and at least n > 3f 4+ 1 to tolerate f Byzantine failures. According to the impossibility
result by Fischer, Lynch, and Paterson [63], no deterministic algorithm can solve the
consensus problem in a purely asynchronous system, even when processes are subject only
to crash failures.
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2.4 State Machine Replication

Definition 2 (State Machine). A state machine is a tuple M = (S, s9,C, O, A), where S
is a set of states, sg € S is the initial state, C is a set of input commands, O is a set of
outputs, and A : S x C — S x O is a deterministic transition function mapping a state
and a command to the next state and corresponding output.

Definition 3 (Replicated State Machine). A Replicated State Machine (RSM) consists of
n identical deterministic state machines {My, ..., M,}, where each M; = (S, so,C, O, A) is
a state machine. All correct replicas reach agreement on a function

/:N—=C

that specifies a global sequence of input commands. Agreement on each entry ¢(i), for
every i € N, is established consecutively via repeated invocations of a consensus protocol.
For each index i € N, every correct replica applies the command /(i) using the transition
function A, updates its local state accordingly, and produces the corresponding output.
The RSM abstraction guarantees that all correct replicas apply the same sequence of
commands in the same order, resulting in identical state transitions and outputs.

State Machine Replication (SMR) is a foundational technique in distributed systems
for achieving fault tolerance, high availability, and strong consistency. An SMR protocol
ensures that all correct replicas apply the same sequence of commands in a consistent
order, thereby maintaining system-wide consistency, despite the presence of up to f faulty
replicas exhibiting crash or Byzantine behavior in a system of n replicas. The system’s
externally observable behavior must remain indistinguishable from that of a single, fault-
free centralized server processing client requests. An SMR protocol satisfies the following
properties:

1. Safety: For every index i € N, if a correct replica decides the assignment ¢(i) = cmd
for some cmd € C, then no other correct replica decides £(i) = cmd’ for any cmd’ € C
such that cmd’ # cmd.

2. Liveness:

(a) Progress: If a command cmd € C is proposed by any correct replica, then there
exists an index ¢ € N such that £(i) is eventually decided as cmd by all correct
replicas.
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(b) Prefix Completion: If ¢(i) is decided by any correct replica, then every £(j)
with j < 7 is eventually decided by all correct replicas.

Consensus protocols [98, , 1] are fundamental to implementing SMR protocols, as
they coordinate multiple processes to agree on the order of client-issued commands, even
in the presence of failures.

2.5 Shared Objects

In distributed computing, processes may interact by accessing shared objects within a
shared-memory model [19]. Shared objects simplify coordination by providing a uniform
access interface to shared state. They allow multiple processes to read, update, or synchro-
nize on a common resource. Examples of shared objects include registers, queues, stacks,
and more advanced data types.

A shared object is an abstraction that encapsulates a data structure or service, provid-
ing a set of operations that may be invoked by concurrent processes. Each operation is
initiated by a single process and is associated with an invocation event and, optionally, a
matching response event, arising from the process’s interaction with the shared object. The
invocation marks the moment the process issues a request to execute a specific command
(e.g., read, write, enqueue), along with any required input arguments. If the operation
completes, the response marks the moment the shared object returns the outcome of the
command to the same process. In some cases, an operation may remain incomplete and
lack a corresponding response event, due to failure, crash, or indefinite delay.

2.5.1 Linearizability

Linearizability [30] is a fundamental correctness condition for concurrent objects in dis-
tributed and shared-memory systems. It requires that each operation on a shared object
appear to take effect instantaneously at some point between its invocation and response,
regardless of concurrent executions.

Let an operation op consist of an invocation event inv(op) and, if completed, a corre-
sponding response event resp(op), each associated with real-time timestamps. Given two
operations op and op’, define the real-time precedence relation op <y op’ if resp(op) <
inv(op’), indicating that op completes before op’ begins in real time. Operations op and
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op’ are said to be concurrent, denoted as op ||y op’, if neither op <y op’ nor op’ <y op
holds.

A history H is a finite sequence of invocation and response events, capturing the exe-
cution timeline of one or more processes accessing shared objects. A history H is said to
be sequential if it consists of alternating invocation and matching response events, such
that each invocation is immediately followed by its corresponding response and no two
operations are concurrent.

Definition 4 (Linearizability). A history H is linearizable if there exists an extension H’
of H formed by appending response events to pending operations or removing incomplete
ones, such that H' can be transformed, by reordering events, into a sequential history Hg
that satisfies the following two properties:

1. Real-time order preservation: Let op,op’ be complete operations whose invoca-
tion and response events appear in H'. If resp(op) < inv(op’), then op <y, op’ in
the sequential history Hg.

2. Sequential specification compliance: The sequential history Hg must be legal
according to the object’s sequential specification, meaning it represents a valid exe-
cution in which operations occur one at a time, starting from a well-defined initial
state.

Linearizability provides a strong and intuitive consistency model: it allows clients to
reason about concurrent operations as if they were executed in some global, total order
that respects real-time constraints. This property is particularly important for ensuring
correctness and safety in distributed systems, as it enables atomic reasoning about shared
state, even in the presence of concurrency and partial failures.

2.5.2 Shared Register

A shared register is an abstract object that supports two operations: Read() and Write(v).
It is accessed concurrently by multiple processes either in a shared-memory model or
through emulation over a message-passing network [19].

Definition 5 (Atomic Shared Register). A shared register maintains a value v € V| where
V' is a predefined domain of values. It supports the following operations:

e Write(v): updates the register’s value to the input v € V.
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e Read(): returns the value currently stored in the register.

An atomic shared register, also called a linearizable register, is a shared register whose
operations appear to take effect atomically at some instant between their invocation and
response. This implies that all operations can be totally ordered in a manner that respects
the real-time order of non-concurrent operations. Each Read() returns the value written
by the most recent preceding Write() in this total order, or the initial value if no such
Write() exists.

In distributed settings, emulating a shared register over unreliable or asynchronous
networks requires carefully designed algorithms to ensure consistency and availability. A
notable example is the ABD algorithm [18], which implements a linearizable read/write
register in an asynchronous message-passing system with crash failures.

2.5.3 Consensus Numbers

To characterize the synchronization power of shared objects, Herlihy introduced the notion
of consensus number [$1].

Definition 6 (Consensus Number). The consensus number of a shared object type T is
the largest number of processes n for which it is possible to solve the consensus problem in
an asynchronous system, using any number of objects of type T along with atomic shared
registers. If consensus can be solved among any number of processes using T, then T is said
to have consensus number oo and is referred to as universal.

The consensus number establishes a hierarchy of shared objects based on their coor-
dination power. Atomic read/write registers have consensus number 1: they can solve
consensus for only a single process. More expressive synchronization primitives differ in
strength. For instance, test-and-set (TAS) has consensus number 2, enabling consensus
among up to two processes. In contrast, compare-and-swap (CAS) is universal—it has
consensus number oo and can solve consensus among any number of processes.

2.6 Quorum Systems

Quorum systems are fundamental in distributed computing, providing a fault-tolerant
mechanism for coordination in consensus protocols (e.g., Paxos [98], PBFT [31]) and dis-
tributed storage systems. A quorum system is a collection of subsets, called quorums, over
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a set of servers (or processes), such that the quorums satisfy certain intersection properties.
These properties are designed to ensure consistency and availability, even in the presence
of failures.

Definition 7 (Quorum System). A quorum system is defined over a finite set of servers
(or processes) R. It consists of a non-empty collection @ C 2%\ {f)}, where each element
Q € Q is called a quorum.

1. Intersection Property: For all quorums @, Qs € Q,
QiNQ2y # 0.

This ensures that any two quorums share at least one common server, enabling
consistent coordination.

2. Availability Condition (for fault tolerance): The quorum system should be re-
silient to failures, meaning that despite some faulty servers, at least one quorum
remains functional.

3. Minimality (Optional): No quorum in Q should be a strict superset of another.
That is, removing any element from a quorum should violate the quorum property.

Note that in systems supporting shared data access, such as shared registers, quo-
rum systems often distinguish between read quorums and write quorums. This separation
imposes more specialized intersection requirements than the uniform quorum model com-
monly used in consensus protocols. Further discussion is provided in Section 2.7.1.

2.6.1 Types of Quorum Systems

e Majority Quorum: A widely used quorum mechanism in crash fault-tolerant sys-
tems, where each quorum contains at least f + 1 servers:

Q] > f+1

This guarantees that any two quorums intersect in at least one server, provided
the system satisfies |R| > 2f + 1, where f is the maximum number of crash faults
tolerated. This intersection property is essential for preserving consistency in the
presence of failures. In crash fault-tolerant protocols such as Paxos, majority quorums
ensure that decisions by non-faulty processes remain visible and accessible to future
operations, thereby ensuring both safety and liveness.
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e Byzantine Quorum: A quorum system designed to tolerate Byzantine faults, en-
suring consistency despite the presence of arbitrary or malicious behaviors. Byzantine
quorum systems are fundamental to BF'T consensus protocols, where quorum inter-
sections must include enough correct replicas to prevent equivocation and support
agreement. In standard BFT systems, such as PBFT [31] and HotStuff [161], the
system consists of |R| replicas and tolerates up to f Byzantine faults, provided that
|R| > 3f + 1. To meet this requirement, quorums are formed with size:

Q| >2f+1

This guarantees that any two quorums intersect in at least f + 1 replicas, ensuring
that at least one correct replica is always present in the overlap. This intersection
is crucial for agreement on committed values and for defending against conflicting
actions by faulty nodes.

e Grid Quorum: Organizes servers in an n X n grid where each quorum consists of a

full row and a full column. Consensus protocol that uses this type of quorum include
CMT Paxos [156].

2.7 Relaxation of Quorum Systems

Traditionally, quorum systems require strict intersection properties for correctness. How-
ever, to optimize performance and scalability, variants such as asymmetric and probabilistic
quorum systems have been introduced. These approaches relax traditional quorum con-
straints, enabling better efficiency while maintaining essential correctness properties.

2.7.1 Asymmetric Quorum

An asymmetric quorum system is a generalization of quorum systems where different op-
erations, such as read and write, use distinct quorum sets with potentially different sizes.
Asymmetric quorum systems enable optimized performance by allowing smaller read quo-
rums while ensuring consistency through larger write quorums. They are widely used in
distributed storage systems such as quorum-based replicated databases.

Definition 8 (Asymmetric Quorum System). Let Q, and Q, be the sets of read and
write quorums, respectively. The asymmetric quorum system satisfies:
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1. Read-Write Intersection Any read quorum (), € Q, and any write quorum @,, €
Q,, must intersect to ensure consistency:

VQr € Qr,Qu € Qu, QrNQy #0.

2. Write-Write Intersection Any two write quorums must intersect to prevent con-
flicting updates:
vala sz E Qw; le ﬂ Qw2 ;é @

2.7.2 Probabilistic Quorum

A probabilistic quorum system is a relaxation of the classical quorum system model, al-
lowing quorum intersection to hold with high probability rather than deterministically.
Probabilistic quorum systems are used in large-scale distributed systems to reduce the
overhead of ensuring deterministic quorum intersections.

Definition 9 (Probabilistic Quorum System). A probabilistic quorum system satisfies the
probabilistic intersection property, which requires that for any two quorums Q1,Qs € Q,
the probability that they intersect in at least one correct server is at least 1 — ¢, for some
e € RN (0,1):

VQ1,Q2€ Q, PriQiNQ:NR.#0]>1—c¢,

where R, C R denotes the set of correct (non-faulty) servers.

2.8 Blockchain Technology

The term “blockchain” was initially introduced to describe the technology underlying Bit-
coin [123]. Fundamentally, a blockchain is an append-only, tamper-resistant ledger struc-
tured as a linked list of blocks, where each link is secured via a cryptographic hash pointer.
Each block contains a batch of transactions that document the transfer of digital assets.
While blockchain technology originated with cryptocurrencies, its application has since
expanded to encompass a broader class of distributed systems. These systems allow mu-
tually untrusting parties to agree on a shared transaction history without depending on
centralized authorities, thereby enabling decentralized trust.

Bitcoin [123] is widely acknowledged as the first practical implementation of a blockchain
system. In Bitcoin, transactions transfer tokens from a sender to one or more recipients.
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Each transaction includes inputs and outputs: inputs reference unspent transaction out-
puts (UTXOs) from previous transactions, while outputs designate token amounts assigned
to recipients. A valid transaction must preserve balance by ensuring that the total value
of inputs equals the sum of outputs and an transaction fee, which incentivizes miners to
include the transaction in a block. Miners validate pending transactions, group them into
blocks, and append these blocks to the blockchain using Nakamoto consensus, which relies
on a proof-of-work (PoW) mechanism. This protocol incentivizes miners to extend the
longest valid chain and maintain safety, under the assumption that honest participants
control the majority of the network’s computational power.

Ethereum [31] builds upon Bitcoin’s architecture by supporting smart contracts—Turing-
complete programs that define arbitrary state transition functions and execute autonomously
on-chain. Contracts are written in high-level languages such as Solidity [157], and compiled
into Ethereum bytecode executed by the Ethereum Virtual Machine (EVM)—a determin-
istic, stack-based runtime with 1024 slots, each capable of storing 256-bit words. The EVM
enforces gas metering by assigning a predefined cost to each opcode, and deducting gas
from the transaction sender’s balance to prevent resource exhaustion. Ethereum employs
an account /balance model in which contract states and account balances are globally repli-
cated across all full nodes. Smart contracts enable automated fund transfers, conditional
execution, and verifiable coordination among parties without relying on trust. Ethereum
originally utilized Nakamoto consensus with proof-of-work (PoW), but transitioned to a
proof-of-stake (PoS) mechanism to enhance energy efficiency and finality [31].

Hyperledger Fabric [11], developed by IBM and the Linux Foundation, is a modular
permissioned blockchain that adopts an execute-order-validate architecture. It supports
smart contracts in Java and C++4, and achieves consensus using BFT protocols such as
PBFT [34]. Fabric is widely adopted for its scalability and flexible trust configuration.
R3 Corda [133] targets the financial sector with a point-to-point architecture that avoids
global broadcast. It uses a UTXO-like model and relies on notary nodes to guarantee
uniqueness and prevent double-spending. Contracts written in Kotlin or Java support
workflows that align with legal and regulatory requirements. ConsenSys Quorum [11], an
enterprise variant of Ethereum, adds permissioned access, privacy controls, and support
for PoA-based consensus such as IBFT [118] and Clique [127]. Tools like Tessera enable
confidential smart contracts and private transactions, making Quorum well suited for sen-
sitive enterprise applications. FISCO BCOS [64], developed under WeBank’s leadership,
is a widely adopted platform in China. It offers pluggable consensus mechanisms, high
transaction throughput, and robust privacy features, addressing the needs of financial and
public-sector deployments.
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2.8.1 Consensus in Blockchain Systems

The primary function of consensus protocols in blockchain systems is to ensure that all
participating nodes agree on a common history of transactions.

Nakamoto Consensus

Block 1 Block 2 Block 3
Header Header Header
Prev Hash: a3f9c1 Prev Hash: 6b7e2d Prev Hash: bc5e10
Nonce: 2843 > Nonce: 9812 > Nonce: 5531
Content Content Content
Tx1, Tx2, Tx3 Tx4, Tx5 Tx6, Tx7, Tx8

Figure 2.1: Proof of Work: Linking Blocks With Hash Pointers

The Nakamoto consensus protocol underpins the Bitcoin cryptocurrency. It organizes
transactions into blocks, each cryptographically linked to its predecessor via a Proof-of-
Work (PoW) mechanism, as illustrated in Figure 2.1. PoW involves solving a computa-
tional puzzle: finding a nonce such that, when hashed together with the block’s transactions
and the previous bloc’s hash, the resulting output (e.g., using SHA-256) contains a speci-
fied number of leading zero bits. The difficulty of the puzzle increases exponentially with
the number of required zero bits, ensuring security through computational effort. However,
block validity remains easy to verify via a single hash computation.

Network delays and adversarial behavior can cause forks in the blockchain, where mul-
tiple blocks reference the same parent. To resolve such divergence, nodes adopt the longest
valid chain they observe as the canonical ledger. While temporary forks may arise from
asynchronous communication or adversarial mining, the protocol ensures eventual consis-
tency, provided that honest nodes control a majority of the network’s total hashing power.
This fork-resolution mechanism is a defining feature of Nakamoto consensus, which relies
on Proof-of-Work (PoW) to establish a probabilistic notion of agreement. Unlike classical
Byzantine Fault Tolerant (BFT) protocols [34, 23, , 21, 53], which assume a known
set of participants and use deterministic voting to maintain safety under up to one-third
Byzantine faults, Nakamoto consensus reframes the fault threshold in terms of computa-
tional power. Safety is preserved as long as honest nodes possess more than 50% of the
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total PoW capacity, making the system resilient without requiring fixed membership or
direct coordination among participants.

Alternative Consensus Mechanisms

Nakamoto consensus presents two key limitations: 1) High energy consumption resulting
from Proof-of-Work (PoW) mining, and 2) An approximate 10-minute block interval, de-
signed to minimize forking but inherently limiting transaction throughput. To address
these issues, several alternative consensus mechanisms have been developed.

Proof of Stake (PoS), as adopted by Ethereum [31], eliminates the need for energy-
intensive mining by selecting validators based on their cryptocurrency holdings. Partici-
pants with larger stakes are more likely to be chosen by the protocol to propose blocks,
under the assumption that significant financial investment aligns their incentives with the
network’s integrity. PoS protocols typically divide time into slots, each assigning a ran-
domly selected validator the responsibility to propose a block. A committee of validators
subsequently verifies the proposed block to ensure its validity.

Proof of Elapsed Time (PoET) [100], introduced by Intel in 2016, simulates PoW min-
ing using a Trusted Execution Environment (TEE) [15]. Rather than performing actual
computation, POET relies on trusted hardware to enforce randomized wait times, thereby
reducing energy consumption.

Proof of Retrievability (PoR) [91], also known as proof of space, was initially developed
for secure peer-to-peer file storage. It uses challenge-response protocols to verify that a
node retains a retrievable copy of a designated file. PoR later served as the consensus
mechanism in systems like Permacoin [I15], where storage replaces computation as the
resource of value.

Classical BFT Consensus Protocols

Proof-of-X consensus schemes are widely adopted in permissionless blockchains due to their
resilience against open participation and adversarial behavior. In contrast, permissioned
blockchains often employ classical BE'T protocols for their consensus layers, leveraging the
performance benefits made possible by a known set of participants. Although classical
BFT protocols are well-understood and effective in small, controlled environments, they
face limitations in scalability due to high communication complexity. As the number of
participants increases, message overhead becomes a significant performance bottleneck.
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To mitigate this, many blockchain systems restrict the consensus process to a smaller
committee. For instance, Algorand [75] employs verifiable random functions (VRFSs) to
select a temporary committee that executes classical BF'T consensus, enhancing scalability
without compromising security. Similarly, recent platforms [92, 96] adopt hybrid designs
that combine Proof-of-X schemes with BFT protocols. These approaches typically use
Proof-of-X to elect a rotating subset of representative nodes that participate in each BF'T
consensus round, striking a balance between security, efficiency, and decentralization.
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Chapter 3

Related Works

This chapter presents additional related works that complement the core concepts and
literature reviewed in the preceding chapter.

3.1 Shared Register Protocols and Distributed Stor-
age Systems

The ABD algorithm [18, 108] establishes that fault-tolerant atomic shared read/write reg-
isters can be implemented in asynchronous systems. Dutta et al. [55] prove that achieving
atomicity with both fast reads and fast writes (in a single round-trip time) is impossi-
ble. Their follow-up work [54] explores conditions on the number of concurrent readers or
writers under which fast operations may still be feasible. Additionally, Aguilera et al. [(]
demonstrate that even for read-write registers with dynamic participant sets, consensus
can be avoided.

Attiya et al. [20] establish a lower bound on the worst-case latency for read/write
operations needed to guarantee linearizability, assuming bounded message delays. They
also introduce a fast write/slow read shared register protocol that differs from ours in
two important respects: (1) Their algorithm implicitly assumes that a process can always
complete a broadcast to all non-failed processes before crashing, an assumption our protocol
does not make. (2) Their solution depends on perfectly synchronized clocks, while our
approach operates under looser assumptions with loosely synchronized clocks and tolerance
for unknown message delays.
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Gryff [30] combines shared register protocols with state machine replication to im-
plement shared objects. It employs the multi-writer ABD algorithm for handling reads
and writes, and EPaxos for read-modify-write operations. This hybrid approach invokes
consensus only when necessary.

Spanner [13] is a geo-distributed storage system that provides external consistency for
read-write transactions, ensuring that transaction effects respect commit-time ordering.
Spanner requires clocks within a cluster to be synchronized to within a few milliseconds.
Each read-write transaction waits for an uncertainty period to ensure that subsequent
transactions receive larger commit timestamps. WABD applies a similar principle to en-
force monotonicity of timestamps assigned to values for writes on the same key. Compared
to Spanner, WABD is limited to single-key read and write operations, whereas Spanner
supports multi-key read-write transactions. Due to interface differences, Spanner assigns
timestamps via Paxos-based consensus, enabling coordination-free read-only transactions
once timestamps are established. In contrast, WABD assigns timestamps locally but still
requires a two-round coordination process for read operations.

3.2 Consensus in Partially-synchronous Systems

State Machine Replication (SMR) [97] is a well-established technique to build fault-tolerant
distributed systems. Consensus protocols realize replicated state machines by coordinating
correct replicas to execute the same sequence of deterministic commands.

3.2.1 Crash Fault-Tolerant Consensus

Paxos [98], proposed by Leslie Lamport, is one of the most influential and widely used
protocols. Paxos tolerates up to f non-Byzantine failures with 2f 4 1 processes. Basic
Paxos, also known as single-decree Paxos, coordinates a collection of processes to choose a
single value such as a command proposed by a client. Although being able to choose a single
value can hardly be useful in practice, basic Paxos is the building block of Multi Paxos,
which can be used to implement an RSM in a production environment. In basic Paxos,
there are three types of processes: proposer, acceptor, and learner. The proposer sends a
proposed value v to a quorum of acceptors. An acceptor may accept v if certain conditions
are met. A learner learns the decided value. Paxos is a two-phase algorithm for its normal
operations (no failures). In the first phase, the proposer contacts the acceptors to (a) learn
of any value that may have already been chosen in earlier rounds and (b) prevent any new
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values from being chosen in later rounds. In the second phase, the proposer propagates its
value or the value learned from the first phase to all acceptors.

Many works have been proposed to optimize Paxos from different aspects. Mencius
[113] is a variant of Paxos that rotates the leader for each command to distribute the load
evenly across replicas. Mencius also addresses the issue of unevenly distributed client load
across replicas. It allows a replica with a low client load to voluntarily skip its leader term to
favor replicas with a higher client load. Mencius is not completely leaderless and skipping
a leader term cannot help a replica with a high client load to utilize network resources
at a replica with a low client load. EPaxos [119] further improves scalability and reduces
commit latency by removing the role of the leader. Each client can send the request to the
nearest replica, which is referred to as the command leader. Committing non-conflicting
commands requires a single round-trip between the command leader and a super-majority
of all replicas. A conflicting command requires an extra round-trip of communication for
replicating dependencies of conflicting commands to a majority of replicas.

Raft [121] is another consensus protocol used by many real-world systems [11, 130]. It
is proposed to address the difficulty of implementing and understanding Paxos protocols.
Raft is a leader-based protocol, where a process acts as the leader while others are followers.
During the leader’s term, all client requests are ordered by the leader and consistently
replicated to followers. The novelty of the Raft algorithm mostly lies in its leader election
mechanism. A leader election is triggered when a follower times out after waiting for a
heartbeat from the leader. The follower becomes a candidate and starts collecting votes
from other followers. The follower becomes the new leader when it collects votes from a
majority of replicas.

3.2.2 BFT Consensus

The Byzantine agreement problem, introduced by Lamport [100], has been widely studied,
leading to the development of numerous Byzantine Fault Tolerant (BFT) protocols [34,

, 3]. Among BFT protocols, PBFT [31] is one of the most widely recognized and has
become almost synonymous with Byzantine fault tolerance. PBFT follows a leader-based
approach, consisting of two core components: normal operation and view change. In
normal operation, a client submits a request to the primary replica, which broadcasts a
Pre-Prepare message to all replicas. Upon receiving the Pre-Prepare, replicas broadcast
Prepare messages to one another. After collecting 2f + 1 matching Prepare messages,
a replica is ready to commit and issues Commit messages. A replica executes the request
once it receives 2f 4+ 1 matching Commit messages and replies to the client. This process
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incurs a message complexity of O(n?) in the normal operation phase for n replicas. In
the event of a primary failure, PBFT triggers a view change to restore liveness. Backup
replicas that detect the failure via timeout broadcast View-Change messages, which include
information about pending requests and their current view number. When a replica receives
2f matching View-Change messages, it designates the next pre-assigned replica, based on
a round-robin schedule, as the new primary. The new primary then broadcasts a New-View
message to all replicas, containing the collected View-Change messages and any outstanding
requests. Once replicas receive the New-View message, they resume normal operation under
the new primary.

Numerous subsequent BFT protocols have been proposed to improve the efficiency
of PBFT, including Quorum/Update (QU) [3], Hybrid Quorum (HQ) [10], Zyzzyva [91],
FaB [114], Spinning [154], Robust BFT SMR [38], and Aliph [21]. To overcome the scal-
ability, complexity, and fairness limitations of classical BFT protocols, a new class of
chained BFT (¢BFT) protocols has emerged, including HotStuff [161, 111] and its exten-
sions [18, (0], enabling more scalable and efficient blockchain systems.

HotStuff [161] is a pioneering ¢BFT protocol that achieves optimal responsiveness,
where message delays are determined solely by network latency rather than adversarial
behavior. It incorporates cryptographic techniques such as threshold signatures to reduce
the message complexity of view changes from quadratic to linear. In addition, HotStuff
introduces a pipelined architecture that allows multiple protocol phases to share quorum
certificates, leading to improved throughput and responsiveness. The Dolphin system pro-
posed in this thesis builds upon this cBFT-based design, with a specific focus on enhancing
the efficiency of oracle data feed replication and reducing data staleness in data-driven
transactions (DDTs).

3.2.3 Censorship-resilient BFT

To address censorship attacks, ¢cBFT protocols employ rotating leaders to ensure fair-
ness [161, 111]. Narwhal [18] introduces additional communication rounds before ¢cBFT
consensus to ensure a portion of proposed transactions originate from correct replicas, but
this technique increases data staleness for DDTs. Dolphin overcomes these limitations by
leveraging on-demand VRB, which limits the power of malicious leaders without requiring
additional communication rounds beyond those needed by ¢BFT. Some approaches ad-
dress censorship attacks using cryptographic encryption and decryption schemes [116, 17].
However, a faulty leader can still selectively propose transactions based on accessible trans-
action metadata [35].
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3.3 Consensus in Asynchronous Systems

FLP impossibility [63] proves that consensus cannot guarantee termination in an asyn-
chronous environment with even one crash failure. However, this limitation can be prac-
tically circumvented by randomization and probabilistic termination. The basic idea is
that a process makes a random choice when there are not enough messages received for
making a final decision. Bracha [26] proposed a reliable broadcast (RBC) primitive and an
asynchronous binary consensus protocol, in which all non-faulty processes eventually make
the same binary decision. RBC guarantees that non-faulty processes will never accept con-
tradicting messages from any process and forces the faulty ones to output either nothing
or the correct value. Agreement on a common subset (ACS) was introduced by Ben-Or
[23] to serve as a consensus primitive for secure and efficient multi-party computation in an
asynchronous system. Similar to [20], Ben-Or’s ACS protocol is built with two primitives:
RBC and binary asynchronous Byzantine agreement (ABA) which allows players to agree
on the value of a single bit. HoneyBadgerBFT [110] is the first asynchronous BFT consen-
sus protocol specifically designed for blockchains. It coordinates n players with different
sets of transactions to agree on a common set of sorted transactions that will be included
in a block. HoneyBadgerBFT’s better performance comes from its optimized implemen-
tation of ACS using erasure codes [33] and the reduction from ACS to atomic reliable
broadcast introduced by Ben-Or. BEAT [53] further optimizes HoneyBadgerBFT by using
more efficient threshold encryption implementation and erasure-coding schemes. BEAT
also incorporates a more efficient broadcast primitive—bandwidth-efficient asynchronous
verifiable information dispersal (AVID-FP), which significantly improves its throughput in
bandwidth scarce environment.

3.4 Benchmarking Consensus

Consensus protocols are typically benchmarked using three categories of workloads: null
applications, key-value store (KV) workloads, and other application-specific workloads.

Null applications consist of generic commands with configurable request and response
sizes, and optionally tunable contention levels. These workloads lack execution logic and
isolate the coordination overhead of consensus mechanisms. They are employed in bench-

marking tools such as BedRock [13] and serve as the default evaluation model for workload-
oblivious protocols including MultiPaxos [152], Fast Paxos [99], NoPaxos [102], Nezha [71],
Raft [124], HotStuff [161], PBFT [31], and Zyzzyva [91]. This setup enables controlled

measurements of coordination costs independent of application semantics.
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Key-value store workloads, typically composed of read and write operations, such as
YCSB [12], are widely adopted in recent benchmarking frameworks like Paxi [3] and Bam-
boo [65]. KV workloads reflect practical use cases in coordination services such as eted [14]
and ZooKeeper [37], and support evaluations across varied dimensions, including read-write
ratios and key popularity skew. Several protocols leverage these workloads to demonstrate
performance benefits under specific access patterns. For example, EPaxos [119], EPax-
0osTOQ [151], and Atlas [53] exploit command commutativity to reduce coordination for
non-conflicting operations. Adaptive protocols such as WPaxos [9] and Mencius [113] dy-
namically remap leaders to keys based on access frequency. Other protocols—including
RMW-Paxos [113], Paxos-Quorum-Read [30], and Compartmentalized Paxos [156]— de-
couple read processing from consensus using leaderless quorum-based approaches, similar
to shared register protoocls [103]. However, benchmarking with key-value workloads raises
a fundamental concern: whether such workloads are suitable for evaluating consensus pro-
tocols. Alternative techniques, such as shared registers, may offer greater efficiency.

Finally, some protocols are evaluated using other application-specific workloads along-
side null applications to capture realistic execution behavior. For instance, PBFT [34]
and QU [3] have been tested using NF'S file system workloads that emulate filesystem op-
erations. In addition, HQ Replication [16] and QU [3] have been evaluated using atomic
counter applications designed to stress state machine replication under frequent, increment-
heavy updates.

3.5 Blockchain Interoperability

Interoperability [153] refers to the ability to execute operations across distinct systems or
administrative domains, including software platforms, processes, or business entities. In
the blockchain context, interoperability enables on-chain components to exchange data and
trigger interactions with blockchain networks.

Public chain connectors focus on interoperability between cryptocurrency systems and
encompass techniques such as sidechains, notaries, and hashed timelock contracts (HTLCs).
In the sidechain model [22, 88, (67, 68], assets move between a main chain and a sidechain
via two-way peg mechanisms [22]. Notary schemes use centralized or decentralized inter-
mediaries to monitor multiple chains and trigger cross-chain transactions based on external
events. Centralized notaries, such as traditional exchanges [10, 25], and decentralized ones,
like automated market makers [158], help match counterparties. However, centralized ex-
changes expose users to risks, including key custody vulnerabilities and potential fraud.
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The blockchain of blockchains (BoB) paradigm enables interoperability by offering
reusable consensus, networking, storage, incentive, and smart contract layers. Notable
BoB systems include Polkadot and Cosmos. Polkadot facilitates interoperability through
the Cross-chain Message Passing Protocol (XCMP), whereas Cosmos employs the Inter-
Blockchain Communication (IBC) protocol to coordinate block and transaction routing
between chains.

3.6 Blockchain Oracles

Blockchain oracles deliver diverse data types, including asset prices, weather updates,
event results, and more, enabling blockchains to execute sophisticated, data-driven logic
while maintaining decentralization. To guarantee data integrity and authenticity, oracle-
supplied data feeds are typically signed with the oracle’s private key. Oracles are already
integral to several blockchain applications, such as stablecoins [150, | and cross-chain
asset swaps [29, 35]. Additionally, new use cases for oracle-provided data feeds continue to
emerge across various domains [126]. GRuB [104] introduces adaptive replication for oracle
data feeds, replicating data records on-chain selectively based on historical access patterns.
However, this approach assumes infrequent updates from data feeds and may not suit
DDTs that require fresh, low-latency data. In contrast, Dolphin adopts partial replication,
replicating oracle data on-demand when DDTs are proposed. This design reduces data
staleness and avoids wasting on-chain resources by limiting unnecessary replication of data
feeds not immediately needed by executing DDTs.
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Chapter 4

Comparison Between Consensus and
Shared Register

In today’s large-scale and geo-distributed web services, ensuring high availability has be-
come essential. To achieve strong consistency despite failures, consensus protocols are
commonly employed in web service infrastructures. These protocols offer the capability
to implement arbitrary deterministic state machines through the abstraction of a shared
command log. However, the impossibility result established by Fischer, Lynch, and Pater-
son [63] proves that no deterministic protocol can solve consensus in a purely asynchronous
system if even a single process may crash. In contrast, shared register protocols [18] can
implement linearizable shared registers, supporting basic read and write operations while
guaranteeing termination in failure-prone asynchronous environments. The consensus hi-
erarchy [84], which ranks the power of synchronization primitives based on how many
processes they can solve consensus for, places shared registers as the weakest synchroniza-
tion primitive, with a consensus number of one. Consequently, using an arbitrary number
of shared registers to solve consensus for multiple processes is impossible. Interestingly,
as discussed in Section 3.4, many works in consensus protocols [119, , 9, 58, , ]
evaluate their performance using key-value (KV) workloads consisting solely of read and
write operations. This raises a fundamental question: Is consensus an overly strong prim-
itive for achieving linearizability in the context of simple read and write operations? More
specifically, can a weaker synchronization primitive outperform a stronger one when both
are applied to the same workload in a message-passing environment? Additionally, are the
commonly used key-value workloads well-suited for consensus protocols?

While consensus and shared register protocols have been extensively studied, their per-
formance in Wide Area Network (WAN) environments is rarely compared directly. Previous
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research [30] indicates that shared register protocols can outperform consensus protocols
in terms of tail latency, primarily due to the absence of the stable ordering constraint.
This constraint, fundamental to consensus, requires that each operation be executed only
after all preceding operations in the command log have been committed. However, such
evaluations have typically focused on low-throughput settings and overlook the impact
of command batching—a widely adopted technique to enhance throughput and amortize
communication overhead.

To address this gap, this work presents a performance comparison between two represen-
tative protocols: ABD [108], a foundational algorithm for implementing linearizable shared
registers, and EPaxos [I19], a leaderless consensus protocol optimized for WAN latency.
The evaluation considers both protocols with command batching enabled. The results
expose two often-overlooked limitations of consensus protocols when applied to key-value
workloads: coarse-grained processing and the immediate sub-effects of write operations.
These factors significantly increase the coordination overhead of consensus protocols as
client load scales.

4.1 Background

4.1.1 Consensus Protocols

Consensus protocols can implement a replicated state machine (RSM), enabling fault-
tolerant emulation of arbitrary data types by agreeing on a sequence of operations over
shared state variables. This sequence is typically represented as a command log, with
each entry containing one or more operations. Due to the deterministic nature of state
machines, each replica produces identical state transitions and output sequences. Thus, an
operation is executed only after all prior log entries have completed. This requirement is

referred to as log-dependent execution. Some previous work [30] also describes it as stable
ordering.
Paxos [98] is widely regarded as one of the most influential consensus protocols for

achieving agreement in distributed systems. Paxos typically requires two round-trips of
communication to reach agreement among replicas. In the first round-trip, a proposer
learns about any concurrent proposals that may exist. In the second round-trip, the
proposer replicates either its own value or a value learned from the first round to the other
replicas. Paxos inspires a series of subsequent work and many variants have been developed,
including Multi-Paxos [152], Fast Paxos [99], and EPaxos [119]. Multi-Paxos introduces
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a stable leader, allowing the protocol to bypass the initial prepare phase in subsequent
consensus rounds, and optimizes throughput by reusing the same leader across multiple
rounds, reducing the overhead of repeated prepare phases. Fast Paxos reduces latency
by allowing clients to communicate directly with any replicas, bypassing the leader when
possible, though it requires larger quorum sizes. This approach is also beneficial in WAN
environments, as it enables clients to interact with the nearest replicas. EPaxos adopts a
similar leaderless design, allowing clients to send requests to any replica. Compared to Fast
Paxos, EPaxos further improves performance by exploiting the commutativity of proposed
commands and coordinating with a smaller quorum size. However, it introduces a more
complex execution mechanism based on topological sorting of command dependencies,
which may become a performance bottleneck under high contention.

4.1.2 Shared Register Protocols

The shared register is a fundamental shared object, offering two basic interfaces: Read()
and Write(v). It can be emulated in asynchronous message-passing systems that tolerate
crashes of a minority of processes, using protocols such as ABD [18]. Despite their simplic-
ity, shared registers have limited synchronization power, as formalized by the concept of
consensus numbers introduced by Herlihy [¢1]. Shared registers have a consensus number
of 1, the weakest level in Herlihy’s hierarchy, meaning they cannot be used to implement
consensus among two or more processes. Herlihy further proves that no collection of objects
with consensus numbers less than n can be used to implement an object with consensus
number n. Nevertheless, shared registers offer more efficient coordination due to their
simple interface semantics. In particular, they do not require log-dependent execution; for
example, a Write(v) operation can commit without observing the current state of the
register. This enables logless execution, where each operation completes immediately after
its coordination phase, without waiting for unrelated operations to finish. In contrast,
consensus requires log-dependent execution to achieve stronger symmetry-breaking power,
making it theoretically more difficult to implement than the coordination mechanisms used
in shared registers.

4.2 The Tale of Two Protocols

This section compares two candidate protocols: ABD, a classic shared-register protocol,
and EPaxos, a leaderless consensus protocol. ABD is selected as the representative shared-
register protocol due to its foundational role in distributed computing literature and its
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well-established correctness under asynchronous, crash-prone environments. EPaxos is se-
lected as the consensus protocol candidate because its coordination mechanism resembles
that of ABD, while offering stronger synchronization guarantees for arbitrary commands
beyond simple reads and writes. The comparison reveals trade-offs involved in achieving
stronger synchronization within distributed environments. The analysis uncovers two pre-
viously overlooked limitations of consensus protocols in the context of processing key-value
workloads: coarse processing granularity and immediate sub-effects of writes.

4.2.1 ABD Algorithm

ABD [108] emulates a multi-writer multi-reader (MWMR) shared register in a message-
passing environment. Algorithm 1 presents the procedures for read and write operations,
while Algorithm 2 outlines the message-handling logic executed by each replica process.
The message types used in the protocol are illustrated in Figure 4.1.

Message Type Description

Read1l Initial read request

ReadlResp(ts, v) Response to Readl containing timestamp ts and value v
Read2(ts, v) Write-back request carrying timestamp ts and value v
Read2Resp Acknowledgment in response to Read2

Writel Initial write request

WritelResp(ts) Response to Writel with the current timestamp ts
Write2(ts, v) Second-round write request with timestamp ts and value v
Write2Resp Acknowledgment in response to Write2

Figure 4.1: Message Types and Parameters in the ABD Algorithm

Unlike the single-writer-multi-reader (SWMR) shared register, the writer does not know
the latest version of the register. Hence, both the read and write procedures require one
round-trip to retrieve the value associated with the latest version, represented as a tuple
containing a monotonically increasing sequence number and a process identifier. In the
second round-trip, the writer process creates a new version by incrementing the largest
sequence number retrieved from the first round of responses. It then propagates the new
value associated with the updated version to a majority of servers. If other concurrent
writers exist, multiple writers can propagate versions with the same sequence number. In
such a scenario, the id field will determine the rank of those versions. The reader process
also performs a second round-trip, known as the write-back phase, because the latest value
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obtained in the first round-trip may be stored by only a minority of processes. This second
round-trip ensures that subsequent read operations can return the same value, provided no
concurrent write is present. As a result, ABD guarantees the linearizability of concurrent
operations on the register. A common optimization for the reader is to execute a fast-
path read when the first round request receives replies from a consistent quorum [72]. A
consistent quorum is a quorum of replicas that yield the same response. Since the purpose
of the second round-trip is to prevent old-new inversion through writing the read value to
a quorum of processes, given the presence of a consistent quorum, the reader process can
bypass the second round-trip and return immediately.

Algorithm 1: ABD Algorithm

1 Procedure Read():

2 broadcast Readl

3 wait until Read1lResp(ts,, v,) received from each process ¢ in a quorum @
4 Is < maxyeq tsq

5 v < v, with ts, =ts

6 if 3¢ € Q,ts, # ts then

7 broadcast Read2(ts, v)

8 wait until Read2Resp received from some quorum @’

9 return v
10 Procedure Write(v):
11 broadcast Writel
12 wait until WritelResp(ts,) received from each process ¢ in a quorum @
13 ts < 1+ maxgecqts,
14 | broadcast Write2(ts, v)
15 wait until Write2Resp received from some quorum @’
16 return

4.2.2 EPaxos Algorithm

EPaxos is a leaderless consensus protocol that allows clients to issue commands to the
nearest replica, making it particularly well-suited for WAN environments. This feature
distinguishes it from leader-based protocols [152, |, which require clients to interact with
a designated leader, often incurring higher latency in geographically distributed systems.

EPaxos guarantees liveness only under partially synchronous conditions, as dictated by the
FLP result [63].
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Algorithm 2: Message Handling

> State variables on a process p
1 Var ts,: register version
2 Var v,: register value
> Upon receiving a message m from a process ¢
3 Procedure HandleMessage (m):
4 switch m do
5 case m s Readl do
6 | send ReadlResp(ts,, v,) to ¢
7 case m is Read2(ts,, v,) do
8 Update (tsy, v,)
9 send Read2Resp to ¢

10 case m %8 Writel do

11 | send WritelResp(ts,) to g
12 case m is Write2(ts,, v,) do
13 Update (ts4, v4)

send Write2Resp to ¢
15 Procedure Update(ts',v'):

if ts, < ts’ then

17 ts, < ts'

18 vp U

=
[}
ot

The protocol has three distinct phases, namely, PreAccept, Accept, and Commit,
in failure-free executions. When a command is committed on the fast path, the coordinator
returns to the client immediately after the PreAccept phase and skips the Accept phase.
However, if the command is committed on the slow path, it proceeds to the Accept phase
before entering the Commit phase.

The PreAccept and Accept phases in EPaxos are designed to establish the dependencies
of a command ¢, which represent the set of commands that must execute prior to c.
The purpose of the Commit phase is for the coordinator to notify other replicas about
the finalized dependencies. During the PreAccept phase, the coordinator of a command
constructs an initial dependency set, consisting of all other commands that conflict with the
given command. The coordinator then sends the command along with this preliminary set
of dependencies to a fast quorum of replicas. The replicas update the received dependency
set with any conflicting commands they are aware of that are not already included, and
then respond to the coordinator with the modified dependencies. If the coordinator receives
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responses from a fast quorum where the dependencies are consistent across all replies, it
proceeds directly to the Commit phase. Otherwise, it transitions to the Accept phase
to resolve the discrepancies, which involves an additional round-trip of communication to
establish a consensus on the updated dependencies.

4.2.3 A First Glance

Table 4.1 provides a summary of the essential features of the two protocols, ABD and
EPaxos. Although they are distinct types of protocols, they exhibit several shared charac-
teristics.

ABD EPaxos
Slow-path: f+1

Quorum Sizes f+1 Fast-path: f + \_%J
Fast Read v v

Fast Write X v

Execution Logless Log-dependent
Processing Granularity Operation Log Entry
Sub-effects of Writes Delayed Immediate

Table 4.1: Comparing ABD with EPaxos

First, both ABD and EPaxos are leaderless, enabling clients to send requests to the clos-
est replica, which is favourable for WAN environments.® Second, both protocols require at
most two communication round-trips and implement a fast-path commit mechanism that
requires only a single communication round-trip within a quorum of replicas, thereby re-
ducing commit latency. It is important to note, however, that EPaxos facilitates fast-path
commit for both read and write operations, while ABD only supports it for read operations.
Lastly, ABD and EPaxos exhibit similar quorum sizes. Despite EPaxos having different
quorum sizes for fast-path commits, in the most frequently encountered deployment scenar-
ios where the number of replicas is either 3 or 5, the fast-path quorum of EPaxos consists
of a simple majority of replicas.

Tn conventional settings, client processes invoke read and write procedures directly. However, in a proxy
server configuration, clients can send requests to a replica that then executes the read/write operations on
their behalf.
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A superficial comparison of quorum sizes and communication round-trips may suggest
that EPaxos outperforms ABD when processing key-value workloads in wide-area network
(WAN) environments, where communication costs are high. However, prior work such as
Gryff [30] shows that shared register protocols achieve better tail latency, primarily because
they avoid log-dependent execution. This observation leads to a key question regarding the
comparative capabilities of shared register and consensus protocols for processing key-value
workloads in WAN settings: Is the absence of log-dependent execution the only advantage
shared register protocols possess? To examine this question, EPaxos and ABD are evaluated
using three geo-distributed replicas located in Virginia, Oregon, and Ireland. A client is
deployed in each region, issuing requests to its co-located replica server at varying request
rates.

In both protocols, the likelihood of fast-path commit increases when conflicting oper-
ations are infrequent. Two operations are considered conflicting if they access the same
data item (e.g., the same key in a key-value store) and at least one operation updates
the data item. As a result, the fast-path commit achieves superior performance in read-
heavy workloads, where most operations are non-conflicting. Based on this observation,
a read-heavy workload is used, comprising 10% write and 90% read operations. The key
access pattern follows a Zipfian distribution with a theta parameter of 0.6, indicating mod-
erate skew. The key space consists of 1,000 unique keys. End-to-end operation latency
is measured to identify two previously overlooked weaknesses in consensus protocols when
handling key-value workloads, compared to shared-register protocols such as ABD.
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Figure 4.2: Percentile Latency
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4.2.4 Diminishing Fast-Path Commit

Figure 4.2 presents the percentile latency of the two protocols under configurations with
and without batching. Batching refers to the technique of aggregating multiple client
requests into a single protocol message or processing round, thereby reducing coordination
overhead and improving throughput. When batching is disabled, Figure 4.2a shows that
EPaxos and ABD exhibit similar latency performance. EPaxos even achieves better P95
latency than ABD, due to its ability to commit both read and write operations on the fast
path. Figure 4.3 demonstrates how the slow-path commit rate for read operations changes
with respect to throughput with/without batching. Figure 4.3a demonstrates that there
are no fundamental differences between EPaxos and ABD when batching is disabled: 99%
of read operations are committed on fast-path for both protocols.

Further analysis reveals that the fast-path commit rate of EPaxos drops substantially
under batching, which contributes to its higher latency. When batching is enabled, client
requests are grouped into batches, each containing 10 independent operations. Under this
configuration, ABD significantly outperforms EPaxos, which suffers from increased latency.
As shown in Figure 4.2b, ABD maintains a high fast-path commit rate for reads, even under
high throughput (Figure 4.3b). At 40K operations per second, over 85% of reads complete
with just one round-trip of communication. In contrast, EPaxos shows a sharp drop in
fast-path commit rate, with over 90% of reads requiring two round-trips of communication.
A similar pattern is also observed when EPaxos’s execution phase is disabled, removing the
effects of log-dependent execution. Why does batching become a game changer? The key
lies in the subtle differences in how the two protocols detect and handle conflicts arising
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from concurrent operations.

4.2.5 Processing Granularity

Shared register protocols operate at the per-operation level. According to Algorithm 1, a
read operation can bypass the second round of coordination when it receives a consistent
quorum of responses. This rule also applies when coordinating a batch of read operations
accessing different keys. In contrast, consensus protocols typically maintain a consistently
replicated command log and operate at the granularity of a log entry. On a given replica, an
entire batch of operations associated with a log entry is committed and executed together.

In EPaxos, when a replica p receives a batch of client commands, it constructs a log
entry and coordinates with other replicas to determine a sequence number seq and a
dependency list dep containing all other log entries that the current entry depends on.
A log entry can be committed via the fast path if all conflicting entries on a fast-path
quorum of replicas are already known to p. Two log entries are considered conflicting if
their associated command batches contain conflicting commands.

P1 P2 p3 P1 | p3

Write B is appended to {Read A, Read B} ver(B) is updated to v2
{Read A,Read B},dep,, seqq} the log \)

I

{A:(v1,x), B:(v2,y)}

{Read A,Read B},deps, seqs3}

dep,seq, are found [ Read A returns x
inconsistent with

deps,seqs
{Write B, v2, y}
{Read A,Read B},dep’,seqy}
. (0K}
{OK} (0K}
Read A,Read B return after the
execution Read B returns y
(a) EPaxos (b) ABD

Figure 4.4: Different processing granularity when handling a batch of two read operations.
In ABD, Read A returns after one round-trip of communication while both Read A and
Read B return after two round-trips of communication in EPaxos.

Figure 4.4 demonstrates a scenario where two read operations Read A and Read B
are received and handled differently in EPaxos and ABD. In EPaxos, p; broadcasts a
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PreAccept request including the log entry énst; = {Read A, Read B}, its corresponding
sequence number seq; and its dependency list dep; computed based on the local view of
the command log on p;. Upon receiving the PreAccept request, ps replies with seqs and
deps, which are respectively the sequence number and dependency list of ¢nst; computed
based on p3’s view of the command log. Since ps has an instance in its command log
that contains a write operation on key B, which is not known to p;, seqsz and deps are
inconsistent with seq; and dep;. As a result, all operations associated with ¢nst; require
a second round of coordination. When a similar situation happens in ABD, where p; has
the latest version vy for key B. Due to a finer processing granularity, p; will receive responses
from a consistent quorum (including p; itself) for Read A and returns the value to clients
without going through the second round-trip for coordination.

4.2.6 The Sub-effect of Writes

Another subtle difference between shared register protocol and consensus protocol lies in
the timing of the sub-effects of write operations on each replica process. The following
definitions are introduced first:

Definition 10 (Core Variables). Core variables are local variables maintained by each
process whose value determines the communication round-trips for coordinating operations.

For ABD, the version of the register is the core variable. For EPaxos, the local view of
the command log is the core variable.

Definition 11 (Sub-effects). The updates to core variables of process p that result from
coordinating an operation o, where p serves as the coordinator of o.

In the context of key-value workloads, the sub-effect of a write operation w = put(k, v)
refers to any update made by w to the core internal variables of the coordinator replica
(i.e., the replica that receives w from a client), excluding the value of key k. In ABD, the
sub-effect of w simply updates the version associated with key k, and this update does
not take effect until w completes a full round-trip of communication with a quorum of
replicas. In contrast, in EPaxos, the sub-effect of w updates the coordinator replica’s local
view of the command log—including incrementing the maximum log entry identifier and
appending a new log entry that contains w. These sub-effects occur immediately upon
receipt of the write, prior to any coordination with other replicas. Similar behavior is
observed in other leaderless consensus protocols [58, 99].
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Figure 4.5: (a) In EPaxos, a write operation on object A processed by ps immediately
updates the command log before any other replica is aware of it. As a result, a subsequent
read commits on the slow path due to a conflict with the write processed by py; (b) In
ABD, the same write operation processed by ps updates object A only after completing
one round-trip of communication with other replicas. Consequently, a read operation
coordinated by p; can commit on the fast path, as the write operation has not yet taken
effect on py when ps replies to p;.

As illustrated in Figure 4.5a, EPaxos permits replica p, to update its local log prior
to coordinating with other replicas. This behavior may cause a concurrent read from an-
other replica to observe an inconsistent log state, resulting in fallback to the slow path. In
contrast, ABD updates the version of an object A at p, only after completing a commu-
nication round with a quorum, enabling reads on A to complete in a single round-trip—a
key performance advantage in WAN environments.
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4.3 Chapter Conclusion

This study shows that log-dependent execution is not the sole performance-limiting factor
of consensus protocols in the context of key-value workloads. Coarse processing granular-
ity and the immediate sub-effects of write operations also contribute to a higher incidence
of slow-path commits, which significantly amplifies coordination overhead. These inef-
ficiencies stem from the replicated command log abstraction, which, although designed
for general-purpose state machine replication, is poorly suited to the fine-grained, high-
frequency access patterns typical of key-value workloads.

However, these challenges are not necessarily unavoidable in practice. For example,
some system designs [107, 90] propose assigning a separate replicated state machine (RSM)
to each key or partition, which reduces contention and minimizes coordination granularity.
Additionally, some approaches [36, 30] mitigate the impact of log-dependent execution by
decoupling the processing of reads and writes, employing quorum-based read or shared
register protocols while reserving consensus for more complex operations such as read-
modify-write. These workload-aware strategies show that consensus can be effectively
combined with weaker primitives to better match the access patterns and performance
requirements of key-value workloads.
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Chapter 5

Enhancing Shared Registers for
WAN Environments

Many distributed systems rely on a shared read /write abstraction to coordinate concurrent
access to replicated state. This abstraction is particularly relevant in replicated storage
systems, metadata services, and distributed coordination frameworks [141, 87], where lin-
earizable read and write operations form the basis of consistency guarantees. In emerging
blockchain-based infrastructures, the read/write interface also aligns closely with the re-
quirements of decentralized oracle networks [104]. In such systems, off-chain data must be
written to the chain through reliable, time-sensitive updates, while smart contracts issue
reads to access the most recent values. Supporting efficient and consistent read /write access
is therefore critical for both traditional storage applications and modern oracle-driven use
cases, where performance and availability directly impact data freshness and transaction
completion.

As discussed in the previous chapter, when client load is low, the primary perfor-
mance bottleneck for coordination in a WAN environment is the latency associated with
communication round-trips. In such settings, ABD performs suboptimally under write-
heavy workloads due to its inherent requirement of two communication round-trips for
write operations. To mitigate this limitation, we explore optimizations for ABD and in-
troduce WABD (Watermark-integrated ABD) as a solution. WABD leverages clock-based
techniques to reduce ABD’s communication overhead by enabling single-round-trip writes.
Each replica process is assumed to have access to a local clock synchronized via hardware
or software methods, such as the NTP algorithm [117]. By imposing a waiting period
based on the maximum clock offset, WABD guarantees linearizable single-round-trip write
operations. WABD also supports linearizable local reads through a watermark gossiping
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mechanism [01], allowing reads to complete locally in failure-free cases, albeit with added
latency from watermark advancement. To further optimize performance, WABD adap-
tively switches between quorum and local reads based on client load. In low-load scenar-
ios, it adopts CABD’s quorum read strategy for optimal latency, while under high load, it
prioritizes coordination-free local reads, reverting to quorum reads when necessary. We im-
plemented WABD and evaluated its performance against EPaxos and EPaxosTOQ [151]
on Amazon EC2. Our results show that WABD outperforms both EPaxos variants in
throughput and latency, particularly under high-throughput workloads.

5.1 Model

The system comprises a set of n processes, where each pair is connected via bidirectional
point-to-point channels. We assume a crash failure model, allowing up to f failures, with
n = 2f+1. The replicated store is modeled as a collection of shared registers, each uniquely
identified by a key from a predefined key domain K, and storing values drawn from a value
domain V. Each process p functions as a replica of a key-value store and is uniquely
identified within the system. Client processes operate externally to the system, interacting
with it via get(k) and put(k,v) operations, where k € K and v € V. Clients issue
requests to a designated process p, which coordinates with other processes as necessary
and responds to the client upon operation completion. If the designated process p fails
during an operation, the client is responsible for retrying the request with an alternative
replica. A get(k) operation, when issued to process p, triggers a read operation on the
shared register associated with key k. Similarly, a put(k,v) operation initiates a write
operation of value v to the same register. Each write operation w is assigned a timestamp
by its coordinator process p at the start of coordination. This timestamp is defined as
ts(w) = (It,, p), where [t, denotes the value of process p’s local clock at the time ts(w) is
issued. To formalize this construction, let ¢(¢, p) denote the value of process p’s local clock
at real time ¢; The notation clock((lt,,p)) is used to denote It,, i.e., the clock component
of the timestamp. It is assumed that process p issues at most one operation within the
interval [It,, It, 4+ 1).

All processes are equipped with local clocks synchronized via hardware (e.g., atomic
clocks) or software-based time protocols such as NTP [117]. Clocks are assumed to have
bounded drift, to advance monotonically, and never to move backward. Synchronization
occurs over a separate synchronous channel or via trusted hardware, while inter-replica
communication and processing are otherwise asynchronous. The maximum deviation be-
tween any local clock and a reference time source is bounded by a known constant op,.x,
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formalized by the following assumption:

Definition 12 (Bounded Clock Offset Assumption). There exists a constant oma, > 0
such that, for all processes p € R and all real times ¢t € RT, the clock offset is bounded as
follows:

|c(t,p) — t| < Omax-

5.2 Consistency Properties

Linearizability [30], also referred to as atomicity in the context of read/write registers, is
a widely accepted correctness condition for the interaction between a set of processes and
shared registers through the invocation of their exposed interfaces. Section 2.5.1 provides
a general definition for a collection of arbitrary shared data types. This chapter focuses on
linearizability for a single shared register object, motivated by the fact that linearizability

is compositional: a collection of individually linearizable objects is also linearizable as a
whole [30].

The definition of linearizability for a single shared register object is specified as follows:

Definition 13 (Register Linearizability). A history H of a shared register is said to be
linearizable if it can be extended to a history H' (by appending zero or more matching
response events or removing incomplete operations) such that there exists a sequential
history S that preserves the order of events in H’ and satisfies the following two conditions:

1. Real-time constraint: If 0; <y 09, then 0; <g 0s.

2. Read constraint: Each read operation returns either the value written by the most
recent preceding write operation in S, or an initial value if no such write exists.

5.2.1 Monotonicity Properties

Our analysis of consistency will focus on four monotonicity properties defined by [125]
which are suffcient conditions for linearizability. We define the notation ts(o0) as follows:

1. If 0 is a write operation that writes a value v, then ts(o) is the unique timestamp
assigned to v by the process that issued o.

44



2. If 0 is a read operation that returns a value v, then ts(0) is the timestamp associated
with v. In other words, ts(r) = ts(w), where w is the write operation that wrote the
value v returned by the read operation r.

For each history H, and any two operations, the following four properties that must be
guaranteed by a linearizable shared register:

Property 5.2.1. Write-write Monotonicity: w; <y ws —> ts(wy) < ts(wsy).
Property 5.2.2. Write-read Monotonicity: w <y r —> ts(w) < ts(r).
Property 5.2.3. Read-write Monotonicity: r <y w — ts(r) < ts(w).
Property 5.2.4. Read-read Monotonicity: ri <y ro —> ts(r1) < ts(rq).

Lemma 1. For a shared register object, if a history H satisfies all four monotonicity
properties, then H is linearizable.

Proof. Let H be a history that satisfies all required monotonicity properties. To construct
an extended history H’, append the response event resp(w) to H for each pending write
operation w € H, and remove any pending read operation r from H.

We then construct a sequential history S by sorting operations o in increasing order
of ts(o), with each invocation immediately followed by its corresponding response. Ties
are resolved as follows: 1. Write operations precede read operations. 2. Otherwise, ties
are broken based on the order of invocation in H. To satisfy the real-time constraint, if
01 <y 09, then 0y <g 0y must hold. By the monotonicity property, o; <y 0o implies
ts(o1) < ts(o2). If ts(o1) < ts(o2), then 0 <g 09 holds. If ts(o1) = ts(02), the tie-breaking
rule ensures 0; <g 02. In .S, any read operation r and its closest preceding write operations
w have the same timestamp ts(w). As a result, read constraint also holds. 0

5.3 Fast Write via Loosely Synchronized Clocks

The original ABD protocol uses monotonically increasing sequence numbers in timestamps
to label register versions. Computing the timestamp for a write operation requires an
extra round to retrieve the latest version from a majority quorum of replicas. If processes
had access to perfectly synchronized clocks, this initial round-trip could be replaced by
reading the local clock, allowing write operations to complete with a single round-trip
without compromising consistency guarantees—an advantage in WAN settings. However,
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perfectly synchronized clocks are unattainable in practice, and prior work [51] has shown
that fast (i.e., single-round) algorithms are impossible without additional assumptions
about timing. Some work [125] proves that single-round-trip algorithms can guarantee no
more than write-read monotonicity.

To address this, the present work investigates single-round-trip read and write algo-
rithms that ensure strong consistency under the bounded clock offset assumption formalized
in Definition 12. Under this model, clocks are only loosely synchronized, but the bounded
skew assumption enables precise reasoning about the timing of operations. The remainder
of this section investigates the following question: Can fast algorithms be achieved under
the assumption of access to such clocks?

Algorithm 3: Clock-Optimized ABD (CABD)

> State variables on process p
1 Var ts,: register version
2 Var v,: register value
3 Procedure DeltaRead(d):
broadcast Readl
wait until Read1Resp(ts,, v4) received from all ¢ in some quorum @
ts <= maxgye t8q
v < vy with ts, = ts
WriteBack(Q,ts,v)
wait until GetTime() — clock(ts) > ¢
10 return v
11 Procedure WriteBack((Q, ts, v):
12 if 3¢ € Q,tsy # ts then
13 broadcast Read2(ts,v)
14 wait until Read2Resp(ts) received from all ¢ in some quorum @’
15 Procedure DeltaWrite(v,d):
16 ts < (GetTime(), p)
17 broadcast Write(ts, v)
18 wait until GetTime() — clock(ts) > § A WriteResp(ts) received from some quorum
19 Procedure Update (ts’,v'):
20 if ts, < ts’ then
21 tsp « ts'
22 vp 0

© 0 N O ok
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> Upon receiving a message m from process q
23 Procedure HandleMessageCABD(m):

24 switch m do

25 case m is Readl do

26 ‘ send ReadlResp(ts,,vp) to g
27 case m s Read2(tsy, vq) do

28 Update(tsq, vq)

29

send Read2Resp(tsq) to ¢
30 case m is Write(tsq, vq) do
31 Update(tsg, vq)

32 send WriteResp(ts,) to ¢

5.3.1 Clock Optimized ABD

Algorithm 3 presents the resulting algorithm, referred to as Clock-Optimized ABD (CABD),
with its message-handling logic detailed in line 23. The most prominent difference com-
pared to ABD is that CABD achieves single-round-trip write coordination. However, in
addition to message exchanges for quorum-based coordination, both read and write oper-
ations enforce timing constraints to ensure linearizability.

Let ¢ denote the delay parameter that determines when coordination may terminate at
a process, ensuring consistent operation ordering in the presence of bounded clock skew,
as defined by the assumption in Definition 12. A read operation terminates only after the
local clock time exceeds the maximum timestamp received from a quorum by at least 9, as
enforced on line 9; a write operation completes only after the local clock time exceeds its
locally measured invocation time by ¢ units, as shown on line 18. As a result, the latency
of coordination is influenced not only by the number of communication round-trips but
also by the value of 4. The algorithm achieves improved coordination efficiency when ¢ is
smaller than the duration of one communication round-trip.

5.3.2 Analysis for CABD

This section analyzes the choice of § required to ensure linearizability in Algorithm 3.

Lemma 2. Forpy,ps € R, if c(t1,p1) —c(ta, p2) > 9, then it follows that t; —ts > § — 20,4z -
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Proof. According to Definition 12, we have t1 > ¢(t1,p1) — Omaz and ta < c(t2,p2) + Omaz-
We then have:

tl - t2 > C(tlapl) — Omaz — <C<t27p2) =+ Omax> (51)
= (C(tlapl) - C(t27p2)) - 20maa}
=0 — 204z
]

Lemma 3. Let 0 and oy denote the local clock offsets of processes py and ps, respectively.
The difference between these offsets satisfies:

log — 01| < 20max-

Proof. Under the bounded clock offset condition specified in Definition 12, the local clock
at any process p € R satisfies:
‘C@vp) o t‘ < Omax

for all real times ¢. This implies the local clock offset 0, = ¢(t, p) —t is bounded such that:
—Omax < 0p < Omax-
Applying this to processes p; and ps, it holds that:
—Omax < 01 < Omaxs; —Omax < 02 < Omax-
Therefore, the difference 0, — 07 is bounded as follows:

09 — 01 < Omax — (_Omax) — 20maxa

02 — 01 > —Opax — Omax = _20max-
Combining both bounds:
_2Omax <0y —01 < 20maxa

which implies:
|os — 01| < 20max-

O

Lemma 4. For real times tq, s, t3 and processes p1, pa2,ps € R, if c(ta, p2)—c(t1,p1) > 40max
and ty <t , then c(ts,ps) > c(t1,p1).
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Proof. By Lemma 2, it follows that:
t2 - tl > 40max - 20max - 20max-
Therefore:
to > t1 + 20max-

Since t3 > ty, one obtains:
t3 >ty > t1 + 20max-

Let t3 = t1 4 20max + € for some € > 0. Let 0, and o3 denote the clock offsets of p; and ps,
respectively. Then:

c(ts, ps) — c(t1,p1) = (t1 + 20max + € + 03) — (t1 + 01)
= 20max + € + (03 — 01).

By Lemma 3, 03 — 01 > —20y,ax, SO:

c(ts,ps) — c(ti,p1) > € > 0.

Hence:
C(ti’w pS) > c(tlapl)-
O

Theorem 1. Algorithm 3 guarantees Property 5.2.1, i.e., w1 <g we = ts(wy) < ts(wy),
if and only if 6 > 40max.

Proof. To prove that Algorithm 3 guarantees Property 5.2.1, i.e., wy <g we = ts(w) <
ts(wsy), if and only if § > 40ayx, both directions are established below.

Let p; and py denote the coordinators of w; and ws, respectively. Let ¢ and ¢;°7
denote the real times at which w; is invoked and completed, respectively. Let ¢5* denote
the real time at which w, is invoked.

(<) Assume § > 40ya. Since the algorithm enforces a local wait of at least § at p; (line 9),
it follows that: ‘
C(t;esp’pl) - c(tinv7p1) >0 > 40max-

Given wy < ws, the invocation of wsy at real time 5" occurs after the response of wy,
resp

Le., t1°7 < t&". By Lemma 4, it follows that:
c(t" pa) > c(ti™, py).
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Given that clock(ts(ws)) = c(ti, ps) and clock(ts(wy)) = c(ti™ py), it follows that:
clock(ts(wg)) > clock(ts(wy)).
Thus, ts(wy) < ts(ws).

(=) Suppose 0 < 40max, and let 6 = 4oy — €1 for some €; > 0. The proof constructs a
counterexample to Property 5.2.1, in which w; <z we, but ts(w;) > ts(ws) holds.

Let ¢/ and ¢;*" denote the real times at which w; is invoked and completed, respec-
tively. Since the algorithm enforces a local wait of §, we have:

c(tP, p1) — c(t™ py) > 6.

By Lemma 2, this implies: ‘
17—t > 0 — 20max-

Assume w, is invoked at time 5", such that:
Yt = § — 20k + €2,
for some €5 > 0. Substituting 6 = 40,.x — €1, We obtain:
t;"” = t’fw + 20max + €2 — €1.
Let 0; and 0y denote the clock offsets of p; and p,. Then:
clock(ts(wy)) — clock(ts(wy)) = c(t5™, py) — c(t™ p1)

= (tim} + 20max + € — € + 02) - (t;nv + 01)

= 20max + € — €1+ (02 - 01).
Choose €, = ¢ and 03 — 01 = —20nax + €2, then:

clock(ts(ws)) — clock(ts(wy)) = _761 < 0.

Thus, ts(ws) < ts(w;) even though wy <z we, violating the monotonicity property.

From both directions of the proof, it follows that wy < we = ts(w;) < ts(wsy) holds if
and only if § > 4oyax. O

Theorem 2. Algorithm 3 guarantees Property 5.2.3, i.e., r <g w — ts(r) < ts(w), if
and only if 6 > 40yay.
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Proof. Let p, and p,, denote the coordinator processes for the read operation r and the write
operation w, respectively. Let p, denote the process that assigns a timestamp to the value
returned by r, with the assignment occurring at real time ¢, such that clock(ts(r)) = c(t, p.),
as determined in line 6. Let t™*? denote the real time at which r completes, and let ¢/
denote the real time at which w is invoked.

(<) Suppose 0 > 40pmax. Line 9 of Algorithm 3 enforces waiting at p, until the local clock
exceeds clock(ts(r)) by d, implying:

c(t;™,py) — c(t,py) > 6 = 40omax.

Given r <y w, the invocation of w at time ¢t follows the response of r, so t/*? < ¢,
By Lemma 4, this implies:
c(ty” pw) > c(t; po)-

Since clock(ts(w)) = c(t™, p,) and clock(ts(r)) = c(t,p,), it follows that:
clock(ts(w)) > clock(ts(r)).
Thus, ts(r) < ts(w).

(=) Suppose § < 40max, and let § = 4o.x — € for some €5 > 0. A counterexample is
constructed in which r <y w, yet ts(r) > ts(w), violating Property 5.2.3.

Let clock(ts(r)) = c(t,p,) =t + 03, where t is the real time at which r’s timestamp is
assigned. The algorithm requires that:

C(t;espapr) - C(t,pv) > 0.

By Lemma 2, this implies:
6P —1 > 0 — 20max-

Assume w is invoked at time:
tf;w =1+ (5 - 20max + 62)7
for some €5 > 0, ensuring r <z w. Substituting 0 = 40,.x — €1, We get:

tZw =t+ 20max + €5 — €.
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Let 05 and o3 denote the clock offsets of p,, and p,, respectively. Then:

clock(ts(w)) — clock(ts(r)) = c(t™, pyw) — c(t, p,)
= (t 4 20max + €2 — €1 + 02) — (t + 03)

= 20max + €2 — €1 + (02 — 03).

Choose €2 = ¢, and let 0y — 03 = —201ax + €2, then:

clock(ts(w)) — clock(ts(r)) = —761 < 0.

Thus, ts(w) < ts(r) even though r <y w, violating Property 5.2.2.

It follows that r <y w = ts(r) < ts(w) holds if and only if 6 > 40pax. O

Theorem 3. Algorithm 8 guarantees Property 5.2.2, i.e., for any write w and read r, if
w <p T, then ts(w) < ts(r), for an arbitrary §.

Proof. Assume w <y r, meaning the write w completes before the read r is invoked. Let
Q. and @), denote the quorums used by the write and read operations, respectively.

According to Algorithm 3, a write operation w completes only after broadcasting a
Write message with timestamp ts(w) and receiving acknowledgments from all replicas in a
quorum @,,. This guarantees that each replica in @), has recorded the pair (ts(w),v) in
its local state by line 19, prior to the invocation of the subsequent read r.

The read operation r broadcasts Readl and collects responses from quorum (),, then
selects the maximum timestamp ¢s(r) among the responses it receives. Since Q,, NQ, # ),
and at least one replica has ts(w) or a greater timestamp, the maximum observed by r
must satisfy:

ts(r) > ts(w).

Therefore, Algorithm 3 satisfies write-read monotonicity regardless of the value of 6. [

Theorem 4. Algorithm 3 guarantees Property 5.2./, i.e., for any read r1 and read ry, if
11 <p re, then ts(ry) < ts(ry), for an arbitrary J.

Proof. Assume r{ <y 19, meaning that read r; completes before read ro is invoked. Let
(21 and Q5 denote the quorums contacted by r; and 9, respectively.
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According to Algorithm 3, each read operation broadcasts a Readl message and re-
ceives ReadlResp(ts,, v,) replies from all replicas in its quorum. The read then selects the
maximum timestamp among the responses, denoted ts(r;) = max,eq, tsq, for i € {1,2}.

Since r; completes before ro begins, each process in quorum ()7 must have responded
with its latest known timestamp ts, < ts(r;) prior to the completion of r;. If @; is a
consistent quorum such that Yq € Q1,ts, = ts(ry), then any process ¢ € ;1 N Q2 maintains
a local timestamp ts, > ts(ry) when responding to the Readl request of 5.

Otherwise, if () is not a consistent quorum, let @)} denote the quorum from which
r1 receives responses at line 8. Since all replicas in @} have received ts(ry), any process
q € 1NQ2 maintains a local timestamp ts, > ts(ry) when responding to the Readl request
of 9.

Therefore, for any process ¢ € Q1 N @2, its response to o must satisfy s, > ts;. Since
Q1 N Q2 # (), the maximum timestamp returned to 7o, i.e., ts(ry), must satisfy:

ts(re) > ts(ry).

Hence, the read-read monotonicity condition r1 <y 9 = ts(ry) < ts(ry) holds. This
result is independent of the choice of 4, since it relies solely on quorum intersection. O

5.3.3 Discussion

By setting § > 40max, Algorithm 3 guarantees all consistency properties defined in Sec-
tion 5.2. This design enables a reduction in write latency when oy, is significantly smaller
than the latency of a communication round-trip between replicas. For instance, in typical
AWS deployments, the maximum clock offset 0,,,x can be bounded to approximately 10ms
using services like Amazon Time Sync Service [7]. Setting § = 50ms satisfies the condi-
tion & > 4omax. In contrast, inter-region WAN communication on AWS—e.g., between
instances in us-east-1 (N. Virginia) and ap-southeast-2 (Sydney)— commonly incurs
round-trip latencies exceeding 200ms.

Under such conditions, a write coordinated by CABD can terminate after a single round-
trip of communication, as the elapsed duration already exceeds 50ms, thereby eliminating
the need for an additional coordination round-trip. This results in significant performance
gains in WAN environments, where network latency often dominates coordination cost.

The use of local waiting similarly affects read operations. To maintain consistency, each
read must defer its response until the local clock exceeds the largest observed timestamp
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by at least 0 > 40,.x, as enforced by line 9 of Algorithm 3. However, in read-dominant
workloads, this waiting period is often negligible, since the most recent write may have
been issued well before the read begins.

5.4 Watermark Integrated ABD

In read-heavy workloads, requiring two coordination round-trips for read operations can
introduce substantial overhead. To mitigate this, prior works [13, (1] propose passive
mechanisms for handling reads. Rather than actively coordinating each read, replicas can
delay responses until their local state is sufficiently up-to-date, and then serve the read
directly. This class of techniques is referred to as watermark-based algorithms [01]. By
avoiding message-based coordination, watermark reads significantly reduce communication
overhead, making them particularly well-suited for read-heavy scenarios.

This section introduces Watermark-Integrated ABD (WABD), a hybrid protocol that
integrates the CABD with watermark-based techniques. By dynamically selecting between
active and passive coordination, WABD adapts to diverse workload scenarios. The hybrid
design preserves all consistency guarantees while offering flexibility to balance read and
write performance adaptively.

Local state maintained by process p:

1. valMap: a map from timestamps to their corresponding values

2. wmy: local watermark of process p

3. gwmy,: global watermark

4. T list of timestamps of pending write operations

5. wmMap: a map from process identifiers to their local watermarks
6. tSime: the largest timestamp issued by process p

7. 040 interval between successive gossip broadcasts of the local watermark

Figure 5.1: Local state maintained by each process for Algorithm 4 and Algorithm 5
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5.4.1 Watermark-based Read/Write Algorithm

We begin by introducing the watermark-based read/write algorithm adapted from [(1].
Figure 5.1 lists the local variables maintained by each process p, including a local watermark
wm,, and a global watermark gwm,,, both of which are defined as follows:

Definition 14 (Local Watermark). Let W, denote the set of write operations issued
by process p. A write operation w; € W, is said to be fully acknowledged if it has been
received and acknowledged by all processes. This condition is denoted by AckByAll(w;).
The local watermark wm,, is defined as the highest timestamp such that

Yw e W,, ts(w) <wm, = AckByAllw).

Definition 15 (Global Watermark). The global watermark gwm, maintained at process
p is defined as
gwm,, = min wmMap|q|,
qER

where wmMap|q] stores the most recent local watermark reported by process q.

Algorithm 4 presents the watermark-based read /write algorithm. Both the read proce-
dure (line 5) and the write procedure (line 10) complete after the global watermark gwm,,
exceeds the operation’s timestamp ts. Once this condition is satisfied, the WatermarkRead
procedure returns the value associated with the largest timestamp less than ts, retrieved
from valMap, which stores historical values. Code section from Algorithm 4 presents the
procedures for managing watermarks.

The GetTs procedure (line 24, Algorithm 4) is invoked by both read and write proce-
dures to generate a timestamp ts = (GetTime(), p), where p denotes the process identifier.
If invoked by WatermarkWrite, the generated timestamp ts is appended to the list T
(line 28) before being returned. The AfterAckByAll procedure removes timestamp ts
from T once acknowledgements for the corresponding write are received from all processes
(line 23).

Each process p periodically invokes the GossipWatermark procedure (line 36) to broad-
cast its current local watermark to peers. Upon receiving watermark values from other
processes (line 20), process p invokes the UpdateGlobalWatermark procedure (line 30),
which updates the global watermark gwm, to the minimum value among all entries in
wmMap, as specified in line 33.
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Algorithm 4: Watermark-Based Read/Write Algorithm

B B~ N SN JUR R

10
11
12
13

14
15
16
17
18
19
20
21
22
23

24
25
26
27
28
29
30
31
32
33
34
35

Var T < ()

Var valMap < {(L,q) — L | ¢=min(R)}
Var wmMap < {q— (L,q) | ¢ € R}

Var wm,,, gumy, tsmaz < (L, D)
Procedure WatermarkRead():

ts < GetTs(false)

wait until gwm, > ts

strictly less than ts
v <— valMap.get(ts)
return v
Procedure WatermarkWrite (v):
ts < GetTs(true)
broadcast Write(ts, v)
wait until guwm, > ts

Procedure HandleMessageWM(m):
switch m do

case m s Write(tsq, v,) do

valMap(ts,] < vg

send WriteResp(ts,) to ¢
case m is wmy do

case m is WriteResp(ts) do

‘ AfterAckByAll(ts)
Procedure GetTs(is Write):

tSmaz < (GetTime(), p)
if isWrite then

‘ T.append (tsmaz)
return ts,,q.

if wmg > wmMap[g] then
wmMap[q] < wmy
gwmy, < minger wmMap|q']
Procedure AfterAckByAll(ts):
‘ T.delete(ts)

> valMap.get(ts) returns the value associated with the largest timestamp

> Upon receiving message m from process ¢

‘ UpdateGlobalWatermark(q, wmy)
if WriteResp(ts) has been received from all processes then
> Watermark management procedures (executed sequentially by process p):

wait until GetTime() > max(clock(tSmaz ), clock(wmy,))

Procedure UpdateGlobalWatermark(q, wmy):
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> invoked by process p every §, time units
36 Procedure GossipWatermark():

37 ts < (GetTime(), p)

38 if = T.isEmpty() then
39 ts < T.head

40 wait until: ts ¢ T
41 wmMaplp] < ts

42 wmy, < ts

43 broadcast wm,,

Note that the GetTs, AfterAckByAll, UpdateGlobalWatermark, and GossipWatermark
procedures are executed sequentially by process p, ensuring that no two are invoked concur-
rently by the same process. This sequential execution is enforced using a mutual exclusion
lock, which guards access to shared state variables, including the timestamp list 7', the
watermark map wmMap, the global watermark gwm,, and the local watermark wm,,.

5.4.2 Combining Watermark-based Algorithm with CABD

Although Algorithm 4 permits coordination-free reads, progress relies on advancing the
global watermark gwm,,, which precludes liveness under replica failures. Blocking on mes-
sages from all replicas induces elevated tail latency when stragglers or overloaded nodes
are present. CABD tolerates up to f replica failures using quorum-based communication
but incurs delays from conservative estimates of 0,,4., designed for worst-case clock drift
scenarios. While CABD enhances fault tolerance, latency may increase under adverse
network or failure conditions. To address these complementary limitations, WABD in-
tegrates quorum-based and coordination-free techniques to achieve balanced performance
and resilience.

Algorithm 5 defines the read and write operations in WABD. A write broadcasts its
value and completes when either the completion condition of DeltaWrite (line 15, Algo-
rithm 3) or that of WatermarkWrite (line 10, Algorithm 4) is satisfied. For reads, WABD
executes DeltaRead (line 3, Algorithm 3) in parallel with WatermarkRead (line 5, Algo-
rithm 4) and returns upon the earliest completion. This dual-path strategy minimizes
latency under varying system loads. Unlike writes, DeltaRead is triggered probabilisti-
cally, governed by proby, computed as the sigmoid of %, where n, denotes the number
of pending read operations whose coordination has begun but not yet completed, and C'
is a configurable concurrency threshold. If n, < (', DeltaRead is always executed. When
n, > C, the probability decreases, approaching zero as n, grows significantly beyond C'.
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Algorithm 5: WABD

1
2
3
4
5
6
7
8
9

10
11
12
13
14

15
16
17
18

19

20
21

22
23
24
25
26
27
28
29
30
31

Procedure WABDRead ():

>

start <— GetTime()

V1,V < 1
ny—C

probg < 1/(1+e T )
asynchronously run:

‘ v1 < WatermarkRead() // line 5, Algorithm 4
asynchronously run with probability prob,

| va  DeltaRead(40max)// line 3, Algorithm 3
Ch + (’Ul #J_\/UQ#J_)
Co < (GetTime() — start > T)
wait until: Cy Vv Cy
if C; then

‘ return the value among v; and vy that is set first
else

> invoke DeltaRead to preserve liveness when failures inhibit watermark

advancement
return DeltaRead(40max)

Procedure WABDWrite(v):

ts < GetTs(true)

broadcast Write(ts, v)

> completion condition for DeltaWrite (line 15, Algorithm 3)

Cq : (WriteResp(ts) received from some quorum) A (GetTime() — clock(ts) > 40max)
> completion condition for WatermarkWrite (line 10, Algorithm 4)

Cy : gwmy, > ts

wait until: Cy Vv Cy,

Upon receiving message m from process ¢
Procedure HandleMessage(m):

switch m do
case m is Write(tsq, vq) do
valMapltsq] < vg
Update(tsq, vq)
send WriteResp(ts,) to ¢
case m € {wmgy, WriteResp(ts,)} do
‘ HandleMessageWM(m)// line 14, Algorithm 4
case m € {Readl, Read2(ts,,v,), Read2Resp(ts,)} do
‘ HandleMessageCABD(m)// line 23, Algorithm 3
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This design enables WABD to prefer coordination-free reads under high load, reverting
to quorum-based reads when load is low. Additionally, WABD triggers DeltaRead if guwm,
remains stagnant for a preset timeout 7T, thereby ensuring liveness when failures prevent
watermark advancement (line 15). The value of 7 should reflect anticipated clock drift
and network delay in the deployment environment. A smaller 7 improves responsiveness
under failure, but may trigger unnecessary active coordination for read operations. In
contrast, a larger T reduces such coordination overhead, but may prolong recovery under
persistent failures. The current implementation sets 7 to twice the estimated round-trip
time between two distant replicas. Future work will explore adaptive tuning of 7 based
on observed network latency and real-time system behavior.

5.4.3 Correctness of WABD

This section analyzes the consistency guarantees of WABD under the bounded clock offset
assumption. In the watermark-based algorithm, each read operation r is associated with
a timestamp 7(r) (see line 6). To distinguish this from ts(r) as defined in Section 5.2.1,
7(r) denotes the timestamp used in watermark-based coordination. For each operation o,
inv(o) denotes the event at which a timestamp is assigned to o, and resp(o) denotes the
event at which coordination for o completes. The analysis uses wm! and gwm! to denote
the local and global watermarks at process i € R at real time t, respectively.

Since Algorithm 5 relies on the same watermark management procedures as those in
Algorithm 4 (starting after line 24), the analysis begins by establishing the properties
ensured by watermark management in Algorithm 4:

Lemma 5. Algorithm 4 ensures the following: timestamps are appended to T in strictly
increasing lexicographic order. This implies that if ts; is appended to T after ts;, then
ts; > tSj.

Proof. Timestamps are appended to T" only by the GetTs procedure in Line 24, which
is executed sequentially by a process. Each invocation waits until GetTime () exceeds
clock(tSmaee) (line 25), where S, is the timestamp most recently appended to 7. Thus,
timestamps are appended to 7' in strictly increasing lexicographic order. O

Lemma 6. Algorithm j ensures the following: for each process p, if the local watermark
wmy, equals ts, then any write operation coordinated by p with timestamp less than ts has
been acknowledged by all processes.
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Proof. Assume, for contradiction, that a write w, coordinated by process p, with ts(w) < ts,
remains unacknowledged by some process when the local watermark wm,, is updated to
ts in line 42. Let gt denote the execution of GetTs in line 24 that assigns the timestamp
ts(w) to w. Let gw denote the execution of GossipWatermark in line 36 that updates wm,,
to ts.

The state of the timestamp list 7" at the time of gw can be categorized as follows:

1. T is empty when gw is executed. In this case, because gt and gw are sequential, gt
must start after gw completes. Otherwise, ts(w) would have been appended to 7" and
not yet deleted by line 35, as the write has not been acknowledged by all processes.

However, both ts and ts(w) are constructed using GetTime(). The return value of
GetTime () is monotonically increasing, assuming the local clock does not go back-
ward. Since gt must start after gw completes, it must hold that ts(w) > ts.

2. T is non-empty when gw is executed. Then ts = T.head, as defined in line 39.
According to Lemma 5, ts(w) ¢ T because ts(w) < ts. As a result, gt must start
after gw completes. However, according to Lemma 5, it must hold that ts(w) > ts.

O

Lemma 7. Algorithm 4 ensures the following: for each process p, the value of local water-
mark wm,, is monotonically non-decreasing with respect to real time.

Proof. Assume, for contradiction, that the local watermark wm, decreases at some point
in real time. Let tsq,tss,ts3,... denote the sequence of values assigned to wm,, (line 42),
ordered by strictly increasing update time. Then there must exist an index n such that
Sy > tSp41. Since only the GossipWatermark procedure (line 36) updates wmy, let gw,
and gw, denote the execution of GossipWatermark that updates wm, to ts, and ts, 1,
respectively. The following cases are considered:

1. T is empty during both gw, and gw,;. Due to sequential execution, gw, completes
before gw,, 1 starts, and both timestamps ts,, and ts,,,1 are assigned using GetTime ()
via line 37. Since the return value of GetTime () is monotonically increasing, assuming
the local clock does not go backward, it follows that ts, < ts,.1.

2. T is non-empty during gw,, while 7" is empty during gw, ;. Let gt, denote the
execution of GetTs (line 24) that appends ts,, to T'. The execution gt,, must complete
before gw, starts; otherwise, ts,, ¢ T and could not be retrieved by gw, at line 39.
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Since T is empty during gw,.1, ts,+1 is set by gw,., using GetTime () via line 37.
As gt, completes before gw,; starts, due to sequential execution, it follows that
tsp < ts,y1, since GetTime () is monotonically increasing.

3. T is empty during gw,, and ts,, is assigned using GetTime () via line 37, whereas T
is non-empty during gw,4,. Let gt,y1 denote the GetTs invocation in line 24 that
appends ts,.1 to T', which is subsequently retrieved via line 39 during gw,, 1.

Since T' is empty during gw,, and ts,,; € T during gw,.1, sequential execution
implies that gt,,.1 must be invoked after gw,, completes. Otherwise, ts,,.1 would not
appear in 7" during gw,.1, yielding a contradiction.

Given that GetTime () returns monotonically increasing values, and ts,, is assigned
prior to ts,.1, it follows that ts, < ts,.1.

4. T is non-empty during both gw,, and gw, ;. Let gt,, and gt,,.; denote the executions
of GetTs that append ts,, and ts,, 1 to T', which are retrieved via line 39 during gw,
and gw, 1, respectively.

Since ts,, > ts,i1, gtnr1 must complete before gt,, starts, according to Lemma 5.
Additionally, gt, completes before gw, starts; otherwise, gw, cannot retrieve ts,
from T via line 39. As a result, gt, .1 completes before gw, starts.

Since gw, 1 starts after gw, completes, ts, 1 remains in T until gw, ; completes.
However, in this case, gw, cannot retrieve ts, via line 39, because ts,, > ts,1
and thus cannot be T.head, according to Lemma 5, contradicting the fact that gw,
updates wm,, to ts,.

[]

Lemma 8. Algorithm 4 ensures the following: if gwm, > ts at real time t, for some p € R,
then wmg > ts at real time t, for all ¢ € R.

Proof. Let meapr denote the watermark map maintained by process p at time ¢, as
initialized in line 3. The argument proceeds by contradiction. Assume gwm; > ts for
some p € R, and suppose there exists ¢ € R such that wmfl < ts.

According to line 33 in Algorithm 4,

t : tr:
qum < min mea 1].
P i€R P p[ )
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Thus, for each 7 € R, including ¢, it holds that meap;[q} = wmg for some t' < t. Hence,
wmg > gwmi) > ts.

By Lemma 7, local watermark values are monotonically non-decreasing with respect to
real time. So
wmfl > wmg > ts,

which contradicts the assumption wmg < ts. O

The following presents proofs for the monotonicity properties defined in Section 5.2.1
and ensured by Algorithm 5:

Lemma 9. Algorithm 5 guarantees Property 5.2.1: wy <pg wy = ts(wy) < ts(ws).

Proof. Let p; and py denote the coordinator processes of w; and ws, respectively. Let ¢
and t1°? denote the real times of inv(w;) and resp(w; ), respectively. Let 5" denote the
real time of inv(ws).

1. Case 1: The write w; completes when condition Cy is satisfied (line 19). Condition
Cy enforces the same termination criterion at resp(w,) as DeltaWrite with d set to
40max. As a result, the following holds:

ety p1) — c(t™, p1) > 40max

Since w; <pg wy, it follows that ¢ < ¢[*? < ¢, By Lemma 4, it follows that:

C@;Tw ) p2) > C(tl{wa pl)

Given that clock(ts(wy)) = c(ti,ps) and clock(ts(wy)) = c(t™,py), it follows that
ts(wy) < ts(ws).

2. Case 2: Let wm! and gwm} denote the values of the local and global watermarks at
process ¢ € R at real time ¢, respectively.

The write w; completes when condition C,, is satisfied (line 20). Since w; completes

resp

under C,, it follows that gwmf}l > ts(w1). By Lemma 8, the local watermark

Tesp

wmy, > ts(wy).
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Given that w; < ws, it follows that ¢;*? < ¢i*. According to line 25 in Algorithm 4
and Lemma 7, the timestamp ts(w,), assigned at time t5* by GetTs (line 24), satisfies

resp

t“’“}
wmy, < wmy, < ts(wy). Therefore,

resp ina
tl t2

ts(wr) <wmy), < wmmu < ts(ws),

and Property 5.2.1 holds.

Lemma 10. Algorithm 5 guarantees Property 5.2.2: w <g r = ts(w) < ts(r).

Proof. Let p, and p, denote the coordinator processes of w and r, respectively. Let ¢
and ¢"*? denote the real times of inv(w) and resp(w), respectively. Let t™ and ¢"**? denote
the real times of inv(r) and resp(r), respectively.

1. Case 1: w completes when Cy is satisfied (line 19).

(a) Subcase 1: r is a DeltaRead operation (line 3, Algorithm 3). In this case, the
condition Cy ensures the same completion criteria as DeltaWrite. Consequently,
Theorem 3 applies, and Property 5.2.2 is satisfied.

(b) Subcase 2: r is a WatermarkRead operation (line 5, Algorithm 4). Since w
completes under condition Cy, which enforces the same termination criterion at
resp(w) as DeltaWrite with 0 = 40y, the following holds:

(P py) — (", py) > 40max.
Given that w <y 7, it follows that {7 < ™. By Lemma 4,
ety pr) > e(ty”, pu)-
Since clock(7(r)) = c(t™™,p,) and clock(ts(w)) = c(t™ p,), it follows that
7(r) > ts(w).

Let t < t7? denote the real time at which line 7 of Algorithm 4 is satisfied in
r, such that guwm] > 7(r).
By Lemma 8,

wmy, > 7(r).

Since ts(w) < 7(r) < wm;, , then by Lemma 6, w has been acknowledged by all
processes, including p,., at time t. Therefore, r returns the value written by w,

unless a write with a higher timestamp exists. Hence, Property 5.2.2 holds.
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2. Case 2: w completes when C,, is satisfied (line 20).

()

Subcase 1: r is a DeltaRead operation (line 3, Algorithm 3). In this case,
condition C,, ensures that gwmﬁ,ﬁp > ts(w). According to Lemma 7, w has
been acknowledged by all processes at time ¢7°°P.

Since r reads from a quorum of processes and %P < " it must return the
value written by w, provided no write with a higher timestamp exists in the
quorum. Therefore, Property 5.2.2 holds.

Subcase 2: r is a WatermarkRead operation (line 5, Algorithm 4). Since w
completes under condition C,, it follows that gwm;{isp > ts(w), and w has been
acknowledged by all processes at time ¢]7”. By Lemma 8, the local watermark
wmly” > ts(w).

Given w <y r, it follows that ¢ > t’*?. According to line 25 in Algorithm 4
and Lemma 7, the timestamp 7(r) assigned by GetTs at ¢ satisfies ts(w) <
<wml. <7(r).

Since the write w has been acknowledged by p, at time t™, and ts(w) < 7(r),
line 8 of Algorithm 4 ensures that the read operation r returns the value written

by w, provided no write with a higher timestamp is present in valMap at p,.
Therefore, Property 5.2.2 holds.

resp

L2
wmpr

Lemma 11. Algorithm 5 guarantees Property 5.2.3: r <g w => ts(r) < ts(w).

Let p,, and p, denote the coordinator processes of w and r, respectively. Let p, denote

Proof.

the process that coordinates the write w’ whose value is returned by r. Assume w’ is
invoked at real time ¢, such that clock(ts(r)) = c(t,p,), as determined in line 6. Let ¢t
and 7" denote the real times of inv(r) and resp(r), respectively. Let t7 and %P denote
the real times of inv(w) and resp(w), respectively.

1. Case 1: r is a DeltaRead (line 3, Algorithm 3), invoked with § set to 40,.x. Line 9
of Algorithm 3 enforces waiting at p, implying:

c(trP py) — c(t, py) > § > 40max.
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Given r <y w, the invocation of w at time ¢t follows the response of 7, so t7¢# < ¢,
By Lemma 4, this implies:
c(ty? pw) > c(t,py).

Since clock(ts(w)) = c(t™™, p,) and clock(ts(r)) = c(t,p,), it follows that:
clock(ts(w)) > clock(ts(r)).
Thus, ts(r) < ts(w).

. Case 2: r is a WatermarkRead (line 5, Algorithm 4). Let gwmgf " denote the global
watermark maintained by process p, at time ¢/°”. Line 7 of Algorithm 4 ensures that
gwméﬂp > 7(r).
By Lemma 8§,
t;esp

wmy > 7(r).
Given r <y w, it follows that ¢’*? < t"™. According to Line 25 in Algorithm 4 and
Lemma 7, the timestamp ¢s(w) assigned at t" by GetTs (Line 24) satisfies

resp

t',‘ t’LTL'U
wmy - < wmye < ts(w).

Moreover, since valMap thcontains at least one value with a timestamp less than 7(r)
(Line 2, Algorithm 4), line 8 of Algorithm 4 ensures that ts(w') < 7(r).

Therefore, the following inequality holds:

resp

ts(r) =ts(w') < 7(r) < wm;jw < wmfgv < ts(w),

and Property 5.2.3 holds.

Lemma 12. Algorithm 5 guarantees Property 5.2.4: r1 <pg 12 = ts(r1) < ts(rq).

Proof. Let p; and py denote the coordinator processes of the read operations r; and 7y,
respectively. Let p, denote the coordinator of the write w whose value is returned by 7.
Assume w is invoked at real time ¢, such that clock(ts(r1)) = c(t,pw), as determined in
line 6. Let ¢t ¢1°F and ti™ ¢5*? denote the invocation and response times of r; and ro,
respectively.

65



1. Case 1: Both r; and ry are DeltaRead operations (line 3, Algorithm 3). This case
is covered by Theorem 4, and Property 5.2.4 holds.

2. Case 2: 1 is a DeltaRead invoked with & = 40,4, (line 3, Algorithm 3) and 75 is a
WatermarkRead (line 5, Algorithm 4). Line 9 of Algorithm 3 enforces waiting at p;
implying:

(1P p1) — c(t, pw) > 0 > 40max.

Given 11 <p 79, s0 t1°F < t%. By Lemma 4, this implies:
c(t™ pa) > c(t, pu).
Since clock(7(r2)) = c(ti"™, p2) and clock(ts(w)) = c(t, pw), it follows that:
clock(7(ra)) > clock(ts(w)).

Thus, ts(r1) = ts(w) < 7(rz).
Line 7 of Algorithm 4 ensures that for some time ¢ with 5" < ¢’ < t;*” prior to
executing line 8, the condition

T(rg) < gwmz2

is satisfied.
By Lemma 8, this implies
wmzw > 7(rg) > ts(w).

According to Lemma 6, write w must have been acknowledged by all processes,
including po, at time t' before line 8 is executed. Therefore, 7o returns the value
written by w, or a write with a higher timestamp.

Hence,
ts(ry) = ts(w) < ts(ry),

and Property 5.2.4 holds.

3. Case 3: r; is a WatermarkRead.

Line 7 of Algorithm 4 ensures that
T(ry) < gwmzl.

for some time ¢ with t5" < ¢/ < t5°F.
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According to line 8, it follows that

ts(w) < 7(r1).

By Lemma 8,
wmzw > 7(ry) > ts(w).

By Lemma 6, write w has been acknowledged by all processes, including p,, by time
t" < 1P, Since r; <pg 19, and t]F < ti" read 7y returns the value written by w,
unless a write with a higher timestamp is present.

Therefore,
ts(ry) = ts(w) < ts(rq),

and Property 5.2.4 holds.

Theorem 5. Algorithm 5 guarantees linearizability.

Proof. The proof follows directly from Lemma 9, Lemma 10, Lemma 11, Lemma 12 and
Lemma 1. [

Theorem 6. Algorithm 5 guarantees liveness: WABDRead and WABDWrite eventually ter-
minate in any environment that satisfies the assumptions described in Section 6.5.

Proof. For WABDRead (line 1), termination occurs when either condition C; or C, is satisfied,
as specified in line 11. The timeout condition C5 in line 10 is eventually satisfied after T
units of local time from the invocation.

In such case, line 15 invokes DeltaRead. The DeltaRead procedure completes within
at most two rounds of communication with a majority (f + 1) of processes, and terminates
once the local clock advances by at least 40,,. beyond the timestamp obtained in the first
round. Given that at most f processes may fail, and the local clock is monotonic, these
conditions are eventually satisfied, ensuring the termination of DeltaRead.

WABDWrite (line 16) terminates when either C,, or Cy is satisfied, as specified in line 21.
The timeout condition Cy (line 19) is eventually satisfied, given that at most f processes
may fail and the local clock is monotonic. O]
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5.5 Evaluation

We evaluate shared register protocols discussed in previous sections: ABD (Algorithm 1),
WABD (Algorithm 5), CABD (Algorithm 3). We also include EPaxos [119], as well as its
optimized version EPaxosTOQ [151], and Watermark [61] (Algorithm 4) in our candidates
for reference. The evaluation addresses two primary objectives, each linked to specific
research questions:

Objective 1: Assess the performance advantages of shared register protocols (ABD,
WABD) compared with consensus-based protocols (EPaxos, EPaxosTOQ) across various
key-value (KV) workload scenarios. This objective is guided by the following research
question: RQ1: To what extent do shared register protocols outperform consensus-based
protocols under different workload conditions? (Section 5.5.2, Section 5.5.3)

Objective 2: Evaluate the effectiveness of optimizations introduced in WABD, guided
by two specific research questions: RQ2: How does WABD perform relative to alterna-
tive protocols regarding throughput, latency, and clock offset sensitivity? (Section 5.5.5)
RQ3: How effectively does WABD’s mode-switching mechanism adapt to fluctuating client
workloads to maintain consistent system performance? (Section 5.5.4)

5.5.1 Experiment Setup

For our experiments, up to five Amazon Elastic Compute Cloud (EC2) regions were used:
Ireland (IR), Oregon (OR), Virginia (VA), Singapore (SG), and Tokyo (TK). We considered
two types of deployment environments: 1) Small replication factor: In this case, the replica
processes were deployed in regions VA, OR, and IR, which are geographically close to each

other. 2) Large replication factor: For this scenario, replica processes were deployed in all
regions, including VA, OR, IR, SG, and TK.

Each region involved an m4.xlarge VM instance equipped with four 2.4 GHz Intel Xeon
E5-2676v3 processors and 16 GB of RAM. The VMs operated on Amazon Linux 2023 as
the operating system, and the golang version used was 1.17.2. On each VM, both a client
process and a replica were executed. The client process communicated exclusively with its
co-located replica process and was configured to issue requests at a specific rate in an open
loop. To simulate an environment with a bounded clock offset, we synchronized each VM’s
clock with the same time server using the time synchronization tool chrony [!]. An offset
value within the range [1 — 04z, Omar — 1] was randomly assigned to each VM’s clock value
(this offset does not apply to EPaxosTOQ), as its optimization depends on synchronized
clocks). In our experiments, we set 0,4, to either 10 ms or 50 ms, which respectively
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stands for P50 percentile and P99 percentile average clock offset on AWS according to
recent measurements [7]. We employed YCSB workload [12] to evaluate all the candidates.
The keyspace size was set to 10K keys, with both keys and values being 8 bytes in length.
The workloads employed in the evaluation were characterized by varying read-write ratios,
with key access patterns modeled using a Zipfian distribution.

5.5.2 Throughput

600 5.0% Write Theta=0.6_Offset=10ms 60050.0% Write Theta=0.6_Offset=10ms
<
500 500
- 400 I < 400
£ A E
g300| & —=— WABD 300 —=— WABD
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—— EPaxosTOQ —— EPaxosTOQ
0 0 500 1000 1500 2000 0 0 500 1000 1500 2000
Throughput (Kop/s) Throughput (Kop/s)

Figure 5.2: Throughput versus mean latency, n = 5, 0,4, = 10ms.

For this experiment, commands were batched with a maximum of 100 operations per
batch. The maximum clock offset (0,,q.) Was configured to 10 ms, and the Zipfian param-
eter (0) was set to 0.6. Each data point represents an average of three runs, with each run
lasting for 15 seconds after a warm-up period of 5 seconds for each VM.

Figure 5.2 illustrates the mean latency at different throughput levels for each of the
candidate algorithms in a 5-replica cluster. EPaxos and EPaxosTO(Q demonstrate rapidly
saturating throughput as the client load increases. EPaxos achieves a peak throughput of
72 thousand operations per second (Kop/s) under a read-heavy workload and 42 Kop/s
under a balanced workload. In comparison, EPaxosTOQ achieves a peak throughput of
66 Kop/s for the read-heavy workload and 59 Kop/s for the balanced workload. For
EPaxos, the coarse-grained processing and immediate sub-effects of write operations lead
to an increasing number of operations committed on the slow path. This amplifies the
negative impact of the stable ordering constraint inherent in consensus protocols, as each
operation requires a longer waiting time for all preceding operations in the command log to
become committed and executed. EPaxosTOQ’s execution graph pruning and time-ordered
queueing techniques excel at minimizing latency, particularly at lower throughput levels

69



(below 10Kop/s). However, these techniques have little impact on improving maximum
throughput.

In comparison, ABD achieves a peak throughput of 1037 Kop/s for the read-heavy
workload and 1121 Kop/s for the balanced workload, which is roughly 14 times and 25
times greater than that of EPaxos, respectively. CABD outperforms ABD, reaching a
peak throughput of 1370 Kop/s for the balanced workload due to its low communication
overhead for write operations.

The Watermark algorithm achieves the highest peak throughput of almost 2 Mop/s for
both workload types due to its coordination-free approach to handling read operations.
WABD strikes a middle ground between CABD and Watermark, achieving 1913 Kops/s
under the read-heavy workload and 1750 Kops/s under the balanced workload. However,
WABD offers latency comparable to CABD, which is nearly half the latency of Watermark
in low-throughput scenarios. Additionally, WABD achieves peak throughput on par with
the watermark-based approach, approximately 40% higher than that of CABD.

5.5.3 Latency

Figure 5.3 demonstrates the latency distribution of each of our candidate algorithms. The
Zipfian parameter 6 is set to 0.6, and the maximum clock offset 0., is configured to 10
ms. Under low client load, each client issues requests at a rate of 1 Kop/s, whereas under
high client load, the rate increases to 20 Kop/s. Commands are batched with a maximum
of 10 operations per batch. Latency statistics are collected from the client located in the
SG region, where the benefits of reduced communication round-trips are most pronounced.

When the client load is low, all candidates, except for the Watermark algorithm, achieve
a similar latency distribution. This is because both read and write operations in the Wa-
termark algorithm rely on the advancement of global watermarks, which depend on the
latest watermark from the most distant replica. As the client load increases, the latency
of EPaxos and EPaxosTOQ rapidly increases while shared register protocols maintain a
similar latency distribution to that in low client load scenarios. The reasons for this are
discussed in Section 4.2.5 and Section 4.2.6. Figure 5.3¢ and Figure 5.3d also demonstrate
that CABD significantly reduces write latency by eliminating one round-trip of communi-
cation under a balanced read-write ratio.
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Figure 5.3: Latency distribution varied by client load, n = 5, 0,4, = 10ms.

5.5.4 The Effectiveness of Mode Switching In WABD

WABD is a hybrid algorithm that combines the CABD algorithm and the Watermark
algorithm. In WABD), the invocation of DeltaRead is determined by a dynamic probability
probg, which is inversely proportional to the client load. In the implementation, C' is
configured to be 500 times the maximum batch size to illustrate the intended latency-
throughput trade-off.

Based on the results shown in Figure 5.2, both for read-heavy workloads (5% write)
and balanced workloads (50% write), WABD achieves higher peak throughput compared
to ABD and CABD. However, WABD’s throughput reaches saturation earlier than the
Watermark algorithm due to the occasional invocation of DeltaRead. Regarding latency,
Figure 5.3 illustrates that WABD maintains a similar latency distribution to that of ABD
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and CABD when the client load is low. As the client load increases, WABD exhibits a
latency distribution that lies between CABD and the Watermark algorithms, striking a
middle ground before reaching saturation.

5.5.5 The Impact of Maximum Clock Offset

This experiment analyzes the impact of increasing the maximum clock offset on the latency
distribution of the CABD, Watermark, and WABD algorithms.
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Figure 5.4: Impact of Clock Offset on Latency for Replication Factor N = 3.
For comparison, the latency distributions of ABD and EPaxos are also included, as
these algorithms are not influenced by clock offset. The Zipfian parameter 6 is set to 0.6.

Clients issue requests at a rate of 20K operations per second, and latency statistics are
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Figure 5.5: Impact of Clock Offset on Latency for Replication Factor N = 5.

collected from clients located in the SG region. Figure 5.4 and Figure 5.5 present the
results for replication factors of 3 and 5, respectively. In both cases, the Zipfian parameter
0 is fixed at 0.6 throughout the experiment.

When examining a balanced workload, increasing 0,,,, from 10 ms to 50 ms has the
most substantial impact on the CABD, as well as WABD algorithm. This is because
the DeltaWrite operation in CABD always waits for the 40,,,, period. In contrast, the
impact on read operations is less significant for the CABD algorithm. The DeltaRead
operation only needs to wait until its local clock is 40,,,, ahead of the associated value’s
clock value, which can be further back in time when writes are infrequent. Consequently,
the impact of increasing 0,,,, on the CABD algorithm is less pronounced in read-heavy
workloads. In the Watermark algorithm, waiting for responses from all replica processes
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in the WatermarkWrite operation is already time-consuming. As a result, the Watermark
algorithm is less affected by increasing 0,,,, when handling workloads with a balanced
read-write ratio. In a larger cluster with distant peers, the increasing clock offset’s impact
becomes less significant for all the algorithms. This is because the latency of each operation
is already high due to larger network delays or waiting for more responses to ensure the
quorum intersection property. Thus, the cost of waiting out the 40,,.,, period becomes
relatively less expensive.

5.6 Chapter Conclusion

In this chapter, potential optimizations were explored to reduce communication overhead in
shared register protocols. Assuming that each replica’s clock offset is bounded, a strategy
was proposed to eliminate one coordination round-trip for write operations by waiting
through an uncertainty period determined by the maximum clock offset. WABD was
introduced as a protocol that incorporates this optimization into the ABD algorithm and
applies a local-read technique inspired by prior work. Through an adaptive mode-switching
mechanism, WABD achieves low latency under light client load and high throughput under
heavy load.

To evaluate the performance of WABD, ABD, and EPaxos in handling read-write work-
loads across diverse environments, experiments were conducted on AWS. The results show
that the shared register protocol ABD achieves significantly higher throughput, ranging
from 14 to 25 times greater than the consensus protocol EPaxos. Additionally, WABD
achieves approximately 1.6 times the throughput of ABD while maintaining comparable
latency, especially under low-load conditions.

These results highlight the performance limitations of consensus protocols in key-value
workload scenarios and raise important considerations about their appropriateness for such
evaluations. Although key-value workloads are commonly used in benchmarking, they may
not capture the full capabilities of consensus protocols, which are designed for stronger
consistency guarantees and more complex coordination primitives.

74



Chapter 6

Dolphin: Efficient Processing of
Oracle Data Feeds for Chained BFT
Protocols

Blockchain technology is a decentralized distributed ledger that securely records transac-
tions in an immutable, chronological order. It eliminates the need for a central authority
by using a network of nodes to validate and append data. Blockchains are essentially
distributed peer-to-peer (P2P) systems built on State Machine Replication (SMR). SMR
replicates the state of a blockchain across a network of nodes, ensuring service availability
and consistency. It relies on consensus protocols to enable nodes to agree on a shared state.
To achieve decentralization, blockchain systems operate collectively, with nodes functioning
without mutual trust. Consequently, Byzantine Fault Tolerant (BFT) consensus protocols
address failures caused by arbitrary or malicious node behavior. Over the years, numerous
BET consensus protocols [34, 93, , 46, 3, , 38] have been proposed to tackle this
challenge. Although robust against malicious actions, classical protocols suffer from high
message complexity, limited scalability, and leader fairness issues, making them inefficient
for large-scale applications. To improve performance, recent BFT protocols for blockchains
adopt a chain-like log structure inspired by Nakamoto consensus [123]. These protocols,
known as chained BFT (¢BFT) [161, , , 89, |, offer better scalability and are
gaining popularity in the blockchain community.

As blockchain technology advances, many applications require integration with external
data. Blockchain oracles address this challenge by connecting blockchains to the external
world, providing authenticated data feeds (ADF) [162, 111] to enable transactions using
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real-time off-chain information. Oracle data feeds support diverse use cases, including De-
centralized Finance (DeF1i), supply chains, insurance, gaming, and IoT Applications. To
support these applications, there will be increasing volumes of blockchain transactions that
rely on real time blockchain data feeds, which we refer to as data feed dependent transac-
tions (DDTs). For instance, Decentralized Finance (DeF1i) platforms utilize real-time data
to execute transactions, trade assets, and provide liquidity in an automated manner. Smart
contracts on these platforms automatically execute trades based on live market conditions,
leading to instantaneous asset transfers without requiring intermediaries.

However, using ¢cBFT consensus presents several challenges in handling DDTs. First,
in modern blockchain systems, data feed updates are treated as ordinary transactions, re-
quiring full replication across the network. This replication is achieved either through the
consensus process or via a gossip protocol. However, not all data feeds are consumed by
DDTs, leading to unnecessary replication that wastes on-chain network resources. Second,
c¢BFT protocols rely on a leader role to propose new blocks. A malicious leader can deliber-
ately ignore transactions containing the latest data feed records from oracles to manipulate
the outcomes of DDT's. Lastly, even when the leader is not faulty, cBFT protocols typically
trade more communication rounds for reduced message complexity to increase throughput.
This trade-off results in higher data staleness when DDTs are committed.

To address the aforementioned issues, we seek an alternative data feed processing
scheme for cBFT protocols that satisfies the following properties:

P1. Low staleness: The processing scheme should facilitate timely updates and access
to data records, reducing the latency between the generation of a data feed by the oracle
and its utilization by DDTs.

P2. On-demand replication: The processing scheme should avoid replicating data
unnecessarily when no pending DDTs are requesting it, thereby reducing resource con-
sumption and network overhead. Ideally, data records are not replicated unless explicitly
requested by DDTs. Full replication across the blockchain should occur only when it is
immediately required by DDTs to ensure efficient utilization of resources.

P3. Censorship-resilience: The processing scheme must be robust against censorship
attacks by a malicious leader attempting to suppress or delay the inclusion of recent data
records provided by oracles.

We made the following observations: 1) Update transactions issued by oracles are
primarily blind writes, meaning their execution does not depend on the current state of
the state machine. Additionally, data records from an authenticated oracle feed are self-
verifiable by checking the oracle’s signature. Therefore, using BFT consensus to process
data feed updates is unnecessary and inefficient. 2) In ¢cBFT protocols, a certified block

76



becomes committed (and thus applicable to the state machine) only after it is chained
with at least one subsequent certified block. To initiate a round for certifying a block,
the leader in ¢BFT protocols requires input messages from a quorum of 2f + 1 replicas.
These messages may include recently issued updates from oracles required by DDTs in a
previously certified but uncommitted block, facilitating on-demand replication.

Based on these observations, we propose Dolphin, a hybrid system that decouples data
feed processing from ¢cBFT consensus. Data feeds issued by oracles are partially replicated
to a random subset of replicas without passing through BFT consensus. This design allows
recent updates to be quickly retrieved by clients through quorum reads. DDT's, on the other
hand, are processed via the cBFT protocol. When DDT's are proposed, the leader initiates
a Verifiably Recent Broadcast (VRB) in parallel with ¢cBFT to reliably disseminate the
data records required by DDTs. Since VRB is triggered only when DDTs are proposed, it
supports on-demand replication (P2). Moreover, VRB provides censorship resilience (P3),
ensuring each data record delivered to a replica is at most as stale as those reported by f+1
correct replicas at the time VRB is invoked by the leader. VRB leverages PBFT [31], which
achieves optimal communication rounds [4], thereby minimizing staleness (P1). Although
VRB incurs quadratic message complexity to commit data records, Dolphin achieves higher
transaction throughput by leveraging the on-demand replication of data feeds.

6.1 Background

This section provides additional background for the chapter, covering chained BFT con-
sensus and blockchain oracles.

6.1.1 Chained BFT Consensus

HotStuff [161, | is the pioneering ¢cBFT protocol that introduced a modular and pipelined
architecture for consensus. Unlike traditional BF'T protocols, such as PBFT [31], which in-
cur quadratic message complexity, HotStuff reduces protocol complexity by chaining blocks
through linear consensus phases. This design achieves O(n) message and authenticator
complexity, while preserving responsiveness and enabling efficient view changes. Owing to
these advantages, HotStuff has been adopted in practical blockchain systems [16, 50] and
continues to attract significant attention in academic research [39, , 76].

In HotStuff-based ¢cBFT protocols, a chain of blocks—each representing a batch of
commands—is constructed through a sequence of voting rounds. In each round, the leader
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Figure 6.1: HotStuff: block chaining via quorum certificates

collects votes from replicas and forms a quorum certificate (QC) that certifies a previously
proposed block. The QC serves as cryptographic evidence that at least 2 f + 1 replicas, in a
network of n nodes, have endorsed the block. Once a QC is formed, the leader proposes a
new block and broadcasts it along with the QC. This proposal cryptographically links the
new block to the previously certified block. For example, in Figure 6.1, the leader generates
QC%, certifying block By, and embeds it in the newly proposed block By, during round
k + 1. Since QQC} includes the hash of By, this ensures that By, is securely chained to
By. A block is committed by a replica after it becomes part of a chain that includes one
or more subsequent certified blocks.

Figure 6.1 illustrates this commitment rule in HotStuff: block By is committed upon
receiving QQCy o and block By 3, which contains QC} o certifying By,o. Specifically, QC}
guarantees the uniqueness of By by ensuring that no conflicting block exists at round k,
where a conflict refers to two blocks extending the same parent but containing different
content. Subsequently, QC}.1 confirms that 2f 4 1 replicas have received both By and
QC}. This certificate also locks replicas onto the branch extending from By, as replicas
accept only blocks that extend By, unless a majority of correct replicas (f+1) fail to receive
QCi1. Finally, QCrio ensures that 2f + 1 replicas are locked on the branch extending
from By, thereby rendering By and its ancestors irreversible. Moreover, QQCj o guarantees
that QCl4q is stored at at least f + 1 correct replicas, making QQC},, retrievable using
responses from any 2f + 1 distinct replicas.

Dolphin builds upon HotStuff-2 [111]. In HotStuff-2, a block is committed by a replica
upon receiving (QCy 1, reducing one round-trip delay compared to vanilla HotStuff. As a
trade-off, in scenarios where inconsistent votes may be received within a round, HotStuff-2
introduces an additional delay of 2A for the leader. This delay ensures the leader can collect
votes from all honest replicas before proposing a block, thereby enabling the retrieval of

QCki1.
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6.1.2 Blockchain Oracles

Blockchain oracles supply various types of data, such as asset prices, weather conditions,
event outcomes, and more. These oracles enable blockchains to perform complex, data-
driven operations while preserving decentralization. An authenticated data feed (ADF)
record is represented as a tuple (k,val,ts), where k denotes a unique identifier for the
data feed (e.g., news, game scores, or sensor data), and val represents its corresponding
value. Each record includes a timestamp ts, which may be a local clock value or a sequence
number, with larger ts values signifying more recent updates. To ensure authenticity, each
data feed is cryptographically signed using the oracle’s private key. Current applications
of blockchain oracles encompass decentralized stablecoins [150), ], decentralized lending
platforms [2], and cross-chain asset swaps [29, 35]. Additionally, numerous other potential
applications utilizing data feeds continue to emerge [120].

6.2 Motivation

Algorithm 6 demonstrates an example of an asset dealer smart contract deployed on a
blockchain BC'sy. The smart contract is associated with two types of DDTs that are
common in financial asset trading [141, 101]:

Algorithm 6: Asset Dealer Contract

Var pysset // The price in coin A

Var punchor // The price in an anchor asset
Var 0 // The thrshold
Procedure UpdatePrice():

E <+ getlatest(k)

Passet <= Panchor X E

Procedure Transfer (IDiransferece):

E <+ getLatest(k)

// Verify if the price exceeds the threshold
10 if £ > 60 then

© 0 N o A W N =

11 ‘ TransferOwnership(IDiransferee)
12 else
13 ‘ Abort() // Abort transaction

Real Time Price Adjustment: The dealer aims to sell the asset for coin A, which
is the cryptocurrency backed by BCy. The dealer uses a dynamic pricing strategy that
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sets the price of the asset relative to an anchor asset, such as gold, the US dollar, or a
stablecoin. To achieve this goal, the dealer periodically issues transactions to invoke the
UpdatePrice() procedure (line 4) to update the price of the asset based on E, which is the
exchange rate between coin A and the anchor asset. Since BC'y does not natively maintain
E, the value of the exchange rate is made available on-chain by a price feed oracle, which
periodically retrieves the latest rate from trusted off-chain sources, such as centralized
exchanges, and stores that value on BC'4. To read the latest value of E stored on BCy, a
transaction calls getLatest(k) (line 5), where k is the unique ID associated with E.

Conditional Order: Potential asset buyers can issue transcations to invoke line §,
which transfers ownership of the asset from the dealer to the buyer identified by ID; ansteree-
The dealer does not wish to sell the asset if E is lower than a threshold . Therefore, a
condition check E > 6 is required before the actual ownership transfer procedure, repre-
sented by TransferOwnership(IDsransteree), is executed. If the check fails, the transaction
will be aborted.

6.2.1 Issues with Conventional Approach

To make the latest data records from data feeds accessible to DDTs on-chain, the conven-
tional approach involves oracles deploying a proxy smart contract. This contract is linked
to a key-value store D, which maps data feed IDs to their most recent data records (val-
ues). The key-value store D is part of the state machine M, which is synchronized across
the blockchain network using the underlying BF'T consensus protocol. When a new value
v corresponding to a data feed identified by k (e.g., a price change or the occurrence of
an off-chain event) becomes available, the oracle operator invokes an update transaction
tz : {D[k] = v} via the proxy smart contract. This transaction ¢z is then processed by
the underlying BFT consensus protocol. However, this approach may result in the issues
discussed in subsequent sections.

6.2.2 Data Staleness

For DDTs in asset trading applications, the freshness of data records is critical. In our
motivational example illustrated by algorithm 6, if £ is lower than the real-time conversion
rate when line 4 is executed on-chain, the asset price in coin A could be set to an amount
less than the equivalent value of punchor in the anchor asset. Moreover, if the real-time
conversion rate is lower than 6 when line 4 is executed on-chain, the ownership can be
transferred against the dealer’s intentions. Both scenarios could result in potential losses
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for the dealer. We define the staleness of a data record associated with a data feed as
follows:

Definition 16 (Data Staleness). Let v be a data record issued by the oracle at time ¢,.
Let e be an event that occurs at time t, > t,. The staleness of v with respect to the event
e, denoted as €(v, e), is defined as:

e(v,e) =t, —t,

We are particularly interested in the applied time staleness of data records read by
DDTs:

Definition 17 (Applied Time Staleness). For some DDT tx issued to the blockchain that
reads a data record v during its execution, the applied time staleness of v, denoted by
ea(v), is equal to €(v,e4), where e4 denotes the event at which ¢z is executed and applied
to the state machine by the first f + 1 replicas.

Intuitively, applied time staleness measures the staleness of a data record read by a
DDT, with the execution results guaranteed to survive f failures. In the later sections
of this paper, the term “staleness” specifically refers to applied time staleness. With the
conventional approach described in section 6.2.1, both data feed updates and DDTs are
processed through the ¢cBFT protocol. This approach can result in significant staleness of
data records accessed by DDTs. More concretely, consider an update transaction tx, that
encapsulates a data record v issued by the oracle. When v is read by a DDT, the staleness
of v must satisfy the following inequality:

GA(U) Z Apropose + Aconsensus (61)

Here, Ap,opose represents the delay between the time tx, is issued by the oracle and when it
is proposed by the leader, while A ,nsensus denotes the delay introduced by the consensus
protocol to order tx, after it has been proposed. In the following sections, we provide a
more detailed analysis of how these delays contribute to high data staleness.

High Communication Overhead
For ¢cBFT protocols, A onsensus 18 high due to the extensive communication rounds required

by the consensus process. For example, before a replica can apply a block of transactions
to the state machine, HotStuff variants [161, ] generally require 3 to 4 phases in the
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absence of leader failures. Each phase consists of two rounds of communication (equivalent
to one round-trip) between the leader and the replicas. Consequently, a DDT submitted
by a client is decided and applied to the state machine only after undergoing 6 to 8 rounds
of communication. As a result, for any DDT executed with a data record v, the staleness of
v is at least 6A¢, where A¢ is the time required for one round of communication between
the leader and replicas. This delay can be over 100ms, in a geo-distributed environment,
which is the typical deployment scenario for blockchain systems.

Censorship Attack

In leader-based protocols, during a leader’s term, the leader has complete control over
which transactions to propose. Consequently, a faulty leader may choose to ignore the
most recent data records received from oracles, a situation commonly referred to as a
censorship attack. Through a censorship attack, a faulty leader can deliberately increase
Apropose, thereby worsening the staleness of v. However, unlike a liveness attack, where a
leader deliberately prevents progress by witholding messages, a censorship attack on oracle
data feeds is much harder for replicas to detect, allowing a faulty leader to potentially
remain in reign.

To counter censorship attacks, cBFT protocols can employ a rotating leader scheme
to promote decision democracy [161]. With this scheme, on average, it takes n/(n — f)
terms for a correct leader to propose a block that includes tx,. As a result, on average,
Apropose > nanA L, where Ay is the duration of a leader term. Other works [18, , 66]
propose using a mempool layer to ensure a certain portion of transactions are proposed
by correct replicas. However, in these approaches, transactions are initially replicated in
the mempool layer using reliable broadcast protocols to generate an identifier, which is
subsequently ordered by the BFT consensus. This replication process involves at least two
additional rounds of communication, resulting in A, gp0se > 2A¢ even when the leader is
not faulty.

6.2.3 Unnecessary Replication

BFT consensus protocols typically require replicating transactions across all replicas. As
the number of oracles providing diverse types of information increases, fully replicating
every data record for all data feeds can significantly consume on-chain network resources.
This may reduce throughput for processing other on-chain transactions beyond data feed
updates. Furthermore, as noted in [104], not all data records from a data feed are frequently

82



accessed by DDT's before being overwritten by newer records. This leads to wasted network
resources on data records that remain unused by DDTs.

To address this issue, [104] proposes an adaptive replication approach that replicates
data records on-chain only when historical usage patterns indicate heavy access to a specific
data feed. This method assumes that data feeds are updated infrequently, ensuring that
any delay in replicating a data record has negligible impact on DDT's relying on those feeds.
However, this assumption does not hold for DDT's sensitive to data staleness. In such cases,
delayed replication (e.g., over a minute as reported in [101]) significantly increases A, opose
and data staleness, negatively impacting the performance of dependent DDTs.

6.3 Model

The system comprises a set R of n = 3f + 1 replicas, among which up to f may exhibit
Byzantine faults. Faulty replicas may arbitrarily deviate from the protocol, including
delaying or dropping messages and colluding with others. However, they cannot forge the
identity or messages of correct replicas. Correct replicas, in contrast, strictly follow the
designated protocol.

Each replica r € R holds a public/private key pair, denoted (r.pk,r.sk), where public
keys are globally known and private keys remain confidential. The system operates under
a static adversary model, in which the set of faulty replicas is fixed prior to protocol
execution. This adversary cannot adaptively compromise replicas during execution.

Clients and oracles operate externally and interact with the system by issuing signed re-
quests to replicas. All messages exchanged within the system are authenticated and signed.
Correct replicas accept only messages with valid signatures, allowing them to verify the
authenticity and integrity of oracle data. Oracles are trusted by clients to provide accurate
and timely data. However, oracles themselves are not assumed to be Byzantine fault-
tolerant, and may behave maliciously—e.g., by issuing inconsistent updates, misreporting
timestamps, or delaying data publication.

Network communication is point-to-point and reliable: a correct replica receives a mes-
sage from another correct replica if and only if the sender intends to send it. Communi-
cation links among correct replicas are partially synchronous, with a known finite delay A
after the unknown Global Stabilization Time (GST).
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6.4 Dolphin Overview

Processing oracle data feeds, such as price feeds, requires only read and write access
to a key-value (KV) store. Chapter 4 highlights the limitations of consensus protocols
in handling KV workloads. Although WABD, introduced in Chapter 5, supports high-
performance read/write operations, it still requires full data replication and incurs high
read latency to guarantee linearizability. Dolphin improves performance by employing a
probabilistic quorum technique that eliminates the need for full replication of oracle data
feeds. As a trade-off, Dolphin does not enforce linearizability, and a read operation may
fail to return the most recently issued data record from the oracle.

Dolphin decouples oracle data feed handling from the chained BFT (¢cBFT) consensus
by introducing a lightweight, probabilistic quorum-based read/write protocol. This design
reduces both communication and processing overhead associated with write operations,
thereby improving system performance. Meanwhile, transactions containing DDTs are
processed using the ¢cBFT protocol. However, the data records accessed by DDTs are
broadcast only after the DDTs are proposed, enabling on-demand replication.

( A
Fully Replicated
P Chain of Blocks
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{M[k,] = g(D[k4])}
& [T ]| o T
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Client @ cBFT
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Figure 6.2: The decoupled processing of data feeds and DDT's in Dolphin
As shown in Figure 6.2, the data feed storage D is separated from the state machine
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M on each replica. Data records issued by oracles are partially replicated to a random
subset of replicas without going through BFT consensus (Figure 6.2:@). Recent updates
can be retrieved by clients through quorum reads. Dolphin does not enforce linearizable
ordering for read and write operations on D. Consequently, write quorums can be much
smaller than the ordinary quorum size of 2f + 1, promoting timely updates, while the read
quorum size can be adjusted flexibly according to clients’ needs. DDTs are still processed
through the ¢cBFT protocol (Figure 6.2:@). After the DDT tx, is proposed, the leader
initiates a Verifiably Recent Broadcast (VRB) in parallel with the ¢cBFT (Figure 6.2:(4))
to reliably broadcast the data record requested by tx,. Since VRB is initiated only when
a DDT is proposed, it achieves on-demand replication (P2).

6.5 Data Feed Processing

Dolphin decouples oracle data feed handling from ¢BFT consensus by employing a prob-
abilistic quorum-based read/write protocol. As shown in Algorithm 7, the oracle calls
NewValue(k)—a blocking procedure that returns the latest data record for feed k once
available. The oracle then sends an update request to ¢, replicas sampled from R.

Algorithm 7: Oracle Push

> oracle main processing loop
1 for val < NewValue(k) do
2 ts < NewTimestamp()
3 o < Sign((k,val,ts))
4 Qu < Sample(R, qy)
5 send (UPDATE, k,val, ts,o) to all r € Q,,

Algorithm 8: Data Feed Processing

1 D: data feed storage
2 Upon receiving m = (UPDATE, k, val,ts,o) do
3 if —Verify((k,val,ts),o) then
4 ‘ return
> D[k] equals a default value | if k is not present in D.
5 if D[m.k] = LV m.ts > D[m.k].ts then
6 ‘ Dim.k] < m
7 return
8 Upon receiving (QUERY, k) from s do
9 | send D[k] to s
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Each replica verifies the record’s signature and stores it only if it carries a newer times-

tamp (Algorithm 8). To retrieve a recent data record for a feed k, a client invokes Al-
gorithm 9, broadcasting a query to all replicas in a chosen quorum (),, and waiting for

responses from ¢, replicas. The client returns the record with the most recent timestamp
from M.

Algorithm 9: Client Read

1 Procedure OracleRead(k):

U N W N

send (QUERY, k) to all r € Q,

upon receiving a set M of replies from ¢, distinct replicas do
‘ m < arg max,, pq m.ts

return m.val

6.5.1 Simulation of Data Staleness

This section demonstrates the relationship between data staleness returned by Algorithm 9
and configurations of ¢, and ¢, through simulation. The simulation proceeds as follows:

1. Data feed generation: Data record issuance times follow a Poisson process with

rate A\q. Each generated data timestamp is multicast to ¢, randomly selected nodes
from a total of n nodes. Multicast is simulated by appending the data timestamp to
each recipient node’s list of received data timestamps.

. Client query issuance: Client queries are generated independently according to

a Poisson process with rate A;,. For each query time ¢, the client selects ¢, nodes
uniformly at random. Each selected node returns the interval between ¢ and the
most recent data timestamp it received. If the node has not received any data, or is
among the f simulated faulty nodes, the interval is set to co. The client records the
minimum finite interval among the ¢, queried nodes.

. CDF computation: Intervals are filtered to exclude infinite values, converted to

milliseconds, and offset by 100 ms to account for network latency. The 100 ms offset
reflects a 50 ms delay from the oracle to replicas and a 50 ms delay from the client to
replicas. The resulting intervals are sorted, and their cumulative distribution function
(CDF) is computed. The 95th percentile interval is then recorded for each g,,.

Figure 6.3 presents the CDFs of data staleness obtained by simulating Algorithm 9

1000 times in a network of 64 replicas, with 21 replicas fixed as faulty throughout the
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Figure 6.3: CDFs of data staleness from 1000 runs of Algorithm 9 with n = 64, ¢, = 43,
varying g,; Aqg = 100/sec, A\, = 1/sec.

simulation. The read quorum size ¢, is fixed to 43, and the CDF is plotted for varying
write quorum sizes ¢q,. The oracle data generation rate is set to Ay = 100 updates/sec,
while the query arrival rate is A, = 1 query/sec.

As shown in Figure 6.3, reducing ¢, only slightly increases data staleness at the 95th
percentile. For example, reducing ¢, from 43 to 5 increases the 95th percentile staleness
from 129 ms to 131 ms. Note that when ¢, = 5, certain data records may be multicast
exclusively to malicious replicas, which may subsequently censor them and prevent their
retrieval by clients. Despite this, the result indicates that smaller write quorums cause
only marginal degradation in data freshness, even in the presence of Byzantine replicas.

6.5.2 Discussion
Dolphin does not enforce linearizability for oracle data feeds, eliminating the quorum re-
quirement ¢, + ¢. > 4f + 1. By setting ¢, < 2f 4 1, frequent updates can be supported

without incurring significant overhead or interfering with the underlying ¢cBFT protocol.
As a trade-off, Algorithm 9 may fail to return the most recently issued records. However,
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as shown in Section 6.5.1, smaller write quorums—even those smaller than the number
of Byzantine replicas—result in only marginal degradation in data freshness. Such trade-
off is acceptable in many DeFi applications, where oracle data is immutable, signed, and
verifiable. For instance, in lending platforms [2] and portfolio trackers [19], users retrieve
prices, interest rates, and collateral ratios via oracle data feeds. While the data may be
slightly stale, it remains sufficient for position monitoring and informed decision-making.

Dolphin assumes that clients select oracles they trust to provide accurate and timely
data. However, oracles are not Byzantine fault-tolerant and may behave maliciously by
issuing inconsistent updates, misreporting timestamps, or delaying publication. In such
cases, clients may read stale or inaccurate data, and the outcomes of DDTs may diverge
from their expectations, potentially leading them to revoke trust in the oracle. Never-
theless, as illustrated in later sections, this behavior does not compromise the safety or
consistency of the replicated state machine maintained by Dolphin. The system guarantees
that all correct replicas apply an identical sequence of transactions in the same order, even
if a malicious oracle reports divergent data records for the same timestamp.

V Issued

Oracle

r Bz,C(Bl) B3,C(Bz,C(Bl))

(Leader)

Client  tx ssued
t1 5 t3 ta ts

Figure 6.4: 2-Phase cBFT: DDT tx and data record v are committed together in block B
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6.6 DDT Processing

In Dolphin, transactions, including DDTs, are still processed using the ¢cBF'T protocol.
However, the data records required by DDTs are broadcast only after the DDTs are pro-
posed, enabling on-demand replication. To broadcast these data records, Dolphin employs
verifiably recent broadcast (VRB), a censorship-resistant BF'T protocol with optimal com-
munication rounds. Figure 6.4 and Figure 6.5 illustrate the differing processing of DDT's
in a two-phase cBFT protocol compared to Dolphin.

Oracle U Issued V Broadcasted

" By {tx} R B3,C(By),v B;,C(C(By), By)
(Leader) M v \
2

A } N
Ta W ‘ B1 Applied
) V_Delivered
Client tx Issued
tq ty t3 ty ts

Figure 6.5: Dolphin: data record v is broadcast only when required by DDT tx

As shown in Figure 6.4, without decoupling data feeds and transaction processing, the
client’s DDT tx and oracle’s data record v are broadcast for proposal. The leader includes
tz and v in block Bj, broadcasts it, and gathers n — f votes to form a prepare QC C(Bj)
at t3. C(Bp) and a new block By, extending By, are then broadcast. A QC for By and
C(By), denoted C(C(By), By), serves as the commit QC for B;. Replicas apply B; once
all predecessor blocks are applied. If v is excluded from B; due to a faulty leader or
delay, tx uses a stale record from a prior block. Figure 6.5 illustrates DDT processing in
Dolphin. The DDT tx is included in block B; and committed after two voting rounds.
Oracle-issued data records are partially replicated before being needed by proposed DDTs.
For instance, v is replicated only to r; and r.. When replicas receive By, they verify if tx
requires oracle data. 79 reports v, while r3 and r4, lacking oracle data, report L. At ¢,
upon receiving responses from 2f + 1 replicas, the leader selects the latest data record v
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based on timestamps and broadcasts it via VRB. Replicas apply tx with v after receiving
C(C(By)), By, and v via VRB. By initiating VRB post-proposal, Dolphin achieves on-
demand replication. Due to partial replication, it is possible that no correct replica receives
value v, enabling malicious replicas to censor v from data-dependent transactions (DDTs).
Nevertheless, as shown in Section 6.5.1, such adversarial conditions cannot significantly
increase data staleness.

Local state on replica r:

1. M: a mapping from states to their corresponding values in the state machine.

2. D: data feed storage, mapping data feed keys to their corresponding records. D is
initialized as an empty map, and DI[k| yields the default value | whenever k is not
present in D.

3. Blocks: block storage, mapping block hashes to their respective blocks. Initialized as
an empty map.

4. qcpign: the quorum certificate with the highest view number known to replica r.

5. viewe: the view number in which replica r is currently participating for cBFT, deter-
mining the leader responsible for the present consensus round. Initialized as 0.

6. viewy: the view number used by replica r for VRB, indicating the leader epoch govern-
ing broadcast and delivery. Initialized as 0.

7. I: a mapping from each block hash to its corresponding VRB instance, which maintains
the metadata required for VRB coordination. Initialized as an empty map.

Figure 6.6: Local state maintained by each replica

6.6.1 Data Structures and Utilities

Algorithm 10 presents the key data structures used in Dolphin. The ¢cBFT protocol orga-
nizes transactions into a chain of blocks, where each block B contains transactions txns,
a view number view indicating the leader’s term, and a quorum certificate qc referencing
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its predecessor B,. A block B extends B’ if there is a succession path from B’ to B. In
Dolphin, each block also includes a ddts field representing a set of DDTs.

Algorithm 10: Data Structure and Utility

> view: view number, gc,: quorum certificate of the predecessor block
1 Procedure Block (view, gcp):
B.view + view
B.txns < GetTxns()
B.ddts < GetDDTs()
B.qc < qc,
return B
> B: a block to be voted for
Procedure Vote(B):
vote.view — B.view
vote.h < H(B)
10 K < DFKeys(B.ddts) > DFKeys(B.ddts) returns the data feed keys required by
ddts
11 vote.V < {k+— D[k] | k € K}
12 tsmap < {k — vote.V]k].ts if vote.V[k] # L else L | k € K}

S Uk WwN

®

13 vote.op < Sign(vote.h)
14 vote.op < Sign((B.view, H(tsmap)))
15 return vote

> M: a set of matching votes with identical wiew, h, and op fields

16 Procedure QC(M):

17 select any m € M:

18 qc.view — m.view

19 qc.h < m.h

20 qe.Q <~ {m.op | m € M}
21 return qc

> gc: a quorum certificate, wole: a vote object
22 Procedure NewViewMsg(qc, vote):

23 m.qc < qc
24 m.vote <— vote
25 return m

Line 7 describes the procedure for generating a vote vote for block B. The vote includes
vote.view, which matches B.view, the hash vote.h, which equals H(B), and the signature
vote.og. If B.ddts is not empty, vote.V contains the relevant data records, retrieved from
the replica’s local storage D. The local variable tsmap maps data feed keys to their
corresponding timestamps in vote.V. The signature vote.op covers B.view and H (tsmap),
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thereby preventing reuse of tsmap across views to propose stale values. The signature
vote.op is essential for ensuring censorship resilience in VRB, as discussed in detail in
Section 6.6.3.

Algorithm 11: Block Processing in Dolphin

1

2

3
4
5

© oo N o
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

qChigh < {view : 0, h: L, Q: 0}
> Replica enters cBFT view i:
> Only Leader(i):
Upon receiving M: a set of n — f new-view messages from cBFT view ¢ — 1 do
if votes in M are matching then
qChigh < QC({m.vote | m € M})
else
> ensures receipt of new-view messages from all correct replicas
wait for 3A after entering view 4
M, < set of all received new-view messages
qChigh < (arg MaX;,e M, m.qc.vz’ew) .qc
B; + BlOCk(i, qchigh)
broadcast B;
> All replicas:
Upon receiving B; from Leader(i) do
if B;.qc.view > qcpign.view then
qChigh < Bi.qc
CommitRule (B;.qc)
vote < Vote(B;)
send NewViewMsg(qchigh, vote) to Leader(i + 1)
if B;.ddts # 1 then
send vote to VRBLeader (viewy )

viewg < ¢+ 1 > Stop voting for cBFT view i
Upon cBFT view v timeout do
send NewViewMsg(qchign, L) to Leader(i+ 1)
viewg <+ 1+ 1
Procedure CommitRule(gc):
B «+ Blocks[qc.h]
CB < all uncommitted predecessor blocks of B
foreach B’ € CB do

| deliver event COMMIT(B')
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6.6.2 Block Processing

Dolphin adopts HotStuff-2 as the underlying ¢cBFT protocol. Replicas in HotStuff-based
protocols operate through a sequence of monotonically increasing views. In each view ¢, a
replica designated as Leader(i) coordinates block proposals. The leader is chosen according
to a pre-configured round-robin schedule. Figure 6.6 illustrates the local state maintained
by each replica, and Algorithm 11 presents the block processing procedure in Dolphin,
which operates as follows:

1. Block Proposal (line 2): The leader of view i, Leader(i), enters the view and
proceeds after receiving n — f new-view messages (see message structure in line 22,
Algorithm 10). Two scenarios are possible:

(a) Good Case (line 3): The leader obtains n — f matching votes for a block
proposed in view ¢ — 1. Votes are deemed matching if they contain identical
view numbers and block hashes. Based on these votes, the leader constructs a
quorum certificate (QC), creates a new block B; containing transactions, data
feeds V', and their associated proofs II, and broadcasts the block to all replicas,
including itself.

(b) Fallback Case (line 5): If the leader fails to collect n — f matching votes,
possibly due to faults or adversarial behavior in the previous view, the protocol
engages a fallback mechanism. As described in line 5, the leader retrieves the
highest known quorum certificate from all new-view messages received from the
previous view, constructs a new block B;, and broadcasts it to all replicas.

2. Block Reception and Validation (line 11): Upon receiving the proposed block
B, each replica, including the leader, verifies that B;.qc.view > qcpign.view. If this
condition is not met, the block is ignored (line 12).

3. Commit Rule Invocation (line 14): If the quorum certificate in B; passes vali-
dation, the replica invokes the CommitRule procedure to commit any blocks certified
by B;.qc (line 14). The complete logic of this procedure is detailed in Algorithm 14
and discussed in Section 6.6.7.

4. Vote Casting (line 15): After committing the necessary blocks, the replica con-
structs a vote for B; and sends it to Leader(i + 1), the designated leader of the next
view (line 16). If B;.ddts is non-empty, the vote is also sent to VRBLeader(viewy )
(line 18), which is responsible for VRB processing (as covered in Section 6.6.3).
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5. View Timeout (line 20): Each view v is associated with a timeout A, that
begins upon entering the view. If a replica does not receive a valid proposal from
the leader within A, .., it transitions to the next view ¢+ 1. In doing so, the replica
sends a new-view message containing its local gcp,gn, but does not cast a vote.

HotStuff-based ¢cBFT protocols incorporate a dedicated module, referred to as the
Pacemaker [161, ], which is responsible for synchronizing and advancing views among
participating replicas to ensure liveness under partial synchrony. Dolphin integrates the
same Pacemaker implementation as employed in HotStuff-2 [111], benefiting from its for-
mally established correctness and reliability guarantees. This module satisfies the following
key property:

Definition 18 (View Synchronization Property). If a correct replica reaches view i after
GST, then all correct replicas are guaranteed to reach the same view ¢ within 2A.

Consequently, the leader elected for view 7 is guaranteed to receive new-view messages from
all correct replicas, thereby enabling the successful initiation of the view-change process.

6.6.3 Verifiably Recent Broadcast

A faulty leader may withhold recent oracle data records and instead broadcast stale values
to manipulate the outcomes of DDTs, even after receiving the most recent data records. To
mitigate this threat, Dolphin introduces Verifiably Recent Broadcast (VRB), a censorship-
resilient broadcast primitive that ensures both consistency and data freshness.

According to Algorithm 8, for each data feed, a correct replica r € R updates its local
storage D with data records received from the oracle in monotonically increasing order of
timestamps. A data record input refers to either the data record associated with an update
to D on a correct replica, or the default record L if no update has occurred. The VRB
primitive is defined as follows:

Definition 19 (Verifiably Recent Broadcast). Let d’. denote a data record input of a
replica r after it enters cBF'T view 7. A leader refers to the replica that initiates the broad-
cast during cBFT view i. A verifiably recent broadcast satisfies the following properties:

1. Validity: If a correct leader broadcasts d', then the leader eventually delivers d-.

2. Agreement: If any correct replica delivers d', then every correct replica eventually
delivers d_.
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3. Recency: If a correct replica delivers d', then there exists a subset R’ C R of correct

replicas, with |R'| > f+1, satisfying one of the following conditions: (1) There exists
a set of timestamps . .

I - {d;/ts | T/ € R/, ;/ 7é _L}
such that d'.ts > max(Z); or (2) d’ = L and for all v’ € R/, there exists a data record
input d’, such that d’, = L.

Algorithm 12: VRB Message Processing
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> Only VRBLeader(viewy):
Upon receiving M : a set of n — f matching vote messages do
V,II < MergeDataFeeds (M)
select any vote € M:
1 < vote.view // view of the block
hp < vote.h // hash of the block
broadcast (VRB-PRE-PREPARE, i, hp, V,II)
> All replicas:
Upon receiving (VRB-PRE-PREPARE, i, hp, V,II) from VRBLeader(viewy ) do
if VerifyPoR (i, hp, V,II) then
hy <+ H(V)
I[hp] < VrbInstance(hp, viewy, V)
broadcast (VRB-PREPARE, viewy, hp, hy)
Upon receiving M : a set of n — f (VRB-PREPARE, viewy, hp, hy) from distinct
senders, where hy = H(Ihp|.data) do
I[hg].pmsgs < M
broadcast (VRB-COMMIT, viewy, hg, hy) // stop sending VRB-COMMIT for
instance I[h] in viewy
Upon receiving n — f (VRB-COMMIT, viewy, hp, hy) from distinct senders, where
hy = H(I[hp].data) do
‘ I[hpg].status <~ COMMITTED // I[hg].data is delivered
> h: block hash, view: VRB view number, V: set of data records
Procedure VrbInstance (h,view, V):

INS.View — view // VRB view number
ins.h < h // block hash associated with the instance
ins.data <V // set of data records
ins.status < L // instance status
ins.pmsgs < () // set of VRB prepare messages
return ins
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> M: a set of n— f votes
24 Procedure MergeDataFeeds(M):
> II: proof of recency; Keys(V) returns the domain of V

25 II + {({k — m.V]k].ts | k € Keys(m.V)},m.op) | m € M}

26 V+{}
27 for m € M do
28 for (k,d) € m.V do
29 if V[k] =LV (d+# LAdts>VI]k|.ts)) then
30 ‘ VIk] < d // k: data feed key, d: corresponding data record
31 return V,II
32 Procedure VerifyPoR (view, h, V,1I):
33 if II does not contain n — f signatures from distinct replicas then
34 ‘ return false
> maxTs[k] returns the default value L if key k is not present in mazTs
35 mazTs < {}
36 for (tsmap,o) € 11 do
37 if Verify ((view,tsmap),o) then
38 for (k,ts) € tsmap do
39 if ts # L A (maxTs[k] = LV ts > maxzTs[k]) then
40 ‘ maxTs[k] < ts
41 else
42 ‘ return false
> DFKeys(ddts) returns the data feed keys required by ddts
43 for all k € DFKeys(Blocks[h].ddts) do
44 if V[k] # L AmaxTs[k] = V[k|.ts then
45 ‘ return true
46 if V[k] = L AmaxTs[k] = L then
47 ‘ return true
48 return false

VRB operates in two main phases: the collect phase and the consensus phase. In
the collect phase, the leader gathers data records from replicas and constructs a proof of
recency (PoR). A PoR is a collection of signed timestamps from 2f + 1 distinct replicas,
where each timestamp corresponds to the data record input of the respective replica. Since
timestamps are signed with the ¢cBFT view in which the data record is collected by the
leader, the PoR serves as evidence that the broadcasted data record satisfies the recency
property. In the consensus phase, the leader proposes the data record along with its
PoR, coordinating replicas to agree on its delivery. Progress in this phase requires a valid
PoR, ensuring that 2f + 1 signed timestamps are included. This design prevents faulty

96



leaders from broadcasting stale records arbitrarily, thereby limiting their influence on DDT
outcomes. To align VRB commitments with block commitments in cBFT and to reduce
data staleness compared to running cBFT directly on data records, VRB uses a PBFT-
based consensus phase. This phase completes in three rounds, achieving optimal good-case
communication performance [1], and commits the data records required by DDTs.

6.6.4 Collect Phase

In Dolphin, if a block proposed by the cBFT leader contains any DDT, all replicas au-
tomatically initiate the VRB collect phase for each required data feed key. The process
unfolds as follows:

1. As specified in Algorithm 11, upon receiving such a block, replicas send their votes
to both the next cBFT leader and the designated VRB leader, as shown in line 17.

2. Upon receiving n — f matching vote messages, the VRB leader invokes the
MergeDataFeeds procedure (line 2) to aggregate the data feed information (pseu-
docode specified in line 24 of Algorithm 12). The MergeDataFeeds procedure con-
structs two components:

(a) A map V containing the data record input for each required data feed key.

(b) A PoR, denoted as I1, consisting of n— f tuples. Each tuple includes a timestamp
map (tsmap) and a corresponding signature (op) extracted from a vote.

3. The VRB leader then broadcasts a VOTE-PRE-PREPARE message, which serves a
role analogous to PBFT’s pre-prepare message. This message includes the data record
set V', the proof-of-recency II, the cBF'T view v, and the block hash hg. These fields
enable replicas to verify the validity of II.

6.6.5 Consensus Phase

Upon receiving a VOTE-PRE-PREPARE message, each replica executes the following
steps as specified in Algorithm 12:

1. PoR Verification (line 8):
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(a) Verify that the data feed set V satisfies recency requirements by invoking the
VerifyRecency procedure (line 32).

(b) Since the PoR II includes tsmap values from at least f + 1 correct replicas,
successful verification confirms that all data records in V meet the required
recency condition (Definition 19).

(c) If verification succeeds, create a VrbInstance object associated with the block
hash hp (line 10). The VrbInstance object ins (line 17) enables each replica
to track the status of the VRB consensus phase (either committed or not) via
ins.status, and to store prepare messages needed for view change (as explained
in Section 6.6.6) in ins.pmsgs, for the VRB instance identified by hp.

2. PBFT Prepare Phase (line 11):

(a) Broadcast a VRB-PREPARE message of the form (VRB-PREPARE, viewy, hp,
hy), where hy is the hash of V' (line 11). This message functions analogously
to the prepare message in PBFT.

(b) Upon receiving n — f matching VRB-PREPARE messages, store them in the
corresponding VRB instance to support recovery from a malicious leader, as
described in Section 6.6.6.

3. PBFT Commit Phase (line 14):

(a) Broadcast a VRB-COMMIT message with the same fields as the prepare mes-
sage.

(b) Upon receiving n — f matching VRB-COMMIT messages, update the status of
the VRB instance to COMMITTED, and deliver the data feed set V.

6.6.6 VRB View Change

Algorithm 13 illustrates the VRB view change mechanism, which is analogous to PBFT’s
view change process.
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Algorithm 13: VRB View Change

1 Upon VRB view viewy timeout do
> Stop processing any VRB messages with a VRB view number lower than viewy + 1
for all instances ins € I such that ins.status # COMMITTED do

h < ins.h

V «+ins.data

P + ins.pmsg

send (VRB-VIEW-CHANGE, viewy + 1, h, P, V) to VRBLeader(viewy + 1)

(=Bl BNV

Unlike ¢cBFT views, a VRB view times out only when correct replicas fail to make
progress for delivering data records. When a view change is triggered for the VRB view
viewy , a replica stops processing VRB messages with a view number lower than viewy + 1
and sends a VRB-VIEW-CHANGE message. This message includes P, a set of n — f
VRB-PREPARE messages for the data record set V', corresponding to the VRB instance
associated with block hash h. The message is sent to the new leader determined by
VRBLeader(viewy + 1). If P is unavailable, the replica sets both P and V' to empty
sets in the message.

The view change process for a VRB instance identified by A proceeds as follows:

1. Upon receiving n — f VRB-VIEW-CHANGE messages for the VRB instance asso-
ciated with h, the designated leader broadcasts a VRB-NEW-VIEW message of the
form:

(VRB-NEW-VIEW, viewy + 1, h, V, M)

where:

(a) M is the set of n — f VRB-VIEW-CHANGE messages received during the

previous view.

(b) V is the corresponding data record set, selected from a VRB-VIEW-CHANGE
message in M that contains the highest view number and a valid P—a set of
n — f VRB-PREPARE messages supporting V.

(c) If no such V' can be extracted from M, meaning messages in M either contain
the empty data record set or do not include a valid P for V', then V is assigned
the empty set (0.

2. Upon receiving a valid VRB-NEW-VIEW message from VRBLeader (viewy + 1), the
replica verifies whether the proposed data set V' is consistent with the contents of M,
using the same selection method applied by the designated leader. If the verification

99



succeeds, the replica proceeds to vote for V in view wviewy + 1, as described in
Algorithm 12.

3. After the view change, it is possible that the data record set associated with the
DDTs is empty (line 6, Algorithm 14). In such cases, the corresponding DDTs are
not executed and are instead aborted.

This section describes replicas as sending separate view-change messages for each un-
committed VRB instance. In practice, replicas aggregate all uncommitted VRB instances
into a single batched view-change message. A similar batching strategy is applied to the
VRB-NEW-VIEW message constructed and disseminated by the leader.

6.6.7 Transaction Execution

Algorithm 14 outlines the procedure for committing and executing transactions in Dolphin.
When line 23 (Algorithm 11) is invoked with a quorum certificate gc, all uncommitted
predecessor blocks of the certified block B are committed, which triggers a commit event
for B. This commit rule is identical to HotStuff-2 [111].

Algorithm 14: Dolphin Transaction Execution
1 Upon event COMMIT(B) do

2 wait until: all predecessor blocks of B are executed

3 for txn € B.tzns do

4 ‘ Apply (tzn, () // apply regular transaction txn to the state machine
5 wait until: I[H (B)].status = COMMITTED

6 if I[H(B)].data # () then

7 K < DFKeys(B.ddts) // DFKeys(ddts) retrieves the data feed keys required

by ddts

8 V<« {}

9 for k € K do

10 d < I[H(B)].data[k]

11 if M[k] =1V (d# LAM]Ik].ts < d.ts) then

12 | M[k] +d

13 V[k] + M]Ik]

14 for txn € B.ddts do

15 Apply(tzn,V) // apply DDT tzn to the state machine using data record

set V

16 else

17 Abort (B.ddts) // abort executing DDTs
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Upon triggering the commit event for block B, the execution of transactions in B
proceeds through the following steps:

1. Wait until all predecessor blocks of B have been executed (line 2).

2. Execute each transaction in B.txns, as these transactions do not rely on external
data feeds and are evaluated using an empty set as the data feed input (line 4).

3. Wait until the VRB instance I[H(B)] reaches the COMMITTED status (line 5).
4. Resolve the data feed values required by the DDTs (line 6 to line 13):

(a) Extract the required data feed keys K using DFKeys(B.ddts).
(b) Initialize an empty map V to store the resolved data feed values.

(c) Foreach k € K, compare the timestamp from the committed VRB instance with
M]k].ts, it M[k] exists in the world state. If the committed instance contains a
newer value, update M [k] accordingly.

(d) Record the resulting value of MIk] in V[k].

5. Execute each DDT in B.ddts using the resolved data feed map V' (line 15). If V' is
empty, abort execution of all DDTs in B.ddts (line 17).

In Dolphin, transactions in B.txns can be executed immediately. In contrast, executing
B.ddts requires that the VRB instance associated with H(B) is also committed. Although
this VRB instance is initiated after block B is proposed, the PBFT-inherited optimal
communication structure ensures that the waiting time for committing the associated VRB
instance remains bounded and efficient.

For DDTs that rely on the same data feed, Dolphin ensures a monotonic read consis-
tency level [119]. If two transactions, tz; and tx, both access the same data feed identified
by k, and tx; is ordered before txs by the ¢cBFT, then the timestamp of the data record
read by txy will always be earlier than or equal to the timestamp of the data record read
by txs.

6.7 Correctness

Theorem 7 (Dolphin Safety). In Dolphin, no pair of correct replicas r1 and ro commit or
execute different sequences of transactions.
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Proof. Dolphin inherits its core block proposal (line 2, Algorithm 11), block voting (line 11,
Algorithm 11), and commitment rule (line 14, Algorithm 11) from HotStuff-2 without
modification. According to the safety guarantees of HotStuff-2, no two correct replicas can
commit conflicting blocks at the same block height. The block height refers to the position
of a block within the total order of committed blocks, with the initial block assigned height
Zero.

For blocks containing DDTs, each VRB instance in Dolphin is executed as a one-shot
PBFT protocol (line 6 to line 16, Algorithm 12) to resolve and commit a specific set of data
records V' for the block identified by its hash (line 17, Algorithm 12). PBFT guarantees
that no two different values can be committed for the same instance. As a result, no two
correct replicas can commit different data feed sets for the same block.

Combining these two arguments, Dolphin ensures that (1) no two correct replicas com-
mit the different sequences of blocks, and (2) each DDT in a committed block is executed
using a uniquely determined data record set. Thus, all correct replicas execute the same
sequence of transactions in the same order, proving safety. O

Theorem 8 (Dolphin Liveness). Given an unbounded supply of transactions, some trans-
action will eventually be executed by all correct replicas.

Proof. Dolphin inherits the block processing logic from HotStuff-2, which guarantees that
all correct replicas eventually commit some block B proposed by a correct leader, as long as
the network satisfies partial synchrony. If block B contains DDTs (line 17, Algorithm 11),
Dolphin initiates a corresponding VRB instance associated with the block hash H(B)
(line 10, Algorithm 12). Two cases arise: if the VRB leader responsible for the instance
is correct, then all correct replicas will commit and deliver a data record set V' for DDT
execution (line 16, Algorithm 12). If the VRB leader is faulty, the VRB protocol leverages
PBFT’s proven view change mechanism (Algorithm 13) to eventually select a correct leader.
The new correct leader will take responsibility for any uncommitted VRB instance, ensuring
that it is eventually committed. O]

Theorem 9 (Dolphin Recency). Any data record delivered by VRB (Algorithm 12) satisfies
the recency property.

Proof. Let d be a value in a set V' delivered by VRB, and let k& be its associated data feed
key, such that V[k] = d.

To deliver d, at least one correct replica must have verified a proof of recency (PoR)
IT (line 8) using the VerifyPoR procedure (line 32). According to line 33, II must contain
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signed timestamp maps from at least 2 f+1 distinct replicas, including at least f+1 correct
replicas. Denote this subset of correct replicas as R'.

Let tsmap, denote the timestamp map from replica » € R'. Each tsmap, is signed
(line 14) and verified (line 37) with respect to a specific cBFT view i. According to line 11
and line 12, each entry tsmap,[k] corresponds to a data record input of r during ¢cBFT
view 1.

1. Case 1: d # L.

Let
T = {tsmap,[k] | r € R, tsmap,[k] # L}.

From these timestamp maps, the VerifyPoR procedure constructs mazTs (line 40),
which records the highest timestamp observed for each data feed key, including k,
such that

mazxTs[k] > max(Z).

Line 44 ensures that
d.ts = V[k|.ts = mazTs[k] > max(Z),
thereby satisfying the recency property.
2. Case 2: d= 1.

The check at line 46 ensures that mazTs[k] = L and key k is absent from mazTs
when verified by a correct replica, implying that line 40 has never been executed for
k. As aresult, Vr € R, tsmap,[k] = L. According to line 12, this implies D[k] = L
at the time line 11 is executed by each r € R’ during ¢cBFT view i, thereby satisfying
the recency property.

[]

Theorem 10 (Monotonic Read Consistency for DDT Execution). Let tz; € By.ddts and
try € Bs.ddts be two DDTs accessing the same data feed key k, where By and By are
distinct blocks committed by ¢cBFT. If B; precedes By in ¢cBF'T order, then the timestamp
of the data record read by tx; is less than or equal to the timestamp of the data record
read by txo, i.e.:

By < By AN Vi[k] # L = Vi[k]|.ts < Vilk].ts

where V] and V5, are the data record sets used during the execution of By and Bs, respec-
tively.
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Proof. According to the execution procedure described in Section 6.6.7 and Algorithm 14,
the DDT execution mechanism in Dolphin mandates that each block B must wait for the
execution of all its predecessor blocks before proceeding (line 2). This requirement ensures
that block B is fully executed, including all associated DDTs, prior to the execution of
block Bs.

Execution of a DDT requires that the VRB instance associated with the block hash
H(B) reaches the COMMITTED status (line 5). At that point, the world state M is
updated with the latest timestamped data record from the VRB instance if it is more
recent than the current M[k| (line 11). This ensures that M [k] always reflects the most
recent value committed by any prior block. The data record set used to execute each DDT
copies the current value of M[k] at the time of execution (line 13). Since B; < By in the
c¢BFT order, and all updates to M[k] made by B; are visible before By begins execution
(line 2), it follows that Vj[k].ts < Vhlk].ts.

Thus, the timestamp of the data record read by tz; will never exceed that read by tx,,
ensuring monotonic read consistency for shared data feed key k. m

6.8 Evaluation

We implement HotStuff-2 and Dolphin using the open-source bamboo framework [(65] and
evaluate their performance. Our evaluation environment consists of up to 100 instances
evenly distributed across four geo-distributed regions on AWS: US-EAST, US-WEST, EU-
WEST, and AP-SOUTHEAST. Each instance runs on an m5.4xlarge machine with 4 CPU
cores and 16GB of memory. The data record storage is modeled as a key-value (KV) store
with a keyspace of up to 2K keys. Each instance includes an oracle process that issues data
feeds at intervals of 10ms, matching the refresh rate of professional trading tools [112], or
100ms, consistent with the update speed of market data streaming services [21]. Each data
record contains a randomly generated payload of 256 bytes and a 64-byte ECDSA signature.
To eliminate the impact of network latency caused by leaders in different regions, we use a
static leader configuration. The replicas are evenly distributed across all geo-regions. For
each experiment, we conduct three runs, with each run lasting 1 minute.

Our evaluation seeks to address the following questions:

1. How do the techniques employed by Dolphin impact the commit latency and through-
put of cBFT when processing DDTs? (section 6.8.1, section 6.8.4)

2. How effective is Dolphin at reducing data staleness for DDTs? (section 6.8.2)
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3. How resilient is Dolphin to censorship attacks by malicious leaders? (section 6.8.2)

6.8.1 Commit Latency

In this experiment, we evaluate the impact of VRB on the commit latency of blocks con-
taining DDTs. To eliminate variations, we set up the experiment as follows: A single oracle
process is deployed in the US-EAST region, issuing data feeds every 10ms. The data feeds
are broadcast to all nodes in the replica. For both Dolphin and HotStuff-2, a batch size of
400 transactions per block is used, achieving an average throughput of approximately 4K
transactions per second. Each batch contains a DDT that accesses an identical data feed
key. In Dolphin, both the VRB leader and the cBFT leader are colocated on the same
instance in the US-EAST region. We measure both data staleness and commit latency (av-
erage, P90) by having replicas report the commit latency of DDTs and the corresponding
staleness of the data feed at the time of application. We conduct experiments in clusters
with 64 replicas and 100 replicas.

400
B Commit Latency
350 1 Average Staleness
300 4 P90 Staleness
° i -
o
@ 200 A [ =
= B B B N
B . . .
il . . .
Nl | | |
O 1 1 1 1
HotStuff-2 Dolphin HotStuff-2 Dolphin
n=64 n=64 n=100 n=100

Figure 6.7: Impact of VRB on commit latency of DDT's
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Figure 6.7 illustrates the experiment results. From the graph, we observe that due to the
higher message complexity of on-demand VRB, Dolphin incurs a higher commit latency
for blocks containing DDTs, around 30ms in both 64-replica and 100-replica networks.
However, Dolphin achieves lower data feed staleness, reducing average staleness by 55ms
(64 replicas) and 76ms (100 replicas), and P90 staleness by 53ms (64 replicas) and 75ms
(100 replicas) compared to HotStuff-2. We will discuss the reduction of data staleness in
Dolphin along with the experiment in the later section.

6.8.2 Data Staleness

In this experiment, we evaluate data staleness across different replication factors of data
records. The experiment is conducted in a cluster with 64 replicas, using data records
issued every 10ms and 100ms from a single oracle located in the US-EAST region, chosen
for its proximity to major financial data sources. The workload remains identical to the
previous experiment. Dolphin demonstrates significantly lower average staleness when data
feeds are partially replicated. As shown in Figure 6.8, with a replication factor of 4 for data
feeds, Dolphin achieves staleness reductions of 150ms and 1347ms for data records issued
every 10ms and 100ms, respectively. With fully replicated data feeds, Dolphin achieves
reductions of approximately 50ms for both update intervals. The reduction in staleness
stems from two key factors: first, VRB reaches consensus with fewer communication rounds
than HotStuff-2, albeit with increased message complexity; second, VRB is more likely to
capture the latest data feed. With a correct leader, the data record proposed by VRB
is the most recent one reported by at least f + 1 replicas. In contrast, HotStuff leaders
propose the latest data record stored locally, which may miss the most recent data feed from
the oracle due to network delays or message processing order, even with fully replicated
data feeds. In general, with partially replicated data feeds, VRB effectively leverages data
collected during the collect phase, significantly reducing data staleness. As replication
factors approach full replication, the staleness reduction of VRB primarily results from its
fewer communication rounds.

6.8.3 Censorship Attack Scenario

We also evaluate the effectiveness of PoR in mitigating high data staleness caused by
censorship attacks from a malicious leader. To simulate a rotational leader scheme, the
leader conducts censorship attacks with a probability of 1/3. In HotStuff-2, the malicious
leader does not propose any data record for its view. In Dolphin, to evade detection by
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correct replicas, a malicious leader proposes a data record whose timestamp ranks f+1
among those reported by correct replicas in the PoR. The line or whisker labeled [CA]
presents the results for a scenario in which the leader engages in censorship attacks.

As shown in Figure 6.8, censorship attacks have limited impact on Dolphin. For a
10ms update interval, a malicious leader increases average staleness by at most 30ms. For
a 100ms update interval, the increase in average staleness is at most 66ms. In comparison,
in HotStuff-2, a malicious leader can increase average staleness by up to 50ms and 100ms
for 10ms and 100ms update intervals, respectively.

Figure 6.9 presents a box-and-whisker plot of data staleness measured under full repli-
cation of data records. The value to the left of each box indicates the median staleness,
while the value at the top whisker represents the 99th percentile (P99) staleness. The
gap between the P99 and median staleness quantifies the extreme-case impact of a mali-
cious leader. Both Dolphin and HotStuff-2 exhibit an increased P99-to-median gap under
censorship attacks. In HotStuff-2, a malicious leader increases this gap by approximately
360 ms for a 10 ms update interval, and 300 ms for a 100 ms update interval. In contrast,
Dolphin incurs a smaller increase: approximately 81 ms for the 10 ms interval and 100 ms
for the 100 ms interval-—corresponding to a roughly 70% reduction in adversarial impact
compared to HotStuff-2.

6.8.4 Transaction Processing Throughput

This experiment evaluates the benefits of the on-demand VRB invocation used in Dolphin.
The experiment is conducted with 100 replicas. Each replica runs an oracle process that
issues updates for 20 unique data feed keys every 100ms. Data feeds are either partially
replicated to 10 replicas or fully replicated to all replicas. The data feed keys issued by
the oracles do not overlap. The workload is configured as follows: 10% of each batch
consists of DDTs, and all DDTs access data feed keys using either a Uniform distribution
or a highly skewed Zipfian distribution with @ = 1.5. For each candidate, the saturation
throughput for processing transactions is measured by increasing the transaction batch size
until the throughput stabilizes. Note that data feed replication performed by the oracle
is not counted as a transaction. We also record the average data staleness for a specific
data feed key issued by an oracle located in the US-East region. Figure 6.10 presents the
experimental results. Each bar in Figure 6.10 represents the saturation throughput of a
candidate protocol with respect to a replication factor Q for oracle data feeds. Figure 6.10a
shows the results for a uniform key access distribution, while Figure 6.10b illustrates the
results for a skewed key access distribution.
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Full replication of data feeds results in a drop in saturation throughput for both candi-
dates due to the increased processing time spent on receiving and verifying data records.
However, HotStuff-2 experiences a more significant throughput drop compared to Dol-
phin. HotStuff-2 experiences a throughput loss of approximately 40%, while Dolphin loses
around 13%. In HotStuff-2, the leader must propose data feed update transactions for the
most recently issued data feeds it has received that were not proposed by previous leaders.
In contrast, Dolphin employs on-demand invocation of VRB, where a data record is only
proposed if it is required by already proposed DDTs. To maintain transaction processing
throughput, HotStuff-2 can adopt partial replication for data feeds, but this comes at a
significant cost of data staleness (exceeding 500ms). In contrast, the cost of data staleness
for Dolphin is negligible, remaining around 20ms. Figure 6.10 further shows that Dolphin
benefits from highly skewed data feed key access distributions, as significantly fewer data
records are replicated in an on-demand manner. With a skewed key access distribution,
Dolphin using partially replicated data feeds achieves approximately 2x higher throughput
compared to HotStuff-2 with fully replicated data feeds, while still achieving 40% lower
data staleness.

6.9 Chapter Conclusion

To enable on-chain transactions to access fresh data records issued by oracles, we proposed
Dolphin, a blockchain system that decouples the processing of oracle data feeds from
the ¢cBFT consensus process. In Dolphin, data feeds are partially replicated to a small
random subset of replicas, avoiding the overhead of full data replication. Consensus on
data records required by DDTs is achieved through Verifiable Recency Broadcast (VRB), a
censorship-resilient and communication-round-optimal consensus protocol. VRB is invoked
on demand, minimizing unnecessary overhead. Our evaluation demonstrates that Dolphin
significantly reduces data staleness and enhances transaction processing throughput with
partial replication of data feeds. In a cluster of 100 replicas distributed across four geo-
regions, Dolphin achieves up to 2x higher throughput and reduces data staleness by 40%
compared to HotStuff-2, which employs traditional full replication of data feeds. For future
work, we aim to extend Dolphin’s approach to ¢cBFT protocols leveraging more efficient
data dissemination protocols.
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Chapter 7

Conclusion and Future Works

This thesis demonstrates how the strategic application of weaker coordination protocols
can substantially enhance blockchain performance. The study begins by uncovering critical
limitations in conventional consensus protocols when applied to key-value (KV) workloads,
specifically highlighting the inefficiencies introduced by coarse-grained processing and the
immediate propagation of state updates. These design choices amplify latency and limit
throughput, particularly in high-load environments where finer-grained coordination is
preferable.

To further optimize shared register protocols for write-heavy workloads, this thesis
presents WABD, a novel protocol specifically designed for wide-area network (WAN) envi-
ronments. By leveraging loosely synchronized clocks and asymmetric quorum techniques,
WABD minimizes coordination overhead and dynamically adapts to fluctuating client de-
mands. Its design incorporates a clock-based optimization to eliminate one round of com-
munication in write operations and a local-read mechanism to further reduce read latencies.
Through adaptive mode-switching, WABD effectively balances low-latency operation under
light workloads with high-throughput capabilities under heavy client loads.

The thesis further extends its contributions by addressing performance limitations in
oracle data feed processing. To this end, Dolphin is introduced as a blockchain system
that decouples oracle data processing from the core BFT consensus layer. By integrating
a probabilistic quorum protocol with a censorship-resistant broadcast channel, Dolphin
ensures the timely availability of fresh oracle data while mitigating the performance bot-
tlenecks inherent in traditional consensus-based approaches. As a result, Dolphin signifi-
cantly improves throughput and reduces the staleness of oracle-provided data for on-chain
transactions.
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Together, these contributions offer a comprehensive perspective on how weaker pro-
tocols, when properly applied, can overcome the performance and scalability challenges
of blockchain systems. This work lays a foundation for future research into modular
blockchain designs where coordination mechanisms are tailored to specific workloads, achiev
ing a balance between efficiency, consistency, and resilience.

7.1 Future Works

During the development of Dolphin, several limitations were identified, primarily result-
ing from the decoupled processing of transactions and oracle data feeds. A key challenge
arises when a failure in the Verifiable Reliable Broadcast (VRB) component prevents the
commitment of an oracle value v, while the corresponding transaction tx has already been
finalized by the ¢cBFT consensus, causing transaction execution to be blocked. To re-
cover from such inconsistencies, Dolphin relies on PBFT’s view-change protocol, which,
while correct, may introduce substantial delays that stall not only the affected transac-
tion but also subsequent transactions in the ¢cBFT order. In addition, Dolphin’s use of
PBFT to finalize oracle data raises a broader question about whether consensus is neces-
sary for this task. Although PBFT is round-optimal in Byzantine settings, its three-phase
protocol—including two rounds with quadratic message complexity—incurs high commu-
nication costs when applied to rapidly updating oracle feeds. These concerns highlight
the need to investigate lighter-weight alternatives that reduce communication costs while
preserving sufficient reliability. Another promising direction is to modularize Dolphin’s
data feed processing module into a plug-in component, enabling seamless integration with
the consensus layers of existing BFT protocols and facilitating broader adoption across di-
verse blockchain platforms. Addressing these limitations and enhancing Dolphin’s modular
design constitute important directions for future research.
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