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Abstract

Over the past 45 years, cellular networks have evolved from a luxury service for the few to an
indispensable necessity for everyone, giving rise to countless new applications. This remark-
able technological advancement has fundamentally transformed everyone’s life. The latest
fifth generation (5G) promises unprecedented performance in terms of latency, throughput,
and subscriber density, as well as groundbreaking new services like autonomous driving,
remote surgery, smart cities, and ubiquitous coverage. However, numerous challenges exist
in achieving these promises, with one of the most significant being the vulnerability to
signalling storm.

A signalling storm occurs when the volume of control signals exceeds the network’s pro-
cessing capacity, leading to service disruptions. During these disruptions, retries from the
users and network entities amplify the problem, creating a snowball effect. This persistent
threat, present since the era of the third generation (3G), remains a major concern in 5G
networks. Over the past decade, signalling storms have caused severe outages worldwide,
affecting millions of lives, resulting in financial losses amounting to millions of dollars, and
millions of subscriber hours lost.

With the transition from the fourth generation (4G) to 5G, network elements have
been virtualized and assigned more granular tasks, significantly increasing their numbers
and the number of signals required to complete system procedures. From the subscriber’s
perspective, the enriched diversity of application scenarios and the increase in subscriber
numbers have exponentially raised the complexity of network resource management and
orchestration. Notably, the massive number of globally roaming cellular IoT devices with
limited security features are susceptible to being compromised to execute low-cost Dis-
tributed Denial-of-Service (DDoS) attacks on operators worldwide. Due to the significant
losses in the past, governments, operators, and academia consider signalling storms a major
threat to 5G.

This thesis investigates past cases and numerous industry white papers, research arti-
cles, and 3GPP standards, summarizing the causes, scenarios, and mitigation solutions for
signalling storms in 5G. Following these investigations, we propose a blockchain-assisted 5G
Authentication and Key Agreement protocol to mitigate registration signalling storms. We
also introduce a secure and efficient group handover protocol to address handover signalling
storms in 5G Low Earth Orbit satellite non-terrestrial networks (NTN). Furthermore, we
design a signalling load-aware conditional handover to reduce signalling peak in 5G NTN.

Network capacity has always been a driving force behind the evolution of cellular net-
works. We hope this work will shed light on the future design of 5G and beyond cellular
networks.
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Chapter 1

Introduction

By the end of 2023, around 280 mobile operators had launched commercial 5G services,
with Ericsson, Huawei, and Nokia holding the majority market share in terms of network
equipments. Global 5G mobile subscriptions reached approximately 1.6 billion, accounting
for 18 percent of all mobile subscriptions. Ericsson forecasts that by 2029, global 5G
mobile subscriptions will exceed 5.3 billion, making up 58% of all mobile subscriptions [6].
Research and Markets, the world's largest market research store, estimates that the global
5G services market will grow from about 122 billion USD in 2023 to approximately 10
trillion USD by 2028, at a compound annual growth rate of 52.4% [7].

This substantial market growth is driven by 5G's promise of unprecedented network
performance, including low latency, high throughput, and massive user density. These
metrics enable applications previously unimaginable, such as autonomous driving, smart
cities, virtual reality/augmented reality (VR/AR), and autonomous industries. Addition-
ally, 5G will leverage satellites to achieve global network coverage. Consequently, there
are high expectations for 5G to signi�cantly boost economic development [8]. Further-
more, 5G is expected to enhance military activities and national defense capabilities [9] by
enabling smart warehousing, drones, distributed command and control, satellite-enabled
monitoring, and improved rural area connections. Recognizing its strategic importance,
countries are investing heavily in this technology. As the US Department of Defense states,
\5G is a critical strategic technology: those nations that master advanced communications
technologies and ubiquitous connectivity will have a long-term economic and military ad-
vantage [10]."

However, these ambitious visions rely on a fundamental requirement: a reliable system
without disruption. According to ENISA's report [11], the number of global subscriber
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hours lost has been increasing since 2020. Moreover, in recent years, several large-scale
and prolonged outages have occurred [12, 13, 14, 15, 16]. During these outages, people
were unable to communicate, use web services, or access emergency services. This level of
disruption is undoubtedly unacceptable, especially in the context of 5G services.

This thesis investigates one of the primary causes of cellular network outages: signalling
storms. A signalling storm happens when the volume of control signals exceeds the net-
work's processing capacity, leading to service disruptions. During these disruptions, retries
from users and network entities amplify the problem, creating a snowball e�ect. This per-
sistent threat, present since the era of 3G, has caused several severe outages worldwide
[17, 14, 18, 16, 19, 20], a�ecting millions of lives, resulting in �nancial losses amounting
to millions of dollars, and millions of subscriber hours lost. In the 5G service-based ar-
chitecture, the number of control signals is expected to be as much as 100 times greater,
or even more, compared to 4G Diameter signalling [21]. From the subscriber perspective,
the enriched diversity of application scenarios and the increase in subscriber numbers have
exponentially raised the complexity of network resource management and orchestration.
Notably, the massive number of globally roaming of cellular IoT devices makes them sus-
ceptible to being compromised to execute low-cost DDoS attacks on operators worldwide.
Therefore, operators and government agencies consider signalling storms, either from le-
gitimate tra�c or malicious attacks, a major threat to 5G [22, 23, 24, 21, 25, 26, 27, 28].

The contributions of this thesis are as follows:

ˆ We performed a comprehensive review of various academic research and industry
reports of signalling storm threat in 5G networks. We summarized the causes, mit-
igation strategies, and various scenarios that may lead to a signalling storm in 5G
networks.

ˆ We investigated two scenarios and proposed our solutions. The �rst scenario is that
a massive number of devices perform initial registration. And the second scenario is
that a massive number of handovers caused by the mobility of LEO satellites in 5G
non-terrestrial networks (NTN).

ˆ We experimentally demonstrated the performance of our proposed solutions. All the
code is made publicly available for the reproducibility of the results.
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Chapter 2

Background

2.1 Evolution of Cellular Network

In 1865, James Clerk Maxwell invented Maxwell's equations, which describe how electric
and magnetic �elds interact and propagate, laying the foundation of electromagnetism.
Based on this theory, he predicted the existence of electromagnetic waves, and Hertz's
Experiment later proved it by generating radio waves in 1888. Tesla, Marconi, and Popov
later independently created radiotelegraphy, which can transmit text using radio waves,
indicating the beginning of wireless communication technology. Because radiotelegraphy
is not restricted by the deployment of electric cables, it enables 
exible point-to-point
long-distance communication on extreme terrains such as sea and mountains. Therefore,
it played a critical role in commercial, diplomatic, and military a�airs throughout the
�rst half of the 20th century. Compared to text transmission, sound transmission could
convey more information. In 1900, Fessenden �rst discovered amplitude modulation radio,
which enables sound transmission. This breakthrough later led to the development of radio
broadcasting and walkie-talkies, which were extensively utilized during World War II and
have continued to play important roles in today's society.

After World War II, the Bell system developed the Mobile Telephone Service (MTS) in
1946, and AT&T commercialized MTS to the civilian world, now considered pre-cellular or
0G. Back then, the user equipment (UE) was the car phone, which was heavy and expensive
and usually mounted in cars or trucks, demonstrating this service's luxury. MTS operates
in the VHF band, and one central base station would cover a very large area (e.g., a city)
because VNF waves can propagate over a long distance. Thus, handover features such as
changing the frequency channel were not supported. However, such a design can cause
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network congestion and signal interference because the number of frequency channels is
limited. As a result, only three customers in a city could make calls simultaneously, [29],
which can be treated as the early signalling storm caused by the growth of UEs. To address
the channel limitations in 0G and to support more subscribers, Ring �rst introduced the
cellular concept in 1947. He proposed dividing the country into small hexagonal geographic
locations called cells; each cell is covered and controlled by one base station. In his design,
no two adjacent cells would use the same set of frequency channels to achieve frequency
re-use, which could support more subscribers in 0G [30]. Unfortunately, this design must
require handover between cells, which cannot be implemented with the technology then.
So this vision was not realized in 0G [31]. At the near end of the 0G era, Cooper invented
the �rst handheld phone, DynaTAC 8000X, which aimed to replace the heavy car phone,
and made the �rst mobile phone call in 1973.

In 1977, Bell Lab built a trial cellular network around Chicago. After the trial's success,
NTT started to build the �rst commercial cellular network in Tokyo and later expanded
it to cover Japan's whole population, known as the 1G cellular network. Later, in 1983,
DynaTAC 8000X was manufactured and commercialized, which forged the foundation of
the modern mobile cellular network as we know it today. Due to the lack of a 1G standard,
each country had its own 1G system in Europe, which was incompatible with each other.
This caused di�culty in providing roaming services. Also, 1G transmits voice calls using
analog modulation with frequency-division multiple access (FDMA), which is prone to
eavesdropping and requires a lot of wireless spectrum. As mobile phone prices and 1G
service charges decreased, the subscriber base grew heavily and soon reached the capacity
of 1G, leading to more dropped ongoing calls or busy signals when trying to initiate a
new call [31]. In 1991, the standard Global System for Mobiles (GSM) was published by
the European Telecommunications Standards Institute (ETSI), known as 2G. Instead of
analog modulation, 2G GSM used digital modulation with time-division multiple access to
achieve encryption, more e�cient spectrum utilization, and increased capacity. Because of
a common standard, 2G allows international roaming. Moreover, 2G introduced the SIM
card with an authentication scheme and a new popular variant of communication called
short message service (SMS), although it could only transmit 160 characters at most.

Like from 1G to 2G, new mobile generations have appeared approximately every ten
years. Since the Internet became a commercial medium, data service has become a per-
sistent driving force in the evolution of cellular networks. The Universal Mobile Telecom-
munications System (3G UMTS), which was developed by the 3rd Generation Partnership
Project (3GPP) and �nalized in 2001, fully enables fast multimedia messaging service
(MMS) and mobile internet service. Compared to 64 kbps in 2G, 3G achieved a network
bandwidth of about 2 Mbps using Wideband Code Division Multiple Access (WCDMA),
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increasing the channel frequency bandwidth from 200 kHz to 1.25 MHz. Also, 3G added
a new licensed frequency band (2100 MHz) to mitigate the network congestion caused
by increased subscribers and service usage. Importantly, 3G speci�es a complete cellu-
lar network architecture, including RAN and the core network. The 3G core contains a
packet-switched network functions domain that connects to the external IP network to
build data sessions and a circuit-switched network functions domain that connects to an
external public-switched telephone network to build voice sessions.

By the end of 2007, 3G provided services to 295 million people. However, the smart-
phone revolution brought by the iPhone and apps and the rise of streaming services such as
YouTube introduced new demands for higher data rates. Industry soon found that the 3G
network capacity was insu�cient to support the bandwidth-intensive services planned by
mobile operators, even with only a small amount of subscribers utilizing the service within
a service area [32]. Also, severe outages happened worldwide because of the increasing
number of smartphones [33, 34] has made the operators realize 3G is not enough. As a
continuous progress to improve 3G, 3GPP �nalized the standard, Long Term Evolution
(LTE), in 2008 and later considered as 4G in 2010. 4G entirely abandoned circuit-switched
network and transmits voice in packets through Voice over Internet Protocol (VoIP), which
makes the 4G core network a complete packet-switched network. Compared to the hier-
archical architecture of the 3G core, the fully IP-based and 
attened architecture in the
4G core reduced the complexity and overhead associated with routing and management,
resulting in a lower network latency from about 100� 500 ms to about 30� 50 ms. The
low latency feature enabled latency-sensitive applications, such as real-time video calls,
livestreaming, and online gaming. To further improve the spectrum utilization, 4G LTE
installed MIMO antenna, increased the spectrum bandwidth, and replaced WCDMA with
Orthogonal frequency-division multiplexing (OFDM) with up to 256-QAM (Quadrature
Amplitude Modulation) to theoretically achieve network bandwidth up to 100 Mbps. How-
ever, although the data capacity issue was relieved, another cellular network threat was
rising - the signalling storm. In the past, operators could reasonably manage the number of
control signals because the types of services were limited, and each person was expected to
have about only one cell phone. The advent of the iPad and apps began to make a change
[35]. One person was no longer considered to carry only one cellular device, and multiple
running apps on their devices will constantly chat with the Internet through the cellular
network. The concurrent network sessions caused many more control signals, including
authentication, handover, and billing, and added burdens to both RAN and core network,
which can cause large-scale outages [18]. Since then, the operators began to lose their full
control of signal management.

5G New Radio (NR) began to be deployed worldwide in 2019. The two main deploy-
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ment options are the standalone option, which completely abandons the 4G component,
and the non-stand-alone option, in which 5G components and 4G components co-exist to
reduce deployment cost. Compared to the 4G's low-band radio waves (below 2.6 GHz),
5G additionally uses microwave in mid-band and high-band (FR1: 410 MHz to 7125 MHz
[36], FR2: 24.25 GHz to 71.0 GHz [37]). Also, with carrier aggregation, 5G increased the
maximum channel bandwidth from 20 MHZ to 100 MHz in FR1 and 400 MHz in FR2,
signi�cantly increasing the network bandwidth. However, high-frequency waves, such as
millimeter waves, exhibit shorter propagation distances due to higher path loss. Thus,
5G also introduced small base stations to provide more focused coverage in dense urban
environments. Compared to the 4� 4 MIMO in 4G, 5G installed massive MIMO anten-
nas in the base station, which allows more simultaneous communications and enhances
beamforming performance.

Notably, 5G made a big change in the RAN and core network design with the rise of
cloud service and virtualization technologies. Previous RAN architecture was a centralized
monolithic design with limitations in scalability and 
exibility. 5G supports splitting the
gNB into distributed units (DU) and centralized units (CU) along with RAN function split
options to increase e�ciency 
exibly based on the di�erent environment needs. The 4G
core functions are also divided into more di�erent network functions in 5G, resulting in
higher granularity in capability and management. The 5G network elements, including
DU, CU, and network functions in the core, are designed to be virtualized as VMs or
containers managed using the NFV MANO framework so they can be deployed in the
cloud and enable function migration [38]. Bene�ting from virtualization and clearly de�ned
interfaces, 5G functions can achieve interoperability between vendors because functions run
in software, which is no longer coupled with hardware. As RAN contributes the most to
the QoS of the communication, such interoperability boosted organizations like O-RAN
ALLIANCE to work on the open-RAN architecture. The open RAN mainly aims to bring
RAN intelligence by introducing non-RT RIC in the orchestration layer and near-RT RIC
in the DU with xApp to perform monitoring, smart control, and management. 5G is also
designed to separate the control and data planes in RAN and the core network to increase
scalability and reliability. With the highly decoupled functions and 
exible deployment
options brought by virtualization and design, 5G can lower the latency to under 10ms
by processing the data at the network's edge (multi-access edge computing). Also, more
suitable services can be provided 
exibly according to di�erent application scenarios, which
changes the previous "one size �ts all" cellular network to a "one size per service" network.
Thus, a completely new business model is appearing - network slicing. The main network
slice services that 5G aims to provide are as follows [39]:

ˆ Enhanced Mobile Broadband (eMBB): This service aims to provide high net-
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work bandwidth for data transmission. The theoretical peak data rate required is 20
Gbps and 10 Gbps for downlink and uplink, respectively, with mobility support up
to 500 km/hour. Data-intensive applications such as augmented reality and virtual
reality can be achieved in this service.

ˆ Ultra Reliable Low Latency Communications (URLLC): This service aims
to achieve extremely low latency, about less than 1 ms for the data plane and 10
ms for the control plane. Latency-sensitive and mission-critical applications such as
autonomous driving and remote surgery can be achieved in this service.

ˆ Massive Machine-Type Communications (mMTC): This service aims to con-
nect large numbers of UEs. Compared to 4G, which can support under 0.1 million
UEs/km2, 5G aims to support 1 million UEs/km2. With such high-density connec-
tivity, smart cities and remote sensors that signi�cantly require massive IoT devices
can be achieved.

Towards these goals, 3GPP has �nished Rel 15-18 and is actively working on Rel 19,
which aims to end before 2026. Rel 19, as a baseline for future 6G, will focus on IoT,
NTN, extended reality applications, and network energy e�ciency and will apply intelligent
control and automation to enhance mobility performance and load balancing [40]. By 2023,
about 280 providers around the world have launched commercial 5G services, and more
than 40 have deployed or launched 5G standalone [6].

The advance of the cellular network is built upon countless breakthroughs in various
�elds, including materials science, physics, and computer science. However, as the cellular
network becomes bigger and more complex as an engineering product, the management
inevitably shows some di�culties, such as a longer time lag in applying, analyzing, and
testing new technologies and higher communication costs in developing the standard, re-
sulting in higher possibility of ambiguity and inconsistency among thousands of documents
[41, 42]. As cellular networks advance and cell phones become necessities from an optional
luxury service in only 45 years, network reliability and availability have become a huge
promise, and the role of mobile operators in society has been signi�cantly enhanced. How-
ever, maintaining persistent reliability every moment is di�cult for an increasingly large
system, and outages can happen from various sources, which are di�cult to foresee. Ex-
treme weather conditions or human accidents can damage the physical infrastructure, the
miscon�guration of network servers and devices can disrupt the expected services, and the
sudden load increase or malicious DDoS attacks can cause network congestion. When such
faults happen, the unpredictable behavior from the unhealthy cellular system can cause
large-scale and long-time outages, which can result in signi�cant �nancial loss to both oper-
ators and millions of subscribers in today's world [43, 12, 13, 11]. Moreover, public safety is
also threatened; it was reported that people have di�culty accessing the emergency service

7



during hours of outages [44] because they do not have a landline. Unlike previous gener-
ations, 5G highly relies on third-party data centers to deploy essential network functions.
These data centers are reported to have increased and more frequent outages and have
already caused millions of dollars in loss to tech companies like Amazon and Apple. Thus,
the trend of the possibility of 5G outages in the future may not be optimistic. Also, 5G
aims to enable more applications such as autonomous driving, intelligent transportation,
and smart cities, which may change people's lives once again. Like landlines are replaced
by cellular networks [45], it is unclear if 5G may replace some existing products, although
they may be capable of providing a more reliable service. If so, the expense of a service
disruption such as outages may signi�cantly increase. Although the improvement of cellu-
lar networks still has challenges in capacity and reliability, judging from its evolution and
outcome, countless life-changing products and services have been born; numerous di�erent
vertical industries have bene�ted, making the cellular network one of the most successful
and vital products in human history.

2.2 5G Architecture

2.2.1 Overview

As the successor to 4G, 5G also adopts the logical cellular network architecture containing
RAN, backhaul network, and the core network. The RAN directly provides the wireless
access point to the UEs over radio waves, which stays at the edge of the cellular network.
It manages the spectrum usage and tries to guarantee the radio bearer quality (Channel
quality indicator) in the physical layer and network performance (5G quality of service
identi�er) in the network layer of many UEs. The backhaul network connects the RAN
and the core network, and the core network connects to the Internet to realize the data
service between UE and the Internet. Unlike WiFi, a best-e�ort, contention-based service
focused on the local area, cellular networks focus on service continuity in the wide area
and performance guarantee for their subscribers. Thus, access, mobility, service quality,
billing, and subscriber privacy are some of the main basic requirements of the cellular
network. These requirements are mainly realized by the core network, making the core
network the heart and brain of the cellular network. And the message transmitted in the
cellular network to realize these requirements and control the system is called \signalling"
or, more precisely, \control signal." Because backhaul is mainly for routing packets and is
not involved in control management, it does not exist in the design of signalling protocol
and 5G architecture. Thus, the logical communication interfaces are de�ned between RAN
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and core without backhaul. In 5G, the communication interfaces between RAN and core
are called NG Interface. The interface between UE and the RAN is called the Uu interface
(or air interface). From the perspective of cellular network evolution, each generation of
architectural changes has led to more e�cient system control to increase network scalability,
reliability, and capacity. For 5G, the architecture has mainly bene�ted from virtualization.
Next, we will introduce the architecture of the 5G RAN and 5G core network, along with
the di�erence between 4G, to reveal how the 5G architecture can enable more e�cient
control of the cellular system.

From a global view, 5G is designed to separate the control plane and data plane (or user
plane), an idea inherited from software-de�ned networking (SDN). This ensures the system

exibility because two planes can adjust their resources independently of each other. Also,
this design helps to reduce latency by allowing the data plane node in the core network
to move closer to the network edge without a�ecting the control plane nodes. Thus, the
protocol stack for both RAN and core in 5G is separated into the control plane and data
plane stack. Also, functions in RAN and core are virtualized, so 5G also adopts the NFV
MANO framework to orchestrate and manage NFs and network slices.

2.2.2 5G RAN

5G RAN (or NG RAN) comprises many logical nodes, called gNB, previously called eNB
in 4G. gNB is designed to communicate with UE using an air interface protocol stack from
the bottom up, as shown in Fig. 2.1. The main functions of these layers are as follows [3]:

ˆ Low PHY, High PHY (L1): Translate between analog or digital signals from RF
and transport blocks on the transport channel. Responsible for coding and modula-
tion, error detection and correction, channel access control, and power control.

ˆ Low MAC, High MAC (L2): Translate between transport blocks and MAC ser-
vice data unit (SDU) on the logical channel (DTCH, BCCH, PCCH, CCCH, DCCH).
Responsible for HARQ, mapping between logical channels and transport channels,
multiplexing, scheduling information reporting, and logical channel prioritization.

ˆ Low RLC, High RLC (L2): Translate between MAC SDU and RLC PDU on the
RLC channel. Responsible for ARQ, concatenation, segmentation, and reassembly.
It operates in 3 modes of operation: Transparent Mode (TM), Unacknowledged Mode
(UM), and Acknowledged Mode (AM).

ˆ PDCP (L2): Translate between RLC PDU and PDCP PDU on radio bearers (DRB
for data plane, SRB for control plane). Responsible for compressing and decompress-
ing IP headers, ciphering and deciphering, integrity protection and veri�cation, main-
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Figure 2.1: 5G RAN protocol stack [3]

tenance of PDCP SNs, duplication, reordering and in-order delivery, and out-of-order
delivery.

ˆ SDAP (L2): Responsible for mapping between a QoS 
ow and a data radio bearer
and marking QFI. Marking QoS 
ow ID (QFI) in both DL and UL packets. SDAP
only exists in the data plane and does not exist in 4G.

ˆ RRC: Responsible for management related services. Main services include broad-
casting system information, paging, connection management, mobility management,
QoS management, and NAS message translation. RRC only exists in the control
plane.

In 4G, eNB is comprised of the antenna, RRU, and BBU. The antenna and RRU handle
the RF function, which processes radio waves into digital signals. They are mounted in
a cell base tower with a feeder between the antenna and RRU. BBU handles the whole
air interface protocol stack from PHY to SDAP/RRC. Fronthaul is the interface between
RRU and BBU, and backhaul is the interface between BBU and the core network. One
BBU could handle multiple RRUs, but no central entity manages multiple BBUs. In 5G,
due to the massive MIMO, more feeder ports are required on RRU, which is di�cult to
achieve. Thus, the antenna and RRU are integrated into AAU.

The BBU is also split into DU and CU, which can be virtualized and decoupled from
hardware. The fronthaul is then the interface between AAU and DU, and the backhaul
becomes the interface between CU and the core network. Due to the separation, F1
(midhaul) is introduced as the interface between DU and CU. One DU can manage multiple
AAUs, and one CU can manage multiple DUs in a centralized manner. CU can also be
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further split into one CU-CP for the control plane and multiple CU-UP for the data plane.
The interface between CU-CP and CU-UP is called E1 interface [46]. The interface between
two gNBs is called the Xn interface, which is also the interface between two gNB-CUs (Xn-
C interface). DU-CU separation brings the following main bene�ts:

ˆ Increased capacity: DU-CU separation was originally proposed as a solution to
avoid the impact of tra�c surge. Combining the baseband resource of multiple BBUs
or deploying CU in a data center could e�ectively increase the capacity of a gNB. A
gNB could handle more cells and reduce the interaction between gNBs (e.g., more
intra-gNB handover and less Xn handover). More resources can also be allocated to
high-tra�c cells to avoid congestion.

ˆ Higher 
exibility: DU-CU separation also brings at least eight possible functional
split options [47]. A split option refers to cutting the packet processing pipeline
in the RAN protocol stack into two and assign to DU and CU. For example, in
option 7 (Intra PHY split), AAU and DU would handle RF and Low PHY, and
CU would handle the other upper layers. Di�erent split options introduce trade-o�s
among energy consumption, deployment cost, latency, and throughput, which o�ers
the RAN 
exibility to dynamically satisfy the need for di�erent use case scenarios
[48].

Although the DU-CU separation could bring the above bene�ts, it also introduces higher
management complexity, optimization di�culty, deployment cost, and risk from a single
point of failure [49]. Thus, a \monolithic" gNB containing one DU and one CU is still a
feasible deployment.

Open RAN architecture [50, 51] is a shift towards virtualization, cloudi�cation, multi-
vendor interoperability, and data-driven management and orchestration, built on top of
the 3GPP architecture. O-RAN ALLIANCE mainly drives this project. In Open RAN,
software and hardware are decoupled, and software connects through open interfaces, which
helps avoid operators being locked from a single infrastructure provider. DU and CU
run in a cloud-native manner, which increases capacity, reduces operating expenses, and
enables big-data applications. Importantly, near-RT (10ms to 1s) RIC is introduced in
RAN with xApp onboarded, and non-RT (more than 1s) RIC is introduced with rApp
onboarded. The controllers mainly monitor the network and provide data-driven guidance
to gNBs. These controllers are functionally similar to NWDAF in the core network but are
closer to the network edge and only responsible for RAN. With AI capabilities and history
data analysis, these controllers can be useful for various use cases [52], such as improving
handover performance for vehicles on the highway, interference detection and optimization,
and detection and restricting signalling storms.
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Figure 2.2: 5G service based architecture [4]

2.2.3 5G core network

The main changes in the 5G core network from 4G are adopting service-based architecture
and NFV. From 4G to 5G, monolithic network functions, such as HSS, MME, and PCRF,
are split into more discrete network functions; each provides micro-services with a higher
granularity, which opens the door to network slicing [4]. In 4G, network functions were
coupled with proprietary hardware. This poses a challenge for the network to scale 
exibly
because the deployment comes with the hardware. 5G network functions are virtualized
to containers or VMs for a more 
exible deployment and capacity scaling. Due to the
virtualization, these NFs are managed by the orchestration and management layer. The
5G SBA is shown in Fig. 2.2, which contains some main 5G NFs. A complete NF list can
be found in [53]. For the communication service (VoNR), 5G reuses the IMS architecture
with the original session initiation protocol (SIP) and session description protocol (SDP).
The IMS provides interfaces to 5G core NFs, 4G core NFs, and 3G core NFs to achieve
interworking [54].

In the data plane, UPF is the only 5G core network function type that routes tra�c
between the RAN and the data network (Internet). It is responsible for tra�c measure-
ment reports and enforcing QoS policies made from the core network [4]. Bene�ting from
virtualization, UPF can be deployed closer to the RAN and connect MEC servers in the
data network to lower the latency. Di�erent UPFs can connect to each other through the
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N9 interface to achieve tra�c classi�cation. N6 terminates at the PDU Session Anchor
UPF. Figure 2.3 shows the data plane protocol stack.

Figure 2.3: 5G core data plane protocol stack [4]

Figure 2.4: 5G core control plane protocol stack [4]

In the control plane, network functions communicate and collaborate to make control
decisions. These decisions are sent to the RAN control plane by AMF through the N2
interface, to the core data plane by SMF through the N4 interface, and to the UE through
the N1 interface by AMF with RAN as a relay. The UE communicates with AMF over
an application layer protocol named NAS protocol [55] as shown in Figure 2.4. In several
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cases, such as location service, SMS, and session management signalling, UE needs to
communicate with other 5G NFs, excluding AMFs. Thus, the NAS protocol comprises a
NAS-MM and a NAS-SM components [4]. The functions of some main NFs are as follows
(more details can be found in [4]):

ˆ AMF: Access and registration management. Mobility management. Location ser-
vices management. Connection and reachability management.

ˆ SMF: Session establishment and management. UE IP address allocation and man-
agement. Control aspects of QoS.

ˆ UDM: Subscription management. SUCI de-concealment. Generation of 3GPP AKA
Authentication Credentials. User identi�cation handling.

ˆ NEF: Exposure of capabilities and events to external third-party:
ˆ NRF: Maintains the NF pro�le of NF instances. NF service discovery. Generate

access tokens for NF services.
ˆ SCP: Indirect NF communication. Message forwarding and routing between NFs.

Load-balancing [21].
ˆ NWDAF: Data collection from NFs, AFs, and orchestration management. Support

AI modeling training and provisioning. Provisioning of data analysis to NFs.
ˆ SEPP: Message �ltering and policing on inter-PLMN control plane interfaces. Topol-

ogy hiding.

5G control plane NF communication

5G NFs in the control plane communicate with each other using service-based interfaces.
The service-based interfaces use HTTP/2 protocol with JSON as the application layer
serialization protocol. For security protection at the transport layer, all 3GPP NFs shall
support TLS [56]. Thus, digital certi�cates are required to achieve mutual authentication
between NFs [57].

The end-to-end interaction between two NFs follows a consumer-producer paradigm;
that is, the consumer NF consumes the service produced by the producer NF. Within this
paradigm, two communication mechanisms adopted are as follows [4]:

ˆ Request-response: Consumer NF calls the RESTful API provided by producer
NF, and a one-time response from the producer to this request is expected within a
certain period.

ˆ Subscribe-notify: Consumer NF can subscribe to the event exposure service pro-
vided by the producer NF by calling the RESTful API. The producer NF will notify
the consumer NF when the event happens or the state changes.
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Figure 2.5: Communication models for NF/NF services interaction [4]

Before NFs can communicate, NF needs to register its NF pro�le, which contains NF
information such as NF Instance ID, IP address, NF Type, and heartbeat timer, to the
NRF (A complete list of the NF pro�le is in [53]). So, NRF maintains information of
available NF instances and their supported services. When the consumer intends to ask
for some producer service, it must �nd which producer NFs are available. This process is
called NF discovery. The consumer NF will obtain a set of producers, and it can select one
NF to communicate, which is called NF selection. After the discovery and selection, the
producer needs to acknowledge that the consumer's requests are authorized by NRF. This
is known as the authorization of NF service access, and 3GPP recommends using OAuth
2.0 framework [58]. Under this framework, NRF shall be the OAuth 2.0 authorization
server, the consumer shall be the OAuth 2.0 client, and the producer shall be the OAuth
2.0 resource server. An access token will be given to the consumer by the NRF if the request
is legit. The consumer will then use the token to request service from the producer.

The call 
ows of these processes vary slightly in di�erent interaction modes. However,
OAuth roles never change, and the NRF will always be responsible for generating the
access token [58]. NRF is also always responsible for NF registration. Overall, the four
interaction modes, shown in Fig. 2.5, for NF communications are de�ned by 3GPP as
follows [4]:
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(A ) Direct communication without NRF interaction: Consumers are con�gured
with producers' NF pro�les and directly communicate with a producer of their choice.
No authorization is required because NRF is not present. This option can be used
in a test environment but not in production.

(B ) Direct communication with NRF interaction: Consumers perform NF discov-
ery by querying the NRF. Based on the result, the consumer performs the selection.
The consumer sends the request to the selected producer. This option is a common
model in speci�cations and articles.

(C) Indirect communication without delegated discovery: Consumers perform
discovery by querying the NRF and then perform NF selection. The consumer sends
the request to the SCP containing the producer's address. The SCP routes the
request and response between the consumer and the producer. In this option, SCP
can perform load balancing and signalling policy enforcement.

(D ) Indirect communication with delegated discovery: SCP is responsible for NF
discovery. Consumers add any necessary discovery and selection parameters, which
are used to �nd a suitable producer, to the service request. The SCP uses the request
address and the included parameters in the request message to route the request to a
suitable producer instance. The SCP can perform discovery with an NRF and obtain
a discovery result. This option �rst reduced some signalling. Also, SCP can optimize
signalling further because it handles discovery and selection.

5G system procedures

5G system management is achieved by completing system procedures. Each system proce-
dure is de�ned to accomplish a particular mission, such as registration, handover, system
interworking, and session establishment. It involves control signal transactions between
NFs, the RAN, and UEs. So, system procedures are also known as signalling protocol.
Any system behavior, including failure handling, should correspond to a system proce-
dure. Those procedures can be initiated both by UEs and the network side. A complete
list of system procedures can be found in [59]. When describing the system procedure
or signalling protocol, people generally abstract the communication model and assume
end-to-end communication between network entities.

For better API management, each producer shall provide multiple services, and each
service provides multiple service operations. Each service operation follows the 'Request-
response' or 'Subscribe-notify' paradigm and has clear customer types [59]. Thus, within
a system procedure, the control signal exchanged is actually the service operation calls.
For example, SMF as a producer can provide three services namedNsmfPDUSession,
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NsmfEventExposure, and NsmfNIDD. Within the service NsmfPDUSession, SMF pro-
vides 13 service operations. One operation isCreateSMContext, which follows 'Request-
response,' and the consumer is AMF. It can be used in many system procedures, including
PDU session establishment, handover, and SMF context transfer. A complete NF services
and operations list is available in [59]. A collection of the 3GPP-de�ned RESTful API for
these operations of main NFs is available in [60].

2.2.4 Network Slicing

Network slicing is a paradigm where logical networks/partitions are created with appro-
priate isolation, resources, and optimized topology to serve a purpose, service category, or
customer. Slices are end-to-end overlay networks with di�erent isolation levels that share
the same physical infrastructures [4]. This is a new business model, which is expected to
be integral to unlocking the enterprise opportunity for the 5G because MNOs can provide
network slice as a service (NSaaS) to the industry verticals (often referred to as 'tenants')
to satisfy their speci�c requirements rather than a one-size-�ts-all approach in 4G. To pre-
pare a network slice, a service level agreement between the MNO and tenants must be
signed following the network slice template. The template [61] de�nes slice attributes and
slice requirements such as maximum PDU sessions, UE density, delay, throughput, energy
e�ciency, spectrum, scalability, and isolation level. Importantly, it is allowed in NSaaS
to expose network management capabilities to the tenants [62]. Also, tenants may pro-
vide their customized network functions [61]. Each network slice is identi�ed by S-NSSAI
(Single-network slice selection assistance information), which is comprised of an 8-bit slice
type (SST) and an optional 24-bit slice di�erentiator(SD). SST de�nes an expected slice be-
havior in terms of features and services, including eMBB, URLLC, mMTC, V2X, HMTC,
and HDLLC. SD complements the SST to di�erentiate amongst multiple slices of the same
slice type [4]. During registration, the UE may send an NSSAI, which contains up to 8
S-NSSAIs. The network side will return S-NSSAIs that the UE is allowed to access. The
PDU session will then be established within a certain slice instance.

Each slice instance of an end-to-end network slice is called a network slice instance
(NSI). It is simply a deployment of a network slice. The network slice subnet instance
(NSSI) represents a group of network functions (including their corresponding resources)
that form part or complete constituents of an NSI. In general, NSSI could be created as
RAN NSSI, core NSSI, and transport NSSI. Di�erent NSIs may share the same NSSI.
Also, the grouping of the network functions allows the management of each NSSI to be
conducted independently of the NSI [63]. An NSI Identi�er (NSI ID) uniquely identi�es an
NSI [4] from the network side. Note that one NSI obviously can be associated with multiple

17



S-NSSAIs. One S-NSSAI can also be associated with multiple NSIs because one NSI may
satisfy the requirements of multiple S-NSSAI. The network may simultaneously serve one
UE with one or more NSIs of di�erent S-NSSAI. The AMF serving the UE logically belongs
to each of the NSIs serving the UE [4]. However, one PDU session uniquely belongs to
one NSI. In general, one UE can be served by up to 8 NSIs and can have up to 15 PDU
sessions at the same time.

The lifecycle of an NSI includes commissioning, operation, and decommissioning phases
[63]. The commissioning phase includes NSI con�guration creation or modi�cation. The
operation phase includes activation to support communication services, run-time resource
and topology planning, monitoring and modi�cation, and deactivation to stop supporting
services. The decommissioning phase is to remove the NSI. The lifecycle of an NSI is
managed by the OAM layer. In addition to MANO entities (NFVO, VNFM, VIM), 3GPP
de�ned customized management entities in the OAM layer to manage network slices. For
example, NSMF manages NSIs, and NSSMF manages NSSIs. CSMF converts the commu-
nication service-related requirements to the network slice-related requirements and com-
municates with NSMF [64, 65].

In the control plane, 3GPP introduced the following NFs to support network slicing-
related system procedures [4]:

ˆ NSSF: Selecting the set of NSIs serving the UE. Provisioning of slice information to
AMF. Selecting the AMF that can serve the UE.

ˆ NSSAAF: Support for network slice-speci�c authentication and authorization [59]
with a AAA server, which is hosted by HPLMN or DN third-party.

ˆ NSACF: Monitoring and controlling the number of registered UEs and the number
of PDU sessions. Provisioning/Notifying network slice status to AFs.

2.3 5G Non-Terrestrial Networks

2.3.1 Overview

Although cellular networks already covers 95% of the population, 90% of which is covered
by 4G/5G networks [66], there is still around 85% of the earth that remains without cov-
erage [67], including rural areas, mountains, islands, and sea. Providing coverage to those
areas requires high capital expenditure and operating expenses with expected low revenue.
Thus, the industry is considering building 5G non-terrestrial networks with satellites and
integrating NTN with TN to provide 5G global coverage. Integrating 5G NTN brings the
following main use cases and bene�ts [68, 69, 70]:
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ˆ Ubiquitous and continuous connectivity: By providing global coverage from
space, NTN can directly provide high throughput service to remote areas without
deploying base stations and �bers. Without a doubt, this could improve the lives
of the people who live or work in remote areas. This will also bene�t businesses
such as environmental monitoring, ocean freight, �shery, oil exploration, farming,
and airplanes. It can also enable outdoor adventure and emergency services globally.

ˆ Enhanced broadband and temporary use: The UE is allowed to connect to
and switch between TN and NTN; this will increase the total bandwidth and con-
nection capacity of an area, especially when the capacity in rural areas is not enough
to support the service need or tra�c surge (e.g., traveling). When the TN experi-
ences outages from disasters, such as 
oods or earthquakes, the NTN can be used
temporarily for services and disaster recovery.

ˆ Optimal routing: The NTN can also be used as a backhaul network to optimize
the routing to lower the latency.

Although NTN is not limited to LEO, MEO, GEO satellites, and UAV, the industry
has spent more e�ort considering LEO satellites mainly because LEO satellites can provide
low latency services and high stability. Starting in 1997, Motorola launched the �rst
satellite communication constellation containing 66 LEO satellites - Iridium. However,
due to the technology limitations and limited use cases, the Iridium project turned out
to be a complete failure in 2000. Today, with the advancement in technology and new
application scenarios, LEO satellite communication has drawn great market attention, and
the success of Starlink has proved its feasibility. However, more satellites in LEO orbit
means a higher possibility of collision and interference and more di�culty in managing,
especially satellites from di�erent operators from di�erent countries. Thus, to satisfy a
certain network performance constraint, the number of LEO satellites has a limit [71, 72].
Also, the LEO satellites sweep the Earth's surface, including all the countries, which can
be a powerful tool for military activities such as tracking, monitoring, and accurate remote
control of military weapons. Such strategic advantage is also displayed in the Russo-
Ukrainian war [73]. Therefore, countries and operators attach great importance to building
or bene�ting from LEO constellations. As LEO satellites are envisioned to complement
5G, mobile operators and satellite operators are working closely to build the integration
[74]. From Global Market Insights, the market value of 5G NTN was 4.2 billion USD
and is predicted to be 79.8 billion USD by 2032. Although the LEO satellites provide
communication services similar to the cellular network, their system design and technology
are generally proprietary [70] and cannot directly apply to the 5G system. Therefore, the
5G NTN standard established by 3GPP [75, 76] is extremely important and valuable for
the research in consistently integrating satellites into the 5G ecosystem.
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2.3.2 Deployment Options

Satellites are deployed on three kinds of orbits based on the altitudes. GEO orbit is at
35,786 km, and the satellite's position is �xed regarding elevation/azimuth with respect
to a given earth point. The MEO orbit altitude is from 7000 { 25000 km. The LEO orbit
altitude in 5G NTN is designed to be 300 - 1500 km [75], and the satellite moves in a
circular fashion around the Earth with a high speed of around 7.1 - 7.9 km/s. Di�erent
satellite shells can be designed based on inclination and altitude. Each satellite shell could
contain many circular orbital planes, which contain the satellites [77, 78]. For 5G NTN,
the allocated frequency band is L/S-band, targeting the handheld devices (Direct-to-cell),
and Ka-band, targeting the devices with higher-gain antennas [79]. LEO satellites are
also designed with earth-moving cells and earth-�xed cells through steering beams. Both
options are feasible but will cause di�erent impacts on the cell/tracking area design and
information broadcasting management (SSB beam) [75, 80].

The satellites can carry two kinds of payload, which are transparent payload and regen-
erative payload. The transparent payload enables RF �ltering, frequency conversion, and
ampli�cations, which acts as an analog RF repeater. The transparent satellite and NTN
gateway can act as a remote radio unit in the NR-Uu interface between UE and gNB on the
ground, with no modi�cation to the NG-RAN architecture [75]. However, the high delay
between RF and PHY would result in such deployment not meeting the 5G requirement
[81]. The regenerative payload, in addition, enables encoding, decoding, modulation, de-
modulation, switch, and/or routing, which is e�ectively equivalent to having all or part of
gNB functions on board the satellite [69]. This could also enable communication between
satellites through the inter-satellite link (ISL). The regenerative satellite can support the
following architectures in the RAN [75]:

ˆ Full gNB onboard: The satellite acts as a full gNB node to provide NR-Uu interface
directly to the UE. The feeder link will be used in the NG interface connecting the
5G core network. Xn-interface between satellites can be built through ISL or possibly
through the feeder link if ISL is not present [75]. Xn-interface between satellite and
terrestrial gNB should go through the feeder link.

ˆ gNB-DU onboard: The satellite acts as a gNB-DU component and provides the
NR-Uu interface directly to the UE. The CU is assumed to be on the ground, and
the feeder link will be used in the F1 interface. Due to the DU-CU separation, Open
RAN features such as xApp and RIC can be implemented. Also, RAN functional
split options can be considered to optimize the performance [82].

Importantly, both options would cause an impact on mobility (TR 38.821-8.3), network
identity (TR 38.821-8.5), and feeder link switch (TR 38.821-8.7) management regarding
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network performance, especially latency. The protocol design, intelligent control, and opti-
mization across all layers in the protocol stack should be carefully adjusted considering the
use case scenario, high-speed satellite movement, complex satellite positions, and satellite
deployment options. The UE can also be dual-connected to two satellites (either transpar-
ent or regenerative) or one satellite and one ground base station.

Satellites can also carry certain core network functions, such as UPF, to enable edge
computing. Tra�c from UE to UE can also be locally routed without going to the ground
[83]. With either payload, the satellites can be part of the backhaul network [83, 68]. The
ISL (for regenerative satellites) can also be utilized to realize routing between satellites.
However, the NTN component and a terrestrial component may have inconsistencies, such
as QoS information [84]. Also, the satellite backhaul category needs to be reported to SMF
because satellite networks are dynamic, and the delay requires real-time monitoring and
control.

2.4 Signalling Storm in 5G

2.4.1 Past cases and causes

Signalling storm refers to a situation when control signal intensity exceeds the cellular
network processing capacity, which lowers the network performance and stability, resulting
in service disruption. During the disruption, the retries will further 
ood the network and
cause a huge snowball e�ect. It has been a persistent cellular network threat since 3G and
has caused several severe, large-scale outages, costing operators millions of dollars and user
hours in losses. Although operators usually stay silient about outage causes, the following
cases have demonstrated the power of signalling storms:

2010, Telecom New Zealand, 72 hours

In 2010, Telecom New Zealand experienced four major outages within three months. The
second outage on Jan 27th, which the CEO said was caused by thousands of users suddenly
re-registering after a separate network routing fault took down some cell sites. Alcatel
Lucent, the company that helped build the network, described this outage as a \strange
signalling storm, an unprecedented situation." It was to take three days before service
was fully restored and cost Telecom New Zealand 5 million dollars in compensation to
subscribers [20].
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2011, Telenor, 18 hours

On Jun 10th, 2011, Telenor, Norway's largest telecom company, experienced a signi�cant
outage. The problem started with a boot-up and software update regarding Telenor's
internet services. Although the reason was unclear, the boot-up triggered unusually high
internal activity between servers in its telephone network, described by Telenor as a signal
storm. This outage left 3 million users without coverage for up to 18 hours and resulted in
18 million dollars loss to Telenor. The minister for transport and communications described
the situation as \totally unacceptable," and Telenor's CEO described this as \a telephone
operator's worst nightmare [18]."

2012, NTT Docomo, 4.5 hours

From Jun 2011 to Jan 2012, NTT Docomo, Japan's largest mobile operator, experienced a
series of outages. On Jan 25th, 2012, the outage left 2.5 million subscribers unable to make
voice or data calls for about four and a half hours. The severity of the frequent outages
led the Ministry of Internal A�airs and Communications to order the network operators
to conduct a comprehensive investigation. In the operator's reports [19, 85], they revealed
that their core network failed to complete the processing of control signals that increased
due to the rapid proliferation of applications (VoIP, etc.), which caused congestion in
the core network elements including authentication server, user management server, mail
information server, and packet switch system, resulting in network malfunction. After
the outages, they planned a 160 billion JPY budget to increase their network capacity in
three years. Also, NTT Docomo requested Google and Android app developers to transmit
control signals, such as pinging servers from Android devices, less frequently [86].

2020, T-Mobile, 12 hours

On Jun 15th, 2020, T-Mobile in the US experienced a 12-hour outage, disrupting calling
and texting services nationwide, including 911 service. The Federal Communications Com-
mission (FCC) report [14] revealed that the outage started with a link failure that caused
massive call signals to congest a miscon�gured router. Because the signalling tra�c could
not pass, all LTE users in the Atlanta market lost connectivity to LTE data, VoLTE, and
the 3G and 2G circuit switch network, which disrupted voice, text, and data services in
the Southeast.

To initiate a VoLTE phone call in the T-Mobile network, either through a base station or
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WiFi, the signal will be transmitted to the EPC and then to the IP Multimedia Subsystem
(IMS) where the device is registered and eventually be routed towards the destination.

During the isolation, the devices tried to re-register with the IMS using WiFi, which
was designed to be feasible as an alternative method. The IMS was also well designed to
route the registration to the IMS where the device was last registered to enhance e�ciency.
However, a software error that did not a�ect the system before the outage prevented the
registration from being completed without routing to the correct IMS. The IMS repeatedly
rerouted after failing to route the registration signals, and the devices repeatedly attempted
to register, which caused a registration signalling storm, congesting the IMS. After the link
failure was resolved in only 12 minutes, more devices also attempted to register through
base stations. Unfortunately, T-Mobile thought the previously failed link was continuing
to cause disruptions and manually shut down the link, which they had already repaired.
This mistake again isolated the Atlanta market, and the devices continued contributing to
congesting the system through WiFi registration. After one hour, T-Mobile resolved the
same link problem they had resolved before. However, because the IMS in other regions
cannot reach the IMS in Atlanta, external incoming signals were routed to all regions in
the US, and the software error prevented the registration from being complete.

The congestion soon spread to other IMS and created a nationwide registration storm.
The vast majority of devices soon fell back to 3G and 2G circuit-switched networks to make
and receive calls while the device continued its registration attempts to the VoLTE network.
The large number of devices attempting to fall back caused congestion and overwhelmed
the computing resources in the 2G/3G network. When 2G/3G failed, the 911 service that
relied on the same resources in 2G/3G also failed. FCC estimated that the outage caused
at least 23,621 failed calls to 911. Eventually, T-Mobile agreed to pay 19.5 million dollars
in a settlement with the FCC.

2021, NTT Docomo, 29 hours

On Oct 14th, 2021, starting at about 5 pm, NTT Docomo experienced a large-scale out-
age. Their report revealed [16] that the incident started from updating their core network
location management server. However, the remote roaming IoT devices had software in-
compatible issues with the new server that caused connection failure. After Docomo rolled
back to the old server, the IoT devices triggered massive registration requests to update
the location, which caused congestion in the location management server and spread to the
whole core network. The 4G/5G network was restored after 12 hours, and the 3G network
was restored after 29 hours. This outage a�ected around 2 million users' voice and data
services.
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2022, KDDI, 86 hours

On Jul 2nd, 2022, starting at about 1:35 am, KDDI, Japan's second-largest mobile opera-
tor, experienced one of the most signi�cant outages in history. From KDDI's report [15],
the incident started when routers in the core network were replaced during maintenance.
However, the new router was incorrectly con�gured, causing only a one-way signal to be
transmitted from devices to the network. Because the devices could not receive a response,
the device soon started to re-transmit the location registration requests. The large volume
of these control signals caused congestion at VoLTE nodes and subscriber DB. Although
KDDI immediately rolled back the old router setting after only 15 minutes, things were
already out of control. The VoLTE nodes at other sites soon became congested because
distributed processing was performed via the nationwide transport network. Due to the
congestion, data inconsistencies appeared at the subscriber DB, triggering a cascading ef-
fect that continued the service interruption. Although KDDI previously implemented a
mechanism to reduce the load on subscriber DB and correct subscriber DB data inconsis-
tencies in such a situation, the congestion continued where the load was not su�ciently
reduced.

It took 86 hours before KDDI announced that the network was fully restored. This
outage a�ected around 22.78 million voice services and more than 7.65 million users' data
services. Over three days, the Meteorological Agency was unable to send weather data
at hundreds of stations, dozens of cash machines were disabled in central Japan, and
Tokyo and other municipalities had trouble reaching COVID-19 patients subject to health
monitoring at home. KDDI eventually estimated a total compensation of 7.3 billion JPY,
with only 200 JPY for each user. \It is extremely regrettable that mobile phone service,
which is a crucial infrastructure for social and economic activity, has been unusable for
such a long time," said Deputy Chief Cabinet Secretary Seiji Kihara [17].

Causes

From the network side, 5G introduces more network functions and adopts a much more
decentralized control plane architecture. Such a design will obviously introduce more
signalling than 4G. In 2021, Huawei reported that some Chinese operators are experiencing
as much as 100 times or even more control signalling in 5G SBA compared to 4G Diameter
signalling [21]. Also, from some recent surveys [27, 28], many operators believe signalling
storms will be more common in 5G and it will be a signi�cant challenge.

From the UE side, this concern is exacerbated as the number of connected devices
keeps increasing with a goal of supporting 1 million UEs/km2 density. Besides the normal
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subscribers, the cellular IoT device is a big concern. It was reported that 3 billion cellular
IoT devices have already been connected by the end of 2023, and Ericsson predicted there
will be around 6 billion IoT devices connected by 2029, and many of them are capable
of global roaming [6]. These IoT devices are manufactured from various sources of the
supply chain, which are out of the operator's control. The software and hardware security
has hence become a big concern [22]. On Oct 21st, 2016, Mirai (\future" in Japanese)
launched a record-breaking DDoS attack on DNS provider Dyn and caused major Internet
platforms to be unavailable to large swathes of users in Europe and North America. First,
Mirai compromised around 0.6 million IoT devices by exploiting their zero-day vulnera-
bility, such as default usernames and passwords. Then, the attack to overload the DNS
server was carried out through DNS 
ooding, sending massive DNS lookup requests from
tens of millions of IP addresses [87]. Although the attack does not require high hacking
skills, it could easily cause network congestion and service interruption. In 2014, Telenor
experienced network degradations caused by a limited number of connected devices. After
the investigation, they found that as few as 500 aggressive devices could create a network
signalling storm, which can cause congestion [88]. They proposed that operators separate
control signals of roaming IoT devices from customers to mitigate social impact because
it could take up to four hours to restore service once the signalling storm happened. This
2014 recommendation was adopted by NTT Docomo in 2021 as one of the signalling storm
prevention solutions after the outage caused exactly by roaming IoT devices [16].

Due to huge losses in the past, industry and government agencies consider signalling
storm, either due to legitimate tra�c or malicious attacks, as a major 5G threat [22, 23,
24, 21, 25, 26]. Clearly, signalling storm can happen from various causes, but the causes
can be roughly categorized into the following four classes:

ˆ The human error and system failure: Human error is involved in many incidents
in Cybersecurity and is di�cult to avoid. In past cases of signalling storms, we noticed
some outages that started from the miscon�guration of network elements. As the 5G
system becomes more complex, virtualized, and distributed, the burden of the OAM
to correctly con�gure the network becomes heavier, and more prone to human error.

ˆ The network design and implementation: Clearly, failing to implement the net-
work elements may cause unexpected congestion. When the signalling storm appears,
correcting the implementation mistake in time is di�cult. Although 5G network el-
ements are decoupled from the hardware, the compatibility among products from
di�erent vendors poses a risk of system failure. Even when the implementations are
correct, network architecture and system procedures design may fail to handle the
congestion under certain scenarios.

ˆ The dynamic user activities: As the number of new services and use case scenar-
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ios such as V2X, AR/VR, and NTN increases, users' behavior becomes more complex.
Such complexity will undoubtedly introduce challenges to network resource manage-
ment for avoiding signal surges based on di�erent deployments. Although network
slice isolation is designed to ease this complexity, one UE can simultaneously be
served by multiple slices, which means the user activity can a�ect multiple slices.
Resource management considering user activity will also be more di�cult as the
number of slices scales.

ˆ The malicious activities: By exploiting device vulnerabilities, malicious parties
could control massive devices to send control signals to perform a DDoS attack in the
control plane. Through the years, DDoS, as an almost skill-free attack, has been more
frequent [89]. Notably, launching a large-scale DDoS has become a business (DDoS-
for-hire), and the cost is getting cheaper, which lowers the barrier of performing
DDoS [90]. For an always-on service like 5G, a short period of congestion could have
a huge knock-on e�ect, as demonstrated by KDDI's outage in 2022.

2.4.2 5G signalling storm scenarios

We reviewed industry standards and academic research and listed the following scenarios
that could lead to a signalling storm in 5G (The list is not exhaustive, and we assume that
5G network elements are trusted).

UE access related

A.1 In the primary authentication with SUCI, the network can only �nd the identity
of the UE after executing multiple round trips of signals and performing ECIES
decryption. If the attacker launches/replays massive registrations (potentially with
fake credentials), it will cause the processing power of the UDM to decrease, and
the response to the request of the legitimate UE to be slow [91, 92]. Obviously, the
attack could also be performed simply through registration/de-registration with or
without SUCI [93].

A.2 Malicious UEs could repeatedly perform initial attach procedure to a gNB [93]. Iden-
ti�ers such as C-RNTI are assigned after this procedure, so no identi�er is needed to
perform this procedure. Initial attachment requires contention-based random access
for uplink synchronization. This would result in normal UEs failing to attach because
of preamble collision. We expect such an attack will be more powerful in the NTN
setting when gNB moves and initial attach is more common. Also, the rogue base
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station may connect legitimate UEs. If the rogue station simultaneously releases the
UEs, it could cause UEs to simultaneously attach the real gNB [94].

A.3 In some scenarios, such as sports games, concerts, or several-day-long events like
industry fairs/conferences. Local hosting networks may be provided as temporary
local services to PLMN users. When the event is over, the local hosting network may
be switched o�. This may lead to a signalling peak in the HPLMN and result in
longer time scales for users to re-register to/re-select their home PLMN [95].

UE mobility related

B.1 In some scenarios, such as high-speed rail, car platoon, and transport systems in
densely populated areas, many UEs may perform handover simultaneously, which
could downgrade the performance of gNB. Such handover includes both intra-gNB
handover and inter-gNB handover. Also, the handover could trigger mobility reg-
istration update and re-authentication if the UEs left the tracking area, creating a
suddenly increased signal load to the core network [96]. The problem is more severe
in 5G NTN because gNB is moving, and the speed is much higher than a high-speed
rail. The gNB is potentially required to frequently handle the handover procedures
for a large number of devices even when they are not moving [75, 81]. This could
pose a challenge to both intra-satellite handover and inter-satellite handover.

B.2 The broadcasting information SIB from gNB is not integrity protected. In this case,
the attacker could modify the tracking area code in the broadcasting information to
trigger massive UEs to perform mobility registration updates towards the HPLMN
[97].

B.3 When a UE requires a guaranteed bit rate (GBR) service and the QoS level is not
maintained, it has to be restored as soon as possible. When the UE needs handover,
the source gNB must release the UE even if the target gNB cannot handle the re-
quirement. In this case, the target gNB cannot establish the QoS 
ow because of
the admission control. Also, the gNB will not notify the core when the QoS 
ow
can be established. The core needs to repeatedly attempt to re-establish the GBR
service. These re-attempts involve a considerable number of signalling messages and
are sent without any awareness of gNB congestion or potential link quality, which
could result in performance degradation in gNB [98]. This scenario is more severe in
certain scenarios, such as handing over many unmanned vehicles in a platoon.
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UE state change related

C.1 After AS security activation, the malicious UEs could send RRC signals such as re-
establishment, release, and resume to switch the RRC states between CONNECTED,
IDLE, and INACTIVE. This will consume the gNB resource and energy [99] and lead
to a DoS [93, 100, 101]. Also, the procedures involve signalling among AMF, SMF,
and UPF, which will threaten the core network.

C.2 After PDU session establishment (up to 15 sessions for one UE), the UEs are allowed
to modify the PDU session parameters, such as QoS requirement. This procedure
involves a considerable amount of signalling among gNB, AMF, UDM, SMF, UPF,
and PCF. Many simultaneous PDU session modi�cations would lead to a signalling
storm. An example scenario for non-malicious behavior is a large number of people
watching a live sports event at a stadium and trying to catch the action replay videos,
videos of player pro�les, and use of Augmented Reality (AR) glasses or headsets to
get augmented information at the real-time related to the event and players [96].
Also, from the network side, modi�cation of default session rules, such as session
AMBR and default QoS, requires communicating with UEs. A simultaneous change
of the session AMBR and default QoS for many UE(s) may introduce a signalling
storm in the core [102]. In addition, UEs could also switch between non-3GPP access
(e.g., Wi-Fi) and 3GPP access. In such a case, the network must handover the PDU
session. This procedure [59] involves PDU establishment and PDU session release
with many signalling exchanges among N3IWF, AMF, SMF, UPF, and RAN. If
UEs frequently perform this procedure either from malicious behavior or mobility
requirements, it may lead to a signalling storm [103].

UE application-level communication related

D.1 UE to UE communication also may cause a signalling spike. In some scenarios like
Christmas or disaster, there are expected to be massive voice calls and SMS in a short
period. These voice calls and SMS setup involve many signalling exchanges among
AMF, UDM, SMSF, PCF, UPF, SMF [59], IMS, and RAN paging, which can lead
to system overload [103]. Also, in 5G LAN, identi�er update or identity discovery
may cause massive paging signalling and link establishment on the gNB/UE-UE relay
[104, 105]. Moreover, the botnet could be used to send simultaneous SMS messages
targeting a speci�c cell to potentially congest the paging channel [106].

D.2 It is worth noting that application-level heartbeat messages from a large number of
UEs in a region could cause frequent IDLE-CONNECTED state transitions in the
RAN [96]. Also, it triggers PDU session establishment and release. These messages
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are small in size but generate many control signals. In 2013, China Mobile claimed
that the heartbeat messages from WeChat occupied 60% of their signalling resources
but only with 10% data in the 3G network, and they intended to charge extra fees for
the signalling. Although the charging plan failed, the controversy has sparked a large
debate and analysis of signalling storm [107]. Furthermore, Cloud-based applications
worsen the problem since they must keep their local data constantly in sync with the
server, resulting in frequent additional signalling in the network [108, 109].

Network architecture and design related

E.1 In 5G NTN, new challenges are brought due to the dynamic neighbor relationship
among satellite gNBs and terrestrial gNBs. In terrestrial gNBs, setting up the Xn
interface is not frequent because the number of neighbors is small, and they are �xed
on the ground. So, gNBs have a relatively �xed neighbor relationship (ANR). In the
LEO satellite network, the neighbor satellites change, so the ANR will frequently
change and require a more frequent Xn-interface setup. Also, dual connectivity and
handover between satellite gNB and terrestrial gNB are required. In this case, setting
up the Xn interface becomes more challenging because the satellite's coverage is huge.
When the satellite appears at the horizon, Xn-interface setups may be triggered for
many terrestrial gNBs. The setup involves rounds of communications, including
certi�cate veri�cation and key exchange. The opposite is when a satellite moves
below the horizon, all its Xn interfaces to terrestrial gNBs will become unavailable,
and this may trigger subsequent actions at application protocol and/or SCTP level in
the relevant terrestrial gNBs. Considering there would be more satellites to provide
global coverage (Mega constellation), the signalling surge due to ANR change will be
more severe [75].

E.2 NRF is a centralized NF that would be frequently involved in many NF communi-
cations. During registration, discovery, and noti�cation processes, full NF pro�les of
huge sizes have to be submitted or retrieved. In the large-scale network, this infor-
mation, which contains millions of UE ranges, leads to huge-size (typically several
million bytes) frame overhead and long processing time. Also, even a tiny change
in a subscribed NF can trigger large-scale noti�cations. To distribute the full NF
pro�le to all related subscribers simultaneously, the NRF can easily trigger a push
storm and become a performance bottleneck [110].

E.3 Some NFs support EventExposure service. This allows any authorized NF to sub-
scribe for event noti�cations. Depending on the type of event, some events may occur
very frequently for a large number of UEs (e.g., location change, UE presence in an
area of interest report). This can lead to a lot of event noti�cations on the SBI,
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leading to signalling overload [96].
E.4 Certi�cate update is essential for the always-on cellular network. Failing to update

them can cause serious outages, which has been demonstrated in O2 and Softbank's
outage in 2018 [111]. Due to the broader attack surface brought by virtualization and
third-party cloud, the certi�cate's validity cannot be long. In certain scenarios, such
as approaching expiration date, a common CA certi�cate revocation, or compromise
of a used crypto algorithm, the system may trigger certi�cate updates for many
related entities at the same time [112]. This can cause congestion and temporary
service disruption.

System failure related

System restarts, or failure can also cause a signalling storm. HPLMN RAN may fail
because of disasters. In this case, massive users may access the backup PLMN (with
roaming agreement) and potentially cause a signalling storm to the backup PLMN [113].
When HPLMN is restored, the backup PLMN needs to release the connections. In this
case, simultaneously releasing all UEs will cause a signalling surge, and this may again
cause outages in HPLMN [113] (This case is similar to A.3. However, the scale is expected
to be larger). One example of an NF restart is when UDR restarts, UDR might lose UE's
authentication status in the serving network. In such a case, the UDM cannot retrieve the
authentication status and may let AMF re-authenticate UEs. This can potentially trigger
many paging signals and UEs re-register signals, leading to a signalling storm [110]. More
scenarios can be found in [114]. In general, a restart of an NF can result in a large number
of signalling on the SBI within a short interval of time [96].

2.4.3 Mitigation of signalling storm

Methods for mitigating signalling storms can be classi�ed into prevention methods before
the storm and recovery methods after the appearance of the storm. In this section, we will
discuss the main approaches to achieve them.

Monitoring, prediction and detection

With various application scenarios and complex network architecture, automation, zero-
touch, and data-driven network resource management is essential for 5G and beyond cellu-
lar networks, although they are not always reliable. Such data-driven approaches enables
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prediction of the future tra�c and detection of anomaly UE/network behaviour, which can
mitigate the signalling storm.

With tra�c prediction, operators could prepare resources in advance. For example,
based on the trend on social media or news, Huawei predicted the number of people who
would gather in one certain area to chase popular events. In this way, they can prepare the
resources in advance [115]. This also applies to some special festivals such as Christmas or
New Year. Also, from historical data, operators could train forecasting models or digital
twins and use them to adjust resources and expenses in the short term or assist in real-
time decision-making. This will especially help to prevent the signalling storm related
to UE mobility behaviours [116]. Some applicable scenarios include improving handover
quality and reducing unnecessarily repeated signalling in dense urban tra�c with small
base stations [117], potentially removing the uplink measurement report signalling, and
decreasing the random access collision rate in LEO satellite handover [118]. Also, in [119],
authors used time series to forecast the signalling load and adjust the signalling storm
alarm threshold to avoid false alarms.

The detection model can be trained to learn the normal behavior of the UE, so during
persistent DDoS attacks, the network is capable of denying the request from malicious
UEs. Such an approach is highly recommended in C1, C2, D1, and D2 because the UE is
generally assumed to be identi�ed by the network. For example, in [120], several classic ML
models are trained using success count and timestamp to detect malicious UEs performing
re-registration and session establishment. In [100], the authors construct a Markov model
to represent the RRC state transition of the UE and a queuing model for the RAN to
represent the delay. Using the two models, they showed the impact of the RRC signalling
storm. The models were also re-used in [121] and [122]; the authors adjust a counter value
to detect malicious UE who exploit session state transition and heartbeat message. The
threshold needs to be carefully selected because if the threshold is small, then the false
positive rate will be high, and if the threshold is large, the snowball e�ect may emerge before
denying malicious UEs. In addition, the authors considered bandwidth an important factor
because these signalling attacks usually do not consume much bandwidth resources, which
can be used as a threshold. We expect their modeling could also provide insights to detect
malicious UEs in other attack scenarios, but the parameter adjustment is a challenge when
applied in the real world.

Unfortunately, the data-driven approach generally requires that the UE activity must
be linked to a persistent UE identi�er. Otherwise, the model would �nd di�cult to classify
UEs. In the RAN, identi�ers like C-RNTI frequently change, and some UE identi�ers like
SUPI and IMEI can only be visible in the core [52]. So, scenario A.2 requires additional
protection mechanisms (Note that A.1 also requires additional mechanisms because iden-
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ti�ers can only be revealed after the attack). For example, in [123], a detection mechanism
has been proposed to identify malicious IoT devices that perform repeated initial attach-
ments to gNB. Due to the lack of C-RNTI, the authors proposed using a timing advance
to identify the static IoT (A.2). However, it is expected that the timing advance may not
be su�cient because the IoT can manipulate the timing advance. In [52], O-RAN AL-
LIANCE proposed to use signal quality and timing advance to represent a �ngerprint of
the UE. Still, such an approach under many scenarios can be highly inaccurate considering
the mobility, environment, and malicious modi�cation of UE parameters.

For the model deployment, O-RAN ALLIANCE proposed to deploy the model in near-
RT RIC xApps for faster response. As mentioned, some identi�ers can only be visible in
the core. Thus, they also proposed to deploy the model in the non-RT RIC rApps because
this allows the model to obtain information from the core [52]. In the core network, 3GPP
allows NWDAF to detect abnormal network function load, signalling storm, and malicious
UEs [124, 125].

Protocol, congestion control and network design

Communication protocols can be redesigned to achieve higher resource e�ciency under cer-
tain scenarios and assumptions. Importantly, when redesigning the protocol, the designer
must consider the transition of security-related information, such as identi�ers and session
keys. Without careful consideration, the new protocol may open more severe vulnerabil-
ities, such as impersonation. Also, the designed protocol should support large-scale use
cases because of the nature of cellular networks. Without these considerations, the new
protocol may be di�cult to leverage in the real world.

Over the years, researchers have focused on UE access-related and mobility-related
scenarios and proposed new communication protocols. For example, using blockchain to
achieve decentralized registration to avoid DDoS [126, 127]. However, the scalability issue
is unavoidable if millions of devices must rely on blockchain to register the network. In
[128], a decentralized blockchain-based certi�cate management frame is proposed to ease
the PKI automation complexity in 5G. The proposed framework could reduce signalling
during certi�cate updates. For the initial attachment, 3GPP proposed merging the 4-
step RACH procedure into a 2-step one to reduce latency and signalling overhead [129].
In [130], authors proposed to use a relay in high-speed rail to avoid handover signalling
congestion. In [131], group mobility registration update after handover has been proposed
for the platoon. In [132], group pre-authentication has been proposed to avoid massive
mobility registration updates in high-speed rail. In [133], an enhancement of NF resource
authorization has been proposed to reduce the load of NRF by utilizing the side-car proxies
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to remove using an access token. 3GPP also proposed using SCP (NF communication mode
C, D) to assist signalling load balancing among NFs [21].

Di�erent congestion control mechanisms in the protocol can also be implemented ac-
cording to the use cases and scenarios. For example, a back-o� timer can be optionally
implemented on the UE side or sent to UE as a network instruction. This will help to
avoid congestion in registration, random access, and session establishment [59]. Access
class barring or extended access barring can also be optionally implemented to limit the
simultaneous random access. PCF is also useful in avoiding congestion by delivering policy
to the NFs. For example, using PCF can avoid simultaneous AMBR/default QoS change
[102]. Also, it can decide the UE releasing rate when UEs are served by VPLMN during a
disaster. It is also possible to control the load in the network element that is closer to the
edge, such as gNB and AMF, to avoid signalling congestion in the center of the core network
[134]. For these control mechanisms, parameter tuning in di�erent scenarios and service
requirements is a challenge because there is usually a trade-o� between congestion rate,
resource utilization, and network performance. For example, in [101], the authors decide
to randomize the inactive timer to limit the attacker to performing RRC state transition
pulse wave DDoS. In [135], a UE decided backo� timer in random access is implemented
to achieve a better balance between network throughput and collision rate.

Resource scaling and redundancy backup

In general, most outages are caused by capacity issues. After the outage, the operator
normally will increase the network resources with a consideration of their operating expense
and pro�t. Scaling resources in advance is the basic and mandatory way to make the
network capacity catch up with the rapidly increasing number of subscribers to prevent
congestion. However, during the signalling storm, the number of signals will increase
exponentially, which is expected to exceed the original capacity. At that point, increasing
the capacity makes it di�cult to mitigate the storm in a short time. For some cloud-native
functions, the elastic scaling feature of cloud computing will help mitigate the storm by
providing more resources. However, an attempt/re-attempt from the UE or NFs could be
triggered within a period in an order of milliseconds. The snowball e�ect can be faster
than the cloud scaling [108]. This issue is exacerbated when the scaling requires costly
data replication or redistribution. Besides, if the signalling storm is caused by a malicious
party (e.g., DDoS), then simply relying on the cloud will make it di�cult to mitigate the
storm because the attack can be persistent. This is the reason why people implement
DDoS protection even when their servers are deployed in the cloud. Also, operators must
be aware that the cloud is not free and the cloud resource is not in�nite [136].
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Preparing redundancy backup is important to prevent system failure-related signalling
storms. In practice, any component in a network has a possibility of failing. For a complex
product like a cellular network, system failure is deemed to happen. When it happens,
the redundancy backup will be useful to avoid service disruption. For example, operators
could prepare redundant UDM with duplicated subscriber data when the serving UDM is
experiencing system failure. After one UDM fails, the operator can also feed the subscriber
data to the 4G HSS and switch the users from 5G to 4G to try to avoid a signalling storm
[137].
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Chapter 3

Mitigating Signalling Storm in 5G
with Blockchain-assisted 5GAKA

3.1 Introduction

Control signals are essential to manage network elements, allocate resources, and enable
operations like handover, authentication, and billing. They precede any adaptation to
changing conditions, performance optimization, and improvement to users' experience.
Control tra�c volume is typically measured in the number (and size) of transactions or
messages exchanged between network elements. In 5G cellular networks, control signals
are transmitted in the control plane (CP), while the data plane (DP) transmits actual user
data. When the control plane signals' intensity exceeds capacity, it becomes a signaling
storm [109].

The signalling storms has been a common problem in 3GPP mobile broadband network
technologies, dating back to the 3G mobile networks [138, 139]. It has attracted a lot of
attention from the research community. Because control procedures between mobile devices
and base stations typically involve massive volumes of radio signals, such as Radio Resource
Control (RRC), Random Access Channel (RACH), and Paging, research on this particular
challenge has mainly focused on the Radio Access Network (RAN) [100, 140]. However,
experience shows that signaling storms are also a threat to the Core Network (CN). Telenor,
the largest mobile network operator in Norway, reported an outage for calls and SMS due
to the centralized mobile broadband server being overloaded by a signaling storm triggered
by a simple recon�guration of one voice server [18] in 2011. The outage impacted 3 million
users for up to 18 hours, costing Telenor an 18 million USD loss. A straightforward way to
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prevent such outages is to increase the network capacity. For example, DoCoMo, Japan's
largest telecom operator, spent 160 billion JPY in 2012 to increase the network capacity
after an outage a�ecting 2.5 million users for 4 hours due to a signaling overhead [19].
However, in 2021, DoCoMo experienced another outage a�ecting 2 million users for 12
hours [16, 141]. The outage occurred after several connections with IoT devices failed, and
the devices were forced to re-register with the network, which 
ooded the CN. This caused
the registration procedure to time out and triggered subsequent re-attempts, gradually
amplifying the signaling tra�c and eventually overloading the network. It took DoCoMo
hours to process the backlog. This outage exempli�es the danger of signaling storms and
demonstrates that simply increasing network capacity to meet the rapid growth of edge
devices is not an e�ective solution to signaling storm threats. This event also proved that
re-registration had been a weak link in the cellular network system and could be exploited
by malicious parties to threaten the security of today's 5G network. It was reported that 3
billion cellular IoT devices have already been connected by the end of 2023, and Ericsson
predicted there will be around 6 billion IoT devices connected by 2029, and many of them
are capable of global roaming. The global cellular IoT market size was valued at USD 3.9
billion in 2021 and is projected to reach USD 15.4 billion by 2027, growing at a compound
annual growth rate of 25.7% [142]. Cellular IoT devices can be weaponized to conduct
signaling storm attacks in the context of 5G networks and incur signi�cant damage, the
same way their counterparts (e.g. IoT Mirai Botnet [87]) were used to launch various
network attacks in the past. Indeed, this is a legitimate concern that must be addressed.

The contributions of this work are as follows:

ˆ We formalize the registration signaling storm attack model. We show the importance
of this problem through experimental evidence.

ˆ We propose a blockchain-assisted registration protocol to mitigate this threat e�ec-
tively. Our protocol can be integrated with both 5GAKA and EAP-AKA procedures
and does not a�ect authentication performance when there is no attack.

ˆ We validate through rigorous performance evaluation the e�ciency of our solution.

The remainder of this chapter is organized as follows. We introduce the 5G architecture
and 5GAKA procedure in Section 3.2. Section 3.3 surveys and discusses related works.
The registration signaling storm attack model is formalized and its potential damage is dis-
cussed in Section 3.4. Our proposed protocol and architecture are described and analyzed
in Section 3.5. Section 3.6 provides the implementation details and evaluation results. Sec-
tion 3.7 discusses the solution and outlines future challenges. Finally, Section 3.8 concludes
this chapter.
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3.2 Background

Figure 3.1: 5G service-based architecture [5]

One particular aspect of 5G is the 3GPP-de�ned Service-Based Architecture (SBA) in
which the CP functionalities of the 5G network are delivered through a set of interconnected
Network Functions (NFs), deployed using software from various sources and suppliers,
with each NF authorized to access services of other NFs. Compared with prior 3GPP
technologies, the SBA brings to 5G CN greater modularity, 
exibility, and scalability.

Figure 3.1 shows the CP and DP separation in the 5G architecture, where DP is re-
sponsible for handling the delivery of user data, while CP manages network signaling,
authentication, and resource allocation. As such, the resources dedicated to the CP are
expected to be more constrained than those allocated to DP [109].

In the following, we will focus on the CP NFs and other components involved in the
authentication procedure and describe the protocol.

37



3.2.1 SUPI and USIM

UE is composed of two essential components: the Mobile Equipment (ME) and the Uni-
versal Integrated Circuit Card (UICC), which contains the Universal Subscriber Identity
Module (USIM). The USIM is intended to securely store the subscriber's security-related
context, including a globally unique Subscription Permanent Identi�er (SUPI) and a long-
term key K , and handle the computation incurred by the authentication protocol [143].
Once in possession of one's SUPI and the corresponding long-term keyK , any party can
authenticate itself to the 5G network on behalf of the legitimate UE. According to the
3GPP TS-33.501, the length and format of the SUPI are arbitrary. However, for legacy
reasons, it is commonly assumed that the SUPI is equivalent, in length and format, to
4G International Mobile Subscriber Identity (IMSI). The IMSI is usually implemented as
a 15-digit number. The �rst three digits are the Mobile Country Code (MCC), and the
next three are the mobile network code (MNC). They, together, indicate a speci�c mobile
operator in the world. The remaining digits are the Mobile Identi�cation Number (MSIN),
which uniquely identi�es a subscriber to the operator's network. In 4G, when the UE
registers to the network, the IMSI is sent in plaintext over the air. As such, the IMSI
can be easily captured with the infamous IMSI catcher [144]. After one's IMSI (or SUPI)
is leaked, the user's privacy is jeopardized because the attacker can exploit the Signaling
System 7 (SS7) protocol to intercept calls and track the user's location [145]. To avoid
this, the SUPI in 5G is �rst encrypted into the Subscriber Concealed Identi�er (SUCI) and
then sent over the air. To be more speci�c, a UE's MCC and MNC are sent in plaintext,
but its MSIN is encrypted.

3.2.2 5G Authentication Protocol

The 3GPP de�ned two standard protocols for UE registration, i.e., the 5GAKA and the
Extensible Authentication Protocol Authentication and Key Agreement (EAP-AKA), with
minor di�erences. In this section, we describe the work
ow of the 5GAKA protocol fol-
lowing the 3GPP TS-33.501.

The NFs involved in the 5GAKA protocol are the Security Anchor Function(SEAF),
the Authentication Server Function(AUSF), and the Uni�ed Data Management Func-
tion(UDM). Because the SEAF is hosted in the Access and Mobility Management Function
(AMF), AMF and SEAF are considered interchangeable in this work.

5GAKA Initialization Phase
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Figure 3.2: 5G-AKA Initialization

Algorithm 1 Elliptic Curve Integrated Encryption Scheme
Input: SUPI, PK HN , KDF

1: Randomly generate key pairSKUE ; PK UE .
2: TK = PK HN � SKUE

3: EK jj ICB jjMK = KDF (TK )
4: Cipher = EncryptAES (SUPI; EK )
5: MAC UE = HMAC (Cipher; MK )
6: SUCI = PK UE jjCipherjjMAC UE

7: Return SUCI

The initialization phase work
ow is shown in Figure 3.2. The UE performs a SUPI
to SUCI concealment following the Elliptic Curve Integrated Encryption Scheme (ECIES)
showed in Algorithm 1 using the home network (HN)'s public keyPK HN and a local key
generator function KDF . The UE sends to the SEAF the SUCI, MCC, MNC, and a
routing indicator indicating which UDM should serve the UE. The SEAF then forwards
the SUCI and the serving network name (SNN) to the AUSF. The AUSF temporarily stores
the SNN and forwards the request to the UDM. Because the UDM holds the HN's secret
key SKHN , it performs a SUCI to SUPI de-concealment following ECIES decryption. After
that, the UDM checks if the SUPI is a valid subscriber number of the HN.
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Figure 3.3: 5G-AKA Authentication

5GAKA Authentication Phase

The authentication phase follows a challenge-response authentication scheme shown in
Figure 3.3. The UDM �rst prepares a random challengeRAND . Next, the UDM takes
the input value RAND , K , and a synchronized sequence number; and feeds them to the
key derivation function, resulting in AUTN and session keys. The UDM sends SUPI along
with a Home Environment Vector containingRAND , AUTN , and the expected response
XRES � to the AUSF. The AUSF then sends the SEAF a Serving Environment Vector
(SEV) containing RAND , AUTN , and HXRES � , which is the hash ofXRES � . Upon
receivingRAND , AUTN from the SEAF, the UE computes the responseRES� and sends
it back to the CN. The AUSF sends SEAF the UE's SUPI and a session keyK SEAF after
AUSF and SEAF verify the correctness ofRES� , indicating successful authentication.
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3.3 Related Work

Several vulnerabilities and exploits against the 5G-AKA protocol were reported in the
literature [146, 147]. These include the SUCI replay attack, linkability attack, and the lack
of perfect forward secrecy vulnerability.

Although the aforementioned works have addressed di�erent vulnerabilities of 5GAKA,
the persistent registration signaling storm attack has yet to be thoroughly studied. Indeed,
the more centralized nature of the UDM [148] makes 5GAKA vulnerable to such an ex-
ploit. Due to the distributed nature of blockchains, blockchain-based authentication pro-
tocols were suggested in the literature. [149] proposes to simply replace the UDM with a
blockchain serving as a distributed database. In practice, such a method is hard to deploy
because the UDM needs to manage many subscriber-related data, including billing, user
location, and security-related UE context. Hence, a blockchain-based UDM brings syn-
chronization and storage challenges to the operator. [150] also addresses the registration
storm issue by solving the SUCI replay attack in a non-roaming scenario using a private
blockchain. The main idea is that the UE will send the SUCI and a hash commitment of the
next SUCI in the initialization phase. The commitment will be saved on the blockchain so
that SUCI cannot be replayed. Although their results show the method is robust to signal-
ing storm attacks, their approach is unrealistic to be considered. They completely removed
the authentication phase in 5GAKA along with the long-term keyK , and solely relied on
gNB querying blockchain to perform the mutual authentication, resulting in the UE can
hardly trust the HN. Unlike our solution, their change in 5GAKA will cause changes in
other protocols, such as handover and PDU session establishment, because AMF and UDM
no longer save the UE security context. Moreover, any compromised gNB will leak the HN
secret key and can permanently deny the UE from the network by polluting the blockchain.
Most blockchain-based existing solutions to 5GAKA vulnerabilities require writing at least
one record on the blockchain per registration. This will undoubtedly introduce a signi�cant
storage overhead, and blocked synchronization may delay the authentication procedure.

In [123], signaling storm attacks are addressed at the RAN, without using blockchains,
but rather using the O-RAN xApp framework. The proposed solution uses the timing
advance (TA) parameter during the UE random access phase to identify a unique IoT
device assuming the device is not moving. The xApp is responsible for making statistical
analyses for every incoming random access request based on the history data. Such an
idea can be compelling, considering the signal is stopped at the very beginning of the
registration. However, the usage is very limited as it requires both gNB and UE to stay
static, and UE must connect to the same gNB. Even under such an assumption, gNB does
not have a promising role in identifying the malicious UE as the attack to the 5G core is
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distributed, and gNB can only have a partial view of the attack. Moreover, identifying a
device using TA is inaccurate because the malicious device can easily change this value by
tampering with the round trip time measurement.

Instead of detecting malicious users at the gNB, where the gNB can hardly have a
global view, [120] proposes a machine learning detection system in the 5G core against
5G signaling storm attacks, including registration attacks. The 5G core is responsible
for classifying malicious SUPIs using the history packets data feature, such as the time
interval between two packets and the total count of packets during a given time. Although
the result shows that the detection is ideal, such a method requires storing the history
feature data of all UEs, which will introduce a huge storage burden. Moreover, they did
not discuss how to mitigate the attack after classifying SUPI.

3.4 Problem statement

In the following, we consider the 3GPP 5GAKA authentication procedure, even though
our attack model and methodology apply both to 5GAKA and EAP-AKA. We aim to
propose a 3GPP 5GAKA-compliant, e�cient, and realistically deployable solution by 5G
operators. We also assume the following:

1. SN and HN can securely communicate.
2. SN and HN securely store their cryptographic key pairs.
3. UE securely stores SUPI and long-term keyK in USIM, unless compromised.
4. The air interface between UE and gNodeB is not secure. An attacker can monitor

and tamper with the information transmitted on the N1 interface, the same as an
adversary in the formal Dolev-Yao (DY) model [151].

5. As all cryptographic primitives, in the UE, are computed in the hardware USIM,
using more cryptographic primitives would make the USIM more resourceful and
more expensive. Thus, we assume the UE cannot do asymmetric decryption [152].

6. The UE may or may not be in a roaming scenario. The UE will �rst communicate
with SN's SEAF function in a roaming scenario. The UE will �rst communicate with
HN's AMF function in a non-roaming scenario.

7. Most mobile operators implement UDM as a relatively centralized cloud-native func-
tion as it requires saving a huge amount of data. AMFs, on the other hand, are
normally assumed to be relatively distributed as they can be easily deployed at the
edge of the 5G CN.
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3.4.1 Attack Model

With the increasing number of 5G cellular devices, it is realistically feasible for an adversary
to compromise an important number of UEs (e.g., cellular IoT devices) and use them to
target an operator's UDM with a simple and powerful attack leveraging 5GAKA, and
reproduce the damage induced by the Telenor [18] or DoCoMo incidents [19, 16], only to
cite a few.

We may think of di�erent attack scenarios leveraging 5GAKA to generate bogus reg-
istrations storm using compromised UEs. It is important to note that the compromised
UEs can be geographically distributed. A registration signaling storm attack against an
operator's network can be launched from another operator's network (a.k.a. roaming net-
work). The attacker can simply specify the MCC, MNC, and routing indicator of the target
network, and the roaming network will direct the registration message to the right place.
Also, the attacker may use valid or invalid MSINs. For convenience, an MSIN is said to be
valid (respectively invalid) if it exists (respectively does not exist) in the operator's UDM
database. We distinguish three possible bogus registration scenarios:

1. The UE uses a valid MSIN, and then the UE can legally perform a full 5GAKA
procedure.

2. The UE is replaying a previous SUCI, then the UE can make the UDM perform
ECIES decryption and authentication vector generation and let the UDM hold the
communication session.

3. The UE uses an invalid MSIN and carefully chooses the MCC and MNC, then the
UE can make the UDM perform ECIES decryption.

Bogus registrations with valid MSIN (i.e., scenario 1) are relatively more harmful as
they result in a higher overhead on the UDM and the CN. In fact, not only do they
make the UDM perform a full 5GAKA procedure, but also they trigger several message
exchanges between di�erent functions in the 5G CN. However, such a method is relatively
slower than the other two bogus registration scenarios where the UE does not need to
interact with the HN. For the other two scenarios, the attacker can send massive requests
within a short time frame and force the UDM to compute the ECIES, which is required to
verify the subscriber's identity, hence consuming its processing power [92]. Such carefully
crafted attacks can be triggered from multiple SNs, and the bogus registration signals
will be ultimately forwarded to the targeted UDM. The attacker can also select a random
subset of the compromised devices to register periodically or at random times, making
them harder to detect.
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3.4.2 Attack Outcome

When the 5G CN is under a registration storm attack, it is expected to experience a spike in
tra�c due to the increase in the number of registration requests. Besides, the AMF, SMF,
and AUSF may experience a temporary memory spike as they need to maintain temporary
session management data. As these NFs are virtualized, their computation power and
storage may not be designed to handle unexpected tra�c, leading to the risk of crashing.
More importantly, the SUPI can only be revealed at the more "centralized" UDM; the
massive number of incoming requests will require signi�cant cryptographic computation,
draining the UDM's computation power away from the legitimate users' requests. As the
5GAKA protocol happens entirely in the CP, which has more constrained resources than
the DP, the massive amount of incoming tra�c also causes tra�c congestion, delaying
legitimate users' requests and leading to a denial of service for legitimate users.

Overall, a registration storm attack is a distributed denial of service (DDoS) attack
whose volume and impact can be ampli�ed in two ways:

ˆ Legitimately: by legitimate UEs whose registrations are delayed and repeatedly re-
attempt registration, after a timeout.

ˆ Adversely: once the 5GAKA procedure is completed (registration scenario 1), the
adversary can trigger PDU session establishment and then trigger the de-registration
procedure, causing more signals inside the CP. Each PDU session establishment in-
volves the RAN and 5 NFs to exchange 17 messages in the CP. Moreover, one UE
is allowed to trigger up to 15 PDU sessions. Finally, the de-registration procedure
involves the RAN and 5 NFs exchanging 15 messages to release the UE context.

The registration delay is critical in 5G because authentication precedes any service.
When the UDM is under attack, a legitimate UE may be denied a handover; when a UDM
is under attack, the users' QoE is impacted. 5G aims to o�er ultra-reliable low latency
communications (URLLC) and support mission-critical services. However, as long as the
CN is vulnerable to registration storm attacks, none of these services can be guaranteed.
As such, the network must be able to detect and block bogus registrations at their earliest
phase.

3.5 Blockchain-assisted 5G Authentication

In this section, we present our blockchain-assisted 5G authentication protocol. The solution
applies to both 5GAKA and EAP-AKA. We �rst provide some cryptographic primitives
before delving into the details of the solution.
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3.5.1 Cryptographic Primitives

Blockchain and Smart Contract:

Blockchain is a decentralized digital ledger technology that allows multiple parties to record
and maintain a shared database securely, transparently, and immutably. The blockchain
can be categorized into public, private, and consortium-based. In the public blockchain,
anyone can perform read and write operations. In contrast, the private blockchain is a per-
missioned ledger that only one organization can write and may allow other organizations
to read the blockchain. A consortium blockchain combines public and private blockchains,
where multiple organizations form a collaborative alliance that can both write and read the
blockchain. Performance-wise, Ethereum, a representative of the public blockchain, can
only handle 15 transactions per second, while a consortium blockchain can theoretically
achieve 20,000 transactions per second [153]. A smart contract is a self-executing com-
puter program that automatically executes, controls, or documents events when speci�c
conditions are met. They are stored on a blockchain, providing a secure and transparent
way of execution, which reduces the need for trusted intermediates as well as losses due to
fraud.

ECDSA and ecRecover

The Elliptic Curve Digital Signature Algorithm (ECDSA) uses a private-public key pair
(sk; pk = sk � G) derived from an elliptic curve with ordern and generatorG. The signer
�rst takes a messagemsg and computes its hashz = SHA1(msg). The signer will then
generate a random noncek, calculate the curve point (x1; y1) = k�G, derivesR = x1 mod n,
and then computesS = k� 1(z + R � sk) mod n. The signature (R; S) can be veri�ed using
pk and msg.

After receiving the signature, the veri�er computes

(z � S� 1 � G + R � S� 1 � pk) = ( z + R � sk) � S� 1 � G

= ( z + R � sk)(z + R � sk)� 1(k� 1)� 1 � G

= k � G

So, checking the result withR veri�es the signature. From signature (R; S) and msg,
one can recover possible public key by trying pointP to compute � zR� 1 � G + S � R� 1 � P,
where the x-axis ofP is one ofR + n; R + 2n:::. If P == k � G, then the result will be

45



� zR� 1 � G + S � R� 1 � k � G

= ( � z � R� 1 + ( z � R� 1 + sk)) � G

= sk � G = pk

In Ethereum, an additional signature identi�er V is also included in the signature to
allow one to recoverpk. This is so-called theecRecover. The result signature (R; S; V) will
be 65 bytes long using a 256-bit long key providing a 128-bit security level.

3.5.2 Key Ideas

The ultimate goal of the mitigation solution is to block the malicious UEs' registrations
from overloading the UDM. Because the UDM manages the subscribers' data and has
a global view of registrations no matter where they come from, it is an ideal choice to
detect and identify malicious SUPIs. Because the AMFs/SEAFs are in the CN, which has
a high-security requirement, and they are relatively distributed near the edge compared
to UDM, they are best �tted to block the malicious UE's requests. The UDM should
inform each AMF/SEAF about the malicious SUPI. However, it is ine�cient to let a
single UDM inform every AMF/SEAF from di�erent operators. Besides, AMF/SEAF are
not designed to receive the SUPI before the HN authenticates the UE. Thus, we propose
letting blockchain act as a trusted platform so that UDM can e�ciently and securely
share the information with every AMF/SEAF once it detects a malicious SUPI. Because
AMF/SEAF cannot reveal the SUPI, we add a second identity to the UE, which is the
blockchain address. Unlike the SUPI, which is used in di�erent protocols such as SS7,
resulting in linkability issues and jeopardizing user privacy, the blockchain address should
only be used in the authentication protocol to mitigate such concerns. As SUPI and long-
term key K are the only necessary con�dential information needed for authentication, the
long-term key K is an ideal choice to be the blockchain private key that can generate the
corresponding blockchain address and be updated following the Long Term Key Update
Process (LTKUP). Since each UE is assigned an on-chain address, the UDM can 
ag the
malicious UEs' addresses on the blockchain. Figure 3.4 shows our system model. In this
example, two malicious UEs subscribed to operator B are trying to register through AMFs
from operators A (visited network) and B. The UDM of operator B, UDM-B, sends the
transaction to the smart contract and delegates the reject decision to AMF. The AMF
checks the contract-UDM-B and sees that UDM-B has banned those UEs. As such, the
AMF rejects any registration from the two UEs.
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Figure 3.4: System Overview

In practice, adding any extra information to the protocol can a�ect the performance of
the 5G authentication procedure. Thus, we add an optional mode calleddelegation modein
the authentication protocol that the CN can activate when the UDM is under attack. When
the delegation mode is enabled, the SEAF/AMF shall ask for UE's blockchain identity
after it receives the SUCI, a slight registration delay to avoid potential high latencies. We
name this extra information from the UEBlockchain-Vector (BV ). Below are the security
requirements and functional desiderata ofBV to prevent a UE from bypassing the AMF
if it is 
agged as malicious by the UDM:

1. BV reveals the UE's blockchain address to the SEAF/AMF but not to the public.
2. BV allows SEAF/AMF to verify that the sender holds a valid blockchain account

issued by its home UDM.
3. BV has a one-to-one mapping to SUCI, so one valid Blockchain-Vector cannot be

replayed on any SUCI.
4. BV together with SUCI cannot be replayed.
5. BV should not introduce any linkability issue.

3.5.3 The Setup

Operators with roaming agreements could set up a consortium blockchainblockchainconsortium ;
each operator should maintain at least one blockchain node. They should also agree on a
list of public and secret key pairs (PK SEAF , SKSEAF ) and store them in each AMF/SEAF.
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Each operatorOi should deploy a smart contract onblockchainconsortium for certain UDM
Uj with addresscontractj . All these smart contracts should provide functionalities follow-
ing the standard as speci�ed in Table-3.1

During USIM production, operatorOi should generate the long-term keyK as a random
256-bit number with a valid corresponding point on Curve25519 following the Ethereum
standard. The UE holdingK should be able to generate the corresponding blockchain ad-
dressaddressUE . In addition, operator Oi should generate another 256-bit random number
saltUE and save it in the USIM. ThenOi updates this information in blockchainconsortium

by sending a transaction to callupdateSalt (addressUE , saltUE ) in the smart contract
contractj . Oi should also let the UE keep a list ofPK SEAF .

3.5.4 Blockchain-assisted 5G Authentication Work
ow

We now show the proposed Blockchain-assisted 5G Authentication protocol work
ow using
5GAKA as an example. We modi�ed the initialization phase of 5GAKA and kept the
authentication phase unchanged. This way our methodology can be applied to EAP-AKA
as it has the same initialization phase as 5GAKA.

Figure 3.5 shows our initialization phase work
ow. The UE shall �rst send the SUCI,
MCC, MNC, and a routing indicator to the SEAF. The SEAF follows Algorithm 2. First,
it checks if UDM is in delegation mode. If not, the work
ow follows 5GAKA. If the
UDM has enabled the delegation mode, SEAF should send a random number to the UE
and await the response. The UE will create the response following Algorithm 3. After
receiving UE's response, the SEAF will either (i) reject the UE's registration request, or
(ii) send AUSF/UDM the SUCI along with the UE's on-chain address. If UDM �nds that
the concealed SUPI does not match the address, then UDM bans the address and sends
the transaction to the blockchain. In practice, the attacker is not motivated to sign other
UE's SUCI as their account will be banned during the storm attack. In the protocol,
the SEAF/AMF can periodically monitor the UDM status to avoid frequent unnecessary
queries if the delegation mode is disabled. As EAP-AKA and 5GAKA share the same
initialization phase, our methodology also applies to EAP-AKA.

3.5.5 Comparison with Baseline Mitigation Procedure

The baseline methodology is to keep the authentication protocol untouched and have the
UDM process all registration requests and send a registration reject message to malicious
UEs after decrypting SUCI following ECIES. Indeed both the baseline mitigation procedure
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Table 3.1: Smart Contract Standard

Name Variable/Function Input Caller Description
owner variable ( addr ) NA NA An address indicating the contract

owner
delegate variable ( bool ) NA NA A boolean indicating if the attack is

happening
blackList variable

(addr ! bool )
NA NA A mapping from address to boolean.

The boolean is true if the address is
banned

saltList variable
(addr ! uint256 )

NA NA A mapping from address to integer.
The number is not 0 if the address is
valid

changeUDMStatus() function NA owner A write operation changing the
boolean delegate

changeOwner() function addr owner A write operation changing the owner
address

updateSalt () function addr[] ,
uint256[]

owner A write operation updating the values
of addresses in saltList

banUser() function addr[] owner A write operation changing the values
of addresses in blackList to True

recoverUser () function addr[] owner A writ e operation changing the values
of addresses in blackList to False

getSaltStatus () function addr[] Any A read operation returns the values of
addresses in saltList and blackList

getUDMStatus() function NA Any A read operation returns the value of
delegate

and the proposed Blockchain-assisted 5G authentication solution assume that the UDM
is capable of detecting if a UE is compromised and being enrolled in a signalling storm
attack. Compared to this baseline solution, ours has the following advantages:

1. Eliminating the possible tra�c congestion : As the UDM is a more centralized
NF, the massive amount of HTTP requests generated by the signalling storm will
likely cause tra�c congestion resulting in packet loss which may cause authentication
failure for legitimate UEs. The massive malicious requests shall not go to the UDM
in our solution and will be dealt with in a distributed fashion, so tra�c congestion
should not occur.

2. Reducing the computation load of the UDM: 3GPP indicates that the network
side cannot determine the sender's identity before computing ECIES. The massive
requests would exhaust the processing power of the target UDM and slow down the
response to legitimate UEs [92]. In our solution, as the SUCI shall not go to UDM,
this concern is no longer relevant.

3. Reducing the concurrent session management load of the AUSF and UDM:
Managing concurrency is always challenging for network servers. The authentication
protocol requires the AUSF and UDM to save temporary identi�ers to keep the com-
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Figure 3.5: Blockchain-assisted 5G Authentication: Initialization phase

munication session between UE. The spike in concurrent sessions may overwhelm the
servers. In our solution, this concern is mitigated.

3.5.6 Security Analysis

In this section, we evaluate whether our solution ful�lls the requirements and desiderata
stated earlier. It is essential to understand that the purpose ofBV is not to prevent an
attacker from attempting to fail someone's authentication but to prevent an attacker from
legally bypassing the AMF/SEAF check.

1. BV reveals the UE's blockchain address to the SEAF/AMF but not to the
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Algorithm 2 AMF/SEAF Processing Logic
Input: PK UE , SKSEAF , MCC, MNC, Routing Indicator, SUCI

1: Locally �nd the UDM contractAddress based on MCC, MNC, and Routing Indicator.

2: underAttack = contractAddress:getUDMStatus()
3: if not underAttack then
4: Send SUCI to AUSF;End Process
5: end if
6: Generate random numberRAND SEAF ; send it to UE.
7: mask = SHA256(PK UE � SKSEAF jjRNAD SEAF )
8: Waiting to receive BV = ( C; S; V; MAC) from UE.
9: R = mask � C

10: address= ecRecover(RjjSjjV; SUCIjjRAND SEAF )
11: if address== 0x0 then
12: Send UE "Recover Address Failure";End Process
13: end if
14: salt; ban = contractAddress:getSaltSatus(address)
15: if MD 5(SUCIjjRjjsalt)! = MAC then
16: Send UE "Blockchain MAC Failure"; End Process
17: end if
18: if ban then
19: Send UE "Registration Reject";End Process
20: end if
21: Send SUCI,address to AUSF; End Process

public: As the SEAF holds theSKSEAF , only SEAF can recoverR. The attackers
holding (C; S; V) cannot recover the blockchain address.

2. BV allows SEAF/AMF to verify that the sender holds a valid blockchain
account issued by its home UDM: The salt is not 0 indicating the HN acknowl-
edges this address matches one of its subscribers.

3. BV has a one-to-one mapping to SUCI, so one valid Blockchain-Vector
cannot be replayed on any SUCI: BV is generated fromSUCI, a previously
sent BV cannot be used on anotherSUCI.

4. BV together with SUCI cannot be replayed: BV is also generated from
RAND SEAF . An attacker holding a valid SUCI; BV pair cannot bypass the check
because each registration requires a di�erentRAND SEAF .

5. BV should not introduce any linkability issue: The ECDSA signature algo-
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Algorithm 3 UE Signing Process
Input: SUCI, K , RAND SEAF , PK SEAF

1: msg = SUCIjjRAND SEAF

2: Sign msg based on Ethereum ECDSA usingK resulting in (R; S; V).
3: mask = SHA256(SKUE � PK SEAF jjRAND SEAF )
4: C = mask � R
5: MAC = MD 5(SUCIjjRjjsalt)
6: Return BV = ( C; S; V; MAC)

rithm ensures that the signature will di�er even with the same message. An attacker
who sends UE the sameRAND SEAF will receive a di�erent response.

6. The Purpose of Salt: In our solution, we add a random number as salt saved
in saltList other than a boolean indicating whether the UE is a valid subscriber.
Although it is theoretically infeasible to compute an existing valid blockchain account,
[154] has launched a blockchain private key guessing attack that discovered 732 active
private keys in Ethereum. Applying the salt prevents the attacker from bypassing
the blockchain checking by guessing a valid address account.

3.6 Implementation and Evaluation

We implemented a proof-of-concept blockchain-assisted 5G authentication procedure in
an emulated environment using Kubernetes. Free5GC v3.3.0 and UERANSIM v3.2.6 were
used to emulate the 5G CN and the 5G RAN respectively. The emulation of the blockchain
is based on Ganache which supports the Ethereum Virtual Machine. To integrate the
blockchain into Free5GC and enable smart contract functionality, we used the go-ethereum
module v1.10.26 and solidity v0.8.4. Our deployment is shown in Figure 3.6; two sets of
UEs, each containing malicious and benign UEs, connect to two AMFs through two gNBs,
and the two AMFs connect to one AUSF and blockchain. Our code is publically available
at https://github.com/pzeina/5g-bv-storm.git .

In our experiment, each set of UEs contains 220 benign and 30 malicious UEs. Each of
the 440 benign UEs will register to the network exactly once at a randomly selected time
t ranging between 1 and 250 seconds. The registration storm consists of the remaining
60 malicious UEs who will register to the network in bursts occurring once every 60 sec-
onds. In practice, such attacks can be more continuous in time and more frequent. The
smart contract was deployed in Ganache, and the AMF can query the contract storage
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Figure 3.6: Deployment Model

information. We assume the UDM has previously tagged the malicious UEs and sent the
transaction to the blockchain to ban these and delegate the rejection to the AMFs. Four
scenarios were de�ned to evaluate our solution:

1. No storm : There is no registration storm attack.
2. Storm with no defense : Malicious UEs successfully register to the network and

are not blocked.
3. Storm with baseline defense : Malicious UEs attempt to register to the network

but their registration is rejected by the UDM after decryption of the SUCI.
4. Storm with blockchain-assisted 5GAKA : Malicious UEs are blocked by the

AMFs.

Figure 3.7: Registration Processing Time Comparison for 4 Scenarios

Figure 3.7 shows the impact of the registration storm on the registration processing
time under the 4 di�erent scenarios. We measured the 440 benign UEs' registration pro-
cessing time which is the di�erence between the authentication success timestamp and the
registration start timestamp. The x-axis represents the registration start timestamps. The
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Figure 3.8: CDF or registration time for the 4 Registration Storm Scenarios

red vertical lines represent the start of each registration storm. The 4 sets of experiments
follow the same randomly selected UEs' registration start times for fairness. The results
show that the storms signi�cantly increase the UE registration time in the absence of any
defense mechanism. This is also noticeable in the presence of the baseline defense approach,
as the bogus registrations still overload the UDM increasing the overall registration pro-
cessing time. In contrast, our approach is more robust for it is not sensible to the storms.
In fact, with our solution, we see that the registration times are very close to those in
the absence of any storm. These �ndings are emphasized in Figure 3.8, which showcases
the CDF of the registration time under all 4 scenarios. We see that the baseline solution
mitigates the attack at a certain level but does not ideally address the problem, whereas
our methodology successfully mitigates the attack at the cost of a very small delay.

3.7 Discussion

Billing di�culty: The transparency of billing between di�erent operators is a challenge in
mobile systems that remains unsolved in our solution. Because no public record can show
SEAF/AMF spent their computation power to ban the malicious UEs, billing transparency
is hard to achieve. However, this may be mitigated by building a consortium alliance with a
proper �nancial agreement. Detection and classi�cation of malicious UEs are also essential
parts that our research does not address. As the attack may follow any pattern with
di�erent subsets of malicious UEs and as the UDM shall prevent a false alarm introduced
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by group gathering activities, we expect identifying attacks and classifying malicious UEs
to be challenging. Some ML-enabled methods may be helpful but would bring unnecessary
storage and computation burdens to the UDM. Future work would be to design an e�cient
and accurate way to identify the attack and classify the malicious UEs.

Computation cost analysis: When the attack is not happening, AMF can periodi-
cally monitor the status of UDMs, so the extra cost to each registration can be optimized
to be ignored. Assuming the attack is happening, the extra cost for each registration
involves computation from UE (ComputeUE ), AMF ( ComputeAMF ) and blockchain node
(Computeblockchain ) plus the propagation delay of UE-AMFDelayUE � AMF communication
and AMF-blockchain communicationDelayAMF � Chain . As the hashing and XOR opera-
tion is O(1) complexity and the input size is short, we ignore these types of operations.
Computeblockchain contains a query time of the smart contract storage slot and a query
time of variables in the contract. As the smart contract storage slot management is usu-
ally implemented as a Merkle Patricia Trie, the time complexity of querying given the
smart contract address will be O(log n), where n is the number of contracts in total.
The smart contract storage itself is a 256-bit array and the query time complexity will
be O(1) using hash. ComputeUE involves an ECDSA signing procedure which mainly
contains one multiplication operation for computingR and one multiplication operation
for computing S. The key agreement with AMF involves one multiplication operation.
From the UE side, The key agreement andR computation can be prepared before send-
ing SUCI. ComputeAMF involves an ECDSA recover public key procedure which mainly
contains two multiplication operations. As the key agreement can be done by waiting for
UE's signature, this computation can be ignored.Delayblockchain mainly depends on the
distance between AMF and the blockchain node. This can be optimized by introducing
more blockchain nodes. Overall, the total extra cost can approximately be represented by
2 � DelayUE � AMF + 2 � DelayAMF � chain + 3 multiplication operations + O(log n), where
n is the number of contracts in total.

Blockchain storage The performance of blockchain is highly dependent on the frame-
work in use and is out of the scope of this work. From a design perspective, although each
UE is assigned an on-chain address, they are not externally owned accounts (EOA). In
practice, di�erent UDM will have a di�erent number of subscribers to manage, they will
have di�erent robustness against potential attacks. Our method o�ers the 
exibility to let
operators decide which UDM needs such protection. Thus the blockchain storage size will
only be a�ected by the number of subscribers in the protected UDMs. Suppose an operator
only needs to protect one UDM, then the other UEs will not be saved on the chain.
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3.8 Conclusions

In this work, we reviewed the 5G authentication protocol. We concluded that the de-
concealment and centralized nature of the UDM can be exploited by malicious parties to
initiate a registration signaling storm, overwhelming the control signal resources of the CP
and leading to a denial of service for the 5G CN. To mitigate this attack, we propose a
consortium blockchain-assisted solution that leverages the decentralized nature of AMF
deployment to distribute the registration procedure and alleviate the load on the UDM
in a trusted manner. Importantly, our approach applies to both 5GAKA and EAP-AKA
protocols without a�ecting the performance of the authentication protocol, making it a
realistic and 
exible option for operators to consider. To validate the e�ectiveness of our
solution, we conducted empirical evaluations using emulations. The experiments provide
evidence that our proposed solution outperforms the baseline mitigation approach and
enhances the security and resilience of 5G networks.
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Chapter 4

Secure and E�cient Group Handover
in 5G Non-Terrestrial Networks

4.1 Introduction

The wide-spreading LEO satellite constellations have become indispensable to the 5G and
beyond cellular networks for closing the connectivity gap. LEO-based non-terrestrial net-
works (NTNs) can enable the International Telecommunication Union (ITU-R)'s envisioned
framework for the new mobile communication generation, named IMT-2030, by support-
ing wide coverage, ubiquitous connectivity, and massive communication use case scenarios.
Integrating NTNs with 5G can extend the service coverage to a truly global scale and
facilitate a wide range of applications, including disaster response and recovery, public
safety, vehicular connectivity, and the Internet of Things (IoT). In 5G and beyond NTNs,
handover is pivotal in ensuring service continuity when UE signals must be transferred
between orbiting non-terrestrial radio base stations, also known as gNBs.

The 3GPP standard, as speci�ed in release 18 of TS 23.502, de�nes an Xn-based han-
dover mechanism, where two gNBs can communicate, and an N2-based handover mech-
anism, where the 5G Access and Mobility Management Function (AMF) communicates
with two gNBs. However, satellite gNBs introduce various challenges, making these han-
dover schemes, designed for terrestrial networks (TNs), di�cult to apply in the integrated
TN and NTN scenario [75]. First of all, due to the high dynamics and movements of
the LEO satellites, numerous users will trigger handover requests around the same time,
resulting in a large number of messages that need to be handled between UEs and satel-
lites and between multiple satellites in a short period of time. This can easily cause a
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signaling storm [100] in an NTN radio access network (RAN). This can be exacerbated
by the expected support for massive machine-type communication (mMTC). Second, the
signal strength used as an indicator for TN handover cannot be applied to the NTNs as
the signal strength will experience a very small change within the satellite coverage [75].
Third, di�erent from TNs, the ground-space and space-space links in NTNs are subject
to much higher latency, which poses a signi�cant limitation on the use of re-transmissions
in an NTN handover scheme. Fourth, a satellite gNB has limited computing resources,
posing real-world limitations on the processing capability of handover requests. Last but
not least, an e�cient NTN handover protocol must tackle all of the above challenges while
operating securely, resisting attacks even in the case where UE devices may be compro-
mised and weaponized. Therefore, it is critical to address these challenges when designing
NTN handover protocols.

Most existing works are based on TNs and address scenarios where handover poses a
challenge, e.g., for UEs with high mobility that quickly change serving cells on platoons
[131] and high-speed rails [155]. However, in a 5G NTN setting, the UE's mobility is
overshadowed by the wide coverage of the satellite gNB [75]. Moreover, due to unique
challenges in 5G NTNs, such as high mobility of NTN gNBs relative to ground UEs, large
number of UE connections, and security risks, traditional handover schemes for TNs cannot
be applied to NTNs, and new handover protocols are needed. The existing NTN handover
solutions are focused on the physical-layer handover [156], handover procedure scheduling,
and UE clustering [157, 158] without discussing the essential protocol design based on the
latest 3GPP development. This work bridges the gap in the NTN handover protocol design
above the physical layer, while achieving e�ciency and security. The main contributions
are:

ˆ We propose a novel secure, e�cient, and 3GPP-compliant Xn-based group handover
protocol for NTNs that mitigates signalling storms and malware security risks on
UEs.

ˆ Our proposed protocol is implemented and validated through discrete-event simula-
tions, where the key metrics such as success rate, message overheads, drop rate, and
latency are signi�cantly improved compared to the baseline 5G handover protocol
[159, 59].

ˆ We develop an open-source simulator where the NTN handover protocols can be
implemented and evaluated. The code can be found herehttps://github.com/
zbh888/LEOhandover.
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4.2 Related Work

The state-of-the-art handover solutions are mainly focused on TN scenarios, while NTN
handover has recently emerged as a new research topic. In the following, we discuss the
relevant works in TNs with UE mobility and recent advancements in NTN handover. Most
of the following works are focused on the security challenges of group handover, while
performance-related issues are less studied.

In [159], a comprehensive security analysis demonstrates that 5G handover would not
introduce con�dential information leakage as long as the gNBs are not compromised. How-
ever, in NTN, this assumption is weakened and the mutual trust between satellites needs
to be achieved in Xn-based handover. To accomplish this, a lightweight group key-based
handover protocol is introduced in [160], where satellites in a constellation negotiate a
shared group key. The protocol allows a source satellite to send a handover ticket to a UE,
and the UE can directly contact the target satellite using this ticket to achieve e�ciency.
However, the authors do not discuss how the target satellite can obtain necessary con-
�guration messages from the source satellite, such as service session ID and C-RNTI. An
identity-based encryption method is also proposed in [161] that allows a UE to generate a
symmetric key directly with a target gNB and ensure the source gNB does not know the
future session key.

In 5G networks, each AMF handles the tracking area where a UE is registered. Once
UEs enter a new tracking area after handover, they need to be re-authenticated by AMF
through the mobility registration update, as depicted in 3GPP TS 23.502 -4.2.2. In this
case, the e�ciency of processing many such re-authentication requests must be considered.
Group authentication was proposed to be used before or after Xn-based handover [162, 163]
and N2-based handover [131, 155] to reduce message overheads. In this case, UEs form
groups and are assigned a group head (GH) to aggregate the information and perform group
authentication. In NTNs, re-authentication is rarely expected after the handover as UEs
do not move to another tracking area within a very short time. Also, the existing works
assume that a GH is completely trusted and that group members do not leave a group
during the handover procedure. These assumptions are unrealistic in the NTN handover
scenarios due to the high mobility of LEO satellites and various malware attacks faced by
UE devices especially IoT devices.

UE clustering algorithms for LEO satellite networks are discussed in [157, 158], where
the handover time scheduling problem is formulated to optimize performance metrics such
as handover latency and quality of experience. However, the group handover protocols
are not discussed in [157, 158] and a compromised GH can interrupt services of the group
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members. In our work, we consider the key characteristics of NTNs and propose an Xn-
based handover protocol that enables NTN gNB to 
exibly con�gure UEs to perform
group/individual handover based on real-time situations without trusting a single GH.
Our work will also address the signaling storm in handover procedures that can overload
NTN gNB processors.

4.3 Problem Statement

An important consideration based on the aforementioned challenges is the mobility of the
LEO satellite. Compared to a 5G TN scenario where only a fraction of UEs requires
handover within a short time, the rapid movement of LEO satellites (i.e.,� 7.56 km/s [75])
requires handover for a large number of UEs within a short period of time. Because LEO
satellites cover much larger areas than ground stations, the excessive handover control
signals from a large number of UEs can lead to a signaling storm, which can downgrade
the network performance and delay the response to handover requests. To avoid losing
connectivity, UEs will usually retry their handover when they do not receive a response,
which ampli�es the signaling storm. To highlight this challenge, we calculate the expected
number of UEs requiring handover within a cell (i.e., cell-level handover depicted in 3GPP
TS 38.300-9.2.3) in a given time in the following paragraphs.

Handover scenario description: Assume that the speed of a satellite isVsat , cell radius
is Rc, and all satellites have the same speed and cell radius. Variabled represents the
moving distance. Assuming the density of UEs is uniform, we calculate the number of UEs
that must be handed o� in a given period � T. We denote the intersection area of two
circles in Fig. 4.1 asA intersect and the cell area asAcircle = �R 2

c. The red area requiring
the satellite to hand o� UEs, Ahand � of f = Acircle � A intersect , can be calculated as follows:

A intersect = 2R2
c arccos(d=2Rc) � d

p
R2

c � d2=4

Ahand -of f = �R 2
c � 2R2

c arccos(d=2Rc) + d
p

R2
c � d2=4:

Assuming a satellite connects toN UEs uniformly in a cell, the UE density isN=Acircle .
Within � T, the number of UEs requiring to be handed o�,Nhand -of f , will be:

Nhand -of f = N � Ahand � of f =Acircle

= N � 2N arccos(d=2Rc)=� + dN (
p

4R2
c � d2)=2�R 2

c :
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Figure 4.1: Handover scenario with Earth moving cells

In the Starlink setting [164] whereRc � 12:07 km, Vsat � 7:56 km=s, and N =
65519 (the maximum C-RNTI value [75]), the UE density is about 36 UEs/km2, requiring
the satellite to handover 2:6 � 104 UEs/second. This challenge is exacerbated in the
context of mMTC, where each LEO satellite serves a massive number of UEs (i.e., 106

UEs/km2, as depicted in 3GPP TS 22.261-6.4.2), requiring the satellite to handover 1:8 �
108 UEs/second. Moreover, Sony indicated that handover signaling storms should be
addressed in the �rst release of 3GPP NTN solution TS 38.821 [165], while 3GPP indicates
that this challenge will be addressed in the future [75].

4.4 Secure and E�cient Group Handover

4.4.1 High-level Overview

The objective of mitigating the handover signaling storm in an NTN is to reduce the
workload of the source satellite (S-Satellite) by reducing its communication overhead. To
achieve this goal, UEs near each other can form a group and a GH is selected to perform
handover from the source satellite on behalf of the group. However, a compromised GH can
maliciously start an early, late, or PingPong [166] handover to disrupt the group member's
service and increase the satellite's workload. To avoid this issue, we use additive threshold
secret sharing to allow the source satellite to know if the majority of the group members
approve the GH's handover request. This scheme also ensures that the group handover
succeeds even when some group members switch to inactive mode.

In our solution, AMF is responsible for forming UE groups in its tracking area and
delivering the group information to the UEs and satellites. Di�erent secret shares are
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generated by the source satellite and delivered to each UE in the previous handover. The
source satellite needs to select more than one GH from each UE group, calledGroup Aggre-
gator (GA), to decrease the risk of late handover and then deliver the hash commitment of
the group member's share to eachGA. Furthermore, as the UE behavior is unpredictable,
the source satellite must be capable of notifying or canceling the group-based handover
based on real-time situations. For example, some UEs in a group switch to idle mode or
de-register from the network, making the group unsuitable for group handover. During a
group handover, a non-GA member does not send the request to the satellite but publicly
broadcasts its secret share to inform theGA of its intention to handover. The GA veri�es
the correctness of each received share by checking the hash commitment. After receiving
enough shares above a given threshold, theGA can generate the group handover ticket
and initialize the group handover request to the source satellite. In such a way, theGA
cannot initialize an early or PingPong handover request. After receiving the group han-
dover ticket, the source satellite �rst veri�es the correctness of the group handover ticket.
Then, it communicates with the target satellite (T-Satellite) to perform the handover for
the group.

4.4.2 Protocol Description

In this protocol, we assume satellites and AMF can securely communicate with each
other. Considering a tracking area with a dense UE deployment, the corresponding AMF
places UEs in di�erent groups based on geometric location and UE attributes, such that
group members will require a handover at a similar time [158]. AMF can decide to leave
some UEs out of the group if their attributes are not suitable for group handover with
neighboring UEs. If a UE is assigned to a group, it receives a groupID,GID , from the
serving AMF during the registration or periodic update. AMF also informs the satellite
of the group's geographic information and the expected number of UEs when the satellite
performs the tracking area identity update. Each satellite withRAN -ID generates a
digital signature key pair (SKRAN -ID ; PK RAN -ID ).

Fig. 4.2 shows our group handover sequence diagram. The source satellite monitors
the group's suitability for group handover. If suitable, the source satellite follows Alg. 4-
Thread1 to notify the group members, selects theGAs, and sends eachGA the required
threshold and theCommitmentMap , which contains the hash commitments of all group
members. The group member should usePK RAN -ID to verify the noti�cation message and
then wait to perform the group handover. When a group member requests handover, it
broadcasts theGID and its secret share. TheGA follows Alg. 5 to verify the correctness
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Figure 4.2: Sequence diagram of the proposed NTN handover protocol (the symbol�
indicates a communication channel is secure; symmetric encryption with a keyK is denoted
(� )K )

of the share, aggregate the received shares, and send the handover request with an aggre-
gated handover ticket to the source satellite. The source satellite follows Alg. 4-Thread2 to
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Algorithm 4 Source Satellite Processing Logic
Input: RAN -ID , RAND , GID , CommitmentShareMap, CommitmentMap ,

SKRAN -ID

1: Parallel Thread1:
2: while Monitoring group GID connected numberdo
3: nonce= RAN -ID jjRAND jjGID jjT imeStamp
4: if Group GID is suitable for group handoverthen
5: action = `SwitchToGroupHandover'
6: m = actionjjnonce
7: Sig = Sign(m) using SKRAN -ID

8: Broadcast (RAN -ID jjGID jjactionjjT imeStampjjSig)
9: Decidethreshold based on the connected number

10: Select Group AggregatorsAG1; :::AGn

11: Send (CommitmentMap; threshold ) to each AG i

12: end if
13: if Group GID does not need group handoverthen
14: action = `CancelGroupHandover'
15: m = actionjjnonce
16: Sig = Sign(m) using SKRAN -ID

17: Broadcast (RAN -ID jjGID jjactionjjT imeStampjjSig)
18: end if
19: end while
20: Parallel Thread2:
21: while Listening to group handover requestdo
22: Receiving (ticket; AggregatedCommitment)
23: Get share share1; :::; sharet in CommitmentShareMap based on

AggregatedCommitment and CommitmentMap
24: if ticket == share1� ... � sharet then
25: Send group handover request to the target satellite
26: end if
27: end while

verify the correctness of the ticket and requests the target satellite to handover the group.
The target satellite then returns the con�guration information along with a random nonce
RAND T RAN -ID , its public key PK T RAN -ID , and the new shares for group members. The
target satellite saves the new shares and the corresponding commitments in a map called
CommitmentShareMap. The source satellite then securely delivers the con�guration,
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share,RAND T RAN -ID and PK T RAN -ID to group members individually. Each group mem-
ber then attaches to the target satellite through random access and uses the newK gNB �

to achieve mutual trust.

4.4.3 Protocol Analysis

In this section, we analyze the proposed protocol's security and e�ciency. We also discuss
potential security and e�ciency trade-o�s of alternative solutions.

Security: Below, we analyze three important security aspects of our protocol.

ˆ Privacy preserving| The UE will only publicly broadcast the group ID and the secret.
As there is no associated 5G identi�er and the groupID cannot be used to distinguish
group members, the UE will not leak private information that could be used, e.g.,
for a linkability attack.

ˆ Avoid early/late/PingPong group handover| The GA cannot initialize group han-
dover without most members agreeing to handover, so an early or malicious Ping-
Pong handover can be avoided. We assume at least one aggregator is benign, which
means it will send the request as soon as the ticket is ready. Therefore, a malicious
GA cannot postpone the handover.

ˆ Replay resistant| A compromised party may try to forge/replay broadcasting infor-
mation to maliciously inform UEs to perform group handover or cancel the group
handover. The signature ensures that the broadcasting information cannot be forged
in our protocol. The secret random nonce and timestamp ensure that the message
cannot be replayed even if satellites periodically cover the UE.

Message overhead: Consider a groupGID has NG UEs and K G GAs. To perform a
group handover, the source satellite receivesK G messages from GAs, one from the target
satellite, and one from AMF, resulting in 2 +K G messages. Compared to the 5G baseline
handover, which requires the satellite to receive three messages per handover, our protocol
signi�cantly reduces the number of received messages from 3NG to 2 + K G.

Security-e�ciency trade-o�: Below, we list some security concerns and alternative
solutions that sacri�ce e�ciency.

ˆ Share distribution| In our protocol, the shares are generated by the target satellite
and sent to UE by the source satellite. If the source satellite is compromised, the
attacker who obtained shares can initialize an early handover to disrupt the service.
To solve this, an alternative solution is that the source satellite distributes and sends
the share and group handover noti�cation to each UE during connection by replacing
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Algorithm 5 Group Aggregator Processing Logic
Input: threshold, CommitmentMap , GID

1: ticket = 0
2: AggregatedCommitment = []
3: while Monitoring broadcasting information do
4: Receive broadcasting message (GID i ; Sharei )
5: if GID i == GID then
6: Commitment = Hash(GID jjRAND jjSharei )
7: if Commitment exists in CommitmentMap then
8: ticket = ticket � Sharei

9: i = CommitmentMap:index (Commitment )
10: Add i to AggregatedCommitment
11: end if
12: end if
13: Count = Length of AggregatedCommitment
14: if Count > threshold then
15: Send handover request to the source satellite attaching (ticket,

AggregatedCommitment)
16: end if
17: end while

the broadcast noti�cation message. However, this will add a computation overhead
on the source satellite and decrease the overall performance, which was veri�ed on
our simulator.

ˆ Share broadcasting|In our protocol, the broadcast message from a UE is not pro-
tected and stays anonymous. A potential DoS attack on the aggregators may be
carried out if the attacker knows theGID . The attacker can force theGA to keep
computing the hash. To mitigate this, one alternative solution is to enable a secure
machine-to-machine communication channel between group members and GA. How-
ever, this will introduce identity leakage and lower e�ciency due to decryption and
channel establishment.

4.5 Performance Evaluation

This section showcases the e�cacy of our group handover protocol in mitigating signaling
storms, and compares its performance to a baseline 5G handover protocol.
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4.5.1 Satellite Handover Simulator

We implement our protocol on a custom simulator that relies on the popular discrete-event
simulation packageSimPy, and provide a proof-of-concept evaluation. Our simulator is de-
signed for simulating handover protocols in NTNs, allowing us to perform experiments with
an arbitrary number of satellites and UEs with mobility support. UEs are implemented as
state machines where each state represents a di�erent stage in the handover protocol. The
simulator measures handover performance by tracking UE states at di�erent timesteps and
can generate animations.

Message processing model: Fig. 4.3 shows our message processing model. Our simu-
lator computes the end-to-end communication delay by computing the following delays:

ˆ Propagation delay: This delay is computed based on the physical distance between
the sender and receiver.

ˆ Transmission delay: The size of a control signal is less than 3,000 bytes, while 5G
supports large bandwidth up to 20 Gbps. In these conditions, the delay is about 1
�s .

ˆ Queuing delay: Messages wait in a queue until a processor is available to handle
handover requests, with the possibility of requests being dropped if the queue is full.

ˆ Processing delay:We divide message processing time into physical layer, logic ex-
ecution, and cryptography tasks (encryption, decryption, signatures, and hashing),
favouring batch hashing for e�ciency purposes.

4.5.2 Experimental Setup

Figure 4.3: Message processing model
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Figure 4.4: Scenario of our experiment

Table 4.1: Simulation parameters and settings

Parameter Value Parameter Value

Satellite speed 7.56 km/s HO timeout 30 ms
Footprint radius 25 km GHO timeout 35 ms
Inter-satellite distance 30 km Square width 1 km
Inter-satellite delay 1 ms Physical-layer processing time 0.05 ms
Ground-satellite delay 3 ms Logic execution time 0.05 ms
5G core-satellite delay 10 ms Encryption/Decryption 0.1 ms
Transmission delay 1 �s Signature sign/verify 0.3 ms
Message queue size 500 Single hash 0.05 ms
Max re-transmission 15 Batch hash 0.1 ms
Packet size 3,000 bytes Number of processors 4

We now outline our scenario and introduce the con�gurations for the baseline handover
and group handover protocols.

Handover scenario: Without loss of generality, we deploy three satellites with one logical
cell each to simulate a generalized and continuous inter-satellite handover scenario, as
shown in Fig. 4.4. To better study the relationship between the density and handover
performance, we randomly deploy 10,000 to 70,000 UEs and assign them to �xed square
groups. We assume all UEs are connected toSAT1 at the start of the simulation, and
we report the performance of UE handover fromSAT1 to SAT2. Our simulation also
incorporates optimizations expected in real deployments, such as prioritizing messages,
including messages from other satellites, responses from the core, and attachment requests
from UE. Furthermore, we assume that a UE will require a handover when it is closer to
another satellite, which is a location-based handover trigger [75]. We ran the simulation
�ve times with di�erent seeds (10, 20, 30, 40, 50) to generate multiple UE deployment
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con�gurations.

Baseline HO vs. GHO protocol: In the baseline handover protocol (denoted HO)
[159, 59], a UE individually sends handover requests to the source satellite. Upon receiving
the request, this satellite asks the target satellite for con�guration data and then delivers
it back to the UE. In our group handover protocol (denoted GHO), we allow the source
satellite to send UE requests in batches to reduce message overhead.

We ran simulations with both handover protocols, and Table 4.1 shows the parameters
we used for each protocol. For GHO, the ground space is partitioned into square areas,
each with a �xed width. Within each square, UEs are organized into groups. Both HO
and GHO are con�gured with a re-transmission timeout so that a UE will re-transmit the
handover request after waiting a pre-de�ned time.

4.5.3 Experimental Results

Table 4.2: Simulation results (baseline HO vs. GHO)

UE
Num-
ber

Success Rate (%) Total Messages UE Messages Drop rate (%) Successful UE WT (ms) * Failed UE WT (ms) **

HO GHO HO GHO HO GHO HO GHO HO GHO HO GHO

10,000 100.00 100.00 30,000 16,558 10,000 4,787 0.00 0.00 8.99± 0.00 16.1± 0.18 | |

20,000 100.00 100.00 60,000 26,820 20,000 5,007 0.00 0.00 9.24± 0.00 19.45± 0.15 | |

30,000 100.00 100.00 102,060 36,938 42,060 5,089 0.98 0.00 27.94± 0.08 23.08± 0.13 | |

40,000 81.25 100.00 414,555 47,379 349,456 5,355 74.53 0.00 214.23± 0.70 25.55± 0.12 858.48± 3.35 |

50,000 66.56 100.00 602,981 67,275 536,317 12,497 82.28 0.00 246.20± 0.71 71.25± 0.21 887.84± 5.22 |

60,000 56.26 92.86 777,770 121,982 710,143 47,664 86.17 1.09 263.77± 0.72 338.67± 0.93 901.55± 1.66 437.15± 2.03

70,000 48.70 82.70 943,105 137,979 874,797 58,135 88.57 2.60 274.47± 0.72 482.52± 1.19 909.38± 1.40 568.81± 1.68

* The time di�erence between when sending a handover request and when the receiving the con�guration response.
** The time di�erence between when sending a handover request and when losing connectivity
without receiving the con�guration response.

Table 4.2 shows the results of our experiment forSAT1 in responding to handover
requests. The success rate indicates the fraction of UEs that successfully complete the
handover procedure. We also include the total messages the satellite received and the total
UE handover/retransmit request messages. The drop rate indicates the number of dropped
messages with respect to the total messages. UE waiting time is the di�erence between
when UE sends a handover request or broadcasts the share and when the UE receives the
con�guration from the source satellite. Next, we discuss our main �ndings.

GHO achieves a higher successful handover rate: In HO, the satellite is capable of
processing the request when the number of UEs are 10,000 and 20,000. However, at 30,000
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Figure 4.5: Message count every 200 ms

UEs, the UE waiting time increases, indicating that the UE started to re-transmit handover
requests. We see the total received messages are increasing non-linearly, and the satellite
drops messages, indicating a signaling storm overwhelms the satellite. Consequently, from
30,000 UEs to 70,000 UEs, the handover success rate decreases, and the UE waiting time
increases. For GHO, we see that the total messages are smaller than in HO, which reduces
the burden on the satellite, and the success rate is much better than HO. However, at 60,000
UEs, GHO also experiences delay becauseSAT2 needs to take over a massive number of
UEs and delays the response to the messages fromSAT1, which is inevitable in a handover
protocol. This is because a UE must individually access the satellite and achieve mutual
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trust using the new session key. We also observe an overall higher waiting time in GHO
when the satellite is not overwhelmed.

GHO reduces satellites' message processing burden: To analyze this dynamic pro-
cess, we also collected the received and dropped messages every 200 ms through time. Fig.
4.5 shows the result fromSAT1. Overall, due to the circular shape of a satellite's coverage,
the total number of received messages and drop rate gradually increase and decrease.SAT1

starts to handover UEs at 5,300 ms, andSAT2 starts to handover UEs at 9,500 ms. We
can see that whenSAT1 is overloaded and drops messages, the total number of messages
dramatically increases because UE re-transmission messages amplify the signaling storm.
Compared to HO, our GHO protocol signi�cantly reduces the number of received messages.
Even when the satellite is overloaded, as the number ofGAs is much smaller than the total
UEs, the re-transmission messages do not cause a signi�cant ampli�cation of messages in
GHO.

4.6 Conclusions

We examined the signaling storm problem in 5G NTN handover and proposed a secure
and e�cient Xn-based GHO protocol to mitigate this issue. We implemented a discrete-
event simulator to demonstrate that our GHO protocol helps reduce message overhead
and handover additional UEs. However, we �nd that the overall handover process is still
a�icted by a large number of access requests. Formal security veri�cation and evaluation
with multi-cells will be performed in the future. We will also study GHO for NTNs with
an Earth-�xed cell, where massive UEs in a cell will require handover simultaneously.
Moreover, we will investigate signaling storm due to conditional handover protocol in 5G
NTNs.
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Chapter 5

Signalling Load-aware Conditional
Handover in 5G Non-Terrestrial
Networks

5.1 Introduction

Terrestrial cellular networks cover only about 15% of the Earth's surface, leaving vast areas,
including seas, mountains, and rural regions without coverage. These areas incur high cap-
ital and operational expenses with expected unequal revenue. LEO satellite constellations,
as a key part of a 5G NTN, are expected to complement a 5G terrestrial network (TN),
o�ering low-latency services everywhere. This ubiquitous coverage can greatly bene�t ver-
ticals, such as environmental monitoring, ocean freight, �shery, oil exploration, farming,
and aviation. It also supports global outdoor adventures and emergency services. Addi-
tionally, the 5G NTN can enhance TN by providing additional bandwidth to local areas.
In the event of TN outages due to disasters, the NTN can temporarily provide services and
aid in disaster recovery. According to Global Market Insights Inc., the market value of 5G
NTN was 4.2 billion USD in 2023 and is projected to reach 79.8 billion USD by 2032 [167].

As the US Department of Defense states [10], \5G is a critical strategic technology:
those nations that master advanced communications technologies and ubiquitous connec-
tivity will have a long-term economic and military advantage." Recognizing the impor-
tance of this mission and to achieve the aforementioned unprecedented applications, mobile
operators and satellite operators are working closely to achieve 5G NTN. In 5G NTN, satel-
lites should carry regenerative payload to serve UEs as RAN. The regenerative payload
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enables encoding, modulation, switching, and routing, which could e�ectively o�er gNB
onboard to meet the 5G requirements [168]. It will also support inter-satellite communi-
cations through inter-satellite link (ISL). Recently, T-Mobile and SpaceX have launched
LEO satellites with onborad 4G LTE eNodeB to provide Direct to Cell services. Although
they currently only support SMS service, they expect to support calling and data services
for mobile phones and IoT devices with common 4G LTE standards by 2025 [168]. This
is a signi�cant milestone towards achieving global cellular services and an important step
towards 5G NTN.

To achieve 5G NTN, numerous challenges exist, with one drawing signi�cant attention
from the industry: the signalling storm that occurs during the handover of many UEs
[75, 169]. In 5G NTN, handover can be roughly classi�ed into intra-satellite handover
and inter-satellite handover, and the satellite cell could be operating in an earth-moving
cell and earth-�xed cell. For intra-satellite, the handover necessarily depends on the cell
movement con�guration and beam management of a satellite gNB [80]. However, the
service link switch between satellites is unavoidable in any scenario [169]. Thus, this work
focuses on inter-satellite handover, also know as 5G Xn handover, between two satellite
gNBs. There are two types of Xn handover protocol: BHO and the conditional handover
protocol (CHO). In BHO, the source satellite communicates with only one satellite, and
the UE detaches from the source and accesses the target immediately after receiving the
con�guration. In CHO, the source satellite communicates with more than one satellite and
sends the UE a condition to access the target satellite. The UE maintains the connection
with the source satellite until the condition is met. Compared to the baseline handover,
CHO signi�cantly increases the robustness of the handover procedure by preparing more
target satellites and decoupling the preparation and the execution phases.

Considering the Xn handover, there are some remarkable di�erences between 5G TN
and 5G NTN. First, the LEO satellite gNB covers a much larger area than the TN gNB.
Due to the high mobility of satellites, moving at speeds around 7.56 km/s, the satellite
gNB may need to handover the service link to other satellite gNBs for many UEs in a short
time. This could cause a sudden increase in signalling intensity, leading to performance
degradation and a�ecting all ongoing sessions. Also, the random access (RA) requests
from many UEs will signi�cantly increase the possibility of preamble collision, leading
to access failure. Second, due to the larger cell size, RA occasion becomes longer to
tolerate the delay di�erence between near cell center UE and near cell edge UE. This
equivalently decreases the RA opportunities within a unit of time. Third, because of the
high altitude, the signal strength di�erence is small between the cell center and cell edge.
This makes the signal strength less useful for UE handover measurement compared to
using location information. Last but not least, these satellites have limited computing,

73



radio and energy resources. With the future deployment of more UEs, targeted by 5G
to reach densities of 106 UEs/km2, as suggested in 3GPP TS 22.261-6.4.2, optimizing the
inter-satellite handover should be a priority in 5G NTN.

Previous 5G NTN studies focus on reducing the handover count or transmitted signals,
but overlook that signalling intensity causes performance degradation. In this work, we
aim to decrease the signalling peak in CHO to avoid a signalling storm. Although CHO
enhances the robustness of the handover, it increases signalling overhead and leads to a
higher probability of signalling peaks. We argue that the increased inter-satellite communi-
cations could allow individual satellites to obtain more accurate signalling load information
of the constellation if they can predict and share the load in real-time. In this way, each
satellite could perform local optimization to decrease the signalling peak globally. Our
main contributions are as follows:

1. We mathematically formulate CHO to alleviate signalling storm in 5G NTN. To the
best of our knowledge, this is the �rst comprehensive formulation of CHO.

2. We propose an e�cient, signalling load-aware heuristic for large-scale scenarios, and
evaluate the e�ectiveness against a set of baseline CHO schemes. Our protocol sig-
ni�cantly reduces signalling peaks and balances the load, enhancing the robustness
and e�ciency of handover in 5G NTN.

3. We evaluate the performance on a customized discrete-event simulator for 5G NTN,
made publicly available athttps://github.com/zbh888/congestionHO .

5.2 Background and Related Works

We �rst present the work
ow of CHO and RA. Then, we describe related work and identify
the research gaps we address.

5.2.1 Conditional handover protocol

This section presents CHO in 5G NTN following 3GPP TS 38.300-9.2.3. The signalling

ow is depicted in Fig. 5.1, wherePhase1represents CHO preparation phase andPhase2
represents CHO execution phase. CHO works as follows:

1. The UE measures multiple cells until the handover triggering condition is satis�ed.
The UE sends the source satellite aMeasurement Reportcontaining multiple best
cells.
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Figure 5.1: Conditional handover protocol

2. The source satellite selects multiple candidate satellites from theMeasurement Report.
A CHO Handover Requestis sent to each candidate.

3. The candidate satellites reserve resources for UEs and reply to the source satellite
with Handover Request ACK, containing the new UE con�guration.

4. The source satellite sends UE anRRC Reconfiguration message containing the can-
didates con�gurations and CHO execution conditions to access candidates.

5. The UE sends anRRC Reconfiguration Complete message to the source satellite,
acknowledging the reception. This completesPhase1.

6. The UE maintains the connection with the source satellite and starts evaluating the
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CHO execution conditions for the candidates. If the condition is satis�ed, the UE
detaches from the source satellite, applies the stored corresponding con�guration for
that selected target cell, synchronizes to that candidate cell, and completes CHO by
sending RRC Reconfiguration Complete message to the target satellite. The UE
releases stored CHO con�gurations after completing the handover procedure.

7. The target satellite sends the source satelliteHandover Successmessage after the
UE has successfully accessed the target satellite. The source satellite replies with the
SN Status Transfer message. The source satellite also sends the other candidates
Handover Cancelmessage to release their resource reservation.

8. The target satellite requests AMF for a path switch. After receiving the response, the
target satellite asks the source satellite to release the UE context, which completes
Phase2.

5.2.2 Random access procedure

In CHO, the RA procedure is used when the UE needs to access the target gNB, involving
uplink synchronization with gNB. There are two types of RA procedures, contention-based
RA (CBRA) and contention-free RA (CFRA). In CBRA, the UE selects the RA pream-
ble and sends it to the gNB in Msg1, as shown in Fig. 5.2(A). Then, gNB sends an RA
response in Msg2, containing temporary C-RNTI and UL-Grant, that are used for the UE
to transmit the next message while maintaining the same identity in Msg1. Next, the
UE sends the gNB Msg3, which contains the purpose of initializing RA procedures such
as handover, initial connection, or link re-establishment. Because temporary C-RNTI is
calculated using the time and RA preamble, if two UEs send the same preamble simulta-
neously (i.e., same RA occasion), then two UEs will receive the same identity in Msg2. In
this case, transmitting Msg4 indicates the success of the procedure. Without Msg4, the
UE considers a RA failure due to preamble collision and restarts CBRA.

In CFRA, as shown in Fig. 5.2(B), the dedicated preamble is assigned to the UE in
advance, so the random access will not fail due to preamble collision. In CHO, a dedicated
preamble assignment could be included in the con�guration inHandover Request ACK. The
Msg1 is included in theRRC Reconfiguration Complete message.

5.2.3 Related works

Previous works investigated CHO in TN networks [170, 171, 172]. In [170], authors focused
on reducing unnecessary CHO measurement report transmission in TN by applying a
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Figure 5.2: Random access procedure

convolutional neural network-based classi�er on the UE. This classi�er assists the UE in
making handover decisions based on signal strength. In [171], authors evaluated fast CHO
in TN with small cell gNBs, allowing for candidate and UE to reserve con�guration after
CHO success. This enables the UE to access a pre-prepared candidate if needed, thereby
reducing signalling overhead. However, fast CHO may be unnecessary in 5G NTN due to
large satellite coverage and corresponding long reservation time. In [172], authors proposed
allowing the UE to request candidate gNBs to update RA resources, including preambles,
to adapt the CHO decouple time and achieve more robust CFRA in CHO. However, this
introduces extra signalling messages.

Other works focused on either BHO or CHO in NTN [72, 81, 118]. In [72], the authors
modeled the mega-satellite constellation and deduced that the rate of handovers signi�-
cantly increased with the number of satellites. In [81], the authors focused on a multi-
satellite provider scenario and proposed replacing the inter-satellite handover procedure
with an access token. Although this reduces inter-satellite communication, the massive
RA requests are expected to cause a signalling storm. Additionally, removing handovers
signi�cantly impacts session continuity and network resource management, which was not
addressed. In [118], the authors addressed handover delay and CBRA collisions in BHO,
proposing a deep reinforcement learning model for the source satellite to predict resources
on the target satellite. In this design, the UE does not send a measurement report. Instead,
the trained model in the satellite decides whether to perform handover and distribute re-
quests based on predicted resources on the target satellite. However, the scalability of
this method is not assessed in a large-scale deployment and the consequences of removing
measurement reports are not discussed.
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Most similar to our work, BHO or CHO was considered as an optimization problem with
di�erent objectives and solved using heuristics or reinforcement learning (RL) methods
in [173, 174, 175]. In [173], the authors proposed minimizing the number of handovers
while maintaining available communication channels in BHO using multi-agent RL. In this
approach, the UE, as an agent, needs to obtain global information from other UE agents to
decide handover actions. Their experiment, using only six UEs, showed a reduction in the
average number of handovers. As an incremental work, [174] built upon their approach,
focusing on channel balancing. However, a complete optimization formulation was not
provided, and dynamically obtaining other UEs' information along with the RL algorithm
is impractical for scalability. Also, the authors did not consider that it is the signalling
intensity, not the total number of handovers, that causes the signalling storm. In [175], the
authors considered path loss and aimed to maximize total throughput while maintaining
bandwidth capacity in CHO by proposing a two-stage target selection algorithm with
long-term considerations. Although their heuristic increases throughput, it only considers
individual UE optimization without accounting for all UEs, making it unclear how to
maintain capacity constraints. Due to their time slot of 70s-150s, they cannot consider
signalling intensity and real-time control.

Our work �lls the research gap of the non-existent comprehensive CHO formulation and
the non-existent study of CHO signalling intensity. In Chapter 4, we proposed a group
handover protocol for BHO to lower signalling intensity [2]. However, we observed that the
massive number of individual RA procedures could cause gNB performance degradation. In
this work, we use the decoupling feature of CHO and CFRA to avoid this issue. Although
this work focuses on optimizing individual CHO, we anticipate that group mobility could
further reduce signalling intensity in CHO [169], which we plan to explore in the future.

5.3 Mitigating Signalling Storm

In this section, we start by de�ning our problem and assumptions on CHO. Then, we
present a comprehensive mathematical model of CHO in 5G NTNs.

5.3.1 Problem

Given a set of UEsU = f u1; u2; :::g and a set of satellitesS = f s1; s2; :::g. We divide
the time to be a list of consecutive discrete time slotsT = f t1; t2; :::g. As time goes, the
relative locations among UEs and satellites will change due to mobility, and the serving
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relation will change following CHO. Thus, among alls 2 S in eacht 2 T , there will be a
maximum signalling count, representing the total number of signalling messages that some
s 2 S received at somet 2 T . We are aiming to minimize this number. In this way, we
minimize the signalling peak of the satellite constellation. In the context of CHO, we make
the assumptions and de�nitions considering real-world constraints and model simplicity as
follows:

1. The UE measures and reports all the possible satellites that could provide cellular
service in Phase1. Because the change of signal strength in 5G NTN is not as
signi�cant as in the TN scenario [75], we consider location-based handover triggering
such that the UE carrying constellation ephemeris, will trigger handover when the
distance between UE and the center of the satellite coverage exceeds a thresholdD.

2. The source satellite inPhase1will select a �xed number of candidates,Ncandidate .
3. We use CFRA to avoid RA failure. Thus, we follow 3GPP[169] to consider a timer-

based execution condition [169]. Because dedicated RA preambles and RA occasions
are limited resources [75], we letMAX access be the maximum access opportunities
of s 2 S in each t 2 T . In practice, the value is dependent on the con�guration of
satellites.

4. The condition prepared by the source satellite is de�ned as a combination of access
priorities and timer. The source will suggest the best target satellite and the UE
will access the satellite using the target satellite-de�ned timer. In practice, upon
access failure, the UE could use CBRA or follow [172] to perform a CFRA to other
candidates.

5. Signalling count in eacht 2 T will not introduce congestion delay. This helps us to
compare di�erent algorithms fairly. So,Phase1or Phase2should �nish within each
time slot t 2 T . And Phase1and Phase2for eachu 2 U cannot happen within the
same time slot. The decoupling time betweenPhase1and Phase2for eachu 2 U is
bounded by a prede�ned thresholdTdecouple. This helps to avoid situations where the
source satellite fails to provide services to the UE during the decoupling time due to
satellite mobility. Additionally, with longer decoupling times, the UE may request to
replace or remove the previous measurement report, leading to unnecessary signalling
between the source and candidate satellites [176]. Therefore, we assume no additional
recon�guration will occur within Tdecouple.

5.3.2 Mathematical formulation

We summarize the inputs and variables of our problem formulation in Table 5.1. For
inputs, let ct

u;s 2 f 0; 1g denote the location relation between the UEu and the coverage
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Table 5.1: Inputs and variables
Notation Meaning

u UE device
s satellite
t time slot

(INPUTS)
D distance threshold for location-based handover triggering
l tu;s l tu;s =1: u will trigger handover if connected to s at t
ct

u;s ct
u;s =1: u can be served by s at t without handover

MAX access maximum RA threshold
Tdecouple maximum decoupling time threshold
N candidate the number of candidates, including the target satellite

(DECISION VARIABLES)
m t

u;s m t
u;s =1: u is (implicitly) served by s at t

x t
u;s x t

u;s =1: s is the source satellite of u in Phase1 at t
ht

u;s ht
u;s =1: s is the target satellite of u in Phase1 at t

yt
u;s yt

u;s =1: s is the other candidate satellite of u in Phase1 at t
x̂ t

u;s x̂ t
u;s =1: s is the source satellite of u in Phase2 at t

ĥt
u;s ĥt

u;s =1: s is the target satellite of u in Phase2 at t
ŷt

u;s ŷt
u;s =1: s is the other candidate satellite of u in Phase2 at t

� t
u;s � t

u;s =1: s cannot be the other candidates of u in Phase1, and s can be the other candidates of u
in Phase2 (serves as a lock)

center of the satellites at time t, wherect
u;s = 1 if the distance is less than or equal toD,

and ct
u;s = 0 otherwise. Thus, ct

u;s = 1 implicitly shows u can be served bys at time t,
and ct

u;s = 0 otherwise. To simplify, we let l t
u;s 2 f 0; 1g denote if the handover triggering

condition of u from sources is satis�ed, i.e., l t
u;s = 1 if and only if ct

u;s = 1 and ct+1
u;s = 0.

When l t
u;s = 1, u and s should performPhase1if u is served bys.

For decision variables, we �rst de�ne mt
u;s 2 f 0; 1g to denote the actual or implicit

serving relationship betweenu and s. For instance, mt
u;s = 1 could represent an actual

serving relationship whenu is being served bys at t before and duringPhase1, or an
implicit serving relationship after s is selected to be the target satellite ofu in Phase1
but t is within Tdecouple, and mt

u;s = 0 otherwise. mt
u;s follows the property in (5.1). For

simplicity, we do not consider dual connectivity and assume that across alls at any givent,
there is only one actual/implicit serving satellite. Constraint (5.2) ensuresu must always,
actually or implicitly, be served by a satellite with distance to the coverage center smaller
or equal to D. X

s02S

mt
u;s0 = 1; 8u 2 U; t 2 T (5.1)

mt
u;s � ct

u;s ; 8u 2 U; t 2 T ; s 2 S (5.2)

Phase1: Let ht
u;s 2 f 0; 1g denote the implicit handover action ofu to s, whereht

u;s = 1 if s,
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as target satellite, will be the next serving satellite ofu, and ht
u;s = 0 otherwise. We de�ne

(5.3) to ensure that u can implicitly handover to only one target satellite or not perform
implicit handover at t. Let x t

u;s 2 f 0; 1g denote handover action ofu from s, wherex t
u;s = 1

if s is the source satellite, andx t
u;s = 0 otherwise. Constraint (5.4) ensures that implicit

handover to the target satellite happens at the same time whenu sends a measurement
report to the source satellite. We can see thatht

u;s = 1 only if ct
u;s = 1, as denoted in (5.5).

X

s02S

ht
u;s0 � 1; 8u 2 U; t 2 T (5.3)

X

s02S

ht
u;s0 =

X

s02S

x t
u;s0; 8u 2 U; t 2 T (5.4)

ht
u;s � ct

u;s ; 8u 2 U; t 2 T ; s 2 S (5.5)

Also, the handover will change the actual/implicit serving satellite. Constraint (5.6) cap-
tures that, at t, if no handover happened att � 1 (i.e., (

P
s02S ht � 1

u;s0) = 0), the serving
relation will not change. Otherwise, the serving satellite should switch.

mt
u;s = (

X

s02S

ht � 1
u;s0) � ht � 1

u;s

+ (1 �
X

s02S

ht � 1
u;s0) � mt � 1

u;s ; 8u 2 U; t 2 T ; 8s 2 S
(5.6)

We let yt
u;s 2 f 0; 1g denote the candidates selection other than the target satellite,

where yt
u;s = 1 when the source satellite selectss as candidate during the handover ofu,

yt
u;s = 0 otherwise. Constraints (5.7) and (5.8) ensure that the selected candidate cannot

be source satellite and target satellite.

yt
u;s + ht

u;s � 1; 8u 2 U; t 2 T ; s 2 S (5.7)

yt
u;s + x t

u;s � 1; 8u 2 U; t 2 T ; s 2 S (5.8)

In turn, (5.9) ensures that the number of selected candidates matches the pre-de�ned
candidate number. Moreover, it restricts candidate selection to only take place during
handover. As denoted in (5.10),yt

u;s = 1 only if ct
u;s = 1.

X

s02S

yt
u;s0 = ( Ncandidates � 1)

X

s02S

ht
u;s0; 8u 2 U; t 2 T (5.9)

yt
u;s � ct

u;s ; 8u 2 U; t 2 T ; s 2 S (5.10)
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Phase2: One challenge of modelling the conditional handover is to maintain the satellite
roles betweenPhase1and Phase2across time. We de�ne ^x t

u;s 2 f 0; 1g; ŷt
u;s 2 f 0; 1g; ĥt

u;s 2
f 0; 1g to denote the satellite roles inPhase2, which correspond to their roles inPhase1.
We �rst discuss the case for target satellite. We let̂ht

u;s = 1 when s is the target satellite
in Phase2to which u performs random access, and̂ht

u;s = 0 otherwise. In our model, the
target satellite will eventually be the next serving satellite and continue to serve UE until
l t
u;s = 1. Therefore, any UEu can selects as target satellite only once inPhase1throughout

the simulation time. We also ensure thatu random access the same target satellite only
once during the simulation time, which is enforced in (5.11). Obviously,̂ht

u;s = 1 only if
ct

u;s = 1, as denoted in (5.12). To ensure thatu cannot accesss while performing handover
from s, we de�ne (5.13).

X

t02T

ĥt0

u;s =
X

t02T

ht0

u;s ; 8u 2 U; s 2 S (5.11)

ĥt
u;s � ct

u;s ; 8u 2 U; t 2 T ; s 2 S (5.12)

ĥt
u;s + x t

u;s � 1; 8u 2 U; t 2 T ; s 2 S (5.13)

We also need to ensure that the di�erence between the selection time inPhase1and
the accessing time inPhase2is within Tdecouple. We take advantage of the fact thats can
be selected and accessed byu only once to simplify the model. In (5.14), the access time
cannot be the same as the selection time, while (5.15) ensures that the access follows the
selection whens was selected byu as target satellite at some time. Ifs was not ever
selected byu as target satellite, then the di�erence is 0.

ĥt
u;s + ht

u;s � 1; 8u 2 U; t 2 T ; s 2 S (5.14)

0 �
X

t02T

(t0 � ĥt0

u;s) �
X

t02T

(t0 � ht0

u;s) � Tdecouple; 8u 2 U; s 2 S (5.15)

Because the random access preambles are limited, we de�neMAX access as the maximum
random access that a satellite can allow at any time. Constraint (5.16) enforces this
property. X

u02U

ĥt
u0;s � MAX access; 8t 2 T ; s 2 S (5.16)

Next, we discuss the source satellite inPhase2. Becauses can be source satellite tou
only once inPhase1and Phase2, the modeling is similar. Following (5.11) and (5.15), we
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de�ne (5.17) and (5.18).
X

t02T

x̂ t0

u;s =
X

t02T

x t0

u;s ; 8u 2 U; s 2 S (5.17)

0 �
X

t02T

(t0 � x̂ t0

u;s) �
X

t02T

(t0 � x t0

u;s) � Tdecouple; 8u 2 U; s 2 S (5.18)

It is also important to ensure time consistency inPhase2. We de�ne constraint (5.19) to
ensure this property. X

s02S

x̂ t
u;s0 =

X

s02S

ĥt
u;s0; 8u 2 U; t 2 T (5.19)

Lastly, we must maintain the role for candidates. This is especially challenging because
u may be related to the same candidate multiple times throughout the simulation time.
So, the modeling methodology for the source and target satellites does not fully apply. As
a result, we had to increase the model complexity. First, we ensure the time consistency
and correct number of candidates using (5.20).

X

s02S

ŷt
u;s0 = ( Ncandidates � 1)

X

s02S

ĥt
u;s0; 8u 2 U; t 2 T (5.20)

Also, although s can be a candidate satellite ofu multiple times, the number of timess is
a candidate ofu in Phase1should match in Phase2, which is enforced in (5.21).

X

t02T

ŷt0

u;s =
X

t02T

yt0

u;s ; 8u 2 U; s 2 S (5.21)

To ensure the ordering correctness, we utilize an ancillary binary variable� t
u;s = f 0; 1g,

which acts as a lock. When� t
u;s = 1, s cannot be a candidate ofu in Phase1, but can be

a candidate ofu in Phase2, and � t
u;s = 0 otherwise. This functionality is enforced using

constraints (5.22) and (5.23).

yt
u;s � (1 � � t

u;s); 8u 2 U; t 2 T ; s 2 S (5.22)

ŷt
u;s � � t

u;s ; 8u 2 U; t 2 T ; s 2 S (5.23)

To make the lock behave as expected we introduce (5.24), where� t
u;s switches to 0 at t

when s is a candidate ofu in Phase2at t � 1, and � t
u;s switches to and continue to be 1

when s is a candidate ofu in Phase1at t � 1. Moreover, (5.25) is necessary to ensure
Phase2will always happen afterPhase1.

� t
u;s = (1 � ŷt � 1

u;s )( � t � 1
u;s + yt � 1

u;s ); 8u 2 U; t 2 T ; s 2 S (5.24)
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� t=0
u;s = 0; 8u 2 U; s 2 S (5.25)

Combining constraints (5.1)-(5.25), a feasible solution whose logic follows CHO and
our assumptions is guaranteed. As our objective is to avoid signalling peak, we minimize
the total signalling received by each satellite at each time slot, as shown in (5.26). The
coe�cient before each decision variable is based on the received signalling count in Fig. 5.1.

min
m;y;h; x̂; ŷ;ĥ;�

max
X

u02U

((2 + Ncandidates )x t
u0;s + yt

u0;s

+ ht
u0;s + 2x̂ t

u0;s + ŷt
u0;s + 3ĥt

u0;s); 8t 2 T ; s 2 S
(5.26)

The formulated mixed integer programming problem has a large number of variables,
corresponding to the number of UEs, the number of satellites, and the number of time slots,
i.e., in the order of (jUj � jSj � jT j ). Indeed, the problem grows as the order increases,
which can lead to intractable solving times, even for small-scale scenarios. We observe
that in most of the time slots, however, the handover will not happen because UE is
being continuously served by one satellite and no decisions are required. Therefore, we can
remove those time slots to reduce the number of variables.

We also took advantage of the fact that one UE can be served by one satellite only once.
This means the handover decisions inPhase1can only be made whenl t

u;s = 1, and there
is only one time slot for any (u; s) pair across all time slots that hasl t

u;s = 1. Thus, we can
remove thoset where

P
s l t

u;s = 0 for any u. This further reduces the number of variables to
the order of (jUj � jSj 2). Considering the decoupling time forPhase1and Phase2, we could
extend each of those �ltered time slots toTdecouple time slots to allow Phase2decisions.
Overall, this reduces the number of variable to the order of (jUj � jSj 2 � Tdecouple), which
is independent of the number of simulation time slots.

5.4 Load-aware Conditional Handover

5.4.1 Overview

Due to the formulation complexity, requirement of a centralized entity and the dynamic
nature of 5G NTN, it is di�cult to leverage an optimization solver at scale. Thus, we
propose a load-aware conditional handover protocol (LCH), which utilizes the frequent
communications among satellites to allow each satellite to swiftly gain awareness of the
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constellation load in a decentralized manner. Without extra signalling, satellites can make
intelligent decisions to avoid signalling peaks.

In LCH, we �rst allow each satellite to locally keep a record of future signalling count
of each time slot for itself. This record should be long enough to predict UE's handover
time. More speci�cally, each satellite maintains two records namelymyLoad.actualLoad
and myLoad.potentialLoad . The actual load represents the signalling load that satellites
are sure to incur. For example, when UE is being served by the source satellite, then
the source satellite knows that the handover must happen at some point. The potential
load represents the signalling load that satellites anticipate to happen. For example, the
candidate prepared the timer condition but is unsure if the UE will access it, as the decision
is made by the source satellite.

Next, we de�ne a time window Twindow . For any signalling call among satellites, the
sender should send the actual load and potential load withinTwindow . Thus, each satellite
maintains a load storage mapping,storedLoads , and the stored load should be frequently
updated when receiving the latest load from other satellites. Note that this window could
not be long because predicted load far in the future could be more inaccurate. Also,
these loads will be frequently updated and will be used to help real-time decisions. With
shorterTwindow , the inter-satellite link bandwidth and computing resources should be saved.
However, we expectTwindow to be greater than or equal toTdecouple. When the source
satellite sends anHandover Request to the candidate, we allow the source satellite to
share all candidates' identities and their loads instoredLoads to help decide the timer,
although the stored loads may not be the latest. Thus, one must identify the latest load
information. Consider that s1 and s2 are selected by boths3 and s4 as candidate satellites.
Here, s1 will receive the load ofs2 from both s3 and s4. Then, s1 must identify and keep
track of the latest load of s2. This could be done through a timestamp. In our discrete
time slot setting, we de�ne apriority variable, which is set to 0 at the beginning of the
time slot. When satellites update theirmyLoad.actualLoad and myLoad.potentialLoad ,
the priority increments. Usingpriority , satellites can keep track of the latest loads
of other satellites. Next, we will describe our heuristic algorithms for three decisions in
Fig. 5.1, Select Candidates , Prepare configuration , and Prepare condition . Load
management is also included for illustration.

5.4.2 Select candidates

During candidate selection, the current loads of all satellites are important and we want the
source satellite to avoid sendingHandover Requestto candidates that are already experi-
encing high signalling load. Thus, the source should chooseNcandidates from reportedSatellites
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Algorithm 6 Select Candidates (SOURCE)
Input: reportedSatellites, storedLoads, �

1: allSatCurrentLoads = []
2: for s in reportedSatellites do
3: sActualLoad : Find current actual load in storedLoads[s].
4: sPotentialLoad : Find current potential load in storedLoads[s].
5: sLoad = sActualLoad + � � sPotentialLoad
6: allSatCurrentLoads:append(sLoad)
7: end for
8: candidates : Find Ncandidate satellites with smallest current signalling based on

allSatCurrentLoads . For those with the same load, perform random selections.
9: candidateLoads= []

10: for s in candidate do
11: Increment cActualLoad[s] by 1 at current time.
12: cActualLoad : Find future actual load in storedLoads[s].
13: cPotentialLoad : Find future potential load in storedLoads[s].
14: candidateLoads:append(cActualLoad; cPotentialLoad)
15: end for
16: SEND CANDIDATE: candidates, candidatesLoads

in the UE's Measurement Report, who currently have the lowest signalling load. How-
ever, the source may use the same load information of other satellites to perform multiple
rounds of candidate selection. This is also an important factor to consider in practice
when source satellite has not yet receivedHandover Request ACK. Thus, satellites should
locally update other candidates' loads. The source satellite should update the loads when
candidates sendHandover Requestor Handover Cancel, as these two messages cannot be
predicted. Also, we assign a weight parameter� to potentialLoad because those pre-
dicted signalling may not eventually happen. The algorithm complexity is bounded by
O(reportedSatellite.length ), and details are in Alg. 6.

5.4.3 Prepare con�guration

Using timer-based condition, the candidate satellite should prepare available RA preambles
and ensure the UE will access at the prepared time slot. When the UE accesses the target
satellite, the other candidates will be informed withHandover Cancel, thus, the access
time slot should be carefully chosen to avoid a signalling peak. Because each candidate
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Algorithm 7 Prepare Con�guration (CANDIDATE)
Input: storedLoads, � , � , 
 myLoad , t l , candidates, candidateLoads

1: MaxLoads = []
2: for t in Tdecouple do
3: tLoad = []
4: myActualLoad : Find actual load in myLoad at t.
5: myPotentialLoad : Find potential load in myLoad at t.
6: tLoad:append(myActualLoad + � � myPotentialLoad)
7: for s in candidates do
8: sActualLoad : Find actual load in storedLoads[s] at t.
9: sPotentialLoad : Find potential load in storedLoads[s] at t.

10: tLoad:append(sActualLoad + � � sPotentialLoad)
11: end for
12: tMaxLoad : Find max value in tLoad.
13: MaxLoads:append(tMaxLoad )
14: end for
15: availableSlots: Find time slots with available RA preambles.
16: N = 
 � len(availableSlots)
17: bestSlots: Based onavailableSlots, MaxLoads, selectN best slots.
18: weights = [( bestSlots:length)� ; (bestSlots:length� 1)� ; :::]
19: bestSlot: Based onweights and bestSlots, perform random selection.
20: myLoad:potentialLoad[t l ]+ = 2 + Ncandidate

21: myLoad:potentialLoad[bestSlot]+ = 3
22: Increment other candidates'storedLoads:potentialLoad[bestSlot] by 1.
23: fActualLoad = myLoad:actualLoad[t l ]
24: fPotentialLoad = myLoad:potentialLoad[t l ]
25: futureLoad = ( fActualLoad; fPotentialLoad )
26: SEND SOURCE bestSlot, futureLoad

is aware of the loads of other candidates, it can compute the maximum signalling count
of each time slot within Tdecouple across all candidates. Then, the candidate �nds all the
available slots that have available dedicated preambles. Finally, the candidate randomly
selects a slot fromN available slots that have the lowest maximum signalling count. Let

 = N=availableSlots.length , where
 is a percentage.

Because smaller decouple time will result in shorter resource reservation, we could adopt
weighted random sampling to allow the satellite to pick a smaller timer. The corresponding
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Algorithm 8 Prepare Condition (SOURCE)
Input: futureLoad , bestSlot, � , candidates, myLoad

1: Compute aggregated future load for each candidate followingfutureLoad:fActualLoad
+ � � futureLoad:fPotentialLoad .

2: target : Pick the candidate with minimum aggregated future load.
3: bestSlot: Find the corresponding timer.
4: myLoad:actualLoad[bestSlot]+ = 2
5: SEND UE target, bestSlot

decay factor is de�ned as� . The local load management for the candidate should follow a
hypothesis that the UE will eventually access it. Finally, the candidate satellite should be
able to predict the time slot t l when the UE will require handover based on the mobility of
the satellite and UE. The UE can also reportt l in the Measurement Report. Therefore, the
candidate should also attach the predicted load att l in Handover Request ACKsignalling.
The complexity of this algorithm (c.f., Alg. 7) is bounded byO(Ncandidate Twindow ).

5.4.4 Prepare condition

During the condition preparation, the source satellite should suggest the UE to access the
candidate to which the UE can connect in order to avoid the occurrence of a signalling
storm. The source satellite could decide a more adequate target satellite by choosing
the candidate with the lowest predicted signalling load (i.e.,futureLoad ). Through this
procedure, the source satellite can prevent any future target satellite from having the need
to handle massive amounts of UEs attempting to simultaneously perform handover. The
algorithm complexity is bounded byO(Ncandidate ), and the details are shown in Alg. 8.
Overall, LCH has a linear complexity, which shows the potential to be applied in practice.

5.5 Performance Evaluation

5.5.1 Experiment setup

To evaluate the performance of LCH, we implemented a discrete-event simulator based on
Simpy, which is capable of performing large-scale simulations. We also implemented our
formulation using Gurobi solver to derive the optimal solution. The simulation time step is
10ms. As shown in Fig. 5.3(A), we deployed six trajectories, each in groups of two, with
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the same moving direction and altitude. Within one trajectory, the inter-satellite distance
is 250km, and the circle, which has a diameter of 400km, represents the coverage when
the UE does not require handover (i.e.,D = 200km). Within one trajectory group, the
inter-trajectory distance is 200km. The brown, blue, and red trajectory groups, moving at
angles of 45� up right, 45� bottom right, and 0� respectively, have speeds of approximately
7.3km=s at altitudes of 1,100km, 7.5km=s at 700km, and 7.7km=s at 300km, respectively.
For LCH, we set � = 1, � = 0 and 
 = 0:2.

Figure 5.3: Experiment scenarios

We compare LCH with combinations of di�erent options ofSelect Candidates , Prepare
Configuration , Prepare Condition as CHO benchmarks, shown in Table-5.2. OPT in-
dicates the optimal solution from the solver. LCH corresponds to our heuristic algorithm.
A through K are simple heuristic algorithms for selecting candidate, preparing con�gura-
tion and preparing condition. Randomrepresents random selection.Longest in Select
Candidate represents that the source selects the candidates with longest serving time.
Longest in Prepare Condition represents that the source suggests the target satellite
with the longest serving time. Earliest in Prepare Configuration represents the can-
didate will prepare the earliest access slot.Earliest in Prepare Condition represents
that the source selects the target satellite with the earliest access slot. Next, we evaluate
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Table 5.2: Algorithms notations
Label Select Candidates Prepare Con�guration Prepare Condition

OPT solver solver solver
LCH LCH LCH LCH

A Random Random Random
B Random Random Earliest
C Random Random Longest
D Random Earliest Random
E Random Earliest Earliest
F Random Earliest Longest
G Longest Random Random
H Longest Random Earliest
I Longest Random Longest
J Longest Earliest Random
K Longest Earliest Earliest
L Longest Earliest Longest

LCH in small- and large-scale scenarios, and analyze the trade-o�s among reservation time,
serving time, and load balancing.

5.5.2 Experiment results

For the small-scale scenario, we deployed two rectangular grids, each with a length of
1km, located at coordinates (0km, 0km) and (30km, -30km), as shown in Fig. 5.3(B).
Each grid contains approximately 100 randomly distributed static UEs. We setTdecouple =
Twindow = 20, MAX access = 2, and Ncandidate = 3. The simulation time is 100 seconds,
equivalent to 10,000 time slots. In this experiment, we use the Gurobi solver to derive the
optimal solution, and our simulator leverages the initial UE assignment from the optimal
solution, and run LCH and benchmarks. We measure the maximum signalling count across
all satellites and all time slots. Fig. 5.4(A) shows that our heuristic outperforms all the
benchmarks, but there is room for further optimization.

For the large-scale scenario, we deployed �ve rectangular grids, each with a length
of 10km, located at coordinates (0km, 0km), (30km, 30km), (30km, -30km), (-30km,
30km), and (-30km, -30km), as shown in Fig. 5.3(C). Each grid contains approximately
10,000 randomly distributed static UEs. This scenario is similar to a remote factories
setting. We set Tdecouple = Twindow = 100, MAX access = 56, and Ncandidate = 3. The
simulation time is 200 seconds, equivalent to 20,000 time slots. Due to the complexity of
the formulation, we are unable to use the solver to derive the optimal solution for this
scenario. In this experiment, we will use a random initial assignment and ignore the result
of the �rst 50 seconds to remove the impact of a bad initial assignment. Fig. 5.4(B) shows
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