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Abstract

Internet of Things (1oT) is becoming more integrated in our daily life with the increasing
number of embedded electronic devices interacting together. These electronic devices are
often controlled by a Micro-Controller Unit (MCU). As an example, it is estimated that
today's well-equipped automobile uses more than 50 MCUs. Some MCUs contain cryp-
tographic co-processors to enhance the security of the exchanged and stored data with a
common belief that the data is secured and safe. However many MCUs have been shown
to be vulnerable to Fault Injection (FI) attacks. These attacks can reveal shared secrets,
rmware, and other con dential information. In addition, this extracted information ob-
tained by attacks can lead to identi cation of new vulnerabilities which may scale to attacks

on many devices. In general, FIl on MCUs corrupt data or corrupt instructions. Although

it is assumed that only authorized personnel with access to cryptographic secrets will gain
access to con dential information in MCUSs, attackers in specialized labs nowadays may
have access to high-tech equipment which could be used to attack these MCUs. Laser Fault
Injection (LFI) is gaining more of a reputation for its ability to inject local faults rather
than global ones due to its precision, thus providing a greater risk of breaking security in
many devices.

Although publications have generally discussed the topic of security of MCUs, attack
techniques are diverse and published LFI provides few and super cial details about the
used experimental setup and methodology. Furthermore, limited research has examined
the combination of both LFI and Photo-Emission Microscopy (PEM), direct modi cation
of instructions using the LFI, control of embedded processor resets using LFI, and counter-
measures which simultaneously thwart other aspects including decapsulation and reverse
engineering (RE).

This thesis contributes to the study of the MCUS' security by analyzing their suscep-
tibility to LFI attacks and PEM. The proposed research aims to build a LFI bench from
scratch allowing maximum control of laser parameters. In addition, a methodology for
analysis of the Device Under Attack (DUA) in preparation for LFI is proposed, including
frontside/backside decapsulation methods, and visualization of the structure of the DUA.
Analysis of attack viability of di erent targets on the DUA, including One-Time Pro-
grammable (OTP) memory, Flash memory and Static Random Access Memory (SRAM)
was performed. A realistic attack of a cryptographic algorithm, such as Advanced Encryp-
tion Standard (AES) using LFI was conducted. On the other hand, countermeasures to the
proposed attack techniques, including decapsulation/RE, LFI and PEM, were discussed.
This dissertation provides a summary for the necessary background and experimental setup
to study the possibility of LFI and PEM in di erent DUAs of two di erent technologies,
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speci cally PIC16F687 and ARM Cortex-M0O LPC1114FN28102. Attacks performed on
on-chip peripherals such as Universal Asynchronous Receiver/Transmitter (UART) and
debug circuity reveal new vulnerabilities. This research is important for understanding
attacks in order to design countermeasures for securing future hardware.
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Chapter 1

Introduction

The wide integration of embedded devices into almost every aspect in our lives is forc-
ing manufacturers of these devices to design secure products. Contactless credit cards,
e-passports, automobiles, etc., are just few examples of the everyday \ things" that have
embedded electronics built inside. Ensuring the security of such devices is of crucial im-
portance, especially with di erent types of known popular attacks which can exploit any
ignored security gaps to conduct a security breach. For example, various security threats
and protection mechanisms in the automotive industry are mentioned in [15]. The imple-
mentation of cryptographic algorithms could be attacked on known side channels [16], for
example analyzing the device's power which unintentionally leaks secret information dur-
ing the execution of the security algorithm. Injecting faults in electronic circuits through
Electro-Magnetic (EM) waves or laser for example as in [17] and [18] may also leak secret
information and thus demands higher levels of physical security. Also, reverse engineering
(RE) [19], which is de ned as the processes of extracting knowledge or design informa-
tion from anything man-made and reproducing it or reproducing anything based on the
extracted information, is a known methodology in de-assembling electronic circuits. For
example, RE may leak details on contents of secure memories or security implementations.

It's worth noting that it's highly likely any embedded system may be reverse engineered
with variation in the time consumed, expenses incurred and expertise required to do so.
The security measures taken while designing each system determine the costs required
for RE that system. Also, advancement in technology leading to reduced size of on-chip
transistors and increased device complexity are challenges facing RE. Di erent classi -
cations have been proposed for the types of the RE processes that can be followed [20].
Some classi cations are based on the chip type; for example, as shown in Figure 1.1,
Application-Speci ¢ Integrated Circuits (ASICs) and custom Integrated Circuits (ICs) re-
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quire structural RE, smart cards and MCUs need both structural and program-code RE
while structural and bit-stream RE are used to deal with complex programmable logic
devices (CPLDs) and FPGAs. Structural RE [20] means extracting all the information
about the internal structure of a chip such as locations of transistors and interconnections
in-between. This process is very tedious, time-consuming and requires a certain level of ex-
perience. Program-code RE targets retrieving the memory contents to understand how the
device works. Bit-stream RE is based on converting the acquired bit-stream to logic gates
and equations that describe the functionality. Companies lik§echinsights [21] provide
structural RE, while Bottomline Technologies [22] provides bit-stream RE.

Figure 1.1: RE based on chip type.

RE is becoming a niche area for business since it can be used as a very strong aiding
factor to reduce time-to-market because RE basically serves as a method to understand
the function of a certain system and provides the ability to replicate a similar or better
one.

1.1 Motivation

Many modern electronic devices such as computers, cell phones, smart cards and Electronic
Control Units (ECUs) in automobiles have sensitive information stored inside which may
need to be communicated securely. That need makes security a serious design concern for
those devices. A lot of advancement in the eld of encryption has been made. On the other
hand, con dential information which can be encrypted securely using software algorithms
could be easily bypassed through hardware attacks, for example like bit or row hammering
[23, 24]. Physical access to the chip under attack increases the probability of breaking
the security of an embedded system instead of trying to hack the chip remotely. Side
channel analysis through EM emanations and power measurements could reveal important
information about cryptographic activities inside the DUA. EM fault injection is another
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technique used to introduce global faults inside the DUA. Also, voltage variations and clock
glitching could alter the normal behavior of the running DUA and lead to unauthorized
access to con dential data.

During the beginning of this century, LFI was introduced as an accurate method for
injecting local faults inside the DUA. Being more precise in injecting faults increases the
ability of extracting secret data from inside the DUA. LFI requires the attacker to have
access to the frontside and/or the backside of the chip. So LFI needs the packaged chip
to become decapsulated. Mechanical milling, drilling, polishing and chemical etching are
possible ways to have a decapsulated chip. The process of decapsulating the chip from
the frontside/backside then identifying di erent structures under a microscope is called
structural RE. Full RE by removing one layer after the other using suitable chemicals and
imaging each layer before removal isn't needed when LFI will be used to introduce faults
in the DUA. Large structures like SRAM and ash EEPROM (memories in general) are
easily identi able once you put the DUA under a microscope unit. LFI could then be used
in theory to target bytes down to a single bit depending on di erent parameters such as
the laser beam spot size, energy and duration of exposure of the DUA to the laser.

1.2 Objectives

This thesis has objectives that range from IC preparation, through to laser fault injection
equipment setup and to laser fault injection analysis. The objective of analyzing the laser
fault injection results is to better understand how to design countermeasures and thus cre-
ate more secure embedded systems. This thesis aims to reveal the details of building a low
cost LFI setup as well as a low cost methodology for both frontside/backside decapsulation.
Also, this research analyzes various LFI attacks on two DUAs with di erent technology
nodes, processor cores and design complexities. Combining static PEM emissions with LFI
to provide ne tuning of faulty instructions in addition to reverse engineering the target
clock cycle for successful LFI is another goal of this study; thus having a more controlled
instruction replacement environment. This thesis intends to provide a practical setup to
monitor the active laser pulse and laser induced current. This research tries to investigate
real-life attacks such as an attack on AES encryption algorithm to reveal the secret key,
attacking peripherals such as UART to inject faults in data sent o chip or disabling the
code copy protection.



1.3 Thesis Overview

The remainder of this thesis is organized as follows:

Chapter 2 presents an introduction to the theory behind the laser operation and how
it can be used to inject faults in ICs.

Chapter 3 o ers a review for the published literature with respect to the conducted
attacks, proposed countermeasures, equipment, targeted devices and the followed method-
ology starting from sample preparation for FI to successful FI.

Chapter 4 describes the proposed research methodology and the assembled setup for
both LFI and PEM. Also this chapter demonstrates the custom-designed circuitry for
triggering the LFI for ARM Cortex-M0O LPC1114FN28102 and gives a brief overview of
the DUAs attacked during this research.

Chapter 5 lists the results achieved through applying the proposed methodology at dif-
ferent stages of the LFI process on the embedded MCU PIC16F687. Di erent attacks were
conducted on PIC16F687 such as instruction skip/replacement, skipping con guration bits
programming and retrieving the AES-128 key. In addition, PEM analysis was performed
to read out the decoded instructions coming out of the ash memory.

Chapter 6 capitalizes on the knowledge acquired from attacking the PIC1F687 and ap-
plies it on a more complex MCU which is the ARM Cortex-M0O LPC1114FN28102. Struc-
tures other than memories were identi ed such as UART and debug circuitry. Instruction
manipulation was also investigated.

Chapter 7 summarizes what has been achieved, lists the contributions to the state-of-
the-art research, points out the limitations the assembled LFI and PEM setups. Possible
future directions and ideas are proposed.



Chapter 2

Background

Let's begin by di erentiating between a defect, fault and error. A defect is usually caused
during the manufacturing process or through aging (i.e. physical) while a fault is caused
through electrical manifestation. Therefore, an error could be de ned as the manifestation
of a fault [25, 26]. In the following section, a brief overview of di erent classes of fault
injection attacks is given, then the sections to follow will focus on LFI.

2.1 Types of Attacks

Attacks can be categorized with respect to di erent metrics. According to [27], attacks
could be classied into three main categories described next, specically non-invasive,
invasive, and semi-invasive.

2.1.1 Non-invasive

In these types of attacks the package of the chip is left unaltered and the chip is attacked
while in operation. Examples of such types of attacks are mentioned below:

~ Voltage glitching:

Under-voltage and over-voltage attacks can disable or bypass protection circuits or
even force incorrect execution of instructions by a processor. Therefore, some security
processors have detection mechanisms for voltage variations.
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~ Clock glitching:

Circuits that detect variation in voltage usually can't react to fast transients, so clock
transients can be used to a ect the decode and execution stages in some processors.

Side channel analysis:

Power, EM, or other measurements and analysis can lead to detecting di erent ac-
tivities performed by a processor and hence attacking the target processor at speci c
locations during those activities. For example, SRAM write operations often generate
strong signals when changing a single bit from "0' to "1' or vice versa.

Test interface:

Some MCUs and smart cards have a factory-test interface that provides access to
on-chip memory and allows the manufacturer to test those devices. Normally, in-
formation on those test circuits is kept secret by the manufacturer, but the attacker
can exploit di erent voltage levels to put the chip into test mode. Such circuits are
usually destroyed in smart cards by the manufacturer after testing and before ship-
ping the chips. Attacks, which exploit the testing interface in MCUs, usually have
to bypass some sort of authentication in order to allow downloading from internal
memory for example.

2.1.2 Invasive

These types of attacks start with the removal of the chip package. Once the die is exposed,
direct contact or interface to circuit are possible. Also, altering the circuit directly through
bulk silicon or metallization layers are other options. Examples of such types of attacks
are mentioned below:

" Microprobing:

Microprobing is a very important tool in both failure analysis and RE of chips [27].
Smaller feature size, multi-level metallization and polysilicon make microprobing
more challenging. To establish probe contact, laser-cutting system and Focused lon
Beam (FIB) workstation are used for less sophisticated technology nodes and more
sophisticated technologies less than®m , respectively. A laser cutting system can
be used to make precise cuts in the passivation layer for the sake of microprob-
ing without short circuits. After establishing probe contact via the removal of the
passivation layer, microprobing can be used for system-level functional analysis to
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understand the operation through injecting stimulus and observing reactions. More-
over, microprobing can be used for eavesdropping on on-chip signals and extraction
of secret keys and memory contents. In [28], a technique is proposed to maintain the
keys in the execution unit instead of a memory element to resist probing attacks of
internal bus and memory locations. In addition, the vibrations of the probing needle
can be used to remove the passivation layer for old technology nodes. A proper setup
for a microprobing station will have a stable stage to hold a microscope (with 3 to
4 objective lens if it's optical), a device test socket connected to a computer, micro-
manipulators (basically micro-positioners with sub-micron resolution steps), and 6
to 8 probe tips which may be active for probing unbu ered internal signals or passive
for eavesdropping, injecting signals and probing bu ered signals.

Short-circuiting or opening wires in metalization

In the range ofnm=m , modifying a chip is often referred as performing an IC mi-
crosurgery. It's usually done after gaining some knowledge about the chip to know
the right point for attacking. The tools used for chip modi cation are microprobe tip
for less sophisticated attacks and larger technology nodes, FIB workstation for more
sophisticated attacks, or laser-cutting. A microsurgery might be performed to mod-
ify, bypass or disable hardware locks either by cutting internal wires or completely
destroying the module. For example, FIB can be used for establishing probe contact
through probe (or test) point creation, imaging (down to Him resolution [28]), re-
pairing and milling holes. In the laser-cutting system, the Near Ultraviolet (NUV)
can be used to remove the passivation layer then green laser to cut the metal wires
and NIR to cut through the top metal layer to access wires in the second metal layer.

2.1.3 Semi-invasive

These types of attacks need to have direct access to the silicon die and the ability to
accurately target individual circuits so the chip package is removed. However, the circuit
remains una ected. The passivation layer remains the same, so the expensive microprobing
tools aren't used. Examples of such types of attacks are mentioned below:

A

N

Ultraviolet (UV) light can be used to disable security fuses in EEPROM or clear
con guration bits in MCUs. Modern MCUs are less susceptible to this attack as
they are designed with the UV attack in mind.

Advanced frontside and backside imaging techniques such as laser scanning, IR and
thermo-imaging can be considered as semi-invasive attacks.

7



~ A powerful and accurate focused light spot is a simple method to induce alterations
in the behavior of one or more logic gates of a circuit. For obtaining an accurately
focused light beam from a camera ash, the use of a precision microscope is required.
Otherwise, the use of low-quality lenses results in the di raction of the light beam [18].
In [27,29], successful targeting of the SRAM cells using this method was reported.
The attack caused a bit- ip on the targeted SRAM cell of a MCU. In [30], by using
a microscope, a modi ed camera ash and a computer, an e ective attack against a
cryptographic algorithm on an 8-bit smart card is reported. The attack was done on
a decapsulated MCU running an embedded AES algorithm. Furthermore, the width
of the gate dielectric in current fabrication technologies is more than 10 times smaller
than the shortest wavelength of visible light. So, theoretically, it is no longer possible
to hit a single SRAM cell on an up-to-date circuit with current etching technology.

LFI in a decapsulated chip is another way to generate faults. Using a laser beam
allows an opponent to target more precisely a small circuit area. It can be considered
to be the most straightforward re nement of the previous technique [18]. The fault
model is also similar to the previous one with more feasibility of creating faults and
reproducibility.

Compared to non-invasive attacks, semi-invasive attacks are harder to implement as
they require decapsulation of the chip. However, signi cantly less expensive equipment is
needed than for invasive attacks. Semi-invasive attacks can be performed in a reasonably
short period of time. Also they are scalable to a certain extent, and the skills and knowledge
required to perform them can be easily and quickly acquired. Some of these attacks, such as
an exhaustive search for a security fuse, can be automated. If compared to invasive attacks,
the semi-invasive ones do not normally require precise positioning for success because they
are normally applied to a whole transistor or even a group of transistors rather than
to a single wire inside the chip. Other taxonomies of attacks and their corresponding
countermeasures are presented in [31].

Section 2.2 will brie y discuss some laser-relevant de nitions in optics and the theory
behind the practical usage of lasers in injecting faults in ICs [32].

2.2 Laser Theory and Operation

Laser (Light Ampli cation by Stimulated Emission of Radiation) is a stimulated-emission
EM radiation in the visible or the invisible domain. Laser is monochromatic, unidirectional,



coherent and arti cial (i.e. laser does not spontaneously exist in nature). Laser can be
generated as a beam of very small diameter (a fem ). The beam can pass through
various material obstacles before impacting a target during a very short duration.

A laser light can be produced in di erent wavelengths such as UV (100 400hm),
visible colors (400 700hm) and NIR (700 14001m) and IR domains (140@Gm  1mm).

2.2.1 Laser beams - Gaussian TEM

The Transverse Electric and Magnetic (TEM) mode means that both the electric eld
and the magnetic eld (which are always perpendicular to one another in free space) are
transverse (or perpendicular) to the direction of propagation. Dierent TEM modes are
shown in Figure 2.1. The fundamental mode of TEM of a laser resonator has the same
form as a Gaussian beam. Thus Gaussian beam propagation applies to most lasers, see
Figure 2.3b. The Gaussian beam is unlike light coming from a light bulb or sunlight which
are uniform (or has uniform intensity at any distancez). Furthermore, unlike light coming

from a light bulb or sunlight, the laser wave has predictable phase and amplitude along its
path. The total power is the same at all cross sections of the beam. Gaussian beams do
not diverge linearly as do light beams.

Figure 2.1: TEM modes [1].

For a time-harmonic wave of frequency, Maxwell's equations in free space are referred
to as the Helmholtz equations, a time-independent form of the wave equation. Using a
paraxial approximation of Helmholtz equations, one can describe the propagation of EM
waves in the form of Gaussian beams. In particular, the paraxial approximation assumes
the variation of the propagation is slow on the scale of wavelength and is slow on the scale



of transverse extent of the wave. The solution to the Helmholtz equations is complex and
involves Bessel functions, but leads to the important equations 2.1-2.4 in [3, 33] describing
the laser beam propagation in free space whewgz) is the distance from the beam axis
where the intensity drops toé of its peak of the beam at locatioreg; zg is some constant
to be de ned later; w, is the beam waist radius (or the minimum spot size) de ned at

z = 0; R(2) is the beam wave front curvature radius atz; (z) is the Guoy phase shift ;
and | (r; z) is the beam intensity, in cross sectional plane with radial coordinate r.

Figure 2.2: lllustration of the meaning ofw,, w(z) and R(z) [2].

r

W(z)= wo 1+(2)2 (2.1)
ZR
h 7 i
R@) =z 1+() (2.2)
(z) = arctan z (2.3)
ZR
I(r;z) = Io(z)eﬁ;)22 (2.4)

The parameterzy is the Rayleigh range, wherev(zg) = woIO 2, from equation 2.1. The
Rayleigh range de nes the distance over which the laser's beam radius spreads by a factor
of square root of 2. It is used as the separation between near eld and far eld analysis.
The Rayleigh range can be further de ned by equation 2.5 [3, 33] which incorporates the
wavelength, ; index of refraction, n (ratio of velocity of light in free space to velocity
of light in material through which it travels, where n = 1 for air); and M2 parameter
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Figure 2.3: Half angle divergence and Gaussian beams from [3], notice that valuesvgf
shown in labels in a) should be reversed and Gaussian beam intensity of laboratory laser
in b).

(indicating the closeness of the beam to ideal Gaussian beam, idedy’ = 1, otherwise
M?2> 1).

\W

onN

R =

n
E (2:9)

Note that the beam is totally characterized by the wavelength , M2 and the beam
waist radius w, or Rayleigh rangezy. Near the beam waistz zg, (and also atz= 1),
the wave is like a planar wave with no curvature, unlike zg orz zr where there is
curvature.

A Gaussian beam along its direction of propagation develops a phase shift, referred to
as the Guoy phase shift. This is unlike a planar wave with the same optical frequency. For
single wavelength lasers, typicallff EM o is assumed, however other TEM mode3 EM ,p
wherem; p parameters are dependent upon the Guoy phase shift) may be present in other
applications such as lasers in multimode ber optic cables. It is interesting to note that
real lasers typically have some higher order modes and do not function exactly as the
theoretical equations predict. In addition, scattering due to surface defects is typically
more of a concern for lasers.

The divergence is a measure of how quickly the laser beam expands far from the beam
waist. If a laser beam has low divergence it is referred to as being collimated. The
divergence is de ned by the change in beam diameter divided by the horizontal distance
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over which it travels. Near the laser the divergence angle is extremely small, whereas the
far eld divergence is typically measured at 18;. Typically, far eld distance for laser
beams occurs meters from the laser. One can approximate the divergence of the beam
in the far eld using the relationship = 1. Using the far eld de nition, equation 2.1
becomes equation 2.6 [3,33]; and equatlon 2.7 [3,33] illustrates the half angle divergence
formulation using the far eld assumption of equation 2.6.

S

y4 yA
Z = w= 2.6
w(z) W, - W, - (2.6)

w(z) w, M?2

z Zr n we

(2.7)

For example, a 1064m laser with a Imm beam radius at beam width and &g of 3m
in air, has a half angle divergence of approximately.8mrads which is 0.019(multiply by
57°or Zi), thus it can be considered collimated in a lab setup. In comparison the laboratory
laser (CNI) has a calculated half angle divergence ofS@Imrads or 0.028(using equation
2.7 with M? = 1:38n = 1;w, = %®mm from technical speci cations), thus it is also
assumed collimated.

One can rewrite the divergence as a full angle divergencg, denoted by subscript 00,
and utilize the beam waist diameterdy,, as shown in equation 2.8 [3,33]. Two laser beams
in Figure 2.3a [3] illustrate di erent divergences. Note that the larger beam waist has lower
divergence for the same xed z.

M2 4
00 T do (2.8)
The Neodymium: Yttrium Aluminum Garnet (Nd:YAG) 1064 nm laser andCO, 9:2
108 m lasers, continuous wave and pulsed, are widely used for research in semiconductor
e ects [34]. In particular, 1.06 and 1.08m pulsed lasers have penetration depths of about
700m with almost uniform ionization of active regions through the depth (important for
backside attacks) unlike non-uniform ionizations of lower wavelengths.

2.2.2 Optics and Laser beam spot size

It is important to note that all light, EM, particle beams, etc., exhibit the e ects of
di raction. Highly focused laser beams used to create a minimum spot size are limited by
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diraction. The highly focused laser beam will have far eld distances from its waist (or
focused spot) of only a feamm's or less. The diameter of a focused spatlyg, is shown

in equation 2.9 [3,33], located at distancé (focal length) from the (thin) lens with beam
width Dgg entering the lens, as shown in Figure 2.4a) whefe Do, the diameter of the
spot size is approximately equal to the wavelength. Figure 2.4a) illustrates the focused
spot size.

M2 4
D T f 2.9
I (29)
Note that equation 2.9 illustrates that a wider beamDy, can be focused to a smaller

spot sizedyy, due to lower divergence.

Figure 2.4: Focusing with thin lens to small spot size in a) and triangle of thin lens in b).

For example, consider using a 1064n laser with beam width Doy = 1:86mm (13:5%
of peak) using Mitutoyo 50X objective (with focal lengthf = 4mm), the minimum spot

size diameter can be calculated ady %%(4mm) = 2:9m . Now using optics

to expand the beam by 2 times before focusing it into a small spot, the calculation of
spot size produces a smaller spot size é? = 1:45m . In addition, the beam width at
the output of the beam expander must be less than the aperture of the focusing lens and
alignment is important.

Equation 2.9 can be further illustrated using ber coupling example. In order to couple
a laser into a ber, typically the beam is expanded with one lens (called a beam expander)

1Beam expander which can be screwed into laboratory laser head can be found at http://www.master-
laser.cn/YAG%201064%20Beam%20Expander.html for 1064nm Nd:YAG lasers.
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and then focused with a second in order to obtain a very small spot size equal to the
ber core diameter. The beam expander increases the beam widib gy, so that it may be
focused to a smaller spot sizaly,. Typically, this ber coupler or ber port is also often
referred to as an up-collimator [35]. Additionally, it is critical for high energy pulses that
the small spot size is exactly aligned into the ber otherwise the result may be catastrophic
(meaning the ber may be destroyed). Alignment is usually performed with several mirrors
and a pyroelectric sensor which measures laser energy. Typically, single wavelength lasers
with fundamental TEM modes would utilize a single mode optical ber cable (not multi-
mode) in which case there is less loss of energy. Generally if the ber has a core diameter
more than the wavelength, there is the possibility of internal re ections causing a range of
beam angles and velocities and thus causing multi-mode behavidrEM n.,), which has
less peak power and wider beam diameter exiting the ber. There is also a critical angle
requirement which the entering laser beam must meet, otherwise there will be signi cant
loss of energy or catastrophic results.

In microscopy applications, thef number, f#, is more frequently referred to rather
than divergence. It's de ned here by the input beam diameter in equation 2.10 [33] and
provides another equation for spot size shown in equation 2.11.

= _— (2.10)

2
doo MT4—f# =1:27f * (2.11)

Numerical Aperture (NA) is another term frequently used for microscopy, light and
imaging applications. Itis de ned in equation 2.12 as the acceptance angle of the objective,
also indicating the resolving power of the lens. Angleis shown in Figure 2.4b). The NA
may also be used to refer to lasers where ifis the full angle, then the NA for 2 drop is
nsin . The spot size can also be formulated using NA. The Rayleigh (most commonly
used), Abbe and Sparrow criterion are shown in equations 2.13 [36] respectively, for a
circular aperture uniformly illuminated (light), producing an Airy disk (due to di raction)
with diameter dog . For NA = 1, which is typical for air, the spot size is approximately
equal to the wavelength. In modern optics typicallyNA = 1:4, hence the spot size is
roughly proportional to half of wavelength. Since lasers are Gaussian and not uniform, the
equations in 2.13 do not apply. By substituting the NA approximation of equation 2.12 [37]
into equation 2.9, the laser spot size, or diametely,, becomes B37 -, performing slightly
better. Note also that Depth of Field (DOF) in equation 2.14 [37], is proportional to the
inverse of NA squared.
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Doo Doo

NA = nsin = nsi t — — 2.12
nsin nsin arctan o n o ( )
1:22 0:94
doo NA ' NA' NA (2.13)
f 2
DOF =25 — (2.14)
Doo

In general lasers focused to small spots will spread out quickly as it moves away from
the focus. In contrast, wider laser beams stay roughly the same size over long distances.
Recent research has identi ed that signi cantly smaller spot sizes, are possible at regions
within nm's away from the beam waist, such as [38].

An objective is typically preferred over a lens since it has less spherical aberration.
Chromatic aberrations, where the focal length depends on the index of refraction which
varies as a function of wavelength, are typically not an issue for single wavelength lasers.
Achromatic or apochromatic lenses are corrected to bring more than one wavelength to
focus at the same spot. Often the focal length for an objective is quoted for a specic
wavelength. However the lens maker's equation, de ned in equation 2.15 [39] (wheie
and r, de ne the positive value of radius of curvature of each face of a converging thin

lens), illustrates that the focal length is inversely proportional to the index of refraction
minus 1.

For example, the Mitutoyo 5X objective has a specied focal length of 40m for a
wavelength of 508m (Mitutoyo). Using the indexes of refraction of 234 and 223 for
5000hm and 1064m wavelengths respectively from the graph 6.6 in [40], one can correct
this focal length for 1064Am wavelength. Thus the focal length of 4&m specied for a

50(nm wavelength becomes approximately 43m 40 gig ig for 106hm wavelength.

Similarly, in the previous example, the spot sizes of2m= 1:45m would be corrected to
3:12m= 1.56m using the 5 objective with depth of elds 142 m= 3:5m , respectively.

1

1_ 1
FEn D) (2.15)
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2.2.3 Laser absorption and fault mechanisms

Whereas the laser beam and spot size equations utilize wave theory, the laser absorption
into materials typically uses the quantum aspect where the particles are referred to as
photons. Photons of the laser beam just inside the surface of the medium will couple to
electronic or vibrational states depending on the energy of the photon. Photons absorbed
into the medium, have energies near or greater than the medium's bandgap. The absorp-
tion refers to electronic coupling of the photon (or excited electronic states), speci cally in
semiconductors, the transition of electrons from valence to conduction bands (creation of
electron-hole pairs) or within bands (inter-sub-band transitions). These electronic excited
states may also then transfer energy to lattice phonons and thermalize within the medium.
If the excitation rate is low compared to the thermalization rate, one may consider the
absorbed laser energy being directly transformed into heat. If the photon energy is signif-
icantly less than the bandgap, no absorption will take place unless there are impurity or
defect states to couple to [41]. The electron-hole pairs generated by absorbed photons will
drift to create a transient current. This transient current changes the characteristics of the
silicon structures, speci cally delays, thus possibly causing faults to be injected. Typically
pulsed lasers (on the order afis pulses) are referred to as transient response (or dose-rate
e ects). Alternatively, if the duration of the laser irradiation is in the order of microsec-
onds, e.g. using continuous wave (cw) lasers, lattice vibrations may dominate (equivalently
absorption and creation of phonons) causing the silicon to heat. The impact of the heat
is to reduce the bandgap energy and thus facilitate fault injection. Once the irradiation
has ceased, the medium rapidly returns to equilibrium due to the carrier recombination
rate (decreasing carrier densities) and high mobility. Each of these processes is discussed
in more detail in this sub-section.

When the laser beam hits the silicon, re ection and absorption occurs. The re ection
is caused by the discontinuity in the index of refraction (from air to silicon). The percent
of power of the beam re ected is proportional to the re ectivity. The re ection depends on
the index of refraction of the material, incident angle of beam and the beam's polarization.
Generally for silicon (with wavelength around 1008@m) it's typically 30% [41] or 41% [42].
It's important to note that after the beam enters the silicon it may travel through to
the silicon substrate and be transmitted out of the opposite side of the silicon die (e.g.
42% 12% transmittance for die thicknesses 20 260m [42]). A metallic re ective plate
on the other side of the silicon can be used to re ect back energy into the substrate [43]. For
example, backside irradiation may use a metallic re ective plate on frontside of silicon die
and vice versa. Typically, some energy is also naturally re ected from the back surface of
the silicon substrate due to the discontinuity of the refractive index. For example, thinning
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of the backside of an IC can typically reduce thickness from 790 to 30m [44]. For a
362m thick IC, the frontside includes 15m metal layers (6 layers), 2n active devices,
30m FIB trenches and 315m bulk silicon material [45].

Although some mechanisms of semiconductors can be characterized using linear rela-
tionships at low energies (up to 10 10°_; or equivalent dose rates up to Z8rad(Si)s *)
and non-linear relationships at extremely high energies, the actual mechanisms are very
complex and are a ected by impurities, defects, circuit structures within the material, etc.

Linear relationships will be covered next.

If the laser beam's energy is greater than the silicon's bandgap ener§y, then each
absorbed photon produces a single electron-hole pair, referred to as the photoelectric e ect
(e.g. liberates an electron). The photoelectric e ect is energy and medium dependent. The
silicon bandgap energy at room temperature is:12eV. Lasers with 1064m wavelength
have energy just higher than the silicon band gap. For example, the energy of the liberated
electron isEe = hv  Eq. If the photon's energy is 3 to 4 times greater than the bandgap,
the energy absorbed (or ionization energyE;) generally does not increase signi cantly,
creating a threshold like e ect. Speci cally its value is shown in equation 2.16 [43].

E, =2:67E,+0:87eV (2.16)

Also it's interesting to note that also at extremely high energy levels two other processes
can occur, speci cally Compton scattering (liberates an electron but also gives o a wave of
a di erent wavelength) and pair production (produces an electron and a positron, requiring
MeV sof energy). These mechanisms are typically important to radiation simulation using
lasers. All three mechanisms are referred to as ionization. Lasers with less tham¥Q
are insu cient to switch bits in memory but may change the gate switching time [46]. The
corresponding penetration depth is about 7060 for neodymium lasers emitting at 106 or
1:.08m [43].

The absorption of the laser beam into the medium generally follows Beer-Lambert
law [34]. Another more detailed formulation which incorporates time is shown in equation
2.17, and denoted as the depth pro le of equivalent dose rate [43], where R is the re ection
coe cient, li, is the incident intensity, g, is the electron-hole generation constant (3
10'%), ; refers to fundamental absorption coe cient andhv is the energy of the photon.

1 R) ¢

lin (e 2 (2.17)
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The absorption coe cient strongly depends upon the wavelength but also depends
upon the temperature, type/level of doping and laser energy [43]. For example, doping
concentrations higher than 1&cm 3, as typical in bulk and at the surface, lead to higher
ionization.

Higher absorption occurs at higher temperatures due to reduction of the bandgap,
however other e ects may take place including latchup, resistivity, etc. If the laser energy
exceeds the bandgap energy, the absorption coe cient,, is de ned in equation 2.18 [43],
where  refers to fundamental absorption coe cient; ,; , refer to the light scattering
cross sections of free electrons and holes; the parametrsand N, are the equilibrium
free densities of free electrons and holes; ah:¢ is the total density of generated and
injected electron-hole pairs.

t(z;t)= ¢+ aNp+ pr+( nt p)NFC(Z;t) (2.18)

Parameters ; , vary as y wherey is between 2 and 3.5 depending upon the semi-
conductor [43]. The energy bandgap decreases as the doping concentration increases and
this also raises the absorption coe cient (referred to as the Burstein-Moss shift).

It's well known that the bandgap energy of silicon reduces as the temperature rises. The
reduction in bandgap leads to a laser absorption coe cient dependence shift. Experimental
evidence has shown that this e ect is stronger for wavelengths aroundd6m where the
charge tripled (although the theory predicted charge to double) [47]. In this experiment a
pulsed laser, spot size B (8ps pulse width) was focused on the frontside of a pn-junction
in 2m CMOS and found to increase the charge over temperatures%2l 1%o.

The spatial generation pro le of electron-holes in silicon follows the laser pro le which
is a Gaussian distribution in this case represented in equation 2.19 [46] wheres photo-
generation e ciency. This is similar to the intensity equation 2.4 and simulated model of
laser current shown in equation 2.22.

2 2
Io Wo 2

v W w(z) (2.19)

Following an electron-hole pair generation, the electron-hole pair may recombine if there's
no electric eld. If an electric eld is present (such as pn-junction or biasing) then the
electron and hole will drift in opposite directions to create a transient current. If there is

su cient laser energy, e.g. over 10s, the transient current may change the transistor bias
point and also change the parasitic capacitance characteristics. These changes can lead to
delays or speed increases in the circuit. Charge collection mechanisms include charge drift,

G(r;z) =
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di usion as well as funneling in sub-micron transistors where complex simulations have
been performed to study possible mechanisms, see Figure 2.5. Drift (which also includes
charge funneling, where the ion track distorts the electric eld lines, allowing collection by
drift beyond the depletion region) occurs quickly unlike di usion which is slow.

Figure 2.5: Laser pulse e ect on semiconductor: electron-hole generation a), drift b),
di usion c) and resultant displacement current (below) [4].

For example, in a CMOS inverter if the input is a rising edge, and the PMOS transistor
is irradiated, the output signal is delayed. If the input is a falling edge and the NMOS
transistor is irradiated then the output is also delayed [46]. In general, it is more practical to
a ect the NMOS transistor since it has lower doping concentration (thus electrons/carriers
have higher mobility), although PMOS transistors can also be a ected but require higher
irradiation. In deep sub-micron technologies, the induced current (normally a peak current
caused by funneling followed by slower drop in current due to di usion process) may also
disturb the timing characteristics of other gates. The increase in delays help to induce a
fault by violating the setup times, etc. E ect of laser pulses on memory has also been
investigated and simulated using Spice [48], where the laser was modeled as a voltage
controlled current generator.

The incident laser pulse energy can be represented in equation 2.20 if one ignores
re ection and assumes uniform penetration depth [49], whefeis Planck's constant,cis the
heat conductivity of the material, LET is linear energy transfer and q is electronic charge.
The LET is typically used to measure particle charge generation capability [50]. It has been
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suggested that angled laser strikes would increase the charge collectioB T effective = %

, where =0°for perpendicular strike onto surface of IC), however it's also likely that this
charge would spread over more than one circuit node. This formulation is typically used
in the eld of Single Event Errors (SEES) which studies e ects of radiation on ICs (such
as alpha particle radiation in satellites). HoweverLET is the action of radiation on
matter (measured askeTV) and is typically simulated by laser pulses but does not apply to
photons [29]. Neverthelesd,ET and penetration depth is typically simulated in lasers by
changing the beam spot diameter and wavelengths. Radiation from the laser is absorbed
uniformly in a sphere of radiusr, and in steady state, the change in temperaturel, for
all r >r 4 is shown in equation 2.21 along with the time to heat up a small regian[51].
The parameters areP, the power absorbed, and, the speci c heat. The device may be
heated before thermal equilibrium occurs.

15
E = hc LE‘; 10 (2.20)
o
T=— T
r (0]
P
0= a1 ¢ (2.21)
(o]
S
t= 2=
r030

The voltage controlled current generation model used to simulate the induced current
produced by laser irradiation in semiconductors is shown below in equation 2.22, where
p;q;s;d;c2; ; are constants [48]. The variableS; d;V represent the surface area under
laser irradiation, the distance from center of laser spot to sensitive location of current
generation (e.g. pn-junction location), and reverse bias voltage of pn-junction device,
respectively.

IIaser = I:)Iaser pplaser + q V+s laser S
(2.22)

laser = €

Research has shown that heat alone can be used to change bit values in memory. For
example in [52], over 38300 seconds are required to change a bit in EEPROM using
10mW=50mW 650m=10651m laser using frontside/backside illumination, respectively.
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In continuous wave lasers, induced substrate currents were found to cause more per-
turbations to nearby gates and thus cause IC damage. In contrast researchers found that
pulsed lasers were preferred since the substrate current was more limited and thus more
local perturbations could be produced [46].

2.3 Photoexcitation E ect of Laser on Silicon

SRAM laser exposure is known to cause bit- ips in [29,31,53], a phenomenon called Single
Event Upset (SEU). By tuning the beam's energy level below a destructive threshold, the
target will not su er any permanent damage. A conventional one-bit SRAM cell is made of
two cross-coupled inverters as shown in Figure 2.6. Every cell has two additional transistors
controlling the cell's content access during write and read. As every inverter is made of two
transistors, an SRAM cell contains six Metal-Oxide-Semiconductor Field-E ect Transistors
(MOSFETS).

In each cell, the states of four transistors encode the stored value. By design, the cell
admits only two stable states: d0' or a'l'. In each stable state, two transistors are at an
on state and two others are o .

If a laser beam hits the drain/bulk reversed-biased pn-junctions of a blocked transistor,
the beam's energy may create pairs of electrons and holes as the beam passes through
the silicon. The charge carriers induced in the collection volume of the drain-substrate
junction of the blocked transistor are collected and create a transient current that inverts
logically the inverter's output voltage. This voltage inversion is in turn applied to the
second inverter that switches to its opposite state: all in all, a bit ip happens as reported
in [31,53].

From the attacker's perspective, an additional advantage of LFI is reproducibility. 1den-
tical faults can be repeated by carefully tuning the laser's parameters and the target's op-
erating conditions. Lasers are mainly divided into two categories: continuous and pulsed.

Figure 2.6: A typical one-bit SRAM cell.
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2.3.1 Continuous vs pulsed laser

Pulsed laser refers to any laser not classi ed as continuous laser, where the optical laser
pulses are of some duration at a certain repetition rate. A continuous laser source emits
a laser beam of a constant power over time. Some laser can't simply run in continuous
mode because it would require pumping the laser at a very high continuous power level
which would be impractical or destroy the laser by producing excessive heat [33]. In
our FI application, the pulsed laser is preferred to avoid damaging the DUA. There are
di erent ways to make a laser source pulsed such as using Q-switching or mode-locking.
Pulse durations from Q-switched lasers typically vary between 108 and hundreds ofns.
Mode-locked lasers can generate pulses with durations betweersfs and hundreds ofps.

2.4 Tunable Parameters in LFI

In a laser attack, the attacker usually controls the beam's diameter (AKA spot size),
wavelength, amount of emitted energy, impact coordinates (attacked circuit part) and the
exposure's duration (laser pulse width) or number of laser pluses. Also, the attacker may
also synchronize the LFI with a given clock cycle of the target, or control the target's clock
frequency,Vyq, temperature of DUA or alter the threshold voltage Vy,. According to [54],
the pulse width can be controlled for both pulsed and continuous lasers.

The power of the laser beam could be tuned using a half-wave plate (or retarders) [55]
and an attenuator. Power loss occurs for the beam when passing through the optics as noted
in the manual for the Video Microscope Unit (VMU) [56]. For example, the transmission
% for a 1064m beam through the VMU-LB is 54% for a pulse width 10ns with an
upper limit of laser input of 1100r:‘ﬂ—32 per pulse for a Nd:YAG laser passing through an M
Plan Apo NIR series objective. If the pulse width of the laser is to be shorted, reduce the
upper limit of laser input density by the square root of the pulse width ratio. For example,
when the pulse width is 25ns, the upper limit of laser input (VMU-LB 1064nm) becomes
55m

cm2”
Finally, laser attacks may attack the decapped chip from the frontside or backside.

However, the chip's frontside and backside have di erent characteristics when exposed to
a laser beam.
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2.4.1 Frontside

The laser attacks on frontside decapsulated chips are particularly suited to green wave-
length (532nm) but IR can be used as well. The visibility of chip's components makes
positioning very easy in comparison to backside attacks. But, because of the metallic in-
terconnects' re ective e ect, it is di cult to target a component with enough accuracy. In
addition, sometimes the chip's layout has a mesh protection for tamper resistance [57]. On
the other hand, progress in manufacturing technologies results in both a proliferation of
metal interconnects and much smaller chips. All in all, it becomes increasingly di cult to
hit a target area from the frontside.

2.4.2 Backside

The silicon substrate is a transparent area for IR wavelengths [58]. According to this prop-
erty, the backside laser attacks are more e cient as the IR rays (1064n) enter deeply into
the silicon and target components from the backside. Positioning may be more di cult
due to the lack of visibility, unless su cient NIR illumination and special NIR/SWIR cam-
eras are available. Nevertheless, backside attacks avoid the problem of re ective metallic
surfaces.

Figure 2.7 shows absorption coe cient for silicon at various doping levels of a p-type
material. The photon energy is a function of laser's wavelength. The vertical solid and
dashed lines mark the photon energy corresponding to the wavelength@@8m and G80m
respectively.

In [58], the e ective penetration depth in silicon, which is the average distance travelled
by a photon before it gets absorbed, could be roughly estimated for di erent wavelengths
knowing that the e ective penetration depth is the inverse of the absorption coe cient. For
example, the e ective penetration depth in the silicon substrate is 1:27m and 900nm
for 532am (green) and 1064m (IR) wavelengths respectively. Therefore, according to
Figure 2.7, a 1064m wavelength has a deep penetration in the silicon layer and is suitable
for backside laser fault injection on the integrated circuits. Besides, for a frontside attack,
wavelengths lower than 80 m are suitable as they don't enter deeply into the silicon [5].
This range includes the 53@m green laser wavelength.

Before performing the laser fault injection, the target circuit must be prepared for
such attacks. That process is called sample preparation. The sample preparation mainly
consists of decapsulation and RE of di erent structures inside the DUA. Depending on the
equipment and attack's requirements, the frontside or the backside of the circuit will need
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to be decapsulated. The decapsulation procedure will be further demonstrated in section
5.1.

Figure 2.7: Absorption coe cient for silicon at various doping levels of a p-type material [5].

2.5 Summary

This chapter brie y reviewed some fundamental theories in laser beams and their applica-
tion to FI. Both the wave and particle theories were utilized to explain e ects of optics on
the the laser beam and how the laser is absorbed when directed on a DUA. Di erent wave-
lengths were investigated to determine the suitability for either frontside/backside attacks.
The next chapter will discuss previous research in these areas.
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Chapter 3

Literature Review

Although the focus of this thesis is on decapsulation/LFI, other types of attacks and
countermeasures are also relevant and/or applicable. For example, countermeasures for
RE may also apply to decapsulation and LFI. Hence, this chapter further de nes and
examines previous research in a wide range including decapsulation, RE, microprobing,
Fl, and LFI.

3.1 Reverse Engineering

This section will focus on the structural RE of ASICs and custom ICs which is considered an
invasive attack. The RE steps that can be followed to reconstruct a chip will be discussed.
We'll mention the required tools for each step along the way. This section provides the ow
for the RE steps. Section 3.2 will focus on microprobing as an important tool facilitating
the RE process and also discusses several techniques for modifying the chip under analysis.

Structural RE requires a series of procedures [20] that can be summarized in Figure 3.1.
The starting point for the RE is a high-end manufactured chip that the reverse engineer
knows nothing about its internal structure and the outcome of the RE process is a netlist
specifying every minute detail in the structure of that sophisticated chip. The nal product
of RE can be a complete set of functional analysis reports, architecture blocks, hierarchical
schematics, hierarchical netlist, simulated waveforms, block diagrams, timing diagrams,
and/or circuit equations. In the following subsections, a detailed description is presented
for each RE step.
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Figure 3.1: RE ow.

3.1.1 Decapsulation

The very rst step is to get the chip to be analyzed out of its package. This is called
decapsulation or depackaging. We'll assume that nothing is known about that chip in
terms of pin assignment or data sheets. It's recommended to do a functional analysis if
the packing doesn't obstruct that. Getting some hints at this stage will be of a great
help when trying to relate the chip functions with its internal structure. The tools needed
for depackaging are usually a ordable and cheap. Chemical acids, which are corrosive
and dangerous, are needed as an etching agent for plastic packages. Safety-goggles, acid-
resistant gloves and clothing should be worn. The chemical work should be done in a
fume cupboard to limit the exposure to toxic fumes resulting of the package-etching acid
(usually fuming nitric acid with a concentration 95%). A mixture of fuming nitric acid
and concentrated sulphuric acid can be used to speed up the process and avoid reacting with
the silver bonding pads. The process of decapsulation starts by milling a hole in the package
then applying the acid on that area. The tools required for milling can be purchased from
a \Do it yourself'shop. The etched plastic residues are removed through an ultrasound
bath. Another interesting approach, instead of milling, is taping the package with an acid-
resistant tape leaving the part to be etched untapped. The tapped chip is immersed in the
acid that etches the uncovered part exposing the die. This method is used for Quad Flat
Package (QFP), Thin Small Outline Package (TSOP) and Ball Grid Array (BGA) packages.
Another method for manual etching without chemicals is performed through milling down
the chip form the rear side to the copper layer which is removed mechanically. This method
is used for smart cards. The Laboratory for Physical science [59] reported that any part
in plastic and BGA interposer packages can be extracted with better than 90% yield. An
IC (de)soldering station might be needed for decapsulation; oscilloscope, logic/spectrum
analyzer and signal generator for system-level functional analysis.

In [60], various decapsulation techniques are discussed. SampleaRM Cortex-M3,
a 65m FPGA and AVR MCUs were decapped from the frontside chemically as well as
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AVR MCUs and the 65nm FPGA from the backside mechanically. The technology nodes
of the devices under attack ranged from 250n to 65nm.

Backside decapsulation of chip is essential for photon emission analysis (PEA) [61,62]
which is used as a passive undetectable attack by capturing intrinsic emissions of switching
transistors from the backside of a decapsulated chip. However, PEA requires millions of
traces which could be thwarted by the number of executions of the security algorithm
running on the DUA.

3.1.2 Deprocessing

After getting the multi-layered silicon die out of the package, the reverse engineer starts
deprocessing or delayering the die. Deprocessing is actually the opposite process for chip
fabrication. In the delayering process, the aim is to remove one layer after another while
imaging each layer before removal until the last bottom layer is reached. Those images
will be used together to reconstruct the whole netlist of the chip. The very top layer of

a silicon die is a special layer called the passivation layer and its removal exposes the top
metal layer allowing microprobing attacks. The deprocessing is either done mechanically
through polishing or chemically through etching. Etching is either wet or dry (plasma). The
mechanical polishing is time-consuming but useful for a multilayer interconnect fabricated
with advanced planarization techniques. Wet etching is isotropic while dry etching is
anisotropic. Removing each layer can make use of the proper etchant as mentioned in
Table 3.1. Since delayering stared with the top layer so it's called frontside delayering.
There's also backside delayering which applies to ip-chip circuit packaging. Backside
delayering requires removing most of the silicon die thickness before the circuitry can be
imaged and knowing the thickness of the remaining silicon after each thinning step is
critical. Also backside access can be used to localize silicon access while preserving the
electrical capabilities. The challenge is to enable a clean and fast localized access through
silicon. Backside delayering could be useful to bypass the coating or upper mesh layer that
signals an alarm if a wire is broken or two signals are shorted.

3.1.3 Imaging

Taking thousands of high-quality images from referenced locations to each layer of the chip
throughout the delayering process is very crucial to reconstructing the whole chip. For
technology nodes starting from @8m and larger, a high-resolution optical microscope
will be su cient. Note that the depth of focus helps in separating di erent layers. For
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Table 3.1: Proper etchant for di erent materials [13].

Material Wet etching chemicals Dry etching gases
Si HF + HNO3; KOH CF4; CoF6; SFs
Poly Si HF + CH3COOH + HNO3; CFy4; SFg
SiO, HF;HF + NH,OH CF4; CF4+ Oy CHF3
Al HCI;H ,0, + H,SO4; HP O3+ HNO3 + CH3COOH; KOH CCl4; BCl3
W; Ti HF + HNO3; H,05 + H,SO4; H,0, CF,
S|3N4 HF + HNO3; HP Og; Nitrietch CF,
Polylmlde H,0O,; H,O0, + H,SO, CF4;CF4+ Oy

smaller technology nodes, a SEM, transmission electron microscope or scanning capacitance
microscope (SCM) will be needed for a resolution 10nm. The SEM uses electron particle
gun for top and cross-sectional views with a resolution limit ofrin while transmission
electron microscope gives high resolution 3D images of the device structure with Bpm
precision [63], and SCM allows seeing the positive and negative doping which form the
actual working transistors, resistors, etc., in the silicon chip with a resolution limit of 2m.
Layer imaging is usually done overnight using automatic 2D sub-micron steppers integrated
with the microscope.

3.1.4 Stitching and Aligning

After layer imaging is done for each and every layer, a special developed software stitches
thousands of images together. The alignment of images of multiple layers is critical to
proceed through the image stitching process and is veri ed through the lining up of vias
and contacts with the layers above and below. More software work will be needed for the
aligning phase.

3.1.5 Annotation

At this stage, labeling transistors, on-chip capacitors, on-chip resistors, on-chip inductors,
interconnects, vias, contacts, etc., in all layers is mandatory before we are able to read
back the circuit. This labeling can be done automatically using a tool such &hipworks
ICWorks Surveyor [64] or manually.
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3.1.6 Veri cation and schematic creation

The annotation is error-prone either because it's done manually by an extraction engineer
or automatically with issues in the images themselves like bits of dust or the image stitching
software introduced errors while integrating images. Therefore, veri cation is performed
through design rule checks looking for any issues like spaces smaller than the feature size,
hanging wires, shorted wires, etc. Then, the tool can extract the netlist creating a at
schematic. Also the netlist is checked for errors like shorted inputs/outputs/ supplies,
oating gates/nets, etc.

3.1.7 Schematic organization and analysis

Now a certain level of expertise is required to organize di erent blocks in the schematic
in a logical hierarchy that makes the design easy to understand. Irrelevant placement of
blocks in the schematic will make the schematic look very strange and hard to understand.
The organization and analysis phase is iterative. Analysis can be done in hand using
the transistor and logic theory or using tools likelCWorks tools. The nal product of
the structural RE is a report comprising a number of hierarchical schematics/netlists,
waveform, timing diagram, masks, layouts, etc., and everything else that enables a Design
and manufacturing company (DMC) [65] to manufacture the analyzed chip.

3.2 Microprobing

A brief introduction to microprobing attacks and the required setup of such type of attack
was presented in section 2.1.2. In this section, more microprobing attacks and counter-
measures to those attacks are discussed.

In [66,67], a theoretical foundation was proposed for protecting Boolean circuits from
probing attacks as well as similar types of attacks that rely on leaked information from
electrical circuits. The attacker is assumed to have limited capabilities observing up to any
t internal wires. The proposed solution shows that any circuit can resist probing attacks
using a generic defensive design strategy. That solution encodes the input/output/internal
nodes in a certain way that makes the circuits perfectly secure against an attacker with
probes during a certain clock cycle at the expense of increased hardware overhead. In [67],
the proposed solution was re ned to be secure against unbounded number of reset-only wire
faults but limited to only a bounded number of arbitrary wire faults per clock cycle. Since
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the faults per clock cycle might be permanent so the total number of introduced faults in
more than one clock cycle is unbounded. One of the disadvantages of such countermeasure
is the large overhead of the added circuitry. The added circuitry is a function in the number

of adversarial probes the designer wishes to tolerate. Also the countermeasure is mainly
designed to protect circuits against physical probing attacks.

In [45], the backside of modern ICs is considered the weakest link because it's not
protected against fully-invasive attacks at all. Both backside probing and edit attacks
have been carried out on two target ICs (Atmel AT90SC3232C and ATmega328P). The
edit attack was to circumvent the copy protection by modifying the security fuse while
the probing was to extract decrypted data. The DUAs were mechanically decapsulated
from the backside using thelltratec ASAP-1 [68] down to 30m substrate thickness. The
Hammamatsu PHEMOS-1000 was used to produce re ective laser scanning images of the
ATMega328P. These images were used to identify the points of interest to perform the
attacks. For AT90SC3232C, optical microscope images were acquired. The FIB used a
wavelength transparent to silicon i.e. 1000im. The probing attack was done using a
Karl S uss PA 150 probing station was used in conjunction witiKarl S eiss PH 150
micro-manipulators and GGB T-4-10 probing needles.

In [57], a countermeasure to protect the IC from the backside attacks by stacking mul-
tiple dies inside a 3D mesh. To prove manufacturability, a passive cage was implemented
using 130m 6-metal-layers technology to protect an 8-bit register. The cage was a 26
wide cube and provided very good RE protection. The cage design is based on a Hamil-
tonian path, which is an undirected path passing once through all the vertices of a graph.
If any of the vertices is a transistor, then the cage is considered active otherwise it's a
passive cage. Dynamic or active cages contained hardware canaries. A hardware canary
(also de ned as a con gurable switch box) was de ned as a binary constant placed be-
tween a bu er and stack data to detect bu er over ows. Upon bu er over ow, the canary
gets corrupted and an over ow exception is thrown. The hardware canary is formed of a
spatially distributed chain of functions positioned at the vertices of a 3D cage surrounding
a protected circuit. A correct response from those functions to a challenge will attest the
canary's integrity. One of the advantages of this countermeasure is that it's purely digital,
not an analog sensor or a physical unclonable function (PUF), so it's portable across dif-
ferent technology nodes. Also, this countermeasure is e ective against Focused lon Beam
(FIB) attacks as FIB attacks target interconnections of the cage not the values inside the
switches so the FIB attack becomes very complex.Therefore, these 3D canaries act as cryp-
tographically secure meshes. However, this countermeasure is costly when trying to thwart
backside attacks because of the high cost of 3D IC manufacturing therefore it should be
implemented only when truly needed.

30



In [69], Weiner et al. present a 6Bm low area probing detector (LAPD) as an e cient
approach to detect micro-probing through comparing delay di erences between symmetric
lines such as bus lines to detect timing asymmetries introduced by the capacitive load of
a probe. Their simulation results show di erent LAPD implementations that can detect
state-of-the-art commercial microprobes under both typical and worst case conditions. The
area overhead for the added circuitry is relatively low compared to other protection mech-
anisms, such as the probe attempt detector (PAD) [70] or bus encryption. A calibratable
lightweight invasive attack detector (CaLIAD) is proposed in [71] to account for manu-
facturing variations as well as small layout imbalances while maintaining the low rate of
false positives. The resolution of detection isf& and 1XF under typical and worst case
conditions respectively. The CaLIAD uses only digital components such as LAPD but has
an area overhead in between LAPD and PAD so it can be considered the best tradeo
between LAPD and PAD.

In [72], the original protective (tough and chemically inert) coating was used as a
ngerprint to detect any attacks from the frontside. This countermeasure is proven to
be secure against FIB attacks. Physical attacks by making a hole through the coating
are detected from the dierence in capacitance measurements. The opaque protective
coating was sprayed only on the frontside and it's questionable if it could be applied
from the backside. This countermeasure acts as coating PUF covering the frontside of IC
that needs protection. On-chip measurement circuit that measures capacitance values at
several sensors was developed. To verify the countermeasure empirically, two holes were
made by Gallium FIB leading to di erences in capacitance measurements, thus the attack
was detected.

In [73], optical interaction concepts are utilized for both security protection as well
as introducing a security risk. For protection, the light emission from the operation of
forward-biased p-n junction, which is considered as a LED, is detected by depleted areas
like reverse p-n junctions, which are considered photocurrent detectors. The backside of
the IC is coated with an optically active layer that re ects the light emitted by the LED,
which in turn, is to be detected by the photodetectors. The backside protection layer
provides angle dependent re ection and full transmission blocking so any damage in this
protection layer will a ect the angle of re ection for one or more of the LED light beams
to be detected by the photodetectors. Therefore, the detected photocurrent can be used
to verify the integrity of the backside protection layer and detect attacks. On the other
hand, an attack on ring oscillator (RO) PUFs using electro-optical frequency modulation
(EOFM) and electro-optical probing (EOP), a laser voltage probing (LVP) derivative that
has been rarely used for security attacks, was presented. Power analysis of the RO in the
frequency domain to estimate the approximate RO frequency followed by super-positioning
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of the enough near-by frequencies led to detecting all the ROs and registers switching with
the same frequency through PEA. Finally according to [74], once the precise frequency of
RO PUF is known, complete characterization and cloning of the PUF is possible.

In [75], the nanopyramid appears to be an e ective countermeasure against backside op-
tical attacks such as LVP. The nanopyramid is a passive CMOS compatible countermeasure
that doesn't consume any energy and has no area overhead. Normally, the nanopyramids
are inserted in between the transistor layer and the metal layer; while for a Silicon on
Insulator (SOI) the nanopyramids are inserted beneath the transistors. According to the
reported simulation results, the nanopyramid can disturb the optical measurements enough
to make LVP attacks practically infeasible. The nanopyramid demonstrates a change in
the re ection behavior of the active devices due to the enhanced scattering which arises
from the pyramids. Due to the randomness of the nanopyramid in terms of size and loca-
tion, the optical re ection collected from the nanopyramid devices is not reliable, thus an
e cient LVP attack can be prevented.

3.3 Fault Injection and Laser-based Attacks

This section rst generally reviews FI using other techniques such as glitching, EM Fl,
etc., and then focuses on the use of lasers and IR wavelengths in FI attacks and their
countermeasures.

3.3.1 General Fault Injection

In general, FI has been used to launch attacks on crypto-systems through glitching the
clock or Vyg, injecting an EM pulse or laser [18]. Two attacks utilize FI: one is instruction
skipping and the other is injecting faults in crypto algorithms. For example, in [76], the
full 128-bit AES key was extracted by means of a side-channel attack (SCA) in less than
one hour leaving no physical traces and using low-cost equipment. Table 3.2 summarizes
some known attacks on 128-AES as well as their requirements and shows targets of fault
injections where faulty cipher text can be utilized to derive secret information such as
the key; column 2 gives the target location (e.g., state or key byte), column 3 reports
the requirement necessary to perform the attack in terms of spatial accuracy and the last
column gives the number of distinct faults that must be injected to retrieve the secret key.
For instance, in [77], a single bit in the plain-textM has to be faulted. From Table 3.2, it

is clear that simply being able to inject a single fault is far from being su cient to perform

32



an attack. The fault has to be injected at the right moment and has to a ect either only
one bit or only one byte without impacting other data. Although lasers have a su cient
timing accuracy to ful Il the rst requirement, spatial accuracy and localization are more

di cult to manage.

Table 3.2: Some Known Attacks on AES 128 [14].

Reference| Target Focalization | Faults #
[77] Data (My) Bit 128
[78] Data 7 MgtKey 4 Ky Byte 11
[30] Data 16 Mg Bit 16
[79] Key4 Kg+4 KipptDatad4 Mg Byte 12
[79] Data4 Mgorl Mg Byte 4or1l
[80] Round counter Round counter 1
[81] Round counter Byte 1
[82] Data 4 My Byte 4
[83] Data before rst sub-byte Bit or byte 16
[84] K+ Byte 1
[85] Data Byte 1
[86] First column of Kg Byte 1

In [87], PIC16F687 and PIC16F866 MCUs were attacked where it was noted that
MCUs generally exhibit a stronger side-channel leakage compared to FPGAs because the
number of traces required to extract the key of an AES implementation using correlation
power analysis (CPA) was one order of magnitude less in the case of MCUs. The con gu-
ration bits (or more speci cally the erasable programmable read only memorys (EPROMS)
bits) of a decapsulatedPIC16F687 were exposed to Ultraviolet light in the C spectrum
(UV-C) to reset the security mechanism and allow code extraction. The UV-C attack
is presumably applicable for the most of thelOF to 16F series ofMicrochip using UV-
EPROM eraser at a certain angle to circumvent the metal shield covering the con guration
fuses.

3.3.2 Laser-based Techniques
Several laser-based failure analysis techniques have been developed, such as Light Induced

Voltage Alteration (LIVA) [88] and Optical Beam Induced Current (OBIC) [89]. LIVA is
a technigue that uses carrier stimulation to induce power alteration. It uses a constant
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current source to monitor changes in voltage and has been e ective in imaging defects such
as oating nodes and open conductors. Also, LIVA has been used for imaging transistor
states and controlling logic states. OBIC takes advantage of photon generated electron-
hole pairs to yield information about IC defects and functionality. It was shown in [27]
that it is possible to read out masked read-only memory (ROM) by measuring the OBIC
of the DUA MC68HC705P6A

In [90], it has been noted that when the laser beam hits the pn-junction of a transistor,
a current is created that might charge or discharge the output of the targeted gate. When
targeting, e.g., SRAM or ip- ops (FFs), the state might be permanently altered. However,
when shooting at general combinatorial logic, the e ect caused by the laser is only transient
which means that the circuit will restore its normal behavior, depending on its input,
when the laser excitation is stopped. They investigated the transient e ect of LFI on
the substitution box (S-box) and noticed that increasing the intensity of the laser beam
increased the number of a ected bits. They successfully attacked an AES co-processor
on an Atmel ATxmegal6A4U with minimal feature size of 25@m. The backside of the
DUA was thinned to approximately 20m remaining substrate. The used microscope
was by Opto GmbH The objective used was a 10x Mitutoyo Plan Apo NIR objective
(with NA = 0:26). Two 97%:m single mode ber-coupled on-demand laser diodes were
focused at the same spot with maximum power. The reported measured peak power was
0:52W. The timing of the laser pulse was controlled by a Stanford Research Systems
DG645 programmable delay generator based on a trigger signal at the start of each single
AES encryption (a single AES encryption needed 375 cycles). The relati€ffz was used
to calculate the minimum spot size (which is typically used for light not for collimated
beams i.e. lasers [56]). An Ophir Spiricon SP620U beam pro ling camera (resolution of
4:4m ) was used to measure the spot size. The laser pulse width was measured through
a photo-diode in the optical path (converted to a voltage by a shunt and ampli ed using
a Langer PA303 ampli er). It was mentioned that the laser pulse had to start before and
end after the rising edge of the clock signal to attain an 80% successful LFI rate.

In [91], OBIC was used as an imaging technique to reduce the search space signi cantly
and nd areas of interest in the DUA. The same LFI setup in [90] was used.

In [92], He Ne laser (0.63m; 1mW) was focused down on the silicon wafer surface
to an area of 5m spot size using a 10x objective in order to measure di usion length
in silicon. The laser beam was focused on the silicon substrate surface and excess carriers
were generated at a known rate by thertW He Ne laser. Then the resulting total
carrier number was detected by a novel IR emission technique proposed by the authors.
The number of the detected carriers determine the di usion length at that location and
it was found that the number of carriers drop exponentially when moving laterally away
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from the laser spot.

3.3.3 Laser Fault Injection

In this subsection, we'll focus on the fault injection using laser, how it emerged and known
countermeasures against such type of attack.

In [29], optical fault induction attacks have been introduced knowing the fact that
optical radiation could ionize semiconductor regions if the radiation's energy exceeds the
band gap of the semiconductor. A commorPIC16F84 MCU was decapped from the
frontside and the SRAM was attacked with a ash lamp and a 1500x objective mounted
on a Wentworth Labs MP-901 manual probing station. Single bit ips from 0 to 1 and from
1 to 0 were performed. The limitation was that the ash lamp doesn't produce even and
monochromatic light and was di cult to be controlled; so using a laser came as an idea to
overcome this limitation. A cheap class-II laser pointer{ 1ImW and 650 nm wavelength)
was used then instead of the ash lamp and was operated with a supply current so that
it can output up to 10 mW. The laser beam was focused down to 1 m spot. It has
been noted that X-rays could penetrate most types of protective packaging likely to be
encountered in practice therefore investigating whether the X-rays could be used to inject
faults or not is worthwhile. Also, countermeasures such as top-layer metal shielding could
be defeated by X-rays or IR laser; and bus encryption could be circumvented through direct
register attacks. Therefore, those countermeasure aren't e ective against LFI. Dual-rail
logic was proposed as a countermeasure to ipping bits.

Insights about choosing the right laser setup are provided in [60] like choosing the suit-
able wavelength, spot size and laser power; then followed by some hands-on experience on
device pro ling for performing successful attacks such as counting for the attack location,
pulse power, pulse duration (glitch length) and o set after triggering. The reported laser
spot size varied between 10 and 800 2 with  90% success rates of bit ips. Every DUA
required a di erent fault injection threshold which means that every DUA required di er-
ent exposure time to the laser beam such that the state changes to a faulty one. So the
safest option was to start at the lowest power then use small incremental steps to avoid
destructive changes. Surprisingly, it was found that the percentage of power needed for
fault injection in smaller technology nodes is higher than that for older technology nodes.
A 20W 1064 m was used for backside FI and that power was reduced by the objectives to

7 8W. For the 65nm FPGA, at least 80% of the laser power was needed to inject faults
while for old MCU only 10 20% was su cient. An X-Y stage with 0:05m resolution was
used. The types of induced faults were bit ips, instruction skip (IS)/changes, execution
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disturbance and bit ips in slice registers in FPGA. A software countermeasure against
IS proposed in [93] provides protection for embedded programs against multiple Fls at-
tacks. The main idea of that countermeasure is that it provides a generic manipulation
to the assembly code of the program executed on the DUA to protect it from IS attacks.
The countermeasure divides the instruction set, which will be manipulated, to 3 di erent
classes. The % class is composed of idempotent instructions which can provide fault tol-
erance by simply duplicating those instructions. The "® class contains the instructions
that are not idempotent but can be replaced by an equivalent sequence of idempotent in-
structions. The 39 class collects some speci ¢ instructions that cannot easily be replaced
by a list of idempotent instructions but for which a speci c replacement sequence is pos-
sible. Moreover, the 8 class includes the instructions for which no replacement sequence,
that ensures fault tolerance, can be provided. The solution for those instructions is either
forcing the compiler to avoid using them or using a fault detection approach. The men-
tioned IS countermeasure doesn't claim complete protection but it claims reasonably good
protection against IS attacks using reasonable cost equipment.

In [94], physical faults have been injected in more than a hundred units of 68000 MCUs
through cutting either aluminum or poly tracks using laser. The beam accuracy wasln
in the X-Y plane. Conformity and reduced conformity (functional and reduced functional)
tests were used to detect injected faults. The reduced functional tests consisted of a random
selection of test cases instead of exhaustive exploration. The 100% detection was attained
only when the reduced conformity test program was looped because the length of the test
program had an indirect e ect on the detection of some faults. For example, stuck-at
faults happen when a certain node in the circuit gets shorted either td,4 or ground and
the value can't be changed by software so a circuit edit would be essential to change its
value. On the other hand, open circuit faults occur when wires are cut. Also bridge faults
happen when shorts are created between wires. So LFI can be useful in pragmatic testing
of stuck-at faults by arti cial realization of such faults.

In [95, 96], the high energy disturbances caused by LFI and electro-magnetic fault
injection (EMFI) were detected by a proposed phase-locked loop (PLL)-based sensor on
multiple FPGA platforms. A 20W pulsed (10 MHz) diodeRiscure laser system of a
64 14m 2 spot size was targeted on a ip-chip 68m Virtex-5 FPGA. The 20W power
is reduced to 10V and 8V when a 5x and 20x objectives are used respectively, due to the
losses of the used optics. The pulse length is adjustable withslresolution and the o set
from the trigger to laser pulse is 60ns. During decapsulation, the heat sink of the DUA
was removed and the substrate was thinned from 300m to 100m . The motorized
XY stage of the laser setup had a precision of@m . The proposed sensor is sensitive
to an energy level which was much lower than the required energy to inject the fault. The
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hardware (HW) cost of the proposed sensor is one PLL block and one look-up table (LUT)
to implement a watch dog RO.

In [97,98], the authors were able to ip single bits/bytes in the SRAM of an 8-bit (B5m
16 MHz reduced instruction set computer (RISC) MCU. The LFI setup used was a Nd:YAG
laser with a 532im wavelength. The beam spot size and the energy per shot weren4
and 15nJ at the laser source emitter before passing through a 20x Mitutoyo objective.
A motorized programmablePrior Scientic [99] X-Y stage with Q1 m resolution was
used. A FPGA board was used to trigger the laser source. The DUA was decapsulated
from the frontside usingNisene JetEtchdevice that can be programmed to use arbitrary
ratios of nitric acid and sulfuric acid. A successful single-bit Giraud's LFI attack [30] was
implemented on an AES round key by carefully controlling the laser's shooting time and
location.

In [48], a AV pulsed 1064m laser source with a 50s pulse duration was used to inject
faults from the frontside. Three objectives were used and resulted in three spot sizes:
I1m,5m and 20m . The laser was used at:BW with 1 m spot size to inject fault in
the SRAM. The DUA was an 8-bit 035m CMOS MCU.

In [100], a 532m pulsed green laser with a@s pulse was used to attack the last AES-
128 round running on a DUA from the frontside. The spot size was 125 125m and
the energy density was 1{{]12. It was possible to target the last round of the AES with
a jitter 5ns. The DUA was a Q13m ASIC running at 25 MHz and had 6 metalization
levels. Single bit ips were achieved using the refraction of the laser by the metalization
levels.

In [101], a 1064m pulsed laser was used to attack a @ chip from the backside. The
laser pulse duration was variable and could be set as short as tensnefand the output
peak power varied from a fewnW to 800mW. The spot size was 2n and the FFs that
they attacked were 15m ? and the SRAM cells were 25m 2.

In [102], individual bit ips were performed for both 45:m and 90hm di erent FPGAS
with some limitations for the former. The two DUAs are Xilinx Spartan-6 and Xilinx
Spartan-3A. The laser setup is based on a diode-pumped pulsed Nd:YAG solid-state laser
source capable of emitting two di erent wavelengths, 53fin and 1064m. The laser pulse
width is xed at 800ps and has a maximum repetition rate of 1 kHz. A beam attenuator
is used to control the amount of emitted beam energy. The DUAs were attacked from the
backside using the 1064m laser. The width of the beam is adjusted using a beam expander
before the focusing 20x objective. A laser scanner is used to shift the beam position with a
range of 0:25mm on the DUA at a step size of 100m. An xyz-motorized stage is used to
position the area of interest in the DUA under the objective. The measured energy after
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all the losses from the optics ranged fromnD to 5J .

According to [14], frontside vs backside laser attacks required the characteristics men-
tioned in Table 3.3. However, [103] mentioned that no pre-thinning was required at all.

Table 3.3: Frontside and Backside Injection Characteristics according to [14].

Frontside Backside
Wavelength Used | Green (5321m) or IR IR (1064nm)
Absorption Depth 1m 100m
Drawbacks Presence of metal layers Requires pre-thinning process

In [104{106], a high precision 6-axis translation table with @ m step size was used to
hold the DUA under a Neodymium: Yttrium Lithium Fluoride (Nd:YLF) 523 nm laser to
inject soft faults into electronic circuits by inducing transient errors. The used laser system
can generate 1@% when performing automated attacking procedures. The pulsed laser
was used to disable RO chains, ip latches repeatedly and inject transient errors in mul-
tiplying operations. Automating the process of translating the location to be attacked in
the DUA, automating the alignment procedures, ne-tuning the LFI process according the
technology node of the DUA, and synchronizing the observation of the system's response
with the timing of the laser pulses were identi ed as challenges that need to be overcome

should the LFI becomes automated.

3.4 Summary

The conducted literature review led to the observation of what the previous publications
failed to study, which will be speci ed in this section. Most of the LFI setups mentioned
in the literature aren't built from scratch and are either bought fromRiscure or AlphaNov
as a LFI solution. However, when a LFI system is built from scratch, the details of con-
structing such setup aren't clari ed such as the presence of a collimator and/or usage of
attenuators, utilization of TEM g, alignment procedure of the laser beam with the optical
path of the microscope, the e ect of ber optic cables on single-mode lasers, losses intro-
duced to the laser beam through out its optical path from the laser source until hitting
the DUA particularly when passing through di erent objectives, measuring the laser beam
power before/after passing through the VMU and on the the surface of the DUA, etc. Also,
tips and tricks in the decapsulation procedure, either from the frontside/backside, are not
mentioned clearly while preparing the sample for LFI with the fact that some of the pub-
lished literature outsource the decapsulation to companies likdisene Characterization
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and pro ling for the used laser were not performed as well as proposing fault models for
di erent DUAs or target areas in the DUAs. The number of pulses needed to do successful
LFI for certain devices were discovered empirically and no fault model was formulated.
Large laser beam spot sizes were touched upon in [90] but wasn't thoroughly investigated
in the published literature.

A number of physical and logical countermeasures were compared in [107] in terms of
the cost of implementation, production and testing, level of the protection provided against
frontside and backside attacks, expertise and equipment required for a successful attack,
impact on design ow and manufacturing process, reliability such as temperature e ect on
such countermeasures and the rate of false detections of attacks. Examples of those physi-
cal countermeasures are photodetectors, shielding, voltage/temperature sensors and other
unique structures; while parity, majority and redundancy checks were presented as logical
countermeasures. However, the path for these countermeasures to become practical was
obstructed due to many reasons such as the large costly changes required in the fabrication
process to implement such countermeasures. However it is important to fully understand
the processing and experimental details of fault injection before one can understand how
to develop countermeasures. The next chapter will detail the speci c research objectives,
methodology and setup.
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Chapter 4

Research Objectives, Methodology
and Setup

This chapter will list the research objectives, describe the methodology and provide an
overview of the experimental setup. First, the objectives are stated followed by the method-
ology to be applied to achieve those objectives. Then the development of the laser bench
setup is illustrated. This chapter also presents the custom-designed development PCB for
ARM Cortex-M0 LPC1114FN28102, SEM measurements of die thickness, and illuminated
images of lab decapsulated chips using SWIR and NIR backside imaging.

4.1 Objectives

Unlike previous research, this research tries to unfold the details of the sample preparation
process for di erent DUAs, mainly the decapsulation steps for di erent types of packages
and RE the structure of those DUAs. Also, this work precisely identi es the target clock
cycle to inject faults in ICs using a class-IV laser so that one or more bit values are ipped
to a desired value; for example, for the purpose of interrupting the boot up sequence to
extract con dential information (e.g. secret key) or manipulating the execution order of a
running program. A Demo LFI attack on a real application like AES and targeting di er-
ent structures on chip such output of the Flash memory (i.e. instruction register), debug
circuitry, UART and con guration bits were other objectives. Finally, this study pro-
poses countermeasures to LFI, RE and/or sample preparation for the di erent structures
mentioned above in commercial chips.
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4.2 Methodology

Di erent types of hardware hacking may be performed according to how destructive or
invasive the adversary can aord to be. Each path through the tree in Figure 4.1 (from
the root to a leaf) indicates a possible scenario for the DUA hacking. For example, the left
path in Figure 4.1 represents a context where the hacker has access to only one sole device,
but no other devices or even similar devices are available. In this case, the hacker may not
be able to perform invasive or destructive attacks such as RE since these attacks may harm
the device. Alternatively, there may be only one device available however there may be
some similar devices, see \Some Similar Devices" from the right branch at the \Only One
Device" node of Figure 4.1. In this case the hacker may gain further information about part
of the DUA from the similar devices. For example, a military communication device may
be under attack and only one is available. However, the hacker may know or determine
that a core in the military chip is also available commercially (for example a processor
core). Thus RE of the similar device may reveal important information used to attack
the single device. Alternatively, the hacker may gain access to only one device, yet also
have access to another device which contains the same core. For example, an attacker may
reverse engineer the similar device to determine the architecture of the processor core, thus
enabling a targeted side channel analysis on the real DUA. On the right most branch at
the root of the tree of Figure 4.1 is the opposite case where the hacker has access to \Many
Devices". Identical devices are available for invasive destructive experimentations, in order
to determine su cient information to launch an e ective attack on the device. Although the
hacker may have access to multiple devices, these devices may either have di erent keys or
a common key (\Key per device" or \Same Key" in Figure 4.1, respectively). Realistically
multiple keys exist in the device, however we assume one key under attack in Figure 4.1
for illustration purposes only. Our LFI research will focus rst on the \Many-Devices"
approach till the LFI technique is mastered then \Only One/Some-Device(s)" approaches
could be investigated using LFI. As an example, home IoT devices could be the DUAs
as they are cheaply made and many of those I0T devices use the same symmetric key.
Therefore, if the AES key is retrieved from one of those devices using LFI or any other
attack method, it would impose a security threat/breach in all the other devices using the
same key. On the other side, implementing public-key cryptography (PKC) or asymmetric
encryption would support a unique private key per device and thus would protect other
IoT devices if the private key of a single devices is compromised. So using PKC would
allow more secured 0T devices, generally at the expense of slower execution speed of the
asymmetric encryption algorithms. However, PKC won't protect a single device against
LFI physical attacks which can be used to recover the private key for that single device.

41



Figure 4.1: Scenarios of DUA (represented by paths through the tree).

42.1 General Flow

The owchart shown in Figure 4.2 shows the main ow to successfully conduct a LFI attack
on a sample DUA. Note that the DUA may be a standalone chip or already on a PCB.

Figure 4.2: General ow for LFI.

4.2.2 Flow for Decapsulation

The owchart shown in Figure 4.3 demonstrates the proposed methodology for preparing
a sample DUA through frontside or backside decapsulation. Further details and results of
both frontside and backside decapsulation are presented in detail in section 5.1.
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Figure 4.3: Methodology for decapsulation.
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4.3 Experimental setup

The equipment setup for LFI and PEM, DUA sample preparation, laser pulse characteri-
zation and induced switching current setups will be described in this section.

Figure 4.4. Experiment setup showing connections between PC and other devices such
as XY-stage, RIGOL 5102, power supply, PDM laser, VMU, camera, photo-detector and
oscilloscope in order to attack the DUA.
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4.3.1 LFI setup

The laser is mainly composed of AlphaNov PDM+ laser module which is a 3W funda-
mental mode 1064nm laser beam using two channels (each channel delivers approximately
1.5W) [12]. The laser source has a maximum peak current of 4000mA [108] of which
a certain percentage is used to change the amplitude of the tailored laser pulse accord-
ing to the experiments conducted. We started only by using a single channel as it was
su cient to inject faults successfully in PIC16F687 through the 5X objective then used
both channels with the 50X objective to be able to inject faults in the ARM Cortex-MO
LPC1114FN28102. The technology node listed in Table 4.1 and 4.2 for both DUASs is
probably the reason for needing a higher power intensity to be able to inject faults in the
latter DUA. The trigger pulse to the laser beam emission delay is 20ns as reported by
Alpha. AlphaNov's PDM+ laser module is controlled via a script using a dynamic-link
library (DLL) provided by AlphaNov.

Figure 4.5: IR ring mechanical drawing with dimensions itmm. A real picture of the IR
ring with the IR LEDs mounted through it is shown in Figure 5.13.

The laser bench design [109, 110] utilized an optical workbench with laser enclosure,
AlphaNov PDM+ laser module, motorized XY-stage, Mitutoyo VMU and a 5X objective.
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The laser enclosure has a glass window of optical density that protects the human eye
from the 1064hm wavelength of the laser and allows looking at the laser while in operation
although safety goggles are also worn while aligning the laser and during operation. The
laser bench is Class 1 laser (which means that laser is safe under all conditions of normal
use as specied by the IEC 60825-1 standard); hence when the enclosure is opened, an
interlock mechanism turns the laser o. The laser source is connected to the Mitutoyo
VMU using a ber optic cable.

A Mitutoyo VMU is used to hold the 5X M Plan Apo NIR objective which allows
the laser beam to be focused. The VMU is attached to a Z-Column that allows manual
movement of the VMU in the vertical direction. A motorized XY-stage, with a precision
of 01 m , is attached to the Z-Column. The movement of the motorized XY-stage is
controlled through M-code commands. The motorized stage is used to adjust the position
of the DUA under the VMU. The VMU has one laser mount and one C-mount for the
camera. The laser beam is injected through the VMU and is viewed on a laptop screen
which is connected to the camera. Two cameras were utilized at di erent times, a CCD
NIR camera (the Allied Vision Manta G-145B NIR) for frontside/backside imaging and a
SWIR camera (the Xeva-1.7-320 TE3) for PEM backside imaging.

As the beam passes through a choice of Mitutoyo lenses, it gets reduced by the lens'
zoom factor and loses a big part of its energy. Since the 1064 laser is not visible, we had
to use a high power IR sensor card to view the laser beam spot as illustrated in Figure 4.6.
The card we used has minimum detectable power ofi¥; and a damage threshold of 18,
when it is exposed to a 1064 pulsed laser. The transmission e ciency for the VMU for
the 106chm is  54% which was measured using a S146C power meter.

Figure 4.6: Laser spot using the Mitutoyo 5X M Plan Apo NIR objective on a high power
IR sensor card.

Several experiments were conducted to measure various parameters controlling the tim-
ing and the energy of the laser pulse. A DET10A APD was used to capture a 4%
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