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Abstract

Protecting our personal information is a major challenge in today’s data-driven world.
When scientists and companies analyze large datasets, they need a way to ensure our indi-
vidual privacy isn’t compromised. This thesis focuses on Differential Privacy, a powerful,
mathematical guarantee that places a strict, verifiable limit on how much personal infor-
mation can be leaked, even if an attacker has the worst-case advantage. Researchers have
developed various sophisticated algorithms to accomplish useful tasks, like building ma-
chine learning models or generating realistic synthetic data, while maintaining Differential
Privacy. Crucially, these operations must be conducted within a predetermined, strict limit,
often referred to as the "privacy budget." This budget mathematically quantifies the total
acceptable loss of privacy for the entire process, enforcing a crucial trade-off between data
utility and individual protection. All routine procedures of the machine learning pipeline,
including data cleaning, hyperparameter tuning, and model training, must be performed
within the budget. Several tools can perform these tasks in disjunction when the dataset is
non-private. However, these tools do not translate easily to differential privacy and often
do not consider the cumulative privacy costs. In this thesis, we explore various pragmatic
problems that a data science practitioner may face when deploying a differentially private
learning framework from data collection to model training. In particular, we are interested
in real-world data quality problems, such as missing data, inconsistent data, and incorrectly
labeled data, as well as machine learning pipeline requirements, including hyperparameter
tuning. We envision building a general-purpose private learning framework that can handle
real data as input and can be used in learning tasks such as generating a highly accurate
private machine learning model or creating a synthetic version of the dataset with end-to-
end differential privacy guarantees. We envision our work will make differentially private
learning more accessible to data science practitioners and easily deployable in day-to-day
applications.
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Chapter 1

Introduction

“Privacy is not an option, and it shouldn’t be the price we accept for just getting
on the Internet.”

— Gary Kovacs

Each passing minute of the modern world now stores petabytes of data, and our human
race strives to store and analyze this data [!]. Learning from this data has led us to the
advent of many technological artificial intelligence (AI) advancements, such as personal
assistants, self-driving cars, and futuristic humanoids. We have realized that most modern
AT applications improve when we feed higher quality and larger amounts of data [161].
However, most of the required data in actual applications is often attributed to personal
information(e.g., medical, financial, and social media data). If proper care is not taken
while training, AI applications may lead to the undesirable disclosure of sensitive infor-
mation [15, 80, 83]. Consider the following example from a medical research institute to
predict diabetes.

Example 1. A medical research institute aims to predict the onset of diabetes based on
an indiwidual’s daily habits. To explore the relationship between your current health vitals
and practices and the possibility of being diagnosed with diabetes, the research institute
conducts a questionnaire across various demographics. The study training dataset included
sensitive information such as smoking and eating habits. To prevent data leakage, the
medical research institute anonymizes the data by removing all identifiable information.
Due to its own inability to train ML models or lack of compute, the research institute then
assigns a third-party company to build an AI model to input a person’s vital health signs and
predict the disease’s outcome. Later, the model was released to the public so anyone could



check their private prediction. The model did not release your data directly. However, an
insurance company could use the AI model to infer that your data was involved in training
the particular model and increase your life insurance premium.

Such incidents involving private information have been reported in multiple instances |

|. In 2008, Netflix had released an anonymized dataset about their users for a public
movie recommendation system building competition. However, researchers were able to
identify individuals in the dataset by extrapolating information in the dataset with pub-
licly available information [132]. More recently, in 2023, a Korean dating company released
a chatbot trained on user information. This chatbot soon started to output text verbatim
from user’s sensitive dating information [%3]. In both these incidents, both companies had
to pay huge penalties as remuneration to the users for their data. Due to these mishaps,
we now know that private data leakage can be dangerous and may lead to adverse effects.
Furthermore, we have also learned that naive anonymization is not a viable solution to
prevent private data leakage. Various papers have shown that malicious adversaries can
even leverage carefully anonymized data to develop attacks that reveal the identity of in-
dividuals (membership inference) [159] or reconstruct sensitive training data by having
access to the model’s output (model inversion) [60]. Many regulatory policies, such as the
General Data Protection Regulation (GDPR) [2| and the California Consumer Privacy Act
(CCPA) [111], have been put forward to provide guidelines on educating people about their
rights to personal data and penalize them with fines and legal actions for organizations
that do not adhere to these regulations.

The computer science community has suggested multiple notions of privacy, but the one
that has gained the most popularity is that of differential privacy (DP) [52]. It has emerged
as the formal privacy guarantee with strong theoretical guarantees and has been adopted by
various industry and government bodies |3, 56, 44|. Informally, DP enforces that the output
of a data-sharing process has a similar distribution, regardless of whether an individual’s
data was used for the computation or not. A privacy budget denoted by ¢ is defined as
one that controls the total privacy loss in a differentially private system. Although there
are many ways to achieve DP, a standard process is to obscure the computation output by
adding noise proportional to the privacy budget. In the last two decades, there has been
flourishing research in differential privacy for its usefulness in various tasks in computer
science, including those in databases 197, , 97, |, machine learning |1, 13, ],
and generative Al [158, 67, 46]. Although these approaches work well for the task at
hand, most assume that the model curator has unfettered access to the private dataset
and that only the process output should be private. For example, prior works on training
machine learning models [175, 4] propose algorithms to train differentially private machine
models but do not account for hyperparameter tuning. They assume somehow that the
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Figure 1.1: An illustration of the workflow in the envisioned framework. Each step of the
learning pipeline (data exploration, cleaning, hyperparameter tuning and model training)
is privatized using part of the privacy budget € to generate the output based on the re-
quirements of the data curator.

best hyperparameters were known ahead of time. Similarly, prior works for synthetic data
generation [195, | assume that the input private data is error-free (i.e., free of missing
values, integrity constraint violations, etc.). However, real-world data is often filled with
errors in practice, and data cleaning is integral to learning. To tackle these problems, in
this thesis, we propose, delineate challenges, and make progress towards building an end-
to-end differentially private learning framework that can be used in practice for real-world
applications.

1.1 Problem Setup

We consider a setup where a data curator wishes to release an ML model trained on a
highly sensitive dataset similar to Example 1. They don’t have the means to train the
model and hence assign a third-party model curator (e.g. any Al company) for the job.
However, they wish to prevent any leakage from the data by leveraging differential privacy
with a preset strict privacy budget. In our work, we assume a strict setup where the
the model curator is honest but curious and the model after training is released in the
wild where any malicious adversary (e.g. an insurance company) could attempt to learn
about the dataset. Training with differential privacy allows to defend against worst case
adversaries who could have knowledge about all but one individual in the dataset.



The job of the model curator is hard as they need to create a private learning pipeline
that is differentially private and judiciously uses the privacy budget to achieve the best
model possible. In this thesis, we try to solve the model curator’s problem by ideating an
end-to-end differentially private learning pipeline as shown in Figure 1.1. The pipeline is
based on a standard ML pipeline from data collection to final model training. It starts
with the collected private data and involves three significant steps (data exploration and
learning, hyperparameter tuning, and model training). Although we use the example of
building an ML model, these steps remain mostly the same for other outputs, such as
generating synthetic data or answering statistical questions about the data. Most prior
works in the field have focused on the last part of the pipeline, i.e., model training, but
the first two steps have been overlooked. Three significant challenges come up when we
consider learning in this fashion:

1. Limited privacy budget - A differentially private framework consists of one privacy
budget . Each step of the pipeline should be made differentially private using this
budget.

2. Cost of hyperparameter tuning - Most works do not consider the cost of hyperpa-
rameter tuning. In practice, this step is done by linearly iterating over multiple
hyperparameter candidates and choosing the best one. However, with privacy, the
cost of hyperparameter tuning scales with every run.

3. Presence of data inconsistencies - Real-world data is often accompanied by incon-
sistencies such as missing values or incompatible formatting. These errors are often
resolved by hand, but that gets difficult when the dataset is private.

1.2 Thesis Contributions

We propose three contributions towards this end-to-end differentially private learning
pipeline. Two of our contributions fit in the data exploration and cleaning step, and a
third in the hyperparameter tuning step. The code developed as part of this thesis is
available on Github [124, , |. Next, we give an overview of the three contributions.
For each, we provide a broad overview including how they fit into the end-to-end pipeline
and the challenges we tackle.



1.2.1 Computing Inconsistency Measures under Differential Pri-
vacy

Overview The first challenge we tackle in this thesis is identifying whether a private
dataset has any inconsistencies. Assessing inconsistencies/quality is important before in-
vesting money and effort into a specific dataset. Data quality is often impacted by inconsis-
tency arising from diverse sources (encyclopedias, historical data, social networks, sensors,
etc.), procedures (surveys, ML methods, signal processing, etc.), or the consolidation of
multiple such sources and procedures. Prior research [170, , | has explored how to
measure database inconsistency concerning integrity constraints (e.g., functional depen-
dencies) and its implications for downstream analytics. Integrity constraints are a set of
rules used in database management systems (DBMS) to ensure the accuracy, consistency,
and reliability of data.

An elegant solution is to use inconsistency measures 170, , | that quantify data
quality with a single metric for all constraints. This approach aligns well with DP, as such
measures give a single numerical value representing data quality. Prior work describes var-
ious measures, such as the problematic measure (counting constraint tuples), the minimal
inconsistency measure (counting violations), and the repair measure (minimal deletions
for consistency). These measures often exhibit a broader range, making them potentially
more suitable for estimating inconsistency under DP. In this paper, we delve into these
three representative inconsistency measures, along with two additional measures identified
in prior work [114], to assess their suitability for private datasets.

We formulate the problem of computing inconsistency measures as learning graph statis-
tics with differential privacy |75, 92, 12]. We present algorithms that effectively estimate
these measures for practical settings. This approach leverages the graph projection tech-
niques from the state-of-the-art DP algorithms [12]. While these algorithms have proven
effective in prior studies on social network graphs, they may encounter challenges with con-
flict graphs arising from integrity constraints. We provide a utility analysis highlighting
these challenges for the general approach adapted from previous work and offer optimiza-
tion techniques that prove effective for various conflict graph sizes and sparsity levels. In
addition, for the optimal repair measure, an NP-hard problem, we introduce a novel 2-
approximation algorithm with differential privacy guarantees. We also identified two of
the five measures as incompatible with the DP setting.

Contributions The main contributions of this paper are as follows:

e We formulate the novel problem of computing inconsistency measurements with DP



for private datasets and discuss the associated challenges, including a thorough anal-
ysis of the sensitivity of each measure.

e We devise several algorithms that leverage the conflict graph and algorithms for
releasing graph statistics under DP to estimate the measures that we have determined
are suitable.

e We propose a new optimization for choosing graph truncation threshold that is tai-
lored to conflict graphs and augment the classic vertex cover approximation algo-
rithms to bound its sensitivity to 2 to obtain accurate estimates of the measures.

o We present experiments on five real-world datasets with varying sizes and densities
to show that the proposed algorithms are efficient in practice.

1.2.2 Generating Synthetic Data with Missing Data

Overview In the second work, we look into the problem of having missing values in
the private dataset when learning. For this work, we specifically focus on synthetic data
generation as the output of the learning framework. Despite a number of work [193, 62

, 87| that succeed in generating synthetic data with DP guarantees, they only look at a
simple scenario where the input data has no missing values. Several prior studies [107, (6]
have reported on the prevalence of missing data in various fields. For instance, a study of 9
publicly available healthcare datasets commonly used in machine learning research found
that the proportion of missing values ranged from 0.2% to 78.6% [066]. The presence of
missing data can be attributed to multiple reasons, such as human errors |1 1] and privacy
regulations like GDPR [2] which allow people the “right to forget” where one may ask their
data to be deleted completely [115].

In our work, we ask how missing data will affect the quality of the synthetic data
generated by mechanisms that offer DP guarantees. Our preliminary study shows that
existing DP mechanisms have 4%-18.5% decay in the Fl-score of downstream ML tasks on
the synthetic dataset generated from a dataset with 10% missing values as compared to
that when generated from the complete dataset. The decay varies depending on the types
of missing mechanisms and the types of data generation processes.

We address the challenge of generating differentially private (DP) synthetic data from
sensitive datasets with missing values. Our research explores two privacy guarantee sce-
narios: protecting the incomplete data or the ground truth data.



A unified solution is complex due to the lack of a universally optimal DP synthetic data
generation algorithm, even without missing data, and the vast design space for handling
missing data. We investigate various techniques, including using only complete rows, com-
mon imputation methods (statistical, machine learning), and DP imputation approaches.
However, these methods often lead to limitations like data loss or high privacy costs, re-
sulting in poor-quality synthetic data. To address this, we propose a comprehensive set
of approaches, comprising two "vanilla" and three "adaptive" methods, to map out the
design space for this new problem.

Furthermore, we examine the relationship between privacy guarantees for incomplete
and ground truth data. By modeling the missing mechanism as a sampling process, we
achieve a tighter upper bound for privacy loss to the ground truth data using sampling
amplification techniques. Unlike previous work, our approach leverages the inherent ran-
domness of missing values to enhance privacy for ground truth data.

Contributions The major contributions of our work are as follows:

e We are the first to formalize and study the problems of DP synthetic data with
missing data. Our results show that existing algorithms have a decrease of 5-23%
in utility with < 5% missing values and a decrease of 10-190% with < 20% missing
values.

e We develop three novel adaptive approaches, each tailored to an existing category of
DP mechanisms, that seamlessly combine dealing with missing data along with the
learning process. Our evaluation shows that they improve the utility of the synthetic
datasets by up to 15-72%. These simple yet effective approaches sometimes even
achieve the same utility as the synthetic data generated from the no-missing ground
truth data.

e We differentiate the privacy guarantees for both incomplete and ground truth data.
Our analysis develops sufficient conditions that when satisfied, the algorithms for the
incomplete data can be used to achieve privacy for the ground truth data.

e We are the first to apply amplification due to missing mechanisms and tighten the
privacy bound for ground truth data. The amplified ground truth privacy is 0.1-0.65x
the privacy achieved for the incomplete data with 10-50% missing values.



1.2.3 Honest Hyperparameter Tuning using Adaptive Optimizers

Overview DP training procedures have been developed [181, 20, , D], which gener-
ally resemble non-private gradient-based methods, but with the incorporation of gradient
clipping and noise injection. In ML training hyperparameter selection is instrumental to
achieving high accuracy. The most common methods are grid search or random search,
both of which incur a computational overhead scaling with the number of hyperparameters
under consideration. In the private setting, this issue is often magnified as most private
training procedures introduce new hyperparameters. Regardless, and more importantly,
hyperparameter tuning on a sensitive dataset also costs in terms of privacy, naively in-
curring a multiplicative cost which scales as the square root of the number of candidates
(based on composition properties of differential privacy [35]).

Most prior works on private learning choose not to account for this cost |5, , |, fo-
cusing instead on demonstrating the accuracy achievable by private learning under idealized
conditions; if the best hyperparameters were somehow known ahead of time. Some works
assume the presence of supplementary public data resembling the sensitive dataset |10, |,
which may be freely used for hyperparameter tuning. Naturally, such public data may be
scarce or nonexistent in settings where privacy is a concern, leaving practitioners with little
guidance on how to choose hyperparameters in practice. As explored in this thesis, poor
hyperparameter selection with standard private optimizers can have catastrophic effects
on model accuracy.

Hope is afforded by the success of adaptive optimizers in the non-private setting. The
canonical example is Adam [9], which exploits moments of the gradients to adaptively and
dynamically determine the learning rate. It works out of the box in many cases, providing
accuracy comparable with tuned SGD. However, Adam has been overlooked in the context
of private learning since previous works have show than fine-tuned DPSGD tends to perform
better than DPAdam [138], which has lead to several subsequent works [191, 176] to limit
themselves to highlighting accuracy under ideal DPSGD hyperparameters. We navigate
the different options available to a practitioner to solve the honest private hyperparameter
tuning problem and ask, are there optimizers which provide strong privacy, require minimal
hyperparameter tuning, and perform competitively with tuned counterparts?

Contributions The main contributions for this work are:

o We investigate techniques for private tuning of hyperparameters. We perform the
first empirical evaluation of the proposed theoretical method of [109] and demon-



strate that it can be expensive; in certain cases, one can tune over sufficiently many
hyperparameters using standard composition tools such as moments accountant [5].

e We empirically and theoretically demonstrate that two hyperparameters, the learning
rate and clipping threshold, are intrinsically coupled for non-adaptive optimizers.
While other hyperparameters and the model architecture are restricted by the scope
of the task, privacy and utility targets, and computational resources, the learning rate
and clipping norm have no a priori bounds. Since the resulting hyperparameter grid
adds up to the privacy cost while tuning to achieve the model with the best utility,
we explore leveraging adaptive optimizers to reduce the hyperparameter space.

e We empirically demonstrate the DPAdam optimizer (with default values for most
hyperparameters), can match the performance of tuned non-adaptive optimizers on
a variety of datasets, thus enabling private learning with honest hyperparameter
selection. This finding complements a prior claim of [138], which suggests that a
well-tuned DPSGD can outperform DPAdam. However, our findings show that this
difference in performance is relatively insignificant. Furthermore, in the realistic
setting where hyperparameter tuning must be accounted for in the privacy loss, we
show that DPAdam is much more likely to produce non-catastrophic results.

e We show that the adaptive learning rate of DPAdam converges to a static value. To
leverage this, we introduce a new private optimizer, DPAdamWOSM that matches
the performance of DPAdam without computing the second moments.

1.3 Thesis Outline

The rest of the thesis is organized as follows. In Chapter 2, we present the necessary
common preliminaries for our work. The next three Chapters 3, 4, 5 are dedicated to each
main contribution of the thesis. The chapters contain an introduction to the problem,
necessary preliminaries, the contribution, and experiments. Next, in Chapter 6, we present
the related work for the thesis. Finally, the final chapter 7 concludes the thesis with final
remarks and scope for future work.



Chapter 2

Background

This chapter provides the necessary common background and preliminaries for this
thesis. Each chapter’s specific notations and preliminaries are listed in their respective
background sections.

2.1 Notations

We consider a single-relation schema A = (A;,...,A,,), which is a vector of distinct
attribute names A;, each associated with a domain dom(A;) of values. A database D
over A is a associated with a set tids(D) of tuple identifiers, and it maps every identifier
i € tids(D) to a tuple D[i] = (ay,...,a,) in Ay X -+ x A,,. A database D’ is a subset
of D, denoted D' C D, if D’ is obtained from D by deleting zero or more tuples, that
is, tids(D") C tids(D) and D'[i] = D[i] for all i € tids(D"). We also use S,; to denote all
elements from 1 to ¢ in a sequence S. In Table 2.1, we list the common notations in the
thesis.

2.2 Differential Privacy

Differential privacy (DP) was first introduced in 2006[52] as a promise to ensure the private
information of an individual while allowing the learning of useful information about a
population. This promise has quickly arisen as the state of the art privacy definition with
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Table 2.1: Table of notations
D The set of possible dataset instances
D A database instance
A
n

The set of attributes in a dataset
Number of rows in dataset

dom(A;) Domain of attribute A;

M A randomized privacy mechanism often used as part of a privacy definition
g,0 Differential privacy parameters also called privacy budget

Ay Sensitivity of a function f according to Definition 2
L

o

C

Lot size or batch size of an ML optimizer
Noise parameter/scale used to add privacy noise in DP optimizer
Clipping norm as part of DP optimizers

a rich class of mechanisms satisfying it. Unlike anonymization, this privacy guarantee
specifies a provable property of the privacy-preserving mechanisms.

2.2.1 Definition

An algorithm satisfies differential privacy if adding, removing or changing a record in terms
of the input does not significantly alter the output of the algorithm. More formally, we
define DP in terms of two neighboring datasets, D and D’ (denoted by D ~ D’) if D’ can
be transformed from D by adding or removing one tuple in D

Definition 1 (Differential Privacy ). An algorithm M is said to satisfy e-DP if for all
S C Range(M) and for all D ~ D',

Pr[M(D) € S] < e*Pr[M(D’) € S]+ 6.

In this definition, the number of individuals in the database are unknown, and hence
this definition is also known as unbounded differential privacy. When the number of the
individuals is known in the database, the neighboring databases are defined as a pair
of databases that differ in the value of only one individuals record, and the remaining
individuals all have the same record values. This is also known as bounded differential
privacy. Although, these definitions do not affect the privacy guarantee much but are
important to keep in mind while implementation of the algorithms. We will be using the
notion of unbounded-DP for Chapter 3 and bounded-DP for the rest.

The privacy cost is measured by the parameters (g,6), often referred to also as the
privacy budget. The smaller the privacy parameters, the stronger the offered privacy.
When 6 = 0, we call the privacy measure pure-DP otherwise approx-DP.

11



2.2.2 Algorithms for DP

A common way to achieve DP is by adding noise to the output a mechanism. This requires
to measure the change in a particular function’s result over two neighboring databases. The
supremum over all pairs of neighboring databases is called the sensitivity of the function.

Definition 2 (Global sensitivity |[51]). Given a function f : D — R, the sensitivity of f is

As = max||f(D) = f(D) (2.1)

Laplace mechanism [53] and Gaussian mechanism [55] are two widely used noise ad-
dition DP algorithms. Laplace mechanism uses the ¢; (p = 1 in Definition 2) sensitivity
and achieves pure-DP whereas the Gaussian mechanism uses the ¢, (p = 2 in Definition 2)
sensitivity and archives approx-DP.

Laplace mechanism. The Laplace mechanism [51| is a common building block in DP
mechanisms and is used to get a noisy estimate for queries with numeric answers. The
noise injected is calibrated to the query’s global sensitivity.

Definition 3 (Laplace Mechanism [51]). Given a database D, a function f : D — R, and
a privacy budget €, the Laplace mechanism My, returns f(D)+ v,, where v, ~ Lap(Ay/e)
and Ay is the sensitivity computed using {1-norm.

The Laplace mechanism can answer many numerical queries, but the exponential mech-
anism can be used in many natural situations requiring a non-numerical output.

Gaussian Mechanism. The Gaussian Mechanism is similar to Laplace but uses the £ —2
sensitivity and achieves approx-DP.

Definition 4 (Gaussian Mechanism [55]). Given a database D, a function f : D — R,
and privacy budget €,8, the Gaussian mechanism Mg returns outputs f(D) + b, where
b~ N(0,02A¢), Ay is the sensitivity computed using la-norm and o is the noise scale.

For ¢ € (0,1), the 0 > {/2In 222 /e, the Gaussian mechanism satisfies (e, §)-DP.

In many natural situations, however, we would like a non-numerical output such as a
probabilistic selection of an object from a set of objects evaluated over a private database.
The exponential mechanism helps in such situations.

Exponential mechanism. The exponential mechanism [121] expands the application of
DP by allowing a non-numerical output.

12



Definition 5 (Exponential Mechanism [121]). Given a dataset D, a privacy budget €, a

set © of output candidates, a quality function q(D,6;) € R, the exponential mechanism

Mgy outputs a candidate 6; € © with probability proportional to exp (%’q&)), where A,

s the sensitivity of the quality function q.

The exponential mechanism offers strong utility guarantees proportional to the number
of candidates |©| and the sensitivity of the quality function Agq as formalized by Theorem 1.

Theorem 1 ([121]). Let D be a private dataset, and OPT (D) = maxgece q(D,0) be the
score attained by the best object 6 with respect to the dataset D due to the exponential
mechanism Mgy (D). If the set of objects that achieve the OPT(D), ©* = {# € © :
q(D,0) = OPT(D)} has size |©*| > 1. Then

Prlg(D, Mp(D)) < OPT(D) — 22101 10| + 1)] < exp(—1)

em

where e, 15 the privacy budget for the exponential mechanism and A, is the sensitivity of
the quality function q.

2.2.3 Properties of DP

Complex DP algorithms can be built from the basic algorithms following two essential
properties of differential privacy:

Proposition 1 (DP Properties |50, 51]). The following hold.

1. (Sequential composition) If M; satisfies €;-DP, then the sequential application of
My, My, .-, satisfies (>, &;)-DP.

2. (Parallel composition) If each M; accesses disjoint sets of tuples, they satisfy
(max; g;)-DP together.

3. (Post-processing) Any function applied to the output of an e-DP mechanism M
also satisfies e-DP.

13



2.2.4 DP for Graphs

When the dataset is a graph G = (V, E), the standard definition can be translated to two
variants of DP [75]. The first is edge-DP where two graphs are neighboring if they differ on
one edge, and the second is node-DP, when two graphs are neighboring if one is obtained
from the other by removing a node (and its incident edges). The two definitions offer
different kinds of privacy protection. In our work for computing inconsistency measures
in Chapter 3, we deal with databases and their corresponding conflict graphs, adding or
removing a tuple of the dataset translates to node-DP. The corresponding definition of
neighboring datasets changes to neighboring graphs, where two graphs G and G’ are called
neighboring G ~ G’ if G’ can be transformed from G by adding or removing one node along
with all its edges in G. Node-DP provides a stronger privacy guarantee than edge-DP since
it protects an individual’s privacy and all their connections, whereas edge-DP concerns
only one such connection.

Definition 6 (Node sensitivity). Given a function f over a graph G, the sensitivity of f
is Ay = max|f(G) - f(F)]-

The building blocks of DP, such as the Laplace and Exponential mechanisms, also
work on graphs by simply substituting the input to a graph and the sensitivity to the
corresponding node sensitivity.

Graph projection. Graph projection algorithms refer to a family of algorithms that help
reduce the node sensitivity of a graph by truncating the edges and, hence, bounding the
maximum degree of the graph. Several graph projection algorithms exist [92, 25|, among
which the edge addition algorithm [12]| stands out for its effectiveness in preserving most
of the underlying graph structure. The edge addition algorithm denoted by 72, takes as
input the graph G = G = (V, E), a bound on the maximum degree of each vertex (6),
and a stable ordering of the edges (A) to output a projected §-bounded graph denoted by
Go = 5 (G).

Definition 7 (Stable ordering [12]). A graph edge ordering A is stable if and only if given
two neighboring graphs G = (V, E) and G' = (V', E') that differ by only a node, A(G) and
A(G') are consistent in the sense that if two edges appear both in G and G', their relative
ordering are the same in A(G) and A(G').

The stable ordering of edges, A(G), can be any deterministic ordering of all the edges
E in the G. Such stabling edge ordering can be easily obtained in practice. For example, it
could be an ordering (e.g. alphabetical ordering) based on the node IDs of the graph such
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that in the neighboring dataset G’, the edges occur in the same ordering as G. The edge
addition algorithm starts with an empty set of edges and operates by adding edges in the
same order as A so that each node has a maximum degree of 6. To simplify the notation,
in the remainder of the paper, we drop A and denote the edge addition algorithm 7} (G)
as my(G).

Algorithm 1: Edge addition algorithm [12]

Data: Graph G(V, E), Bound 6, Stable ordering A
Result: #-bounded graph my(G)

E? < (;d(v) + 0 for each v € V ;

for e = (u,v) € A do

L if d(u) < 0&d(v) < 0 then

B W N =

| B« E°U{e} d(u) « d(u) +1,d(v) < d(v) +1;
return G = (V, E?);

(S

2.2.5 DP for Machine Learning

In this thesis, machine learning predominantly refers to training neural networks. Neural
networks are essentially a set of parameters that are iteratively updated such that the
input, when multiplied by these parameters, maps to the output. Depending on the task
at hand (classification, regression, generation, etc.), the input and output may differ. The
parameters are updated using the standard gradient descent procedure using a gradient
optimizer. In each iteration, a batch of input points is passed to the network to get
a predicted output, and a loss value is calculated based on the difference between the
predicted and the true output. The optimizer then calculates the gradient of the loss
function with respect to the network parameters and takes a step in the negative direction
of the gradient to update the network parameters.

In contrast to non-private optimizers, where batches are sliced from the training dataset,
DP optimizers at each iteration work by sampling “lots” from the training with probability
L/n, where L is the (expected) lot size and n is the total data size. The gradients are then
computed similarly to the non-private counterpart based on the loss function and task. As
there is no a priori bound on these query outputs, the sensitivity A; is set by clipping the
maximum ¢, norm of the gradient to a user-defined parameter C'. The gradient of each
point is then noised and published. All DP optimizers follow the same framework in which
they take steps on the computed noisy gradient as in its non-private counterpart [119].
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The privacy cost of the whole training procedure is calculated by advanced composition
techniques such as the Moments accountant [5].

Moments Accountant [5]. The moments accountant based on Rényi-DP [122] keeps
track of a bound on the moments of the privacy loss random variable (In DP machine
learning, gradients). Using the strong composition theorem, it generalizes the standard
approach of tracking (g,0). Specifically, the moments accountant computes the tail bound
of the privacy loss variable by composing the log moments. These log moments compose
linearly and provide a much stricter bound on the privacy loss variable than the loose naive
composition. While such an improvement was known previously for composing Gaussian
mechanisms, it also applies to composing Gaussian mechanisms with random sampling. It
can provide a much tighter estimate of the privacy loss in iterative processes like gradient
descent. In recent work, other accountants have also been proposed for tighter and average-
case compositions |12, 69]. In chapter 5, we will study in detail how moments accountant
compares to other techniques for hyperparameter tuning.

2.2.6 DP for Synthetic Data Generation

Another standard DP learning paradigm is generating synthetic data given a fixed privacy
budget. The synthetic data, once generated, can be made public, and all queries on this
dataset come for free due to the post-processing property of DP. There are three main
approaches for DP synthetic data generation [165]:

Statistical approaches rely on estimating low-dimensional statistics about the dataset

such as marginals [185, , |. These approaches can be made better by finding the cor-
relation between attributes. Techniques for improvement include probabilistic models [95],
Bayesian models [193, , | and undirected graphs |30, |. Statistical approaches

capture the underlying distribution of the correlated independent attributes very well but
fail to imbibe complex relationships between multiple attributes.

Deep learning approaches are promising for generating synthetic data [160, 33, 73],
particularly with autoencoders and generative adversarial networks (GAN). Autoencoders
map data into a low-dimensional feature space and sample synthetic data from the low-
dimensional space. GANs utilize a generator to produce fake examples and a discriminator
to distinguish real from fake. DPSGD [I81, 20, , 0] is commonly used for privacy.
Various private approaches for autoencoders [116, 7, 9] and GANs [61, 87, , | have
been proposed, effective on image data but challenged with tabular data due to poor
encoding. Conditional GANs [187] and private versions [172] address this by sampling
based on conditional probabilities of categorical attributes.
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Mixed approaches are inspired by both the above approaches and try to preserve both
low-dimensional statistics and high-level information. Some techniques include leveraging
the dimensionality reduction via random orthonormal (RON) projection, the Gaussian gen-
erative model [30], combining denial constraints and attribute-wise embedding models [62]
and Gretel.ai statistics [131].
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Chapter 3

Data Exploration and Cleaning:
Computing Inconsistency Measures

3.1 Introduction

The utility of sensitive data primarily depends on its quality. Organizations that build
applications on spend vast amounts of money on purchasing data from data market-
places [108, , , |. These marketplaces build relationships and manage monetary
transactions between data owners and buyers. These buyers are often organizations that
want to develop applications such as machine learning models or personalized assistants.
Before the buyer purchases a dataset at a specific cost, they may want to ensure the data
is suitable for their use case, adhere to particular data quality constraints, and be able to
profile its quality to know if the cost reflects the quality.

To address such scenarios, we consider the problem of assessing the quality of databases
protected by DP. Such quality assessment will allow users to decide whether they can rely
on the conclusions drawn from the data or whether the suggested data is suitable for
them. To solve this problem, we must tackle several challenges. First, since DP protects
the database, users can only observe noisy aggregate statistics, which can be challenging
to summarize into a quality score. Second, if the number of constraints is large (e.g., if
they were generated with an automatic system |24, , 145]), translating each constraint
to an SQL COUNT query and evaluating it over the database with a DP mechanism may
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lead to low utility since the number of queries is large, allowing for only a tiny portion of
the privacy budget to be allocated to each query.

Hence, our proposed solution employs inconsistency measures [170, , , 22, 70,
, , | that quantify data quality with a single number for all constraints, essentially
yielding a data quality score. This approach aligns well with DP, as such measures give a
single aggregated numerical value representing data quality, regardless of the given number
of constraints. As inconsistency measures, we adopt the ones studied by Livshits et al” [114]
following earlier work on the topic 170, , 22, 70]. This work discusses and studies five
measures, including (1) the drastic measure, a binary indicator for whether the database
contains constraint violations, the (2) maximal consistency measure, counting the number
of maximal tuple sets for which addition of a single tuple will cause a violation, the (3)
minimal inconsistency measure, counting the number of minimal tuple sets that violate
a constraint, the (4) problematic measure, counting the number of constraint violations,
the (5) minimal repair measure, counting the minimal tuple deletions needed to achieve
consistency. These measures apply to various inconsistency measures that have been stud-
ied in the literature of data quality management, including functional dependencies, the
more general conditional functional dependencies [27], and the more general denial con-
straints [37]. We show that the first two measures are incompatible for computation in the
DP setting (Section 3.3), focusing throughout the paper on the latter three.

An approach that one may suggest to computing the inconsistency measures in a DP
manner is to translate the measure into an SQL query and then compute the query using
an SQL engine that respects DP [167, 47, 97, 85]. Specifically relevant is R2T [47], the
state-of-the-art DP mechanism for such queries that supports select-project-join-aggregate
(SPJA) queries, including self-joins. Nevertheless, when considering the three measures of
inconsistency we focus on, this approach has several drawbacks. One of these measures
(number of problematic tuples) requires the SQL DISTINCT operator that R2T cannot
handle. In contrast, another measure (minimal repair) cannot be expressed at all in SQL,
making such engines irrelevant.

Contrasting the SQL approach, the approach we propose and investigate here models
the violations of the integrity constraints as a conflict graph and applies DP techniques
for graph statistics. In the conflict graph, nodes are tuple identifiers, and there is an edge
between a pair of tuples if this pair violates a constraint. Then, each inconsistency measure
can be mapped to a specific graph statistic. Using this view of the problem allows us to
leverage prior work on releasing graph statistics with DP [75, 92, 12] and develop tailored
mechanisms for computing inconsistency measures with DP.

To this end, we harness graph projection techniques from the state-of-the-art DP al-
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Table 3.1: Relative errors for a SQL approach vs our approach to compute the minimal
inconsistency measure at € =1

DP Algorithms | Adult [21] | Flight [136] | Stock [137]
R2T [47] 0.17£0.01 | 0.12+0.03 123.19 4+ 276.73
This work 0.10£0.05 | 0.10 £0.20 0.07 £0.08

gorithms [12] that truncate the graph to achieve DP. While these algorithms have proven
effective in prior studies on social network graphs, they may encounter challenges with
conflict graphs arising from their unique properties. To overcome this, we devise a novel
optimization for choosing the truncation threshold. We further provide a DP mechanism
for the minimal repair measure that augments the classic 2-approximation of the vertex
cover algorithm [179] to restrict its sensitivity and allow effective DP guarantees with
high utility. Our experimental study shows that our novel algorithms prove efficacious for
different datasets with various conflict graph sizes and sparsity levels.

Beyond handling the two inconsistency measures that R2T cannot handle, our approach
provides considerable advantages even for the one R2T can handle (number of conflicts).
For illustration, Table 3.1 shows the results of evaluating R2T [17] on three datasets with
the same privacy budget of 1 for this measure. Though R2T performed well for the Adult
and Flight datasets, it reports more than 120% relative errors for the Stock dataset with
very few violations. On the other hand, our approach demonstrates strong performance
across all three datasets.

3.2 Preliminaries

We begin with some background that we need to describe the concept of inconsistency
measures for private databases.

3.2.1 Database Constraints

Following previous work on related topics |63, 111], we focus on Denial Constraints (DCs)
on pairs of tuples. Using the formalism of Tuple Relational Calculus, such a DC is of the
form Vt,t'— (<p1 AREENA @k) where each term ¢, is a comparison 14 o v, so that: (a) each
of 11 and vy is either t[A;], or '[A;], or a, where A; is some attribute, t[A;] represents the
value of A; attribute in tuple ¢ and «a is a constant value, and (b) the operator o belongs
to set {<,>, <, >,=,#} of comparisons. This DC states that there cannot be two tuples
t and t' such that all comparisons ¢; hold true (i.e., at least one ¢; should be violated).
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ID | Capital | Country 0 e
—

1 Ottawa Canada H

2 Ottawa Canada
4 Ottawa Kanada a

3 Ottawa Canada

Figure 3.1: Toy example dataset to show a worst-case analysis. An additional row may
violate all other rows in the dataset (left). Easier analysis can be done by instead converting
the dataset into its corresponding conflict graph (right).

Note that the class of DCs of the form that we consider generalizes the class of Func-
tional Dependencies (FDs). An FD has the form X — Y where X, Y C {A4,,..., A,,}, and
it states that every two tuples that agree on (i.e., have the same value in each attribute
of) X must also agree on Y.

In the remainder of the chapter, we denote by ¥ the given set of DCs. A database D
satisfies 2, denoted D |= X, if D satisfies every DC in 3; otherwise, D wiolates 3, denoted
D~ 3.

A common way of capturing the violations of ¥ in D is through the conflict graph G&,
which is the graph (V) E), where V' = tids(D) an edge e = {i,j} € E occurs whenever the
tuples D[i| and jointly D[j] violate 3. To simplify the notation, we may write simply G
instead of GE when there is no risk of ambiguity.

Example 2. Consider a dataset that stores information about capital and country as shown
in Figure 3.1. Assume an FD constraint o : Capital — Country between attributes capital
and country that says that the country of two tuples must be the same if their capital is
the same. Assume the dataset has 3 rows (white color) and a neighboring dataset has an
extra row (grey color) with the typo in its country attribute. As shown in the right side
of Figure 3.1, the dataset with 4 rows can be converted to a conflict graph with the nodes
corresponding to each tuple and edges referring to conflicts between them. The Iy measure
computes the size of the set of all minimally inconsistent subsets (the number of edges in
the graph) for this dataset.

3.2.2 Inconsistency Measures

Inconsistency measures have been studied in previous work [22, 70, 71, , | as a means
of measuring database quality for a set of DCs. We adopt the measures and notation of
Livshits et al [I11]. Specifically, they consider five inconsistency measures that capture
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different aspects of the dataset quality. To define these concepts, we need some notation.
Given a database D and a set ¥ of anti-monotonic integrity constraints, we denote by
Mls (D) the set of all minimally inconsistent subsets, that is, the sets E C D such that
E Y but E' = X for all B/ C E. We also denote by MCx(D) the set of all mazimal
consistent subsets of D; that is, the sets £ C D such that F = ¥ and E’ [~ 3 whenever
ECFE CD.

Definition 8 (Inconsistency measures |
inconsistency measures are defined as follows:

|). Given a database D and a set of DCs ¥, the

e Drastic measure: Ip(D,X) =1 if D = % and 0 otherwise.

Dgr C D such that Dg = X.

Problematic measure: Ip(D,Y) = | UMlg(D)].

Minimal inconsistency measure: Iy (D, %) = [MIs(D)].

Mazimal consistency measure: Iyc(D,Y) = |[MCxg(D)| *.

Optimal repair measure: Ig(D,X) = |D| — |Dg|, where |Dg| is the largest subset

Observe that inconsistency measures also have a graphical interpretation for the conflict
graph GE. For instance, the drastic measure Zp(D, ) corresponds to a binary indicator
for whether there exists an edge in GE. We summarize the graph interpretation of these
inconsistency measures in Table 3.2.

Table 3.2: Summary of Inconsistency Measures, n = |D| = |GE. V|, m = |GE.E|, © is the
candidate set.

Non-private analysis [114] DP analysis (this work)
Measure | Graph Interpretation Computation | Sensitivity | Computation Utility
Tp If exists an edge O(|%|n?) 1 N.A. N.A.
—Gopt (D, &
Imi No. of edges O(|3|n?) n O(|Z|n? + |©|m) 4 an(ax 1n|é)|
+O(== =)
—Gopt (D, &
Tp No. of nodes with positive degrees | O(|%|n?) n O(|Z|n? 4 |©|m) —|—Oq( an(ax In |é))|)
€1
Imc No. of maximal independent sets | #P-complete o3") N.A. N.A.
IR Minimum vertex cover size NP-hard 1 O(|%|n? +m) iRO(l()l,/ze:))
'We drop "-1" from the original definition [114] for simplicity.
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3.3 Inconsistency Measures under DP

Problem Setup. Consider a private dataset D, a set of DCs ¥, and a privacy budget ¢.
For an inconsistency measure Z from the set {Zp, Zmi, Zp, Zmc, Zr} (Definition 8), we would
like to design an e-DP algorithm M (D, ¥, ) such that with high probability, |[M(D, %, e)—
Z(D,Y)| is bounded with a small error.

Sensitivity Analysis. We first analyze the sensitivity of the five inconsistency measures
and discuss the challenges to achieving DP.

Proposition 2. Given a database D and a set of DCs X, where |D| = n, the following
holds:

1. The global sensitivity of Ip s 1.
The global sensitivity of Iy is n.
The global sensitivity of Ip is n.

The global sensitivity of Iyc s exponential in n.

Cvov Lo e

The global sensitivity of Ig is 1.

Proof. Consider two neighbouring datasets, D and D’. The proof for each measure is
shown below in separate paragraphs:

For 7p : Adding or removing one tuple from the dataset will affect the addition or removal
of all conflicts related to it in the dataset. In the worst case, this tuple could remove all
conflicts in the dataset, and the Zp could go from 1 to 0 or vice versa.

For 7y, and Zp : The Zyy and Zp are concerned with the set of minimally inconsistent
subsets MIx(D). The Zy measure computes the total number of inconsistent subsets
|MIs(D)| and Zp computes the total number of unique rows participating in M Ix(D),
| U MIx(D)|. Now, without loss in generality, let’s assume D’ has an additional tuple
compared to D. In the worst case, the extra row could violate all other rows in the
dataset, adding |D| inconsistent subsets to M I (D). Therefore, in the worst case, the Zy,
measure and Zp could change by |D].
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For Zyc : The Zyc measure is #P-complete and can be computed for a conflict graph G2

if the dataset has only FDs in the constraint set ¥ and GL is Py-free [93]. The maximum
number of maximal independent sets [128, 72| f(n) for a graph with n vertices is given by:
3n/3, if n = 0(mod3);
If n =2, then f(n) =< 4.3"31=1 " if n = 1(mod3);
2.3/3] if n = 2(mod3).

Using the above result, we can see that adding or removing a node in the graph can
affect the total number of maximal independent sets in the order of 3™.

For Zr : Without loss in generality, let’s assume D’ has an additional tuple compared
to D. This extra row may or may not add extra violations. However, repairing this extra
row in D" will always remove these added violations. Therefore, Zg for D’ can only be one
extra than D. O

Inadequacy of Zp and Zyc. We note that two inconsistency measures are less suitable
for DP. First, the drastic measure Zp is a binary measure that outputs 1 if at least one
conflict exists in the dataset and 0 otherwise. Due to its binary nature, the measure’s
sensitivity is 1, meaning adding or removing a single row can significantly alter the result.
Adding DP noise to such a binary measure can render it meaningless.

One way to compute the Zp measure could be to consider a proxy of Zp by employing
a threshold-based approach that relies on Zp or Zy,. For example, if these measures are
below a certain given number, we return 0 and, otherwise, 1. A recent work [144] addresses
similar problems for synthetic data generation by employing the exponential mechanism.
However, since we focus on directly computable measures in the DP setting, we leave this
intriguing subject for future work.

Additionally, prior work [110] showed that computing Zyc is #P-complete, restricting
its practicality. Even in special cases where Zyc can be polynomially computed (when
GE is Py-free [03]), its global sensitivity is exponential in the number of nodes of GZ,

diminishing the utility of its DP estimate. Therefore, we defer the study of Zp and Zyc to
future work.

Challenges for Zr, Zy, and Zp. Although the Zg measure has a low sensitivity of 1 for
its output range [0,n], it is an NP-hard problem, and the common non-private solution
is to solve a linear approximation that requires solving a linear program |[110]. However,
in the worst case, this linear program again has sensitivity equal to n (number of rows in
the dataset) and may have up to (g) number of constraints (all rows violating each other).
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Existing state-of-the-art DP linear solvers |[75] are slow and fail for such a challenging task.
Our preliminary experiments to solve such a linear program timed out after 24 hours with
n = 1000. For Zyy and Zp they have polynomial computation costs and reasonable output
ranges. However, they still have high sensitivity n. In the upcoming sections 3.4 and 3.5,
we show that these problems can be alleviated by pre-processing the input dataset as a
conflict graph and computing these inconsistency measures as private graph statistics.

3.4 DP graph projection for Zy, and Zp

Computing graph statistics such as edge count and degree distribution while preserving
node-differential privacy (node-DP) is a well-explored area [12, 92, 25|. Hence, in this
section, we leverage the state-of-the-art node-DP approach for graph statistics to analyze
the inconsistency measures Zy; and Zp represented as graph statistics on the conflict graph
GE. However, the effectiveness of this approach hinges on carefully chosen parameters.
We introduce two optimization techniques that consider the constraints imposed on the
database D to optimize parameter selection and enhance the algorithm’s utility.

3.4.1 Graph Projection Approach for 7y and Zp

A primary utility challenge in achieving node-DP for graph statistics is their high sen-
sitivity. In the worst case, removing a single node from a graph of n nodes can result
in removing (n — 1) edges. To mitigate this issue, the state-of-the-art approach [12] first
projects the graph G onto a #-bounded graph Gy, where the maximum degree is no more
than 6. Subsequently, the edge count of the transformed graph is perturbed by the Laplace
mechanism with a sensitivity value of less than n. However, the choice of € is critical for
accurate estimation. A small 6 reduces Laplace noise due to lower sensitivity, but results
in significant edge loss during projection. Conversely, a 6 close to n preserves more edges
but increases the Laplace noise. Prior work addresses this balance using the exponential
mechanism (EM) to prefer a 6 that minimizes the combined errors arising from graph
projection and the Laplace noise.

We outline this general approach in Algorithm 2. This algorithm takes in the dataset
D, the constraint set X, a candidate set © for degree bounds, and privacy budgets €; and
€9. These privacy budgets are later composed to get a final guarantee of e-DP. We start
by constructing the conflict graph GZ generated from the input dataset D and constraint
set X (line 1), as defined in Section 3.2.1. Next, we sample in a DP manner a value of
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Algorithm 2: Graph projection approach for Zy, and Zp
Data: Dataset D, constraint set >, candidate set ©, privacy budgets €; and &,
Result: DP inconsistency measure for Zy, or Zp

1 Construct the conflict graph G&

2 Sample 0* from © with a ;-DP mechanism // Basic EM (Algorithm 3);

Optimized EM (Algorithm 4)

3 Compute 0*-bounded graph Gp« <+ mp+(GE) // Edge addition algorithm [12]

4 Return f(Gp-) + Lap(g) f(+) returns edge count for Zy; and the number of
nodes with positive degrees for Zp

Algorithm 3: EM-based first try for parameter selection
Data: Graph G, candidate set ©, quality function ¢, privacy budget €1, €9
Result: Candidate 6*

1 Find the maximum value in © as 0.

2 For each 6; € ©, compute ¢.,(G,0;) // See Equation (3.1)

51q52(g79¢))
2011]3‘)(

3 Sample 0* with prob o< exp(
4 Return 6"

0* from the candidate set © with the privacy budget ; (line 2). A baseline choice is an
exponential mechanism detailed in Algorithm 3 to output a degree that minimizes the
edge loss in a graph and the Laplace noise. In line 3, we compute a bounded graph Gy-
using the edge addition algorithm [12], we compute a #*-bounded graph G- (detailed in
Section 3.2). Finally, we perturb the true measure (either the number of edges for Zy, or
the number of positive degree nodes for Zp) on the projected graph, denoted by f(Gg-), by
adding Laplace noise using the other privacy budget e5 (line 4).

The returned noisy measure at the last step has two sources of errors: (i) the bias
incurred in the projected graph, i.e., f(G) — f(Gs~), and (ii) the noise from the Laplace
mechanism with an expected square root error v/26* /€5. Both errors depend on the selected
parameter #*, and it is vital to select an optimal 6* that minimizes the combined errors.
Next, we describe a DP mechanism that helps select this parameter.

EM-based first try for parameter selection. The EM (Definition 5) specifies a quality
function ¢(-,-) that maps a pair of a database D and a candidate degree # to a numerical
value. The optimal € value for a given database D should have the largest possible quality
value and, hence, the highest probability of being sampled. We also denote 6,,., the largest
degree candidate in © and use it as part of the quality function to limit its sensitivity.

The quality function we choose to compute the inconsistency measures includes two
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Cbias \/59/ €2 q
2 V2 | —2-42
1 2v2 | —1-2V2
0 | 3v2 | —3V2
Table 3.3: Quality function computation for Zy, for the conflict graph in Figure 3.1 when
E9 = 1

W N =D

terms: for each 6 € ©,
Qe, (g’ 9) = _6bias(gy 9) - \/59/52 (31)

where the first term ey;,s captures the bias in the projected graph, and the second term
V20 /g4 captures the error from the Laplace noise at budget 5. For the minimum incon-
sistency measure Zy, we define the bias term as

ebias(G,0) = |Gopae-E| — |Go.E| (3.2)

i.e., the number of edges truncated at degree 6 as compared to that at degree 0,,.. For
the problematic measure Zp, we have

eias(F, ) = |Goar- V0| — [Go- Vool (3.3)
where Gy.V<o denote the nodes with positive degrees.

Example 3. Consider the same graph as Ezample 2 and a candidate set © = [1,2, 3] to
compute the Ty, measure (number of edges) with eo = 1. For the first candidate 0 = 1, as
node 4 has degree 3, the edge addition algorithm would truncate 2 edges, for 0 =2, 1 edge
would be truncated and for 0 = 3, no edges would be truncated. We can, therefore, compute
each term of the quality function for each 6 given in Table 3.3. For this example, we see
that @ = 1 has the best quality even if it truncates the most number of edges as the error
from Laplace noise overwhelms the bias error.

We summarize the basic EM for the selection of the bounded degree in Algorithm 3.
This algorithm has a complexity of O(|©|m), where m is the edge size of the graph, as
computing the quality function for each 6 candidate requires running the edge addition
algorithm once. The overall Algorithm 2 has a complexity of O(|X|n? + |©|m), where the
first term is due to the construction of the graph.

Privacy analysis. The privacy guarantee of Algorithm 2 depends on the budget spent
for the exponential mechanism and the Laplace mechanism, as summarized below.

Theorem 2. Algorithm 2 satisfies (€1 + &3)-node DP for GE and (g, + &2)-DP for the
input database D.
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Proof. The proof is straightforward using the composition property of DP Proposition 1.
O

The analysis is based on the sequential composition of two DP mechanisms. As stated
below, we just need to analyze the sensitivity of the quality function in the exponential
mechanism and the sensitivity of the measure over the projected graph.

Lemma 1. The sensitivity of the quality function q.,(G,0;) in Algorithm 3 defined in
Equation (3.1) is Opax = max(0).

Proof. We prove the lemma for the Zy; measure and show that it is similar for Zp. Let us
assume that G and G’ are two neighbouring graphs and G’ has one extra node v*.

, 0
1¢e2(G, 0) — 4, (G, 0)|| < =Gy -E| + G0 E| — ﬁs—l

0
+1Gp, - Bl — G- E| + \/§€—
1

< (190,00 E1 = |G- El) = (195-E| = 1Go-E)
S emax - (|géE’ - |go9E|) S emax

The second last inequality is due to Lemma 2 that states that |G, ~.E|—|Gg,...-E| < Omaq-
The last inequality is because |Gy.E| > |Gyp.E|. Note that the neighboring graph G’ contains
all edges of G plus extra edges of the added node v*. Due to the stable ordering of edges
in the edge addition algorithm, each extra edge of v* either substitutes an existing edge or
is added as an extra edge in Gy. Therefore, the total edges |G,.E| is equal or larger than
|Go.E|. We elaborate this detail further in the proof for Lemma 2. For the Zp measure, the
term in the last inequality changes to |G).V5o| — |Gy. V<ol and is also non-negative because
G’ contains an extra node that can only add and not subtract from the total number of
nodes with positive degree. O

Lemma 2. The sensitivity of f o we(-) in Algorithm 2 is 0, where my is the edge addition
algorithm with the user input 0, and f(-) return returns edge count for Iy and the number
of nodes with positive degrees for ZIp.

Proof. Let’s assume without loss of generality that G’ = (V') E’) has an additional node

vTcompared to G = (V, E), ie., V' =V U{v"},E' = FUET, and E7is the set of all edges
incident to v*in G’. We prove this lemma separately for Zy, and Zp.
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For 7y, Let A’ be the stable orderings for constructing 7 (G’), and ¢ be the number of
edges added to my (G') that are incident to v*. Clearly, ¢ < 6 because of the #-bounded
algorithm. Let € , ..., ¢, denote these t edges in their order in A’. Let Ag be the sequence
obtained by removing from A’ all edges incident to v™, and Ay, for 1 < k < ¢, be the
sequence obtained by removing from A’ all edges that both are incident to v"and come
after e; in A'. Let ng (@), for 0 < k < t, be the graph reconstructed by trying to add
edges in A, one by one on nodes in G’, and A\, be the sequence of edges from A, that
are actually added in the process. Thus A, uniquely determines Wé\ *(G'); we abuse the
notation and use \j, to also denote 7,* (G'). We have \g = 74(G), and A\, = 74 (G').

In the rest of the proof, we show that Vk such that 1 < k < ¢, at most 1 edge will
differ between A, and A\x_;. This will prove the lemma because there are at most ¢ (upper
bounded by 6) edges that are different between \; and Ag.

To prove that any two consecutive sequences differ by at most 1 edge, let’s first consider
how the sequence )\, differs from A\;_;. Recall that by construction, A; contains one extra
edge in addition to Ax_; and that this edge is also incident to v*. Let that additional
differing edge be €j = (u;,v"). In the process of creating the graph Wé\’“(g’), each edge
will need a decision of either getting added or not. The decisions for all edges coming
before €;, in A" must be the same in both A, and A,_;. Similarly, after ¢j , the edges in
Ay and Ay are exactly the same. However, the decisions for including the edges after e,
may or may not be the same. Assuming that there are a total of s > 1 different decisions,
we will observe how the additional edge €; makes a difference in decisions.

When s = 1, the only different decision must be regarding differing edge €j, = (u;,v")
and that must be including that edge in the total number of edges for \,. Also note that
due to this addition, the degree of u; gets added by 1 which did not happen for A;_;.
When s > 1, the second different decision must be regarding an edge incident to u; and
that is because degree of u; has reached 6, and the last one of these, denoted by (u;, u)
which was added in A\;_;, cannot be added in ;. In this scenario, u; has the same degree
(i.e., @ ) in both Ay and A\;,_;. Now if s is exactly equal to 2, then the second different
decision must be not adding the edge (u;, uig) to Ax. Again, note here that as (u;, u;p) was
not added in A, but was added in A;_1, there is still space for one another edge of w.
If s > 2, then the third difference must be the addition of an edge incident to u;s in .
This process goes on for each different decision in Ay and Ap_;. Since the total number
of different decisions s is finite, this sequence of reasoning will stop with a difference of at
most 1 in the total number of the edges between A\p_; and ;.
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For Zp Assume, in the worst case, the graph G is a star graph with n nodes such that
there exists an internal node that is connected to all other n — 1 nodes. In this scenario,
there are no nodes that have 0 degrees, and the Zp measure = n—0 = n. If the neighboring
graph G’ differs on the internal node, all edges of the graph are removed, and the Zp = 0.
The edge addition algorithm 7y would play a minimal role here as 6 could be equal to
n. O

Utility analysis. The utility of Algorithm 2 is directly encoded by the quality function
of the exponential mechanism in Algorithm 3. We first define the best possible quality
function value for a given database and its respective graph as

_ D
Gopt (D, £2) = max g, (s, 0) (3.4)
and the set of degree values that obtain the optimal quality value as

Oupt = {0 €O 4=, (GE . 0) = Gopt (D, £2) }. (3.5)

However, we define ey, as the difference in the number of edges or nodes in the projected
graph Gy compared to that of Gy, , instead of G. This is to limit the sensitivity of the
quality function. To compute the utility, we slightly modify the quality function without
affecting the output of the exponential mechanism.

G=2(G,0) = 4,(G,0) + [(Goynn) — [(G5), (3.6)

where f(-) returns edge count for Zy and the number of nodes with positive degrees for
Zp. This modified quality function should give the same set of degrees O, with optimal
values equal to

o (D, 22) = max ., (G.0) + (G2, ) — /(GE). (37)

Then, we derive the utility bound for Algorithm 2 based on the property of the expo-
nential mechanism as follows.

Theorem 3. On any database instance D and its respective conflict graph GZ, let o be the
output of Algorithm 2 with Algorithm 3 over D. Then, with a probability of at least 1 — 3,
we have

20 max 2|0
0—a|l < —qopt(D,e2) + In 3.8
00l £ ~G(D ) + = In -0 ) (38)
where a 1s the true inconsistency measure over D and 5 < eL\/E
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Proof. By the utility property of the exponential mechanism [121], with at most probability
£/2, Algorithm 3 will sample a bad 6* with a quality value as below

20 max 2
(In O]

o gD,G* S o D7€ -
g ( b)) ) qpt< 2) £ |@opt|ﬁ

) (3.9)

which is equivalent to

260,10x 210 V20*
rias(G, 0%) > —qope(D, £3) + 2max gy _AOL y V20"

3.10
€1 |®opt|ﬂ €9 ( )

With probability /2, where 5 < 6%, we have

o1 0 0
Lap(_) > n<15/f) z\/i (3.11)

Then, by union bound, with at most probability 3, we have
o —a
0
= |f(Ge+) + Lap(

5—2)—a|

V260"

3

*

> a— f(Ge-) + X
V20

€2

= f(9)— f(Ge) +
V20"

€9

= J(G) = f(Gbmae) + [(Gbras) — [(Go) +
V26"

€2

> —qopt(D, €2) + f(G) — f(Ga,) + QQmaX(ln 20|

€1 |@0pt|5

) Wi 2|0
= —Qopt(D,e2) + In 3.12
q Pt( 2) £1 ( |@opt‘ﬂ) ( )

= f(G) = f(Gbmax) + €ias(G,0%) +

)

]

This theorem indicates that the error incurred by Algorithm 2 with Algorithm 3 is
directly proportional to the log of the candidate size || and the sensitivity of the quality
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function. Without prior knowledge about the graph, 6,., is usually set as the number
of nodes n, and O includes all possible degree values up to n, resulting in poor utility.
Fortunately, for our use case, the edges in the graph arise from the DCs that are available
to us. In the next section, we show how we can leverage these constraints to improve the
utility of our algorithm by truncating candidates in the set ©.

3.4.2 Optimized Parameter Selection

Our developed strategy to improve the parameter selection includes two optimization tech-
niques. The overarching idea behind these optimizations is to gradually truncate large
candidates from the candidate set © based on the density of the graph. For example, we
observe that the Stock dataset [137] has a sparse conflict graph, and its optimum degree
for graph projection is in the range of 10° — 10'. In contrast, the graph for the Adult
dataset sample |21] is extraordinarily dense and has an optimum degree 6 greater than
103, close to the sampled data size. Removing unneeded large candidates, especially those
greater than the true maximum degree of the graph, can help the high sensitivity issue of
the quality function and improve our chances of choosing a better bound.

Our first optimization estimates an upper bound for the true maximum degree of the
conflict graph and removes candidates larger than this upper bound from the initial can-
didate set. The second optimization is a hierarchical exponential mechanism that utilizes
two steps of exponential mechanisms. The first output, 6!, is used to truncate © further
by removing candidates larger than 6% from the set, and the second output is chosen as
the final candidate 8*. In the rest of this section, we dive deeper into the details of these
optimizations and discuss their privacy analysis.

Estimating the degree upper bound using FDs. Given a conflict graph G(V, F),
we use d(G,v) to denote the degree of the node v € V' in G and dp.x(G) = max,ey d(G,v)
to denote the maximum degree in G. We estimate d,.x by leveraging how conflicts were
formed for its corresponding dataset D under X.

The degree for each vertex in G can be found by going through each tuple t in the
underlying dataset D and checking for how many tuples jointly with ¢ violate the constraint
set X. However, computing this value for each tuple is computationally expensive and
highly sensitive, making it impossible to learn directly with differential privacy. We observe
that the conflicts that arise due to functionality dependencies (FDs) depend on the values
of the left attributes in the FD.

Example 4. Consider the same setup as Fxample 2 and an FD o : Capital — Country.
We can see that the number of violations added due to the erroneous grey row is 3. This
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number is also one smaller than the maximum frequency of values occurring in the Capital
attribute, and the most frequent value is “Ottawa’.

Based on this observation, we can derive an upper bound for the maximum degree of
a conflict graph if it involves only FDs, and this upper bound has a lower sensitivity. We
show the upper bound in Lemma 3 for one FD first and later extend for multiple FDs.

Lemma 3. Given a database D and a FD o : X — Y as the single constraint, where
X ={Ay,..., A} and Y is a single attribute. For its respective conflict graph ggz{a},
D

o

simplified as GP, we have the maximum degree of the graph dwax(GP) upper bounded by

dyouna(D, X) = max freq(D,ax) — 1, (3.13)

aX €dom(A1)X...xdom(Ay)

where freq(D,ax) is the frequency of values ax occurring for the attributes X in the
database D. The sensitivity for dpoua(D, X) is 1.

Proof. An FD violation can only happen to a tuple ¢ with other tuples ¢’ that share the
same values for the attributes X. Let ax™ be the most frequent value for X in D, i.e.,
a}* = argmaxa}’(edom(AﬂX,..Xdom(Ak)freq(D7 a})

In the worst case, a tuple t has the most frequent value ax™ for X but has a different value
in Y with all the other tuples with X = ax*. Then the number of violations involved by ¢
is freq(D, ax™) — 1.

Adding a tuple or removing a tuple to a database will change, at most, one of the

frequency values by 1. Hence, the sensitivity of the maximum frequency values is 1. O]

Now, we will extend the analysis to multiple FDs.

Theorem 4. Given a database D and a set of FDs ¥ = {oy,...,0,}, for its respective
conflict graph GE, we have the mazimum degree of the graph duy.x(GE) upper bounded by

dbouna(D,2) = Y doouna(D, X) (3.14)

(:X>Y)eED

Proof. By Lemma 3, for each FD o : X — Y, a tuple may violate at most dpouna(D, X)
number of tuples. In the worst case, the same tuple may violate all FDs. O

We will spend some privacy budget €y to perturb the upper bound dpouna(D, X) for all
FDs with LM and add them together. Each FD is assigned with €y/|Xpp|, where Ypp is
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the set of FDs in ¥. We denote this perturbed upper bound as Jbound and add it to the
candidate set O if absent.

Extension to general DCs. The upper bound derived in Theorem 4 only works for FDs
but fails for general DCs. General DCs have more complex operators, such as “greater/s-
maller than,” in their formulas. Such inequalities require the computation of tuple-specific
information, which is hard with DP. For example, consider the DC o : —(t;[gain] >
tilgain] A t;[loss] < t;[loss]) saying that if the gain for tuple ¢; is greater than the gain for
tuple ¢;, then the loss for ¢; should also be greater than ¢;. We can observe that similar
analyses for FDs do not work here as the frequency of a particular domain value in D does
not bound the number of conflicts related to a tuple. Instead, we have to iterate each tuple
t’s gain value and find how many other tuples #'s violate this gain value. In the worst case,
such a computation may have a sensitivity equal to the data size. Therefore, estimation
using DCs may result in much noise, especially when the dataset has fewer conflicts, and
the noise is added to correspond to the large sensitivity.

Our experimental study (Section 3.6) shows that datasets with general DCs have dense
conflict graphs, which favors larger 6s for graph projection. Hence, if we learn a small noisy
upper bound dpouna based on the FDs with LM, we will first prune all degree candidates
smaller than d~bounda but then include |V/|, which corresponds to the case when no edges are
truncated, and Laplace mechanism is applied with the largest possible sensitivity |V, i.e.,

0 ={0cO|6<dyouma} U{|V|} (3.15)

Though the maximum value in ©" is [V|, the sensitivity of the quality function over the

candidate set ©" remains dpounq. For the |V| candidate, the quality function only depends

V2|V
2

on the Laplace error ~~— and has no error from ep;as as no edges will be truncated.

In practice, one may skip this upper bound calculation process and skip directly to the
two-step exponential mechanism if it is known that the graph is too dense or contains few
FDs and more general DCs. We discuss this in detail in the experiments section.

Hierarchical EM. The upper bound dpouq may not be tight as it estimates the maximum
degree in the worst case. The graph would be sparse with low degree values, and there is
still room for pruning. To further prune candidate values in the set ©, we use a hierarchical
EM that first samples a degree value 6* to prune values in © and then sample again another
value 6* from the remaining candidates as the final degree the graph projection. Our work
uses a two-step hierarchical EM by splitting the privacy budget equally into halves. One
may extend this EM to more steps at the cost of breaking their privacy budget more times,
but in practice, we notice that a two-step is enough for a reasonable estimate.

34



0] ¢ | EM |2EM (6f =05) | 2EM (0; = 05)
1] —3.41]0.35 0.51 1
2| —3.82|0.33 0.49 -
3| —4.24 | 031 - -

Table 3.4: Probabilities of choosing candidates with exponential mechanism (EM) vs two-
step hierarchical exponential mechanism (2-EM). 0] refers to the output of the first step
of 2-EM.

Algorithm 4: Optimized EM for parameter selection
Data: Graph G(V, E), candidate set © = {1,...,|V|}, quality function ¢, privacy
budget e1, e
Result: Candidate 6*
if 3 mainly consists of FDs then
€o < 61/4, E1 < €1 — €0
L Compute noisy upper bound dpoung Y oxoy (@boumd (D, X) + Lap(|Xep|/€0))

N =

w

4 Prune candidates © <~ {# € © | 6 < Czbound} U {dNbounda V1}
Set Qmax < min(dbound7 |V|)

(S}

6 for s € {1,2} do
7 For each 6; € ©, compute ¢.,(G,0;) // See Equation (3.1)
8 Sample 6* with prob o eXp(W)

9 Prune candidates © < {6 € © | § < 6*}
10 Set O oy < 0*

11 Return 6*

Example 5. Consider the same setup as Fxample 2. For this dataset, we start with
© = [1,2,3] and the Onax for this setup is 3. Assume no values are pruned in the first
optimization phase. We compare a single versus a two-step hierarchical EM for the second
optimization step. From Table 3.4 in Fxample 3, we know that the 61 has the best quality.
However, as the quality values are close, the probability of choosing the best candidate is
simalar, as shown in Table 3.4 with € = 1. The exponential mechanism will likely choose
a suboptimal candidate in such a scenario as the probabilities are close. But if a two-step
exponential mechanism is used even with half budget ¢ = 0.5, the likelihood of choosing the
best candidate 81 goes up to 0.51 if the first step chose 63 or 1 if the first step chosen 05.

Incorporating the optimizations into the algorithm. Algorithm 4 outlines the two
optimization techniques. First, we decide when to use the estimated upper bound for the
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maximum degrees, for example, when the constraint set > mainly consists of FDs. We will
spend part of the budget gy from &; to perturb the upper bounds dpouna(D, X) for all FDs
with Laplace mechanism and add them together (lines 1-3). The noisy upper bound dbound
prunes the candidate set (line 4). We also add |V| to the candidate set if there are general
DCs in 3, and then set the sensitivity of the quality function 6., to be the minimum of the
noisy upper bound or |V| (line 5). Then, we conduct the two-step hierarchical exponential
mechanism for parameter selection (lines 6-10). Lines 7-8 work similarly to the previous
exponential mechanism algorithm with half of the remaining 1, where we choose a 6* based
on the quality function. However, instead of using it as the final candidate, we use it to
prune values in © and improve the sensitivity 6., for the second exponential mechanism
(lines 9-10). Then, we repeat the exponential mechanism and output the sampled 6* (line
11). Algorithm 4 has a similar complexity of O(|0|m) as Algorithm 3, where |E] is the
edge size of the graph. The overall Algorithm 2 has a complexity of O(|X|n? + |©|m).

Privacy and utility analysis. The privacy analysis of the optimizations with our algo-
rithm depends on the analysis of three major steps: dpoung computation with the Laplace
mechanism, the two-step exponential mechanism, and the final measure calculation with
the Laplace mechanism. By sequential composition, we have Theorem 5.

Theorem 5. Algorithm 2 with the optimized EM in Algorithm J satisfies (g1 + 2)-DP.

Proof. The total privacy budget is split in two ways for optimization and measure compu-
tation. These budgets can be composed using Proposition 1. O]

Lemma 4. The sensitivity of q.,(G,0;) in the 2-step EM (Algorithm 4) defined in Equa-
tion (3.1) s Omax = min(dyouna, |V'|) for 1st EM step and O = 0* for the 2nd EM step.

Proof. Using Lemma 1, we know that the sensitivity of quality function ¢.,(G,0;) is given
by the max over all candidates in max(©). For the first step of the 2-step EM, the maximum
candidate apart from |V is given by min(dyound, |V]). For the candidate |V, the quality
function ¢ differs. It only depends on the Laplace error @ and has no error from ey,
as no edges are truncated due to |V|]. For the 2nd step of EM, we truncate all values in
the set greater than the output of the first step, i.e., 8*. Therefore, the sensitivity becomes

0*. [l

The utility analysis in Theorem 3 for Algorithm 2 with the basic EM (Algorithm 3) still
applies to the optimized EM (Algorithm 4). The basic EM usually has 0.« = |D| = |V/|
and the full budget 1, while the optimized EM has a much smaller 6,,,, and slightly lower
privacy budget when the graph is sparse. In practice (Section 3.6), we see significant utility
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Figure 3.2: Toy graph example G with seven nodes (A to G) and seven edges. Consider a
neighboring graph G’ with the differing node E (red) and its two edges.

improvements by the optimized EM for sparse graphs. When the graph is dense, we see
the utility degrade slightly due to a smaller budget for each EM. However, the degradation
is negligible with respect to the true inconsistency measure.

3.5 DP Minimum Vertex Cover for 7r

This section details our approach for computing the optimal repair measure, Zg, using the
conflict graph. Zg is defined as the minimum number of vertices that must be removed to
eliminate all conflicts within the dataset. For the conflict graph GE, this corresponds to
finding the minimum vertex cover — an NP-hard problem. To address this, we apply a well-
known polynomial-time algorithm that provides a 2-approximation for vertex cover [179].
This randomized algorithm iterates through a random ordering of edges, adding both
nodes of each edge to the vertex cover if they haven’t been encountered, then removes
all incident edges. The process repeats until the edge list is exhausted. In our setting,
we aim to compute the minimum vertex cover size while satisfying DP. A straightforward
approach would be to analyze the sensitivity of the 2-approximation algorithm and add the
appropriate DP noise. However, determining the sensitivity of this naive approximation is
challenging, as the algorithm’s output can fluctuate significantly depending on the order
of selected edges. This variability is illustrated in Example 6.

Example 6. Let us consider a graph G with 7 vertices A to G and 7 edges ey to e; as
shown in Figure 3.2. We can have a neighboring graph G' by considering the vertex E as
the differing vertex and two of its edges es and eg as the differing edges. This example
shows that according to the vanilla 2-approximate algorithm, the output for the graphs G
and G' may vary drastically. For G, if ey is selected followed by ez, then the vertex cover
size is 4. However, for graph G', if e1 or ey is selected first and subsequently after the other
one eg 1s selected, then the output is 6. Moreover, this difference may get significantly large
if the above graph is stacked multiple times and the corresponding vertex that creates this
difference is chosen every time.

To solve the sensitivity issue, we make a minor change in the algorithm by traversing
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Algorithm 5: DP approximation of minimum vertex cover size for Zg

Data: Graph G(V, E), stable global ordering A, privacy parameter &
Result: DP minimum vertex cover size for Zg
Initialize vertex cover set C' = () and size ¢ = 0
Initialize edge list By = E
forie {1...|A|} do
pop edge e¢; = {u,v} in order from A
add v and v to C and ¢ = ¢+ 2
E; 1 = remove all edges incident to u or v from Ej

7 Return ¢ + Lap(e/2)

(=B B U U

the edges in a particular order (drawing on [12]). We use a similar stable ordering A defined
in Section 2.2.4. The new algorithm is shown in Algorithm 5. We initialize an empty vertex
cover set C its size ¢, and an edge list (lines 1-2). We then start an iteration over all edges
in the same ordering as the stable ordering A (line 3). For each edge e; = {u,v} € F that
is part of the graph, we add both v and v to C' and correspondingly increment the size
¢ (lines 4-5). We remove all other edges, including e;, connected to u or v from E and
continue the iteration (line 5). Finally, we return the noisy size of the vertex cover (line
6). The sensitivity of this algorithm is given by Proposition 3.

Proposition 3. Algorithm 5 obtains a vertex cover, and its size has a sensitivity of 2.

Proof. Let’s assume without loss of generality that G’ = (V’, E’) has an additional node
vtcompared to G = (V. E), ie, V' = VU{vT},E' = EUET, and E7 is the set of all
edges incident to vt in G'. We prove the theorem using a mathematical induction on i
that iterates over all edges of the global stable ordering A.

Base: At step 0, the value of ¢ and ¢’ are both 0.

Hypothesis: As the algorithm progresses at each step ¢ when the edge e; is chosen,
either the edges of graph G’ which is denoted by E! has an extra vertex or the edge of
graph G has an extra vertex. Thus, we can have two cases depending on some node v* and
its edges {v*}. Note that at the beginning of the algorithm, v* is the differing node v*
and G’ has the extra edges of v*/v™, but v* may change as the algorithm progresses. The
cases are as illustrated below:

e Case 1: E; does not contain any edges incident to v*, E! = E; + {v*} and the vertex
cover sizes at step ¢ could be ¢; = ¢ or ¢; = ¢, + 2.
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e Case 2: E! does not contain any edges incident to v*, E; = E! + {v*} and the vertex
cover sizes at step i could be ¢; = ¢} or ¢, = ¢; + 2.

e Case 3: E; = E! and the vertex cover sizes at step ¢ is ¢; = ¢;. This case occurs only
when the additional node v+ has no edges.

Induction: At step i + 1, lets assume an edge e;,1 = {u, v} is chosen. Depending on
the i" step, we can have 2 cases as stated in the hypothesis.

e Case 1 (When E! has the extra edges of v*): We can have the following subcases at
step ¢ + 1 depending on e;, 1.

a)

If the edge is part of E} but not of E; (e;+1 € E!\ E;): Then e;,1 = {u, v} should
not exist in E; (according to the hypothesis at the i step) and one of u or v
must be v*. Let’s assume without loss of generality that v is v*. The algorithm
will add (u,v) to C' and update ¢,,; = ¢; +2. Hence, we have either ¢}, ; = ¢;11
or ¢, =c+2.

In addition, all edges of v and v/v* will be removed from E! ;. Thus, we have
Eit1 = B}, + {u}, where {u} represent edges of u. Now u becomes the new v*
and moves to Case 2 for the ¢ + 1 step.

If the edge is part of both E! and FE;(e;1; € E! and e;41 € E;): In this case
(u,v) will be added to both C' and C” and the vertex sizes with be updated as
Cir1=C¢+2and ¢, =c +2.

Also, the edges adjacent to u and v will be removed from E; and E!. We still
have E! = E + v* (the extra edges of v* and remain in case 1 for step i+1.

If the edge is part of neither E! nor E; (If e;41 € E! and e;41 € E;): the algorithm

makes no change. The previous state keep constant: £}, , = Ej, F;;; = E; and

i1 = C;, ciy1 = ¢;. The extra edges of v* are still in £/ ;.

e Case 2 (When E; has the extra edges of v*) : This case is symmetrical to Case 1.
There will be three subcases similar to Case 1 — a) in which after the update the
state of the algorithm switches to Case 1, b) in which the state remains in Case 2,
and c¢) where no update takes place.

e Case 3 (When E; = E!): In this case, the algorithm progresses similarly for both the
graphs, and remains in case 3 with equal vertex covers, ¢4 = ¢ ;.
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Our induction proves that our hypothesis is true and the algorithm starts with Case 1
and either remains in the same case or oscillates between Case 1 and Case 2. Hence as per
our hypothesis statement, the difference between the vertex cover sizes are upper bounded

by 2.

]

Induction: At step i + 1, lets assume an edge e;1 = {u,v} is chosen. Depending on
the " step, we can have 2 cases as stated in the hypothesis.

e Case 1 (When E! has the extra edges of v*): We can have the following subcases at
step 2 + 1 depending on e; ;.

a)

If the edge is part of E} but not of E; (e;+1 € E!\ E;): Then e;,1 = {u, v} should
not exist in E; (according to the hypothesis at the i step) and one of u or v
must be v*. Let’s assume without loss of generality that v is v*. The algorithm
will add (u,v) to C' and update ¢,,; = ¢; +2. Hence, we have either ¢}, ; = ¢;11
or ¢, =c+2.

In addition, all edges of v and v/v* will be removed from E; ;. Thus, we have
Eit1w = B}, + {u}, where {u} represent edges of u. Now u becomes the new v*
and moves to Case 2 for the 7 + 1 step.

If the edge is part of both E! and FE;(e;1; € E! and e;41 € E;): In this case
(u,v) will be added to both C' and C” and the vertex sizes with be updated as
Ciyi=c¢+2and ¢, =c +2.

Also, the edges adjacent to u and v will be removed from E; and E!. We still
have E! = E + v* (the extra edges of v* and remain in case 1 for step i+1.

If the edge is part of neither E! nor E; (If e;41 € E!l and e;41 € E;): the algorithm
makes no change. The previous state keep constant: E , = Ej, F;;; = E; and
Cii1 = €, Ciy1 = ¢;. The extra edges of v* are still in E;_ ;.

e Case 2 (When E; has the extra edges of v*) : This case is symmetrical to Case 1.
There will be three subcases similar to Case 1 — a) in which after the update, the
state of the algorithm switches to Case 1, b) in which the state remains in Case 2,
and c¢) where no update takes place.

e Case 3 (When E; = E!): In this case, the algorithm progresses similarly for both the
graphs, and remains in case 3 with equal vertex covers, ¢;41 = ¢ ;.

Our induction proves that our hypothesis is true. The algorithm starts with Case
1, either in the same case or oscillates between Case 1 and Case 2. Hence, as per our
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hypothesis statement, the difference between the vertex cover sizes is upper-bounded by
2. m

Example 7. Let us consider our running example in Figure 3.2 as input to Algorithm &
and use it to understand the proof. We have two graphs — G which has 6 vertices V. =
[A,B,C,D,F,G| and edges E = [e1, eq, €3, €e4,¢7] and G’ has 7 vertices V' = [A,B,C,D,E,F,G]

and edges E' = [eq,ea,...,e7]. The total possible number of edges is (;) = 21, and we
can have a global stable ordering of the edges A depending on the lexicographical ordering
of the vertices as ey, e, e3,...,es91. When the algorithm starts, both vertex cover sizes are

initialized to ¢ = 0,¢ = 0, and the algorithm’s state is in Case 1 with v* = E. We delineate
the next steps of the algorithm below:

o [teration 1 (Subcase 1b) : e1(A,B) is chosen. A and B are both in Ey and Ej. Hence
c=2,c =2.

o [teration 2 and 3 (Subcase 1c) : es(A,C) and e3(B,C) are chosen. Both are removed
in iteration 1. Hence ¢ = 2,¢ = 2.

o [teration 4 (Subcase 1b) : e4(C,D) is chosen. C and D are both in E3 and Ej. Hence
c=4,d =4.

e [teration 5 (Subcase 1c) : e5(D,E) is chosen. It’s removed from Ej in iteration 4 and
was never present in E. Hence c = 4, = 4.

o [teration 6 (Subcase 1a) : eg(E,F) is chosen. It’s in Ei but not in Es. Hence,
c=4,c =6 and the new v* = E.

o [teration 7 (Subcase 2a) : e7(F,G) is chosen. It’s in Eg but removed from Eg in
Iteration 6. Hence, ¢ = 6, = 6, and the algorithm is complete.

Privacy and utility analysis. We now show the privacy and utility analysis of Algo-
rithm 5 using Theorem 6 below.

Theorem 6.  Algorithm 5 satisfies e-node DP and always outputs the size of a 2-
approximate vertex cover of graph G.

Proof. The privacy analysis of Algorithm 5 is straightforward as we calculate the private
vertex cover using the Laplace mechanism with sensitivity 2 according to Proposition 3.
The utility analysis can be derived from the original 2-approximation algorithm. The stable
ordering A in Algorithm 5 can be perceived as one particular random order of the edges
and hence has the same utility as the original 2-approximation algorithm. O]
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Dataset #Tuple | #Attrs | #DCs(#FDs) 11}%&;({1\1?0(31563
Adult P1] | 32561 | 15 3(2) 0635
Flight [130] 500000 20 13 (13) 1520
Hospital [110] | 114919 | 15 7 (7) 793
Stock [137] | 122498 | 7 1(1) 1

Tax [38] | 1000000 | 15 9 (7) 373

Table 3.5: Description of datasets. The max deg column shows the maximum degree of
any node in a 10k rows subset of the conflict graph of the dataset with 1% RNoise.

3.6 Experiments

This section presents our experiment results on computing the three measures outlined in
Section 3.4 and Section 3.5. The questions that we ask through our experiments are as
follows:

1. How far are the private measures from the true measures?

2. How do the different strategies for the degree truncation bound compare against each
other?

3. How do our methods perform with different privacy budgets?

3.6.1 Experimental Setup

All our experiments are performed on a server with Intel Xeon Platinum 8358 CPUs
(2.60GHz) and 1 TB RAM. Our code is in Python 3.11 and can be found in the arti-
fact submission. All experiments are repeated for 10 runs, and the mean error value is
reported.

Datasets and violation generation.

We replicate the exact setup as Livshits et al. [110] for experimentation. We conduct
experiments on five real-life datasets and their corresponding DCs as described in Table 3.5.

o Adult |

|: Annual income results from various factors.

e Flight [130]: Flight information across the US.
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e Hospital [119]: Information about different hospitals across the US and their services.
e Stock [137]: Trading stock information on various dates

e Tax [38]: Personal tax infomation.

These datasets are initially consistent with the constraints. All experiments are done on a
subset of 10k rows, and violations are added similarly using both their proposed algorithms,
namely CONoise (for Constraint-Oriented Noise) and RNoise (for Random Noise).

CONoise introduces random violations of the constraints by running 200 iterations of
the following procedure:

1. Randomly select a constraint ¢ from the constraint set >.
2. Randomly select two tuples ¢; and ¢; from the database.
3. For every predicate ¢ = (t;[a1] o t;[as]) of o:

e If ¢; and t; jointly satisfy ¢, continue to the next predicate.
o Ifo € {=, <, >}, change either ¢;[a,] or ¢;[as] or vice versa (the choice is random).

o If o € {<,>,#}, change either ¢;[a1] or ts[as] (the choice is again random) to
another value from the active domain of the attribute such that ¢ is satisfied,
if such a value exists, or a random value in the appropriate range otherwise.

The second algorithm, RNoise, is parameterized by the parameter a that controls the noise
level by modifying « of the values in the dataset. At each iteration of RNoise, we randomly
select a database cell corresponding to an attribute that occurs in at least one constraint.
Then, we change its value to another value from the active domain of the corresponding
attribute (with probability 0.5) or a typo.

The datasets vary immensely in the density of their conflict graphs as described in the
max degree column of Table 3.5. For example, the Adult 10k nodes subset has a maximum
degree of 9635, whereas the Stock dataset has a maximum of 1 with the same amount of
conflict addition.

Metrics. Following Livshits et al. [110], we randomly select a subset of 10k rows of each
dataset, add violations to the subset, and compute the inconsistency measures on the
dataset with violations. To measure performance, we utilize the normalized ¢; distance

error [52], |Z(D,%) — M(D,%,¢)|/Z(D, %), where M(D, X, ¢) represents the estimated
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private value of the measure and Z(D, ¥) denotes the true value. For the Zg measure, we
use the linear approximation algorithm from Livshits et al. |1 10] to estimate the non-private
value.

Algorithm variations. We experiment with multiple different variations of Algorithm 2
for Zyy and Zp. The initial candidate set for the degree bound is © = [1, 5, 10, 100, 500, 1000, 2000, 3000, . . .

with multiples of 1000 along with some small candidates.

e Baseline 1: naively sets the bound 6* to the maximum possible degree |V| in Algo-
rithm 2 by skipping line 2 and the unused privacy budget ¢; is used for the final noise
addition step.

e Baseline 2: sets the bound 6* to the actual maximum degree of the conflict graph
dmax (GZ). Note that this is a non-private baseline that only acts as an upper bound and
is one of the best values that can be achieved without considering privacy constraints.

e FExponential mechanism: choose #* over the complete candidate set © using the basic
EM in Algorithm 3.

e Hierarchical exponential mechanism: chooses 6* using a two-step EM with an equal
budget for each step in Algorithm 4, but skipping Lines 1-5 of the upper bound com-
putation step.

e Upper bound + hierarchical exponential mechanism (our approach): encompasses both
the optimization strategies, including the upper bound computation and the hierarchi-
cal exponential mechanism discussed in Section 3.4.2 (the full Algorithm 4).

By default, we experiment with a total privacy budget of € = 1 unless specified otherwise.

3.6.2 Results
True vs private estimation

In Figures 3.3 and 3.4, we plot the true vs. private estimates at € = 1 for all datasets with
RNoise (o = 0.01) and CONoise (200 iterations) respectively. The datasets are ordered
according to their densities from left to right. Each figure contains the measured value (Zy,
Zp, or Zg) on the Y-axis and the number of iterations on the X-axis. For the CONoise,
the number of iterations is set to 200 for every dataset, and for RNoise, the iterations
correspond to the number of iterations required to reach 1% (a = 0.01) number of random
violations. The orange line corresponds to the true value of the measure, and the blue
line corresponds to the private measure using our approach. For Zy, and Zp measures,
the blue line represents the upper bound -+ hierarchical exponential mechanism strategy
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described in Section 3.4.2 along with its standard deviation in shaded blue. For the Zg
measure, it represents the private minimum vertex cover size algorithm. We also add a
baseline approach using a state-of-the-art private SQL approach called R2T [17]. We add
this baseline only for the Zyy measure as Zg cannot be written with SQL, and Zp requires
the DISTINCT/GROUP BY clause that R2T does not support. Based on the experiments,
we draw three significant observations.

First, compared to the SQL baseline (R2T), our approach has a better relative error
on average across all datasets. However, R2T is slightly behind for moderate to high dense
datasets such as Tax (0.207 vs. 0.334), Hospital (0.209 vs. 0.386), and Flight(0.202 vs.
0.205) and Adult (0.187 vs. 0.269) but fails miserably for sparse datasets such as Stock
(0.492 vs. 137.05). This is because the true value of the measure is small, and R2T adds
large amounts of noise.

Second, our approach for the Zyy and Zp fluctuates more and has a higher standard
deviation compared to the Zg measure. This is because of the privacy noise due to the
relatively high sensitivity of our upper bound + hierarchical exponential mechanism ap-
proach. On the other hand, the vertex cover size approach for Zg has a sensitivity equal
to 2 and, therefore, does not show much fluctuation when the true measure value is large
enough.

Third, we observe that our approach generally performs well across all five datasets and
all inconsistency measures. The Zy, and Zp measures have average errors of 0.25 and 0.46,
respectively, across all datasets where Stock is the worst performing dataset for Zy, and
Adult is the worst performing for Zp. The Zg performs the best with an average error of
0.08, with Stock as the worst-performing dataset. We investigate the performance of each
dataset in detail in our next experiment and find out that the density of the graphs plays
a significant role in the performance of our algorithms.

Comparing different strategies for choosing 6.

In Figure 3.5, we present the performance of different algorithm variations in computing
the Zp and Zyy measures for all datasets using RNnoise at @ = 0.01 and € = 1. The y-
axis in each figure shows the logarithmic scaled error, while the x-axis displays the actual
measure value, with different colors representing the strategies. The graphs are ordered
from most sparse (Stock) to least sparse (Adult) to compare methods for choosing the
0 value at ¢ = 1 (g1 = 0.4, g5 = 0.6). The methods include all variations described in
the algorithm variation section. We note all the strategies are private except baseline 2
(orange dash line) that sets 6 as the true maximum degree of the conflict graph.
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Our experimental results, based on error trends and graph density, reveal several key
observations.

First, we consistently observed that the initial error was higher at smaller iterations
across all five datasets and inconsistency measures. This is because, at smaller iterations,
the true value of the measures is small due to fewer violations, and the privacy noise
dominates the signal of true value.

Second, for the sparsest dataset (Stock), all strategies have errors of magnitude 3-
4 larger, except the non-private baseline (orange) and our approach using both upper
bound and hierarchical exponential mechanism (purple). This is because the candidate
set contains many large candidates, and it is crucial to prune it using the upper bound
strategy to get meaningful results.

Third, for the moderately sparse graphs (Tax and Hospital), our approach consistently
(purple) consistently outperformed other private methods. However, the two-step hier-
archical exponential mechanism (red), which had a 3 magnitude higher error for Stock,
demonstrated comparable performance within a 1-magnitude error difference for Tax and
Hospital. This suggests that when the true max degree is not excessively low, estimating
it without the upper bound strategy can be effective.

Finally, for the densest graphs (Flight and Adult), we observe that the optimized ex-
ponential mechanisms (red and purple) outperform the private baselines (blue and green)
for the Zp measure (nodes with positive degree) plots (above). However, they fail to beat
even the naive baseline (blue) for the Zy (number of edges) measure (below). This is
because the optimal degree bound value Zy, over the dense graphs is close to the largest
possible value |V|. For such a case, our optimized EM is not able to prune too many
candidates and lower the sensitivity, and hence, it wastes some of the privacy budget in
the pruning process. However, the relative errors of all the algorithms are reasonably small
for dense graphs, and the noisy answers do preserve the order of the true measures (shown
in previous experiments in Figures 3.3 and 3.4).

Varying privacy budget

Figure 3.6 illustrates how our proposed DP algorithms perform at varying privacy budgets
with ¢ € [0.1,0.2,0.5,1.0,2.0,3.0,5.0]. The rightmost figure for the repair measure Zg
has a log scale on the y-axis for better readability. We experiment with three datasets of
different density properties (sparsest Stock and densest Flight) and show that our algorithm
gracefully scales with the e privacy budget for all three inconsistency measures. We also
observe that the algorithm has a more significant error variation at smaller epsilons (< 1)
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Figure 3.6: Computing inconsistency measures for different datasets with RNoise at o =
0.005 and varying privacy budgets

except for Stock, which has a larger variation across all epsilons. This happens when the
true value for this measure is small, and adding noise at a smaller budget ruins the estimate
drastically. For the Zg measure, the private value reaches with 0.05 error at ¢ = 3 for Stock
and as early as € = 0.1 for others.

50



Chapter 4

Data exploration and Cleaning:
Generating synthetic data with missing
data

4.1 Introduction

In this chapter, we show our work for working with missing data in private learning.
Specifically, we look into the task of generating synthetic data from a private dataset with
missing values. Generating synthetic data with differential privacy is a private learning
method where a similar synthetic data is generated by quering the private dataset within
the privacy budget. The synthetic dataset, once generated, can be made public, and the
analyst can use it for any number of downstream tasks [35, 30, 87, , 19].

Despite a number of work [193, 62 , 87] that succeed in generating synthetic data
with DP guarantees, they only look at a simple scenario where the input data has no missing
values. Several prior studies [107, (6] have reported on the prevalence of missing data in

various fields. For instance, a study of 9 publicly available healthcare datasets commonly
used in machine learning research found that the proportion of missing values ranged from
0.2% to 78.6% [66]. The presence of missing data can be attributed to multiple reasons,
such as human errors [11] and privacy regulations like GDPR [2] which allow people the
“right to forget” where one may ask their data to be deleted completely [115].
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In our work, we formally define the research problem of generating synthetic data for
sensitive data with missing values using DP. We consider a missing mechanism that takes
complete ground truth data and outputs data with missing values. Under this setup, we can
offer DP to either the incomplete data or the ground truth data. For each privacy guarantee,
we study how to handle missing data in the synthetic data generation process. While it
is desired to have a unified comprehensive approach to solve the problem, we identify
multiple challenges in achieving such a solution. First, there is no straightforward winning
algorithm for DP synthetic data generation even without missing data as demonstrated by
prior benchmarking work [168]. Second, the design space for a solution is huge for dealing
with missing data. We explore several techniques, including the vanilla approach that

uses complete rows only [131], common imputation techniques (e.g., statistical methods,
machine learning methods) [107, , , 102], and other differentially private imputation
methods [11, 62]. We show that all these methods have their limitations, such as discarding

too many rows or incurring high privacy costs, leading to poor-quality synthetic data.
Therefore in our work we present a comprehensive list of possible approaches to solve the
problem including two vanilla approaches and three adaptive approaches, as a contribution
to understanding the design space for this new problem.

In addition, we show the relationship between the privacy guarantee for these DP
mechanisms that they offer for the incomplete data and that for the ground truth data.
To do so, we model the missing mechanism as a sampling process and obtain a tighter
upper bound for the privacy loss to the ground truth data via sampling amplification
techniques [17, |. Unlike prior work for sampling amplification that considers a random
subset, we make use of the randomness due to missing values to amplify the privacy for
ground truth data.

4.2 Preliminaries on Missing Data

For missing data, we define a missingness indicator matrix M = [...,m;,...] of size n x k,
where i € [1,n],j € [1, k] and, shorthand m; to point to i row of M. Each entry of M
has one-to-one relation with D such that, m,;; = 1 if D;; is missing and m,; = 0 otherwise.

Missing data is classified into different types using missing mechanisms. A missing
mechanism My : D — D takes as input the ground truth dataset D and outputs an
incomplete dataset D. It is parameterized by @, a set of probabilities, which refers to the
set of probabilities that control the unknown missing data process. Three missing types
can be defined using ® and the conditional distribution of missing indicator m; given the
dataset D; [107, 155].
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Missing completely at random (MCAR) assumes the probability of missingness is
completely independent of the data. Under MCAR, any two rows of the dataset, regardless
of their values, for the same attribute have the same probability of having a missing value.
Hence, the parameter set ® consists of {¢;|j € [1,k]}, where ¢; is the probability of any
row having a missing value for the jth column. For j € [1,k]| and i € [1,n], Pr[m;;|D] =
Pr[m;;] = ¢;. Hence, the probability of a row having no missing values is H;?:l(l — 0;).

Missing at random (MAR) captures the scenario where the probability of missingness
is independent of the missing values given the observed data. In other words, under
MAR how likely a value is to be missing can be estimated based on the non-missing
data. Consider examples, 1) Young people have missing IQ) (because they haven’t taken
an 1Q test yet), and MAR models the same probability of missing IQ) attribute for rows
of the same age, regardless of their 1QQ values; 2) Businessmen are less likely to share
their income, and MAR models the same probability for income values for rows that have
an occupation as ‘Business.” MAR, therefore, is parameterized by a set of conditional
probabilities & where each ¢ € |®| maps relationships between observed and missing values
in the dataset. For ¢, € ® that models the jth column’s missingness, and for i € [1,n],
Pr[mi;| D] = Pr[mi;| Doy, Dij| = ¢o, where D(gy refers to the observed attributes in the
dataset.

Missing not at random (MNAR) captures the scenario when given all the observed
information, the probability of missingness depends on any other unobserved missing values
in the dataset. Consider examples, 1) Students with missing attendance also have missing
scores, and the probability of the missing scores depending on missing attendance 2) People
who smoke don’t want to mention they smoke. Here MNAR models the probability of
missing smokers based on the attribute of smoking. With MNAR missingness, ® consists
of a set of conditional probabilities that map the probability of an attribute to be missing
given its own value.

Datasets often contain various missing data types, but identifying them without do-
main knowledge remains challenging [105, |. While statistical tests exist for MCAR
cases (e.g., Little’s MCAR test, pattern mixture models) [105, 106], identifying MAR and
MNAR remains unsolved due to complex interactions between observed and unobserved
variables [177]. Despite binary indicator tests based on modeling for MAR, these lack
conclusiveness and are sensitive to analysis assumptions. For private datasets, these tests
also need to be computed privately by using a portion of the privacy budget.
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4.3 Problem Statement

Consider a private dataset behind a privacy firewall with n rows and k attributes. A trusted
curator aims to generate a synthetic version of the same size with an end-to-end (e, §)-DP
guarantee while preserving maximum utility. Real-world data collected by curators may
contain missing values, a scenario overlooked in prior work. We address this by formalizing
two versions of the problem based on privacy considerations. First, we offer a DP guarantee
for the incomplete dataset held by the data curator.

Problem 1. [Privacy for Incomplete Data] Consider collecting data from a ground truth
data D of n rows owned by n individuals, a missing mechanism Mg : D — D is involved
that takes in D and outputs a dataset D of n rows but with missing values. A trusted data
curator uses this dataset D as input and aims to generate a synthetic data D* of n rows
with a mechanism M : D — D such that D* minimizes d(f(D)— f(D*)), where f : D — R!
is a utility metric function that the user is interested in, d(-,+) is a distance metric and M
offers (¢,0)-DP to the input data D.

In Section 4.4, we delineate multiple options for the data curator to deal with incomplete
data, put forward challenges that come with them, and discuss which option might be the
best and when. The first option is a naive adaptation of prior work for DP data generation
by simply discarding the rows with missing values [155]. We refer to this approach as
complete row only. This approach can fail in many cases, as detailed in Section 4.4.1. For
instance, if all rows have some missing values, then there will be no input data for the
data generation methods. A second approach is to impute the missing parts with inferred
values from the observed data. We denote this approach as imputation first approach.
However, as our data is private, the imputation process needs to be privatized as well
and the additional incurred privacy cost must be accounted for in the privacy budget.
In section 4.4.1, we explore the privacy costs of imputation and show how they can be
expensive in practice. Rather than having separate processes for imputation and synthetic
data generation, we can integrate these two processes into one. This line of thought
motivates us to a new approach, which we call adaptive recourse approach. In Section 4.4.2,
we improve upon three categories of DP generation approaches and demonstrate their
effectiveness in generating synthetic data from incomplete data. These strategies use no
extra privacy budget and solely improve by observing available data in the dataset.

The incomplete data D can be modeled as a sample generated from a complete ground
truth dataset D via a missing mechanism Mg. If the privacy goal is to protect the ground
truth dataset D with DP guarantee, how will the problem and the solution be different?
We formalize the second problem as follows.
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Problem 2. [Privacy for Ground Truth Data] Consider the same setup as Problem 1. The
trusted data curator uses the incomplete dataset D as input and aims to generate a synthetic

data D* of n rows with a mechanism M : D — D such that minimizes d(f(D) — f(D*)),
where f : D — R is any utility metric function that the user is interested in, d(-,-) is a
distance metric and M o Mg offers (€,5)-DP to the ground truth data D.

The problem mentioned above differs from our initial one only in the final aspect:
instead of aiming for DP for the observed incomplete data, we target DP for the ground
truth data. The missing mechanism limits the information available for synthetic data
generation. Although initially appearing similar, ensuring privacy for incomplete data
doesn’t necessarily guarantee privacy for ground truth data. In Section 4.5, we delve into
their relationship, showcasing scenarios where privacy for incomplete data may or may not
extend to ground truth data. We also explore how the missing mechanism can serve as a
sampling mechanism to enhance privacy and improve the utility of synthetic data.

4.4 Privacy for Incomplete Data

This section examines Problem 1 and explores methods for generating synthetic data from
an incomplete private dataset. The section starts by discussing two vanilla methods that
are found to be ineffective in the DP context and instead recommends adaptive recourse
methods that are novel solutions that address both issues and produce better-quality syn-
thetic data.

4.4.1 Vanilla Approaches

Complete row only and imputation first are two traditional methods for handling missing
data. These methods either involve discarding rows with missing values or filling up missing
information with values inferred from the observed data.

Complete Row Only Approach. This approach is effective when the missingness is
completely at random (MCAR) since the distribution of each attribute remains the same
after removing missing rows. However, for other types of missingness, such as missing at
random (MAR) and missing not at random (MNAR), the complete row only approach can
lead to biased results. Hence, a standard synthetic data generation algorithm that learns
directly from the remaining complete rows will result in a biased data distribution that is
different from the ground truth data.
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Figure 4.1: Complete row only approach results in poor results for MAR and MNAR
missing mechanism. The vertical lines denote the std dev. across 3 runs.

Figure 4.1 illustrates the performance of five different DP synthetic data generation
algorithms using the complete row only approach for the Adult dataset with various missing
mechanisms. The results indicate that the complete row only approach performs poorly
for missing at random (MAR) and missing not at random (MNAR) mechanisms, which
introduce bias to the estimated distribution of attributes. This bias can directly affect
statistical approaches such as PrivBayes which rely heavily on empirical estimation of
marginals. The 1-way distance between the generated synthetic dataset and the original
dataset confirms this observation.

Besides the potential bias issue for the complete row only approach, the number of
complete rows remaining can be very small. For synthetic data generation methods in-
volving large deep learning models such as GAN, feeding the training process with a small
number of complete rows will result in a poor data generation model. This is because the
learning process does not converge or/and the noise added for achieving DP overshadows
the signals of the training samples. For example, the ground truth Adult dataset which
has 32k rows reduces to &~ 5k complete rows with 20% MAR and ~ 1k complete rows with
20% MCAR/MNAR missing mechanism respectively. Our results show that the number
of complete rows plays a vital role in the performance of the synthetic data generation
algorithms. We discuss this in detail in Section 4.6 where we study several prior work
approaches and evaluate them on the different missing data scenarios.

Imputation First Approach. Imputation is vastly used in practice where the missing
data are filled up with values inferred from the observed data.

There are multiple ways to impute missing values in the dataset, including:
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1. Statistical methods: Each attribute of the dataset is modeled separately using statistical
methods such as mean, median, and mode. The model is then used to fill up the missing

values of the attribute [107, 155]. For example, in Figure 4.2, for the left tables, we use
the median of the observed values of column A, to fill up the missing value of the 4th
row.

2. Hot and cold deck methods: This imputation technique replaces every missing value
with another value from the same dataset (Hot deck) or from a proxy dataset (Cold
deck) [13, |]. The missing cells of the incomplete row are then filled up from the
closest similar row. Similarity metric like cosine distance or /5 distance can be used.

3. ML imputation: Machine learning (ML) based approaches are common for missing
data imputation |34, |. An ML model is trained to predict the missing values of an
attribute based on other non-missing attributes in the dataset as training features.

In our private dataset setting, imputations must also be conducted privately. A straight-
forward yet ineffective method involves randomly selecting values from the missing at-
tribute’s domain, as illustrated later (Figure 4.5). We skip analysis of the cold deck impu-
tation as finding another similar dataset is impractical for private datasets.

DP imputation can be approached in two manners. The first involves splitting the
privacy budget, allocating a portion for imputation and the remainder for synthetic data
generation. However, this approach is challenging due to the additional tuning of budget
allocation as well as the choice of imputation algorithm. Additionally, some imputation
techniques such as the hot deck imputation that are row specific (replicates the missing
value in a row based on some other observed value of a different user) cannot be performed
in the DP setting. Randomizing this row to achieve DP introduces too many errors to the
dataset.

The second way is to formulate imputation as a transformation of the dataset and
calculate the associated privacy cost as an end-to-end algorithm. We use the notion of
stability (Theorem 9) to calculate the privacy costs of these transformations.

Definition 9. [120] We say a transformation T'(-) is c-stable, if the distance between T (D)
and T(D') is at most ¢ times the distance between D and D'. The composite mechanism
Mo T then becomes (c-¢€,0)-DP, for any mechanism M which is (e, d)-DP.

Lemma 5. Consider a transformation Ta(-) for imputing attribute A, which takes in the
incomplete dataset D as part of the input and outputs a dataset D' with the complete values
for attribute A. Then, the stability of Ta(+) is c = ma + 1 where my refers to the number
of missing values for the attribute A.
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Proof. As the neighboring databases D and D’ differ by a row, T4(-) uses two different
values x and 2’ to impute the missing values in D and D’ respectively. As there are m 4
rows in both D and D’ that have missing values for attribute A, the resulted imputed
databases, T'(D) and T'(D’) have m @) + 1 number of rows (include the row that D and
D’ differ). O

Using the above Lemma we can see that applying a sequence of imputation functions
over the attributes of a dataset (---,7T4,,- -}, the difference in the resulted datasets can
be very large when the input dataset differs in a single row. Note that these results hold
even if imputation functions for two attributes are not the same.

Theorem 7. The composite mechanism M o T on a dataset D with n rows is ne-DP,
where M is a e-DP mechanism, and T is a sequence of imputation functions performed to
each attribute of D.

Proof. Consider a worst-case scenario: D and D’ differ in a single row that does not have
any missing values, and the rest of the rows have only one attribute with missing values,
ie., Y .ma, =n—1. As T uses the complete row to impute all the missing values, all rows
will be affected and the overall cost of M o T will be ne-DP. O

Example 8. In Figure 4.2, we illustrate two worst-case toy examples for a dataset with two
columns using mean and median imputations. The gray color indicates missing values and
dotted lines denote differing rows between the top and the bottom datasets for each example.
The missing values in both columns in the left and right examples are filled up with mean
and median functions respectively. After applying imputations on the neighboring datasets
D and D', the number of rows in column B in both examples starts to differ by 4 rows and
5 respectively including the imputed values and the differing row. In such a scenario, one
needs to pay 4e or Se privacy cost to ensure DP to the incomplete data.

4.4.2 Adaptive Recourse Approach

Both aforementioned approaches suffer from inefficiencies in data or privacy budget utiliza-
tion. The complete row approach discards partial rows, wasting potential learning data,
while the imputation-first method incurs high privacy costs. These challenges prompt us to
modify existing synthetic data generation techniques to optimize both dataset information
and privacy budget usage, which we term adaptive recourse. The concept involves employ-
ing the privacy-preserving learning aspect of synthetic data generation for both imputation
and synthetic data sampling. This offers two advantages: the privacy budget is dedicated
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Figure 4.2: Illustration of worst case statistical imputations.

solely to learning a single model, and the imputation process generates more comprehen-
sive training examples, enhancing model utility. We have selected three representative DP
data generation models—generative adversarial networks (GAN), partial marginal observa-
tion, and column-wise data generation—as proof-of-concept for these adaptive approaches,
which can extend to other existing or new DP models.

GAN-based adaptive recourse. In non-private literature, several approaches use the
GAN framework to deal with missing data [190, 104, 115, 189]. We choose to privatize an
approach called MisGAN [104], which allows us to simultaneously demonstrate the power
of learning the data distribution and the missingness pattern for GAN-based algorithms.
We call its DP version, DP-MisGAN, as shown in Algorithm 6. We first describe the high-
level architecture of MisGAN and DP-MisGAN, and then we highlight the enhancement
in this approach.

Algorithm Overview: MisGAN/DP-MisGAN trains two generator-discriminator pairs
— one for learning the data distribution and the other for learning the missingness pat-
tern. The training spans E epochs, with each epoch sampling |D|/B sized subsets from
the dataset D without replacement (Line 4). Each subset S; is processed with real data
Tgata (Line 6) and its corresponding missing mask z,,qs(Line 7). The missing mask %45,
computed from the missing indicator matrix M, marks where data is missing as 1 and 0
otherwise. Missing values in real data are replaced with Os (Line 8). Two fake examples
Ydata AN Ymask are generated by passing random Gaussian noise through data and mask
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generators (Line 9). These generators are updated using gradient descent, with discrimi-
nators learning true distributions in one phase (Line 10) and generators updating within
specified T intervals in the second phase (Line 11). In each generator interval, two fake
samples Ygara and Yasr are again generated similarly from the two generators (Line 12)
and gradients from the discriminator is computed (Line 13). Note that the non-private
MisGAN uses these gradients directly to update the parameters of the two generators (Line
16) and releases both generators in the end. Finally, after the training is completed for
E epochs, the discriminators are thrown away, and the privately learned data generator is
used to sample synthetic data (Line 20) .

Highlights: In our DP-MisGAN, we clip and then noise the gradients learned for the
generators using the sampled Gaussian mechanism (SGM) [123] to ensure privacy (Lines
14-15). This step is different from prior efforts for DPCTGAN [59] and DPautoGAN [166],
which privatize non-private optimizer of the discriminators using DPSGD [181, 20, ,

|. This divergence in technique leads to notable difference in the algorithm’s utility:
while the discriminators become noisy due to the introduction of noise, the generator’s
gradient calculation, which relies on discriminator weights (Line 13), is also affected. We
observe that we only need to publish the generators, not the discriminators. Hence, we
resort to the gradient sanitization (GS) approach [31] to perturb only the gradients of the
generators (Lines 14-15), without affecting the utility of the discriminator. In addition, the
GS approach also allows us to skip the hyperparameter tuning for the gradient clip C, which
can be vastly detrimental if set wrong [126]. Unlike the standard gradient clipping to bound
the sensitivity of the gradient norm by C, i.e., g/max(1,|/g|l2/C), we clip the gradient by
g/maz(1,]|g|l2) (Line 15) by considering a Wasserstein-Gan (WGAN) [11] framework with
an additional gradient penalty term in the loss function of the discriminator that enforces
the /o-norm of the discriminator gradients to be naturally close to 1.
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Algorithm 6: DP-MISGAN

Require: Incomplete dataset D, noise scale o, epochs E, learning rates np and ng,
generator interval Ty, batch size B, missing indicator matrix M
1: Initialize data generator 62 and discriminator 65
2: Initialize mask generator 8% and discriminator 7/

3: foriin [1,..., E| do

>

Subsample dataset D into {Sk}z 5

=UPVB) subsets

for tin [1,...,|D|/B| do
Set real data xg.:, = St

Fill missing values in 444, with 0

)
6
7 Sample real mask x,,,s from missing indicator M (.S;)
8
9

Generate fake data and mask
Yaata = 08 (2) where 2 ~ N(0,1)
Ymask = 0M (2) where z ~ N(0, 1)

10: Update 95 = 93 - nDVQB[%(QBa xdata) - %(937 ydata)]
9%[ = 0%] - UDVGI%I[%(H%I§ xmask) - %(0M§ ymask)]

11: if ¢ in interval of T; then

12: Generate fake data and mask

Ydata = 05(2) where z ~ N(O, ]_)
Ymask = O (2) where 2 ~ N(0,1)

13: Compute data and mask gradient
ga = vag (an ydata)) Im = Vegf (9%)47 ymask)

14: Clip each gradient g;; = ¢iy/ max(1, ||gi4l|2)
Gim = Yim/ max(L, [|gn|l2)

15: Compute noisy gradients g;; = Giy + 20N (0,1)
Jim = Gim + 20N (0,1)

16: Update generators 05 = 05 — np%Jiq
0 =04 — 1pEGia

17: end if

18:  end for

19: end for

20: Generate and return synthetic dataset from generator 65

A tight bound for the privacy loss of the training procedure can be calculated using

Rényi-DP (RDP).
Definition 10 (Rényi-DP |

). A randomized algorithm M : D — R is said to have

e-Rényi-DP of order a or (a,e)-RDP for short if for any pair of neighbouring databases
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D, D’ € D that differ in one tuple, it holds that: —— log Eszrm(p ( ((‘”))> < &, where Pp

and Pp: are the output probability densities of ./\/l( ) and M(D") respectwely.

The post-processing and composability properties of DP also apply to RDP. Specifically,

if a sequence of adaptive mechanisms My, My, -+, My satisfy («,e1)-, (o, e9)-, -+,
(v, ex)-RDP, then the composite privacy loss is («a, Zle ;)-RDP. The RDP privacy loss
of the sampled Gaussian mechanism (SGM) [123] is given using Lemma 6.

Lemma 6. Given a database D and query f : D — R? with sensitivity Sy, returning
f({z € D | z is sampled with probability r}) + N (0, S70%1") results in the following RDP
cost for an integer moment .

Ror(@) = 25,07 r=1
7 Do () (L =r)” krkexp(ﬁ) 0<r<l1

We can now calculate the total RDP cost of DP-MisGAN by composing the cost of
each SGM in the training procedure.

Theorem 8. The total RDP cost of DP-MisGAN is

B* a? —a
_QHZ() o0 By ()

where T' is the total number of iterations (E x |D|/B)) and T is the generator iterations.

Proof. Let the gradient clipping procedure of the discriminator in DP-MisGAN be f =
g/ max(1,||g|l2/C). The sensitivity S; can be thus be derived by the reversed triangle
inequality.

Sy = max||f(D) - f(D)] <2C =2

The last inequality follows as we set C' = 1 in DP-MisGAN. Each SGM in DP-MisGAN
(Algorithm 6) has sampling probability of £ D and thus the RDP cost of each SGM can

be derived using Lemma 6 as > _, (¢)(1 — |D‘)O‘ k% exp(o‘ —*). DP-MisGAN consists

of two generators that are updated every generator interval T each. Therefore, using the
composition property of RDP, we can compose the costs for both the discriminators in

. « [e% oa— k Oé —x
DP-MisGAN as R(a) = 2(%1 o (D= %) kB exp( ). O

|D| 802
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By the tail bound property of RDP [122], we can convert the RDP cost of DP-MisGAN
to (e,d)-DP, where ¢ is computed by

log(1/9)

e (4.1)

£(6) = min R(«) +
for a given 0. In practice, given the parameters ¢,6, B, T, T, the o is calculated using
Theorem 8 and the order « is usually searched within a range of user input values [130].

We expect DP-MisGAN to perform better than the naive GAN approaches because
it learns from both the complete rows as well as the incomplete rows of the dataset.
Furthermore, as DP-MisGAN learns the missing data pattern of the incomplete dataset,
we anticipate that it will capture more information in complex MAR and MNAR missing
mechanisms.

Flexibility: The framework of DP-MisGAN can be used for any GAN method. The core
idea of the change is to encompass two discriminator-generator pairs for learning missing
data and synthetic data generation. However, to achieve better privacy accounting, it is
important to use the GS approach with a WGAN structure and discard the discriminator
after training.

Partial marginal observation-based adaptive recourse. This approach can be ap-
plied to algorithms that use low dimensional marginal queries [193, , , , , 95,

, |. Instead of discarding all the partially missing rows, only the rows with missing
cells in the queried attributes are removed. Such a strategy is most helpful when only
a subset of attributes have missing data. For example, with MAR missing mechanism,
partial marginal observation can be learned from all the non-missing columns.

Algorithm overview: We extend PrivBayes 193] using this strategy and call it PrivBayes
enhanced or PrivBayesE in short (Algorithm 7). Both PrivBayes and PrivBayesE learn
Bayesian networks of degree k to know the correlated columns. The network B is initial-
ized by adding the first attribute in the attribute list A as a vertex to the graph. The
attributes(vertices) that are discovered are stored in the list V' (Lines 1-2). Next the algo-
rithm loops over each attribute in A (Line 3) and generates |V'| choose k sets appended
with every attribute seen so far A \ V' and stores in a list Q0 (Lines 4-5). The mutual
information values for each pair of attributes in €2 is computed and the pair with highest
value is chosen using exponential mechanism with privacy budget £, /A (Line 6). The edge
connecting the two vertices with largest mutual information is then added to the network
B (Line 7). PrivBayes/PrivBayesE then generate a synthetic dataset D* using this net-
work B in sequence (Line 10). Marginals are computed for each attribute X; with its most
correlated attributes W; using privacy budget /2 and added to D* (Line 12-14).
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Algorithm 7: PrivBayes Enhanced (PrivBayesE)
Require: Incomplete dataset D, Attributes A, Privacy budget &1, &5
Initialize Bayesian network B of degree k and V = ¢
Sample X; from A and add (X, ¢) to B; add X; to V
fori=2...|A| do
Initialize Q =0
For each X € A\ V and each ¥ € (}); add (X, V) to Q
Select a pair (X;, ¥;) from  with maximal mutual information in complete rows
for attributes X; in D using exponential mechanism of budget &, /|.A|
Add (X;,¥;) to B; add X; to V
8: end for
9: Initialize synthetic dataset D*
10: fori=1...|A| do
11:  Compute distribution from non-missing values Pr[X;, ¥;] from the complete rows of
Xi in D
12:  Learn Pr*[X;, ¥;] with Laplace mechanism at budget ¢,
13:  Set negative values to 0 and normalize
14:  Sample from Pr*[X;, ¥;] and add to D*
15: end for
16: Return D*

=1

Highlights: In PrivBayesE, modifications are made to the dataset generation process.
Each time a marginal query is made, PrivBayesE learns from all non-missing information of
the attribute(s) (Line 11). This improves upon the complete row approach by discarding
missing rows on a smaller set of attributes, rather than from the entire dataset. This
is particularly advantageous for scenarios like missing completely at random (MCAR),
where analyzing more data aids in better estimating the true distribution of marginals,
and missing at random (MAR), where some marginals are completely available, allowing
estimation based on complete data. The privacy analysis of PrivBayesE mirrors that of
PrivBayes, as PrivBayesE does not introduce additional queries to the dataset.

Flexibility: This enhancement can be applied as a wrapper to any method that makes
use of low-dimensional marginals to generate synthetic data. In our paper, we choose
PrivBayes as our baseline as it is the most simple and fundamental marginal based ap-
proach.

Column-wise data generation-based adaptive recourse. This approach can be ap-
plied to any algorithm that uses column-wise intermediate models to learn the data dis-
tribution. In such algorithms, a sequence of attributes is decided, and starting with the
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second attribute in sequence, a model is learned to predict the current attribute using
previously learned ones.

Algorithm overview: We extend Kamino [02] using this strategy and call in Kamino
impute or Kaminol in short (Algorithm 8). Kamino/Kaminol starts with deciding a
sequence of attributes based on a given denial constraints ¥ (Line 1). The distribution of
the first attribute in the computed sequence is learnt using all the non-missing cells (Line
3). This computed distribution is noised (Line 4) and values are sampled to populate the
synthetic dataset (Line 5). For each new attribute Y in the sequence, Kamino/Kaminol
learns a private intermediate model which uses all previously visited attributes X to predict
the new attribute Y (Lines 7-8). This intermediate model is used to generate the values
for the attribute Y in the synthetic data given the sampled values for X (Line 10).

Highlights: Kaminol includes an additional imputation step to impute values of at-
tribute Y (Line 9), utilizing the same intermediate model that was trained to predict
attribute Y given attribute set X. This enhancement ensures that no missing values are
discarded; instead, they are used to train intermediate models. It is worth noting that the
sequence S significantly influences Kaminol’s imputation process. In Kamino, the sequence
is generated considering input constraints W. However, if an attribute with many missing
values is positioned early in sequence S, its imputation may be less effective. To optimize
imputation, attributes not in constraints ¥ can be ordered based on decreasing percentage
of missing values. If available, clues from the missing mechanism can also help determine
the sequence. For instance, with the MAR mechanism predicting missing IQ based on age,
the age attribute can precede the age column in S. To ensure fair comparison, the same
sequence as Kamino is used for Kaminol in the experimental section.

Flexibility: This enhancement is applicable to any method that iterates over the columns
of the dataset. Such an algorithmic architecture allows for value imputation as learning
progresses. Each time a model predicts the next attribute, it can also impute missing
values using the same model, incurring no additional privacy costs. This strategy is partic-
ularly effective when missing data correlates with other attributes in the dataset, such as
in the missing at random (MAR) scenario. While there’s only one known private approach
employing this strategy [62|, several non-private approaches exist [188, |. Although
PrivBayesE can use learned distributions to impute missing values for all visited attributes
(Line 12 in Algoirthm 7), it only utilizes low-way marginals compared to Kaminol’s larger
models, which benefit more from imputation. Hence, we did not include this imputation
step in PrivBayesE.
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Algorithm 8: Kamino Impute (Kaminol)

Require: Incomplete dataset D, Attributes A, Constraints W, Privacy budget e, €9
Build sequence S of attributes A using constraints ¥
Initialize synthetic dataset D*
Compute distribution of first attribute H = Pr[S;] using all non-missing values
Generate DP H* by adding Gaussian noise of budget &,
Sample from H* to populate D*[S]]
fori=2...|4| do
Load training features X = S.;, and target label Y = S;

Train model M = 0(X,Y) privately with budget | A€|2—1

Impute missing values in dataset D[S;] using M
Predict synthetic values 2 = M (D*[S,;]) and fill D*[S}]
: end for

12: Return D*

4.5 Privacy for Groundtruth Data

Q

==
— O

In this section, we shift our focus to exploring the privacy implications for the ground truth
data, which we approach as a distinct problem that closely relates to Problem 1. We first
find that the solutions for Problem 1 do not always offer sufficient privacy for Problem 2,
except when the probability of missing values in a row is independent of the other rows in
the dataset (Section 4.5.1). Furthermore, we demonstrate that certain missing mechanisms,
such as MCAR, allow a tighter privacy analysis for Problem 2 when applying the same
solution from Problem 1 in Section 4.5.2.

4.5.1 Relationship to Problem 1

We have proposed multiple synthetic data generation algorithms M which train on the
incomplete dataset D and achieve (e,d)-DP as solutions to problem 1. However, this
incomplete dataset D results from a missing mechanism M, on the ground truth dataset
D. In problem 2, we study the same mechanisms M which train on D but discuss their
privacy impact on D. We do so by combining the missing mechanism M, and the synthetic
data generation process M as a composite mechanism M o M.

It is important to note that just because M is a DP mechanism for incomplete data D,
it does not necessarily mean that M o M, is DP for the ground truth data D.

Example 9. In Figure 4.3, consider neighboring ground truth data D and D' differ in the
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State | Occupation | Gender | Income State Occupation | Gender | Income
ON Business M 80k ON Business M 80k
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Figure 4.3: Example of private incomplete datasets generated from two neighbouring
ground truth datasets. Gray denotes missing cells and dotted lines represent the differing
row.

last row’s income value (100k v.s. 80k). Their income columns have an MNAR missing
mechanism that hides the highest income value and their corresponding incomplete data D
and D' then differ more than one row. This means that an e-DP mechanism for incomplete
data cannot guarantee the same level of privacy for the ground truth data.

The example above does not provide a strong privacy guarantee for the ground truth
data because the probability of a row having missing values depends on the values of other
rows. However, we can show that if My enforces independent probabilities for each row to
have missing values, a strong privacy guarantee applies to the ground truth data.

Theorem 9. Let the missing mechanism Mg have independent randomness to hide the

values of each row and D = Mg(D). If M achieves (¢,6)-DP for D, then M o My satisfies
(2,0 )-DP for D, where € < e,0 <.

Proof. As Mg has independent randomness to hide values of each row, given the ground
truth data D and a possible incomplete dataset D, we have Pr[D|D] = [, Pr[D;|D], where
D refers to the value taken by the Ith row. Consider neighboring groundtruth datasets D
and D' differ in the ith row and any possible output O of M o Mg. Let D be all possible
incomplete datasets that can be outputted by Mg from D or D’. We partition D into
{---,Dj, -} such that all datasets with the same row values except the ith row are in the
same group D;. Hence, for all D € D;, they have the same probability for [], 2 Pr,, [Dy| D).
Now we have
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D; D'eD; * D; D'eD;
= ¢ Y > Pr[O|D|Pr[D'|D] + 6
D, DD, Ma

The inequality above is based on for any neighbors D and_D/ , we have Pry[O|D] <
e Pry[O|D'] + § and ZDepj Pry, [D;i|D] = ZD,EDj Pry, [Di|D'] = 1. O

Theorem 9 says that the privacy bound for the ground truth dataset is lesser than equal
to the bound of the incomplete dataset for a synthetic data generation algorithm if each
row in the ground truth dataset has an independent probability of having missing values.

Next we illustrate how to obtain a tighter privacy bound for the missing completely at
random (MCAR) mechanism.

4.5.2 Privacy Amplification Due To MCAR

Missing completely at random (MCAR) enforces an independent probability of having miss-
ing rows for each attribute in the dataset. We use these probabilities to tighten the privacy
bounds for ground truth data when the missing mechanism is MCAR. The technique we
developed is inspired by the seminal work of privacy amplification due to sampling [17].
The premise of privacy amplification by subsampling is that we run a DP algorithm on
some random subset of the data (e.g., sampled Gaussian mechanism, DP-SGD). The sub-
set introduces additional uncertainty, which benefits privacy. Privacy amplification due to
subsampling has been shown to work for many sampling methods (e.g., Poisson sampling,
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sampling with/without replacement) and for neighboring datasets which may differ with
replacement or substitution. Privacy amplification by subsampling theorem 10 makes this
intuition precise.

Theorem 10 (Sampling Amplification Theorem [17, 163]). Consider an algorithm M :
D — D that satisfies (¢,0)-DP and a sampling mechanism S(D) that samples a random
subset U from dataset D of n samples. If p = max;cp Pryli € U], then the composite
mechanism M (S(D)) offers (¢/,8")-DP where €' = log(1 + p(ef — 1)), ¢’ = pd. For small
values of €, we have " =log(1 + p(ef — 1)) ~ pe.

In our missing data context, we note that for synthetic data generation algorithms
that train on incomplete data, many rows are naturally discarded due to the presence of
missing cells. We exploit this natural throwing out of rows as a sampling mechanism and
show that it can be used to amplify privacy. Recall from Section 4.2 that MCAR enforces
independent probability of having missing cells in the dataset for each attribute ¢1, - - - , ¢s.
We use these probabilities to propose our amplification results in Proposition 4.

Proposition 4. Consider an MCAR mechanism Mg : D — D with missing probabilities
{¢1,..., ¢} over attributes {Ay,... Ay} of the input ground truth data D and outputs an
incomplete dataset D. If a (g,0)-DP algorithm M : D — D takes in rows in D which have
no missing values on attributes Ay C {As, ..., Ar}, then M o Mg offers (pe, pd)-DP to the
ground truth data D where py,, = [14,ca,, (1—:). We call Ayr an amplification attribute
set for M and pa,, the amplification factor of Ap.

Proof. A row in MCAR has Hzll(l — ¢;) probability of having no missing values and
plugging in to Theorem 10. [

We note three important facts. First, if an algorithm M takes in rows with no missing
values over an attribute set Ay, then M also takes in rows with no missing values over
an attribute set A, C Ays. In other words, if A, is an amplification attribute set for M,
then any subset of A, is an amplification attribute set for M with amplification factor
greater than that of Ay;. Second, when Ay, =0, pa,, = 1. Third and more importantly,
as the dataset is read only once, each attribute can only be used once as an amplification
factor. We can now use Proposition 4 and Theorem 10 in conjunction to show the privacy
amplifications for the different algorithms we have discussed so far in our paper.

Use case 1: Privacy amplification for complete row only approach. Here we show
how to apply Proposition 4 to all complete row only approaches (PrivBayes, Kamino, and
GAN-based approaches). As these approaches take as input all attributes, the probability
of seeing a row without missing values is HZj(l — ¢;). The following example illustrates
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how this probability can be used to obtain a tighter privacy bound for the ground truth
data.

Example 10 (MCAR amplification for complete row only approach). Consider the in-
complete dataset from Figure 4.3. Let’s assume that the missing data comes from an
MCAR mechanism where the missing probabilities are ¢giare = %, G0ccupation = 0, PGender =
i,gblncome = % . Given 4 DP sub-algorithms My, My, M3, My that each offer DP guaran-
tee to the incomplete dataset D at budget 5. My computes the marginals of the complete
rows over attribute <State>, My over <Occupation>, Mz over <Gender> and M, over
<Gender, Income>. As all sub-algorithms take as input only the complete rows, using
Proposition 4, the amplification is [[,(1 — ¢;) = 0.421 and using Theorem 11 the final
privacy is € = 4 0.4215 = 0.421e.

Use case 2: Privacy amplification for partial marginal observation approach.
For partial marginal observation methods (e.g. PrivBayesE), calculating the amplification
privacy cost is more complex. These methods involve multiple low-dimensional marginals
with overlapping attributes. To determine the overall amplification for such algorithms, it
is necessary to calculate the amplification for each marginal and carefully compose them.
The complexity of this calculation arises from the optimal selection of the amplification
attribute set for each marginal, which maximizes amplification while ensuring that each
attribute is used only once. First, we consider a simple case that the amplification factors
of all marginals are disjoint. In this scenario, we can compose the total privacy cost using
Theorem 11 and demonstrate using Example 11.

Theorem 11. Consider an MCAR mechanism Mg, and a sequence of j mechanisms
My, ..., M; with DP guarantees of €1, .. .,&; to D and amplification attribute set Ay, , ..., An,
respectively. If their amplification attribute sets do not overlap, then these mechanisms of-
fers DP to the ground truth data D at a cost of & = Zi:lpAMﬁi'

Proof. As all mechanisms M; work on disjoint sets of attributes, their amplification at-
tribute sets A; are also disjoint. Furthermore as the missing probabilities are always < 1,
we always use all attributes in A; amplify marginal M;. We can then use Theorem 10 to
calculate the final amplified privacy cost €=, p Ang,ei- O]

Example 11. Continuing from Ezample 10, assume we have the same dataset but use a
partial observation algorithm. We consider only the sub-algorithms My, My, and My for this
example. The marginals for these sub-algorithms do not overlap and allow us to consider
all engaging attributes as their amplification attribute set. Hence, by Theorem 11, My is
amplified using pyr, = 1 — Pstate = %, M; is amplified using pa, = 1 — Goceupation = 1 and
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My using py, = (1 — Ggender ) (1 — Gincome) = 1%. The amplified privacy cost would thus be
3¢e 5 9¢e __
13 T3 T 163 = 0.77¢.

The problem however gets more nuanced when two marginals have overlapping at-
tributes. We show this in Example 12 by first showing a naive composition and then an
optimized one.

Example 12. Consider all 4 sub-algorithms in Example 10 and a partial observation algo-

rithm. The marginals for sub-algorithms M3 and My overlap in the ‘Gender’ attribute with

ampliﬁcation fCLCtOTS Py = (1 - (bGender) = % and Pymy, = (1 - ¢Gender)<1 - ¢Income) = %

respectively. We cannot apply Theorem 11 on M3 and My ’s entire attribute set as the corre-
sponding amplification attribute sets would then overlap on the ‘Gender’ attribute. A naive
solution would be to amplify the DP mechanism with the most amplification and skip the
others. In our example, we would amplify only My with amplification of 1%. and skip ampli-
fication for Ms. The total amplified privacy cost would thus be & = %i‘i‘i“‘i‘i_%i = 0.83¢.
However, a better bound can be calculated if overlapping mechanisms were grouped together
and amplified using the intersecting attribute. For instance, both M3 and My can be ampli-
fied by an amplification factor ofg1 using the amplification attribute set ‘Gender’, resulting

in a total privacy loss of %i + 5+ %(i + £) = 0.81¢ i.e. tighter than 0.83¢.

In a more general setting, solving this problem requires us to make groups of the
mechanisms with overlapping attributes and make sure that each group is amplified using
distinct amplification factors.

Problem 3. Consider an MCAR mechanism Mg and a sequence of j mechanisms
My, ..., M; with DP guarantees of €1,...,€; to D, where M; computes a marginal over at-
tributes A;. We would like to find amplification attribute sets { Ay, C Ay, ..., Ay, C A}
and their corresponding amplification factor p1,...,p; for My, ...M;, that gives the smallest
DP cost to the ground truth data D.

One way to solve the above problem is by creating valid partitions of marginals and
assigning each group in the partition an amplification attribute set such that all groups
have disjoint attribute sets and all marginals from the same group are amplified using their
own amplification attribute set.

Definition 11 (Valid partition). Given DP mechanisms My, ..., M; for computing marginals
over attribute sets Ay, ..., A;, a partition of these mechanisms P = {G,...G;} is con-
sidered valid if it satisfies these conditions: (1) All mechanisms in the same partition are
amplified with the same set of amplification attribute set and with the same amplification
factors; and (2) The amplification attribute sets of all partitions are disjoint.

71



The privacy cost for a valid partition is € = 3 p Pag, ZMJ,GGZ €5, where Ag, is the
amplification attribute set for the mechanisms grouped into Gy and p Ag, 1S the corresponding
amplification factor.

A wvalid partition ensures each group’s amplification attribute set is disjoint, ensuring
each attribute is considered only once. To solve Problem 3, we select the partition with
the least privacy cost that is also valid. Thus, all DP sub-mechanisms are amplified using
the best disjoint attribute set. However, enumerating all valid partitions is intractable due
to the exponential number of possibilities'. If the cardinality of .4 and the number of DP
mechanisms j are small, then one can enumerate all possible solutions and choose the best
one. However, for datasets with a large number of attributes, we show an initial pruning
method to trim away bad solutions using Lemma 7.

Lemma 7. A valid partition P solution to Problem 3 should have a non-empty amplifica-
tion attribute set for all group G € P.

Proof. Suppose there are a sequence of DP sub-mechanisms M, ..., M; with privacy cost
of e1,...,¢;. A valid partition P over My, ..., M; consists of a group G that has an empty
amplification attribute set. Then the amplification factor of group G will be pg = 1 and
the overall privacy cost of this partition can be calculated using Definition 11.

ep = ZpAGl Zgj

G eP MjEGl
= E PAg, E €j+§:8j
GZG{P*G} .AjEG[ MjEG
= L+ X

where L = 3 ¢ cip gy PAg, ZAJEG, gjand X = ZM]-EG ;. We can always define another
valid partition P’ that has the groups as P but group G has amplification attribute set A.
Therefore, the privacy cost of partition P’ can be calculated as:

S ZpAGz Zgj

G eP’ MjEGl
SD SIS ST o
G e{P'-G} AjEGl MjEG
= L/+pAX

!The total number of partitions of a set is given by the Bell number.
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, where L' = 37 Copr gy DAg, 2 Ajec, €5- Note that as amplification attribute set A is used
for G in P’, the privacy cost of the other groups can at most be increased by p4. Assuming
the worst case, L' = psL and that the privacy cost of P is always higher than that of P’.

L+X—-L —pyX>0
L+ X —paL —paX >0
L(1 —pa)+ X(1 —pa) >0
(L+X)(1—ps) >0

The above inequality if always true as the first term is always positive (L and X are privacy
costs) and the py <1 as all missing percentages are < 1. O

For large datasets where we are left with multiple partitions even after pruning, we
use a brute force search as described in Algorithm 9. In Line 1, we enumerate all possible
disjoint amplification attribute sets that we can make from A and store in a variable P4.
Then, we loop through each possible disjoint attribute set P4 € P4, and calculate the cost
of each amplification attribute set A; € P4 in Line 2-3 using Proposition 4. We initialize
the cost of the partition cp, = 0 in Line 4. Then we loop through each pair of marginal
S; and its corresponding DP mechanism (M;, ¢;) and find the candidate amplification
attribute sets that are contained in the marginal S; in Line 6. If no such candidate set
is valid for S;, then we can prune the entire partition P4 using Lemma 7 and loop back
to Line 2. Otherwise, in Line 7-8, we find the candidate attribute set which has the best
amplification cost for M, and add its corresponding cost the final cost cp,. Finally, the
partition with the minimum sum cost is returned in Line 10. In Example 13 we show how
Algorithm 9 can be used to find the valid partition for our running example with the lowest
privacy cost.

Example 13. Consider the same setup in Example 12. There are total of 4 attributes and
Algorithm 9 starts by enumerating all 15 possible disjoint amplification attribute sets —
{State | Occupation | Gender | Income}, {State Occupation | Gender | Income}, ... , {State
Occupation Gender | Income}, ... , {State Occupation Gender Income}. We then iterate
through each of these disjoint sets. Let’s consider the disjoint sets Ay : {State}, Ay :
{Occupation}, As : {Gender}, Ay : {Income}. For each attribute set we calculate its
corresponding amplification factor, ca, : (1 — ¢state) = 3/4, ca, : (1 — Poccupation) = 0, Cay
(1 = ¢cender) = 3/4,¢ca, © (1 — Orncome) = 3/4. We then iterate through all marginals
and choose the best amplification attribute for each marginal. Therefore, My is amplified
using Ay, My using Ay, M3 and My both using As. The final privacy cost therefore is
€= %i + 5+ %i + %i = 0.81e. This partition also happens to be the best partition among
the 15 partitions.
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Algorithm 9: Optimal amplified privacy cost

Require: Marginals S = {5},...,S;} over attributes A, DP mechanisms
M ={(My,e1),...,(Mj,e;)} for S, Missing probabilities ® = {®4]|A € A} for
MCAR
1: Find all possible partitions of A and store in P4
2: for each attribute partition P4 in P4 do
3:  Calculate amplification factor cq, = [ 44, (1 — ¢a) for Ay € Py

4:  Initialize disjoint set cost cp, =0

5. for each S; € § with its corresponding ((M;,¢;)) do

6: Skip Py if {AZQSJAZGPA}:Q

7 Find the best amplification attribute set for M;:
Al <= argmina,epanacs,Ca,

8: Add the best amplified cost cp, =cp, +¢;-ca,

9: end for

10: end for

11: Return the attribute partition P4 with minimum cost cp,

Use case 3: Privacy amplification for column-wise imputation algorithms. Column-
wise imputation algorithms (e.g., Kaminol) learn attributes sequentially in a predefined

sequence S over Aj,...,A,. The first attribute S; is learned using its observed distri-
bution, while the rest Ss,..., S, are learned using intermediate models M, ..., M, with
privacy costs €s,...,65. At each " iteration, attribute S; is learned using intermediate

model M;, taking previously learned attributes S.; as feature input. After training, M, is
used to sample the synthetic dataset and impute incomplete values of D[S;]. Thus, for
the next model M, previously learned attributes are either complete or imputed. The
total number of complete rows fed to an intermediate model M; depends solely on the
complete values in D|[S;], leading to amplified privacy for ground truth data &; = pg,e;,
where pg, = 1 — ¢;. However, we note that for training model M;, every attribute S,;_; is
considered for amplification using the same probability as .S;. Since each attribute can be
amplified only once, privacy for ground truth is calculated accordingly.

Theorem 12. Consider an MCAR mechanism Mg and a sequence of attributes S and k
mechanisms My, ..., My with privacy cost of €1, ... e, to D, where M; is an intermediate
model that trains A; as target and A.; as features. If model M; is used for imputation of
attribute A;, then the overall process offers DP to the ground truth data D at a cost of

_ k . k
E =Ds;€j + Doy, Eir Where j = r?:alx(l — ;).
Proof. As all cells of an attribute are imputed at previous iterations, the number of com-
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plete rows fed to a model at the ith iteration depends on the missing cells of the S;
attribute. The amplification for the ¢th model can therefore be calculated at ¢;pg,, where
ps; = 1 — ¢; is the amplification factor of attribute S;. To calculate the overall privacy of
the algorithm, we would like to compose the amplified privacy of all sub models. However,
the model M; trains on every attribute S.;_; and each attribute uses the same probability
as S;. Furthermore as each attribute can only be used once, we can only amplify a single
model. Hence, we choose to amplify the model with the maximum amplification M; where

j= méalx(l — ¢;) and the other models are left un-amplified. ]

Example 14. Consider the incomplete dataset from Figure 4.3. Lets assume we have a
column based imputation algorithm learns this dataset. Fach attribute is learnt using the
equal privacy budget 5. The attributes ‘State’, ‘Gender’ and ‘Income’ has an amplification
factor % whereas the attribute ‘State’ has a factor of 1. Therefore, the amplified privacy
budget is € = %% + 35 = 0.9375¢.

Discussion on MAR and MNAR. MAR and MNAR mechanisms model probabilities
of missing data conditioned upon non-missing values from other columns (MAR) or miss-
ing values from the same column in the dataset (MNAR). Unfortunately, verifying the
presence of MAR and MNAR missing types in the dataset lacks a foolproof method, as
it may rely on observed and unobserved variables and their interactions (as discussed in
Section 4.2). Due to the conditional nature of these missing types, achieving privacy ampli-
fication with MAR or MNAR mechanisms is challenging. Each row’s probability of having
missing values may vary due to conditional dependence on dataset values. While maximum
probabilities or noisy upper bounds can be used for privacy amplification if these probabil-
ities are known or privately learned, they are often associated with multiple patterns and
complex relationships. For instance, in the simple example depicted in Figure 4.3, rows
with the highest income value (80k) are missing. Here, the probability of a row having a
missing value depends directly on the probability of a row having an income of 80k. To
calculate missing probabilities associated with MNAR, not only the highest value in the
column but also its probability of occurrence needs to be determined. Without distribution
assumptions, such calculations cannot be achieved with DP [29]. Amplification extensions
for MAR and MNAR remain a topic for future research.

4.6 FEvaluation

We thoroughly experiment with DP synthetic data generation algorithms on missing data.
First, we demonstrate how existing DP methods are affected by varying amount of missing
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Figure 4.4: The effect of missing data on DP synthetic data generation algorithms.

Table 4.1: Dataset Characteristics
’ Dataset \ Cardinality \ #Numerical Attr \ #Categorical Attr ‘

Adult 32561 5 10
Bank 45211 3 14
BR2000 38000 3 11
National 15012 6 14

data. Next, we evaluate the effectiveness of our proposed adaptive recourse methods and
analyze the impact of varying missing data percentages, missing mechanisms, and privacy
budgets for each method. Finally, we show how missingness amplifies privacy for ground
truth data.

4.6.1 Experimental Setup

Datasets.

We run our experiments on four tabular datasets as described in Table 4.1: (i) Adult
dataset [18], which contains information about 32561 individuals from the 1994 US Cen-
sus (ii) Bank dataset [129], which has 45211 rows about direct marketing campaigns of a
Portuguese banking institution (iii) BR2000 193], which consists of 38,000 census records
collected from Brazil in the year 2000, (iv) National dataset [169] from NIST Diverse Com-
munity Excerpts which contains information about 15012 individuals US census data. Each
dataset has a combination of numerical and categorical columns which are pre-processed
according to the synthetic data generation algorithm as discussed in their respective re-
search paper — numerical attributes are discretized into 10 uniform bins or scaled between
0 to 1 and the categorical attributes are encoded using one-hot or ordinal encoding.
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Figure 4.5: Comparing all strategies to deal with missing data. Adaptive recourse results
in the best performance, followed by the complete row approach. The red line represents
the best no-missing baseline.

Baselines. We consider several existing differentially private data generation methods that
do not consider missing data: PrivBayes [193] and AIM [117] from statistical approaches,
DPCTGAN [59] and DPautoGAN [166]| from deep learning techniques, and Kamino [62],
which is a mixed approach. These methods have been published in well-known conferences
with their code readily available. For each method, we construct the following baselines
to deal with missing data as discussed in Section 4.4.1. The first baseline referred by its
original name combines the original method with the complete row-only approach. Next,
we construct baselines for the imputation first approach, which first imputes the data and
then generates the synthetic data. We initially considered differentially private data impu-
tation using k-means [10] and OLS regression [11], but they fail in working with categorical
columns and require a large privacy budget for the imputation process itself. Hence, we
adopt the following imputation methods: (i) random imputation, which fills missing values
randomly from the attribute domain; (ii) mean imputation, replacing missing numerical
attribute values with the mean and sampling from the probability distribution for cate-
gorical attributes; and (iii) Kamino imputation, which leverages intermediate models from
Kamino for imputation and shares similar model as Holoclean [183, 3]. Random impute
requires no privacy budget, but the other two require splitting of the privacy budget for
imputation and for the data generation algorithm.

Parameters. The utility of the algorithms replies upon multiple hyperparameters, and we
try our best to tune these parameters by running grid searches. Although we don’t consider
privacy costs for tuning, it’s crucial to tune these parameters privately in practice [120,
139]. Deep learning methods typically require a larger privacy budget for meaningful
results. Hence, we assign PrivBayes and Kamino ¢ = 1, and GAN approaches ¢ = 3 by
default. Adaptive methods maintain the same budget as their non-adaptive counterparts.
PrivBayes operates under pure DP (§ = 0), while others employ approximate DP. The §
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Figure 4.6: Adaptive methods (DPMisGAN, PrivBayesE, Kaminol) vs their respective
baselines using the complete row approach (DPautoGAN, PrivBayes, Kamino) with MCAR
missingness at € = 1. Algorithms of the same category are colored with the same shade.
The adaptive methods result in better quality synthetic data. The red line denotes the
best no missing baseline.

value is approximately set one magnitude lower than 1/|D| to the nearest exponent of 10.

Missing data. We implement a pipeline that can generate different categories of missing
data at different missing percentages, using the approach from Muzellec et al. [130]. MCAR
missing data is generated by masking the original dataset using a realization of a Bernoulli
variable with a fixed parameter such that there is exactly the required number of missing
values. To generate MAR data, we first use 50% of the attributes in the dataset as features
for a logistic regression model. The other attributes then have missing values according to
random weights in the logistic model. A bias term is fitted using line search to attain the
desired proportion of missing values. The MNAR approach works similarly to MAR, with
the difference that the 50% non-missing attributes are masked by an MCAR mechanism.
This imposes the logistic model to depend potentially on missing values, hence enforcing
MNAR missingness. As 50% of the columns in the MAR mechanism has complete values,
it comparatively has more complete rows in comparison to MCAR and MNAR. We run
experiments on all kinds of missing types for every dataset and go up to 30% missing values
except the national dataset, where we stop at 20% due to the lower number of rows in the
original dataset.

Metrics.
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We use two utility metrics for evaluation. The first metric is k-way marginal distance.
We calculate all k-sized combinations of attributes in the dataset [193, (2], and then report
the average variational distance between the true vs the synthetic marginals. For each k-
sized combination set of attributes in A € A, we calculate the marginal, h : D — RP@l and
report the average variational distance between as max,ep(a) |h(D')[a] — h(D)[a]| where D’
and D are the synthetic data and ground true data respectively [193, 62]. In our evaluation,
we set k = 1,2. Smaller values of this metric show more closeness between the true and
synthetic data. Our second metric is model training. We consider 9 classification models
(LogisticRegression, AdaBoost, GradientBoost, XGBoost, RandomForest, BernoulliNB,
DecisionTree, Bagging, and MLP) to classify each attribute in the dataset (e.g., income is
more than 50k or not, the loan should be given or not to user) using all other attributes as
features. Each target attribute is processed to be a binary attribute, and we try to balance
the two classes as much as possible. The quality of the learning task is represented by the
average of all models across all attributes. The F1 score is reported for learning quality.
Each model is trained using 70% of the synthetic data, and the F1 score is evaluated using
30% of the true data [62]. Larger values of this metric show better performance. For all
our experiments, we run 3 times and report the mean with standard deviation.

4.6.2 Experimental Findings

We evaluate the impact of missing values on DP synthetic data generation algorithms with
different missing mechanisms and varying missing data from 1% to 30%. The quality of
synthetic data generated by all algorithms degrades drastically, particularly when having
> 10% of missing data.

Benchmark Existing DP Methods on Missing Data

We demonstrate the impact of missing values on DP synthetic data generation algorithms.
Figure 4.4 shows the performance of the baselines on the Adult dataset with varying levels
of missing completely at random (MCAR) data (x-axis). Our results indicate that missing
data up to 5% minimally affects the quality of the synthetic data with 1-way and 2-way
metrics experiencing 5-19% impact, and Fl-score experiencing 1-13% impact. However, as
missing data increases, the quality of synthetic data generated by all algorithms degrades
drastically. With 20% missing data, the 1-way metric is affected by 14-190%, the 2-
way by 18-147%, and the Fl-score is impacted by 6-28%. With high amounts of missing
data (> 10%), PrivBayes and DPCTGAN exhibit the most decrease in utility. However,
Kamino and DPAutoGAN show a consistent level of performance even with more missing
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Figure 4.7: Adaptive methods vs non-adaptive methods on different missing mechanisms.
The red line denotes the no missing baseline.

data indicating a high degree of stability in the output. The stability of these methods
can be attributed to the fact that these methods tend to extract more information from
the available data. Kamino learns the functional dependencies of the dataset and tries to
preserve them while generating the synthetic data and DPAutoGAN trains an autoencoder
as a preprocessing step to learn the low-dimensional statistics of the data.

Evaluate different strategies to deal with missing data

For each existing DP algorithm for generating synthetic data, we compare its respective
baseline methods and its adaptive recourse approach. Figure 4.5 shows the performance
of these methods across all four datasets, employing 20% MCAR missing values. The red
line denotes the baseline approach’s performance without missing values. For mean and
Kamino imputation, we allocate three splits of the privacy budget (25%, 50%, and 75%)
for imputation and plot the average and standard deviation across all splits, reserving the
rest for generating the synthetic dataset. We observe that no single imputation strategy
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consistently outperforms others, with the adaptive recourse approach generally yielding
the best results. Hence, allowing learning and imputation to happen together is crucial.
Additionally, the complete row approach often performs second best, serving as our baseline
for subsequent experiments.

Evaluate Adaptive Recourse Approach

We evaluate adaptive recourse approaches at various experimental configurations.

Varying missing percentage. In this experiment, we compare the best baseline from the
previous experiment that uses the complete row approach with its corresponding adaptive
recourse approach from Section 4.4.2. We repeat our experiment on four different datasets
with varying amount of MCAR data at two privacy levels (e = 1, 3).
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Figure 4.8: Baselines vs Adaptive methods at ¢ = 3. The adaptive methods perform better
than their respective baselines.

In Figure 4.6, we plot the algorithms in different shades of color depending on their
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type. We observe in general that adaptive recourse approaches (DPMisGAN, PrivBayesE,
AIME, and Kaminol) result in significantly better quality synthetic data compared to their
baseline with the complete row only approach (DPautoGAN, DPCTGAN, PrivBayes, AIM
and Kamino). Across all datasets, the 1-way scores are improved by up to 68%, 2-way by
up to 66% and F1-scores of up to 24%. Furthermore, we observe that the adaptive methods
often achieve the same utility as the no missing baseline with 10% missing data (e.g., top
left subfigure Adult 2-way for Kaminol and PrivBayesE at 10% missing data).

Varying missing mechanisms. In Figure 4.7, we repeat our experiment for all 4
datasets at 10% missing data for all missing mechanisms. The adaptive recouse ap-
proaches(DPMisGAN, PrivBayesE, AIME and Kaminol) beat their non-adaptive complete-
row baselines across all missing mechanisms. As missing values are added only to half of
the attributes, missing at random (MAR) has more complete rows (the number in brackets
on the x-axis labels) as compared to the other mechanisms. It is interesting to note that
if we increase the missing percentage for MAR and plot it with same rows (MAR-SR), the
algorithms start performing poorly. Hence, we make the conclusion that the number of
complete of rows makes a more vital impact compared to the missing mechanism itself.
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Figure 4.9: Varying privacy budget and comparing utilities of our approaches.

Varying privacy budget. We show the impact of the privacy budget in Figure 4.9
for adaptive methods with 10% MCAR missing data on Adult. We vary the privacy
budget ¢ € [0.5,1,3,5,10, 00] where ¢ = oo refers to the non-private run. First, we note
that increasing the privacy budget improves the utility of the synthetic dataset across
all algorithms. Second, we observe that PrivBayesE and Kaminol outperformed GAN-
based approaches at all privacy budgets. Similar observations are found in Figure 5.9 and
Figure 4.7. The poor performance of the GAN-based approaches is primarily due to the
requirement for specific preprocessing steps and extensive hyperparameter tuning, which
was challenging. Third, we find that there is no clear winner for all datasets, all utility
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Table 4.2: Amplified privacy for ground truth data.

Dataset MCAR missing %

0.1 | 0203|0405
Adult | 0.88 | 0.77 | 0.65 | 0.47 | 0.44

BR2000 | 0.83 | 0.68 | 0.55 | 0.41 | 0.31

metrics, and all privacy budgets, which is consistent with the observations from prior
benchmarks on DP synthetic data generation [165]. However, we observe that PrivBayesE
performs better at smaller epsilon values (¢ < 1), but Kaminol has better performance
with higher epsilon (¢ > 1). We attribute this phenomenon to the fact that Kaminol trains
multiple intermediate models, and these models generally require a higher privacy budget.
Therefore, we recommend PrivBayesE at a low privacy regime (¢ < 1) and Kaminol at a
higher privacy regime (¢ > 1).

In addition, we observe that PrivBayesE outperforms others at the 2-way tasks (Fig-
ure 5.9 top row), and Kaminol demonstrates superior performance in the F1-score metric
even at a low privacy regime (¢ = 1, Figure 5.9 bottom row, except BR2000). This shows
that depending on the data sets and the downstream tasks different methods perform best.
Hence, we also recommend to an end user to test all methods for their specific data sets
and downstream tasks and assess result quality in the way we have done. Then they can
select the best method for their case, but this ignores privacy cost of algorithm selection.
Generally, we recommend marginal-based approach like PrivBayesE for k-way tasks and
Kaminol for ML tasks.

Amplification Due To Missingness

In this experiment, we show the amplified privacy budget for ground truth data. We exper-
iment with PrivBayesE that runs on the incomplete dataset with 10 - 50% MCAR missing
data. For each run, we allocate a privacy budget of ¢ = 1 and observe the marginals calcu-
lated by PrivBayesE. We assume a uniform privacy budget for each marginal calculated by
PrivbayesE and run Algorithm 9 to calculate the best valid partition of these marginals.
In Table 4.2, we plot the amplified privacy cost & based on the best partition found by the
algorithm. We repeat the experiment for two datasets — Adult and BR2000. Our results
show that the amplified privacy cost decreases almost linearly from 0.88x to 0.44x for Adult
and 0.83x to 0.31x for the BR2000 dataset.
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Chapter 5

Hyperparameter Tuning: Honest
Tuning using Adaptive Optimizers

5.1 Introduction

In this chapter, we change gears and look into the hyperparameter tuning problem of an
end-to-end DP system. Specifically, we look into tuning DP optimizers for training private
machine learning models. DP training procedures that have been developed [181, 20, ,

| generally resemble non-private gradient-based methods, but with the incorporation of
gradient clipping and noise injection. These steps add additional hyperparameters on top of
the non-private parameters that need to be tuned for optimum performance of the models.

Hyperparameter selection is instrumental to achieving high accuracy. The most common
methods are grid search or random search, both of which incur a computational overhead
scaling with the number of hyperparameters under consideration. In the private setting,
this issue is often magnified as most private training procedures introduce new hyperpa-
rameters. Regardless, and more importantly, hyperparameter tuning on a sensitive dataset
also costs in terms of privacy, naively incurring a multiplicative cost which scales as the
square root of the number of candidates (based on composition properties of differential

privacy [38]).

Most prior works on private learning choose not to account for this cost |9, , |, fo-
cusing instead on demonstrating the accuracy achievable by private learning under idealized
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conditions; if the best hyperparameters were somehow known ahead of time. Some works
assume the presence of supplementary public data resembling the sensitive dataset |16, 152],
which may be freely used for hyperparameter tuning. Naturally, such public data may be
scarce or nonexistent in settings where privacy is a concern, leaving practitioners with little
guidance on how to choose hyperparameters in practice. As explored in our paper, poor
hyperparameter selection with standard private optimizers can have catastrophic effects
on model accuracy.

Hope is afforded by the success of adaptive optimizers in the non-private setting. The
canonical example is Adam [9], which exploits moments of the gradients to adaptively and
dynamically determine the learning rate. It works out of the box in many cases, providing
accuracy comparable with tuned SGD. However, Adam has been overlooked in the context
of private learning since previous works have show than fine-tuned DPSGD tends to perform
better than DPAdam [138], which has lead to several subsequent works [191, 176] to limit
themselves to highlighting accuracy under ideal DPSGD hyperparameters. We navigate
the different options available to a practitioner to solve the honest private hyperparameter
tuning problem and ask, are there optimizers which provide strong privacy, require minimal
hyperparameter tuning, and perform competitively with tuned counterparts?

5.2 Preliminaries for DP Optimizers

In this section, we provide the required preliminaries for this chapter based on specific
types of DP optimizers, delineating the various hyperparameters required for each.

DP-SGD: The most popular private optimizer is the differentially private stochastic gra-
dient descent (DPSGD) [181, 20, , 5]. DPSGD takes individual steps for each point in
the sampled lot just like in SGD. Due to these individual steps, SGD is more locally unsta-
ble and empirically generalizes better than other optimizers [195]. However, SGD requires
the learning rate to be properly tuned when changing architectures or datasets, without
which SGD may show subpar performance. There are five main hyperparameters involved
in DPSGD. We start with those also present in the non-private setting, highlighting any
differences that arise due to privacy.

e Training iterations (7") - In the private setting, more iterations results in a larger
privacy cost.

e Lot size (L) - Lot size factors into the privacy calculation, due to amplification by
subsampling [15].
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e Learning rate () - Learning rate has an important interplay with the clipping thresh-
old C', discussed in Section 5.5.

The following hyperparameters are new in the private setting.

e Clipping threshold (C') - To limit sensitivity, per-example gradients are clipped to
have fo-norm bounded by C.

e Noise scale (¢) - Scale of the noise added, as a multiple of C. A larger value gives
higher privacy but (typically) lower accuracy.

DPMomentum: The private counterpart of SGD-Momentum [156, 151], which adds the
momentum parameter to the update rule of DPSGD [74]|. This optimizer adds an extra
hyperparameter to tune as no default value for momentum is known.

DP-Adam: Adam [94] is an adaptive optimizer that combines the advantages from Ada-
Grad [19] and RMSProp [77]. At the core of Adam, exponentially averaged first and second
moment estimates of the gradients are used to take a step. Converting Adam to its dif-
ferentially private counterpart DPAdam can be done trivially by replacing the standard
gradients with their clipped and noised counterparts. Adam adds two extra hyperparam-
eters (1, B2) to tune in the DP setting. However, default values of these parameters are
known in the non-private setting. We will tune these parameters to the private setting
in Section 5.5. The adaptivity of these optimizers imply they need not be tuned across
learning rates, hence reducing a hyperparameter to tune.

ADADP: This DP adaptive optimizer finds the best learning rate at every alternate
iteration [96]. It does so by leveraging the ¢, error of taking a full step and taking two half
steps. If the error computed is greater than a threshold 7, the learning rate is updated

using a closed form expression. As suggested by the authors, for all our experiments using
ADADP, we use the threshold 7 = \/%, where d is the model dimension and T is the
total number of iterations.

5.3 Problem Setup and Overview

Consider a sensitive dataset D which lies beyond a privacy firewall and has n points of the
form (z1,vy1), (z2,y2), ..., (Tn,ys) where z; € X is the feature vector of the ith point and
y; € Y is its desired output. Though our experiments are carried out in the supervised
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setting, all results can be translated to unsupervised setting as well. The dataset has been
divided into two parts, the training set and the validation set. A trusted curator wants to
train a machine learning model by making queries on the dataset with a total end-to-end
training privacy budget of (e¢,dy) such that the model can perform with high accuracy on
the validation set. The curator wants to try multiple hyperparameter candidates for the
model to figure out which candidate gives the maximum accuracy. However, as the model
is private, each candidate requires multiple queries made on the dataset and all of them
need to be accounted in the total privacy budget of (ey,dy).

Note that any validation accuracy must also be measured privately. Since this accuracy
is a low-sensitivity query with a scalar output, and must only be computed once per choice
of hyperparameters, the cost of this procedure is generally a lower order term versus the
main training procedure. Thus for simplicity, we do not noise these validation accuracy
queries. As we will see later, some optimizers require more candidates to tune and hence
would also require more privacy budget than others.

To tackle private hyperparameter selection, we first compare the available private tuning
procedures in Section 5.4. We show that the privacy cost for training a model depends on
the hyperparameter grid size and standard composition theorems provide the best guar-
antees when the grid is small. In Section 5.5, we investigate different optimizers to see
how many candidates are required to output a good solution. In Section 5.5, we provide
theoretical and empirical evidence to demonstrate an intrinsic coupling between two hyper-
parameters — the learning rate and clipping norm in DPSGD. We show that this coupling
makes DPSGD sensitive to these parameter choices, which can drastically affect the val-
idation accuracy. In Section 5.5, we demonstrate that an adaptive optimizer, DPAdam,
translates well from the non-private setting and obviates tuning of the learning rate. In
Section 5.6, we empirically compare DPAdam with DPSGD and DPMomentum to show
that DPAdam performs at par with less hyperparameter tuning. Finally, in Section 5.7,
we establish that DPAdam converges to a static learning rate in restricted settings, and
unveil a new optimizer DPAdamWOSM which can leverage this converged value without
computing the second moments.

5.4 Privately Tuning DP Optimizers

Effective hyperparameter tuning is crucial in extracting good utility from an optimizer.
Unlike the non-private setting, DP optimizers typically i) have more hyperparameters to
tune; ii) require additional privacy budget for tuning. Existing work on DP optimizers
acknowledge this problem (e.g., [5]), but do not address the privacy cost incurred during
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hyperparameter tuning |5, , |. There are two main prior general-purpose approaches
for private hyperparameter selection. The first performs composition via Moments Accoun-
tant [5], and the second is the algorithm of [109] (LT). The latter is a theoretical result, and
to the best of our knowledge, has not been previously evaluated in practice. We investigate
the privacy cost of these two techniques in practice and discuss situations in which each
method is preferred.

Algorithm 10: LT algorithm for private selection of (g, d)-DP input algorithms

Require: 7 < 1, §; > 0, and sampling access to candidates and their scores Q(D)
. Initialize the list S =0
- Initialize T = L log +
v 2

: for j € [1,Y] do

Draw (z,q) ~ Q(D)

S+ SU(z,q)

Flip a 7-biased coin, output highest scored candidate from S and halt;
end for
: Output highest scored candidate from S

Tuning cost via LT [109] propose a random stopping algorithm (LT) to output a ‘good’
hyperparameter candidate from a pool of K candidates, {x1,...,2x}. They assume sam-
pling access to a randomized mechanism (D) which samples ¢ ~ [K], and returns the i-th
candidate x;, and a score ¢; for this candidate. It is a random stopping algorithm, in which
at every iteration, a candidate is picked from @ i.i.d. with replacement and a v-biased
coin is flipped to randomly stop the algorithm. When the algorithm stops, the candidate
with the maximum score seen so far is outputted. In the approximate DP version of this
algorithm, an extra parameter T is set to limit the total of number of iterations. The
pseudocode of this algorithm is shown in Algorithm 10.

Theorem 13 ([109], Theorem 3.4). Fiz any vy € [0,1], 02 > 0 and let T = %log é. If Q is
(1,61)-DP, then the LT algorithm is (e¢,07)-DP for ey = 3e14+3v/201 and 65 = /26; T +0,.

Theorem 13 expresses the privacy cost of the algorithm in terms of the privacy cost
of individual learners, and parameters of the algorithm itself. The d, parameter does not
significantly affect the final epsilon ¢ of the algorithm and in practice, one can set it to a
very small value (1072%). Though a small value of d, has little effect on dy, it increases the
hard stopping time of the algorithm, Y.
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To understand the LT algorithm, we will compare the privacy costs of training a single
hyperparameter candidate with a final €, 67 budget via LT and compare it with the privacy
cost 1,01 of the underlying individual learner. This setting might seem unnatural for LT
as it was designed to select from a pool of candidates but we choose this setting to show
the minimum privacy cost overhead associated with LT and later show how the privacy
cost changes for multiple candidates (varying ). To use LT, one needs to figure out the
€1,01 via Theorem 13 using the final €7, 6, values and in this case, v = 1 (as we have just
one candidate). The individual learner is then trained using e1, d; budget.
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Figure 5.1: Comparing the privacy cost of LT versus Moments Accountant. The minimal
privacy overhead incurred by LT is at least ~5x, and increases with the dataset size (left).
However, as we allow LT to sample and test more candidate hyperparameters, the privacy
cost barely increases (middle). Moments Accountant is able to test a significant number
of candidates at the same cost as the minimal privacy overhead of LT (right).

Due to the delicate balance of §; in Theorem 13, one can see that the §; comes out to
be much smaller than d;. This change in d; results in a blowup of ¢; and hence, the final
privacy cost of the LT algorithm (3g; + 31/24;), is much larger than what it would have
been for learning one candidate without LT. We call this increase the blowup of privacy. We
measure this blowup in Figure 5.1(left), for the setting of o = 4, L = 250, T' = 10, 000 with
varying dataset sizes (n). It can be seen that for n = 5,000, the blowup is 4.8x whereas
for n = 950,000, the blowup is almost 7.3x (note the log scale on y-axis). Qualitatively
similar trends persist for other choices of noise multiplier, lot size, and iterations. For
example, in Figure 5.2, we run the LT and MA algorithms for 7" = 10000 with ¢ = 4 and
L = 250 with varying candidate size and compare the final privacy costs. The ~ value for
the LT algorithm is set to 1/k, where the k is the number of candidates. It can be seen
that the privacy cost of LT (blue) remains almost constant for with increasing number
of candidates. Figure 5.2 also demonstrates the exact number of candidates when the
cost of MA (orange) remains below the LT cost. This insight is valuable in practice to a
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practitioner to decide which algorithm to choose for hyperparameter tuning with respect
to the number of candidates.
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Figure 5.2: Comparing LT vs MA with varying number of candidates at setting o = 4,
L = 250, T = 10000. MA can compose up to 14 and 26 candidates for the same cost of
LT for dataset sizes bk (left) and 60k (right), respectively.

Furthermore, we show that although LT entails a privacy blowup, decreasing ~ (cor-
responding to training more individual learners with e1,0;) doesn’t result in a significant
difference in the final epsilon guaranteed by LT. In Figure 5.1(middle), we show the final
epsilon cost for different dataset size and varying values of v € [0.001,0.01,0.1,1]. It is
interesting to note here that with smaller v values, one can train many candidates (in

expectation, 1) for negligible additional privacy cost. The blowup to train 1 candidate

(v=1) versuvs 1,000 candidates (7 = 0.001) increases from 33 to 39 for n = 5,000 and
increases from 0.49 to 0.69, for n = 950,000. This increase is minimal in comparison to
advanced composition, which grows proportional to O(\/E) However, another resource at
play is the total training time, proportional to 1/v (i.e., the total number of candidates).
In summary, the LT algorithm is effective if an analyst has the privacy budget to afford the

initial blowup, as the privacy cost of testing additional hyperparameters is insignificant.

Tuning cost via MA We learnt from the previous section that, LT permits selection
from a large pool of hyperparameters (depending on the v value) but incurs a constant
privacy blowup. We compare LT with tuning using Moments Accountant (MA); for tuning
via MA each hyperparameter candidate is trained by adding necessary Gaussian noise at
each iteration, and the best hyperparameter candidate is selected at the end, MA is used as
the composition mechanism for arriving at the final privacy cost of this process. We notice

90



that with the same initial privacy blowup of the LT algorithm, MA is able to compose
a considerable number of hyperparameter candidates. In Figure 5.1(right), we show the
number of candidates that can be composed using MA for the minimum privacy cost for
running the LT algorithm (y = 1), for the setting of 0 = 4, L = 250, T" = 10,000 and
varying dataset size (n) on the x-axis. As the T and L is set constant, bigger n values
in this graph correspond to fewer epochs of training and hence, worse utility. Depending
on dataset size, MA can compose 14 candidates for n = 5000 and up to 175 candidates
when n = 100000. It is perhaps surprising how well a standard composition technique
performs versus LT. This information can be highly valuable to a practitioner who has
limited privacy budget. Qualitatively similar trends persist for other choices of batch size,
noise multiplier, and iterations.

From our experiments for both these tuning procedures, we conclude that while tuning
with LT entails an initial privacy blowup, the additional privacy cost for trying more
candidates (smaller 7) is minimal. Even though this has an additional computation cost,
it can be appealing when an analyst wants to try numerous hyperparameters. On the
other hand, for the same overall privacy cost, MA can be used to compose a significant
number of hyperparameter candidates. Additionally, MA allows access to all intermediate
learners, whereas LT allows access to only the final output parameters. In the sequel, this
conclusion will be useful in making the naive MA approach a more appealing tool for some
settings (e.g., tighter privacy budgets).

5.5 Tuning DP Optimizers

We detail aspects of tuning both non-adaptive and adaptive optimizers. We start with
tuning non-adaptive optimizers. We theoretically and empirically demonstrate a connec-
tion between the learning rate and clipping threshold. We also establish that non-adaptive
optimizers inevitably require searching over a large LR-clip grid to extract performant
models. Adaptive optimizers forego this problem as they do not need to tune the hyperpa-
rameter dimension of learning rate. However, they introduce other hyperparameters that
have known good choices in the non-private setting, and later we empirically show that
they are good candidates in the private setting.

Tuning DP non-adaptive optimizers While many hyperparameters are restricted due
to computational and privacy /utility targets, the learning rate a and the clipping threshold
C have no a priori bounds. In what follows, we show an interplay between these parameters
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by first theoretically analyzing the convergence of DPSGD. We then explore an illustrative
experiment which demonstrates their entanglement. In the following theorem, we derive a
bound on the expected excess risk of DPSGD and while doing so, show that the optimal
learning rate, oy, is proportional to the inverse of C'.

Theorem 14. Let f be a convex and 3-smooth function, and let x* = argminf(x). Let xq

€S
be an arbitrary point in S, and x,1 = Us(x;—a(g+2)), where g, = min(1, W)Vﬂx)
and z; ~ N(0,0%C?) is the noise due to privacy. After T iterations, the optimal learning
rate 1S Qopy = WRHT’ where E[f (7 STay) — f(a*)] < RCT VlT“Q and R = E[||lzg — z*||].

Proof.

Efllzen — 21" | 2] = Eflze — alge + 2) — 2™|)"

]

— Efllz, — 2|12 = 2a(g: + 20 — %) + @l (gu + 20)|* | @]

= llz = 2" |* = 20E (g, + =) | @] (20 = 2°) + Bl (g1 + )| | ]
< lloy = 2|12 = 20l f () = ()] + a® Bl (g: + )| |

The inequality is due to convexity of the loss function and E[(g; + 2;)] = g; due to 0-mean
noise. Taking expectation on both sides and reordering,

2a(f () — f(z")] < E[[|zi1 — $*||2] —E[l|z; - :L‘*Hz] + QZE[H(% + Zt)”2
< E[||zesr — 2|2 — E[||lzy — 2*[]*] + o*(C? + C*0?)

Summing for T steps and dividing both sides by 2aT’,

T
1 R*  aC?*(1+0?)
B Do) — 19 < o+ 23 (5.1)
Taking derivative and finding best value of «,
o R
P OVI+o?T
Plugging a,, to Eq. 5.1,
T
1 RCV1+ o2
Elf(= — < —
WTZ)w flex)] < ==
O
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Figure 5.3: Log of training loss for simu-
lation experiment at ¢ = 4 on a synthetic
dataset with DPSGD. The white pixels cor-
respond to training losses below the 1st per-
centile. Note that most best loss values lie
on a diagonal expressing the inverse connec-
tion between o and C'.

Figure 5.4: Log of training loss for simu-
lation experiment at ¢ = 4 on a synthetic
dataset with DPAdam. The white pixels
correspond to training loss lower than 1 per-
centile of DPSGD counterpart. Note that
best loss values are dependent on « and
spread over a wider range of C.

Theorem 14 gives a closed-form expression for the optimum learning rate for the con-
vergence bound to hold in the convex setting. However, it is a function of the parameter
R, which is unknown a priori to the analyst. Given constant 7" and o, the optimal learn-
ing rate a,y is inversely proportional to the clipping norm C'. This is crucial information
in practice because these parameters vary among datasets and are unbounded. This un-
boundedness property thus requires us to search over very large ranges of C' and « when
we have no prior knowledge of the dataset. It is natural to ask whether one can fix the
clipping norm C' and search only over a wide range for the learning rate « (or vice versa).
We explore this relationship experimentally via simulations on a synthetic dataset as well
as on the ENRON dataset, showing that fixing one of these two hyperparameters may
often but not always result in an optimal model.

We train a linear regression model on a 10-dimensional synthetic dataset of input-label
pairs (z,y) sampled from a distribution D as follows: x1,..., 24 ~U(0,1),y = - w*, w* =
10 - 1¢. We use the initialization w, = 0% and train for 5000 iterations. We set the
initial weights of the model wy, = 0%, d = 10, ¥ = 10 and train this linear regression
model for 100 iterations. In the non-private setting, this model converges quickly with
any reasonable learning rate, but in the private setting, we notice that the training loss
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Figure 5.5: Log of training loss for simu- Figure 5.6: Log of training loss for simu-
lation experiment at ¢ = 4 on a synthetic lation experiment at ¢ = 4 on a synthetic
dataset with DPSGD. The white pixels cor- dataset with DPAdam. The white pixels
respond to training losses below the 1st per- correspond to training loss lower than 1 per-
centile. Note that most best loss values lie centile of DPSGD counterpart. Note that
on a diagonal expressing the inverse connec- best loss values are dependent on « and
tion between « and C. spread over a wider range of C'.

depends heavily on the choice of a and C'. Figure 5.3 shows a heat map for the log training
loss when trained on («,C) pairs taken from a large grid consisting of [1,2,4, 5, 8] at scales
of [1074,1073,1072,1071,10°, 10']. The best candidates (lowest 1 percentile of loss values)
we demarcate with white pixels.

We observe two fundamental phenomena from this figure. First, to achieve the best
accuracy, « and C' need to be tuned on a large grid spanning several orders of magnitude
for each of these parameters. Second, multiple («,C') pairs achieve the best accuracy and
all lie on the same diagonal, validating our theory for an inverse relation between learning
rate and clipping norm. As mentioned earlier, one might hypothesize that by setting the
clipping norm C' constant and tuning « (corresponding to a vertical line in Figure 5.5) or
vice versa, one could eliminate tuning a hyperparameter. However, note that not all C' and
« values correspond to the lowest loss. This phenomenon is evident by noticing that not all
vertical or horizontal lines on this figure have white pixels. This happens, for example, at
the extremes (e.g., at the top-right corner), but also for several intermediate and standard
choices (e.g., C'= 0.1 or 0.2). Again, the analyst has no way of knowing this a priori.

In Figure 5.4, we detail the results for the same simulation experiment with DPAdam
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Figure 5.7: Ranking hyperparameter candidates across datasets. The black points corre-
spond to the candidates with o = 0.001 (with all permutations of i, f, from our search
grid); the gold corresponds to the candidate with o = 0.001, 8; = 0.9, 55 = 0.999.

(with default Adam hyperparameters) as the underlying optimizer. Here we notice that
the inverse relation between o and C no longer hold as we intuited earlier. In order to be
able to compare these two figures, we mark all candidates with lower losses than that of the
lowest 1 percentile of Figure 5.3 with white in Figure 5.4. Figure 5.4 suggests that there is
a small range of ideal choices for the initial learning rate o, and within these good choices
of the a, DPAdam is significantly robust to the choice of clip value, as we see white pixels
for a large range of clip values that encompass clip values used in practice. We repeat the
same experiment over the ENRON dataset instead of our synthetic dataset, and observe
similar trends as seen in Figure 5.5 and Figure 5.6. We conclude that to privately tune
non-adaptive optimizers, we require a larger grid of hyperparameter options than their
adaptive counterparts.

Tuning DP adaptive optimizers Adaptive optimizers automatically adapt over the
learning rate «, requiring us to tune only over the clipping norm C. But recall our key

question: can we train models that perform competitively with the fine-tuned counterparts
from DPSGD?

Adam [94], the canonical adaptive optimizer introduces two new hyperparameters,
which are the first and second moment exponential decay parameters (5; and ;). In
the non-private setting, these parameters are relatively insensitive, and default values of
a = 0.001, 5, = 0.9, and p = 0.999 are recommended based on empirical findings, requir-
ing no additional tuning for this hyperparameter triple. Hence before we compare DPAdam
and DPSGD, we first find and establish such recommended values for this hyperparameter
triple in the DP setting next, and then show that DPAdam with a small hyperparameter
space performs competitively with DPSGD in Section 5.6.

To establish default choices of «, 1, and (B, for DPAdam, we evaluate this private
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Table 5.1: Datasets used in experiment

Dataset Type #Samples | #Dims | #Classes
MNIST Image 70000 784 10
Gisette Image 6000 5000 2
Adult Structured 45222 202 2
ENRON | Structured 5172 5512 2

optimizer over four diverse datasets Table 5.1, and two learning models including logistic
regression and a neural network with one 100 neurons hidden layer (TLNN). These se-
lected datasets include both low-dimensional data (where the number of samples greatly
outnumbers the dimensionality) and high-dimensional data (where the number of samples
and dimensionality are at same scale). Since we still have a large hyperparameter space to
tune over, for the rest of this work, we fix a constant lot size (L = 250), and consider tuning
over three different noise levels, o € [2,4, 8], so that we can study the effects of tuning the
other hyperparameters more thoroughly. All experiments are repeated three times and av-
eraged before reporting. Additionally, in this particular experiment since we focus on «, 3,
and [y, we also fix the clipping threshold C' = 0.5, and T" = 2500 iterations of training.
For each dataset and model, we run DPAdam three times with hyperparameters (o, 81, 52)
from the grids, a € [0.001,0.05,0.01,0.2,0.5], 81, 5> € [0.8,0.85,0.9,0.95,0.99.0.999].

We show that the default hyperparameter choice (a, 1, 82) of Adam in the non-private
setting also works well for DPAdam. Figure 5.7 shows the boxplots of testing accuracies of
DPAdam over the different hyperparameter choices. When « is 0.001 (same as in the non-
private setting), all the datasets and models have final testing accuracies (marked in black)
close to the best possible (and in most cases it is in fact the best) accuracy. Furthermore, we
also highlight the accuracy of the suggested default choice (o« = 0.001, 5; = 0.9, B2 = 0.999)
using gold dots. Hence, for the ease of using DPAdam, we suggest the non-private default
values for these parameters in the private setting as well and hence in all our subsequent
experiments.

5.6 Advantages of Tuning using DPAdam

In the non-private setting, adaptive optimizers like Adam enjoy a smaller hyperparameter
tuning space than SGD. We ask two questions in this section. First, can DPAdam (with
little tuning) achieve accuracy comparable to a well-tuned DPSGD? Second, what is the
privacy-accuracy tradeoff one incurs when using either of the two methods we detail in
Section 5.4 for hyperparameter selection.
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Figure 5.8: Comparing the testing accuracy curves of DPAdam, DPSGD and DPMomen-
tum models across their hyperparameter tuning grids with ¢ = 4. The limits for y-axis are
adjusted based on the dataset while maintaining a 15% range for all.

To answer both questions, we compare DPAdam and DPSGD over the same set of
datasets and models from the previous section. We report the accuracy of DPSGD with a
range of learning rates and clipping values shown in Table 5.2, and the testing accuracy of
DPAdam with default parameter choice from Section 5.5 (o« = 0.001, 51 = 0.9, 82 = 0.999)
and a range of clipping values C' in Table 5.2. In total, DPSGD has 40 candidates to tune
over, and DPAdam has 4. This is because we have shown in Section 5.5 that DPSGD needs
a wide grid to obtain the best accuracy when data distributions are unknown. Additionally,
we also consider the DPMomentum optimizer. Similar to how we searched for default
tuning choices for DPAdam in Section 5.5, we investigate if there exists a qualitatively
good choice for the momentum hyperparameter, and unfortunately our results show that
there is no such choice.

In order to show the comparison from both sides of the privacy-accuracy tradeoff, we
compare the three optimizers through 1) the privacy cost when extracting the best accuracy
from these optimizers, and ii) the accuracy one would obtain from them under the tight
privacy constraints.

Prioritizing Accuracy We show experiments for ¢ = 4 in Figure 5.8, results for other
values of ¢ are displayed in the full paper [120]. For each dataset and model, we train three
times for each hyperparameter candidate and report the max every 100 iterations, corre-
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Table 5.2: Parameter grid for comparing DPSGD and DPAdam
Optimizer Parameter | Values

0.001, 0.002, 0.005, 0.01,

0.02, 0.05, 0.1, 0.2, 0.5, 1
0.1,0.2, 0.5, 1

0.001, 0.002, 0.005, 0.01,

0.02, 0.05, 0.1, 0.2, 0.5, 1
0.1,0.2,0.5, 1

0.5, 0.6, 0.7, 0.8, 0.9, 0.95, 0.99
0.1,02, 05, 1

DPSGD

Q e

DPMomentum

QI Q »°

DPAdam

sponding to the dark lines for each optimizer. We note that their maxima are extremely
similar. However, Table 5.3 shows the final privacy costs incurred by each of these max
accuracy lines, and reflects our claims from Section 5.4 that using fewer hyperparameter
candidates and composing privacy via MA gives a much tighter privacy guarantee.

Dataset | DPSGD | DPMomentum | DPAdam
Adult 5.01 5.23 1.91
ENRON | 30.86 32.31 12.80
Gisette 26.40 27.64 10.76
MNIST 3.01 3.14 1.14

Table 5.3: Final € (at 6 = 107°) for optimizers for the LR Models (Figure 5.8). DPSGD
and DPMomentum use LT for privacy accounting; DPAdam uses MA.

Prioritizing Privacy Additionally in Figure 5.8, DPSGD and DPMomentum have pas-
tel dotted lines corresponding to their mean accuracy attained using the MA composition
that provides the tightest privacy guarantees for DPAdam. These pastel lines are the mean
accuracies (with 95% CI) from 100 repetitions of this experiment. Since DPAdam has only
4 hyperparameter candidates, for this experiment, we sample 4 of the candidates at ran-
dom for DPSGD and DPMomentum so that they all incur the same privacy cost. Since
the candidate pool is significantly larger for DPSGD and DPMomentum, we additionally
scrutinize the parameter grid for them and prune the learning rates that perform poorly.
Our pruning process (detailed in the supplement) is quite generous, and favours minimiz-
ing the hyperparameter space of DPSGD and DPMomentum as much possible.! Despite

INote, pruning itself is of course unfair; the intent was to design a DP optimizer that can be used
on any data distributions that we have no prior knowledge of. To do so with DPSGD one would have to
consider a significantly wide range of («, C) pairs to cover ‘good’ candidates as we illustrated in Section 5.5
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the pruning advantage we see that these optimizers perform subpar than DPAdam when
constrained with privacy.
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Figure 5.9: Comparing the testing accuracy curves of DPAdam, ADADP and
DPAdamWOSM models across the hyperparameter tuning grid from Table 5.2 with ¢ = 4.
The y-axes limits are adjusted based on the dataset while maintaining a 15% range for all.

5.7 DPAdamWOSM

In addition to a decaying average of past gradient updates, DPAdam also maintains
a decaying average of their second moments. In this section, we design DPAdamWOSM
(DPAdam Without Second Moments), a new DP optimizer that operates only using a
decaying average of past gradients, as well as eliminates the need to tune the learning rate
parameter. We achieve this by analyzing the convergence behavior of the second-moment
decaying average in DPAdam in regimes where the scale of noise added is much higher than
the scale of the clipped gradients. Setting the effective step size (ESS) of DPAdam to the
converged constant, and removing all computations related to the second-moment updates,
results in DPAdamWOSM. We empirically demonstrate that DPAdamWOSM matches the
utility of DPAdam, while requiring less computation than DPAdam.

Observe that removing the second-moment updates from DPAdam reduces it to DPMo-
mentum with one additional feature: bias-correction to the first-moment decaying average,
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Algorithm 11: Optimization using DPAdamWOSM
Require: Training set A : {1, ..., z,}, Loss function £(#), Parameters: Lot size L,
Learning rate o, Gradient norm bound C', Noise scale o, Total number of iterations
T, Exponential decay rate [3;
Initialize model with 6, randomly;
Initialize first moment vector mgy =0 ;
Set learning rate to ESS o = %;
for t € [1,T] do
Sample a random subset L; C A, by independently including each element of A
with probability L/n;
6: Compute gradient Vx; € L;
ge(xi) = VoL (0, 7;);
7. Clip each gradient in {5 norm to C' g;(x;) = g:(x;)/ max(1, M);
Add noise g; = Ti\(zz Gi(x;) + N(0,02C?1));
9:  Exponentially average the first moment
my =P -my_1+ (1 — 1) G
10:  Perform bias correction

my = 17_71—5{§
11:  Update model 0, = 6,1 — - my ;
12: end for

13: Compute privacy cost using Moments Accountant.

which DPAdam does to account for its initialization at the origin. While the resultant
optimizer still requires tuning the learning rate (in addition to other hyperparameters like
the clipping threshold), DPAdamWOSM can be viewed as self-tuning the learning rate by
fixing it to the converged effective step size in DPAdam.

Effective step size (ESS) in DPAdam As we saw in Figure 5.8, DPAdam results
have less variance than DPSGD due to its adaptive learning rate. To understand this phe-
nomenon better, we inspect DPAdam’s update step. DPAdam being an adaptive optimizer
picks per-parameter ESS as ﬁ%ﬁ, which is the base learning rate « scaled by the second
moment of the individual parameter gradients. The variable ¢ is adapted from the Adam
optimizer and ensures that the denominator does not get to 0. We notice that when g — 0,
the ESS for DPAdam converges for the first moment gradient, which innately accounts for
the clip bound one is training with. This may happen at later iterations, when the model
is close to its minima and the gradients get close to zero.
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Theorem 15. The effective step size (ESS) for DPAdam with g — 0 converges to ESS* =

(cC/L)+E"

Proof. Recall that the average noisy gradient over a lot is § = g + N(0,02C?)/L. We now
look at the effect of this noisy gradient on the effective step size (ESS) of DPAdam. As
g — 0, the second moment of DPAdam converges to "ZL(QJQ. This gives us the converging
value for ESS:

(% «

(6%
Vo +E& foL_€2+§_ (cC/L) +¢&

ESS* =

]

Theorem 15 gives a closed form expression that ESS converges to. We can use this value

in place of \/f v in the update step from the inception of the learning process. Since the

second-moment updates (e.g., 0;) are not used anymore, removing them results in our new
optimizer DPAdamWOSM. The pseudocode for DPAdamWQOSM is shown in Algorithm 11.

Comparing Adaptive Optimizers We evaluate DPAdamWOSM by running it along-
side DPAdam and ADADP with the same hyperparameter grid in the appendix. For
brevity, we show experiments on 0 = 4 and others appear in the supplement. In Figure 5.9,
we show the maximum and median accuracy curves for all the optimizers. We display the
median accuracy curves (shown in dotted), as an indicator of the quality of the entire pool
of hyperparameter candidates for a given optimizer; which in this case is strictly over the
choices of clip. The max lines for ADADP lies beneath DPAdam and DPAdamWOSM for
all dataset except Adult. Also, the max accuracy line for DPAdamWOSM runs alongside
DPAdam which means that it can perform as good as DPAdam throughout training. The
median line for DPAdamWOSM also performs alongside DPAdam and in some cases is
able to beat it (e.g, the median for DPAdamWOSM for MNIST-LR and MNIST-TLNN lies
above the median line of DPAdam). This occurrence is seen because DPAdamWOSM uses
the converged ESS from the first iteration of training.
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Chapter 6

Related Work

In this chapter, we provide a systematic review of related work for this thesis. Although
there have been attempts at solving some of the challenges put out in this thesis, this thesis
provides the first attempt at combining these challenges into a single end-to-end framework.
In what follows, we provide related works for each contribution separately.

6.1 Differential Privacy and Data Repair

Various classes of constraints have been proposed by the literature, including FDs, condi-
tional FDs [27], metric FDs [98], and DCs [37]. Our work focuses on DCs, a general class
of integrity constraints that subsumes all of the aforementioned constraints. While com-
puting the minimal data repair in some cases has been shown to be polynomial time [113],
computing the minimal repair in most general cases, corresponding to Zg, is NP-hard.
Therefore, a prominent vein of research has been devoted to utilizing these constraints for
data repairing |10, , 39, 23, 57, , 68, 65]. The repair model in these works varies be-
tween several options: tuple deletion, cell value updates, tuple addition, and combinations
thereof. The process of data repairing through such algorithms can be time consuming
due to the size of the data and the size and complexity of the constraint set. Hence,
previous work [1 10, | proposed to keep track of the repairing process and ensure that
it progresses correctly using inconsistency measures. In our work, we capitalize on the
suitability of these measures to DP as they provide an aggregate form that summarizes
the quality of the data for a given set of constraints.
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DP has been studied in multiple settings |36, 97, , 85, , |, including systems
that support complex SQL queries that, in particular, can express integrity constraints [17].
The utilization of graph databases under DP has also been thoroughly explored, with both
edge privacy |75, 89, 90, 157, 91, 194] and node privacy [92, 25, 42]. Our approach draws on
[12] to allow efficient DP computation of the inconsistency measures over the conflict graph.
In contrast, we have seen worse performance from alternative approaches for releasing graph
statistics that tend to truncate edges or nodes aggressively. In the context of data quality,
previous work [99] has proposed a framework for releasing a private version of a database
relation for publishing, supporting specific repair operations, while more recent, work [(]
provides a DP synthetic data generation mechanism that considers soft DCs [37].

6.2 Differentially Private Synthetic Data Generation for
Missing Values

Differentially private synthetic data generation has been studied vastly in prior litera-
ture |28, 58, , |. Prior works generate synthetic data via statistical approaches which
estimate low-dimensional marginal distributions [150, |, deep learning approaches [61,

|, or the combination of the two [62]. However, all of these algorithms focus on the
no missing data setting. Some prior work look into missing data imputation for private
datasets but are either not in the differential privacy setting [143, 79, 82| or do not support
generating synthetic data as a part of their work [10, , 11]. Patki et al. [113] propose
the synthetic data vault framework, which identifies and repairs inconsistencies in the gen-
erated synthetic data from incomplete data but does not consider any privacy guarantees.
Their approach uses low-way marginals and learns them using Gaussian copulas that may
be enhanced using our partial marginal observation approach if made private. Huang et
al. [79] and Jagannathan et al. [32] imputation of missing data as a cleaning algorithm
for private datasets but consider privacy definitions of k-anonymity and cryptographic dis-
tributive computing, respectively. Other works focus on privately imputing missing values.
The existing differentially private solutions [100, 40, 411] focus on data imputation and are
difficult to adapt for the synthetic data generation problem. PrivateClean |[100] requires a
human in the loop that can specify the user-defined specific imputation functions to clean
the database. The k-means based word by Clifton et al. [10] and imputation first approach
in Das et al. [11] use part of the privacy budget to impute the missing values using OLS
regression. We note that such OLS regression and k-means models cannot be applied to
categorical attributes, and using them for imputation incurs a significant amount of privacy
budget and leaves little budget for data synthesis.
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6.3 Hyperparameter Tuning with Differential Privacy

Hyperparameter tuning plays a vital role in machine learning practice. In the non-private
setting, ML practitioners use grid search, random search, Bayesian optimization tech-
niques [165] or AutoML [76] techniques to tune their models. However, there hasn’t been
much research on private hyperparameter tuning procedures due to the significant associ-
ated privacy costs. Each set of hyperparameter configuration results in a privacy-utility
tradeoff. This tradeoff for multiple configurations can be captured by Pareto frontiers
using multivariate Bayesian optimization over parameter dimensions [1(]. However, this
method asks the model curator to query the dataset multiple times which requires non-
private access to the dataset. There have been some end-to-end private tuning proce-
dures [31, 32, | which work for a selected number of hyperparameter sets. These results
work either in restricted settings for few combinations of candidates under relaxations of
approximate differential privacy. The most relevant work to ours is an approach for pri-
vate selection from private candidates [109]. Their work provides two methods, one which
outputs a candidate with accuracy greater than a given threshold, and another which ran-
domly stops and outputs the best candidate seen so far. The first approach is of limited
utility in practice as it requires a prior accuracy bound for the dataset. The second variant
incurs a considerable overhead in privacy cost. We study the second approach and compare
it with a naive approach based on Moments Accountant |5 which would scale as the square
root of the number of candidates. Recent work shows generalized version of the approach
for private selection on diverse with better bounds using Rényi DP [1410].
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Chapter 7

Conclusion

In this thesis, we identified gaps in the practice of differentially private learning. We
specified that multiple challenges could exist when the model curator is not trusted and
the private learning framework has a limited privacy budget. These challenges stem from
performing various tasks such as data exploration, data cleaning, and hyperparameter
tuning within the restrictions. To systematically solve these challenges, we presented an
end-to-end differentially private framework that begins from data collection and has a
differentially private output, such as a private model or generated synthetic data. We took
three significant steps to build this framework.

7.1 Contributions

Our first contribution shown in Chapter 3 was to measure data quality of a private dataset.
We proposed a new problem of studying inconsistency measures for a private dataset in
the DP setting. We studied five measures and showed that two are intractable with DP,
and the other three face a significant challenge of high sensitivity. To solve this challenge,
we leveraged the dataset’s corresponding conflict graph and used graph projection and
a novel approximate DP vertex cover size algorithm to accurately estimate the private
inconsistency measures. We found that parameter selection was a significant challenge
and were able to overcome it using optimization techniques based on the constraint set.
To test our algorithm, we experimented with five real-world datasets with varying density
properties and showed that our algorithm could accurately calculate these measures across
all datasets. This work significantly contributes to the end-to-end system as a first step in
data exploration. Once the model curator has an idea about the data quality of the private
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dataset, they can plan their next steps in the private learning framework. For example, if
the dataset has specific errors, they would spend more time and privacy budget in repairing
those errors; otherwise, they can directly move on to the model training step.

The second contribution as in Chapter 4 presented a comprehensive study on differen-
tially private synthetic data generation algorithms for private datasets with missing values.
Our proposed adaptive recourse methods outperformed classical approaches and struck a
balance between privacy and utility. We also provided techniques for calculating privacy
bounds and demonstrated the effectiveness of our methods through extensive experiments
on real-world datasets. The findings of this contribution have essential implications for the
proposed end-to-end framework in this thesis. Using techniques in this work, if the model
curator knows missing values in the dataset, they can quickly adapt the existing DP model
training techniques to develop better quality synthetic data.

In the final contribution in Chapter 5, we thoroughly investigated honest hyperparam-
eter selection for DP optimizers. We compared two existing private methods (LT and MA)
to search for hyperparameter candidates. We showed that the former incurs a significant
privacy cost but can compose over many candidates, while the latter is effective when
the number of candidates is small. Next, we explored connections between the clipping
norm and the step size hyperparameter to show their inverse relationship. Additionally, we
compared non-adaptive and adaptive optimizers, demonstrating that the latter typically
achieves more consistent performance over various hyperparameter settings. This can be
vital for applications with scarce public data, resulting in difficulties when tuning hyper-
parameters. Finally, we revealed that DPAdam converges to a static learning rate when
the noise dominates the gradients. This insight allowed us to derive a novel optimizer
DPAdamWQOSM, a variant of DPAdam which avoids the second-moment computation and
enjoys better accuracy, especially at earlier iterations. The insights from our paper con-
tribute to the end-to-end framework by providing the model curator crucial insights into
the choice of hyperparameters and optimizer that they should use for differentially private
training of machine learning models.

7.2 Future Work

The work presented in the thesis has many limitations, leading to multiple interesting
future directions. We conclude this thesis by enumerating some future work.

Identifying errors and private data repair. In Chapter 3, we show how we can
compute the total number of errors/violations as a data quality metric using inconsistency
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measures. This data quality metric, however, does not talk about the identity of the rows
participating in these violations. For example, the repair measure outputs the total number
of rows that should be repaired so that there are no more violations in the dataset, but
does not return which rows. This is because our algorithm for the repair measure only
outputs the size of the vertex cover, not the vertex cover itself. It would be a nice idea
to work further on this so that the vertex cover can be computed. This can be done by
developing an approximation algorithm for vertex cover [20].

Preserving missing values in synthetic data generation. In Chapter 4, we showed
adaptive methods to work with missing data in differentially private synthetic data gener-
ation. This work aims to generate synthetic data without any missing values as output.
However, an interesting direction could also be to generate synthetic data with missing
values. The missing values can then be treated as a post-processing step. One way to do
this could be to formulate missing data as integrity constraints and preserve these integrity
constraints as part of the synthetic data generation with Kamino [62]. To do so, however,
we must discover these constraints between missing and observed values in the dataset.
Fortunately, some interesting work in this line has discovered such dependencies without
privacy [81, |. In future work, we plan to look further into these works and develop
differentially private algorithms to discover these constraints and aim to preserve them in
the synthetic data generation process.

Extending tuning to larger models. We are now witnessing a swift growth in the
size of machine learning models and tasks. The latest models have grown up to billions
of parameters and are now being used for complicated tasks such as video generation and
language reasoning. Training these large models is an arduous but promising direction. In
our work in Chapter 5, we show how the optimizer of a private neural network can be tuned,
but more work needs to be done to extend differential privacy to large models. Most large
models are based on complicated neural network architectures such as transformers [178]
and mixture-of-expert [174]. In the future, we plan to look closely into these layers and
training methods such as parameter-efficient fine-tuning [15] to achieve differentially private
reality for large models.
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