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Abstract

Security is guided by the principle that a system is only as strong as its weakest link.
Despite the undeniable benefits brought by the growing integration of machine learning (ML)
into nearly all aspects of modern life, decades of research and real-world deployment have
established a broad consensus that systems oblivious to malicious behavior are fundamentally
unsafe. In practice, ill-intended users can abuse access to powerful generative models to
create harmful deepfakes capable of facilitating fraud and impersonation, or instigating
societal chaos. At the same time, the rapid adoption of ML in high-stakes settings such as
online moderation, media authenticity verification, and biometric authentication introduces
the risk of these mechanisms being manipulated or bypassed through carefully crafted
inputs with potentially catastrophic consequences, as repeatedly demonstrated in practice.

This thesis approaches these threats from an assumption-driven perspective, arguing that
critical failures in ML security do not arise from isolated weaknesses of individual models, but
from flawed or insufficiently scrutinized assumptions underlying broader robustness concepts.
To study this problem, the thesis advances the perspective of assumption stress-testing, a
framework for systematically analyzing the assumptions on which security mechanisms rely
and constructing targeted approaches that subject them to worst-case behavior. Across four
projects spanning multiple ML security domains, the thesis demonstrates how violating these
assumptions can make the underlying concepts themselves inapplicable, causing entire classes
of mechanisms built upon them to fail regardless of how they are instantiated. Specifically,
the thesis investigates the robustness of voice authentication and image watermarking
technologies designed to support media authenticity, revisits the reliability of a state-of-the-
art defense paradigm against adversarial examples, and explores the constructive use of
assumption-aware analysis to devise systems whose robustness remains meaningful under
rigorous evaluation.
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adv
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Chapter 1

Introduction

Machine learning (ML) systems have become deeply embedded in society, shaping how
individuals interact with information and services. They offer substantial benefits, advancing
education [9], business [50, 43], industrial innovation [211, 107], and scientific discovery [122,
173]. Yet, their capabilities and wide adoption also make them attractive exploitation targets.
Incidents of manipulating ML models to bypass safeguards, influence outcomes, or cause
societal harm are well-documented. For instance, moderation tools deployed by major online
platforms have repeatedly struggled against users who slightly modify policy-violating media
to evade detection, as observed during the widespread redistribution of altered livestream
footage following the Christchurch [201] and Buffalo [202] mass shootings. Meanwhile,
advances in generative modeling have enabled the large-scale creation of highly realistic
imagery [190], audio [74], and video [107], facilitating political manipulation [5], phishing
attacks contributing to substantial financial losses [175], and abusive or non-consensual
synthetic media [99]. Significant effort has been devoted to developing countermeasures,
including defenses intended to secure ML models against unsafe inputs [182, 242], and
media-authenticity validation techniques [6, 203, 78, 91]. However, sophisticated strategies
that circumvent these protections continue to emerge [243, 130], resulting in an ongoing
cat-and-mouse dynamic. These risks are being amplified by the rise of large language models
(LLMs) and their growing integration into everyday services and decision-making pipelines.
Despite safety and alignment efforts, research has demonstrated the ability to circumvent
these mechanisms through carefully crafted prompts and interaction strategies [181], raising
concerns about the potential of these models not only as targets, but also as facilitators
of malicious activities at unprecedented scale. Collectively, these failures suggest misuse
is not limited to a particular modality or application, but a broader challenge in securing
increasingly capable ML systems against skilled and motivated adversaries.
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Problem Statement. Reliable deployment of ML systems requires defensive mechanisms
that preserve utility for benign users while preventing misuse by adversarial actors. In
practice, achieving both simultaneously remains challenging. Some certifiable defenses
provide formal robustness guarantees, but these guarantees are often valid only under narrow
threat models that do not comprehensively capture realistic attacks. Empirical defenses, on
the other hand, forgo formal guarantees in favor of robustness against broader classes of real-
world threats assessed through experimental evaluation. Yet, they are often subsequently
broken by sophisticated attack strategies. This recurring failure pattern suggests the
problem is not limited to shortcomings of individual defenses, but reflects a deeper issue
in how robustness is conceptualized. Existing systems and defenses fundamentally rely on
assumptions about the input distribution, the threat model, or the deployment environment.
However, these assumptions are often implicit and insufficiently scrutinized, leading to
robustness claims that may not hold under realistic adversarial conditions. This work
adopts the view that robustness is inherently conditional: in real-world security settings,
robustness guarantees and evaluations become meaningless once the assumptions underlying
them no longer hold. Hence, the central question investigated is:

How can the evaluation and design of ML security mechanisms account for
the assumptions underlying their robustness and their implications in order to
provide meaningful real-world security guarantees?

To operationalize this approach, the thesis introduces assumption stress-testing, a
framework that combines theoretical analysis with empirical evaluation to systematically
i) identify these assumptions, and ii) assess their validity through targeted adversarial
strategies. By doing so, it advances the theory and practice of secure ML by refining
robustness evaluation methodology to expose critical failure modes of widely trusted and
state-of-the-art defenses, and informing the design of mechanisms whose security guarantees
remain meaningful under realistic adversarial conditions.

1.1 Contributions

Guided by this perspective, a sequence of connected research questions is explored, where
insights from one setting inform analysis and design in others. Rather than focusing on a
single domain, the work spans multiple paradigms in ML security, unified by the goal of
stress-testing the assumptions underlying robustness. The primary questions are:

(a) Is the assumption underlying many ML systems currently deployed in practice—that
security can be achieved by simply restricting model access—actually justified?
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(b) Can we assume strong theoretical arguments necessarily imply real-world robustness?

(c) How can the validation of underlying assumptions be systematically formalized?

(d) How can practical ML systems be designed to retain meaningful robustness under
realistic worst-case conditions and adaptive adversarial pressure?

To address these questions, the thesis makes the following contributions:

1. Universal attacks on security-critical ML systems. This thesis establishes that systems
with real-world impact and applications whose security relies on restricted model access
can often be bypassed by exploiting properties inherent to the data. This is shown
for two distinct paradigms: voice authentication systems and image watermarking
schemes designed to support media authenticity. In both settings, the work reveals that
these models inevitably rely on identifiable signal-level structures shared across inputs.
Furthermore, these structures can be altered through targeted quality-preserving
input manipulations, enabling universal black-box attacks without requiring model
access or introducing perceptible artifacts.

2. Systematic evaluation of theoretically motivated defenses. Principled defenses are
increasingly viewed as a promising direction for securing ML systems. Thus, this
work investigates whether strong formal motivation necessarily translates into real-
world resilience, using diffusion-based purification, a state-of-the-art defense against
adversarial examples, as a case study to answer in the negative. The investigation
reveals a gap between the previously accepted theoretical premise and practical
robustness through both formal analysis and empirical assessment under advanced
adaptive attacks, while correcting prevalent backpropagation issues in earlier work.
Together, these findings substantially challenge prior evaluations.

3. A unifying framework for evaluating ML security. This thesis advances assumption
stress-testing as a general framework for testing and designing secure systems. The
framework consists of three primary stages: (i) surfacing and analyzing often implicit
assumptions and reasoning about their potential failure modes; (ii) operationalizing
these violations as adversarial optimization problems under task-relevant validity
constraints; and (iii) characterizing the revealed weaknesses to guide the design of
more robust mechanisms. A central challenge addressed throughout the thesis is that
assumption violations often do not trivially correspond to well-defined optimization
objectives. As such, they require innovative principled formulation through specialized
transformations, surrogate objectives, or tailored methodologies to constrain the
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structure of adversarial inputs or define the search space. This work instantiates
novel applications across diverse security-centric domains, serving as a foundation for
broader assumption-aware evaluation in ML security.

4. Assumption-aware design under adaptive threat models. Building on the identified
failure modes, this thesis further showcases how to use assumption stress-testing not
only as an evaluation philosophy but also as a constructive design framework. It
proposes a defense paradigm against adversarial examples that does not merely com-
pete for performance on common benchmarks but explicitly exposes its assumptions
and strives to minimize the attack surface arising from their potential violation. By
treating adaptive robustness as a central design objective, the resulting mechanism
retains meaningful robustness even under active and advanced analysis, marking a
promising direction for designing secure systems across diverse ML domains.

1.2 Overview

Four projects investigate how assumptions govern the security of ML systems across domains.
Chapter 2 provides background on machine learning, generative models, content authenticity
mechanisms (deepfake detectors and watermarking) and adversarial attacks and defenses.

• Voice Authentication. Chapter 3 examines biometric speaker authentication technolo-
gies in black-box deployment settings. It develops attacks that circumvent state-of-the-art
systems through universal transformations that suppress generative artifacts in synthetic
speech, enabling adversaries to impersonate victims while evading deepfake detectors.

• Image Watermarking. Chapter 4 investigates the robustness of image watermarking
schemes as a countermeasure to harmful AI-generated content. Based on an in-depth
analysis, it frames watermark removal as a model-agnostic spectral optimization problem,
yielding a generalized attack that compromises recent commercial and academic systems.

• Adversarial Defense Evaluation. Chapter 5 revisits diffusion-based adversarial
purification defenses under rigorous adaptive evaluation. It identifies evaluation and
implementation artifacts that inflate reported robustness and introduces improved attack
methodologies that overturn existing security claims.

• Assumption-Aware Defense Design. Chapter 6 explores the constructive application
of assumption stress-testing. It introduces a defense paradigm that explicitly accounts for
adaptive adversarial scrutiny at the design level to preserve robustness under advanced
attack scenarios.

Chapter 7 summarizes the contributions and outlines directions for future research.
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Chapter 2

Background

This chapter provides the background necessary for the analyses developed in this thesis. We
review core concepts in machine learning, including classification and generative modeling,
with a focus on perceptual domains such as vision and audio. We then introduce mechanisms
for content authenticity, namely passive detection and watermarking, followed by an overview
of adversarial attacks and defenses. These concepts underpin the studies in subsequent
chapters, including attacks on voice authentication systems (Chapter 3), watermarking
(Chapter 4), and adversarial defenses (Chapters 5 and 6).

2.1 Machine Learning Foundations

This thesis studies machine learning (ML) systems and examines the risks that arise when
they are deployed in settings where adversaries may attempt to manipulate or misuse them.

Definition 2.1.1 (Machine Learning). Machine learning (ML) refers to frameworks that
enable systems to infer patterns and make decisions based on data, rather than relying
on explicitly programmed rules. By optimizing model parameters with respect to observed
data, ML systems can generalize to new inputs and support a wide range of predictive and
decision-making tasks.

2.1.1 ML Classifiers

A central class of machine learning models are classifiers, which aim to assign inputs to
one of a finite set of categories. Given an input x P Rd, the goal of a classifier is to predict
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the corresponding ground-truth label y P Y, where Y is a finite label space. Such models
are widely used in applications including image recognition, speech processing, and content
moderation, where decisions must be made based on learned patterns in data.

Formally, a classifier is a function M : Rd Ñ ∆|Y| that maps an input to a probability
distribution over the label space, where ∆|Y| denotes the probability simplex. The predicted
label is typically obtained by selecting the class with the highest predicted probability:

ŷ “ argmax
yPY

Mpxqy.

Training Objective. Classifiers are commonly trained using supervised learning, where
the model is optimized over a dataset of input-label pairs. Let θ denote the model parameters.
The training objective is to minimize a loss function that measures the discrepancy between
the predicted and true labels:

min
θ

Epx,yq

“

ℓ
`

Mθpxq, y
˘‰

.

A widely used choice is the cross-entropy loss, defined as:

ℓpMpxq, yq “ ´

|Y|
ÿ

k“1

yk log
`

Mpxqk
˘

,

where yk denotes the one-hot encoding of the true label.

The ability of a classifier to generalize beyond the training data—i.e., to correctly predict
labels for previously unseen inputs—is central to its effectiveness in real-world applications.

2.1.2 Generative & Diffusion Models

In addition to predictive models such as classifiers, machine learning systems are increasingly
used to generate data that resembles a target distribution. These generative models aim to
learn this underlying data distribution and produce new samples that are consistent with
the training data.

Formally, given a distribution ppxq over Rd, a generative model seeks to approximate
this distribution and enable sampling from it. Unlike classifiers, which learn mappings from
inputs to labels, generative models aim to capture the structure of the data itself. Recent
advances in generative modeling have led to highly expressive models capable of producing
realistic images, audio, and text.
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We focus on generative models for perceptual data, primarily in the visual and audio
domains, which form the basis for the deepfake threats, watermarking, and robustness
analyses in Chapters 3, 4 & 5. While generative modeling also plays a central role in text
generation, such models are beyond the scope of this thesis.

Overview

Generative models encompass several paradigms, including generative adversarial networks
(GAN s) [86], variational autoencoders (VAE s) [133], and diffusion models [227, 230]. While
these approaches differ in their training objectives and architectures, they share the common
goal of approximating complex data distributions. GAN s, for instance, learn to generate
data through an adversarial game between a generator and a discriminator, while VAE s
model data via latent variable inference. Diffusion models, in particular, have achieved
state-of-the-art performance in high-dimensional data generation [63, 246].

Although all of these generative paradigms appear in the systems considered throughout
the thesis, Chapter 5 examines diffusion-based adversarial defenses [182, 250] in detail,
which necessitates a deeper understanding of their underlying mechanisms. We therefore
provide a more detailed description of diffusion models in the following subsection.

Diffusion Models

Diffusion models (DM s) [227, 230] learn to model a distribution p on Rd by reversing the
process that diffuses inputs into noise. DM s involve two stochastic processes. The forward
pass converts samples into pure Gaussians, and is governed by the following SDE for an
infinitesimal step dt ą 0:

dx “ fpx, tqdt` gptqdw. (2.1)

eq. (2.1) describes a stochastic integral whose solution up to t˚ P r0, 1s gives xpt˚q. Here,
f : Rd ˆ R ÝÑ Rd is the drift, w : R ÝÑ Rd is a Wiener process, and g : R ÝÑ R is
the diffusion coefficient. We focus on VP-SDE. Yet, our insights generalize to all DM s
(see [230] for a review). In VP-SDE, fpx, tq “ ´1

2
βptqxptq and gptq “

a

βptq, where βptq
is a noise scheduler outputting small positive constants. These choices yield the solution:

xpt˚
q “

a

αpt˚qx`
a

1´ αpt˚qϵ (2.2)

for ϵ „ N p0, Idq and αptq “ e´
şt
0 βpsq ds. With proper parameters, we have xp1q „ N p0, Idq.

Thus, a process that inverts eq. (2.1) from t˚ “ 1 to 0 allows generating samples in p from
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random noise. Due to Anderson [17], the reverse pass is known to be a stochastic process
with:

dx̂ “ rfpx̂ptq, tq ´ g2ptq∇x̂ptq log ptpx̂ptqqsdt` gptqdw̄. (2.3)

Defining x̂pt˚q :“ xpt˚q, the process evolves from t˚ to 0 with a negative time step dt and
reverse-time Wiener process w̄ptq. Let ppxq be the probability of x under p, and p0tpx̃|xq
the conditional density at t given xp0q “ x. Then, the marginal density is given by ptpx̃q “
ş

ppxqp0tpx̃|xqdx,where p0 ” p. Solving eq. (2.3) requires the score ∇x̂ptq log ptpx̂ptqq,
which can be approximated via a trained model sθ s.t. sθpx̂ptq, tq « ∇x̂ptq log ptpx̂ptqq [230],
yielding:

dx̂ “ ´
1

2
βptqrx̂ptq ` 2sθpx̂ptq, tqsdt`

a

βptqdw̄. (2.4)

As no closed-form solution exists, the process in practical applications runs iteratively over
small but discrete negative steps dt (typically, |dt| “ 0.001). Starting from any t˚, dx̂ is
calculated at each i “ | t

dt
|, until t “ 0. This continuous-time DM describes a stochastic

integral (despite the discretized implementations). An alternative, Denoising diffusion
probabilistic modeling (DDPM) [106, 227], considers a discrete-time DM. The two are
equivalent (see Appendix C.1).

2.2 Content Authenticity Mechanisms

The increasing capability of generative models has enabled the creation of highly realistic
synthetic content. While these models offer significant benefits, they also enable the
generation of harmful deepfakes—synthetic media that convincingly imitates real data,
including images, audio, and video—used to mislead, impersonate individuals, or spread
damaging and non-consensual content.

Considerable effort has been devoted to developing mechanisms for assessing the authen-
ticity and provenance of such content across multiple modalities. This thesis focuses on the
visual and audio domains. Two primary approaches have been studied: passive detection,
which identifies synthetic content based on its characteristics, and watermarking, which
embeds identifiable signals into generated data. Passive detection forms the basis of the
analysis in Chapter 3, particularly in the context of audio, while watermarking is studied
in the visual domain in Chapter 4. The limitations of passive detection also serve as a key
motivation for watermarking, and are hence discussed in both contexts (vision and audio).
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2.2.1 Passive Detection

Passive detection methods [118, 150, 81, 297, 6, 235, 172] were among the earliest ap-
proaches proposed to address the threat of deepfakes. These methods are studied across
modalities—including images, audio, and video—and typically involve training classifiers to
distinguish between real and synthetic data based on measurable distributional differences.

Such systems rely on detecting semantic inconsistencies [109, 169] or low-level arti-
facts [118, 81, 205, 168, 6, 235] introduced during the generative process. For example, in
the visual domain, detectors may exploit discrepancies in textures, lighting, or structural
coherence that are difficult for generative models to reproduce faithfully. In audio (and
video), these systems, commonly known as spoofing countermeasures (CMs), may addition-
ally leverage liveness cues in time-varying signals to distinguish genuine recordings from
replayed or synthesized speech [172].

Given that such detectors are the primary focus of Chapter 3, where we study attacks
on ML-based voice authentication systems, a more detailed discussion of audio deepfake
detection methods is deferred to that chapter.

2.2.2 Watermarking

Our focus is on watermarking for visual content, which is studied in detail in Chapter 4.
While passive detectors remain widely used in practice, their effectiveness depends on the
presence of identifiable artifacts or inconsistencies. As generative models improve, they are
increasingly capable of producing high-quality outputs that reduce or eliminate such signals,
making detection more challenging. Furthermore, passive detectors may be vulnerable to
adversarial manipulations that can obscure or remove detectable features [69, 27, 129] as we
also show in Chapter 3, and often struggle to generalize to content generated by previously
unseen models [49].

These limitations have motivated more proactive approaches. A key observation under-
lying this paradigm is that, in practice, generating high-quality synthetic content requires
substantial data, computational resources, and engineering effort. As a result, most ad-
versaries wishing to misuse deepfakes to cause harm are unable to train state-of-the-art
generative models independently and instead rely on publicly accessible systems provided by
major ML providers. This reliance creates an opportunity to enforce control at the source
of content generation. Rather than attempting to identify fake content based on potentially
unreliable artifacts, providers intentionally embed identifying signals into the outputs of
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their models before releasing them. If a suspicious image later surfaces, designated detectors
can be used to verify whether it was generated by a particular system.

A key requirement for effective watermarking is that the generated outputs remain
semantically or perceptually consistent with the intended content, while encoding a signal
that can be reliably detected. At a high level, an (image) watermarking scheme consists of
two components:

• Encoder xw Ð Eθpc,wq: Maps a conditioning input c (e.g., an image, a text prompt,
or latent variables) and an optional watermark w to an output sample xw.

• Detector s Ð Dϕpx,wq: Maps a sample x and an optional watermark w to a
detection score s P R, corresponding to a degree of confidence with respect to the
presence of the watermark w in x. In practice, this score is compared against a
threshold to produce a binary decision (watermarked or not), where the threshold
is typically chosen to lower the false positive rate. The specific decision procedures
depend on the watermarking scheme and are discussed in §4.6.1.

Notes: In this formulation, the watermark input w is optional. In some schemes [282, 281],
the encoder and detector are trained to embed and recognize a fixed watermark determined
at training time, in which case w is implicit and need not be provided explicitly. Additionally,
when watermarking is integrated into the generation process (see below), the generator
itself could serve as the encoder and w may be omitted, resulting in the generation of
non-watermarked content. We denote the encoder and detector as Eθ and Dϕ to allow for
parameterized (e.g., learned) implementations, although these components may also be
fixed or heuristic.

The above abstraction captures a wide range of watermarking schemes:

General-Purpose (Post-Hoc) Schemes. Here, the conditioning input corresponds to an
image (c “ x), and the encoder produces a visually similar watermarked version xw. Early
watermarking methods fell under this category but were primarily heuristic, manipulating the
input images’ spectra to form a signature in select frequencies [24, 200, 224]. Yet, they have
been shown to be vulnerable to removal via simple post-processing transformations [120, 78].
More recent general-purpose methods address these limitations by learning dedicated
encoding and detection mechanisms [303, 236], resulting in improved robustness. Thus, the
post-hoc schemes this thesis considers belong to such learned, more robust variants.

Generator-Specific (Generative) Schemes. In these approaches [282, 281, 164, 78, 260],
the encoder is integrated into the generation pipeline, and c may represent a prompt or latent
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variables (potentially with a random seed that controls the stochastic generation). The
encoder operates as part of—or on top of—the generative model, influencing the synthesis to
embed the watermark. Depending on the design, such schemes [260, 78] may allow for both
watermarked and non-watermarked generation, for example by conditioning on the presence
or absence of a watermark input. In such settings, using the same conditioning—including
the underlying randomness—ensures watermarked (xw) and non-watermarked (x) outputs
correspond to the same content and generation trajectory, enabling meaningful notions of
similarity.

2.3 Adversarial Attacks and Defenses

As machine learning systems are increasingly deployed in real-world settings, they become
attractive targets for malicious actors seeking to exploit them for financial, personal, or
societal gain. In the machine learning literature, attempts to manipulate model behavior
in such settings are commonly referred to as adversarial attacks. These attacks aim to
construct inputs that induce incorrect or unintended behavior from a model while remaining
consistent with a task-relevant notion of validity.

In this section, we provide the necessary background on adversarial attacks against
vision and audio models (classifiers), which are studied throughout the thesis across a range
of machine learning models and tasks, including attacks on biometric authentication systems
and deepfake detection mechanisms (Chapter 3), watermarking schemes (Chapter 4), and
image classifiers (Chapters 5 & 6).

2.3.1 Adversarial Examples

In perceptual domains (e.g., vision and audio), the malicious inputs generated by such
attacks are commonly referred to as adversarial examples [233, 87]—samples that remain
perceptually or semantically consistent with legitimate data while causing the model to
produce an incorrect output. Traditionally, adversarial examples refer to inputs that exploit
weaknesses in a model’s learned decision function under constraints that ensure they remain
indistinguishable from the benign samples from which they were crafted. Formally:
Definition 2.3.1 (Adversarial Examples). Let x P Rd denote an input with true label
y, and let M be a classifier. Adversarial examples (AEs) are defined as solutions to the
following constrained optimization problem:

xadv “ argmin
Dpx1, xqďϵD

ℓpMpx1
q, yq
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where ℓ is a loss function that encourages misclassification, D is a distance metric that
enforces similarity between the original and perturbed inputs, and ϵD bounds the allowed
perturbation magnitude.

Targeted vs. Untargeted Attacks

The formulation in Definition 2.3.1 corresponds to untargeted attacks, where the goal is
to induce any incorrect prediction. In contrast, targeted attacks aim to force the model
to predict a specific target label yt ‰ y. This is achieved by modifying the objective to
encourage misclassification toward yt, typically by replacing y with yt in the optimization
problem and updating the loss function accordingly (e.g., flipping its sign). Targeted attacks
are often more restrictive but can be significantly more damaging in practice, as they enable
controlled manipulation of model outputs.

Similarity Metrics

The constraint Dpx1,xq ď ϵD enforces similarity between the original input and its adversar-
ial counterpart, and plays a central role in defining adversarial examples. While an attacker
could trivially induce misclassification by providing arbitrary inputs, such inputs would
typically fall outside the distribution of valid data and may be rejected by downstream
systems or human inspection. In many practical settings, particularly in security-critical
applications, inputs must satisfy semantic or perceptual constraints—for example, they may
be captured from live sources, verified for plausibility, or subject to human scrutiny. As a
result, adversarial attacks are typically constrained to remain close to a reference input as
a methodical way of ensuring that the perturbed sample remains valid within the domain.

The most common choices for D are ℓp norms, which have been extensively studied
in the adversarial robustness literature [53, 141, 32]. These norms provide convenient
mathematical formulations for bounding perturbation magnitude. However, ℓp constraints
do not fully capture perceptual similarity, particularly in high-dimensional domains such as
images and audio. As a result, alternative metrics have been proposed, including perceptual
similarity measures that better align with human judgment [143, 271]. The choice of
similarity metric plays a critical role in defining the space of valid adversarial examples and
can significantly influence both attack effectiveness and evaluation outcomes.

12



Threat Models

Adversarial attacks are commonly analyzed under different threat models, which specify
the attacker’s knowledge and capabilities:

• White-box settings: The attacker has full access to the model, including its parame-
ters and gradients, enabling direct optimization of the objective.

• Black-box settings: The attacker has limited access, typically only to the output
labels or probability vectors, and must estimate useful optimization trajectories
through repeated queries or surrogate models to which white-box access is available
to craft transferable perturbations.

• No-box settings: The most restrictive setting, sometimes referred to as the query-
free setting, where the attacker is assumed to not have the ability to interact with
the target model, requiring attacks to rely on surrogate models or exploit general
properties of the system or data distribution.

These access-level threat models play a central role in evaluating robustness: attacks
that succeed under stronger or more restrictive assumptions are generally considered more
realistic and indicative of practical vulnerabilities.

In practice, however, adversaries rarely interact with a model in isolation. ML systems
deployed in high-stakes settings—where incorrect or manipulated outputs can have severe
consequences—are typically accessed through operational interfaces that impose additional
constraints on interaction. That is, even when access is limited to model outputs only, as
in black-box settings, deployed services may restrict the nature of that feedback. We refer
to settings governed by such operational constraints as security-critical deployments:

Definition 2.3.2 (Security-Critical Deployments). A security-critical deployment is
an ML system operating in a setting where the consequences of failure are severe (e.g.,
biometric authentication, fraud detection, access control, or autonomous driving). Beyond
access-level threat models, such deployments may be subject to operational safeguards that
further constrain how adversaries may interact with the deployed service.

These safeguards serve as an additional layer of security to complicate, deter, or hinder
successful attack optimization and often involve bounding the number or rate of allowed
queries to the model, step-up verification under suspicious activity, requiring user input
within strict time limits (e.g., in authentication tasks), or information disclosure controls
such as returning hard labels only rather than confidence scores.
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These constraints need not be separate from the access assumptions above; in many
settings they interact with them directly. For instance, severely limited query budgets
together with hard-label-only feedback can, in some cases, render attacks that depend on
extensive model interaction impractical, effectively pushing adversaries toward query-free
(no-box) regimes despite nominal black-box access, as demonstrated in Chapter 3.

Adversarial Example Generation (Adversarial Attacks)

The process of generating an adversarial example is commonly referred to as an adversarial
attack. The constrained problem in Definition 2.3.1 is typically solved using iterative opti-
mization methods. In white-box settings, gradient-based approaches are widely used, where
perturbations are constructed by following directions that optimize the misclassification
loss. Formally, we define this standard gradient-based approach as follows:

Definition 2.3.3 (Standard Gradient-Based Attack). Given classifier M and loss ℓpMpxq, yq
from Definition 2.3.1, the standard gradient-based attack iteratively updates the adversarial
example by computing gradients of the loss with respect to the input:

∇xℓpMpxq, yq,

and modifying x in directions that optimize ℓ while enforcing the similarity constraint
imposed by D.

This formulation encompasses a broad class of attack instantiations that vary in their
optimization procedures, perturbation parameterizations, step sizes, or projection mecha-
nisms (e.g., PGD [141], C & W [32], AutoAttack [53]), while still remaining within this
standard gradient-based form. In black-box settings, gradient-free methods or substitute
models are often employed to approximate the required gradients.

While adversarial attacks are traditionally crafted in this manner, this approach is not
exhaustive. In practice, AE s may also be constructed through surrogate objectives [130],
structured transformations, or domain-specific manipulations that preserve perceptual or
semantic validity without directly optimizing a loss function [1].

Recent advances in generative modeling have also enabled attacks that leverage learned
data distributions to construct adversarial inputs [298, 214, 15], for example by guiding
generative processes to produce semantically valid samples that induce misclassification [41].
These approaches, commonly referred to as unrestricted adversarial examples (UAEs) or
regeneration attacks, are often studied separately from traditional adversarial examples, as
they do not enforce explicit similarity requirements with respect to a fixed reference input.
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2.3.2 Adversarial Defenses

Adversarial defenses aim to improve the robustness of machine learning systems against
adversarial manipulation. These methods seek to ensure that model predictions remain
stable under input perturbations that preserve the semantic or perceptual validity of the
data. These defenses fall under the following classes:

Certified Defenses

Certified defenses provide formal robustness guarantees, typically via randomized smoothing
or bound propagation [92, 47, 217, 176, 147]. While offering valuable analytical insight into
model behavior, such bounds typically incur significant overhead and apply to restricted
threat models (e.g., small ℓ2 perturbations). Thus, extensive work studies empirical
defenses aiming for efficiency and robustness to realistic attacks. We categorize those
broadly as follows:

Adversarial Training (AT)

Adversarial training augments training data with AE s, encouraging the classifier to correctly
label them [167]. It is regarded among the most successful methods to enhance robustness,
with numerous works proposing improved networks, training and data augmentation
schemes [207, 257, 287, 56, 22, 198]. Yet, AT primarily provides robustness to threats
encountered during training—most commonly ℓp-bounded—and is known to be vulnerable
to unseen attacks [143, 271].

Preprocessing Defenses

These methods apply input pre-classification operations to detect, suppress, or disrupt
attacks, employing randomized transformations [96, 273] and compression [58, 275], while
later methods utilize manifold projections [105] and spectral decompositions [66].

Despite their initially perceived robustness, many such methods often derive their
effectiveness from gradient masking, where the defense obscures or distorts informative
gradients without eliminating the underlying vulnerability. This can lead to a false sense of
security when evaluated with standard attack methods.

A key challenge in evaluating these defenses arises from adaptive attacks, which explicitly
account for the defense during attack construction by analyzing its mechanism and tailoring
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attacks to circumvent it. In such settings, attackers may differentiate through the entire
defended system or optimize an expected objective when the defense is stochastic, for
example using Expectation Over Transformation (EOT) [20]. Some defenses attempt to
obfuscate gradients by introducing non-differentiable components; however, these can often
be bypassed using backward pass differentiable approximations (BPDA) [20]. In other
cases, specialized loss functions or similar techniques are employed to explicitly account for
specific components of the defense during optimization. As a result, the above defenses and
many similar approaches [194, 270, 278, 21, 171, 108, 213] were later broken by adaptive
attacks [243, 20, 31].

A subclass of preprocessing, namely purification, uses generative models to project adver-
sarial inputs onto the natural data manifold [218, 103, 229], with diffusion-based purification
(DBP) [182, 250] recently gaining significant attention [272, 35, 288, 38, 267, 39, 286, 192].
Yet, later analyses, including those presented in Chapter 5, suggest that the perceived
robustness of such methods also stems from limitations in adaptive evaluation [131].
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Chapter 3

Breaking Security-Critical Voice
Authentication

This chapter is adapted from work published at the IEEE Symposium on Security and
Privacy (S&P) 2023 [129]. It studies voice authentication systems used in high-stakes
settings (e.g., banking) through the lens of assumption stress-testing, targeting a widely
upheld deployment assumption: that hiding model internals and restricting interaction
naturally constrains attack feasibility. We show this assumption fails by asking whether
model interaction is necessary at all, and answering in the negative by demonstrating
that spoofed (fake) speech can be systematically manipulated to bypass authentication
systems despite their use of dedicated deepfake detectors (spoofing countermeasures).
Rather than attacking these detectors directly, we identify the potential artifacts such
systems rely on to distinguish human from synthetic speech and develop model-agnostic
transformations that remove them, causing detectors to fail. Applying these transformations
thus enables universal bypass of the full authentication pipeline with up to 99% success
within only a few attempts (up to six), without requiring access to the target models.
Beyond academia, this work led to security patches in deployed systems, collaborations
with a leading voice-authentication provider, and a patent filing.

3.1 Motivation

Automatic speaker verification systems (ASVs) are widely used for authentication where a
claimed identity is verified by comparing features extracted from a given audio sample against
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a “voiceprint” obtained from previously collected recordings. ASVs have gained popularity,
primarily due to their convenience and increased security compared to passwords, becoming
the core component of voice authentication (VA)—a constantly growing multi-billion dollar
market [238].

VA has been deployed in high-stakes settings such as banking (e.g., Citibank [94] and
First Direct [79]). Nuance [185] (recently acquired by Microsoft for $19.7B), Aculab [4],
and similar products are widely used for authentication in call centers or for enabling
transactions using smartphone apps [186, 187]. In light of the mass adoption of VA and
boastful statements (“No one else has a voice just like you” [237]) of its vendors, it becomes
imperative to evaluate its security under realistic threat scenarios.

Several attacks against ASVs have emerged [51]. Yet, the popularity of VA as a robust
authentication platform for sensitive tasks is still on the rise. The reason is that no existing
attack has demonstrated a proven ability to circumvent VA under the strict deployment
constraints enforced in these environments—see §3.2.4. Spoofing attacks (or deepfakes), such
as speech synthesis (SS) [223] or voice conversion (VC) [239, 177], have shown great potential
in fooling ASVs via fake audio generated in the victim’s voice [261]. However, this threat
has been known for years [277], leading to the development of spoofing countermeasures
(CMs)—complementary systems deployed side-by-side with ASVs, whose task is to detect
spoofed (fake) speech. CMs are now being deployed by VA industry leaders [191], such as
Nuance [183] and ID R&D Live [114]. The high accuracy achieved by these systems [115]
can hinder spoofing attacks. On the other hand, known, non-spoofing, adversarial attacks
against ASVs (and automatic speech recognition systems—ASRs) are not well-suited for
security-critical deployment constraints as they require whitebox access [157, 33, 138],
are query-inefficient (hundreds or thousands of interactions with the target model) or
time-inefficient [10, 42, 300, 37, 166, 72], or are untargeted (cannot impersonate a specific
user) [1]. Finally, while there have been several attempts to adversarially attack VA
platforms by generating spoofed speech first and then adversarially modifying it to fool
CMs [160, 295, 293, 292, 85], which is similar to the approach we take, these share the same
limitations with the adversarial attacks above.

This chapter presents the first practical attack on VA under security-critical deployment
constraints. This is the only attack so far that meets all limitations of such environments—
fully blackbox, model agnostic, real-time, query-efficient and, most importantly, targeted
(the attacker can impersonate any chosen victim). Furthermore, our attack accounts for all
entities present in this strictest form of real-world VA, which typically also utilizes text-
prompted authentication: instead of fixed phrases attackers can record the user uttering and
replay later, the user is prompted with a random phrase to repeat upon each access attempt.
The entities the attacker must circumvent simultaneously therefore become the ASV,
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CM, and a speech-to-text (STT) unit verifying the random phrase was repeated correctly.
We formalize the operational constraints characterizing security-critical deployments in
this domain in §3.2.4. Our attack exploits the known vulnerability of ASVs to spoofing
attacks [261] and mainly targets the CMs. Unlike the few existing adversarial attacks on
CMs listed above, our attack employs signal-processing (optimization-free), model-agnostic
transformations to grant spoofed speech the ability to universally bypass these systems,
while preserving the readily-existing voiceprint and textual content to still bypass ASVs
and STTs. As a consequence, users will lose trust in VA, and vendors will have to invest
resources in improving its security.

Overall, this work makes the following contributions:
• Our attack can circumvent several state-of-the-art VA platforms implement-

ing the authentication protocol in its strictest form and is fully black-box,
query-efficient, real-time, model-agnostic, and targeted. To commit fraud
or identity theft, attackers aiming to exploit such security-critical deployments of
VA (see §3.2.4) must mount targeted attacks and will not have access to the model’s
internals nor will they be able to query it repeatedly. A key contribution of this
work is the ability to manipulate spoofed audio generated in the voice of any victim
user through signal-level transformations that can universally make any CM accept
it, without degrading the quality of the sample. This optimization-free approach
circumvents the lack of adversarial transferability in the audio domain and the query
and time limitations hindering traditional attacks, enabling, for the first time, the
execution of such targeted (user-specific) attacks in a model-agnostic manner.

• Our attack is effective against the full VA stack. Although our attack targets
CMs, the ultimate goal is to bypass the entire VA stack. Hence, transformed samples
must bypass the ASV, which follows from the well-documented vulnerability of ASVs
to spoofed speech, given that our transformations are subtle enough to preserve this
property. Similarly, the contents of the transformed samples must match the text
expected by the STT. Therefore, we design our attacks such that the changes to
the spoofed speech are minimal. We verify these assumptions through large-scale
experiments involving 14 state-of-the-art CMs, five renowned ASVs (including a
commercial system—Amazon Connect Voice ID [13]), and two commercial STTs [89,
174], proving them all vulnerable. With only up to six authentication attempts,
the attacker achieves a success rate against the full authentication stack as high as
99%. Our user study further proves that even a human inspecting the outputs of our
algorithm will be fooled. Finally, we establish that our attack remains effective even
when executed over the phone network. To the best of our knowledge, this is the
first-ever targeted adversarial attack over the phone.
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• Robustness to various defenses. We analyze the potential of different defenses
in mitigating our attack. While we find common adversarial defenses limited, other
adaptive approaches seem more promising. We evaluate these techniques and demon-
strate that, when combined, they can degrade the attack’s performance. However,
the attack remains effective even after this degradation occurs.

• We make our source code publicly available to aid other researchers in the construction
of future defenses1.

3.2 Background

3.2.1 Automatic Speaker Verification (ASV)

At the core of ASVs lies the voiceprint—a set of unique features of an individual found
in their voice. This voiceprint captures physical factors like the shape and size of the
vocal tract and larynx, and a “behavioral signature” consisting of one’s accent, rhythm,
pronunciation and more [301]. This led to investigating voiceprints as biometrics.

ASVs operate in two phases: enrollment and verification. During enrollment, the user
supplies speech samples used to extract their voiceprint, which serves as their identifying
signature onward. Upon future verification attempts, the user’s identity is verified via a
provided speech sample x together with a claimed user identity UID to whom the sample
supposedly belongs. The sample is checked against the voiceprint outputting a decision
(accept/reject). The notation DBpUIDq refers to a database query on the server side with
the provided identity that retrieves the voiceprint, and ASV px, DBpUIDqq indicates that
the ASV accepts x with respect to the voiceprint of UID. Verification can follow one of three
schemes: 1) Text-dependent—a fixed phrase is repeatedly used, 2) Text-independent—the
user may provide any random phrase, or 3) Text-prompted—the system requires a specific
random text from the user to be spoken. The second and third options are more secure due
to their robustness to replay attacks.

Researchers have studied various sets of input features for ASVs, including the Mel-
frequency Cepstral Coefficients (MFCC) and Log Power Magnitude Spectrum (LPMS).
ASV architectures vary significantly, but mainly fall under three categories: GMM i-vector
systems, x-vectors, and DNN end-to-end approaches that operate on raw waveforms [152].

1https://github.com/andrekassis/Breaking-Security-Critical-Voice-Authentication
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3.2.2 Spoofing Countermeasures (CMs)

Several spoofing attacks could compromise ASVs [261], and those can be classified into
four categories: 1) Mimicking [145]—manipulating one’s voice (without machines) to sound
like the victim, 2) Speech synthesis (SS) [223]—using technology to produce samples in
the victim’s voice, 3) Voice conversion (VC) [134]—using technology to convert one’s
voice into the victim’s, and 4) Replay [268]—replaying a previously-recorded sample of
the victim. ASVs are robust to mimicking attacks [59] and replay can be prevented
using text-independent/text-prompted schemes. However, VC/SS attacks pose serious
threats [261].

The need for reliable authentication therefore led to the emergence of spoofing counter-
measures (CMs) [6, 277]. These are classifiers solving the problem of distinguishing between
human (bonafide) and machine (spoofed) speech. The literature distinguishes between
active and passive CMs [172]. Active methods (e.g., VoiceLive [289], VoiceGesture [290],
EchoVib [16]) rely on heuristics and sensory data to capture liveness cues that accompany
human speech, such as articulatory gestures or the shape of the vocal tract. Passive methods
focus on measurable differences in the audio waveform itself that differentiate human from
machine speech [6, 172, 235]. Active methods are much less practical since they are sensitive
to sensor and microphone placement and are device-dependent, while passive methods can
be integrated into existing VA software [172], which is done by pioneers in the field such as
Nuance [183] and ID R&D Live [114]. Our focus is, thus, on passive CMs.

Terminology note. The distinction between active and passive CMs used here follows
the speech processing literature and refers to whether liveness cues are actively elicited or
inferred from the signal. Both categories fall under the broader class of passive deepfake
detection methods defined in §2.2.1, in that they operate on measurable features of the
input rather than relying on proactive mechanisms such as watermarking.

Not every VA system represents a security-critical deployment. For instance, Siri and
Google Assistant neither enforce strong security measures nor use CMs. However, leading
VA providers, such as Nuance, Aculab, ID R&D Live, and others are explicit about deploying
CMs to defend against spoofing as integral components of their systems [114, 183, 4] in
order to secure sensitive resources (e.g., bank accounts). Thus, successful attacks in such
high-stakes settings must circumvent CMs.
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3.2.3 Speech-to-text Systems (STTs)

Known also as automatic speech recognition systems (ASRs), STTs are used to transcribe
spoken phrases into text. In the context of VA, STTs are coupled with ASVs to implement
text-independent/text-prompted schemes and defend against replay attacks. The STT
is used to transcribe the user’s input (sample) and the transcription output is examined
against the expected text. The STT accepts the authentication attempt only if the two
match. Given a spoken phrase x and text t, the notation STT px, tq indicates that the
STT accepts x w.r.t. t.

3.2.4 VA in Security-Critical Deployments

This subsection instantiates the notion of security-critical deployments introduced in
Definition 2.3.2 for voice authentication. In high-stakes domains such as banking, voice
authentication is deployed under strong operational constraints as it manages access to
highly sensitive resources. These constraints often exist by default and are as follows:

Limited number of failed attempts. Multiple failed attempts lead the target to stop
accepting further attempts. Attacks on (voice) authentication platforms that ignore this
requirement are invalid. This is standard practice in security-sensitive applications. For
instance, credit cards are invalidated if the user enters their PIN incorrectly three times,
and Apple locks iPhones after six incorrect passcodes.

Limited response time. This is yet another typical security measure. The user (attacker)
has to generate authentication responses and transmit them within seconds.

No access to system internals. The system is blackbox returning only decisions
(accept/reject), as assumed in research [300] and done in practice [114, 183]. We do not
assume more permissive settings where systems reveal output probabilities.

Success under limited time and attempt constraints sets us apart from all previous
blackbox attacks on VA (see §3.10), while those attacks that cannot operate in blackbox
settings are not practical. Our attack is fully blackbox, takes 4s on average, and is highly
successful with only three to six attempts.

Text-prompted/independent scheme. The safer form of VA uses text-prompted/indepen-
dent schemes to mitigate replay attacks. Some vendors may use text-dependent schemes
with fixed phrases. However, even here, there are CMs that detect replayed speech [6].
Hence, we assume that simply replaying a recording is not a valid attack and assume the
more restrictive text-prompted/independent setup.
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All in all, to successfully pass an authentication attempt under a security-critical VA
deployment with a phrase x given identity UID and text t, the following must hold:

ASV px, DBpUIDqq ^ CMpxq ^ STT px, tq.

3.3 Threat Model

3.3.1 Definitions

Attacker. The malicious actor aiming to bypass a security-critical VA platform via
adversarial or spoofed audio to pose as the victim.

Victim. The user protected by the VA system whose identity is at risk of being stolen by
the attacker.

Target. The VA system (or any of its components—ASV, CM, or STT) the attacker wishes
to fool.

3.3.2 Attack Channels

Here we list the common channels that users (attackers) typically use to communicate with
a remote security-critical VA deployment.

Designated-app. The user (attacker) issues a transaction using an app (e.g., a banking
app) and authenticates it using their voice (instead of a password) [183]. The authentication
phrase is passed to the server over TCP (i.e., reliably, without packet loss, jitter or lossy
encodings [185]).

Over-telephony. The user (attacker) calls the service provider and interacts with the
interactive voice response (IVR) system, which uses VA for identity verification [183]. The
input is transmitted over the phone, introducing additional challenges, as attacks have to
withstand the noisy medium (see §3.7).

3.3.3 Attacker’s Goals, Knowledge, and Capabilities

Goals. The attacker’s goal is to produce an audio sample capable of bypassing a security-
critical VA deployment. Based on the components we introduced in §3.2.4, the attacker is
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concerned with realizing an algorithm A, whose inputs are text prompt t and the victim
identity UID, and whose output is an adversarial xadv “ Apt, UIDq, s.t:

ASV pxadv, DBpUIDqq ^ CMpxadvq ^ STT pxadv, tq

The system accepts verification phrases in one of the two methods described in 3.3.2.
The attack must comply with the protocol described in §3.2.4.

Optional goal: We optionally require that the samples provided be robust to human inspec-
tion. In security-critical deployments, authentication attempts can be recorded for future
audit purposes (e.g., disputing suspicious transactions) [185], during which the recordings
may be inspected by humans. Passing the human judge’s (HJ) inspection, whose task is to
listen to the sample in case of an investigation and verify whether it in fact comes from
the victim, is indicated as HJpxadv, UIDq.

This goal is optional as the attacker may ignore it if an investigation is not a concern
(i.e., if the attacker covers their traces or can guarantee that the transaction will go through
before any flags are raised—for instance, when stealing amounts typical for the victim
to transfer). Our attack satisfies this goal, as opposed to traditional adversarial attacks
against ASVs, which do not produce samples in the victim’s voice.

Knowledge. We are concerned with the most realistic black-box setting, where the
attacker only has access to the VA’s decision (accept/reject), without knowledge of the
models’ internals, training data or output probabilities.

Capabilities. Access to a rooted phone (designated-app only): The attacker can bypass
the microphone on the device used to interact with the target to inject audio directly into
the app. This requires that the attacker obtains some rooted device. We do not assume
access to the victim’s device. Rooting is possible as rootkits are available online [64]. Apps
may be equipped with “root detectors", but these can often be evaded [44]. The ability to
bypass the microphone has been assumed in many previous works [33]. This is not required
for over-telephony attacks, as the attacker can even use a computer.

Access to audio recordings of the victim (designated-app & over-telephony): The attacker
is in possession of sufficient data (and computational resources) to train SS/VC models
in the victim’s voice. Modern SS/VC systems accomplish this with only „15 minutes of
victim speech [285]. Such data is easy to obtain thanks to social media and conference calls,
especially for a determined attacker targeting a specific individual. Alternatively, zero-shot
algorithms (which we do not consider) only require 5 seconds in the victim’s voice (but only
retain a 50% success rate against human listeners [261]).

Obtaining PINs (designated-app only): The attacker (pretending to be the victim) installs
the app the victim uses to interact with the target on the attacker’s rooted device. Most
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banks allow their users to install their apps on multiple devices. They may require entering
a PIN [19], which the attacker can obtain through social engineering [189]— a standard
assumption [37]. In the over-telephony scenario, this requirement is waived, as the attacker
may use any phone (even a landline) to place the call, and no app (therefore no PIN) is
required.

3.4 Attacking Security-Critical VA Deployments

3.4.1 Attack Overview

Our attack is motivated by two main hypotheses:

H1: There exist identifiable, removable, and universal key differences between human
and machine speech.

H2: These nuances are among the primary telltales on which CMs rely to make their
decision.

Note: The term universal above implies that these differences (nuances) are agnostic to the
user or spoken text.

Optimization-free universal attacks on ASVs are hard to realize as they require fathoming
features that characterize the specific victim’s voice and how they can be injected into
different utterances. This is evident by the variety of model-specific, non-universal attacks
against those systems (see §3.10), and absence of model-agnostic attacks, despite the
recurrent emphasis on their importance [300]. However, based on H1 , which states that there
are human-understandable universal differences (across users and speech samples) between
machine and human speech, and H2 , which states that they are crucial for CMs to perform
correct classification, we identify a new potential weakest link. Successfully eliminating
those intuitive differences for a given spoofed sample through designated transformations
can make the components protecting ASVs against spoofing (i.e., CMs) misclassify. This
will leave the entire VA platform vulnerable, due to the known vulnerability of ASVs to
spoofing attacks. Furthermore, this nature of the targeted nuances entails that defending
against our attack will not be trivial, as we target core features for CMs, leaving them
practically useless. The novelty in our work lies in the realization of these transformations
that target commonalities of various CMs without resorting to transferability, which is of
limited efficacy (see §3.6.1). The challenge is that these transformations need to be subtle
to preserve the properties of the spoofed sample that make it effective against ASVs, and
its textual content (necessary to bypass STTs).
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Figure 3.1: Attack Overview.

Overall, the attack is as follows (see Figure 3.1): 1) The attacker accesses the target-
provided app (or places a call to the target) and issues a command triggering a transaction.
2) The target receives the request and 3) prompts the attacker with a random authentication
phrase t. 4) The attacker generates the requested phrase in the victim’s voice via an SS
or VC algorithm SA. 5) The result is forwarded to the adversarial examples engine AEE,
which perturbs it using our transformations to generate a sample with identical content
in terms of its text, while also preserving the voiceprint of the victim. 6) The adversarial
example is injected into the app (call) and transferred to the target. 7) The target verifies
that the sample bears the victim’s voiceprint (ASV accepts due to the vulnerability of ASVs
to spoofing attacks), the textual content of the sample is t (STT accepts), and the sample
comes from a human (CM accepts). 8) If the transaction is later reported as suspicious,
the human judge is fooled by the seemingly genuine sample and confirms the transaction’s
authenticity.

3.4.2 Universal Adversarial Transformations Against CMs

As explained in §2.3.1, adversarial attacks are typically crafted through gradient-based
optimizations but it is also possible to generate adversarial examples through structured
transformations. Here, we take the latter approach. We seek transformations than can
eliminate identifiable and removable machine cues, while preserving quality. Hence, these
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transformations must be crafted based on an understanding of the design of CMs and fake
speech algorithms. We surveyed numerous papers to amass such an in-depth understanding,
leading to the development and testing of various heuristics. Below we list the selected
transformations:

F1. Replacement of Leading and Trailing Silence: When humans speak into a microphone,
there is static (white) noise from the background, in addition to involuntary sounds the
speaker produces that accompany the speech (e.g., the speaker inhales before talking).
Spoofed speech lacks these “non-speech” cues, which may influence the decision of CMs.
In fact, applying voice activity detection (VAD) to filter out silences when training or
evaluating CMs results in a performance degradation [161], proving these non-speech cues
essential for CMs.

One may incorrectly assume that CMs can be trivially made ineffective by removing
silence intervals, eliminating them as a deciding factor, and making CMs easier to fool [161].
However, when replicating these experiments, we find that eliminating silences makes CMs
more likely to reject any input. Hence, this attack will not be successful (the attacker
needs the model to accept spoofed samples) as the performance degradation when silence
is stripped is the result of the inability of CMs to accept bonafide samples that lack the
trimmed silence periods, which is of no use as spoofed samples are still rejected.

Nonetheless, “natural” silence can be copied from bonafide samples. F1 replaces lead-
ing/trailing silence in spoofed samples with silence from benign samples. Appending
longer silence intervals to increase the dependence on these cues is not a valid attack, as
research shows trimming long silences possible, making them shorter but sufficient for
classification [80].

F2. Elimination of Inter-word Redundant Silence: F2 further eliminates non-speech cues
that identify spoofed speech by removing long “synthetic” silence intervals. SS/VC algo-
rithms fail to generate statistically-natural silence to fill gaps between consecutive words.
Spoofed silence intervals are often too quiet compared to human speech, since humans have
air flow between their words. Similarly, natural speech exhibits an echo, as the different
reflections of the same sound arrive at the microphone at different times (see F4), populating
those silent regions. Furthermore, spoofing algorithms often generate speech by dividing
it into time steps, generating each independently. This step-by-step (often non-causal)
procedure may cause the output to have extended unnatural silences, although the words
at each step may have a (semi-)natural silence distribution between them. As opposed
to leading/trailing silences, these cannot be replaced as their location mandates that the
distribution of their static noise must be compliant with preceding and following intervals
and replacing them with silence from different samples will not accomplish this. Thus, F2
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eliminates inter-word silences altogether. We find that since F1 already injects human-like
silences, in F2 it is sufficient to remove redundant silent periods. Using the right parameters,
we reduce only long (empty) silence intervals but do not eliminate them completely, so the
output still contains the more lively (noisy) silences if they exist, sounding natural in terms
of the speed at which words are uttered.

F3. Boosting the center of the spectrum: The majority human speech energy is concentrated
in lower parts of the spectrum. Thus, our hypothesis is that this frequency range naturally
becomes the most critical in audio-related tasks compared to negligible higher frequency
components. Furthermore, many audio classifiers (CMs, ASVs, ASRs) rely on tempo-
spectral representations that emphasize details in lower frequencies while de-emphasizing
high components (e.g., MFCC [223]) or have higher resolution at lower frequencies (e.g.,
CQCC [240]). CMs often use such front-ends. Moreover, the latest state-of-the-art CMs
operate on raw waveforms. Due to the energy distribution of speech (concentration around
lower frequencies), we expect these systems to naturally assign larger weights to lower
components as well. Thus, CMs are more sensitive to cues in lower frequencies. Introducing
perturbations manipulating the spectra s.t higher frequencies are amplified relative to these
lower components decreases the magnitude of the cues that can be more precisely classified
by CMs, while the regions that are less accurately learned will be made dominant. The
lack of accuracy in this range causes misclassification.

This transformation amplifies the intensity of the signal’s spectrum around the target
region. The range p1´ 4qKHz has the most considerable effect on speech intelligibility [82].
Higher frequencies (typically above 6KHz) are dominated by noise, less important to
intelligibility, and are naturally of lower magnitudes. Thus, we ensure keeping these higher
frequency components suppressed by using a sharp (fast-decaying) filter around the center
of the spectrum.

F4. Local Echo: This is an extension to F2. As opposed to spoofed speech, natural speech
is typically recorded with a microphone, which receives its input from a user speaking
into it. The user’s voice does not travel to the microphone in a single trajectory. Instead,
voice from their mouth travels in many directions and gets reflected at different angles and
times, echoed back to the microphone. With time, the amplitudes of the reflected particles
belonging to each utterance dissipate, no longer being recorded. The lack of echo in spoofed
speech can serve as a sign telling benign and spoofed samples apart. F4 generates local
echo, introducing 1ms-shifted copies to the signal over a short period (100ms), decreasing
the amplitude of the repeated copy as we advance in time.

F5. Pre-emphasis: This transformation applies pre-emphasis to the input signal. Pre-
emphasis [113] is used to alter the signal at different frequencies by amplifying the relative
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magnitudes of higher frequency components at the expense of lower frequencies. It is popular
in high-speed transmission systems, creating noise-robust signals before transmission. Upon
receipt of the signal, the operation is inverted via de-emphasis.

The intuition behind using pre-emphasis is similar to that motivating F3— the uncer-
tainty of CMs at higher frequencies. Yet, a drawback of pre-emphasis is that its frequency
response is monotonically increasing, leading to large magnitudes at very high frequencies,
and yielding outputs with flat spectra (the energy is evenly distributed along the frequency
axis). Those are unnatural compared to normal speech, wherein the energy is concentrated
at lower frequencies, and will sound unrealistic. Instead, as in F3, the target region we wish
to amplify is the center of the spectrum (around 1KHz-6KHz).

To circumvent this, we use a smaller coefficient for the operation (0.5) instead of typical
large coefficients (0.97) to ensure the output signal complies with the spectral map of
natural speech. This limits the usability of F5, although it is still highly effective. F3 can,
hence, further boost the attack’s performance as it enables defining the specific region to
amplify, leaving out undesired frequencies. Yet, F5 enables us to systematically manipulate
the entire spectrum as a well-established technique, preserving inter-connections between
different frequency components, which is harder with F3.

F6. Noise Reduction: The samples produced by spoofing algorithms often exhibit machine
noise, which characterizes the algorithms used to produce them. In a way, this noise can
be thought of as a fingerprint attesting to the algorithm’s imperfections. As opposed to
naturally-occurring (additive) noise, it does not exhibit the same normal distribution over
the spectrum, and will be centered around specific frequencies, forming a cue that CMs may
spot. This computational limitation is most likely due to dataset biases, as the settings
under which the training data is gathered (e.g. recording devices) may introduce such
artifacts. If eliminated, CMs would lose the ability to rely on them to output a decision.

We implement F6 via spectral gating [216], which operates by first calculating the
tempo-spectral representation of the signal. Afterward, for each frequency, the mean and
standard deviation over time are calculated. Lastly, at each time step, if the intensity at
some frequency is not sufficiently larger than the mean for that frequency over time, this
component is eliminated. This filters out continuous background noise at each frequency,
leaving only unique, audible (non-noise) information. Additionally, we find introducing
additive (white) noise at this layer replaces the mechanic one with the natural counterpart
found in human samples and enhances the attack.

F7. Adversarial speaker regularization (ADVSR): We include a final optimization-based
layer (ADV SR). However, this does not change the optimization-free, model-agnostic
nature of our attack, since we do not use a shadow CM to perform the optimization. The
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optimization is done via a model designed for an adjacent task—an ASV. The objective of
this step is not to achieve high success against target ASVs, nor do we rely on transferability.
The goal is to utilize a shadow ASV to optimize the spoofed sample to increase its ability to
fool CMs. Hence, this step is still considered a model-agnostic transformation. ASV-based
optimization can eliminate machine artifacts. The idea is to “engrave” the user’s voiceprint
into the spoofed sample. The rationale is that, given a reference sample y by the victim
user, and the spoofed sample x, a non-zero ASV loss (for x w.r.t. y), indicates that there is
some uncertainty as to whether the speaker in both samples is the same, and we attribute
that to one of the samples being “spoken" by the machine. When the ASV removes these
differences, machine cues are further eliminated as a byproduct, making the sample even
less machine-like and capable of bypassing the CM.

Aside from F1´F7, we experimented with various other techniques (excluded for limited
success), including CM-based adversarial attacks (see §3.6.1), vocal tract copying [48], and
marginal filtering at fundamental frequencies and harmonics. We leave exploring additional
transformations to future work.

3.4.3 Attack Implementation

First, we replace machine silence with “realistic” silence segments. We use Librosa [170] to
trim leading and trailing silence, with a threshold of ´25.0 db, and replace it with silence
from a bonafide random sample of the same speaker (F1). F2, uses WebRTCV ad [263] to
remove inter-word extended silences (aggressiveness=3), with a frame of 30ms. We find that
this algorithm and hyperparameters retain necessary silence intervals and do not eliminate
them completely, satisfying the requirements of F2. We preserve the original sample length
after steps F1 and F2 by choosing bonafide sample periods that match in length those that
F1 and F2 trim.

Afterward, we apply F3 by computing the FFT of the input and amplifying the frequency
range 1-6KHz by 1.5 using a sharp Butterworth BPF (with an order of 20). This limit
of 1.5 ensures that the outputs do not sound suspicious to humans and avoids violating
the spectral map of normal speech (see §3.4.2). F4 is introduced by adding shifted copies
(by 1ms at a time) with decreasing amplitudes. Assuming the original amplitude is A,
the amplitude of the i‘th shifted copy is A{p8 ˚ i ` 1q, since the longer it takes the echo
to reach the microphone, the more energy it loses. Next, we apply F5 based on Librosa’s
implementation with a coefficient of 0.5. In F6, noise reduction is applied [216] and additive
noise is introduced instead with a limited amplitude of ϵ “ 0.0035 (to avoid generating
noisy samples). To preserve the effects of F1, we apply noise reduction between the leading
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and trailing silences only. Finally, we perform F7 with the ASV described in §3.5. Since the
ASV’s loss requires a reference voiceprint of the victim, we use multiple bonafide (victim)
recordings. We generate the adversarials using I-FGSM [140] and ϵ “ 0.0015.

The transformation order and parameters were determined empirically and can be
explained as follows: F1, F2 are order-invariant, operating on different regions. F3, F5

are order-invariant; both perform (frequency) amplification operations. F1, F2 replace
signal fragments and should precede F3, F5 to avoid discarding some of their effects. F6

introduces noise that must be minimal (inaudible). Hence, it is applied after amplification
(F3, F5). F7 must be last since it is a volatile voiceprint-based transformation, while others
are voiceprint-agnostic (destructive to F7 if applied afterward). F4’s (echo) placement
(determined empirically) must be between F2 and F7.

3.5 Experimental Setup

This section presents the models used, their baseline performance, and our datasets.

System specifications. All adversarial examples were generated on a server running
Ubuntu 20.04 on a PPC64LE, POWER8NVL 2.33 GHz CPU with 16 physical (128 virtual)
cores and 1TB RAM and 4 Tesla P100-SXM2 GPUs with 16G of memory each (although
our experiments used one GPU at a time). To mount our over-telephony attack, we
set up a dummy server as an Amazon Connect [12] instance and used Twilio [244] to
programmatically place calls to it over which the samples were delivered. The samples were
recorded at the receiver in AWS, downloaded to our server, and fed into the CMs.

Sampling & encoding. All samples in our datasets are sampled with a rate of 16KHz
and represented as FP arrays in the range [-1.0, 1.0]— a standard representation (we
normalize our transformations’ outputs to this range). When transmitting samples over the
phone, due to bandwidth limitations of the carrier (Twilio), they are received at a sampling
rate of 8KHz, which we then up-sample to 16KHz to feed into our targets.

Systems. We select top-performing models from the literature and industry, depending on
availability.

CMs. Commercial CMs, such as Nuance’s, are proprietary and closed-sourced, without public
APIs. We reached out to leading platforms, such as Aculab and ID R&D Voice, but never
heard back. Thus, to evaluate our attack against the state-of-the-art, we use open-source
systems from the ASVspoof2019 challenge [241]. We focus on these since the challenge has
long been the platform where novel CMs emerge. The challenge received contributions from
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renowned corporations (e.g., Google, which contributed to the dataset [262]), demonstrating
its importance by industry standards. We do not restrict ourselves to systems that actively
participated in the challenge and include more advanced CMs that have since appeared
with superior performance (w.r.t. the challenge’s task). We consider the best reported
models [123, 234] (released 2021), and for which the authors provide pre-trained models and
results (that we verified)—see Table 3.1. We use pre-trained models to avoid introducing
any errors while reproducing them. These models’ performance is on par with leading
commercial systems. Specifically, the world-leading ID R&D Voice [114] [191] was the
winner of the ASVspoof2019 challenge, achieving an equal error rate (EER) of 0.22%. The
also proprietary system ranking second achieved an EER of 1.86% [241]. Our chosen systems
achieve similar numbers, with some ranking between the top two contestants.

System Front-end EER
WAV2VEC [235] Raw-audio 0.82%*

AASIST [123] Raw-audio 0.83%
AASIST-L [123] Raw-audio 0.99%
RAWGAT_ST (mul) [234] Raw-audio 1.06%
SSNet [111] Raw-audio 1.64%
RAWDARTS [84] Raw-audio 1.77%
MCG [154] CQT 1.78%
LCNN_LSTM [255] LFCC 1.92%
MLCG [154] CQT 2.15%
AIR [294] LFCC 2.19%
Res2Net [153] CQT 2.50%
AIR_AM [294] LFCC 3.26%
DARTS [83] LFCC 4.96%
LCNN [146] LPMS 5.06%

Table 3.1: Top-performing CMs on the
ASVspoof2019 LA evaluation dataset with
public code and pre-trained models as of Oc-
tober 2021. *In the first row, WAV2VEC is
the state-of-the-art CM and its EER is w.r.t.
the more comprehensive ASVspoof2021 LA
evaluation set.

Since the list in Table 3.1 was compiled,
new systems have emerged. Therefore we
include a representative of such potentially
more robust models. We use the state-of-the-
art WAV2VEC [235], a model designed for
the ASVspoof2021 challenge, whose objec-
tive was to build generalizable CMs robust
to the audio channel effect (can correctly
classify samples even over phone calls). The
model was evaluated on the ASVspoof2021
evaluation dataset, which augments the
ASVspoof2019 evaluation subset with sam-
ples transmitted over the phone. This model
is capable of operating on clean audio (as
found in the ASVspoof2019 dataset) and
phone audio and is so far the best at per-
forming both tasks without needing further
calibration [235]. Note that WAV2VEC
achieves the lowest EER (first row in Ta-
ble 3.1), and that this EER is w.r.t. the
more challenging, augmented ASVspoof2021
dataset. Since WAV2VEC is a very recent
model, we only include it in our final exper-
iments that evaluate our full attack.

Due to the known possible lack of generalization to the over-telephony setting [277],
some CMs may not be appropriate for this setting. This does not apply to WAV2VEC,
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which was specifically designed and evaluated for this task. Thus, in the over-telephony
experiment, we naturally include WAV2VEC. For other CMs, we determined which can
generalize to this setting and calibrated their decision thresholds accordingly. Details
are in Appendix §A.2. In conclusion, we only found seven other models to be somewhat
generalizable, although their performance is inferior to WAV2VEC.

Our chosen CMs vary significantly in their front-ends (see Table 3.1) and architectures,
which proves our attack bypasses any VA platform.

ASVs. We use various architectures to represent the state-of-the-art (GMM i-vectors, x-
vectors, and end-to-end). Using KALDI [204], we design three GMM i-vector models
with different dimensionalities and front-ends (ASVShadow, ASVTarget1, ASVTarget2),
and a single x-vector model (ASVTarget3). KALDI is widely employed in academic
and industrial projects and was used to evaluate previous work [283]. Additionally, we
use Resemblyzer [208], which implements Google’s GE2E [248] as an end-to-end ASV.
Resemblyzer is popular and has been used in academic work [261]. Finally, we include the
commercial Amazon Connect Voice ID [13], which is available for call centers using Amazon
Connect [12] to verify callers’ identities. The ID delivered in each call was used to invoke
Voice ID with the (previously-uploaded) voiceprint of the speaker to whom the delivered
sample is claimed to belong. Each voiceprint consists of 30 seconds of speech, obtained by
concatenating bonafide samples from the ASVspoof2019 evaluation set for each speaker. At
the time these experiments were conducted, Voice ID was not using a CM. Details of all
ASVs are in Appendix §A.1. We used ASVShadow for F7. All other models were used as
targets. The difference in architectures and training data preserves blackbox assumptions.

STTs: We use two common commercial (blackbox) STTs: Google Cloud STT [89] and
Microsoft Azure STT [174].

Training datasets. CMs: We mainly experiment with pre-trained CMs developed for
the ASVspoof2019 challenge, which (except WAV2VEC) were trained on the training
subset of the LA portion of the ASVspoof2019 dataset [256]. It includes samples from 107
speakers (46 males/61 females). For each speaker, there are bonafide and spoofed (VC/SS)
samples. The dataset is partitioned into 3 sections: training, development, and evaluation.
The training and development datasets contain samples from 20 speakers each, while the
evaluation samples come from 67 speakers. The subsets are disjoint in speakers and spoofing
algorithms. For WAV2VEC, the pretrained model uses the ASVspoof2019 training subset,
augmented with additive and convolutional noise.

ASVs: Training the GMM i-vector ASVs was done using the bonafide samples from the
(disjoint) development and training subsets of ASVspoof2019 for the shadow and targets,
respectively. The x-vector system was trained using Voxceleb1 [179], augmented using
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MUSAN [226]. Resemblyzer and AWS Voice ID come pre-trained. To use them, their
thresholds must be calibrated. We generated calibration data from the evaluation subset of
ASVspoof2019 (see Appendix §A.1 for details).

STTs: We used pretrained API-accessible systems.

Evaluation dataset. Spoofed samples in the ASVspoof2019 evaluation subset were
generated by various state-of-the-art spoofing algorithms (as of 2019). As the output quality
of SS/VC models depends on the availability of training samples and capabilities of the
algorithms, we find samples in this subset to be of different qualities. Since our attack
optimizes high-quality spoofed speech (such as [223]), we decided to focus on a reduced
set of this subset, including only samples of the expected quality that can initially bypass
STTs and fool humans. This decision is further motivated by the need to have a reduced
set to evaluate in our large-scale experiments (especially in the costly and time-consuming
over-telephony setting). After listening to a few thousands of recordings, we chose 474
spoofed samples belonging to 48 users, generated by 13 different algorithms we deemed of
satisfactory quality. Compared to previous works considering over-telephony adversarials [1]
and spoofed speech [25], this number is similar and the variety in users and algorithms
is more extensive. To promote future research, we make our high-quality reduced subset
available2. We also include the spoofed and adversarial samples we use in the user study
in §3.8.

Evaluation metrics. We define our attack’s success as the Acceptance Rate (AR) for
each system type. For CMs, this is the probability that the sample is deemed bonafide. For
ASVs, this is the probability that given a reference victim voiceprint, the ASV’s comparison
of the attack sample against this reference leads to acceptance. For STTs, acceptance
indicates a successful comparison of the transcribed text from the sample against the phrase
expected by the system. We assume spoofed samples always satisfy this property, due to
the quality of modern audio spoofing. For adversarial examples, acceptance amounts to the
transcribed texts from the original sample and the adversarial generated from it matching.

3.6 Attacking Designated-App Authentication

This section focuses on the designated-app scenario (see §3.3.2), where authentication
phrases are passed to the server as waveforms over TCP (i.e., reliably, without packet loss,
jitter or lossy encoders [185]). First, we show results against each of the CMs, ASVs, and
STTs independently. Then, we present the joint results for them combined. Recall that we

2Available at the GitHub repository accompanying this work
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Frontend LPMS LFCC CQT Raw Waveform

Transformation
System

LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L

None 3.16% 2.32% 3.59% 4.01% 2.95% 1.90% 4.01% 2.95% 2.74% 3.16% 1.90% 2.32% 2.32%
F1 13.71% 15.61% 13.92% 13.08% 10.97% 12.66% 9.28% 4.85% 12.66% 7.59% 1.69% 4.85% 5.27%

F1-F2 19.41% 23.00% 17.30% 16.03% 15.40% 16.24% 15.82% 4.22% 41.56% 9.70% 3.38% 13.29% 10.97%
F1-F3 20.25% 38.40% 28.90% 14.98% 24.89% 32.70% 20.04% 7.59% 43.46% 9.92% 4.64% 15.40% 13.08%
F1-F4 19.83% 39.87% 30.17% 16.46% 24.89% 34.60% 20.46% 8.44% 47.05% 10.76% 5.49% 15.82% 14.35%
F1-F5 21.31% 44.30% 34.39% 20.46% 24.05% 45.99% 27.85% 8.02% 54.01% 11.81% 12.03% 18.99% 17.93%
F1-F6 12.03% 45.99% 42.19% 20.68% 25.11% 67.51% 45.15% 16.03% 57.81% 11.18% 15.82% 24.68% 21.73%

F1-F7 (Full Attack) 17.93% 58.02% 51.27% 20.04% 15.61% 65.82% 52.74% 15.82% 61.81% 12.03% 15.82% 24.89% 21.94%

Table 3.2: Attack results against CMs. Bold entries represent the best success results for
each system.

target CMs—success against STTs/ASVs is due to the quality of the used spoofed speech,
the vulnerability of ASVs to it, and our attacks’ ability to preserve these properties.

3.6.1 Results Against CMs

Shattering the myth of transferability: The reader may question the need for our transforma-
tions given the existence of conventional adversarial techniques. Assuming a query-limited
attacker leaves us with transferability attacks (crafted against a shadow CM and transferred
to the target), as done in previous works [160, 295, 293, 292]. However, transferability was
proven ineffective for other audio-related tasks [3]. We prove that it is not a viable attack
against CMs either, pinpointing flaws in previous works. Details are in Appendix §A.3.

Our transformations: The collective (cumulative) attack results are in Table 3.2. The
transformations should be performed collectively as they are motivated by various hypotheses
and target different cues. We report individual evaluations of each transformation in
Appendix §A.4. In a nutshell, each transformation individually incurs a significant increase
in the attack’s success against several (but not necessarily all) CMs compared to spoofing
baselines. Nonetheless, these do not affect all CMs similarly as they employ various
heuristics, leading to a minor degradation w.r.t. the baselines on rare occasions. The
ensemble attack (discussed below) remains universal, far outperforming singletons.

For F1 (silence replacement), compared to spoofed samples alone without any additional
transformations (first row in Table 3.2), it is clear that F1 leads to a considerable degradation
in the performance of several CMs. Even CMs that were completely unaffected by additive
noise or transferability (RAWGAT_ST, AASIST, AASIST-L—see Tables A.3 & A.4 in
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Appendix §A.3) exhibit a performance degradation under this simple transformation. This
is evidence that silence intervals of bonafide recordings encode non-speech liveness cues
missing in machine speech. These non-speech cues can be injected by replacing silent
intervals with genuine silences, as done by F1.

Next, we study F2 (silence elimination). As explained in §3.4.2, additional non-speech
cues guiding CMs are embedded in inter-word silence intervals, as SS/VC algorithms often
fail to mimic genuine silences, generating long, mute segments. This is cemented by F2’s
findings, demonstrating a significant increase in the attack’s success against most CMs.

F3 (spectrum center boosting) is also highly effective. We can see that increasing the
relative amplitudes of the uncertainty regions at the expense of lower frequencies (see §3.4.2)
drastically increases the success rates in general.

The results for F4 (local echo) indicate that the contribution of this transformation is
only incremental compared to the other transformations. Nonetheless, we still see some
improvement over the cumulative attack without F4 for the majority of CMs, especially for
the harder systems to spoof, such as RAWGAT_ST and RAWDARTS. These systems have
proven so far to be far more robust than counterparts and therefore any improvement is
significant and proves the reliance on this echo as a cue. For instance, this is the first time
we see a success rate of above 5% against RAWDARTS.

F5 (pre-emphasis) is among the leading transformations, especially against CMs op-
erating on raw waveforms. Recall that for the pre-emphasis filter, to ensure the out-
put sample’s spectrum conforms to the spectral map of natural speech (see §3.4.2), we
chose a smaller constant than the typical. Interestingly, while large coefficients pro-
duce unnatural-looking (sounding) spectra failing human inspection, most CMs (except
LCNN, LCNN_LSTM, DARTS) are vulnerable to pre-emphasis with a large coefficient
(0.97) (see Appendix §A.4). Not only will such samples likely fail human inspection, pre-
emphasis with large coefficients can also be defeated by adding a component measuring
the statistical distribution of the signal’s spectrum to reject unnatural-looking samples.
Comparing the spectral density against the natural distribution of speech is a vital step
currently missing in many CMs. Nonetheless, our attack produces natural-looking examples,
robust to this proposed defense.

F6 (noise reduction) eliminates characteristic noise due to imperfections of spoofing
algorithms that may be identified by CMs, replacing it with additive noise following the
observation that bonafide samples often exhibit such noise. We see a significant increase
in the success against most CMs (except RAWGAT_ST ), making F6 among the most
important transforms, and highlighting CMs’ dependence on removable cues.

The last layer is ADVSR (F7). When coupled with the rest of the transformations, it
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achieves the highest attack success rate for multiple CMs, cementing the reasoning behind
it.

State-of-the-art (WAV2VEC): WAV2VEC was designed for channel generalization and
trained on noise-augmented data, which was proven to increase noise robustness and
improve generalization [235]. This is a natural defense against our attack, since the non-
speech cues we target in F1 and F2 are linked to the absence of natural silence in spoofed
samples. Additionally, our transformations boost central frequency components (F3 and
F5). Although we amplify these components that are of utmost import to intelligibility and
affect CM classification, higher frequencies are amplified as a byproduct, which may also
contribute to our attack’s success. Higher components include noise-dominated information,
which CMs should overlook (see §3.4.2). WAV2VEC was designed to operate on telephony
data, which often lacks components above 4KHz (see §3.7). Hence, it should be able to
disregard these components, while other CMs may be vulnerable to perturbations in this
range.

The spoofed samples have an initial success rate of 1.89% against WAV2VEC, making it
the most robust CM we experiment with. After applying our transformations, the success
rate increases to 11.6% (a 6.14x performance degradation), making it highly untrustworthy
by the standards of a strict security platform. In conclusion, even the state-of-the-art is
vulnerable to our transformations. The additive and convolutional noise used to train
WAV2VEC does not necessarily capture microphone or articulatory sounds, which are
the liveness cues found in the silence of bonafide speech, and therefore is less effective,
leaving suitable data augmentation an open challenge. Furthermore, WAV2VEC shares
the vulnerability of being more accurate at lower (compared to central) frequency regions.
Resistance in higher frequencies is found to be of limited efficacy.

Summary: Our attack defeats state-of-the-art CMs, with a success rate of 11.6% against the
most robust CM (WAV2VEC) and 65.82% against the most vulnerable (MCG). The main
takeaway is that the cues these systems rely on can be easily spoofed. We also proved that
adversarial transferability across CMs is an impractical attack strategy (see Appendix §A.3).

3.6.2 Results Against ASVs

Table 3.3 shows the success rates against ASVs. The first row shows the success of spoofed
samples. Currently, there are even stronger spoofing algorithms that achieve higher success
rates against ASVs. For instance, Wenger et al. [261] achieve a success rate of 100% against
Resemblyzer, whereas our spoofed samples only attain a rate of 85.65%. Nonetheless, our
included spoofed samples demonstrate the vulnerability of ASVs to spoofing and the need
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Attack
System

ASVShadow ASVTarget1 ASVTarget2 ASVTarget3 Google/Resemblyzer AWS Voice ID

Spoofing 65.19% 66.24% 59.92% 99.79% 85.65% 69.15%

Our attack 100% 94.3% 81.86% 100% 75.1% 65.3%

Table 3.3: Attack results against ASVs.

for CMs. Our attack’s success (second row) proves it retains the victim’s voiceprint in the
spoofed samples as it does not lead to considerable degradation against any of the ASVs. The
systems belonging to entirely different architectures (ASVTarget3, Resemblyzer) compared
to our shadow (ASVShadow), in addition to AWS Voice ID, which the results imply is of a
different architecture, are only slightly affected by our transformations, maintaining high
success. ASVTarget1 and ASVTarget2 exhibit a significant increase in the attack’s success.
We attribute that to our ASV-based adversarial layer (ADVSR), where ASVShadow is used
to apply the optimization. Since all i-vector models share the same architecture (up to the
variation in dimensionality), adversarial perturbations naturally transfer to the other two
i-vector models (ASVTarget1/2) as opposed to different architectures. These results align
with previous findings regarding the lack of transferability across different ASVs/ASRs [37].

We reported our findings about Amazon Connect Voice ID to Amazon, which has since
deployed a CM. Evaluating our transformations against Voice ID’s CM is left to future
work.

3.6.3 Results Against STTs

To evaluate our attack w.r.t. STTs, we use Google Cloud’s [89] and Microsoft Azure’s STT
modules [174], and test whether 25 random adversarials generated using samples from our
evaluation dataset are transcribed to the same content as the original samples. The success
rates are 76% and 96% against Google and Azure respectively, (see Appendix §A.5).

3.6.4 Results Against the Combined Defense

We evaluate success against the combined defense components (CMs, ASVs and STTs). The
human judge is only consulted after the fact in special cases (see §3.3). Thus, we exclude
this component here. This is the most restrictive (and practical) setting under which VA
attacks can be evaluated. We report success rates for 3 and 6 authentication attempts since
these are typical numbers used in practice (see §3.3).
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CM
ASV

ASVTarget1 ASVTarget2 ASVTarget3 Resemblyzer AWS Voice ID

Spoofing
(3 Atts./6Atts.)

Our Attack
(3 Atts./6 Atts.)

Spoofing
(3 Atts./6Atts.)

Our Attack
(3 Atts./6 Atts.)

Spoofing
(3 Atts./6Atts.)

Our Attack
(3 Atts./6 Atts.)

Spoofing
(3 Atts./6Atts.)

Our Attack
(3 Atts./6 Atts.)

Spoofing
(3 Atts./6Atts.)

Our Attack
(3 Atts./6 Atts.)

LCNN 1.88/3.72 34.7/57.36 3.73/7.33 31.79/53.47 9.18/17.52 39.49/63.39 2.5/4.94 17.38/31.74 1.91/3.78 4.9/9.55
AIR 1.88/3.72 84.79/97.69 3.12/6.14 78.11/95.21 6.8/13.14 87.42/98.42 2.5/4.94 71.15/91.68 1.91/3.78 60.9/84.71
AIR_AM 2.5/4.94 79.27/95.7 4.35/8.5 71.39/91.82 10.36/19.65 82.52/96.94 3.73/7.33 62.29/85.78 0.63/1.25 48.11/73.07
DARTS 1.25/2.49 39.1/62.92 3.12/6.14 35.92/58.93 10.94/20.69 43.3/67.86 1.88/3.72 23.9/42.09 1.91/3.78 6.51/12.6
LCNN_LSTM 1.25/2.49 32.62/54.6 1.88/3.72 27.92/48.04 8.59/16.44 35.11/57.89 2.5/4.94 20.21/36.34 1.91/3.78 7.57/14.56
MCG 0.0/0.0 90.07/99.01 1.25/2.49 84.16/97.49 5.56/10.82 91.83/99.33 1.88/3.72 80.21/96.08 1.91/3.78 71.63/91.95
MLCG 4.96/9.67 80.4/96.16 5.56/10.82 73.24/92.84 11.53/21.72 83.68/97.34 10.36/19.65 70.19/91.11 9.38/17.88 59.69/83.75
RES2NET 2.5/4.94 30.94/52.31 3.73/7.33 28.78/49.28 8.59/16.44 35.51/58.42 4.96/9.67 22.08/39.29 3.18/6.25 11.21/21.17
SSNET 4.35/8.5 88.22/98.61 4.35/8.5 82.52/96.94 8.0/15.35 89.72/98.94 5.56/10.82 80.58/96.23 4.43/8.67 78.83/95.52
RAWGAT_ST 3.73/7.33 24.8/43.45 4.35/8.5 19.27/34.83 9.18/17.52 27.92/48.04 7.4/14.25 16.9/30.95 0.63/1.25 9.15/17.46
RAWDARTS 0.63/1.25 33.04/55.16 1.25/2.49 30.09/51.13 4.96/9.67 35.51/58.42 2.5/4.94 19.27/34.83 2.56/5.05 8.1/15.55
AASSIST 4.35/8.5 48.36/73.33 4.35/8.5 41.03/65.23 6.8/13.14 51.45/76.43 4.96/9.67 40.65/64.77 2.56/5.05 30.21/51.3
AASSIST-L 3.12/6.14 43.67/68.27 1.88/3.72 35.92/58.93 6.8/13.14 46.6/71.48 4.96/9.67 35.92/58.93 1.28/2.55 26.66/46.22
WAV2VEC 4.35/8.5 21.62/38.57 3.12/6.14 17.86/32.53 5.56/10.82 24.35/42.78 4.96/9.67 15.44/28.49 4.43/8.67 8.62/16.49

Table 3.4: Attack results (%) against combined ASV-CM-STT deployments.

The results were calculated as follows: for each ASV-CM pair, we extracted the number
of samples that bypassed the two systems jointly and divided it by the size of our evaluation
dataset (474), yielding PAC—the probability to bypass the ASV-CM pair. Given that our
experiment with STTs only included 25 samples, we could not calculate the joint probability
against all systems similarly. We assume the success rates against STTs to be independent of
the success rates against the other components (since our attack is almost always successful
against STTs)—in the future a more precise evaluation can be done. We use the average
success rate against the two STTs (86%). Thus, the success rate against an ASV-CM-STT
deployment becomes PACS “ PAC ˚ 0.86. Finally, even though our transformations lack
randomness (except ADVSR), we still assume that success at each attempt is independent
of other attempts, due to the large space of spoofing algorithms and the infinite space of
recordings of the victim that can be used to train them. Thus, success after n attempts has
the probability 1´ p1´ PACSq

n.

The results are in Table 3.4. The combined systems indeed provide strong security
against spoofing, with success rates as low as 0% even after 6 attempts (MCG/ASVTarget1).
Yet, all combinations become unreliable against our attack, with the strongest (LCNN/Voice
ID) suffering success of 9.55% after six attempts. For others, such as MCG/ASVTarget1, we
approach 100% success. These results demonstrate how the strictest VA can be bypassed.
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Frontend CQT Raw Waveform

Attack

System
MCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L WAV2VEC

Spoofing 10.95% 10.52% 13.8% 8.09% 11.55% 8.67% 10.53% 1.52%

Our attack 32.46% 30.70% 57.46% 22.15% 23.03% 26.54% 23.03% 6.03%

Table 3.5: Attack results against over-telephony-network CMs.

3.7 Over-Telephony-Network Attacks

To the best of our knowledge, we are the first to explore the over-telephony setting for
targeted adversarial attacks—the only known adversarial attack against VA over the phone
is non-targeted [1]. We present superior attacks impersonating specific victims and fooling
security-critical VA deployments. Adversarial attacks over the phone are harder due to
three main challenges: transcoding, packet loss, and jitter [3]. An additional factor is
bandwidth: Samples are typically recorded with off-the-shelf devices at a high sampling
rate—for instance, our inputs from ASVspoof2019 were recorded at 16KHz. However,
phone carriers typically operate at a lower rate (8KHz), causing information loss at high
frequencies. Our goal here is to ensure that our attack can withstand these distortions.

We used the setup in §3.5 to send samples over the phone. While Amazon Connect is
robust to packet loss and jitter, the transcoding and bandwidth losses persist. As explained
in §3.5, only WAV2VEC and seven other CMs are effective in the over-telephony setting
and only they are considered. Table 3.5 shows the results of our over-telephony experiments
involving the same 474 samples from §3.6. The results clearly demonstrate the threats
associated with our attack even in the over-telephony setting. Even the most powerful CM
for the over-telephony task to date (WAV2VEC) is affected, bringing the success against it
to 6.03% from 1.52% (3.97x). While the attack is less successful than in the app setting, it
is still highly powerful especially after multiple attempts.

3.8 Fooling a Human Judge

In our threat model, attacks must fool humans (HJ) if they are asked to inspect the
samples (see 3.3). Given an audio sample and a claimed user identity (to whom the sample
supposedly belongs), HJ verifies that the sample comes from that user. Since HJ is not
necessarily acquainted with the user, this is done via a comparison to samples previously
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provided by the user (e.g., at enrollment). We restrict the spoofed samples involved in
this study to those belonging to the reduced set of 474 (high quality) samples introduced
in §3.5. The adversarial examples were generated from spoofed samples in this set using
our Full attack algorithm. The study also includes bonafide samples, selected from the
evaluation subset of ASVspoof2019. We do not listen to adversarial samples before using
them in our study. We use the same human-imperceptibility study from FakeBob [37],
randomly assigning participants one of two tasks to be completed online:

Task 1: Clean or Noisy. Participants listen to 24 samples and indicate whether each is noisy.
The options are clean, noisy, or not sure. We randomly select 12 spoofed samples from the
batch described above and 12 adversarials, crafted from spoofed recordings in the same
batch (not necessarily the same samples). To ensure quality of the responses, we include
three additional samples that are completely silent as a concentration test. Respondents who
find these samples noisy fail the concentration test and their questionnaires are excluded.

Task 2: Identify The Speaker. Participants listen to 24 sample pairs and indicate for each
pair whether the samples were uttered by the same speaker. The options are same, different,
and not sure. We randomly select 6 speakers (3 males and 3 females) from the reduced
set. For each speaker we generate four pairs: 1) Same Benign-Benign (SBB)—bonafide
samples by the same speaker, 2) Different Benign-Benign (DBB)—bonafide samples from
different (same gender) speakers, 3) Same Benign-Spoofed (SBS)—samples by the same
speaker; one bonafide and one spoofed, 4) Same Adversarial-Benign (SAB)—samples by the
same speaker; one bonafide and one adversarial. As a concentration test, we include three
opposite-gender pairs of bonafide samples. Responses with answers to the concentration
tasks not finding the speakers different are disqualified (as in FakeBob). To isolate the effects
of our attack, adversarials in SAB pairs were all generated from the spoofed recordings
in the SBS pairs. Our objective is comparing the adversarials’ results to those collected
for their spoofed precursors. We include the SBB and DBB pairs as a quality test (see
below). Compared to FakeBob, our task adds two categories, SBS and SAB, and omits
bonafide-adversarial pairs, since they generate adversarials from benign samples while we
use spoofed samples.

For both tasks, we only select adversarials that successfully bypass several CMs to
evaluate the attack’s overall potential.

Results. We ran our IRB-approved study on MTurk [11] and received 21 responses per
task. We restricted our participants to those with an MTurk approval rate of 95% or higher.
Out of all responses, two (one per task) failed the concentration test, leaving us with 20
responses for each. As opposed to FakeBob, we reveal our study’s purpose to participants,
guaranteeing they simulate real judges inspecting suspicious samples.
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Figure 3.2: Results for Tasks 1 and 2.

Task 1. As shown in Fig. 3.2, 40% of our participants heard noise in spoofed samples,
compared to 55% for adversarial samples. Spoofed samples are machine-generated, which
may leave cues that can be spotted by a vigilant listener. This explains the relatively high
rate of spoofed (baseline) samples flagged as noisy. Modern algorithms can generate better
fake speech and reduce these rates [285]. However, our transformations increase this rate by
only a factor of 1.375x (from 40% to 55%), which is relatively low. Compared to FakeBob,
our transformations are much less obvious as their attack produced adversarial samples
„3x noisier on average w.r.t. their initial samples. We focus on this degradation factor,
since their attack starts from cleaner (bonafide) samples, while ours modifies fake speech,
which may be initially noisier. Finally, noise level is simply a quality metric, not critical for
determining the attack’s potential in fooling humans (even natural samples may include
noise). Task 2 is the more relevant metric.

Task 2. As done in FakeBob and in accordance with our description of HJ ’s role, we say
that a listener can differentiate between the speakers of two samples only if the user selects
“different” for the two samples in the pair (“not sure” still indicates uncertainty). 74% of
our participants believe that samples in DBB pairs were uttered by different speakers (see
Fig. 3.2), and only 18% deemed SBB pairs to be from the different speakers, indicating
the high quality of our responses. For SAB pairs, only 50% of participants deemed the
speakers different. Compared to SBS pairs, we still see a degradation as the detection
probability for those is 30%, which is expected since our transformations manipulate the
spectra of the samples. However, even after the degradation, detection is only as good as a
random guess (50%), demonstrating the inability to spot our adversarials. In comparison,
FakeBob reports results for two types of adversarials; effective and ineffective. Effective
adversarials remain successful after being played over the air, while ineffective ones lose
this ability. For effective adversarials, FakeBob reports that 54% of their participants could
tell that they belonged to a different speaker (compared to the benign sample in the pair),
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while for ineffective ones, this rate drops to „30%.

Our adversarials (50% detection) outperform FakeBob’s effective adversarials (54%
detection), highlighting their quality. When comparing our results (50% detection) to
FakeBob’s ineffective samples (30% detection), it is important to note that our study is
more restrictive; participants were informed that some samples are machine-generated,
making them more vigilant and harder to fool [261], as opposed to FakeBob, wherein the
study’s purpose is never disclosed to participants. Second, FakeBob’s study contained more
samples per category, whereas ours has more categories but fewer samples in each, making
a single “bad” frequently-spotted adversarial more influential. Considering this and our
adversarials’ 50% detection avoidance rate, the study proves our attack’s strength.

3.9 Discussion

Practicality. Our attack takes around 4 seconds per attempt and requires a limited
number of attempts, making it highly practical. The attacker first needs to generate spoofed
samples, which is instant with modern VC/SS algorithms [184].

Potential defenses. Traditional adversarial defenses: These include methods such as
spatial smoothing, audio squeezing, and adversarial training [266]. FakeBob [37] shows
smoothing and squeezing are ineffective against attacks on acoustic systems, and adversarial
training and similar methods [193, 121, 252, 52, 133] lose effectiveness against unseen
attacks [151]. We also believe our attack is naturally robust to many such traditional
defenses against optimization-based adversarials since it conceptually deviates from the
hypotheses behind them.

Liveness detection: As explained in §3.2.2, active liveness detection methods are hyper-
sensitive and therefore less practical. Other non-traditional approaches include Voice-
fox [225], which suggests that higher mistranscription rates by STTs may indicate that a
sample is spoofed but the quality of modern spoofing algorithms and the pace at which
they develop will soon make such methods invalid. Blue et al. [25] detect spoofed speech
through vocal tract reconstruction. However, vocal tract manipulation tools [48] may defeat
this defense.

Attack-specific defenses: We considered defenses specific to our attack. The first is elimi-
nating silence (applying VAD), nullifying the effects of “non-speech" cues that we inject
in F1&F2. Although we state that these intervals are crucial for CMs (see §3.4.2), Zhang
et al. [296] propose a model (SENet_FFT ) capable of classifying silence-free speech. We
implement it but find applying VAD leads to poor performance on the test set even without
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our attack (EER=24.34%). We attribute this to us using a well-known VAD algorithm
(WebRTCV ad [263]), which is aggressive at filtering out silence, while they provide no
details regarding their probably much more permissive VAD algorithm, which leaves many
silence intervals in the samples, enabling proper functionality. Thus, VAD is not a viable
defense. Noise reduction will similarly filter out vital silence information.

The second defense is low-pass filtering. We boost the center of the spectrum, but higher
components are amplified as well. These should not be considered for audio classification as
they are noise-dominated, unreliable and missing in bandwidth-limited scenarios (see §3.7).
Yet, this byproduct could be a key reason behind the attack’s success, which can be defeated
by rejecting information in this range. Zhang et al. [296] also suggest using SENet_FFT
with frequencies above 4KHz discarded to increase robustness. We reproduce this, and
achieve a comparable EER—2.11% (without VAD). Afterward, we run our attack. For
spoofed samples, the model is robust, with a success rate of 0.63%. Yet, with our attack,
the rate rises to 11.18% (single attempt), proving our spectral manipulation effects (F3&F5)
are deeply rooted in the central regions of the spectrum, where relevant information resides.

Identifying promising VA improvements: The best evaluated defense against our attack
comes in the form of a CM already evaluated (WAV2VEC), for it having the potential to
reject background noise and high frequency components. We explain this in §3.6.1, but
demonstrate how even this defense falls short. The over-telephony setting, however, reveals
additional interesting findings: transcoding together with the bandwidth loss, combined
with training on noise-augmented data (e.g., WAV2VEC) can lead to a degradation in the
attack’s success (see §3.7). We believe that this is a promising research avenue to explore
in the search for robust spoofing countermeasures, both in the designated-app setting and
for phone-call authentication. Despite the fact that the loss incurred by transcoding and
down-sampling is a byproduct of transmission over the telephony network, these components
can be simulated algorithmically, potentially raising the bar for attackers who are currently
more easily capable of mounting attacks in the designated-app scenario, especially when
combined with channel invariant models (obtained by training on noise-augmented data)
such as WAV2VEC. However, at this embryonic stage, our attack still achieves concerning
success rates after a number of attempts against this configuration (see §3.7).

Outlook. Spoofing detection is a cat-and-mouse game, wherein novel algorithms and
threats are emerging at an unprecedented rate without a universally reliable solution. Even
the threat of replay attacks alone is still unaccounted for (in text-dependent schemes)
despite many works describing potential solutions in top venues [6, 254], as new studies are
constantly demonstrating how slightly different settings or audio channels [197, 261] and
attacks [254] can severely degrade the performance of such systems. The facts are similar for
fake speech detection, as despite the tremendous efforts invested so far, reports discussing
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the lack of generalization to different settings and algorithms continue to appear [7, 296, 161].
Nonetheless, replay/spoofing detection systems haven been gaining popularity in practice
due to the lack of better alternatives. While recent works present somewhat generalizable
models (e.g., WAV2VEC), their true ability to extend to all settings remains an open
question. Regardless, we attacked the state-of-the-art available passive spoofing detectors,
which are suitable for and being used in security-critical deployments, and proved their
vulnerability to our transformations under the assumptions where they perform best. In
the future, it is imperative to study the link between our findings and generalization.

3.10 Related Work

Non-Proactive Spoofing Attacks. These attacks fall under four sub-classes: replay [268],
mimicking [145], voice conversion (VC) [134], and speech synthesis (SS) [223] (see §3.2).
Replay and mimicking are often disqualified as ASVs can be easily made robust against
them (see §3.2). We restrict the discussion to SS/VC attacks, which are successful in
fooling ASVs, achieving success rates up to 100% [261]. This motivated the development of
(CMs) [269, 6] to protect ASVs. Many advanced CMs have since appeared, demonstrating
robustness and generalization [269, 241, 277, 6, 235], and such CMs are deployed by leading
VA vendors [115]. Thus, we disqualify spoofing attacks assuming CMs defeat them.

Adversarial Attacks on ASVs and STTs. In targeted adversarial attacks on ASVs, the
attacker starts from some audio sample (typically, but not necessarily, a human recording),
and adversarially optimizes it to fool the ASV into believing it was uttered by the victim.
Against STTs, the task is to make them transcribe the sample into text of the attacker’s
choosing.

The literature describes many such attacks. However, they fail to break VA under
security-critical deployment constraints. First, many assume (semi-)whitebox access (at
least some crucial parameters are known) to the target models—STTs [33, 45, 283] ,
ASVs [274, 156, 253, 138, 152, 247, 117], or both [157]. They all either fail to attack blackbox
systems or rely on transferability to do so. Yet, adversarial transferability across ASVs/STTs
has been proven very limited [3], and works demonstrating good transferability rates (for
targeted attacks) only do so when their targets and shadows share many commonalities,
making them unsuitable in practice. Other approaches attacking STTs [10, 42, 300] and
ASVs [37, 166, 300] circumvent the lack of transferability via target-specific attacks that
repeatedly query the model to infer its decision boundary. These are query-inefficient
and do not fit our threat model. Recently, NI-OCAAM [300] satisfied the small query
budget requirement. Nonetheless, the technique is based on CommanderSong [283], which
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is extremely slow, violating the response time constraint (see §3.2). The same issue is faced
by SirenAttack [72].

Another class of attacks operates at the signal processing level, such as Mystique [7],
which fools ASVs via acoustic resonance perturbations. While Ahmed et al. [7] conduct
an experiment demonstrating that Mystique could even bypass detection by CMs as well
if they are not adversarially trained on samples similar to the attack inputs it generates,
Mystique requires access to the probability scores of the target ASV and external devices,
and is not query-efficient. Abdullah et al. [1] target ASVs/STTs and show high success
rates. Yet, the attack is untargeted and can only make a model arbitrarily misclassify,
which is of no use in our case. Abdullah et al. [2] show how certain transformations can
make audio impossible to understand by humans, while maintaining correct classification by
ASVs (STTs). However, they consider a different goal, which is hiding a previously-recorded
bonafide sample of the victim in unintelligible audio to deceive humans, while we do not
assume access to such recordings, as the phrases to repeat are generated randomly by the
target (see §3.2).

Adversarial Attacks on CMs. Adversarial attacks on CMs are advanced attacks that
combine spoofing with adversarial examples and are conceptually similar to our own. They
add adversarial perturbations to SS/VC outputs to get CMs to misclassify them as bonafide.
Due to the vulnerability of ASVs to spoofing and the high quality of generative algorithms,
such perturbations, when subtle enough, can make spoofed speech bypass all VA components
combined. However, similar to adversarial attacks on ASVs/STTs, known attacks on CMs
still have not achieved this goal under security-critical deployment constraints.

Most attacks on CMs (or joint ASV-CM systems) [160, 295, 293, 292] have been
whitebox and thus of limited applicability, or rely on transferability to attack blackbox
systems. However, transferability attacks against CMs, as is the case with ASVs/STTs, are
extremely limited in potential and we attribute the observed high transferability rates to
not considering fully blackbox settings and experimenting with small sets of CMs lacking
robustness in real-world settings (see §3.6.1). Finally, Ding et al. [68, 67] propose a novel
method for adversarially enhancing VC outputs to bypass CMs. Yet, their attack is only
(semi-)whitebox and they experiment with a single CM. There are target-specific attacks
that require many target queries [119, 85] to estimate the decision boundaries. These attacks
are ineffective under security-critical deployment constraints (see §3.2). In a concurrent
work, Hua et al. [112] propose enhancing VC outputs to spoof CMs by adding global noise
and replacing the silent intervals in the generated speech with ones from bonafide samples in
a post-generation phase. We integrate similar (yet different) stages into our transformations
(see §3.4.2). However, the improvement of these alone is not drastic, and other steps are
vital to generate robust adversarials.
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3.11 Conclusion

We presented the first practical attack on security-critical VA deployments, by targeting a
newly-identified weakest link— CMs. Our novel targeted, real-time, and model-agnostic
attack generates high-quality fake speech, fooling both machines and humans, and enabling
the attacker to impersonate the victim, severely compromising users’ security. Our attack’s
success is concerning primarily due to its blackbox nature, and practicality—including the
designated-app and phone conversation scenarios. Our findings highlight the pitfalls of
modern VA systems and the need for defenses.
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Chapter 4

UnMarker: A Universal Attack on
Defensive Image Watermarking

This chapter is adapted from work published at the IEEE Symposium on Security and
Privacy (S&P) 2025 [130]. Building on Chapter 3, we revisit the same deployment assump-
tion—that relying primarily on heavily-restricted access to model architecture and internals
can provide a strong basis for security—but now in the context of image watermarking, a
proactive deepfake detection paradigm that fundamentally relies on the secrecy of the em-
bedded signal and its detection mechanism. We show that this assumption fails by analyzing
how watermarking schemes encode information across images and identifying a universal
spectral carrier intrinsic to this process. This reframes watermark removal as a signal dis-
ruption problem over invariants shared by all watermarked images. Leveraging this insight,
we develop UnMarker, a universal, black-box, query-free, and data-free attack that removes
watermarks through quality-preserving adversarial optimization. UnMarker breaks seven
state-of-the-art schemes—including semantic watermarks previously considered robust and
viewed as promising candidates for future deepfake detection—reducing the best detection
rate to 43%. Beyond academic impact, it was later shown to break Google’s SynthID [91],
recognized through Google’s Vulnerability Reward Program, and has since been widely
adopted as a benchmark for evaluating watermark robustness [149, 220, 137, 116, 199, 90].

4.1 Motivation

Generative AI (GenAI ) has amassed popularity due to its growing sophistication and
accessibility [88, 46, 190]. This technology has solved problems in various fields [75, 231, 55,
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144]. Yet, it comes with the risk of malicious entities using it to generate harmful images
(deepfakes) [61, 104], proven by the many reports of those being used in political smear
campaigns [5] and non-consensual pornography [99].

Defenses first emerged as passive detectors [118, 150, 81, 297] that tell apart fake
from real images, but these are often ineffective, failing to generalize to unseen synthesis
algorithms [49]. As training advanced generators is costly and prohibitive [128] in the
absence of the extensive resources and high-quality data that only a few GenAI providers
possess, adversaries typically resort to these providers’ API s to create harmful content.
This recently led to the adoption of defensive watermarking as a countermeasure, which
enables providers to embed hidden signatures in their images that can later be identified
using designated detectors. Defensive watermarking has gained traction in the research
community [260, 303, 78, 282, 281, 164, 236, 299] and the industry, as providers have already
implemented and are testing such solutions (e.g., Google’s SynthID [91]), or pledged to do
so soon [23] in commitments to the White House [101].

Defensive watermarking protects against limited adversaries, following the assumption
that attackers lack the resources to train complex generators. Yet, existing schemes do not
currently demonstrate strong guarantees for this resistance beyond empirical robustness
to naive manipulations. We devise UnMarker— the first universal (effective against all
schemes), black-box (without access to the scheme’s parameters or similar systems), data-free
(no additional data needed), and query-free (without detector feedback) attack.

Our motivating insight is that, for any scheme, there must be a universal carrier
that embeds the watermark in all images. In layman’s terms, this carrier is the set of all
attributes the detector may examine when verifying the watermark. This set must exist and
is finite (shared among all images) as detectors are computationally limited. By analyzing
the desired resistance to basic manipulations and the requirement that watermarks must
naturally integrate with various contents, we deduce that this carrier can only be in the
global spectral amplitudes. That is, a “conventionally” robust scheme must construct its
watermark by manipulating the frequencies at which the different pixels vary across the
entire image, forcing the collective distribution of these value shifts at different rates to
follow a unique pattern. We can roughly even isolate the range in which watermarks are
encoded: the more robust semantic watermarks [260, 236], which alter the structure, target
low frequencies, while content-preserving non-semantic watermarks [282, 303, 164, 78]
populate higher bands.

UnMarker disrupts these spectral amplitudes. To remove non-semantic watermarks,
it directly modifies the image to optimize a designated loss, affecting the rates at which
individual pixels vary w.r.t. their neighbors and impacting the distribution of high-frequency
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amplitudes. For semantic watermarks, we devise novel optimizable filters and a procedure
to learn their weights to systemically alter the consistency at different regions, causing
discrepancies at lower frequencies. Unlike traditional filters that rely on geometric heuristics,
limiting them to minor distortions, UnMarker is guided by a perceptual loss to maximize
the disturbance in visually non-critical areas without compromising quality. As a result, the
carrier set of frequency bands encoding the watermark is shifted away from the watermark’s
distribution. By targeting the carrier, UnMarker abandons the dependence on a specific
model, leaving it successful without knowledge of the scheme and without detector feedback.
Previous adversarial attacks [214, 120, 15, 165, 110, 249] all face this limitation, failing
under realistic conditions.

We experiment with seven SOTA schemes from top venues. By combining the above
techniques with mild cropping, UnMarker breaks them all, despite its black-box and
query-free nature. We compare UnMarker with the recent VAEAttack [298] and Diffusion-
Attack [298, 214, 15], demonstrating far superior results, defeating semantic watermarks
against which they fail and disputing misconceptions regarding these schemes’ robustness
to limited adversaries [298, 15, 214]. Our results urge vendors to rethink their response to
deepfakes. We make the following contributions:

• We thoroughly analyze defensive watermarking and reveal trade-offs that make it an
invalid countermeasure.

• We employ novel spectral optimizations to devise UnMarker— the first universal, data-free,
black-box, and query-free attack against defensive watermarking1.

• We demonstrate UnMarker ’s efficacy against seven SOTA schemes under restrictive
settings, rendering them useless.

• We compare UnMarker to the strongest query-free black-box attacks, attaining superior
performance and quality.

• Using a novel class of optimizable filters to incur structural disturbances, UnMarker is the
first practical attack to defeat semantic watermarks, whose robustness has marked them
as the ultimate candidates for trustworthy deepfake detection, showing this assumption
is highly questionable.
1https://github.com/andrekassis/ai-watermark
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4.2 Background & Related Work

We refer the reader to §2.2 for a general overview of content authenticity mechanisms and
defensive watermarking. At a high level, a watermarking system consists of an encoder
Eθ that embeds a watermark into generated content and a detector Dϕ that verifies its
presence. Existing image watermarking schemes can be broadly categorized as general-
purpose (post-hoc) or generator-specific, depending on whether watermarking is applied to
existing images or integrated into the generation process. In this section, we further classify
these approaches into semantic and non-semantic schemes based on how the watermark
influences the generated content. We then review prior attacks on defensive watermarking
and highlight their limitations, which motivate the removal strategies developed in this
chapter.

4.2.1 Semantic vs. Non-Semantic Watermarking

Non-Semantic Schemes. These methods embed watermarks in a manner that does not
meaningfully affect the visual content of the image. Formally, given a fixed conditioning
input c, the outputs Eθpc,w1q and Eθpc,w2q corresponding to different watermarks w1

and w2 remain visually (i.e., perceptually) indistinguishable. This property typically also
holds for general-purpose schemes where the watermark is fixed and implicitly encoded
in the model parameters—see §2.2.2, i.e., xw “ Eθpcq remains visually (almost) identical
to the original, non-watermarked input image (x ” c). Aside from StegaStamp [236],
general-purpose schemes are non-semantic. Many generator-specific schemes, including
those considered in this work [282, 281, 164, 78], are also non-semantic, as their training
explicitly enforces invariance of the generated content with respect to the watermark.

Semantic Schemes. Semantic watermarking, in contrast, allows the watermark to
directly influence the generated content. This term was popularized by Wen et al. with
their introduction of TRW [260], which alters the latent noise in text-to-image Latent
Diffusion Models (LDMs) [211]. When provided with the same textual prompt but different
random latent codes (noise), the LDM generates images that satisfy the prompt while
differing in content. By injecting structured patterns into these latent codes, TRW produces
watermarked images that remain consistent with their non-watermarked counterparts
(i.e., those obtained from the same latent noise without modification) due to the shared
conditioning prompt and latent initialization, while exhibiting visible differences in the
rendered content induced by the modified codes. This preserves the naturalness of the
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resulting watermarked content and avoids undesired visible artifacts while leaving the
watermarks highly robust to existing removal attacks [298, 214, 15].

Although other generator-specific watermarking schemes following similar design princi-
ples have emerged recently [132, 135, 279, 95], TRW was the primary representative at the
time of the original work and is therefore used as the canonical example in this chapter.

StegaStamp [236] precedes TRW and operates similarly to its general-purpose coun-
terparts. Yet, compared to typical general-purpose schemes, it is less stealthy, causing
structural changes (see Fig 4.2). Still, its strategically distributed distortion helps these
changes blend somewhat naturally into the image. In defensive watermarking, users cannot
observe non-watermarked images, further hiding these nuances and leaving StegaStamp
applicable. While semantic watermarks primarily refer to TRW, previous work recognizes
the similarities between both schemes, distinguishing them as more robust [298, 214, 15].
Thus, we refer to TRW and StegaStamp as semantic watermarking schemes in this work.

4.2.2 Attacks Against Defensive Watermarking

Regeneration Attacks

Proposed by Zhao et al. [298], they rely on Diffusion Models (DMs) [227] or Variational
Autoencoders (VAEs) [133] (henceforth, the DiffusionAttack and VAEAttack) to introduce
noise and then reconstruct the images after the watermark has been eliminated. Saberi
et al. [214] and WAVES [15] revisit these attacks. Regeneration is the only practical
(black-box and query-free) attack against defensive watermarking. All these works verify
the vulnerability of non-semantic watermarks, against which regeneration offers theoretical
removal guarantees. However, regeneration fails against semantic watermarks. For instance,
while TRW experiences some degradation [15], it occurs at a considerable distortion where
the attack becomes invalid (see §4.3). Regeneration also relies on the denoising pipelines’
fidelity, often impacting quality (see §4.6.2). UnMarker defeats all watermarks while also
abandoning the need for pretrained models, ensuring quality.

Adversarial Attacks

Realistically, attackers do not have white-box access to the scheme (see §4.3), making many
traditional adversarial attacks infeasible. Thus, existing works make relaxing assumptions,
failing to retain success under practical conditions.
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WEVADE [120] attacks watermarked images by querying the detector and updating them
accordingly until the watermark is not detected. Yet, detector feedback may not be available
(see §4.3). Lukas et al. [165] propose query-free attacks but assume unrealistic access to a
generator with similar architecture and data (see §4.3). Saberi et al. [214] mount an attack
on a surrogate detector, which transfers to the target. However, training the substitute
requires non-watermarked samples from the provider’s distribution, violating the defensive
watermarking principles [15, 110]—see §4.3—as providers only release watermarked images
and possess exclusive datasets. Additionally, it still fails against the semantic StegaStamp
without affecting quality. RD-IWAN [249] also requires access to non-watermarked provider
images. An et al. [15] evaluate surrogate attacks specifically on semantic schemes, finding
StegaStamp robust, while TRW is only affected under unrealistic access to its autoencoder
or images generated by it with different watermarks, which is impractical as any provider’s
published image bears its single identifying watermark. They also prove Saberi et al.’s [214]
surrogate attack unsuccessful absent non-watermarked provider images. Hu et al.’s [110]
ensemble surrogate attack requires no such non-watermarked images. Yet, their evaluations
exclude semantic watermarks and only consider surrogates and targets of the same scheme,
leading to sufficient commonalities for transferability and violating the black-box setting.
It also requires extensive resources (40´100 surrogates), data, and large perturbations,
making it impractical. UnMarker waives all impractical assumptions, requires no data or
prohibitive resources, and preserves quality.

4.3 Threat Model

Our framework considers two parties: Providers who develop and monetize GenAI
platforms, and Attackers abusing their access to generate malicious content.

Providers’ Goals. GenAI providers must ensure their images are not used to spread
disinformation. Thus, they watermark generated images. For a suspicious image, they
invoke the detector to test for the watermark, proving it fake.

Providers’ Capabilities. They have resources and data to train SOTA generators. As
is common practice [88, 190], their API s are restrictive, accepting queries (e.g., text) and
returning watermarked images, while hiding system internals and intermediate results.

Attacker’s Goals. Attackers wish to generate real-looking deepfakes by invoking the
providers’ API s and then using methods to 1) remove watermarks while 2) retaining quality.

Attacker’s Capabilities: Limited Resources. Following defensive watermarking assump-
tions (see §2.2.2), attackers lack high-quality data or extensive resources. Thus, training
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advanced models or surrogates for the providers’ generators [165] or detectors [214] is not
possible. As some services (e.g., AWS ) allow renting advanced hardware, attackers may
access powerful machines. Yet, this access can only be short-term due to high costs, not for
training large models over long GPU hours.

Black-Box. As many providers keep their algorithms and datasets secret [215], attackers
have no white-box access to (similar) models, data, or any information about the system.

Query-Free. When providers restrict access to their detector to trusted corporations or
employees, as confirmed by recent announcements [60], attacks relying on detector feed-
back [120] lose their efficacy. Given these announcements and defensive watermarking’s
vulnerability when query access to the detector is publicly available (see §4.2.2), we follow
previous work [110, 298, 214] and investigate this paradigm against query-free attacks where
attackers cannot interact with the detector directly to observe its decisions.

4.4 Design Philosophy

Since the detector Dϕ must be able to verify the watermark in any image, it should know
where to find this watermark, meaning there must be a set of attributes, namely the
universal carrier, that can be scanned in all images to make this decision. Our analysis
will reveal that identifying this set is possible since the requirements from a robust scheme
eliminate all options except the global spectral amplitudes. Thus, any robust scheme
will inject its watermarks in the collective magnitudes of the different frequency bands.
In §4.5, we show how identifying this carrier enables attackers to mount destructive attacks
that remove the watermark with minimal visual impact and no knowledge of the system.

4.4.1 Uncovering The Universal Carrier

Any computationally limited detector Dϕ can only monitor a finite set of attributes P “
tpb| b P rrBssu in all images. Deciding if an image is watermarked relies on whether (a subset
of) P ’s attributes follow a watermark property distribution Pw that Dϕ associates with the
watermark w. While P is a set of attributes, Pw is a distribution over P’s values, that
identifies w. Note that there may be several patterns Pw pertaining to subsets of P . We term
P the universal carrier as it contains all the properties w can influence. Although Pw should
allow watermarking different contents, its variance must still be sufficiently low to prevent
detecting w in non-watermarked images, restricting it to a reasonably narrow vicinity. Thus,
we conjecture that introducing even relatively small deviations into P’s values can cause
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any watermarked image to violate this distribution Pw, removing the watermark without
degrading quality. This destructive strategy requires no knowledge of Pw itself, making it
feasible without feedback from Dϕ if the carrier P is correctly identified. To identify P , we
start by inspecting widely-accepted requirements [260, 164, 303, 236, 282, 281, 78] from a
robust scheme:

Robust Watermarking Requirements. Universal Applicability: The scheme must be
capable of watermarking images of various concepts and scenes, and the watermark must
always be detectable.

Universal Stealthiness. The process cannot introduce unnatural artifacts that degrade
quality. We do not require the watermark not to leave visible traces since semantic
watermarks violate this concept by definition, influencing the structure. Yet, the quality of
the watermarked outputs remains crucial for the utility and usability of the scheme.

Robustness to Manipulations. The watermark should resist—at least—naive manipulations
(e.g, cropping, blurring, compression).

Candidates

An image is characterized by its 1) spatial structure (pixel values), and 2) frequency
distribution— the rates at which values alternate between neighboring pixels. Thus, the
carrier must reside in a channel offered by these media. Below, we present hypotheses,
accompanied by an in-depth analysis, regarding the possibility of injecting watermarks in
each of these channels, identifying a unique carrier capable of satisfying all demands. Our
claims are corroborated by UnMarker ’s empirical success in §4.6.

H1. Watermarks cannot be embedded in the spatial structure (pixel values). This
is because they make for an unreliable carrier that experiences sporadic variations (in the
absence of a watermark) between images based on their contents (different images assign
extremely different values to their pixels). However, the scheme must always bring the
carrier ’s values to the same distribution Pw for any watermarked image. When these values
naturally (i.e., without the watermark) exhibit a high degree of content dependency, this is
impossible without restricting the scheme to processing a small set of similar contents or
leaving unnatural cues in many outputs corresponding to contents that would otherwise
require these values in images portraying them to lie far away from the desired Pw. As
this distance increases, the magnitudes of the changes needed to bring them to Pw grow,
failing to integrate naturally with the content. Content restrictions violate applicability,
while unnatural artifacts are not stealthy. A scheme may attempt to strategically place
pixels encoding the watermark to accommodate large changes with minimal visibility. Two
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Figure 4.1: Spectral analysis of two images. Both depict worldly objects of high consistency.
Thus, the collective spectral magnitudes are distributed similarly as the low frequencies
(center) corresponding to gradual variations are always far more dominant. Phases determine
the spatial arrangement of the pixel value shifts that contribute to these magnitudes to
shape the content, making them extremely different.

possibilities exist: either they are positioned far apart to remain unnoticeable despite
significantly differing from their environments, or located in regions the main content
is unlikely to occupy (i.e., the background). Both are volatile and cannot withstand
manipulations (e.g., cropping or noise), violating the robustness requirement (see §4.6.2).

We now turn our focus to the frequency distribution. There are two options for
influencing frequencies to inject watermarks: Locally or globally. We claim the following:

H2. Local changes to the pixel shift rates cannot reliably encode watermarks.
The reason is that local modifications affect the rates at which pixels vary in select spatial
regions. These share the above pitfall of strong dependency on the content, leaving only
global spectral changes.

The spectrum associates frequencies with two properties: magnitude and phase. Mag-
nitudes represent the prevalence of shifts that occur at the specific rate across the image.
Mathematically, any image is a superposition of periodic signals with varying frequencies
occurring at different phases that determine their orientations, forming the image’s structure
based on how they intersect. Accordingly, and similar to the spatial structure, we deduce
that:

H3. Phases are an unreliable carrier due to their high sensitivity to the content .
This is the result of the phases varying drastically between images as the primary factor
affecting the structure (see Fig. 4.1).

By process of elimination, hypotheses H1-H3 exclude all other candidates, leaving only
one potential carrier : The global spectral magnitudes. These are collective quantities with
little dependency on specific pixels, making them resistant to reasonable manipulations that
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Figure 4.2: Images watermarked by StableSignature— non-semantic (top), and StegaStamp—
semantic (bottom). The rightmost figures display the differences between the original and
watermarked images that correspond to the changes encoding the watermarks. StableSigna-
ture’s modifications are restricted to existing (high-frequency) edges such as wrinkles, hair,
mustache, and intersections of multiple components. StegaStamp’s watermark is distributed
across the image. The magnified area shows how it manipulates the consistency (texture),
injecting gradual (low-frequency) changes that manifest as wrinkles at this location.

would preserve the majority of energy (amplitude) distribution. They are also distributed
similarly for any realistic content: Lower frequencies contain the majority of energy as they
correspond to gradual (slow) changes that capture the inherent consistency (continuity)
of the worldly objects images depict. Higher frequencies (rapid transitions) occur at
edges (intersections of objects), making them far less prevalent (see Fig. 4.1). Thus, while
amplitudes vary between images, they always follow a similar distribution, decaying as the
frequencies grow. This stability other alternatives lack allows injecting watermarks via
changes of similar magnitudes for any content, enabling them to be small s.t. they always
integrate naturally.

Spectral Watermarks

The above entails that (conventionally) robust watermarks must reside in the global spectral
amplitudes. Based on the different schemes’ characteristics, we now present our main
hypothesis, which serves as UnMarker ’s foundation:

H4. Non-semantic schemes primarily inject watermarks in the global spectral
amplitudes associated with high frequencies, while semantic watermarks mainly
target low frequencies . Below, we analyze this claim:

Non-Semantic: As these watermarks cannot influence the content, they are typically injected
in high frequencies since sufficiently manipulating lower bands s.t. the watermark is
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detected requires substantial changes due to the initial vast energy concentration in this
range. To alter the collective distribution at high frequencies, polarization at existing
edges can be controlled by adjusting the intensities of the various intersecting components
to amplify or attenuate the transitions between them. This significantly impacts higher
frequency amplitudes via small (invisible) modifications only due to the naturally low energy
distribution in this range and by exploiting the characteristics of these regions (edges) that
already exhibit high-frequency shifts to mask the watermark’s footprint. Fig. 4.2 (top)
depicts this behavior for the non-semantic StableSignature [78]. We verified that other
non-semantic schemes operate similarly.

Semantic: Since these schemes can influence the content, they are capable of populating
the consistency-defining low frequencies, entangling their watermarks with the structure of
the image and making them harder to eliminate. Unlike non-semantic watermarks, they
are not restricted to edges, affecting various objects’ structures and textures. As spectral
amplitudes represent the collective contributions from pixel variations occurring at the
relevant rates from all spatial locations, these schemes can construct their outputs s.t. the
needed changes are spread among different regions, reducing undesired visual artifacts.
Yet, since the changes required to alter low-frequency magnitudes are large, their influence
may be visible. Fig. 4.2 (bottom) portrays this for StegaStamp [236]. TRW ’s [260] images
may display different content from the original (non-watermarked), making illustrations
uninformative (see §4.2.1). Yet, our results in §4.6.2 prove its watermarks are primarily in
low frequencies.

Remark (On the semantic vs. non-semantic distinction). In §4.2.1, we classified
watermarking schemes as semantic or non-semantic following prior work: a scheme is seman-
tic if the watermark influences the generated content, and non-semantic if watermarked
outputs remain perceptually indistinguishable from their non-watermarked counterparts.
While this taxonomy was sufficient for existing methods at the time of writing, it may
not fully capture emerging designs, as the field is evolving rapidly [132, 135, 279, 95]. In
particular, the studied content-influencing schemes [236, 260] exhibit semantic behavior and
predominantly embed their watermark signal in lower-frequency components, as we show
in §4.6.2, which contributes to their robustness against prior removal attacks [298, 214, 15],
as explained above. However, there is no fundamental requirement that future content-
influencing schemes must follow this pattern. A scheme may alter the content while still
embedding its detectable watermark signal primarily in higher-frequency components. Such
schemes do not align cleanly with the traditional semantic/non-semantic distinction: they
are not semantic since their measurable watermark footprint itself is in higher frequencies
and thus is not what governs the content, yet are not non-semantic due to observable
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output differences. More generally, watermark signals need not concentrate in a single
frequency regime. For instance, as we show empirically for TRW in §4.6.2, despite being
a semantic scheme with most of its watermark footprint residing in lower frequencies, a
portion of it still populates higher bands. Future schemes may distribute this footprint
more evenly across the spectrum.

To resolve this ambiguity, we emphasize that UnMarker ’s attack stages are driven by the
spectral footprint of the watermark rather than its effect on content. While the stages
in §4.5.1 and §4.5.2 are framed as targeting non-semantic and semantic schemes, they
in effect operate over watermark signals concentrated in high- and low-frequency bands,
respectively. In particular, all schemes whose watermark footprint lies predominantly in
higher bands are effectively handled by the high-frequency stage. Even if a (future) scheme
exhibits a substantial watermark footprint across both low- and high-frequency components,
without a clear dominant concentration, the combined application of these stages aims to
effectively remove watermark signals across the spectrum.

4.5 UnMarker

Now that we have identified the carrier, we present our universal attack. Our objective
is to modify watermarked images so that no detector can identify the watermark, while
retaining quality and similarity. However, access to detectors or their gradients is not
available, making direct instantiations of the adversarial optimization problem formulated in
Definition 2.3.1 impossible. As such, similar to the broader adversarial attack framework
discussed in §2.3.1, we instead optimize a spectral surrogate objective informed by the
analysis presented thus far in this chapter to achieve this outcome under the threat model’s
restrictions.

It follows from §4.4.1 (H4) that the carrier must be a set Fc “ t|Fb| : b P rrBssu of
spectral amplitudes, and the watermark property distribution, denoted as Fw, is over these
amplitudes. Let ℓd be a perceptual distance metric s.t. if ℓdpx, vq ď tℓd for some threshold
tℓd , then x and v are visually similar. We can now formalize watermark removal:
Watermark Removal . (WR): Given watermarking algorithm A whose carrier frequency
set is Fc “ t|Fb| : b P rrBssu with watermark property distribution Fw, the watermark w is
removable from xw if there is an image xnw s.t. ℓdpxw, xnwq ď tℓd ^ Fcpxnwq ȷ Fw.

Removing the watermark from xw amounts to finding a visually similar xnw for which
Fc’s attributes deviate from the expected distribution Fw. Due to our black-box framework,
the specific Fc is unknown. Instead, we seek xnw that retains visual similarity but maximizes
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some generalized spectral difference ℓF from xw:

xnw “ argmax
x1

rℓF pxw, x
1
qs

s.t. ℓdpxw, x
1
q ď tℓd

(4.1)

Maximizing this difference across a broad but sufficiently restricted set of fre-
quencies that include Fc should lead to significant discrepancies in the values of Fc as
well, forcing them to deviate from Fw. As semantic and non-semantic watermarks target
different parts of the spectrum, we must craft a suitable attack strategy for each, identifying
a proper loss function and optimization procedure.

4.5.1 Attacking Non-Semantic Watermarks

We now instantiate eq. (4.1) to defeat non-semantic watermarks, while §4.5.2 presents a
method against semantic schemes. Following §4.4.1, non-semantic watermarks are in higher
frequencies. Thus, we must disrupt this range without leaving visible cues. We present our
spectral loss DFL that is suitable for high frequencies and the visual loss ℓd, explaining how
each optimization step updates the input to finally arrive at a watermark-free output.

Spectral Loss. We propose the Direct Fourier Loss (DFL):

@ x,v : DFLpx, vq “ }FT pxq ´ FT pvq}1

where FT is the (2D) Fourier transform. DFL calculates the band-wise spectral differences
between x and v, outputting the sum of their magnitudes. Optimizing DFL maximizes the
amplitudes of the differences in the collective spectral representations between the sample
being optimized and the watermarked image xw, which leads to an output whose spectral
magnitudes differ from xw’s. Since the watermark is encoded in these amplitudes, it will
be disrupted, causing the detector to fail to recognize it. Yet, this is only guaranteed if
the perturbation budget that controls the quality and similarity to the watermarked image
is permissive enough for such significant distortions to occur. Luckily, this is true even
under such small budgets when disturbing high frequencies since the energy concentration
in these bands—and accordingly, the watermark’s footprint (as it should be invisible)—is
naturally small. Thus, watermarks become volatile and can be interfered with via minute
perturbations.

Perceptual Loss. Learned Perceptual Losses (LPIPS): They model human vision [291].
Such losses are pretrained on different datasets and have varying architectures, which affects
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their effectiveness. After experimenting with several candidates, we found DeepVGGLoss-
LPIPS (DVL) [57] for large images (ě 256ˆ256) and LPIPS-Alex (Alex ) [291] otherwise
work best, regardless of the scheme. High-frequency modifications may cause sporadic peaks
to appear. Alex fails to fathom the fragility of the larger images’ higher resolution, often
overlooking dominant, visible singleton peaks, while DVL better captures this phenomenon.
As these images are larger, many invisible, smaller violations distributed throughout them
sufficiently affect the spectrum, and DVL enables us to introduce such perturbations. For
smaller images, DVL is too restrictive, prioritizing less destructive disruptions despite more
powerful alternatives being applicable because of the reduced resolution, which can mask
slightly stronger interferences. We find Alex in general better suited for realizing such
changes. In contrast, due to the low dimensionality, DVL’s permitted small perturbations
will not suffice, and increasing its budget quickly results in visible cues as DVL cannot
distinguish between these nuances at this resolution. This problem is absent in low-frequency
optimizations that are of a different nature (see §4.5.2), where DVL can be used universally.

Norm: To further ensure no such peaks appear (especially for low resolutions), we use the
}}2 norm to place a geometric bound on the distance from the watermarked image, allowing
us to slightly increase the budget used for LPIPS. Whenever LPIPS risks introducing such
peaks, }}2 grows, forcing the procedure to explore different directions. Yet, }}2 alone is
insufficient since geometric constraints cannot capture visual similarity and will either lead
to sub-optimal solutions if used with extremely small thresholds or impact quality otherwise.
This is especially true since we operate in a black-box framework without model feedback,
potentially requiring larger perturbations, entailing that the perceptual loss should be
accurate to preserve quality.

Final High-Frequency Destruction Procedure. (for non-semantic watermarks) Using
the above components, we implement eq. (4.1). We only need to identify the rules for
updating the sample to define our search space. Since we seek high-frequency disruptions
that affect the rates at which individual pixels vary w.r.t. their neighbors, we should modify
each pixel directly. Thus, our algorithm accepts watermarked image xw, LPIPS loss ℓp,
LPIPS threshold tℓp , and }}2 threshold t}}2 , and finds modifier δ that maximizes DFL as
follows:

xnw “ xw ` argmin
δ

«

cℓp ¨ReLUℓppxw ` δ, xwq ` c}}2 ¨ReLU}}2pxw ` δ, xwq

´DFLpxw ` δ, xwq

ff

(4.2)

ReLUℓpx, vq denotes maxtℓpx, vq ´ tℓ, 0u for any loss ℓ. Effectively, we instantiate ℓd
from eq. (4.1) with two components: LPIPS loss ℓp and norm }}2, each with its threshold,
while DFL is the spectral loss. The vector δ captures the changes to xw to generate the
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non-watermarked xnw “ xw ` δ. We minimize -DFL, maximizing DFL. The constants
cℓp and c}}2 balance the spectral and perceptual losses. We enforce that each perceptual
loss (ℓd) component (ℓp and }}2) remains below its threshold (tℓp or t}}2) through the term
ReLUℓdpxw ` δ, xwq: When ℓd exceeds tℓd , it evaluates to ℓdpxw ` δ, xwq ´ tℓd , causing
ℓd’s gradients to produce a sample closer to xw in the next iteration. Otherwise, it returns
0, discarding ℓd’s gradients and maximizing DFL unconditionally. c}}2 is a fixed large
coefficient that strongly prevents the abovementioned peaks. cℓp is determined via a binary
search: We start with a large cℓp , assigning a larger weight to ℓp’s gradients and run
the optimization for several steps. If the perceptual threshold is satisfied by the found
perturbation, cℓp is decreased, increasing DFL’s dominance at the expense of larger visual
deviations. Otherwise, cℓp is amplified. We return the found sample that best maximizes
DFL while meeting the similarity constraints. See Appendix B.1 for details.

4.5.2 Attacking Semantic Watermarks

Semantic watermarks are in low frequencies, making them difficult to address. In addition
to their large magnitudes (see §4.4.1), low frequencies correspond to many neighboring
pixels varying gradually, indicating these watermarks are rooted in the image’s texture.
Thus, removing them requires systemic and structural changes. Direct optimizations similar
to §4.5.1 fail since they operate on the pixels and, at each step, individual pixels are updated
in different directions. This targets higher frequencies, introducing significant changes yet
only at a few points, failing to progress due to the perceptual constraints, and consequently
incurring minimal changes at low frequencies. We could limit the procedure to optimize
DFL over low-frequencies only. Yet, as significant changes are required in this range, without
a methodical scheme, we will converge to a sub-optimal solution wherein a certain region
receives substantial modifications, leading the perceptual loss to prevent further updates.
This is because the process fails to account for inter-pixel links, and DFL does not spread
the changes over the image.

We develop a visually-aware attack inspired by image filtering. While traditional
filters apply systemic spectral disruptions, they fail to remove watermarks due to their
content-agnostic nature, limiting the distortions they may introduce without leaving crucial
visual cues. Our adversarial alternative retains quality by learning the filters’ weights to
solve an optimization problem that maximizes low-frequency disruptions, resorting to a
perceptual loss to preserve critical information. First, we motivate our design through
guiding principles. We then provide technical details and present our optimizable filters.
Finally, we introduce our attack.
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(a) Basic: To calculate the output at pi, jq,
the patch PEi,j

M N̂ (where M N̂ is the kernel
size) around pi, jq is element-wise multiplied
by the spectral kernel K, summing over this
product.

(b) Guided: The color kernel CI,σc
i,j is first

computed, assigning a modulation factor to
each neighbor in the vicinity PEi,j

M N̂ of pi, jq.
These are element-wise multiplied by the
spectral kernel K to limit the contribution
from neighbors whose values differ signifi-
cantly from pi, jq’s. This yields the effective
kernel VI,K,σc

i,j used to calculate the output
at pi, jq similar to basic filters.

Figure 4.3: Operation of known filters.

Motivation

Basic Filtering: An image is convolved with a filter (MˆN spectral kernel), moved s.t. its
center is aligned with a single pixel pi, jq at each step. The output at pi, jq is calculated by
multiplying the kernel by the pixel’s vicinity and summing over the product— see Fig. 4.3(a).
The kernel’s values are non-negative and sum to 1, making this output an averaged sum of
the pixel and its neighbors. This performs noise reduction, decaying unwanted peaks. The
kernel’s elements usually grow toward the center, assigning a larger weight to the original
pixel to preserve the content.

Convolution in space translates to multiplication in the frequency domain: Given the
spectra of the image and filter, it produces an image with a spectrum equivalent to their
product. Thus, filters are good candidates for spectral manipulations. Yet, the outputs at
any pixel are calculated using the same kernel. Hence, their potential to remove watermarks
is limited [164, 298] due to their content-agnostic nature, making them only applicable with
mild parameters as stronger blurring impacts quality.

Guided Filtering: These advanced filters tackle the information loss under stronger dis-
tortions, allowing more effective noise reduction while preserving crucial details. They
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are edge-preserving, minimizing the disruptions at these critical boundary points between
different objects. Instead of using a uniform kernel, they involve an additional per-pixel
color kernel that weakens the filter at edge points based on geometric principles: If some
values in the pixel’s vicinity drastically differ from it, then it lies on an edge, as these
neighbors belong to other components and the spectral kernel ’s strength here must be
diminished to preserve defining information. The color kernel computes a modulation factor
for every neighbor in the filter’s vicinity around pi, jq based on its value’s difference from
pi, jq’s. The effective kernel for calculating pi, jq’s output is the Hadamard product of
the two kernels— see Fig. 4.3(b). Guided filters fail to remove watermarks despite their
stronger blurring (see §4.6.2) since they merely follow geometric heuristics that still cannot
fully capture human vision or target specific image characteristics, limiting the allowed
distortion. In practice, less visually-critical areas can even be changed more drastically,
regardless.

Adversarial Filtering (Our Attack): Based on the above, structure-aware filters can better
maximize the spectral distortion with minimal impact on crucial regions. Similar to guided
filters, we design a process for learning a set of per-pixel kernels. Yet, instead of relying on
geometric heuristics, our method learns the kernels’ parameters s.t. they retain perceptual
similarity to the original image from a human’s perspective, allowing for stronger filtering.

Formalizing Filters

Given image I P R Q̂ R, PEi,j
M N̂ : R Q̂ RÝÑR M N̂ denotes the local patch extractor that

outputs the MˆN vicinity around its pi, jqth pixel s.t. this pixel is at the center (i.e.,
PEi,j

M N̂pIqptM2 u, tN2 uq “ Ipi, jq)— see Fig. 4.3(a). The global patch extractor PEM N̂ :

R QˆRÝÑR Q̂ RˆM N̂ outputs a matrix that stores in cell pi, jq the local patch PEi,j
M N̂ . That

is, PEM N̂pIq’s pi, jqth cell contains the MˆN patch around pi, jq in I. We formalize
filters to present our solution.

Basic Filtering: Basic filters simply apply the known convolution with a fixed spectral
kernel K P R M N̂ . Denoting element-wise multiplication as d, these filters can be written
as FK : R Q̂ RÝÑR Q̂ R s.t. FKpIqpi, jq “

ř

m,n PEi,j
M N̂pIq dK (see Fig. 4.3(a)).

Guided Filtering: These employ additional per-pixel color kernels to modulate distortions
at critical points (Fig. 4.3(b)). Given kernel size MˆN , the color kernel for each pi, jq

is the matrix whose pm, nq cell is CI,σc
i,j pm, nq = e

´
}Ipi`m´tM

2
u, j`n´tN

2
uq´Ipi, jq}1

2σ2c . σc is a
permissiveness controlling the modulation intensity. The }}1 norm accounts for each pixel
potentially having multiple color channels. For instance, RGB images associate each
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pixel with three values. The effective kernel for computing the output at pi jq is then

VI,K,σc
i,j “

CI,σc
i,j dK

ř

m,n

CI,σc
i,j dK

. At the center, CI,σc
i,j ptM2 u, tN2 uq “ 1, indicating the contribution of the

original Ipi, jq is not decayed. For neighbors, large distances decrease their coefficients
and limit their contributions. If we define VI,K,σc as the matrix whose pi, jqth cell contains
VI,K,σc
i,j , the guided filter is given as GFK,σcpIq “

ř

m,n

PEM N̂pIq d VI,K,σc .

Optimizable Filters (Ours): Guided filters’ drawback is that they employ the same spectral
kernel K for all pixels, changing only the color kernel computed via the same formula at
all locations. Instead, we allow each pixel pi, jq to have a unique spectral kernel Ki,j, with
weights that can differ significantly between locations based on feedback from a perceptual
loss that determines their visual importance and allows maximizing the destruction at less
critical regions. Our filters consist of a set K˚ of local Ki,j’s. We include color kernels
to avoid exploring unwanted directions that violate vital geometric constraints. While
these may be limiting, ignoring them causes unnatural distortions if the differences between
neighboring pixels are extremely large, making them essential for remedying potential
perceptual loss imperfections. When the distances are reasonably large but satisfy the
perceptual loss with high confidence, it will assign larger weights that counteract the color
kernel. Only when these distances are enormous do they become prohibitive, which is ideal.
Our optimizable filter is:

@I : OFK˚,R,σc
pIq “

ÿ

m,n

PEMˆNpIq d VR,K˚,σc

R is a reference image for obtaining the color kernels, set to R ” xw. We now show how
to learn K˚’s weights.

Adversarial Filtering

Let tt P rrT ss|OFK˚
t ,xw,σct

u be a series of T optimizable filters (with color kernels computed

using xw), each with their permissiveness and size. We define the composition
T
ś

OF

”

OFK˚
1 ,xw,σc1

˝OFK˚
2 ,xw,σc2

˝ ¨ ¨ ¨ ˝ OFK˚
T
,xw,σc

T
. Let ℓd be a perceptual loss, t

ℓd
a similarity

threshold, and ℓF a low-frequency loss. We instantiate eq. (4.1) to maximize ℓF as:

max
tθK˚

t
u,δ
rℓF pxw,

T
ś

OF

pxw ` δqqs

s.t. ℓdpxw,
T
ś

OF

pxw ` δqqq ď tℓd

(4.3)
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where θK˚
t

are the kernels’ weights and δ is a modifier that directly optimizes xw, similar
to eq. (4.2). We maximize the spectral loss by sequentially propagating the input through
a network of filters. Recall that direct modifications are not effective for disrupting
low frequencies in the absence of filters due to their inclination to cause high-frequency
disturbances rather than systemic shifts in the values of many neighboring pixels in a
gradual manner— see §4.5.2. Thanks to their convolutional nature, this no longer holds
with our filters, making their outputs combinations of neighboring pixels. We still include
δ that directly manipulates the input despite its inefficacy in the absence of filters. This is
because the originally high-frequency disturbances caused by such modifications will now
be distributed over neighbors of the receiving pixels due to our filters, translating them
into useful low-frequency noise, causing further disruptions beyond the filters’ independent
ability. We employ multiple (T ) filters stacked after one another. The reason is that chaining
several filters with various kernel sizes (geometries) targets different directions and slopes
where the watermark could have been injected since watermarking is content-dependent
and not all images can be changed similarly.

Spectral Loss

The former DFL is unsuitable for low frequencies (see §4.5.2) as it fails to force the changes
to spread throughout the image. The collective energy at higher frequencies is much smaller
in comparison, significantly reducing the total number of pixels that need to change to erase
watermarks in these bands, which is achievable without violating the perceptual constraints.
In contrast, sufficiently manipulating lower frequencies can rapidly change the structure,
hindering convergence to an optimal solution if the distortion is not carefully distributed.
This loss should also ensure our kernels perform the filtering operation, which DFL fails to
enforce. Better alternatives are:

Filter Regularization Loss (FRL): It enforces that our kernels indeed operate as (smoothing)
filters and is given as:

@x P R Q̂ R : FRLpxq “ ´
ÿ

tPrrT ss

FRL
t
pxq

s.t. @t : FRL
t
pxq “ }x´µ

1
2

Mt̂ Nt

pxq}2

MtˆNt is the dimensionality of the kernels in our tth set K˚
t and µ

1
2

Mt̂ Nt

computes the median

value in this vicinity around each pixel. Maximizing FRL minimizes FRL
t

for every filter
t, which corresponds to all pixels’ distances from the median in the filter’s environment
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around them, bringing pixels closer to these local medians. This eliminates variations to the
extent possible under the perceptual loss, leading to smoother outputs. As the watermark
is distributed over the image, such patches would exhibit gradual “watermarking” variations
that will now be lost. A major benefit of FRL is output consistency.

Mean Pool Loss (MPL): FRL is insufficient, ensuring only proximity of the pixels to the
local medians but imposing no constraints on these medians. The means of the various
patches in the watermarked image are highly influenced by the watermark that causes many
pixels to change their values. Due to the perceptual loss that strives to retain information,
the procedure may converge to a sub-optimal solution, skewing these medians toward the
original means and only slightly affecting pixel intensities, retaining many shifts associated
with the watermark. Thus, we require MPL:

@x,v P R Q̂ R : MPL
L̂ P

px, vq “ }x
L̂ P

´ v
L̂ P

}1

x
L̂ Pdenotes mean pooling with an LˆP window. MPL takes the means over each LˆP patch

in both inputs and calculates the ℓ1 difference. As most pixels do not encode watermark
information, maximizing the means’ differences (w.r.t. the watermarked image) while
demanding proximity to the medians (using FRL) primarily affects pixels located far (those
that potentially encode the watermark) from all others, bringing them closer to the rest and
eliminating watermarking variations. A proper low-frequency loss must spread the changes
over multiple regions (see §4.5.2). MPL does so by dividing the image into patches and
demanding that each receive a portion of the change, implying the number of patches must
be large. Yet, each must contain enough pixels to manipulate low frequencies. We choose
MPL

5̂ 5as a compromise, balancing these requirements. Calculating MPL for all filter sizes
similar to FRL is less desirable as when the sizes shift away from this sweet spot, one of
the conditions is violated. Note that, without FRL, MPL is insufficient as it can lead to
all pixels in each patch receiving a similar modification ϵ, simply changing its brightness.
This satisfies the perceptual constraints but leaves the spectrum unaffected as the pixel
variation rates remain identical.

Final Low-Frequency Destruction Procedure (for semantic watermarks)

We replace eq. (4.3)’s abstractions with the above components and ℓd “ DVL as the
perceptual loss (see §4.5.1). We also use }}2 regularization to avoid drastic updates and
encourage low-frequency, gradual changes. Yet, it is multiplied by a small coefficient to
only regulate the process without further influencing the outputs, leaving this primarily to
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DVL. Defining x
OF

T
,δ

w ”
T
ś

OF

pxw ` δq, we have:

min
tθK˚

t
u,δ

«

cDV L ¨ReLUDV Lpxw, x
OF

T
,δ

w q ` λ}}2 ¨ }x
OF

T
,δ

w ´ xw}2

´MPL
5ˆ5
pxw, x

OF
T

,δ

w q ´ λFRL ¨ FRLpx
OF

T
,δ

w q

ff

(4.4)

We maximize the loss ℓF “MPL
5ˆ5

` λFRL ¨ FRL by minimizing its negation similar to §4.5.1.
ReLUDV L ensures similarity, keeping the DVL distance from xw below tDV L. The resulting
changes are gradual due to our filters, whose weights are learned to achieve this behavior
thanks to our spectral loss, yielding optimal tpθK˚

t
u, pδ s.t. the final solution is xnw“x

zOF
T

,pδ

w ,
where zOF

T
denotes the filters applied using tpθK˚

t
u. As each kernel’s values should be non-

negative and sum to 1, we apply Softmax to the learned weights to obtain effective values
in this range. λFRL balances FRL and MPL and is calibrated s.t. both are optimized,
while λ}}2 limits the impact of the }}2 regularization. cDV L balances the spectral and visual
losses and is determined via a binary search, as in §4.5.1. We found a single filter network
architecture universally effective. Details are in Appendix B.1.

Discussion: Without our filters, the modifications at each step are less systemic, allowing
different pixels to receive significant updates in opposing directions. Thus, optimization
will converge to a sub-optimal solution since massive changes that a subset of pixels
receive will substantially increase the visual loss, preventing further progress. While our
low-frequency loss discourages this behavior and encourages uniform updates, it remains
lacking, constantly countered by the visual loss that strives to retain similarity, limiting the
number of pixels allowed to change their values, deeming such structural modifications less
desirable compared to high-frequency changes that affect discrete pixels thereby remaining
potentially unnoticeable. Our filters force prioritizing collective updates, drastically
improving performance. Results establishing these benefits are in §4.6.2.

While effective against semantic watermarks, this attack is unsuitable for non-semantic
ones (see §4.6.2); The low-frequency loss and filters encourage low-magnitude, yet collective,
changes and prevent significant updates to specific pixels (as opposed to §4.5.1). Yet,
non-semantic watermarks are injected in high frequencies and thus rely on large variations
between neighboring pixels. As this process can only slightly affect such peaks, the
watermark is preserved.
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4.6 Experiments

4.6.1 Setup

Schemes. We consider the SOTA watermarking schemes in Table 4.1, covering all categories
from §4.2, selected for appearing in top venues, with several remaining unbroken by a realistic
query-free, black-box attacker. Among the included generator-specific schemes, Yu1 [282],
Yu2 [281], and PTW [164] watermark Generative Adversarial Networks (GANS) [86], while
StableSignature [78] and TRW [260] operate on LDMs [211]. We are not aware of semantic
schemes from top venues other than those we consider, which are the focus of previous
work [298, 214, 15]. As most recent systems are generator-specific, we include five such
schemes and two general-purpose ones. Compared to existing work (see §4.2.2), we span a
wider variety of recent systems.

General-Purpose Generator-Specific

Semantic StegaStamp [236] TRW [260]
Non-Semantic HiDDeN [303] Yu1 [282], Yu2 [281], PTW [164], StableSignature [78]

Table 4.1: Studied SOTA watermarking schemes.

Data. Most generator-specific schemes require no input data. Still, they were trained
on various datasets: TRW and StableSignature on LAION-5B [219], Yu1 and Yu2 on
CelebA [125], and PTW on FFHQ [126]. As TRW and StableSignature watermark text-to-
image LDM s (StableDiffusion [46]), we use StableDiffusion’s prompts. For HiDDeN, we
take samples from COCO [158] on which it was trained. StegaStamp watermarks 400ˆ400

images. Thus, we downscale CelebA-HQ-1024 samples2. We evaluate each system on 100
random images, similar to previous work [120].

Metrics. Following §4.3, we are concerned with two metrics:

1) Detection: Bit Accuracy. For binary watermarks, detection occurs if the ratio of
bits matching the watermark in the sequence extracted from the image is above some
threshold tw. As in previous work [298, 165], we select tw that can reject the null hypothesis
H0 that k or more matching bits were randomly extracted with p ă 0.01. This has
probability P pX ě k|H0q “

řn
i“k

`

n
k

˘

1
2n

, for watermark length n. Thus, tw “ k
n

for which
this probability is below 0.01 is selected. We denote the portion of successfully extracted bits
as the bit accuracy, which we compare against tw. Watermark lengths are in Appendix B.2.

2FFHQ-1024 samples yield similar results (excluded for brevity).
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Inverse Distance. TRW ’s watermarks are non-binary and unbounded, and detection occurs
if the ℓ1 distance (effectively, the Mean Absolute Error— MAE ) of the extracted signal
from the actual watermark is below a threshold determined s.t. the ratio of falsely detected
non-watermarked images (FPR) is low. We choose a higher FPR (0.02) than the original
paper [260] (0.01), making the attacker’s task harder, obtaining MAE “ 71. For consistency,
we use this distance’s inverse: for the watermark to be detected, the MAE ’s inverse must
be ě tw “

1
71

.

Security Advantage. This binary indicator is the scheme’s ability to detect over 50% of
watermarked images. Most genuine content is not controversial, and detectors will not be
invoked to determine its authenticity. They are only necessary when suspicious content
surfaces. Absent additional knowledge, we assume a natural-looking controversial image has
equal probabilities of being real or fake. Here, the best trivial detector that achieves the
highest average accuracy on suspicious images would be a random classifier. An attacker
will have a 50% chance of fooling it with a fake image. For a scheme to have a Security
Advantage, it must detect watermarked images at a higher rate. Otherwise, the resources
invested in it will be in vain as it offers no additional protection against attackers compared
to random systems. While such a scheme will perform better on non-watermarked images
as it is trained to detect the existence of a watermark, this is less relevant from a security
aspect where only identifying the fake (watermarked) content matters.

2) Quality : We use two common [298, 15, 165, 110, 164] human vision-inspired metrics:
LPIPS [291] and Frèchet Inception Distance (FID) [102]. For fairness, we avoid LPIPS
methods UnMarker explicitly optimizes (see §4.5.1), resorting to LPIPS-VGG [291]. FID
compares the attack samples’ distribution to that of watermarked images, measuring dataset-
wise similarity. We exclude geometric metrics (PSNR or norms) as we find them misleading.
For instance, although visual metrics (Table 4.4) and human inspection (Appendix B.4)
verify the VAEAttack ’s inferior quality, geometric methods deem it comparable with
UnMarker.

Basic Manipulations. We evaluate Center Cropping (10%), JPEG, Quantization, and
Gaussian Blurring (filtering). Their parameters (see Appendix B.3) were chosen following
previous work [164, 298] and to allow maximum distortion while retaining acceptable quality.
We also evaluate Guided Blurring, showing how even these stronger filters cannot break
robust watermarks, as argued in §4.5.2. To better explore these advanced filters, we even
evaluate them with overly destructive parameters that do not represent viable attacks.

SOTA Attacks. We compare UnMarker against SOTA watermark removal attacks:
The DiffusionAttack [298, 214, 15] and VAEAttack [298, 15]. To our knowledge, these
regeneration methods are the only practical (query-free and black-box ) and effective attacks,
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as adversarial attacks are disqualified for their unrealistic assumptions (see §4.2.2).

4.6.2 Evaluations

Watermark Utility

We ensure the chosen schemes’ utility, following the requirements from §4.4.1: Applicability,
Stealthiness, and Robustness to Manipulations. While the latter demands withstanding
basic manipulations, true robustness is contingent on resisting advanced attacks as well.
We separate these cases for consistency with watermark papers that mainly consider basic
manipulations. Advanced attacks are in §4.6.2. We focus on Applicability and Robustness
as we use original implementations of SOTA systems whose Stealthiness has been shown by
their authors.

Visual metrics are excluded here, as evaluating the naive manipulations’ output quality
is not our objective, knowing that our basic settings are quality-preserving [298, 164]. We
do not consider rotation manipulations, following Zhao et al.’s [298] arguments w.r.t. their
impracticality as they can be easily spotted and corrected before invoking the detector.
Still, their finding of some robust schemes vulnerable to rotations may seem at odds with
our assertions that these watermarks are in the collective spectral amplitudes, which should
leave them unaffected by rotations. Yet, schemes are generally not explicitly designed
to construct watermarks in the spectral amplitudes. Rather, this behavior is adopted
when trained for robustness (see §4.4). Failure to expose these systems to a wider set of
demands (e.g., resistance to rotations) may result in them mistakenly associating additional
indicators, such as a specific orientation, with the watermark. As rotations are impractical,
this is not an issue.

A detailed analysis is in Appendix B.3 alongside the results (Table B.2). All schemes
detect watermarked images without manipulations: For binary watermarks, all bit accuracies
approach 100%. For TRW, the inverse distance is 0.022, well over the 0.0141 threshold. All
systems are fairly resistant to manipulations. Semantic schemes remain almost unaffected.
Among non-semantic schemes, Yu1 and StableSignature are the most resistant, retaining
robustness against all realistic configurations. The latter shows some vulnerability to
Guided Blurring with overly destructive parameters, but since this is not a practical
attack, it remains reliable. PTW rejects most manipulations but is affected by reasonable
Quantization (10), while the less advanced HiDDeN is vulnerable to JPEG and Blurring.
Yu2 resists manipulations except cropping, indicating high dependency on spatial attributes,
making it unsuitable for security-critical deepfake detection by nature, as it violates the
robustness requirement from §4.4.1.
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The results demonstrate how all schemes except Yu2 are robust to spatial manipulations
(e.g., cropping), suggesting their watermarks may be in a different channel, which we next
verify is the spectral amplitudes as expected. This is readily somewhat evident for PTW
and HiDDeN that exhibit vulnerability to Quantization and JPEG, which affect high
frequencies, while the remaining schemes require the more advanced attacks we present
below. Yu2 highly depends on information in the background, suggesting its watermarks
are not constructed as robust, collective quantities but rather in volatile spatial locations.

UnMarker

We now evaluate UnMarker ’s watermark removal capabilities. In §4.6.2, we compare it to
SOTA attacks and assess its ability to preserve visual similarity.

Configuration. Our analysis proves that a conventionally robust scheme (under spatial
manipulations) must inject its watermarks in the frequency space. Schemes that are spatial
in nature and rely less on spectral watermarking (e.g., Yu2 ) may hence evade UnMarker ’s
spectral optimizations as they are not designed to target these inherently fragile signals. Yet,
equipping UnMarker with a simple cropping layer suffices to defeat such weaker systems.
Moreover, as spectral watermarks distribute their modifications throughout the image to
minimize visual cues (see §4.4), cropping can also slightly “weaken” those by eliminating
partial modifications residing in the background. This allows using a decreased distortion
budget for the optimization stages.

Thus, UnMarker’s design is as follows: We apply mild cropping, followed by our high-
frequency disruptions (§4.5.1). Finally, our filtering stage (§4.5.2) eliminates low-frequency
traces. This yields a full attack that targets all carriers, erasing all watermarks. Attackers
can adjust the cropping ratio or location to restrict the output to the actual content. For
our experiments, 10% center cropping sufficiently retains the content. The stages’ order
does not affect the results.

UnMarker ’s hyperparameters should be calibrated to maximize the spectral loss regard-
less of the system under attack, complying with our threat model. Hence, they are only
affected by properties of the image, such as its size, which we found to be the only relevant
factor. The hyperparameters are in Appendix B.1. The size-dependent parameters are
merely the thresholds and coefficients. Meanwhile, the number of filters and their kernels
are invariant, as by combining multiple filter sizes, a single architecture can defeat any
semantic watermark (see §4.5.2).

Results. We report settings combining different stages of UnMarker, identifying crucial
insights that establish our theory. These configurations are CH— the high-frequency
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destructive process preceded by cropping, CL— the low-frequency optimization (with
cropping), HL— the two optimizations without cropping, and CHL, denoting the full
UnMarker with all three stages. Results are in Table 4.2. Following §4.6.1, we say that
an attack defeats a scheme (alternatively, removes its watermark) if it causes it to lose its
Security Advantage (i.e., detection below 50%).

Non-Semantic Schemes. Robust non-semantic schemes (w.r.t. known manipulations) must
embed their watermarks in high frequencies. Hence, small disruptions to this part of the
spectrum where the energy concentration is low suffices to remove them. Our results
corroborate this as all such schemes break under CH that combines cropping and high-
frequency disruptions. The detection rates of the conventionally robust algorithms (that
resist cropping— all but Yu2 ) remain almost unaffected by CL, which primarily targets low
frequencies where they do not operate. Yu2 is defeated by CH, but HL’s results prove this
is not due to our optimization since the scheme is insensitive to manipulations in both parts
of the spectrum, indicating that cropping only is responsible for this outcome. This comes
as no surprise since Yu2 employs spatial watermarking that enables it to resist spectral
optimizations but makes it vulnerable to cropping.

Schemes that process larger images (PTW and StableSignature) are hardly sensitive
to cropping but vulnerable to high-frequency manipulations, shown by their robustness to
CL and fragility against HL, bringing their detection to 6% and 9%. Yu1 and HiDDeN
that watermark smaller 128ˆ128 images retain 100% detection against HL. Yet, their bit
accuracies drop sharply from 98.42% and 99.16% to 73.11% and 72.28%. The cause is our
high-frequency destruction since CL that combines cropping and low-frequency disruptions
offers almost no advantages over cropping.

Thus, there is a connection between the image size, sensitivity to cropping, and vulner-
ability to high-frequency modifications, which is easy to explain: Spatial robustness and
stealthiness require spreading the watermark across the image. Meanwhile, non-semantic
watermarks are restricted to specific regions (i.e., edges) where they can exploit the high-
frequency nature (see §4.4.1) to remain invisible. As the size shrinks, such areas become
less prevalent in central parts, forcing the changes to be delegated to the background and
making them more vulnerable to cropping. Accordingly, the portion of the change each
region receives grows as well, making it difficult to eliminate these watermarks with minimal
modifications, explaining why they retain bit accuracies above the threshold despite a
significant decline without cropping. Regardless, mild cropping then becomes capable of
eliminating sufficient footprints to further decrease these values below the thresholds, as seen
for CH (CHL)—although cropping alone is not enough without our spectral disruptions.

Larger images enable schemes to better reject cropping since this new-found resolution
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Yu1 (61%) Yu2 (63%) HiDDeN (73%) PTW (70%) StableSig. (69%)StegaStamp (63%) TRW (0.0141)

Attack
Scheme

Bit AccÓDetectÓBit AccÓDetectÓBit AccÓ DetectÓ Bit AccÓDetectÓBit AccÓ DetectÓ Bit AccÓ DetectÓ Inv. Dist.ÓDetectÓ

None 98.42% 100% 99.71% 100% 99.16% 100% 97.96% 100% 98.97% 100% 99.95% 100% 0.022 100%
Cropping (10%) 74.56% 100% 53.71% 0% 86.84% 100% 93.9% 100% 97.86% 100% 93.96% 100% 0.0155 100%

UnMarker

CH 59.04% 33% 53.06% 0% 58.34% 1% 63.11% 11% 53.08% 4% 94.87% 100% 0.0152 99%
CL 73.16% 100% 54.62% 0% 84.21% 98% 95.21% 100% 97.6% 100% 61.8% 43% 0.0141 55%
HL 73.11% 100% 99.23% 100% 72.28% 66% 61.53% 6% 54.59% 9% 64.64% 59% 0.016 98%

CHL 59.08% 31% 53.03% 0% 58% 0% 62.75% 11% 52.82% 4% 61.49% 43% 0.014 40%

Note: Performance without attacks and under cropping is included for reference. The full attack is in the last row (CHL).
Numbers in parentheses are the detection thresholds, while Detect is the portion of images meeting them. The best attacks
are in bold font. All schemes lose their Security Advantage.

Table 4.2: Performance of watermarking schemes against each stage of UnMarker.

facilitates embedding the watermark in central areas, but the footprint in these regions
must be smaller. Thus, minute disruptions throughout the image become more effective,
explaining their inability to withstand high-frequency optimizations alone.

UnMarker (CHL) defeats all non-semantic schemes, with the most resistant
being Yu1, which retains a detection rate of 31%. Yet, even Yu1 still loses its
Security Advantage (and so do all other schemes).

Semantic Schemes. StegaStamp and TRW resist high-frequency disruptions (CH ), with their
detection fixed at 100% and the bit accuracies (inverse distances) retaining almost identical
values to those observed for cropping alone. Yet, both are vulnerable to low-frequency
disruptions, evident by their significant performance decline against CL: StegaStamp’s
detection drops to 43% while TRW ’s becomes 55%. This cements our arguments regarding
semantic watermarks being primarily in lower frequencies and the soundness of our filtering
approach. Comparing CL to the final results (CHL), we observe identical detection for
StegaStamp. TRW exhibits an additional decline to 40%, indicating a small portion of its
watermark is in high frequencies.

StegaStamp’s watermarks are more visible (see §4.2.1), better engraving them in the
main content, and increasing their robustness to spatial manipulations (cropping). Since
TRW produces less visible watermarks despite targeting low frequencies where significant
watermarking footprints are required, it behaves similar to non-semantic schemes for
small images, forcing a considerable portion of these changes to populate the background.
The results for cropping, CL, CH and CHL prove this; while cropping minimally affects
StegaStamp (the bit accuracy only drops to 93.96%), TRW is more sensitive as its inverse
distance decreases from 0.022 to 0.0155 when the threshold is only 0.0141. Although this
is in the detection range, combining cropping with UnMarker ’s low-frequency disruptions
(CL, CHL) erases its watermarks (eliminates its Security Advantage).
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Spectral optimizations (HL) drastically lower TRW ’s inverse distance (to 0.016), but
do not erase its watermarks. This is because low-frequency distortions affect many pixels
simultaneously. Under a strict budget, the number of regions where these rates can be altered
is limited compared to high-frequencies. StegaStamp, whose watermarks are centralized,
requires modifying fewer areas, making HL successful without cropping. Yet, we verified
that low-frequency disruptions with a higher budget or number of steps break TRW without
cropping, but this may introduce artifacts unless carefully done. Cropping is as effective
but less demanding, confirming a flaw in TRW that targets non-critical regions.

UnMarker defeats all semantic schemes due to irreconcilable trade-offs, as
robustness to spatial manipulations incurs vulnerability to spectral disruptions
and vice versa. Even when not bringing detection to 0%, it leaves a scheme
useless, eliminating its Security Advantage .

Remarks: As seen throughout this section, existing schemes predominantly concentrate their
watermark footprint in either low- or high-frequency components, even if partial overlap may
occur. While certain methods (e.g., TRW ) exhibit signal across both regions, a dominant
concentration remains observable in low frequencies. In practice, UnMarker supports both
stages simultaneously (CHL) while preserving visual quality (see §4.6.2), enabling it to be
applied without prior knowledge of the scheme’s characteristics and allowing for effective
removal even if the watermark footprint does not exhibit a dominant concentration in a
single frequency range.

Effects of Adversarial Filtering

StegaStamp (63%) TRW (0.0141)
Attack

Scheme
FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓ Inv. Dist.ÓDetectÓ

UnMarker with filters 34.69 0.08 61.49% 43% 60.73 0.1 0.014 40%
w/o filters 30.45 0.04 93.13% 100% 49.59 0.04 0.0147 86%

Table 4.3: UnMarker ’s performance against semantic
schemes with and without optimizable filters.

The reader may wonder whether
the low-frequency loss alone can
defeat semantic schemes, elimi-
nating the need for our filters.
Based on our arguments explain-
ing how direct optimizations are
of limited applicability against low-
frequency watermarks due to their
non-systemic nature (see §4.5.2), this is not the case. For validation, we compare UnMarker
(CHL) against semantic schemes with and without our filters in the low-frequency attack
stage (the two runs are otherwise identical). The results in Table 4.3 prove the filters
necessary. While TRW experiences a slight degradation without filters, including them is
far more effective, bringing its detection to 40% (compared to 86% otherwise). StegaStamp
is unaffected when filters are excluded, retaining 100% detection. With filters, this drops to
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43%. We also verified the filter-free attack’s ineffectiveness persists even if the perturbation
slightly increases. Although similarity is slightly worsened by our filters as they encourage
structural changes, the scores show that, even with filtering, UnMarker retains quality.

Comparison with SOTA attacks

We compare UnMarker to regeneration attacks— the VAEAttack [298, 15] and Diffu-
sionAttack [298, 214, 15]. Despite being certifiably guaranteed to remove non-semantic
watermarks, they fail against semantic methods. This robustness creates a false sense of se-
curity around semantic watermarks [298, 15], which UnMarker disproves. Additionally, they
guarantee the removal of non-semantic watermarks only if the attack introduces sufficient
noise to dilute the watermark, followed by a denoising process to restore the image’s quality.
Stronger watermarks require increased perturbations that prevent perfect reconstruction.
Unnatural artifacts can be avoided by using advanced regeneration systems, explaining
why the more sophisticated DM s outperform VAE s, as they can apply larger distortions
while somewhat accurately retrieving the content. Yet, similarity to the original image may
still be lost under such large budgets. UnMarker eliminates these hurdles, significantly
decreasing the distortion while being effective even against the stronger semantic schemes.

As UnMarker uses cropping, we apply the DiffusionAttack with and without cropping
for a fair comparison. The VAEAttack ’s image quality was deemed inferior, disqualifying
many of its results (see below), and thus a similar comparison was excluded. Results are in
Table 4.4, and samples produced by the three attacks are in Appendix B.4.

Quality: The range for LPIPS is r0, 1s. Images with LPIPS distance at the 0.1 level (i.e.,
below 0.2) are visually similar [98]. Thus, we choose 0.15 as a cut-off beyond which we
say the attack begins to cause visible changes. This does not mean that slightly higher
scores imply severe degradation since the changes may integrate well with the content.
Yet, scores far beyond this threshold attest to poor output nature. Despite FID ’s known
ability to measure quality, it has two major shortcomings: first, it compares the datasets of
watermarked images and those that have undergone the attack and cannot judge samples
on an image-by-image basis. It may also exhibit inconsistencies with human vision, making
it less ideal in certain instances [159]. Thus, while FID is important for assessing quality,
we prioritize LPIPS.

We do not consider the VAEAttack effective. It allows choosing from eight quality
options that control the added noise before regeneration. We apply it with the three
lowest options, as we found increasing this factor beyond 3 makes the attack almost always
ineffective. Yet, all three options severely impact the quality, invalidating the attack. This
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Yu1 (61%) Yu2 (63%) HiDDeN (73%) PTW (70%) StableSignature (69%)
Attack

Scheme
FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓBit AccÓDetectÓ

None NA NA 98.42% 100% NA NA 99.71% 100% NA NA 99.16% 100% NA NA 97.96% 100% NA NA 98.97% 100%
UnMarker (CHL) 34.07 0.15 59.08% 31% 22.88 0.1 53.03% 0% 39.56 0.08 58% 0% 11.9 0.14 62.75% 11% 30.87 0.05 52.82% 4%
Diffusion
Attack

no cropping 12.38 0.2 58.31% 28% 13.09 0.17 68.29% 87% 34.1 0.18 59.8% 3% 22.95 0.26 55.53% 7% 36.57 0.32 47.89% 0%
+cropping 14.02 0.18 54.24% 8% 11.98 0.17 51.26% 3% 36.97 0.19 56.61% 0% 19.98 0.25 62.01% 16% 41.88 0.31 47.78% 0%

VAE
Attack

quality=3 36.2 0.15 67.19% 97% 19.67 0.13 73.89% 96% 65.16 0.22 60.4% 8% 26.6 0.26 73.63% 89% 72.21 0.37 48.25% 0%
quality=2 46.82 0.18 64.42% 81% 27.4 0.16 66.62% 78% 83.4 0.26 58.36% 1% 39.11 0.29 71.33% 79% 94.85 0.41 44.93% 0%
quality=1 58.37 0.22 60.63% 59% 38.9 0.19 61% 36% 104.92 0.32 56.26% 2% 54.93 0.33 66.74% 36% 128.88 0.44 43.87% 0%

(a) Performance against non-semantic schemes.

StegaStamp (63%) TRW (0.0141)
Attack

Scheme
FIDÓ LPIPSÓBit AccÓDetectÓ FIDÓ LPIPSÓ Inv. Dist.ÓDetectÓ

None NA NA 99.95% 100% NA NA 0.022 100%
UnMarker (CHL) 34.69 0.08 61.49% 43% 60.73 0.1 0.014 40%
Diffusion
Attack

no cropping 33.15 0.36 83.21% 100% 41.69 0.32 0.0155 99%
+cropping 30.83 0.33 77.84% 95% 41.16 0.31 0.0144 79%

VAE
Attack

quality=3 54.89 0.42 97.9% 100% 71.91 0.38 0.0154 90%
quality=2 70.86 0.46 94.7% 100% 93.56 0.41 0.015 88%
quality=1 87.8 0.49 88.84% 100% 118.85 0.46 0.0145 67%

(b) Performance against semantic schemes.
Note: Performance in the absence of attacks is included for reference. For each metric, bold entries correspond to the best
attack against the relevant scheme. Gray cells denote scores meeting our quality and removal criteria for LPIPS—0.15 and
Detect— 50% (where the system loses its Security Advantage).

Table 4.4: Comparison with SOTA watermark removal attacks.

can be seen in Table 4.4, as both its FID and LPIPS are extremely worse (larger) than the
other attacks whenever it degrades the detection rates. For larger images (over 256ˆ256),
even the best factor (3) is destructive, resulting in LPIPS scores at least 3.8ˆ compared
to UnMarker and well above the 0.15 cut-off. Its FIDs are also inflated. While its FID
against TRW (71.91) is close UnMarker ’s (60.73), its LPIPS is much worse, indicating low
quality. For smaller images, it retains similarity for Yu1, Yu2 and PTW with quality“3,
but fails to remove their watermarks. HiDDeN ’s watermarks are removed with this factor
at an acceptable LPIPS (0.22). Still, the failure against other systems limits this attack.
Lowering the factor impacts quality, invalidating any results for larger images (including
PTW ). For Yu1 and Yu2, as the attack fails to achieve remarkable removal for quality“2,
the relevant case is quality“1. Both systems retain acceptable LPIPS scores (0.22 and
0.19) but violate the 0.15 threshold, and their FIDs are far worse than the other attacks,
proving the VAEAttack fails to preserve quality (see Appendix B.4).

The DiffusionAttack is controlled via a parameter t. Following Saberi et al. [214], tą0.2
causes significant deviations from the watermarked input. We found that for smaller images
(128ˆ128), this occurs at lower values. For these images, we set t“0.05, deeming it the
turning point. A lower t results in less successful attacks. UnMarker achieves better
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LPIPS (ď0.15), ensuring similarity. The differences are drastic for larger images (over
256ˆ256)— 0.1 at most for UnMarker compared to ě 0.37 for the DiffusionAttack. The
higher LPIPS of DiffusionAttack, while not necessarily indicating significant deviations,
entail that some nuances will appear, which may lead to its outputs being identified as
fake— see Appendix B.4. The attacks’ FIDs alternate, occasionally outperforming one
another. Yet, both attain far better FIDs than the VAEAttack.

UnMarker attains the lowest LPIPS, with its worst being 0.15, ensuring
resemblance to the watermarked images. The similarity between UnMarker ’s
FIDs and the DiffusionAttack ’s, which is known to produce high-quality out-
puts [298], further establishes its capabilities.

Watermark Removal: Both SOTA attacks defeat non-semantic schemes, although the
VAEAttack ’s quality invalidates its results. UnMarker always outperforms this attack
except against StableSignature for which UnMarker brings the detection to 4% while the
VAEAttack reduces it to 0%. Still, this difference is insignificant. The DiffusionAttack and
UnMarker have similar results on average, but the DiffusionAttack (+cropping) significantly
outperforms UnMarker on Yu1 (8% detection vs. 31%). Yet, as both eliminate its Security
Advantage, specific numbers are of little relevance.

Our results validate regeneration’s known inability to remove semantic watermarks [298,
214, 15]. The VAEAttack somewhat affects TRW, especially with quality 1, bringing its
detection to 67%, but, as explained above, we consider it invalid. The DiffusionAttack
leaves both detection rates almost unchanged despite reducing StegaStamp’s bit accuracy
and TRW ’s inverse distance from 99.95% and 0.022 to 83.21% and 0.0155. While cropping
decreases these numbers to 77.84% and 0.0144 and makes the attack more successful against
TRW (79% detection), UnMarker drastically outperforms it, reducing this to 40% and
StegaStamp’s, against which DiffusionAttack is ineffective, to 43%.

Among the SOTA attacks, only the DiffusionAttack can remove watermarks
without violating visual constraints. Yet, UnMarker is superior as it succeeds
against semantic watermarks where the DiffusionAttack fails.

4.7 Discussion

4.7.1 Practicality

UnMarker is executed offline as it requires no detector interaction and takes up to 5
minutes with a 40GB A100 GPU. Such machines are available for $32.77{hr on AWS.
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It requires no data, freeing it from the dependence on denoising pipelines (e.g., DM s).
Regeneration attacks are affected by these systems’ fidelity and the commonalities between
their training data and the watermarked images, as we showed for the VAEAttack. While
the DiffusionAttack achieves better quality (but worse than UnMarker ’s), its DM and all
studied schemes were trained on public data. Providers possess exclusive data that differ
from those used to train the attacker’s DM, making it likely to impact quality.

4.7.2 Mitigations

In the context of defensive watermarking, mitigations should allow recovery from removal
attacks, enabling providers to continue using the scheme. UnMarker is an adversarial
attack. Adversarial training (AT ) [242] is a popular mitigation in ML, wherein the model
(detector) is trained on malicious samples from known attacks so that it learns to classify
them correctly. Mitigations can also target the model’s inputs: the provider applies a
pre-processing stage (e.g., purification [182]) to eliminate disruptions and only then invokes
the model (detector). Mitigations could exist for adversarial attacks as they typically retain
the sample’s true class but rely on model feedback to exploit its imperfections, yielding
“volatile” perturbations in its uncertainty regions that cause misclassification. This strategy
has also been the focus of previous work on watermark removal [165, 120, 214]. Yet, if the
watermark is actually removed, recovery would be impossible. As we claim that by simply
disrupting the carrier, UnMarker removes the watermark, mitigations should fail.

To test this, we consider a SOTA mitigation— diffusion purification [182]. Purification
inspires the DiffusionAttack (see §4.6.2), operating similarly: It adds noise, diluting
adversarial perturbations, and uses a DM for reconstructing a pure (attack-free) sample. As
this applies as a certifiable attack on non-semantic watermarks, these schemes cannot use
this mitigation. Yet, these watermarks are of little importance since these proofs for their
removal undermine their practicality. Since we aim to investigate the validity of defensive
watermarking, we focus on the more reliable semantic schemes that meet the standards for
utilizing purification as a defense. Still, UnMarker ’s stages against both classes hinge on
similar principles, making the findings applicable to defenses for non-semantic schemes if
implemented.

We attack 100 samples for each scheme using UnMarker (CHL). Then, we perform
purification and invoke the detector. Given the resistance of semantic schemes to purification
(the DiffusionAttack) and the effectiveness of this mitigation against adversarial examples,
if UnMarker does not remove the watermark but overshadows it with volatile changes as
typical adversarial attacks behave, purification would eliminate UnMarker and restore the
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watermark. Yet, the results verify UnMarker ’s destructive nature that makes recovery
impossible. For purification with t“0.1 (see §4.6.2), StegaStamp’s detection drops to 15%
and TRW ’s to 16%. A larger t leads to worse detection. Ironically, the defense degrades
performance. While this is partly because diffusion may slightly decrease the bit accuracy
(inverse distance), we apply it at half of its original strength (see §4.6.2), which allowed
for „100% detection. The reason for this decline is UnMarker ’s destruction, impairing
the DM ’s reconstruction ability. This raises the possibility of combining UnMarker with
the DiffusionAttack as an even stronger attack, which we leave to future work due to the
potential increased quality degradation.

Evaluating AT is prohibitive due to time limitations, as it requires numerous adversarial
examples, and a single UnMarker attack takes several minutes. Yet, AT is only successful
if the attack sample retains the watermark, which is not the case for UnMarker, as proven.
As purification adheres to similar principles, its ineffectiveness implies the same for AT.

4.7.3 Outlook

A natural question is whether watermarking can ever be made reliable. Particularly, can
we devise schemes that do not conform to our spectral analysis s.t. UnMarker, or similar
attacks, would fail? The answer is likely no.

In §4.4, we establish that a universal carrier that encodes the watermark is necessary
for any scheme due to computational considerations. Given the nature of visual content,
the assertion that this carrier must be in the spatial structure or spectrally constructed
is also invariant. We further show in §4.4.1 that spatial dependencies lead to unreliable
watermarking behavior. Consequently, robust schemes must embed watermark signals in the
collective spectral amplitudes. Non-semantic (invisible) watermarks preserve the content
and predominantly embed their signal in high-frequency components. Yet, their footprints
are limited in magnitude and fundamentally fragile: despite the slightly demanding nature
of regeneration attacks, such methods can certifiably erase these watermarks, a limitation
further exposed by direct spectral attacks such as UnMarker ’s, which even require no
pretrained generative models.

This restricts viable designs to content-influencing schemes (see §4.4.1), which modify the
generated content. While such schemes may, in principle, embed watermark signals across
both high- and low-frequency components, high-frequency signals inherit the limitations of
non-semantic methods: Even if content modification enables increasing their magnitude, the
inherently low energy concentration in these bands limits how much they can be amplified,
leaving them fragile and likely susceptible to direct disruptions in this range of the spectrum,
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such as UnMarker ’s high-frequency stage (see §4.5.1), which removes such footprints using
only small perturbations.

In contrast, semantic content-influencing schemes primarily embed watermark signals
in lower-frequency components, entangling them with the underlying content structure to
enhance robustness. Yet, they must simultaneously avoid introducing perceptible artifacts to
retain quality and since obvious traces are removable even via naive editing. Existing SOTA
semantic approaches already operate at this boundary, either introducing somewhat visible
cues (StegaStamp) or significantly altering the content (TRW ) to meet these constraints.
Since UnMarker successfully removes such watermarks, future variants will have to exert
increased control over the content, potentially limiting the space of watermarked images
and reducing utility, or even degrading quality further, likely leaving them impractical.
Combined with the limited effectiveness of mitigations, these findings call into question
the practical viability of defensive watermarking and suggest that alternative approaches
should be explored.

Toward a Resolution: While this evidence weighs against the viability of defensive water-
marking, the question is not yet conclusively settled—and our analysis points to how it
could be investigated in a principled manner, rather than left to speculation or an open-
ended accumulation of attacks. Based on the above discussion, the central question can
be re-framed as a structural one: Can the entanglement between the watermark’s spectral
footprint and the underlying content be pushed far enough that sufficiently disrupting the
carrier to eliminate it necessarily destroys that content? The significance of our work lies
in the methodology it offers for exploring this—specifically, for hardening the carrier itself.

The occasional success of common manipulations or prior advanced removal attacks
stems from their indirectly affecting the carrier, weakening the embedded signature enough
that it escapes detection. UnMarker, by contrast, identifies this channel and makes it the
immediate optimization target. This distinction is what enables a constructive use: a scheme
can incorporate robustness to UnMarker—or similar spectrally destructive attacks—as
an explicit adversarial-training objective, pushing the watermark embedding toward its
theoretical limit within the channel that actually carries the signal.

Two properties make robustness under such hardening meaningful rather than illusory.
First, UnMarker ’s vast hyperparameter space allows evaluating against a wide range of its
variants, including configurations unseen during training, ruling out the possibility that
apparent robustness merely reflects overfitting to a single attack instantiation. Second,
because UnMarker targets the carrier directly and at its limit, robustness to it is a necessary
condition for resisting removal by other techniques, which can also be validated under
various destructive settings; the converse does not hold. Training against attacks that only
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indirectly impact the carrier therefore risks a false sense of security, potentially protecting
against a narrow class of threats alone.

Strong robustness measured after the direct-carrier hardening UnMarker facilitates
would thus constitute defensible evidence for watermarking’s viability. More importantly,
if, even after such robustness-oriented training, evaluations reveal the watermark remains
removable without meaningfully degrading quality, the fundamental untenability of defensive
watermarking becomes extremely difficult to refute. In this sense, UnMarker is not merely
a means of removing watermarks but a tool for resolving the feasibility question itself.

4.7.4 Limitations & Future Work

Limitations. First, we focus on practical (current) systems applicable to various images.
Future schemes might be tailored for specific content (e.g., adding brand-specific glasses to
face images), but such GenAI services will lack diversity. To meet users’ needs, providers
will also offer less restrictive tools, and attackers can use them instead, rendering content-
specific watermarking useless. To reduce visibility and resist naive attacks, they must also
employ spectral manipulations (for reasons similar to §4.4.1’s), leaving UnMarker effective.
Yet, for instance, without requiring universal applicability, the spectral footprint may target
certain regions or objects only, not the collective spectrum. This necessitates augmenting
UnMarker with content-based knowledge to identify optimal disruption regions, which could
be studied should such schemes become prevalent. Second, UnMarker relies on accurate
visual losses that preserve essential similarity cues while maximizing perturbations to attain
the best removal rates. Future work may explore alternatives superior to ours (see §4.5.1).
Third, while we consider visual content, our analysis translates to other domains (e.g.,
audio). Yet, UnMarker requires domain-based adaptations that can be interesting to
investigate.

Forensics as a Countermeasure? Our analysis of mitigations in §4.7.2 was confined
to recovery-based methods, consistent with watermarking’s goal of remaining usable after
an attack. A categorically different response—one that abandons recovery altogether—has
recently been proposed [90, 76]: rather than restoring a removed watermark, a trained
classifier attempts to detect the footprints left by a removal attack like UnMarker, flagging
the image as suspicious even though the watermark itself is not restored. The crucial
observation is that this does not revive watermarking as a defense—it replaces it. Detecting
removal artifacts is a form of passive detection, returning to precisely the paradigm whose
unreliability and poor generalization motivated watermarking in the first place (see §2.2.2).
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As such, it inherits that paradigm’s core weaknesses: limited generalization and suscep-
tibility to specialized manipulations and adaptive attacks. Indeed, although Goonatilake
and Ateniese [90] employ UnMarker as a primary case study to demonstrate this coun-
termeasure’s efficacy against its removal methodology, UnMarker was never optimized for
stealth—i.e., to evade such forensic detectors. The pertinent risk to examine is therefore
whether an UnMarker variant incorporating a stealth term in its objective would evade
detection while still removing the watermark. Notably, these works [90, 76] themselves
acknowledge that an attack jointly optimizing for removal and forensic stealth would likely
be successful in doing so; combined with the documented fragility of passive detection,
this renders the durability of such forensic defenses highly questionable. A systematic
exploration of this direction is outside the scope of this thesis.

Watermark Forgery. Finally, a natural question is whether UnMarker extends to
forgery attacks—embedding watermarks into arbitrary content. This threat is significant:
prevalent forgeries erode trust in watermarking altogether (since genuine watermarks then
certify nothing) and enable false attribution to the entity whose mark is forged [178].
As such, these attacks are currently an important active research area [70, 178, 15]. By
construction, UnMarker removes rather than embeds signals. Still, it offers leverage for
committing forgery. As demonstrated by An et al. [15], it is possible to train a surrogate
classifier, and later adversarially optimize non-watermarked images against it to forge
the watermark, with these attacks transferring to fool the actual watermark detector.
However, this approach requires the surrogate to cleanly isolate the watermark channel,
which in turn demands watermarked and non-watermarked samples from the same prior
for training it, with the watermark’s footprint being their only systematic difference. As
explained in §4.2, assuming access to non-watermarked samples from that prior is not
realistic. That said, UnMarker can approximate it in a practical manner—applied to
watermarked images, it yields non-watermarked counterparts of the same content, differing
only in the watermark and UnMarker ’s own footprint. Pooling these with non-watermarked
images from other distributions (e.g., publicly-available) and their “UnMarked ” versions in
the negative class as well can, in principle, suppress the bulk of residual UnMarker -specific
cues, leaving the watermark as the distinguishing feature. This is an approximation rather
than a guarantee—ground-truth same-prior negatives are unavailable, and it is possible that
UnMarker may act differently on watermarked versus clean inputs, potentially reintroducing
the confound the pooling aims to remove. We leave resolving this to future work.

83



4.7.5 Ethical Considerations

Misusing GenAI has severe impacts on society. We aim not to help generate harmful
content but raise awareness regarding these systems’ risks. Although we are not aware
of providers that already released stable watermarking schemes, their adoption pace and
attention from dominant entities (see §4.1) make assessments mandatory. We requested
access to providers’ API s for evaluation but never heard back. Thus, all studied systems
are open-source.

4.8 Conclusion

We presented a novel attack against defensive watermarking via adversarial optimizations
that disrupt the spectra of watermarked images and interfere with the watermarks’ footprints,
erasing them without interacting with the scheme. UnMarker is effective against all systems,
including semantic schemes that have been assumed robust to such query-free and black-box
attacks. Our results show that current defensive watermarking is not a viable countermeasure
against deepfakes and that more robust defenses are needed.
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Chapter 5

DiffBreak: Is Diffusion-Based
Purification Robust?

This chapter is adapted from work published at the Conference on Neural Information
Processing Systems (NeurIPS) 2025 [131]. It examines diffusion-based purification (DBP),
a prominent defense paradigm against AE s, through the lens of assumption stress-testing,
focusing on a crucial assumption: that systems grounded in strong theoretical arguments
immediately inherit practical robustness. DBP has been regarded as a promising defense
because it purifies AE s via diffusion models (DM s), motivated by their ability to project
them back onto the natural manifold, eliminating malicious perturbations. While sound
under idealized conditions, we show this assumption breaks down due to a fundamental
gap between theory and practice, since instantiating DM s requires learned neural networks,
which are themselves vulnerable to adversarial manipulation. Through a combination of
theoretical analysis, corrected differentiation procedures, and improved evaluation protocols,
we demonstrate that previous robustness claims were substantially inflated. We also propose
an alternative statistically sound deployment protocol for DBP to mitigate variance-induced
misclassifications, showing partial but meaningful robustness gain. Yet, we then present
a novel low-frequency optimization strategy to craft systemic perturbations that survive
DBP ’s stochasticity, which collapses robustness to „ 0% even in this stricter setup.

5.1 Motivation

ML classifiers are vulnerable to adversarial examples (AEs)—imperceptible perturbations
that induce misclassification [233, 87]. Adversarial Training [167, 287] is attack-specific and
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costly [265], while other defenses [96, 65, 26, 270, 273, 194, 278] are vulnerable to adaptive
attacks [243]. Diffusion-Based Purification (DBP) [182, 250], which leverages diffusion
models (DMs) [230, 227], has emerged as a promising defense [38, 267, 39, 286, 192]. DBP
purifies inputs by solving the reverse stochastic differential equation (SDE ) associated with
DM s, diffusing the input with random noise to dilute adversarial changes and iteratively
denoising it. Given DMs’ data modeling abilities [63, 246], DBP operates under the
assumption that each denoising (reverse) step’s output belongs to a corresponding marginal
natural distribution (a distribution obtained by introducing Gaussian noise into natural
inputs, with decreasing variance proportional to that step).

This is the foundation for DBP ’s robustness as it ensures its final outputs are from the
natural distribution, while AE s lie outside this manifold and are unlikely to be preserved.
Recent works treat DBP as a static pre-processor that standard gradient-based attacks
cannot directly manipulate but rather only attempt to evade. Thus, attackers are assumed
to either fail due to DBP ’s randomness that masks the classifier’s vulnerabilities [162], or be
forced to rely on surrogate losses and heuristic approximations [124, 251] to incrementally
boost performance. We theoretically refute DBP ’s robustness rooted in its ability to
perform projection onto the natural manifold in the presence of adaptive attacks: This
is paradoxical as it assumes correct behavior of the score model sθ used by the DM
(see §2.1.2) to mimic the gradients of the marginal distributions. Yet, sθ is an ML system
with exploitable imperfections. In §5.3.1, we prove that standard adaptive attacks that
simply backpropagate the classifier’s loss gradients through DBP effectively target sθ
rather than the classifier, forcing it to generate samples from an adversarial distribution.
Hence, DBP ’s theoretical motivation no longer holds.

Accordingly, in §5.3.2 and §5.3.3, we revisit DBP ’s previously reported robustness,
attributing it to backpropagation issues and improper evaluation protocols. Most prior
works [124, 182, 162, 250] judge attacks based on a single purification of the final ad-
versarial input. While this seemingly mirrors DBP ’s intended “purify once and classify”
deployment [182, 250], it is statistically invalid: since DBP ’s purification process samples
noise randomly, one evaluation of the AE fails to capture the true single misclassification
probability across possible purifications. Moreover, due to DBP ’s memory-intensive gradi-
ents, prior works implement exact backpropagation [124, 162, 251] via checkpointing [40].
We discover and fix issues in all previous implementations, introducing DiffGrad—the
first reliable module for correct backpropagation through DBP (see Fig.5.1). In §5.4, we
show that even under this one-shot AE evaluation protocol, AutoAttack [53] outperforms
prior works, exposing their gradient fallacies. We further use a multi-sample (worst-case)
evaluation that purifies multiple copies of the generated AE and declares success if any of
them is misclassified, capturing DBP ’s stochasticity and resubmission risk properly—aligned
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Figure 5.1: DiffGrad. x is given to the iterative attack algorithm Aθ to generate xadv. At
each iteration, xadv is propagated through DBP, yielding x̂advp0q that is given to M while
storing each intermediate x̂advptq (bottom replicas) from DBP ’s reverse pass (see §5.2) but
without saving any graph dependencies. Backpropagation uses the stored samples: Starting
from t“´dt (dt ă 0—see §5.2), each x̂advptq is used to recompute x̂advpt`dtq, retrieving the
required dependencies. Then, we recursively obtain the gradient w.r.t. x̂advptq from the
gradients w.r.t. x̂advpt`dtq using this recovered sub-graph (see §5.3.2). Finally, gradients
are backpropagated in a standard manner from xadvpt

˚q to Aθ to update xadv.

with Wang et al. [251], who also identified this evaluation gap, but retained problematic
gradients. By fixing both issues, we prove DBP even more vulnerable than Wang et al.
[251] report, with robustness dropping below 17.19%.

Additionally, we observe that DBP ’s vulnerability to the resubmission risk is inherent
to the current variance-fragile deployment scheme, wherein the defender is assumed to
only purify and then classify a single copy of the incoming sample. To replace this setup,
we propose a more robust majority-vote (MV ) alternative, where the defender purifies
multiple copies through different random paths and then classifies them, making the final
decision based on the majority label. This indeed boosts DBP ’s resilience to AE s. Yet, even
under MV, DBP retains only partial robustness against traditional norm-bounded attacks
with our correct backpropagation—see §5.4.2. Notably, we also show that prior proposals
of advanced adaptive attack enhancements tailored to DBP (e.g., DiffHammer [251],
DiffAttack [124]), being oblivious to the ability we identify of standard gradient-based
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attacks to reshape its behavior, in fact, disrupt optimization and lower success rates. This
degraded performance of DBP even under MV further confirms our theoretical scrutiny.

Finally, as we established the invalidity of the “intermediate projection” hypothesis, we
claim that the residual (partial) resistance of DBP under MV is merely due to DBP ’s
vast stochasticity: common (traditional) AE s that introduce large changes to individual
pixels are diluted and may not impact most random paths. Instead, we require stealthy
modifications that affect many pixels simultaneously. In §5.5, we propose a novel adaptation
of our recent adversarial optimization strategy, namely UnMarker [130] (see Chapter 4),
from the image watermark removal domain to instantiate the standard adaptive attack,
which crafts low-frequency perturbations, accounting for links between neighboring pixels.
This technique completely DBP even under MV.

We make the following contributions:

• We analytically scrutinize standard adaptive attacks on DBP, proving they nullify its
theoretical robustness motivation.

• We address protocol and gradient issues in prior work, enabling reliable evaluations, and
demonstrating degraded performance of DBP and the ineffectiveness of recent attack
enhancement strategies [124, 251].

• We introduce and evaluate a statistically grounded MV deployment protocol for DBP.

• We propose and adapt low-frequency (LF ) optimizations to DBP, achieving unprecedented
success even under MV.

• Availability: Aside from scalability and backpropagation issues, existing DBP imple-
mentations and attacks lack generalizability. We provide DiffBreak 1—the first toolkit for
evaluating any classifier with DBP under various optimization methods, including our
novel LF, using our reliable DiffGrad module for backpropagation.

• We perform extensive evaluations on ImageNet and CIFAR-10, proving our methods
defeat the DBP defense paradigm across several variants, bringing robustness to
„0%, and outperforming previous work by a large margin.
1https://github.com/andrekassis/DiffBreak
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5.2 Background & Related Work

Diffusion Models (DM s) [227, 230]. We briefly summarize the aspects of DM s
relevant to this chapter and refer the reader to §2.1.2 for a comprehensive background. DM s
are state-of-the-art generative models consisting of two stochastic processes: a forward
diffusion (pass), which over time perturbs a clean sample x from a known distribution p
gradually into noise and a reverse denoising process (pass) that iteratively reconstructs
samples in p from noisy inputs. The forward pass (i.e., noise introduction) is straightforward
and can even be replaced with a single operation following the closed-form expression given
in eq. (2.2). The core process is the reverse pass, which enables the use of DM s to generate
natural data samples from pure noise but, while it can be modeled mathematically as a
stochastic differential equation (SDE ), it lacks a closed-form integral representation and
must be performed iteratively over small negative timesteps dt ă 0, evolving over noisy
intermediate states x̂ptq toward a clean reconstruction x̂p0q. Each denoising step invokes
a learned score model sθ to approximate the gradient ∇x̂ptq log ptpx̂ptqq of the marginal
density and guide the transition between consecutive states.

Diffusion-Based Purification (DBP) [182, 272, 250, 280] utilizes diffusion models
(DM s) to purify adversarial examples. Instead of using DM s in the originally intended
manner to generate fresh data samples from pure random noise, DBP diffuses the incoming
input x until optimal time t˚ (i.e., partially applies the forward pass using eq. (2.2)) that
preserves class semantics while still diminishing malicious interruptions. The noisy xpt˚q is
then given to the reverse process as its input x̂pt˚q :“ xpt˚q, which iteratively reconstructs
a clean x̂p0q « x expected to lie on the natural data manifold, filtering out—with high
probability—adversarial perturbations that are distributional outliers, and enabling correct
classification of the resulting x̂p0q—see §5.3.1.

Certified vs. Empirical Robustness. While recent work has explored certified guarantees
for DBP via randomized smoothing (RS) [272, 35, 288, 38, 267], these guarantees hold
only under restrictive assumptions—e.g., small ℓ2 perturbations and thousands of Monte
Carlo samples per input. In contrast, empirical defenses [250, 182, 192, 39, 286] aim for
practical robustness under more realistic threats [53] and efficient inference. Like prior
work [251, 124, 182, 250, 148], we explicitly target these empirical defenses—not orthogonal
certified variants whose guarantees do not hold under stronger practical perturbations or
operational constraints. Certification protocols are computationally prohibitive, and their
bounds fail to capture threats that remain imperceptible but exceed the certified radii.
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Adversarial Attacks under Preprocessing. DBP as an empirical defense operates as
a preprocessing layer applied prior to classification. Here, the effective system the attacker
encounters becomes the composition of the defense and the classifier and we can extend
Definition 2.3.1 to formalize adversarial attacks as follows:

Definition 5.2.1 (Adversarial Attacks under Preprocessing). Given x P Rd with true label
y, classifier M, and preprocessing defense G, attackers aim to generate a similar xadv s.t.
MpGpxadvqq‰y. Formally, the adversarial optimization problem is given as:

xadv“ argmin
Dpx1, xqďϵD

ErℓMG px1, yqs

for ℓMG px, yq “ ℓpMpGpxqq, yq, where ℓ is a loss over M’s output that captures the desired
outcome as in Definition 2.3.1 and D is a distance metric that ensures similarity if kept
below some ϵD . The expected value accounts for potential stochasticity in G (e.g., DBP).

As explained in §2.3.1, this formulation captures untargeted attacks. In this chapter,
when studying DBP, we focus on these attacks following previous work [182, 250, 194, 171].

For such preprocessing mechanisms, proper evaluation requires adaptive attacks—
see §2.3.2. That is, strong attacks must account for the defense and attempt to bypass
it. Such adaptive attacks generally cannot be uniquely defined since they are inherently
tailored to the specific defense and may involve specialized objectives or techniques.

Nevertheless, a fundamental principle for evaluating preprocessing defenses is to at least
incorporate the defense into the standard (gradient-based) attack pipelines that are known
to be effective against undefended classifiers, and update inputs based on feedback from
the composed system (defense and classifier). In comparison, attacks crafted solely against
the classifier and evaluated post hoc on the defended system have often led to inflated
robustness estimations [34]. We refer to this minimal yet essential form of adaptation as the
standard adaptive attack. Below, we extend Definition 2.3.3 to formalize this setting
in the presence of preprocessing.

Definition 5.2.2 (Standard Adaptive Gradient-Based Attack). Let M be a classifier,
G a preprocessing defense as in Definition 5.2.1, and ℓpMpxq, yq be the same classifier-
output loss used by a standard gradient-based attack against the undefended classifier as
in Definition 2.3.3. The corresponding standard adaptive gradient-based attack against
the defended pipeline is obtained by composing the defense with the classifier and directly
propagating gradients through the resulting system:

Er∇xℓpMpGpxqq, yqs
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The expected value captures potential stochasticity in G, as in Definition 5.2.1. The
similarity constraint D may be enforced through different optimization mechanisms de-
pending on the attack, including explicit projection steps, clipping operations, constrained
parameterizations, or additional regularization terms incorporated into the optimization
objective.

Remark (Scope of the Standard Adaptive Attack). This formulation does not introduce
defense-specific auxiliary objectives, intermediate-state optimization targets, defense-specific
surrogate losses, or modified optimization criteria. Adaptation is achieved solely by inserting
the defense into the differentiable attack pipeline and computing gradients through the
composed system. This boundary is what distinguishes the standard adaptive attack from
advanced adaptive attacks, which modify the attack structure itself through additional
heuristics, objectives, or altered formulations and procedures (see §5.4).

5.3 Revisiting Diffusion-Based Purification

We study standard gradient-based attacks. In §5.3.1, we theoretically prove such adaptive
attacks invalidate DBP ’s principles. Then, we reconcile this with previous findings of
DBP ’s robustness, attributing them to backpropagation issues and improper evaluation
protocols. In §5.3.2, we analyze backpropagation mismatches in previous work and propose
fixes. Finally, we present an improved evaluation protocol for DBP in §5.3.3.

5.3.1 Why DBP Fails: Theoretical Vulnerability

DBP ’s robustness is primarily attributed to its ability to project the purified x̂p0q onto the
natural manifold [182, 272, 124]. This foundational assumption—rooted in the inherent
behavior of the purification process—has remained unchallenged. In fact, the recent
advanced adaptive attacks have been explicitly built around it: DiffAttack [124] concedes
this property and thus attempts to resist it through external, yet suboptimal, losses,
while DiffHammer [251] constrains its optimization only to feasible paths that are more
likely to withstand this assumed projection (see §5.4). This assumption is often justified
through DBP ’s marginal consistency: since sθ « ∇ log pt (see §2.1.2), the intermediate
noisy sequences txptqutPr0,1s and tx̂ptqutPr0,1s realized during both the forward and the reverse
diffusion passes follow the same marginals [17], yielding x̂p0q „ p. Specifically, Xiao et al.
[272] show that:

Prpx̂p0q|xq 9 ppx̂p0qq ¨ e
´

αpt˚q}x̂p0q´x}22
2p1´αpt˚qq
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where p is the density of the natural data distribution and αpt˚q is the variance schedule
at time t˚—see eq. (2.2). Thus, DBP is expected to reject adversarial examples by
construction: the probability of producing any x̂p0q that is adversarial is extremely low, as
it is proportional to its density under the natural distribution, which is small since such
samples lie off-manifold.

However, while this holds under ideal functionality of the score model sθ, in practice, sθ
is itself an ML model—differentiable and susceptible to adversarial manipulation. Our key
insight is that standard gradient-based (adaptive) attacks, when backpropagated through
DBP, do not simply strive to bypass the purifier as previously thought: under that prevailing
view, the effective target of these attacks is the classifier, but backpropagating through DBP
aims to learn perturbations that slip through purification by exploiting blind spots of this
sθ. In that case, DBP would indeed drastically limit the attack’s efficacy due to its many
repeated denoising steps, making evading the entire invocation sequence simultaneously
difficult. This reasoning aligns with prior work reporting high robustness and upholding
the theoretical motivation. In contrast, we show that these attacks, in fact, accomplish
something far more significant—they implicitly turn the score model sθ itself into the
primary target, controlling it to generate samples from an adversarial distribution. This
challenges the assumptions underlying not only DBP ’s robustness, but also prior advanced
attack strategies, many of which [251, 124] distort gradients or constrain optimization in
ways that ignore the score model’s vulnerability, degrading their own effectiveness. Below,
we formally characterize this vulnerability.

Definitions. Diffusion Process & Score Model. For t1 ě t2, let x̂t1:t2 represent the joint
reverse diffusion trajectory x̂pt1q, x̂pt1 ` dtq, . . . , x̂pt2q. Let sθ denote the score model used
by DBP to approximate the gradients of the natural data distribution at different time steps.
sθt is the abstract score model invoked at time step t with parameters θt, corresponding
to sθp¨, tq. Given that the score model sθ is an ML model that interacts with adversarial
input x, we further denote the parameters at each reverse step as θtx, capturing their
dependence on x. That is, θtx ” θtpxq, which makes explicit that the purification process is
not immutable, as adversarial modifications to x can shape its behavior.

Classifier. For a classifier M and label y, let Mypuq denote the probability that u belongs
to class y.

Standard Adaptive Attack Step. A gradient-based update step that iteratively modifies x
following Definition 5.2.2. Each update is performed with a small learning rate η ą 0:

x “ x´ η r∇x, where r∇x “
1

N

N
ÿ

n“1

∇xrMy
px̂p0qnqs.
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Here, r∇x is the empirical expected gradient estimate over N purified samples x̂p0qn,
obtained via Monte Carlo approximation and backpropagated through DBP ’s stochastic
process. For clarity, we state the result for the unconstrained update rule above, as the core
argument concerns the gradient flow through DBP ’s reverse process rather than the specific
mechanism used to enforce similarity constraints. In practice, standard adaptive attacks
typically incorporate projection, clipping, constrained parameterizations, or regularization
terms to satisfy the perturbation budget in Definition 5.2.2; these additions do not alter
the theoretical argument and the result extends naturally to such constrained settings.

Theorem 5.3.1. The standard adaptive attack optimizes the entire reverse dif-
fusion process, modifying the parameters tθtxutďt˚ such that the output distribution
x̂p0q „ DBPtθtxu

pxq, where DBPtθtxu
pxq is the DBP pipeline with the score model’s weights

tθtxutďt˚, is adversarially aligned. That is, the adversary implicitly controls the purifi-
cation path and optimizes the weights tθtxutďt˚ to maximize:

max
tθtxutďt˚

E
x̂p0q„DBPtθtxupxq

rPrp␣y|x̂p0qqs.

Since tθtxutďt˚ depend on the purification trajectory x̂t :̊0, optimizing x under the adap-
tive attack directly shapes the purification process itself, forcing DBP to generate
adversarially structured samples that maximize misclassification.

Impact. As DBP is widely perceived as immutable, its robustness is often attributed to
gradient masking (vanishing or explosion) due to its presumed ability to project inputs onto
the natural manifold. However, this reasoning treats DBP as a static pre-processing step
rather than a dynamic optimization target. Our result overturns this assumption:
rather than resisting adversarial influence, DBP itself becomes an active participant in
adversarial generation. Crucially, standard adaptive attacks that backpropagate accurate
gradients through DBP do not merely attempt to evade it through perturbations
that strive to survive purification as is commonly believed [124, 251, 272, 162]—they
implicitly exploit and reshape its behavior, forcing the purification process to align with
the attacker’s objective. The introduced perturbations directly shape the purification
trajectory, causing DBP to generate, rather than suppress, adversarial samples. Thus,
DBP does not inherently neutralize adversarial perturbations but shifts the optimization
target from the classifier to the score model sθ, leaving this paradigm vulnerable.

Proof. The adversary aims to maximize:

Qpxq ” E
x̂p0q„DBPtθtupxq

rPrp␣y|x̂p0qqs
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Expanding this expectation yields the following alternative representations:

Qpxq “
ż

Prp␣y|x̂p0qqppx̂p0qqdx̂p0q

“

ż

Prp␣y|x̂p0qq

ż

ppx̂p0q|x̂t :̊´dtqppx̂t :̊´dtqdx̂t :̊´dtdx̂p0q

“

ż

Prp␣y|x̂p0qqppx̂t :̊0qdx̂t :̊0.

The first transition is due to the definition of expectation, the second follows from the
definition of marginal probability, and the final transition replaces the joint density function
with its compact form.

Since this formulation abstracts away x and tθtxutďt˚ , we explicitly include them as
ppx̂t :̊0q ” ppx̂t :̊0|x, tθ

t
xutďt˚q. For simplicity, we define pθxpx̂t :̊0|xq ” ppx̂t :̊0|x, tθ

t
xutďt˚q.

Thus, the final optimization objective is:

Qpxq “
ż

Prp␣y|x̂p0qqpθxpx̂t :̊0|xqdx̂t :̊0.

Since we assume smoothness (C2), we interchange gradient and integral:

∇xrQpxqs “
ż

Prp␣y|x̂p0qq∇xpθxpx̂t :̊0|xqdx̂t :̊0.

where the last step is because Prp␣y|x̂p0qq does not depend on x, but only on x̂p0q which is
independent of x (though its probability of being the final output of DBP is a function of x).
Optimizing the objective via gradient ascent relies on altering DBP ’s output distribution
alone, evident in its gradient where Prp␣y|x̂p0qq assigned by the classifier is a constant
with its gradient ignored. While we lack direct access to the gradients of the probabilistic
paths above, we may still attempt to solve the optimization problem.

Recall that by definition, @u, Mypuq “ Prpy|uq. Thus, the required gradient can also
be expressed as:

∇x

“

Qpxq
‰

“ ∇x

„
ż

Prp␣y|x̂p0qqpθxpx̂t :̊0|xqdx̂t :̊0

ȷ

“

∇x

„

E
pθx px̂t :̊0|xq

r1´My
px̂p0qqs

ȷ

“ ´∇x

„

E
pθx px̂t :̊0|xq

rMy
px̂p0qqs

ȷ

Yet, this expectation is over probabilistic paths whose randomness is due to the noise ϵ of
the forward pass and the Brownian motion dw̄t at each reverse step t that are independent.
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Hence, by the law of the unconscious statistician:

´∇x

„

E
pθx px̂t :̊0|xq

rMy
px̂p0qqs

ȷ

“ ´∇x

„

E
prpϵ,dw̄t˚ ,...,dw̄0q

rMy
px̂p0qqs

ȷ

where prpϵ, dw̄t˚ , ..dw̄0q denotes the joint distribution of the noise ϵ and the Brownian
motion vectors in the reverse pass. Note that x̂p0q on the RHS denotes the output obtained
by invoking the DBP pipeline with some assignment of these random vectors on the sample
x. As earlier, we can interchange the derivation and integration, obtaining:

´ E
prpϵ,dw̄t˚ ,...,dw̄0q

„

∇xrMy
px̂p0qqs

ȷ

.

Now, let Gx denote the random variable that is assigned values from ∇xMypx̂p0qq,
where x̂p0q is as described above, and denote its covariance matrix by ΣGx . Essentially, we
are interested in ErGxs. If we define r∇x as:

r∇x “
1

N

N
ÿ

n“1

∇xrMy
px̂p0qnqs

where each x̂p0qn is the output of DBP invoked with a certain random path pϵn, dw̄n
t˚ , ..dw̄n

0 q
i.i.d
„ ppϵ, dw̄t˚ , ..dw̄0q and N is a sufficiently large number of samples. Then due to the central
limit theorem, r∇x ÝÑ N pErGxs, ΣGx

N
q. That is, propagating multiple copies through DBP

and then averaging the loss gradients computes the required gradient for forcing DBP to
alter its output distribution. The larger the number N of samples is, the lower the variance
of the error, as can be seen above. Note that the standard adaptive attack step operates
exactly in this manner, assuming it uses My as the loss it minimizes (but the soundness
of the approach generalizes intuitively to any other loss with the same objective over the
classifier’s logits), proving our claim.

5.3.2 Precise DBP Gradients with DiffGrad

Building on our theoretical analysis, we examine why prior adaptive attacks [182, 250,
124, 162, 148] underperform and show how DiffGrad, provided by our DiffBreak toolkit,
resolves these limitations.

We reserve the terms forward/reverse pass (process) for DBP (see §5.2) and for-
ward/back propagation for gradient computations. Let x̂pt˚q :“ xpt˚q. Following §2.1.2,
the reverse process follows:

x̂pt` dtq “ x̂ptq ` dx̂ptq, dt ă 0, (5.1)
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and by chain rule the gradient of any function F of x̂pt` dtq w.r.t. x̂ptq is:

∇x̂ptqF “ ∇x̂ptqxx̂pt` dtq,∇x̂pt`dtqF y. (5.2)

Applying this recursively yields gradients w.r.t. x̂pt˚q, and via eq. (2.2), the input x. Yet,
standard automatic differentiation is impractical for DBP due to excessive memory overhead
from dependencies between all x̂ptq. Prior work resorts to approximations such as the
adjoint method [155], or checkpointing [40] to compute the exact gradients. However,
approximations yield suboptimal attack performance [148]. On the other hand, we identify
critical issues in existing checkpointing-based implementations that previously led to inflated
estimates of DBP ’s robustness (see Appendix C.2 for detailed analysis, DiffGrad’s pseudo-
code, and empirical evaluations of backpropagation issues):

1) High-Variance Gradients: Gradient-based attacks require estimating expected gradients
using N Monte Carlo (EOT) samples. When N is small, gradient variance is high, leading to
unreliable updates. Prior works used small N due to limitations in how EOT samples were
purified—one at a time via serial loops in standard attack benchmarks (e.g., AutoAttack [53]).
DiffGrad parallelizes EOT purifications. This integrates seamlessly with standard attacks.
Coupled with our termination upon success protocols—see §5.4.2, this enables us to use up
to 128 EOT samples (for CIFAR-10 ) with a speedup of up to 41ˆ upon early termination,
drastically reducing variance.

2) Time Consistency: torchsde2 is the de facto standard library for SDE solvers. Hence,
several prior checkpointing approaches likely use torchsde as their backend. Yet, torchsde
internally converts the integration interval into a PyTorch tensor, which causes a discrepancy
in the time steps on which the score model is invoked during both propagation phases due
to rounding issues if the checkpointing module is oblivious to this detail. DiffGrad ensures
time steps match in both phases.

3) Reproducing Stochasticity: Forward and backward propagation should reuse identical
randomness to preserve fidelity. In vanilla DBP, diffusion noise cancels in the gradient, so not
preserving stochastic components has no measurable effects. Yet, for guided schemes whose
computations depend on randomness (some current ones and potential future variants),
failing to reproduce the noise realizations can bias gradients and derail optimization. We
thus introduce a structured Noise Sampler NS that records all noise during the forward
pass and reuses it in backpropagation. We also enable deterministic CuDNN kernel selection
to avoid backend nondeterminism—see Appendix C.2.1 for details.

4) Guidance Gradients: Guided DBP [250] uses guidance metrics along the reverse pass.
This guidance is obtained by applying a guidance function gfn to (potentially) both the

2https://github.com/google-research/torchsde
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original input x and the reverse-diffused x̂ptq. As such, it creates paths from x to the
loss that basic checkpointing fails to consider. Furthermore, the guidance itself is often in
the form of a gradient, necessitating second-order differentiation during backpropagation,
which is, by default, disabled by differentiation engines. We extend DiffGrad to include
these “guidance” gradients. Critically, recent SOTA DBP defenses generate purified outputs
from pure noise, relying on x only via guidance (see §5.6). As such, the lack of support for
guidance gradients in all previous implementations leads to a false sense of security. To our
knowledge, DiffGrad is the first to account for this component.

5) Proper Use of The Surrogate Method [148]: Upon inspecting DiffHammer’s code, we
find their checkpointing implementation effectively applies Lee and Kim [148]’s surrogate
approximation to calculate the gradients, which already slightly degrades gradient quality
with no practical performance gains—see Appendix C.4. Yet, the real issue lies in DiffHam-
mer’s implementation of the surrogate, which diverges from [148], further corrupting the
gradients. We defer details to Appendix C.2.1.

5.3.3 On The Issues in DBP’s Evaluation Protocols.

DBP is typically deployed in a single-purification (SP) setting: an input x is purified once
via a stochastic reverse process and classified as c “ Mpx̂p0qq [182, 250]. This assumes
x̂p0q lies on the natural manifold, yielding a correct label with high probability—see §5.3.1.
Yet, prior studies [124, 182, 250] fail to assess this very property: they evaluate attacks by
purifying only the final adversarial iterate, testing just a single stochastic path, yielding
noisy, unrepresentative estimates.

DiffHammer [251] addressed this with worst-case robustness (Wor.Rob): the attack
succeeds if any of N purifications (evaluated at each attack step) leads to misclassification.
The metric is Wor.Rob :“ 1 ´ 1

S

řS
j“1 max

iPrrNss
Apjq

i , where Apjq

i “ 1 if the i-th purification of

sample j fails, and S is the dataset size. They justify this protocol by modeling resubmission
attacks (e.g., in login attempts), thereby limiting N to (typically) N “ 10 after which the
attacker will be blocked. However, attackers can retry inputs arbitrarily in stateless settings
like spam, CSAM, and phishing. Even in stateful systems, the defender has no control
over the stochastic path. Thus, SP evaluations require many purifications per input for
statistically meaningful conclusions.

Yet, any stochastic defense fails given enough queries [163]. Even if DBP nearly always
projects to the manifold, SP is only reliable if misclassification probability is negligible over
all paths—rare in practice (§5.4). Robust predictions must hence aggregate over multiple
purifications. We thus propose:
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Majority Vote (MV). Given input x, generate K purifications and predict by majority:
c “MV Kpxq :“ modetMpx̂p1qp0qq, . . . ,Mpx̂pKqp0qqu. Unlike certified smoothing [272], MV
requires no excessive sampling, yet offers a stable, variance-tolerant robustness estimate,
albeit without formal guarantees. We use the majority-robustness metric: MV.Rob :“ 1´
1
S

řS
j“1 1

“

MV Kpxjq ‰ yj
‰

, where yj is the ground-truth label. DiffHammer’s additional
Avg.Rob :“ 1´ 1

NS

řS
j“1

řN
i“1 A

pjq

i averages path-level failures across all samples, conflating
individual copy failures with sample robustness. A few fragile samples can dominate this
metric, making it unreliable for deployment.

5.4 Experiments

We reevaluate DBP, demonstrating its degraded performance when evaluation and back-
propagation issues are addressed, cementing our theoretical findings from §5.3.1.

Setup. We evaluate on CIFAR-10 [139] and ImageNet [62] similar to previous
work [251, 124, 182, 250]. We consider two foundational DBP defenses: The VP-SDE
DBP (DiffPure) [182] and the Guided -DDPM (see §5.3.2), GDMP [250]. We use the
DM s [63, 106, 230] studied in the original works, adopting the same purification settings—See
Appendix C.3. Following Nie et al. [182], we use WideResNet-28-10 and WideResNet-70-
16 [284] classifiers for CIFAR-10, and WideResNet-50-2 and DeiT-S [71] for ImageNet.
As in previous work [250, 182, 124, 251, 162, 148], we focus on the white-box setting
and use AutoAttack -ℓ8 (AA–ℓ8) [53] with ϵ8 “ 8{255 for CIFAR-10 and ϵ8 “ 4{255
for ImageNet . Existing works focus on norm-bounded (ℓ8 and ℓ2). For DBP, ℓ8 has
repeatedly proven superior [124, 148, 162], making it the focus of our evaluations. We report
clean accuracy (Cl-Acc)—without attacks— and robust accuracy (Rob-Acc)—the fraction of
correctly classified attack samples. We use 256 random test samples per dataset, consistent
with prior DBP work [251, 39]. Because DBP is a compute-intensive defense, we prioritize
breadth over scale—two datasets (CIFAR-10 , ImageNet), multiple classifiers and
DBP schemes, diverse attacks and baselines, and MV ablations—so readers see the same
qualitative conclusions across settings (see §5.4- §5.6; extended results in Appendix C.4-C.6).

5.4.1 Reassessing One-Shot DBP Robustness with Accurate
Gradients

As noted in §5.3, DBP ’s prior robustness stems from two factors: inaccurate gradients
and improper evaluation. As our work offers enhancements on both fronts, we first isolate
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the gradient issue by re-running prior experiments under the same (problematic) one-shot
attack evaluation protocol, but with accurate gradients—including a large EOT sample
count N—via our DiffGrad module, and compare the results to those from the literature.
Despite using only 10 optimization steps (vs. up to 100 in prior work), our method
significantly outperforms all gradient approximations and even recent full-gradient methods.
For DiffPure, we lower robust accuracy from 62.11% (reported by Liu et al. [162]) to 48.05%,
and for GDMP, from 24.53% (Surrogate [148]) to 19.53%. These results expose the issues in
existing gradient implementations and invalidate claimed gains from enhancement strategies
like DiffAttack. Full breakdowns and additional baselines are provided in Appendix C.4.

Evaluations Under Liu et al. [162]’s Protocol. Liu et al. [162], like DiffHam-
mer [251] and our own analysis, note that evaluating a single attack sample upon termina-
tion inflates robustness scores. To address this, they propose a refined 1-evaluation protocol,
which tests 20 purifications of the final AE and declares success if any fail. This offers
a stricter assessment than earlier one-shot methods, though still weaker than Wor.Rob
(see §5.3.3). Accordingly, Liu et al. [162] group their method with one-shot evaluations.
Repeating their setup using DiffGrad (20 attack iterations, N “ 10 EOT), we observe a
dramatic drop in robust accuracy: on WideResNet-28-10, we improve upon Liu et al. [162]’s
results by 25.39% and 30.42% for DiffPure and GDMP, respectively—bringing the Rob-Accs
down to 30.86% and 10.55%. These results confirm not only that the previous one-shot
attack evaluation strategy inflates robustness (as evident by the sustained degradation when
accounting for resubmission risk—see §5.3.3—compared to the results obtained in §5.4.1),
but also the superiority of DiffGrad’s gradients and expose DBP ’s realistic vulnerability.
Detailed results are in Appendix C.5.

5.4.2 DBP Under Realistic Protocols

Here, we continue to highlight the shortcomings of one-shot evaluation and the strength
of DiffGrad, while exposing the invalidity of previous attack enhancements over the
standard gradient-based method. To do so, we adopt a Wor.Rob protocol, similar to
DiffHammer—see §5.3.3 and include our majority-vote variant (MV.Rob). We also
reimplement DiffHammer and DiffAttack that propose such enhancements (i.e., advanced
adaptive attacks) using DiffGrad, and compare them to their original versions from [251]
and the standard AA-ℓ8 with corrected gradients. All evaluations use CIFAR-10 with
the WideResNet-70-16 classifier; We report ImageNet results later on. Full denotes
the standard AA attack that uses the full exact gradients (i.e., via checkpointing). We
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additionally include BPDA [20] as a naive adaptive baseline that entirely ignores DBP
during backpropagation by treating it as the identity function. Intuitively, adaptive attacks
that correctly differentiate through DBP should, at minimum, match or outperform BPDA.
Yet, as shown below, several robustness values previously reported in the literature are
comparable to or even weaker than this baseline, highlighting severe issues in their gradient
implementations.

Choice of batch size (N): We set N “ 10 copies for CIFAR-10 to match [251] (which
uses N “ 10 for both EOT and evaluation copies) and to balance robustness/gradient
accuracy with runtime and memory; these values reflect practical deployment and evaluation
constraints. For ImageNet , we choose N “ 8 for similar reasons. Ablations with larger N ,
latency measurements, and practical recommendations appear in Appendix C.6; complexity
details are in Appendix C.2.1 and Appendix C.2.3.

Pur. Gradient Method Wor.Rob %
Cl-Acc Rob-Acc

MV.Rob %
Cl-Acc Rob-Acc

DiffPure [182]

BPDA

89.06

32.81

91.02

72.27
DiffAttack (DiffHammer [251]) 33.79 NA
DiffAttack-DiffGrad 15.63 39.45
DiffHammer (DiffHammer [251]) 22.66 NA
DiffHammer-DiffGrad 10.16 38.28
Full (DiffHammer [251]) : 36.91 NA
Full-DiffGrad 17.19 39.45

GDMP [250]

BPDA

91.80

27.73

92.19

53.52
DiffAttack (DiffHammer [251]) 37.7 NA
DiffAttack-DiffGrad 3.91 14.45
DiffHammer (DiffHammer [251]) 27.54 NA
DiffHammer-DiffGrad 7.81 25.39
Full (DiffHammer [251]) : 31.05 NA
Full-DiffGrad 7.03 16.8

Table 5.1: AA-ℓ8 performance comparison on CIFAR-10 (ϵ8“8{255) under realistic
threat models. Metrics include Wor.Rob and MV.Rob under a 10-evaluation protocol. :
indicates strategy is PGD.

Results. Table 5.1 reports Wor.Rob and MV.Rob scores. The attacks run for 100
iterations, terminating upon success.

First, comparing the Wor.Rob values our Full-DiffGrad attains to the one-shot robust
accuracies reported in §5.4.1 further confirms the shortcomings of 1-evaluation protocols.
Although both settings assume a single purification before classification, Wor.Rob properly
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accounts for stochastic prediction variability and resubmission risk by evaluating multiple
independent purifications of the same adversarial example. The resulting robustness
degradation therefore demonstrates that one-shot evaluations substantially overestimate
DBP ’s practical security if designed to rely on a single purified sample for classification.

For all attacks—Full, DiffAttack, and DiffHammer—DiffGrad yields significantly
lower Wor.Rob compared to [251], confirming the gradient mismatches discussed in §5.3.2
(MV.Rob is unique to our work). Importantly, BPDA itself already attains substantially
lower Wor.Rob values than several previously reported results from [251], despite completely
ignoring DBP during differentiation. This establishes a critical sanity check: properly
adaptive attacks that accurately propagate gradients through DBP must outperform
such a naive approximation. Indeed, all DiffGrad-based attacks significantly surpass
BPDA under both Wor.Rob and MV.Rob, further validating the fidelity of our gradient
computations. Note that DiffAttack and DiffHammer introduce attack enhancements
but still perform backpropagation through DBP. By providing correct implementations of
the gradient computation for both and comparing the findings to those reported in [251],
we observe a significant improvement in their performance, driving Wor.Rob well below
BPDA. Moreover, as a baseline, Wang et al. [251] also provide results for the standard
adaptive attack (i.e., Full). Comparing their implementation with Full-DiffGrad further
highlights these implementation issues as as Wor.Rob drops by 24.02% against GDMP and
17.19% against DiffPure.

This establishes the need for our reliable DiffGrad as an essential tool for future progress
in the field, given the repeated problems that continue to surface in implementations of
the checkpointing method. With correct gradients (i.e., DiffGrad), all three attacks yield
Wor.Rob ă 20%; for GDMP, ă 10%, exposing the failure of the single-purification defense
and reinforcing that a more statistically resistant alternative (e.g., our MV.Rob) must be
used with DBP as it substantially improves robustness in comparison. For the same N, our
MV is strictly harder to bypass as it takes the majority label meaning success requires
misclassifying ą tN{2u of the N purified copies, whereas Wor.Rob counts a single error.
Thus, MV.Rob is an upper bound on Wor.Rob, which aligns with the empirical findings
attained with DiffGrad, showing significant robustness gains for all attacks. Violations to
this rule arise only when our MV.Rob results are compared to the Wor.Rob values reported
by DiffHammer [251] and reflect implementation differences in gradient computation.
As DiffGrad removes backpropagation mismatches that can reduce gradient fidelity and
inflate robustness (both Wor.Rob and MV.Rob), MV -versus-worst-case comparisons should
be made using a common, DiffGrad implementation of each attack.
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Standard vs. Advanced Adaptive Attacks. We have thus far discussed how DBP ’s
reported robustness has been overstated due to gradient inaccuracies in general. Now, we
turn our focus to comparing the standard adaptive attack to DiffAttack and DiffHammer,
which introduce DBP -specific attack augmentations (advanced adaptive attacks), to improve
success rates. These works unfortunately overlook our theoretical finding that accurate
gradients alone can reshape DBP ’s output distribution—rendering such enhancements
unnecessary. DiffHammer builds on the assumption that DBP ’s trajectories split into
“vulnerable” and “non-vulnerable” groups, with misleading gradients from the latter, but
our analysis (see Theorem 5.3.1) shows that correct differentiation allows the attack
to steer DBP ’s stochastic process toward adversarial outcomes, contradicting that fixed
partition. Likewise, DiffAttack’s per-step losses artificially strive to alter the output
distribution, ignoring the standard gradient-based attack’s inherent ability to do so, which
could lead to suboptimal optimization updates. Below, we show that both these methods
offer no advantages over the standard (full-gradient) adaptive attack and can, in fact, be
counter-productive.

Notably, minor Wor.Rob differences among attacks in this range where predictions are
highly noisy may reflect random variation, not real gains. Hence, we must focus on MV.Rob
when comparing the three. Under MV.Rob, DiffAttack-DiffGrad and Full-DiffGrad
are identical on DiffPure, and DiffHammer-DiffGrad leads to MV.Rob lower by a mere
1.17%, which amounts to only 3 samples out of 256 and is thus statistically insignificant.
On GDMP, DiffHammer-DiffGrad performs significantly worse than both others. Hence,
DiffHammer worsens performance in accordance with our theory. DiffAttack-DiffGrad
matches Full-DiffGrad on DiffPure; on GDMP, it shows a 2.35% edge, which despite the
questionable statistical significance given the test set size, could indicate an advantage. Yet,
our ImageNet comparisons below refute this hypothesis.

Models Pur. Gradient Method Wor.Rob %
Cl-Acc Rob-Acc

MV.Rob %
Cl-Acc Rob-Acc

WideResNet-50-2 DiffPure [182] Full-DiffGrad 74.22 12.11 77.02 29.69

DeiT-S DiffPure [182] DiffAttack-DiffGrad 73.63 25 77.34 42.21
Full-DiffGrad 21.09 32.81

GDMP [250] Full-DiffGrad 69.14 20.70 75.0 32.83

Table 5.2: AA-ℓ8 comparison on ImageNet (ϵ8“4{255).

ImageNet. We evaluate AA-ℓ8 on ImageNet using WideResNet-50-2 and DeiT-S
classifiers under ϵ8“4{255 (100 iterations), following standard practice. For DeiT-S, we
also reimplement DiffAttack via DiffGrad for comparison. We use 16 EOT samples (two
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batches of N “ 8) and 8 samples for prediction (Wor.Rob/MV.Rob). As with CIFAR-10 ,
robustness drops sharply (see Table 5.2): Wor.Rob ranges from just 12.11% to 21.09%,
while MV.Rob peaks at 32.83%. This confirms the vulnerability of single-purification and
the strength of standard gradient-based attacks. DiffAttack underperforms our standard
attack by 9.4% MV.Rob on DeiT-S, reinforcing its inferiority.

Summary. Overall, these findings reveal a nuanced picture of DBP. On the one hand,
proper attack evaluation protocols combined with correct gradients dramatically reduce its
previously reported robustness, confirming our theory from §5.3. On the other hand, MV
is a statistically sound protocol that substantially improves DBP ’s robustness relative to
the single-purification setting. Despite the standard adaptive attack considered thus far
remaining highly effective under MV and driving DBP ’s robustness well below the values
originally reported upon the defense’s inception even under less robust protocols [182, 250],
DBP still retains non-negligible partial robustness in this setting. This raises an important
question: does MV fundamentally recover DBP as a robust defense and indicate a promising
direction for future improvements, or does significant vulnerability remain even under this
stronger protocol? We investigate this next.

5.5 Defeating Increased Stochasticity

DBP ’s stochasticity boosts its robustness under MV (see §5.4.2). Typical adversarial
strategies incur high-frequency changes as they directly operate on pixels, altering each
significantly w.r.t. its neighbors. This leads to visual inconsistencies, limiting the distortion
budget. Such modifications are also easily masked by DBP ’s noise. Instead, systemic,
low-frequency (LF ) changes allow larger perturbations and resist randomness.

Our LF method is inspired by our recent attack—UnMarker [130] (see Chapter 4)—on
image watermarking that employs novel units termed Optimizable Filters (OFs). In signal
processing, a filter is a smoothing operation defined by a kernel KPRM N̂

` (with values that
sum to 1), with which the input is convolved. The output at each pixel is a weighted average
of all pixels in its M N̂ vicinity, depending on the weights assigned by K. Hence, filters
incur systemic changes. Yet, they apply the same operation universally, unable to produce
stealthy AE s, as the changes required to alter the label will be uniformly destructive.
OFs allow each pixel pi, jq to have its own kernel Ki,j to customize the filtering at each
point. K˚ is the set of all per-pixel Ki,js. The weights θK˚ are learned via feedback from a
perceptual metric (LPIPS ) [291], leading to an assignment that ensures similarity while
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maximizing the destruction at visually non-critical regions to optimize a specific objective.
Note that the LPIPS constraint replaces the traditional norm constraint. To guarantee
similarity, they also impose geometric constraints via color kernels σc, similar to guided
filters (see §4.5.2 for further details).

We subject x to a chain B
ś

OF
” OFK˚

1
,x,σc

1
˝ ¨ ¨ ¨̋ OFK˚

B
,x,σc

B
of OFs similar to UnMarker, replacing

the watermark removal objective in the filters’ weights’ learning process with the loss over
M. Each OF has a kernel set K˚

b (with wights θK˚
b

and shape Mb̂ Nb), and σc
b
. We optimize:

min
tθK˚

b
u,δ

«

ℓMG p
B
ś

OF
(x` δq, yq

`c ¨maxtLPIPSpx, B
ś

OF
(x` δqq ´ τp, 0u

ff

(5.3)

ℓMG denotes any loss as defined in §5.2. δ is a modifier that directly optimizes x, similar to
traditional attacks. AE s are generated by manipulating x via δ and propagating the result
through the filters. While direct modifications alone do not cause systemic changes, with
OF s, they are smoothed over neighbors of the receiving pixels. δ allows disruptions beyond
interpolations. Similar to UnMarker, we chain several OFs with different shapes to explore
various interpolation orientations. Optimization is iterative (code in Appendix C.7.2).
maxtLPIPSpx,

B
ś

OF
(x`δqq ´ τp, 0u enforces similarity: If the perceptual distance exceeds τp,

the LPIPS gradients lower it in the next iteration. Otherwise, it returns 0, minimizing
ℓMG unconditionally. This gives a solution within the τp constraint (violating outputs are
discarded), yielding optimal t pθK˚

b
u, pδ s.t. xadv“

B
ś

zOF
px`pδq, where

B
ś

zOF
are the filters with t pθK˚

b
u.

LF as a Standard Adaptive Attack. Note that LF constitutes a valid instantiation
of the standard adaptive attack presented in Definition 5.2.2. Specifically, it still merely
optimizes the classifier’s loss by propagating gradients through DBP while constraining
the perturbation magnitude to preserve similarity to the original sample. The definition
itself does not prescribe how the perturbations should be parameterized or optimized. This
optimization strategy is what LF specifies, similar to how traditional adversarial methods
such as PGD [141] and AutoAttack [53] define optimization procedures for generating
adversarial examples.

Consequently, despite explicitly accounting for DBP ’s stochasticity through low-frequency
perturbations, LF remains within the standard adaptive attack formulation. In contrast,
the prior advanced adaptive attacks discussed in §5.4 modify the attack structure itself
through additional heuristics, DBP -specific surrogate objectives, or altered formulations.
We therefore classify LF as an advanced optimization strategy rather than an advanced
structural modification of the adaptive attack formulation.

104



5.5.1 DBP Against Low-Frequency AEs

Our final question is: Can DBP be degraded further under MV ? Based on §5.5, this is
possible with LF, which we test in this section. For LF, we use VGG-LPIPS [291] as the
distance metric with τp“0.05, ensuring imperceptibility [98, 130]. Remaining parameters
are similar to UnMarker ’s (see Appendix C.7.1). We use 128 EOT samples for CIFAR-10
(same for label predictions since increasing the sample set size leads to enhanced robustness
of DBP—see Appendix C.6). For ImageNet , the numbers are identical to §5.4.2 (note
that the dimensionality of ImageNet makes larger sample sets prohibitive and our selected
set sizes reflect realistic deployments—the largest number of samples that can fit into a
modern GPU simultaneously).

Choice of Perceptual Constraint : We use LPIPS with LF because it is widely adopted, and
prior work [130, 98] provides known thresholds we can reuse for adversarial optimization.
For AE s, calibrated thresholds are essential; otherwise, an overly permissive constraint can
label visibly altered adversarial images as successful, which defeats the point and inflates
attack success (i.e., underestimates robustness). Both independently calibrating other
non-norm-bounded metrics (e.g., via user studies) and re-running robustness evaluations are
time-consuming and require additional resources. Thus, we limit our scope to LPIPS but
encourage future work to reproduce our experiments with alternative perceptual metrics
for which calibrated thresholds may exist or become available.

Pur. Dataset Models Cl-Acc % Rob-Acc %

DiffPure [182]
ImageNet

ResNet-50 72.54 0.00
WideResNet-50-2 77.02 0.00

DeiT-S 77.34 0.00

CIFAR-10 WideResNet-28-10 92.19 2.73
WideResNet-70-16 92.19 3.13

GDMP [250]
ImageNet

ResNet-50 73.05 0.39
WideResNet-50-2 71.88 0.00

DeiT-S 75.00 0.39

CIFAR-10 WideResNet-28-10 93.36 0.00
WideResNet-70-16 92.19 0.39

Table 5.3: Performance of LF attack under MV.
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Results. The LF results (using Full-DiffGrad for backpropagation) are in Table 5.3.
We also include a ResNet-50 classifier for ImageNet. Not only does LF defeat all classifiers
completely, leaving the strongest with Rob-Acc of 3.13%, but it also does so in the MV
setting, where previous attacks fail.

Concluding Remarks. Our findings highlight a limitation in current robustness evalua-
tions, which focus heavily on norm-bounded attacks while overlooking powerful alternatives
like low-frequency (LF ) perturbations. Though not norm-bounded, LF is perceptually
constrained—similar to StAdv [271], a longstanding benchmark against DBP [182]. LF ’s
imperceptibility is guaranteed due to using a perceptual threshold τp “ 0.05 that has
previously been proven to ensure stealthiness and quality [98, 130]. We include qualitative
results in Appendix C.8 confirming this. Finally, one may question if existing attacks like
StAdv can also defeat DBP under MV, rendering LF incremental. We address this in
Appendix C.8, showing StAdv fails to produce stealthy AE s in this setting. While other
techniques may also be adaptable to attacking certain DBP variants in the future, LF enjoys
a solid theoretical foundation such alternatives may lack, limiting their generalizability to
all DBP defenses.

Future Extensions. While we focus on vision models similar to earlier DBP work, both
Theorem 5.3.1 and DiffGrad are modality-agnostic: they depend only on the diffusion
dynamics and implementation, not structure. We thus expect the same vulnerabilities for,
e.g., speech or video purification. The arguments in support of our LF attack’s efficacy due to
its low-frequency nature also hold across various domains. Yet, the specific implementation
that relies on spectral filter networks would require domain-based adaptations to apply it
to different tasks (e.g., replacing 2D Fourier filters with their 1D counterparts for audio).
We therefore urge future work to extend our methods to other modalities.

5.6 Potential Countermeasures

Adversarial Training (AT). While AT remains a leading defense, it performs poorly
on unseen threats. As expected, it fails against our LF. On an adversarially trained
WideResNet-28-10 for CIFAR-10 (protected with DiffPure), LF reduces robust accuracy
to just 0.78%, confirming this limitation.
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SOTA DBP : MimicDiffusion. One might ask whether recent variants offer improved
robustness. Most build incrementally on the foundational defenses in §5.4, meaning our
results broadly generalize. One notable exception is MimicDiffusion [228], which generates
outputs entirely from noise, using the input only as guidance (see §5.3.2). Its goal is to
preserve semantic content for classification while eliminating adversarial perturbations, and
it reports SOTA robustness to adaptive attacks.

However, based on our theoretical analysis, we hypothesize this robustness is illusory—an
artifact of improper evaluation and broken gradient flow. Unlike GDMP, which involves
both direct and guidance paths from x to the loss, MimicDiffusion relies solely on guidance.
Since guidance gradients require second-order derivatives (disabled by default), the original
paper fails to compute meaningful gradients, severely overestimating robustness. We correct
this using DiffGrad, the first method to properly differentiate through guidance paths.
On CIFAR-10 , using AA-ℓ8 (we exclude LF for time limitations) with N “ 128 for both
EOT and evaluation, we find that the original Rob-Acc scores of 92.67% (WRN-28-10)
and 92.26% (WRN-70-16) collapse under proper evaluation: Wor.Rob drops to 2.73% and
4.3%, respectively. Even under stricter MV.Rob, MimicDiffusion performs worse than
the standard DBP defenses from §5.4, with accuracies of just 25.78% and 27.73%. This
confirms that MimicDiffusion’s robustness is not real, and collapses under proper gradients.

Outlook. Our findings highlight the need for more robust defenses. DBP remains
promising as it improves clean accuracy compared to prior purification methods. Yet,
Theorem 5.3.1 shows it is vulnerable to adaptive attacks when accurate gradients are
available. We believe future work should explore DBP variants that relax the assumptions
of Theorem 5.3.1. One possible direction is to modify the purification process at inference
so that the model follows private stochastic dynamics that are not directly exposed to
adversaries. Such approaches, if carefully designed to avoid gradient masking [20], could
reduce the transferability of attacker-optimized gradients and increase robustness.

Additionally, the classifiers could also be adversarially trained on LF perturbations to
improve robustness. Yet, the vast hyperparameter and architecture space of LF potentially
creates an effectively infinite threat surface, limiting the practicality of adversarial training.
We leave this to future investigation.

5.7 Conclusion

We scrutinized DBP ’s theoretical foundations, overturning its core assumptions. Our
analysis of prior findings revealed their reliance on inaccurate gradients, which we corrected
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to enable reliable evaluations, exposing degraded performance under standard adaptive
attacks. Finally, we evaluated DBP in a stricter setup, finding its increased stochasticity
leaves it partially immune to norm-bounded AE s. Yet, our novel low-frequency approach
defeats DBP in both settings. We find current DBP is not a viable response to AE s.
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Chapter 6

KEYSHIFT: Key-Induced Boundary
Shifts for Adversarial Robustness

The previous chapters applied assumption stress-testing to expose failures arising from unval-
idated assumptions. This chapter, motivated by the recurring collapse of empirical defenses
under adaptive evaluation, uses this perspective constructively to design a defense whose
robustness is grounded in explicit, attack-aware considerations. KEYSHIFT introduces a
key-conditioned paradigm that separates attacker-observable model behavior from a private
deployment-time decision process, so AE s crafted against the standard, observable behavior
fail to compromise security-critical inference, making successful exploitation contingent on
recovering hidden functionality. Prior defenses relying on hidden behavior were limited by
a fundamental challenge: information concealed in differentiable models is often extractable
via optimization. In contrast, KEYSHIFT treats adaptive robustness as a primary design
objective, constructing the private behavior to make its discovery an information-limited
search problem. Evaluations against diverse attacks show attacker-crafted AEs fail to
compromise deployment, substantially improving robustness where existing defenses break
down. We further extensively evaluate dedicated recovery attacks, demonstrating their
inefficacy and supporting the feasibility of this attack-aware design philosophy.

6.1 Motivation

Despite the known vulnerability of ML classifiers to adversarial examples (AEs), they
continue to be deployed in critical settings, such as autonomous driving [142], authenti-
cation [245], and access control [304], where failures have severe consequences. Achieving

109



robustness is an open challenge: Most prior defenses were shown vulnerable [243, 20, 29,
28, 30, 131], while the SOTA, adversarial training (AT) [167] remains sensitive to unseen
threats [143, 271].

We revisit robustness from the perspective of security-critical deployments, where
users submit inputs to a service provider (model owner) who performs sensitive tasks on
their behalf (e.g., granting access to protected resources)—see Definition 2.3.2. Here,
attack success is determined by whether it fools the system when invoked by the owner,
not when it bypasses a local replica under attacker-controlled settings.

The limitations of prior defenses suggest AE s may be inherent to high-dimensional
classifiers. Thus, entirely eliminating adversarial optimization risk may be infeasible.
Accordingly, we do not aim to mitigate AEs universally, adopting a deployment-centric
approach. We draw inspiration from cryptography, where algorithms are public, yet only
a key holder can access protected functionality. We instantiate this idea via KEYSHIFT,
which deploys a keyed preprocessor in front of the classifier. The preprocessor is conditioned
on an auxiliary input (key) and induces two distinct operations. Under attacker-observable
evaluation (i.e., with a wrong key), the system collapses to standard classifier behavior,
exposing a single public decision function. With the owner’s secret key, it transforms the
input, shifting the classifier’s decision boundaries and yielding a hidden deployment decision
function. AE s optimized under the public interface succeed against the observable system
yet fail to compromise deployment.

Hence, rather than hardening a single decision boundary, KEYSHIFT changes the ad-
versarial problem itself by separating attacker-observable from deployment spaces. Crucially,
we follow Kerckhoffs’ principle in a white-box setting: all system components are public—a
standard assumption in adversarial ML, where models are often shared or replicated from
public data [195]—while only a key is hidden. Robustness arises not from algorithm obscu-
rity, but from a mismatch between attacker-observable and owner geometry. The use of
limited secret information in white-box security has precedent in prior guidelines [34]. Yet,
analyses show hidden behavior in differentiable models is often extractable [29, 28]. The
difficulty is thus not in introducing a secret, but in preventing its leakage.

KEYSHIFT is designed around this principle, confining private behavior to a tiny region
of the key space. Outside of it, there is little to no signal toward the key, making its
extraction an information-limited needle-in-a-haystack search. This admits a geometric
(measure-theoretic) intuition wherein this region occupies vanishing measure, which we
empirically show limits its recovery—see §6.5.

Adversarial defenses are increasingly scrutinized since mechanisms that appear effective
often fail shortly after release due to incomplete adaptive evaluation, whose importance is
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reinforced by modern guidelines [34, 243, 20]. Thus, our design and evaluation adopt an
adaptive perspective from the outset, treating attacks as part of the defense, and shifting
the question from “can AE s exist?” to “can attackers reach the defender’s decision space?”.
Beyond common benchmarks on AE s, we explore advanced adaptive attacks designed
to extract private-mode behavior. Across several tasks, we find AE s succeed in public mode
but fail in deployment, while attempts to infer private behavior are unsuccessful.

Our contributions are summarized as follows:
• KEYSHIFT—a deployment-time defense via input-space hiding : The model owner

evaluates inputs under a private decision function accessible only with a secret key.
Attackers using the wrong key observe a distinct public behavior, causing AE s to target
the wrong boundaries.

• We propose a key-conditioned preprocessor architecture and training strategy that enforce
separation between public and private behaviors while making extracting the private
behavior (key) difficult. Our code will be made public.

• KEYSHIFT ’s robustness is comparable to SOTA adversarial training methods on ℓp
threats while significantly outperforming them on other attack families.

• We perform a comprehensive adaptive evaluation, showing that adversaries cannot recover
the hidden decision function. Our evaluation extends best-practice guidelines, setting a
strong standard for assessing defenses.

6.2 Preliminaries & Related Work

6.2.1 Threat Model & Overview

Adversarial Examples (AEs)

KEYSHIFT is a preprocessing defense deployed in front of the classifier. As such, the
attacker’s objective is to bypass the composed system. Essentially, the optimization problem
the attacker aims to solve follows the formalization given in Definition 5.2.1. Similar to
Chapter 5, we focus on untargeted attacks that cause misclassification regardless of the
resulting label.

Dual-Operation Modes in KEYSHIFT

For pretrained classifier M : X Ñ ∆K (where K “ |Y | and ∆ is the probability simplex—
see §2.1.1), the defended system is F px; zq :“MpP px,zqq where P : X ˆ Z Ñ X is a
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1) x1 Ð P px,z‹q

2) yπÐargmaxMpx1q

3) y Ð π´1pyπq
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Send query x

Receive label y
x

y

1) Choose any z ‰ z‹

2) Initialize xadv “ x

3) Optimize xadv

iteratively s.t.
MpP pxadv, zqq ‰ y

Capabilities. Attacker
knows architecture & weights
of P,M but not the secret
pz‹, πq—Kerckhoffs’ princi-
ple.

xadv

y

x
(Benign User) (Model Owner) (Whitebox Attacker)

Private-Mode Evalu-
ation pz‹, πq

Local Optimization

Figure 6.1: KEYSHIFT deployment. A pretrained classifier M is protected by a
keyed preprocessor P px, zq. For non-secret keys z‰z‹ (public mode), P px, zq«x and the
system behaves as the original classifier, predicting the ground-truth y. Under the secret
key z‹ (private mode, center), P px, z‹q generates a sample-dependent transformation
that causes M to predict πpyq, where π is a permutation defining a decision function
known only to the model owner. User inputs (left) are evaluated in private mode and
π is inverted to infer the label (users never see the permuted πpyq). Attackers (right)
who know the weights and architectures but not z‹ or π (Kerckhoffs’) may craft attacks
locally in public mode (i.e., by providing z‰z‹ during optimization), but absent z‹ they
attack mismatched boundaries, causing AE s to fail under private-mode evaluation—see
Fig. 6.2. Effective attacks thus require estimating the private behavior; under realistic
security-critical deployment constraints (e.g., rate limiting, hard-label access), black-box
strategies are ineffective, and KEYSHIFT is constructed to render extraction of the hidden
elements information-limited (see §6.5).

preprocessor conditioned on an auxiliary input z P Z (the key space).

To enforce two separate decision functions, our defense uses a label permutation π :
rrKss Ñ rrKss. The model owner holds a secret key z‹ and always evaluates F px; z‹q. P is
trained s.t., under z‹, the model’s predictions follow the permuted labeling F px; z‹q « πpyq,
whereas for any z ‰ z‹, the model behaves normally and predicts F px; zq « y. This
induces two distinct operation modes:

• Public mode (z ‰ z‹): standard classifier behavior.
• Private mode (z “ z‹): a distinct decision function induced by π (see §6.3.1).

Training P should satisfy: (i) AE s crafted in public mode do not transfer to private mode,
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and (ii) recovering private behavior is computationally infeasible—otherwise, attackers
would be able to optimize AE s directly against the private decision function’s boundaries,
which would cause misclassification by the model owner, nullifying the defense.

Framework: The framework is visualized in Fig. 6.1. We consider security-critical de-
ployments as stated in §6.1. As typical for such settings (e.g., authentication)—see
Definition 2.3.2—we assume the owner restricts access to the private-mode API via
operational controls (e.g., throttling and step-up verification under repeated or suspicious
attempts), bounding the number of effective queries available to an adversary. We further
assume the API returns hard labels rather than confidence scores (label probabilities).

Remark. Despite leveraging these operational constraints, unlike the attacker-centric
evaluation in Chapters 3 and 4, which reflects existing proprietary real-world systems
that assume attackers lack access to model internals, our evaluation follows Kerckhoffs’
principle: the attacker knows the architectures and weights of P and M but not pz‹, πq
(we justify this white-box access assumption in below). Thus, the operational constraints
above apply only to interaction with the owner’s private-mode API, while attackers may
run unconstrained local replicas in public mode.

Application Scenario

A typical application for KEYSHIFT is to protect a model owned by an organization (that
may or may not wish to use this model across several tasks). Naturally, KEYSHIFT also
extends to the now common Machine Learning as a Service (MLaaS ) [210] setting, where a
model owner offers high-quality models to client organizations that use them to evaluate
their users’ queries (potentially after finetuning them on client-specific data). Such models
may govern access to sensitive resources, making protection against adversarial manipulation
paramount. Specifically, when attackers understand a model’s decision boundaries, crafting
evasive adversarial examples often becomes straightforward [222]. KEYSHIFT strives to
withhold this information by embedding a private decision function known only to the owner,
for use in high-stakes settings (e.g., banking authentication or access control). That said,
this private-mode classification is confined to such security-critical deployments because
they permit the operational constraints that prevent the excessive interaction through which
attackers could otherwise recover the private behavior and nullify the defense—see §6.5.1.

Not all settings require adversarial robustness, however. For instance, the same object-
recognition model might serve both autonomous vehicles and shopping recommendations.
Exploitation is catastrophic in the former but inconsequential in the latter, where op-
erational constraints may also not be applicable; deploying the system universally
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in private mode would thus risk exposing the private behavior and endangering the high-
stakes tasks. At the same time, restricting the service only to security-critical deployments
would severely impact the model owner’s revenue or limit the ability to utilize the model
whose training could be costly and accuracy hard to replicate. KEYSHIFT therefore also
supports public-mode inference: it offers no adversarial robustness there, but such
settings are low-stakes—manipulation causes negligible harm—so robustness is
unnecessary. We show KEYSHIFT retains SOTA clean accuracy in this mode in §6.4.2.

Why Using a “Secret” Model for Security-Critical Deployments Is not a Reliable
Approach. One might ask whether simply hiding a model’s internals, perhaps combined
with the operational constraints KEYSHIFT already requires, would suffice to prevent
adversarial manipulation—rendering our design redundant. However, the primary lesson
of Chapters 3 and 4 is that relying on secrecy of the algorithm (the model) often yields a
false sense of security. This reinforces best-practice recommendations from prior work [34],
which also criticizes such an approach, stressing that a defense may rely on, at most, a small
amount of hidden information whose non-extractability is separately established. Indeed,
even under the same constraints we adopt (e.g., limited query budgets and hard labels
only returned by the owner—see Appendix D.3), prior work shows that model secrecy is
ineffective as the weights or decision boundaries can be approximated via surrogates [196].
Recent advances in confidential computing (CC ) [188] could enable encrypting weights
at rest and decrypting them within attested hardware during compute only. However,
they do not close this gap either: despite the rapid adoption of CC for user-data privacy
protection [8, 97], applying it to securing model weights can mitigate direct exposure only
but not approximation or reconstruction via such attacks that solely rely on input–output
observations.

Attackers’ Capabilities

Attackers aim to construct an AE xadv s.t. F pxadv; z
‹q ‰ πpyq (must succeed when

evaluated by the owner in private mode). We consider white-box attackers who: (i) know
architectures and weights, and (ii) can perform intensive search or optimization attacks over
inputs x or keys z. They do not know z‹ or π (but may try to recover them—see §6.5).

Crucially, the permutation π is our chosen mechanism for inducing the decision-boundary
separation we seek (i.e., a private decision function that public-mode AEs fail to compromise).
Label permutations are one such mechanism; alternatives inducing stronger separation are
possible and left to future work. As explained thus far, the other critical property is that
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inferring the private decision boundaries must be computationally infeasible for any entity
other than the owner. In the regimes we consider—from ten classes up to the thousands—π
carries substantial entropy and constitutes a genuine barrier to recovery, which our extraction
attacks accordingly target alongside z‹. One might nonetheless ask whether the design holds
for tasks with few labels (e.g., binary classification), where π’s secrecy contributes little.
To answer this question, we note that recovery does not reduce to guessing π: the attacker
must uncover the private decision procedure—how the system realizes this labeling regime
in private mode—which is governed by z‹ (see §6.5.2). Indeed, our Known-Permutation
Recovery Attack in §6.5.2 evaluates precisely the limiting case in which π is fully disclosed,
and shows that recovery still fails; low-label regimes, where π’s contribution is naturally
small, are thus subsumed by this stronger setting. Security therefore rests primarily on z‹.
Yet, since the infeasibility of private behavior recovery is established empirically rather than
proven, hiding π serves as an independent secondary obstacle—a defense-in-depth measure
whose contribution grows with the number of classes, further complicating the attacker’s
objective.

On Attacker’s Access. In §6.5.1, we demonstrate that existing black-box attacks, which
successfully leak the weights or decision boundaries of standard models (e.g., the surrogate-
based approximation [195]), are ineffective against KEYSHIFT under the operational
constraints we consider. As such, the reader may question why we still assume full white-
box access to the weights and architectures, constructing the vast majority of our evaluations
around this premise—see §6.4 and §6.5.2. That said, while this specific reconstruction
strategy fails, one cannot empirically bound the threat of weight or algorithm exposure, nor
how effective future black-box strategies may become at doing so. This is a direct analogy
to cryptographic design, where the security of a scheme is never predicated on secrecy of
the algorithm, but only on that of the key. Such robustness does not arise in a vacuum:
it reflects worst-case reasoning, anticipating that an adversary may find creative ways to
approximate hidden components—whether inferred from predictable cues, reconstructed
from observations, or replicated through a reasoning process that produced them in the
first place. In ML, access to training data and knowledge of a defense’s architecture (which
inevitably becomes public once a defense is widely adopted) only increase this risk. The key,
by contrast, is a random sample: it has no structure to infer or reconstruct and can only be
obtained by extraction. We therefore evaluate KEYSHIFT under a white-box threat model,
in which the attacker knows the weights and architecture; the only hidden parameters are
the key z‹ (and the permutation π), and security rests entirely on the attacker’s inability
to recover them or the private behavior they induce—exactly the property established
in §6.5.2, and precisely what distinguishes a sound keyed mechanism: public algorithm,

115



secret key, security preserved.

This choice is also what makes the evaluation principled. Granting the attacker full
knowledge of every component neutralizes them as variables. Absent this, one is left
evaluating incremental attacks that each reveal some unknown fraction of the algorithm,
never fully capturing what a future adversary might uncover. We instead stress-test the
one load-bearing assumption—non-extractability of the private behavior—directly and in
isolation, identify the channels through which the keyed mechanism specifically could leak,
and work to close them, independent of confounding factors—the assumption-stress-testing
methodology of this thesis applied to KEYSHIFT ’s own security. Finally, we stress that
this is an evaluation strategy, not a deployment prescription. Confidential computing and
access restriction remain orthogonal, complementary measures: encrypting or withholding
the weights in deployment raises the bar for attackers and is entirely compatible with
KEYSHIFT. Our guarantee is simply demonstrated without relying on such measures, so
that it holds even against the attackers who bypass them, or when they are not in use.

Trust Boundary. Like any secret-based mechanism, KEYSHIFT assumes a trusted
construction and training phase, since imprinting private behavior necessarily requires
access to the secrets. KEYSHIFT concerns outsider adversaries with no privileged access
to the owner’s infrastructure—attackers who, at most, reconstruct the weights through
the external means discussed above, never obtaining pz‹, πq directly. Insider threats and
direct infrastructure compromise (e.g., a corrupted employee or a breach exfiltrating the
key) are out of scope, as is standard. Such threats are moreover addressable by orthogonal
means—e.g., confidential computing and storing pz‹, πq on isolated hardware. Similarly,
side channels lie outside our scope exactly as they do for cryptographic primitives.

6.2.2 Related Work

In addition to the empirical defenses surveyed in §2.3.2, a smaller line of work explores
methods whose behavior depends on internal information. Such methods also align with
Kerckhoffs’ principle, where algorithms are public but security depends on limited hidden
parameters (analogous to cryptographic keys). Trapdoor [221] introduces honeypots to
attract AE s toward identifiable patterns, and AI-Guardian [302] employs backdoors to
induce distinct operation modes. While both show the feasibility of robustness via hidden
information, follow-ups [29, 28] revealed a common failure: the concealed mechanism
remained extractable. This reflects a tension in ML, where the continuity required for
training facilitates information recovery. At the same time, reliance on hidden information
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Public mode

BRpub

class y
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x

xadvδ

crosses public boundary

ñ misclassifies

Private mode

BRpriv

class y

class ‰ y

x

xadv

δ

does not approach Rpriv

ñ attack fails

Same perturbation δ, different induced geometry

Figure 6.2: Non-transfer via mode-dependent space. An adversarial perturbation δ is
crafted in public mode (left), moving x into the misclassification region Rpub and flipping
the label. Under the owner’s configuration (private mode, right), the induced representation
and decision region differ; the same input maps to a different point in feature space, and
the movement fails to cross the misclassification region Rpriv.

is viable only when non-extractability is justified [34]. These prior efforts failed since this
property was not explicitly enforced, motivating defenses that treat extraction resistance as
a design objective.

6.3 KEYSHIFT

We outline and justify the objectives guiding our approach in §6.3.1 and provide our design
choices made to satisfy them in §6.3.2.

6.3.1 Guiding Objectives

We aim to construct a keyed preprocessor P that can induce a private decision function.
To achieve this, P is designed to satisfy three structural objectives:

O1 (Private-Mode Separation). Under z‹, P px, z‹q “ x1 implements a transformation
s.t. the resulting decision function F p¨; z‹q “MpP p¨,z‹qq differs from the public F p¨; zq “
MpP p¨, zqq for z ‰ z‹. Specifically, we design P s.t.:
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F px; z‹
q “MpP px,z‹

qq « πpyq,

where π is a (hidden) permutation that enforces the unique hidden decision space.

Purpose: We wish to ensure that AE s crafted under attacker-controlled evaluation are
optimized against an incorrect decision function, so they do not cross the boundary in
private mode (see Fig. 6.2). For z ‰ z‹, the system exposes a public behavior (O2), raising
the question: How can the private function be made to rely on different features? One
method is to assign different labels to the same inputs (via π). This causes divergent feature
reliance, leading to dependence on largely non-overlapping sets, as confirmed empirically
in §6.4.

O2 (Non-Secret Collapse). We enforce a single non-secret behavior:

@x@z, z1
‰ z‹, P px,zq « P px, z1

q ‰ P px,z‹
q.

Purpose: P px, zq ‰ P px, z‹q follows from O1: public and private modes must differ
(achieved via distinct public-mode labeling detailed in §6.3.2). The critical choice is collapse
across non-secret keys. First, this yields a well-defined training objective for P independent
of z. More importantly, it removes signals toward the private space: attempting to discover
z‹ by searching for key-dependent output variations receives no guidance, since P is constant
over non-secrets (∇zF px; zq “ 0). It also prevents aliasing—alternative keys that activate
private behavior—see §6.3.2.

O3 (Preprocessor-Only Secret Activation). Private behavior is mediated exclusively
through P (the pretrained classifier M remains fixed). Purpose: Attackers cannot exploit
classifier biases to reveal private behavior—see §6.5.

Summary. O1–O3 reduce robustness to satisfying structural properties rather than resisting
specific attacks: AE s may succeed in attacker-controlled evaluation, but fail under the secret
key, while searches over the key space reveal little to no signals to bridge this gap—see §6.5.

6.3.2 System Design

Key-Space Geometry

We view hiding a decision function under z‹ as a geometric problem defined by the key space
Z. While, for convenience, we describe z‹ as a single point, any learned preprocessor P px, zq
must be continuous in z under standard smoothness assumptions. Thus, private behavior
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must occupy a region around z‹. We construct Z as a high-entropy space—an isotropic
Gaussian distribution Z “ N p0, σ2Idq, with large dimensionality d and scale σ, training
P to confine private behavior to a small neighborhood around z‹. Despite P ’s continuity,
measure concentration implies that this setup would make the active neighborhood of
vanishing measure, occupying negligible mass under the key distribution and eliminating
clues regarding it elsewhere to satisfy O2 (see Fig. 6.3)). Exploring Z randomly or via
optimization becomes unlikely to yield useful signals.

Z

Pub. mode
P px, zq

z‹

Priv. mode
P px, z‹q

attacker search

no signal

Pub. behavior
Priv. behavior
Key space

Figure 6.3: Key-space geometry. Non-
secrets collapse to a single behavior with
negligible sensitivity to z. z‹ activates an
isolated function. Searches over z receive
no signal outside the secret region.

Discussion. A natural concern is whether the
absence of key search signal reflects gradi-
ent masking—a known broken defense mech-
anism [20]. It arises when local gradients
(solutions) exist but are made unreachable
via non-differentiability, numerical instability,
or obfuscation. In contrast, our construction
suppresses signals by isolating the secret re-
gion in a high-entropy key space: Under ideal
behavioral collapse, the geometry lacks local
(reachable) solutions corresponding to viable
candidate keys, turning recovery into a global
needle-in-a-haystack search. For such prob-
lems, no known solvers perform substantially
better than brute-force exploration, which is
infeasible in spaces of the considered scale.
Yet, robustness does not require ideal collapse
but only that regions activating private be-
havior occur with extremely low relative density, which is the objective our implementation
below strives to achieve. Our evaluation in §6.5.2 tests this property, showing both gradient-
based and gradient-free searches fail.

Key-Conditioned Preprocessor Architecture

Given our choice to define the hidden space by a label permutation, P in private mode
behaves like a class-conditional, input-specific adversarial generator without context beyond
px, z‹q. Due to the difficulty of P ’s task, a trivial architecture is insufficient. Thus, we
instantiate P as a U-Net [212]. U-Nets provide an inductive bias for image-to-image trans-
formations via multi-scale processing and skip connections, enabling structure preservation
while supporting semantic edits.
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Implementation Unlike standard conditional generation, where conditioning signals
are low-dimensional (e.g., a class label or diffusion timestep), our key is high-dimensional
and the goal is not merely to bias generation in a global, spatially uniform manner, but
to enable P to implement two different behaviors depending strongly on the conditioning
input z. Thus, conditioning must preserve the influence of each coordinate of z. Residual
blocks are the natural target for implementing our logic since they dominate the U-Net’s
representational capacity. We augment each block with a key-conditioning operator we
term ConvolveCond (detailed in Appendix D.1) that jointly updates the feature tensor
and a propagated key state. The latter is projected to match the feature dimensionality,
resized to the current resolution, and concatenated with feature activations. The result is
processed via convolutional layers, and split into an updated feature tensor and key state.
The key state is propagated across depth, ensuring its influence remains distributed and
input-dependent across scales.

Entanglement. In many architectures, hidden behaviors can become associated with localized
internal structures such as specific neurons, gates, or computational pathways. When
such separable mechanisms exist (e.g., conditional gating or modulation pathways that
independently process the conditioning signal) attackers may activate the hidden behavior
by manipulating a low-dimensional control feature or targeting the neurons associated with
these pathways. A related phenomenon is well documented in backdoored models, where
backdoor triggers become internally associated with otherwise dormant neurons. Modern
architectural analysis attacks (e.g., BAN [276]) exploit this by attempting to activate these
neurons through targeted perturbations to infer the hidden behavior (see §6.5).

ConvolveCond aims to remove this controllable interface through explicit computa-
tional entanglement. The input (x) representation and key state co-evolve and are processed
by the same computational pathway throughout the network, never exposing the key state
as an independent signal. Manipulating the key state’s processing units simultaneously
affects the input computation, destabilizing predictions rather than revealing private be-
havior, as observed in our BAN experiments where attempting to elicit private behavior
via neural noise instead only corrupted the model’s outputs (see §6.5). These findings
suggest entanglement causes the preprocessor training phase (see below) to associate private
behavior with coordinated activation patterns distributed across layers. Reproducing it
would require steering the joint feature–key dynamics toward the trajectory induced by z‹,
which is unlikely to be achievable by activating isolated neurons or computational paths
and is difficult to identify within the high-entropy key space.
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Preprocessor Training

We train P to achieve O1-O3 operationally (see §6.3.1). Rather than generating outputs
directly, P predicts a bounded perturbation: P px, zq “ x` tanhpUpx, zqq ¨ ϵ, where U is
the U-Net backbone and ϵ is a perturbation budget. We found this stabilizes optimization
in multi-class settings: unconstrained generation leads to strong interference between class-
to-class mappings across batches, while perturbation-based updates remain localized around
the input and express class-specific effects via interaction with the pretrained classifier.

Private Objective. Under z‹, P is trained to trigger a label permutation based on
feedback from the pretrained classifier, inducing input-adaptive transformations:

Lpriv “ ℓpMpP px,z‹
qq, πpyqq .

Public Objective. Although the preprocessor accepts keys z P Rd, admissible keys are
determined by the training process. We design the system so that both public and private
keys are sampled from the same distribution Z “ N p0, σ2Idq during training. This prevents
statistical cues that could distinguish the secret key or bias key-recovery attacks (§6.5).
Because the mass of Z concentrates in a thin shell of radius σ

?
d, typical keys occupy a

narrow norm regime. Crucially, the key is entangled with feature computation (see §6.3.2):
it modulates intermediate representations jointly with the input rather than acting as an
external trigger. Meaningful conditioning therefore arises only when the key signal remains
balanced with feature activations learned during training. Keys with excessively large norm
dominate activations and destroy input-adaptive behavior, while keys of vanishing norm
fail to influence computation. Consequently, functional keys concentrate on an effective
manifold, even though P is formally defined over Rd. Accordingly, @z ‰ z‹ P Z, P is
trained to collapse to the identity:

Lpub “ }P px,zq ´ x}2

without classification supervision. This prevents P from encoding class-dependent structure
in public mode and enforces functional collapse across non-secret keys. As the pretrained
classifier is kept fixed, it continues to output the correct labels.

Adversarial Objective (optional). Because public and private modes share the same
architecture and weights, certain adversarial directions may transfer across modes. To
mitigate this effect we optionally include an adversarial regularization term Ladv that trains
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the preprocessor on AE s crafted against the base classifier to ensure they do not transfer
to private mode. This improves separation between modes when transferability is observed.
Full details are provided in Appendix D.1.

Robustness Objective. Our design isolates private behavior in a high-entropy key space
where search should receive no signal. Yet, this space is constructed through training:
public behavior is learned via Monte-Carlo sampling from Z, which cannot cover the entire
high-entropy space. As a result, off-distribution keys may exist, deviating slightly from
the sampled manifold and acting as functional aliases that activate private behavior. We
thus explicitly train against optimization-based key search. To identify and eliminate such
aliases efficiently, we search for candidates that may activate private behavior and explicitly
train the system to enforce public mode behavior for them. A natural strategy is to treat
key recovery as an optimization problem. We model this problem by jointly searching over
keys z and label-remapping matrices Π:

z1,Π1
“ argmin

z,Π
Epx,yq„DrℓpΠ ¨MpP px, zqq, yq ´ λ}P px, zq ´ x}2s ,

subject to ΠPr0, 1sKˆK and trpΠq “ 0. The matrix Π provides a differentiable relaxation of
the discrete permutation, while the trace constraint eliminates the trivial identity mapping.
The regularizer favors keys that activate private behavior since public mode satisfies
P px, zq«x. During training we simulate such searches. At each step we randomly sample
a non-secret key and run a short inner optimization over pz,Πq, then enforce public-mode
behavior for the resulting candidate (through the public training objective described above).

Curriculum Training. (Algorithm D.3 in Appendix D.1) Training proceeds in stages.
We first optimize Lpriv to establish the private transformation, then introduce Lpub to enforce
collapse outside the secret key. Once both behaviors are satisfied, we optionally add the
adversarial objective Ladv, followed by the robustness training against key-recovery/aliasing.
Stage progression occurs only after all objectives up to the current stage are met.

6.4 Evaluations on Common Benchmarks

Attackers may obtain white-box access to the defense, excluding z‹ and π. They can
hence optimize AE s in public mode (z ‰ z‹) by directly backpropagating gradients through
the composed pipeline, while the owner evaluates them in private mode (Fig. 6.1). In
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Chapter 5, approaches that simply extend common attacks by additionally differentiating
through the defense were referred to as standard adaptive attacks (see Definition 5.2.2),
as this constitutes the baseline methodology for evaluating preprocessing defenses, while
attacks crafted solely against the classifier and evaluated post hoc on the composed system
often lead to inflated robustness estimations [34]. There, this method was shown sufficient
to expose the vulnerabilities of DBP. In contrast, KEYSHIFT separates public and private
decision functions, with the explicit objective of making successful exploitation contingent
on recovering hidden information unavailable to the attacker.

Nonetheless, since targeting public mode is the strongest white-box attack possible
without knowledge of the hidden space (see §6.5) and is naturally realized through standard
gradient-based optimization, we compare KEYSHIFT ’s robustness under this protocol on
common benchmark adversarial attacks against baselines. If we can show that the private
behavior is non-extractable, which is precisely the objective of the advanced adaptive attack
evaluations reported in §6.5, then these results become meaningful as they bound the risk
posed by real-world adversaries [34]. Otherwise, attackers could optimize AE s directly
against the private decision boundaries, breaking the security premise.

6.4.1 Setup

Datasets. We evaluate on CIFAR-10 [139], CIFAR-100 [139], and YouTube-Faces [264].
CIFAR-10/100 are standard robustness benchmark datasets enabling direct comparison
with prior work [14, 257, 207], while YouTube-Faces contains 1,283 identities at 224ˆ 224
resolution, providing a more realistic large-scale setting and allowing us to evaluate the
scalability of our approach.

Architectures & Training. Our defense places a preprocessor P in front of a pretrained
classifier, making it classifier-agnostic. We hence use common classifier architectures:
a WRN-28-10 (RobustBench) [54] for CIFAR-10, a ResNet-101 for CIFAR-10 [136],
and a ResNet-50 (trained by us) for YouTube-Faces ; all classifiers are non-adversarially
trained, to isolate KEYSHIFT ’s robustness. P is a U-Net extended with ConvolveCond
(see §6.3.2). We train P using the curriculum from §6.3.2. We use σ “ 50.0 for KEYSHIFT ’s
key space to enforce high entropy (experiments with lower values are in §6.5). Further
details are in Appendix D.2.

Adversarial Attacks. We use AutoAttack (AA) [53] and PGD [141] as common bench-
marks with ϵ8 “ 8{255 and ϵ2 “ 0.5 for CIFAR, and ϵ8 “ 8{255 for YouTube-Faces.
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We also evaluate Perceptual PGD [143] and our Low-Frequency (LF ) attack [131] proposed
in §5.5, using default hyperparameters (Appendix D.2). These capture additional realistic
threat models and provide a stricter test of defense robustness. All attacks were conducted
on a set of 1, 024 samples from each dataset.

Baselines. We include three strong AT baselines (trained on ℓ8) [207, 14, 257] from
RobustBench [54], and the diffusion-based defense DiffPure [182]. Attacks are run manually
against the baselines. Due to the computational cost of DiffPure, we evaluate it only under
LF and AA-ℓ8 on CIFAR-10 , similar to Chapter 5.

6.4.2 Results

Clean Accuracy. For KEYSHIFT, we report results under public and private modes.
As stated throughout, robustness is provided only in private mode; public mode
collapses to backbone classifier performance, offering no robustness as attackers can access
its decision function (see Table 6.1). In private mode, robustness incurs some clean accuracy
degradation, consistent with AT trade-offs. Yet, unlike AT, which alters classifier weights,
KEYSHIFT offers flexibility: the system may be used in private mode for security-critical
deployments, or in public mode in low-risk environments, both to recover full clean accuracy,
and to prevent private-behavior leakage when the task does not allow for operational
constrains—see §6.2.1. We thus report public-mode accuracy as a complementary but
practical metric.

Note. Public-mode deployment can equivalently bypass P entirely and invoke the classifier
alone—yielding exactly the reported numbers (which we obtained by invoking P in public
mode followed by classification), since P contributes nothing there beyond negligible
inference overhead. The clean accuracy is thus not enhanced by training P . Yet, regardless
of whether P is involved or the classifier is directly called, both approaches qualify as
public-mode KEYSHIFT in the low-stakes deployments considered above since the classifier
retains its clean accuracy precisely because KEYSHIFT permits it by not changing its
weights (as opposed to AT ).

In private mode, P applies a sample-adaptive transformation that induces the predefined
key-conditioned label permutation. This increases complexity: P becomes active and must
realize a class-conditional, input-dependent mapping without context beyond the input,
effectively acting as a classifier. As expected, this reduces clean accuracy relative to public
mode—see Table 6.1. For reference, among the considered AT methods, Wang et al. [257]
and MeanSparse [14] achieve higher clean accuracies but rely on tens of millions of additional
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Dataset Method Clean AA-ℓ8 AA-ℓ2 PGD-ℓ8 LF PPGD

CIFAR-
10

Rebuffi et al. [207] 89.94 67.48 68.16 70.12 1.07 9.96
Wang et al. [257] 94.34 72.66 71.88 74.80 0.29 9.57
MeanSparse [14] 95.31 78.32 77.64 80.57 0.59 16.21
DiffPure [182] 92.19 39.45 N/A N/A 0.39 N/A
KEYSHIFT 86.04 (94.82) 65.23 (0.00) 77.83 (0.10) 73.83 (0.00) 68.75 (0.00) 71.39 (1.07)

CIFAR-
100

Rebuffi et al. [207] 63.96 36.43 41.70 39.10 1.37 12.79
Wang et al. [257] 74.90 43.65 46.88 48.24 0.29 10.16
MeanSparse [14] 74.90 45.51 50.20 50.00 0.39 14.45

KEYSHIFT 62.30 (90.43) 34.38 (0.00) 50.68 (0.39) 42.29 (0.00) 45.02 (0.00) 37.30 (0.00)

YT-Faces KEYSHIFT 93.16 (99.12) 57.81 (10.94) N/A 64.84 (12.79) 81.64 (2.15) 73.24 (0.59)

Table 6.1: Robust accuracy (%) across datasets. For KEYSHIFT, we report both private-
mode and (public-mode) results.

training samples, while Rebuffi et al. [207] provide a competitive baseline with little extra
data and comparable clean performance (63.96% vs. 62.30% on CIFAR-100 and 89.94%
vs. 86.04% on CIFAR-10 ). DBP (DiffPure [182]) achieves strong clean accuracy on
CIFAR-10 but it relies on intensive computations at inference time and pretrained diffusion
models, limiting its practicality. Moreover, as we show next, its robustness degrades under
correct gradient evaluation, undermining its clean accuracy when examined as a robust
defense.

The larger gap on CIFAR-100 is consistent with the known increased difficulty of
this dataset (e.g., Rebuffi et al. [207] in Table 6.1) due to its low resolution and limited
samples per class, whereas most high-robustness defenses on RobustBench [54] leverage
massive external data or heavy pretraining to improve (clean and robust) accuracy. We
include two such models [257, 14] despite these unfair advantages they enjoy since our focus
is robust accuracy: as shown later, their robustness degrades under various attacks, while
KEYSHIFT maintains robustness.

On YouTube-Faces (not considered by the baselines), KEYSHIFT achieves high
clean accuracy. While it involves far more classes than CIFAR-100 , it provides higher
resolution and significantly more samples per class, enabling clearer separation. YouTube-
Faces shows KEYSHIFT ’s scalability to high-dimensional inputs and large class counts,
and its applicability to real-world authentication tasks that motivate our security-focused
deployment model.
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Robust Accuracy. KEYSHIFT (private mode) exhibits strong robustness under ℓ8

attacks—the common threat model used to train the AT baselines [207, 257, 14]. Under
AA-ℓ8, it achieves 65.23% and 34.38% accuracy on CIFAR-10 and CIFAR-100—within
2–3% of Rebuffi et al. [207], the no-extra-data baseline, and remaining competitive with
large-scale AT models [14, 257]. DiffPure [182] attains substantially lower robustness under
AA-ℓ8, with KEYSHIFT exceeding it by 25.75%. Under PGD-ℓ8, KEYSHIFT attains
73.83% and 42.29%, outperforming Rebuffi et al. [207] on both datasets and trailing the
strongest AT models by less than 8%. This improvement is consistent with the adversarial
objective incorporated in training (see §6.3.2), which trains on samples generated with PGD.
Under AA-ℓ2, KEYSHIFT achieves SOTA robustness on CIFAR-10 and CIFAR-100,
slightly surpassing the strongest AT baseline [14] but improving upon Rebuffi et al. [207]
by nearly 9-10%. Crucially, under the low-frequency attack (LF), KEYSHIFT
achieves 68.75% and 45.02% on CIFAR-10 and CIFAR-100, while all baselines
collapse to near-zero (ď1.37%). A similar pattern emerges under the perceptual
attack (PPGD). On YouTube-Faces, KEYSHIFT similarly maintains strong robustness
across attacks (ě 57.81%).

Public-mode accuracy degrades across datasets, confirming attack convergence. Since
public and private modes induce different decision boundaries, public AE s transfer weakly
to private mode, consistent with the intended design. KEYSHIFT is fully differentiable,
rendering BPDA [20] unnecessary (gradient-based attacks collapse public-mode robustness).

These results indicate that separating private and public decision spaces yields robustness
across datasets and structurally distinct threat models, substantially outperforming prior
defenses on unseen attacks.

6.5 Evaluations against Advanced Adaptive Attacks

Following [34], we devote substantial experiments to advanced adaptive adversaries. For
any input, a successful private-mode AE may be one that is also effective in public mode
or depend on behavior unique to the private decision function. In both cases, public-mode
access lacks direct information about the private boundary and thus cannot systematically
craft AE s against it beyond the publicÑprivate transfer attacks considered in §6.4. This
motivates dedicated attacks that attempt to infer information about the private behavior.
In §6.5.1, we evaluate black-box attacks that may exploit (limited) access to the private-mode
(deployment) API for this purpose beyond the white-box access to the public mode defense
considered in §6.4. In contrast, §6.5.2 studies more sophisticated extraction attacks that
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directly attempt to recover hidden private behavior through optimization-based searches
and architectural analysis.

Advanced adaptive evaluations can be computationally intensive, particularly when
exploring multiple attack variants or large query budgets. Consequently, some experiments
focus on CIFAR-10 as a representative benchmark, while additional datasets are included
where necessary to verify that the observed behavior generalizes.

6.5.1 Black-box Attacks

Black-box attacks are typically weaker than white-box attacks since they lack direct access
to the defense’s parameters and gradients [34]. Thus, the term “adaptive attacks” is usually
reserved for stronger defense-aware strategies that exploit such access. KEYSHIFT, however,
creates a different setting due to its separation between public and private operation modes.
While attackers may obtain white-box access to the public-mode system, the feedback it
provides is inherently incomplete, as demonstrated in §6.4. Hence, it is possible that the
outputs returned by querying the deployed private-mode system through the owner’s API
may alone expose more useful information regarding the hidden process to enable more
powerful attacks. Thus, unlike traditional defenses that operate under a single decision
function, black-box interaction in KEYSHIFT could provide access to a stronger oracle
than the attacker-accessible white-box interface despite the lack of gradients.

We evaluate two common black-box paradigms: query-based attacks, which craft an
AE for a given input by only monitoring how the target system’s outputs change during
the iterative optimization process to identify useful directions to update the sample, and
surrogate-based attacks, which query the target system on a set of inputs and use the
assigned labels to train substitute models that approximate its functionality. Afterward,
the adversary utilizes their white-box access to these surrogates to generate AE s that often
also compromise the target [196]. However, our threat model assumes practical restrictions
typical for security-critical deployments (e.g., banking) where interaction with the private-
mode API is operationally constrained (see §6.2.1). In particular, queries are rate-limited
and only hard labels are returned. Consequently, black-box attacks must operate within
these limitations.

Setup. Although hard-label query-based attacks typically require hundreds to thousands
of queries, exceeding realistic limitations, one may argue that more efficient hard-label
methods could exist. Thus, to conservatively assess their risk, we evaluate the Square
attack [18], an alternative query-based method that instead requires output probabilities
(confidence scores) beyond the hard labels allowed under our threat model. Such attacks
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are generally more query-efficient, and Square is among the strongest such attacks under
limited budgets, making it a suitable proxy. By doing so, we explicitly relax the threat
model, yielding a stronger attack interface to err on the conservative side. We also evaluate
surrogate-based transfer attacks using JBDA [196] as a representative.

Results. Under realistic budgets (e.g., 20 queries), KEYSHIFT maintains high private-
mode accuracy (73.63% on CIFAR-10, 40.92% on CIFAR-100 ) against Square. While
increasing the query budget indefinitely continues to degrade robustness, attacks utilizing
such large budgets do not constitute successful exploitations as they violate the threat model.
JBDA also fails to compromise private-mode robustness. Full details are in Appendix D.3.

6.5.2 Extraction Attacks

We now evaluate stronger adaptive attacks that explicitly attempt to recover the private
behavior. In KEYSHIFT, private behavior corresponds to the process in which the pre-
processor induces the label permutation π. Thus, for an attacker who does not know the
key, extraction amounts to identifying a mechanism that nevertheless causes the defended
system to realize this hidden process. Successful extraction would allow attackers to locally
“simulate” the private-mode classification logic and craft AE s directly against its decision
boundaries. Since the deployed system employs the same hidden process, such AE s would
naturally compromise it as well, violating the core security premise of KEYSHIFT.

Key Recovery Attacks

A natural extraction approach is to optimize a candidate key z to activate private behavior
and a label remapping Π to align private-mode outputs with ground-truth labels (see §6.3.2).

Attack Formulation. The attacker optimizes the objective introduced in §6.3.2:

z1,Π1
“ argmin

z,Π
Epx,yq„DrℓpΠ ¨MpP px,zqq, yq ´ λ}P px, zq ´ x}2s , (6.1)

subject to ΠPr0, 1sKˆK and trpΠq “ 0.

The matrix Π provides a continuous relaxation of the permutation that aligns predictions
with ground-truth labels, with the trace constraint preventing collapse to the trivial identity.
The regularization term encourages candidate keys that activate private-mode behavior
rather than public-mode identity mappings. A successful recovery must therefore
produce a functional alias: pz1,Π1q (ideally z1 “ z‹) for which Π1MpP px, z1qq
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achieves high classification accuracy on labeled data. Since the identity mapping is
excluded, successful optimization can only occur by converging toward keys that activate
the private behavior itself. In particular, the preprocessor is explicitly trained to implement
the hidden permutation π under valid private-mode keys, making this behavior the only
non-trivial high-accuracy solution encoded in the system. Consequently, if optimization
were capable of recovering a functional pair pz1,Π1q that maximizes accuracy, it would
necessarily find keys that induce predictions consistent with π, with Π1 simultaneously
aligning the resulting outputs back to the ground-truth labels.

While the adversary’s goal is fixed—identifying a key that activates private behavior—the
primary modeling choice concerns the parameterization of the permutation π. We represent
π as a continuous matrix Π updated via gradient descent with projection, as it yields
stable optimization; alternative relaxations (Sinkhorn-style) led to gradient attenuation and
did not converge when tested against previous backdoor-based defenses (i.e., AI-Guardian
considered below), whereas this formulation does. This motivates our focus on this attack
as the strongest high-impact strategy we identified.

Experimental Setup. We first conduct a large-scale study on CIFAR-10, followed
by additional results on the other datasets below. The attack assumes a strong white-
box adversary with access to the architecture, parameters, and a dataset on which the
KEYSHIFT -defended classifier performs well in private mode, allowing the attack objectives
from eq. (6.1) to be optimized. Thus, to evaluate the strongest adversary, we use the
preprocessor’s (and classifier’s) training set (results are reported on the held-out test set
after optimization terminates). To rule out insufficient budgets, each recovery attempt
runs for 50 epochs (each processing the full training set). Although optimization typically
stagnates early, the full duration is allowed. We use batch size 256 and compute expected
gradients over the batch when updating both the key candidate and permutation matrix
(when applicable, as not all attacks optimize this matrix—see below). The key (and
permutation) candidates are independently initialized randomly in each experiment and
the dataset is shuffled randomly as well.

We sweep optimization strategies using AdamW with learning rates from 10´3 to 102

(larger values lead to numerical instability, while smaller ones cause the attack to stagnate)
and instantiating ℓ in eq. (6.1) as both the cross-entropy and margin losses. We consider
two recovery formulations: (i) a joint recovery attack optimizing a candidate key z1

and permutation matrix Π1, and (ii) a key-only attack optimizing z1 to maximize the
classification loss w.r.t. the ground-truth labels when samples are propagated through the
preprocessor under this key—since all non-secret keys activate public behavior, this loss
should remain small; thus keys that inflate the loss may correspond to aliases of the secret
key. For all combinations of these strategies we run experiments both with and without
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the regularization term in eq. (6.1). Additionally, we repeat the joint recovery attack
(formulation (i) with the regularization term) using SGD while sweeping six logarithmically
spaced learning rates between 10´3 and 102. To rule out gradient masking, we also perform
gradient-free optimization using SPSA [232], estimating gradients from 256 stochastic
perturbations per step and updating the key candidate with AdamW (six experiments with
learning rates from 10´3 to 102). For SPSA, we use δ “ 0.01; larger or smaller values were
verified not to improve performance in control trials. Whenever the permutation matrix is
optimized, it is updated using Adam with learning rate 0.05 (varying this rate provided no
advantage).

Note that this attack is strictly stronger than the one used during robustness training
(see §6.3.2), where candidate keys are searched using only 100 AdamW optimization
steps with random learning rates between 0.1 and 102 sampled at each training step to
encourage complete key isolation. In contrast, the evaluation here explores substantially
larger optimization budgets and a broader set of loss objectives, optimizers, and recovery
strategies, including gradient-free methods. Robustness therefore stems from isolation of
the private key region (§6.3.2), rather than overfitting to a specific attack.

Known-Permutation Recovery Attack: As discussed earlier, the main modeling choice in
the extraction attack concerns how to represent the permutation π. When π is known, the
attacker’s objective simplifies to finding a key candidate z1 s.t. MpP px, z1qq achieves high
accuracy under labels permuted by π. This reduces the problem to a standard optimization-
based search over the key space. To rule out the possibility that the failure of the previous
attack stems from an imperfect representation of π, we evaluate a strictly stronger variant
in which π is known. This removes the permutation-search component and thus provides
an upper bound on recovery performance. Recall that KEYSHIFT achieves robustness by
isolating the secret region. Consequently, revealing π should not expose useful optimization
signal for recovering a valid key alias. This experiment verifies that property. As before, we
optimize the key candidate using AdamW with learning rates from 10´3 to 102. We run
six experiments across this range, each for 10 epochs over the entire dataset. In practice,
optimization stagnates early and fails to make progress.

Results. Across all optimizer, loss, and regularization combinations, the recovered keys
yield private-mode accuracies between 0.45% and 0.63% on CIFAR-10 , far below the 10%
chance level. At the same time, public-mode accuracy remains above 94%, indicating that
optimization consistently leaves the preprocessor in its public identity regime rather than
activating private behavior. When permutation matrices are optimized jointly with the key,
the inferred mappings argmaxΠ1 exhibit negligible agreement with the true permutation π.
These results hold even when the permutation is known and when gradients are replaced by
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SPSA-based estimates, demonstrating that the recovery objective provides no exploitable
signal for discovering keys that activate private behavior.

Additional Validation. We perform two additional validations to verify that the recovery
procedure is effective whenever exploitable signal exists and to contrast the behavior of
KEYSHIFT with prior defenses:

Low-Entropy KEYSHIFT Baseline: To further validate the importance of the high-
entropy key space emphasized throughout this chapter, we train a baseline
KEYSHIFT preprocessor on CIFAR-10 using a low-entropy key distribution (σ “ 1.0)
while keeping the same backbone classifier used in our main experiments. Training converges
normally, including the robustness stage in which key-recovery attacks are executed for
100 optimization steps. However, during evaluation with larger optimization budgets, the
key is consistently recovered (e.g., under formulation (i) using AdamW with learning rate
0.01 running for several epochs on the entire training dataset). This occurs despite the
model being trained to resist similar attacks, indicating that robustness training alone is
insufficient when the key space has low entropy. As optimization step budgets increase,
attacks can explore larger regions of the key space and eventually recover functional aliases
of the secret key. Once the key and permutation are recovered, AE s crafted under the
recovered configuration successfully defeat the protected classifier.

Attack on AI-Guardian: Like KEYSHIFT, AI-Guardian [302] deploys a hidden decision
mode in which classifier outputs are permuted to conceal the true decision boundaries.
However, unlike KEYSHIFT, it does not construct a high-entropy key space in which this
behavior can be hidden. Instead, private-mode evaluation relies on a backdoor trigger:
when an input x is augmented with a trigger defined by mask m and pattern p, the
classifier—trained on both clean and backdoored inputs—maps samples from each source
class to a target class defined by a hidden permutation.

Our recovery attack can be adapted to this setting by replacing the key candidate
in eq. (6.1) with learnable backdoor parameters pm,pq. The attacker jointly optimizes a
permutation matrix Π and trigger parameters pm,pq so that predictions on triggered inputs
become consistent with Π across all classes. Unlike the previously reported break of AI-
Guardian [29], which requires confidence score access from the private-mode deployment, this
attack operates entirely offline and requires no interaction with the deployment environment,
which may not be feasible (e.g., under the security-critical deployment constraints we assume,
scores are not returned).

Applying this formulation to a CIFAR-10 classifier trained with AI-Guardian, the
attack reliably recovers the hidden permutation and a near-perfect trigger pattern. Using
the recovered trigger and permutation, we generate AE s with PGD against the triggered
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classifier and evaluate them under the true deployment configuration. This reduces the
classifier accuracy from 85.94% on clean inputs to 19.43%, demonstrating that the recovery
attack is highly effective when exploitable signal is present. This behavior is consistent with
the low-entropy private space induced by such backdoor-based constructions—similar to
our σ“1 baseline, where even robustness training fails to prevent recovery under increased
optimization steps.

These results confirm the potency of our attack and that high-entropy key spaces are
essential for preventing recovery.

CIFAR-100 & YouTube-Faces. We also evaluate recovery on the YouTube-Faces
defended system using AdamW with learning rates between 10´3 and 102 under the original
objective (i). Across configurations, the recovered key candidates fail to activate the private
decision mode. Private-mode accuracy is near chance (0.0%–0.21%) with permutation
recovery accuracy ď 0.39%.

We observe the same behavior on CIFAR-100 under the same attack protocol (AdamW
with the permutation-learning objective and regularization) and learning rates. Recovered
key candidates cannot induce private-mode behavior, with accuracy remaining at chance
level. Permutation recovery accuracy is likewise negligible. For this dataset, we also consider
the SPSA gradient-free variant with the same objective and observe similar results.

Summary. Across extensive evaluations, key-recovery attacks fail to discover parameters
that activate private-mode behavior in KEYSHIFT. This holds for multiple optimizers,
losses, optimization budgets, gradient-free variants, and even under a stronger oracle attack
where the permutation is known. In contrast, the same framework successfully breaks prior
defenses and low-entropy baselines, confirming that the attack itself is effective whenever
exploitable signal exists. These results demonstrate that robustness arises from isolating
the private key region rather than from overfitting to specific attack instances.

Dormant-Neuron Analysis

KEYSHIFT bears a conceptual resemblance to backdoor attacks, where model training is
poisoned so that special triggers injected into the inputs activate an alternative behavior.
In our case, the auxiliary key z causes the preprocessor to operate in private mode. Unlike
classical backdoors, however, our keys are drawn from a high-entropy space and our
architecture deliberately entangles the key and input paths to discourage private behavior
from being localized to small neuron subsets—see §6.3.2. We evaluate whether such hidden
behavior could nevertheless be exposed using backdoor analysis techniques.
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Noise
Budget Accpub Accpriv

0.03 0.9439 0.0047
0.06 0.9441 0.0046

0.066 0.9442 0.0050
0.067 0.1021 0.1006
0.068 0.0977 0.1035

0.3 0.0991 0.0991
3.0 0.1034 0.1018

30.0 0.1006 0.1035

Table 6.2: BAN’s performance. Accpub is
classification accuracy under public labeling
(ground-truth), while Accpriv is the accuracy
under π. Successful recovery would decrease
Accpub while increasing Accpriv.

Setup. We test this using BAN [276], a
SOTA method that perturbs internal neu-
rons to maximize loss on benign inputs. In
backdoored models, small but structured
neuron perturbations were shown to acti-
vate specialized dormant neurons associated
with the backdoor, thereby misclassifying
benign inputs according to the backdoor
mapping [276]. We mount BAN under pub-
lic mode (analogous to “benign” inputs in
backdoored models) by fixing a random non-
secret z ‰ z‹, maximizing classification loss
on the dataset w.r.t. the ground-truth labels
via noise introduced to the preprocessor’s
weights. We evaluate on CIFAR-10, varying the noise budget from 0.3 (BAN default) to
30.0.

Results. Table 6.2 reports the evaluation results under various neural noise budgets. We
report two metrics: Accpub, measuring classification accuracy w.r.t. the ground-truth labels
(initially high since the model is run in public mode), and Accpriv, measuring agreement
with the hidden label permutation. If BAN’s optimized noise successfully exposed private
behavior, Accpub would decrease while Accpriv would increase.

We first replicate the BAN noise regime used in the original work [276], sweeping
perturbation budgets from 0.3 to 30. For large budgets (ě 3.0), Accpub is already low at
the beginning of the optimization, indicating that such noise levels immediately corrupt the
model’s weights and render the network dysfunctional. At smaller budgets (e.g., the default
ϵ “ 0.3 used in [276] or below), Accpub initially remains near 100%, but rapidly collapses to
near-random predictions as the optimization progresses—see Table 6.2. In all cases, Accpriv

accuracy remains near chance (« 10%), indicating that the optimized perturbations do not
reveal the hidden mapping but instead destabilize the network’s computation.

To determine whether smaller perturbations might activate private behavior without
corrupting the model, we perform a binary search to identify the smallest noise magnitude
that affects predictions. Accpub remains near 100% at ϵ “ 0.03, while a sharp transition
occurs around ϵ « 0.067, where predictions collapse to near-random outputs. The three
central rows in Table 6.2 (0.066, 0.067, 0.068) zoom into this transition region. Even at
the breaking point (0.067), Accpriv remains near chance, confirming that even carefully
calibrated neuron perturbations fail to activate private behavior.
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Summary. BAN fails to reveal private behavior. This supports the efficacy of the
entanglement enforced by ConvolveCond (see §6.3.2), which mixes the input x and
conditioning z across layers, limiting the separation between benign and backdoor neurons
assumed by backdoor analysis methods. Private behavior therefore becomes more rooted in
coordinated activation patterns distributed throughout the network rather than a small set
of dormant units.

Universal Adversarial Perturbations (UAPs)

We finally evaluate a permutation recovery attack based on UAPs originally proposed
by Carlini et al. [29] in their analysis of AI-Guardian [302]. The attack exploits the
observation that traditional hidden-behavior defenses (e.g., backdoor-based ones) effectively
cause the classifier to associate each input with two labels—the ground-truth label and
the hidden mapping. Consequently, when optimizing a universal perturbation δ to induce
misclassification for all samples belonging to a given source class, gradient descent tends to
move toward the hidden mapping due to this pre-existing bias, allowing the attacker to
infer the concealed permutation from the easiest class translations under small universal
input perturbations (larger perturbations would overwrite the inputs entirely, causing them
to be classified as any target class).

In KEYSHIFT, however, the classifier itself contains no hidden behavior: the permutation
is implemented entirely within the key-conditioned preprocessor while the classifier remains
fixed. Because the key space has high entropy, randomly sampled keys used to invoke the
system in public mode remain far from the secret key, causing the preprocessor to collapse
to the identity transformation. Thus, UAP optimization, which applies small perturbations
to the inputs x without access to the secret key, receives gradients associated only with
public-mode behavior and therefore observes no direct signal about the hidden permutation,
as it fails to alter the preprocessor’s behavior (which depends on the distant secret key).
In other words, the entropy of the key space isolates exploitable private-mode biases. To
validate this claim, we run this attack against KEYSHIFT.

Note. While knowledge of the hidden label permutation alone does not directly imply that
attackers would be able to recover the private behavior, as demonstrated in our recovery
attack experiments above, constructing UAPs that successfully reveal the permutation
could still compromise the hidden decision process. In particular, optimizing these UAPs
implicitly searches for input-space directions correlated with private-mode activation, which
is governed by the secret key. Thus, if such perturbations existed reliably, they could
potentially expose structural cues that enable more advanced (key) extraction strategies
than those considered thus far in this section. Therefore, the goal of this experiment is not
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merely to evaluate permutation recovery itself, but to determine whether optimization can
identify exploitable signals associated with the private mode.

Experimental Setup. Following Carlini et al. [29], we use an SGD optimizer and restrict
the optimization budget (learning rate and number of steps) to prevent the perturbation
from fully rewriting the inputs. Specifically, we optimize each UAP with a learning rate
of 0.01, varying the number of steps from 20 to 100 on CIFAR-10 ’s test-set samples.
We run the attack against the KEYSHIFT -protected classifier (in public mode), iterating
over all source–target class pairs and attempting to find UAPs that change the classifier’s
prediction on these samples from the source to the target. Similar to [29], after each UAP
optimization we take the majority label over a batch of samples (64 samples in our case) to
determine the predicted class under the crafted perturbation.

Results. Table 6.3 summarizes permutation recovery across optimization budgets. For each
target label we optimize a universal perturbation and measure whether the corresponding
source class under the hidden permutation can be uniquely identified. A recovery is counted
as successful only if the perturbation maps the correct source class’s majority samples to
its target under the hidden permutation while no other class exhibits the same translation.
The first column reports the optimization budget. The second column reports how often the
perturbation correctly maps the true source class to the target label, regardless of whether
the mapping is unique. The third column reports the average number of additional classes
whose samples are also mapped to the same target label. The final column reports the
number of successful recoveries (unique source identification) across the ten target labels.

Steps
True Sources

Identified
Avg. Other

Sources Mapped
Successful
Recoveries

20 0/10 0.5 0/10
30 1/10 1.1 1/10
40 2/10 2.7 0/10
50 4/10 4.5 0/10
100 10/10 7.4 0/10

Table 6.3: Permutation recovery using universal adver-
sarial perturbations (UAPs). A recovery is successful
only if the true source class uniquely maps to the target.
Across all step budgets the attack never recovers the
hidden permutation.

For small optimization budgets
the perturbations rarely induce
consistent class translations. As
the optimization budget increases,
the true source class is increasingly
mapped to the target; however, the
perturbations simultaneously map
many other classes to the same la-
bel. This prevents unique source
identification and thus prevents
permutation recovery. Across all
optimization budgets the attack
therefore fails to recover the hidden
permutation. The only exception
occurs at the 30-step budget, where a single source is successfully recovered; however,
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this case does not generalize to other targets and disappears as the optimization budget
increases, indicating an incidental alignment rather than a systematic recovery signal.

Summary. These results show that UAP -based permutation recovery fails against
KEYSHIFT. This behavior is consistent with our design, where hidden behavior is not
embedded in the classifier itself but mediated through the high-entropy key-conditioned
preprocessor, leaving no persistent bias that UAP optimization can exploit.

Concluding Remarks

The results in this section indicate that KEYSHIFT complicates private behavior extraction
or approximation, resisting search-based, architectural, and realistic black-box attacks,
and preserving adversarial robustness as long as the key remains undisclosed, marking a
promising direction for future defenses based on this attack-aware paradigm.

6.6 Discussion & Limitations

Performance and Scalability. KEYSHIFT introduces minimal inference overhead.
However, training the preprocessor can be computationally demanding. For example,
YouTube-Faces required roughly one week on a single A100 GPU (see Appendix D.4 for
complexity details). While datasets such as ImageNet are left to future work due to time
constraints, YouTube-Faces exhibits comparable dimensions and number of classes, and
its training size is substantial. Moreover, face-recognition datasets are better aligned with
the security-critical deployments we target (e.g., authentication). ImageNet also contains
more training samples and higher task complexity, which would likely require additional
compute. Yet, in practice, organizations deploying KEYSHIFT can parallelize training
across advanced hardware, making it highly feasible. For instance, recent accelerators such
as NVIDIA Blackwell systems can offer substantial speedups over A100-class GPUs on
large-scale training workloads.

Future Directions. This work serves as a proof of concept. Accuracy could be improved
using stronger backbone classifiers, enhanced training regimes, or data augmentation,
similar to advances made in AT over the years. Furthermore, combining KEYSHIFT with
adversarially trained classifiers could reduce transferability of public-mode AE s, providing
an additional layer of protection. We emphasize, however, an honest limitation: in its
current form, KEYSHIFT ’s attained accuracies—in private mode, even absent attacks—do
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not yet qualify it to reliably serve the highest-stakes deployments it ultimately targets.
We do not claim otherwise. What it does establish is a substantial advance over the state
of the art, which frequently collapses entirely under various attack families and adaptive
adversaries, whereas KEYSHIFT retains significant robustness. Closing the remaining
accuracy gap is precisely the direction this work aims to open rather than to have already
completed.

Likewise, while we strive to map the private-behavior leakage channels comprehensively,
we cannot rule out that future analysis uncovers new ones. This, however, is where the
assumption stress-testing methodology is most valuable: a newly identified channel need not
break the design but can be incorporated as an additional objective and defended against
in turn, incrementally hardening the mechanism. Crucially, this is not the familiar cycle of
patching a defense after each break: that cycle fails because each fix individually targets
a specific demonstrated breach, leaving the true attack surface unbounded. KEYSHIFT
instead establishes its baseline under worst-case conditions and stress-tests the single
assumption (non-extractability) on which its security rests. Within this discipline, closing
a newly identified channel need not be a patch that only temporarily restores a broken
claim, but a further extension to a systematic hardening procedure already operating under
the strongest attacker model, eventually facilitating convergence toward a truly robust
system, should one exist. KEYSHIFT is thus not offered as a foolproof solution, but as a
defensible, extensible construction—secured through transparency and adaptive scrutiny
from the outset. This distinction allows it to be strengthened in a principled manner as
understanding deepens.

6.7 Conclusion

We introduced KEYSHIFT, an adversarial defense that separates attacker-observable
computation from private model behavior via key-conditioned preprocessing, achieving
strong performance across threat models that degrade existing defenses. KEYSHIFT isolates
the private decision function in a high-entropy space, making its recovery information-
limited. Extensive adaptive evaluation fails to extract the hidden behavior or compromise
robustness. Our results suggest that carefully designed mechanisms can remain robust
under rigorous testing, offering a promising direction for protecting ML systems deployed
in high-stakes settings.
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Chapter 7

Conclusion & Future Directions

Advances in ML are only made possible because we continue to develop theoretical tools
and concepts that allow us to tackle real-world problems. However, these concepts are often
abstract and do not directly fit the application we seek. Worse yet, they are developed
under idealistic conditions that do not hold in reality. Thus, to bridge this gap, we must
make assumptions—about the data distribution, the environment, or the threat model.
The central premise of this thesis is that these assumptions inevitably become the weakest
link as they connect practical systems to their fundamental principles. Consequently, if
these assumptions fail, mechanisms based on them may collapse in ways not captured by
the theory motivating them. Accordingly, the thesis examined the security of ML systems
through the lens of their core assumptions across multiple domains, demonstrating how
critical failures do not stem from isolated weaknesses of replaceable individual designs, but
reflect a broader challenge in how robustness is conceptualized, evaluated, and ultimately
designed in practice. The central question investigated was:

How can the evaluation and design of ML security mechanisms account for
the assumptions underlying their robustness and their implications in order to
provide meaningful real-world security guarantees?

To address this question, this thesis introduced the perspective of assumption stress-
testing, which systematically surfaces assumptions and constructs adversarial strategies that
explicitly target them. Below, we summarize the contributions of this work and outline
future research directions.
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7.1 Summary of Contributions

Chapters 3 and 4 investigated whether restricting model access suffices to provide a
meaningful basis for security, an assumption motivating various high-stakes ML applications
in real-world use. Chapter 3 subjected deepfake speech detectors to the assumption stress-
testing framework in this setting through an in-depth analysis of how they distinguish
human from synthetic speech, revealing that, despite operating in complex latent spaces,
these systems inevitably rely on human-understandable low-level generative artifacts shared
across fake audio inputs. Exploiting this insight, the chapter developed specialized temporal
and spectral transformations that suppress these cues directly rather than relying on
model feedback. The resulting contribution is a fully black-box, efficient attack that
enables fake speech to bypass the full voice authentication stack as deployed in high-stakes
environments (e.g., banks)—with up to 99% success within only a few authentication
attempts, compromising both academic and commercial systems.

Chapter 4 revisited a similar assumption in the context of AI-generated image water-
marking, where security relies on the secrecy of the watermark and restricted access to its
detection logic. By analyzing how watermarking schemes encode information, UnMarker
identifies shared spectral structures in which they must embed their watermark signals
across images. This reframes watermark removal as a visually constrained signal-level
disruption problem, where perturbations interfere with these broader structures, rather
than localizing the specific watermark. This chapter contributes a principled analysis of the
limitations of modern watermarking solutions against deepfakes and the first attack that
is universally effective across watermarking schemes without requiring knowledge of the
watermark or detector feedback, compromising seven state-of-the-art schemes, including se-
mantic watermarking previously regarded as a promising direction for trustworthy deepfake
detection, reducing the best detection rate to 43%. Together, these chapters showed that
obscuring model internals alone does not necessarily prevent attackers from identifying and
exploiting structural properties inherent to the data itself.

Chapter 5 investigated whether strong theoretical motivation necessarily translates into
practical robustness by revisiting diffusion-based purification (DBP), a prominent defense
class against adversarial examples grounded in the premise that diffusion models can project
adversarial inputs back onto the natural data manifold, eliminating malicious perturbations.
Through formal analysis and rigorous testing under proper differentiation procedures and
advanced adaptive optimization strategies that craft low-frequency adversarial perturbations
to survive DBP ’s stochasticity, the chapter demonstrated that prior robustness claims were
substantially inflated due to flawed gradient propagation, suboptimal attack methodologies,
and evaluation artifacts—degrading DBP ’s robustness to near 0%. More broadly, these
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findings demonstrated that theoretical justification alone does not guarantee meaningful
robustness once practical deployment constraints and adaptive adversarial reasoning are
taken into account.

Chapter 6 explored the constructive application of assumption stress-testing, motivated
by the impracticality of certifiable defenses and the repeated collapse of empirical methods
under adaptive evaluation. It introduced KEYSHIFT, a key-conditioned defense against
adversarial examples that separates attacker-observable behavior from a private deployment-
time decision process, making successful exploitation contingent on recovering concealed
functionality. Unlike prior approaches relying on hidden behavior, which attackers were
able to recover thereby nullifying their security, KEYSHIFT adopted assumption-driven
reasoning as a design principle, systematically examining its attack surface and striving to
construct the private behavior so that recovery becomes an information-limited search prob-
lem. Additionally, in contrast to the systems studied in Chapters 3 and 4, KEYSHIFT does
not rely on hiding model internals or architectures. Instead, following Kerckhoffs’ principle,
it assumes white-box knowledge of the system while only leveraging operational constraints
commonly present in security-critical deployments. Extensive evaluations showed that,
without prior knowledge of the embedded behavior, attacker-crafted adversarial examples
fail to compromise deployment-time inference, improving robustness where existing defenses
break, while various advanced recovery attempts fail to expose this private mechanism.
As formally-certified robustness mechanisms remain of little practical applicability, this
chapter illustrated how assumption stress-testing can serve not only as an evaluative tool,
but also to potentially guide the development of empirical defenses whose security remains
meaningful under active analysis, establishing a defensible baseline via rigorous adaptive
scrutiny from the outset.

A unifying framework for evaluating ML security. Beyond the individual attack and
defense contributions, this thesis employed them as case studies to advance assumption
stress-testing as a general framework for systematically analyzing and designing secure
ML systems. Rather than taking the standard approach of directly evaluating individual
systems, which rarely provides insights beyond isolated vulnerabilities of specific designs,
this perspective explicitly elevates assumptions into the primary objects of analysis, demon-
strating how violating them leads to catastrophic failures at the conceptual
level, compromising the applicability of the concept itself rather than merely a
particular implementation. While assumption-aware reasoning is conceptually a natural
approach for evaluating robustness, the central challenge is that systematically applying it is
highly nontrivial. Assumption violations rarely correspond directly to tractable optimization
objectives, complicating the task of constructing viable strategies to validate them. This
often leads to de-prioritizing assumption-level analysis, allowing vulnerabilities such as
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those this work uncovered to remain undetected.

Across chapters, the thesis instantiated this assumption stress-testing framework by
identifying assumptions behind robustness claims, reasoning about how they may fail, and
translating these failures into practical attacks. Although it does not provide a universal
procedure for automatically stress-testing the assumptions behind arbitrary systems, which
is naturally unique to the application, the presented projects developed diverse method-
ologies for operationalizing their violations across domains. These include universal signal
transformations for suppressing generative artifacts in synthetic speech, spectral surro-
gate objectives for disrupting watermark carriers, structured low-frequency optimization
strategies for defeating semantic watermarking and stochastic purification defenses, and
adaptive search procedures for evaluating and hardening KEYSHIFT. Critically, these
methodologies are not confined to the projects that introduced them. The perceptually-
constrained low-frequency optimization developed to disrupt watermark carriers (Chapter 4)
is the same mechanism that defeats stochastic purification (Chapter 5)—one operational-
ization principle spanning two structurally distinct security concepts. The framework’s
reach extends even across modalities: the frequency-level analysis that helped expose the
vulnerability of voice authentication (Chapter 3) motivated our spectral optimizations
later developed against image watermarking (Chapter 4). Such reuse—of machinery in
the first case and of analytical approach in the second—is what distinguishes a framework
from a collection of independent attacks: both the reasoning style and the specific tech-
niques transfer across domains, tasks, and assumptions. Therefore, the systematization
of assumption stress-testing and the accompanying projects serve two primary purposes:
i) establishing assumption-aware reasoning as the default lens through which robustness
should be evaluated despite its potential difficulty, and ii) providing concrete demonstrations
of the analytical and creative process required to carry out such intricate analyses, alongside
extensible tools and techniques, serving as a foundational framework for future work to
adapt and generalize to various other domains.

7.2 Future Directions

This thesis has shown that many existing systems fail because they rely on assumptions
that do not hold under careful adaptive scrutiny. However, the ultimate goal of security
research is not merely to invalidate vulnerable mechanisms, but to use rigorous evaluation
frameworks such as assumption stress-testing to guide the development of trustworthy
countermeasures. Moving forward, this motivates a shift toward assumption-aware design
paradigms in which adaptive robustness is treated as a baseline requirement that new
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mechanisms must consider from the outset, rather than an evaluation process applied
retroactively once systems are already widely trusted.

Chapter 6 readily demonstrates one such application in the context of defenses against
adversarial examples through KEYSHIFT. Yet, under this perspective, many existing and
emerging ML defenses should be revisited, including those studied throughout this thesis,
with our gathered insights serving as foundational building blocks for future designs. As a
concrete instance, the analysis in Chapter 4 suggests a direct path toward resolving the open
question of defensive watermarking’s viability. Rather than continuing to propose schemes
that are then broken in turn, one can incorporate robustness to spectrally destructive
attacks such as UnMarker as an explicit training objective, hardening a watermark to its
operational limit and thereby gathering defensible evidence for non-removability, rather
than relying on fragile assumptions (see §4.7.3). This re-frames our destructive attack as an
instrument of constructive design, exemplifying the assumption-aware paradigm advocated
above.

At the same time, many rapidly emerging domains require similarly rigorous treatment.
In particular, extending assumption stress-testing to large language models (LLMs) and
agentic systems represents a critical research direction. As these systems become increasingly
integrated into high-impact applications, understanding their vulnerability to adversarial
attacks such as jailbreaks [259] and prompt injections [93] becomes essential. Yet, unlike
perceptual domains such as vision and audio, attacks against LLMs are harder to formalize
and optimize, context-dependent, and unfold over long interactions. Consequently, rigorously
evaluating defenses against these threats becomes substantially more difficult as well [206].
Existing approaches either rely on static benchmarks that risk creating a false sense of
security, or depend heavily on manually engineered attack strategies and human red-teaming
efforts—an approach that is slow and delays rigorous validation of newly proposed defenses.
As a result, many mechanisms are initially viewed as secure or promising before their
underlying assumptions are carefully scrutinized, only for them to later fail under stronger
adaptive analysis [181].

This raises a core challenge: if systematically operationalizing assumption violations
is already difficult in structured perceptual domains, how can this process be scaled to
LLMs, where adversarial reasoning itself often poses additional challenges? The problem
is further amplified by the diversity of applications these systems support and by the
fundamentally different assumptions underlying rapidly emerging defense proposals. One
promising direction is to move beyond the current use of LLMs merely as execution
engines for predefined human-designed attacks, and instead investigate autonomous agentic
systems capable of performing assumption-aware adaptive evaluation themselves. Such
systems could analyze defense descriptions, infer their assumptions, and iteratively construct
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attack strategies through structured reasoning, execution, and feedback-driven refinement.
Pursuing this direction introduces substantial challenges, including coordinating agent
behaviors, defining reliable reward functions for open-ended attack synthesis, diagnosing
failure sources, and supporting long-horizon adaptive reasoning. Nevertheless, addressing
these challenges could provide a scalable alternative to slow manual red-teaming, while
also offering broader insight into the extent to which automated systems can approximate
human adaptive reasoning.

More broadly, such agentic systems could extend beyond attacking LLM s and serve as
the first viable path toward automating the most difficult aspect of assumption stress-testing :
translating abstract assumption failures into concrete adversarial analyses across domains.
If successful, this could help close the gap between evaluation and design, enabling the
constructive use of assumption stress-testing, exemplified by KEYSHIFT, where robustness
becomes a continuously refined design objective rather than a property validated only after
deployment.

Another critical aspect of ML is the privacy of its users. Beyond adversarial robustness,
privacy-preserving technologies represent a domain where assumption-aware analysis could
provide significant benefits. Despite substantial progress, however, many challenges in this
area remain unresolved. A prominent mechanism underlying modern privacy-preserving
solutions is differential privacy (DP) [73], which provides formal guarantees bounding
potential privacy leakage when integrated into ML algorithms. Yet, these guarantees are
often derived under worst-case conditions and may therefore be overly pessimistic. A central
question is then whether such bounds are tight in practice, or whether substantially stronger
privacy may hold against realistic adversaries unable to instantiate the extreme settings
required to attain the theoretical limit. This line of inquiry, commonly referred to as
privacy auditing, has recently gained traction through empirical attacks demonstrating that
sufficiently powerful adversaries with extensive access to training procedures, gradients, or
model architectures can indeed approach the formal privacy bounds [180, 36, 77]. While these
results constitute important foundational progress, they still do not fully capture practical
threat models, where attackers are often far more constrained. By explicitly formulating
assumptions about real-world adversarial capabilities and systematically analyzing how
these assumptions influence privacy guarantees, assumption stress-testing could enable more
practically grounded auditing methodologies and mitigation strategies. Such approaches
may ultimately help quantify privacy loss under realistic deployment conditions, sharpening
how DP should be interpreted and relied upon in practice.
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Appendix A

Breaking Security-Critical Voice
Authentication

A.1 ASV Models

Details of our chosen ASVs are in Table A.1. To use Amazon Connect Voice ID and
Resemblyzer, we had to calibrate them to obtain decision thresholds for our specific use
case. To calibrate Voice ID, first, we enrolled all the speakers in the evaluation subset of
the ASVspoof2019 dataset using the process outlined in §3.5. Afterward, we selected 480
bonafide samples from the evaluation subset of ASVspoof2019 s.t. none of these were used
for speaker enrollment. We denote this set as AWSCalibrate. For 240 of the samples, we
invoked Voice ID with the ID of the actual speaker of the sample. For the other 240 samples,
Voice ID was invoked with a different speaker’s ID. The scores were used to calculate the
EER threshold.

As for Resemblyzer, for each bonafide sample in the evaluation subset of ASVspoof2019,
we performed verification with two bonafide reference samples; one that belongs to the
same speaker, and another which belongs to a different speaker. The scores were used to
calculate the threshold.

A.2 CM Calibration for The Over-Telephony Setting

Due to the costly nature of our over-telephony experiments, preventing us from transmitting
thousands of samples over the phone, and the need to have well-substantiated results that
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System ShadowASV ASVTarget1 ASVTarget2 ASVTarget3 Google /
Resemblyzer AWS Voice ID

Architechture
GMM-IVECTOR
(Gaussians: 1024,
IVECTOR Dim.:

300)

GMM-IVECTOR
(Gaussians: 2048,
IVECTOR Dim.:

400)

GMM-IVECTOR
(Gaussians: 2048,
IVECTOR Dim.:

400)
XVECTOR DNN N/A

Frontend MFCC MFCC LPMS MFCC Mel Spectrogram N/A

Training Set ASVspoof2019-dev
(bonafide only)

ASVspoof2019-train
(bonafide only)

ASVspoof2019-train
(bonafide only) Voxceleb1-Train

Voxceleb1 &
Voxceleb2 &
LibriSpeech

N/A

Calibration /
Eval Set

ASVspoof2019-eval
(bonafide only)

ASVspoof2019-eval
(bonafide only)

ASVspoof2019-eval
(bonafide only) Voxceleb1-Test ASVspoof2019-eval

(bonafide only) AWSCalibrateCM

EER 2.76% 3% 4.65% 6.42% 13% 6.45%

Table A.1: Architectures, datasets, and EERs of the different ASVs with respect to their
evaluation/calibration datasets.

Frontend LPMS LFCC CQT Raw Waveform

Dataset
System

LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L RAWNET2
(BASELINE)

ASVspoof2021 EER 29.37% 18.23% 19.93% 17.16% 17.07% 11.81% 18.16% 12.7% 13.8% 8.09% 11.55% 8.67% 10.53% 9.5%
Thresh. 1.56 -0.87 0.21 2.94 0.00 0.57 0.12 0.09 1.15 -2.47 0.01 -2.7 -0.45 N/A

AWSCalibrateCM EER N/A N/A N/A N/A N/A 10.95% N/A 10.52% 10.41% 4.77% 6.61% 5.74% 4.33% N/A
Thresh. 0.98 0.31 2.06 -1.35 0.00 -1.44 -0.45

Table A.2: CMs’ EERs and their respective thresholds in the phone setting w.r.t.
ASVspoof2021/AWSCalibrateCM. EERs below 15% are in bold.

warrant including the different CMs in this experiment, calibration was done in two phases.
First, we use the ASVspoof2021 dataset [277], which evaluates the ability to deal with
the channel effect. The results are in Table A.2 (first row). For reference, we include the
EER (9.5%) for the baseline model in the ASVspoof2021 challenge (RAWNET2). The
state-of-the-art WAV2VEC [235] is missing from the table, but as explained in §3.5, it is
superior to all known models with a 0.8% EER. Performance is degraded significantly for
some models due to the channel effect, while for others, the degradation is not as drastic.
We filter-out models lacking generalization to the phone setting, leaving only those with
EERs below 15%. While this is not practical, it is on par with the RAWNET2 baseline.
The attacker also needs to bypass other components as well, further decreasing the actual
success rates.

178



After choosing the models that are somewhat generalizable to the phone scenario, we
empirically verify their ability to perform classification under our specific settings (i.e.,
when transmitting the samples using Twilio to Amazon Connect) as the different codecs
used and system specifications may reveal that not all models are in fact applicable for
this use case. We choose a subset, named AWSCalibrateCM, of spoofed and bonafide
samples (the same 474 spoofed samples from §3.5 and 230 other bonafide samples) from
the evaluation section of ASVspoof2019 and transmit them using Twilio to our Amazon
Connect instance. We then extract the transmitted samples from the conversations we
record at the receiver and use these samples to test whether the CMs can still differentiate
between the bonafide and spoofed samples and calculate their alternative EERs (w.r.t.
AWSCalibrateCM) accordingly. The results can be found in the second row of Table A.2
and prove the model’s ability to generalize, achieving relatively low EERs. Furthermore,
the thresholds for achieving these EERs (in parentheses) are higher, making the attacker’s
task ever harder (a higher score is needed to accept the sample). Hence, we use these EERs
for our over-telephony experiment.

A.3 Shattering the Myth of Transferability

Our guiding principle is this: models for audio-related tasks must be robust to various
types of naturally-occurring noise, the most common of which being additive (white).
This is known to the anti-spoofing community [277]. Models lacking this robustness are
untrustworthy and should not be deployed in real-world environments. Specifically, spoofed
samples tend to be clean as the outputs of computer algorithms, whereas bonafide samples
are recorded using microphones by humans and are more likely to exhibit natural noise
(see §3.4.2). Transferability is useless unless it affects noise-robust systems.

There are currently a variety of models that have demonstrated robustness to noisy sam-
ples, making them suitable for real-world environments, such as Void [6] and WAV2VEC [235]
(which was trained on noise-augmented data and with which we experiment in §3.6.1). This
is trivially expected, especially from commercial systems used in practice. The participating
systems in ASVspoof2019, being on par with industry standards (see §3.5), may very well
be able to generalize to noisy settings. Yet, there is no guarantee that all these systems do,
as they have not been evaluated in these settings. Previous work demonstrating adversarial
attacks on CMs [160, 295, 293, 292] overlook this fact, which we assume to be the main
reason behind their high transferability rates. Our hypothesis is that models that exhibit a
significantly degraded performance under transferability are not robust to noise, enabling
any noise to bring them out of balance and cause them to misclassify. Additionally, such
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Frontend LPMS LFCC CQT Raw Waveform

Perturbation
System

LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L

None 3.16% 2.32% 3.59% 4.01% 2.95% 1.90% 4.01% 2.95% 2.74% 3.16% 1.90% 2.32% 2.32%
0.0005 9.28% 7.17% 8.44% 6.12% 3.80% 1.69% 5.49% 2.74% 6.54% 3.16% 1.90% 2.32% 2.32%
0.0015 9.28% 17.09% 14.98% 17.51% 4.85% 4.64% 9.49% 6.54% 14.98% 3.16% 1.90% 2.32% 2.53%
0.0025 9.28% 18.99% 15.61% 19.83% 5.06% 12.24% 6.96% 4.43% 18.14% 2.95% 1.90% 2.32% 2.53%
0.0035 9.49% 20.25% 15.19% 20.46% 5.27% 18.35% 6.33% 1.69% 17.09% 2.95% 1.90% 2.32% 2.53%

Best 9.49% 20.25% 15.61% 20.46% 5.27% 18.35% 9.49% 6.54% 18.14% 3.16% 1.90% 2.32% 2.53%

Table A.3: CM performance under additive noise. Bold numbers indicate the highest
success rate against each system.

models are all overfitted to the same training data and therefore it would be natural that
they would share many common decision boundaries, as opposed to robust models. Our
goal is to determine which systems are not robust to additive noise and test its connection
to transferability.

Our large-scale experiment is this: first, we introduce noise to all the samples in our
evaluation dataset with various budgets. Then, we generate adversarial examples using
common methods (I-FGSM [140], PGD [140], Carlini & Wagner (C & W ) [32]) and LCNN
(trained on the development subset of ASVspoof2019, as opposed to the LCNN target in
all of our tables, which was trained on the training subset— to enforce blackbox settings) as
the shadow. This system was used in previous works, leading to high transferability [160].

The results are in Tables A.3 & A.4, respectively, proving a direct link between lacking
noise robustness and transferability. LCNN shares its architecture with the shadow, so
the high success rates are expected (not fully blackbox). LCNN_LSTM and RES2NET
exhibit good noise robustness and, while some transferability occurs for these, it remains
limited. Systems that are highly noise-robust (RAWGAT_ST , RAWDARTS, AASIST ,
AASIST -L) are insensitive to transferability. The systems vulnerable to transferability
(AIR, AIR_AM , DARTS, MCG, MLCG) are those lacking noise robustness and not
suitable for practical use, proving transferability is not effective in practice.

A.4 Results for Individual Transformations

Individual results are in Table A.5. We reiterate the statement made in §3.6.1 noting that
each transformation targets a specific set of heuristics and the dependence of the CMs
on these principles varies according to their design and underlying features. Hence, the
transformations individually do not always succeed in attacking all CMs. The universal
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Frontend LPMS LFCC CQT Raw Waveform

Alg.
Perturbation

System LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L

None None 3.16 2.32 3.59 4.01 2.95 1.90 4.01 2.95 2.74 3.16 1.90 2.32 2.32

I-FGSM

iters=5, eps=0.0005 23.00 18.14 15.61 18.78 7.17 9.70 12.03 8.86 8.86 3.16 1.90 2.32 2.32
iters=5, eps=0.0015 30.80 30.38 21.10 22.15 6.96 27.43 16.24 2.95 17.51 2.95 1.90 2.32 2.53
iters=5, eps=0.0025 41.56 39.03 23.84 22.36 5.49 34.39 23.63 0.42 17.30 2.95 1.90 2.32 2.53
iters=5, eps=0.0035 47.26 44.51 26.79 23.36 4.22 41.14 26.16 0.21 16.67 2.74 1.90 2.32 2.74
iters=5, eps=0.0045 49.37 50.63 28.69 23.00 3.80 37.13 24.47 0.21 16.67 2.53 1.90 1.90 2.95
iters=5, eps=0.0055 51.48 54.85 31.86 23.42 3.59 43.67 25.74 0.00 16.24 2.74 1.90 1.90 3.88
iters=10, eps=0.0015 47.68 35.23 23.00 22.36 7.38 28.27 15.40 2.32 17.93 2.95 1.90 2.32 2.53
iters=15, eps=0.0015 55.91 36.50 23.63 22.15 7.17 29.32 14.56 2.32 17.93 2.95 1.90 2.32 2.53

C & W
(lr=0.01)

iters=20, confidence=0.0 22.15 31.01 17.93 19.20 2.32 25.95 27.85 2.53 11.60 1.27 1.05 0.84 1.05
iters=20, confidence=5.0 16.24 20.89 17.30 19.41 1.05 10.55 17.51 1.69 5.27 1.69 0.84 0.84 1.05

PGD
(restarts=5)

iters=20, eps=0.003 70.46 42.62 23.00 21.73 8.23 45.36 16.67 1.05 15.82 2.32 1.90 2.32 3.59
iters=20, eps=0.0003 25.53 12.87 14.56 18.14 6.33 7.17 9.07 5.06 9.28 3.16 1.90 2.32 2.32

Best N/A 70.46 54.58 31.86 23.42 8.23 43.67 27.85 8.86 17.93 3.16 1.90 2.32 3.59

Table A.4: CM performance (%) under transferability. For each attack type, bold
numbers correspond to the configuration with the highest success rate against each
system.

nature of our full attack lies in its ability to suppress multiple identifiable cues simultaneously.
F1 ´ F7, when employed together as shown in §3.6.1, suffice to achieve this goal. Individual
evaluations, while helpful in bench-marking each of the techniques independently, cannot
alone determine their suitability as part of the attack. We select transforms that show
potential against several CMs even if they are not effective against all systems or lead
to a slight degradation against some, as the existence of other methods in the full attack
can make up for such minor losses. The transformations’ order is somewhat deterministic
(see §3.4.3). Hence, evaluating each transformation’s actual potential as part of the attack
is better done in a cumulative manner, as is in §3.6.1.

We can see that F1 (silence replacement) is highly effective against almost all CMs. F2 is
not as universal as for three systems (AIR, MLCG, RES2NET ) we observe a mild attack
degradation w.r.t. the spoofing baseline. Yet, for the majority of systems, F2 increases
the attack’s success (often considerably— MCG, SSNET , RAWDARTS, AASIST -L),
warranting its inclusion. Similar to F1, F3 (spectrum center boosting), F6 (noise reduction),
and F7 (ADVSR) drastically increase the success rates for several systems and should
naturally be included. As for F4 (local echo), the findings are similar to F2, being effective
especially against CQT -based systems. Finally, F5 (pre-emphasis) is powerful against
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Frontend LPMS LFCC CQT Raw Waveform

Transformation
System

LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L

None 3.16% 2.32% 3.59% 4.01% 2.95% 1.90% 4.01% 2.95% 2.74% 3.16% 1.90% 2.32% 2.32%
F1 13.71% 15.61% 13.92% 13.08% 10.97% 12.66% 9.28% 4.85% 12.66% 7.59% 1.69% 4.85% 5.27%
F2 3.16% 2.11% 3.80% 4.22% 3.80% 5.06% 3.38% 1.05% 6.96% 4.85% 2.74% 2.95% 3.16%
F3 4.01% 11.81% 11.81% 6.12% 21.10% 6.75% 6.33% 6.33% 2.11% 2.95% 2.95% 2.95% 2.32%
F4 2.95% 2.95% 4.01% 4.22% 4.43% 10.97% 6.12% 3.38% 2.53% 3.38% 2.11% 2.53% 2.74%
F5 4.01% 4.64% 4.85% 4.43% 1.90% 3.16% 3.80% 2.11% 5.49% 3.38% 2.11% 3.38% 4.43%
F6 1.48% 1.90% 4.64% 4.22% 3.59% 15.40% 6.12% 3.59% 3.59% 2.32% 1.90% 2.95% 4.22%
F7 9.28% 29.32% 27.00% 18.57% 11.18% 8.65% 16.67% 8.65% 17.51% 2.95% 1.90% 2.32% 2.74%

Table A.5: Independent transformations’ success rates against CMs. Bold entries
represent the best results for each system.

Frontend LPMS LFCC CQT Raw Waveform

System LCNN AIR AIR_AM DARTS LCNN_LSTM MCG MLCG RES2NET SSNET RAWGAT_ST RAWDARTS AASIST AASIST-L

ASR 0.63% 13.5% 9.07% 0.00% 2.53% 35.65% 9.7% 13.92% 13.5% 10.97% 10.55% 9.49% 12.03%

Table A.6: Results of a simple pre-emphasis attack with a large coefficient (0.97).

raw waveform-based systems (SSNET,AASIST -L, specifically). That said, its potential
appears limited compared to when integrated into the full attack (see Table 3.2).

To fathom this, recall that we use a small pre-emphasis coefficient (0.5). As noted
in §3.6.1 and demonstrated in Table A.6, F5 is considerably stronger upon increasing the
coefficient to 0.97. In the collective attack, F5 is coupled with F3, which itself similarly
performs amplification in higher frequencies, serving as a precursor that compensates for
using a smaller coefficient, making F5’s effects dominant again. We observe similar results
for other transforms that are more powerful when applied jointly, such as F2 when preceded
by F1 (see Table 3.2). The reasoning is similar, as there is a direct connection between
these transformations and while one individually eliminates some machine cues, it requires
others’ assistance to achieve its full potential.

A.5 Content Preservation

We use the Python API of Google Cloud STT [89] and the REST API of Microsoft Azure
STT [174]. For Google, we use the “video” model for transcription, as it is recommended
for inputs with a 16KHz sampling rate, as in our case.
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Our attacks assume state-of-the-art spoofing algorithms, such as Shen et al.’s [223]
are accessible to the attacker. Such algorithms are known to produce high-quality speech
and we assume they can generate speech that is transcribed correctly by STTs. Thus, we
randomly select 25 spoofed samples from our high-quality evaluation dataset of 474. For
each sample we generate an adversarial using our full attack. We test whether the STTs
transcribe both samples identically. The common metric for evaluating STTs is the word
error rate (WER), which is the percentage of words transcribed incorrectly in a given input
on average. Since STTs are not perfect and make mistakes often, we cannot assume that if
the provided input does not exactly transcribe to the requested text then it will be rejected.
Instead, the system must account for its own mistakes. Thus, instead of strictly requiring
that the two samples (spoofed and adversarial) transcribe exactly to the same text, we
consider the adversarial attack successful if the ratio of different words is below the average
WER for each of the STTs. We get the WER values from a benchmark [209].

Results. We achieve an attack success rate of 96% against Microsoft Azure STT and 76%
against Google Cloud STT.
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Appendix B

UnMarker: A Universal Attack on
Defensive Image Watermarking

B.1 UnMarker ’s Hyperparameters

High-frequency Disruptions (Stage 1— §4.5.1). We use Alex [291] for small
images (128ˆ128) and DVL [57] for larger sizes as the perceptual loss (ℓp). As we maximize
DFL, we set tℓp to the largest value at which similarity and quality are retained. This
depends on ℓp and the image size. For small images optimized using Alex, this optimal
point is tAlex“5¨10

´4. Since larger images require a different loss (DVL), similar thresholds
do not indicate the same degree of resemblance. For 256ˆ256 images, we find tDV L“4¨10´2

best achieves the above goals, while for larger images we have tDV L“10
´4. Next, we select

the initial cℓp that balances the spectral and visual losses. We want this starting value to
be significant to assign a large weight to ℓp and ensure visual similarity is not violated,
after which it can be decreased to allow the spectral loss to be more dominant while still
ensuring this property. This initial setting only affects the time until it converges and must
be empirically determined to speed up the process. We found an initial cAlex“10

6 optimal
for small images. For DVL, this was set at cDV L“10

6 when the size is above 256ˆ256 as
these images require the DVL loss to be extremely small (tDV L“10

´4), while for 256ˆ256

images, it can be far smaller (cDV L“10
´2).

The }}2 component prevents unwanted peaks (see §4.5.1). Its threshold depends on
the size and chosen LPIPS. While the LPIPS thresholds guarantee visual similarity to
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the extent that the images will look similar up to, potentially, such peaks, }}2’s thresholds
must eliminate these singular points when the LPIPS thresholds are met. We empirically
selected these }}2 thresholds: for 128ˆ128, we have t}}2 “ 10´4, while 256ˆ256 images
allow t}}2 “ 3 ¨ 10´5, and larger images operate at t}}2 “ 10´4. We report the normalized
thresholds (divided by the image size). In practice, they increase with the size since larger
images accommodate stronger perturbations without visible cues. c}}2 multiplies this }}2
when its threshold is violated to strongly steer the procedure away from these boundaries.
This is not determined through a binary search, as we want it to have the same effect
constantly, without undoing the previous iterations’ effects. By tracking the losses, we
arrive at c}}2 “ 0.6.

By monitoring the spectral loss, we can determine when it stops increasing for each value
of cℓp and the number of steps after which updating cℓp does not result in improvements.
This yields 5000 iterations for images smaller or larger than 256ˆ256, and 2000 otherwise.
The number of binary steps is 2 for sizes ď 256ˆ256 and 4 otherwise. The optimizer is
Adam with learning rate 2 ¨ 10´4, reduced by 0.5 when no improvement (above 10´4) occurs
for 10 iterations. We clip gradients at 5 ¨ 10´3 for DVL and 5 ¨ 10´2 for Alex to ensure they
do not dominate the process.

Low-frequency Disruptions (Stage 2— §4.5.2). Each filter is characterized by
the dimensionality MtˆNt of K˚

t and permissiveness σct . We find σct“5 ¨10
´2 optimal. When

choosing the kernel sizes and number of filters T , resources may be prohibitive as we have
a kernel per pixel, making a filter scale as the number of pixels multiplied by its kernel
size. We found T“9 with different sizes defeats all studied systems. This architecture was
chosen (semi-randomly) to target various potential geometries of the watermark under our
computational limitations (40GB A100 GPU ) but can be extended with better hardware.
Yet, our findings indicate that this may not be necessary. The ordered sizes are p21, 5q,
p5, 5q, p17, 33q, p7, 7q, p47, 5q, p33, 17q, p17, 17q, p5, 5q, and p3, 3q. Our spectral loss consists
of MPL and FRL. While we maximize both, FRL is a supporting regularization term—
see §4.5.2. Hence, we deem a sample optimal if it maximizes MPL. Yet, λFRL must account
for FRL, ensuring the outputs meet the conditions it enforces. λFRL“5 was found to yield
best results, but it can be adjusted if the two components do not meet their expected goals
(see §4.5.2). We found λ}}2“2.5 ¨ 10

´4 works best but it can be calibrated similarly.

We universally use DVL (see §4.5.1). As low-frequency perturbations do not introduce
sporadic peaks, the remaining parameters can be selected uniformly with little regard to
the image size. The exception is the threshold tDV L, as smaller images (ď 256ˆ256) are
more sensitive to structural changes (unlike high-frequency perturbations that these images’
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low resolution masks), exhibiting visible differences for tDV L ą 10´3, while larger images
can withstand 3ˆ this change. With an initial cDV L “ 106, a single step running for 500
iterations is sufficient. We use Adam with a 10´2 learning rate for the filters and 2 ¨ 10´3

for δ, decayed by 0.99 if MPL fails improve by 5 ¨ 10´2 for 10 iterations. As DVL’s impact
is weakened due to this procedure’s structural nature, we allow its gradients to be more
dominant, clipped at 1.0.

Filters operate on all image channels identically. Hence, as the reason behind including
the modifier δ is the filters’ ability to smoothen its otherwise high-frequency changes, δ
must also affect all channels similarly. Thus, we use a gray-scale modifier δ that applies the
same changes to all channels. While manipulating spectral amplitudes impacts the texture
and results in less critical changes, phase modifications are more visible (see §4.4.1). Hence,
we should ideally restrict our filters to manipulate magnitudes. The frequency response of
a filter does not change the phase iff it is even-symmetric (identical when reflecting each of
its quadrants across both axes). This holds for basic (convolutional) filters with an identical
kernel at all locations. At the same time, our filters will converge to similar kernels for
neighboring pixels that are usually of similar visual importance and can be altered similarly,
indicating that each region will behave as if it were “convolved with a basic kernel”. Thus,
we can locally enforce that the modifications do not change the phase by enforcing this
same symmetry. Accordingly, instead of optimizing all weights of each kernel, we focus only
on the first quadrant of each kernel and reflect it across both axes.

B.2 Watermarking Schemes’ Configuration

The (author-reported) watermark lengths are in Table B.1.

B.3 Baseline Results against Image Manipulations

The kernel size for Gaussian (Guided) Blurring is 5ˆ5. We exploit Guided Blurring ’s
edge-preserving properties to increase the std. (to 5.0). To control the modulation at edges,
these accept an additional color kernel ’s std. (see §4.5.2), for which we have three values:
0.1, 1.0, and 5.0. Yet, 1.0 and 5.0 are overly destructive and do not preserve quality, chosen
only to explore robustness. All parameters are in Table B.2.
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Scheme Length (# bits)
Yu1 128
Yu2 100

HiDDeN 30
PTW 40

StableSignature 48
StegaStamp 100

TRW NA
Note: TRW’s watermarks are not binary;
thus, this metric is not applicable.

Table B.1: Watermark lengths.

Results. Most systems are robust to all practical manipulations. Despite resisting all
other modifications, Yu2 breaks completely under cropping. Hence, unlike other schemes,
it highly depends on spatial attributes1. Yu1, HiDDeN and TRW exhibit a considerable
drop in the bit accuracies (inverse distance) after cropping, although their overall detection
is not affected. This is not surprising, as the watermarking spectral modifications must
be spread throughout the image to minimize visual cues, implying that a portion may
be allocated to the background. Yet, they retain robustness by restricting most of these
changes to central regions.

Yu1, StegaStamp and TRW resist all manipulations, while StableSignature can withstand
realistic, non-obtrusive modifications, making it also robust for practical purposes. PTW is
slightly less powerful, losing some of its efficacy under even non-destructive operations, such
as Quantization with a factor of 10 and JPEG with quality 80 that decrease its performance
to 46% and 76%, respectively. HiDDeN exhibits similar behavior, resisting all realistic
manipulations aside from JPEG that brings its detection to 43% even when used with a
reasonably good quality of 110, or Blurring with std. “ 1.0 that lowers its detection score
to 5.0%.

It is expected that some non-semantic systems (e.g., PTW, HiDDeN and StableSig-
nature) begin to break under spectral manipulations such as JPEG and Blurring. As
explained in §4.4.1, constructing spectral non-semantic watermarks should be done in
an input-specific manner that is also persistent, which is a challenging task that will be
restricted to volatile watermarks unless the scheme is sufficiently advanced. This explains

1Yu et al. [281] only evaluate a single ProGAN [125] architecture under manipulations, whereas we
chose their StyleGAN2 [127] model.
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Yu1 (61%) Yu2 (63%) HiDDeN (73%) PTW (70%) StableSig. (69%)StegaStamp (63%) TRW (0.0141)

Manipulation
Scheme

Bit AccÒDetectÒBit AccÒDetectÒBit AccÒ DetectÒ Bit AccÒDetectÒBit AccÒ DetectÒ Bit AccÒ DetectÒ Inv. Dist.ÒDetectÒ

None 98.42% 100% 99.71% 100% 99.16% 100% 97.96% 100% 98.97% 100% 99.95% 100% 0.022 100%
Cropping ratio = 10% 74.56% 100% 53.71% 0% 86.84% 100% 93.9% 100% 97.86% 100% 93.96% 100% 0.0155 100%

Blur std. = 0.5 98.13% 100% 99.55% 100% 96.45% 100% 96.93% 100% 98.52% 100% 99.95% 100% 0.0221 100%
std. = 1.0 94.6% 100% 99.73% 100% 62.15% 5.00% 82.25% 100% 86.65% 99% 99.88% 100% 0.0207 100%

Guided
Blur

color std. = 0.1 87.91% 100% 99.32% 100% 75.6% 76% 94.41% 100% 96.38% 100% 99.91% 100% 0.0212 100%
color std. = 1.0˚ 85.32% 100% 99.43% 100% 56.12% 0% 78.66% 98% 71.25% 69% 99.93% 100% 0.02 100%
color std. = 5.0˚ 84.9% 100% 99.62% 100% 53.81% 0% 76.42% 92% 66.54% 50% 99.93% 100% 0.0199 100%

Quantization factor = 8 85.86% 100% 99.16% 100% 89.34% 98% 74.92% 93% 98.83% 100% 99.83% 100% 0.0207 100%
factor = 10 82.51% 100% 98.7% 100% 86.51% 98% 68.34% 46% 99.04% 100% 99.8% 100% 0.0201 100%

JPEG quality = 110 89.58% 100% 99.55% 100% 70.73% 43% 87.66% 100% 97.68% 99% 99.94% 100% 0.0215 100%
quality = 80 76.38% 100% 93.15% 100% 66.48% 16% 72.17% 76% 90.66% 100% 99.89% 100% 0.202 100%

Note: The first row shows the results in the absence of any manipulations. Numbers in parentheses are the detection thres-
holds, while Detect is the portion of the images meeting them. For attacks with multiple configurations, lower rows corresp-
ond to stronger distortions. ˚ denotes overly-destructive configurations.

Table B.2: Performance of watermarking schemes against basic manipulations.

why the more sophisticated StableSignature and PTW outperform HiDDeN. Yet, allowing
for severe manipulations via stronger (Guided) Blurring breaks StableSignature as well,
although this is only included to demonstrate this phenomenon that attests to the spectral
nature of these watermarks and is not a valid attack (see §4.6.1). Quantization can cause
sharp pixel shifts (high-frequency noise), explaining PTW ’s vulnerability.

With few exceptions, which we attribute to slight mismatches in experimental settings,
our findings align with those attained by the authors of the considered schemes who evaluate
the same attacks with similar parameters.

B.4 Outputs of UnMarker vs. The SOTA

Fig. B.1 displays examples of watermarked images and the outputs obtained by subjecting
them to advanced attacks.
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Figure B.1: Outputs of the three removal attacks. The VAEAttack over-smooths
images, resulting in them losing crucial information and occasionally looking car-
toonish. Compared to the DiffusionAttack, UnMarker ’s outputs better resemble the
watermarked images. The DiffusionAttack also introduces semantic incoherences such
as additional teeth in the case of PTW and omits identifying details such as freckles
on the forehead for StegaStamp. PTW ’s watermarked image itself is of inferior quality
with an unnatural patch. The DiffusionAttack retains this artifact while UnMarker
eliminates it, enhancing the image.
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Appendix C

DiffBreak: Is Diffusion-Based
Purification Robust?

C.1 Equivalence of DDPM and VP-SDE

An alternative to the continuous-time view described in §2.1.2 (i.e., VP-SDE) is Denoising
diffusion probabilistic modeling (DDPM) [106, 227], which considers a discrete-time
framework (DM ) where the forward and reverse passes are characterized by a maximum
number of steps T . Here, the forward pass is a Markov chain:

xi “
a

1´ βixi´1 `
a

βizi

where zi „ N p0, Idq and βi is a small positive noise scheduling constant. Defining dt“ 1
T
,

we know due to Song et al. [230] that when T ÝÑ8 (i.e, dtÝÑ0, which is the effective case
of interest), this converges to the SDE in eq. (2.1) (with the drift and diffusion function f
and g described in §2.1.2). The reverse pass is also a Markov chain given as:

dx̂ “ x̂i´1´x̂i“
1

?
1´ βi

pp1´
a

1´ βiqx̂i ` βisθpx̂i, iqq `
a

βizi (C.1)

When T ÝÑ8, dx̂ converges to eq. (2.4) (see [230]). Thus, the two views are effectively equiv-
alent. Accordingly, we focus on the continuous view, which encompasses both frameworks.
For discrete-time paradigms, xptq effectively denotes x| t

dt
|.
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C.2 Details on Our DiffGrad Gradient Module

In Appendix C.2.1, we identify key implementation challenges in prior work, detailing how
DiffGrad systematically resolves each one. Then, in Appendix C.2.2, we empirically
demonstrate their impact on DBP ’s gradients when left unaddressed, reinforcing their
practical significance and validating the need for our reliable module. Appendix C.2.3
presents the pseudo-code for our memory-efficient checkpointing algorithms, offering a
transparent blueprint for reproducible and correct gradient-enabled purification. Finally,
in Appendix C.2.4, we verify the correctness of our implementation, confirming that the
gradients computed by DiffGrad match those produced by a true differentiable purification
pipeline.

C.2.1 The Challenges of Applying Checkpointing to DBP and How
DiffGrad Tackles Them

High-Variance Gradients

The challenge of high-variance gradients due to insufficient EOT samples is introduced
in §5.3.2. We defer its empirical analysis to Appendix C.2.2, where we quantify the
gradient variability under different sample counts. Practical implications for performance
and throughput—enabled by DiffGrad’s design—are explored in the ablation study in
Appendix C.6. Accordingly, we focus below on the remaining implementation issues.

Time Consistency

Rounding issues may emerge when implementing checkpointing over torchsde solvers: Given
the starting time t˚, the solver internally converts it into a PyTorch tensor, iteratively
calculating the intermediate outputs by adding negative time increments to this tensor.
On the other hand, checkpointing requires re-calculating the intermediate steps’ samples
during back-propagation. If this code is oblivious to torchsde’s conversion of the initial
time into a PyTorch tensor, it will continue to treat it as a floating point number, updating
it with increments of the time step to obtain each intermediate t used to re-compute the
dependencies. The PyTorch implementation does not aim for 100% accuracy, leading to
minute discrepancies in the current value of t compared to pure floating-point operations.
These inaccuracies accumulate over the time horizon, potentially severely affecting the
gradients. Instead, we ensure both the solver and checkpointing code use the same objects
(either floating points or tensors).
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Reproducing Stochasticity

CuDNN-Induced Nondeterminism. We found that even in deterministic purification
pipelines, subtle nondeterminism from PyTorch’s backend can cause discrepancies between
forward and backward propagations. Specifically, CuDNN may select different convolution
kernels during the recomputation of intermediate states in checkpointing, leading to minute
numerical drift.

To eliminate this, DiffBreak explicitly forces CuDNN to behave deterministically, guar-
anteeing consistent kernel selection and numerical fidelity. While this source of error is
subtle, it is measurable: for DiffPure with t˚ “ 0.1 and dt “ 0.001, we observed raw and
relative gradient discrepancies of 1e ´ 4 and 7.28e ´ 5 when all other issues have been
addressed. With this fix, the discrepancy dropped to exactly zero. Although less severe
than other sources of error (e.g., time inconsistency or missing gradient paths), this level of
precision is critical in setups where gradients are small to prevent sign changes that can
affect optimization trajectories. Our inspection of prior work’s code reveals this drift was
not previously addressed.

Noise Sampler for Guidance Robustness. While the contribution of the stochastic
component of dx̂ often cancels analytically in vanilla VP-SDE-style purification (see §2.1.2),
meaning it does not affect the gradient and therefore is not required to be accurately
reproduced during checkpointing, this is not guaranteed in all variants. In particular,
many guidance-based schemes—see §5.3.2—integrate stochastic terms within the guidance
function itself. That is, the guidance function may incorporate stochasticity. When this
occurs, gradients become sensitive to noise realizations, and failure to preserve them could
break correctness. Yet, standard checkpointing only stores the intermediate x̂ptqs. Hence,
x̂pt`dtq will differ between the propagation phases as dx̂ is computed via different random
variables.

We restructure the logic computing dx̂: We define a function calc_dx that accepts
the noise as an external parameter and utilize a Noise Sampler NS, initialized upon every
forward propagation. For each t, NS returns all the necessary random noise vectors to
pass to calc_dx. Instead of x̂p0q only, forward propagation also outputs NS and a state
S containing all x̂ptqs. These objects are used to restore the path in backpropagation.
This design also future-proofs DiffBreak for emerging guided or hybrid purifiers: any
randomness on which the guidance depends is captured by NS and replayed exactly during
differentiation.

The memory cost of our design is Op t˚

|dt|
q, storing only NS, and all x̂ptqs, each with a
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negligible footprint (Op1q) compared to graph dependencies [124].

Guidance Gradients

In schemes that involve guidance, it is typically obtained by applying a function gfn to x̂ptq
at each step (note that gfn may involve stochasticity—see Appendix C.2.1—as is often the
case in GDMP [250]). For instance, in Guided -DDPM [250], the original sample x is used
to influence each step of the reverse procedure to retain key semantic information, allowing
for an increased budget t˚ to better counteract adversarial perturbations. Effectively, it
modifies eq. (C.1) describing the reverse pass of DDPM as:

dx̂ “
1

?
1´ βi

pp1´
a

1´ βiqx̂i ` βisθpx̂i, iqq ´ sβi∇x̂i
GCpx̂i, xq `

a

βizi

where GC is a guidance condition (typically a distance metric) each step minimizes by
moving in the opposite direction of its gradient, while the scale s controls the guidance’s
influence.

That is, in the specific case of Guided -DDPM, gfnpx̂ptqq”´∇x̂ptqGCpx̂ptq, xq, where
GC is a distance metric. Nonetheless, other choices for gfn may be employed in general.
Typically, as the goal of the guidance is to ensure key information from the original sample
x is retained, g_fn will also directly involve this x in addition to x̂ptq (e.g., GC above).
Yet, a naive implementation would back-propagate the gradients to x by only considering
the path through x̂ptq. Yet, when g_fn relies on a guide constructed from x to influence
x̂ptq (e.g., guide”x in Guided -DDPM), it creates additional paths from x to the loss
through this guide at each step t. Accordingly, DiffGrad augments the process to include
the gradients due to these paths. In the general case, this guide may not be identical to x
but can rather be computed based on x or even completely independent (in which case no
guidance gradients are collected). DiffGrad captures this nuance through an abstract
function g_aux that, given x, outputs the guide. Similar to eq. (5.2), we have that for
each t, the gradient of any function F applied to x̂p0q w.r.t. guide due to the path from
x̂pt` dtq to x̂p0q is given by:

∇t
guideF “ ∇guidexx̂pt` dtq,∇x̂pt`dtqF y (C.2)

as x̂pt ` dtq is a function of guide. Recall that we are interested in F , which is the
loss function over the classifier’s output on x̂p0q. The gradient of F w.r.t. guide is a
superposition of all these paths’ gradients, given as:

∇guideF “
ÿ

t

∇t
guideF (C.3)
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By the chain rule, F ’s gradient w.r.t. x due to the guidance paths, which we denote as
∇g

xF , is:
∇g

xF “ ∇xxguide,∇guideF y (C.4)

As a convention, for an unguided process or when guide and x are not related, we define
the gradient returned from eq. (C.4) as ∇g

xF ”0, preserving correctness in general. Since
x in this guided scenario traverses both the guidance and standard purification paths, the
final gradient is the sum of both components.

Finally, automatic differentiation engines, by default, generate gradients without retain-
ing dependencies on the inputs that produced them. Thus, when the guidance itself is in
the form of a gradient as in the case of Guided -DDPM or other potential alternatives,
its effects will not be back-propagated to x through any of the two paths described above,
despite our proposed extensions. DiffGrad alters this behavior, retaining the dependencies
of such gradient-based guidance metrics as well.

Proper Use of The Surrogate Method [148]

As noted in §5.3.2, DiffHammer [251] adopts the surrogate method (originally proposed
by Lee and Kim [148]) for gradient computation, as acknowledged in their Appendix C.1.1.
This approach approximates DBP ’s gradients by replacing the standard fine-grained reverse
process implementations (e.g., dt “ 0.001 is typically used for DM s as mentioned in §2.1.2)
with a coarser one (e.g., sdt “ 0.01), thereby enabling memory-efficient differentiation using
standard autodiff. For instance, when using a diffusion time t˚ “ 0.1 for DBP (see §5.2), the
fine-grained process would require 100 steps, which is computationally infeasible (memory-
exhaustive) for gradient computation without checkpointing. In contrast, the coarse-grained
process would only require 10 steps, which is possible.

Specifically, the forward pass (diffusion) is computed using the closed-form solution from
eq. (2.2), while the reverse pass uses sdt, enabling efficient gradient computation. Notably,
this replacement only occurs for the purpose of updating the attack sample (i.e., computing
the gradients) and happens during both forward and backpropagation so that the two
phases match. In contrast, when evaluating the generated AE, it is purified via the standard
fine-grained process that uses dt, as this is the true (full) procedure the model owner
(defender) would execute. Although the surrogate process yields approximate gradients for
a slightly different process, Lee and Kim [148] found it effective and more accurate than
other approximations like the adjoint method [155] (despite remaining suboptimal—see
Appendix C.4).
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However, a manual inspection of DiffHammer’s code1 reveals that their implementa-
tion of this surrogate method contains a critical issue. Rather than computing the reverse
process with the coarse sdt as intended for attack optimization during both forward and
backpropagation, they first run the reverse pass during forward propagation with the
standard dt, storing intermediate states. Then, during backpropagation, they attempt to
backpropagate gradients using checkpoints spaced at sdt intervals, but instead reuse the
stored dt-based forward states. This leads to a mismatch: gradients intended for steps of
size sdt are applied to states computed with dt, effectively disconnecting the computation
graph and introducing significant gradient errors. In practice, this behaves like a hybrid
between checkpointing and BPDA [20], where gradients are approximated around fixed
anchor points without correctly tracking the reverse dynamics.

As we show in §5.4.2, this implementation leads to significant attack performance
degradation compared to the full gradients. It illustrates the fragility of gradient computation
in diffusion attacks and further motivates the need for our reliable DiffGrad module.

C.2.2 Demonstrating The Effects of Incorrect Backpropagation

We empirically demonstrate the impact of the identified issues on DBP ’s gradients in
Fig. C.1 and briefly explain each result below. As numerical results for CuDNN-induced
nondeterminism (i.e., unhandled stochasticity) are already presented in Appendix C.2.1, we
focus here on the remaining four issues detailed in Appendix C.2.1:

1https://github.com/Ka1b0/DiffHammer (accessed in May 2025)
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(a) Effect of insufficient EOT samples (b) Effect of time inconsistency

(c) Effect of ignoring guidance gradients (d) Effect of incorrect surrogate gradients

Figure C.1: Effects of the identified issues in DBP ’s backpropagation. Each subfigure
visualizes a specific error source.

(a) Effect of insufficient EOT samples. Fig.C.1a illustrates the impact of using
too few EOT samples when computing gradients—see§5.3.2 and Appendix C.2.1. While
prior works [251, 124, 148, 162, 182] typically use 10–20 samples, such low counts, while
somewhat effective, may introduce significant variance, resulting in noisy gradients and
suboptimal attacks.

To quantify this, we run the following experiment on a CIFAR-10 sample x purified
with DiffPure (t˚“0.1, dt“10´3). For each EOT count N (shown on the x-axis), we generate
N purified copies, compute the average loss, and backpropagate to obtain the EOT gradient.
This is repeated 20 times to yield 20 gradients gN1 , . . . , gN20 for each N . We then define:

gmean
d pNq “

1

20

20
ÿ

i“1

max
j
}gN

i ´ gN
j }2

This metric reflects the worst-case deviation between gradients under repeated EOT
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sampling. By the central limit theorem (see §5.3.1), the variance of EOT gradients decays
with N , and thus gmean

d pNq Ñ 0 as N Ñ 8. The curve in Fig. C.1a captures this decay
and lets us identify a threshold where variance becomes acceptably low.

The plot confirms that gradient variance decreases sharply with the number of EOT
samples. While N “ 10—the typical choice in prior work—is somewhat effective and viable
under resource constraints, it remains suboptimal. We observe that variance continues
to drop until around N “ 64, after which it plateaus. This suggests that although larger
N values like 128 yield marginally better stability, the bulk of the benefit is realized by
N “ 32–64. Thus, N “ 10 is a practical baseline, but N ě 64 should be preferred when
accuracy is critical and compute allows, corroborating our claims in §5.3.2.

(b) Effect of time inconsistency. As detailed in §5.3.2 and Appendix C.2.1, rounding
inconsistencies can emerge when using checkpointing with torchsde solvers. These stem
from how the solver internally handles time as a PyTorch tensor, which may diverge subtly
from floating-point representations if not carefully synchronized. While such discrepancies
are negligible for short purification paths (small t˚), they accumulate significantly over
longer trajectories—particularly at standard DBP settings like t˚“0.1 with dt“10´3 (i.e.,
100 reverse steps), as in DiffPure on CIFAR-10 .

To quantify this effect, we purify a fixed CIFAR-10 sample x using values of t˚ from
0.005 to 0.1 in steps of 0.005. For each t˚, we compute gradients using DiffGrad under two
conditions: (1) without correcting the inconsistency (yielding gnf ), and (2) with the issue
fixed (yielding gf ), both using the same stochastic path. We then compute two metrics: (1)
gd “ }gf ´ gnf}2 (absolute error), and (2) ge “

}gf´gnf }2

}gf }2
(relative error). These quantify

the divergence introduced by uncorrected rounding—both in magnitude and in proportion
to the true gradient—and illustrate its increasing severity with longer reverse trajectories.

Fig. C.1b confirms that even minute rounding discrepancies in time handling, if un-
corrected, can completely corrupt gradients over longer diffusion trajectories. Both the
absolute error gd (blue) and the relative error ge (orange) grow rapidly with t˚. By t˚ ě 0.03,
ge exceeds 90%, and for the typical setting of t˚ “ 0.1, the relative error reaches 100%,
indicating that the gradients are potentially nearly orthogonal to the correct direction. This
validates our claim that unpatched checkpointing introduces severe errors and demonstrates
that our DiffGrad fix is essential for correct gradient computation in practical DBP
setups.

(c) Effect of ignored guidance gradients. We evaluate the impact of neglecting
guidance gradients, a critical problem in current attacks against Guided DBP defenses (e.g.,
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GDMP, MimicDiffusion)—see §5.3.2 and Appendix C.2.1. As explained earlier, guidance
introduces additional gradient paths from the input x to x̂ptq, typically requiring second-
order derivatives to capture. Existing approaches ignore these paths, leading to incomplete
gradients and suboptimal attacks. To our knowledge, DiffGrad is the first system to
correctly handle them.

To quantify this effect, we purify a fixed CIFAR-10 sample x using GDMP (setup
in Appendix C.3) while varying the purification horizon t˚ P t0.006, 0.012, . . . , 0.036u.
For each t˚, we compute gradients using DiffGrad with and without accounting for
guidance—yielding gf and gnf , respectively—under the same stochastic path. We then
compute the absolute and relative gradient error (gd, ge) as in previous experiments.

The findings in Fig. C.1c clearly demonstrate the severe impact of neglecting guidance
gradients in Guided DBP. Both the raw error (gd) and the relative error (ge) increase
steeply with t˚, confirming that as the purification path grows longer, the omitted gradient
paths—stemming from guidance dependencies—dominate the overall gradient signal. Most
notably, ge exceeds 104 at t˚ “ 0.036, indicating that the gradient used in prior works is
essentially meaningless for optimization, as it no longer necessarily aligns with the true
direction of steepest descent.

These findings directly explain the poor attack success rates previously observed on
guided defenses like GDMP and MimicDiffusion, and reinforce why our attacks, which
correctly account for these guidance gradients via DiffGrad, achieve drastically superior
performance—see §5.4.2 and §5.6. In short, the guidance mechanism, when improperly
handled, not only fails to help but potentially worsens attack effectiveness by yielding
incorrect gradient signals.

(d) Effect of incorrect surrogate gradients. As explained in §5.3.2 and Ap-
pendix C.2.1, prior work [251] uses the surrogate method [148] to enable efficient gradient
computation for DBP. However, we identify a critical divergence in DiffHammer’s [251]
implementation of this method that substantially compromises attack performance. This
not only leads to inflated robustness estimates for DBP, but also to misleading conclusions
about the relative effectiveness of the standard gradient-based attacks versus DiffHam-
mer’s proposed enhancements—see §5.4.2. Specifically, as detailed in Appendix C.2.1, the
implementation of Wang et al. [251] mismatches the time discretization used in the forward
and backward passes: the forward pass computes intermediate denoised states x̂ptq using
a fine step size dt, while the backward pass attempts to propagate gradients at a coarser
granularity sdt ą dt using those same (misaligned) forward states. This inconsistency leads
to gradients being applied to states generated under a different dynamics, corrupting the
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computation and severely degrading the attack.

To validate this, we conduct a final experiment: For three different values of dt P
t0.001, 0.005, 0.01u and t˚ “ 0.1, we purify a fixed CIFAR-10 sample x. For each dt, we
evaluate four surrogate variants using sdt P tdt, 2dt, 5dt, 10dtu. For every configuration, we
compute gnf using Wang et al. [251]’s surrogate implementation and gf using the correct
implementation. As before, we report both gd and ge to quantify the absolute and relative
gradient error due to the mismatch between dt and sdt. Each experiment is repeated 10
times, and we report the mean values.

The results in Fig. C.1d clearly validate our claim: the gradient errors induced by Wang
et al. [251]’s surrogate implementation grow substantially with increasing sdt{dt, saturating
quickly even for modest mismatches. Both absolute error gd and relative error ge consistently
worsen across all dt configurations, indicating that gradients are being applied to the wrong
points in the computation graph.

Crucially, Wang et al. [251] use dt “ 0.01 and sdt “ 2dt “ 0.02, a setup which already
produces substantial degradation (gd « 3, ge « 1), confirming that their reported results
rely on gradients that diverge significantly from the intended ones. These errors propagate
into the attack, weakening its effectiveness and misleadingly suggesting that first-order
attacks are inherently inferior. This experiment conclusively demonstrates that Wang et al.
[251]’s surrogate misuse is not a minor detail, but a critical bug that undermines their
central claims.

We note that DiffGrad also provides a correct implementation of the surrogate
method (despite the full correct gradient being the main method considered in Chapter 5).

C.2.3 Pseudo-Code for Our Memory-Efficient Gradient-Enabled Pu-
rification with DiffGrad

Forward Propagation. DiffGrad’s forward propagation logic is in Algorithm C.1.
The code in blue is optional, pertaining to the use of guidance. We highlight in red the
portions that differ from standard forward propagation. First, we generate the guidance
guide from x (line 1) and disable all graph dependency storage (line 2), enabling our
code to run efficiently without attempting to store graphs that would lead to memory
failures. Afterward (lines 3-5), we initialize S as an empty list and draw a random seed
that is then used to invoke the abstract function init_noise_sampler, which returns
a noise sampler that provides a reproducible random path for the backpropagation phase
(see §5.3.2). After the input is diffused (lines 6-8) via eq. (2.2), lines 9-15 correspond to the
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Algorithm C.1 Differentiable Purification with DiffGrad — Forward Propagation
Require: Sample x, Score model sθ, Optimal diffusion time t˚, step size dt,

Noise scheduler β, Reverse diffusion function calc_dx, Noise sampler initial-
izer init_noise_sampler, Guidance condition gfn, Guidance scale s, Auxiliary
guidance extractor g_aux

1: stepsÐ
ˇ

ˇ

t˚

dt

ˇ

ˇ, guideÐ g_auxpxq /* Calc. #steps and init. guide */
2: disable_dependenciespq /* Dependencies enabled during

forward prop. Disable them. */
3: SÐ rs /* Saved state (will eventually

hold all intermediate reverse
steps’ outputs). */

4: seedÐ random_seedpq /* Seed to initialize noise path */
5: NSÐ init_noise_samplerpseedq /* Reproducible sampler */
6: αÐ calc_alphapβq /* Calculate α factors from eq. (2.2) */
7: Draw ϵ „ N p0, Idq
8: x̂Ð

a

αpt˚qx`
a

1´ αpt˚qϵ /* Diffuse according to eq. (2.2) */
9: for iÐ steps, steps´ 1, . . . , 1 do

10: S.appendpx̂q /* Set Sris “ x̂ptq. */
11: step_noiseÐ NS.samplepiq /* Sample the random noise used

to calculate dx̂ at step i. */
12: dx̂Ð calc_dxpx̂, sθ, i, dt, β, /* Calc. dx̂ according to
13: step_noise,gfn, s,guideq eq. (2.4) */
14: x̂Ð x̂` dx̂ /* Update x̂ “ x̂pt` dtq. */
15: end for
16: enable_dependenciespq /* Re-enable dependencies. */
17: return x̂,S,NS,guide
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reverse pass: At each step t (effectively i), x̂ (that now represents x̂ptq) is first appended
to S, which will eventually contain all such intermediate outputs (line 10). The noise
provided by NS for the current step i is then retrieved (line 11) and used to compute dx̂
(line 12). dx̂ is then added to x̂ so that its current value becomes x̂pt` dtq. This repeats
until x̂ “ x̂p0q. Unlike the naive implementation, we only store the intermediate results.
For efficiency, we also avoid saving the random noise for each step i but utilize NS to
reproduce those variables on demand. Before termination, we re-enable dependency storage
(line 16) to ensure our code does not interfere with the execution of any other modules.
Finally, x̂p0q is returned together with the state S and the sampler NS, which are stored
internally for reproducibility during backpropagation.

DBP Parallelism. Although Algorithm C.1 is presented for a single purification path,
DiffGrad natively supports parallel purification of N stochastic copies to potentially
obtain a significant speedup when computing higher-quality EOT gradients—see §5.3.2.
For simplicity, we abstracted away the batch logic in the pseudo-code. In practice, prior
to line 1, the input x is replicated N times (N is an additional argument that can be
provided to Algorithm C.1). Line 4 returns N random seeds, and the resulting sampler NS
manages N reproducible random paths. Line 7 draws N distinct noise samples to generate
N diffused versions of x, and all subsequent steps operate copy-wise in parallel across these
N instances.

Backpropagation. DiffGrad’s backpropagation logic is in Algorithm C.2. Similar to
earlier, red text refers to operations that deviate from traditional backpropagation, while
blue lines are optional (guidance-related). In addition to the usual gradient grad w.r.t.
x̂p0q, the inputs include multiple parameters normally exclusive to forward propagation,
as they are required to re-calculate the dependencies. Additionally, the algorithm accepts
the saved state S, and the same noise sampler NS to retrieve the stochastic path of the
forward propagation. Before providing details, we note that by definition @A,B P Rd, it
holds that:

xA,By “
ÿ

d

AdB

where d denotes the element-wise product. Therefore, in order to calculate the gradients
w.r.t. x̂ptq and guide as described in eq. (5.2) and eq. (C.2), we may define an objective
at each step t as:

Objt “
ÿ

d

px̂pt` dtq d∇x̂pt`dtqF q (C.5)

and take its gradient w.r.t. the elements of interest, which explains the steps in our
pseudo-code in Algorithm C.2.
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Algorithm C.2 Differentiable Purification with DiffGrad — Backpropagation
Require: Loss gradient grad w.r.t. x̂0, Sample x, Score model sθ, Optimal diffusion

time t˚, step size dt, Noise scheduler β, Reverse diffusion function calc_dx, State
S “ tx̂pdt ˚ iq|i P rr| t

˚

dt
|ssu, Noise sampler NS, Auxiliary guidance input guide,

Guidance function gfn, Guidance scale s
1: stepsÐ

ˇ

ˇ

t˚

dt

ˇ

ˇ

2: g_gradÐ 0 /* Init. gradient w.r.t. guidance input */
3: for iÐ 1, 2, . . . , steps do
4: x̂Ð Sris /* Set x̂ “ x̂ptq */
5: step_noiseÐ NS.samplepiq /* Retrieve noise for step i */
6: enable_dependenciespq
7: dx̂Ð calc_dxpx̂, sθ, i, dt, β,
8: step_noise, gfn, s, guide)
9: x̂`dt Ð x̂` dx̂ /* x̂`dt “ x̂pt` dtq */

10: Objt Ð
ř

px̂`dt d gradq /* Objective due to eq. (C.5) */
11: disable_dependenciespq
12: gradÐ ∇x̂Objt /* Update gradient w.r.t. x̂ptq (eq. (5.2)) */
13: g_gradÐ g_grad`∇guideObjt /* Update guide gradient (eq. (C.3)) */
14: end for
15: αÐ calc_alphapβq
16: gradÐ grad ˚

a

αpt˚q /* Loss gradient w.r.t. x (eq. (2.2)) */
17: g_gradÐ ∇x

ř

pguided g_gradq /* Guidance gradient w.r.t. x (eq. (C.4)) */
18: gradÐ grad` g_grad /* Merge loss and guidance gradients */
19: return grad

The procedure begins by creating a variable g_grad and setting it to 0 (line 2). This
will later be used to store the guidance gradients (see Appendix C.2.1). For each time step
t (i.e., step i), starting from t1 “ ´dt (i “ 1), the process (lines 3-14) first retrieves x̂ptq
from the saved state S (line 4) and the corresponding random noise for that step used
during forward propagation (line 5) and computes x̂pt` dtq, denoted as x̂`dt (lines 7-9).
Importantly, these computations are performed while storing graph dependencies (enabled
on line 6 and re-disabled on line 11 to restore the normal execution state). Specifically,
during the first step, we calculate x̂p0q from x̂p´dtq. Afterward, we compute the objective
Objt (line 10) following eq. (C.5) that allows us to back-propagate the gradient from x̂p0q
to x̂p´dtq and guide using the stored dependencies, as per eq. (5.2) and eq. (C.2). grad
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is then updated to hold the gradient of the loss function w.r.t. x̂p´dtq as desired (line 12),
and the gradient of guide due to this guidance path (i.e., from guide to the loss due to
guide participating directly in the calculation of x̂pt` dtq— see Appendix C.2.1) is added
to g_grad (line 13). This process repeats until grad finally holds the gradient w.r.t.
x̂pt˚q and g_grad holds the sum of gradients due to all guidance paths w.r.t. guide
(eq. (C.3)). Note that after the required gradients w.r.t. x̂ptq and guide are obtained at
each step, the dependencies are no longer needed and can be discarded. This is where our
approach differs from traditional backpropagation algorithms, enabling memory-efficient
gradient calculations (at the cost of an additional forward propagation in total). At this
point (line 14), we have the gradient ∇x̂pt˚qF and all is required is to use it to calculate
∇xF , which is trivial due to the chain rule since the closed-form solution for x̂pt˚q ” xpt˚q

from eq. (2.2) indicates that this is equivalent to ∇xF “
a

αpt˚q ˚ p∇xpt˚qF q as we compute
on line 16. We then calculate the guidance paths’ gradient w.r.t. x following eq. (C.4) on
line 17. Finally, we sum both components, returning the precise full gradient w.r.t. x.

DBP Parallelism. Algorithm C.2 is written for a single purified copy but in practice operates
over a batch of N stochastic instances like Algorithm C.1. As the forward pass stores N
trajectories, the backward pass propagates gradients independently for each. The operations
in the pseudo-code are thus applied copy-wise in parallel across all N instances. Finally,
after line 18, the N gradients are averaged, yielding the EOT gradient.

C.2.4 Verifying The Correctness of DiffGrad

To ensure the correctness of DiffGrad, all that is required is to verify that each x̂pt `
dtq computed during backpropagation (line 9 in Algorithm C.2) exactly matches the
corresponding forward-computed x̂pt ` dtq (line 14 in Algorithm C.1). This equality
guarantees that the reconstructed computation graph faithfully mirrors the one produced by
standard autodiff engines during their normal (non-checkpointed) operation, ensuring exact
gradient recovery since we use them to perform the necessary backpropagation between
each x̂pt` dtq and x̂ptq.

Since our forward pass explicitly stores all intermediate states in S, we compare each
recomputed x̂pt`dtq with its forward counterpart during backpropagation. An exact match
confirms that the system is computing precise gradients. We manually validated this for all
timesteps.

For guidance gradients, correctness follows from the derivations in Appendix C.2.1.
Once incorporated, the same matching procedure ensures their correctness as well.
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C.3 Additional Details on Systems & Models

WideResNet-28-10 and WideResNet-70-16 classifiers [284] are used for CIFAR-10, and
ResNet-50 [100], WideResNet-50-2, and DeiT-S [71] for ImageNet, similar to [182, 124].
For VP-SDE DBP (DiffPure) [182], the DM s [63, 230] are those from the original work.
We also experiment with the Guided -DDPM (see §5.3.2), GDMP [250], due to its SOTA
robustness, using the author-evaluated DM s [63, 106]. The settings match the original
setup [250, 182]: For Diffpure, t˚“0.1 for CIFAR-10 and t˚“0.15 for ImageNet . For
GDMP, a CIFAR-10 sample is purified m“4 times, with each iteration running for
36 steps (t˚“0.036) using MSE guidance [250]. ImageNet uses 45 steps (m“1) under
DDPM-acceleration [63] with SSIM guidance [258].

C.4 One-Shot DBP Baseline Comparisons Against Diff-
Grad’s Accurate Gradients

As noted in §5.3, DBP ’s robustness stems from two sources: inaccurate gradients and
improper evaluation. As our work offers enhancements on both fronts, we evaluate each
factor separately. Here, we isolate the gradient issue by re-running prior experiments under
the same one-shot evaluation protocol, but with accurate gradients via our DiffGrad
module and compare the results to those from the literature. We restrict our attacks to
10 optimization steps (with AA-ℓ8), while prior works often use up to 100, giving them a
clear advantage. We evaluate on CIFAR-10 with WideResNet-28-10, using N “ 128 EOT
samples as justified in §5.3.2. For papers reporting several results, we chose their best.

Baselines. To demonstrate the efficacy of exact full gradients, we compare our DiffGrad
module against prior gradient approaches. For DiffPure, the adjoint method was originally
used [182], while GDMP was initially evaluated using BPDA [20] and a blind variant
(ignoring the defense entirely) in Wang et al. [250]. These approximations were later criticized
for poor attack performance [251, 162, 124, 148]. More recently, Lee and Kim [148] proposed
the surrogate process to approximate the gradients, performing the reverse pass with fewer
steps during AE optimization to reduce memory usage, enabling approximate gradients
via standard autodiff tools. DiffAttack [124], DiffHammer [251], and Liu et al. [162]
proposed checkpointing for memory-efficient full-gradient backpropagation. However, Wang
et al. [251] avoid the standard one-shot evaluation (1-evaluation) protocol and report no
results under it, while Kang et al. [124] do not evaluate GDMP and continue to use the
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adjoint method for DiffPure. We focus here on existing results under the 1-evaluation
protocol and defer the analysis of latter works’ conceptual issues (see §5.1) to §5.4.2.

Metric. Following prior work, we report robust accuracy (Rob-Acc): the fraction of
samples correctly classified after the attack completes and the final adversarial example is
purified and evaluated (once).

Results. Table C.1 shows our comparison. All methods achieve similar clean accuracy
(Cl-Acc) without attacks, with minor variation due to sample selection. Thus, robust
accuracy (Rob-Acc) differences reflect the effect of gradient methods. Full denotes the
standard AA attack that uses the full exact gradients (i.e., via checkpointing).

Models Pur. Gradient Method Cl-Acc % Rob-Acc %

WideResNet-28-10

DiffPure [182]

Adjoint (Nie et al. [182]) 89.02 70.64
DiffAttack (Kang et al. [124]) 89.02 46.88
Surrogate (Lee and Kim [148]): 90.07 48.28
Full (Liu et al. [162]) 89.26 62.11
Full-DiffGrad (Ours) 89.46 48.05

GDMP [250]

Blind (Wang et al. [250]) 93.50 90.06
BPDA (Lee and Kim [148]) 89.96 75.59
Surrogate (Lee and Kim [148]): 89.96 24.53
Full-DiffGrad (Ours) 93.36 19.53

Table C.1: One-shot AA-ℓ8 comparison on CIFAR-10
(ϵ8“8{255). : indicates strategy is PGD.

Our approach significantly
outperforms gradient approx-
imations such as Adjoint,
Blind, and BPDA, which
is consistent with their known
shortcomings. More notably,
despite using only 10 optimiza-
tion steps, our method reduces
DiffPure’s Rob-Acc by 14.06%
compared to Liu et al. [162],
who also use exact gradients,
confirming their backpropaga-
tion mismatches (see §5.3.2).

While DiffAttack remains slightly stronger, the difference is extremely small (1.4%)
and likely stems from differing evaluation samples. Importantly, the original gap reported
in Kang et al. [124] between DiffAttack and the standard AA-ℓ8 dropped by 23.76%,
undermining its claimed advantage due to the per-step deviated reconstruction losses it
employs and aligning with our theoretical findings in §5.3.1. As DiffAttack involves
broader architectural changes beyond gradient logic, we provide detailed comparisons
in §5.4.2, where we clearly showcase its inferiority.

Our method also slightly outperforms Surrogate for DiffPure (0.23%), but we caution
against overinterpreting this small gap: under the improper one-shot evaluation, several
purification paths can still cause misclassification, even if the majority yield correct labels.
As such, good approximation methods like Surrogate may appear closer in performance
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than they truly are. To verify the superiority of our DiffGrad’s full gradients over the
surrogate approximation against DiffPure, we thus further compare the two under the
realistic MV protocol studied in §5.4.2, executing AA-ℓ8 with the surrogate process to
obtain the gradients when attacking the same CIFAR-10 classifier considered in §5.4.2 (i.e.,
WideResNet-70-16) and using the same number of samples (N “ 10) over which the majority
vote is taken. We find that the surrogate process brings MV.Rob to 43.75% only, whereas
our Full-DiffGrad lowers this number to 39.45%, achieving a considerable improvement
of 4.3%, and unequivocally proving the advantage of exact gradient computation. Finally,
for GDMP, our method outperforms Surrogate by 5% even in the one-shot evaluation
protocol (see Table C.1), largely due to our incorporation of guidance gradients—entirely
absent in all prior approaches—highlighting the unique strength of DiffGrad.

Note that the surrogate method shortens the trajectory and backpropagates through
this shorter horizon, but retains the full graph over that path. Hence, one may argue
that the attack success degradation is an acceptable tradeoff when using the surrogate
method given the potential speedup. Yet, in DBP, memory—not FLOPs—is the bottleneck;
Checkpointing (e.g., our DiffGrad) recomputes individual path segments, yielding exact
gradients with lower peak memory. Surrogate may improve speed but not memory
pressure, and its truncation can miss dependencies, weakening gradients as shown above.
In practice, attackers precompute adversarial examples offline since DBP ’s latency makes
real-time adversarial generation infeasible either way, so runtime savings alone do not
translate to a practical advantage.

All in all, the results demonstrate the fragility of DBP in the face of accurate gradients
and highlight the issues in previous works’ backpropagation. Nonetheless, this one-shot
evaluation protocol remains problematic, as previously stated, leading to an inflated
robustness estimate. In fact, under more realistic settings (see §5.4.2), we demonstrate that
this gradient-based attack almost entirely defeats DBP when only one sample is used to
predict the label (i.e., Wor.Rob).

C.5 Evaluations with Liu et al. [162]’s Fixed AutoAttack

Liu et al. [162], like DiffHammer [251] and our own analysis, note that evaluating a
single purification at attack termination inflates robustness scores. Liu et al. [162] address
this by evaluating 20 replicas of the final AE, declaring success if any is misclassified. While
similar in spirit to the Wor.Rob metric we consider (see §5.3.3), this protocol is more
limited: it evaluates only at the final step, whereas Wor.Rob evaluates N copies at each
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attack iteration. Accordingly, Liu et al. [162] group their method with one-shot evaluations,
providing a slightly more realistic assessment.

Models Pur. Gradient Method Cl-Acc % Rob-Acc %

WideResNet-28-10
DiffPure [182] Full (Liu et al. [162]) 89.26 56.25

Full-DiffGrad 89.46 30.86

GDMP [250] Full (Liu et al. [162]) 91.80 40.97
Full-DiffGrad 93.36 10.55

WideResNet-70-16 DiffPure [182] Full-DiffGrad 89.06 35.16
GDMP [250] Full-DiffGrad 91.8 8.59

Table C.2: AA-ℓ8 comparison on CIFAR-10 under Liu et al. [162]’s protocol
(i.e., Fixed AutoAttack) (ϵ8“8{255).

We replicate their setup using DiffGrad (Table C.2), running 20 iterations with
N “ 10 EOT samples per step and evaluating 20 final replicas. Under this protocol,
our improvements are stark. On WideResNet-28-10, we reduce Rob-Acc by 25.39% and
30.42% for DiffPure and GDMP, bringing final accuracy to 30.86% and 10.55%, respectively.
These results confirm the superiority of DiffGrad’s gradients and expose DBP ’s realistic
vulnerability. We observe similar results on WideResNet-70-16 (not evaluated in [162]).

C.6 Ablation Study

To assess the impact of the number of evaluation samples N , we test both single-purification
and majority-vote (MV) settings with N P t1, 10, 128u. Our goal is to highlight the
brittleness of DBP ’s standard deployment, which classifies based on a single purified
copy. As explained in §5.3.3, in stateless setups (e.g., phishing, spam, CSAM), adversaries
can resubmit identical queries indefinitely. Since randomized defenses like DBP can fail
along certain stochastic paths, any non-negligible misclassification probability compounds
with repeated attempts—see §5.3.3. Although DBP assumes this probability is negligible,
our proof in §5.3.1, results in §5.4, and the ablation experiments here contradict this.
Furthermore, we wish to showcase the advantages of our proposed majority-vote (MV)
setting that strives to mitigate this vulnerability by, instead, classifying based on expectation
of the randomized defense.

We evaluate DiffPure and GDMP on CIFAR-10 using WideResNet-70-16 and (our)
AA-ℓ8 (with ϵ “ 8{255 and 100 iterations). For N “ 1 and N “ 10, we use 10 EOT samples;
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for N “ 128, we reuse the same 128 samples for both EOT and evaluation. This improves
gradient quality, thus strengthening attacks, yet still leads to higher MV robustness, proving
the superiority of our proposed method despite the use of more accurate gradients.

For Wor.Rob, clean accuracy (Cl-Acc) remains constant across all N values since we
always compute it using a single purified copy (N “ 1), independent of the number N of
samples used in the attack. This reflects the actual standard single-purification deployment
of DBP, where the defender classifies a single output, while the attacker may retry multiple
times. Hence, for Rob-Acc we consider a batch of multiple samples (the corresponding N
in that row) and then declare attack success if a single misclassification occurs (after any
given optimization step), revealing the gap between measured and effective robustness. In
contrast, MV.Rob clean accuracy varies with N , as the prediction always aggregates over
N purified samples, consistent with our proposed deployment.

Pur. #Samples Wor.Rob %
Cl-Acc Rob-Acc

MV.Rob %
Cl-Acc Rob-Acc

DiffPure [182]
N=1

89.06
35.16 89.06 35.16

N=10 17.19 91.02 39.45
N=128 17.58 92.19 47.72

GDMP [250]
N=1

91.8
8.59 91.8 8.59

N=10 7.03 92.19 16.8
N=128 5.47 92.19 32.81

Table C.3: AA-ℓ8 Performance under various evaluation sample counts

Table C.3 confirms that Wor.Rob consistently declines with N , revealing the illusion
of robustness under single evaluation. For instance, DiffPure shows a drop from 35.16%
(at N “ 1) to 17.58% at N “ 128 (far lower than the inflated numbers reported in
previous studies—see Appendix C.4), confirming that many stochastic paths yield incorrect
predictions, as our properly implemented gradient-based attack (see §5.3.2) lowers the
expected classification confidence, making such failure modes more likely. For GDMP, we
observe a similar trend.

In contrast, MV.Rob improves with N , rising from 35.16% to 47.72% for DiffPure, and
from 8.59% to 32.81% for GDMP. This affirms MV as a more stable and accurate evaluation
method that must be adopted as the de facto standard for DBP evaluations in the future.

Yet, despite MV ’s benefits, our gradient-based AA-ℓ8 attack still degrades robustness,
which never exceeds 50%, validating our theoretical finding from §5.3.1 that such attacks
repurpose DBP into an adversarial distribution generator.
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Computational Cost. While a larger N increases computational overhead, we identify
N “ 128 as the max batch size fitting in a single A100 GPU run, requiring „ 26.53s for
inference, with N “ 10 offering a practical middle ground (6.54s vs. 5.29s for N “ 1).
Hence, for practicality and if throughput is critical, one should opt for N “ 10. However,
in high-stakes systems where latency is not crucial, a larger N is favorable. Yet, additional
tests (not shown) suggest MV.Rob plateaus near N “ 128. Note that these latencies
refer to purification inference alone (classification excluded). During attacks (not standard
deployment), there is also the cost of backpropagation. When accounting for the cost of
classification and backpropagation, the latency becomes „ 17s for N “ 1 and N “ 10,
compared to „ 53s for N “ 128. As explained in §5.3.2, our design allows purifying
multiple stochastic copies of the same sample in one step, in contrast to previous work.
This reduces the runtime per EOT gradient from up to N ˆ 17s—where N stochastic
purifications are run serially—to just TNs, where TN is the latency incurred by purifying N
samples in a batch, yielding a speedup of up to N ˆ 17{TN for single-sample attacks, which
amounts to 41.06ˆ for N “ 128 allowing for a considerable speedup when the objective
is to utilize many EOT samples to obtain accurate gradient estimates. For batch attacks,
prior methods purify one stochastic copy per sample per EOT step and require all samples
to converge before proceeding to the next batch of inputs, blocking early termination. In
contrast, DiffGrad purifies N copies of a single sample in parallel, allowing samples to
terminate independently. This greatly improves overall throughput by freeing compute
sooner, especially when convergence varies across inputs.

ImageNet timings: While we limit our ablation studies to CIFAR-10 for feasibility, we
provide ImageNet timings for completeness. At ImageNet resolution on a 40 GB A100
GPU, DBP inference (forward propagation only) requires „ 7s for N “ 1 and „ 25s for
N “ 8. A single attack iteration (i.e., forward and backward propagation) lasts „ 16s
(N “ 1) and „ 75s (N “ 8). Thus, batching EOT copies yields a significant speedup over
serial purification for both attacks and inference, but models and activations dominate cost
at this scale, so batching returns diminish faster than on CIFAR-10 .

Recommendations for Choosing The Batch Size N . We found N “ 128 for
CIFAR-10 and N “ 8 for ImageNet to be the largest feasible batch sizes to fit into the
40 GB A100 GPU memory, making larger batches impractical for large-scale evaluations
currently. That said, control experiments with larger N values for both datasets (split into
batches) showed negligible robustness or attack performance gains, indicating saturation.

Following the above discussion, we recommend N “ 10 for CIFAR-10 as a practical
default and N “ 64 ´ 128 for high-stakes inference (MV ) and highly accurate gradients
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when evaluating new attack methods such as our LF strategy—see §5.5. For ImageNet,
we recommend N “ 8 for similar reasons; larger N values remain preferable when added
latency is acceptable.

C.7 Details on Our Low-Frequency (LF ) Adversarial Op-
timization Strategy

C.7.1 Attack Hyperparameters

Through experimentation, we found that the loss balancing constants c “ 108 for CIFAR-
10 and c “ 104 for ImageNet lead to the fastest convergence rates and selected these
values accordingly (although other choices are also possible). The filter network architecture
for ImageNet is identical to that used in UnMarker (see Appendix B.1). For CIFAR-10,
since the images are much smaller, we found the original architecture unnecessarily costly
and often prevents convergence since larger filters group pixels from distant regions together
in this case, easily violating visual constraints upon each update, resulting in the LPIPS
condition being violated. Thus, we opt for a more compact network that includes filters with
smaller dimensions, which was chosen based on similar considerations to UnMarker ’s [130]
(see §4.5.2), allowing us to explore several interpolation options. The chosen architecture
for CIFAR-10 includes 4 filters, whose dimensions are: p5, 5q, p7, 7q, p5, 5q, p3, 3q. We
use fixed learning rates of 0.008 for the direct modifier δ and 0.05 for the filters’ weights,
optimized using Adam. The remaining hyperparameters were left unchanged compared to
Appendix B.1.

C.7.2 Pseudo-Code

The pseudo-code for our low-frequency (LF ) strategy (see §5.5) is in Algorithm C.3.
Importantly, as each Ki,j

b ’s values should be non-negative and sum to 1, the values for
each such per-pixel kernel are effectively obtained by softmax ing the learned weights.
Initially, the modifier δ̂ is initialized to 0 and the weights tpθK˚

b
u are selected s.t. the filters

perform the identity function (line 1). As a result, the attack starts with xadv “ x that
is iteratively optimized. Similar to C & W [32], we directly optimize xadv (i.e., using the
modifier δ̂) in the arctanh space, meaning we transform the sample first to this space by
applying arctanh (after scaling xadv to arctanh’s valid range r´1, 1s) where δ̂ is added
and then restore the outcome to the original problem space (i.e., rmin_val, max_vals,
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Algorithm C.3 Low-Frequency (LF ) Adversarial Optimization
Require: Sample x, Model (classifier) M, DBP pipeline D, Loss function ℓ, True

label y of x, Perceptual loss LPIPS, LPIPS threshold τp, Filter architecture
B
ś

OF
, Balancing constant c, Iterations max_iters, Success condition Cond, Filter

weights learning rate lr
OF

, Modifier learning rate lrδ, Number of purified copies
n, Number of EoT eot_steps, Input range limits (min_val,max_val)

1: tpθK˚
b
u Ð identity_weightsp B

ś

OF
q, δ̂ Ð 0 /* Initialize attack parameters. */

2: OptimÐ AdamprtpθK˚
b
u, δ̂s, rlr

OF
, lrδsq

3: xinv Ð inv_scale_and_arctanhp z /* Scale x to r´1, 1s and
x,min_val,max_valq take arctanh. */

4: for iÐ 1 to max_iters ¨ eot_steps do

5: xadv Ð
B
ś

OF
ptanh_and_scalep z /* Generate adversarial input

xinv ` δ̂,min_val,max_valq using new tpθK˚
b
u and δ̂

via (eq. (5.3)) scaled to
rmin_val,max_vals. */

6: distÐ LPIPSpx,xadvq /* Calculate perceptual distance. */
7: x̂0

adv Ð Dprepeatpxadv, nqq /* Get purified outputs. */
8: logitsÐMpx̂0

advq /* Compute model output. */
9: if Condplogits, yq and dist ď τp then

10: return xadv /* Success. Return xadv. */
11: end if
12: ObjectiveÐ ℓplogits, yq ` c ¨maxpdist´ τp, 0q /* Compute loss

(eq. (5.3)). */
13: Objective.backwardpq /* Get gradients for parameters. */
14: if i mod eot_steps “ 0 then
15: Optim.steppq /* Update parameters. */
16: Optim.zero_gradpq /* Reset gradients. */
17: end if
18: end for

return x /* Failure. Return original x. */
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which is typically r0, 1s) via the tanh operation. Further details on this method and
its benefits can be found in [32]. All other steps correspond to the description brought
in §5.5. Unlike §5.3.1, we assume the classifier M outputs the logit vector rather than the
probabilities (i.e., we omit the softmax layer over its output, which may or may not be
re-introduced by the loss ℓ), as is traditionally done for a variety of adversarial optimization
strategies (e.g., C & W [32]) to avoid gradient vanishing. We use the known max-margin
loss [32]— ℓplogits, yq“ logitsr, : ys´max

j‰y
tlogitsr, : jsu.

To average the gradients over multiple (N) paths as per the adaptive attack’s require-
ments from §5.3.1, we generate several purified copies by repeating the sample xadv under
optimization n times before feeding it into the DBP pipeline (line 9). Here, n corresponds
to N or the maximum number of copies we can fit into the GPU ’s memory during a single
run. However, as this n may be smaller than the desired N from §5.3.1 (i.e., number of
EoT samples) that allows us to sufficiently eliminate the error in the computed gradient,
we use gradient accumulation by only making updates to the optimizable parameters (and
then resetting their gradients) every eot_steps iterations (lines 14-17). By doing so, the
effective number of used copies becomes n ˚ eot_steps, which can represent any N of choice
that is divisible by n. Note that if n is not a divisor of N , we can always increase N until
this condition is met, as a larger N can only enhance gradient accuracy). This also explains
why the algorithm runs for max_iters ˚ eot_steps (line 4).

Finally, the condition Cond captures the threat model (either SP or MV ): When the
logits for the n copies are available together with the target label y, Cond outputs a success
decision based on whether we seek misclassification for the majority of these purified copies
or a single copy only. Note that, as explained in §5.4.2, we take the majority vote over
the maximum number of copies we can fit into the GPU (i.e., n) for MV. As this choice
was only made for practical considerations, one may desire to experiment with different
configurations wherein another number of copies is used. Yet, this is easily achievable by
simply modifying Cond accordingly: For instance, we may augment it with a history that
saves the output logits over all eot_steps (during which xadv is not updated). Then, the
majority vote can be taken over all copies in this window. By increasing the number of
eot_steps, we can use as many copies for the majority vote decision as desired in this case.

In addition to the precise gradient module DiffGrad, our DiffBreak toolkit provides
the implementation of our LF strategy, as well as various other common methods (e.g., AA
and StAdv), to enable robust and reliable evaluations of DBP. All strategies are optimized
for performance to speed up computations via various techniques such as just-in-time (JIT )
compilation. Our code is available at https://github.com/andrekassis/DiffBreak.
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C.8 Example Attack Images

In Appendix C.8.1-C.8.10, we provide a variety of successful attack images that cause
misclassification in the rigorous MV setting, generated using our low-frequency (LF )
strategy against all systems considered in §5.5.1. For configurations that were also evaluated
against AA-ℓ8 under the same MV setting (i.e., using the same sample counts N as used for
LF in §5.5.1), we include successful AE s generated with this method for direct comparison.
Specifically, for ImageNet , both the LF attack in §5.5.1 and the AA attack in §5.4.2 were
evaluated under MV with N “ 8; hence, we include AA samples for ImageNet directly
from §5.4.2. For CIFAR-10 , the AA experiments in §5.4.2 use the relaxed N “ 10 setting.
Therefore, we instead draw samples from the corresponding N “ 128 AA experiments
reported in Appendix C.6 to ensure a fair comparison under equal majority-vote conditions.
Note that all samples are crafted using the parameters listed in §5.4.2 and §5.5.1. That
is, τp “ 0.05 for LF and ϵ8 “ 8{255 for AA against CIFAR-10 and ϵ8 “ 4{255 against
ImageNet.

For the configurations that were evaluated against both strategies, we provide two sets
of samples: 1) Three triplets containing the original image, the AE generated using AA,
and the AE crafted using LF. Importantly, all original samples in this set are inputs for
which both methods can generate successful AE s, and we provide these to allow for a
direct comparison between the two strategies’ output quality on a sample-by-sample basis.
Yet, as AA is inferior to our approach (LF ), resulting in the systems retaining robustness
on many inputs for which it fails to generate successful AE s under MV, it is essential to
inspect LF ’s outputs on such more challenging samples to demonstrate that it still preserves
quality despite its ability to fool the target classifiers. Thus, we include a second set of: 2)
Three successful AE s generated with LF from inputs on which AA fails under MV. For the
remaining configurations that were not evaluated against AA under the same MV sample
counts from §5.5.1, we provide six successful AE s generated with LF.

In Appendix C.8.11, we present attack images generated by the non-norm-bounded
StAdv [271] strategy under MV (with the above sample counts N). This method has
demonstrated superior performance to norm-based techniques in the past against DBP [182]
even in the absence of the correct exact gradients, indicating it could be a viable attack
strategy with our gradient computation fixes, thereby making our LF approach unnecessary.
Yet, previous evaluations only considered StAdv against DBP for CIFAR-10 [182]. While
we find StAdv capable of defeating all systems (for both CIFAR-10 and ImageNet),
it leads to severe quality degradation when used to attack DBP -protected classifiers for
high-resolution inputs (i.e., ImageNet), leaving the AE s of no utility. Thus, we deem it
unsuitable, excluding it from the main body of Chapter 5 accordingly. Further details are
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in Appendix C.8.11.

All samples below are originally (without adversarial perturbations) correctly classified.

C.8.1 Attack Samples Generated Against CIFAR-10 ’s WideResNet-
70-16 with GDMP Purification

Figure C.2: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.

Figure C.3: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.

C.8.2 Attack Samples Generated Against CIFAR-10 ’s WideResNet-
28-10 with GDMP Purification

Note: While WideResNet-28-10 was not evaluated against AA under MV with N “ 128 in
Appendix C.6, we include AA samples here to complement our CIFAR-10 analyses—our
primary benchmark for AA-based evaluation. Among the two main purification paradigms
considered (GDMP and DiffPure), we randomly selected GDMP for this illustrative example.
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Figure C.4: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.

Figure C.5: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.

C.8.3 Attack Samples Generated Against CIFAR-10 ’s WideResNet-
70-16 with DiffPure Purification

Figure C.6: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.

Figure C.7: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.
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C.8.4 Attack Samples Generated Against CIFAR-10 ’s WideResNet-
28-10 with DiffPure Purification

Figure C.8: Successful attacks generated with LF. Left -original image. Right - LF.
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C.8.5 Attack Samples Generated Against ImageNet ’s DeiT-S with
GDMP Purification

Figure C.9: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.
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Figure C.10: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.
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C.8.6 Attack Samples Generated Against ImageNet ’s WideResNet-
50-2 with GDMP Purification

Figure C.11: Successful attacks generated with LF. Left -original image. Right - LF.
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C.8.7 Attack Samples Generated Against ImageNet ’s ResNet-50
with GDMP Purification

Figure C.12: Successful attacks generated with LF. Left -original image. Right - LF.
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C.8.8 Attack Samples Generated Against ImageNet ’s DeiT-S with
DiffPure Purification

Figure C.13: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.
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Figure C.14: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.
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C.8.9 Attack Samples Generated Against ImageNet ’s WideResNet-
50-2 with DiffPure Purification

Figure C.15: Successful attacks generated by LF and AA-ℓ8. Left -original image.
Middle - AA. Right - LF.
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Figure C.16: Successful LF attacks on inputs for which AA-ℓ8 fails. Left - original
image. Right - LF.
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C.8.10 Attack Samples Generated Against ImageNet ’s ResNet-50
with DiffPure Purification

Figure C.17: Successful attacks generated with LF. Left -original image. Right - LF.

C.8.11 Quality Comparison with StAdv

We found StAdv capable of generating outputs that defeat DBP even under MV. However, it
is not suitable for targeting DBP -defended classifiers that operate on high-resolution images.
The reason is that StAdv performs spatial transformations that relocate the different pixels.
Thus, its changes quickly become visible when applied excessively. Due to the considerable
stochasticity of DBP (see §5.4.2), the required displacements (especially in the MV setting)
are significant, which in turn can severely impact quality. For low-resolution inputs
(e.g., CIFAR-10 ), StAdv can still be effective, with the quality degradation remaining
unnoticeable due to the size of the images that renders them blurry by default, masking
StAdv ’s effects. For high-resolution inputs, the degradation is substantial, leaving the
outputs useless as stealthiness is a key requirement from practical AE s [130]. StAdv ’s
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successfully misclassified samples (under MV ) below prove these claims. We use Full-
DiffGrad for backpropagation and run StAdv with its default parameters [271]. When the
parameters are changed to better retain quality, StAdv ceases to converge for ImageNet,
making it of no use. All provided samples are originally correctly classified.

Figure C.18: StAdv attacks against CIFAR-10 ’s WideResNet-70-16 with GDMP
purification. Left - original image. Right - StAdv.
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Figure C.19: StAdv attacks against ImageNet ’s DeiT-S with DiffPure purification.
Left - original image. Right - StAdv.
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Appendix D

KEYSHIFT: Key-Induced Boundary
Shifts for Adversarial Robustness

D.1 Design & Training

Below we provide details on our preprocessor architecture and its training procedure. We
first present our ConvolveCond conditioning mechanism and explain how we apply
simple modifications to standard U-Nets to integrate this operator. Finally, we describe
the curriculum training algorithm.

D.1.1 ConvolveCond

Our conditioning logic ConvolveCond (Algorithm D.1) is modular and can be introduced
into any residual block of an existing U-Net. Each conditioning point applies Convolve-
Cond to the current feature x and key state z tensors, producing an updated pair px1, z1q.
z is first projected (line 1) to match the feature channels and resized (line 2) to the
feature resolution (since U-Nets perform up/down sampling and channel changes); the
resulting tensors are concatenated (line 3) and processed by a small convolutional network
f (line 4)—we instantiate f as Conv3ˆ3ÑSiLUÑConv3ˆ3ÑSiLU, mapping its input u as
2CÑhiddenÑ2C, where hidden “ 128 (but other alternatives for f could be explored).
The output is split into new feature and key tensors (line 5), with the latter compressed
back to a single channel (line 6) and resized to the original key dimensions (line 7). Then,
both are propagated to subsequent layers (line 8).
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Algorithm D.1 ConvolveCond: Coupled feature–key update
Require: Feature map x P RBˆCˆHxˆWx, key state z P RBˆ1ˆHˆW

Ensure: Updated px1, z1q

1: z1 Ð Conv
p1ÑCq

1ˆ1 pzq
2: z1 Ð Resizepz1, Hx,Wxq Ź up/downsample to match x
3: uÐ Concatpx,z1q Ź concat along channel dimension
4: uÐ fpuq Ź small conv-net
5: x1, z̃ Ð ur:, 1:C, :, :s, ur:, C`1:, :, :s
6: z1 Ð kpz̃q Ź C Ñ 1 convolution (project to 1 channel)
7: z1 Ð Resizepz1, H,W q
8: return x1, z1

Entanglement. The key state is repeatedly mixed with the feature (input) represen-
tation and updated across layers by ConvolveCond (see below). Consequently, private
behavior depends on the evolution of a joint, entangled feature–key state that is always
processed by the same computational conditioning units. Hence, techniques attempting to
manipulate the key state’s processing units will simultaneously affect the input computation
pathway, likely destabilizing predictions rather than revealing private behavior, resisting
architectural analysis attacks as explained in §6.3.2.

D.1.2 U-Net Integration

The preprocessor P is implemented using a U-Net backbone. U-Nets consist of a hierarchy
of feature transformations combining convolutions, normalization, residual connections, and
resolution changes. As explained in §6.3.2, the only architectural element we modify is the
residual block. Each residual block is replaced with a conditional residual block that addition-
ally receives and propagates the key state through the network. Algorithm D.2 summarizes
the resulting block. Aside from the addition of the key state and two ConvolveCond
operations, it follows the standard residual formulation. This modification is backbone-
agnostic: any U-Net architecture using residual blocks can be conditioned by replacing
each block with the conditional variant described below and propagating the key state
throughout the network.

The operations in black correspond to the standard residual block structure. The Skip
operation (line 1) denotes the residual path, which is typically the identity or a 1 ˆ 1
convolution used to match channel dimensions between the input and output of the block.
The result of this operation is stored and later combined with the transformed features.
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Algorithm D.2 Conditional residual block
Require: Feature tensor x, key state z
Ensure: Updated feature tensor x1, updated key state z1

1: r Ð Skippxq
2: hÐ PreOpspxq Ź norm, activation, dropout, etc.
3: hÐ Conv1phq
4: h, z1 Ð ConvolveCond1ph, zq
5: hÐ BlockOpsphq Ź norm, activation, dropout, convolutions, etc.
6: hÐ Conv2phq
7: h, z1 Ð ConvolveCond2ph, z

1q

8: hÐ PostOpsphq Ź norm, activation, dropout, etc.
9: x1 Ð Scalepr ` hq

10: return x1, z1

PreOps (line 2), BlockOps (line 5), and PostOps (line 8) abstract the sequence of standard
operations in residual blocks, including normalization layers, activations, dropout, and
additional convolutions. These may vary slightly across implementations but do not affect
the structure itself. The Scale operation (line 9) optionally rescales the residual merge,
which is commonly used in U-Nets for numerical stability.

We extend the block to operate on a pair px, zq rather than only the feature tensor x.
The gray lines indicate the two conditioning points where the ConvolveCond operator
(Algorithm D.1) is applied. The first occurs immediately after the initial convolution
(line 4), allowing the key to influence the early feature transformation. The second occurs
after the final convolution (line 7) before the residual merge. Each invocation jointly
updates the feature representation and the propagated key state, producing the pair px1, z1q.
Between these conditioning points, operations of the residual block remain unchanged from
the standard architecture. Each of the two ConvolveCond operators has its unique
parameters. This design entangles the two signals (see Appendix D.1.1): the output features
depend on both the current feature representation and the key state, while the key state
itself is updated based on the resulting activations as well.

D.1.3 Preprocessor Training

This subsection completes the description of the preprocessor training procedure. We first
detail the adversarial objective, and then present the full training algorithm that optimizes
all objectives introduced in §6.3.2.
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Adversarial Objective

While we rely on label permutation to separate public and private behaviors, both utilize a
shared architecture (parameters), allowing some AE s to transfer across modes. We reduce
such shared directions via:

Ladv “ ℓpMpP pxadv, z
‹
qq, πpyqq ,

xadv is an AE crafted directly against M via PGD [141] (ℓ8). Since public mode collapses
to identity, AE s can be precomputed against the fixed classifier M, avoiding the significant
online cost of AT. We found PGD suffices to reduce adversarial overlap between modes
and strengthen robustness to diverse attacks. We apply Ladv only when public-mode AE s
measurably degrade private-mode robustness—see Appendix D.2.

Curriculum Training

Algorithm D.3 summarizes the preprocessor’s training procedure. The classifier M remains
frozen so that all private behavior is mediated solely through the preprocessor. Training
proceeds in a staged curriculum that incrementally introduces the objectives from §6.3.2
based on whether all previous objectives have converged at the end of any training iteration
(epoch).

Stage 1 (Private). Each iteration first enforces the private-mode objective (lines 6–8).
The secret key z‹ is repeated B times across the batch and P px, z‹q is required to produce
permuted labels πpyq through the fixed classifier M. Once this objective converges, training
advances to the public-collapse stage.

Stage 2 (Public). In this phase (lines 9–12), keys are sampled (Monte Carlo) from
the high-entropy distribution Z and the preprocessor is trained to collapse to the identity
mapping, enforcing P px,zq « x for non-secret keys.

Stage 3 (Adv). After both behaviors are established, the optional adversarial objective
is introduced (lines 14–17), which trains P on AE s generated using PGD [141] against the
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Algorithm D.3 Curriculum training of keyed preprocessor P

Require: Dataset D, secret key z‹, permutation π, classifier M, preprocessor P , training hyper-
parameters

1: Freeze M; initialize P
2: stage Ð Private
3: for epoch “ 1 to T do
4: for batch px, yq in D do
5: L Ð 0

# Private-mode objective
6: x̂priv Ð P px,Repeatpz‹, Bqq

7: L Ð L ` λpriv ℓpMpx̂privq, πpyqq

8: if stage P tPublic,Adv,Robustu then
# Public-collapse objective

9: sample z1, . . . ,zB „ Z
10: x̂pub Ð P px,Concatpz1, . . . ,zBqq

11: L Ð L ` λpub}x̂pub ´ x}2

12: end if
13: if stage P tAdv,Robustu and adv_obj then

# Optional adversarial regularization objective
14: xadv Ð PGDpx,Mq

15: x̂adv Ð P pxadv,Repeatpz
‹, Bqq

16: L Ð L ` λadv ℓpMpx̂advq, πpyqq

17: end if
18: if stage = Robust then

# Robustness objective
19: z1 Ð OptimizeKeyCandidatepD, Srobq /* Inner key-recovery search */
20: x̂rob Ð P px,Repeatpz1, Bqq

21: L Ð L ` λrob
`

}x̂rob ´ x}2 ` crobℓpMpx̂robq, yq
˘

22: if early_termination and CurrentStageSatisfied() then
23: return P
24: end if
25: end if
26: update P using ∇L
27: end for
28: if CurrentStageSatisfied() then
29: advance stage
30: end if
31: end for
32: return P

frozen classifier. This stage reduces perturbation directions that transfer between public
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and private modes (see Appendix D.1.3).

Algorithm D.3 abstracts the decision process regarding whether this stage should be
initiated through adv_obj. In practice, this variable is determined through the following
procedure, omitted from the algorithm for brevity. After the private and public objectives
have converged, we generate AE s in public mode using PGD (once) on a subset of the
training data (1024 samples) and evaluate their transferability to private mode. If these
perturbations noticeably degrade private-mode accuracy (i.e., accuracy drops below a preset
threshold—see Appendix D.2), we enable the adversarial objective and include this stage.
Otherwise, training proceeds directly to the next stage. Moreover, Algorithm D.3 presents
the adversarial objective as if AE s were generated during training. In practice, this is
unnecessary. As discussed in Appendix D.1.3, public mode collapses to the identity, allowing
AE s to be generated directly against the classifier M. Because M is fixed throughout
training, these AE s can be precomputed before optimization begins. This avoids the
substantial computational overhead that would arise from generating AE s online at each
training step.

Stage 4 (Robust). Finally, robustness training against key-recovery attacks is performed
(lines 19–21). At each training step (batch), an inner optimization attempts to recover a
candidate key z1 using the recovery strategy described in §6.3.2. This search is initialized
from a random z „ Z that is iteratively updated to optimize the recovery objective,
attempting to identify a valid key that activates private behavior. This procedure is
abstracted in Algorithm D.3 by the call to OptimizeKeyCandidate (line 20). Moreover, the
recovery objective defined in §6.3.2 optimizes both a key and permutation matrix over the
full dataset D. Executing this procedure exactly during training would be infeasible, as it
would require repeatedly iterating over the entire dataset within each outer training step.
To make this stage tractable, we limit the inner optimization to a small number of steps
Srob. This truncated search produces a single candidate key z1 intended to approximate
the behavior of a recovery attacker. By keeping Srob small, the additional cost becomes
comparable to that of adversarial training methods, where inputs are iteratively perturbed
within each batch.

The resulting candidate key is then applied to the current batch (line 20), and the
preprocessor is trained to maintain public-mode behavior under this adversarial conditioning.
Concretely, the optimization enforces that the preprocessor continues to implement the
identity transformation (by minimizing the reconstruction norm) while preserving correct
classification under the ground-truth labels (line 21). This effectively inverts the recovery
objective described in §6.3.2, discouraging keys that would activate private behavior. The
coefficient crob balances the reconstruction and classification terms in this objective.
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Discussion: One may wonder why training against only a small number of candidate keys,
each optimized for a few steps, suffices to harden against recovery in a high-entropy key
space. The goal of the robustness objective is not to enumerate all possible aliases, but to
eliminate search-accessible ones. Because public-mode training collapses randomly sampled
non-secret keys to a single behavior while the secret key is explicitly associated with the
private behavior, remaining aliases are likely to arise from partial signatures of the secret
key—similarities in subregions of the key or in the internal activations they induce. In other
words, the preprocessor may inadvertently associate private behavior with localized patterns
in the key or its activations rather than with the key as a whole. While the public objective
encourages isolation of the secret key, it does not strictly enforce collective matching, and
the Monte-Carlo sampling used during training cannot fully cover the high-entropy space
(see §6.3.2). Consequently, the small-measure assumption for the private region (discussed
in §6.3.2) may be violated, allowing search or optimization procedures to exploit locally
reachable signals that guide them toward nearby alias keys.

Robustness training suppresses these shared cues by forcing the model to respond to
the secret key as a whole rather than to partial signatures of it. Once these signals are
removed, any remaining aliases become effectively isolated and lack the locally exploitable
structure required by search or optimization procedures; discovering them would therefore
require near-random exploration in the high-entropy key space. The failure of diverse
recovery attacks in §6.5.2, including gradient-based and gradient-free methods with varied
initializations and substantially larger search budgets, supports this interpretation.

Algorithmic Details and Stage Transitions. Training progresses through stages
once the objectives active in the current stage converge (lines 28–30). Algorithm D.3
abstracts this decision via the function CurrentStageSatisfiedpq, which evaluates epoch-level
aggregated statistics of the active loss terms. In practice, a stage is considered converged
when all active loss components stabilize across consecutive epochs—i.e., they no longer
decrease meaningfully and do not increase. Once this condition is satisfied, the algorithm
advances to the next stage in the curriculum described above. The Adv stage is skipped if
the adversarial objective is disabled (adv_obj “ False).

When the optional flag early_termination is enabled (lines 22-23), an additional
stopping condition is applied during the Robust stage based on aggregated batch-level
statistics. Because robustness training involves an inner recovery optimization, continuing
to process the entire dataset after convergence can be unnecessarily expensive for large
datasets. In practice, we observe that the robustness objective typically converges rapidly.
Therefore, when early_termination is active, the convergence condition is evaluated at the
batch level during the Robust stage. If CurrentStageSatisfiedpq holds, training terminates
immediately and the preprocessor is returned. This allows robustness hardening to complete
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after only a small number of batches when convergence occurs early, substantially reducing
training cost for large-scale datasets.

The loss coefficients λpriv, λpub, λadv, and λrob balance the different objectives in the
training loss and are treated as hyperparameters—see Appendix D.2.3.

D.2 Experimental Setup Details

In this section we provide the details of our experimental setup. We first list the key
space scale and dimension choices for the different datasets, and then describe the chosen
U-Net backbones and preprocessor perturbation bounds. Afterward, we present the training
configurations and hyperparameters. Finally, we discuss the setup and parameters of the
adversarial attacks considered in §6.4.

D.2.1 Key Space Construction

The entropy of the key space is controlled by the scale σ and dimensionality d (see §6.3.2).
We set σ “ 50.0 to provide sufficient entropy to hide the private decision space. In §6.5.2
we contrast this choice with σ “ 1.0, showing small scales make private behavior vulnerable
to extraction.

For the dimensionality d, we match the input resolution (i.e., d “ HˆW ) of the dataset
(32 ˆ 32 for CIFAR and 224 ˆ 224 for YouTube-Faces). Larger key dimensions are
unnecessary because the ConvolveCond operator rescales the key state to the current
feature resolution at each conditioning point (Appendix D.1). Since U-Net feature maps
are bounded by the input resolution, higher-dimensional keys would introduce redundant
information that is discarded during this resizing step.

D.2.2 Preprocessor Configuration

Architecture. For all datasets the preprocessor is a U-Net augmented with Convolve-
Cond (Appendix D.1). The backbone depth is adapted to the datasets. Table D.1
summarizes the architectures used.

For CIFAR datasets, we employ a three-scale pyramid that compresses the feature
resolution to 8 ˆ 8 before expanding back to the input resolution. For YouTube-Faces
(224ˆ 224 inputs) we use a shallower two-scale architecture, as the higher-resolution inputs
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Dataset Input res. z dim (d) # scales Feature pyramid

CIFAR-10 32ˆ 32 32ˆ 32 3 32Ñ16Ñ8Ñ16Ñ32

CIFAR-100 32ˆ 32 32ˆ 32 3 32Ñ16Ñ8Ñ16Ñ32

YouTube-Faces 224ˆ 224 224ˆ 224 2 224Ñ112Ñ224

Table D.1: U-Net backbone configurations.

already provide sufficient spatial structure and deeper pyramids offer limited benefit relative
to their computational cost. For CIFAR we stack two U-Net modules, so the preprocessor
effectively computes Upx, zq “ U2pU1px, zqq, with the intermediate module propagating
both the feature representation and key state. This increases the expressive capacity of
the conditioning mechanism, allowing the network to focus on more complex key-specific
patterns at lower key dimensionality. For YouTube-Faces , a single U-Net backbone was
sufficient due to the richer spatial structure of the learned higher-dimensional key states,
which provides a stronger signal for associating the key with unique activation patterns
that induce the private behavior.

Preprocessor Perturbation Budget ϵ. The preprocessor predicts a bounded per-
turbation P px, zq “ x ` tanhpUpx, zqqϵ, where ϵ controls the maximum transformation
magnitude. Bounding the perturbation stabilizes training in multi-class settings by pre-
venting large class-to-class interference (see §6.3.2).

Because inputs are normalized to r0, 1s, ϵ must be large enough to realize the label
permutation while preserving sufficient input structure for input-adaptive transformations.
Empirically, values above « 0.125 allow reliable convergence with convergence occurring at
a faster rate as ϵ grows as it increases the preprocessor’s expressiveness. Yet, excessively
large values destabilize optimization. We thus select ϵ based on early training dynamics.
We use ϵ “ 64{255 for CIFAR-10/100 and ϵ “ 160{255 for YouTube-Faces, where
the higher-resolution task benefits from a larger perturbation budget, which substantially
accelerates convergence while preserving stable training.

D.2.3 Training Configuration

For each dataset, the preprocessor is trained using the curriculum described in §6.3.2 (see
Appendix D.1.1).

Losses & Coefficients. For CIFAR-10 and CIFAR-100 , we use the cross-entropy
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loss for classification terms. For YouTube-Faces we use the Margin Logit Loss (MLL),
which was more stable for this large-class regime. The loss coefficients balance the different
objectives during training. We fix λpriv “ 1.0 for all datasets and calibrate the remaining
coefficients relative to this reference. The resulting values used in our experiments are
reported in Table D.2. The coefficients were selected through light validation tuning to
ensure balanced optimization across objectives.

Dataset λpub λadv λrob

CIFAR-10 103 10´1 50

CIFAR-100 105 10´2 5000

YouTube-Faces 102 – 100

Table D.2: Training loss coeffi-
cients. λpriv “ 1.0 for all datasets.

The constant crob balances the reconstruction and
classification terms in the robustness objective—see
Algorithm D.3. Because the goal of this stage is
to enforce public-mode behavior for recovered keys,
the reconstruction loss is the primary component,
mirroring the public-collapse objective. To verify
that reconstruction alone suffices, we set the classi-
fication term to a negligible weight crob “ 2 ˆ 10´5

for CIFAR-10 and CIFAR-100 . Robustness was
achieved without increasing this coefficient, indicat-
ing that the reconstruction loss alone suppresses key-
search signals. Consequently, for YouTube-Faces we set crob “ 0 and rely solely on the
reconstruction term.

Adversarial Stage. The adversarial objective is applied for CIFAR-10 and CIFAR-
100 whenever transfer attacks reduce private-mode robustness below that of prior base-
lines [207, 257, 14]—see Appendix D.1.3. In practice this condition was triggered for both
datasets, and the stage was enabled using PGD with 50 iterations. For YouTube-Faces ,
which serves as a demonstration dataset without comparable robustness baselines, transfer
attacks did not significantly degrade private-mode accuracy and the adversarial stage was
therefore omitted.

Robustness Training Parameters. During the robustness stage, the inner key-
recovery search operates on mini-batches of training samples. For CIFAR-10 and CIFAR-
100 , the inner batch size is 256 and the search runs for Srob “ 100 steps. For YouTube-
Faces, the inner batch size is 32 and the search runs for Srob “ 800 steps, yielding a
comparable effective sample budget across datasets. It is important to note that this
truncated inner search is substantially weaker than a full recovery attack—see §6.5.2.

Training Procedure. We use the AdamW optimizer with an initial learning rate of
10´4 and apply a decay factor of 10 during the Public stage (only) whenever convergence
stalls. If further decay does not improve optimization, the last decay is reverted and
training proceeds to later stages without additional learning-rate scheduling. Because
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additional curriculum stages introduce extra forward passes, batch sizes are reduced as new
objectives become active. For CIFAR-10 and CIFAR-100 , the batch size is 256 during
the Private stage, 128 when the Public stage is added, and 64 for the remaining stages.
For YouTube-Faces , we use batch sizes 32, 16, and 8 respectively due to the higher input
resolution.

For CIFAR-10 , training requires 89 epochs, with the costly robustness stage converging
within two epochs only. For datasets with large class counts, early training can be unstable
due to limited class coverage. Hence, we employ a short slow-start phase that initializes
the private objective before the full curriculum. For CIFAR-100 , the small number of
representatives per class complicates learning bounded input-adaptive perturbations that
realize the private mapping through the pretrained classifier. We thus use 1M additional
samples from [207] for 7 epochs to increase exposure, followed by 97 curriculum training
epochs without these samples (the robustness stage requires 3 epochs). For YouTube-
Faces, the challenge stems from the vast number of classes (1283) relative to the batch
size, which can lead to interference between batches. We initialize training using a subset
containing a single sample per class for 94 epochs to establish a stable private mapping,
followed by 20 curriculum epochs. For YouTube-Faces , we employ the early-termination
mechanism (see Appendix D.1.3), ending the robustness stage after roughly 100 batches
within a single epoch.

D.2.4 Adversarial Attack Configuration

In our experiments we evaluate AA-ℓ8 [53], AA-ℓ2 [53], PGD-ℓ8 [141], the Perceptual PGD
attack (PPGD) [143], and the Low-Frequency attack (LF ) introduced in DiffBreak [131]
(see §5.5).

Implementation. All attacks are implemented using our DiffBreak library1 from Chap-
ter 5. DiffBreak integrates the multi-targeted AA implementation used in RobustBench [54]
while providing correct gradient computation for diffusion-based purification (DBP) de-
fenses such as DiffPure. As shown in Chapter 5, these corrected gradients reveal previously
unobserved vulnerabilities in DBP defenses. Using this toolkit, therefore, allows for fair
comparison with RobustBench-evaluated baselines, while ensuring accurate evaluation of
DBP methods. Additionally, DiffBreak provides a unified interface for evaluating various
attacks.

Hyperparameters. For ℓ8 attacks we use the common perturbation budget ϵ “ 8{255
for all datasets. For AA-ℓ2 we use ϵ “ 0.5, a common setting in prior evaluations [131]

1https://github.com/andrekassis/DiffBreak
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(this attack is not evaluated on YouTube-Faces). For the PPGD attack we use an LPIPS
constraint of 0.5 across all datasets, consistent with the settings used for CIFAR-10 and
ImageNet in [143] and the DiffBreak defaults. For the LF attack we follow the same
configuration from §5.5.1. On CIFAR datasets we use the original LPIPS bound 0.05.
For YouTube-Faces, which was not evaluated in §5.5.1, we calibrate the threshold to
avoid visible artifacts. A binary search yields a bound of 0.005, which preserves perceptual
similarity while collapsing undefended classifiers (e.g., public-mode KEYSHIFT drops
to 2.15%). For CIFAR-10 and CIFAR-100 , the LF attack uses the adversarial filter
network proposed in Appendix C.7.1. For YouTube-Faces we use the filter network
instantiated for ImageNet in the same work section, which is better suited to higher
resolutions.

KEYSHIFT Attack Strategy. Note that in the main experiments we mount attacks
against KEYSHIFT in public mode and evaluate the resulting AE s in private mode—
see §6.4. Public-mode attacks require a non-secret key to activate the preprocessor. To
avoid dependence on a specific choice, at each attack step we sample 10 non-secret keys and
perform an EOT update using the expected gradient. In practice, this produced results
almost indistinguishable from using a fixed non-secret key or attacking the base classifier
directly, as all non-secret keys collapse the preprocessor to the identity function.

DiffPure Baseline. When evaluating the DiffPure baseline, we follow the strict majority-
vote (MV) protocol we propose in DiffBreak [131]—see §5.3.3, using K “ 10 purified copies
to reduce stochastic variance and increase its robustness, allowing for a fair comparison.
Due to the computational cost of DiffPure, we evaluate it only under LF and AA-ℓ8 on
CIFAR-10 , as in §5.4.

D.3 Blackbox Attacks

Query-Based Attacks

Here, we provide detailed results for the Square attack experiments described in §6.5.1.

Results. Each Square iteration requires a single query. We thus treat 20 queries as a
conservative budget consistent with security-critical operational constraints, and report
robustness as a function of the query budget to illustrate how it degrades as attackers
gain more interaction (Table D.3). With 20 queries, accuracy remains high at 73.63%
on CIFAR-10 and 40.92% on CIFAR-100. In contrast, the strongest white-box attack
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(AA-ℓ8) generating AE s in public mode to compromise private-mode KEYSHIFT from §6.4
attains lower robust accuracies (65.23% and 34.38% for CIFAR-10 and CIFAR-100,
respectively).

Dataset 20 iters 50 iters 100 iters 200 iters

CIFAR-10 73.63 65.92 54.69 43.55
CIFAR-100 40.92 33.30 26.46 19.34

Table D.3: Private-mode robust accuracy (%) un-
der the Square attack with varying query budgets.

These results indicate that
KEYSHIFT maintains strong ro-
bustness against query-efficient
black-box optimization under re-
alistic limits. With 50–200
queries, robustness degrades gradu-
ally but remains substantial, reach-
ing 43.55% and 19.34% after 200
queries. Naturally, increasing the
query budget indefinitely would eventually entirely collapse robustness, which we verified.
However, such attacks are out of scope as they violate the threat model, which operationally
limits the allowed queries. Thus, as we view 20 queries as a permissive budget and since
Square relaxes the threat model compared to viable, hard-label attacks. The results demon-
strate that KEYSHIFT can protect classifiers in security-critical deployments that enforce
the required restrictions.

Surrogate-Based Attacks

Another class of blackbox attacks relies on transferability: a surrogate model is trained to
approximate the target model’s decision boundaries and AE s are crafted against it and
transferred to attack the target. Hence, we additionally evaluate KEYSHIFT against the
Jacobian-Based Dataset Augmentation (JBDA) black-box attack [196]. JBDA queries the
target model (oracle) to augment a synthetic dataset for training a surrogate model aligned
with the target’s decision boundaries.

Attack Description. Concretely, the attack assumes the adversary can obtain a small
initial unlabeled set of samples, which they then expand by querying the target model
iteratively. At each round, the oracle is queried on the current training set to obtain hard
labels Õpxq for all unlabeled samples in this set. Then, the surrogate is trained on these
samples. Afterward, new synthetic samples are generated as x` λ ¨ sgnpJF rÕpxqsq for each
x in the current dataset, where JF is the surrogate’s Jacobian w.r.t. the oracle-assigned
label. The process is then repeated for ρmax rounds, each obtaining the labels for the newly-
generated samples by querying the target oracle and thereby doubling the dataset size
before retraining the surrogate. Intuitively, this augmentation strategy uses the surrogate’s
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Jacobian to identify its output-variation directions and then aligns these directions with
the target’s decisions to accurately model its boundaries.

Experimental Setup. We use a WRN-28-10 architecture for the surrogates, matching
that of the KEYSHIFT -protected classifier (see §6.4.1), to promote surrogate-target align-
ment and potentially increase the attack’s potency. Following the GTSRB configuration
of [196] (the closest available to CIFAR-10 in dimensionality), we train three independent
CIFAR-10 surrogates, each initialized with 1,000 samples drawn uniformly from the
CIFAR-10 test set (100 per class). We set λ “ 0.1 and ρmax“6 augmentation rounds
(further rounds were shown to be of diminishing returns [196])—yielding a final dataset
of 32,000 samples labeled by querying private-mode KEYSHIFT (note that KEYSHIFT
applies the inverse permutation before returning labels, preserving its secrecy). During
each round, the surrogate is trained for 100 iterations on the current set and all three
surrogates achieve near-perfect label agreement with the target system on their training
sets. AE s are then crafted on each surrogate using the five attacks from §6.4 and evaluated
for transferability to private-mode KEYSHIFT.

Attack Surr. 1 Surr. 2 Surr. 3 Mean ˘ Std

AA-ℓ8 74.02 75.10 73.14 74.09 ˘ 0.98
AA-ℓ2 82.81 83.50 81.93 82.75 ˘ 0.79
PGD-ℓ8 78.32 78.32 77.05 77.90 ˘ 0.73
LF 74.12 74.71 73.14 73.99 ˘ 0.80
PPGD 79.49 80.47 80.37 80.11 ˘ 0.54

Table D.4: Robust accuracy (%) of private-mode
KEYSHIFT on CIFAR-10 under transferred AEs
generated against JBDA surrogates.

This JBDA query budget al-
ready far exceeds realistic security-
critical deployment constraints un-
der our threat model (see §6.2).
Account creation typically also re-
quires identity validation, preclud-
ing sybil-style query farming. We
nonetheless treat JBDA as a con-
servative upper bound on a realis-
tic static surrogate attack, where
an attacker obtains samples previ-
ously labeled by the target model
via a data breach to train an accu-
rate surrogate. In the considered environments, safeguards are typically deployed to limit
the scale of such breaches, making the dataset size we consider a realistic approximation.
Yet, such leaked samples would be passively collected and thus less boundary-informative
than JBDA’s actively selected ones, making JBDA a more impactful attack.

Results. As shown in Table D.4, robust accuracy remains consistently high across all
surrogates and attack types, with low variance across the three surrogates confirming the
stability of these findings. The surrogate-based results are strictly higher than those of white-
box adversaries who craft AE s in public mode targeting private-mode KEYSHIFT (see §6.4),
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with gaps ranging from +4.07% (PGD-ℓ8) to +8.86% (AA-ℓ8). This demonstrates that
under realistic black-box access, attackers fail to build surrogates that provide any advantage
over white-box adversaries lacking KEYSHIFT ’s secret parameters. While surrogate-based
adversaries gain some insight into the model owner’s decision process (labels), the absence
of gradients and query-budget constraints prevent them from accurately capturing the
decision boundaries. In contrast, the white-box adversaries of §6.4 lack access to the private
decision process but exploit the shared architecture and weights between public and private
modes, enabling some transferability. All in all, KEYSHIFT remains robust to both attack
types.

Analysis. Accurately modeling a target’s decision boundaries requires identifying the
directions that cause the target itself to vary its outputs and designing a surrogate that
follows these directions closely. Yet, without access to the target’s internals—such as
gradients, which are unavailable in private mode and infeasible to estimate under query-rate
limits—such directions cannot be directly recovered. JBDA addresses this by using a proxy:
it identifies output-variation directions of the surrogate instead and reinforces or elimi-
nates them based on their agreement with the target’s decisions, attempting to approximate
the desired alignment more efficiently. While effective in many settings [196], this heuristic
loses its efficacy against KEYSHIFT, wherein the preprocessor manipulates the protected,
pretrained classifier’s decisions through specialized input-adaptive transformations, signifi-
cantly increasing the complexity of the decision space such that surrogate-guided directional
agreement alone no longer suffices to capture the target’s true boundaries.

Summary

Together, these results indicate that KEYSHIFT retains strong robustness against black-
box adversaries under realistic operational constraints. Query-based optimization fails to
reliably discover adversarial directions within the limited interaction budgets typical of
security-critical deployments, while surrogate-based attacks cannot accurately approximate
the protected decision process. Consequently, without access to the secret key or gradients
of the private mode, black-box adversaries gain no practical advantage over the already
considered white-box transfer attacks.

D.4 Complexity Discussion

Inference Cost. At inference time, KEYSHIFT introduces a single forward pass through the
preprocessor before classification. Since the preprocessor is merely a U-Net, the inference
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cost is comparable to adding one lightweight image-to-image network before the classifier.
In practice, this introduces only modest latency relative to the underlying classifier.

Training Cost. Training the preprocessor is more computationally demanding than infer-
ence. The cost arises from three components: (i) optimization of the U-Net backbone,
(ii) adversarial training when the optional adversarial objective is enabled, and (iii) the
robustness stage, which introduces an inner key-recovery optimization loop at each training
step. The latter is the dominant cost per iteration because it requires repeated forward and
backward passes during the inner search.

On CIFAR-10 , the first two stages of training run at approximately 1.1 batches/s
(196 batches per epoch for the private objective and 391 batches per epoch for the joint
private/public stage). The robustness stage is substantially more expensive, requiring
roughly 20 seconds per batch (782 batches per epoch). However, this stage typically
terminates early (within „ 2 epochs). Across the full curriculum („ 89 epochs), the
majority of training thus occurs in the faster stages, resulting in total training times of well
under one day on a single A100 GPU.

For the larger-scale YouTube-Faces setting, total training required roughly one week
on the same hardware. The increase is driven primarily by the much larger number of
training batches per epoch and higher dimensionality, although the expensive robustness
stage terminates early. This dataset involves 224ˆ 224 resolution inputs and 1,283 classes
with over 370K training samples, making it representative of large-scale workloads. The
resulting training times demonstrate that KEYSHIFT can be trained at scales relevant to
real-world applications.

Scalability. The training procedure is readily parallelizable. Both the outer optimization
and the inner search operate on mini-batches and can therefore be distributed across
multiple GPUs using standard data-parallel training. The robustness stage search steps
are also naturally parallelizable. Consequently, organizations deploying KEYSHIFT can
significantly reduce training time using multi-GPU infrastructures.
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