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Abstract

Modern vehicle systems are increasingly reliant on accurate and robust state estimation
to ensure safe and reliable operation of advanced control functionalities, such as driver-
assistance and autonomous driving systems. However, the inherent complexity, along
with various sensor faults, environmental disturbances, and model uncertainties, poses
significant challenges to the resilience and reliability of vehicle state estimators—especially
in safety-critical applications. This thesis addresses these challenges by developing a unified
framework that enables real-time fault diagnosis and reliability-based reconfiguration of
estimation architectures.

The core idea is to first model the interconnected architecture of vehicle state estima-
tions as a directed graph—termed the estimation graph—where each node represents a
local estimator and edges capture structural dependencies. Within this graph, multiple
redundant estimation paths may exist for a given state, enabled by sensory and model-
based redundancies. However, faults introduce varying levels of estimation uncertainty
across these paths. This research contributes a significant methodological advancement by
introducing computationally efficient techniques for real-time reliability assessment, suitable
for embedded implementation. These methods enable online selection of the most reliable
estimation path based on a quantified reliability index, which reflects the uncertainty due
to fault propagation and supports dynamic reconfiguration to the most reliable estimation
topology.

Complementing this, the thesis presents a unified and hybrid fault detection and isola-
tion (FDI) methodology that integrates residual-based analysis with data-driven learning,
supported by model-based quantified fault likelihoods to enhance diagnostic performance.
Moreover, structural dependencies within the estimation architecture are encoded into graph-
based representations—mnamely, the estimation graph and fault interaction graph—which
enable structural analysis and scalable fault localization. Leveraging these structural in-
sights, two distributed fault isolation strategies are proposed: a consensus-based approach
that enables partial supervision through neighborhood-informed decision-making across
fault sources, and a graph neural network (GCN)-based global classifier that incorpo-
rates structural priors to enhance diagnostic accuracy and reduce training cost—making it
well-suited for large-scale dynamical systems. These structure-aware and computationally
efficient designs improve diagnostic performance, reduce retraining overhead compared to
centralized approaches, and ensure scalability in complex systems.

The proposed framework is validated through high-fidelity vehicle simulations and
experimental on-road data, demonstrating its effectiveness in isolating faults, quantifying
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uncertainty, and improving state estimation accuracy. Beyond vehicles, the methodologies
developed here are applicable to a wide range of large-scale networked systems—including
industrial automation and smart infrastructure—where fault tolerance, modularity, and
real-time operation are paramount. This work lays a principled foundation for scalable and
resilient state estimation in the face of uncertainty and faults, marking a significant step
toward safer and more reliable autonomous systems.
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Chapter 1

Introduction

In recent years, improving the comfort, stability, and handling performance of vehicles
has been of great interest in both academia and the automotive industry. Many consid-
erable advancements in chassis control systems, such as active safety control, advanced
driver assistance systems (ADAS), and anti-lock braking systems (ABS), have been made.
Consequently, the need for reliable vehicle state information to successfully implement
those control systems is felt more than ever. However, directly measuring all vehicle states
using onboard sensors is often costly or even infeasible. Moreover, sensor data may be
imprecise or unreliable under complex operating conditions. Therefore, accurate and robust
state estimation has become essential for e ective vehicle control, and many studies in the
literature|surveyed in [2, 3, 4]Junderline its importance.

With the ever-increasing developments in modern vehicles and automated driving,
safety is becoming essential to yielding high levels of autonomy. One of the most critical
components of safety in road vehicles is functional safety{de ned under 1SO26262 (Road
Vehicles: Functional Safety) as the absence of unreasonable risk due to hazards caused by
malfunctioning behavior of electrical/electronic systems. Figure 1.1 illustrates a represen-
tative software architecture for an automated vehicle, highlighting the central role of the
state estimation and fault diagnosis modules. As shown, the state estimation module lies at
the core of the system; any malfunction in this module|if not detected and mitigated by
the fault diagnosis and recovery mechanism|can propagate to other software components,
posing serious safety risks. Therefore, robust and reliable state estimation, coupled with
e ective fault diagnosis and recovery, is essential not only for current mass-production
vehicles but also for achieving full autonomy goals soon.

The complexity of interconnected vehicle systems necessitates the use of a multi-path



Figure 1.1: Software architecture for an automated vehicle, illustrating the interaction
among di erent software components. The estimation and fault diagnosis modules form the
core of the architecture. If a failure occurs in the estimation module and is not detected or
compensated by the fault diagnosis module, it can propagate to other software components,
potentially causing a cascading failure throughout the interconnected system.

cascaded structure for state estimation, where multiple sub-modules estimate individual
vehicle states|such as tire forces, vehicle velocity, and wheel torques|in a hierarchical
and interdependent mannerf, 6, 7]. This modular approach o ers advantages in terms
of exibility, robustness, and the ability to incorporate diverse models tailored to specic
dynamics or operational conditions. However, it also introduces a critical vulnerability:
estimation errors or faults in one sub-module can propagate through the cascade, degrading
the performance of downstream estimators. Hence, cascading failures may occur not only
at the vehicle system level, as discussed earlier, but also within the state estimation module
itself, posing a signi cant risk to the reliability and safety of the overall system. Ensuring
the resilience of such cascaded architectures|while leveraging redundancy and modular
fault isolation capabilities|is essential for robust vehicle operation.

Figure 1.2 schematically illustrates a representative topology for estimating vehicle
states and tire-road forces. In this context, topology refers to a cascaded arrangement of
interdependent functions, where each sub-module estimates a speci c set of vehicle states or
parameters. Such a modular cascaded structure is often necessary due to the large number of
states to be estimated and the limitations of centralized approaches in terms of robustness,
fault tolerance, and scalability. However, in the cascaded cascaded structure faults or
inaccuracies in upstream sub-functions|such as those related to raw measurements|can
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propagate to downstream estimators, potentially compromising the accuracy and reliability
of the entire state estimation process. This raises an important question: can the estimation
topology be recon gured to improve resilience against cascading failures while maintaining
estimation performance? Notably, the depicted topology represents just one of many
feasible con gurations, and alternative architectures may o er enhanced fault tolerance or

robustness.

Figure 1.2: A cascaded structure for vehicle state estimation, illustrating the hierarchical
interaction among functions responsible for estimating tire-road forces, vehicle velocity, and
vehicle and road angles. A malfunction in any function on the upstream can propagate to
those on the downstream. It is worth noting that the depicted topology represents just one
possible solution among many for the given estimation problem.

The need for recon gurable estimation structures arises not only in response to faults but
also due to varying vehicle operating conditions. For instance, during low-speed maneuvers
such as parking, accurate estimation of the yaw angle may be more critical than that of
the side-slip angle. In contrast, at high speeds or during aggressive driving, other states
may take precedence. This operational variability highlights the importance of multi-path
estimation, where di erent estimation topologies can be selectively activated based on the
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current task, operating condition, or detected fault.

Fortunately, such exibility is enabled by the redundancy inherent in vehicle sys-
temsjincluding redundant sensor measurements (physical redundancy) and a wide range
of overlapping physical and data-driven models with di erent levels of delity (functional
redundancy), such as kinematic, dynamic, and tire models. These redundancies allow
for multiple alternative estimation pathways, enabling recon guration of the estimation
structure to maintain accuracy, robustness, and computational e ciency despite changing
conditions or component failures.

To enable such recon guration in a fault-resilient manner, e ective fault detection
and diagnosis (FDD) is essential. Modern vehicles rely on numerous interacting subsys-
tems|such as sensors, actuators, and estimation modules|that are susceptible to a wide
range of faults. As vehicles become more automated and interconnected, maintaining high
reliability and meeting strict safety standards increasingly depends on timely and accurate
FDD. Accurate fault diagnosis enhances system resilience, mitigates the risk of secondary
hazards, and ensures safe and stable operatich [An e ective FDD framework must be
able to detect the occurrence of a faultdetection), identify its type and location (isolation),
and, when necessary, estimate its magnitudedénti cation ); fault diagnosisincludes both
isolation and identi cation.

However, implementing FDD in modern vehicle systems is challenging. Fault propagation
through a large network of estimators complicates fault isolation and ampli es error e ects
across interconnected modules. In addition, many estimators rely on models that are only
valid within speci ¢ operating ranges; deviations from these conditions introduce modeling
errors that can reduce the e ectiveness of traditional FDD techniques. The combined e ect
of structural complexity, model uncertainty, and the diversity of potential faults makes
traditional fault diagnosis approaches inadequate for modern vehicle architectures.

Nonetheless, diagnostic performance can be signi cantly improved by leveraging struc-
tural connectivity, system redundancies, and prior model knowledge|such as known fault
distributions|within the estimation graph. While centralized models provide a rigorous
foundation for diagnosability and system decomposition, they often obscure localized fault
behavior and fail to exploit distributed redundancy, which limits their fault isolability.
Therefore, there is a pressing need for scalable FDD methods that not only integrate
structural information and prior system knowledge but also remain adaptable to modular,
large-scale architectures. Such methods are essential for achieving reliable, fault-tolerant
estimation in safety-critical vehicle applications.

In summary, the increasing complexity, modularity, and safety demands of modern
vehicle systems call for jointly recon gurable estimation and fault diagnosis frameworks that
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can dynamically adapt to faults and changing operational conditions. Although this work is
motivated by vehicle systems, the proposed methods and insights are broadly applicable to
large-scale networked dynamical systems, including power grids, industrial automation, and
other safety-critical cyber-physical systems, where reliability and resilience are of paramount
importance.

1.1 Research Context: Structured Approach to Reli-
able Estimation

The solution to the state estimation problem in complex interconnected systems is not
unique, as physical and functional redundancies give rise to multiple estimation paths; see
Fig. 1.3. These redundant estimation paths enable the development of a recon gurable,
fault-tolerant estimation scheme that enhances reliability and accuracy across various
operating conditions.

Furthermore, complex systems with various sensors and components are subject to
diverse fault sources. Each estimation path o ers a di erent level of reliability depending
on the fault scenario. Thus, a structured framework is developed to select the most reliable
path under di erent fault scenarios. By localizing the fault source and evaluating the
impact of the fault on di erent estimation paths, the system can recon gure to the pathway
with the lowest associated uncertainty, ensuring safe and reliable operation even in the
presence of faults.

In general, the sources of estimation uncertainty can be categorized as: (i) sensor faults
(e.g., noise, bias, drift), (ii) actuator faults, (iii) external disturbances (e.g., wind, road
grade), (iv) model imperfections (e.g., parameter uncertainty, unmodeled dynamics), and
(v) algorithmic errors (e.g., linearization error). For notational simplicity, the term fault
is used throughout this thesis to collectively refer to all such sources of deviation from
nominal behavior, including sensor and actuator faults, unknown external disturbances,
and parametric uncertainties. Investigating the impact of each of these fault sources on
the overall estimation performance is essential to achieve reliable estimation. For instance,
given a bias in inertial measurement unit (IMU) measurements, the question becomes:
how does this bias a ect various estimation topologies, and which path yields the lowest
uncertainty in the nal estimate?

To address this, the goal is to identify the optimal estimation path in terms of reliability
under fault conditions. This involves two key steps: rst, quantifying the uncertainty
introduced by each source along all feasible estimation paths; second, selecting the path
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Figure 1.3: The graph of multiple estimation paths. Nodes represent local estimators;
dashed lines indicate cascaded estimation paths from the sensor to sink nodeslenotes
sensor layer measurement uncertainty, and represents node estimation uncertainty.

that minimizes this uncertainty. However, this process depends critically on the ability to

detect when a fault has occurred and to isolate its source. From both computational and
operational standpoints, it is ine cient and unnecessary to evaluate all paths continuously;

instead, uncertainty quanti cation should be activated in response to a detected fault,
guided by the diagnosis of the fault source.

Figure 1.4 illustrates the core idea of this work. On the left, various sensor fault
sources|such as steering angle and IMU bias|are shown to in uence the estimation
accuracy of vehicle states like lateral velocity and tire forces. These fault sources induce un-
certainty distributions in downstream estimators. On the right, a directed estimation graph
represents a modular cascaded architecture where nodgsare local estimators, and edges
represent estimation dependencies. The uncertainty associated with each node re ects the
compounded impact of sensor faults and structural propagation. By continuously assessing
these uncertainties in real time, the framework identi es the most reliable estimation path
based on the current system conditions and fault scenario.

1.2 Objectives and Contributions

The scope of this thesis is focused on reliability-based topology selection for vehicle state
estimators, particularly in scenarios involving sensor and actuator faults, unknown external
disturbances, and parameter uncertainties. The estimation architecture is assumed to be
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Figure 1.4: Real-time quanti cation of estimation uncertainty in cascaded estimators to
obtain the reliable estimation path. E; denotes local estimator at node.

cascaded with prede ned interconnections among local estimators. Emphasis is placed on
ensuring the computational e ciency of the proposed methods for real-time implementa-
tion, especially in the context of uncertainty quanti cation for nonlinear or data-driven
observers, where sampling-based approaches may be impractical. Theoretical developments
are validated through both high- delity simulations using vehicle models and real-world
experimental data collected from on-road vehicle tests.

Figure 1.5 illustrates the overall framework proposed in this thesis for achieving reliable
state estimation in complex vehicle systems subject to unintended fault and uncertainty
sources. The framework consists of three main stages: fault detection and diagnosis,
estimation uncertainty quanti cation, and reliability-based recon guration. In the rst
stage, the framework performs real-time fault detection followed by fault isolation to localize
the source of the fault. In scenarios where the fault is identi able, the fault magnitud@
is also estimated. Once the fault has been isolated, the second stage quanti es its impact
on each feasible estimation path in the network. Speci cally, an uncertainty measure

L is computed for each path with respect to the isolated fault source , representing
the expected estimation uncertainty under that fault scenario. In the nal stage, these
guanti ed uncertainties are used to assess the reliability of each estimation path. The
system then recon gures to the path that minimizes uncertainty, thereby selecting the most
reliable estimation topology in the presence of the detected fault. In cases where the fault
magnitude has been identi ed, the framework may also apply direct fault compensation to
mitigate its e ect on estimation performance.

Building on the structure of the proposed framework, this thesis is driven by the following
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Figure 1.5: Overall proposed framework for reliable state estimation in a complex vehicle
system.

main research objectives:

1. Enable reliability-based recon guration in a vehicle estimation graph.
Given an estimation graph with xed interconnections, the objective is to develop a
structured framework that identi es the most reliable estimation path in the presence
of faults. This involves real-time fault detection, fault source localization, and the
selection of an alternative path based on its sensitivity to the isolated fault. This
recon guration enables continued reliable estimation even in cases where direct fault
compensation is infeasible.

2. Develop computationally-e cient tools for quantifying estimation uncer-
tainty to support path selection. The objective is to quantify the impact of
isolated faults on each feasible estimation path within the given estimation graph. This
includes computing fault-dependent uncertainty measures to evaluate and compare
the reliability of alternative paths e ciently at runtime. Additionally, the framework
is extended to handle nonlinear or black-box estimators through surrogate model-
ing approaches such as polynomial chaos expansion (PCE), enabling time-e cient
uncertainty quanti cation in real time without relying on computationally intensive
sampling methods like Monte Carlo simulation.

3. Design a hybrid fault detection and isolation framework integrating model-
based and data-driven approaches.  This objective aims to improve fault detection
and isolation accuracy by integrating model-based and data-driven approaches. Specif-
ically, the framework leverages residual distributions derived from system models to
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compute fault-speci c likelihoods, which capture how di erent fault sources a ect
residuals across the estimation graph. These quanti ed likelihoods are then combined
with raw residual data in a hybrid neural network architecture to enhance diagnostic
performance, especially under uncertainty, unmodeled dynamics, or data imbalance.
The approach exploits both temporal and structural patterns in the residuals and
further improves fault isolability by incorporating system-level prior knowledge|such

as known fault distributions and structural dependencies|into the diagnostic pro-
cess, without incurring the computational burden of multiple hypothesis testing or
maintaining a bank of observers.

4. Fault magnitude identi cation and compensation. This objective aims to esti-
mate the severity of a fault by quantifying its impact on residuals and its propagation
across estimation paths. When the fault magnitude is identi able, the framework
enables reliable state estimation through direct fault compensation.

5. Develop a structure-aware, distributed fault isolation framework suitable
for large-scale interconnected systems.  This objective focuses on designing a
distributed learning-based framework that exploits the structural connectivity among
fault sources, encoded in a fault interaction graph. By assigning lightweight lo-
cal classi ers to individual fault sources and enabling topology-aware information
propagation, the approach ensures computational scalability and robustness. Struc-
tural relationships are leveraged to improve fault isolability and enable simultaneous
localization of multiple non-entangled faults.

6. Enable partial supervision and modular scalability in evolving systems.
The proposed framework is designed to operate under partial supervision, using both
labeled and unlabeled data to make reliable fault localization decisions. Through a
consensus-based mechanism, information is propagated across the estimation graph,
improving accuracy even with limited labeled data. Its modular structure supports
subsystem heterogeneity and allows incremental scalability, enabling the integration of
new fault sources or subsystems without requiring full model retraining. Additionally,
the framework enables graph-theoretic analysis of fault isolability using concepts,
providing structural insight into the in uence of labeled and unlabeled faults.

While this work is focused on vehicle systems, the methods developed here are broadly
applicable to large-scale networked dynamical systems|including power grids, industrial
automation, and complex cyber-physical infrastructures|where reliability, adaptability,
and scalability are critical to safe and e cient operation.



1.3 Thesis Organization

Figure 1.6 illustrates the organization and logical ow of the thesis chapters. The structure
is divided into three main parts: Background, Methodology, and Results & Discussion.

Chapter 2 presents a comprehensive review of the literature on reliable state estimation in
large-scale interconnected dynamical systems, focusing on three key perspectives: estimation
architecture, uncertainty quanti cation, and fault detection and diagnosis (FDD). The
necessary mathematical foundations for the subsequent developments in the thesis is
provided in Appendix A. It includes essential graph-theoretic concepts, detailed modeling
of vehicle motion dynamics, and formal conditions for fault detectability, isolability, and
identi ability. The vehicle motion model serves as the basis for the development of vehicle
state estimators in Chapter 3, while the graph-theoretic framework is employed for the
analysis of fault isolation performance.

Chapters 3 to 5 comprise the main methodological contributions. Chapter 3 introduces
the concept of the estimation graph and presents a graph-based representation of vehicle
motion state estimation. Various state estimators are developed and de ned as nodes
within this graph structure. The chapter also includes structural analyses to evaluate
fault isolability and guide the selection of informative residuals for fault diagnosis. The
resulting estimation graph serves as the foundation for the uncertainty quanti cation and
fault isolation frameworks developed in subsequent chapters.

Chapter 4 develops two computationally e cient methods for quantifying the impact
of soft faults|speci cally sensor bias and excessive noise|on the estimation uncertainty
in networked dynamical systems. The rst approach provides an analytical formulation
of uncertainty propagation in Kalman-based estimators. The second approach constructs
a surrogate model based on generalized polynomial chaos (gPC) expansion, suitable for
nonlinear and black-box estimators. These methods enable real-time reliability assessment
of estimation graphs and facilitate the selection of the most reliable estimation path
under faulty conditions. Moreover, the uncertainty quanti cation framework is extended
to residual signals, enabling fault isolation through likelihood-based testing and hybrid
classi cation methods. This extension establishes a direct connection from Chapter 4 to
the likelihood-based fault isolation technique in Chapter 5.

Chapter 5 presents a comprehensive framework for fault detection, isolation, and
identi cation. Multiple approaches are developed, including residual-based, learning-based,
and hybrid methods. Fault isolation is achieved by integrating model-based likelihood testing
with data-driven classi ers, leveraging the residual uncertainty quanti ed in Chapter 4.
Several hybrid isolation schemes are proposed, such as feature-level integration, consensus-

10



based label propagation, and graph convolutional networks. The chapter concludes with
the derivation of in uence matrices to support fault identi cation.

Chapters 6 to 8 present the results and discussion. In Chapter 6, the vehicle state
estimation graph introduced in Chapter 3 is validated through experimental testing and
numerical simulations under both normal and harsh driving conditions. In addition, the
uncertainty quanti cation methods developed in Chapter 4 are evaluated using high- delity
co-simulations of CarSim and Simulink through Monte Carlo experiments. A computational
performance analysis is also conducted to assess the real-time feasibility of the proposed
uncertainty quanti cation framework.

Chapter 7 presents the results of the FDI methods developed in Chapter 5. The
performance of residual-based, data-driven, and hybrid detection methods is compared.
Fault isolation results are reported using model-based likelihood testing, learning-based
classi ers, and their integration. The chapter further includes fault identi cation results
based on the derived in uence matrices. In addition, a distributed fault isolation approach
is validated for large-scale systems using the proposed vehicle fault interaction graph and
consensus-based decision-making across local detectors.

Finally, Chapter 8 integrates the uncertainty quanti cation methods developed in
Chapter 4 with the fault detection and isolation strategies from Chapter 5 to enable real-
time recon guration of the estimation graph. A reliability index is de ned based on the
guanti ed uncertainty of the target states, and by comparing this index across available
estimation paths, the most reliable path is selected dynamically in the presence of faults.

Chapter 9 concludes the thesis by summarizing the key contributions and presenting
potential directions for future research.
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Figure 1.6: Organization and ow of the thesis chapters, illustrating their structure and
interdependencies.
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Chapter 2

Literature Review

This chapter reviews the state-of-the-art research related to reliable state estimation in
large-scale interconnected systems, with a particular focus on vehicle applications. Sec-
tion 2.1 presents di erent state estimation architectures for large-scale systems, highlighting
the limitations of conventional decentralized schemes when applied to systems with non-
linear or hybrid estimation models. Section 2.2 surveys uncertainty quanti cation (UQ)
techniques for dynamical systems and state estimators, including probabilistic and non-
probabilistic methods, with particular attention to scalable formulations applicable to
structured estimation networks. Finally, Section 2.3 reviews the recent advances in FDI
methods, including observer-based, machine learning-based, and hybrid frameworks, with
an emphasis on scalability, structural awareness, and real-time applicability in complex
systems. These three perspectives|estimation structure, uncertainty quanti cation, and
diagnosis|collectively form the foundation for the proposed reliability-based topology
selection framework presented in subsequent chapters.

2.1 State Estimation Architecture

State estimation for large-scale dynamical systems has been a major focus over the past
few decades. Due to computational, practical, and reliability constraintsjecentralized
estimation architectures have been widely adopted for multi-sensor systems [9, 10].

Figure 2.1 illustrates di erent estimation architectures. In the centralized approach (a),
all sensor data are processed by a single central estimator (CE). In contrast, architectures
(b){(d) adopt decentralized designs, where the system is decomposed into subsystems and
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local estimators (LES) process local data. Architecture (b) represents a general decentralized
framework, where LEs operate on local measurements and may exchange information with
neighbors. Hierarchical (c) and federated (d) architectures are structured variants of (b),
distinguished by speci c communication patterns: (c) organizes estimators in layers with
multi-stage fusion, while (d) has independent LEs sending their outputs to a central fusion
unit. Both follow the decentralized paradigm but with additional structural constraints.
While these architectures enhance scalability and modularity, applying them to complex
systems with heterogeneous physics-based and data-driven models remains challenging due
to issues of consistency, interconnection, and uncertainty propagation.

To address the computational requirements and practical limitations, large-scale dy-
namical systems are decomposed into several input/output decentralized interconnected
subsystems of a lower order, and the objective is to achieve the centralized estimation per-
formance via decentralized architecturel[l]. The problem of multi-sensor state estimation
via decentralized architecture encompasses various applications, including target tracking
[17], network systems ]3], and integrated navigation [L4]. The problem in such scenarios is
how to incorporate the distributed observations e ciently, referred to as \data fusion" in
the literature; see [L5]. In multi-sensor data fusion, either no process model is considered
[16], or all the sensors share the same full process model through communication with each
other.

The decentralization approaches can be utilized to create various estimation pathways
and obtain the best estimation structure. However, the need for state-space representation of
the system and some patrticular restrictions to meet stability and observability requirements
hinder one from taking full advantage of the proposed methods for nonlinear complicated
dynamical systems. For instance, vehicle dynamic systems with non-linear dynamics and
potentially data-driven models are di cult to be represented in a decomposed state-space
format. The limitations associated with the decentralized state estimation approach in the
literature can be summarized as follows:

They all deal with the state space representation

" In fact, they have mostly decentralized Kalman Itering, while there might exist other
model-based or data-driven observers in the estimation process.

" Some special assumptions are made for observability and stability criteria

" There is no consideration of sensor bias error or modeling errors

The cascaded architecture in Figure 2.1c) o ers a modular and scalable structure par-
ticularly suited to complex systems such as vehicles. By organizing estimators in sequence,
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Figure 2.1: Di erent state estimation architecture for large-scale systems, a) centralized
estimation architecture, b) general decentralized or distributed estimation architecture, c)
cascaded or hierarchical estimation architecture, and d) federated estimation architecture.
In general, state estimation architectures are classi ed into two major categories: centralized
and decentralized. For example, hierarchical and federated architectures are special cases
of decentralized estimation architectures.

it enables the use of diverse models|ranging from simple kinematics to complex dynam-
ics|adapted to di erent operational conditions. This exibility supports redundancy and
multi-path estimation. However, such modularity introduces the risk of fault propagation,
where errors in upstream estimators a ect downstream accuracy. Unlike centralized schemes,
cascaded architectures expose structural redundancies but require careful analysis to ensure
fault resilience. This highlights the need for a reliability-aware framework to evaluate and
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select the most robust estimation pathways in real time.

The reliable estimation of vehicle states via decentralized architectures has been also
investigated in the literature. Li and Zhang[17] provides a reliable integrated navigation
approach for automated vehicles based on an adaptive fuzzy federated Kalman lter. Li
et al. [18] has also proposed a hybrid decentralized Itering to reliable estimation of both
vehicle side-slip and yaw angles. The well-known federated Kalman Itering proposed by
Carlson[19]has been adopted to combine the estimates from the Kalman-based vehicle state
estimator using two local Iters and one master lter. The adaptive mechanism proposed in
the global federated Kalman lter ensures the estimation reliability under complex driving
situations, such as GPS failure and various driving maneuvers. However, the federated
Itering algorithm needs an Upper Bound technique to eliminate the correlation between
local estimates and a reset procedure to make the global estimate optimal. To achieve
reliable and accurate positioning performance, Li and X{?0] proposes a fusion method
consisting of a sliding mode observer to estimate vehicle state information and a federated
Kalman lter to isolate and accommodate GPS failures due to its decentralized Itering
architecture.

The problem in this study is totally di erent from the aforementioned decentralized
ltering methods addressing the multi-sensor data fusion problem. The optimality of
the cascaded state estimation topologies has not been investigated in the literature. The
approach of this study is more general, considering di erent model-based or data-driven
estimation methods, as well as various uncertainty sources. The propagation of uncertainty
through any possible estimation pathway is quanti ed to obtain the most reliable estimation
topology in each running condition.

2.2 Uncertainty Quanti cation in Dynamical Systems

The UQ in computational applications is the quantitative characterization of inadequacy
and inaccuracy in the underlying mathematical model. The primary goal of uncertainty
guanti cation in the context of dynamical systems and state estimation is to determine
the likelihood of the states in each time step, given the uncertainty in measurements and
mathematical models.

There are di erent methods to propagate uncertainty for dynamical systems{, 27.
The methods for propagating uncertainty through di erential and algebraic equations
governing the system can be classi ed into four categories:
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Exact analytical methods: The forward propagation or push-forward method [23]

is simply the evolution of the probability density function (pdf) through a function F.
For example, the propagation of estimation error covariance in linear Kalman Itering
is one example of the push-forward method. This task can be typically complicated if
the inputs have a complicated distribution or proces§ is non-linear. The Fokker-Planck
equation 24, 25, also known as the forward Kolmogorov equation, allows one to quantify
the temporal variations in dynamical systems and in stochastic ltering problems?f].
However, solving this partial di erential equation can be extremely di cult, especially
for real-time applications. The analytical solution for the Fokker-Planck equation exists
only for stationary pdfs and is limited to a small class of dynamic systems. The Bayesian
framework can also be used to propagate uncertainty in dynamical systems and even in
Itering problems [27]. However, the resulting functional equations cannot be generally
solved directly. As a special case, the linear Gaussian models can be solved analytically.

Local expansion-based methods: The problem of uncertainty propagation for non-
linear dynamical systems can be solved approximately using the linearization techniques
[27]. The Taylor series expansionZd] and perturbation method 29 t into this category.
Non-linear propagation of Gaussian statistics can be approximated using Taylor series
expansion of the dynamical equation governing the syste®(]. These approximate methods
are weak against the large variability of inputs and nonlinearity of process [31].

Sampling-based methods: These methods rely on a repeatedly random sampling of
system inputs and statistical inference regarding the output distribution. The Monte Carlo
simulation (MCS), due to the ease of implementation, is the most popular sampling-based
method. However, by increasing the dimensionality, these methods become computationally
expensive for dynamic systemsiF]. Moreover, obtaining convergent statistics via Monte
Carlo for computationally expensive realistic models is not feasible since one may be able to
run only a handful of simulations B3. In the context of state estimation, the Monte Carlo
method is used to approximate the pdf evolution of states in ensemble Kalman Itering
[34], adaptive Kalman Itering [35], particle Iter [36], and Monte Carlo Itering [37].

Surrogate-based methods: The straightforward approach for the propagation of un-
certainty is the Monte Carlo simulation. However, MCS is a computationally expensive
approach for a dynamical system. In surrogate modeling approaché&s][ instead of running

a massive number of simulations, some functions are learned to adequately approximate the
evaluation of quantities from simulation with less computational e ort. The polynomial
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chaos expansion (PCE) method is widely-used surrogate modeling for dynamical systems
[ ’ ’ ’ ]

There are several studies that have analyzed the e ect of uncertain parameters on the
accuracy of the vehicle dynamics model; se&j. Sandu et al.[44] has studied the stochastic
response of the nonlinear quarter car model under parametric and external uncertainties
using the polynomial chaos method. It is shown that the PCE method is more e cient
than MC and more accurate than the statistical linearization method. Kewlani et al[45]
has applied the generalized polynomial chaos (gPC) method in the analysis of vehicle
dynamic response under the uncertainties associated with terrain and vehicle parameters.
They showed that the PC method outperforms the Monte Carlo technique in terms of
computational cost.

The above-mentioned probabilistic methods provide statistics of system responses if the
pdf of system inputs is given. However, uncertain-but-bounded inputs may not be described
easily using precise probability density functions. In this case, the interval methodd, 47]
as a non-probabilistic method can more appropriately quantify the uncertainties of bounded
inputs solely by a set of lower and upper bounds without any need to precise pdfs. For
example, it will be more suitable to treat parameters like vehicle mass and tire-road friction
coe cient as interval variables [43].

Two basic questions in the context of state estimation are: 1) "How does the probability
distribution function propagate over time in a dynamical system?" and 2) "How does
the measurement update a ect the pdf?" The answer to this question is comprehensively
reviewed in [1€]. For nonlinear and non-Gaussian ltering, the answer to the above questions
becomes even more challenging. Generally, for nonlinear lItering, no exact solution can be
derived; hence di erent numerical approximation methods like the sequential Monte Carlo
approach B7] have been developed to address the problem. The sequential Monte Carlo
approaches enable online estimation by combining the Monte Carlo sampling methods
and Bayesian framework with reasonable computational cost. These sampling methods
enable one to propagate uncertainty through any estimation path with nonlinear governing
equations.

A key insight is that faults can be viewed as uncertainty sources within the estimation
process. According to49, 50], anomalous sensor behavior can be represented by the six
main types: 1) spike: abrupt, sharp change in the recorded data; 2) constant: a period of
constant measurement indi erent to the actual conditions, 3) drift: slow, continuous change
in data over time, 4) bias: constant o set in sensor readings, 5) noise: considerable increase
in the variance of data, and 6) miss: a period of unavailable data in the record. Generally,
the bandwidth of estimators can be adjusted to mitigate intermittent high-amplitude faults,
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like spikes. Data miss or constant value faults are easily detectable and can be mitigated
using redundant virtual or physical sensors. However, bias faults and excessive noise
are common soft sensor faults that remain usable if identi able and thus require further
investigation. External disturbances and actuator faults can also be considered bias and
noise in the process model. Uncertainty in nonlinearly introduced parameters or states can
be quanti ed through linearization via the Taylor series expansion or perturbation method,
assuming minor uncertainties compared to the signal value.

Traditionally, UQ in dynamical systems relies on Monte Carlo (MC) sampling|such
as in the ensemble Kalman Iter B4]|to propagate uncertainty through estimators, but
these methods are computationally intensive. Surrogate-based approaches like gPq [
or stochastic collocation $1, 57] o er computational e ciency but require explicit system
formulations and tailored implementations, such as the Kalman-PCE estimatobf]. These
methods also su er from the curse of dimensionality, limiting their scalability in large-
scale systems. Covariance-based analytical methods can handle speci ¢ uncertainty types.
Zanetti and Bishop[54]treats uncompensated bias as an uncertainty factor and quanti es its
impact within a single Kalman lter|but extending this to cascaded or modular networks
of estimators becomes non-trivial due to interconnections and cross-correlations among
modules. Hence, there is a pressing need for scalable, computationally e cient UQ methods
capable of capturing fault-driven uncertainties across structured, multi-path estimation
setups.

Another approach to handling uncertainties is interval observers, which compute bound-
ing sets for system states under known disturbances or faults5]. For example, Huang
et al. [56] applied interval observers for sensor fault detection in uncertain systems, yielding
bounded residuals rather than exact estimates, while Raka and Combasfel'] used them
to create adaptive thresholds for robust fault detection. Although e ective under bounded
disturbances, these methods generally focus on isolated estimators and often lack the
precision or scalability required for large-scale systems.

In contrast, this work introduces a scalable analytical framework enabling real-time
reliability assessment and improved fault isolation across multiple estimation pathways. By
representing the estimation architecture as a graph and incorporating prior knowledge of
fault distributions, the proposed approach enables selection of the most reliable path under
a fault. This structured reliability analysis addresses a critical gap in the fault-tolerant
estimation literature, where FDI in cascaded estimators often overlooks the downstream
impact of faults on residuals. In cases where faults are isolated but not directly observable,
the framework allows for dynamic recon guration toward paths with minimal sensitivity to
those faults, thereby ensuring reliable state estimation despite fault presence.
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2.3 Fault Detection and Diagnosis

Large-scale networked dynamical systems|such as power grids, industrial processes, and
complex cyber-physical systems like modern vehicles|are widely deployed in critical
applications where safety and reliability are of paramount importance. These systems
are inherently complex, comprising numerous interconnected components that operate
under stringent performance and safety requirements. Nevertheless, faults such as sensor
failures, actuator malfunctions, and noise-induced disturbances are often unavoidable due
to system complexity and external uncertainties. If not promptly detected and addressed,
these faults can severely degrade system performance, result in signi cant economic losses,
and in worst cases, escalate into cascading failures across the interconnected subsystems
[58]. Fault detection and isolation (FDI) and continuous monitoring play a central role in
enhancing the resilience of large-scale networked systems, as they provide the necessary
situational awareness and enable timely detection, localization, and mitigation of faults
and anomalies, thus ensuring that the system can maintain acceptable performance and
recover from unexpected disruptions despite model uncertainties and external attacks][

FDI in large-scale networked dynamical systems (NDSs) faces signi cant challenges
arising from their inherent complexity, large scale, system heterogeneity, communication
constraints, and the scarcity of historical fault data. As the system scale and interconnection
density increase, centralized FDI schemes become computationally intractable and less
adaptable to dynamic structural changes, uncertainties, and plug-and-play operatiorisT.
Moreover, centralized approaches su er from a lack of robustness, exibility, and the sparsity
introduced by communication protocols. To overcome these limitations, recent research
has shifted toward distributed and decentralized FDI frameworks, where fault detection
tasks are allocated to local detectors or estimators operating with local measurements.
These distributed schemes not only reduce computational burden by decomposing the
overall problem into smaller units but also enhance the system's exibility and modularity,
facilitating local fault detection and isolation without compromising the scalability of the
approach p(. Additionally, it has been recognized that distributed architectures are more
e ective in handling network-induced phenomena such as time delays, communication
constraints, and incomplete measurements, which frequently arise in large-scale cyber-
physical systems{1]. Nevertheless, ensuring scalable and real-time fault localization across
large-scale systems remains an open research problem that necessitates further investigation.

FDI methods are generally categorized into model-based and data-driven approaches,
with recent studies increasingly advocating hybrid strategies that combine the robustness
and interpretability of model-based techniques with the exibility of data-driven methods

[62].

20



Model-based FDI methods rely on analytical redundancy to detect inconsistencies
between measured and estimated system behavior. Common strategies in this category
include parity space approaches, observer-based methods, Kalman lItering, and parameter
estimation techniques §3]. Particularly, observer-based FDI methods have been widely
adopted to generate residual signals that re ect discrepancies indicative of faults].
Unknown input observers (UIOs) $5] have emerged as a prominent approach for achieving
disturbance decoupling, enhancing residual robustness by isolating the e ects of faults from
unknown inputs. UlO-based schemes have proven especially e ective in scenarios where
faults are modeled as unknown inputs or uncertainties, enabling reliable detection and
isolation even under partial observability and external disturbances§, 67. Model-based
distributed fault detection and isolation (FDI) methods have been extensively studied as
scalable and exible alternatives to centralized approaches for large-scale networked systems.
Shames et al[68] pioneered a fully distributed observer-based FDI framework using local
banks of UlOs, enabling each node to detect and isolate faults through local residual
generation and neighbor communication. Khan et al[c0] proposed a computationally
e cient FDI scheme using a single directional UIO per node, reducing complexity while
maintaining isolation capabilities in second-order networked control systems. 189 70,
they further advanced distributed FDI by proposing networked estimators with single
time-scale protocols and graph-theoretic residual-based detection, capable of handling both
full-rank and rank-de cient systems under Gaussian noise without restrictive assumptions
on communication or observability. Pirani et al.[71]focused on graph-theoretic approaches
to leverage system topology for distributed FDI and resilience analysis.

Data-driven methods are increasingly gaining interest in FDI due to the availability
of historical data and their ability to learn complex patterns without relying on accurate
system models. These methods are typically classi ed as supervised or unsupervised.
Supervised approaches use labeled data and feature extraction for fault classi cation, but
are limited by the need for comprehensive fault labels. In contrast, unsupervised methods
detect unknown or unforeseen faults without requiring labeled data. From a data-driven
perspective, FDI task can be formulated as a time-series classi cation problem. Numerous
deep learning methods have been developed for this task. Ismail Fawaz et[al] and
Mohammadi Foumani et al.[73] provide comprehensive reviews and benchmarks of deep
neural network architectures for time-series classi cation. In the context of fault diagnosis,
deep learning techniques such as support vector machine (SVMY], convolutional neural
network (CNN) [75], recurrent neural network (RNN) [76], and Transformer-based models
[77] have been widely used to extract discriminative temporal features from sensory data
[7€]. Autoencoders have also been applied as unsupervised feature extractors, leveraging
reconstruction errors for fault detection without requiring labeled data [79]. Despite their

21



strong performance, these methods often overlook the spatial and topological relationships
inherent to physical systems.

Graph neural networks (GNNs) have emerged as structure-aware learning architectures
capable of embedding physical topology directly into the learning proces&]. Chen et al.
[81] introduced a GNN model using correlation-based adjacency matrices and residual
attention to improve robustness. Spatial-temporal graph convolutional network (GCN)
[87], interaction-based edge learning3[], and topology-guided GNN §4] further enhance
fault diagnosis accuracy and interpretability. Nguyen et al[85] combined GCN with RNN
in a recurrent-GNN (R-GNN) architecture to jointly model the topological and temporal
dynamics of power grids. Darvishi et al[86] integrated spatiotemporal feature fusion and
attribution-based interpretability for cyber-physical fault diagnosis. Benchmark studies
[87] emphasize that proper graph construction and pooling signi cantly a ect diagnostic
performance. GNNs thus provide a uni ed mechanism for combining spatial structure with
temporal dynamics, improving interpretability, generalization, and scalability in large-scale
systems.

Several recent studies extend this line of research by integrating structural models
and fault connectivity into GNN-based architectures. Nguyen and Chiouf38] embedded
prede ned fault propagation paths into a GNN using subgraphs derived from process
topology, while Zhang and Hu[89] used hierarchical graphs and link prediction for fault
chain modeling in steam turbines. Chen et a[90] integrated structural analysis (SA) and
GCN to create a semi-supervised hybrid model based on residual-informed association
graphs. Similarly, Miao et al.[91] constructed spatial-temporal graphs from robot dynamics
and used backward di erence features to track fault evolution. Guo et a[92] proposed a
multi-view sensor GNN framework with attention over heterogeneous sensor con gurations,
and Wu et al. [93]incorporated physical sensor topology into a GNN-transformer hybrid for
robust fault isolation. These approaches demonstrate the value of combining physics-based
modeling, residual structures, and system inter-connectivity with graph learning to achieve
scalable, interpretable fault localization in networked systems.

Residual signals in model-based FDI can be systematically arranged into a fault signature
matrix, which indicates the sensitivity of each residual to speci c faults and serves as the
foundation for isolability analysis P4, 95]. The structural relationships between residuals
and faults can also be represented as a fault-residual bipartite graph, enabling graphical
reasoning about diagnosability and guiding residual selectiofd]. In addition, fault-to-
fault relationships can be captured using the fault isolability matrix §7], which encodes
whether pairs of faults can be distinguished from one another based on their residual
signatures|e ectively describing potential fault interactions. Leveraging such structural
representations, several hybrid approaches have been developed that combine analytical
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redundancy relations with machine learning. These include classi er-based modeis]|
residual evaluation frameworks<8, 94], and probabilistic reasoning using Bayesian networks.
Zhao et al.[99] proposed a three-layer diagnostic Bayesian network combining qualitative
prior knowledge, fault hypotheses, and sensor-derived symptoms, with fault signatures
generated via residual analysis. Atoui et al[100]presented a conditional Gaussian network
(CGN) to fuse model-based residuals and data-driven measurements. Both methods enable
probabilistic reasoning under uncertainty, missing data, and model inaccuracies. More
recent works such as Bond Graph-CNN1D1], Res-HGCN [L.07, and topology-informed
GNNs [10] further demonstrate the value of embedding physical system knowledge into
learning-based models. Collectively, these works underscore the importance of hybrid
structural and learning-based frameworks for scalable and interpretable fault localization.

FDI has become increasingly important in modern vehicle systems due to their growing
complexity, sensor density, and stringent safety requirements({4. A wide range of FDI
methods has been explored, including model-based, data-driven, and hybrid approaches.
Observer-based FDI, which identi es faults through estimation residuals, has been widely
applied in automotive systems105 106 107. Hashemi et al[108]employed UIO to estimate
road bank and grade angles under varying friction, while Mekndez-Useros et §1.09]
designed dedicated UlOs for each fault type to address decoupling limitations. Benmoussa
et al. [110]used bond graph modeling for structured residual generation and isolability
analysis in vehicle braking systems. To enhance robustness under external disturbances and
uncertainty, Kurniawan and Marton [111]developed an outlier-resilient method combining
transfer entropy and Mahalanobis distance. Distributed architectures have also been
explored: Safavi et al.[112] proposed a multi-layer framework integrating distributed
Kalman Itering, CNNs, and temporal fusion transformers for fault isolation and health
forecasting in autonomous vehicles. Deep learning methods have shown strong potential
as well. Man et al.[113]introduced a spatiotemporal GCN with attention mechanisms
to model dynamic sensor dependencies in electric vehicles, while Dowdeswell eftlal]
used semi-supervised learning with latent representations and signal reconstruction errors
to detect unknown sensor faults with minimal labeled data. Although e ective, such
observer-based designs face scalability issues in systems with numerous fault sources, where
assigning separate observers to each scenario becomes impractical. This challenge motivates
the need for approaches that exploit structural redundancy and prior knowledge of fault
distributions to retain diagnostic performance in large-scale architectures.

Despite the signi cant progress in centralized, distributed, and hybrid FDI frameworks,
several critical challenges remain unaddressed|particularly in the context of large-scale,
evolving networked systems. Centralized learning-based approaches often require complete
retraining when new fault types or uncertainty sources are introduced, making them imprac-
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tical for systems that evolve over time or encounter previously unseen faults. Moreover, the
availability of labeled data is often imbalanced or incomplete, especially for rare or newly
emerging faults, limiting the e ectiveness of supervised global models. Scalability also poses
a key challenge: as the number of subsystems and fault sources increases, computational
complexity and memory requirements grow rapidly, undermining real-time deployment.
Heterogeneity in subsystem dynamics, sensor modalities, and data characteristics further
complicates fault isolation, as a one-size- ts-all diagnostic model may fail to generalize across
di erent parts of the system. Additionally, model-based and observer-based techniques,
while interpretable and structured, often face limitations in handling unmodeled dynamics,
partial observability, and scalability to high-dimensional or interconnected systems. These
gaps highlight the need for a scalable, modular, and learning-based FDI framework that
can incorporate structural knowledge of heterogeneous subsystem characteristics, handle
partially labeled data, and adapt to dynamic fault scenarios without retraining from scratch.
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Chapter 3

Graph Representation for Vehicle
State Estimation

3.1 Estimation Graph

Estimation Graph. In this study, the estimation graph is de ned as a directed graph
whose nodes represent local estimators. Structurally, the estimation graph corresponds
to a condensation digraph, meaning it is acyclic and contains no strongly connected
components (see Figure 3.1). This formulation assumes that any estimation architecture
containing strongly connected components|such as coupled or bidirectionally connected
estimators|has been transformed into its equivalent condensation digraph.

Each local estimator receives inputs from upstream estimators in higher layers as well
as from associated sensor sets. An edge\() in the estimation graph indicates that all
relevant information from nodeu is transmitted to nodev. It is further assumed that every
estimator depends on its own state estimates, implying the existence of a self-loop at each
node. For clarity, self-loops are omitted from the graphical representation in Figure 3.1.

Estimation Path. An estimation path is de ned as a subgraph of the estimation graph
that contains a single sink node and includes one or more directed walks from source nodes
in layer O to this sink. This concept follows the general de nition of a path (or stream)
introduced in Section A.2.1. An illustrative example of an estimation path is shown in
Figure 3.1, where the red dashed arrows highlight the ow of information from sensor nodes
S; anss, to a sink estimator Es.
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Estimation Layer. An estimation layer k is de ned as the set of estimator nodes that
are located exactlyk hops away from the sensor layer (layer 0) in the estimation graph.
All sensor nodes are assigned to layer 0, and any estimator that receives direct input from
sensor nodes is placed in layer 1. Recursively, any estimator that receives input exclusively
from nodes in layerk 1 (or lower) and has not already been assigned to a lower layer is
placed in layerk.

Figure 3.1: lllustration of a general estimation graph. The graph is a directed acyclic graph
(DAG), representing the cascaded structure of local estimators. For clarity, self-loops are
omitted. s; represents sensor nodes arkf| denotes local estimators. and The red dashed
arrows depict an example estimation path originating from a sensor set in layer 0 and
terminating at a sink node in layer 2. Heres; represents sensor nodes arif} denotes local
estimators. For the formal de nition of a path, see Section A.2.1.

3.2 Vehicle Estimation Graph

Building upon the vehicle motion model presented in Section A.3, this section describes the
development of vehicle motion state estimators. An overview of the vehicle estimation graph
is shown in Figure 3.2. This graph represents one possible con guration for vehicle state
estimation; alternative estimation graphs with di erent estimator types and connectivity
structures can also be constructed. In the illustrated con guration, the estimators are
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interconnected in a cascaded structure, where the estimated states from one estimator may
serve as inputs to downstream estimators. The following subsections describe each local
estimator in the graph.

Figure 3.2: Vehicle state estimation graph with local estimator nodds; to E .

3.2.1 Lateral Load Transfer Estimator ( E:1)

This estimator, originally developed in 115, estimates the lateral load transfer to the left,
denoted by F,,, during cornering. This estimator employs a linear Kalman Iter with the
state vector

>

X = l:z;l dy gy -
and the observation vector

y = ay;m m -m I:z;l

Note: The subscript (), indicates that the corresponding variable is measured.

The measured lateral acceleratioma,., is expressed as,.m, = a, gsin . Given the
geometry of roll motion, the roll angle , is measured using suspension de ections:

Zf| Zfr 1 Zr| er
= 3. 1
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whereb, is the track width and z; denotes the suspension de ection at corngy. The
lateral load transfer to the left Fz is calculated by:

I:z;l = I:z;fl + I:z;rl I:z;fr l:z;rr
k h 3.2

by by

wherek is the roll sti ness and hgc is the height of the roll center.

The linear state-space representation of estimatdt; is given by:
2 3

2mh ks +Kkr
0 0 % 0 ZfT 20 10 03
0 0 1 0 0 0 0 0 f
A =80 0 0 0 0 : ngo 00 0 %
0 0 0 0 1
0 mhg 0 mghr k c 1 00 0 O
Ixx+mh2R I + mh3 I + mh?

where |, is the roll moment of inertia, hg is the vertical distance from the CG to the
roll center, andks, k; and ¢ are the front/rear suspension sti nesses and roll damping
coe cient, respectively.

3.2.2 Normal Load Estimator ( E3)

This estimator estimates the vertical tire forces acting at each wheel. The vertical load
distribution, obtained by combining the longitudinal and lateral load transfer relations
in (A.6) and (A.7), is given by:

8
S Fun i Fare = I I—rg hC—GaX m I—'g hce . Nee %
S e Lo (3:3)
BE F. = .m g+ Jcc gy e Neo .
T Fzn s Far 2m | g | Ay m | g i Ay beg ay;

Taking the time derivative of (3.3), a process model is formulated with the state vector

>

X= Fzn Fzer Fzn Fzn ;

which is modeled as a random walk process with transition matri& = 0, assuming slowly
varying normal forces during the estimation horizon.
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The observation vector is de ned as:
h is
y = d I:z;l I:z;fl + I:z;fr I:z;fl I:z;fr maz;m ;

whered F ., is obtained from the previous estimatoE; (Section 3.2.1), the next two outputs
are algebraically computed using3.3), and a,., is the measured vertical acceleration. This
structure satis es the observability condition for the four-state model and enables accurate
estimation of wheel vertical loads.

3.2.3 Longitudinal Tire Force Estimator by Tire Model ( Es)

A discrete-time EKF is developed to jointly estimate the vehicle's longitudinal velocity and
longitudinal tire-road forces using a nonlinear tire model and wheel speed measurements.
Unlike conventional approaches, it does not require wheel torque inputs, and instead utilizes
the Pacejka tire model in conjunction with estimated normal loads from the vertical load
estimator (E»).

The state vector of the estimator is de ned as:

>

X= Vx Fent Fxtr Fxn Fxrr

The process model combines the longitudinal dynamics of the vehicle, given(#l),
with rst-order dynamics describing the transient behavior of the tire forces:

8
1P P
2\, = m iffrg 2 lrg i s
S 1 _ (3.4)
B = - Fxi By

where =0:1sis the Iter time constant, chosen to suppress high-frequency uctuations in
the estimated force, especially in low-slip conditions where the tire force is highly sensitive
to small variations in slip ratio, and Ex;ij denotes the steady-state tire force computed via
the Pacejka tire model (A.13).

The measurement model enforces consistency between the predicted steady-state longi-
tudinal tire forces and the measured wheel speeds. For all four wheels, it is represented
as: 2

f(FznsViotan)  Fxn

— f (Fz;fr ;Vx; ! fr ) I:x;fr

y f (Fz;rl ;Vx; ! rl) I:x;rl '
f (Fz;rr Vi i) Fyrr

(3.5)
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wheref () denotes the nonlinear tire model de ned in(A.13). The output vector y is
expected to be zero in steady-state, i.ey, = 0, indicating consistency between the estimated
and predicted longitudinal tire forces.

3.2.4 Longitudinal Tire Force Estimator by Wheel Dynamics ( Es)

This estimator leverages wheel rotational dynamics, as described(#.18), to estimate the
longitudinal tire force F,;; at each wheel. The approach requires the availability of wheel
torque measurementd,; and Tg.j . The state vector for each wheej 2 f fl; fr;rl;rr gis
de ned as

xj = Ly Ly Fey
where ! ; and ! ; denote the angular velocity and angular acceleration of the wheel,
respectively. The measurement vector is given by
> .
Yij = !ij;m !_ij;m )
A discrete-time linear Kalman lter is implemented independently for each wheel to estimate
the corresponding tire-road interaction force.

3.2.5 Lateral Tire Force Estimator ( Es)

This estimator aims to estimate the lateral tire-road forces acting at each wheel by leveraging
the full vehicle lateral dynamics model previously introduced iA.2). The nonlinear lateral
tire-road interaction force is modeled using the Magic Formula (Pacejka) tire model, given
by (A.16), where the lateral forceF,; at each tire is a function of the slip angle j , normal
load F;; , and road friction coe cient .

To account for the transient response of lateral forces, the following rst-order relaxation
model is used: v
Fyi = —  Fyi + Fyii (3.6)
where is the relaxation length andF;; is the steady-state lateral tire-road force computed
using the Pacejka model.

An Extended Kalman Filter (EKF) developed in [L1{] is used to estimate the lateral
tire forces of a four-wheel vehicle. The state vector for this estimator is de ned as

>

X= VY -F y;fl Fy;fr I:y;rl I:y;rr
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The measurement vector is de ned as:

>
Y= = ay;m ;

where —, is the measured yaw rate, and measured lateral acceleratiap,, is given by
(A.3).

The longitudinal velocity Vy is approximated by averaging the rear wheel speeds,
assuming negligible longitudinal slip at the rear axle. Additionally, the front axle longitudinal
force Fy+ is assumed to be estimated via other estimators and provided as an input to the
estimator.

3.2.6 Kinematics-Based Tire Force Estimator ( Ee)

This estimator computes the total tire-road forces at the front and rear axles using a
kinematics-based approach. The process model assumes a random walk with transition
matrix A = 0 to re ect the slowly varying nature of the forces. The state vector is de ned
as

X = I:x;f I:x;r l:y;f I:y;r >;
whereF,; , Fx, denote the total longitudinal forces, andFy, Fy, denote the total lateral
forces at the front and rear axles, respectively.

The measurement vector is given as:
— > .
y = May;m may;m Izz -m 0o ;

The corresponding output matrixC that relates the state vector to the measurements is

de ned as: 2
COS ¢ 1 siny O
_ g siny 0 cos; 1 é
" 4lksiny O lfcoss 1,2
P I, 0 0

where ¢ is the front axle steer angle.

A discrete-time linear Kalman Iter is employed to estimate the axle-level tire forces.
The individual tire forces are subsequently computed by distributing the total axle forces
in proportion to the estimated normal load on each wheel, using the formuld8.6){(A.7).
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3.2.7 Longitudinal Velocity Estimation via Wheel Dynamics ( E-)

An Extended Kalman Filter (EKF) is employed to estimate the vehicle's longitudinal
velocity Vi, accounting for wheel slip using wheel torque and speed measurements. The
state vector is de ned as

> .

X= Vs g Ty ty 1y

while the measurement vector consists of the measured wheel speeds

I I z .
= rlm L rrm

Y= tim !em
The process model incorporates both the longitudinal kinematics of the vehicle and the
wheel dynamics, formulated as:
8
<\ = agm t My;

Sy o= 1 (Taii  Toij  ReFxi); (3.7)
lw

whereF,; denotes the longitudinal tire force computed using the nonlinear Pacejka tire

model introduced in(A.13), and the input torquesTy;; and T,;; are assumed to be available.

In this formulation, the impact of V, to the longitudinal motion is considered negligible

and thus set to zero. The measured longitudinal acceleratiay., is supplied as an input

to the process model.

3.2.8 Lateral Velocity Estimator ( Es)

The lateral velocity V, is estimated using a single-track (bicycle) vehicle model, where
the left and right wheels at each axle are combined, and lateral load transfer e ects are
neglected. The roll angle is assumed to be zero in this formulation. The state vector and

measurement vector are de ned as

— > . — > .
X = Vy - 5 Y= dym  -m )
where the measured lateral acceleratioa,.,, is modeled as:
n 0]
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The lateral dynamics of the vehicle are governed by the single-track model equations:
8 1N o]
2V, = Vg —+ = Fyf COS ¢ + Fyr + Fyr SiN ¢

o] (3.9

> 1N
zz

where the lateral tire forcesF, and Fy, are computed using the nonlinear Pacejka tire
model introduced in(A.16), while the front axle longitudinal forceF,; is obtained from
the estimator described in Section 3.2.6.

To ensure numerical stability and improve the conditioning of the EKF, the lateral
force statesF.;; are expressed in kilonewtons (kN), such that all state variables maintain a
comparable order of magnitude.

3.2.9 Road Grade Angle Estimator (  Ey)

This section presents the design of an UIO.1 7] for estimating the road grade angle as an
unknown external disturbance.

Unknown Input Observer

The system is modeled with an additive unknown input that represents the disturbances as
system uncertainties. The state-space model is described as:

X = AX + Bu + Rf (3.10)
y = Cx

wherex 2 R" is the state vector,u 2 R" is the known control input, andy 2 R™ is the
measured output vector. The termf 2 RY represents an unknown input (or disturbance),
and R is a known matrix that characterizes how the unknown input a ects the system. The
state transition matrix A 2 R" ", input matrix B 2 R" ", and output matrix C 2 R™ "
are assumed to be known.

De nition 1 (Unknown Input Observer). An observer is said to be arunknown input
observer(UIO) for the system described by3.10) if its estimation error vector e(t) =
x(t) R(t) asymptotically converges to zero, independent of the in uence of unknown
disturbancesf (t) present in the system.
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The structure of the unknown input observer for system (3.10) is de ned as:

z=Fz+ TBu + Ky (3.11)
h=2z+Hy

wherek 2 R" denotes the estimated state vector, and 2 R" is the internal state of the
observer. The matriced=; T ;K ;H are design parameters selected to achieve decoupling
from unknown inputs and to meet desired observer performance. The observer receives
the system inputu and output y, and generates an estimat® of the system state. The
schematic diagram illustrating this observer structure is shown in Figure 3.3.

B H

n |
)

Figure 3.3: Unknowm Input Observer (UIO) structure.

The estimation error of the unknown input observer, de ned ag = x Kk, evolves
according to the following dynamics:

e=(A HCA K;Cle+[F (A HCA K;C)z
+[K, (A HCA K;iC)H]y (3.12)
+[T (I HC)]Bu +(HC [|)Rf

wherel is an identity matrix, and the gain matrix K is de ned asK = K; + K.
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To achieve perfect decoupling from the unknown input(t), the observer parameters
must satisfy the following constraints:

(HC 1R =0; (3.13)
T=1 HC; (3.14)
F=A HCA K,C; (3.15)
K,=FH: (3.16)

Under these design constraints, the error dynamics simplify to:
e(t) = Fe(t): (3.17)

If all eigenvalues offF lie in the left-half complex plane, the estimation erroe(t) asymptoti-
cally converges to zero. This guarantees that the observer described(Byl1) acts as a
valid unknown input observer for the systen(3.10), as it satis es the de nition provided in

De nition 1.

Theorem 1. A UIO exists for the system de ned in(3.10) if and only if the following two
conditions are satis ed (see [117]):

1. rank(CR) =rank( R)
2. The pair (C;A,) is detectablé, where
A=A R (CR)’CR '(CR)’CA
A special solution forH that satis es the condition (3.13) is given by:
H =R (CR)>’CR *(CR): (3.18)
In this case, the transition matrix F for the estimation error will be:
F=A HCA K;C=A; K;C; (3.19)

To guarantee that the estimation errore(t) converges to zero asymptotically, the matrix-
must be stable. When the pair C; A ,) is observable, the gain matrixK ; can be designed
using a standard pole placement technique to place the eigenvalue$ah the left half-plane,
thereby ensuring the stability of the estimation error dynamics.

The following steps summarize the procedure for designing a UIO for the system
described in for the system described in (3.10):

A pair (C;A) is detectable when all unobservable modes for this pair are stable. Detectability is a
weaker condition than observability.
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1. Ensure that the rank condition holds, i.e.rank(CR ) = rank(R): If not satis ed, a
UIO does not exist and the procedure should be terminated.

2. . Compute observer matriceH, T, and A ;:
H=R (CR)’CR 1(CR)>; T=1 HC; A;=TA:
3. If the pair (C;A,) is observable, a UIO exists and the observer gaid; can be

designed via pole placement applied to the system matrix= A; K;C.

For cases where the pair@;A,) is not observable but merely detectable, more
advanced procedures involving system decomposition are required. Readers are
referred to [117] for a detailed treatment of such scenarios.

4. ComputeF andK:
F=A; K;C; Ky;=FH; K=K;+Ky:

Finally, the unknown disturbancef can be estimated by di erentiating the output
equation [118]. The time derivative output model yields:

y = Cx = CAx + CBu + CRf:

Substituting the estimated statek into the expression and rearranging terms, the disturbance
estimate is computed as:
b=(CR)'[y CAk CBul; (3.20)

where (CR )Y denotes the left inverse of CR.

Unknown Input Observer Design for Pitch Dynamics

The vehicle pitch motion model given in(A.9) is considered for estimating the pitch
angle and road grade angle . as the unknown disturbance. The total input term

a, + gsin( + ;) is treated as an unknown disturbancéy. The measurement vector is
dened asy = , ”, with the output matrix C = I, ,. The UIO is designed by
following the standard procedure, summarized as follows.

The system matrices are de ned as:

2 3 2
0 1 0 1 0
A=4 K C 5, R=4 mshp 5; C= :
2 2 2 01
lyy + mshy 1y + mshg lyy + mshg

2The left inverse of a full column-rank matrix A 2 R" ™ with n  m is given by AY = (A~ A) A~
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Step 1: The rank condition
rank(CR) = rank( R)

is veri ed as C is unity matrix and both ranks equal to 1. Therefore, the existence condition
for a UIO is met.

Step 2: The matricesH, T, and A, are computed as:

00. 721 He-=

_ > 1 > _ 1
H=R (CR)"CR (CR)—O 1 0

Step 3: The pair (C;A,) is observable, which ensures the possibility of placing the
observer poles arbitrarily. Hence, the observer gaki; is designed via pole placement. The
desired eigenvalues are set to5 and 2, leading to the gain matrix:

50

K1=02.

Step 4. The matricesF, K, and the total observer gainK are computed as follows:

01 50_ 5 1

F=A1 KiC= 06509 027 0 2°
_ 5 1 00 0 1
Ke=FH =" %5 0170 2°
_ 50 0 1 _ 51
K=Ki+Ke= g5 0% 0 27 00

Once the observer is designed, the unknown disturbantgecan be estimated by:

b,=(CR) [y CAbO CBu] ,

0 L 3 41
_ o wrmht @ m 4 k c 5 EA
Mshe " lyy + mshg  lyy + mehg
_lytmh oL,k p, C b
mshp ™1y + mghd 1y + mgh3
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Here, the total unknown disturbance is de ned a4 = ax+ gsin( + ). The longitudinal

accelerationa, can be approximated usinda, = QX + V¥, . By substituting the estimated

disturbance®, and the estimated acceleratior,, an estimate of the road grade anglé.
can be computed. Under steady-state conditions, where the pitch dynamics are negligible
(,e., — Oand*® 0), the road grade angle is estimated by:

b = arcsin

1
b+ =0, + b 3.21
gt gt %) (3.21)
This completes the design and implementation of the unknown input observer for the
pitch dynamics model. The proposed observer enables the estimation of both the vehicle
pitch angle and the unknown road grade angle.

3.2.10 Road Bank Angle Estimator (  Ejp)

The same procedure described in Section 3.2.9 using a UIO is adopted here for the estimation
of the road bank angle. The vehicle roll motion model given i(A.10) is considered for
estimating the roll angle and road grade angle ; as the unknown disturbance. The total
input term a, + gsin( + ) is treated as an unknown disturbancé,;. The measurement

vectorisdenedasy = , - ” with the output matrix C =1, ,. The UIO is designed
by following the standard procedure, summarized as follows.

The system matrices are de ned as:
2

3 2
0 1 0 1 0
A = 4 k C 5 : R = 4 mshR 5; C = :
2 2 2 01

Step 1: The rank condition
rank(CR) = rank( R)

is veri ed as C is unity matrix and both ranks equal to 1. Therefore, the existence condition
for a UIO is met.

Step 2: The matricesH, T, and A, are computed as:

09, 1= Hc=

_ S 1 > _ 1 0
H=R (CR)"CR (CR)—Ol, 00"
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Step 3: The pair (C;A,) is observable, which ensures the possibility of placing the
observer poles arbitrarily. Hence, the observer gak; is designed via pole placement. The
desired eigenvalues are set to5 and 2, leading to the gain matrix:

50

K1:02.

Step 4: The matricesF, K ,, and the total observer gainK are computed as follows:

B 01 50 _ 5 1
F=A KlC‘oo 02 o0 2
B 5 1 00 0 1
Ke=FH =" %5 0170 2°
_ 50 01 51
K=Ki+Ke= 5 0% 0 27 00

Once the observer is designed, the unknown disturbantgecan be estimated by:

b,=(CR)[y. CAk  CBu]

0 1 3 #1

2 b

= o xtMhr @ w4 c 5 A
Mshg m Ixx + mshZR Ixx + msth -

_ |XX + msh% ° + k b+ C b

~ mghg ™ 1w + mghy L + Mgh2 —

Here, the total unknown disturbance is de ned adq = a, + gsin( + ). The later

accelerationa, can be approximated usinda, = Qy O . By substituting the estimated
disturbance®, and the estimated acceleratior,, an estimate of the road bank angld,
can be computed. Under steady-state conditions, where the roll dynamics are negligible

(,e., — Oand*® 0), the road bank angle is estimated by:
k 1
b - i b = b
. = arcsin meheg g(Qy 0, -m) : (3.22)

This completes the design and implementation of the unknown input observer for the
roll dynamics model. The proposed observer enables the estimation of both the vehicle roll
angle and the unknown road bank angle.
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3.3 Structural Analysis

The structural analysis of the estimation graph, illustrated in Figure 3.2, provides a
systematic understanding of how di erent sensor faults and external disturbances propagate
through estimation pathways to generate residuals designed for fault isolation. This analysis
plays a critical role in fault diagnosis by identifying structurally sensitive residuals that
are theoretically capable of responding to speci ¢ fault sources. The goal is to leverage
both physical and functional redundancies in the estimation architecture to construct a
structurally grounded fault signature matrix.

To facilitate this, Figure 3.4 enumerates the candidate estimation paths extracted from
the estimation graph. Each path represents a feasible sequence of local estimators that
can estimate intended states given the available sensor set. These paths originate from
the sensors set nod& and traverse through a series of estimatorfs;. The selected paths
capture the redundancy and modularity inherent in the estimation structure, enabling
recon gurable estimation strategies under various fault conditions. Table 3.1 encodes the
structural dependencies between these estimation paths and various fault sources. An entry
marked 'x' denotes that the corresponding fault structurally in uences the estimation path,
either directly or indirectly, based on the vehicle's physical and functional interconnections.

In the considered vehicle system, faults are categorized into three primary classes:

" Sensor and actuator faults:  including bias, drift, and excessive noise in sensor
measurements , ay, ay, 8, - — Zj, ', Tj.

" Unknown external disturbances: such as wind gusts and variations in road grade
and bank angles, represented b&.wind, roads road-

" Parametric model errors:  arising from inaccurate or time-varying model parame-
ters, such as the road friction coe cient ;paq.

Residual signals are then generated by exploiting estimation redundancies, as discussed
in Subsection 3.3.3. The relationship between the generated residuals and the estimation
paths is summarized in Table 3.2, where an "x' denotes that a given residual is generated
by, or structurally related to, the corresponding path.

Finally, the fault signature matrix is derived by combining the structural dependencies
of faults on estimation paths with the mapping of residuals to those paths. This integration
is formalized through a Boolean mapping algorithm, as described below. The resulting
matrix, shown in Table 3.3, links each residual to the set of faults it is structurally sensitive
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path Pq path P, path P3 path P4 path Ps

path Pg path P; path Pg path Pg path P1g

Figure 3.4: Candidate state estimation paths extracted from the vehicle estimation graph
shown in Figure 3.2. The node labele® represents the sensor set available for each
estimation path. A directed walk from S to a nodeE; implies that the required sensor
information for that estimator is accessible. Each path corresponds to a feasible estimation
sequence composed of local estimators. Depending on the target states to be estimated,
multiple sub-paths may be derived from each full path.
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Table 3.1: Binary structural matrix S: Rows represent estimation path$?;; columns
represent faultsf;. Entry of 'x' indicates structural dependency.

Fault sources
Paths
ax ay @ — — Zj 'ij Tj | road road @y:wind | road
P4 X X X
P- X X X X
P3 X X X X X X
Ps [Xx X X X X X X X
Ps [x X X X X X X X X X
Pg |[X X X X X
P+ X X X X X
Pg |[x X X X X X
Pg |[X X X X X X X X X
Piop | X x X X X X X X X X X

to. Importantly, the symbol X' denotes only the structural reachability of the fault to the
residual; the actual sensitivity may be limited due to weak observability, measurement noise,
or redundancy among residuals. Consequently, additional re nement techniques|such
as feature selection or quantitative sensitivity analysis|may be employed to eliminate
insensitive or redundant residuals, thereby constructing a more e ective fault signature
matrix for diagnostic purposes.

The algorithmic procedure to derive fault signature matrix is outlined as follows:

the set of estimation paths.

2. De ne a binary structural dependency matrixS 2 f 0; 1g" ™, where the entryS; =1
indicates that fault f; structurally a ects estimation path P-.

matrix 2 f 0;1g¢ ", where ; =1 indicates that residual r; is generated or a ected
by estimation path P-.
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Table 3.2: Incidence matrix : Rows represent residuals;; columns represent the estimation
paths P;. Entry of 'x' indicates structural dependency.

) ) Estimation paths
Residual | Variable
P1 P2 Pz Psa Ps Ps P7 Pg Pg Pio
r By 1 X
) By 2 X X
rs Qy:1 X X
M4 6.y;2 X
I's a; X X X
I e_i X
rz e_2 X
rs e_i X
lg 8_2 X
r10 e—s X
M 14 fZij
ris 18 Bjj X
rio A X X X
20 Vy X X
a1 I:ex;f X X
22 |Ey;f X X
rz3 & X
24 € X
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4. The fault signature matrix 2 f 0;1g¢ ™ is then computed by the Boolean matrix
product:
= S (3.23)

where the Boolean matrix multiplication is de ned using logical AND () and logical
OR (_). Speci cally, each entry j is computed as:

=]

i=  (r"Sy); (3.24)

meaning that residualr; is structurally dependent on faultf; if there exists at least
one estimation pathP- such that:

N

i = 1: residual r; is generated by, or related to, pathP-, and

" Sy =1: fault f; aects path P-.

5. Finally, the binary matrix is converted to a symbolic matrix by replacing all
non-zero entries with the markerx' , indicating the structural in uence of each fault
on the corresponding residual.

This formulation ensures that the derived fault signature matrix re ects the causal
propagation of fault e ects through the estimation graph to the residuals.

3.3.1 Structural Fault Isolability Analysis

The structural fault signature matrix  in Table 3.3 encodes the binary structural relation-
ships between residuals; and fault sourcesf;. Each column ; represents the structural
signature of a faultf;, indicating which residuals are theoretically sensitive to that fault.

For the matrix 2 R" " to enablefull fault isolability, all columns of must be
pairwise distinct. This implies that for any pair of faultsf; and fy, their corresponding
structural signatures must di er:

;6 «; 86k
Under this condition, each fault produces a unique pattern across the residuals, enabling
unambiguous fault isolation based purely on structural observability. From an algebraic

perspective, if is binary-valued, then full isolability further implies that the rank of
should bens .
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In the matrix  shown in Table 3.3, there are 13 fault sources and 24 residuals. A
detailed inspection of the columns reveals that all fault signatures are pairwise distinct,
except for the two columns associated with-and 454, Which are structurally identical.
As a result, all faults are structurally isolableexceptfor this pair. This means that faults
in —and ,aq Will produce identical residual patterns, making it impossible to distinguish
between them based on structural information alone.

While structural isolability provides a theoretical foundation for fault isolation, practical
isolability further depends on the magnitude of fault sensitivity, sensor noise, unmodeled
dynamics, and detection thresholds. Thus, structural isolability is anecessary but not
su cient condition for successful fault isolation in practice. Further analysis using data-
driven validation or sensitivity quanti cation may be required to con rm isolability under
realistic conditions.

3.3.2 Correlation Analysis for Residual Selection

The structural fault signature matrix presented in Table 3.3 represents the binary structural
dependencies between residuals and potential fault sources, derived from the estimation
graph topology and path-residual mappings. In this matrix, a non-zero entry indicates
that a fault can propagate, in principle, to a residual through a structural path. However,
such structural connectivity does not necessarily imply a signi cant or informative fault
signature.

In practice, the in uence of a structurally connected fault on a residual may be negligible
due to factors such as low sensitivity, model redundancy, weak observability, or measurement
noise. Moreover, residuals generated by di erent estimation paths may exhibit high
correlation or redundancy, resulting in overlapping or uninformative diagnostic content. This
redundancy becomes particularly problematic in data-driven fault detection and diagnosis
(FDD) methods, where the input feature set must be both compact and informative to
ensure computational e ciency and high classi cation accuracy.

Therefore, the structurally-derived matrix in Table 3.3 should be treated as an initial
estimate of the fault-residual relationships. Further re nement is essential to improve its
diagnostic e ectiveness. One promising approach involves applying correlation analysis to
the residuals to assess statistical dependencies among them. In particular, the Pearson
correlation coe cient is computed between each pair of residual signals:
_ Cov(r.,r,); (3.25)

H
ri rj
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Table 3.3: Fault Signature Matrix: Rows represent residuals;; columns represent faultd; .
Entry of 'X' indicates structural dependency.

. . Fault sources

Residual | Variable

ax ay 8, — — z; 'j T road road Qy;wind | road

r Bc1 | X X X X X X X X X X X
ro B2 | X X X X X X X X
ra a1 | X X X X X X X X X X
ra a2 |X X X X X X
rs a, X X X X X X X X X X X X X
Ie (31 X X X X
rs %2 X X X X X X X X X X X
rg Eii X X X X X X
ro e_2 X X X X X X X X X X
o e_g X X X X X X

i 14 fZij X

s 18 Bj X X X X X
g LN X X X X X X X X X X X
l20 A\ X X X X X X X X X X X
lo1 Byt X X X X X X X X X X
I i ¢ X X X X X X X X X X X
ro3 € X X X X X X X X X
loa € X X X X X X X X X X X
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where Cov(r;;rj) denotes the covariance between residualsandr;, and , , are their
standard deviations. Residual pairs with high absolute correlation (e.g.,ij j > 0:9) are
considered redundant. For each fault, this analysis is applied to select a subset of residuals
with low mutual correlation, thereby reducing redundancy while preserving fault-relevant
information. This yields a more compact and informative residual set, improving the

e ciency and robustness of data-driven FDD frameworks.

3.3.3 Residual Generation

In fault diagnosis, a residual is de ned as the inconsistency between the actual behavior
of the system and its predicted behavior derived from a mathematical model. Residuals
serve as key diagnostic signals: they are expected to remain close to zero under fault-free
conditions and exhibit systematic deviations in the presence of faults. This fundamental
principle underpins the FDD process.

Within the vehicle estimation graph introduced in Figure 3.2, each local estimator
utilizes its own internal model and available sensor measurements to compute residual
signals. These residuals, also referred to fault signatures result from the physical and
functional redundancies embedded in the system design.

Two primary types of residuals are employed:

1. Measurement residuals , de ned as
g=y W

where y denotes the actual sensor measurement, afais the predicted output
computed using the estimator's internal model. These residuals directly capture the
discrepancy between measured and estimated outputs and are particularly e ective
for detecting sensor faults.

2. State residuals , de ned as
R = b(l) b(Z);

wherek® and k@ are independent estimates of the same state variable obtained from
di erent estimation paths (i.e., di erent subsets of sensors or di erent estimator nodes).
State residuals are useful for cross-validating estimators and detecting inconsistencies
due to faulty sensors, actuators, or model discrepancies.
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Under nominal (fault-free) conditions, both types of residuals are expected to be
zero-mean and bounded, primarily in uenced by sensor noise, unmodeled dynamics, and
parameter uncertainties. In the presence of faults, however, residuals often exhibit persistent
deviations, abrupt changes, or biased trends, thereby serving as indicators of abnormal
system behavior. These deviations can be leveraged to trigger fault detection and contribute
to fault isolation and identi cation processes.

The complete and minimal set of residuals generated by the vehicle estimation graph
is summarized in Table 3.4. These residuals are selected from a larger set generated by
the estimators, based on their sensitivity to the considered faults. Each row in the table
presents a residual de nition, its corresponding estimation equation, and the local estimator
E; responsible for generating the estimate. Superscripts indicate which estimator produced
the estimate, allowing the spatial structure of residual generation to be tracked across the
estimation graph. This detailed residual catalog serves as a foundation for constructing
fault signatures and designing reliable fault detection and isolation (FDI) mechanisms.

3.4 Summary

This chapter introduced the estimation graph as a novel representation of cascaded esti-
mators in complex systems, where directed edges capture the ow of estimated states. By
de ning estimation paths, previously hidden redundancies were systematically extracted
and quanti ed. These paths enabled the construction of structured residuals, providing
multiple, functionally independent views of the same states. A fault{path dependency
matrix and a residual{path incidence matrix were constructed, from which a fault{residual
signature matrix was derived using Boolean logic. The structural isolability of fault sources
was then assessed. The proposed graph-based formulation o ers a principled and scalable
framework for root cause analysis, laying the structural groundwork for distributed fault
diagnosis in Chapter 5.
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Table 3.4. Summary of residual de nitions. Superscriptk;) indicates that the variable

estimated by local estimatorE;.

Residuals Residual Equations
81 = axp B ; i
longitudinal acceleration b = 0 lb)E;IfEIA) + lb)E;lerA) cos + pé;ﬁ‘l) + B Iby(;leS) sin
82 = agn  BY; BY = ViEﬂ o OER)
Lateral acceleration a1 = a,;m BFY a,=a™  BFY

Vertical acceleration

@ = a;m By, By =(agm + 0)tan b§E9) (ay;m + gy)tan ngm) 7

Roll rate €= . b_(EZ); &= . b_(Em)

Yaw rate € = Re(lum 'wm)=hy, &= m b'=). €= b=
Suspension Height f Zi = Zjm Czj; Cz; is computed analytically in Section A.3.6.
Wheel Speed Bj = !im bi(jE”

Vehicle Velocity ¢ = BED PED g = pE) pEe)

Front Axle Forces B = Ib)f;'ff“) Ib)f;'fze), B = Ib)f;'f"r’) Ib)f;'fze)

Road Angles e = BB e = bEw)
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Chapter 4

Estimation Uncertainty Quanti cation

In this chapter, di erent methods are developed for estimation uncertainty quanti cation
in a complex interconnected dynamical systems.

4.1 Problem Formulation

Consider the networked dynamical system composed Nf interconnected subsystems. Each

neighboring states, local control inputs, and potential fault signals. The continuous-time
dynamics and measurement model for subsystenare given by:

(x_‘(t)= g X'(1);x (0);u () fie);
yi(t) = hy xI(t);xI(t);ui(t); fi(t);

wherex' 2 R" is the local state vector of subsystent x! represents the states of other
interacting subsystemsj 2 N, with N; denoting the set of in-neighbors of subsystem
i|that is, the subsystems whose statesx; directly in uence the dynamics or measurements
of i; u' 2 RP is the local control input; f' 2 R% denotes local faults, unknown external
disturbances, and parametric uncertainties; ' denotes the local parameters, and;( ), hi()
are functions de ning the dynamics and output equations, respectively. This formulation
captures both intra- and inter-subsystem dependencies, along with the in uence of faults
and disturbances in a general setting.

(4.1)

The state estimation graph corresponding to the system described (#4.1) is illustrated
in Figure 4.1, where each node represents a local estimator associated with a subsystem.
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N " (i) denotes the set of in-neighbors of node For notational simplicity, the in-neighbors
of any node are henceforth denoted by corresponding uppercase letters; for instamcand
J represent the sets of in-neighbors for nodésand j, respectively. Note that a self-loop at
a nodei makesi an in-neighbor of itself. The main problem is to understand how a fault
sourcef' at nodei propagates through the estimation graph and a ects the estimation
accuracy at other nodes.

N"(j)

N in(i)

Figure 4.1: An estimation graph. The in-neighbors of arbitrary nodeisand| are represented
byl = N™"(i)andJ = N"(j), respectively. Self-loops are omitted for clarity.

Suppose the following general local estimator is developed at an arbitrary noide
()= 1 B (O;u M)y () (4.2)

where x' is the estimated states at node, and x' denotes the estimated states of the
in-neighbor nodes that share information with node. A key question is how any faults
(process faultfy, observation faultf,) and model errors with given distributions impact the
estimation error in an arbitrary nodei and its downstream nodes. Address this requires
qguantifying the propagation of these uncertainty sources along the estimation paths and
evaluating the sensitivity of each path to di erent types of uncertainty. In the following,
various UQ methods are developed for di erent estimators.
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4.2 Analytical Uncertainty Quanti cation in Kalman-
Based Estimators

Suppose a linear discrete-time subsystem in nhodeas

i i o] i i
Xy = Fe Xk 17 G Uk 1+ ofat s
i2

(4.3)

ij y i gi i
Yk Hexi+ kfot &

j2l
wherex' is a sub-vector of system's full state vectox, u' denotes the input sub-vector, and
y' represents the output sub-vector; the transition matrixF! describes how' is dependent
on its in-neighbor statesx!, and similarly, H! describes how the measurement sub-vector
y' is related tox/; the noise sequences, and | are zero-mean, white Gaussian, mutually
uncorrelated with covariance matrice®Q|, and R}, respectively;f} denotes process faults
(e.g., additive actuator faults, external disturbance), and] denotes the observation fault
(e.g., sensor bias, excessive sensor noise) at node

Remark:  Given the faults and noise processes are considered mutually uncorrelated, the
combined estimation uncertainty equals the sum of both. Thus, the noise sequencesand
« are ignored in the fault propagation analysis.

The derivation of a priori and a posteriori estimation uncertainty covariance given fault
fi occurrence is provided within the Kalman Iter framework. Suppose two arbitrary nodes
I andj in the estimation graph shown in Figure 4.1. The linear discrete-time state-space
model in (4.3) holds for nodes andj.

The a priori estimation error,®, := xx R, , of nodesi andj at time step k is given by

[ iu u+ i i
B, = k 1Bk 1Tk 1 (4.4)
EJ —_ FJV EV+ + J fJ '
k = v2J k 1%k 1 k 1'd

The state update at time stepk isk, = k, + Ki(yx Hkk, ) whereK is the Kalman gain.
Thus, the a posteriori estimation error, B, := xx R, , of nodesi and| after measurement
update at time k is

1+ I | u u | 1 1
B, = B w2 KiH By Kk «fo

: : Tk = k'b 4.5)
I i iV @V i (
B = By vay KyH By Ky kfb
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The estimation error cross-covariance matrices between nodandj, Pl andP)*,
are de ned as: ) h i ) h i
P, , E B R~ ; P.", E B R’ (4.6)

If i = j, then Pl is called a auto-covariance matrix.

The a priori error cross-covarianc®] s obtained by substituting &, and &} from
(4.4) into (4.6) as

) h
i il >
P, = E B B,
2 [ ! >3
4 X i + i i X v + j j 5
—_ u u I | . \"
=E F B 1tk oafa o Fk B 1+t & 1fq
u2l v2J i
X X h i (4.7)
- iu u+ v+ > Jv> iu u+ f]> 1>
= Fo 1E B (BT Ryt Fi 1E B ,fy k 1t
u2l ;v2J u2l .
X _ h i
i iovi> v i iei> >
k 1E fe® T R+« (B fgfg K 1
v2J

If £} corresponds to an excessive white noise fault, the cross-covariance term vanishes, i.e.,
E[el" f”1= 0. In the case of a bias fault, the factorizatiorE[e! f”]1= L} DI can be applied.

By substituting this expression into (4.7) and using the de nitions in equations(A.24)

and (4.6), the cross-covariance propagation is obtained as:

) X _ .
= iu uv+ jv> i ij o>
Py = k 1P iFk 1t kDY Wt
u2| ;v2J
KX (4.8)
u ] I | VI
k ke D7 1t 4D k 1Mk 1
u?2l v2J

where the recursive equation for in uence matrix.| is derived as follows:
n '
h o X o #
E R fy By KiHRE Kol Ty
h i  h i ho (4.9)
=E g f} KWHCE By fi7  Ki (E fofy
u2

|
m

The last term vanishes since the obserationi fault at nodeis assumed to be uncorrelated
with the process fault at nodej, i.e., E fif,” = 0. Substituting 8, and e}, from (4.4)
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yields:

! #
E i+.|:j> o= X iu ut 4 i fi fj>
(B, fy]= k 18k 1 k 1la Tg
u2l " | #
X o X . .
KiH'E FRy  + & aofg Ty
y! ho vy, h i (4.10)
= ¢ GE R+ B fifY
¢ X h i X h o
o . o S
KiHE ™ R GE Ry f KIHE ¥ 4E 3]
u2l v2U u2l

where, by de nition, E[f{f}"]= D . A zero-one shape matrix ! is introduced such that
D! = UDJ, indicating the presence of common process faults between nodesd j *.
DecomposingE[e,’ f}”] into L, DI and noting D! > 0 leads to:
" #
ij - X iup uj i giu X uvy Vvj u uj i
Ly = Fil  KyHg Fi'Lg koo . (4.11)
u2l v2U

Similarly, the a posteriori error cross—covarianC(PE * is obtained by substituting EL*
and g," from (4.5) into the de nition of error covariance in (4.6), yielding:

) h
j+ _ i+ ) t>
P, = E BB,
! 1.3
- E4 g X KiHugu Kioifi - gl X KIHI Y KI ¢l b
- k kMK Bk k k'b - %k kMk Bk k k'b
h u2l W%J .
I I
=E B & X E g e~ HVKI” E g > 17kl”
=B BB By By k Nk By Th k RNk
v2J 4,12
X . h= X . o (412)
K\HYE B B~ + KWHCE B B,” H{ K+
u2l h i u2l v2J X
KLHVE B 17 KU+ KL L E fe WK
u2l h - i h - i - V?J
. P s T T
« kE for  + Ky fifp K Kk
1For example, ifi = j,then 1 =1, andifi andj does not share the common process fault, then
i = 0.
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If f corresponds to excessive white noise, thdr| f\”] = 0. In the case of a bias
fault, the cross-covariance can be factorized &gl f.”] = M| BI. By de nition, the
covariance between observation faults at nodesand j is given by E[f| f)”] = B, and
the auto-covariance at node is E[f. f.”] = B'. Substituting these expressions into the
posteriori covariance formulation yields:

P." =P K‘X HUPY X PV HIKIT +
k — k k k' k k k k
X u2l v2J
KL T HEPY HIKL 4K LBT LK)
u2l v2J | | (4.13)
Mi KL HEMY B PR KL LB ME KL HEMY
k k k k k k k k k k k k
u2l v2J]

where the recursive equation for in uence matriXM || can be obtained as follows:

" ! #
i j>1 — X iU U+ ifi j>
Efe..f, 1= E Forl™ +  (fy T
x “h i h (4.14)
= FE EE+fé> + E f(',fé>
u2l

The last term vanishes since the procgss fault at nodes assumed to be uncorrelated with
the observation fault at nodej, i.e., E fif\” = 0. Substituting B,* from (4.5) yields:
o X h X X h o
Ele),,f,1= " FLE =} 1 FUKE HEE =) £
¥ h vay (4.15)
FEKY (E fif)
u2l
where, by de nition, E[fif.”] = Bi. A zero-one shape matrix I is introduced such
that B' = Y B/, indicating common output faults at nodesi and j 2, By decomposing
Efe, f.”] asM |} BJ, and noting that B! > 0, it follows:

" #
ij _ X iu uj u X uv g Vi u u uj
My = Fi My Ky HM e Ky (4.16)
u2l v2U
2For instance, ' =1 ifi=j,and ' = 0ifi andj share no common output fault.
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Table 4.1: Recursive quanti cation of state estimation uncertainty

1. Recursive update of thea priori estimation error covariance matrix

; X . )
I — iu uv+ v > i ij ]>
Py = k 1P 1Pt kDY gt
u2l v2J
X" PP i T (4.17)
k ik 1D 1t k4D L 2Py
u2l v2J

2. Recursive update of thea posteriori estimation error covariance matrix

Pi*=p] K‘X HY P X PV HIMZKIZ +
k k k k 'k k k k

X u?2l v2J
K HUPY HYZKL + Kl (BT 7KL
u2l v2J (4.18)
! !
G X
Mi KL HEMY B PKY KL BT M KT HE My
u?2l v2J
3. Recursive update of the in uence matrix.
" 4
ij — X up uj igiu X uv | vj u uj i
Lisr = File  KyHg Fie'Ly k + ok (4.19)
u?2l v2U
4. Recursive update of the in uence matrixvi
" 4
ij _ X iu uj u X uv ng Vi u u oy
My = Fi M K HIME Ky oy (4.20)

u2l v2U

Table 4.1 summarizes the recursive quanti cation of estimation uncertainty propagation
between two arbitrary nodes, given that a fault|either an observation fault f or a process
fault filwith a known distribution occurs at nodes i andj. For bias-type faults, the
in uence matricesL, and M} are updated recursively according tq4.19) and (4.20),
respectively. In contrast, for excessive noise faults, the in uence matrices are setdto

Typically, estimated states at a node serve as virtual measurements,for descendant
nodes. In such instances, these estimates are moved to the right-hand side of the output
equation in the state-space model (4.3) and treated as states, thereby enabling the use of
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uncertainty propagation in (4.17){(4.20).

4.2.1 Computational Complexity

This subsection evaluates the computational e ciency of the proposed analytical UQ
methodology and compares it with traditional sampling-based approaches, such as Monte
Carlo (MC) simulations.

For a standard Kalman Iter applied to a system with a state vector of sizen, the
computational complexity of computing the error covariance matrix i€Q(n3); see [19. In
the context of the proposed estimation graph, wherenodes each represent a state estimator
with n states, the computational complexity of computing the auto-covariance for a fully
connected node by(4.17)-(4.20) scales a®D(v’n?). For nodes with fewer connections, the
complexity is correspondingly reduced due to the sparsity in cross-covariance computations.
Notably, the additional computational cost introduced by real-time UQ is of the same order
as that of the Kalman estimators themselves.

In contrast, Monte Carlo method withN samples incur signi cantly higher computational
cost. Speci cally, for each of thev estimators, the Kalman Iter prediction and update
steps must be executedl times, resulting in a total complexity of O(Nvn?). In addition,
computing the cross-covariance matrix from these samples introduces an ex®éNn?)
operations per node. Thus, the overall computational complexity for obtaining the auto-
covariance of a node (assuming connectivity to all other nodes) becon@gN vn?).

Given that in practical settings N 2 f 10°; 10*g and typically v n N, the proposed
analytical approach o ers a substantial computational advantage over sampling-based
methods in terms of both scalability and e ciency.

The analytical approach developed for Kalman-based estimation graphs provides sig-
ni cantly greater computational e ciency compared to sampling-based methods such as
MC. Moreover, the same methodology is applicable to a broader class of linear observers.
For example, Appendix B presents a detailed derivation of uncertainty propagation for a
general Luenberger observer, and for a speci ¢ case of a linear tire force observer, using the
same analytical push-forward strategy. In contrast, uncertainty propagation in nonlinear
estimators is considerably more complex. Several techniques have been proposed to quantify
uncertainty in nonlinear, data-driven, or black-box models, among which sampling-based
approaches|particularly MC simulations|have received the most attention in the litera-
ture. However, due to their high computational cost, such methods are generally unsuitable
for real-time implementation.
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One alternative is to use a Taylor series expansion to approximate the nonlinear
estimator. Assuming the uncertainties are small relative to the signal values, linearization
techniques|such as Taylor expansion or perturbation methods|can be employed to
express the estimator as a linear function of the fault source. This enables the application
of analytical uncertainty quanti cation similar to the linear case. However, in practice, this
linearization can be di cult to implement reliably. Therefore, there is a need to develop
alternative methods that are both computationally e cient and suitable for real-time
uncertainty quanti cation in nonlinear or black-box observers.

4.3 Uncertainty Quanti cation Using Polynomial Chaos
Expansion

Nonlinear and black-box estimators present signi cant challenges for uncertainty quan-
ti cation. These estimators often incorporate embedded logic, switching mechanisms,
or data-driven components, which make analytical reformulation intractable and render
intrusive uncertainty propagation techniques impractical. Furthermore, in many practical
cases, faults are introduced into the estimator in a nonlinear or state-dependent manner,
further complicating the analysis.

A state estimator can be viewed as a dynamical system that recursively fuses current
measurements with model-based predictions from the previous time step to estimate the
current state. To propagate uncertainty in dynamical system, several approaches have been
developed, di ering in terms of their assumptions, computational cost, and compatibility
with model accessibility:

1. Sampling-Based Methods

" Monte Carlo Simulation
" Latin Hypercube Sampling

2. Perturbation Methods

" Method of Adjoints
" First-Order Taylor Approximation

3. Generalized Polynomial Chaos Expansion
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~ Intrusive Methods (e.g., Galerkin Projection)
" Non-Intrusive Methods (e.g., Stochastic Collocation)

Sampling-based methods, while widely applicable, are computationally intensive and
thus unsuitable for real-time applications. Perturbation methods are e cient but rely on
simplifying assumptions, making them appropriate only when the system is mildly nonlinear,
uncertainties are small, and the model is explicitly available. In contrast, generalized
polynomial chaos (gPC) provides a powerful framework for uncertainty quanti cation in
both linear and nonlinear systems by representing uncertain parameters using orthogonal
polynomial bases, enabling accurate and e cient propagation of uncertainty. The gPC
expansion techniques can be broadly categorized into intrusive and non-intrusive methods,
based on how they interact with the system model.

Intrusive gPC modi es the system's governing equations by projecting them onto an
orthogonal polynomial basis using the Galerkin method. This approach yields a set of
deterministic equations that capture the propagation of uncertainty through the system.
While intrusive methods o er high accuracy and computational e ciency, their application
is often limited to systems with accessible and tractable analytical models. In practice,
they are best suited to well-de ned physical systems with complete modeling transparency.

By contrast, non-intrusive gPC methods, such as stochastic collocation, treat the system
as a black box. These approaches avoid altering the system equations and instead rely
on sampling the input uncertainties at selected collocation points, using the resulting
simulations to construct a surrogate model through polynomial interpolation or regres-
sion. Non-intrusive approaches are especially attractive for systems involving black-box
estimators, strong nonlinearities, or cascaded structures|scenarios where analytical access
to the governing equations is limited or unavailable. For instance, in state estimation
architectures|common in vehicle systems or interconnected dynamical networks|the
estimator may include nonlinear observers, neural networks, or heuristic modules that do
not lend themselves to Galerkin projection. In such cases, stochastic collocation o ers a
exible and e ective means for uncertainty quanti cation by leveraging simulation outputs
rather than analytic derivations.

4.3.1 Mathematical Foundations of Polynomial Chaos Expansion

This section presents the mathematical foundations necessary for understanding gPC. An
introduction to Hilbert spaces, inner products, and norms is provided, as these concepts form
the basis for constructing orthogonal polynomial bases used in uncertainty quanti cation.
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De nition 2  (Vector Space of Square Integrable Functions).et X be a random vector with
probability density functionp(x). The vector space of square-integrable functions, denoted
by L?( ;F;P), is de ned as the set of all functiond : R9! R such that:

Z
E, f2(X) = f?(X)p(x)dx < 1

This means that for every functionf in L2( ;F;P), the expected value of its square under
the probability distribution p(x) is nite. The space L? is a vector space because, for any
two functionsf;g 2 L2 and scalars; 2 R, the linear combination f + g is also inL?2.

De nition 3  (Hilbert Spaces) A Hilbert space is a complete inner product space, which
generalizes the notion of Euclidean space to an in nite-dimensional setting. Formally, a
Hilbert spaceH is a vector space equipped with an inner produbt i that induces a norm

k k, where the space is complete with respect to the norm.

De nition 4  (Inner Product). The inner product on a Hilbert spaceH is a bilinear map
h;i:H H! R, satisfying the following properties for alf;g;h 2H and 2 R:

" Linearity: hf;g i = Hf;qgi
© Symmetry: i;gi = hg;fi
" Positive de niteness: H;f i 0, andH;f i =0 ifand only if f =0

De nition 5  (Norm). The norm induced by the inner product is given bif k = P Hfi.
This norm measures the length of vectors in the Hilbert space.

Properties of Hilbert Spaces: Hilbert spaces possess several key properties that make
them useful in the context of uncertainty quanti cation and PCE. These include:

" Orthogonality:  Two vectorsf and g in H are orthogonal ifif; gi = 0.

" Orthonormal basis: A set of vectorsf' ;g forms an orthonormal basis oH if

hi;'"ji = j,where j is the Kronecker delta, and every vectof 2 H can be written
as a linear combination of the basis vectors:
X
f = G'i; G =Ml
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" Completeness: A space is complete if every Cauchy sequence in the space converges
to a point in the space. This is a critical property for ensuring that the PCE expansion
converges to a valid solution.

The gPC approach for uncertainty quanti cation relies on expanding a stochastic process
or random variable in terms of orthogonal polynomials that form a basis in a Hilbert space
of square-integrable functions. LeX be a random variable with a probability density
function p(x), and consider the Hilbert space of square-integrable functiong( ;F;P),
de ned as:

L2( ;F;P)= f: | RjE[f(X)]<1
In this space, the inner product is de ned as:
Z
hgi = F(x)g(x)p(x) dx:

The norm in the Hilbert spacel? is given by:
Z
kfk?=  f(x)?p(x)dx:

The series expansion in gPC converges in theé norm, ensuring that the approximation
error decreases as more terms are included in the expansion.

De nition 6  (Orthonormal Basis in Hilbert Space) In a Hilbert space of square-integrable
functions L?( ;F;P), a set off' o;' 1;' »;:::g is said to form an orthonormal basis if
they are orthogonal with respect to the inner product ih?, and each basis is normalized.
Speci cally, the basis satisfy:

( 1. 1 = 3
it ji= 5= I_J
O, 16
R
Here,H i;'ji = ' i(x)' j(X)p(x) dx is the inner product inL?( ;F;P), and p(x) is the

probability density function associated with the random variabl¢.

The key idea of PCE is to expand a random variable(X ) as a series of orthonormal
polynomialsf' (X )g, where the polynomials are orthogonal with respect to the probability

measurep(Xx): "
f(X)= ¢"i(X); g=H";i
i=0
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The orthonormal polynomials can be constructed using methods such as Gram-Schmidt
orthogonalization [120].

Theorem 2 (Parseval's Identity). Let f' ;g be an orthonormal basis of a Hilbert space
L2( ;F;P), where'; 2 L?( ;F;P)andf 2 L?( ;F;P). The Parseval's identity states
that:

b
kf k? = ¢

i=0

where the coe cients ¢; are given by:
z
¢ =Hh;"ii= f(x)i(x)p(x)dx
and kf k? is the norm off in L?, i.e.,
Z

kfk?=  f2(x)p(x)dx:

This identity states that the total energy (or norm) of the functiorf is equal to the sum of
the squares of its Fourier coe cients with respect to the orthonormal basis ;g.

Polynomial Basis Functions for Random Variables. Di erent types of polynomials,
such as Hermite for Gaussian distributions and Legendre for uniform distributions, are used
in gPC expansion; see Table. 4.2. These polynomials are selected based on the distribution
of the uncertain parameters.

De nition 7  (Orthonormal Scalar Polynomials) Let X be a random variable with prob-
ability distribution P on R, and consider the Hilbert spacé ?2(R;P) of square-integrable
functions. A set of polynomialsf' o(x);" 1(X);" 2(X);:::g, each expressed as:

Ni(X) = ag tagx+ agx?+  +ax!

forms an orthonormal set if:
Z

Ha = i) j)p(x) dx = ;
R
where j is the Kronecker delta andp(x) is the probability density function ofX. The
polynomials are orthonormal, meanindi ;;' ;i =0 fori6j andh ;;' ;i =1. The coe cients

a; are chosen to ensure orthonormality with respect to the inner product I?(R; P).
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The Gram-Schmidt procedure can be used to generate orthonormal polynomials for any
given probability distribution p(x) by starting with a set of linearly independent polynomials
and applying the process to create polynomials that are orthogonal with respect to the
inner product de ned by p(x). This method ensures that the resulting polynomials are
both orthogonal and normalized for the speci ¢ distribution.

Table 4.2: Hermite, Legendre, and Laguerre Orthonormal Polynomials

Polynomial Basis| Hermite Legendre Laguerre
T o(X) 1 1 1
' a(x) X X 1 x
' (%) 2 1) | B(Bx% 1) 1(1x2 2x+1)
' 5(X) (X 3X) FE3 3x) e X+ 32 3x+1)
: 5 0 : :
" n(X) PH, (X) 2n + 1Py (X) PLn(X)

Figure 4.2 represents orthonormal Hermite, Legendre, and Laguerre polynomial bases of
degrees 0 to 3, which are commonly used in generalized Polynomial Chaos (gPC) expansions
depending on the distribution of the underlying random variables.

Figure 4.2: Orthonormal Hermite, Legendre, and Laguerre polynomials of degrees 0O to 3.

In the case of multi-dimensional random variables, the construction of orthogonal
polynomials can be extended from one-dimensional cases to higher dimensions. Let
X = (Xq;X3g;::1;Xg) be a random vector with a joint probability density function
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A multivariate polynomial of total degree is a scalar function of the form:
X o .
f(x;a) = axixy o xg;
jij
wherei = (liq;ip;:::;1qg) Is a multi-index, jij = i, +i,+  +i4, and g are the corresponding
coe cients. These polynomials form the basis for constructing orthonormal polynomial
functions in higher dimensions.

For eachi, let ' i; (x;) denote a set of orthonormal polynomials in the-th variable with
respect to its marginal densityp(xj). The multi-dimensional orthonormal polynomial can
be constructed as a product of one-dimensional polynomials:

Yj
)= (),
k=1
wherei = (iq;iz;:::;ig) is a multi-index, and x = (X1; Xo;:::;Xq) is @ point in RY. These

polynomials form an orthonormal basis in the Hilbert spac&?(RY; P).

The inner product in this space is de ned as:
Z

H;gi = ) f (x)g(x)p(x) dx:
R
The polynomials satisfy the orthonormality condition:
Hat =iy
where ;; is the Kronecker delta for two multi-indicesi and j.
Example 1 (2D Orthonormal Hermite Polynomials) Let X; and X, be independent normal
random variables. The corresponding orthogonal polynomials are Hermite polynomials, as
shown in Table 4.3. Ford-dimensional polynomials of orden, there are ”:‘,d orthogonal

polynomials. Forn = 2 in 2D, this results in six orthogonal polynomials. The tensor product
of ' i(x1) and' j(x2) gives the 2D orthonormal polynomial$ y (X1; X2):

" o(X) = " 10(X1)" 20(X2) =1

"1(X) = " 1a(Xa)" 20(X2) = Xg

"2(X) = " 1a(Xa)" 20(X2) = F5(XF 1)
"3(X) = " 10(X1)" 21(X2) = X2

"a(X) = " aa(Xa)" 21(X2) = XaXz

"5(X) = " a0(X1)" 22(X2) = P5(X5 1):

(4.21)

64



Table 4.3: Hermite polynomials for two random variableX; and X,.

Polynomial degree| ' i1i(X1) " oi(X2)
i=0 1 1
i=1 X1 X2
=2 L0E 1) 03 1)

For more details, the reader is referred to the algorithms developed by Gauts¢ii’1]
for deriving orthonormal polynomial bases.

Proposition 1 (Mean and Covariance Propagation)Let X 2 R" be a random vector
with joint probability density function p(x), and let f (x) 2 L?(p(x); RY) be a square-
integrable vector-valued function. The functiori (x) can be approximated using a generalized
Polynomial Chaos Expansion (PCE) with respect to a set of multivariate orthonormal

polynomials' j(x) as: “
fFx)=" c"i(x);
i=0

wherec; 2 RY are the vector-valued expansion coe cients, and the basis functions satisfy
Eol' i(X)" j(X)]= 4

Then, the rst and second moments of (x) are given by:
Eplf (X)] = co;

P
Colf (X)1=  cic: (4.22)

Proof. See Appendix C for proof. ]

4.3.2 Uncertainty Quanti cation via Intrusive gPC (Galerkin
Method)

A state estimator can be viewed as a dynamical system that recursively fuses current
measurements with model-based predictions from the previous time step to estimate the
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current state. In the presence of uncertainty due to fault parameters2 RY, the estimator
dynamics can be modeled as:

B = 4wy 60 8O) = xo(t); (4.23)

dt
where B(t) 2 R" is the estimated state vector,y(t) 2 R™ is the observation vector,g
is a vector-valued function de ning the estimator dynamics, and the initial condition
Xo(f) 2 L?(; R") depends on the uncertain parameters.

The goal is to quantify the uncertainty in ® over time by computing its statistical
moments (e.g., mean and covariance), given the randomness introducedfbyThis is
achieved by propagating the uncertainty through the estimator dynamics de ned above
using a suitable uncertainty quanti cation method.

Assuming that k(t;f) 2 L?(; R"), it can be approximated using a truncated gPC
expansion:
x
x(t; f) ci(t) i(f); (4.24)
i=0
where:

~ 'i(f) are multivariate orthonormal polynomials up to orderp, selected according to
the distribution of the random vector f,

~ P is the total number of retained basis terms,

N

ci(t) 2 R" are time-varying deterministic coe cient vectors to be computed.

Galerkin Projection. To derive the evolution equations for the coe cientsc;(t), the
expansion is substituted into the ODE:

din(t; f) _ X dai(t),

T U (4.25)
The nonlinear functiong is then evaluated as:
!
w® !
g(R(t; f);y();t;f) =g G () (f)y)tf (4.26)

j=0
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Taking the inner product with the basis' i(f), the evolution equations for the coe cients
are obtained as:

* !+
. x
CO= g © a@ @yt i=op @2
j=0
where the inner product is de ned as: .
H (f);h(f)i =  f(f)h(f)p(f) df; (4.28)

with p(f) being the joint probability density function of the fault parameters.

The initial coe cients are obtained by projecting the random initial condition onto the
basis:
Ci(0)=h i(f);Ro(f)i; 1=0;:::;P: (4.29)
Once the deterministic system governing the coe cientg;(t) is solved, the statistical mo-
ments of the statek(t; f) can be computed using the expressions provided in Preposition D:

N

Mean:
Efl(t)] = co(t) (4.30)

" Covariance Matrix: °
Cl()]=  ci(t)c (b): (4.31)

i=1

The Galerkin-based gPC method transforms the original stochastic dynamical system
into a deterministic system of higher dimension by projecting the solution onto an orthogonal
polynomial basis. This intrusive approach yields accurate moment estimations for systems
with moderate uncertainty dimensionality and smooth dynamics. However, it requires
direct access to the governing equations, which may not be feasible in all applications.
For high-dimensional or non-smooth systems, non-intrusive alternatives may be more
appropriate.

The detailed formulation and derivation of the intrusive generalized polynomial chaos
(gPC) method via Galerkin projection for stochastic ordinary di erential equations (ODES)
are provided in Appendix D. This includes the mathematical foundation of the gPC
expansion, the derivation of the coe cient dynamics, and the procedure for evaluating the
required inner products using numerical quadrature. Furthermore, the extended formulation
for uncertainty propagation in systems subject to both parametric uncertainty and additive
process noise is presented in Appendix D.2.
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Uncertainty Quanti cation in Linear Estimators via Intrusive gPC. Consider
the stochastic system:

X = AX + Bu + Rf

y = Cx + R,f (4-32)

wherex 2 R" is the state vector andf 2 RY in the unknown bias fault with a given
distribution acting on the system. The continuous-time Kalman Iter can be written as:

R(t) = Ak(t)+ Bu(t)+ K (y(t) Ch(t)) (4.33)
while the dynamic of true statex(t) is given by:

Xx(t) = Ax (t)+ Bu(t) + Rif + K (y(t) Cx(t))

4.34
= AX(t)+ Bu(t)+(R;+ KR ) f: ( )

Then, the dynamic of estimation uncertainty,e = x R, will be:
(t)=(A KC)r(t)+ Rf (4.35)

whereA KC andR = (R;+ KR ;) are deterministic matrices, and the fault vectoff
is modeled as a random variable with known distribution. The initial conditionkg(f) 2
L2(; R") may also be a function off.

Assuming thate(t; f) 2 L?(; R"), it can be approximated using a truncated polynomial

chaos expansion:
x

B(t; ) ci(t) i(f); (4.36)
i=0
where' j(f) are multivariate orthonormal polynomials with respect to the distribution off,
P is the number of retained basis terms, and;(t) 2 R" are deterministic coe cient vectors.
Substituting the gPC expansion into the linear system (4.35):
|

d X ' X
m ci(t) i(f) =(A KC) c¢(t) i(f)+ Rf: (4.37)

0 i=0

Projecting both sides onto each basis functiohy(f) yields:

dei (1)
dt

=(A KC)ck(t)+ h ((f);Rfi; k=0;:::;P: (4.38)
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The inner product term can be evalfgated component wise. Let the fault signalbe

represented by its gPC expansion ds=  ;_, ;' j(f): Then,
x
Hk(f),RfIZR ij;'ji:R K (439)
j=0
where the nal equality follows from the orthonormality condition i ;' ji = ;. The

coe cients ¢ can be computed by projection as « = Ep[f ' «(f)], which may be evaluated
either analytically for known distributions or numerically using sampling-based integration.

Hence, the evolution equations for the gPC coe cients become:

dey ()
dt
The initial condition for coe cients are obtained through projection, as shown in(4.29).

Finally, the mean E[®(t)] and covarianceC[r(t)] of the estimation error due to the fault
sourcef are computed using (4.30) and (4.31), respectively.

=(A KC)c(t)+ R ; k=0;:::;P: (4.40)

4.3.3 Uncertainty Quanti cation via Non-intrusive gPC (Stochas-
tic Collocation Method)

To quantify the impact of faults on state estimation accuracy, the stochastic collocation
method o ers a non-intrusive and e cient framework. Unlike intrusive approaches such as
Galerkin projection, stochastic collocation does not require access to or modi cation of the
internal structure of the state estimator. Instead, it treats the estimator as a black-box
function and evaluates it at selected points in the input uncertainty space to construct a
surrogate model using polynomial chaos expansion. This section focuses on the application
of stochastic collocation to propagate uncertainty in the presence of fault inputs with known
probability distributions.

Consider a general estimator de ned by the following dynamics:

Rk(t) = g(h(t);y(t);f(t);t); R(0) = Xo (4.41)

wherek(t) 2 R" is the estimated state vectory(t) 2 R™ is the measurement vector, and
f(t) 2 RY represents fault inputs modeled as random variables with known joint probability
distribution. The true state x(t) is assumed to be governed by a fault-free or faulty process
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model. The goal is to quantify the propagation of the estimation erroe(t) = k(t) x(t)
due to uncertainties in the fault variablesf (t).

Stochastic collocation requires the selection of discrete collocation points in the uncer-
tainty space, over which the estimator is evaluated. These points are determined using
quadrature rules that balance accuracy and computational cost. Common one-dimensional
quadrature rules include:

" Newton{Cotes rules , which use evenly spaced points and are easy to implement
but can su er from poor convergence for high-order expansions.

Gaussian quadrature , which achieves exact integration for polynomials of degree
up to 2n 1 using onlyn points, o ering high accuracy but non-nested grids.

Clenshaw{Curtis quadrature , which uses Chebyshev points of the rst kind and

is particularly advantageous due to its nested structure. Nested grids enable e cient
construction of sparse collocation schemes and are especially useful when adaptivity or
hierarchical re nement is required. Therefore, Clenshaw{Curtis quadrature is adopted
in this study to construct the collocation points.

For multivariate uncertainties, tensor-product or sparse grid constructions can be
employed using one-dimensional rules as building blocks.

Projection-Based Derivation of gPC Coe cients. Given a set of collocation points
f g\, in the fault space, the estimator is simulated for each realization & (t)= @ to
obtain the corresponding estimatiork(t; (). The estimation error is then approximated
using a polynomial chaos expansion:

X
Rb(t; ) k()" k() (4.42)
k=0

wheref' (( )g are multivariate orthogonal polynomials with respect to the distribution
of F, and c«(t) 2 R" are the PCE coe cients. In the projection-based approach, these
coe cients are computed using weighted quadrature:

1

Ho' ki

R(t; O) ( O)wt (4.43)

i=1

ck(t) =
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wherew() are the quadrature weights associated with each collocation point, aid i
denotes the weighted inner product.

Once the coe cients c;j(t) is obtained, the statistical moments of the statex(t; f) can
be computed using the expressions provided in Preposition D:

" Mean:
E[R(t)] = co(t) (4.44)
" Covariance Matrix: "
Ch(®)l=  c(te (1): (4.45)
i=1
Regression-Based Derivation of gPC Coe cients. As an alternative to projection, a

regression-based approach can be used to compute the gPC coe cients. Instead of requiring
quadrature weights and orthogonality conditions, this method formulates the problem as a
least squares t:

X _ X _
min R(t; M) c(®) (M) (4.46)
fex(t)g . _ _
i=1 k=0
This method o ers greater exibility for black-box models, noisy outputs, or irregular
sampling strategies, as it does not rely on prede ned quadrature rules. While the projection-
based method is adopted in this work due to its analytical precision and compatibility
with the fault distribution structure, the regression-based formulation remains a valuable
alternative in scenarios where analytical integration or structured sampling is impractical.

4.3.4 Computational Complexity

The surrogate-based UQ method based on gPC provides an approach that balances accuracy
and computational cost. The computational complexity of the gPC method primarily
depends on the number of quadrature pointsl; and the number of time stepsT. For a
univariate stochastic input with polynomial degreeP, projection-based stochastic collocation
requiresNg = P +1 simulations and computes the coe cientsc,(t) by orthogonal projection

at each time step. As shown in Section 4.3.3, the coe cients are obtained via weighted
inner products involving polynomial basis evaluations, resulting in a per-time-step cost of
O(PNg). Over all time steps, the total cost scales a®(P NyT), which remains linear in
both the number of basis functions and simulation length.
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4.4  Uncertainty Quanti cation for Learning-Based Es-
timators

Uncertainty quanti cation (UQ) for deep neural network-based estimators can be achieved
using methods such as Monte Carlo (MC) dropout and conformal prediction.

4.4.1 Monte Carlo Dropout

Monte Carlo dropout performs approximate Bayesian inference by enabling dropout during
inference and sampling the network multiple times. This generates an empirical distribution
of predictions from which the predictive mean and variance are estimated. Despite its ease
of implementation, MC dropout requires tens to hundreds of forward passes per input,
making it computationally expensive for real-time applications, especially on embedded
systems.

4.4.2 Conformal Prediction

Conformal prediction provides statistical coverage guarantees by calibrating prediction
intervals on a held-out validation dataset. It constructs prediction sets that contain the
true output with a speci ed con dence level, under the assumption of data exchangeability.
However, this assumption does not hold for time-series data due to the inherent temporal
dependencies and non-stationarity in dynamical systems. To address this, modi ed versions
such as sliding-window or weighted conformal prediction can be employed, where only recent
data points are used for calibration or higher weights are assigned to recent samples. While
these adaptations improve suitability for time-dependent state estimation, the practical
use of conformal prediction in real-time settings remains limited by the need to maintain
calibration statistics and compute nonconformity scores during inference, especially in
high-rate or resource-constrained applications.

These approaches are model-agnostic and widely applicable but often introduce consid-
erable computational challenges in real-time applications.

4.5 Summary

This chapter presented a comprehensive framework for quantifying estimation uncertainty
under fault conditions across various estimator types, including both model-based and
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learning-based approaches. The focus was on developing computationally e cient methods
suitable for real-time applications in complex interconnected systems.

In Section 4.2, an analytical UQ method was introduced for Kalman-based estimators.
By exploiting the linear structure and statistical properties of process and measurement
faults, closed-form expressions for the estimation covariance were derived. This enabled
fast and reliable UQ with minimal computational overhead, making it suitable for online
deployment.

Section 4.3 introduced generalized Polynomial Chaos (gPC) methods for UQ in systems
where analytical formulations are either unavailable or impractical. Both intrusive (Galerkin-
based) and non-intrusive (stochastic collocation-based) formulations were presented. These
methods enabled real-time UQ in nonlinear or black-box estimators without relying on
computationally expensive sampling-based techniques such as Monte Carlo simulation.

Section 4.4 extended the discussion to learning-based estimators, such as neural networks.
Two widely used uncertainty quanti cation techniques were presented: Monte Carlo (MC)
dropout and conformal prediction. While these methods are exible and compatible
with black-box models, they come with signi cant computational burdens, particularly in
real-time or embedded scenarios.

Overall, this chapter contributed a uni ed and scalable approach to UQ in both struc-
tured (Kalman-based) and unstructured (black-box) estimators, with an emphasis on
runtime feasibility. These tools enable reliable, real-time estimation in complex dynamical
systems and support downstream tasks such as fault-tolerant path selection and estimator
recon guration.
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Chapter 5

A Framework for Fault Detection,
Isolation, and ldenti cation

This chapter introduces a uni ed framework for fault detection, isolation, and identi cation,
combining model-based statistical tests with data-driven learning methods. A three-stage
framework for fault detection and diagnosis (FDD) is proposed in this work. The rst stage
detects the onset time of the fault, denoted by; . The second stage performs fault isolation
to determine which speci c faulti; has occurred. Finally, the third stage carries out fault
identi cation to estimate the fault magnitude . Figure 5.1 illustrates the proposed FDD
architecture along with the di erent approaches applicable at each stage.

Fault detection is addressed through three approaches: thé-test, neural network-based
classi ers, and a hybrid voting scheme that leverages both. For fault isolation, model-based
likelihood testing, deep learning classi ers, and hybrid methods are explored. The chapter
concludes with fault identi cation, focusing on estimating fault characteristics after isolation.

t it 0

Figure 5.1: Overview of proposed 3-stage fault detection and diagnosis (FDD) framework.
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5.1 Fault Detection

Fault detection is the rst stage in the proposed fault diagnosis process and involves
determining when a fault has occurred in the system. This section presents both model-
based and data-driven approaches for detecting faults, as well as a hybrid strategy that
integrates their strengths to improve detection accuracy and robustness.

5.1.1 Residual-Based Fault Detection

The 2-test [50] is a statistical method for fault detection, e ective in well-modeled systems
with accurately predicted residual behavior under normal conditions. In fault diagnosis,
a residual is de ned as the inconsistency between the actual behavior of the system and
its predicted behavior derived from a mathematical model. The residual sequenags
are expected to have zero mean and covariance under no fault. The precomputed

k represents the expected residual distribution in non-faulty conditions. The detection
criterion is given by the sum of 2 statistics over a sliding window of sizen

)« S 1 Hl
Zy = re (re? (5.1)
t=k m+1 Ho

where the null hypothesisH, denotes normal system condition, and the alternative hypoth-
esisH; indicates a fault, shifting the mean of residuals from zero. The statisti€, follows

a 2 distribution with p m degrees of freedomp(= dim(r)). A fault is agged if Z,
exceeds a threshold, chosen from the 2 distribution table for the desired signi cance level
(e.g., 5%). The sliding window helps smooth out noise or transients, improving detection
reliability and reducing false alarms.

The 2-test, though widely used, has certain limitations. In practice, residuals often
deviate from a white, zero-mean distribution due to unmodeled dynamics, uncertainties,
or disturbances, leading to false positives. Although the sliding window technique helps
mitigate these issues, it can introduce delays in detection. Consequently, thé-test
requires supplementation with additional techniques to handle the complexities of real-
world applications. Data-driven approaches, which can better capture patterns in residuals
and other system signals under both normal and faulty conditions, provide a more accurate
alternative to traditional model-based methods.
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5.1.2 Learning-Based Fault Detection

This part explores using a neural network for fault detection, o ering a robust alternative
to traditional methods like the 2-test. Neural networks excel at capturing complex data
patterns and, unlike threshold-based methods, can be trained on extensive datasets to
distinguish between normal deviations and actual faults, reducing false alarms.

The proposed fault detection model in Figure 5.2 is designed to capture both spatial
and temporal dependencies in time series data, crucial for accurate fault onset detection. It
starts with a 1D convolutional layer:

!

2 = W X+ B0 (5.2)
j=0

wherex;.; 2 RP is the input at position i + |, wj(k) is the weight of thej -th position of the
k-th kernel of width K, b is the corresponding bias, and () is a non-linear activation
function such as ReLU. The outputz® is the activation at position i in the k-th feature
map. This layer extracts local spatial features from each time window of the multivariate
signal. It is followed by a recurrent neural network (RNN) layer, which captures temporal
dependencies by maintaining an internal state updated at each time step. The RNN layer
depicted in Figure 5.3 operates as:

hi = (Wh hy 1+ Wy X+ ), (5.3)

whereh; is the hidden state at timet, W,, and W, are the weight matrices for the hidden
state and input x;, and b, is the bias. The activation function (), typically a hyperbolic
tangent (tanh), introduces non-linearity. This combination of convolutional and RNN layers
e ectively learns spatial and temporal patterns, key for distinguishing between faulty and
normal conditions. The network ends with a dense layer and a sigmoid-activated output
layer for binary classi cation. A binary cross-entropy loss function is employed to optimize
the classi cation task.

To prepare the raw time-series data for training and testing, a sliding window approach
is applied; see Figure 5.4. The original data consists pfeatures sampled ovel time steps.
Using a window of xed lengthl| and sliding stepm, overlapping segments are extracted
sequentially from the time series. Each windowed segment forms a sam¥le2 RP ', and
a total of n such windows are generated. In this work, a window length b 40 and step
sizem =1 are used, resulting in a dataseX 2 RP ! ". Each window is assigned a label
corresponding to the label at its nal time step. This preprocessing strategy enables the
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Figure 5.2: Network architecture for fault detection. The model combines a 1D convolutional
layer to capture local spatial features, and an RNN layer to capture temporal dependencies.
A dense layer with a sigmoid output performs binary classi cation to detect faults.

neural network to learn temporal patterns from xed-length time series segments while
preserving the multi-feature structure of the original signals.

The ability to learn from data and adapt to unforeseen uncertainties makes learning-
based detection essential in ensuring the reliability and safety of large-scale systems. Despite
their high accuracy and low false positive rate, normal zero-mean residuals can still trigger
false alarms, especially due to other system signals used as features. Therefore, combining
threshold-based and learning-based methods via a voting logic can further enhance detection
accuracy.

5.1.3 Hybrid Voting-Based Fault Detection

To further enhance fault detection accuracy, the threshold-based-test is integrated with

the neural network using voting logic. This approach leverages the robustness of the
2-test and the pattern recognition of the neural network. A fault is declared when both

methods agree, using AND logic to combine their detection outputs at each time step. This

integration reduces false positive alarms and enhances detection accuracy by addressing the

limitations of each method individually.
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Figure 5.3: The Architecture of simple recurrent neural network (RNN) layer.

5.2 Fault Isolation

5.2.1 Residual-Based Fault Isolation

To facilitate fault isolation, a fault signature matrix is constructed, encoding the qualitative
sensitivity of each residual to di erent fault sources. This matrix characterizes how speci c
faults (e.g., sensor bias, actuator failure, or external disturbances) a ect the residuals,
enabling systematic reasoning for identifying the most likely fault cause based on observed
deviations.

An example fault signature matrix is shown in Table 8.1, where each entry indicates
whether a given residuak; is sensitive to a speci c faultf;. Each column represents a
potential fault, and each row represents a residual or indicator sensitive to di erent faults.
Entries of 1 represent a detectable in uence of the fault on the residual (i.e., the fault
a ects the residual), whereas 0 indicates no detectable e ect. In practice, residuals can be
analytically or empirically designed to follow structured sensitivity patterns, allowing for
unique localization of faults using Boolean decision logic or threshold-based classi cation.
A residual is typically considered impacted by a fault if it exceeds a prede ned threshold,
enabling practical decision-making based on observed deviations.

From a theoretical standpoint, the fault signature matrix can also be interpreted as the
fault-to-residual transfer matrix de ned in Section A.5:

G (s)= C(sl  A) 'Ri+ Ry;
which maps the e ect of each faultf; to the residual output. For a system to be capable of
isolating all faults, this matrix must satisfy certain properties:
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Figure 5.4: Preprocessing of raw time-series data for neural network training and testing.

A

Full Column Rank:  For all faults to be isolable, the fault signature matrix must
have full column rank equal to the number of faults, i.e.,

rank(Gr (s)) =

where " is the number of faults. This ensures that each fault produces a linearly
independent signature in the residual space, making it distinguishable from the others.
For instance, the fault signature matrix in Table 8.1 has full column rank, indicating
that all faults are uniquely isolable.

Column Distinctness: A fault f; is isolable if thei-th column of the fault signature
matrix, Gﬁ}), is uniqueli.e., it is not a linear combination of the other columns. This
guarantees that faultf; can be distinguished from the remaining faults.

Sensor Limit Constraint: The number of isolable faults is fundamentally limited
by the number of independent residuals (or sensors). Speci cally,

rank(G (s)) minfm; g;

wherem is the number of available sensors or residuals. This imposes a practical
constraint on the maximum number of faults that can be reliably isolated.

These conditions provide a theoretical foundation for designing e ective fault isolation
schemes and evaluating the isolability of faults in a given system structure.
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Table 5.1: Example fault signature matrix indicating the sensitivity of each residual; to
the fault scenariosf; .
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5.2.2 Model-Based Likelihood Test for Fault Isolation

Fault isolation with multiple fault sources can be e ciently managed using multiple
hypothesis testing, provided the residual distributions are known for each hypothesis. The
proposed approach leverages prior knowledge of fault distributions to quantify how each
fault a ects the residuals, enabling localization of the most likely fault. The hypotheses are
de ned as H; for each fault type.

Likelihood Test. Given the residuals vectorr at time step k, the likelihood L (rg j Hj)
of the residuals belonging to fault typeH; is calculated as:

1 ex L
@) (@i 2
where (i) is the auto-covariance matrix of the residualsy for fault type H;, derived in

(5.7). To improve robustness and reduce false alarms, a sliding window of dize used,
summing the log-likelihoods over the window while ignoring the constant term:

X . |1 X .
logL(rejH) = Slogi «(i 3 e (5.5)

t=k I+1 t=k 1+1

L(rcjHi)=

Ol (5.4)

The fault type is identi ed by selecting the hypothesisH; that maximizes the cumulative
log-likelihood of the residuals over the windowk| |+ 1 : K]:

X«
H =argmax logL (r¢ j Hj):
t=k I+1
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The likelihood test isolates faults by leveraging how each fault uniquely a ects residuals.
In the following, the residual covariance matrix (i) in (5.5) is quanti ed for fault class i
across the estimation graph.

Quanti cation of Residual Uncertainty Covariance. The state estimation error
covariance due to fault propagation is quanti ed in a Kalman-based estimation graph in
Section 4.2. A similar approach is used here to quantify residual uncertainty as a fault
indicator.

Consider the estimation graph in Figure 4.1. The measurement residua, := yx 9, .
of nodei at time k is given by

X
= HOG + Afct & (5.6)

u2l
wherel = N™™(i) and %, := x¢ R, . Since the focus is solely on fault e ects, measurement
noise i is neglected under normal operating conditions. The process fadlf 2 RP
and output fault f; 2 RY follow the following properties given by(A.24); and the cross-
covariances DY = E[fif}”] and B" = E[f/f.”] are non-zero if nodes andj share same
outputs or process faults, and E[fif;”] = 0. Both excessive noise and bias faults are
addressed similarly. The time subscripk is neglected for simplicity. Given the linearity
of Kalman-based estimators and the fault distributions in(A.24), residuals follow a zero-
mean distribution. Thus, quantifying the residual covariance su ces to determine their
distribution.

The cross-covariapce matrix between residuals of two arbitrary nodesnd j at step k
isdenedas | = E rir}” . Using the factorization E[x| f}3]= M B, it simplies to
i — X Hiupuv HjV>+X Hiumuypgl 1> 4 .-
k ~ k Tk k k Vi Pl ko T e
21 v2J 21
uivix vi> yjv> ui jog>
kBk M "HY™ + By
v2J

(5.7)

h i
where thea priori error covariance, P} = E x| x|~ , is derived in(4.17), and recursive

equation to calculate the in uence matrix, M :i , is derived in Appendix.

In practice, not all estimation residuals are used for isolation. Instead, a sub-vector
rE‘ may be selected fronr, for each estimatori in the estimation graph, whereP;

81



r from all estimators in the estimation graph is given by

re= retor2 ooy

The covariance matrix forr,, denoted as , re ects the covariance between the selected
residuals from di erent nodes. It is given by:

2 P1P1 P1P>2 - P1Pn
k k PRI k
P2P; PoPy ... P2Pn
_ Kk K . Kk
k= . . : (5.8)
Pn P1 PnP2 ... Pn PN
k k PRI k

where E‘P‘ is a sub-matrix of | corresponding to indice®; and P; .

5.2.3 Learning-Based Fault Isolation

Model-based likelihood tests are prone to false alarms, particularly under unmodeled
dynamics, unexpected disturbances, or system nonlinearities that distort the statistical
assumptions of the residuals. Additinally, for Small fault magnitudes the likelihoods might

be close to each other, complicating isolation. To address these challenges, learning-based
methods using historical data o er an alternative capable of capturing complex residual
patterns that arise under various fault conditions. These methods do not rely on strict
analytical fault models and are particularly useful when the fault signatures are nonlinear

or di cult to characterize using rst-principles models.

A supervised neural network architecture is designed to perform multi-class fault isolation,
where each class corresponds to a distinct fault source. The architecture, shown in Figure 5.5,
combines a 1D convolutional layer to extract spatial features from multivariate residual
signals and an RNN layer to model temporal dependencies in the fault progression over
time. This combination enables the model to e ectively capture both local and sequential
patterns in the data that are indicative of di erent fault types. The nal dense layer uses a
softmax activation function to produce a probability distribution over possible fault sources
for multi-class classi cation.

Despite their advantages, purely data-driven approaches su er from several limitations.
The availability of labeled fault data is often limited, especially for rare or safety-critical
faults, leading to class imbalance and biased learning. Furthermore, training data may not
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Figure 5.5: Network architecture for fault isolation. The model combines a 1D convolutional
layer to capture local spatial features, and an RNN layer to capture temporal dependencies.
A dense layer with a softmax output performs multi-class classi cation to isolate the fault
source.

adequately represent the full range of operating conditions or fault magnitudes, reducing the
classi er's generalization ability. Centralized approaches also face scalability issues, as the
computational complexity and memory requirements grow rapidly with system size, making
real-time deployment di cult. Additionally, the need for complete retraining when new
fault types or uncertainties arise limits adaptability in evolving systems. These limitations
motivate the integration of prior system knowledge into the learning process, leading to a
hybrid approaches.

5.2.4 Hybrid Fault Isolation via Feature Integration

A hybrid fault isolation method is proposed, wherein model-based residuals and likelihood
features are integrated into a neural network to enhance fault classi cation accuracy. This
approach is especially e ective when data is insu cient or imbalanced, as it incorporates
prior knowledge of fault distributions and model information with the available data. The
neural network captures complex patterns in the features, enhancing robustness against
uncertainties and unmodeled dynamics.

The hybrid neural network model, shown in Figure 5.6, has two parallel branches: (1)
the rst processes original features from the residuals, using a 1D Convolutional Layer,
a Simple RNN Layer and a attening step; (2) the second processes features from the
likelihood quanti ers in (5.5), following the same structure with a 1D Convolutional Layer,
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Simple RNN Layer, and attening step. After processing in both branches, the outputs
are concatenated and passed through Dense layers. The nal output layer usesoftmax
activation function for multi-class fault classi cation.

The hybrid fault isolation approach o ers signi cant advantages, especially in scenarios
where data is limited or imbalanced. By integrating prior knowledge of fault distributions
with model-based results, this approach supplements the data, leading to higher classi -
cation accuracy. Model-based likelihoods o er a solid foundation, while the data-driven
neural network captures complex patterns in the residuals, improving robustness against
uncertainties and unmodeled dynamics. This hybrid approach compensates for the limi-
tations of pure model-based methods by creating enriched feature sets that combine the
strengths of both approaches.

Figure 5.6: Hybrid structure for fault isolation. Likelihoods for each fault are quanti ed
mathematically by (5.4). A sliding window is applied to time-series features, with each
window labeled by the last time step. The two network branches are then integrated.

While integrating model-based likelihood testing with data-driven methods can improve
isolation accuracy, this benet relies on the availability of accurate subsystem models
and prior knowledge on fault distributions. On the other hand, purely learning-based
centralized fault diagnosis schemes become computationally intractable and in exible in
large-scale systems. This is because, as the number of potential faults grows, so does the
dimensionality of required fault signature inputs, leading to exponentially larger models,
longer training times, and heavier inference demands. Moreover, class imbalance and scarce
training data for rare faults hinder generalization, while adding new fault types forces costly
retraining or re-design of the entire model. These limitations are well recognized in?[]
and highlight the need for a distributed and structure-aware fault isolation framework that
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is both computationally e cient and capable of operating under partial supervision. The
next two subsections present the design and evaluation of such a framework.

5.2.5 Hybrid Consensus-Based Fault Isolation

Figure 5.7 provides an overview of the proposed distributed fault isolation framework. The
process begins with the residual generation as fault signatures, followed by the extraction
of a fault signature matrix that structurally encodes fault-residual dependencies. This
matrix is then used to build the fault interaction graph (FIG), which captures the structural
overlap between fault signatures. Each fault node in the FIG is assigned either a supervised
classi er (if labeled data are available) or an unsupervised autoencoder (if only healthy data
are present) to perform local fault detection. Finally, a consensus-based decision making
mechanism fuses the local scores across the graph to achieve a robust and interpretable
global fault isolation decision. The remaining sections describe these components in detail.

Bipartite Fault Signature Graph. The fault signatures are structurally connected

to the underlying fault sources through the system's physical and analytical relationships.
To capture this connectivity, a bipartite fault signature graph (BFSG) is constructed,
representing the structured dependencies between faults and residuals. This graph is
derived from the fault signature matrix, where one node set corresponds to fault sources
and the other to residual signals. An edge connects a fault node to a residual node if
the corresponding residual is sensitive to that fault. The BFGS enables systematic fault
isolation by mapping observed residual patterns to known fault signatures. An illustrative
example of the BFGS for a vehicle system is shown in Figure 5.8a, where each fault node is
connected to the residuals it in uences based on the fault signature matrix.

Fault Interaction Graph. To capture the direct relationships between fault sources
based on shared residual in uences, thigault Interaction Graph (FIG) is de ned. The FIG

is derived from the BFSG by projecting the bipartite structure onto the fault nodes; see
Figure 5.8b. This process, known as ene-mode projection eliminates the intermediate
residual nodes and connects two fault nodes with an undirected edge if they share at least
one common residual in the BFSG. Formally, given a bipartite grapB = (U; V; E), where

U represents residual nodes and represents fault nodes, the one-mode projection onio
results in a graphG = (V; E9, where an edge\(;Vv;) 2 E%exists if N (vi) \N (v;) & ;, with

N (v) denoting the neighborhood of node in G; see [23. This structural connectivity

re ects the potential ambiguity in fault isolation due to overlapping residual signatures.
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Figure 5.7: Framework for distributed fault isolation in networked dynamical systems.

To derive the FIG from the BFGS, a weighted one-mode projection onto the fault nodes
is performed. Details on the one-mode projection process are provided in Appendix E.
This projection captures the direct structural relationships between faults based on their
shared in uence on residual signals. Given the weighted adjacency mat#x 2 R"™ " of
the BFGS, wheren, and n; denote the number of residuals and faults, respectively, the
one-mode projection proceeds as follows:

1. Construction of the Bipartite Graph: A bipartite graph B = (U;V;E) is
constructed, whereU and V represent residual and fault nodes, respectively, arifl
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(a) Bipartite Fault Signature Graph (b) Fault Interaction Graph

Figure 5.8: lllustration of (a) Bipartite Fault Signature Graph (BFGS), showing the rela-
tionships between faults and their associated residual signatures; and (b) Fault Interaction
Graph (FIG), depicting direct relationships between faults based on shared residuals via
one-mode projection of the BFGS.

denotes the set of weighted edges based An In this work, a binary (0-1) adjacency
matrix is assumed, where an edge weight of 1 indicates a connection between a residual
and a fault, and 0 otherwisé

2. One-Mode Projection onto Fault Nodes: The projection onto V is de ned
such that two fault nodesv; and v; are connected if they share at least one common
neighbor inU. The weight of the projected edge between faultg and v; is computed
as the average of their connection weights to each shared residual:

_ X WVi u + WVJ' u,
gj = R
u2N (vi)\N (vj)

wherew,,, and Wy, are the weights of edges from faults; and v; to the shared

residual nodeu, respectively.

3. Projected Adjacency Matrix: The resulting projected graph is represented by an
adjacency matrixA ,0; 2 R" ", where each entry ;] ) corresponds to the computed
projected weightw; . An identity matrix | is added toA ,; to introduce self-loops:
Apoj  Aprj t 1 facilitating improved numerical stability during subsequent graph
processing steps.

4. Symmetric Normalization: Finally, symmetric normalization is applied to the
projected adjacency matrix to balance node degrees and enhance training stability

Alternatively, edge weights can be derived from sensitivity analyses of local neural networks trained for
each fault node.
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for graph-based learning algorithms. The normalized adjacency matrix is computed
as: Apnj D Ay D 7% whereD is the diagonal degree matrix with entries
D; = j Aprojij » and D 122 denotes the elementwise inverse square root Df

This systematic projection process preserves the fault-residual relationships embedded
in the BFSG while quantifying the degree of interaction between faults, which is critical for
fault isolation task in the next steps.

In the proposed FIG, as shown in Figure 5.9, nodes are categorized into two types:
labeled nodeswhich have access to labeled faulty data, andnlabeled nodeswhich only
contain healthy data. For each labeled node, a supervised binary classi er has been trained,
whereas each unlabeled node is equipped with an unsupervised autoencoder model.

Figure 5.9: Fault Interaction Graph (FIG) with labeled and unlabeled nodes. Labeled
nodes have labeled faulty data, while unlabeled nodes contain only healthy data.

Supervised Fault Probability Prediction for Labeled Node

When labeled faulty data are available for a node in the FIG, supervised learning is employed
to detect occurrence of the corresponding fault. The binary model trained for each fault
node is referred to as docal detector The similar network architecture as Figure 5.2 is
adopted here for binary fault classi cation, where the output label is 0 for healthy and

1 for fault occurrence. To reduce computational complexity in large-scale systems, only
the residuals that are structurally sensitive to the fault|i.e., those identi ed in the fault
signature matrix|are used as input features to the local detector.

It is important to note that some, or even all, of the residuals sensitive to a specic
fault may also be sensitive to other faults. To address this, the binary classi cation task
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for each node in the FIG is formulated to ensure accurate fault isolation. Speci cally, for
the fault associated with node, the label 1 indicates the occurrence of fault, while label

0 corresponds to either the healthy condition or the presence of faults associated with
neighboring nodesN (i) in the FIG. This formulation ensures that the classi er is trained

to distinguish fault i not only from nominal behavior but also from structurally related
fault scenarios.

The binary classi cation model, depicted in Figure 5.10, is designed to detect faults from
multivariate time-series data by learning both spatial and temporal patterns. The input to
the model is a three-dimensional tensoX 2 RT P N whereT denotes the number of time
steps,D the number of features, andN the number of data samples. The rst layer of the
network is a one-dimensional convolutional layer that applieB lIters of size k to extract
local spatial patterns across the feature dimensions.

Following the convolutional layer, a max pooling operation is applied to reduce the
temporal resolution and improve computational e ciency. The resulting sequence of pooled
activations, denoted bypy, is then processed by an RNN layer, which captures temporal
dependencies across time steps; see Section 5.1.2 for further details.

To prevent over tting, a dropout layer is included after the RNN layer, randomly zeroing
out a fraction of the activations during training. Finally, the last hidden stateht is passed
to a dense (fully connected) output layer with a sigmoid activation function to compute
the predicted fault probability:

p= (W hr+b);

where (Xx) = ﬁ and p; 2 [0; 1] quanti es the likelihood that fault i has occurred. A
value of p; close to 1 indicates a high probability of fault presence at node while a value
near 0 suggests either healthy operation or the presence of a neighboring fault. Finally, the

model is trained using the Adam optimizer and binary cross-entropy loss.

Feature Reduction via Sensitivity Analysis. To enhance the model's e ciency and
interpretability, a gradient-based sensitivity analysis was conducted to identify and retain
only the most in uential input features. This analysis evaluates how sensitive the network's
output is with respect to small perturbations in each input feature, thereby quantifying
each feature's relative importance.

After training the fault isolation network, the gradient of the predicted output with
respect to each input feature was computed using TensorFlow's automatic di erentiation.
Speci cally, for a batch of validation inputs X 2 RT P B whereT is the time window
length, D is the number of input features, andB is the batch size, the gradient of the
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Figure 5.10: Architecture of the supervised binary classi er at node

model output ¥ is calculated asr x§. The absolute value of these gradients is averaged
across all samples and time steps to yield a global sensitivity score for each feature:

_ 1Y @y
Sf - ﬁ @)s;t;f - (59)

b=1 t=1

These scores are normalized so their sum equals one, and features are ranked accordingly.
Rather than selecting a xed subset based on a cumulative sensitivity threshold (e.g:9),

an iterative feature reduction strategy is employed. Starting with the full set of features, the
least sensitive feature is removed in each iteration, and the model is re-evaluated to monitor
classi cation performance. This process continues until a noticeable drop in accuracy is
observed, at which point the last removed feature is restored and the feature reduction
process is halted. This ensures that the nal feature set maintains the original classi cation
performance while achieving dimensionality reduction.

It was observed through simulations that some features with low sensitivity scores
may still contribute signi cantly to classi cation accuracy. In some cases, removing a
low-sensitivity feature led to a larger accuracy drop than removing a feature with a higher
sensitivity score. This highlights a limitation of relying solely on gradient-based sensitivity.
Moreover, in overparameterized networks, sensitivity scores can be misleading. To address
these issues, the gradient-based sensitivity serves as a guide for pruning, while iterative
validation ensures performance is preserved.

Eventually, feature dimensionality reduction makes the classi er more computationally
e cient and interpretable, facilitating real-time deployment. Furthermore, the selected
features will later be used to re ne the fault signature matrix in Table 3.3, making it sparser
and more e ective than the one derived solely from structural analysis.
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Unsupervised Anomaly Scoring for Unlabeled Nodes

For faults without labeled faulty data, unsupervised autoencoders are employed. The nodes
associated with these faults are referred to amlabeled nodesn Figure 5.9. For each
unlabeled node, the corresponding autoencoder is trained using only healthy data and faulty
data from neighboring labeled nodes, without exposure to faults occurring at the node
itself. Consequently, if a fault occurs in the node, thresholding the reconstruction error
enables its detection. To achieve this, an RNN-based sequence-to-sequence autoencoder is
trained to learn a compressed temporal representation of the healthy behavior, making it
well-suited for anomaly or fault detection based on reconstruction error.

The autoencoder architecture, illustrated in Fig. 5.11, is designed to classify input
time-series data as either healthy or faulty based on reconstruction errors. The input
consists of windowed time-series segments with dimensionalify D, whereT is the
number of time steps and is the number of features. The encoder maps the input into
a lower-dimensional latent space using two cascaded RNN layers with 32 and 16 units,
respectively. ARepeatVector layer is then employed to match the temporal dimension
required by the decoder. The decoder reconstructs the input using two cascaded RNN
layers followed by aTimeDistributed Dense layer, ensuring the output has the same
dimensionality T D as the input. During inference, the reconstruction error is computed,
and a thresholding method is applied to determine whether the input data is healthy
(in-distribution) or faulty (out-of-distribution).

Figure 5.11: Architecture of the unsupervised autoencoder for binary fault classi cation at
nodei.

For each unlabeled node, the anomaly score is computed by measuring the discrep-

ancy between the original and reconstructed input sequences, followed by a non-linear
normalization to bound the score within [Q1].
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Given an input sequenceX 2 RT P, the corresponding reconstructed output from the
trained autoencoder is denoted byR. The reconstruction error is computed as the mean
absolute error over all features and time steps:

1 XX
= —T D Xij kij . (510)
i=1 j=1

To obtain a normalized anomaly score 2 [0; 1], the reconstruction error is transformed
using a sigmoid-based function parameterized by a node-speci c thresholdempirically
selected from healthy validation data) and a scaling factor:

1

= : 5.11
S 1+exp — ( )

The thresholds are precomputed and xed for each unlabeled node based on a desired
guantile (e.g., the 90th percentile) of the reconstruction error distribution obtained from
healthy validation data. The resulting anomaly scoresy serve as soft indicators of potential
fault occurrences and are subsequently used in downstream decision-making processes such
as consensus-based fault localization.

Node Score Consensus for Global Fault Isolation

In the proposed Fault Interaction Graph (FIG), shown in Figure 5.9, nodes are categorized
into two types: labeled nodeswhich have access to labeled faulty data, anagnlabeled nodes
which only contain healthy data. For each labeled node, a supervised binary classi er
has been trained as described in 5.2.5, whereas each unlabeled node is equipped with an
unsupervised autoencoder model as detailed in 5.2.5.

Each nodei 2 V outputs a local decision score in the range ;[0]. Specically, a
labeled node outputs apredicted fault probability p; 2 [0; 1], while an unlabeled node
yields ananomaly scores; 2 [0;1]. To enable holistic decision-making across the graph,
a consensus-based score aggregatiorechanism is introduced that aggregates local scores
through graph-based interactions.

Let G = (V;E9 denote the FIG, whereV is the set of nodes and=° de nes their
connections. The binary adjacency matriA 2 RN N encodes the neighborhood structure
of the graph. For each node 2 V, a scalar node score; 2 [0; 1] is de ned such that:

pi; if nodei is labeled

i = i L (512)
s;; if nodei is unlabeled

92



To propagate these scores across the graph, tbensensus score ", for each node is
de ned as: I
1 X
con —

CENger i)
J2N

(5.13)

whereN; = fj 2V j A; 60; ] 6 igis the set of neighboring nodes, and the transformation
function () is de ned based on the type of node:
(
()= 1 ; ifnodei is labeled
i\ j)—

5.14
i if nodei is unlabeled ( )

The transformation function () captures the direction of belief propagation based on
the node type and the way they are trained; see Figure 5.12.

For a labeled nodewhich has been trained using a supervised binary classi er on its own
fault data (labeled as 1) and on healthy as well as neighbor-fault data (labeled as 0), the
output ; = p; re ects the predicted probability of fault at that node. In this case, using
the complementof each neighbor's score, 1 ;, is meaningful: if neighboring nodes yield
low scores (indicating they are likely healthy), this reinforces the hypothesis that the fault
is likely centered at nodei. Conversely, if the neighbors exhibit high scores, it weakens the
con dence that nodei is faulty, since neighboring nodes may themselves be candidates for
fault occurrence.

For an unlabeled nodewhich is trained in an unsupervised manner using only healthy
data and neighbor-fault data, the output ; = s; re ects the anomaly score. In this case,
it is reasonable to propagate the neighbor scor@s-is, since these nodes rely on indirect
information. When neighbors exhibit high scores, it may indicate that the anomaly source
lies with nodei, especially if fault labels are unavailable. Thus, direct aggregation of
neighboring scores provides informative consensus that supports fault inference despite
the absence of explicit supervision. This aggregation strategy allows the framework to
meaningfully interpret and combine the scores of supervised and unsupervised nodes under
a uni ed score aggregation mechanism.

The nal decision is made by selecting the node with the highest consensus score:

i =arg max won, (5.15)

and comparing the score {°" against a prede ned threshold . The global decision labey
is then de ned as:
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(a) Aggregation of node scores for labeled (b) Aggregation of node scores for unlabeled
node 1. node 1.

Figure 5.12: Consensus-based node score aggregation for global fault isolation.

(
I B | (5.16)
Y= 0; otherwise '
wherey = 0 indicates no fault (healthy condition), andy = i indicates a fault at nodei.

This consensus-based strategy enables a uni ed decision process across heterogeneous
models by leveraging both local prediction con dence and graph-level dependencies.

5.2.6 Hybrid Fault Isolation via Graph Convolutional Network

Graph Convolutional Networks (GCNs), an extension of (CNNs), are designed to operate on
graph-structured data by directly incorporating relational information through convolution
over nodes and their neighbors. This ability to integrate both node features and graph
topology makes GCNs particularly well-suited for tasks such as node classi cation and
graph classi cation link prediction where relationships play a crucial role.

The convolution operation is de ned in a spatial context. LetX 2 RN F denote the
input feature matrix (with N nodes andF features per node) andA 2 RN N be the
corresponding adjacency matrix of the graph. To ensure that a node's own features are
included during the convolution, an augmented adjacency matrix is de ne& = A + Iy;
where[},,\, is the identity matrix. The corresponding degree matrixD is de ned such that
Di = ; Aj: The propagation rule for a single GCN layer is given by

H*D = p 2AD HOW®
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whereH () denotes the node feature matrix at layet (with H® = X), W1 is the layer-
speci c trainable weight matrix, and is a non-linear activation function such as ReLU.
This normalized formulation ensures that the features aggregated from neighboring nodes
are appropriately scaled, which helps stabilize the training process and mitigate issues
related to varying node degrees.

To incorporate both spatial and temporal information for fault localization, a GCN-RNN
network is developed to process time-series node scores in two stages: spatial reasoning
via GCN and temporal modeling via a RNN. As illustrated in Figure 5.13, the input to
this network is a sequence of scalar node scores ovetime steps, where each snapshot
represents the node features for aNl fault nodes at a given time. These node features
correspond to the predicted fault probabilities;, generated by the associated local classi ers
for each node, as de ned in 5.2.5.

Figure 5.13: Architecture of the GCN-based model for global fault localization. Each graph
node corresponds to a local detector, as illustrated in Figure 5.10.

The spatial reasoning is handled by applying a shared GCN to each snapshot indepen-
dently using aTimeDistributed wrapper. This allows the GCN to extract topologically-
aware node representations for each time step while preserving the temporal order of the
data. Each of theT input frames|of shape N 1|is passed through the GCN layer to
produce a transformed sequence of node embeddings of shapeN ©, whereN °is the GCN
output dimension (e.g., 128). These embeddings encode the structural relationships among
faults at each time instance.

Following spatial encoding, an recurrent neural network (RNN) is applied across time
to capture the temporal evolution of the spatially-informed node states. The RNN outputs
a global temporal representation, which is then passed through a fully connected layer for
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further feature compression. To prevent over tting and improve generalization, regulariza-
tion techniques such as dropout and weight decay are incorporated during training. This
framework enables our model to e ectively leverage the rich inter-dependencies in the data,
ultimately leading to improved performance on the target application. Finally, through a
sigmoid-activated output layer that performs multi-label classi cation across alN fault
nodes. Each output value indicates the likelihood that the corresponding fault is active.
However, this global supervised fault classi cation approach assumes that labeled data
are available for all fault nodes during training, which limits its applicability in partially
supervised or data-scarce scenarios.

This spatial-temporal modeling pipeline enables the network to reason over both the
graph structure and the temporal progression of node-level fault indicators, making it
particularly e ective for global fault localization in distributed systems with evolving
dynamics.

5.3 Fault Identi cation

This section presents the model-based formulation for identifying fault magnitude.

Let fy.x represent deterministic, possibly time-varying measurement faults, and, denote
zero-mean white noise. The expectation of residual at nodede ned in (5.6), is given by:

: X o
= HYED 1+ i (5.17)
u2l
Assuming that the a priori estimation errorx}( at nodei is solely caused by a measure-
ment fault f, and a process faulf}, at an arbitrary node j, the expected error can be
factorized as _ o o
Elx 1= MEfh + L fl (5.18)

where the recursive time-update equations for the in uence matricd ! andL! are derived
in Subsection 5.3.2 and given by:

n #
) X . X . .
Mo = F MY K HEME K Y
u2l " v2U # (5 19)
i — X iu uj uX uvy Vi i
L = Fo L Kk HYL, +
u2l v2U



A zero-one shape matrix ! is introduced such thatfi, = ¥}, indicating common
measurement faults in nodes and |, and also a zero-one shape matrix" is introduced

such that fé;k = fé;k, indicating common process faults in noddsand j. By substituting
Elx, ] from (5.18) and usingf}, = U f}, in (5.17), the following is obtained:
. ( X : . ) : ( X .) :
Elri] = HeM? + ! fg,;k + HEL fé;k (5.20)
u2l u2l

In fact, this equation quanti es the impacts of measurement faulfé;k and process faullf(jj;k
at nodej on the residual vector of node. For implementation, E[r}] is approximated by
averaging the residuals over a time window of length, expressed as

X
i

|~

Efrd =

t=k T+1

Given the detectability condition, the recursive least squares (RLS) method is used to
estimatef)., and f}, from (5.20):

h< = h< 1+ Ky rL G“L 1
) ) 1
Kk= Vg 1G:i I+GE>Vk 1G:i (5.21)

1 o
V== Vi1 KiGi Vi

where the fault vectorf, and matrix GE are de ned as

o ; P _ . . P . .
f= ) 175 6l= " HEMP 0T LY s B2

The initial error covariance matrix V o determines the level of con dence in the initial
estimate and a ects the convergence rate of the algorithm. The forgetting factor 2 [0; 1]
controls the algorithm's responsiveness to changes in fault values.

5.3.1 Fault Identi ability

To enable the identi cation of faults in the fault vector f using residuals, the regression
matrix used for fault estimation, denotedG| , must have full column rank:

rank(G} ) = dim( f,);
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ensuring that the fault vector fy is uniquely identi able from the residual data. In the RLS
update,

" " " 1
Kk = Vi 1G:i I+G:1>Vk 1G:i ;

the matrix G} ”V 1G| must be invertible for K to be computable. This invertibility
requires that the Gram matrix be positive de nite, which occurs only ifG, has full column
rank. Notably, this condition is inherently satis ed if the faults are isolable, as isolability
implies that the e ects of individual faults are distinguishable and linearly independent in
the residual space.

In summary, for fault identi cation, the following conditions must be satis ed:

1. Strong Detectability: ~ The fault or disturbance must induce a persistent and non-
vanishing deviation from the nominal residual behavior. This is ensured if the fault
is strongly detectable which guarantees that the expected residual remains above a
certain threshold over time, i.e.,

Elrd

for some > 0. This condition ensures the fault's e ect is sustained and observable
for reliable estimation and isolation.

2. Fault Isolability: Each fault of the fault vector f must be isolable meaning it
induces a unique and distinguishable pattern in the residual vector such that it can
be di erentiated from other faults in the system.

5.3.2 Derivation of In uence Matrices

The recursive equations for the in uence matriceé ! and L} are derived as follows.
Consider the expected priori estimation error given in (4.4):

. X -
Ebqaa]l= FEEDETT+ ifgy (5.23)
u2l
and the expecteda posteriori estimation error given in (4.5):
Exi'1= Ex, 1 Ki  HUEX T Ky ifo (5.24)

u2l
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at nodei. Substituting E[x;"] from (5.24) into (5.23) gives:
. X X X
El, 1= FCEDg ] FieKi  HEDX ]
ﬂ?l u2l v2U (5.25)
FLU K E Eflljj;k + Lfclik
u2l

where U is the in-neighbor sets of nodei. Substituting the factorization E[x, ] =
M i, + L, fl, into the above equation and rearranging all the terms yields:

n #
ij X iu uj X iU u X uv g Vi X iU, u u uj j
A FikM + Fi Ky Hi'M &+ Fi K « fou *
n u2l u2l v2U u2l # (5.26)
j X iup uj X iU u X uvy vj i j R
L1 Fle + F Ky Hi' Ly k fox =0
u?2l u?2l v2U

Since the faultsfg,;k and f(j,;k are assumed to be non-zero, their corresponding coe cients in
(5.26) must be zero, leading to:

mn #
; X , . X . .
Mo = FE MY K HEMY KE Y
u2l n v2U # (5 27)
i — X iu uj uX uvy Vj i
L = Fo Lo Ky He'ly +
u?2l v2U

Finally, the in uence matrices are computed recursively, starting witH\/Ii(j, = 0 and Li(j, = 0.

5.4 Summary

In this chapter, a uni ed and scalable framework for fault detection, isolation, and identi -
cation is presented. System prior knowledge was leveraged as much as possible to enable
accurate and e cient fault diagnosis. To achieve this, both quantitative and structural

expert knowledge of the system were integrated into the data through the proposed hybrid
methods.

For fault detection, an ensemble strategy was introduced by integrating the statistical
robustness of the threshold-based?-test with the pattern recognition capability of a neural
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network. A fault was declared only when both methods agreed which signi cantly reduced
false alarms and improved detection accuracy.

For fault isolation, residual signals were combined with model-based likelihoods within
a hybrid neural architecture to improve performance under uncertainty and data limi-
tations. For e ective isolation in large-scale systems, distributed learning-based meth-
ods|such as feature integration, consensus-based decision-making, and graph convolutional
networks|were developed to ensure scalability and support partial supervision. These
methods were designed to be modular, allowing incremental retraining when new fault
sources are introduced.

Fault identi cation was addressed by quantifying fault magnitudes and analyzing their
propagation across estimation paths. The inuence of faults on state estimates was
characterized using in uence matrices, enabling direct fault compensation when magnitudes
were identi able.

Throughout the framework, the need for observer banks or exhaustive hypothesis testing
was avoided by embedding prior system knowledge directly into the learning process.
The proposed detection and isolation networks included a cascade of convolutional and
recurrent layers to capture temporal and structural dependencies, where the recurrent layer
demonstrated strong recall performance.
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Chapter 6

Numerical and Experimental
Validation

This chapter presents the validation of the proposed estimation graph and uncertainty
quanti cation (UQ) methods. The estimation graph is validated using data from an
experimental test vehicle. Both the analytical and surrogate-based UQ approaches are
veri ed through Monte Carlo simulations, and their computational complexities are assessed
using a high- delity vehicle model.

6.1 Validation of Vehicle State Estimation Graph

This section experimentally validates the estimators proposed in Chapter 3 under both
normal and harsh driving conditions.

6.1.1 Experimental Test Setup

The test platform is an electric Chevrolet Equinox equipped with an all-wheel-drive sys-
tem and independent electric motors on each wheel. The key vehicle speci cations are
summarized in Table 6.1. Sensor measurements are sampled at 200 Hz.

The hardware architecture of the experimental setup is illustrated in Figure 6.1. The
test vehicle is equipped with an RT2500 6-axis GNSS/IMU, which provides high-accuracy
ground truth measurements of the longitudinal velocity, as well as longitudinal and lateral
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Table 6.1: Speci cations of Chevrolet Equinox test vehicle.

Parameter Description Value Unit
m Vehicle total Mass 2271 kg
I Distance from front axle to the CG 1.42 m
I, Distance from rear axle to the CG 1.43 m
by Track Width (front and rear) 1.58 m
hco Height of CG 0.75 m
|, Vehicle moment of inertia 4600 kg.m?
Re Tire e ective radius 0.312 m
SR Ratio of steering and front wheel angle 18:1 {
lw Wheel moment of inertia 1.7 kg.m?
Cyij Tire cornering sti ness 56050 N
(Bx;Cx;Dx;Ex) | Longitudinal Tire Model Coe cients (9.0, 1.56, 0.86, 0.4)] {
(By;Cy;Dy; Ey) Lateral Tire Model Coe cients (7.6, 1.27, 0.58, 0.2)] {

accelerations and yaw rate for the estimator. For validation, the RT2500 system is comple-
mented by a Tire Force/Moment Measurement module that directly measures tire forces
and moments at each wheel. Standard wheel encoders and a steering angle encoder are also
integrated to provide wheel speed and steering measurements. All sensors and modules
communicate over a CAN bus, and the signals are interfaced witflatlab / Simulink
through a dSPACE MicroAutoBox Il. The estimators and algorithms are developed in
Matlab /Simulink and tested using the collected experimental data.

For validation, the estimators are tested on three speci ¢ driving maneuvers designed to
evaluate the estimation of vehicle velocity, roll angle, tire forces, and road slope angles. The
details of these test scenarios are summarized in Table 6.2. Tests 2 and 3 are conducted un-
der challenging road and driving conditions, which pose signi cant di culties for accurately
estimating tire forces at each time step. In particular, Test 3 involves a harsh maneuver on
an icy road where all four wheels experience substantial combined slip, making it especially
di cult for the models to estimate both velocity and tire forces reliably.

Table 6.2: Maneuvers and road conditions in the experimental test dataset.

Dataset Description Road Condition | Friction Coe cient
Test 1 Acceleration in turn Dry 0.9
Test 2 | Driving forward (high slip) Wet 0.6
Test 3 Acceleration in turn Icy 0.2
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Figure 6.1: Hardware layout of the experimental setup.

6.1.2 Velocity and Longitudinal Tire Force Estimation (Test 1)

The estimation path P3 (including estimatorsE,, E,, and E3) is implemented to estimate

the longitudinal velocity and the longitudinal tire forces of the vehicle using tire model
without wheel torques in the normal driving scenario of Test 1. The estimated longitudinal
velocity from Ej is fed into the estimator Eg to estimated the lateral velocity.

Figure 6.2a illustrates the longitudinal velocity estimation along with the corresponding
wheel slips for all four wheels under normal road and driving condition. The Kalman-based
observer successfully tracks the actual longitudinal velocity. Figure 6.2b shows the estimated
lateral velocity, which aligns closely with the actual values, with a maximum error of 10%
relative to the peak lateral velocity.

The longitudinal tire forces estimated by estimatorE;, based on the tire model, are
compared with the actual forces measured by wheel force sensors, as shown in Figure 6.3.
It is important to note that wheel torque measurements are not utilized in this estimator
for force estimation.
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