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Abstract

Unmanned Air Vehicles (UAVs), commonly known as drones, have become widely avail-
able across the globe; they can be used for many useful applications, but they can also be
used for illegal activities and terrorist attacks. Therefore, it is crucial to identify and classify
UAVs for safety and security purposes. For this objective, the detection and classification
of UAVs is important. Radar systems are considered a promising solution for the detection
and classification of UAVs compared to the other UAV detection systems. Generating
radar datasets that contain UAV information to train Machine Learning (ML) algorithms
through real measurements is costly and time-consuming. In addition, these datasets are
limited to the radar parameters, the types and number of UAVs, and the background
environment where these measurements are taken. By simulating all these parameters,
synthetic radar datasets that contain UAV information can be generated without many
constraints. Furthermore, in the state-of-the-art literature, ML algorithms were trained
and tested on radar UAV datasets that were generated by taking radar measurements
of hovering and/or pitching UAVs only. Training ML algorithms on datasets containing
hovering and/or pitching motions only leads to a degradation in ML accuracy to classify
these UAVs when the trained ML algorithms are tested on different datasets that contain
different motions of the UAVs.

In this thesis, a new method to generate synthetic radar datasets that contain UAV
information is introduced. This method is based on using 3D full-wave Electromagnetic
(EM) Computer-Aided Design (CAD) tools to model the UAVs, the radars, and the back-
ground environments. The novelty of this method is that full-wave EM CAD tools are used
to simulate the motion of UAVs and perform time-based full-wave analysis. Using this new
method, a large number of complex scenarios can be modeled and investigated within a
short time, and at a low cost. The proposed method is validated, and a ML algorithm is
applied to it, yielding an accuracy exceeding 97%. Additionally, the proposed methodol-
ogy makes it easier to analyze attempts to deceive radar systems, which has the potential
to improve the accuracy and effectiveness of UAV detection and classification using radar
systems. Furthermore, an investigation on the effect of the control systems of four different
UAVs on their range-Doppler signatures is conducted. Different UAVs datasets contain-
ing range-Doppler information of different motions of these UAVs are generated using a
full-wave EM CAD tool. The range-Doppler signatures are demonstrated to be highly
dependent on the mechanical control information of these UAVs. The mechanical control
information for the four UAVs is employed using eight different ML algorithms to inves-
tigate their impact on classifying the four UAVs. A Mechanical Control-Based Machine
Learning (MCML) algorithm is introduced to classify these UAVs. The proposed MCML

v



method overcomes the degraded classification accuracy when the mechanical control in-
formation of UAVs is not taken into consideration, yielding an accuracy exceeding 90%.
Overall, the proposed MCML method demonstrated superior accuracy when compared to
state-of-the-art works employing radars for UAV classification.

In addition, the importance of using Multiple-Input Multiple-Output (MIMO) radars in
the field of detection and classification of UAVs is explored. A Single-Input Single-Output
(SISO) radar system is used to investigate the impact of its antenna’s Field of View (FOV)
on the classification of UAVs. It is shown that the classification accuracy decreases with
the increase of the relative angle between the UAVs and the radar’s antenna. However, it
is shown that MIMO radars increase the classification accuracy significantly. For example,
it is demonstrated that with an antenna beamwidth of 30°, the classification accuracy of
a Convolutional Neural Network (CNN) algorithm increases from 13.4%, using the SISO
radar system to 60.83% using the MIMO radar system, at a relative angle of 80° between the
antennas and the UAVs. Also, MIMO radar systems provide a high level of accuracy in the
area of multi-UAV classification. MIMO radars are used to count the number of UAVs in
a scene and enable their simultaneous classification. Although using MIMO radar systems
enhances the detection of UAVs, MIMO radars struggle to detect and classify multiple
UAVs at wide relative angles. To address this issue, this thesis proposes a Range-Doppler
Integration while Steering (RDIwS) beamforming-based method, which further enhances
UAV detection and classification, particularly in scenarios involving multiple UAVs and
wider relative angles. The method involves steering the antenna beam to various angles,
thereby concentrating the radar’s energy on targets within these angles. Subsequently,
the range-Doppler maps obtained within each sector of steered angles are integrated to
generate a range-Doppler map for the entire FOV. The RDIwS beamforming-based method
improves the Signal to Noise Ratio (SNR) of radar targets, subsequently boosting the
radar’s detection probability for multiple targets at varying angles. For a scenario with
four UAVs positioned at different angles and distances, with a SNR of —30 dB and a false
alarm probability of 1075, the RDIwS method achieves a detection probability of 75%, as
opposed to 5% for steering-only beamforming and no detection in the MIMO radar case.

This thesis addresses certain limitations in radar-based UAV detection and classifi-
cation, which significantly enhances the detection and classification of UAVs using radar
systems. However, key areas for future research include the expansion of real-measurements
to include more UAVs and controlled experiments for birds, exploration of radars without
distance limitations, implementation of real-time signal processing, incorporation of noise
sources for more realistic simulations, consideration of tracking models to provide informa-
tion of the behavior of UAVs, evaluation of ML methods beyond accuracy, and exploration
of radar sensor fusion with cameras.
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Chapter 1

Introduction

1.1 Motivation

Due to the wide availability of Unmanned Air Vehicles (UAVs) all over the world, they have
become widely used in illicit activities, such as drug and weapons smuggling to prisons or
across borders, interference with airplanes, privacy invasion, and in terrorist attacks [7, &,

, L0, 11, 12,13, 14, 15, 16]. Therefore, it is important to identify and classify UAVs from
other targets for safety and security purposes. For this, the detection and classification
of UAVs at a distance is required. Radar-based systems are preferred in comparison with
radio sensors, optical, and acoustic systems due to their advantages in this application.
Radar systems work anytime during the day, and in bad weather conditions, they can
detect multiple UAVs at a time, track autonomous UAVs, classify them when combined
with Machine Learning (ML) models [17, 18, 19, 20, 21].

Generating radar datasets that contain UAVs information to train ML algorithms is
one of the most important limitations in this application [17]. This process is costly and
time-consuming. Also, these measurements are limited by radar parameters, available
UAVs, and the background environment. Most importantly, the number of available radar
UAVs datasets are very limited, and they can be used only considering the types of UAVs
and the radar parameters used in their work [22, 23, 24, 25, 26]. Having the ability to
use full-wave Electromagnetic (EM) Computer-Aided Design (CAD) tools, it is possible to
overcome this limitation and generate multiple datasets that represent a large number of
complex scenarios in an effective, easy, and low-cost way.

Additionally, UAVs are widely classified using their range-Doppler information and
micro-Doppler signatures [27, 28, 29]. In the state-of-the-art literature, radar UAVs’



datasets were generated by taking radar measurements of hovering and/or pitching UAVs
only. Consequently, ML algorithms were trained and tested on the same datasets that
contain the same motions. The range-Doppler information of UAVs is found to be highly
dependent on the mechanical control information of UAVs. ML classification accuracy sig-
nificantly decreases when they are applied to new datasets that contain different motions
of the UAVs. By considering the mechanical control information of UAVs in the generated
datasets, it is possible to overcome this limitation and enhance the capability of ML algo-
rithms to correctly classify UAVs if they are applied to new datasets with different motions
of these UAVs.

Furthermore, the relative angles between UAVs and a radar’s antenna and the number
of UAVs in a scene significantly affect the radar’s capabilities to detect and classify these
UAVs. Although using Multiple-Input Multiple-Output (MIMO) radar systems enhance
the detection of UAVs compared to Single-Input Single-Output (SISO) or Single-Input
Multiple-Output (SIMO) radar systems [30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42,

, A4, 45], MIMO radars struggle to detect and classify UAVs at wide relative angles.
Beamforming is considered one of the significant advancements in the field of antenna
technology and signal processing for the detection and classification of UAVs. By using
radar beamforming, the detection probability of UAVs is increased by electronically fo-
cusing the antenna beam at a specific angle. Additionally, radar beamforming improves
spatial resolution of UAVs and raises the Signal to Noise Ratio (SNR) for them, ensuring
the detection and classification of small UAVs [16, 47, 48 49, 50, 51, 52, 53, 54, 55].

1.2 Objective

The primary goal of this thesis is to increase radar systems’ capabilities of detecting and
classifying UAVs. This can be attained by achieving four main objectives:

1. A new reliable and valid method for generating radar datasets that contain UAVs
information in an effective, easy, and low-cost way is needed. This method should
overcome the limitations of generating radar datasets using real-measurements. The
generated datasets should be used to enhance the detection probability of UAVs and
increase the classification accuracy of ML algorithms by training them on a large
number of complex scenarios.

2. A new method to overcome the degraded ML classification accuracy when the me-
chanical control information of UAVs is not taken into consideration is needed as the



existing literature doesn’t consider the mechanical control information of UAVs in
their datasets.

3. An investigation on the impact of the relative angles between the UAVs and a radar’s
antenna on the classification accuracy of ML algorithms is needed. This investigation
is crucial because existing literature predominantly trained and tested ML algorithms
with a fixed angle of 0° between the antenna and the UAVs. Furthermore, it is essen-
tial to examine the effects of multi-UAV classification at various angles. This inquiry
is needed since the existing literature often neglects the classification of multiple
UAVs within a scene simultaneously.

4. An enhancement of the radar signal processing to effectively increase the radar sys-
tem’s capabilities to detect and classify multiple UAVs at different angles is required.

1.3 Thesis Outline

As shown in Figure 1.1, the structure of this thesis is as follows:

e Chapter 2: A literature survey on the different systems used in detecting and classify-
ing UAVs is presented. In addition, a detailed literature survey on the state-of-the-art

Literature Review Chapter 2 —
g \ 4
I Datasets Generation
Objective 1 using Full-Wave EM CAD Tools Chapter 3 [<—
J
P Y
Objective 2 Mechamcgl Control_—Based Chapter 4 <—|
Machine Learning
- o Y
_— Enhancing UAV Detection & Classification
Objective 3, 4 using RDIwS Beamforming-Based Method Chapter 5 1«
-
Conclusions & Future Works Chapter 6

Figure 1.1: Flowchart of the thesis outline.



literature in the field of UAV detection and classification using radar-based systems
is presented.

Chapter 3: Dataset generation using full-wave EM CAD tools is introduced and
validated. The method overcomes the limitations of generating real-measurement
datasets using radar systems. In addition, the importance of using full-wave EM
CAD tools in countering radar deception techniques is presented.

Chapter 4: A Mechanical Control-Based Machine Learning (MCML) method is intro-
duced to overcome the degradation in ML classification accuracy when the mechanical
control information of UAVs is not taken into consideration. The method uses all
the basic mechanical control information of UAVs to train ML algorithms to avoid
the degradation in ML accuracy to classify UAVs when they applied to new datasets
representing different motions.

Chapter 5: An investigation on the impact of the Field of View (FOV) of a SISO
and a MIMO radar systems is presented. Additionally, a Range-Doppler Integration
while Steering (RDIwS) beamforming-based method is introduced to increase the
SNR of UAVs located at wide relative angles and in particular in the case of multi-

UAV classification at different angles, which significantly enhance the detection and
classification of UAVs.

Chapter 6: Closing remarks and system limitations, recommendations for system
performance improvements, and finally, a summary of publications.



Chapter 2

Radar-Based UAV Detection: A
Literature Review

2.1 Introduction

The illicit applications of Unmanned Air Vehicles (UAVs) underscore the need for an early
detection system that can swiftly and precisely provide information about UAVs. Three
primary methods are commonly used for the detection of UAVs: acoustic, optical, and
and Radio Frequency (RF) [17, 18, 19, 20, 21]. Acoustic methods, known for their ease of
installation and relatively low cost, do not necessarily demand a Line of Sight (LOS) to
detect the presence of UAVs. These methods can also be effectively combined with Machine
Learning (ML) algorithms for classification. Conversely, acoustic methods are limited in
their ability to facilitate long-range detection and are notably susceptible to interference
from ambient noise in the surrounding environment. Optical methods, when integrated
with ML algorithms, offer a robust solution with the capability to capture actual images of
the target, track autonomous UAVs, and are generally considered a cost-effective option,
falling within the low to medium cost range. However, optical systems are susceptible to
weather conditions, require a LOS to effectively detect UAVs, and in the case of utilizing
thermal cameras, small UAVs may not emit sufficient heat for reliable detection. In RF
detection methods, radio sensors and radar-based systems are commonly employed. In
radio sensor detection, a receiver is used to intercept RF communications between the
UAVs and its controller. This approach is considered a cost-effective solution, falling
within the low to medium-cost range. It not only detects the positions of both the UAVs
and its controller but also has a low false alarm rate. Moreover, it is capable of detecting



Table 2.1: Comparison of UAV detection methods.

Method Acoustic | Optical | Radio Sensors | Radars
LOS Independence v X X X
Long Range Detection X X v v
Weather Conditions X X v v
Detect Autonomous UAVs v v X v
Classify UAVs and Birds X v X v
Compatibility with ML v v v v
Detect Controller Location X X v X

UAVs from long distances. On the other hand, radio sensors cannot detect autonomous
UAVs as there is no communication between a UAV and its controller. Additionally, they
struggle to detect a large number of UAV simultaneously and require a LOS for effective
operation. Radar-based detection systems, unlike optical methods, remain unaffected by
adverse weather conditions and operate effectively both during the day and at night. These
systems can track autonomous flights and can successfully detect and track multiple UAV
simultaneously. When integrated with ML algorithms, they can classify various targets and
differentiate between different types of UAVs. However, radar-based detection systems are
considered a high-cost solution compared to other detection systems, and they require a
LOS to detect UAVs [17, 18, 19, 20, 21].

Table 2.1 summarizes the key differences between the four UAV detection methods.
As demonstrated, comparing various detection methods, radar systems offer numerous
advantages over other techniques. This thesis primarily focuses on enhancing the detection
and classification of UAVs using radar systems, leveraging their superior capabilities [17,

, 19,20, 21]. In section 2.2, state-of-the-art literature on the radar-based UAV detection
systems is presented.

2.2 State-of-the-Art Literature

Radar systems transmit Electromagnetic (EM) waves, when an object is illuminated by
transmitted waves, some of the EM waves are scattered back toward the radar. This
phenomenon indicates the presence of a target(s) [50, 57]. Radar technology has historically
played a crucial role in aerial surveillance, enabling the accurate detection and tracking of
airborne objects. This has been particularly significant in the context of UAV detection
and classification, as radar systems have become a focal point. The increasing prevalence of



UAV utilization in various applications, along with their varying sizes and functionalities,
has emphasized the pressing need for robust detection and classification methods. Radar
systems have extensively been explored as a powerful tool UAV detection and classification.

In [58], a low-cost radar-based system for UAV detection and classification is presented,
distinguishing UAVs from common urban objects. It utilizes a two-step process, initially
extracting micro-Doppler features and providing preliminary classifications. Subsequently,
it combines data from successive time segments to make the final determination. In [59],
the challenge of classifying multiple UAVs and birds based on micro-Doppler signatures is
addressed. It introduces three protocols and demonstrates the most effective one for dis-
tinguishing UAVs from birds in real observation scenarios using radar and a Convolutional
Neural Network (CNN). In [29], an X-band radar system is used for UAV detection. Exper-
imental results with measured radar signals show a good performance in detection accuracy
and computational efficiency. In [27], micro-Doppler signatures of a small UAV are used.
Experimental results show the potential of micro-Doppler features for UAV detection and
classification. In [28], an iterative adaptive technique for enhancing Doppler processing in
ground-based surveillance radar systems used for UAV detection is proposed. The method
overcomes limitations in dwell time and improves Doppler resolution, resulting in better
discrimination of micro-Doppler signatures and accurate UAV classification.

In [60], micro-Doppler signatures for distinguishing UAVs and birds using radar data
are explored. An accuracy of 96% in UAV and bird classification and 85% accuracy in
classifying individual UAVs and birds into five categories are achieved using Support Vec-
tor Machine (SVM). In [61], micro-Doppler signatures are extracted from spectrograms
and cepstrograms to distinguish between birds and small UAVs. In [62], a method uses
the micro-Doppler effect and pattern recognition is presented to identify UAVs in real-
time with accuracy. In [63, (4], an analysis of micro-Doppler features from small UAVs
using a 94 GHz radar in Continuous-Wave (CW) and Frequency-Modulated Continuous-
Wave (FMCW) modes is discussed in the first work. Wavelet decomposition extracts
high-frequency components corresponding to small UAV movements, and time-frequency
analysis is employed for feature visualization and interpretation. In the second work,
radar micro-Doppler properties of UAVs and birds are explored. Experimental measure-
ments were conducted using K-band and W-band radars with various UAV models and
bird species. The results demonstrate that both radar frequencies can retrieve reliable and
distinct micro-Doppler signatures, with the W-band radar having a higher Signal to Noise
Ratio (SNR).

In [65, 66, 67], various methods for mini-UAV classification based on radar data are
explored. The first approach employs Empirical Mode Decomposition (EMD) to extract
oscillating waveforms from radar echo signals, which are then used to derive features cap-
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turing blade flashes for classification using a nonlinear SVM. In the second work, FMCW
radar returns from various UAVs and non-UAV objects in terms of micro-Doppler signa-
tures are analyzed. Based on this analysis, it uses a UAV classification system consisting of
five key components: burst selection, rule-based scan pruning, EMD-based micro-Doppler
analysis and feature extraction, error counting minimization for class label estimation, and
scan-to-scan filtering. The third investigation delves into the challenges posed by the weak
micro-Doppler signals from small UAV rotor blades, using EMD to extract the rotation
components effectively, which has been validated as a viable method for UAV identifica-
tion. In [63], six entropies extracted from Intrinsic Mode Functions (IMFs) for radar-based
mini-UAV classification are investigated. Three entropies are selected due to their effi-
ciency and accuracy and are used in combination with different sets of IMFs to improve
classification accuracy.

In [69], EM waves scattering from micro-UAV rotor blades are studied, considering
factors like polarization, frequency, and azimuth angle. Both simulations and experiments
reveal variations in scattering with azimuth and frequency. In [70], Radar Cross-Section
(RCS)-based statistical system for classifying UAVs is presented at microwave frequen-
cies. It begins with RCS measurements of six commercial UAVs at various frequencies
and different polarization. It shows that the UAVs’” RCS depends on factors like shape,
size, material, azimuth angle, frequency, and polarization. Statistical models are used to
characterize the UAVs, leading to a recognition system with an average accuracy exceeding
97.60% at an SNR of 10 dB. In [22], RCS measurements on different UAVs at 26 —40 GH z
are conducted for two categories: carbon fiber and plastic UAVs. It is shown that larger
carbon fiber UAVs are easier to detect, while plastic UAVs are less visible. In [71], im-
proved UAV classification using millimeter-Wave (mm-Wave) radar, used in [22], and deep
learning is presented. It introduces an efficient Long Short-Term Memory (LSTM) model
with a weight optimization technique and Adaptive Learning Rate Optimizing (ALRO).
The LSTM-ALRO approach achieves a high UAV detection accuracy of 99.88%. In [23],
a system for UAV detection and classification using persistent range-Doppler radar is pre-
sented. It combines a Constant False Alarm Rate (CFAR) detection stage with a CNN
for classification. It classifies UAVs, cars, and people with an accuracy of 99.48%. In [24],
using a 77 GHz radar, a CNN classifier’s ability to discriminate UAVs from non-UAV
targets, such as birds, is evaluated when they are not represented in the training data.
It is shown that the mean accuracy for out-of-distribution UAVs is 78%. By introducing
a synthetic UAV class created through a mathematical model, the accuracy improves to
86%. When trained on all UAV types, the mean accuracy across all classes reaches 90%.

In [72], a model for micro-Doppler effects to analyze UAV signatures is introduced. It
focuses on the number of UAV motors and their rotation speed. The model is validated



by comparing simulated radar images with data from a 77 GHz FMCW Multiple-Input
Multiple-Output (MIMO) radar. Results demonstrate the model’s accuracy in classifying
UAVs based on the number of motors, with motor rotation speed not significantly affect-
ing the classification. In [73], a system to automatically classify UAVs from other objects,
especially birds is introduced. It proposes a complex-log-Fourier transform to better han-
dle micro-Doppler signatures, addressing the phase spectrum. Additionally, it presents a
dimension-reduction technique called subspace reliability analysis, reducing the error rate
from 6.68% to 3.27% compared to the Cadence Velocity Diagram (CVD). In [74], classifi-
cation features from micro-Doppler signatures are extracted and employs eigenpairs from
correlation matrices for classification, showing an accuracy of 95% of to classify different

UAVs and birds.

In [75, 76], a multi-static radar system is used to study UAVs carrying payloads. The
first study distinguishes between hovering and flying UAV's with different payloads, achiev-
ing over 96% accuracy in payload weight classification. The second study employs domain
transformations and CNN to classify UAVs with or without payloads, achieving approxi-
mately 95.1% accuracy for hovering UAVs and 96.6% for flying UAVs. In [77], a multi-static
radar is used with three steps signal processing algorithm. A CFAR is used to detect the
targets, micro-Doppler signatures are used to discriminate the detected targets, and fi-
nally, a Kalman filter is used to track the targets over time. In [78], radar measurements of
small UAVs using a multi-static radar system at L- and X-bands are presented. It includes
range-time plots, micro-Doppler signatures, and a quantitative analysis of signal quality.
The study achieved over 90% classification accuracy for distinguishing UAVs from other
objects using simple features and classifiers.

In [79, 80], an investigation on the effect of SNR on UAV-bird classification using radar
data is conducted. It is shown that classification accuracy drops with lower SNR. Data
augmentation improves accuracy at low SNR levels, achieving an overall accuracy of 92%.
In [81], a K-band radar system with high sensitivity for detecting low RCS targets and
measuring their range and velocity is introduced. It employs fiber-optic links to reduce
leakage and platform designs to minimize ground reflections. In [32], micro UAV detection
in rocky terrain using a 24 GHz dual-polarized FMCW radar is explored. It deals with
land clutter, using a CFAR detector, and enhances UAV discrimination by extracting
and plotting the micro-Doppler signature of rotating propellers and the UAV’s trajectory
in the time-frequency domain. In [83], a precise UAV detection and localization system
using mm-Wave radar, combining spatial heatmaps, micro-Doppler analysis, and Gaussian
process regression to improve accuracy over direct spectral analysis is proposed. In [$4]
micro-Doppler results using FMCW radar and ML are used to locate and classify UAVs,
achieving an accuracy of 85.1% in classifying four UAV models. In [85], a CNN algorithm



is applied to the Continuous Wavelet Transform (CWT) and Discrete Wavelet Transform
(DWT) scalogram of reflected radar signals from UAVs. In [30], a clutter suppression
method using an Orthogonal Matching Pursuit (OMP) algorithm for Linear Frequency-
Modulated Continuous-Wave (LEMCW) radar is presented. The method reduces clutter
power and extracts micro-Doppler signals for distinguishing different UAVs in low SNR
conditions.

In [87], radar micro-Doppler is used to detect and classify small UAVs based on their
movements. Radar measurements of UAVs and birds are analyzed using Time Velocity
Diagram (TVD), and a boosting classifier is employed for target detection and classifi-
cation offering advantages over the SVM classifier. In [$8], UAVs are recognized using
micro-Doppler features generated by rotor rotation. A Fast Fourier Transform (FFT)
and Two-Dimension Principal Component Analysis (2DPCA) are applied to extract fea-
tures efficiently without high-dimensional data conversion. The method achieves a 98.44%
recognition rate for small UAVs, reducing computational complexity and feature extrac-
tion time. In [39], a method for detecting and recognizing rotor UAVs based on their
micro-motion characteristics is presented. It compensates for translational motion, esti-
mates micro-Doppler parameters, and enhances target detection and identification. In [90],
FMCW radar signal models are examined in the presence of UAVs, and an approach for
high-frequency micro-Doppler signature analysis is introduced. In [91], the limitations of
micro-Doppler methods for detecting small UAVs with weak radar returns from plastic
propellers are addressed. A rotary UAV detector based on the number of Helicopter Rota-
tion Modulation (HERM) lines is introduced and two parametric methods are evaluated,
Minimum Description Length (MDL) and Akaike Information Criterion (AIC), for HERM
line estimation.

In [92], the challenging task of distinguishing between rotary-wing UAVs and flying
birds using K-band FMCW radar is addressed. A data augmentation method is used to
enhance the collected dataset. A CNN model is used to improve feature extraction and re-
duce computational complexity, achieving high classification accuracy. In [93], CNN models
are utilized to classify UAVs based on radar signals, using Short-Time Fourier transform
(STFT) spectrograms. In [94], a method for tracking and recognizing low-altitude UAVs
and birds using traditional surveillance radar data is introduced. It establishes motion
models, filters and smoothes target trajectories, calculates model occurrence probabilities,
and identifies target types. In [95], a data augmentation method for generating simulated
radar micro-Doppler signatures to classify UAVs is presented. It demonstrates that using
this method to train a Deep Neural Network (DNN) improves accuracy. The study fo-
cuses on classifying the number of UAV motors using a 77 GH z radar system, achieving a
classification accuracy of 78.68%.
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In [25, 20], a dataset of micro-Doppler signatures from various small aerial targets is
developed in the first work and transfer learning-based Deep Convolutional Neural Network
(DCNN) is used, achieving high classification accuracy. The second work introduces a
lightweight DCNN model, for accurate detection and classification of small UAVs based
on their micro-Doppler signatures, achieving a classification accuracy of 97.1% to 97.3%.
In [96], the radar signatures of various consumer UAVs through laboratory measurements
are examined. The UAVs are rotated on a turntable, and their back-scattered radar data
are collected at two different frequency bands. The data are then processed to create
Inverse Synthetic Aperture Radar (ISAR) images.

In [97, 98, 99], UAVs are classified based on micro-Doppler signatures created by rotor
blade rotation in the first work. It suggests using both K-band and X-band radar data
to enhance accuracy. Spectrograms are formed, Principal Component Analysis (PCA)
extracts features, and SVM is used for classification. Dual-band radar fusion outperforms
single-band radar in classification accuracy. In the second work, direct-path and multi-path
micro-Doppler radar signatures are combined to improve micro-UAV classification accuracy
in urban environments, achieving a 5% increase in accuracy. The third work introduces
a recognition method for multiple micro-UAVs based on their micro-Doppler signatures
using dictionary learning, with a 93% recognition performance in indoor environments when
trained on half of the measured data. In [100], a method for localizing and classifying UAVs
using mm-Wave FMCW radar is presented. The UAV’s height and distance are estimated,
and the UAV’s activity is classified with lightweight models like logistic regression, SVM,
and a CNN. In [101], a UAV classification method that utilizes a CNN and micro-Doppler
signatures is presented. Micro-Doppler signatures and CVD are combined to create a
merged Doppler image, which is processed by a CNN model. In [102], the effectiveness of
W-band radar for detecting small UAVs and emphasizes radar’s reliability in challenging
scenarios are discussed. The advantages of FMCW radar in the mm-Wave range are
highlighted, including compactness and suitability for various surveillance applications,
especially when other sensors may be less effective. In [103], a radar system for detecting
and classifying micro UAVs based on Doppler signatures and spectral correlation functions
is introduced. It employs a Deep Belief Network (DBN) for classification and achieves over
90% accuracy in UAV detection and classification using a 2.4 GHz CW Doppler radar in
lab experiments.

In [35, 36, 37, 38, 39, 41], MIMO radars are used to improve the detection and classi-
fication of UAVs. The first work emphasizes enhancing UAV detection by utilizing range-
velocity processing and micro-Doppler analysis for improved classification. The second
work discusses the development of a mm-Wave FMCW radar system for detecting small
UAVs, addressing technology challenges and performance expectations. The third work
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presents a low-cost 2 x 2 MIMO radar prototype developed with Software Defined Ra-
dio (SDR) technology and evaluates its performance in detecting slow-moving, low RCS
micro-UAVs. The fourth work introduces a low-cost S-band MIMO radar system designed
for detecting small UAVs and employing calibration methods to improve target SNR. The
fiftth work proposes two methods for fast subspace computation and accurate Angle of Ar-
rival (AoA) acquisition, leveraging randomized low-rank approximation for high-resolution
environmental sensing. The sixth work introduces an end-to-end detection and tracking
framework for multiple micro-UAVs using FMCW-MIMO radar, addressing low SNR chal-
lenges.

In [104, 105, 106], a Stationary Point Concentration (SPC) technique is introduced in
the first work to address challenges related to phase noise in radar systems. The SPC tech-
nique reduces noise by concentrating it on a stationary point, and it can be implemented
using Digital Signal Processing (DSP) without additional hardware. In the second work,
issues in heterodyne FMCW radar systems are addressed, including increased noise and
unwanted Doppler shifts in the range-Doppler map. The authors introduce an enhanced
SPC technique that mitigates noise and corrects Doppler shifts, improving SNR and ve-
locity information for small moving UAVs. While in the third work, limitations in the
SPC technique are identified and an Advanced Stationary Point Concentration (A-SPC)
technique is introduced. The A-SPC method is designed to address the drawbacks of the
SPC technique while retaining its advantages.

In [107, , , |, in the first work, a method is proposed to extract a symmetry
feature from micro-Doppler signatures of UAV targets, maintaining explainable Artificial
Intelligence (AI) for safety applications. In the second work, the use of micro-Doppler
signatures for differentiating UAVs from other objects, like birds is highlighted. It also
explores how the signatures vary with different UAV component shapes. It involves the
design and performance of a 94 GH z radar for lab-based micro-Doppler measurements. In
the third work, the classification of UAV types using micro-Doppler signatures is addressed.
It presents a simulation approach that models UAV components as point clouds derived
and compares simulated results with experimental data. In the fourth work, models to
simulate radar returns from multi-rotor UAVs using real motor speed data are created,
generating synthetic spectrograms that capture the micro-Doppler features.

In [16, 19, 52, 55], Active Electronically Scanned Array (AESA) technology and its
advantages are introduced in the first work for airborne radar systems, emphasizing its
flexible antenna design and adaptable configuration. In the second work, a radar system
for commercial UAV detection in the X-band is presented, achieving detection up to 2 km
and discussing detection figures and RCS studies. The third work introduces an X-band
radar system demonstrator and its signal processing, demonstrating UAV detection and
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tracking up to 3 km, highlighting its advantages for surveillance tasks. In the fourth
paper a new method that combines moving surveillance radar with computer vision, You
Only Look Once (YOLO) network, is presented to jointly detect and classify UAVs. The
approach uses full spatial coverage radar data and achieves over 99% in accuracy. All
four works focus on radar digital beamforming technology, including radar detection and
capabilities.

2.3 Unaddressed Aspects in Literature Review

Following a comprehensive review, at the beginning of this research, of the state-of-the-
art literature in the field of radar-based UAV detection and classification, several key
limitations have been identified. These limitations have a significant effect on the detection
and classification of UAVs using radar-based systems. The following is a list of the main
limitations that this thesis highlights:

1. The lack of comprehensive and different datasets that are required for training and
testing ML algorithms.

2. The constraints, complexity, and considerable cost involved in generating a large
number of real-measurement datasets to train and evaluate ML algorithms and de-
velop signal processing techniques.

3. ML algorithms were trained and tested on the same datasets which did not consider
the mechanical control information of UAVs.

4. The impact of a radar’s antenna FOV on the classification accuracy of UAVs was not
investigated.

5. Multi-UAV detection and classification at wide angles with respect to the radar was
not investigated.

6. The physically small dimensions of UAVs, resulting in a small RCS, subsequently
lead to a significant reduction in their detection probability.

The efficiency of radar-based UAV detection and classification systems is significantly
impacted by these limitations. The ability to develop ML algorithms that can reliably clas-
sify various UAVs in a variety of scenarios is limited by the lack of adequate datasets. Ad-
ditionally, generating real-world measurements is resource-intensive, which imposes practi-
cal limitations and high expenses that could prevent research and development activities.
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Given that such information is essential for comprehending the flight characteristics of
UAVs, the absence of mechanical control information in the training and testing datasets
further limits the ability to improve classification accuracy. The oversight regarding the
radar’s antenna FOV and its impacts on classification accuracy highlights a critical gap
in current research. Additionally, the exclusion of multi-UAV detection and classification
at wide angles relative to the radar represents a limitation in addressing scenarios where
multiple UAVs may be involved. The low RCS of UAVs resulting from their small sizes
leads to a reduction in their SNR, this is one of the main concerns in the field of radar
detection and classification of UAVs. These limitations have to be addressed in order to
increase the radar systems’ capabilities in the field of detection and classification of UAVs.
In the following chapters, the details on addressing the limitations mentioned above are
presented; chapter 3 addresses the first and second limitations, while chapter 4 addresses
the third limitation, and finally, chapter 5 addresses the fourth, fifth, and sixth limitations.
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Chapter 3

UAYV C(lassification using Machine
Learning and Full-Wave EM CAD
Tools

3.1 Introduction

Training Machine Learning (ML) algorithms on radar datasets that contain Unmanned
Air Vehicles (UAVs) information is mandatory to increase ML algorithms capability to
correctly classify UAVs. To generate these datasets, it is essential to conduct radar mea-
surement campaigns. However, these measurements are limited by many factors such as
the availability of different UAV types, the radar parameters, and the background environ-
ments. Additionally, these measurements are costly and time-consuming [111]. Further-
more, there are very few publicly available datasets on the detection and classification of
UAVs, and they can only be used when taking into account the different kinds of UAVs
that were used, the radar’s specifications, the UAVs’ operating ranges, and the environ-

ments in which the measurements were made [I11, 22, 23, 24, 25]. To overcome these
constraints, numerical simulations provide a reliable alternative method. In the state-
of-the-art literature [93, , , , , , , ], several studies attempted to

mathematically simulate the Radar Cross-Section (RCS) of UAVs and the spectrograms of
rotor blades on UAVs, or they used Computer-Aided Design (CAD) models of propellers,
generating micro-Doppler signatures by converting 3D CAD models to point clouds. In
some of these efforts, as in [113], the simulations take up to 160 hours to finish. However,
a key difference that sets our proposed method apart from prior efforts is that we mimic
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UAV motion using full-wave EM CAD tools that cover more than just rotor blade rotation.
Our use of time-based full-wave analysis, a novel feature built into our method, further
emphasizes this uniqueness. Furthermore, our approach not only facilitates the generation
of micro-Doppler signatures of UAVs but also produces a wide range of results including
but not limited to range profiles, waterfalls, range-Doppler maps, Inverse Synthetic Aper-
ture Radar (ISAR) images, and range-angle maps when Multiple-Input Multiple-Output
(MIMO) radars are used.

In this chapter, full-wave Electromagnetic (EM) CAD tools are introduced to perform
time-based full-wave analysis of UAVs in different scenarios to generate radar datasets that
contain UAVs information in a fast, easy, and reliable way. The simulations are performed
using Ansys HFSS [116] as a proof of concept. Using this method, radar datasets can be
generated without many constraints. The generated datasets using the proposed method
can be effectively used to train ML algorithms. In addition, radars can be designed and
evaluated in the UAV and radar fields before expensive production campaigns. Also, the
attempts taken to deceive radar systems can be investigated using the proposed method.
Researchers and engineers can create more effective defenses and detection systems by
simulating the behavior of radar systems and examining how they react to various UAV
configurations and flight paths. Due to its many important advantages, the suggested
methodology represents a significant advancement in the field of UAV detection and clas-
sification.

Most UAVs generate micro-Doppler signatures as a common feature, and these sig-
natures have been widely used to classify radar objects. Subsequently, range-Doppler
maps and micro-Doppler signatures are used in the classification process of UAVs, for ex-

ample [27, 28, 29, 60, 61, 62, 63, 64]. Frequency-Modulated Continuous-Wave (FMCW)
radars are frequently used in the field of UAV detection and classification due to their
advantages [50, 57]. Figure 3.1 illustrates the procedural steps involved in the generation

of range-Doppler maps in FMCW radars. In the FMCW operation, a frame is transmit-
ted, consisting of multiple chirps, as depicted in Figure 3.1. The transmitted signals are
received back after scattering from various objects. The received signals are then mixed
with the transmitted ones through a local oscillator to obtain the Intermediate Frequency
(IF') signals. Then, to obtain the range-Doppler maps, the following process is applied: it
starts by applying a FF'T to the fast-time axis, ¢;, executed for each chirp, resulting in
the acquisition of range information for each chirp. Subsequently, another FFT is applied
to the slow-time axis, ¢, encompassing the entire frame. This operation captures changes
in range across the chirps, yielding both Doppler information and the final range-Doppler
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Figure 3.1: Range-Doppler maps generation for FMCW radars.

maps [23]. This process can be represented as follows:

RP(R,t;) & FFT{X,(ts,t5)}

RDM(R, fp) & FFT{RP(R,t,)} (3:1)

where X, (t,ts) is the received radar signal in the IF domain, RP(R,t) represents the
range profile across the whole frame, and RDM (R, fp) represents the range-Doppler map,
which is a two-dimensional representation of the radar echoes in the range (R) and Doppler
frequency (fp) domains.

While the micro-Doppler signatures, spectrograms, of UAVs are generated by applying a
Short-Time Fourier transform (STFT) to the radar received signal to analyze its frequency
over time. The received signal is divided into segments or windows in which STFT is
applied to represent the signal’s frequency content. The length of each window is chosen
to balance the trade-off between time and frequency resolutions as shown in (3.2) [74, 61,
64, 60, 88, 67, 86, 92]:

X (r,w) = / X, ()0t — ) dt (3.2)
where Q(7) denotes the window function and X (7,w) denotes the Fourier transform of

the received signal’s segment according to the window length. Then, the spectrogram
representation is obtained by taking the magnitude squared of the STFT in logarithmic
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scale as shown in (3.3) [74, 61, 64, 60, 88, 67, 86, 92]:

S(r,w) = 10log,, | X (7, w)\Q (3.3)

where S(7,w) is the spectrogram of the received signal in a logarithmic scale. This rep-
resentation is useful for visualizing signals with a wide range of power spectral density in
the logarithmic scale, as it compresses the dynamic range of the spectrogram.

3.2 Radar Datasets Generation

To generate the required datasets for this work, six different types of UAVs are considered.
The UAVs are modeled based on commercially available UAV models. Ansys HFSS [110]
is used to model the UAVs and generate the range-Doppler maps for the required datasets.
The range-Doppler and micro-Doppler responses of the radar system, obtained from full-
wave EM CAD tools, are first validated.

3.2.1 Methodology Validation

Due to the smaller physical size of UAVs, their RCS is relatively small. For instance,
at 9 GHz frequency, the mean RCS of the DJI Phantom 4 [117] is 0.04 m? [118]. The
RCS of a radar target depends on different factors with the used frequency being the most

important one [119].
47 A?
RCS(0) = 2 (3.4)
where o is the RCS of a target, A is the target’s area, and X is the signal wavelength. The
RCS increases with the increase in frequency, as shown in (3.4). For example, the mean

RCS for the Walkera UAV is -12.5 dBsm at 26 GHz and is -8.5 dBsm at 40 GHz [22].

Due to their wide bandwidth, millimeter-Wave (mm-Wave) radars are widely used in
the literature in the field of UAV detection and classification [22, 24, 71, , ]. An
investigation is conducted to evaluate the impact of using different radars with different
frequency bands on the range-Doppler accuracy of a rotating blade. A 1 m blade is modeled
to rotate in its position with an angular velocity of 100 rad/s at a distance of 50 m
away from the radar, as shown in Figure 3.2. Three radars, previously used in this field,
are chosen for this investigation, L-band, X-band, and W-band radars [79, 65, 90]. The
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Figure 3.2: One rotating blade.

Table 3.1: An example of radar parameters used in the literature

Radar Center Frequency fj BW Range Resolution AR
L-Band 1.5 GHz 2 MH~z D m

X-Band 9.7 GH=z 80 MH=z 1.875 m
W-Band 7T GHz 4 GHz 3.75 em

parameters for the three radars are shown in Table 3.1. Based on the range and velocity
resolutions, and according to equation (3.5):

v.(m/s) = w(rad/s) x r(m) (3.5)

where v, is the radial velocity, w is the angular velocity, and r is the blade radius, a
maximum radial velocity of £50 m/s should be achieved. As shown in Figure 3.3a-d, the
W-band radar, due to its wide bandwidth, has the highest accuracy compared with the
other radars.

Based on the results shown in Figure 3.3a-d, a mm-Wave FMCW radar is chosen to
validate the range-Doppler and micro-Doppler signatures results obtained through full-
wave EM CAD tools, and to model the six UAVs to generate the required datasets for this
work. For simplicity, a BW of 300 M H z is selected, while the used radar parameters are
summarized in Table 3.2.

In FMCW radars, the range is determined from the beat frequency, fyeq;, Which is
obtained by subtracting the transmitted waveform from the received waveform as shown
in equation (3.6) [23]:

R = fbeatCTm
2BW

where R represents the range to the target, fy..: is the beat frequency, 7, is the signal

period, c is the speed of light, and BW is the signal bandwidth. The beat frequency fiea:

(3.6)
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Figure 3.3: Range-Doppler images of the rotating blade with different radars. (a) L-Band.
(b) X-Band. (¢) W-Band. (d) Range-Doppler Accuracy Results.

is computed by performing a Fast Fourier Transform (FFT) on the fast-time axis of the
received signal. To determine the Doppler velocity of the target, a second FFT is applied
to the slow-time axis of the signal, which results in the range-Doppler information as shown
in equation (3.1) [23]. The radial velocity of an object, v,, is determined by [119]:

2
fo= %cos@cosgb (3.7)

where fp is the doppler frequency, 6 and ¢ are the angle of arrival in the elevation and
azimuth planes, respectively.

In order to validate the range-Doppler results, a “like” pendulum simulation is con-
ducted, as shown in Figure 3.4a. A Perfect Electric Conductor (PEC) sphere of 0.5 m
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Table 3.2: Radar parameters used in this work.

Quantity Symbol Value
Center Frequency fo 7T GHz
Bandwidth BW 300 MHz
Range Resolution AR 0.5m
Velocity Resolution AV 0.4 m/s
Maximum Range R 60 m
Antenna Beam Width HPBW 60°
Antenna Polarization \%4 Vertical

radius is modeled to move in a straight line in front of the radar from a distance of 5 m
to a distance of 55 m. The sphere’s initial velocity at a distance of 5 m is 0 m/s, with an
acceleration of 0.5 m/s?, its velocity reaches its maximum value of 5 m/s at a distance of
30 m. Then, the sphere decelerates with a deceleration of -0.5 m/s* to reach 0 m/s at a
distance of 55 m. Figure 3.4b,c show the range and Doppler velocity results of the sphere.
It is shown that the range and Doppler information obtained through the proposed method

are accurate.
PEC
|—( radius 0.5m

!45 m Moving direction .

FMCW 1 Speed 5m/s I
. _ 2 I

Radar Deceleration—0.5m/s |
. I30m 55 ml

3
Velocity (m/s)

-100 2
0 10 20 30 40 0 10 20 30 40

Time (sec) Time (sec)
(b) (c)

Figure 3.4: (a) A “like” pendulum simulation setup. (b) Range values. (c¢) Doppler velocity
values.
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The micro-Doppler signature of UAVs is affected by the number of blades in a rotor.
A rotor for a UAV commonly contains either one, two, three, or four blades. In [112],
mathematical analysis is done on the frequency variations brought on by the interference
brought on by the rotation of one, two, and three blades. Convolution theory is applied in
the time and frequency domain to accomplish this. Analyses are conducted at a frequency
of 24 GHz and a wavelength of 1.25 cm. Rotor models with one, two, and three blades,
each with a length of 1 m and rotating at a rate of 10 7 rad/s, are investigated.

In order to validate the micro-Doppler results, simulations are conducted using a full-
wave EM CAD tool similar to the simulations described in [112], using the same radar
parameters. The simulation results for the cases of one, two, three, and four blades are
shown in Figure 3.5a—d. The spectrogram results in Figure 3.5 align with the spectrogram
results as presented in the work of [112].

Figure 3.4b,c, Figure 3.3c, and Figure 3.5a-d validates the range-Doppler and micro-
Doppler results obtained by full-wave EM CAD tools concerning the utilization of radars
for the detection and classification of UAVs.
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Figure 3.5: Spectrogram results for (a) One blade rotor. (b) Two blades rotor. (c¢) Three
blades rotor. (d) Four blades rotor.

22



Y direction = —

FMCW
Radar

d

Figure 3.6: Simulated test setup for the six different types of UAVs using Ansys HFSS.

3.2.2 Datasets Generation

Six different types of UAVs are modeled using a full-wave EM CAD tool. The six UAVs are
a fixed-wing, a helicopter, 3 quadcopters, and a hexacopter. They are modeled according
to the Albatross UAV [120, 121], the Black Eagle 50 UAV [122], the DJI FPV UAV [123],
the MD4-1000 UAV [124, 125], the Phantom 3 standard UAV [126], and the DJI S900
UAV [1], respectively. The dimensions of these UAVs are shown in Table 3.3. A W-band
FMCW radar is used to generate the datasets required for this work, its parameters are
shown in Table 3.2.

The six UAVs are modeled to pitch forward to the radar from a distance of 55 m
with 5 m/s velocity, this distance is chosen to match the state-of-the-art literature using
mm-Wave radars for this application [22, 24, , 71, |. Figure 3.6 shows the Ansys
HFSS simulation setup used to generate the required datasets for this work. For example,
Figure 3.7a—c show the DJI S900 hexacopter UAV | its corresponding model in Ansys HFSS,
imported from [127], and three-time stamps for the modeled UAV showing the rotation of
its blades, respectively, while the other UAVs follow a similar approach.

Figure 3.8a—f shows the range-Doppler maps obtained through Ansys HFSS for the

Table 3.3: UAVs dimensions.

UAV Type Dimensions (m)

Albatross Fixed-wing 0.74 x 0.2 x 0.15
Black Eagle 50 Helicopter 2.65 x 0.56 , blade 3.75
DJI S900 Hexacopter Diagonal 0.9, Arm 0.358
DJI FPV Quadcopter 0.178 x 0.232 x 0.127
MD4-1000 Quadcopter 1.136 x 1.730 x 0.495
Phantom 3 Quadcopter | Diagonal 0.35, blade 0.24
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Figure 3.7: (a) The DJI S900 hexacopter UAV [1]. (b) HFSS model for the DJI S900 hex-
acopter UAV. (c) Three-time stamps for the modeled DJI S900 hexacopter UAV showing
the rotation of its blades.

Albatross, Black Eagle 50, DJI FPV, MD4 1000, DJI Phantom 3 standard, and DJI S900
UAVs, respectively. To obtain results using the proposed method, the following procedure
is used:

1) In the Ansys HFSS design environment, generate a 3D model of the UAV and its
surroundings. The dimensions and configuration of the UAV, as well as the terrain,
structures, and any other things that can have an impact on radar scattering, must
all be specified.

2) To ensure a proper depiction of the structures and the electromagnetic waves inter-
acting with them, apply an appropriate mesh to the geometry.

3) Assign the UAV and the nearby objects the proper material attributes. A material
library containing frequently used materials is provided by full-wave EM CAD tools,
and custom materials can have particular electromagnetic characteristics.
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Figure 3.8: Range-Doppler images for the: (a) Fixed-wing UAV. (b) Helicopter UAV.
(¢) Hexacopter UAV. (d) DJI FPV quadcopter UAV. (e) MD4-1000 quadcopter UAV.
(f) DJI Phantom 3 standard quadcopter UAV.

4) Define the electromagnetic wave parameters of the radar system, such as frequency,
polarization, and incidence angle. The simulation will be excited using this data, and
the UAV scattering behavior will be examined.

5) To guarantee that the simulated waves propagate correctly in the intended direc-
tions and prevent undesirable reflections or diffractions, set up the proper boundary
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conditions.

6) Set the solver settings, frequency range, and convergence requirements, among other
simulation parameters.

7) A path, speed, and acceleration have to be defined for the UAVs to traverse.
8) Analyze and display the results when the simulation ends.

9) ML algorithms are trained by the generated datasets.

The computational requirements, including the time needed for simulations, are influ-
enced by various factors. These factors include but are not limited to:

e Simulation Size: Computational requirements are directly influenced by the size
and complexity of the simulation model, including the number of components, the
complexity of the geometry, and the mesh density.

e Frequency Range: The number of frequency points that must be solved depends
on the spectrum of frequencies being considered in the simulation, which also affects
how long the simulation lasts.

e Solver Settings: Different solver variables, such as accuracy thresholds and conver-
gence requirements, affect the amount of computing effort and simulation duration.

e Hardware Specifications: The computer equipment used to run the simulations,
including the number and kind of Central Processing Unit (CPU) cores, memory size,
and availability of Graphics Processing Units (GPUs), becomes essential in deciding
how long the simulations take to run.

e Parallelization: The capacity to parallelize simulations across many CPU cores is
provided by full-wave EM CAD tools, and the number of cores used may have an
impact on the speed of the simulation.

e Waveform and Time Step: The choice of waveform and time step can influence
how long computations take.

e Materials and Dispersive Models: Dispersive materials and models may increase
simulation complexity and increase calculation time.

e Solver Technology, Software Version, and License: Simulation performance
can be influenced by the specific solver technology and the type of license used.
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To efficiently utilize computing power and reduce simulation time in full-wave EM CAD
tools, it is essential to carefully consider these factors and fine-tune simulation settings. For
example, considering the setup shown in Figure 3.6, and running the simulation on a system
with the specifications of a 3.5 GHz 6-core processor, 64 GB of Random-Access Memory
(RAM), and no GPUs, the simulation time for generating 200 range-Doppler frames for
a single UAV is about 15 minutes. Conversely, the identical simulation performed on the
same system equipped with an NVIDIA GeForce RTX 4060 GPU yields completion in
under 10 seconds. It is noted that in contrast to prior works, such as [113], the simulations
take a significantly longer duration of around 160 hours for much simpler simulations, while
our proposed method achieves faster simulations within a matter of seconds (or minutes
without using GPUs).

3.3 Classification Results

Traditional Radar Signal Processing (RSP) methods have exhibited certain limitations
regarding target classification [128]. This section focuses on applying a ML algorithm to
a dataset generated using the proposed method. A dataset containing a total of 1200
range-Doppler frames is generated using the proposed method, 200 frames for each UAV.
Before classification, the frames are normalized and a threshold is applied to them. The ML
algorithm is implemented in Python using Keras of TensorFlow [129]. Previous studies [23,

, 80, 85, 92, 93, | have shown that CNN is a powerful algorithm for classifying
UAVs In particular, the DopplerNet algorithm is utilized to classify the six types of UAVs
[23]. To avoid over-fitting, a Maxpooling layer is added to this algorithm. The flow chart
of the CNN algorithm used in this work is illustrated in Figure 3.9a, which consists of
seven layers.

In order to match the chosen range and velocity resolutions, the input layer’s dimensions
are set to 1000 x 120 x 1. A convolutional layer with 32 filters, a 3 x 3 kernel, and
Rectified Linear Unit (ReLLU) activation function is applied, yielding an output size of
998 x 118 x 32. A Maxpooling layer, 2 x 2, follows the convolutional layer to reduce the
algorithm’s complexity, and its output size is 499 x 59 x 32. A flatten layer is used to
reshape the previous feature map into a vector with an output size of 942,112. Three
dense layers are used, of which two have a ReLLU activation function and an output size of
64. Finally, the output layer uses a Softmax activation function to calculate the probability
of each of the six classes.

The algorithm’s hyperparameters include 10 epochs, a batch size of 10, and the Adam
optimizer [130]. These specific hyperparameter values were selected following experimenta-
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Figure 3.9: (a) A flowchart of the used CNN algorithm. (b) The confusion matrix result
for the CNN algorithm. (c) The classification report for the used CNN algorithm.

tion with different settings, revealing that they yield optimal training/test accuracy. The
dataset is divided into a training set and a test set with a ratio of 80% and 20%, respec-
tively. The accuracy of the algorithm is found to exceed 97%. The confusion matrix for
this algorithm and the classification report are presented in Figure 3.9b,c, respectively.
It is worth noting that the DJI FPV quadcopter, the MD4-1000 quadcopter, and the
DJI Phantom 3 standard quadcopter are respectively denoted as quadcopter model A,
quadcopter model B, and quadcopter model C. As previously indicated, the selection of a
55 m distance aligns with current practices in mm-Wave radar applications for this applica-
tion. However, extending the range will result in a lower SNR for UAVs, given the inverse
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Figure 3.10: (a) Simulated test setup for a new scenario. (b) Classification accuracy of
applying the trained CNN algorithm to a new scenario for different UAV types.

fourth-power relationship with range. This decrease in SNR may impact radar-based de-
tection and classification. A potential mitigation involves employing radars with higher
transmitted power and implementing signal processing techniques to enhance the SNR of
UAYV signals, thereby improving the overall efficacy of UAV detection and classification.

As mentioned above, six different kinds of UAVs that are all flying directly in the
direction of the radar are used to train the CNN algorithm. The CNN algorithm is tested
on a completely new situation to further evaluate the method of producing UAV datasets
using full-wave EM CAD tools. In this situation, there are two identical UAVs; one goes
in front of the radar in a straight line from right to left, while the other proceeds in a
curved route from left to right, as shown in Figure 3.10a. In contrast to earlier situations,
when only one UAV was going directly in the direction of the radar, the current scenario
comprises two identical UAVs moving in two distinct directions. The ability of the trained
CNN algorithm to classify the UAVs in this new scenario is evaluated, yielding an accuracy
of over 97%. The corresponding classification accuracy results for different UAV types are
presented in Figure 3.10b.

Furthermore, another scenario is developed that involves the DJI FPV quadcopter and
the DJI S900 hexacopter existing together, as shown in Figure 3.11. In this case, the
quadcopter took a different route, aligning itself with an azimuth angle of —30° and a
different velocity profile, while the hexacopter followed a trajectory that is oriented toward
the radar at an azimuth angle of 35°. To efficiently detect and determine the number and
azimuth orientations of the objects, the scenario used a MIMO antenna design, which is
described in Table 3.4. The range-angle map is presented in a polar form in Figure 3.11.

A OneVsOneClassifier [131], ideally adapted for the difficulties associated with multi-
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Figure 3.11: A hexacopter and a quadcopter model A in the same scene.

Table 3.4: MIMO antenna specification.

Quantity Value
Antenna Beam Width 60°
Antenna Gain 0dB
Output Power 1w
Antenna Polarization Vertical
Number of Channels 32(4TX & 8 RX)
Spacing between Antennas 2.05 mm
FOV +71.86°
Angular Resolution 4.64°

label classification scenarios, underwent thorough training using the dataset produced by
the setup outlined in Figure 3.6. After that, the newly created dataset resulting from
the scenario including the simultaneous presence of both UAVs depicted in Figure 3.11
is subjected to the trained OneVsOneClassifier. The classifier shows high accuracy in
correctly classifying the two UAVs, obtaining a classification accuracy exceeding 96%.

The AWRI1443BOOST radar [2] from Texas Instruments (TI), which is shown in Fig-
ure 3.12 is used to test the viability of applying a ML model trained on CAD-generated
radar dataset to categorize real-measurements data. A lab-measurements dataset of range-
Doppler maps for a DJI Phantom 3 standard quadcopter UAV is generated using this radar.
The acquired dataset is used to assess the process for CAD-generated radar datasets.
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Figure 3.12: The AWR1443BOOST T1I radar (left in red) [2] and the DCA1000EVM board
(right in green) [3].

A DCA1000EVM board [3] is utilized to record the Analog-to-Digital Converter (ADC)
data for the AWR1443BOOST TI radar, which operates between 76 and 81 GHz. The
AWR1443BOOST radar specifications used for this study are shown in Table 3.5.

Table 3.5: The AWR1443 radar parameters.

Quantity Symbol Value
Center Frequency fo 7T GHz
Bandwidth BW 3.460 GHz
Range Resolution AR 0.0433 m
Velocity Resolution AV 0.0174 m/s
Maximum Range Rz 55 m

The DJI Phantom 3 standard UAV was placed at a distance of 0.5 m in front of the
AWR1443BOOST radar, as shown in Figure 3.13a. A total of 514 range-Doppler frames
are generated using the AWR1443BOOST radar. By applying a stationary clutter removal
algorithm and performing an FF'T on the fast-time axis of the received signal, the range
information of the DJI Phantom 3 Standard UAV was obtained. Subsequently, a second
FFT was conducted on the slow-time axis to extract the UAV’s Doppler velocity, resulting
in a range-Doppler image shown in Figure 3.13b.

The CAD-generated radar dataset is resized to match the dimensions of the range-
Doppler maps acquired using the AWR1443BOOST radar due to the constraints in maxi-
mum range and velocity values of the AWR1443BOOST radar. The range-Doppler pictures
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Figure 3.13: (a) Lab-measurements setup for the DJI Phantom 3 standard. (b) Range-
Doppler image for the DJI Phantom 3 standard using the AWR1443BOOST TI radar.

captured by the AWR1443BOOST radar are classified using the CNN classifier trained on
the CAD-generated dataset. The CNN classifier demonstrates a high level of accuracy
when tested on the new dataset. As mentioned earlier, 514 range-Doppler frames are gen-
erated utilizing the AWR1443BOOST radar. Among all the frames, 96% are correctly
classified as DJI Phantom 3 Standard, while erroneously 2% are classified as MD4-1000
quadcopter UAV, 1% as DJI FPV quadcopter UAV, and the remaining 1% are classified
as fixed-wing UAV. The findings of this study illustrate the high degree of accuracy of
the proposed methodology to generate radar datasets that contain UAVs information us-
ing full-wave EM CAD tools. The research also emphasizes the potential of using these
datasets to train ML systems.

3.4 Countering Radar Deception

This section emphasizes the significance of the proposed method in looking at attempts to
deceive radar systems. These efforts involve lowering the RCS of UAVs by altering their
design and material selection. This makes it more challenging to detect them. Utilizing
materials that can absorb or deflect radar signals, often known as radar-absorbing material
or stealth coatings, makes it harder for radar systems to detect UAVs. Additionally, one
method for deceiving radar systems involves altering the UAV’s blade length to change its
Doppler signature. It is significant to note that mounting explosives on common UAVs is
another trick that may be used.

Figure 3.9b demonstrates that the classification accuracy of the DJI Phantom 3 stan-
dard is 100%. The classification accuracy drops to 75% when the blade length is changed
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from 12 ¢m to 9 em, with the remaining 25% being assigned to the DJI FPV UAV, which
has a 9 ¢m blade length. The Doppler signature of UAVs is influenced by the blade length,
indicating that the classifier takes into account both Doppler data and RCS when clas-
sifying UAVs. The accuracy of the classification process still declines from 100% to 75%
despite the inclusion of RCS, leading to a 25% chance of radar deception.

Additionally, by altering the electrical material characteristics of the simulated UAV,
as shown in Figure 3.14a,b, it is possible to study the effects of adding absorbing materials
to UAVs. This may be done by selecting a different material for a UAV. In this experiment,
the material of the DJI S900 hexacopter UAV is switched from PEC to plastic as a proof
of concept.

Furthermore, it’s important to understand that common commercial UAVs may be used
for malicious purposes such as transporting explosives for possible terrorist strikes. Stud-
ies like [75, 76] provide examples of previous research with UAVs carrying payloads that
were conducted using real-measurement campaigns. The realization of comparable goals
with much shorter deadlines and more economic viability is made possible by our proposed
method, which offers noticeable advantages in terms of efficiency and cost-effectiveness.
Figure 3.15a,b show the DJI Phantom 3 standard UAV with a rocket attached and dyna-
mite attached, respectively, illustrating the potential threats associated with such modifi-
cations. The UAV, the rocket, and the dynamite models were imported from GrabCAD
library [132, , ]. The proposed method makes it possible to generate datasets con-
cerning common UAVs that are carrying explosives. These datasets may then be used to
train ML algorithms on a variety of scenarios, giving them the ability to efficiently detect
and counteract such radar system deceptions. The ML algorithms can improve their ca-
pacity to effectively identify and classify UAVs even in the presence of deceptive tactics
involving explosives.

For example, Figure 3.16 shows the classification accuracy of the CNN algorithm in clas-
sifying the DJI Phantom 3 standard, the DJI Phantom 3 standard with a rocket attached,
and the DJI Phantom 3 standard with dynamite attached. Figure 3.16 demonstrates how
the ML algorithm is unable to determine whether or not a typical UAV is carrying ex-
plosives. This mismatch results from the classifier’s reliance on range-Doppler signatures,
which were unable to distinguish the three UAVs because explosives do not provide ex-
tra Doppler information, as shown in Figure 3.17a—c. This suggests that a classifier may
mistakenly identify an advancing UAV as a harmless DJI Phantom 3 standard without real-
izing the potential threat of it carrying explosives if it has just been taught to discriminate
between different types of UAVs, as demonstrated in Figure 3.9b.

The proposed method provides the capacity to investigate and evaluate a variety of
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Figure 3.14: The effect of changing a UAV’s material /coating (a) PEC material. (b) Plastic
material.

scenarios, allowing to manage and reduce related risks. In particular, datasets that contain
ISAR images capturing these dangerous situations can be used to train ML algorithms.
With the use of the ISAR approach, which creates high-resolution images of a target based
on its radar echoes, it is possible to examine the precise shape, structure, and motion of
moving targets [135, 136, 137, 138, 139]. By making use of the relative motion between
the radar platform and the target, ISAR operates. The radar system gathers several radar
echoes emitted by the target as it travels. By processing these echoes, ISAR generates a
two-dimensional image that reveals the target’s spatial reflectivity distribution [135, 136,
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Figure 3.15: HFSS models depicting the DJI Phantom 3 standard UAV with explosives
attached. (a) Rocket. (b) Dynamite.
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Figure 3.16: Accuracy of the CNN algorithm to detect if a standard UAV is carrying
explosives using range-Doppler information.

137, 138, 139]. The proposed method is used to generate the ISAR images shown in
Figure 3.18a-b. A bandwidth of 3.46 GHz, centered at 77 GHz, is used to assist the
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Figure 3.18: ISAR images for the DJI Phantom 3 standard UAV when: (a) Nothing
attached. (b) Rocket attached. (¢) Dynamite attached.

generation of the ISAR images. The range and The cross range resolutions are both set to
0.0433 GH~z. As shown in Figure 3.19, the CNN algorithm displays outstanding accuracy
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Figure 3.19: Accuracy of the CNN algorithm to detect if a standard UAV is carrying
explosives using ISAR images.

in determining whether or not a UAV is carrying explosives. To achieve this, an additional
set of classification layers can be employed to determine if a specific UAV is carrying
payloads after its initial classification by the first set of classification layers.

Moreover, a comprehensive investigation is conducted to evaluate the ML algorithms’
capacities to identify and classify UAVs in the presence of avian entities. The study involves
the use of two different ML models, namely a CNN classifier and a SVM classifier [110].
Using a W-band radar with a bandwidth of 4 GHz, the proposed method is utilized to
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Figure 3.20: Range-Doppler maps for: (a) The quadcopter UAV. (b) The bird.
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facilitate the modeling of the D.JI Phantom 4 Pro V2.0 quadcopter [117], and the American
Eagle bird. Using the proposed method, datasets containing the range-Doppler maps for
both the quadcopter and the avian subject are generated. The ML models are trained on
a dataset generated using a basic simulation framework, in which the UAV or the bird
moves independently at a speed of 4 m/s and pitches to the radar along a linear track as
shown in Figure 3.6. For both the UAV and the bird, a set of 250 range-Doppler maps
is generated, alongside an equivalent number for an unoccupied scene. For example, the
range-Doppler maps for the quadcopter UAV and the bird are presented in Figure 3.20a,b,
respectively. The subsequent classification result demonstrates a noteworthy degree of
accuracy, as shown in Figure 3.21a,b.

The trained ML models are then applied to three different datasets, each of which repre-
sents a different situation where a UAV and avian entities coexist in the same environment.
The goal of this investigation is to carefully consider the ramifications of detecting and cor-
rectly classifying a UAV in the midst of an environment with avian subjects. The scenarios
subjected to testing are outlined as follows:

1. Single quadcopter alongside a solitary bird.
2. Single quadcopter accompanied by two birds.

3. Single quadcopter navigating amidst a swarm of ten birds.
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Figure 3.21: Confusion matrices of the trained ML models. (a) CNN. (b) SVM.
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Figure 3.22: Simulation setup for the quadcopter with: (a) One/two birds. (b) Swarm of
10 birds.

Table 3.6: Classification accuracy results of a UAV among avian subjects

Scenario CNN SVM
One Bird 99% 97%
Two Birds 98% 92.5%
Swarm of 10 Birds 90% 86.5%

In the instances involving one or two birds exclusively, both the quadcopter and the
avian entities traverse comparable trajectories at equivalent speeds, following randomized
curved paths, as depicted in Figure 3.22a. It is important to highlight that Figure 3.22a
exclusively illustrates the simulation arrangement for the initial scenario, while the subse-
quent scenario introduces an additional bird navigating through an alternative randomized
curved trajectory. Conversely, for the latter scenario characterized by a bird swarm, a rep-
resentative depiction of this simulation setup is presented in Figure 3.22b. In the context
of the bird swarm scenario, the birds execute coordinated flight trajectories parallel to that
of the UAV, a maneuver strategically employed to confuse radar detection. This tactical
evasion serves as an intentional measure to potentially exploit the UAVs for unauthorized
purposes or illicit activities, such as terrorist operations.

The observable outcomes are documented in Table 3.6, wherein the classification accu-
racy of both the CNN and SVM models in the context of UAV detection and classification
amidst avian entities is cataloged. As shown in Table 3.6, it is evident that the likelihood
of detecting and precisely classifying a UAV diminishes as the number of concurrent avian
subjects escalates.

Due to its independence from the complexity and time restrictions imposed by field
measurements, the proposed method provides an efficient way to examine attempts taken
to deceive radar systems. The proposed method can model radar system behavior and
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predict how it will react to various UAV designs and flight paths. The proposed method
provides several advantages over field observations, including the speed with which they
can evaluate many scenarios with various parameters. As an illustration, the examination
duration for the scenario involving the attachment of explosives, utilizing the proposed
method, is 45 minutes, in contrast to around two days required for equivalent investigations
using real-measurements. This enables researchers and engineers to assess the efficacy of
various defenses against efforts to deceive radar systems quickly and adjust their designs
accordingly. Additionally, the proposed method can be a useful tool for researchers to
better understand the underlying physics of radar systems.
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Chapter 4

Mechanical Control-Based Machine
Learning for UAV Classification

4.1 Introduction

The Doppler signatures of Unmanned Air Vehicles (UAVs), which are widely used to
classify different types of them, depend on their movement mechanism. Because of this, a
Machine Learning (ML) algorithm’s accuracy drops if the impact of the mechanical control
information of UAVs is not taken into consideration, which may lead to a non-unique
signature of a UAV while in-flight. In this chapter, the influence of the control systems of
two quadcopters, a hexacopter, and a helicopter UAVs on their range-Doppler signatures
is explored. UAVs have five “basic” motions which are hovering, pitching, throttling,
rolling, and yawing. For a UAV to perform each motion, the speeds of the rotors of this
UAV have to be changed which subsequently affects the UAV’s Doppler signature. The
Doppler signature of each movement of a UAV differs from the Doppler signature for the
other movements. In the state-of-the-art literature, ML models are trained and tested
on the same datasets that contain only hovering and pitching motions for a UAV, for
example [111] , 97, , 98, 99, 63, 96, 25, 76, 75, |. This leads to a degradation
on ML accuracy if these trained models are tested using different datasets that contain
other motions of UAVs as the Doppler signatures of UAVs are highly dependent on the
mechanical control information of them. To overcome this and in contrast to the state-
of-the-art literature, a Mechanical Control-Based Machine Learning (MCML) method is
proposed. Figure 4.1a,b shows the traditional method used to generate signatures for UAVs
in the state-of-the-art literature and the proposed MCML method, respectively.
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Figure 4.1: (a) Traditional Method. (b) Proposed MCML Method.

4.2 Mathematical Background

In order to better understand the impact of UAVs control systems on their Doppler sig-
natures, the mathematical model of the equations of motions for a quadcopter and a
hexacopter UAVs in different movements is described in this section. The equations of
motions for the helicopter UAV are presented in [112].

4.2.1 Quadcopter Equations of Motions

By adjusting the rotors” angular velocities, a quadcopter UAV is controlled. A quadcopter
UAV is considered a 4-rotor helicopter in essence. Its thrust to hover or throttle is provided
by the four rotors equally, while other movements are controlled by changing the motors’
speeds. In order to ensure stability and all necessary motions, a quadcopter’s four rotors
are positioned in both a Clockwise (CW) and a Counterclockwise (CCW) direction. In
addition, to hover in the air, quadcopters throttle, pitch, roll, and yaw in both directions.
The body frame of a quadcopter is shown in Figure 4.2 [1]. The forces and moments on a
quadcopter are given as [1, 113]:
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Figure 4.2: The quadcopter frame body [1].

Fy=K; x w? (4.1)
M; = K, x w} (4.2)

where F'; is the lifting force for each propeller, M; is the moment at each propeller, ¢ =
1,2,3,4, Ky and K, are the aerodynamics force and moment constants, and w; is the
angular speed for each propeller.

The resultant thrust by opposite propellers generates moments in x and y axes, M,
and M,:
My = (FQ — F4) X L (43)

M, =(F, - F) x L (4.4)

where L is the length between the two propellers. According to Newton’s second law of
motion, the linear and rotational motions of a quadcopter can be expressed as [143]:

Force = mass x linear acceleration (4.5)

Torque = inertia x angular acceleration (4.6)

Since inertia is the object’s resistance to change, while in motion, as the momentum in-
creases, the inertia increases. The linear motion of a quadcopter is represented in (4.5),
while (4.6) represents the rotational motion.
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When a quadcopter hovers, all the forces applied to it must be in balance, which means
the total lifting force equals its weight, mg, which is the gravity force that acts in the
opposite direction of the thrust. Additionally, the conservation of momentum gives:

mg:F1+F2—|—F3+F4 (47)
The equation of motion for a hovering quadcopter is:
0r

where m is the mass of the quadcopter, and r is the position. For a quadcopter to throttle
up and throttle down, its equations of motion are given as:

82r_{F1+F2+F3+F4—mg>O F'>mg (49)

m— =
ot? Fi+ B +F+F—mg<0 F<mg

where the total lifting force F=F14+Fy+F3+F4, in addition, all moments = 0. On the
other hand, in yaw motions, all moments # 0, while F' = mg, then:

0?r
0%
IZZW :M1+M2+M3+M4 (411)
where the yaw, ¥, pitch, ©, and roll, ®, are called the Euler angles [113]. These angles

describe the angular orientation of a fixed body with respect to a reference frame. Due to
the quadcopter symmetrical frame, the inertia matrix I is given as:

Ixx 0 0
I=| 0 Iy 0 (4.12)
0 0 Iy

Finally, in pitch and roll motions, all moments # 0, and mg < F. The pitch and
roll angles must be nonzero; this causes nonzero components of thrust in the horizontal
direction, which causes a resultant moment in the horizontal plane. The equations of
motion become:

0?r
mw:F1+F2+F3+F4—mg>O (413)
0?P
IXXW: (Fl—F3) x L (414)
0?0
IYYW = (F2 — F4) x L (415)
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4.2.2 Hexacopter Equations of Motions

Similar to the quadcopter UAV, the hexacopter UAV is controlled by changing the angular
velocities of the rotors; however, it provides more flight time and has the ability to carry
more load. A hexacopter UAV is considered a 6-rotor helicopter, its thrust is provided by
the six rotors equally in order for a hexacopter UAV to hover, while other movements can
be controlled by changing the motors’ speeds. The rotors of a hexacopter are arranged
CW and CCW that work together to provide stability and all required movements for a
hexacopter [111]. The body frame of a hexacopter is shown in Figure 4.3 [5]. According
to [144, 5, 143], the forces and moments on a hexacopter follow equations (4.1) and (4.2).

The equation of motion for a hovering hexacopter is given as:

82
ma—tg:F1+F2+F3+F4+F5+F6—mg:0 (416)

For a hexacopter to throttle up and down, its equations of motion are given as:

8%_{F—mg>0 F >mg (4.17)

m—— —
ot? F—mg<0 F <mg

where the total lifting forceF’=F 1+ Fo+ F3+F4+F5+Fg, all moments = 0. In yaw mo-
tions, all moments # 0, while F' = mg, and the total torque in the z-axis can be obtained

Figure 4.3: The hexacopter frame body [5].
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by increasing/decreasing the CW rotors speeds while decreasing/increasing the CCW ro-
tors speed. The equation of motion for the yaw motion is given as:
0?r

Finally, in pitch and roll motions, all moments # 0, and mg < F. The pitch and roll
angles must be nonzero; this causes nonzero components of thrust in the horizontal direc-
tion, which causes the resultant moment to be in the horizontal plane. The pitch motion
is achieved by increasing/decreasing the rear rotors’ speeds while decreasing/increasing
the front rotors’ speeds. Roll motion is achieved by increasing/decreasing the side rotors’
speeds while decreasing/increasing the other side rotors’ speeds. The equation of motion

becomes: ,

The torques applied on the hexacopter body around the roll, pitch, and yaw angles given
by

3
T — Z fT (CUQQ + W32 — (.U52 — w62) (420)
2 2 2 2
T@:KfT (—wlz—%—l—%—l—wf—k%—%) (421>
v — b (—w12 + w22 — (.U32 -+ w42 — CL)52 + w62) (422)

where b is a constant.

As shown in (4.1) and (4.2), by mechanically controlling the speeds of the UAVs’ rotors,
the behavior or movement for the quadcopter and the hexacopter UAVs changes, which
also affects the range-Doppler signatures for these UAVs.

4.3 Simulation Setups

The MD4-1000 quadcopter UAV, the DJI FPV quadcopter UAV, the Black Eagle 50 he-
licopter UAV, and the DJI S900 hexacopter UAV are the four different UAVs that are
used in this investigation. Figure 4.4a—d displays the simulation setups for the four UAVs
various motions. While Table 4.1 shows the radar parameters that are used in this work.

When a UAV throttles up, the rotors should have the same speed, which is calculated
to be high enough to produce a thrust greater than the weight of the UAV. While when
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a UAV throttles down, the rotors’ speeds are calculated to be lower enough to produce a
thrust less than the weight of the UAV, as illustrated in Figure 4.4a. On the other hand,
the back rotors of a UAV must rotate at a faster rate than the front rotors in order to
pitch it forward, and the opposite is true to pitch it backward, as shown in Figure 4.4b. As
shown in Figure 4.4c, a UAV rolls left by having the right rotors rotate faster than the left
rotors, and vice versa for a right roll. To keep the UAV stable, each rotor turns in a distinct
direction from the one next to it. According to Figure 4.4d, a UAV yaws left by having the
CCW rotors rotate faster than the CW rotors, and it yaws right by increasing the rotation
rate for the CW rotors than that for the CCW rotors. For example, Figure 4.5 summarizes
the different motions with the rotors speeds for a quadcopter [6]. For example, the impact
of the mechanical control information of the MD4-1000 quadcopter UAV and the DJI S900
hexacopter UAV on their range-Doppler images are shown in Figure 4.6a—f, Figure 4.7af,
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Figure 4.4: Simulation setups for the UAVs’ different movements. (a) Throttle. (b) Pitch.
(c) Roll. (d) Yaw.
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Table 4.1: Specified radar parameters.

Quantity Symbol Value
Center Frequency fo 7T GHz
Bandwidth BW 2GHz
Range Resolution AR 0.075 m
Velocity Resolution AV 0.52 m/s
Maximum Range R 60 m
Antenna Beam Width HPBW 60°
Antenna Polarization \%4 Vertical

and Figure 4.8a—d. The proposed method in Chapter 3 is used to generate the required
datasets for this investigation. These datasets contain the range-Doppler information of
the four UAVs according to the simulation setups shown in Figure 4.4a—d.

Four different datasets are used in this investigation, and all of them contain the range-
Doppler information of the four UAVs. The first dataset contains 1200 range-Doppler
images, with 300 images for each UAV, and represents pitch and throttle motions, as
shown in Figure 4.4a,b. The second dataset contains 1600 range-Doppler images, with 400
images for each UAV, and represents roll and yaw motions, as shown in Figure 4.4c,d.
The third dataset contains all types of motions for each UAV with different speeds and

Throttle control Pitch control

OO 00|00 00
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Move down Move up Move forward Move backward

Roll control Yaw control
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OO0 00|00 0O
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Figure 4.5: Quadcopter control [0].
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Figure 4.6: Range-Doppler maps for a quadcopter when: (a) Throttle up. (b) Throttle
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contains 2800 range-Doppler images, with 700 images for each UAV. The fourth dataset is
used to validate the proposed MCML approach. It includes range-Doppler images of the
four UAVs with randomized motions and different speeds. The number of range-Doppler
images in each dataset depends on the number of modeled motions and the number of
range-Doppler images for each motion. The datasets are divided into 80% training set and
20% test set. Table 4.2 presents a summary of the types of motions in the four datasets
utilized in this investigation, along with the number of frames contained in each dataset.
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Table 4.2: Generated datasets.

Dataset Control Motions range-Doppler images
Dataset 1 Throttle and Pitch 1200 (300/UAV)
Dataset 2 Roll and Yaw 1600 (400/UAV)
Dataset 3 | Throttle, Pitch, Roll, and Yaw 2800 (700/UAV)
Dataset 4 Random all motions 3000 (750/UAV)

4.4 Classification Results

Eight different ML algorithms are applied to the dataset generated according to Fig-
ure 4.4a—d to investigate and compare their performance on classifying the four UAVs.
The MD4-1000 quadcopter UAV, the DJI FPV quadcopter UAV, the DJI S900 hexacopter
UAV, and the Black Eagle 50 helicopter UAV are denoted as Quad A, Quad B, Hexa,
and Heli, respectively. The eight classifiers are 3 different Convolutional Neural Network
(CNN) algorithms, Support Vector Machine (SVM), K-nearest Neighbors (KNN), Naive
Bayes (NB), Random Forest (RF'), and Decision Tree (DT) classifiers. When the mechani-
cal control information of UAVs is not taken into consideration, the classification accuracy
for the eight ML algorithms decreases; however, when this information is taken into con-
sideration, the eight ML algorithms perform well, as shown in Figure 4.9, which illustrates
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100

8

o

6

o

4

o

2

o

o

Figure 4.9: Different classifiers accuracy when considering/Not considering the mechanical
control information of UAVs.
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the accuracy of the eight ML algorithms. The DopplerNet algorithm [23], CNN1, the
VGG16 algorithm [115], CNN2, and the light CNN algorithm [I11], CNN3, are the three
most accurate algorithms, respectively. Figure 4.10a,b show the classification reports for
the three CNN classifiers when the mechanical control information of UAVs is not taken
into consideration and when it is considered, respectively, for a more investigation.

The helicopter UAV is easily distinguished since it has a higher RCS area than the other
UAVs, hence the classification reports for the CNN classifiers only include the quadcopters
and the hexacopter UAVs. The three most accurate CNN algorithms are adjusted to meet
the range-Doppler images dimensions. It is discovered that the DopplerNet algorithm has
a slightly higher accuracy than the other two CNN algorithms. It is therefore employed
to classify the four UAVs. This model has become less complex with the addition of a
Maxpooling layer in order to prevent over-fitting. Figure 4.11a depicts the algorithm’s flow
chart, which is made up of eight layers. The input layer’s dimensions are 800 x 500 x 1 based
on the range and velocity resolutions that are selected, which are displayed in Table 4.1.
A convolutional layer with 32 filters, a 3 x 3 kernel, and a Rectified Linear Unit (ReLU)
activation function produces an output with a 798 x 498 x 32. Following the convolutional
layer comes a Maxpooling, 2 x 2, layer with an output size of 399 x 249 x 32. The previous
feature map is flattened into a vector with an output size of 3,179,232. In addition to
more four dense layers, three of which employ a ReLU activation function with an output
size of 64 and the output layer, which employs a Softmax activation function to calculate
the probability of each of the four classes. The hyperparameters of the algorithm are 10
epochs, 10 batches and Adam optimizer [130]. The DopplerNet algorithm is trained on
dataset 1, from Table 4.2, and the results are displayed in Figure 4.11b with an accuracy
of more than 90%.

According to Figure 4.12a, when the trained CNN algorithm is evaluated on dataset 2,
from Table 4.2, its accuracy falls to 50.25%. This is the case of all earlier studies where
ML models are trained and tested on a dataset that lacks relevant mechanical control data,
for instance [111, , 97, , 98, 99, 63, 96, 25, 76, 75, ]. However, if the classifier
is trained on a dataset that included all basic possible mechanical control information, as
shown in Figure 4.1b, its accuracy would remain higher than 90%, as shown in Figure 4.12b.
In this instance, the classifier is trained on a combined dataset of datasets 1 and dataset 2,
and it is tested on dataset 3, from Table 4.2.

For additional validation, a completely different dataset is generated. The new dataset,
dataset 4 (from Table 4.2), contains random motions of the four UAVs at different ro-
tors’ speeds. The trained MCML algorithm that covers all the basic mechanical control
information of UAVSs is applied to this new scenario, yielding an accuracy of at least 90%,
as shown in Figure 4.13. In the state-of-the-art literature, ML algorithms are trained on
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Figure 4.10: Comparison of the classification reports for the three different CNN algorithms
used in this work when: (a) Not considering the mechanical control information of UAVs.
(b) Considering the mechanical control information of UAVs.
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Figure 4.11: (a) A flowchart of the DopplerNet CNN algorithm. (b) Its confusion matrix
when it is applied to the same dataset.
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Figure 4.12: Confusion matrix for the DopplerNet CNN algorithm when (a) Not consider-

ing the mechanical control information of UAVs. (b) Considering the mechanical control
information of UAVs.



the hovering motion only of the UAVs, and few times they are trained on the hovering
and pitching motions as reported in [141, 101, 97, 100, 98, 99, 63, 96, 25, 76, 75, 103].
A new scenario that contains random motions of the four UAVs is modeled to create a
dataset that contains range-Doppler images of the random motions for the four UAVs as
shown in Figure 4.14. The DopplerNet CNN classifier is trained solely on the hovering and
pitching motions, following the approach employed in the current state-of-the-art litera-
ture [141, 101, 97, 100, 98, 99, 63, 96, 25, 76, 75, 103]. Then, the trained DopplerNet CNN
classifier is applied to the generated dataset according to the scenario shown in Figure 4.14,
yielding an accuracy around 60%, as shown in Figure 4.15a. Finally, the MCML algorithm,
which considers all basic mechanical control information of UAVs, is applied to the same

dataset giving an accuracy exceeding 97%, as shown in Figure 4.15b.

Using the AWR1443BOOST radar [2] from Texas Instruments (TI), the effect of the
mechanical control information on the range-Doppler images of a quadcopter UAV is ex-
amined. As a proof of concept, the DJI Phantom 3 standard quadcopter UAV is uti-
lized to generate range-Doppler images of throttling up and pitching forward motions
using the AWR1443BOOST TI radar, shown in Figure 3.12. Table 4.3 presents the
AWRI1443BOOST radar configuration used for this experiment. As shown in Figure 4.16,
the DJI Phantom 3 standard UAV is throttling up at a distance of 25 m in front of
the AWR1443BOOST radar. After that, the UAV starts to pitch forward towards the
radar at a speed of 1.5 m/s. The range-Doppler images of the throttling up and pitching
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True label

Hexacopter

Helicopter

Predicted label

Figure 4.13: A Confusion matrix for applying the proposed MCML algorithm to dataset 4.
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Figure 4.14: Simulation setup for all motions scenario.
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Figure 4.15: A confusion matrix of applying the DopplerNet classifier on the full motions
scenario according to (a) The state-of-the-art literature. (b) The proposed MCML method.

forward movements are shown in Figure 4.17a,b. The range-Doppler images depicted in
Figure 4.17, which are consistent with the range-Doppler images generated for the MD4-
1000 quadcopter using the proposed method in Chapter 3 as illustrated in Figure 4.6a,c,

highlight the strong dependence of range-Doppler images of UAVs on their mechanical
control information.

57



Table 4.3: The AWR1443BOOST TI radar configuration.

Quantity Symbol Value
Center Frequency fo 7T GHz
Bandwidth BW 750 M Hz
Range Resolution AR 0.2m
Velocity Resolution AV 0.0694 m/s
Maximum Range Rax 100 m

Figure 4.16:

Measurements setup of the DJI Phantom 3 standard quadcopter
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Figure 4.17: Range-Doppler images for DJI Phantom 3 standard when it: (a) Throttles
up. (b) Pitches forward.
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Chapter 5

Improvement of UAV Detection and
Classification

5.1 Introduction

In this chapter, an investigation on the impact of antenna’s Field of View (FOV) on the
accuracy of Machine Learning (ML) algorithms to classify Unmanned Air Vehicles (UAVSs)
is presented. In the state-of-the-art literature, ML algorithms were trained and tested on
the same datasets that were generated under a particular condition where the relative angle
between the UAVs and the antenna was kept at 0°. Contrary to conventional practices, a
ML algorithm is trained on a dataset that is generated under a particular condition where
the relative angle between the UAVs and the antenna is kept at 0° and is then tested across
a range of relative angles, from 20° to 90°. As the relative angle between the UAVs and
the antenna increases, observational results show a decline in ML classification accuracy.

Multiple-Input Multiple-Output (MIMO) radar technology has become an essential tool
for UAV detection and classification. Multiple antennas are used by MIMO radars at both
the transmission and reception ends, improving range performance and spatial resolution.
When compared to conventional Single-Input Single-Output (SISO) radar systems, the
usage of MIMO radars improves UAV detection and classification accuracy, lowers clutter
and interference, and improves overall Signal to Noise Ratio (SNR). MIMO radars are a
viable choice for modern UAV surveillance and defense systems because they can distin-
guish between UAVs and other objects in the airspace more clearly [30, 31, 32, 33, 34, 35,

Y ) Y ) Y Y ) Y ) ]‘
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Although MIMO radars improve the detection and classification of UAVs, they strug-
gle with detecting and classifying multiple UAVs at wide relative angles. For this, a
Range-Doppler Integration while Steering (RDIwS) beamforming-based method is pro-
posed. Radar beamforming increases the detection probability of UAVs by electronically
guiding the antenna beam in a certain direction. Additionally, radar beamforming im-
proves the spatial resolution of UAVs and increases the SNR for them, ensuring the detec-
tion and classification of small UAVs [16, 47, 48, 19, 50, 51, 52, 53, 54, 55]. The RDIwS
beamforming-based method divides the antenna FOV into sectors and focuses the radar
energy on the targets within each sector. The range-Doppler maps that are obtained for
each sector are then integrated to create a range-Doppler map for the entire scene. This
method significantly improves the SNR of UAVs and enhances the radar system’s capa-
bility to detect and classify multiple UAVs at wide angles. In addition, compared to the
conventional steering & tracking beamforming-based method, the RDIwS beamforming-
based method is simple as it does not require reconfiguring the radar multiple times during
one operation and it uses the max available power of the antenna with no need to split this
power to multiple beams to track multiple targets, which offers a longer range detection.

5.2 Mathematical Background

Assume we have a MIMO radar system with M Transmitters (TXs) and N Receivers
(RXs), and a single point target is positioned in front of the radar at a particular angle.
The beat signal at the [ antenna element is given by [12]:

2vupt

(ty, ) = be TP strAmrert Anlint)l g (¢, 1,) (5.1)

in (5.1), t; and t, represent the fast and slow time indices, respectively. b; and a; denote
the channel’s mismatched magnitude and phase. v,, 7, Apaa, €1(tr,ts), Ay(ts,ts) represent
the target’s radial velocity, the phase shift at the ["* RX, the wavelength, the additive
noise, and the residual phase noise, respectively. While fy..; denotes the beat frequency
that is used to calculate the range information.

To obtain the Angle of Arrival (AoA) information and generate the range-angle maps,
the Capon beamformer is used [18, 12]. The Capon beamformer, a spatial filtering tech-
nique, facilitates the estimation of AoA in the presence of both noise and interference, it
involves the formulation of a weight set for the elements of the array, optimizing the SNR
of the received signal [18, 12].

The fundamental principle of the Capon beamformer revolves around identifying the
optimal weight set for the array elements, thereby minimizing the output power while
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adhering to a constraint on the desired signal power [18, 12]. The determination of these
optimal weights entails solving an optimization problem that necessitates the inversion of
a covariance matrix derived from the received signals [18, 12]. By rearranging terms in
(5.1) and consolidating the received signals from all RX channels into a column vector,
the Capon approach enables the estimation of AoA. Mathematically, it can be expressed
as [18, 12]:

X(tf7 ts) =I. a(e) ' y(v, fb: tfa ts) + e(tf7 ts) (52)
b1 . €_ja1 0 0
r= 0 0 (5.3)
0 0 b -edu

eijl
a(f) = : (5.4)

eijl
y(vra fbeata tf? ts) - eij[zﬂfbeattf+)2‘vmriﬂsv A yts)] (55)

where 6 is the estimated AoA, I" depends on the channel gain/phase mismatches, and a is
the steering vector. If multiple targets are present at varying ranges, each with a different
beat frequency, the received vector can be obtained as the sum of the individual received
vectors from each target. Mathematically, this can be expressed as [18, 12]:

X(tfa ts) =I- A(e) ’ Y(Ua Jos tf tS) + e(tfa ts) (56)

where A is a matrix with K columns representing each target’s steering vector, and Y is
a matrix with the elements of y(v;, fieat, tr, ts) as its diagonal entries. A, v, and fyeq are
the unknown parameters. However, only the elements of A depend on the RX channel
indices. Therefore, the matrix Y has no contribution to the covariance of x. In fact, the
covariance matrix of x can be computed as follows when the additive noise is uncorrelated
to Y [18, 12]:

R=Ex-x")=P,-T -A0) A7) T + R, (5.7)

where P; represents the power of the signals and R, is the noise covariance. The computa-
tion of the Capon output filter spectrum relies on the positive definiteness and invertibility
of the covariance matrix R [158, 12].

() = — 2 _ 5.8
(6) af(0)-R-1-a(h) (5:8)
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by utilizing the angle information obtained from the Capon beamformer and the range
calculated through the first Fast Fourier Transform (FFT) of the received signal, a range-
angle map is generated for the target.

MIMO radar systems improve the SNR of a target compared with SISO radar systems.
The SNR of a SISO radar system can be expressed as [50, 57]:

= P.G?*\%0

SNRgrso = No  (4r)RN,

(5.9)

where P, is the received power, P; is the transmitted power, G = i—’;Ae is the antenna gain,
A is the signal wavelength, A, is the effective aperture of the received antenna, o is the
target’s Radar Cross-Section (RCS), R is the target’s range (distance between the antenna
and the target), and Ny is the RX noise, which is considered to be thermal noise.

The SNR of a MIMO radar system with M TXs and N RXs, SNRy o, can be
derived as follows [31]: Let P; be the transmitted power of the i antenna, i = 1,2, ..., M,
and A% be the effective aperture of the 4" received antenna, j = 1,2,..., N. Assuming all
antennas have the same gain, G, the power of the j* received signal from the i reflected

transmitted signal is:
PGo A
pMO — (5.10)
(47r)2R4
where Af is the effective aperture of the 4t received antenna. After mixing the power at
the j received antenna from all the i*" reflected signals, we get:

M M M
P.Go A¢ GUA6
MIMO_}: MIMO_}: i j 2:
¥ - P - (47r)2R4 N (4m) 2R4 F (5.11)
i—1 i=1

The total power after processing for all antennas is:

Y GoAs I

pMIMO — Z (4r) 2R4 Z 47r 2R4 Z F ZAe (5-12)

)2
where E;V: AS = Zjvl Gi; . Assuming that antennas have the same gain, G, then

Z;V:lei—f = Nf)‘ and Zl P = MP,, assuming P, = P,,1 = 1,2,..., M. Then equa-
tion (5.12) becomes:

PR (5.13)
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Figure 5.1: ROC curve depicting the detection probability of the TI radar.

Then the SNR of a MIMO radar system can be expressed as:

MNP,G*\?0

SNRMIMO = (47T)3R4N0

(5.14)

Comparing equation (5.9) and equation (5.14), the SNR of a MIMO radar system is im-
proved by M N times the SNR of a SISO radar system, as shown below:

SNRM[MO =MN x SNRSISO (515)

The significance of equation (5.15) lies in the augmentation of SNR through the inclu-
sion of more TX and RX antennas, effectively elevating the number of channels. In the
context of the AWR1443BOOST Texas Instruments (TI) radar, equipped with 3 TXs and
4 RXs, diverse combinations of these elements impact the SNR and the radar detection
probability. Substantiating this notion, the Receiver Operating Characteristics (ROC),
shown in Figure 5.1 which is generated using MATLAB, demonstrates equation (5.15).
Specifically, the implemented MIMO antenna case (2TX & 4RX) in this investigation dis-
plays a substantial increase in detection probability compared to the SISO antenna and
the Single-Input Multiple-Output (SIMO) antenna cases. For instance, at an approximate
SNR of —17.5 dB and a false alarm probability Py, = 1077, the detection probability for
the implemented MIMO antenna case reaches 0.9, while it stood at 0 for the SISO antenna
case.
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Figure 5.2: (a) Top-view of the simulation setups for the UAVs at different angles. (b) The
used SISO antenna (left) and MIMO antenna (right).

Figure 5.2a shows the test setup in a top-view configuration, illustrating the UAVs at
various relative angles. The UAVs are positioned at a distance of 1 m from the radar,
aligning with the laboratory measurements conducted for the validation of this study.
This work utilized two distinct setups for experimentation. The first setup featured a
configuration comprising a SISO antenna, as depicted in Figure 5.2b (left side). In contrast,
the second setup, illustrated in Figure 5.2b (right side), involved a MIMO antenna equipped
with two TXs and four RXs, with an antenna spacing of d = \/2 designed to align with
the AWR1443BOOST TI radar specifications [2].

5.3 MIMO and SISO Radars Classification Results

Seven UAVs are considered in this work; a fixed-wing, a helicopter, four quadcopters, and
a hexacopter UAVs. This section presents the ML results pertaining to the classification
of the seven UAVs considered in this work. The dimensions of the seven UAVs are shown
in Table 5.1. A Convolutional Neural Network (CNN) algorithm, based on the DopplerNet
CNN algorithm [23], is employed in this study. A millimeter-Wave (mm-Wave) Frequency-
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Table 5.1: Dimensions of the used UAVs.

UAV Dimensions (m)
Fixed-wing 0.74 x 0.2 x 0.15
Helicopter 2.65 x 0.56, blade 3.75

Quadcopter A

0.178 x 0.232 x 0.127

Quadcopter B

1.136 x 1.730 x 0.495

Quadcopter C

Diagonal 0.35, blade 0.24

Quadcopter D

Diagonal 0.25, blade 0.14

Hexacopter

Diagonal 0.9, frame arm 0.358

Table 5.2: Radar configuration & antenna parameters.

Parameter Value
Center Frequency 79 GHz
Bandwidth 3.460 GHz
Maximum Range 5.5 m
Range Resolution 0.0433 m
Velocity Resolution 0.0174 m/s
Antenna Beam Width 60°
Antenna Polarization Vertical
Antenna Gain 10.5 dBi
Output Power 21 dBm
Number of Channels 827X &4 RX)
Spacing between Antennas A/2
Field of View +90°

Modulated Continuous-Wave (FMCW)

elevation angle information is considere
positioned at the same elevation angle,
first and third transmitters are utilized,

radar operating at a center frequency of 77 GHz
is utilized. The radar has a bandwidth of 3.46 GHz, resulting in a range resolution of
4.33 cm. The radar system is based on the AWR1443BOOST TI radar platform [2]. This
radar configuration contains 3 TXs and 4 RXs, with the first and third TXs utilized for
obtaining the azimuth angle information, and the second TX designated for obtaining
the elevation angle information. However, in the specific test setup of this investigation,
d unnecessary, given the UAVs and the radar are
as shown in Figure 5.2a. Consequently, only the
resulting in the use of 2 TXs and 4 RXs in this
study, as shown in Figure 5.2b. Detailed radar parameters are provided in Table 5.2. The
same radar configuration is used in simulations to generate synthetic datasets.
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5.3.1 Synthetic Datasets

In this subsection, the classification results for the CNN model using synthetic datasets
are provided. Based on the simulation setup shown in Figure 5.2a, a dataset containing
a total of 1600 range-Doppler maps, 1400 range-Doppler maps for the seven UAVs (200
frames/UAV) and 200 range-Doppler maps for an additional empty class, is generated at a
relative angle of 0° to train the CNN model. Figure 5.3a—g shows the seven UAVs used in
this study, accompanied by their respective range-Doppler images. The dataset is divided
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Figure 5.3: Range-Doppler images for the seven UAVs at a relative angle of 0°. (a) Fixed-
wing. (b) Helicopter. (c¢) Quadcopter A. (d) Quadcopter B. (e) Quadcopter C. (f) Quad-

copter D. (g) Hexacopter.
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Figure 5.4: (a) The confusion matrix of the CNN algorithm at a relative angle of 0°.
(b) A Comparison between the CNN classification accuracy using the SISO and the MIMO
antennas at various relative angles.

into a training set and a test set with a ratio of 80% and 20%, respectively. The CNN
algorithm underwent training using the dataset generated at a relative angle of 0° between
the antenna and the UAVs, resulting in an accuracy of 96.5%, as shown in Figure 5.4a.

In order to assess the accuracy of the trained CNN algorithm, it is evaluated on datasets
generated at the other five angles, each dataset contains 1400 range-Doppler maps for the
seven UAVs (200 frames/UAV). It’s important to note that there is no overlap between
these datasets. This assessment is conducted for two scenarios: utilizing a SISO antenna
and employing a MIMO antenna. A comparison of the classification accuracy between
the SISO and MIMO antenna scenarios at the five different relative angles is presented
in Figure 5.4b. For both scenarios, the CNN algorithm exhibits similar accuracy levels
at relative angles of 20° and 40°, surpassing 99%, as the UAVs are within the antenna
FOV. At the 60° angle, the CNN algorithm achieves moderate accuracy in classifying
the seven UAVs, as the UAVs are not entirely within the antenna’s FOV. However, for the
80° and 90° angles, the CNN algorithm struggles to classify the UAVs due to their positions
lying outside the antenna’s FOV. Significantly, using a MIMO antenna in the same test
setup leads to enhanced accuracy of the CNN algorithm, because of the improved SNR of
the UAVs. The confusion matrices for testing the trained CNN model on synthetic datasets
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Figure 5.5: The confusion matrices for testing the trained CNN model on synthetic datasets
at different angles for both the SISO and MIMO antenna cases. (a) 20° SISO antenna.
(b) 40° SISO antenna. (c) 60° SISO antenna. (d) 20° MIMO antenna. (e) 40° MIMO an-
tenna. (f) 60° MIMO antenna.

at 20°, 40°, and 60° relative angles for both the SISO and MIMO antenna cases are shown

in Figure 5.5a-f.

5.3.2 Real-Measurements Datasets

To further validate the results, a series of datasets are generated using the T1 radar, cap-
turing the range-Doppler information of quadcopter C and quadcopter D. One dataset is
generated at 0° relative angle between the two UAVs and the antenna, which contains
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Figure 5.6: Experimental setups for quadcopter model D at different angles. (a) 0° setup.
(b) 0° range-angle. (c) 0° range-Doppler. (d) 20° setup. (e) 20° range-angle. (f) 20° range-
Doppler. (g) 40° setup. (h) 40° range-angle. (i) 40° range-Doppler. (j) 60° setup.
(k) 60° range-angle. (1) 60° range-Doppler.
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514 range-Doppler maps for each of the two quadcopters. While five other datasets are
generated for quadcopter D only at different relative angles of 20° to 90° with respect to the
radar, each of them contains 514 range-Doppler maps for quadcopter D. Figure 5.6a,d,g,j
and Figure 5.7a,d illustrate the experimental setups where quadcopter model D is posi-
tioned 1 m away from the AWR1443BOOST TI radar at six different angles. The resulting
range-angle maps for these particular configurations for quadcopter model D are presented
in Figure 5.6b,e,h,k and Figure 5.7b,e, while the resulting range-Doppler maps are pre-
sented in Figure 5.6¢,f,i,l and Figure 5.7¢,f. For quadcopter model C, the experimental
setup and the range-Doppler map for this UAV positioned 1 m from the AWR1443BOOST
TT radar are shown in Figure 5.8a and Figure 5.8b, respectively.

In a manner consistent with the simulations, the CNN algorithm is trained using a
dataset containing range-Doppler information obtained from real-measurements. These
measurements are obtained using the AWR1443BOOST TTI radar for quadcopter C and
quadcopter D, with a fixed relative angle of 0° between the UAVs and the radar. In ad-
dition, an empty class consisting of 440 frames is included in this dataset, the numbers
of 514 frames for the quadcopters and 440 frames for the empty class are determined by
the duration during which the radar was operational to capture these frames. The dataset
is divided into a training set and a test set with a ratio of 80% and 20%, respectively.
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Figure 5.8: (a) Experimental setup for quadcopter model C. (b) range-Doppler map of
quadcopter model C at a relative angle of 0° with respect to the radar.

The CNN algorithm demonstrates excellent performance, achieving an accuracy exceeding
98% during its evaluation. The resulting confusion matrix, representing the classifica-
tion performance of the CNN algorithm on the real-measurement dataset, is depicted in
Figure 5.9a.

The CNN algorithm, which is trained on a real-measurement dataset at a relative
angle of 0°, is tested for two scenarios: the first using a SISO antenna and the second
using MIMO antennas. For each scenario, the CNN algorithm is applied to the datasets
obtained through real-measurements of quadcopter D at relative angles ranging from 20°
to 90° with respect to the radar. Figure 5.9b presents a comparison of the classification
results of the CNN algorithm for quadcopter D at various angles using SISO and MIMO
antenna scenarios, demonstrating agreement with the simulation results.

Analysis of the CNN classification outcomes using synthetic datasets revealed a decline
in classification accuracy as the relative angle between UAVs and antennas increased.
Notably, for both SISO and MIMO antenna scenarios, the classification accuracy is similar
for relative angles of 20° and 40°, as evidenced in Figure 5.4b. Impressively, even when
UAVs are partially within the antenna’s FOV at a 60° relative angle, the CNN model
still demonstrates accurate classifications. However, for relative angles of 80° and 90°, the
employment of MIMO antennas yielded a marked enhancement in classification accuracy
due to the augmented SNR of the UAVs, as elucidated in equation (5.15). For example,
Figure 5.10a,b, show the range-Doppler maps for quadcopter D at a relative angle of 40°
using SISO and MIMO antennas, respectively, which illustrates the enhancement in SNR
achieved by utilizing MIMO antenna systems compared to SISO antenna systems. This
improvement contributes to the enhanced detection and classification of UAVs.
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Figure 5.9: (a) Classification results of the CNN algorithm for the real-measurements
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Figure 5.10: Range-Doppler maps for quadcopter D at relative angle of 40° using:
(a) SISO antenna. (b) MIMO antenna.

The experimental results presented in Figure 5.6 indicate that the radar system exhibits
accurate detection of the UAV at angles of 0°, 20°, 40°, and 60°. However, a notable
decrease in detection performance is observed at angles of 80°, and 90°. Furthermore, the
analysis reveals a weakening of the range-Doppler signature of the quadcopter as the angle
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of incidence increases. These results suggest a dependency of a radar’s detection capability
on the incident angle, with a diminishing performance observed at higher angles, thus
potentially impacting the range-Doppler characteristics of a UAV.

The findings of this study underscore the significance of employing MIMO radars for
UAV detection and classification purposes. MIMO radars offer several advantages, includ-
ing an enhanced SNR compared to conventional SISO radar systems. This higher SNR
contributes to enhanced accuracy in UAV detection and classification. Consequently, the
utilization of MIMO radars is pivotal in improving the effectiveness of UAV detection and
classification systems. However, the findings also show that MIMO radars struggle with
detecting and classifying UAVs at wide relative angles as shown in Figures 5.4b and 5.9b.
In order to overcome this limitation, a RDIwS beamforming-based method is introduced
in the next section.

5.4 RDIwS Beamforming-Based Method for UAV De-
tection and Classification

Radar beamforming is an advanced signal processing technique that has completely changed
the field of radar technology. The ability to precisely adjust the directionality of radar’s
antenna beams is crucial to current radar systems. Beamforming offers unmatched levels
of accuracy in radar systems across many civil and military applications. Radar beam-
forming is fundamentally based on the fundamentals of phased array antenna systems
and signal processing. Electronic beamforming directs the radar beam by dynamically
altering the phase and amplitude of signals from various antenna elements. Radar beam-
forming is an important technique for UAV detection and classification. By electroni-
cally steering the antenna beam to specific directions, radar beamforming increases the
detection probability of UAVs. In addition, radar beamforming increases the SNR for
UAVs, ensuring the detection of small sizes of UAVs, and improves spatial resolution of
UAVs [46, 47, 48, 49, 50, 51, 52, 53, 54, 55].

Beamforming is achieved by using an array of TXs as shown in Figure 5.11. Assuming
M is the number of TXs and the spacing between them, d, is equal, which means the
distance between the first and second TXs is d, and the first and last TXs is (M — 1)d.
In order to steer the beam or direct it to a specific angle, 6, the phase for each TX is
calculated according to [110]:

d=[d1 & ... Ou]= [O 27dsing 272%sing ... 27r(M;1)d sin 0 (5.16)
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Figure 5.11: Beamforming using an array of transmitters.

Assuming the antenna spacing d = %, equation (5.16) becomes:

¢=[0 7sinf 2msing ... (M —1)rsind] (5.17)

In this section, a RDIwS beamforming-based method is proposed to enhance the detec-
tion and classification of UAVs at different angles and in the presence of multiple UAVs.
The method works by dividing the MIMO antenna FOV space into sectors and steering the
antenna beam across these sectors to focus the radar energy on the targets within these
sectors. Subsequently, the range-Doppler maps obtained within each sector are integrated
to provide a range-Doppler map for the whole FOV space. This is obtained by averaging
the range-Doppler maps calculated through equation (3.1) as follows:

N
%Z RDMy(t, f) (5.18)
=1

where N is he number of steered angles, RDMy(t, f) is the range-Doppler map at each
steered angle.

5.4.1 Performance Analysis of the RDIwS method

In this subsection, a performance analysis of the RDIwS beamforming-based method is
presented. A comparison between the detection probability of a radar system using MIMO
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Figure 5.12: Signal processing algorithm for a MIMO radar system.

antenna configuration, a radar system using steering-only beamforming, a radar system
using steering & tracking beamforming, and beamforming using the proposed RDIwS
in different scenarios is illustrated using the ROC curves. For more clarification, Fig-
ures 5.12, 5.13, 5.14, and 5.15 show the signal processing chain for a MIMO radar system,
a radar system using steering-only beamforming, a radar system using the proposed RDIwS
beamforming-based method, and a radar system using steering & tracking beamforming,
respectively. As shown in Figure 5.12; the radar is configured to work in a MIMO mode,
then a FFT is applied to the radar’s raw data to the fast axis to obtain the range in-
formation for each of the radar’s channels. Subsequently, another FFT is applied to the
slow axis to get the Doppler information for each channel. Then, integration of the radar’s
channels is applied to get the range-Doppler maps required for ML work. While, as shown
in Figure 5.13, the radar is configured to work on a beamforming mode, then the same
procedure for obtaining the range-Doppler maps is followed for each of the steered angles.
Eventually, the range-Doppler maps for all the angles are inputted to ML for classification.
On the other hand, as shown in Figure 5.14, the proposed RDIwS beamforming-based
method algorithm differs from the steering-only beamforming algorithm by integrating the
range-Doppler maps from all steered angles together before applying ML models to them.
This significantly enhances the SNR in a simple and fast way. Finally, as shown in Fig-
ure 5.15, the radar is configured to scan the space by steering the antenna beam. Then,
after obtaining the angle information and the number of UAVs in the scene, another con-
figuration is applied to produce several beams focusing on the UAVs directions. Although
this technique allows tracking the UAVs accurately, it has some limitations in the complex-
ity of changing the radar’s configurations many times, dividing the antenna power over the
number of beams needed to track the UAVs, and its tracking depends on the idea that the
UAVs are moving in straight lines in the same directions which is not true all the time.

For simplicity, the antenna beamwidth is assumed to be 90°, which means at an angle of
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Figure 5.15: Signal processing algorithm for a beamforming (steering and tracking) radar
system.

45°, the transmitted power is reduced by 3 dB. The performance of the proposed RDIwS
beamforming-based method is compared to the other mentioned methods based on the
following scenarios:

e A UAV is located at a relative angle of 0° with respect to the radar.

e A UAV is located at a relative angle of 45° with respect to the radar.

e Two UAVs are located closely within the maximum power of the radar.

e Two UAVs are located at relative angles of £45° with respect to the radar.
e Four UAVs are located closely within the maximum power of the radar.

e Four UAVs are located at relative angles of £45° with respect to the radar (two
UAVs are located closely at each angle).

e Four UAVs are located at different locations and different relative angles of £45° and
+60° with respect to the radar.
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Figure 5.16a—g, generated using MATLAB, show the ROC curves of the detection prob-
ability of the UAVs according to the above different scenarios at 10~° probability of false
alarm. Beamforming focuses the antenna energy in a specific direction which leads to
enhancement in a target’s SNR. Additionally, by using the proposed RDIwS beamforming-
based method, more enhancement to a target’s SNR is achieved. This is because it success-
fully reduces the impact of variations in random noise and helps to create a more stable and
reliable detecting environment. As shown in Figure 5.16a, as the UAV is located within
the maximum transmitted power from the antenna, a noticeable enhancement in the de-
tection probability using the proposed RDIwS beamforming-based method compared to
a conventional MIMO radar system and a steering-only beamforming-based method, the
detection probability reaches nearly 75% at —30 dB SNR compared to no detection in
the MIMO case, and 5% for steering-only case. While the detection probability using the
beamforming-based methods remains the same compared to a reduction for the MIMO
case when the UAV is located at a relative angle of 45° with respect to the radar, as shown
in Figure 5.16b. Despite its complexity, the detection probability of the steering & track-
ing beamforming-based method is identical to the detection probability of the proposed
RDIwS method as in this case, there is no need to split the antenna power to multiple
beams as there is only one UAV in the scene.

On the other hand, by increasing the number of UAVs in a scene, the detection prob-
ability decreases for all cases when the UAVs are located closely in range. The presence
of multiple targets within the Constant False Alarm Rate (CFAR) window indeed affects
CFAR processing, it leads to an increase in the CFAR threshold level that subsequently
decreases the detection probability. This effect is shown in Figure 5.16¢c—f. For example,
the detection probability for the RDIwS beamforming-based method at —30 dB SNR is
75%, 45%, and 17.5% for the 1, 2, and 4 UAV cases, respectively. While when the UAVs
are located at different ranges that do not affect the CFAR processing, the detection proba-
bility remains the same for the beamforming-based methods, with significant enhancement
in the proposed RDIwS beamforming-based method, compared to no detection for MIMO
radar system as shown in Figure 5.16g. In this case, the MIMO radar detects 2 out of
4 UAVs, and the detected UAVs have relatively higher RCS than the missed UAVs. In
addition, the missed UAVs are located at wider relative angles which significantly affects
the reflected energy from them. These reasons lead to a domination of the radar energy
from the detected UAVs. On the other hand, using beamforming in general overcomes this
effect.

The advantages of the proposed RDIwS beamforming-based method can be summarized
as follows:
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Figure 5.16: ROC curves for the performance of the beamforming methods compared to
a traditional MIMO radar system at false alarm probability of 107> when: (a) A UAV at
a relative angle of 0°. (b) A UAV at a relative angle of 45°. (c) Two UAVs within the
maximum power. (d) Two UAVs at a relative angle of £45°. (e) Four UAVs within the
maximum power. (f) Four UAVs at a relative angle of £45°. (g) Four UAVs at different
locations and different relative angles of +45° and £60°.
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e It enhances the SNR of radar targets which subsequently increases the radar’s detec-
tion probability, especially in case of multiple UAVs at different angles.

e Its simplicity compared to the steering & tracking beamforming-based method as it
does not require reconfiguring the radar multiple times during one operation.

e [t uses the max available power of the antenna with no need to split this power to
multiple beams as in the steering & tracking beamforming-based method which offers
a longer range detection.

e It requires less hardware utilization compared to the steering & tracking beamforming-
based method to have the same detection probability in case of multiple UAVs in
a scene. For example, the steering & tracking beamforming-based method requires
four times the hardware used for the RDIwS beamforming-based method to provide
similar performance in the case of four UAVs present in a radar scene.

e No data augmentation is needed to overcome the low SNR of UAVs as presented
in [79], in which data augmentation is used to improve ML accuracy at low SNR
levels.

5.4.2 Evaluation of the RDIwS Method

To overcome the low classification accuracy at wide relative angles between the UAVs and
the antenna, as shown in Figure 5.4b, beamforming is used to steer the antenna beam
across the space and calculating the range-Doppler maps of the divided sectors. In the
steering-only case, the range-Doppler maps for each sector are combined in one dataset
to apply the trained ML algorithm on it, yielding an accuracy of around 77.5% across all
angles. Steering the beam only improves the classification accuracy at wide angles, but
it also decreases the classification accuracy by almost 20% for 20° and 40° relative angles
and by almost 10% for 60° relative angle, as shown in Figure 5.17 (yellow). To increase
the classification accuracy across all relative angles, the proposed RDIwS beamforming-
based method is used. Instead of just combining the range-Doppler maps in one dataset
representing all scanned sectors in the space, the range-Doppler maps for the UAVs in
these sectors are integrated. This method increases the SNR of UAVs and enhances the
radar detection probability, as shown in Figure 5.17 (blue).

In addition, an investigation is conducted to compare the performance of using the
proposed RDIwS beamforming-based method in detecting and classifying multiple UAVs
at different angles. Figure 5.18 shows the simulation setup used in this investigation. As
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Figure 5.17: Comparison of the classification accuracy of different radar systems at different
angles in case of only one UAV in the scene.

shown in Figure 5.18, four UAVs are used, a quadcopter at 60°, a fixed-wing at 30°, a
helicopter at —30°, and a hexacopter at —60°. A MIMO radar is modeled with 4 TXs and
8 RXs with a spacing of 2.05 mm providing 32 virtual channels. The radar system has a
FOV of £71.85°, consistent with the radar parameters shown in Table 3.11 and employed
in the investigation illustrated in Figure 3.11. The range-angle map of the MIMO radar
is shown in Figure 5.19a. The MIMO radar detects only the fixed-wing and the helicopter
UAVs as their echo signals overpowered the echo signals from the quadcopter and the
hexacopter UAVs. This occurs for two main reasons, the first one is that the RCS for
the helicopter and the fixed-wing UAVs are relatively higher than that of the quadcopter
and the hexacopter UAVs. The second reason is that the fixed-wing and the helicopter
locations are at closer relative angles with respect to the radar than the relative angles for
the quadcopter and the hexacopter UAVs, which affects the echo signal power significantly.
A ML algorithm, OneVsRest classifier [117], is trained on a dataset containing the range-
Doppler information of each UAV individually, then the trained ML algorithm is evaluated
using a dataset containing the range-Doppler maps for the UAVs as they are detected
according to Figure 5.18. Although the ML algorithm is able to classify the helicopter
and the fixed-wing UAVs together correctly, it fails to classify the four UAVs at the same
time as the radar detects only two of them, yielding an accuracy of 0% to classify the four
UAVs.

By using the proposed RDIwS beamforming-based method, the radar is able to detect
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Figure 5.19: Range-angle maps for four different UAVs when using: (a) MIMO radar.
(b) RDIwS beamforming-based method.

the four UAVs at the same time as shown in the range-angle map in Figure 5.19b. The
range-angle maps shown in Figure 5.19a,b represent the same frame obtained using the
MIMO and the proposed RDIwS beamforming-based methods for fair comparison. The
radar is able to detect the four UAVs using the proposed RDIwS beamforming-based
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Figure 5.20: (a) A quadcopter UAV positioned 1 m in front of the radar at a relative
angle of 60°. (b) Range-Doppler map of the quadcopter UAV using the traditional MIMO
algorithm. (c¢) Range-Doppler map of the quadcopter UAV using the proposed RDIwS
beamforming-based algorithm.

method as it allows the radar to focus the main power of its beam to each sector of
the FOV space. Subsequently, the ML algorithm is able to classify the four UAVs with
an accuracy of 95%. The detailed classification accuracy for each UAV is 100% for the
helicopter UAV, 98% for the fixed-wing UAV, 90% for the quadcopter UAV, and 92% for
the hexacopter UAV.

For further validation of the study’s results, a series of datasets are generated employing
the AWR1443BOOST TI radar system [2], its parameters are shown in Table 5.2. These
datasets capture the range-Doppler information of a quadcopter UAV. Figure 5.20a displays
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the test setup of these measurements, in which the quadcopter UAV is placed at a proximity
of 1 m in front of the radar and the UAV maintains a defined relative angle of 60° concern-
ing its orientation to the radar’s location. These datasets encompass a range of relative
angles, spanning from 0° to 90°, and a total of six datasets are meticulously generated to
encapsulate this comprehensive range of scenarios. Figure 5.20b,c show the range-Doppler
maps for the quadcopter UAV, as discerned through both the traditional MIMO algorithm
and the proposed RDIwS beamforming-based method. These visual representations high-
light the substantial impact of the RDIwS approach, which distinctly enhances the SNR
attributed to the quadcopter UAV. The enhanced SNR directly translates to improved de-
tection capabilities and higher accuracy in the classification of the quadcopter UAV, with
the classification accuracy increasing from 85% for the MIMO method to over 97% for the
RDIwS beamforming-based method. The comprehensive dataset and the resulting range-
Doppler maps reaffirm the efficacy of the RDIwS beamforming-based method in enhancing
radar performance. This method empowers radar technology to overcome detection and
classification challenges, ultimately advancing its operational capabilities.

Although the RDIwS beamforming-based method presents notable advantages, it is
accompanied by certain drawbacks outlined as follows: its reliance on a radar system
equipped with beamforming capabilities, which is not universally available in many radar
systems. Additionally, the temporal aspect of obtaining results poses a challenge, as the
method necessitates the integration of range-Doppler maps from various steered angles.
This, in turn, requires the system to await the completion of the radar beam steering
process for each angle, introducing a temporal delay. Moreover, there is a potential sus-
ceptibility to clutter from diverse angles, particularly in scenarios where background clutter
is nonhomogeneous, such as in varying weather or terrain conditions.
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Chapter 6

Conclusions and Future Works

6.1 Conclusions

This thesis introduces a new method for generating radar datasets that contain UAV
information using full-wave EM CAD tools. The method provides accurate modeling of the
UAV’s size, shape, and material characteristics in relation to its radar scattering behaviour.
Six distinct types of UAVs are modeled to produce the initial dataset utilizing this new
method, and the simulation is run using a modeled 77 GHz FMCW radar. The full-wave
EM simulation results are used to extract the frames needed to build the dataset. The
method provides accurate results for range-Doppler and micro-Doppler calculations. The
six different UAVs in the generated dataset are classified with a CNN classifier, which has
a classification accuracy of more than 97%. Additionally, the trained CNN algorithm is
used in a new scenario with two identical UAVs moving in different directions, obtaining
comparable levels of accuracy. The proposed method overcomes one of the most significant
limitations in this field as it eliminates the constraints associated with real-world physical
measurements. In addition, lab-measurements are performed using the DJI Phantom 3
standard quadcopter UAV to further validate the proposed methodology. When applied to
the generated dataset using lab-measurements, the ML algorithm trained on the generated
dataset using full-wave EM simulations produced results with high accuracy. By using EM
simulation software, the proposed method enables the generation of datasets that are both
realistic and scalable, allowing for the development and testing of ML algorithms under a
wide range of scenarios.

Moreover, the proposed methodology makes it simple to look into attempts to deceive
radar systems as it has the potential to improve the accuracy and effectiveness of UAV
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detection and classification utilizing radar systems. Furthermore, this study extended its
focus to the evaluation of ML algorithms in discerning and classifying UAVs amidst avian
entities. The results unveiled a notable trend: the radar system’s capacity to accurately
detect and classify UAVs decreases proportionally as the number of avian subjects in a
scene increases. When a single bird shares a scene with a UAV, the CNN model demon-
strates an excellent classification accuracy of 99%. However, in circumstances where a
UAV is navigating among a swarm of ten birds, this accuracy marginally decreases to 90%.
The provided methodology allows defense scientists to carefully examine growing radar
avoidance strategies. This simplifies the identification of present radar vulnerabilities and
guides the creation of enhanced radar designs that are resistant to emerging stealth threats.
The proposed approach presents a paradigm shift in how ML experts can approach the
problem of UAV classifications.

Furthermore, the thesis introduces the impact of mechanical control information on
range-Doppler images for UAVs. Two quadcopters, a hexacopter, and a helicopter UAVs
are used in this investigation. The range-Doppler signatures are found to be highly depen-
dent on the mechanical control information for each UAV. Utilizing eight distinct classi-
fiers, the mechanical control information for the four UAVs is investigated for its impact
on UAV classification. The proposed MCML method effectively addresses reduced classi-
fication accuracy in scenarios where UAV mechanical control information is not taken into
consideration, achieving classifier accuracy exceeding 90%. Moreover, the trained MCML
algorithm demonstrates high accuracy when applied to an unobserved dataset featuring
random UAV motions with varying rotor’s speeds. The MCML method proves superior in
accuracy compared to state-of-the-art radar-based approaches for UAV classification.

Additionally in this thesis, the impact of an antenna’s FOV on ML accuracy is inves-
tigated. Seven UAVs are measured with respect to an antenna at various relative angles
ranging from 0° to 90°. A CNN classifier performs noticeably better when the relative
angle shrinks. Interestingly, the ML method occasionally succeeds in accurately classifying
particular UAV types even when only partial rotor’s blade detection is feasible. A major
factor in improving the classification accuracy of UAVs is the use of MIMO radars. Com-
pared to conventional SISO radar systems, MIMO radars reduce clutter and interference
while enhancing SNR, allowing for a more thorough detection and classification of UAVs.
It is possible to accurately determine the relative angle between the UAVs and the antenna
by utilizing the MIMO radar’s ability to identify the AoA or direction of UAVs, improving
predictions of a classifier’s performance.

Although MIMO radars enhance the detection and classification of UAVs compared to
SISO or Single-Input Multiple-Output (SIMO) radar systems, MIMO radars still struggle
to accurately detect and classify UAVs in the presence of multiple UAVs at wider angles.
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In order to overcome this issue, the thesis proposes a RDIwS beamforming-based method
to further enhance the detection and classification of UAVs, especially in the presence of
multiple UAVs at wider relative angles. The method works by dividing a MIMO antenna’s
FOV space into sectors and steering the antenna’s beam across these sectors to focus
the radar’s energy on the targets within these sectors. Subsequently, the range-Doppler
maps obtained within each sector are integrated to provide a range-Doppler map for the
whole FOV space. The RDIwS beamforming-based method enhances the SNR of radar
targets which subsequently increases the radar’s detection probability for multiple targets
at different angles. For four targets located at different angles and distances scenario,
and at —30 dB SNR and false alarm probability of 107°, the RDIwS beamforming-based
method has a detection probability of 75% compared to 5% for steering-only beamforming,
and no detection for MIMO radar case.

6.1.1 Supplementary Resources

To better understand how the results in this thesis were obtained, a GitHub repository
link is provided. This link contains resources such as ML algorithms, MATLAB codes, and
synthetic datasets. These resources were employed to produce some results outlined in the
thesis, contributing to improved reproducibility and clarity of the presented findings. The
provided resources are summarized as follows:

e In the “Ch3_Methodology” folder, the initial dataset generated using the proposed
method in chapter 3, named as (Dataset), and a Python code to apply and train the
used CNN model, named as (Ch3_methodology.py), are included. Additionally, an-
other Python code, named as (Ch3_deceiveRadar BladeLength.py), and a dataset
for the Phantom 3 standard UAV, named as (Dataset_reducedBladeLength), con-
tains the range-Doppler information of the Phantom 3 standard UAV with a shorter
blade length are available to investigate the impact of changing the blade length of
the Phantom 3 standard UAV. The results produced by these codes, when applied
to the provided datasets, correspond to Figure 3.9 and section 3.4 within chapter 3.

e In the “Ch4 MCML” folder, 3 datasets are provided, (MCML_datasetl, MCML dataset2,
and MCML dataset3), which are explained in Table 4.2 within chapter 4. Addition-
ally, 2 Python codes are provided, one named as (Ch3_MCML.py) to train the different
ML algorithms used in this investigation, and another one named (Ch4 MCML_test.py)
to test the trained ML algorithms. The trained ML algorithms using the proposed
MCML method and not using the proposed MCML method are saved in folders
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(Trained MCML models) and (Trained not MCML models), respectively. An expla-
nation of how to train and test the ML algorithms and on which dataset is shown in
detail in section 4.4 within chapter 4. The results obtained from the provided codes
and datasets align with results shown in Figures 4.9, 4.10, 4.11b, and 4.12 within
chapter 4.

e In the “Ch5_FOV” folder, 3 datasets are provided, (Odegree, 20degree, and 40degree),
these datasets contain the range-Doppler information of 7 UAVs and an empty
class. Also, 2 Puthon codes are provided, one named as (Ch5_FOV_train.py) to
train the CNN algorithms used in this work on (Odegree), and another one named
(Ch5_FOV_test.py) to test the trained ML algorithm on the (20degree and 40degree)
datasets, it is saved as (Trained CNN_FOV.model). An explanation of this process is
shown in subsection 5.3.1, and the results obtained from the provided codes and
datasets match Figures 5.4a and Figures 5.5d,e within chapter 5.

e In the “Ch5 Performance Analysis” folder, 2 MATLAB codes are provided. One
is named (pfa.m) and is used to calculate the value of the threshold factor which
determines the false alarm probability needed. The other one is named (pd.m) and is
used to calculate the detection probability of a radar system. Both codes are used in
the performance analysis part of this thesis. For example, Figure 5.1 within chapter 5
is generated using these MATLAB codes. While Figure 5.16 within chapter 5 is
generated following the same algorithm used in these codes.

The codes and datasets provided in the accompanying GitHub repository serve as
illustrative examples showcasing the methodology and implementation for specific results
discussed in this thesis. It is important to note that these resources do not comprehensively
cover all the results presented in the thesis but rather aim to provide clarity and facilitate
reproducibility for select outcomes.

6.2 Limitations and Future Works

Although the thesis has addressed some key limitations in the field of radar detection
and classification of UAVs, some limitations need to be addressed in the future. These
limitations are summarized as follows:

e Only two UAVs were used in real-measurements, and birds results were mainly
obtained using radar-based digital twins. This is due to the availability of UAVs
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and the practical constraints and complexity of acquiring these measurements. For
the birds, it was not possible to take real-measurements for birds in a controlled-
experiment setup. In future work, more UAVs should be taken into consideration for
real-measurements and figuring out a way to fly birds in controllable directions to
take real-measurements for them.

For real-measurements, the distance for the tested UAV was within 100 m. This
is because of the hardware constraints in using high-power radars that work in the
W-band. According to Federal Communications Commission (FCC) [118], the total
radiated power shall not exceed 50 d Bm peak for 76 — 81 GG H z band radar which the
same limit the T radar used in this work follows, it has a maximum output power
of 21 dBm [119, 150], which has a maximum detection range of 125 m for 500 M Hz
bandwidth. In future work, other radars that do not have this limitation should be
used with adding power amplifiers.

The signal processing done in this work was not in real-time operation. This work
was done as a proof of concept with no need during this phase for working in real-
time. In future work and real applications, the signal processing will be implemented
to work in real-time.

The datasets generated using the full-wave EM CAD tool do not consider any noise
or clutter as this could not be modeled in the used EM CAD tool. Noise and clut-
ter were taken into consideration in the theoretical analysis of the signal processing
parts in this thesis, and in signal processing the real-measurements taken in this
work. Although the proposed method’s proficient performance in a real-world con-
text, notwithstanding the absence of noise or errors during training, implies potential
robustness and efficacy under ideal circumstances, however, in future work and based
on the continuing discussion with the application engineers who develop the EM CAD
tool used in this work, noise source will be employed to the simulations to obtain
more realistic results.

The thesis primarily utilized deterministic methods allowing for a detailed exami-
nation of deterministic aspects. However, the introduction of noise and clutter into
the datasets in future work offers an avenue for a more comprehensive assessment,
prompting the need for statistical approaches such as Regression Tree [151] and Nat-
ural Gradient Boosting [152] to consider probability and confidence in the results.
These methods provide a nuanced understanding of uncertainties, contributing to
more realistic modeling of scenarios and enhancing the overall validity and applica-
bility of the research outcomes.
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e Tracking models were not considered in this thesis. Tracking models provide infor-
mation on the behavior of a UAV which may imply if this UAV is harmful or not. In
future work, tracking models will be taken into consideration.

e ML methods used in this work were compared only in terms of their accuracy, preci-
sion, recall, and Fl-score to classify UAVs. In reality, other factors such as memory
usage, computational cost, and processing time should be taken into consideration
for real-time operation. In future work, these parameters will be considered.

e This thesis focuses only on enhancing radar-based systems capabilities to detect and
classify UAVs. Although the thesis succeeded in addressing some key limitations in
the field and increased radar-based systems capabilities to detect and classify UAVs,
fusion with other sensor types, such as cameras, may lead to more enhancement of the
detection and classification of UAVs. In future work, sensor fusion will be considered
for this purpose.

Despite the hardware limitations, the availability of UAVs, and the CAD tools con-
straints, the primary goal of the research was to establish and validate the proof-of-concept
approaches and ideas presented in this thesis. Instead of offering a thorough and detailed
analysis of all potential characteristics and aspects, the goal of this work was to demon-
strate the viability and potential of the proposed concepts, leaving a detailed examination
of its constraints for later, more in-depth studies.

6.3 Publications

6.3.1 Book Chapters
e A. N. Sayed, O. M. Ramahi, and G. Shaker, “Detection and Classification of Drones

using Radars, Al, and Full-wave Electromagnetic CAD Tool,” in Drones — Various
Applications, D. D. M. Cvetkovi¢, Ed. Rijeka, Croatia: IntechOpen, 2023.

6.3.2 Journal Articles
e A. N. Sayed, O. M. Ramahi, and G. Shaker, “Machine Learning for UAV Classifica-

tion Employing Mechanical Control Information,” IFEFE Transactions on Aerospace
and FElectronic Systems, pp. 1-14, May 2023.

90



A. N. Sayed, M. M. Y. R. Riad, A. Ansariyan, L. Salman, O. M. Ramahi and G.
Shaker, “UAV Classification using Neural Networks and Radar Digital Twins,”. Un-
der review.
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Under preparation.
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