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Abstract

Quantum Key Distribution (QKD) promises information-theoretic security of secret keys.
An important metric for QKD protocols is the asymptotic keyrate. We propose and analyze
several new classical processing protocols for QKD, that improve the maximum asymptotic
keyrate for qubit-based BB84 and six-state protocols. These protocols only modify the
classical stage of Quantum Key Distribution protocols, and hence can be implemented with
relative ease. These protocols extend and generalize the work of [39]. We also compute
keyrates for the protocol in [19], which until now had only been analyzed for individual
attacks. Some of the protocols we study do not implement IID blockwise processing. We
provide a rigorous analysis of their keyrate which is novel and interesting.
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Chapter 1

Introduction

Quantum key Distribution (QKD) [3, 13] is a cryptographic protocol that enables two
parties, Alice and Bob to share an information-theoretically secure key using a completely
insecure quantum channel, and an authenticated classical channel. Unlike classical key
sharing protocols, whose security depend upon the computation assumptions on the ad-
versary Eve, and/or on the computational hardness of certain mathematical problems,
keys generated via QKD protocols can be shown to be information-theoretically secure
[30, 28, 36, 20]. The proof for QKD protocol security is based only upon the properties
of quantum mechanics, and assumptions on the functioning of local devices. This is not
the only reason why QKD protocols are relevant today. In the case of classical key-sharing
protocols, all the transcripts and communication can be copied and stored indefinitely until
faster computers, or mathematical breakthroughs in algorithms allow future technology to
break the encryption. Thus, classical protocols cannot guarantee security against future
advancements in cryptanalysis. In contrast, keys generated using QKD are as secure in
the future as they are at the moment of the generation. This property of QKD makes it
an attractive protocol to have in our cryptographic arsenal.

QKD protocols typically involve Alice preparing some signal states and sending them
to Bob, who performs measurements on them. After this stage, both Alice and Bob hold
classical data pertaining to the states sent and measurement outcomes obtained respec-
tively. In the parameter estimation step, they publicly announce a fraction of the data to
determine whether or not to abort or proceed with the protocol. If they chose to continue
with the protocol, Alice and Bob now possess classical data that they wish to transform
into a shared secret key. In general, they may perform any sequence of operations to do
this job. It is this classical protocol, which Alice and Bob implement to transform their
classical data to a secret key, that is the topic of study in this thesis.



The asymptotic secret key rate, i.e the fraction of secret bits generated per signal
sent, is an important metric for the analysis of QKD protocols. Many techniques such as
advantage distillation [28, 22, 33], or noisy preprocessing [28], or others [16, 32, 15, 38, 25]
have been proposed over the years to improve QKD keyrates. However, there is still a gap
between the maximum known keyrates for these protocols, and the known upper bounds
to keyrates [23, 24, 8, 27]. While noisy processing does provide small improvement in
keyrates, advantage distillation typically yields very low keyrates (although it enables key
generation at high QBER). Thus, it is natural to ask whether further improvements are
possible.

In this thesis we tackle this question by inventing new classical protocols that improve
upon the best known asymptotic key rates for qubit-based BB84 [3] and six-state [(] pro-
tocols. Our protocols involve two-way classical communication [1, 17, 2]. Since we propose
to change only the classical stage of the protocol, keeping the signal states and measure-
ments the same, our protocols are relatively easy to implement. Our main contribution
is using two ideas, generalized from Watanabe et al [39], in new ways. First, Alice and
Bob can “partition” their data into different subsets of the partition depending upon some
predecided rule. If they do so, then conditioned on them obtaining data belonging to the
same subset, their data is better correlated and more of it can be mapped to the key. If
they do not obtain data that belongs to the same subset of the partition, then their data is
poorly correlated, and it may be better to discard it. Second, Alice and Bob can determine
which of the above case is true by performing error-correction on the partition information
rather than revealing it openly. In typical cases, this leads to less information leakage to
Eve and more key.

Lietzen et al [19], also building upon the work of Watanabe et al, recently proposed
a new protocol to increase QKD key rates that has so far only been analyzed in the case
of individual attacks. In this thesis, we are able to compute (asymptotic) key rates for
this protocol for collective attacks. This protocol is tricky to analyze, since it does not
implement IID blockwise processing, which is usually the case in generic QKD protocols.
L.e, it does not divide all the signals into blocks and then implement the same operation on
every block. We provide a rigorous analysis of this protocol that is novel and interesting.
Our approach may have applications in analyzing other protocols without IID blockwise
processing as well.

One significant problem in analyzing the protocols we propose is that one has to consider
block sizes of more than one signals for classical processing. This means that if the protocol
involves blocks of b signals, which each block processed identically, then describing Eve’s



information on the key requires modelling Eve as possessing at least a 4° dimensional state!.
This requires us to diagonalize large matrices for key rate computations. We use several
simple linear algebra tricks that allow us to vastly reduce this computational cost for our
protocols for Bell-diagonal states. For the purposes of key rate calculations, we restrict
our attention to Bell-diagonal states shared between Alice and Bob, and argue that this
restriction can be done without loss of generality. For the entirety of this thesis, we work
in the IID collective attack scenario [29], where Eve can have arbitrary quantum memory
and attacks each signal in the same way with a fresh probe. In the asymptotic regime, this
can be shown to be equivalent to coherent attacks using techniques such as the quantum
de Finetti theorem [25] and the post-selection technique [7] 2.

This thesis is structured as follows. In Chapter 2, we give a brief overview of the
basic concepts of quantum mechanics, quantum information theory, and QKD required to
understand this thesis. In Chapter 3, we present two of our new protocols, and their key
rate analysis followed by results showing improvements over our benchmarks. In Chapter
4, we present one new protocol and another protocol from [19], along with their key rate
analysis and results. The first two protocols can be analyzed relatively easily, since they
implement IID blockwise processing (see Sec. 3.2.2). The last two cannot, and we present
some technical arguments needed to compute keyrates for these protocols in Sec. 4.1.2 and
Sec. 4.1.3. This discussion might be of relevance even outside of this thesis. In Chapter
5, we present some concluding remarks and discuss some open questions. The appendices
allow us to reduce the computational cost of computing our keyrates. In Appendix A, we
show that without loss of generality, for all the protocols in this thesis, it can be assumed
that Alice and Bob share a Bell-diagonal states. In Appendix B, we explain some simple
linear algebra tricks we use for the keyrate calculations. In Appendices C, D, E and F, we
explain the keyrate computations for all our protocols in detail.

IEve can be assumed to be 4 dimensional for each signal for the qubit-based protocols.

2The caveat here is that the protocols must satisfy the permutation-invariant condition, which can
anyway be artificially enforced, albeit in an expensive manner, by performing a random permutation of all
the rounds.



Chapter 2

Background

In this chapter, we will present the relevant background necessary to understand this
thesis. We will also review definitions and setup our notation. The discussion of entropies
is primarily taken from [34], whereas the rest of the material is from [10].

2.1 Quantum Information Theory

2.1.1 Hilbert Spaces

To each system we wish to describe in quantum information, we will associate a complex
Euclidean space. To do so, let an alphabet be a finite and nonempty set, whose elements
we call symbols. For any alphabet X, let C* denote the set of all functions from X to the
complex numbers C. This set C¥ forms a vector space of dimension |X| over C, where
addition and multiplication are defined as :

1. Addition : for vectors u,v € C* and a € &, (u+v)(a) = u(a) + v(a).

2. Scalar Multiplication : For u € C* and a € ¥ and scalar ¢ € C, (cu)(a) = cu(a).
This vector space is a complex Euclidean space. We use C" to denote C* where ¥ =

{1,2,....,n}.

Definition 2.1 (Inner product space). Let F' denote a field that is either the real numbers
R or the complex numbers C. An inner product space is a real or complex vector space V'
with an operation

(L): VRV ->TF

4



such that the following conditions hold for all x,y,z € V and all scalars c € F :
1. Linearity :

(z,cy) = c(z,y)
(T, y +2) = (z,9) + (v, 2)

2. Conjugate Symmetry :
(@, y) = (y,2)"

3. Positive-definiteness : If z is not zero, then

(x,z) >0

One can then consider the following inner product (u,v) = Y .y u(a)*v(a) over the
complex Euclidean space. It is easy to verify that C* is a complex inner-product space.
For finite dimensions, this space can be shown to be complete in the norm and hence is
a valid Hilbert space' Henceforth, for any system A, we will refer to its the Hilbert space
associated with it via H4. The standard basis of C* is an an orthonormal basis given by
{eq : a € ¥}, where e,(b) = 1 if a = b and 0 otherwise,

Given n Hilbert spaces Hy = C*,Hp = C', one can construct the bigger Hilbert space
Ha®@Hp =C>T via (u®v)(ar,a2) = ulay)v(as).

2.1.2 Linear Operator Theory

The space of linear operators from H 4 = C* to Hp = C' will be denoted by L(H.a, Hp).
We will also use L(#H4) to denote L(H 4, Ha). To each operator X € L(H 4, Hp), one can
associate a matrix My after fixing a basis via :

Mx(a,b) = (e,, Xey)

We will refer to both the matrix My and the operator X interchangeably from now on.
The sum of the diagonal entries of an operator X € L(H4) is defined to be the trace of
the operator :

Tr(X) = ZX(@, a)

(A

In general, a Hilbert space is any inner-product space which is complete in the norm defined by the
inner-product. For infinite dimensions, this requirements is non-trivial. For finite dimensions, all the
Hilbert spaces are isomorphic to complex Euclidean spaces C?. In this thesis, we will only be concerned
with finite dimensional Hilbert spaces.



Definition 2.2 (Adjoint of an operator). The operator X € L(Hp,H.4) is the uniquely
determined operator satisfying

(u, Av) = (Atu,v)
for all u € H4 and all v € Hp.

We will need the following class of operators as we move forward :

Definition 2.3 (Important classes of Linear operators). Given H 4, we define the following
subsets of L(H ) as follows :
1. Normal Operators :
{X € L(H,) : XXT = XTX}

2. Hermitian Operators :
Herm(H4) = {X € L(Ha) : X = S'}

Every Hermitian operator is Normal.
3. Positive Semidefinite Operators :

P(H) ={X € L(HA): X =YY,V € L(Ha)}

Every positive semidefinite operator is Hermitian.
4. Density Operators :

D(rHA) = {X c POS(HA) : TI(X) = 1}
5. Subnormalized Positive operators :

PS(HA) = {X € POS(HA) : TI‘(X) < 1}

Given H4 and Hp, one can denote the set of linear maps from L(H4) to L(Hp) as
T(Ha,Hp), with T(Ha,Ha) = T(Ha). These maps can be classified as follows :

Definition 2.4 (Important classes of Linear Maps).
1. Positive Maps :

{®eT(Ha Hp: VX € Pos(Ha),P(X) € Pos(Hzp))}
2. Completely Positive (CP) Maps :

{PeT(Ha, Hp): VHe, VX € Pos(Ha® He), (PR I)(X) € Pos(Hp @ He)}

6



Definition 2.5 (Adjoint Map). Given a map ® € T'(Ha, Hp), the adjoint map denoted
by ®' is uniquely defined by

(B(X),Y)=(X,®1(Y)) VX € L(H4),VY € L(Hp)
Definition 2.6 (Trace Norm). The trace norm of an operator X € L(H ) is given by
1A]]; = Tr(VXTX)

where the operator v/ P corresponds to the unique positive operator that satisfied v PP =
P.

2.1.3 Quantum Mechanics

In general, we are interested in describing how quantum states are prepared, evolved,
transformed and measured. In this section, we will see how quantum states, and operations
on them, are represented.

Definition 2.7 (Quantum states).

e The state of a system A can be represented by a density matrix ps = D(H,). A state
pa is said to be pure if it can be written as py = wu' for unit vector u € H.

e A state is said to be classical if it is diagonal in the standard basis : i.e, if py =
> p(i) |e:) (e;|. A state p € D(Ha ® Hp) is said to be a CQ-state if it can be written as

p=3p00) |e) (e , @ p).

Definition 2.8 (Measurements). A measurement M is represented by a positive-operator
valued measure (POVM) {I';};cq C Pos(H4) such that > .., Iy = I. On measuring M,
the probability of obtaining outcome i is given by p(i) = Tr(I;p). The positivity and
normalization conditions on the POVMs ensure that p(i) is a valid normalized probability
distribution.

Definition 2.9 (Partial Trace). Given a state pap € D(H 4 ®@ Hp), the state on A is given
by the partial trace of p4p over B given by

Trp(pas) = pa= Y _ (14 ® (bj))pasla @ [b))
J
Definition 2.10 (Purifications). The purification of a state p4 € D(H4) is any vector

V) 45 € Ha ® Hp that satisfied Trp[|y) (¢] 5] = pa. Purifications are equivalent up to
unitaries on the purifying space Hpg.



2.1.4 Measures and Entropies

We have the following notion of distance between states.

Definition 2.11 (Generalized Trace Distance). For p, 7 € P<(H,) , the generalized trace
distance is a metric, and defined to be A(p,7) := 3|lp — 7| + 3| Te(p — 7)|. It reduces to

2
the usual trace distance when p, 7 € D(H4).

Definition 2.12 (Generalized Fidelity and Purified Distance). For p,7 € P<(H,), the
generalized fidelity is given by

2
F.(p,7):= <Tr IVovVT + /(1 —Trp)(1 — TI"T))
The purified distance is a metric and is given by

P(p,T)I \% 1_F*(p7T>

These quantities were first proposed in [35]. The two distance measures are related via
inequalities analogous to Fuchs-van de Graaf inequalities.

Lemma 2.13 (Lemma 3.17 from [34]). For p,7 € P<(H), the following inequalities hold

Ap,7) < P(p,7) < V/2A(p, 7) (2.1)

Definition 2.14 (von Neumann entropy). Let ps € Pos(#H4). The von Neumann entropy
of p4 is defined as

S(A)PA = Z _/\alog()‘a> (22)

where )\, is the ath eigenvalue of p4 2. The conditional entropy of A given B is written as
S(A|B)PAB = S<AB)pAB - S(A)PA'

Definition 2.15 (Min-entropy). Let pap € P<(Hap). The min entropy of A conditioned
on B of the state psp is defined as

Huoin(A|B),:= sup sup{A € R:pap < 27 M, ®op} (2.3)
O'BEPS(’HB)

2Tt is understood that Olog0 = 0



The min-entropy quantifies the amount of randomness present in the system A, given
access to system B. Another useful way to think about this quantity is as follows : Suppose
we receive the state p% with probability p(z), and are asked to guess X. This situation
can be described as a density matrix pxp = >, p(z)|z) (x| ® p%. The most general
strategy for guessing involves choosing POVMs P, corresponding to each guess, and mea-
suring the system B. Then, the probability of correct guess is given by p,(pxp, {P:}) =
> p(z)Tr(P.p%). The optimal guessing probability is then given by p,(G|B) = 2~ Hmin(XIB),
This has a nice operational interpretation of an adversary trying to guess X given access
to certain states conditioned on X.

Definition 2.16 (e ball). Let p € P<(H4) and let 0 < € < /Tr(p). We define the e-ball
of states in P<(H ) around p as

B(A;p) i= {1 € P<(Ha): P(7,p) < ¢} (2.4)

Definition 2.17 (smoothed min-entropy). Let pap € P<(Hap). The e-smooth min-
entropy of A conditioned on B of the state psp is defined as
He . (AlB),:= max H.i.(A|B); 2.5
mln( ‘ )P papEB(AB;p) mln( ‘ )P ( )
Here we have chosen to define the smoothed min-entropy via smoothing with respect to
the purified distance, rather than the trace distance as is done in [28]. We do this since our
results require the use of certain theorems that are proven only for the purified distance
version of the smoothed min-entropy. The interested reader can look at [34] and references
therein for more information.

Lemma 2.18 (Lemma 6.17 from [31]). Let € € [0,1) and let p € D(Hay ) be classical on
Y, where dy is the dimension of Y. Then,

Hyi(AlY B), > H

m.

i(A|B), — logdy (2.6)

This lemma essentially states that the decrease in the amount of uncertainty about A
that might result from revealing the classical register Y is at most the log of the dimension

of Y.

2.1.5 Miscellaneous

Theorem 2.19 (Chernoff-Hoeffding theorem). Let X;..X,, be IID random variables taking
values in {0,1}, and let p = E[X;] and € > 0. Then

Pr (Z’L_ >p— e) > 1 — ¢~ Dlp—cllp)n (2.7)
n

9



where D(z||y) is the Kullback-Leibler divergence and is given by

T 11—
D(z|ly) = 2ln— 4+ (1 — x)In
(@lly) = #in” + (1= 2)in

This theorem states that the probability of the sum of a large number of random
variables being significantly less than the expected value is very small. For our work, we
do not care about the scaling of the bound and only require the property D(z||y) > 0 with
equality iff x = y.

2.2 Quantum Key Distribution

A QKD protocol seeks to establish a shared secret key between two parties, Alice and Bob.
The key is required to be secret from any eavesdropper Eve. To do this, Alice and Bob
are given two channels : A completely insecure quantum channel, and an insecure and
authenticated classical channel. Note that if the classical channel is not authenticated,
Eve can simply impersonate Bob and no key generation is possible. At a high level, QKD
works because Alice and Bob can announce a part of their data in order to determine how
much information Eve could have stolen from the quantum signals. If this is too high,
Alice and Bob choose to abort the protocol. If not, Alice and Bob can implement further
steps to lower Eve’s information on the key. We describe the typical stages in the QKD
protocol below?.

2.2.1 A generic QKD protocol

1. Signal preparation, Transmission : Alice prepares a large number of entangled
states pap and sends B to Bob.

2. Measurement : Alice and Bob perform measurements on their part of the entangled
states to obtain some public information (typically basis choice, detection events) and
private information.

3. Parameter Estimation : Alice and Bob select some fraction of their data for
parameter estimation. They openly announce both their private and public information
to obtain the probability distribution p(a,b), where a, b are Alice and Bob’s measurement

3We describe an entanglement based (EB) protocol here. We will later show how prepare and measure
(PM) protocols can be reduced to EB protocols for the purposes of security proofs

10



outcomes 4. Alice and Bob accept or abort the protocol at this stage depending on their
observed p(a,b).

4. Sifting : Alice and Bob sift through their signals and discard a part of their data
depending on the public announcements.

5. Key Map : Alice implements a keymap which maps her raw data to the raw key.
This process may or may not involve communication with Bob. It is this stage of QKD
protocols that is the topic of this thesis.

6. Error correction (EC) and Privacy amplification (PA) : Alice sends error
correction information about her raw key to Bob. Bob will use this information to produce
a guess for Alice’s key. Additionally, there may be an error verification step performed,
where Alice and Bob compute hashes to verify (with high probability) whether their strings
are equal. Finally, Alice and Bob will implement privacy amplification by applying a two-
universal hash function onto their raw keys.

2.2.2 Source Replacement Scheme

We have described the EB (entanglement-based) QKD protocol above. In practise, instead
of creating an entangled state psp and then measuring her subsystem, Alice will simply
prepare and transmit signals from a set of predecided signals. The latter is known as the
Prepare and Measure (PM) protocol. The source replacement scheme [1, 10] allows us to
reduce all PM protocols to EB protocols, in such a way that any valid key rate for the EB
protocol is also a valid key rate for the PM protocol.

Let the PM protocol be such that Alice prepares the signal state [¢;) ,, with probability
p;. By the source-replacement scheme, it is equivalent for Alice to prepare the entangled
state

) anr = Zpi 19) 4 [90i) a1 (2.8)

and send A’ to Bob. If £ is the quantum channel that describes Eve’s attack, then the
joint state between Alice and Bob is given by

pag = (1a @ E)([V) (W] ar) (2.9)
If Alice performs a project measurement on A, then Bob receives the following state with
probability p;,
, 1 N
pp = —Tr[(|é) (i| ® Ip)pas] = E(|¢:) (i) (2.10)

7

4In any finite-size protocol, we only have a frequency distribution rather than a probability distribution.
However, since this thesis is concerned with asymptotic key rates, we are able to obtain exact statistics.
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which is identical to the one Bob would have received in the PM scheme. If in the original
PM scheme, Alice and Bob obtained p(i, j) as the probability distribution, then it is easy
to see that our pap will also have to satisfy

Te((|i) (i| © T7)pas] = p(i. 5) (2.11)

where {Fj3 } is the set of Bob’s POVMs. However, it is not enough to consider all states
pap with the above constraints as the set of possible states Alice and Bob share, since a
separable state Y. p; 1) (i| ® |¢;) (1] satisfies the above equation and yields zero keyrate.
One has to additionally argue that since Eve cannot affect Alice’s subsystem (since it never

leaves her lab), Trp(pag) = Tra(|¢) (¥| 4u)

2.2.3 Security framework

Definition 2.20 (Security of a Key). A key is e-secure (sometimes referred to as e-secret)
with respect to an adversary Eve if the state pgp, where K is Alice’s key register and E
is all of Eve’s information satisfies

1
§||PKE — Tk @ pplh <€

where 7k is the perfectly mixed state on K, and pgp is the output of the protocol condi-
tioned on not aborting °.

Since the trace distance is a measure of distinguishability of states, the above statement
states that the key is e-secure if it cannot be distinguished from the one obtained from the
ideal protocol except with probability e.

Definition 2.21 (Security of QKD protocol). A QKD protocol is e-secure if for all input
states, the output state pg,x,r satisfies

1
§||pKAKBE — Trakp @ pell1 <€

where Tk, k, = ﬁ > i |kk) (kk|, and pg,k,r be the output of the protocol conditioned
on not aborting.

5 Alternatively, one could let always let px g be the output of the protocol, with the understanding that
in case of abort, the key is mapped to a trivial symbol L
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In general the raw keys obtained from measurements are not secure. However, Alice
and Bob can use two-universal hashing to get rid of Eve’s correlations with the key.

Theorem 2.22 (Leftover Hashing Lemma, [30]). Let p € P<(Hzg) and be a classical n-bit
register on Z and € € [0, 4/Tr(p)). Let F be a two-universal family of hash functions from n
bits to [ bits, and let K be a classical I-bit register. Let Ur and Uk be the perfectly mixed
states on |F| and |K|. Let £ denote the map that applies the hash function randomly
chosen from F to Z to obtain the register K. Let wxzpr := E(pzr ® Ur), then we have

1 ipre B

In this theorem Z should be interpreted as the raw key register, E as all of Eve’s side
information and K is the final key register. The trace distance measures how far the final
key is from the perfect key. Note that in this theorem p represents the state of all our
signals. Denoting the smoothing parameter with €, and the final security parameter with
€, the above theorem gives us a condition on [ for obtaining e-secure key :

93 (M (ZIE),=142) | 9 < ¢

I < HS

min

(2.12)
(Z|1E), + 2 + 2log(e — 2¢,)

The above statement can be interpreted as follows : If one desires € security, then it can be
guarenteed by choosing a smoothing parameter ¢, < €/2, and an [ that satisfies the above
equation. The asymptotic keyrate is therefore simply given by
He (Z|E 2+21 — 2€5 . He (Z|E
K 2 111'11 mm( | )P +2+ Og(E € ) — hm mln( | )ﬂ (213)

n—o00 n n—00 n

This is difficult to compute for large n, unless the state p = ¢®" is known to be IID. In
that case, the following theorem can be used to compute the key rate

Theorem 2.23 (Asymptotic equipartition property [12]). For any o € D(H ap), then for
any € € (0,1), we have

2
Hy o (A% B gon > nH(A|B), — v/n(2log(1 + 2dim(A)))4/log=
€

HeE

min(

AB|BO) o

n

>

The main property that we will need for asymptotic keyrates is lim,, o
H(A|B),.
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2.2.4 BB84 and Six-state protocols

In this section we will describe the BB84 and six-state protocols that are studied in this
thesis.

1. Signal transmission (PM scheme) : Alice chooses the basis Z with probability
pz and sends the states |0),|1) with equal probability. Alice chooses the basis X with
probability px and sends the states |+) = %, |—) = % with equal probability. For
the six-state protocol, Alice chooses an additional basis Y with probability py and sends
the states |+i) = %, |—i) = % with equal probability.

1. Signal transmission (EB scheme) : Alice prepares the Bell state |p,) =
000 ap* M ap and sends the qubit B to Bob. Alice measures her system A in the basis
X with probability px, and basis Z with probability p,. For the six-state protocol, Alice
chooses an additional basis Y with probability py. The POVMs for each basis are given
by Fx = {|+) (+], =) (=}, Fy = {|+) (+i], [=0) (=i[}, Fz = {[0) (O], |1) (1]} For each
outcome, the total information is split into public information (basis choice) and a 1-bit
private information (outcome given basis choice).

2. Bob’s Measurements : Bob’s measurements are identical to Alice’s. Bob mea-
sures his system B in the X basis with probability px, and Z basis with probability p,.
For the six-state protocol, Bob chooses an additional Y basis with probability py. Bob
flips the Y outcomes, since Y outcomes are anti correlated for |¢, ).

3 Parameter Estimation : Alice and Bob will announce the measurement results of
some test rounds. They will obtain the probability distribution p(a,b). Alice and Bob will
then compute the QBERs (quantum-bit-error-rates) in each of the the basis Qx, Q7 and
Qy (Qy for six-state only). They will choose whether or not to abort the protocol.

4 Sifting : For the remaining rounds, Alice and Bob will announce their basis choice
and sift through their data to discard all rounds where Alice and Bob chose different basis.

Remark In this thesis, for simplicity we will use asymmetric basis choice with the Z
basis chosen for key generation. Therefore, all X and Y measurement rounds will be used
in parameter estimation, and p; can be set arbitrary close to one °.

6. Key Map : Alice and Bob will then implement a protocol that results in Alice
implementing a keymap on her data to obtain a bit string. For example, Alice could simply
map measurements |0) (0 to 0, and [1) (1] to 1. In this thesis, we will study improved ways
of performing this map.

6. EC and PA : Alice sends error correction information (if required). Alice and Bob

implement privacy amplification.

6Essentially this allows us to do PE by sacrificing a negligible amount of signals to basis-mismatch
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In this thesis we look at various classical methods for Alice and Bob to implement the
keymap. We will show that some of these methods are lead to higher asymptotic secret
key rate. We will work under the IID collective attack assumption, where we assume that
Eve chooses a fresh probe to attack each new signal Alice sends to Bob. Eve is allowed
unlimited quantum memory, and can perform any valid operation on her system and the
signal, as long at it is the same for all the signals.
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Chapter 3

Protocols for Classical Processing in
QKD -1

In this chapter, we will look at two new classical protocols proposed in this thesis. These
classical protocols describe how Alice and Bob transform their measurement results into
a secret key. We first setup our notation and describe the setting in which we propose
and study these classical protocols. Then, we describe the simplest of our new classical
processing protocols, which is a generalization of the protocol from Watanabe et al [39].
Next, we will turn to its key rate analysis and results. We will then move on to the
second classical processing protocol, and explain the protocol itself, its key rate analysis
and results.

3.1 Preliminaries

We analyze our proposed classical protocols for qubit-based BB84 and six-state protocols
in the asymptotic regime, with asymmetric basis choice. This means that the signal prepa-
ration, transmission and measurement phase of our protocols is exactly identical to the
qubit-based BB84 and six-state protocols. We use only the Z basis for key generation.
Using the equivalence between prepare-and-measure and entanglement-based schemes, we
assume the latter from now on. Thus, our protocol consists of Alice and Bob receiving a
state and performing measurements in the standard X, Z (and Y for six-state) basis on
it. We assume that Bob flips his Y outcomes, since the Y outcomes in the entanglement-
based scheme are anti correlated. This is done purely for convenience, so that the “error”
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in Y basis corresponds to Alice and Bob obtaining different outcomes. In the asymptotic
regime with collective attacks, parameter estimation allows Alice and Bob to know the
exact statistics of the states they share.

For all the protocols we consider, we can show that one can assume that a Bell-diagonal
state is shared between Alice and Bob. This can be argued similar to the approach in
[39, 11], and is done in Appendix A for all our protocols. Note that this Reduction to
Bell-diagonal states is only used at the last step of the keyrate calculation, when we are
required to compute the conditional entropy. In this case, the state shared between Alice
and Bob can be written as

paB = Ao |d1) (D] + A |do) (@ + Az [¥0) (o] + Az o) (-], (3.1)

where the \;s are related to QBERs via, Qz = Aa + A3, Qx = A1 + A3, Qy = A1 + Ao and
the Bell states are given by

~100) + [11) ~100) — [11)
|¢+> - \/5 ) |¢*> - \/5 (32)
by = 1OD+ 10} by = -1

V2

We can assume Eve holds a purification of the form

[0) ape = V20 [64) leo) + VM 16-) [er) + v Ao [ lez) + v/ A3 1) [es) (3-3)

where |e;) are orthonormal basis vectors for Eve’s system. Let the set of states that satisfy
QBER constraints be given by I'. Let I'ge be the set of states satisfying QBER constraints
and which are Bell-diagonal between Alice and Bob.

V2

After Alice and Bob perform their measurements (in the Z basis since that is the only
one used to generate the key), the state is given by

pxve= Y )@ y) (ylo k" (3.4)
z,y€{0,1}

where X and Y denote Alice and Bob’s classical registers storing measurement results and
ppt = Trl(|z) (x| @ |y) (Y| @ Ig) |¢) (Y| 45p] is the state of Eve’s system conditioned on
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Alice and Bob measuring z,y. Eve’s conditional states are given by

p;gy = |6x y> <ex7y|

eoo) = 1/ 22 leo) + y/ 2 e
\61,1>:\/TO|€0> \/)\T!eﬁ (3.5)
eoa) = /22 fea) + /22 fes)
exo) = AQ 2 Jes) Ai”  Jes

Observe that since the space spanned by {|ego) , |e1,1)} is orthogonal to the space spanned
by {leo.1) ,|e10)}, Eve can be assumed to always know the value of x @ y. This is because
her conditional states are block-diagonal in x & y.

We wrote the above equations for measurements undertaken on a single p45 shared in one
round. However, our classical protocols will require Alice and Bob to process blocks of
n-bit each in some manner. Thus, one can easily generalize the above discussion to n bits,
and write

pxve= Y px,y)l) (=] ®y) (vl o3

z,yeFy

® PE" = leay) (€ayl (3.6)

|€ay) = ® |€a.y) -
i=1

In general, the information Eve has on the key is completely a function of the conditional
states above. However, for an n bit block, these conditional states are 4" dimensional
positive matrices, and are thus in general difficult to diagonalize and compute entropies
on. However, one can make use of the fact that p%” is orthogonal to p‘g’yl ifedy#£2' ey
to obtain a block-diagonal matrix that is simpler to diagonalize. This and other such tricks
are widely used to complete the last step of the key rate calculations in this thesis, and are
collected in Appendix B.
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3.2 Compressed Partition Announcements (CPA)

This protocol ! extends and generalizes the ideas from [39]. At a high-level, the protocol
works as follows: For each block, Alice and Bob divide implement a partition on their
data, classifying each block of data into subsets of the partition depending on some of its
its parities. Thus, each subset can be labelled by parity strings. They then communicate
and determine the blocks where they obtained the same parity string (i.e, subset of the
partition) vs the blocks where they did not. Alice can then choose to map more of her bits
to the key when she knows that her and Bob’s data have matching parity strings, since
their data conditioned on parities matching is better correlated.

One typical way for Alice and Bob to determine their parity string match/mismatch
status is for Alice to announce to Bob (and Eve) her parity string and for Bob to respond
with a match/mismatch status. This does the job but drastically lowers keyrate since the
announcement leaks the entire parity information to Eve.

In [39], the authors note that in general, Alice and Bob’s parities are correlated. Hence,
Alice can choose to send error correction information for her partitions to Bob, and Bob
will be able to decode her parity strings and reply with a match/mismatch answer. Typi-
cally, especially for lower error rates, this error correction based approach leaks much less
information to Eve than the direct announcement of parity strings. In [39] the authors pro-
posed a specific protocol involving error-correction of parities, and partitions determined
by parities of two-bit blocks. In this thesis, we have extended this to partitions determined
by an arbitrary set of parities of the block.

3.2.1 Protocol description

e Alice and Bob divide their raw data into blocks of n bits X and Y.

e Alice and Bob use a predecided n — k x n parity check matrix H to compute their (n— k)
bit parity strings Px = HX(Py = HY) for each n bit block.

e Alice sends error correction information for Bob to decode Px for all n bit blocks. Bob
sends feedback F' = 0 if Pxy = Py, and F' =1 if Px # Py, for each n bit block.

e Alice maps Px to the key register Z if F' = 1 (parity string did not match) and X if
F = 0 (parity string match).

e Alice and Bob perform error correction (EC) and privacy amplification (PA).

See Fig. 3.1 for an example of the CPA protocol for H = ((1) (1) 1 1 (1) (1)> It is useful

LCPA has no relation to chosen-plaintext attacks
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Figure 3.1: An example of our CPA protocol for H = <O (1) } 1

0 0
11

to think of this protocol as advantage distillation (AD) with “improved” announcements,
as we are able to obtain some key out of the parity string Py. In usual AD protocols, this
Py is announced directly, and hence cannot be used in the key. In fact, the above protocol
with Px announced directly is exactly equivalent to the AD protocol.

3.2.2 Keyrate calculations for protocol with IID blockwise pro-
cessing

In the usual version of QKD classical post-processing, Alice and Bob make some announce-
ments (announcing for example basis choice), sift and discard signals, Alice implements a
keymap, and then proceeds to do error correction. The error-correction step always occurs
after the end of the keymap 2. For a protocol that follows the above steps in that order,
and for IID collective attacks, the key rate can be shown to be equal to the so called

2Although error correction is just another announcement, it is treated differently from announcements
of basis choice in our security proof
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Devetek-Winter formula [11]:

K > min S(Z|E) ~ S(Z|Y) (3.7)

where Z is Alice’s key register, Y is all of Bob’s information, and F is all of Eve’s in-
formation (including all announcements other than error correction), and I' is the set of
feasible states that satisfy the constraints obtained from parameter estimation. The first
term can thought of as a measure of Eve’s uncertainity about the key, and the second term
represents the number of bits leaked during error correction to Eve. The sifting can be
modelled as Alice mapping the key to L or “discard”.

The CPA protocol involves an error correction step prior to the keymap (when parity
string Py is corrected), in addition to an error correction step after the keymap. Thus it
is not obvious whether the above formula applies, even when counting information leakage
during both error-correction steps. It is instructive to go over the steps involved in the
keyrate calculations in some detail. We will find this useful in later protocols as well, when
we encounter non-IID keymaps.

Let N be the total number of signals, and let Z denote the total key register, while
E denotes Eve’s quantum system, C denotes all classical communication revealed during
all error correction, and F denotes feedback from Bob. We split up the classical com-
munication into separate registers because they are handled differently. F' is blockwise
announcement whereas C' “mixes” up the blocks and we are forced to bound its effect in
a different way.

From Eq. 2.13, to compute an achievable asymptotic keyrate K, we wish to compute
a lower bound on

- o = =

lim HS, (Z|EFC)/N.

N—oo min
Our first step is to split off the information leaked during error correction via
H W (Z|EFC) > HE, (Z|EF) — log(dim(C)) (3.8)

(Lemma 6.17 [31], Lemma 2.18), where dim(C) is the dimension of C. We stress that the
above statement is valid for any classical c , regardless of when and how it is computed
and revealed in our protocol. log(dim(C_" ) can be estimated by counting the number of bits
required for error correction. One can use the Slepian-Wolf theorem for the optimal value

for each step of error correction in the protocol [31].

Now we are left with lower bounding H<,. (Z|EF), for which we use the fact that the
output state of our protocol is obtained by [IID block-wise processing of IID input states.
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Let n be the blocksize of processing, i.e Alice and Bob process each block of n signals
QN/n

identically and separately, according to some map 8 (AB)" 2 F which acts on all the N/n
blocks. Since this map acts on the state pQ pp» the result of the above operation is also an
IID state with N/n copies given by pynp’ = (EQZJE/Z_)ZF ® I)p5N . In this case, one can
use the AEP property (Thereom 2.23) to compute the asymptotic keyrate using

I mln(Z‘EF) ?gl/wn lS(Z|EF)PZEF _ S(Z|EF)pZEF (39)

N—o0 N _n N/TL n

If we let djearc be the number of bits leaked during error correction per block in c , then the
keyrate is given by
S(Z|EF — Olea
K = min SZIE ) pzpr = Ot (3.10)
pel’ n

where we take the minimum keyrate over all states that can lead to Alice and Bob’s
observations. Note that here we see that all classical side-information is modelled and
assumed to be known to Eve, but in two different ways. For blockwise communication (eg.
F ), we explicitly give the register to Eve and compute its effect on the conditional entropy,
whereas for communication that “mixes” all blocks (eg. error correction communication
5), we bound its effect by subtracting the number of bits. This will be a common feature
of all our analysis for all our protocols.

3.2.3 Keyrate analysis

The CPA protocol implements blockwise IID processing. Therefore the asymptotic keyrate
is given by an slightly modified version of Eq. 3.10 :

S(Z|EF) —§Y —§®
KCPA — min ( ’ ) leak leak
pel’ n

(3.11)

where Z is the key register, F is Eve’s quantum system, F'is the feedback from Bob to Alice
for each n bit block. The 51(61531{ term is the number of bits per block sent from Alice to Bob
for correcting the partition strings, and is equal to S(Px|Y") by the Slepian Wolf theorem.
The (51(21( term is the number of bits per block sent from Alice to Bob for correcting the raw
key, after partitions have been corrected, and is equal to S(Z|Y Px). These terms together
count all the bits leaked during error-correction steps in the protocol. Thus, the key rate
is given by

rn

Kepa = min 1 <S<Z|EF) — S(Z|Y Py) — S(PX|Y)) (3.12)
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If pmaten 18 the probability of partitions matching (F' = 0), for the keymap Alice implements
we have

S(Z|EF) = pmaten (S(X|E, F = 0) + (1 — Prmaten) S(Px|E, F = 1)
S(Z|Y Px) = S(Z|YPxF) = pmatenS(X|Y Px, F' = 0) + (1 — praten) S (Px|Y Px, F = 1)
(3.13)
where we have used that F' is a function of Y, Px. Since S(Px|Y Px,F = 1) = 0, the
keyrate can be rewritten as

1
pel’ n
(3.14)
+(1 _pmatch)S(PX|E,F = 1) - S(Px|Y)>

At this point, for minimizing the above function, we can without loss of generality restrict
our attention to Bell-diagonal states satisfying our QBER constraints (see Appendix A).
Therefore, our keyrate is given by
1
Kcpa = min — (pmatch (S(X|E, F=0)-S(X|YPx,F= 0))
pElBen M
(3.15)
+(1 _pmatch)S<PX|E7F = 1) - S(Px|Y))

More details about how the above expressions are actually computed can be found in
Appendix C.

3.2.4 Results

We compute keyrates for a number of choices of the partition matrix H. We compare our
keyrates against two benchmarks. “Watanabe” refers to the keyrate obtained from [39],
which is simply a special case of our CPA protocol with H = [1,1]. We also compare our
keyrates against the best repetition code advantage distillation protocol at that error rate,
optimized over all possible blocksizes.

Note that in [39], it is argued that the keyrate of the CPA protocol cannot be lower
than the corresponding protocol where Alice announces Px directly. Therefore, the keyrate
for a protocol where Alice announces Py is a valid lower bound on Kcpa. For H = [1,1],
this means that the repetition-code advantage distillation keyrate [28] with blocksize equal
to 2, is a valid lower bound on the Watanabe keyrate. In [39] it was shown that the
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keyrate obtained from Eq. 3.15 is sometimes lower than this lower bound, and in such
cases the repetition-code AD keyrate should be treated as the CPA keyrate. Since we
have repetition-code advantage distillation keyrates as our benchmark anyway, we plot the
Watanabe keyrate as the one evaluated by Eq. 3.15.

However, this leads us to the interesting question of why Eq. 3.15 yields a lower keyrate
than the keyrate for the protocol with direct announcement of parity strings. The answer
is the difference in proof technique. To put it simply, announcements that can be modelled
as IID announcement (say F' or Py) for each block of data can be “included” in Eve’s
information explicitly, by computing S(Z|EPx) instead of S(Z|E). Thus when Px is
announced directly, Px as a register can be given to Eve. However, announcements that
“mix” together all the blocks (such as error correction) are treated by simply subtracting
the number of bits of the announcement from the smooth min-entropy term. The above
paragraph illustrates that the latter method is not tight.

For both six-state and BB84 protocols, we test the keyrate from the CPA protocol for
all H upto n = 5, for equal QBERs in all basis. We find that only a handful of choices
lead to improvements over both our benchmarks. We plot the three scenarios where we
obtain an improvement in Figs. 3.2, 3.3, 3.4. Our final keyrate expression is such that H
is equivalent upto permutation of rows (due to IID input), and permutations of columns
and row additions (both of which implement a permutation on the key register). Therefore
such choices are not treated as separate choices of H. Exhaustive search over all values of
H for higher values of n is not feasible, although we can compute keyrates for an individual
H with n as high as 10.
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Figure 3.2: Six-state keyrate for the CPA protocol with H = [1,1,1]. We find that the
CPA keyrate is higher than both our benchmarks for some range of QBER.
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Figure 3.3: BB84 keyrate for the CPA protocol with H = [1,1,1]. We find that the CPA
keyrate is higher than both our benchmarks for some range of QBER.
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Figure 3.4: BB84 keyrate for the CPA protocol with H = [1,1,1,1]. We find that the CPA
keyrate is higher than both our benchmarks for some range of QBER.

We test H corresponding to repetition codes for blocksizes upto 40, for which an ana-
lytic answer is possible (see Appendix C). We find no improvement over the Watanabe
benchmark for the six-state protocol.

3.3 Sequential Compressed Partition Announcements
(SCPA)

In the previous protocol we considered, for each block Alice and Bob first determined if
their data belongs to the same subset of partition or not. This was done by comparing
their parity strings. Instead of Alice announcing her parity string directly, Alice sent
error correction information to Bob. Bob would then announce whether the parity strings
matched or not. In this process Alice and Bob would correct the entire n — k bit parity
string for all the blocks in one go.

In the next protocol, instead of correcting the entire parity string in one go, Alice and
Bob correct them bit-by-bit. And they stop correcting as soon as an error is found i.e,
when it is known that the partitions are different. This translates to a lower number of
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Figure 3.5: An example of our SCPA protocol for H = (

bits communicated during error correction, but also leads to a shorter key. Thus there is

1 1110
00111

a trade-off, which in some cases leads to a higher overall keyrate.

3.3.1 Protocol description

e Alice and Bob divide their data into n bit blocks X and Y.

e Alice and Bob use a pre-decided n — k x n parity check matrix H to compute their parity
strings Px = HX(Py = HY') for each n bit block. Then, for round j, with 7 going from 1

to n — k, Alice does the following :

a) Alice sends error correction information for the jth bit of all blocks whose previous

partition bits had no error.
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b) Bob provides feedback F; = P)(g) @ Py ) to Alice for each of these blocks. For
remaining blocks (i.e, blocks which had some error in previous parity bits), Alice and Bob
set [ = L.

c¢) All corrected parity bits are mapped to the key. Alice and Bob move to the j + 1th
round.

e For the blocks where all parity bits were without error, Alice maps the entire block to
the key (instead of just the parity bits) and performs EC.

e For blocks where an error is found in the parity string, only the part of the parity string
already corrected is mapped to the key.

e Alice and Bob implement PA.

Since Alice and Bob only correct blocks where previous bits had no errors, the cost of error
correction is lower than CPA. However, the length of the raw key is also lower. Thus there is
111100
001111
One can view this protocol as first performing on error detection step over the partitions.
At the end of the error detection step, Alice and Bob are left with two types of blocks :
those where an error was detected (where they map only the corrected parity bits to the
key), and those where no error was detected (where they map the whole block to the key).

a trade-off. See Fig. 3.5 for an example of the SCPA protocol for H =

3.3.2 Keyrate analysis

Since this protocol also implements IID block-wise processing, our analysis from Sec. 3.2.2
is applicable here. The asymptotic keyrate of the protocol will then be given by,

S(Z|EF) =S " ks _ 5t
KSCPA — min ( ’ ) Z leak leak (316)
pel’ n

where Z is the key register, F is Eve’s quantum system and F' is the feedback from Bob

to Alice for each n bit block. 51:3]ak is the number of error correction blts sent per block

from Alice to Bob in the jth round (to correct the jth parity bit), and (5 eak is the number
of error correction bits sent after the last round is completed. We can again show that
it is enough to restrict the above minimization to Bell-diagonal states (see Appendix A).
Therefore,
S(Z|EF) =Yk el) — st
KSCPA — min ( | ) Z leak leak (317>

PE ben n

Now, we can simplify the above expression as follows. For each block, let N be the number
of the round where the first error is found (Ng = L if no error is found in any round for
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that block). Let p; be the probability that Ng = j, for j € {1,2..,n — k, L}. Since Eve
can be assumed to know the location of errors, she can also be assumed to know F' and
Ng. Since F' and Ng are known to Eve, we can write

S(Z|EF) = S(Z|ENg)

n—k
-3 M pO _ _ (3.18)
= pZS(PX PX ’E,NR—Z)—FPJ_S(X’E,NR—J_)

=1

Note that F' and Ng are equivalent in that Np = j & F, =0Vi <j, F; =1, F; = L Vi >
J.

The error-correction cost can be computed in a similar way. In reach round j, where
1 < j < n—k, Alice sends S(P¥)|YP)(<1) . ..P)(g_l)Fl = 0,...,F;_; = 0) bits per block
for only those blocks whose previous parities had no error. The probability of a block
having no error until round j is given by 1 — z;ll pj—1. In the last round, Alice sends
S(X|YPx,F, =0,.., F, = 0) bits per block, and a given block reaches this round with
probability p,. Therefore, the number of bits per block sent during error correction in
each round can be written as

89 = (1 —p — . )S(PP Y PV PYV F = 0. .F_ =0)

W (3.19)

51eak = pJ_S(X’YPX7 Fl---ank = 0)
More details about how the above expressions are actually computed can be found in
Appendix D.

3.3.3 Results

We test all choices of H for n up to 3. For both BB84, and six-state, we find only one
choice (upto permutation of columns) improves over our benchmarks. Due to collective
attack assumption, H is equivalent upto permutation of columns. The results are plotted
in Figs. 3.6, 3.7. Again, it is difficult to do an exhaustive search over all choices of H for
higher n, even though the keyrate for any individual H up to n = 10 can be computed. We
did compute keyrates for a number of values of H for large n, however we did not obtain
any interesting results there.
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Chapter 4

Protocols for Classical Processing in
QKD - 2

In this chapter, we will look at two new classical protocols proposed in this thesis. For
each of these protocols, we will first explain the protocol description, followed by the
computation of keyrates and results. Both these protocols cannot be easily fitted into
the IID blockwise processing framework, and thus we need to invent a fresh approach to
compute their keyrates. The first of these protocol was proposed and studied by Lietzen
et al [19], with a weaker security proof against individual attacks, where Eve is forced
to measure her registers after the signals are transmitted. We are able to provide a full
security proof and compute the keyrates for collective attacks.

4.1 Recursive Protocol

One can build a new protocol by using the CPA protocol as a building block and applying
it recursively. We start with the CPA protocol with H = [1, 1], where the parity string is
the parity of two-bit blocks, i.e, the Watanabe protocol [39]. Each two bit block z1, x5 can
be viewed as the parity bit x1 & x, and the ‘remaining’ bit ;. One can view this protocol
as one which always maps the parity bits to the key, but maps the remaining bit to the
key depending on feedback from Bob.

In the Recursive protocol, Alice always maps the parity bits of two-bit blocks to the key
(after sending error-correction information for it), and receives Bob’s feedback. However,
depending on Bob’s feedback, instead of mapping the remaining bit to the key directly,
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Figure 4.1: An example of the Recursive protocol for ¢t = 3.

Alice instead “promotes” it to the next round of the Recursive protocol. Thus, the remain-
ing bits in each block whose parity matched are put together into a new string to be run
through the next round.

This protocol was first studied in [19]. However their analysis assumes Eve measures
her quantum register before the classical protocol starts, while we compute keyrates in the
general setting without this assumption.

4.1.1 Protocol description

e For round j starting from 1 to ¢ — 1, Alice and Bob perform the following operations

a) Alice and Bob receive a set of input bits from the previous round, that they divide
into smaller blocks of size 2. For the first round, the input bits are the raw data.

b) Alice computes the parity of each of the blocks, and sends error correction informa-
tion to Bob. Bob decodes Alice’s parities.

¢) For each of these blocks, Bob provides feedback to Alice. Bob replies with Fl-j =0if
the 7th block in the jth round has matching parities, and Fij = 1 if not.

d) Alice maps all the corrected parities to the key.
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e) For the blocks whose parity matched, Alice and Bob promote the first bit of the
block as the input bits to the next round.
e In the terminal round ¢, Alice maps all input bits to the key.
e Alice and Bob do EC and PA.
Note that setting ¢ = 2 recovers the Watanabe protocol. See Fig. 4.1 for a schematic of
the protocol for t = 3 rounds.

4.1.2 1IID Structure in the Recursive Protocol

Let N be the total number of signals, and let Z denote the total key register, while E
denotes Eve’s quantum system, C' denotes all classical communication revealed during error

correction, F' denotes feedback from Bob, and A denotes announcements made by Alice.
We split up the classical communication this way because they are analyzed differently.
For instance C is split off by counting the number of bits leaked in it. The rest are not.
Note that the Recursive protocol does not require us to have a A register, since all of
Alice’s communication can be modelled in C. However we will include it in our analysis
since it is required in the next protocol we consider.

One can easily see that for this protocol, it is not the case that the final state Prpri=
o™ for some lkey Or 0, » . The final state is not IID, and therefore one cannot directly

utziﬁgé the discussion from Sec. 3.2.2, as is usually done in the analysis of QKD keyrates.

We do have some structure in the Recursive protocol. All tests are identical, and all
blocks once created are treated identically. However, in each round there is a “re-blocking”
of bits into new blocks. These new blocks are not fixed a priori, but depend upon the
outcome of tests. Additionally, since the number of blocks passing the test is a random
variable, apart from the first round, every other round generates a variable length of the
key.

-
- <

Our approach is as follows : Our task is to compute H;in(Z|EA ). Let W=XaY.
Note that since F is a function of W, HS, (Z|EAF) > He, (Z|EAWF) = HE, (Z|EAW).

min min
This means that giving W to Eve instead of F can only increase her power. Thus the
keyrate for a protocol that announces W is a valid lower bound keyrate for a protocol that
announces F. Note that W is a register that does not physically exist at any point in the
protocol. However, giving it to Eve makes our task easier, since it is an IID announcement
that we have swapped for the non-IID announcement F. We will later show that this step

does not lead to any reduction in the key rate by our approach.
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Let Z denote the key generated during round i, i.e, the parities of the blocks generated
in round ¢ (unless 7 is the terminal round, in which case Z is simply equal to the input to
round 7). Since the number of bits of key generated in round i is not fixed, we assume that
Alice pads the key generated with |s to make ZZ a constant length register !. Similarly, we

also assume that A is also padded to maintain constant length. Therefore let us concern
ourselves with the structure of the state p 2. AEW which will be necessary to compute
our key rate. Our state at the start of the classical processing protocol can be written as
PN - We will start by considering the part of the key generated in round i. Let L; be

the classical register denoting the number of bits of key in Z;. In general, Py 7%
A
2 Prob(Li=0p; 5 g

If L; = [, we know there are [ bits mapped to the key in the ith round. Each of these
key bits (assuming i is not the terminal round), is the parity of some two bits input to
round 4, which can be seen from step (a) of our protocol description. Each of these two
bits in turn came from some two bit block of round (i — 1), for a total of 4 bits input to
round ¢ — 1. Thus, each bit in 7, is obtained from the processing of some 2° bit block of the
input signals. Although we do not know a priori the location of the signals that make up
this block, we will see that the locations do not matter. Each bit in Z; is generated from a
disjoint set of 2! signals. Let us call these the “primary” blocks for round i. These primary
blocks are blocks of signals having errors W@ that pass all the parity matching test up to
round i, to generate 1 bit of key in round i. Therefore each 2! bit block generates 2=! bits
of key in the first round, 272 bits in the second round, ... , 2 bits of key in round 7 — 1,
and 1 bit of key in round i. Grouping these blocks together, we can rewrite our starting
state as

W

¢! (2) ) rest, L; =1
PRYEW|Li=l = Pxympowmn D Pxovo oo @ Pxoyosowe @ Pxyew (4.1)

(k)
XOV@EOWO)
parity tests up to round 4 2. The remaining signals (which do not generate a bit of key in

round ) are grouped together in p;fzs(f)’}f{i)}é)w@. Note that we have grouped our signals

together in such a way that each group of signals (except the last one) generates 1 bit of

where p is the state on a kth primary block conditioned on W passing all

'We require registers to be constant length to have well-defined states and entropies

2The superscript i is necessary here, since the size of the registers X0 depends upon j, which is the
round where the block generates 1 bit of key. Strictly speaking, the length of the register X also depends
on the value of [ and j. However, we do not choose to make this explicit since it leads to some very
cumbersome notation, and does not affect our final result.
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key in round i. After the implementation of the key map, the final state will therefore be

_ (1) (2) @

WiLi=t ~ Pz ) 7D A0 BOWG) ®pzﬁ“..z{“jam(i)vi/u)"' & pz;“..zpjumuww
rest L; =1

Zi..ZlﬁEW

Pz . 7.AF (12)

(k )
Z(”A( D) BT ()
rest, L; =1

generated 1 key bit in round 1. Py 2 AEW is the state obtained from the processing of
1

signals not present in any primary block and includes any padding required to maintain
fixed size of registers.

where P, is the state obtained after processing the kth primary block that

Now, note that due to the IID collective attack assumption, pgl;?i)y(i)g(m/i/(w = POV EOWO

is the same state for all primary blocks. Moreover, Alice implements the ezact same keymap

on each of her primary blocks. Therefore all p(Z<))A( o g ATe in fact identical. Then, one
can write :
rest, L; =1
L L el o 4.3
Pz, 2 ABW,Li=1 pZm 20 A6 BO W6 ®pZi..ZlAEW (4.3)
: ®l
where 'OZ(” 2940 BOW is the result of the keymap operations on pg o) - Here

note that X and (X ®lX) are just different permutations of the same register. Finally, the
same argument presented above applies even when ¢ = ¢ is the terminal round, except the
number of signals in the primary block is now 271,

Crucially, we now have an IID structure that is conditioned on the number of bits of
key (or blocks generated) in each round, which is itself not a fixed number. This structure
can be exploited to compute the keyrate. At a high level, our approach is as follows:

1) Use a chain rule to rewrite the entropy term into terms that describe the key from
each round separately. This allows us to to utilize the IID structure naturally.

2) Show that the event where too few bits of key are generated in any round is a low-
probability-event and can be ignored (via a suitable change to the smoothing parameter).

3) Show that the case where there are at least so many bits in each round can be
analyzed by assuming the worst case scenario.

4.1.3 Technical tools

In this section we will state and prove some results that we use to compute keyrates via
the approach described above. The first result below will be used for Step 1 above.
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Theorem 4.1 (Chain rule for smooth-min-entropy). Let p € P<(Hapc), and € € [0,1).
Then

HO2 7294, 4, 1. A|C), >Z © (A AC), + (= 1) log(1 — VI —€2) (4.4)

Proof : Let p € P<(ABC), and ¢,€,€¢” € [0,1) with € > ¢ +2¢”, and 6 = € — ¢ — 2¢".
Then, Theorem 6.16 from [31] states

AB|C), > Hfmn(A|BC) + H;lm(B|C)p +log(1 —v1—42) (4.5)

To get to the chain rule we want, choose § = ¢ = €. This lets us write

mln(

H22 (ABIC), 2 Hiy(AIBO), + Hy(BIO), +1log(1 - VI=&)  (46)

min min

Repeated application of this equation, starting with ¢ = ¢, allows us to write

HO2 D94, 4, 1. A|C), >Z (A ALC), + (t—1)log(1 —VI—€) (4.7)

=1

We will use the next theorem for Step 2.

Theorem 4.2. Let p = (1 — p)p1 + pp2, where p, p1, p2 € D(AB). Then, anfr}ﬁ(A|B)
A[B),,

mln(

Proof : A(p,p1) < p. Therefore P(p,p1) < /2p. Let HS,; (A|B),, = Huin(A|B)o,,
with P(oq, p1) < €. Therefore, P(p,01) < € + /2p via the Triangle inequality. Therefore,
HY P (AIB), > Hunl A|B)y, = Hiyo(AIB),,

1’I111’1 min

In some sense since p and p; are states that are close to each, one can replace p with
p1 while paying a small price in the smoothing parameter.

Theorem 4.3. Let papy € D(ABY'), where Y is classical. Let p =3 Prob(Y = )piu)g®
ly) (y|. Then HY:*(A|BY), > min, A|B) ).

min ( mln(

Proof : We start from the equivalent statement for min entropy (Eq. 6.25 from [31])

Hpin(A|BY), = —log (Z Pr(Y = )2~ Huin(A41B)s ) (4.8)
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The above expression directly implies

Huin(A|BY), > —log (27 ™ Hoin(d1B)ey ) = min H,,,(A|B),, (4.9)
U .

Now, let Hy,(A|B)y, = Huin(A|B),,, with A(py, 0y) < P(py,0,) <€ Leto =3 Prob(Y =
y)oy @ ly) (y|. Then,

o) = %H ZProb(Y =y)(py — 0y) @ |y) {y| H1 + % Tr(z Prob(Y = y)(p, — 0,) ® |y (y]

:—ZPTOb =ylloy —oylli + 5 ]Tr ZProb =y)(py —0y) @ |y) (Yl |
< ZPTOb _pr oy|l1 + Prob(Y = y)§|Tr(py —0y)|

zzPrOb =y)A(py, )
Yy

<e€
(4.10)
Therefore P(p,0) < \/2¢. This allows us to obtain the result.
HY: (A|BY) > Huin(A|BY ), > min Hyin(A|B)s, = min Hy; (A|B),, (4.11)
y y
Lemma 4.4. For p; € P<(Ha,p,) and ps € P<(Ha,5,), we have
Hmin(A1A2|BlBQ)p1®p2 2 Hmin(A1|Bl)p1 + Hmin(AQ‘BZ>p2 (412)
Proof : From the definition of min entropy, let
Huin(A1|B1)p, = sup  sup{A; : 27Ny, ® 01 > pi}
01E€EP<(H
cre o) . (4.13)
Hin(A2|B2)p, = sup  sup{A : 27721, ® 09 > po}
U2€P§(HBQ)

Now, for any A1, Ag, 01, 02 that satisfy the feasibility conditions in the above supremums,

we have N \
27T R0y ® Iy, ®og 227 4, @01 R po

27 M4, ® 0L ® py > p1 @ pa

Therefore, summing the two inequalities we obtain 272221, ® [4, ® 01 ® 09 > p1 @ po.
The statement follows from the definition of the min-entropy.

(4.14)
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Lemma 4.5. For p; € D(Ha,p,) and py € D(Ha,p,), where A; is a classical register, we

have
H €

min

(A1A2| B1B2) pyepy > Hiin (A1 B),, (4.15)

Proof: Let HE, . (Ai|B1)y, = Hmin(A1]|B1)s,, for some o1 € P<(Ha,p,) such that

P(p1,01) < e. Then note that
VE(p1 @ pa, 01 @ pa) = Tr[v/p1r @ pav/1 @ pa| + /(1 = Tr(p1 ® p2))(1 — Tr(o1 © py))
= Tr|\/p1o1 @ pa| + /(1 — Tr(p1)) (1 — Tr(0y))
= Tr|y/pron] + v/ (1 = Tr(pr))(1 — Tr(ov))
= F*(plaal)

(4.16)
since p; and py are normalized. Therefore P(p; ® pa, 01 @ p2) = P(p1,01) < €. Therefore,

we have
Hi i (A1 A2| BiBa) pygpy > Hunin(A1 42| B1B2)o,y @,

(
Z Hmin(A1|Bl)crl + Hmin<A2‘B2>p2
Z Hmin(AllBl)Jl
= Hyi(Ai]B1)y,

where we have used Lemma 4.4 in the second line, along with the fact that Hyin(A2|B2),, >

0 since p, is classical on A,.

(4.17)

We now turn to computing the keyrate for the Recursive protocol.

4.1.4 Keyrate analysis

Let N be the total number of signals, and let ZZ be the total key generated in round ¢,

including padding. Let W=XaY. We let E, A, F and C denote Eve’s quantum system,
Alice’s announcements, Bob’s feedback and error-correction information respectively. To

compute the asymptotic keyrate, we seek a lower bound on limy_, w
As usual, we split off the error-correction information using Lemma 6.18 from [34] (or
Lemma 2.18). We can write
H(Z|EAWC) > HE (Z|EW A) — log(dim(C)) (4.18)
Let .
_log(dim(C'))
A}l_r}r(lx N = Oleak- (4.19)



Oleak Can be estimated by counting the number of bits leaked during error correction. We
now wish to obtain a lower bound on H¢, (Z|EW A). Let there be ¢ rounds in the Recursive

min

protocol. The first term in Eq. 4.18 can be split up using Theorem 4.1, to obtain

— —

ngift_ziz)e(ZtZ_»tfl 7| E _’A Z m1n ZZ]ZZ,lflﬁl/T/ )p + (t — 1) log(l — 1= 62)

(4.20)
The last term is finite and vanishes when we divide by N and take the N — oo limit. We

would now like to bound each of the terms H;ln(Zi\Zi_l...21EWA) », Where 7 represents
the fixed length string mapped to the key in round 7. Since ZZ consists of a variable number
of key bits, it is not obvious how to compute the above smoothed min-entropy. One could
use Theorem 4.3, and compute the smoothed min-entropy for the worst case value of the
number of bits in Z However, we would then trivially obtain 0, since the in the worst

case Z; contains zero key bits because all parities in the previous round contained errors.

To avoid this problem, we choose to improve the worst case value of the number of bits
in Z; as follows. Let L; be the number of bits in Z;. Then the state conditioned on a value
of L; (as explained in the previous section) looks like

_ ®l O]
PrLi=t = pz§i>_z§i>g(z‘>w<i)j(i> ® P 2EWA (4.21)
Now, we can divide the full state into two parts as
S — - Q! 0]
Pz.28WiL, Z Pr(L; = l)pz“i“’..Z}”E(i)vi/@»ju) Oy zmwi® 1) (il
_ R K-} 0 B
=Y " Pr(Li =1) P s s io © Pz, zomi © 10 U
>, Z (4.22)
o @) )
+ ;PI(L’ - l)sz 2D EOWO AG) ©ry Z;1.Z;EWA ® [0l
<l;
= (1 - a>pLiZli + apr<«
Pr(L )
where pr>1, =2, 1 p) pZ@ 2D EOW®A® Ol zewi® 1) {1], and
Pr( Z—l ®l (l) .

1arge number of 51gnals, we will later show how to choose an [; such that the probability
of L; <l; is small. Since it is a low-probability event, we can then replace p with p; in
our smoothed min-entropy calculations, with a small increase of the smoothing parameter.
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Let us suppose that a < «; is known. Using Theorem 4.2, and the fact that the smoothed
min entropy is an increasing function of the smoothing parameter, we have

— —
— =~

(Zi|Zio1. . ZLEWA), > HS VY (Z)| Zi_y... ZLEW A) (4.23)

min PL;>1;

Hrenin
The entropy on pp,>;, is difficult to evaluate due to the variable number of bits in Z;.

However, we can choose the worst case as a valid lower bound. Finally, we have using
Theorem 4.3,

Hy*(Z) Zis  ZLEW A), = Ho* (2] Zioy  ZLEW ALY, .,
H Z’ Z_‘ —’E—;W = (424)
> min HY.
{ln;léll}} mln( z| i—1 1 )PLi:l

where €; = (e — v/2;)?/2. Next, we use Lemma 4.5 and Eq. 4.21 to write to write

€
Hmin

> HE

PL;=1 = ““min

(209208 208 pOsly el f0sl) - (4.25)

This trivially leads to

>

i(i)®l |ZAZ'(i)i®l“'ZA}i)®lE(i)®lW(i)®lA(i)®l)p@l

(4.26)
Again, using 4.5, we find that the above minimum is obtained at [ = [;. If N is the number
of signals sent, the next step is to choose [;/N to be a constant in such a way that ¢; > 0
3. We will show that such a choice of [; exists in the next section. Then,

1' min

N1—1>noo N
Hfriin( Ai(i)®li Al.(i)?li“‘ZY)@"E(i)®liW(i)®lz(i)®li) ol

> i P20 40 pow A0

"o N l (4.27)
HE ( 7 i(i)®li Zz(i)léalim ZA{i)(@li E@@Lijj ()@l j(i)@h) o,

g . P20 20 0w i)

TN l;

i ar o) 50)  56) 06) i 6) 56
> oS820 20, 2 EOW O AD)

P2 20 p0w @) 46

3Since smoothing with a negative € is not well defined

40



where we use the asymptotic equipartition property from Theorem 2.23 for the last in-
equality. Finally, combining the above equations, we arrive at

lim HYw (2, 21| EW A)
N—o0 N

P20 20 BOWw® A6)

(4.28)

t
li (1)1 ~(1 S(6) B 1R (i) 3G
c 2 ; NS(ZZ-( )\Zi(_)l...Zf ) EOT7@ A~ )

4.1.5 Choosing I;

For the above argument to work, we need to choose the lower bound /; to be a constant
fraction of N, such that Pr(L; < ;) < a; can be upper bounded. We want to choose
an [; that is slightly smaller than the expected value of L;. Let p; be the probability of
parity matching in round ¢ and let d; be some small positive number. Then, we set [; = %,
li = S (piy — 6) for 1 < i < tand I, = L (p—1 — 0p—1). Trivially, Pr(Ly, > N/2) = 1.
Note that L; is exactly equal to the number of parities matching in round i-1. Therefore,
for 1 < i <t we obtain

Pr(L; > ;) = Pr # parities matching in round i-1 > piy — iy
li1/2
> Pr <# paritics maltchl/I;g i round -1 > pic1— 01 |Licg > lil) Pr(Liy > 1i 1)
i1

(4.29)
When L; > [;, we can write

# parities matching in round i-1
Li,1/2
> (1-— e*D(Piﬂ*&flI\pi71)li71/2>Pr(Li71 > 1)

Pr(L; > 1;) > Pr ( > Pi—1 — 01 | Limy > li—l) Pr(Li—y > ;1)

(4.30)
where D(al|b) is the Kullback—Leibler divergence. Here we have used the Chernoff bound
from theorem 2.19. Similarly, for the terminal round,

# parities matching in round t-1

Pl"(Lt > lt) =Pr ( > D1 — 5t—1)

lia

arities matching in round t-1
> Pr (# P ] s > i1 — 01 | Lim1 > ltl) Pr(L;_1 > 1l;1)
t—1

> (1— e_D(ptfl—étleptfl)ltfl)Pr(Lt_l > 1 1)
(4.31)
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Therefore, for any choice of positive §;8, we have limy_,o, o; = 0. Thus, we can always
choose an N large enough that, ¢; = (¢ — /20;)?/2 is always positive. Now, using Egs.
4.28, and our choice of [; we can write

6222 7 7 |EWA) -
: min i 1 p z) (3) P () 1)
1\}1—%0 N >Z NI 2B A )pzy’)...zyh:;u)wu)gu)
t—1 i—1
_N 4 (i) 50 BT 40)
N 1215 (jl_[lpj_l _6j_1> (Z |ZZ v Z EXWEA )pZZ.(i).4,ZA§")E(1)W(1’)X(¢)
t—1
_ R 071770 A
! (,1_[1])7_1 5]_1) (20125 2V EOW A )zt(f>mz§t)1;<z>w<t>§<t>
]:

(4.32)
for any choice of ; > 0. We can write

HS2 7247, Z|EWA),

min

13520 N

l) (Z (i) (1
221 (Hpj 1) |Z Z W A ) Z‘fi),.‘ZAy)E“)W@)K(i) (4‘33)

t) ®) ) () i®
(Hp; 1) |Zt 141 B WA )zgﬂ_..zg%(t)w(t)g(t)

The coefficients of the conditional entropies are simply the expected length of the key
mapped in that round as a fraction of the number of input signals. The conditional
entropies can be interpreted as a measure of Eve’s uncertainty about the key in that
round.

4.1.6 Final Keyrate expression

We will now turn our attention to the computation of .. Here we use the fact that
correcting a string of L bits with error rate e, requires Lh(e) bits to be sent from Alice to
Bob, where h is the binary entropy function.

Let e; be the error rate in the bits in round j, then e; = )z. The error rate of bits in

2

the next round can be shown to be given by e;;1 = . The probability of parity

eJ
matching in round i is given by p; = e? + (1 — ¢;)?, and the parities have an error rate of
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2¢;(1 — e;). Therefore, correcting parities in round i requires the leakage of h(2¢;(1 — ¢;))
bits per parity, while correcting the key from the last round requires h(e;) bits per bit of
key. Therefore, assuming optimal error correction, the .. term can be estimated* via

Sleak = ti (Hpj 1> (Hp] 1) (er) (4.34)

Thus, using Eqgs. 4.33 and 4.34, we have

t—1
C— mi 50 56 &) ()i 6) 1)
KRecurswe _I;lell{l (Z 9i (Hp] 1) Zz |Zi71"'Z1 EWWW A )pZi(i>A,AZ:Ei)E(i)W(i)A:(i)
- , S 51 S AR A0 B
-1 (}1%1) S(Z 20 2 ERWEA )sz“)4..2§t>ﬁ(t>w<t>z<t> 51‘3&1‘)
(4.35)

Without loss of generality, we can restrict our attention to Bell-diagonal states in the above
minimization (see Appendix. A). Since for Bell-diagonal states, E is already block diago-
nal in W, and Eve anyway knows the location of errors, we do not need to include the W
register. Therefore, we obtain

R ; 5 (1)) (1) (@) £(3) 4
KRecurswe prér%‘lbrin <Z 9 (Hp] 1) Z ‘Z Z E A ) Zl(l)Z( ) 56) 4(0)
20120 70 (o 1) _
(Hp] 1) 1252 EVA )”zt“)...z§”E<z)z<t> 516&1‘)

We refer the reader to Appendix E for details on how to compute the above expression.

(4.36)

4.1.7 Results

We find small improvements over benchmarks for both six-state and BB84 (Fig 4.2, 4.3).
Since the error rate is roughly squared in each round of the Recursive protocol, the error
rate of the bits in later rounds is already extremely small. Therefore, the bits in later

4We can make the error correction computation more rigorous by conditioning on the number of blocks
in each round. We choose to do it in a simpler way since it should be clear how to do this from the above
subsection. Additionally, the number of bits leaked during error-correction can simply be ‘counted’ in any
actual experiment.
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Figure 4.2: Six-state keyrate for the recursive protocol with 4 rounds. We find improve-
ments over our benchmarks for a large range of QBER.
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Figure 4.3: BB84 keyrate for the recursive protocol with 4 rounds. We find improvements
over our benchmarks for a large range of QBER.
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rounds can be corrected with minimal error correction cost. Since the number of bits
are also more than halved in each round, the effect of latter rounds on the total keyrate
decreases. Thus we find that beyond a small number of rounds, the keyrate is does not
change significantly with the number of rounds. Note that setting the number of rounds
to 2 recovers the Watanabe protocol. In [19], the number of rounds were chosen to be
dependent on QBER in a manner that is meaningful only in the case of individual attacks.

In our analysis, we chose to give Eve access to W instead of just F. This approach
allowed us to replace a more complicated announcement with a simpler IID announcement,
while still computing a lower bound on the secure key rate. We note here that this step
turns out to be tight for our analysis, and does not lead us to lose keyrate. One can show
this by considering our final keyrate expression in Eq. 4.36. It can be shown that it is
exactly the same expression that one would arrive at, if we gave Eve access to neither F
nor W, and Alice implemented the same keymap. Since this key rate is an upper bound
on the keyrate when Eve is given access to ﬁ, we see that our choice did not lead us to
lose keyrate.

4.2 AD+CPA

All the previous protocols we studied did not yield improvements in the medium to high
QBER range. Since we know repetition-code AD is capable of producing keys at high
QBER [28], one can combine repetition-code AD and the CPA protocol, as we do below.
In the next and final protocol we study, Alice and Bob first do a round of repetition-code
advantage-distillation on their data, which ends with some bits being selected for future
rounds and some bits discarded. Next, Alice and Bob perform the simplest non-trivial
CPA protocol with H = [1, 1] on the remaining bits.

4.2.1 Protocol Description

e Alice and Bob divide their data into b bit blocks. For each of these b bit blocks, Alice
and Bob perform the advantage distillation protocol as follows

a) Let Hap be the (b— 1) x b parity check matrix associated with the linear code space
spanned by a single basis vector (1111...)}, ¢imes, and let x = zy ...z, be the b bit block. For
every b bit block, Alice announces A = Hypax publicly, and Bob compares it with Hapy,
replying with Flup = 0 if there is match and Fap = 1 if there is not. This is exactly
equivalent to the repetition code advantage distillation studied in [28].
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Figure 4.4: An example of the AD+CPA protocol

b) Alice and Bob keep the first bit of each block that is accepted (Fap = 0). The
remaining blocks are thrown away.

e Alice and Bob now have bit strings which have been filtered through AD protocol. They
divide up these bits into blocks of two.
e Alice and Bob perform a CPA protocol on these two bit blocks, as follows

a) Alice computes the parity of the two bits in each block, and sends error correction
to Bob. Bob guesses Alice’s parity, and for each two-bit block responds with Fops = 0 is
the parity matches, and Fopy = 1 if they do not.

b) For every two-bit block, if Fopa = 0 Alice maps both bits to the key, else she maps
the parity to the key. We assume that Alice will pad her key with Ls to maintain constant
length.

e Alice and Bob perform EC and PA
e See Fig. 4.4 for an example of this protocol for b = 2.

4.2.2 Keyrate Analysis

Our protocol does not implement 11D blockwise processing, since Alice and Bob re block
their data after the AD round. Thus, we must turn to the approach from Sec. 4.1.2. It
is best to view this protocol as having two rounds : AD and CPA, and the entire key is
generated from the CPA round. In this case, let L; be the number of b bit blocks generated
in the AD round, and let Ly be the number of two-bit blocks generated in the CPA round.
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Each CPA block generates either 1 or 2 bits of raw key depending upon feedback from
Bob. Note that the entire key is generated from round 2, therefore Z = Zs.

For sake of completeness we repeat the arguments from Sec. 4.1.2. Let N be the
total number of signals, and let Z denote the total key register, while E denotes Eve’s
quantum system, C' denotes all classical communication revealed during error correction,

F denotes feedback from Bob, and A denotes announcements made by Alice. Our task
is to compute HE, (Z|EAF). Let W = X @Y. Note that since F is a function of W,
Hin(Z|EAF) 2 Hiy, (ZIEAWF) = Hiy, (Z|EAW)

The protocol only generates a key in round 2. Therefore let us concern ourselves with
the structure of the state p 5 A where it is understood that 7 is infact the key generated

in round 2. We assume that Alice pads Z and A to maintain constant lengths. Our state
at the start of the classical processing protocol can be written as p$y - Each block
generated in the CPA round is obtained from some disjoint set of 2b signals, processed
identically. We refer to such a set of signals as a “primary” block®. Since we assume IID
collective attacks, the input state can be written as

_ I t, Lo =1
PRV EW|La=l = Py i © Pxye (4.37)
where pg?; B is the state on a kth primary block conditioned on W passing all parity tests

of the AD round. The remaining signals (which do not generate a block in the CPA round)
are grouped together in pgfgs;’;v%/: !. Note that we have grouped our signals together in such

a way that each group of signals except the last consists of 2b signals and generates 1 block
in the CPA round (not one key bit). After the keymap, we obtain

. o Ql rest, L; =1 438
PziEw o=t — Priew Py imw (4.38)
where p® . is the result of the keymap operations on p&. . ., and p L =! denotes
e S AEW XYEW’ ZAEW

the result of keymap operations on the rest of the signals and the result of padding.

5We do not need to separately define a primary block of each round of this protocol, unlike the protocol
studied previously. This is because the entire key in the current protocol is generated in round 2, and
therefore we are concerned with finding primary blocks that generate one block in round 2

47



Now, we can divide the full state into two parts as

- ) ,®! (1)
Pagiin, = 2 PrLi=0p0 @ p @D (|

= ZPT(LQ = Z)PG?ZA P P(Zlgwj ® [1) (I

>0 Zewa (4.39)
l
+ lzl: Pr(Ly =1)p% . @p @)
<l2

= (1 = a)pr,>1;, + apry<i,

Pr(La=1) I
where pr,>i, = 3 s, 2p pZEWA ® p(Z)EWA ® |1) (1], and

PLa<ls = D 1<ty WP?EWA ® p(Z)EWA ® |1) (], and o = Pr(Ly < l3). For a large number
of signals, we will later show how to choose an l; such that the probability of Ly < [y is
small. Since it is a low-probability event, we can then replace p with p; in our smooth-min-
entropy calculations, with a small increase of the smoothing parameter. Let us suppose

that a < ay is known. Using Theorem 4.2, we have

He, (ZIEWA), > HY* (Z|ZEW A)

(4.40)

The entropy on pr,>;, is difficult to evaluate due to the variable number of bits in Zo.
However, we can choose the worst case as a valid lower bound. Finally, we have using
Theorem 4.3,

—

HEY?™ (Z|EW A), = HY ™™ (Z|BWAL),, ..,

. (4.41)
> {ZI?>1?} Hmln(Z|EWA)PL2:l
where €5 = (€ — v/2a3)?/2. Next, we use Lemma 4.5 and Eq. 4.21 to write
min H (Z|EWA),, _, > min HZ (25|22 ESTWS AP o
{L:1>12} 2 {L:1=12} (4.42)
_ Hrer?m(Zt@lQ|E®12W®l2A®l2)p®lz

If N is the number of signals sent, the next step is to choose lo/N to be a constant in such
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a way that e; > 0. To do this, let I, = N/b, and let I = N(p;—b_él). Therefore we have

Pr(Ly > 1) = Pr (Lz > w>

B # AD blocks passing test
= Pr ( N/b > p1— 01 (4.43)

> 1 — ¢~ Plr=dillp)N/b

PI‘ (LQ S l2) S Qg = eiD(plfalnpl)N/b

where D(al|b) is the Kullback-Leibler divergence. Here we have used the Chernoff bound
from Theorem 2.19. Again, since limy_,,, as = 0, for large N, ¢ — v/2a > 0 . Therefore,
finally we obtain

o o 2 €2 7Rl | LRI 1T ®l2 :®12
me (ZEWA), 1 A EEETRRAT
lim > = lim ZEW
N—o0 N N ZQA)OO l2 (444)
p1— 01

>
-2

S(ZIEWA), .
for any choice of 4; > 0.

The error rate in the bits filtered via AD is given by € = The djeax (number

eb
Sr(1—e)
of bits leaked per input signal) contribution can be computed using

Breae = 5h(28(1 = ©)) (4.45)

Thus the asymptotic keyrate is given by
T L
KAD+CPA = rp}lelII‘l %S<Z|EWA)F’ZEWA — 5leak (446)

Again, without loss of generality we can restrict to bell-diagonal states where W register
is redundant. Therefore,

Y 2 RSN
K = — EA . — 4.4
AD+CPA pIEI%‘lbr:n 2 S( ‘ >pZEA 51eak ( 7)

4.2.3 Results

We find improvements in keyrates are obtained over benchmarks. We plot the most
significant ones here, which occurs for an AD blocksize of 2 (see Figs 4.5, 4.6). The
improvements for higher values of b are far smaller.
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Figure 4.5: Six-state keyrate for the AD+CPA protocol with b = 2. We find improvements
to our benchmarks over a wide range of QBER.
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Figure 4.6: BB84 keyrate for the AD+CPA protocol with b = 2. We find improvements to
our benchmarks over a wide range of QBER.
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Chapter 5

Conclusion

In summary, we have proposed new classical protocols that improve the asymptotic key
rates for BB84 and six-state protocols. Our protocols use partitioning of data, where Alice
and Bob first determine their joint partition status using two-way classical communication.
Alice can then decide further actions depending on whether their data belongs to the same
subset, or different subsets of the partition. Our protocols also implement error correction
instead of direct announcements, which significantly reduces the information leakage to
Eve in many cases. Our modifications provide improvements to keyrates and are relatively
easy to implement, since they only affect the classical stage of QKD protocols.

We also studied examples of classical processing protocols that do not implement 11D
blockwise processing. Analysis of such protocols is lacking in the literature. We presented
a rigorous analysis of such protocols and their keyrate computations, which is novel and
interesting.

Some natural directions for further work include finite size analysis of the protocols,
and analysis of more realistic QKD setups involving weak coherent pulses and threshold
detectors with the classical protocols proposed in this thesis. If the results of this thesis
are taken as a guide, then heuristically, protocols on blocksizes of 3 already yield some
significant improvements in keyrates. For such blocksizes, it is possible to use the numerical
framework for keyrate computations from [11]. Another important direction for further
work is to investigate better bounds to information leakage due to error correction, since
our results and those of [39] provide examples where the current method is not tight.
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Appendix A

Symmetry : Reduction to
Bell-Diagonal states

In this appendix, we present an argument that allows us to restrict our attention to Bell-
diagonal states shared between Alice and Bob. We will utilize the symmetry of measure-
ments, parameter estimation and the keymap to show that for any state o 4p shared between
Alice and Bob that satisfies the constraints from observations, there exists a Bell-diagonal
state o4 that also satisfied the constraints and yields a lower (or equal) keyrate. Thus
without loss of generality, we can compute the worst keyrate over all Bell-diagonal states
satisfying out constraints. The argument we present here is similar to [39, 1], however
it is more general since our protocols involve more complicated communication between
Alice and Bob. In particular, since our protocols involve multiple rounds of key generation
and error correction, we argue our case for every single term that appears in the keyrate
equations 3.12, 3.16, 4.35, 4.46. separately.

This reduction to Bell-diagonal states vastly simplifies keyrate calculations, since a
normalized Bell-diagonal states is parameterized by just three parameters. For six-state,
the three QBERs fix the state entirely, while for BB84 we are left with one parameter to
compute the minimum over. The reduction to the Bell-diagonal states is also what allows
us to utilize the tools from Appendix B, and to argue that Eve can be assumed to know
the location of errors in Alice and Bob’s raw data.

57



Our Protocol

Let us recall the measurements performed by Alice and Bob for the protocols we consider.
Alice and Bob receive (a large number of copies of) the state oc4p and measure their
respective systems in the X and Z basis. For the six-state protocol, the measure in an
additional basis Y. The choice of basis is done randomly and independently by Alice and
Bob, with the probability of choosing the Z basis being arbitrarily close to 1.

Given that they measure in all three (or two) basis, Alice and Bob could use the entire
probability table they generate accross all measurement outcomes and basis choices to place
constraints on Eve’s attack, i.e, use coarse-grained constraints. However, in such situations
we are unable to argue symmetry [14]. Therefore we utilize fine-grained constraints, where
Alice and Bob first sift and through out all rounds where the basis did not match, and
then compute Q)x,Qz on test rounds (and @y for six-state). Therefore the sifted state
after measurement for a given basis is given by

Phitvea = ) 12) (2] @ ly) (yl @ Tr |(l2,b) (. b © |y, 0) (y,b] @ 1) [9) (¥ (A1)

z,Y

where [} is a purification of 045 and |z, b) (z, b| denotes the projector POVM with outcome
x and basis choice b. Note that we include Bob’s bit flips for Y measurements inside |y, b)
here. The probability distribution for measurement outcomes in the given basis is given
by

Pa,y) = Tr [ (|, b) (2, bl © [y, b) (9. b)oas (A2)

The course grained QBER’s lead to the constraints @, = Py(x @ y = 1), which is the
probability of error given both Alice and Bob measured in the same basis b.

Symmetry and Twirling Map
Let |¢;) denote the Bell-states and let the (¢;| pag |¢:;) = A\i. Further, let o; be the Pauli

operators with (og,01,09,03) = (I,0x,0y,0z). Additionally, for s € S = {0,1,2,3}, we
define

oy = 0. @ 0Joaplo, @ o) (A3)
We then define the “twirled state” [14, 5] given by
3
. 1 s
9AB = Z‘fﬁu)a = Z Ai|@i) (o] (A.4)
seS 1=0
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which can be shown to always be Bell-diagonal [11, 5]. We can now generalize the above
claims to n qubit states, where the input state to our protocol is 6%, and

n

o = R

s (A.5)
G = Z 4_‘7,(:33n
sesn

where 5 is now a vector of length n whose entries belong to S. We Wﬂl now show that given
any o7 that satisfied the QBER constraints, the twirled state 655 a) satisfies the same
constraints as the original state, and b) has a lower (or equal) keyrate. Since the twirled
states are Bell-diagonal, it is enough to consider attacks where Eve shares a Bell-diagonal
state.

Symmetry in Constraints

The probability distribution for a given basis and state is given by

Ple,y) = Tr [(l2.b) (2,5 © |y, b) (3, b)o55]

P, ) = Tr [(2,0) (2,0 © [y, b) {y, b)o'3 (A.6)

A%Q@40=TTUm@eewbﬂw®€mwaNy@€mwbHy@ﬂw»MW%ﬂ

where P, is the probability distribution obtained when measurements are done on o%p,

while Pb( %) is the distribution obtained when measured on 01(42 gn- The non-trivial equality

in the last step follows from the fact that Pauli operators acting on any of our measurement
POVMs either leave the POVM unchanged, or flip the outcome. These flips are included
are e(s ). Here, note the same e, ) appears in both Alice and Bob’s outcomes, and therefore
leaves x @ y unchanged. Therefore, we have

P (a,y) = Pz @ e(op)sy ® es) (A7)

The above equation is valid for measurements on any number of systems. For symmetry in
parameter estimation, we only need single-copy version of the above statement : Pb(s) (x ®

y=1)=F(z@dy=1) = Qp. Thus oyp, ofg, and the twirled state 45 produce identical
QBER’s.
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Symmetry in IR

We will show that the twirled state cannot have a lower error correction cost than the
original state. Note that in the Recursive protocol (Sec. 4.1) and AD+CPA protocol
(Sec. 4.2), the error correction cost is simply the binary entropy of the error rate of the
bits to be corrected, which depends only on ()z. In these cases, the condition of equal
error-correction cost is trivially satisfied, since twirling does not change the QBERs. In
remaining protocols, our statistics satisfy

PY(z,y) = P(x ® e5,y @ ey) (A.8)

We will drop the b subscript here, and assume it is Z, since all the key generation rounds
are measured in the Z basis. Let F' be a register whose value is some deterministic function
of x @ y. F will represent feedback from Bob to Alice in our protocols. Let a(z @ y) be
function that computes this value. Then obviously we have,

P(S)(X::I:,Y:y,F:a(a:@y)):P(X:az@e&b,Y:y@e&b,F:a(:ﬂ@y))

(A.9)
P(S)(X:.%,Y:y,F:f):P(X:x@es7b,Y:y@es7b,F:f)

Let Li(X) and Lo(X) be any linear functions of X. Notice that our the expressions
that appear in O, are always of the form H (L (X)|Y Ly(X),F € Q)p. This can be
interpreted as follows : assuming that Bob knows Lo(X) and Y and used it to compute
F, and that F' is in some specified set, send error-correction information to correct Ly (X).
The expression is evaluated on P(X,Y’). Since measuring x,y on O’S)L pn 1s equivalent to
measuring x @ e,, y O es on afg, we have

PO(Ly(X) = Ly(2), Lo(X) = La(x),Y =y, F = f) =

. ) (A.10)
P(Ly(X) = Li(z) @ eV, Ly(X) = Ly(z) ® @Y =y D e, F = f)
where el = Ly(es) and el = Ly(es). Using this, we can write
H(Li(X)|Y Ly(X), F € Q)poy = Y _p(F = fYH(Li(X)|Y Lo(X), F = f)peo
feQ
= p(F = HH(L(X)|Y Ly(X), F = f)p (A.11)
feQ
= H(L1(X)|Y LX), FeQ)p
Now, consider the statistics P obtained from the twirled state.
. 1
- - ()
P(X,Y) = ZS:P (X,Y) (A.12)
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and
P(LA(X), Lo(X), Y, F) = 3 30 PO(L(X), Lo(X), Y, F) (A13)

s

By concavity of conditional entropy [260],

H(Ly(X)|YLy(X), F € Q)p > i ZH (L1(X)|Y Ly(X), F € Q) pio)

ZH Li(X)|Y Lo(X), F € Q) (A.14)

:H(Ll( WY Ly(X), FeQ)p
i.e, the twirled state has a higher EC cost.

Symmetry in Eve’s information on the Key

We now consider the objective function that determines Eve’s information on the key. We
will show that the twirled state leads to Eve having more knowledge of the key than the
original state. Again, we drop the b and assume that for the key generation rounds, Alice
and Bob measure in Z basis and share the state

pxve= Y |2)(z|®@y) (yl © Tr | (o) (2] @ ly) (y| © Ip) [¥) M] (A.15)

T,yery

where [1)) is a purification of 6%%. After measurements, F' (or W) is some announcement
completely determined by location of errors, given by a(x @ y). Let A be an announcement
that is linear in X, given by L3(X). If there is no such announcement then L3 can be
identically L. Note that in case of the Recursive protocol (see Sec 4.1, Eq. 4.36), for
round ¢, Z]<l can be treated as an announcement and absorbed into A Note that for
Eq. 4.35 and Eq. 4.46, F here should be interpreted as W (both are linear functions of
location of errors). Thus the above formulation applies to all terms with Eve in our keyrate
expressions. The state then looks like

Pxvire = Y |12 (@@ y) (4] ®|Ls(2)) (Ls(2)| @ |a(z @ y)) (a(z @ y)| @ pi"  (A.16)

z,YeFG

where pp¥ = Tr [(\x} (x| @ |y) (y| @ Ig) ) (] |. We can rewrite this as

PxyAFE = Z Z ) (2| @ |y) (Yl ® |Ls(z)) (Ls(z)| @ | f) (f] © p* (A17)

z,yeFy
a(zey)=f
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Alice implements a linear keymap depending on the value of F'. Let us call the keymap
function Ky conditioned on F' = f. Therefore, the ZAFE state is then given by

pZYAFE—Z K@) (Kp(2)| @ [y) (y] © [Ls(2)) (La(x)| @ | f) (| @ p"
afﬂﬁﬁﬁ f
(A.18)
prir = > |Ks(z (@) ® | La(@) (Ls(@)| @ | 1) (fle | D o
f z€Fy yEFy
a(z®y)=f

The S(Z|AFE) expression is evaluated on this state. Next, let us consider what happens

when we move to the twirled state. Let [¢®)) = @ (05, ® 0, @ Ig,) [¥b) be a purification

of p%. For this state running through the above protocol, we can compute the state of
Alice-Bob-Eve at each step as follows :

P ars = O 19 (@l @ 19} (0] @ |La(@) (Lo(0)] @ ol @ y) (oo @ y)] @ pe=+>

z,yery

= ) r@e) z@el@y@e) (y® e @|Ls(x ®e,)) (Ls(z @ ey

® |a(z & y)) (a(z @y)|®P§’y
pXAFE Z Z [z & e;) (v @ es| @ [Ly(x) @ La(es)) (La(x) & Ls(es)|

f zeFy

(s)
PxyirE

N (fle| D

yery
a(z@y)=f

P =SS 1K () @ Kp(ey)) (Kp(x) @ Ky(e,)| ® | La(z) @ Ly(e,)) (Ls(x)  La(e,)|

f zeFy

@) (fle| D

yery
a(zdy)=f
(A.19)
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Therefore S(Z|EAF), = S(Z\EAF)W), since the states are the same upto a permutation
on the Z, A registers. Now, consider

- 1
) appE B = Z \/ﬁ W(S)>ABE |5) 0 |5) o (A.20)

This is a purification of the twirled state, and it can be easily verified that Trgp g [[0) (¥]] =
9. Let € be the operation that maps the A" B®" register to ZAF register. Therefore,
applying this on the twirled state, we find that the state is given by

prrep e = (Eqonponzir @ Ipme)(J0) (D)) (A.21)

By strong subadditivity of quantum entropy, we have S(Z|AFEE'E"), < S(Z|AFEE'),.
And we have

1 S S
PzAFEE = an Z(5A®"B®"—>ZAF ® IEE’(W( )> <¢( )| ® |s) (s]))

S

1 s
= ZP(Z%FE ®|s) (slp

: (A.22)
~ 1 ~
S(Z|AFEE'); = SEAFE) o
= S(Z|AFE), ., .

Thus, we have S(Z|f1FEE’E”)ﬁ < S(Z]AFE),)Z“E. Thus for any 037, the twirled state
6% is a) Bell-diagonal, b) satisfies constraints, and c) yields a lower keyrate. Thus the

optimal attack can be assumed to be Bell-diagonal.
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Appendix B

Linear Algebra

The results of this section are helpful in the last step of computing keyrates in Eqs. 3.15,
3.17, 4.36, 4.47. They reduce the computational requirements.

Gram-Schmidt Technique

In order to actually compute the keyrate, we will need to compute the von Neumann
entropy of states. Typically, we will find that we need to compute S(M) during our
keyrate calculations, and M is a sum of ¢ rank-1 operators, M = >"¢_, |a;) (a;]. Without
loss of generality we can assume that these rank-1 operators cannot be broken down into
two different sets of rank-1 operators that are orthogonal to each other. If that were so,
M would have be block diagonal and we would diagonalize those blocks separately.

In the situations we encounter, the number of rank-1 projectors t is much smaller than
the dimension of |«;). In this case, it is computationally easier to first express M on the
t dimensional subspace on which it is non-zero, and then compute the entropy on this
smaller ¢ x ¢ matrix. We will find that we actually only need to know the value of the
Gram Matrix of |«;)s to diagonalize M.

To express M on the t dimensional subspace on which it is non-zero, we construct a
new orthogonal basis |f;) from |a;) via the Gram-Schmidt Process [26]. This can be done

as follows :
V) — (B, ) [8;)
18i) = las) = ) B, 5) (B.1)

Jj=1
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The above equations directly lead to

JXE @i, Br) (Br, aj)

(e, B} = (e, ) (B Be)
R (B.2)
. Ly — . P p— aj, r k,aj
oo Pa) = 805090 = 205 gy

Since M is non-zero only on the space spanned by the |5;)s, we can write

~ 16 (Bil , 18} (5]
M=2_ 5.5 M58

zgl

. Iﬁz Zaak O‘Im/Bj> <BJ|
_ijzl \/m [Z \/ﬁmﬁz BJ’BJ>] ¢<ijﬁj> (Bg)

Z 2 ak Oéka 6j>

“ /(B Bi) (Bj, B))
Diagonalizing M is the same as diagonalizing the matrix M;;. In fact, we do not even
need to write down M to compute M;;. Just the Gram Matrix {(a;, a;) is enough. We do

not need to store large dimensional vectors |«;) and |3;). This can be seen easily from the
following algorithm

Computing M;;

1: compute (a;, a;)

2: set (ay, £1) = (a4,aq) and (51, B1) = (a1, 0q)

3: forj=2tot

4 compute (o, ;) and (B}, 5;) from Eq. B.2 , Vi
5: compute Mi'j from Eq. B.3 using (s, 8;) and (5;, B;)

M;j; is a t x t matrix, regardless of the dimension of |a;). If |a;) is a d dimensional vector,
then direct diagonalization of M takes about O(d?) time. In contrast, the above method
requires atmost O(t3d) to compute all the inner-product tables, and then atmost O(¢®) to
diagonalize M;; for a total time cost of O(t°d). We will repeatedly be invoking the above
trick to complete the final step of our keyrate calculations. Therefore we summarize the
results of this section along with a few other tools in the following lemmas. It might be
useful to revise our notation from Sec 3.1 to have the right context for these statements.
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Lemma B.1. Let M be a sum of ¢ rank-1 operators, M = >_'_, |a;) (], such that |a;)
cannot be separated into two sets of vectors orthogonal to the other set. Let G be the
Gram Matrix of |a;) denoted by Gi; = (o, ;). Let M’ denote the ¢ x t matrix whose
i,j entries are given by Eqs.B.2,B.3. Then S(M) = S(M'), and S(M) is a deterministic
function of G;.

Proof : From the above section.

Lemma B.2. Two operators M = >'_, |ay) (o], and M = >>'_ |v;) (7] will have the
same entropy if their Gram matrix is identical. Le, (o, ;) = (vi,v;) = S(M) = S(M).

Proof : From the above section.

Lemma B.3. Let S,, S, C F}, and let p = ersw,yesy pzY, where pz¥ as defined in Eq.

3.6, then
so-2s( X ) (B.4)

ecF} €Sy, YESy
rDy=e

Proof : Follows from the fact that the support of p7¥ and pg’y/ is orthogonal if x &y #
ey,

Lemma B.4. Let S, C F}', and let p* = > o PREOTEEE for any a, e € FY, where phY
as defined in Eq. 3.6, then S(p®) = S(p*) = S(p*=0).

Proof : Since p3’ = |esy) (€xy|, the Gram Matrix corresponding to p* can be written

as G ) = (E(eoazmame)s €/ das@ase)) HOwever, since (egy, € y) = (Cxpaysa, Cr/cayda)
(from Eq. 3.6), G%,, is independent of a. Since S(p®) is a function of its Gram matrix

G, and G* is independent of «, so is S(p®) (from Lemma B.1).
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Appendix C

Numerical details for CPA keyrate
calculations

In this section we explain how we compute the keyrate expression 3.12.

1
Kcepp = min — (pmatch(S(X|E, F=0)-S(X|YPx,F= 0))
PErBen M

(C.1)
+(1 _pmatch)S(PX‘EaF = 1) — S(Px‘Y))

where puaten 18 the probability of parity string matching. The computation is extremely
simple, albeit a bit tedious and cumbersome. The most important aspect of the compu-
tation is choosing the right linear basis to express Alice and Bob’s data in. We compute
the expression inside the minimization for an arbitrary Bell-diagonal state. For six-state,
the QBER’s and normalization fix the state entirely. For BB84, the keyrate calculation
involves a simple minimization over one parameter.

C.1 Choosing a linear basis

It is crucial to choose the correct basis to express our data, which belongs to the set of n
bit strings Fy' = {0,1}" '. We would like a basis that makes the action of the partitioning
clear. To do so we turn to linear codes. Our partition matrix H can be thought of as

IThis is a basis for classical bit strings, not a Hilbert space
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a parity check matrix for a k& dimensional linear code C. Let C' = Span{ci,ca, ..., cx}.
We complete this basis by adding n — k basis elements, via D = Span{d,ds, ..., d,,_x}.
Then C' ® D = {0,1}", since it is obtained by spanning the n linearly independent basis
elements. Now, any x € FJ can be written as ¢ = d, ® ¢, for d, € D,c, € C and
vice-versa. Here, the d, part determines the parity string (i.e the subset of the partition),
while the ¢, part determines the “index within the subset”. This follows from the fact
that H(c, ® d;) = Hd,. Parity string match is equivalent to Hx = Hy <= d, = d,,.
Therefore the CCQ state at the start of the classical stage of the QKD protocol is

pxve= Y |v) (=) (vl © oy

z,ye{0,1}m
c cy®dy C.2
= Z |Cx@dx> <Cz@dm‘ X ’Cy@dy> <Cy@dy’ ®pEx@da¢7 yDdy ( )
cchyEC
dg,dy€D

Note that x is equivalent to the combination c,d,, since there is a one-to-one correspondence
between the two. We will thus use both these terms interchangeably.

C.2 Computing Cost of Error Correction

We first compute the probability of obtaining matching partitions. One can see that this
happens when Hx = Hy <= d, = d,. Thus,

CxPdy ,cyDd
Pmatch = Z 6dmdy Tl"[pE Y y]

Ce,cy€C
dz,dy€D

B Z )\0+)\1 n—w(czDey) )\2_'_)\3 w(ceDey)
B 2 2

Ca,cy€C

- 2n—k Z )\0 + )\1 TL—'lU(C:cEBCy) )\2 + )\3 w(cx@cy)

Cq,cy€C

=3 Do+ A" (g 4 Ag)
ceC

where w(z) is the hamming weight of x.
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C.2.1 Cost of correcting Partitions

With z = ¢, ® d, and y = ¢, ® d,, we have

(C.4)

)\0+/\1 n—w(ca®ey PdaBdy) /\2+>\3 w(czBeyPdzDdy)
P(cydy, cydy) = ( 5 ) 5

where P(x,y) = P(c,d,, c,d,) is the probability table for Alice and Bob’s outcomes. Since
Px = H(c, ® d,) = Hd,, and permutations don’t change the entropies, we have

(C.5)

(/\O + /\l)n—w(cz@cy@dz@dy) (/\2 + )\3)w(cz@cy@dz€9dy)

P(Hdy,c,d,) = > : :

cz€C

Then, S(Px|Y) = S(PxY) — S(Y) = S(P(dy, ¢,d,)) — n.

C.2.2 Cost of correcting key

We compute S(X|Y Px, F' = 0). Let P(z,y|F = 0) be the normalized probability distri-
bution of outcomes between Alice and Bob conditioned on partitions match.

el

Pmatch
) 2d, (AO—;-Al)”—w(C:cEBCy) ()\2_5)\3>w(cx@cy) (06)

P(Ca)dza Cydy|F = 0) = 5d:rdy

Pmatch

S(X|Y Px, F = 0) can be computed from the probability distribution.

C.3 Computing Eve’s Information on the Key
We will use the fact that S(Z|E) evaluated on pzg = ). p(2)p} is given by

S(Z|E)pm = S(Z) + Y p(2)S(p) = S(pp) (C.7)

Thus, computing the above expression is essentially an exercise in computing Eve’s condi-
tional states depending on the key register, i.e, p7.
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C.3.1 When partitions match

We compute S(X|E, F = 0). This happens when Hx = Hy <= d, = d, and . Therefore

Cz@dwacy@dz
PXYE|F=0 = Z lcx @ dy) (cz B dy| @ |y B dy) (¢, B dy| ® P (C.8)

Carcy€C Pmatch
dz€D

where the conditional states p3? are determined by Eq. 3.6. After the keymap, we have

CzBdy 7Cy®dz

PZE|F=0 = Z |Cx@dm> <Cz@dm| ®pE—

Caorcy€C Pmatch
dz€D

1 2npcx@dxycy@dx
o - E
=) la®d)(ed|e) —E——

cneC cy€C Pmatch

da€D (C.9)
2n Cz@dz,cy@dz
Ca®ds 2: 2P
PE|F=0 =
e, eC Pmatch
y

CoBdy ,Cy Pdy

PE|F=0 = Z P

Cg,cy€C
dz€D

Pmatch

Note that pfg‘??cfo above is a sum of 2* orthogonal projectors, since ¢, ® d, & ¢, ® d, =
¢z Dy is different for each of the projectors in the sum. Therefore, the non-zero eigenvalues

of pi®% are {( Ao+ A1) () ( Ay + A3)“© /prarenVe € C} . Since this is independent of the

value of d, or ¢,, we have 2

1 n—w(c) w(c)
oSty = ({ PRI Ry e o) (e

Pmatch

Cady

2This is simply a special case of the use of our Lemmas B.1, B.3, B.4.
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To compute S(pgjr=o), we write

Cq @dz sCy @dz

PE|F=0 = Z Pr

Carcy€C Pmatch
ds €D
zx@c
-y Y & (C.11)
ceC zeF} Pmatch
Zi,TiDcq
Y@ (3 )
ceC i=1 Pmatch (x =0,1

Note that each value of ¢ in the above expression determines a block, and therefore each
of the blocks can be diagonalized separately as

Z pxz . 1 <>\0 0 >®(n—w(0)) o ()\2 0 >®w(0)
pmatch Pmatch 0 /\1 0 )\3

- {()\0 )"0y 4 A5)OS (ho, M) (n — w(e))+

Pmatch

(>‘O +A )n wle) ()‘ + /\3) wie)= IS ({)\2, )\3}) ( )} + (/\0 + )\1)”—1”(0)()\2 + )\3)w(c) 1Og(pmatch)

Pmatch
S(peiF=o) ZS< Z Py xl@cl)

ceC pmatch
(C.12)
where we have used the fact that S(p1 ® p2) = Tr(p1)S(p2) + Tr(p2)S(p1). Thus
1 C.
S(X|E,F=0)=n+>_ on S(pEes,) = S(peir=o) (C.13)

Cady

can be computed using Eq. C.10 and Eq. C.12.

C.3.2 When partitions don’t match

We compute S(Px|E, F = 1). This happens when Hx # Hy <= d, # d,. Therefore

CceDdz,cyDdy

PXYE|F=1 = Z lcx ® dy) (¢ ® dy| ® |ey D dy) (¢, B dy| @ 23 (C.14)
I Pmatch
Ca,cy€C
dy,dyeD
dx#dy
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After the keymap, we have

pcz@dzycy@dy
PZE|F=1 = E |H(cx @ dy)) (H(cx ®dy)| ® —1E
B—— — Pmatch
Tty
dg,dyeD

drtdy (C.15)
CeDdz,cyDdy

= > |Hd) (Hd, e Y

dxeD Ce,cy€C
dy#dreD

— Pmatch

For the purposes of computing the entropies required for the keyrate calculation, we can re-
place Hd, with d,, since this is equivalent to a one-to-one relabelling of the key. Therefore,

we have
ankpcz Ddz,cyBdy

PZE|F=1 = Z 271% dz) (da| ® Z .

1—
d.€D Caycy€C Pmatch
dy#dzeD

2n—kpg@dxvcy@dy

p%IIle = Z

1— Pmatch (016)

Ca:@dmvcy@dy

PE|F=1 = Z £5

1—
Carcy€C Pmatch

dg,dyeD
dx#dy

One can rewrite these expessions as

n—k Ca®dg,cyDdy
4 Z 2" pg
PE|F=1 = 1
Carcy€C Pmatch
dy#dzeD

= 2. )

ceC,deD cpeC
d#0

2n—kpdz@cz,dz®cz@d@c (C.17)
E

1- Pmatch

First, let us consider ), ., QH%,CS (pdEg”| r—,)- This entropy can be simplified and computed

via Lemmas B.3, B.4 to obtain

1 _
> 578 r—) = Sy (C.18)

dz€D
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Similary, pgp=1 can be written as

CzDdy ,Cy @dy

PE|F=1 = Z plE_

Carcy€C Pmatch
dg,dyeD
dr#dy (C.19)
x xPchd
Z Z — Pmatch

ceC;OeD ze{0, 1}"
and note that each ¢ and d determines a new block. Now, we can repeat the procedure
explained earlier,

z, XD n—w(cdhd wledd
sy 2 ) e ! (Ao 0)®( (@”@(AQ 0)®<@>
ze{01}n 1-— Pmatch Pmatch 0 )\1 0 )\3

1
— —1 » {()\0 + A )n w(chd)— ()\2 + )\S)W(c@d ({)\0’ )\1}) (n _ w(c@ d))—i—
— FMmatch

(o -+ A5 (3, 4 2g) 79D ({5, Xs) ) wlc @ d) ) (C.20)

1 1-— matc
(/\0+)\)n w(c®d) ()\ +)\)wc€Bd Og( p th)
- Pmatch

z,xPchd

S(peir=1) Z S Z 1p_—

ceC,deD ze{0,1}» Pmatch
d0

Finally, from Eq. C.18 and Eq. C.20

S(ZIE,F=1)=n—k+ Z T S(pEr_y) = S(peir=1) (C.21)

de€D

We have now computed all the expressions needed to compute Eq. 3.15.

C.4 Calculations for AD partitions

In this section we look at the results for AD partitions, where £ = 1 and ¢; is the vector
of all 1s. This corresponds to the situation where z and Z ( Z is the string obtained by

73



flipping all bits of z) are assigned to one partition. H is a n — 1 x n matrix. Analytic
results are possible since the largest block we have to diagonalize is 2 x 2, where the Gram
Schmidt procedure can be done by hand. Using the results of the previous section, it is
straightforward to compute the following quantities in this case.

Pmatch = (Ao + A1)" 4+ (A2 + A3)"
- (A2 + A3)" . .
€= sifted error rate of the one bit
(Ao + A"+ (Ag + A3)” ( )

( when partitions match)

> p(2)S(pEyr—o) = (@)

77,()\0 + )\1)n_1 n()\g + )\3)n_1

S(pE|F=0) = D N S({/\07 /\1}) + N S({/\27 /\3}> + log(pmatch)
matc matc
1— (X + M)t 1 — (Mg + A3)"t
Sppppmr) = QI ) gy a4 M AT D g )
1 - Pmatch 11— Pmatch
+ 108;(1 - pmatch)
(C.22)

The two remaining terms are somewhat more complicated to write down, and require the
following expressions to be written concisely

fre= o+ 2)" (g + X3)" + A0+A ) (A2+A3)” k
g+_(A0+A1)" "2+ ) (1 5)" (Mo — M)"” k)

k 2<1 pmatch ()\2 + )\3)k(>\0 + Al)n_k (023)
g = ()\0 + )\1)” k /\2 + )\3 (1 (/\2 /\3)k<)\0 — )\l)nk)

g 2(1 = Praten) (A2 + Az)k(Xg + Ap)n*

which gives us
1w /n
S(Px|Y) = 5 (k) frlog(fx)
o (C.24)

> (S (Ppm) =

z

(1) sttat ax

?

1



Appendix D

Numerical details for SCPA keyrate
calculations

In this section we explain how we compute the keyrate expression 3.17,

S(Z‘EF) - Z” k(sl(gak - 6leak

K = mi D.1
SCPA Pg%lbrelu n ( )
which we have simplified to :
S(Z|EF) = Zpl W PYIE, Ng = 1)+ p.S(X|E,Ng = 1)
(D.2)

5l(gak (1 —P1— pj_l)S<P)((])|YP)({1)P)({]71),F1 = OFj_l = 0)
8 = p S(X|Y Py, Fy...F,_ = 0)
We compute the above expressions for Bell-diagonal states shared between Alice and Bob.

For six-state, the QBER’s and normalization fix the state entirely. For BB84, the keyrate
calculation involves a simple minimization over one parameter.

D.1 Choosing a linear basis

We need a convenient basis to write Alice and Bob’s data in, one that makes the action of
our classical processing clear. Let the parity check matrix given by H = [hy; ho...; hyy )T
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where h; is the ith row of H. Consider the case there the first error was found in round
J, i.e when N = j. Therefore h;.x = h;.y for i < j, and h;.x # h;.y. Let C; be the
codespace corresponding to the first j parities matching (i.e the codespace corresponding
to the parity check matrix consisting of the first j rows of H). Let C;_; be the codespace
corresponding to the first j — 1 parities matching (i.e the codespace corresponding to the
parity check matrix consisting of the first j —1 rows of H). C; and C}_; are spanned n — j
and n — j + 1 basis elements respectively.

Now, any element of C; is also an element of C;_;. Therefore C;_; can be constructed
by adding exactly one basis element to C;. Let Dj be the space spanend by this basis
element. Thus C; © f)j = Cj_1. And let D; be the space spanned by basis elements that
complete Cj_;. Therefore D; ® C;_y = F}'. Therefore we now have

1) C; made of n — j basis elements, which is the part of  and y strings that may or may
not be different. This represents the fact that we only know information about the first j
parities.

2) [)j made of 1 basis element, which is the part of x and y that has to be different. This
represents the fact that the jth parity is different.

3) D; made of j — 1 basis elements, which is the part of z and y that has to be the same.
This represents the fact that j — 1 parities are the same.

Since {0, 1}" = C; @l?j @© Dy, for the equations below always assume that x = Cr®Bd,Dd,,
where ¢, € Cj,d, € Dj,d, € D;.

To see the the spaces we have constructed have the above properties, note that the
condition for the first j — 1 parities matching is given by h;.(x @ y) = 0 for ¢ < j, which
implies h;.(d, & d,) = 0 which requires d, = d,,. The condition that the jth parity has an
error translates then translates to h;.(z @ y) = h;.(d, ® d,) # 0, or d, # d,.

Thus, Ng = j <= d, = d,, d, # d,.

Our choice of basis is slightly modified in the extreme cases of error in 1st partition
bit and no error. In the former case, we do not have D;, but only C; with n — 1 basis
elements, and D; with one basis element. In the latter, we do not have D,_j, but only
Cn_r and D,,_;. In fact, the case where partition bits are all equal is exactly identical to
the case in CPA protocol, and we do not have to redo those calculations.

D.2 Computing probability of rounds

After measurements, the state of the protocol is given by pxyve = >, cio1yn [2) (2] ®
ly) (y| @ pEY. We will first compute the probabilities p; of Ng = j. If j € {1...n — k}, then
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p; is the probability of j — 1 parity bits matching and the jth parity bit having an error.
This can be easily computed via
2 DdeBda,cy BdyBd,
p; = Z tr[PE yEh® y]

Cz,cy€C
dy=dy€Dj

dr#dyeD; (D.3)
= 2i-1 Z tr[,ocE””@dI’cy@dy]

Cz,cy€Cy
dy#dy€Dj

Note that the probability of reaching round j, is given by the probability of Ng > j or the
probability of the first 7 — 1 parities matching. This can be computed via

PrOb<NR 2 ‘7) = 2]'71 : : <€Cx€9jxycy@dy7 ecm@(iﬁtucy@liy>
Cz,Cy €C
zi.rcije[); (D-4)

=1=ppp—..Djs1

D.3 Computing Cost of Error Correction

The cost of error correction in the final round, corresponding to all partition bits matching

is identical to the value in the CPA protocol. Therefore let j € {1,2...,n—k}, and let us con-
sider the error correction cost for correcting parities in this round. The probability of reach-
ing round j is given by Prob(/Ng > j) and is computed above. The probability distribution
of the data at this point is given by PNRZj(d:Cchz,dnycy) = 0d,.d, (€zy: Cay) /PTODN, >,
where x = ¢, ®d, ®d, and y = ¢, © d,, O d,,.

Therefore, 67 = S(PY 1Y PV .. PY™V) = S(Pysi(dedy, dydycy))—S(Puysi(dy, dydyc,)).

This can be simplified further, by noting that the probability distribution is blockdiagonal
ind, .

51(;11 is identical to the corresponding term in the CPA protocol.

D.4 Compuing Eve’s Information on the Key

We will again use the fact that S(Z|E) evaluated on pzp =Y. p(z)pF is given by

S(Z|E)y,, = S(Z)+>_p(2)S(py) — S(pr) (D.5)
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Thus, computing the above expression is essentially an exercise in computing Eve’s condi-
tional states depending on the key register, i.e, p%. Again note that if Np = L, the term
is identical to the corresponding term in the CPA protocol.

We compute S(Z|E,Ng = j) = (P)((l)...P)(g)]E, Ng = 7). To do this, we first compute
the state of the protocol conditioned on N = j,

Py’
PXYE|Np=j = Z lz) (x| ® |y) (y| ® pi (D.6)

cz,cy€C; J
dy=dy€D;

d~x 7éd~y EDj

In the keymap, Z = H(1 : )« X = H(1 : j) % (d, & Jx) is mapped to the key, where
H(1 : j) denotes the matrix constructed from the first j rows of H. Since entropies are
invariant under relabellings, we can replace H(1 : j) * (d, & d,) with (d, & d,) in the key
register without changing the entropy. This follows form the one-to-one map between the
two. Now, to compute Eve’s information on the key, we repeat the same procedure as
before to get,

caDdy @Jz ,Cy @dy @(iy

Cz,cy€Cj
dy=dy€D;
d,£d,eD,

bj

~ 2j Cz@dz@dzﬁz@dz@dz@ec@ed
dody Z Z PE
PEINr=j —
eCGCj CchCj
édEDjfd#O

o (D.7)

T, xDec.Deg

L D D

ec€C;  ze{0,1}n P;
éd7é0€Dj

The entropies of the above states can be computed using Lemmas B.3, B.4. Thus,
p;S(Z|E,Ngr = j) can be computed for any value of j. We have now computed all the
expressions needed to evaluate Eq 3.17.
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Appendix E

Numerical details for Recursive
keyrate calculations

In this section we explain how we compute the keyrate expression Eq. 4.36

t—1 i—1
— i 1 S0 56 50 ) {00
KRecursive_ min (ZIE (rllpj—l> S(Zz ‘Zifl"'Zl EWA )Pzﬂl(i)mZAY)E»(i)g(i)
i= j=

PElpben

t—1
1 () 50 S B G
= <j1j[1pjl> S22 20 ERA )ngf').‘.zy);;(t)/i(t) = Oteak

Oleax and p; has already been computed in Sec. 4.1. Therefore, in this appendix we focus
on the computation of the conditional entropy.

(E.1)

E.1 Eve’s information on the key

For round j, we wish to compute S(Z](-j)|Z](-];)1...Z§j)EA(j)fl(j)) The idea is to

ﬁz”y)“.ﬂﬁg(j)z(j) '
look at bits at round j, and construct the ‘history’ or ‘tree’ of bits from previous rounds
which led to this round. Ultimately, we know that the state above is obtained from the
processing of some Zj signals from round 1. Let j be a non-terminal round. Therefore,
the bit stored in Z;] ) is the parity of two input rounds to round j. Let us call this bit a;.
Therefore the block in round j generating this bit would be (z;,2; ® a;).
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Round J L5 rj P a, 2
/\ /\ o

Round 7 —1 T xv%a,gl)l Rj T; & a; 'y @D a; 92

Round 1 Z; o f(a) , T; @ d; ® §(d) 2

Figure E.1: Schematic of recursive protocol

Each of these bits in the block came from a block of two bits at round j — 1. Let those
blocks be (z;,x; @ a§1_)1) and (z; @ aj,z; Ba;® a§231). Thus the bit in Z; comes from 4 bits
in round j — 1, each of which is obtained from 8 bits in round j — 2, and so on until we get
to 27 bits in round 1. Let the sequence of parities that appear in this tree by @ (parities at
round j — 1 and below). We will see later that only the length of @ is important. See Fig.
E.1 for a schematic diagram.

Therefore, each input bit in round j is a result of processing a block of 2/~! input bits

—

to round 1. Let the input block to x; be given by Z; @ f(a@), and let the input block to

—

z; @ a; be given by 7; ® d; ® §(a@). Here we use ¥ @ f(a) to represent a string of bits given

by ;& f(@)1, 2; @ f(@), .o, v & F(@)gir *

Let the corresponding bits to x;,z; ® a; on Bob’s side by y;,y; ® b;. Now, although in
this round and this block, the parity of Alice and Bob (a;, b;) can be different, we know that
the parities in all previous blocks must have matched. This means, that the strings of bits
on Bob’s side that lead to this block at round j are given by y; @ f(@)) and U; P gj @ g(a).
The fact that the same f(@) and (@) appear on both Alice and Bob’s side is a result of
the fact that all previous parities in the history of each bit in round j were the same for
Alice and Bob.

1

i.e,  when z is a single bit is x repeated in every position of of the bit string
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Another way to think of the above claim is as follows. Each bit of input in round j
is a result of the processing of 297! signals. During this processing, 2/~ — 1 parities are
generated and mapped to the key in earlier rounds. Therefore, the 2/~ possible bits that
make up the input block can be thought of as 1 bit plus 2/~ — 1 parity bits. This picture
is useful, because we know that the parities on Alice and Bob’s side are identical.

What is the length of @? . The answer is 37—} 2¥ = 2/ — 2. This means that in round

j, to describe 2 bits and 1 parity, we have to consider 222 number of possibilities for @ 2
Since we are discussing non-terminal rounds, we have

— -

o pﬂgj@f(d)ﬁ]@ (@) ®pzj@ﬁj@g(a)vyg@%@§(d)
PZDZD, . 29 B0 = } Z |a;) (a;|®|a@) (a@|® fi (E.2)
@,5,05,25,Y;
where f; is the normalization factor, given by
£ = Ty| ngeaf( a)4;8f@) o L ®eda >,yj@5jea§(a>]
_ o(¥-2) Z [ 0 o pz]@aj,yj@b ] (E.3)

a;,bj,;5,Y;

where we have used the fact that the value of @ a does not matter in computing the trace in

the above expression ®. To compute S(Z(j |E ) Z_](])l)a o need
a; 2 #;®f(@),7,0f@) #;0a;0(a),7; b; (@)
pZAgj)...Z(.j)lE(j) Z | > < | & PE J Yi ® Jo ©a;dg(a),y;db; g
ke

a,bj,x;,y;

1 #;ef@).gefa T;0d,;87(a),7; b 0F(@

P20).29 50 = T S @) (@ ® oy f@5i9f@) g \7i9785@)7,08 85
J Eiaj,bj,ac]-,y]

S(ZPNEWZP..29)) = ) + ZP a;)S

! Z<J Z;J'_)lﬁw) B S(pz“}”...z”;fjl@u))

(E.4)
Note that each @ determines an orthogonal block in the above expressions, and there
are 22 possible @s. Moreover, the eigenvalues of the each of the block |@) (@] ®
pg@f (@:y;01(@) pg@ajw (@.4;80;95(@) 5 independent of @. Therefore, the total entropy
is simply 22’ =2 times the entropy of one block. We can simply set @ = f(a) = §(a@) = 0
to compute the entropy of one block. This involves using Lemmas. B.3, B.1.

2Note that here we have clubbed together the history of parities for both bits. Although they are in
fact separate, clubbing them together is an easier approach.
3Note here that we can relate f; to the probability of all the previous parities matching
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E.1.1 Terminal round

For the terminal round, the basic approach is the same as above. Suppose the last round
is the tth round, and in this round, all input bits are directly mapped to the key.

Consider one bit on Alice’s side, x;. It come from a block of two bits in round ¢t — 1,
say xy, Ty D a§1)1 Each of these came from block of two bits in round t — 2, say xy, x; @

a§1)2, Tt D ag )1, Tt @ a( ) 1@ a( ) . Going further, we reach a sequence of 2!! bits at round 1,

let that sequence be ¥; ® f ( ), where @ is the sequence of parities in rounds before round t.
On Bob’s side, we obtain 1;, and the sequence 7; f (@). This happens because we know
that all earlier parities had to match. How many parities show up in the history? The
answer is 22;20 2k = 2t=1 — 1. The state which we consider at this stage is

—

;0f(a),g9;0f(a)

Po00, e = 2 |wi) (e ®18) (@l © — (E.5)
z;,Y;5,8 t
Note that the pp state is on 2!=! bits. The normalization factor is given by
f, = Z Tr[pfgﬂﬂ(d)ﬁj@f(d)]
T o (E.6)
2270 $ Ty
;j,Y;
To compute S(th)\EZAft)...Zf?l), we need
@ x5 f(d) y;® (@)
pZtY)...ZAt(t)lE(t) Z |a) (a| @ pg Yj
Y "
Pa0 40,50 = Z @) (@ @ py = @0l (E7)
aac],yj
( |Z () (EY) = +ZP ) S Z(t) 20, E(t)) S(sz)_.z;?lm)

Again, we note that each @ gets its own block in the above expressions, and there are

l“aéBf(a) y;® (@)

2(27'=1) such blocks. Moreover, the eigenvalues of the matrix |@) (@] ® p are

independent of d. Therefore, we can simply set d = f (@) = g(a) = 0, and dlagonalize that
block only, in order to diagonalize the entire matrix.
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Appendix F

Numerical details for AD}+CPA
keyrate calculations

In this section we explain how we compute the keyrate expression Eq. 4.47

P

Kaptcpa = %S(Z@A) . — Oleak (F.1)

p1 and dea has already been computed in Sec. 4.2. Therefore, in this appendix we focus

on the computation of the conditional entropy. We compute S (Z |EFCPAA)ﬁZEF =
CPA

S(Z‘EA)%EE’ since Fopa is known to Eve anyway .

F.1 AD Round

The sifting probability and sifted error rate for the AD protocol is given by pgs = e’ +
(1 —¢)®, and € = €®/pgx. In what follows we will separate the b bit string x into a one bit
x1 and n — 1 bit s; which contains the remaining bits of x. Let the AD announcement for
the string x1s; be given by A(zq,s1). We have A(xq,s1) = A(Z1,51), where we use T to
denote a string of bits obtained by flipping every bit of x. Then, the Alice-Bob-Eve state

83



of each bit after AD stage (conditioned on passing the AD filter) is

151,181

pxve =3 ko) or] @ ) (] @ Ao, 51)) (A, 50) | © 22—
sift

1,51

(F.2)

151,2151

£ 2 ) (] @ ) (] @ Ao, 50) (Al 1) @ B —

Z1,51

The first term represents the case where announcements matched and Alice and Bob obtain
the same bits, whereas the second term is the case where announcements matched and Alice
and Bob obtain different bits. One can write the above state as

pxve =Y |o) (1] @ |21) (1] 0"

1

+ ) ) (] @ |71) (7] 07"

1
T1,T p$1517$151 <F3)
O'El 1 — Z |A(l’1,81)> <A(ZL’1, 81>| ® EPT
S1
7 Pt
o™ = 3 A, s0) (Al s)| @ FE—
S1

Thus, if Stage 1 starts with N bits, it ends with (roughly) psN/b bits each with Alice
and Bob, with the effective Alice-Bob-Eve state as described above.

F.2 CPA Round

Alice and Bob now implement the CPA protocol with blocksize=2 on pgy 5 = >, [7) (z|®
ly) (y| ® o?. Let the probability of parities matching be given by p,, = é* + (1 — €)2.

F.2.1 Eve’s information when parities match

If parities match, the two bit state is given by

0.371@1 ® 0.132,152
PXY E|Fepa=0 — Z |2122) (T122| @ |2172) (T172] @ Ep%
m

T1T2

(F.4)

T1,Z1 ® 0.9027502

g
+ Z ’3311‘2) <$1.Z'2| (059 ‘f1f2> <i’1f2’ X £ E

g Pm
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The first term is the case when parity matches and there are no errors, while the second
term is the case when parity matches but both bits have errors. When parity matches, the
keymap is identity, and z;29 = x125 is mapped to the key. Therefore,

1 40.21,21 ® 0,22722 40,21,21 ® 0.22,22
PZE|Fepa=0 — Z Z |Z1Z2> <Z1Z2| ® ( E E_ 4 E 2 ) (F5)

Pm Pm

2122

The entropy of the conditional states can be computed as follows:

: b3 9 op™ | 4" 0 o
S(pEIFCPAZO) N S( DPm 5 Dm

IO E D N (Ao + )"
Z121 _ _on 1 0 1 b
S(UE | CPA:O) =2 ( 2 > Dsift log < 2" Dty )

= — ( ; ‘) (nlog(Xo + A1) — n — log(psitt))

) I OTE YA (A2 + A3)"
Z121 _ _on 1 2 3 A
S(UE £ CPA:O) =2 < 2 > Dsift log < 2" Dy )

e
—5(71 log(A2 + A3) — n — log(psitt) )

_ . Ao+A1)"
This is because the eigenvalues of o322 are 2"~ ! copies of %L, and the

EIF =0 " Psift

are 2"! copies of Mpl . Note that Tr(c**) = % =

$(1 —¢), and Tr(o®*) = % = 2¢. The first equation above follows from the
observation that Eve’s conditional states are orthogonal for different locations for errors.

The second and third follow from the expressions for agy states. The final result is given

by

2 2 (1—@)2 (4
S(pZE‘Uf‘cPA:O) = p_(l - e)S(UE ) + _(1 - 6)S<O'E ) + %S (p_>

cigenvalues of o7 A

2 e? 4
—eS( lel)—i—p—eS( oF?) + S( >

m m pm
2(1 — ¢)? 262
= —%(” log(Xo + A1) — n — log(psiry)) — p—(” log(A2 + A3) — n — log(psit:) )
+ log(pm/4)
2n 2n
= 2(n +log(ps)) — —(1 — €)*log(Ao + A1) — p—e ?log(A2 + A3) + log ( >
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To compute Eve’s average state, we have

Z1Z1 ® 0.222:2 Z1Z1 ® 0.222:2
pE|FCPA:0 - Z +

Pm Pm
2129

)0218172181 IOZE252,Z252
= |A 2’181 lel)l QR —— ‘A 2282 2232)‘ X ——
21;2 Z p Slftp m Z pgiftpm
p218172151 p2282,22§2

+ Z Z |A 2181 2181)| K —— E Z |A 2’282 ZQSQ)| & EQ—

21,22 Slftpm PsitPm
(F.8)

Now, we note that the two terms added above are separate orthogonal blocks and their
entropies can be computed separately. Additionally, the announcement register gives us
another block diagonal structure. Given any z;s;, only z;5; can give the same announce-
ment. This leads to multiple blocks, where each block represents one set of announcements,
with 4 terms in each blocks : Given by (2151, 2282), (2151, 2252), (2151, 2282), (2151, Z252). A
simple counting argument shows that there will be 4"~ such blocks. From Lemmas. B.3,
B.1, it is easy to show that all these blocks have the same eigenspectrum, and therefore
the same entropy, since they correspond to the same Gram Gatrix. Using this, we obtain

n— 2181,218 2181,218 2282,228 2959,228 ]-
S(pE|FCPA:0):4 l{s((pll 11+p11 11)(pE22 22+pE22 22)p2 p )
siftf/m
(F.9)

+ S (( 2181,2151 +p2131,2181)(pZE?82,22§2 + IOEEQEQ,ZQSZ) 5 1 ) }

Psite Pm

In this way, S(Z|E, Fopa = 0) = 2+ D s p(zle)S(pglifcpA o) = S(PB|Fepa—0) CON be
computed.

F.2.2 Eve’s information when parities don’t match

The full state in this case is given by

271,271 ® 1'2,1‘2

PXY E|Fepa=1 — Z |2122) (T122| @ |Z1, T2) <$1,$2|
xr1T2

1 - Pm
(F.10)

ml T T2,T2
’ X O' ’
+ E ‘1}11[2 <.T1.ﬁl?2’ & ’1'1.1'2) <.7§'1.1'2‘

T1T2

1_pm
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Here the keymap is just the parity bit. Let the parity bit be a. Therefore, x5 = 21 @ a.
Therefore the state after keymap is given by

U?,m ® 0_216% ,X1Da + Uxmm QKo xlEBa z1Da
Paiipemet = P la) (al @ | Y
a

1_pm
1

(F.11)

T1,T1 r1Ba,x1Pa T1,T1 r1Ba,x1Pa
“ B 20,7 ®o0g + 2057 ®og
PE|Fepa=1 Z 1 —pm

Again we will utilize the fact that Eve’s stats form different blocks depending on p3?
(location of errors) and the announcement register. This gives us

p%‘FCPAzl p51t<1 _pm Z <Z |A :I:lasl (xlysl)lp 181,71 1)

1

(Z |A(z1 @ a, s2)) (A(z1 D a, o) p(“@“)“’(“@‘”s?)
82

Z)(l—_l) Z (Z |A I, Sl (1'1, 81)| me1517$151>
sift m

(Z Alwr @ a,52)) (Alw: @ a, 50)] pl 1@“)“’(“’“@“)”>
52

(F.12)

Note that the two terms added together above are in orthogonal spaces and therefore can
be diagonalized separately. Consider the first term : For a given x, sq, so term, we see
A(zq,s1) and A(z @ a, s9) in the announcement registers. The only way to get the same
announcement is A(zy,5;1) = A(xy,s1) and A(Z; & a,52) = A(x; @ a,sq), i.e the term
obtained from 71, §1, 5. A simple counting argument shows that this means we will obtain
4"=1 blocks, with each block being 2 x 2 matrix. We will see that each block has the same
eigenvalues from Lemmas B.3, B.1. A similar argument for the second term gives us
S(p%|ﬁCPA:1) =

4n715 ( : 2 (pgshﬂhgl ® p(Efﬂl@‘l)S%(ml@a)@ + p%ﬁl,xlﬁ ® IO(EIITCL)S%(M@G)SQ)
Pag(1 — Pm)

(F.13)

2

4n715 (p2 (1 - )(pgsl,xlsl ® p(Exl@a)Sz,(m@a)Ez + p5E’1§1,f1S1 ® p(EméBa)SQ,(méBa)SQ))
sift m
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Now we move to computing S(pElﬁCPA:1>. We write

B U%lxl ® U?@a ,x1a + U:v17ac1 ® Ug@a z1da
PE|Fcpa=1 = Z 1—p
m
a,r
1 T1,T T9,x T1,T (13'14J
1,1®O_2,2+01,1®0.x2x2
1— Pm

T1T2

The two terms added together live in orthogonal spaces and their entropies can be computed
separately. They will also give identical entropies. Therefore

_ 1‘1,1‘1 ® 0_3;2,552
S(pp) =28 (Z 1_—)
Tr1x2 pm
Z (Z |A x1751 (fCl, 81)| X pxlsllesl)

=25 ————
<p51ft(1 o o (F.15)
(Z |A(22, 52)) (A(z2, 52)| ® p$282,x282))

1

_ oy arlg (—
pgiftu — Pm)

ZElSl,(ElSl IlSl,ZlSl 252,282 128271282
(PE + pp ) @ (pg + pg )>

where we have repeated our standard tricks using Lemmas B.3, B.1. In this way S (Z |E Fopa =
1) =14+ . p()S <pE|FCPA:1) — S(Pp|fpa—1) can be computed. Note that S(Z|E) =

S(Z‘EﬁCPA) = Zf Prob(FCpA =f)S (Z|E, Fepy = f).Thus we have computed everything
that is needed to evaluate our keyrate.
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