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Abstract

Distributed in-memory storage systems play a critical role in supporting modern appli-
cations and meeting their performance, reliability, and scalability requirements. Current
in-memory storage systems adopt three design decisions that limit their performance and ef-
ficiency. First, these systems rely on the write-ahead log to guarantee data consistency and
tolerate failures. The write-ahead log enforces a strict sequential ordering on operations
that is often unnecessary for many applications, introducing a performance bottleneck.
Second, these systems are designed for traditional, server-centric hardware, overlooking
potential design optimization of emerging hardware capabilities and rendering them in-
compatible with the recently proposed hardware-disaggregated architecture. Third, their
disaster recovery mechanisms are designed under the assumption of complete time asyn-
chrony across machines, resulting in either a large data loss window or a significant perfor-
mance overhead. This thesis explores a fundamentally different design space for building
high-performance, replicated in-memory storage systems.

First, to address the inefficiency of the write-ahead log, this thesis explores a novel sys-
tem design that forgoes the write-ahead log and builds the Logless, Linearizable Key-Value
storage system (LoLKV). By removing the log, LoLKV eliminates the serialization bottle-
neck and unnecessary memory copy operations, achieving a higher level of concurrency and
improving resource utilization. LoLKYV relies on one-sided RDMA to efficiently replicate
data. Evaluation results demonstrate that LoLKV achieves 1.7 — 10x higher throughput
and 20 — 92% lower tail latency compared to state-of-the-art RDMA-based systems.

Second, to address the performance challenges of current storage systems on the hardware-
disaggregated architecture, I propose SplitKV, a low-latency linearizable key-value store
designed for the hardware-disaggregated architecture. SplitKV leverages one-sided RDMA
for communication with memory nodes, ensuring that memory nodes remain completely
passive. SplitKV co-designs the replication protocol with the data structures of the system
to minimize the number of RDMA operations required to process client requests. Evalua-
tion results show that SplitK'V achieves 2.6 —21x higher throughput and 80% — 89% lower
latency compared to Sift, the state-of-the-art disaggregated key-value store.

Finally, to address the shortcomings of current disaster recovery mechanisms, I lever-
age modern data center time synchronization hardware and protocols to build Slogger, a
new disaster recovery system. Slogger achieves near-zero data loss and guarantees pre-
fix linearizability at the backup site. Slogger uses continuous asynchronous replication to
minimize the overhead on the system. Slogger employs a watermark service to guarantee
the linearizability of the backup site while avoiding across-shard coordination. Evaluation
experiments show that Slogger reduces the data loss window by 50% compared to the
incremental snapshotting approach.
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Chapter 1

Introduction

Modern applications impose stringent performance and reliability requirements. Low la-
tency service time has become increasingly critical; 20 years ago, applications could tolerate
delays in the hundreds of milliseconds, but today, use cases such as financial trading [7, &],
real-time gaming [9], and augmented reality [10, | 1] demand real-time processing with re-
sponse time in the range of microseconds. Similarly, the need for throughput has grown
dramatically with the rise of data-intensive workloads [12, 13, 14]. While early 2000s sys-
tems required throughput measured in gigabits per second (Gbps), modern applications
like video streaming [15], machine learning [16, 17], and IoT solutions [ 8] demand terabits
per second (Tbps). In addition to performance, fault tolerance has become a critical as-
pect of systems design. Systems are expected to tolerate a wide range of failures, including
device crashes, node outages, network partitions, and even the complete loss of an entire
data center [19, 20].

In-memory storage systems [21, 22, 23, 24, 25, 26, 27, 28| play a critical role in support-
ing modern applications. They store data on the main memory instead of persistent storage
devices to enable low-latency and high-throughput data access. These systems achieve scal-
ability through horizontal scaling by utilizing multiple nodes to store and serve data, which
enables supporting massive amount of data. Furthermore, these systems guarantee data
reliability and consistency even under failures by replicating data on multiple nodes. Major
cloud providers, including AWS [29], Microsoft Azure [30], and Google Cloud [31], provide
managed in-memory storage services such as Amazon ElastiCache [21], Azure Cache for
Redis [25], and Google Cloud Memorystore [26] to support latency-sensitive applications.

In-memory storage systems are essential for a wide range of applications that require
real-time data processing and ultra-low latency. Web applications utilize them for caching



frequently accessed data to enhance user experience. Real-time analytics [32, 33] lever-
age in-memory storage to monitor and process continuous streams of data, which enables
instant decision-making in applications such as smart manufacturing and autonomous ve-
hicles. In addition, financial systems [7, 8] depend on in-memory storage systems to process
transactional data at high throughput, which enables real-time fraud detection, risk anal-
ysis, and stock market analytics. Message queuing systems [31, 35, 30, 37, 38, 39] rely
on in-memory storage to enable low-latency and consistent message exchange across dis-
tributed services. Machine learning applications [16, 17] leverage in-memory storage to
store and retrieve precomputed features or model results during inference. These diverse
applications highlight the critical role of in-memory storage systems in supporting fast,
scalable, and responsive services across industries.

Meeting the stringent performance and reliability demands of modern applications is
challenging due to the compute-storage performance gap, coupled with the exponential
growth of data generation. Figure 1.1 highlights the performance trends of CPUs, mem-
ory, and networks over time. Figure 1.1 demonstrates that the growth of compute power
over the years has significantly outpaced the growth of memory and interconnect band-
width, creating performance bottlenecks that limit data movement and reduce processing
efficiency. Simultaneously, the volume of data generated by modern applications has grown
exponentially, with data in 2020 being 32 times larger than in 2010. This unprecedented
surge in data generation and storage has placed immense pressure on existing storage
systems.

Data center infrastructure continuously evolves to keep up with the growing demands
of modern applications. Advances in compute technologies, such as GPUs, FPGAs, pro-
grammable switches, and SmartNICs, enable the acceleration of compute-intensive work-
loads and offloading of network functions. Advancements in storage, including SSDs,
NVMe interfaces, and persistent memory modules, provide fast, reliable, scalable data
access. High-speed interconnect technologies like RDMA and CXL enable low latency and
high throughput communication. Furthermore, the emergence of the hardware-disaggregated
architecture, which separates compute, memory, and storage into independent resource
pools, enhances scalability and resource utilization. System designs that exploit these in-
novations have the potential to overcome the limitations of current storage systems to meet
the performance, scalability, and reliability requirements of modern applications.

This thesis focuses on in-memory storage systems. Specifically, it leverages recent hard-
ware technologies to build efficient in-memory storage systems that are capable of meeting
the demands of modern applications. The next section (Section 1.1) discusses recent ad-
vances in data center infrastructure. Section 7?7 presents an overview of the evolution
of storage services from magnetic tapes to modern distributed storage services with ad-
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Figure 1.1: Trends in the relative performance of floating-point arithmetic, memory, and
network [6].

vanced features. Section 1.2 discusses the challenges of two primary features in current
storage systems: state replication and disaster recovery. Finally, Section 1.3 summarizes
the contributions of this thesis.

1.1 Evolution of Data Center Infrastructure

Data center infrastructure is undergoing rapid evolution to keep up with the demands of
modern applications. This evolution is driven by advancements along two key fronts: tech-
nological advancements in compute, storage, and networking hardware, and the emergence
of the hardware-disaggregated architecture. The rest of this section highlights the main
advancements in data center infrastructure.

Advances in networking. Over the past two decades, data center networks have evolved
substantially, driven by the need for higher throughput and lower latency. Figure 1.2 illus-
trates the evolution of data center network speeds over the past two decades, highlighting
significant transformations in network throughput and latency. In the early 2000s, net-



1.6 Tb/S
[

800 Gb/s
400 Gb/s @ ® /
@200 Gb/s
100 Gb/s @
@:20aGb/s
10 Gb/s @
1Gb/s
o
100 Mb/s
10 Mb/S
o

_————r>

1980 1990 2000 2010 2020 2030

Figure 1.2: The change of the speed of Ethernet between 1980 and 2023. Red points show
projected values in the future.

works relied on 1 Gbps connections [10], which limited the ability to handle large datasets
and high-traffic workloads, with latency often measured in tens or even hundreds of mil-
liseconds. By 2020, the introduction of high-speed networking technologies brought 100
Gbps and 400 Gbps connections into data center networks and reduced network latency
to single-digit microseconds. Furthermore, data centers started moving toward 800 Gbps
Ethernet in 2024, with plans to adopt 1.6 Thps Ethernet in 2026 [11]. These high-speed net-
works enable applications that require ultra-low latency or massive-scale data processing,
such as distributed Al training, real-time analytics, and high-frequency trading. Software-
defined networking (SDN [12, 43]) decouples the control plane from the data plane, al-
lowing centralized traffic engineering and dynamic resource allocation. Programmable
switches [14, 15, 16] and smart network interface cards (SmartNICs) allow the implemen-
tation of an application-specific packet-processing pipeline that is deployed on network
devices and executed at line speed.

Advances in compute. FEmerging compute technologies have played a pivotal role
in the evolution of data center infrastructure. Graphics processing units (GPUs) and
field-programmable gate arrays (FPGAs) are increasingly used to accelerate specific work-
loads, such as deep learning and real-time video encoding. Remote direct memory access
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(RDMA [17]) technology enables a machine to access the main memory of another machine
with the involvement of CPUs, reducing latency, increasing throughput, and improving
utilization. Finally, compute express link (CXL [18]) technology is emerging as a solution
that enables low-latency, high-bandwidth connections between CPUs, memory, and accel-
erators. Synchronized clocks [19], powered by GPS and atomic clock technologies, achieve
highly precise time synchronization across machines, simplifying coordination tasks across
machines.

Advances in storage. Storage technologies have advanced significantly, enabling faster
and scalable data access. Solid-state drives (SSDs) have largely replaced hard disk drives
(HDDs) due to their superior bandwidth and lower latency. Persistent memory modules,
such as NVDIMMs [50], provide non-volatile storage with DRAM-like access speeds, en-
abling high-speed data access while retaining data during power outages. Non-volatile
memory express (NVMe [51]) further enhances performance by connecting SSDs to CPUs
via the PCle bus to reduce latency and increase throughput. In addition, main memory
capacities have grown substantially to meet the demands of data-intensive workloads. Over
the past decade, server-class RAM has evolved from tens of gigabytes to multi-terabyte
configurations, with modern data center servers supporting 6-12 TB of DDR4/DDR5 mem-
ory [52, 53]. This expansion is driven by the rise of in-memory computing and large-scale
AT models [16], which require massive datasets to reside in RAM for real-time processing.

Hardware-disaggregated architecture. Recently, the hardware-disaggregated archi-
tecture [541, 55] has been proposed to address the scalability and resource underutilization
of the monolithic architecture, in which compute, memory, and storage resources are tightly
integrated within a single physical server. Hardware-disaggregated architecture breaks the
monolithic hardware into separate compute, memory, and storage modules, organized as
resource pools. Each resource pool operates independently, allowing pool resources to be
scaled, upgraded, or replaced seamlessly. This architecture improves resource utilization
and scalability by enabling fine-grained resource allocations to meet workload-specific de-
mands. In addition, the modularity of the hardware-disaggregated architecture enables
rapid integration of new hardware modules and reduces the maintenance cost significantly
as only failed modules must be replaced. The hardware-disaggregated architecture is en-
abled by high-speed interconnect technologies such as Infiniband [17] and compute express
link (CXL [18]), which enable high throughput and low latency communication between
different hardware modules.

To efficiently leverage the advancements in data center infrastructure, novel designs
that are specialized for specific hardware, architectures, and workloads must be intro-
duced. These designs should be carefully tailored to account for the unique capabilities
and constraints of the underlying technologies. By aligning system design with the distinct



requirements of different workloads, these specialized systems can address the limitations
of current systems, improving performance, reliability, and scalability.

1.2 Challenges of Current In-memory Storage Sys-
tems

The emergence and adoption of in-memory storage systems began gaining attraction in
the 2000s, as applications increasingly required low latency and high throughput perfor-
mance. The development of systems such as Memcached [56] marked the start of in-memory
caching for web applications. Later, Redis [57], introduced in 2009, expanded the use of
in-memory storage by supporting advanced data structures and configurable persistency.
Advancements in server hardware, such as increased RAM capacity with lower costs, fueled
the adoption of in-memory storage, making it practical for a wide range of applications.
Today, in-memory storage is regarded as a key component of modern data center services.

Despite the continuous evolution of distributed in-memory storage systems, current
systems have three main shortcomings that limit their performance and scalability. First,
these systems rely on the write-ahead log to perform replication and guarantee consis-
tency. However, the log introduces a strict level of serialization that is not required by
many applications. Second, these systems are designed for the monolithic, server-centric
architecture, rendering them incompatible with the emerging hardware-disaggregated data
center architecture. Finally, they fail to fully exploit recent advancements in hardware
technologies, such as programmable switches, RDMA, and synchronized clocks, thereby
overlooking opportunities for optimization.

Section 1.2.1 and Section 1.2.2 discuss the shortcomings of current designs of two crit-
ical features of modern distributed storage systems: replication and disaster recovery.
Section 1.3 presents my research work that addresses these shortcomings.

1.2.1 Replication

Distributed storage systems rely on data replication to provide reliability and fault tol-
erance guarantees. By creating and maintaining multiple copies of data across different
nodes, replication safeguards against hardware failures, software errors, and network dis-
ruptions, ensuring the integrity and availability of the data even under failure scenarios.



However, replication introduces a consistency challenge, as ensuring that all copies of
the data remain synchronized across distributed nodes is complex, especially in the pres-
ence of concurrent operations and failures (e.g., network partitions [58]). This consistency
challenge can lead to incorrect behavior such as stale reads or data loss. As a result,
distributed storage systems rely on replication protocols to provide high availability while
maintaining data consistency. These protocols ensure that replicas remain consistent even
in case of failures. Among the most widely used replication protocols are those based on
the replicated state machine (RSM) model [59], which maintains a consistent state across
multiple replicas (a.k.a replica set) through consensus mechanisms.

Paxos [00, 61] and Raft [62] are two prominent and widely-used consensus protocols
that are used to build RSM-based systems. Figure 1.3 shows the architecture of these
consensus protocols. At the heart of these protocols is the concept of a replicated write-
ahead log. The replicated log acts as the system’s source of truth, maintaining a sequential
record of all system operations. Each node in the system maintains a copy of this log, and
every replica executes operations following the order in the log to ensure consistency. This
log-centric approach ensures that all nodes agree on the sequence of operations, even under
various kinds of failures.

These consensus protocols adopt a leader-based design, in which one of the replicas acts
as a leader, while other replicas are followers. The leader is responsible for coordinating
system operations and ensuring that they are propagated in the same order to all follower
replicas. The leader receives client requests, appends the corresponding operations to its
log (Step 2 in Figure 1.3), and then replicates these entries to the logs of the follower
replicas (Steps 3 and 4). An operation is considered committed only if it is replicated on a
majority of the nodes. A committed operation means that the system will never lose the
operation, even in case of failures. Once the operation is committed, the leader applies
it to its state machine (Step 6), and later, follower replicas learn that the operation is
committed and apply it to their state machine. This design ensures that operations are
replicated and applied in the same order on all replicas.

Shortcomings

The reliance on the replicated log introduces four inefficiencies that hinder system perfor-
mance, scalability, and utilization. First, the replicated log serves as a single serialization
point, ensuring that all operations are ordered consistently across replicas. This design
restricts the throughput of the system to the speed at which the log can store operations.
However, from the application’s perspective, the strict ordering enforced by the replicated
log is often unnecessary, particularly in scenarios involving independent operations. For
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Figure 1.3: The architecture of leader-based consensus protocols.

example, requests from two clients modifying separate files or updating different objects
in a key-value store are independent and can be executed concurrently. Enforcing a total
order on such operations through the replicated log imposes unnecessary synchroniza-
tion overhead and creates false dependencies, leading to increased latencies and reduced
throughput.

Sharding technique [03] is typically used to mitigate the serialization overhead of the
replicated log. Sharding divides the state of the system into smaller, independent data
partitions (a.k.a. a shard), with each partition managed exclusively by one instance of the
consensus protocol (i.e., leader and followers). This approach enables parallel processing
of operations by deploying multiple instances of the consensus protocol, each with its
separate leader and followers. Each instance handles a subset of the data partitions and
processes only the operations relevant to its assigned data partitions. By distributing
the workload, sharding reduces the contention and bottlenecks associated with the log.
However, sharding introduces a new bottleneck for skewed workloads, in which certain
shards receive a disproportionately higher volume of operations. In such cases, the servers
hosting the popular shards become overloaded, while other servers remain underutilized.
This imbalance undermines the parallelism advantage of the sharding technique and creates
new bottlenecks that can limit the overall performance of the system.



The second shortcoming of the replicated log is that it separates the replication phase,
in which operations are written to the log, from the apply phase, in which operations are
applied to the system’s state. Operations are first appended to the log and later retrieved
and applied to the system’s state, resulting in a higher memory access overhead. The
third shortcoming of the replicated log is that it requires repeating the apply phase on all
replicas. Every replica must independently apply the committed operations to its system’s
state. This repetition of work across replicas increases resource usage, hence, the total
overhead of the system.

Finally, traditional log-based designs are tailored for the monolithic architecture, where
each server integrates a fixed amount of compute, memory, and storage resources. This
one-size-fits-all design is infamous for its low hardware utilization. This is because ap-
plications rarely utilize all the hardware resources of a server, leading to low hardware
utilization. Recently, the hardware-disaggregated architecture (Section 2.3) has been pro-
posed to address the resource underutilization of the monolithic architecture [55]. The
hardware-disaggregated architecture breaks monolithic hardware into separate, indepen-
dent, and network-attached compute, memory, and storage components. An application
allocates the exact amount of each resource needed for its execution. Unfortunately, log-
based systems are incompatible with the disaggregated architecture. Log-based systems
assume that each replica stores, in its local memory, all data structures, including the
write-ahead log and the state machine. However, in the hardware-disaggregated architec-
ture, CPU nodes often lack sufficient memory to store the entire system state, and memory
nodes have limited computational power, restricted to control tasks. Consequently, current
log-based systems cannot be readily deployed on the hardware-disaggregated architecture.
Furthermore, porting log-based storage systems on hardware-disaggregated architectures
results in significant performance degradation. This overhead arises primarily from the
large number of remote memory accesses, which the original design assumes to be local,
leading to substantial performance overhead.

1.2.2 Disaster Recovery

Disaster recovery (DR) is a critical feature in storage services designed to ensure data
availability in the event of catastrophic failures, such as the complete loss of a data cen-
ter. These failures, which may result from natural disasters, power outages, or large-scale
cyberattacks, pose a significant threat to the reliability and availability of services. The
primary objective of DR in such scenarios is to quickly restore operations and minimize
disruptions to users or businesses.



A common strategy for DR is maintaining a backup site, in a remote data center, that
mirrors the primary site. The backup site serves as a redundant copy of the system, storing
replicated data and operational state of the primary site. In the event of a data center
failure, the backup site becomes the primary site. This approach ensures continuity of
service while the affected primary site is repaired or replaced.

Standard means of DR are through snapshotting [64, 65, 66, 67] and synchronous geo-
replication [61, 68]. Snapshotting is a technique that allows point-in-time copies of system
states to be stored at the backup site. A snapshot provides a consistent view of the
system, enabling recovery to a specific state prior to the failure. In case of a complete
data center outage, snapshots enable rolling back to a reliable system state without risking
data corruption. Furthermore, incremental snapshots, which capture only changes since
the previous snapshot, can reduce DR overhead.

Synchronous geo-replication is another technique for DR. This approach ensures that
data is consistently and synchronously replicated between the primary and backup sites.
That is, every operation at the primary site is synchronously replicated to the backup site,
and the operation is only considered committed once the backup acknowledges it. This
ensures that the backup site maintains the most up-to-date system state, which guarantees
continuous availability even in the event of failures.

Shortcomings

Both snapshotting and synchronous geo-replication have limitations that impact their ef-
fectiveness. The snapshotting approach suffers from high lag between the primary and
backup sites, as it relies on periodic synchronization rather than continuous synchroniza-
tion. This creates a window of potential data loss in the case of a disaster, depending on
the frequency of snapshot creation. In addition, creating a global snapshot in distributed
systems introduces significant overhead due to the need for coordination and synchroniza-
tion across all shards of a system. Capturing a consistent snapshot requires freezing the
system state to ensure that each shard records its local state without interference, which
can disrupt normal operations and cause significant performance degradation. Experiments
(Figure 5.11) with LogCabin [69], a highly available key-value store that uses Raft consen-
sus protocol, show that incremental snapshotting with a snapshot size of 64 KB reduces
the system throughput by 29% while having a data loss window of 35 milliseconds.

On the other hand, synchronous geo-replication guarantees zero data loss by syn-
chronously replicating every operation to the backup site. However, this comes at the
cost of high overhead on the primary site. The added latency from cross-site commu-
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nication, especially over long distances, can significantly degrade the performance of the
system. Our experiment (Figure 5.1) shows that inter-data center replication performs
over an order of magnitude worse than the intra-data center replication. The limitations
of snapshotting and synchronous geo-replication approaches highlight the challenges in
achieving both consistency and high performance while minimizing the data loss window.

1.3 Contributions

This thesis presents three novel systems that aim to solve the shortcomings highlighted
in the previous section (Section 1.2). LoLKV (Chapter 3) is a new logless distributed
key-value store that addresses the limitations of log-based designs. SplitKV (Chapter 4) is
a novel key-value store that targets hardware-disaggregated architecture. Finally, Slogger
(Chapter 5) is a new disaster recovery mechanism that achieves a near-zero data loss
window. The rest of this section summarizes the contributions of each of these systems.

1.3.1 LoLKYV: The Logless, Linearizable Key-Value Storage Sys-
tem

LoLKYV is a novel linearizable key-value storage system that tackles the fundamental in-
efficiencies of the classical log-based design in storage systems. First, LoLKV abandons
the traditional log-based architecture in favor of a logless architecture that co-designs the
system’s data structures with the replication protocol. LoLKV utilizes RDMA to repli-
cate operations directly to followers’ data structures without relying on the replicated
log. Hence, removing the serialization point imposed by the log and eliminating any un-
necessary memory operations. Second, LoLKYV follower replicas are passive and do not
participate in processing put or get requests. Thus, LoLKV avoids repeating the same
work on all replicas, reducing the overhead of the system. Third, the leader in LoLKV
runs multiple worker threads to process client requests. In LoLKV, a worker thread can
process requests for any key, resulting in a higher level of parallelism and improved CPU
utilization. To summarize, LoLKV design eliminates serialization bottlenecks, removes
unnecessary memory copy, and avoids repeating the same work on all replicas.

While the LoLKV design increases the concurrency level, it complicates fault tolerance
and garbage collection protocols. LoLKV uses multiple concurrent threads that can leave
the system in an inconsistent state in the case of a leader failure. LoLKV introduces novel
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leader election and data consolidation protocols to ensure that the new leader has the most
up-to-date system state.

The evaluation of a prototype of LoLKV using various workloads demonstrates that
LoLKYV achieves 1.7 — 10x higher throughput and 20 — 92% lower tail latency compared to
state-of-the-art RDMA-based replicated storage systems, including Mu [70], uKharon [71],
DARE [72], and APUS [73]. In summary, the contributions of this work are the following:

e Design a novel logless replication protocol for linearizable key-value storage systems
that leverages one-sided RDMA to perform replication.

e Design a novel leader election and data consolidation protocols to guarantee the
safety of the system under various failure scenarios.

1.3.2 SplitKV: A Linearizable Key-Value Storage System For
Disaggregated Hardware

Existing distributed storage systems are designed for the monolithic architecture; these
systems assume that all system’s data structures are stored on the local memory. As a
result, deploying existing storage systems on top of the hardware-disaggregated architecture
incurs significant performance overhead. The main cause of this overhead is the large
number of remote memory accesses, which current systems assume to be local to the node.

I present SplitKV, a novel key-value storage system for hardware-disaggregated archi-
tecture. SplitKV has two types of nodes: coordinators and memory nodes. A coordinator,
hosted on a CPU, is responsible for processing client requests, including the communication
with clients and replication of requests on memory nodes. Memory nodes are responsible
for storing the data structures of the system. SplitKV adopts a logless design and uses
RDMA for communication. SplitK'V optimizes the replication protocol to reduce the num-
ber of remote memory accesses needed to process a put or get request. Furthermore,
SplitKV minimizes the size of the state needed for recovery in the case of a coordinator
failure to reduce the failover time.

The evaluation of a prototype of SplitKV using various workloads demonstrates that
SplitKV achieves 2.6 — 21 x higher throughput and 80% — 89% lower latency compared to
Sift [71], the state-of-the-art disaggregated key-value store. In summary, the contributions
of this work are the following:

e Design a novel key-value store that is optimized for the hardware-disaggregated ar-
chitecture. The proposed system co-designs the data structures and the replication
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protocol to reduce the number of RDMA operations required to process client re-
quests.

e Design a novel recovery protocol to minimize the state synchronization overhead in
a case of coordinator failure.

1.3.3 Slogger: Scalable, Near-Zero Loss Disaster Recovery for
Distributed Storage Systems

Slogger is a disaster recovery system that addresses the shortcomings of snapshotting and
geo-synchronous replication approaches for disaster recovery. The main challenge of disas-
ter recovery is to minimize the data loss window, maintain the consistency of the backup
site, and minimize the performance overhead. Slogger leverages continuous asynchronous
replication augmented with synchronized clocks to achieve near-zero data loss while pre-
serving prefix linearizability at the backup site. Prefix linearizability is a consistency model
in which the system ensures that its observed state represents a valid prefix of a sequential
execution of operations. Slogger uses synchronized clocks within a data center to track
the temporal order between operations. Slogger tags each operation with a timestamp
derived from the synchronized clocks. Operations are then applied at the backup site in
the tagged timestamp order. Slogger uses a watermark service to preserve the consistency
of the backup site while avoiding cross-shard communication.

Evaluation experiments show that Slogger minimizes the data loss window to 0.5 round-
trip time (RTT), reducing the data loss window by 50% compared to the best configuration
of the incremental snapshotting approach. In addition, results show that Slogger has negli-
gible overhead on the performance of the primary site, and can scale to large deployments
with hundreds of shards. The contributions of this work are the following:

e Introduce a new DR approach that leverages synchronized clocks to achieve a near-
zero data loss window while guaranteeing the consistency of the backup site.

e Design a novel watermark service at the backup site to efficiently and consistently
advance the state of the backup site while avoiding all-to-all communication between
shards at the backup site.
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1.4 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 discusses background topics that
are essential for the work in this thesis. Chapter 3 presents LoLKV, Chapter 4 presents
SplitKV, and Chapter 5 presents Slogger. Finally, Chapter 6 discusses concluding remarks

and future work.
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Chapter 2

Background

This chapter provides the background required to understand the research presented in this
thesis. Section 2.1 covers RDMA, which is an enabling technology for LoLKV (Chapter 3)
and SplitK'V (Chapter 4). Section 2.2 discusses leader-based consensus protocols utilized in
LoLKV and SplitKV. Section 2.3 discusses the hardware-disaggregated architecture, which
is related to SplitKV. Lastly, Section 2.4 presents an overview of time synchronization
technology and protocols, which are the enabling technologies for Slogger (Chapter 5).

2.1 Remote Direct Memory Access

Remote direct memory access (RDMA [17]) is a networking technology designed to enable
direct data transfers between the memory spaces of two computing nodes. RDMA tech-
nology addresses the limitations of traditional networking stacks (i.e., TCP/IP). TCP/IP
networking stack is designed for general-purpose communication and relies heavily on the
operating system kernel to manage data transfers. This dependency introduces several
inefficiencies. First, data is typically copied multiple times between user and kernel spaces
and through intermediate buffers, resulting in increased memory bandwidth usage and
additional delays. Furthermore, the kernel mediation process involves multiple context
switches between user and kernel modes, which increases CPU usage and overall commu-
nication latency.

RDMA addresses the limitations of the TCP/IP networking stack by offloading the
entire data transfer task to the RDMA network interface card (RNIC), which enables
kernel-bypassing and zero-copy data transfer. RDMA requires a special NIC that supports
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direct memory access (DMA) over PCle. RDMA enables the transfer of data from the
main memory of one node to the main memory of another node without the involvement
of the CPUs of both nodes. The RNIC uses DMA to read or write data directly to the
main memory, bypassing the CPU and kernel. In addition, the RDMA API enables user
applications to interact (e.g., issue memory transfer operations) with the RNIC in the
user space. In summary, RDMA delivers low-latency and high-throughput data transfer
by minimizing CPU involvement, bypassing the kernel, and eliminating redundant data
copies.

2.1.1 RDMA Transport Modes

RDMA offers four transport modes to accommodate the demands of different applications.
Each transport mode has different characteristics and reliability guarantees. Table 2.1
summarizes the main characteristics of different transport modes. The following are the
transport modes defined by the RDMA specification:

e Reliable Connection (RC). The reliable connection mode provides guaranteed
in-order delivery of data through a dedicated connection-oriented communication
channel between the sender and the receiver. RC mode is particularly well suited
for applications that require strict data integrity and reliability, as it prevents data
loss and ensures that all messages are delivered in order. In RC, each connection
is managed independently, which can lead to increased resource consumption when
scaling to a large number of connections.

e Unreliable Connection (UC). The unreliable connection mode offers a connection-
oriented communication channel but does not guarantee data delivery or in-order
arrival of packets. This trade-off reduces the protocol’s overhead by eliminating
mechanisms like retransmissions and acknowledgments, resulting in improved perfor-
mance for applications where occasional data loss is acceptable. UC is particularly
suitable for applications that prioritize low latency and high throughput over strict
reliability, such as multimedia streaming.

e Unreliable Datagram (UD). The unreliable datagram mode provides a connec-
tionless communication model, in which data is transmitted as independent packets
without delivery or ordering guarantees. UD prioritizes scalability and flexibility,
which makes it well-suited for environments with many-to-many communication pat-
terns or dynamic topologies in which nodes frequently join or leave. UD can scale
to a large number of endpoints efficiently as it avoids the overhead of maintaining
persistent connections. Common use cases for UD include multicast operations and
service discovery.
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e Reliable Datagram (RD). The reliable datagram mode provides a connectionless
communication model with guarantees for data delivery and in-order packet arrival.
Unlike connection-oriented modes, RD does not require the establishment of ded-
icated connections between endpoints, making it conceptually suited for reliable,
many-to-many communication scenarios. However, despite its theoretical advan-
tages, RD is not supported by real-world RDMA implementations. As a result, it
remains largely a conceptual model within RDMA specifications and is not available
for practical use in current RDMA networks.

Table 2.1: RDMA transport modes and their characteristics.

Transport Mode Connection Reliability Scalability Use Cases
Type Guarantees
Reliable Connection- Guaranteed Moderate Data replication
Connection (RC) oriented delivery and
ordering
Unreliable Connection- No guarantees for | Moderate | Multimedia streaming,
Connection (UC) oriented delivery/ordering latency-tolerant tasks
Unreliable Connectionless | No guarantees for High Multicast, service
Datagram (UD) delivery/ordering discovery, dynamic
topologies
Reliable Datagram| Connectionless Guaranteed High Conceptual mode; not
(RD) delivery and supported by real
ordering hardware

2.1.2 RDMA Verbs API

Verbs API is the interface that enables applications to access RDMA hardware features.
Verbs are divided into two categories: control verbs and data verbs.

Control Verbs

Control verbs are responsible for setting up and managing the resources required for RDMA
operations. These verbs for creating and transitioning queue pairs (QPs) through different
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operational states to enable data transfer. A queue pair (QP) in RDMA is conceptually
similar to a socket in TCP. A QP acts as an endpoint for RDMA communication. Each QP
consists of a send queue and a receive queue, which handle outgoing and incoming work
requests, respectively. In addition, Control verbs are responsible for registering memory
regions to grant RDMA hardware access, and setting up completion queues (CQs) to
monitor the status of RDMA requests. Control verbs also enable asynchronous event
notifications to handle errors or disconnections. These verbs typically involve the RDMA
device driver in the kernel, which ensures secure and proper resource allocation. Note that
these verbs are not part of the data transfer, and they are only used to set up RDMA
resources.

Data Verbs

Applications use RDMA data verbs to submit data transfer operations. These verbs lever-
age the RDMA hardware offload capabilities to enable direct memory-to-memory transfer
without requiring kernel involvement during data transfer. Table 2.2 shows different RDMA
verbs along with the transport modes that support them. Data verbs can be categorized
into two primary types: two-sided operations and one-sided operations.

e Two-Sided Verbs. Two-sided verbs include Send and Receive operations. Two-
sided verbs involve the CPUs of both the sender and receiver. The sender initiates
the data transfer by posting a Send work request (WR) to its queue pair (QP), while
the receiver must concurrently post a matching Receive WR to its QP to accept
and process the incoming Send WR. When the RDMA NIC at the receiver receives
the Send request from the sender, it consumes the Receive WR and uses DMA to
write the received data directly to the memory address specified by the Receive
WR. Send and Receive operations resemble traditional socket-based communication
as each Send request must have a corresponding Receive request. However, RDMA
offload significantly reduces the latency and CPU overhead by delegating much of
the processing to the RNIC.

e One-Sided Verbs. In contrast to two-sided verbs, one-sided verbs allow a node to
directly access the memory of a remote node without requiring active involvement
from the remote CPU. Once the setup of RDMA resources and data structures is
complete, the sender node can post one-sided requests that the receiver’s RDMA
NIC processes autonomously (i.e., the receiver is not required to post a WR to
its QP). Moreover, the processing of one-sided verbs bypasses the kernel on both
the sender and receiver, achieves zero-copy transfer, and does not involve the re-
ceiver’s CPU. As a result, one-sided operations have superior performance compared
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to two-sided operations. One-sided operations include RDMA Write, READ, atomic
compare-and-swap, and atomic fetch-and-add. For example, RDMA Write and
Read verbs allow the initiator node to write (or read) data directly on (or from) the
memory of the remote node.

Table 2.2: RDMA Verbs along with the transport modes supporting them.

RDMA Verb Reliable Unreliable Unreliable
Connection (RC) | Connection (UC) | Datagram (UD)
Send/Receive v v v
RDMA Write v v X
RDMA Read v X X
Atomic Operations v X X
(CAS/FAA)

2.2 Leader-based Replication

Consensus is a fundamental problem in distributed systems. Consensus is the problem of
making independent nodes reach an agreement on a single data value despite the possibil-
ity of node failures or unreliable communication. Several consensus protocols have been
proposed in the literature [75, 60, 62, G1]. Strongly consistent systems are typically mod-
eled as a replicated state machine (RSM). In this model, a system is represented as a state
machine that is replicated on multiple nodes (i.e., replica set). All updates to the system
are replicated and applied in the same order on all replicas. This approach ensures that all
replicas reach the same state after applying a sequence of updates. This approach guar-
antees consistency and enhances fault tolerance, allowing the system to remain available
even if a subset of replicas fail or experience network faults.

Leader-based consensus protocols, such as Multi Paxos [60, 61] and Raft [62], are widely
used to implement replicated state machines. Figure 2.1 shows the architecture of leader-
based consensus protocols, assuming that the state machine is an in-memory key-value
store. In these protocols, one replica is designated as a leader, while other replicas are
followers. Leader-based consensus protocols divide the time into terms (a.k.a. epochs).
Each term starts with a leader election process to select the leader replica. The leader
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Figure 2.1: The architecture of leader-based consensus protocols.

is responsible for processing client requests, including handling all communication with
clients and replicating new requests. If the leader fails, a new term is started, and a new
leader is elected.

Leader-based consensus protocols rely on the write-ahead log as a core data structure
to guarantee data consistency and availability. The write-ahead log stores a sequence of
commands or operations, representing the history of changes made to the system. Each
replica stores a copy of the write-ahead log. The leader ensures that the logs of the followers
are consistent by replicating all commands in the same order on all followers. Each replica
applies commands in the order defined in the log, which ensures that all replicas are
consistent. In addition to its crucial role in ensuring the consistency of the system, the log
serves as the primary mechanism for recovering from failures by replaying log commands
to reach the most up-to-date system state.

Processing a write request in Raft [(2], a widely used leader-based consensus protocol,
involves the following steps. When the leader receives a write request (Step 1 in Figure 2.1),
the leader first appends the request to its log (Step 2), and then the leader replicates that
log entry on the followers (Step 3). When a follower receives a log entry from the leader,
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the follower appends the entry to its log (Step 4) and returns an acknowledgment to the
leader (Step 5). Once the leader receives an acknowledgment from a majority of replicas
the log entry becomes committed. The leader then applies the write request to its state
machine (Step 6) and returns a response to the client (Step 7). In the background, the
leader informs the followers that the log entry is committed and they apply it to their state
machines.

2.3 Hardware-disaggregated Architecture

Traditionally, data centers have used the monolithic architecture (Figure 2.2a), in which
computing, memory, and storage resources are tightly integrated into a single hardware
unit. This monolithic architecture leads to shortcomings in resource utilization and scal-
ability. Different workloads do not uniformly use different resources. For example, under
compute-intensive workloads, compute resources are highly utilized while memory and
storage resources may be underutilized. To address this, users resort to resource overpro-
visioning, in which additional hardware units are deployed to meet the peak demand for a
single resource type, which further reduces resource utilization and increases costs.

Recently, the hardware-disaggregated architecture [51, 55] (Figure 2.2b) has been pro-
posed to address the limitations of the monolithic architecture. The hardware-disaggregated
architecture physically separates compute, memory, and storage into discrete modules or-
ganized as resource pools. For example, compute modules (e.g., CPUs, GPUs, and acceler-
ators) form a single compute pool, memory modules (e.g., DRAM and persistent memory)
form the memory pool, and storage modules (e.g., SSDs and HDDs) form the storage pool.
Each pool is managed independently from other pools, allowing pool resources to be scaled,
upgraded, or replaced seamlessly.

The hardware-disaggregated architecture is enabled by high-speed interconnect tech-
nologies such as Infiniband [17] and compute express link (CXL [18]), which enable high
throughput and low-latency communication between different hardware modules. This
efficient communication is crucial for meeting the performance requirements of modern
applications.

One of the primary advantages of hardware-disaggregated architecture is the ability to
improve resource utilization. In monolithic architecture, components such as memory or
storage may remain underutilized, leading to unnecessary operational costs. On the other
hand, in the hardware-disaggregated architecture, different kinds of resources is allocated at
a finer granularity based on application’s requirements, reducing resource overprovisioning
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Figure 2.2: Data center architectures.

and improving overall utilization. For example, compute-intensive applications can be
assigned large amount of computing power with adequate amount of memory and storage,
while memory-intensive applications receive greater memory allocations with the minimum
required computing power.

In addition, the modularity of the hardware-disaggregated architecture removes the de-
pendency between different hardware modules, which facilitates the integration of emerging
hardware technologies in a cost-efficient manner and without disrupting the entire infras-
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tructure. This modularity reduces the maintenance cost significantly, as only failed modules
must be replaced.

The transition to the hardware-disaggregated architecture introduces new challenges,
including the need for low latency, high-throughput interconnect technologies and the
increased complexity in resource management. In addition, the hardware-disaggregated
architecture requires innovative system designs to mitigate the increased communication
overhead and hardware constraints (e.g., limited memory on compute resources) in or-
der to enhance performance, scalability, and cost efficiency. Nevertheless, as the demand
for more efficient, scalable, and cost-effective infrastructure continues to grow, hardware
disaggregation is increasingly recognized as a foundational element of future data centers.

2.4 Time Synchronization

Each machine in a distributed environment operates with its own internal clock. These
clocks can drift over time due to hardware imperfections and environmental factors such
as temperature variations. Such drifts result in clocks deviating from one another, cre-
ating discrepancies in their timekeeping. The time synchronization problem refers to the
problem of aligning the clocks of independent machines in a distributed environment with
unreliable and variable network delays. Efforts to synchronize clocks using a centralized
clock are complicated by communication delays, as network latencies can vary and are
often asymmetric.

Time synchronization has a significant impact on the design of many if not all funda-
mental distributed algorithms, including consensus [76, 75], leader election [76, (2], and
distributed transactions [19]. Precise time synchronization can simplify the design and
implementation of these distributed algorithms. For instance, due to the absence of syn-
chronized clocks, consensus protocols (e.g., Paxos [75, 60] or Raft [62]) employ complex
system mechanisms to ensure the safety and liveness of the system in the presence of failures
and variable delays. Furthermore, if clocks were perfectly synchronized, these protocols
could rely on a time-based ordering approach, which is simpler and more efficient.

Time synchronization is an old problem that is well-studied in the literature. The rest
of this section discusses the major protocols and technologies that are proposed to achieve
time synchronization across independent clocks in a distributed environment.
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Figure 2.3: Network time protocol architecture.

2.4.1 Network Time Protocol

The network time protocol (NTP [77]), introduced in 1985, is the first widely adopted
solution for synchronizing clocks in distributed systems over the internet. Figure 2.3 shows
the architecture of NTP. NTP operates in a hierarchical structure defined by strata, which
represent the distance of a device from the reference clock. At the top of the hierarchy, Stra-
tum 0 devices, such as atomic clocks and GPS receivers, are highly accurate time sources
that provide the reference time. Stratum 1 servers synchronize directly with Stratum 0
devices and serve as the next layer in the hierarchy. Stratum 1 servers then distribute the
reference time to Stratum 2 servers, which in turn provide time synchronization to lower
strata. Each subsequent layer introduces a level of indirection, with servers in each stratum
synchronizing with those in the layer directly above them.
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The mathematical foundation of NTP [77] is centered on estimating the clock offset
between a client and a server while accounting for network delays. The primary goal is to
synchronize the client’s clock as closely as possible to the server’s clock. NTP computes
two parameters: the clock offset, which represents the difference between the client’s clock
and the server’s clock, and the round-trip delay, which measures the time taken for the
synchronization messages to travel over the network between the client and the server.

To improve accuracy, NTP employs statistical techniques such as filtering and outlier
rejection. NTP performs multiple measurements and analyzes delay and offset values
over time to select the most reliable time estimate. This process minimizes errors caused
by inconsistent network delays or jitter. NTP assumes symmetric network delays and
uses these measurements to align clocks effectively while compensating for variability in
communication times. N'TP’s precision is limited to milliseconds, making it less suitable
for applications requiring higher synchronization accuracy.

2.4.2 Precision Time Protocol

The precision time protocol (PTP [78]), introduced in 2002 as part of the IEEE 1588-2002
standard, provides high-accuracy time synchronization in the range of microseconds. PTP
is widely used in controlled environments where precise timekeeping is critical, such as data
centers, industrial automation, telecommunications, and financial systems. In contrast to
NTP which operates in a loosely hierarchical structure and is suitable for internet-scale
synchronization, PTP uses a master-slave architecture and achieves its accuracy by relying
on specialized hardware.

The PTP hierarchy begins with a Grandmaster clock, which serves as the reference
time source for the network. Boundary clocks forward the reference time to other devices
while compensating for delays introduced during synchronization. Ordinary Clocks, such
as end devices, synchronize directly with either the Grandmaster or intermediate Boundary
clocks. PTP leverages hardware timestamping at the network interface cards (NICs) and
network switches to achieve accurate time synchronization. This hardware-based times-
tamping reduces the uncertainties introduced by software delays, which are common in
other protocols (e.g., NTP). PTP dynamically measures and compensates for network
delays to ensure that clock offset is minimized.

PTP performance is highly sensitive to network congestion, asymmetric delays, and
jitter conditions that are common in wide-area and uncontrolled networks. Also, PTP
requires dedicated hardware infrastructure, such as timestamp-capable NICs and switches,
to achieve its accuracy. Due to these requirements, PTP is not typically used in the public
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internet, and it is only used in controlled environments (e.g., data centers) in which network
conditions can be optimized and controlled.

2.4.3 Datacenter Time Protocol

The datacenter time protocol (DTP [79]) is a clock synchronization protocol designed to
achieve nanosecond-level precision within data center networks. In contrast with other syn-
chronization protocols (e.g., NTP or PTP), which rely on packet exchanges at higher layers
of the network stack, DTP operates at the physical layer of Ethernet devices. Thus, DTP
eliminates non-deterministic sources of error, such as network jitter and stack overhead,
which are common in packet-switched networks. DTP utilizes the idle characters of Eth-
ernet frames to embed synchronization information, which minimizes network overhead.
In addition, in comparison to other network synchronization protocols, DTP’s precision is
bounded: the maximum clock offset between nodes in a data center is proportional to the
number of hops between them.

However, DTP requires replacing network devices with new devices that support DTP’s
physical layer functionality. Nonetheless, DTP is compatible with other synchronization
protocols (e.g., PTP), which allows incremental deployment of DTP devices. In sum-
mary, DTP synchronizes clocks within a data center with minimal overhead and achieves
nanosecond-lev precision, enabling latency-sensitive applications.

2.4.4 Google TrueTime System

Google TrueTime [19] is a highly accurate clock synchronization system designed to support
distributed applications that require strong consistency guarantees. TrueTime achieves its
precision and reliability by combining physical synchronization through GPS and atomic
clocks with bounded uncertainty models to account for clock inaccuracies. This hybrid
approach enables applications to rely on synchronized clocks while explicitly managing
time inconsistencies caused by network delays or clock drift.

TrueTime operates by synchronizing reference clocks in each data center using GPS
receivers and atomic clocks. These reference clocks then propagate time information to
other servers within the data center via a hierarchical synchronization mechanism. In
contrast to other synchronization protocols that aim to minimize clock offsets, TrueTime
explicitly incorporates uncertainty bounds, referred to as the TrueTime interval; Each node
in the system is aware of its clock’s uncertainty, which is represented as a range.
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TrueTime API exposes time uncertainty to applications, which allows applications to
make informed decisions about event ordering and consistency without assuming perfect
synchronization. For instance, Spanner [19] relies on TrueTime to support linearizability
by ensuring that no two conflicting transactions overlap in time. Applications can use the
TrueTime interval to introduce delays or reject operations to enforce consistency, trading
off performance for correctness when necessary. TrueTime’s reliance on physical infrastruc-
ture, such as GPS and atomic clocks, makes it highly accurate within Google’s controlled
environments but less feasible for deployment in general-purpose systems or across the
public internet.

2.4.5 HUYGENS Protocol

HUYGENS [20] is a clock synchronization protocol designed for data centers. HUYGENS
achieves nanosecond-level precision using innovative software-based techniques. In contrast
to other protocols (e.g., NTP and PTP) which rely on dedicated hardware, HUYGENS
operates effectively on standard network interface cards (NICs) and switches providing a
cost-efficient and scalable solution for modern data centers.

HUYGENS employs coded probes to send synchronization messages across the network.
These probes encode information in a way that allows filtering out inaccuracies caused by
transient network conditions, such as jitter and queuing delays. In addition, the protocol
uses support vector machines (SVMs [%1]), a machine learning approach, to analyze the
collected data and accurately estimate clock offsets and delays. Furthermore, HUYGENS
exploits the transitive property of synchronization by analyzing loops and connections
within the network to detect and correct errors propagated through the network.

HUYGENS achieves synchronization accuracy within tens of nanoseconds, even under
varying network loads. HUYGENS requires minimal usage of the network bandwidth and
CPU. HUYGENS ability to maintain high accuracy without specialized hardware makes
it a practical and efficient solution for large-scale data center environments.
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Chapter 3

LoLKYV: The Logless, Linearizable
Key-Value Storage System

Online services, such as financial services [82, 83] and interactive applications [34], have

strict tail latency requirements in the microsecond ranges [35]. Systems supporting these

services must achieve high throughput at a low tail latency. A central category of systems

supporting this class of services is replicated and strongly consistent key-value stores [73,
, T0].

State-of-the-art low-latency key-value stores such as APUS [73], DARE [72], Mu [70],
and uKharon-KV|[71] use RDMA-based consensus protocols, which replicate data across
multiple nodes in a few microseconds. While these systems achieve acceptable tail laten-
cies under low load, our evaluation (Section 3.5) shows that these systems are unable to
maintain these low tail latencies under high load. The main reason for this inefficiency is
that these systems follow the classical log-based design [62, 75] for building a linearizable
storage.

The classical log-based design has two steps for executing operations that update ob-
jects: replication and application. During the replication step, the leader stores and repli-
cates a new operation to a replicated log. Once the operation is replicated on a majority of
followers, the application step applies the operation to the key-value store on all followers.

The log-based design [62, 75] has three fundamental inefficiencies when considering low
tail latency workloads. First, the log represents a single point of serialization, limiting con-
currency and prohibiting current systems from effectively leveraging multi-core machines.
To address this inefficiency, modern systems resort to sharding [73, 72, 70, 86, 87, 88, 89],
such that each shard serves a subset of the key space. Each shard has a separate process
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with its own memory, threads, and followers on other nodes. Current systems use sharding
for two purposes. First, to distribute shards among nodes to scale to large clusters. Second,
to have multiple active shards per node to leverage multiple CPU cores. Unfortunately,
deploying multiple active shards per node leads to inefficient memory use, especially when
paired with RDMA | as each shard process has its own pinned memory region causing mem-
ory fragmentation. Furthermore, having a large number of shards complicates supporting
multi-key operations and leads to lower performance for skewed workloads, in which a few
shards hold popular keys.

The second fundamental inefficiency is that the classical log-based design separates
data replication from application. In key-value stores this leads to an extra memory copy
as new objects need to be first stored in the log [73, 72, 70] and later, when committed,
copied to the key-value store.

Finally, the classical design requires all followers to re-execute every operation. This
significantly increases system overhead. For instance, with a replication level of three,
every operation is executed three times in the cluster.

This chapter presents the Logless Linearizable Key-Value (LoLKV) storage system.
LoLKYV follows a fundamentally different design approach compared to the state-of-the-art
systems. LoLKYV forgoes the replicated log design and avoids placing multiple active shards
on a node. In LoLKV, a node may have a single active leader shard and multiple passive
follower shards. The leader shard is multi-threaded and utilizes all of the node’s CPU
cores. The passive follower shards are not involved in processing put and get operations.
The leader shard uses one-sided RDMA to replicate new objects on followers. Once the
new object is replicated on a majority of nodes, the hash table is updated with a pointer
to the new object.

This approach overcomes the aforementioned shortcomings. First, it uses multiple
threads to utilize all CPU cores and to concurrently replicate objects. It avoids extra
memory copies by only having pointers in the hash table. Finally, the leader replicates
the updates to the memory and hash table of followers without requiring the follower to
re-execute operations. This enables LoLKV to use all available resources on all nodes to
serve client requests, leading to higher performance.

While the proposed design increases system concurrency, it introduces new challenges
for leader election and data consolidation. The proposed design complicates fault toler-
ance because LoLKV uses multiple concurrent threads that can leave the system in an
inconsistent state under leader failure scenarios. Applying insert and delete operations
directly in the key-value store complicates garbage collection as well. To realize LoLKV,
we design novel leader election and data consolidation protocols that identify the latest
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updates for each memory segment and sync a new leader with the latest system state. In
addition, LoLKV uses a replicated garbage collection approach to maintain the storage
system memory in sync during garbage collection.

I implemented LoLKV and compared it to the state-of-the-art systems. The evaluation
section shows that for uniform workloads, LoLKV achieves 1.69-2.9 x higher throughput
and 20-55% lower tail latency over DARE [72], and 4—10x higher throughput and 56—
92% lower tail latency over APUS [73], Mu [70] and uKharon [71]. In addition, our
evaluation shows that LoLKV achieves similar results under skewed workloads and under
different read and write ratios. Our evaluation of system scalability shows that LoLKV
can scale to efficiently use all system resources and achieve up to 18 million op/s which is
4x, 7Tx, 10x, and 36x higher than DARE, uKharon, Mu, and APUS, respectively.

The rest of the chapter is organized as follows. Section 3.1 discusses related work
including RDMA-based consensus protocols. Section 3.2 and 3.3 discuss the design and
implementation of LoLKV. Section 3.4 discusses the correctness of LoLKV. Section 3.5
presents the results of our evaluation. Finally, the paper concludes in Section 3.6.

3.1 Related Work

3.1.1 RDMA-based Consensus

Several RDMA-based leader-based consensus protocols have been recently proposed. In
leader-based systems, one replica acts as a leader while others are followers. The leader is
responsible for processing client requests. The leader appends new operations to the log
and then replicates the log entry on followers. The operation is considered committed only
if it is replicated on a majority of replicas. The leader then applies the operation to the
state machine and replies to the client.

DARE [72] is an in-memory RDMA-based consensus protocol that adopts the Raft
protocol [62]. Replication in DARE requires 2 RTT of one-sided Write operations. The
first set of Writes appends the log entry to the follower logs while the second updates their
tail indices. When both Writes succeed on a majority of replicas, the leader updates its
commit index and posts another Write to update the followers’ commit indices. Followers
check their commit index periodically to apply newly committed entries to their state
machines.

APUS [73] is a Paxos-based [75] consensus protocol that uses RDMA. The leader stores
new operations to its local log and then replicates log entries to follower logs using one-sided
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Figure 3.1: The average time needed to acquire the lock protecting the operation log in

APUS and Mu.

Writes and waits for acknowledgments. In contrast to DARE, APUS followers actively
participate in replication. Each follower notifies the leader when it accepts a log entry by
sending an RDMA Write to update the entry in the leader’s log. The leader commits an
entry if it is accepted by a majority of replicas. Committing an entry in APUS requires 2
RTTs.

Mu [70] is an RDMA-based consensus protocol that targets microsecond-scale appli-
cations. The leader uses an RDMA Write to append operations to follower logs. The
operation is considered committed if it is replicated on a majority. Followers poll com-
mitted requests from the log and pass them to the application. The leader does not start
replicating a log entry until the previous one is committed. Mu requires a single RT'T to
replicate an operation in the common case.

uKharon [71] is an RDMA-based consensus protocol optimized for microsecond-scale
failure recovery. uKharon uses one-sided RDMA-based Paxos to achieve fast leader failover
times. To enable one-sided Paxos, uKharon’s consensus engine uses an RDMA Write and
a Compare-and-Swap (CAS) operation in the ACCEPT phase while Mu [70] only uses an
RDMA Write. While this additional CAS improves failure recovery times, the authors
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mention that it causes uKharon to perform worse than Mu in failure-free scenarios. In
addition, uKharon does not offer ways for failed or network-partitioned nodes to rejoin the
system.

These systems have three fundamental shortcomings. Firstly, at the core of each of these
systems is a replicated log. The log limits concurrency because it introduces a serialization
point. New operations are inserted serially in the log. Furthermore, in Mu, a new object
is replicated only when the previous object is committed.

We evaluate the overhead of having multiple threads appending to a log. Figure 3.1
shows the time a thread waits until it acquires the lock protecting the log in APUS and Mu.
Results show that the average wait time for 8 threads is 14.9x and 38.5x higher than that
with one thread for APUS and Mu, respectively. Mu has a higher overhead as Mu holds
onto the lock until the operation is replicated and committed, while APUS releases the
lock after appending the request to the log. Given the low latency that RDMA provides,
the delay imposed by the log serialization mechanism introduces a bottleneck that limits
the performance of the system.

Second, the log-based design imposes an additional data copy. New objects are first
inserted into the log and then copied to the key-value store. Finally, to efficiently leverage
all CPU cores, multiple leader shards are deployed per node. Deploying multiple leader
shards per node requires physical partitioning of memory between co-located shards, lead-
ing to inefficient memory usage. Also, sharding leads to lower performance under skewed
workloads. Table 3.1 compares DARE, APUS, Mu, and uKharon in terms of the num-
ber of RDMA operations required to commit a single put request, the support for parallel
replication, the number of control threads per shard, and the approach to utilize multi-core
nodes. The control threads are threads that do not process client requests and are instead
dedicated for other tasks, such as heartbeating or failure handling.

Table 3.1: Comparison between different systems in terms of the number of RDMA op-
erations required to commit a single put request, the support for parallel replication, the
number of control threads per shard, and the approach to utilize multi-core nodes.

Number of Support for Control Multi Cores
System | RDMA Operations | Parallel Replication | Threads Scalability Approach
DARE 2 No 0 Multi single-threaded shards
APUS 2 No 1 Multi single-threaded shards
Mu 1 No 3 Multi single-threaded shards
uKharon 1 No 1 Multi single-threaded shards
LoLKV 1 Yes 0 Single multi-threaded shard
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LoLKV adopts a fundamentally different design approach to overcome these shortcom-
ings. LoLKV adopts a logless design that co-designs the storage and index data structures
to avoid unnecessary memory copies. LoLKV deploys a single multi-threaded leader shard
per node, that is able to efficiently utilize all CPU cores. It also uses novel techniques for
leader election, data consolidation, and garbage collection. These design decisions lead to
higher concurrency and lower system overhead.

3.1.2 Consensus Optimizations

Numerous software-based approaches towards optimizing consensus protocols exist in the
current literature. EPaxos [(1] is a leaderless, quorum-based distributed consensus protocol
designed to improve the performance and scalability of traditional Paxos. EPaxos allows
non-conflicting operations (i.e., those whose execution order does not affect the final result)
to be processed in parallel. It tracks dependencies between operations using a directed
acyclic graph (DAG) to ensure correct ordering. EPaxos enables a fast path for consensus,
in which operations are committed in one round-trip if a majority of replicas agree on
dependencies without conflicts. In cases of conflicts or replica failures, EPaxos falls back
to a slower, Paxos-like path to ensure safety. EPaxos achieves higher throughput and lower
latency than Paxos and Multi-Paxos, particularly in geographically distributed systems or
under low contention.

Consistent unordered replication protocol (CURP [90]) is a leader-based replication pro-
tocol that decouples the ordering and durability of requests to reduce the processing latency
and improve the throughput. CURP allows non-conflicting operations to be processed with
one round trip between the client and leader. CURP achieves this by asynchronously repli-
cating operations to replicas for non-conflicting operations. To achieve durability in 1 RTT,
CURP records client requests on witnesses, which store client requests without ordering
them. Similar to EPaxos, in a case of conflicting operations or a read request for a non-
replicated value, CURP reverts to synchronous replication to ensure strong consistency.
While EPaxos and CURP improve the performance for non-conflicting requests, they are
ineffective for skewed workloads as it results in many conflicting operations.
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3.1.3 Network-accelerated Consensus

Several efforts have looked into using programmable switches to accelerate consensus.
NetChain [91] is a novel approach that enables sub-RTT coordination in data centers
by leveraging programmable switches to store data and handle requests entirely in the net-
work’s data plane. NetChain replaces traditional servers with programmable switches,
which reduces request processing latency. To ensure consistency and fault tolerance,
NetChain uses a chain replication strategy, in which data is replicated on a set of pro-
grammable switches. Write requests are processed sequentially from the head of the chain
to the tail, while read requests are processed directly by the tail switch, which holds the
most up-to-date data.

NetPaxos [92] explores the feasibility of implementing the Paxos consensus protocol
within network devices to achieve low-latency and high-throughput consensus. It pro-
poses two approaches: one that requires extensions to the OpenFlow protocol to fully
implement Paxos logic in software-defined networking (SDN) switches, while the second
approach avoids modifying the OpenFlow protocol by assuming ordered message delivery
in the network. NetPaxos introduces a serializer switch to establish message order and
uses simple forwarding switches, called ”minions,” to distribute messages to learners and
external storage. NetPaxos enables efficient consensus under normal conditions and falls
back to a recovery mode in cases of packet reordering or message loss.

FLAIR [I] introduces a novel protocol for improving read performance in leader-based
consensus systems. FLAIR leverages programmable network switches to route read re-
quests to follower replicas while maintaining linearizability. This is achieved through a
packet-processing pipeline in the programmable switch that tracks client requests and sys-
tem replies, identifies consistent replicas, and forwards read requests to up-to-date replicas.
FLAIR also facilitates implementing novel consistency-aware load balancing techniques to
optimize the distribution of read requests across replicas.

FLAIR only optimizes read operations while NetChain and NetPaxos are only suitable
for systems with data sizes of a few megabytes as they are restricted by storage capacity
of programmable switches.

3.1.4 Unreplicated RDMA Key-Value Stores

Several efforts have investigated building RDMA-based unreplicated key-value stores. Pi-
laf [38] uses RDMA Read operations to accelerate get requests, while put requests are
served using RDMA Send and Receive operations, which involve the CPU of the server.
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Pilaf has two main data structures: a fixed-size hash table and an extent area for storing
the actual key-value pairs. Each entry in the hash table stores a pointer for an address
in the extent area. Both memory regions are accessible over RDMA. Reading an object
requires two RDMA Read operations: the first one reads the object pointer from the hash
table, and the second one fetches the object from the extent area. To handle races between
get and put requests, Pilaf uses self-verification data structures.

HERD [37] is a multi-threaded cache of a key-value store. Herd uses consistent hashing
to partition the key space into shards, and each shard is assigned to one CPU core. Each
core allocates and registers a memory region to receive client requests. Similarly, each
client allocates and registers a memory region to receive responses from the server. HERD
utilizes RDMA to handle communication with clients. A client uses RDMA Write, over
UC transport mode, to write a request to the memory region of the destination core. The
core polls a request, processes it, and returns a response to the client using RDMA Send
over UD transport mode.

XSTORE [39] is an RDMA-based ordered key-value store that combines a server-side
B-+tree index (XTree) with a client-side learned cache (XCache) to optimize system perfor-
mance, especially for static workloads. The XTree stores key-value pairs and the XCache
uses machine-learning models to predict key addresses. To read a key, the client predicts
the key address and then uses RDMA Read to fetch the key from the server memory. If
the predicted address is incorrect, the client detects the mismatch, invalidates the cache
entry, and falls back to perform the lookup operation over RDMA Send and Receive. The
client uses the server response to update its cache.

These system do not support replication. Also, scaling these system to leverage multi-
core machines requires key-space sharding and assigning all requests for a shard to a
thread /process.

3.2 LoLKYV Design

LoLKYV supports get, put, and delete requests, which read, write, and delete entire
objects respectively. Figure 3.2 shows the architecture of LoLKV. The system consists of
a set of nodes (i.e., replicas or a replica set) connected using an RDMA-capable network,
such as InfiniBand [17] and RoCE [93].

LoLKYV adopts a leader-based replication protocol, in which one replica acts as a leader
while others are followers. All client requests are handled by the leader, which runs multiple
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worker threads to process them. LoLKV does not partition the key space among the
threads, i.e., any thread can process put or get requests for any object.

Similar to Raft [62] and Multi-Paxos [60], LoLKV divides time into terms with a single
leader per term. Each term has a unique term_id that is assigned in a strictly increasing

order. When the leader fails, a new leader is elected using a leader election protocol
(Section 3.2.4).

LoLKV has two components: the segment store, which holds objects within memory
segments; and the hash table, which contains pointers to these objects. To store a new
value, the leader first stores the value in its local segment store (Step 2 in Figure 3.2)
before replicating it on follower nodes (Step 3). A new value is considered committed only
if it is stored in the segment store of a majority of followers. After an entry is committed,
the leader updates its local hash table (Step 4) and replies to the client (Step 5). Updates
to the hash table are replicated lazily to the followers (Step 6) since the object metadata
stored in the segment store has enough information to recover the hash table in case of
leader failure.

LoLKV guarantees linearizability at the object level; updates to the same object ap-
pear to be executed in a single global order. Worker threads concurrently process put
requests, with each worker thread operating as an independent consensus instance. Simi-
lar to Raft [62], each thread has a monotonically increasing sequence number that is used
to order its operations. To properly handle concurrent put requests to the same key and
preserve linearizability, LoLKV uses the incarnation number, which is assigned using a
monotonically increasing counter that is shared across threads. Each worker thread has
exclusive access to a subset of memory segments, enabling contention-free writes to the
segment store. The hash table is shared across threads and relies on CAS operations to
serialize concurrent updates safely.

3.2.1 Segment Store

LoLKYV divides allocated memory into equal-sized segments which hold objects. Each
segment contains a metadata section and an array of ObjectEntries. All objects within a
single segment have the same size but objects across different segments may have different
sizes. LoLKV’s segment store design is inspired by the Hoard memory allocator [91].

A segment can be owned by a single worker thread at a time. The thread which owns
a segment has exclusive write access to its objects. A segment can be free meaning it is
unowned, active meaning it has space for new objects, or sealed meaning that it is full
and its objects cannot be modified. As stored objects are immutable, any thread can read
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Figure 3.2: LoLKV architecture.

any object from any segment. Each thread typically owns multiple segments with different
object sizes.

Segment Metadata

Figure 3.3a shows the fields of a segment’s metadata:

owner_id: ID of the thread that owns the segment.

term_id: Term during which the latest change to the segment metadata occurred.
status: Indicates whether a segment is active or sealed.

seg_ver: Updated when a thread owns a segment.

object_size: Size of objects within the segment. Object size may differ between
segments.

e tail idx: Index of the latest inserted entry in the segment.

37



Owning a Segment

To claim ownership of a new segment, a thread traverses the segments array in the segment
store to find a segment that is “free”. The thread then uses a CAS operation to change
the owner_id field of the metadata of the free segment. Following this, the thread sets the
seq num for all ObjectEntries to -1 to indicate that they are free. Then, it sets the fields
of the segment metadata: term_id to the current term number, status to “active”, and
tail_idx to 0.

LoLKV commits segment ownerships one at a time on a majority of replicas. The
thread owning a new segment acquires a lock, increments a counter shared across threads,
copies the counter’s value to the seg_ver field in the segment metadata, and then replicates
this metadata. Once the operation is committed via replication on a majority of followers,
the thread releases the lock and uses the segment to store new objects. This process
guarantees that a segment’s ownership is committed before it is used.

Sealing and Releasing a Segment

A thread seals a segment when it is full and all its objects have been applied to the hash
table. A segment remains sealed until all its entries are garbage collected. After that, the
thread can release the segment. To release a segment, a thread will change the owner_id to
-1 and set the status to “free”. When a segment is released, it becomes available for other
threads to own. Sealing and releasing a segment are performed by changing the status
field to “sealed” or “free”, respectively.

Segment sealing and releasing operations are not replicated. If a leader fails after sealing
or releasing a segment, a future leader will perform the same operations as the old leader.
If it finds a full segment, it will seal the segment, and if it finds an empty segment, it will
release the segment.

3.2.2 Hash Table

The hash table stores pointers to ObjectEntries stored in segments; The goal of the hash
table is to implement efficient get operations. The size of each hash table entry is 64 bits.

A hash table entry stores the offset of an ObjectEntry within the segment store, to
ensure portability across replicas. While segment stores may have different base addresses
across replicas, an ObjectEntry in a segment will have the same offset on all replicas. The
hash table is shared among all worker threads.
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SegmentMetadata { ObjectEntry {

bit<64> owner _id; bit<64> term_id;
bit<64> term_id; bit<64> seq_;um;
bit<4>  status; bit<64> incarnation;
bit<64> seg ver; byte<64> key;
bit<32> object_size; byte<var> value;
bit<64> tail_idx; }

}

(a) Segment Metadata (b) ObjectEntry

Figure 3.3: LoLKV data structures.

The main fields of an ObjectEntry are shown in Figure 3.3b:

e <key,value>: The object’s key and value.

e term id: Term during which this entry was written.

e seq num: Operation sequence number assigned by the worker thread. Used to order
all operations of a thread within a term.

3.2.3 Replication Protocol

The leader runs multiple worker threads to process client requests. Each request is pro-
cessed by one worker thread. Worker threads are independent; each thread has its own
RDMA resources (e.g., queue pairs and work completion queues).

Worker Thread Metadata

Each worker thread maintains the following metadata fields: sequence number and latest_operation.
The sequence_number is a strictly increasing counter that is used to assign a sequence num-

ber for put operations processed by the thread. The latest_operation field stores the

address of the last ObjectEntry inserted by the thread.

The thread also maintains two metadata fields for each follower: latest_replicated_operation
and latest_applied operation. The thread uses these to identify operations not yet
replicated or applied at the follower.
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Put Requests

The processing of a put request has three main phases: creation, replication, and applica-
tion phases.

Creation Phase. When a thread receives a put request, the thread creates an ObjectEntry
and populates its fields. The thread increments its sequence number and assigns it to the

entry. The thread writes the object to a segment. The thread updates its latest_operation
field and tail_idx field of the segment metadata to point to the newly inserted entry.

Replication Phase. The thread commits the ObjectEntry by replicating it on a majority
of replicas. The thread replicates entries in order of seq num. Threads use RC transport
to replicate objects, which guarantees in-order message delivery.

Once an ObjectEntry is replicated on a majority of replicas, the request is consid-
ered committed. The thread updates its latest_replicated_operation field whenever it
replicates an entry on a follower. The <term_id, seq num> tuple specifies the order of all
operations processed by a thread.

Application Phase. After an ObjectEntry is committed, the thread updates the hash
table entry to point to the newly inserted object. To guarantee consistency, entries must
be applied in the order specified by <term_id, seq num> tuple.

LoLKYV uses a linear probing hash table. The thread first checks if the key already
exists in the hash table. The thread hashes the key K to determine the entry to begin
probing from. The thread checks that hash table entry and all successive entries one by
one. Probing terminates when the thread finds either a hash table entry pointing to an
ObjectEntry of the key K or an empty entry. If the thread finds an entry pointing to
the key K, the thread only updates the entry if the insert is a newer operation than the
existing version (Section 3.2.3). If probing ends at an empty entry, the key is inserted into
the empty entry.

As the hash table is shared among all worker threads, multiple threads may concurrently
try to update the same hash table entry. To ensure correctness, hash table entries are
updated atomically using CAS operations. If a CAS operation fails, the thread repeats the
probing process. Eventually, the failing thread succeeds in inserting a pointer to its object.

After the thread applies the entry locally, it returns an acknowledgment to the client. In
the background, the thread replicates the hash table updates to the followers. Periodically,
the thread updates segments’ tail_idx on followers.
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Concurrent Put Requests to the Same Key

In LoLKV, multiple put requests for the same key may be replicated concurrently by
different threads. As a result, an ordering mechanism is needed to ensure the correctness.
LoLKYV wuses the incarnation array to ensure operations are serialized. The incarnation
array is an array of K atomic counters. LoLKV divides the key space into groups, and
each group is mapped to a counter in the incarnation array. The counter is atomically
incremented whenever a put operation for a key within the group is processed. This value
is then stored in the incarnation field of the ObjectEntry.

Before applying an ObjectEntry to the hash table, its <term_id, incarnation> tuple
is verified to ensure that it is larger than the <term_id, incarnation> of the ObjectEntry
currently pointed to by the hash table. If it is not larger, the hash table update is discarded
since the ObjectEntry currently pointed to by the hash table is newer.

The incarnation array is not replicated as it is only used to order concurrent put requests
to the same key in the current term. When a new term starts, the new leader creates
its own incarnation array. Put requests in the new term will have a higher <term_id,
incarnation>. The number of entries in the incarnation array is far larger than the
number of worker threads, which reduces the chance of false sharing between concurrent
put operations.

Get Requests

In LoLKV, get requests are served locally by the leader. Any thread can process any
get request for any key as a thread can read objects from all segments, even a segment it
does not own. The worker thread probes the hash table in the same manner used for put
requests. The thread will return a value to the client only if the hash table entry points to
a valid ObjectEntry. It is safe to serve get requests using only the leader state because
the leader obtains a lease [95] from a majority of replicas. During the lease, other replicas
will not try to become a leader.

Delete Requests
Delete requests follow the same steps of the put requests with a small difference: a

tombstone object is replicated in the segment store and the hash table is updated to point
to the tombstone object.
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3.2.4 Leader Election

LoLKYV divides time into terms, and each term has at most one leader. Before a replica
becomes a leader, it must get the votes of a majority of replicas. Each replica can vote
only once in a term. LoLKV relies on dynamically managing the state of the RC QPs
to ensure that only the current leader has remote access to the system’s data structures.
Before accepting a vote request from a candidate, replicas revoke the old leader’s access
by transitioning the associated QPs into a non-operational state.

Failure detection. LoLKV employs a heartbeating mechanism to detect failures. Each
replica maintains a heartbeat data structure which consists of three fields: term_id,
leader_id, and counter. The counter field is incremented periodically. The leader elec-
tion protocol starts when a follower suspects that the leader has failed (i.e., misses N
heartbeats from the leader). To detect leader failure, followers read the leader’s heartbeat
data structure periodically via RDMA. Followers verify that the leader’s counter field has
changed and that the leader’s ID and term_id match their data structure. If a follower
cannot access the leader’s heartbeat data structure or the leader’s counter does not change
for a specific duration, the follower assumes that the leader has failed. Similarly, the leader
checks the followers’ heartbeat data structures periodically and steps down if it no longer
has a majority of followers.

Leader election. Leader election protocols of some systems (e.g., Raft [09]) elect the most
up-to-date replica as a leader. However, using this approach in LoLKV is not feasible. In
LoLKV, different worker threads are independent. Different threads may replicate different
requests on different replicas. That is, two committed operations could be replicated on
two different majorities. As a result, after a leader failure, there could be no replica that
is up-to-date for all threads.

In LoLKYV, each replica scans its segments to find the segment with the largest <term_id,
seg_ver>. Replicas exchange their largest <term_id, seg ver>. The replica with the
largest <term_id, seg ver> becomes a leader. If multiple nodes have the same <term_id,
seg_ver>, the node with the smallest IP address among them becomes the leader.

Data consolidation. The elected leader may not have all the segments up to date.
Updating segments requires identifying the most up-to-date replica for each thread. To do
this, the leader sends a request to each follower asking for the highest <term_id, seq num>
of each thread. Using this information, the leader identifies its missing operations for each
thread and the replicas which have these operations. The leader contacts the most up-
to-date follower to get the missing operations. The leader commits any uncommitted
operations and applies them to the hash table. Once the leader completes this process, the
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leader has all committed values and its segment store is up-to-date. After that, the leader
starts serving new client requests.

Update Followers. During the leader election and data consolidation steps, the leader
finds the highest <term_id, seg_ver> for each follower and the highest <term_id, seq_-num>
for all threads of the follower. The leader uses this information to complete the work of
the previous leader by committing all uncommitted memory ownership operations and put
operations.

3.2.5 Fault Tolerance

Follower Failure. LoLKYV is designed to tolerate N replica failures given 2N + 1 replicas.
When a follower fails, the leader removes it from the active set and stops replicating
operations on that replica. Hence, follower failures do not affect the safety of the system.
When a follower rejoins the system, the leader first finds the highest <term_id, seg ver>
of the follower, and then it replicates all memory ownership operations that the follower
misses. Then, the leader recovers the worker threads metadata for that follower (i.e.,
latest replicated operation and latest applied operation). After that, the leader
starts replicating ObjectEntries on the follower.

Leader Failure. When the leader fails, the system will not be available until a new leader
is elected and the data consolidation process completes. For any thread, it is guaranteed
that at least one replica in any majority has all committed entries that are committed by
the failed leader. The new leader will use the data consolidation mechanism (Section 3.2.4)
to bring itself up-to-date. Hence, although a leader failure might affect the availability of
the system, it does not affect its correctness.

Message Loss. Client requests and responses are sent over UD QPs, which do not guar-
antee the delivery of messages. If a request or a response is lost, the client times out and
resubmits the request again. Note that it is safe to process requests again since they are
idempotent. On the other hand, replication is implemented on top of RDMA RC transport
which offers reliable and in-order message delivery.

Data Corruption. The data structures described in Section 3.2 can be accessed simul-
taneously by both local and remote threads. As a result, the correctness of any data read
must be verified. LoLKV facilitates this by augmenting each structure with verification
information. ObjectEntries are augmented with a byte appended to the end of each en-
try. For segment metadata entries and heartbeat data structures, a counter field is stored
at the beginning of the data structure and again at the end of the data structure. If a
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failure occurs while updating this data structure, the counter field at the beginning will
not match the one at the end.

Self-verifying data structures [38] are able to detect corruptions at the remote side
as well (e.g., incomplete RDMA Write) because RDMA NICs guarantee that writes are
performed in an increasing address order, i.e., the verification bytes at the end are not
written before other bytes in the data structure.

3.3 Implementation Details

3.3.1 Garbage Collection

The system will eventually run out of space if segments are not released by owner threads.
The garbage collection process is responsible for releasing segments. A segment is not
released until all ObjectEntries in the segment become invalid, i.e., they are inaccessible
through the hash table.

Each thread periodically checks its sealed segments to identify any segments that should
be freed. In LoLKV, a segment is freed if the ratio of valid objects in a segment drops
below a configurable threshold. Before a segment is released, all its valid entries must be
moved to another active segment. The owner thread moves these entries to a new segment
while preserving their incarnation and term_id values in order to avoid overwriting a
newer entry of the same key. The thread then inserts the objects in the hash table using
the same probing mechanism. An entry in the hash table is updated with a new address
only if its incarnation equals that of the moved object. Once the segment does not have
any valid entries, the thread releases the segment by updating its metadata.

3.3.2 Reusing Tombstones

While processing a put, if during the probing step the thread reaches an empty hash table
entry, this indicates that the key does not exist. During probing, the thread records the first
hash table entry that points to a tombstone with a term number smaller than the current
term number. If probing terminates at an empty hash table entry (i.e., the key is not
found), the thread updates the hash table tombstone to point to the new ObjectEntry.
If no tombstone is found, the empty hash table entry is updated to point to the new
ObjectEntry. We only reuse tombstones from previous terms to avoid conflicts with
delete requests in the current term.
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3.4 Correctness

LoLKYV design is based on the following assumptions; the network is unreliable and asyn-
chronous, as packets could be dropped or take arbitrary time to arrive at the destination.
There is no limit on the time a node takes to process a request. We assume a non-byzantine
failure model in which nodes may stop working but will never send erroneous messages.

LoLKYV guarantees linearizability at the object level. All operations for an object appear
to be executed in a single global order. We used the TLA+ model checking tool [90] to
verify LoLKV’s correctness. Our TLA+ specification reflects implementation-level details.
It models the segment store, hash table, incarnation array, and worker threads’ metadata,
along with the fields that are essential for ensuring the correctness of LoLKV. Also, the
TLA+ specification describes the replication and leader election protocols and the steps
taken to handle various failure scenarios. The specification models all non-byzantine node
and network failures, including leader and follower failures, message loss, and network
partitions. The TLA+ specification of LoLKV spans around 1000 lines and is publicly
available [97].

In this section, we sketch out the proof of LoLKV’s correctness and discuss the correct-
ness of the segment store and the hash table.

Property I. Memory ownership is safe, meaning if a segment is owned by a thread, the
segment ownership operation will be present in all future leaders. To prove this, we use
three invariants:

1. A leader in term i commits segment ownership operations in order of the seg_ver.
When a thread owns a new segment, it acquires a lock, increments seg_ver and assigns
it to the new segment, commits the ownership operation on a majority of followers,
and then releases the lock. Using a lock guarantees that segments are assigned an
increasing seg_ver and are committed in order of seg_ver.

2. For a given term 1, if a follower has segment with term_id =i and seg_ver = n, it is
guaranteed that it also has all segments with term_id = i and seg_ver < n. Following
the argument in the previous invariant, segment ownership operations are committed
in order of seg_ver. Furthermore, LoOLKV uses RC transport to replicate memory
ownership operation. RC guarantees ordered delivery of messages. This means if a
node received seg_ver, then it must have received all previous messages sent on that
channel.

3. The last segment ownership operation committed in term i is present in the leader
of term i + 1. The leader election protocol elects a leader with the highest ;jterm_id,
seg_ver; among a majority of replicas. If the last committed ownership operation
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on a majority in term ¢ has seg ver = n, then the leader of term ¢ + 1 will have
an ownership operation with term id = 7 and seg_ver >= n. Following invariant 1
above, the leader of term ¢ 4+ 1 will have the last committed entry in term .

Invariant 3 indicates that a leader of term ¢ has the latest memory ownership committed
in term ¢ — 1. Hence, invariant 2 implies that the leader of term ¢ also has all segment
ownership committed in term ¢ — 1. By induction, the leader of term ¢ has all the segment
ownership committed in all previous terms.

Property II. The data consolidation process guarantees that a leader has all committed
entries from the previous term. Without loss of generality, we sketch the proof for a single
thread here using the following invariants:

4. The leader thread in term i replicates put operations in order of the seq_num. To
commit an operation, the leader thread increments the seq_num, stores the operation
in the local segment store, and then replicates the operations to followers.

5. If a follower in term v receives an operation with seq-num = n, then this follower
has received all operations from this thread in term i with seq_num < n. This follows
from invariant 4, and that we use RDMA RC transport for replication. The RC
transport guarantees in-order delivery of messages.

6. For a given thread in term i, if an operation with seq_-num = n is committed, then all
operations for that thread in term i with seq_num < n are committed. If an operation
with seqg_num = n in term ¢ is committed, then this operation has been received by
a majority of nodes. From invariant 5 above, those nodes that received seq_.num =n
must have received all operations in term ¢ with seq_num < n. Given that those are a
majority of nodes, then all operations in term ¢ with seq_num <= n are committed.

7. A node that has the highest seq_num in term i among a majority of nodes has all
of the committed entries in term i. Assume that in term i, the largest seq_num on
a majority of nodes is n, and that the last committed entry in term ¢ is m. Given
that seq_num = m is replicated on a majority, then m <= n. Following invariant 5
above, the node that has n also has all operations with seq_num < n, including m.
Following invariant 6, it has all committed entries in term <.

The newly elected leader has the highest term number on a majority of nodes, but may
not have all committed entries from the previous term. Before processing new requests,
the leader runs the data consolidation process. For each thread, data consolidation looks
for the highest jterm_id, seq_numy on a majority of replicas. If a follower has a seq_num
higher than the seq_num of the leader thread, then the consolidation process updates the
leader with all missing operations. At the end of this process, for a given thread, the leader
has all operations from the previous term with the highest seq_num among a majority of
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nodes. Following invariant 7 above, the leader has all committed entries in that term for
that thread, verifying property II.

Property III. LoLKV guarantees if an object is committed by a leader it will be present
in the segment store of all future leaders. From property II above, if a leader commits
an operation in term ¢, the data consolidation process guarantees that this operation will
exist in the segment store in the leader of term ¢ + 1. By induction, a committed entry
will exist in the segment store of all future leaders.

3.4.1 Correctness of the Hash Table

We do not need to replicate updates to the hash table entries for correctness. The object
store has all the information needed to recover the hash table on a new leader. LoLKV
threads lazily replicate updates to the hash table in the order of seq num only to optimize
leader recovery.

We discuss safety when multiple threads try to update the same slot in the hash table
under two scenarios: concurrency between threads updating the same slot with different
keys and concurrency between threads updating the same slot with the same key.

The hash table uses CAS to update its slots. If a thread finds an empty slot in the table
and its CAS operation fails to update that slot, the thread repeats the probing operation
to find the target slot for the new object.

Property IV. LoLKYV applies updates to the hash table following the order specified by the
incarnation. If two threads are processing a put request for the same key, one of them
will insert the update first in the table using CAS. While probing, the second thread will
find that the key already exists, but since the object was inserted by a different thread,
we cannot use the seqnum to order these updates. For this scenario, we rely on the
incarnation field. When processing a put request, a thread atomically increments the
incarnation array to get a unique increasing incarnation for its put operation. We use
this number to order operations on the same key. If a thread finds the object in the table
with incarnation higher than the incarnation of its put operation, it discards its put
operation, otherwise it updates the hash table.

Property V. In LoLKV, A get request returns the latest committed object for the target
key. In LoLKV, get requests are served locally by the leader without contacting the
followers. To serve a get request, a worker thread probes the hash table in the same
manner used for a put request. If the thread finds the target key in the table, the thread
reads the object from the object store. The thread verifies that the hash table slot was
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not modified while the thread is reading from the object store by verifying that the slot
still contains the same object store address. If the slot has a different address, the thread
repeats the process and reads the newer object of the key. Since a key can have at most
one slot in the hash table, and since hash table slots point only to committed objects, the
thread is guaranteed to return the latest committed object for the key.

Property VI. LoLKV guarantees linearizability at the object level. Properties I, II, and
III guarantee that if a leader commits an entry in the segment store, the entry will be
present in the segment store of all future leaders. Multiple threads may concurrently
commit entries for the same key. Property IV shows how LoLKV uses the incarnation to
create a global order of updates to the same key. Finally, Property V guarantees that get
operations return the latest committed entry. These properties guarantee that LoLKV is
linearizable for put and get operations per key.

3.5 Evaluation

We evaluate the performance of LoLKV and compare its latency and throughput against
the state-of-the-art alternatives using uniform and skewed workload distributions.

Testbed. We conducted the experiments using a 12-node cluster on Cloudlab Utah [95].
Each machine has a Xeon E5-2450 8-core CPU with hyperthreading, 16GB of RAM, and a
Mellanox Dual port FDR CX3 adapter. Machines are connected using a 56 Gbps Infiniband
[17] network.

Alternatives. We compare LoLKV against DARE [72], APUS [73], Mu [70], and uKharon
[71]. DARE and uKharon implementations come bundled with an in-memory key-value
store. For APUS and Mu, we implemented an in-memory key-value store following the same
design as LoLKV’s in-memory key-value store. Newly inserted keys are stored in the APUS
or Mu logs and then copied to the segment store during the apply phase. We also evaluated
LogCabin [09], a strongly-consistent key-value store based on Raft [62]. LogCabin uses
the TCP/IP stack for communication. Our results with write-only workload show that
LogCabin has a throughput of 12,500 ops, which is at least two orders of magnitude lower
than other RDMA-based systems, and its latency is around 1.5ms, which is three orders of
magnitude higher latency than other RDMA-based systems. We also evaluated HERD [37],
an unreplicated key-value store that uses a mixture of RDMA Writes and RDMA Send and
Receive for communication with clients. Results show that HERD achieves 4x, 8x, 8x,
and 50x higher throughput compared to LoLKV, DARE, Mu, and APUS, respectively.
This performance difference is mainly because HERD is an unreplicated key-value store,
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while other systems implement a replicated and linearizable key-value store. We omit
adding the results of LogCabin and HERD to the figures for clarity.

Experiment Configuration. We run the systems in a multi-sharded setting, in which
multiple processes of a system are deployed. Each process represents a replica of a single
shard. We benchmark each system and select the number of shards and configurations that
maximize its performance. We used a replication factor of three in all our experiments. All
replicas of all shards were distributed among the same three nodes, while other nodes are
used to run clients. Unless otherwise specified, we deploy the leader replicas of all shards
on one node. However, we evaluate the scenario when the leaders are equally distributed
among nodes in Section 3.5.6.

Shard Configuration. We run LoLKV with 8 threads, DARE with 8 shards, APUS with
7 shards, and Mu and uKharon with 4 shards. APUS does not scale to 8 shards as it runs
a background process to establish RDMA multicast communication paths. Mu does not
scale to 8 shards as each shard uses 4 threads; one thread performs log replication while
3 threads perform heart beating, monitoring, and permissions management. uKharon also
does not scale to 8 shards as each shard uses two threads, one for processing client requests
and replication and one for monitoring and detecting failures.

Multi-shard deployment of DARE, APUS, Mu, and uKharon requires sharding the key
space into partitions, with all requests to keys within a partition being served by the same
replica set. In our experiments with these systems, a client picks the right shard for a
request based on the hash of the key. On the other hand, as LoLKV does not have a fixed
assignment of keys to threads, its clients send requests to threads in a round-robin fashion.

Workload. We used the YCSB benchmark [99] in our experiments with both uniform
and skewed workloads. The skewed workload follows the Zipf distribution with a skewness
parameter of 0.99. We experimented with 100,000, 1 million, and 10 million keys. As the
results obtained in all these cases are similar, we present the results with 1 million keys.
The key and value sizes are 24 and 64 bytes respectively. We report the averages from
running 10 trials for each experiment. The standard deviation of all our experiments is
below 5%.

3.5.1 Performance Evaluation

We compare the throughput and latency of all systems using the YCSB workloads with
uniform and skewed key popularity distributions (Figure 3.4 and Figure 3.5).

For uniform workloads (Figure 3.4), LoLKV achieves 1.7-2.9 x higher throughput and
20-55% lower latency compared to DARE. LoLKV also achieves /—10 x higher throughput
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Figure 3.4: Throughput and tail latency using uniform YCSB workloads.

and 50—-92% lower latency compared to uKharon, Mu, and APUS. Figure 3.5 shows that
LoLKV’s performance is not affected by workload skewness. On the other hand, DARE,
uKharon, Mu, and APUS achieve 14%, 16%, 6%, and 18% lower throughput with the
skewed write-only workload compared to their throughput with uniform workload.

LoLKYV outperforms other alternatives for several reasons. First, LoLKV requires only
one RDMA Write operation to replicate an object. Second, LoLKV combines the repli-
cation phase and the apply phase by replicating operations directly to the object store,
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Figure 3.5: Throughput and tail latency using skewed YCSB workloads.

avoiding an extra memory operation to copy the data from the operation log to the object
store.

APUS has the lowest performance because replication in APUS requires two RDMA
Write operations: one from the leader to followers to replicate log entries and one from
followers to the leader to indicate the acceptance of a log entry. Hence, in APUS, the
CPUs of the followers are involved in the replication process, which reduces throughput
and increases latency. Replication in Mu and uKharon requires only one RDMA write
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operation from the leader to the followers, which results in higher throughput and lower
latency compared to APUS. However, Mu and uKharon do not employ batching in the
replication process, which imposes long queuing delays under heavy workloads. DARE
achieves better performance than APUS and Mu as it employs batching. However, DARE
requires two RDMA Write operations to replicate a batch of operations: the first operation
replicates log entries on followers and the second one updates the tail index of the followers.

LoLKYV outperforms other systems even under read-heavy workloads due to two reasons.
First, even with a small percentage of put requests, the overhead of replicating and applying
operations limits the performance of get requests. Second, APUS, Mu, and uKharon are
multi-threaded systems but not all threads are utilized to serve client requests. As a
result, given the same amount of resources, LoLKV and DARE can be deployed with a
larger number of threads/shards than APUS, Mu, and uKharon. Finally, DARE’s batching
mechanism batches similar operations only (i.e., a batch can have only get or put requests).
This approach leads to small batches and degrades DARE’s performance significantly when
the workload has both get or put requests.

3.5.2 Latency Evaluation

Figure 3.6.a shows the CDF of put latency for a uniform write-only workload. Other work-
loads in the YCSB benchmark have a similar pattern. LoLKV lowers the 90" percentile of
put latency by 30%, 42%, 80% and 91% compared to DARE, uKharon, Mu, and APUS,

respectively.

Figure 3.6.b and Figure 3.6.c show the breakdown of the put latency into commit time
and apply time under the uniform write-only workload. We measure the commit time as
the time from when the leader polls a client request until the leader commits the request.
LoLKYV lowers the 90" percentile of commit latency by 33%, 73% and 89% compared to
uKharon, Mu, and APUS, respectively. DARE’s commit latency is comparable to LoLKV.
However, DARE has a large queuing delay as it polls requests one by one. The impact
of this polling mechanism appears in Figure 3.6.a. LoLKV outperforms other systems as
requests are replicated concurrently and committing an operation requires only one RDMA
Write operation.

Figure 3.6.c shows the CDF of the apply time of different systems under the uniform
write-only workload. The apply time is the time needed by the system to update the key-
value store. LoLKV lowers the 90" percentile of the apply latency by 26%, 63%, 39%,
and 45 %, compared to DARE, uKharon, Mu and APUS respectively. In LoLKV, applying
an operation requires only updating the hash table to point to the new object. In all other
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systems, in addition to updating the hash table, the object is copied from the log to the
segment store.
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varying skewness with write-only workload.

3.5.3 Workload Skewness

We evaluate the impact of workload skewness on the throughput (Figure 3.7.a), the average
latency (Figure 3.7.b), and the 99'" percentile latency (Figure 3.7.c) when varying the
skewness factor between 0.5 and 0.999 for the write-only workload. Results show that
LoLKYV handles extremely skewed workload efficiently; its throughput and latency are not
affected by the workload skewness. With a skewness factor of 0.999, the throughput of
DARE, uKharon, Mu, and APUS is reduced by 14%,16%, 6%, and 18%, and their average
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Figure 3.8: Throughput (a), average latency (b), and 99" tail latency (c) when changing
the percentage of requests targeting a shard under write-only workload.

latencies are increased by 27%, 13%, 4%, and 27% compared to their throughput and
latencies with a skewness factor of 0.5.

Increasing the skewness factor does not result in a significant performance degrada-
tion for all systems. The reason for this is that with a skewness factor of 0.999, 50%
of the requests target only 209 keys. However, we found that these keys are distributed
among different shards. Hence, the load generated by the clients is still distributed among
all shards. As a result, we do not see a noticeable difference in the performance when
comparing uniform and skewed workloads.
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Modern key-value stores allow clients to select a partition function that maps keys to
shards. These functions often group related keys in a single shard. To better understand
the impact of workload skewness on the performance, we conducted an experiment in which
we control the percentage of requests targeting a shard. Figure 3.8.a shows the systems’
throughput, Figure 3.8.b shows the average latency, and Figure 3.8.c shows the 99th per-
centile latency when we vary the percentage of requests that are handled by a specific
shard. For ease of comparison, Figure 3.8 also shows the performance when requests are
uniformly distributed among shards ("U” in Figure 3.8). Results show a significant degra-
dation in the performance of DARE, Mu, uKharon, and APUS. For instance, comparing
the uniform distribution to when 50% of requests are served by one shard, the throughput
of DARE, uKharon, Mu, and APUS is reduced by 61%, 52%, 45%, and 62%, respectively.
Similarly, the average latencies of DARE, uKharon, Mu, and APUS are 5.3x , 3.4x, 4.5x%,
and 5.9x their average latencies with uniform distribution, and their 99*" percentile laten-
cies are 2.7x, 3.2x, 4x, and 2.8x of their 99" percentile latencies with uniform request
distribution.

LoLKV’s performance is not affected by the workload skewness because LoLKV does
not shard the key space among worker threads and all threads can participate in serving
requests for popular objects. Concurrent put operations on the same key can be committed
in parallel by different threads. Concurrent updates are ordered when updating the hash
table. For all other systems, the commit and apply operations are serialized when there
are concurrent updates to the same key, and all operations for a popular key are handled
by a single shard while other shards could be idle.

3.5.4 Read-to-Write Ratio

Figure 3.9 shows the throughput, the average latency, and the 99" percentile latency when
varying the get requests percentage. Increasing the percentage of get requests increases
the throughput and lowers the latency of all systems as get requests are served by the leader
in all systems. Nonetheless, LoLKV outperforms other systems for all read-to-write ratios.
For instance, when 70% of requests are get requests, LoLKV achieves 2.8x, 2.75 %, 4 X
and 6.3 x higher throughput compared to DARE, uKharon, Mu, and APUS, respectively.
LoLKV outperforms Mu and uKharon for read-only workloads because LoLKV uses a
higher number of threads to serve requests. DARE polls one request at a time which limits
its throughput even under read-only workloads.
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systems when varying the percentage of read requests.

3.5.5 LoLKYV Failover

In Figure 3.10, we evaluate the recovery time of LoLKV when the leader fails, including
the time it takes to elect a new leader and perform data consolidation. In this experiment,
we use the same uniform write-only workload we use in Figure 3.4.a with the configuration
that achieves the maximum throughput of 5.7 Mops. We Kkill the leader process at the 50
ms mark. The throughput drops to zero when the leader fails, and the system remains

unavailable until a new leader is elected.
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Figure 3.10: Recovery time of LoLKV.

The total recovery time is around 4.5ms. Detecting the leader failure and electing a
new leader takes around 1./ms. This is dominated by waiting for 3 heartbeat periods
(300 us each) to start the leader election process. Around 3ms are spent bringing the new
leader up-to-date. Once the new leader is active, the throughput of the system returns
to 5.7 Mops. We note that the current implementation of LoLKV is not optimized for
fast failure recovery. For instance, in the current implementation, one thread sequentially
performs data consolidation for all thread segments before the leader can begin serving
client requests. This can be parallelized by making each thread update the segments it
owns. We will explore optimizing failure recovery in future work.

3.5.6 Scalability

In this section, we evaluate the scalability as we increase the number of shards or threads.
We deploy the systems on three nodes and uniformly distribute shard leaders across nodes,
i.e., each node is a leader for one third of the shards and a follower for others. Figure 3.11
shows the throughput of different systems with different number of shards/threads. The
results show that LoLKV can scale to efficiently use all hardware threads (i.e., 24 threads)
on the three machines and achieve up to 18 Mops which is 4x higher than DARE, 7x
higher than uKharon, 10x higher than Mu, and over 36x higher than APUS. LoLKV’s
performance drops when having more than 24 threads due to fully utilizing all CPU cores.
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Figure 3.11: The throughput of different systems when varying the number of
shards/threads with leaders distributed on three nodes.

LoLKYV efficiently uses all CPU cores because followers in LoLKV are not active during
normal operations. Consequently, all available CPU cores on each node are used to host
leader shards serving client requests. The other systems do not scale as well because each
node is a leader for n shards and a follower for 2xn shards. Thus, two-thirds of a node’s
resources are used by follower processes. Furthermore, in Mu, uKharon, and APUS not all
threads are used for processing client requests. For each shard process, Mu uses 4 threads
on the leader and 4 on each follower, out of which only one of the leader’s threads processes
client requests. APUS and uKharon use 2 threads on the leader and every follower per
shard. DARE is a single-threaded system and thus it scales to a larger number of shards.
Each DARE shard uses one thread on the leader and each follower.
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3.6 Conclusion

We present LoLKV, a novel logless key-value storage system that provides data replica-
tion and linearizability guarantees while avoiding the shortcomings of modern log-based
key-value stores. LoLKV uses multi-threading to scale and handle client requests, applies
operations directly to the underlying data structures of the object store, and uses RDMA
to accelerate its operations. LoLKV followers are passive, enabling the efficient use of their
resources. Our evaluation shows that LoLKV achieves significantly lower tail latency and
higher throughput compared to state-of-the-art systems. LoLKV shows that strong consis-
tency guarantees can be achieved without being restricted to classical log-based consensus
designs.
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Chapter 4

SplitK'V: A Linearizable Key-Value
Storage System For Disaggregated
Hardware

Hardware disaggregation, a concept that has garnered significant interest from both academia
and industry [100, , , 103], decouples the traditionally integrated server resources—CPU,
memory, and storage—into separate, network-attached hardware components. This ap-
proach creates independent, failure-isolated pools for compute, memory, and storage re-
sources. Typically, compute and memory nodes are connected via high-speed network fab-
rics such as InfiniBand [17]. This architecture addresses two key challenges of monolithic
systems. First, it mitigates the bin-packing problem associated with deploying applications
on physical nodes, which often leads to hardware underutilization because processes are
confined to using only the processor and memory of the same node. Second, it simplifies
adding, removing, and upgrading hardware components, which is cumbersome in mono-
lithic servers. Additionally, the failure of a single component in a monolithic system can
render the entire server inoperable.

Despite the potential scalability and resource utilization benefits of the hardware-
disaggregated architecture, it introduces new latency and throughput challenges due to the
higher communication latency between compute and memory nodes. In contrast to the
monolithic architecture, in which compute and memory resources are tightly coupled and
communication is fast and localized, disaggregated resources communicate over the net-
work. This additional latency can negatively impact the performance of latency-sensitive
systems.
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In this work, I consider a hardware-disaggregated cluster with two types of nodes:
CPU and memory nodes. CPU nodes are provisioned with minimal memory resources in
the range of a few gigabytes. Memory nodes are provisioned with minimal CPU power
that is restricted to performing control tasks and cannot be used to perform application-
level tasks. Deploying existing distributed storage systems on top of such architecture is
challenging. First, these storage systems are designed for monolithic architecture. They
assume that replicas are symmetric, meaning that every replica has sufficient main mem-
ory to store system data structures (i.e., the write-ahead log and state machine), and
adequate processing power to run system logic. However, This assumption breaks down
in the hardware-disaggregated architecture as compute and memory resources are decou-
pled. As a result, these systems cannot be readily deployed on the hardware-disaggregated
architecture.

Second, porting log-based designs on the hardware-disaggregated architecture causes
severe performance degradation due to the high communication overhead caused by the
increase in the number of remote memory accesses. For instance, LoLKV assumes that the
leader stores a full copy of the segment store, allowing the leader to efficiently identify the
key stored in an ObjectEntry to detect and handle collisions. However, in the hardware-
disaggregated architecture, LoLKV’s leader cannot store the segment store locally. Hence,
it must issue an RDMA Read to retrieve the ObjectEntry from a memory node to identify
the key stored in the object, introducing additional latency overhead. Log-based designs
face the same challenge as CPU nodes lack sufficient memory to hold a full copy of the
write-ahead log.

This chapter introduces SplitKV, a low-latency storage system designed for hardware-
disaggregated architectures. SplitKV adopts a specialized design that reduces the number
of remote memory accesses, minimizing the communication overhead. In SplitKV, a CPU
node is elected as a coordinator. The coordinator is responsible for processing client re-
quests including the communication with clients, the replication of requests, and updating
the state machine on memory nodes. Memory nodes are responsible for storing the sys-
tem state. Similar to other consensus systems, SplitKV requires 2F + 1 memory nodes to
tolerate ' memory node failures. The coordinator maintains only a soft state. That is, a
failure of the coordinator impacts the availability of the system, but it does not cause any
data inconsistency.

One-sided RDMA is one of the key enabling technologies for SplitK'V design. One-sided
RDMA enables the coordinator to read and write data stored on memory regions on the
memory nodes without involving the CPUs of memory nodes. As a result, memory nodes
can be completely passive during the processing put and get requests. The coordinator
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uses one-sided RDMA operations to process client requests including the replication of
requests and updating the state machine of the system.

The design of SplitKV aims to minimize the number of RDMA operations required
to process a put or get request. SplitKV borrows some design concepts from LoLKV.
For instance, SplitKV adopts a logless design that combines the replication phase and
the application phase, avoiding the need for separate RDMA operations to update the
write-ahead log on memory nodes. In addition, SplitKV adopts a linear-probing-based
hash table, in which each hash table entry stores a pointer to a key-value object. SplitK'V
requires one RDMA Write to update the hash table on a memory node. In contrast, using
other hash table designs (e.g., chain-based hash tables) requires a larger number of RDMA
Write and Read operations.

Although SplitKV borrows certain design concepts from LoLKV, SplitKV introduces
major design changes. First, SplitK'V uses a leader election protocol that utilizes RDMA
atomic operations to elect a coordinator without requiring any involvement of memory
nodes. SplitKV’s coordinator caches the metadata store in order to accelerate the pro-
cessing of client requests and the failure recovery process. Third, SplitKV optimizes the
replication and apply phases of put requests by maintaining compact yet highly effective
metadata fields per request. Finally, SplitKV introduces a new fault tolerance protocol to
handle failures of CPU and memory nodes.

We compared SplitKV to Sift [71], the state-of-the-art key-value store for hardware-
disaggregated architectures. Evaluation results show that SplitK'V outperforms Sift under
various YCSB workloads. For instance, for various uniform workloads, SplitK'V achieves
2.6 x —21x higher throughput and 80% — 89% lower latency compared to Sift. In addi-
tion, our evaluation shows that SplitKV achieves similar performance gains with skewed
workloads and with different read-to-write ratios. Furthermore, evaluation results show
that SplitKV performance is not affected by workload skewness.

The rest of the chapter is organized as follows. Section 4.1 discusses related work
including hardware-disaggregated storage systems. Section 4.2 discusses the design of
SplitKV. Section 4.3 presents the results of our evaluation. Finally, the chapter concludes
in Section 4.4.
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4.1 Related Work

Disaggregated operating systems. LegoOS [55] is a distributed operating system
designed for hardware disaggregation. LegoOS is based on the split-kernel model which
disseminates traditional OS components into loosely-coupled monitors, each running and
managing a hardware component. There are three types of monitors: process, memory, and
storage monitors. Monitors communicate with each other over RDMA. LegoOS presents
itself to applications as a set of virtual servers. A virtual server can run on multiple
processors, memory, and storage components. INFINISWAP [104] is a decentralized remote
memory paging solution that enables efficient memory sharing across nodes in a cluster.
INFINISWAP performs remote memory paging when local memory cannot fit application
data. LegoOS and INFINISWAP are designed to support unmodified applications and they
do not expose hardware disaggregation to applications. However, I argue that hardware
disaggregation must be exposed to applications in order to fully leverage its performance
and scalability advantages.

Clio [105] introduces a new hardware-based memory node architecture. Unlike tra-
ditional memory disaggregation systems that rely either on server-based memory nodes
or raw memory devices, Clio incorporates a lightweight processor and an FPGA-based
hardware pipeline to enable efficient memory virtualization, protection, and management.
Clio shifts state and transport logic to compute nodes, including request ordering, retrans-
missions, and congestion control, which reduces the hardware complexity of the memory
node. To provide low-latency remote memory access, Clio employs a customized virtual
memory system with a hash-based page table for fast address translation. Furthermore,
Clio implements a lightweight transport protocol that eliminates the need to maintain a
per-connection state.

Disaggregated consensus protocols. Sift [74] is a leader-based consensus protocol for
hardware-disaggregated clusters consisting of two types of nodes: CPU nodes and memory
nodes. CPU nodes access memory nodes over RDMA. Memory nodes are completely
passive and they are used to store the state machine state in a replicated manner. One of
the CPU nodes is elected as a coordinator of the replica set. The coordinator is responsible
for managing the replica set and serving client requests by directly updating the state of
memory nodes over RDMA. The coordinator maintains only a soft state, so its failure
should not affect the consistency of the system.

Sift has two main data structures: the write-ahead log and the memory region. Both
data structures are replicated on memory nodes and are accessible to the coordinator
over RDMA. Write requests specify the address and the size of the memory block to be
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updated. To process an update to a memory block, the coordinator first appends a log
entry describing the update to the write-ahead log of memory nodes using RDMA Write.
Once the log entry is successfully replicated on a majority of memory nodes, the update
is considered committed. After that, the coordinator returns an acknowledgment to the
client. The coordinator then applies the update in the background by updating the affected
memory block on memory nodes using RDMA Write. The coordinator reads memory blocks
using RDMA Read operations by specifying the memory block address and size. Sift also
supports non-logged replicated memory regions, in which updates are applied directly to
the memory blocks without being replicated in the write-ahead log.

Sift’s key-value store has four main data structures: an array of data blocks that store
key-value objects, a chain-based index table that stores pointers to objects, a bitmap that
specifies which data blocks are free, and a write-ahead log that records all updates to the
key-value store. These four data structures are replicated on memory nodes. The index
table and the bitmap are cached on the coordinator to improve write performance. Note
that Sift’s key-value store maintains two write-ahead logs: one for the replicated memory
regions and one for the key-value store.

Put Request. When the coordinator receives a put request, it first replicates the request
on the key-value store’s log of memory nodes. Once it is replicated on a majority of memory
nodes, the request is committed and the coordinator returns an acknowledgment to the
client. put requests are applied in the background. To apply a request, the coordinator
first performs a lookup operation on the hash table using the hash of the key. If no entry
is found in the hash table, then the key does not exist. The coordinator then allocates a
memory block using the bitmap, writes the new key to the memory block, and inserts a
pointer to the new memory block in the hash table. These data structures are updated
using RDMA Write, as they are replicated on memory nodes. Hence, a put request for a
non-existent key requires four RDMA Write operations: one RDMA Write to update each
of the log, bitmap, index table, and memory block.

On the other hand, if the hash table entry points to a memory block, the coordinator
traverses the chain using RDMA Read to check if the key exists. Each memory block
contains a next pointer that points to the next memory block in the chain. Hence, a chain
is not stored in a continuous memory region. Consequently, reading each memory block in
a chain requires a separate RDMA Read operation. If the key is found within the chain, the
key is updated in place using RDMA Write. Otherwise, a new memory block is allocated
and added to the chain by updating the next pointer of the previous memory block. In
summary, processing a put request for an existing key requires two RDMA Writes and one
or more RDMA Reads to read the hash table chain. If a hash table chain exists but the
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key is not found, then the put request requires four RDMA Writes along with one or more
RDMA Reads.

Get Request. To process a get request, the coordinator first accesses the index table to
find the chain containing the key. Then, the coordinator traverses the chain one by one
using RDMA Read. If the key is found, the value is returned to the client.

Disaggregated data structures. RACE Hashing [100] is a high-performance hashing in-
dex designed for disaggregated memory architectures. The hash table is stored on memory
nodes, and CPU nodes use one-sided RDMA to access the hash table. The core design of
RACE Hashing consists of three key components. First, a one-sided RDMA-conscious table
structure that minimizes remote RDMA operations by avoiding data movement, evictions,
and bucket chaining. It employs associativity, two-choice hashing, and overflow colocation
to handle hash collisions efficiently. Second, a lock-free remote concurrency control mech-
anism that utilizes RDMA CAS to allow multiple clients to concurrently access the hash
table. Third, an extendable remote resizing scheme that enables hash tables to expand
dynamically with minimal performance degradation.

Clover [107] is a key-value store that adopts a semi-disaggregated architecture that
separates data storage from metadata management to reduce ownership costs and prevent
data nodes from becoming performance bottlenecks. Clover deploys clients on compute
nodes while storing key-value pairs on memory nodes. Clover introduces dedicated, mono-
lithic metadata servers responsible for managing memory allocation and maintaining the
hash index.

For get requests, clients retrieve the addresses of key-value pairs from the metadata
servers and then fetch the data directly from memory nodes using RDMA Read operations.
For put requests, clients first request memory allocation from metadata servers using RPCs,
write the key-value pairs to memory nodes via RDMA Write, and finally update the hash
index on the metadata servers through another RPC. To reduce the load on metadata
servers, Clover batches memory allocation requests and allows clients to cache portions of
the hash index locally.

Clover cannot be used in a fully disaggregated environment as it uses monolithic meta-
data servers. The metadata servers perform CPU-intensive tasks that require additional
resources, including CPU and memory. In a fully disaggregated architecture, it is expected
that the metadata servers become the main performance bottleneck.

Sherman [108] is a distributed B+Tree index designed for disaggregated memory sys-
tems. Sherman distributes tree nodes across multiple memory nodes using a range-partitioning
scheme in order to balance access and minimize contention. Sherman employs three key
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Figure 4.1: SplitKV architecture.

techniques to optimize write operations. First, it leverages RDMA'’s in-order delivery prop-
erty to issue dependent RDMA commands simultaneously, which reduces latency. Second,
Sherman uses a hierarchical on-chip lock that leverages the on-chip memory of the NIC.
Also, Sherman maintains lock tables at both memory servers and compute servers to ac-
celerate concurrency and improve fairness. Third, Sherman uses a two-level versioning
mechanism that mitigates write amplification through fine-grained consistency checks at
both the entry level and node level. Instead of updating entire tree nodes, this mechanism
allows small modifications to be written back efficiently.
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4.2 SplitKV Design

SplitKV is an in-memory key-value store that supports get, put, and delete requests,
which read, write, and delete entire objects, respectively. Figure 4.1 shows the architecture
of SplitKV. The system consists of a set of coordinators, which are deployed on compute
nodes, and a set of memory nodes storing key-value pairs. Compute and memory nodes
communicate over an RDMA-capable network, such as InfiniBand [17] and RoCE [93].

In SplitK'V, a coordinator is responsible for handling client requests, including receiving
requests, replicating data on memory nodes, reading from memory nodes, and returning
responses to clients. A coordinator runs multiple worker threads to concurrently process
client requests, enabling a higher level of parallelism. Similar to LoLKV, SplitKV does not
partition the key space among worker threads. That is, any thread can process any request
to any object. Multiple coordinators are deployed simultaneously to tolerate coordinator
failures. However, only one coordinator is active at a time, while other coordinators are
completely passive (i.e., do not interact with clients or memory nodes). If the active
coordinator fails, one of the backup coordinators becomes active.

SplitKV stores key-value pairs on memory nodes in a replicated manner to ensure
fault tolerance. Similar to other consensus protocols, to tolerate the failure of N nodes,
the system state must be replicated on 2N + 1 nodes. SplitKV assumes that memory
nodes have a very limited compute power that is only sufficient to perform control tasks
on the memory node and cannot be used to perform any application-specific processing.
As a result, in SplitKV, memory nodes do not actively participate in request processing.
Moreover, the state of memory nodes is updated exclusively by the active coordinator over
RDMA.

Similar to other consensus protocols (e.g., Raft [62] and Multi-paxos [75]), SplitKV
divides time into terms, with a single active coordinator in each term. Each term has a
unique term_id that is assigned in a strictly monotonically increasing manner. When a
coordinator fails, SplitK'V uses its coordinator election protocol to select the next coor-
dinator and then uses its recovery protocol (Section 4.2.3) to reconcile the system state
before the new coordinator becomes active.

SplitKV has three main components: the segment store, which stores objects inside
store segments, the metadata store which stores the metadata of each segment in the
segment store, and the hash table which stores pointers to objects in the segment store.
The state of these three components is replicated on memory nodes. On the other hand,
the coordinator maintains only a soft state of the hash table and the metadata store. That
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is, a failure of a coordinator does not affect the safety of SplitKV because an update is
considered committed only after it has been replicated on majority of memory nodes.

To process a put request, the coordinator first replicates the new object in the segment
store of the memory nodes. The new object is considered committed only if it is stored
in the segment stores of a majority of the memory nodes. Once the object is committed,
the coordinator updates its hash table to point to the new object and then updates its
metadata store and replies to the client. The coordinator lazily updates the hash table
and the metadata store of memory nodes.

SplitK'V guarantees linearizability at the object level; updates to the same object appear
to be executed in a single global order. While updates to different objects can proceed
concurrently. To manage concurrency within the segment store, each worker thread has
exclusive access to a subset of the memory segments. The hash table is shared among all
threads and uses local CAS operations to serialize concurrent updates by multiple threads.

SplitKV adopts the same design of LoLKV for the segment store as it requires one
RDMA Write operation to commit a put request and eliminate the need for an additional
RDMA Write operation to copy an operation from the log to the data store. SplitKV
uses a designated metadata store to store the metadata entries of segments in the segment
store. SplitK'V uses the same protocol of LoOLKV to own, seal, and release a segment. We
refer the reader to Section 3.2 for a detailed discussion of the segment store and metadata
store. The correctness proofs of LoLKV (Section 3.4) apply directly to SplitK'V, as SplitK'V
preserves the same data structures and protocol semantics of LoLKV.

4.2.1 Hash Table

The hash table stores pointers to ObjectEntries stored in segments; The hash table is
designed to support efficient get operations. The size of each hash table entry is 64 bits.

A hash table entry stores the offset of an ObjectEntry within the segment store, which
ensures portability across replicas. While segment stores may have different base addresses
across replicas, an ObjectEntry in a segment has the same offset on all replicas. The hash
table is shared among all worker threads.

SplitKV uses a linear probing hash table. Recall that the coordinator does not store
a copy of the segment store. As a result, verifying the key that is being pointed to by a
hash table entry requires reading the corresponding ObjectEntry from a segment store of a
remote memory node using RDMA Read. To reduce the number of RDMA Read operations
due to collisions, SplitKV splits each hash table entry into two parts: a 16-bit fingerprint
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of the key and a 48-bit ObjectEntry offset. SplitKV uses two different hash functions: one
function to map an object to a hash table entry and the other function to compute the
16-bit fingerprint of the key. This approach reduces the number of ObjectEntries being
read over RDMA as a collision occurs only if both hash functions collide.

4.2.2 Replication Protocol

The coordinator runs multiple worker threads to process client requests. Each request is
processed by one worker thread. Worker threads are independent; each thread has its own
RDMA resources (e.g., queue pairs and work completion queues).

Worker Thread Metadata

Each worker thread maintains a requests buffer that stores put and get requests that are
being processed. Each entry in this buffer is an ObjectEntry. Once the processing of a
request is complete, the thread garbage collects the corresponding entry from the buffer
and then that entry can be used to store a future request. A put request is considered
complete once it has been applied on all memory nodes, while a get is considered complete
after a response is returned to the client. The memory of the requests buffer is registered
with the RDMA NIC.

In addition, each worker thread maintains the following metadata fields: sequence number
and latest operation. The sequence number is a strictly increasing counter that is
used to assign a sequence number for put operations processed by the thread. The
latest_operation field stores the address of the last ObjectEntry inserted by the thread.
The thread also maintains two metadata fields for each memory node: latest_replicated operation
and latest_applied operation. The thread uses these fields to identify operations not
yet replicated or applied at the memory node.

Put Requests

The processing of a put request has four main phases: creation, replication, local appli-
cation, and remote application phases. Figure 4.2 shows the steps of processing a put
request.

Creation Phase. When a thread receives a put request (Step 1 in Figure 4.2), the thread
finds the first empty entry in its requests buffer and populates its fields (Step 2). The
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Figure 4.2: The put processing steps.

thread copies the key and value from the request, increments its sequence number, and
assigns the updated sequence number and the current term number to the entry.

Replication Phase. The thread commits the ObjectEntry by replicating it on a majority
of memory nodes (Step 4). The thread replicates requests buffer entries in the order of
seq-num. The thread replicates the ObjectEntry on an active segment that it owns. The
thread uses the coordinator’s cached metadata store to find the next free ObjectEntry in
a segment. The thread then updates the tail_idx of the locally cached metadata store
(Step 3). Threads use RC transport to replicate ObjectEntries, which guarantees in-order
message delivery.

Once an ObjectEntry is replicated on a majority of memory nodes, the request is con-
sidered committed. The thread updates its latest replicated operation field whenever
it replicates an entry on a follower. The <term_id, seq_num> tuple specifies the order of
all operations processed by a thread.

Local Application Phase. After an ObjectEntry is committed, the thread updates the
coordinator’s hash table to point to the newly inserted object (Step 5). To guarantee con-
sistency, requests buffer entries are applied in the order specified by <term_id, seq_num>
tuple.

SplitKV uses a linear probing hash table. The thread first checks if the key already
exists in the hash table. The thread hashes the key K to determine the initial index for
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probing. The thread checks that hash table entry and all successive entries one by one.
Probing terminates when the thread encounters either an empty entry or a hash table entry
pointing to an ObjectEntry of the key K. If the thread finds an entry pointing to the key
K, the thread updates the entry only if the insert is a newer operation than the existing
version. If probing ends at an empty entry, the key is inserted into the empty entry.

Since the hash table is shared among all worker threads, multiple threads may con-
currently attempt to update the same hash table entry. To ensure correctness, hash table
entries are updated atomically using CAS operations. If a CAS operation fails, the thread
restarts the probing process. Once the thread applies the entry locally, it returns an ac-
knowledgment to the client (Step 6).

In monolithic key-value stores (e.g., LoLKV), verifying the key that a hash table entry
points to is performed locally by reading the ObjectEntry from the leader’s segment store.
However, in SplitKV, the coordinator does not maintain a local copy of the segment store.
As a result, verifying the key of a hash table entry requires reading the ObjectEntry from
a memory node using RDMA Read. SplitKV reduces the number of ObjectEntries read
over RDMA by storing a 16-bit fingerprint of the key inside the hash table entry. A worker
thread issues an RDMA Read only if the 16-bit fingerprint stored in the hash table entry
matches the key in the requests buffer entry.

Remote Application Phase. In the background, the thread replicates the hash table
updates on memory nodes. To ensure consistency, the thread replicates the hash table
updates in the order specified by <term_id, seq_num> tuple. Similar to the local apply
phase, the thread probes the hash table to locate the entry corresponding to the buffer
entry. Then the thread verifies that the hash table update being replicated is the latest
update applied to the hash table entry. If so, the thread uses the RDMA Write operation
to replicate the hash table update on the memory node (Step 8).

Note that probing the hash table during the remote apply phase may involve reading
multiple ObjectEntries using RDMA (i.e., one ObjectEntry for each collision). To ad-
dress this issue, each requests buffer entry is augmented with two fields: hash_table_idx
field which stores the index of the hash table entry to which the buffer entry was applied,
and object_offset field which stores the offset of the ObjectEntry in the segment store.
These two fields are populated during the replication and local apply phases. The thread
uses hash table_idx to directly find the corresponding hash table entry, thereby avoiding
probing the hash table. The thread then verifies that the hash table entry has not been
updated by a newer put request by comparing the offset stored in the hash table entry
with the object_offset field in the buffer entry.
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Concurrent put requests to the same key. In SplitKV, multiple put requests for the
same key may be replicated concurrently by different threads. SplitKV uses the incarnation
array mechanism in the same way as LoLKV to enforce a linearizable order of operations
on each key.

Get Requests

In SplitKV, any thread can process any get request for any key as a thread can read objects
from all segments, including segments it does not own. To serve a get the worker thread
probes the hash table using the same linear probing strategy as in put requests. For each
hash table collision, the thread uses RDMA to read 0bjectEntry and verify that the object
points to the same key in the get request. To ensure that the key was not updated while
the ObjectEntry is being read remotely, the thread verifies that the hash table entry still
points to the same ObjectEntry. This approach allows SplitKV to preserve linearizability
without the need for a locking mechanism. It is safe to rely on the coordinator’s hash table
to serve get requests because the coordinator obtains a lease [95] from other coordinators.
During the lease, all other coordinators remain inactive and cannot make changes to the
hash tables of memory nodes.

4.2.3 Coordinator Election

SplitKV divides time into terms, and each term has at most one active coordinator. Before
a CPU node becomes the active coordinator, it must obtain votes from a majority of mem-
ory nodes. Each memory node can vote only once per term. SplitKV relies on dynamically
managing the state of the RC QPs to ensure that only the current coordinator has remote
access to the system’s data structures of the memory nodes.

Coordinator Election. SplitKV employs a heartbeating mechanism to detect coordi-
nator failures. Each memory node stores a heartbeat data structure which is a 64-bit
memory location that consists of three fields: term_id, coordinator_id, and counter.
The active coordinator updates this data structure periodically to indicate that it is still
alive by incrementing the counter field. The active coordinator uses RDMA CAS opera-
tion to update the value of this data structure. Other coordinators periodically read the
heartbeat data structure from memory nodes. They remain inactive as long as they see an
active coordinator (i.e., the heartbeat of a majority of memory nodes agree on the same
coordinator, and the counter field value is being updated).
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When a CPU node suspects that the active coordinator has failed, it attempts to become
the active coordinator. The CPU node will use RDMA CAS to increment term_id and write
its ID in the coordinator_id field. If the RDMA CAS succeeds on a majority of memory
nodes, the CPU node becomes the new active coordinator. The active coordinator steps
down if its CAS fails on a majority of memory nodes. Multiple CPU nodes may attempt
to update the heartbeat data structure concurrently, the CAS operation ensures that only
one succeeds. Each memory node periodically checks its heartbeat data structure to verify
that only the current coordinator has access to the system’s data structure.

Data consolidation. The coordinator does not maintain any persistent state in SplitK'V.
However, the coordinator relies on several data structures to perform its functionality.
These data structures include a cached version of the metadata store, a cached version of
the hash table, and the metadata of the worker threads. Before a new coordinator becomes
active and starts processing new requests, it must first recover these data structures.

The coordinator begins by recovering the metadata store. To perform that, it reads the
metadata store of a majority of the memory nodes. The coordinator then tries to identify
the most up-to-date metadata store. Since metadata store updates are replicated on a
majority of memory nodes, at least one node in each majority will have the latest meta-
data store. The most up-to-date metadata store is the store with the highest <term_id,
seg_ver> tuple. Using the recovered metadata store, the coordinator can identify the
owner thread of each segment in the segment store. Also, the coordinator determines the
latest metadata update that is replicated on each memory node. The coordinator uses this
information to synchronize the metadata store of each memory node.

In SplitKV, worker threads operate independently, and different threads may replicate
different requests on different memory nodes. That is, two committed operations could
be replicated on two different majorities. Consequently, after a coordinator failure, there
could be no memory node that is up-to-date for all threads. Similarly, since hash table
updates are replicated in the background, the hash table versions of memory nodes may
not be up-to-date.

The coordinator then recovers the hash table by reading it from any memory node.
However, as an optimization, the coordinator reads the hash table from the memory node
with the most up-to-date metadata store. Then SplitKV synchronizes the segment store
and hash table of memory nodes. Each thread finds the latest replicated operation and the
latest applied operation on each memory node from the metadata store. Then the thread
finds its latest operation in the system, which is the operation with the highest <term_id,
seq_num>. The thread then replicates all operations up to the newest operation on each
memory node. Then, the thread applies all operations, locally and remotely, up to the
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newest operation. After this process is complete for all threads, the segment store and the
hash table of all memory nodes as well as the coordinator become synchronized. Then, the
coordinator can become active and start processing new requests. This recovery process
may result in re-replicating and reapplying some operations on some replicas. Nonetheless,
this does not result in any inconsistencies as operations are replicated and applied in their
original order.

4.2.4 Fault Tolerance

Memory Node Failure. SplitKV is designed to tolerate up to N memory node failures
given 2N + 1 memory nodes. When a memory node fails, the coordinator removes it from
the active set and stops replicating operations on that memory node. Hence, memory
node failures do not affect the safety of the system. When a memory a failed memory node
rejoins the system, the coordinator first identifies the highest <term_id, seg _ver> tuple of
that memory node, and then it replicates all memory ownership operations that the node
misses. Then, the coordinator recovers the worker threads metadata for that node (i.e.,
latest replicated operation and latest_applied operation). Once the recovery is
complete, the coordinator resumes replicating ObjectEntries on the memory node.

Coordinator Failure. When the coordinator fails, the system becomes unavailable until
a new coordinator is elected and the data consolidation process is completed. For any
thread, it is guaranteed that at least one memory node in any majority has all committed
entries that are committed by the failed coordinator. The new coordinator uses the data
consolidation mechanism (Section 4.2.3) to bring itself and the memory nodes up-to-date.
Hence, although a coordinator failure may affect the availability of the system, it does not
affect its correctness.

Message Loss. Client requests and responses are sent over UD QPs, which do not guar-
antee the delivery of messages. If a request or a response is lost, the client times out and
resubmits the request again. Note that it is safe to process requests again since they are
idempotent. On the other hand, replication is implemented on top of RDMA RC transport
which offers reliable and in-order message delivery.

Data Corruption. The data structures replicated on the memory nodes, which are
described in Section 4.2, can be accessed simultaneously by multiple remote threads. As
a result, the correctness of any data read must be verified. SplitKV facilitates this by
augmenting each structure with verification information. ObjectEntries are augmented
with a byte appended to the end of each entry. For segment metadata entries and heartbeat
data structures, a counter field is stored at the beginning of the data structure and again
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at the end of the data structure. If a failure occurs while updating this data structure, the
counter field at the beginning will not match the one at the end.

Self-verifying data structures [33] can detect corruptions at the remote side as well (e.g.,
incomplete RDMA Write) because RDMA NICs guarantee that writes are performed in
increasing address order, i.e., the verification bytes at the end are not written before other
bytes in the data structure.

4.2.5 SplitKV’s Scalability

The size of the main memory on CPU nodes limits the number of objects that can be
stored in a single shard in SplitK'V. This is because this memory determines the size of the
hash table that indexes objects stored on memory nodes. Each hash table entry consumes
64 bits, allowing a CPU node with 4 GB of RAM to support approximately 536 million
objects. While this bounds the capacity of a single shard, SplitK'V can scale horizontally
by deploying additional shards. Furthermore, coordinators of different shards can manage
disjoint memory regions on the same memory nodes, enabling higher resource utilization
without interfering with the consistency guarantees of each shard.

4.3 Evaluation

We evaluate the performance of SplitKV and compare its performance against Sift using
uniform and skewed workload distributions.

Implementation. SplitKV implementation uses monolithic servers with RNICs and
DRAM to realize memory nodes and compute nodes as we do not have access to any spe-
cialized memory node hardware, such as SmartNICs with persistent memory, or specialized
CPU hardware, such as FPGAs. For memory nodes, SplitKV process allocates memory
regions for different data structures, registers these memory regions with the RNIC, and
then the process remains idle and does not participate in request processing. This ensures
that SplitKV’s memory node mimics a specialized memory node hardware. Similarly, a
CPU process only stores the coordinator’s data structures on the local DRAM and accesses
all other data structures from memory nodes over RDMA. We assumed that a CPU node
has 2 GB of RAM.

Testbed. We conducted the experiments using a 10-node cluster on Cloudlab Utah [98].
Each machine has an Xeon E5-2450 8-core CPU with hyperthreading, 16GB of RAM,
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and a Mellanox Dual port FDR CX3 adapter. Machines are connected using a 56 Gbps
InfiniBand [17] network.

Alternatives. We compare SplitKV against Sift [74], the only key-value store designed for
disaggregated hardware. Sift implementation comes bundled with a chain-based key-value
store as a state machine. Section 4.1 discusses the design and the data structures of Sift
as well as the processing path of put and get requests.

Experiment Configuration. Both SplitKV and Sift are multi-threaded systems. SplitKV
utilizes all threads to process client requests. Sift adopts a staged event-driven architec-
ture (SEDA [109]), in which it employs a dedicated pool of threads for each task, such as
heartbeating, polling client requests, replicating log entries, and applying committed log
entries. We benchmark each system and select the number of threads and configurations
that maximize its performance. We used a replication factor of three in all our experiments.

Workload. We used the YCSB benchmark [99] in our experiments with both uniform
and skewed workloads. The skewed workload follows the Zipf distribution with a skewness
parameter of 0.99. We experimented with 100,000 and 1 million. As the results obtained
in all these cases are similar, we present the results with 1 million keys. The key and value
sizes are 24 and 64 bytes, respectively. We report the averages from running 10 trials for
each experiment. The standard deviation of all our experiments is below 5%.

4.3.1 Performance Evaluation

We compare the throughput and latency of SplitKV and Sift using the YCSB workloads
with uniform and skewed key popularity distributions (Figure 4.3 and Figure 4.4). For read-
heavy uniform workloads (Figure 4.3c and Figure 4.3d), SplitKV achieves 2.6-5.4 x higher
throughput and 80-89% lower tail latency compared to Sift. For write-heavy uniform
workloads (Figure 4.3a and Figure 4.3b), SplitKV achieves 15.7-21.9x higher throughput
and 89% lower tail latency compared to Sift.

For read-heavy skewed workloads (Figure 4.4c and Figure 4.4d), SplitKV achieves 2.2-
6.7x higher throughput and 80-82% lower tail latency compared to Sift. For write-
heavy shewed workloads (Figure 4.4a and Figure 4.4b), SplitKV achieves 14.8-30.9x
higher throughput and 92-99% lower tail latency compared to Sift. Figure 4.4 shows
that SplitKV’s performance is not affected by workload skewness. On the other hand,
Sift achieves 32% lower throughput and 2.7x higher tail latency with the skewed write-
only workload compared to its throughput and tail latency with the uniform write-only
workload.
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Figure 4.3: Throughput and tail latency using uniform YCSB workloads.

Both SplitKV and Sift require only one RDMA Write to commit a request. However,
SplitKV outperforms Sift for several reasons. First, SplitKV commits concurrent requests
in parallel, including requests for the same key. While Sift relies on batching to commit
multiple log entries (i.e., requests) using one RDMA Write. Furthermore, Sift divides the
key space into partitions, and it uses a lock per partition to serialize the replication of all
requests for all keys in a partition. The impact of this appears clearly when comparing the
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Figure 4.4: Throughput and tail latency using skewed YCSB workloads.

performance of Sift with skewed (Figure 4.4a) and with uniform workload (Figure 4.3a).
Similarly, SplitKV applies requests in parallel by utilizing lock-free synchronization ap-
proaches (i.e., CAS and versioning) to guarantee consistency. On the other hand, Sift only
uses locks as a synchronization mechanism.

Second, SplitKV adopts a logless design that minimizes the number of RDMA opera-
tions required to apply a request. Instead of appending a request to the write-ahead log
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Figure 4.5: Latency CDF with a uniform write-only workload (a) put latency. (b) commit
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using RDMA and later applying the request to the key-value store, SplitKV replicates
requests directly to the segment store. On the other hand, Sift’s data structures design is
not optimized for RDMA. For example, Sift uses one RDMA Write to append a request
to the write-ahead log, and then it uses another RDMA Write to apply the request to the
key-value store. Furthermore, inserting a new memory block to a hash table chain requires
an extra RDMA Write to update the next pointer of the last memory block in the chain
to point to the newly inserted block.

Finally, Sift uses a chain-based hash table that requires one RDMA Read to fetch each
data block in the chain. The traversing of the hash table chains affects the performance
of put and get requests. SplitKV addresses this shortcoming by reserving part of each
hash table entry to store a 16-bit fingerprint of the key (Section 4.2.1). The remote object
is only read over RDMA if the 16-bit fingerprint of the request’s key matches the 16-bit
fingerprint stored in the hash table entry.

SplitKV outperforms Sift even for read-heavy workloads due to two reasons. First,
even with a small percentage of put requests, the overhead of replicating and applying
operations in Sift limits the performance of get requests. Second, Sift is a multi-threaded
system, but not all threads are utilized to serve client requests. As a result, given the same
amount of resources, SplitKV can be deployed with a larger number of effective threads
than Sift.
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Figure 4.6: Throughput (a), average latency (b), and 99" percentile of latency (c) when
varying skewness with write-only workload.

4.3.2 Latency Evaluation

Figure 4.5.a shows the CDF of put latency for a uniform write-only workload. SplitKV
lowers the median and 90' percentile of put latency by 97% and 91% compared to Sift,
respectively.

Figure 4.5.b and Figure 4.5.c show the breakdown of the put latency into commit time
and apply time under the uniform write-only workload. We measure the commit time as
the time from when the coordinator polls a client request until the coordinator commits
the request, i.e., the coordinator learns that the request is replicated on a majority of
memory nodes. Compared to SplitKV Sift increases the 90'" percentile of commit latency
and apply latency by 10x and 340 x, respectively. SplitKV outperforms Sift as it requires
a lower number of RDMA to commit and apply a request, it replicates and applies requests
concurrently, and it utilizes all cores to process client requests.

4.3.3 Workload Skewness

We evaluate the impact of workload skewness on the throughput (Figure 4.6.a), the average
latency (Figure 4.6.b), and the 99" percentile latency (Figure 4.6.c) when varying the
skewness factor between 0.5 and 0.999 for the write-only workload. Results show that
SplitKV handles extremely skewed workload efficiently; its throughput and latency are
not affected by the workload skewness. With a skewness factor of 0.99, the throughput of
Sift, is reduced by 14%, its average latency is increased by 27%, and its 90*" tail latency
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Figure 4.7: Throughput (a), average latency (b), and 99" tail latency (c) of different
systems when varying the percentage of read requests.

is increased by 14% compared to its throughput, average latency, and tail latency with a
skewness factor of 0.5.

The performance of SplitKV is not affected by the workload skewness because SplitK'V
does not shard the key space among worker threads. That is, all threads can participate
in serving requests for popular objects. Concurrent put operations on the same key can
be committed in parallel by different threads. Concurrent updates are ordered when up-
dating the hash table using CAS operation. For Sift, the commit and apply operations
of concurrent updates to the same key are serialized, causing a significant performance
degradation.

4.3.4 Read-to-Write Ratio

Figure 4.7 shows the throughput, the average latency, and the 99" percentile latency when
varying the get requests percentage. Increasing the percentage of get requests increases
the throughput and lowers the latency of all systems as get requests are served by the
leader in all systems. Nonetheless, SplitKV outperforms other systems for all read-to-
write ratios. For instance, when 80% of requests are get requests, SplitK'V achieves 6.3 x
higher throughput compared to Sift. SplitKV outperforms Sift because SplitKV utilizes
all CPU cores to serve requests, while Sift spawns many threads, and each thread performs
a specific task (e.g., heartbeating and log replication).
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4.3.5 Disaggregation Overhead

This section evaluates the impact of hardware disaggregation on the throughput and la-
tency. Since SplitKV adopts a design similar to LoLKV, a direct performance comparison
reveals the cost introduced by disaggregation. Figure 4.8 compares the throughput and
latency of SplitKV and LoLKV under various YCSB workloads. For the write-heavy work-
loads, SplitKV achieves a 50% lower throughput compared to LoLKV. This is because
SplitKV requires at least one extra RDMA Read to fetch the currently stored version of
the object being written and validate that the put request is a new operation. For read-
heavy workloads, SplitKV achieves a 55% lower throughput compared to LoLKV. This is
because in SplitKV, get requests are served by reading objects from memory nodes over
RDMA. That is, a get request requires at least one RDMA Read operation (i.e., depending
on the number of collisions). In contrast, the leader of LoLKV processes get from its local
segment store.

4.4 Conclusion

SplitKV introduces a linearizable key-value storage system optimized for disaggregated
hardware architectures. By leveraging RDMA and a logless design, SplitK'V minimizes the
number of remote memory accesses required to process requests, reducing the associated
latency and improving throughput. Unlike conventional designs that rely on centralized
coordination or log-based replication, SplitKV enables efficient concurrent processing of
requests while maintaining strong consistency guarantees.

Evaluation results demonstrate that SplitKV consistently outperforms Sift across var-
ious workload conditions, including uniform, skewed, read-heavy, and write-heavy work-
loads. Notably, SplitKV achieves significantly higher throughput and lower tail latency
due to its ability to utilize all CPU cores and execute concurrent updates without con-
tention. Additionally, SplitK'V’s replication and failure recovery mechanisms ensure system
resilience while maintaining low overhead.

The design principles underlying SplitKV highlight the advantages of hardware disag-
gregation in storage systems. By decoupling compute and memory nodes and optimizing
remote memory access patterns, SplitKV effectively addresses the performance bottlenecks
associated with existing storage systems. Future work may explore further optimizations in
metadata management and fault tolerance to enhance scalability and enable fast recovery
from failures.
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Chapter 5

Slogger: Scalable, Near-Zero Loss
Disaster Recovery for Distributed
Storage Systems

Disaster recovery (DR) is a critical feature that is required in production distributed sys-
tems. DR enables tolerance of data center-wide outages, in which the original data center
is rendered inoperable for extended periods. DR of a distributed data store (e.g, databases,
key-value stores, and file storage systems) is enabled by creating an additional copy of the
data store at a remote backup data center while the primary site data store is online [110].
The backup data store, which typically lags behind the primary data store, serves as the
new basis of the data store to create and/or start a new primary data store.

Traditional means of DR is through snapshots [111, , , , |. In this ap-
proach, the data store asynchronously creates a snapshot of its latest state, and then it
replicates this snapshot to the backup site. While a sufficient solution for many use cases,
the key limitation of this approach is a potentially large window in which data could be
lost. This window spans from the time at which the last snapshot was replicated to the
time at which a disaster occurs. This data loss window can range from seconds to hours,
depending on how frequently a snapshot is replicated.

An alternate approach is to build synchronous geo-replicated data stores [1 10, , ],
in which each update to the primary data store is synchronously replicated to the backup
site. The key benefit of geo-replicated data stores is that zero data loss is guaranteed
even in the presence of data center-wide outages. However, synchronous replication across
data centers has a significant performance cost. An experiment (Figure 5.1) with Log-
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Figure 5.1: Local vs. Geo replication performance (throughput vs. latency) of LogCabin
under 100% writes load, varying number of concurrent clients (numbers on the curves).
Full details of the setup are provided in Section 5.6.

Cabin [69], a highly available key-value (KV) store that uses Raft consensus protocol [119]
for replication, compares the performance between synchronous 3-way intra and inter data
center replication. Results show that the inter data center replication performs over an
order of magnitude worse than the intra data center replication. The performance degra-
dation simply reflects the effects of geographic distance between machines interacting in
the replication protocol.

This project focuses on the DR problem that is relevant to intra data center deployments
of linearizable distributed systems. Thus, the real question this project addresses is, can a
near-zero lag DR scheme be designed for linearizable distributed data stores? Furthermore,
from a pragmatic view, can the solution be easily pluggable into existing distributed data
stores, where the changes needed in the original data store are few and non-invasive?

I introduce Slogger, a new DR solution, to address the above questions. Slogger plugs
into any linearizable (even non-linearizable) distributed data store that uses write-ahead
logs [120] to apply changes to its state. Slogger asynchronously replicates and applies
the logs to a designated backup site. It preserves linearizability by tracking temporal
order between log records using high-accuracy synchronized distributed clocks [117, ,

, , |. Specifically, Slogger assumes that the data store can tag each log record
with a timestamp derived from the distributed clock that is synchronized across nodes
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in a data center. This timestamp is used to identify a partial order between updates.
Log records are applied to the backup site in tagged timestamp order. To make Slogger
works in practice, Slogger employs several techniques such as concurrency, pipelining, and
batching. Furthermore, Slogger employs a coarse-grain synchronization technique based
on a novel watermark service on the backup site. All backup work happens continuously
in the background and off the primary data store’s critical path.

Slogger is a backup system that guarantees prefir linearizability [125): The backup
system stores updates in the same linearizable order as observed by the primary data
center as long as the latter is operational. If the primary data center fails, the system
guarantees backup of a prefix of the linearization order of updates that happened at the
primary data center. Prefix linearizability, which may lead to some data loss in a case of
a disaster, is far more preferable to the guarantees offered by current DR solutions which
may result in inconsistencies in the backup site in a case of a disaster at the primary site,
particularly for mission critical applications such as databases [120, , , ] and
enterprise storage systems [130].

Section 5.6 presents an extensive empirical evaluation of Slogger extensions to a 32-way
sharded version of LogCabin. Results show that the data loss window stays surprisingly
low (as low as 14.2 milliseconds) even though the backup happens asynchronously in the
background. This low data loss window comes at virtually no performance penalty on
LogCabin. Furthermore, experiments demonstrate that Slogger achieves scalability, fault
tolerance, and efficient failover to the backup data store when a disaster is declared at the
primary data store.

5.1 Background and Related Work

5.1.1 Data Store Architecture

The Primary Data Store. Slogger makes critical assumptions about the distributed
data store’s design. These properties are commonly supported by most, if not all, data
stores that provide high-availability guarantees using synchronous replication [I131, ,

, 133, 118].

The data store is logically partitioned into non-overlapping shards. Multiple shards
can co-habit the same physical machine. Each shard is synchronously replicated for high
availability. A replica set of a shard contains a collection of copies of the shard, termed
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Figure 5.2: Example data store with 3 shards, each 3-way replicated.

replicas, hosted on different machines. A replica set typically contains a single leader
replica that processes all the updates directed to the shard and propagates them to the
rest of the replicas, called followers, in its replica set. Leaders can be chosen statically or
dynamically using a leader election algorithm. The replication scheme itself may have a
simple primary-secondary form [134, |, or may rely on a more sophisticated consensus
protocol such as Paxos [130, 137] or Raft [119]. Figure 5.2 depicts an example setup.

Slogger assumes that all updates to a shard are first appended to a local write-ahead log
containing logical update records. The leader performs replication by sending log records
to its followers. Replication is synchronous. After replication completes, the updates may
propagate to the shard’s state machine layer [133]. Slogger further assumes that the data
store contains the mechanics to instantiate a new follower copy of a shard from its existing
replica set. The data store can tolerate transient network problems such as unreliable
delivery, local outages, and asynchrony. Finally, Slogger assumes a fail-stop failure model
for machines used by the data store, in which machines may stop working, but will never
send erroneous messages.

The Backup Site. Slogger assumes the backup and primary sites have similar infrastruc-
tures. The backup site will host a logical mirror copy of the primary site. This means the
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backup site will have logically identical shards and use identical algorithms and schemes
to control data it receives from the primary site (e.g., same replication, leader election,
and failure detection algorithms). However, the backup site will likely have a different
physical structure, e.g., relative locations (host machines) of replicas, replication factor,
and network topology.

Network. Slogger assumes that the network between the primary and backup sites is
unreliable and asynchronous, as there are no guarantees that packets will be received in a
timely manner or even delivered at all, and there is no limit on the time a machine takes
to process a packet. Like the primary machines, the backup machines also have a fail-stop
failure model.

Disasters. Slogger assumes a disaster is declared manually by the data center admin-
istrator, during an outage. The backup site will be informed about the disaster by an
out-of-band mechanism that will trigger fail-over steps.

5.1.2 Related Work

Snapshots. Several projects [111, , , , | use snapshots to maintain a mirror
replica in a remote data center. In these solutions, a snapshot of the primary data store
is asynchronously generated and then transferred to the remote replica. SnapMirror [114]
exploits the active block maps in WAFL file system to identify modified blocks and avoid
sending deleted ones, which reduces the amount of data transferred to the remote replica.
The main disadvantage of snapshotting, as the evaluation results demonstrate, is the large
data loss window, which might range from seconds to hours or days.

Disk Remote Mirroring. Numerous commercial products provide DR to disk volumes
such as IBM Extended Remote Copy [139], HP XP arrays [110], and EMC SRDF [I11].
In remote mirroring, a backup copy of the primary volume is maintained in a remote
location. Typically, these solutions support multiple replication protocols with various
reliability guarantees. For instance, HP XP arrays can operate in both synchronous and
asynchronous modes. These solutions do not preserve causality between writes to different
volumes because the mirroring of different volumes is not coordinated.

Continuous Backups. Another class of solutions to DR is continuous backups, where
the primary data store is continuously, asynchronously, and incrementally replicated to the
backup site. These prior works [120, , , , , , , 129] asynchronously ship
log records generated by the primary data store to the backup site. While this approach
can be used to drastically reduce the data loss window for a data store, all existing solutions
apply to data stores that either support serializability [111] or more relaxed consistency
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models. None of these solutions work correctly for linearizable [115] distributed data stores.
In particular, the order in which updates are backed up in these techniques may lead to
an update order at the backup site that is inconsistent with the update order observed at
the primary (Section 5.2).

Vector clocks.. Vector clocks can be used to explicitly track causal relationships. Eventually-
consistent designs (e.g., Bayou [140] and Dynamo [147]) attach a per-replica vector to ev-
ery update so that replicas (or clients) detect conflicts without relying on a global clock.
Causally consistent systems such as COPS [118] and Eiger [119] extend the idea to multi-
shard deployments, piggybacking either full vectors or trimmed dependency sets on each
write. Although this approach captures happens-before ordering, the metadata grows with
the number of replicas or shards, and every write must merge or compare vectors, incur-
ring significant overhead. Adapting vector clocks to existing linearizable data stores would
therefore require intrusive code changes and extra cross-shard communication to detect and
preserve causality. Slogger utilizes synchronized clocks to preserve causality while elimi-
nating cross-shard coordination and with only minimal changes to the underlying data
store.

5.2 The Write Ordering Problem

The starting point of Slogger design is the aforementioned asynchronous log record shipping
technique for backing up a distributed data store [112, , , |. That technique
enforces ordering between writes (log appends) on different shards by tracking explicit
data dependencies between them. The dependencies are used to apply transactions in the
correct order at the backup site. While the above dependency tracking may be sufficient
for serializable updates, it is insufficient for linearizable updates. The nub of the problem
is that ordering dependencies may not necessarily be implied by writes and reads; they
may be enforced by the logic of the application that uses the data store. Consider an
application A that uses a data store D. A issues a write to object Og; that resides in shard
S1. After the write completes, A issues a write to object Ogo that resides in another shard
S2. Thus, A has enforced an externally visible happens-before relation between the two
writes. This relation is enforced by a linearizable data store since linearizability guarantees
that an operation takes effect in real-time between its invocation and response [115].

Now consider the problem of backing up the two writes. The above happens-before
relation must be preserved by the backup system. It however cannot be captured by
simply tracking overlapping reads and writes since there are no overlaps in the example.
The order is enforced by A’s program logic, which is opaque to D. Thus, the backup site
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Figure 5.3: Two scenarios that can lead to observed inconsistencies between primary and
backup data stores.

cannot correctly determine the order in which writes to Og; and Ogo must be applied. In
general, the two writes may be causally ordered in arbitrarily complex ways that involve
multiple threads in A, and even multiple applications that communicate with each other
via an out-of-band communication channel.

Interestingly, ordered reads can also enforce an order between concurrent writes. Con-
sider two threads in application A. Now consider a scenario where one thread writes to
Og1 and the other thread concurrently writes to Ogs. Since the writes are concurrent, no
specific order is imposed on them. However, if a third thread of execution happens to read
the two objects in a specific order, say Og; followed by Ogs, the reads may imply an order
in which the two writes need to be backed up. For instance, if the read of Og; returns its
new value, whereas the read of Og, returns its old value, backing up the two writes in the
opposite order — Ogy followed by Og; — may lead to an inconsistent view in the backup
site if the primary site fails between the two backups. This wvisibility-based order must be
correctly preserved in the backup. Figure 5.3 depicts both problem scenarios.
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5.3 A Timestamp Based Solution

Recall the assumption from Section 5.1.1 that all writes, data as well as metadata, in the
data store are applied through write-ahead logs. Slogger design expects that in most cases
the data store will contain a unique log per shard. Thus, in this model, the writes discussed
in Section 5.2 are first appended to the leader log and then to the follower logs. These
appended writes can be shipped to the backup asynchronously.

Note that, at the backup, out-of-order reception of log records for different shards is
acceptable. It is the order in which the log records are applied to the backup shard that is
crucial to preserve correct happens-before relation between data store writes. For instance,
in the examples shown in Figure 5.3, even if the backup receives the write to Ogs before
it receives the write to Og1, it must guarantee that if Ogy’s write is applied to the backup
data store, Og;’s write must also be available for application at the backup data store.
This requirement permits a relaxation in that Ogs’s write can be applied to the backup
data store before Og;’s write is applied to the backup data store. Slogger assumes that
no application directly reads from the backup data store, so ordering application of Ogs
before Og; is permitted.

A log record’s write can be applied to the backup data store only after all log records’
writes that it causally depends on have at least been received at the backup in a reliable
(replicated, if necessary) way. This causal dependency cannot always be determined by
just observing the log records from the different logs, particularly in the problematic cases
described earlier (Section 5.2). However, the happens-before links between log records can
be indirectly embodied by monotonically increasing timestamps.

Timestamps tagged on log records can help establish a happens-before relation between
log records generated in different logs. If two writes are causally dependent, they will be
tagged with different timestamps correctly embodying the order of the writes. This is a
conservative approach since it creates unnecessary happens-before relations between writes
that are not causally related — absent additional dependency information, any writes that
happened at time 7' are assumed to be causally dependent on all writes that happened
at all shards at time T — K, for any integer K > 0. However, so far, it seems to be the
only viable approach given that ordering relations established through application logic,
or through visibility of updates, are opaque to the data store (e.g., inspecting just the
log records on different logs do not reveal such ordering relations). Furthermore, there
are interesting optimizations, such as pipelining, batching, and some key design decisions
made in Slogger that significantly mitigate performance overheads due to this superfluous
order enforced between unrelated log records.
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Figure 5.4: High level architecture of Slogger.

Using Synchronized Clocks. Slogger requires clock synchronization between shard
leaders at the primary data center only. No clock synchronization is required across data
centers. Slogger assumes that the data center used to host the Slogger-augmented dis-
tributed data store has PTP or other more recent clock synchronization infrastructure,
which delivers in the order of sub-microsecond scale clock skew. Slogger also assumes that
replication of log entries is comparatively a much coarser operation than the clock skew,
taking tens to hundreds of microseconds, or even milliseconds.

Slogger assigns a timestamp to a log record at the beginning of its append operation.
Following the aforementioned assumptions, causally dependent updates of Og; and Ogs,
as depicted in Figure 5.3 (a), will be separated by timestamps that are consistent with
the order of the updates. Similaraly, the ordering indirectly created by concurrent reads,
as depicted in Figure 5.3 (b), is correctly embodied by the timestamps. The read of Og
will happen at a time strictly greater than the write’s timestamp by more than the clock
drift window. Furthermore, the read of Ogo happens after the read of Og;. Even if the
two reads happen quickly, within the clock accuracy window, if the read of Ogo returns
its old value, it is guaranteed that the write of Ogy will have a timestamp that is greater
than the timestamp of Og;’s write: Slogger assumes that the data store’s implementation
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guarantees that if the write of Ogo had a timestamp less than the time at which its read
happened, the read would be ordered after the write in shard S2, and thus return its new
value. This can be easily enforced by introducing synchronization between the competing
read and write of Ogs.

Slogger can operate with low-precision time synchronization protocols such as NTP [77].
However, if the clock drift becomes coarser than the replication latency, Slogger preserves
prefix linearizability by deliberately slowing the data store and forcing the replication
operation to become coarser than the clock drift. If the underlying time synchronization
protocol returns a synchronization error indicating that the local clock could be out of
sync, that shard will stop accepting new updates. If the clock on a shard leader fails
in a byzantine way (i.e., returns random time), Slogger may not be able to guarantee
prefix linearizability among operations that touch a set of shards that includes the faulty
shard. This failure semantics is similar to the semantics of modern systems that rely on
synchronized clocks [117].

5.4 The Slogger Architecture

Synchronized timestamps are foundational to Slogger’s functioning. However, there are
several other key components of Slogger that need to be architected carefully to deliver
efficient and scalable DR. In particular, this project answers the following questions: How
does Slogger ensure that the backup process does not affect the performance of the primary
data store? How does Slogger absorb and apply a large number of logs from the primary
to the backup site correctly and in a scalable way? How does Slogger tolerate local faults
in the primary site as well as the backup site? How does Slogger bootstrap a new backup
data store from an existing data store? How does failover work in Slogger when a disaster
occurs at the primary site? Does integration of Slogger in an existing distributed store
entail significant changes to the data store’s architecture and implementation? This section
addresses all these questions in detail.

Figure 5.4 depicts the high level architecture of Slogger. It contains three principal
components: (i) Primary Slogger Agent (PSA), (ii) Backup Slogger Agent (BSA), and (iii)
Watermark Service. A PSA is embedded in each replica of every shard in the data store
on the primary site. PSA of a shard’s leader node asynchronously sends newly committed
log records to the corresponding backup shard leader’s BSA. For scalability on the backup
site, each shard’s log grows independently of other shards’ logs. As a result, an out-of-band
mechanism is needed to construct the most recent consistent state of the backup data store.
The mechanism must ensure that the backup site constructs a version of the data store

94



~

payload (address,
value, opcode, etc. )

Shard Replica State Machine

log record metadata

(index, next, state, etc.) timestamp | p-log-indx

" Log Record

after Trim()

head b-comm%ph’ed commit tail Write-Ahead Log

‘ b-commit sent-spec sent-acked ’
\\ PSA State /

Shard Leader Replica

Figure 5.5: Write-ahead log and PSA state of a shard’s replica in the data store. Slogger
related changes in the log implementation in bold font (all PSA state variables are in bold
font).

that is consistent with the current (or a prior) version of the primary data store. Slogger
uses the watermark service to that end. Slogger also requires a few minor modifications to
the data store’s write-ahead log.

5.4.1 The Write-ahead Log

Slogger’s functionality relies on the existence of a write-ahead log in the data store it
augments. Slogger assumes commonly found attributes in this log: The log is finite and
circular. Appends happen at the tail end of the log, marked by a tail index that is advanced
by an append. The head end is marked by a head index. It is advanced (also called log
trimming in the literature [120), |) after a collection of log records at the head end are
applied to the shard’s state machine. The log also contains a commit index marking the
index up to which log records have been replicated to a threshold number of replicas on the
primary site (e.g., a majority of the replicas in a consensus-based replication scheme). In
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addition, the log contains an applied index marking the log index up to which log records
have been applied to the shard’s state machine.

Figure 5.5 depicts a data store’s write-ahead log and the relevant changes needed to
support Slogger. Slogger requires adding a new index to the log called b-commit, which
represents the index up to which the backup shard has received, replicated, and committed
the log. b-commit is never greater than commitand is never less than head. The difference
between b-commit and commit essentially represents the lag in the backup shard in com-
parison with the primary shard. The b-commit index does not need to be a part of the
persistent metadata of the log at the primary site since its value can be reconstructed by
consulting the backup shard.

Slogger augments each log record with a timestamp field that contains the time returned
by the synchronized clock at the beginning of the corresponding log append. In addition,
Slogger needs each log record’s index embedded in the log record itself. This p-log-indx
field is used by the backup shard to pass on to the primary shard the log index of the latest
log record that the backup shard has appended to its log. Since the backup data store is
not necessarily a physical mirror of the primary data store (e.g., replication factors may
be different on both sites), the configuration updates at the backup shard may be different
from the configuration updates in the primary shard. As a result, the p-log-indx of a log
record may be different from its index in the corresponding backup shard’s log.

5.4.2 Primary Slogger Agent (PSA)

A PSA is hosted in each replica of each primary shard. It is an independent thread of
execution that continuously monitors the shard’s log and forwards any newly committed
log records to the backup site. At any given time, only the primary shard’s leader’'s PSA
(henceforth, just PSA for brevity) is actively engaged in replication to the backup site.

PSA sends log records to the backup site in the order they were appended at the
primary shard’s log. It needs to track the latest log record that was successfully received
(but not necessarily committed) at the backup site. It does so with the sent-acked index
— after replicating a log record, the backup shard sends back an acknowledgment (ack) to
the primary leader’s PSA, which the latter uses to update sent-acked.

Slogger adds another field to PSA’s metadata, the sent-spec index, which indicates the
log index up to which log records have been sent to the backup site. This index enables
PSA to send additional committed log records while acks for previously sent log records are
pending. It is advanced by PSA immediately after new log records are sent to the backup
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site. Log records are resent if their acks are not received in a preconfigured timeout interval.
Note that PSA’s metadata variables do not need to be stored on a persistent storage, as
they can be reconstructed from the primary and backup shards’ states.

5.4.3 Backup Slogger Agent (BSA)

A BSA is hosted in each replica of each backup shard. Like the PSA, the BSA is an inde-
pendent thread of execution that performs a sequence of operations that interact with the
corresponding PSA, the backup shard’s log, and the watermark service. Only the backup
shard’s leader’s BSA (henceforth, just BSA for brevity) performs all these operations.

Figure 5.6 depicts BSA’s architectural details. BSA’s responsibilities include receiving
log records sent by PSA. Log records are received in the order they were appended at the
primary shard’s log; log records received out-of-order are nacked. BSA sends the received
log records to its host replica — the append() call in Figure 5.6. It also stores p-log-indx
for the last received log record in the local variable append-indx. While the host replica
(leader of the backup shard) replicates these log appends, BSA sends an ack for those log
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records back to PSA. Both the ack/nack messages contain the value of append-indx, which
confirms BSA’s progress with PSA. At PSA, the received append-indx value overwrites its
sent-acked.

Recall that only committed log records are sent by PSA to BSA. Slogger considers
the backup shard’s log records committed only after they are successfully replicated to its
replica set. The backup shard’s log maintains its own commit that is independent of the
primary shard’s log’s commit. The backup shard’s commit is advanced as log records are
successfully replicated to the shard’s replicas. BSA monitors this commit and copies the
last committed log record’s p-log-indx into a local variable called commit-indx. BSA adds
the updated commit-indx in the aforementioned ack/nack it sends back to PSA, which uses
the value to advance its b-commit.

Committed log records of the backup shard cannot be immediately applied to the
shard’s state machine since simply applying those log records can lead to inconsistencies
in the backup site if the primary happens to fail at an arbitrary time (Section 5.2). A
committed log record r becomes eligible for application only after all shards on the backup
site have committed all the log records with timestamps less than r’s timestamp. To
accomplish that efficiently BSA periodically performs two actions: (i) it queries the backup
shard’s log to determine timestamp of the latest committed log record, and stores it in a
local variable called lcommit-ts; and (ii) it thereafter sends the lcommit-ts to the watermark
service, which maintains a repository of the largest timestamps of committed log records
observed at each shard.

5.4.4 The Watermark Service

The watermark service determines what log records can be applied safely to the backup
data store. Each BSA periodically sends its lcommit-ts to the watermark service. The
watermark service maintains a vector of timestamps, called shard timestamp vector (STV),
each element of which represents the largest timestamp received from each backup shard’s
BSA. The minimum of these timestamps, which is called the backup’s watermark, indicates
the time up to which all backup shards have committed log records. After the watermark
service receives lcommit-ts from a BSA, it writes the received lcommit-ts to that backup
shard’s slot in its STV. It then computes a new minimum watermark available in STV and
sends it back to BSA (Figure 5.6).

The new watermark received at BSA is used to update its watermark, and is then for-
warded to the shard via the advance-apply-to() call. The backup shard updates apply-to
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Figure 5.7: Detailed control flow of Slogger.

based on the received watermark. In the end, apply-to points to the shard’s latest commit-
ted log record that can be applied to the shard’s state machine. Each shard periodically
exchanges timestamp messages with the watermark service to stay up-to-date with the
backup data store’s progress.

Throughout its execution, the watermark service maintains the invariant that its water-
mark is monotonically increasing. Note that the watermark service itself is an optimization
to the more straightforward solution where each BSA periodically broadcasts its lcommit-ts
values to all other BSAs on the backup data store. In the end, the watermark’s ground
truth, the lcommit-ts values in log records of each shard’s log, remains persistently stored
in shard logs. Thus, even if the watermark service fails, it can be easily reinitialized from
all the backup shard logs’ lcommit-ts values.

5.4.5 Putting it all together

Replica Initialization. When a replica in a primary (or backup) shard is created, it
launches its PSA (or BSA). The launched PSA (or BSA) remains idle until its host replica
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becomes the shard’s leader. When the BSA detects that its host replica has become
the leader, it performs the following steps: First, it determines the shard’s lcommit-ts by
reading the last committed log record’s timestamp. Second, it establishes a connection with
the watermark service to determine the backup site’s global watermark. Third, whenever
it detects a change in the global watermark, it advances the shard’s apply-to to inform the
replica that more log records may be applied to its state machine. Finally, the BSA listens
for a request from the PSA of the corresponding primary shard.

A new leader’s PSA builds its state by querying the corresponding backup shard’s
BSA. BSA responds with its append-indx and commit-indx values to the newly identified
PSA. The commit-indx index serves as the initial value of the primary shard’s b-commit,
whereas append-indx is used to initialize PSA’s sent-spec and sent-acked. Thereafter, PSA
can asynchronously start shipping its shard’s newly committed log records to BSA.

The Backup Process. Figure 5.7 shows the full flow for Slogger’s asynchronous backup
process for each update received at the primary shard’s leader. The whole process takes
10 steps (labeled in the figure), some of which happen concurrently.

1. The primary shard’s leader achieves consensus on its recently received update request
and advances its log’s commit. The leader timestamps the log record with the syn-
chronized clock’s value as a part of the append. Its PSA periodically checks commit
for changes and detects that a new log record is available for asynchronous backup.

2. PSA forwards the recently committed log record, in the form of a BACKUP request,
to its “peer” BSA (on the corresponding backup shard’s leader). After sending the
log record, PSA advances its sent-spec.

3. On receiving PSA’s log record, BSA can send back one of three responses: (i) A
NOT_LEADER message if its host replica is not the backup shard’s leader. (ii) A
nack indicating that the log record was received out-of-order. (iii) An ack response
indicating to PSA that the log record will be appended at the backup shard. Once
PSA receives an ack, it advances sent-acked to the log record for which it just received
the ack.

4. The newly received log record at BSA is then forwarded to the host replica to append
it to its log.

5. The backup shard’s leader attempts to achieve consensus on the newly appended log
record, advancing its commit if it succeeds.

100



6. BSA periodically determines if new log records were committed at the backup shard.
If so, it updates commit-indx, which is forwarded to PSA in response to a subsequent
log append message it sends (see step 3). BSA also updates its lcommit-ts with the
last committed log record’s timestamp.

7. If lcommit-ts changes (increased), BSA sends its new value to the watermark service.

8. On receiving a new lcommit-ts of a shard from its BSA, the watermark service updates
the shard’s slot in its STV and then computes the new global watermark.

9. The watermark service responds to BSA with a new global watermark.

10. On receiving the new watermark value from the watermark service, BSA updates
its local watermark and uses it to update the replica’s apply-to index to the latest
log record with timestamp less than or equal to the watermark. The replica is then
enabled to apply all its log records up to the updated apply-toindex.

Note that the algorithm described above leads to an interesting backup model: an ever-
evolving prefix of the history of the data store’s state. It does so by creating a consistent
cut across all shard logs, delineated by the monotonically increasing global watermark’s
value. In a sense, each advance in the global watermark represents a consistent snapshot of
the entire data store. However, the snapshot’s lifetime exists only briefly until the global
watermark advances to a higher value. This makes Slogger’s approach quite distinct from
traditional snapshot-based backups that identify (and embody) the consistent state of the
data store at a specific point in time.

Keeping up with the Primary. As stated earlier, in Slogger’s replication algorithm,
all backup shards receive and replicate log records independently of each other. However,
backup shard logs are finite in size and hence must be applied to shard state machines to
make space available for future log records.

Slogger ensures that the global watermark remains monotonically increasing as long as
the watermark service keeps receiving monotonically increasing lcommit-ts values from all
shards in the backup site. Slogger requires a foundational assumption for liveness though —
each primary shard keeps sending log records with monotonically increasing timestamps at
regular intervals. To that end, Slogger requires each primary shard to generate log records
at regular intervals, even when the shard does not receive any update requests from clients.
This can be achieved by making the primary shard’s leader append NOP log records at
regular intervals in their logs.
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Another crucial aspect of Slogger that helps the backup site keep up with the primary
is its ability to do batching at various stages in the entire backup lifecycle: First, PSA
can send a collection of contiguous log records batched in a single request to its peer BSA.
Second, the log records forwarded by BSA to its host replica can also leverage any batching
capabilities supported by the data store itself. Third, determination of the lcommit-ts by
BSA is amenable to covering a large batch of recently committed log records in one shot
— BSA needs to simply determine the timestamp of the last committed log record. Lastly,
traffic to the watermark service can also be modulated by controlling how often BSA sends
its lcommit-ts to the watermark service.

Fault Tolerance. Slogger assumes that the original data store tolerates non-byzantine fail-
stop failures. Slogger leverages this capability of the data store to achieve fault tolerance
in Slogger. The obvious points of failure are PSA, BSA, and the watermark service. Under
the fail-stop failure model, failure of the PSA (or BSA) implies failure of its host replica. If
it is a follower replica that fails, nothing needs to be done since its PSA (or BSA) is passive.
However, if the leader replica fails, the data store initiates its leader election protocol to
elect a new leader, after which the leader’s PSA (or BSA) becomes active. The new PSA
(or BSA) variables are initialized as discussed in Section 5.4.5

The backup algorithm for a shard may experience some delays if the leader of the
primary or backup shard fails. However, this delay is typically dominated by the leader
election process, which is triggered after a leader fails. In most leader failure scenarios,
this delay is expected to be insufficient to stall the backup process to the extent that the
backup shard cannot keep up with the primary shard. As stated earlier, the watermark
service is itself an optimization. If it fails, a new instance for the service is spun up and
its STV is initialized by communicating with all the backup shards.

In principle, there exists a pathological scenario where one or more primary shards
fail or cannot communicate with their backup counterparts. In such circumstances, the
failed shard’s lcommit-ts will not advance, thus stalling the global watermark. If other shards
continue to serve client requests, their logs may fill up on the backup site. This would create
a “back pressure” on the corresponding primary shards, which may need to be stalled, thus
escalating a single shard “outage” to multiple shards in the data store. Such a pathological
scenario can be handled pragmatically by dynamically allotting greater space for logs and,
at the same time, informing the data store administrator of such circumstances.

Bootstrapping Backup Shards. Slogger assumes the distributed data store has capa-
bilities to bootstrap a new replica from an existing replica set of a shard. Slogger leverages
these same capabilities to spin up the backup shard (and its replicas) on the backup site.
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5.4.6 Handling Disasters

While highly available data stores can tolerate failures of a significant number of resources,
it is not possible to do so beyond a particular threshold (e.g., partial or full destruction of
a data center due to an earthquake that makes some or all shards unavailable). Slogger
considers such a scenario a disaster and leaves it up to the data store administrator to
make that determination. Thus, a disaster is designated and recovery from it is triggered
manually by the administrator. Designating a disaster at the primary site eventually leads
to its shutdown. This can be done by leveraging metadata servers that are typically present
in production-quality distributed data stores.

Triggering recovery at the backup site leads to a number of steps that help the backup
bring up a new primary site. If the replica is the leader of a shard, it computes its
final lcommit-ts value and sends it to the watermark service. The leader also marks its
message as the final message. The watermark service thus receives final messages from
all backup shards, and then broadcasts the final global watermark to all backup shards.
Then, the leader of each shard applies all log records based on the received watermark, and
then sends a recovery completion message to the watermark service. Once the watermark
service receives recovery completion messages from all shards, the backup is designated to
have recovered. It can thereafter act as the new primary site for the data store or can be
used to bootstrap a new backup site. Note that the new primary shards (i.e., the former
backup shards) discard all existing log entries and initialize empty logs to prevent mixing
entries timestamped by clocks of different data centers.

5.5 Implementation

I used the TLA+ model checking tool [151, 152] to verify Slogger’s correctness. The TLA+
specification reflects implementation-level details. It models the system with multiple
shards at the primary and backup sites. It describes the log and the state machine of the
primary and backup shards. It also models the PSA, BSA, and the watermark service.
The specification models the replication protocol. The specification models various node
and network failure scenarios, such as failure of the PSA, BSA, and watermark service.
The specification of Slogger spans around 900 lines and is publicly available [153].

To evaluate Slogger’s effectiveness, I integrated it with LogCabin [69], a linearizable key-
value (K-V) store that uses the Raft consensus protocol [119] for synchronous replication.
LogCabin is a single-shard key-value store. To build a prototype distributed K-V store,
I added a key-space sharding layer that hosts each shard in a 3-way replicated LogCabin
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instance. The key-space sharding map, which is static in Slogger implementation, is directly
available to clients through a thin client-side stub library. The replica set for each shard is
also statically defined in a configuration file accessible to all replicas. This configuration file
was augmented with details of the backup shard replica sets and the watermark server. The
static primary-backup configuration setting helped in simplifying the prototyping effort for
expedited experimentation. I assume that the machine’s local clocks are synchronized with
a synchronized clock.

I implemented Slogger using C++, which was also used to implement LogCabin. I
implemented Slogger as a module in LogCabin. Slogger’s code implements all its compo-
nents — PSA, BSA, and watermark service. LogCabin uses an operation log to replicate its
leader’s updates to the follower nodes. I modified this log implementation to incorporate
all the fields and processing relevant to Slogger. These modifications amounted to 130
lines of code, which attests to the assertion of little disruption in a data store to integrate
Slogger with it. To support failover after a disaster (Section 5.4.6), I added the metadata
server functionality to the watermark service.

5.6 Evaluation

We now evaluate several aspects of Slogger’s design. First, we compare the performance
overhead of Slogger and incremental snapshotting (Section 5.6.1). Second, we measure the
lag between primary and backup sites (Section 5.6.2). Third, we evaluate the scalability of
our watermark service (Section 5.6.3). Fourth, we measure how the backup lag is affected
by different failure scenarios; i.e., the failure of the SPA, SBA, and Watermark Service
(Section 5.6.4). Fifth, we evaluate how our design details pertaining to pipelining, batching,
and selection of the right log size contribute to the viability of Slogger (Section 5.6.5).
Finally, we show how quickly can Slogger support failover to the backup site once a disaster
has occurred at the primary site (Section 5.6.6).

Testbed. We used machines from two CloudLab [98] data centers — Wisconsin and Clem-
son — to run our experiments. We ran the primary site on a 16-machine cluster in the
Clemson data center, and the backup site on a 16-machine cluster in the Wisconsin data
center. We used five Clemson data center machines to run clients and generate the work-
load. Hence, clients communicate with the primary site machines over the local network.
Each machine in the Clemson data center has a dual socket Intel E5-2660 CPU with 10
cores per socket, 256GB of DRAM, a 10 Gbps NIC for local network traffic, and a 1 Gbps
NIC for non-local network traffic. Each machine in the Wisconsin data center has a dual-
socket Intel Xeon Silver CPU with 10 cores per socket, 192GB of RAM, a 10 Gbps NIC
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for local network traffic, and a 1 Gbps NIC for non-local network traffic. The network
round-trip time (RTT) between the Clemson data center and Wisconsin data center is
25.5 milliseconds. The network RT'T time within Clemson and Wisconsin data centers are
0.068 milliseconds and 0.033 milliseconds, respectively. In all experiments, unless explicitly
stated otherwise, we used a cluster of 32 shards, and each shard is 3-way replicated.

Alternatives. We compare the following alternatives for designing a disaster recovery
system:

e Baseline. We used LogCabin original implementation as a performance baseline.
This option only serves client requests at the primary data center, i.e., the data is
not georeplicated. This alternative presents the upper bound for system performance.

e Incremental Snapshotting. LogCabin supports snapshotting, but it generates a com-
plete system snapshot on every snapshot interval. We modified LogCabin to perform
incremental snapshotting [120]; a new snapshot will only include the set of objects
that have been updated since the previous snapshot. The write-ahead log is used to
identify the set of updated objects since the previous snapshot. Then, these objects
are sent to the backup site and used to update the state machine of the backup
shards. In our implementation, a new snapshot is taken when the snapshot size ex-
ceeds a configurable threshold, or when the duration since the last snapshot exceeds
a configurable threshold. To simplify our implementation, each shard snapshots its
state machine independently without coordinating with other shards. We note that,
while the individual snapshots may not preserve causality across shards, the perfor-
mance of our prototype presents an upper bound of incremental snapshotting using
LogCabin, as adding a synchronization phase between shards will add additional
delay. In all our experiments, we set the snapshotting interval to 500ms.

e Slogger. A modified version of LogCabin that integrates Slogger to provide DR.

Our evaluation of the synchronous geo-replication (Figure 5.1) approach indicates that
it reduces the system throughput by more than an order of magnitude compared to intra
date center replication. We omit this alternative for clarity of presentation.

Workload. We used the standard YCSB benchmark [99] to evaluate Slogger. We used a
uniform workload, as Slogger reads committed log records from the replicated log which is
agnostic to the workload distribution; we also experimented with a Zipf distribution and
got similar results. We experimented with a pre-populated data store containing 50 million
key-value pairs, each with a key size of 24 bytes and a value size of 512 bytes. In all our
experiments, the clients issue blocking requests in a closed loop, i.e., they do not issue a new
request until the old request is successfully acknowledged by the system. Consequently,
this workload has a long chain of happens-before relations as each new operation causally
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Figure 5.8: Throughput vs. latency for different systems for various read (R) to write (W)
ratios when varying the number of clients between 1 and 750.

depends on all previous operations issued by the same client. Before sending a request,
the client hashes the key to determine the destination shard.

5.6.1 Performance Evaluation

In this section, we compare the throughput and latency of Slogger with its baseline and
incremental snapshotting. As the throughput of incremental snapshotting is directly af-
fected by the snapshot size, we consider two snapshot sizes: small snapshots of 32KB, and
large snapshots of 2 MB. Section 5.6.2 evaluates the impact of varying the snapshot size.

Figure 5.8 shows the throughput and latency for various systems for different read-write
ratios when varying the number of clients. LogCabin presents the baseline performance
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without geo-replication. Slogger does not lead to noticeable overheads compared to Log-
Cabin for any of the workloads, as it has been architected to do continuous backup of a
distributed data store off the client-facing critical path. On the other hand, incremental
snapshotting has a significant overhead on the performance of the system; for write-only
workload, using small snapshots reduces the throughput of LogCabin by up to 50% and
increases the latency by up to 75%. Large 2 MB snapshots reduce the overhead on the
system throughput, yet achieve considerably lower throughput than both LogCabin and
Slogger. At the same time, larger snapshots significantly increase the lag of the backup
site (Figure 5.11). For read-only workload (Figure 5.8 (d)), all systems have the same
performance as no objects are being updated.

5.6.2 Data Loss Window

Slogger is a continuous backup system that has the promise of delivering a distributed data
store backup that is closely behind the primary data store. The immediate consequence is
a backup system with a tiny (millisecond scale) data loss window. To assess this data loss
window, we conducted an experiment that measures a metric called the backup site’s lag.
Intuitively, the lag measures how far behind, in terms of time, the backup site’s state from
the primary site’s state. For example, a lag of 100 milliseconds implies that the backup site
did not receive at least some log records that were committed at the primary site during
the last 100 milliseconds. If the primary site shuts down at that point, the backup will
lose updates that happened over the last 100 milliseconds.

Understandably, the lag varies over time. Capturing the precise lag in a non-intrusive
way over the duration of the distributed data store’s lifetime is perhaps an infeasible
undertaking. However, we can get an approximation of a typical lag by finding its bounds
using some lightweight instrumentation. We now define the upper and lower bounds of
the lag, detail the experiments we used to measure them, and show the results of these
experiments.

Lower Bound of The Lag

The lower bound (l,) of the lag is the minimum lag that can be achieved between the
primary and the backup sites. It is the minimum time needed to send a log record from
the primary site (i.e., PSA) to the backup site (i.e., BSA). Clearly, [, cannot be lower than
half the round-trip time (RTT) between the primary and backup sites. In Slogger, the
lower bound is the time needed to perform step 2 of the backup process (Figure 5.7).
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Figure 5.9: Lower and upper bounds of the observed lag at the backup site with a write-
only workload.

We measured the lower bound of the lag on a cluster of 32 shards with a ping-pong
experiment. In this experiment, each shard’s PSA sends a BACKUP request that has
only one log record to the corresponding BSA. When BSA receives the request, it replies
immediately with an ack. When PSA receives the ack, it immediately sends another
BACKUP request. We measured the lag’s lower bound from the BSA side by taking the
time difference between consecutively received BACKUP requests and dividing it by 2 to
get an estimate of the one-way latency (we assume symmetric latencies between the PSA
and BSA). Figure 5.9 shows the output of running this experiment for 60 seconds. In the
figure, we present the output of one shard as it is representative of other shards’ output.
The average value of the lag’s lower bound is 13.01 milliseconds.

Upper Bound of The Lag

The upper bound (uy) of the lag is the time difference between the commit time of a log
record at the primary site and the time at which the output of the watermark service,
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Figure 5.10: Sequence of events until PSA learns that a log record is backed up.

the global watermark, becomes greater than or equal to the timestamp of the log record
(Figure 5.7 - step 8).

Figure 5.10 shows all events that occur until a log record is backed up. Note that a
log record that has been committed on the backup site cannot be applied until the global
watermark advances to the timestamp of that log record. So ideally, what we would like
to measure is t5 — t5. However, computing this value is not trivial as timestamps ¢, and
t5 are captured by different entities — PSA and watermark service respectively, which are
running on different machines in different data centers. To tackle this issue, we measure
the upper bound using only PSA’s clock by computing t; — t5 at the PSA, where ¢ is the
time when PSA receives the notification from the corresponding BSA. However, this period
includes the time needed to send the notification from BSA to PSA, [, which should not be
included in the upper bound. As a result, we compute the final value of the upper bound
as t7 —ty — [. Note that what we are effectively computing is tg — t5. This is a conservative
approximation of the precise u;, which would be the time when the watermark is advanced
to a time t,,, where t,, > t;.

Figure 5.9 shows the upper bound of the lag of Slogger when measured using a cluster
of 32 shards over a period of 60 seconds. Reported results were taken from a represen-
tative shard. The average value of the lag of Slogger remains at a somewhat steady 14.2
milliseconds with the maximum value at 16.05 milliseconds. The measured lag varies over
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Figure 5.11: The throughput and the lag for different snapshot sizes with a write-only
workload. In this experiment, all snapshots are taken due to exceeding the size threshold.
Labels next to points represent the lag.

time due to several factors: First, PSA of each shard ships newly committed log records at
the end of every 1 millisecond window. This introduces a noise of up to 1 millisecond for
any log record. Second, at the backup shard, up to a lower single-digit millisecond noise
is introduced by the Raft consensus protocol and batching used by LogCabin. Finally,
synchronization with the watermark service leads to sub-millisecond noise.

The above results are largely dominated by network latencies between the data centers
hosting the primary and backup stores (half of the RTT is 12.5 milliseconds). We expect the
lag to ordinarily fall between the upper and lower bounds in common cases. We note that
those numbers do not reflect the worst-case scenarios for the lag, which can be triggered
by certain rare failures (Section 5.6.4).

Incremental Snapshotting Lag
In this section, we evaluate the lag of the incremental snapshotting approach. This lag

is directly affected by the frequency with which a snapshot is created, which, in turn, is
affected by the snapshot size. Figure 5.11 shows the throughput and the lag observed for
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different snapshot sizes. We define the lag for incremental snapshotting as the difference
in receive time of consecutive snapshots at the backup site. As shown in Figure 5.11,
increasing the snapshot size improves the throughput, however, it increases the lag of the
backup site significantly. For instance, the lag observed with a snapshot size of 8M B is at
least 2 orders of magnitude higher than that of a 32K B snapshot size. The minimum lag
that can be achieved using snapshots is 29 milliseconds with 32/ B snapshot size.

We note that Slogger’s lag of 14.2 milliseconds is lower than the lag of best incremental
snapshotting (i.e., 32K B) by 50%, and it does not lead to any performance degradation.
Slogger outperforms incremental snapshotting for multiple reasons; first, Slogger is designed
to perform the backup process off the client-facing critical path of the data store. As a
result, it does not lead to any performance degradation. On the other hand, incremental
snapshotting requires halting request processing for a short duration to take a snapshot of
the in-memory keys. Second, Slogger reduces the backup site lag by continuously shipping
log records once they are committed. In contrast, in incremental snapshotting, updated
objects are shipped all at once when the snapshot is taken, which increases the lag of the
backup site.

5.6.3 Watermark Service Scalability

The watermark service is, in a way, a central point of synchronization between all backup
shards. Its scalability is paramount to the viability of Slogger. Figure 5.12 shows the lag’s
upper bound for different number of shards. We observe slight performance degradation as
the watermark service gets an increasing load; The upper lag of 32 shards is 4.6% higher
than that of two shards. This indicates that the watermark service can scale for a large
number of shards and only incurs a moderate overhead.

However, in Figure 5.12 we observe a significant increase in the lag’s upper bound for
two shards compared to that of one shard. The reason for this degradation is that each
shard’s PSA sends committed log records to its BSA counterpart every 1 millisecond. Since
PSAs of different shards are unsynchronized, this may result in increasing the lag by up to 1
millisecond. To better evaluate this synchronization cost, we present another performance
curve in Figure 5.12 (Without Watermark Service). This curve depicts the lag in a variant
of Slogger where BSAs do not coordinate with the watermark service. Instead, log records
committed on the backup shard are immediately applied to it. The comparison is somewhat
unfair since this variant does not guarantee correctness in the face of primary site disasters
at arbitrary times. Nonetheless, it helps us get a better insight into understanding the cost
of synchronizing multiple shards. The performance degradation of the lag’s upper bound
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Figure 5.12: Watermark service scalability under write-only workload.

is largely dominated by the 1 millisecond delay that every PSA introduces before sending
newly committed log records.

5.6.4 Fault Tolerance

As discussed in Section 5.4.5, when a shard leader for a primary (or backup) shard or
the watermark service fails, the log backup process for the affected shard stalls immedi-
ately. This invariably stalls the global watermark’s progress, which in turn stalls backup
progress on other shards. Once failure is resolved, backup for the temporarily stalled shard
continues, and Slogger quickly returns to a steady state.

Figure 5.13 depicts the behavior of Slogger when failures happen in a shard leader
(PSA or BSA) or the watermark service. LogCabin is configured to detect replica failure
at 200 millisecond granularity, after which it triggers a leader election cycle. Leader election
takes about 1 millisecond, after which the leader spins up a PSA instance that establishes a
connection with the corresponding BSA in 2 network round trips. After that, PSA resumes
shipping log records to BSA. The overall recovery takes less than 300 milliseconds. In case
of watermark service failure, we fail the watermark service for 500 milliseconds, after which
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a new watermark service instance is created, which quickly communicates with all backup
shards and refreshes the global watermark.

As expected, in all cases, after a failure, the observed lag at the backup shards grows
steadily as time elapses. While the lag continues to grow, all the healthy primary shards
continue to back up their log records to their healthy backup counterparts. In case of
a primary shard’s leader failure, the affected shard eventually gains a new leader that
starts communicating with its backup counterpart. As a consequence, the lagging shard’s
timestamp is quickly updated to the latest time that is bigger than the timestamps of
almost all log records received in the interim by all other backup shards. This results in a
quick and significant “bump” in the global watermark because of which the lag rapidly drops
to the steady state observed before the failure. In case of a backup shard’s leader failure,
the log records committed at the corresponding primary shard’s leader are all shipped by
its PSA to the new backup leader’s BSA en mass, which also results in a quick bump in
the global watermark. Similar reasoning holds for watermark service failures.
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Figure 5.13: Slogger backup lag measured during failures of PSA, BSA, and watermark
service.
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Figure 5.14: Pipelining, batching, and log size interplay.

5.6.5 Pipelining, Batching, and Log Size

A combination of pipelining and batching appears to be absolutely necessary for a backup
shard to keep up with its primary counterpart — if the primary shard produces log records
at a rate greater than the rate at which the backup shard receives and absorbs them, the
primary shards will have to stall and stop processing client requests. Clearly, owing to the
much longer communication latency between primary and backup shards, shipping one log
record at a time and waiting for its ack before shipping the next one is insufficient for the
backup shard to keep up with the primary shard. What we need is the right combination
of pipelining and batching that yields a shard backup rate that matches the maximum rate
at which the primary shard can create log records.

Assuming a maximum sustained rate at a primary shard of N ops/millisecond, with
1K B of space per log record, we need to find the right mix of pipelining and batching
that can help the backup shard keep up with its primary counterpart. (We assume similar
hardware resources are available at the backup site and the primary site — CPUs, memory,
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network bandwidth.) Sending a batch of N requests every millisecond will match the
production rate at the primary shard.

The primary shard must hold on to a shipped log record until it receives an ack from
the backup shard confirming that the log record has been replicated and committed. In
our experimental setup, the upper bound for the typical lag (t6 — t2 from Figure 5.10)
averages to under 15 milliseconds (Section 5.6.2). We need to approximately double that
time to get a conservative estimate of the round-trip time — 30 milliseconds. Thus, to
keep a sustained rate of N ops/millisecond, we need a pipeline depth that matches this
round-trip delay. A pipeline with a depth of 30 slots, where each slot contains a batch
of N log records or more is sufficient to help a backup shard keep up with its primary
counterpart. Some over-provisioning is needed to counter any jitters and spikes in the log
record production rate at the primary shard.

In our experiments, each LogCabin shard processed client update requests at an ap-
proximate maximum rate of 13K ops/sec (13 ops/millisecond). A pipeline of 30 slots, with
dynamic batching — grouping together all the newly committed log records in the shard’s
log — turned out to be sufficient. Dynamic batching typically yielded a batch size of 12—14
log records in our experiments.

The next question to address is: What is the minimum log capacity required to sustain
the above log backup rate? In our experiments, the above constraints lead to a stream of
around 400 in-flight log records in the pipeline between the primary and backup shards.
This amounts to 400 K B of sustained bandwidth consumption in the 30 millisecond window.
Thus, in the absence of jitters, a log size of 400K B should be sufficient to help the backup
keep up with the primary. In practice, however, occasional network and other jitters cause
unexpected delays. We can compensate those delays by providing 10X the minimum
required log capacity — 4M B.

Figure 5.14 demonstrates the interplay between pipelining, batching, and the log size.
In particular, it validates our above analysis by testing with different log sizes — a sufficiently
big log (4 MB) will be able to tolerate intermittent failures and delays, but a smaller log
(200 KB) will lead to significant interference. A log size of 200 KB can tolerate an RTT
of at most 15 milliseconds, however, the RTT in our setup is around 27 milliseconds.
Hence, the primary shard’s log is filled up after 15 milliseconds. Consequently, it stalls
and stops processing client requests until an ack is received from the backup shard after 27
milliseconds, resulting in freeing the primary shard’s log. Thereafter, the primary shard
starts processing client requests again. This behavior repeats every 27 milliseconds (RTT).
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5.6.6 Disaster Recovery

Slogger has been designed to enable rapid failover to the backup site after a disaster is
declared at a distributed data store’s primary site. We measured the latency of this failover
mechanism. More specifically, we measured the interval between the event when the backup
site (watermark service, in our implementation) receives a RECOVERY message from the
data store administrator, and the event when the watermark service receives recovery
completion messages from all the backup shards. The backup site does not accept new
client connections during this interval, which is observed as downtime by all clients. This
"failover readiness” process happened in less than 7 milliseconds. This happens primarily
because the backup site is continuously applying the log records it receives from the primary
site during normal execution. Thus, the amount of log records needed to be applied in the
backup shards remain relatively small (at most 45 KB in our experiments).

5.7 Conclusion

We presented Slogger, the first asynchronous DR system that provides correct continuous
backup of a linearizable distributed data store with a tiny, millisecond scale, data loss win-
dow. Slogger backs up the data store continuously by asynchronously shipping log records
of individual shards to the backup site. Slogger leverages synchronized distributed clocks
to enable the backup site to apply distributed log records in the correct order. It strategi-
cally employs techniques such as concurrency, pipelining, batching, and a novel watermark
service-based coarse synchronization mechanism to create a viable backup system for dis-
tributed data stores. Empirical evaluation done using LogCabin demonstrates Slogger’s
capability to deliver a millisecond range backup site lag (14.20 in our experiments), along
with several other desirable characteristics such as high scalability, fault tolerance, and
efficient ”failover readiness” (less than 7 milliseconds in our experiments).
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Chapter 6

Conclusion

Modern distributed in-memory storage systems have three main shortcomings that limit
their performance. First, they adopt replication protocols that rely on the write-ahead log
to guarantee consistency across replicas and to provide fault tolerance. The write-ahead
log causes three inefficiencies that limit system performance and scalability. First, the
log represents a serialization point that orders all system operations. Second, the log-
based design incurs extra memory accesses as operations are first stored in the log, and
once committed, operations are copied and applied to the system’s data structure. Third,
this log-based design results in repeating the same computation work on all replicas, as
each replica applies committed operations independently. These inefficiencies lead to a
lower level of parallelism and higher memory and CPU overhead, significantly reducing the
performance of systems.

The hardware-disaggregated architecture has been recently proposed to address the
scalability and utilization inefficiencies of the monolithic, server-centric architecture. How-
ever, current in-memory storage systems cannot be readily deployed on the hardware-
disaggregated architecture as these systems assume that all nodes are symmetric, meaning
that every replica has sufficient main memory to store system data structures (i.e., the
write-ahead log and state machine), and enough processing power to execute system logic.
Furthermore, porting a log-based design directly to the hardware-disaggregated architec-
ture results in severe performance degradation due to the high communication overhead
caused by the large number of remote memory accesses.

The third shortcoming is that modern storage systems rely on geo-synchronous repli-
cation and snapshotting approaches to provide disaster recovery. The main challenge of
providing disaster recovery is to maintain a tiny data loss window while ensuring data con-
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sistency and imposing negligible performance overhead. Both geo-synchronous replication
and snapshotting approaches have severe shortcomings. While geo-synchronous replication
guarantees a zero-data loss window, it results in significant performance degradation due to
high communication latency between the primary site and the backup site. Snapshotting
incurs lower overhead than geo-synchronous replication but results in a larger data loss
window.

6.1 Summary of Contributions

This thesis addresses the aforementioned shortcomings by leveraging recent advancements
in data center technologies. First, it leverages RDMA to build a novel logless linearizable
key-value storage system that addresses the inherent inefficiencies of traditional log-based
designs. It eliminates the reliance on the write-ahead log by proposing a logless architec-
ture that integrates the design of the system data structures with the replication protocol,
removing the serialization bottleneck imposed by the log and eliminating unnecessary mem-
ory copy operations. In addition, it leverages one-sided RDMA to replicate updates directly
on the data structures of follower replicas. Hence, followers do not participate in request
processing, avoiding redundant computations across replicas and reducing overall system
overhead. The evaluation of LoLKV, a prototype of the logless design, demonstrates that
LoLKV achieves 1.7 — 10x higher throughput and 20 — 92% lower tail latency compared
to state-of-the-art RDMA-based systems.

Second, this thesis presents a new linearizable storage system specifically designed for
the hardware-disaggregated architecture. The proposed system assumes a cluster with
two types of nodes: CPU nodes equipped with minimal memory resources and memory
nodes with limited CPU capabilities. One of the CPU nodes acts as a coordinator that is
responsible for processing client requests. The system state is replicated on the memory
nodes to tolerate failures. The proposed design achieves high throughput and low latency
by minimizing the number of remote memory accesses required to process client requests.
The proposed design adopts a logless replication protocol that combines the replication
and application phases, avoiding the remote RDMA operations required to update the
log. In addition, it uses a linear-probing-based hash augmented with fingerprints to detect
collisions and eliminate unnecessary RDMA Read operations. Furthermore, the proposed
design optimizes the replication and application phases by maintaining lightweight meta-
data on the coordinator. Evaluation results of the proposed design show that it achieves
2.6 — 21 x higher throughput and 80% — 89% lower latency compared to Sift, the state-of-
the-art disaggregated key-value store.
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Finally, this thesis introduces a new disaster recovery approach that overcomes the
limitations of snapshotting and geo-synchronous replication approaches. The proposed
approach utilizes continuous asynchronous replication augmented with synchronized clocks
to achieve near-zero data loss while guaranteeing prefix linearizability at the backup site.
To maintain this consistency, the proposed approach relies on synchronized clocks within a
data center to track the temporal order of updates. It tags each update with a timestamp
derived from the synchronized clocks. These updates are then applied at the backup
site in the order of their timestamps. In addition, the proposed approach introduces the
watermark service to preserve the consistency of the backup site. The watermark service
determines the updates that are safe to be applied at each shard in the backup site.
Evaluation results of Slogger, a prototype of the proposed approach, show that Slogger
minimizes the data loss window to a few milliseconds, has negligible overhead, and scales
effectively to large deployments with hundreds of shards.

6.2 Future Research Directions

I plan to continue exploring innovative system designs that can meet the demands of
next-generation applications. This includes revisiting core assumptions in current systems
and proposing alternative architectures capable of delivering scalability, performance, and
fault tolerance beyond what is currently achievable. The rest of this section discusses two
research projects I plan to investigate.

6.2.1 Network-accelerated Multi-object Transactions

Multi-object transactions are essential for maintaining consistency and reliability in dis-
tributed systems where operations span multiple objects across different shards. Appli-
cations such as transferring funds in banking and updating orders and inventory in e-
commerce rely on multi-object transactions to atomically update multiple data objects. In
sharded storage systems, in which data is partitioned across multiple machines for scala-
bility, multi-object transactions ensure that operations touching objects in different shards
either succeed together (i.e., commit) or fail together (i.e., rollback).

The implementation of multi-object transactions in sharded systems relies on dis-
tributed coordination across shards to ensure consistency and atomicity. For example,
protocols such as two-phase commit [154] and consensus algorithms (e.g., Paxos [00] and
Raft [62]) coordinate the state of a transaction across shards to guarantee all-or-nothing
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execution. These protocols introduce significant overhead in terms of latency, network
communication, and contention, particularly as the system scales to a large number of
shards and transactions span a growing number of shards.

Reducing cross-shard coordination has the potential to improve the performance of
multi-object transactions, enabling the system to execute transactions faster and scale
effectively. I plan to explore network-accelerated designs that accelerate the execution of
multi-object transactions by reducing the coordination overhead. Specifically, I will first
analyze real transactional workloads to quantify the coordination overhead. Then, I plan
to explore designs that leverage the capabilities of SmartNICs and programmable switches
to efficiently execute these transactions. One potential idea is to use a programmable
switch to monitor transactions in real time and dynamically migrate objects between nodes
in order to reduce the coordination overhead. Realizing this approach is challenging as
programmable switches have limited memory and processing capabilities.

6.2.2 Accelerated Failure Detection via SmartNIC-Based Heart-
beating

In distributed consensus protocols, timely and reliable failure detection is critical for en-
suring the availability of the system. Traditional heartbeating mechanisms rely on a host-
level, software-managed state to detect replica failures based on missed heartbeat messages.
However, under high system load or network contention, software-based failure detection
can become delayed or inconsistent, leading to prolonged recovery times or false positives.
To address these limitations, I plan to investigate the offloading of heartbeating and failure
detection to SmartNICs.

SmartNICs are capable of executing custom packet processing logic directly on the
network interface, bypassing the host OS and CPU. By leveraging SmartNICs to au-
tonomously handle periodic heartbeat transmission and reception, the system can achieve
high-precision, low-latency failure detection that is resilient to host-level variability. Specif-
ically, SmartNICs can maintain a per-replica state and track the arrival time of heartbeat
messages to detect replica failures. These failure events can be communicated to the host
via DMA writes or interrupts.

SmartNIC-based failure detection is expected to bring the following advantages. First,
it provides a predictable and isolated failure detection mechanism. Since the NIC operates
independently of the host CPU and OS, it is unaffected by application stalls or CPU
contention. This can reduce the time needed to detect failures, thereby enhancing the
availability of the system. Second, offloading the heartbeating and failure detection task
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to the SmartNIC reduces the overhead on the CPU. This enables the system to better utilize
the CPU to perform the system’s core logic, improving the system’s overall performance.

Despite its advantages, offloading failure detection on SmartNICs requires careful design
to properly coordinate the system state (e.g., term number and leader ID in Raft [62])
between the SmartNIC and the host system to ensure consistency. In addition, the limited
NIC memory and compute capability can restrict the number of tracked replicas, the
frequency of heartbeat messages, or the complexity of detection logic.
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