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Abstract

The recent decade has witnessed the remarkable progress of machine learning (ML)
technologies across diverse domains, especially the deep generative models (DGMs) devel-
oped on high-dimensional data. However, as ML systems become integral to critical and
sensitive applications, ensuring their trustworthiness becomes paramount beyond mere per-
formance. Trustworthy machine learning encompasses a suite of principles and practices
aimed at enhancing the reliability and safety of ML systems. This thesis investigates the
intersection of trustworthiness and deep generative models, focusing on two pivotal aspects
of trustworthiness: out-of-distribution (OOD) detection and privacy preservation.

Generative models serve purposes beyond generating realistic samples. Likelihood-
based DGMs, e.g. flow generative models, can additionally compute the likelihood of input
data, which can be used as an unsupervised OOD detector by thresholding the likelihood
values. However, they have been found to occasionally assign higher likelihoods to OOD
data compared to in-distribution (InD) data, raising concerns about their reliability and
credibility in OOD detection. This thesis presents new insights demonstrating that flow
generative models can reliably detect OOD data by leveraging their bijectivity property.
The proposed approach involves comparing two high-dimensional distributions in the latent
space. To manage the high dimensionality, we extend a univariate statistical test (e.g.,
Kolmogorov-Smirnov (KS) test) into higher dimensions using random projections. Our
method indicates robustness across various datasets and data modalities.

The second focus of this thesis is on privacy preservation in DGMs. Generative models
can also be seen as proxies for publishing training data, and there is growing interest
in ensuring privacy preservation beyond generation fidelity in modern generative models.
Differentially private generative models (DPGMs) offer a solution to protect individual
data privacy in the training set of generative models. Existing methods either apply
the workhorse algorithm in differentially private deep learning, e.g. differentially private
stochastic gradient descent (DP-SGD), to DGMs, or use kernel methods by making the
maximum mean discrepancy (MMD) objective differentially private. However, DP-SGD
methods suffer from high training costs and poor scalability to stronger differential privacy
(DP) guarantees, while kernel methods face the issue of mode collapse in generation.

We propose novel methods to sidestep the above challenges for both methods, respec-
tively. To alleviate the training cost overhead and scalability issues on small privacy bud-
gets for DP-SGD, we propose to train a flow generative model in a lower-dimensional latent
space, which significantly reduces the model size and thereby avoids unnecessary computa-
tion in the full pixel space. This design is more resilient to larger noise perturbations, and
enables us to be the first related work to present high-resolution image generations with
DP constraints. On the other hand, to improve the model utility of MMD methods, we
propose to make the MMD objective differentially private without truncating the repro-
ducing kernel Hilbert Space (RKHS). To do so, we extend Rényi differential privacy (RDP)
from vectors to functions, and then propose many useful building blocks to facilitate its



use in practice, e.g. Gaussian mechanism, composition theorems, and post-processing the-
orem. The proposed method consistently outperforms state-of-the-art methods by a large
margin, especially under stronger DP guarantees.

The thesis is expected to provide new insights into the application of flow generative
models in OOD detection, highlight practical challenges in training generative models
with DP-SGD on high-dimensional datasets, bridge the gap between RDP and functional
mechanisms, and expand the family of DPGM.
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Chapter 1

Introduction

The rapid advancement of computational resources and the increasing accessibility to large-
scale datasets have brought transformative changes in machine learning (ML) especially
deep learning (DL) across various domains in recent decades, such as computer vision
(Voulodimos et al. ), speech recognition (Nassif et al. ), and economics (Char-
pentier et al. ). Central to this evolution is deep generative models (DGMs), which
have demonstrated remarkable capabilities in generating realistic data, modeling complex
distributions, and enhancing various machine learning tasks. Some high-tech companies
have already productized a few real-world applications and achieved great success. Signifi-
cant examples include ChatGPT and DALLE from OpenAl, Llama from Meta, and Stable
Diffusion from Stability Al.

Despite their success, the deployment of deep generative models in real-world applica-
tions faces significant challenges related to trustworthiness. According to Varshney ( ),
trustworthy machine learning contains a spectrum of critical aspects, including data pri-
vacy, distribution shift, fairness, robustness, interpretability, ethics, etc. These dimensions
are essential to ensure that machine learning systems can be reliably and safely integrated
into sensitive environments, i.e. there is increasing demand to care about more than just
synthesizing realistic samples for deep generative models.

In this thesis, we make some initial attempts to address part of these challenges by
exploring methods to handle two aspects of trustworthiness, i.e. distribution shift and
privacy, of deep generative models, which we hope can contribute to bridging the gap
between the powerful capabilities of deep generative models and the stringent requirements
for their safe and reliable use in practical applications.

The following sections in this chapter will include a more detailed introduction of trust-
worthy machine learning (particularly the two notions we focus on), various generative
modeling techniques, and an outline combined with a summarized contribution of this
thesis.



1.1 Trustworthy Machine Learning

In this thesis, I will focus on two concerns on the notion of trustworthiness, i.e., distribution
shift (aka out-of-distribution) and privacy.

1.1.1 Out-of-distribution (OOD) Detection

ML algorithms are usually built upon the assumption that training and test data are
identically distributed (in-distribution), which, however, becomes almost unrealistic in real
life. On one hand, training and test data are usually collected differently, which may lead
to a minor shift in distribution. In this case, ML model with high cross validated accuracy
may perform poorly on test data (Varshney ). On the other hand, sometimes test
data are mistakenly drawn from a completely different distribution, but a well-trained
classification model will still output an in-distribution label with high confidence, which
is detrimental to real-world decision making, especially for security-sensitive applications
such as medical diagnosis or autonomous driving (Emmott et al. ). For example,
Nitsch et al. ( ) show that a neural network that is trained to classify pedestrians,
cars, truck, and cyclists may recognize a deer as a car with high confidence, and the high
confidence will undermine the trustworthiness of the system and force the autonomous
vehicles to (unnecessarily) take more conservative actions.

Therefore, OOD detection aims to identify and mitigate those risks by flagging or
rejecting anomalous (OOD) inputs, which is essential for enhancing the reliability and
security of ML systems.

Based on the label availability, OOD detection methods can be roughly categorized as
follows:

Supervised vs. Unsupervised: By assigning labels to both In-Distribution (InD)
and OOD data instances, supervised OOD detection methods mainly involve training a
(binary) classifier to distinguish InD and OOD inputs (Chalapathy and Chawla ),
which, however, suffer from three main drawbacks: (1) there is limited label availability
since it is hard and expensive to obtain abundant labeled data in practice; (2) OOD
is usually unpredictable and not well-defined. The detector trained on existing OOD
data may not be able to detect OOD data from an unseen class; (3) the common class
imbalance issue will make the classification more challenging. In contrast, unsupervised
OOD detection methods entirely rely on the intrinsic patterns of data themselves, which
are more convenient and generalized, thus we adopt unsupervised methods in this thesis.

1.1.2 Preserving Privacy of User Data

While the access to large-scale datasets results in great success in modern ML systems,
there are increasing concerns on privacy leakage during the use of the data, especially the



sensitive data (e.g. face images, medical records) that can be exploited by a malicious
party, even though the original ML applications never intentionally do so. For example,
Fredrikson et al. ( ) show that an attacker, who is only given a name and the white-
box access to a face recognition model, can successfully recover face images of a particular
person who appears in the training set (which is also known as the model inversion attack).

Prior efforts on developing privacy-preserving techniques include naive data anonymiza-

tion (Narayanan and Shmatikov ), k-anonymity (Sweeney ), I-diversity (Machanava-
jjhala et al. ), t-closeness (N. Li, T. Li, et al. ), semantic security (Goldwasser
and Micali ), information-theoretic privacy (Diaz et al. ), and differential privacy
(DP) (Dwork ), where the last one is recognized as a rigorous quantization of privacy,

and becomes the gold-standard in the current ML community.

1.1.2.1 Differential Privacy

Differential privacy upper bounds the deviation in the output distribution of a random-
ized algorithm given incremental deviation in the input. Formally, we have the following
definition:

Definition 1 ((¢,6)-DP (Dwork, Roth, et al. )). A randomized mechanism M : D —
R with domain D and range R satisfies (€, 0)-differential privacy if for any two adjacent
inputs D, D" € D and for any measurable subset of outputs S C R it holds that

PriM(D) € 8] < exp(e) - P{M(D") € S| +§

where adjacent inputs (a.k.a. neighbouring datasets) D and D' only differ in one entry.
Particularly, when 6 =0, we say that M is e-DP.

A famous theorem, i.e. post-processing theorem, which is utilized by existing works (as
well as ours) for proving DP guarantee of a published model, is given by:

Theorem 1 (Post-processing theorem, (Dwork, Roth, et al. ). If M satisfies (e, 0)-
DP, F o M will satisfy (€,0)-DP for any function F, where o denotes the composition
operator.

Post-processing theorem states that any function that is independent of the training
dataset preserves differential privacy. If we have a differentially private generative model
(DPGM) (which will be widely discussed in the following chapters), then sampling from
the model will not incur further privacy cost.

1.1.2.2 Rényi Differential Privacy (RDP):

Reényi differential privacy (RDP) extends ordinary DP by the use of a-Rényi divergence
(Rényi ), which provides tighter and easier composition property than the ordinary
DP notion. Formally, we have:



Definition 2 ((«, €)-RDP (Mironov )). A randomised mechanism M is (a, €)-RDP if
for all adjacent inputs D, D', Rényi’s a-divergence (of order a > 1) between the distribution
of M(D) and M(D") satisfies:

Do (M(D)|M(D) = T 10g Bz (45) <«

ao(Z)

where p and q are the density of M(D) and M(D’), respectively (w.r.t. some dominating
measure ).

Conveniently, RDP is linearly composable:

Theorem 2 (Composition of RDP (Mironov ). If mechanism M, satisfies (o, €;)-
RDP fori=1,2,... k, then the composed mechanism M;jo...o My satisfies (a, Zle €)-
RDP.

Gaussian mechanism is widely adopted for achieving RDP:

Definition 3 (Gaussian mechanism for RDP (Dwork, Roth, et al. ; Mironov ))-
Let f: D — R be an arbitrary d-dimensional function with sensitivity:

Aof = %17%5,( 1f(D) = fF(D)]]2

for all adjacent datasets D, D" € D. The Gaussian mechanism M, perturb the output of
f with Gaussian noise:

Mgy = f(D)+N(0,0%-1)

where 1 is the identity matriz. Then, M, satisfies («, (l(sTQJC)Q)—RDP.

1.1.2.3 DP-SGD

While DP is initially designed to limit information leakage of individual data when sharing
aggregate statistics of a database, it is later extended to deep learning by Abadi et al.
( ), where the authors proposed Differentially Private Stochastic Gradient Descent
(DP-SGD) that offers a framework for training a deep learning model with DP guarantees.

DP-SGD applies Gaussian mechanisms to the gradients that are used to update the
model weights. To do so, it makes two notable extensions to the ordinary SGD: (1) clipping
the L, norm of individual gradients, to ensure the L, sensitivity of the gradient is upper
bounded; (2) adding calibrated Gaussian noise to the aggregate of the gradients. The model
weight is iteratively updated with the privatized gradients, and the final DP guarantee is
retained by sequentially composing the Gaussian mechanisms with DP (RDP) guarantees.

However, DP-SGD has two practical challenges: (1) the individual gradient clipping
introduces heavy computation time overhead, which makes it inefficient especially when

4



training large models; (2) it does not scale well at stronger DP guarantees (which means
more noise perturbations), which we will elaborate more in Chapter 3. Looking for a more
efficient application of DP-SGD or a more scalable alternative is still of interest to both
researchers and practitioners.

Besides, there is always a privacy-utility tradeoff when applying mechanisms with DP
guarantees, e.g. running DP-SGD. Intuitively, the individual data privacy is preserved at
the cost of losing model accuracy, due to the introduced noise. The more noise we add, the
more privacy we preserved, but the model utility is worse. Improving the privacy-utility
tradeoff is constantly an essential objective in related works.

1.2 Generative Modeling

Generative modeling is a fundamental and rapidly evolving area of machine learning that
focuses on modeling and understanding the underlying data distribution to generate new
data samples that resemble the original dataset, which has wide-ranging applications, from
creating realistic images/text/video to enhancing data augmentation and anomaly detec-
tion.

Generative models aim to learn the underlying density p(x) from a given dataset. Once
the distribution is learned, the model can generate new samples x ~ p(x). Thanks to the
development of deep learning, an emerging family of generative models, i.e. deep generative
models, prevail in generative modeling, where generative models are parameterized by
deep neural networks. Some prominent DGMs include generative adversarial network
(GAN) (Goodfellow et al. ), variational autoencoder (VAE) (Kingma and Welling

), normalizing flow (Rezende and Mohamed ), auto-regressive models (Van den
Oord et al. ), and diffusion models (Sohl-Dickstein et al. ), which can synthesize
realistic samples that even humans could hardly tell the difference.

Among these DGMs, likelihood-based DGMs, e.g. normalizing flow, can provide an
additional benefit of density estimation, thus benefiting the applications when data density
or likelihood is of interest, e.g. assessing data property (e.g. tail, skewness), presenting

the distribution, detecting anomaly input (Pimentel et al. ; J. Wang et al. ),
summarizing Bayesian posteriors (Givens and Hoeting ), information regularization
(Szummer and Jaakkola ), and open set recognition (Herbei and Wegkamp ).

However, with the rise of privacy concerns, how to protect individual data privacy
when training a generative model has become another factor of consideration other than
generation quality, especially when sensitive data are involved. One possible solution is
to develop a differentially private generative model, which can synthesize data that are
distributionally similar to the training data while satisfying DP guarantees. Currently,
there are two mainstream approaches to do so: (1) running DP-SGD with an existing DGM,
and (2) making the Maximum Mean Discrepancy (MMD) objective in kernel methods
differentially private.



In this section, I will first summarize one representative likelihood-based DGM, i.e.
flow-based generative model, then briefly introduce another generative modeling technique
via kernel methods. How both generative modeling methods can be extended with DP
guarantees will be included in the end.

1.2.1 Flow-based Generative Models

A flow-based generative model simply learns a transformation T, typically a diffeomor-
phism, that pushes a latent distribution pg (e.g., Gaussian or uniform) to the in-distribution

p, l.e.

Z ~py = T(Z)=~p, alsodenoted as p = T.po.

In particular, when T is diffeomorphic, we have the familiar change-of-variable formula:

pr(x) = po(2)/[T'(2)] = po (T7'(x) /[T (T () |,

where |T’(z)| denotes the absolute value of the determinant of the Jacobian of T. A flow
model parameterizes T through a neural network and estimates T by minimizing some
divergence between pt (the model density) and p (the data density), based on the training
data D. Once T is learned, we can easily generate new data by simply sampling Z from
po and then pushing through T, ie. X =T(Z2).

For example, using Kullback-Leibler (KL) divergence to measure the fitness, the ob-
jective becomes:

Dics (p()lpr(x)) = [ ool ]j'f("x)) dx = Brepoo [ log pr()] — HIp]

As the entropy of true distribution p is a fixed term, training the flow generative model
amounts to maximizing the likelihood of observed data.

1.2.2 Maximum Mean Discrepancy (MMD)

Assuming a feature map ¢ : X — H, where H is a reproducing kernel Hilbert space
(RKHS) of some kernel, MMD (Gretton et al. ) is a non-parametric distance measure
that compares two distributions p, ¢ by:

L2 (P @) = [[Explo(x)] — EWNQ[QS(W)]H%D

where Ey,[¢(x)] € H is also known as the (kernel) mean embedding (KME) of p. Note
that RKHS is an infinite-dimensional space.



Given a kernel k£ : X x X — R, such that k(x,w) = (¢(x), ¢(w))3, we can play the
kernel trick to compute the (squared) MMD in an alternative way:

Laivn2 (P, ) = Ex xapk (X, X') = 2Exp wegh (X, W) 4 Eg wigh (W, W)

Sriperumbudur et al. ( ) suggest that if k£ is a characteristic kernel (e.g., Gaussian
kernel), then MMD = 0 iff p = ¢, which makes MMD a practical tool in many applications,
such as two-sample test (Gretton et al. ) and generative modeling (e.g., C.-L. Li et al.

;Y. Liet al. ).

1.2.3 Differentially Private Generative Model

Differentially private generative models emerge as a solution to protect individual privacy
of the data that are used to train generative models. Most DPGMs are developed on either
tabular (low dimensional, usually below 20 dimensions) or image (high dimensional, around
or above 1000 dimensions) datasets, where image datasets are considered more challenging
due to the larger input dimension, which is also the target input domain in this thesis.

Existing works fall into either of the following two categories:

e DP-SGD: running DP-SGD for a deep generative model, e.g. GAN (D. Chen et al.
: Torkzadehmahani et al. ; Xie et al. ), VAE (Acs et al. ; Q. Chen
et al. ; Jiang, G. Zhang, et al. ; Weggenmann et al. ), normalizing
flow (Lee et al. ; Waites and Cummings ), diffusion (Dockhorn et al. :
Ghalebikesabi et al. ). Beyond naively running DP-SGD for the whole model,
there are some careful designs to minimize the noise perturbation to the training
while retaining the same level of DP guarantee, such as only adding noise to part
of the model (that will be publicly released) (D. Chen et al. ; Jiang, G. Zhang,
et al. ). This line of work is subject to low training efficiency and poor scalability
to stronger DP guarantees.

e MMD: running kernel methods via MMD (Harder et al. ; Liew et al. ;
Vinaroz et al. ), where the noise is added to the (empirical) kernel mean em-
bedding of the training data, which can be viewed as a privatized mean query of
the entire training set with individual privacy preserved. Thereafter, the training
objective reduces to matching the kernel mean embedding of generated data and the
privatized kernel mean embedding of the real data. Since the KME in theory is in an
infinite-dimensional space, which is intractable to inject multivariate Gaussian noise,
prior researchers propose to approximate the KME by a finite-dimensional feature
embedding. This line of method tends to generate 'mean-like’ images, thus restricting
its use in downstream ML tasks. More details can be found in Chapter 4.



1.3 Outline and Contributions

Each of the remaining chapters is centered around a full-length article where I am the sole
first author. The main contributions are summarized as follows:

In Chapter 2,

e We propose a robust group-wise OOD detection method using flow generative models
based on a goodness of fit test and random projection.

e We propose both one-sample and two-sample version of our methods based on the
training sufficiency, where the two-sample version is assumption-free.

e We confirm on larger models and real datasets that model accuracy may be negatively
correlated with OOD detection performance.

In Chapter 3,

e We explore the practical challenges of training a DP flow via DP-SGD on image sets,
and we propose an efficient solution by reducing the training from the full pixel space
to a lower-dimensional latent space.

e The proposed method indicates scalability on small privacy budget settings and
large images. Uniquely, it is the first related work to present high-resolution (up
to 256x256) image synthesis with DP constraints.

In Chapter 4,

e We generalize RDP from vectors to functional outputs, and develop all building
blocks to facilitate its use in practice.

e We propose a novel approach for training a DPGM, by making the loss function
in the RKHS private without truncating the RKHS, thus maximally preserving the
learning capability of a Gaussian kernel.

e The proposed method consistently outperforms other SOTA kernel- and non-kernel-
based methods by a large margin, especially when epsilon is small (better privacy-
utility tradeoff).



Chapter 2

Out-of-distribution detection with flow
generative models

2.1 Preface

Typical machine learning classifiers may predict a label among training classes for a test
sample with high confidence, even when the test sample comes from a distribution that is
completely different from the training data, which may lead to severe consequences in real-
world applications such as clinical diagnosis systems. As suggested in (Bishop ), one
intuitive solution is to train a density estimation model (usually deep generative models
of which the likelihood is tractable, e.g. flow-based model, auto-regressive model and
variational autoencoder (VAE)) to approximate the training distribution, or in-distribution
(InD), and then identify the test sample with low density as OOD since the likelihood of
InD is maximized in training. However, Nalisnick, Matsukawa, Teh, Gorur, et al. ( )
found that deep generative models may assign higher likelihood to OOD input than InD
input. In this work, we show that flow generative models can reliably detect OOD input
by utilizing its bijectivity. The proposed method is shown to be robust in various datasets
or data modalities.

Abstract: Deep generative models have been widely used in practical applications such
as the detection of out-of-distribution (OOD) data. In this work, we aim to re-examine
the potential of generative flow models in OOD detection. We first propose a simple
combination of univariate one-sample statistical test (e.g., Kolmogorov-Smirnov) and ran-
dom projections in the latent space of flow models to perform OOD detection. Then,
we propose a two-sample version of our test to account for imperfect flow models. Quite
distinctly, our method does not pose parametric assumptions on OOD data and is capa-
ble of exploiting any flow model. Experimentally, firstly we confirm the efficacy of our
method against state-of-the-art baselines through extensive experiments on several image



datasets; secondly we investigate the relationship between model accuracy (e.g., the gen-
eration quality) and the OOD detection performance, and found surprisingly that they are
not always positively correlated; and thirdly we show that detection in the latent space
of flow models generally outperforms detection in the sample space across various OOD
datasets, hence highlighting the benefits of training a flow model. Our code is available at:
https://github.com/dihjiang/00D-flow.

The following sections are adapted from the main paper and appendix of D. Jiang, S.
Sun, and Y. Yu (2022). “Revisiting flow generative models for out-of-distribution detec-
tion”. In: International Conference on Learning Representations.

2.2 Introduction

Reliably detecting out-of-distribution (OOD) data, also known as anomaly, plays an im-
portant role in many deployed machine learning systems, particularly so when the system
may be under attack by a malicious adversary (Chalapathy and Chawla ; Markou and
Singh ,b; Toth and Chawla ). The bulk of existing OOD detection algorithms,
in one way or another, boils down to thresholding the (density) likelihood, which can be
conveniently estimated by modern flow-based generative models. However, quite surpris-
ingly, recent studies (Nalisnick, Matsukawa, Teh, Gorur, et al. ) reveal that flows that
are trained to maximize the likelihood of in-distribution (InD) data may actually assign
a higher likelihood to OOD data. For example, the flow-based model Glow (Kingma and
Dhariwal ) trained on CIFAR-10 that contains natural images (e.g., dog, cat, and
ship) is found to assign a higher likelihood to SVHN that consists of house numbers. The
reason behind is still an open question. Prior researchers ascribe this phenomenon to some
confounding factors in input data or trained models, such as the background statistics (Ren
et al. ), the inductive biases (Kirichenko et al. ), the input complexity (Serra et al.

), and the model accuracy (Choi et al. ). Such surprising and counter-intuitive
observations lead to natural questions on the applicability of flow models for performing
the OOD detection by merely thresholding the log-likelihood.

It is worth mentioning that this behavior is not symmetric (see Figure 2.1 and Figure 2.2
below, which are cited from Figure 2 and 6 in Nalisnick, Matsukawa, Teh, Gorur, et
al. ( )), here we show that the asymmetry is not surprising by briefly proving that
Figure 2.1 implies Figure 2.2.

Let p,q denote two distributions, i.e., InD and OOD, respectively. Figure 2.1 shows
that the log-likelihood histogram of OOD data is centered at a larger value than InD data.
In particular,

Exqlog p(X) > Ex~p log p(X), (2.1)

namely that on average the log-likelihood (trained on InD p) is larger for OOD data than
InD data. On the other hand, Figure 2.2 shows that

Ex-q10g q(X) > Ex~; log ¢(X), (2.2)
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Figure 2.2: Histogram of Glow log-likelihoods. Glow assigns lower likelihood to OOD data.

i.e., if we swap the roles of p and ¢, on average the log-likelihood (trained on “InD” q) is
larger for “InD” data than “OOD” data. This surprising result can be explained from the
following inequality:

0 < Dgr(qllp) + Drr(pllg)
= [Ex~plog p(X) — Ex~qlog p(X)] + [Ex~q log ¢(X) — Ex,log ¢(X)],

which means Eq. 2.2 must hold when Eq. 2.1 holds, i.e., Figure 2.1 implies Figure 2.2.
In other words, when likelihood (as an OOD detector) fails in one certain InD and OOD
setting, it will succeed if we switch the definition of InD and OOD for the same two
distributions (but the reverse is not necessarily true).

In this work, we re-examine the ability of flow-based generative models for OOD de-
tection. Flow models typically transform a prior distribution that is easy to sample from
to the data distribution via an invertible mapping (Dinh et al. 2017; Kingma and Dhari-
wal 2018; Rezende and Mohamed 2015; Tabak and Vanden-Eijnden 2010). Building on
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this property, we propose to compare the training and test samples in the latent space
of a flow model, as opposed to relying on point-wise scoring functions such as the log-
likelihood. To this end, we divide test samples into minibatches (groups). Examples of
group OOD detection with generative models include for instance Chalapathy, Toth, et al.
( ), Nalisnick, Matsukawa, Teh, and Lakshminarayanan ( ), J. Song et al. ( )
and Y. Zhang et al. ( ), most of which consider either the raw input or certain repre-
sentation of the raw input in the sample space for detection. In contrast, we exploit data
representations in the latent space, and confirm its advantage experimentally. Moreover,
to cope with the curse of dimensionality (as is typical in image datasets), we propose to
leverage random projections (Friedman et al. ), which frees one from designing any
extra network architectures and is computationally very efficient. Our proposed detection
algorithm combines classic univariate statistical tests and random projections in the latent
space of flow models.

Besides the scoring function used for detection and the representation of data, model
accuracy also greatly affects OOD detection performance (Choi et al. ; L. Zhang et al.
). To account for under-trained flow models, we propose a two-sample version of our
detection algorithm for practical use. Surprisingly, in our experiments, we confirm that
model accuracy, indicated by its generation quality, may not always be positively correlated
with its OOD detection performance.

We summarize our contributions as follows:

e We propose the OOD detection algorithms GOOD1KS and GOOD2KS for ideal and
under-trained flow models, respectively, which pose no parametric assumption on the
OOD data. To evade the curse of dimensionality, we propose to randomly project the
latent space of flow models onto the real line and perform univariate statistical tests
(such as Kolmogorov-Smirnov, KS) there. Our method is computationally very efficient,
requires no extra network architecture, and unifies OOD detection in both sample space
and latent space.

e Experimentally, 1) we compare with the state-of-the-art benchmarks on various image
datasets and obtain competitive results; 2) we confirm on larger models and real datasets
that model accuracy may not always be positively correlated with OOD detection perfor-
mance; and 3) we compare detection in the sample space versus in the latent space of the
flow model, and reveal the superiority and robustness of the latter, hence highlighting
the potential of flow models in OOD detection.

2.3 00D Detection with Flow Models

In this section, we state the OOD detection problem and propose statistical tests that
exploit modern flow generative models (either well- or under-trained).
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2.3.1 OOD Detection: Group vs. Pointwise

Let D = {X3,..., X,,} £ p be a sample from an in-distribution (InD) p. Our goal
is to construct a statistical test that can decide if a test sample {Y7,...,Y;,} is from p
(InD) or some unknown out-of-distribution (OOD) ¢q. When m = 1, i.e. we examine
one test sample at a time, it is often called the pointwise OOD detection (POOD) while
group OOD detection (GOOD) refers to m > 1. According to Xiong et al. ( ), group
OOD can be characterized as (1) point based, where each individual point in the group is
anomalous, and (2) distribution based, where a group of points shows a different pattern
while any single point may seem regular. Therefore, distribution based group anomaly is
only detectable by GOOD methods. Practical applications include detecting Higgs Bosons
as a group of collision events in high-energy particle physics (Muandet and Scholkopf ),
and detecting distributed denial-of-services attacks via a group of multi-sensor networks
(X. Chen and S. Yu ). We construct a synthetic Gaussian experiment in Appendix A.5
to illustrate this point. Thus in this work, we will focus on studying the applicability of
modern flow generative models to the group OOD detection problem.

2.3.2 Flow-based Generative Models

A flow-based generative model simply learns a transformation T, typically a diffeomor-
phism, that pushes a latent distribution pg (e.g., Gaussian or uniform) to the in-distribution

p, l.e.
Z ~py = T(Z)~p, alsodenoted as p~ T,pg.

In particular, when T is diffeomorphic, we have the familiar change-of-variable formula:

pr(x) = po(2)/[T'(2)] = po (T7'(x) /[T (T () |,

where |T’(z)| denotes the absolute value of the determinant of the Jacobian of T. A flow
model parameterizes T through a neural network and estimates T by minimizing some
divergence between pt (the model density) and p (the data density), based on the training
data D. Once T is learned, we can easily generate new data by simply sampling Z from
po and then pushing through T, ie. X = T(Z).

Denote X; 4 X, if they follow the same distribution. For any transformation T, it is
clear that

X1 g XQ — T(Xl) g T(XQ),

and the converse also holds if T is invertible. In fact, a sufficiently regular transformation
T may preserve many familiar statistical divergences D, i.e.

D(X1,X2) = D(T<X1)7T(X2))u
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for instance, when D is the f-divergence, such as the Kullback-Leibler (KL) and Jensen-
Shannon (JS) divergence, T is diffeomorphic, and X; and X, are continuous (Csiszar

). Another example is the Kolmogorov-Smirnov (KS) distance for real-valued X; and
monotonic T:

D(X1, X») := sup, |Fi(z) — Fa(2)], (2.3)

where F; is the CDF of X;, as well as the Cramér-von Mises (CvM) divergence (Darling
):
D(X17X2) = I[FI(SL’) — FQ(I)]zdFQ(l’)

Thus, for group OOD detection, we can first train an invertible flow model based on the
InD samples and then construct a scoring function or statistical test either in the sample
space (where the test sample {Y;} resides), or in the latent space (where {T~(Y})} resides).
However, since both Y; and its pre-image T~!(Y;) are typically of high dimension and the
sample size m is comparatively small, some compromise needs to be made in order to
evade the curse of dimensionality, which gets even more problematic for flow models whose
latent dimension is greater than input dimension (J. Chen et al. ; Greié et al. ).
For instance, Y. Zhang et al. ( ) fit a multivariate Gaussian in the latent space using
{T-1(Y;)} and compute analytically the KL divergence between two Gaussians. Nalisnick,
Matsukawa, Teh, and Lakshminarayanan ( ) project Y; onto the real line using the
estimated log-likelihood function log pr and construct a typicality test there, while Choi
et al. ( ) instead employ the Watanabe-Akaike Information Criterion (WAIC).

To illustrate the above idea, we compare in Figure 2.3 the distributions of T™(Xain)
and T (Xies) in the latent space using synthetic 2-D Gaussian datasets and the flow
model RealNVP (Dinh et al. ). We observe that in the latent space the distribution
of the OOD samples (i.e., T"1(Xoop-test)) is distinct (more so in Fig 1(b) than Fig 1(a))
from the distribution of the InD samples (i.e., both T~ Xpp_train) and T H(Xup_test))-
Moreover, we found that the transformation T—! can roughly keep the statistical distance
in the latent space. In other words, distributions that are far away from the in-distribution
in the sample space also tend to remain far away in the latent space.

2.3.3 OOD Detection via Random Projections

For a well-trained flow model, its inverse transformation T~! should bring the in-distribution
samples to follow (approximately) the prior distribution pg, such as the commonly used
standard normal. It is thus natural to perform OOD detection by comparing T—(Xiest)
against the prior distribution py, whereas the InD training samples X, are used to train
the flow parameterized by T. To accommodate any prior distribution py, we propose to
extend standard statistical tests such as the KS distance in Eq. 2.3 to high dimensions.

To our best knowledge, multivariate KS test has only been studied sporadically in
the literature, due to the computational difficulty in enumerating the maximum in high
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Figure 2.3: Examples of 2-D Gaussian in the latent space. In (a) and (b), left: the densities
of InD and OOD; and middle and right: the density histograms of InD and OOD in each
latent dimension.  means input variable while z denotes latent variable.

dimensions. For instance, Justel et al. (1997) proposed a complicated numerical procedure
to compute the KS distance (incidentally also in the latent space) but only for bivariate
distributions. Instead, we propose to randomly project high-dimensional random vectors
to the real line and run classic KS test there. We note that similar ideas have been used
to train generative models (e.g. Bonneel et al. 2015; Friedman et al. 1934; Kolouri et al.
2016; Liutkus et al. 2019; Nguyen et al. 2021; Paty and Cuturi 2019), while we allow any
flow models and use random projection only to construct the KS test (and related).

Figure 2.4 provides a simple example to illustrate the main idea. Consider two 2-d
Gaussian distributions: A/ ([0, 0], I) and N ([0, 0], [1, 0.8; 0.8, 1]). Obviously, for the standard
2-d Gaussian all of its random projections along normalized directions follow A(0,1),
whereas for the shown correlated Gaussian, only the projections along the coordinate axes
follow A (0,1). Therefore, we can distinguish these two distributions by comparing their
projections along random directions.

More generally, the following theorem provides the theoretical basis for distributional
comparison using random projections.

Theorem 3 (Cuesta-Albertos et al. (2007)). Let X and Y be two R¥*-valued random vec-
tors. Suppose the absolute moments my, := E|| X||* are finite and > p- , (my,) ™" = 0o, If
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Figure 2.4: Random projections of 2-d Gaussians. As an example, we consider a standard
Gaussian and correlated Gaussian that share the same marginal distributions. proj; is
the projection along the axis (1,0), and projy is the projection along (‘/75, —‘/75) For the
standard Gaussian, both proj; (a) and projs (b) follow A(0,1); while for the correlated
Gaussian, proj; (c) follows N'(0,1), but projs (d) follows N(0, £), instead of (0, 1).

the set W ={w e RY: w'X 4 w 'Y} has positive Lebesque measure, then X 4y,
The assumption ), (mx) ¥ = 0o, known as Carleman’s condition, is very mild: it is
satisfied if the underlying moment generating function is finite around the origin (hence
such distributions are uniquely determined by their moments). Most distributions used
in practice, such as the Gaussian distribution, clearly satisfy Carleman’s condition. Put
differently, Theorem 3 implies that an "enough bulk" of random directions allows us to
distinguish the projections of X and Y; see Figure 2.4 for an illustration.

To be more specific, given a limited collection of test samples X and a flow model
T, we first transform into the latent space and obtain Z = T~ !(Xs). Then, we sample n
(uniformly) random directions W € R%*", which are obtained by normalizing i.i.d. samples
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from the d-dimensional standard Gaussian. When the flow model T is well-trained, the
inverse transformation T~! applied to InD samples will bring them to follow approximately
the latent prior distribution, e.g., d-dimensional standard Gaussian. As a result, projection
onto each random direction yields close proximity to the univariate standard Gaussian,
which classic statistical tests such as KS would be able to pick up. In practice, we found
that averaging over different random directions leads to slightly better and more robust
performance, although the benefits quickly saturate as we increase the number of random
projections. Crucially, the KS distance in Eq. 2.3, with F} being the empirical distribution
of random projections W 'Z and F, the latent prior distribution, can be computed in linear
time by just enumerating x over each projected sample.

We call the resulting algorithm group OOD detection based on one-sample KS test
(GOODI1KS) and summarize it in Algorithm 1. Its computation requires one pass of the
(inverse) flow model and the remaining operations are linear-time. A higher value of the
KS statistics k;; indicates a lower similarity between the test sample and the latent prior
distribution, which can be taken as a metric of OOD-ness. We note that our algorithm is
completely general and efficient:

e unlike Y. Zhang et al. ( ) we do not require any matrix inversion or determinant and
we avoid the difficult problem of estimating high dimensional covariance matrices when
only very limited test samples are available;

e in principle, we can work with any latent prior distribution and any univariate statistical
tests. As pointed out by Jaini et al. ( ), a heavier tailed latent distribution, or even
discrete ones, than the standard Gaussian may be advantageous in certain settings.
Similarly, other statistical tests may prove useful if we desire to zoom in certain parts
of the distribution. Our choice of the KS test is motivated by our experimental settings
below and serves as a concrete example.

e our algorithm can work with any flow model T. For instance, we may even take T = Id,
in which case Algorithm 1 reduces to performing statistical tests in the sample space.
Thus, our algorithm unifies the two perspectives: test in the sample space vs. test in
the latent space, which we will compare experimentally below.

2.3.4 Improvement for Under-trained Flow Models

When the flow model is not well-trained (perhaps even intentionally, for instance, if we
take T = Id), the effectiveness of the one-sample test in Algorithm 1 becomes questionable
even for InD samples. A simple fix is then to run the two-sample version of the KS test in
Eq. 2.3, where F is the empirical distribution of the projected test samples while F} is now
the empirical distribution of the InD training samples. More concretely, in Algorithm 1 we
additionally derive Zipain = T 1 (Xiaim) and project similarly to obtain Siain = W Zirain.
Then, in Line 5 we substitute the latent prior distribution (e.g. standard Gaussian) with
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Algorithm 1: Group OOD detection based on one-sample KS test (GOODI1KS).

Input: Test OOD samples X splitted into m groups Xy, -+, X,, with each
X; € R*™? (b for batch size and d for dimension); random projection
matrix W € R¥™.

1 for i < 1 tom do

2 Z; = T(X;) € R¥xb // transform into the latent space
3 SO = WTZ, € R // project onto n random directions
4 for j <1 ton do

5 t ki; = KS( S(Z) ,N(0,1)) // conduct one-sample KS test
6 | ki ﬁZj:1 i // average over n random directions

7 compute AUROC for X based on all k;’s

the empirical distribution of the j-the row of Si;.in. Below we call this modification as group
OOD detection based on two-sample KS test (GOOD2KS). We note that the computational
complexity of GOOD2KS remains similar to Algorithm 1, and it is equally flexible: we can
now even take snapshots of T obtained during training the flow model, and run GOOD2KS
on all of them. The detailed algorithm for GOOD2KS is presented in Appendix A.2.

2.4 Experimental Results

We perform extensive experiments to compare our proposed OOD detection algorithms
with the state-of-the-art (SOTA) group OOD detection benchmarks, i.e. Typicality test
(TyTest) (Nalisnick, Matsukawa, Teh, and Lakshminarayanan ) and the KL divergence
based Out-of-Distribution Detection (KLOD) (Y. Zhang et al. ). Implementation
details of benchmarks are given in Appendix A.3. We test on two popular flow models:
Glow (Kingma and Dhariwal ) and RealNVP (Dinh et al. ) (see Appendix A.2
for more details about network architecture). For evaluation, we focus on the Area Under
Receiver Operating Characteristic (AUROC/AUC) and Area Under Precison-Recall curve
(AUPR), which are commonly used in OOD detection. We compare the OOD detection
performance across a wide variety of image datasets, including grayscale and RGB image
datasets (please refer to Appendix A.1 for more details).

2.4.1 Robustness of GOOD2KS

In Table 2.1 we compare the performance of GOOD1KS and GOOD2KS with the flow
model RealNVP against the benchmark algorithms. For fair comparison, we adopt the
same RealNVP model in the benchmarks. AUPR comparison is given in Table A.2 in
Appendix A.7.1. We use InD to denote the in-distribution dataset and OOD to denote
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Table 2.1: AUROC on RealNVP (higher is better). Our results are denoted by GOOD1KS
| GOOD2KS. Highest AUROC are in boldface, and failure cases (where AUROC is below
0.5) are underlined.

D 00D batch size = 5 batch size = 10
TyTest KLOD Ours TyTest KLOD Ours
MNIST 0.77 0.95 0.99/0.99 0.82 0.96 1.00/1.00

FMNIST KMNIST 0.97 0.97  0.99/0.99 0.97 0.98 1.00|1.00
Omniglot 1.00 1.00 1.00/1.00 1.00 1.00 1.00/1.00

SVHN 0.89 0.29 0.88/0.83 0.95 0.35  0.99]0.98
CIFAR-10 CelebA 0.67 0.90  0.76/0.77 0.81 0.99  0.89/0.90
LSUN 0.60 0.72  0.61|0.62 0.70 0.81  0.66/0.70
SVHN 0.92 0.23 0.89/0.84 0.98 0.29  0.99]0.98
CIFAR-100 CelebA 0.42 0.83  0.74/0.74 0.46 0.97  0.88/0.88
LSUN 0.49 0.63  0.57|0.59 0.53 0.72  0.61|0.65
CIFAR-10 1.00 0.99 0.89(0.93 1.00 0.99 0.95/0.98
SVHN CIFAR-100 1.00 0.99 0.90(0.93 1.00 1.00  0.96]0.98
CelebA 1.00 1.00  0.92]0.94 1.00 1.00  0.98]0.99
LSUN 1.00 1.00  0.93]0.94 1.00 1.00  0.98]0.99
CIFAR-10 0.98 0.99  0.92/0.93 1.00 1.00  0.98]0.99
CelebA CIFAR-100  0.98 0.99  0.91/0.92 1.00 1.00  0.98]0.99
SVHN 0.78 0.80  0.97/0.96 0.81 0.99 1.00|1.00
LSUN 1.00 1.00  0.91]0.93 1.00 1.00  0.98]0.99

different test datasets. To implement group OOD detection, we divide the test samples
into small batches and vary the batch size for comparison. We use 50 random projections
in all cases, and set it as the default for all experiments on RealNVP. As expected, the
performance improves with the batch size (see Appendix A.7.4 for results with batch size
20). We observe that, the performance of the two benchmarks and our GOODI1KS on
these image datasets is unstable, and for some datasets the detection performance can be
rather poor (i.e., AUROC below 0.5). For example, for TyTest with CIFAR-100 (InD)
and CelebA (OOD), the AUROCs are 0.42 and 0.46; for KLOD with CIFAR-10 (InD)
and SVHN (OOD), the AUROCSs are 0.29 and 0.35. In contrast, the performance of our
GOOD2KS is more robust and is generally satisfactory over all datasets. Results on Glow
is shown in Table A.3 in Appendix A.7.2. Again, our GOOD2KS exhibits robustness over
all datasets. Benchmarks also discuss detecting CIFAR-100 as OOD when training a model
on CIFAR-10, and their AUROCSs are around random guess. We did the same experiment
and obtain similar results. The result is not surprising, since CIFAR-10 and CIFAR-100
are similar datasets, which highlights the need to quantify OOD-ness.
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Figure 2.5: Random projections vs. autoencoder. (a)-(b) Performing random projection
outperforms training an extra autoencoder in two OOD detection experiments. Besides, the
OOD detection performance using RealNVP saturates as the number of random projections
grows beyond 50.

2.4.2 Random Projection vs. Autoencoders

When the number of random projections is less than the input dimension, we essentially
perform dimensionality reduction before comparing the distributions. Therefore, it is nat-
ural to compare with other dimensionality reduction methods such as autoencoders. To
construct the benchmark, we first feed the input image to an autoencoder and then use
the latent code from the encoder as the input in our GOOD1KS/GOOD2KS. The only
difference is that with autoencoder we now skip the step of random projections. As an
example, we use the Latent Space Autoregression (LSA) (Abati et al. ) as the au-
toencoder. Figure 2.5 shows the comparison results on FMNIST/MNIST (InD/OOD) and
CIFAR-10/SVHN using RealNVP. The batch size is fixed as 10. We vary the number of
random projections or the latent dimension from 20 to 400, and found that using random
projections outperforms autoencoder with the same level of dimensionality reduction. It
is possible to improve the detection performance with an autoencoder by using a more
complex network than LSA. However, random projection is still appealing, as it works
effectively and requires no extra networks.

2.4.3 Effect of Divergence Measures

We empirically compare the KS test with the CvM test and the JS divergence (JSD).
Both the KS and the CvM tests are non-parametric, while JSD requires the density to
be estimated. We use the following heuristic approach to estimate the empirical density:
dividing the latent values of the test batch into 20 bins, and use the normalized count in
each bin as the empirical density (note that we can skip this step in both KS and CvM).
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Figure 2.6: Different divergences. KS and CvM test outperform JSD. A further comparison
between KS and CvM is presented in Appendix A.7.3.

Therefore, the computation time for calculating JSD is much longer. For implementation,
we use the Scipy.stats library in Python to computation these measures. As an example, in
Figure 2.6 we show results on one challenging dataset pair CIFAR-10/SVHN (InD/OOD)
using RealNVP (results on Glow are similar). We consider two batch sizes: 10 and 20.
The number of random projections is set to be 10 for all experiments. We can observe that
JSD is outperformed by the other two in all cases, and the performance of KS and CvM is
comparable. We further compare KS and CvM on more dataset pairs for different batch
sizes (see Appendix A.7.3). The observation is generally consistent with KS being slightly
superior to CvM, especially for the smaller batch size.

2.4.4 Generation Quality vs. OOD Detection

Intuitively, a more accurate flow model is expected to lead to better OOD detection per-
formance. In this section, we investigate the relationship between the model accuracy and
the OOD detection performance, where we measure a model’s accuracy by its ability to
generate visually realistic high-quality new images. To impose different levels of model
accuracy we consider two factors: model capacity and training time. We fix the batch size
to 10 in this experiment.

Model capacity: Consider Glow, where K denotes the number of steps of flow in each
block, L denotes the number of blocks, and h denotes the number of hidden channels. For
comparison we trained two different Glow models on CIFAR-10: (1) a simple Glow with
K =3,L =3,h =064, and (2) a complex Glow with K = 16, L. = 3,h = 128. Figure 2.7
shows the comparison of the log-likelihood histograms and the generated images. We can
see that while the histograms of the two log-likelihood are similar, the generation quality
is noticeably different with the complex model generating much better images. We then
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Figure 2.7: Model capacity vs. OOD detection. While the density histograms estimated
from the simple Glow (a) and complex Glow (b) are similar, the generation from the simple
Glow (c) and complex Glow (d) are noticeably different. More surprisingly, the OOD
detection performance by simple Glow (AUROCs: 0.99(0.99) is better than the complex
Glow (AUROCS: 0.96]0.95).

run our OOD detection algorithms with SVHN as OOD. Surprisingly, we found that the
simpler Glow yields better OOD detection performance. We also observed similar results
with RealNVP (see Appendix A.7.5 for details).

Training time: In Appendix A.7.5, we visualize how the generation quality and the OOD
detection performance evolve with training time. We use RealNVP with 16 blocks and 512
hidden channels trained on CelebA. Generally, more training time leads to a better model,
which is indicated by the generation quality. Taking CIFAR-10 as OOD, we observe that
the detection performance improves with training time, as shown in Figure A.4. However,
while we have similar observations on most dataset pairs, we still found some anomalies,
e.g., Glow on CIFAR-10/SVHN and FMNIST /MNIST, where the detection performance
fluctuates or even declines with the training time (see Appendix A.7.5).

We conclude that model accuracy, as measured by the generation quality in our exper-
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Table 2.2: Comparison in the sam-  Table 2.3: Comparison in the sample and latent
ple and latent spaces. AUROCs are  spaces with noise. AUROCs are shown and seg-
shown and segmented by |. S de- mented by |. S denotes detection in the sample
notes detection in the sample space,  space, while L-R and L-G denote detecting in the
while L-R and L-G denote detecting  latent space using RealNVP and Glow, respec-
in the latent space using RealNVP  tively.

and Glow, respectively.

InD/OOD Noise S|L-R|L-G
InD/OOD S|L-R|L-G No noise  0.90 | 0.97 | 0.99
FMNIST/MNIST ~ 1.00 | 1.00 | 1.00 N(0,0.1) 0.86 | 1.00 | 1.00
CIFAR-10/SVHN ~ 0.90 | 0.97 | 0.99 CIFAR-10/SVHN  N(0,0.2) 0.90 | 1.00 | 1.00
CIFAR-10/CelebA  0.96 | 0.93 | 0.99 N(0,0.3) 0.98 ] 1.00 | 1.00
SVHN/CIFAR-10  0.62 | 0.98 | 0.99 N(0,0.4) 1.00 | 1.00 | 1.00
SVHN/CIFAR-100 0.67 | 0.98 | 0.99 No noise  0.62 | 0.98 | 0.9
SVHN/CelebA 0.88 ] 0.99 | 1.00 N(0,0.1) 069 ] 1.00 | 1.00

SVHN/CIFAR-10 A(0,0.2) 0.79 | 1.00 | 1.00
N(0,0.3) 0.88 ] 1.00 | 1.00
N(0,0.4)

0,0.4) 0.93]1.00 | 1.00

iments, is not always positively correlated with the OOD detection performance. These
results confirm the findings of Schirrmeister et al. ( ) and L. Zhang et al. ( ) on
more models and more real datasets, and reveal the surprising phenomenon that a mis-
estimated model can sometimes lead to better OOD detection. We present our detailed
explanation and discussion in Appendix A.7.5.

2.4.5 Distribution Comparison in Latent vs. Sample Spaces

Instead of transforming the data into the latent space, we can directly apply our detection
method to the raw inputs without training a flow model, i.e. set T = Id. Naturally, one
wonders if it is necessary to use a flow model for OOD detection. Or, can we detect in
the sample space directly? Thanks to the generality of our algorithm, we are positioned to
report a fair comparison below.

When performing detection in the sample space directly with our method, we can only
use the two-sample version due to the absence of the prior distribution. In this experiment,
the batch size is fixed to be 10 and the number of random projections is fixed to be 50.
We first run our GOOD2KS (without the inverse transformation) in the sample space on
image datasets, and compare with the detection results obtained in the latent space, as
shown in Table 2.2. Interestingly, we found that detecting in the latent space is generally
better than in the sample space, especially for SVHN /CIFAR-10, SVHN /CIFAR-100, and
SVHN/CelebA.

Next, we examine the detection performance by varying the OOD distribution. To
this end, we manually inject zero-mean Gaussian noise to the OOD data. The results are
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summarized in Table 2.3, where we can see that the detection performance in the sample
space varies with the OOD distribution, while that in the latent space is superior and more
stable.

We first note that detecting in the original sample space and latent space should be
similar (if not the same) without any dimension reduction techniques, since a diffeomorphic
transform preserves divergences as we recalled in Section 2.3.2. With random projections,
however, we might expect different results. The meaningful /semantic differences in the
input space between InD and OOD might be masked by noises or some subtle factors
(e.g. background, lighting, and texture in the context of image domains) that will affect
the distribution of pixel densities, and these irrelevant variations will be projected into
random directions via random projections, making it more challenging to detect the core
difference. In contrast, flow models encode semantic and meaningful features of input data
into the latent space, where the noise and irrelevant features are compressed or regularized,
resulting in more distinct latent distributions of InD and OOD that improve the detection
performance. We leave a more comprehensive study of the underlying reason for future
work.

2.5 Related Work

OOD detection has been explored from different perspectives, e.g., discriminative methods,
generative models, or hypothesis tests; see Chalapathy and Chawla ( ), Pang, Shen,
et al. ( ), and Toth and Chawla ( ) for extensive reviews. Below we only discuss
papers on unsupervised methods using generative models.

Unsupervised group OOD detection Nalisnick, Matsukawa, Teh, and Lakshmi-
narayanan ( ) propose the typicality test for group OOD detection under the hypothesis
that the in-distribution samples are drawn from the typical set of the data distribution,
which may not overlap with the regions of high density. This hypothesis is recently inter-
rogated by L. Zhang et al. ( ), who instead attribute the failure of OOD detection in
deep generative models to model misestimation. Moreover, J. Song et al. ( ) observe
that batch normalization can lower the likelihood of a batch of OOD samples, based on
which a permutation test is proposed for group OOD detection. Chalapathy, Toth, et al.
( ) define a group reference function which aggregates the information of input groups
and then suggests a distance score for OOD detection that measures the deviation between
a test group and the group reference function. It’s worth mentioning that both J. Song
et al. ( ) and Chalapathy, Toth, et al. ( ) adopt a fixed and large batch size (64 and
1536, respectively) for all experiments, and thus it is not clear how the batch size (espe-
cially the smaller ones) would affect the detection performance. Our work is most related
to Y. Zhang et al. ( ), who also consider detection in the latent space of flow models.
The main differences lie in three aspects: (1) they impose the Gaussian assumption on the
latent distribution of test samples, so that they can compare it with the latent prior in a
closed form using KL-divergence. In contrast, our KS test is non-parametric, hence does
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not require any distributional assumption on test data; (2) they assume the trained flow
model is well-trained, while we additionally provide GOOD2KS for under-trained models;
and (3) we use random projections to consider both marginal distribution and correla-
tions of all dimensions, while they need to explicitly estimate the correlation coefficients
to quantify the inter-dimensional correlations, which can be challenging in practice.

Unsupervised point OOD detection Compared to group OOD detection, point
OOD detection treats test samples individually. In the context of deep generative models,
many researchers have tried to explain the failure of log-likelihood for OOD detection from
different perspectives, e.g., the background statistics (Ren et al. ), the inductive biases
(Kirichenko et al. ), the input complexity (Serra et al. ), and the model accuracy
(Choi et al. ), and proposed new metrics therein. Our work can also be extended to
point detection by artificially creating a batch of samples for each individual test sample
(see Appendix A.6 for more details). Note that Havtorn et al. ( ) and Schirrmeister
et al. ( ) also develop detection scores based on (partial) latent variables of flow model
and VAE, respectively. Differently, Havtorn et al. ( ) interpret their likelihood ratio
test as comparing divergence between true and approximate posterior in latent space (since
true posterior is intractable), whereas Schirrmeister et al. ( ) contrast the log likelihood
of the last-scale latent code that encodes global object-specific features with that of some
background latent code. Nevertheless, both approaches do not employ random projections
or KS tests as we do. Morningstar et al. ( ) extended the typicality test to the pointwise
setting, by fitting a kernel density estimator to each of a few test statistics on the training
set and then computing the sum of log probability of each statistic as the detection score
for a given data point.

There are a few recent works leveraging diffusion models in OOD detection tasks. The
idea is to corrupt the input image (e.g. by random mask (Liu, J. P. Zhou, et al. ) or
random noise injection (Graham et al. )) and then reconstruct the input by a backward
diffusion process, where the InD images are expected to have smaller reconstruction errors
compared to OOD images.

Representation learning for OOD detection OOD detection is challenging in high
dimensions. This motivates the study of representation learning, which aims to characterize
discriminative information of the input with a reduced dimension for the OOD detection.
Example methods include projection (Pang, L. Cao, et al. ; Pevny ), feature
selection (Azmandian et al. ; Pang, L. Cao, et al. ), and deep learning based
methods. For the latter one, representations can be obtained either from a pre-trained
model (Andrews et al. ; Pang, Yan, et al. ; Tudor Ionescu et al. ; J. T. Zhou
et al. ), or be directly learned with a neural network such as autoencoders (Erfani et al.

; Tonescu et al. ; J. Wang et al. ; Xu, Ricci, et al. ). In our work, the
representation is obtained by random projecting the latent space of flow models. Compared
with other deep learning based approaches, our method requires no additional networks
and is computationally more efficient.
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2.6 Summary

In this work, we re-examined the potential of flow models for OOD detection. We provided
practical OOD detection algorithms that compare distributional information in the latent
space and impose no parametric assumption. We compared with SOTA benchmarks and
obtained comparable and more stable performances. Experimentally, we demonstrated the
benefits of detecting OOD data in the latent space and confirmed that OOD detection
performance is not always positively correlated with model accuracy. In the future, we
would like to characterize OOD distributions that can be reliably detected by our methods,
as well as the possibility of projecting onto high dimensional subspaces.
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Chapter 3

DP-LFlow: Differentially Private Latent
Flow for Scalable Sensitive Image
(Generation

3.1 Preface

While DP-SGD is the dominating algorithm in DP deep learning, it fails to scale well
on larger supervised models given the same privacy budgets, partly because of the high
model /gradient dimension as investigated in D. Yu et al. ( ). The issue also exists
for generative models,; thus restricting its model utility on large input (which generally
requires more complex models) and stronger DP guarantees (more noise). In this work, to
avoid excess gradient perturbation in DP-SGD, we propose to train a generative model in
a lower dimensional latent space. The proposed method is shown to be scalable to stronger
DP guarantees and high-resolution image datasets.

Abstract: Privacy concerns grow with the success of modern deep learning models, espe-
cially when the training set contains sensitive data. Differentially private generative model
(DPGM) can serve as a solution to circumvent such concerns by generating data that are
distributionally similar to the original data yet with differential privacy (DP) guarantees.
While GAN has attracted major attention, existing DPGMs based on flow generative mod-
els are limited and only developed on low-dimensional tabular datasets. The capability of
exact density estimation makes the flow model exceptional when density estimation is of
interest. In this work, we will first show that it is challenging (or even infeasible) to train
a DP-flow via DP-SGD, i.e. the workhorse algorithm for private deep learning, on high-
dimensional image sets with acceptable utility, and then we give an effective solution by re-
ducing the generation from the pixel space to a lower dimensional latent space. We show the
effectiveness and scalability of the proposed method via extensive experiments, where the
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proposed method achieves a significantly better privacy-utility trade-off compared to exist-
ing alternatives. Notably, our method is the first DPGM to scale to high-resolution image
sets (up to 256 x256). Our code is available at https://github.com/dihjiang/DP-LFlow.

The following sections are the main paper and appendix of D. Jiang and S. Sun (2023).
“DP-LFlow: Differentially private latent flow for scalable sensitive image generation”.
Transactions on Machine Learning Research.

3.2 Introduction

Large-scale datasets (Bennett, Lanning, et al. ; Deng et al. : Lewis et al. )
facilitate the great success of modern machine learning (ML) systems. However, pri-
vacy concerns arise especially when sensitive data (e.g. human face images and medical
data) are involved in the training. Prior privacy-preserving techniques include naive data

anonymization (Narayanan and Shmatikov ), k-anonymity (Sweeney ), [-diversity
(Machanavajjhala et al. ), semantic security (Goldwasser and Micali ), and dif-
ferential privacy (DP) (Dwork ), where DP is recognized as a rigorous quantization of

privacy, and it has become the gold-standard privacy-preserving technique in the current
ML community.

Differentially private generative model (DPGM) aims to synthesize data that are distri-
butionally similar to the private data while satisfying DP guarantees so that the individual
privacy that can be inferred from the incremental change in the dataset is bounded. DPGM
can (1) serve as a proxy for releasing private data, and can (2) generate data for private
data analysis tasks (e.g. data querying and ML tasks) without incurring further privacy

cost, as ensured by the post-processing theorem (Dwork, Roth, et al. ).
Generative adversarial network (GAN) (Goodfellow et al. ) has attracted the most
attention in developing DPGMs (Augenstein et al. ; D. Chen et al. ; Jordon et al.
; Long et al. ; Torkzadehmahani et al. ; Xie et al. ), and VAE also draws
a lot of attention (Acs et al. ; Bernau et al. ; Q. Chen et al. ; Pfitzner and
Arnrich ; Takahashi et al. ; Weggenmann et al. ). In contrast, the DPGMs
based on the normalizing flow are relatively limited (Lee et al. ; Waites and Cummings

). Due to the capability of the ezact density computation, flow models are particularly
useful when density is of interest in some applications. For example, developing a DP-
flow could benefit performing anomaly detection in a privacy-preserving manner (Waites
and Cummings ). However, both existing DP-flow works (Lee et al. ; Waites
and Cummings ) are restricted to tabular datasets (with lower data dimensions). It
remains unclear whether DP-flow is feasible on higher-dimensional datasets such as image
datasets.

Abadi et al. ( ) propose Differentially Private Stochastic Gradient Descent (DP-
SGD) algorithm, which has become the standard approach to train a DP deep learner.
The core steps of DP-SGD are clipping the per-example gradient norm and injecting
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Calibrated Gaussian noise into the aggregated gradient of a batch. Briefly, let p de-
note the model dimension, the noise introduced by DP-SGD in each iteration is given
by z ~ N(0,,0%C?L,,), where C'is the clipping bound of gradient norm and ¢ is a noise
multiplier. Apparently, E[||z||3] = po?C? o p, which means the model utility may not be
preserved with DP-SGD for a large model. For example, D. Yu et al. ( ) show that
the gradient will be submerged in the added noise (by DP-SGD) when the model becomes
larger on a series of ResNet (He et al. ) variants. This utility drop could become
more pronounced under strong privacy guarantees (e.g. € = 1), as the noise multiplier
becomes larger. Note that according to e-DP definition (given in Section 3.3), the privacy
protection becomes weak when ¢ = 10 or above, because the ratio of two probabilities is
upper bounded by exp(10) ~ 2.2 x 10%, whereas they are presumed to be comparable for
practical deployment (e.g. € = 1 or below). However, a line of recent SOTA DPGMs only
generate acceptable images at € = 10, whereas they are not able to scale well on small €
(e.g. e=1) (D. Chen et al. ; Jordon et al. ; Torkzadehmahani et al. ).

Training a normalizing flow with DP-SGD on an image set seems ostensibly easy, but
any ML researcher/engineer will encounter the two non-trivial empirical challenges, as also
pointed out by Lee et al. ( ): (1) batch normalization (BN) challenge: flow models
usually apply a batch normalization (BN) layer in each block to boost the performance,
where the per-example gradient (in DP-SGD) is not available, as BN will break the in-
dependence among all gradients in a batch; (2) model complezity challenge: flow models
generally consist of repetitive blocks of invertible transformations with a large depth, which
results in higher model complexity compared to other generative models. We explore the
challenges with two SoTA flow models, i.e. ReaNVP (Dinh et al. ) and Glow (Kingma
and Dhariwal ). Glow uses activation normalization as an alternative to BN, thus per-
example gradient is computable (i.e. no BN challenge for Glow). However, both RealNVP
and Glow suffer from the model complexity challenge, i.e. they tend to be more complex
than other generative model counterparts for synthesizing images with similar fidelity, thus
are more challenging to attain desirable model utility with DP-SGD. Our motivating ex-
ample is shown in Figure 3.6, where naively training a flow generative model in the pixel
space with DP-SGD results in null model utility.

Our contributions can be summarized as follows:

e We explore the practical challenges of training a DP flow via DP-SGD on image
sets, and propose an efficient and effective solution, i.e. differentially private latent
flow (DP-LFlow), by reducing the training of flow from the full pixel space to a
lower-dimensional latent space, which is more resilient to the noise perturbation (by
DP-SGD).

e Training DPGM on high-resolution images (256 x 256 pixels and beyond) is extraor-
dinarily challenging due to the inevitably increased model dimension, and to our best
knowledge, none of the existing related works attempt to do so. In this work, we
will show that DP-LFlow is also scalable to the high-resolution image (256 x 256)
generation with DP constraints.
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e The proposed method yields state-of-the-art (SoOTA) performance on model utility un-
der the same (¢, §)-DP constraint on widely compared image benchmarks. Moreover,
our method indicates more robustness and scalability on different datasets (gray-scale
and RGB) and different DP constraints.

3.3 Preliminary

In this section, we recall background knowledge in differential privacy.

3.3.1 Differential Privacy

Differential privacy is widely regarded as a rigorous quantization of privacy, which upper-
bounds the deviation in the output distribution of a randomized algorithm given an incre-
mental deviation in the input. Please refer to Definition 1 for its formal definition.

There is a convenient parallel composition theorem for e-DP mechanisms:

Theorem 4 (Parallel composition theorem of e-DP, (McSherry ). Let M; (i =
1,2,...,k) be k DP mechanisms, and each M; satisfies €¢;-DP. Given a deterministic par-

titioning function f, let Dy, Do, ..., D} be the disjoint partitions by executing f on D.
Releasing My(D1), ..., My(Dy) satisfies maxeqi 2, k) €,-DP.

We will extend the above parallel composition to the (e, §)-DP notion in Section 3.4.

A famous theorem, i.e. post-processing theorem, which is utilized by existing works
(as well as ours) for proving DP guarantee of a published model, is given by Theorem 1.
Sampling from a DPGM is independent of training data, thus can be viewed as a post-
processing step and does not breach the DP guarantee.

Rényi differential privacy (RDP) extends ordinary DP using Rényi’s « divergence
(Rényi ) and provides tighter and easier composition property than the ordinary DP
notion, thus we adopt RDP to accumulate the privacy cost. We defer details of RDP and
implementation to Appendix B.5.

3.3.2 DP-SGD

Within predetermined training iterations, in each iteration, DP-SGD (Abadi et al. )
subsamples a batch from the training set, clips and perturbs the gradient as in Algorithm 2,
and optimizes the model with privatized gradient gy. As mentioned earlier, the norm of
the Gaussian noise introduced at line 4 in Algorithm 2 will scale linearly with the model
dimension, thus will generally degrade the utility of large models.
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Algorithm 2: Gradient perturbation in DP-SGD

Input: Private training set X = {x;}¥,, loss function L£(-), batch size B, noise
multiplier o, gradient clipping bound C, model parameter
for 1 < 1 to B do

[

2 | go(x:) = VoL(x;;0)
3 go(x;) = go(x;) - min (1, m>
4 g~9 = %[Zil ga(Xi) —|—N(O, 0'202]1)}

3.3.3 Flow-based Generative Models

We briefly recap the flow generative models. Flow models learn a bijective map T between
a simple prior distribution ¢y (e.g. Gaussian) and the target distribution ¢: z ~ ¢y <
T(z) ~ q. Through the change-of-variable formula, the log-likelihood of input is tractable:

dT1(x)
dx

= q (T_l(x)) ‘ det

Parameterize the bijective map by neural networks, we can train flow models by minimizing
the Kullback—Leibler (KL) divergence between the true and estimated distribution:

mTin IDKL(q(X)HQT(X)) = mTin/q(X) log qu(<XX)) dx

= mTin Exq(x[—log gr(x)] — Hq]

where H[g] is the entropy of true distribution. Therefore, training the flow model amounts
to minimizing the negative log-likelihood of input.

3.4 Method: DP-LFlow

As shown in D. Yu et al. ( ), a smaller /simpler ResNet is more resilient to DP-SGD.
The intuition is that the model utility will saturate as the model complexity increases.
Therefore, an over-complicated model may (unnecessarily) be disturbed by more noises in
DP-SGD. We first confirm this insight for DPGMs as well. Consider privately training
a VAE on MNIST (LeCun et al. ) for example. Figure 3.1 shows such comparison
under non-private and private settings (with different privacy costs), respectively, where
the generation quality is measured by Fréchet Inception Distance (FID) (Heusel et al. )
(lower is better). Figure 3.1 indicates that a smaller VAE generates better images than
larger counterparts (both qualitatively and quantitatively) under the DP training, even
though larger VAEs perform better in the non-DP setting. In fact, shrinking the model
size under the DP training will benefit from the following aspects: (1) smaller models are
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Figure 3.1: FID vs. VAE size (in MB). We only vary the model complexity, with all the
rest training parameters (e.g. subsampling rate, noise multiplier, training iterations) fixed.

more resilient to (larger) noises (associated with strong DP guarantees); (2) a significant
training time overhead remains a notable challenge for DP-SGD (Subramani et al. )
due to the gradient clipping and randomization. Smaller models could facilitate more
efficient DP training; (3) as suggested by prior work (De et al. ), a larger batch size in
DP-SGD contributes to better model utility. With limited GPU memory, smaller models
allow for a large training batch size, since both input and model are sent to GPU for
training in practice.

Latent Flow: However, the model expressiveness will be restricted if the model is too
simple. Therefore, we aim to design a model that is small yet expressive enough so that we
can achieve a better privacy-utility trade-off with DP-SGD. Inspired by the recent latent
diffusion model (Rombach et al. ) that achieves SoTA text-to-image generation perfor-
mance via reducing the diffusion process from the raw input space to a lower dimensional
latent space, we propose to train a normalizing flow in a similar manner (i.e. on the la-
tent code produced by an autoencoder), by simultaneously minimizing the reconstruction
loss of the autoencoder and the negative log-likelihood of the flow. Specifically, let ¢, 0, w

32



parameterize the encoder, decoder, and flow, respectively, and we adopt the notations in
Section 3.3.3. Let w = f4(x) be the latent embedding of the autoencoder, the training
objective can be written as:

dT; (w) ‘)]

tnin B[ |x — Da(w) 3 <T° — (log go(z) + log | det =

[\

Autoencoder loss NormalizirTg fow loss

where z ~ go = N(0,1) and T is a temperature parameter. As shown in Rombach et al.
( ), the semantic meaning of most images still remains after aggressive compression,
thus allowing us to train a flow in an aggressively trimmed latent space, which avoids
unnecessary and expensive computation on full input dimensions. It is worth mentioning
that latent flow is also not sensitive to BN layers (e.g. for RealNVP), i.e. the utility of
latent flow is slightly reduced by removing the BN layer, which validates the use of DP-
SGD for latent flow models. Under the non-private setting, the proposed model with a
configuration of size 2.5 MB achieves an FID = 12.5 on MNIST, which is already superior
to VAE counterparts with a larger model size (e.g. in Figure 3.1), suggesting its promising
usage under the private training.

Partitioning Dataset: Current SOTA methods tend to apply conditional generative
models (conditioned on labels), where the label is encoded in the model as part of the
input, thus the noise perturbation also distorts the label information, which is unnecessary.
We run DP-SGD on the proposed model under the conditional setting (autoencoder -+
conditional flow), and observe that the label information is largely distorted when ¢ = 1
(see Section 3.5.5 for details). To circumvent the perturbation to labels, we propose to
partition the dataset according to labels, train unconditional generative models on each of
the subsets, and release the union of all unconditional generators as the resulting model.
The partitioning is also beneficial for shrinking the model size, as each generator is only
interactive with a sole data modality instead of multi-modalities. Adapted from proposition
2.5 in (N. Li, Lyu, et al. ), the DP guarantee for the union can be derived from the
parallel composition, by extending the original parallel composition theorem (Theorem 4)
from e-DP notion to (¢, d)-DP notion. The proof can be found in Appendix B.1.

Theorem 5. Let M; (i =1,2,...,k) be k DP mechanisms, and each M; satisfies (€;,d;)-
DP. Given a deterministic partitioning function f, let Dy, Do, ..., Dy be the disjoint parti-
tions by executing f on D. Releasing My(D1), ..., My(Dy) satisfies (max;e; €;, max;ey 0;)-
DP, where I = {1,2,...,k}.

For simplicity, we set ¢;,d; the same as the target €, for all sub-models in the experi-
ment. The schematic workflow of DP-LFlow is shown in Figure B.1.
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3.5 Experiments

In this section, we evaluate and compare DP-LFlow against SoTA baselines through ex-
tensive experiments in Section 3.5.2. More importantly, we will show that DP-LFlow is
amenable to high-resolution image sets in Section 3.5.3, which was hardly studied in prior
related works. Besides, since flow models are capable of computing the exact likelihood
of input, they are sometimes more applicable when density estimation is of concern. Sec-
tion 3.5.4 shows such an example, where DP-LFlow can detect intra-dataset anomaly with
DP guarantees. RealNVP is used as the flow model in DP-LFlow, as it yields better per-
formance in practice. Implementation details and neural network configurations are given
in Appendix B.5.

3.5.1 Experimental Setup

Datasets: We consider three widely used image datasets, including both grayscale images
(MNIST (LeCun et al. ), Fashion MNIST (Xiao et al. )) and RGB images (CelebA
(Liu, P. Luo, et al. )), as well as one high-resolution RGB datasets (CelebA-HQ (Karras
et al. ), for our presentation only). For MNIST and Fashion MNIST, we generate
images conditioned on 10 respective labels. For CelebA and CelebA-HQ, we condition on
gender. Descriptions and preprocessing of the datasets are given in the Appendix B.2.

Evaluation Tasks & Metrics: We evaluate and compare DPGMs by two metrics via
60k generated images:

e Fréchet Inception Distance (FID) (Heusel et al. ).

e (lassification accuracy. We train three different classifiers, e.g. logistic regression
(LR), multi-layer perceptron (MLP), and convolutional neural network (CNN), on
generated images, then test the classifier on real images. We take 5 runs and report
the average. See Appendix B.5 for details of classifiers.

Post-processing: We observe that FID is quite sensitive to the noise around the object
(e.g. digits, cloths) and the sharpness of images, even when the semantic content is retained.
We apply a post-processing step to our DP image generation by first smoothing and then
sharpening the generated images, which could lead to ~10 improvement in FID. Whereas
this post-processing does not improve classification accuracy too much. Adjusting the
blurriness and sharpness of generation is not involved with training data, thus is considered
a post-processing step that does not breach the DP guarantee by Theorem 1. We will report
our quantitative evaluations with and without this trick.
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Figure 3.2: Qualitative comparison on MNIST and Fashion MNIST under (10,107°)-DP.
Images of DP-CGAN, GS-WGAN, DP-Sinkhorn are cited from (T. Cao et al. ). Images
of G-PATE and Datal.ens are cited from their papers, respectively.

SoTA Baselines: Our method is compared with the following baseline methods that
are also developed on image datasets, i.e. DP-CGAN (Torkzadehmahani et al. ), DP-
MERF (Harder et al. ), Datalens (B. Wang, Wu, et al. ), PATE-GAN (Jordon
et al. ), G-PATE (Long et al. ), GS-WGAN (D. Chen et al. ), DP-Sinkhorn
(T. Cao et al. ). For more details, we refer readers to Section 3.7 and respective
references.

3.5.2 Comparison with SoOTA Baselines

We follow the general benchmark for evaluating DP generation, by considering both weak
(e.g. € =10) and strong (e.g. € = 1) privacy guarantees. The proposed DP-LFlow is com-
pared with SoTA baselines through extensive qualitative and quantitative experiments on
both grayscale and RGB image datasets. For completeness, we also report our quantitative
results without the post-processing trick, where the relative rank of our method without
the post-processing trick remains the same as with the trick.

3.5.2.1 Under the Weak DP Guarantee ¢ = 10
Most existing works perform reasonably when € = 10, as shown in Figure 3.2. Neverthe-

less, as shown in Table 3.1, DP-LFlow achieves significant improvement in both FID and
classification accuracy.
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Table 3.1: Quantitative comparison on MNIST and Fashion MNIST given (10,107°)-DP.
Acc denotes classification accuracy, which is shown in %. 1 and | refer to higher is better
or lower is better, respectively. We use boldface for the best performance. Results of DP-
CGAN, GS-WGAN, DP-Sinkhorn are cited from T. Cao et al. ( ). Results of G-PATE
and DataLens are cited from their papers, respectively. Ours™ denotes our result without
the post-processing trick.

MNIST Fashion MNIST
Method
FID, LR MLP CNN FID| LR MLP CNN
AcctT Acct Acc? AccT Acct Acc?
Real data (non-private) 1.6 922 975  99.3 2.5 84.5 882  90.8
DP-CGAN 179.2 60 60 63 243.8 51 50 46
DP-MERF 1214 79.1 811 820 1104 723 708 732
G-PATE 150.6 - - 80.9 171.9 - - 69.3
DataLens 173.5 - - 80.7  167.7 - - 70.6
GS-WGAN 61.3 79 79 80 131.3 68 65 65
DP-Sinkhorn 5.6 79.1 79.2 791 1294 702 702  68.9
Ours 16.8 85.8 93.0 953 723 786 788 81.0
Ours* 254 8.1 924 948 80.8 781 784  80.7

3.5.2.2 Under the Strong DP Guarantee ¢ = 1

When € = 1, i.e. the more challenging case under the DP setting, we consider both gray-
scale image datasets and RGB image datasets for comparison. Figure 3.3 and Figure 3.4
show that the existing works are not readily amenable to a small € such as 1. In contrast,
DP-LFlow exhibits significant visual improvement on all three datasets.

Quantitatively, Table 3.2 indicates that DP-LFlow outperforms other baselines on CNN
classification accuracy on all three datasets. Besides, DP-LFlow achieves FID scores that
are comparable to SOTA performance on Fashion MNIST and achieves the best FID on
MNIST and CelebA. Given that the three datasets are either largely different in input
dimension or largely different in semantic content, the superior performance of DP-LFlow
further validates its generality and versatility.

It is worth mentioning that a couple of recent works on DP diffusion models are also
capable of generating realistic images under DP constraints and indicate superiority on
downstream ML tasks (Dockhorn et al. ; Ghalebikesabi et al. ). For example,
when € = 1, Dockhorn et al. ( ) achieve 93.4 and 73.6 test classification accuracies on
MNIST and FMNIST, respectively, while ours are 88.9 and 77.4. However, their required
computational resource is significantly higher than DP-LFlow, e.g. Dockhorn et al. ( )
need 8 GPUs and one day to train a DP diffusion model on MNIST and FMNIST, while
our method only requires 1 single GPU and a few hours; On CelebA, Dockhorn et al. ( )
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Figure 3.3: Qualitative comparison on MNIST and Fashion MNIST under (1,107°)-DP.
Images of G-PATE and Datalens are cited from their papers, respectively.

needs 8 GPUs and 4 days, while our method only needs 1 GPU and around half-day. More
importantly, DP-LFlow still has two unique properties compared to DP diffusion models:
(1) DP-LFlow can generate large images up to 3 x 256 x 256 (see Section 3.5.3), while
Dockhorn et al. ( ) and Ghalebikesabi et al. ( ) only present generation results on
images up to 3 x 32 x 32; (2) DP-LFlow is able to conduct the DP-OOD detection task
(see Section 3.5.4).

3.5.3 Generating High-resolution Images with DP Constraints

To our best knowledge, the highest resolution image dataset used in related works is CelebA
downsampled at 64 x 64 pixels (by Datalens and G-PATE), which, however, is still not
typically considered a high-resolution space. Here we consider a high-resolution dataset
CelebA-HQ in 256 x 256, which is also close to many modern large-scale image classification
benchmark datasets such as ImageNet (224 x 224 or 256 x 256).

Note that now the input dimension drastically increases from 1 x 28 x 28 = 784 (for
MNIST and Fashion MNIST) to 3 x 256 x 256 ~ 1.97 x 10°. This means that the model
generally has to drastically scale up to adequately learn the input distribution, leading to
a significant challenge for training a DPGM with DP-SGD.

Nevertheless, with the help of lower dimensional latent space where we can apply ag-
gressive compression while retaining the semantic content, we can restrict the generative
model to a size (~ 22 MB, compared to ~ 2.5 MB on MNIST) that is suitable for DP train-
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Figure 3.4: Qualitative comparison on CelebA conditioned on gender under (1,107°)-DP.
Images of Datal.ens are cited from the original paper. Top row: female. Bottom row:
male.

ing yet adequate to learn the data distribution. By training a DP-LFlow on CelebA-HQ),
Figure 3.5 shows that DP-LFlow is able to produce diverse and recognizable face images
with DP constraints on such high dimensional input space.

3.5.4 Differentially Private Out-of-distribution (OOD) Detection

One exceptional feature of low models is their capability of exact density estimation, which
can benefit certain applications such as out-of-distribution detection. A natural method
to do so is to thresholding the log-likelihood, since it is presumed that the in-distribution
(InD) data (where the training data are drawn from) will be assigned a higher likelihood
than OOD data by the flow model. This idea can be readily extended to latent flow
models by checking the log-likelihood of latent code mapped from the input data. As
our sub-models are privately trained on each subset by class, we can immediately conduct
the differentially private intra-dataset OOD detection, by treating each training class as
the InD and the rest classes combined as OOD. A lower log-likelihood of the latent code
computed from input data implies OOD-ness. We use Area Under Receiver Operating
Curve (AUROC) as the evaluation metric, which is threshold-free and widely used in OOD
detection literature. Table 3.3 indicates that under weak and strong guarantees, DP-LFlow
can effectively detect intra-dataset OOD input on both MNIST and Fashion MNIST across
all InD classes in a privacy-preserving manner.
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Table 3.2: Quantitative comparison on image datasets given (1,107°)-DP. FMNIST denotes
Fashion MNIST. Acc denotes CNN classification accuracy, which is shown in %. 71 and
J refer to higher is better or lower is better, respectively. We use boldface for the best
performance. Results of PATE-GAN and G-PATE are cited from Long et al. ( ).
Results of DataLens are cited from B. Wang, Wu, et al. ( ). Ours* denotes our result
without the post-processing trick.

MNIST FMNIST CelebA
FID ] Acct FID| AcctT FID] Acct

PATE-GAN  231.7 41.7 253.2 422 4345 445
DP-MERF 118.3 80.5 104.2 73.1 2194 57.6
G-PATE 1564.3  58.8 2148 581 2932 70.2
DataLens 186.1 71.2 195.0 648 297.7 70.6
DP-Sinkhorn  168.5 60.5 184.2  62.1 - -

Ours 69.7 88.9 1324 77.4 204.8 73.2
Ours* 83.4 88.2 1435 76.8 2177 721

Method

3.5.5 Ablation Study

DP-LFlow contains two main components, and we conduct an ablation study as follows.

3.5.5.1 Flow in the Pixel Space vs. Latent Space

We first trained a RealNVP with DP-SGD by removing the BN layer. Figure 3.6 show
that the generation from a DP-RealNVP (subfigure (c)) is largely submerged in the noise.
Besides, we also trained a Glow with DP-SGD (with various model complexities), yet ended
up with null synthesis when targeting (10, 107°)-DP. Both RealNVP and Glow suffer from
the model complexity challenge. Compared to the generation of DP-LFlow in Figure 3.4
(which even targets a stronger privacy regime, i.e. € = 1), training a flow in the latent space
relieves the model complexity challenge, thus is more resilient to the noise perturbation

introduced by DP-SGD.

3.5.5.2 With vs. Without Partitioning the Dataset

Qualitatively, we observe that training a conditional DP-LFlow on the whole dataset will
fail to correctly condition on each label, (especially under e = 1), i.e. the generations
conditioned on different labels are not consistent with the true labels, thus the numerical
classification accuracy is relatively lower, although FID is fairly comparable. We summarize
the numerical comparison in Table 3.4.
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Figure 3.5: Samples from DP-LFlow trained on CelebA-HQ under (10,107%)-DP. Top 2
rows: female. Bottom 2 rows: male. FID = 328.6, LR classification accuracy = 77.4.

The reason is that, in contrast to uninvertible models like conditional GAN and con-
ditional VAE that only encode labels in the latent vector, the label information in the
conditional flow is encoded in all coupling layers, because flow is an invertible model so
that both forward and backward pass needs label information. Thus, training conditional
flow with DP-SGD will distort the label information more than uninvertible models. We
also tried to modify the way of encoding labels in different variants: only encoding labels
in the first, last, or both first and last coupling layers, or only encoding labels in the la-
tent vector, but none of the variants solve the issue. Instead, resorting to partitioning the
dataset can readily bypass the label distortion in the private training, which leads to better
model utility compared to a single conditional model on all classes, and by Theorem 3.1
we can retain the same level of privacy guarantees as publishing a single conditional gener-
ator. In other words, partitioning the dataset contributes to improving the privacy-utility
trade-off.

We note there is a potential limitation, since each autoencoder learns data represen-
tations from separate classes, which may restrict the generalization capability of each
individual autoencoder. A straightforward remedy is to train one single autoencoder for
all classes, which, however, makes the parallel composition invalid because the single au-
toencoder will depend on all classes (e.g. changing one point in a class will affect the single
autoencoder that is trained for all classes).

3.6 Discussion

Pretraining the autoencoder: Though our current training proceeds by simultane-
ously updating the autoencoder and flow, one may wonder whether we can pretrain an
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Table 3.3: Differentially private OOD detection results. The evaluation metric is shown by
AUROC (higher is better, and 1.0 means InD and OOD likelihood are perfectly separable).

MNIST Fashion MNIST

InD class

e=10 e=1 =10 e=1
0 0.98 0.87 0.90 0.87
1 0.99 0.98 0.97 0.96
2 0.86 0.75 0.90 0.88
3 0.88 0.82 0.91 0.91
4 0.95 0.85 0.87 0.85
5 0.90 0.75 0.91 0.86
6 0.97 0.77 0.84 0.82
7 0.93 0.88 0.97 0.97
8 0.89 0.74 0.86 0.79
9 0.95 0.83 0.94 0.93

Average  0.93  0.82  0.91 0.88

Table 3.4: Ablation on partitioning the MNIST dataset. We compare the performance
without post-processing tricks (smoothing and sharpening) for simplicity.

¢ FIDJ] LR Acct MLP Acct CNN Acc 1

With partitioning 10 254 85.2 92.7 95.0
Without partitioning 10 21.3 86.2 91.5 91.8
With partitioning 1 834 83.2 82.4 88.3
Without partitioning 1  87.1 40.8 72.5 77.5

autoencoder first and then train a flow with the pretrained autoencoder. However, there
are a few concerns that impede the two-stage training paradigm:

e Pretraining on a public dataset: The majority of existing works (including all of
our compared works) do not use external public dataset for pretraining, so it would
make the comparison unfair if we do so. Besides, we need to put a strong assumption
that the public dataset does not have any privacy concerns. While this can be
easily ensured in experiments, it may not always be true in reality, thus is likely to
undermine the potential impact of this work. Therefore, we stick to restricting our
information to the private dataset only.

e Pretraining on the private dataset: In this case, changing a point in the dataset
will result in a different pretrained autoencoder, which means all the gradients in a
batch (when running DP-SGD on flow) will change, instead of at most one gradient
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Figure 3.6: Training a RealNVP (~150 MegaBytes (MB)) on CelebA (a) non-privately
with BN layers, (b) non-privately without BN layers, (¢) under (10,107°)-DP without BN
layers

is affected in original DP-SGD, thus the sensitivity of the gradient will scale up by
B, i.e. the batch size. To make the same DP guarantee hold, we can recalculate the
¢ by replacing the original noise multiplier ¢ with ¢ - B to account for the gradient
sensitivity change in a minibatch. However, the actual noise multiplier is much larger
and will undoubtedly destroy the model utility.

Batch normalization (BN) vs. Group normalization (GIN): Replacing BN with
GN is a common practice for training DP models, e.g. as in Z. Luo et al. (2021). However,
unlike the image classification network (Z. Luo et al. 2021) that only takes forward pass,
flow generative models are invertible models, and any normalization technique will run into
issues when we want a backward pass (e.g. sampling), i.e. there is no mean and variance
for unnormalization. Currently, BN layer in flow models tends to register two buffers, i.e.
running mean and running variance, to keep track of the batch mean and batch variance in
the training, then fix it to generate data in the backward pass. We implement a GN layer
for low models similarly, i.e. registering two buffers to keep track of the group mean and
variance in the training (we use 4 groups for each instance). However, during generation, we
first try repeating the group mean and variance for the sampled batch, but the generation
exhibits no variance, i.e. they all look similar. Then we change the registered buffers to
keep track of a pool of group mean and variance, but the generation becomes null. We
leave a tailored normalization layer that is suitable for private training for future work.
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Limitation: The insight behind DP-LFlow, i.e. shrinking the model size, seems to con-
tradict the intuition and the findings in a prior study on scaling laws of language models
(Kaplan et al. ), because more model parameters generally mean better learning capa-
bility. However, Kaplan et al. ( ) conducted all experiments in the non-private setting,
and our findings in Figure 3.1 on image generators are consistent with Kaplan et al. ( )
in the non-private setting. In the private setting, Figure 3.1 motivates us to improve the
performance of DPGMs by preventing the model from being over-complicated. Neverthe-
less, it is apparent that an over-simple generative model (certainly including DP-LFlow)
is not able to generate realistic images either with or without DP guarantee. Therefore,
shrinking the model size may impose an upper bound on the model utility.

3.7 Related Work

We categorize related works by approaches:

DP-SGD: The vast majority of related works are realized by training different generative
models with DP-SGD. GAN: DP-GAN (Xie et al. ) first trains GAN with DP-SGD
algorithm, where the discriminator is trained with DP-SGD, then the generator is auto-
matically DP as ensured by post-processing theorem. DP-CGAN (Torkzadehmahani et al.

) extends the idea into the conditional setting. VAE: DP-VaecGM (Q. Chen et al.

) trains k& VAEs on k classes of private data with the DP-SGD algorithm, and re-
turns the union as generations. This work only focuses on privacy attacks. DP-kVAE (Acs
et al. ) first partitions the dataset into k clusters by kernel k-means method, then
trains k¥ VAEs on each data cluster with DP-SGD. However, their generation exhibits clear
mode-collapse. Flow: DP-NF (Waites and Cummings ) directly trains a flow-based
model by DP-SGD. DP-HFlow (Lee et al. ) designs a fine-grained gradient clipping
strategy to increase the signal-to-noise ratio and accelerate the training. However, both
works relating to flow models are limited to (low dimensional) tabular datasets. Diffusion
model: A few recent papers also tried training the powerful diffusion models with DP-
SGD (Dockhorn et al. ; Ghalebikesabi et al. ), which can generate realistic images
under DP constraints. However, their training is significantly more computation-intensive,
e.g. Dockhorn et al. ( ) requires 8 GPUs and one day to train a DP diffusion model on
MNIST and FMNIST.

PATE Mechanism: Private Aggregation of Teacher Ensembles (PATE) (Papernot, Abadi,
et al. ; Papernot, S. Song, et al. ) is another mechanism for learning a DP model,
by perturbing the aggregated information from an ensemble of teacher models with noise.
PATE-GAN (Jordon et al. ) first applies PATE mechanism to GAN, where the discrim-
inator becomes non-differentiable, thus a student discriminator is trained with all teacher
ensembles, which is then used to train the generator. G-PATE (Long et al. ) sanitizes
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the aggregated gradients from teacher discriminators to the generator to make the gen-
erator DP. However, gradient vectors need to be discretized in each dimension to employ
the PATE mechanism that only takes categorical data as input. DataLens (B. Wang, Wu,
et al. ) further improves G-PATE by introducing a three-step gradient compression
and aggregation algorithm called TopAgg.

Kernel-based Methods: DP-MERF (Harder et al. ) proposes to perturb the kernel
mean embeddings of real data through random Fourier features, and train a generator
by minimizing the maximum mean discrepancy (MMD) between the noisy embedding of
private input and embedding of generation. PEARL (Liew et al. ) extends the idea of
DP-MERF by introducing an adversarial objective on sampling frequencies, which indicates
improvement in performance.

Others: GS-WGAN (D. Chen et al. ) creates a privacy barrier at the output of
the generator of a Wasserstein GAN (WGAN), based on the observation that only the
generator will be published, thus only the generator needs to be private. DP-Sinkhorn (T.
Cao et al. ) adds a privacy barrier in a similar way as GS-WGAN, where a Sinkhorn
loss is used as the training objective.

3.8 Summary

Though DP-SGD is currently the workhorse algorithm for training a deep learning model,
it remains a big challenge whether it can be applied to training large models with accept-
able model utility. In this paper, we first show that training a DP flow via DP-SGD is
highly challenging (or even infeasible) with achieving acceptable utility due to a few par-
ticular challenges of flow models, and then propose an effective solution, i.e. DP-LFlow, by
reducing the flow training from the full input space to a lower dimensional latent space, so
that the model is more resilient to (larger) noise perturbation introduced by DP-SGD. Ex-
perimental results on widely compared image benchmarks demonstrate the generality and
scalability of DP-LFlow on different image spaces (grayscale and RGB) and different DP
constraints (weak and strong DP guarantees). Notably, to our best knowledge, DP-LFlow
is the first DPGM to scale to high-resolution image datasets, which further validates its
effectiveness and versatility.
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Chapter 4

Functional Rényi Differential Privacy
for Generative Modeling

4.1 Preface

Although training a generative model with DP-SGD is the most straightforward way to
obtain a DPGM, it suffers from (1) heavy training time and memory overhead, due to the
individual gradient clipping, and (2) limited scalability to stronger DP guarantees.

An alternative way to train a DPGM is the kernel method, by making the training
objective differentially private, which does not suffer from the same issues as DP-SGD.
However, existing kernel-based methods tend to generate homogeneous images, which re-
stricts their utility in practice. In this work, we first extend RDP from vectors to functions,
then we apply the proposed functional RDP mechanism to the loss function (in an RKHS)
differentially private without trimming the RKHS. The proposed method is more scalable
on strict DP guarantees and can generate data with better utility given the same privacy
budgets.

Abstract: Differential privacy (DP) has emerged as a rigorous notion to quantify data
privacy. Subsequently, Rényi differential privacy (RDP) has become an alternative to the
ordinary DP notion in both theoretical and empirical studies, because of its convenient
compositional rules and flexibility. However, most mechanisms with DP (RDP) guarantees
are essentially based on randomizing a fixed, finite-dimensional vector output. In this work,
following Hall et al. ( ) we further extend RDP to functional outputs, where the output
space can be infinite-dimensional, and develop all necessary tools, e.g. (subsampled) Gaus-
sian mechanism, composition, and post-processing rules, to facilitate its practical adoption.
As an illustration, we apply functional RDP (f-RDP) to functions in the reproducing kernel
Hilbert space (RKHS) to develop a differentially private generative model (DPGM), where
training can be interpreted as iteratively releasing loss functions (in an RKHS) with DP
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guarantees. Empirically, the new training paradigm achieves a significant improvement in
privacy-utility trade-off compared to existing alternatives, especially when ¢ = 0.2. Our
code is available at https://github.com/dihjiang/DP-kernel.

The following sections are adapted from the main paper and appendix of D. Jiang, S.
Sun, and Y. Yu (2023). “Functional Renyi Differential Privacy for Generative Modeling”.
Advances in Neural Information Processing Systems, vol. 36.

4.2 Introduction

Modern machine learning has achieved impressive success thanks to the availability of
big data and computing resources. However, there are increasing privacy concerns when
training with personal or sensitive data. Differential privacy (DP, Dwork ) has become
the de-facto standard technique for releasing statistics of sensitive databases, which is
designed to bound the output change of a randomized mechanism M given an incremental
input deviation, such that M does not depend too much on any individual point in the
dataset. Recently, Mironov ( ) generalizes DP to Rényi differential privacy (RDP)
through a-Rényi divergence (Rényi ), which shares many properties with the ordinary
DP, yet with tighter and easier composition analysis, thereby attracts more attention in
practice.

The popular mechanisms (e.g. Gaussian or Laplace) towards DP or RDP essentially
randomize a finite-dimensional vector output with (Gaussian or Laplace) noises. However,
if we want to privately release a function, vector-based DP mechanisms are not readily
amenable, because a function over a real-valued domain is characterized by infinitely many
points (Hall et al. ), which will lead to co bound on the L2/L1-sensitivity if we follow
the same sensitivity analysis in Dwork, Roth, et al. ( ) for the vector output, and will
effectively lead to infinitely large Gaussian/Laplacian noise and is impractical. Moreover,
it is unclear how to add noise to an infinite-dimensional output. Examples that require a
functional DP mechanism include privately releasing the reward function in reinforcement
learning (B. Wang and Hegde ), the kernel function in kernel density estimation and
kernel support vector machine (SVM) (Hall et al. ), and the kernel function in DPGM
in this work.

Hall et al. ( ) made the most fundamental contribution to extending DP from
vectors to functions. Essentially, the functional Gaussian mechanism is achieved by adding
a sample path of Gaussian process to a function, in contrast to adding Gaussian noise to
a vector. Evaluating the released DP function at arbitrarily many points (which will form
a vector) will retain the same DP guarantee. It is worth mentioning that there are no
composition theorems and subsampled Gaussian mechanisms developed for functional DP
in Hall et al. ( ), thus restricting its use in deep learning.

Due to the theoretical convenience and practical flexibility of RDP, in this work, we
aim to extend RDP to functions, with all necessary tools to facilitate its adoption in deep
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learning. Furthermore, we demonstrate its value via a particular application in DPGM
where the loss function is in an RKHS. Our contributions can be summarized as:

e Theoretically, we develop the functional RDP, which is equipped with many useful tools
including (subsampled) Gaussian mechanism, composition, and post-processing theo-
rems. We will show that functional RDP will share many important properties and
results with the vector-based variant.

e Empirically, with functional RDP, we propose a novel DPGM training paradigm by
privatizing the loss function in an RKHS, rather than truncating the RKHS to a finite-
dimensional space and injecting Gaussian noise therein as in existing works. Our method
is evaluated and compared across a wide variety of image datasets and DP guarantees,
where our method consistently outperforms other baselines by a large margin. Notably,
our method indicates better scalability at more stringent DP guarantees (e.g., ¢ = 1 and
0.2), compared to state-of-the-art (SoTA) baselines.

4.3 Preliminary

Differential privacy quantifies and restricts the output change of a randomized mechanism
given an incremental change in the input dataset, such that the privacy of an individual
point is protected. The output of a randomized mechanism can be either a vector (Sec-
tions 4.3.1 to 4.3.3) or a function (Section 4.3.4). In this section, we recall a few important
related works in differential privacy.

4.3.1 Differential Privacy for Vectors (v-DP)

Definition 4 ((e, §)-DP for vectors, Dwork ; Dwork, Roth, et al. ). A randomized
mechanism M : D — R with domain D and range R satisfies (e,0)-differential privacy if
for any two adjacent inputs D, D’ € D and for any (measurable) subset of outputs S C R
it holds that

Pr[M(D) € 8] < exp(e) - Pr[M(D’) € S] + 9,

where adjacent inputs (a.k.a. neighbouring datasets) D, D’ only differ in one entry. Par-
ticularly, when 6 =0, we say that M is e-DP.

4.3.2 Rényi Differential Privacy for Vectors (v-RDP)

Mironov ( ) first formalizes Rényi differential privacy (RDP) which extends ordinary
DP by using a-Rényi divergence (Rényi ). RDP is shown to provide easier composition
properties than the ordinary DP notion, and it can be easily converted to (¢, d)-DP.
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Definition 5 ((a,€)-RDP for vectors, Mironov ). A randomised mechanism M is
(v, €)-RDP if for all adjacent inputs D, D', Rényi’s a-divergence (of order a > 1) between
the distributions of M(D) and M(D') satisfies:

Do(M(D)|M(D") = L5 log Buny (23)" <

q(z)

where p and q are the density of M(D) and M(D'), respectively.

Conveniently, RDP is linearly composable:

Theorem 6 (Sequential composition of v-RDP, Mironov ). Let f : D — Ry be
(a,€1)-RDP, g : R1 X D — Ry be (o, €3)-RDP, then running f,g sequentially to obtain
h:D — Ry x Ra, h(D) := (f(D),g(f(D),D)) satisfies (e, €1 + €2)-RDP.

Similar to the parallel composition theorem for ordinary e-DP as in McSherry ( ),
we complement the parallel composition for v-RDP:

Theorem 7 (Parallel composition of v-RDP). If mechanism M, satisfies (o, €;)-RDP for
1=1,2,...,m, and let Dy, D5, ..., D,, be the disjoint partitions by executing a determinis-
tic partitioning function P on D. Releasing My(Dy), ..., My (Dy,) satisfies (o, max;ey €;)-
RDP, where I ={1,2,... ,m}.

4.3.3 Gaussian Mechanism for v-DP and v-RDP

Among multiple choices, the Gaussian mechanism is more suitable for the (e, §)-DP notion
(where § > 0) and provides additional flexibility (e.g., the sum of Gaussians is still a
Gaussian). It is achieved by adding calibrated spherical Gaussian noise to a vector output.

Proposition 1 (Gaussian mechanism for v-DP and v-RDP, Dwork, Roth, et al. :
Mironov ). Given a d-dimensional function f : D — R The Gaussian mechanism is
given by:

M(D) = f(D) + s f - N(0, L),

where Aof = maxpp ppep ||f(D) — f(D')]2. M(D) is said to be: (1) (¢,0)-DP if
o >+/2In(1.25/0)/¢ for e € (0,1), or (2) (o, 525)-RDP.

4.3.4 Differential Privacy for Functions (f-DP)

Prior DP works mainly focused on the setting when the output of a query is a vector.
However, if the output is a function, such as the kernel density estimation example in Hall
et al. ( ) and the DPGM example in our work (Section 4.5.3), a few challenges render
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the direct application of previous DP results on a functional output' intractable: it is
unclear (1) how to analyze the sensitivity and (2) how to add Gaussian noise to an infinite-
dimensional output. To the best of our knowledge, Hall et al. ( ) are the pioneers in
addressing those challenges by starting with defining the (e, §)-DP for functions:

Definition 6 ((¢,9)-DP for functions, Hall et al. ). Consider a class of functions
indexed by database D over T = R, i.e. {fp : D € D} C R". Define cylinder sets’
Csp={feR”: (f(x1),...,f(xn)) € B}, for all finite subsets S = (x1,...,%,) of T and
Borel sets® B € R™. Then, define Cs = {Csp : B € B(R")} and Fy = Us.jsj<o0 Cs- We say

the mechanism }; satisfies (€,0)-DP over the field of cylinder sets, if for all D, D" € D:

Pr[fp € A] < exp(e) x Pr[fp € A|+4, VAe R (4.1)

Hall et al. ( ) point out that whenever Eq. 4.1 holds, for any finite set of points

Xi,...,X, in T chosen a-priori, or after the construction of the function, or even adaptively
chosen based on the outputs given, releasing the vector [fp(x1),. .., fp(x,)] satisfies (¢, d)-
DP.

The Gaussian mechanism for f-DP  is reached by injecting a sample path of a calibrated
Gaussian process® into the function:

Proposition 2 (Gaussian mechanism for {-DP, Hall et al. ). Let G be a sample path of
a Gaussian process having mean zero and covariance function k. Let M denote the Gram
matrix

k(xy,x1) ... k(x1,x%,)
M(xq,...,%x,) = : : . (4.2)
k(xp,x1) ... k(x,,x,)

Let {fp : D € D} be a family of functions indexed by database D. Releasing }VD =
fo++/2In(1.25/0)A/e - G satisfies (€,9)-DP whenever

fD(Xl) - fD'(Xl)
sup sup sup : < A. (4.3)
D~D' n<oo (x1,...,xn ) ET™

2

Fo(%2) = Fir(x2)

Tt means the output is a function.

2Intuitively, the cylinder set defined here is a set of functions where any finite evaluation of the function
is in a “ball”.

3A Borel set is formed via countable union, intersection and complement of open sets in a topological
space.

4Not to confuse with the function DP in Dong et al. ( ), where the type-I and type-1I errors are
controlled by a pre-specified function.

5A Gaussian process is a generalization of the multivariate Gaussian distribution to the infinite-
dimensional case. Any arbitrarily collected finite random variables from a Gaussian process follow a
multivariate Gaussian distribution.
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Particularly, Hall et al. ( ) studied how to achieve (¢,)-DP for functions in an
RKHS ¢ H:

Corollary 1 (Corollary 9 in Hall et al. ). For {fp : D € D} C H, releasing fp =
fo +/2In(1.25/6)A/e - G is (¢,0)-DP (with respect to the cylinder o-field) whenever
supp pr |fo — forlln < A and when G is a sample path of a Gaussian process with mean
zero and covariance function k that is given by the reproducing kernel of H.

4.4 Reényi Differential Privacy for Functions (f-RDP)

In this section, we aim to extend the definition of RDP to functional outputs, along with
its associated calculus rules to facilitate practical adoption. In particular, we will show
that the main results for v-RDP all extend to f~-RDP.

4.4.1 Definition

Consider a class of functions over T = R, i.e. {fp : D € D} C RT. We can define a
functional generalization of the a-Rényi divergence:

Definition 7 ((a,€)-RDP for functions). Denote the evaluation of function fp on any

finite subsets S = (x1,...,%,) of T by {E(xl),...,};(xn)} = fp(S). We say fp is
(o, €)-RDP, if for all adjacent inputs D, D’ € D, Rényi’s a-divergence (of order o > 1)

between the distributions of fp(S) and ]?;/(S) satisfies:
Da(fo(S)1for(S)) i= 5 log Euny (25 < (4.4)

where p,q are the density of };(S) and j/’;/(S), respectively.

Remark 1. Definition 7 essentially claims that the distribution of any finite number of
evaluations of function fp and fp. satisfies Definition 5 (v-RDP).

We have a weaker definition of f-RDP (see Lemma 1 for the weaker definition) also
based on cylinder sets as in Definition 6. We also refer interested readers to Appendix C.6
for an alternative unified definition of RDP for both vectors and functions.

4.4.2 Post-processing Theorem

As any data-independent post-processing preserves the DP guarantee for v-RDP (Defini-
tion 5), it also preserves DP guarantee for -RDP with Remark 1. Specifically,

6A Hilbert space of functions with continuous pointwise evaluation f — f(z). We give more explana-
tions in Section 4.5.1.
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Theorem 8 (Post-processing theorem of -RDP). If a function fp is (a,€)-RDP, so is
go fp, where g is a post-processing mechanism that only depends on a finite number of

outputs of fp.

4.4.3 Conversion to (¢,6)-DP

The following conversion is a direct extension of its vector version in Mironov ( E

Proposition 3 (f-RDP conversion to f-DP). A function fp that is (v, €)-RDP is (e +
a—1 :

4.4.4 Composition Theorems

Similar to Theorem 7, we first derive the parallel composition theorem of RDP for functions:

Theorem 9 (Parallel composition of f-RDP). Given a deterministic partitioning function
P, let Dy, Dy, ..., Dy, be the disjoint partitions by executing P on D. If function fp, satis-
fies (o, €;)-RDP fori=1,2,...,m, releasing (fp,,---, fp,,) := [p satisfies (o, max;ey €;)-
RDP, where I ={1,2,... ,m}.

Now we move on to the sequential composition theorem of RDP for functions (extension
of Theorem 6 to functional mechanisms), which is important and required for composing
the total privacy cost when we sample different sample paths from the Gaussian process
over training iterations.

First, we note that Theorem 6 implicitly defines g as a functional mechanism, i.e.
g:D — RX'. It means for any r; € Ry, we have g,, == g(r1,-) : D — R4 is (o, &)-RDP.

Theorem 10 (Sequential composition of -RDP). Let {fp : D € D} and {gp : D € D}
be two families of functions indexed by dataset D, where fp € RY is (o, €1)-RDP and

gp : RY — R is (o, €2)-RDP. Releasing the sequentially composed functional mechanism
hp = (fp,gp o fp) € RT x R5 = (R1 x Ra)T*% satisfies (o, €1 + €3)-RDP.

4.4.5 Gaussian Mechanism

We also need to develop a Gaussian mechanism to retain f-RDP. To make it more conve-
nient, we first rewrite Proposition 1 in a similar form to Proposition 3 in Hall et al. ( )
as:

Definition 8 (Gaussian mechanism for v-RDP, with non-isotropic Gaussian). Let M €
R be a positive definite symmetric matriz, the family of vectors {vp : D € D} €
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R? satisfies supp_p |M~2(vp — vp)|ls < A for all adjacent datasets D, D' € D. The
Gaussian mechanism is given by:

%:VD—FO'A'N(O,M). (45)

vp in Eq. 4.5 satisfies («, 5% )-RDP. Now we define the Gaussian mechanism for f-RDP:

Y 20-2

Proposition 4 (Gaussian mechanism for -RDP). Let G be a sample path of a Gaussian
process having mean zero and covariance function k. Let M denote the Gram matriz (as
defined in Eq. 4.2). Let {fp : D € D} be a family of functions indexed by database D.

Releasing fp = fp + oA -G satisfies (a, 3% )-RDP whenever Eq. 4.3 holds.

Particularly, when the function is in an RKHS H, we have the following corollary:

Corollary 2. For {fp : D € D} C H, releasing fo = fo+oA-G is (o, 535)-RDP
(with respect to the cylinder o-field) whenever supp p || fp — forlly < A and when G is a
sample path of a Gaussian process with mean zero and covariance function k given by the
reproducing kernel of H.

4.4.6 Subsampled Gaussian Mechanism (SGM)

Subsampling is a crucial component in existing DP deep learning algorithms (e.g., DP-
SGD of Abadi et al. ), which incurs a small privacy cost for every sampled batch
by querying D, thereby requiring to compose the total privacy loss (measured by €) over
training iterations. The same thing could happen for functional mechanisms when we
subsample a batch S from the whole dataset D to index the function fg.

The current dominant (python-based) DP implementation packages, e.g., Tensorflow
privacy and Opacus, apply v-RDP and compute the total € in three main steps: (1) compute
the v-RDP guarantee for an SGM, based on a numerical procedure in Mironov et al. ( )
(2) sequentially compose v-RDP over training iterations; (3) convert v-RDP to v-DP. In
previous sections we have already shown that f~RDP shares the same results with v-RDP
on steps (2) and (3), now we will show that an SGM for {-RDP can be reduced to v-RDP in
Mironov et al. ( ), thus, the numerical procedure in Mironov et al. ( ) (and thereby
those DP packages) is amenable to f-RDP in terms of the € accumulation.

We apply the same subsampling strategy as in Mironov et al. ( ). Let S be a
subsampled set from D, where each element of S is independently drawn from D with
probability ¢q. SGM for f-RDP is given by fs = fs+ cA -G, where A and G are defined in
Proposition 4. The reduction is immediate: for any finite set of points V' = {xy,...,x4}
(where d < 00), fs(V) will form a d-dimensional vector. Let gs(V) = M~Y2fg(V), we
have gs(V) = gs(V) + oA - N(0,1;), where gg(V) is a d-dimensional vector and g5(V) is
the same SGM as in Mironov et al. ( ). Therefore, f-RDP shares the same guarantee of
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an SGM with v-RDP. Another intuition is that Mironov et al. ( ) reduce computing the
a-Rényi divergence of d-dimensional Gaussians to 1-dimensional Gaussians, which guides
all of their subsequent derivations. When d — 0o, we can reach the same reduction from
infinite-dimensional Gaussian (Gaussian process) to 1-dimensional Gaussian.

4.5 An Application in DPGM

To demonstrate the practical value of f~RDP, here we consider a particular example of
training a differentially private generative model (DPGM) through Maximum Mean Dis-
crepancy (MMD).

4.5.1 Background

Assuming a feature map ¢ : X — H, where H is an RKHS of some kernel, MMD (Gretton
et al. ) is a non-parametric distance measure that compares two distributions p, ¢ by:

Lynp2 (P, 4) = [[Bxnp¢(%)] = Ewnglo(w)] 3,

where Ex,[¢6(x)] € H is also known as the (kernel) mean embedding (KME) of p.

Given a kernel k : X x X — R, such that” k(x,w) = (¢(x), ¢(W))x, we can play the
kernel trick to compute the (squared) MMD in an alternative way:

Lainn2 (P, @) = Exxapk (X, X') = 2Exp wegh (X, W) 4+ Eg wrgh(W, W),

which also implicitly lifts the KME into an infinite-dimensional space.

Sriperumbudur et al. ( ) suggest that if k is a characteristic kernel (e.g., Gaussian
kernel), then MMD = 0 iff p = ¢, which makes MMD a practical tool in many applications,
such as two-sample test (Gretton et al. ) and generative modeling (e.g., C.-L. Li et al.

;Y. Li et al. ).

4.5.2 Related Works

Balog et al. ( ) first proposed a DP database release mechanism via KME, by truncat-
ing the infinite-dimensional RKHS to a finite-dimensional feature space through random
Fourier features and adding Gaussian noise to the mean of truncated feature embeddings
of all data. This idea is further extended to generative modeling by DP-MERF (Harder
et al. ). Specifically, given the samples drawn from two distributions: D = {x;}, ~ p

"By Moore—Aronszajn theorem, any symmetric, positive definite kernel k£ on X defines a unique Hilbert
space of functions on X where k is a reproducing kernel. We can find a feature map ¢ : X — H, such that
k(x,w) = {(¢p(x),p(w))x and (-, )3 is the inner product on H.
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(true) and W = {w;}}L, ~ ¢ (generated), empirical MMD with a kernel function k can be
estimated by:

N N N M M

Lo (0:0) = 33 D0 D k%) = o D0 D kW) + 55 D0 D klwswy)

i=1 p=1 i=1 j=1 j=1 g=1
(4.6)

Z‘N
~
M=

<
Il

-~

DP-MERF approximates the kernel by: k(x,w) (x)Td(w), where ¢(x) € R is the
random Fourier feature (Rahimi and Recht ) and d is the feature dimension. Now the
loss becomes:

_ ‘ i

1 &L 1 & 2
£MMD2 D, q HN Z¢ X;) Z¢ w;) - MZéb(Wj)
3:1 J=1

where /i, = + Zf\il C/E(Xz) is the empirical KME of p. Calibrated Gaussian noise is added
to f1, to obtain [, with DP guarantees, which can be viewed as privatized statistics of the
whole real dataset. Thereafter, the training objective is to match the KME of generated
data with fi,, without querying the real data any longer. A line of recent follow-up works,
e.g., PEARL (Liew et al. ) and DP-HP (Vinaroz et al. ), boil down to improving
the finite-dimensional truncation and show some further improvement in utility.

Compared to other DPGM approaches via DP-SGD (Abadi et al. ), DP-MERF is
appealing in two aspects: (1) training efficiency, since noise is added to the KME of the
whole database once and for all, whereas DP-SGD has to clip and perturb the gradient in
each training iteration, which leads to significant training time overhead; (2) more scalable
to smaller €, e.g., € = 1 or below.

However, we observe that the generation by DP-MERF (and related followup methods)
resembles “mean-like” images (e.g. see Figures 4.1 to 4.3), which can be explained by
their training objective, because matching the KME of all data is likely to lead to mode
collapse. Moreover, truncating the RKHS into a finite-dimensional space makes it easy
to add Gaussian noise, but at the cost of potentially losing the fine ability to distinguish
the data distribution from generation (any finite-dimensional RKHS is not characteristic).
Therefore, we turn to study the possibility of adding noise in the infinite-dimensional RKHS
directly.

4.5.3 Methodology

We use Gaussian kernel as our kernel function k, i.e., k(x, w) = exp{— “"2‘;;”3 }, since it is
widely used in related works (Harder et al. ; Liew et al. ; Vinaroz et al. ).
Define
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so we can rewrite Eq. 4.6 by plugging in fp:

o XN g M | MM
Lymp2 = NZfD(XP) Vi ZfD(Wj> + e sz(wjqu>-
p=1 J=1

j=1 q=1
Privatizing the terms relating to real data x; € D (i = 1,2,..., N) amounts to privatizing
the function fp € H by Corollary 2, which leads to our private training objective:

Lo = 3 Do Fol50) = 1 D Tow) + 5 3D hlwywg), (A7)

j=1 ¢=1

where w = gy(z), i.e., w is generated from standard Gaussian noise z by a generative
neural network gy. Given the kernel is Gaussian, we can easily bound the sensitivity of
fp in the RKHS norm. Without loss of generality, assume D, D’ only differ in the last
element, i.e., xy # xy. Then,

(o= fir) = ¢ 3 00x) = 10 D 6(x) = 1 (00xx) — 6(x4)

=1

Now we play the kernel trick k(x,y) = (¢(x), ¢(y))y again:

1 2
o~ Forly = o3 (e ) — k(e ) + k(s X)) < g 1= A7
We follow the batch method in Hall et al. ( ) to release function fp in practice, as

it naturally fits the batch training manner, which amounts to sampling a path from the
Gaussian process specified by any finite collection (batch) of points. Assuming the batch
size is m, we concatenate (x,w) = s (of size 2m, X = Sq.n], W = Smy1:2m]), t0 save an
additional privacy cost incurred by an additional sample path in each training iteration.
Now we release fp(x;) and fp(w;) via fp(s) as needed in Eq. 4.7 by:

fo(s1) fo(s1) k(si,s1) ... k(s1,Som)
: ~N : oA : : . (48)
}\D/(ng) fD(SZm) ]C(ng, Sl) v k(SQm; S2m)

In summary, each training iteration proceeds with (1) subsample a batch S from D to
index the function fs; (2) perturb fg by Corollary 2; (3) compute the loss function Eq.
4.7 by Eq. 4.8.

Extension to the conditional setting: We follow the approach in DP-MERF to encode
labels in the MMD loss. Consider a new kernel k£* as a product of two existing kernels:
E*((x,y), (X,¥)) = kx(x,%)ky(y,y), where we set kx the same as the unconditional setting
(i.e., Gaussian kernel) and k, to be polynomial kernel of order-1, i.e., ky(y,y) =y 'y. Now
the function that we want to privately release becomes f = + Zf\il E*((x:,¥i),(+,+)). The
sensitivity of f}, is the same as fp. Thus, releasing f}, by the batch method is achieved by
replacing fp, k with [}, k* in Eq. 4.8.
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4.5.4 Experiments

Since our method is based on making the RKHS features of a (Gaussian) kernel differ-
entially private without truncating the kernel, we term our method DP-kernel. In this
section, we will evaluate DP-kernel both qualitatively and quantitatively on three image
benchmarks, including both grayscale and colorful images. All implementation details are
given in Appendix C.3.

Datasets: We consider widely used image benchmarks in related works, i.e. MNIST
(LeCun et al. ), Fashion MNIST (Xiao et al. ), and CelebA (Liu, P. Luo, et al.

). For MNIST and Fashion MNIST, we generate images conditioned on 10 respective
labels. For CelebA, we condition on gender. Descriptions and pre-processing of the datasets
are given in Appendix C.2.

Evaluation metrics: For quantitative comparison with baselines, we compute the fol-
lowing two metrics via 60k generated images under the same DP guarantees as baselines:

e Generation fidelity. We mainly use Fréchet Inception Distance (FID) (Heusel et al.
), as it is widely compared in related works. However, recent studies suggest that
FID is not always consistent with human evaluations (e.g. (Stein et al. )), where the
authors found that Inception-V3 (the feature extractor used to compute FID, which was
proposed in 2015) is not competent enough, and switching to a more recent and powerful
feature extractor (e.g. DINOv2 ViT-L/14) seems to overcome this issue. Therefore, we
follow Stein et al. ( ) and use their code to compute an additional Fréchet Distance,
which is denoted by FDpinoye, for our presentation only.

e Generation utility. We train a convolutional neural network (CNN) as the classifier
on generated images, then test the classifier on real images, where the performance is
measured by the classification accuracy. We take 5 runs and report the average and
standard deviation.

Baselines: We compare our method with the following related works: (1) kernel-based
methods: DP-MERF (Harder et al. ), DP-HP (Vinaroz et al. ), PEARL (Liew
et al. ); (2) others: DP-CGAN (Torkzadehmahani et al. ), GS-WGAN (D. Chen
et al. ), DP-Sinkhorn (T. Cao et al. ), G-PATE (Long et al. ), DataLens (B.
Wang, Wu, et al. ), DPDM (Dockhorn et al. ). All baselines are developed from
v-RDP or v-DP.

Privacy regimes: Note that according to Definition 4, the DP guarantee is weak when
€ > 10, because exp(10) ~ 2.2 x 10*, which is meaningless, because the two probabilities
are presumed to be comparable for practical deployment (e.g. € < 1). However, a line
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of recent SOTA DPGMs only generate acceptable images at ¢ = 10 (T. Cao et al. ;
D. Chen et al. ; Torkzadehmahani et al. ). Instead, we consider three values of
€, i.e., 10,1,0.2, indicating three levels of DP guarantees, where we put comparison under
(10,107°)-DP in Appendix C.4 for completeness.

4.5.4.1 Conditional vs. Parallel

The downstream classification task requires access to labels, so we need to consider condi-
tional generative modeling, as introduced at the end of Section 4.5.3.

Alternatively, we can partition the dataset by labels, train K (K is the number of
total classes) unconditional sub-models in parallel with DP guarantees, and release the
union in the end, which could retain the same level of DP guarantee as the conditional
one by parallel composition theorem for f-RDP (Theorem 9). Specifically, we partition the
dataset D into K subsets by labels, and set the target e¢ (for fp) the same for all fp,..
Thus, releasing ( foys-- o, fDK) also satisfies (a, €)-RDP. We will show both conditional and
parallel generation results in the following sections.

4.5.4.2 Grayscale Image Sets: MINIST and Fashion MNIST

We first tried our method on MNIST and Fashion MNIST. Qualitatively, while all baselines
are able to generate reasonable images under (10, 107°)-DP guarantee (see Appendix C.4),
our method indicates more visual improvements for smaller ¢ with more diversity and less
artifacts, as shown in Figures 4.1 and 4.2. The quantitative comparison is summarized in
Table 4.1. Although DPDM?® is the only related work that is on a par with our method
(both variants) when ¢ = 1, DP-kernel significantly outperforms other baselines when
e = 0.2. Specifically, our method improves the SoTA FID from 61.9 to 26.5 on MNIST,
and from 78.4 to 46.2 on FMNIST, while SoTA classification accuracy is generally improved
for more than 20% on MNIST and more than 10% on FMNIST.

The FDpinowe of our conditional variant on MNIST and FMNIST are 454.8 and 608.9
when € = 1, and they are 410.3 and 589.2 when ¢ = 0.2.

4.5.4.3 RGB Image Sets: CelebA

To test the versatility and scalability of our method, we also evaluate our method on a more
complex colorful image dataset, i.e. CelebA. Figure 4.3 shows that our method generates
more diverse face images with identifiable gender attributes compared to baselines, which
is quantitatively verified by significant improvement in both FID and Acc in Table 4.1.
Note that DPDM is unconditional on CelebA. Notably, for € = 0.2, our method improves
the SoTA FID from 264.8 to 85.9, and improves SoTA Acc from 52.7 to 86.5.

8DPDM requires 8 GPUs to train, whereas our method only requires 1 GPU.
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Ours (conditional)

Ours (parallel)

Figure 4.1: Qualitative comparison under (1,107°)-DP on MNIST and Fashion MNIST

The FDpinoye of our conditional variant on CelebA are 1028.2 when ¢ = 1 and 998.9
when e = 0.2.

4.6 Summary

We generalize RDP for vectors to functional mechanisms and develop all building blocks,
e.g. (subsampled) Gaussian mechanisms, composition theorems, and post-processing the-
orems, to facilitate its adoption in deep learning frameworks. We show that those main
properties or results of v-RDP also hold for f-RDP. Equipped with {-RDP, we propose a
novel approach for training a DPGM, by making the loss function in the RKHS private
without truncating the RKHS. Experimental results across different datasets and privacy
costs indicate that our method (equipped with f-RDP and retaining the full discrimina-
tive capability of the kernel) consistently outperforms other kernel-based methods (with
v-RDP) as well as non-kernel-based methods by a large margin. We expect our work to
bridge the gap between RDP and functional mechanisms and enrich the family of DPGM.
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Figure 4.3: The qualitative comparison on CelebA. § = 107°. DPDM is unconditional.
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Table 4.1: Quantitative comparison on MNIST, Fashion MNIST (FMNIST) and CelebA.
Acc denotes classification accuracy, which is shown in %. 1 and | refer to higher is better
or lower is better, respectively. We use boldface for the best performance. Results of DP-
CGAN, GS-WGAN, DP-Sinkhorn are cited from T. Cao et al. ( ) and Long et al. ( ).
Results of PEARL and DPDM are cited from Dockhorn et al. ( ). Results of G-PATE
and Datalens are cited from their papers, respectively. (*): DPDM did unconditional
generation on CelebA.

MNIST FMNIST CelebA

Method €
FID | Acc? FID | Acc? FID | Acc?

DP-MERF 1 118.3 80.5 104.2  73.1 2194 576
GS-WGAN 1 489.8 143 587.3 16.6 437.3  62.9
DP-HP 1 - 74.0 - 67.0 - -
PEARL 1 121.0  78.2 109.0 68.3 - -
G-PATE 1 153.4  58.8 214.8 58.1 293.2  70.2
DataLens 1 186.1  71.2 195.0 648 2977  70.6
DPDM 1 234 934 37.8 736 *7T1.0 -
Ours (conditional) 1 29.5  93.4+o05 49.5  78.8+04 81.8 86.2+0.9
Ours (parallel) 1 21.8 95.5+06 48.4  80.0+0:5 83.8 87.0+0s
DP-MERF 0.2 1193 752 151.3 674 264.8  52.7
PEARL 02 133.0 776 160.0  68.0 - -
G-PATE 0.2 - 220 - 18.0 - -
DataLens 0.2 - 234 - 223 - -
DPDM 0.2 619 719 78.4 57.0 - -
Ours (conditional) 0.2  26.5 91.3+0s8 46.2  78.4xo07 85.9 84.3+11
Ours (parallel) 0.2 373  93.7+o07 65.4  79.2+05 95.8 86.5+1.2
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Chapter 5

Conclusion

Despite the impressive success of modern DGMs in generating realistic samples, their
trustworthiness remains a significant concern. This thesis examines two critical aspects of
trustworthiness—distribution shift and privacy—and their connections to DGMs. DGMs
serve roles beyond data generators. For instance, we introduce a reliable out-of-distribution
(OOD) detection method using flow generative models (Chapter 2). Besides, both the
general public and research communities have increasing concerns about the privacy leakage
of DGMs, rather than merely caring about their generation quality. In this thesis, we
also introduce two approaches to train a DPGM, which limits the probability of inferring
individual data privacy in DGMs (Chapters 3 and 4). Specifically,

e In Chapter 2, although thresholding the likelihood assigned by flow generative models
is found to be unreliable in detecting OOD input, we propose a mathematically
sound OOD detection method using the bijectivity property of flow models based
on a goodness of fit test and random projection. In addition, we adapt our method
into a two-sample variant to account for model training insufficiency, making no
assumptions on OOD data. Finally, we confirm on larger models and real datasets
that model accuracy may be negatively correlated with OOD detection performance.

It is worth mentioning that the proposed method based on distribution comparison
works in a group- or batch-wise manner. Our initial attempt to adapt it into a point-
wise method, i.e. creating a group of data by data augmentation and then running
the group-wise detection method, fails to achieve ideal performance. In the future, a
more effective point-wise detection method is worth exploring. We may also need to
characterize the OOD that can be reliably detected by our method.

e In Chapter 3, we first explore the practical challenges of training a differentially
private flow generative model using DP-SGD on image datasets. Then we propose an
efficient solution, i.e. DP-LFlow, by reducing the training from the full pixel space to
a lower-dimensional latent space. The proposed method indicates robustness across
different privacy budgets and different datasets. Uniquely, DP-LFlow is the first
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related work to present high-resolution (up to 256x256) image synthesis with DP
constraints.

Due to the inapplicability of batch normalization in DP-SGD, we currently remove
the batch normalization layers in flow models. We also discussed applying group
normalization as the alternative normalization layers. In the future, we may consider
designing a tailored normalization layer that is suitable for running DP-SGD, which
may not only benefit training a differentially private flow generative model but also
other differentially private model that contains batch normalization. Additionally,
improving the utility of large models when using DP-SGD is a potential area for
further exploration.

In Chapter 4, we explore the kernel method for training a DPGM by making the loss
function in the RKHS differentially private, offering better scalability than directly
applying DP-SGD to a generative model. To enhance the utility of existing kernel-
based methods that truncate RKHS into a finite-dimensional space and apply vector
RDP mechanisms, we generalize RDP to functional output and propose a novel im-
provement by applying functional Gaussian mechanisms to the loss function without
truncating the RKHS. Our method consistently outperforms other SOTA kernel- and
non-kernel-based methods by a large margin, especially when epsilon is small.

Currently, we implement our method using the Gaussian kernel (which is the most
commonly used kernel) and the associated RKHS. In the future, we may consider
discussing the differences among different kernels and RKHS. Besides, the proposed
method is validated on a few small-scale datasets, so some elementary generative
neural networks are sufficient to synthesize decent samples. We believe the genera-
tion quality will be further improved if we utilize more advanced vision generative
architecture, e.g. vision transformer, as our method is theoretically scalable to larger
model and larger-scale datasets.
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Appendix A

Appendix of Chapter 2

A.1 Datasets

In this section, we briefly introduce the public datasets we use and our preprocessing in
this work. Note that image size is represented in #channels x hetght x width, and all
images are normalized into [0.0, 1.0].

e Grayscale image datasets:

— MNIST (LeCun et al. ): MNIST is a dataset of handwritten digits, including
10 classes (from digit 0 to 9) and 70000 images in total. Each image is in 1 x 28 x 28.

— FMNIST (Xiao et al. ): FMNIST is a dataset of Zalando’s article images with
10 classes of clothes and shoes. There are 70000 images in total, and each of them
isin 1 x 28 x 28.

— KMNIST (Clanuwat et al. ): KMNIST is a dataset of Japanese characters.
There are 10 character labels and 70000 images in total, and each of them is in
1 x 28 x 28.

— Omniglot (Lake et al. ): Omniglot is a dataset of handwritten digits from
different alphabets. There are 1623 different characters and 32460 images in total,
and each of them is in 1 x 105 x 105. We center-cropped images to the size of
1 x 84 x 84, and then resize them into 1 x 28 x 28.

e RGB image datasets:

— CIFAR-10/100 (Krizhevsky, Hinton, et al. ): CIFAR-10/100 are datasets of
natural images, e.g. animals and vehicles. CIFAR-10 contains 10 classes, while
CIFAR-100 contains 100 classes. Both datasets contain a total of 60000 images.
Each image is in 3 x 32 x 32.
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— SVHN (Netzer et al. ): SVHN is a dataset of street view housing numbers,
including 10 classes and 99289 images in total. Each image is in 3 x 32 x 32.

— LSUN (F. Yu et al. ): LSUN is a dataset of 10 scene categories, e.g., bedroom,
classroom, kitchen. Only 10000 test images are used in this work. Images are not
in an universal size. The smaller dimension is resized to 256 by the original dataset.
We center-cropped images to the size of 3 x 224 x 224, and then resize them into
3 X 32 x 32.

— CelebA (Liu, P. Luo, et al. ): CelebA is a dataset of face images of celebrities.
It contains a total of 10177 identities and 202599 face images. Each image is in
3 x 178 x 218. We center-cropped images to the size of 3 x 178 x 178, and then
resize them into 3 x 32 x 32. 50000 images are randomly sampled from predefined
training split as the trainig set in this work.

We use the official training and test split for all datasets, and we create the validation set
by randomly holding out 10% from the training split.

A.2 Implementation Details on Our Method

Glow: Our Pytorch implementation of Glow was derived from Joost van Amersfoort’s
repository'. In our main results, for grayscale image datasets, we use 2 blocks, where
each block consists of 3 steps of flow with 64 hidden channels. For RGB image datsets,
we use 3 blocks, where each block consists of 3 steps of flow with 64 hidden channels.
Affine coupling layers with squeezing factor of 2 are used for all datasets. All priors are
set as standard Gaussians. The learning rate is set as le-5 for grayscale image datasets
and le-3 for RGB image datasets. The optimizer is Adam with a weight decay of 1e-6.

RealNVP: Our Pytorch implementation of RealNVP was derived from Ilya Kostrikov’s
repository?. In our main results, for grayscale image datasets, we use one block with 512
hidden channels. For RGB image datsets, we use 1 block with 2048 hidden channels.
All priors are set as standard Gaussians. The learning rate is set as le-6 for grayscale
image datasets and le-5 for RGB image datasets. The optimizer is Adam with a weight
decay of 1le-6.

As mentioned earlier, the training epochs can significantly affect the OOD detection per-
formance, and we found that the two SOTA baselines, as well as our GOOD1KS, are more
sensitive to training time than GOOD2KS. We use validation set to select the training
epoch that optimizes our GOOD2KS performance. Specifically, for RealNVP, we found

that training the model for 50 epochs on FMNIST, CIFAR-100, CelebA, and 100 epochs

Thttps://github.com/y0ast /Glow-PyTorch
2https://github.com /ikostrikov /pytorch-flows

76



Algorithm 3: Group OOD detection based on two-sample KS test (GOOD2KS).

Input: Training InD samples Xiain € RN (N denotes the size of training set),
Test OOD samples Xie splitted into m groups Xy, --- , X, with each
X; € R*? (b for batch size and d for dimension); random projection
matrix W € R¥x",

1 Ztrain = Til(Xtram) € RdXN

2 Strain = WTZtrain S RTLXN

3 for i < 1 to m do

4 Z; =T 1(X;) € R¥xb // transform into the latent space
5 SO =WTZ; € R // project onto n random directions
6 for j < 1 ton do

7 t ki; = KS(ng),Strain(j;)) // conduct two-sample KS test
8 | k; +— %Z;;l K // average over n random directions
9 compute AUROC for Xt based on all k;’s

on CIFAR-10, SVHN, achieves better GOOD2KS results. For Glow, we found that train-
ing the model for 2 epochs on CIFAR-10, 5 epochs on CIFAR-~100, and 200 epochs on
FMNIST, SVHN, CelebA, achieves better GOOD2KS results.

We also present the detailed algorithm of our GOOD2KS for completeness, as shown
in Algorithm 3.

A.3 Implementation Details of Benchmarks

For TyTest, we follow their Algorithm 1 except the threshold e to calculate the detection
score, since we are using AUROC for comparison. For KLOD, we follow their equation
(4) to calculate the detection score. However, we observe one empirical issue of KLOD,
i.e. the estimation of a high-dimensional covariance matrix from a small batch are mostly
singular, which leads the log determinant of covariance matrix in equation (4) of Y. Zhang
et al. to be negative infinity, and thus not indicative as a detection score at all. In
our experiment, we calculate 1"y to replicate their results.

A.4 Framework

Our framework is illustrated in Figure A.1. When the flow model T~ is trained, we do
the inference to obtain the latent variable, i.e. z = T~!(z), then do the detection based on
the distribution of z.
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Figure A.1: The framework of our method.

A.5 Motivation for Groupwise Detection

As mentioned in section 2.3.1, distribution based group anomaly is only detectable by
groupwise detection methods. We conduct a synthetic experiment to illustrate this point.
Consider two 2-d Gaussians with the same zero mean and orthogonal eigenvectors, e.g.
InD=N ([0, 0], [[1,0.5], [0.5,1]]) and OOD=N([0, 0], [[1, —0.5],[—0.5, 1]]). The two distribu-
tions have a large overlap around origin where the majority of mass reside in (they have
the same density peak). Therefore, if we train a generative model (e.g. RealNVP in this
example) to estimate their density, the InD and OOD density histograms will largely over-
lap, as shown in Figure A.2, which results in an AUROC of pointwise likelihood detection
score as low as 0.57. In contrast, with increasing number of test samples drawn from
these two distributions, the separation of InD and OOD will be increasingly clear (which
is true for both sample space and latent space). Our GOOD1KS and GOOD2KS methods
achieve detection AUROC of 0.67|0.67 for batch size = 10, 0.77]0.77 for batch size = 20,
and 0.97|0.96 for batch size = 100, respectively.

A.6 Point OOD Detection via Data Augmentation

In GOOD, we assume that a group of test samples are either from the in-distribution or
not. Now we will relax this assumption and extend the proposed group OOD detection to
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Figure A.2: An example of distribution based group anomaly. (a) Two 2-d Gaussians with
similar density and large overlap in support. (b) Density histograms largely overlap, where
likelihood score only achieves a detection AUROC of 0.57.

point OOD detection.

The key of the extension is to obtain a group of samples based on one single test
sample. To do so, one option is to adopt data augmentation (Shorten and Khoshgoftaar
), which has been extensively used in deep learning when the number of the training
samples is limited. Data augmentation is also a common practice to construct the positive
pairs in contrastive learning (T. Chen et al. ). Concretely, for each image sample
we can construct a group of samples by applying, e.g., rotations, random cropping and
resizing, and color distortion. For comparison, we produce 10 and 40 samples respectively.
Specifically, 10 augmented samples consist of 3 rotated images (90, 180, 270 degrees), 3
random cropped and resized images, and 3 color distorted (jitter) images, as well as the
original one, while 40 augmented samples consist of 3 rotated images (90, 180, 270 degrees),
18 random cropped and resized images, and 18 color distorted (jitter) images, as well as
the original one. Generally, our detection performance improves with the number of data
augmentation.

We compare the performance of our point OOD algorithm with two SOTA benchmarks:
log ¢(x) and input complexity S (Serra et al. ), as shown in Table A.1. Both log ¢(x)
and S encounter complete failure detection case, e.g. CIFAR-10/SVHN for log ¢(x) and
FMNIST/KMNIST for S, while our POOD is more robust to different dataset pairs.
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Table A.1: AUROC on RealNVP for point OOD detection (higher is better). Our re-
sults are denoted by R1|R2, where R1 corresponds to GOOD1KS, and R2 corresponds to
GOOD2KS.

InD OOD logg(x) &  Ours-10  Ours-40

MNIST 0.80  0.43 0.74/0.75 0.79]0.81
FMNIST KMNIST 091  0.19 0.84/0.83 0.90]0.89
Omniglot ~ 1.00  1.00 1.00[1.00 1.00|1.00

SVHN 0.16  0.80 0.85/0.81 0.850.82
CelebA 065 051 0.590.59 0.57]0.57
CIFARIO g7y 0.60 048 0.45/047 0.46]0.48

A.7 Additional Results

A.7.1 GOOD Results using RealNVP - AUPR

The corresponding AUPRs for the experiments in Table 2.1 are shown in Table A.2.

A.7.2 GOOD Results using Glow

The optimal number of random projections can be dataset- and model-dependent. We run
a similar experiment as section 2.4.2 with Glow to select the optimal number of projec-
tions. The selection process is similar to section 2.4.2, thus is omitted. Finally, we use 100
random projections when training Glow on grayscale image datasets, and use 200 random
projections when training Glow on RGB image datasets. The detection result is summa-
rized in Table A.3. Comparing Table A.3 with Table 2.1, we can notice that the detection
performance can be largely affected by the network architecture. In particular, for KLOD
and our GOODI1KS the AUROC for FMNIST (InD) and MNIST/KMNIST (OOD) can
be close to 0, which indicates a complete failure of detection. The underlying reason is
that it is always questionable whether a flow model is well-trained, which means there is
always the possibility that T;BOD is closer to the latent prior than T;&nD, motivating us
to propose the two-sample version to improve the robustness.

A.7.3 Comparison of Different Divergence Measures

We conduct a few more experiments to compare KS test and CvM test, as shown in Table
A.4, where the KS test indicates more robustness especially when batch size is small.
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Table A.2: AUPR on RealNVP (higher is better). Our results are denoted by GOOD1KS
| GOOD2KS. Highest AUPR are in boldface, and failure cases (where AUPR is below 0.5)

are underlined.

WD 00D batch size = 5 batch size — 10
TyTest KLOD Ours TyTest KLOD Ours
MNIST 0.65 0.86  0.99/0.99 0.68 0.89  1.00/1.00

FMNIST KMNIST 0.95 0.95 0.99/0.99 0.96 0.96 1.00/1.00
Omniglot 1.00 1.00 1.00[1.00 1.00 1.00 1.00]1.00

SVHN 0.95 068 0.95093 098 072 1.00[0.99
ClFAR.10  CclebA 078  0.94 086/0.86 0.87  0.99  0.94/0.94
LSUN 0.60  0.67 060061 070  0.78  0.66/0.70
SVHN 0.96 063 0.96/0.94 099 068 1.00[0.99
CIFAR-100 CelebA 0.60 0.89 085085 0.63  0.98 0.93]0.93
LSUN 049  0.57 0.56/0.57 052  0.66  0.60]0.64
CIFAR-10  1.00 098 0.620.70 1.00 098  0.80[0.89
SVHN CIFAR-100 1.00 098  0.64/0.71 1.00 099  0.82/0.90
CelebA 1.00 1.00 0.79/0.83 1.00 1.00  0.93/0.96
LSUN 1.00 099 0.70/0.74 1.00 1.00  0.88/0.93
CIFAR-10 097  0.98 086/0.89 1.00 1.00 0.97]0.98
CelebA CIFAR-100 0.98 0.98 085/0.88 1.00 1.00  0.96]0.98
SVHN 083 085 0.98/0.97 086 099 1.00/1.00
LSUN 0.99 0.99 081085 1.00 1.00 0.96]0.98

A.7.4 Batch Size = 20

We add more results when batch size is 20, as shown in Table A.6. The model is the same
as Table 2.1 and A.3. As expected, the GOOD performance will increase as batch size
increases. Our method can achieve an AUROC of 1.00 for most cases when batch size is
20.

A.7.5 Generation Quality vs. OOD Detection

Model capacity: We repeat the experiment regarding generation quality on RealNVP,
and the comparison is shown in Figure A.3. Again, the batch size is fixed as 10. The
observation is similar to Figure 2.7, i.e. a less capable model that generates more blurred
images performs better in OOD detection.

Training time: While the OOD detection performance generally improves with training
time, as shown in Figure A.4, we still found some anomalies. We found a few counterex-
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Figure A.3: Model capacity vs. OOD detection. Images are generated from RealNVP
trained on CelebA. Assume CIFAR-10 as OOD, and our GOOD1KS and GOOD2KS results
are segmented by |. (a) Generated images from a RealNVP with 1 block and 2048 hidden
channels. AUROCs = 0.98|0.99. (b) Generated images from a RealNVP with 16 blocks
and 512 hidden channels. AUROCs = 0.88]0.88.

amples that the OOD detection performance fluctuate or even declines with training time,
as shown in Figure A.5 and A.6.

This counter-intuitive phenomenon might be surprising at a first glance, but it is
not completely baseless. Note that the OOD detection failure for FMNIST /MNIST and
CIFAR-10/SVHN (the two most famous OOD detection failure cases as reported by Nal-
isnick, Matsukawa, Teh, Gorur, et al. (2019)) is because the generative model gives OOD
input higher density estimation than InD, i.e. the log likelihood histogram of OOD sits on
the right hand side of InD. A better model (either with a larger capacity or more training
time) tends to give a more accurate estimation of density. However, the OOD detection is
mainly based on both the separation of the InD score and OOD score and their relative or-
der (i.e. InD must have higher likelihood estimation than OOD input, otherwise detection
based on the likelihood will fail) instead of their respective accuracy. Some prior works
(Schirrmeister et al. 2020; L. Zhang et al. 2021) reported a related result. Specifically,
Schirrmeister et al. (2020) modifies the model architecture, so that the wrong relative or-
der of InD and OOD density histograms is reversed, which leads to the success of OOD
detection, although the modified model has worse log likelihood. In contrast, L. Zhang
et al. (2021) consider a successful case, where the relative order of InD and OOD bpd (bits
per dimension) histograms is correct, but they found that a mis-estimated model can lead
to a smaller overlap in bpd histograms of InD and OOD, which results in the improvement
of detection performance (see Figure 2 in L. Zhang et al. (2021)). This intuition is also
valid in our method. Take our one-sample test as an example. For a worse model, the
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Figure A.4: Training epochs vs. OOD detection. Images are generated from RealNVP
trained on CelebA. Assume CIFAR-10 as OOD, and our GOOD1KS and GOOD2KS results
are segmented by |. (a) Trained for 10 epochs. AUROCs = 0.78/0.78. (b) Trained for 100
epochs. AUROCs = 0.81]|0.81. (c) Trained for 150 epochs. AUROCs = 0.86/0.86. (d)
Trained for 200 epochs. AUROCs = 0.88]0.88.

. J.f 3 “qi. 3

Figure A.5: Training epochs vs. OOD detection. Images are generated from a Glow with
K =16,L = 3, h = 128 trained on CIFAR-10. Treating SVHN as OOD, our GOOD1KS
and GOOD2KS results are segmented by |. (a) Trained for 5 epochs. AUROCs = 0.96|0.96.
(b) Trained for 10 epochs. AUROCs = 0.96/0.95. (c) Trained for 100 epochs. AUROCs =
0.76]0.84. (d) Trained for 200 epochs. AUROCs = 0.87|0.84.

transformed distribution of both InD and OOD in the latent space will be further away
from the prior, compared to a better model, but the separation in this case might be more
pronounced, which is why a worse model can sometimes lead to better OOD detection.

More importantly, our detection method is not based on likelihood score, and yet we
still observe a similar phenomenon. These results are indeed related, and our results
corroborate existing work by examining more flow models, test statistics, real datasets and
metrics.
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Figure A.6: Training epochs vs. OOD detection. Images are generated from a Glow with
K =16,L = 2,h = 128 trained on FMNIST. Treating MNIST as OOD, our GOOD1KS
and GOOD2KS results are segmented by |. (a) Trained for 5 epochs. AUROCs = 1.00|1.00.
(b) Trained for 10 epochs. AUROCs = 1.00]1.00. (c) Trained for 100 epochs. AUROCs =
0.90/1.00. (d) Trained for 200 epochs. AUROCs = 0.921.00.

A.7.6 Intra-dataset OOD Detection

Till now, all our OOD detection experiments were conducted across different datasets (i.e.
inter-dataset OOD). We conduct additional experiments on detecting OOD within one
dataset, i.e. treating one class as InD, the rest classes combined as OOD. Table A.7 shows
the detection results on FMNIST and CIFAR-10. The batch size is fixed as 10, and our
method uses 200 random projections. Compared to SOTA baselines, our method achieves
the best intra-dataset OOD detection performance on FMNIST dataset for all classes,
while on CIFAR-10 dataset, our method yields the near-best detection performance for all
classes. Besides, there is no detection failure case in our method, which serves as another
evidence of the effectiveness and generality of our proposed method.

A.7.7 OOD Detection on Time-series Data

Till now, all our experiments are conducted on widely used image benchmarks. It will be
interesting to investigate whether our method can generalize beyond image datasets. We
consider testing physiological signals (time-series data), e.g. Electrocardiography (ECG)
and Electroencephalography (EEG). Clinically, ECG and EEG are electric signals that
could reflect heart or brain activities, thus can be critical for the monitoring and diagnosis
of cardiac dysfunctions or neural disorders. In this experiment, we train a RealNVP on
one signal, and test the OOD detection performance by treating the other kind of signal
as OOD. Our experimental data come from a publicly available database, i.e. MIT-BIH
Polysomnographic database (Goldberger et al. ; Ichimaru and Moody ) 3. The
MIT-BIH Polysomnographic Database collects various physiological signals, including EEG

3https://physionet.org/content /slpdb/1.0.0/
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and ECG, from 16 subjects during sleep. We randomly select four records from the database
for analysis, i.e. slp03, slp04, slpl4, slpl6, where each record is exactly 6-hour long.
Amplitudes are normalized between 0 and 1. The whole signal is segmented into 10-second
strips, so the size of this toy dataset is 8640, where 10% is randomly held out for validation,
and another 10% is randomly held out for test. The rest 80% is used for training. The
sampling rate is 250 Hz, so the data dimension is 2500. Table A.8 shows the detection
performance of OOD detection on ECG/EEG and EEG/ECG by our method as well as two
SOTA baselines, where the batch size is fixed as 10 and we use 200 random projections for
our methods. It can be observed from Table A.8 that our method, especially GOOD2KS,
indicates more robustness against SOTA baselines. In the EEG/ECG setting, typicality
test fails, implying an overlap in density histograms of InD and OOD, and KLOD is slightly
better than random guess. In contrast, our GOOD2KS achieves around 0.9 metrics in both
experimental settings.

A.7.8 Investigation of CIFARs vs. LSUN

For CIFAR vs LSUN, our experimental results indicate that this is a challenging case for our
method. We examined the raw distributions of the two datasets, through per-dimensional
mean and variance. The detailed result is given in Figure A.7, where we verify that CIFARs
and LSUN share a very close per-dimensional mean and variance, while for CIFARs vs.
SVHN, although their per-dimensional mean share a similar range, their distributional
shapes are different in terms of per-dimensional variances. This implies the CIFARs vs.
LSUN pair is distributionally more similar and hence more challenging for our methods.
The immediate solution is to increase the batch size. When batch size = 100, our methods
(using RealNVP) can achieve AUROC of 0.97]1.00 for CIFAR-10 vs. LSUN, and 0.90/0.99
for CIFAR-100 vs. LSUN. When batch size is beyond 200, our methods can achieve perfect
detection performance in both settings.

A.7.9 Comparison with Average Density

For thoroughness we also include comparison against a straightforward baseline, i.e. using
the averaged density across a batch as the detection score (we denote this approach as Avg
in Table A.5). We conduct additional experiments on FMNIST /MNIST, CIFAR-10/SVHN
(the two most popular experimental settings in OOD detection) using both RealNVP and
Glow, as shown in Table A.5. The batch size is fixed as 10. The results of other methods
are directly cited from Table 2.1 and Table A.3. It can be observed that directly averaging
the density across a batch is not competitive. The result is not surprising, because as long
as the density histograms of InD and OOD sit in the wrong relative position, the average
density will not work, regardless of batch size.
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Figure A.7: Per-dimensional mean and variance comparison. (a)-(b) Per-dimensional mean
and variance of CIFARs and LSUN are close, which implies that CIFARs and LSUN share
a similar distribution of normalized pixel values. (c)-(d) As a comparison, CIFARs vs
SVHN have more clearly separable per-dimensional variance.
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Table A.3: AUROC and AUPR on Glow (higher is better). Our results are denoted by
GOODI1KS | GOOD2KS. Highest metrics are denoted in boldface, and failure cases (where
metric is below 0.5) are underlined.

batch size = 5 batch size = 10
TyTest KLOD Ours TyTest KLOD Ours

MNIST AUC 0.99 0.12  0.19/0.98 1.00 0.04 0.11]1.00
FMNIST AUPR 0.98 0.32  0.34/0.98 1.00 0.31  0.32[1.00
AUC 0.51 0.38  0.01]0.97  0.55 0.13  0.00[1.00

InD O0OD Metric

KMNIST  Aupr 053 041 031 |0.96 056  0.33  0.30/1.00

Omniglot ~ AUC 1.00  1.00 1.00]1.00 1.00  1.00  1.00/1.00

AUPR  1.00  1.00  1.00[1.00  1.00  1.00  1.00/1.00

F— AUC  1.00 096 098096 100  1.00 1.00]1.00

CIFAR10 AUPR 1.00 098 099098 100  1.00 1.00/1.00
ColebA AUC 055  0.98 0.71/0.86 0.68  1.00 0.79]0.96

AUPR 069  0.99 082092 077  1.00 0.88]0.98

LSUN AUC  0.86 082 0.31/0.60 0.94 080 0.180.58

AUPR 0.88 081 0.380.58 0.95 078  0.33]0.56

SVHN AUC  1.00 079 094/0.90 1.00 097 0.99]0.98

CIFAR-100 AUPR 1.00 0.91  0.98/0.96 1.00 0.99  0.99/0.99
AUC 0.35 0.97 0.74/0.82  0.35 1.00 0.84/0.96

CelebA AUPR 055 098 085090 055 1.00 0.91]0.98

LSUN AUC 066  0.82 0.380.59 0.76  0.86  0.27]0.59

AUPR 066  0.80 0.42/0.58 0.78  0.85 0.37]0.58

ClFARLo AUC 100 1.00 010092 1.00 100 001099

SVIN AUPR 1.00 1.00 0.16/0.84 1.00 1.00 0.15/0.98
crrAR.ioo AUC 100 1.00 008093 1.00  1.00  0.01/0.99

AUPR 1.00 1.00 0.16/0.86 1.00 1.00 0.15/0.98

CelebA AUC  1.00 1.00 0.3/1.00 1.00 1.00 0.021.00

AUPR 1.00 1.00 0.27]0.99 1.00 1.00 0.26/1.00

LSUN AUC  1.00 1.00 0.02/0.99 1.00 1.00 0.00/1.00

AUPR  1.00 1.00 0.15/0.98 1.00 1.00 0.15/1.00

ClFARLo AUC 026 068 036/0.84 014 067 0270.94

CelebA AUPR 023 053 0.27]0.73 020 052 0.23/0.91
crARgoo AUC 029 065 030/0.82 014 061  0.20[0.94

AUPR 025 050 0.24/0.71 021 046 0.21]0.90

SVIIN AUC  1.00 083 057097 1.00 088 0.531.00

AUPR 1.00 087 0.67/0.98 1.00 091 0.65/1.00

LSUN AUC 029 064 0.33/0.85 018 059 0.22]0.96

AUPR  0.25 0.47  0.25/0.75 0.21 0.43  0.22(0.92
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Table A.4: Comparison of KS test and CvM test on RealNVP. AUROC is shown (higher
is better). Our results are denoted by GOOD1KS | GOOD2KS.

batch size = 5 batch size — 10 batch size — 20
KS CvM KS CvM KS CvM

CIFAR-10/SVHN  0.86/0.82 0.77]0.71 0.99/0.97 0.97]0.94 1.00/1.00 1.00|1.00
CIFAR-10/CelebA  0.80[0.80 0.82]0.82 0.92/0.93 0.94]/0.95 0.99/0.99 1.00|1.00
CIFAR-10/LSUN  0.61/0.63 0.63|0.64 0.65/0.68 0.68|0.70 0.72[0.78 0.76/0.79
SVHN/CIFAR-10  0.89/0.93 0.88/0.90 0.95/0.98 0.93|0.96 0.99|1.00 0.97|0.99

InD/OOD

Table A.5: Comparison with averaged density. Our results are denoted by GOODI1KS |
GOOD2KS. We use the boldface for the highest metric, and underline the detection failure
case (where metric is below 0.5).

RealNVP, batch size = 10 Glow, batch size = 10
Avg TyTest KLOD Ours Avg TyTest KLOD Ours

AUC 0.83 0.82 0.96 1.00/1.00 0.00 1.00 0.04  0.11]1.00
AUPR 0.69 0.68 0.89 1.00/1.00 0.31 1.00 0.31  0.32[1.00
AUC 0.01 095 0.35  0.99/0.98 0.00 1.00 1.00 1.00|1.00
AUPR 0.51  0.98 0.72  1.00/0.99 0.51 1.00 1.00 1.00/1.00

InD/OOD Metrics

FMNIST/MNIST

CIFAR-10/SVHN
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Table A.6: AUROC and AUPR when batch size = 20. Our results are denoted by
GOODI1KS | GOOD2KS. We use the boldface for the highest metrics, and underline the
detection failure case (where metric is below 0.5).

RealNVP, batch size = 20 Glow, batch size = 20
TyTest KLOD Ours TyTest KLOD Ours

MNIST AUC 0.83 0.97 1.00/1.00 1.00 0.01  0.05/1.00
FMNIST AUPR  0.67 0.93 1.00/1.00 0.99 0.31  0.31|1.00
AUC 0.98 0.99 1.00/1.00 0.58 0.02  0.00/1.00

InD O0OD Metric

KMNISTAUPR - 097 098  1.00[1.00 060 031  0.31]1.00

Omniglot  AUC 100 100 100[L00 100 1.00  100[1.00

AUPR  1.00  1.00 1.00[1.00 1.00  1.00  1.00/1.00

SVHN AUC 099 046 1.00[1.00 1.00  1.00  1.00/1.00

CIFAR-L0 AUPR 1.00 078 1.00[1.00 1.00  1.00  1.00/1.00
CelebA AUC 091  1.00 098099 078  1.00 0.89/1.00

AUPR 094  1.00 0.99/0.99 085  1.00 0.93/1.00

LSUN AUC 081 091 073079 0.99 075 0.07/0.55

AUPR 080 090 0.75/0.80 0.99  0.72  0.33]0.54

SVHN AUC  1.00 041 1.00[1.00 1.00  1.00 1.00/1.00

CIFAR-100 AUPR 1.00 0.75  1.00/1.00 1.00 1.00  1.00]1.00
AUC 0.53 1.00 0.98]0.98 0.32 1.00 0.94]|1.00

CelebA AUPR 066  1.00 099099 054  1.00 0.97/1.00

LSUN AUC 060 0.85 069076 087  0.91 0.17/0.63

AUPR 058  0.81 069[0.76 0.8  0.91  0.34]0.62

ClFAR.0 AUC 100 099 0.991.00 1.00  1.00 0.00[1.00

SVIN AUPR  1.00 098 094099 1.00 1.00 0.15/1.00
ClFAR.100 AUC  1.00 100 0.99/1.00  1.00  1.00  0.00[1.00

AUPR  1.00 099 095099 1.00 1.00 0.15/1.00

CelebA AUC 100 100 1.00[1.00 1.00 1.00 0.00/1.00

AUPR 100 100 1.00[1.00 1.00 1.00 0.26/1.00

LSUN AUC 100 100 1.00/L.00 1.00 1.00 0.00/1.00

AUPR 1.00 1.00 099]1.00 1.00 1.00 0.16/1.00

AUC 100 100 1.00[1.00 0.05 067 0.17]1.00

CelebA CIFAR-I0 JuPR 100 1.00 10000 019 054 0.21/0.99
ClFAR.100 AUC 100 100 LOO[LOO 005 0.57  0.100.99

AUPR  1.00 100 1.00[1.00 019 042 0.20[0.99

SVIIN AUC 085 1.00 1.00[1.00 1.00 093 0.50/1.00

AUPR 089  1.00 1.00[1.00 1.00  0.95 0.62/1.00

LSUN AUC 100 100 1.00[1.00 0.0 058 0.12/1.00

AUPR  1.00 1.00 1.00]1.00 0.20 0.44  0.20[1.00
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Table A.7: Intra-dataset OOD detection using RealNVP. AUROC and AUPR are
shown (higher is better). The batch size is fixed as 10. Our results are denoted by
GOOD1KS|GOOD2KS.

FMNIST CIFAR-10
TyTest KLOD Ours TyTest KLOD Ours
AUC 0.99 1.00 1.00/1.00 0.93 0.98  0.94]0.97

Classes Metrics

0 AUPR  1.00  1.00  1.00/1.00 099  1.00  0.99]0.99
. AUC 1.00  1.00  1.00]1.00 050  0.60 0.69]0.68
AUPR 100  1.00  1.00/1.00 089 093 0.95]0.94
) AUC 0.96 097 0.99/0.99 0.88 083  0.750.79
AUPR 099 1.00 1.00/1.00 0.98  0.97  0.95/0.96
; AUC 1.00  1.00  1.00]1.00 0.61  0.68  0.630.63
AUPR  1.00  1.00 1.00/1.00 093  0.94 0.93]0.93
A AUC 098  0.9%8 1.00/1.00 0.98 097  0.93]0.94
AUPR  1.00  1.00  1.00/1.00 1.00  1.00  0.99]0.99
- AUC 1.00  1.00  1.00]1.00 0.68  0.80  0.75/0.75
AUPR  1.00  1.00  1.00/1.00 095  0.97  0.96]0.96
6 AUC 0.88 090 0.95/0.96 089  0.93  0.91]0.92
AUPR 098 099 099/1.00 099  0.99  0.99]0.99
- AUC 1.00  1.00  1.00[1.00 058  0.64 0.660.65
AUPR  1.00  1.00 1.001.00 093  0.94 0.94]0.94
g AUC 074  0.86 0.99/0.99 0.99 097  0.96/0.97
AUPR 094 098 1.00/1.00 1.00  1.00  1.00/1.00
0 AUC 1.00  1.00  1.00]1.00 051 081  0.82/0.81

AUPR 100  1.00 1.00[1.00 090  0.98 0.98/0.98

Table A.8: OOD detection on EEG and ECG using RealNVP. AUROC and AUPR are
shown (higher is better). The batch size is fixed as 10. Our results are denoted by
GOODIKS | GOOD2KS.

TyTest KLOD Ours
AUC AUPR AUC AUPR AUC AUPR

EEG/ECG 0.15 033 060 050 0.50/0.92 0.47]0.88
ECG/EEG 1.00 1.00 099 099 0.90/0.92 0.92|0.94

InD/OOD
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Appendix B

Appendix of Chapter 3

B.1 Proof

Theorem 5. Let M; (i =1,2,...,k) be k DP mechanisms, and each M; satisfies (€;,;)-
DP. Given a deterministic partitioning function f, let Dy, Do, ..., Dy be the disjoint parti-
tions by executing f on D. Releasing M1(Dy), ..., My(Dy) satisfies (max;e; €;, max;ey 0;)-
DP, where I = {1,2,...,k}.

Proof. Without loss of generality, given two neighboring datasets D and D’ assume that
D contains one more element than D’. Executing f on D and D’, we have partitions
Dy, Dy, ...,Dy and Dy, Dy, ..., Dy, respectively. There exists j such that (1) D, contains
one more element than D, and (2) D, = D for s = 1,2,...,k and s # j. Denote
My(Dy), ..., Mi(Dy) by M(D). Since the subsets are disjoint from each other, running k
algorithms on each subset is independent of each other. For any sequence t = (¢, to, . .., )
of outputs of My, ..., My, where t; € Range(M,), we have:

PrM(D) = t] = Pr]M (D) = t; A My(Ds) =ty A ... A My(Dy) = 1]
=PrM;(Dy) =t;] [ PriMu(Ds) =t

s=1,2,....k,s#7j
< (exp(e)PrM(D) =151 +6;) [ PrMu(Dy) = 1]
s=1,2,....k,s#£7j
=exp(e;) ] PriMaD) =t]+6; ]  PrM(D)) =1t
i=1,2,....k s=1,2,....k,s#7j
=exp(e) PrM(D") =t]+06; [[ PriM.(D)) =t
s=1,2,....k,s#j

< exp(e;)PrM(D') = t] + 4,
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B.2 Datasets

We briefly introduce the public datasets and associated preprocessing. Image size is shown
in #channels x height x width. Images are normalized to the range of [0, 1].

MNIST (LeCun et al. ) & Fashion MNIST (Xiao et al. ): MNIST
contains hand-written digits images, whereas Fashion MNIST contains cloth and shoe
images. Images in both datasets are single-channel, in the size of 1 x 28 x 28, and have
10 classes. We adopt the official training and test split. 10k images from the training split
are randomly held out as the validation set.

CelebA (Liu, P. Luo, et al. ):  CelebA is a dataset including face images of
celebrities. Each image is in the size of 3 x 178 x 218 and has 40 binary attributes. All
images are cropped to 3 x 178 x 178, and then resized to 3 x 32 x 32. We also adopt the
official training, validation and test split, but randomly select 50k images of each gender
from the training split as our training set.

CelebA-HQ (Karras et al. ):  CelebA-HQ is a high-quality version of CelebA,
which is commonly recognized as a high-resolution image set. It consists of 30k images in
total. We download a gender conditioned split (where images are resized to 3 x 256 x 256)
by following this link. 1999 images are randomly held out from the training split as the
validation set.

B.3 Rényi differential privacy (RDP)

Rényi differential privacy (RDP) extends ordinary DP using Rényi’s « divergence (Rényi

) and provides tighter and easier composition property than the ordinary DP no-
tion, thus we adopt RDP to accumulate the privacy cost. Importantly, RDP is linearly
composable, and a mechanism satisfying («, €)-RDP also satisfies(e + kf_l{é, 0)-DP for any
5 €(0,1).

DP-SGD tracks the total privacy consumption as follows: (1) for each training iteration,
compute the RDP privacy cost for a subsampled batch where Gaussian mechanism is
applied; (2) compose RDP mechanisms over training iterations; (3) convert RDP back to
(e,0)-DP. The implementation details are given below.

B.4 Framework

The schematic of DP-LFlow is shown in Figure B.1.
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https://github.com/ndb796/CelebA-HQ-Face-Identity-and-Attributes-Recognition-PyTorch/blob/main/Face_Gender_Classification_Test_with_CelebA_HQ.ipynb
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Figure B.1: The framework of DP-LFlow

B.5 Implementation

B.5.1 Flow models

Embedding

|

Flow model

Embedding

|

Flow model

Published DP generator

Our code for flow generative models are adapted from public repos, i.e. Glow and Real-
NVP. Hyperparameters of the network are selected by comparing the performance on the

validation set, and the selection results are given in Table B.1.

Table B.1: Network configurations for different datasets in the experiments. #h conv
denotes the number of hidden sizes in the convolutional layers. #h_[in denotes the number
of hidden sizes in the linear layers of flow. #c denotes the length of latent code. #b means

the number of blocks in flow.

Dataset #h__conv in encoder #h__conv of decoder #c #b F#h_lin
MNIST [32, 64] 20 9 200
FMNIST [32, 64] 20 9 200
CelebA [64, 128, 256] [256, 128, 64] 32 9 200

CelebA-HQ [16, 32, 64, 128, 256, 512] [512, 256, 128, 64, 32, 16] 64 12 256

93


https://github.com/y0ast/Glow-PyTorch/blob/master/model.py
https://github.com/ispamm/realnvp-demo-pytorch/blob/master/rnvp.py
https://github.com/ispamm/realnvp-demo-pytorch/blob/master/rnvp.py

B.5.2 Privacy implementation

We use a public repo, i.e. pyvacy, for implementing DP-SGD algorithm, as well as the
total privacy calculation. Pyvacy tracks the privacy loss by RDP accountant, which is a
PyTorch implementation based on Tensorflow Privacy.

For all datasets we use, we set subsampling rate as 0.1, training iterations as 300, noise
multiplier as 1.25 to target (10,107°)-DP and 4.5 to target (1,107°)-DP, respectively. With
better evaluation performance on the validation set, gradient clipping norms are set as 0.1

for MNIST and Fashion MNIST, 0.01 for CelebA, and 10 for CelebA-HQ.

B.5.3 Fréchet Inception Distance (FID)

FID calculates the distance between the feature vectors extracted by InceptionV3 pool3
layer (Szegedy et al. ) on real and synthetic samples. Specifically,

FID = ||t — pg3 + Te(E, + Xy — 2(2,5,)?)

where X, ~ N (u,, X,) and X, ~ N (pg, X,) are activations of InceptionV3 pool3 layer of
real images and generated images, respectively, and Tr(A) refers to the trace of a matrix
A. Intuitively, a lower FID means the generation X, is more realistic (or more similar to
X,). We use a PyTorch implementation for computing FID, which will resize images and
repeat channels three times for grayscale images to meet the input size requirement.

B.5.4 Classification task

We follow T. Cao et al. ( ) for the classifier implementation. We import scikit-learn
package for implementation logistic regression classifier (e.g. from sklearn.linear model
import LogisticRegression) with default parameter settings.

The MLP network consists of following layers: linear(input dim,100) — ReLU —
linear(100, output__dim) — Softmax.

The CNN consists of following layers: Conv2d(input channels, 32, kernel size=3,
stride = 2, padding=1) — Dropout(p=0.5) — ReLU — Conv2d(32, 64, kernel size=3,
stride = 2, padding=1) — Dropout(p=0.5) — ReLU — flatten — linear(in_ dim, out _dim)
— Softmax.

Both MLP and CNN are optimized by Adam with default parameters. All classifiers are
trained on synthetic data, and we report test accuracy on real test data as the evaluation
metric.
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https://github.com/ChrisWaites/pyvacy
https://github.com/tensorflow/privacy
https://github.com/mseitzer/pytorch-fid

B.5.5 Baselines

All results of DP-MERF (Harder et al. ) are obtained by running their code with
default parameters. It is worth mentioning that DP-MERF does not implement on CelebA.
We adapt their code on CelebA by using the generative network they designed for SVHN
with 16, 8, 8 channels for three convolutional layers, respectively.

GS-WGAN only implements on (10,107°)-DP. To target (1,107°)-DP, we tried two
vanilla variations by tuning parameters of (10,107°)-DP in their code, i.e. increasing noise
scale while keeping the rest parameters unchanged, or decreasing the number of iterations
while keeping the rest parameters unchanged. We experimentally found that both varia-
tions will not generate meaningful images. The former variation is not even able to generate
anything on Fashion MNIST, so we instead present the latter variation for comparison.

All other results (e.g. numbers in the tables, generated images) are cited from papers
as we specify.
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https://github.com/ParkLabML/DP-MERF
https://github.com/DingfanChen/GS-WGAN

Appendix C

Appendix of Chapter 4

C.1 Proof

Theorem 7 (Parallel composition of v-RDP). If mechanism M; satisfies (a, €;)-RDP for
1=1,2,...,m, and let Dy, D5, ..., D,, be the disjoint partitions by executing a determinis-
tic partitioning function P on D. Releasing My(D1), ..., My (Dy,) satisfies (o, max;ey €;)-
RDP, where I ={1,2,...,m}.

Proof. Without loss of generality, given two neighboring datasets D and D’, assume that
D contains one more element than D’. Executing P on D and D’, we have partitions
Dy, Ds,...,D,, and D}, D), ..., D!  respectively. There exists j such that (1) D, contains
one more element than D}, and (2) Dy = D, for s = 1,2,...,m and s # j. Denote
My(Dy), ..., My (D) by M(D). Using additivity of Rényi divergence in (Van Erven and
Harremos ) (Thm 28):

m

Dao(M(D)[|M(D")) = ZDa(Mi(Di)HMi(Dé))

= ) Do(Mi(D)|Mi(D})) + Da(M;(D))||M; (D))
i=1,...,m,i#j

<e€; < max €;.
J .
=1,2,....m

The proof is complete. O

Theorem 8 (Post-processing theorem of f-RDP). If a function fp is (a,€)-RDP, so is
go fp, where g is a post-processing mechanism that only depends on a finite number of
outputs of fp.

Proof. Given any finite subsets S, we reach the reduction of proof of the post-processing
theorem in (Mironov ):

Da(fo(9)[fp(S)) = D(g(fp(S)lg(for(S5)))-
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Lemma 1. Definition 7 implies:

P(fp € A) < (exp()P(for € A) ", VAe R, (C.1)

where we reuse all the notations in Definition 6.

Proof. Proof sketch: we will show that Eq. equation C.1 holds whenever Eq. equation 4.4
holds.

By taking logarithm and rearranging from Eq. equation C.1, we have

1 P(fp € A)\a ~
——log <(1P<f5 - A)) P(fpr € 4)) <e (C.2)

By the definition of cylinder sets, }; € A implies that ;‘;(S) is in some sets B for any
finite subsets S = (x1,...,x,) of T. Thus,

P(fp € A) = P(fu(S) € B) = / p(e) dpu(z).

where p is the density of E(S ). Now we can translate Eq. equation C.2 into

1 ((fsp z) dp(z) ) /Sq(a:) du(m)) <e (C.3)

fsqx ()

Recall that Eq. equation 4.4 in Definition 7 can be translated to:
o8 ([0 du)) < e
q(z

Note that p, ¢ are non-negative, so f(f;g ) q(z) dp(x) > [ p(— q(z)dp(z). Compared to
Eq. equation C.3, it now suffices to show

/ Eyog(0) du(e) > (MY‘ / o(z) dpu(z).
S S

q(x) Jsa(@) dp(z)

Define p*(z) = M, and ¢* is similarly defined. All we want to show reduces to

a—1

Js p(z) du(z)
p*(x) & % p* o p* o
" q:}:dux 21<:>E$N*—* ZEx,\,*—* :]_,
[ ES) @) dnte) ) 2 (Bane 5]
where the final step follows from Jensen’s inequality. n

Proposition 3 (f-RDP conversion to -DP). A function fp that is (cv,€)-RDP is (€ +

97



Proof. We reuse the notations in Definition 6 in this proof. To show that an («a,€)-RDP

function satisfies (¢, d)-DP for functions, where ¢ = € + 105’%{5

show ]P[}; € A] <exp(€) x ]P[f;/ € A]+ 4. With the help of Lemma 1, denote IP[];;/ € Al
by ) and we perform a case analysis:

, the objective becomes to

o If exp(e)Q < 6%/(@~Y  then
P(fp € 4) < (exp()@) 7 <5 < exp()Q + 6.
o If exp(€)Q > 6*/®=Y then

P(fp € A)

IA
A
’U
&
O
~—
Q

Combining the two cases completes the proof. n

Theorem 9 (Parallel composition of f-RDP). Given a deterministic partitioning function
P, let Dy, Dy, ..., D,, be the disjoint partitions by executing P on D. If function fp, satis-
fies (o, €;)-RDP fori=1,2,...,m, releasing (fp,,---, fp,,) := [p satisfies (o, max;ey €;)-
RDP, where I ={1,2,... ,m}.

Proof. Without loss of generality, given two neighboring datasets D and D’, assume that
D contains one more element than D’. Executing P on D and D’, we have partitions
Dy, D, ...,D,, and Dy, D}, ..., D,  respectively. There exists j such that (1) D; contains
one more element than D}, and (2) D, = D; for s = 1,2,...,m and s # j. Given any
finite subsets S = (xy,...,x,) C T, Using additivity of Rényi divergence in (Van Erven
and Harremos ) (Thm 28), we have:

m

lDa<fD<S>\|fD/<S>>=ZlD (f0. () f0:(S5))
= Z Da(fo, ()1 f0,()) + Dal f, (S)][.fp5 (5))

i=1,...,mi#j

<e; < max €.
i€{1,2,....m}
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Theorem 10 (Sequential composition of -RDP). Let {fp : D € D} and {gp : D € D}
be two families of functions indexed by dataset D, where fp € RY is (o, €1)-RDP and

gp : RY — R is (o, €2)-RDP. Releasing the sequentially composed functional mechanism
hp = (fp,gp o fp) € RT x R5 = (Ry x Ra)T*% satisfies (o, €1 + €3)-RDP.

Proof. According to Definition 7, our objective is to show for any finite subsets X =
(x1,...,x,) of Tand Y = (y1,...,¥m) of S,

]Da(hD(X, Y)HhD/(X, Y)) S €1 + €9
= Da(((fo(X), 900, Y (fo(X). 90 (Fp,Y)) ) S @1 + €2

Here we adapt the proof of Proposition 1 in (Mironov ). Let F' be the distribution of
fp(X), G be the distribution of gp(fp,Y), H = (F,G), and F',G', H' are similarly defined
on adjacent dataset D’.

expl(ar — 1)Da(hp (X, V)| (X, V)] = /R () (o) dady

/Rl /722 ) F ()G (2, )]~ d dy
:/Rl Fe)F(x) [/722 G(2,y)° G (2,y)' " dy] da

< /R F(z)*F/(2)1-° - expl(a — 1)es]
<explla—1)(e + )]
]

Proposition 4 (Gaussian mechanism for -RDP). Let G be a sample path of a Gaussian
process having mean zero and covariance function k. Let M denote the Gram matriz (as
defined in Eq. 4.2). Let {fp : D € D} be a family of functions indexed by database D.

Releasing fp = fp + oA -G satisfies (a, 3% )-RDP whenever Eq. 4.3 holds.

Proof. Consider any finite set (x1,...,%,) € T", the vector (G(x1),...,G(x,)) follows a
multivariate Gaussian with mean zero and covariance given by Eq. equation 4.2. Thus,
evaluating fp at any finite sets would form a vector that satisfies Eq. equation 4.5 in
Definition 8, which completes the proof.

]

C.2 Datasets

MNIST (LeCun et al. ) & Fashion MNIST (Xiao et al. ): MNIST
contains hand-written digits images, whereas Fashion MNIST contains cloth and shoe
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images. Images in both datasets are single-channel, in the size of 1 x 28 x 28, which are
resized to 1 x 32 x 32 and normalized to have 0.5 mean and 0.5 standard deviation. Both
datasets have 10 classes. We adopt the official training and test split. MNIST and Fashion
MNIST are made available under Creative Commons Attribution-Share Alike 3.0 license
and MIT License, respectively.

CelebA (Liu, P. Luo, et al. ):  CelebA is a dataset including face images of
celebrities. Each image is in the size of 3 x 178 x 218 and has 40 binary attributes. All
images are center-cropped to 3 x 178 x 178, then resized to 3 x 32 x 32, and normalized to
have 0.5 mean and 0.5 standard deviation. We also adopt the official training, validation
and test split, but randomly select 60k images from the training split as our training set.
The CelebA dataset is available for non-commercial research purposes only, as described
on their website.

C.3 Implementation

Generative network: Our unconditional generative network is based on the official
code of MMD-GAN (C.-L. Li et al. ). For the NN architecture, we use the same
Conv2dTranpose layer with similar depth as prior related works. Besides, we use the same
architecture for both gray-scale and RGB image sets to demonstrate its versatility (of course
with different NN parameters to account for the difference in input channels). Encoding
labels to the latent code leads to the conditional variant. All networks are optimized by
RMSprop with a learning rate 5 x 107°.

CNN classifier: We follow T. Cao et al. ( ) for the classifier implementation, as
described in Appendix B.5.4.

Privacy: We use Tensorflow privacy for computing the total privacy cost, which only
requires inputting a few important parameters, e.g. subsampling rate (or batch size), noise
multiplier, training epochs (iterations), target § (§ = 1075 in all our experiments). We
summarize the parameters in Table C.1.

Baselines: We use the official code of DP-MERF to replicate their results under different
¢ and use the same evaluation metrics to add quantitative comparison. The numerical
evaluations of rest baselines are cited from related works, as specified in the caption of the
tables.
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Table C.1: Training parameters for retaining DP on MNIST and Fashion MNIST. Both
variants on CelebA use parameters in the row of Conditional. ¢ is the subsampling rate,
and o is the noise multiplier.

target e q o epochs (iterations)
10.0 0.001 0.60 200 (200k)
Conditional 1.0 0.001 1.95 200 (200k)
0.2 0.001 8.00 200 (200k)
10.0 0.010 1.00 200 (20k)
Parallel 1.0 0.010 5.75 200 (20K)
0.2 0.010 25.00 200 (20k)

Computation resources: All computation is conducted by one NVIDIA T4 GPU. It
costs 1.5 hours to train a conditional generator on MNIST (and Fashion MNIST) and
around 5 hours on CelebA. Each sub-model in the parallel variant takes only 10 minutes to
train on MNIST (and Fashion MNIST) and 30 minutes on CelebA. A better GPU should
compute faster. As a reference, DP-Sinkhorn and GS-WGAN can take up to 24 hours to
train, and GS-WGAN even requires at least 2 GPUs (as they have 1000 discriminators).

C.4 Additional Results

For completeness, we include the qualitative comparison between our method and related
works under (10,107°)-DP on all three datasets in Figures C.1 and C.2. Numerical com-
parison is in Table C.2. We note that ¢ = 10 is usually considered a weak privacy regime.
Generally, all baselines can generate decent images when e = 10, whereas our method still
generates more diverse and more informative images, especially on CelebA.

C.5 Broader Impact and Limitations

Broader impact: Some prior works reveal that DP training could introduce additional
biases to the model, leading to fairness concerns (Bagdasaryan et al. ; Esipova et al.

; Xu, Du, et al. ). We did not explore this point in the current experiments as
there are no sensitive attributes involved, but we can imagine the potential negative effects
on fairness issues if our methods are not used properly.

Besides, we do not expect this work to trigger any differential privacy concern by its
design, and we do not expect it to be used for Deepfakes (as the non-private counterparts
are better in utility), but there might be some unintended uses that we are not aware of
for now.
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Table C.2: Quantitative comparison under (10,107°). Acc denotes classification accuracy,
which is shown in %. 71 and | refer to higher is better or lower is better, respectively.
Results of DP-CGAN, GS-WGAN, DP-Sinkhorn are cited from T. Cao et al. ( ) and
Long et al. ( ). Results of PEARL and DPDM are cited from Dockhorn et al. ( ).
Results of G-PATE and DataLens are cited from their papers, respectively. (*): DPDM
did unconditional generation on CelebA.

MNIST FMNIST CelebA

Method €

FID] Accet FID| Acct FID|] Acc?
DPDM 10 5.0 97.3 18.6 84.9 *21.1 -
DP-CGAN 10 179.2 63.0 243.8 46.0 - -
DP-MERF 10 121.4 82.0 110.4 73.2 211.1 64.0
PEARL 10 116.0 78.8 102.0 64.9 - -
G-PATE 10 150.6 80.9 171.9 69.3 305.9 70.7
DataLens 10 173.5 80.7 167.7 70.6 320.8 72.9
GS-WGAN 10 61.3 80.0 131.3 65.0 432.5 63.3
DP-Sinkhorn 10 55.6 79.1 129.4 68.9 - -
Ours (conditional) 10 29.9 93.1 56.3 79.2 7.2 85.8
Ours (parallel) 10 17.7 96.4 38.1 82.0 78.5 87.4

Limitations: The current conditional approach assumes a uniform distribution over dif-
ferent labels, which happens to hold for all three datasets. A more tailored algorithm is
needed if the label distribution is imbalanced. The current parallel approach is not subject
to a specific label distribution, but it may hinder its practical deployment if the number
of classes is too large.

C.6 A Simplified View of RDP for Vectors and Func-
tions

In this section, we propose to define Rényi differential privacy (RDP) for vectors and
functions in a unified way.

Let D be a collection of datasets and f : D — R be a randomized mechanism. We
consider R = R” so we may also identify f as a bivariate (random) function f : TxD — R.
In the following we call two datasets D, D’ € D adjacent if they differ by one data point.
We recall the Rényi a-divergence (Rényi ) between two random variables X; and Xs
with density p and ¢, respectively:

Do (X1 [X2) i= Da(p(x)]|a(x)) = 15 log By [25] > 0,
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where o > 1 is a hyperparameter and the last inequality follows from Jensen’s inequality.
Since we can rewrite

) p() ]!
Da(X1[[X2) = 577 log Ex~p [m] ’

it is clear Rényi’s a-divergence D, is increasing w.r.t. a, with the following limits:

KL(X1HX2) = lim IDa(Xl
a—1

X5) < lim Dy (X, [|Xg) = ess sup log 2.

For joint distributions, we can easily verify the following decomposition rule:

Da(p(x,2)lla(x,2)) = 215 10g Bxwy | [259]" exp (o = 1)Da [p(zlX)lla(2X)] )|
> D (p(0)]l4(x)). (C.4)

where the inequality follows from the nonnegativity of the conditional Rényi divergence
inside the exponential. In other words, the a-divergence between joint distributions is
always larger than that between marginal distributions.

We are now ready to define Rényi differential privacy (Mironov )E

Definition 9 ((«, €)-RDP). A randomized mechanism f : T X D — R is (a, €)-RDP if for
all adjacent datasets D, D' € D,

sup sup D, (f(t; D)|| f(t; D’)) <, (C.5)

neElN t:=[t1,...,tn]CT

where f(t; D) := [f(t1; D), ..., f(ta; D)] is the concatenation of n random variables.

The acute reader will notice some immediate difference between our definition and the

one in the literature, e.g., Mironov ( , Definition 4). Before explaining our motivation,
let us first notice that when 7 = [d] := {1,...,d}, i.e., the range of our mechanism f is
R = R? (which is the setting of Mironov and most existing work), the supremum in

equation C.5 is attained when n = d and t = [1,...,d], thanks to inequality equation C.4.
In other words, the supremum in equation C.5 is superficial when 7T is a finite set. The
important point is that we can now extend RDP effortlessly to any index set 7, including
when 7 is even uncountable. For instance, in our later application to generative modeling
(Section 4.5), we will use 7 = R™. On the other hand, one might be tempted to lump
all random variables together into f(7;D) = {f(¢; D) : t € T}, hoping to obviate the
supremum in equation C.5. However, this approach will run into two difficulties: Firstly,
the rigorous minds will start to worry about measurability issues around f(7;D) (as a
stochastic process) and involve tedious measure-theoretic jargon (such as the cylinder field
in Hall et al. ). Secondly, we no longer possess a dominating measure (e.g., Lebesgue)
to define an easily computable density of the process f(7; D). In contrast, our reduction
to the finite case through taking the supremum does not suffer from either issue, and, as
we will see, renders extensions of existing properties of RDP (to an arbitrary index set T)
rather natural or even trivial.

The following result was proved by Mironov ( , Proposition 3):
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Theorem 11. If a mechanism f is («, €)-RDP, then for any (measurable) set A,

_1
a

Pr[f(D) € A < {exp(e) Pr[f(D') € A} "o < (1= 2) exp(e + 1y log §) Pr[f(D') € A] + 2.

In particular, f is (e + =1 log 3, 2)-DP.

a—1

Proof. For o > 1, consider the (jointly) convex function (as the perspective of p — p*):

9, q) :==q <§>a,

as well as the probability measure 1xca - pu(dx)/u(A) (recall that p(dx) is the underlying
dominating measure that the densities p and ¢ are defined w.r.t.). Applying Jensen’s
inequality we obtain

e [0 (22)" w0 2 o ([ pbontan). i [ atntax)
= e (53)
where P(A) := [, p(x)u(dx) = Pr[f(D) € A] and similarly for Q(A). Thus,

= Dulple) > tos [ ) (83) ") = 25108 (@) (58) T

Rearranging we obtain the first inequality. The second inequality is simply the arithmetic-
geometric mean inequality, after noting that

= [exp(e + ﬁ log %)Q(A)}Pé . 65

1
«

[exp(e)Q(A)]"

Lastly, we relax the factor (1 — é) < 1 to obtain the claimed DP guarantee. ]

For two Gaussian distributions A (u,X) and N (v, X), their Rényi a-divergence can be
readily computed from Liese and Vajda ( , Proposition 2.22):

Dy (N (w,X)[|N(v,X2)) =% <u —v, 2 u— V)> )
Therefore, the Gaussian mechanism
f(D):=F(D)+o0-N(0,%)
is (a, €)-RDP, where

502~ Sup (F(D) = F(D'), 57 1(F(D) — F(D))).

€= 20
D~D’
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