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Abstract

The recent decade has witnessed the remarkable progress of machine learning (ML)
technologies across diverse domains, especially the deep generative models (DGMs) devel-
oped on high-dimensional data. However, as ML systems become integral to critical and
sensitive applications, ensuring their trustworthiness becomes paramount beyond mere per-
formance. Trustworthy machine learning encompasses a suite of principles and practices
aimed at enhancing the reliability and safety of ML systems. This thesis investigates the
intersection of trustworthiness and deep generative models, focusing on two pivotal aspects
of trustworthiness: out-of-distribution (OOD) detection and privacy preservation.

Generative models serve purposes beyond generating realistic samples. Likelihood-
based DGMs, e.g. flow generative models, can additionally compute the likelihood of input
data, which can be used as an unsupervised OOD detector by thresholding the likelihood
values. However, they have been found to occasionally assign higher likelihoods to OOD
data compared to in-distribution (InD) data, raising concerns about their reliability and
credibility in OOD detection. This thesis presents new insights demonstrating that flow
generative models can reliably detect OOD data by leveraging their bijectivity property.
The proposed approach involves comparing two high-dimensional distributions in the latent
space. To manage the high dimensionality, we extend a univariate statistical test (e.g.,
Kolmogorov-Smirnov (KS) test) into higher dimensions using random projections. Our
method indicates robustness across various datasets and data modalities.

The second focus of this thesis is on privacy preservation in DGMs. Generative models
can also be seen as proxies for publishing training data, and there is growing interest
in ensuring privacy preservation beyond generation fidelity in modern generative models.
Differentially private generative models (DPGMs) offer a solution to protect individual
data privacy in the training set of generative models. Existing methods either apply
the workhorse algorithm in differentially private deep learning, e.g. differentially private
stochastic gradient descent (DP-SGD), to DGMs, or use kernel methods by making the
maximum mean discrepancy (MMD) objective differentially private. However, DP-SGD
methods suffer from high training costs and poor scalability to stronger differential privacy
(DP) guarantees, while kernel methods face the issue of mode collapse in generation.

We propose novel methods to sidestep the above challenges for both methods, respec-
tively. To alleviate the training cost overhead and scalability issues on small privacy bud-
gets for DP-SGD, we propose to train a flow generative model in a lower-dimensional latent
space, which significantly reduces the model size and thereby avoids unnecessary computa-
tion in the full pixel space. This design is more resilient to larger noise perturbations, and
enables us to be the first related work to present high-resolution image generations with
DP constraints. On the other hand, to improve the model utility of MMD methods, we
propose to make the MMD objective differentially private without truncating the repro-
ducing kernel Hilbert Space (RKHS). To do so, we extend Rényi differential privacy (RDP)
from vectors to functions, and then propose many useful building blocks to facilitate its



use in practice, e.g. Gaussian mechanism, composition theorems, and post-processing the-
orem. The proposed method consistently outperforms state-of-the-art methods by a large
margin, especially under stronger DP guarantees.

The thesis is expected to provide new insights into the application of flow generative
models in OOD detection, highlight practical challenges in training generative models
with DP-SGD on high-dimensional datasets, bridge the gap between RDP and functional
mechanisms, and expand the family of DPGM.
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Chapter 1

Introduction

The rapid advancement of computational resources and the increasing accessibility to large-
scale datasets have brought transformative changes in machine learning (ML) especially
deep learning (DL) across various domains in recent decades, such as computer vision
(Voulodimos et al. ), speech recognition (Nassif et al. ), and economics (Char-
pentier et al. ). Central to this evolution is deep generative models (DGMs), which
have demonstrated remarkable capabilities in generating realistic data, modeling complex
distributions, and enhancing various machine learning tasks. Some high-tech companies
have already productized a few real-world applications and achieved great success. Signi -
cant examples include ChatGPT and DALLE from OpenAl, Llama from Meta, and Stable

Di usion from Stability Al.

Despite their success, the deployment of deep generative models in real-world applica-
tions faces signi cant challenges related to trustworthiness. According to Varshney ( ),
trustworthy machine learning contains a spectrum of critical aspects, including data pri-
vacy, distribution shift, fairness, robustness, interpretability, ethics, etc. These dimensions
are essential to ensure that machine learning systems can be reliably and safely integrated
into sensitive environments, i.e. there is increasing demand to care about more than just
synthesizing realistic samples for deep generative models.

In this thesis, we make some initial attempts to address part of these challenges by
exploring methods to handle two aspects of trustworthiness, i.e. distribution shift and
privacy, of deep generative models, which we hope can contribute to bridging the gap
between the powerful capabilities of deep generative models and the stringent requirements
for their safe and reliable use in practical applications.

The following sections in this chapter will include a more detailed introduction of trust-
worthy machine learning (particularly the two notions we focus on), various generative
modeling techniques, and an outline combined with a summarized contribution of this
thesis.



1.1 Trustworthy Machine Learning

In this thesis, | will focus on two concerns on the notion of trustworthiness, i.e., distribution
shift (aka out-of-distribution) and privacy.

1.1.1 Out-of-distribution (OOD) Detection

ML algorithms are usually built upon the assumption that training and test data are
identically distributed (in-distribution), which, however, becomes almost unrealistic in real
life. On one hand, training and test data are usually collected di erently, which may lead
to a minor shift in distribution. In this case, ML model with high cross validated accuracy
may perform poorly on test data (Varshney ). On the other hand, sometimes test
data are mistakenly drawn from a completely di erent distribution, but a well-trained
classi cation model will still output an in-distribution label with high con dence, which

is detrimental to real-world decision making, especially for security-sensitive applications
such as medical diagnosis or autonomous driving (Emmott et al. ). For example,
Nitsch et al. ( ) show that a neural network that is trained to classify pedestrians,
cars, truck, and cyclists may recognize a deer as a car with high con dence, and the high
con dence will undermine the trustworthiness of the system and force the autonomous
vehicles to (unnecessarily) take more conservative actions.

Therefore, OOD detection aims to identify and mitigate those risks by agging or
rejecting anomalous (OOD) inputs, which is essential for enhancing the reliability and
security of ML systems.

Based on the label availability, OOD detection methods can be roughly categorized as
follows:

Supervised vs. Unsupervised: By assigning labels to both In-Distribution (InD)
and OOD data instances, supervised OOD detection methods mainly involve training a
(binary) classi er to distinguish InD and OOD inputs (Chalapathy and Chawla ),
which, however, su er from three main drawbacks: (1) there is limited label availability
since it is hard and expensive to obtain abundant labeled data in practice; (2) OOD
is usually unpredictable and not well-de ned. The detector trained on existing OOD
data may not be able to detect OOD data from an unseen class; (3) the common class
imbalance issue will make the classi cation more challenging. In contrast, unsupervised
OOD detection methods entirely rely on the intrinsic patterns of data themselves, which
are more convenient and generalized, thus we adopt unsupervised methods in this thesis.

1.1.2 Preserving Privacy of User Data

While the access to large-scale datasets results in great success in modern ML systems,
there are increasing concerns on privacy leakage during the use of the data, especially the
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sensitive data (e.g. face images, medical records) that can be exploited by a malicious
party, even though the original ML applications never intentionally do so. For example,
Fredrikson et al. ( ) show that an attacker, who is only given a name and the white-
box access to a face recognition model, can successfully recover face images of a particular
person who appears in the training set (which is also known as the model inversion attack).

Prior e orts on developing privacy-preserving techniques include naive data anonymiza-

tion (Narayanan and Shmatikov )k-anonymity (Sweeney )-diversity (Machanava-
jjhala et al. ), t-closeness (N. Li, T. Li, et al. ), semantic security (Goldwasser
and Micali ), information-theoretic privacy (Diaz et al. ), and di erential privacy
(DP) (Dwork ), Where the last one is recognized as a rigorous quantization of privacy,

and becomes the gold-standard in the current ML community.

1.1.2.1 Di erential Privacy

Di erential privacy upper bounds the deviation in the output distribution of a random-
ized algorithm given incremental deviation in the input. Formally, we have the following
de nition:

Denition 1 ((; )-DP (Dwork, Roth, et al. )). A randomized mechanisnM : D!
R with domain D and rangeR satis es (; )-di erential privacy if for any two adjacent
inputs D;D°2 D and for any measurable subset of outpu® R it holds that

Pr[M (D) 2S] exp() Pr[M (DY 2S]+

where adjacent inputs (a.k.a. neighbouring dataset§) and D° only dier in one entry.
Particularly, when =0, we say thatM is -DP.

A famous theorem, i.e. post-processing theorem, which is utilized by existing works (as
well as ours) for proving DP guarantee of a published model, is given by:

Theorem 1 (Post-processing theorem, (Dwork, Roth, et al. Mf M satises (; )-
DP, F M will satisfy (; )-DP for any function F, where denotes the composition
operator.

Post-processing theorem states that any function that is independent of the training
dataset preserves di erential privacy. If we have a di erentially private generative model
(DPGM) (which will be widely discussed in the following chapters), then sampling from
the model will not incur further privacy cost.

1.1.2.2 Reényi Di erential Privacy (RDP):

Rényi di erential privacy (RDP) extends ordinary DP by the use of -Rényi divergence
(Rényi ), which provides tighter and easier composition property than the ordinary
DP notion. Formally, we have:



De nition 2 ((; )-RDP (Mironov )). A randomised mechanisnM is (; )-RDP if
for all adjacent inputsD; D °, Rényi's -divergence (of order > 1) between the distribution
of M (D) and M (D9 satis es:

D (M (D)kM (D9):= —;logE; o BZ) ;

wherep and g are the density ofM (D) and M (D9, respectively (w.r.t. some dominating
measure ).

Conveniently, RDP is linearly composable:

Theorem 2 (Composition of RDP (Mironov )) If mechanismM ; satiseg (; i)-
RDP for i =1;2;:::;Kk, then the composed mechanisM ; ::: M | satises (; :‘:1 i)-
RDP.

Gaussian mechanism is widely adopted for achieving RDP:

De nition 3  (Gaussian mechanism for RDP (Dwork, Roth, et al. ; Mironov 1))
Letf : D! RY be an arbitrary d-dimensional function with sensitivity:

of =maxkf (D) f (DY

for all adjacent datasetsD;D°2 D. The Gaussian mechanisnM perturb the output of
f with Gaussian noise:

M =f(D)+ N(@©; 2 1)

wherel is the identity matrix. Then, M satis es (; —52°)-RDP.

1.1.2.3 DP-SGD

While DP is initially designed to limit information leakage of individual data when sharing
aggregate statistics of a database, it is later extended to deep learning by Abadi et al.
( ), where the authors proposed Di erentially Private Stochastic Gradient Descent
(DP-SGD) that o ers a framework for training a deep learning model with DP guarantees.

DP-SGD applies Gaussian mechanisms to the gradients that are used to update the
model weights. To do so, it makes two notable extensions to the ordinary SGD: (1) clipping
the L, norm of individual gradients, to ensure thelL, sensitivity of the gradient is upper
bounded; (2) adding calibrated Gaussian noise to the aggregate of the gradients. The model
weight is iteratively updated with the privatized gradients, and the nal DP guarantee is
retained by sequentially composing the Gaussian mechanisms with DP (RDP) guarantees.

However, DP-SGD has two practical challenges: (1) the individual gradient clipping
introduces heavy computation time overhead, which makes it ine cient especially when
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training large models; (2) it does not scale well at stronger DP guarantees (which means
more noise perturbations), which we will elaborate more in Chapter 3. Looking for a more
e cient application of DP-SGD or a more scalable alternative is still of interest to both
researchers and practitioners.

Besides, there is always arivacy-utility tradeo when applying mechanisms with DP
guarantees, e.g. running DP-SGD. Intuitively, the individual data privacy is preserved at
the cost of losing model accuracy, due to the introduced noise. The more noise we add, the
more privacy we preserved, but the model utility is worse. Improving th@rivacy-utility
tradeo is constantly an essential objective in related works.

1.2 Generative Modeling

Generative modeling is a fundamental and rapidly evolving area of machine learning that
focuses on modeling and understanding the underlying data distribution to generate new
data samples that resemble the original dataset, which has wide-ranging applications, from
creating realistic images/text/video to enhancing data augmentation and anomaly detec-
tion.

Generative models aim to learn the underlying densitg(x) from a given dataset. Once
the distribution is learned, the model can generate new samplgs p(x). Thanks to the
development of deep learning, an emerging family of generative models, i.e. deep generative
models, prevail in generative modeling, where generative models are parameterized by
deep neural networks. Some prominent DGMs include generative adversarial network
(GAN) (Goodfellow et al. ), variational autoencoder (VAE) (Kingma and Welling

), normalizing ow (Rezende and Mohamed ), auto-regressive models (Van den
Oord et al. ), and di usion models (Sohl-Dickstein et al. ), which can synthesize
realistic samples that even humans could hardly tell the di erence.

Among these DGMs, likelihood-based DGMs, e.g. normalizing ow, can provide an
additional bene t of density estimation, thus bene ting the applications when data density
or likelihood is of interest, e.g. assessing data property (e.g. tail, skewness), presenting

the distribution, detecting anomaly input (Pimentel et al. ; J. Wang et al. ),
summarizing Bayesian posteriors (Givens and Hoeting ), information regularization
(Szummer and Jaakkola ), and open set recognition (Herbei and Wegkamp ).

However, with the rise of privacy concerns, how to protect individual data privacy
when training a generative model has become another factor of consideration other than
generation quality, especially when sensitive data are involved. One possible solution is
to develop adi erentially private generative mode] which can synthesize data that are
distributionally similar to the training data while satisfying DP guarantees. Currently,
there are two mainstream approaches to do so: (1) running DP-SGD with an existing DGM,
and (2) making the Maximum Mean Discrepancy (MMD) objective in kernel methods
di erentially private.



In this section, | will rst summarize one representative likelihood-based DGM, i.e.
ow-based generative model, then brie y introduce another generative modeling technique
via kernel methods. How both generative modeling methods can be extended with DP
guarantees will be included in the end.

1.2.1 Flow-based Generative Models

A ow-based generative model simply learns a transformatioff, typically a di eomor-
phism, that pushes a latent distributionp, (e.g., Gaussian or uniform) to the in-distribution
p, i.e.

Z po =) T(Z) p; alsodenotedap T, po:

In particular, when T is di eomorphic, we have the familiar change-of-variable formula:

pr(x)= p(2FTHDj=po T *(x) =T° T *(x) ;

wherejTqz)j denotes the absolute value of the determinant of the Jacobian & A ow

model parameterizesl through a neural network and estimatesT by minimizing some
divergence betweem; (the model density) andp (the data density), based on the training
data D. OnceT is learned, we can easily generate new data by simply samplidgfrom
po and then pushing throughT, i.e. X = T(2Z).

For example, using Kullback Leibler (KL) divergence to measure the tness, the ob-

jective becomes:
Z

Dre (pP(X)jipr(x)) = p(x)log p(x)

pr(x)

As the entropy of true distribution p is a xed term, training the ow generative model
amounts to maximizing the likelihood of observed data.

dx = Ey p(x)[ logpr(x)]  HIp]

1.2.2 Maximum Mean Discrepancy (MMD)

Assuming a feature map : X ! H , whereH is a reproducing kernel Hilbert space
(RKHS) of some kernel, MMD (Gretton et al. ) IS a non-parametric distance measure
that compares two distributionsp; q by:

Lywo 2(Pi @) = KEx o[ ()] Ew ol (W)IKE;

whereEyx ;[ (x)] 2 H is also known as the (kernel) mean embedding (KME) qf. Note
that RKHS is an in nite-dimensional space



Given a kernelk : X X! R, such that k(x;w) = h (x); (w)iy, we can play the
kernel trick to compute the (squared) MMD in an alternative way:

LMMDZ(p;q) = Ex;x° pk(X;XC) 2Ex p;w qk(X;W)+ Ew;w0 qk(W;W()

Sriperumbudur et al. ( ) suggest that ik is a characteristic kernel (e.g., Gaussian
kernel), then MMD =0 i p= g, which makes MMD a practical tool in many applications,
such as two-sample test (Gretton et al. ) and generative modeling (e.g., C.-L. Li et al.

;Y. Lietal. ).

1.2.3 Dierentially Private Generative Model

Di erentially private generative models emerge as a solution to protect individual privacy

of the data that are used to train generative models. Most DPGMs are developed on either
tabular (low dimensional, usually below 20 dimensions) or image (high dimensional, around

or above 1000 dimensions) datasets, where image datasets are considered more challenging
due to the larger input dimension, which is also the target input domain in this thesis.

Existing works fall into either of the following two categories:

" DP-SGD: running DP-SGD for a deep generative model, e.g. GAN (D. Chen et al.

; Torkzadehmahani et al. ; Xie et al. ), VAE (Acs et al. ; Q. Chen
et al. ; Jiang, G. Zhang, et al. ; Weggenmann et al. ), normalizing
ow (Lee et al. ; Waites and Cummings ), di usion (Dockhorn et al. ;
Ghalebikesabi et al. ). Beyond naively running DP-SGD for the whole model,
there are some careful designs to minimize the noise perturbation to the training
while retaining the same level of DP guarantee, such as only adding noise to part
of the model (that will be publicly released) (D. Chen et al. ; Jiang, G. Zhang,
et al. ). This line of work is subject to low training e ciency and poor scalability
to stronger DP guarantees.

" MMD: running kernel methods via MMD (Harder et al. ; Liew et al. ;
Vinaroz et al. ), where the noise is added to the (empirical) kernel mean em-
bedding of the training data, which can be viewed as a privatized mean query of
the entire training set with individual privacy preserved. Thereafter, the training
objective reduces to matching the kernel mean embedding of generated data and the
privatized kernel mean embedding of the real data. Since the KME in theory is in an
in nite-dimensional space, which is intractable to inject multivariate Gaussian noise,
prior researchers propose to approximate the KME by a nite-dimensional feature
embedding. This line of method tends to generate 'mean-like' images, thus restricting
its use in downstream ML tasks. More details can be found in Chapter 4.



1.3 Outline and Contributions

Each of the remaining chapters is centered around a full-length article where | am the sole
rst author. The main contributions are summarized as follows:

In Chapter 2,

" We propose a robust group-wise OOD detection method using ow generative models
based on a goodness of t test and random projection.

" We propose both one-sample and two-sample version of our methods based on the
training su ciency, where the two-sample version is assumption-free.

~ We con rm on larger models and real datasets that model accuracy may be negatively
correlated with OOD detection performance.

In Chapter 3,

" We explore the practical challenges of training a DP ow via DP-SGD on image sets,
and we propose an e cient solution by reducing the training from the full pixel space
to a lower-dimensional latent space.

" The proposed method indicates scalability on small privacy budget settings and
large images. Uniquely, it is the rst related work to present high-resolution (up
to 256 256) image synthesis with DP constraints.

In Chapter 4,

" We generalize RDP from vectors to functional outputs, and develop all building
blocks to facilitate its use in practice.

" We propose a novel approach for training a DPGM, by making the loss function
in the RKHS private without truncating the RKHS, thus maximally preserving the
learning capability of a Gaussian kernel.

" The proposed method consistently outperforms other SOTA kernel- and non-kernel-
based methods by a large margin, especially when epsilon is small (better privacy-
utility tradeo ).



Chapter 2

Out-of-distribution detection with ow
generative models

2.1 Preface

Typical machine learning classi ers may predict a label among training classes for a test
sample with high con dence, even when the test sample comes from a distribution that is
completely di erent from the training data, which may lead to severe consequences in real-
world applications such as clinical diagnosis systems. As suggested in (Bishop ), one
intuitive solution is to train a density estimation model (usually deep generative models
of which the likelihood is tractable, e.g. ow-based model, auto-regressive model and
variational autoencoder (VAE)) to approximate the training distribution, or in-distribution
(InD), and then identify the test sample with low density as OOD since the likelihood of
InD is maximized in training. However, Nalisnick, Matsukawa, Teh, Gorur, et al. ( )
found that deep generative models may assign higher likelihood to OOD input than InD
input. In this work, we show that ow generative models can reliably detect OOD input
by utilizing its bijectivity. The proposed method is shown to be robust in various datasets
or data modalities.

Abstract:  Deep generative models have been widely used in practical applications such
as the detection of out-of-distribution (OOD) data. In this work, we aim to re-examine
the potential of generative ow models in OOD detection. We rst propose a simple
combination of univariate one-sample statistical test (e.g., Kolmogorov-Smirnov) and ran-
dom projections in the latent space of ow models to perform OOD detection. Then,
we propose a two-sample version of our test to account for imperfect ow models. Quite
distinctly, our method does not pose parametric assumptions on OOD data and is capa-
ble of exploiting any ow model. Experimentally, rstly we conrm the e cacy of our
method against state-of-the-art baselines through extensive experiments on several image



datasets; secondly we investigate the relationship between model accuracy (e.g., the gen-
eration quality) and the OOD detection performance, and found surprisingly that they are
not always positively correlated; and thirdly we show that detection in the latent space

of ow models generally outperforms detection in the sample space across various OOD
datasets, hence highlighting the bene ts of training a ow model. Our code is available at:
https://github.com/dihjiang/OOD-flow

The following sections are adapted from the main paper and appendix of D. Jiang, S.
Sun, and Y. Yu (2022). Revisiting ow generative models for out-of-distribution detec-
tion . In: International Conference on Learning Representations

2.2 Introduction

Reliably detecting out-of-distribution (OOD) data, also known as anomaly, plays an im-
portant role in many deployed machine learning systems, particularly so when the system
may be under attack by a malicious adversary (Chalapathy and Chawla ; Markou and
Singh ,0; Toth and Chawla ). The bulk of existing OOD detection algorithms,
in one way or another, boils down to thresholding the (density) likelihood, which can be
conveniently estimated by modern ow-based generative models. However, quite surpris-
ingly, recent studies (Nalisnick, Matsukawa, Teh, Gorur, et al. ) reveal that ows that
are trained to maximize the likelihood of in-distribution (InD) data may actually assign
a higher likelihood to OOD data. For example, the ow-based model Glow (Kingma and
Dhariwal ) trained on CIFAR-10 that contains natural images (e.g., dog, cat, and
ship) is found to assign a higher likelihood to SVHN that consists of house numbers. The
reason behind is still an open question. Prior researchers ascribe this phenomenon to some
confounding factors in input data or trained models, such as the background statistics (Ren
et al. ), the inductive biases (Kirichenko et al. ), the input complexity (Serra et al.
), and the model accuracy (Choi et al. ). Such surprising and counter-intuitive
observations lead to natural questions on the applicability of ow models for performing
the OOD detection by merely thresholding the log-likelihood.

It is worth mentioning that this behavior is not symmetric (see Figure 2.1 and Figure 2.2
below, which are cited from Figure 2 and 6 in Nalisnick, Matsukawa, Teh, Gorur, et
al. ( )), here we show that the asymmetry is not surprising by brie y proving that
Figure 2.1 implies Figure 2.2.

Let p; g denote two distributions, i.e., InD and OOD, respectively. Figure 2.1 shows
that the log-likelihood histogram of OOD data is centered at a larger value than InD data.
In particular,

Ex qlogp(X) > Ex plogp(X); (2.1)

namely that on average the log-likelihood (trained on InDp) is larger for OOD data than
InD data. On the other hand, Figure 2.2 shows that

Ex qlogq(X) > Ex ,logq(X); (2.2)
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(a) Training on FashionMNIST, testing (b) Training on CIFAR-10, testing on

on MNIST SVHN
Figure 2.1: Histogram of Glow log-likelihoods. Glow assigns higher likelihood to OOD
data.

(@) Training on MNIST, testing on (b) Training on SVHN, testing on
FashionMNIST CIFAR-10

Figure 2.2: Histogram of Glow log-likelihoods. Glow assigns lower likelihood to OOD data.

I.e., if we swap the roles op and g, on average the log-likelihood (trained on InD ) is
larger for InD data than OOD data. This surprising result can be explained from the
following inequality:

0 D (gjp) + Dk (pij9)
=[Ex plogp(X) Ex glogp(X)] +[Ex qlogd(X) Ex plogq(X)];

which means Eq. 2.2 must hold when Eq. 2.1 holds, i.e., Figure 2.1 implies Figure 2.2.
In other words, when likelihood (as an OOD detector) fails in one certain InD and OOD
setting, it will succeed if we switch the de nition of InD and OOD for the same two
distributions (but the reverse is not necessarily true).

In this work, we re-examine the ability of ow-based generative models for OOD de-
tection. Flow models typically transform a prior distribution that is easy to sample from
to the data distribution via an invertible mapping (Dinh et al. ; Kingma and Dhari-
wal ; Rezende and Mohamed ; Tabak and Vanden-Eijnden ). Building on
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this property, we propose to compare the training and test samples in the latent space
of a ow model, as opposed to relying on point-wise scoring functions such as the log-
likelihood. To this end, we divide test samples into minibatches (groups). Examples of
group OOD detection with generative models include for instance Chalapathy, Toth, et al.

( ), Nalisnick, Matsukawa, Teh, and Lakshminarayanan ( ), J. Song et al. ( ),
and Y. Zhang et al. ( ), most of which consider either the raw input or certain repre-
sentation of the raw input in the sample space for detection. In contrast, we exploit data
representations in the latent space, and con rm its advantage experimentally. Moreover,
to cope with the curse of dimensionality (as is typical in image datasets), we propose to
leverage random projections (Friedman et al. ), which frees one from designing any
extra network architectures and is computationally very e cient. Our proposed detection
algorithm combines classic univariate statistical tests and random projections in the latent
space of ow models.

Besides the scoring function used for detection and the representation of data, model
accuracy also greatly a ects OOD detection performance (Choi et al. ; L. Zhang et al.
). To account for under-trained ow models, we propose a two-sample version of our
detection algorithm for practical use. Surprisingly, in our experiments, we con rm that
model accuracy, indicated by its generation quality, may not always be positively correlated
with its OOD detection performance.

We summarize our contributions as follows:

We propose the OOD detection algorithms GOOD1KS and GOOD2KS for ideal and
under-trained ow models, respectively, which pose no parametric assumption on the
OOD data. To evade the curse of dimensionality, we propose to randomly project the
latent space of ow models onto the real line and perform univariate statistical tests
(such as Kolmogorov-Smirnov, KS) there. Our method is computationally very e cient,
requires no extra network architecture, and uni es OOD detection in both sample space
and latent space.

Experimentally, 1) we compare with the state-of-the-art benchmarks on various image
datasets and obtain competitive results; 2) we con rm on larger models and real datasets
that model accuracy may not always be positively correlated with OOD detection perfor-
mance; and 3) we compare detection in the sample space versus in the latent space of the
ow model, and reveal the superiority and robustness of the latter, hence highlighting
the potential of ow models in OOD detection.

2.3 OO0D Detection with Flow Models

In this section, we state the OOD detection problem and propose statistical tests that
exploit modern ow generative models (either well- or under-trained).
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2.3.1 OOD Detection: Group vs. Pointwise

(InD) or some unknown out-of-distribution (OOD) g When m = 1, i.e. we examine
one test sample at a time, it is often called the pointwise OOD detection (POOD) while
group OOD detection (GOOD) refers tom > 1. According to Xiong et al. ( ), group
OOD can be characterized as (1) point based, where each individual point in the group is
anomalous, and (2) distribution based, where a group of points shows a di erent pattern
while any single point may seem regular. Therefore, distribution based group anomaly is
only detectable by GOOD methods. Practical applications include detecting Higgs Bosons
as a group of collision events in high-energy particle physics (Muandet and Scholkopf ),
and detecting distributed denial-of-services attacks via a group of multi-sensor networks
(X. Chen and S. Yu ). We construct a synthetic Gaussian experiment in Appendix A.5
to illustrate this point. Thus in this work, we will focus on studying the applicability of
modern ow generative models to the group OOD detection problem.

2.3.2 Flow-based Generative Models

A ow-based generative model simply learns a transformatioif, typically a di eomor-
phism, that pushes a latent distributionp, (e.g., Gaussian or uniform) to the in-distribution
p, i.e.

Z po =) T(Z) p; alsodenotedap T, po:
In particular, when T is di eomorphic, we have the familiar change-of-variable formula:
prX) = pp(3T4@)i=po T *(x) =T° T *(x) ;

wherejTYz)j denotes the absolute value of the determinant of the Jacobian o A ow

model parameterizesl through a neural network and estimatesT by minimizing some
divergence betweemp: (the model density) andp (the data density), based on the training
data D. OnceT is learned, we can easily generate new data by simply samplidgfrom
po and then pushing throughT, i.e. X = T(2Z).

Denote X 1 d X if they follow the same distribution. For any transformationT, it is
clear that

X124 X, 2) T(Xy) 2 T(X);

and the converse also holds T is invertible. In fact, a su ciently regular transformation
T may preserve many familiar statistical divergenceB, i.e.

D(X1; X2) = D(T(X1); T(X2));
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for instance, whenD is the f -divergence, such as the Kullback-Leibler (KL) and Jensen-
Shannon (JS) divergenceT is di eomorphic, and X; and X, are continuous (Csiszar

). Another example is the Kolmogorov-Smirnov (KS) distance for real-valueti and
monotonic T:

D(X1; X2) :=supy jFa(x)  Fa(X)i; (2.3)

where F; is the CDF of X;, as well as the Cramér-von Mises (CvM) divergence (Darling

):
R
D(X1;X2) = [Fu(x) Fa(x)]2dF2(x):

Thus, for group OOD detection, we can rst train an invertible ow model based on the
InD samples and then construct a scoring function or statistical test either in the sample
space (where the test samplY; g resides), or in the latent space (wherET *(Y;)g resides).
However, since bothy; and its pre-imageT *(Y;) are typically of high dimension and the
sample sizem is comparatively small, some compromise needs to be made in order to
evade the curse of dimensionality, which gets even more problematic for ow models whose
latent dimension is greater than input dimension (J. Chen et al. ; Grci¢ et al. ).
For instance, Y. Zhang et al. ( ) t a multivariate Gaussian in the latent space using
fT %(Y;)g and compute analytically the KL divergence between two Gaussians. Nalisnick,
Matsukawa, Teh, and Lakshminarayanan ( ) projecY; onto the real line using the
estimated log-likelihood functionlogpr and construct a typicality test there, while Choi

et al. ( ) instead employ the Watanabe-Akaike Information Criterion (WAIC).

To illustrate the above idea, we compare in Figure 2.3 the distributions af (X yain )
and T }(Xs) in the latent space using synthetic2-D Gaussian datasets and the ow
model RealNVP (Dinh et al. ). We observe that in the latent space the distribution
of the OOD samples (i.e..T (X oop-est ) is distinct (more so in Fig 1(b) than Fig 1(a))
from the distribution of the InD samples (i.e., bothT (X np-rain ) and T (X jnp-test ))-
Moreover, we found that the transformationT ! can roughly keep the statistical distance
in the latent space. In other words, distributions that are far away from the in-distribution
in the sample space also tend to remain far away in the latent space.

2.3.3 0OOD Detection via Random Projections

For a well-trained ow model, its inverse transformationT * should bring the in-distribution
samples to follow (approximately) the prior distribution pg, such as the commonly used
standard normal. It is thus natural to perform OOD detection by comparingT (X (est)
against the prior distribution py, whereas the InD training samples4n are used to train
the ow parameterized by T. To accommodate any prior distributionpo, we propose to
extend standard statistical tests such as the KS distance in Eq. 2.3 to high dimensions.

To our best knowledge, multivariate KS test has only been studied sporadically in
the literature, due to the computational di culty in enumerating the maximum in high
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(@) InD: N ([0;0];1) and OOD: N ([1;1];1)

(b) InD: N ([0;0];1) and OOD: N ([5;5]; 1)

Figure 2.3: Examples oR-D Gaussian in the latent space. In (a) and (b), left: the densities
of InD and OOD; and middle and right: the density histograms of InD and OOD in each
latent dimension. x means input variable whilez denotes latent variable.

dimensions. For instance, Justel et al. ( ) proposed a complicated numerical procedure
to compute the KS distance (incidentally also in the latent space) but only for bivariate
distributions. Instead, we propose to randomly project high-dimensional random vectors
to the real line and run classic KS test there. We note that similar ideas have been used
to train generative models (e.g. Bonneel et al. ; Friedman et al. ; Kolouri et al.

; Liutkus et al. ; Nguyen et al. ; Paty and Cuturi ), while we allow any
ow models and use random projection only to construct the KS test (and related).

Figure 2.4 provides a simple example to illustrate the main idea. Consider twd
Gaussian distributions: N ([0; 0]; 1) and N ([0; 0]; [1; 0:8; :8; 1]). Obviously, for the standard
2-d Gaussian all of its random projections along normalized directions folloiN (0; 1),
whereas for the shown correlated Gaussian, only the projections along the coordinate axes
follow N (0;1). Therefore, we can distinguish these two distributions by comparing their
projections along random directions.

More generally, the following theorem provides the theoretical basis for distributional
comparison using random projections.

Theorem 3 (Cuesta-Albertos et al. ( )) Let X and Y be twgR%valued random vec-
tors. Suppose the absolute moments, := EkX k* are nite and ﬁ:l (my) B=1 f
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@) (b)

(€) (d)
Figure 2.4: Random projections of-d Gaussians. As an example, we consider a standard
Gaussian and correlated Gaussian that share the same marginal distribytionproj; is
the projection along the axis(1;0), and proj, is the projection along(Tz; 72). For the
standard Gaussian, bothproj; (a) and proj, (b) follow N (0; 1); while for the correlated
Gaussian,proj (c) follows N (0; 1), but proj, (d) follows N (0; %), instead ofN (0; 1).

the setW = fw 2 R%:w>X 2 w>Yg has positive Lebesgue measure, th¥n2 Y.

The assumptionP  (My) =k = 1, known as Carleman's condition, is very mild: it is
satis ed if the underlying moment generating function is nite around the origin (hence
such distributions are uniquely determined by their moments). Most distributions used
in practice, such as the Gaussian distribution, clearly satisfy Carleman's condition. Put
di erently, Theorem 3 implies that an "enough bulk" of random directions allows us to
distinguish the projections ofX and Y; see Figure 2.4 for an illustration.

To be more speci ¢, given a limited collection of test sampleX st and a ow model
T, we rst transform into the latent space and obtainZ = T (X s). Then, we samplen
(uniformly) random directionsW 2 RY ", which are obtained by normalizing i.i.d. samples
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from the d-dimensional standard Gaussian. When the ow modeTl is well-trained, the
inverse transformationT * applied to InD samples will bring them to follow approximately
the latent prior distribution, e.g., d-dimensional standard Gaussian. As a result, projection
onto each random direction yields close proximity to the univariate standard Gaussian,
which classic statistical tests such as KS would be able to pick up. In practice, we found
that averaging over di erent random directions leads to slightly better and more robust
performance, although the bene ts quickly saturate as we increase the number of random
projections. Crucially, the KS distance in Eq. 2.3, withF; being the empirical distribution

of random projectionsW~ Z and F, the latent prior distribution, can be computed in linear
time by just enumerating x over each projected sample.

We call the resulting algorithm group OOD detection based on one-sample KS test
(GOOD1KS) and summarize it in Algorithm 1. Its computation requires one pass of the
(inverse) ow model and the remaining operations are linear-time. A higher value of the
KS statistics k; indicates a lower similarity between the test sample and the latent prior
distribution, which can be taken as a metric of OOD-ness. We note that our algorithm is
completely general and e cient:

" unlike Y. Zhang et al. ( ) we do not require any matrix inversion or determinant and
we avoid the di cult problem of estimating high dimensional covariance matrices when
only very limited test samples are available;

in principle, we can work with any latent prior distribution and any univariate statistical
tests. As pointed out by Jaini et al. ( ), a heavier tailed latent distribution, or even
discrete ones, than the standard Gaussian may be advantageous in certain settings.
Similarly, other statistical tests may prove useful if we desire to zoom in certain parts
of the distribution. Our choice of the KS test is motivated by our experimental settings
below and serves as a concrete example.

our algorithm can work with any ow model T. For instance, we may even tak& =Id,

in which case Algorithm 1 reduces to performing statistical tests in the sample space.
Thus, our algorithm uni es the two perspectives: test in the sample space vs. test in
the latent space, which we will compare experimentally below.

2.3.4 Improvement for Under-trained Flow Models

When the ow model is not well-trained (perhaps even intentionally, for instance, if we
take T =Id), the e ectiveness of the one-sample test in Algorithm 1 becomes questionable
even for InD samples. A simple x is then to run the two-sample version of the KS test in
Eq. 2.3, whereF; is the empirical distribution of the projected test samples whil&; is now
the empirical distribution of the InD training samples. More concretely, in Algorithm 1 we
additionally derive Zyain = T (X ain) and project similarly to obtain Syan = W ” Zgain -
Then, in Line 5 we substitute the latent prior distribution (e.g. standard Gaussian) with
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Algorithm 1: Group OOD detection based on one-sample KS test (GOOD1KS).
Input: Test OOD samplesX (s Splitted into m groups X 4; : X' m with each
Xi 2 RY P (bfor batch size andd for dimension); random projection
matrix W 2 RY ",

1 for i 1to mdo

2 Zi=T YX))2R4P /I transform into the latent space

3 | SO=w>zZ,2R" P /I project onto  n random directions
4 for j 1to ndo

5 t ki = KS(S-“:);N (0;2)) /I conduct one-sample KS test
6 K; % j”=1 Ki I/l average over n random directions

compute AUROC for X 5 based on allk;'s

~

the empirical distribution of the j -the row of Sy, . Below we call this modi cation as group
OOD detection based on two-sample KS test (GOOD2KS). We note that the computational
complexity of GOOD2KS remains similar to Algorithm 1, and it is equally exible: we can
now even take snapshots af obtained during training the ow model, and run GOOD2KS
on all of them. The detailed algorithm for GOOD2KS is presented in Appendix A.2.

2.4 Experimental Results

We perform extensive experiments to compare our proposed OOD detection algorithms
with the state-of-the-art (SOTA) group OOD detection benchmarks, i.e. Typicality test

(TyTest) (Nalisnick, Matsukawa, Teh, and Lakshminarayanan ) and the KL divergence
based Out-of-Distribution Detection (KLOD) (Y. Zhang et al. ). Implementation

details of benchmarks are given in Appendix A.3. We test on two popular ow models:
Glow (Kingma and Dhariwal ) and RealNVP (Dinh et al. ) (see Appendix A.2

for more details about network architecture). For evaluation, we focus on the Area Under
Receiver Operating Characteristic (AUROC/AUC) and Area Under Precison-Recall curve
(AUPR), which are commonly used in OOD detection. We compare the OOD detection
performance across a wide variety of image datasets, including grayscale and RGB image
datasets (please refer to Appendix A.1 for more details).

2.4.1 Robustness of GOOD2KS

In Table 2.1 we compare the performance of GOOD1KS and GOOD2KS with the ow
model RealNVP against the benchmark algorithms. For fair comparison, we adopt the
same RealNVP model in the benchmarks. AUPR comparison is given in Table A.2 in
Appendix A.7.1. We use InD to denote the in-distribution dataset and OOD to denote
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Table 2.1: AUROC on RealNVP (higher is better). Our results are denoted by GOOD1KS
j GOOD2KS. Highest AUROC are in boldface, and failure cases (where AUROC is below
0.5) are underlined.

InD 00D batch size =5 batch size = 10
TyTest KLOD Ours TyTest KLOD Ours
MNIST 0.77 0.95 0.99j0.99 0.82 0.96 1.00j1.00

FMNIST  KMNIST ~ 0.97 097 0.99j0.99 0.97  0.98 1.00j1.00
Omniglot ~ 1.00  1.00 1.00.00 1.00 1.00 1.002.00

SVHN 0.89 0.29 0.880.83 0.95 _0.35 0.99j0.98
CIFAR-10 CelebA 0.67 0.90 0.760.77 0.81 099 0.890.90
LSUN 0.60 0.72 0.630.62 0.70 081 0.660.70
SVHN 0.92 0.23 0.890.84 0.98 _0.29 0.99j0.98
CIFAR-100 CelebA 042 0.83 0.740.74 0.46 097 0.890.88
LSUN 0.49 0.63 0.570.59 0.53 0.72 0.630.65
CIFAR-10 1.00 0.99 0.890.93 1.00 0.99 0.9%0.98
SVHN CIFAR-100 1.00 0.99 0.900.93 1.00 1.00 0.960.98
CelebA 1.00 1.00 0.930.94 1.00 1.00 0.990.99
LSUN 1.00 1.00 0.930.94 1.00 1.00 0.990.99
CIFAR-10 0.98 0.99 0.9320.93 1.00 1.00 0.980.99
CelebA CIFAR-100 0.98 0.99 O.92Ij.0.92 1.00 1.00 0.9§0.99
SVHN 0.78 0.80 0.97j0.96 0.81 0.99 1.00j1.00
LSUN 1.00 1.00 0.930.93 1.00 1.00 0.990.99

di erent test datasets. To implement group OOD detection, we divide the test samples
into small batches and vary the batch size for comparison. We u8@ random projections

in all cases, and set it as the default for all experiments on RealNVP. As expected, the
performance improves with the batch size (see Appendix A.7.4 for results with batch size
20). We observe that, the performance of the two benchmarks and our GOOD1KS on
these image datasets is unstable, and for some datasets the detection performance can be
rather poor (i.e., AUROC below0:5). For example, for TyTest with CIFAR-100 (InD)
and CelebA (OOD), the AUROCs are0:42 and 0:46;, for KLOD with CIFAR-10 (InD)

and SVHN (OOD), the AUROCs are0:29 and 0:35. In contrast, the performance of our
GOODZ2KS is more robust and is generally satisfactory over all datasets. Results on Glow
is shown in Table A.3 in Appendix A.7.2. Again, our GOOD2KS exhibits robustness over
all datasets. Benchmarks also discuss detecting CIFAR-100 as OOD when training a model
on CIFAR-10, and their AUROCSs are around random guess. We did the same experiment
and obtain similar results. The result is not surprising, since CIFAR-10 and CIFAR-100
are similar datasets, which highlights the need to quantify OOD-ness.
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(a) FMNIST/MNIST (b) CIFAR-10/SVHN

Figure 2.5: Random projections vs. autoencoder. (a)-(b) Performing random projection

outperforms training an extra autoencoder in two OOD detection experiments. Besides, the
OOD detection performance using RealNVP saturates as the number of random projections
grows beyond 50.

2.4.2 Random Projection vs. Autoencoders

When the number of random projections is less than the input dimension, we essentially
perform dimensionality reduction before comparing the distributions. Therefore, it is nat-
ural to compare with other dimensionality reduction methods such as autoencoders. To
construct the benchmark, we rst feed the input image to an autoencoder and then use
the latent code from the encoder as the input in our GOOD1KS/GOOD2KS. The only
di erence is that with autoencoder we now skip the step of random projections. As an
example, we use the Latent Space Autoregression (LSA) (Abati et al. ) as the au-
toencoder. Figure 2.5 shows the comparison results on FMNIST/MNIST (InD/OOD) and
CIFAR-10/SVHN using RealNVP. The batch size is xed asl10. We vary the number of
random projections or the latent dimension fron20 to 400 and found that using random
projections outperforms autoencoder with the same level of dimensionality reduction. It
is possible to improve the detection performance with an autoencoder by using a more
complex network than LSA. However, random projection is still appealing, as it works
e ectively and requires no extra networks.

2.4.3 E ect of Divergence Measures

We empirically compare the KS test with the CvM test and the JS divergence (JSD).
Both the KS and the CvM tests are non-parametric, while JSD requires the density to
be estimated. We use the following heuristic approach to estimate the empirical density:
dividing the latent values of the test batch into 20 bins, and use the normalized count in

each bin as the empirical density (note that we can skip this step in both KS and CvM).
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Figure 2.6: Di erent divergences. KS and CvM test outperform JSD. A further comparison
between KS and CvM is presented in Appendix A.7.3.

Therefore, the computation time for calculating JSD is much longer. For implementation,
we use the Scipy.stats library in Python to computation these measures. As an example, in
Figure 2.6 we show results on one challenging dataset pair CIFAR-10/SVHN (InD/OOD)
using RealNVP (results on Glow are similar). We consider two batch size40 and 20.
The number of random projections is set to b&0 for all experiments. We can observe that
JSD is outperformed by the other two in all cases, and the performance of KS and CvM is
comparable. We further compare KS and CvM on more dataset pairs for di erent batch
sizes (see Appendix A.7.3). The observation is generally consistent with KS being slightly
superior to CvM, especially for the smaller batch size.

2.4.4 Generation Quality vs. OOD Detection

Intuitively, a more accurate ow model is expected to lead to better OOD detection per-
formance. In this section, we investigate the relationship between the model accuracy and
the OOD detection performance, where we measure a model's accuracy by its ability to
generate visually realistic high-quality new images. To impose di erent levels of model
accuracy we consider two factors: model capacity and training time. We x the batch size
to 10in this experiment.

Model capacity: Consider Glow, whereK denotes the number of steps of ow in each
block, L denotes the number of blocks, antl denotes the number of hidden channels. For
comparison we trained two di erent Glow models on CIFAR-10: (1) a simple Glow with

K =3;L =3;h =64, and (2) a complex Glow withK = 16;L = 3;h = 128. Figure 2.7
shows the comparison of the log-likelihood histograms and the generated images. We can
see that while the histograms of the two log-likelihood are similar, the generation quality
is noticeably di erent with the complex model generating much better images. We then

21






	Examining Committee
	Author's Declaration
	Statement of Contributions
	Abstract
	Acknowledgements
	Dedication
	List of Tables
	List of Figures
	Introduction
	Trustworthy Machine Learning
	Out-of-distribution (OOD) Detection
	Preserving Privacy of User Data
	Differential Privacy
	Rényi Differential Privacy (RDP):
	DP-SGD


	Generative Modeling
	Flow-based Generative Models
	Maximum Mean Discrepancy (MMD)
	Differentially Private Generative Model

	Outline and Contributions

	Out-of-distribution detection with flow generative models
	Preface
	Introduction
	OOD Detection with Flow Models
	OOD Detection: Group vs. Pointwise
	Flow-based Generative Models
	OOD Detection via Random Projections
	Improvement for Under-trained Flow Models

	Experimental Results
	Robustness of GOOD2KS
	Random Projection vs. Autoencoders
	Effect of Divergence Measures
	Generation Quality vs. OOD Detection
	Distribution Comparison in Latent vs. Sample Spaces

	Related Work
	Summary

	DP-LFlow: Differentially Private Latent Flow for Scalable Sensitive Image Generation
	Preface
	Introduction
	Preliminary
	Differential Privacy
	DP-SGD
	Flow-based Generative Models

	Method: DP-LFlow
	Experiments
	Experimental Setup
	Comparison with SoTA Baselines
	Under the Weak DP Guarantee =10
	Under the Strong DP Guarantee =1

	Generating High-resolution Images with DP Constraints
	Differentially Private Out-of-distribution (OOD) Detection
	Ablation Study
	Flow in the Pixel Space vs. Latent Space
	With vs. Without Partitioning the Dataset


	Discussion
	Related Work
	Summary

	Functional Rényi Differential Privacy for Generative Modeling
	Preface
	Introduction
	Preliminary
	Differential Privacy for Vectors (v-DP)
	Rényi Differential Privacy for Vectors (v-RDP)
	Gaussian Mechanism for v-DP and v-RDP
	Differential Privacy for Functions (f-DP)

	Rényi Differential Privacy for Functions (f-RDP)
	Definition
	Post-processing Theorem
	Conversion to (,)-DP
	Composition Theorems
	Gaussian Mechanism
	Subsampled Gaussian Mechanism (SGM)

	An Application in DPGM
	Background
	Related Works
	Methodology
	Experiments
	Conditional vs. Parallel
	Grayscale Image Sets: MNIST and Fashion MNIST
	RGB Image Sets: CelebA


	Summary

	Conclusion
	References
	APPENDICES
	Appendix of Chapter 2
	Datasets
	Implementation Details on Our Method
	Implementation Details of Benchmarks
	Framework
	Motivation for Groupwise Detection
	Point OOD Detection via Data Augmentation
	Additional Results
	GOOD Results using RealNVP - AUPR
	GOOD Results using Glow
	Comparison of Different Divergence Measures
	Batch Size = 20
	Generation Quality vs. OOD Detection
	Intra-dataset OOD Detection
	OOD Detection on Time-series Data
	Investigation of CIFARs vs. LSUN
	Comparison with Average Density


	Appendix of Chapter 3
	Proof
	Datasets
	Rényi differential privacy (RDP)
	Framework
	Implementation
	Flow models
	Privacy implementation
	Fréchet Inception Distance (FID)
	Classification task
	Baselines


	Appendix of Chapter 4
	Proof
	Datasets
	Implementation
	Additional Results
	Broader Impact and Limitations
	A Simplified View of RDP for Vectors and Functions


