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Abstract

Recent technological advances in Autonomous driving systems (ADS) show promise in
increasing traffic safety. One of the critical challenges in developing ADS with higher levels
of driving automation is to derive safety requirements for its components and monitor the
system performance to ensure safe operation. The Operational Design Domain (ODD) for
ADS confines ADS safety in the context of its function.

The ODD represents the operating environment within which an ADS operates and
satisfies the safety requirements. To reach a state of “informed safety”, the system’s ODD
must be explored and well-tested in the development phase. At the same time, the ADS
must monitor the operating conditions and corresponding risks in real-time. Existing
research and technologies do not directly express the ODD quantitatively, nor have a
general monitoring strategy designed to handle the learning-based system, which is heavily
used in the recent ADS technologies. The safety-critical nature of the ADS requires us
to provide a thorough validation, continual improvement, and safety monitoring of these
data-driven dependent modules. In this dissertation, the ODD extraction, augmentation,
and real-time monitoring for the ADS with machine learning components are investigated.

There are three major components for the ODD of the ADS with machine learning
components for general safety issues. In the first part, we propose a framework to system-
atically specify and extract the ODD, including the environment modeling and formal and
quantitative safety specifications for models with machine learning parts. An empirical
demonstration of the ODD extraction process based on predefined specifications is pre-
sented with the proposed environment model. In the second part, the ODD augmentation
in the development phase is modeled as an iterative engineering problem solved by ro-
bust learning to handle the unseen future natural variations. The vision tasks in ADS are
the major focus here and the effectiveness of model-based robustness training are demon-
strated, which can improve model performance and the application of extracting the edge
cases during the iterative process. Furthermore, the testing procedure provides us valuable
priors on the probability of failures condition in the known testing environment, which
can be further utilized in the real-time monitoring procedure. Finally, a solution for online
ODD monitoring that utilizes the knowledge from the offline validation process as Bayesian
graphical models to improve safety warning accuracy is provided. While the algorithms
and techniques proposed in this dissertation can be applied to many safety-critical robotic
systems with machine learning components, in this dissertation, the main focus lies on the
implications for autonomous driving.
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Chapter 1

Introduction

The move toward an Automated Driving System (ADS) is being driven by many poten-
tial bene ts of the technology, such as increased safety, reduced tra c congestion, lowered
emissions, and potentially increased mobility for those unable to drive. In order to real-
ize these benets, ADS technology must be introduced safely. The safety requirement is
speci ed by the Operational Design Domain (ODD), where ADS requires a safe opera-
tion implemented by the functional modules in perception, decision-making, and control
to guarantee certain output quality. This dissertation focuses on the extraction, augmen-
tation, and monitoring of the ODD of the ADS, especially for the perception modules that
rely heavily on machine learning technologies. Before outlining the research scope and
objectives, this chapter introduces the background and challenges of ODD's ADS safety
assurance problem.

1.1 Background and Motivation

Centuries of development in science and engineering have enabled the mobility revolution
from horse carriages to automobiles. One appealing thought on the current transportation
paradigm is still at the \horseless carriage” stage of mobility technology [13]. The carriage
horses can learn for themselves through training and eventually carry out simple obstacle-
avoidance skills, achieving a certain autonomy level. The motivation for autonomous driv-
ing is to recover the lost autonomy in modern vehicles and improve it further. Itis expected
that we will soon see the next transportation revolution where autonomous vehicles will
be part of road tra c [14].



The idea of self-driving cars has had a long history, as scripts of the driverless vehicle
came around as early as the 1920s [15]. During that time, the initial idea for implementing
the driverless car was to use remote control, due to the enormous development in radio
technology at that time [16]. The autonomy of the \horse" was substituted by remote
human control. In the 1960s, an \automatically guided automobile” [17] was tested at
GM's Technical Center in Warren, Michigan. The sensor technology development at that
time enabled vehicles to follow wire laid in the road. The scene understanding and path
planning problems were excluded from the driving task. Instead, the vehicle only needed
to track the provided path (wire). Along with many successful applications of machine
learning techniques in handwritten character recognition [18] as well as speech recogni-
tion [19] in the 1990s, the Carnegie Mellon University Navigation Laboratory made the
rst attempt at constructing neural networks for autonomous driving [20]. These e orts
demonstrated that nearly autonomous driving was possible. In recent decades, numerous
events and commercial e orts have further advanced to exclude human driver intervention
in autonomous driving. Defense Advanced Research Projects Agency (DARPA) Grand
Challenges [21] set up the goal for o -road driverless vehicles, as well as the mock ur-
ban environment. Other notable public test events [22] have demonstrated the ability of
the current autonomous driving technology to manage real situations, including complex
driving scenarios like roundabouts, junctions, pedestrian crossings, and tra ¢ signs. The
industry also pushed the development of autonomous driving for the potential market in
future transportation. Commercial e orts like Google Waymo [23] and Tesla's Autopilot
system [24] have further brought autonomous driving to the public's attention.

The deployment of self-driving cars can reduce the human operational error caused
by driving fatigue and eventually reduce vehicle collisions. It is reported that driving
autonomy could liberate human drivers from the tedious driving task, saving more time for
humans and easing driving stress [25]. However, before humans can be con dent that their
driving safety is secure in the hands of autonomous driving functions, autonomous driving
systems still need to demonstrate their safety and reliability. Such a safety demonstration is
a prerequisite for authorities, society, end-users, regulatory bodies, the insurance industry,
and OEMs to accept that ADSs make safety-relevant decisions with implications on human
life [26].

A vital aspect of the safe use of automated vehicle technology is de ning its capabilities
and limitations and communicating these to the end-user, leading to a state of \informed
safety”. The rst step in establishing the capability of an ADS is the de nition of its ODD
[27]. The ODD represents the operating environment within which an ADS can perform



Level LO L1 L2 L3 L4 L5
SAE (J3016) No _ Dnyer Partial _ Condltlo_nal High _ Full _
automation | assistance automation automation automation automation
. . . . ADS in charge | ADS in charge
Control Authority | Driver only | Driver >> ADS | Driver> ADS . . ADS
when activated | when activated
ADS Functions - ACC, LKA ICA, TIA TJIP, HWP RoboTaxi FAV, CAV
o Human driver continuously has to monitor ADS is responsible for monitoring
Monitoring Task L . o .
the system and the driving environment the driving environment

Table 1.1: Levels of driving automation according to SAE J3016 [12]. ACC: Adaptive
Cruise Control ; LKA: Lane Keeping Assist; ICA: Integrated Cruise Assist; TJA: Trac

Jam Assist; TJP: Tra ¢ Jam Pilot; HWP: Highway Pilot; FAV: Fully Autonomous Vehicle;

CAV: Connected Autonomous Vehicle. Starting with level 3, the system is fully responsible

for monitoring the system itself and the driving environment. In this research proposal,
levels 1-2 are summarized as advanced driver assistance systems (ADAS) and levels 3-5 as
higher levels of driving automation.

the dynamic driving task (DDT) safely [28]. Therefore, knowing and real-time monitoring

of the operational condition of the ADS is necessary for the system safety assurance [26]. In
the context of ADS safety, this dissertation studies how to describe, extract and monitor the
ODD in real time for high-level ADS functions, especially those with learning components.

1.2 Relevance

1.2.1 Driving Automation

To discuss the safety of automated driving, one has to di erentiate the capabilities of ADS.
These capabilities are classi ed by the Society of Automotive Engineers (SAE) J3016 [12]
in terms of di erent driving automation levels. Table 1.1 summarizes the di erent levels
of driving automation.

The most advanced commercially available automated driving functionalities are clas-
sied as level 2 systems (partial automation). A level 2 system can take over longitudinal
and lateral vehicle control in specic driving situations, with the driver's restriction to
continuously monitor the system and the environment. In case of an error or inadequate
system behavior, the driver is responsible for overriding the advanced driver assistance
system's (ADAS's) action [28].



As indicated in Table 1.1, a paradigm change occurs between a level 2 and a level 3
system because the human driver in level 3 does not have to monitor the system, or the
environment, when the system is engaged. Hence, the human driver is not responsible for
reacting (immediately) to a system failure or error. A level 3 system's restriction is that
the driver must be receptive to take-over control after an adequate time frame whenever
the system detects a failure or a situation it cannot handle. This restriction does not
apply to level 4 anymore. The ADS is expected to reach a Minimal Risk Condition (MRC)
when detecting a system failure or a situation it cannot handle [29]. While levels 3-4 are
restricted to speci ¢ driving domains (e.g., highways or industrial zones), a level 5 system
can handle any driving domain.

The human driver not being responsible for monitoring the ADS and its environment,
and not making decisions for actuation, has profound implications on legal matters and
liability [30], on ethical questions related to ADS actions [31], on ADS design, safety, and
performance requirements, and on system safety testing procedures [27, 32].

1.2.2 Machine Learning in ADS

Machine Learning (ML) is increasingly applied to autonomous driving research, especially
for perception and decision-making modules that cannot easily be mastered with tradi-
tional rule-based approaches [33]. ML components are incorporated to perform pattern
recognition from very complex data, which is di cult to perform using algorithmic meth-
ods alone [34]. Perception modules extract features from high-dimensional sensory data
from the camera, radar, and LIDARs to derive the \knowledge" of the dynamic trac
states and the attributes of the surrounding driving scenario, e.g., a ordance mentioned
in [35].

The learning-based system uses arti cial intelligence techniques that make predictions
from data based on empirical risk minimization [36]. ML is typically e ective in processing
high-dimensional data (image and point-cloud) with good performance in many applica-
tions [37, 38], and widely applied in scenario understanding [39] as well as the decision-
making [40] functions in autonomous driving research. From a very high-level perspective,
autonomous vehicles use ML models to generate localization, object detection, and track-
ing results. These results further construct states that forward into decision-making and
control might also be composed of ML models operating during run time. A catastrophic
collision may arise due to failures in one of the components mentioned due to the inaccu-
rate incorporation of ML. It should be noted that the probabilistic nature of ML models
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is less understood than algorithmic models since their functionality depends largely on
parameters extracted from nite datasets [41] rather than being explicitly programmed
based on rules. The failures in ML systems generate many safety issues in developing a
safety-critical high-level ADS.

1.2.3 Safety Issues in ADS

ADS safety is paramount for customers, the road vehicle industry, and society. In 2017, the
U.S. National Highway Tra ¢ Safety Administration issued Automated Driving Systems: A
Vision for Safety 2.0 [42]. The Department of Transport Canada also publishe@anada's
Safety Framework for Automated and Connected Vehiclg¢$3] in 2019. In addition to the
speci cations of various countries, large companies such as Waymo and Tesla also released
unmanned vehicle safety reports [44, 45], including software, hardware, test procedures,
and human driver interaction safety issues. Besides the statistical report, Mobile Eye
proposed a Responsibility Sensitive Safety (RSS) [46], which intended to formalize the
\safety" and \responsibility” issue into quantitative mathematical models such that those
semantics could correlate with parameters for planning and control.

The autonomous driving safety issue comprises two aspects: functional safety [47] and
Safety Of The Intended Functionality (SOTIF) [48]. Functional safety concerns the po-
tential hazards due to system, hardware, and software failure on road safety followed by
the regulations in [47]. The ISO/PAS 21448 de nes SOTIF as follows: \The absence of
unreasonable risk due to hazards resulting from functional insu ciencies of the intended
functionality or by reasonably foreseeable misuse by persons.” As a complement to func-
tional safety, the main focus of SOTIF is the possible errors caused by the perception and
decision-making phase that does not conform to the expected behavior. The primary ingre-
dient to the SOTIF problem in autonomous driving is verifying the algorithm robustness
from various lighting conditions, dynamic scenes, and driving scenarios.

Research e orts have been committed to improving land vehicles' safety ever since the
car came on the road in the 19th century. As the human driver takes all the responsibility
of perception and decision-making during operation time, the low-level ADAS and safety
functions mostly focus on the vehicle dynamic control assistance (e.g., ABS, ESP), and
electronic body parts control (belt, airbag), as shown in Figure. 1.1. High-level autonomy
shifts the load of perception and decision-making from human drivers to the ADS. Thus
much focus has been shifted to the capability tperceive and make judgement over
driving situations [46].



Figure 1.1: A holistic view of safety in modern ADAS system ( gure adapted from [1]).
The advanced ADAS monitors the condition of the tra ¢ and driver and interacts with
the driver by sending warnings and assisting with dynamic control and possible avoidance
[2], including the crash mitigation and post-crash modules, to enhance safety.

Looking at Fig. 1.1 from right to left (from result back to cause), the mitigation
and post-crash safety modules eventually aim to reduce the harm, which is characterized
as physical injuries or property damage that is quanti ed by society [49]. By following
the Automotive Safety Integrity Level (ASIL) proposed in ISO 26262 [1], the risk is the
product between the probability of a crash during a con ict and the potential severity of
the accident. A hazard is assessed with relative risk, which is a potential source of harm
in the con ict situation. Uncertainty is highly connected with the safety issue in the non-
con ict stage shown in Figure. 1.1 as a measure of the likelihood that con icts originate
from the ADS in the dynamical environment.

This dissertation focused on the non-con ict phase of safety issues associated with the
de ned operational domain given an ADS. As one crucial aspect of SOTIF, ODD needs to
be carefully de ned (before the release of a product) and monitored (during operation) to
preclude an unacceptable risk of functional de ciencies from ADS modules, especially for
those learning-based parts in perception. Hand in hand with the necessity of validating
and monitoring the ODD of high-level ADS comes the challenge that classical automotive
testing procedures and state monitoring methods are not directly applicable to modern
ADSs and their perception parts.



1.3 Challenges

In recent years, modern vehicles have been transforming steadily from purely mechanical
designs with chassis and engines to software-intensive cyber-physical systems. It was re-
ported that Google's autonomous vehicle eet was involved in 11 crashes from 2009 to 2015
during the approximately 1.3 million miles in autonomous mode test drives at low-speed
[50]. The failure of perception and decision-making software modules can lead to disastrous
consequences, such as a fatal collision of a self-driving car. For example, a Tesla autopilot
vehicle crashed into a trailer because the perception system failed to recognize the obstacle
against the background brightly lit sky [51]. Another report [52] showed that when Uber
tested a self-driving car, the car was caught running red lights and did not appear to slow
down when approaching a pedestrian, leading to a fatal accident in 2018.

In order to formally formulate the road driving task and its safety veri cation, | list a
few challenges here and discuss how this dissertation relates to them.

1.3.1 Operational Design Domain Extraction of High-level ADS

Due to the complexity of ADS and the diversity of deployment environments, there is
currently no clear framework or speci cation of extraction methods for the operational
domain. For example, the operating conditions may range from a low-speed shuttle bus in
a pre-mapped school area [53], to a Robo-taxi in complex city streets [23], to a very high-
speed Highway-Pilot [54]. Even for a similar set of autonomous driving technologies, the
operating scenarios would be di erent for a food delivery driverless vehicle operating in the
street versus an autonomous trolley deployed in a storehouse. There are ongoing evolving
standards for the operational design domain, starting with the SAE J3016, which set up an
initial attempt to de ne ODD as \operating conditions designed to function for the AD"
[12]. 1SO 21448 addressed ODD in a similar way along with the introduction of SOTIF
issues [48]. ISO 34503 brings up taxonomy and language schemes for ODD along with
fundamental scenario classi cation schemes using a two-level abstraction [55]. However,
the current standards only provide guidelines on what should be speci ed in ODD rather
than a detailed methodology.

Another challenge is formally modeling the driving environment as part of the ODD.
Environmental conditions are essential in in uencing the safe operation of ADS-equipped
vehicles. They also tend to pose one of the biggest challenges in ADS operation, particularly
in early deployment or real-world trials. The environmental conditions can potentially
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impact all ADS functions, from perception and planning to actuation control, as they
might impact visibility, sensor delity, and communication systems. Most of the advanced
functionality in ADS requires the perception of the environment [56], typically requiring
human-level or even super-human-level ability of scene understanding. However, there is
no detailed speci cation regarding \human-level" perception. Thomason et al. proposed
a tree structure for digital scene representation, breaking the scene into more specic
elements and arranging them by layers [57]. From the observer's point of view, Maurer
et al. proposed that physical objects' spatial-temporal arrangement de nes a scene [58].
When combined with automated vehicle testing, the initial scene needs to be formalized
with all tra c elements, their behavior, and the vehicle's location. The developments
over time are represented as a collection of landscapes, dynamic elements, and driving
instructions [59]. There are promising works recently on scenario description language
design, and taxonomy for autonomous driving [60, 28, 61]. However, it is still di cult to
cover all the potential scenery and environmental aspects for driving scenario generation
based on illustrational languages.

The complexity of ADS also poses diculties for ODD extraction in modern ADS.
The ADS can be viewed as a \systems of systems" in which many modules are black
boxes. There is no way to explicitly know the speci c state transitions of the modules,
and only the input-output relations can be observed during tests. Each subsystem of the
ADS interacts with the others but is not necessarily produced by the same company and is
almost impossible to design in the same way. Such di culties place new demands on testing
and veri cation methods and require reliable measures of safety to specify the \designed"
operating condition of the ADS.

1.3.2 Measurable Safety

In the context of ODD, miles and disengagement are not enough to show the quality of
safety for the ADS. Before knowing any safety measures, it is not responsible for con rming
the safe operation boundary through a large-scale, real-world deployment. During the
Validation and Veri cation (V&V) process, ADS safety must be measured and quanti ed.

Various metrics and safety indicators exist for evaluating the vehicle motion and per-
ception prediction mentioned in the current ANSI standard - UL4600 [62]. The most
concerning issues with safety indicators, however, are how well they are correlated with
safety and how to measure it. For example, the sensor performance on accuracy remains
Su cient given changes in operational conditions and if they can see far enough ahead to
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give accurate perception. At this point, these perception metrics need to be aligned with
safety requirements. Outstanding sensor performance beyond the planning horizon might
help with ride comfort or e ciency, but it might not be directly related to safety. On the
other hand, the sensor failure may not directly result in an accident if the vehicle is driving
in an open area. A major challenge in these metrics is that they usually require a ground
truth to obtain the measure, such as the Euclidean distance between estimation and the
ground truth. Even though it's easy to get to the ground truth in the simulation environ-
ment, there is still a di erence between the simulation and the real driving situation. In
the natural environment, acquiring the ground truth often relies on manual annotations
and costly sensors.

1.3.3 Real-time ODD Monitoring

The ODD is designed to prevent potential accidents by limiting the driving environment
for a given ADS. The autonomous vehicle is expected to fall back to the minimum risk
condition (MRC) when it exits the ODD. Therefore, real-time monitoring of the system
operating condition is crucial for ensuring the safety of ADS deployment.

Despite the designer's best e orts, it is always possible that the ODD can be violated in
the operation stage. For example, roads can get slushy when it rains or snows a lot, which
can make it hard to see lane lines and other signs. When ODD violations occur, some
means are needed to monitor or even predict in advance that the environmental conditions
in which the ADS is operating have exceeded its own pre-de ned ODD. ODD monitoring
in operation time for a cyber-physical system requires estimating all the related attributes
of the system and environment. To the extreme, the ODD monitoring system is an \oracle
observer" or \omnipotent" perception module that could access the ground truth of the
integrated system.

The major challenge falls into scenario checking and driving risk monitoring during
the operation. Scenario checking could be based on comparing the existing pro les with
known information from geofencing [63] and speed sensors. However, over-reliance on
geofencing is projecting the very high-dimensional ODD to a simple restriction on vehicle
location. Advanced ODD monitoring aims to cover all the di erent factors that must
be handled based on a detailed model. It is expected to have ODD violation detection
formulated with driving risk evaluation that elucidates the underlying principles governing
driving behavior. This driving risk evaluation must be formulated online and provides an
accurate, human-consensus estimation of the safety level of driving.
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1.4 Research Scope and Contributions

Motivated by the challenges discussed above, the subject of the proposed research is spec-
ifying, extracting, and augmenting the ODD of ADS functions in the development phase;
and e ectively monitoring the ODD or assessment of ADS function safety in the operation
phase (structure shown in Figure 1.2). As with the modern ADS formulation presented
earlier, multiple information sources are used that are processed by both data-driven and
model-based procedures that generate either internal states, decisions, or control outputs,
which are known to be safe and trustworthy in some rigorous operating conditions. From
this standpoint, the ODD extraction problem involves o ine testing procedures to use ex-
plainable, measurable metrics to clarify the system's designed ODD, which is a descriptive
subset of the \real" safe operating condition. Although the problem of the standard lan-
guage used to describe the ODD is not well established, the solution to the ODD extraction
is proposed and examined in Chapter 3.

Figure 1.2: An overview of research scope.

A great e ort has been devoted to improving the overall robustness of the modules with
ML components. From the continuous engineering viewpoint, the problem is to extend the
ADS's ODD to include new challenging operating conditions. The issue of transferring
model knowledge to new environment conditions for camera-based perception modules is
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the central study in Chapter 4 of this thesis. The operating conditions included in the
system's ODD are introduced as speci ¢ perturbations to the original anchor data distri-
bution. The model robustness is improved by utilizing the data augmentation techniques,
and the probability of failures is measured during the o ine training/testing procedures.

Another important theme in this thesis is the issue of assessing whether the ADS is
safely operating in its ODD in real-time. It is possible to use the map and redundancy
modules to generate the pseudo reference in the operation stage. The measurable error
metrics of detection in real-time combined with the rough type of the operating condition
are adopted as evidence of a probabilistic graphical model with embedded conditional
dependencies to the system ODD and model fault diagnosis. The proposed solution is
compared with commonly accepted geofencing and rule-based techniques in Chapter 5 and
examined on both virtual and real driving data.
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1.5 Chapter Outlines

The chapters are, to a large extent, self-contained and can be read independently. Chapter
2 contains a literature review on the relative matters for ODD and validation approaches
for ADS. At the end of each of the main chapters, (Chapters 3 to 5), the proposed methods
and algorithms are demonstrated on experiments with synthetic data. Chapter 4 includes
experiments with benchmarks with both virtual and real data. Further tests on the real
driving data collected from the WATonoBus shuttle are included at the end of Chapter 5.
A summary of the thesis follows:

Chapter 2: Literature Review on ADS's ODD and validation approaches

This chapter includes a literature review on estimating the ODD of ADS and correspond-
ing SOTIF ideas for autonomous driving systems. It addresses the operating condition
modeling and the situation awareness for ADS. The validation approaches for ADS and
common metrics are discussed. In addition, the common ODD monitoring strategies are
listed.

Chapter 3: ODD Encoding and Extraction Procedure

The ODD extraction problem, with the operating condition encoding schemes, is proposed
in this chapter. The framework comprises a scenario database, environment modeling, and
the formal speci cations for the ADS functions. A six-layer environment representation
model is presented for ODD encoding, and the validation strategy is suggested to traverse
layer by layer to control the exploration space. The formal speci cations are formulated
in a quantitative way that can adapt to vision tasks (data-driven models). Virtual driving
simulation of preset task scenarios examines the case study on data-driven ADS policies.
The ADS functions are validated using the black-box model, and the safety requirements
are encoded in STL formulas.

Chapter 4: ODD Augmentation and Robust Learning

This chapter investigates the ODD augmentation problem for perception models that heav-
ily rely on data-driven learning. The problem of extending the operational domain for the
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perception system is modeled as a robust learning problem when facing unseen natural vari-
ations in the continued engineering process. The natural variation when ADS outside of its
designed ODD defects the perception model performance is investigated, and the typical
models that synthesize such perturbation are compared, and both white-box and black-box
strategies are considered. The perception model robustness is characterized by the source
data and the target data (the semantic perturbation direction) and the model that can
shift such data to the \unseen” challenging data. Leveraging the neighbour accuracy prop-
erty, a ltering strategy to extract more challenging data for future model validation and
continued learning is proposed. The advantage of the proposed robust training based on
model-based perturbation is evident in all tests, especially with more challenging natural
perturbation.

Chapter 5: ODD Monitoring Based on Probabilistic Graphical Model

This chapter applies the measured o ine performance from Chapters 3 and 4 to the real-
time ODD monitoring case. The ODD monitoring in operation time problem does not
have any labeled ground truth, and, as a result, one has to construct references from
redundancy resources, such as a pre-collected map with lane and landmark features. The
chapter proposes to use model-based map checking to compute the error metrics from the
real-time perception results. The e ectiveness of the method is demonstrated by applying
it to the data collected from both virtual and real driving data from the WATonoBus
shuttle testing platform.

Chapter 6: Applications and Conclusions

This nal chapter summarizes the theoretical and experimental results and discusses the
related applications and directions for further research.

Appendices:
The appendices contain related standards, requirements for ADS's sub-modules, and other

ancillary information. The hardware and software setup for the shuttle bus testing plat-
form and the data-driven models used in each chapter are also included.
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Chapter 2

Literature Review

This chapter discusses related works on estimating the ODD of ADS and the associated
SOTIF ideas for autonomous driving systems. The core of recognizing ODD is situation
awareness, which eventually leads to operating boundary awareness. Modeling the driving
environment and expressing the situation quantitatively would be the rst step toward a
formal ADS-ODD framework. Extraction of the ODD and e ectively extending the ADS
safety boundaries will depend a lot on the testing and validation procedures, especially for
those with a black-box model. Finally, typical strategies to monitor the ADS during the
real-time operation phase are investigated.

2.1 Recent ODD Related Standards

As the fundamental supporting concept of SOTIF, in-depth studies have been conducted
on ODD for autonomous driving, and several standards and requirements have emerged
recently. In this context, an overview and analysis of the standards related to ODD are
presented.

The SAE-J3016 [12], and 1SO-21448 [48] proposed the primary automotive industry-
wide standard for all levels of automated driving. They were the rst to address the
SOTIF and ODD aspects (since 2018) and have continued to be updated. Although many
concepts are still de ned from a top-level perspective and are not very clear, they have
laid the foundation for the de nition of ODD.
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Standards Name Organization ~ Context of ODD

Operating conditions under which a given driving automation system or feature
thereof is speci cally designed to function, including, but not limited to, environ-

SAE J3016 Standards for autonomous driving systems SAE - US mental, geographical, and time-of-day restrictions, and/or the requisite presence
or absence of certain tra ¢ or roadway.
1SO21448 Safety of the intended functionality 1SO ODD is \specic c_on?ltlons under which a given driving automation system is
designed to function'
1SO 34501 - 34505 A family of standards for scgnano.-based safety evaluation, 1SO Top-level taxnomomy of the ODD consist with scenery, environment and dynamic
ODD taxonomy, and scenario attributes. elements
1ISO 4804 Safety and Cybersecurity for Automated Driving Systems 1ISO The design, veri cation and validation for safety and cybersecurity for ADS
ODD should include infrastructure, weather and road conditions, objects and events,
UL 4600 Standard for Safety for the Evaluation of Autonomous Products ANSI - US own and other vehicle conditions.

Current ODD attributes are not enough.

A family of standards for assuring safety of control systems

BSI PAS 1880-1883 for automated vehicles and related ODD taxonomy

BSI Group - UK Proposed ODD comprises the attributes applicable to Level 3/4 ADS

The ongoing project aims to de ne a format that can represent ASAM - EU Proposed requirements on ODD format, that should be searchable, exchangeable,

ASAM OpenODD an abstract ODD de ned for a vehicle extensible, machine-readable, measurable, veri able and human-readable.

Table 2.1: The recent standards proposed for assuring SOTIF aspects of ADS and the cor-
responding context related to ODD. (ISO: International Organization for Standardization;
SAE: Society of Automotive Engineers; ANSI: American National Standards Institute;
PAS: Publicly Available Speci cation; ASAM: Association for Standardisation of Automa-
tion and Measuring Systems)

The ISO 34501-34505 [64] address that de ning the limitations of ADS is more impor-
tant than the capabilities. The family of standards then proposed a top-level taxonomy
for ODD with scenery, environment, and dynamic elements that can be de ned in the
scenario-based testing procedure. The BSI PAS 1880-1883 [65] family of standards also
similarly proposed the ODD taxonomy for testing the control systems for ADS and have
complimented the use case constraints in part of ODD. Very recently, P. Koopman et
al. proposed UL-4600 [62], which focuses on the evolution of vehicle intelligence and is
developed and oriented to high-level autonomous driving. The UL-4600 [66] focuses on
the safety risk assessment of fully autonomous driving without human driver intervention,
requiring even more specic operational domain de nitions. Most recently, the ASAM
has called out the OpenODD project, aiming to create an open standard for de ning a
format for representing the ODD in a programmable and readable way. This is substantial
progress from 1SO-34503 and BSI-1883 standard toward programmable and exchangeable
ODD for the automotive industry.

These recent regulatory developments show the e orts of research agencies and automo-
tive industries to provide a clear and exchangeable taxonomy for ODD speci cations. The
ODD-related standards have a development trend toward a more exchangeable, more spe-
cic, and more easily understood by both humans and machines. In addition to the
standard ontology, there is an urgent need in the work progress to describe operational
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conditions with environment attributes (description), even with uncertainty and risk pre-
diction, and the capability of determining whether or not a scenario is within the ODD
(monitoring).

2.2 Scene Understanding and Situation Awareness

With all the standards mentioned above, one can agree that the ADS should consider
the intended design of the ODD to address possible risks. When the system exceeds the
de ned ODD, a takeover request should be sent to the driver, and su cient time should

be allowed, or the ADS system should execute the backup safety operation to reach the
MRC. One crucial task for ODD is driving situation awareness, e.g., how to describe the
driving environment and understand the driving task during the operation. The complete
scene comprehension tasks are critical for identifying potential hazards and ensuring safety.
As laid out in a recent review on scene understanding, [67], the temporal cognition of
the driving scene consists of background representation, event detection, and intention
prediction.

2.2.1 Background Representation

From a cognitive point of view, background understanding provides a context that is even
imprinted in the memory during driving in distinct scenarios. Moreover, the events, po-
tential participants in events, and intentions of the participants are all derived from this
context. For example, drivers never considered stopping signs and pedestrian jaywalking
on a normal-operating highway while frequently pondering these two elements for motion
planning in urban driving.

There are two general approaches to nding the core elements in the driving back-
ground representation. One common strategy is to follow tra ¢ rules and the topology
and road construction to decide which elements should be included to form the driving
background [68]. The other is focused on the human drivers' perspective, where expert hu-
man drivers' attention is extracted and studied to determine the anchorage for the driving
scene understanding [69].

The topology rules are historically collected road types by tra ¢ state modeling in the
topography area of study [67]. The HD maps [70], and Geographic Information System
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(GIS) [71] provide clear guidance and reminder for safe driving nowadays. The road fea-
tures such as directionality, and functionality are pre-collected and stored in digital maps
such as ArcGIS [72] and OpenStreetMap (OSM) [73]. From the autonomous agent's point
of view, one of the most critical tasks is using observation (GPS, visual sensors, or LIDAR)
to learn these road attributes. In [74], the authors rst proposed a method to classify
the tra c scene based on the meta-features extracted from an ego-centric image obser-
vation. They used a two-stage system, rst to extract the coarse semantic segmentation,
and then to use this layer of features to distinguish between road types and detect vehicles
and pedestrians. Later, Geiger et al. [75] extended the understanding to 3D content in
the scene. They derive a reversible jump MCMC scheme that can infer the tra c scene's
geometric and topological properties. One intriguing aspect mentioned in their conclusion
is that the reasoning in the background representation can improve the accuracy of the
object detectors, which aligns with the common sense of the inherent model between a
scenario and the agents residing in that scenario. A parallel area of study of background
representation is derived based on the detection of static components in the driving sce-
nario, such as Simultaneous Localization and Mapping (SLAM) applications [76, 77]. The
context, including the road, tra c lanes, and all other tra c participants, is considered
part of the background. One original work proposed in [78] proposed a vanishing point
detection method for visual-based road detection. They decomposed the road detection
process into two steps: estimating the junction point associated with the main structured
road and then segmenting the road based on edge detection. This study was then extended
to the unstructured road by using Gaussian Iter [79], and temporal tracking [80]. From
the human driver's perspective, authors in [69] collected the driver attention data by an
eye tracker in a general driving environment. They found that drivers' attention is mainly
concentrated at the end of the road in front of the vehicle. Their nding of vanishing
point echoes with the research [78] mentioned earlier. However, the vanishing point-
based method imposes a strong assumption of vehicle heading and road curvature, which
does not generalize well on curve roads and large vehicle headings. Instead of nding the
lane markings or curbstones, [81] proposed a grid-based approach that assigns a lane and
driving direction to each road patch, which performs more robustly if there are no clear
road markings. The motion of vehicles may form a \road" in the unstructured driving
scenario without any road markings. The performance of lane detection and background
understanding in unstructured terrain can be further improved by combining indirect cues
with conventional road layer detection.
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2.2.2 Event Detection

Event detection can be considered a layer containing dynamic elements anchored to the
background representation. Primarily, the autonomous agent aims to perceive other tra c
participants' actions or behaviours around the intelligence vehicle. Based on the estimated
behaviors of other vehicles and pedestrians, the autonomous agent should decide their
driving or communication policy accordingly.

Kasper et al. [82] proposed an approach to driving maneuver recognition in structured
highway scenarios using object-oriented Bayesian networks. They exploited the lane co-
ordinate system and the individual occupancy of the vehicles. The resulting network can
classify 27 driving maneuvers on the highway based on the de ned situational features. As
a constrained scenario, lane changes [33], overtaking [84] and rear-ending [S85] are the most
focused events in the studies of highway driving. In [86], authors use a dynamic Bayesian
network as a Iter to estimate tra c participants' behaviours by explicitly taking the inter-
actions between vehicles into account. Notably, they decomposed the overtaking event on
the highway into ve discrete phases: acceleration, overtake, sheer out, and free ride. The
ego-centric overtaking and receding detection are further studied using naturalistic driv-
ing data in [87]. The authors select Haar features and use Adaboost-cascaded classi ers
for temporal detection of the driving events. Besides, authors in [38] applied recurrent
neural networks to the trajectory analysis and classi cation of the surrounding vehicle's
trajectories. Twelve di erent kinds of events based on di erent driving directions and road
directions are formulated.

In contrast to the highway scenario, pedestrian event detection is a must in the urban
driving scenario. A pedestrian event takes diverse forms under di erent conditions due to
the high degree of uncertainty and lack of modeling. The authors in [389] present schemes
to recognize pedestrian crossing events by mapping the spatio-temporal trajectories to
tra c patterns. The tra c light sequences and timetables of nearby public transports are
also provided as cues for the classi cation task. Mueid et al. [90] use a histogram of the
oriented gradient of the motion history image for feature extraction and then use SVM
for pedestrian action classi cation. Combining with the pedestrian tracking techniques
[91, 92], authors in [93] investigate the evasive actions of the pedestrian in tra c con-
icts based on permutation entropy for discovering dynamic characteristics of a time-series
recording. In their examination, the learning-based method outperformed the traditional
time-proximity measures such as time-to-collision and post-encroachment-time.
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2.2.3 Intention Prediction

The intention prediction of tra c participants can be viewed as an extension of the event
detection task. Especially when the vehicle or pedestrian's current state and action are
known, the intention and future trajectories can be predicted with proper models of the
tra c agents. Intention prediction seeks to provide anticipated trajectories and reachable
sets for safe autonomous driving in the future. The set of future movements depends on
both the background scenario and events in the tra ¢ environment.

One common practice is to collect the features of the trac agent and then apply
learning methods to classify the prediction or assign a reward to the agent's possible be-
havior. Typically, the vehicle velocity, heading angle, and speed of the front vehicle are
selected as features in [94], and a hidden Markov model is used for state transiting reason-
ing. The moving patterns of pedestrians are selected as features in [95, 96] to estimate the
intention. Many complex scenarios, such as the uncontrolled intersection, are investigated
in the work [97]. The author uses a continuous hidden Markov model to predict high-level
motion, such as turning right, left, or straight. They also hard-code the driver's reward
function based on driving safety, tra c rule, and time e ciency for optimal policy calcula-
tion. Phillips et al. [98] applied the direct learning methods using LSTM to learn intention
prediction directly from the NGSIM [99] dataset concerning the ego position, dynamics,
history features from past states, tra c features based on neighbouring vehicles, and rule
features.

2.2.4 Remarks

The lack of a standardized structure for environment modelling makes it di cult to for-
malize the scenario understanding problem. The perception tasks (object detection, state
estimation, and segmentation) remain independent and are not strongly associated with
the environment model. This is a massive barrier to large-scale testing and veri cation
for ADS functions and to exploring their \real operation boundary”. Also, the perception
stack relies heavily on deep learning techniques to extract features from high-dimensional
data and map them to the speci c task outputs (position, velocity, and intention). Because
deep neural networks are black boxes, there is no way to tell how reliable or understandable
these results are. Therefore, the measurable challenge for the ODD in real-time still exists.
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2.3 Safety Validation and Related Metrics

Besides the scene understanding and situation awareness for autonomous driving, mea-
surable safety is also at the core of the validation and veri cation process proposed by
ISO-21448. The self-driving companies and Tier-I suppliers would be transparent about
their validation strategy and corresponding operational safety metrics for road testing.
This section reviews the recent safety validation strategy and the metrics.

2.3.1 Validation and Falsi cation of Learning-based Components
of ADS

Validation examines system properties with either exhaust search or test case reports. In
[100], the di erential testing framework is proposed to detect erroneous behavior of the
model, especially when the labeled data is not always available. The metamorphic testing
is used in [101] with GAN, assuming the label-consistent property under feature space
variations for autonomous driving applications. The metamorphic testing automatically
generates tests to detect model defects, majorly by increasing the test cover space [102]. In
addition to the test framework that reports the erroneous test cases to the model, there are
also quanti cation measures of the uncertainty and con dence of the neural network output.
For example, [103] utilizes the dropouts in the neural network structure to generate model
uncertainty. This type of research uses various con gurations of dropouts to generate fuzzy
models that can obtain the con dence level of the model but not necessarily the correctness
nor the robustness of the model.

Falsi cation aims to nd any input or perturbation sequences such that a system vio-
lates a safety contract. The falsi cation of perception systems is still challenging, and most
studies rely on naive random testing [104, ]. This kind of random generation doesn't
learn anything from the failed system iterations that came before. Many studies focus
on generating adversarial samples to fool the trained model. For example, the authors
addressed recent strategies proposed to adversarial training [106]. The basic assumption
of this type of study is that the input is perturbed in a way that people cannot identify
the change or are bound by some norm constraints, and the model's robustness to the
bounded norm type of perturbation is analyzed by its aggregated behaviour on the shifted
distribution. However, during autonomous driving operation time, the perturbation is
primarily based on natural semantic variations that can be distinguished.
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2.3.2 Road Testing and Progressive Metrics

With industry publicity and policymakers' requirements, public road testing has gradually
become more important before a product can be launched. The companies, including but
not limited to Waymo [107], Uber [108], and Baidu [109] have already tested their ADS in
a con ned section of public roads. A recent study also looked into the public's acceptance
of the road test and the explanation model for it based on the trust heuristic and a ect
heuristic [110].

There are several progressive metrics in the ADS development cycle. The most common
one in road testing is the number of miles driven safely. In 2016, the famous Rand report
discussed the issue of how many miles of driving would be needed to demonstrate the
reliability of autonomous driving [111]. Based on the statistical model adopted in [111],
it would take roughly 8.8 billion miles of driving to demonstrate certain reliability at the
required low fatality rate. Two years later, authors in [112] organized the road driving
data from the California Department of Motor Vehicles (DMV) reports, which include
5,328 disengagements and 42 accidents involving autonomous driving products from various
brands (L1-L2 autonomy) on public roads. Recently, Waymo has publicized the road
testing performance data, which covers more than 6.1 million miles of automated driving
in the Phoenix, Arizona, metropolitan area in [113]. The Waymo road test data includes
operations with a trained operator behind the wheel and driverless operations from 2019
to 2020. According to reported data, autonomous vehicles are 15-40

The disengagement in autonomous driving detects internal system problems, or the
test driver takes over control due to safety concerns. The disengagement rate also helps to
measure the overall safety performance post-analysis. The idea behind the number of miles
driven safely and the disengagement per mile is simple, where every test mile adds some
risk to the autonomous vehicle trial. However, not every mile or each disengagement is
equal; furthermore, the disengagements also depend on the test driver to judge whether it is
operating unsafely. Itis also hard to use these metrics as a debugging tool for the developed
ADS without careful root-cause analysis since every mile driven or disengagement that
happens is not the same. These progressive metrics are useful for post-analysis based on
the data collection to judge if the developed ADS covers the intended ODD.
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2.3.3 Validation Benchmarks

Road testing is expensive and not suitable for early-stage ADS function development. The
research works in [114, , : , ] have introduced challenging benchmarks for mo-
tion estimation, object detection, tracking, and semantic behavior estimation to closing the
gap between laboratory research and challenging real-world driving situations. The recent
popular autonomous driving-related datasets are listed in Table. 2.2. The development
of datasets with many thousands of labeled examples led to spectacular breakthroughs
in many Computer Vision disciplines by training neural network models in a supervised
fashion. The publication of KITTI [114] set the modern benchmarks for autonomous
driving-related vision tasks such as stereo, object detection, and odometry. CityScapes
[119] explored the semantic segmentation study of the egocentric RGB recordings in multi-
ple geo-locations and provided detailed annotations on the semantic segmentation. Further,
with the pursuit of \data-quantity”, authors in [120] proposed the distributed data col-
lecting and annotation tool applied on Uber taxis across New York and San Francisco.
However, due to the sensor quality limitation, the overall raw data quality is an issue in
[120]. As the quality and quantity of the driving data become an implicit measure of the
R&D and quality control potential of autonomous driving-related corporations, compa-
nies like Waymo [121], Baidu [122], and HONDA [123, ] army their professional data
sampling eet for data collection.

Modern computer graphic techniques o er an alternative to manual annotation, gener-
ating large-scale synthetic datasets with pixel-level ground truth. However, the creation
of photorealistic virtual worlds is time-consuming and expensive. Nevertheless, the popu-
larity of movies and video games has led the industry to create realistic 3D content, which
nourishes the hope of replacing real data with synthetic data. Simulation is a valuable
approach for validating the safety of autonomous vehicles. Simulators could provide a
virtual world to test the autonomous vehicle software and control algorithm exhaustively
at a meagre cost. Recently released open-sourced simulation platforms, CARLA [4], and
AIRSIM [130] are built on Unreal Engine, whose image generation is more realistic and
has the exibility to de ne several kinds of weather and environment settings. These
simulation test benches are handy for pre-testing and validating path planning and con-
trol algorithms, especially for learning-based algorithms. Indeed, [131] directly applies the
networks trained on the simulation platform to the real model. Several synthetic datasets
[5] have been proposed and are being used by Al researchers (samples are shown in Figure.
2.1). However, the problem is that the simulator does not represent reality. Validating
the system in the test does not guarantee that it will function at the same level of safety
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Dataset \Year Locations Size (hr) RGB-images LiDAR Ann. Frames CAN/IMU Bboxes Segmentation Night/Rain/Snow Classes Semantic-Action Trac Lane

CamVid [125] 2008 Cambridge 0.4 18k NA 700 No NA Yes No 32 NA Yes
CaltechData [126] 2011 LA 10 250k NA 250k No 250k No No Pedestrian NA No
KITTI [114] 2012 Karlsruhe 15 15k 15k 15k Yes 200k Yes No 8 NA Yes
CCSAD [115] 2014 Guanajuato 1.4 96k NA 80k Yes NA No Yes/No/No NA NA No
CityScapes [119] 2016 3x Europe 33 25k NA 25k No NA Yes No 30 NA Yes
Oxford [127] 2015 Oxford - 2M 600k NA Yes NA No Yes/Yes/No NA NA No
Ford [116] 2011 Dearborn - 20k 20k 20k Yes NA No No NA NA No
TuSimple 2017 SF - 4k NA 4k No NA No Yes/No/No Lane NA Yes
BDD100K [120] 2017 NY, SF 1k 120M NA 100k No + Yes Yes 22+ NA Yes
KAIST [128] 2018 Seoul - 8.9k 8.9k 8.9k Yes NA No Yes + NA Yes
Apollo [122] 2018 4x China 100 144k 144k 144k Yes 140k Yes Yes 35 NA Yes
nuScenes [118] 2019 Singapore 55 1.4M 400k 40k Yes + Yes Yes 23 NA Yes
HONDA [117, s ] 2019 SF 1 83k 27k 27k Yes + Yes Yes + Yes Yes
Waymo Open [121] 2019 3x USA 55 M 200k 200k Yes 12m Yes Yes + NA Yes
Lyft L5 [129] 2019 Palo Alto 17 60k 60k 60k Yes 55k Yes No + NA Yes

Table 2.2: Popular Benchmarks in Autonomous Vehicle Research. The datasets for their
sample location, size, raw-data construction, and annotation are compared. The sensor
sources (RGB, LIDAR and IMU) and the corresponding annotations (Bounding-Boxes,
Segmentation, Action, etc.) are available for Stereo, Reconstruction, Detection, and E2E
eld of research in autonomous driving. The recent Lyft L5 follows the same data format

as nuScenes, and the current Waymo Open dataset share a comparable size to nuScenes,
but at a 5x higher annotation frequency. (-) indicates that no information is provided. (+)
indicate the dataset provided annotation or dev-kit for a customized extension. (NY: New
York, SF: San Francisco.

in the future.Challenges include complex object shapes and appearances and adversarial
environmental conditions such as direct lighting, re ections from specular surfaces, fog, or
rain.

In recent studies, Nidhi Kalra indicated in [111] that at least hundreds of millions of
miles of safe driving performance is needed to demonstrate overall safety for autonomous
vehicles. Shalev-Shwartz et al. mentioned a similar idea in [46] that in order to verify
"safety” using the data-driven approach, at least thirty billion miles of data is needed to
guarantee a probability of 10° fatality per hour of driving. The amount of data required to
demonstrate safety takes many decades to complete. Furthermore, even with the number
of driving recordings, annotations' e ort would need decades of human power to nish. To
cope with the safety veri cation in autonomous driving, interpretable frameworks to prove
safety is needed. From this point of view, to sustain a business, the cost of validation and
scalability of testing is an essential part of the autonomous driving industry [46].
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Figure 2.1: Recent popular synthetic datasets and open-sourced driving Simulator. Exam-
ples from SYNTHIA [3], CARLA [4], Virtual KITTI [5], and AirSim [6].

2.3.4 Motion Metrics

Motion metrics that address driving risk ultimately boil down to Newton's laws. Kinematic-
related factors, such as time, distance, or acceleration, are often used to achieve the risk
assessment. A list of common motion-related metrics is presented in Table 2.3. Time-
Head-Way (THW) is calculated by taking the time stamp that passes between the leading
vehicle and the ego vehicle reaching the same location, whereas Time-To-Collision (TTC)
is the maximum time that vehicle can continue the current trajectory [132]. Time-To-
Reaction (TTR) further takes the driver's reaction time into account in the computation

to calculate the remaining time to take the latest emergency maneuvers. The time-related
metrics are usually based on the assumption of straight lanes, where the driving scenarios
are limited to vehicle following and lane changing.

Like time-related metrics, distance and acceleration metrics are often based on the
constant velocity or constant acceleration model. The distance threshold is used in [133]
to implement the collision warning system. In [134], the deceleration required for an ego
vehicle to bring the relative speed down to zero is used for emergency braking. Mobileye
recently integrated the simple motion metrics into a formal Responsibility-Sensitive Safety
(RSS) model, which attempts to clarify a safe zone for various driving scenarios [46].
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Motion Metrics Applications Advantages Limitations References

THW ACC Simple and e cient Insensitive to colllision risks [139, , ]
TTC Collision Warning Simple and e cient Insensitive to lateral risks [142, , ]
TTR Collision Avoidance, Related to urgency A ected by driver and [ ]

Mitigation Systems actions environment ’
Distance Collision Warning Straight forward Low adaptability to environment [133]

change
Acceleration AEB _Easy to implement Depgnd on _road conditions and [134, ]
in control braking ability

Collision Warning, Depend on road geometry;
RSS Mitigation Systems, Formally safe Fixed safety boundary; [148, 46]

System Monitoring Conservative

LKS, Risk considering factors

Complicated calibration;

Potential Field Collision Avoidance, from driver, vehicle and o
Depend on the eld initialization

Motion Planning environment

Table 2.3: The motion metrics in risk assessment for autonomous vehicles.

The potential eld theory was adapted from the obstacle avoidance of mobile robots
research in [135]. The previous time-based or kinematic-based metrics are based on the
point-mass motion model, whereas the potential eld methods attempt to assign arti cial
elds to the tra c participants and the static components. For instance, in the design
of a lane-keeping system, the potential eld is used to describe the limits of the lane line
and the possible collisions between the tra c components around it. These techniques
were further implemented in the driving risk assessment, the planning modules in [136]
and crash mitigation in [137]. But it is still hard to make arti cial potential eld models
for complex and changing situations, which is usually the case for autonomous driving.
Most recently, authors in [138] extracted the driver's risk eld from the safety eld and
modelled it as a human-centric perception eld independent of the driving scenario.

Overall, the motion metrics are straightforward in their physical meanings. In princi-
ple, the motion metrics are easy to implement in real-time given the assumption of known
xed scenarios, and; the robust and accurate state measures of the ego and the surround-
ings are always available. However, the scenarios go on from lane following to merging,
intersections, roundabouts, etc. Furthermore, it is nontrivial to estimate the relative
distance acceleration in real-time accurately, let alone correctly detect and identify the dy-
namic objects (vehicle, pedestrian) in the rst place. The uncertainty of state estimation
and the unexpected behavioural changes of tra ¢ participants are not well captured using
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motion metrics.

2.3.5 Statistical Metrics

Statistics-based measures, such as collision probability and estimation based on the Bayesian
approach, are often used to assess driving risks [132]. The collision probability is calculated
based on how likely each vehicle's reachable sets intersect with each other based on the
probabilistic motion prediction results. Like the motion metrics, the collision probability

is computed with the assumption of trusted perception results, often used for decision-
making and planning modules. The rst step to obtaining the collision probability is to
make motion predictions for related tra c participants [153], with the Markov model [154]

or Monte Carlo simulation [155, ]. The collision detection is then checked by trajectory
intersections or shared space and the nal collision probability is obtained by the integral

of joint probability distributions over potential collision regions [157].

Instead of using the explicit Markov model, another type of statistical metric is aligned
with naturalistic driving data by learning from how people drive. For example, the authors
in [150] use an unsupervised learning strategy to extract risk levels based on the natural
driving behaviour of braking maneuvers. Similar features from the kinematic-based strat-
egy were used to construct the risk function, including the relative position, speed, and
acceleration of surrounding vehicles. In [158], the risk is extracted from NN based on the
sequential dynamic features. Such risk can be designed in Reinforcement learning (RL)
for risk avoidance tasks with the potential to align risk function with the statistical data
using Inverse Reinforcement Learning (IRL) [159]. Overall, the aforementioned statisti-
cal metrics can model the uncertainty of the tra ¢ participants' unexpected behavioural
changes and are mostly applied to motion planning and decision making [160]. However,
the uncertainty generated from the perception modules is not well-addressed since the es-
timated states are directly used to propagate the Markov model. Moreover, running the
Monte Carlo simulation and deriving the probability distribution could be computationally
expensive in a real-time deployment.

2.3.6 Remarks

Safety validation acts as a process to decide the system ODD, whereas the metrics are
guanti cation aspects to describe and measure the details of that ODD. Most of the current
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benchmarks are applied to the test-post-analysis approach, and the validation strategy
is often oine, with the overall idea of veri cation being to extend the test cases and
scenarios to expand the test coverage. The metrics play an important role in terms of
measurable safety. The metrics under consideration are based on the assumption of reliable
state estimation in order to analyze driving safety on the road with a certain degree of
uncertainty. However, for high-autonomy ADS, the perception safety metric needs to be
studied to address the ODD regarding sensor performance and state estimation algorithms.
Especially in the open-ended driving environment, it would be helpful to have a metric for
measuring how often the state estimation is not sure, such as object detection, classi cation,
and localization, since they are not perfect in the real world. Such a metric represents
how well the ADS can handle the current driving environment, e.g., whether the vehicle is
driving in its ODD.

2.4 Encoding and Improving the ODD

2.4.1 ODD Encoding

An ODD captures the operational limitations on the generic road-environment components,
such as road types, tra c volumes, and weather conditions [161]; working state of the
vehicle and the corresponding ADS features, such as speed limitations, interrupt signals
for ADS features, and the availability of data [61]; the state of the human driver in the event

of a necessary disengagement [28, ]. The list of peculiarities could escalate quickly with
the expansion of autonomous driving tasks in complex scenarios and exploration of esoteric
edge cases, including every aspect from perception and decision-making to manoeuvres and
fault management [163].

Testing and validation for ADS safety by exploring the overall ODD search space require
a holistic approach. The intended functional performance metrics and online behaviour of
the ADS in a given ODD need to be assessed for safety testing and validation. The \safe"
functional boundaries of an ADS for performing driving tasks are con ned to its soft-
ware and hardware implementation and strongly constrained by the driving environment.
Furthermore, whether the multi-modal constraints on ODD can be expressed rigorously
and ultimately accepted by both automakers and the government remains an open ques-
tion.Ontological models [164, ] are taken into account in the recent studies of trac
scenario modelling for expressiveness. An ongoing trend is nding a way to represent
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the contextual entities in a formal and explicit conceptualization for tra ¢ components
[166, , 61]. Some preliminary works have applied ODD ontology models to driving
data collection stage [168], and as driving a ordance in static tra ¢ scenarios [165]. How-
ever, a holistic framework is needed to test and validate the ODD for ADS formally and
qualitatively.

Besides the regulation suggestions proposed by the government and industry mentioned
in Sec. 2.1, many researchers dive into the driving scenario modelling and analysis of ADS
use cases to formalize the corresponding ODD. Krzysztof et al. [167] de ned a taxonomy
for ODD of autonomous vehicles where the function speci cations are subject to the vehicle
model, the operational road environment model, and the operational world model. The
PEGASUS project [169] adopted a similar scene-based testing and development cycle for
ODD, which takes the tra c infrastructure, environmental conditions, and tra c level
into account for highway autonomous driving applications. The vehicle model in ODD for
surveillance and safety monitoring [39] implicates the self-representation of the running
vehicle, including position accuracy, grip, system operation status, and reaction time. In
general, formalizing ODD aids in the identi cation of scenario speci cations that the ADS
feature must handle during the function design process.Previous works decompose the
problem of determining the delineation of safety operation boundaries for driving tasks
in complex scenarios into multiple model speci cation layers.The research on formalizing
ODD is still in the prototype stage. Most works attempt to categorize many aspects that
may limit the performance of an autonomous driving system and eventually construct the
ODD search space.However, follow-up quanti cation and validation are needed to specify
the ODD standards, thus completing the testing and development cycle.

2.4.2 Robust Training

Robust training aims to minimize the loss corresponding to a bounded region of the adver-
sarial samples [170]. It improves the model's robustness against the domain shift generated
by the adversarial noise. In [171], authors studied the model robustness in terms of the ad-
versarial attacks and demonstrated that small amounts of adversarial perturbations could
cause the faulty behavior of a neural network classi er. Recent researches in[172, , ]
investigate adversarial perturbations with bounded-norm constraints and robust training
strategies that regulate the loss to improve the overall robustness. It is worth mention-
ing that authors in [175] argue that increased robustness against adversarial training may
decrease the normal clean data due to the data imbalance issue. This behaviour is not
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expected in our ODD augmentation applications.

Other than the adversarial types of perturbations, studies in [176, , ] investigate
the neural network's robustness when facing natural distribution shifts. Closely related
to our work, authors in [178] introduced model-based robust training methods for natural
variations. The clean data are supplemented with variants generated by a xed model
that generates potential natural variations. The training loss is minimized by considering
both the anchor data distribution and the perturbed ones.

2.5 Summary

The ODD may re ect the requirements of a driving automation feature interacting within
the driving environment, which requires cross-disciplinary research e orts on the scenario
model and representation, ADS function testing, and driving risk evaluation. The stan-
dardized structure for environment modelling is a critical prerequisite for large-scale testing
and veri cation of ADS functions' ODD. The quantitative reliability measure of the ADS
with neural network modules is needed for the safety assurance of high-level ADS. The
development of ADS is unprecedentedly fast; however, the promotion of safety validation
and online performance measurement is still at the beginning stage. It is vital to nd
failure examples and prove that the ADS can simultaneously handle any tasks generated
in the given scenario, which is not adequately covered in the existing research.
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Chapter 3

ODD Encoding and Extraction

One practical question for high-autonomy ADS is how to regulate their ODD de nition,
especially when the autonomous vehicle needs to take responsibility for driving state esti-
mation and monitoring, where the operating environment sets limitations on perception.
Setting up the operating limits for ADS requires encoding the right restrictions. In this
chapter, the approach and architectural design are demonstrated to encode and extract the
ODD of the ADS based on the task scenario and the corresponding requirements in the
development and validation cycles. Moreover, the implementation examples are examined
with two learning-based agents to demonstrate their feasibility.

3.1 Framework for ODD Acclimatization

Determination of the ODD for an ADS function can be considered as nding the bound-
aries of the driving environment condition that satis es a particular evaluation criterion
based on the potential scenarios, use cases [179] or driving tasks [28]. The exploration of
ODD is similar to the logic handled by Hazard Analysis and Risk Assessment (HARA)
as both attempts to determine the system's criticality under consideration in various run-
ning situations. HARA aims to identify functions and operational situations in E/E where
hazards may occur and their combinations to form potentially hazardous events following
FuSa [180]. Established techniques including HAZOP [181], FTA [182], and STPA [183]
are used across industries to identify hazards that arise from expectations or hazardous
scenarios based on descriptive studies [184].
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Nevertheless, when the higher-level ADS function's normal performance needs to be
considered under SOTIF, HARA alone can only handle \known-knowns" [185]. To han-
dle the unknowns, ODD development with systematic testing of the ADS functions for
learning-based components attempts to quantify performance and identify the failure cases.
The de nitions and processes provided in [180, ] are prescriptive and not speci ¢ enough
for the ODD development given an ADS system. In this section, the proposed ODD ac-
climatization method based on the use case following the goal-oriented approach suggested
in the recent UL4600 draft [163] is presented. The framework demonstrating this proposed
method, as seen in Fig. 3.1, is described in the following.

Figure 3.1: Framework of the proposed approach.

3.1.1 Scenario Database
The scenario database shown in Fig. 3.1 can consists of recorded data from real test
runs, a virtual driving environment, and additional parallel test cases developed iteratively.

Real scenes such as KITTI [114] and test drives [187, ], have the advantage of being
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realistic but are too expensive to collect and annotate. The lack of ability to con gure
tra c components in recorded real drives makes it challenging to explore agnostic corner
cases. On the other hand, driving simulators such as CARLA [189] and the virtual scene
generation language such as SCENIC [190] are a ordable ways to propagate the driving
data. As the test cases begin to swell iteratively, parallel testing [191] attempts to transfer
the features from real driving scenes into the virtual platforms to exploit the advantages
of both scenes.

The test drives and driving paths in simulation platforms can be grouped into various
scenario routess; (see De nition 3.1.2), each corresponding to a track from the starting
location to the targeting point. Following the same proposition in [186, ], the scenario
routes are composed of sequential scenes. At the same time, each of the scenes is considered
as a snapshot of the driving environment. Scerg (see De nition 3.1.1) corresponds to
the collected sensory data sampled in the real driving data, or the overall simulation world
representation at a xed time stepj. To clarify the de nition of scene and scenario routes
used here in the scenario database, the idea of 1ISO-21448 is adopted and developed here.

De nition 3.1.1 (Scene, adopted from ISO-21448 [43]A scene is a shapshot that con-
tains dynamic elements (e.g. road users), describes the environment (e.g. road course,
xed obstacles, environmental conditions), and the system that is in this situation.

Notice that the typical scene is in the form ol = f sensorData; objectList; envConfigg' .
Sensor data can be a combination of RGB images, depth images as well as cloud points.
The object list contains the description of dynamic elements and their states whereas the
environment con guration stores the xed description of the static driving situation. This
de nition can be applied to both real situations and the virtual world. The sensory data
gathered from real driving scenes enjoy the realistic features while the labeling procedure
to obtain environment and element description is laborious compared to the simulation.

De nition 3.1.2 (Scenario Route, modi ed from 1SO-21448 [4&])The scenario route is

a compilation of scenes that run in chronological order. The scenes in the same scenario
route should share the same route head®&g, e.g. share the same con guration to achieve
consistency in each test.

The scenario route is modi ed from the scenario de nition in 1SO-21448 [48] where
constraints of consistency are applied. The scenario de ned in 1ISO-21448 also mentioned
that the order of scenes can be \di erent or branched, which is based on actions and
events". A scenario route is then one sampled run in a con ned scenario, as Heraclitus
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states, \No man ever steps in the same river twice". The scenario consistency constraint is
applied here to ensure the scenario route for bench-marking shares the same con gurations,
such as \2-lane highway", and \round-about". It is possible that there exist city roads and
highways in the same map or scenario, however, this is not preferable in the validation
process. The consistent features are used as query and extraction labels in coverage-driven
veri cation [192] and further ODD selection.

3.1.2 Environment Modeling and States

The driver's knowledge of the driving scene is interpreted as knowledge states X
whereX includes all the environmental conditions, driving situation parameters, and task-
related a ordances [168]. Expressing the environment and organizing the knowledge in
structured data is the foundation for describing the driving tasks and exploring the ODD for
autonomous agents [59]. A two-layer model was proposed in [59] that separates the static
structures and the dynamic tra ¢ participants for test case generation. This model was
further extended into a ve-layer one in [193] and accepted in the PEGASUS project [169].
This thesis agrees with the most recent six-layer modeling structure as [194], where the
authors added one additional layer incorporating the data availability based on [169]. The
six-layer model for driving scenarios and corresponding layer presentation, quanti cation,
and monitoring sources are depicted in Fig. 3.2. Layer-1 describes the geometric road-
lane network, including the number of lanes, curvatures, and central line of the road.
Tra ¢ infrastructures such as barriers, tra c lights, and vegetation are represented in
layer-2. The representations of the construction site are interpreted as temporal static
modi cations such as cones, bollards, and signage in layer-3. The layer 1-3 are often stored
as base map in the form of SQL [195], XML [196] or Lanelet [197]. The rst three layers
of environment modeling can be considered static in daily frequency, especially for a given
scenario routes;. Hence, the headeks stores the properties of layer 1-3 and is consistent
among all the scenes in scenario route. For example, the following describes a segment of
4-lane highway with cones on the road.

Xs[L1] = f[roadType: highway] [laneNumber:4y; (3.1)
Xs[L 2] = f[Barriers: null]; [tra cLight:null] g; (3.2)
Xs[L 3] = f[Cones: True][signage:nulldy: (3.3)

The nal Xs is a union of (3.1) - (3.3) and could also include a pointer to the map le for
the implementation purpose.
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Figure 3.2: Environmental modeling and the corresponding quanti cation, redundancy,
and monitoring. SQL.: Structured Query Language; APIs: application programming inter-
faces; NDS: Navigation Data Standard.

Layer 4 includes the dynamic tra ¢ components, which can be represented by driving
policies, human participants, and even recorded tra cs [138, ]. Layer 5 describes the
weather conditions that impact the sensory data, and parameters can be obtained by
annotating real driving data and the rendering engine con guration in simulations. The
data, signal, and communication availability are covered in the last layer including the
information on sensors and possible V2I communications. For the same scenario rajte
the environment condition x¢,, described in layers 4-6 may di er among the subsequent
scenes. For example, an instance of the environmexd,, describing the 4th layer with
Level of Service (LOS) as level A (less than 10s passing intersection) [199], averaged speed
of 70 km/h can be expressed as

Xenv[L4] = f[LOS: A]; [averageSpeed: 70 km/lg): (3.4)
At the same time, a parametrization example of the last two layers can be formulated as

Xenv[L 5] = f[cloudiness: 3Q]precipitation: heavyl; (3.5)
Xenv[L6] = f[map: Pmapl; [V2I: Pcomlg: (3.6)

The weather level in (3.5) can be quanti ed in the rendering engine or coarsely annotated
with human understanding, such as 'light' or "heavy'. The map and communication pa-
rametersPnap, Pcom are structured data, including digital data delays, covered range, and
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list of available information. In this thesis, only static settings ofPnap, Pcom are consid-
ered. Both the matching between virtual engine quanti cation, human annotation and the
dynamic change of (3.6) will be explored in future research.

Aside from the attributes for environment modeling, the goal-oriented states describe
the a ordances or knowledge required for the driving tasks [168]. For example, the camera-
based perception module for lane following functions aims to extract the lanes and identify
the front vehicle or obstacle. Thus, the lane attributes and the front object attributes are
considered goal-oriented states. The goal-oriented states are typically the outputs of the
under-evaluated ADS function, used to examine the performance of the ADS functions
under the given route and environment. The goal-oriented states are simpli ed asfor
convenience in the next section.

In summary, the expert knowledge from a scenario route has decomposed into three
parts: the route headerxs, condition variable X¢n,, and the task statesx;. The expert
knowledgeXs [ Xenv [ Xi X is expected to articulate with the development of the au-
tonomous driving industry. Multiple tests run on the scenario with the same route header
could have various simulation con gurations or the data augmentation techniques [200], e.qg.
the total of m pairs of operational domain coupleXs : Xenv:1]s [Xs : Xenv:2] --- [Xs : Xenv:m]
can be established withm di erent con gurations on the same testing scenaric,. The op-
erational domain pairs will be tested and falsi ed over iterative engineering development,
and eventually, help to acclimatize the ODD sets.

3.1.3 Formal and Quantitative Speci cations

In this part, the evaluator and speci cation part is presented in Fig. 3.1.

Coverage Driven Veri cation

The execution ow of the presented framework follows the coverage-driven veri cation
owchart depicted in Fig. 3.3. The coverage-driven veri cation method was evolved in the
early 90s [201] which was applied to verify the complex microprocessor designs. Within
the scope of ODD extraction, the veri cation procedure explores the coverage of \known-
knowns" scenarios by better speci cation and identi es the potential violations from \un-
known knowns". The goal is to maximize the coverage using constrained random scenarios
and test generation. In the procedure depicted in Fig. 3.3, the veri cation plan is assumed
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to be available in this study since there already exist various hazard analysis methods in-
cluding Failure modes and e ects analysis (FMEA) [202], Fault Tree Analysis (FTA) [203],
HAZOP [204] and STPA [205, ] that can generate corresponding rough metrics and sce-
nario criteria. In short, the type of hazards, test scenario cases for the identi ed hazards,
and criteria is assumed to be available in the rst place. The major purpose of the work in
this chapter is to make use of the veri cation plan and obtain a quantitative description of
the ODD of an ADS. The augmentation methods (if not passed the speci cations in Fig.
3.3) and strategy to generate random tests will be presented in the next chapter.

Figure 3.3: The owchart of the coverage-driven veri cation.
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ADS Function as Black-box

The modules of an ADS are treated as integrated logic: z! x, where the observation

z corresponds to the function input as depicted in Fig. 3.1. For example, the radar and
camera perception modules in Highway Assist System are responsible for object detection
and classi cation. The radar subsystem alone takes the radio waves as inputand es-
timates the task knowledgex, including detecting instances of semantic objects and the
relative distances. Thez and x pairs may vary corresponding to di erent systems, such as
RGB images and steering angle for the end-to-end (E2E) lane following function [207].

Quantitative Speci cations

Designed use cases often con ne the ADS function, and the speci cation de nes expected
behavior or \safety contract” in the scope of ODD analysis. Specication provides
mathematical formulations for evaluating responsibilities, risks, or performance ranking
of individual modules [46, ]. The mathematical rules can be interpreted as safety
contracts in an ADS function's design and testing phase. The temporal logic is a powerful
tool for formal specication expression [208]. As a variance of the temporal logic, the
Signal Temporal Logic (STL) enables the expressiveness over real-valued signals, which
has been widely applied in robotics [209]. STL is one variety of temporal logic, which will
be minimally introduced here. Other temporal logic such as Linear Temporal Logic (LTL)
and Metric Temporal Logic (MTL) can be applied in a similar manner with slight change
in the grammar.

De nition 3.1.3  (STL formula [210]). The STL speci cation is a propositional structure
that can be generated by the following grammar:

S T T U T T U (3.7)

where : R" ! B is an atomic proposition predicate de ned over sequence;:::; xT

(including true and false), is the production rule variable, : is the symbol for not
operator,\ stands for the Boolean or operator. The closed non-singular intervilde nes
the range of the superscrip} between the sequence from 1 tm. The notion | stands for
the next sample operator and theJ, denotes the symbol for the temporal until operator.

The robustness function : R™ I R are often used to decide the true or false of the
predicate by comparing the evaluation over the trace and given speci catiorfx}; :::;; xT'; )
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with a cut-o boundary. Common temporal operators can be de ned syntactically with
(3.7), for instance the union [ ,:=: (¢ 1\ ) Finally( ) F := >U ; Globally
() G = :F:.

A scenario route consists of the sequential trace of signals for the under-tested ADS
function; the task statesx. The qualitative semantics of the STL formula over the trace
x with time index t is inductively de ned as the following

De nition 3.1.4 (STL Robust Semantics, [210]) One practical question for high-autonomy
ADS is how to regulate their ODD de nition, especially when the autonomous vehicle needs
to take responsibility for driving state estimation and monitoring, where the operating en-
vironment sets limitations on perception. It is necessary to encode the proper limitations
for setting up the operating boundaries for ADS. In this chapter, the approach and archi-
tectural design are demonstrated to encode and extract the ODD of the ADS based on the
task scenario and the corresponding requirements in the development and validation cycle.
Moreover, the implementation examples are examined with two learning-based agents to
demonstrate their feasibility.

Given the tracex and the evaluation function , then the robust semantics of an STL
formula with respect to x at time samplet is

X;tFE 1 (x(t)) is true ; (3.8)
XtFE: 1 xtg; (3.9
XtE 1\ 21 XtE andxtFE o (3.10)
X;itE U o0 9t°2t+1;

sit. x;t°%F . and 8t%2 [t;t9;x;t%% i (3.11)

The robustness evaluation determines how robustly the speci cation is satis ed based
on the sampled trace. Given an ADS functiorii, the safety speci cation , the accepting
environment candidate sef Xs : Xenvg IS the subset of the tested ODD  for which traces
of the ADS function output satis es the speci cation. The remaining set of the domain is
denoted by

The evaluator in Fig. 3.1 are expected to quantitatively evaluate the function perfor-
mance over a speci c tasls,. Here, several examples on safety-related metrics in realization
are presented.

Example 3.1.1 (O ine Error Metrics) . Under o ine settings, where the ground-truth are
typically available, the following metrics are used to evaluate the system under test given
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a test setD,

1 X
MAE = =  kx; %k (3.12)
JDJ i2D
1 X
MSE = — kXi kikz; (313)
JDJ i2D
1 X
Speed-weighted MAE = O jVilkx;  Riky; (3.14)
J J)igD
Cumulative Speed-weighted Error= J%j K(Xi+t  Ri+t)Vi+tkK: (3.15)
t=0

The speedv; denotes the speed of the ego vehicle at thin sample and the time rangé
indicates a period of time to investigate the metrics.

The o ine metrics in Example 3.1.1 are often used to evaluate the normal performance
over batches of data. Notice that the o ine metrics does not guarantee online performance
due to the domain di erences. It is demonstrated in [211] that the o ine metrics such as
MSE and MAE do not necessarily hold a strong correlation between the successful perfor-
mance of online vision-based E2E policy. This is reasonable because autopilot may make
a fatal mistake in the short term, such as failing to perceive lane lines for ve consecutive
frames, and even if the rest of the perception is correct, a single fatal error can still lead to
a catastrophic accident. The Speed-weighted MAE and Cumulative Speed-weighted error
mentioned in Example 3.1.1 can increase the correlation between the accidents that happen
in driving, however, they are not directly related to the requirement or safety contract in
real-time performance. The STL statements to specify the safety contract required for the
ADS function can be used, here list some examples.

Example 3.1.2 (Safety Contract - Object Detection Ability). The vehicle is expected to
detect the objects within the eld"= fobj;;:::; objg and the position error smaller than a
given bound . The corresponding STL statement can be written as

= "and (kp pk<; 8 2f1:kg): (3.16)

Example 3.1.3 (Safety Contract - Static, Passive and Passive Friendly [212]Static
Safety: The agent at positionp is expected to have a positive distance to all static obstacles,
where the position of the obstacle i3

kp ok> O: (3.17)

39



Passive Safety: The agent needs to remain a positive distance to all static obstacles

while driving at speedv
(kp ok> 0)\ (kvk > 0): (3.18)

Passive Friendly Safety: The agent needs to have su cient maneuvering space for
static obstacles, with minimum braking capability, and maximum reaction time

2
(kp ok > ‘2’—b+ V)\ (kvk > O): (3.19)
Example 3.1.4 (Longitudinal Safety for Vehicle Following [213]) Suppose both agents
travel in the same direction, the acceleration of the front vehicle must be within the lon-
gitudinal bound & 2 [ apprake s Aonoaceet ) @nd if the distance between the front ve-
hicle kps  prk is greater than the safety distancal, then the acceleration of the rear

vehicle can set into the rangd apoapace; Smasacce]; Otherwise should be limited to

[ a:ﬂgﬂ;brake; a:ﬂ?n?brake ]: The safety contract in STL form can be written as
(v O\ v, O0); (3.20)
| Al .
a 2 [ arggg;brake’arzgg;accel 1 (3-21)
(af 2 [a'lrzg?(;brake ; alrzgg;accel] \k Pr Pr K d) (3-22)
! & 2 [ alr(r)wgg;brake; alnginn%accel (3-23)

The aforementioned examples are common safety contracts in robotics and autonomous
driving that be encoded in the assume-guarantee STL requirements. These requirements
are applied to test and falsify the ADS functions to further explore their ODD in this
thesis. More advanced STL safety contracts are available in [214] that address the RSS
rule, which can be implemented in the proposed framework as well.

3.2 Case studies

The experiments are designed to extract the given ADS module's ODD according to a
speci ¢ task scenario. The testing platform is CARLA 0.9.10, with the interface to toggle
the Unreal Engine's weather parameters. In this experiment, the primary focus is on
extracting the daytime and weather aspects of operating constraints as a demonstration.
Notice that the other aspects of ODD can be elicited in a similar way.
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Figure 3.4: Two network architectures for imitation learning based autopilot module tested
in the experiment. The E2E CIL Agent (left) takes an RGB image as input and directly

maps to action based on the high-level command. The CAL Agent (right) maps the image
to explicit states, and the action is decided explicitly based on the perceived a ordances.

3.2.1 ADS Policies

Two imitation learning-based ADS modules are chosen for the ODD acclimatization exper-
iment, as shown in Fig. 3.4. The CIL Agent [131] maps the observation image to implicit
features and then maps to action based on the high-level directional commands (right,
left, straight). The CAL agent [215] maps the image directly to a ordances that could
explicitly execute the control logic. The directional command and vehicle speed are also
concatenated to form the a ordance states. The a ordances are similar to those in [215].
The explicit states include the hazard-stop trigger, distance to the front vehicle, distance
to the center line, and the relative angle between the vehicle heading and the road. For
simplicity, the tra c light and speed sign identi cation are desolated compared to [215].
There are three modes in the explicit control module. If the hazard stop state for the
pedestrian is triggered, the vehicle will enforce a stop mode in the longitudinal controller.
The vehicle following and cruising mode is based on the PID controller with the same set-
ting as [215]. The image size of the Carla dataset is 20088 [131]. The VGG16 network
is used as a CNN decoder in both ADS policies. The training data is sampled from Town
01 and 02 in CARLA with three types of weather: ClearNoon (CN), ClearSunset (CS),
and WetNoon (WN). The weather can be quantitatively expressed as the following with
direct reading of the weather parameters from Unreal Engine. For example, the WetNoon
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Figure 3.5: The testing scenarios used in this study. Left: driving straight following the
lane at single-lane tertiary. Right: one-turn road following task based on the directional
command at T-junction. The ego-vehicle is initiated at the spawning point (SP), and the
mission is to driving towards the corresponding ending point (EP).

can be described as

Xenv[LD5] = WN = f[SunAltitude : 90}
[SunAzimuth : 10} [Cloudiness: 10}
[P recipitation : 30} [W etness: 30; (3.24)

with other zero-valued parameters neglected in (3.24).

3.2.2 Task Scenario & Environmental Conditions

The testing driving scenarios being considered are located in a selected region of Town 03,
demonstrated in Fig. 3.5. Each time, the ego-vehicle with the policy under-tested initiated
at the spawning point and drove towards the task ending point. The left scenario of Fig.
3.5 depicted a single-lane tertiary road with no cones and signage. The right scenario
is corresponding to the turning task at the city road. There are three di erent spawning
points for the ego-vehicle to be initiated randomly, and the high-level directional command
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IS set as constant for each route. The tra ¢ condition was initiated randomly with two
variables, the number of vehicles and pedestrians on the map. Both the number of total
cars and pedestrians are randomly set, ranging from 20 to 80.

The weather and daytime e ect considered in this paper is listed in Fig. 3.6. With
the cloudy, rainy, foggy weather and its discrete classi cation by degree; combined with
time-space from daytime, sunset, and night, the total discrete space of the environmental
conditions Xeny includes 27 combinations. The weather parameters such as cloudiness,
precipitation, precipitation deposits, wetness, and fog density are continuous values ranging
from 0 to 100 in CARLA. In this set-up, the light condition corresponding to any parameter
value ranges within [030], medium with (3Q 70] and heavy with (79 100].

Figure 3.6: The RGB image inputs under various environmental conditions. The left three
columns correspond to the daytime (SunAltitude = 60), whereas the right two columns
are sunset (SunAltitude = 0.5, SunAzimuth=180) and night (SunAltitude = -90). The
cloudy, rainy, and foggy weather are demonstrated in rows with three discrete conditions,
light, medium, and heavy.

3.2.3 Evaluation

For each of the driving tasks shown in Fig. 3.5, 100 test cases are generated under any
environmental condition. The ADS agent is initialized at SP in the map, and the sur-
rounding tra ¢ condition is initiated with a random number of vehicles and pedestrians.
Other actors' behavior in the environment is strictly based on tra c rules and designed to
follow the next way-points in the simulation environment. The number of test cases that
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need to generate for each subject is expected to increase to cover enough tra c cases for
more complex driving scenarios. The time limit to reach the goal is set as the time needed
to drive along the optimal path at 10 km/h. Notice that the red lights are ignored in the
T-junction scenario since the signals are enforced to match the spawning position and the
corresponding route. The cruising speed of the agent is set as 30 km/h.

Table 3.1 shows the two learning-based agents driving under various operating con-
ditions. The test case will be marked as not completed if the vehicle did not reach the
corresponding EP within the time limit or if there is a collision between the ego-vehicle
and other actors during the task. Two di erent sets of safety contract violations are in-
vestigated for both the CIL agent and the CAL agent. Due to the black-box nature of
the CIL agent, only the expected lane following behavior is examined. That is, the vehicle
should remain in its current lane at all times during the task. The distance between the
vehicle's position and the center-land can be obtained in real-time in the simulation. The
staying-in-lane speci cation can be expressed as

o= d< V—Z"; (3.25)
where w is the lane width. In addition to s, CAL agent further takes the detection
ability listed in Example 3.1.2 into account. The following STL speci cation can monitor
the perception accuracy of the a ordance, such as the distance to the front vehidlen
real-time,

Xt

p = ki fik<: (3.26)

i=t 5
The speci cation p in (3.26) implies the requirement that the cumulative error for obser-
vations of the front vehicle distance over the last ve consecutive frames should be less than
the prede ned boundary . In this experiment, is chosen as 3 m. Table 3.1 also include
one of the o ine metrics, MAE, of the estimated front distance for each task. It can be
noticed that the o ine metric MAE shares a weak correlation with online performance. It
is still ongoing research on how to nd o ine metrics that share a strong correlation with
online performance, as mentioned in [211]. Furthermore, contract violations exist even
when the vehicle completes the route as the safety speci cation is a more vital constraint
than nishing without collision. Occasionally, CIL and CAL agents failed to stay in the
current lane. This violation often happens on the right turns, resulting from the sharper
curve of the right turns than the left turns in the simulation environment.

The testing results in Table 3.1 agree with the results in [215]. The CAL agent performs
particularly well in staying in the lane and avoiding collisions with other actors in the

44



new environment than the CIL agent. The CAL agent has better generalization ability
due to the explicit control logic based on a ordance mapping. The acceptable operating
domain for an ADS module can be determined with multiple Safety Performance Indicators
(SPIs) together, as proposed in [163]. Consider the SPI that the frequency of real-time
speci cation violation should be less than 5%, and at the same time for CAL agents, the
MAE should be less than 0.2 m. The accepting operating domain under the SPI mentioned
above can be concluded for both agents based on Table 3.1,

ciL _ . ClL _
XifyosLo null; Xwrn st null (3.27)
)C(:I;A\I;_SL\ p :f[NO (C,RL M,F L)],

[Ss (C;R:L M;F :L)]g

s v . =f[No (CiR:L M)
[Ss (C;R:L)]g; (3.28)

where the acronyms Noon (No), Sunset (Ss), Cloudy (C), Rainy (R), Foggy (F), Light (L),
and Medium (M) are used. The complements of (3.27) and (3.28) can be used as a data
augmentation environment handle in the further development cycle. The cloudy weather
does not have a severe impact on the model performance, as depicted in Table 3.1, since
the image background variation does not appear strongly related to the driving tasks. On
the other hand, cloudy weather has a more substantial in uence on the CIL than the CAL
agent. The compact features extracted by CIL can be easily perturbed by the background
textures, thus losing weight for relevant features in the driving tasks. However, rainy,
foggy, and night have a massive impact on the model performance, as useful information
is taken over by the noise. In particular, both models exhibit a substantial performance
loss at night and in a foggy environment.

3.3 Discussion and Future Work

In this chapter, the framework for ODD encoding and extraction for the ADS function

is presented. For ODD encoding, a six-layer model for representing the environment is
shown, and it is suggested that the validation strategy should move from one layer to the
next to control the exploration space. In fact, the construction of the scenario library

and the test environments are similar to what is addressed in [194]. The ADS functions
are validated using the black-box model, and the safety requirements are encoded in STL
formulas. It has been shown how to use simple coverage-driven validation to test how
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Driving Tasks Lane Following in Scenario-1 \ Left/Right Turns at Scenario-2 T-Junction
E.C. nMetrics Avg. Completion (%) MAE (m) Avg. Violation (%) \ Avg. Completion (%) MAE (m) Avg. Violation (%)

Cloud 93/91/88 e 8/8/14 86 /85 / 80 - 20/ 25/ 39

Noon ¥ 100/100/100  0.14/0.15/0.15 0/0/0 100/100/100  0.15/0.14/0.17 0/0/0
eain 96 / 86 / 68 -1 6115/ 40 82180/ 63 R 20/ 23741

Y 100/100/96  0.14/0.16/0.22 0/1/5 100/100/93  0.16/0.16/0.29 0/1/12
o 89/85/74 -1 20/ 25/ 48 92/ 85/ 66 -1 12/30/55

99y 100/ 94 / 92 0.14/0.19/0.8 0/9/9 100/ 97/ 90 0.2/0.21/0.56 1/9/16
cloud 94/92 /88 - 14/ 26 /30 95/91/90 - 10/19/20
Sunset Y 100/100/100  0.14/0.14/0.16 0/0/1 100/100/100  0.1/0.12/0.17 0/0/0
eain 92/ 86/ 66 -1 10720749 88174 /53 -1 20/39/56

Y 100/ 99 / 97 0.14/0.18/0.21 0/31/9 100/ 98 /92 0.16 / 0.25 / 0.66 0/9/12
o 89786 /75 -1 18124150 90/85/71 -1 16719/ 34

99y 100/ 93/ 90 0.16 / 0.24 / 0.87 0/9/18 100/ 92 /79 017/024/094  1/12/39
cloud 83/83/82 R 25/32/30 81/80/76 R 26/29/35

Night y 100/ 94 / 93 0.24/0.26 / 0.28 1/6/9 100/ 95 / 94 0.21/0.24/0.26 1/8/9
cain 84173166 -1 23/37148 88185/ 62 -1 19/ 25/ 49

Y 98/90/ 76 0.24/03/053 3/12/30 99/92 /73 021/024/069  4/10/36
o 85776/ 61 -1 29/34/52 90/ 71/ 43 -1 24140171

99y 98784 /85 025/058/0.81  8/20/31 99/ 81/ 65 028/043/098  8/24/49

Table 3.1: Infraction analysis across various operating conditions. The testing results

of the two agents are grouped in two rows at each cell. The upper one corresponds to
CIL and the CAL below. Each row's results are organized based on the qualitative order

(light/medium/heavy).

the perception system and the E2E ADS work. Using the proposed framework, the overall
operating conditions of an ADS can be found, and the violations can be recorded for further
development and ODD expansion.

However, it should be noticed that the overall automotive safety problems related to
ODD addressed in [186, 61] still have many open challenges. Often, the test needs to be
done more than once to cover enough environmental conditions. The challenge of perform-
ing as many tests as possible based on quantifying parameters is an indispensable challenge
in automated driving safety. This challenge is still achievable in simulation environments,
often through hardware acceleration and multi-node parallelism. Furthermore, validation
solely in the simulation environment cannot cover the real driving scenario since there
are always domain di erences. Finally, it is recondite to achieve the claim of "absolute
safety”. Instead, claiming that the multiple ADS function always satis es the operational
domain speci cations would be much more implementable.

For future work, it is interesting to include the RSS model [46] in the validation frame-
work.  Currently, the benchmark requirement used in this work for the extracted op-
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erational domain is a contract violation rate of less than 5%. The resulting ODD is a
static boundary set for each environmental condition without considering its probability
distribution, which could result in more false alarms (passive behavior). It is possible to
encode the ODD condition as a conditional probability table, which can then be processed
to determine whether the ADS function works dynamically in the given ODD.
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Chapter 4

ODD Augmentation

The increase in autonomy level relies on expanding the ODD range of the autonomous
driving functions. To expand the scope of ODD, it is crucial to understand the defects of
the current system and boost its performance. Speci cally, in perception systems, as one
essential step for ADS to understand the environment, performance degrades when facing
unseen variations. This chapter attempts to expand such a data-driven subsystem in ADS
through scenario data augmentation and robust training. The main goal is to make the
given model more resilient to di cult natural changes that the perception system couldn't
deal with well before. Boosting the model's robustness towards harsh weather and bad
light operation conditions helps extend the ADS' ODD to further cover those semantic
operation domains.

4.1 Problem Description and Preliminaries

The system's ODD excludes situations in which the speci c components exhibit dimin-
ished performance that impacts driving safety. Thus, the ODD augmentation explores
the situation that the current version of ADS's operational domain cannot cover well.
Because downstream decision-making, planning, and control will rely heavily on accurate
estimation of the surrounding driving environment, the operation domain of the perception
modules will be the cornerstone for the overall ODD of the ADS. Thus, in this chapter,
the augmentation for the ODD of the perception models based on validation results of
previous version development is investigated.
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The perception modelfpy takes the environment observation and maps it to the states
of the interpretable driving situations, such as scenario classi cation [216], object detection
[217] and tracking [117]. These models are usually obtained with a data-driven strategy
that trains a neural network with labeled data sets. The validation process examines the
operating domain of the perception modelp\, under some criteria as speci ed in the
previous chapter to provide a xed operating domain  similar to the remained sets of
not behaving well, denoted by . . Both and . contain a semantic description of
the operational domain, where the . corresponding to the conditions that the current
fpm have performance lower than the prede ned criteria. The overall goal of ODD aug-
mentation is to boost the performance of thépy, under the operating conditions described
in . while maintaining good robustness on the original domains. In this chapter, the
image-based perception systerhpy, is formulated by the following ODD augmentation
problem.

Problem 4.1.1 (ODD Augmentation). Given the xedfpy and its challenging operating
conditions described in a semantic set. = fs;;s;;::;; S«g, and some known anchor data
distribution D, it is known xed fpy,, performed well in anchor data distribution such
that x F ; 8x 2 D. The Dy, ... Dg are distributions that are generated by natural
perturbation based on the anchor data (same content but di erent texture in image). It
is also known thatfpy does not meet the required level of performance from previous
validation, e.g. x 6§ ; 9x 2 Ds. The goal is to boost the performance dfpy in the
natural perturbed distribution described bs,, ... Ds,.

The Problem 4.1.1 can be divided into two parts, one is how to obtain the unseen/uncovered
distribution described by the semantic sets in . , which direct to a data augmentation
problem. The other one is how to train the existing model properly that boost its robust-
ness to the given perturbations. In this thesis, the assumption is that perturbations are
natural variations rather than the adversarial attacks mentioned in [170, ]

4.2 Methodology

4.2.1 Transfer Learning

The ODD augmentation problem can be formulated as a transfer learning problem for the
existing model towards a speci c distribution. Transfer learning aims at improving the
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model performance by transferring the knowledge across domains [218]. Consider there is
a perception task that aims to mapx 2 X toy 2 Y. A typical example task on image
classi cation would haveX = RW " € andY =[k] = f1;2;3;:::kg whereW, H and C
corresponds to the image width, height and channels, and tikecorresponds to the total of

k categories in this task. The total input dimensions are represented iy=W H C.
The target space may get more complicated as the task di culty increases, for example,
the output is formulated as a list of bounding boxes in the format withx and y coordinate

of the bounding box anchors, the bounding box width, height, and the corresponding class
in the object detection task. The perception model ) with weights w 2 RP is trained

on xed data distribution ( x;y) D based on some loss functiok{x;y;w). Here the notion

w 2 RP denotes the weights in the parameter space bfy . And a suitable loss function
should be highly correlated with the validation metrics mentioned in the previous chapter,
such as MAE or cross-entropy.

The commonly used machine learning approach solves the following problem with know-
ing the training data represent the expected distribution in the deployment stage [219].

W 2 arg Min Ey) g [10GY;W)L: (4.1)

Literature often uses rst-order methods such as Stochastic Gradient Descent (SGD) based
methods [220, ] to approximated solve (4.1) to obtain weights. In our problem setting,
fpm with w failed to pass the requirement in the validation data or in general a shifted
distribution D that is

trace[fpm (X); Yoo 6 (4.2)
The trace corresponds to the sample sequence frdd® that feeds to validate the system
performance. In the image classication case, if both the loss function and evaluator
are selected as the MAE, e.g. : (X;y;w) = I(X;y;w) = MAE , then this performance
insu ciency in (4.2) can be expressed in the similar format in (4.1) as

Exy) poll(GY; W) > 1 >E (xy) pean [(XY;W)] (4.3)

The error bound for the requirement is denoted as: as de ned in the previous chapter.
Thus, the transfer learning problem is

Problem 4.2.1 (Transfer Learning after Testing) Givenfpy (w ) developed in some pre-
vious distribution D, and the performance is validated under some new input distribution
DOand there exists performance insu ciency as(4.3). The goal is to nd following

0 H g .
w2 argwrggg Exy) oa oyl (X y; w)]: (4.4)

50



4.2.2 Robust Learning to Natural Perturbation

There are in nite potential combinations of the new distribution when considering any
possible natural perturbations. Typically the distribution D°is down-sampled compared to
D such that the expectation term in (4.4) is di cult to estimate. In the ADS development
phase, the natural perturbation in the inputs of the perception systems is investigated,
such as the lighting condition or adverse weather, e.g., layer 5 in Fig. 3.2. Instead of
formulating the adversarial perturbations as in many computer vision studies [222, ], it
is assumed that there exists a model representing the natural perturbaticd : RY! RY
with a semantic nuisance parameter such that

x°=G(x; ); 2R% ¢ d (4.5)

where the inputx D which is transformed into a geometrically and semantically similar
data x°that follows a new distribution D° by varying the nuisance parameter. As shown
in Fig. 4.1, the semantic nuisance parametercontrols the perturbation level of the natural
variation. The constant ¢ corresponds to the dimensions to explore in the perturbation
space related to the semantic directions of the perturbation.

The data distribution D° mentioned in (4.4) in our setting is now generated by the
natural perturbation model depicted in Fig. 4.1. The natural perturbation model can be
de ned explicitly, using physical-based rendering methods in [224], or using a black-box
model such as using the Unreal Engine [225], or image-to-image translation based on neural
networks [226]. The input data can be perturbed based on multiple known models such
that x°= gi(@(::gn(X; m); 2); 1)) where the same notionx’= G(x; ) is being used for
simplicity.

Before exploring the robust learning to natural perturbations, here list the terminologies
for examining the model robustness.

Anchor Data: corresponds to the original data instance in the datasex, D, which
is image in this study.

Neighbour Set: corresponds to the perturbed data by the modec based on the
anchor data. There can be an in nite number of neighbour data generated from the
anchor, however, the distance between neighbours and the anchor data can be measured
using the nuisance parameter. Then the set of neighbours bounded by some factoris
given by

( )=1x=G(x; )2 RY: g: (4.6)
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