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Abstract

The primary objectives of the thesis work are to conduct in-depth research in the field
of delay-based cryptography and to improve the efficiency of evaluating ideal class group
action, which serves as a building block in this area. Delay-based cryptographic primi-
tives, such as time-lock puzzles and verifiable delay functions, play a crucial role in many
cryptographic protocols by ensuring that certain computations cannot be completed faster
than a predetermined time, even in parallel. Our study of delay-based cryptography aims
to formalize and implement new delay-based primitives that use time-delay functions to
improve the security and functionality of various applications.

We start by introducing a class of trapdoor verifiable delay functions (trapdoor-VDEFs),
an extended notion of verifiable delay functions, and providing a formal definition of their
security properties. Trapdoor-VDEFs feature a large ensemble of trapdoors, allowing a
client to randomly select a private trapdoor to generate a unique challenge. Without
the trapdoor, a server must perform a predetermined number of sequential steps to solve
the challenge, while any client can efficiently verify the server’s solution without knowing
the trapdoor. We also propose a construction of trapdoor-VDFs based on large smooth-
degree supersingular isogenies with bilinear pairings for efficient public verification. Our
construction is useful for time-sensitive applications that require guaranteed timely release
with public verification, such as sealed voting and front-running attack prevention.

Then, we introduce the notion of ChronoCloak, an integrated solution designed to pre-
vent premature access to digital content while preserving recipients’ privacy. Specifically,
ChronoCloak enables a sender to transmit a collection of secret data through a puzzle
that requires a predetermined amount of time to be solved. Once the puzzle is solved, the
receiver can only extract the chosen subset of the sender’s secret data without the sender
knowing which subset was chosen. With public verifiability, the puzzle-solving process can
be securely outsourced while ensuring that only the receiver can extract the chosen secret
subset. Additionally, we introduce an ideal functionality for ChronoCloak and propose a
generic protocol that implements ChronoCloak’s functionality in the random oracle model.

Finally, we propose a new batching strategy for computing a set of group actions within
the Commutative Supersingular Isogeny Diffie-Hellman (CSIDH) framework, which is a
crucial component for developing post-quantum cryptographic schemes like zero-knowledge
proofs and signature schemes. Our work presents two variants of the batching strategy,
each of which is suited to different security requirements. The first variant is for com-
puting a public set of CSIDH group actions and aims to reduce the number of finite field
arithmetic operations required. Our results show a roughly up to 14% reduction in compu-
tational cost. Toward our second variant, we first propose an efficient new constant-time

v



CSIDH algorithm for evaluating a private group action based on state-of-the-art batch-
ing techniques from CTIDH. We then introduce a method for computing a private set of
CSIDH group actions, which runs in constant time while reducing the overall number of
finite field arithmetic operations needed. Combined with our constant-time algorithm, it
shows a reduction in computational cost of roughly up to 8% compared to the current
state-of-the-art constant-time CSIDH. Interestingly, the constant-time algorithm alone re-
duces computations by about 4%. Finally, we present a proof-of-concept implementation,
showcasing the results of our work.
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Chapter 1

Introduction

This thesis studies the field of cryptography where time plays a crucial role in security. Our
focus is on expanding the applicability of this field by introducing new notions, building
on existing ones, and improving the efficiency of one of the few building blocks.

1.1 Overview

With the rapid advancement of digital technologies, the need for modern secure methods
has become increasingly important. Cryptographic protocols are the backbone of secure
digital communication, ensuring its confidentiality, integrity, and authenticity. To secure
data, traditional cryptography uses algorithms and keys, focusing on continuous and im-
mediate security.

However, in certain applications, timing plays an essential role in maintaining security.
Delay-based cryptography, or time-locked cryptography, addresses this need by incorpo-
rating time delays into cryptographic operations to impose temporal constraints. This
approach requires specific cryptographic tasks to take a predetermined amount of time to
complete, regardless of the computational resources in use, including parallel execution.
Hence, up to some assumptions, even if secret keys or computational resources are avail-
able, access to the data is restricted until the required computation is completed (a time
delay elapses). This temporal control is important in applications such as time-locked
messages, time-based ownership, and randomness beacons, where it helps maintain fair-
ness and resistance to manipulation by preventing premature computations. One practical
example is its application in financial systems to mitigate front-running attacks. In such



attacks, malicious actors exploit early access to transaction details to manipulate market
outcomes [50, 70]. We can prevent front-running by introducing a time delay that cannot
be bypassed, ensuring that sensitive information, like transaction details, can only be ac-
cessed after a predetermined period. This guarantees fair access to sensitive information,
preventing malicious actors from gaining an unfair advantage.

The first delay-based cryptographic primitive, Time-Lock Puzzle (TLP), was introduced

by Rivest, Shamir, and Wagner in 1996 [131]. TLP allows a sender to encrypt a message
so that it can only be decrypted after a predetermined period, without relying on third
parties or synchronized clocks. TLP in [131] achieves this by employing sequential squaring

in a group of unknown order, which inherently resists parallelization. This ensures a fixed
decryption time, meaning that solving a TLP’s puzzle will take a prescribed amount of
time or sequential computational steps.

Since then, other delay-based notions have been developed, including Proof of Sequen-
tial Work (PoSW) and Verifiable Delay Function (VDF). PoSW, introduced by Mahmoody
et al. [114], requires a prover to perform a sequence of computations to obtain an output
that proves that they have invested a certain amount of time and effort. VDFs, proposed by
Boneh et al. [25], guarantee not only a prescribed time delay in computing the function’s
output but also an efficient public verification of its output uniqueness. Among others,
each of these primitives serves distinct purposes: TLPs focus on time-restricted message
access, VDFs guarantee output uniqueness after a delay, and PoSWs prove sequential
computational effort. More on this is provided in Chapter 3.

1.2 Motivation

In many real-world scenarios, such as sealed-bid auctions, secure voting, digital content
distribution, and financial transactions, the timing of information release is critical to
ensuring fairness and security. In practice, however, adopting delay-based cryptographic
techniques present several challenges, including the need to outsource extensive computa-
tions in resource-limited environments, difficulties in achieving composability (i.e., securely
integrating these primitives into larger cryptographic systems is not intuitive), efficiency,
and complexities in integrating user privacy. Although TLPs, PoSWs, and VDFs each
offer unique solutions, there are still opportunities to refine these notions and others, ex-
tending their applicability over a broader range of practical scenarios. In this thesis, we
aim to refine the existing theoretical framework, introduce a new notion that is compact
and safely composable into more complex systems, and enhance the efficiency of a building



block in delay-based cryptographic primitives, all with the aim of extending the role of
time in secure digital systems.

1.3 Contributions

This thesis has three major contributions to the field of delay-based cryptography. As
part of the first contribution, we formalize the notion of trapdoor-VDF’s security defini-
tion and introduce an approach for constructing a VDF with a large ensemble of distinct
shortcuts, known as trapdoors. The delay function involves the sequential evaluation of a
large smooth-degree supersingular isogeny, as originally proposed by Feo et al. [72]. The
trapdoor ensemble consists of smaller degree isogenies defined over finite field I, where
p is a prime. For public verification, a bilinear pairing equality serves as proof of the
correct evaluation of a secret trapdoor, specifically a randomly chosen isogeny. We have
shown that our proposal is secure under trapdoor-VDF security notions. Trapdoor-VDF
is ideal for time-sensitive applications that require both public verification and timely re-
lease guarantees. It has numerous potential uses, including sealed voting and preventing
front-running attacks [50]. Another advantage is allowing the reuse of public parameters
in constructions with costly public setups.

As part of the second contribution, we present the notion of ChronoCloak—our inte-
grated solution to premature disclosure of digital content in oblivious distribution. This
pertains to a problem urged by the growing use of digital content dissemination, such as
games, videos, and magazine articles, where it is imperative to maintain timely access while
preserving recipients’ privacy. In particular, ChronoCloak allows a sender to transmit a set
of secrets through a puzzle, and then, once the puzzle is solved via a lengthy computation,
the receiver recovers only a subset of the secrets that are oblivious to the sender. It also
enables the receiver to securely outsource the computation (with public verifiability) to a
public solver, yet only the intended receiver can retrieve the subset of secrets using the
puzzle solution. Additionally, we propose a secure implementation of ChronoCloak within
the universal composability framework of [36]. Unlike [15, , 157], the ChronoCloak
framework takes a different approach that is more practical and efficient, as it is based on
an integrated model and does not require a trusted time server.

Our third contribution addresses the practicality of a possible building block for imple-
menting our aforementioned work, namely the evaluation of ideal class groups of imaginary
quadratic fields via isogenies. Specifically, we propose a new batching strategy for comput-
ing multiple group actions, which is essential for constructing cryptographic schemes like
ours, as well as others such as zero-knowledge proofs and signature schemes. We propose



two variants of our strategy. The first variant involves the evaluation of a public action
set for which no security restrictions are required. This variant reduces the computational
cost of group actions by roughly up to 14% when compared to non-batched action evalua-
tion. The second variant addresses the evaluation of a secret group action set that requires
a constant-time implementation to prevent information leakage. In addition, our work
introduces a new constant-time implementation of Commutative Supersingular Isogeny
Diffie-Hellman (CSIDH). Combined with the second variant, it reduces the computational
costs of secret action sets by approximately 8% when compared to individual computa-
tion using the state-of-the-art constant-time algorithm. Interestingly, the constant-time
implementation alone reduces the computation by about 4%.

1.4 Thesis Organization
The remainder of the thesis is structured as follows:

o Chapter 2 introduces some basics of modern cryptography and offers mathemati-
cal notions and background relevant to our research. This includes topics such as
supersingular elliptic curves, bilinear pairing, and isogenies.

o Chapter 3 presents essential concepts of delay-based cryptography, covering key no-
tions and special delay-based constructions, as well as the building blocks used in
their constructions.

o Chapter 4 introduces our first contribution, a formal definition of the trapdoor veri-
fiable delay function and an approach to constructing a secure instance.

o Chapter 5 introduces our second contribution, the notion of ChronoCloak, an in-
tegrated solution that addresses the problem of preventing premature disclosure of
digital content in oblivious distribution.

o Chapter 6 presents our third contribution, a new batching strategy for enhancing
(streamlining) CSIDH computations.

o Chapter 7 offers some final remarks summarizing our key findings and discusses
potential directions for future research.



Chapter 2

Preliminaries

2.1 Basics of Modern Cryptography

In this section, we introduce a selected set of modern cryptographic tools that form the
basis of our work.

2.1.1 Hash Functions and Random Oracles

In cryptography, a hash function H : {0,1}* — K is a deterministic function that maps
an input of arbitrary length to a fixed (size) predefined output space K. For example, K
can be the set of fixed length binary strings {0,1}* for k € Z-o. A cryptographic hash
function satisfies a set of properties, including preimage resistance (it is computationally
infeasible to invert the function, i.e., H behaves as a one-way function), collision resistance
(it is computationally infeasible to find two distinct inputs that map to the same output),
and second preimage resistance (given an input, it is computationally infeasible to find
another input with the same output).

In theoretical analyses, including our work, hash functions are sometimes modeled as
random oracles, which is an idealized ‘black-box’ functionality that responds to any hashing
query by returning an independent random output from the predefined output space K.
This abstraction simplifies the security proofs for cryptographic protocols; however, it
has practical limitations because real-world hash functions are deterministic, so they may
deviate from random oracle behavior.



2.1.2 Secure Encryption Scheme

Let T :=(KGen, En, De) be an encryption scheme with a message space M, key space
IC, and ciphertext space CT. We require that I'¢ satisfy the following with overwhelming
probability:

Degmn (Eng, (m)) = m, Ym € M and Vsm € K.

A secure encryption scheme I'¢ ensures confidentiality by preventing an adversary from
obtaining secret information from ciphertext. In our work, we consider two types of en-
cryption schemes as described below. Each of these schemes is intended to provide specific
security guarantees and is used in specific cryptographic contexts.

IND-CPA Secure Encryption Scheme

We begin by presenting the semantic security of I'g, which is formally equivalent to Indis-
tinguishability under Chosen Plaintext Attack (IND-CPA). This property ensures that an
adversary cannot distinguish the ciphertext of a chosen message from any ciphertext of a
random message.

Definition 1 (IND-CPA secure I'¢). Let I'c :=(KGen, En, De) be an encryption scheme
with a message space M, key space KC, and ciphertext space CT. Let Env be a PPT
adversary that participates in the following game against a challenger:

o The challenger generates a secret key sm <g KGen(1*), where sm € K.
o Env outputs the message pair (mg, my) € M?.

o The challenger selects a random bitb € {0,1}, computes the ciphertext ct = Eng,, (my),
and then sends ct to Env.

o Upon receiving ct, Env outputs a guess b’ € {0,1} for b.

To win the game, Env’s output b must equal b. The encryption scheme s is said to
be semantically secure encryption scheme (or IND-CPA secure) if, for all PPT
adversaries Env, the advantage

Adven(A) = |Pr(b = b) — 1/2

is a negligible function of A



Non-Committing Encryption Scheme (NCES)

We primarily employ a non-committing encryption scheme, as defined in Definition 2, in
Chapter 5 to construct secure generic protocol of ChronoCloak in universal composability
framework. Essentially, NCES is a useful tool in the construction of cryptographic pro-
tocols within UC framework, as it allows for secure simulation in a malicious adversarial
environment. Section 5.3.2 provides an in-depth explanation of the technical details of our
applications of NCES.

Definition 2 (Non-Committing Encryption Scheme). Let I'e :=(KGen, En, De) be an
encryption scheme with a message space M, key space K, and ciphertext space CT. We say
that T's is a non-committing encryption scheme if it satisfies the following property:

o Simulatability and Indistinguishability. For any probabilistic polynomial time (PPT)
distinguisher Env, there exists a PPT extractor algorithm Ex such that

|PriEnv(ct, sm) = 1] — PrlEnv(ct’, sm') = 1]|

is a negligible function in \, where ¢t = Eng,(m), m € M, sm <g KGen(1*),
ct' < CT, and sm' < Exy,(ct'). The output of the distinguisher Env is interpreted
as 1 for a guess of the real encryption distribution and 0 for a guess of the simulated
distribution.

2.1.3 Oblivious Transfer Protocol

Oblivious Transfer (OT) is a two-party cryptographic protocol that serves as an essential
building block for many secure computation protocols. In our work, we consider a 1-out-
of-2 OT protocol that allows for the transmission of one of two secret messages obliviously.
This protocol involves a trusted setup party, a sender, and a receiver, typically requiring
n rounds of interaction. The sender holds a pair of secret messages (mg, my), while
the receiver has a choice bit i. Through n rounds of interaction, a secret information is
transferred from the sender to the receiver, allowing the receiver to reconstruct the selected
message m;. A secure OT protocol ensures that the receiver’s choice i stays oblivious from
the sender, while the receiver gains no information about the other secret message m;_;.

Definition 3. An Oblivious Transfer protocol with n = 2 is a tuple of four algorithms
Lor = (OTsetup, OTr, OTs, OTpe.), defined as follows:



o OTyerp(1?): A randomized algorithm that takes a security parameter A and outputs
a common reference string crs.

o OTg(crs,i € {0,1}): A randomized algorithm that takes the common reference string
crs and a bit i € {0,1}; it returns the receiver’s commitment ot; and secret sk;.

o OTg(crs, 01, mg,my): A randomized algorithm that takes the common reference string
crs, the receiver’s commitment o1, and a pair of input messages (mg, my); it returns
the sender’s commitment o0s.

o OTpeclcrs, 09, sk,): A deterministic algorithm that takes the common reference string
crs, the sender’s commitment oo, and the receiver’s secret sk,.; it returns a message
m;.

2.2 Security Models: Game-Based vs. UC Security

Different models and frameworks can be used to formalize and prove the security of cryp-
tographic protocols, including the game-based model and the UC framework. While game-
based definitions are often simpler and are commonly used in applied cryptography, UC
security offers stronger guarantee, that is, ensuring its security guarantee even when the
protocol is combined with other protocols.

2.2.1 Game-Based Security

The security of a cryptographic primitive, in the game-based model, is defined through a
game between a challenger and an adversary. This model addresses a single security prop-
erty at a time, which simplifies security analysis making it more intuitive; two examples
are ['¢’s properties presented in Definition 1 and 2. In the game, the challenger implements
the cryptographic primitive, as predefined. The adversary’s objective is to break a security
property of the primitive with limited access to some information, such as encryption/de-
cryption oracle queries. In the game, we also specify a success condition for the adversary,
such as distinguishing a new encrypted messages. The primitive is considered secure (i.e.,
it satisfies the security property) if the adversary’s probability of success is negligible. In
summary, this model provides explicit mathematical definitions of security properties and
a structured framework to analyze them. However, this model is stand-alone and does
not guarantee that the cryptographic primitive remains secure when combined with other
primitives or protocols arbitrarily.



2.2.2 UC Security

Introduced by Canetti [30] in 2001, the UC framework is a strong security model that
ensures the security of cryptographic primitives regardless of how they are composed with
other primitives. This is because it considers not only the isolated execution of the prim-
itive but also the environment it operates in. However, in general, this broader scope of
security adds extra requirements, which makes the security analysis under the UC frame-
work more challenging than in the game-based model. More formally, the UC framework
is a simulation-based definition of security. Section 5.2.1 provides a detailed explanation
of the UC framework.

2.2.3 Choosing a Security Model and Modular Approach

Generally, the intended use of the cryptographic primitives often determines whether to
use game-based or UC security. On one hand, the game-based model is often sufficient
for scenarios where a primitive is deployed as a standalone entity. On the other hand, UC
security is more appropriate in scenarios where a primitive constantly interacts with other
entities, such as within a larger system. However, compared to the game-based model, the
security analysis under UC tends to be more complex.

In this thesis, we analyze the security of our primitives in the game-based model, as
detailed in Chapter 4. In Chapter 5, we consider defining our work in both the UC
framework and game-based notions. Then, we propose a generic UC-secure protocol that
is constructed using the game-based definition of our primitive. This approach simplifies
the analysis by allowing researchers to focus on designing a simplest game-based secure
instance of our primitive. Once such an instance is constructed, it can be directly integrated
into our generic protocol, resulting in a UC-secure implementation. Using this modular
approach, one can establish UC security without constructing a UC-secure protocol from
scratch for every instance.

2.3 Mathematical Background

This section presents a brief overview of some relevant mathematical notions and back-
ground required for the work presented in this thesis.



2.3.1 Groups, Rings, Ideals, and Fields

Groups. Let G be a group. We denote the subgroup of G generated by an element g € G
as (g) = {ag : a € Z}. The order of g is the set size of (g). Group G is a cyclic group
it G = (g) for an element g € G. A cyclic group of order N is isomorphic to an integer
additive group modulo N, denoted by Z/NZ.

Rings. A ring R is an additive abelian group with a multiplication operation that
distributes over addition (i.e., ry(ro +r3) = rire + 1173, and (r; +re)rs = 1173 + rorg where
Vr; € R). A subring of R is a subset of R that also forms a ring.

Ideals. An R-ideal | is a subring of R that satisfies ri € | for all r € R and ¢ € |; and
| is called left R-ideal (the same concept applies to right R-ideal and two-sided R-ideal).
The R-ideal | is non-trivial proper if | # {0} and | C R. The R-ideal a is a principal if a
is generated by an element (a € R), denoted by (a) (i.e., for the left principal R-ideal, we
have a = Ra = (a) = {ra : » € R}). A proper R-ideal a is maximal if there are no R-ideals
between a and R (i.e., there is no proper R-ideal b such that a C b C R). For an R-ideal a;
and ay, a proper R-ideal a is a prime ideal if a105 C a then a; C q, or a; C a. Note that if
a; = (a;), the statement a; C a is equivalent to ala;; thus, a;02 C a means that a|ajas which
implies that ala; or alay (see [113], Propositions 5.7). The previous statement implies that
every maximal ideal is a prime ideal.

Fields. Let R be a ring with multiplicative identity. An element r; € R is zero divisor
if riry = Og and o # Og. We say R is an integral domain if R is commutative and has
no non-zero zero divisor. We say that an element r € R is a unit if it has multiplicative
inverse. The group of unites is defined by R* := {r € R: Je € Rs.t., er = 1g}. We say
that R is a division ring if R\ {Or} forms a group under multiplication (i.e., R\ {Og} = R™).
A ring R is a field, if R is commutative division ring. The ring Z/NZ is a field if N is a
prime.

A finite field is a field with a finite number of elements. A finite field with characteristic
p is denoted by F,, where ¢ is a prime p power (i.e., ¢ = p™ for a positive integer m). We
say that [F, is a prime field if ¢ = p, denoted by F,. For m > 1, [, is the F, extension of
degree m such that F, C F,. An order ¢ finite field F, is isomorphic to F,[i]/g(i) where g
is a monic irreducible polynomial in F,[i| of degree m. The multiplicative group of F, is
defined by ;. We say that the field F, is the algebraic closure of F, if every non-constant
g € F,[i] has a root in F, (i.e., algebraically closed). In the case of a finite field, F, is
union of all extensions of F, (i.e., union of all F . for every positive integer £ > 1); thus
naturally, IF, is subset of the algebraic closure of F,, for m > 1.

Let u be an element of F,. We say u is a square if there is an element v € F, such that
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u = v?; otherwise, u is non-square.

Quadratic Field

Let Q be the field of rational numbers. Let u be a non-square integer. A quadratic field is
an extension of degree two of Q (is vector space of dimension two over Q), and it is defined
as

Q) = {r+ sy s € Qu g Q) 1)
We say that Q(y/u) is an imaginary quadratic field if u < 0.

The fundamental discriminant (D,,) of Q(y/u) is u if v = 1(mod4) or 4u if u =
2 or 3(mod 4). Two quadratic fields Q(,/u7) and Q(y/uz) are equivalent if u; = c*uy for
ceN.

Let g be a polynomial of degree two. Then, a complex root of g is called an algebraic
integer (). The algebraic integer o € Q(y/u) is of form

acZf={r+s0:r,secl} (2.2)

where

o Ifu=2or3(mod4), then § = \/u; and their set is denoted as Z[\/u] (Z[\/u] forms
a ring of integers closed under addition, subtraction, and multiplication)

o If u = 1(mod4), then 0 = 1+2\/a; and their set is denoted as Z[%] (Similarly,

Z[#] forms a ring of integers)

See [98], Proposition 19.1 for the proof.

An Order in a Quadratic Field

In general, an order O is a subring in a ring of algebraic integers of a field . Thus, the
ring of algebraic integers is also an order. The formal definition adopted from [122, | is
as follows.

Definition 1. Let K = Q(y/u) be a quadratic field. An order O is a subring of K such
that O is also a lattice in Z (free Z-module of rank two) and O ®7 Q = K.

11



As an example, the ring O = Z[\/u] is an order in Q(y/u) (the same for Z[#]) A
maximal order (O,,) is an order that is not properly contained in another order [102]. An
order O C O,, is of form O = Z + cO,, such that D = ¢?D,,, and c is called conductor of
O in Oy, and ¢ € Z>; (see [53]).

Finally, we end our discussion with the following.

Proposition 2.3.1 (see [52]|, and [95]). Let D,, be a fundamental discriminant of a
quadratic field K. Any order in quadratic field K has discriminant D = ¢*D,, < 0 and
c > 1. Conversely, there is a unique order in Q(v/D,,) of discriminant D such that
D =0or 1(mod4) and D is a non-square uniquely of form D = ¢*D,y,.

2.3.2 Ideal Class Group

Let O be an order of number field K. A fractional ideal of O is a finitely generated non-zero
O-submodule a of K such that ra C O and r € O is a non-zero. A fractional O-ideal a is of
form ¢7'b such that b is O-ideal and b = ca for a non-zero ¢ € O. The fractional a (of form
c1p) is principal if b is. A fractional O-ideal a is invertible if there is a fractional O-ideal b
such that a6 = O. Note that if a = (a) and b = (b) are principals, then ab = (ab). It follows
that (a)(a™!) = (lp) = O. An O-ideal of norm coprime to O’s conductor is invertible
and has a unique factors. Thus, every O-ideal is invertible if O is maximal. A fractional
O-ideal a can be represented in form [J{_, p;* where p; are distinct prime O-ideals, and
e; € e are integers.

The set of all fractional O-ideals forms an abelian group under multiplication (see [113],
Theorem 5.5). The ideal class group is a quotient group that forms a finite abelian group
[143] defined as:

CI(O) = lo/Fo

where 1o is the group of invertible fractional O-ideals, and Py is the subgroup of principal
fractional O-ideals. The order of CI(O) is the class number of O. The ideal class of a
denoted by [a] is the class of equivalent fractional ideals (i.e., the fractional ideals b and
a are equivalent ([a] = [6]) such that b = (c)a for some ¢ € O). For simplicity, we call a
fractional ideal simply by ideal.

2.3.3 Elliptic Curves

In general, this section is adopted mainly from [79, 87, ].
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Elliptic Curves Representation

General Weierstraf$ equation. Generally, elliptic curves are represented by the following
affine equation:
E:y® +aiwy + azy = 2° + ap2® + agw + ag (2.3)

and its projective form:

E vz + a1ayz + asyz? = 22 + a0?2® + agw + ag2® (2.4)
where a1, -+, ag are elements in Fy; and in this context, £ is denoted to be defined over
Fq (E/F,).

A point (P) on E is the pair (z,y) € (F,,F,) such that it satisfies E’s equation. The
set of F,-rational points in E/F, is denoted as E(F,) and the set size as #E(F,). The set
E(F,) is defined as follows:

E(F,) = {(z,y) € (F,,F,) : 2,y satisfies E’s equation} U {ocog}

where oog is called the point at infinity. The point at infinity is an extra point that is
added to the set E(F,) so that it defines a group. This point (cog) does not lie on the
affine equation (2.3) but on its projective form (2.4).

Let Ag be a discriminant of E. Ag is defined as follows:
Ap = —a5ag — 8a5 — 2747 + 946
where
Gy = a% + 4ay

a4 = 2a4 + a1a3

fLG = ag + 4&6

A 2 2 2
ag = ajas + 4asas — ajasay + azaz — aj

It is necessary that Ag # 0; so that every point in F has a unique distinct tangent line.

Short Weierstraf§ equation. Let p be a prime (p > 3). Equation (2.3) of an elliptic
curves I is isomorphic over F, to

Eoupas ' Y° = 2° + asx + ag (2.5)
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where a4, ag € Fyand Ap, , = —16(4aj+27ag) # 0 (i.e., it is required that 4a3+27ag # 0).

For a curve in Equation (2.5), the j-invariant of E,, 4, is defined as:

3
day

( By as) = 1728————
J(Easao) 4a3 + 27a2

(2.6)

The curve Ep, : y*> = 2® + ag has j(Ey4,) = 0, and the curve F,, ¢ : y?> = 3 + a4r has
J(Ea,0) = 1728.

Group Structure of an Elliptic Curve

This section will only consider the supersingular elliptic curves, which will be defined
later on. Let E be an elliptic curve defined over F,. Let m, be the g-power Frobenius
endomorphism on E/F,. The endomorphism 7, is defined as follows

7Tq : (ZE,y) — (xq7yq)
where 7,(0c0g) = 0.
Moreover, the Frobenius endomorphism is of a degree ¢ that satisfies
T —tmg+q=0
where ¢ is the trace of m,, and 7r§ is analogue to m, o m,.
Hasse’s theorem provides a bound for the group order #E(F,).

Theorem 1. Let E be an elliptic curve over F,. We have
] = [#EF,) —q—1] <24
In other words, the order of the group E(F,) is in the interval:

g+1-2/g<#EF,) <q+1+2/q (2.7)

Let P be a point in E(F,). The Frobenius endomorphism acts trivially on P (i.e.,
7,(P) = P) if and only if P is in E(IF,). As a result, the set of all those points is the whole
set of E(F,); hence, we have

E(F,) = Ker(my — [1])

where Ker(m, — [1]) is the kernel of the map 7, — [1].
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Moreover, since the map 7, — [1] is separable, it follows that
#E(Fg) = #Ker(mg — [1]) = deg(mg — [1])

The Waterhouse theorem [155] further elaborates on the order of E. Waterhouse’s
theorem is presented here from the perspective of the supersingular elliptic curve (as in
[61]), where p]t.

Theorem 2. Let F, be a finite field, and t be the trace of g-power Frobenius endomorphism.
There is a supersingular elliptic curve E/Fq with #E(F,) = q+1—1t and |t| < 2,/q if and
only if one of the following is true:

1. m is even and

(a) t = £2,/q; or
(b) t = £,/q, and p # 1(mod 3); or
(c) t =0, and p # 1(mod 4),

2. mis odd and t =0,
wheret € Z, q = p™, and p > 3 is a prime.

In the case of an ordinary curve, there is an ordinary curve E/F, with #E(F,) = ¢+1—t
and p [t is true.

In 1988, Schoof derived the group structure of a supersingular elliptic curve E/F, (see
[130], Lemma 4.8). Let L be a set of prime numbers. There is a supersingular elliptic curve
E/F, with #E(F,) of a prime factor [[;,c; l;"*. The possible group structures of F(F,) are
one of the following cases:

o If t = £2,/q, then we have E(F,) = Z/(\/q F 1)Z x Z/(\/q F 1)Z; or

o Ift =4,/q and p # 1(mod 3), then E(F,) is a cyclic group; or

o Ift =0and p # 1(mod 4), then E(F,) is either a cyclic group or E(F,) = Z/*7Z x
Z]2Z; otherwise E(F,) is a cyclic group.
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where t € Z, g =p™, p & L, and p > 3.

Let P be a point in E(F,). The cyclic subgroup generated by P is given by (). The
subgroup of points of order N is called the N-torsion points which is defined as follows

E[N] = Ker([V))
E[N] = {P € E(F,) : [N]P = cop} U {oop}

Let N be co-prime to p. The structure of E[N] is congruent to = Z/NZ x Z/NZ,
which has an order #F[N] = deg([N]) = N?. Let P, @ be linearly independent points
in E[N]. Any point R € E[N] can be uniquely represented as free (Z/NZ)-module with
bases (P, @) (i.e., R = [n]P + [m|Q € E[N] and n,m € Z/NZ).

Finally, we present a definition of supersingular elliptic curve.

Definition 2. An elliptic curve E/F, is a supersingular, if one of the following conditions
18 true:

o There is no P € E(F,) with order p (i.e., E[p] = {oo}).

o #E(F,) =q+1—1t andplt (i.e., ged(p,t)# 1).

o The endomorphism ring of E/F, is an order in a quaternion algebra.

Otherwise, E/F, is said to be an ordinary curve.

Mapping Between Elliptic Curves

Let Ey and Ey be elliptic curves defined over F,. The morphism ¢ : £y — Es is a rational
map that is also a group homomorphism such that ¢(cog,) = 0og,. The kernel of ¢ is the
set of all points on E; such that ¢(P) = cop,.

Ker(¢) = {P € Ex(Fy) : ¢(P) = cop, } (2.8)

An isomorphism of elliptic curves defined over a finite field IC is a morphism (is also
invertible and a group homomorphism) of degree 1 (see [79], Lemma 8.1.15) such that
#E,(K) = #E,(K) and ¢(cop,) = oog,. Generally, an isomorphism from E; to Fj is
defined as

o(P) = ¢(x,y) = (v’ + ¢, W’y + cu’z + ¢,) (2.9)
where u, ¢, ¢;, and ¢, € F,, and hence, ¢ is defined over F,; otherwise u, c, ¢,, ¢, € F, and
¢ is said to be defined over the algebraic closure of F, (see [79], Theorem 9.3.4).
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Theorem 3 ([79]). If j(Ey) = j(E2), then there is as an isomorphism defined over the
algebraic closure of F,,.

Definition 3. F, and Es is called isomorphic if an isomorphism from E; to Esy exists; An
isomorphism class is the set of all isomorphic curves.

From [01] Proposition 2.3, there are finitely many F,-isomorphism classes of supersin-
gular elliptic curves over F,, where p is a prime (p > 3). For the j-invariant j # 0, 1728,
there are exactly 2 isomorphism classes. For the special cases 7 = 0, and 7 = 1728, there
are 6 and 4 isomorphism classes, respectively, when p = 1 (mod 3) and p = 1 (mod 4).
Hence, in most cases, there are two F,-isomorphism classes of supersingular elliptic curves
over [F, with a given j-invariant for p > 3.

Endomorphism ring. The set of all group homomorphisms (i.e., isogenies) from E; to
itself is called the endomorphism ring of E; (End(£;)). The endomorphism ring defined
over IF,, is denoted as Endp,(£;). End(£);) forms a ring under addition and composition.
For ¢1, ¢, € End(E;) and point P on Fj, the addition satisfies (¢1 + ¢2)(P) = ¢1(P) +
¢2(P); the composition satisfies (¢10¢2)(P) = ¢1(d2(P)). One example of ¢ € End(E)) is
the multiplication-by-d mapping ([d] : E; — E;). The Frobenius endomorphism is another
example.

For the other conditions in Theorem 2 (other than condition 1.(a)), the endomorphism
algebra R is an imaginary quadratic field Q(y/u). And all orders in Q(y/u) is possible
Endy, (£) such that the order’s conductor (c) is a co-prime to p.

The case of endomorphism ring over F, have been discussed in [61]. Let E/F, be a
supersingular elliptic curve with #E(F,) = p+1 (i.e., t = 0, see Theorem 2 condition 2). It
is known that Frobenius endomorphim 7, is in Endg, (£,) that generates the order Z[m,] C
O,, with discriminant D = ¢* — 4p = —4p = ¢*D,,,. The endomorphism ring Endg, (E}) is
an order in the imaginary quadratic field Q(7,). In fact, the order O = Endg,(£)) is in
Q(y/=p) given that 7> 4+ p = 0 is true.

From Section 2.3.1, the fundamental discriminant of Q(y/—p) is either D,, = —p, or
—4p (for case p = 3(mod4), or p = 1 (mod 4)*, respectively). Thus, D,, = 1(mod4) (or
D,, = 0(mod 4), respectively). From above and Proposition 2.3.1, we can conclude that
Endg, (£) is Z[\/—p] for (i) p = 1(mod 4) with ¢ = 1 or (ii) p = 3 (mod4) with ¢ = 2.
Otherwise, we have Endg, (E,) is Z[%ﬂ] for p =3 (mod4) with ¢ = 1.

1Skipping the case where p = 2 (mod 4) since we assume that p is odd prime.
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2.3.4 Bilinear Pairing

Let N be a prime such that N|#E(F,). Let k be the smallest integer such that N|g¥ — 1.
The integer k is called the embedding degree of the N-torsion points. Let G; and Gs
be cyclic subgroups in E[N] N E(F). Let Gy be the target multiplicative group of the
N-th roots of unity in . In the context of elliptic curves, a bilinear pairing on groups is
the map é : G; x Gy — Gpr. A property of bilinear pairing that is of our interest is non-
degeneracy. A non-degenerate pairing guarantees non-trivial pairings such that é(P, Q) # 1
for all points P € G1/oor and Q € Gy/o0g.

An example of a bilinear pairing map considered in cryptography is the Weil pairing, a
non-degenerate pairing map defined as éy : E[N|x E[N] — puy (py is the order N subgroup
in sz) Furthermore, the Weil pairing has an identity property, éx (P, P) = 1,VP € E[N].
This property may result in a trivial pairing such that éy(P, @) = 1 when P and @ are
linearly dependent. Therefore, to avoid this issue, it is required that P and @ are linearly
independent. As a result, we raise the question of how to sample random points and yet
preserve their independence efficiently.

Galbraith et al. [$0] address this issue and outline pairing into types based on the choice
of G; and G5. Type 1 is of most relevance since we use the supersingular elliptic curve
in this work. In that context, we set our first cyclic group to the base-field group (G, =
E[N]NE(F,)). We then use a distortion map (o ?) to map from G; to E[N]NKer(m,—[q]).
Finally, we redefine our pairing as

en(P,Q) = éx(P,0(Q))

where P, () € GG;. In this particular case, we perform a secure hashing of a random point
by multiplying the factor #E(F,)/N to a randomly selected point. However, the failure
probability of hashing into a point of order N is 1/N (i.e., P = o0), which means that
we have to repeat this step with probability 1/N. Hence, this hashing method may be
inefficient for a small value of N.

Twist of an elliptic curve. A technique to improve pairing in elliptic curves is a twist
of curves. This technique, introduced in [I11], helps to compress the representation of the
point in G5. Additionally, it improves the computation efficiency of pairing in some cases
[79]. We will denote a twist of a curve E by E'. The non-trivial twist map of a curve is
an isomorphism (07! : E — E') over F, such that 07'(cog) = cope. Both curves E* and
E are isomorphic over F, but not over F,. Thus, they (E* and F) fall into different F,
isomorphism classes. E! and E} are said to be equivalent such that there is an isomorphism
from E! to Ef defined over F,,.

2The definition of the distortion map (o) can be found in Section 4.3.
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2.3.5 Isogenous Curves

An isogeny between curves (¢ : E; — Es) is a surjective morphism that has a finite kernel
such that ¢(ocop,) = cop,. We say ¢ is defined over [, if the non-constant rational map
represents ¢ has coefficients in F,. Let (S) be a subgroup of E(F,). We compute an isogeny
¢ with kernel (S) using Vélu’s formulae [119]. Vélu’s formulae takes O(#(S)) arithmetic
operations. In this work, we will focus on separable isogenies where the isogeny degree is
its kernel size. An isogeny is separable if its degree is co-prime to p. An isogeny ¢ is a
rational map

Pe &)

q. dy

where p,,q,, p,, and g, are polynomial in (z,y). The monic polynomials p, and p, are rela-
tively prime polynomials to q, and q,,, respectively. The degree of ¢ is max(deg(p,.), deg(q,)).
The derivative of Z—Z is a non-zero if ¢ is separable; otherwise, ¢ is inseparable [138]. A

¢ (z,y) = (

separable isogeny of degree deg ¢ can be a composite of isogenies of prime degree factors
deg ¢ (i.e., ¢ = ¢, 0+ Py 0 ¢y such that degp = deg ¢y - - - deg @, ).

From Tate’s theorem [110], Ey and Ej are isogenous (over IF,) if and only if there is an
isogeny over F, between them such that #FE,(F,) = #FE»(F,). This implies that isogenies
preserve the supersingularity (i.e., Ey is supersingular if and only if E} is).

Furthermore, an isogeny ¢ has unique a dual isogeny ngﬁ with the same degree (deg¢ =
deg gg) such that ¢ : By — Fy, and ¢o ¢ = [deg ¢] on Es, where [m] is multiplication-by m
mapping (see [138], Theorem 2.23).

An isogeny is called horizontal isogeny if Endp, (F;) = Endg, (E;) [97]. Also, the
non-backtracking walk is a sequence of isogenies that is not cyclic or followed by any dual
isogeny(s).

Complex Multiplication

In this section, we briefly introduce group action on the set of all curves with complex
multiplication. A curve whose endomorphism ring is larger than Z (i.e., contains Q) is
said to have a complex multiplication by O.

Let £ = Q(y/—p) be an imaginary quadratic field with a fundamental discriminant
dy,. Let O be an order of K. Let ELL(O) be a non-empty set of isomorphism classes of
supersingular elliptic curves with Endg, € {Z[r], O,,}. Curves in ELL(O) are connected
by horizontal isogeny of degree [ with the same Endp,. In short, the concept of complex
multiplication deduces the following, adapted from [11].
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Theorem 4. The ideal class group cl(O) acts freely and transitively® on ELL(O) through
the action:

cl(O) x ELL(O) — ELL(O)
o []*E— E/I

where [I] € ¢l(O), and E € ELL(O)

By fixing £ € ELL(O), it can be observed that

l(0) — ELL(O)
1] — B/t

which implies that #ELL(O) is exactly #cl(O) = h(O), where h is the class number.
Furthermore, the order of cl(0O) is asymptotically equal to ,/p.

Since any ideal can be factored into prime ideals, we consider prime ideals in the
discussion below. The [-torsion subgroup is defined as follows:

Ell = {P € E(F,) : 0(P) = cop, Yo €1} U {oop}

Let ¢ be the conductor of O such that d = c2d,,. Let [ be an Elkies prime that is co-
prime to ¢, generates the ideal (1) € cl(O), and satisfies (= ) = 1. Thus, by the definition
of Elkies primes, the characteristic equation of p-power Frobenius endomorphism splits
modulo I:

7T12) +p = (mp —7)(mp, — p/r)(mod )
where 7 = 1 and p = —1(mod ) (i.e., the equation splits if (5*) = 1). Thus, we say that
(1) splits into ideals of norm I such that (I) = il, where [ = (I, 7, — 1), and [ = (I, 7, + 1).
Further, the I-torsion group E[l] has two eigenvalue 1 and —1 for each [ and [ (i.e., 1 is
eigenvalue of E[l], and -1 is for E M) The action of [ and [ represent the isogenies ¢ and
¢, respectively. Since (1) = ([l =i, each of [ and [ are inverse of the other in cl(Q) [41, 144];
thus, they represent an isogenies of opposite direction of each other.

To conclude, the ideal class [ whose norm N(I) is coprime to p guarantees the existence
of a separable isogeny ¢ of degree N(I) defined over F,. Let E/F, € ELL(O) be an elliptic
curve. The isogeny ¢ is unique up to post-composition with an isomorphism; the curve
¢(F) is also unique up to an isomorphism (see [130], and [79], Theorem 9.6.19). Further,
the kernel of ¢ is unique and equal to Ker(¢;) = E[l]. Thus, E/l is F,-isomorphism to ¢(E).
The isogeny ¢ can be computed using Vélu’s formulae [119].

3For an E1, By € ELL(O), there is exactly one [[] € cl(O) such that [ x B} = Es.
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Isogeny Graph over a Finite Field F,

In this section, we will highlight the most relevant finding of [01] that is related to our
research. All isogenies and curves considered in this section are defined over F),.

Let [ be a prime such that [ # p and p > 3. A degree [ isogeny graph over [, has
vertices as supersingular curves, and edges as degree [ isogeny. Each vertex is represented
by the curve’s j-invariant and the curve’s coefficients*. The graph has at most two levels®
called surface and floor. In the case of p = 3 (mod 4), we say that E; is on the surface
if Endy, (E1) = Z[(1 + \/—p)/2], and we say E; is on the floor if Endg, (E:) = Z[/—p].
However, we end up with a one-level graph in the case of p = 1 (mod 4) since we always
have Endy, (E) = Z[\/—p].

In the case of supersingular isogeny graph with two levels, we have two horizontal
isogenies with degree [ from each vertex such that [ > 2 and ( *) = 1; also,

o if p=7 (mod 8),

— there are h(—p) vertices on the surface (and similar on the floor).

— there is a non-horizontal isogeny of degree two that connects each vertex on the
surface to a vertex on the floor.

— there are two horizontal isogenies of degree two from each vertex on the surface.
« if p=3 (mod 8),

— there are h(—p) vertices on the surface and 3h(—p) on the floor.

— there are three non-horizontal isogenies of degree two that connect every vertex
on the surface to three vertices on the floor.

— there are no horizontal isogenies of degree two.

where h is the class number for imaginary quadratic fields, and ( =) is the Legendre symbol.

In the case of p = 1 (mod 4), we have two horizontal degree [ isogenies from every
h(—4p) vertices such that [ > 2 and ( =# ) = 1; additionally, there is one outgoing horizontal
isogeny of degree two from every vertex.

4This additional information is used to distinguish curves in different isomorphic classes.
5As a graph level, we mean the set of vertices with the same endomorphism ring.
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2.3.6 Isogeny and Pairing
We now discuss the pairing relations over isogenous curves (e.g., Fy and Es). Let N be

a prime such that N # p and N|#E;(F,). Let P and @ be points in E[N] and Ey[N],
respectively. The following relationship holds (see [23], Theorem IX.10)

en(P,8(Q)) = en(6(P), Q) (2.10)
Furthermore, it is trivial to show that
en(P, Q)% = en(s(P), 0(Q") (2.11)

where Q = ¢(Q'), and ¢ o ¢ = [deg ¢] on E}.
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Chapter 3

Beyond the Clock: The Role of Time
in Cryptography

This chapter provides an overview of delay-based cryptography, covering selected notions
and special delay-based constructions, as well as the building blocks used to construct
them.

3.1 Introduction

Delay-based cryptography is a unique area of cryptography that incorporates time to se-
cure digital communication systems. It does so by introducing intentional computational
delays into its cryptographic operations. This involves designing operations that need a
predetermined amount of time to complete (without access to a secret structure or key). In
general, delay-based cryptography aims to prevent predicting a protocol’s outcome within a
predetermined time period, thus ensuring timely access to sensitive information. In recent
years, delay-based cryptography has gained significant attention, with multiple notions be-
ing proposed. Each of these integrates time delay into their design to expand cryptographic
protocols’ security and applicability.

Organization. We begin, in Section 3.2, with our definitions of time, time delay, and
long sequential functions. Following this, we discuss a list of well-known methods from the
literature for constructing secure sequential functions. Section 3.3 explores selected notions
in delay-based cryptography, including time-lock puzzle, proof of sequential work, verifiable
delay function, and delay encryption. Section 3.4 discusses selected techniques for verifying
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computational correctness from the literature, which is categorized by their underlying
assumptions. We then highlight some special classes of delay-based cryptography in Section
3.5. Finally, we conclude with our remarks in Section 3.6.

3.2 Main Building Blocks and Theoretical Founda-
tions

Unit of time, and delay. Before we proceed, we elaborate on what we mean by time, or
delay. Real-world time is generally established using physical references like atomic clocks,
whereas in our context, we define time based on the abstract measure of the duration
required to complete a predefined computational task. In this work, a unit of time is
considered in a computational model, which relates to a specific base task that takes at
least x amount of real-time to complete, even with parallel computation. We refer to a
unit of time for a base task as a “step.” A T-time refers to the time taken to complete a
large task through T steps. In parallel computing, T-sequential time, or T-delay for short,
is determined by the duration of the longest sequence of 7" dependent tasks (that must be
executed sequentially), not the sum of all tasks; where the probability of predicting the
output status with 7" — 1 steps is negligible.

Long Sequential Functions. We use 7' to characterize the difficulty of a function, which
represents the amount of sequential steps required to compute its output for any random
input with a polynomially large number of parallel computations. A short function has a
small value of 7', while a function with a large value of 7" is considered a long function.
Throughout this work, we refer to the long sequential function as SeqEval. SeqEval is
defined with parameters for its domain and range. A shorter version of SeqEval, referred
to as a shortcut or trapdoor, is denoted by tr.

3.2.1 Constructions of Long Sequential Functions

This section presents different constructions of long sequential functions (from the litera-
ture), which are classified by their sequentiality assumption.

Hash-Based Iterative Sequential Work

Let H : {0,1}* — {0,1}** be a cryptographic hash function. In a hash-based sequential
work, H serves as the primary task, iterated T times to achieve a delay of T, with the
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output of one iteration being the input for the next, as shown below:

y=HH(H@) ),

where z is a random string in {0, 1}* and y is the delayed output. This method constructs a
sequential work that maps from {0, 1}* to {0, 1}?*, where the input x is often referred to as
a puzzle (or challenge) and the output y is the solution (or answer) to that puzzle. However,
this method may not be suitable for building more complex applications for several reasons,
including the inability to predict the output y before completing T-iterations. Another
method, which allows us to predict the output y beforehand, is as follows.

1. Puzzle creation
a. Choose a random string y and divide it into T equal parts, i.e.,
y = yollyall -~ [lyr-
b. Return the following as input to the iterative sequential work:
x = zoll@1]| - - [ler = yoll (1 & H(wo))[| - - - [[(yr ® H(yr-1))-

2. Puzzle solving

a. To solve the puzzle z, compute y; < x; & H(y;_1) for all i € {1,2,...,T}.

One drawback of this method is that the size of the puzzle depends on 7', and creating
the puzzle involves large amounts of parallel computation (and hence less sequential com-
putation time). Furthermore, parts of the output y become visible with each iteration, but
there may be a requirement not to reveal any part of the output until the last iteration.
To address this, we define the output as the hash of all y; (i.e., H(vol|v1|l - - - [|yr))-

Exponentiation in a Group of Unknown Order

Let G be a group of order o with a generator ¢’. Here, we assume that the order o is
unknown. To construct a sequential function, we apply the group operation repeatedly to
a random element g € G. Let Hash : {0,1}* — G be an efficient hash function that maps
a string to an element in GG. Formally, the sequential function can be defined as follows:

go = Hash(z), g1 =gF for i=0,1,...,7 —1,
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where k is a positive integer and gr is the solution y to the puzzle x. With the knowledge of
G’s order, we can compute the solution y in fewer steps than 7' by exponentiating Hash(z)
to the power of kT mod 0. As a result, the order of G must be unknown to the puzzle
solver.

The common instances of these groups are the RSA groups [131] and the ideal class
groups of imaginary quadratic fields [31]. Each of these candidates has its own advantages
over the other. For example, RSA groups have been studied more extensively than ideal
class groups of imaginary quadratic fields. In short, the RSA group is the multiplicative
group of integers modulo a composite number N, represented as Z3. Usually, N is the
product of two large primes, p and ¢, which gives the group an order of ¢(N) = (p—1)(¢—1),
and ¢ being Euler’s totient function. A puzzle based on an RSA-based sequential function
of difficulty T' can therefore be solved in fewer than T steps by factoring N. Hence, a
puzzle generator or a trusted third party is required to generate the group, specifically to
generate the modulus N.

In contrast, ideal class groups of imaginary quadratic fields can be publicly generated
while still maintaining an unknown order, unlike RSA groups. Here is [03]’s security model
for groups of unknown order.

Definition 4 (Unknown-order Groups Security [63]). Let X be a security parameter. Let
Gen be an algorithm that generates groups. We define Gen as achieving a security threshold
of (A, p) if, with a probability of 1 — 2%, for its outputs, any algorithm A provided with a
group G from Gen needs a minimum of 2* bit operations to accurately determine |G| with
a high probability.

Jacobians of Hyperelliptic Curves. The interest in unknown order groups has increased
in recent years. Dobson et al. [62] proposed a candidate for an unknown order group that
requires no trusted setup. Their proposal uses the Jacobian of a genus three hyperellip-
tic curve over F, with characteristic p. To compute group order, the group is subject to
point-counting algorithms and discrete-log algorithms. The discrete logarithmic algorithm
is estimated to have a complexity of O(glog? ¢) with required memory O(g**1log®™® ¢3/4)
[101]. The attack, for instance, requires 4 x 10" TB of storage with a total of 2'3 field
multiplications in a 120-bit field. However, Abelard’s work [!] reduces point counting com-
plexity to O(log14 qloglog"! q), which may further be improved. Therefore, it is required
that log ¢ ~ 1100-bit to achieve 128-bit of security (the reader is referred to [103] for further
details). Interestingly, it is considerably less secure to form groups from non-hyperelliptic
curves, which make up the majority of genus three curves. It is therefore crucial that the
choice of a curve must be carefully considered (for more information, see [117]).
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Group of Known Order

The security of group-based sequential functions depends on how challenging it is to short-
ening or speed up the function’s sequential computation within the group, up to some
assumption(s). Rotem et al. [131] show negative results on the feasibility of a secure
sequential function construction based on a generic! cyclic group.

Isogeny Walk on Supersingular Elliptic Curves with Unknown Endomorphism
Ring

In abstract, this type of construction is based on isogeny (¢) walk on a graph(s) defined
over a finite field F,. The isogeny ¢ is separable with a large degree (e.g., deg ¢ = I” where
[ is a small prime). Let E be a random? elliptic curve in graph G. To evaluate ¢ efficiently,
we compute and evaluate a T-sequential composite of ¢ on £ € G. Thus, we define a
sequential function as follows:

ESE &% . “Eecg

where ¢; is an isogeny of degree [; such that ¢ = ¢; o --- o ¢, and there is no ¢fl =
¢; and 7 # j, where gzgl is the dual isogeny of ¢;. Hence, breaking the sequentiality is
based on finding a shortcut isogeny ¢’ of smoother and smaller degree. In general, finding
a shortcut is heuristically equivalent to computing an endomorphism ring. Recovering
the endomorphism ring of a randomly selected supersingular curve is a hard problem

[127, 67, 57].

As far as we know, isogeny-based sequential functions (¢) can be divided into two main
categories. The first category, similar to Supersingular Isogeny Diffie-Hellman (SIDH)-like
setting [90], involves sequential functions defined over an extension field. In the second
category, sequential functions are defined over a prime field, similar to the CSIDH setting

[41].

The sequential function of the latter is constructed using the sequential walk over the
IF, graph G that connects the set of supersingular elliptic curves (denoted by &, (O)) over
F, with O being an order of an imaginary quadratic field. This function thus represents

'In this context, generic means that the construction does not utilize any representation properties of
the group (for this abstract model, see [117]).

2The initial curve Fy with a known endomorphism gives an adversary an advantage, reducing the
intended difficulty of the isogeny-based sequential function.
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the group action of the ideal class group cl(O) of an imaginary quadratic order O on the
set &, (O). As a result, the security of the sequential function ¢ defined over the prime
field F,, depends on the difficulty of computing the order of the class group cl(O).

Other Methods

Other proposals for constructing sequential functions are explored in the work of [22] and
[108]. The first proposal in [22] introduces the concept of non-parallelizing languages,
characterized by an evaluation difficulty 7T'; a T-non-parallelizing language is one that
cannot be decided by a circuit with a depth less than 7. Essentially, this method is
based on succinct randomized encodings, whose sequentiality depends on the existence of
non-parallelizable languages.

The second proposal in [10%] presents a notion of a computational reference clock, dis-
tinct from the definition of time provided in Section 3.2. This notion relates the time delay
to some physical reference, representing the current state of an iterative, public computa-
tion. A concrete example of a computational reference clock serving as a time reference is
the current state of the Bitcoin network [124]. To construct sequential functions, in short,
they combine witness encryption [382] with the Bitcoin network as a reference clock.

To be complete, a theoretical proposal to construct a sequential function is presented
in [92]. The core construction is based on an iterative sequential function derived from a
minimal circuit that is encoded in a fully homomorphic encryption scheme.

3.3 Notions in Delay-Based Cryptography

3.3.1 Time-Lock Puzzles and Timed-Release Encryption

In 1993, May [! 18] proposed the notion of Timed-Release Encryption (TRE), introducing
the concept of sending a message into the future. The goal is to ensure that the ciphertext
of a secret message cannot be decrypted before a predetermined time period has elapsed.
May suggested using a “trusted agent” to enforce this time delay, in which the agent reveals
the decryption key of that ciphertext after the predetermined period.

A notable notion in delay-based cryptography is the Time-Lock Puzzle (TLP), intro-
duced by Rivest, Shamir, and Wagner [131] in 1996, building on the work of May [115]. The

Swith O being 2 Z[/=p| or & Z[1HY=2],
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main idea involves replacing the trusted agent with a long sequential function to achieve
an approximate time delay. Following their proposal, some TLP’s constructions have been
introduced, each based on different assumptions, including those discussed in [22, ].

Generally, and for a security parameter A, a time-lock puzzle scheme takes a message
m and a difficulty 7. The key component of TLP is the existence of a secret short function
that has difficulty t << T'. This function allows the sender to construct a puzzle and its
solution, which is then used to encapsulate the secret message m. The sender outputs a
challenge consisting of the puzzle x, the difficulty 7', and the ciphertext. The puzzle solution
serves as the deciphering key for the ciphertext, which is obtained by evaluating the T'-
sequential function on z. In summary, the goal is to keep the message m hidden until the
T-sequential function evaluation has been completed, thereby achieving the predetermined
time delay.

In Rivest et al’s TLP, the sequential function is constructed by repeated squaring
within the RSA group. For an RSA modulus N and a difficulty 7', the T-sequential
function involves exponentiating an element g by 27 modulo N (i.e., ¢*" mod N). On
the other hand, the short function is defined as the exponentiation of g to 27 mod o(N).
Thus, in this context, each sender must generate their own RSA group, which must later
be included in the output challenge. In more detail, the challenge is represented by the
tuple (N, T, g, kg®" , Encryption,(m)), where (k,g) € (Z%)2.

Furthermore, the notion of Time-Lock Encryption (TLE) is a variant of time-lock puz-
zles, with a key difference. In contrast to TLE, the TLP notion requires efficient puzzle
generation. In another words, the time ¢ needed to generate the puzzle must be significantly
shorter than 7.

To our best knowledge, all existing methods of constructing time-lock puzzles employ
some form of algebraic structure. The question arises of whether it is possible to design
TLPs or similar time-lock mechanisms using a black-box approach. Research by Mah-
moody et al. [113] suggests that within the random-oracle model, it is impossible to design
TLPs using one-way permutations and collision-resistant hash functions. They essentially
rule out the possibility of black-box construction of TLPs. We explore the (im)possibility
and further details in Section 3.3.4.

Homomorphic Time-Lock Puzzles
More recently, the notion of the Homomorphic Time-Lock Puzzle (HTLP) has been pro-

posed as a TLP with homomorphic and compactness properties. As introduced in [116],
this proposal expands the practical application of time-lock puzzles.
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Using this framework, multiple senders can generate several independent puzzles (1,
.., o) with a delay T', each of which is associated with a secret k; for i € [n]. HTLP
allows the aggregation of these puzzles into a single puzzle (i.e., #) that requires only a
single solution. More specifically, without knowing the secrets (ky, ..., k,), a circuit C' can
be homomorphically evaluated over these puzzles to obtain an aggregated puzzle Z, whose
solution is C(ky,...,k,). For TLP to be HTLP, the circuit size must be independent of
the time delay (i.e., T') required to solve the puzzle Z (i.e., to obtain C(ky,...,k,)). This
property is known as compactness.

The most obvious advantage of homomorphic time-lock puzzle is that it allows one to
solve a single puzzle to obtain an aggregated solution, whereas individual puzzle solutions
remain unknown. Thus, HTLP can be used effectively in many applications, such as
sealed-bid auctions and e-voting. Recently, HTLP has been used to construct a number of
cryptographic protocols, including fair and sound secret sharing [96] and verifiable timed
signatures [118].

Since Malavolta and Thyagarajan’s proposal, there have been different improvements
such as in [29, 109].

3.3.2 Proof of Sequential Works

In 2013, the notion of Proof of Sequential Work (PoSW) was first introduced by Mahmoody
et al. [I11]. PoSW works primarily as a proof system rather than a function, allowing a
prover to convince a verifier that it received (or became aware of) input information y
at least T-sequential computational steps ago, and not before. For PoSW, it is required
that the verification time of the proof be much less than 7', specifically Poly(log(7")). In
general, most PoOSW constructions rely on (or build upon) some form of data structure in
their proof construction, such as a depth-robust graph, a Merkle tree with extra edges, and
a skip list-like structure.

Mahmoody et al. [114] construct PoOSW within the random oracle model. In particular,
their construction relied on the labeling of a depth-robust graph. Let H,(-) be a hash
function modeled as a random oracle H(x, -), and let G be a directed acyclic graph with T
nodes. Given an initial input x, the prover computes all labels [y, ..., Iy, where the initial
node label is defined as [; = H, (1 || =), and for each subsequent label [;, it is computed as
H (il iy, - -, 1p,), where 1, ... [, are the labels of /;’s parent nodes in the graph. The
prover computes y to be the root of a binary tree built on all T labels. Then, the output y is
sent to a verifier, who responds with a random subset S C [T'] as a challenge. For eachi € 5,
the prover sends back [] along with its path to the root y and its parents [ ,....,l; . The
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verifier then checks the validity by recomputing I; and verifying if I} = H, (i ||} ,..., [ ).
A key limitation of this construction and those that follow is that the proof does not verify
the correctness of the output y; instead, it ensures that a total of T-sequential steps were
completed to obtain this valid proof. To verify the output’s correctness, one must also
perform the T-sequential steps. This implies that the proof of sequential work is more of

a proof system than a function.

Later, Cohen and Pietrzak [51] proposed an efficient and practical construction of
PoSW that incorporates a modified Merkle tree structure as a replacement for depth-
robust graphs. Other constructions for proofs of sequential work have been proposed, such
as [2] and [60], each of which offers distinct properties. Building on the work of [104],
the former uses the random permutation model instead of the random oracle (and is con-
structed with skip-lists data structure), allowing for computations in both forward and
backward directions, which can be useful in applications such as the proof of replica [2]. In
the latter, the notion of incremental proofs of sequential work is introduced, which allows
a prover to incrementally carry on a previous prover’s computation, without increasing the
resources required for individual provers or the size of the proofs [66].

3.3.3 Delay-Based Encryption

In 2021, Burdges et al. [33] introduced the notion of Delay Encryption, a time-locked
variant of identity-based encryption. Delay encryption involves delaying the extraction of
a private key (or a session key) from a random unpredictable session identifier (id) using
a puzzle derived from a long sequential function. Anyone with a session id can encrypt
messages for that session. By solving the puzzle, the session key can be obtained, which
can then be used to decrypt the messages identified with the session d.

In [33], the sequential function used is based on a dual isogeny of a large degree defined
over 2, which required 12 TiB of storage to define the sequential function with a target
delay of 1 hour. This estimate is based on 7' = 107 isogeny evaluations, with the assumption
that one 2-isogeny evaluation takes 50 ns. As a result, adopting such a construction
presents a significant challenge. Another disadvantage is that it requires a trusted setup
with computational time dependent on the difficulty 7'

3.3.4 Verifiable Delay Functions

In their pioneering work, Boneh et al. [25] introduced the notion of Verifiable Delay
Function (VDF) as primitives designed to ensure a guaranteed and verifiable delay in de-
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centralized systems. A VDF requires a predetermined amount of time delay to evaluate
(so it is inherently sequential function), but its correctness can be efficiently and publicly
verified using a separate, fast verification process. Their paper does not include a construc-
tion resembling a VDF', but rather explored the notion itself and potential approaches for
its construction.

Unlike TLP, VDF does not require a short function to predict the puzzle solution be-
forehand. Instead, VDF requires an efficient method to verify the correctness of the puzzle
solution. The main idea behind VDFs is to ensure that the solution remains unknown to
all parties until it is computed, yet the correctness of any proposed solution can be effi-
ciently and publicly verified. Typically, VDFs can be built by combining time-lock puzzles
with proof of correct computation, forming what is formally known as a trapdoor-VDF.
The main restriction is that the trapdoor (or the TLP’s short function, known as a trap-
door) must remain unknown to all parties. This allows VDF to be a useful tool in various
applications such as randomness beacon, proof-of-work system, and timestamping.

Building on the work of Boneh et al. [25], a variety of VDF constructions have been
proposed that built upon the time-lock assumption by Rivest, Shamir, and Wagner [131],
including [24], [69], [110], [128], [133], and [156]. Each of these introduces unique verifica-

tion processes, new properties, and various improvements.

De Feo [72] proposed the first VDF based on an isogeny walk over a graph(s) defined

over a finite field. In [72], the verification process is based on the bilinear pairing of the
Boneh-Lynn—Shacham (BLS) signature scheme [28]. As a result of the work of [72], other
isogeny-based constructions have been developed [14, 60, 72, ]. In Section 3.4, we

present a number of verification techniques from the aforementioned works.

In [11], Chavez-Saab et al. propose a post-quantum secure VDF built upon an isogeny-
based sequential function combined with inefficient succinct non-interactive arguments
(SNARGS) for verification. Decru, Maino, and Sanso [60] have proposed another quantum-
secure construction, which implements an efficient verification approach based on the com-
putation of isogenies between products of elliptic curves. However, a notable disadvantage
of their VDF construction is that it requires O(T') parallelism to be evaluated in parallel

time 7. Another VDF construction, proposed by Tan et al. [115], is based on ZKBoo,
a zero-knowledge proof system for verifiable computation [25]. Their proposal, known as
ZKBdf [145], introduces a quantum-secure VDF that does not require a trusted setup.
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Other Verifiable Delay Functions

This section presents a scan of VDF proposals with some relaxed properties (a.k.a. weaker
VDF). Of course, some might not consider a weaker VDF as a VDF.

The work of Lenstra and Wesolowski [10/]. Let f be a function such that the inverse
computation of f (i.e., f~!) is cheaper than f. Fundamentally, the [104] construction is
based on f evaluation T-times in one computation direction and verification in the opposite
direction.

zo — f(wo) = f(21) = f(w2) = - = flxr) =y

where 7,1 = f(z;), and 7; € X, y € Y. To verify, we check 79 =" f~lo f~lo-- f71(y)
One observation is that the verification time is linear in the computation advantage of f~!
over f (and not exponential).

Lenstra and Wesolowski [101] choose f(z) to be Per(y/z), where Per : F, — F, is an
efficient random permutation and /z is the square root in a prime field F,. Computing
V/x requires log(p) squaring, but computing its inverse requires only one square operation
in [F,.

Furthermore, this construction is based on random permutations and algebraic assump-
tions. In our discussion section, we examine the advantages of having a [104]-like construc-
tion with f that is solely based on random permutation/inefficient one-way functions with
known secret information.

The work of [25]. In their paper, Boneh et al. proposed some example constructions
of VDFs. One construction is based on Incrementally Verifiable Computation with the
succinct argument SNARG. In general, the cost of computing the proof is higher than
the actual evaluation (around 100,000 times); this shows the need to achieve efficient
verification. An impractical amount of parallel processing is required to close the gap
between evaluation time and prove computation.

The second construction is based on injective* rational maps. This VDF sequential
work is a GCD computation to invert a permutation polynomial of degree T (i.e., given a
polynomial F' and an output z, compute y such that F'(y) = z). The evaluation requires
T — O(T) steps on parallel T? processors; otherwise, O(T?) steps (see [25], Assumption 2).
The verification is polynomial evaluation in O(log(T")) operation (i.e., given F', z, and ,
check F(y) =" z).

4The reason for the injective map is to ensure unique output.
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A Note on Random Oracle Constructions

In previous sections, we noted that all of the presented proposals are based on some alge-
braic structures. Then a question that naturally arises: Is it possible to construct VDF
from an unstructured (black-box) assumption such as hash functions?

There have been several attempts to construct VDF, such as VDF from random per-
mutations [104, 2] and hash functions [1 11, 51, 66]. Although the proposed constructions
are sequential, they are inefficient at verifying the uniqueness of the output, meaning the
evaluation must be redone to ensure that a proposed answer is the correct one for a given
challenge. Consequently, they are referred to as proof of sequential work. In their paper
[115], Mahmoody et al. have tackled the open problem of constructing VDF solely® from a
random oracle. One of their results rules out the existence of such construction that fully
satisfies the uniqueness property.

Another work by [65, 115] studies the tightness of VDF constructions. A VDF is tight if
the evaluation time of SeqEval is not much more than or less than 7. Unlike all current VDF
constructions, their main result is negative on the existence of a tight VDF construction
based solely on a random oracle model (see [65, 115] for more information).

3.3.5 Discussion

All of the aforementioned notions have distinct properties as summarized in Table 3.1;
however, they also intersect in some aspects. For instance, both VDF and PoSW prevent
the prediction of a challenge’s solution before the long sequential work is completed, thus
requiring an efficient verification mechanism. While PoSW verifies that sequential work
has been done, VDF also verifies the correctness of the challenge solution. Hence, one can
say that VDF is a PoSW with a unique proof system.

Unlike VDF's and PoSWs, TLPs require a short function to predict the puzzle solution
beforehand but do not necessarily require a verification mechanism. Hence, TLPs are
not publicly verifiable (i.e., considered privately verifiable) because the verification process
requires knowledge of the secret short function, that is, the secret trapdoor.

Typically, VDFs can be built by combining time-lock puzzles with proof of correct
computation, forming what is formally known as a trapdoor VDF. The main restriction is
that the trapdoor (or the TLP’s short function) must remain unknown to all parties.

5Solely in the sense that there are no additional structured assumptions.
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Most delay-based primitives struggle with scalability because each challenge requires its
own sequential work to compute the solution. However, delay encryption and homomorphic
time-lock puzzles are notable exceptions to this issue. Interestingly, to the best of our
knowledge, there is only one construction of delay encryption, which has inefficient setup

and a large storage overhead.

Key Properties

Verification

Additional Notes

VDF | PoSW

Ensures their output, in response to a
random challenge, stays unpredictable
until 7" sequential work is completed.

Efficient and public proof
of time spent on complet-
ing the work.

Constructed using black-box as-
sumptions; does not guarantee
output uniqueness.

Efficient and public ensur-
ing uniqueness of the out-
put.

Functions as a PoSW with a pub-
lic proof ensuring output unique-
ness.

TLP

Enables encapsulation to the future via
a short function (secret trapdoor) that
predicts the puzzle solution in advance.

Verification requires knowl-
edge of the secret trapdoor,
making it privately verifi-
able.

Can be combined with proof
of correct computation to form
trapdoor-VDFs or VDFs under a
trusted setup model.

Enables encapsulation to the future
and addresses scalability issues by al-
lowing multiple encapsulations to the
future using a single challenge.

Homomorphic TLP | Delay Encryption

Enables encapsulation to the future
and addresses scalability issues by ag-
gregating multiple challenges into a
single one.

Does not require public
verification; however, it
can incorporate proof of
correct computation,
similar to TLP.

Each challenge requires a random
and unpredictable session identi-
fier; current implementations are
inefficient and require large stor-
age.

As a result of an aggregated puz-
zle solution, more practical ap-
plications can be realized, such
as fair secret sharing, multi-party
coin flipping, contract signing,
and electronic voting.

Table 3.1: Summary of delay-based cryptographic primitives.

3.4 Proofs of Correct Computation

Proofs of correct computation are essential tools for developing different applications and
constructing primitives, including the one discussed in the previous sections. For exam-
ple, while a sequential function can be developed to guarantee a predetermined delay, a
more complete solution might require an efficient proof system to verify the amount of
time spent and/or the correctness of the output. In this section, we will explore several
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proof techniques used in delay-based primitives, classifying them based on their underlying
structures.

3.4.1 Soundness in Unknown Order Group

Through our discussions, we have established that in delay-based cryptographic primitives,
the groups used must be such that it is infeasible, within a negligible function of A, to
shorten the computation time of a long function. In this section, we will show that these
groups must also maintain properties such as the low order assumption or the adaptive
root assumption, as discussed in [128, 69] and [156], respectively.

Adopted from [26], both assumptions are defined in the following.

Definition 5 (Low Order Assumption). Let Setup be a randomized algorithm that, on input
1%, outputs a description of a randomly generated group G. The low order assumption is
an assumption based on the infeasibility of finding a low order element x € G (other than
+1¢) with order ord(x) greater than 1 and less than 2*. Formally, for any probabilistic
polynomial-time adversary A, the probability

ord(z) _
. Lo, G <3 Setup(1*)

|t e | ST

is a negligible function of X.

Definition 6 (Adaptive Root Assumption). Let G be a description of randomly generated
group from a randomized algorithm Setup(1}). The adaptive root assumption holds for
G g Setup(1*) if no efficient adversary A := (A1, As) has more than a negligible chance
of winning the following game: i) A outputs an element w € G; ii) a random prime is
chosen (I <—g Primes(2*)); iii) Ay outputs u = w'/' € G. Formally, for any probabilistic
polynomial-time adversary A = (A1, As), the probability

G <+ Setup(1*)
(w, state) < A1(G)
| < Primes(2*)
u < Ag(w, state, l)

Priw#1g, u=w"'"€G:

s a negligible function of \.
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The adaptive root assumption is closely related to the strong RSA assumption. Essen-
tially, the strong RSA assumption states that for a given RSA modulus N and an element
w from the multiplicative group of integers modulo N, denoted as G := Z}, it is infeasible
to find both a new exponent [ and a new base u that satisfies u! = w (mod N). On the

other hand, the adaptive root assumption asks to find the element u € G, given w and [,
such that u = w'! (mod N).

Pietrzak [128] suggests using an RSA modulus to be a composite of two safe primes for
an RSA group (e.g., the prime p of form p = 2p’ + 1 where p' is prime). Accordingly, the
low order assumption should always hold in the RSA groups of quadratic residue. Further,
to generate an RSA group, a trusted party must run the Setup algorithm to find N and
forget N’s factorization.

To eliminate the need for a trusted setup, Wesolowski [156] proposes using the class
group of an imaginary quadratic number field®. Based on the fastest algorithm, the com-
plexity of finding the order of the class group of an imaginary quadratic field of discriminant
—p is Liy(1/2) = exp(O(log(|p|)*/? log log(|p])'/?)) (see [36, 151], and [156] Section 1.1)

The following subsections discuss a variety of interactive proving arguments proposed
in [128], [09], [156], and [21],

Pietrzak’s Construction [128]

An honest Evaluator must convince a Verifier that his evaluation output yg is indeed
x%TO € G such that yg,z9g € G and Ty = T. The proof statement is represented as
(20, To,y0) € Lg where Lo = {(x4,t,5:) : i = 22, 2; € G}. The protocol is recursive,
as it proves a sequence of sub-statements of the original one. With each iteration, we
reduce the proof from proving T; sequential steps to T;.; = T;/2 at the cost of having
two proving statements instead of just one (i.e., we add (z;11,Ti11,%i+1) to the original
statement (x;, T;,v;)). The proof is tailed in that proving a sub-statement (41, Ti+1, Yi+1)
implies proving the original statement (x;, T}, y;).

A single iteration of the proving protocol proceeds as in Figure 3.1, where we assume

that T is even, and the i*" statement is (z;, T}, %) € Lg.

A total of log,(7") iterations are necessary to fully prove the statement (xo, 7T, yo), at a
cost of logy(7T") new statements. In the last step (with the statement of (ziog, 7, 1, Yiog, 7))
the verifier checks that ye, 7 = $12og2T € (G holds in order to accept the proof.

6it is Q(/—p) of discriminant —p, where if p is prime and p = 3 mod 4, it ensures an odd order [156].

37



Prover Verifier
Input:(z;, T, y:) Input:(z;, T, y:)
Accept, ifT=1 andy; =22 € G
Stop, ifT =1 L P ) Y ’
T2 ) — r4plon, fT#1, ueG
w=ux; """, if otherwise. . . )
Reject, if otherwise.
Tiy1 = SLE,U €G, T =12, r Tiy1 = SLE,U €G, Tin =12,
Yipr = 'y €G Yirn =Py €G
Output:(zit1, Tiv1, Yis1) Output:(iy1, Tiv1, Yit1)

Figure 3.1: i*" iteration of Pietrzak’s interactive succinct argument.

Round 0 (20, T, 90)
T2 \
Round 1 1 < T/2:--» Yo (w1, T1, 1)
T2 \
Round 2 7P onpes Y1 (22, T5,12)
/2 :

Figure 3.2: A tree representation of [128] proving protocol where it shows that verification
is only done recursively on y; = (z;", pi)ﬂi € (G to prove the final evaluation result, where

IUOZT'():L

The beauty of [128]’s succinct argument is that it only requires proving one part of
the statement y; = (27 ,;)2"" to validate yo = 22" . That is because y; = (21% ;)"
will be valid if and only if both yu; and y;_; are computed honestly. Thus, we do not
need to recursively prove either of the exponentiations u; = x?ffl, or Y;,_1 = M?T/QL for ¢t

computation step, see Figure 3.2.

Non-Interactive Argument. Fiat-Shamir heuristic can be applied to obtain a non-
interactive proof argument. The prover and verifier generate a random 7r; <—g Zox, Vi €
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[log T'] by hashing the last input statement (z;, T}, y;) for each iteration.

Efficiency of the Prover. During each iteration, the prover must compute p;, which can
fortunately be done using an intermediate calculation of yy = ng. For example, p3 can be

computed as:
2T/8 _ (x2T/8)T1T2 (xgiiT/S)rl (xg5T/8)7.2 :C27T/8

H3 = Ty 0 0
T/8 3T/8 5T/8 7r/8
We can therefore store 2", 22" 227 "and 22" and use them later to compute
3. Pietrzak [128] stores around s ~ log, VT to optimize computation and storage

requirements. Instead of all T" elements, the evaluator stores only 2° group elements
iT
{23* }, Vi € {0, ,25 — 1}, where s € Zyg, 7

To construct the proof statements, we have to compute p; for all i € [2° — 1] using all
2%-stored elements. This costs 2° group exponentiations of a size approximately Poly(\)
(the average exponent size is actually A(s — 1)/2). Further, it takes a total of 7'/2° group
multiplications [20] to compute the remaining elements {fts41, - - , fliog, 7} Hence, the full
proof requires around 2° 4+ T'/2° group multiplications. The proof requires around 2v/T
multiplications for s = log, VT.

Efficiency of the Verifier. In each of the log, T rounds, we must perform two group
exponentiations of size A to compute z; = x." ;; and y; = . y; 1.

Proof Soundness. Let us consider an attack of [20] that finds a low-order element g € G.
The attacker A’s target is to send a malicious answer (y) # zl) other than the correct
answer y (i.e., A sends the incorrect statement (zo, T, y;,) € L that passes the verification).
An attack proceeds as follows:

o The prover finds g < A of small order ord(g).

« The prover sends p = g2 € G, and y}, = gyo € G.

o As described in the protocol, the verifier computes =1 = z{u € G, Ty = T/2, and
yp=nygeG

o The prover and the verifier have the new malicious statement (G, 1, T;1,y1) that
might pass the verification.
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For the following reasons:

2T ?

xl T/2 - yl
($6M)j/2/ =" 1"yog
r T/2 T/2 r
($o+f/2 )2 Pg = iryeg
r T/2 roT;/2 r
(3502 2 )92 / =" (3302 ! Yo)g i

the new statement passes the verification with probability 1/ord(g), given that r+1 = 27/2
(mod ord(g)) for a random r.

Hence, the soundness of Pietrzak’s proof argument (as pointed out by Boneh et al.
[20]) is crucially dependent on the low-order assumption. Pietrzak proposes using the RSA
group of quadratic residues to ensure proof soundness

QRN = {22 mod N : z € Zy}

which has no low order subgroup given that N = (2p'+1)(2¢'+1) is a safe prime composite,
and QRy’s order is p'q’. This implies that the size of min(p’, ¢’) should be at least Poly()).
As a result, Pietrzak’s argument is unconditionally sound. To simplify the proving protocol,
Pietrzak also suggests using the group of signed quadratic residues G = QRY, = {|z] : z €
QRnx}, where Z} is represented as {—%, e %}

Ephraim’s Construction [69]

A recent paper by Ephraim et al. [69] proposes a variant of Pietrzak’s work [128], namely
Continuous VDF (cVDF). The variant is based on exponentiation in a group of unknown
orders. The cVDF enables verification of intermediate evaluation step 7" < T'. A different
entity can then trust and continue the evaluation from intermediate step T".

Iteratively, Pietrzak [128] only creates a proving statement for (y; = (2% 1)2"") to
prove the final evaluation result (yy). In each round, the prover sends a half-computation
(1;) to generate a new statement (z;, T}, y;), as shown in Figure 3.2. As of yet, we have not
completed computing yo or the necessary proof elements. Therefore, we cannot validate
an intermediate computation step. The solution is to prove the intermediate computation
from z; 4 to p; and from p; to y;_1 in each round. While computing yo, we recursively
compute and prove all intermediate sub-instances u; and g;_1. As an illustration, we
provide a toy example with 7' = 4, see Figure 3.3.
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(-T»nﬁT = 4~Z/n)

(g1, TIh) T — 2 > (Yo, 1) (21, T =2,y1)
2':/ 4 I = (2 2.4/ 9 &7 4 I, = (2. 2.4/ .‘,(,
To Zo 1= (21,2,91) M1 H1 2= (75,2, 93)
Computation direction
Figure 3.3: A tree representation of [69]’s protocol, with k£ = 2, that shows an intermediate

proof computation while computing .

To facilitate optimization, Ephraim et al. [69] divide the proving statement into (k+ 1)
segments that all prove the parent node, where T' = k? (in Pietrzak’s work, we have k = 2)

Non-Interactive Variant. The Fiat-Shamir heuristic can be used to transform the proof
to a non-interactive one.

Protocol Efficiency. The evaluator must hold on to all proving statements for the ver-
ification step, which means they must store all intermediate proofs (at most klog, 7).
However, an evaluator can disregard the statements (and their segments) of an intermedi-
ate step once it has been proven. The size of a proof at any node depends on the height
of the tree [69]. Unlike [128], the efficiency of [09] heavily depends on the parameter cho-
sen (such as k and T'). In conclusion, we emphasize that there is still much room for
optimization to prove efficiency and proof size.

Protocol Security. Parameter selection is not straightforward; it is instead a tradeoff
between security and efficiency. It is because an attacker (or even an honest evaluator) can
skip all the intermediate proofs and compute only for y5. An intermediate computation,
for example, requires (k + 1)?, while the malicious computations require k%

Wesolowski’s Construction [156]

Wesolowski [156] presents a VDF based on a group of unknown order (e.g., an RSA group
or the class group of an imaginary quadratic field). The construction is based on solving
the time-lock puzzle [131] and computing a publicly verifiable proof of correctness.

Let G be a finite abelian group of unknown order, H : X — G be an efficient ran-
dom oracle, and X be sampling space for the input . The VDF construction of [156] is
illustrated in Figure 3.4.
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Prover Verifier

Input:(z, H,T) Input:(z, H,T)
g s Hx)”" 2y AC.Cept, %f y,?—[(x) €eG
Reject, if otherwise.
— | < Primes(2*)
T <—g H(x) PT/ZJ
—I r < 27 mod I
Accept/Reject Accept, if Yy = 7Tl . %(x)r eG

Reject, if otherwise.

Figure 3.4: Wesolowski’s interactive succinct argument [150].

Figure 3.4 clearly shows that the proof size in G is a single element (i.e., 7 € G). An
honest evaluator can compute y, and the proof works as follows:

y=mH(z) = H(z)"™ =H(z)> €C

Non-Interactive Argument. We transform the protocol to be non-interactive using the
Fiat-Shamir heuristic [74]. Initially, both prover and verifier agree on a random oracle
H, : {0,1}* — Primes(2*). In response to the attack described in [20], we set A = 2X. We
remark that it is essential to include the answer as an input to H,. VDF sequentiality can
be compromised if this is not done.

Efficiency of the Prover. With a long-division algorithm, the evaluator computes the

5T
proof (m = H(z) {TJ) using 27 group operations. Boneh et al. [20] suggest using a win-
dowing method that reduces the computation to 7'. This method can be further improved
by using s-based processors (and s space) to T'/s. Hence, the time to compute the answer
(y) and proof is (14 )T [20].

Efficiency of the Verifier. The verifier has to compute two exponentiation in the group
G and one exponentiation in 7Z;.

Proof Soundness. Due to the homomorphism property, it is essential to notice that we
do not perform the computation directly on the input . Instead, they use a random oracle
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H (ie.,y= H(x)zT). It is because an attacker can predict the answer 1/, given a previous
answer y in less than T steps (i.e., given an evaluation y = 2" € G, an adversary can
compute y' = y? € G where 2’ = 27 € G for any positive integer 7).

The soundness of the succinct argument relies on the assumption that it is hard to
find u, such that u # 0,£1g, and w is the [-th roots of an element in G for a prime
| <—g Primes(2*) sampled uniformly at random. To be more specific, the adversary aims to
send an incorrect answer (y') based on forged valid proof (7') such that

y = 1"H(z)" = wH(x)QT =wy € G

where w = u! € G, and y = H(x)?". The adversary forges the proof to be ©’ = uH(z)?.
The verifier will accept 7’ as valid proof because of the following:

T H(z)" = (uH(z)) H(z) = wH(z)? €

Therefore, the hardness of finding the [-th root assumption in the selected group G of
unknown order is crucial for the soundness of the succinct argument.

Block et al. Construction [24]

Block et al. [24] proposed a variant of the Diophantine Argument of Knowledge (DARK)”
polynomial commitment scheme [32]. Initially, DARK is a proving system that proves the
knowledge of an integer a € Z to a system of polynomials f such that f(a) = 0; DARK
uses groups of unknown order to commit to f.

DARK. In short, DARK is conceptually quite similar to [128]. Iteratively, we prove
the knowledge of a polynomial (f) by committing to f; and then proving fF and f{’s
knowledge, such that f; = fZ||f2 8, and fi;1 = afF + fE. In each iteration, DARK uses
[156]-like proof of exponentiation (PoE) to validate f; = fZ||fE.

In a nutshell, Block et al. [21]’s variant of DARK replaces [156] PoE with a mod-
ified Pietrzak’s PoE (mPoE). mPoE is interactive with log(7) rounds, as is Pietrzak’s
PoE. However, in each mPoE round, the prover commits to proving A statements in-
stead of just one [128]’s statement (i.e., the i'! iteration statement to be proven is the
set {(zij, Tiyyij) }jepy € L& where Lo = {(z,t,y) : # € G,y = 27 € G}). Hence, the
protocol consists of proving all A statements.

"Diophantine refers to all polynomials over integers, where all coefficients and variables are integers.

8This notion is to represent an encoding of f; as fZ + ¢~ fff where q is a large integer.
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The modified PoE is of interest in our context since it can be used to instantiate a
VDF. Let x be the subset product of elements (e.g., {u;}jep * {g}jen = [jepy 957> where
we use {u;}jep as the sampler {u;};ep € {0,1}*). Let ® be the pair-wise product (e.g.,
{9i}iem @ {h}jep = {9jh;}jeny). The mPoE protocol is illustrated in Figure 3.5.

Prover Verifier
Input:{ (2, T3, vij) bie Input:{ (i, T3, vij) bie
A t, if T, =1, and y;; = a!. € G
Stop, ift=1 {mitiem ceept, ; 1 ) NG Yy = Ty
. . R rrorr +—r {0, 1PV W T £ €G
wi=al; 7, Vi e, if ow. 4 .
g Reject, if 0.w.
{zirtiem < ("« {zighiem) © (FF * {5} jen) € G, {zivrbiem < (F e {aighien) © (0 {p}ie) € G,

L, TRE{0,1}MA

{yicr e < E {}jep) © (P {yis}en) € G2, {Wirrstiep) < (FFx {itiem) © (P x {yis}ien) € G2,

tiy1 = tl/2 tiv1 = t1/2

Output:{ (Tis1, tiv1, Yirry) Fiepy Output:{ (Tip1,5, tist, Yis14) biep]

Figure 3.5: ' iteration of modified Pietrzak-like interactive succinct argument (mPoE).

Non-Interactive Argument. The scheme is interactive with O(logT) proving rounds
and communication complexity Poly(\,log T'). However, applying the Fiat-Shamir heuris-
tic, the protocol can be non-interactive.

Efficiency of the Prover. In contrast to the i®'-round one statement of [125], the prover
has to generate A proving statements {(z;;, T}, yi ;) biepy € Loy where Lo = {(x,t,y) : x €
G,y = 27 e G}. To reduce the prover’s VDF evaluation, we can argue that the starting
statement ({(zo;, T, yo,;) }ic;)) can be A a copy of [128]s statement (z,t,y) € Lg (i.e., we
can set £g1 = --- = ). Compared to [128], this , however, adds an overhead of X state-
ments to the communication complexity per round (i.e., the complexity is Poly(\,logT")).
Further, the prover runs in time 7TPoly(\,log T') with a space of Poly(\,logT') group ele-
ment.

Efficiency of the Verifier. In each log T round, the verifier has to sample and compute
a subset product of {(x;;,T5,yi;)}iepy for A-times. This adds an approximate factor of A
overhead in comparison to the original [128]. Hence, the running time of the verifier is

Poly(\, log T').

Proof of Security. In a nutshell, the difference of mPoE from [128]" PoE is selecting
random linear combinations of group elements rather than one group element. This fact
is used to prove the soundness of mPoE. To do so, each element of (i + 1) statement is
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equivalents to

Tit1,; = H Zj H m;

ZiGSz miES,u
Yit1,5 = H Wy H my;
”LUZ'GSy miesu
such that (2415, T3, Yiv1,5) € La, where S;, Sy, and S, are random subsets of {z;;} e,
{yi,j}je[/\]; and {Hj}jema respectively.

Actually, the statement (z;41;, 75, yi+1,;) € L¢ is a valid statement with probability at

most 1/2:

Pr[:cﬁu = Yir1,4] = Pr[xﬁl,jyilll,j =1g] <1/2
such that at least one of x;; € S, (or p; € S,) is malicious, and at least one of x;; € S,
is not 1¢ (if all ;; € S, (and p; € S,,) are legitimate, it is obvious that the probability is
1). The above holds by the random subset product principle (see [21], Fact 8.1).

Hence, the new A statements are constructed by the product of a random subset from
the previous A statements. As in Figure 3.5, both prover and verifier compute

{ir1 e < " *{@iitiep) © (rF x {u} i)

rL k,j rR k.j
{zisghjem < (IT <0 o (T wi ™)
ke[N] ke[N]

and

{yivritiem < (r" = {uitiem) © (P x {yis}jew)

rLk,j rik,j
{yir1itiery < CIT | ‘ﬂ) o (] yi,k[ J])
ke[N] ke[

where both % and 7 are the product subset sampler, which is also a matrix € {0, 1},

As a result, the statement {(%it1;,tit1,¥Yit1,5)} ey & L passes the verification with a
probability of at most (1/2)*.

As a direct result of the above, it appears that the security implication of low order
elements is reduced to the principle of a random subset product from a sequence of group
elements. Thus, mPoE can construct VDF in generic groups of unknown order G (i.e.,
group GG might not need to preserve the low order assumption). Hence, the mPoE is
statistically sound in the statistical parameter \.
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3.4.2 Soundness in Isogeny Based Construction
De Feo et al. Construction [72]

In their paper, De Feo et al. present a proof-of-concept implementation of two VDF based
on isogeny graphs of supersingular elliptic curves (one of which is defined over F, and
the other over F,2) and bilinear pairings. Fundamentally, the VDF succinct argument is
inspired by the BLS signature scheme [258]. Let N be a large prime. Let P and @) be points
on E[N|NE(F,:/F,), and Er[N]N Er(F,), respectively. Given that ¢ is the dual isogeny,
the proving protocol goes as in Figure 3.6 and 3.7.

Prover Verifier
Input:(E, Er, é, P, 6(P), Q) Input:(E, Er, ¢, P. ¢(P), Q)
A Accept, if ¢(Q) € E[N]N E(F,),
Compute: ¢(Q) 9 and e(P, ¢(Q)) = e(¢(P), Q)
Reject, if otherwise.

Figure 3.6: De Feo et al. succinct argument for isogeny graphs of supersingular elliptic
curves over F,, [72].

Prover Verifier
Input:(E, Er, ¢, P, ¢(P), Q) Input:(E, Er, ¢, P, ¢(P), Q)
Accept, if @' € E[N|nE(F,),
Compute: Q' = Tro ¢(Q) SN and e(P, Q') = e(¢(P),Q)?
Reject, if otherwise.

Figure 3.7: De Feo et al. succinct argument for isogeny graphs of supersingular elliptic
curves over Fp2 [72].

The evaluation of ¢(P) is a fixed part of the public parameters. Therefore, it is necessary
for a trusted setup to pre-compute the long isogeny ¢. Consequently, neither construction
can be incremental, i.e., it cannot support multiple difficulties other than T

Also, for the VDF over F 2, the trace map (Tr: E/F,2 — E/F,) maps all N subgroups
of E[N]N E(F,2/F,) to the base group. Thus this construction is not decodable. Finally,
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for the VDF over F,,, the only possible definition of (-Dec is $, which makes it inefficient
(i.e., ¢ = T; we do not consider it decodable as well).

Efficiency of the Trusted Setup and Prover. Specifically, [72]’s VDF relies on an
isogeny of a very large degree that can be evaluated in sequential time, 7. In such an
approach, the storage requirement is linear in 7" (we need O(T) points and curves to

describe é) Their Setup algorithm is as expensive as their evaluation process, which runs
in Poly(T, \) instead of Poly(\).

Efficiency of the Verifier. To check the evaluation correctness, we require two bilinear
pairings that run in time polynomial in size of N and p. Their selection is the Tate pairing
because they have a large rho-value (p = log(p)/log(N)), and the Tate pairing has a shorter
Miller loop.

Scheme’s Security. Similar to VDF based on RSA groups, both of their proposals require
a trusted setup to compute an isogeny ¢ : £ — Ep of degree [T. To break the succinct
argument, an attacker must find a random point such that e(P,?) = e(¢(P), Q) holds (or
e(P,?) = e(¢(P),Q)? holds). This problem is known as the pairing inversion problem that
is strongly related to the size of p and N. The best attack is using Number Field Sieve
with complexity L,(1/3). Since @ is a random challenge, the attacker must re-apply the
attack for every new challenge ().

On the other hand, the attacker can try to break the sequentiality of VDF by finding
a shortcut isogeny (ng)’ : Er — E) that takes less than T-isogeny steps of a small degree.
For graph over F,, such isogeny can be computed by finding the generators of the ideal
class group of Endy,(£). The best attack runs in L,(1/2) due to [91]. For graph over Fz,
the classical attack is the birthday paradox with complexity O(,/p). The shortcut attack
is required once to break the VDF sequentiality.

The attack’s last step is to find the endomorphism w € End(E) such that & =wo é’

holds. This step requires the knowledge of End(F) (e.g., in F, graph, the endomorphism
w is multiplication-by-d map such that ¢ = [d] o ¢').
Delay encryption [75]. A direct application to [72], VDF over F,2 is time-release primitive.
Let Hy : {0,1}* — E7[N] be a hash function from identifier (id) to point of order N on
Er/F,.. Let Hy : F2 — {0,1}* be a key derivation function. The Burdges and De Feo
[33]’s delay encryption is described in Figure 3.8.
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Encapsulation Extractor Decapsulation
Input: (E, ¢(E), P, ¢(P),id) Input: (B, ¢(E), b, id) Input: (E, ¢(E), P, $(P), [r]P)
Select i1 <3 Z/NZ
Compute : Q « H,(id)
: kr,id — C(¢(P). Q)kr’ld

Send D Cig [k‘md]P7 HQ(kyvjd)
Compute : Q + H;(id) Q)
10(Q) R
Reveals the encapsulation: ¢;q Compute : kr,id <~ 6([[€T1¢d]P, (b(Q))

: Hz(kmd)

Figure 3.8: Delay encryption [33].

For the delay encryption to be secure, the computation of k,;; should at least take
T sequential isogeny evaluation. The key £, ;q can be computed in two ways: one by
evaluating ¢(Q) or the other by &([kria) P). This questions the computation gap between
¢ and QAS Another note is that the Extractor work is identical. Hence, all ids should be
applied only once for a fixed id. Additionally, they demonstrate how to find a random-
looking curve E using an iterative secret isogeny walk by a number of participants. At
least one participant must be honest for their approach to be secure.

Shani’s Sketch Construction [137]

A note by Shani [137] describes a TLP based on an unbalanced isogeny-based key exchange.
A Challenger generates a secret and computes a random challenge (as an elliptic curve E).
Then, a Verifier validates SeqEval’s evaluation using the time-lock puzzle’s secret (revealed
by the Challenger). Hence, an interactive Challenger is now required. Let ¢ be a public
isogeny of a large degree (in T'). A high level description is in Figure 3.9.

Challenger Prover Verifier
Input: (E, ¢(E)) Input: (E, ¢(E)) Input: (E, ¢(E))
Compute : ¢,
: Es = ¢5<E)
NN Compute: ¢(Ey) o)
reveals the secret: ¢s Accept, lf ¢s o d)(E) :? d)(ES)
Reject, if o.w.

Figure 3.9: Shani’s construction over an isogeny graphs of supersingular elliptic curves

[137]:
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In a nutshell, Shani’s proposal requires a trusted setup to secure the public parameters’
selection and walk a T-long isogeny. Thus, it would not be suitable for delay construct
with very large difficulty. Also, the construction of both [137] and [72] share similar
characteristics (i.e., in a graph over F,) and therefore are not quantum secure.

3.5 Special Classes of Delay-Based Cryptography

Several specialized notions of delay-based cryptography have been introduced, focusing on
more narrowly defined primitives tailored to specific applications or scenarios. Most of
these primitives extend existing traditional cryptographic notions by incorporating time
delay into their security characteristics.

Delay-based Signatures. One example is Time-Locked Signatures (TLS), which allows
a signature to be time-locked to a known message for a predetermined duration 7. In
other words, with TLS, senders’ signatures related to past messages expire after a time
delay T, making them forgeable by anyone without the secret. A closely related notion
is Verifiable Timed Signatures (VTS), which is TLS with public verifiability. With VTS,
anyone can verify that a time-locked signature is valid without solving the puzzle through
the T-sequential computation. Numerous TLS and VTS constructions have been proposed,
such as [1, 6, 111] and [16, 118, 162].

Delay-based Secret Sharing. Timed-Release Secret Sharing (TR-SS) is a variation of
secret-sharing schemes where the reconstruction of the secret is constrained not only by
the need for a threshold number of shareholders, but also by a specified time delay set by
the dealer. The concept and construction of TR-SS have been explored in various works,
such as [94, , 153]. In addition, Verifiable TR-SS (VTSS) strengthens the notion of
TR-SS by adding a verification mechanism. This ensures that shareholders can verify that
the dealer’s challenges, which encapsulate their shares, are well-formed with valid shares.
It is also designed to prevent malicious shareholders from submitting invalid shares (which
might be in the form of a challenge) during the secret reconstruction process.

3.6 Chapter Summary

In this chapter, we covered several key concepts in delay-based cryptography, including the
idea of time delay and sequential functions. We discussed the main constructions of long
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sequential functions that are essential to achieve computational delays. Furthermore, we
explored different notions of delay-based cryptography that have been proposed in the lit-
erature, such as time-lock puzzles and timed-release encryption, proof of sequential works,
and so on. In addition, we presented several techniques for proofs of correct computation,
which are crucial for developing a wide range of applications and constructing different
primitives. Finally, we explored certain special classes of delay-based cryptography, in-
cluding delay-based signatures and secret sharing notions.
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Chapter 4

A New Class of Trapdoor Verifiable
Delay Functions

This chapter presents a new class of trapdoor-VDFs featuring a large ensemble of trapdoors
for each instantiation of the function. This way, a client can randomly choose a private
trapdoor from the ensemble, thereby using it to encapsulate a secret to the future as a
unique puzzle. To solve the puzzle, the server, which does not know the trapdoor, requires
a prescribed number of sequential steps to evaluate the function. Any client can efficiently
verify the correctness of the server’s evaluation with zero knowledge of the trapdoor being
used. We present an approach for constructing the proposed class of trapdoor-VDFs based
on bilinear pairings and a long walk on supersingular isogeny graphs. Finally, we examine
the security of our construction under trapdoor-VDF security notions. An article based
on this chapter appeared in [159].

4.1 Introduction

This work examines a remedy for the vulnerability that arises from knowing or predicting
a protocol’s outcome. The vulnerability stems from malicious participants influencing
the outcome or gaining an advantage by knowing the outcome beforehand. One way
to solve this problem is to impose a prescribed number of sequential steps to obtain the
desired outcome. This solution has been introduced in the previous works such as time-lock
puzzle (TLP) [131], proofs of sequential work (PoSW) [2, 51, 104, 114], and verifiable delay
functions (VDFs) [25]. These primitives are all time-sensitive in that they only release the
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outcome after a prescribed delay (7'). The outcome of VDF and PoSW is publicly verifiable,
while that of TLP requires a secret. The public verification of the outcome’s uniqueness is
more efficient in VDF than in PoSW since the latter requires all T" steps. The uniqueness
property ensures that there are no multiple valid proofs for different outcome.

This work focuses more on the properties, specifically uniqueness and public verifiability,
that make VDF stand out from others. Furthermore, we are interested in a VDF-like
primitive that allows any participant (other than the trusted setup) to predict the outcome
in advance by knowing a secret trapdoor. In the absence of the secret trapdoor, participants
obtain the desired outcome through a prescribed number of sequential evaluations. It
is, however, possible to verify the result efficiently and publicly. We refer to primitives
with such characteristics by trapdoor-VDF. Considering its importance, trapdoor-VDF
is suitable for time-sensitive applications that require both public verification and timely
release assurances. There are many possible applications, such as sealed-voting, and front-
running attack prevention [50)].

In addition, the term “trapdoor-VDF” has been used previously in [156], though their
approach differs from that presented in this chapter. In [150], each participant constructs
independent instances of trapdoor-VDF. Every instance has a secret trapdoor that shortens
the long evaluation process. Therefore, an instance generator can answer any challenge
faster as it has the secret trapdoor. Our work presents a new class of trapdoor-VDFs,
where each instantiation includes a description of a finite trapdoor ensemble. Hence, any
participant can generate a unique challenge, together with its answer, using a hidden
trapdoor sampled at random from the ensemble.

Contributions

In this chapter, we first formalize the security notions of trapdoor-VDF. We then intro-
duce a novel approach to trapdoor-VDF'; the proposed trapdoor-VDF is a VDF with a
large ensemble of distinct efficient shortcuts called trapdoors. The delay function involves
sequentially evaluating a large smooth-degree supersingular isogeny, which was first pro-
posed by Feo et al. [72]. The trapdoor ensemble is a set of isogenies of a smaller degree
defined over F),, where p is a prime. In public verification, a bilinear pairing equality serves
as proof of the correct evaluation of a secret trapdoor, i.e., a randomly sampled isogeny.
Finally, we show that our proposal is secure under trapdoor-VDF security notions.

Organization. In Section 4.2, we start by introducing the notion of trapdoor verifiable
delay function. Following this, Section 4.3 discusses an approach to construct a proof-of-
concept trapdoor-VDF. Then, we present, in Section 4.3.4, a concrete instance built on
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isogeny-based sequential function. Section 4.4 shows that our proposed instance is a secure
and well-defined trapdoor-VDF'. Finally, we wrap up with concluding remarks in Section
4.5.

4.2 Proposed Trapdoor-VDFs

By A € N, we indicate the security level of a scheme. A function difficulty is denoted by
T, which quantifies the amount of sequential work/steps necessary to produce/compute
its output against any random input and with a polynomially large number of parallel
processes. A function with a small 7" is identified as a short function, whereas one with a
large T' is called a long sequential function. Generally, we will denote the long sequential
function by SeqEval, with T" being super-polynomial in .

An Informal Exposition. The proposed trapdoor-VDF is a VDF with a large ensemble
of distinct shortcuts denoted by F, called trapdoors. We say two trapdoors are equivalent
if they produce the same output for the same inputs. The set of equivalent trapdoors is
called a class. The class difficulty is the shortest trapdoor difficulty. Hence, the ensemble
F is a collection of trapdoor classes.

Trapdoor-VDF setup agreement. Participants of a setup protocol agree on a long function
SeqEval with a difficulty T, a large ensemble of trapdoors F, and possibly additional
parameters for a security level .

Generation of a challenge. In trapdoor-VDEF, a Challenger can select a secret trapdoor trg
indexed (identified) in F by a random secret (sk). Using the trapdoor, the challenger can
efficiently generate a challenge (c) and its unique answer (a). With the same parameters,
distinct trapdoors produce different challenges (and accordingly different answers).

Obtaining the answer. In the absence of sk, a Solver can only evaluate SeqEval function
in time no less than T to output the answer to ¢ with a proof m. Akin to VDF, the
Solver gains no advantage from parallel computation. The Challenger can, however, get
the answer a via the trapdoor try, (i.e., in time less than T).

The public verification. The answer a is publically verifiable that is also a zero knowledge
of the secret sk. In a timeframe less than 7', a perfect trapdoor-VDF is one in which the
Challenger, who owns ¢ and knows a, cannot pass the public verification protocol. This is
because the required proof cannot be fully computed before the specific time T

A Formal Definition. We present our formal definition of trapdoor-VDF, which naturally
overlaps with [25] and [156]’s VDF definition.
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Definition 7. Let C, S, and Y be the challenge, secret, and answer spaces, respectively.
Our trapdoor-VDF is a tuple of algorithms (Setup, Challenger, Solver, Verify) defined below

— Setup: a randomized algorithm (runs in time Poly(\)) that takes a security parameter
A and a difficulty T and outputs public parameter pk.

— Challenger: a randomized algorithm (runs in time Poly(logT,\)) that takes pk and
selects a secret trapdoor trg, from the trapdoor ensemble F using a random secret sk
(i.e., trg, < F given sk <—g S); then, it generates and outputs a challenge ¢ € C
associated with an answer a € Y.

— Solver: a deterministic algorithm that takes pk and a challenge ¢ € C and outputs
the answer a € Y and a “possibly empty” proof w. This algorithm must at least run
in time T with Poly(\) parallel processors.

— Verify: a deterministic algorithm (runs in total time polynomial in logT and X\) takes
a challenge ¢, an answer a, a proof w, and pk; the algorithm outputs ACCEPT if a is
indeed the corresponding answer to ¢ under a given m, otherwise REJECT.

Trapdoor-VDF Properties. The following assumes that all statements are true for any
A\, T and pk <5 Setup(1*,T). A trapdoor-VDF construction is well-defined if it is correct,
unique, and efficient.

— Clorrectness. A trapdoor-VDF is correct only if the Verifier accepts, with probability
one, an honest Solver’s answer a for any honest challenge ¢ <—g Challenger(pk).

— Uniqueness. A trapdoor-VDF is unique only if there is exactly one valid answer a
accepted by Verify for every challenge ¢ generated by Challenger(pk) using the secret
key sk.

— Efficiency. A trapdoor-VDF is efficient if the Verify algorithm runs in a time Poly(log T,
A) that is significantly faster than the Solver algorithm, which has a total running time
polynomial in 7" and A. Further, trapdoor-VDF must retain efficiency for any public
parameters generated by Setup, runs in Poly(log T, \), and any challenge generated
by Challenger, which runs in time Poly(log T, \).

Let A be a PPT adversary who has no knowledge of the secret sk. Let A; be an
algorithm that outputs pre-computation (pc) on pk. Let Ay be an online efficient evaluating

o4



algorithm that runs in parallel time with Poly(\) processors and returns an answer a’. Let
Az be an online forging algorithm that runs in time Poly(7, A) and returns a malicious
answer and proof (a’ # a, 7). To be secure, a well-defined trapdoor-VDF should satisfy
two key properties: sequentiality and soundness.

— Sequentiality. A trapdoor-VDF is sequential only if there is no adversary A :=
(A1, Ay), where Ay, an online algorithm, runs in less than T-sequential time and
succeeds with a probability:

pk g Setup(1*, 7)),
pc < A;(pk),

Pr{ a =a : c<g Challenger(pk),
(alﬁ _) A Ag(pk', c, pC),
(a, ) < Solver(pk, c).

that is greater than a negligible function of A.

— Soundness. A trapdoor-VDF is sound only if, for every challenge ¢ generated by
Challenger(pk), the Verifier rejects any proof n’ for any answer a’ that is not an
output from Solver(pk, c). The probability of success for the adversary A := (A1, Aj3)
to output a proof 7’ for an answer (a’, —) # Solver(pk, c) is

pk < Setup(1*,T),
ACCEPT  Verify(pk, c,a’,w')  P¢ A (pk),
da' #a : ¢ <—g Challenger(pk),
- (a, ) < Solver(pk, c),
(a’, ") < As(pk, c, pc).

that is a negligible function of .

Additionally, a well-defined trapdoor-VDF may comprise further properties, and one
that is most relevant to our work is given below.

— Perfectness. The knowledge of trg, and the pair (c,a) Solely does not provide an
advantage in passing the public verification protocol. Let A be an algorithm imple-
menting Challenger, which outputs the pair (c,a) and an efficient algorithm A,. A,
runs in parallel with Poly(\) processors and returns a proof (7). The probability of
success for Ay to output an acceptable proof 7, in less than T-sequential time, for
any pair (c,a) is
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pk g Setup(1*,7T),
ACCEPT < Verify(pk, c,a, ') ~ (c, (trgg, @), A,) <+ A(Challenger, pk),
and ACCEPT < Verify(pk,c,a,m) * (= 7') « Ay(pk, c, try, a),

(a,m) < Solver(pk, c).

Pr

that is a negligible function of .

Further on Trapdoor-VDF Properties. A secure well-defined trapdoor-VDF accounts
also for the trapdoor properties and assumption(s). This is due to the fact that a secure
well-defined Challenger requires a secure well-defined trapdoor. Formally, a trapdoor trg, €
F, associated with a domain D(trg,) and range R(try), is defined as follows

e try: a short function in sk <—g S, with evaluation time Poly(log 7', \), that takes an
input pk; the function evaluation returns a challenge and answer pair (c,a) € C x ).

For any random secret sk <—g S and try, < F, the trapdoors in trapdoor-VDF feature
several properties.

— Challenger correctness. Let (c,a) be a challenge and its answer pair generated by
trg,. The correctness property requires that the answer (a’,—) < Solver(pk,c) be
equal to a with probability one (i.e., we must have a’ = a with probability one).
There is, however, an extension to the previous statement. For instance, we can
allow a’ # a only if there is a one-way public function (f) such that a <« f(a’)
and ACCEPT < Verify(pk,c,f(a’),7) is true for all ¢ € C and all valid proofs 7.
Having such an extension allows us to construct a perfect trapdoor-VDF in which
the Challenger, who owns ¢ and knows a, cannot pass the public verification protocol
before time 7.

— Challenger efficiency. All trapdoors in a trapdoor-VDF must also be efficient. For
any A\, T and pk < Setup(1*,T), the efficiency implies that (as in [17]);

— There is an algorithm that runs in time Poly(log 7', \) and implements the pro-
cess of sampling try, from F for all sk € S.

— There is an algorithm that runs in time Poly(log T, \) and implements the pro-
cess of sampling an element from D(trg).
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— There is an algorithm that evaluates trg in time Poly(log 7', A) for any element
of D(tl’sk>.

— Challenger security. To be secure, the following problems must be hard for any A, T
and pk < Setup(1*,T).

— Given any challenge ¢ € C generated under the secret try, € F, find the chal-
lenge’s answer a € ) in less than T-sequential time.

— Given any challenge and answer pair (c,a) € C x ) generated by try, € F, find
sk €S.

Let (¢’,a’) € C x Y be any challenge and answer pair generated under trg, € F.
Given a challenge ¢ € C under try, € F, find its answer a € ) in less than
T-sequential time.

— Given any polynomial number of challenge-answer pairs {(c;,a;) € C X Y}icm
generated under try, € F, find the answer a € ) to a new challenge ¢ € C (also
under trg;) in less than T-sequential time.

Similar to VDF, the difficulty T is restricted to subexponential in A. It is therefore
cheaper to perform the T-sequential evaluation than to compromise the trapdoor-VDF
security.

4.3 Design Rationale

This section discusses our approach to construct a proof-of-concept instance of trapdoor-
VDEF. To construct trapdoor-VDF, we begin by defining a long sequential public function
SeqEval : X — X with a public challenge and answer (i.e., z,y € X such that y <«
SeqEval(x)). The secret is a random string (sk <—g S) that indexes a secret short map
(trgg : X — X)) in the ensemble F. Using a random secret map, one may craft a trapdoor.
A new challenge (z’) can be obtained by masking = with try, (i.e., 2’ + trge(x)). The secret
map trg, which can also determine y' < trg(y), becomes the trapdoor. This statement is
true assuming that the action try, o SeqEval is equivalent to SeqEval o tr,. In the absence
of trg,, one can obtain y' by evaluating y' <— SeqEval(z’), which involves a large number of
sequential steps.

Lastly, the verification procedure involves validating try.’s correct computation state-
ment with zero knowledge of trg,, where the Solver’s answer (y”) serves as the statement
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witness. The validation arguments should be efficient, validating only the unique answer
(i.e., a Verifier accepts only if v = ¢/).

In the following, we present a sketch construction of the proposed trapdoor-VDF'. Es-
sentially, the construction consists of evaluating a series of non backtracking horizontal iso-
genies with a large degree (representing SeqEval), whereas the secret trapdoor is a shorter
horizontal isogeny walk in graphs over a finite field F, (representing try;). Our public
verification protocol uses bilinear pairings similar to BLS signature scheme [25], which is
also used in [33] and [72].

4.3.1 Construction Elements

First, we define the public parameters that we will use to construct our scheme. Following
that, we will briefly describe the supersingular isogeny graph, upon which both the long
evaluation function and short trapdoor operate. Lastly, we will discuss the scheme group
structure and the scheme’s public verification method.

Selection of the Scheme Parameters. The parameters for our scheme are generated
with the help of the following algorithms.

e (p,L,N,S,t,Ey) < GGen(1*,T) is a public parameter generation algorithm that
takes a security parameter A and difficulty T" as an input and outputs:
— a large odd prime p such that p = 7 mod 8,

— a set L of n small distinct primes defined as follow
£ = {2} U {l € Primes(6log(p)?) : (‘Tp) =1},

— a large prime N such that N ¢ £ and N | p + 1,

— the set S :={—e, ..., e} for a positive integer e where |S| = 2¢e + 1,

— the vector ¢ of n elements such that 3, abs(m) = T < 2°W,

— a supersingular elliptic curve Ey/F, on the surface of G(F,, 2), where | Ey(F,)| =
p+ 1 and possibly with j-invariant j(Fy) € {0,1728}.

o E g Alg(1* E', L) is a randomized algorithm that takes an initial curve E’, the
set L, and security parameter X\. The algorithm Alg outputs a random supersingular
elliptic curve E//F, on the graph surface. Basically, this algorithm involves taking
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a random horizontal isogeny walk (see [72]) of a length of at least Poly(logp). It is
required that the probability of finding isogeny (path) between the output curve E
and an initial curve E’ be a negligible function in \.

The prime p can be expressed as p = 2°1[5* - - - [S* N°»+1 — 1, where [, € L, e; > 3, and
er € Z* for all k with the sequence [, strictly increasing (i.e., Il < l;41) to satisfy the
condition discussed earlier. Furthermore, for i € [n], we define the vector ¢t with difficulty
T by setting t[i] = T and t[j] = 0 for all other indices j € [n]\ {i}, where ¢ is the smallest
index such that e; < Z?;Lll €.

J#i

4.3.2 The Graph in Use and the Single Step of Computation

The graph over [, described in [61, Theorem 2.7] is the abstraction behind our scheme.

In our scheme, the graph consists of two levels, namely a surface (i.e., SFP(Z[@])) and
a floor (i.e., &, (Z[\/—p])). In this graph, surface and floor have one-to-one connection by
2-isogenies, and there are no odd-degree isogenies connecting them. On the graph surface,
there are two horizontal isogenies of degree ¢; € L from each vertex, whereas the floor is
connected by isogenies of degree ¢; € L/{2}.

In our construction, a sequential walk on the graph is represented by the group action
of the ideal class group cl(O) of an imaginary quadratic order O = Z[@] on the set
&r,(O). Hence, both SeqEval and try, act on the set &, (O). The choice of L’s elements
enables us to represent the elements of cl(O) as a product of ideals of small norm N(I) such
that N(I) € £. Thus, we represent a single step in the sequential walk by the group action
of an ideal of a norm in £ that acts on &, (O).

The elements of £ are chosen to be Elkies primes. Hence, the ideal ¢;O splits into
l; = ({;,m—1) and = (b, 7+ 1) for every ¢; € L (i.e., ;0 = L1, Ve, € L). This defines the
direction of a single step. From every vertex in the graph surface, there are two actions of
an ideal with norm ¢; that can be applied, either I; or I;. Further, each direction can be
computed via an isogeny using Vélu’s formulas [119]. In other words, a single step in one
direction, denoted by ¢y, is an isogeny of a kernel of order ¢; intersecting with ker(mw — [1]).
As for the step in the opposite direction, denoted by gb[il, represents an isogeny of a kernel
of order ¢; intersecting with ker(w + [1]). Finally, for an integer m;, we denote ¢;-sequential
walk by ¢;", which represents m; sequences of /;-isogeny evaluation in the same direction.

The Long Evaluation Function. As with [72] and [137], the long evaluation is repre-
sented by an isogeny of large degree, exponential in T,
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SeqEval .= ¢%. : B — E,
which is a composite of all ¢;" for all £; € £ and m; € t (ie., ¢% = ¢;'" o --- 0 ¢y,
where m; € t and |t| = n). The degree of ¢% is [T, [] *(mi) and it has a difficulty of
>, abs(m;) = T. The presumption is that to compute SeqEval efficiently, all 7" composites
of ¢t must be evaluated sequentially.

The Secret Trapdoor and Secret Trapdoor Set. As with [11, ], we want to be
able to efficiently sample a random trapdoor from their ensemble F. We will therefore
randomly sample sk := s <—g S™ to represent the trapdoor as

trg, == @7 B — Ep.

The set S is chosen so that the trapdoor ¢% is much shorter than ¢%. However, the
size of S must be large enough to ensure that there exist |S|* > 22 possible secrets.

4.3.3 The Scheme Group Structure and Its Public Verification

Let GF be a subgroup of E[N] where E € &,(O) and i € [N]. The trace-zero and the
base-field subgroup of E[N] are represented by subscripts 1 and 2, respectively!. Under the
assumption that (i) N is coprime to |ker(¢%)| and N # p, and (ii) F and E4 are isogenous
(so that |E[N]| = |Ea[N]|), the surjective morphism ¢% : E[N] — E4[N] must also be
injective induced by Lagrange’s theorem; hence it is a bijective group homomorphism on
the N-torsion subgroup (similar argument applies for ¢%). Let o~! be a quadratic twist
defined as follows

o' E— EY ¢ & (0)
_ E(d)
ot Gfe{l,z} = G mod 3

where E@ is a twist of the curve E. The inverse quadratic twist (i.e., ¢ : B4 — E) is
efficiently computable and it is defined as follows

o (z,y) = (x/w? y/w?)

where w € Fj2, w ¢ F,, and it has w? € F,. In our configuration, it should be noted that
oo ¢, (F)and ¢, oo(F) are equivalent.

IThe subgroup G¥ is defined as G¥ := E[N] N ker(m + [1]), whereas, GE¥ := E[N] N ker(r — [1]).
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Pairing Based Public Verification in a Nutshell. Let &y : E[N] x E[N] — uy
be a non-degenerate Weil pairing map on E, where uy C Fy,. A non-trivial bilinear

WEeil pairing can be defined as éf, . G x GE — puy. This definition is equivalent to

. (@) - : s
&% 0(GY ") x GE — py, which is efficiently computable with inputs of short represen-

tation. Let E, E4 = ¢%(F), Ep = ¢%(F), Eap = ¢3(E4), and Egs = ¢4 (Eg) be a set of
isogenous supersingular elliptic curves. The public verification proceeds as follows:

o A Challenger, Verifier, and Solver all share as an input the description of the isogeny
E
¢t : E — Ey4 of difficulty T, and the point pair (z€7,3y%1") € GE x GP4 such that

GEA t GE . .
y“1 = ¢L(z“1). All inputs are chosen for a security parameter \.

o A Challenger selects s <—g S™ that defines the secret short isogeny ¢7 : £ — Ep;
then, it

— randomly samples integers k4, kg, and k4p such that k Akglkg}g = deg ¢%(mod
N),

— computes and broadcasts the challenge ([l{:A]QGfA , i , QG;EAB) € Ga4 xGFB x
E E E E
GEr7 where 2517 = [kple3(aC1), Q%" g GFA, and Q%" = [kaplot(Q%").

E E
« A Solver computes the answer §%1°" <+ gzﬁtﬁ(@GlB), which requires 7' sequential

. . ,\GEBA
isogeny evaluations, and then broadcasts ¢~1 .
E
e A Verifier outputs ACCEPT if "4 satisfies the following equality
N D) Ea Ea ~E ~EBa Eap
eNA (ycl ) [kA]QGQ ) = eNAB (yGl ’QGQ )7 (41)

otherwise returns REJECT.

From Equation (2.11), the above-mentioned verification is complete, as shown below.

ey [ka)Q ) = &7 (01 © [kplop (), [kanlo2(Q ),
et (¥4 [deg 93]Q%") = & (01 (y "), 02(Q%)).

Moreover, it is obvious that the correctness of the scheme depends on the terminal
elliptic curves (i.e., F4p and Eg4) being identical. To be consistent with previous work
[72], Figure 4.1 shows the proof system’s structure.
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Figure 4.1: The diagram illustrates the structure of the proposed trapdoor-VDF’s proof
system. The map ¢,* is the L-sequential walk ¢% in the opposite direction (and similar

for ¢%).

4.3.4 An Instance of the Trapdoor-VDF

The following is a formal description of a trapdoor-VDF instance constructed from the
action of class groups on supersingular elliptic curves with bilinear pairings being used for
public verification. They are all defined by the parameters chosen in the previous section.
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Discussion. It is imperative that a trusted process runs Setup due to an attack that

exploits an elliptic curve with known endomorphism rings (see [72]).

public parameters, the Setup must select £ and then compute ¢%, which takes O(T') steps.
E E

A Challenger must sample a one-time secret s to compute 2¢1° and QGQAB, with the

evaluation time being a polynomial function in A. Essentially the challenge consists of

Setup(1*, T):
(L,N,p,S,t, Ey) < GGen(1*,T)
E g Alg(l)\a Ey, E)
27 ¢ GE st (207) = GF

E
Yy e 9 (aC)

E

Pk 4= (L, N,p, 8., B, Bz,2% y&")
return (pk)

Challenger(pk):

s g pk.S™

kélka}B s (Zy)? 2
ka = kpkap deg ¢7 mod N
QO g Gy

Eap + ¢7(pk.Ea)

E E
Q%" — [kaplo:(Q%")
Ep (bsﬁ(pk.E)

Ne s GE
2517« [kplo7 (pk.a™T)

E E

Q%"  [ka]Q%"
Newts 10
CSeqEval < (EBvx 1 )
B B 11
Cverify < (EAB7 QG2 N ; QGQ AB)

C < (CSquvaIa Cverify)
return (c)

Solver(pk, c):
E
1 | if Q%" ¢ GF4 then
2 ‘ return REJECT
E
if c.801" ¢ G{EB then
‘ return REJECT
E
if Q%" ¢ GFAZ then
‘ return REJECT
EBA < QSE(CEB)

E E
s | 997"« ph(ca®”)
E
o | a< (Epai®’")
10 return (a)

Verify(pk, c,a):

AGvEBA

if ag™1 " & G{JBA then
| return REJECT

. EaB

if ¢.Q%"" ¢ GFAP then
‘ return REJECT

. Ea

if ¢.Q%" ¢ GJ4 then
‘ return REJECT

~E Ea Ep
lside ¢ &5 (Ph.y®1”, c.Q%7)

N ) ~EBA Eap
rgide ¢ exPA (A . Q2T
if lsige = T5ide & lgide # 1, then

return ACCEPT
return REJECT

Figure 4.2: The proposed trapdoor-VDF instance.
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three elliptic curve points. To obtain the answer, the Solver must compute ¢%, which is a
separable isogeny of a degree exponential in T'. Typically, the best approach for computing
@Y is to sequentially compute each of its T' compositions, of degrees ¢; € L, using Vélu's
formulas. A single point on the target curve Eg4 serves as both the answer and the proof.
The verification involves two bilinear pairings. It also involves determining whether all
points are members of the appropriate group, a relatively trivial operation.

4.4 Security

We will show that the trapdoor-VDF proposed in Section 4.3.4 is secure and well-defined
with an honest challenge and the aforementioned setup that takes O(T') steps.

Theorem 5. The trapdoor-VDF instance in Section 4.53.4 is a secure well-defined trapdoor-
VDF with a O(T) steps long Setup and under the assumption of an honest Challenger.

Correctness and Uniqueness. The following assumes that all statements are true for
any A\, T, pk < Setup(1*, T'). For all honest ¢ <—g Challenger(pk), the correctness argument
implies that any honest evaluator should be able to obtain the answer a < Solver(pk, c)
which is Verify’s acceptable answer.

However, the correctness argument is not complete yet. We also require that the
Challenger and Solver must land on the same terminal elliptic curve and not only curves on

E
the same isomorphism class. In other words, the evaluation output (¢%(c.2% ")) and the

challenge (c.QGfAB) have to be on the same curve (i.e., Egs = E4p). This is required so
that the Verifier can evaluate Equation (4.1). The verification in Equation (4.1) is likewise
unique, as we employ a similar version of the [28]’s (and [72]) verifier.

E
Lemma 1. Given any \, T, and pk < Setup(1*,T), a Solver’s honest output a.j P4 s
E E
indeed a point on the Challenger’s terminal curve (Eap) such that a.j R §“ 7 and

ACCEPT < Verify(pk, ¢, a), for all honest ¢ <—g Challenger(pk); further, there is no answer
E
d that is a valid answer (i.e, ACCEPT « Verify(pk, c,d)) unless d = a = ¢%(c.2%1").

Proof. The proof to the first part of the lemma follows from the result of Leonardi [105,
Theorem 3.1]. Leonardi’s result implies the equivalency between the action of ¢% o ¢t
and ¢% o ¢% when all computed with Vélu’s formulas. As for the uniqueness, we have
set our parameters so that (i) as mentioned in Section 4.3.3; the surjective morphism
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¢ : Eg[N] — Epa[N] is a group isomorphism on the N-torsion subgroup and (ii) as

discussed in [72], Equation (4.1)’s right-hand side is a group isomorphism from G4 to
E

py for a given ¢.Q%"” . Hence, Verify((pk, c),a’) outputs ACCEPT if and only if a’ = a =

Pt (c.2% B) €GB, O

Soundness. Since there is only one valid answer, the verification is unique, as is a property

of [28]’s verifier. Thus, and similar to [72], our trapdoor-VDF is perfectly sound.

Sequentiality. The trapdoor-VDF instance presented in Section 4.3.4 satisfies sequen-
tiality if no PPT adversary A := (A, .A3) has a non-negligible probability of winning the
following shortcut game:

A trusted process computes and publishes pk < Setup(1*, T').

A performs a pre-computation in time Poly(7', \) and outputs pc < A, (pk).

A trusted process then computes and publishes ¢ <—g Challenge(pk).

E E
A outputs 917" «— A, (pk,c,pc) in parallel time less than T', where §“1 = GEs4,

E
To win the game, A’s output, §“1 BA, must be the correct evaluation of ng iy L on .26 "

(i.e., it must be equal to a < Solver(pk, c)).

An adversary A can win the game by finding (i) a shorter isogeny than ¢%, (ii) a
faster method for computing ¢%, (iii) the inverse of pairing Equation (4.1), or (iv) the
secret isogeny ¢% (or a short equivalent isogeny). The three former points have already
been discussed in [72, Section 6]. With regards to the last point, the sequentiality is also
determined by recovering the secret isogeny try, := ¢7 or obtaining a short equivalent
isogeny. In other words, this is equivalent to recovering the ideal class [0] € cl(O) that is
computed via the secret isogeny ¢7.

Definition 8 (Key recovery [11]). Given two supersingular elliptic curves E and Eg defined
over I, with the same F-rational endomorphism ring O, find an ideald such that [B|E = Ep
and b is the product of ideals of small norm in L.

There are several possible attacks for recovering the secret, some of which are discussed
in [41].

Brute-Force Attack on the Secret Key. A basic attack searches over all potential keys.
For a secret s, its corresponding secret ideal class [0] is represented as [[{"' (5% - - - "] € ¢l(O)
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such that the norm N([;) = ¢; € £ and m; € s. Thus, it can be argued that [6] has several
representations (i.e., there are an equivalent § <— S™ that yields [0] € cl(Q)), which is
vulnerable to exhaustive search. Castryck et al. [11] show that the expected number of
equivalent representations is |S|"/ord(G), assuming that cl(QO) is almost cyclic with a very
large cyclic component of order ord(G) close to |cl(O)|. Therefore, it suffices to choose

nlog|S| ~ log(y/p), where |cl(O)| ~ /p.

Pohlig—Hellman-Style Attack. To our knowledge, the Pohlig-Hellman style attacks
cannot be effectively applied to the construction in Section 4.3.4 to recover the secret

degree (deg ¢%) or the answer @G;EBA).

Castryck-Decru-Style Attack [40]. As in [75], we mask the torsion points in pairing-

: . : . GEA GEA ,\GEAB GEAB
based verification. Therefore, the point pairs (y“1 7, [k4]Q%2" ) on E4 and (g%, Q%)
on E4p are not images of the secret isogeny ¢%. In addition, the secret isogeny ¢7 has
a hidden degree determined by s, which is similar to the countermeasure suggested in
[123, 76]. Hence, to the best of our knowledge, our proposal is naturally resistant to a
Castryck-Decru-style attack because we conceal torsion points’ preimage and the secret
isogeny degree.

Meet-in-the-Middle Attack (MITM). To find the path (¢7 : E4 — Esp) in the
isogeny graph Up,c G(Fy, ¢;), MITH starts from E4 and Eap to construct search trees.
The attacker looks for the collision in the tree. The halfway point between E4 and E4p is
the isogeny evaluation of the halves of the set £, Liege := {1, 02,..., {2}, and Lyjgnt 1=
{€ay1, ..., 0.} (for simplicity assume that n is even). Let J be the set size of all elliptic
curves defined over I, that are isogenous to E4, constrained to &, in the halfway to Ep.
We observe that the set size is |J| = |S|™/? — 1; thus the attack average-case isogeny
computation is about ~ 271°8(SD/2 " Setting nlog(|S|) to be ~ log(p)/2, the attack’s
average-case complexity is 2!°8 (P)/4,

4.5 Chapter Summary

In this chapter, we have presented a new class of trapdoor-VDFs that have a large ensemble
of trapdoors for each VDF instantiation. In the proposed scheme, a secret trapdoor,
chosen randomly from the ensemble by Challenger, is used to generate a challenge. In a
few steps, Challenger can obtain the answer to a challenge by using the secret trapdoor.
Without knowing the secret trapdoor, a Solver on the other hand must perform the long
sequential computations. We have also presented a trapdoor-VDF instance from the action
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of class groups on supersingular elliptic curves with bilinear pairings being used for public
verification.
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Chapter 5

ChronoCloak: An integrated Solution
for Mitigating Premature Disclosure
in Oblivious Digital Dissemination

With the increasing use of online digital content delivery, such as games, videos, and
magazine articles, there are scenarios where it is crucial to prevent premature revelation of
the distributed content and, at the same time, allow a recipient to choose any specific item
of the content bundle in a privacy-preserving manner. This chapter presents an integrated
solution, namely ChronoCloak, which aims to address both the premature exposure of
the sender data and the privacy preservation of the receiver interaction. ChronoCloak
allows a sender to transmit a set of secrets through a puzzle, which can be solved via a
lengthy computation. Upon solving the puzzle, the receiver recovers only a subset of the
secrets that is oblivious to the sender. It also allows the receiver to securely outsource
the computation with public verifiability, yet only the intended receiver can retrieve a
subset of secrets using the puzzle solution. We also present an ideal functionality for
ChronoCloak and provide a generic protocol implementing this functionality in the random
oracle model, utilizing a ChronoCloak instance constructed using a trapdoor-VDF and an
oblivious transfer protocol. A slightly shorter version of the work presented in this chapter
appeared in [160].
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5.1 Introduction

In certain cases of digital content distribution, it is crucial for the distributor to be able
to send a selection of time-locked items (e.g., games, videos, or magazine articles) to a
recipient who can then choose and unlock one of those items after a predetermined time in
a privacy preserving manner so that the distributor is unaware of the recipient’s choice. For
example, the publisher of a weekly magazine may send digital copies of encrypted articles of
an upcoming issue to its reader base in advance. Then, a pay-per-article subscriber, on or
after the publication date, can decrypt one of the articles of their choice that is oblivious to
the publisher. The core issues, namely time-locking of contents and their oblivious transfer,
in the aforementioned applications can potentially be addressed by carefully deploying
relevant cryptographic primitives and other necessary functional blocks. For example,
one existing solution is a time-release oblivious transfer employing a verifiable ID-based
encrypted blind signature [157], where a trusted third party (time server) is used to ensure
the release of the message at a predetermined time in the future. Time tokens can be
broadcast periodically only if the server is online. In the work of [112], privacy is guaranteed
only for a limited period of time. As in [I57], [I12] uses a time server to release a private
key that enables the sender to learn the receiver’s choice after a specified amount of time
has passed. A second solution can be constructed using [15])’s framework, which is an
inefficient method of constructing similar functionality using multiple primitives. However,
no concrete construction has been proposed. As a trusted setup can be difficult to perform
securely, using multiple primitives as a solution may require multiple calls to a trusted
setup. This significantly complicates the system setup process, increasing potential security
risks. We then ask: If both issues occur simultaneously in a system, how can we address
them in a single solution?

Contributions. In this work, we consider an integrated approach to address time-delayed
decryption and oblivious transfer and propose a solution called ChronoCloak. Through
ChronoCloak, the sender and receiver interact via secret trapdoors and construct a joint
puzzle. After solving the puzzle via a lengthy computation (i.e., a sequential computation
of length T" € N), the receiver can obliviously retrieve a subset of the sender’s secrets. More
importantly, our ChronoCloak allows the recipient to outsource the lengthy computation
to an external solver without worrying that the latter can decrypt the sender’s secret.
This is because the puzzle is jointly generated using the secrets of both the sender and
the intended recipient; thus, recovering the transmitted secret requires more than just
the solution to the puzzle - it also requires the recipient’s secret. In this chapter, we
introduce an ideal functionality for ChronoCloak and propose a generic protocol that takes
any ChronoCloak construction proven secure in a game-based setting and lifts it into a
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UC-secure implementation of this functionality, resulting in stronger security guarantees.
Specifically, we present a ChronoCloak instance constructed using an oblivious transfer
protocol and a trapdoor-VDF, which, when integrated into our protocol, achieves a UC-
secure implementation.

5.1.1 Related Work

As discussed previously, in the literature there are proposals for constructing Oblivious
Transfer (OT) protocols with time-release delays, among which [55, 112, 157] are the most
pertinent. The problem of sending messages into the future with conditional oblivious
transfer was considered by Crescenzo et al. [55]. In the case of delayed release, the authors
of [157] incorporate a trusted third party as a time server to ensure the scheduled release
of the message. However, in the work of [112], the receiver’s choice privacy is maintained
within a limited time frame. Similar to [157], the work in [112] uses a time server to release
a private key that allows the sender to learn the receiver’s choice after a specified time.
As the time server generally requires the release of some secrets at every time interval,
the reliability and security requirement for the protocol’s trusted-party extend beyond the
one-time setup of initializing the protocol parameters.

Delay-based primitives. Aside from time servers, several cryptographic primitives have

been proposed to guarantee time delay, such as time-lock puzzles (TLPs) [131], proof of
sequential work [2) 51, , 114], and verifiable delay functions (VDF) [44, 69, , ,
] (and its relative trapdoor VDF [156, 159]). The aforementioned primitives however

posit an adversarial model that is non-simulation based. Hence, they do not provide any
composability guarantees (that is, securely integrating them into more complex protocols
is not intuitive). This shortfall can be addressed by the universal composability framework
[306]. Baum et al. [16] propose UC-secure TLP construction based on the repeated-squaring
assumption in the random oracle model. Later on, they extend their work to a UC-secure
TLP with public verifiablility and VDF in [15]. There are also other works that discuss
time-lock puzzles, with public verifiability, that uphold composability, such as [5, 68, 77, 93].

Oblivious transfer. The concept of oblivious transfer was initially introduced by [129].
Since then, it has been a crucial building block in many secure multi-party computations
[47, 89, 83]. Over time, different constructions of OT protocols have been developed based
on different assumptions. One notable example is the Chou-Orlandi OT scheme [18],
which is a three-round OT based on Diffie-Hellman (DH) key exchange. Although the
Chou-Orlandi scheme did not achieve UC security [13, 84, |, their core idea inspired the
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design of secure and more efficient OT protocols such as [3, 38, , 58], Also, there are a
number of isogeny-based oblivious transfer constructions, including [3, 9, 12, 99, 58, ].
In [3], the authors propose a framework for developing cryptographic primitives, which is
amenable to group actions such as CSIDH [11] and CSI-FiSh [21]. Using their framework,
the authors describe the construction of a variety of cryptographic primitives, including a
(inefficient) statistically sender-private OT protocol. A notable work by Lai et al. [100]
presented an efficient OT construction based on a variant of computational CSIDH, the
reciprocal CSIDH assumption. They rely on the existence of an efficient quadratic twist
map in a CSIDH setting (which has no analog in a DLP setting) to obtain an optimized
2-round version of a tweaked 3-round variant of the Chou-Orlandi OT scheme. In a trusted
setup model, they use the quadratic twist and “proof of decryption” (PoD) mechanisms
[18] (that was used in [13] and pointed out in [18]) in order to achieve a fully-simulable
OT construction. However, their PoD assumption had a security flaw that was rectified
in the revised version [99], which required two extra rounds, resulting in a four-round
OT construction. An optimized OT extension to the work of Lai et al. [100] has been
proposed in [9], reducing the overall number of isogeny computations. However, it does
lead to a weaker notion of OT security, i.e., OT with selective failure attack. Moreover,
they propose four and two round-optimal OTs in the plain and common reference string
models, respectively. On the other hand, we note that some of the isogeny-based schemes
such as [12, 58, 150] have been affected by recent attacks [10] on SIDH, but there is no
known way to extend such attacks to the general isogeny problem. There are several other
assumptions that can be used to construct oblivious transfer, such as lattice-based [121]
and code-based [50, 64, 30].

Organization. We begin Section 5.2 by introducing the essential concepts of the security
model and the related definitions of the building blocks of our work. Then, we discuss the
underlying UC Framework and our proposed Operation Unit in Section 5.3. In Section 5.4,
we introduce the notion of ChronoCloak and its ideal functionality. Section 5.5 presents a
generic protocol based on the ChronoCloak definition. Section 5.5.2 then shows that our
generic protocol is UC secure, implementing the intended functionality of ChronoCloak.
In Section 5.6, we present an instance from delayed oblivious transfer. Finally, Section 5.7
concludes with our closing remarks.

5.2 Chapter Background

Computational indistinguishability. Following previous works, we will adopt some
notions from [36, 100]. We represent a probability ensemble X by {X(z, A)}. » to define
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an infinite sequence of random variables indexed by z € {0, 1}* and . Further, we say that
X ={X(2, N}seron+,xr and Y = {Y (2, A) }.eqo,13+, 1 are computationally indistinguishable
(denoted by X = Y) if for every PPT distinguisher D there exists a negligible function in
A (denoted by neg())) on all z € {0,1}* and large A € N, it holds that

IPr[D(X(z,A) =1] = Pr[D(Y(z,A)) = 1]| < neg(\).

5.2.1 UC Security Model

In this work, we use the universal composability framework to evaluate the security of our
proposed protocol, using the notations from [30, 88, |. Introduced by Canetti in 2001,
the UC framework is a strong security model that ensures the security of the protocol
regardless of how it is composed with other protocols. This is achieved by considering not
only the isolated execution of our protocol, but also the environment it operates in. Here
is a summary of the key definitions within the UC security model.

Ideal Functionality

In the UC framework, the ideal functionality F acts as a trusted third party. It allows
parties to securely compute output(s) based on their secret input(s) while ensuring that no
unintended information is disclosed to either party beyond what is specified by F. Hence,
it is an abstract definition that precisely outlines what the protocol is supposed to achieve
without giving specifics on its implementation.

For example, consider two-party protocol I' in the UC framework where its functionality
F is defined as F := (Fy,Fy) : {0,1}* x {0,1}* — {0,1}* x {0,1}*. In this setup, the first
party, providing input z;, aims to receive the output Fi(xy,z5), while the second party,
providing input xs, seeks Fy(x1, 25). This setup ensures that each party obtains only their
designated output based on both of their inputs, so that no unintended information about
the inputs of the other is disclosed beyond what is strictly specified by F.

The ultimate goal of using the concept of ideal functionality F in the UC framework is to
ensure that any protocol I realizing its intended functionality F can be safely replaced with
F itself in any larger more complex system (or protocol) without compromising security.

Static Corruption

Parties in the UC model are classified either as honest or corrupted. Honest parties follow
the protocol specification, whereas corrupted parties (controlled by an adversary) deviate
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from the protocol specification. In this work, we consider the UC model with static cor-
ruption, which means that honest parties remain honest throughout the execution of the
protocol and corrupted parties remain corrupted.

Environment Distinguisher

The Environment Distinguisher Env serves as an external entity that models all external
influences on the protocol. This includes generating inputs of the protocol’s parties (includ-
ing the corrupted ones and the simulator A’s auxiliary input) and observing the outputs
that these parties return. Also, Env interacts with the adversary A, who may corrupt some
of the parties.

The core task of Env is to distinguish between the ideal world (where parties interact
via the intended ideal functionality F) and the real world (where parties execute the actual
protocol I'). Informally, it differentiates between these two worlds based on its observations
of the outputs and its knowledge of the inputs it has provided. In the context of our
work, Env also implicitly accounts for the total execution time, or delay, when making
its decision. In addition, Env engages in active interaction (not passive) in an attempt to
identify whether it operates in the ideal world or the real world.

In the UC framework, the security argument asserts that if no Env can distinguish
between the ideal and real worlds with a non-negligible advantage, then the protocol is
considered to securely realize the intended ideal functionality of I'.

Adversarial Models

In the UC security model, two types of adversaries are typically considered based on their
capabilities: semi-honest and malicious adversaries.

Semi-Honest Model: A semi-honest adversary is a curious actor who adheres to protocol
specifications and does not alter its initial inputs, as per some strategy, but attempts to
gain critical information from its observations.

In this context, the view of the jth party, denoted by vieW]F»7 during the execution of
a protocol I' includes everything observed by the party, such as its initial input z;, ran-
dom tape and received messages. The output of the jth party, denoted by outputg, is
obtained from its viewg(xl7 x9). In a protocol that implements a deterministic functional-
ity F := (Fy,Fy), the correctness of the protocol is simply defined as {output} (), z1, z2),
outputy (A, T1, T9) }ay 2on = {F1(71, 2), Fa(1, x2)} for the input pair (x1, z5) and a security
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parameter A € N. This ensures that the output produced by the protocol with given inputs
deterministically reflects the expected output of F.

Our goal is to show that the view of any party during the execution of a protocol can
be simulated using only its input and output, without needing any direct information from
the actual execution of the protocol.

Definition 4. Against semi-honest adversaries, a protocol I securely implements a deter-
ministic functionality F:= (Fy, Fy), if there exists a simulator A; such that

{outputjr-(/\,xl,xg)}mm’)\ = {F;(z1,22)} and
{"le(Avxﬁ Fj('rlvx?))}ml,mz,)\ = {Vl.eWg()"xth)}fCl,fﬂz,)\‘ vj S {17 2}’

Malicious Adversarial Model: A malicious adversary, denoted as A, has no restrictions
on its choice of adversarial strategy. Depending on its approach, it may deviate from
protocol specifications, alter its inputs, or adoptively change its strategy. This may involve
sending incorrect messages, aborting the execution, or even choosing not to send any
messages. Hence, the malicious adversarial model allows us to capture a wide range of
real-world attacks.

In this work, we discuss the security of our proposed protocol in the presence of a
malicious adversary. In this model, we cannot analyze security solely based on the existence
of a simulator that indistinguishably simulates the view of the jth party (corrupted by A;)
as outlined in Definition 4. This is because of the capability of A; to deviate arbitrarily
from I" and alter its inputs (e.g., z;). As a result, in the security analysis, our goal is to
establish that what an adversary A; can do in the real execution of a protocol is no more
than what it can do in an ideal scenario.

Modes of Executions

Here, we outline protocol execution in different scenarios taking into account the complex-
ities introduced by a malicious adversary A, including the actual execution of the protocol
(real execution), the execution with an intended behavior (ideal execution), and a hybrid
version that combines elements of both.

Real execution. This scenario involves parties interacting directly to execute a protocol T'.
We denote the distribution ensemble of all parties’ outputs from the real execution of T',
where one party is corrupted by A, as Realr a gny-

Ideal execution. As the name suggests, the ideal execution represents a scenario where
parties interact through the ideal functionality F of a protocol I', which acts as a trusted
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incorruptible third party. In other words, this execution should follow the expected behav-
ior of I' through F.

Briefly, after parties obtain their inputs, the honest party sends its private input to
F, and a simulator (i.e., an ideal world adversary, denoted by A) sends the corrupted
parties’ inputs to F. At an early stage, A can also send an abort message to F, which
then forwards it to all parties to terminate the execution. If no abort message is sent, F
computes the outputs for all parties based on the given inputs and then sends the outputs
of the corrupted parties to A. A then signals F to either send the corresponding outputs
to the honest parties or abort the execution. We denote the distribution ensemble of all
parties’ outputs from the ideal execution through F, where one party is corrupted by A,
as Idealg 4 g,

Security definition with ideal and real execution. Put simply, our goal is to establish that
a malicious adversary A in the real execution of the protocol does not has more advantage
than A has in the ideal execution. In other words, for a protocol to be secure, we need to
show that there exists a simulator A in the ideal execution that can simulate the execution
of the real protocol in the presence of A.

Definition 5. Against malicious adversaries, a protocol I securely implements a deter-
ministic functionality F if

3 a simulator A s.t. Idea/,_—AEnv = Realr a Env,

for any probabilistic polynomial-time adversary A and distingusher Env.

It is obvious that, for A to correctly simulate the real execution, it must obtain the
input of A (which may be altered) and then use it to participate in the ideal execution.
In more detail, using a blackbox approach, the simulator A interacts with A through real
protocol interactions to extract A’s inputs. The extracted inputs are then passed to F to
obtain A’s corresponding output. As a result, A can correctly simulate the real execution
based on inputs from both honest parties (in the ideal world) and A. The simulator’s
transcript is therefore indistinguishable from the real execution and consistent with the
ideal execution (up to some assumptions).

In many contexts, including our work, the A extraction process can be challenging and
may require some kind of trusted setup to simplify it. This complexity is pointed out by
Canetti et al. [37]. Hence, we present a scenario for a hybrid version of the execution.

Hybrid execution. In this scenario, we assume the execution of a complex protocol that
involves calls to a subroutine(s) like a hash function or other primitives/protocols such
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as oblivious transfer protocol. We also assume that some of these subroutines are UC-
secure, enabling us to replace them with their ideal functionalities (e.g., IA:1, e IA:n) when
constructing the protocol. This replacement simplifies the security proof of our protocol.
Therefore, we say that the (IA:17 cee Ien)—hybrid execution of the protocol is the one where
parties interact not only with each other, as in real execution but also through a trusted
entity, IA:1, oo B Finally, we use the notation Hybrid ’A"E’nv" to represent all parties’ output
ensemble from the real execution in which parties (one of whom is corrupted by A) have
access to functionalities Fl, cee Fn.

Security definition with ideal and hybrid erecution. Following our discussion, we redefine
our security in Definition 5 as follows:

Definition 6. Against malicious adversaries, a construction I' securely implements a de-
termanistic functionality F in the (Fy,--- , F, )-hybrid model if

3 a simulator A s.t. Idealg ; g, = Hybr/dl’fl/’\'Env ,

for any probabilistic polynomial-time adversary A and distingusher Env.

5.2.2 Related Functionalities

In this subsection, we define some key ideal functionalities essential to our work, including
those for the oblivious transfer protocol and the random oracle.

Ideal Functionality of the Oblivious Transfer Protocol, Fot

In Figure 5.1, we present the ideal functionality of 1-out-of-2 oblivious transfer protocol,
namely FoT.

The ideal functionality For.

Commit: Upon receiving (Commit, sid, Pg, i € {0,1}) from Pg, check if a (Pg, Pg,
sid, i € {0,1}) was previously stored. If yes, ignore; otherwise, store (Pg, Pg, sid,
i € {0,1}) and output (Commit, sid, Pg) to Pg.

Challenge: Upon receiving (Challenge, sid, Pg, mg,m) from Pg, check if a (Pgr, Pg,
sid, i) was previously stored. If not, ignore; otherwise, send (Challenge, sid, Pgs, m;)

continued on the next page
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to Pr and (Challenge, sid, Pg) to Pg.

Figure 5.1: 1-out-of-2 oblivious transfer ideal functionality (For).

Ideal Functionality of a Random Oracle, Fro

In our study, we analyze our protocol within the random oracle model. In a context
relevant to our work, it has been shown that achieving a universally composable secure
time-lock puzzle is not possible outside of this model [5, 111]. In our case, the reason will
be discussed in Subsection 5.3.2.

In Figure 5.2, we present the ideal functionality of the random oracle Frg that defines a
uniformly random function : {0,1}* — #H. This functionality is initiated by the simulator
A with an empty record, H. When a query is received from a party, P, it checks if there
is a record containing an entry (—, inString) in H. If there is, it retrieves str € H from
H, i.e., retrieve (str, inString) <— H. If there is not, it samples an element str <—g H, and
then adds the tuple (str, inString) to H. Finally, it returns str € H to P.

The ideal functionality Fgro.

Initiate: Upon receiving (Initiate, sid) from A, setup an empty record H, representing
the state of Fro : {0,1}* — H; and no further messages of this type is accepted.

Query: Upon receiving (Query, sid, inString € {0,1}*) from participant P, return
(Query, sid, str € H) as follows: (i) If (-, inString) ¢ H (i.e., previously, there is no
record containing an entry inString in H), sample str <—g H and then add the tuple
(str, inString) to H. (ii) If there is a record containing inString in H, retrieve str from
H (i.e., retrieve (str, inString) < H).

Figure 5.2: The random oracle ideal functionality (Fgro).

5.3 Underlying UC Framework and Operation Unit

In this section, we present an overview of the underlying UC framework to be used in
the remainder of this chapter. We first present an informal definition related to a generic
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sequential function. Following this, we highlight the concept of capturing the abstract
progression of computations through a series of ticks from a global ticker Fq,. To capture
computation costs (expressed in ticks from Fgy), we then introduce an operation unit
(OU) and its ideal functionality (Fou), which each party accesses to execute a protocol’s
algorithms.

Long Sequential Functions. We use 7" to characterize the difficulty of a function, which
represents the amount of sequential work required to compute its output for any random
input with a polynomially large number of parallel computations. A short function has
a small T, while a function with a large T is considered a long function. Throughout
this work, we refer to the long sequential function as SeqEval. SeqEval is defined with
parameters for its domain and range. A shorter version of SeqEval, referred to as a shortcut
or trapdoor, is denoted by tr.

Abstraction of Steps in UC Framework

In this chapter, we use the abstract concept of “ticks”, introduced in [10], to capture sequen-
tial computation, a replacement for the step-based abstraction used in previous chapters.
The objective is to express different timing assumptions within the UC framework through
the tick abstraction. In other words, tick serves as a unifying abstraction to coordinate be-
tween different events (e.g., computational steps and message delivery) without explicitly
synchronizing parties or exposing concrete time. So, this abstraction models a universal
discrete units of passing time. Using this abstraction, parties and protocols do not ask
for current time itself but rather observe events triggered by time passing. Thus, timing-
related actions and activities become implicit within functionalities or protocols, as they
have the flexibility to interpret ticks according to their own assumption. For instance,
computational steps evaluating SeqEval can be represented as x number of ticks while at
the same time represents y number of ticks to deliver a message in a channel.

Ideal functionality of Global Ticker

As depicted in Figure 5.3, our framework relies on the ideal functionality of a global ticker
(Fak) from [16], providing ticks on a one-at-a-time basis. Fgy is designed to capture the
units of passing time and starts with an empty record of enrolled functionalities and parties.
Our work implicitly assumes that all relevant functionalities and parties of a protocol are
enrolled with Fgy.
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The ideal functionality F.

Enrollment: Upon receiving Enroll from a party P (resp. for a functionality F), add P
to P (resp. add F to F); then send back Enrolled.

Ticked request: Upon receiving IsTicked from F € F and F ¢ Lg, add F to Lg, and
send ticked to F; otherwise, send NotTicked to F.

Ready: Upon receiving Ready from P € P, add P to Lp, and send Success to P.

Tick: Upon receiving tick from Env, if P = L,, set both L, = & and L¢ = &, and send
ticked to the adversary A. Otherwise, send NotTicked to Env.

Figure 5.3: The functionality of Fyy-global ticker from [16].

Fak’s ticks are initiated by the environment Env’s query Tick, but Fgy will only tick if
all parties have sent (in an arbitrary order) a Ready query. Moreover, to emulate a delay
based on computation, parties do not (directly) receive notification of ticks (excluding sim-
ulator /l) They rather discretely query the relevant functionalities, which in turn respond
appropriately to each query based on its internal state. Upon query such as Elicitate, func-
tionalities first check (via IsTicked) with Fy to determine if a tick has occurred. In such a
case, the functionality’s Tick interface is triggered internally. After that, the functionality
returns the appropriate message (on request) to the relevant party(ies). Once all relevant
functionalities have responded, the party submits a Ready query to Fgy, requesting an ad-
vance to the next tick. For clarity, we assume that the query messages to/from Fqy are
handled implicitly in our protocol due to their repetitiveness.

Generally, the environment is capable of conducting computations instantaneously rel-
ative to other parties, e.g., it can perform computation before activating honest parties.
To effectively simulate time delay and align with a more realistic model, we propose a
global operation unit OU, mandating that all parties utilize the OU for any form of arbi-
trary computation. The OU operates under tick-based functionality governed by Fg. This
ensures that no party, including the environment, can advance computationally ahead of
others, constraining the environment’s advantage.
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5.3.1 Modeling Operation Unit

Here we introduce an operation unit OU with a finite instruction set (INST). OU is formally
defined as follows: OU : INST x STR — STR, where STR is the input/output space. Each
party P has private access to OU, through which P executes algorithm steps. To execute
an algorithm, P translates the steps into a sequence of instructions (i.e., a sequence of
instructions executing a step S is referred to as Insts = {Inst;};cp s.t. & € N and all
Inst € INST) and parses the input in STR’s format. P has the flexibility to construct Instg
arbitrarily (of polynomial size), reflecting the strategy used to achieve the desired output.

OU’s execution model: Let 7 be a global function that takes Instg as input and
outputs an integer 7 € N, representing the number of ticks required for Instg’s execution.
To emulate computation costs (in ticks), we introduce the ideal functionality Foy, which
captures the process of executing OU described earlier. To mimic OU’s execution cost, Foy
computes the instruction sequence Instg instantly on a given input in but withholds the
output until 7 = 7x(Instg, in) ticks have elapsed. As depicted in Figure 5.4, to initiate a
session with Foy, P sends (Initiate, sid) to Fouy, which creates two empty lists, namely L;,
and L,,;. To perform an execution, P submits (Evaluate, sid, Instg, in) to Foy. Promptly,
Fou evaluates the instruction sequence, storing the query and the execution output in L;,,
then it informs P with 7. At every tick, for every query in L;,, if 7 = 0, move the query
from L;, to L,,, otherwise it decreases 7 by one. After 7 ticks have passed, P sends
Elicitate query to Foy, which returns all queries of P, containing the execution outputs.
To simplify the notations, for evaluating a function SeqEval, P simply sends (Evaluate, sid,
SeqEval, in := c || RandSeed) to Foy, instead of submitting a set of explicit instructions
as (Evaluate, sid, Instseqeval <— P(SeqEval), in <« P(zh)) to Fou. In light of the above
discussion, we can define T to be 7%(SeqEval, c).

The ideal functionality Foy.

Initiate: Upon receiving (Initiate, sid) from P;, store sid and initiate two empty lists,
namely L/, and L7 ;. Output (Success, sid) to P;.

Evaluate: Upon receiving (Evaluate, sid, Instg, in € STR) from P;, compute
out < OU(Instg,in) and 7 = 7p(Instg,in). Add (P;, Instg, sid, 7, out) to L}, and
send (Success, sid, Instg, 7) to P;.

J
m?

Tick: In every tick, and for every query in L , if 7 > 0, then decrease 7 by one and

continued on the next page
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J
out*

update the query. If 7 = 0, then move it from Lgn and add it to L

Elicitate: Upon receiving (Elicitate, sid) from P;, pop all entries in L?,, with (Pj, -++)
and send (Elicitate, sid, resp) to P;, where resp denotes the popped entries.

Figure 5.4: The ideal functionality of the operation unit, Foy.

5.3.2 Non-Committing Technique

Achieving universal composable security for delay-based protocols, as in our work, is chal-
lenging. As in the UC framework, the simulator cannot extract more secret inputs from
honest parties than is permitted by the ideal functionality of the protocol. By design,
this ensures that the protocol transcript does not unintentionally leak any of the parties’
secrets. As a result, the simulator must simulate the real execution of a protocol without
some of the honest parties’ inputs, as these inputs may not be available before the delay has
passed. This makes the simulation of the protocol distinguishable from the ideal scenario.

FExample. Consider a time-release protocol constructed using an encryption scheme I'e :=
(En, De), and two equivalent functions: tr : C — K in F with difficulty ¢, and SeqEval : C —
K with difficulty T" in which t << T'. This protocol is designed to send a secret message to
a receiver, which can only be retrieved after a predetermined time 7. To send a message
m € {0,1}*, the sender computes ct = I'c.Eng(m), where sk = tr(z) € K and z is a
random element in C. The sender then sends the pair (ct, z) to the receiver. To extract m,
the receiver needs to compute sk = SeqEval(x), and then computes m = I'c.Deg(ct). In
this setup, the simulator cannot obtain the secret input message (m) from the honest sender
in the ideal world scenario without following the protocol’s intended functionality, which
involves waiting for the specified time delay T'. Before this time elapses, the simulator,
acting as the honest sender in the real world, is required to send the pair (c¢t’, z), in which
the ciphertext (ct') is constructed without knowing the honest sender’s input (m). Later,
after time 7', the ciphertext can be decrypted using the secret key sk = SeqEval(x) to obtain
m’ = T'e.Deg(ct’). As a result, there is an overwhelming probability that the ciphertext in
the real world scenario will not decrypt to the correct message (m). It follows that the real
and ideal execution of the protocol can be distinguished simply by comparing the message
obtained in the real scenario (m') with the expected message from the ideal scenario (m).

To address this issue, we redesign the protocol to run within the random oracle model.
This also involves modifying the protocol to use a non-committing encryption scheme and
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forcing the sender to make one or more queries to the random oracle. This approach is
known in the literature and is used in different works, such as [5, 13, ].

Ezample continued. Let Hash : {0,1}* — K be a cryptographic hash function and T'g
be a non-committing encryption scheme defined in Subsection 2.1.2. In the new design,
we model Hash by a random oracle Frg. Another key difference here is that the sender
computes ¢t = I'gc.Eny(m) instead of ¢t = I'e.Eng(m), where h := Hash(sk), sk = tr(x),
and x <—g C. In the hybrid scenario, the simulator, acting as the honest sender, sends a
dummy ciphertext (ct') at an early stage, before time T' elapses, where ct’ is sampled at
random from the ciphertext space CT. After time T, the simulator, acting as a receiver
in the ideal scenario, obtains the honest sender’s message (m) from the ideal functionality
of the protocol. The dummy ciphertext can then be decrypted to the obtained message
(m) using the appropriate decryption key, which is derived from the extractor algorithm
(T'e.Ex) and supplied through Fre. In particular, after obtaining m, the simulator observes
any query to Fro of the form (Query, sid, sk = SeqEval(z)), and responds with (Query,
sid, sk, h := T'e.Ex,,(ct’)). As a result, the decryption of the dummy ciphertext (ct’) will
return the expected message (m), and thus the hybrid scenario of the protocol will be
indistinguishable from the ideal scenario.

5.4 ChronoCloak

In this section, we first present a formal definition of ChronoCloak and its desired proper-
ties. This definition serves as a basis for arguing the security of a ChronoCloak construc-
tion within the game-based framework. Toward UC security, we introduce an extended
definition that also requires simulatability (Subsection 5.4.2) and then define the ideal func-
tionality of ChronoCloak (Subsection 5.4.3). As we will show in Section 5.5, the extended
definition will enable us to uplift a ChronoCloak construction from a game-based model
to one that realizes ChronoCloak’s ideal functionality, achieving UC security.

5.4.1 Definition of ChronoCloak
Definition 7 (ChronoCloak). ChronoCloak is a tuple of algorithms (Setup, Commit,
Challenge, Solve, Verify, Open) defined as follows, where M, S, Cgr, Cs, Y and 11 refer

to the message, secret, commitment, challenge, answer and proof spaces, respectively.

— Setup: a randomized algorithm that takes a security parameter X and a difficulty T.
It runs in time Poly(\) and outputs a public parameter pp.
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Commit: a randomized algorithm that takes pp and i € {0,1}; it selects a random
secret sk, < S, and generates and outputs, in time Poly(\), a commitment ¢ € Cg
of i, and sk,.

Challenge: a randomized algorithm with input pp, (mg,m;) € M?, and ¢ € Cg. It
selects sk. < S, and computes and returns, in time Poly()\), a challenge ¢ € Cg of
c associated with an answer a.

Solve: a deterministic algorithm that runs in time T with Poly(\) parallel processors.
It takes as an input pp and a challenge ¢ € Cg; it returns an answer a € ) and a
proof ™ € 11.

Verify: a deterministic algorithm that receives pp and ¢ € Cg with its proposed answer
a € Y and proof m € I1. In time polynomial in logT" and A, it returns ACCEPT if a
is the correct unique answer to ¢ with respect to w, otherwise it returns REJECT.

Open: a deterministic algorithm that runs in time Poly(log T, \). It takes as an input
pp, sk., and a challenge ¢ € Cg with its answer a € Y and proof m € 11, with the
knowledge of sk, € S, it returns m; € {mg,m1} if a is the unique answer to c
regarding m, otherwise it returns L.

ChronoCloak properties. Let A be adversary represented by a set of polynomially bounded
algorithms (or/and strategies, which are both referred to by A), e.g., A := (A;,As). Let
A; be an offline algorithm, running on time Poly(T, \) that outputs pc a pre-computation
of pp. Furthermore, it is the internal coin tosses of ChronoCloak’s algorithms that yield
all the probabilities. The outputs generated by an algorithm and enclosed within brackets
[-] are secret, e.g., sk, is the secret output of (¢, [sk,]) <—s Commit(pp,i). The following
assumes that all statements are true for any A\, T, and pp <gs Setup(1*,T). A secure
ChronoCloak consists of a set of properties.

— Correctness. For every {mg,m1} < M?, and i € {0,1} and for every honest chal-

lenge ¢ «—¢ Challenge(pp, ) of an honest (c/, [sk,|) <—s Commit(pp, i), Open(pp, sk, c,
a, ) always returns the intended m; from an honest answer (a, 7) < Solve(pp, c) that
Verify accepts with probability one.

— Uniqueness. ChronoCloak is unique only if, for every challenge ¢ € Cg of ¢/, there

exists exactly one valid answer (i.e., (a,7) < Solve(pp, c)), that Verify accepts, and
this is the only answer through which Open returns m € {mg, m;}, satisfying:
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a' #a pp <5 Setup(1*,T), pc < Ai(pp),

and (c, [sky]) <= Ag(Commit, pp, [i]),
Pr Verify(pp, ¢, a’, ©') = ACCEPT . ¢ < Challenge(pp, ¢, [mg, m1] € M?),
or (a,—) < Solve(pp, c),
Open(pp, sk..,c,a’,n") #L1 (a’, 7', skl.) < As(pp, pc, [sk;], c).

is a negligible function of A, for any adversary A := (A;, Az, A3). Although the answer
a must be unique, the proof 7 does not.

— Sequentiality. ChronoCloak is sequential only if no adversary A can obtain the correct
answer before an honest solver. Let Agore be an online algorithm that proposes a’
in a shorter time than executing Solve(pp,c) (i.e., in less time than 7). For any
adversary A := (A1, Az, Aghort ), we have

pp s Setup(1*, '), pc < A1 (pp),
(C/7 [Skr]) A AZ(Commit7ppa [Z])a
Pr| a’=a : c <y Challenge(pp,c’, [mo, mi] € M?),
a/ — Ashort (pp7 pc, C>7
(a, ) < Solve(pp, c).

is a negligible function of A. This must also hold for both A; € A and A, ¢ A.

— Hiding. ChronoCloak is hiding only if, for every challenge ¢ € Cg of ¢/, and answer
a < Solve(pp, c), it holds that:

pp s Setup(1*,T), (pc, [mo, m1]) < A1 (pp),

(¢, [sk,]) ¢ Commit(rp.1]). ] +=s {0.1), 1
Pr| & =0 : Chall , | mo,my forb=0 — =

C < a enge(pp, c, [mé)’ mll] g M2 forb=1 )7 2

(a, ) < Solve(pp, c), V' < A4(pp, pc,c/, c,a).

is a negligible function of A, for any adversary A := (A, Ay).

— Secrecy. ChronoCloak is secretive only if there is no adversary, corrupting the re-
ceiver, inferring any extra information than inferred by an honest receiver. Hence,
for any adversary A := (A1, Ag, Az, A5, Ag), we have
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pp s Setup(1*, T'), pc < A (pp),
(¢!, [sh])  As(Commit, pp, 1)
. ¢ <3 Challenge(pp, ¢/, [mg, m1] € M?),
(&', —, sky) < As(pp, pc, [sky], ), ™y < As(pp, pc, [sk;], ¢, &)
i < As(pp, pc, [sk;], ¢, a’, ;).

my—; = Mi—y,
and ml =m;

Pr

is a negligible function of \.

— Privacy. ChronoCloak is private only if the ¢, of 7 is indistinguishable from ¢/, of '.
For any adversary A, we have

pp s Setup(1*,T),
Pr [ A(pp.¢) =i+ [i] <5 {0.1) 12
¢’ <—g Commit(pp, [7])

is a negligible function of .

5.4.2 Extended Definition of ChronoCloak

We now present an extended definition of ChronoCloak.

Definition 8 (Simulatable ChronoCloak). A Simulatable ChronoCloak is a secure Chron-
oCloak (Setup, Commit, Challenge, Solve, Verify, Open) as defined in Definition 7, where
the Challenge algorithm is identical to the original definition except that it returns the secret
answer a.

Challenge: a randomized algorithm with input pp, (mg,m;) € M?, and ¢ € Cr. It
selects sk. <—¢ S, and computes and returns, in time Poly(\), a challenge ¢ € Cg of ¢ and
its secret answer [a].

A Simulatable ChronoCloak satisfies correctness, hiding, sequentiality, uniqueness, se-
crecy, privacy, and the following additional properties:

Simulatability of Commit. There exists a PPT Ecommic Such that, for any commitment
c generated under sk,, it outputs a bit i' € {0,1} satisfying 1 = my, where (c,[a]) s
Challenge(pp, ¢, [mg, mi] € M?), and 7 < Open(pp, [sk,], ¢, Solve(pp, c)).

Simulatability of Challenge. There exists a PPT Echajienge such that, for any valid
challenge ¢ € Cg generated with (mg,my) € M? and ¢ € Cg, and under sk, it outputs a
pair (my, my) € M? satisfying (my, m}) = (mg, my).
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5.4.3 The Ideal Functionality of ChronoCloak

Now, we present the ideal functionality Fcc that captures ChronoCloak features, shown in
Figure 5.5, which involves a series of interactions among participants. By submitting an
Enrollment message to Fcc, participants are added to the Participant List (P). A receiver
Pr initiates interactions by submitting Commit to Fcc with a choice i. The functionality
only forwards the receiver’s request along with its identity to the sender, illustrating the
concealment of the receiver’s choice. Upon receiving notice of Pg’s query from F¢c, the
sender Pg responds by sending (mg, m;) via Challenge to Fcc. Fcc broadcasts a challenge
(x0) to all parties in P. The functionality only shows the initial chronicle progress to the
receiver, which is independent of any information regarding the messages, illustrating the
prevention of any leak of secret messages (except their length). P; € P prompts sequential
Advance queries to Fcc, obtaining {Xk}ke[T] after all T-ticks, where to obtain y; at a tick,
P; must have x;_; from the previous tick, illustrating the sequentiality of progress. Note
that, following each tick, all parties receive their respective responses from Fcce by calling
Elicitate. Once 7' ticks have elapsed, P; can obtain a proof 7 from Fcc by sending Prove
with (xo0,xr). If P,’s input is not the expected, it receives a REJECT from Fcc. This
ensures that only a unique answer to the challenge will yield a valid proof, which does not
need to be unique itself. Upon obtaining/receiving (xr,7’) from Fcc, Pg retrieves m; by
invoking Open on Fcc, completing the ChronoCloak process.

The ideal functionality Fcc.

Enrollment: Upon receiving (Enroll, sid) from a party P;, add P; to P; then send back
(Enrolled, sid).

Commit: Upon receiving (Commit, sid, Pg, i) from Pg, add the tuple (Pg, Pg, sid,
mo =0, m =@,1, T =0, xo =9, xr =) to InState, where x; is the chronicle
progress; and no further messages of this type is accepted. Output (Commit, sid, Pg)
to Ps.

Challenge: Upon receiving (Challenge, sid, Pgr, T, mg, my) from Pg, if Commit
is received, sample (c;)jeryy s C st.  fe; = ¢ Vj # k. Assign
ChronoSteps|c;] = c;y1 Vj € [T + 1] and updates (Pg, Pgr, sid, mgo, mq, T,
Xo = €1, XT = €141, Tiist = |9]) in InState. Lastly, broadcast (Challenge, sid, xo) to
P and no further messages of this type is accepted.

continued on the next page
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Advance: Upon receiving (Step, sid, x) from P;, perform the following: (i) If
ChronoSteps|x]| is defined, add (P;, Step, sid, x, x' := ChronoSteps[x]) to L;,
and skip the next step. (ii) If ChronoSteps|y] is not defined, sample y’ <3 Cs, set
ChronoSteps|x]| = x’ and add (P;, Step, sid, x, x') to Lj,.

Prove: Upon receiving (Prove, sid, x, x') from P;, add (P;, Prove, sid, REJECT) to L;,
if (x, X')# (xo0, xr), and skip next. A non-corrupt Pg: If there is no (P;,7) € myst,
append (P;,m <—¢ II) to myst, then add (P;, Prove, sid, m) to L;,. A corrupt Pg:
Forward the query to A and wait to receive n’. If «’ ¢ II, halt; otherwise add (P;,
Prove, sid, ©') to Ly,.

Verify: Upon receiving (Verify, sid, x, x’, ©’) from P;, add (P;, Verify, sid, REJECT)
to Ly, if (x, X')# (X0, x1) or (—,7')& myst; otherwise add (P;, Verify, sid, ACCEPT)
to Lln

Open: Upon receiving (Open, sid, x, x’, ©') from Pg, send Pg the response (Open,
5id7 REJECT) if (X7 X,)?é (XO; XT) or (_77T/)¢ Tist ; if not, add (PRv Open7 Sida ml) to
L,,.

Tick: At every tick, set Ly, < L;, and Ly, < @.

Elicitate: Upon receiving (Elicitate, sid) from P;, pop all entries in L, with (P;, ---)
and send (Elicitate, sid, resp) to P;, where resp denotes the popped entries. If (P;,
Prove, sid, 7') € resp, send (P;, (x7, 7)) to Pg.

Figure 5.5: The ideal functionality of ChronoCloak, Fcc.

5.5 Generic ChronoCloak

In this section, we present a generic protocol built on the game-based definition of Chron-
oCloak, as outlined in Definition 8. The protocol uses a non-committing technique to
implement the ideal functionality Fcc in a hybrid model with functionalities Fro, Fou, and
Fak. We then prove that the protocol securely realizes Fcc, showing that Definition 8 of
ChronoCloak, together with the non-committing technique, is simulatable, thus realizing
Fcc in the random oracle model. Let I'e =(KGen, En, De) be a non-committing encryption
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scheme as defined in Definition 2 with a message space M, a key space K, and a ciphertext
space CT := M. Let Hash; : {0,1}* — K and Hashy : {0, 1}* — {0, 1}* be hash functions
modeled by the random oracle Fro, where Hash; is defined as Fro(NECS || -) and Hash, as
Fro(CM || -). Both hash functions take arbitrary inputs and serialize them into strings of
bits.

5.5.1 The Protocol

In Figure 5.6, we present a generic protocol I'r.. based on Definition 8, which is defined
by the parameters (M, S, Cr, Cs, Y, II).

Initialization [Setup]. A trusted party Pprp generates a set of public parameters pp <—g
Setup(\, T"). Prrp sends (Setup, Prrp, pp) to all parties.

Preparation [Enrollment/. Initially, Ps and Pg share a common input pp and sid €
{0,1}*. Using a private input ¢ € {0,1}, the receiver (Pg) decides which message
to obtain. In response to a receiver’s request, the sender (Pg) prepares the relevant
message set (mg, m1) € M?2.

Message 1 [Commit]. First, P computes (¢, [sk,]) <—s Commit(pp, [i]). Then, Pg
sends (Commit, sid, Pg, c¢’) to Pg, and stores sk, internally.

Message 2 [Challenge]. Upon receiving (Commit, sid, Pg, ¢’) from Pg, Pg performs
the following

o computes 79 = Eng,, (mg), M1 = Eng, (my), where sm <g KGen(1?).
« computes (c, [a]) <—g Challenge(pp, ¢/, [mo, 1111]).
 sends (Query, sid, NECS || a) to Fro, and waits to receive (Query, sid, k).

« computes ct := Eng(sm), and sends (Query, sid, CM || ct || sm || k) to Fro, and
waits to receive (Query, sid, cme).

Ps sends (Challenge, sid, Pg, € := (c, ct, cmc)) to Pg.

Message 3 [Solve]. Upon receiving (Challenge, sid, Pg, ¢) from Pg, Pr sends (Evaluate,

sid, Solve, in := (pp, &.c) to Foy and awaits to receive (Evaluate, sid, Instsoye, 7). To

continued on the next page
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obtain (a,r € II), Pg sends T' consecutive (Elicitate, sid) queries to the Foy, stopping
upon receiving the T response (Elicitate, sid, resp) with a non-empty resp # @.

Output [Open]. Upon obtaining (a, 7), P performs the following

 parses ¢ into (c, ct, cmet).
o checks that Verify(pp, c, (a, 7)) = ACCEPT; if no, it outputs L.
« sends (Query, sid, NECS || a) to Fro, and waits to receive (Query, sid, k).

« computes sm := Deg(ct); then it sends (Query, sid, CM||ct|| sm || k) to Fro, and
waits to receive (Query, sid, cml,).

o checks the following conditions: cml, ~ ¢me. If this condition fails, the proce-
dure outputs L. Otherwise, it proceeds to the next step.

« computes 1; < Open(pp, [sk.],c, (a,7)). If 7; =L, it outputs L; otherwise, it
proceeds to the next step.

Finally, Pr computes m; = Dey,, (7).

Figure 5.6: Proposed ChronoCloak protocol I'r.. implementing Fcc.

5.5.2 Security

We will now provide a proof that I'r_. securely implements Fcc.

Theorem 6. Let I's =(KGen, En, De) be a non-committing encryption scheme as defined
in Definition 2. Let (Setup, Commit, Challenge, Solve, Verify, Open) be a simulatable
ChronoCloak outlined in Definition 8. The protocol I'r.. in Section 5.5.1 securely UC-
implements Fcc in the (Fro, Fou, Feax)-hybrid model under a malicious adversary (A) with
static corruption, for any PPT environment Env.

Proof. To prove the theorem, we construct the simulators ./Z(fsv and fl'R (see Figures 5.7 and
send

5.8). Env produces inputs sent to the appropriate parties (i.e., Pg <—— (mg,m1),Pr gend

7, A gend au>~<). The simulator provides the malicious adversary with the matching inputs.

Al (vesp. Aly) simulates T'r.. in the presence of a copy of Ag (resp. Ag), corrupting the
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sender (resp. receiver). The simulations emulate the random oracle Fro with empty state.
Hence, it responds to any query from/to Fro and keeps track of all queries and responses.

Security with Corrupted Sender and Honest Receiver. We present flig who passes
the inputs ([mg, m1], aux) from Env to Ag.

The simulation Af.

1. Initialization and Preparation: On Env’s inputs (X, T'), ~/s simulates Setup honestly.
Then, Ag is invoked with inputs (mg, my, aux) from Env.

2. Message 1 [Commit]: As an honest receiver, Ay computes (c,[sk,]) g
Commit(pp, [¢']) with a dummy input (e.g., i' = 0); then it sends (Commit, sid, Ag, c’)
to Ag and stores sk, internally.

3. Message 2 [Challenge]: Upon receiving (Challenge, sid, Ag, ¢ := (c, ct, cmg)) from
Ag, ,Zlig observes all queries (i.e., inString € Fro.H) made to Fro. Accordingly, A{s
identifies two records in Fro.H of the form (e¢me, CM || ct || stry || stre) € Fro.-H
and (stry, NECS || str3) € Fro.H, which allows it to obtain sm || k < stry || stre

and &' < str3. Following that, Al checks if ct < Eni(sm). If no such records exist
or the validation fails, Aj sets (mg,m;) < M? and skips next step. Otherwise,
Ay calls Echallenge t0 extract (M, M) from c. Then, A computes mg = Degy, (1720),
and my = Deg,, (Mmq).

4. Message 3 [Solve]: After above, A sends (Challenge, sid, Pg, T, mg,m;) to Fec, and
waits for (Challenge, sid, xo). Then, Aj sends (Evaluate, sid, Instsoe + A’ (Solve),
in < Ap(pp,é.c)) to Foy, and receives (Evaluate, sid, Instsoye, 7). In the event
that Ag did not query either or both of (Query, sid, NECS || a) and (Query, sid,
CM||ct| sm | k), A% tracks all queries to Fro, and if query(ies) passes the validation
in Step 3, A outputs ABORT.

5. Output [Open]: After T ticks, A% responds to all Prove queries from Fcc with L
if a’; obtained from Step 3, is not equal to a, obtained from Foy (and skip next).
Similarly, if the challenge € is not well-formed, i.e., cm/, # €.cmq for cm/, obtained
using a and ¢.ct (and skip next). Otherwise, it responds with = € II, obtained from
the solving process in Step 4.

Lastly, once Pg, in the ideal execution, receives m;, fl’s returns Ag’s output to Env.

Figure 5.7: A simulation A% for a corrupted sender and an honest receiver executing T'g..
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Below, we show that Afg’s output is indistinguishable from the real execution and
aligns with the ideal execution. flfg operates honestly within the simulation by generating
pp and acting as a trusted receiver, rendering it indistinguishable from a real execution.
Furthermore, in Step 2, A% does not know Pg’s input (in the ideal case), so it uses a fixed
choice, i.e., ' = 0. Despite this, Env cannot distinguish whether ¢ matches Pg’s input
or not. This is due to ChronoCloak’s ‘privacy’ assumption. As such, the two executions
remain identical.

Additionally, to participate in the ideal execution, /l’s must send mg and m; to the F¢c
at an early stage (i.e., before obtaining ). However, since A does not possess both secret
messages, mgy and myq, it cannot participate in the ideal execution in a way that is consistent
with the real execution. Fortunately, in Step 3, Afg can extract and forward both secret
messages mg and my using ct, cme and through Fro. If it cannot extract both messages,

~/s will select a random message(s) of the same length (i.e., representing the case in which

the adversary did not inquire Frp). This indicates that Ag sends a random string(s) (i.e.,
Mo, and 771;), which implies sending a message(s) that are unknown to Ag (since Ag did
not acquire the corresponding key k). Later on, if Ag makes additional query(ies) for the
missing key, Ag outputs ABORT or returns a suitable key that corresponds to the message
sent to Fcc (in Step 4). However, the probability of Ag forming a valid challenge that
passes in Step 5 is negligible since it has to predict the output of the query to Fro in
such a way that k& = Exg,(ct) (same for cme). In this case, the simulator sends a null
proof message. Accordingly, the Afg can participate in ideal execution with interaction
consistent with input from Env and the adversary’s strategy. As a result, both executions
are indistinguishable.

Security with Honest Sender and Corrupted Receiver. We present fl}% who passes
the inputs ([i], aux) from Env to Ag.

The simulation A,

1. Initialization and Preparation: The simulator obtains (A, T') from the environment
as a common public input. Then, Ag is invoked with inputs (7, aux) from Env.

2. Message 1 [Commit]: Upon receiving (Commit, sid, Ag, c’) from Ag, fl}% calls Ecommit
to extract Ag’s choice i’ from ¢’ (which may differ from ).

3. Message 2 [Challenge]: After above, A samples two bogus messages (17, 17) <—g
M?2. Then, it computes (c, [a]) < Challenge(pp, c’, [1710, M1]), and samples ct <—g

continued on the next page
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CT, and cme g Fro.H2 = {0,1}?*. Finally, it sends (Challenge, sid, Ag, ¢ := (c,
ct, eme)) to Ag.

Simultaneously, A% sends (Commit, sid, Ps, ') to Fcc. After that, it awaits Fec's
(Challenge, sid, xo) messages. Lastly. A% sends (Evaluate, sid, Instseqeval <
A, (Solve.SeqEval), in < A%(€.c)) to Fou, and receives (Evaluate, sid, Instseqeyal,

7).

4. Message 3 [Solve]: At every tick, ,Zl’RN obtains the current sequential step x’ by
sending (Elicitate, sid) to Fcc. Then, Af updates 7 <= 7 — 1 and sends (Step, sid,
X') to Fec. Also, A’ continues tracking all queries to Fro from Ag. A%, outputs

ABORT, if 7 > 0 and fl’R observes a query sent to Fro by Ag of form (Query, sid,
NECS || a).

5. Output [Open]: When 7 = 0, A’R obtains m; from Fcc by sending Prove and
Open calls. Upon receiving (Query, sid, NECS || a) from Ag, A} computes sm =
EXpn,, (11ir), b = Exem(ct); then sends (Query, sid, k) to Ag. Also, for any query of
form (Query, sid, CM || ct || sm || k), A% responds by (Query, sid, cme).

Figure 5.8: A simulation A’ for an honest sender and a corrupted receiver executing T'g,,.

Below, we show that the view generated by A’R cannot be distinguished from the real
execution and is consistent with the ideal execution. While in the simulation, A/, behaves
primarily as an honest sender, it deviates from honest execution in Step 3 (as it does not
have Pg’s inputs mg and my, in the ideal case). In more detail, fl’R sends to Fot bogus
challenge (i.e., (Mg,11) <5 M2, ct <5 CT, and cme <5 Fro.H = {0,1}*") hoping to
receive my from Fcc later on (i.e., after 7 ticks). For this reason, A’R must first extract
Ar’s choice, i.e., i, which it can with the help of Ecommit (see Step 2). So far, A’ has sent
(through Challenge) two random messages, which is equivalent to sending true messages
encrypted with an unknown key (i.e., mm; = Eny,, (m;) for sm € K, and Vi € {0,1}). Also,
A’R differs from the real execution in that it uniformly samples ct and cm. However,
without the knowledge of a, all above mentioned are indistinguishable from real ones due
to the indistinguishability property of the non-committing encryption scheme I'¢, and Hash;
and Hashy are assumed to be modeled by the random oracle Fro. Thus, the probability of
distinguishing between executions is negligible without the knowledge of a.

Further, ./I’R in Step 4 advances step by step at each tick, enabling it to obtain m; from
Fcc. However, A%, differs from the real execution in that it aborts when Ag sends a query of
form (Query, sid, NECS||a) (to Fro) before A’,. The probability of this abort is equal to the
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probability of Ar breaking the ChronoCloak’s ‘sequentiality’ assumption (i.e., obtaining
the answer a before time 7). After 7 ticks, A’R can only know one of the two messages
(i.e., only m;/), whereas Env knows both (i.e., my and m;_;). Env would, however, require
to obtain the other message 7,_y sent through Challenge (by A%) to distinguish m;_g
from m,_y := Deg(11_y). Therefore, this is infeasible due to ChronoCloak’s ‘secrecy’
assumption. In Step 5, A’R can answer Agr’s query to Fro with the appropriate key &
in accordance with m;. Yet, both executions will become distinguishable in case Ag
obtains an alternative valid answer a’ (a’ # a) such that Verify outputs ACCEPT and A’’s
challenge ¢ is well-formed. The former contradicts ChronoCloak’s ‘uniqueness’ assumption,
while the latter is infeasible under the assumptions of Hash; and Hash,. Therefore, such
distinguishability is infeasible. As a result, .[VR can simulate the protocol with interactions
that are consistent with inputs from the environment and the strategy of the adversary,
whereby the two executions are indistinguishable.

O

5.6 ChronoCloak from Delayed Oblivious Transfer

In this section, we present a construction of ChronoCloak based on Definition 8.

Construction 1. Let I'gr = (OTsetup, OTr, OTg, 0T pe.) represent a tuple of four algo-
rithms that construct an oblivious transfer protocol, as defined in Definition 3. Let I'iyvpr
= (Setup, Challenger, Solver, Verify) denote a tuple of algorithms constructing a trapdoor-
VDF as defined in Definition 7 with §, Cs, )V, II, and F represent the secret space, chal-
lenge space, answer space, proof space, and trapdoor ensemble, respectively. Also, let
I'c = (KGen, En, De) denote an encryption scheme as defined in Definition 1 with a message
space M, key space K, and ciphertext space CT := M. Finally, let H: {0,1}* — {0,1}**
be a hash function modeled by a random oracle Fro. The construction of ChronoCloak is
derived from I'gr, I'ivpr, and T'¢ is outlined as follows:

o pp + Setup(1*,T): Outputs pp := (pk,crs), where pk <3 'wpr.Setup(1*,T) and
crs <5 OTgerup(17).

o (c,[sk.]) < Commit(pp, [i]): Outputs (¢, [sk,]), where (c/, [sk;]) <=5 OT r(pp.crs, [i]).
« Compute (c, [a]) < Challenge(pp, ¢/, [mg, m1] € M?):

— compute ¢; <—g ['typr.Challenge(pp.pk) with private internal state [ste,]| gener-
ated during this computation includes (a € ), sk. € S) such that a, sk. € st,.
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compute kM5B || kUSB = k + H(c, || a), where AMSB and k58 € {0, 1}
— compute My < Enpuss(myg), My < Enguse (my), and ct < Engss(sk.).
— compute cme <— H(ct || sk || k).

— compute ¢y <—g OTg(pp.crs, ', Mg, 1717).

— return (c := (cy, co, ct, cme), [a]).
o (a, ) < Solve(pp, c): outputs (a, ) < [yypr.Solve(pp.pk, c.cy).

» (ACCEPT/REJECT) < Verify(pp, c,a, ):

— if T'yypr. Verify(pp.pk, c.c1, a, m) = REJECT, return REJECT; otherwise, continue.

— compute EMSB || kM5B = £ < H(c, || a), where M5B and kM5B € {0, 1}

— compute sk. < Depse(c.ct) and return REJECT if sk, ¢ S, where sk, defines a
trapdoor trg, € F.

— if H(ct || sk.

continue.

| k) # c.cmg or trg, (pp.pk) # (c1,a) return REJECT; otherwise,

— return (ACCEPT).
o m; < Open(pp, [sk,],c,a,m):

— if T'yypr. Verify(pp.pk, c.c1, a, m) outputs REJECT, return L; otherwise, continue.

compute 1; <— OT peo(pp.crs, [sk,], c.ca).

compute m; := Deyuss (17;) if H(c.ct|| sk.|| k) = c.cmq, sk. € S, and trg (pp.pk)
= (cy,a). Otherwise m; =1, where kM8 || kMB = k <« H(c.c; || a) and
sk, := Dejuss(c.ct).

— return (m;)

Theorem 7. Let I'gr = (OTsetup, OTg, OTg, OTpe.) be a UC-secure oblivious transfer pro-
tocol (modeled by For), U'ivpr a secure trapdoor-VDF as defined in Definition 7, and I'e a
semantically secure encryption scheme as defined in Definition 1. Then, the construction
presented in Construction 1 constitutes a secure ChronoCloak (as defined in Definition 8),
assuming that H is modeled as a random oracle Fgo.

Proof. To verify the security of Construction 1, we show that all ChronoClack properties
hold, as outlined below.
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Correctness. It follows by construction.

Sequentiality. The construction is sequential, as it follows from assuming ['yvpr is se-
quential, H is modeled as a random oracle, and I'¢ is a semantically secure encryption
scheme. Let A := (A1, A2, Agort) Tepresent an adversary defined by a set of polynomially
bounded algorithms. Construction 1 satisfies sequentiality if no adversary A can win the
following game.

« A trusted process computes and publishes pp <—g Setup(1*,T). Then, A performs a
pre-computation in time Poly(7',\) and outputs pc «— A;(pp).

« A computes and outputs ¢’ (i.e., (¢, [sk,]) <= Az(Commit, pp, [i])).

o A trusted process aborts, if ¢’ € Cgr. Otherwise, it computes and publishes the
challenge c, defined as (c = (cy, ¢, ct, cmy), [a]), which involves:

1. computing ¢; <—g ['yvpr.Challenge(pp.pk).

2. computing ct < Enjuss(sk.) and cme, < H(ct || ske || k) with AMSB || ELSB = | «
H(cy || a).

3. computing cs <—g OTg(pp.crs, c’, Enpuss (myg), Engpuse (mq)).

o A computes and outputs a’ < Agport (PP, PC, €) in parallel time less than 7', where
ae).

To win the game, A’s output &’ must equal a, i.e., (a,—) < Solve(pp, c), with non-
negligible probability.

Suppose, for the sake of contradiction, that there exists an adversary A := (Ay, Aa, Ashort)
that can compute (or find) a8’ = a in less than time 7" with a non-negligible probability.
Then, at least one of the following must hold:

o We can construct an algorithm B from A to break the sequentiality of I'\yvpr. The
algorithm B receives pp.pk as input and invokes A; to compute pc. After obtaining
c.c; (the output of I'yypr.Challenge), B invokes Agyore to compute a’ = a in less than
time T', which is faster than I'yypr.Solve. Hence, B breaks the sequentiality of I'tyvpr
contradicting our assumption of I'yypr.

A can obtain sufficient information about sk. from ct < Enjuss (sk.) without knowing
E'SB_ which enables it to compute a. This contradicts our assumption that I's is a
semantically secure encryption scheme.
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o A can efficiently extract information about the preimage of c¢me from H, which
enables it to recover sk, and/or k*B and thus compute a. This implies that H does
not satisfy preimage resistance, which contradicts the assumption of H being modeled
as a random oracle.

Therefore, assuming the correctness of Construction 1, the sequentiality of I'yyvpr, the
random oracle model for H, and the semantic security of I'¢, no adversary A wins the above
game with non-negligible probability. As a result, Construction 1 satisfies the sequentiality

property.

Uniqueness. This follows directly from the soundness of ['yypr and the assumption that
H is modeled as a random oracle. Assume, for the sake of contradiction, that there exists
a challenge ¢ € Cg of ¢’ € Cr and two distinct answers a # a’ with corresponding proofs 7
and 7’ such that either Verify(pp, c,a’, 7') = ACCEPT or Open(pp, sk,,c,a’, ") #L. First,
consider the case where Verify(pp, c,a’, 7’') = ACCEPT. The verification algorithm involves
a number of steps, where the first step is to check whether 'yypr.Verify(pp.pk, c.cy,a’, ') =
ACCEPT. If a’ # a also satisfies I'yypr.Verify(pp.pk, c.cq,a’, 1') = ACCEPT, then this con-
tradicts the soundness property of I'tvpr. As a result, the probability of such an event is
negligible in A. However, in the event that a’ passes I'iyvpr.Verify, the verifier is required
to recompute kM5B || kLSB = k = H(c, || @’). Since a’ # a and H is modeled as a random
oracle, the probability that k& = &’ (i.e., H(cy || @’) = H(cy || a)) is negligible. Accordingly,
the decryption of ct will return an incorrect sk., and the verification of eme (checking if
H(ct || skl || k) = c.cmq) will fail. As a result, Verify(pp,c,a’, ") will output L, which
contradicts our assumption that it outputs ACCEPT.

Next, consider the case where Verify(pp, c,a’, ') # ACCEPT but Open(pp, sk,,c,a’, ')
# 1. In Open’s description, we verify for (a’, 7') using yypr.Verify(pp.pk, c.c1, @', ') and
then check for cm¢.. For the former check, if I'yypp.Verify returns REJECT, then Open out-
puts L by definition. Therefore, Open(pp, sk, c,a’, 7') #L implies that I'yypr.Verify(pp.pk,
c.cy, @', ') = ACCEPT, which brings us back to the first case and the same contradiction.
For the latter check, an adversary must find a collision in the hash function H to con-
struct a valid alternative answer a’ that yields the same cme. As a result, by definition,
Open(pp, sk, c,a’, ') will also output L, which contradicts our assumption of such case
(i.e., Verify(pp,c,a’, ") # ACCEPT but Open(pp, sk,,c,a’,n’) # L1). Thus, the probabil-
ity that there exists a distinct a’ # a satisfying either Verify(pp, c,a’,7’) = ACCEPT or
Open(pp, sk,,c,a’,7’) #L is negligible, contradicting our initial assumption. As a result,
Construction 1 satisfies uniqueness, which follows from the assumption that I'iyvpr is sound
and the hash function H is modeled by a random oracle.
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Hiding. Construction 1 satisfies the hiding property under the assumption that the OT
protocol I'gr is UC-secure. Let A be a PPT adversary. Our goal is to prove that A cannot
distinguish whether a challenge c is constructed with A’s own message pair (mg, m;) or
a random message pair (my, m}), even when given the challenge’s answer a. Specifically,
the adversary’s view, parameterized by a secret bit [b], is defined as follows:

The public parameters pp, generated by Setup(1*,T').

« A pre-computation pc on pp and a message pair (mg, m;), provided by A.

The commitment ¢/, generated using Commit(pp, [7]).

(mg, my) for [b]

0
[mg, m}] < M?*  for [b] =1

).

The challenge c, constructed as Challenge(pp, ¢/,

The answer a to the challenge ¢, obtained by Solve(pp, c).
We define two hybrid games, Gy and G, parameterized by a secret bit b € {0, 1}:

o Game Gy: The challenger uses the adversary’s messages (mg,m1) to construct c,
which generates the adversary’s view with b = 0.

o Game Gy: The challenger uses secret random messages (mg, m/ ), sampled uniformly
from M?2, to construct ¢, which generates the adversary’s view with b = 1.

In both games, the adversary A outputs a guess b’ € {0,1}. Suppose, for the sake of
contradiction, that the adversary A can distinguish between Gy and G; with non-negligible
probability, i.e., |Pr(t/ = b| G}) — 1/2] is non-negligible. Then, at least one of the following
must hold:

Distinguishability of Challenge. In Construction 1, the challenge c is defined as (c;, ca,
ct, cme), where cq, ct, and ¢mg are constructed independently of the secret bit b (i.e.,
independently of both ¢’ and the message pair (mg, m;)). The only component of ¢ that
depends on b is ¢y, which is generated by OTg. If A can distinguish between Gy and
(G based on c, it implies that cy leaks some information about whether b = 0 or b = 1.
However, the OT protocol is assumed to be UC-secure, meaning that the output cy (of
OTg) should reveal no information about the sender’s messages. Thus, the assumption
that A can distinguish between Gy and G; based on c (via cy) directly contradicts the
UC-security assumption of the OT protocol.
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Distinguishability by extraction. The adversary A might attempt to distinguish between
Gy and G by extracting one or both of the sender’s secret messages from ¢ (via c;) and
verifying if they match the original provided message pair. However, this leads to a con-
tradiction with the OT protocol, which guarantees that any party without the appropriate
secret key cannot extract any information about the secret messages. Therefore, A cannot
distinguish between GGy and G; through extraction.

Distinguishability by verification. In Construction 1, the verification procedure checks a
against cy, ct, and ¢my, all of which are constructed independently of b. Therefore, A
cannot distinguish between G and G, through verification process.

Since none of the above hold, this contradicts the assumption that |Pr(b' = b| G,) —1/2|
is non-negligible. Therefore, the hiding property is established, assuming the underlying
OT protocol is UC-secure.

Secrecy. The secrecy of Construction 1 is maintained under the assumption that the
OT protocol is UC-secure. This is because the input messages are exclusively transmitted
through the OT protocol. In particular, only ¢y, which is derived via OTg(pp.crs, ¢/,
Enjuse (myg), Enguse(my)), is constructed using the input messages. With ¢y, only one of
the transferred messages, m;, can be retrieved via OT pe..

Privacy. The privacy of Construction 1 relies on the OT protocol being UC-secure. This
is because the output ¢’ of Commit(pp, [i]) is generated directly using OT g(pp.crs, [i]).

Simulatability of Commit. The Ecommic simply uses the UC-secure OT protocol’s ex-
traction mechanism to determine the receiver’s choice ¢’ and returns it.

Simulatability of Challenge. The Ecpajienge Works as follows: First, it calls the UC-secure
OT protocol’s extraction mechanism to extract the ciphertexts mg and My, which are
encrypted versions of the target messages mg and m;. Next, Echalienge monitors all queries
(the record of queries) made to the random oracle used during the challenge generation. It
identifies records of the form str; < H(cy || stry), which allows it to obtain kMSB || kLSE =
k < stry, the answer a < stry, and the secret sk. := Dejiss(c.ct) (note that there might
be multiple records with the same prefix, i.e., ¢; || stry). To verify correctness, Echalienge

checks that cme, = H(ct || sk. || k) and (¢, a) = tryp, (pp.pk), where trg,, € F. If one record
passes these validations, Ecpalienge decrypts 7y and 1y, recovering the input messages as
mo = Deyss (o) and m; = Deyss (ry); otherwise, A% sets (mg, my) <g M?2. Lastly,
Echallenge Teturns my and my.

]
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By Theorem 7, Construction 1 is a secure ChronoCloak as defined in Definition 8.
Toward UC security, combining this result with Theorem 6 implies that Construction 1 can
be directly integrated into the generic protocol from Section 5.5, resulting in a UC-secure
implementation of the ideal functionality of ChronoCloak (Fcc) defined in Figure 5.5.

5.7 Chapter Summary

In this chapter, we have presented a new construct called ChronoCloak, intended to ad-
dress the issue of premature exposure of sender’s data and privacy-preserving of receiver’s
interaction. In the context of oblivious digital dissemination, ChronoCloak has the poten-
tial to be a viable integrated solution to mitigate premature disclosure. In contrast to its
existing counterparts, the proposed ChronoCloak is based on an integrated model and does
not require a time server. Essentially, ChronoCloak enables a sender to transmit secrets
through a puzzle that must be solved via lengthy computation. By solving the puzzle,
only a subset of the secrets is revealed to the receiver, which is oblivious to the sender.
Moreover, the receiver may outsource the computation (with public verification), but only
the intended recipient is able to retrieve a subset of secrets using the solution to the puz-
zle. In this work, we have defined an ideal functionality for ChronoCloak and presented a
generic protocol to implement this functionality in the random oracle model by integrating
a ChronoCloak instance constructed from an OT protocol and a trapdoor-VDF.

Additionally, Construction 1 appears to scale well for multiple receivers, since it allows
a sender to transmit multiple contents to multiple receivers using a single challenge with
one OT operation per receiver, which is reasonable. However, the protocol does not scale
well in scenarios involving multiple senders, as each sender must create its own challenge
and corresponding solution, which impacts scalability. Addressing this limitation is left
for future work. One straightforward solution could involve building our work on delay
primitives such as delay encryption. However, to our knowledge, there is one construction
of delay encryption that faces some practicality issues. Therefore, it would be interesting
to develop a delay encryption method that suits our application.
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Chapter 6

Streamlining CSIDH: Cost-Effective
Strategies for Group Actions
Evaluation

This chapter introduces a new batching strategy for computing multiple group actions in
Commutative Supersingular Isogeny Diffie-Hellman (CSIDH), which is essential for con-
structing cryptographic schemes such as zero-knowledge proofs and signature schemes.
There are two variants of the batching strategy introduced in this work, each of which is
suitable for different security requirements and application contexts. For the first variant,
we focus on situations where group actions are public, aiming to reduce CSIDH’s com-
putational cost. Using our strategy, we show that computational costs can be effectively
reduced, making it a viable option for schemes where efficiency is critical. This variant
reduces the computational cost of group actions by roughly up to 14%, when compared to
non-batched action computation. The second variant is designed for constant-time group
actions, which reduces computational costs while maintaining resilience to side-channel tim-
ing attacks. This chapter also introduces a new constant-time implementation of CSIDH
that, when combined with the second variant, reduces the computational costs of secret
action sets by roughly up to 8% compared to individual computation using the state-of-
the-art constant-time algorithm, while the new constant time alone reduces computation
by approximately up to 4%. The work presented in this chapter appeared in [161].
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6.1 Introduction

With the advent of quantum computing, attention has turned to post-quantum cryp-
tography, a quantum resistant solution. A viable candidate in this arena is the CSIDH
protocol, first proposed by Castryck et al. in Asiacrypt 2018 [11]. While not a contender
for post-quantum standardization by the National Institute of Standards and Technology,
CSIDH has received significant attention within the post-quantum cryptography research
community. Building upon the hardness of computing isogenies between supersingular
elliptic curves, CSIDH offers a promising foundation for various cryptographic construc-
tions, including non-interactive key-exchanges, digital signatures, zero-knowledge proofs,
and oblivious transfers.

However, a critical challenge in the practical deployment of CSIDH-based schemes is
the efficiency of computing group actions (via an isogeny). Current implementations, while
considered secure, suffer from high computational cost and latency, hindering their appli-
cability in real-world scenarios, as explored in [35]. These efficiency concerns are not just
theoretical but have practical implications, especially in the context of constructions such
as signature schemes [7, 21, 54, 71, 73] or zero-knowledge proofs [71, 20, 7, 59]. As an
example, a CSIDH-based Sigma protocol, which has a challenge space of size three and
thus a soundness error of 1/3, requires repeating its group actions in the commit-challenge-
response format [A/log3] times to obtain A bits of security. In these settings, the com-
putational overhead introduced by CSIDH’s group action becomes magnified, potentially
limiting their scalability and, thus, its adoption.

So, the question we address in this work is how to strategically compute a set of group
actions to minimize the overall computational cost. In particular, this question is addressed
in two contexts: one involves computing a set of private group actions (e.g., for secret com-
mitments), which must be implemented in a constant-time manner to prevent information
leakage, and the other involves computing a set of public group actions (e.g., for validating
responses), which does not require security restrictions. Through our work, we aim to im-
prove the practical usability of CSIDH-based constructions, making them viable for wider
adoption.

Contribution. In this chapter, we propose a new batching strategy to address the above-
mentioned question by reducing the number of finite field arithmetic operations required.
An action system, as used in this chapter, refers to a collection of cryptographic group
actions performed on a set element. This chapter proposes a practical approach to com-
puting action systems applying two variants of our batching strategy. Our first variant,
described in Section 6.3, reduces the computational cost of public action set by roughly
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up to 14% compared to element-wise group action evaluation. As described in Section
6.4, we introduce a new constant-time implementation of CSIDH and a second variant
that, when combined, reduce the computation cost of a secret action set by roughly up
to 8% compared to the current state-of-the-art constant-time CSIDH. On its own, the
new constant-time implementation of CSIDH reduces the computations by about 4%.
Lastly, the source code for a proof-of-concept implementation of our work is available
on https://github.com/ahzawia/Streamlining-CSIDH.

Prior Work. Since the CSIDH proposal in 2018, various attempts have been made to
improve the efficiency of CSIDH operations. Most of these proposals focus on improving
certain computations within the scheme, such as improving isogeny and scalar multipli-
cation through various methods [39, 43, ]. Additionally, many improvements aim to
secure CSIDH implementations against side-channel attacks, as in [10, 35, 12, ) .
However, most techniques designed for constant-time implementation increase the cost of
CSIDH actions. Although many techniques have been proposed to reduce computational
cost, they typically exploit the properties of a single isogeny evaluation. To the best of
our knowledge, no work has focused on exploiting the properties of evaluating a set of
CSIDH group actions. We note that the method proposed in [15] computes group actions
in the Single Instruction/Multiple Data fashion on Intel processors, increasing execution
throughput.

Organization. The remainder of this chapter is organized as follows. We provide a brief
review of the necessary background and preliminaries in Section 6.2, which includes an
overview of the state-of-the-art constant-time implementation of [10] and some speed-up
techniques from the literature. In Section 6.3, we present our new evaluation strategy
for a public group of CSIDH-actions. Then we present experimental results and provide
a comparative analysis. In Section 6.4, we introduce a new constant-time CSIDH imple-
mentation, a constant-time evaluation of private groups of CSIDH-actions, and outline our
speed-up techniques. We then provide our experimental results along with a comparison.
Section 6.5 contains some concluding remarks.

6.2 Background and Preliminaries

This section introduces the relevant concepts and notations used in this work.

Notations. The ‘cmov’ is a conditional move function that takes three inputs: A, B, and
C. cmov returns A if condition C' is true; otherwise, it returns B.
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6.2.1 CSIDH

Castryck et al. [5] proposed CSIDH as a post-quantum cryptographic scheme based on
efficient commutative group action. CSIDH was originally introduced as a form of the
Diffie-Hellman key exchange, with its security based on the hardness of finding isogenies
between random elliptic curves.

Ideal Class Group Action. Let O be an order of an imaginary quadratic field Q(,/p),
where p is a large prime. The ideal class group cl(O) is an abelian group of equivalence
classes of invertible fractional O-ideals under multiplication (see [113, Theorem 5.5]). Let
&r,(O) be the set of supersingular elliptic curves over a prime finite field IF,, of characteristic
p with O. By theory of complex multiplication, the action of cl(O) on the set &, (O)
defines a group action (i.e., x : cl(O) x &, (O) — &, (O) that satisfies a set of properties).
Relevant details can be found in [139] and [11, Theorem 7].

Evaluation of an Action. CSIDH operates by performing a group action, computed
through isogenies, on supersingular elliptic curves in &, (O = Z[,/=p]), where p is congru-
ent to —1 modulo a small odd prime for all small odd primes in a set £. Essentially, for a
given input curve E, the basic operation of CSIDH involves the secret a € cl(O) acting on
E, resulting in £/ =ax E.

The main advantage of CSIDH in terms of efficiency is the use of supersingular curves
of order #E(FF,) = p+ 1. This allows for an easy construction of F,-rational subgroups of
E(F,) with a small prime order (i.e., points of order ¢; € L exist in IF,) by simply selecting
p = 4lly--- L, — 1 with ¢; € L for all i € [n]. These small primes are known as Elkies
primes, where the ideal ¢;0 splits into [; = ({;,7 — 1) and [;* = (¢;,m + 1) for all ; € L
(i.e., 4,0 = L7, V(; € L£). This means that for every E € & (0O), two actions (namely [; or
[;'1) can be applied for each ¢; € L. Each of these actions can be computed via an isogeny
constructed using Vélu’s formulas [119]. Given a sufficiently large set £, we hope that the
elements of cl(Q) can be expressed as a product of small integral powers of elements of £
(i.e., T, ;" for e; € Z); this allows for an efficient evaluation of the class group action.
Hence, CSIDH’s action is defined by a vector of integers (e;)p, uniformly sampled from a

set 8" (i.e., e, € S =[-b,]).

The supersingular elliptic curve in CSIDH is defined by its Montgomery form E4 : y? =
23 + Ax? + x, with the Montgomery coefficient A mod p. Algorithm 1 presents the original
CSIDH class group action evaluation.
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Algorithm 1: CSIDH’s original algorithm [11] for class group action

Input: A € F, such that E4 : y* = ® + Az? 4 x is supersingular, and an integer

exponent vector (eq,...,e,)
Output: B such that Ep : y* = 2® + Ba* +z is [T - - (6] % Ey
1 B+ A
2 while some e; # 0 do
3 Sample a random z € F,
4 s < +1if 23 + Ba? + x is square in [, else s < —1
5 S <« {i:e; #0,sign(e;) = s}
6 if S # @ then
7 k< Ilics b
8 Q<+ [(p+1)/K|T, // T, a projective point with z-coordinate
9 for i € S do
10 P« [k/0])Q // Point to be used as kernel generator
11 if P # oo then
12 (B, Q) < Isogeny (B, P, Q)
13 (l{?, GZ‘) — (/{3/&, e; — 8)

14 return B

6.2.2 Constant-Time Implementation of CSIDH

In CSIDH, the secret action a is represented by a vector of integers (eq,...,e,). For all
i € [n], computing [ requires evaluating a degree-/¢; isogeny e; times, which causes the key
to directly influence the execution time of Algorithm 1 (i.e., a variable time algorithm). To
eliminate this dependency, several constant-time methods and efficient implementations
have been proposed [10, 35, 12, , 126].

Constant-Time Algorithm. A constant-time algorithm has an execution time that does
not depend on input and remains the same for multiple executions. Hence, a constant-time
version of Algorithm 1 has an execution time independent of the secret vector (e, ..., e,).
In our context, one of the most important concepts for achieving constant time is the use
of a dummy isogeny.

Dummy isogenies. To achieve a constant running time, this technique involves performing
a fixed number of isogenies of each degree ¢; € £ and only updating the results dictated by
the private key (i.e., when e; # 0). However, if used and unused isogenies are computed in
the same loop, additional multiplications are necessary to push the torsion point for the
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next isogeny evaluation. Meyer et al. [I19] discussed the use of tailored dummy isogeny,
where instead of computing the ¢;-isogeny and pushing @) through, [¢;]Q is computed using
the kernel computation of the dummy isogeny with two extra differential additions.

Although the dummy isogenies technique (or dummy computation) helps in hiding the
secret’s magnitude (i.e., |e;]), it is not entirely sufficient. Certain parts of Algorithm 1 are
closely linked to the secret key, such as the number of iterations for computing scalars in
Lines 8 and 10, which can reveal the secret key’s sign. To address this issue, Meyer et
al. [119] suggest changing the secret key space by considering only positive elements (i.e.,
changing S = [-b,b] to S = [0,2b]), which increases the number of dummy isogenies. To
enhance efficiency, Onuki et al. [126] proposed using two torsion points (instead of one) in
the for-loop and pushing both points through. This approach reduces the magnitude of the
key space (i.e., from 2b to b), significantly reducing the number of dummy computations.

Unfortunately, the constant-time version of Algorithm 1 performs worse in terms of
execution time compared to the variable-time version. Hence, different techniques to speed
up the computations have been proposed, such as splitting isogenies into multiple batches
[119], multiplicative strategy [120]. A notable work, Constant-Time CSIDH (CTIDH) [10],
has introduced a highly optimized constant-time algorithm that reduces the number of
field operations, resulting in a faster execution time than its counterpart.

CTIDH: Faster Constant-Time CSIDH. CTIDH, introduced by Banegas et al., im-
proves on previous constant-time CSIDH implementations by batching key space to achieve
better constant-time performance.

Batching primes. In CTIDH, primes ¢; are grouped into B batches, each containing con-
secutive primes, defined by a vector N = (Ny,..., Ng) where N; > 0 and Zf;l N; = n.
The set of n primes {{y,...,¢,} are distributed and relabeled among these batches as:
(61, S 7€N1) = (£1,17 c. ,617]\[1), <£N1+17 c. 7£N1+Ng) = (€271, . 76271\72) and so on.

Batching key space. Secret key elements ey, are also relabeled as e; ; representing j™ secret
element in the i batch. For the i'" batch (¢;1,...,¢; n,), secret elements e; ; are sampled
such that Zé-v:il lei;| < m;, where m; is batch bound. For N € ZZ; and m € Z5, the
CTIDH key space is defined as follows:

N;
Knm = {(e1,...,en) €Z":> |eij| <my for 1 <i < B}.
j=1

Constant time techniques. CTIDH addresses side-channel timing attacks by computing
each isogeny in a batch at the cost of the highest degree isogeny in that batch. The
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key insight is that isogeny formulas exhibit a “Matryoshka-doll” structure, where, for i**
batch, an ¢; j-isogeny can be computed at the cost of an ¢; n,-isogeny (¢;; < f;n,) by
performing additional dummy operations. As a result, every isogeny computation within
the batch has the same computational cost, thus hiding the actual isogeny degree. Finally,
to maintain constant time, we compute all m; isogenies for the i** batch, for all i € [B].
Other operations, such as constant-time scalar multiplication and kernel point generation
success rate, are also adjusted to maintain constant-time behavior within the batch. These
adjustments ensure that no timing information is leaked about the secret key. Despite
the computational overhead, CTIDH improves the performance of constant-time CSIDH
mainly by batching the secret key space, which reduces the number of isogenies required. In
other words, CTIDH achieves a larger key space with fewer isogenies compared to CSIDH;
for example, the key space of 22°6 in CSIDH-512 requires 438 isogenies [35], while CTIDH
needs only 208. The Algorithm 2 outlines the constant-time group action of CTIDH, which
consists of the following subroutines:

+ UniformRandomPoints takes as input a curve coefficient A of E4 € &, (O), and returns
a pair of projective points (Tp,71) of an order in #E(F,), where (T, T3) € (E[p +
1] Nker(m — 1]), E[p + 1] Nker(m + 1])).

o PointAccept takes as input a kernel point P, batch number 7, and an index J € [Ny].
It returns 0 if P is a point at infinity and 1 otherwise, with a distribution based only
on [I.

o Matryoshkalsogeny is a constant time isogeny subroutine, with running time depends
only on I.

In addition, in this work, we define xMULConstTime as constant-time scalar multiplica-
tion, which takes as input a torsion point P, a scalar r, and a batch number I, and returns
[r]P in time dependent only on 7. In Algorithm 2, it is used in Lines 9, 14, and 20. In
contrast, xMUL is a variable-time scalar multiplication algorithm used in Line 8.
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Algorithm 2: CTIDH’s original algorithm for constant-time group action.
Parameters: (B € Z-o) <n,N € Z8,,m € Z,
Require: ¢ € Ky, Ea € &, (O) -
Ensure: A with By = (T[; (") x E4

1 (p1s -5 p) <= (muy, ... mp)
2 while py,...,up # (0,...,0) do
3 Let I :={1 <i< B:pu; >0} of size k, sorted in ascending order
4 for 1 <i<kdo
5 J; <= some j such that e; ; # 0 if such a j exists, else j <—g [IN],]
6 €; < sign(er, s, ); // 1 if ef j, >0; 0 if e, 5, =0; o.w. -1
7 (To, T1) + UniformRandomPoints(A)
8 (To, Th) <= (([r]T0, [r]T1) where r = 41 ¢4, H;V:"l l;
9 (To, Th) < (([7]T0, [r')T1) where 1" = [T;cr H]J\il i j
J#Ji
10 I | Y
11 for j =k to1do
12 s <— SignBit(e;); // 1 if €,<0; o.w. O
13 =1/l
14 P« [T
15 f; < PointAccept(P, I;, J;)
16 if f; =1 then
17 (A", (T, T7)) < Matryoshkalsogeny(A, P, (1y,11), 1;, J;)
18 if €; # 0 then
19 | (AT, Th) + (A T3, TY)
20 (To,Tl) — ([E[J.J].]To, [E[J.J].]Tl)
21 for 1 <i<kdo
22 ‘ (;ulm eli,Ji) — (/Mi - fia €1, J; — fZEZ)

23 return A

6.3 Public Action Set Evaluation

In this section, we propose a strategy for evaluating a set of public CSIDH actions with the
aim of improving the evaluation of the set. Below, we will use either a vector of integers
e of size n or a Gothic font to denote the it ideal ¢; from a set.
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Action System. An execution set is a set of independent CSIDH-actions {e*)},¢(y that
need to be evaluated to run an application (e.g., a digital signature), where ¢ € N is the
execution set size. The action system is a subset of the execution set. In particular, an
action system is a set of actions {e(k)}ke[cq with the same starting point £y, where ¢ < ¢
is the system size. The difficulty of an action ¢; is the absolute sum of all e?’s elements

(e, Thmy le]).

Basic Idea

Our approach is centered around exploiting group actions’ commutative property (i.e.,
WxE =ax(b*xFE)=0x(axFE)). By carefully arranging multiple actions in a specific
order (i.e., a strategy), we take advantage of commutativity, which results in certain group
actions overlapping during the evaluation process. The design of this strategy becomes
crucial, allowing us to identify and eliminate redundant overlapping actions within the
action system. In other words, the crucial aspect of strategically constructing an action
system {e), e} is to ensure that ) and e have a significant amount of overlap. This
optimization strategy is expected to result in around ~ 20% reduction in the computa-
tional cost. Additionally, it is necessary to recompute the strategy for each new execution
set during the evaluation process, as the strategy depends on the input execution set; un-
fortunately, this introduces computational overhead. It is important to understand that
the final outcome will depend on the method used to derive the strategy. To illustrate,
for ) and e, we are looking for a common action g\/?) such that e¥) = g9 + () and
e = g + @ Hence, to obtain e « E and e x E, we compute E' = ¢ x E and
then 70) « E’ and »® x E’'. The question to be answered here is how to find a common
action qU% efficiently, which can be formulated as follows.

Problem 1. Given {€®)}c(q, find distinct pairs € and e with a minimum distance,
i.e., with qU9 that minimizes the difficulty of rY) and .

To answer this question, one straightforward method involves finding a pair (e, e®)
with qU% that has the most common values. However, such a method might not be the
most efficient. Therefore, in this study, we propose using a more practical metric, referred
to as M, to measure the proximity between e¥) and e®. Here, the distance metric M
quantifies the number of intersecting positive and negative (non-zero) elements in the pair,
with a higher M indicating a smaller distance (i.e., greater overlapping). We then identify
the pair with the highest M-value. Thus, the problem is redefined as follows: find distinct
pairs € and e from {€®)}ycq that mazimize M. The main advantage of this method
is that it only involves determining the number of 1’s in the output of an XOR of two n-bit
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operands, which has a low computational cost. We then select the pairs (e(j), e(i)) with
the highest M-value, where i, j € [c] and i # j. Given this approach, it is easy to see that
the complexity is at most equivalent to @(1 +n) integer additions, which constitute an
overhead. However, this overhead is negligibly small compared to other operations required
by group action for the parameters used in our experiments. Figure 6.1 is an example
implementation for identifying action systems from a public execution set. Finally, our
empirical results indicate that our method offers a reasonable approximation to g\/%.

1 def identify_action_systems_for_public_strategy(execution_set):

2 # ezecution set size

3 ¢ = len(execution_set)

4 # This function works with public set, so no security restriction
5 used_action = [False] * c

6 # The output list of action systems, t.e., list of pair of actions
7 action_systems = []

8 # Iterate over all actions in the execution set.

9 for i in range(c):

10 # Skip ©f this action has already been paired

11 if used_action[i]:

12 continue

13 best_j = None

14 M = -1 # distance metric M

15 for j in range(i + 1, c¢):

16 # Skip if this action has already been paired

17 if used_action[j]:

18 continue

19 # Initialize match score for the current pair (i, j)

20 M_ij = 0

21 # calculate match score (M_ij)

22 for idx in range(n_primes):

23 e_i_idx = execution_set[i] [idx]

24 e_j_idx = execution_set[j] [idx]

25 # sign(z) returns 1 if >0, 0 if = = 0, else -1

26 M_ij += int(sign(e_i_idx) != 0 and sign(e_i_idx) == sign(e_j_idx))
27 # Update the best match if the current pair has a higher score
28 if M_ij > M:

29 M= M_ij

30 best_j = j

31 if best_j is not None:

32 action_systems.append((i, best_j))

33 used_action[i] = True

34 used_action[best_j] = True

35 return action_systems

Figure 6.1: An example implementation for identifying public action systems.

109



Analysis of Our Strategy

Here, we discuss how we analyze the computational cost of variable-time CSIDH imple-

mentations using our strategy. In particular, and for comparability to previous work, we
focus on CSIDH-512 [11].

Selected parameters. The implementation of CSIDH-512 is defined over the finite field
F,, where p = 4]_[?::174 l; — 1 with ¢; to {73 being all odd primes from 3 to 373 and
U7, = 587. Depending on the application, there are two methods to sample class elements.
The first method involves sampling an element from a defined key space of size 22°%, as in
[10, 41, 126]. The second method involves sampling “directly” from the ideal class group,
provided the class order is known. Although our initial assessment using the first method
shows a computational reduction of between 17% and 22% (depending on the defined key
space), we will analyze our strategy with the second method because it has been used in
relevant applications that can benefit from our work, such as [7, 54, 59]. Thus, given that
cl(0) is cyclic with generator [ and order O, we sample the action ¢; in a form of ¢, where
e <3 Zo and £ € L. We then use a reduction to obtain a short! vector e = (egi), ., ed)
by solving the closest vector problem in the lattice of relations, as described in [19, 21].

Cost metric. The symbols M, S, and A are used to denote the operation count for multipli-
cation, squaring, and addition (or subtraction) on the finite field F,, respectively. Similar
to [10], we use two metrics to reflect the total number of operations, named Metric 1 and
Metric 2, defined by Sum((M+S+ A)® (1,1,0)) and Sum((M + S + A) ® (1,0.8,0.05)),
respectively. To evaluate a group action, we use the implementation of the variable-time
CSIDH-action function presented in the most recent version of CTIDH software, which
is similar to the implementation in CSI-FiSh [19]. The main difference is the use of an
efficient point sampler subroutine, namely Elligator [18]. For cost measurement, we use
the operation counter in the CTIDH’s software to obtain the count for the number of
[F,-operations in the class group action of CSIDH-512. Because the costs vary based on
the execution set size, we ran an experiment on various sizes, comparing the cost of two
different metrics with an action system size of two.

Ezxperimental results. In every experiment, the elements of execution set were randomly
chosen from the key space, ensuring that any speedup reflects typical scenarios. Table 6.1
provides the cost for computing an execution set of size ¢ = 50 with an action system of
size ¢ = 2, which shows a roughly 14% reduction in computational cost in both Metric 1
and 2. Also, as depicted in Figure 6.2, we present our experimental results measuring the
computational costs for action system of size two of execution sets ranging in size from 2

LA vector with small difficulty.
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to B8 with an increment of four.

Table 6.1: The computational cost for computing a CSIDH-512 execution set of size 50 with
an action system of size two, i.e., executing 25 action systems of size 2. The experiment
was conducted using the source code from [11] and [19], with the latter being built using
the makefile from its fork [142].

Cost
Metric 1 ‘ Metric 2

Individual computation 23,310,847 6,177,830 23,651,547 | 29,488,677 | 29,435,689

[T, 19, 41]
Strategic computation 19,796,236 5,488,757 19,651,986 | 25,284,993 | 25,169,841

(this work, Section 6.3)
Reduction:  15% 11.15%  16.91% | 14.25% | 14.49%

M S A

6.4 Private Action Set Evaluation

This section presents methods for reducing the number of field arithmetic operations in
the constant-time version of CSIDH, namely Algorithm 2 of CTIDH. In particular, we are
here concerned with situations where the protocol requires the computation of a secret
action system, such as those described in [7, 20, 21, 71, 59]. Hence, we need to consider
the possibility of a physical attack vector (by a malicious observer) that may be used to
obtain the secret set of group actions, i.e., {e(k)}ke[c].

Basic Idea

At a high level, our technique consists of three parts. First, we compute the torsion points
Ty and T that correspond to positive and negative secret exponents with distinct orders
in each execution round, in contrast to previous work CTIDH [10] and [126]. With our
proposed subroutine in Algorithm 4, GetTorsionPoint, we eliminate the inner-loop point
multiplication at Line 20 in Algorithm 2. Hence, we present a new constant-time imple-
mentation of CSIDH in Algorithm 3. Secondly, we evaluate the execution set strategically
by constructing action systems using an approach similar to that described in Section 6.3.
This method helps reduce the number of torsion points computed and the isogeny eval-
uations required. Finally, since every system starts from the same elliptic curve E 4, we
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Figure 6.2: Summary of our results for evaluating an execution set of size ¢ ranging from
2 to 58 with a CSIDH-512’s action system of size ¢ = 2.

implement a method to eliminate redundant computation to obtain torsion points 7y and
T;.

New Constant-Time Implementation

Here we give a description of our constant-time implementation of CSIDH algorithm. First,
we concentrate on the inner loop (Lines 7-20) of CTIDH Algorithm 2. In this algorithm,
Line 9 computes the torsion points with the right order to compute all isogenies in a k-
iteration. As a result, this computation is performed using constant-time xMULConstTime
to conceal the secret isogeny degree. Further, at the end of each iteration, we need to
push the other torsion point (i.e., 71 _s) to attain the required torsion degree for computing
the subsequent isogeny; however, we are required to push both points when ¢; = 0, which
leaks this information. Hence, Line 20 always pushes both resulting in an extra overhead,
which can be overcome by removing Line 20 and replacing Line 9 with the subroutine
GetTorsionPoint as described in Algorithm 4.
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Algorithm 3: New constant-time group action.
Parameters: (B € Z-o) <n,N € Z8,,m € Z,
Require: e € Ky, Eg € ELL -
Ensure: A with By = (T[; (") x E4

1 (p1s -5 p) <= (muy, ... mp)

2 while py,...,up # (0,...,0) do

3 Let I :={1 <i< B:pu; >0} of size k, sorted in ascending order

4 for 1 <i<kdo

5 J; <— some j so that e; ; # 0 if such a j exists, else j <—g [Ny,]

6 €; < sign(er, ;) // 1 if ef, j, >0; 0 if e, 5, =0; -1 o.w.

7 fi + RandmCoinToss(e;, I;, J;) // fi € {0,1} is a random coin based on
€,1;, and J;

03]

(T, T1) < UniformRandomPoints(A)

9 (To, Th) < ([r]To, [r]T1) where r = 4111@11 ij:il l;
10 (To, T1) < GetTorsionPoint((Ty, T1), f, €, I, J, N)
11 €+ 1

12 for j =k to1do

13 ¢ < cmov(e;, €, ¢; # 0 and f; # 0)

14 s < SignBit(¢’) // 1 if € <0, o.w. O
15 P+ T,

16 fori=j5—1to1do

17 P < xMULConstTime(P, ¢y, j,, 1;)

18 if i =7 —1 then

19 ‘ Tsecmov(P,Ts,ei:Oorﬁ-:O)

20 (fj, P) < PointAccept(P, T}, €;, fj)

21 if f; =1 then

22 (A", (T4, T7)) < Matryoshkalsogeny(A, P, (Ty,T1), 1;, J;)
23 (A, Ty, Th) + cmov((A', T3, 17), (A, Ty, T1), €5 # 0)

24 if j = k then

25 ‘ Ty xMULConstTime(To, g[].“]j, ]J)

26 for 1 <i<kdo

27 | (s en,0) < (pr, — fisens, — fi€i)

28 return A

Our constant-time algorithm in Algorithm 3 utilizes the GetTorsionPoint subroutine,
ensuring that both points Ty and T} have the right order with respect to the sign € of the
secret vector. Hence, we do not have to push both torsion points, which eliminates the
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Algorithm 4: Torsion point computation, GetTorsionPoint.

Input: (Tp, T1), f € {0,1}*, e € {~1,0,1}*, T € Z&5°, J € Z%,, N € Z5,
Output: Updated Ty and T3

1€« 1;

2 fori=F%k to1do

3 ClearSet « {1,..., N };

4 ¢ « cmov(e;, €, €; # 0 and f; # 0);

5 for j € ClearSet do

6 if ¢ =1 then

7 ‘ T, + XMUL(Tl,gjiJ);

8 else if ¢ = —1 then

9 | Tp < xMUL(Ty, 41, ;);
10 jtarget — Jza
11 ClearSet < ClearSet \ {Jjtarget };
12 for j € ClearSet do

13 if ¢ =1 then

14 | Ty < xMULConstTime(Ty, 1, ;. 1;);
15 else if ¢ = —1 then

16 ‘ Ty + xl\/lULConstTime(Tl, gfi,j7 IZ),

17 return (7y, T7);

extra overhead (i.e., the scalar multiplication at Line 20). In Algorithm 3, the subroutine
RandmCoinToss takes a sign ¢;, batch number I;, and position J;, and performs a coin toss
with a success probability a., 1, s, which will be defined later.

Implementation Reasoning and Security. In Algorithm 3, we compute one isogeny
per batch in each round (Lines 12—25) using the torsion point with the correct order from
the subroutine GetTorsionPoint. In GetTorsionPoint, the first for-loop operation (Lines 5-9
in Algorithm 4) clears the order of the point with the opposite sign by performing scalar
multiplication for all primes within the batch for all target batches I. This process is inde-
pendent of the secret sign, allowing the use of the inexpensive scalar multiplication xMUL
instead of xMULConstTime. The second for-loop performs, for each batch in I, a scalar
multiplication by [lics Ijcciearser i} £i.j- Therefore, we use xMULConstTime to conceal ¢; ,
that represents the selected secret isogeny. In this case, the number of multiplications is
>ier Ni — 1; therefore, the number of multiplications is independent of the secret ¢; and
rather depends on the vector I, which is public information. Additionally, when ¢; = 0,
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the subroutine GetTorsionPoint performs the multiplication using the sign of the previous
non-zero €.

Kernel point failure. In Algorithm 3, Lines 16-17 produce a possible kernel generator,
denoted as P. With probability 1 — 1/¢;, ;;, P is a kernel of order /;, ;;, indicated by
J; =1, where (1, ;. is related to Jj, the secret isogeny degree. Conversely, with probability
1/¢;;,5;, P is likely a point at infinity, indicated by f; = 0. As pointed out in [10], the value
of f; depends on J;. Therefore, as in [10], we deliberately increase the failure probability
from 1/¢;, ;; to 1/€z, 1, with {7, ; being the first prime in the batch (¢, 1, ... ,EIJ.?NI],). To
achieve this, we use a biased coin flip variable f] with a success probability a; 1, s, (utilizing
RandmCoinToss). We then set f; given both f; and f; (employing PointAccept). Specifically,

for €; # 0, the subroutine PointAccept yields (f;, P) with f; = 1 exclusively when P is
- O g (b -1

not at infinity and the coin flip f; succeeds with probability a; s, ;. = % {

instances where €; = 0, it returns (f;, 7,) with f; being based solely on the coin flip f;,

with probability oo, 5, = 1 —1/{;,1. As a result, the value of f; is rendered independent

of both J; and ;.

Matryoshkalsogeny. Asin CTIDH, Matryoshkalsogeny performs a fixed number of operations
based only on input i € I, regardless of the input point order. In Algorithm 3, we thus
feed a dummy input point to Matryoshkalsogeny for secret with a value of zero (¢; = 0) and
PointAccept outputs f; = 1, so that the computational cost remains the same regardless of
€;’s value.

Strategic Computation of a Private Action System

In this section, we propose a constant-time strategy for evaluating a private set of actions,
which is a variant to the strategy in Section 6.3. In this discussion, we define a round of
execution as a single iteration that evaluates a group action, involving the computation of
k-isogenies for the targeted batches I, as specified in Algorithm 3, Lines 12-25. To fully
compute an action, it requires at least max(my, ..., mpg) rounds. To compute a private set
of actions, we use our constant-time strategy to eliminate d rounds of execution, referred to
as d-common round(s) ¢¥). When constructing the action system, the common round must
execute a common (overlapped) action set in all targeted batches. This is essential to ensure
that the execution of the common round involves a fixed number of isogeny computations,
which is equal to the number of targeted batches, regardless of the overlapped action
q"). To fully utilize the strategy, it is essential that the d-common round(s) include d
overlapping actions within each of the targeted batches (i.e., the difficulty of ™) = # of
the target batches xd). This contrasts with the strategy outlined in Section 6.3, which may
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Figure 6.3: The distribution of the sum of secret elements (eq11,...,e118) and the distri-
bution of the maximum absolute value in the secret vector (i.e., max(|ei11], ..., |e11s])) for

Batch 11 in the CTIDH-512 over 100 thousands random distinct keys.

not necessarily require d overlapping actions within each of the targeted batches. In other
words, for each batch that does not overlap, we will be forced to use a dummy isogeny,
not only negating the gain we are seeking but also possibly resulting in incorrect output.
Fortunately, due to the distribution of keys in each batch’s key space, overlapping is highly
likely to occur, particularly in moderate size execution sets and with d = 1. For example,
in batches 3 through 13 of CTIDH-512, the bulk of keys in the key space have a batch sum
close to the batch sum bound m;, and the largest element is less than half of the batch
sum m;, as shown in Figure 6.3. Hence, the vast majority of keys have a flat spectrum of
small values, maximizing the likelihood of common round overlaps across batches within a

key set.

In this work, we employ a single common round of execution (i.e., d = 1 with the
difficulty of g = # of target batches) for targeted batches between 3 to 13 of CSIDH-
512. However, and for further computational reduction, two or more common rounds can
be utilized in hybrid form. For example, for an execution set of size ¢, 20% of the action
systems can be executed with two common rounds, the remaining 80% with one round,

and so forth.

In addition, the efficiency of our strategy depends critically on the torsion point being
full order in the common execution round, since a torsion point that is not of full order will
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prevent us from fully executing the common round. There are two ways to avoid this issue:
i) select a targeted overlapped-batches with a low failure probability, such as batches with
larger primes, and ii) use a deterministic seed for the UniformRandomPoints subroutine (in
the first round of the execution) that guarantees full-torsion points to be generated.

Elligator. As in the previous works [10, , 126], we use Elligator : E4 — Ty/; [18] in
Algorithm 3 to construct UniformRandomPoints. Also, given E 4, Elligator can initially be
executed using a deterministic seed, stored as public parameters, that results in full-order
points, i.e., To and 77 both have order (p + 1)/4.

Reducing Torsion Point Computation

To evaluate group actions (e.g., ¢), a torsion point of a specific degree must be sampled
for each round of execution. Duplicate point sampling and multiplication can be eliminated
from redundant torsion point computations, as some or all action systems in the execution
set share the same initial £ 4. In this regard, this technique is applied in the first round of
execution or whenever we have actions starting from the same E,4. Specifically, we adjust
the computation of torsion points to determine two pairs of torsion points, one pair for
each corresponding action, as detailed in Algorithm 5. The latter includes a subroutine
shown in Algorithm 6, which is identical to Algorithm 4 except that it uses xMULConstTime
instead of xMUL on lines 10-11.

Analysis of Our Strategy

In this section, we analyze the computational cost of constant-time CSIDH implemented
using our strategy.

Selected parameters. In order to be able to provide a comparative analysis based on com-
putational cost, we use parameters similar to those of CTIDH. In particular, we consider
CSIDH-512 [11], which is characterized by the finite field F,, where p = 4T]72, ¢; — 1 with
{y to l73 being all odd primes from 3 to 373 and ¢74, = 587. For the secret key space,
we consider CTIDH-512s proposal Ky, introduced in [10], which requires CTIDH 208
odd-isogeny evaluations and a minimum of 18 torsion point samplings and computations.
Furthermore, our work does not make use of the improved version of CTIDH, namely
SECSIDH [35], since the latter is focused on improvements based on optimization of field
arithmetic (e.g., using the Karatsuba algorithm for field multiplication) and employs the
same algorithm as CTIDH, whereas we aim to reduce the number of finite field arithmetic
operations. In this work, we modify CTIDH’s algorithms in combination with our previous
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Algorithm 5: Initial round torsion point computation.

IHPUt: Ey € &Fp(o)y (fl’f2) € {07 1}2]{) (617 62) € {_1’0’ 1}%7 Ie Z];SOBa (‘]17
J?) € 72k,

Output: (7y, 1), (7§, T7)

(T, T1) < UniformRandomPoints(A)

[y

2 (To, Ty) « ([r]To, [r]T1) where r = 4T1gr T12%, 4

3 CommonTargets < list of B-empty lists

4 fori=%kto1ldo

5 | 4 s {1l,..., N\ {J}, J?}

6 | CommonTargets; < cmov((J}, J?), (J}, 5'), J} # J?)

7 CommonTargets; <— cmov([Ny,], CommonTargets;, N;, < 2)

8 ClearSet < {1,..., N} \ {CommonTargets; }

9 for j € ClearSet do

10 Ty < xMULConstTime(Ty, ¢y, j, 1)

11 Ty < xMULConstTime(13, ¢4, ;, )

12 (T}, T}) < GetTorsionPoint2((Ty, T1), f*, €', I, J', CommonTargets)
13 (T2, T?) + GetTorsionPoint2((Ty, T1), f2, €2, I, J?, CommonTargets)

-
'y

return (7)), 7}), (13, T7)

computation strategy, both of which are independent of field-arithmetic level optimizations.
Furthermore, SECSIDH works on CSIDH with very large parameters from CSIDH-2048 to
CSIDH-9216. While their techniques are more effective with these parameters, they appear
to have limited practical applications, as the performance of the applications in question
relies heavily on knowing the order of the ideal class cl(O).

Cost metric. To evaluate the action systems, we construct our algorithms using the
constant-time CTIDH functions presented in the most recent version of the high-ctidh
software [1 1] built with the makefile from its fork [112], including Elligator, xMULConstTime,
and Matryoshkalsogeny. For cost measurement, we use the arithmetic operation counter in
the high-ctidh software to obtain the count for the number of operations on [F,, evaluating
the execution set.

Results. Our results are compared with individual computations of the execution set

carried out using the group action implemented in high-ctidh software [11, |. We ini-
tially benchmarked our constant-time Algorithm 3 (and its subroutine Algorithm 4) alone,
without our strategic method, against the state-of-the-art CTIDH algorithm [11, ]. For

CTIDH-512, our results show a reduction of 2.75% for field multiplication, 11.08% for
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Algorithm 6: GetTorsionPoint2 (revised from Algorithm 4)

Input: (Tp, T1), f € {0,1}*, e € {~1,0,1}*, T € Z55", J € Z%,, ClearSets € Zk
Output: Updated Ty and T3

1€+ 1;

2 for: =%k to 1 do

3 ClearSet < ClearSets;;

4 ¢ « cmov(e;, €, € # 0 and f; # 0);

5 for j € ClearSet do

6 if ¢ =1 then

7 ‘ Ty < xMULConstTime(11, ¢y, ;, 1;);
8 else if ¢ = —1 then

9 | Ty < xMULConstTime(Ty, (1, ;. 1;);
10 Jtarget < Ji;
11 ClearSet < ClearSet \ {Jjiarget };
12 for j € ClearSet do

13 if ¢ =1 then

14 | Ty <~ xMULConstTime(Ty, (1, ;. 1;);
15 else if ¢ = —1 then

16 ‘ Ty + xMULConstTime(Tl, E[i’j, IZ),

17 return (7y, T7);

squaring, 4.48% for Metric 1, and 3.96% for Metric 2; however, we observe a 1.12% in-
crease in field addition. Furthermore, Table 6.2 illustrates roughly up to 8% reduction in
computational cost for an execution set of size 4 with an action system of size 2.
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Table 6.2: The computational cost for computing two action systems of size 2, i.e.,
{{eW e®} {e® e®}} The experiment was conducted using the source code from [11],
which is built on the makefile from its fork [1412].

Cost
M S A Metric 1 ‘ Metric 2
Individual computation 1,788,198 468,887 2,001,842 | 2,257,086 | 2,263,400
(previous work [10, 11])
Strategic computation 1,676,746 400,398 1,954,800 | 2,077,144 | 2,094,805
(this work, Section 6.4)

Reduction: ~ 6.23%  14.60% 2.35% | 7.97% | 7.45%

6.5 Chapter Summary

In this chapter, we have proposed multiple practical techniques to reduce the number of
field arithmetic operations required to evaluate ideal class group actions on a set element.
Our first proposal is a batching strategy to efficiently evaluate public action systems. We
have analyzed our strategy for action set sizes ranging between 2 and 58, where it shows
a reduction of around 14% of field arithmetic operations. Secondly, we have proposed an
improved constant-time algorithm that is merged with our batch strategy to evaluate a
private set of action system. Our analysis indicates an improvement of roughly up to 8%,
with the improved implementation of constant time CSIDH alone reducing the computation
by around 4%.
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Chapter 7

Concluding Remarks and Future
Works

In this thesis, we explored some aspects of the field of cryptography in which time plays a
crucial role in its security. To expand the scope of applications in this field, we extended
an existing theoretical notion, introduced a new notion, and improved the efficiency of one
of the few building blocks used to construct delay-based primitives.

7.1 Concluding Remarks

Our work for this thesis began by expanding on the notion of trapdoor VDF, which was ini-
tially defined in [156]. In Chapter 4, we introduced a new class of trapdoor verifiable delay
functions (trapdoor-VDFs) that features a large ensemble of trapdoors for each VDF in-
stance. Within this framework, the challenger randomly samples a secret trapdoor from the
ensemble to construct a challenge. Using the secret trapdoor, the challenger can solve the
challenge fast, whereas the solver, who does not know the trapdoor, must perform lengthy
sequential computations, taking a long, predetermined period of time. The solver’s com-
putation is publicly verifiable, which does not require knowledge of the secret trapdoor.
We also proposed a framework and a proof-of-concept instance for trapdoor-VDF. The
proposed framework allows reuse of public parameters in constructions with costly public
setups (e.g., isogeny-based constructions such as [33] and [72]). In short, our initial notion
addresses the sender’s (i.e., the challenger’s) needs to release digital content after a prede-
termined delay while retaining the reusability of the underlying setup’s parameters, which
we expect to be beneficial in distributed systems.
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We then further developed such notion and asked the question of the receiver’s privacy,
specifically in the context of digital content distribution. In particular, we addressed the
scenario where clients (i.e., a receiver who may also act as a solver) are concerned about
their interests in certain content being exposed. Hence, in Chapter 5, we introduced a
new construct called ChronoCloak, intended to address the issue of premature exposure of
sender’s digital content and privacy-preserving of receiver’s interaction. In the context of
oblivious digital dissemination, ChronoCloak offers a viable integrated solution to mitigate
premature disclosure. In contrast to its existing solutions, the proposed ChronoCloak is
based on an integrated model and does not require a time server. Moreover, the receiver
may outsource the computation (with public verification), but only the intended recipient
will be able to retrieve the subset of secrets using the solution to the sender’s challenge.
We then proposed a definition of ChronoCloak’s ideal functionality. We next presented a
generic protocol that implements this functionality within the random oracle model. The
protocol builds on any ChronoCloak instance proven secure under Definition 8, uplifting its
security to a UC-secure implementation. In this regard, we also propose a secure Chrono-
Cloak instance based on Definition 8, constructed using an oblivious transfer protocol and
a trapdoor-VDF.

One of the discussions we had on ChronoCloak focused on its scalability. We noted that
ChronoCloak is scalable in situations where the sender interacts with multiple receivers.
For example, in our proposed construction, the sender shares a single challenge but must
engage in multiple OT interactions, one for each receiver. In Chapter 6, we proposed a
strategy of such scenario that is implemented within the CSIDH setting, e.g., CSIDH-
based OT protocol as in [9]. As illustrated in Chapter 6, the benefit of our work extends
to other constructs such as signature schemes [7, 21, 54, 71, 73] or zero-knowledge proofs
[71, 20,7, 59]. In particular, we proposed a new batching strategy that reduces the number
of field arithmetic operations required to perform multiple executions of a protocol (or
repeated actions within a protocol) within CSIDH settings. Our first batching strategy
targets actions without security restrictions (that is, not considering side-channel threats),
which reduces the computational costs of a public action set by roughly up to 14% compared
to individual execution. Then, we proposed a new constant-time implementation of CSIDH,
and a constant-time batching strategy. When combined, both reduce the computational
costs of a secret action set by roughly up to 8% compared to the individual execution
of current state-of-the-art constant-time CSIDH; whereas the new constant time by itself
reduces the computations by approximately up to 4%. Lastly, to help the reader understand
our work, we have included the source code for a proof-of-concept implementation, which
is available at https://github.com/ahzawia/Streamlining-CSIDH.

122


https://github.com/ahzawia/Streamlining-CSIDH

7.2 Future Work

Looking back at our work, we can identify potential avenues for future research that could
produce interesting results. Here are a few examples of possible future research.

Regarding our trapdoor-VDF, Chapter 4 provides a formal definition along with a
proof-of-concept construction. However, our construction is not quantum secure, and to
our knowledge, there are no trapdoor-VDFs that provide this security guarantee. The
development of such a construction is of great interest.

In another aspect, scalability remains a significant challenge when adopting delay prim-
itives, such as trapdoor-VDF and ChronoCloak, particularly in applications requiring high
throughput. They struggle to meet such a requirement since they typically require lengthy
sequential computations (and verifications) per challenge, which consumes substantial com-
putational resources. As a result, they scale poorly as the size of the application increases.
One possible solution is to introduce them with batching capabilities; an example would be
to introduce trapdoor-VDF that performs lengthy sequential evaluation (and verification)
for an entire batch of challenges rather than for each challenge.

Another possible solution to address the scalability issue is to propose efficient prim-
itives based on a concept similar to delay encryption. Regarding our work in Chapter
5, to enhance ChronoCloak’s scalability, multiple senders can encapsulate their challenges
using a randomly generated session ID, similar to the delay encryption construct. How-
ever, to our knowledge, there is only one example of delay encryption, which is inefficient.
Therefore, it would be interesting to explore a more efficient delay encryption construction.

As of now, in the private strategy discussed in Chapter 6, we execute actions using
an action system of size two to avoid the complexity overhead associated with a larger
system. However, it would be interesting to explore the execution with an action system
of a size larger than two. In a constant-time setting, with actions drawn from the CTIDH-
512 key space, the expected number of execution rounds (or isogeny evaluations) is at
least 208, while the average number of rounds needed to correctly execute an action is
about 180. This implies that on average 13.46% of the rounds are dummy rounds. In
our current approach, we only took advantage of one-third of these, which leaves about
two-thirds open to future improvement. Therefore, a larger action system, combined with
a scheduling algorithm, may enhance the efficiency of the constant-time strategy.
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