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Abstract

Quantum key distribution (QKD) is the task of establishing an information-theoretically
secure key between two parties (Alice and Bob) by exploiting the rules of quantum mechanics.
A central goal in QKD is to provide finite-size security proofs against the most general class
of attacks—namely, coherent attacks. One approach for obtaining such proofs is through
the original entropy accumulation theorem (EAT) and the generalized entropy accumulation
theorem (GEAT). In this thesis, we improve and extend these EAT-style techniques in
several aspects. We begin by presenting techniques for applying the GEAT in the finite-size
analysis of generic prepare-and-measure protocols. We then improve the statistical analysis
in these EAT-style techniques, yielding a significant improvement in the key rates obtained
by these methods. In addition, these improvements can be applied directly at the level of
Rényi entropies if desired, yielding fully-Rényi security proofs. Beyond this, we develop an
EAT-style framework that can accommodate specific forms of marginal-state constraints
“compatible” with the source-replacement scheme. This allows us to overcome the repetition-
rate restriction previously imposed on the GEAT when analyzing prepare-and-measure
protocols. Furthermore, it yields “fully adaptive” protocols that can, in principle, update
the entropy estimation procedure during the protocol itself. Finally, we investigate the
effect of imperfections in QKD by deriving a number of chain rules for mutual information
suited for analyzing protocols involving information leakage from imperfect devices. In
particular, we derive chain rules between smooth min-entropy and smooth max-information
for characterizing one-shot information leakage caused by an additional conditioning register.
Furthermore, we introduce an EAT-style theorem for mutual information to simplify the
evaluation of leakage measured by smooth max-information. In addition, we derive suitable
chain rules to incorporate the leakage process into the GEAT framework.
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Chapter 1

Introduction

Quantum key distribution (QKD) is the task of establishing an information-theoretically
secure key between two parties (Alice and Bob) by exploiting the laws of quantum mechanics.
In a QKD task, Alice and Bob are connected by an insecure quantum channel controlled
by the adversary and an authenticated classical channel. The adversary is allowed to
intercept any states sent over the quantum channel and perform any valid attack within
the realm of quantum mechanics, but she cannot alter or impersonate messages sent over
the authenticated classical channel. The goal of a security proof for a QKD protocol is to
show that Alice and Bob can generate a secure key under these conditions, regardless of
the attack Eve employs.

What makes QKD special is that its security is based on the fundamental physical
principles as opposed to classical cryptographic schemes, which rely on computationally
difficult problems and can potentially be broken if the adversary gains enough computational
power. In fact, QKD relies on unique quantum phenomena. For instance, the no-cloning
theorem ensures that an eavesdropper cannot make perfect copies of states being transmitted,
and acting on the transmitted states would inevitably disturb the system and reveal the
presence of interception. Moreover, by exploiting entanglement between parties, Alice and
Bob can verify their correlations through violations of Bell’s inequality [12, 43], which rule
out classical explanations and certify the presence of genuine quantum correlations.*

The first QKD protocol was introduced by Bennett and Brassard in their seminal 1984
paper [13], now widely referred to as the “BB84 protocol”. Several years later, in 1991,

IEquivalently, in the ideal case of QKD security, Alice and Bob can verify that the correlations between
them are completely decoupled from Eve. In this case, the entropic bound in the Leftover-Hashing Lemma
is maximal (see Sec. 2.5.1).



Ekert introduced another protocol [13] based on the notion of entanglement, which is now
known as the “E91 protocol”. One of the most important features of QKD is a property
known as “forward secrecy”, a property which, in the QKD context, states that once a
secure key is established via a QKD protocol, it remains secure forever, irrespective of the
adversary’s present and future computational power.

Most of the early security proofs for QKD were based on the assumption that the trusted
parties (Alice and Bob) can send an unlimited number of signals to establish a secret key.
In practice, though, Alice and Bob do not have access to an unlimited number of resources.
Therefore, it is vital to construct a framework capable of analyzing the length of the secure
key given a finite number of resources. Once we enter this regime, the analysis becomes
more involved and complicated. For this reason, a large amount of the analysis in the
literature has been done either for simple and symmetric protocols or under some restrictive
assumptions on the adversary’s attack [67, , , 52] (see also Sec. 2.5). Following the
framework introduced in [104], these techniques are mostly designed to obtain lower bounds
on some suitable form of smoothed min-entropy of the global state prior to the privacy
amplification step (see Sec. 2.5.1).

Among techniques that do not restrict the adversary’s capability, the entropy accumula-
tion theorem (EAT) and its variations [37, 11, 89] are shown to provide a flexible framework
for finite-size analysis while imposing minimal restrictions on the set of applicable protocols.
The EAT provides a recipe to reduce the problem of evaluating smooth min-entropy over
the global state to an analysis that depends on the information obtained in a single round
of the protocol, which, informally speaking, can be described as follows. Suppose the state
p in the protocol can be produced by n channels acting “sequentially” in some sense, and
denote the resulting “secret” raw data as S and some final side-information register as
E,. Then, letting €2 denote the event that the protocol accepts (based on some “test data”
computed over the n rounds), the EAT states that as long as p satisfies some technical
conditions, its smooth min-entropy conditioned on 2 satisfies a bound of the following form:

(informal summary) Hif(SﬂEn)plQ > nhyn — O(v/n), (1.1)

where, loosely speaking, h,y is a value slightly smaller than the minimum von Neumann
entropy over all single-round states that are “compatible with” the accept condition. This
suffices to yield a security proof, since the O(y/n) “finite-size correction” becomes negligible
in comparison to the leading-order nhyy term at large n, so (1/n)HF(SP|Ey),, converges
asymptotically to hyx.

The original EAT was mostly suitable for analyzing a certain class of QKD proto-
cols—namely, device-independent (DI) QKD and device-dependent entanglement-based



(EB) QKD (see Sec. 2.4). Subsequently, a generalized version known as the generalized
entropy accumulation theorem (GEAT) was developed [389], which was designed to adapt to
another important class of QKD protocols: device-dependent prepare-and-measure (PM)
QKD. However, there are some limitations and drawbacks in using EAT/GEAT for security
proofs, which we will briefly explain here.

e The finite-size corrections in both the original EAT and the GEAT are suboptimal.
In fact, they are currently outperformed by other security proof techniques [119, 80].

e Although the GEAT generalizes the original EAT framework to accommodate PM-
QKD protocols, it does so at the cost of imposing another form of restriction, namely,
the repetition rate of the protocol must be limited such that there is only one signal at
a time in the channel between Alice and Bob. We will refer to this as a “repetition-rate
restriction”.

e Both the original EAT and the GEAT rely on the assumption that the source used to
prepare states in Alice’s lab, as well as the detectors in both Alice’s and Bob’s labs,
do not have imperfections involving memory across rounds.

In this thesis, we address all of the above limitations by providing an enhanced statistical
analysis to significantly improve the finite-size corrections, introducing a variant of EAT

to overcome the repetition-rate restriction, and presenting a framework to incorporate
memory-dependent imperfections into the GEAT framework.

1.1 Outline of the thesis

In this section, we provide an overview of the results in this thesis.

Chapter 2: Background

In this chapter, we lay out the required concepts and notions that will be used throughout
the thesis. We briefly introduce QKD and discuss the frameworks of EAT and GEAT.



Chapter 3: Finite-size analysis of prepare-and-measure and decoy-state QKD

via GEAT

In this chapter, we provide a flexible framework for analyzing the finite-size effects
of prepare-and-measure QKD protocols via the GEAT. We present a scheme to optimize
various parameters in the GEAT, in particular a vital quantity termed the “min-tradeoff
function”, which significantly impacts both first- and second-order terms in the finite-size
analysis. We apply this to an example of a decoy-state protocol and qubit BB84 with loss,
demonstrating that reasonably robust key rates can be achieved in the finite-size regime.

Chapter 4: Improved Statistical analysis via generalized Rényi EAT

In this chapter, we extend the connection between the framework known as quantum
probability estimation (QPE) [136] and the GEAT [39]. By doing so, we address some
of the challenges we faced in Chapter 3; namely, we significantly improve the finite-size
corrections in the GEAT model. In particular, we obtain a bound that does not involve a
min-tradeoff function, thus completely avoiding the difficulties associated with optimizing
its choice. Furthermore, the resulting bound appears to be extremely tight. Informally, the
bound we obtain has the following form:

(informal summary) H](S}|E,), ., > nha — log (1.2)

dib a—1 " Pr[Q)

where H] is a (sandwiched) Rényi entropy with o > 1, and hg is a Rényi version of hyy in
Eq. (1.1), i.e. loosely speaking, a value somewhat smaller than the minimum Rényi entropy
over all single-round states that are “compatible with” the accept condition. Importantly,
hs can be computed as a convex optimization that does not involve any specification of an
affine min-tradeoff function. However, we note that our analysis in this chapter is based on
the GEAT model, meaning its application to the prepare-and-measure QKD protocol is
still restricted by the limitations of GEAT for prepare-and-measure QKD protocols—i.e.,
the so-called repetition rate restriction. In the next chapter, we provide a framework that
resolves this limitation.

Chapter 5: Marginal-constrained entropy accumulation

In this chapter, we address the repetition-rate restriction in the GEAT model. We
begin by noting that, via the “source-replacement technique”, any prepare-and-measure
QKD protocol can be converted into an equivalent entanglement-based QKD protocol,

4



with an additional constraint: the marginal state in Alice’s lab must remain untouched
by the adversary. Unfortunately, such a constraint cannot be enforced within the GEAT
framework due to certain technical limitations (see Chapter 5). To overcome this, we
introduce another variant of EAT that accommodates this constraint, thus allowing us
to convert a prepare-and-measure QKD protocol into an equivalent entanglement-based
protocol where the repetition-rate restriction no longer applies (this is because, in that
entanglement-based QKD protocol, the adversary is assumed to have access to the full state
at the beginning of the protocol).

We obtain this EAT variant by introducing a notion of “channel conditional entropy”,
which is defined as

HL (M, B,[a]) == inf HI(BICR)mp; (1.3)
AAR

pa=ta

where M € CPTP(A/AV, B(C'), and the optimization is over all density operators p, 4%

subject to a marginal constraint on A, with R being a stabilizing register. We then show
that this quantity is superadditive under the composition of channels. Finally, we show
that a statistical analysis similar to that of Chapter 4 can also be carried out within this
model, yielding extremely tight bounds on key rates under this framework.

Chapter 6: Mutual information chain rules for security proofs robust against
device imperfections

In this chapter, we go one step further and turn our attention to the scenarios where
there are memory-based imperfections, either in the source that Alice uses to prepare
states or the measurement devices that Alice and Bob use. To address these scenarios in a
security proof, we propose various chain rules. In particular, we propose a technique to
accommodate such imperfections in the GEAT framework. For instance, we show that for
states satisfying a suitable channel structure, we can write

(informal summary) HI(A|BC), > HI(A|B), — &, (1.4)

where &, is essentially a Rényi mutual information involving C', after taking the “worst-case”
value over possible channel outputs. We use this chain rule iteratively to accommodate
imperfections in the GEAT framework. Alternatively, we prove a chain rule of the form

(informal summary) HLS(SP|LYE,), > HL (SPE,), — IS, (ST E,; LT), — [small corrections],
(1.5)



where the registers can be interpreted similarly to those in Eq. (1.1) with L} being the
registers containing leaked information due to imperfections in the devices. The chain rule
in (1.5) has the appealing property of being applicable in any EAT-based framework, with
the drawback that the adversary cannot interact with the leakage until the very end of
the protocol. In contrast, the chain rule in (1.4), while allowing the adversary to interact
actively with the leaked information, is only valid within the GEAT framework. To ease
the calculation of smoothed max-information in Eq. (1.5), we also derive a bound on the
Rényi mutual information of a state generated by a suitable sequence of channels as

L Z; L) Mpomomta(o0) < Y 50D TH(Z; Li) my(w); (1.6)

W
1=1 "ZR;_1

where M; € CPTP(R;_1, R;L;) is a sequence of quantum channels, p° is some initial state,
and Z is an overall “reference” register not acted on by the channels, while Zis a purifying
register for each individual channel. We note that the above bound can be related to the
smoothed max-information term in Eq. (1.5) via the conversions in [22].

Chapter 7: Concluding remarks

Finally, we conclude this thesis by sketching open questions that remain unresolved,
as well as possible future directions for extending the frameworks introduced here and
exploring their potential applications.



Chapter 2

Background

2.1 Notations and definitions

In this section, we present the basic notations and definitions used throughout this
thesis. Table 2.1 summarizes some fundamental notations. In addition to these, several
other key concepts are introduced below. In this thesis, we will assume that all systems are
finite-dimensional, but we will not impose any bounds on the system dimensions unless
otherwise specified. A “register” will refer to a labeled quantum system, that is, a finite-
dimensional Hilbert space used to store quantum or classical information. A quantum
channel (or completely positive trace-preserving map) will denote a physical transformation
acting on registers, representing the most general allowed evolution of quantum systems.

Definition 2.1.1. (Frequency distributions) For a string 2z € Z" on some alphabet Z,
freqz? denotes the following probability distribution on Z:

number of occurrences of z in 27

(2.1)

freq,.(z) =
! n

Definition 2.1.2 (2-universal hash function). A family F 4,z of functions from some set
A to Z = {0,1} with a probability distribution p; is called 2-universal if Va,a’ € A with
a # a', we have:
1
Pr [f() = f(a)] < o (22

Fasz

where the probability is computed with respect to the distribution py.



Table 2.1: List of notation

Symbol Definition
log Base-2 logarithm
H Base-2 von Neumann entropy
Pbin Binary entropy function; hy,(z) == —zlogz — (1 — x) log(1 — x)

Extended real line

Floor (resp. ceiling) function

Schatten p-norm

(A, B) Inner product between two operators A, B
B Absolute value of operator; |M|:= vV MtM
ALlB A and B are orthogonal; AB = BA =0
X >Y (resp. X >Y) X —Y is positive semi-definite (resp. positive definite)
CPTP(A, B) Set of completely positive and trace preserving maps from A to B.
CP(A, B) Set of completely positive maps from A to B.
End(A) Set of linear operators on register A
Hom(A, B) Set of linear operators from register A to B
Herm(A) Set of hermitian operators on register A
Pos(A) Set of positive semi-definite operators on register A
S_(A) (resp. S<(A))  Set of normalized (resp. subnormalized) states on register A
Ua Maximally mixed state on register A
A? Registers A; ... Ay




Definition 2.1.3. A state p € S<(CQ) is said to be classical on C' (with respect to a
specified basis on (') if it is in the form

pog = Z A e ® o, (2.3)

for some normalized states 0. € S_(Q) and weights \. > 0, with |¢) being the specified
basis states on C'. In most circumstances, we will not explicitly specify this “classical basis”
of C, leaving it to be implicitly defined by context. It may be convenient to absorb the
weights A, into the states 0., writing them as subnormalized states w. = .0, € S<(Q)
instead.

Definition 2.1.4. (Conditioning on classical events) For a state p € S<(CQ) classical on
C, written in the form pcg = ). |e)(c| ® w, for some w, € S<(Q), and an event € defined
on the register C', we will define a corresponding partial state and conditional state as,
respectively,

Tl STl

Tr [ora) "~ Tocn Tr [

PAQ = Z || ® we, Pl =

ce)

The process of taking partial states is commutative and “associative”, in the sense that for
any events 2, we have (pra)aor = (Prer)ra = Panaey); hence for brevity we will denote
all of these expressions as

PAQASY = (,OAQ)AQ' = (,OAQ’>/\Q = PAQAQ)- (2~5)

On the other hand, some disambiguating parentheses are needed when combined with
taking conditional states (due to the normalization factors).

In light of the preceding two definitions, for a normalized state p € S_(CQ) that is
classical on C| it is reasonable to write it in the form

peg =Y ple)|efel @ poes (2.6)

where p(c) denotes the probability of C' = ¢ according to p, and pg|. can indeed be
interpreted as the conditional state on @ corresponding to C' = ¢, i.e. pg. = Trg [pm}
where (2 is the event C' = c¢. We may sometimes denote the distribution on C' induced by p
as the tuple

pc = (p(1),p(2),...). (2.7)

9



Definition 2.1.5. For any p € S_(AB) we write pyp to denote the state of A condi-
tioned on B, which is defined as:

1 1

PAB = PR’ PABPR’ - (2.8)

We highlight that Definition 2.1.4 involves states conditioned on an event (or a specific
value of some classical register), while Definition 2.1.5 involves states conditioned on a
register. Qualitatively, to draw an analogue to classical probability distributions Papg
on random variables AB, the former is for instance about the notion of the conditional
distributions P4, conditioned on a specific event B = b, while the latter is about the notion
of the conditional distribution P4 g, which is a random variable that is a function of the
random variable B.

Definition 2.1.6. (Measure-and-prepare or read-and-prepare channels) A (projective)
measure-and-prepare channel is a channel £ € CPTP(Q, QQ’) of the form

Elpgl = (PipeP)) ® 0gy);, (2.9)

J
for some projective measurement {P;} on @ and some normalized states og;. If @ is
classical and the measurement is a projective measurement in its classical basis, we shall
refer to it as a read-and-prepare channel. Note that a read-and-prepare channel always

simply extends the state “without disturbing it”, i.e., tracing out )’ results in the original
state again.

We now state several measures used to distinguish between states.

Definition 2.1.7. For p,o € S_(A), the trace distance is

1
T(p.o) =5 llp—oll,- (2.10)
Definition 2.1.8. For p,0 € S_(A), the fidelity is
Flp,0) = || Vaval, 2.11)
Definition 2.1.9. For p,0 € Sc(A), the generalized fidelity is
Fp,o) = ||lvova, + /(1 = Tr [p))(1 — Tr [o]), (2.12)

and the purified distance is P(p,0) = /1 — F(p,0)?. If either p or ¢ is normalized, this
reduces to the standard definition of fidelity between normalized states.
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2.2 Entropic quantities

We begin this section with an intuitive, informal description of classical entropy and
divergence, and refer the reader to [117] for a formal and precise treatment of the material
discussed here. Claude Shannon, in his seminal paper [106], provides a natural definition for
a function that is supposed to characterize the information content of an event. Essentially,
he showed that given an event €2, and a probability of its occurrence Pg, a function I(Pq)
characterizes the information content (sometimes referred to as the surprisal function) in
that event if it satisfies the following conditions:

e [(Py) is a non-negative and continuous function on (0, 1].
e [(Pg) is monotone decreasing,.

e for two independent events 2 and ', with probabilities Py and P, respectively, we
have I(PQPQ/) = I(PQ) + _[(PQ/)

As it turns out [106], the only function satisfying these requirements, up to a multiplicative
constant, is the following:*

I(Po) = log <i> | (2.13)
Pq

With this in mind, consider a random variable X, and a probability distribution p associated

with X i.e., {ps}zex. The Shannon entropy of a probability distribution p associated

with the random variable X is defined as the weighted arithmetic mean of the information

content over p, i.e.,

H(p) = > puI(ps). (2.14)

zeX

Shannon entropy plays a crucial role in the foundations of information theory. For example,
it characterizes the optimal asymptotic rate for the task of source compression [100].

Another quantity that can be obtained from the information content function, which
is widely used, is “Kullback-Leibler divergence” (also referred to as “relative entropy” or
“Shannon’s information gain”) [105, 71]. Let X be a random variable, and q be a probability

1We highlight that the requirements for the information content function are somewhat intuitive. For
example, the second requirement imposes the fact that an event with less probability of occurrence contains
more information.
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distribution associated with X, i.e., {¢;}sex. Furthermore, let {2 be an event; we are
interested in how much information is gained upon observing the event 2. To this end, let
p be the probability distribution associated with X conditioned on observing the event (2,
i.e., {ps}eex. For any x € X the information gain, upon observing €2 is given by:

1 1
Looin (P2, ) = log (—) — log <—> . 2.15
sinlprv2) = 1og ) ~1og - 215
Then, the Kullback-Leibler divergence between p and q is denoted by D(pl|q), and is given
by the weighted arithmetic mean of the information gain over q, i.e.,>

D(plla) =Y _ Pelgain(ps: ¢a)- (2.16)

zeX

We highlight that both Shannon entropy in Eq. (2.14) and Kullback-Leibler divergence
in Eq. (2.16) were defined such that they preserve the third condition of the information
content function. In other words, the following relation holds:

H(p®dq)=H(p)+ H(aq), (2.17)
D(p®rllq®s) = D(pllq) + D(r|s). (2.18)

A natural question at this point is what alternative quantities would be obtained if we
instead define the entropy and divergence through different notions of means. Alfred Rényi,
in his seminal paper [105], addressed this question by focusing on a particular class of
generalized means while requiring that the relations in Eq. (2.17) be preserved. The class
of generalized means he studied is referred to as “Quasi-arithmetic mean” and defined as
follows. Consider a random variable X, and a probability distribution p associated with X,
i.e., {ps}zex, furthermore, let, g be a monotonic function with an inverse g~'. Then, the
general mean associated with g is defined as

g (Z ng(w)) : (2.19)

zeX

Informally, we can think of the function ¢ as a transformation that maps into the space
where the arithmetic mean is “natural”, then taking the arithmetic mean and transforming
the result back into the original space.

2We note that, in general, these quantities can be defined for generalized probability distributions.
However, for simplicity and to obtain a better intuition, we only defined them for probability distributions.
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Rényi observed that aside from the arithmetic mean, the only class of g for which,
up to a multiplicative constant, the resulting entropy and divergence satisfy the relation
in (2.17), is g(x) = 20797 for a > 0.® Using this particular choice of mean function, the
corresponding entropy and divergence are defined as:

1
Heo(p) = 7——log (Z p?) : (2:20)
zeX
1 —a
Da(plla) = —— log <Zp§“Qi ) : (2:21)
zeX

Rényi divergences have found many applications in classical information theory [105, ,

, , 91, 81]. However, unlike the classical case, once we enter the quantum world, there
are multiple ways to generalize these divergences. In what follows, we state the definition
of some of the quantum generalizations of Rényi divergence, along with related entropic
quantities derived from these divergences that will be used throughout this thesis. For a
more comprehensive discussion of these quantities, we refer the reader to [117, 65].

Definition 2.2.1. (Sandwiched Rényi divergence [93, 131]) For any p,o € Pos(A) with
Tr[p] # 0, and a € (0,1) U (1,00), the (sandwiched) Rényi divergence between p, o is
defined as:
1 Tr[(awmw> } 1 c
Da(pllo) = { a=7 108 i (<1 A pfo)V(supp(p) Csupp(a)) (2.22)
400 otherwise,

where for a > 1 the o'z terms are defined via the Moore-Penrose pseudoinverse if o is
not full-support [117]. The above definition is extended to a € {0,1,00} by taking the
respective limits. For the ov = 1 case, it reduces to the Umegaki divergence [124]:

Tr[plog p—plog o]

Do) = { S supp(p) C supp(o) (2.23)

+00 otherwise.

For any two classical probability distributions p,q on a common alphabet, we also define
the Rényi divergence D, (pl|/q) analogously, e.g. by viewing the distributions as diagonal
density matrices in the above formulas; in the o = 1 case this gives the Kullback—Leibler
(KL) divergence.

3More precisely, Rényi axiomatized the notion of divergence, and then he proved that the only two
glass of g that satisfy those axioms are linear functions g(z) = ca (which leads to Shannon’s entropy and
information gain function), and exponential functions of the form g(x) = 20=®% for o > 0. [107]
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Another generalization of the KL divergence to the quantum setting is the Petz diver-
gence [958, 99, 116], which is defined as the following:

Definition 2.2.2. (Petz Rényi divergence [116]) For any p,o € Pos(A) with Tr [p] # 0,
and o € (0,1) U (1, 00), the Petz divergence between p, o is defined as:
- 1 Tr[pao.lfa]
Du(pllo) = 4 a1108 —mpr— (@ <1 A pLo)V(supp(p) Csupp(a)) 5oy
~+00 otherwise,

where for a« > 1 the o'~ term is defined via the Moore-Penrose pseudoinverse if o is
not full-support [117]. The above definition is extended to a € {0,1,00} by taking the
respective limits. Similar to the sandwiched Rényi divergences, for the o = 1 case it also
reduces to the Umegaki divergence, and for classical states it also reduces to the classical
Rényi divergences.

We will also be using the measured Rényi divergence, which is defined as follows.

Definition 2.2.3. (Measured Rényi divergence [51, Eqgs. 3.116-3.117]) For any state
p,o € Pos(A), with Tr [p] # 0, and « € [0, oo, the measured Rényi divergence between p, o
is defined as:

Dua(pllo) = sup Da(Fyarl| Poar), (2.25)

where the optimization is over finite sets X, and POVMs M on it, with P, (z) =
Tr [M(z)p], and Do (P a||Psar) is the classical Rényi divergence between the two distribu-
tions.

Rényi divergences can also be defined for a pair of CPTP maps, by taking the worst
case over the input states [75].

Definition 2.2.4. (Stabilized Rényi channel divergence) For M € CPTP(A, B), N €
CPTP(A, B), and a € [5,1) U (1,00), the stabilized Rényi channel divergence is defined as

Do(MIN) = esy&R)Da (M(war)|IN(war)) (2.26)

where D,, can be any one of {D,, Dy o, Do}, and R is isomorphic to A.

A fundamental quantity in quantum key distribution is the sandwiched Rényi conditional
entropy. This quantity provides a bound on the length of the key that can be securely
extracted in the presence of quantum side information [12].
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Definition 2.2.5. (Sandwiched Rényi conditional entropies) For any bipartite state p €
S_(AB), and a € [0,00], we define the following two (sandwiched) Rényi conditional
entropies:

Ho(A|B), = =Da(pas|la ® pp)
HJ(A|B), = sup —Da(pas|ls® o). (2.27)
UBES:(B)

For o = 1, both of the above values coincide and are equal to the von Neumann entropy.
Note that the cases @ = oo and o = 1/2 are commonly referred to as the “conditional
min-entropy” “and conditional max-entropy”, respectively.

Definition 2.2.6. (Petz Rényi conditional entropies) For any bipartite state p € S_(AB),
and « € [0, 00|, we define the following two Petz conditional entropies:

Ha(A|B)p = _Da(pABHHA ® pB)
2(A|B)p = sup —Dy(pap|la®op). (2.28)
ocp€S=(B)

For @ = 1, both of the above values coincide and are equal to the von Neumann entropy.

In this thesis, we will also make use of Rényi mutual information. In particular,
informally, we will be using it to characterize the amount of leakage occurring in a quantum
key distribution protocol.

Definition 2.2.7. (Rényi mutual information [131, Definition 12]) For any bipartite state
p € S<(AB) with Tr [p] # 0, and « € [0, 00|, we define the following (sandwiched) Rényi
mutual information:

1.(A: B), = Dua(pasllpa ® pp),

I(4B),= inf | Dalpaslloa®on), (2.29)

IY(A: B), = o f D, |
e ( )P wAeSS(Al)I,laBGSS(B) (PABHwA X O'B)

All the above optimizations can instead be restricted to normalized states without changing
the optimal values. For a = 1 and Tr [p] = 1, we have [,(A: B) = [}(A; B) = I**(A: B)
and their values are equal to the von Neumann mutual information. Note that while 7, and
I are symmetric with respect to partial registers, I'* is not (i.e., I}(A4; B), # I(B; A),).
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Definition 2.2.8. (Rényi conditional mutual information) For any tripartite state p €
S_(ABC), and « € [0, 00|, we define the following (sandwiched) Rényi conditional mutual
information

IH9T(A: B|C), = IL(A: BC), — IX(A;: C), (2.30)

For a = 1, this definition is equal to the von Neumann conditional mutual information. Note
that this definition is not symmetric with respect to partial registers(i.e., IX4%(A; B|C), #
IH8(B; A|C),).

We now briefly introduce smooth entropies [116, 31, .

Definition 2.2.9. (e-smoothed max-divergence [28]) For p € S<(A),o € Pos(A) with
Tr [p] # 0, and any € > 0, the e-smoothed max-divergence is defined as

Di(pllo) = _inf  Du(plo). (231)
pESS(A) s.t.
P(p.0)<e

Note that the infimum is attained in the above definition, but it may not necessarily be
attained by a normalized state, even if p is normalized [117] (see [L02] for discussions of
circumstances under which the infimum may fail to be attained by a normalized state).

Similarly, we define various entropic quantities based on smoothed max-divergence.

Definition 2.2.10. (Smoothed entropies) For p € S<(AB) with Tr[p] # 0, and any

e€ [0, y/Trlpas]), let

HE(AB), = suwp  HL(AIB); =~ inf D (pa|ls®0s), (2.32)
pPES<(AB) s.t. op€eS=(B)
P(p,p)<e
H{(AB),:= sup  H|,(AB), (2.33)
FES<(AB) s.t.
P(p,p)<e
IS (A:B), = inf I (A:B); 934
= Jo FES(AB) st ol )7 (2.34)
P(p,p)<e
IY¥(A:B), = inf 1Y (A;B); 9
= (4 B), FES(AB) st (45 B)3, (2.35)
P(p,p)<e
(A B), = inf I¥A:B);= inf D* . (2.36
= ( )P ﬁesﬁl(r"l‘B) s.t. OO( )p wAES:(/%)r,lUBES:(B) OO(pAB”wA(X)JB) ( )
P(p,p)<e
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Note that the quantities in the first and second lines are commonly referred to as
the “smoothed min-entropy” and “smoothed max-entropy”, respectively. We highlight
that, again, in general, the infima above may not necessarily be attained by a normalized
state. However, for I12(A; B), with normalized p, the optimum is always attainable by
a normalized p. To see this, observe that D (tpag||tpa @ o) = Doo(papl||pa ® op) for
any t > 0 (and any o), therefore, we can just normalize any p attaining the optimum (also
noting that since p is normalized, this normalization will only increase the value of F(p, p)
according to Definition 2.1.9).

We also note that we only expressed the first and last quantities in terms of DZ_.
This is because, in the definition of the smoothed max-divergence above, the smoothing
optimization is only over the first argument of the divergence, while for I% and I, a
marginal of the state in the first argument of the divergence also appears in the second
argument. For the purposes of this thesis, however, these discrepancies are not a significant
concern, as the quantities can be converted into one another with some loss in the smoothing
parameter via [22, Theorem 3].

We highlight that prior to [12], smoothed min-entropy was the primary quantity used
to obtain bounds on the length of the secure key that can be extracted in the presence
of quantum side information. This is because it was shown in [104, | that smoothed
min-entropy provides an achievable rate for such a task.

With these definitions in place, we now present several properties of these quantities
that are useful in this thesis.

Theorem 2.2.1. (Data-processing [50, Theorem 1]; see also [03, 11, 92, 117]) For any
a € [1/2,00], any p,o € Pos(Q) with Tr [p] # 0, and any channel £ € CPTP(Q,Q’), we

have:

Da(pllo) = Da(E[p]l|€[0]), (2.37)

and thus also for any p € S_(Q"Q),

Ho(Q"1Q), < Ho(Q"|Q"er,  HLQ"|Q), < E(Q”| Q)elp)
1(Q": Q) > 1a(Q": Qe 127(Q":Q)p>1 i( )e[p (2.38)
Q" Q) > 1N Q" Qe 1HQ;Q"), > IHQ )

If € is an isometry, all the above bounds hold with equality.
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Lemma 2.2.1. (Conditioning on classical registers; see [03, Sec. III.B.2 and Proposition 9]
or [117, Eq. (5.32) and Proposition 5.1]) Let p,o € S_(CQ) be states classical on C'. Then

1
Va € (0,1) U (1, 00), D, (pllo) = p— log (Z p(c)o‘a(c)l—az(a—l)@a(p@cUQC)) 7
(2.39)

where D, € {Dy, Do}. Hence, for a state p € S_(CQQ'") classical on C,

Ya € (0,1)U(1,00),  Ha(QICQ) =+ i 5 log (Z p(c)z“—a)Ha@'Q’)w) . (240)

Vae(l/2)U(lx),  HUQICQ) = log (ch)zl‘a“ﬂm'@)w), (2.41)

where H, € {Hy, H,}.

Proposition 2.2.1. (Relations between smooth divergence and sandwiched Rényi divergence;
Proposition 6.5 in [117]) Let p € S_(A), o € Pos(A). Then, for any e € (0,1), a € (1,00),
we have

g(e)

D5 (plle) < Dalplo) + L (2.42)

where g(€) = log (1 — M) In particular, for any p € S_(AB),
IY(A:B), <IM(A:B),+ O;q<_€>1. (2.43)
To obtain the second bound from the first (which was proven in [117, Proposition 6.5]):

observe that for any p € S_L(AB),wa € S_(A),op € S_(B), from the first bound we have

€
DEO(PABHWA@)O’B) < Da(PABHWA@)O’B)‘i‘ j(—)l (2.44)
Taking infimum over w, o in the above inequality, and noting the relation between I'}¢ and
D¢, described in Definition 2.2.10, the claim follows. (Generalizing this property to, say,
I} would require a suitable handling of the reduced state on A in the second argument, as
discussed above.)
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Proposition 2.2.2. (Duality relation [117, Proposition 5.3, 5.4]; see also [0, Theorem
10],[118, Theorem 3]) For any pure state p € S_(ABC'), we have

1 1 1
T _ _

HQ(A|B),,+H5(A|C),,_0, a+B =2, a,f € [E,oo]

Hg(ALB)P + HIB(A|C)P = 07 Oéﬁ = 17 OJ,B S [0700] (245)

2.3 Basic convex optimization concepts

Convex optimization has become an essential tool in quantum information theory. Many
optimization problems in this field can be formulated as convex optimization problems.
This is especially important, as this class of problems can be solved “efficiently” using
numerical algorithms.

In this section, we briefly discuss the tools needed for this thesis and refer the reader
to [18] for a comprehensive treatment of the topic.

Definition 2.3.1 (Convex set). A vector space S is called convex if for any X,Y € S and
any A € [0, 1], we have AX + (1 —\)Y € S.

Definition 2.3.2 (Convex hull). For a vector space S, the convex hull of § is denoted by
conv(S) and defined as the set of all the convex combinations of points in S:

=1

k k
conv(S) = {Z NXi| Xq,, X €S A Z)‘i =1, for some k € N} . (2.46)
i=1

Definition 2.3.3. (Convex function) Let S be a vector space, and let F' : S — R be
a real-valued function. Then, the function F' is convex if S is a convex set, and for all
X,Y €S, and A € [0,1] we have:

FOX + (1= NY) <AF(X) + (1= NF(Y). (2.47)

Definition 2.3.4. (Affine function) A function F': R® — R™ is called affine if there exists
A € R™ and B € R™ such that F' can be written as:

F(X)=AX + B (2.48)
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2.3.1 Conjugate and duality

Definition 2.3.5. (Convex conjugate) For a function F': D — RU{—o00, 400} where D is
a convex subset of R¥, its convex conjugate is the function F* : R¥ — R U {—o0, +00}
given by

F*(y) =sup(x-y — F(x)). (2.49)

xeD

Intuitively, the convex conjugate function provides the best linear approximation from
below of the original function f at a given slope y (see [18] for more details).

Proposition 2.3.1. (Sion’s minimaz theorem [109]; see also[0S, Theorem 2.24]) Let S be
a compact, convex subset of a normed vector space, and S’ be a convexr subset of a normed
vector space. Let F: S x S" — R be a real-valued function such that

o (X, ): 5 — R is upper semi-continuous and quasi-concave on S’ for every X € S.

o F(-,Y):S — R is lower semi-continuous and quasi-convex on S for every Y € 5.

Then, the following holds:

)lgéfs SlelgF(X, Y)= Slelg)/ )%régF(X, Y). (2.50)

Furthermore, the infimum can be replaced with a minimum.

2.3.2 Semi-definite program

A semi-definite program (SDP) is an important type of convex optimization problem.
It plays a significant role in quantum information theory. Many quantities in quantum
information theory, such as fidelity and trace norm, can be formulated equivalently as an
SDP (see [68, 130]). In this thesis, we will also use SDP properties to obtain some of the
results in Chapter 5. Therefore, we state the definition of an SDP and briefly review some
of its properties.

Definition 2.3.6. Let ¥ € Hom(A, B) be a hermiticity-preserving map. Let A € Herm(A),
B € Herm(B) be hermitian operators. A semi-definite program is a triple (¥, A, B),
corresponds to the following optimization problems:
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sup (A, X) inf (B,Y)

XePos(A) Y eHerm(B)
st. U(X) =B (2.51) st UH(Y) > A (2.52)

We call (2.51) the primal problem and (2.52) the dual problem.

For the primal problem in (2.51), we call a point X feasible if X € Pos(A) and
U(X) = B. Similarly, for the dual problem in (2.52), a point Y is feasible if Y € Herm(B)
and UT(Y) > A.

Definition 2.3.7. (Weak and Strong Duality) Let (¥, A, B) be a semi-definite program.
Denote by « and ( the optimal values of the primal and dual problems in Eqs. (2.51)
and (2.52), respectively. Then, the above SDP satisfies the weak duality property iff

o< B, (2.53)
and it satisfies strong duality iff
a=p. (2.54)
The following propositions provide the criteria under which these properties hold.

Proposition 2.3.2. Let (U, A, B) be a semi-definite program. Denote by o and [ the
optimal values of the primal and dual problems. Then,

a < B. (2.55)

We now state the following proposition, which provides a sufficient condition for strong
duality to hold.

Proposition 2.3.3. (Slater’s condition) Let (V, A, B) be a semi-definite program with «
and B denoting the optimal values of the primal and dual problems, respectively. Then

1.

(FX >0st U(X)=B)A(BY >0st V(Y)> A)
— (a=B)A(3X €Pos(A4) s.t. U(X) = BAa=Tr[AX]) (2.56)

(FY >0s.t. UI(Y)>A)A(3X >0s.t U(X)=B)

— (a=B) A (IY € Herm(B) s.t. UI(Y) > AA B = Tr[BY]) (2.57)
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2.4 Introduction to Quantum Key Distribution (QKD)

In this section, we present the general structure of QKD protocols, briefly discuss their
steps, and provide a formal definition of security.

There are two major types of QKD protocols that differ based on the assumptions made
about Alice’s and Bob’s devices: device-dependent and device-independent protocols. In
device-dependent QKD it is assumed that Alice’s and Bob’s devices are (possibly up to
some small imperfections) fully characterized and trusted, whereas in the device-independent
case, their devices are only minimally characterized. In this thesis, we focus solely on the
device-dependent case, while noting that some of the results we obtain are also applicable
to device-independent scenarios.

2.4.1 Generic device-dependent QKD protocols

In this part, we sketch the general structure of generic device-dependent protocols. We
begin with entanglement-based protocols. We highlight that while the protocol steps in this
chapter allow for a quite generic range of protocols, in the upcoming chapters, we restrict
our attention to a suitable subset that can be analyzed using the techniques we develop.

Protocol 1. Entanglement-based protocols

Parameters:
n €Ny : Total number of rounds

l €Ny : Length of final key
1)) argpi ¢ Initial joint state of Alice-Bob-Eve
alphabet of raw-key registers, usually {0, 1}

Sace 1 Acceptance set of accepted frequencies

Agc : Number of bits exchanged during error correction step

epa : Security parameter contribution from privacy amplifica-
tion

egy : Security parameter contribution from error verification

Qar : Event of passing the acceptance test

Qrv : Event of passing the error verification

Qace = Qa1 A Qv Event of the protocol not aborting

Protocol steps:
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. State preparation and transmission: Alice or Eve prepares a pure state |i) AQrE"
The systems A} are given to (or kept by, depending on whether the initial state was

given to Alice or was prepared by her) Alice, and @} to Bob.
. For each round i € {1,2,...,n}, Alice and Bob perform the following steps:

(a) Measurements: Alice and Bob perform some POVM on the register they
receive and store their outcomes in registers X; and Y;, respectively.

(b) Public announcement: Alice and Bob make some public announcements. They
also compute a register a based on their announcements. In addition, Alice and
Bob decide whether to label the round as a test-round (whose data would be
used in the acceptance test step), and they set a =1 if a round is a generation-
round.* Let I; denote a register that contains all public communications in this
step, including a copy of C}.

(c) Sifting and key map: Alice applies a sifting procedure in which, for the sifted
round, she sets S; to a fixed value in the alphabet of S;°, and/or uses a key
mapping procedure based on her raw data X; and the public announcements I;,
to produce a classical register .S;.

. Acceptance test: Alice and Bob compute the frequency distribution F°> of the
string C7 for some predetermined acceptance set S,... They accept if Fob € S,..,
and abort otherwise.

. Error correction and verification: Alice and Bob publicly communicate Agc bits
for error correction. Using those communicated bits along with his data stored in
Y"IT', Bob produces a guess ST for Alice’s string ST. Afterwards, for the purpose of
error verification, Alice sends a 2-universal hash of S} with length [log(1/egy)] to
Bob. He then compares it to the hash of his guess and accepts if the hashes match,
and aborts otherwise.

. Privacy amplification: Alice and Bob randomly choose a 2-universal hash function
from some family (with fixed output length [) and apply it to their strings S}" and
1, producing final keys K4 and Kp.

4For the purpose of this thesis, unless otherwise stated, we consider the test-round decision to be made
by Alice.

5Generally, in a sifting procedure, Alice and Bob “erase” parts of their data. For instance, when Alice
and Bob independently choose their basis, for those rounds where they chose different bases, they “sift
out” that round (i.e., set S; to a fixed value in its alphabet). Another example would be when (for optical
protocols) the detectors do not detect an incoming signal.
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An example of such a protocol is given in Chapter 4, Protocol 4. We now move on to
the structure of a generic prepare-and-measure protocol.

Protocol 2. Prepare-and-measure protocols
Parameters:

n € Ny : Total number of rounds
l €Ny : Length of final key

{o}iz1..ax : [Initial state prepared by Alice

S : alphabet of raw-key registers, usually {0, 1}

Sace  : Acceptance set of accepted frequencies

Agc :  Number of bits exchanged during error correction step

epa . Security parameter contribution from privacy amplifica-
tion

egy : Security parameter contribution from error verification

Qar : Event of passing the acceptance test

Qrv : Event of passing the error verification

Qace = Qa1 A Qv Event of the protocol not aborting

Protocol steps:

1. For each round i € {1,2,...,n}, Alice and Bob perform the following steps:

(a)

State preparation and transmission: Alice prepares one of the dx states
{0}iz1...45 according to some distribution. She then stores the label of her choice
in X; and computes a classical register C/* for announcement. Then, she sends
the state to Bob through a quantum channel.

Measurements: Bob performs some POVM on the register he receives and
stores his outcomes in registers Y;.

Public announcement: Alice and Bob make some public announcements. They
also compute a register a based on their announcements. In addition, Alice and
Bob decide whether to label the round as a test-round (whose data would be used
in the acceptance test step), and they set 6’2 =1 if a round is a generation-round.
Let I; denote a register that contains all public communications in this step,
including a copy of Cj.

Sifting and key map: Alice applies a sifting procedure in which, for the sifted
round, she sets S; to a fixed value in the alphabet of S;, and/or uses a key
mapping procedure based on her raw data X; and the public announcements I;,
to produce a classical register .S;.
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The rest of the protocol is identical to Protocol 1.

An example of prepare-and-measure protocols is given in the next chapter, Protocol 3.
The steps 3-5 are essentially classical post-processing aimed at transforming the raw key
into the final secret key. We highlight that, in the acceptance test step, the choice of the
acceptance set is arbitrary; however, in the next chapter, we will provide a suitable explicit
example. We now explain the “error correction and verification” step in more detail and
defer the“privacy amplification” step to Sec. 2.5.

Error correction and verification

The purpose of this step is to ensure that Bob has the same key string ST as Alice.
In particular, Alice tries to send as little information as possible to Bob so that he can
obtain a correct guess for Alice’s string with high probability; we refer to this part as
“error correction”. This procedure can be seen as the task of source compression with side
information [110, 113], since the goal is for Alice to send a minimal amount of information
to Bob, who already possesses some side information in his registers Y{"I{". The optimal
rate for this task in the asymptotic limit is known to be rgc ~ H(S|YI). However, in the
finite-size regime, this rate cannot be achieved. In [101], a one-shot result was proved that
provides an upper bound on the length of the error correction string, which we restate their
claim for completeness.

Theorem 2.4.1. ([107, Theorem 1] Consider a cq state p € S_(CQ) such that Alice holds
onto the classical register C' and Bob holds onto the quantum register Q). Suppose Alice
would like to send | bits of information to Bob such that with probability at least 1 — €, he
can produce a correct guess for C. Then, for any € € (0,¢], there exists a protocol that
achieve this task with

H{5(C1Q), <1< HI(ClQ), + 2log —— + 4. (2.58)

E—F¢€

Therefore, denoting Agc as the length of the error correction string, the above theorem
provides an upper-bound on Agc as follows:

Awo < HI5(SPIYPID), (2.59)

for some ¢ satisfying the condition of the above theorem. We highlight that in case the
protocol described in [103] is difficult to implement, other error-correction procedures can be
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employed. In Chapter 3, we will use a different bound on the length of the error correction
string that is shown to be practical to implement.

After error correction, to check whether the error correction procedure was successful,
Alice sends a 2-universal hash of S with length [log(1/egv)] to Bob, who compares this to
the hash of his guess and accepts if they match; we refer to this part as “error verification”.
Essentially, this step ensures that if Bob’s guess is incorrect, then the probability of their
hashes matching (which serves as a “testing” procedure here) is bounded by egy.

2.4.2 Source-replacement technique

The source-replacement technique is a procedure that allows us to convert a PM-QKD
protocol into an equivalent EB protocol [26, 19]. To build intuition for this approach,
we illustrate it with a simple example. Suppose Alice selects one of the states from
{¥)o}i=1- 4, according to some probability distribution {p;};=1... 4, and sends the chosen
state to Bob through a quantum channel N € CPTP(Q, B). This prepare-and-measure
process is equivalent to a scenario where Alice instead prepares the entangled state |¥) aQ =

Z;l:l P 1J)a |¢j)Q, and then sends only the () register to Bob through the same channel.
In this formulation, the pre-measurement state shared between Alice and Bob would be

pap = (Ia @ &) (|¥) (¥]). (2.60)

The procedure of Alice performing a measurement on her register A in the computational
basis and obtaining the outcome j is now equivalent to selecting the state |¢);) with
probability p;, and sending it to Bob. To build an equivalence between PM and EB
protocols via the source-replacement technique for security proofs, it is vital to note that
this equivalent EB protocol is such that the marginal of Alice’s state on A register must
remain untouched, as it has never passed through the channel (see the discussion in Sec. ITI.A
of [52] for a detailed elaboration on this requirement).

We highlight that, in the above description, for simplicity, we only considered scenarios
where Alice prepares pure states. However, in the cases where she prepares a mixed state,
the preparation step can be understood as follows [62]. Alice’s mixed-state preparation
can equivalently be thought of as her preparing a pure state and then tracing out the
purifying register (this register is commonly known as the “shield system”). Given that
this trace-out operation commutes with the measurements performed by the parties, one
can assume, without loss of generality, that Alice is preparing a pure state, sending part of
it to Bob, while keeping her register along with the shield system in her lab, and only after
the measurements are done, she traces out the shield system.
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2.4.3 Security definition

In a QKD protocol, the trusted parties (Alice and Bob) aim to generate a shared key
string that is effectively decoupled from any potential adversary (Eve). To do so, they
execute a protocol consisting of multiple local operations, classical communication over an
authenticated channel, and a series of testing steps. The goal is that, at the end of the
protocol, the key strings K4 and Kp held by Alice and Bob are identical and decoupled
from Eve’s register. Accordingly, we define the following notion of security [104, .
We emphasize that this definition is “composable”, meaning that a key extracted from a
protocol satisfying this definition can safely be used in other protocols.

Definition 2.4.1. Consider a generic QKD protocol, and let pg , x,r be the final state at
the end of the protocol between Alice and Bob’s key register, and Eve’s side information
register (including all public announcements made during the protocol). We define the
following terms:
e The protocol is £5°**-secret if any possible output state of the protocol satisfies
1
5 Pr[QaCC]

where (0, is the event that the protocol accepts.

|I§% .
PK 4 E|Quce — |IC_,:| ® Pl || < 5T (2.61)

1

e The protocol is £*_correct if any possible output state of the protocol satisfies
Pr[K 4 # Kp A accept] < g™, (2.62)

com

e The protocol is €“™-complete if, for the state produced by the honest protocol
implementation (described by some given noise model), we have

Pr[abort] < g®™. (2.63)

secret correct secure

If the protocol is ¢ -secret and ¢ -correct, we refer to it as ¢ -secure, where

gsecure — Esecret _|_ gcorrect'

We highlight that the reason the secrecy definition is expressed in terms of the trace norm
is not merely a matter of mathematical convenience, but rather reflects a deep connection
between the trace norm and the notion of indistinguishability [101]. In particular, let us,
for simplicity, define p; ‘= px,E|Q... and py = % ® PE|Qac.- SUPPOse these two states were
prepared a priori with equal probability, and the adversary’s goal is to guess which one is
which. Tt has been shown [(1] that the maximum probability with which the adversary can
correctly guess the state is %(1 + e%eret). Therefore, the states are almost indistinguishable
in an “operational” sense.

27



2.5 Security against coherent attack

Based on the adversary’s capabilities, we can define two notions of security: security
against collective IID attacks and coherent attacks. In a collective attack, the adversary
applies an independent operation in each round of the protocol, such that the global attack
is merely the tensor product of the single-round operations. In this thesis, we focus on
coherent attacks, which refer to the most general form of attack that an adversary can
perform.

There are multiple approaches to analyzing such security proofs, such as complementarity-
based proofs [71, , 79, , 80], de Finetti theorems [104], post-selection techniques [21,
|, and entropy accumulation theorem techniques [11, 37, 90, 88].

As mentioned in the introduction, this thesis focuses solely on the entropy accumulation
theorem techniques. We note that a full description of techniques other than EAT-style
ones is outside the scope of this thesis. However, to motivate our choice of proof tech-
nique, we address some disadvantages of the other methods compared to EAT. Informally,
complementarity-based techniques—although they often achieve better key rates—are some-
what protocol-specific, making them difficult to adapt for generic protocols. Post-selection
and de Finetti techniques require a permutation-symmetry condition, which usually involves
explicitly implementing a random permutation at the start of the protocol. Additionally,
they have been shown to provide worse key rates in the finite-size regime compared to EAT
proofs [53]. Nonetheless, as we will show in Chapter 4, using an EAT-style technique with
improved statistical analysis, one can, in principle, obtain results comparable to those from
the EUR approach. Given our focus on the entropy accumulation theorem in this thesis,
the upcoming sections provide the necessary tools and a brief overview of the current EAT
techniques.

2.5.1 Privacy amplification and Rényi Leftover-Hashing Lemma

Privacy amplification is the final step towards constructing the secure and common key.
Essentially, the goal of this step is twofold: firstly, it ensures that the adversary is decoupled
from the key register, and secondly, it ensures the key is uniformly distributed. One way to
meet such conditions is via the Leftover-Hashing Lemma [104, 119]. Basically, it states that
by sacrificing a number of bits and reducing the length of the raw key register to some fixed
value, the secrecy condition can be met. Abstractly speaking, the Leftover-Hashing Lemma
connects the length of the securely extractable key to an appropriate conditional entropy,
thereby reducing the problem of determining the length of the securely extractable key to
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bounding a suitable conditional entropy. Informally, the following lemma gives the final
key length that Alice should hash to in the privacy amplification step so that the resulting
key string remains secret. There are many forms of the Leftover-Hashing Lemma that
provide bounds on the length of the secret key based on different definitions of conditional
entropy, such as smoothed conditional min-entropy. However, in this thesis, we focus on
the recent development in [12] that connects the length of the secret key to a suitable
sandwiched Rényi conditional entropy. We highlight that the bound obtained via the Rényi
Leftover-Hashing Lemma is tighter than those based on smoothed entropies in [104, ].

Lemma 2.5.1 (Rényi Leftover-Hashing Lemma (Theorem 9, [12])). Let pag be a classical-
quantum state, and let (Fa_z,py) be a family of 2-universal hash functions with Z = {0, 1}'.
Then if [ is a function drawn uniformly from that family, for a € (1,2) we have

< 21?TQ(H2(A|E)0_H'2)7 (2.64)
1

1
pzEF — =, ® pEr

1
= —1

2
2]

-E
o f

! ‘
. 2
where F' is the register that stores the choice of the hash function.

If we interpret the Z register as the key register and F as the adversary’s side information,
the above lemma states that if Alice hashes her raw key register A to a string in Z register
of length [, then as long as [ is somewhat smaller than H](A|E),, pzgr is close in trace
distance to a uniform state on Z that is independent from the adversary’s side information.
Comparing the above bound with the definition of security in Definition 2.4.1, we can see
that the bound in Eq. (2.64) is almost the same as the security definition. However, we
highlight that bounding the above trace distance via lower bounding the conditional entropy
in the exponent with [ is not equivalent to the security definition, and one has to take into
account nuances regarding conditioning on the acceptance event, and the probability of
such an event (see Sec. 3.3.1).

2.5.2 Original entropy accumulation theorem

Here, we briefly discuss the framework and main results of the original entropy accumu-
lation theorem (EAT) [37, 11]. As stated in the introduction, the original EAT provides a
powerful tool for bounding the smooth min-entropy of a large system by decomposing it
into a sum of contributions from individual parts under certain conditions. To understand
the conditions required for this technique, we define the notion of a quantum Markov
chain [72, 59, 97].
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Definition 2.5.1. (Quantum Markov chain [72]) A state papc € S=(ABC) is a Markov
chain A <+ C > B if there exists families of Hilbert spaces {a;};c; and {b;},c; such that
C satisfies the following decomposition

C=Pa; b, (2.65)
jet
with its corresponding isometry denoted by V' : C' — (®esa;) ® (B;esb;), such that
VpapeV' = D pipaa, © ooy, (2.66)
jed
where {pAa‘l}jeJ and {PBb| }jes are conditional states as defined in (2.4).
J J
There are a number of equivalent conditions for a state to satisfy a Markov chain, which
we state in the following lemma [59, 97]:
Lemma 2.5.2. Let papc € S—(ABC) be a state such that it obeys the Markov chain

condition A <> C' <> B. The following three conditions are equivalent.

1. A~C<+ B
2. ](A;B|C)p=0
3. dR € CPTP(C, BC) S.t. paBc = (idA ®R) [,OAC]-

Intuitively, the second relation in the above lemma states that the register B does not
contain more information about A than what was already obtained from C. With these,
we can state the chain rule version of the original entropy accumulation theorem [11].

Theorem 2.5.1. (Original EAT) Consider a sequence of channels {M;}}_, such that for
any j € {1,---,n}, we have M; € CPTP(R;_, R;S;B;) such that S ' <+ BI"'E « B;.
Then, for any € € (0,1) and any pr,e € S=(RoE)

HE(SY1BY En) Myo-on

pRoE}
> inf _ H(Sj|BjR) ;) — n(a — 1) log® (1 + 2dg) — ——,
j=1 weS=(R;j-1R) a—1
(2.67)

where g(g) = —log (1 —V1- 52), ds = max; dim(S;), and Risa register of large enough
dimension to serve as a purifying register for any of the R; registers.
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Figure 2.1: The setting of the entropy accumulation theorem.

Informally, the above theorem states that as long as the global state is generated by
applying a sequence of channels M; to some arbitrary state, such that in each round
B; does not get any more information from previous S{_l registers that what is already
revealed to it from B{flE . Figure 2.1 depicts a schematic representation of the setup.

When applying the original EAT to QKD protocols to obtain a bound on the amount
of extractable secret key, we are typically interested in evaluating the conditional entropy
of the global state conditioned on the event that the protocol is accepted. However, in such
scenarios, notice that the right-hand side of the above bound contains an optimization over
all input states. Therefore, there exist states for which the result of that optimization is
zero. To obtain non-trivial values, we resort to the “EAT-with-testing” procedure. We first
state the notion of EAT channels.

Definition 2.5.2. {M;}7_, is called a sequence of EAT channels if each M; €
CPTP(R;_1, R;S;B;C;) is a channel such that the output register C; is always classical
with the same alphabet C, and M satisfies the following conditions:

e For any initial state wr,r € S—_(RoE), setting p :== M o --- o Mi[wg,e], we have
Si™' < BI7'E « B;.

o ./\/’] c CPTP(Rj_l, RijBj) such that ./\/lj = ,PjO./\/’j with Pj € CPTP(SJBJ, SijCj)
being defined as

Pilws,s,) =Y (Y @ ) Y ws,5, (I1§) @ T15)) @ [r(s,0)) (r(s,8)]¢,,  (2.68)

st

where {Hf;j)}seg and{ng_}teT are families of orthogonal projectors on S; and B;
respectively, and 7 : S X T — C is a deterministic function. In other words, the
statistics can be generated solely from the S; and B; systems.
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We also define the notions of “rate function” and “min-tradeoff function”.

Definition 2.5.3. A real function rate(p) on C is called a rate function for a sequence of
EAT channels {M;}7_,, if it satisfies:

rate(p) < 1znf( )H(Sj|BjR)V, Vie{l,2,...,n} (2.69)
ve2;(p
where®
¥(p) = {VRijB]-CjE = Mj[ij_lﬁ] | Wp & € S:(Rj_1§) N Vg, = p} : (2.70)

Furthermore, an affine rate function is termed a min-tradeoff function, and it can always
be expressed in the form

f(p)=f-p+ky, (2.71)

for some vector f (which is just the gradient of f) and scalar k.

With these definitions, we now state the original EAT with testing.

Theorem 2.5.2. Let p be a state generated by a sequence of EAT channels {/\/lj};-‘zl
(Definition 2.5.2). Suppose furthermore that p = papia + (1 — pa)pg for some po € (0,1].
Let f be a min-tradeoff function, and h = minacq f(freq(c")). Then, for any e € (0,1) we
have

HIZ(S}|BIE),, > nh—n(a — 1)1‘172%,, £y 9c) +alog (1/ Pr(a)

—n(a—1)*K(a),
(2.72)

a—1

where

ge) = —log (1-VI—22),
Var(p, f) = Zp(m)f(&c)z — (Zp(x>f(5m>> ;

V(p,f) = <log(1 +2d5) + /2 + Var(p, f)>2
1

K(a) = 6(2—a)?In2

(a—1)(2log dg+max(f)—ming(f)) 1I13 (2210gd5+max(f)—ming(f) + 62> : (273>

with dg = max; dim(S;), and 6, being the distribution with all weight on element x.

SNote that if the set X;(p) is empty we define the infimum to be +o0.
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Figure 2.2: The setting of generalized entropy accumulation theorem.

2.5.3 Generalized entropy accumulation theorem

We now turn to the generalized entropy accumulation (GEAT) [29]. Essentially, the
GEAT, as the name suggests, provides a generalization of the original EAT by allowing
a more general structure for channels. In particular, the original EAT considers side
information consisting of two parts: untouched side information F, and other sequentially
generated side information B}. However, as shown in Fig. 2.1, the side information was
not updated during the process. This is the case because the E part remains untouched,
and the B; values are generated from some internal memory register R;_; but are never
updated throughout the protocol. The GEAT, however, considers a more general model for
side information that allows it to be updated in each round. In addition, the GEAT also
relaxes the Markov chain condition to a particular non-signaling (NS) condition, which we
will explain after stating the main theorem.

Theorem 2.5.3. (GEAT) Consider a sequence of channels {M;}7_, such that for any
jed{l,---,n}, M; € CPTP(R;_1E;_1, R;E;S;), and furthermore

3 a channel R; € CPTP(E;_1, E;) such that Trg,r, oM; = RjoTrg, . (2.74)

Take any o € (1,2) and any pryg, € S=(RoEy). Then, letting @ = 1/(2 — ), we have

n

HY(ST1En) MuooMilomgry] = D inf Ha(Si|E5E) m 1) (2.75)

j=1 weS=(Rj_1E;j_1E)

where E is a register of large enough dimension to serve as a purifying register for any of
the R;E; registers.
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The condition in Eq. (2.74) is commonly referred to as “one-way non-signaling”. Infor-
mally, it states that the channels M; should not transmit information from R;_; to the £}
register. Fig. 2.2 presents a schematic representation of the GEAT setup.

Similar to the original EAT, when applied to QKD protocols, one is typically interested
in evaluating the conditional entropy over a state conditioned on the event that the protocol
is accepted. Thus, to obtain non-trivial bounds on the right-hand side of the above equation,
we again introduce the notion of the “GEAT-with-testing” procedure.

Definition 2.5.4. {M;}7_, is called a sequence of GEAT channels if each M; €
CPTP(R;_1E;_1, R;E;S;C}) is a channel such that the output register C; is always classical
with the same alphabet C, and M satisfies the following conditions:

e 1P € CPTP(S}TE,, C}'ST'E,,) such that M, 0o---0o M; = PoN, o---0oNj with
Nj = Tr¢, oM, and

Plpsye) = > (5 @1Y)) psps, (15 @ ) ) @ [r(s, 1)) (r(s, )|y, (2.76)
seS,teT

where {H,(S'?}SES and{Hgi te7 are families of orthogonal projectors on S} and E,
respectively, while r : § x T — C is a deterministic function.

e 1 R; € CPTP(E;_1, E;) such that Try,g,c; oM; = Rj o Trg, . Intuitively, this
condition states that the channels are “non-signaling” from the R;_; registers to the
E; registers.

Similar to the original EAT, we require the notion of rate function and min-tradeoff
function, which are defined similarly to Definition 2.5.3. However, for completeness, we
restate these definitions, explicitly adapted to the GEAT channels.

Definition 2.5.5. A real function rate(p) on C is called a rate function for a sequence of
GEAT channels {M;}7_,, if it satisfies:

rate(p) < glf( )H(5j|EjE)V, Vi€ {1,2,...,n} (2.77)
ved;(p

where”

E](p) = {VRJ-S]-E]-CJ-E: Mj[ij_lEj_lg] | ij—lEj—leG S:(Rj_lEj_lE) AN I/Cj = p} .
(2.78)

"Again if the set X;(p) is empty we define the infimum to be +o0.
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Similarly, an affine rate function is called a min-tradeoff function, and it can always be
expressed in the form given in Eq. (2.71).

Before stating the main theorem of the GEAT with testing, for the sake of clarity and
in preparation for the next chapter, we define the notions of crossover rate function and
crossover min-tradeoff function. We highlight that while these concepts do not appear in
the main statement of the GEAT with testing, they will be predominantly used in the next
chapter.

Definition 2.5.6. Let {M}™}7_; and {M}*'}"_,, be two sets of channels, where M5™ €

CPTP(Ej_le_l, EjRij) and M;eSt S CPTP(Ej_le_l, EjRijCj). Furthermore, let
A € [0,1] and {M;}7_, be a sequence of GEAT channels such that

M = 2IME 4 (1= M @ [ L)Y L, , (2.79)

A real function re.0s5(q) on C is called a crossover rate function for a sequence of channels
{M;}}_, defined above, if it satisfies:

~

Teoss(q) < inf  H(S;|E;E),, Vie{l,2,...,n} (2.80)

veX;(q)

where

2j(a) = {VRijEjCjE: M;eSt[ij*lEjflﬁ] | ij*lEjflE/e S—(Rj1E; 1 E) A Vo, = q} :
(2.81)

Furthermore, an affine crossover rate function is termed a crossover min-tradeoff func-
tion, and it can always be expressed in the form

g9(a@) =g-q+ky, (2.82)
for some vector g (which is just the gradient of g) and scalar k,.?

Theorem 2.5.4. Let p be a state generated by a sequence of GEAT channels {Mj}?zl
(Definition 2.5.4). Suppose furthermore that p = popjo + (1 — pa)pgg for some pq € (0,1].
Let f be a min-tradeoff function (Definition 2.5.5), and h = mingmeq f(freq(c™)). Then, for
any € € (0,1), a € (1,3/2) we have

a—11In2

H1E (ST BLE) =

>nh—n

P

(¢) + alog (1/ Pr[€]) a—1)\?
: a1 _”<2— )K(O‘)’
(2.83)

8We note that these notions can also be defined similarly for EAT channels.
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where

gle) = —log (1 - V1-2),

Vip, f) = (log(l + 2d%) + /2 + Var(p, f))2
2—a)’

K@) =55 20y m2

%(QIOg ds+max(f)—ming(f)) 1113 (22 log ds+max(f)—ming(f) + 62) ) (284)

with dg = max; dim(S;), and 0, being the distribution with all weight on element w.
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Chapter 3

Finite-size analysis of
prepare-and-measure and decoy-state
QKD via generalized entropy
accumulation

3.1 Introduction

An important question in QKD is how to bound the amount of extractable key in a
protocol such that it remains secure against the most general class of attacks—coherent
attacks—by an adversary. As pointed out in the previous chapter, a key development in
addressing this has been the introduction of the original entropy accumulation theorem
(EAT) [41, 37], which provides a framework for deriving such bounds. The original EAT
was formulated for device-independent QKD and device-dependent entanglement-based
(EB) QKD protocols. However, applying it to prepare-and-measure (PM) QKD proto-
cols remained an open challenge until recently, when a generalized version—GEAT—was
introduced [38, 90], enabling security proofs for PM protocols under coherent attacks.

Previous works based on the GEAT mainly provided proof-of-principle demonstrations of
such security proofs, without much focus on optimizing the parameter choices to maximize
the finite-size key rates in practical applications—in particular, the GEAT relies on the
construction of the min-tradeoff function, which is challenging to construct optimally for
protocols with large numbers of signal states or measurement outcomes. In this chapter,
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we provide techniques to overcome this difficulty and incorporate multiple improvements
for finite-size effects.

Furthermore, when considering PM protocols of practical interest, decoy-state protocols
are an important family of such protocols. More specifically, in practical QKD imple-
mentations, the source typically uses a highly attenuated laser that does not necessarily
emit single-photon pulses. There is a non-trivial probability that these pulses contain
more than one photon. This can introduce a security vulnerability, as Eve could exploit
these multiphoton pulses to perform a photon-number splitting (PNS) attack [14, 19]. To
mitigate the effects of such attacks, decoy-state protocols were introduced [63, 82, .
In this approach, Alice randomly selects the intensity of each pulse from a predefined set
before sending it to Bob. Since Eve cannot distinguish the signals based on their intensities,
Alice and Bob can design an acceptance test that aims to detect PNS attacks. Thus, the
decoy-state method enhances the protocol’s resilience to such threats.

We provide a flexible framework to analyze the finite-size effects of PM protocols via the
GEAT. We apply techniques similar to those in [53], with improvements and modifications
to address challenges specific to PM protocols. Furthermore, we incorporate the refined
finite-size analysis from [31] into our framework, resulting in improved key rates. However,
the enhancements introduced in that work involve an additional optimization problem, which
makes key rate computations more time-consuming. We address this issue by demonstrating
that this optimization can be integrated with the numerical methods used for bounding
single-round entropies. Moreover, we develop a method to automatically optimize the choice
of the min-tradeoff function, using techniques similar to those in [53].!

We highlight that there is a technical condition in the GEAT framework which restricts
the adversary to interacting with only a single signal at a time,? thereby limiting the
repetition rate of the protocol. However, this restriction can be lifted using the techniques
introduced in Chapter 5. In fact, in that chapter, we prove that the key rates derived in
this chapter remain valid under the more general model introduced there, which does not
impose any repetition-rate constraint.

This chapter is based on [65].

I'Note that we do not obtain a closed-form expression for the optimal min-tradeoff function here. However,
in the next chapter, we introduce a different approach to study the statistical analysis that allows us to
obtain a bound independent of any min-tradeoff function, thus avoiding the problem of optimizing it.

2Note that Eve may still act in an arbitrary non-IID manner.
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3.2 Protocol description

Here, we first state the generic structure of the protocols we analyze:?

Protocol 3. Prepare-and-Measure Protocol.

Parameters:
n €Ny : Total number of rounds

l e Ny : Length of final key
{0i}i=1..ax : States sent by Alice
S : alphabet of raw-key registers, usually {0, 1}
C : alphabet of acceptance test decision register
MP : POVM elements acting on Bob’s system describing his
measurement outcomes k
~v : Probability that Alice chooses a round to be a test round

Sace @ Acceptance set of accepted frequencies

Aec  :  Number of bits exchanged during error correction step

epa : Security parameter contribution from privacy amplifica-
tion

gy Security parameter contribution from error verification

Qar : Event of passing the acceptance test

Qv : Event of passing the error verification

Qace = Qa1 A Qv @ Event of the protocol not aborting

Protocol steps:

1. For each round i € {1,2,...,n}, Alice and Bob perform the following steps:

(a) State preparation and transmission: Alice, with probability v (1 — ), in
each round chooses to be a test (generation) round. She then prepares a state
from {0y }r=1. 4y, according to some distribution 4. Alice stores the label for her
choice of signal state in a classical register X;, and computes a classical register
C# for public announcement. She then sends the signal state to Bob through a
quantum channel.

(b) Measurements: Bob performs a measurement on the received states using a
POVM with elements { MP}—1. 4., recording the outcomes in a classical register

3In this chapter, we only focus on protocols that make an accept/abort decision and produce a key of
fixed length when they accept
4The distribution could depend on the choice of a test or generation round.
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Y; with alphabet ). Furthermore, he computes a classical register CZ for public
announcement.

(c) Public announcement: Alice and Bob announce their values C{C?, and
jointly compute a pair of values (C, I;) as a function of their announcements,
ie., (O, I;) = f(CA,CP), where f is such that the resulting I; contains all the
public communication. Moreover, C; is a value that will be used later in the
acceptance test to decide whether to abort, and we use the convention that it is
set to a fixed symbol L whenever Alice chooses the round to be a generation
round.”

(d) Sifting and key map: Alice applies a sifting procedure in which, for the sifted
round, she sets S; to a fixed value in the alphabet of S;, and/or uses a key
mapping procedure based on her raw data X; and the public announcements I;,
to produce a classical register .S;.

2. Acceptance test (parameter estimation): Alice and Bob compute the frequency
distribution F°P of the string C?. They accept if F°* € S,.., and abort otherwise.
Note that S,.. is the predetermined acceptance set.

3. Error correction and verification: Alice and Bob publicly communicate Agc bits
for error correction. Using those communicated bits along with his data stored in
Y"IT', Bob produces a guess ST for Alice’s string S7. Afterwards, for the purpose of
error verification, Alice sends a 2-universal hash of S} with length [log(1/egy)] to
Bob. He then compares it to the hash of his guess and accepts if the hashes match,
and aborts otherwise.

4. Privacy amplification: Alice and Bob randomly choose a 2-universal hash function
from some family (with fixed output length [) and apply it to their strings S}* and
1, producing final keys K4 and Kp.

It is worth noting that steps 1c—1d do not have to take place in individual rounds. In
fact, they can be postponed until all the measurements are completed, as long as the C;I;S;
are generated solely based on the public information available in their respective rounds.
This is because they commute them with the measurements from earlier rounds.

5Note that here we allow Bob to independently decide whether to measure a round on a generation or
testing basis, but this decision is independent of Alice’s choice, and the test/generation labeling is entirely
determined by Alice.
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3.3 Improved entropy accumulation analysis for PM

protocols
In this section, we apply the generalized entropy accumulation theorem from [39], along
with the improvements from [21], to bound the secure key length of a PM QKD protocol.

We begin by stating the improved version of the GEAT:5

Theorem 3.3.1 ([89] Theorem 4.3 and [¢1] Supplement, Theorem 2). For a sequence of
GEAT channels {M;}ic(1,2,..ny defined in Definition 2.5.4, let € € (0,1), a € (1,3/2),
let Q be an event on registers C7, let pryg, € D(RoEy), let f be a min-tradeoff function
(Definition 2.5.5), and let h = mingeq f(freq(c™)). Then:

Hl(Sn|ETL)Mn0"'OM1(PR0E0)IQ > nh+nT,(f) —

« 1 (a—l

log P ) K(a), (3.1)

a—1 2 —«

where (letting k = 1 if the A; systems are classical and k = 2 if they are quantum):

a—1In(2)
C2—a 2 V(p,f))

To(f) = inf <rate(p) — f(p)

peQ

Vip, f) = <10g(1 +2d%) + /2 + Var(p, f))2
(2-a)

K(e) = 563 Z2ay7m2

%(ﬁlogdA-i-max(f)—minQ(f)) 1113 (2n10gd,4+max(f)7ming(f) + €2> 7 (32)

with dy = max; dim (A;), d, being the distribution with all weight on element z, and Q being
the set of all distributions on C that could be produced by a GEAT channel M;.

We now proceed to prove the security of Protocol 3, following the definition provided in
Definition 2.4.1.

3.3.1 Security

Using the framework of GEAT instead of the original EAT allows us to include the
test-round announcements in the conditioning register. Moreover, by exploiting the Rényi

6We highlight that the bound here is slightly different from the one in Theorem 2.5.4, as we used some
recent improvements from [81].
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Leftover-Hashing Lemma in 2.5.1, we obtain a significantly simplified formula for the secrecy
parameter that involves only a single parameter, epa. Informally speaking, this parameter
represents the cost of privacy amplification in the key-length formula.

Theorem 3.3.2. For any o € (1,3/2), epa,erv € (0,1], Protocol 3 is epp-secret, egy-
correct, and hence (epa + egv)-secure, when the length | of the final key satisfies

a—1

>2K(a) ~ e — {bg iw Y gty (33)

lgnh—I—nTa(f)—n<
EEV a—1 EPA

2 -«
where h, T, (f), and K(«) are as defined in Theorem 3.3.1, and g is the length of the

error-correction string.

Proof. Proving correctness is straightforward: let us denote the event of Bob correctly
guessing Alice’s string by €2, then the expression in Eq. (2.62) can be written as:

PI‘[KA 7£ KB VAN Qacc] S PI‘[KA 7£ KB VAN QEV]
S Pr [Q; VAN QE\/] S Pr [QE\/|Q;:| S 2—(10g %W S EEV, (34)

where €7 is the complementary event to (2. Thus, the protocol has a correctness parameter

€correct = epv.

To prove secrecy, let us denote the final state at the end of the QKD protocol by
PK . KpInE, L, Where Ky, Kp are Alice and Bob’s key registers respectively, I" denotes the
public communication registers over all rounds, E/ is Eve’s quantum side information register,
and L is the register containing the error correction and error verification information. Note
that the event in which the protocol does not abort is Q... = Qrv A QaT, where Qgy is the
event where the error verification succeeds, and 5t is the event of the acceptance test
passing. Then, the secrecy condition in Eq. (2.61) can be written as

Ix,

1
— P Q Q n _—— S < secret. )
5 r[Qev A Qar] ||Pr AT EiLy, KCal & prpyLy, H1 <e (3.5)

To show the above bound holds, we first apply Theorem 2.5.1 to find:

1 Iy 201—a) =2 (HL(S"|I"E/ L) —l
— ‘ pKAInE;’LLkzaCC — m ® pInET/”’L‘QaCC H S 2 [e% 2 ( p\QacC )’ (36)

\)
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where S™ is the key register before applying the hash function. On the other hand, the
entropic quantity in the exponent of the RHS of the above inequality can be bounded as
follows:

o | 1
(0]
1—0[ gPI‘[QE\/|QAT]

HY(S "B L)y, > Hg(Sn][nE;L)pmAT +

1
> HI\(S"|I"E S — Ao — [log(1
= a( ’ n)plﬂAT + 1— a og Pr[QEV‘QAT] EC [Og< /8EV)—| )
(3.7)
where in the first line we used Lemma B.5 in [11], and in the second line we used Lemma
6.8 in [117]. Note that the Agc term arises from the length of the error-correction string,

while the [log(1/egy)] term arises from the length of the error-verification hash. It remains

to bound the first term in Eq. (3.7). To do so, we first note that by setting F; = E!I; --- I;

in Theorem 3.3.1, we can apply that theorem to lower bound Hg(S”]En)p‘Q via Eq. (3.1),
AT

modeling the protocol with a sequence of GEAT channels as shown in [90, Claim 10].

Combining this with Eq. (3.6)—(3.7), we can write

1
5 PI‘[QEV A\ QAT]

5%
A
PKIE! L — 0 @ pmEe L

|Qacc |’CA ‘ ‘Qacc

Ik, N
n B! - n 1/
PKIME, Ly, KCa PIELLig, )

1
25 PI‘[QEV |QAT] PI"[QAT]

§21TT°‘ <2+nh+Ta(f)*"(%)21((01)*)\130*1* ﬂOg(l/fEVﬂ) 7 (3.8)

Comparing this to the secrecy definition in Eq. (3.5), we conclude that the protocol is
epa-secret as long as the key length satisfies the formula (3.3).

Combining Eq. (3.3) and Eq. (3.4), we obtain the statements of the theorem. O

It is worth noting that the formula given in Eq. (3.3) converges to the Devetak—Winter
formula [34] in the asymptotic regime by taking o = 1 4+ O(1/y/n) [37, Theorem V.2].
However, we found that in the finite-size regime, this may not be the optimal choice of «,
and thus it is best to optimize this parameter for each n numerically.

We now turn to the proof of completeness for Protocol 3.
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3.3.2 Completeness

The completeness parameter is simply an upper bound on the probability of an accidental
abort in the honest case”. In the description of Protocol 3, there are only two steps where
the protocol may abort: the acceptance test (Step 2) and the error verification (Step 3).
Therefore, by the union bound, it suffices to choose:

com com com

g = 5" + eV (3.9)

COII'I COH’I

where e and e} are upper bounds on the probability of an honest-behavior abort in the
acceptance test and error verification steps, respectively. For the purpose of calculations
in this chapter, we take e°™ = 1073.® We begin by analyzing the first term, €52". For the
purposes of the calculations in this chapter and to compute explicit bounds on 7", we
consider the following structure of the acceptance set S,..: the acceptance set is defined by
entry-wise constraints with respect to the honest behavior. In other words, letting P¢c be

the probability distribution on C, we have:

acc — {pacc c ]P)C | Ve € C phon 2flcow S picc S pilon + tlclpp} , (310)
where t'o%, t"PP ¢ Rﬂ, and p"°" denotes the distribution produced on a single-round register
C; by the honest behavior. With this choice of acceptance set, let us consider a specific
value ¢ € C. Since the honest behavior is IID, the frequency of outcome ¢ follows a binomial
distribution with success probability pi°®. Therefore, the probability that the frequency of
c lies outside the acceptance interval for this specific c is:

[X

n

Pr

¢ i = gt 2] 11
XNBinom(n,p2°“>

where X ~ Binom(n,p) denotes a random variable X following a binomial distribution
with parameters (n,p). Thus, employing union bound, we have:

ZEDY a

X~B1nom n ph"“) |: n
com

In other words, e§" can be any value that satisfies the above relation. For the purposes of

this chapter, we set e0® = 10~ and optimize t'°, t"PP while ensuring the above bound is

satisfied.

¢ [ Iclon t}:ow’pzlon + tgpp]:| . (312)

"In the most extreme case, a protocol where Alice and Bob always abort is technically secure but never
useful. The completeness parameter essentially addresses such scenarios.

8Note that the choice of completeness parameter does not affect the secrecy, as this parameter does not
appear in the secret key-length calculations
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Remark 3.3.1. Given the freedom in choosing the parameters t©°V, t"PP, one can set them
both to zero. This would correspond to a particular form of the acceptance set, commonly
referred to as unique acceptance, in which case Syee = {P""}. While this choice has been
used in some previous works to simplify the analysis, it 1s not ideal in practice. When
the protocol is executed, if the observed frequency distribution lies outside the acceptance
set, Alice and Bob abort the protocol. Therefore, to ensure that the protocol does not abort
under honest behavior, the acceptance set must be chosen carefully. Unique acceptance
is particularly problematic in the finite-size regime, where statistical fluctuations typically
cause the frequency distribution to deviate from its ideal value, resulting in the protocol
almost always aborting.

We now move on to bounding the i3/ term. Observe that the error-verification step
effectively serves as a flag to check whether the error correction procedure has succeeded.
Therefore, ey is upper bounded by the probability that the error correction procedure
fails (i.e., produces an incorrect guess of Alice’s string). This corresponds to the task of
source compression with side information, where Bob’s side information is contained in the
YM I registers [110, 113].

As shown in [104, Corollary 6.3.5], in the IID asymptotic regime, an achievable length
for this task is given by Agc ~ nH(S|YI)uen, Where H(S|YI)pon denotes the single-
round conditional entropy under honest behavior. However, in the finite-size regime,
this characterization does not accurately reflect the correct length. Instead, in [120,
Corollary 2](see also [60]), the length of the error-correction string is set to:

)\EC = nfECH<S|YI)hon7 (313)

where fgc > 1 is an “error-correction efficiency” parameter that quantifies how much it
differs from the asymptotic value. Heuristically, we take fgc = 1.16 as a reasonable choice

corresponding to the ef® = 1073 used here.

3.3.3 The rate function

In this part, we describe the rate function for Protocol 3. In each round in that protocol,
by the source-replacement technique, Alice’s preparation process can be described by the
following equivalent process: with probability v, she prepares a test-round state |£*) , ,, and
sends out the register A" through a quantum channel £ € CPTP(A’, B) controlled by Eve,
and otherwise she prepares a generation-round state |£9) , ,,, followed by Eve’s attack. The
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resulting state after Eve’s attack in the test and generation rounds then becomes:

pe = (ida ®8) (|ENE 100)
pe = ([da®E) (I€7XE7  4ar) -

Afterwards, Bob performs measurements on the B register, followed by some public
announcements made by Alice and Bob, denoted by I. Finally, Alice uses the public
announcements to process her raw measurement outcome into a value S.

Let W(p%) denote the conditional entropy H(S|IE) of the state at the end of the
procedure described above, where F is the purification register held by the adversary. Note
that since Alice announces her outcome in test rounds, we have H(S|IE) = 0 for test
rounds, and thus, it suffices to consider only generation rounds.

(3.14)

Moreover, even though the state p? € S_(AB) does not have any component in the E
register, any arbitrary purification of it would suffice, since, by the isometric equivalence of
purifications and the isometric invariance of conditional entropy, the value of H(S|IE) can
be computed using only the state pz. Additionally, as shown in [132], W(p%) is a convex
function.

Going back to the test round data, let ®.[pL] denote the conditional probability of
obtaining the value ¢ on the C register when measuring p.. Then, for protocol 3, we have:

VP[pe] ife#AL

. (3.15)
1—7x ifc=1

Pr[C' = ¢ A measuring p] = {

For brevity, we denote C\ as the alphabet of C' excluding the element L. Similarly, for
any probability distribution p, we denote p\; as the components of p with p, omitted.
Furthermore, we indicate the values of tuple {®.[p%]|c € C\1} as ®[pt]?. With these
notations, a valid choice of rate function is given by the following optimization problem:

rate(p) = iIglf W(pg) (316)
st yR[oe] =P,

where p&, p? are defined in terms of the channel £ via (3.14). We highlight that for any
distribution p such that p, # 1 — ~, the optimization is infeasible by definition, and thus
we have rate(p) = +oo. Note that any affine lower bound on the rate function defined in
Eq. (3.16) is a valid min-tradeoff function. This optimization can alternatively be rewritten

9Note that having C\ 1 here causes no issues, since the definition of P.[pL] excludes ¢ =L.
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in terms of the Choi state of the channel £. In particular, the Choi state J is characterized
by the following relation:

E(X)=Tra [J (X" ®15)]. (3.17)
Thus, Eq. (3.16) can be written as

rate(p) = inf W (p})

(3.18)
st Y®[py] =Py,
where
Py = Tra [(La® J) (JE7%€°|™ @ 15)] .
Pl = Ty [(]IA %) <‘5t><§t}m/ ®]IB>} ‘ (3.19)
Furthermore, the ®.[p}] term can also be written in terms of Choi state J as
lph) = Tr (M ® J) (|6 h © MP)] (3.20)

where ¢ = (a,b). It is worth noting that the above optimization is a convex optimization
problem, since the objective function is convex with respect to its input, and the constraints
are affine functions with respect to their inputs.

To improve numerical stability in our calculations, we take into account that the channels
under consideration are infrequent-sampling channels, as defined in [37]. In other words, with
probability 7, they perform a test round and store some value in the C' register; otherwise,
they set the C register to L. These channels satisfy the conditions in Definition 2.5.6,
and thus one can construct a crossover rate function and a crossover min-tradeoff function
for these channels. As stated in Definition 2.5.6, informally, each of these notions bounds
the single-round conditional entropy in terms of the distribution conditioned on being a
test round and then crosses over the resulting entropy bound into a function of the full
distribution (see also [37, 41] for a more detailed discussion). The following function is a
crossover rate function for our setting:

Teross(d) = ir}f W(p?])

3.21
st @[p)] = q, 320

where q is a distribution on C\ . Note that for any feasible solution p in Eq. (3.18), we can
write it as p = (yq, 1 — ) for some distribution q, and thus we have rate(p) = Tcross(Q)-
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Similarly, any affine lower bound on the crossover rate function is a valid crossover
min-tradeoff function. Denoting ¢(q) as the crossover min-tradeoff function, it can be
written as:

g(q) =g-q+ky, (3.22)

where g is a gradient vector, and k,, is some scalar. Any crossover min-tradeoff function g(q)
can be converted into a min-tradeoff function f(p) using the procedure provided in [37] as
follows:

F(6) = {%g(dc) + (1= 1) Max(g) if c£L | (3.23)

Max(g) ifc=1

where J,. denotes the point distribution on the value ¢. With this formula, we have:

f@)Z}jﬁf@JZ(E:m<%ﬂ&%FO—Jthﬂw>>+pLMw@)
c HL

5
- %g pu+(1—p1) (% + <1 - %) Max(g)) +p1 Max(g)

= %g “P\L+ DL (%) + <(1 - %) Max(g) + %) , (3.24)

where in the second line onward we have further rewritten the expressions in terms of the
formulation (3.22) for g. Inspecting the last line of the above equation, we see that the
following holds:

£ = ~ (g Max(g) ~ k) = (g max(g)) (3.25)

where max(g) is the maximum of vector components g.. Moreover, for any distribution of
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the form p = (vq, 1 — =), this choice of f satisfies

Var(p, f

EONAUCE refoe))

= (1) (Max(9) ~ g(@) + Y vqc(Max@) + 2 (9(6.) ~ Max(9)) — g(@)’

cEL v
= (1—7)(Max( ) +ch — Max(g ))2
c;éJ_
+2(Max(g) — g(a)) > _ a.(9(5.) — Max(g)) +y(Max(g) — 9(0)* Y _ ¢
c#EL cEL
= (1—7)(Max( ) +ch — Max(g ))2
c;éJ_

+2(Max(g) — g(q)) (9(q) — Max(g)) + v(Max(g) — g(q))?

=y & (Max g(5c)> - (MaX(g) - g(q))2

c;éJ_
2

= Z (max - 9c>2 - (maX(g) -8 q) : (3.26)

c;éj_

Since the variance term only depends on q, the gradient g, and the test probability ~,

setting p =

(va, 1 —7), we have:

V(p,f):V(q,g). <1Og(1+2dA \/2+Z (max gc>2—(max(g)—g-q>2>.

c#L

3.4 Single-round analysis

3.4.1 Secure lower bound

In this part, we show how to explicitly obtain a secure lower bound on the key length
for Protocol 3. We highlight that the analysis in this section is valid for any given choice of
min-tradeoff function. In the upcoming section, we will provide a procedure for choosing
an approximately optimal min-tradeoff function.
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To simplify the key length analysis, we express the key length formula in Eq. (3.3) in
terms of the honest probability distribution p"®. In particular, the h term in that formula
can be expressed as:

h= inf f(freqn) = inf f(p*®)

creN paccesacc
_ hon : accy hon
=S+ ot (f(p™) — f(p""))
= f(P"") = Acom for Aeom = sup —f-(p*“—p""), (3.28)

P?“°ESacc

where S,.. is the set of all frequency distributions that are accepted during the acceptance
test step. This parameterization highlights the effect of using a non-unique acceptance set
in the protocol, as captured by the parameter Agop,.

Another advantage of this parameterization is that, to obtain a secure key length, one
merely needs to find lower bounds on f(p"®) + T, (f), regardless of whether the underlying
protocol uses a unique-acceptance condition. Accordingly, we begin by explicitly expressing
To(f) in terms of the rate function obtained in Eq. (3.18):

F("") + Tu(f)

=)+ it (W) — 1)~ 2By 1)) where py = (1[5t],1 - 7)
—int (W) 41 0" —py) - o Dy, )
= inf (W(pZ) +g (a"" = @[p)]) - %@W*ﬁ[ff}], g)) : (3.29)

where the last line follows from the application of Eqgs. (3.25) and (3.27), along with the
fact that we can always write p"® = (vqhon, 1 - 7) for some distribution ™. Substituting
this back into Eq. (3.3), we have:

o1 lngz)V(@[pS], g)) - ACOm)

a—1\? [ 1} a 1
- K(a) = Age — |log — | — log — + 2 .
n(z_a) (a) BC OgéEv 1 oggPA—l— , (3.30)

[<n (iﬁf <W(p§) +8- (qhon - ‘I’[Pff]) -

2—«

where p%, p? are defined via Eq. (3.19). We highlight that, as shown in [31, Supplement,
Lemma 2], the term V (®[p}], g) is concave with respect to ®[p], which is itself an affine
function of J. Thus, V (®[p}], g) is concave with respect to J. Therefore, the optimization
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in the above formula is a convex optimization problem that can be efficiently addressed
using the Frank-Wolfe algorithm [70]. It is worth noting that the above bound depends
only on the gradient of the crossover min-tradeoff function, not on the offset factor k,. This
simplifies the calculations, as one only needs to determine the gradient rather than the full
crossover min-tradeoff function. However, to achieve the best key lengths, it is necessary to
choose the optimal gradient, which we will address in the upcoming section.

3.4.2 Optimizing parameter choices
Min-tradeoff function

We begin by optimizing the choice of the min-tradeoft function. The method introduced
here provides an approximately optimal choice of this function. It is important to note,
however, that the analysis from the previous section yields a secure lower bound on the key
length regardless of the specific choice of min-tradeoff function. For the optimization, we
fix the values of the testing probability v and the Rényi parameter a. We then employ a
technique similar to those used in [53].

We first note that the only terms that depend on g are the objective function in the
optimization in Eq. (3.29), Acom, and K(a). However, to simplify the optimization, we
consider only the dependence of the min-tradeoff function on the objective function in
Eq. (3.29). In fact, we perform an additional round of approximation and consider an
approximate bound on the objective function in Eq. (3.29).1°

To that end, similar to [37], we lower bound the second line in Eq. (3.29) as follows:
: a—1In(2
o)+ int (W) — o) — 2y p))

> f(p"") + inf (—g__;lnéz)V(pJ, f))

> f(p"") — %@ (1og(1 +2d%) + \/2 + % (max(g) — min(g))Q) , (3.31)

where the first inequality holds because W (p%) — f(ps) > 0, and the second inequality is
from [37, Lemma V.5]. Expanding the square in the above expression and recalling that

10The reason for applying these approximation steps is that the method we use here relies on explicitly
calculating the Legendre—Fenchel conjugate functions, which we were unable to compute without these
approximations.
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f(p"on) = g(q""), we see the above is equal to

hon) o

a—1In(2)
9(a 5

5 o < (log(1 + 2d%))* 4 2log(1 + 2dﬁ)\/2 + % (max(g) — min(g))*+

N————

+ 94+ % (max(g) — min(g))*

2

Q

(™) = #ol(max(g) — min(g))” — @1 (max(g) —min(g)) — >

(@) —T(g) — 2 for T(g) == po((max(g) — min(g))” + ¢1 (max(g) — min(g))
(3.32)

g
g

where the approximation in the second line is obtained by dropping the 2 in the square
root term'!, and writing

a—1In(2)1
Yo = R
2—a 2 v
a—11n(2) 2log(1 + 2d"%
S01 — ( ) g( A)’ (333)
2—a 2 Nai
a—1In(2) a2
2= G — (2+ (log(1 +2d%))%)

With the above simplifications, we now turn to finding the optimal choice of g such that it
maximizes g(q"") — T'(g).'? We begin with the following lemma:

Lemma 3.4.1. For any constants og, 1 > 0, the function T' defined as
T(g) == o((max(g) — min(g))” + ¢ (max(g) — min(g)), (3.34)

is a conver function with Legendre-Fenchel conjugate T+ given by

. Tr— 12 .
Py SO A= 0 el ifr > 3.35)
+00 otherwise ’ 0 otherwise

and satisfies

A

T(g) =T"(g) =suwp (g- A= 1T"(N). (3:36)

UThis approximation is reasonably accurate whenever (max(g) — min(g))® /v > 2, which is typically
the case for the parameter regimes used in this chapter, where « is small. Since all the other computations
here are genuine lower bounds, this at least suggests it is unlikely that we will end up with some choice of
g that is “good” for (3.32) but yields worse results in the actual key length formula (3.30).

12Note that the ¢, term is independent of g and thus is not considered for the purpose of optimizing the
choice of g.
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Proof. We start the proof by showing that T(g) is a convex function. We first restate the
definition of 7" from (3.32):

T(g) = wo((max(g) — min(g))” + ¢ (max(g) — min(g)).

First note that max(g) is convex and min(g) is concave. Thus, max(g) — min(g) is convex;
moreover, it is non-negative; therefore, its square is also a convex function. By noting that
@0, 1 > 0, we conclude T'(g) is a convex function.

Now to prove its Legendre-Fenchel conjugate is the expression (3.35), we first write out
the definition of the conjugate (see e.g. [18, Chapter 3.3]):

A

7(3) = sup (5 A~ o( (max(g) — min(g)* — o1 (max(g) ~min(g))) . (337)

Let us first consider the case where the sum of the elements of A is zero, i.e., Y A, = 0.
Note that for any vector g, we can define another vector g, whose elements are given by:

. {max(g) if A.>0

min(g)  otherwise

(3.38)

It is not hard to see that for any vector g, the quantity within the supremum in (3.37) is
upper bounded by the value with g in place of g. Furthermore, letting C~( be the set of ¢
values with A\, > 0, we have

g-A=max(g) Y A +min(g) Y A= (max(g) — min(g))[|All,/2, (3.39)

CGCZQ C¢CZO

using the fact that > .
RHS of (3.37) simplifies to

T*(\) = Sup ((IAll,/2 = 1) (max(g) — min(g)) — ¢y (max(g) — min(g))*)

= sup ((IXIL/2 = 1)B8 = o2 . (3.40)

A\ = _ZC%EO Ae = ||Al];/2 since ) A. = 0. Therefore, the

where, in the second line, we use the fact that the optimization only depends on the
difference max(g) — min(g). The optimization in (3.40) can be solved using simple calculus,
which leads to the following:

ra=q
0 Al <2¢

UM /2= ey > 9
{ ifIAl, > 201 (3.41)
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Let us now look at the situation where ) A, # 0. Consider the particular choice g = k1
for some k € R. Taking the supremum over such choices of g, from (3.37) we have:

T*(A) > sup <kz /\C>
= +o0, C (3.42)

where the second equality follows by setting &k — +o0o (resp. k — —o0) if > A, > 0 (resp.
Y oA < 0). Combining (3.41) with (3.42) results the expression in (3.35).

Finally, to show that (3.36) holds, we simply use the fact that T is a convex function
with its domain being all of RI€I=1. Therefore its epigraph is a convex closed set, and
hence it is equal to the conjugate of its conjugate (see e.g. [18, Chapter 3.3.2]), i.e. we have

T(g) = T**(g) = sup, (g A — T*(A)) as claimed, -

Note that 7*(X) is also a convex function, as the 1-norm is convex and the prefactor s
is a nondecreasing convex function on R. With this lemma, we have the following theorem:

Theorem 3.4.1. Let rye be defined as the value
Poest = sup (9(a™") = T(g)) , (3.43)
g

where the supremum is taken over all valid crossover min-tradeoff functions g. Then we
have

Tbest = {]nf W(p%) + T*(A)

st @ —®[ph] -A=0 (3.44)
— 3 g
— Jlg‘lfT W(p%) +s (263 75/2)
st g™ — @[] -A=0 (3.45)
—T7< A< T,

where the domain in each infimum is to be understood as the set of all Choi matrices J

and vectors N\, T € Rl Furthermore, suppose L(p%,T) is an affine lower bound on

W(p%) + s (>, 7/2), and define

o g
TSpp = JII)}fT L(IOJ7T)

st @ —®[ph] -A=0 (3.46)
—T7<A<ZT.
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Then the above optimization is an SDP where the optimal dual solution to the constraint
g — ®[ph] — X = 0 is a vector g* € RO ] with the following property: there exists a
crossover min-tradeoff function g* with gradient g* such that

g (a"") = T(g") > rspe, (3.47)

i.e. it is a feasible point of the supremum in (3.43) that attains value at least rspp.

Proof. We begin by recalling that any affine lower bound on r..s(q) is a valid choice of
crossover min-tradeoff function. That is, any choice of g and k, such that g-q+k; < 7cross(Q)
yields a valid crossover min-tradeoff function. Therefore, Eq. (3.43) suggests that for any
gradient vector g, the best choice of offset k, is the maximum value satisfying this lower
bound condition. In particular, equivalently, the best choice of this offset is the highest
lower bound on the set of probability distributions q. i.e.,

kg = H(if (rcross(q) — g q)

= inf (W(p) — g - ®[p}]), (3.48)

where the second line follows from (3.21), with p%, p%; being functions of J via (3.19). Let
us define the convex set D as:

D= {(J, A) | J is Choi matrix A A€ R A Y "\, = 0} . (3.49)

Substituting Eq. (3.36) and (3.48) in (3.43), we have:

Thest = SUP (g . qhon + il}f (W(P?J) -8 ‘I)[Pf]]) - Sl)l‘P (g A= T*(A)))

g
— 3 T hon t
= sup it (W(ph) +7°(N) + g+ (" = B[] = X)) (3.50)

where in the second line we use the property that for X such that > A. # 0, we have T (g) =
+00, and thus, by restricting the optimization, no generality is lost. The optimization in the
last line of Eq. (3.50) is the Lagrange dual of the following constrained convex optimization:

inf — W(p%) +T*(N\)

(JA)ED (3.51)
st. @ —®[p] —A=0.
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To prove Eq. (3.44), we must first show that the domain of optimization in Eq. (3.51)
matches that in (3.44), and second, demonstrate that strong duality holds. The first
requirement is trivial, as the constraints in (3.51) already, by definition, restrict the domain
of D to X such that > _A. = 0. For the second requirement, we note that by setting
J=Tand A = q"" — ®[pl], we obtain a strictly feasible point. Therefore, strong duality
follows from the Slater condition in Proposition 2.3.3. Consequently, the optimal solution
to Eq. (3.51) is the same as that of Eq. (3.44).

We now turn to prove Eq. (3.45). Observe that for every feasible point (J, A) for the
optimization in (3.44), taking J' = J, X' = X, and 7. = |\.| yields a feasible solution to the
optimization in (3.45), and thus we conclude the former is lower bounded by the latter.

For the other direction, for any feasible point (J, A, 7) in (3.45), take J' = J and X' = A.
Then, we have Y, 7. > ||A[|;, and therefore s(3°, 7.) > T*(X). Thus, we see that (J’, X')
yields a feasible solution with an objective value no higher than that of (3.45). Hence, the
optimizations in (3.44) and (3.45) are equal.

We now prove the last piece of the theorem, which is Eq. (3.47). We begin by noting that
the SDP in Eq. (3.46) is strictly feasible. This can be seen by taking J = I, A = g — & [pl],
and any 7, > |\.|. Therefore, by invoking Slater’s condition, the dual optimal solution is
equal to the primal optimal solution.

As a result, the optimal dual solution to the constraint q"" — ®[p’;] — XA = 0 in the
SDP (3.46) is a vector g* € RIt| such that:

_ . g * hon t]
rsop = nf - L(pyT)+8 (@™ = @[] =), (3.52)
where
D = {(J, A T) ‘ J is Choi matrix A A, 7 € REIFL A —7 <A< 7’} (3.53)

For the above choice of gradient vector g*, choosing the offset term to be the one in
Eq. (3.48), we obtain the following:

g(@"") = T(g") =g - a"" +inf (W(p)) — g @[p}]) —sup (g"- A = T"(N)

— (J,i)gfeD (W(p‘f’,) +THA) + g (g — @[] — A))

= A (W(p?f) +s (Z Tc/2) +g" - (g™ — @[] — A))

> (L, 7) 8 (@ = @) = )

= T'SpP, (354)
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where the first line follows from Eq. (3.36), the second line follows by substituting from
Eq. (3.48), the third line follows a similar argument as in the derivation of Eq. (3.45), and
the penultimate line holds since L(p%, 7) is a lower bound on W (p%) + s (>, 7./2). O

Essentially, the above theorem states that when applying the Frank—Wolfe algorithm
in the context of the optimization in (3.44), we obtain a series of affine lower bounds
L(p%,T) such that their corresponding rspp values converge to rpest. The bound in (3.47)
ensures that the optimization in the final step of the Frank—Wolfe algorithm has the desired
property: its dual solution yields a choice of gradient g that achieves an objective value of
at least rgpp in the supremum in (3.43).

Remark 3.4.1. It is usually more numerically stable to have as few constraints as possible
i a convex optimization. Therefore, it might be more stable to use the following optimization
instead of the one in Eq. (3.44).

inf W (p7) +s (Z 7/ 2) (3.55)

st. —T <" —-®)p)) < T

Completeness penalty term A,

We now analyze the completeness term A.,,. We begin with the formula in the last line
of Eq. (3.28). As stated by that formula, evaluating the effect of A, requires a choice of
f, p"" and Sae. In the previous section, we discussed how to obtain a relatively optimal
choice of f. Here, we focus on the acceptance set of the form in (3.10). Specifically, for a

given choice of e§4", we minimize the A, term over the choice of tolerance parameters

low gupp ¢ Rlzc(‘), subject to the constraints given in (3.12). Moreover, since Aoy, is itself an
optimization problem, we are dealing with a nested optimization. To speed up the process,
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we begin by simplifying the optimization in (3.28):

sup —f. (pacc o phon)

pacc

s.t. phon o tlow S pacc S phon 4 tupp (356)
S

= sup f-v

st —tloV < v < PP (3.57)

=0
where in the second line we introduce f :== —f. This LP is always feasible since t°", t"P?

]R‘ZC(‘), and thus > —t% <0 < > ¢"P. We now explain the optimization procedure. Let
C>o (respectively, Co) be the set of ¢ € C such that f, >0 (f. < 0). We begin by setting
Ve as:

fUPPif ¢ € C
vc:{c Heelzo (3.58)

tlcow if ceCog
This choice for v maximizes the objective function and satisfies the first constraint (p"°® —
tlow < pace < phon 4 t9PP) . However, it might violate the other constraint. Let us assume
the violation is such that > v, > 0, in which case we pick the element v, corresponding to
the smallest f., as it has the least effect on the value of the objective function. We then
continuously decrease the value of v, until the constraint is satisfied (i.e., Y v, = 0). If the
constraint is not met, we move on to the next smallest f, value over ¢ € C> 0 and repeat
the process until we reach ) v, = 0, at which point we stop. Once the constraint is met,
we take the corresponding v as the optimal solution. A similar technique is applied in the
case where ) v. < 0. Finally, we run the optimization in A, with the optimal values
of t"PP and t'°V using a standard LP solver to verify the result obtained using the above
method.

Other parameters optimizations

The remaining parameters to optimize are the testing probability v, the Rényi parameter
«, and the security parameters 5" and epp. We begin by optimizing the choice of security
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parameters. Let us define the following function:

1 2
fa (%% epp) = a log (—) + log (—) ) (3.59)
a _ 1 E:PA gsecure _ €PA

Then, noting that " = gpy + egyv, we use simple calculus to determine the following
choices for the secrecy and correctness parameters as optimal.

— « secure — ( a—1 ) secure
EPA <2a — 1) € , EEV Y € . (3.60)

Finally, we perform a grid search to determine the optimal values for the testing probability
and the Rényi parameter.

3.5 Qubit BB84 with loss

In this section, we examine a variation of the BB84 protocol [13] that employs a perfect
single-photon source. We begin by explicitly explaining what happens in a single round of
this protocol.

In each round, with probability 7, Alice decides whether that round is a test round. If
it is, she sends one of |[+),|—) in the X-basis; otherwise, she sends |0), |1) in the Z-basis.
Upon arrival, with probability v, Bob measures the received state in the X-basis; otherwise,
he measures it in the Z-basis. Alice and Bob record their basis choices and the actual states
in classical registers X and Y using the following alphabets:

X ={(z,0),(z,1),(x,0), (X, 1)}
Y ={(z,0),(z,1), (Z,no-det), (X,0), (X, 1), (X,no-det) } . (3.61)

Then, Alice and Bob announce classical registers C#4 and C?, respectively, as follows:

CA _ 1 if Generation round
~ | X if Test round, ’

(Z,det) if C4 =1 A Measured in Z-basis A detection
CP =< (Z,no-det) if C4 =1 A Measured in Z-basis A no-detection . (3.62)
Y if otherwise
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Furthermore, for this protocol, we set the C' register in Protocol 3 as follows:

1 if oA=L
_ { it ¢ (3.63)

(CA,CB) if otherwise

We also set I = (C4,CP). Afterwards, Alice performs the sifting step to produce the
S register. Let my : X — {0,1} be such that it outputs the second entry of X (e.g.,
79 [(Z,0)] = 0). Then, the register S has the following form after the sifting step:

S__{muj if CA=1 ACB:(Lde. (3.64)

0 if otherwise

Note that it is clear from the above construction that dim(S) = 2. We now turn to
explaining the model for honest behavior.

The honest behavior is modeled as a depolarization channel followed by a probabilistic
loss model, as follows: we define a depolarizing parameter pi®* € [0, 1] and a loss parameter
Chon € [0,00). The states sent by Alice to Bob first undergo depolarizing noise, described
as:

epo epo :[[
gdepol[p] = (1 - pﬁoﬂ l)p +pﬁo§ 15' (365)
C on
Then, they undergo a loss mechanism in which, with probability 1 — 10_1&W, the qubit

is lost. Specifically, they undergo a quantum erasure channel with the erasure parameter
Shon

e=1— 10 104,
gerasure[p] =€ |J—><—L| + (1 - 5)07 (366)

where | L)L| is some erasure flag orthogonal to p. Bob, on the other hand, performs a
projective measurement in some basis on the received states.

Given the above form of announcements, we can also simplify the calculation for the
length of the error-correction string A\gc in Eq. (3.13). Specifically, we exploit the fact that
for those rounds that are sifted out, the value of the S register is deterministically set to 0.
Therefore, we have:

H(S[Y Dion = (1 =) H(S|Y; C* =L ACP = (Z,det))hon, (3.67)
where pizfl‘zz is the single-round probability of a detection event, conditioned on both

Chon
. . . . . . . . det|ZZ — e
sending and measuring in the Z basis, which in our case is given by phzn‘ = 10" 1045,

Moreover, we omit the I register since, for non-sifted rounds, it takes a fixed value.
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With these descriptions, one can follow a procedure similar to [132] to evaluate key
rates. We highlight that the full details of this step are outside the scope of this thesis, and
we refer to [05] for further information.

3.5.1 Numerical results

We are now in a position to present the results obtained by implementing the above
method in MATLAB to compute secure key rates for qubit BB84 with loss. For further
simplification and a more detailed explanation of how to implement the procedure described
in Sec. 3.4 for the protocol outlined in the previous section, we refer to [(5].

In Fig. 3.1, we plot the finite-size key rates for the qubit BB84 with loss protocol
described in the previous section, as a function of the loss parameter in dB. Motivated
by realistic setups, we chose the security parameter £ = 10~® and the depolarization
parameter pﬁiﬂd = 1072. For simplicity, we used the unique-acceptance set Sycc = {p""}.
We compare our results with the key rates obtained in [67], which were calculated under

the assumption of IID attacks.

Fig. 3.2 presents a comparison between unique acceptance and a realistic acceptance
set, where the realistic set is chosen such that Pr[freq(c") € Sue] < e©™ = 1073. We
observe that the difference between these two acceptance sets is small. Additionally, we
compare the key rates obtained using our method with those reported in [122, 83]. While
the EUR-based method yields higher key rates, the difference diminishes as n increases.

3.6 Decoy-state analysis

As another example, we analyze a decoy variant of the BB84 protocol described earlier.
We note that we only provide a high-level description of this protocol, as the complete
detailed analysis is outside the scope of this thesis. For the full details, we refer to [65].

In this variant, Alice sends one of the fully phase-randomized weak coherent pulses
(WCP) with intensities {jisg, ft2, ft3}, where pig, is used mainly for the generation rounds,
and the others are used in testing rounds. Moreover, the information is encoded in the
polarization degree of freedom {pgy, pv, pa, pp}-

In particular, in each round, with probability v, Alice chooses whether the round is a
testing round. If it is a testing round, then with probability p(u;|t), she selects an intensity
1; and sends a uniformly random choice of p4, pp in the X-basis with the chosen intensity.
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Figure 3.1: Key rate comparison for the qubit BB84 protocol with loss. The GEAT analysis
is shown in solid lines, while the IID setting is represented by dashed lines. In all cases, the
signals are depolarized with pﬁiﬁd = 1072, the security parameter is €% = 10~%, and the
results correspond to unique acceptance. The testing probability v and the Rényi parameter «
are optimized for the EAT analysis at each data point. The testing probability was also optimized

in the IID analysis.

Otherwise, it is a generation round, and she sends a uniformly random choice of states
pu, py in the Z-basis with the pg, signal.

On Bob’s side, we consider an active measurement setup, meaning Bob is actively
controlling the polarization rotator that determines the basis for measurement on his side.
In particular, similar to the qubit case, with probability v he measures in the X-basis;
otherwise, he measures in the Z-basis. Then, he applies the post-processing procedure
from [10, 54] to convert the detection outcome into an equivalent qubit case. Afterwards,
he stores the outcome of his measurement in the Y register.

Moving on to the public announcement steps, Alice and Bob announce classical registers
C4 and Cp exactly as in the qubit case given in Eq. (3.62). Similarly, the C' and I registers
are generated exactly as in the qubit case. Finally, the post-sifting register S takes the
same form as in Eq. (3.64).
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Figure 3.2: Key rates for the qubit BB84 protocol with loss. Upper plot: The solid lines
correspond to the unique-acceptance condition, while the dashed lines represent the realistic
acceptance condition as described in Sec. 3.3.2. In all cases, the signals are depolarized with

ﬁiﬂd = 1072; the security parameter is ¢ = 10~8; the completeness parameter for the
realistic tolerance intervals is €™ = 10~3; and both the testing probability v and the Rényi
parameter « are optimized for each data point. Lower plot: The solid lines show the key rates for
the realistic acceptance condition using GEAT, whereas the dashed lines indicate the key rates

obtained in [122], incorporating the recent improvements developed in [$3]. The same values for

depol

P gsecure
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, and £°°™ are used, with other parameters similarly optimized.
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The honest behavior is modeled as stated in [128], namely a misalignment followed by a
loss process. More specifically, we assume the signals sent from Alice undergo a misalignment
channel, which is a unitary rotation by an angle """ of the incoming polarization mode.
Afterwards, they undergo a loss procedure with parameter (,o,.'* Given the honest model
and the procedure to generate the S register, it can be seen that the same simplification as

in Eq. (3.67) holds for the entropic term in the length of the error-correction string.

3.6.1 Numerical results

In this part, we implement the model described above for the decoy-state protocol in
MATLAB to obtain key rates for this protocol. For the explicit formulation of the key rate
optimization in the decoy-state protocol, we refer to [67].

In Fig. 3.3, we plot key rates for the decoy-state BB84 protocol against loss in dB.
Signals are misaligned with the parameter 6;**"¢" = gin=1(0.1). The intensities were chosen
as {tsig = 0.9, po =2 x 1072, pz = 107%}, and the security parameter was chosen to be
gsecwre = 1078, 'We compare our results with the IID key rates presented in [07]. Fig. 3.4
shows the comparison between the unique-acceptance and realistic-acceptance cases for the
decoy-state BB84 protocol. We observe that, compared to the qubit case, the difference
between these two choices of acceptance sets is larger. In particular, the difference becomes
more significant in the high-loss regime. Additionally, we compare the key rates for the
realistic acceptance set with those reported in [123, |. Tt appears that the EUR approach
performs better in the high-loss regime, while the GEAT-based analysis yields higher key

rates in the low-loss regime.

13Tt is worth noting that, since we are dealing with WCP signals, the loss model here implements a
beamsplitter model for loss from multiphoton states.
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Figure 3.3: Key rates for the decoy-state protocol under the GEAT analysis (solid
lines) and the IID setting (dashed lines). In all cases, WCP signals with intensities
psig = 0.9, 2 = 2 x 1072, 3 = 1073 were used. Signals are misaligned with Glrfgialign = sin~1(0.1),
and the security parameter is 5" = 1078, The results are obtained for unique acceptance.
The testing probability v and the Rényi parameter o are optimized for the GEAT analysis.

Additionally, v was also optimized for the IID analysis.

3.7 Conclusion

In conclusion, this chapter presents a flexible framework for establishing the security of
PM protocols against general attacks. We applied this framework to analyze decoy-state
protocols and introduced several methods to refine finite-size corrections. These include an
approach for optimizing the min-tradeoff function and integrating additional improvements
to the finite-size analysis. Applying this framework to an example of a decoy-state protocol,
we demonstrate that reasonably robust key rates can be achieved even in the finite-size
regime.

By using the GEAT instead of the original EAT, we achieved key rates with improved
loss tolerance and addressed a key limitation in the EAT-based analysis of [53]. Specifically,
finite-size key rates derived using the original EAT included a subtractive penalty term
proportional to the testing probability. This posed a challenge in loss regimes where the
asymptotic key rate was of a similar scale to the testing probability. In contrast, the GEAT

65



10° \ ]
Unique Sy Realistic Sy |
—e—10 —d--10" |/
—6—10° —8--10°
—6—10° —HE--10° |
—6—1010 —H--101° |1
—e— 1012 —f1--1o12

T REED

10°

GEAT  EUR
—6—10" —H&--10
—©—10® —H--10° |3
—6—10° —E--10° |]
—6— 1010 — E—-1010| |
—6— 102 —B--101?|]

Umaisant

SE.
~8_

10 E \\ E\\ SE -
E g 8 G
r \Ek ‘EL\
r o

10'5? \\E \n\\ﬂ\ 3
L ~J

10-6 L | | | | | | | ﬁ:
0 5 10 15 20 25 30 35 40

Loss in dB

Figure 3.4: Key rates for the decoy-state protocol. Upper plot: The solid lines correspond to the
unique-acceptance condition, while the dashed lines represent the realistic acceptance condition. In
all cases, two decoy signals are used with intensities pp = 2 x 1072 and pz = 1073, and the actual
signal has an intensity of pge = 0.9. The signals are chosen uniformly at random in each round.
The misalignment parameter is QIIEISIaHgn = sin~1(0.1), the security parameter is 5°°"*¢ = 1078, and
the completeness parameter is €™ = 1073, The testing probability v and the Rényi parameter
« are optimized for each data point. Lower plot: The solid lines show key rates for the realistic

acceptance condition, while the dashed lines represent key rates obtained in [122], incorporating
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recent improvements from [33]. The same values for 6 m

other parameters were optimized.

, and £°°™ were used, and
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transforms the impact of test-round announcements into a multiplicative adjustment of
the first-order term, which is significantly less detrimental than the subtractive penalty
introduced by the original EAT.

We also note that although the results obtained here are derived within the GEAT
framework—and thus subject to its repetition-rate restriction—Chapter 5 demonstrates
that these key rates remain valid under the more general framework introduced there, which
does not impose any repetition-rate constraint. While these key rates may not be the most
optimized, they are nonetheless applicable within this broader and more flexible setting. It
is also worth mentioning that a more refined and improved analysis of decoy-state protocols
under the framework of Chapter 5 has been done recently in [60].
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Chapter 4

Improved Statistical analysis via
generalized Rényi entropy
accumulation

4.1 Introduction

In the previous chapter, we applied the GEAT to analyze finite-size effects in PM
protocols. As we have seen, the GEAT generalizes the original EAT framework by allowing
a more flexible treatment of side information, thereby extending its applicability to a broader
class of protocols. However, the existing EAT-based techniques have some limitations. In
particular, as discussed in the previous chapter, when computing the single-round quantity
in those works, one must specify the min-tradeoff function, which significantly affects both
the first-order term and finite-size corrections. Therefore, choosing a good min-tradeoff
function is of special importance. In addition, current finite-size corrections in EAT-based
techniques are outperformed by other approaches, such as the entropic uncertainty principle
(EUR) for smooth entropies [119, 80].

In this chapter, we address both of these challenges simultaneously. In particular, we
present a bound that has no dependence on the min-tradeoff function, thus avoiding the
difficulties associated with optimizing its choice. Moreover, the finite-size bounds in our
approach are extremely tight and yield significant improvements in finite-size corrections.

More specifically, the bounds we obtained have O(1) finite-size corrections, as opposed
to O(y/n) in previous EAT approaches. Moreover, they hold for & > 1 under the original
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EAT model and « € (1,2) under the GEAT model. In addition, the single-round quantity is
expressed in terms of Rényi entropies; therefore, by exploiting the Rényi privacy amplification
in [39], we achieve the goal put forward in [39] of finding a “fully Rényi” approach for
security proofs. We also highlight that, with a slight modification, a similar improved
statistical analysis compatible with the framework introduced in Chapter 5 can be obtained;
however, we defer the details to that chapter.®

We highlight that, if desired, the Rényi entropy term in our single-round quantity can
be relaxed into von Neumann entropy via a suitable continuity argument [37, 11], which
has been the main single-round quantity of interest in previous EAT variations. However,
even after this conversion, our bounds still outperform those of previous EAT versions.
In particular, we show that for the simple qubit BB84 protocol, our analysis provides
improvements over previous results based on the entropic uncertainty relation (EUR) for
smooth entropies [119, 30]?. Our proof techniques also yield upper bounds on smooth
max-entropy or for Rényi entropies with a < 1, which will be presented in Appendix B.

Our proof techniques extend the connection between entropy accumulation and quantum
probability estimation (QPE) developed in [136]. In particular, QPE was originally tailored
to the EAT framework, and the connection it provided to QKD was suboptimal for DI-QKD
and incompatible with PM-QKD.? Here, we build upon their work to provide an analysis
that is compatible with the GEAT model and suitable for device-dependent QKD.

This chapter is based on [7].

4.2 Preliminary definitions

In this section, we present some definitions that will be used throughout the chapter.
We begin by providing a slightly modified definition of a “sequence of GEAT-with-testing”
channels compared to that in Definition 2.5.4.

'"We emphasize that a framework to analyze the PM-QKD protocol was introduced in [57] prior to [J],
which obtained bounds similar to those presented in this chapter. However, the results here offer slight
improvements over theirs in the context of fixed-length QKD protocols.

2We note that in a recent work, [(6] provides a numerical framework to directly tackle the evaluation
of Rényi entropies. Therefore, in scenarios where the only reason behind relaxing the single-round Rényi
entropy into von Neumann entropy is the difficulty in evaluating the former, such a relaxation may no
longer be necessary. Provided that the setting under consideration is compatible with the ones studied
in [66], one can directly analyze the single-round Rényi entropy. Thus eliminating the need to convert the
single-round entropy to von Neumann entropy when the difficulty lies in evaluating that quantity.

3We note that the incompatibility of the QPE framework with EAT mainly stems from the incompatibility
of EAT with PM-QKD.
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Figure 4.1: Graphical depiction of a non-signaling channel as defined in Definition 4.2.1

Definition 4.2.1. {M;}"_, is called a sequence of GEAT-with-testing (GEATT)
channels if each M; € CPTP(R;_1E;_;, SjRjEﬁj@) is a channel such that the output
registers Uﬁj are always classical (for any input state), and it satisfies the following
non-signaling (NS) condition (Fig. 4.1):

3 a channel R; € CPTP(E;_;, E]@) such that Trg z p oM; =RjoTrg, . (4.1)

If a state p € S:(Sfé?é\{‘Ean) is of the form p = M,, 0+ -0 M;[w°] (leaving some identity
channels implicit) for some initial state w® € S_(RoFy), we say it is generated by the
sequence of GEATT channels {M;}7_;.

It is worth noting that this definition is slightly different from that of [39] (see also
Definition 2.5.4) in that an additional condition was imposed, namely, the classical registers
(here U’f(?{b) should be “projectively reconstructed” from the ST E,, registers. Therefore, the
entropic bounds we derive here are of the form H(S{”aﬁa{‘En), where 6";(7? are explicitly
involved in the final bound. However, we highlight that if we were to impose such a
condition, then H(S?C,|CI'E,) = H(S?|E,), for at least the entropies considered in this
chapter, and thus our results would become equivalent in that sense. We note that similar
considerations also hold for single-round entropies.*

4Although it is not explicitly stated in [39] that projective reconstruction is needed for single-round
entropies, given their proof methods, it is required to obtain the bound in Eq. (4.10) of [89].
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In much of the analysis in this chapter, we deal with purifications of input states to
some channel. Therefore, to simplify the setup, we introduce the concept of a purifying
function.

Definition 4.2.2. For registers @, Q' with dim(Q) < dim(Q’), a purifying function for
() onto (' is a function Pur : S<(Q) — S<(QQ’) such that for any state pg, the state
Pur(pg) is a purification of pg onto the register ', i.e. a (possibly subnormalized) rank-1
operator such that Trg [Pur(pg)] = po.

Note that a purifying function is not a channel (i.e. CPTP map), for instance, because
it is necessarily nonlinear. As a concrete example, one can choose, for instance, the function

Pur(pg) = dim(Q) (vpg ® L) |2 X®*| (oo ® 1y) (4.2)

where |®7) is some normalized maximally entangled state across QQ’ (up to the support
of ) in some arbitrary basis. However, all results we present in this chapter should
be basically independent of any choice of purifying function, by exploiting the isometric
equivalence of purifications.

4.3 QEF-type bounds from the GEAT

In this section, we derive similar bounds to the QEF framework as defined in [136] under

the GEAT model.

4.3.1 QES-entropies

We begin by defining a variant of QEF in [136], which we term “Quantum Estimation
Score-System”. We note that this definition is closely related to the notion of QEF in [130]
(see also the discussion after Eq. (4.4)), and to the concept of f-weighted entropies introduced
in [126], which we extend in Chapter 5. We defer further discussion until after we have
introduced and examined some of the properties of these entropies.

Definition 4.3.1. Let p € S:(éé\QQ’) be a state where C and C are classical with
alphabets C and C respectively. A quantum estimation score-system (QES) on CC
is simply a function f : C x C — R; equivalently, we may denote it as a real-valued tuple
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f € RICxC where each term in the tuple specifies the value f(c¢). Given a QES f and a
value® o € (0,1) U (1,00), the QES-entropy of order « for p is defined as

lOg (E ,0 CC 1 a2(1 Oc)( f(ié)—Da<pQQ/‘aa HQ®pQ/é))>
1 .

_ =\ o(1—a)(—f(€8)—Dalpgqree ||I@®Pg! ne

=1 4 log ( EA p(cc)2 ( (rao Q®pq )))

= log (ZQ (1=a) (@) Ty [((:0@’/\0) a PQQ'ree (PQ/nc) = )ﬂ) , (4.3)

HI(QC|CQ"), =

where the sum is over all é¢ values such that p(cé¢) > 0, and we leave some tensor factors of
identity implicit in the last expression.

We highlight that the restriction in the sum is just a convention to avoid complications
in defining D, (pogaeel|lo @ pgrac) terms when p(c¢) = 0, especially in Sec. 4.4. However,
we note that, in principle, it is possible to assign arbitrary values to the divergence term in
such cases, and avoiding that provides cleaner reasoning. With this convention, all terms
that appear in the sum are well-defined and finite, because for all such terms we have
Tr [pQQ’/\Eé] > 0 and

supp (pQqrace) C supp (pegrac) < supp (Ig @ porne) (4.4)

and similarly for the normalized conditional states, hence the condition for finiteness
n (2.22) is satisfied.

Before discussing the intuition behind these entropies, we briefly outline the similarities
between QES and the QEF in [130]. We begin by noting that if the @) register were trivial,
the QES entropy would be exactly equivalent to a QEF as defined in [136], except we take
a logarithmic function of the definition in that work to make the result more apparent in
terms of entropies. In other words, they work with a quantity they termed Rényi powers,
which is essentially the trace term in the last line of Eq. (4.3). Furthermore, a QEF is
defined such that it imposes a condition equivalent to H, 5(@@6@’ )p > 0 over some class of
states under consideration. However, we will see later that such a condition can be enforced
using the normalization property in Lemma 4.3.7. We also highlight that in the case where
C is trivial, our QES entropies are quite similar to the notion of f-weighted entropy defined

5This definition could also be extended to a € {0, 1,00} by taking the respective limits.
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in [126]. However, as we will extend the definition of f-weighted entropies in Chapter 5, we
defer such a comparison to that chapter.

We now turn to building an intuition for QES entropies. Consider the special case where
the C' register is trivial. In that case, the definition becomes:

HI(QICQ), =+ log (Z (@) 2 (1@ f‘c>>) , (45)
Note that if we set f =0 (let f be a constant function 0), then, Lemma 2.2.1 shows that
the above definition reduces to the usual notion of sandwiched Rényi conditional entropy in
Definition 2.2.5 (i.e., H2(Q|CQ'), = H,(Q|CQ'),). Generally, by inspecting the result in
Lemma 2.2.1, we can see that the above definition differs from that of Eq. (2.40) by a shift
in the exponent that is determined by the value of f(¢). Another way to gain intuition
about this quantity, which also clarifies why we are interested in it in this thesis, is as follows.
Suppose we want f(¢) to lower bound H,(Q|Q"),; in some average sense. We could impose
such a condition by considering the mean value defined as: Ep, [g(X)] = >, Px(x)g(x), to
satisfy E,_ [HJQMI),,Ia — f(é\)} > 0. However, for the purposes of this thesis, analyzing
such a quantity appears to be challenging. To address this difficulty, we introduce an
alternative notion of mean, referred to as the “log-mean-exponential” value. Specifically, we
define the log-mean-exponential of a random variable with respect to a base b € (0, 00) as:

Px

Imey, [g(X)] = log, <Z Px(z) bg(‘”)> . (4.6)

With this notion, Eq. (4.5) can be rewritten as

HI(QICQ)), = lme, [Hu(QIQ),, — F(O)] . where b=2""€ (0,00).  (47)

PG

This means the following relation holds:

HI(Q|CQ), >0 < Ime, [Ho(QIQ)p . — F(O)] = 0. (4.8)

Pc

In other words, f(C') lower bounds H,(Q|Q’) pe I a log-mean-exponential sense.

In addition, in the following lemma, we show that by constructing a new register D that

“encodes the value of f(CC)” via its entropy, one can relate these entropies to the usual
sandwiched Rényi conditional entropies.
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Lemma 4.3.1. Let f be a QES on some classical registers Ué\, let M € R be any value
such that M — f(¢¢) > 0 for all ¢¢, and take any o € (0,1) U (1,00). Consider any read-
and-prepare channel D € CPTP(CC,CCD) such that the state it prepares on D always
satisfies

Ho(D),,. = H)(D),,, = M — f(e). (4.9)

Plee

(It is always possible to construct such a channel, and construct it such that D is classical.)
Then for any p € S_(CCQQ") classical on CC, extending p with this channel yields®

Ho(DQC|CQ'), = M + HL(QC|CQ),. (4.10)

Proof. First we briefly verify that such channels can indeed be constructed: note that for any
a >0 and h > 0, given a register D with dimension at least 2", one can straightforwardly
construct a state on D with H,(D) = H} (D) = h (the first equality holds simply because
H, = H! when there is no conditioning system), e.g. by taking a mixture between some
pure state on D and the maximally mixed state; furthermore this can clearly be achieved
using a classical D. Therefore, to obtain a read-and-prepare channel satisfying (4.9), we
simply need it to read the classical value ¢¢ and prepare a state on D with the corresponding
desired entropy value.

We now show that such a read-and-prepare channel indeed achieves (4.10) (using U to

SThere is no danger of ambiguity in having used p to denote all states in this lemma, since a read-and-
prepare channel always simply extends a state without “disturbing” any registers.
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denote maximally mixed states):
H,(DQCICQ),
=log (dpdqds) — Da (PDQ&J\Q/

UDQ@ ® pﬁQ/)

C)\ayn
Z oe) |ceXetleg @ Upg ® O-Q/é>
cé d@
Um@ﬂ@’lé))

Up)+Da (pQQ/Eé||UQ®pQ/|é))>

=log (dpdgds) — D, (Z p(CC) |eeXcllza ® ppoqie:

cc

1 ~ 1—0[
=log (dpdgds) — log (Z p(cc)® (?) 9(@=1)Da(Ppoqre:
ce ¢

a—1

N

l1—o
zlog (dDdeﬁ) — 1 log (Z p(éé)a <$) 2(a*1)(Da(pD|aa
cé ¢

a—1

1 a— a o Neelll e
o log (Z p(ce)*p(e)' = 2( 1)( Ha D)y, +D (Paqrise|[T®pqr) )>>
cc

log (Zp ce)p(e)t— 9(1=a)(M=1(@)=Da(pqq/jcc [ lo®rar Ic)>>

=M + log (Zp ae)*p(e)' e 20— (-1 @)=Da(Poq|ce H@®PQ/|6>)>

M+ H;f QTICQ), (4.11)
where the fourth line holds by Lemma 2.2.1, the fifth holds because ppggrjec = pPpjee @ pPoq|ee
and the seventh line follows by substitution from Eq. (4.9). O

The above lemma essentially implies that, apart from an additive constant M 7, QES-
entropies are just Rényi conditional entropies evaluated over an extension of the original
state. Therefore, they satisfy many properties of Rényi conditional entropies. Before stating
the properties of these entropies, we first present an approximate version of the above
lemma that accounts for all Rényi parameters simultaneously.

Lemma 4.3.2. Let f be a QES on some classical registers 6/0\, let M > 0 be any value
such that M — f(cc) > M/2 > 0 for all ¢é. Consider any read-and-prepare channel

De CPTP(CC CCD) such that the state it prepares on D always satisfies
Va €[0,00],  Ho(D),,, = HI(D),,. € [M — f(ze), M — f(cc) + 2% loge| . (4.12)

"We note that this additive term, as we will see later, is unimportant in the sense that it does not affect
most of the properties we discuss here.

75



(It is always possible to construct such a channel, and construct it such that D is classical.)
Then for any p € S_(CCQQ") classical on CC, estending p with this channel yields

M + H{(QC|CQ), < Hu(DQC|CQ), < M + 2~ Floge + H{(QC|CQ),,  (4.13)
for any o € (0,1) U (1, 00).
Proof. To see that such channels indeed exist, simply consider a read-and-prepare channel
that reads the classical value ¢¢ and prepares a state on D that is a uniform mixture with
support size (QM -f (Eé)-‘; again, this can clearly be achieved with D classical. Since all

(unconditioned) Rényi entropies take the same value for a uniform distribution, we see that
this means for every o € [0, 0o], this state prepared on D has Rényi entropy

Ho(D),,. = HY(D),,, =log ([2Y~/9]), (4.14)

which lies within the interval described in (4.12) — the upper bound holds from observing
that

log ([QM*f(Eé)D < log (2M*f(éé) i 1)
= log (2M*f(éé)) + log (1 + 2f(éé)*M>
< M—f(66)+2_%1oge, (4.15)

where in the second line we simply factor out 2 ~/(®) and the third line follows from
In(1 4 z) < x along with the lemma condition M — f(é¢) > M/2 > 0.

The remainder of the proof follows the same way as in Lemma 4.3.1, except that we
replace the seventh line with inequalities in either direction by bounding H,. (D), ., using
the interval in (4.12) (together with the observation that the preceding line is monotone
increasing with respect to the H, (D), ., terms; note that this is true in both the a < 1 and
a > 1 regimes). O

We now exploit these lemmas to transfer multiple properties of Rényi entropies to
QES-entropies.

Lemma 4.3.3. (Data-processing) Let p € S:(UaQQ’) be classical on CC, let f be a QES
on CC, and take any o € [%, 1)U (1,00). Then for any channel £ € CPTP(Q’,Q"),

HJ(QCICQ")gy = HL(QTICQ),. (4.16)

If £ is an isometry, then we have equality in the above bound.
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Proof. Let D be a read-and-prepare channel as described in Lemma 4.3.1. Then we have
(here for clarity we explicitly write D in the formulas, instead of leaving it implicit in the
state extension as in (4.10)):

HE(QCICQ" )¢y = Ha(DQC|CQ" ) pogyy) — M
= Ha(DQaAQ”)goD[p] - M
> H,(DQC|CQ")pyy — M
= H(QCICQ),. (4.17)

where the second line holds since D commutes with £, and the third line is simply the
usual data-processing inequality for Rényi conditional entropies in the range o € [%, 00)
(Theorem 2.2.1). Similarly, the equality condition is simply inherited from that data-
processing inequality.

Alternatively, a proof directly from the definition: first considering @ € [%,1), the

29
data-processing inequality for sandwiched Rényi divergence itself gives

Do (€ [pgareell€ [Ig @ pornel) < Da (poorneelllo @ porae)
= p(8)2- ) (~FE-Da(E[pqqrrec] [|E[la®rarne])) > p(ez)20-) (1@ =Da(paqrrec[le®rarne))
(4.18)

summing over all values of é¢, taking logarithm, and dividing by 1 — a would prove the
result. The proof for the case where o € (1, 00) follows from a similar argument. O

Lemma 4.3.4. (Conditioning on classical registers) Let p € S:(éaQQ’Z) be classical on
CCZ, let f be a QES on CC, and take any a € (0,1) U (1,00). Then

10g (Zp 1 ) HL(QC|CQ )e. ) (419)

H(QC|CQ'2), =
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Proof. Extend p with a read-and-prepare channel as described in Lemma 4.3.1. Then

HI(QC|CQ'2), = H,(DQT|CQ'Z), — M
1 91— )Ha(DQTICQ'),
Cl-a log Z plz - M

1 5(1-a) )(M+HL(QTICR),,, )
— ] ) | — M
ol | 220

1

1 L@QTicQ)
=7 _alog Zp ol (4.20)

where in the second line we applied Lemma 2.2.1, and in the third line we implicitly exploited
the fact that the read-and-prepare channel in Lemma 4.3.1 achieves the relation (4.10) for
all states (in particular, also the conditional states py.).

Alternatively, a proof directly from the definition: rewriting the formula for QES-entropy
for the state in the lemma, we have:

H(QC|CQ'2),
1 l—a\ &
=T log ZZQ (1—a)f(ee) Ty [((pQ'/\zc) 2 poasee (Poaze) 2 ) })
! cé 1_ 1—a a
= log Zp(Z) Z 9—(1-a)f(e) . [((pQU\dz) pare): (Parneiz) > ) D
_ 1 o(1- a)HL(QCICQ"),,,
= 1_alog Zp | > ) (4.21)

]

Lemma 4.3.5. (Monotonicity in ) Let p € 82(56’\@@’) be classical on 66’\, let f be a
tradeoff function on CC, and take any o, o/ € [%, 1)U (1,00) such that o > o'. Then,

HL(QCT|CQ), < HL(QTICQ),. (4.22)

Proof. Let M > 0 be any value such that M — f(¢¢) > M/2 > 0, and extend p with a
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read-and-prepare channel as described in Lemma 4.3.2, then we have
HI(QC|CQ"), < Ho(DQC|CQ'), —
Ha (DQCICQ"), —
<27 % loge + H.,(QC|CQ"),, (4.23)

where the first line follows from the first inequality in Eq. (4.13), the second line follows
from the monotonicity of sandwiched conditional entropies in a [93], and the last line
follows from the second inequality in Eq. (4.13). Since this inequality holds for arbitrary
(sufficiently large) M, we can take the M — oo limit so the 2= term vanishes, yielding
the desired result. O

Lemma 4.3.6. (Chain rules) Let f be a QES on classical registers 56, take any o, o, " €

(3,1) U (1,00) such that -25 = -~ + aa# Then we have for any p € S:(éaRQQ’):

2 T

H!(RQC|CQ"), < HL(QC|CQ'R), + Hu(RICQ), if (a—1)(a/ = 1)(a” —1) <0,

HI(RQC|CQ'), > H!,(QC|CQ'R), + Ho(R|ICQ"), if (@ —1)(e/ —1)(a” — 1) > 0.

(4.24)
Furthermore, we also have for any p € S:(Ué\QQ’):
#(QCICQ"), < Hy(QICTQ), + Hor (CIOQ), - if (0= Dle/ =D =1) <0,
HI(QCICQ), > HL(QICCQ), + Hur(CICQ),  if (a = 1)(@' = 1)(a” — 1) > 0,

where by Hg:(Q|C’aQ’)p we mean
1 .

] A 2(1—04)(—f(cc)—Da(pQQ//\Eé ]IQ®pQ/,\aé))
—log (E p(ce)

log <Zp CC —a)(—f(ee)+Ha(Q|Q' )pcc)> ] (426)

Proof. We focus only on proving the bounds in (4.25); the bounds in (4.24) hold by precisely
analogous arguments, but simpler since we do not need to consider the consistency of (4.26)
with our preceding QES-entropy properties.

HI(Q[CCQ"), =
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Take any M > 0 such that M — f(cc¢) > % > 0, and extend p with a read-and-prepare
channel as described in Lemma 4.3.2. Then, as stated in the lemma, we have

M + HI(QC|CQ), < Ho(DQT|CQ), < M +27% loge + HL(QT|CQ"),,  (4.27)

and also (by viewing H, 5(@@6’\@’) , as an instance of QES-entropy where both the C and
C registers are viewed as the “public” part, as is consistent with the formula (4.26) above)

M + H.,(Q[CCQ), < Hy(DQ|CCQ'), < M + 277 loge + H,(Q[CCQ"),.  (4.28)
Then, we have the following chain of inequalities if (o« — 1)(a/ — 1)(a” — 1) < 0:
H(QTICQ), < Ho(DQTICQ'), — M

< Hoy(DQ|CCQ), + Hor (CICQ), — M
< H(Q|CCQ), + Ho(C|CQ"), + 277 loge, (4.29)

where the first line follows from the first inequality in Eq. (4.27), the second line is a
special case of [38, Proposition 8|, and the third line is a result of applying the second
inequality in Eq. (4.28). Taking the M — oo limit, we obtain the first bound in (4.25).
The second bound (for (o — 1)(a/ — 1)(a” — 1) > 0) holds by a similar argument, using [38,
Proposition 7| instead. O

Lemma 4.3.7. (Normalization property) Let p € 82(66’\@@’) be classical on CC and let
f be a QES on CC. Then for any constant k € R, we have

H{™QCICQ), = BI(QCICQ), — ». (4.30)
where [+ Kk simply denotes the QES with values f(¢¢) + k.

Proof. This follows directly from the definition. O

4.3.2 QES-entropy accumulation or chaining

In this part, we show that QES-entropies can accumulate to provide an estimate of
the conditional entropy of the global state. We highlight that this is similar to the QEF

chaining property in [136], except that it is compatible with a more general framework of
GEAT.
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Theorem 4.3.1. (QES-entropy accumulation) Let p be a state generated by a sequence
of GEATT channels {M;}}_, (Definition 4.2.1). For each j, suppose that for every value

5{_16{_1, we have a QES f‘Ejl'fléjl'fl on registers Uj@.g Define the following QES on 6?6{1

ffull C101 = Zf‘ﬂ 1AJ 1 ) (431)
Take any o € (1,2) and let @ = 1/(2 — «). Then we have

j—14j—1
Cl Cl

Hffull(SnC |C”E) Z min Kei=1g-1,
7 (4.32)

—1.5—1
“

(S;C4|CE;E),,

|c
where K141 = inf H_
a a vey;

where Y denotes the set of all states of the form M; [va E 15} for some initial state
J— J—

w € S:(Rj_lEj_lﬁ), with E being a register of large enough dimension to serve as a
purifying register for any of the R;E; registers.

—mn

Consequently, if we instead define the following “normalized” QES on 16?

fran(EPEh) = wa{ 15-1(65¢5),  where ﬁéjl'fléjl-fl(éjéj) = fam1a-1(G8) + K1,
(4.33)
then
Hfo (S7CY|CYE,), > 0. (4.34)

Proof. Let M > 0 be any value such that M — f‘EJl'—lé{—l(éjéj) > % > 0 for all the

f‘éjlqé{fl(éjéj) in the theorem statement (for all j). Now for each j, define a read-and-

prepare channel D; € CPTP(U{@{, Uia{Dj) of the form described in Lemma 4.3.2, so that

8To avoid potential confusion, we highlight that this means for each j we have multiple different QES-s,
which are indexed by the values & ~'¢ ™', We also highlight that each such QES is a function on the alphabet
of 6j6’j only, not the “preceding” registers 5{_16’? -t oof course, by the equivalence between k-tuples and
functions on a discrete set of size k, in principle we could view the tuple of values { f‘ajl-fléjl-fl (€, éj)}é{a{ as
being a function on the alphabet of 6{5{ , but for this theorem statement, it is more convenient to use the
presented form. (In other contexts, it can be convenient to view it as such a function, but we defer that
discussion to whenever it should be relevant.)

81



the state it prepares on D; satisfies

Yo € (0,00, Ha(Dy), ,, € [M = fiamia1(G6)), M = flm -1 (2¢;) + 277 loge] .

(4.35)

&I ed
lepéy

Now let N; € CPTP(R;_1 E; 16]'7153._1 D; ﬁ S;R;E; 6]6’7) denote a channel that does
the following (note that its input reglsters differ from M; by also including c C] ' and

its output registers also include C’j C’] " and two additional registers C;, Dj):

1. Apply M, ® P;, where P; is a pinching channel on 6{‘16{ ! (in its classical basis).
2. Copy the classical register Uj onto another classical register ﬁj.

3. Generate a D; register by applying the above read-and-prepare channel D; on 6{6’\{

Note that the third step can indeed be implemented as a read-and-prepare channel for any
input state, even if it is not originally classical on 61_16{' _1, because the pinching channel
in the first step forces the resulting state to be classical on those registers. These channels
N satisfy the required condition of Theorem 2.5.3, by identifying the notation in these
channels with the notation in that theorem as follows: for the input registers,

o j—16{71 — Rj_q,

. 3416{71 — By,
and for the output registers,

e D,C;S; < S,

o RJ-@{ « Rj,

e E;C! + E.

To verify that the NS condition of Eq. (2.74) is satisfied by this identification, we note that
by letting R; be the channel in Definition 4.2.1, and defining R’ :== R; ® P} where P} is a
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pinching channel on (7{ ~! (in its classical basis), we have

TDCSRC]ON Trg zig, o (M; ®P))
= (Trsj@Rj oMj> ® (Tragl;l on)
= (RjoTrg, ) ® (73]’ o Tréjl-,l)
=RjoTry -, (4.36)
as desired. In the above, the first line holds because the partial trace Tr p,5, removes

all registers generated by N after applying M; ® P;, the second line is just a channel
regrouping, the third line holds by the NS condition on M; in Definition 4.2.1 of GEATT
channels (and collapsing part of the pinching channel with the partial trace), and the last
line is again a channel regrouping.

These channels N have the critical property that the state N, o - - o N;[w"] would be
identical to M,, o - -- o M;[w’] on all registers that are present in the latter.” Therefore, we
can now write p = N, o -+ o N}[w’] without danger of ambiguity with respect to the state
p in the theorem statement, by viewing the former as just an extension of the latter. Then

according to [89, Lemma 3.6] (Theorem 2.5.3), since N; are a sequence of GEAT channels,
we have
H,(DS"C,|CTE,) Z inf Ha(D;S,C;|CIE;E),, (4.37)
v'exy

where Y denotes the set of all states that could be produced by N acting on some initial
state w' € S:(Rj_lEj_léiilafiliE\T).lo However, recalling that the C'; register produced by
cach N; channel is always just a copy of the C; register (and also that in the final state,

we still have C'; = C because the subsequent channels do not disturb the classical C;
registers), this is equivalent to

Ho(DrSICY|CTE,), Z inf Ha(D;S,C;|CYE;E),. (4.38)

IGE/

9While N performs a pinching channel on éj‘lﬁj ~! in contrast to M which acts as identity on those
registers, thls does not make a difference for states produced by applylng those channels in sequence,
because N;_1 o --- o Nj[w'] is always already classical on - C’J !, Similarly, the second and third steps
performed by N; do not disturb the classical registers they act on.

10T this step, let us take E to be of large enough dimension to be a purifying register for the input
registers in the N scenario as well; this can be achieved without loss of generality by expanding its
dimension as necessary.
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We shall now bound the terms on the right-hand-side in terms of quantities involving
only the original channels M;. Consider any j and take any state v/ — =
D;C;S;R;E;C1CE

N [w’ —j1~_1~| (for some w’) in the corresponding infimum. This state is classical
ijlEjflcl Cl E

on U{‘lﬁf ~!. furthermore, recalling that N always begins by applying a pinching channel
on 61_16’?1, we can also take the input state w’ to be classical on Ujl_le_l without loss

of generality. Letting Vl’éj,l g1 and w|’5j,1 g1 denote the respective states conditioned on'!
1 1 1 1

C{’lﬁ{‘*l = & "¢ it is straightforward to see that we also have (since N does not
disturb € 'CY7" if it is already classical):

V|E]1'716{71 = ./V’] |:W‘Ejlf1é]171:| 5 (439)

a property we will need later in our proof. For now, we observe that since v/ is a mixture

of the conditional states Vl’éj,l -1, We can lower bound it by the “worst-case” term in the
1 1

mixture, as follows:

Hs(D;8,Ci|CLEE), > Ha(D;S;C5[Cy ClE;E)w
where the first inequality is by data-processing (Theorem 2.2.1) and the second inequality
holds by considering Lemma 2.2.1. (Alternatively, one can directly apply quasi-convexity
of Rényi divergence, as described in [65, Proposition 7.35], which implies quasi-concavity
of the corresponding conditional entropy.) Now consider any particular value of E{_lé{_l,

and for brevity in the upcoming calculation, let us write o == ul’ 11 This is classical on
1 1

HFor strict technical accuracy in the following steps, these conditional states should be interpreted to
7 - . —Ji—15i— . . . . i—1Aj—
still include the registers le Cy 1, though with those registers simply taking the fixed value & 16{ L
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C; 5 so we can follow a similar chain of calculations as in (4.11) to obtain

H(D;S;C,|CiEE),

1 A ~ (lfa)<Ha(D )oy. . —D . e )
— 1 — a log Z U(E]éj)a0'<é])1—0t 2 J \Cjc ( S:E;E| S E]E| >
CiCj
Z — lOg Z O-(C]CJ)a0'<é])1—a 2(1—a)<M_f|511'71 j—1(¢j¢j)—Dg ( 5.5, Bl s ®0'Ejj§‘é))
B Ejéj
fg=1g-1 o~ o~
=M+ H," 7 (S;0|C;EE),, (4.41)

where the inequality in the third line holds because the expression is monotone increasing
with respect to the Hg <Dj>o'\ajéj terms (for any a@ € (0,1) U (1,00)), so we can apply the
lower bound in (4.35). (More precisely, in order to apply that lower bound, we are recalling
that o = VI =151 =N; [ww 14 1] by (4.39), and therefore the D; register in o has indeed
been produced by a read-and-prepare channel satisfying (4.35), acting on a state in which
crlG =)

Critically (for a fixed @ '¢"), the only registers involved in this lower bound are the
reglsters S;C; C E; E that can be produced by M; (with an extension to an identity channel
on E).12 Furthermore, recall that V‘E{,lé{,l can be produced by N according to (4.39), so

we can write

1.j-1 e~ fii—1.5-1 o~ o~
& & &
TR (S;CI|CEE), ,  =H" 4 (SCIGEE) |
f|E‘{_1E{_1 -~ o~
= H; (S;C51CE E) My 1) (4.42)

where w is just w 141 with 6{45{‘1 traced out. This is now only a function of M,
1

|c7

evaluated on some input state w, BB and the specified QES values. Putting together
J— J—

the above, we conclude

inf Ha(D;S,CCIE,E)y > M+ min inf H' 4 ($,C,[CEE),,  (443)

v EE/ —J 1c7 1yex;

12While the QES flé_i—lé{—l does depend on 5{716{71, its value is fixed by the initial choices in the
theorem, not by the state.
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giving us a lower bound on the right-hand-side of (4.38) that only involves the original
GEATT channels M;.

Let us now turn to the left-hand side of (4.38). Again performing calculations analogous
to (4.11), we obtain

Ho (D} Sy CY|CYEn),

(1—a) <Ha (Dy) Ls; ®PEn|e{L>>

1 —nn\a , (sn\l—a —nAn_Da(pS'E”‘Enén
= 1—a10g ;P(Clcl) p(er)' =2 et S
4
11—« - Huo (D . . —Dg . anen||ls. ® nlen
= o | 3 plegen) ot 2 L G vl L))
crey

VAN
—_
—
o
0]
/F—ﬁ\
e}
—~
@}
S
@)
S
S~—
Q
e}
—~~
@)
=3
N~—
T
Q

oM
(1-a) (Zj (M—flajl'—%{—l (¢j¢j)+27 2 log 6>—Da (psjEn\afa;L

Ls; ®p g, en ) ) )

! znganya (gnyl-a o= nM_ff““(Enén)"'”Q_%IOge—Da ps; Eplenen || ls; ®ppy, |an
= o (S sty (Y )
‘1

In the above, the third line holds because each D; register is produced by independently ap-
plying a read-and-prepare channel on 6{6’\{, and therefore we have ppnjenen = ®;L:1 Pp,dé-
The fourth line holds because the expression is again monotone increasing with respect to
all the Hs (D;) terms (for any a € (0,1) U (1,00)), so we can bound it using the upper
bound in (4.35). The penultimate line is simply substituting the definition of f,(c}¢}) in
(4.31).

Substituting (4.43) and (4.44) into (4.38), we see that the nM terms can be cancelled
off, yielding the conclusion

—n fa—1g-1  _ ~  ~
H(STCY|CE), 2 Y min inf H{T 0 (S,C)|CEE), —n2™ % loge.  (4.45)
—~ o led 1 Ve,
7 1 1
However, since this bound holds for arbitrary (sufficiently large) M, we can take the
M — oo limit so the 2~ % term vanishes, yielding the desired final bound (4.32).
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To obtain (4.34), note that by Lemma 4.3.7, each QES ﬁé{flé{-fl as defined in (4.33)
satisfies

—1.5-1 o~ o~ f—1.4-1 o~ o~
inf HJ U4 (S0 E), = inf H)Y U (S;C|CiE,E), — ki y-14-1 =0, (4.46)
vey; veY; 1 4
and thus by simply applying (4.32) for these QES-s instead, we obtain (4.34). ]

We note that the optimization in the calculation of K =1g—1 is not, as written, a convex
optimization. However, the following lemma allows us to express it as a convex optimization
problem.

Lemma 4.3.8. Let M € CPTP(Q SECC’) where the output is always classical on C’C’,
and let f be a QES on CC. Let E be a register such that dlm(Q) < dlm(E), and let
Pur be a purifying function for Q onto E (Definition 4.2.2). Then for any state WoE and
ac [t 1)U(l,00),

J26) (5€|6EE)M[%] > Hf (saﬁEE)M[m(w@)], (4.47)

with equality if Wgp s pure, and furthermore for a € (1,00), the right-hand-side is a convex
function of Wa-

Proof. If wag 1s pure, then by using the isometric equivalence of purifications along with
the corresponding invariance of QES-entropies (one instance of equality condition in
Lemma 4.3.3), we conclude the equality condition in Eq. (4.47). If wgF is not pure, then

there exists a purification of it such that Tr [wm} = Wgp- Thus, we have the following:

HJ(SC|CEE) ) = HL(SCICEE) yin, oo ]

> Hg(sa@EEE')M[

o]

= H/(SC|CEE) Mpur(wg)]’ (4.48)
Q

where the second line holds by applying Lemma 4.3.3, and noting that the partial trace

Tr [-] and M commute; the last line follows by noting that purifications are isometrically

equivalent, and the equality condition in Lemma 4.3.3.

To prove the convexity property, for any two states wf(@) wQ and probability distribution

{p(i)}._,, we construct the following state, which is easily verified to be an extension of the
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(@).

“averaged” state wg = S, p(i)wa ;

WoEF = Zp yPur (w3) @ i)l (4.49)
Now, consider the state Pur <w5>. Since this is a purification of wg onto E. , there exists a
channel & : E — EF such that
& [Pur (waﬂ = WaEE- (4.50)
Therefore, we can bound the function value at the “averaged” state wg via

HI(SCICEE) yyfpur(uy)] < HASCICEEF ) gy pfpur(cr)

Mot [pur (03]

1 (1—a)| HL(SC|CEE) ; >
R N s N
=0

Ql

= H/(SC|CEEF)

11—«

}: HfS@CEE)[ (O)) (4.51)

as desired, where the first line is due to the data-processing property in Lemma 4.3.3, the
second line holds since £ and M commute, the third line follows from Eqgs. (4.49)—(4.50)
and Lemma 4.3.4, and the last line follows by concavity of the log function, and noting

€ (1, 00). O

Tightness of QES-entropy accumulation theorem

We highlight that for « close to 1, the bound in Theorem 4.31 is almost tight, since it
can be saturated by an IID example. More specifically, let M be such that it independently

generates a fresh state o € s:(sﬁj@éj) and appends E]- to IJ;_1. Then, the global state
is an IID state, i.e., p = 0®". Therefore, if all QES-s are equal to each other, we have:

H (STCHCY By = nHI($IC1C ), = 3 inf HIS;CICEE),  (459)
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where the only difference from the bound in Eq. (4.32) is the Rényi parameter. However,
note that if we let « = 1+ p for some p > 0, we have:

1
a:—=1+ﬁ:1+u+0(u2). (4.53)

L—p
In other words, the change in the Rényi parameter is only a second-order correction with
respect to o — 1. However, we will see later in Section 4.4.1 that this corresponds to a
third-order correction with respect to key rates.

It is worth noting that in the case where the QES-s are different in each round, the bound
in Eq. (4.40) can also be saturated by constructing a proper initial state. Therefore, any
further improvement must be at the level of the “GEAT without testing” bound in (4.37)
from [39].

4.3.3 Applications
The variable-length protocols

In this section, we describe how our analysis can be used to prove the security of
variable-length protocols. In [120], it was shown that a lower bound on the value of QES
entropies leads to a security statement for variable-length protocols. In particular, suppose
we have the “normalized QES” bound (4.34) from Theorem 4.3.1. Then, a variable-length
secret key is obtained by evaluating the value ¢} on the publicly announced registers 6’{‘,
computing ffuu(é’f), and hashing to a key length determined by that value.'?

One of the main challenges in such an argument is computing ffuu(é’f), or more generally
fran(@2¢7), since according to Eq. (4.33), evaluating the full estimator requires specifying
all the QES-s f‘éjl-_%{_l across all rounds, along with the values of Fgg1g-1- However, we
present a procedure that significantly simplifies these calculations. This simplification was
already proposed in [136]. Before stating the procedure, we note that it is based on the
critical observation that, in practice, one only needs to compute the full estimator ffuu(é"fé’f)
for the single value of ¢} that occurred during the protocol. We now state the procedure
for evaluating the full estimator as follows:

e Without choosing any QES-s, implement the protocol and observe the values of ¢} ¢}
on registers C; C7.

13 Alternatively, see [66, Theorem 12] for an explicit security proof for variable-length protocols.
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e For each j, choose an arbitrary procedure that takes the values of é{_lé{_l as input
and deterministically outputs a QES on C;C;, denoted by flajl'fl gt Evaluate Rej=tei—!
for that choice of QES.

e construct the normalized QES fl‘éjl'fléjl'fl via the right equation in (4.33).

e Add up the values of normalized single-round QES f@-_lé{q to obtain a lower bound
on the full estimator defined in the left equation in (4.33).

In fact, the above procedure essentially states that we only need to choose the single QES
f‘égl'flé]l'fl actually observed in that round, evaluate the value of the corresponding K11,
and then construct the full estimator using Eq. (4.33) to obtain a bound on the global
conditional entropy as stated in Eq. (4.34).

The fixed-length protocols

The bounds obtained in Theorem 4.3.1 can be used to bound the secure key rate for
fixed-length protocols that make a simple accept/abort decision and produce a fixed-length
key upon acceptance. We begin with the following lemma, which is a generalization of [39,
Lemma 4.5].

Lemma 4.3.9. Consider any state pg,pec that is classical on 66, and has the form

PsEpcc — Z p(ce) [cc) (etleg @ psejee @ Ppjee (4.54)
ceeQ)

with  being a subset of the alphabet of registers CC'. Then for any o € (1,00), we have
the following:

H!(DSC|CE), < H!(SC|CE), + max Ho(D) e (4.55)
cce

H,(DSC|CE), < Ho(SC|CE), + max Ho(D) e (4.56)
cce

Proof. Let oz, be the optimizer in Definition 2.2.5 for the conditional entropy in the LHS
of Eq. (4.55), i.e.,

HI(DSTIOE), = ~Dalppssecllpse © ogs). (457)
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From Lemma 2.2.1, we have

H!(DSC|CE),

— : 1 log p(éé)ao-(é>1a2(a1)Da(pDSEcéHDS®UEé)>
-« cee
1

_ T log Z p(cé>a0—(é)1_042(a_1)(Da(PDEéHD)+DQ(PSE|66||HS®O'E6)))

cee)

i (a=1)Da(pp|zcllip) )% (&) 1—@9(@=1)Dalpspialls®op)e)
< T—a log min [2 DlzlliD } Z p(ee)¥o(¢) 2 SE|eelts QB )
ceesd
< max Hy(D) ez + HY(SCICE),, (4.58)
cce

where the second line follows from the fact that ppspisz = ppjee ® psejee, and the last
line follows from Definition 2.2.5, and concavity of log function. This yields the first
bound (4.55). To get the second bound (4.56), simply repeat the above computations with
o replaced by p itself. O

With the above lemma in hand, we have the following corollary.

Corollary 4.3.1. Consider the same conditions and notation as in Theorem 4.3.1. Suppose
furthermore that the state p is of the form'* popi + (1 — po)pg for some pq € (0,1] and

normalized states po, pjg, and let Q denote the set of all values crel that have nonzero
probability in po. Then
Q 1

> min_ fr(cyéy) — log —
creneQ a—1 Pa

H(S7CY|CrE,,)

P

e 1
> min k-1, | + min_ frp(erey) — log— (4.59)
T T e ed a—1 "pa

Proof. Let D € CPTP(@?@},U?@{‘D) be a read-and-prepare channel in the sense of
Lemma 4.3.1 for the QES frn@nen) stated in the theorem conditions, i.e. it reads the

registers 67;6’\? and generates a corresponding state on register D. By linearity, we can

14VWe write this condition in this form to highlight that € does not have to be an event defined entirely
on the state p itself, which allows more flexibility in applications. This is also why we use a separate symbol
2 to denote the set of values ¢}'¢} such that po(cfét) > 0.
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write D[p] = paD[pja] + (1 — pa)Dlpg] (in this proof, for clarity we explicitly write out the
D channel when extending the states with it). Note that by construction of the D channel,
the Dpa] term is of the form (4.54), with the sum over ¢¢ being restricted to Q since
that was the case in the original state pjo. Hence we are allowed to apply Lemma 4.3.9,
obtaining

HI(S1C|CrEy)py Dol = HU(DSTCY|CY En)pip,) — max_Ho (D))

eneneQ
H,(DS'CY|CME,) Ho(D) @ g !
« n — Inax « nan og —
141147 Dip] mepets Pleliepey = o _ 1 & Po
. N 1
= M + Hfwv(S7CY|CTE,), — max Ho(D)pj e — —— log —
creneQ 1t a—1 Pa
£ — N~ . P A 1
— H(S{CYIC ), + min_ frn(16)) = —— log ——
aened a—1 " pq
7 na 1
> min_ frn(ciey) — —11 g —
crereQ Pa
1
= _ 5 ) — log —
0%2713202(.][‘] 1§ IC]C‘J)_}_K/C{ 1cj1 1) O{_l ngQ
> Z min_Ky-1g-1 | 4+ min fran(cyer) — log i (4.60)
- “lyt ereneQ o — pa’
where the first line follows from Lemma 4.3.9; the second line is by applying [1], Lemma B.5]

along with the fact that H! > H,, the third line is due to Eq. (4.10), the fourth line is the
result of Eq. (4.9), the fifth follows from Eq. (4.34), and the sixth line is just the substitution
of fran(eyey) from Eq. (4.33). O

The above corollary still depends on the choice of QES. However, in the next section,
we discuss potential approaches for obtaining the optimal choice of QES-s.

4.4 Simplified versions

In this section, we analyze the result of Corollary 4.3.1 in more detail when applied
to fixed-length protocols. In particular, we show that in situations where the sequence
of channels can be relaxed to a common channel, the result of Corollary 4.3.1 can be
significantly simplified.
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We begin by introducing the notion of the “convex range” of a set of channels, which is
heavily used in the subsequent analysis.

Definition 4.4.1. (Convex range) Let {&;}7_, be any set of channels &; € CPTP(aj, VAV
(for some finite set of output registers Z7, Z7, ... ), such that the registers Z; (vesp. Z7,...)
can all be embedded in a common register Z’ (resp. Z”,...). The convex range of these
channels simply refers to the set of all mixtures of states of the form &;|w] for some j and

some w € S_(Q);), interpreting the mixtures as taking place in the embedding space.

We note that we did not specify the choice of embedding, as the subsequent analysis
relying on this concept remains valid for any such choice of embedding.

In scenarios such as the set of channels studied in [11] for analyzing device-dependent
EB-QKD, where all the channels &; are isomorphic to each other, the convex range of the
channels can be taken to be the range of any one of the channels. More generally, in many
applications of EAT-style theorems, the single-round analysis is “indifferent” with respect
to the specific choice of channel in the sequence. In many such cases, the single-round
analysis already implicitly analyzes the convex range of all the channels, since in each
round, an adversary could anyway be applying some mixture of attack strategies. Hence,
most existing methods for analyzing single rounds in a protocol should also immediately
generalize to the convex range; for instance, this is indeed the case for the analysis of
device-dependent PM-QKD and EB-QKD using the GEAT in [90], as well as the analysis
of device-independent QKD in [(].

With that in mind, we have the following result:

Theorem 4.4.1. Let p be a state generated by a sequence of GEATT channels {M;}}_,
(Definition 4.2.1). Take any o € (1,2) and let & = 1/(2 — «). Suppose furthermore that
p = papia + (1 — pa)pg for some pa € (0,1] and normalized states pja, pg- Let Sq be a

convex set of probability distributions on the alphabet C x é\, such that for all ¢t with
nonzero probability in piq, the frequency distribution freqé?@f lies in Sq. Then letting oeg

denote the distribution on CC induced by any state o5z, we have

o~ 1
H(STCYICT By 2 nha = = log -~
. 1 .
where o= ot o ( ZpP (o) = 3 @D Gmalis o i) ).
ccesu 1/65

(4.61)
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where Y3 denotes the convex range (Definition 4.4.1) of the channels {M; ® idz}7_,, with

E being a register of large enough dimension to serve as a purifying register for any of the
R;E; registers.

Furthermore, if there exists some channel M € CPTP(CNQ, SE@@) such that 3 is equal to
the set of output states of M ®@ids (i.e. {./\/l [w@wEv} ‘ wE S:(QE)}), then for any purifying
function Pur for Q onto E (Definition 4.2.2), we have

hg = inf inf !

D(q
AESQ wes_(Q) \ & — 1 (q

Is ® V;EA&) ’

V%d) - Z q(c¢)Da (V;EE/\aé

) w
ccesupp 1/66

where V¥ = M [Pur (wa)} , .

and the objective function in the above infimum is jointly conver in w and q.

It is worth noting that in cases where the set Sq is not convex, one can either take its
convex hull or use the alternative analysis presented later in Corollary 4.4.1 and Lemma 4.4.5.
Furthermore, we note that it is always possible to construct a channel such that Eq. (4.62)
holds; this will be demonstrated later in Lemma 4.4.3.

Looking at the RHS of Eq. (4.61), we see that the hs term is the so-called first-order
correction term. In the next section, we analyze this first-order term in more detail to gain
a better intuition. To that end, we first simplify the hs term using the following lemmas
(for ease of readability, we defer their proofs in Appendix A)

Lemma 4.4.1. In Theorem 4.4.1, the following bound holds on hg:

e 1 . ~
ha 2 ol b\ F=rP llbee) + %p(? )q(cc)Ha(SlEE»ca
ccesu Véa
1 o~
— inf inf | —D HL S o) Hs(S|EE) . |, 4.63
qlensg welsri@) a—1 (q VC’C) T Q(CC> ( | ) |ee ( )

céEsupp (u%a)

and the objective function in the second line is jointly convex in w and q. If the C register
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15 trivial, then the above bound becomes an equality, i.e., we have

ha:ff — D )~ AH'a EETVA
aesovey \ @ — (allvz) + ; %;( )Q(C) (S|EE),,
cesu I/a
= Jnf inf o vs) + &) Hz(S|EE)y | . 4.64
q€5a yeS_(Q) a—1 C) . Z( w) Q( ) ( ’ ) 2 ( )
éesupp (v

Lemma 4. 4 2. In Theorem 4 4.1, the following bound holds on hg, for any o/, a” € (1,00)

/

such that =5 = 2~ + a”

o/’—l

hg > inf inf < D (d||lvee) + Ha/(SaaEE)l,)

T qeSqrex \a' — 1

= inf inf ( a 1/#\ +H (SU|5EE)W), (4.65)

€50 wes_(Q) N — 7

and the objective function in the second line is jointly conver in w and q.

4.4.1 First-order analysis

We begin by discussing the intuition behind the single-round term hg in Lemmas 4.4.1-
4.4.2. Given the simpler structure of the bound in Lemma 4.4.2, we use it for intuition
purposes.

To obtain some intuition, we shall compare our bound against a scenario where the
global state is an IID state and ignore the conditioning on §2. In this case, for the conditional
entropy of the global state p, we have

H!,(5PCY|CIE,) jon = H.,(SC|CEE),. (4.66)

Moreover, for this intuitive comparison, let us focus on the case where the state is such
that the single-round probability distribution 4z lies in Sq, because it would be accepted
with high probability in the asymptotic limit. In this case, the single-round quantity in the
first-order term cannot be better than

inf H,(SC|CEE),.
weS_(Q) (4.67)
s.t. vis € Sa,
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since the state would be accepted with high probability asymptotically. The optimization
in Eq. (4.67) differs from the one in Lemma 4.4.2 in only one aspect: instead of imposing
a hard constraint vz € Sg as in (4.67), we have a soft constraint, which allows v55 to
move outside of Sg at the cost of a penalty term, quantified by D (qHV@) Therefore, the
optimization in Lemma 4.4.2 can be seen as a relaxation of Eq. (4.67). One important aspect
of that lemma is that this relaxation already accounts for all finite-size and non-IID effects
in the protocol. Another convenient aspect is that one only needs to specify the acceptance
set Sq and then evaluate the bounds in those lemmas to find a bound on the key rate,
without needing to deal with specifying the min-tradeoff function and the task of optimizing
its choice, which were required in earlier versions of entropy accumulation. In particular,
previous variations of entropy accumulation (the GEAT [89] and the original EAT [11])
had the nontrivial complication of evaluating and optimizing the choice of a min-tradeoff
function, whereas with this method, such a complication no longer arises. On another point,
if needed, one can straightforwardly use a coarse-grained version of the distributions q, I/%C\
instead of the fine-grained distribution, since mathematically, coarse-graining is a stochastic
map on the distribution. Thus, by the data-processing inequality for KL divergence, we

) lower bounds D (q‘ 1/%)

Before explaining other implications of having a bound as the one in Lemma 4.4.2, we
note that for any reasonable choice of the acceptance set Sg, for classical S, the hg term is
non-negative. The reason is that any reasonable choice of S should yield a positive solution
to Eq. (4.67). Therefore, for any feasible point of that optimization, either I/%C\ € Sq and

SO Ha/(5’6|6’\EE)Vw > 0, or we have I/%C\ ¢ Sq and so D (q‘

have that if £ is the coarse-graining map, then D (5 [q] HE[U%C\]

w
I/CJC\> > 0.

We highlight that another advantage of Lemma 4.4.2 is that the single-round entropy
is a Rényi entropy as opposed to the previous variations of entropy accumulation [11, 89].
Therefore, for instance, in principle, we can accumulate min-entropy (o — 00) or collision
entropy (o = 2). However, it does not mean we are necessarily required to evaluate
single-round Rényi entropies. This is because we can still apply continuity arguments to
our single-round term to convert it to von Neumann entropy. More explicitly, let us write
o =144, " =14 " for some ', p” for Rényi parameters in Lemma 4.4.2, and recalling

a= ﬁ, then we have:
N 1 !, 1"
a=1+ 1 1 =1+ ///'u'u/ "’
L+ 5+ L U
1 ,LL/,LL// (468)
a =1+ 1 1 =1+ 1 / "’
2—1-[7—%7 20" 4+ 1+
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Therefore, we see that as o/, @” — 1, we have @, — 1. This is a convenient result, as it
allows us to employ continuity approaches from [11] or the more refined bound in [37] to
express our result in terms of known results based on the smooth min-entropy of the global
state and the von Neumann entropy of the single-round state.

To do so, let us convert the single-round Rényi entropy to the von Neumann entropy
using the following continuity argument:

H,(SC|CEE) > H(SC|CEE) — geont(c), (4.69)
where geont () is such that lim, 1 geons () = 0. Moreover, explicit bounds on geont(cv) have
already been provided in [37, 11] for « sufficiently close to 1 as:

Geont (@) < (o — 1)*log? (1 + 2dim(SC)) Proved in [11]
Geont () < (v — 1>lr172 log® (1+2dim*(SC)) + O ((a«— 1)), Proved in [37]  (4.70)

where in the second bound ¢ = 2 if S is a quantum register, and ¢ = 1 if S is a classical
register. Note that when S is a classical register, the latter is tighter than the former. On
the other hand, using known relations between smooth min-entropies and Rényi entropies,
we have the following conversion [41]:

e an A An n A" | AN 195 1 2
Hgo’ (STCLICTEy) 2 Hl(s1 Cy|CTE,) — a_1 where . := log (1_—\/1_7€2> < log 22
(4.71)

for any o € (1,2] and € € (0,1).

Substituting Eq. (4.69) into the single-round term in Lemma 4.4.2, and Eq. (4.71) into
the global entropy in Theorem 4.4.1, and combining them, we have the following conversion:

15 n /\TL : a,/
HZ(STCLICTE )plﬂ a qlggn welsrif@v) (o/’ -1 q‘ + H(SC|CEE) )
1
- gcont(a,)n - 198 - a log —, (472)

a—1 a-—1 Po

where geont can be bounded using (4.70). With this bound, let us choose o/, " = 1 +
O(1/4/n); then the result in (4.68) states that the same scaling also holds for @, a. (i.e.,
a,a =1+ 0(1/y/n), therefore we have:

w)pq = inf inf <@(\/_ q‘

HT E(Sn |Cn
4852 wes—(Q)

) + H(SC|CEE), ) n—6(v/n).
(4.73)
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We highlight that the ©(y/n) correction term has the same scaling as what one would
obtain from the AEP in the IID case. Furthermore, the first-order term is again a relaxed
optimization, similar to what we had with the Rényi single-round analysis. Moreover,
given the /n prefactor on the KL divergence term, we see that as n increases, this term
increasingly enforces the condition V%C\ € Sq, effectively approaching a hard constraint
in the asymptotic limit. Therefore, the bound in (4.73) converges to what is expected
asymptotically.

So far, we have predominantly discussed Lemma 4.4.2. However, we now state one of
its main drawbacks, which motivates the use of Lemma 4.4.1 instead. Let o/, =1+ pu
for some p. Then, Eq. (4.68) shows that o, = 1 + u/2 + O(p?). In other words, the
distance between o/, @” and 1 is almost twice the distance of «, @ to 1. This implies that,
for example, the effect of the KL divergence term roughly halves compared to the case
where no such change in the Rényi parameter had occurred.

On the other hand, if we instead use Lemma 4.4.1, the only change in the Rényi
parameter that we encounter is the change from « to @, which constitutes a third-order
correction (with respect to key rate) when « is close to 1. However, using this lemma
raises another form of difficulty, which is dealing with the linear combination of entropies
Y w4(€e)Hsz(S|EE). We can also convert the bound in this lemma to a bound where the
global entropy is a smooth min-entropy and the single-round entropies are von Neumann
entropies by using the same substitutions from Eqs. (4.69) and (4.71) into Lemma 4.4.1 to

obtain the following result:

HY#(STCY|CIE,),, > inf inf

AESQ LeS_(Q) a—1

ves)+ Y. a(@H(S|EE), | n

CCEsupp (VEA)

ccC
U o 1
~ Geom (@) — —2 log —, 4.74
e (@ = 2 = log (4.74)

(9]

where geont again can be bounded by either of the bounds in (4.70). We note that if we
choose the Rényi parameters o, = 1+ ©(1/4/n), we would obtain the same scaling as
Eq. (4.73).

4.4.2 Infrequent-sampling channels

In many applications of entropy accumulation, the sequence of channels has a particular
structure termed “infrequent-sampling channels” [11], for which the single-round bound
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can be simplified. In this section, we analyze the bound from the previous section for these
channels. We begin by formally defining the infrequent-sampling channels.

Definition 4.4.2. A channel M with some classical registers CC in its output is said to be
an infrequent-sampling channel if there is a constant test probability value v € (0, 1)
such that

M = (1 — ) ME™ Mt (4.75)

for some generation and test channels M®&™", Mt where M® satisfies the property

that it always sets (C,C) = (L, L) for some special symbol 1, while M never sets
(C.C) = (L, 1)

In other words, an infrequent-sampling channel probabilistically chooses, with probability
7, whether to implement Mt or A&,

These channels exhibit several desirable properties. For example, when applying Theo-
rem 4.4.1 to them—assuming they all share the same testing probability v— their convex
range is described by states of the form v = (1 — )8 + 4wt where v8*(L, L) =1 and
vtt(L, 1) = 0. Furthermore, to derive results similar to Eq. (4.62), one can construct a
single infrequent-sampling channel with the same testing probability, effectively reproducing
the outcome of Eq. (4.62) for these channels.

In device-dependent protocols of the form studied in Chapter 3, a fixed value is assigned
to the S register in test rounds. Thus, we obtain the following simplification:
> q(ce)Hg(S|EE)ys, = q(LL)Ha(S|EE)y (4.76)
Eéesupp(u%6>
where we used the fact that for test rounds, Hs(S ‘EE)I/‘WJ_ . = 0. Moreover, if we set C
to be trivial, which is usually the case for device-dependent protocols, we would get the
following simplifications of Lemma 4.4.1:

he = inf inf (Al D(qHu%) +q(L)Ha(S|EE)Vﬁ), (4.77)

€50 wes_(Q) \O — 1

with the objective function being jointly convex in (q,w).

15We highlight that if we are analyzing a protocol where - such an assumption does not hold, we would

instead obtain an inequality as Zééesupp(u“ ) q(ce)Ha(S|EE)WV, > q(J_J_)Ha(S\EE)Vl“’LL for classical S.
ccC. -
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Moreover, the KL divergence term D (qHu%) can also be rewritten in a form that

makes the testing probability dependency clearer. To do so, we express the distributions

q, I/g? as follows:

1- '7q> w (1 - ’7)
= SN, Vies= vw s 4.78
q < ’7qq ce PVVCJC\ ( )

where 7, =1 —¢(LL), and q, D%C\ are normalized distributions. We now rewrite the KL
divergence in terms of those expressions

w 1 - ’YC] v —n ’chj(éé)
D <qHu@) = (1 —r,) log T + ,Z Yqd(cé) log (@)
ce£L L
. — Yq Yq | v w
= (L= 9)log Tt + 7 log ~* +7,D (d|[7s)

= D(xs) + D (a|p25) where r = (1;%), s (1;7). (4.79)

q

4.4.3 Convexity of relaxed lower bounds

We highlight here that even though we proved the convexity of the objective function
in Theorem 4.4.1 and Lemmas 4.4.1-4.4.2, when we relax the bounds in those expressions,
we may no longer have a convex objective function. For future applications, we analyze
an example of such a case and prove its convexity in certain special instances. We take
the bound in Lemma 4.4.1, apply the continuity argument in Eq. (4.69), and retain only
the generation component, which leads to an inequality version of Eq. (4.76) where & = 1.

VL)
cc)’

an entropic term q(LL)H (S |EE)Vﬁ _» and some correction terms that are irrelevant for

This results in a lower bound on Lemma 4.4.1 with a KL divergence term D (q‘

~

convexity considerations. To analyze the convexity of this relaxed bound, we first note that
the KL divergence is already convex. Thus, it suffices to show the convexity of the entropic

term. To do so, we first note that according to [132], for device-dependent protocols, it is
possible to construct Z,G maps from M2 such that H(S|EE)V|wLl = D (G[w]||Z o G[w]),
which is convex with respect to input states w [1 17, Chapter 4.1.2, Property (IXb)]. However,

to show joint convexity with respect to w and g(L, L), we proceed as follows:

e First, we note that the Umegaki divergence has the property that for any ¢t > 0,
D (Glw/t]]|Z o Glw/t]) = D (G[w]||Z o G[w]).
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e Second, for any convex function f(w), its perspective function defined as g(w,t) =
tf(w/t) is jointly convex in (w,t) when ¢ > 0 [18, Chapter 3.2.6].

Therefore, for any convex function f(w) such that f(tw) = w, we have g(w,t) = tf(w),
which is jointly convex in (w,t). As a result, ¢(LL)D (G[w]||Z o G[w]) is jointly convex in
(¢(L1),w). However, it is unclear how to generalize the above argument to cases where we

have linear combinations of entropies, such as ) .. q(¢¢)H (S |EE)V|%&, instead.

4.4.4 Proof of Theorem 4.4.1

We begin by deriving a consequence of Corollary 4.3.1, which, combined with Lemma 4.4.5,
can serve as a substitute for Theorem 4.4.1 in the case where the acceptance set Sq is not
convex.

Corollary 4.4.1. Consider the same conditions and notation as in Theorem 4.4.1, except
without requiring that Sq is convex. Then for any QES f on CC, we have

1/ an A An : : ¥ <raiYal o) nt . _ @ i
HY(STCYICT Bn)pg > inf inf (HL(SC|CEE), +£-q)n qlos
= inf inf (Hé(SaaEE)W +f- q) n— 2 log i, (4.80)
AESa LeS_(Q) a—1 Pa

where £ denotes the function f viewed equivalently as a tuple in RICxCl, Furthermore, in

the second line, H£(5’6|C’EE)W 15 conver in w, and hence the objective function in the
mfimum is jointly convex in w and q.

Proof. Simply set all the QES-s flE{qé{fl in the Corollary 4.3.1 statement to be equal to f.
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Then the bound (4.59) becomes
H}\(S7CYICT By

n

> c%?;?@; <f(5j5j) + Viglgj Hg(SjUj@EjEv)y) ———log pl—ﬂ
:Clmc:gg Z f(ee) freqapen ccn+zylé12f HfSC|C'EE) aillogpig
eeeCxC
Zqie%fgf qn—l—zyleng HI(S |C/7\jEjE)y— a—llogpig
> inf inf (HL(SC|CEE), +f-q)n— — log pig, (4.81)

where in the third line we rewrite the sum of f(¢;¢;) values in terms of the frequency
distribution freqzzn, the forth line holds by expressing the minimization over ¢i¢y € Q as a
minimization over its induced frequency distributions and then relaxing the domain to Sg
(using the first condition on Sg), and the fifth line follows simply from the fact that every
state v € X; also lies in the convex range ¥ by definition.

The second line in (4.80) follows straightforwardly from Lemma 4.3.8; from that lemma,

since a > 1 and thus @ > 1, we can conclude that Hg(S@ | é\EE)Vw is convex in w, as
claimed. O

As the next step toward proving Theorem 4.4.1, we show that for any finite set of
channels, there exists a single channel whose range is equal to the convex hull of the ranges
of that set.

Lemma 4.4.3. Let {M;}}_, be any set of channels M; € CPTP(aj, Z3Z5 ...) (for some
finite number of output registers Z3, Z7, ... ), such that the registers Z) (resp. ZJ,...) can

all be embedded in a common register Z' (resp. Z",...). Define @ to be a register with
Hilbert space Hy = @?:1 Haj, and write Z; = Z;Z7 ... and Z = Z'Z" ... for brevity.

Define a channel M € CPTP(@, Z) as follows: it first performs a projective measure-
ment where outcome j corresponds to the projector onto H@vj, then conditioned on the
outcome value j, implements the channel M; and embeds the output in Z. Then the convex

range 33 of {M;}7_, is equal to the range of M, i.e. we have ¥ = {/\/l [w&ﬂ ‘ wE S:(a)}
Furthermore, for any register E, the convex range of {M; ®idz}%_, is equal to the range

Of M® idg.
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Proof. 3 C {/\/l [wa} ;

W E S:(a)}: Observe that any state o € X has the form o =
Z]‘ piM,; [u)fg)} for some probability distribution p and states wg) . Therefore, by the
definition of ./</1, we have: ’

o=M [@png;] . (4.82)

Setting wg = @j png) , we have shown C direction.
i

Y2 {./\/l [w@v} ’ w e S:(@)}: Note that for any state o € {M [wa] ;‘;w € S:(a)},
due to the first action of M, which is the projective measurement, the state at that step is
of the form € i bjw ). which then, by definition, has the form ) i PiM; [w%)] Therefore,

G
Q;’
we have o € X, and thus the containment holds.

The statement for {M; ® idz}7_; and M ® idj follows a similar argument, noting that

the projection operator acts only on the @ register. O]

We continue towards the proof of Theorem 4.4.1 by deriving a lemma that serves as a
critical tool in the proof of that theorem.

Lemma 4.4.4. Consider any o € (1,00) and any p € S:(QQ’GE‘\) such that 6,5 are
classical with alphabets C,C. Then letting Psz denote the set of probability distributions on

C x a the pair of functions (Gmp, G;p) on RIEXC] defined as

Ga,p(f) = _Hg(Q€|6Q/)p7

G* (A) — ﬁD ()\Hpﬁﬁ) - Zééesupp(péa) A(Eé)Da (pQQ'/\EéHHQ ® pQ//\é) Zf}‘ € ]P%CA’
“p 400 otherwise,

(4.83)

are convex functions that are convex conjugates to each other, where in the G, formula we
recall that any tuple f € RIC*C! is equivalent to a QES on CC, and in the G, , formula we
recall that peg denotes the distribution induced by p on CcC.1e

6Note that in the G?, , formula, the first case can still take value +oo for some values of A, due to the
D (A”%) term. Specifically, this happens whenever supp(A) € supp(péa).
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Proof. We begin by showing that G, ,(f) is a convex function of f. Let f, ;\, P denote the
restrictions of f, X, pg, respectively, to the support of pz5, i.e., supp(pzg). Furthermore,

let ﬁa denote the tuple of values {D, (pog/rzlllo @ pornc)} . Then, note that

e ceesupp(pag)
HI(QC|CQ")p can be written in terms of the log-sum-exponential function [15] as:

1 .

Ga £) — ] 2 : —a (afl)(an)(f(cc)JrDa(pQQ/AEéH]IQ®pQ//\é))
ceesupp(Pag

1

= (o= 1)ng oesumexp (In (Peg) + (@ = )(2) (£ +Da)). (4.84)

where In (565) is the elementwise logarithm of pz5. Convexity follows by noting that
a > 1, the log-sum-exponential function is convex [15], and G, ,(f) is constant with respect
to any f component outside f, convexity follows. Since Gop(f) is convex, taking the
convex conjugate twice returns the original function [18]. Moreover, by definition its convex
conjugate Gy, () is a convex function in A.

We now turn to proving that the convex conjugate of G, ,(f) is the function claimed
in 4.83. By Definition 2.3.5, G, , is the convex conjugate of G, ,(f) if and only if the
following relation holds:

G, A) = sup (A-f—Gg,(f)). (4.85)

feRICXC

First, consider the case where X is such that supp(A) € supp(pgzg). In that case, the
above optimization becomes +o00. To prove this, we first note that the support condition is
equivalent to the following statement:

3cc ¢ supp(pgg) st. A(ee) # 0. (4.86)

Observe that G, ,(f) is independent of ¢¢ that satisfy the above condition. Hence, without
loss of generality, depending on the sign of A(¢¢), we either take f(é¢) — —oo or f(é¢) —
+00.17

We now focus on the cases where supp(A) C supp(pgzg). Let amp(Nf) denote the value

1"We highlight that this is indeed compatible with the claim in the lemma, since for such ), either
A € P4z, in which case the KL divergence term becomes +00, or A ¢ P55, which by definition is +oo.
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of the last line in Eq. (4.84). Then, we have:

Go,(A) = sup (A-f—G,,(f))

fERICXC]
Gi,A) = sup (X-f—Ga,lf))
fecRICxC|
= swp (X-g—Gaylg)). (4.87)
gcR supp(%5)|

where, in the second line, we use the fact that by the support condition we have A-f = A 1,

and Go,,(f) = Ga,(f). The third line holds since the objective depends only on the
restricted values f.

The convexity of G, ,(f) ensures the concavity of the objective function in the last line
of Eq. (4.87). Therefore, any stationary point is a global maximum. Thus, by differentiating

the objective function, we see that for any g € R’S“pp(pfa)’, it is a stationary point if and
only if it satisfies

a=1)(1n2)(9(e8)+Da (poar ree |[le®Porne) )

A@e) = pled)e!

Vee € su 5
pp(Paa) p(élé,)e(a—l)(ln 2)(9(@¢)+Da(poqrnerer

]IQ@pQ’/\é’)) .

(4.88)

Zé/é’Esupp(paﬁ)

While the expression above formally defines a candidate solution, it does not guarantee
existence or validity in all cases. To ensure correctness, we adopt a case-based analysis with
the standing assumption that supp(A) C supp(pzg).

e A € P55 and has full support on supp(psg): For this case, for all ¢¢ € supp(pzg),
A(ee) > 0, and thus log(A(¢¢)/p(cc)) is finite for all é¢ € supp(psg). Hence if we set

. . 1 Méé
et € supp(pge).  0(6e) = —— log p§§ ~ Da(pognello ® porn),  (489)

then we see this is a valid solution to the above conditions (4.88), noting that for this g,
the denominator in those conditions is simply

Z p((—:lé/>e(a71)(ln2)(9(6/6/)+Da(pQQ//\élé/||HQ®pQ/Aé/)) — Z )\(E,é,) — 17

c'¢’esupp(psg) c'é¢’esupp(psg)
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where the last equality holds since A € P55 and we also supposed supp(A) C supp(pzg)-
By substituting this stationary point into (4.87) we obtain

x . 1 A(ee ~
G = X A (0w — Da(rognallo ® pane) ) ~ Cale)
ceesupp(psa)
1 .
=—D Alece) = Y. Med)Da (pognclllo ® porae) (4.91)
ceesupp(pag)

where in the second line we used the definition of KL divergence and the fact that for
this g we have G, ,(g) = 0 due to (4.90).

A € P55 and does not have full support on supp(pzg): For every é¢ € supp(psg) such
that A(¢¢) = 0, we note that the supremum with respect to that g(c¢) term in (4.87) is

approached by taking the g(é¢) — —oo limit (because G, , is monotone increasing with
respect to each g(c¢) value). Therefore, we have:

lim @ D029+ Da(poqrnee[le®rarne)) — . (4.92)
g(eé)——o0

Hence, they do not contribute to the sum, and so we can basically set those values
in the sum to zero, and restrict our attention to the supremum over the remaining g
components, which then lets us apply essentially the same analysis as the preceding case.

A ¢ P55 and there is at least one ¢¢ € supp(pgg) with A(c¢) < 0: For such cases, note
that as the corresponding g(c¢) term decreases towards —oo, the objective goes to +oo,

because the A(¢¢)g(cé) term goes to 400 and the —G, ,(g) term is monotone increasing.
Therefore G, (A) = +oo for such A, as claimed in (4.83).

A ¢ P55 and A(¢¢) > 0 for all é¢ € supp(pzg): With the implicit condition supp(A) €
supp(pse), this is only possible by having > ... poc) A(e¢) # 1. Consider the choice

of g given by taking some & € R and setting g(c¢) = k for all é¢ € supp(pzz). Then, the
last line of (4.87) becomes:

G ,(A) = sup </<:( > e - 1)
)

keR

EéEsupp(paﬁ
1 ~ —~
+ o= 1)z logsumexp (ln (Poe) + (@ —1)(In 2)Da> ) , (4.93)
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Since the logsumexp term is independent of &, we see that if we have ZE@Esupp( poc) Aee) >
1 (resp. Zééesupp(%a) A(eé) < 1), then as k — 400 (resp. k — —o0) the optimization

increases towards +oo, and thus G, ,(A) = +oo.

Therefore, the claim is proven. O]

With this in hand, we now prove the final lemma, which is used to prove Theorem 4.4.1.

We note that for this lemma, we require the existence of a single channel similar to that of
Eq. (4.62).

Lemma 4.4.5. Consider the same conditions and notation as in Corollary 4.4.1. Let r5(f)
denote the value of the infimum in the second line of (4.80) as a function of the QES f, i.e.

ra(f) = inf inf_(HL(SC|CEE),. +f-q). (4.94)

€50 wes_(Q)
Then the optimization problem

sgp ra(f), (4.95)

18 the Lagrange dual problem of the constrained optimization

1

inf inf inf | = DA‘L— Aee)Dg (v2 ~ |1g@ve
qlenSn/\é%aawelsri@ a—1 ( VCC) . Zw (e¢) <VSEE/\CC S®VEE/\C)
ceesupp (Vg
st. q—A=0

(4.96)
in which the objective function is jointly convex in X and w (and q, trivially), with Pz
denoting the set of probability distributions on CC.

Furthermore, if Sq is convez, the values of (4.95) and (4.96) are equal.

Proof. Let us identify the registers () and @' in Lemma 4.4.4 with S and EE respectively.
Then, we have HL(SC|CEE),s = —Gg,(f). Therefore, Eq. (4.94), can be rewritten as
ra(f) = inf inf (—Gz.«(f)+f-q)

€50 wes_(Q)

= inf inf (— sup (A-f— G5 u(N) +£- q)

€50 wes_(Q) AEP 5

= inf inf inf (Gi,.(A)+(q—A)-f), (4.97)

q€<Sa AGPéa wesS—(Q)
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where the second line follows from the duality argument in Lemma 4.4.4. With this, we
have:

supra(f) =sup inf inf inf (G%,.(A)+(q—A)-f). (4.98)

f f 49€Sq )\E]P’aa wGS:(@

Observe that vayw()\) is independent of f. Therefore, the above optimization, by definition,

is the Lagrange dual of the following optimization:

inf inf inf G% .(N)
a€Sa AePH5 wesS_(Q) 7 . (499)

st. q—A=0
Substituting G . (A) from Eq. (4.83) returns the result in Eq. (4.96).
We now prove that if Sq is convex, then the solutions to the optimizations in (4.95)
and (4.96) are equal. To do so, we resort to Sion’s minimax theorem [109].

We first note that, as proved in Corollary 4.4.1, G .« (f) is concave in w since —Gj .« (f) =
HL(SC|CEE),..

Moreover, following Lemma 4.4.4, —G5 ,«(f) is concave in f, and thus f - q — G4« (f) is
concave in f. Hence, we can apply Sion’s minimax theorem as follows:

supra(f) =sup inf inf (—Ga(f)+f-q)
f f 4dS5a wesS_(Q)

= inf inf sup(—Ga(f)+£f-q)
€S0 wes_(Q) f

= inf inf G%,.(q), (4.100)
€% wes_(Q)

where the second line holds by Sion’s minimax theorem since the objective function is convex
in (q,w) and concave in f, and the last line holds by the definition of convex conjugates.
This proves the desired claim since the last line is equal to the value of (4.99), by noting
that the constraint in that optimization can be substituted into the objective function. [

We now discuss some important implications of Lemma 4.4.5. We begin by noting
that the optimal choice of f in Corollary 4.4.1 is exactly the same as the optimal f in the
optimization (4.95). Therefore, in cases where Sg is no longer convex, one can instead
find the optimal f by computing the dual solution to Eq. (4.96) instead of Theorem 4.4.1.
However, note that in such cases, there is no guarantee that the optimal values for the
optimizations in (4.95) and (4.96) match. Therefore, to obtain valid lower bounds in those
cases, one must substitute the optimal f into Corollary 4.4.1 and compute the result.
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The second implication is for the case where Sq is convex, which yields the proof of
Theorem 4.4.1. Observe that if we optimize the Corollary 4.4.1 bound over all f, we have:
o 1

log — 4.101
I (4.101)

Hl(SrCY |C’" woje = (supra(f)> n—
£

If we set hg = supg r5(f), then, since S is convex, the solution to the optimization in (4.96)
is equal to hg, which, after substituting the constraint in that optimization, yields the
expression in (4.62).

We now prove that the expression in (4.62) matches the one in (4.61). First, note that
for any choice of q, every feasible point wg in (4.62) is also a feasible point in (4.61) by
setting v = v*. Therefore, we have that (4.61) < (4.62).

For the other direction, take any feasible point v € ¥. Then, v = M [ wg E} for some

wgg- Now, note that since Pur(wg) is a purification of wg, there exists a channel £ on E

such that wap =& [Pur(w@v)] Then, we have:

v =M |wgg] = Mo & [Pur(wg)| = € o M [Pur(wg)] = £ [v*]. (4.102)

In particular, veg = Vi and vpz = E[VY.:]. Therefore, D (qHVCC) VSJC) and also
vee € supp (Vﬁc'\) , —Da (VSEE/\ééHHS ® VEE/\”) —Da (5 [ VsEEnee ‘]IS ®E [ngAcD

= —Da < Vsmmnee||1S © Vigne ) , (4.103)

where the inequality follows from the data-processing property in Theorem 2.2.1. Thus, we
conclude that the reduced state wz is a feasible point of (4.62) with an objective value that
is no larger. Hence, (4.61) > (4.62), which completes the proof.

The third implication of Lemma 4.4.5 concerns variable-length protocols. In particular,
it provides a procedure for choosing QES-s for variable-length protocols. First, observe
that the optimal dual solution to (4.95) is precisely the optimal choice of f to use in (4.80).
Depending on whether one wishes to use a fixed QES across all rounds or update it
adaptively, two approaches can be considered:

e Same QES across rounds:

If we want to use the same QES f in every round, we proceed as follows. Let S be

So ={q| d(q,q"") <4}, (4.104)

109



for some 6 > 0 and some distance measure d, with q"" being the distribution
corresponding to the honest behavior. Then, take f to be the dual solution to the
constrained optimization in (4.96).

e Adaptively updated QES across rounds:

If we want to adaptively change QES-s f|5g1>16{71, we proceed as follows. For each j at
which we want to update the QES, we consider the preceding rounds and compute an
estimate q*' of the upcoming behavior of the device'®. Let Sq be

So={q| d(q.q*") <4}, (4.105)

for some § > 0 and some distance measure d. Then, take f|a{*1 Gt to be the dual
solution to the constrained optimization in (4.96).

Based on Lemma 4.4.5 and the above explanation, this procedure identifies a choice of QES
that provides good key rates when applying Theorem 4.3.1.

4.5 Original EAT with improved statistical analysis

In this section, we apply our QES analysis to the original entropy accumulation model [41]
(see also Sec. 2.5.2) to obtain tighter results under that model. We note that, using the
original EAT, we can avoid changing the Rényi parameter for the single-round quantity.
Furthermore, we no longer have to impose the non-signaling condition required in the
GEAT model. However, we must impose a specific Markov condition used in the original
EAT model. The following lemma essentially states that the various bounds we obtained in
the previous section are also valid under the original EAT model.

Lemma 4.5.1. Let ps?ffﬁfa?ﬁ be a state of the form p= M, o---0 Ml[w?zoﬁ] for some

initial state w° € S_(RoE) and some channels M; € CPTP(R;_1, Sﬂ}RjUjaj) such that
the output registers C;C; are always classical (for any input state). Suppose that for each j,
p satisfies the Markov condition

(S T,V O E), = 0, (4.106)

18The procedure we describe here is independent of how g is constructed.
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i.e. S{_lﬁi_l > Tf_laf_l/E\ > Tjé\’] forms a Markov chain. Then Theorems 4.5.1 and 4.4.1,
Corollaries 4.5.1 and 4.4.1, and Lemmas 4.4.1-4.4.5 all hold with the following minor
modifications:

e Replace & with a throughout, and allow o € (1,00) instead of a € (1,2).
e Omit the condition that {M;}7_, are GEATT channels.

* Replace the registers with suitable counterparts, e.g. H(SPC" |C”E ) = H(S!C) |C”T”E),
H(S;C; |C’ E; E) — H(S;C; |C’ TE) (SC’]C’EE) — H(SC’|C’TE) and so on, where
H denotes any type of entropy.

Proof. We construct new channels N; the same way as the Theorem 4.3.1 proof, except

that we also have them output an extra copy of 6'\ in a register ﬁj. Since the channels
M in this case have the form M; € CPTP(R] 1, 55T R; C; C ;), we end up with channels

N; € CPTP(R;- IC'J 1C'] ' D, C’ S TC’ R; CYCH). Again writing p = N, o -+ 0 Aj[w],

this is a state on registers D?S?T{“C’lClClCl E that is an extension of the state p in this
lemma statement. We now show that the state produced by each channel N; satisfies the
following Markov condition:

(ST DI T O E), =0 (4.107)
1 1 1 R RV 1 1 P ) .

To do this, we first use the chain rule for conditional mutual information [68, Proposition 7.7]
to obtain

1(S]~ 10 DJ LT\ 10 E)

(S0 DI T,Cy| TV 'OV R,

(S T,V OV E), + (DI T8 T O ),

1D 1,Cy|8{7 ey T O E),

0, (4.108)

Jj—
]

where the second line holds since 6]1 . 6]171, and 5]1 - 6’\{_1. The third line is due to
the chain rule for conditional mutual information, the fourth line follows from the Markov
condition (4.106), and the last line holds by noting that D" is produced from U{’lé\{"l.
Thus, we conclude that this extended p satisfies the Markov condition. We now apply [41,
Corollary 3.5] by identifying the registers Ay A; By BoR in that corollary with the registers
here as follows:
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. —7—1 .
A o DiTCl st

A2 < Djﬁij

=y—1 R
By« C, TI'E

BQ g 5]7}

e R+ Rj_léjlai
With this identification, we obtain for each j:

L =] A~ - = j—-1 -1 . o~ . — A L~
HJ(D{S{CI|CTE), = Ho(D{'${7'Cy |0y T{'E), + inf Ha(D;S,C,|CST{E),

(4.109)

Applying this for every j, we get:

(DJSJC C, T E), > Z inf Ho(D;S,C;|C,TIE),. (4.110)

/GE/

Recall that by definition of N, the state v/ contains registers 6j é\j even though they do
not appear in entropies in the above expression. Therefore we can apply the same argument

as the bound (4.40) in the Theorem 4.3.1 proof, lower bounding the H,(D;S; C, |C’ TJE)
term by conditioning on C’ C’J ! and taking the worst-case Value Moreover, smce C’

and Cj are just a copy of C; and C’j, respectively (in particular C’l = C’l, and Cl = C{Z),
we arrive at

Ho(DrS;CY|CTTIE), > Z inf min H,(D;S;C;|C;TE),,

j—1.5—1
1/62’ ,] 167 1 &) el

(4.111)

With this, we carry on the remainder of all the proofs in the same way, since none of the
subsequent steps require the NS condition of GEATT channels. n

4.6 Tightness of bounds and numerical example

In this section, we first discuss the tightness of the bounds obtained in the previous
sections and then provide a simple example to demonstrate the strength of our findings.
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4.6.1 Remaining steps for improvement

We highlight that if, in Theorem 4.4.1, Sq satisfies the conditions in that theorem,
then for « close to 1, almost all the bounds used in the proof of that theorem are nearly
saturated simultaneously by IID states. More explicitly, starting from Theorem 4.3.1, we
have the following:

e As discussed in 4.3.2, Theorem 4.3.1 is tight for IID states up to higher-order changes
in the Rényi parameter.

e In the procedure of obtaining Corollary 4.3.1, we used H! > H,, and Lemma 4.3.9.
However, the looseness caused by this relaxation is at most what would be caused
by a higher-order change of Rényi parameter, since by a converse bound we have
Hy 1/q > HJ.

e We simplified further to obtain Corollary 4.4.1, where we assumed all QES-s are
identical and relaxed the optimization over €2 to Sq. However, setting all QES-s to
be identical is a natural choice for protocols in which no round is a priori different
from the others.

e In proceeding from Corollary 4.4.1 to Theorem 4.4.1, all the steps are equalities, and
thus no loss of tightness occurred.

We also highlight that, apart from our analysis, a potential source of sub-optimality might
lie in the Rényi privacy amplification theorem itself. Additionally, we note that in obtaining
Corollary 4.3.1, the term —%; log ﬁ does not affect the final key rates, as discussed in
Sec. 3.3.1. We also note that the suboptimalities arising from the change in the Rényi
parameter—however negligible—can be avoided by employing the framework discussed in
Chapter 5.

Therefore, to summarize, the main potential sources of suboptimality are the relaxation
from 2 to Sq, and Lemma 4.3.9, which we will revisit in the next section. Given the above
explanations, we expect that Theorem 4.4.1 provides strictly better bounds than previous
GEAT or EAT results (see [7, Section 7.1] for a rigorous argument).

4.6.2 Entanglement-based BB84

In this section, as an example, we calculate key rates for a “fully qubit” EB-BB84
protocol.

113



For the analysis in this part, we note that, for simplicity, the numerical methods used
are heuristics and thus may not provide certified lower bounds on secure key rates. However,
the minimizations we evaluate can be expressed using at most three optimization variables
and are convex in each individual variable. Therefore, we believe there is minimal risk of
significantly overestimating the true key rates.

We first establish the protocol description.

Protocol 4. EB-BB84 protocol

Parameters:
n €Ny : Total number of rounds
l €Ny : Length of final key
Sa : Acceptance set of accepted frequencies
Aec  :  Number of bits exchanged during error correction step

Protocol steps:

1. For each round ¢ € {1,2,...,n}, Alice and Bob perform the following steps:

(a) Alice and Bob each receive a qubit register. Then, via public communication, with
probability 1 — « (independently in each round), they jointly declare the round
is a generation round, and otherwise it is a test round. Alice also independently
generates a uniformly random “symmetrization bit”'? F; € {0,1} and publicly
announces it.

(b) Ifit is a generation round, they both measure in the Z basis, XOR their outcomes
with F}, and store the resulting values in registers S; and S; for Alice and Bob,
respectively. Also, they jointly set C; =_L.

(c) If it is a test round, they both measure in the X basis, XOR their outcomes
with Fj, and publicly announce the resulting values, then jointly set /C\'J =0if
their outcomes matched and 6’3 = 1 otherwise. Also, Alice sets S; = 0 and Bob
sets ’57] = test.

2. Acceptance test: Perform an acceptance test, in which Alice and Bob abort if freqé?
lies outside some predetermined set Sq.

9We note that the symmetrization procedure is only used to simplify calculations and is not strictly
necessary (see [7, Sec. 7.2] for further details).
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3. Error correction: Perform one-way error correction in which Alice sends Bob a
bitstring of length Arc, which he uses together with ST to produce a guess S&"**
for Alice’s string ST'. Then perform error verification, in which Alice sends Bob a
2-universal hash of S} (together with the choice of hash function), who compares it
with the hash of S&"** and aborts if they do not match.

4. Privacy amplification: If neither of the above steps aborted, produce final keys of
length (i, by performing privacy amplification, in which Alice chooses a 2-universal
function {0,1}" — {0, 1}* and publicly announces it, then Alice and Bob apply it
to ST and S&"** respectively.

We note that given that we aim to compare the key rates we obtain with those in [119, 80],
we tried to be as similar as possible to those works. For example, we allowed Alice and
Bob to jointly decide the basis to measure in. Moreover, we choose the acceptance set S
as follows:

SQ = {q € ]P)/C\ ‘ q/d(l) S Vchresh} ; (4112)

for some value of QBER threshhold Qpresn- Moreover, the length of the error-correction
string can be evaluated as

)\EC - gEC(l - ’y)hbin<chresh)n; (4113)

where g > 1 is a heuristically chosen value describing the finite-size efficiency of the
error-correction procedure. Note that the (1 — «y) factor is the generation-round probability.

Remark 4.6.1. Numerical results suggest that Theorem 4.4.1 yields much higher bounds if
the acceptance set Sq is chosen such that it constrains all entries of q to a small neighborhood
of the honest behavior. In other words,

So = {qE]P’a‘ 4s(@) € 1.V ¢ € C}, (4.114)

for some small intervals 1;.° This seems related to the observation that Lemma 4.3.9 is
potentially the loosest step in our proof, and choosing Sq such that it only captures the
typical IID sequences helps reduce the value of max_ Ho(D)yjenen there.

neneQ

20We highlight that, given we are constraining more elements of q, to achieve the same bound on the
honest abort probability (completeness parameter), one must have a looser upper bound on qa(l) than the
one in (4.112).

115



Going back to the BB84 example, we construct GEATT channels M; € CPTP(E;_y, E;)
such that E; contains all side information the adversary has in each round, including her
quantum side information and all public announcements in that round. Furthermore, the
M channels are infrequent-sampling channels with testing probability . Finally, we apply
Theorem 4.4.1 to these channels to obtain the required bounds. However, to provide a

deeper comparison with the key rates in [119, 80], we also present multiple relaxations of
the bound in Theorem 4.4.1.

Below we summarize the final key rates for a protocol to be £5°“"-secure.?!

e Employing the Rényi privacy amplification theorem, along with the bounds in Theo-
rem 4.4.1, and setting €%°°"'® = epp + egy, the secret key length is:

=L (0 1 2 (22 ()

1 1 o 1
_~ D ) = Ape — {1 —W - log — +2|, (4115
+t=— (qllvc))n po — |log —| — ——qlog —+ J ( )

e Converting the global entropy to smooth min-entropy, applying the smooth min-
entropy privacy amplification theorem [104], and setting e%°"'® = max {E%A + 2¢q, 53} +
egv, the secret key length is:

by = Liélsfg uéré{»a(qm (1 -3 - 5log ((1 - VaT(U>B - (57(1))5))

1 o 1 1 2
D =) |n— log — — log —
+a_1 (q“l/c))n a—logga a—lOgsg
1 1
— Agc — {log —-‘ — 2log —J . (4.116)
EEV EPA

e Performing yet another conversion to the above method to relax the single-round
entropy into the von Neumann conditional entropy, applying the smooth min-entropy
privacy amplification, and setting £%°“"** = max {E%A + 2¢q, ea} + egy, the secret key

21For a more comprehensive derivation of these bounds, we refer the reader to [7].
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length is:

e L Va(1)>_A_ ) ) 1 A)
bey = Llélsfg ot (qm (1 P ( @-1)log*(5) ) + =—D (af|wg) ) n
1 1 2 1 1
i log — — log — — Agc — {log —W — 2log —J : (4.117)
a—1 ga a—1 g2 EEV EPA

In Fig. 4.2-4.3, we plot the key rates ék% obtained from the above formulas. We highlight
that, for generating the plot, the optimal choice of security parameters for Eq. (4.115) was
found to be:

a—1 «

— secure — secure 4 1 1 8
EEV 2@_15 ) EPA 2@_15 ) ( )

and for the formulas in Eqgs. (4.116) and (4.117), we obtained the following optimal choices:

1 3
EPA = €EV = Egmall, €a = gheeme — Esmall, & = 5 <8secure - §5small> ) (4119>
with egnan = 2(a — 1), Comparing them to the corresponding results in [119, Fig. 7],

we find that while the loosest bound (4.117) is slightly worse at small n, we have better
key rates everywhere else as compared to the results in that work. However, compared to
the tighter finite-size analysis in [30, Fig. 1]. we see that while (4.116) and (4.115) also
performed better in almost all cases, our loosest bound (4.117) is worse.

These results indicate that our best approach for bounding the smooth min-entropy
outperforms the improvements in [30], although the difference is not very large. However,
by employing Rényi privacy amplification—which allows us to directly analyze the Rényi
entropy in our approach—we obtain a significant improvement over the result in [30].

We highlight that although we only study a fairly simple example, [00] treated a number
of more practical protocols, such as decoy-state and PM-BB84 with loss. Their findings
indicate strict improvements over other proof techniques.
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Figure 4.2: Key rates for EB-BB84 from our approach, for an example with QBER threshold
Qthresh = 0.025, error-correction efficiency égc = 1.1, and security parameter e5cwe = 10710,
The purple, blue, and brown curves correspond to the key rates given by the formulas (4.115),
(4.116) and (4.117), respectively, where we used heuristic numerical methods to evaluate the
(fairly simple) minimizations in those formulas. For comparison, the dashed red curve is the
corresponding result from [119, Fig. 7], and the black horizontal line is the asymptotic rate. It
can be seen that our results are always an improvement over that work, except for the case
of the suboptimal formula (4.117) at small n. We highlight that the formula (4.116) already
performs better everywhere despite also proceeding via a smooth min-entropy bound (instead of
Rényi privacy amplification), i.e., this indicates we genuinely obtained a better bound on smooth
min-entropy as compared to [119]. The choices of Sq, Agc, and epsilon parameters we used in our
formulas are described in the main text.
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Figure 4.3: Similar to Fig. 4.2, except that the parameter choices are Q¢nresn = 0.0451, &g = 1.19,
gsecwre — 10710 and the dashed red curve shows the corresponding data points from [30] instead
(which improved the finite-size analysis in [119]). Here, there is no curve shown for our loosest
bound (4.117), as we could not obtain positive key rates from it for the n values in this range,
consistent with the observation in Fig. 4.2 that it performs less well at very small n. These results
suggest that our best bound on the smooth min-entropy itself (i.e. that used in (4.116)) is still
better than [30] at most n values, though the advantage is not that large. However, in the end,
we can achieve much higher actual key rates by instead using the fully Rényi formula (4.115).

119



4.7 Conclusion and open questions

In this chapter, we established a connection between entropy accumulation and the
QEF framework. Through this connection, we obtained several entropic bounds suitable for
fixed-length and variable-length QKD protocols. Furthermore, they significantly improved
upon previous EAT-based results in [37, 11, 89]. Moreover, our approach is based on
analyzing Rényi entropies, yielding a fully Rényi security proof. In addition, for fixed-length
protocols, the analysis in this chapter avoids the complication of obtaining the min-tradeoff
function, as seen in the previous chapter.

Going forward, it is important to see whether the bounds presented here can be improved.
However, as mentioned earlier, there does not appear to be much room left for tightening the
bounds. It seems that the only improvement would likely come from refining Lemma 4.3.9.
We re-emphasize, however, that with the current improvements, the bounds we obtained
already surpass those based on the EUR approach.??

22Recently, in [66], key rates for some practical protocols such as decoy-state and qubit BB84 with loss
were analyzed, and it was shown that even for those protocols, this approach surpasses the key rates from
the EUR framework.
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Chapter 5

Marginal-constrained entropy
accumulation

5.1 Introduction

So far, the underlying framework for the analysis conducted in previous chapters has
been either the original EAT or its generalization, GEAT. In particular, our improved
statistical analysis in the previous chapter was valid under the original EAT and the GEAT
framework. However, as pointed out in Chapter 3, when aiming to analyze PM-QKD
protocols, while the GEAT is applicable to both PM and EB protocols, it is restrictive in
that the adversary is limited to interacting with only a single quantum register sent by the
sender at a time, which would, in practice, limit the repetition rate of the protocol. In
this chapter, we aim to overcome this limitation while maintaining compatibility with the
improved analysis developed earlier.

A solution to the repetition-rate restriction was given in [126]. However, it is somewhat
restrictive in other respects. Essentially, the idea in that work is as follows. As discussed in
Subsection 2.4.2, through the source-replacement technique [26, 19], we can analyze a PM

protocol as an EB protocol. Recall that employing this technique requires a constraint on
Alice’s marginal state that reflects the fact that Alice does not send that part of the state
through the adversarial channel. The solution proposed in [120] is restricted in the following
sense. First, it requires Alice’s single-round marginal state to be identical across all rounds.
Second, its proof approach involves modeling the protocol via a specific tensor product of
channels, in a manner that imposes some technical restrictions on how the side-information
registers can be updated.
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In another approach introduced in [10], the assumption of identical marginals is relaxed
by allowing Alice to have different single-round marginal states—yet in a tensor product
form—across rounds. However, this approach is still somewhat restrictive compared to
what is presented here. Specifically, the sequence of channels in that work must be in a
tensor product with each other, whereas here we allow the composition of channels.

In this chapter, we derive a new variant of the Rényi entropy accumulation theorem,
which not only allows imposing different marginal constraints for each channel, but also
permits updating the side-information registers in a similar manner to the GEAT. The
latter property further enables “fully adaptive” updating of the “statistical estimation”
procedure over the course of the protocol, as described in Chapter 4. We obtain this version
of EAT, which we term the marginal-constrained entropy accumulation theorem
(MEAT), by combining the result on superadditivity of channel conditional entropy with the
QPE-inspired method developed in Chapter 4 to handle statistical analysis. This enables
our new variant of entropy accumulation to be applied directly to PM-QKD protocols while
benefiting from the tight analysis in that chapter. We also develop a slight generalization
of the notion of f-weighted Rényi entropies from [126], which may be useful for some
more general protocols.

A central technical challenge underlying our construction is understanding the additivity
properties of a certain family of channel entropies. Additivity questions are among the
fundamental problems in quantum information theory, concerning whether certain entropic
quantities associated with quantum channels are additive when multiple channels are used
together. At its core, the question seeks to determine whether the optimal performance
of quantum channels, measured under these quantities, can be achieved independently for
each channel or if there is an advantage to joint usage. When the entropic quantity is
additive for IID copies of the same channel, this is referred to as weak additivity, whereas
when additivity holds for arbitrary tensor products of different channels, it is known as
strong additivity. This problem arises in various areas of quantum information theory, for
example, in the context of channel capacities [I, , 69].

In the setting presented in this chapter, the additivity properties of a suitably defined
channeled entropy are the key to establishing the MEAT framework. Therefore, we begin
by presenting a family of channel conditional entropies defined based on sandwiched Rényi
divergences [93], which essentially quantify the minimum output conditional entropy of
a given quantum channel. In other words, given a channel M € CPTP(A/AV, BC) and
(optionally) some state 14 on register A, we denote the channel conditional entropy by
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H] (M, B, [t)4]) and define it as

HY (M, B,[Ya]) =  inf  HI(B|CR)my, (5.1)

PAAER PA=YA

where the optimization is over all density operators p , 47 with a marginal constraint on A,
and R is a stabilizing register.

This family can be viewed as a generalization of the channel entropies studied in [55, ],
in that we can recover the definitions in those works by setting the C' register to be trivial
and omitting the marginal constraint (equivalently, setting A to be trivial) in the above
definition.!

We extend some results from those works (see also [70, 33, 131, 56, 111]) by demonstrating
that for o > 1, the above version of channel conditional entropy (Eq.(5.1)) is also strongly
additive across tensor products of channels. More broadly, we prove a chain rule that
generalizes this property by showing that this quantity is superadditive under channel
composition in a particular form. The proofs used here are based on techniques recently
developed in [11], which employed a variational characterization of measured divergences to
derive various chain rules, followed by a regularization argument to convert the measured
divergences to sandwiched divergences. We will then show that these results can be used to
construct a marginal-constrained EAT-style framework, which we aim to prove.

We highlight that the result of strong additivity across tensor products has been
independently obtained in [16], using different proof techniques. That work also derives
a number of other chain rules; however, those results are “incomparable to” (i.e., neither
strictly stronger nor weaker than) our chain rule for channel composition. This is mainly
because our chain rule incorporates marginal constraints, making it more suitable for
prepare-and-measure QKD protocols—for such protocols, it yields a more general form of
“adaptive” protocol as compared to the results in [16].

We note, however, that more generally (outside the context of PM-QKD), our result is
neither strictly stronger nor weaker than the GEAT. This is because, while we allow for
marginal constraints (which the GEAT did not accommodate), we do not allow for “secret”
internal memory registers that were present in the GEAT.

This chapter is based on [9].

LA different notion of channel entropy was studied in [27]; apart from the marginal constraint, it also
differs from our definition in terms of some technical points involving the conditioning and stabilizing
registers. However, in special cases the definitions coincide, for instance as described in [27, Theorem 5] for
the case of von Neumann entropy.
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5.2 Rényi channel conditional entropy

We begin with a slight generalization of the minimized channel divergence in [11] that
incorporates some form of marginal-state constraints. It is worth noting that in these
definitions, as opposed to the usual channel divergence defined in Definition 2.2.4, the
stabilizing register no longer appears, since it involves minimization over input states instead
of the maximization that appears in common channel divergence quantities. Therefore, as
long as the underlying divergence satisfies data processing, including a stabilizing register
makes no difference.

Definition 5.2.1. (Minimized channel divergence) For M € CPTP(AZ, B),N € CP(A’I, B),
and ¥4 € S_(A), ¢pa € S_(A’), the (marginal-constrained) minimized channel divergence
between M, N is defined as:

DM, [$a] [NV, o)) = _inf D(M(p] N o)), (5:2)
pES—(AA) st pa=a
o€S—(A'A") st. o p=¢y

where D can be any of the divergences defined in this thesis. Its regularized version is
defined as

. 1
DM, [a] [N [oar]) = Tim —DM(ME™, [P ][IV, [957]), (5.3)

m—oo MM,
if the limit exists. We view the marginal-state specifications in the above notation as
“optional arguments”, in that if we do not wish to impose a marginal constraint on the
registers A, A’, or both, then we denote the corresponding minimized divergences as

DY (M|N, [par]), DM, [h4]||N), and DM ||N), respectively, e.g.

DM, [l |N) = _inf DM[pl[|N]o]), (5.4)
pES=(AA) s.t. pa=ta
oES_(A’A)

and so on. Moreover, the regularized versions for these cases are defined and represented
similarly, if the corresponding limits exist.

Generalizing the definitions from [55, |, we also define conditional entropies with
marginal-state constraints. For these entropies, since we instead have minimization of
conditional entropies, introducing a stabilizing register does make a difference, and so we
define them with a stabilizing register.

124



Definition 5.2.2. (Rényi channel conditional entropy) For any channel M € CPTP(A/AV, B(C),
any 14 € S_(A), and a € [0, 00|, the (marginal-constrained) Rényi channel conditional
entropy is defined as?

HJ(M, B, [tha]) = inf H{(BICR) s, (5.5)

pES=(AAR) st. pa=ta

where R is isomorphic to AA. Note that the above optimization can be restricted to the
set of pure states, since, by data-processing, purifying the input state only decreases the
conditional entropy of the states in the above optimization. Its regularized version is defined
as

HI™8(M, B, [iba]) = lim —HI(M®™, B™ [3m]), (5.6)

m—oo M,

noting that the limit always exists by Fekete’s lemma [18, 32].

Note that the regularized Rényi channel conditional entropy is additive across IID copies
of the channel, i.e., weakly additive:

HI S (ME B [05"]) = lim — HL(ME™™, B, [45™))

m—oo 1M
]_ I i i
. . 0 Xm m @M
_néllinm%Ha(M , B™  [v3™])

= nH}" (M, B, [th4]), (5.7)

where the second line holds via a change of indices (and noting that since the m’ — oo
limit exists, any subsequence of it converges to the same limit).

5.3 Chain rule and additivity

In this section, we prove that the (marginal-constrained) Rényi channel conditional
entropies are superadditive under channel composition. As a special case, we also show
that this quantity is strongly additive under tensor products. We begin by proving weak
additivity of these entropies.

2As we have assumed all registers are finite-dimensional in this chapter, this infimum is always finite.
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5.3.1 Weak additivity under tensor products

Lemma 5.3.1. (Weak additivity) Consider a channel & € CPTP(AY, X?) and a state
a € S_(A). For any a € [1,00], and any m € N, we have

HE(8, X, [ga]) = HI (€., [0a)) = - HL (€™ X7 [05™) . (58)

Proof. This result was previously proven in [120], but for completeness, we include a proof
here. First suppose o > 1. The first equality in (5.8) is established using nearly the same
argument as in the proof of [39, Lemma 3.5%, just replacing the de Finetti theorem used in
that argument with a generalized version described in [17, Corollary 3.2]. Subsequently, the
second equality holds by the weak additivity property of the regularized channel conditional
entropy in (5.7).

To prove the case where o = 1, we first note that Rényi conditional entropy H](Q|Q’)
uniformly converges to von Neumann conditional entropy H(Q|Q') as a — 1. More

specifically, by [11, Lemma B.9], we have the following uniform continuity bound:
1
HN(Q|Q) — H(Q|Q) > (a — 1) Kgim (1 ) :
«(QlQ") (QQ') = (« ) K4 (@) Va e | 1, log(1 + 2dim(Q)) J (5.9)

where Kgim(q) is a constant depending only on the system dimensions. Hence, we have the

3A similar approach has been used in previous work, for instance [55].
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following chain of relations:

1
Va > 1 H(E,X,[1h4]) = EHCTX (5®maXma [ %m])

o~ 1 ~ o~
— Va>1 inf _ H(X|YR)g = inf  —HI(X™Y™R)gon|,
pES_(AYR) pES_(A™Y™R) T
s.t. pa=va s.t. pAmzwﬁm

o~ 1 o~ o~
= lim  inf H(X|YR)gp = lim inf  —HI(X™Y™R)gon,

a—=1% peS_(AYR) a—=1% peg_(AmymR) M
st pa=tha s.t. pam=yp3"
—~— 1 o~

< inf _ lim H(X[YR)gp = inf _ lim —H (XY™ R)gom,

pES—(AYR) a—17 pES—(AmY™R) a—1T M

s.t. pa=tha s.t. pAm:@[J%m

—~— 1 P

< inf B H(X|YR)g[p] = inf _ —H(XmlymR)g®m[p]

pES—(AY R) pES_(A™mY™R) T

s.t. pa=1ha st pam=14™

1

— H (€7X7 [¢A]) = EH (€®m’Xm7 [ %m]) ) (510)

where the fourth line holds due to the uniform convergence established in Eq. (5.9) (which
allows us to swap the infimum and one-sided limit). To obtain the first equality in (5.8) for
a = 1, we take the limit of m — oo from the last line in (5.10). O

5.3.2 Duality

In this part, we use the duality relation in Proposition 2.2.2 to establish a connection
between channel conditional entropy and minimized channel divergence. Through the rest
of this section, we will frequently be using the notation Iy ® idg € CP(Q, QQ’) to denote
the CP map that simply outputs the tensor product of the input state on ) with the
identity operator I, i.e.

Lemma 5.3.2. Consider a channel & € CPTP(AY, X?) and o state 4 € S_(A). Let
V € CPTP(AY, XY Z) be any Stinespring dilation of £. Then, for any o € [%, oo| we have:

H! (€, X, [Ya]) = D' (Trg oV, [Ya] | Ix ®idz) (5.12)

where B = 7= € [3,00].

4This construction can alternatively be written in terms of replacement channels [65].
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Proof. For any pure state p € S_(AY R), V[p] is also a pure state. Thus, we have:

HY(X|Y R)ey) = —H}(X|Z)vyy
= —H}(X|Z) 1y vy
= Uzeig:f(z) Dg (Trg oV[p]|llx ® 07) , (5.13)
where the first line follows from Proposition 2.2.2, and the last line holds by the definition

of Rényi conditional entropies in Definition 2.2.5. Taking the infimum over all pure
p € S_(AY R) such that ps = 14 proves the claim. O

Having established this lemma, we can now combine its result with the weak additivity
property in Lemma 5.3.1 to derive several further relationships that link channel conditional
entropy to minimized channel divergence and their regularized counterparts.

Corollary 5.3.1. Let £ € CPTP(AY, X?) be a channel, Y4 € S_(A) be a state, and
V € CPTP(AY, XY Z) be any Stinespring dilation of £. Then, for any o € [1,00], we have

Hl (€, X, [a]) = D (Trg oV, [04]||Ix @ idy) (5.14)

1 m m m 1 in m m m m :
= —HL (€%, X" W§M) = D' (" oV, [ |IF" © idzn) (5.15)
= HI™8 (£, X, [pa]) = D58 (Try oV, [1ha]|Ix ®idy) (5.16)

where § = 52~ € [5,1]. In particular, this implies Diﬁnf’reg (Try oV, [a]|[lx ®idz) eists,

in that the limit in its definition indeed converges.

Proof. The equality between the leftmost expressions in each line is just Lemma 5.3.1. The
middle equalities in the first two lines follow from Lemma 5.3.2 (noting V®™ is a valid
Stinespring dilation of £2™), and the middle equality in the third line, holds by taking the
m — oo limit on both expressions in the second line. O

5.3.3 Superadditivity under channel composition
Before demonstrating the main result of this part, we show that the minimized measured

Rényi channel divergence is superadditive under the composition of channels. Since the
proof of this property relies on Lemmas 22 and 24 from [14], we first restate those lemmas.
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Fact 5.3.1. (Lemma 22 and 24 in []/]]) Consider any sets Dy(A;) € S_(A;), Da(As) C
S_(Az), and D3(A;As) C S_(A1A43) and also D(A;) C Pos(A;), D4(Ay) C Pos(As), and
D} (A1 Ay) C Pos(A1A). Suppose furthermore that all those sets are convex and compact,
and the following inclusions hold:

{FA1 @I, | T4, € Pos(A;) A sup Tr[[ava,] <1 forje {1,2}}
I/EDJ‘(A]')
g {FA1A2 FA1A2 € POS(AlAQ) A sup Tr[FAlAQVAlAQ] S 1}, (517)
V€D3(A1A2)
{FAI ®@T, | T4, € Pos(A;) A sup Tr[T4,Xa,] <1 forj € {1,2}}
XeD/,(4;)
- {FA1A2 FA1A2 S POS(AlAQ) VAN sup TY[FAlAQXAlAQ] < 1}. (518)
XeDj(A1Asz)

Then for any o € (3, 1], we have the following:

inf  Dyo(v||X) >  inf Dyo(v||X)+ inf Dy (v[[X). (5.19)
VED3(A1A2) I/EDl(Al) VEDQ(AQ)
XeD4 (A1 A2) xXeD/ (A1) XeD)(Az)

With this, we show superadditivity for the minimized measured Rényi channel divergence:

Lemma 5.3.3. Let F; € CPTP(AgYo, X1Y171), and Fy € CPTP(A1Y1, XoY275) be quan-
tum channels. Consider states a, € S_(Ao) and ¢4, € S_(A;). Then, for any a € [3,1],
we have

Dli\?lfa (TIYQ oF3 0 Fi, [1/}140 ® ¢A1]||HX1X2 ® ileZ?)
> DIi\;lJIfcx (TI"YQ oF3, [¢A1]||HX2 ® idZ2) + DiMIhfa (Tl"yl of1, [on] ||HX1 ® idzl) ’ (520)

Proof. Consider Fact 5.3.1 with the following choices of sets: let D1(X;7;), Dy(X225) and
D3<X1Z1X222) be

Dl(X121> = {TrY1 oF1 [pAOYOH PAcY, € S=(A0YEJ) N pa, = on}
DQ(XQZQ) = {Tl"y2 O‘FQ[pAﬂ/lH pay; € SZ(Alyvl) A PA, = ¢A1}

D3(X121XQZQ) = {TrY2 oFy0 Fy [pAoz‘hYo” p e S:(AOAlyb) A PAAL = 77Z}Ao ® ¢A1}’
(5.21)
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and furthermore, let D} (X27), D5(X52,) and D5(X, 21 X575) be

D;(Xlzl) = {]IX1 & 0'Zl| 0z, € S:(Zl)}
Dy (X225) = {lx, ® 02,| 02, € S=(Z2)}
Dg(XlZlXQZQ) = {]IXng & UZlZ2| 07,7, € S:(ZlZg)} . (522)

With this, the bound (5.19) in Fact 5.3.1 is equivalent to our desired bound (5.20), so it
suffices to show that the conditions in Fact 5.3.1 are satisfied.”

First, we note that the sets D1(X1727),Dy(X275), and D3(X;2,X575) are convex,
bounded, and closed; therefore they are compact. Similarly, D} (X12;), D5(X22Z5) and
D} (X, 7, X, 75) are also convex and compact. Therefore, it now suffices to show the inclusion
relations in Egs. (5.17) and (5.18), for the sets defined in (5.21) and (5.22), respectively.

We first consider Eq. (5.18), as it is more straightforward. We need to show that for
any I'x,z, € Pos(X1Z;) and I'x,z, € Pos(X2Z5) such that

sup Tr [FX1Z1 (HXI ® JZl)] <1 and sup Tr [PXzZ2 (]IX2 ® UZQ)] <1 (523)
ceS=(Z1) o€S=(2Z3)

we have

sSup Tr [(FXOZO ® Fxlzl) (HX1X2 ® UZ122>] <L (5'24)
O’ES:(leg)

The initial two conditions are equivalent to 'y, <15 and 'z, < 1, respectively. Therefore
we have

sup Tr [(FXOZO ® FX1Z1> (HXle ® Ulez)]
O'ES:(Z1Z2)

— sup Tr [(FZO & le) (02122)]
c€S—(Z122)

<  sup Trlozz)
oc€S=(Z122)

<1, (5.25)

which is the desired result.

SWe find that some of the optimizations and SDPs in the following proof do not seem to have a very
intuitive interpretation. It may be helpful to look at the proof of Corollary 5.3.3 (strong additivity) below,
where the SDPs seem to have a slightly more intuitive tensor-product structure.

130



Let us now prove the inclusion in (5.17). In other words, we need to show that for any
I'x,z € Pos(X1Zy) and I'x, 7, € Pos(X5Z,) such that

sup  Tr['x,zvx,2z] <1 and sup  Tr[x,z,vx,2] <1, (5.26)
VGDl(Xlzl) VEDQ(XQZQ)
we have
sup Tr [(FX121 ® FXQZZ) I/XlleQZQ] <L (527)
1/€D3(X1Z1X222)

The initial two conditions may be equivalently expressed as upper bounding the subse-
quent SDPs by 1 (note that since 14,, ¢4, are normalized states by definition, we do not
need to separately impose a normalization constraint):

sup Tr [pAOYO‘FI © Tl"i/l [FX121H sup Tr [pz‘th/—_;r © TrJ}[/Q [FX222H )
pEPos(ApYp) pEPos(A1Y1)
s.t. s.t.

PA; = Pa, (5.28) pa, = . (5.29)

Additionally, Eq. (5.27) can be equivalently expressed as upper bounding the following SDP
by 1:

sup Tr [pAoz‘hYo]:{[ © "rg © Tr{@ [FXOZO ® 11X1Z1H
,DEPOS(AoA1Y0)

s.t.
PAA = on ® ¢A1' (530)

Without loss of generality, we shall suppose that 14, and ¢4, have full support.©

SIn case 14, or ¢4, do not have full support, we can instead replace all of these optimizations with
restricted versions where the Hilbert spaces on Ag and A; are replaced by supp(v4,) and supp(¢a,)
(including when they appear in the domains of the channels F;, F3). Observe that this restriction does not
change the optimal values since any feasible point in the original space corresponds to a feasible solution in
the reduced space, and vice versa.
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The dual problems of the SDPs in Eq. (5.28), and (5.29) are as follows:

inf T A inf T A
Aenglm(Ao) r[Ya0hal AeHglm(Al) rloaial
s.t. s.t.
AAO ® ]IYO > ]:lT[FX121 ® HYI] (531> AAl ® ]IY1 > '/—-g[FX2Z2 ® HYQ]’ (532>

and the dual problem to the SDP in Eq. (5.30) is given by

nf - A
AeHerlrInl(AOAl) r (Y4, ® da,) Aaga

S.t.
AA0A1 ® ]IY1 > "T_.lJr © 'FQT [FXIZI ® FXzzz ® ]IY2] : (533)

Note that since I'x,z, > 0, I'x,z, > 0, and the adjoint of a CP map is also CP, the
constraints in Egs. (5.31), (5.32), and (5.33) imply that Ay, > 0, Aa, >0, and Ag 4, > 0.
Hence without loss of generality, the optimizations in Egs. (5.31), (5.32), and (5.33) can be
restricted to A € Pos(Ap), A € Pos(A;), and A € Pos(ApA;), respectively.

For these SDPs, strong duality holds by the Slater condition [18], recalling we supposed
that 14, and ¢4, have full support. Specifically, pa,v, = ¥4, ® Uyy, pa,y, = ¢a, ® Uy,
and pa,a,v, = Va, ® ¢4, ® Uy, are strict feasible points for the SDPs in Egs. (5.28), (5.29),
and (5.30), respectively. Moreover, Ay, = cola,, Aa, = c1la,, and Agya, = co1laya,, for
large enough values of ¢y, c¢1, co1, are strict feasible points for the SDPs in Eqs. (5.31),
(5.32), and (5.33). Therefore, we see that the Slater condition is satisfied, and we have
strong duality.

Since strong duality holds, we instead analyze the dual problems. Observe that it suffices
to show that the tensor product of any feasible points of the SDPs in Eq. (5.31) and (5.32)
is a feasible point for the SDP in Eq. (5.33).” Denote some arbitrary feasible points of the

"Explicitly: by fundamental infimum properties, each of the optimizations in Eq. (5.31)—(5.32) has a
sequence of feasible points converging to the optimal values, which are at most 1 by hypothesis. If the
tensor products of such feasible points are always feasible in the Eq. (5.33) optimization, this yields a
sequence of feasible points in the latter that converge to a value of at most 1, as desired. (Alternatively, one
can use the fact that by the Slater condition, the optimal values in Eq. (5.31)—(5.32) are indeed attained,
and apply the subsequent arguments specifically to some optimal solutions for those optimizations.)

132



SDPs in (5.31) and (5.32) by A% and A%, respectively. We have

Aill ® ]IY1 > f;[FXzzz ® ]Iyz]

<~ FXIZI ® Azl @ ]IYI > FX1Z1 ® ‘F;[FXQZQ ® HYZ]

= fir [FX1Z1 ® ]IY1] ® Aj:ll > fir [Fxlzl ® fQT[FX2Z2 ® HY2H

- A:tlo @ Ajzh ® I[Yl > f;r |:FXIZI @ FZT[FXzzz @ ]Iyzﬂ ) (534)
where the first line is the constraint of the SDP in Eq. (5.32), the second step holds since
I'x,z, > 0, the third line holds because the adjoint of a CP map is also CP, and the last
line follows from applying the constraint in Eq. (5.31) to the LHS of the penultimate line,
and noting that we have A% > 0 as mentioned above. The desired claim then follows by

noting that the RHS of the last line of Eq. (5.34) is equal to the RHS of the constraint in
Eq. (5.33). m

We now show that superaddivity holds for the regularization of minimized Rényi channel
divergence.

Corollary 5.3.2. For any channels F, € CPTP(AyYy, X1Y121), and
Fo € CPTP(A 1Y), XoY2Zs), let a, € S_(Ap) and ¢4, € S—(Ay) be states. Then, for any
o € [1,1], we have

D28 (Try, oFy 0 Fu, [tha, ® ¢a,]||Lx, x, ® idz,2,)

> Dio?ﬂreg (TrYQ O‘FQ’ [¢A1] ||]IX2 ® ide) + Dio?f’reg (Tryl o‘/__-l? [on] ||]IX1 ® idZ1) :
(5.35)

Proof. Applying Lemma 5.3.3 to Fi'™ € CPTP(ARY™, XI"Y"Z"), and
F&™ e CPTP(ATY™, X3Y,mZi), and dividing both sides by m, we have

1
—Dﬁfa (Tegy" oF5™ o F™, [ ® 65Ky, ®1d37,)

1 in m m m m 1 in m m m
> — Dy (T o 5™, (57115, @ d§2)+EDML(Tr oF Y™, [Wi IR ®idZ)") -
(5.36)

The proof follows by taking the limit as m — oo of the above relation, and using the result
of Lemma 29, Eq. (96) in [11], noting that the sets of states being optimized over in these
terms indeed satisfy the required conditions in that lemma — namely, some convexity,
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compactness, and permutation-invariance conditions, along with O(m) max-divergence
bounds such as

D (T o™, [T @105") < Do (e M i)
= —Hoo(X1"[27")
< mlogdim(X) (seee.g. [I17, Lemma 5.2]),
(5.37)

where p* is just any state obtained by picking some arbitrary feasible point in the first
argument of the DI optimization, and similarly for the other two terms. O]

We are now in a position to demonstrate our main result in this section: the superaddi-
tivity of Rényi channel conditional entropy under channel composition.

Theorem 5.3.1. Let & € CPTP(ApYy, X1Y1), and & € CPTP(A1Y1, XoYs) be quantum
channels. Furthermore, consider states 14, € S—(Ag) and ¢pa, € S_(A1). Then, for any
a € [1,00] we have

H(I (82 o 517 X1X27 [on ® ¢A1]> > Hg (527 X27 [¢A1]) + Hg (517 Xl? [on]) . (538)

Proof. Let V; € CPTP(AyYy, X1Y121), and Vo € CPTP(A,Y), X2Y2Z5) be any Stinespring
dilations of &£, and &, respectively. Note that V5 0V} € CPTP(ApA1Yy, X1 XoY02175) is a
valid Stinespring dilation for & o &;. Therefore,
Hg (52 o 51,X1X2, [,‘ZJAO ® ¢A1])
- Dlﬁnﬂreg (TrY2 ol o0 Vi? [on ® ¢A1] H]IX1X2 ® idZ1Z2)
> Dglﬂreg (TrYQ oVs, [¢A1] ||I[X2 ® idZ2) + Dglﬁreg (TrYl oV, WJAU] ||]IX1 ® idZ1)
- Hg (527X27[¢A1])+Hl (517X17[1/)A0])7 (539)

where the second and fourth lines follow from Corollary 5.3.1, and the third line is the
result of Corollary 5.3.2. [

5.3.4 Strong additivity under tensor products

As a corollary to Theorem 5.3.1, we now show that the Rényi channel conditional
entropies are strongly additive under tensor products.
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Corollary 5.3.3. (Strong additivity) Let & € CPTP(AyBy, XoY0), and
& € CPTP(A By, X1Y1) be quantum channels, and ¥4, € S_(Ao), and ¢a, € S_(A1) be

states. Then, for any a € [1,00] we have
Hg (81 ® &, X1Xo, [on ® ¢A1]) = Hg (517X17 [¢A0]) + Hl (527X27 [¢A1]> : (540)

Proof. The < direction holds simply by choosing tensor product inputs. For the > direction,
it can be obtained as a corollary of Theorem 5.3.1 by simply taking a suitable choice of
channels in that theorem.

However, we find it may be instructive to see how an argument analogous to the
Theorem 5.3.1 proof would proceed in this scenario (to prove the > direction), and
hence we present this in some detail here. Let V; € CPTP(ABy, XoY0Zp), and V5 €
CPTP(A; By, X1Y1Z1) be any Stinespring dilations of & and &, respectively. Then we only
need to prove the following holds:

Dﬁfa (TrYOYl © <V2 ® Vi) ) [on ® ¢A1]||I[X0X1 ® idZOZ1)
> Diﬁrﬁ,fa (TrYl OVQ? [(bAl]H]IXl ® ile) + Dﬁfa (TrYO OV17 [wAO]H]IXO ® idZo) : (5'41)

The reason for this is that once we prove Eq. (5.41), we can derive an analogous result to
Corollary 5.3.2. Then, the claim is proven by employing an argument similar to that in
Theorem 5.3.1. Therefore, we focus only on proving Eq. (5.41).

We utilize an argument similar to that of Lemma 5.3.3. First, note that the proof of the
inclusion relation in Eq. (5.18) is identical to that of Lemma 5.3.3. Then, we only need
to prove the inclusion relation in Eq. (5.17). Let us suppose that the following SDPs are
upper bounded by 1:

sup Tr |:pAOBO vl]L © TI"];/O [FXOZO]] sup Tr [pAlBl ‘/QT o TI"];/l [FX121H )
p€Pos(ApBo) pEPos(A1B1)

s.t. s.t.
Py =V, (5.42) pa, = ba,. (5.43)

Then, we only need to show the SDP
sup T | paga,pos Vi © Vi o Tl Doz, ® T, 2]

pEPos(AgA1BoB1)
s.t.

PAgAL = on ® ¢A1' (544)
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is bounded from above by 1. Following a similar reasoning as in Lemma 5.3.3, where
strong duality is established, we will focus on analyzing the dual problems. The duals
corresponding to the SDPs in (5.42) and (5.43) are as follows:

inf T A inf T A
AeHle?m(Ao) T [Ya0Aao] AGH}eIrlm(Al) rloa Al
s.t. s.t.
AAO ® ]IBO > ‘/lT[FXOZO ® ]IYO] (545> AA1 ® ]IB1 > V2Jr [FX1Z1 ® ]IY1]> (546)

and the dual problem to the SDP in (5.44) is
nf - N
AEHer11£11(AOA1) r[($a, ® da,) Aagay
s.t.

AAOAl ® ]IBOBl > ‘/1]L [FXOZO ® HYO] ® ‘/2”[ [Fxlzl ® ]IYl] . (547)

Note that similar to the reasoning in Lemma 5.3.3, since I'x,z, > 0, I'x,z, > 0, and the
adjoint of a CP map is also CP, the constraints in Egs. (5.45), (5.46), and (5.47) imply
that Ag, >0, A, >0, and Ay 4, > 0. Hence without loss of generality, the optimization
in Egs. (5.45), (5.46), and (5.47) can be restricted to A € Pos(4p), A € Pos(4;), and
A € Pos(AgA,y), respectively. Also, we can again show that the problems are strictly feasible
and hence strong duality holds.

Let A% , and A% be arbitrary feasible points of the SDPs in (5.45) and (5.46), respec-
tively. We can show that the product A% ® A% is a feasible solution for the SDP given
in (5.47), as follows:

Aj\g ® ]IBO > VYI]L [FXOZO ® HYO]
- Ajll ® ]IBI ® Ajlo @ ]IBO > A*Al ® ]IBl ® Vl]L [FXOZO oY I[Yo}
= Ajﬁlo ® Azl & ]IBOBl > VIT [FXOZO ® HYO] ® VvQT [FX121 ® ]IY1] ) (548>
where the first line is the constraint of the SDP in Eq. (5.45), the second line holds by
noting that A"‘A1 ® I, > 0 as mentioned above, and last line follows from the constraint in

Eq. (5.46) along with the fact that I'x,z, > 0 and the adjoint of a CP map is also a CP
map. Hence, the relation in (5.41) holds; thus, the claim is proven. O]
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5.4 Marginal-constrained entropy accumulation theo-
rem (MEAT)

In this section, we employ the results from the previous section to construct an entropy
accumulation theorem that preserves some form of marginal-state constraint.

5.4.1 f-weighted Hg’f entropies

In order to accommodate the tight analysis in Chapter 4, we need to define a similar
notion of f-weighted entropies. To do so, we begin by extending the result in Eq. (2.41) of
Lemma 2.2.1 to the case where we have classical registers on both sides of the conditioning.

Lemma 5.4.1. Let p € S:(UE'\QQ’) be a state classical on CC. Then for any a €
(0,1) U (1, 00], we have

HIQOICQ), = ——1log | Y p(®)

l—« X
¢esupp(pg)

inf zl&) 9@ Dalpgqrecllo®ogrs) )
PN D SENCE
cesupp(pga)

(5.49)

where pg = {p (€l¢) | ¢ € C}, and the a = oo case is to be understood by taking the a — oo
limit on both sides.®

Proof. We first focus on the a € (1,00) regime, taking the a — oo limit at the end to
obtain the result for & = 0o (recalling that the LHS of Eq. (5.49) for a = oo is given by
that limit by definition, and hence if the equality holds for all o < oo, then it holds in the
limit). Moreover, given any such «, it suffices to prove the equality for the case where p has
full support on CC. , since it can then be extended to arbitrary p by a continuity argument.
With these restrictions in mind, we apply analogous techniques to those utilized in the

8Some care is needed in taking the limit on the right-hand side, as it may contain expressions of the
1 . T .
form F(a)« where lim,_,o F(a) = 0; however, we shall argue that the limit indeed exists.
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proof of [93, Proposition 9]. First, we note that by definition, we have

HI(QCICQ), = sw_ —Da(pogeclloe @ ogy ) - (5.50)
0501€5=(CQ’)

Then, by the data-processing property in Theorem 2.2.1, we can restrict the optimization

to be over only o classical on C' (by applying a pinching channel on C' in both p and o,

which does not change p), i.e., o5, = >, 0(¢) [6)¢] @ O'S/) for some normalized state ag/).g

Thus, from Eq. (2.39) we have

i~ 1 _ »©
HN(QC|CQ),= sup - ; log (Z p<éé)ag(é)1—a2(a DPalpqqrelllo® QJ)
@y ¢ a

1 —a _(A\l-« : (a=1)Da(poorizlIT ®a(é))
= sup log p(cc)%o(¢ inf 2 aVQQeelfQ=0qr) )
{ol} 1 — (Z (€)7o () o@eS_(Q")

(5.51)

a1 pasd) . . . .
Let r(c¢) :== p(cé)2 @ Dolpaqreelllo®ogr) hen by employing Lagrange multiplier technique,

it can be seen that the infimum is attained by
. —A 1/a
inf_ n Y -r(cc)”
0_(@) — ( ‘O'( )GS:(Q)ZC ( )A) 1/a- (552)
Zé (mfa(a)eS:(Q/) ZET(CC)Q)
Substituting this solution into Eq. (5.51), followed by simple algebraic simplifications, yields
the claimed result for o € (1,00). The proof for a € [5,1) is identical except that the

optimizations over ¢(® do not switch direction when brought inside the logarithm (since
1
> 0). O
-«

We note that in the above lemma, one could instead sum over the full alphabets.
However, in that case, any term for which ¢ ¢ supp(pz) would be multiplied by a prefactor
of p(¢) = 0, and therefore such terms anyway do not contribute to the sum. A similar
argument applies to any pair (¢, ¢) such that ¢ ¢ supp(pa o)

We now introduce the notion of f-weighted entropies, which slightly generalizes the
definition in [126] by allowing for a register C' on the left side of the conditioning. These
entropies also extend the ones defined in 4.3.1, by instead being based on H.

9Here we choose to denote these states as normalized states 0((5,) indexed by ¢, rather than using
the conditional-state notation o/ — this is because in the rest of our analysis, they will only form
“dummy variables” in the optimizations that may not always have straightforward interpretations as genuine

conditional states.

138



Deﬁnltlon 5.4.1. (f-weighted Rényi entroples) Let p € S_ (C@\QQ) be a state where U
and C are classical with alphabets Cand C respectively. A tradeoff function on cC
is simply a function f : CxC— R; equivalently, we may denote it as a real-valued tuple
f € RI°*Cl where each term in the tuple specifies the value f(c¢). Given a tradeoff function
f and a value «a € (1,00), the f-weighted entropy of order « for p is defined as

HI(QC|CQ), =
1
(&) :
| f =10 9@ D (FE)+Dalpoqrieelllo®e )
11—« 08 X Z a(a)érsl:(Q/) - Z p(CC)
¢esupp(pg) cesupp(pg)
1
(e
=g | Y0 p@) i p(F]é)e 2o D@+ Delroanialiase)
1- . oS (Q)
éesupp(pg) cesupp(pg)s)
(5.53)

where pg, = {p(clé)| ¢ € C}. Moreover, we extend the definition to o = oo, by taking the

limit & — oco. Note that f-weighted entropies can also be represented by Schatten norms

by the following construction: given p, o and f, let us write X’|0 oot (for any ¢ € supp(pgz))

to denote a vector in R/*™PPeia)l with components specified by

207 (@) i plefe)2 R U+ Dualrogrialiaaen), (5.54)

|é

Then, Eq. (5.53) can be written as

- o o O o
11 (@QCICQ), = 1— alog Z Pe) <é>érslf(Q/) Xz ! «
éEsupp(pﬁ) v =
oY
— 1 E f p,Uozf )
1= o 08 0 [¥e ", (5.55)

where in the last expression we have suppressed the index ¢ in the “dummy variables” (@,
to avoid ambiguity in the random variable notation (with the understanding that the value

of the infimum will be a function of the random variable C' in that expression).

For a € [1,1), we define Hl’f(Qéﬁ'\Q’)p analogously, but with the infima over ¢(®
replaced by suprema.
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Qualitatively, the registers C' and C can be respectively viewed as “secret” and “public”
classical registers, on which we define a function f that captures some properties of the
Rényi entropy of the state, as we now describe.

Note that when f(c¢) = 0, H}/ (Q@EJ\Q’ ), is exactly equal to the sandwiched Rényi

conditional entropy Hg(Qaé’\Q’ ),. Furthermore, when the C' register is trivial it reduces
to

HI(QICQ), = ——log (Zp(é)2(?)@3(@@)%‘“@’)), (5.56)

11—«

which is exactly the f-weighted entropy defined in [126]. A similar intuition to that described
in Chapter 4 can also be developed here, through the concept of a “log-mean-exponential”:

Px

Imey, [g(X)] := log, (Z Px () bg("”)> : (5.57)

which allows us to rewrite (5.56) as
HY(QIOQ), = e, [H(QIQ), ~ £(C)] . where b=2'" € (0.00).  (538)
C

~~

Thus we observe that having a tradeoff function f(C') that lower bounds the conditional
entropy H!(Q|Q’) e in a log-mean-exponential manner is equivalent to the non-negativity

of f-weighted entropies, expressed as Hg’f(Qﬁ'\Q/)p > 0.

We now show that these entropies possess similar properties to their counterpart in
Definition 4.3.1.

Lemma 5.4.2. Let f be a tradeoff function on some classical registers U/C'\, let M € R be
any real value such that M — f(¢¢) > 0 for all é¢, and take any o € (0,1)U (1, 00]. Consider

any read-and-prepare channel D € CPTP(@@, 66’\D) such that the state it prepares on D
always satisfies

Ho(D),,. = HA(D),. = M~ f(c). (5.50)

(It is always possible to construct such a channel, and construct it such that D is classical.)
Then for any p € S_(CCQQ") classical on CC, extending p with this channel yields™

H(DQC|CQ), = M + HY (QC|CQ),,. (5.60)

0There is no danger of ambiguity in having used p to denote all states in this lemma, since a read-and-
prepare channel always simply extends a state without “disturbing” any registers.
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Proof. First we briefly verify that such channels can indeed be constructed: note that for any
a >0 and h > 0, given a register D with dimension at least 2, one can straightforwardly
construct a state on D with H,(D) = H](D) = h (the first equality holds simply because
H, = H] when there is no conditioning system), e.g. by taking a mixture between some
pure state on D and the maximally mixed state; furthermore this can clearly be achieved
using a classical D. Therefore, to obtain a read-and-prepare channel satisfying (5.59), we
simply need it to read the classical value ¢¢ and prepare a state on D with the corresponding
desired entropy value.

Then Eq. (5.60) follows from the following calculation (assuming a # oo; the av = 00
case follows by taking the limit at the end, and the o € [%, 1) cases are analogous with the
infima replaced by suprema):

H(DQT|CQ"), =

1
CN I

11—« o(@eS_(Q)

Q=

l1—a p (& eS_(Q")

|

@

[ PN PN e ®
= log Zp(é) inf ZP(E|6)Q2(Q 1)( Ha (D) pleetDa(Pqqrieello® Q’))]
Y.

<E|é>a 2(04—1) (f(éé)—M+Da (pQQ’|cé||HQ®J(Q5/))>]

Cc L

_ o N i mva o(@=1)(£(@)+Dal(pgorello®os) .
=M+——log( > p(e) inf [Ep(clc) ol 2q )

p o(®es_(Q")
= M+ HY(QC|CQ),. (5.61)
where the second line holds since ppogjec = ppjee @ pPoqjee; and the third line holds by
substituting from Eq. (5.60). O

We now present a relaxed version of the previous lemma, which is the same as
Lemma 4.3.2, but differs by using f-weighted entropies:

Lemma 5.4.3. Let f be a tradeoff function on some classical registers 66’\, let M >0
be any value such that M — f(¢¢) > M/2 > 0 for all c¢. Consider any read-and-prepare
channel D € CPTP(CC,CCD) such that the state it prepares on D always satisfies

Va € [0,00], Hu(D),,. = HL(D),,, € [M — f(cc),M — f(cc) +27% loge| . (5.62)
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(It is always possible to construct such a channel, and construct it such that D is classical.)
Then for any p € S_(CCQQ") classical on CC, estending p with this channel yields

M+ HIY(QC|CQ"), < H(DQT|CQ'), < M +2" % loge + HY (QC|CQ),,  (5.63)
for all a € (0,1) U (1, 00].

Proof. The proof is by the same argument as above, except we upper and lower bound the
entropies on the D register with (5.62) instead of (5.59). (The existence of such a read-and-
prepare channel is established by the same argument as in the proof of Lemma 4.3.2) [J

Utilizing these lemmas, we transfer many properties of H! to Hl»/, in very similar
fashion to the results in Chapter 4. The proof of these lemmas follows exactly the same
methodology as their counterparts in Chapter 4.

Lemma 5.4.4. (Data-pmcesszng) Let p € S— (C@QQ’) be classical on 66’\, let f be a tradeoff
function on CC, and take any o € [3,1)U(1,00]. Then for any channel & € CPTP(Q',Q"),

Hl’f(QaCQ")s[p] > Hi’f(Q@CA‘Q’)p- (5.64)
If £ is an isometry, then we have equality in the above bound.

Lemma 5.4.5. (Conditioning on classical registers) Let p € S— (C'/C'\QQ'Z) be classical on
CCZ, let f be a tradeoff function on CC, and take any o € [3,1) U (1,00]. Then

log (Zp (73 ) QeI > (5.65)

Lemma 5.4.6. (Monotonicity in ) Let p € S:(G/C\QQ’) be classical on CC, let f be a
tradeoff function on CC, and take any o, o' € [%, 1)U (1, 00] such that o > o'. Then,

HIMY(QCICQ'Z), =

HIY(QC|CQ)), < HY(QT|CQ),. (5.66)

We now provide the following lemma, which connects H!/ to H.

Lemma 5.4.7. (Relatmg H and H!) Let p € S— (CCQQ) be classical on CC, let f be
a tradeoff function on CC, and take any o € [3,1) U (1,00]. Then,

HY(QCICQ), < HL(QTICQ), < HIY(QCICQ)),, (5.67)
where a = ﬁ, and HY is defined in Definition 4.3.1.
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Proof. We show only the proof of the second inequality, as the proof of the first is analogous
but simpler (since the Rényi parameter remains unchanged). Let M > 0 be any value such
that M — f(¢¢) > M/2 > 0, and extend p with a read-and-prepare channel as described in
Lemma 5.4.3; note that this is the same as the channel in Lemma 4.3.2. Then we have

HI(QC|CQ'), > H,(DQC|CQ') — M — 27 M 1og e
> H(DQC|CQ') — M — 27 M 1oge

> HMY(QC|CQ), — 2 M loge, (5.68)
where the first line is Lemma 4.3.2, the second line follows from [118, Corollary 4], and the
third line is Lemma 5.4.3. Since this inequality holds for arbitrary (sufficiently large) M,
we can take the M — oo limit to get the claimed inequality. O

Lemma 5.4.8. (Chain rules) Let f be a tradeoff function on classical registers 65, take

/ "

any o, " € (%,1) U (1,00) such that %5 = - + ——. Then we have for any

p€S_(CCRQQ):

HY(RQC|CQ"), < H (QCICQ'R), + HI,(RICQ"), if (a—1)(a/ —1)(a" —1) <0,
HIY(RQCICQ), > m@@ R), + HL(RICQ), if (a—1)(a' = 1)(a" = 1) > 0.

(5.69)
Furthermore, we also have for any p € S:(aaQQ'):

HY(QC|CQ), < HY (QICCQ), + HL(C|ICQ), if (a—1)(a’ —1)(a”" —1) <0,
“E

HM(QCICQ), > HI (QICCQ"), + HL(CICQ), if (o —1)(a/ — 1)(a” — 1) > 0,
(5.70)

where by Hg’f(Q|€6’\Q’)p we mean

H}M(Q|CCQ), =

log <Zp CC L) (— fe)+HL(QIQ! )pcc>> ) (571)

Lemma 5.4.9. (Normalzzatzon property) Let p € S— (C’@QQ’) be classical on CC and let
f be a tradeoff function on CC. Then for any constant k € R, we have

HHQC|ICQ), = HI(QC|CQ), — k, (5.72)

where f + k simply denotes the tradeoff function with values f(¢c¢) + k.
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5.4.2 MEAT (simplified)

In this part, to build intuition, we first present a simplified version of MEAT and defer
the general form and its proofs to the next section.

We begin by demonstrating that if the global state is generated through the application
of a suitable sequence of channels (typically representing rounds of a protocol) to an
arbitrary input state, then tradeoff functions can accumulate to estimate the conditional
entropy of the global state.

Theorem 5.4.1. For each j € {1,2,---,n}, take a state cU=Y € S_(A; 1), and a
channel M; € CPTP(A;_1E;_1,S;C;E;), such that C; are classical. Let p be a state
of the form PspCrE, = M, o0 M, [wAnflE] for some w € S_(AV'Ey), such that

Wyn-1 = 01(40) ® - ®a(n B ) For each j, suppose that for every value c] , we have a tradeoff

function f|é{_1 on regzsters C'j. Define the following tradeoff function on 6’\?

fran (&} wa 1 (&) (5.73)
Then for any a € (1, 00| we have

H (g7 C’”E o > Zmlnficy 1 where  fy-1 = inf H el (Sj|@EjE)V, (5.74)

veL;
defining
Zj = {M] [wAj—lEj—l/E} ’ w e S:(Aj_lEj_lﬁ) s.t. (JJA O—I(Lij,ll)} s (575)

with B being a register of large enough dimension to serve as a purifying register for any of
the Aj_1E;_ registers.

Consequently, if we instead define the following “normalized” tradeoff function on /C'\{L
ffull Z f|cJ 1(¢5),  where ]ﬁa{*l(éj) = f\@{*l(éj) + Rei=1s (5.76)

then

Hgffull(S{l‘a{LEn)p > 0. (5.77)
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Essentially, the above theorem tells us that for any choice of single-round trade-off
functions fléjl'fl, their accumulation yields a global trade-off function ffuu that estimates the
Rényi conditional entropy of the global state in a log-mean-exponential sense. Furthermore,
this accumulation preserves marginal-state constraints on the input state, making it suitable
for applying the source-replacement technique in PM protocols.

We highlight that the optimization in the definition of s, a1 above is generally not a
convex optimization. In the following lemma, we show that for each round, this optimization
can be written as an equivalent convex optimization problem.

Lemma 5.4.10. Let M € CPTP(Q, SECC) where the output is always classical on C’C
and let [ be a tradeoff function on CC. Let E be a register such that dim(Q) < dlm(E')

and let Pur be a purifying function for QQ onto E (Definition 4.2.2). Then for any state
wag and a € [3,1) U (1,00],

H (SU|5EE)M[W§E] > H (56|6EE)M[M%)], (5.78)

with equality if wop s pure, and furthermore for o € [1, 00|, the right-hand-side is a convex
function of We-

Proof. The proof follows from the same steps as in Lemma 4.3.7. n

In many scenarios, we may be interested only in the entropy conditioned on an event
(e.g., in QKD protocols that make an accept/abort decision and produce a fixed-length key
upon acceptance). In what follows, similar to Chapter 4, we provide a theorem that bounds
the Rényi conditional entropy conditioned on such an event. To that end, similar to the
notion of convex range in Definition 4.4.1, we introduce the “marginal-constraint convex
range”, which is essentially the convex range, with additional marginal constraints.

Definition 5.4.2. (Marginal—constrained convex range) For j € {1,2,--- n}, consider
channels £ € CPTP(A;_ 1AJ 1, Z;) and states 0V~ € S_(A;_;). Suppose furthermore that
Z;=Z;Z7 ... for some (finite) set of “sub-registers” Z;Z7 ..., and we have an embedding

of all the output registers Z; (resp. Z7,...) in a common register Z' (resp. Z”,...), in
which case there is a well-defined notion of taking mixtures of states with distinct Z; (by
embedding them in Z := Z/Z7...). Then the marginal-constrained convex range

Yz oft! the channels &; and states oV~ is defined as the set of all mixtures of states of

HStrictly speaking, the marginal-constrained convex range is not fully defined by only the channels &;
and states 01 since one also has to specify the embeddings. However, all of our subsequent results hold
for any choice of embeddings, so we will usually not specify this explicitly.
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the form &; [WA]-_lXj_J for some j and some w € S:(Aj_@}_l) satisfying wa,_, = gi{;ll).

Slightly more formally, we can write
Yz = conv (U {5j [wAj—llzJj—l} ‘ wE S:(Aj_lﬁj_l) st.owa,, = a%gf?}) 7 (5.79)
j=1

where conv(S) denotes the convex hull [18] of a set S.

Note that if all the channels £j5 € CPTP(Aj_lzg_l, Z;) and states U1 € S_(4,_,)

were isomorphic to a single channel £ € CPTP(A:{T, Z) and a single state o € S_(A), then
the marginal-constrained convex range would form a convex set, and could thus be defined
as:

Y, = {5 [wAﬂ ‘ w E S:(AZ/) s.t.wy = (TA} , (5.80)

which is exactly the structure assumed in [126]. With this notion, we obtain the following
bound on the Rényi conditional entropy, conditioned on an event:

Theorem 5.4.2. (Marginal-constrained entropy accumulation theorem, special case) For
eachj € {1,2,--- ,n}, take a state 0V~ € S_(A;_,), and a channel M; € CPTP(A;_1E; 4,
S;C;E;), such that C; are classical. Let p be a state of the form PspCrE, = M, o---0

Miwpn-1p,] for some w € S_(AV'Ey), such that Wyn-1 = 01(20) ®-® JX:_?.

Suppose furthermore that p = popjo + (1 — pg)p@ for some pq € (0,1] and normalized

states pa, pjg, and that all the 5’] registers are isomorphic to a single register C with alphabet

C. Let Sq be a convex set of probability distributions on the alphabet CA, such that for all ¢}
with nonzero probability in piq, the frequency distribution freqa? lies in Sq. Then, for any
a € (1, 00|, we have:

o 1
log — 5.81
. (5.81)

Hg(sﬁa?En)pm = nhg -

where (recalling vz denotes the distribution on C induced by any state vg)

hl = inf  inf
qEeSq uezngE o — ]_

D(dlva) + Y. a@HLSIEE),, |, (5.82)

éesupp(vg)
with ¥ gg,7 being the marginal-constrained convex range (Definition 5.4.2) of the channels

M; ®idg and states o= where Eisa register of large enough dimension to serve as a
purifying register for any of the A;_1E;_; registers.

146



Ao Ay An_1

E1 E2 En—l
Ey ——— M,y Mo M, — E,
S,C, 0, SyCorCly S,.C,.Ch

Figure 5.1: The setting for the marginal-constrained entropy accumulation theorem.

We note that the optimization in (5.82), as written, is not convex. However, we will
show later that it can be converted into a convex optimization problem.

Theorem 5.4.1 allows for choosing different tradeoff functions in different rounds, where
each choice can depend on the classical public values é{_l from preceding rounds. This
enables a fully adaptive procedure in which the choice of tradeoff functions can be updated
over the course of the protocol based on the history of public announcements.'?

5.4.3 MEAT (general statement)

In this part, we state and prove the most general form of f-weighted entropy accumula-
tion, allowing the channels to generate an additional “secret” classical register C'; in each
round.

Theorem 5.4.3. For each j € {1,2,---,n}, take a state cU=Y € S_(A; 1), and a
channel M; € CPTP(A; 1E;_1,S;C,;C;E;), such that C;C; are classical. Let p be a state
of the form pgngnenp, = Mno---0 Mi[wpn-1p,] for some w € S_(Ay~'Ey), such that

(0)

Wyn-1 =0y @+ & UX:;II) (see Fig. 5.1. For each j, suppose that for every value 6{'71, we

have a tradeoff function fléj—l on registers 6]@ Define the following tradeoff function on
1

IS

C,CY:

fan(@er) = fia1(6¢). (5.83)
Jj=1

2This is similar to the procedure in 4.3.3.
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Then for any o € (1, 00] we have

—n, Tf ] 1 o~ o~
HIwn(SPCY|CYE,), > 25111} Rt where Ky = Vlenzf Hy ' (S,C;|CEE),,
j 1
(5.84)
defining
~ -
Ej = {MJ [wAjflEjffEu} ‘ w e S:(AjflEjflEv s.t. UJAjil = O'I(ijil)} s (585)

with E being a register of large enough dimension to serve as a purifying register for any of
the Aj_1E;_ registers.

C’onsequently, if we instead define the following “normalized” tradeoff function on UT@?
Fran (@) = Zflcj 1(¢;¢;), where flé{'—l(éjéj) = f‘é{-_l(éjéj) + K1, (5.86)

then

H e (SrCH|CrE,), > 0. (5.87)

Before proving the theorem, we note a subtle difference between this and Theorem 4.3.1.
As reflected in the notatlon the choice of trade-off function here can depend only on the
public classical values c’ . This restriction is because challenges arise in the proof when

attempting to include dependency on é{_l, due to the absence of a “secret” memory register,
unlike in the GEAT model.

Proof. The proof is nearly identical to that of Theorem 4.3.1, except we invoke Theorem 5.3.1
instead of the chain rule used in that proof. First, let M > 0 be any value such that
M—f|é{71(éjé‘j) > 0 for all the f|é{71(5jéj) in the theorem statement (for all j). Now for each

J, define a read-and-prepare channel D; € CPTP(Uja{,ﬁj/C’\f D) of the form described in
Lemma 5.4.2, so that the state it prepares on D; satisfies

= HJ(D), , =M — fu1(&¢). (5.88)

ey e
|clcj \clcj

Now let N € CPTP(Aj_lEj_laf_l,DjS]@jEjé\{) denote a channel that does the
following

148



1. Apply M; ® P;, where P; is a pinching channel on 5{ ~!in its classical basis, hence
making the C} " registers classical.

2. Generate a Dj register by applying the above read-and-prepare channel D; on 6]-6’\{ .

Note that here, in each round j the tradeoff function only depends on previous public
announcements ¢ ', as opposed to & ¢~ in Theorem 4.3.1.'3

Observing that AV, o --- o Nj[w] is a valid extension of the state p in the theorem, we
can use p to refer to this state as well without any ambiguity. We now apply Theorem 5.3.1
iteratively to this state. Specifically, by identifying the channels and registers in that
theorem with those in this scenario (for each j) as:

o & € CPTP(AYy, X1V1) 4 Nj_jo---oNy € CPTP(AI2Ey, DI 18I 1T B, 7Y
o Ay A2

o Yy & Ej

o X; ¢ DITtgiel!

o YV, & Ej_lf?\{_l

e & € CPTP(AY;, X,Ys) & N € CPTP(A,;E;_1C?~", D;8,C,E;CY)

o Ay A,

e Xy < D;S;C;

o Yy E;CY

130ne would need to keep a copy of the registers éi_l in the output registers of A, for the tradeoff
function to be able to depend on 6{-71 as well. This was handled in the analysis done in Chapter 4 by
keeping that copy in a “secret” memory register; however, that was under the framework of the GEAT [39],
which allowed having a “secret” memory register such that there is no signaling from it to the adversary’s
register (see the discussion in Sec. 5.6 later). In order to accommodate a memory register in this framework,
one would need to construct a chain rule similar to the one in Theorem 5.3.1, but generalized to allow
handling a memory register under a non-signaling condition to the adversary. Such a chain rule seems
highly non-trivial to obtain, and we leave the analysis to future work.
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we have:
Hl(D}STCY|CYE,),
> Hl (Nyo---o Ny, DYSTTY, [wyn1])
> Hl (Nn, DnSnUn, [wAnfl]) + Hl (Nn—l o= o/\/’17 D?—IS?_16;L—1’ [wAg%])

> ZHT (NG D395C [wa; 1)

_Z inf H!(D,;S;C;|CVE;E),, (5.89)

v EE’

where Y denotes the set of all states that could be produced by N acting on some initial
state w' € S:(Aj_lEj_léj_lé\{_lE)M, such that w) | = ag 1).

The remainder of the proof is identical to the proof of Theorem 4.3.1, i.e., by applying
calculations similar to Eq. (5.61) above, we show that

H\(DrSCY|CTE,), = nM + HT»ffuu<s"6”\6;LEn>p, (5.90)

o HY\(D;S,CH|CLES )y = M + min inf A (ST CE ), (5.91)

1
ch vex

then substitute these relations into Eq. (5.89), which yields the claimed result by canceling
nM from both sides. O

We now proceed to prove Theorem 5.4.2. To begin, we first state the following duality
result.

Lemma 5.4.11. Consider any a € (1,00) and any p € S_(QQ' C) such that C is classical
with alphabet C. Then letting P& denote the set of probability distributions on C the pair of
functions (Ga » G, ) on RICI defined as

Ga,(f) = _Hi’f (Q|6Q,)p7

D (Aeg) + X MOHLQIQ),, XEPg (5.92)
GZ,,J(A) — éesupp(pg)

400 else,

n this step, let us take E to be of large enough dimension to be a purifying register for the input
registers in the N scenario as well; this can be achieved without loss of generality by expanding its
dimension as necessary.
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are convex functions that are convex conjugates to each other, where in the G, , formula
we recall that any tuple f € R s equivalent to a tmdeoﬁfunctwn on C’ and in the Gy,

formula we recall that pg denotes the distribution induced by p on C.

Proof. First, we establish the convexity of G, ,(f). To achieve this, let f, A, pg denote the
restrictions of f, A, pg, respectively, to the support of pg, i.e., supp(pg). Furthermore, let

H,, denote the tuple of values {Hl(Q|Q’)p‘é}éesupp(pa). Similar to the proof of Lemma 4.4.4
we exploit the notion of log-sum-exponential function:

—CY ~ a=1Y(In2 —HT /
ap(f) = 1 (252) ) (FO-HLQIQ,,)
Gaplf) (¢ —1)In2 " ) Z pl)e
éesupp(pg)
& ~ a—1 L~
= CEE logsumexp <ln (pa) + (T) (In2) (f — Ha>> , (5.93)

where In (7’6) is the elementwise logarithm of ps. Convexity follows by noting that o > 1,
the log-sum-exponential function is convex [15], and G, ,(f) is constant with respect to any
f components outside of f.

Since G, is convex and finite over the entire set RICl, taking the convex conjugate
twice returns the original function [18], so to prove the claimed result, it suffices to show
its convex conjugate has the formula in (5.92). The convex conjugate of G, ,(f) is, by
Definition 2.3.5,

G p(A) = sup (A-f—G,,(f)). (5.94)

fCRICI

Note that if A is such that supp(X) € supp(pg), the optimization is +oco. This is because
for those values of ¢ such that A(¢) # 0 and p(¢) = 0, G, ,(f) becomes independent of the
corresponding f(¢), and therefore, depending on the sign of A(¢) we either set f(¢) — oo
or f(¢) — —oo to make the objective diverge to +00. This behavior matches the formula
given in Eq. (5.92), since for those A that supp(A) € supp(pg), either A ¢ P, which the
optimization results 400, which is reflected in the formula in (5.92), or A € Pg, in which
case D(A||pg) becomes +oo.

Thus, we only focus on the case where supp(A) C supp(pgz). Hence, for such A, the
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optimization for Gy, , reduces to

Gop(A) = sup (X f— Gajp(Nf))
feRICI

= swp (X5 Guyle)). (5.95)

supp(ﬂg)‘

geR

Since the above optimization is concave, any stationary point would be a global maximum.
We differentiate the objective to find that such a stationary point would have to satisfy:

p(6)e( 550 w2 (s-Hl@IQ)s,)
Vé € su =),  A(¢) = . 5.96
pp(pg),  A©) Sy (6)6(%)@12>(g(a)le(Q|Q/>plé) (5.96)
We first note that the above equations can only have a solution if >, A(¢) = 1 (this can
be seen by summing the equations over ¢). Therefore, let us first focus on the case where
A € Pz and has support equal to supp(pg). In this case, log A(¢) and log p(¢) are finite for
all ¢ € supp(pg), which allows us to take the log on both sides of Eq. (5.96) and show that

a valid solution exists. Evaluating the objective function at that solution yields

GoN) = —=D(Allpg) + Y. AOHIQIQ),. (5.97)

écsupp(pg)

where the first term is the KL divergence. Other remaining cases can be handled similarly
to the proof of Lemma 4.4.4. n

With this, we have the following duality result, which is similar to Lemma 4.4.5.

Lemma 5.4.12. Let M € CPTP(Q, SEE;'\) where the output is always classical on 6’\ let
E be a register such that dim(Q) < dim(E), and let Pur be a purifying functzon for @
onto E (Definition 4.2.2). Let P5 denote the set of probability distributions on C and

consider any Sq C Pz and any @ C S_(Q). For any w € S_(Q), define a corresponding
state v* == M [Pur (w)] Then, the optimization

sup inf inf (HTf(S|C'EE)Vw +f- q) (5.98)

f qESq weO

1s the Lagrange dual problem of the following constrained optimization:

«

inf inf inf
q€Sq AEPH w€eO o —

ve)+ Y. MOHL(S|IEE):

cesupp(uA) ’

st. q—A=0

(5.99)
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in which the objective function is jointly convex in A and w (and q, trivially).

Furthermore, if Sq is convez and © is convex and compact, the values of (5.98) and (5.99)
are equal, i.e., strong duality holds.

Proof. The proof is identical to that of Lemma 4.4.4, except with the convex-conjugate
result in Lemma 5.4.11 instead. O]

Aided by the above lemmas, we now prove Theorem 5.4.2.

Proof. We proceed in a similar fashion to the proof of Theorem 4.4.1. We begin by
considering the same channels A and state as in the proof of Theorem 5.4.3. Let Q be
the set of all values ¢ with nonzero probability in pjo. Then, we have the following result,
which is analogous to Corollary 4.3.1:

Hl(SmC{lEn)pm 2 HQ(D?SmO?ENMQ - n;l’gg Ha(D?)p\a;L
T non|n n a 1
> H,(DyST|CY En)p_ma)fHa(Dl)pmn - log —
e 1oa—1 Po
—~ « 1
= HI(D}S}|CYE,), — nM + min frun (&) — log —
mef a—1 " pq

. Tof-1 — o~ ‘ o a 1
> (Z ulngj H, 1&g (S]|O]E]E)V> + min ffun(cl) — log —,

aen a—1 "pq
(5.100)
where the first line is Lemma 5.4.10, the second line is [1], Lemma B.5], the third line

is (5.59), and the fourth line is by (5.89) and (5.91).

Let f be an arbitrary tradeoff function on C such that for all tradeoff functions we have
f‘éjl-_1 = f. Then, the above bound yields

+ 7 an|n : ™f ~ Pt ; @ 1
H(STICY En)ﬂm 2 (Z Vlengj H, (Sj‘CjEjE)V) + qlélgg f-qn-— a_1 log p_g

(67

e~ 1
> 1 1 va . _ . .
> inf _inf (HI(S|CEE), +£-q)n log—,  (5.101)

SCEE a—1 §%9)

where the first line rearranges the summation in f, the same way as the Corollary 4.4.1
proof, and the second line holds since the marginal-constrained convex range Xz, contains
every state v € ;.
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We now reparametrize the optimization over ¥ ¢z, in terms of a specifically constructed
channel M. We begin with embedding all the registers A;_; and £;_; into some register A
and E of large enough dimensions. secondly, extend all the channels M; to act on S_(AE).
Then, we let J to be a register of dimension n, and define M € CPTP(AEJ, S@E) to be a

channel that does the following

1. Measure J in some basis |j) (we refer to this basis as its classical basis).

2. Conditioned on outcome value j, implement the channel M; on the registers AE,

producing an output state on SCE (via the embedding chosen in the definition of

ZS@EE) .

Furthermore, we define the following convex and compact set:

Oupy = {w € S_(AEJ) | w is classical on J, with wag; € S=(A;_1E;_1) and wa|; = 0%;11) } ,

(5.102)

where the conditions on wy; are interpreted with respect to the embeddings of A;_;F;_; in
AFE.

We now show that the channel M and set ©45; have the following property: This
channel and set have the following critical property:

Sse5E = AM [WapsE] ‘ wES_(AEJE) st.waps € Oaps} (5.103)

C direction: Let ogzu5 € Yogpp- Then,

3 wAEJE s.t. O'S/C\E’EV: ./\/l (CUAEJ’ET) /\WAEJ’EV: ijwAj_lEj_lﬁj ® |.7><j|J7 (5104>
J

where p; is a probability distribution and w, are normalized states satisfying
J

' 71Ej71ET|j
Wl = a(ffl)Aj_l. Therefore, wag; € Oapy.

O direction: The first operation performed by M is to measure J in its classical
basis, which will collapse the input state w,, 7 into a mixture of the form @, = =
> PiW gz, © 1)l ; for some probabilities p; and normalized conditional states W, ;-
Furthermore, given that the input state satisfies wag; € © oy, by definition this means wag
is classical on J, thus it is unchanged by the measurement and we have Wap; = waps € Oap.
This implies Wap; € S=(A4;_1E;_1) and Wa; = U(X:l), thus the second action of M
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produces a mixture of states M [w A Ej_{}fu} for some w Ay 1By 1Bl satisfying the marginal
constraints, as desired.

Therefore, with this parametrization, we can express Eq. (5.101) as follows:

inf inf (H"(S|CEE), +f-q)= inf inf HY (S|CEE) pqiy 1+ F -
q€Sq V€256E§< (5 ) q) A€Se  LeS_(AEJE) ( " (5] JMs 58 q)
st. WARJEO AR

= inf inf (H}'(S|CEE),.+f-q),  (5.105)

qeSq wEB 4R s

where ¥ := M [Pur (wapys)| for some choice of purifying function Pur, as given in Defi-
nition 4.2.2, for AEJ onto E. The first line above holds by (5.103), and the second line
holds by data-processing in Lemma 5.4.4. Moreover, the objective function in the last line

is jointly convex in q and w by Lemma 5.4.10.

Since the result of (5.105) holds for any choice of tradeoff functions, the bound can be
optimized by maximizing over f, i.e.,

; ; N (SIOEE :
81f1p qléﬂsfQ welél,fEJ (Ha (S|CEE), + £ q) : (5.106)
By Lemma 5.4.12, the optimal value of the above optimization is the same as Eq. (5.99).
The claim of the theorem then follows by observing that the value of (5.99) is equal to
hl, since we can substitute the @ — A = 0 constraint into the objective and use the same
reasoning as in (5.105) to again reparametrize the optimization over input states w € © gy
into an optimization over X (&% ]

We highlight that, similar to the discussion after Lemma 4.4.5 in the previous chapter,
the optimal dual solution to (5.98) is precisely the optimal choice of f to use in (5.101).
Therefore, similarly, by extracting the dual solution when solving (5.99), one obtains a
choice of f that yields good key rates when applying Theorems 5.4.1 and 5.4.3.

Before demonstrating how to prove security for PM-QKD under the framework in this
chapter, we present the following corollary, which states that the bounds that were obtained
under previous variants of EAT (especially, the bound obtained in Chapter 3) are also valid
(while suboptimal) under the MEAT framework.

Corollary 5.4.1. For each j € {1,2,--- ,n}, take a state a1 € S_(A; ), and a
channel M; € CPTP(A;_1E;_1,S;C,;C;E;), such that C;C; are classical. Let p be a state
of the form PspTiCrE, = M, o0 ./\/ll[wquEO] for some w € S_(AV'Ey), such that

Wyn-1 = O'(AOO) ® - ® al(;lnill).
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Suppose furthermore that p = papia + (1 — pa)pg for some po € (0,1] and normalized

states pia, pjn- Let Sq be a convex set of probability distributions on the alphabet C x a
such that for all cicy with nonzero probability in piq, the frequency distribution freqa?é,f lies
m Sq. Moreover, let f be a min-tradeoff function, i.e., for all j:

Yoy, H(S,C|CEE), > f(ve ), (5.107)

where ¥; is defined as in (5.85) (i.e. the set of output states of M; under a marginal
constraint and with a purifying register on the input state). Let hyn be a value satisfying
f(freqé?é?) > hyn for all Ei¢t with nonzero probability in pio. Then for a € (1,2) and
a=1/(2— «a), we have

i~ 1
HL(STCICT En) g = nhox +nT0(f) = nla — 1) Ka(f) — — -log —,
R . i (5.108)
HL(STTYICT By > nhox + nTa() = (@ = 12K ) =~ log -~
- Q

where (letting k =1 if S is always classical and k = 2 otherwise, and letting dz; denote the
distribution with all its weight on the value ¢¢):

To(f) = min inf (H(S,C;|CiEE), — f(veg) — (0 — DV (f.veg)) .

J I/GEj
In2 2 ) _
V(f,p) = - <log (1 +2dgq) ++/2 + Var(f, p)) , where dgc = max dim(S;C}),

Var(f,p) = ZP(Eé) (f((Sc@) - Zp(é’é')f(5c/a/)> )

9(a—1)(klog dsc+Max(f)—Ming(f))

Ka — 1 3 2ﬁlogdsc+Max(f)7MinQ(f) 2
(/) 6(2—a)?In2 " ( —i—e),
Max(f) = sup f(p),  Ming(f) =min inf f(rez).

pEPEE\ Jj  vey;

(5.109)

Proof. Let D; € CPTP(aj@,Uj@Dj) be read-and-prepare channels, as defined in the
proof of [37, PropositionV.3], such that the entropies of the D, register depend on f,
analogous to the dependency of tradeoff functions in Lemma 5.4.2. Defining N := D; o M;,
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we can apply Theorem 5.3.1 iteratively to obtain

H}(D} ST |CY En)wyo-onite) = HL(D}STCY|CT B, W (Mtagy 1 )oonite
n 5{17 w

> Z Hg (_/\/’] & idaq, Dijaj, [WAJ-,J)
J

_ ZHT (N, D;S,C, [wa, )

_Z inf HI(D;S;C;|C,EE),, (5.110)

v EE’

where Y denotes the set of all states that could be produced by N acting on some initial

state w’ € S:(Aj_lEj_lﬁ) such that w) | = Ug 1). The remainder of the proof then
follows the same steps as in the proof of | Supplement, Theorem 2. O

5.5 Security of PM-QKD protocols via the MEAT

In this section, we show how the MEAT statements from the previous section can be
used to bound the secure key rate in a PM-QKD protocol. We begin with the simple
cases—namely, protocols where the measurements are all completed before any public
announcements are made. In this case, by employing the source-replacement technique [20,

], the state produced in the protocol before the error-correction and privacy amphﬁcatlon
procedure can be written as M, ® - ® M, [w"], for some measurement channels /\/l €
CPTP(Aij,SjajIj) acting on the joint state of Alice, Bob, and Eve w° € S:(A?B?E\),
such that it satisfies the marginal constraints on A}. Then, a bound on the desired entropic
quantity, which in turn leads to a bound on the securely extractable key length, is obtained
by applying the result of Theorems 5.4.1 and 5.4.2 (depending on whether the protocol is a
fixed-length protocol or a variable-length protocol) when identifying registers as follows:

[} E] = B;-Lil_[{ﬁ,
° Mj — H] ® idBT_HlI{'—l’ET,

and observing that it is not necessary to explicitly account for the idgn-1,-17 terms in
j 1
these channels when computing the single-round quantities, because all those computations
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are stabilized by the purifying register E , which can be used to absorb the optimization
over the input registers to the identity channel id gn-1,-17.
j 1

Moving on to the more general situation, the MEAT framework can also handle scenarios
where some announcements are made before the completion of all measurements. This
structure of announcements is termed “on-the-fly” announcements, which requires a more
sophisticated analysis. To that end, we begin by stating the structure of protocols compatible
with this framework.

Protocol 5. Prepare-and-measure protocol.

Parameters:
n € No : Total number of rounds
{p X0, %1 Classical-quantum states prepared by Alice
{tA B gamnyn Timings of various steps (see below)

We require the times listed above to satisfy the following conditions:'®

e For each j € {1,2,...,n}, we have tjA < tf <t

e Each of the sequences {t'}7_,, {t?}"_,, and {¢2™}"_, is monotonically increasing.
Protocol steps:

1. Alice and Bob perform the following steps for every j € {1,2,...,n}.

(a) State preparation and transmission: At time t , independently for each

round, Alice prepares some state pg(j Q where X is a classical register. She then

sends out ); to Bob through a quantum channel that is controlled by Eve.

(b) Measurements: At time tf, Bob receives some quantum register from Eve and
acts on it with some POVM. Then, he stores the outcome in a register Y.

(c) Public announcement: At time ¢3"", Alice and Bob publicly announce (and
potentially communicate) some classical information based only on the values
X,;Y,. Denote all such public information as a classical register I,;, and suppose

VR 8 j

they contain a “public test data” register 6'] for use in later steps.

15We note that these requirements are minimal. The first condition, tf" > t;‘, is the fundamental physical
requirement, and the second inequality, 5™ > t] , prevents Eve from attacking the state based on the basis
choices. Essentially, the second Condltlon is a time-ordering constraint in the sequence of preparations,
measurements, and announcements individually. Notably, these conditions do not restrict the repetition
rate, unlike existing GEAT-based proofs.
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(d) Raw data processing: At any time after ¢3"", Alice computes a classical
value S; based only on her raw data X, and the public announcements I; .
Furthermore, if desired, at this point Alice can also compute some “secret test
data” register a,- that is not announced.

2. Alice and Bob apply various further classical procedures, such as an acceptance test or
variable-length decision (depending on whether it is a fixed-length or variable-length
protocol [101]), error correction, and privacy amplification.

To prove security for a QKD protocol, one needs to bound the Rényi conditional entropy
or f-weighted entropy, depending on whether the goal is to prove the security of a variable-
length or fixed-length protocol, respectively, of the state produced at the end of Step 1.
However, the structure of the MEAT statement provided in this chapter does not align well
with the protocol description. Therefore, we reduce the analysis to another model that
is compatible with the MEAT statement. We note that this reduction entails no loss of
generality.

We begin by considering a modified protocol in which all of Alice’s preparation steps,
as well as the announcement steps, are shifted to an earlier time in the protocol. To be
more precise, we define new timings t]A and 5™ such that they satisfy

< o<t <tB i B < fim << pim (5.111)

In other words, Bob’s timing remains unchanged, whereas Alice’s timings are all shifted to
occur before Bob performs his first measurement. Additionally, the announcement timings
are moved forward so that, in each round, they occur immediately after Bob performs his
measurement for that round. In other words, in this modified protocol, Alice first prepares
and sends out all the states. Then, Bob begins receiving the first state and performs
a measurement on it. This step is followed by Alice and Bob making announcements
to generate [, and they proceed to the next round, continuing this process until all
measurements and announcements are completed.'6

Given that the security of the modified protocol implies the security of the original
protocol, we focus on analyzing the former. In the modified version, all of Alice’s states
are prepared before Bob performs his measurements. With this in mind, we apply the
source-replacement technique, wherein Alice’s preparation step, which generates the CQ

16We note that no generality is lost in focusing on this modified protocol, since, compared to Protocol 5,
we are essentially providing various registers to Eve at an earlier time. She can perform any action she
could have in the original protocol by simply ignoring the fact that she has access to more states earlier.
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state ®;‘:1 pgngj, is equivalent to an alternative preparation in which Alice prepares a
pure state ®?:1 ]w(j )> A0, and then performs a suitable measurement on the A; systems.
Note that Alice’s measurement on A; commutes with all other operations except the public
announcements involving X;, which means it can be deferred until that step. Therefore, we
consider the following entanglement-based protocol, which produces exactly the same state
as the modified prepare-and-measure protocol described above.

Protocol 6. Virtual entanglement-based protocol.

Parameters:
n €Ny : Total number of rounds
{W J)> 4,0, } : Quantum states prepared by Alice
J
{tB, fann " : Timings of various steps (see below)

Protocol steps:

0. State preparation and transmission: Alice prepares a pure state ®?:1 |1/1(j)>A‘Q.
J %]
She then sends out @} to Bob through a quantum channel that is controlled by Eve.

1. For each round j € {1,2,...,n}, Alice and Bob perform the following steps.

(a) Measurements: At time th, Bob receives some quantum register from Eve and
acts on it with some POVM. Then, he stores the outcome in a register Y;. At
the same time, Alice measures A; and stores the outcome in a register X;.

(b) Public announcement: At time f?nn, Alice and Bob publicly announce (and
potentially communicate) some classical information based only on the values
X,Y;. Denote all such public information as a classical register I;, and suppose

that they contain a “public test data” register 6’] for use in later steps.

(c) Raw data processing: At time f?nn, Alice computes a classical value S; based
solely on her raw data X; and the public announcements I;. If desired, she
may also compute a “secret test data” register @- at this point, which is not
announced.!”

1"Note that this step differs in time ordering compared to Protocol 5. However, since the processing
operations Alice uses to generate the S; register commute with all other operations occurring after ¢5",
this change does not affect the protocol.
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2. Alice and Bob apply various further classical procedures, such as an acceptance test or
variable-length decision (depending on whether it is a fixed-length or variable-length
protocol [101]), error correction, and privacy amplification.

The virtual protocol described above is now compatible with the channel structure
required for MEAT. Specifically, we identify the registers A} (resp. Q7) in the above protocol
with the registers A7 ' (vesp. Ey) in the MEAT theorems in Secs. 5.4.2-5.4.3.1% Let M;
denote the channel that performs all physical processes occurring during the time interval
(f?ﬂ‘}, f‘;nn] . That is, it includes Eve performing any operations on her side-information based
on I;_; and preparing a state to send to Bob, followed by Alice and Bob measuring their
J™ systems, announcing the public information /; (which Eve immediately incorporates
into her side-information), and generating Alice’s value S;. With this structure in place, we
can apply various MEAT statements from Secs. 5.4.2-5.4.3 to derive a secure bound on the

extractable key rate.

5.6 Conclusion and open questions

In this chapter, we derived a chain rule for channel conditional entropies defined through
sandwiched Rényi entropies, for the region o > 1. Furthermore, we showed that these
channel conditional entropies are strongly additive across a tensor product of channels.
Motivated by cryptography, we combined this chain rule with techniques developed in
Chapter 4 and [120] to prove the MEAT, a new EAT result that is compatible with having
some form of marginal constraint on the input. Finally, we explained how one can use the
analysis in this chapter to obtain a security statement for prepare-and-measure protocols,
without imposing any of the repetition-rate constraints required in the GEAT approach,
and covering a wider range of scenarios than [120].

Going forward, several directions can be explored. Notably, as briefly mentioned earlier,
one limitation of this framework compared to the GEAT is its handling of a “secret” memory
register. In particular, as noted in previous chapters, the GEAT considers channels of the
form

M, € CPTP(R;_1E,_y, S;R,E,C;C}), (5.112)

18We highlight that if the protocol is such that it keeps a classical secret register C, due to some technical
difficulties, we were unable to prove a theorem analogous to Theorem 5.4.2 such that it accounts for
C as well. However, we emphasize that this limitation is specific to Theorem 5.4.2; as we proved, the
accumulation of f-weighted entropies in Theorem 5.4.3 remains valid even in the presence of a classical
secret register C.
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where the R; registers serve as internal memory registers that can be updated in each round
and passed to the next channel. The single-round entropies analyzed in the GEAT have the

form H,(S;C,;|C,E;E), without the R; registers appearing, as long as the channels satisfy
a technical “non-signaling” condition from R;_; to E; (see Definition 4.2.1).1

The MEAT does not accommodate such a property, since all the output registers of
each channel appear somewhere in the single-round entropies in our results. Conversely,
the GEAT channel structure can in principle incorporate the MEAT channel structure by
setting the R; registers in the GEAT channels to be trivial (in which case the NS condition
automatically holds) and identifying each Ej register with the registers A?’IEJ- in the
MEAT channel structure, taking the j*" GEAT channel to act as identity on the registers
A;“l.?o However, this comes at the cost that the GEAT does not impose any marginal
constraints on the input states, which makes it difficult to use for analyzing PM-QKD in
the manner we described in Sec. 5.5.

A natural question is whether the GEAT and the MEAT frameworks can be unified.
The GEAT was obtained by deriving a chain rule similar to our Theorem 5.3.1, but where
each channel can output registers R; that do not appear in the conditioning, via a series of
arguments based on the NS condition. Unfortunately, the series of arguments used in [39)]
does not directly translate to the MEAT framework. For instance, it is unclear how to
adapt the statement of Lemma 3.3 in [89] to one that aligns with the structure of the
MEAT framework. This remains an important question for future work.

Another potential direction for future work is to explore whether a similar entropy
accumulation statement can be formulated with different marginal constraints. For example,
instead of requiring the global marginal state in Theorem 5.4.1 to be a tensor product
of individual states, one could consider a less restrictive class, such as certain forms of
separable states that are not necessarily tensor products. In a completely different direction,
it might be valuable to investigate whether the techniques used in this chapter to prove
the strong additivity of channel conditional entropy could provide insights into additivity
problems in other areas of quantum information theory.

9We note that without such a non-signaling assumption, the memory register would, in fact, affect the
entropies by appearing in the conditioning register of the single-round conditional entropy.

20Note that this means the registers A;lil would appear in the conditioning systems for the j*-round
entropy term in the GEAT; however, in the MEAT they were effectively also present as part of the stabilizing
register, in some sense.
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Chapter 6

Mutual information chain rules for
security proofs robust against device
imperfections

So far, all the analyses have been carried out under the assumption of perfect sources
and detectors. Here, we propose a model to account for memory-based imperfections at
both the source and detector levels.

This chapter is based on [3].

6.1 Introduction

Conventional security proofs in quantum cryptographic protocols—such as quantum key
distribution (QKD)—typically assume that, following measurement, the resulting raw key
data remains secure and independent of subsequent processes. However, this assumption
often breaks down in practical implementations, where real devices may exhibit imperfections.
Examples include photon leakage from detectors [75, ] or source imperfections and
correlations [24, 96, 86, 25], where the emitted states may deviate from their ideal forms or
display memory effects across rounds.

To more accurately reflect practical setups, it is essential to incorporate such imper-
fections into the security analysis. We also emphasize that a suitable security framework
capable of handling these imperfections should be robust against small deviations from the
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ideal case. While this may seem intuitive, phenomena like information locking [73, 36, 133]
demonstrate that even minimal leakage can lead to severe security vulnerabilities.

To address this issue, in this chapter, we propose a variety of chain rules involving
mutual information quantities to quantify the amount of information leakage from imperfect
devices. While most intuitive in the context of photon leakage or similar mechanisms, we
demonstrate that these rules are also applicable to other imperfections, such as source
correlations. From an information-theoretic standpoint, our bounds are natural in that
they involve mutual information quantities, capturing the correlation between the leakage
and the secret data. Moreover, they are straightforward to apply in practice, as our final
results involve simply subtracting easily computed corrections from the key rates obtained
through existing entropic proof techniques.

We begin by proving a chain rule that connects smooth min-entropy and smooth max-
information, characterizing the information leakage caused by an additional conditioning
register in a one-shot setting. In prior works, the usual method was to subtract the logarithm
of the leakage register’s dimension. In [127], a tighter bound was established using smooth
max-entropy to quantify the leakage. However, that bound still falls short of the tightest
result one might hope for. Intuitively, when leakage occurs, what should matter is the
amount of its correlation with the secret data. This intuition is supported by the chain
rules for von Neumann entropies, where the impact of removing a conditioning register is
captured by the conditional quantum mutual information (CQMI) [20].

One of the main challenges in obtaining the tightest possible bound is that there is
currently no consensus on a suitable definition of smooth max-CQMI, and in this thesis, we
do not aim to introduce such a definition. However, it is well known that an upper bound on
CQMI in the von Neumann regime is the mutual information between appropriately chosen
registers, which is also a measure of correlation [68, 29, 30]; furthermore, unlike smooth
max-CQMI, there are well-behaved definitions of smooth max-information [22]. Here, we
show a chain rule in which the effect of removing a conditioning register is measured by
mutual information, thus improving over previous bounds by being based on a more natural
quantity.

We highlight that a chain rule for the Rényi generalization of the above (without
smoothing) was derived in [87]. However, the grouping of registers in that chain rule is
such that it is harder to apply in contexts such as QKD security proofs. Moving on, given
that in QKD applications the mutual information measure is typically evaluated over an
n-round global state, we prove an “information bounding theorem” that provides a method
to decompose Rényi mutual information into a sum of mutual information terms evaluated
over the so-called “single-round” state.
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However, these results still have some limitations in how leakage processes can be
handled, as they essentially analyze the leakage registers as a “separate” process from the
main protocol. This is restrictive, since for some device imperfections, a more realistic
description of the protocol would allow the leakage to occur during the protocol itself,
and it does not seem straightforward to apply the above tools in such cases. To address
these scenarios, we modify the result of the GEAT [38] to incorporate leakage within that
framework, allowing the adversary to act on the leakage register during the protocol.

We note that the question of quantum cryptography with leaky devices has been
considered in various works: [75, , , , 95] studied various forms of leakage behavior
in IID scenarios; [61] considered a leakage model accounting for a bounded number of qubits;
and [112] explored various forms of “probabilistic” constrained leakage. Furthermore, various
source imperfection models were studied in [24, 96, 25]. In particular, an approximate
version of entropy accumulation was developed in [85], and a related approach was used
in [80] to analyze some forms of source imperfection. However, it is unclear whether the
class of imperfections considered here is comparable to that of [36].

6.2 One-shot chain rule

In this section, we derive a chain rule relating the smooth min-entropy to the smooth
max-information, suitable for one-shot characterizations of information leakage introduced
by an additional conditioning register. This is achieved through an operational argument
based on the task of quantum state redistribution. To clarify the discussion, we first define
state redistribution protocols:

Definition 6.2.1. (§-Quantum state redistribution; see [35, 3, 16]) Consider any state
p € S_(ABCD). The protocol consists of three parties, Alice, Bob, and a reference party,
where Alice begins with registers AC, Bob has B, and the reference party has D. In
addition, Alice and Bob have access to any shared entangled state pap.. The goal is for
Alice to transmit the C' register to Bob, possibly assisted by the shared entanglement, such
that the final state on ABC'D after the protocol is d-close in purified distance to the initial
state. More formally, let () denote a quantum register Alice sends to Bob in the protocol.
A d-quantum state redistribution protocol for p consists of a pair of encoding and
decoding channels £ € CPTP(AA'C, AQ) and D € CPTP(QBB’, BC), such that

P (papcp, (Do &) (papep @ parpr)) < 0. (6.1)

We refer to log|Q| as the quantum communication cost of the protocol.
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We now employ this task to derive a one-shot chain rule.

Theorem 6.2.1. For any p € S_(SLE), consider a purification |p)p| € S_(SLEP).
Suppose there exists a d-quantum state redistribution protocol for p (Definition 6.2.1) in
which Alice holds PL, Bob’s initial register is E, the reference holds S, and the register to
be transmitted is L'. Let the quantum communication cost of the protocol be log|Q| with
Q being the encoded register as mentioned in that definition. Then for any e € [0,1), the
following holds:

HISP(S|LE), > HIS(S|E), — 21og Q). (6.2)

If the register Q) in the state redistribution protocol is classical, then in the above bound,
2log |Q| can be replaced with log|Q)|.

Proof. Consider a d-quantum state redistribution protocol where Alice, Bob, and the
reference hold onto the registers indicated in the statement of the theorem. We write
the initial state of the protocol as psrppxy = |p><,0|SLEp ® pxy, where pxy is the shared
entanglement between Alice and Bob. Then, by Definition 6.2.1 there exist an encoding
€ € CPTP(LPX, PQ), and decoding D € CPTP(QFEY, LE), such that

P (pérgps psrep) <0 (6.3)

where (leaving identity maps implicit) p%, pp = (Do &) (psLepxy). Denoting the state
after the encoding map as psppoy = €(psrepxy), we have

HIFH(S|ILE), > HIS(S|LE)pogiy)
> HIF(S|IQEY ey
> HIF(S|EY gy — 210g Q)|
= HI#(S|EY), — 2log|Q|
> HIS(S|E), — 2log Q) (6.4)

where the first line holds by Eq. (6.3), the second line is an application of data-processing
(Theorem 2.2.1), the third line follows from Proposition. 3.3.5 in [77], the fourth line follows
from the fact that the encoding channel £ acts as identity on SEY registers, and the last
line holds since by construction pspy = pseg ® py. Note that by the isometric equivalence

Note that while the ordering of the assigned registers here seems unintuitive at first glance, it is in fact
in the correct ordering to give a proper CQMI-like term.
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of purifications and the isometric invariance property of min-entropies, the above proof
holds for all purifications of pgrg.

The version for classical @ holds by simply noting that we instead have H1:*(S|QEY )¢, >
HI£(S|EY )¢, — log|Q| in that case, or alternatively by noting that any such state redis-
tribution protocol can be converted to one where () is fully quantum but halved in size, via
dense coding (since we are allowing arbitrary entanglement assistance). O]

So far, all existing achievability and converse bounds on one-shot state redistribution
protocols, as shown in [5, 4, 2, 3], indicate that the optimal quantum communication
cost should take the form of a one-shot CQMI-like quantity. However, the quantities
introduced in those works are not easy to analyze. It is also worth pointing out that
neither of the definitions provided in [17] is very well-behaved. For this reason, we resort
to a simplified version of the above result, based on a looser term involving smooth max-
information. Specifically, [3] provides an achievable rate for the quantum communication
cost of a d-quantum state redistribution task, which involves a looser quantity than smooth
CQMI—namely, the smooth max-information between suitable registers. We use that result
to derive the following bound:

Corollary 6.2.1. For any p € S_(SLE), 6 € (0,1), and any € € [0,1) the following holds:

155 € 4
HIS(S|LE), > HIS(S|E), — 1(5B; L), ~og ) (6.5)
Proof. According to the result in [3], there exists a d-quantum state redistribution pro-

tocol in which Alice holds PL, Bob’s registers are trivial?, the reference is ES, and
the register to be transmitted is L, such that the quantum communication cost is®
log |Q = 3I%°(SE; L), + log (3). Note, however, that this can also be validly viewed
as a d-quantum state redistribution protocol where Alice holds PL, Bob holds E, and the
reference is S; in which we just constrained Bob’s decoding channel to act as the identity
on FE. Therefore, we can apply Theorem 6.2.1 on this result, which gives

HLEP(SILE), > HIE(S|E), — 21og Q)
4
> HIZ(SIE), - 1(SB; ), ~log ). (6:5)

as claimed. O

2This scenario is usually referred to as quantum state splitting.

3Strictly speaking the proof in that work only straightforwardly applies when the smoothing in I%° is
taken over normalized states, but as discussed bellow Definition 2.2.10, this is not an issue for this version
of smooth max-information.
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It is also possible to derive a similar chain rule for the case where the smooth max-
information is defined based on the unoptimized definition of Rényi mutual information
in Definition 2.2.7 (i.e., I, instead of I}¢). However, we note that the derivation in this
case is more straightforward, proceeding from the SDP characterization of min-entropy
combined with the simultaneous smoothing technique, and does not rely on any operational
characterization. We start by first presenting a version without smoothing:

Theorem 6.2.2. For any p € S<(SLE), the following holds:
H&(5|LE)p > H;(S|E)p — I (L:SE),. (6.7)
Proof. Consider the SDP for Dy, [117, Chapter 4.2.4]:

oD (psLellPL®pse) —minimize o
m

subject to psre < ppr @ pse (6.8)
p=0.
From this, it is clear that
psip < 2Doo(PSLE||pL®PSE)pL ® psE - (6.9)
Now consider the SDP for HI [117, Definition 6.2] (note that this is consistent with the
HI_ definition we used; Definition 2.2.5):
9~ HL(SILE), minimize Tr[oLg]
OLE
subject to [s ®orp > psLe
org 2 0
< minimize Tr[oLg] (6.10)
OLE
subject to Is QoL > 2D°°("5LE”pL®”SE)pL R psE
ore > 0.

The inequality holds because by Eq. (6.9), the feasible set in the second SDP is smaller.

We further consider

0 HE(SIB) —minimize Tt [wE]
WE
subject to g ® wg > psE (6.11)

wEZ()?
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and denote an optimizer for this by w}, i.c. w¥ is feasible and Tr [w}] = 2~ H&(SI1D),,

For the SDP in Eq. (6.10), we now pick
OLp = 2D00(PSLEHPL®PSE)pL R wh . (6.12)
This choice of o5 is feasible since
ls ®@orp = 2DOO(PSLE||PL®PSE)]IS ® pr Qwh > 2Doo(PSLE||pL®PSE)pL Q psE (6.13)
where the inequality holds because wj, is feasible, i.e., [ ® w} > psp. Therefore we get

9—HL(SILE)pgp < Tr |:2DOO(PSLEHPL®PSE)pL ® wTE]
< 9Doc(psLillPL®psE) | Ty [WE]

— 2Doo(PSLE||PL®PSE)*H20(S|E)P ) (6.14)
Taking the logarithm yields the result. 0

We now proceed to prove a chain rule involving the smoothed quantities.

Corollary 6.2.2. For any p € S<(SLE) and € € [0, 1), the following holds:

H;E(S|LE)/, = H&€/3(5|E)p - Igf(L : SE),. (6.15)
Proof. The proof technique we use here is similar to the one used in [22, 15, 10]. For

compactness of notation, let us write B.(p) C S<(SLE) to denote the set of subnormalized
states e-close to p in purified distance. The proof follows from a sequence of lower bounds
on HI¥(X|BC),. First, from Theorem 6.2.2 we have

HIF(S|LE), > max (HL(S|E), — I(L:SE).) (6.16)

wEB:(p)

We can lower-bound the maximization by splitting it into two parts as follows:

(6.16) > max max (HL(S|E)
@eB./3(p) Tsp€End(SE) s.t.

TspdsieThy €Bye/3(w)

—I(L:SE)

TSE@SLET;E TSE‘:’SLET;EE)

(6.17)

The above is a lower bound because the maximization in Eq. (6.17) is over a subset of the
maximization in Eq. (6.16). We now observe that since D, satisfies data-processing for

169



any completely positive map [117], it follows that I__(L : SE)TSE‘DSLET;E <I (L:SE)4q,p-
Therefore, it is, in turn, lower bounded by:
0 _ . )
(6.17) > B (HL(SIE) 1ypig, s, — Too(L s SE)a, ) (6.18)
TSE@SLET;EGBQE/B(LD)

We now pick @w € B,3(p) such that I (L : SE)u,,, = I%B(L : SE),, obtaining another
lower bound:

(6.18) > max (HL(S|E)

Tsg€End(SE) s.t.
TspasreThy €By./3(w)

)= I3(L: SE), (6.19)

TSE‘:)SLET;E

Let jsg € Bejs(pse) be such that HL*(S|E), = H1(S|E);. By [10, Lemma B.3] there ex-

ists a TSE such that TSEC&SLET;EE S SS(SLE) is an extension of ﬁSE and P((I)SLE, TSE(DSLET;L'E) =
P(WsEg, pse). We can bound the latter quantity using the triangle inequality for the pu-
rified distance, obtaining P(wsg, psg) < P(Wsk, pse) + P(pse, pse) < /3 +¢/3 = 2¢/3.
Therefore, this T sk lies inside the set of Tsr over which we optimize, so we can pick TS g to

get a final lower bound:

HL(S|E); — I3 : SE), = HY/X(S|E), — IL(L - SE),. (6.20)

as claimed. n

The chain rules derived in Corollary 6.2.1 and 6.2.2 can be used in cryptographic
protocols that account for device imperfections. For instance, let the S register hold the raw
secret data, F be the adversary’s side-information register, and L be a register containing
leakage caused by imperfections in the measurement devices. In such cases, one approach is
to remove the leakage term from the conditioning register. This allows the use of standard
security proofs on the conditional entropy without the leakage register, while subtracting a
term that quantifies the leaked information, measured here by the smooth max-information
between suitable registers.

6.3 Information bounding theorem

In this section, we derive a theorem that bounds the Rényi mutual information produced
by a sequence of channels, similar to the entropy accumulation theorem [11]. For this
purpose, we first prove the following lemma, which can be used to construct a chain rule
for Rényi mutual information.
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Lemma 6.3.1. Let p € S_.(ABC), 0 € Pos(C), w' € S_(A), and w" € S_(B). Then, for
any a € [0, 00) we have

inf  Da(papcllwas @ 0c) < Dalpacllw)y ® 0c) + Da(vapelwp @ vac),  (6.21)
wap€S=(AB)

1 1
where vapc = VicpPBlACV ic, With

1 1-a 1 a
(ﬂic (wy®oc) @ pic>
= . (6.22)

1 1

vac = 1 1-o 1 (o]
Tr [(pic (Wy ®oc) pic> }

In particular
I}(C; AB), < IX(C; A), + I (AC; B), (6.23)

Proof. Let |¢) , s be any purification of papc. Then, the proof follows from the following
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crucial relation:

Dy, (papc||w) ® wp ® o¢)

l—« l—« l—« l—« 2

1= "=—=— = —=—
= sup —— log [|[wy** @uwg?™ RoF* @1k 2 [P)
TE 2
(07 /12_—a ”12—_01 12_—a 1 _12_—0‘ _1 2
zsupa_llog wp ™ Qup®® @0 pie ®@Tp ** pal i)
TE 2
(07 llg—a ”12—_04 1;—“ 1 —1;—a 1 _1 1
= sup log Tr |wy** @wp ™ @0 pic @ Tp ** pal V) (Yl pacric
TE
,i=a pl=a 1-a l-a
wA2a ®w32a ®O.Ca ®TE2a]
1 A= pi=e lma 712_—0‘ _1 _1
= sup ——log Ir (PfchAa Ruwp * ®og" Pl ®TE )Mé‘@ (W] pac
TE
l-a
(o)
1 //17—04 —1;—a 1 _1 lg—a
= sup ——log Tr <Va0®wB ¢ Ty )pA(QJ 1) (¥] pac (]IABC ®TE" )}
TE
1 ,1 a l—a a
+ ——logTr (pilCWA ®oc pAC)
La i e AN 11
= sup ——logTr (VAcg Quwp™ @1y ™ )VicpAé‘w (Yl pacvic
TE
12—_04 ,,12—_a 2;0 1 1 lza I—a ; \©
vag @uwp™ @1 ||+ ——logTr | { pacws® ® o pac
o 12—_a ,,12—_0c _12—_a 2 . lza loa ;| \@
:supa_llog VS Qug?® @1 2 |v)|| + a_llogTr <ijwAa ® oo Pic)
TE 2
= Da (vapcllvac ® wi) + Da (pacllwy ® oc), (6.24)
where in the first equality we invoked [41, Lemma B.2|, in the second equality we insert

11

pAapad, the third equality holds by noting that || A||> = Tr[AfA], the fourth equality is just

a reshuffling, the fifth inequality follows from substituting Eq. (6.22), the sixth equality
1 1

is also a reshuffling, in the penultimate equality we defined |v) := vi p,& |¢) to be the
purification of v4p¢, and the last equality follows by invoking [11, Lemma B.2], and noting
that Vac = TrB[VABC]-
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From Eq. (6.24) we immediately obtain Eq. (6.21) as a consequence, by simply picking
wap = Wy ®@ wh as a feasible point in the infimum over wap. Now to prove Eq. (6.23), we
pick o¢ = pe, and W}, = wj, W)y = w’ such that the following relations hold:

DQ(VABCHUJE@VAc) = inf Da(VABC||UB®VAC)
oBES (B)

Do(pacllwy ® pc) = inf  Da(paclloa ® pe). (6.25)
oAES=(A)

With these choices, Eq. (6.21) states:

I¥NC;AB),= inf D
(C; ) UABég:(AB) a(pasclloas ® pe)
< Do(pacl|lwiy ® pc) + Da(vape||lwp ® vac)
= I3(C; A), + I(AC; B),, (6.26)
where the second line follows from definition 2.2.7. ]

We note that by setting w'y = pa, w} = pp, and oc = pc, Eq. (6.24) can be viewed as
a Rényi analogue of the following relation for von Neumann mutual information:

D(papcllpa ® pp ® pc) = D(pacllpa @ pc) + D(pascl|lps @ pac) = 1(A: C) + I(AC : B),
(6.27)

where the LHS is sometimes termed as multipartite mutual information I(A : B :
C) == D(papcl|lpa ® pp ® pc), which serves as an upper bound on I(AB : C'). Therefore,
roughly speaking, the bound in Eq. (6.23) is loose up to the difference between Rényi
version of (A : B : C) and I(AB; C), ignoring the fact that one of the terms in Eq. (6.23)
is evaluated on a different state. Due to this intrinsic looseness, deriving a converse bound
to Eq. (6.23) is not straightforward?. However, we later show that the bound is sufficient
for various applications.

When it comes to applying Eq. (6.23), a drawback is that the term I}(AC; B), must
be evaluated on a complicated state. To circumvent this difficulty, we show that this term
can instead be replaced by an optimization over input states to some channel.

4Another way to understand this looseness is to observe that, for the von Neumann mutual information,
the following chain rule holds:

I(AB:C)=I(A:C)+I(A: B|C). (6.28)

In contrast, in Eq. (6.23), the term I(A : B|C) in the limit a — 1 is relaxed to its upper bound I(AC : B).
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Lemma 6.3.2. Let p' € S_(ARC) and N € CPTP(R, B). Let papc = N(pape), then for
any « € [0, 00) we have:

I(C;AB)n() S I3(C;A)y + sup  I7(AC; B) - (6.29)
wES_(ARC)

Proof. Defining S, = {J € S:(ABC’)| OBlAC = pB|AC}, we have
I}(C; AB), < I(C; A), + sup IL(AC; B),, (6.30)

o€S,
where the inequality follows from Eq. (6.23), and by noting that v4pc in that equation is a
feasible solution to the above optimization. Since by definition p'y, = pac, it is now only
needed to show that the optimization in Eq. (6.29) contains the set S, defined above (i.e.,
vagc € S,). In order to do so let papc = N (p/4pe), Defining w € S_(ARC) such that

1 1 1 1
— 4,2 2/ 2.2
WARC = VacPacParcPacY Ac (6.31)

Then we have
11 11
N (Warc) = Vf?leAé‘N (pCLXRC)pAéVjC
1 1
= VAicPB|ACY Ac
= VABC' (632)

where the last line follows from definition of v4pc in lemma 6.3.1. O

We can now apply the result in the above lemma iteratively to obtain an information
bounding theorem, which bounds the Rényi mutual information of a state produced
by a sequence of channels in terms of the Rényi mutual information of the individual
channel outputs. Furthermore, by employing techniques from [22, Theorem 3|, we can use
this theorem to derive bounds on the smooth max-information chain rules introduced in
Corollaries 6.2.1-6.2.2.

Theorem 6.3.1 (Information bounding theorem). Consider a sequence of channels
{M; € CPTP(R;_1, RiL;)},_, . Lete € [0,1). Then, for any o > 1, and any p € S_(RySE)
we have:

- g(e)

IY(SE : L™ oo < INLTYSE: L) vito -
< Hae hionose) _izlo'ES?gilleE) 2 ’ Z>M2( measE) g

(6.33)

Y

where g(e) =log (1 — V1 —¢€?).

174



Proof. First note that by combining Proposition 2.2.1 with the generic inequality I} < It
we have

n g\e
) < Ii(SE; Ly )Mno"'OMl( ( ) (6-34)

IH(SE : L) ayomorts( T

pRoSE
Then to bound the Rényi mutual information term, we employ Lemma 6.3.2:

I(SE; L) Mooy < IL(SE; L) My yomory

PRGSE) PRGSE)
+ sup  IL(LYT'SE; L) Mu(on, sp)- (6.35)
0€S_(Rn_15E) "
Repeating this step n times we get:
IL(SE; LY) Myo-ori(ongse) < D, Sup TH(LT'SE:; Li) My, sp)- (6.36)
i=1 UES:(RZ—ISE)
Combining Eq. (6.36) with (6.34) proves the Theorem. O

We point out that, when the registers have bounded dimensions, continuity argu-
ments such as those in [37, 11] can be used to bound the Rényi mutual information as
INLTYSE; L) < I(LY'SE; L) + O(a — 1). However, we will show later that working
directly with the Rényi mutual information yields tighter bounds.

Remark 6.3.1. Note that another work [25] has also analyzed Rényi mutual information
quantities in some “sequential” processes, though mainly those focused on contexts such as
quantum hypothesis testing and quantum-feedback-assisted channel capacities. We believe
that the proof techniques in that work (specifically, Sec. 5) can be used to obtain a bound
with a somewhat similar form to Theorem 6.3.1, but where the global state is instead
M ®---@Mi(prrse) for some channels {M; : R; — L;};_,; in other words, it is produced
by a tensor product of channels rather than a sequence of channels. However, a detailed
investigation of this point is left for future work.

Combining the results in this section with the chain rules obtained in the previous
section (specifically, Theorem 6.3.1 together with Corollaries 6.2.1-6.2.2) yields a fairly
straightforward treatment of the problem of leakage in QKD. However, we point out that
one drawback of this method is that it requires the leakage registers L} to be handled
separately from the rest of the protocol. This implies, for example, that under this model,
the adversary cannot interact actively with the leaked information while the states are
being sent and measured during the protocol. Furthermore, the leakage channel is restricted
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to the specific structure imposed by Theorem 6.3.1, thereby limiting the applicability of
the model to certain leakage scenarios. In the next section, we introduce an alternative
model that resolves this limitation by incorporating the leakage process directly into an
entropy accumulation framework.

6.4 Entropy accumulation with leakage

One of the drawbacks of the EAT-style frameworks is that they do not naturally
accommodate certain device imperfections, such as source correlations or leakage from
measurement devices. This limitation arises due to the non-signaling constraint in the
GEAT framework [29] and the Markov condition in the original EAT framework [11], as
briefly discussed earlier in Secs. 2.5.2-2.5.3. More precisely, to model such scenarios, one
must introduce an additional register—referred to as the leakage register—which transmits
information to the adversary in each round. However, this transmission inherently violates
the non-signaling and Markov conditions required by the GEAT and the original EAT,
respectively. In this section, we derive a chain rule that overcomes this limitation in the
GEAT framework and enables the treatment of such imperfections within that framework.

6.4.1 Relating Rényi conditional entropies to Rényi mutual in-
formation

We begin with the following corollary, which establishes a relation analogous to those in
Corollaries 6.2.1 and 6.2.2, but formulated in terms of Rényi entropies.

1

Corollary 6.4.1. Let p € S_(ABC) and vapc = VijBLACyZC, where vac is defined
in (6.22). Then, for any a € [0,00) we have
HI(C|AB), > HI(C|A), - I(AC; B),. (6.37)

Moreover, let p € S_(RAC), and M € CPTP(R, B) be a channel such that papc =
M(prac)- Then, the above relation can be relaxed to the following

HJ(CIAB) sy = HL(C|A)y —  sup  I3(AC; B)mw)- (6.38)
weS—(RAC)
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Proof. The proof of Eq. (6.37) follows directly by applying Lemma 6.3.1, setting the states
in that lemma to be o¢ = I and W'y, w4 to be such that

Da(pac|lwy ®1c) = inf | Dalpaclloa®le),

ocAES=(A)
Da(VABC’HW% & VAC) = inf Da(VABC||UB &® VAC)- (639)
op€S=(B)
Then we have
H!(C|AB),=— inf D, I

+(C|AB), e ) (pasclloas @ 1e)
> —Da(pacllw)y ® Ic) = Do(vapellwp @ vac)
- Hg(C’A)P - Ié(AC, B)w (640)

where the second line follows by applying Lemma 6.3.1, and the last line holds by definition.
To prove Eq. (6.38), let us define S, = {0 €S_ (ABC’)| oBlAC = pB|AC}. Since by definition
VBlAC = PBlAc, We have vypo € S, and thus we can relax Eq. (6.37) to the following:

H!(C|AB), > H}(C|A), — sup I}(AC; B),. (6.41)

o€Sy

It is now sufficient to show that the optimization in Eq. (6.37) contains the set S,. Defining
w € S_(RAC) as

1 1 1 1
_ .32 T3 ~3.3
WRAC = VacPACPrRACPACY AC (6.42)

Then we have
M(wrac) = VZCP;(%M(PIRAC)PE*VZC

It is clear that M(wgrac) € S,, and thus the lemma is proven. O

While the above corollary allows for removing a conditioning register, the resulting
penalty term is expressed as an unconditional mutual information. However, one might
expect—particularly in the limit as & — 1—that the penalty should instead be a conditional
mutual information. In the following, we establish a tighter bound in which the penalty
term is indeed a conditional mutual information, for a particular choice of definition. We
begin by stating a simpler intermediate result.
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Lemma 6.4.1. Let p € S_(AB), o € Pos(B), and w € Pos(A). Then, for any o € [0, 00)
we have

Do(paBllwa ® o) = Da(pallwa) + Da(naplina ® op), (6.44)

1 1
where Nap = N3pPB|1ANL, With

(6.45)

In particular
Hl(A‘B)p = Hq(A), - [i(AS B)y. (6.46)

Proof. Let |¢) 45 be any purification of pap. Then, the proof holds by the following chain
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of equalities:

D, (pasllwa @ o)

l1—o 1o 1« 2
= sup log w2 ®o2* @71, 2 )
TC - 1 2
l1-a l1-a 1 i 1
= sup — log ||w 2 ® 02 pi @71, 2 p,? |1D>
TC
a r l-o 1,0( 1 _ 1 l=a l1-a k_oz
= sup ——log Tr | Wi ®OFY pi® e w Pt ) (6] phw e ® o @72 }
TC
o 1—a 1 1;(1 it 1 1;_0(
= sup —— logTr <p,4w,4 ® UB PAO TG ) pa” [0) (| pa® (HAB ® T )}
TC
a 1 1« -«
= sup _llogTr <77f1 UB ®7'c 2 )PA2 ) (¥l pa® (HAB@TO )}
TC
1 l—a
T IOng" PAWA" PA)
1 _l-a 11 l—a e 1-a
= SUP 10% Tr (77,4 BQQ ® 1o 2 >77ApA2 1) (Wl pa®ni (77A2a ®og* @7 )}
TC
1 1= 1\ @
+ log Tr (piwA“ pi)
1—a l1—a 1—a 2 1 1 1-« 1 «
= sup log 22 Q02 @71, 2 |n)|| + log Tr (pij“ pj)
TC 2 a—1
= Da (nABHnA ® 0p) + Da (pallwa), (6.47)
where the first equality follows from [1], Lemma B.2], in the second equality we insert
1

11

pAaPad, the third equality holds by noting that ||A|2 = Tr[AtA], the fourth equality is
just a reshuffling, the fifth equality follows from Eq. (6.45), the sixth equality is another
reshuffling, the penultimate line holds by taking |) = n3p3 ) to be a purification of nap,
and the last line holds due to [11, Lemma B.2| and noting that n4 = Trg[nap|. To prove
Eq. (6.46), we take wq = 14 in (6.44), and take an infimum from both sides. Thus, we have:

HI(A|B),=— inf Du(papllws® op)

BES=(B)
= —Do(pa|lla) = inf D.(nag||na ® op)
op€S=(B)
= Ha(A)p - [i(Av B)m (648)
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which completes the proofs. O

We now prove a bound involving a form of Rényi conditional mutual information:

1 1

Corollary 6.4.2. Let p € S_(ABC'), and set napc = nippcian; where na is the state in
Eq. (6.45). Then, for any a € [0,00):

HJ(A|BC), = H)(A|B), — I;""(A; C|B),,. (6.49)

Moreover, let p' € S_(RA), and N' € CPTP(R, BC') be a channel such that papc = N (pgra)-
Then, Eq. (6.49) can be relazed to

HI(A|B)x(yy — sup  I3Y(A;C|B) ) < HL(A|BO) )
weS—(RA)
< HI(AB)xyy — inf XA C|B)pw).

weS—(RA)
(6.50)

Proof. We start by applying Lemma 6.4.1 to the left side of the above equality:

HI(A|BC), = Ha(A), — I'(A; BC),
= H}(A|B), + I}(A; B), — I'(4; BC),
= HI(A|B), — I} (A; C|B),, (6.51)

where the second line follows from applying Eq. (6.45) and noting nap = Trenape =

1 1
nipBlany, and the last line follows from the definition of Rényi conditional mutual informa-

tion in Definition 2.2.8.
To prove the relaxed version, let us first define S, = {o € S:(ABC)| OBClA = PBCIA}-
Then, we have:

Hl(A|B), — sup I2Y(A; C|B), < Hl(A|BC), < H.(A|B), — inf (A C|B),,
gESy

o€S,

(6.52)

where the inequalities hold by noting that by definition, ngcia = ppc|a, therefore, napc € S,.
Thus, we only need to show that the optimizations in Eq. (6.50) contain the set S,. Let
papc = N(wra) and define w € S_(RA) such that the following holds:

1 1

1 _1 _ 1
WRA = NAPA” PRAPA’TA- (6.53)
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Then,

1 _1 _1 1
N(wra) = 30> N(Pra)Pa’ 4
= NABC- (6.54)

It is then clear that N (wga) € S,, which completes the proof. O

The improved chain rule presented in Corollary 6.4.2 offers several advantages. First,
in the limit as o — 1, it converges to its von Neumann counterpart, ensuring consistency
with the standard entropy framework. Second, unlike the setting in Corollary 6.4.1, the
channels involved here can generate both the B and C' registers, providing more structural
flexibility. However, a notable drawback is that the register ordering in this result differs
inherently from that in Corollary 6.4.1, which prevents the latter from being recovered
as a special case of Corollary 6.4.2. More specifically, the correction term one would get
from Corollary 6.4.1 is of the form I}(C; AB), whereas the result in Corollary 6.4.2 can
be relaxed to terms of the form I}(A; BC). Therefore, depending on the application, one
formulation may be more suitable than the other.

6.4.2 Incorporating the GEAT

The first step in incorporating the chain rules from the previous section into the GEAT
framework is to construct a modification that is compatible with Rényi conditional entropies
H]. We begin by restating a generic chain rule for sandwiched divergences.

Fact 6.4.1. (Corollary 5.1 in [}5], with Theorem 3.1 and Lemma 3.5 in [59]) Let p €
S_(AA'R), 0 € Pos(AA'R), M € CPTP(AA'R, BB'R'), and N' = R o M with Rp being
a replacer map to identity (i.e., Vw € S_(AB); Rp(w) =wa®Ip). Then for any o € (1,2),
letting o .= 1/(2 — ) we have

Da(M(p)[IN(0)) < Dalpllo) + Da(MIIN). (6.55)

Furthermore, if N is such that there exists a channel & € CPTP(AA’, BB'R') such that
N = & o Try, then we have

Do (M(p)||IN(0)) < Da(panlloaar) + Da(M]|IN). (6.56)

We now state a simple modification of Lemma 3.6 in [39], where we have H] instead of
H,?

SSimilar techniques were used in [35] to prove a similar result for H] entropies in Theorem 3.2 of [11].
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Lemma 6.4.2. Let p € S_L(SRE), M € CPTP(RE,S'R'E’), and E bea purifying register
for RE. Then for any o € (1,2), letting & = 1/(2 — ) we have

~

HI(SS'|E ) pmpy = HIU(SIRE), + inf _ Ha(S'|E'E)1y,, omiw)- (6.57)

w€e€S=(REE)

Furthermore, if there exists a channel R € CPTP(E, E’) such that Trgigr oM = R o Trg
(i.e., the channel M is non-signaling from R to E'), then we have®:

~

HI(SS'|E" iy = HL(S|E),+  inf _ Ha(S'|E'E)m,, omw)- (6.58)

w€eS—(REE)

Proof. Let M, N € CPTP(SRE,SS'E') be such that M = ids® TrgoM and N =
RsroM, with Rg being a replacer channel, then for any p € S_(SRE), define o € Pos(SRE)
to be ospe = Is ® ofp, where o} is the optimal solution to the following optimization

Do (psrel||lls ® 0kp) = Uesifl(l;E) D.(psrel|ls ® orE). (6.59)

Then, by definition, it is clear that

Da <-/\;l(pSRE)H-/\7(USRE)) > weSizn(gE’) Da <./\;1(pSRE)H]IS/ X WSE’) = —HE(SS’|E/)M(/))

Da(M||N) = sup —Ha(S’|E’E)TrR, oM (w)

weS—(REE)
Da(psrellosre) = —HL(S|RE),, (6.60)

where E is isomorphic to RE. Combining Eq. (6.55) with (6.60), results in the following:

~

HI(SS'|E pmpy = HI(SIRE), + inf _ Ha(S'|E'E)1y,, omiw)s (6.61)
weS—(REE)

where we used the fact that H! > H,.
To prove Eq. (6.58), we use the same channels M, N, and for any p € S_(SRE), let

03, € S_(E) be the optimizer in the following optimization

Da(pSE“]IS X O'E) = geiSIEEE) Da(pSEH]IS X O'E). (662)

6Recently, [16] found a similar chain rule where all the terms are based on H] entropies, and the
stabilizing register F no longer appears. However, the drawback of that chain rule is that it does not have
any analogs to Eq. (6.58).
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Define o € Pos(SRE) to be osrg = Is ® o5, such that o5 is any extension of o}, to R.
Then, the first two lines in Eq. (6.60) remain unchanged. Then, furthermore, to employ
Eq. (6.58), we need to show that there exists a channel £ € CPTP(SE, SS’E’) such that
N=Eo Trgr. For any input state wgg we define £ as follows:

E(wsp) =g ®ids @R (wsk)
=l ®ids ®R o Trr(wsrr)
=Ig ® Trg: oM(wsrE)
— N (wsne), (6.63)

where the third line follows from the non-signaling assumption on M. Applying the chain
rule in Eq. (6.56) using the first two terms in Eq. (6.60), and (6.62) we have:

HL(SS'|E gy > HL(SIE), +  inf  Ha(S'|E'E)me,y omtie)s (6.64)

w€e€S—(REE)

where we used H] > H,. m

With the above chain rule in place, we can now leverage the results from the previous
section to incorporate a leakage process into the entropy accumulation framework. Qual-
itatively, the idea is that prior to each application of the channel A, a leakage channel
L transmits a register from memory to the side-information register, thereby modeling
information leakage. By applying the chain rules developed earlier in Section 6.4, we can
account for this leakage by introducing a penalty term, typically expressed as a mutual
information or conditional mutual information involving the leakage register L.

Theorem 6.4.1. Let p € S_(SRE), £ € CPTP(RE, LRE) and N € CPTP(LRE, S'R'E')
be channels, such that there exists a channel R € CPTP(LE\, E"), where Trgig oN = RoTrg
(i.e., N is non-signaling from R to E'). Let E be a purifying register for LRE. Then, for
any a € (1,2), letting @ == 1/(2 — o) we have:

Hg(SS/|E/)/\/Og(p) Z HQ(S‘E)ID — sup Ii’diH(S; L’E\)L(w) + inf Ha(SI’E/E)N(w).

wES—(SRE) w€eS—(LREE)
(6.65)

Furthermore, if the registers E, E are isomorphic and we restrict L to act non-trivially only
on register R (formally: there exists a channel L € CPTP(R, LR) such that £ = LRidp_,g),
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then we have:

o~

HY(SS'|E' ) or(n = HI(S|E), —  sup  IHSE;L)pw +  inf__ Ha(S'|E'E) )

P,

w€eS—(SRE) wES—(LREE)
= HY(S|E), — swp  I{Z; L)z, + inf__ Ha(S'|E'E)yw)
wES=(ZR) w€S=(LREE)
(6.66)
where 7 is a purifying register for R.
Proof. Since N is non-signaling from Rto E , by applying Lemma 6.4.2, we have
HI(SS'|Eworp) = HYSILE) g+ inf___ Ha(S'|E'E)
weS_(LREE)
> HNS|E)ey —  sup  IPT(SLIE) e+ inf_ Ha(S'|E'E)ww)
w€eS—(SRE) w€ES—(LREE)
> HE(S\E);) — Sup Ii’diﬁ(s; L’E\)E(w) + inf Ha(S/’E/E)N(w),
w€e€S—(SRE) w€eS—(LREE)
(6.67)

where the first line follows from Eq. (6.58), the second line is an application of Corollary 6.4.2,
and the last line holds by data-processing (Theorem 2.2.1). To prove Eq. (6.66), we use
Corollary 6.4.1:

o~

HI(SS'|E ) or(p = HIS|LE) 2y +  inf__ Ha(S'|E'E)nw)

weS_(LREE)
> HI(S|E),— sup IYSE;L)pwy+  inf_ Ha(S'|E'E)nw),
w€ES—(SRE) w€ES—(LREE)

(6.68)

where the first line holds by Eq. (6.58), and the second line follows from Eq. (6.38) together
with the fact that £ essentially acts as identity on F. O]

6.4.3 Incorporating generalized entropy accumulation with test-
ing

In the previous section, we incorporated the leakage process into the GEAT framework.
In this section, we show that this construction is compatible with the full GEAT-with-testing
procedure. This is important, as testing is required in QKD scenarios. In particular, we
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Figure 6.1: Schematic setup of a sequence of GEATTL channels. The registers F; are the
adversary’s side information, L; represent some “leaked” information registers in each round, R;
are memory registers stored between rounds without being available to the adversary except via
the leakage, S; can be seen as the secret registers (possibly quantum), and the classical registers Cj,
a- respectively contain secret and public information that will be used to estimate the accumulated
entropy. The channels £; describe the leakage processes, while the channels N; represent all other
actions in each round that satisfy a non-signaling condition from the memory registers to the
side-information registers as Eq. (6.69).

demonstrate that the result remains compatible with the improved statistical analysis
presented in Chapter 4.

Similar to Definition 4.2.1, we first define the sequence of GEAT-with-testing-and-leakage
(GEATTL) channels (Fig 6.1).

Definition 6.4.1. {M;}_, is called a sequence of GEAT-with-testing-and-leakage
(GEATTL) channels if each M; € CPTP(R;_1E;_;, SjRjEjéjé\’j) is such that the output

registers 6]@ are always classical (for any input states), and it can be written as M; =

—~~

N o L;, where £; € CPTP(R;_y,R;_,L;) and N; € CPTP(R;_1L;E;_1, S;R;E;C;C;),
with N, satisfying the following non-signaling (INS) condition:

3 a channel R; € CPTP(L,E;_, EJ@) such that Trg p 7 oN; =TR;0 Trz |- (6.69)

We refer to the channels £, as the leakage channels. If a state p € S:(S{LUTé\{LEan) is
of the form p = M, 0---0 M;[w°] (leaving some identity channels implicit) for some initial
state w® € S_(RyFy), we say it is generated by the sequence of GEATTL channels

{Mj}?zr

Theorem 6.4.2 (QES-entropy accumulation with leakage). Let p be a state generated
by a sequence of GEATTL channels {M;}}_, (Definition 6.4.1), so they have the form
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M; =N o L;. For each j, suppose that for every value é{_lé{_l, we have a QES f‘éjl'fléjl'fl
on registers Uﬁj. Define the following QES on U?f@?

ffuu 0101 = Zf‘ﬂ 14 J 1 CJC] (670)
Take any o € (1,2) and let & = 1/(2 — «). Then we have

Y (SICLICE), 2 Y (Cmi}l g1t — @-) 7

j 1 G
fig—14-1 o~ o~
where  K_-1,4-1 = imfNHalc1 *(S,C|CEE),, (6.71)
1" vey)
& = sup [i(Z, Lj),,
vext

where EN denotes the set of all states of the form N [wﬁj_leEj_lev} for some initial state

w € S_ (RJ 1L E; 15), with E being a register of large enough dimension to serve as a
purifying register for any of the R;_1L;F;_ registers, and Zf denotes the set of all states

of the form L; [w;; Z} for some initial state " € S:(Rj_lf), with Z being a register of
i—1
large enough dimension to serve as a purifying register for any of the R;_; registers.

Consequently, if we instead define the following “normalized” QES on 5?6’\?

ffull arer) = Zf|gﬂ Lag=1 (¢;¢;), where ﬁaﬂl'*la-{*l(éjéj) = f|g-{*1@{*1(5jéj> + Rg-1g-1 — &
(6.72)
then
HI* (ST IO E,), > 0. (6.73)

Proof. Let M > 0 be any value such that M — f‘,] e 1(¢¢5) > % > 0 for all the
f‘,Jl e 1(¢;¢;) in the theorem statement (for all j). Deﬁne a read-and-prepare channel

D; € CPTP(@jé\f, €j ajD ;) for each j, the same way as the proof Theorem 4.3.1. Let &; €
CPTP(R 1 L;E; 1Cj 10] ''D; C S;R,E,C, C”) denote a channel that does the following:
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1. Apply N; ® P;, where P; is a pinching channel on 6{‘15{ ~! (in its classical basis).
2. Copy the classical register 6]- onto another classical register ﬁj.

3. Generate a D; register by applying the above read-and-prepare channel D; on U{é\f

As argued in the proof of Theorem 4.3.1, these channels &; inherit the NS condition of

the N; channels, in that they are non-signaling from ]%_16]1_1 to EJ@ Also, the state
EnoLyo...E oL W’ is a valid extension of the state p in the theorem statement, so we
can use p to refer to this state as well without ambiguity. By now applying Theorem 6.4.1
to this state (since the &; channels satisfy the appropriate NS condition), we obtain:

HI(DrSTC,|CrE,), Z ( inf Ha(D;S;C5|CYEE), — sup IX(Z: L)), ) (6.74)
- v ezg v EEE

where 25 is the set of all states that could be produced by &; acting on some initial state

W i1, and ZE is the set of all states that could be produced by L; for
Rj_lL]'E]'_lcl C{ E
some initial state wR - Furthermore, by the bound H, 1 > H] [118, Corollary 4], this
i1 o

immediately also gives

v 628 v EEL

H, i (DySPCLICE, > > ( inf Ha(D;S;C;|CYEE), — sup IH(Z:L;), ) . (6.75)
J

The claim then follows by applymg the remaining arguments in the proof of Theorem 4.3.1

to relate H,_ I(Dnsnc ICTE,), and Ha(D;5;C;|CYE;E), to Hff““ 1 (SrCY|CrE,), and

flg=14-1
A A (SjCj|CjEjE)V respectively. -

e

Since the leakage term is independent of the choice of the QES, all subsequent simplifi-
cations presented in Chapter 4 remain valid when using GEATTL channels, provided the
leakage term is subtracted appropriately. In particular, we state the following theorem,
which generalizes Theorem 6.4.3 to incorporate leakage.

Theorem 6.4.3. Let p be a state generated by a sequence of GEATTL channels {M;}}_,
(Deﬁmtzon 6.4.1), so they have the form M; = Nj o L;. Suppose all the regzsters C

(resp. C) are isomorphic to a single register C' (resp. C) with alphabet C (resp. C) Take
any a € (1,2) and let & = 1/(2 — «). Suppose furthermore that p = papja + (1 — pg)pm
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for some pqo € (0,1] and normalized states pyq, p- Let Sq be a convex set of probability

distributions on the alphabet C x a such that for all c{¢} with nonzero probability in pjq,
the frequency distribution freqé?érf lies in Sq. Then letting oz denote the distribution on

CC induced by any state o5z, we have

n AT AN « 1
e 1 .
where hg = 011611;Q ;1612 =~ 1D (d|lvee) — Z q(¢é) Dy <VSJ_E]_/EV/\E& Is, ® I/Ejﬁ/\é)

EéEsupp(vﬁg

(6.76)

where & is as defined in (4.32), and ¥ denotes the convex range (Definition 4.4.1) of

—~

channels {N; @ idg}’}:l, with E being a register of large enough dimension to serve as a

purifying register for any of the ./R\j_leEj_l registers.

Proof. As mentioned above, the proof of this result follows by simply applying the same
chain of arguments used to prove Theorem 4.4.1, as none of them further relied on the
NS conditions. A small technical difference is that rather than starting from the final
Theorem 6.4.2 statement here, in this case we would instead start from the intermediate
bound (4.38) in the above proof, to avoid the change of Rényi parameter (the proof of The-
orem 4.4.1 can work directly with Hg(D’fS{Laﬁaben)p rather than Ha(D?S{LUﬁa{LEn)p,
unlike the proof of Theorem 4.3.1). O

It is worth noting that the lower bounds introduced in Lemmas 4.4.1 and 4.4.2 remain
valid in the presence of leakage. Furthermore, the convexity of the function hg continues to
hold after the introduction of the purifying function. Therefore, all the benefits of those
simplifications can be retained and applied in the current setting as well.

6.4.4 GEAT without non-signaling

In this section, we present a variation of the GEAT, modifying Lemma 6.4.2, in which
the leakage channel does not send a leakage register to the side-information register, but
instead acts directly on the memory register, and modifies it. If this modification is such
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that the resulting mutual information penalty term remains bounded, then we can obtain
non-trivial bounds without requiring the non-signaling condition on the channels”.

Corollary 6.4.3. Let p € S_(SRE), let £ € CPTP(RE, RE) and N' € CPTP(RE, S'R'F')
be channels. Let E be a purifying register for RE. Then for any o € (1,2), letting
a=1/(2 — «a) we have:

H(SS'|E ) oy = HY(S|E), —  sup  IMT(S:RIE)pw + inf_ Ha(S'|E'E) )
weS—(RSE) weS—(REE)

(6.77)

Furthermore, if the registers E, E are isomorphic and we restrict L to act non-trivially only
on register R (formally: there exists a channel L € CPTP(R, R) such that L = L®id, &),
then we have:

HI(SS'|ENor(p) > HI(S|E), —  sup  IHSE;R)pwy+ inf_ Ha(S'|E'E) )

weS—(RSE) weS—(REE)
= H(S|E),— sup INZ:R)z, + inf__ Ha(S'|E'E)y).
weS—(ZR) w€S—(REE)

(6.78)
where 7 is a purifying register for R.

Proof. The proof is essentially the same as Theorem 6.4.1, by replacing the L register
with R, and noting that since we no longer have a non-signaling condition, we must use
Eq. (6.57) instead. O

We note that, using a similar analysis, one can also derive a version of the GEAT with
testing analogous to Theorems 6.4.2 and 6.4.3, applicable to the case where the channels
no longer satisfy the non-signaling condition.

6.5 Example applications

The results obtained so far indicate that if we have a sequence of GEAT-style channels
{N}Y, along with leakage channels {£;}Y,, where each leakage channel acts prior to the
corresponding N; and leaks to the side-information register, then the effect of such leakage

It should be noted, however, that there is currently no clear application for this modification.
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can be compensated by subtracting the corresponding mutual information terms—summed
over all n channels £;. For simplicity, let us focus on the bound in Eq. (6.66). In this
case, the only quantity that needs to be computed per round (omitting the subscript j for
brevity) is the following:

sup  I5(Z; L)z, (6.79)
wES—(ZR)

In other words, it suffices to upper bound the Rényi mutual information between the
channel output and an arbitrary purification of its input. In the following, we outline
several device-imperfection scenarios in which such a leakage model is relevant and can be
meaningfully applied.

6.5.1 Physical leakage

The most natural application of this model is if we have an actual physical device that
leaks information to the adversary in each round. For example, this could be a photonic
system that we constrain by requiring it to have a large vacuum component, as considered

in [75, 100] for device-dependent protocols and in [112] for device-independent protocols.
In particular, this resolves an issue regarding a “restricted adaptiveness” condition imposed
on Eve in [112] — under the model we consider here, Eve is free to modify her attack in

every round based on the leakage registers gathered from previous rounds. Hence, our
result allows us to handle such leakage mechanisms even against the most general adaptive
attacks.

6.5.2 Source correlation

Here, we present a less straightforward application of the leakage model: source correla-
tion. We first summarize the key ideas. Essentially, within the state generation process in a
prepare-and-measure protocol, Alice generates a secret classical register and, through some
source device, prepares a state intended to be sent to Bob. This procedure depends only
on the value of that secret register for the particular round. The GEAT framework can
already handle this scenario, as the procedure satisfies the NS condition. However, in more
realistic scenarios, the source device might be imperfect, and the state it prepares might
not only depend on the value of the classical register in that round but also on previous
rounds. Here, we propose a way to handle this situation within the GEAT framework.
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More specifically, consider a model where, after each round, the source keeps a memory
R for the next round. Then, every time Alice uses the source device to prepare a state, it
first prepares an ideal state on some register A’, then applies a channel £ € CPTP(R, L)
that extracts some information from memory, and finally applies another channel Lc
CPTP(A'L, A’) to modify the ideal state.

We now present an explicit example of a source correlation scenario that fits into this
model. Suppose in each round, the source behaves as follows: with probability 1 — §eax,
the source prepares an ideal state on A’, otherwise it modifies the ideal state on A’ with

some channel £ € CPTP(A'L, A).

To incorporate this example into the model we described above, let us consider a register
L that has one additional dimension to R, and on the subspace excluding that additional
dimension, it is isomorphic to R. Let the basis of the extra dimension be |L),. Then, the
source first applies a channel = CPTP(R; L) such that with probability 1 — §jeax it ignores
the input and outputs | L) (L|,, otherwise, it embeds the input into the output register L.

Next, it prepares an ideal state on A’. Then, it performs a projective measurement on
L with elements {IT,,I —1II, }. Finally, conditioned on the outcome, it either leaves the

prepared ideal state on A’ untouched, or acts on it with some channel Le CPTP(A'L, A").

6.5.3 Bounding the mutual information

We now explain how to bound the mutual information term in (6.79). In particular, we
focus on the example model we described in the previous part. We begin by noting that in
the above example, we can more explicitly write down the channel model £ € CPTP(R, L)
as:

Z: (1 - 5leak)ZJ_ + 5leakEeaka (680)

where ZL, Lleak ¢ CPTP(R, L) are some channels, such that ct only outputs a fixed state
|-L) (LI, Let vz = L(wgzy) for some input state wyz,. Moreover, let 7 = L% (w5 ),
then we have:

vz, = (1 = Oleal)Vz @ [ L) L]}, + OlearV;,, Where (L|vp|L) =0and vz =vz  (6.81)
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where the channels act as identity on the 7 register. We can now bound the mutual
information term as follows:

INZ:L), < I.(Z: L),
= Da((l - 5leak)VZ ® |J—><J—‘L + 5leakV/§L||V§® ((1 - 5leak) |J—><J—|L + 5leak’/L))

1 - vl ||z
= 1 log ((1 - 5leak)2(a71)(0) + 5leak2(a DDa( ZLH z® L))

1 ! ! !
_ _ (a=1)Da (v |lvzQvr)
— a—1 log ((1 5leak) + 6leak2 zL"z7 L >

IOg ((1 . 5leak) + 6leak2(a—1)n10gmin{dim(§),dim(L)}> Yo € (1’3/2)7
(6.82)

“a-—1

where k = 1 if either Z or L is classical, and k := 2 otherwise. Here, the third line follows
from (2.39) (and the fact that all the terms with v/ have disjoint support from the terms
with | L)(L|;), the fourth line uses the critical property 1> = v, and the last line is from [37,

proof of Corollary I11.5).8

The bound we obtained above has some appealing characteristics. Firstly, in the limit
of djeax — 0, it becomes zero, as expected. Moreover, in the limit of & — 1, it converges to

~

Oeax ks log min{dim(Z), dim(L)}, (6.83)

which is exactly the bound one would obtain had the von Neumann mutual information
I(Z : L), been considered in the first place.

We plot the bound in Eq. (6.79) for the example we considered in this part in Fig. 6.2.
We note that, as stated, the leakage analysis in Sec. 6.4 is such that the only change to the
key rate occurs via the mutual information term in (6.79). Therefore, analyzing that term
alone essentially tells us how much the key rates decrease when considering leakage in the
GEAT framework.

Thus, the plots in Fig. 6.2 precisely show the amount by which the key rate decreases.
Moreover, we note that, given the analysis done in [65], the GEAT-based security proofs
typically take v < 1.1 in standard parameter regimes. Hence, this choice of a provides a
conservative upper bound on how much key rates decrease in typical applications.

Alternatively, one can use continuity bounds in [37, 41] to first convert the Rényi mutual
information to the von Neumann mutual information as I¥(Z; L), < I(Z: L), + O(a — 1),

8Note that in our example dim(Z) < dim(L).
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Figure 6.2: Left: the upper bound on Rényi mutual information in Eq (6.82) versus leakage
probability djeak, for three different values of Rényi parameter o € {1.1,1.01,1.001}, when the
memory register is taken to be a classical register of 5 bits (so dim(g ) =dim(R) = 2° and x = 1.
Right: the same plot focused on the small-dj,1 regime, and on log scales for the axes. A plot of
the von Neumann case is omitted because it was visually indistinguishable from the o = 1.001
case; it can be seen from the plots that the o = 1.01 case is also already very close to this case.
Note that existing GEAT security proofs usually choose « significantly smaller than 1.1 at typical
protocol sample sizes, and thus the a = 1.1 plots in the above figures serve as a conservative upper
bound on how much the key rates decrease when applying our techniques to account for leakage.

and then bound the von Neumann mutual information. However, this approach would
lead to worse bounds, since even for . — 0, the leakage contribution is not zero but
rather equal to the O(av — 1) term—unless we are in the large-n regime, in which case that
correction factor approaches zero.

6.6 Conclusion and open questions

Overall, in this chapter, we have derived a variety of chain rules involving mutual
information quantities, including both one-shot chain rules and Rényi chain rules suit-
able for repeated application over a sequence of channels. In particular, the latter yield
modifications of entropy accumulation that can accommodate some leakage, which are
fairly straightforward to incorporate into security proofs. These results should be useful
in rigorously quantifying the effects of device imperfections in protocol implementations.
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Moreover, they are also compatible with the improved analysis in Chapter 4.

As for future directions, it would be interesting to explore what other explicit imperfec-
tions can be addressed using the analysis in this chapter. In particular, the examples we
analyzed here are fairly simple and straightforward; one can investigate what other forms
of imperfections—either on the source side or the detector side—can be studied using the
techniques presented here. Moreover, it would also be interesting to construct a more direct
definition of the Rényi CQMI and provide a tighter bound than the one in Corollary 6.2.1.
Such a development could also potentially be used to improve the information bounding

theorem in 6.3.1.
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Chapter 7

Concluding remarks

In this thesis, we studied the security of QKD protocols against coherent attacks by
analyzing and extending EAT-style security proofs. In particular, employing the modular
security framework introduced in [104], we focused on bounding a suitable conditional
entropy of the states generated at the end of the protocol. Given the importance of EAT-
style proofs in bounding such a conditional entropy, we analyzed them for a class of QKD
protocols and addressed their limitations.

To this end, we developed a flexible framework to analyze PM-QKD and decoy-state
protocols under the GEAT framework [89, 90]. However, as mentioned, the GEAT framework
has two main drawbacks. First, statistical analysis is suboptimal and involves some extremely
challenging steps. Second, the application of the GEAT in PM-QKD suffers from a restriction
on the repetition rate of the emitted signals, which limits its practicality.

To address these issues, we extended the connection between the QPE framework [130]
and the GEAT and developed an improved statistical analysis that yields extremely
tight bounds. Moreover, we introduced a variant of EAT, termed MEAT, that exploits
the source-replacement technique to convert the PM-QKD protocol of interest into an
equivalent EB-QKD such that it is “compatible” with an EAT-style proof. This allows us
to effectively remove the repetition-rate restriction and broaden the practical applicability
of the framework.

In addition to these improvements, we investigated scenarios where there are potential
imperfections and correlations in the source and measurement devices. In particular, we
introduced various chain rules to analyze such cases. For instance, we derived a chain
rule between smooth min-entropy and smooth max-information, which improves over
previous chain rules for characterizing one-shot information leakage caused by an additional
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conditioning register. In addition, we developed a variation of GEAT that can accommodate
imperfections in both the source and the measurement devices.

Moving forward, it is important to see if the analysis in Chapter 4 can be further
improved, as it would yield better key rates. However, it seems that there are not many
steps left to improve (see Sec. 4.7).

On a different front, in practical QKD, imperfections in devices are inevitable. A
challenging situation is when device imperfections exhibit memory effects. Thus, it is of
significant importance to adapt the MEAT framework in Chapter 5 to accommodate such
imperfections. This can be done by modifying the framework to accommodate a secret
memory register (see Sec. 5.6). This would allow us to construct a unified framework that
simultaneously handles imperfections while benefiting from the tight and broadly applicable
framework of marginal-constrained entropy accumulation.

On a more protocol-oriented level, it would be interesting to explore which additional
QKD protocols can be analyzed using the frameworks developed in this thesis. Furthermore,
it remains an open direction to investigate what models for imperfections can be studied
with the framework we introduced here in Chapter 6.

On the information-theoretic side, it would be an interesting direction of exploration to
investigate whether the techniques we used in this thesis, especially those used in Chapter 5,
to prove the strong additivity of channel conditional entropy, could shed light on the
additivity problems in other areas of quantum information theory. In another direction,
one can explore obtaining tighter results for the treatment we proposed in Chapter 6 to
handle imperfections. This can be done by improving the chain rules presented in that
chapter. However, such an improvement would potentially require a satisfactory definition
of Rényi conditional mutual information, which would also be of interest in other areas of
quantum information theory.

We also highlight that the results in this thesis mostly involve bounding a suitable
form of Rényi conditional entropy, which is motivated by Rényi privacy amplification [12].
An important question is how tight such a privacy amplification theorem is. While [107]
provides a converse bound, there is still a gap between achievability and the converse bound,
and it would be of interest to close this gap.
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Appendix A

Missing proofs in Chapter 4

A.1 Proof of Lemma 4.4.1

Lemma 4.4.1 has almost the same prg)/f\ as Theorem 4.4.1, except we introduce a single
inequality Hz(DSC|CFEFE),~ > Hg(DS|CCFEE),~ into the proof, which simplifies the final
results.

We begin with the second line of the bound (4.80). Taking any read-and-prepare channel
of the form described in Lemma 4.3.1, extending any v in the infimum with this channel
yields

H.(SC|CEE),. = Hy(DSC|CEE),« — M
> Hy(DS|CCEE) o — M

1 —&)Hz(DS|EE),w
CCESUpp (u%5>
1 —a)( Hz(D)w +Hz(S|EE),w
S S e (HaD)e +HSIE ) ) |
céEsupp (V%é)
1 1-a)( —f(e8)+Hz(S|EE) v
-l s ) )

CCESUpp (u%a>
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where the first line is due to Eq. (4.10), the second line is an apphcatlon of [117, Propo-

sition 5.5] by noting VJC\Eva is separable across the registers C' and C’EE the thlrd line

follows from Lemma 2.2.1, the fourth line holds since VDSEE‘CC VDo ® USEE‘CC’ and the

last follows from Eq. (4.9). Furthermore, note that HA(DS |C’C’EE)VW M is convex in
w by following the same steps as Eq. (4.51) for HA(DS|CCEE)W and all lines after that
point are equalities; therefore, the last line is also convex in w.

With this, we can apply exactly the same analysis as in the rest of the Theorem 4.4.1
proof, replacing HZ(SC |CEE)W with the lower bound given in the last line above, except
that we would modlfy the definition of G5« to

1 a cé a(s Nyw
Gae(f) = . alog Z V“’(CC)Q(1 )< T+ HaSIED) lfé) , (A.2)
EéEsupp(u%a)
and carry out the subsequent calculations with —Hg(S |EE) », in place of Dg < Ve e ‘]IS V= )

To show that equality holds for the case where C' is trivial, we could note that the only
point in the above calculations that differs from Sec. 4.4.4 is the inequality in the second
line of (A.1), which is immediately redundant if C' is trivial.

A.2 Proof of Lemma 4.4.2

We begin with the second line of the bound (4.80). Now instead consider a read-
and-prepare channel CC' — CCD of the form described in Lemma 4.3.2, so that for any

(S [0 oo| the bound (4.12) holds, i.e. all Rényi entropy values of the D register (conditioned
on CC = cc) lie in the interval [M — f(cé), M — f(cc) +2"™/*loge]. If we extend any v~
in the infimum with this channel, we have
HI(SC|CEE),. > Hy(DSC|CEE),. — M — 27 loge
> H,(SC|CEE),. + H!,(D|SCCEE),. — M — 2% loge,  (A.3)

where the first line holds by (4.13), and the second line is a special case of Proposition 7 in
[38]. Before proceeding further, we note that the second term in the last line of Eq. (A.3)
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can be bounded as:

AT ! i (82VHD (DISEE), e
Hl// (DlSCCEE)Vu - — O/l log Z v (CC)2< ) |ce
CCEsupp (V%a)
a// —A 1;7?;” ch”(D)u“‘iA
céEsupp (V%g)
> M + ’ lo Z V”(66)2_<1;%”)f(56) (A.4)
- 1 — " g , .
ceeEsupp <u%6)
where the first line is due to Lemma 2.2.1, the second line holds since VDSEE yg‘” ®
|ce cé

Vepp and H ,,(D) o, = HO//(D),,‘@ ~when there is no conditioning register, and the third
|eé cé

line follows from the lower bound in (4.12). Combining Eq. (A.4) with Eq. (A.3) we have:

— A~ ~ o~ ~ o{//
H(SC|CEE),+ > Hy(SC|CEE) e + 1=
EéEsupp(u%a)

(A.5)

Since the above bound holds for arbitrary (sufficiently large) M, we can take the M — oo
limit so the 2-% term vanishes. Taking this into account and using the bound in Eq. (A.5),
our desired result follows by applying exactly the same analysis as in the rest of the
Theorem 4.4.1 proof, except that we replace G ,(f) with

l—a”

Galyall,l/w (f) = —Ha/(Sélé\EE)yw — 1a— log Z Vw<éé)2_( o’ )f(Eé)
—

CCESUpp (u%a)

(A.6)

Note that the above expression is concave with respect to w, as we would require for those
remaining proof steps. This follows by observmg that H, (SC]CEE)W is convex 1n w by

following same steps as Eq. (4.51) for H, (SC’|C’EE)W and we have o > 1 so — % log(-)
is a concave function, while the values v*(é¢) are affine functions of w. In fact, to make the
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correspondence with the Theorem 4.4.1 proof even more explicit, we can rewrite the above
expression as

1 —A —a'")(—f(ee ’ C|CEE w
Got o () = _1_—&”10g Z ¥ (ce)2 )(=£(@)+Hoi (SCICEE) ) | (A7)
EéESupp(Vga)

~ " __ . o . . . ~ . ~
where " = 20;,, L so we are carrying out the remaining calculations with &” in place of &

and a single value Ha/(SaaEE)W in place of all the —Dj (1/“’

SEENAGE

W
Is ® Vi ) terms.

é
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Appendix B

Generalized Rényi entropy
accumulation for a < 1

In this appendix, we construct an upper bound on the global Rényi entropy H] (S {Laﬁa’\{lEn) 0
in the region where av < 1. Using standard techniques [63], one can then obtain bounds on

the smooth max-entropy HI/Q(S”C' |C”E )0, similar to the approach taken in [41, 89].
We begin by defining a Petz version of QES entropies.

Definition B.0.1. Let p € S- (C’@QQ) be a state where C and C are classical with

alphabets C and C respectively. Given a QES f on CC and a value o € (0,1) U (1,00), the
QES-Petz-entropy (QESP-entropy) of order « for p is defined as

log <Zp ce)” 1 ag(l- o)(- f(Cé)D“(”QQ/I66||HQ®/)Q/I6))>

HQ®pQ’/\é))>

— 11— o log <Z 2-(1—04)]'(66) TI' [(PQQ’/\E&)Q (leAé)la}> s (Bl)

cc

AfQc|cq), =

1 o
_ 1 Z A 2(1—a)<—f(CC)—Da(pQQ’/\Eé
« o8 < cé p(cc>

where the sum is over all é¢ values such that p(cé¢) > 0, and we leave some tensor factors of
identity implicit in the last expression.

With this, we present the o < 1 version of our bound in Theorem 4.3.1. This version
exhibits some subtle differences compared to its o > 1 counterpart.
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First, in the single-round quantity, the extra purifying register E no longer appears.
This is because the single-round expression now involves a supremum, rather than an
infimum, over input states. By the data-processing inequality, the optimal input state can
be taken to be trivial on the purifying register.

Second, in this direction of the bound, the choice of QES can no longer depend on the
values & '¢~! from previous rounds. As the reason behind this restriction is somewhat
technical, we defer the explanation to the middle of the proof, where the obstruction
naturally arises.

Theorem B.0.1. Let {M;}"_; be a 1 sequence of channels with M; € CPTP(R;_1E;_1, S;R; E;C; 6)

such that the output registers C C’ are always classical (for any input state) and let
pE S:(S{LClC{LEan) be a state of the form p = M, o---o M;[w°] (leaving some identity
channels implicit) for some initial state W° € S:(ROEO). Suppose that each M; has some
Stinespring dilation V; € CPTP(Rj,lEj,l,SjRjEjUjaij) (with “environment” system
F;), such that V; satisfies the following NS condition:*

3 a channel R; € CPTP(R;_q, Rjéjaij) such that Trg,p, oV; = RjoTrg,_, . (B.2)

For each j, let f|; be a QES on registers GJ/C\'] Define the following QFES on ﬁ?a{b
Sun(cyey) Z 1i(© (B.3)

Take any a € (2/3,1) and let & = 32=2. Then we have

A0 (SPCYICTE), <k,

T (B.4)
where k; = sup H:"(S;C;|C;Ej),,
I/EE]'
where Y, denotes the set of all states of the form M, [ij—lEjfl} for some initial state
w € S:<Rj71Ej,1).

—mn

Consequently, if we instead define the following "normalized” QES on 16?:

ffull Cl Cl = Z f|j CJC] ’thGTE ﬁj(éjé]) = f|_](é]éj) + K}j, (B5)

!Qualitatively, this states that V; does not signal from E;_; to R;C; C F};. Also note that the choice of
Stinespring dilation can be arbltrary here, due to the 1bometr1c equwalence Of purifications.
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then

HIw(STCY|CTE,), < 0. (B.6)

Before we present the proof, we highlight some remarks on this theorem. First, note
that if we set & = 1 — p for some p > 0, then & = 1 — p — O(p?). Therefore, the change
in Rényi parameter is again of a higher-order amount. In addition, as observed in [89], if
the action of M is such that it first apply some channel M; € CPTP(R;_,, S;C,;C;TiR;),
then incorporate C;Tj into the Side—information E; without "disturbing” the state already
on the register £;_; (i.e., M; = idz 1,8, m, ©M; for some M; with Ej; = CiT,E;_4),
then, the NS condition automatlcally holds.

Proof. Let M > 0 be any value such that M — f;(¢;¢;) > & > 0 for all f;(¢;¢;)
in the theorem statement; then for each j, define a read-and-prepare channel D; €

CPTP(Uj@,Uj@Dj) of the form described in Lemma 4.3.2, so that the state it pre-
pares on D; always satisfies

. . _M
Vo€ [0,00), Ha(Dj)y, ., € [M = fij(eé;), M — fi;(e;¢;) + 277 loge] (B.7)
Consider the channels N; € CPTP(R;_,E;_1, D;S;R;E;C;C;) defined by N = D; o M;.
View p in the theorem statement as the reduced state of an extended version p = N, 0---o0
Ni[w?]. We will now only prove the following bound® (where again ¥/ is the set of possible

output states of N;, though here we do not need the purifying system E)
H(D}STCLICLE,), < Z sup H_ +(D;5;C; JCIE)),. (B.8)

/62/
Once the above relation is proven, the remainder of the proof will then follow in the same
way as before, with some adjustments to the Rényi parameters.

Let U; € CPTP(Uj@,Uj/C\'ijGj) be a Stinespring dilation of D;, in which case
U;oV; € CPTP(R;_1E;_1, D;S;R;E;C;C;F;G;) is a Stinespring dilation of Nj. We extend

2We highlight that, if we wish to allow QES-s to depend on the past éjé\’j values, we would need to
allow the N, channels to act non-trivially on 6{_16’? ~!. However, for the relation in (B.8) to hold, each
N must satisfy a no-signaling condition from Ej_léjl;lé\{ ~! to R;F}GJ. This condition would never
hold, since such channels, by construction, would allow nontrivial signaling from the 6{716’\{' -t registers to
the Stinespring dilation F}.
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this trivially to another isometry W; = (U; o V;) ® idajl'lelj—ngl'fl. Then, we can view the
state p in the above bounds as the reduced state of a pure state |p) DEST RnEnC G FP Gy =
Wyo---0oW; |w0>BOEOvaO, where |w®) . % is a purification of wp p . Similarly, any
v’ € ¥} can be viewed as the reduced state of a pure state |V/>D]-SjRjE-€6ijG{E =

W; w)

ter E of sufficiently large dimension). Then by a duality relation in Proposition 2.2.2 (see
also [118, Theorem 2]) between the Rényi entropies H] and Hy, (for all a € [0,00]), we
have:

Ry 1By 1 Gl R G B where ‘W>RJ_—1EJ__1/C\{—1F1]'—1G]1'—1E is a pure state (for some regis-

1
where [ = —,

[0
_ o _ o ~ 1 1 (B.9)
Hg_é(DijC”C{Ej)y’ = —H3(D;S;C5| R F{GLE)y, where = o7 = 5— 3

HY(D}S{CY|CY EnEy), = —Ha(D} ST CY Ry FY'GY)

P>

Note that since o € (1/2,1), we have 5 € (1,2). We also highlight that we placed the
purifications Fy and E on opposite sides in the above two equations, to simplify some
subsequent arguments.

We now show that IW; satisfy the required conditions in Theorem 2.5.3. Recall each

WM

W; channel has input registers Rj_lEj_laf_lFf ~'GJ7', and partition them into “memory

9

registers Ej_la{_l (which do not appear in these entropy terms) and “side-information
registers R;_1 F} _IG{_I (which appear in the conditioning registers of these entropy terms).
Critically, the NS condition on V; implies that the W; channels are non-signaling from

Ej_laf_l to RijG{; more precisely, if we define a channel 7A€/] = (TrDJ@J@ oUjo Rj) ®
id Rl where R; is the channel in the theorem condition (B.2), then this is a channel

f7€j R, F{'GY™" — R;FJ G such that (leaving various identity channels implicit):
Trp g e,5,0 Wi =Ty sopaiolUioV;
= TrDjﬁj@ oUjoTrg, g oVjo Tra\{q
= TrDjéij\j oUjoR;oTrg, OTI"C'T{'—I
=Rjo TrEj_15{’1’ (B.10)

where in the second line we commute some partial traces with channels that act purely as
identity on the Correspondlng registers (namely, U; acts as identity on S;E; CJ and V;

acts as identity on C’J "), in the third line we apply the NS condition (B.2) imposed in
the theorem, and in the fourth line we substitute the definition of R;. Hence W; form a
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sequence of GEAT channels, and with this we can finally apply [39, Lemma 3.6] to conclude
that (since g € (1,2) and 8 =1/(2 — 5))

Hg(DySICY| R, FIGY), > Z inf H5(D;S,Ci|R;F{GIE),, (B.11)

/62//

where X7 denotes the set of all states of the form Wj |w), for some w.

Rj 1\E; 1CIT'FIT G E

Substituting the duality relations (B.9), and noting that the data-processing inequality
implies HI(DrSrCY|CrE,), < H}(DrSiC,|CrE, Ey),, we get the desired bound (B.8).
To get the claimed results in the theorem, we first use the inequalities H, < H] and

H! < H, 1 [118, Corollary 4] on the left- and right-hand-sides respectively, to obtain
[:Ia(D"S”Un]é\” o < Z sup Hz(D;S;C; |C’JE )y, where @ =2 — L _sazz
121010 — e, ' 2—1  20-1
S Z sup H&(DijCﬂCjEj),,/, (B12)

j v’ EE;-

where the second line holds by data-processing. These entropies can then be related to the
QESP-entropies Hfwn(SPCT|CRE,), and I:Ié‘j (S;C|C;E;), the same way as in Lemma 4.3.2.
This yields the claimed bound (B.4) by taking M — oo. The other claimed bound (B.5) is
also obtained a similar way to before: by Lemma 4.3.7, each f|; satisfies

sup ;' (8,0,[C,E,), = sup . (8,05|C1E;), — y =0, (B.13)
ved; Ve
hence applying (B.4) to the QES-s f|j yields (B.5). O

We now state the analogue of Theorem 4.4.1

Theorem B.0.2. Consider a state p and channels {/\/lj};’:l fulfilling the conditions de-
scribed in Theorem B.0.1. Let ¥; denotes the set of all states of the form M; [WijlEij
for some initial state w € S— (Rj 1By 1) Furthermore, let 3 denote the convex range of

channels {M;}5_,, and let M € CPTP(Q SECC’) be a channel such that ¥ is equal to the
set of output states of M (i.e. {M WGE ‘ wE S QE })3 Take any o € (3/4,1) and

leta—

. Suppose furthermore that p = papia + (1 — pa)pjg for some po € (0,1] and

3Note that such a channel always exists (see Lemma 4.4.3 for an explicit construction).
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normalized states piq, pjg- Let Sq be a convex set of probability distributions on the alphabet
C x a such that for all ¢i{cy with nonzero probability in piq, the frequency distribution

freqé?é? lies in Sq. Then letting osg denote the distribution on CC induced by any state

Ogc, we have

1
c log 0

T an A An T
H,(STCLICTEn)pq < nhs + T—a 2

_ 1 &) D
where  hg = sup sup [ ———D (q|vgg) — 4(ct) Da (vsppreellls @ vene) |
g€Sq veES l-a ceéesupp(vag)

(B.14)

and the objective function in the above supremum is jointly concave in v and q. Furthermore,

for any o ;" € (1/2,1) such that 2%~ = = + a/a,—il, we have

1
hg < sup sup <_ o =D (q||vge) + Ha/(SaC’E),,> , (B.15)
qEeSq veX -«

and the objective function in the above supremum is jointly concave in v and q.

Proof. The proof is analogous to the proof of Theorem 4.4.1; we highlight the key steps.
Starting from the intermediate bound (B.8), we have

H\(DySTCY|CrE,), < Hl_,(DpSyTY|CrE,),

1
[

£ c,|cy & 1 3o — 2
< ZJ:VS/IGIXI?; HL(D;S,C;|CIE;),,, where @ =2 — T o
1 C,|CY — 1 4a—3
< ;"S')gg; Hz(D;S;C;|C{E;),,, where @ =2 — — -2
(B.16)

<> e Ha(D;S;C4|CSE)).,
j v'e ;

where the first follows from H] < ﬁ;; [118, Corollary 4], the second line is (B.8), third

lines is due to H! < H 2T , [118, Corollary 4], and the fourth line is by data-processing.

@

We now relate the H] D?S{LUﬁa{‘En)p to Hg(S{LUﬁa{LEn)pm in similar fashion to the
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Corollary 4.3.1 proof. Let Q denote the set of all ¢y ey values such that freqz . € Sq:

H(SICY|CLE,),, < HI(D}SICT|CTE,) min_ H, (D7)

Ao Ple e Plegey
< HI(DISTCUCL B, — min Ho(DR) g + 1o log
creren Pa
< H{(DIS{CYICT B, + masx —Ha(D})pgq + T 08—
- (B.17)

where the first line holds by similar arguments to the Lemma 4.3.9 proof, and the second
line is [11, Lemma B.5] in the o < 1 regime.

Picking all the QES-s f; to be equal to a single QES f, we can relate the entropies of
the D; registers to the QES values the same way as in Lemma 4.3.2. Taking the M — oo
limit in Lemma 4.3.2, we get an analogue of Corollary 4.4.1:

reklads « 1
H(SMC|CrE o < n sup HL(SC|CE), + c?cl?gn E f(€;é)) +— log o
1
< sup sup <Hf(SC|C'E) +f. q) n+ log — (B.18)

qeSq vey l—«a pa’

The best upper bound would be given by minimizing over the choice of QES f on the
right-hand-side; it hence only remains to show that this yields the claimed formula for hg,
analogous to the strong duality proof in Lemma 4.4.5. To do so, we define a sign-flipped
version of G, , from Lemma 4.4.4, with Petz instead of sandwiched divergences:

Gapl) = HL(QC|CQ),. (B.19)

From the log-sum-exponential formulation (4.84) (with a sign flip) we see that (A;a,,,(f ) is
again convex in f since a < 1; by analogous calculations we find that its convex conjugate is

+00 otherwise.
(B.20)

1 =
/G\* (A) — {ED <_)\Hp6/0\) - ZE@Esupp(péa) >\<CC)D0£ (pQQ'/\EEHHQ ® pQ'/\é) it —A € ]P)CC’

Again, since G, is a convex function with domain RICxCl, this means G, , is also the

convex conjugate of G* . thus we have é\mp( f) = sup, pexe ( G* oA )) With this,

a,p’
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we again write
HL(SC|CE), +f-q
= é\a,u(f) +f-q
= sup ()\ f— @gy(A) +f- q)
AERICXC]
= sup (—5;V(—A’) +f-(q— X)) via a reparametrization X’ = — . (B.21)

NePys

Furthermore, by Lemma 4.3.1 (adapted to the Petz case) we know there exists a
read-and-prepare channel that can extend any state v so that we have Flg(Sa/C\E),, =
}_[a(DS@aE)V — M for some fixed M; it thus follows from the convexity of Petz divergences
for a € (0,1] that ﬁ£(56|6E)V is concave in v. This lets us proceed similarly to the
Lemma 4.4.5 proof: we see CA%’V()\) is jointly convex in (A, v), since by definition it is a
supremum over a family of functions A - f — é\ayy(f ) that are each jointly convex in (A, v).
Therefore, —é\gy(—)\’ )+f-(q— ) is jointly concave in (q, v, X’), which allows us to apply
the same strong duality arguments to conclude that

inf sup sup sup (—é\gy(—X) +f-(q— X))
f qeSq vex Nep & '
= sup sup —é\gu(—q). (B.22)

qESq veEX

This gives the first claimed result (B.14), by just substituting the definition of —é\gy(—q).
To get the looser bound (B.15), we perform similar calculations except with the relaxation

Hx(DSC|CE), < Hy(SC|CE), + H',(D|SCCE),, (B.23)
which is a special case of [38, Proposition 8]; this lets us apply the same arguments as the
Lemma 4.4.2 proof. O
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