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Abstract

As daily life becomes increasingly subject to surveillance economies and surveillance states,
so do privacy enhancing technologies (PETs) become increasingly important to those who wish to
live unmediated by these mass data collection practices. While improvements to the design and
implementation of PETs have allowed more people than ever to take advantage of these tools, the
research and development practices surrounding PET's require the work of domain experts—with
their own biases, values, motivations, and awareness—doing their best to accommodate the needs
and desires of users. As a result, an inevitable gap forms between what is built by those who have
the skills and resources to develop these technologies, and what is needed by those who can only
use what is available.

In this thesis, we examine techniques for lowering barriers to entry for research and develop-
ment contributions to PETSs, so that users who wish to make such contributions are more readily
able to do so. Towards this end, we use as a concrete example the Tor project, and how it interfaces
with current research and development practices to demonstrate three methods of lowering such
barriers: (i) a set of tools and techniques for conducting statistically sound Tor experiments,
(i1) an analysis of the viability of Tor as a means of providing simple metadata protection in
messaging apps, and (iii) an investigation into the effect on new contributors when porting a
codebase written in a programming language without memory safety to the memory-safe Rust
language, as Tor is doing. We find that, using these methods, the barriers to entry can be reduced,
but that considerable future work still remains in this vein.
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Chapter 1

Introduction

As any technology transitions into an increasingly central role in our lives, understanding the
specific properties and features of that technology becomes increasingly important. While there
are toys and gadgets that are merely toys and gadgets, when a particular technology is used as our
primary means of informing ourselves, entertaining ourselves, or mediating our social interactions,
it elevates the importance of self-determination in how that technology behaves. One aspect of
this self-determination, with particular regards to digital technologies, is the matter of privacy.

While “privacy” is a broad notion with many meanings [Sol07], in this context, privacy can be
thought of as individuals’ autonomy over their data. To facilitate this autonomy, technologists and
researchers have created various privacy enhancing technologies (PETs). PETs can be used in
conjunction with other technologies to make those technologies more private, or as independent
tools providing some privacy-related service. Some examples of these technologies include Tor,
which is used to anonymize internet connections; the associated Tor Browser, which provides web
content over Tor while minimizing web-based privacy risks to the user; and end-to-end encrypted
(e2ee) messaging, which is used to exchange information between people in a way that only the
end users’ devices have access to that information.

The development of these PETs can be thought of as having two historical phases. In the early
days of PETs, research and development focused on creating tools that could be used to address
the threats modeled by researchers, and coupling that with education among the general public on
proper use and understanding of these tools. This era could be called the “cypherpunk” era of PETs,
and is best exemplified by PGP—a tool for sending and receiving e2ee email, and the associated
Web of Trust for managing chains of trust in public key pairs. Despite decades of concerted effort
from dedicated volunteers and professionals, PGP and the Web of Trust never saw widespread
adoption for e2ee email. Usability hurdles like manually managing keys and understanding how



to threat model trust in other users’ keys proved effectively impossible to overcome for a wide
audience [WT99]. This era has been critically described as cypherpunks making tools they could
use, then trying to teach everyone else how to be like cypherpunks [Mar15].

The next phase of PETs development was therefore a direct contraposition to the cypherpunk
era: if requiring understanding how these tools work prevented the widespread use of PETs, then
widespread use of PETs requires making tools that involve no understanding for their use. As
PGP is the archetype of the cypherpunk era, then so the e2ee messenger app Signal (described in
more detail in Chapter 4) is the archetype of this era in PETs development. While the underlying
cryptography of Signal did push the state of the art forward with improved security over PGP, far
more of its impact came in the form of its “Development Ideology”, which includes as its first
four points [Mar14]:

1. The answer is not more options.
2. The user doesn’t know what a key is.
3. There are no power users.

4. If it’s “like PGP, it’s wrong.

SIGNAL DEVELOPMENT IDEOLOGY

These four points have remained unchanged since their inception ten years ago as of this
writing. Unlike PGP, Signal does not expose language around keys or threat models to users.
Instead, users get the simple, cohesive experience of a fully featured messenger app, with the
additional security it provides abstracted away. This ideology saw success, with Signal seeing
40 million monthly active users [Cur24], and WhatsApp, which eventually adopted much of
Signal’s protocols, having over 2 billion monthly active users [Dix24]. For comparison, the most
popular PGP key servers have never had more than 500,000 email addresses [key24] or 8 million
individual keys [Ubu24] (only a fraction of which are valid and actively used), while Firefox
Mobile, the 7th most popular mobile web browser [Sta24b], has somewhere over 100 million
installs [Pla24].

However, with increased adoption of the Signal Ideology, there has not only been a shift
away from the necessity of understanding how these tools behave and function, but also a shift
away from the feasibility of users influencing how these tools behave and function. Be it from
factors that are explicit (e.g., the opaque nature of platforms like WhatsApp and the companies
that run them), implicit (e.g., funding models biasing the kinds of problems that take priority),
or somewhere in between (e.g., the sentiment that these tools and systems are so fragile that
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their maintenance is best left to domain experts), users who experience shortcomings in these
tools outside the forefront of our minds can find themselves without recourse to address these
shortcomings [EHM17]. As such, the research and development of these PETs can fail to adhere
to the same principles of autonomy they aim to provide.

It is unlikely the need for experts in PETs will be eliminated in the near future. Nevertheless,
lowering barriers of entry and reducing the required work involved with research and development
of PETs is important, not only for the general benefit of a larger pool of effort and contributions
available, but as a means of alleviating some of the implicit power imbalances involved in said
research and development.

In this PhD dissertation, we establish the following thesis statement:

By examining how a particular privacy enhancing technology (PET) is impacted by, and
itself influences, PET research and development practices, we can establish techniques
or observations to improve safety and/or lower barriers of entry to PET research and
development.

In this work, we establish this by focusing on the Tor privacy enhancing technology. We
focus on four research questions, given in Figure 1.1. These questions do not fully enumerate
the contributions made to improving safety or lowering barriers of entry in this work, but serve
as a concise framing—e.g., our work on network simulations has proven useful not only for
researchers, but also developers wishing to perform testing on (non-research oriented) code
changes made to Tor. The research answering these questions is presented in three chapters.

First, in Chapter 3, we look at Tor network experimentation. The network simulator Shadow
has been the most popular method of conducting safe, controlled Tor network experiments for
some time. However, without a foundation in a statistically sound process of sampling and
presenting data, researchers are left with ad hoc and potentially faulty research practices. To
address this, we created tools and a methodology to allow researchers to confidently create safe,
statistically sound Tor network experiments.

In Chapter 4, we examine the influence of Tor on the e2ee messenger space. Tor is frequently
cited by researchers and developers as a way to protect network-level metadata in these messengers.
We establish the extent to which it is viable to use Tor as a drop-in solution to protecting metadata
in e2ee messengers, both in terms of the protection Tor provides, and the impact it has on users of

the messenger and Tor. In the process, we make use of the tools and methodology established in
Chapter 3.

Finally, in Chapter 5, we consider the Tor Project’s choice of rewriting Tor’s core C code in
Rust. By examining other projects that have done the same, we found that doing so can make it
safer, and therefore easier, for new contributors to get involved with adding code.

3



Practices that influence Tor

Practices that Tor influences

Tor network simulations allow re-
searchers to conduct experiments
in controlled environments. How

Tor is commonly cited as a way
to let e2ee messengers protect
network-level metadata. How ef-

Research | can we help researchers ensure | fective is this design in practice?
these experiments are statistically | (Chapter 4)
sound, and produce meaningful re-
sults? (Chapter 3)
Tor is in the process of being | Tor provides tools for anonymous
rewritten from C to Rust. How | communication. Do these tools let
Development does this affect the safety and fre- | e2ee messenger developers use Tor

quency of code contributions from
new contributors? (Chapter 5)

to simply abstract away metadata
concerns, without impacting over-

all user experience? (Chapter 4)

Figure 1.1: In this thesis, we investigate practices that influence Tor, and practices that Tor
influences, with regards to privacy enhancing technology research and development. This in turn
motivates associated research questions, which we address in this thesis, on improving safety and
lowering barriers of entry for said research and development.

In summary: By examining how the research practice of network experimentation impacts
Tor, we can lower the barrier of entry for statistically sound Tor network research (Chapter 3). By
examining how the research and development practice of protecting metadata in e2ee messengers
is influenced by Tor, we can improve safety and lower barriers of entry for researching and
developing e2ee messengers that effectively protect metadata (Chapter 4). By examining how the
development practice of porting C/C++ code to Rust could impact Tor, we can improve safety and
lower barriers of entry for making PETs code contributions (Chapter 5). Collectively, this analysis
demonstrates the viability of using the interactions of a PET with research and development
practices, rather than the PET itself, to identify ways in which PET research and development can
be made safer and with lower barriers of entry.



Chapter 2

Background on Tor

Before proceeding to describe our contributions in detail, in this chapter, we provide background
generally useful going forward—namely, background into the operation of Tor.! Tor is a form of
anonymizing proxy, which uses a technique known as “Onion Routing” [DMS04; GRS99]. It
aims to allow access to the internet (specifically, as TCP streams) such that no single entity, aside
from the user’s device, knows both the source and the destination of traffic simultaneously. In
its most common configuration, it achieves this goal by routing traffic through three randomly
selected volunteer machines, known as relays, or onion routers. The traffic sent from the client
is first wrapped in three layers of nested encryption (on top of any encryption provided at the
application layer, such as a TLS session with a website), with the outermost layer encrypted to the
first hop, the next layer encrypted to the second hop, and the innermost layer encrypted to the
final hop. Return traffic from the server is sent to the last hop, which encrypts it and sends it to
the second hop, which encrypts it and sends it to the first, which encrypts it and sends it to the
client, which can decrypt it. See Figure 2.1 for a visual representation of this configuration.

Each time a Tor client selects the three relays to route through, it is constructing what is
known as a circuit. A client may construct any number of circuits, each of which can be used to
connect any number of streams to any number of destinations. Each relay in a circuit is chosen
with probability proportional to its bandwidth, subject to certain flags that indicate the type of
relay.? The first relay in the circuit is known as a guard relay. To be a guard relay, the relay must
be stable over a long enough period of time. Clients choose a small pool (currently configured to
a default size of 2) of guard relays when first installed, and rarely update this pool after. Each

"More particular background is present in each respective chapter.
2QOther constraints, generally for preventing related relays from being used more than once in the same circuit, are
also employed. These additional constraints will not be relevant for this research.
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middle

Figure 2.1: The high-level design of Tor. Tor protects client anonymity by nesting layers of
encryption over three proxy hops, known as relays, or onion routers: a guard relay, followed by a
middle relay, then an exit relay. Nodes running Tor are here represented as onions.

circuit selects its guard relay randomly from this pool. The last relay in the circuit, just before
exiting to the rest of the internet, is referred to as an exit relay. Unlike guard relays, the status
of being an exit relay is chosen by the relay operator. Most relay operators choose not to allow
exit traffic, as any activity performed on that circuit will, from the perspective of the destination,
appear to originate from the exit relay—a property many server operators, law enforcement, and
courts would need explained to them. Because of this, exit relays make up only a fraction of the
Tor network, both in count and in provided bandwidth. The second relay in the circuit is called a
middle relay, and has the fewest restrictions. A relay can serve multiple roles, so long as it is not
in the same circuit; e.g., exit relays can also function as middle relays, and many guard relays are
also exit relays.>

In order to select these relays appropriately, clients download a file known as the network
consensus, containing all relays, their weights, flags, and other useful information. This network
consensus file is constructed once an hour by a small set of relays (8 as of time of writing), trusted
not to maliciously collude, called directory authorities. Some information that clients do not need
frequent updates for, such as the relay’s public keys, are stored in separate files called server
descriptors.

3Though in practice, the limited bandwidth available for exit relays means they are rarely available for actual use
as guard relays.
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Figure 2.2: The high-level design of onion services. The client and onion service each select three
relays (a guard and two middle relays) to route traffic to each other, never leaving the Tor network,
and never transmitting plaintext.

2.1 Onion Services

In addition to the typical Tor usage described above, there is another primary use of Tor: onion
services. Originally conceived of as a means of hiding the location of a server from the user, in
recent years, onion services have taken on a more general role.

At a high level, onion services work using a public key, plus some additional data, base32 en-
coded into an identifier that, when combined with the reserved . onion top-level domain [AM15],
functions as a domain name for the service, called an onion address.* A client can use the in-
formation in the onion address to look up how to perform a handshake with the onion service,
ultimately constructing a circuit with three relays chosen by the client, and three chosen by the
onion service, plus an additional inner layer of encryption added to tunnel between the client and
server endpoints. Thus, the traffic never leaves the Tor network, and no entity, including the client
(and server), ever observes the source and destination simultaneously. Once this connection is
established, the application layer can transparently use TCP streams as usual.

As previously stated, the initial motivation for onion services was that a server can operate
without revealing its IP address (indeed, the original name of onion services was “hidden services”).
In addition, though, onion services were found to have other uses.

For one, because their public keys are encoded into their onion address, onion services are
self-authenticating—simply knowing the identifier of an onion service is sufficient to authenticate

“E.g., nytimesn7cgmftshazwhfgzm37qxb44r6dytbb2dij3x62d211jsciiyd.onion (this link
will only work with Tor).


https://www.nytimesn7cgmftshazwhfgzm37qxb44r64ytbb2dj3x62d2lljsciiyd.onion/

the connection. This can provide assurances that are in some ways stronger than that of other
authentication mechanisms that sign existing identifiers, such as the Certificate Authority PKI
system used in TLS to authenticate the identity of a website serving content on a particular domain,
or the Web of Trust used by PGP to authenticate the identity of senders and recipients of emails.
The major disadvantage of this self-authentication is a lack of human-readable identifiers.

Another reason that onion services have been used in practice is they provide a ready means
of “NAT punching”—being able to serve content from within a network that does not provide a
static, external IP, or does not allow opening TCP ports in a firewall. For example, OnionShare’
allows users to share a file over the internet without needing to first upload the file to a server,
which in turn allows sharing files of arbitrary size, subject only to the user’s storage space and the
bandwidth of the Tor circuits used. (It also benefits from the aforementioned self-authentication,
assuming there exists a trusted communication channel between users.)

Finally, onion services are beneficial to the performance of the Tor network when compared
to normal Tor circuits. This is due to the fact that they do not require exit relays, and therefore do
not add to the saturation of their limited bandwidth. Facebook transparently redirects connections
from Tor to one of its onion services—albeit reconfigured to only use a single hop on their half of
the circuit—for this reason.

2.2 Threat Model

It is worth noting that the protections granted by Tor, whether on onion services or the typical
usage for accessing the wider internet, are not unconditional. Notably, Tor does not defend against
a global passive adversary—i.e., an adversary that can passively monitor any internet traffic it
wishes. Such an adversary would be able to monitor all connections entering and leaving Tor
relays, and using timing and packet sizes, trace connections from their source to their destination.

Such an adversary has never been demonstrated, and is unlikely to exist in practice. Even
the NSA, at the time of the Snowden leaks, relied on exploiting application vulnerabilities in
surveillance targets to deanonymize them rather than pure traffic analysis [Sch13]. However, the
global passive adversary is less of a real threat so much as a threat model, useful for some systems,
as it encompasses a large set of less powerful but more likely attacks. Notably, even without a
global view of all traffic, any observer who can simultaneously view the network activity on the
client and server side of a connection will still quickly be able to correlate the traffic timing and
size to confirm that said client and server are communicating [Dan04]. Accordingly, any adversary

Shttps://onionshare.org/
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who controls a fraction of the bandwidth weight of the Tor network will be able to perform such a
correlation with a probability correlated with that fraction.

In practice, malicious relays that perform traffic correlation attacks are exceedingly rare. While
malicious groups of Tor relays are sometimes discovered, they so far have not been positioned for
general traffic correlation attacks—though one attack did make use of malicious relays for traffic
correlation to identify onion service lookups [Din14]. Traffic confirmation attacks from outside
the Tor network, on the other hand, have been used by law enforcement to identify suspects or
gather evidence when they have already identified the source and destination of the traffic [Dall3;
Fed12].

It is currently hoped that general traffic correlation attacks, in a form that would allow identify-
ing the source and destination of a connection rather than confirmation, are prohibitively expensive
for most threat models. In any case, any attempt to address such an adversary would necessarily
require an increase in some combination of latency or bandwidth overhead [DMMK18].

2.3 Terminology

Finally, the name “Tor” comes with certain ambiguity—it is the name of the network, the project,
the organization, the application, etc. Which of these is being referred to is hopefully clear from
respective context throughout this thesis, but one minor hint is that when referring to the Tor
application in particular—i.e., the executable run on a machine to run a Tor client, relay, or onion
service—it is spelled in all lower-case (“tor”, sometimes referred to in spoken discussions as
“little-t tor™).



Chapter 3

Conducting Statistically Sound Tor
Experiments

In this chapter, we demonstrate tools and techniques for allowing researchers to perform statisti-
cally sound and scalable Tor network experiments. In particular, we focus on experimentation
regarding the usability of Tor, in terms of network performance. The usability of the Tor network
is fundamental to the security it can provide [DMO6]; prior work has shown that real-world
adversaries intentionally degrade usability to cause users to switch to less secure communication
protocols [AAH13]. Good usability enables Tor to retain more users [FGK+10], and more users
generally corresponds to better anonymity [ADS03]. Tor has made improvements in three primary
usability components: (i) the design of the interface used to access and use the network (i.e.,
Tor Browser) has been improved through usability studies [COAO07; LEM+17; NCC12]; (ii)
the performance perceived by Tor users has improved through the deployment of new traffic
scheduling algorithms [JTG+18; TG10]; and (iii) the network resources available for forwarding
traffic has grown from about 100 Gbit/s to about 700 Gbit/s over the last 10 years [Tor24].

Researchers have contributed numerous proposals for improving Tor performance in order
to support continued growth in the network, including those that attempt to improve Tor’s path
selection [ABEG13; BW16; DLKS15; HSWM19; IAW19; 1JJ+17; LSL16; MAEP20; RP17;
RWJ+20; SDW15; WTBS13; YL15a], load balancing [GSH16; IBW18; JHK10; JJH+17; JIS13;
MWS11], traffic admission control [AG13; DRPW?20; GH12; GJH14; JGW+14; JSH12; ITG+18;
KCU+19; LLW+17; YL15b], and congestion control mechanisms [ABG+11; GJH13]. At the time
of this research, the standard practice when proposing a new mechanism for Tor was to run a single
experiment with each recommended configuration of the mechanism and a single experiment
with standard Tor. Measurements of a performance metric (e.g., download time) are taken during
each experiment, the empirical distributions over which are directly compared across experiments.
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Unfortunately, the experiments (typically simulations or emulations [SGD15]) were done in scaled-
down Tor test networks that were sampled from the state of the true network at a static point in
time [JBHD12]; only a single sample is considered even though in reality the network changes
over time in ways that could change the conclusions. Moreover, statistical inference techniques
(e.g., repeated trials and interval estimates) were generally not applied during the analysis of
results, leading to questionable conclusions. Perhaps due in part to undependable results, only
a few Tor performance research proposals have been deployed over the years [JTG+18; TG10]
despite the abundance of available research.

Contributions In this work, we advanced what was the state of the art at the time (2020) by
building foundations for conducting sound Tor performance research in three major ways: (1) we
established an ontology of Tor experimentation, enumerating the elements of a Tor network a
researcher may wish to control for or measure; (ii) we designed and validated Tor experimentation
models and developed new and improved modeling and experimentation fools that together
allow us to create and run more representative Tor test networks faster than was previously
possible; and (ii1) we developed statistical methodologies that enable sound statistical inference
of experimentation results and demonstrate how to apply our methodologies through a case study
on a concrete set of Tor experiments. In doing so, we expanded the ability of researchers to
safely perform valid and useful Tor experiments, having since become the de facto standard for
generating and configuring such experiments [Aro24; DDB23; DSC+22; DT23; JW23; Mic21;
OAD22; PAKE23; RE22; WHH22].

Ontology We built foundations for Tor performance research by first establishing in Section 3.2
an extensible ontology of characteristics of a Tor network that a researcher could conceivably
wish to measure or configure in an experiment. We identify various metrics that have been of use
in previous research, and structure them in such a way to make their relationship to each other
clear. Although not intended to be complete, our ontology forms a starting basis for understanding
the elements a researcher may wish to query (on a test network or the actual network) and a means
of understanding where other variables we did not enumerate would fit.

Models and Tools In Section 3.3 we present what was, at the time, a new Tor network modeling
methodology that produces more representative Tor networks by considering the state of the
network over time rather than at a static point as was previously standard [JBHD12]. We
designed our modeling methodology to support the flexible generation of Tor network models
with configurable network, user, traffic load, and process scale factors, supporting experiments in
computing facilities with a range of available resources. We designed our modeling tools such

11



that expensive data processing tasks need only occur once, and the result has been distributed
to the Tor community and used to efficiently generate many network models [Aro24; DDB23;
DSC+22; DT23; JW23; Mic21; OAD22; PAKE23; RE22; WHH22].

In Section 3.4 we contribute new and improved experimentation tools that we optimized
to enable us to run Tor experiments faster and at a larger scale than was previously possible.
In particular, we describe several improvements we made to Shadow [JH12], the most popular
and validated platform for Tor experimentation, and demonstrate how our Tor network models
and improvements to Shadow increased the scalability of Tor simulations. We showcased these
contributions by running the largest known Tor simulations—full-scale Tor networks with 6,489
relays and 792k simultaneously active users. We also ran smaller-scale networks of 2,000 relays
and 244k users to compare to prior work: we observed a reduction in RAM usage of 1.7 TiB
(64%) and a reduction in run time of 33 days, 12 hours (94%) compared to what was, at the time,
the state of the art [JTH18].

Statistical Methodologies In Section 3.5 we describe a methodology that enables us to conduct
sound statistical inference using the results collected from scaled-down (sampled) Tor networks.
We found that running multiple simulations in independently sampled networks is necessary
in order to obtain statistically significant results, a methodology that had never before been
implemented in Tor performance research, rendering the conclusions drawn in previous work
questionable (see Section 3.1.3). We describe how to use multiple networks to estimate the
distribution of a random variable and compute confidence intervals over that distribution, and
discuss how network sampling choices would affect the estimation.

In Section 3.6 we present a case study in order to demonstrate how to apply our modeling and
statistical methodologies to conduct sound Tor performance research. We present the results from
a total of 420 Tor simulations across three network scale and two traffic load factors. We find that
the precision of the conclusions that can be drawn from the networks used for simulations are
dependent upon the scale of those networks. Although it is possible to derive similar conclusions
from networks of different scales, fewer simulations are generally required in larger-scale than
smaller-scale networks to achieve a similar precision. We conclude that one simulation is never
enough to achieve statistically significant results.

Availability Through this work we developed new modeling tools and improvements to Shadow
that we released as open-source software as part of OnionTrace v1.0.0, TorNetTools v1.1.0,
TGen v1.0.0, and Shadow v1.13.2.! We have made these and other research artifacts publicly

Thttps://github.com/shadow/{oniontrace,tornettools,tgen,shadow }
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available.> While the architecture of Shadow has gone on to change significantly since this
research, the other tools remain largely the same after our changes made as part of this work.

3.1 Background and Related Work

We provide a brief background on Tor experimentation before describing prior work on Tor
experimentation, modeling, and performance.

3.1.1 Tor Experimentation Tools

Early Tor experimentation tools included packet-level simulators that were designed to better
understand the effects of Tor incentive schemes [JHK10; NDW10]. Although these simulators
reproduced some of Tor’s logic, they did not actually use Tor source code and quickly became
outdated and unmaintained. Recognizing the need for a more realistic Tor experimentation tool,
researchers began developing tools following two main approaches: network emulation and
network simulation [SGD15].

Network Emulation ExperimenTor [BSG11] is a Tor experimentation testbed built on top of the
ModelNet [VYW+03] network emulation platform. ExperimenTor consists of two components
that generally run on independent servers (or clusters): one component runs client processes
and the other runs the ModelNet core emulator that connects the processes in a virtual network
topology. The performance of this architecture was improved in SNEAC [Sin14] through the
use of Linux Containers and the kernel’s network emulation module netem, while tooling and
network orchestration were improved in NetMirage [Ungl17]. With the exception of the new
TIGER system—a Docker-based emulator for Tor networks that has so far only been used in its
original publication [LCBS23]—these tools seem to have fallen out of favor for Tor experiments.

Network Simulation Shadow [JH12] is a hybrid discrete-event network simulator that runs
applications as plugins. We provide more background on Shadow in Section 3.4.1. Shadow’s
original design was improved with the addition of a user-space non-preemptive thread sched-
uler [MJ15], and later with a high performance dynamic loader [TJG18]. Additional contributions
have been made through several research projects [JGW+14; JTG+18; JTH18], and we made fur-
ther contributions that improve Shadow’s efficiency and correctness as described in Section 3.4.2.
Since this work, other research has gone on to make further extensive changes [JNW22].

’https://neverenough-sec2021.github.io
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3.1.2 Tor Modeling

An early approach to model the Tor network was developed for both Shadow and Experimen-
Tor [JBHD12]. The modeling approach produced scaled-down Tor test networks by sampling
relays and their attributes from a single true Tor network consensus. As a result, the models
are particularly sensitive to short-term temporal changes in the composition of the true network
(e.g., those that result from natural relay churn, network attacks, or misconfigurations). The
new techniques we present in Section 3.3.2 are more robust to such variation because they are
designed to use Tor metrics data spanning a user-selectable time period (i.e., from any chosen set
of consensus files) in order to create simulated Tor networks that are more representative of the
true Tor network over time.

In previous models, the number of clients to use and their behavior profiles were unknown,
so finding a suitable combination of traffic generation parameters that would yield an appropri-
ate amount of background traffic was often a challenging and iterative process. But with the
introduction of privacy-preserving measurement tools [EDG14; FMJS17; JJ16; MS17] and the
available Tor measurement studies [JJ16; JTH18; MWIJ+18], we have gained a more informed
understanding of the traffic characteristics of Tor. Our new modeling techniques use Markov mod-
els informed by (privacy-preserving) statistics from true Tor traffic [JTH18], while significantly
improving experiment scalability as we demonstrate in Section 3.4.3.

3.1.3 Tor Performance Studies

The Tor experimentation tools and models described above have assisted researchers in exploring
the various bodies of Tor research mentioned at the beginning of the chapter, as well as denial of
service mechanisms [CS14; Hop14; JTIS14; JVS19; RP18], and how these proposed changes or
attacks affect Tor performance and security [AG16]. It is this prior work that overwhelmingly
relied on single scaled-down Tor network models. Although some studies used multiple trials of
each experimental configuration in the chosen sampled network [JJH+17; JJS13], none of them
involved running experiments in multiple sampled networks, which is necessary to estimate effects
on the real-world Tor network (see Section 3.5). Additionally, statistical inference techniques
(e.g., interval estimates) are not applied during the analysis of the results, leading to questions
about the extent to which the conclusions drawn in previous work are relevant to the real world.
Our work advanced the state of the art of the experimental process for Tor performance research:
in Section 3.5 we describe our statistical methodologies that enable researchers to conduct sound
statistical inference from Tor experimentation results, and in Section 3.6 we present a case study
to demonstrate how to put our methods into practice.
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3.2 Ontology

In this section, we describe an ontology of the Tor network, from the perspective and for the
purpose of controlled performance research. While our ontology shows one way of orienting
known factors to consider when conducting Tor experiments, we emphasize that it is not intended
to be complete, and is merely the product of this author’s knowledge of past Tor research and
research platforms. The most interesting future research may come not from the measurement
of properties (or even elements) listed here, but from the gaps and undervalued areas that are
currently unexplored in Tor research.

Ontology The ontology consists of elements (clients, relays, servers, and the network), each
of which have properties that can be further recursively subdivided into (sub)properties. These
properties can be viewed as the variables of an experiment, and therefore can be separated
into independent and dependent variables. Independent variables are properties that are set,
chosen during the course of experiment configuration (e.g., the number of clients, or available
bandwidth). Dependent variables are properties that can be measured as results of the experiment
(e.g., throughput, or successful downloads). The division between what constitutes independent
and dependent variables depends on the specific context of an experiment. In this ontology,
we classified properties based on experimentation platforms for controlled Tor experiments.
More observational research (e.g., the measurement studies mentioned in Section 3.1.2, or
the measurements done on Tor Metrics [Tor24]) would have a different perspective, primarily
manifesting as many properties shifting from independent to dependent variables. Even with this
particular point of reference, however, some properties can concurrently exist as both independent
and dependent variables in one experiment. Packet loss, for example, is something that can be
configured as a property of the network (i.e., a particular link can be configured to drop packets
with some probability), but will also occur as a result of the natural behavior of TCP stacks
establishing a stable connection and can therefore be measured.

The rest of this section is dedicated to describing the elements of our ontology. The properties
of these elements are enumerated and classified in Table 3.1. While most of the terms are
self-explanatory, they are also briefly described in Table 3.2.

Network The network element represents the connections between other elements, as well as
meta-properties that are not directly measurable on individual nodes (though analogues may be).
Latency and bandwidth, for example, are properties directly instantiated in the links between the
other elements. The time to a steady state, on the other hand, is something that can be measured,
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Table 3.1: Classification of the experimentation properties in our Tor ontology into Independent
and Dependent variables, organized by element. An arrow indicates a subproperty.

Indep,| - - - -

Dep. - - 0000 -

Common Clients Relays IServers|
Network Nodes

but not as an actual property of any particular element, so much as a measurement of a constructed
representation of the entire network.

Network Nodes Network nodes are all endpoints in the network (i.e., every client, relay, and
server). While we could assign their common properties to each of the elements discussed in
the remainder of this section, we group them together to reflect their commonality (and to avoid
redundancy).

Some properties, such as control overhead, could arguably be positioned as part of the network
itself, but are in this ontology considered part of the network nodes. The deciding factor was
whether the variable could be directly configured or measured as a property of a particular node.
For example, while packet loss requires knowledge of the link between two relays, control
overhead can be measured on only one end; therefore, we place the former as a network property
and the latter as a property of the network node. From a more empirical perspective, tools such
as Shadow and emulators would configure/measure packet loss on the edges of a network graph,
while control overhead would be measured using data collected from the node.

Clients Clients are the subclass of network nodes that run applications proxied via Tor; they
represent both normal Tor clients, as well as onion services. Client properties include those
relating to the Tor application itself, as well as the application(s) being proxied through it.

Relays Relays are the subclass of network nodes that run Tor relays. As above, relay properties
include those of the Tor application, as well as the environment in which it runs.
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Table 3.2: Description of properties from the ontology. Arrows denote subproperties.

Property Description
latency The amount of time for a packet to traverse from one network node to another.
L jitter The variation in latency.
bandwidth The amount of data a network connection can transfer in a given amount of time.
‘;: reliability The probability of a network connection successfully transferring data.
E > packet loss The probability of a packet on an existing connection not arriving at the destination.
2 path/routing The set of network nodes a packet passes through to arrive at its destination.
congestion The amount of traffic load exceeding the capacity of the link or network node.
time to network consensus The amount of time until the Tor network generates a valid network consensus file.
time to steady state The amount of time until the network displays consistent behavior.
quantity The amount of this particular type of node in the network.
IP address The external IP address of the node.
geolocation Where the node is geographically located.
. stack What Tor and associated processes are running on.
g > OS/kernel The operating system, especially the network stack.
= > hardware The computer components and their characteristics, such as CPU speed or memory capacity.
8 CPU/memory usage The amount of CPU time and RAM used.
throughput The total network traffic over time, including overhead (e.g., headers and retransmissions).
goodput The total usable traffic over time, thus not including overhead (e.g., headers or retransmis-
sions).
control overhead The amount of traffic that is spent on protocol data, rather than payload data.
L retransmissions The amount of traffic that was duplicated as a result of TCP acknowledgements not being
received (in time).
2 behavior model How the client behaves.
B > number of connections How many network connections the client creates (typically to servers, via Tor relays).
z > duration of connections How long network connections last before being closed.
—E . L traffic type The protocol and traffic properties (e.g., web pages, large downloads).
13 E > idle time The time spent not sending any traffic, either because there is nothing being sent over a
2 5 currently active connection, or because the client has no active connections.
time to first byte The amount of time to receive the first byte of a download. A.K.A. round trip time (RTT).
time to last byte The amount of time to complete a download.
Tor
> relay selection algorithm How Tor chooses which relays to route through.
L max number of open circuits ~ The maximum number of circuits simultaneously open.
> max duration of circuits The maximum amount of time circuits remain open.
L circuit build time How long it takes to construct a circuit.
L errors The number and characteristics of errors encountered.
Tor relay configuration The configuration of the relay via configuration files or changes to the Tor application.
packet delay The amount of additional time for a packet to enter and leave the entire relay.
congestion Network congestion specifically as a result of the Tor relay process.
» | processing (Tor) The amount of time spent processing packets within the Tor process.
E‘ processing (stack) The amount of time spent processing packets outside the Tor process (primarily the OS).
& | connections (number of:)
> sockets open The number of network sockets the relay has open.
> streams and circuits The number of TCP streams and Tor circuits.
> connecting clients The number of clients that connect to this relay.
L errors The number and characteristics of errors encountered.
g behavior model How the server interacts with the client application communicating with it.
Z | port The network ports the server is listening on. This is distinct from the behavior model in that
@ Tor relays interact with it (via exit policies), not just the client.
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Servers Servers are the subclass of network nodes that represent non-Tor network entities; e.g.,
web servers and non-Tor clients. Because they do not run Tor, and will typically be creating
requests or responding to requests created elsewhere, they add few properties not already captured
above.

3.3 Models for Tor Experimentation

In order to conduct Tor experiments that produce meaningful results, we must have network and
traffic models that accurately represent some set of the elements and properties of the above
ontology. In this section, we describe the modeling techniques we introduced to make use of the
data from privacy-preserving measurement studies [JJ16; JTH18; MWJ+18]. Note that while
exploring alternatives for every modeling choice that will be described in this section is out of
scope for this thesis, we will discuss some alternatives that are worth considering in Section 3.7.

3.3.1 Internet Model

Network communication is vital to distributed systems; the bandwidth and the network latency
between nodes are primary characteristics that affect performance. Jansen et al. have produced
an Internet map [JTH18] that we find useful for our purposes; we briefly describe how it was
constructed before explaining how we modify it.

To produce an Internet map, Jansen et al. [JTH18] conducted Internet measurements using
globally distributed vantage points (called probes) from the RIPE Atlas measurement system
(atlas.ripe.net). They assigned a representative probe for each of the 1,813 cities in which at least
one probe was available. They used ping to estimate the latency between all of the 1,642,578
distinct pairs of representative probes, and they crawled speedtest.net to extract upstream and
downstream bandwidths for each city.?> They encoded the results into an Internet map stored in the
graphml file format; each vertex corresponds to a representative probe and encodes the bandwidth
available in that city, and each edge corresponds to a path between a pair of representative probes
and encodes the network latency between the pair.

Also encoded on edges in the Internet map were packet loss rates. Each edge e was assigned a
packet loss rate p, according to the formula p, < 0.015- L. /300 where L, is the latency of edge e.
This improvised formula was not based on any real data. Our experimentation platform (described
in Section 3.4) already includes for each host an edge router component that drops packets when

3speedtest.net ranks mobile and fixed broadband speeds around the world.
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Table 3.3: Statistics computed during the staging phase.

Stat. Description

r;  the fraction of network consensuses in which relay ¢ was running

g;  the fraction of network consensuses in which relay ¢ was a guard relay
e;  the fraction of network consensuses in which relay ¢ was an exit relay
w;  the median normalized network consensus weight of relay ¢

b;  the max observed bandwidth of relay ¢

A;  the median bandwidth rate of relay ¢

B;  the median bandwidth burst of relay ¢

C, median across network consensuses of relay count for each position pf
W, median across network consensuses of total weight for position p!

U. median normalized probability that a user is in country c*

 Valid positions are D: exit+guard, F: exit, G: guard, and M : middle.
tValid countries are any two-letter country code (e.g., us, ca, etc.).

buffers are full. Because additional packet loss from core routers is uncommon [LSBO08],* we
modify the Internet map by setting p. to zero for all edges.> We use the resulting Internet model
in all Tor simulations in this thesis.

3.3.2 Tor Network Model

To the Internet model we add hosts that run Tor relays and form a Tor overlay network. The
Tor modeling task is to choose host bandwidths, Internet locations, and relay configurations that
support the creation of Tor test networks that are representative of the true Tor network.

We construct Tor network models in two phases: staging and generation. The two-phase
process allows us to perform the computationally expensive staging phase once, and then perform
the computationally inexpensive generation phase any number of times. It also allowed us to
release the staging files to the community, whose members can use our Tor modeling tools without
needing to first process large datasets.

“A notable exception is China, which sees high packet loss only on packets entering the country [ZMW+20]. As
China attempts to censor Tor, no relays are hosted there, but some clients do use Tor’s anti-censorship functionality.

>Future work should consider developing a more realistic packet loss model that is, e.g., based on measurements
of actual Tor clients and relays.
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Staging

Ground truth details about the temporal composition and state of the Tor network are available
in Tor network data files (i.e., hourly network consensus and daily relay server descriptor files),
which have been published since 2007. We first gather the subset of these files that represents
the time period that we want to model (e.g., all files published in January 2019), and then extract
network attributes from the files in the staging phase so that we can make use of them in the
networks we later generate. In addition to extracting the IP address, country code, and fingerprint
of each relay 7, we compute the per-relay and network summary statistics shown in Table 3.3. We
also process the Tor users dataset containing per-country user counts, which Tor has published
daily since 2011 [Tor24]. From this data we compute the median normalized probability that a
user appears in each country. We store the results of the staging phase in two small JSON files (a
few MiB each) that we use in the generation phase. Note that we could make use of other network
information if it were able to be safely measured and published (see Section 3.2 for examples of
independent variables that could be useful).

Generation

In the generation phase, we use the data extracted during the staging phase and the results
from a privacy-preserving Tor measurement study [JTH18] to generate Tor network models of a
configurable scale. For example, a 100% Tor network represents a model of equal scale to the
true Tor network. Each generated model is stored in a configuration file (at the time as XML,
now YAML), which specifies the hosts that should be instantiated, their bandwidth properties and
locations in the Internet map, the processes they run, and configuration options for each process.
Instantiating a model will result in a Tor test network that is representative of the true Tor network.
We describe the generation of the configuration file by the type of hosts that make up the model:
Tor network relays, traffic generation, and performance benchmarking.

Tor Network Relays The relay staging file may contain more relays than we need for a 100%
Tor network (due to relay churn in the network during the staged time period), so we first choose
enough relays for a 100% Tor network by sampling n < > , Cp relays without replacement,
using each relay’s running frequency r; as its sampling weight.® We then assign the guard and
exit flag to each of the n sampled relays 7 with a probability equal to the fraction of network
consensuses in which relay j served as a guard g; and exit e;, respectively.

®Alternatives to weighted sampling should be considered if staging time periods during which the Tor network
composition is extremely variable.
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To create a network whose scale is 0 < s < 1 times the size of the 100% network,” we
further subsample from the sampled set of n relays to use in our scaled-down network model.
We describe our subsampling procedure for middle relays for ease of exposition, but the same
procedure is repeated for the remaining positions (see Table 3.3 note’). To subsample m < s-Cyy
middle relays,® we: (i) sort the list of sampled middle relays by their normalized consensus weight
wj, (1) split the list into m buckets, each of which contains as close as possible to an equal number
of relays, and (iii) from each bucket, select the relay with the median weight w; among those in
the bucket. This strategy guarantees that the weight distribution across relays in our subsample is
a best fit to the weight distribution of relays in the original sample [JBHD12].

A new host is added to the configuration file for each subsampled relay k. Each host is
assigned the IP address and country code recorded in the staging file for relay %, which will allow
it to be placed in the nearest city in the Internet map. The host running relay k is also assigned a
symmetric bandwidth capacity equal to by; i.e., we use the maximum observed bandwidth as our
best estimate of a relay’s bandwidth capacity. Each host is configured to run a Tor relay process
that will receive the exit and guard flags that we assigned (as previously discussed), and each relay
k sets its token bucket rate and burst options to A\ and [y, respectively. When executed, the relay
processes will form a functional Tor overlay network capable of forwarding user traffic.

Traffic Generation A primary function of the Tor network is to forward traffic on behalf of
users. To accurately characterize Tor network usage, we use the following measurements from the
aforementioned privacy-preserving Tor measurement study [JTH18]: the total number of active
users ¢ = 792k (counted at guard relays) and the total number of active circuits ¢ = 1.49M
(counted at exit relays) in an average 10 minute period.

To generate a Tor network whose scale is 0 < s < 1 times the size of the 100% network, we
compute the total number of users we need to model as u <— s - ¢. We compute the total number
of circuits that those u users create every 10 minutes as ¢ <— ¢ - s - 1, where ¢ > 0 is a load factor
that allows for configuration of the amount of traffic load generated by the u users (¢ = 1 results
in “normal” traffic load). We use a process scale factor 0 < p < 1 to allow for configuration of
the number of Tor client processes that will be used to generate traffic on the c circuits from the «
users. Each of p - u Tor client processes will support the combined traffic of 1/p users, i.e., the
traffic from 7 < ¢/(p - u) circuits.

"Because of the RAM and CPU requirements (see Section 3.4), we expected that it would typically be infeasible
to run 100% Tor networks. The configurable scale s allows for tuning the amount of resources required to run a
model. For technical reasons described in Section 4.4.4, 100% Tor networks have since become likely impossible in
Shadow.

8Technically, the Cj; used at this stage is the number of relays in that position from the 100% network above,
which will be very close to the real C'; in expectation, but not identical.
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The p factor can be used to significantly reduce the amount of RAM and CPU resources
required to run our Tor model; e.g., setting p = 0.5 means we only need to run half as many Tor
client processes as the number of users we are simulating.® At the same time, p is a reciprocal
factor with respect to the traffic that each Tor client generates; e.g., setting p = 0.5 causes each
client to produce twice as many circuits (and the associated traffic) as a single user would.

We add p - u new traffic generation client hosts to our configuration file. For each such client,
we choose a country according to the probability distribution U, and assign the client to a random
city in that country using the Internet map in Section 3.3.1.!° Each client runs a Tor process
in client mode configured to disable guard relays'' and a TGen traffic generation process that
is configured to send its traffic through the Tor client process over localhost (we significantly
extend a previous version of TGen [JTH18, §5.1] to support our models). Each TGen process is
configured to generate traffic using Markov models (as we describe below), and we assign each
host a bandwidth capacity equal to the maximum of 10/p Mbit/s and 1 Gbit/s to prevent it from
biasing the traffic rates dictated by the Markov models when generating the combined traffic of
1/p users. Server-side counterparts to the TGen processes are also added to the configuration file
(on independent hosts).

Each TGen process uses three Markov models to accurately model Tor traffic characteristics:
(1) a circuit model, which captures the circuit inter-arrival process on a per-user basis; (ii) a stream
model, which captures the stream inter-arrival process on a per-circuit basis; and (iii) a packet
model, which captures the packet inter-arrival process on a per-stream basis. Each of these models
are again based on the privacy-preserving measurement study that used PrivCount [JJ16] to collect
measurements of real traffic being forwarded by a set of Tor exit relays [JTH18]. We encode the
circuit inter-arrival process as a simple single state Markov model that emits new circuit events
according to an exponential distribution with rate 7/ microseconds, where p < 6 - 108 is the
number of microseconds in 10 minutes. New streams on each circuit and packets on each stream
are generated using the stream and packet Markov models, respectively, which were directly
measured in Tor and published in previous work [JTH18, §5.2.3].

The rates and patterns of the traffic generated using the Markov models will mimic the rates
and patterns of real Tor users: the models encode common distributions (e.g., exponential and
log-normal) and their parameters, such that they can be queried to determine the amount of time

9A primary effect of p < 1 is fewer network consensus fetches, the network impact of which is negligible relative
to the total traffic generated.

10Shadow will arbitrarily choose an IP address for the host such that it can route packets to all other simulation
hosts (clients, relays, and servers).

T Although a Tor client uses guard relays by default, for us it would lead to inaccurate load balancing because each
client simulates 1/p users. Support in the Tor client for running multiple (1/p) parallel guard relay “sessions” (i.e.,
assigning a guard relay to each user “session”) is an opportunity for future work.
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to wait between the creation of new circuits and streams and the transfer of packets (in both the
send and receive directions).

Each TGen client uses unique seeds for all Markov models so that it generates unique traffic
characteristics.'> Each TGen client also creates a unique SOCKS username and password for
each generated circuit and uses it for all Tor streams generated in the circuit; due to Tor’s
IsolateSOCKSAuth feature, this ensures that streams intended for different circuits will in
fact be assigned to independent circuits.

We highlight that although prior work also made use of the stream and packet Markov
models [JTH18, §5.2.3], we extend previous work with a circuit Markov model that can be used
to continuously generate circuits independent of the length of an experiment. Moreover, previous
work did not consider either load scale ¢ or process scale p; ¢ allows for research under varying
levels of congestion, and our optimization of simulating 1/p users in each Tor client process
allows us to more quickly run significantly larger network models than we otherwise could (as we
will show in Section 3.4.3).

Performance Benchmarking The Tor Project has published performance benchmarks since
2009 [Tor24]. The benchmark process downloads 50 KiB, 1 MiB, and 5 MiB files through the Tor
network several times per hour, and records various statistics about each download including the
time to download the first and last byte of the files. We mirror this process in our models; running
several benchmarking clients that use some of the same code as Tor’s benchmarking clients (i.e.,
TGen) allows us to directly compare the performance obtained in our simulated Tor networks with
that of the true Tor network.

Modeling Tools

We implemented several tools that are fundamental to readily model and execute realistic Tor test
networks. We released these tools as open source software to help facilitate Tor research: (i) a Tor
network modeling toolkit called TorNetTools (3,034 LoC) that implements our modeling algo-
rithms from Section 3.3.2; (ii) extensions and enhancements to the TGen traffic generator [JTH18,
§5.1] (6,531 LoC added/modified and 1,411 removed) to support our traffic generation mod-
els; and (iii) a tool called OnionTrace (2,594 LoC) to interact with a Tor process and improve
reproducibility of experiments.

12The Markov model seeds are unique across clients, but generated from the same master seed in order to maintain
a deterministic simulation.
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3.4 Tor Experimentation Platform

The models that we described in Section 3.3 could reasonably be instantiated in a diverse set
of experimentation platforms in order to produce representative Tor test networks. We use
Shadow [JH12], the most popular and validated platform for Tor experimentation. We provide a
brief background on Shadow’s design, explain the improvements we made to support accurate
experimentation, and show how our improvements and models from Section 3.3 contribute to the
state of the art.

3.4.1 Shadow Background

Shadow is a hybrid experimentation platform [JH12]. At its core, Shadow is a conservative-time
discrete-event network simulator: it simulates hosts, processes, threads, TCP and UDP, routing,
and other kernel operations. One of Shadow’s advantages is that it runs real applications and
directly executes them as native code (at the time of this research, as dynamically loaded plugins;
as of the latest Shadow release, as independent but managed processes). In this regard, Shadow
emulates a network and a Linux environment: applications running in a simulation should function
as they would if they were executed on a bare-metal Linux installation.

Because Shadow is a user-space, single user application, it can easily run on laptops, desktops,
and servers with minimal configuration (resource requirements depend on the size of the experi-
ment model). As a simulator, Shadow has complete control over simulated time; experiments may
run faster or slower than real time depending on: (i) the simulation load relative to the processing
resources available on the host machine, and (ii) the inherent parallelizability of the experiment
model. This control over time decouples the fidelity of the experiment from the processing time
required to execute it, and allows Shadow to scale independently of the processing capabilities of
the host machine; Shadow is usually limited by the RAM requirements of its loaded plugins.'?
The combination of its features makes Shadow a powerful tool for Tor experimentation, and has
made it the most popular and standard tool for conducting Tor performance research for some
time [SGD15].

3.4.2 Shadow Improvements

After investigation of the results from some early experiments, we made several improvements
to Shadow that enable faster experiments and produce significantly more accurate results when

3Sufficiently large experiments can run into other limitations—namely, any severe computational bottlenecks in
the running applications, and, in the latest versions of Shadow, maximum process counts on Linux.
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Figure 3.1: The rate of Tor relay churn over all 744 network consensuses from January 2019.
Shown are the number of Tor relays that existed on 2019-01-01 that remain and the number of
relays that did not exist on 2019-01-01 that joined (and possibly left again) over time.

running our Tor network models from Section 3.3.2. Our improvements include run-time optimiza-
tions, fixes to ensure deterministic execution, faster Tor network bootstrapping, more realistic TCP

connection limits, and several network stack improvements. Our improvements were incorporated
into Shadow v1.13.2.

3.4.3 Evaluation

This chapter has presented two types of foundational contributions thus far: those that result
in more representative Tor networks, and those that allow us to run more scalable simulations
faster than was previously possible. We demonstrate these contributions through Tor network
simulations in Shadow.

Representative Networks We produce more representative networks by considering the state
of the network over time rather than modeling a single snapshot as did previous work [JBHD12;
JTH18]. We consider relay churn to demonstrate how the true Tor network changes over time.
Figure 3.1 shows the rate of relay churn over all 744 network consensus files (1 per hour) in Tor
during January 2019. After 2 weeks, fewer than 75% of relays that were part of the network on
2019-01-01 still remain while more than 3,000 new relays joined the network. After 3 weeks,
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more new relays had joined the network than had remained since 2019-01-01. Our models account
for churn by sampling from all such relays as described in Section 3.3.2.

In addition to producing more representative models, our Shadow network stack enhancements
further improve network accuracy. To demonstrate these contributions, we simulate ten Tor
network models that were generated following the methods in Section 3.3.2 (using Tor network
state from 2019-01). We model Tor at the same s = 0.31 scale that was used in previous
work [JTH18] (i.e., =2k relays and ~250k users) using a process scale factor of p = 0.01 (i.e.,
each TGen process simulated 1/0.01 = 100 Tor users). We compare our simulation results to
those produced by state-of-the-art methods [JTH18] (which used Tor network state from 2018-01)
and to reproducible Tor metrics [Tor23; Tor24] from the corresponding modeling years (2019 for
our work, 2018 for the CCS 2018 work).'*

The results in Figure 3.2 generally show that previous work is noticeably less accurate when
compared to Tor 2018 than our work is compared to Tor 2019. We notice that previous work
exhibited a high client download error rate in Figure 3.2c and significantly longer download times
in Figures 3.2e-3.2g despite the network being appropriately loaded as shown in Figure 3.2h.
We attribute these errors to the connection limit and network stack limitations that were present
in the CCS 2018 version of Shadow (the errors are not present in this work due to our Shadow
improvements from Section 3.4.2). The download error rate shows larger confidence intervals than
other statistics (here as well as other figures) because errors are discrete rather than continuous,
and happen in small absolute numbers. Also, we remark that the relay goodput in Figure 3.2h
exhibits more variance in Tor than in Shadow because the Tor data is being aggregated over a
longer time period (1 year for Tor vs. less than 1 hour for Shadow) during which the Tor network
composition is significantly changing (see Figure 3.1).

Scalable Simulations Our new models and Shadow enhancements enable researchers to run
larger networks faster than was previously possible. We demonstrate our improvements to
scalability in two ways. First, we compare in the top part of Table 3.4 the resources required for
the 31% experiments described above. We distinguish total run time from the time required to
bootstrap all Tor relays and clients, initialize all traffic generators, and reach steady state. We
reduced the time required to execute the bootstrapping process by 2 days, 18 hours, or 80%, while
we reduced the total time required to run the bootstrapping process plus 25 simulated minutes
of steady state by 33 days, 12 hours, or 94%. The ratio of real time units required to execute
each simulated time unit during steady state (i.e., after bootstrapping has completed) was reduced
by 96%, further highlighting our achieved speedup. When compared to models of the same

14Although the models used Tor data spanning one month, we consider it reasonable to reflect the general state of
Tor throughout the respective year.
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Figure 3.2: A comparison of simulated results with Tor metrics. Results are from 10 simulations
at network scale s = (.31 (modeled using Tor network state from 2019-01) and 1 simulation using
methods from CCS 2018 [JTH18] (modeled using Tor network state from 2018-01) compared
to reproducible Tor metrics [Tor23] during the respective years. Shown are benchmark client
metrics for: (a) circuit build times; (b) round trip times (time from data request to first byte of
response); (c¢) download error rate; (d) download goodput (i.e., transfer rate for range [0.5 MiB,
1 MiB] over 1 MiB and 5 MiB transfers), and (e)—(g) download times for transfers of size 50 KiB,
1 MiB, and 5 MiB. Relay goodput in (h) is, for each second, the sum over all relays of application
bytes written (extrapolated by a 1/0.31 factor to account for scale). (Note that circuit times in (a)
are unavailable in the CCS 2018 model [JTH18].) The shaded areas represent 95% confidence
intervals (Cls) that were computed following our method from Section 3.5.
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Figure 3.3: Results from 3 simulations at network scale s = 1.0. Modeled using Tor network state
from 2019-01, compared to reproducible Tor metrics [Tor23]. The metrics are as were defined
in the Figure 3.2 caption. The shaded areas represent 95% confidence intervals (Cls) that were
computed following our method from Section 3.5.
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Table 3.4: Scalability improvements over the prior state of the art

Model Scale s* RAM** Bootstrap Time*™ Total Time** ()° Networks

CCS’18 [JTH18]" 31% 26TiB 3 days, 11 hrs. 35 days, 14 hrs. 1850 1
This work' 31% 932 GiB 17 hrs. 2 days,2 hrs. 79 10

This work? 100% 3.9 TiB 2 days, 21 hrs. 8 days, 6 hrs. 310 3

*31%: ~2k relays and ~250k users; 100%: 6,489 relays and 792k users
** Maximum across networks.

° (2: ratio of real time / simulated time in steady state (after bootstrapping)
T Using 8 x 10-core Intel Xeon E7-8891v2 CPUs each running @3.2 GHz.
t Using 8 x 18-core Intel Xeon E7-8860v4 CPUs each running @2.2 GHz.

s = 31% scale from previous work, we observed that our improvements reduced the maximum
RAM required to run bootstrapping plus 25 simulated minutes of steady state from 2.6 TiB down
to 932 GiB (a total reduction of 1.7 TiB, or 64%).

Second, we demonstrate how our improvements enable us to run significantly larger models
by running three Tor models at scale s = 1.0, i.e., at 100% of the size of the true Tor network.
We are the first to simulate Tor test networks of this scale.!> The bottom part of Table 3.4 shows
that each of our 100% Tor networks consumed at most 3.9 TiB of RAM, completed bootstrapping
in 2 days, 21 hours, and ran the entire simulation (bootstrapping plus 25 simulated minutes of
steady state) in 8 days, 6 hours. We show in Figure 3.3 that our 100% networks also achieve
similar performance compared to the metrics published by Tor [Tor23]. Our results are plotted
with 95% confidence intervals to better understand how well our sampling methods are capable of
reproducing the performance characteristics of the true Tor network. We describe how to conduct
such a statistical inference in Section 3.5 next.

3.5 On the Statistical Significance of Results

Recall that our modeling methodology from Section 3.3.2 produces sampled Tor networks at
scales of 0 < s < 1 times the size of a 100% network. Because these networks are sampled
using data from the true Tor network, there is an associated sampling error that must be quantified
when making predictions about how the effects observed in sampled Tor networks generalize
to the true Tor network. In this section, we establish a methodology for employing statistical

SWe attempted to run a 100% scale Tor network using the CCS 2018 model [JTH18], but it did not complete the
bootstrapping phase within 30 days.
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inference to quantify the sampling error and make useful predictions from sampled networks.
In our methodology, we: (i) use repeated sampling to generate multiple sampled Tor networks;
(ii) estimate the true distribution of a random variable under study through measurements collected
from multiple sampled network simulations; and (ii1) compute statistical confidence intervals to
define the precision of the estimation. We show that multiple sampled networks are needed (as
opposed to multiple trials in the same network) in order to gain information about the true Tor
network, and we discuss how the number of samples per network and the number of sampled
networks affect the inference process.

We remark that it is paramount to conduct a statistical inference when running experiments
in sampled Tor networks in order to contextualize the results they generate. Our methodology
employs confidence intervals (CIs) to establish the precision of estimations that are made across
sampled networks. Cls allow researchers to make a statistical argument about the extent to which
the results they have obtained are relevant to the real world. As we will demonstrate in Section 3.6,
CIs help guide researchers to sample additional Tor networks (and run additional simulations) if
necessary for drawing a particular conclusion in their research. Our methodology represents a
shift in the state of the art of analysis methods typically used in Tor network performance research,
which had previously ignored statistical inference and Cls altogether (see Section 3.1.3).

3.5.1 Methodology

When conducting research using experimental Tor networks, suppose we have an interest in a
particular network metric; for example, our research might call for a focus on the distribution of
time to last byte across all files of a given size downloaded through Tor as an indication of Tor
performance (see our ontology in Section 3.2 for examples of other useful metrics). Because the
values of such a variable are determined by the outcomes of statistical experiments, we refer to
the variable as random variable X. The true probability distribution over X is P(X), the true
cumulative distribution is F'y () = P(X < z), and the true inverse distribution at quantile y is
F5'(y) such that y = Fx(Fx'(y)). Our goal is to estimate P(X) (or equivalently, Fix and Fi'),
which we do by running many simulations in sampled Tor networks and averaging the empirical
distributions of X at a number of quantiles across these simulations. Table 3.5 summarizes the
symbols that we use to describe our methodology.

Repeated Sampling A single network sampled from the true Tor network may not consistently
produce perfectly representative results due to the sampling error introduced in the model sampling
process (i.e., Section 3.3). Similarly, a single simulation may not perfectly represent a sampled
network due to the sampling error introduced by the random choices made in the simulator (e.g.,
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Table 3.5: Symbols used to describe our statistical methodology.

Symbol Description

P(X) true probability distribution of random variable X
'v(z) cumulative distribution function of X at = such that P(X < x)
F3'(y) inverse distribution function of X at y such that y = Fx (Fx'(y))
u(y) estimate of inverse distribution function at quantile y
e(y) error on inverse distribution estimate at quantile y

n  number of independently sampled Tor networks
P;(X) probability distribution over X in network i
Fx;(x) cumulative distribution function of X at x such that P;(X < z)

Fy}(y) inverse distribution function of X in network i at quantile y
i;(y) estimate of inverse distribution function in network i at quantile y
€(y) error on inverse distribution estimate in network ¢ at quantile y

m;  number of simulations in sampled Tor network ¢

v;;  number of samples of X collected from sim j in net ¢
E;;(X) empirical distribution over v;; samples of X from sim j in net ¢
F

NXij'(:L‘) cumulative distribution function of X at = such that EVZ](X < x)
1
F Xz‘j(

y) inverse distribution function of X from sim j in net 7 at quantile y

guard relay selection). Multiple samples of each are needed to conduct a statistical inference and
understand the error in these sampling processes.

We independently sample n > 0 Tor networks according to Section 3.3.2. The ith resulting
Tor network is associated with a probability distribution P;(.X') which is specific to the ith network
and the relays that were chosen when generating it. To estimate P, (X), we run m; > 0 simulations
in the ¢th Tor network. During the jth simulation in the ith network, we sample v;; values of X

from E(X ) (e.g., we collect v;; time to last byte measurements from the simulation). These v;;

samples form the empirical distribution E,-j(X ), and we have )" | m; such distributions in total
(one for each simulation).

Estimating Distributions Once we have completed the simulations and collected the > | m;
empirical distributions, we then estimate the inverse distributions F;; and Fiy' associated with
the sampled network and true probability distributions P;(X) and P(X), respectively.

First, we estimate each ﬁg} (y) at quantile y by taking the mean over the m; empirical
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Figure 3.4: A synthetic example of estimating the cumulative distribution of a random variable
X (e.g., time to last byte). (a) The mean in Equation 3.2 and standard deviation in Equation 3.5
are computed over the n = 3 values at each quantile. (b) The estimated true distribution from
Equation 3.2 is shown with confidence intervals from Equation 3.7.

distributions from network 7:

H—1

Fily) = fily) = £ 0 Frl(y) 3.1)

We refer to [z; as an estimator of ﬁ);il; when taken over a range of quantiles, it allows us to estimate
the cumulative distribution Fx;(x) = P;(X < z).

Second, we similarly estimate [y, ! over all networks by taking the mean over the n distribu-
tions estimated above:

Fi'(y) = p(y) = 2500 Ta(y) (3.2)

We refer to 4 as an estimator of F ~1: when taken over a range of quantiles, it allows us to estimate
the cumulative distribution Fx (z) = P(X < z).

We visualize the process of estimating F'y !in Figure 3.4 using an example: Figure 3.4a shows
n = 3 synthetic distributions where the upward arrows point to the ?);} values from network 7 at
quantile y = .5, and Figure 3.4b shows the mean of those values as the estimator y. The example
applies analogously when estimating each Fy;.

Computing Confidence Intervals We quantify the precision of our estimator . using CIs. To
compute the Cls, we first quantify the measurement error associated with the empirical samples.
This will often be negligible, but a possible source of nontrivial measurement error is resolution
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error; that is, if the empirical results are reported to a resolution of r (e.g., 0.01 s), the resolution
error for each sample will be ., and the resolution error ¢; for the empirical mean ;i (y) of
network ¢ at quantile y is (; = \/#T Next, we quantify the sampling error associated with the
estimates from Equation 3.1 and Equation 3.2. The error associated with 7i; for network ¢ at
quantile y is:

€(y) =0oi(y) - t/vm; — 1 (33)

where

m;

~ 1 ~_ N
ai(y) = |~ > (Fxii(y) — i) + ¢ (3.4)
7 j=1
is the standard deviation over the m; empirical values at quantile y (including the measurement
error) and tist = T _1(% + 0.5,n — 1), i.e., the t-value from the Student’s ¢-distribution at
confidence level a with m; — 1 degrees of freedom [Hoe71, §10.5.1]. This error €;(y) accounts
for the sampling error and estimated true variance of the underlying distribution at y. The error

associated with g at quantile y is:

€(y) =0(y) +oly)-t/vn—1 (3.5)

where

oy) = | = > _(Fxl ) — nw))? (3.6)

=1

is the standard deviation over the n estimated inverse distribution values at quantile y, and
§(y) = 23" &(y) is the mean error from fi; over all n sampled networks. €(y) accounts for
the sampling error introduced in the Tor network model generation and in the simulations. We
can then define the CI at quantile y as the interval that contains the true value from the inverse

distribution F'i' () with probability a:

puly) — ely) < Fx'(y) < u(y) + €(y) 3.7)

The width of the interval is 2 - €(y), which we visualize at y = .5 with the downward arrows and
over all quantiles with the shaded region in Figure 3.4b.

3.5.2 Discussion

Number of Samples Per Simulation Recall that we collect v;; empirical samples of the random
variable X from simulation j in network 7. If we increase v;; (e.g., by running the simulation for
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Figure 3.5: The width of the 95% CI when sampling a number of networks. The CI width
(shown on the log-scale y-axis) can be significantly reduced by more than an order of magnitude
after running experiments in fewer than 10 independently sampled Tor networks (when o2n is
distributed according to x?).

a longer period of time), this will result in a “tighter” empirical distribution Eij (X)) that will more
closely resemble the probability distribution P;(X'). However, from Equation 3.1 we can see that
E;;(X) only contributes a single value to the computation of jz; for each quantile. Therefore, once

we have enough samples so that Eij (X)) reasonably approximates ]31(X ), it is more useful to run
new simulations than to gather additional samples from the same simulation.

Number of Simulations Per Network Additional simulations in network 7 will provide us
with additional empirical distributions F;, (X ), which will enable us to obtain a better estimate
of E(X ). Moreover, it will also increase the precision of the CI by reducing €; in Equation 3.3:
increasing the number of Ei*(X ) values at each quantile will decrease the standard deviation &,
(if the values are normally distributed) and the ¢-value (by increasing the number of degrees of
freedom) while increasing the square root component (in the denominator of ;).

Number of Sampled Networks Additional simulations in independently sampled Tor networks
will provide us with additional estimated ISZ(X ) distributions, which will enable us to obtain a
better estimate of P(X). Similarly as above, additional ]3Z(X ) estimates will increase CI precision
by reducing € in Equation 3.5: the standard deviation o and the ¢-value will decrease while the
square root component will increase.
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Figure 3.6: Sampling error introduced by Shadow is much less significant than error introduced
by Tor network sampling (i.e., Section 3.3).

To give a concrete example, suppose o is distributed proportionally to a y? distribution (the
sum of the squares of n standard normal distributions, A/(0,1), is a X% distribution, so if we
assume the values of f)}ilj(y) — f;(y) from Equation 3.6 are sampled from N (0, 1), then for
any n networks, we would expect the value of 0“n to be sampled from x?). The width of the
resulting CI for each number of sampled networks n € [2,100] at quantiles y € {0.5,0.9,0.99}
(i.e., P50, P90, and P99, respectively) is shown in Figure 3.5. Notice that the y-axis is drawn
at log-scale, and shows that the width of the CI can be significantly reduced by more than an
order of magnitude after running experiments in even just a small number of sampled networks.
Additionally, we can see that the main improvement in confidence results from the first ten or so
sampled networks, after which we observe relatively diminishing returns.

Scale Another important factor to consider is the network scale 0 < s < 1. Larger scales s
(closer to 1) cause the probability distribution f’Z(X ) of each sampled network to cluster more
closely around the true probability distribution P(X), while smaller values cause the ]/SZ(X ) to
vary more widely. Larger scales s therefore induce smaller values of o(y) and therefore ¢(y). (See
Section 3.6.3 for a demonstration of this phenomenon.)

Sampling Error in Shadow While ¢ includes the error due to sampling a scaled-down Tor
network (i.e., Section 3.3), the main error that is accounted for in ¢; is the sampling error introduced
by the choices made in the simulator. If this error is low, running additional simulations in the
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same network will have a reduced effect. To check the sampling error introduced by Shadow,
we ran 9 simulations—3 simulations in each of 3 independently sampled networks of scale
s = 0.1—with unique simulator seeds. Figure 3.6 shows that the empirical distributions of the
50 KiB download times vary much more widely across sampled Tor networks than they do across
simulations in the same network. Although it is in the abstract ideal to run multiple simulations in
each of multiple sampled networks, our results indicate that it may be a better use of resources to
run every simulation in an independently sampled network. We believe this to be a reasonable
optimization if a lack of available computational resources is a concern.

Conclusions We have established a methodology for estimating the true distribution of random
variables being studied across simulations in multiple Tor networks. Importantly, our methodology
includes the computation of CIs that help researchers make statistical arguments about the
conclusions they draw from Tor experiments. As we explained above and demonstrated in
Figure 3.5, running simulations in smaller-scale Tor networks or in a smaller number of Tor
networks for a particular configuration leads to larger Cls that limit us to drawing weaker
conclusions from the results. Unfortunately, previous Tor research that utilizes Tor networks
had focused exclusively on single Tor networks while completely ignoring Cls, rendering their
results inconclusive (see Section 3.1.3). Our methodology has since supplanted the previous
state-of-the-art methods [Aro24; DDB23; DSC+22; DT23; JW23; Mic21; OAD22; PAKE23;
RE22; WHH22].

3.6 Case Study: Tor Usage and Performance

This section presents a case study on the effects of an increase in Tor usage on Tor client
performance. Our primary goal is to demonstrate how to apply the methodologies we presented
throughout this chapter through a concrete set of experiments.

3.6.1 Motivation and Overview

Growing the Tor network is desirable because it improves anonymity [ADS03] and access to
information online [Uni20]. One strategy for facilitating wider adoption of Tor is to deploy it in
more commonly used browsers. Brave now prominently advertises on its website Tor integration
into its browser’s private browsing mode, giving users the option to open a privacy-enhanced tab
that routes traffic through Tor [Bra24], and Mozilla has also expressed interested in providing
a similar “Super Private Browsing” mode for Firefox users [Moz19]. However, Tor has never
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been deployed at the scale of popular browser deployments (Firefox has over 180 million monthly
active users [Moz24]), and many important research problems must be considered before such a
deployment could occur [Gab19]. For example, deploying Tor more widely could add enough
load to the network that it reduces performance to the extent that some users are dissuaded from
using it [FGK+10] while reducing anonymity for those that remain [ADSO03].

There has been little work in understanding the performance effects of increasing Tor net-
work load as representative of the significant change in Tor usage that would likely occur in a
wider deployment. Previous work that considered variable load did so primarily to showcase
a new simulation tool [JH12] or to inform the design of a particular performance-enhancing
algorithm [JSH12; JTG+18] rather than for the purpose of understanding network growth and
scalability [KMG20]. Moreover, previous studies of the effects of load on performance lack
analyses of the statistical significance of the reported results, raising questions as to their practical
meaning.

Guided by the foundations that we set out in this chapter, we explore the performance effects of
a sudden rise in Tor usage that could result from, e.g., a Mozilla deployment of Tor. In particular,
we demonstrate the use of our methodologies with an example study of this simple hypothesis:
increasing the total user traffic load in Tor by 20% will reduce the performance of existing
clients by increasing their download times and download error rates. To study this hypothesis,
we conduct a total of 420 simulations in independently sampled Tor networks across three
network scale factors and two traffic load factors; we measure relevant performance properties
and conduct a statistical analysis of the results following our methodology in Section 3.5. Our
study demonstrates how to use our contributions to conduct statistically valid Tor performance
research.

3.6.2 Experiment Setup

Experiments and Simulations We refer to an experiment as a unique pair of network scale s and
load ¢ configurations, and a simulation as a particular execution of an experiment configuration.
We study our hypothesis with a set of 6 experiments; for each experiment, we run multiple
simulations in independent Tor networks so that we can quantify the statistical significance of the
results following our guidance from Section 3.5.

Tor Network Scale and Load The Tor network scales that a researcher can consider are
typically dependent on the amount of RAM to which they have access. Although we were able
to run a 100% Tor network for our evaluation in Section 3.4, we do not expect that access to a
machine with 4 TiB of RAM, as was required to run the simulation, will be common (and, as
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Table 3.6: Tor usage and performance experiments in Shadow

Scales Load ¢ Simsn CPU* \ RAM/Sim’ Run Time/Sim?

1% 100% 100 4x8 35 GiB 4.8 hours
1% 120% 100 4x8 50 GiB 6.7 hours
10% 100% 100 4x8 355 GiB 19.4 hours
10% 120% 100 4x8 416 GiB 23.4 hours

30% 100% 10 8x8 1.07TiB 4 days, 21 hours
30% 120% 10 8x8 1.25TiB 5 days, 22 hours

* 4 x8-core Intel Xeon ES @3.3 GHz; 8 x8-core Intel Xeon ES @2.7
GHz.

T The median of the per-simulation max RAM usage over all simulations.
! The median of the per-simulation run time over all simulations.

mentioned, is no longer possible with current versions of Shadow). We therefore focus our study
on multiple smaller network scales with more accessible resource requirements while showing
the change in confidence that results from running networks of different scales. In particular, our
study considers Tor network scales of 1%, 10%, and 30% (s € {0.01,0.1,0.3}) of the size of the
true Tor network. At each of these network scales, we study the performance effects of 100%
and 120% traffic load (¢ € {1.0,1.2}) using a process scale factor of p = 0.01, i.e., each TGen
process simulates 1/0.01 = 100 Tor users.

Number of Simulations Another important consideration in our evaluation is the number n of
simulations to run for each experiment. As explained in Section 3.5, running too few simulations
will result in wider confidence intervals that will limit us to weaker conclusions. The number 7 of
simulations that should be run typically depends on the results and the arguments being made,
but in our case we run more than we require to validate our hypothesis in order to demonstrate
the effects of varying n. As shown in the left part of Table 3.6, we run a total of 420 simulations
across our 6 experiments (three network scales and two load factors) using two machine profiles:
one profile included 4 x 8-core Intel Xeon E5-4627 CPUs running at a max clock speed of 3.3 GHz
and 1.25 TiB of RAM,; the other included 8 x 8-core Intel Xeon E5-4650 CPUs running at a max
clock speed of 2.7 GHz and 1.5 TiB of RAM.

Simulation Configuration We run each simulation using an independently sampled Tor network
in order to ensure that we produce informative samples following our guidance from Section 3.5.
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Table 3.7: Network composition in each simulation

Scale s | Relays DirAuth Guard Middle Exit E+G' | Markov Perf* | Server

1% 67 3 20 36 4 4 100 8 10
10% 652 3 204 361 40 44 792 79 79
30% | 1,948 3 612 1,086 118 129 | 2,376 238 | 238

T E+G: Relays with both the exit and guard flags
* Perf: Benchmark clients
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Figure 3.7: Time to last byte in seconds of 1 MiB downloads from performance benchmarking
clients from experiments with traffic load / = 1.0 and ¢ = 1.2 in networks of various scale s.
The results from each experiment are aggregated from n simulations following Section 3.5, and
the CDFs are plotted with tail-logarithmic y-axes in order to highlight the long tail of network
performance.

Each Tor network is generated following our methodology from Section 3.3 using the parameter
values described above and Tor network state files from January 2019. The resulting network
composition for each scale s is shown in Table 3.7.

Each simulation was configured to run for 1 simulated hour—the default experiment duration
used historically, as a somewhat arbitrary middle ground between gathering enough data in
an experiment and run time, with the first 20 minutes dedicated to achieving steady state and
discarded from reported results. The relays bootstrapped a Tor overlay network within the first
5 minutes; all of the TGen clients and servers started their traffic generation process within 10
simulated minutes of the start of each simulation. TGen streams created by Markov clients were
set to time out if no bytes were transferred in any contiguous 5 simulated minute period (the
default apache client timeout), or if the streams were not complete within an absolute time of 10
simulated minutes. Timeouts for streams created by benchmarking clients were set to 15, 60, and
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120 seconds for 50 KiB, 1 MiB, and 5 MiB transfers, respectively.

3.6.3 Results

During each simulation, we measure and collect the properties that allow us to understand our
hypothesis. Ultimately, we would like to test if increasing the traffic load on the network by 20%
(from ¢ = 1.0 to ¢ = 1.2) will reduce client performance. Therefore, we focus this study on client
download time and download error rates while noting that it will very likely be useful to consider
additional properties when studying more complex hypotheses (see Section 3.2).

For each experiment, we combine the results from the n simulations'® following the method-
ology outlined in Section 3.5 and present the estimated true cumulative distributions with the
associated CIs (as in Figure 3.4) at o« = 95% confidence. We plot the results for varying values of
n as overlapping intervals (the CIs tighten as n increases) for instructional purposes. Finally, we
compare our results across network scales s to highlight the effect of scale on the confidence in
the results.

Client Download Time The time it takes to download a certain number of bytes through Tor
(i.e., the time to first/last byte) allows us to assess and compare the overall performance that a
Tor client experiences. We measure download times for the performance benchmarking clients
throughout the simulations. We present in Figure 3.7 the time to last byte for 1 MiB file downloads,
while noting that we find similar trends for other file download sizes as shown in Figures A.1, A.2,
and A.3 in Appendix A. The CDFs are plotted with tail-logarithmic y-axes in order to highlight
the long tail of network performance as is typically used as an indication of usability.

Figure 3.7a shows the result of our statistical analysis from Section 3.5 when using a network
scale of 1% (s = 0.01). Against our expectation, our estimates of the true CDFs (i.e., the
solid lines) indicate that the time to download 1 MiB files actually decreased after we increased
the traffic load by 20%. However, notice the extent to which the confidence intervals overlap:
for example, the width of the region of overlap of the / = 1.0 and ¢ = 1.2 ClIs is about 20
seconds at P90 (i.e., at = € [8, 28] seconds) when n = 10, and is about 3 seconds at P90 (i.e., at
x € [16.5,19.5] seconds) when n = 100. Importantly, the estimated true CDF for ¢ = 1.0 falls
completely within the ClIs for ¢ = 1.2 and the estimated true CDF for ¢ = 1.2 falls completely
within the CIs for ¢/ = 1.0, even when considering n = 100 simulations for each experiment.
Therefore, it is possible that the x position of the true CDFs could actually be swapped compared

16We ignore the results from the first 20 simulated minutes of each simulation to allow time for the network to
bootstrap and reach a steady state.
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to what is shown in Figure 3.7a. If we had followed previous work and ignored the Cls, it would
have been very difficult to notice this statistical possibility. Based on these results alone, we are
unable to draw conclusions about our hypothesis at the desired confidence.

Our experiments with the network scale of 10% offer more reliable results. Figure 3.7b shows
the extent to which the CIs become narrower as n increases from 5 to 10 to 100. Although there
is some overlap in the / = 1.0 and ¢ = 1.2 CIs at some y < 0.9 values when n is either 5 or 10,
we can confidently confirm our hypothesis when n = 100 because the estimated true CDFs and
their CIs are completely distinguishable. Notice that the CI precision at n = 10 and n = 100 has
increased compared to those from Figure 3.7a, because the larger scale network produces more
representative empirical samples.

Finally, the results from our experiments with the network scale of 30% reinforce our previous
conclusions about our hypothesis. Figure 3.7c shows that the estimated true CDFs and their Cls are
completely distinguishable, allowing us to confirm our hypothesis even when n = 5. However, we
notice an interesting phenomenon with the ¢/ = 1.2 CIs: the CI for n = 10 is unexpectedly wider
than the CI for n = 5. This can be explained by the analysis shown in Figure 3.5: as n approaches
1, the uncertainty in the width of the CI grows rapidly. In our case, the empirical distributions from
the first n = 5 networks that we generated happened to be more closely clustered by chance, but
n = 10 resulted in a more diverse set of sampled networks that produced more varied empirical
distributions. Our conclusions happen to be the same both when n = 5 and when n = 10, but this
may not always be the case (e.g., when the performance differences between two experiments are
less pronounced). We offer general conclusions based on our results later in this section.

Client Download Error Rate The client download error rate (i.e., the fraction of failed over
attempted downloads) helps us understand how additional traffic load would impact usability.
Larger error rates indicate a more congested network and represent a poorer user experience. We
measure the number of attempted and failed downloads throughout the simulations, and compute
the download error rate across all downloads (independent of file size) for each performance
benchmarking client. We present in Figure 3.8 the download error rate across all benchmarking
clients. (Note that another general network assessment metric, Tor network goodput, is shown in
Figure A.4 in Appendix A.)

Figure 3.8a shows the result of our statistical analysis from Section 3.5 when using a network
scale of 1% (s = 0.01). As with the client download time metric, we see overlap in the £ = 1.0
and ¢ = 1.2 CIs when n = 10. Although it appears that the download error rates decrease when
adding 20% load (because the range of the ¢/ = 1.0 CI is generally to the right of the range of the
¢ = 1.2 CI), we are unable to draw conclusions at the desired confidence when n = 10. However,
the { = 1.0 and ¢ = 1.2 CIs become significantly narrower (and no longer overlap) with n = 100
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Figure 3.8: The download error rate for downloads of all sizes from performance benchmarking
clients from experiments with traffic load ¢ = 1.0 and ¢ = 1.2 in networks of various scale s. (I.e.,
the fraction of failed over attempted downloads.) The results from each experiment are aggregated
from n simulations following Section 3.5.

simulations, and it becomes clear that adding 20% load increases the error rate.

Our experiments with the network scale of 10% again offer more reliable results. Figure 3.8b
shows significant overlap in the / = 1.0 and ¢ = 1.2 CIs when n = 5 simulations and a very slight
overlap in CIs when n = 10. However, based on the estimated true CDF and CIs when n = 100,
we can again confidently conclude that increasing the traffic load by 20% increases the download
error rate because the Cls are clearly distinguishable. Notice that the CI precision for ¢ = 1.2
compared to the CI precision for ¢ = 1.0 offers an additional insight into the results: the error rate
is more highly varied when ¢ = 1.2, indicating that the user experience is much less consistent
than it is when ¢ = 1.0.

Finally, the results from our experiments with the network scale of 30% again reinforce our
previous conclusions about our hypothesis. Figure 3.8c shows that the estimated true CDFs and
their CIs are completely distinguishable, allowing us to confirm our hypothesis even when n = 5.

Conclusions We offer some general observations based on the results of our case study. First,
our results indicate that it is possible to come to similar conclusions by running experiments in
networks of different scales. Generally, fewer simulations will be required to achieve a particular
CI precision in networks of larger scale than in networks of smaller scale. The network scale that
is appropriate and the precision that is needed will vary and depend heavily on the experiments
and metrics being compared and the hypothesis being tested. However, based on our results,
we suggest that networks at a scale of at least 10% (s > 0.1) are used whenever possible, and
we strongly recommend that 1% networks be avoided due to the unreliability of the results they
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generate. Second, some of our results exhibited the phenomenon that increasing the number of
simulations n also decreased the CI precision, although the opposite is expected. This behavior is
due to random sampling and is more likely to be exhibited for smaller n. Along with the analysis
from Section 3.5, our results lead us to recommend that no fewer than n = 10 simulations be run
for any experiment, independent of the network scale s.

3.7 Conclusion

In this chapter, we developed foundations upon which future Tor performance research could,
and ultimately did, build. The foundations we developed include: (i) a new Tor experimentation
ontology; (i1) a new Tor network modeling methodology and supporting tools that produce more
representative Tor networks (Section 3.3); (ii1) accuracy and performance improvements to the
Shadow simulator that allow us to run Tor simulations faster and at a larger scale than was
previously possible (Section 3.4); and (iv) a methodology for conducting statistical inference
of results generated in scaled-down (sampled) Tor networks (Section 3.5). We showcased our
modeling and simulation scalability improvements by running simulations with 6,489 relays
and 792k users, the largest known Tor network simulations and the first at a network scale of
100% (Section 3.4.3), and demonstrating a measurable improvement in accuracy over the previous
state of the art. Building upon the above foundations, we conduct a case study of the effects of
traffic load on client performance in the Tor network through a total of 420 Tor simulations across
three network scale factors and two traffic load factors (Section 3.6). Our case study demonstrates
how to apply our methodologies for modeling Tor networks and for conducting sound statistical
inferences of results.

Conclusions We find that: (i) significant reductions in RAM are possible by representing
multiple Tor users in each Tor client process (Section 3.4.3); (ii)it is feasible to run 100%
Tor network simulations on high-memory servers in a reasonable time (less than 2 weeks)
(Section 3.4.3); (iii) running multiple simulations in independent Tor networks is necessary to
draw statistically significant conclusions (Section 3.5); and (iv) fewer simulations are generally
needed to achieve a desired CI precision in networks of larger scale than in those of smaller scale
(Section 3.6).

Limitations and Future Work Although routers in Shadow drop packets when congested
(using CoDel), we describe in Section 3.3.1 that we do not model any additional artificial packet
loss. However, it is possible that packet loss or corruption rates are higher in Tor than in Shadow
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(e.g., for mobile clients that are wirelessly connected, and clients connecting from China), and
modeling this loss could improve realism. Future work should consider developing a more realistic
packet loss model that is, for example, based on measurements of actual Tor clients and relays.

In Section 3.3.2 we describe that we compute some relay characteristics (e.g., consensus
weight, bandwidth rate and burst, location) using the median value of those observed across all
consensus and server descriptors from the staging period. Similarly, in Section 3.3.2 we describe
that we select m relays from those available by “bucketing” them and choosing the relay with the
median bandwidth capacity from each bucket. These selection criteria may not capture the full
variance in the relay characteristics. Future work might consider alternative selection strategies—
such as randomly sampling the full observed distribution of each characteristic, choosing based
on occurrence count, or choosing uniformly at random—and evaluate how such choices affect
simulation accuracy.

Our traffic modeling approach in Section 3.3.2 allows us to reduce the RAM required to
run simulations by simulating 1/p users in each Tor client process. This optimization yields
the following implications. First, we disable guard relays in our model because Tor does not
currently support multiple guard “sessions” on a given Tor client. Future work should consider
either implementing support for guard relay “sessions’ in the Tor client, or otherwise managing
guard relay selection and circuit assignment through the Tor control port. Second, simulating 1/p
users on a Tor client results in “clustering” these users in the city that was assigned to the client,
resulting in lower location diversity. Choosing values of p closer to 1 would reduce this effect.
Third, setting p < 1 reduces the total number of Tor clients and therefore the total number of
network consensus fetches. Because these fetches occur infrequently in Tor, the network impact
is negligible relative to the total amount of traffic being generated by each client.

Finally, future work might consider sampling the Tor network at scales s > 1.0, which could
help us better understand how Tor might handle growth as it becomes more popular.
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Chapter 4

Using Tor to Protect Metadata in
Messengers

Now that we are equipped with tools for performing valid experiments involving Tor, we can
focus on techniques for using Tor. In this chapter, we examine using Tor in combination with mes-
saging applications (messengers) to provide metadata protection, using (in part) the methodology
developed in Chapter 3.

In the past decade, messengers that market themselves as providing end-to-end encryption
(e2ee) have proliferated. While deploying e2ee is laudable, both from a privacy and a security
perspective, it is not the end of the story. Correctly implemented e2ee can protect the contents
of messages and files relayed by such applications, but it does not provide any guarantees of
protection of metadata—i.e., data about the use of the application, such as who is communicating
with whom, when the application is or has been in use, or whether a particular individual is using
the application at all. Often, metadata is of more relevance to adversaries than the content, as has
been pointed out many times using the now-infamous quote from former NSA and CIA director
General Michael Hayden: “We kill people based on metadata.” [GHC14]

This then raises the obvious question of how the makers of these applications have responded
to the threat of metadata collection. The answer appears to fall into three categories: ignore
existence of the threat, deflect responsibility away from the application, or integrate solutions
into the application itself. In this chapter, we explore these categories, and how they demonstrate
the importance of facilitating simple techniques for integrating metadata protection. Towards that
end, we investigated to what degree Tor, which has been widely recommended in this space [Esr24;
Mar19; MKA+21; Mol23], can be used to simplify metadata protection in these respective types
of applications. In our investigation, we found that simply using Tor on existing messengers that
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were never built with the express intent of metadata protection is insufficient to provide much,
if any, additional privacy, and that if application developers wish to allow their users to make
decisions about the protection of their metadata, conscious design with that use in mind must
be employed—much as is the case with other kinds of applications [Fle09; MAB+10]. As an
example, we look at the metadata leakage of Signal in particular, and find despite claims that Tor
can be used for network anonymity in Signal, little actual protection would be gained by doing
so. We then look at the practicality of large-scale deployment of messaging applications that
use Tor—both as a simple wrapper for current popular messaging apps, and for applications that
integrate Tor into their design. We find that while there are no immediate performance problems
with a moderate number of users using Tor for their communications, greatly scaling applications
based on onion services could adversely affect some types of Tor traffic.

In summary, we make the following contributions in this chapter: (i) we categorize and
analyze the existing responses to threats of metadata leakage among popular e2ee messengers;
(i1) we examine the metadata implications of using Tor in combination with messengers, and
show that the advantages of proxying Signal over Tor are negligible; (iii) we perform a series of
network simulations to show the impact wide deployment of Tor on messengers would have on
said messengers and the Tor network; and (iv) we provide a wide suite of tools for further research
into the analysis of messenger network traffic, both in simulations and the real world.!

4.1 End-to-End Encrypted Messengers

With one in four people globally using WhatsApp every month alone [Dix24], most are likely to at
least be aware of the existence of e2ee messengers. Tracing their lineage to the instant messaging
applications of the 1990s, where security was generally an afterthought, current e2ee messengers
have adapted to more recent network conditions, form factors, and threat models. Originally,
securing the contents of early messengers from the servers transmitting them required additional
applications or plugins—Iikely the “Off-the-Record messaging” (OTR) implementation [BGBO04].
OTR was used as the basis of encryption in the TextSecure app (itself a means of layering
encryption on SMS cell phone messages), then modified as the app matured, eventually becoming
the Signal app and Signal Protocol. It became progressively more common for e2ee to be expected
as part of basic security in messengers, with the publicly available and thoroughly audited Signal
Protocol becoming the most common basis for encryption protocols among e2ee messenger apps
(including in WhatsApp and the newly deployed e2ee in Facebook messages).

As part of this transition, applications that work well in the context of smartphones also

'https://git-crysp.uwaterloo.ca/j3tracey/MGen
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became expected. While some synchronous messengers do still exist, they face a higher barrier
to adoption in a world where connectivity can drop for extended periods without warning. With
competition between features drawing users towards or away from each platform, the functionality
also expanded over time, adopting features such as delivery and read receipts, typing indicators,
voice and video calls, and larger groups.

4.2 Solutions to Protect Metadata

In the space of secure messengers, metadata is rarely as rigorously modeled or documented as the
encryption in use. While some will advertise their ability to prevent particular attacks targeting
metadata, there is little in the way of a systematic understanding of what even is worth protecting
from whom, let alone a means of comparing these tools. Of course, previous work exists in the
academic and anonymity network space [KBS+19; SG24], but little of this translates directly
into how these messengers operate in practice. To provide some framing and orientation into
real-world policy and design around metadata, we provide here some high-level observations on
the way the messengers and the organizations that create them treat threats to user metadata.

4.2.1 Ignore Existence

The first response to the problem of metadata leakage is to ignore the existence of any problem.
That is, many encrypted messaging applications do not address metadata leakage as a threat at
all (much as how many messaging applications and services disputed the need for concern with
encryption ten years ago). “Ignore” here may give incorrect connotations, in that the threat may
be actively interrogated, but nevertheless left unaddressed. In reality, this category contains many
justifications, with the core unifying element of them being how the application provider manifests
its metadata protection policy—i.e., there is none.

Note that, similar to encryption in secure messengers, we frame metadata protection with the
server operator (where one exists) as some form of adversary. Just as a typical analysis would
not consider messages whose contents are analyzed on a service’s internal servers to be secure
(irrespective of any protections that are intended to prevent those contents from leaving their
servers), we consider any metadata leakage to the service itself to be a threat, regardless of the
protections the service takes to ensure only it has access to said metadata.

WhatsApp, for example, is the most popular e2ee messenger, but has never made any state-
ments towards protecting metadata from its own operations. In fact, parent company Meta (née
Facebook)’s then-COO Sheryl Sandberg has made comments towards the exact opposite, stating
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one of the reasons for WhatsApp’s encryption is, ironically, to ensure they retain the ability to
record metadata [ Youl7]:

The goal for governments is to get as much information as possible. And so when
there are message services like WhatsApp that are encrypted, the message itself is
encrypted but the metadata is not, meaning that you send me a message, we don’t
know what that message says but we know you contacted me. If people move off
those encrypted services to go to encrypted services in countries that won’t share the
metadata, the government actually has less information, not more.

In general, Meta’s policies around metadata collection in WhatsApp have been self-
contradictory, and difficult to parse and interpret [Bid24; EGS21; Met23; Moz21; Wha2la;
Wha21b]. Regardless, we do know that WhatsApp has indicated its willingness to collect
metadata, and that it has a financial interest in doing so. This implies that an active adversary, who
is willing to modify its behavior to better position itself to collect this metadata, is a better model
than a passive adversary opportunistically gathering information without detection for WhatsApp
in particular. Therefore, any technique for additional metadata protection for WhatsApp end users
should anticipate this form of adversary.

Other messengers that fall into this category include Meta’s other messenger, called Messenger,
which recently launched e2ee by default [Cri23], and Apple’s iMessage, for which there is little
public information available, though based on law enforcement records, it appears they store some
amount of metadata [Bid16].

4.2.2 Deflect Responsibility

The second category of responses to the matter of metadata is to deflect (or offset) responsibility
by stating it is a problem orthogonal to what the application is attempting to solve. That is, the
application providers claim to allow for some other mechanism of protecting metadata to be used
in conjunction with the application they provide, but it is not their application that is providing
that protection. While WhatsApp, which uses a protocol based on the Signal protocol, is in the
previous category, the Signal messenger itself falls into this category.

The Signal developers have taken steps to reduce the metadata footprint at-rest on their servers
by expressly choosing not to record such information,”> and added features to mitigate the threat—
most notably, features Signal calls Private Contact Discovery, the Signal Private Group System,
and Sealed Sender. For Signal, Private Contact Discovery consists of using a hash table in an Intel

’https://signal.org/bigbrother/
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Software Guard Extensions (SGX) enclave with a hash of the phone number as the key when
users query for known contacts, so that it would be more difficult for Signal to observe the user’s
contact list [Mar17].> The Signal Private Group System refers to the infrastructure in place to
keep group chat configuration (e.g., membership) end-to-end encrypted [CPZ20; OLe19].

Most relevant for our work, Sealed Sender refers to a feature Signal uses to minimize the
amount of data recorded on who is sending Signal messages [Lun18]. Prior to its deployment in
2018, all Signal messages were sent via authenticated channels with the Signal server to provide
assurance to recipients of the identity of the sender, and to allow for rate limiting and reduce
abuse of the service. Sealed sender modifies this in two ways, so that the sender is no longer
visible to the server. First, sender certificates (which are used to identify senders to recipients)
are sent end-to-end encrypted. Second, to send a “sealed sender” message, the sending client
must prove knowledge of the recipient’s “delivery token”, which is derived from the recipient’s
profile key—the assumption being that rate limiting and abuse protection will not be necessary if
the sender has already received that recipient’s profile (the sender is in the recipient’s contacts,
the recipient has sent a message to the sender, or the recipient has explicitly approved giving the
sender their profile—and the sender is not blocked). As the name implies, sealed sender only
conceals the sender of the message from the server—the recipient is still visible, so that the server
knows who to relay the message to.

While these features are laudable, they do not provide complete metadata protection. For
example, all of these features make no attempt at addressing the privacy properties of the network
protocols involved. More generally, these features are motivated by the ability for a trusted server
to record and store as little plaintext information as possible [Marl19]—a “sealed sender” does
not address the fact that the server must necessarily see the sender’s IP address, for example.
However, when questioned on the utility of these measures when assuming a malicious server,
as is standard with regards to content protection, the response from Signal is a common refrain
from this category of responses: users who wish to protect that information can use Tor [Mar19].
Such an answer is emblematic of this category of responses—the application developers will take
measures to not record metadata, but leave responsibility for robust protection with the user. Other
examples of messengers in this category would be some deployments of the Matrix protocol,*
which generally stores more metadata than Signal, but can use self-hosted servers.

3https://github.com/signalapp/ContactDiscoveryServicefIcelake
“https://matrix.org
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4.2.3 Integrate Solutions

The final category of observed responses to metadata leakage are attempts to protect it in the
design of the application itself. Of course, designs have been proposed in this category since long
before the proliferation of end-to-end encryption—e.g., the original mixnet designs were created
for exactly this metadata leakage. Yet none of these designs have seen widespread adoption,
generally as a result of poor user experience. More recent designs hope to address this lack of
adoption by building on the existing metadata protection provided by Tor. Specifically, in contrast
to the previous category’s reliance on Tor as a simple proxy, applications in the vein of responses
in this category integrate the design of the application with Tor’s, so that they may rely on a wider
range of its functionality and account for its pitfalls. (Note that while we focus on Tor in this
thesis, other technologies that provide network-layer protection could ostensibly be used instead,
such as i2p° or Nym [DHK21], with potentially different metadata protection properties with
different trade-offs than those presented in Chapter 2.)

The first messaging application in this category was the (now abandoned) Ricochet.® The
primary insight of Ricochet was that many of the properties sought after in a metadata-protecting
messenger can be achieved via onion services. Ricochet therefore opted to run the messaging
client as an onion service, with identifiers for users being (slightly modified) onion addresses;
i.e., if Alice wished to contact Bob on Ricochet, then Alice would need Bob’s Ricochet 1D,
consisting of a non-human readable string of text. As a result, there was no central server with
Ricochet chat connections. Instead, Ricochet clients connected using the beneficial onion service
properties described in Chapter 2. Furthermore, each connection is established over its own (pair
of) circuits, each conceptually indistinguishable from any other. Finally, as with all onion services,
the identifiers are self-authenticating—so long as users are confident that the identifiers used
do correspond to the person they are trying to message, the messages will be securely sent and
authenticated.

There are some drawbacks to this approach, however. For one, Ricochet’s design does not
permit asynchronous messaging. Because each user is running the server that peers connect to as
part of their Ricochet client, once the client is shut down or disconnects, messages will fail to be
delivered to that user. As previously mentioned, this choice places a barrier for Ricochet adoption.
Additionally, Ricochet does not provide any means of group messaging.

Both of these problems are in the process of being addressed by new systems under develop-
ment, such as Cwtch [Lew18]” and Quiet.® Cwtch builds on Ricochet, with the initial handshakes

‘https://geti2p.net
®https://web.archive.org/web/20231215140743/https://ricochet.im/
"https://cwtch.im

Shttps://tryquiet.org
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between clients performed via minor adjustments on Ricochet’s protocol. For most conversations,
Cwtch continues to use this connection, with most of its advantages over Ricochet consisting of
an improved user experience. In the case of (currently experimental) asynchronous messages
and group chats, this handshake is instead used to select a Cwtch server. Each party in the group
establishes a Ricochet connection with the Cwtch server, using new ephemeral Ricochet-style IDs.
This server relays all messages it receives to all peers (i.e., Cwtch clients) that have connected to
it. Whenever a peer wishes to send a message to a group, it encrypts it to the intended recipients,
sends it to the server, which then broadcasts it to all peers, even those it was not intended for.
Peers who are not part of the group will quickly fail to decrypt the message, while intended
recipients will successfully do so. Because of the protections provided by onion services, as well
as the broadcast mechanism, the server can provide asynchronous message retrieval and group
chats, but will never learn who is a member of which groups, nor who is communicating with
whom. Proposed improvements to this system increase efficiency by relying on fuzzy message
detection [BLMGZ21; Ope21]. Quiet, on the other hand, attempts to address these problems by
layering an IPFS [Ben14] distributed data store among the group members (again, connected via
onion services).

One other possible example in this category is Briar, which also uses onion services, but only
when the sender and recipient devices are not on the same local network (e.g., WiFi or Bluetooth).’

4.3 Analysis of Metadata Protection

In this section, we detail our analysis of the metadata protection provided by the WhatsApp and
Signal messengers, in their representative role of the ignore and deflect categories, respectively.
Specifically, we will examine what sort of metadata is available to a malicious server when all
connections are made through Tor circuits. In this thesis, we will exclude the possibility of
malicious clients as a threat.

4.3.1 Methodology

While in the case of Signal we have the advantage of open client and server source code, this is
not generally the case for all apps worthy of study. Furthermore, even in the case of Signal, there
are no known alternative deployments of the Signal server, and its alleged code has been observed
to drift from its known deployed behavior at times [Von21]. Even for the Signal client, while we
could read the source code or modify it to intercept traffic, we can avoid errors in interpretation or

https://briarproject.org
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introducing bugs by intercepting the TLS method calls from the Android app—a technique that
should generalize to most apps.

Towards that end, we created a toolkit for recording traffic between a messenger client and
its server. The toolkit consists of several off-the-shelf tools, some modified tools, and our own
scripts, all of which are made publicly available.!°

Our setup uses an Android emulator image that ships with the official Android SDK. By using
the emulator image, our setup does not require a physical rooted device to intercept TLS traffic as
plaintext. We do still need root access, however, as well as a mechanism of modifying the system,
which we do using the well-known Magisk app.'! However, Magisk does not work with emulator
images by default, so we have forked, revived, and improved a collection of scripts to patch the
emulator image and allow Magisk to function properly.

For a fully featured shell, we install the Termux app,'? and use its package manager to install
various useful utilities, including tcpdump'® and mitmproxy,'# which can be used to locally record
all network traffic and perform machine-in-the-middle (MITM) attacks on said traffic. To hook
into the TLS methods and modify them when executed by apps, we use the Frida instrumentation
toolkit,'> and a script to interface it with Magisk for integration into the running Android system.
Using our scripts to manage the above tools, as well as interactions with Signal (or the app
in question), a packet capture file and key file are produced. By using a plugin we wrote for
analyzing Signal packet captures, these files—or, with a slight modification to the steps, live
network data—can be used with Wireshark to view traffic from the vantage of the Signal server.

4.3.2 WhatsApp

As the most popular messenger by a wide margin, much of our data comes from WhatsApp—
including information about message sizes, timings, and distribution of group sizes, as described in
Section 4.4.2, However, as WhatsApp is a closed-source application, our analysis of network and
application metadata leakage was somewhat stymied. We attempted to analyze the network traffic
of WhatsApp messages by intercepting our own communications, using the toolkit described
above. In the process of investigating WhatsApp’s multiple, non-standard TLS libraries (causing
some faulty, terminated TLS connections in the process), the main account we used for the

Ohttps://git-crysp.uwaterloo.ca/j3tracey
Uhttps://github.com/topjohnwu/Magisk
Phttps://termux.dev
Bhttps://www.tcpdump.org
Yhttps://mitmproxy.org

Bhttps://frida.re
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investigation was quickly banned. We believe our activities were well within the Meta bug
bounty terms that WhatsApp uses, '® and reached out to WhatsApp for clarification on what was
unacceptable and what we could do to continue our investigation. We were only told that they
“received a large number of complaints about [our] account and to protect [their] users’ privacy,
[they] won’t disclose the nature of the complaints™, and that they would not communicate with us
further. Given that the only activity on the account was joining large public group chats without
sending messages (see Section 4.4.2), and sending private messages to our other accounts, we do
not know what was meant by this explanation. Regardless, while we could have continued with
our other accounts that had not yet been banned, doing so would violate their terms of service with
respect to circumventing bans, so we ceased all research involving further use of the WhatsApp
client (though we still do make use of data collected to that point). With regards to metadata
leakage from WhatsApp over Tor, all we can say is that it almost certainly leaks at least as much
as Signal.

4.3.3 Signal

Unlike WhatsApp, we were able to successfully intercept our own traffic from the Signal app
without difficulties from Signal. While the details can vary depending on the type of message and
user configuration, we found that Signal messages rely on a deeply nested set of protocols, with
full functionality of the app making use of several servers. The connections that make up a typical
Signal session from an Android client, annotated with notable data associated with that layer, can
be found in Figure 4.1. There is (1) a channel where the client provides no login credentials, where
outgoing sealed sender messages to individual recipients (including delivery receipts) are sent,
(2) a channel where the client provides a user ID and password (both random strings generated
on signup, never displayed to the user) to primarily receive all messages, and (3,4) channels for
uploading and downloading file attachments. Additional channels exist for other services as well,
such as managing public keys stored server-side, but are not documented here as they are not
relevant for our purposes. (We also do not account for information leaked via Google’s Play
Services—most notably, push notifications—since, while presumably rare, users can use Signal
on Android devices without these.) Interestingly, it appears that outgoing group messages (which
use a different structure from normal dyadic messages to reduce redundant traffic, though still
a form of sealed sender) are always sent on the authenticated message channel, and not on the
unauthenticated channel used for most outgoing messages.

nttps://www.facebook.com/whitehat
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(1) Unauthenticated message channel (2) Authenticated message channel

TCP/IP TCP/IP
- IP address - IP address
TLS TLS
HTTP handshake HTTP handshake
- Platform, Signal version, OS version - Platform, Signal version, OS version
- User ID, password

WebSocket
Message (WebSocketMessage Protobuf)

WebSocket
Message (WebSocketMessage Protobuf)

request (WebSocketRequestMessage
request (WebSocketRequestMessage

Protobuf)
Protobuf)
headers
Accept-Language headers
- language Accept-Language
- country/region - language .
(if language is not English, - country/region
and in locale) (if language is not English,
and in locale)

body (JSON)
- recipient
- online (i.e., whether message is
a typing indicator)

body (flat encoding)
Outgoing group messages
- list of group members

- urgent (true for most messages,
gent ( . & body (Envelope Protobuf)
false for, e.g., read receipts)
messages content
(UnidentifiedSenderMessage (UnidentifiedSenderMessage
Protobuf)
Protobufs) .
. Incoming messages
Outgoing non-group messages

(including all delivery receipts)

(3) Authenticated attachment channel (4) Unauthenticated attachment channel
TCP/1P TCP/IP
- IP address - IP address
TLS TLS
HTTP HTTP
- Platform, Signal version, OS version - Platform, Signal version, OS version
HTTP PUT HTTP GET
- upload credentials - incoming encrypted attachments
(from auth. message channel)

- outgoing encrypted attachments

Figure 4.1: The connections and protocols used in Signal, along with notable data provided by the
client at each layer. Not all fields appear in all messages (only at some point in the same TCP
stream), and many fields immaterial to metadata analysis are elided.
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Table 4.1: Entropy at which a user becomes unique (in expectation).

Among all 40 million Signal users [Cur24] 25.3 bits
Among all 2 million Tor users [Tor24] 20.9 bits
10% of the above users —3.3 bits

1% of the above users —6.6 bits

Transport Layer Leakage

To fully understand the threat of information leakage from the transport layer, it is important to
first understand the sort of protection Tor provides. When proxying a client’s traffic over Tor, the
destination server will see TCP streams that appear to originate from one of the available exit
relays, selected at random (see Chapter 2). When using applications that tightly integrate with
Tor, which exit relay a stream originates from is typically explicitly managed in some way—e.g.,
in Tor Browser, traffic to different first-party domains will use different circuits, and therefore
independently sampled exit relays. If the IsolateDestAddr option is enabled for the Tor
client, then all streams to distinct IP addresses will similarly use different circuits. This option is
not enabled by default, including in Orbot, the most popular general-purpose Tor application for
Android, but our analysis will assume users take the strongest defensive posture available (without
modifying any source code), and will enable this option. Unless an application is programmed
to do otherwise, existing TCP streams will continue to use the same exit relay until they are
terminated; new TCP streams will rotate their circuits every 10 minutes. Because of this behavior,
and because Signal mostly uses long-running connections that originate at the same time, a
Signal client configured to proxy through Tor (e.g., via Orbot) will have the TCP streams for the
messaging channels originate from the same IP address, and the two attachment channels from
another IP address.

With this in mind, we can estimate the leakage from the transport layer when using Signal over
Tor. For group communications, the leakage is total—as all messages leave and arrive on a single
authenticated TCP stream, the server can trivially observe all metadata for group communications.
To estimate the information leakage in dyadic conversations, we apply an analysis akin to that used
in browser fingerprinting [BBB+24; Eck10], and use the Shannon entropy of such a connection,
defined as H(X) = — > P(X = z)log,(P(X = z)). Simply put, entropy is the expected
information content, and the more bits of information available about a connection, the smaller
the set of possible users that connection could originate from. For reference, we provide some
entropy values at which users become unique in expectation in Table 4.1.

First, we estimate the entropy from the timing of establishing a connection. To know this, we
need to know how likely it is that two users establish their message channel connections at the

55



same time as each other, where “same time” here means within the amount of time it takes for the
connections for the two channels to establish from one user. In our experiments, this was always
well below 100 ms, as it is effectively the difference in time between the two system threads
on the device establishing the connections that determines this, but we will conservatively use
1 second bounds. We do not know how many connections are established per day in practice (they
close when network connectivity is lost, then eventually reestablish when the OS messaging API
notifies the app of a message or the user opens the app), but we will assume a starting point of
one connection per day established at a uniformly random time, giving 16.4 bits of entropy, while
each doubling of average connections per day can be modeled by subtracting 1 bit from this value.

For entropy from choice of exit relay, we can use the information available in the network
consensus to calculate an accurate value. First, we filter to relays that can be used as exits
to Signal, in that they have the flags exit connections require by default (Fast and Exit), and
allow connections to Signal’s IP on the standard TLS port [Tor]. Then, we weight them by their
consensus bandwidth. Because exit relays are chosen first when building a circuit, this should
match the actual probability of the relay being chosen as an exit relay (the network consensus
can specify additional weights based on flags, but this is not currently done for viable exit relays).
Doing so gives an entropy of 10.7 bits as of this writing. Because the probability is non-uniform,
the information content of individual sessions could be higher or lower—e.g., approximately 1
in 280 connections will convey at least 3 additional bits of information by using lower-weighted
relays.

Therefore, Signal sessions over Tor have approximately 16.4 + 10.7 = 27.1 bits of entropy
from transport layer leakage in the initial connection—easily enough to uniquely identify users
who proxy their connections over Tor, regardless of the fraction who actually do so.

Alternate Sources of Leakage

While the transport layer is sufficient for the server to monitor metadata, other sources of leakage
can be observed.

A closely related source to the timing information above, but not shown in Figure 4.1, is
the “keepalive” messages the Signal client sends every 30 seconds on both message channels.
Investigation of the source code of Signal confirms that the timer used is shared by both channels,
and depends only on when the two connections were initialized on the device, so can be used
to refine the correlation of the handshake. The two channels are also connected in that if either
terminates (e.g., it does not get a response to a keepalive message), the client terminates the other
channel and re-initializes them both. This means that the time the connection closed can be used
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as a source of entropy, and that an active attacker willing to terminate connections can eliminate
possible conflations or confirm suspected associated channels.

Similarly, message traffic patterns can serve as a source of entropy, as each time a user sends
or receives a message, delivery receipts in close conjunction provide additional opportunities
for correlation. The entropy of these correlations is more difficult to estimate, as unlike TCP
connections, users are likely to send and receive many messages per day, and the probabilities
are no longer independent, as messages often occur in bursts as a part of conversations. While it
would be possible to form some sort of estimate using available data (e.g., some of the sources
listed in Section 4.4.2), it would be non-trivial to calculate, and given that our proposed solutions
(see Section 4.3.3) to the transport leakage already sufficient for attacks would also apply to this
leakage, there is little reason to do so. Suffice it to say, while delivery receipts do see larger delays
than simultaneously established connections, especially when using Tor, the empirical results
of Martiny et al. [MKA+21] and our own simulated results in Section 4.4.4 show that well over
90% of delivery receipts are received within 2 seconds (from the vantage of the sending client—
the server will observe approximately half that delay from the time it forwards the message to
receiving the receipt), leading us to believe in the exceedingly rare cases where two users connect
from the same exit relay at the same time, even one message would be enough to distinguish
between them. Alternatively, even if one million users managed to connect via the same exit
relay at the same time, the statistical disclosure attack presented by Martiny et al. [MKA+21] (in
this case, binned by TCP stream rather than “mailbox”) requires on the order of 5 messages to
uniquely identify participants in a dyadic conversation.

Additionally, there is some metadata provided by the Signal client to the server in-band: Signal
version, operating system version, language, and country/region. The precise entropy of each
of these values is only knowable by Signal, who, if they do collect such data, are unlikely to
share it. However, we can safely assume this entropy is non-negligible—e.g., assuming Signal’s
distribution of Android versions among its users is similar to that of the wider Android ecosystem,
we would expect about 2.9 bits of entropy from that field as of May 2024 [Sta24a]. While some of
this information, such as language, seems to be sent explicitly, other fields, such as the operating
system version, appear to be created by the platform’s web request library.

Solutions

The work of Martiny et al. [MKA+21] proposes a solution to their statistical disclosure attacks in
the form of “ephemeral mailboxes”, where Signal users create new identifiers to receive messages
for each conversation. We agree that such a change would be necessary for Signal to truly protect
user metadata against an adversarial server. However, our observations here emphasize that this
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design change would not be sufficient, and that changes to the implementation details of Signal
are necessary as well. As currently implemented, even if ephemeral mailboxes were added, using
Tor would merely hide the user’s IP address, and still allow a malicious server to associate all
other user metadata to the user’s Signal account, and thus to their phone number.!”

To allow users to opt-in to protecting their metadata, in addition to the aforementioned
ephemeral mailboxes, Signal would need to allow configuring Tor as a proxy, and establish
independent circuits for each of these mailboxes. Doing so would eliminate IP address as one of
the strongest methods of linking connections. In addition, subject to any insight Signal has on
the entropy of other sources of identifying information, the fingerprint of each connection should
likely be reduced. While the platform and Signal version are presumably useful information
for internal purposes, users should be provided a clear way to strip fingerprintable data, such
as country/region. As for timing leakage in establishing connections, delivery receipts make it
unlikely any low latency and low bandwidth technique will eliminate the ability to link a mailbox’s
incoming and outgoing connections. The most obvious solution is therefore ensuring there is no
correlation between the timing of the channels for distinct mailboxes. Signal could refrain from
establishing these connections until a message is received in the respective conversation,'® the
respective conversation is opened in the app, or on random timers.

4.3.4 Tor-based apps

In the case of apps built around Tor onion services as message channels, there is little metadata
leakage to analyze. So long as Tor is secure in the threat model it uses, and so long as that threat
model is sufficient for users (e.g., they do not need protection from the global passive adversaries
that mixnets protect against but Tor does not), the anonymized peer-to-peer connections make it
unclear what party metadata could even be potentially leaked to.

For Briar, the analysis is the same when using onion services, but has a more nuanced level
of risk on local networks: without the ability to use onion routing, message metadata is visible
as cleartext to any network-level adversary, but such an adversary must have access to the local
network. However, in such a scenario, the threat model of Tor would also be violated, as the local
network adversary would have passive access to both ends of the Tor circuit, and could perform
packet analysis to confirm parties on the local network are communicating [Dan04; DMS04].

17Signal uses phone numbers as account identifiers internally. Support for usernames was recently added, but these
still always map to a phone number while in use on the Signal server.

8While out-of-band message waking is provided by Google and Apple for Android and iOS respectively, such
services may come with their own leakage [Wyd23], and providing such a service in a privacy-preserving and
energy-conscious manner is an open problem.
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Therefore, when used in local messaging scenarios, Briar is slightly less effective at protecting
metadata than other Tor-based messengers if too few messages are sent (relative to any other local
Tor traffic) for timing attacks to be effective.

4.4 Performance Analyses of Messengers and Tor

While individual users can, to varying extents, gain metadata protection by relying on the Tor
network, the value of such protection is directly connected to the number of users also using
that same technique to protect their connections. For example, even if Signal were to adopt
design decisions to fully eliminate correlations between channels, if only one user of Signal
enables Tor for all their connections, that user has practically just changed their [P address—the
server would be able to identify all connections from Tor as being from that user, and still link
all metadata (aside from metadata directly leaked by IP address) to that user. Therefore, the
usability and performance of Tor and the applications using it are integral to the privacy Tor can
provide [ADS03; DMO06; FGK+10].

However, Signal’s developers in particular have expressed doubt in the viability of scaling a
messenger app on Tor [Mar19]. To judge how much metadata protection is possible, we must
therefore have an idea of how well these systems perform, and in particular, how using Tor to
proxy them affects the usability of these messengers, and conversely, how the additional messenger
load impacts the existing Tor network. Towards that end, we look at the two primary modes
of delivering messages via Tor: the more popular central-server messengers (e.g., WhatsApp,
Signal), and peer-to-peer onion service messengers (e.g., Ricochet, Cwtch). We therefore ran
a series of simulations to see how the network behaves under various configurations using the
techniques established in Chapter 3.

4.4.1 Client Model

While Shadow allows us to run actual client code, such as the tor application, we still must rely on
user models to create network traffic. These models should be realistic enough that they generate
valid results, but efficient enough that we can properly scale them.

To represent the Tor network as it currently exists, both as a control experiment and as
background traffic for our messaging experiments, we may rely on the techniques from Chapter 3.
To study the properties of adding messaging traffic in particular, we must create a similarly
appropriate model. However, unlike the models presented so far for simulating Tor traffic, which
are derived from observational studies on real Tor traffic, we are now attempting to model a form
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Table 4.2: Distributions and probabilities in the model.

Dist. Description
I Time Idle before sending a message.
I" I with each value’s weight scaled by that value.

W Time Active without activity before becoming Idle.
Ags  Time Active to send a message after sending one.
Ar  Time Active to send a message after receiving one.
S
R

Pr. of Idle to Active transition after a message is sent.
Pr. of Idle to Active transition after a message is received.

of traffic which does not yet exist on Tor in significant quantities. Therefore, while TGen can
simply represent abstract network flows observed on exit relays, we do not have access to such
data to train models for this new traffic. We must therefore instead construct a user model from
available data on application use, generating traffic from the “bottom up” instead of a “top down”
view. To do so, we designed and implemented a simulated messaging client and server, which
makes use of Markov models to generate realistic messenger traffic as simply as possible—namely,
we rely on sampling existing data while adding just enough machinery to avoid degenerate edge
cases (e.g., a sampled user who only sent two successive messages should not constantly generate
traffic). Future work may improve on creating more accurate conversational traffic.

We begin by assuming we will only be simulating at most one hour of traffic, and are not
generating traffic for all users, only concurrently connected users in such a timespan. Conceptually,
each client in the simulation is representing a user who is actively monitoring their device for
messages over the course of the hour. However, because the source of data for our Markov models
(see Section 4.4.2) does not select for users active in a particular hour, we still sample from all
active users—i.e., all users in the dataset, which is roughly equivalent to the standard industry
notion of Monthly Active Users (MAU). When modeling our users, because behavior outside the
scope of an hour is outside the scope of the simulation, we are allowed performance shortcuts,
such as removing all conversations that would take over an hour to begin from the simulation
entirely.

We perform two styles of experiment: client-server, and peer-to-peer.

For the client-server model, no onion services are simulated. There are two centralized servers
in these experiments: a custom server with a binary protocol for quickly relaying messages,
including delivery receipts, and a simple HTTP server for relaying message attachments. The
servers have bandwidths set arbitrarily high so as to never bottleneck. While the servers could, in
reality, be the bottleneck, given that the current systems are deployed and functioning without
issue, it is almost certainly the case that the messaging service can handle the required traffic, and
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delay+A
delay<+1
wait<1’ ,
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recv’d 1—-R
R recv’d
Recv’d

Figure 4.2: State diagram for a user’s conversation model. Expressions involving S and R are
probabilities, delay and wait are sampled durations, recv’d means a message was received.

this is not what we are testing.

Clients register the list of groups they are in with the server during the bootstrap phase. These
registrations are not intended to accurately reflect dynamic group membership, and we assume
that the changes in real-world group membership during the simulated hour would be negligible
for overall performance.

For the peer-to-peer model, clients are behind an onion service, and messages are sent directly
to onion addresses.

In both models, a set of groups is constructed, with membership and sizes sampled from some
distribution, including dyadic groups of size 2 (see Section 4.4.2 for the distribution used in this
work). Clients are configured with these groups, and associate with each group they are in four
distributions (I, W, Ar, Ag) and two probability constants (S and R), all summarized in Table 4.2.
In the centralized model, each client connects to the server with one Tor circuit per conversation,
and registers each connection with an identifier, which can then be routed to with a lookup table on
the server (in a real server, these identifiers would be the opaque ephemeral mailboxes described in
the work by Martiny et al. [MKA+21], but for our purposes, human-readable identifiers for easier
debugging and analysis are fine). If any connection is closed, the client immediately reconnects.
In the peer-to-peer model, clients use onion addresses as their contact identifiers.
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The Markov model consists of three primary states (Start, Idle, and Active) and two secondary
states (Sent and Received), where “primary” states are the states clients spend most of their time
in, and “secondary” states are intermediary states used to set values and determine state transitions.
To help visualize the state transitions described below, a visualization is provided in Figure 4.2.
Once all clients have completed the above bootstrap phase as part of the Start state, each client
conversation (the group state from a client’s perspective) samples an initial wait value uniformly
from the interval (0, d), where d is sampled from I, a distribution of idle times weighted by that
idle time—e.g., if I (used later) was a 50/50 distribution of one minute or one hour, then for I,
sampling one hour would be sixty times as likely as one minute. This initial wait is the only value
we sample weighted by duration, since the probability of the experiment starting in any particular
sampled idle time is proportional not only to the number of times that idle time occurred, but how
long that idle time is. After taking no actions in this initial wait, the conversation enters the Idle
state.

When transitioning a conversation to the Idle state from Start, Sent, or Active, a new delay
value is set via sampling from its / distribution, representing the amount of time in seconds until
the user sends a message on this conversation with no other impetus. Upon sending a message in
the Idle state, the conversation transitions to the Sent state. It then transitions to the Active state
with probability S' (representing the user intending to imminently continue sending messages in
this conversation); else, the conversation re-transitions back to the Idle state (the user only intends
to send the one message for now). Upon receiving a message in the I/dle state, the conversation
transitions to the Received state. It then transitions to the Active state with probability R (the user
intends to respond to this message), else it transitions back to the Idle state (the user does not yet
intend to respond to the message), though it continues to use the previous value of delay in the
latter case.

When transitioning from Sent to Active or from Received to Active, a wait value is set via
sampling from IV, representing the maximum amount of time in seconds the user will wait after
any activity in this conversation before it transitions to Idle. When transitioning to the Active
state from sending a message, whether from Sent or Active, delay is set via sampling from
Ag. When transitioning to the Active state from receiving a message, whether from Received or
Active, delay is set via sampling from Ag. After delay seconds, the client sends a message,
and transitions to the Active state. Whenever an Active conversation receives a message, it again
transitions to the Active state.
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4.4.2 Data Sources

To perform the experiments, we first have to obtain data to instantiate the distributions and
probabilities described above. In addition, we need a source of data about group sizes, and the
sizes of the messages that are sent.

For the distributions and probabilities listed in Table 4.2, we can make use of the “Share and
Multiply” dataset made publicly available by Anika Seufert et al. [SPSH23]. The “Share and
Multiply” dataset consists of 5,956 WhatsApp chat logs, donated by users and anonymized by the
researchers. It contains ordered transcripts of the donated conversations, with message contents
replaced with data such as message length, and sender identifiers replaced with an unspecified
hash function. (No data about recipients is given, so we assume that all participants sent at least
one message.) The dataset includes information on 76,720,159 messages from 117,695 WhatsApp
users.

We wrote a series of scripts to process the dataset and produce files representing the distribu-
tions and probabilities of Table 4.2 in a form usable by our simulated chat client (described in the
next section). Rather than attempt to determine analytic forms of each distribution in question,
we instead opted to have each simulated user sample from the indexed empirical distributions
of a randomly selected user from the dataset. This is, rather than attempt to find a probability
distribution that fits the distribution of idle times well, we simply store all the times a user was
idle between messages, and sample from that distribution during execution. Because we are only
selecting the distributions representing user behavior, and not the behavior itself or the set of chats
a user is in, this means that even simulated users who sample the same user from the dataset will
(with very high probability) behave differently. While our client implementations do support a
wide variety of analytic distributions, opting for this design removes much of the guesswork while
still providing the necessary variability in behavior.

However, to use the above technique, we still need some way of distinguishing messages sent
while “active” vs. “idle”. To do this, for each user, we take all sent messages, bin them according
to time sent, fit a two-state Hidden Markov Model with Poisson emissions to these bins, label the
longer-tailed state as the Idle state, and label all sent messages accordingly. We then filter down
to users who sent at least two messages while Idle, two messages while Active, or replied to a
message while Active (users who only sent messages while in one state are configured with a
distribution where they never enter the other state).

We use data from research by Michael Seufert et al. [SSHT15]—which presents statistics
from comprehensive WhatsApp app data (rather than individual conversations) donated by 209
participants—to determine the number of dyadic and group conversations a simulated user is in,
and the “Share and Multiply” dataset to determine the number of participants (up to 255) in the
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non-dyadic groups. This gives us a set of unpopulated conversations for each user, each of which
we combine with other users’ conversations that have the same target number of participants,
until each group reaches this target. After, each target size’s remaining group that has insufficient
participants (if any) is padded out with randomly selected simulated users who receive that group’s
messages but never send their own.

For message sizes, we need information on text message lengths, on file attachment sizes, and
file attachment frequency. The “Share and Multiply” dataset contains information on message
lengths and attachment frequency (but not on attachment sizes). However, in the process of
analyzing the dataset, we observed that 317,758 messages (0.4%) listed their lengths as negative.
Because message lengths are given with the number of emoji subtracted, and because all messages
where this negative length occurs had a positive emoji count, we believe this is the result of mixing
two mechanisms of measuring string lengths (e.g., code points and graphemes). The authors of
the dataset were unable to confirm or deny this as the cause, but regardless, because message
lengths on the network are binned by padding length (160 bytes for Signal), emoji are unlikely to
comprise the majority of long messages, and most messages were less than one padding length
regardless, we believe adding the message length and emoji count then rounding up to the next
positive padding block length is sufficient for our purposes.

For file attachment sizes, we use a modified version of the “WhatsApp, Doc?” tool first
presented by Garimella and Tyson [GT18]. We used the tool to query the first 256 public group
links provided with the source code, indexed in 2018. Of those groups, 85 still existed as public
groups, which we joined using the tool. We stayed in these public groups for approximately
two months, then extracted the file sizes of all 3,112 attachments sent, creating a single index
distribution, discarding all other data. For each simulated user, when creating the indexed
distribution of message sizes, if the corresponding message from the “Share and Multiply” dataset
had a file attachment, we add a file of a size sampled from this distribution of file sizes.

4.4.3 Implementation

We implemented our simulated messaging clients and servers, which we call mgen,' for use in
Shadow. There are four executables that comprise mgen: mgen-client, which simulates clients in
client-server experiments, mgen-server, which forwards messages to mgen-clients, mgen-web,
which provides an HTTP server for mgen-clients to upload and download message attachments,
and mgen-peer, which handles all traffic and behavior in peer-to-peer simulations.

Because of the constraints of large-scale simulations, the implementation was created with
performance and memory overhead in mind. All components are written in Rust, to take advantage

Yhttps://git-crysp.uwaterloo.ca/j3tracey/MGen
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of its low-cost abstractions and library ecosystem. We also make use of a technique established
in Section 3.3.2, where traffic from multiple users can be simulated from a single mgen and tor
client. Specifically, because each conversation is over a separate Tor circuit, there is effectively no
difference between a set of clients on the same Autonomous System, and an unusually connected
and high-volume client (except that the former would have multiple circuits to the same recipient,
which our implementation also allows). Because of these implementation details, we are able
to scale experiments far beyond what would be capable with naive or off-the-shelf messenger
implementations. While this technique was effective, limitations in the performance of the
Tor client required us to share circuits among multiple connections for one of our experiment
configurations (see Section 4.4.4).

The client-server implementation (and, to a lesser extent, the peer-to-peer implementation)
is designed to accurately model the network performance characteristics of Signal. Message
paddings are configured to match those used by Signal, the threshold for message lengths that force
file attachment behavior are designed to approximate Signal’s, and all connections are tunneled
over TLS. The clients for the client-server simulations are written to allow for any number of each
type of server, but because the servers are already multi-threaded with minimal scaling overhead,
with uncapped simulated bandwidth, we only scale this count to avoid port exhaustion. Future
work could make use of our implementation to perform experiments involving network timings
with multiple servers, e.g., comparing Signal and WhatsApp’s topologies [SKBP23].

There are some notable differences between our behavior and Signal’s. To cater to the most
privacy-preserving configuration and to simplify the Markov models, we do not simulate read
receipts or typing indicators (delivery receipts are simulated, with the simplified model of all active
users having internet connectivity during the simulated hour). Additionally, we do not simulate
voice or video calls, which make up approximately 61% of Signal’s bandwidth costs [WL23].
We do not simulate this traffic because Signal’s calling functionality, like most modern internet
calling services, relies on WebRTC, which in turn uses UDP rather than TCP streams for the bulk
of the traffic. (Strictly speaking, the specification for WebRTC does allow TCP as transport, but
this is rarely supported in practice.) Since Tor cannot currently be used for relaying UDP traffic,
it is not possible to use Tor to tunnel Signal calls, and there is no reason to include calls in the
simulation. Finally, we only intend mgen to simulate network behavior—outside the TLS and
Tor links, no cryptography is used, and like all Shadow experiments, computational performance
impact is considered out of scope.
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Table 4.3: Shadow experiment configurations.

Model Proxy Circuits Users'
client-server none - 10,000
client-server none - 100,000

client-server Tor indep. 10,000
client-server Tor shared 10,000
client-server Tor shared 100,000
onion service  Tor shared 10,000
 All networks are sampled at 10% scale; real-world equivalent is 10x given value.

4.4.4 Results

With the resources available to us, we were able to run 10 sampled 10% scale Tor networks for
each of 6 configurations, listed in Table 4.3. These networks were sampled according to the
principles established in Section 3.3. They were generated, parsed, and plotted using tornettools
(slightly modified to insert mgen processes and uncap server node bandwidth), along with our
own tools for mgen statistics. All charts are presented with 95% confidence intervals (lines that
appear to be missing said intervals are too tightly distributed to see).

There were two limiting constraints on scale. The first was the tor processes, which were not
written to handle the large number of circuits from simulating many users on each client, and
encountered severe computational performance degradation. When using Shadow in the more
typical Tor net configuration, relying solely on TGen for generating traffic, additional load is
simulated by increasing the traffic roughly linearly with the number of circuits—a number typically
far fewer than needed for the large circuit counts used by theoretical users of a Tor-integrated
client-server secure chat app. To attempt to circumvent this constraint, we patched the Tor client
by replacing constant-time operations with more typical libc short-circuiting functions. We do not
need the additional security granted by using these constant-time operations, and computation
time is not simulated in Shadow anyway,? so this was a pure performance improvement. We also
increased the number of Tor processes on each client host, so that each was handling traffic for
fewer circuits. This revealed the second limiting constraint, which is the number of system threads
that can run a single Linux system. Regardless of configuration, Linux on a 64-bit system will
not permit more than 222 ~ 4 million system threads [Lin23]. Because each simulated process is
an actual process since Shadow 2.0 [JNW22], this limits the scale of the experiment we can run,
particularly if we wish to run multiple experiments in parallel on one machine.

To scale even larger, we therefore ran two experiments that shared circuits instead of using

20This is also why the degraded computational performance of Tor does not affect accuracy.
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Figure 4.3: The impact of Tor on messenger behavior. The count of messages sent is unaffected by
Tor in Fig. 4.3a, the delay and pattern of delivery receipt timing varies depending on configuration
in Fig. 4.3b, and Tor impacts timeout rates (shown on the horizontal axis) with high variance in
the tail of Fig. 4.3c.

unique ones for each client: one experiment with a smaller user count to compare it with an
experiment without this change, and one with ten times as many users. Because the results of the
smaller user count with and without this technique were always well within each other’s error bars,
this grants some confidence that the larger experiment similarly reflects the results without this
change. Because there is no server to hide metadata from in the onion service model, connections
are already shared on a per-user basis (i.e., messages from one user to another will use the same
circuit, regardless of whether the messages are for separate groups).

The listed user counts are users in the simulation; just as for TGen user counts, because they
are in a 10% scale network, they are simulating the equivalent of 10 times that many users in the
real world. Therefore, simulating 100,000 users in a 10% scale network from Table 4.3 will yield
results corresponding to one million real world users, or about 1 in 40 Signal users according to
the latest available estimates [Cur24].

4.4.5 Effects of Tor on Messengers

First, we examine the effects on the users of the simulated messenger application. In Figure 4.3a,
we see nearly all configurations exhibit effectively identical distributions of messages sent over
the course of the examined time period. This is because while we have thousands of distributions
of data to sample from, we are sampling 10,000 or 100,000 times, pushing towards the central
limit of client behavior. The onion service model exhibited a very small but statistically significant
increase in messages sent due to a difference in experiment bootstrapping. In the client-server
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model, clients must space out registration with the server to avoid filling the (non-configurable)
TCP receive buffer, and thus need a non-negligible bootstrap period before messages successfully
begin sending and receiving. In the onion service model, there is no central bottleneck for
bootstrapping, and connections are generally established successfully whenever the respective
user models cause a message to be sent or received. Even though all presented data only comes
from after 20 simulated minutes into all experiments (much longer than needed to fully bootstrap),
clients begin in the Idle state, and the earlier conversations for onion service users leads to a
slightly larger number of Active clients at the start of the measured 40 simulated minutes.

In Figure 4.3b, we see the time it takes for a user to receive a delivery receipt for a message
they sent, from the time the original message was sent, excluding messages whose delivery
receipts timed out (defined as taking longer than 30 seconds). When using Tor as a simple proxy,
a statistically significant amount of delay is added, but generally less than one second’s worth,
taking less than two seconds total. Onion service clients, on the other hand, produce a distinctive
bimodal distribution. For over 90% of messages, the time from sending a message to receiving a
delivery receipt is even less than the time it takes when using Tor as a simple proxy. It is likely this
is largely a result of the number of network hops involved in the respective connections—when
both clients are using Tor, a proxied connection has 9 nodes (2 clients, 6 relays, 1 server), requiring
8 links, while when using onion services, there is no server, eliminating one node and one link
from the connection (see Figure 2.1 and Figure 2.2). The remaining receipts, however, can take
notably longer, following a much longer-tailed distribution, with over 1% of messages taking
over 10 seconds to receive a receipt. This is a result of the peer-to-peer nature of these onion
service clients: while a client-server model will typically make use of long-lived connections to
the central server, as the server would be unable to deliver messages without one, onion service
clients only establish a connection to a peer upon sending or receiving a message. Thus, if the
message sent is to a recipient that has not recently had messages sent to or from the sending client,
the time it takes to establish the connection will be added to the time it takes to receive a delivery
receipt.

However, the additional delay is not the entire effect on user experience. Figure 4.3c shows
the fraction of receipts that timed out of the receipts expected by a user in a conversation—e.g., if
a user sent two messages in a group with ten other users, and exactly one delivery receipt took
longer than 30 seconds to arrive for one of those messages, the fraction would be 0.05 for that user
in that conversation. While the large variance between networks prevents us from making any
rigorous claims comparing the rates between Tor configurations, with the non-proxied experiments
consistently showing 0 timeouts, we can say that using Tor increased the timeout rate of receipts,
potentially up to 10% for 1% of users. As noted in Figure 4.3a, the overwhelming majority of
users send fewer than 10 messages in the course of the 40 simulated minutes, likely accounting for
some of the observed variance, and possibly inflating the fraction among the users who sent fewer
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Figure 4.4: The cumulative goodput of all relays. Onion service messenger users in particular
dramatically increase network load.

messages and saw a timeout (e.g., if timeouts are low probability but uniformly distributed among
messages, then experiments where timeouts happen to be more concentrated in low-message
users will appear as more prone to users with lots of timeouts than experiments where timeouts
happened to concentrate in users that send many messages). Regardless, the effect is consistent
enough that it is unlikely to be a statistical aberration.

4.4.6 Effects of Messengers on Tor

Next, we examine the effects of additional load on Tor. In Figure 4.4, we show the cumulative
goodput of all relays in the network. While proxying the equivalent of 100,000 users’ client-
server message traffic had a negligible effect on total Tor traffic, scaling to the equivalent of
1,000,000 users did show a statistically significant increase in load, and the equivalent of 100,000
users of onion service messengers dramatically increased the goodput at all percentiles. Such a
large increase in traffic from the peer-to-peer nature of onion service messengers is not entirely
surprising, given that the client must send a message to each member of a group chat individually,
rather than letting the server duplicate the traffic for the respective recipients—a cost exacerbated
when sending larger messages with file attachments. Despite this additional load, Figure 4.5 shows
no significant impact on download times for 0.5 and 1 MiB files by TGen (i.e., non-messenger)
clients. This makes some sense, as much of the additional load will be over middle relays, which
are less constrained than exit relays (exit relays being less popular to operate, as they are identified
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Figure 4.5: The impact of Tor-enabled messengers on non-messenger Tor performance. Time to
last byte in seconds of 0.5, 1, and 5 MiB downloads from measurement TGen clients. Smaller
downloads are unaffected by the greater load, but the slowest 5 MiB downloads see noticeable
slowdown with additional background onion service messenger traffic.

as the origin of Tor traffic by naive classification methods). However, the additional load from
onion service traffic did become notable for 5 MiB downloads, with the slowest 1% of downloads
taking an additional 4 seconds (50%) longer on average. All other Tor performance metrics, such
as circuit build times and error rates, were unaffected by the additional load.

4.4.7 Discussion

The implications these results have on Tor as a means of metadata protection in messengers is
open to some interpretation. The delays in the client-server model to delivery receipts could
theoretically prove unacceptable for some users, but we believe the additional second is unlikely
to be especially notable for most users. The potential for 10 seconds of delay when using onion
services is obviously far more noticeable for users, but it is worth reiterating that these delays are
generally a result of initiating new conversations. This could make such delays more tolerable, as
even 10 seconds of round-trip delay, while large from a network perspective, may be socially less
important when parties are not in the midst of an active conversation. Unlike small to moderate
delays, a particular user failing to receive confirmation their message was delivered 10% of the
time could easily be seen as unacceptable. The number of users who seem to be affected by
these timeouts appears proportionally small, but with large networks, 1% of users is still notable.
Similarly, that the results could be skewed by the frequently small number of messages sent,
the point remains that a user who, e.g., only sent two messages and failed to receive delivery
confirmation on one could have a non-negligible chance of preferring to switch to not using Tor
(whether through disabling it in some setting, or using another messenger entirely).
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The impact on the existing Tor network is similarly somewhat ambiguous. While such costs on
the tail end of the traffic distribution could be considered acceptable, it seems likely that this would
have at least some noticeable impact by current users of Tor. For example, larger web pages could
take longer to load, and streaming video content would be far more likely to require buffering over
the course of the video. Such changes can decrease the number of Tor users [AAH13; FGK+10],
reducing the privacy of the remaining users [ADS03]. Therefore, while there is no sign that Tor
would fundamentally break at these deployment scales, we nevertheless would recommend that
any integration of Tor into a messenger with a large userbase be orchestrated with a corresponding
increase in relay capacity.

4.5 Conclusion

Widespread adoption of metadata protection remains an open problem in the space of secure
messengers. While Tor is often presented as a mechanism users can already take to protect
themselves, we have shown that the reality is not so simple. Taking existing clients and relaying
their traffic over the Tor network does not eliminate the metadata created and sent (explicitly or
implicitly) on those connections, and onion services currently seem unlikely to scale to the size of
a platform like Signal without adversely affecting the current uses of Tor. Addressing the former
will require considerable care in engineering these messenger applications, while addressing the
latter will require further research in Tor performance or a sizable increase in the capacity of the
Tor network. Until then, the common suggestion to simply run messenger services with Tor will
not accomplish what is likely intended by such advice, and if used widely, could be detrimental to
other users of Tor.

Many questions remain unanswered in this subject. We have yet to scale to the entirety
of Signal’s userbase relying on Tor, much less WhatsApp, or Facebook’s new e2ee messaging
deployment. The impact of arti—Tor’s new implementation in the Rust programming language,
still in the process of gaining support for onion services—on both simulation scale and network
performance remains to be seen. Nor have we yet been able to test the impact of more complicated
onion service messenger architectures that have been proposed, such as the previously mentioned
Cwtch group servers, or Quiet’s use of IPFS.

In an age of frequent security breaches, surveillance by authoritarian regimes, and monetization
of sensitive personal information, protection of metadata around communication is more important
than ever before. Just as the original deployment of usable end-to-end encryption in popular
messaging applications took concerted effort in both engineering and research, now is the time
to design and develop usable techniques for investigating and achieving adoption of metadata
protection in our online communications. For now, we note that while the design of metadata
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protection in centralized systems relies on defenses that could be accidentally negated with the
simple change of an HTTP stack, integrating defenses via onion services into the core of the
design makes such mistakes exceedingly unlikely.
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Chapter 5

The Impact of Rust on First-Time Code
Contributors

We have demonstrated lowered barriers to entry for PETs research on Tor in Chapter 3 (by
establishing sound experimentation practices), and shown in Chapter 4 how Tor can be used to
improve safety and lower barriers to entry for PETs research and development (by showing the
circumstances in which Tor is a viable means of simplifying the research and development of
metadata protection in e2ee messengers). The remaining question we answer, in this chapter, is
how development practices can improve safety and lower barriers to entry for Tor development.
This question is of great importance, as one of the simplest ways to ensure that the users of a
project can continue to use and engage with the project as they see fit is to maintain low barriers
to entry for making these direct contributions to the project. When a small number of contributors
wield the majority of development contributions, the direction a project can take can suffer
from a lack of diversity. Project enhancements are less likely to be implemented when “heroes”
dominate development in open source projects [ARK+18], and developers for projects, including
the Tor Project, have struggled to secure funding for maintenance work that is less attractive to
traditional funding sources [Smil9]. While not all users will have the ability or desire to write
code for a project, the more we allow those who are in a position to contribute their time and
skills to readily do so, the more likely it is we can help keep contributions diverse, and maintain a
healthy developer community. Here, we examine the ability of first-time contributors to make
contributions to open source software, with an eye on PETsS in particular.

While allowing for new contributors to make their first contributions is beneficial, it can also be
difficult, even prohibitively so, for project maintainers to achieve this goal. Work by Asparouhova
(née Eghbal) observes that project maintainers are often reluctant to engage in encouragement of
new contributors:
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...1n speaking to maintainers privately, I learned that these [new contributor] initia-
tives frequently cause them to seize with anxiety, because such initiatives often attract
low-quality contributions. This creates more work for maintainers—all contributions,
after all, must be reviewed before they are accepted. Maintainers frequently lack

infrastructure to bring these contributors into a “contributor community”. .. [Egh20,
Introduction]
Asparouhova further notes that security in particular can be a challenge, since ... security

vulnerabilities can be time-consuming to manage, with little upside for the developer, coupled
with the fear of an extremely bad situation if they miss something important” [Egh20, 04: Work
Required by Software]. In practice, this manifests as most projects having a small number of
contributors contributing most commits, with one study finding that one-time contributors, despite
making up nearly half of all contributors in a selection of open source projects, contributed less than
2% of commits [PSG16], another finding 77% of examined open source projects followed an 80-
20 rule (i.e., at least 80% of contributions were made by at most 20% of contributors) [ARK+18],
and many other similar results [RM10; SWCG13].

In the case of PETs like Tor (or the software they build on, such as Tor Browser’s use of
Firefox), concern over the security of contributions is even more present. The tools provided
are used in highly adversarial settings, where untrusted inputs are commonly received remotely,
and many attackers have a vested, well-funded interest in compromise. As such, patches from
new contributors can truly require the greater scrutiny common to them. However, there are
also problems with relying on a small number of contributors for this scrutiny, particularly in
combination with concerns about homogeneous funding models, which can bias shepherding
contributions towards the problems most relevant to that source of funding, rather than what
is most needed by the community (see, e.g., the aforementioned funding difficulties at the Tor
Project).

Therefore, such projects would benefit from new techniques for lowering the barrier to entry
for contributing code to their software. One potential avenue for lowering this barrier to entry
is taking software written in memory-unsafe languages (such as the core Tor router, Firefox,
and the Tor Browser software derived from them), and porting components or their entirety to
Rust. Rust is a newer systems programming language, with greater memory safety guarantees
than C or C++,! as well as general language design decisions that can reduce the incidence of
vulnerabilities of software written in it [MK14].2 While there have been concerns about the use of
Rust discouraging new contributors to security-critical projects [FCV+21], the Tor Project has
recently claimed that the safety properties of Rust have helped make new volunteer contributions

'For the remainder of this thesis, we will use C++ to concisely refer to C as well.
https://www.rust-lang.org/
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more common [Mat22]. In this chapter, we examine the question of whether new contributors are
less likely to contribute vulnerabilities when using Rust than C++, and the impact that has on new
contributors.

To answer this question, we use the results of the Oxidation project [Mo0z20], which seeks to
replace components of the Mozilla Firefox web browser written in C++ with equivalent components
written in Rust. By using such components, we can ensure that the comparisons made between
the two implementations are as fair as possible for real-world projects, as they are designed to be
in-place replacements for their respective role. The comparisons we make between the projects
are performed by estimating learning curves from extracted data about vulnerabilities, and the
commits that introduced them. In the process, we improved the tools to extract such data, and
created a dataset that can be used and further contributed to by future research.

We start by reviewing some related work in Section 5.1, which will provide some of the
necessary background into the terminology and techniques we use. Then, in Section 5.2, we
describe the data sources, extraction techniques, processing, and analysis methodology. We
present the results of our analysis in Section 5.3, and conclude in Section 5.4. The scripts and
hand-annotated data necessary to reproduce our results are publicly available.?

5.1 Background and Related Work

5.1.1 Identifying Vulnerability Fixes

A well-known technique for identifying buggy changes is known as SZZ [SZZ05]. While
the original paper does not focus on vulnerabilities, but instead bug-introducing changes, it is
commonly used as a technique for correlating bugs with the commits that introduced them (in
our case, commits known as Vulnerability Contributing Commits, or VCCs). In essence, the SZZ
algorithm consists of identifying relevant bugs, identifying the fix commits associated with those
bugs, then using the appropriate annotate command in the revision control system (e.g., git’s
annotate/blame) to identify the most recent commits that modified the lines either modified
by or adjacent to the lines of the fix commit, and assigning those commits as inducers. That is, for
each removed line, and lines near a line added or removed in the fix commit, find the most recent
commit that changed that particular line. From this, we obtain a list of commits that nominally
contributed to the bug, which are called “fix-inducing” commits (in our case, they are also the
VCCs), and the information associated with those commits (authors, times, histories, etc.).

Shttps://git-crysp.uwaterloo.ca/j3tracey/grading-on-a-curve
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While SZZ is a common approach for identifying commits that introduced bugs, it is not
without its shortcomings. For one, the technique casts a wide net on blame—depending on its
configuration, it includes not only who wrote the lines that were changed, but also any lines near
it, as well as non-semantic changes, such as variable renaming. Therefore, it is likely that much
of the data includes authors who were not at all to blame for the introduction of the original
vulnerability, and simply modified code adjacent to where the fix was applied, or refactored the
code and preserved the bug [DMS+16; KZPWO06].

Another major problem with this approach is that it is not always the case that fixes are applied
in the same place where a bug was introduced [DMS+16]. Suppose, for example, as part of a fix
for the particular vulnerability, code needed to be introduced that generated a compiler warning.
As part of the fixing commit, another part of the file needed to be changed such that compiler
warnings did not occur. While changing this part of the file was ultimately necessary, none of the
code around this part of the file was ultimately to blame for the original vulnerability—it was the
lack of code added that created the problem, not the code in that part of the file. Therefore, the
above approach would erroneously mark the author of this portion of the file as a contributor to
the bug.

Various modifications to SZZ over the years have been made to attempt to address some of
these and similar shortcomings. For example, if a fix commit also happens to add a comment to
some non-buggy code, a naive implementation may attribute the adjacent unmodified lines, so
better implementations are syntax-aware [WSO08]. Despite these changes, SZZ still has its limits,
but in any case, it remains one of, if not the most popular technique for identifying bug-inducing
commits.

Another approach, used specifically for identifying VCCs and not general bugs, was used
in the work of Meneely et al. [MSM+13]. In this paper, the approach used was to examine the
vulnerability being fixed, write a script that would detect that specific vulnerability, then bisect the
revision control system with said script to identify which commit introduced it (commands such
as git bisect will run the specified script in a binary search pattern on revisions depending
on the result). This approach, while highly accurate in a certain sense, requires understanding
each vulnerability in the data set being analyzed. In the case of the cited work, it took three
researchers “hundreds of man-hours over six months” to analyze 83 vulnerabilities. Furthermore,
it has a very narrow definition of what introduced a vulnerability. Because the vulnerability has to
be exploitable, the buggy code could be hidden behind a feature flag while some feature is under
development, or be unexploitable until executed in a particular way, and the bisection will detect
the commit that exposed the vulnerability rather than introduced it in the sense relevant to code
review. Ultimately, this technique was determined to be a poor fit for our purposes, though we do
use manual identification of vulnerabilities (see Section 5.2.1 and Section 5.2.2).
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The research of Perl et al. [PDS+15] aimed to provide a database of vulnerabilities in open
source projects, including Firefox, but it appears to be no longer available. In any case, their tech-
nique appears to closely match that of SZZ. In the paper, they examined, among other questions,
whether “new committers are more likely to introduce security bugs than frequent contributors”.
They found that “new contributors” are five times as likely to introduce vulnerabilities, though
they define “new contributor” by the fraction of commits to the project overall—not, as one might
expect, the number of commits at the time the vulnerability was introduced.

5.1.2 Correlating Vulnerabilities with Contributor Experience

While there are many papers that examine vulnerabilities, e.g., predicting or identifying parts of
code liable to have them [NZHZ07; WSS14], most do not address the matter of their relationship
with the experience of the developer at the time of introducing said vulnerability. Of those
that do, most found that there is some negative correlation between experience and introducing
vulnerabilities [BCH+14; MWO00; PDS+15], though at least one study found no strong correlation
with bugs in general [RD11], while another study found a small but positive correlation with
vulnerabilities in the use of Java cryptographic libraries [HGK+19, III.B.1]. Rather than being
contradictory, we believe these results stem from the nature of vulnerabilities, and their intersection
with memory safety—for details, see our analysis in Section 5.3.3.

5.1.3 Oxidation

Early in Rust’s history, it was adopted as a research project by Mozilla as a means of looking into
techniques for increasing safety in systems programming languages [Hoal0]. The initial flagship
use of the language was an experimental web browser, named Servo.* As the language matured,
Mozilla decided to replace components of Firefox with equivalents written in Rust (as well as
write new components in Rust), a project named Oxidation. As of this writing, 25 components are
listed on the Oxidation page as having been shipped [Moz20].

This undertaking provides a useful source of data, since it means we can compare the C++
and Rust versions of each re-implemented component, and how they are developed, directly.
However, not all of these components are completely germane to a study of vulnerabilities in
systems languages. As mentioned, some components are entirely new, and therefore have no point
of comparison. Similarly, some components replaced original versions written in a memory-safe
language generally not considered a systems language (JavaScript), and were replaced with Rust

“https://servo.org/
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Table 5.1: Oxidation projects for which we were able to make comparisons between C++ originals
and Rust replacements.

Component Original Replacement Replaced
MP4 parser stagefright mp4parse-rust 2016
Unicode encoder uconv encoding_rs 2017
CSS styling style Stylo 2017
Rendering Layers WebRender 2019
Encoding detection chardet chardetng 2019
Hyphenation libhyphen mapped_hyph 2020
MacOS audio | cubeb_audiounit | cubeb-coreaudio-rs 2020
Color management gcms gcms 2020

for reasons other than memory safety. Finally, for our comparison, we require that there be at
least one identified vulnerability in either the original C++ or Rust equivalent.

Ultimately, we identified the components in Table 5.1 as valid for comparison. Of those
projects, all C++ versions are tracked within the main Gecko repository (the core of Mozilla’s
projects, including Firefox), while all Rust equivalents are tracked as their own projects, with
the exception of portions of WebRender that are used to bind to the rest of the Gecko code, and
Stylo, which was originally a component of Servo, and is now primarily maintained in a fork of
Servo tracked in the main Gecko repository. Two C++ components, stagefright and libhyphen,
were vendored from other projects (Android and Hunspell, respectively), then tracked within the
main Gecko repository, albeit with patches frequently adapted from upstream.

As shown in Table 5.1, Oxidation began shipping in release versions of Firefox in 2016, and
the compared components were replaced in 2020 or earlier.’ Since all measured commits were
authored since 2012 (see Section 5.2.1), this means that the projects are studied over roughly
comparable development time frames (4-8 years for C++, and 3-7 years for Rust).

* MP4 parser: Parsing MP4 (i.e., common video) files.

* Unicode encoder: Encoding of Unicode strings.

» CSS styling: Applying CSS rules. The Rust version, Stylo, was taken directly from Servo.

>Components compared are every component valid for comparison up through 2023; the only additional C++
component ported to Rust since then (the crash reporter) was launched in April 2024, so has not had enough time for
any vulnerabilities to be discovered.
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* Rendering: The core rendering engine for the browser. The Rust version, like Stylo, was
taken directly from the Servo browser. Unlike Stylo, it is now tracked directly within
Mozilla’s Gecko repo.

* Encoding detection: Detecting which text encoding a page is using.
* Hyphenation: Choosing where in wrapped text to insert hyphens.
* MacOS audio: Audio support for MacOS.

* Color management: Management of color profiles.

5.2 Methodology

Because of the differences in how the components are tracked, our methodology is split into a
description of how we extracted data from the original C++ code, and how we extracted data from
the Rust equivalents.

5.2.1 Data Extraction: Original Code

To analyze the data available from the original C++ projects, we use two broad steps: first, we
identify vulnerabilities in the respective projects in Bugzilla, the issue tracking system used for
Mozilla projects; second, we manually identify which commits, from the perspective of a code
reviewer, introduced the vulnerabilities in question.

Identifying vulnerabilities

Bugzilla® is the primary means of tracking issues and submitting changes to the Firefox code
base. With few exceptions, before any commit can be added to the Firefox release branches, it
must have an associated bug on Bugzilla, identified with an integer ID (though one bug may have
several associated commits). These bugs are classified into “products”, such as “firefox” for bugs
only relevant to Firefox itself, “thunderbird” for Mozilla’s mail client, and “core” for bugs in
components shared across products. Bugs are then further classified into “components”, which
approximately correspond to the scale of the components that were replaced in the Oxidation
project (e.g., “CSS Parsing”). Each bug then has some additional metadata, including the “type”

%Specifically, Mozilla’s instance of the Bugzilla product. https://bugzilla.mozilla.org/
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(e.g., “defect” or “enhancement”), the branches affected, the priority, the severity, people assigned
to the bug, and “keywords” such as “crash” or “regression”. Bugs can be commented on, and
given attachments, usually consisting of patches, reproduction scripts, or logs. Eventually, one
of these patch attachments is accepted by a reviewer, and it is added as a commit to one or more
branches. In the course of a normal bug, at this point, a “status” field in the bug is changed to
“resolved”, and a “resolution” field changed to “FIXED”.

Since 2012, Mozilla has tracked security bugs by adding particular keywords to them. For
our purposes, all of the relevant security bugs can be found by searching for one of the severity
impact levels: sec-critical, sec-high, sec-moderate, or sec-low. Prior to 2012, security bugs were
tracked by being in a “Security” component. This means we do not have component information
for security bugs from that time, so we opt to exclude any bugs that were introduced before this
date. (One may think we could instead filter out bugs that were identified prior to this date, but
this would bias our results by not being able to distinguish VCCs from that time vs. non-VCCs. If
we were to include only the commits that were marked as VCCs from before 2012, this would
exclude the large number of non-VCCs from that time, biasing the proportion of vulnerabilities
per commit higher. If we were to include all the other commits from before 2012, assuming they
were not VCCs, this would mean that vulnerabilities Mozilla identified from that time would be
left out, artificially lowering the proportion of vulnerabilities per commit.)

To identify relevant vulnerabilities then, we use the Bugzilla API to fetch all bugs with a
security level keyword in the component that most closely corresponds to the component replaced
as part of Oxidation. Once the IDs of the bugs are found, we identify the comments on that bug
that changed the resolution to “FIXED”, extract the linked patches from them, and find the patches’
commit messages in our local repository (we do this rather than using the commit identifiers
directly since while Firefox uses the Mercurial revision control system for development, our SZZ
implementation is designed to work with Git, which the Rust project replacements use, as does
Mozilla’s official Firefox mirror on GitHub). This provides us with a set of fix commits. In some
cases, this is sufficient, but in cases where Oxidation replaced only a subset of the component,
we then perform additional filtering by the files that were replaced, removing any bugs whose fix
commits did not touch the relevant files.

Identifying VCCs

Our initial attempt at VCC identification made use of SZZ. We modified the open source SZZ
Unleashed implementation [BSBH19] to function with C++-syntax aware diffs, allowing it to
ignore comments, whitespace, and preprocessor changes, and also modified it to ignore any
changes to non-C++ files. We also made various changes to the behavior that we found were
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necessary to produce better results; e.g., the upstream version only attributes commits from lines
removed/changed, but since vulnerabilities are often caused by missing code, such as bounds
checks, we also attribute the commits that introduced the lines immediately above and below any
new lines in the fix commit.

Some investigation into the SZZ results indicated that the precision of the technique was
too low to fully trust. Another possible source of of information on vulnerability introducers
is Mozilla’s Security Approval forms. In December of 2012, Mozilla added a requirement that
whenever a patch fixing a sec-critical or sec-high bug was to be merged into a release branch,
rather than a development branch, a Security Approval form must be filled out in the comments
of the bug to demonstrate that it would be done responsibly (so as to avoid publishing patches
that attentive attackers could use to identify the vulnerability, and exploit it on still-vulnerable
branches—such Bugzilla bugs are kept private until some time has passed). When a vulnerability
only affects some supported branches, one field of the form requires identifying the Bugzilla
ID of the bug whose associated patch made the vulnerability exploitable. This allows reliably
identifying which branches require backporting the fix patch.

However, these forms do not align with what we are trying to ascertain either, since for our
purposes, the notion of a VCC should be from the perspective of a code reviewer—the VCC
should be the commit where human interpretation of the modified code would consider it to
be a security flaw, not by the code that enabled the vulnerability to be exploited in production
builds of Firefox. For example, many vulnerabilities were hidden behind feature flags while new
functionality was under development, and therefore could not execute in normal Firefox builds.
In our analysis, these vulnerabilities would be introduced when some C++ code was committed
that, when executed, could cause an exploit to succeed—not the commit that flipped the feature
flag that allowed the vulnerable code to execute. Similar to the Meneely et al. method [MSM+13]
described in Section 5.1.1, which relied on program execution to identify VCCs, Mozilla’s Security
Approval forms are concerned with exploitability, not with the code review process that led to the
vulnerability.

Instead, we opted for a manual review of the issues in question; i.e., we read the relevant
information on the issue tracker, understood what the vulnerability consisted of, then went
through the history of the files until we found a commit that introduced the vulnerability from
the perspective of a code reviewer. It is our belief that fully automating this process would be
extremely difficult. In one case, we identified the VCC as a commit adding a code comment
claiming that a particular structure was safely serializable, when it contained fields that made this
untrue. Such a change, in a vacuum, has no effect on the behavior of the program—a well-written
SZZ implementation would ignore the comment, the Meneely et al. method would never identify
such a change as a VCC, and the Mozilla Security Approval forms would never bother to identify
that particular change as relevant for backporting. For the purposes of someone reviewing commits
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to the relevant code, however, one would expect the reviewer of the commit adding the incorrect
comment to identify that serialization is not safe, not the reviewer of the commit later making use
of this documented claim that made such a mistake actually exploitable.

Since we do have a working SZZ implementation tailored to this case, and ground truth in
the form of our manual review, we have an opportunity to measure the efficacy of SZZ. The
comparison of the results of these two methods can be found in Section 5.3.1.

5.2.2 Data Extraction: Rust Equivalents

Unlike the original C++ components, most of the Rust replacements created as part of Oxidation are
not developed in the same repository as Firefox, and they typically do not use Bugzilla for tracking
issues or contributions. Instead, each project is maintained with varying degrees of independence
in individual GitHub repositories. Because of this relative independence, vulnerability issues are
not tracked with the same procedures across projects, let alone with the same methods as the
original projects. As such, our procedures for identifying vulnerabilities was ad-hoc, relying on
whatever we found to be most effective for each project. In practice, the most useful resource
was still Bugzilla, as bugs that manifested as exploitable vulnerabilities in Firefox were tracked
there, but with the resolution being to use a sufficiently recent version of the project that had
addressed it, not fixing the code that contained the vulnerability. Once we were able to identify
such a tracked bug, however, we could then investigate where the relevant bug was tracked in the
respective GitHub issue tracker for that project.

Our methodology for identifying VCCs in the Rust projects from that point on was similar to
the procedure for identifying VCCs in C++. Once the issues were identified, we used information
from the issue and its pull request (on GitHub) to manually identify which commit introduced
the vulnerability. We provide additional analysis of these Rust vulnerabilities and their causes in
Section 5.3.1.

5.2.3 Examining Experience

For our purposes, the matter of most importance is the safety of contributions from first-time
contributors. We therefore need some mechanism of quantifying the relationship between expe-
rience and safety, so that it may be compared across languages. To achieve this, we make use
of established research into learning curves [AF11], though used here for the novel purpose of
comparing properties of programming languages. Learning curves are used to study the relation-
ship between experience—typically measured in some form of repetitions or exposure to some
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task—and some other value—typically an amount of time, or a probability of success/failure.
Here, we are studying the relationship between developer experience with a particular project,
and the probability of introducing a vulnerability. In this work, we measure experience as the
number of commits the contributor made, at the time of the contribution, to the project. (As such,
“experience” here is an analogue for familiarity with a codebase and development practices for a
project—not experience with the language overall. This is a metric one would expect to correlate
with code quality, and makes particular sense for our purposes, as not only is project data more
accessible for researchers, it is also what project maintainers would know when performing code
review of a merge request.) If the learning curve for a project has a more negative slope than
the learning curve of another project, it indicates that contributors to this project more quickly
learn to avoid adding vulnerabilities than the other project.” More importantly for our purposes, if
the y-intercept of a project’s learning curve is lower than that of another project, it indicates that
first-time contributors to this project are less likely to introduce vulnerabilities.

Of course, real world learning is more complicated than simple, single-variable functional
relationships; e.g., people learn in different ways, forgetting and time between tasks can be
included into the model, and actual data is generally noisy. Despite the shortcomings, learning
curves have been found to perform well in extremely diverse fields, including in measuring
performance of programming tasks [CA94]. In this research, we opted to rely on what has
historically been the most popular learning curve model [AF11; NR81], a power law of the form

Pj=Prjt

where P; is, in our context, the probability of a vulnerability in a commit from a contributor’s jth
commit, and / is a “learning rate” constant. P; is the subject of our interest—the probability a
contributor’s first commit contains a vulnerability.

We should emphasize here that despite being a power law that tells us probabilities, this is not
a power law distribution. The curve is not itself a probability distribution, and it will not sum to 1;
rather, it is a function that takes as inputs experience values, and produces Bernoulli distributions.

Traditionally, the empirically estimated terms in the power law learning curve (P; and /) are
found by taking the log of the empirical data, giving data in the presumed form

log P; = log(Py) + (log x

and performing a linear regression. Unfortunately for our purposes, but fortunately for the security
of Firefox, there are not enough vulnerabilities at every experience level to perform such a
regression (nearly all experience levels have O vulnerabilities, and nearly all of those that do will

"Note that this, like most actual learning curves, is inverted from the colloquial sense of a “steep learning curve”.
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have 1). To accommodate this, we instead look at cumulative data, which allows us to express
it with larger, more continuous values. However, we must express the accumulated data in a
form that accounts for the fact that our empirical data is a result of a particular distribution of
experiences in the respective repository. To incorporate this fact, we define

J
ng = Z Pkck
k=1

where ¢, is the number of commits made with exactly & experience in the project (again, defined
as the number of commits the author has made to the project), and V< is the expected number of
vulnerabilities from contributors with at most j experience. We also define v<; as the empirical
value for V<; (i.e., the actual number of vulnerabilities at or below j experience).

To estimate the P; and ¢ parameters, we perform a gradient descent search. We define our loss
function for each experience j as:

. 2
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(with the total loss being the sum over all j).

We compute the gradient VL;(P, () as:
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(where again, the gradient of the cumulative loss function is summed over all j).

In practice, the search frequently found early local minima, so an array of plausible starting
values were used.

Counting Experience
For the C++ projects, experience is counted over all of Firefox, from its inception, while samples

(i.e., the commits counted as either containing or not containing vulnerabilities) are scoped to
commits made since 2012 to the files in the examined project (see Section 5.2.1). We believe this
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corresponds with how project maintainers experience contributor experience; e.g., a contributor
making their first contribution to a particular component is likely to be more trusted if they are a
regular contributor to other parts of Firefox than if they have never contributed at all. However,
if this not true, the bias would be towards greater experience, which would lower the C++ P;
value—i.e., if this assumption is false, then we can expect the real value of the C++ P, to be even
higher than our results. A similar effect applies to the skewing of Firefox contributors towards
higher experience as a result of excluding samples but including commits from before 2012 as
experience.

For the Rust components, which are mostly developed as independent projects, experience is
counted only from the respective repository. For Stylo, we use all commits to the Servo project (in
a repository broken out from the Gecko fork, and in the case of determining samples, again scoped
to the relevant files—see Section 5.1.3 for additional context). The binding portions of WebRender
tracked in Gecko are handled in the same way as C++ projects. For all other Rust projects, the
git repository and project map one-to-one. It is worth noting that the respective Rust projects
were typically initiated by Mozilla developers familiar with the domain space, so experience in
some sense will be undercounted (albeit with a different language). Such undercounting should be
minimal, as the small set of maintainers will quickly cease to be counted as new contributors—e.g.,
every maintainer can only make their first commit once, and new contributors will be a much
larger set than the set of maintainers.

For both C++ and Rust projects, merge commits are excluded as samples.

5.3 Results

5.3.1 Identified Vulnerabilities

A summary of the vulnerability counts themselves can be found in Table 5.2, which includes the
number of samples (i.e., the number of commits in the project), the number of tracked issues
identified as potentially fitting our criteria, and the number of commits that could successfully be
confirmed to contain at least one C++ or Rust vulnerability (VCCs). In the case of the C++ data, the
gap between the number of vulnerability issues and the number of VCCs is primarily from bugs
where the attributed commits were introduced prior to when security vulnerabilities began being
tracked, as described in Section 5.2.1. The number of VCCs is greater than the number of issues
for the MP4 parser (i.e., stagefright) code because of an issue fixing multiple vulnerabilities of a
similar form that were introduced in two independent commits. For the Rust data, the gap (on a per-
project basis) is mostly a result of vulnerabilities that were introduced in C++ code used to interface
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Table 5.2: Sample size (commits in project), vulnerability issues, and valid vulnerable commits
for C++ and Rust projects. Empty cells are invalid to count against the total, e.g., because there
were no VCCs in either the C++ or Rust versions of the projects; see Section 5.3.1.

C++ Projects Rust Projects
Bugzilla .. Bugzilla .\
samples security positives samples security positives
(commits) . (VCCs) (commits) . (VCCs)
issues issues
MP4 parser 776 16 17 910 0 0
Unicode encoder 337 5 1 879 0 0
CSS styling 3152 11 9 5764 8 5
Rendering 6177 21 19 7011 7 7
Encoding detect. — 2 0 — 0 0
Hyphenation 164 2 2 50 0 0
MacOS audio 134 1 1 841 2 2
Color mgmt. — 7 0 — 1 0
Crossbeam — — — — 2 —
Total 10740 65 49 15455 20 14

with Firefox. We also note the Rust project Crossbeam at the bottom, which is not comparable, as
it is a third-party dependency (specifically, it is a library with a collection of concurrency tools).
It is included here because the noted vulnerabilities were tracked downstream by Mozilla, and
because Firefox’s C++ code typically vendors dependencies (as mentioned in Section 5.1.3, this
is how stagefright and libhyphen were initially incorporated as Firefox components). Therefore,
even though we cannot compare Crossbeam with any corresponding project, its vulnerabilities
are nevertheless noted, since, if there were equivalent vulnerabilities in C++, they likely would
have been in Firefox’s code, and possibly tracked in one of the equivalent components we do
compare against. Put another way, not including such vulnerabilities would allow one to nominally
eliminate all Rust vulnerabilities by moving all code, other than library imports, to third-party
dependencies.

Any component where the original and Rust project both had no attributed vulnerabilities
were left out of the analysis—if there were vulnerabilities we could not include, there was no way
to create a fair comparison, and if there were no vulnerabilities at all, then it indicated it was not a
project where security was prone to being a problem.
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Rust Vulnerabilities

To provide more insight into the nature of Rust vulnerabilities, we here detail some observed
properties of the 20 identified vulnerabilities. All vulnerabilities are identified by their Bugzilla
IDs. For a description of each bug individually, we also provide a full enumeration in Appendix B.

First, there is a notable distinction for what qualified as a vulnerability in a C++ or Rust project.
In Rust, there exists a notion of “soundness”, which is a guarantee that all code, excluding lines
explicitly annotated as “unsafe”, cannot have undefined behavior [Uns23]. That is, soundness
implies that if some Rust code does not make use of the unsafe keyword, and it compiles, then
the code is well defined. Soundness bugs, then, are bugs that allow this guarantee to be violated
in some way—e.g., a bug that allows some safe code written in a particular way to cause a null
pointer to dereference somewhere. In the Rust ecosystem, soundness bugs are largely treated as
security vulnerabilities, as they can violate the memory safety of the language, which can in turn
be used to exploit traditional memory safety vulnerabilities. C++, being memory-unsafe, does
not have an equivalent notion—it is akin to marking nearly a/l code as unsafe, since any API
(functions, methods, constructors, etc.) that makes use of a pointer to access memory can trivially
be made undefined by supplying it an invalid pointer. It is therefore worth noting that many Rust
vulnerabilities would likely not be considered vulnerabilities at all had they been written in C++,
since the vulnerability tracked is merely stating that it is, e.g., possible to use a library in such a
way that it would allow memory corruption, and not that the library had actually been used in such
a way that memory corruption could occur in execution. Regardless, we treat such vulnerabilities
the same as any other, since the subject under study is not whether code is exploitable in practice,
but the impact the threat of vulnerabilities has on accepting code from new contributors—a project
maintainer is tasked with managing reports of vulnerable code, not exploits themselves. In our
data set, three vulnerabilities were explicitly tracked as soundness bugs, including both Crossbeam
vulnerabilities (1668514, 1716028), and one in WebRender (1685145).

In three cases, a vulnerability was introduced that had existed in the C++ equivalent being
replaced. Two of these vulnerabilities were found in the Rust code, and only then was the same or
a very similar vulnerability found to have existed in the C++ code as well. In the case of 1614971,
this fix was backported, and so is tracked as both a C++ and Rust vulnerability in our data, but in
the case of 1622291, the fix was never backported, and so is only counted as a Rust vulnerability
in our data. The remaining vulnerability (1420001) was fixed in the C++ code, and never existed
in the Rust code’s original context in Stylo, but was reintroduced in Firefox as a result of Firefox’s
configuration. Because most C++ vulnerabilities were memory-safety vulnerabilities (at least 87%
in our data), and Rust is a memory-safe language, it is expected that most C++ vulnerabilities
would not translate into identical Rust vulnerabilities.

Six vulnerabilities involved some form of direct interaction with C++ code (1557208, 1577439,
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1593865, 1614971, 1622291, 1758223), functionality known as Foreign Function Interfacing
(FFI). In every case, this was caused by a race condition with C++ threads. These races typically
occurred during browser shutdown, while freeing all resources, and four of these vulnerabilities
were determined by Mozilla developers to be unlikely to be exploitable in practice, but were
tracked as security vulnerabilities to err on the side of caution.

Seven vulnerabilities were in the parsing of web page content or its rendering. Three of these
(1599181, 1602843, 1680084) were in the parsing and sanitizing of CSS copied and pasted by
the user. An additional three involved the rendering of the page escaping certain sandboxing
assumptions, such as the ability to render invalid graphics data (1637112) or to render page
contents outside the page boundaries (1700235, 1701834). The seventh (1631232) involved an
error in the implementation of a garbage collector for CSS rules.

Only two bugs do not fit into at least one of the above descriptions. An example of a bug
that could occur regardless of language choice, the VCC introducing 1746545 modified a build
script (written in Rust) to add a —f fast-math compiler flag to a compiler invocation, which
then had the unforeseen effect of the compiler optimizing out checks in the source code for
run-time floating point errors. Conversely, the other bug, 1696312, occurred as a result of unsafe
code added for higher performance memory caching—the sort of unsafe code invocation future
compiler optimizations or language features could hopefully obviate.

S77Z

For our comparison with SZZ, we did not constrain ourselves to the commits that were valid
for comparison with Rust, but instead included all VCCs we identified (e.g., VCCs from before
2012 are included). SZZ attributed a total of 130 commits over 43 issues, with a maximum of 14
commits attributed to one issue, versus 77 commits over 54 issues from our manual review, with a
maximum of 4 commits attributed to one issue. 31 of these commits were attributed by both SZZ
and our manual review. In 11 issues, SZZ attributed the same set of commits our manual review
identified. In 5 issues, SZZ attributed a strict subset of the commits our manual review identified.
In 12 issues, SZZ attributed a strict superset of the commits our manual review identified. In
2 more issues, SZZ attributed some other non-zero intersection of commits our manual review
identified. Together, this means SZZ has a non-zero intersection with our manual review in 30
issues, or 70% of the issues it was able to attribute a non-zero number of commits. This makes
SZZ significantly better than random guessing, but especially with the 26% rate of total matching
per-issue, 24% rate of matching per-commit, and lower rate of overall resolution of issues to
attributed commits, the validity of SZZ for any research continues to require justification on a
case-by-case basis, as previously established in the literature [DMS+16; KZPW06; WSO08].
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While we do not make any specific quantitative claims about the causes of the discrepancies
between the two, common causes seemed to match known problems with SZZ: improper attribu-
tion to cosmetic or other unrelated changes, and bugs induced by not adding code to some other
location in the repository, so that the fix was applied in an area untouched by the inducer.

5.3.2 Learning Parameters

The results of our gradient descent can be seen in Figure 5.1, where the empirical relationship
between project commits and vulnerability count is plotted against what is predicted by our model,
while Figure 5.2 shows the respective learning curves. (Note that Figure 5.1a and Figure 5.1b are
not directly comparable, as the number of commits, ¢, differ—e.g., a project with many first time
contributors would bias the expected vulnerabilities at 7 = 1 higher, regardless of the true value of
P,.) The upper and lower error bounds in all three figures correspond to the bounded sensitivity of
the model—i.e., the maximum difference any single false positive or negative could shift the best
fit. In practice, this corresponds to counting a non-VCC with experience 1 as a VCC or counting
the lowest experience VCC as a non-VCC, for the upper and lower bounds, respectively. These
error bounds appear tight, especially in Figure 5.2, as should be expected—even though there
are relatively few vulnerabilities in absolute number, the relevant files collectively have tens of
thousands of commits to them, each of which is included as data in our models. That is, the best
fit parameters are over a distribution with low (but far from negligible) probability over most of
its realistic domain, but with an extremely high number of samples, ultimately resulting in a good
estimate of the desired parameters. Or, put simply, if the real values were far larger or smaller
than our estimates, we would expect to see far greater or fewer vulnerabilities over those tens of
thousands of commits, with high probability.

With the given parameters, the gradient descent procedure found that the best fit parameters
for the C++ data gives an intercept P, = 0.04 £ 0.01 and a learning rate of ¢ = 0.347 + 0.001,
for a learning curve of P = 0.04;7°347, while with the Rust data, P, = 0.0006 £ 0.0003 and
¢ =—0.1=%x0.1, for a learning curve of P = 0.0006j0'1.

5.3.3 Analysis

First-time Rust contributions were significantly safer than their C++ equivalents The y-
intercepts of the two learning curves imply that for Oxidation projects, a first-time contributor
to a C++ project was approximately 70 times as likely to introduce a vulnerability as a first-time
contributor to an equivalent Rust project. This provides strong evidence that even if one were to
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accept that Rust is a more difficult language to learn than C++, it can still provide a sizable net
benefit to new contributors to such projects.

Memory safety may change the fundamental relationship between experience and vulnera-
bilities Aside from the implications of the respective P; values, the difference in learning rates
is also of note. While the C++ projects have a typical (albeit slow) learning rate, the learning rate
of the Rust projects is negative (i.e., experience is raised to a positive power). The phenomenon
is robust—{flipping the sign of the best-fit / from negative to positive (though a still very small
value) would require adding at least three 1-experience VCCs to the Rust data set; i.e., a 21%
overall increase in vulnerabilities, all concentrated at the absolute lowest experience value (a
very unlikely phenomenon). A negative learning rate is highly unusual for most contexts, as
it means the probability of an error is positively correlated with experience. For our data, this
means that while C++ developers become less likely to contribute a vulnerability in any particular
commit the more commits they have already made, a Rust developer is more likely to contribute a
vulnerability as they gain more experience with a project. This counter-intuitive phenomenon has
some precedence: as mentioned in Section 5.1.2, a study on the use of cryptographic libraries
in Java found a similar small positive correlation [HGK+19, III.B.1], while other studies found
the expected negative correlation with other C++ projects [BCH+14; MWO0O]. From this, an
explanation presents itself: since the largest class of vulnerabilities are memory safety bugs, which
can be overlooked even in simple code, these vulnerabilities mask the more general phenomenon
of vulnerabilities that are more likely to present themselves in innately challenging parts of the
code. For example, while at least 87% of the C++ vulnerabilities we identified were bugs derived
from memory unsafety (and even more were only vulnerabilities because of memory unsafety; e.g.,
integer overflows), the majority of vulnerabilities found in the Rust projects were in interfacing
with C++ code or the implementation of a language parser—both notoriously difficult problems
(see Section 5.3.1). Because of this difficulty, new contributors are less likely to make changes
to these parts of the code, making what vulnerabilities that do occur positively correlated with
expertise and experience. Similarly, usage of cryptographic libraries in Java (a memory-safe
language) would also be more prone to vulnerabilities in more difficult parts of the code that
are likely the domain of experienced developers. While this notion of complexity is subjective,
we expect there would be little contention to the claim that newer contributors prefer and are
generally encouraged to focus on starting with simpler contributions.

Future work may yield better results That the learning rate of the C++ projects is larger than
the learning rate of the Rust projects means these lines intersect, meaning the models project a
quantity of experience (around 18,000 commits) for which a C++ developer will be less likely
to introduce a vulnerability than an equivalently experienced Rust developer. That the learning
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rates are of different signs means the models project a level of experience where a Rust developer
will be more likely to introduce a vulnerability than any C++ developer, though the value is
astronomically large (around 10'® commits). In practice, we believe that such crossovers are
unlikely, and instead point to limitations of the power law model. While we could try many other
models of learning curve, concerns of overfitting and multiple comparisons would need to be
addressed, so we leave as future work analysis that would start with causal explanations for why
a particular model would be a better representation of the underlying phenomenon. Until such
research occurs, it is of course worth keeping in mind that very few developers create 18,000
commits in any project over its lifetime (the only contributor with more than 18,000 commits in
any of the repositories examined was a bot), and no project will ever see 10'® commits.

It is worth noting that the empirical data will undercount the number of vulnerabilities in
the low-experience portion of the learning curve, precisely because of the phenomenon we are
trying to address: contributions from new contributors tend to receive greater scrutiny and more
thorough inspection than those from contributors with recognized experience. The goal of this
extra scrutiny is, at least in theory, to attempt to level the learning curve to horizontal, and to make
all contributions ultimately as safe as feasible. As one might expect, and shown in the above
results, such a goal is not always achieved, but it is worth keeping in mind how this weighs on the
data. Fortunately, this extra scrutiny is generally only applied to the very low experience portion
of the learning curve; most of the curve will have the a typical amount of scrutiny, and since all
portions of the curve are given equal weight when performing the gradient descent, we expect
this bias to have minimal effect on our results. Namely, while this phenomenon will cause an
unfortunate observable discrepancy between empirical low-experience vulnerability proportions
and what our model predicts, when this is precisely the experience levels we are most concerned
with, the goal is to extrapolate what those values would be without this extra scrutiny, making
such a divergence expected.

Finally, there is some limitation to these results in that they all come from Oxidation projects.
One-to-one replacements of C++ projects in Rust are rare, and it is fortunate we have such a
high-quality point of comparison. Ideally, we would also compare widely used or scrutinized C++
projects that were based on original Rust projects, but this is unlikely to happen in practice, as
there is little to no advantage to doing such a rewrite, let alone deploying it. Should such projects
come to exist, though, they could prove useful to validate these results.

5.3.4 The Prevalence of New Contributors

Given the above results, natural questions to ask are whether the reduced prevalence of vulnera-
bilities in contributions from new contributors increased the rate of new contributors in practice,
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or whether Rust simply acted as its own filter and reduced the rate of new contributors entirely.
The former is difficult to say, given the number of factors aside from security that can make
Rust attractive to potential developers. However, we can confirm the latter is not the case. In
Figure 5.3, we compare the distribution of experience to commits, ¢ in Section 5.2.3, in absolute
and proportional terms—i.e., the number of commits made to C++ and Rust Oxidation projects (in
the examined time frame) by contributors with at most j experience, and the fraction of commits
made by contributors with at most j experience. The figures clearly show, in both absolute and
relative terms, the Rust projects have more low-experience contributors than the C++ projects they
replaced. We can therefore safely say that Rust has not been preventing new contributors, and it is
unlikely that the observed effects on safety of contributions from new contributors are the result
of a smaller pool of select developers. It is possible Rust developers are more experienced with
programming in general, but this is immaterial for the problem being addressed—the goal is not
to accept contributions from individuals new to programming, but to allow new contributors to
the project to more easily contribute.

5.4 Conclusion

In this chapter, we examined the effect of choice of programming language on the likelihood of
new contributors introducing vulnerabilities, using a novel application of learning curves. While
previous research has mentioned concerns over the difficulty of learning Rust perhaps presenting
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a barrier towards its adoption (specifically when used as a means of increasing the security of
applications) [FCV+21], our work shows that the reality is complicated, and gives evidence to
the claims made by the Tor Project that Rust can help new contributions [Mat22]. Namely, while
it may still be true that Rust may feel like a more difficult language to learn, in at least some
ways, new contributors actually benefit from its adoption, with their first contributions being less
than 2% as likely to introduce vulnerabilities as C++, and first-time contributors appearing at a
notably higher rate in the projects examined. Such safety could potentially lead to less work for
maintainers, and empower a wider and more diverse body of contributors to submit changes that
are important to them.
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Chapter 6

Conclusion

In this thesis, we have examined a diverse set of topics relating to PETs research and development,
centering the practices that influence Tor, and the practices that Tor influences. In Chapter 3, we
focused on experimentation, and conducting statistically sound research on Tor. In Chapter 4,
we looked at the viability of relying on Tor for metadata protection in end-to-end encrypted
messengers, in the process making use of the techniques we developed in Chapter 3. In Chapter 5,
we investigated developer experience to better understand how switching from a memory unsafe
language to Rust—as Tor is in the process of doing—impacts the viability of accepting first-time
contributors into a project.

Through this research, we have found strong evidence for the thesis statement:

By improving Tor experimentation methodology, we not only benefited our other research,
we also established techniques used as the current de facto standard for Tor network simula-
tions [Aro24; DDB23; DSC+22; DT23; JW23; Mic21; OAD22; PAKE23; RE22; WHH22]
and that have seen use in studying the performance of censorship circumvention tools [Boc23].
Shadow was already in use as a mechanism of making Tor experimentation safer by avoiding
running experiments on the live Tor network (which is actively relied on by users), but by exam-
ining how these kinds of experiments impact Tor, we published techniques that make it easier
for researchers to approach Tor network experiments in a way that the results are trustworthy as
presenting real phenomena, and not statistical coincidence—which, in turn, may hopefully allow
for Tor to more readily incorporate lessons from such research into its design.

In looking at the interactions between end-to-end encrypted messengers and Tor, we found that
using Tor as a proxy, despite commonly being recommended by e2ee messenger developers [Esr24;
Mar19; MKA+21; Mol23], does not eliminate metadata protection concerns when researching
or developing such applications. On the other hand, using Tor’s onion service functionality can
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abstract away metadata concerns and help developers simplify the research and development of
e2ee messengers, subject to the performance implications demonstrated in our experiments. E2ee
messenger researchers and developers may therefore use this research when deciding where to
dedicate their focus when designing or developing apps, instead of needing to develop expertise
in the nuances of metadata protection.

Our investigation of Firefox’s investments in Rust indicate that Tor’s anecdotal observation
of a wider body of contributors as a result of porting their C code to Rust is likely to generalize.
Something about the differences between C and C++ versus Rust—Ilikely the safety properties
the language provides—do seem to make it easier for new contributors to get involved in de-
velopment, despite concerns raised over the language presenting barriers to adoption by such
developers [FCV+21]. Therefore, by using Tor’s development practices for framing our investiga-
tion, we were able to discover a technique that could be useful to other PETs developed in C or
C++ to address concerns over safety and high barriers to entry for development contributions.

Of course, the work presented here is not the end of the story. This avenue of research is un-
derstudied, and countless possible observations, techniques, or motivating projects remain: While
our investigation through identifying and studying elements of PETSs research and development
with noticeable friction did yield worthwhile and actionable results, it is also possible that a more
systematic approach to identifying such elements would allow more rapid or even more valuable
insights; while Tor did prove to be an excellent project to center the investigation, it is entirely
feasible a particular tool like Signal, or a field such as censorship circumvention, would be suited
for this role as well. Regardless, applying these and future results gives some hope that the future
of PETs can be defined not by beneficent experts, authorities, or platforms, but by empowering
the users of these tools.
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Appendix A

Additional Performance Results

We supplement the analysis done in Section 3.6.3 with additional plots of performance met-
rics measured across our 420 simulations following our statistical inference methodology from
Section 3.5. Our supplemental results include the transfer times measured by the performance
benchmarking clients: the time to first byte across all transfer sizes are shown in Figure A.1,
while the time to last byte of 50 KiB and 5 MiB transfers are shown in Figure A.2 and Figure A.3,
respectively. The total Tor network goodput (summed over all relays) is shown in Figure A.4.
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Figure A.1: Time to first byte in seconds of all 50 KiB, 1 MiB, and 5 MiB downloads from
performance benchmarking clients from experiments with traffic load ¢/ = 1.0 and / = 1.2 in
networks of various scale s. The results from each experiment are aggregated from n simulations
following §3.5, and the CDFs are plotted with tail-logarithmic y-axes in order to highlight the
long tail of network performance.
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Figure A.2: Time to last byte in seconds of 50 KiB downloads from performance benchmarking
clients from experiments with traffic load £ = 1.0 and ¢ = 1.2 in networks of various scale s. The
results from each experiment are aggregated from n simulations following §3.5, and the CDFs are
plotted with tail-logarithmic y-axes in order to highlight the long tail of network performance.
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Figure A.3: Time to last byte in seconds of 5 MiB downloads from performance benchmarking
clients from experiments with traffic load £/ = 1.0 and ¢ = 1.2 in networks of various scale s. The
results from each experiment are aggregated from n simulations following §3.5, and the CDFs are
plotted with tail-logarithmic y-axes in order to highlight the long tail of network performance.
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Appendix B

Rust Vulnerabilities in Oxidation

This is a list of descriptions of all the vulnerabilities we identified in Rust projects from relevant
Oxidation components (i.e., projects primarily consisting of Rust code that is, was, or was planned
to be shipped in Firefox). For an overview and more holistic analysis, see Section 5.3.1. All
vulnerabilities are identified by their Bugzilla IDs.

1420001: A history leak. Visited links have a different style applied than unvisited links (notably,
the color changes). In WebRender, this was true for links in SVG images as well. A
malicious page could query whether a user had visited any particular URL by generating
an SVG file with a link to that URL in it, saving the SVG as another image format (e.g.,
PNG), and checking the color of the pixels where the text is located. The original C++
CSS styling had the same bug, but fixed it, with WebRender causing it to be reintroduced.
There is no associated VCC because Servo has had visited link styling disabled from its
inception through to the time of this writing for exactly this reason—it was the use of
Firefox’s existing style rules on Stylo that caused the issue to arise.

1557208: A potential heap use-after-free on browser shutdown in WebRender, caused by a race
condition where C++ code could free memory from shared threads still in use by Rust
code. Mozilla developers believe it was “[not] realistically exploitable”, but tracked it as a
vulnerability to be safe.

1577439: A potential heap use-after-free on browser shutdown in Stylo, caused by a race con-
dition where C++ code could free memory from shared threads still in use by Rust code.
Morzilla developers believe it was “not exploitable”, but tracked it as a vulnerability to be
safe.
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1593865: A potential heap use-after-free on browser shutdown in Stylo, caused by a race con-
dition where C++ code could free memory from shared threads still in use by Rust code.
Mozilla developers believe it was “[not] extremely dangerous”, but tracked it as a vulnera-
bility to be safe.

1599181: CSS pasted from the user’s clipboard was insufficiently sanitized by Stylo.
1602843: CSS pasted from the user’s clipboard was insufficiently sanitized by Stylo.

1614971: A heap use-after-free in cubeb-coreaudio-rs, caused by a race condition with certain C++
callback threads. The original C++ version in cubeb_audiounit had the same vulnerability.

1622291: A heap use-after-free in cubeb-coreaudio-rs, caused by a race condition with certain
C++ callback threads. The original C++ version in cubeb_audiounit had a distinct but similar
vulnerability (not counted in the C++ data as it was never fixed).

1631232: A bug in Stylo’s garbage collector for CSS selector rules could lead to an inconsistent
internal state, allowing for various forms of memory corruption.

1637112: A boundary error in a check (i.e., a > should have been >=) allowed WebRender to
render O-width or 0-height images as arbitrary graphics memory to the screen. Web pages
do not have access to the rendered page in normal circumstances, but if combined with
some other theoretical vulnerability that broke this boundary, it would have allowed reading
graphics memory from any process.

1668514: A soundness bug in Crossbeam. The bug was a result of a faulty assumption in the
underlying layout model of Rust’s vector implementation. It was never determined if Firefox
had any code that could trigger this bug in practice.

1680084: CSS pasted from the user’s clipboard was improperly sanitized by Stylo.

1685145: A soundness bug where an unsafe block inside a function not annotated as unsafe
in WebRender did not check if a pointer was non-null before measuring the size of its
allocation, allowing a web page to possibly crash the process with a null pointer exception.

1694670: A bounds check was added to qcms that, when triggered, was inverted, and so only
allowed invalid color profiles on Linux. The bounds check was intended to prevent out-of-
bounds writes in unsafe code, so the issue was tracked as a security vulnerability. However,
the check did not exist at all prior to the introduction of the bug, and the out-of-bounds write
could only be triggered by a malicious window server (i.e., part of the operating system), so
was extremely unlikely to present any actual security risk.
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1696312: A raw pointer in a job queue in WebRender was being cached and not cleared when
the queue was empty, allowing for a use-after-free to occur. Unlike similar bugs, this unsafe
pointer management was being done for performance reasons, not for language-boundary
compatibility.

1700235: As an optimization, WebRender added support for cropping each layer as it was built,
rather than applying after all layers were composed. A page that then scaled the result of
these operations could amplify floating point rounding errors, allowing it to render web
content over the interface of the browser itself (e.g., changing the apparent text of the URL
of the current page).

1701834: Another WebRender bug that allowed rendering over the browser interface. The flaw
itself has to do with the details of 3D transformation code. The VCC changed the behavior
of a function designed to make the resulting x and y values of a given 3D transformation
unaffected by z values, “flattening” the transformation; the VCC made the transformation
matrix also leave the resulting z value unaffected by the initial x and y values, causing
unanticipated behavior when composed with non-flattened transforms.

1716028: Similar to the other upstream Crossbeam bug (1668514), a soundness bug originating
from a faulty assumption in the capacity of Rust vectors created from iterators.

1746545: The VCC added the —f fast-math compiler flag to part of WebRender’s build script
(written in Rust). This allowed the compiler to assume floating point numbers would never
be NaN or Inf, in turn optimizing out WebRender’s existing safety checks for handling
edge cases, like division by zero.

1758223: A race condition on calls from Stylo to a C++ function to set/unset flags. Was deemed
unlikely to be exploitable.
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Glossary

chardet The original character encoding detection library written in C++ for Firefox. 78
chardetng A character encoding detection library written in Rust. 78

circuit A path through the Tor network shared by some associated set of streams. 5-8, 17, 21-23,
27,44, 50, 51, 55, 58, 61, 65-67, 70, 125

Crossbeam A popular Rust library providing concurrent code utilities. It is used in several
Mozilla Rust projects, but is not developed by them. 86, 87, 122, 123

cubeb-coreaudio-rs A Rust library for interfacing with the MacOS audio system. 78, 122

cubeb_audiounit The original Firefox C++ library for interfacing with the MacOS audio system.
78, 122

directory authority One of the small number of Tor relays that collectively construct and publish
the network consensus. 6, 39, 125

dyadic Relating to two—here, meaning conversations with exactly two participants. 53, 55, 61,
63, 64

e2ee End-to-end encryption or end-to-end encrypted—i.e., contents are encrypted such that only
the endpoints can access them. 1-4, 45-48, 71, 73, 95, 96

encoding_rs A Rust library for encoding Unicode strings. 78

exit relay A Tor relay configured to allow establishing connections that leave the Tor network. 6,
8, 19-22, 39, 55-57, 60, 69, 125

Gecko The browser engine serving the core of Mozilla products—most notably Firefox, but also
sibling projects such as the Thunderbird email client. 78, 79, 85, 126
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guard relay A Tor relay serving as the first hop in a circuit. These relays are selected for their
stability, and rarely change once selected by a Tor client, even when constructing new
circuits. 5-7, 19-22, 31, 39, 44, 125

Layers The original rendering engine written in C++ for Firefox. 78

libhyphen A C++ library for choosing where in wrapped text to insert hyphens. It was originally
written as part of the Hunspell project, but was vendored for use in Firefox. 78, 86

mapped_hyph A Rust library for choosing where in wrapped text to insert hyphens. 78
middle relay A Tor relay that is not operating as a guard relay or exit relay. 6, 7, 19, 21, 39, 69

mp4parse-rust A Rust library for parsing MP4 video files. 78

network consensus The consensus on what Tor relays are currently operating, how to connect to
them, their respective bandwidth weights, and what they can be used for, constructed and
published hourly in a document by the directory authorities. xii, 6, 14, 17, 19-22, 25, 44,
56, 124, 125

onion service A service that uses Tor to provide anonymous, authenticated, and encrypted routing
to it. Formerly known as a “hidden service”. xii, 7-9, 16, 46, 50, 51, 58-61, 67-71, 95

PET Privacy Enhancing Technology—i.e., a technology that provides additional privacy to its
user. 14, 73, 74, 95, 96

gems The Firefox library for managing color profiles. Refers to both the original C++ implemen-
tation, and the Rust rewrite. 78, 122

server descriptor Additional information a client can query about a particular relay, but that
does not need to be directly provided in the frequently updated main network consensus
file—e.g., the relay’s public key. 6, 20, 44

Servo An experimental web browser written in Rust. Originally developed by Mozilla, it is now
an independent project under the stewardship of the Linux Foundation Europe umbrella
organization. 77-79, 85, 121, 126

stagefright A C++ library for parsing various forms of media, originally developed as part of
Android, but then vendored into Firefox for MP4 video file parsing. 78, 85, 86
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stream A transport-layer connection between two network endpoints—a TCP stream, most
typically. 5,7, 17, 22, 23, 39, 54, 55, 65, 124

style The original CSS style system for Gecko/Firefox, written in C++. The name is somewhat
implicit, likely referring to the folder in the source tree it was developed in, and is sometimes
referred by desriptive terms like “the Gecko style system” or “the old CSS engine” instead.
78

Stylo A CSS style system written in Rust for Servo, and now also used by Firefox. Sometimes
also called “Quantum CSS”. 78, 79, 85, 87, 121-123

SZ7Z The most popular automated technique for identifying the commit(s) that introduced a bug
given the commit(s) that fixed it. Named for the authors’ initials in the work that introduced
it [SZZ05]. 75-77, 80-82, 88, 89

uconv A C++ library for encoding Unicode strings. 78

VCC Vulnerability Contributing Commit—i.e., a commit identified as introducing a vulnerability.
75,76, 80-82, 85, 86, 88, 89, 91, 121, 123

vendor To take some source code of another project (typically a library) and copy it directly into
this project’s source tree, rather than linking to an externally maintained repository or using
a dependency management system. 78, 86, 125, 126

WebRender A rendering engine originally written in Rust for Servo, but then vendored and
maintained in Firefox. Sometimes also called “Quantum Render”. 78, 85, 87, 121-123

126



	Examining Committee Membership
	Author's Declaration
	Statement of Contributions
	Abstract
	Acknowledgments
	Dedication
	List of Figures
	List of Tables
	Introduction
	Background on Tor
	Onion Services
	Threat Model
	Terminology

	Conducting Statistically Sound Tor Experiments
	Background and Related Work
	Tor Experimentation Tools
	Tor Modeling
	Tor Performance Studies

	Ontology
	Models for Tor Experimentation
	Internet Model
	Tor Network Model

	Tor Experimentation Platform
	Shadow Background
	Shadow Improvements
	Evaluation

	On the Statistical Significance of Results
	Methodology
	Discussion

	Case Study: Tor Usage and Performance
	Motivation and Overview
	Experiment Setup
	Results

	Conclusion

	Using Tor to Protect Metadata in Messengers
	End-to-End Encrypted Messengers
	Solutions to Protect Metadata
	Ignore Existence
	Deflect Responsibility
	Integrate Solutions

	Analysis of Metadata Protection
	Methodology
	WhatsApp
	Signal
	Tor-based apps

	Performance Analyses of Messengers and Tor
	Client Model
	Data Sources
	Implementation
	Results
	Effects of Tor on Messengers
	Effects of Messengers on Tor
	Discussion

	Conclusion

	The Impact of Rust on First-Time Code Contributors
	Background and Related Work
	Identifying Vulnerability Fixes
	Correlating Vulnerabilities with Contributor Experience
	Oxidation

	Methodology
	Data Extraction: Original Code
	Data Extraction: Rust Equivalents
	Examining Experience

	Results
	Identified Vulnerabilities
	Learning Parameters
	Analysis
	The Prevalence of New Contributors

	Conclusion

	Conclusion
	References
	APPENDICES
	Additional Performance Results
	Rust Vulnerabilities in Oxidation
	Glossary

