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Abstract

Formal verification is a rigorous way to establish software quality. After more than 50
years of research, we are at a point where formal verification is starting to be used
in industrial applications. To encourage more adoption, we need to automate formal
verification techniques as much as possible so that even users who are not familiar with
formal verification can use it to ensure software quality. Many automatic verification
tasks are reducible to the problem of satisfiability checking of Constrained Horn
Clauses (CHCs) modulo background theories. The list includes safety verification of
imperative and functional programs, regression verification, static analysis, refinement
type inference, and many more. Motivated by the number of applications, we explore
advancements to CHC solving.

We make three contributions to improving the state of the art in CHC solving.
First, we study the problem of lemma generalization inside CHC solvers. State of
the art CHC solvers construct solutions to CHCs by learning several lemmas, each of
which block parts of the search space, and together form a complete solution. However,
the generalization strategies that CHC solvers employ during lemma learning are local:
they are unaware of the solution that the CHC solver is constructing. This causes
CHC solvers to diverge and worse, be susceptible to syntactic changes in the input. We
mitigate the effects of local generalization by identifying patterns in lemmas learned
during CHC solving and enforcing course correction during CHC solving via a process
called global guidance. We instantiate global guidance inside the SPACER CHC solver
and show that it improves SPACER on a variety of benchmarks and makes SPACER
agnostic to local generalization strategies.

In the second part of the thesis, we look at CHC solving in the context of safety
verification of programs manipulating user defined recursive datatypes like lists and
trees. The invariants of such programs typically require recursive functions as well.
This domain is particularly hard for CHC solvers because the presence of recursive
functions make even validating solutions to CHCs undecidable. We propose a new
approach that sidesteps the undecidability by abstracting recursive functions using
uninterpreted functions when validating solutions. We show the typical approach to
overcome this undecidability, that of eliminating recursive functions by encoding them
as a set of CHCs, looses solutions and is therefore infeasible for many CHC solvers.

In the third part of the thesis, we go deeper inside CHC solvers and propose
algorithmic improvements to the solutions to two important subproblems encountered
during CHC solving: modular solving and approximations of quantifier elimination.
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Introduction

Promise and practice of formal verification Ensuring software quality is an
important task. Quality can mean anything from ensuring that software does not crash
to ensuring that the software is free of security vulnerabilities. Formal verification is
the rigorous process of mathematically proving the correctness of software with respect
to a set of specifications. Regardless of what quality means, formal verification is a
promising way to ensure software quality. For a long time, formal verification has been
considered impractical. However, owing to a lot of research in better algorithms, formal
verification is starting to get adopted in the industry. To name just a few, the IVy
tool and language [33] is used to implement distributed protocols and automatically
verify their properties, the Dafny [70] programming language is used to write provably
correct imperative code, and project Everest [91] focuses on building and deploying
formally verified communication protocols. Formal methods is used to verify access
control permissions on Amazon Web Services, to prevent unintended data access [0],
improve general quality of code by writing proofs along side code [21], and even expose
side channel attacks by statically analyzing execution times across different control
flows [5]. The Infer tool is used to find bugs and security vulnerabilities in each commit
to their codebase [30].

While some of these techniques are automated, most are not, meaning that the
developer has to write proofs, along side code, in order for them to work. Since proofs
are complicated, they are usually written by expert formal verification engineers. This
is a major hurdle to widespread adoption of formal verification tools. This thesis
focuses on scaling fully automatic tools for formal verification.

To better enable development of automatic program verification techniques, re-
searchers have used intermediate representations to split the verification pipeline into
two. The first phase encodes the program verification task as a problem in a suitable
intermediate representation and the second phase uses fully automatic tools to solve
the problem in the intermediate representation. This way, researchers can focus on
constructing automated tools without worrying about the unimportant specifics of
the program at hand (for example, syntax of the programming language).



CHCs as an intermediate representation Constrained Horn Clauses (CHCs)
are one such intermediate representation. CHCs are a fragment of first order logic
that is expressive enough to encode safety verification of programs while not involving
any quantifier alternations. A salient feature of CHCs is that they use background
SMT theories to express common programming constructs. SMT theories are rich
enough to express operators like +,—,<, to high level datastructures like lists and
trees. CHC solvers use SMT solvers to efficiently reason about these constructs. The
satisfiability of CHCs translates to safety of the encoded program. A solution to CHCs
gives loop invariants and function summaries that prove safety. On the other hand,
unsatisfiability of a CHC is a witness of safety violation. The proof of unsatisfiability
of CHC gives a feasible execution trace of the program that violates specification.

CHCs have been used in the verification of recursive sequential programs written
in C/C++ [55], Java [68], Rust [79], and many other languages [11]. The Solidity
programming language for smart contracts ships with a formal verification engine
that translates smart contracts, models of environment, and their specifications into
CHCs [1]. CHCs have also been used to prove equivalence of code before and after
refactoring [27]. For hyperproperty verification, CHCs can encode both the problem
of finding a good alignment for self composition as well as finding the invariant
for the composition [62]. CHCs are beginning to gain traction outside automated
program verification as well. In program synthesis, CHCs have been proposed as a
standard format for expressing both the syntax and semantics of the program to be
synthesized [09], and even to synthesize CHC solvers [51]. CHCs have also been used as
intermediate representation for many static analyzers [31] where they enable modular,
context sensitive, and incremental analysis [16]. Even refinement type inference for
functional programs benefit from using CHCs as intermediate representation [93]. In
short, usage of CHC solvers for automated program verification is akin to usage of
SAT solvers for solving NP complete problems. Advances to CHC solvers benefit all
problems that are reducible to CHC solving.

Spacer SPACER [71] is a state of the art CHC solver. It is the default solver
for the horn fragment in the Z3 SMT solver [85] and is a regular winner at CHC-
Comp [56]. SPACER, based on the popular IC3/PDR [17], [33] model checking

algorithm, incrementally constructs a solution to CHCs by generating proof obligations
and blocking them and generalizing, to learn lemmas. The ideas presented in this
thesis are implemented on top of SPACER. But the ideas are more generally applicable
to other CHC solvers and model checkers as well.

Contributions This thesis advances the state of the art in CHC solving by making
algorithmic improvements to the solving procedure and broadening their applicability.



In Chp. 2, we study the problem of lemma generalization inside CHC solvers.
State of the art CHC solvers construct solutions to CHCs by learning several lemmas,
each of which block a part of a search space, and putting them together to form
a complete solution. It is crucial that each of these lemmas are general enough to
block large portions of the search space. CHC solvers typically rely on interpolation
algorithms to do this generalization. However, this generalization is local: interpolants
are decided by heuristics implemented inside an SMT solver, and are unaware of
the solution the CHC solver is constructing. This has several negative consequences.
Sometimes it makes the solver diverge because of insufficient or over generalization.
Other times, it makes the solver susceptible to small syntactic changes in the input.
Sometimes a change as simple as replacing a = 0 A b = 0 with a = 0 A b = a in some
part of a CHC changes the proof constructed by an SMT solver, thereby changing
the interpolant and causing the CHC solver to diverge. We give three examples to
illustrate different ways in which local generalization causes CHC solvers to diverge.
In all three cases, CHC solvers diverge by learning lemmas similar to each other, all
of which are good individually but do not add up to a complete solution. To mitigate
this, we introduce a framework for heuristically identifying when solvers diverge and
course correcting them. Our key insight is to look for patterns in lemmas learned by
the solver and introduce pattern based rules to either generalize lemmas based on
the global state of the solver or provide an alternate proof direction for the solver.
We implement this idea, called Global Guidance, on top of SPACER. We demonstrate
its effectiveness empirically by running on a wide variety of benchmarks and under
different generalization strategies.

Global guidance was very successful. It was accepted into the main branch of Z3
and is being used by many users of SPACER. We had several anecdotal reports of its
success from these users. Global guidance also had a huge impact when we employed
SPACER for the design verification of industrial scale Simulink models. Inspired by
its effectiveness, we instantiated global guidance for other background theories as
well. For example, global guidance was effective on practical hardware verification
and equivalence checking benchmarks in the theory of Fixed Size Bit Vectors [65]. We
also used global guidance to reimplement the lemma generalization strategy for theory
of arrays presented in [57].

While global guidance was implemented for these popular background theories,
SPACER was being used with other background theories as well. The Solidity model
checker was using SPACER for model checking smart contracts where the environ-
ment was modelled using a combination of arrays and lists [3]. There was work on
safety verification of imperative programs where memory was modelled using a user-
defined (recursive) heap datastructure [30]. Similarly, there was interest in modelling
datastructures like lists as-is in CHCs [79)].



Motivated by these applications, we look into safety verification of programs manip-
ulating recursively defined datatypes (ADTs like lists) in Chp. 3. Such datastructures
require recursively defined functions (RDF's) to summarize their properties (like length
of a list). Therefore, the CHC encoding of verification tasks contain recursive functions
as well. However, satisifiability checking of even quantifier free formulas containing
RDFs is undecidable. This poses a problem for CHC solvers because validating solu-
tions to CHCs fall into this fragment. Furthermore, SMT solvers are not well suited
for this fragment because reasoning about RDF's require coming up with inductive
summaries (e.g. proving that length of a list is positive). Since CHC solvers are
designed to generate inductive summaries, the common approach to solve CHC over
ADTs and RDFs is to remove RDFs from the background theory by encoding RDF's
using CHCs. We formalize this approach and show that it looses solutions. Therefore,
this approach is not feasible for solvers that solve CHCs by constructing a solution.
We propose a CHC solving procedure that keeps around both RDFs and their CHC
encoding. Our approach carefully abstract RDFs using uninterpreted functions (UF)
whenever it makes queries to the underlying SMT solver, thereby sidestepping the
problem of undecidability of RDFs. Just like all abstractions, our abstractions also
lead to spurious counterexamples. To maintain soundness, our solution automatically
refines the abstraction when spurious counterexamples are encountered. We imple-
ment an algorithm that smartly integrates this abstraction refinement loop inside the
SPACER algorithm. We evaluate the algorithm on a suite of benchmarks encoding
safety verification of imperative and functional programs.

In the third part of the thesis (Chp. 4 and 5), we look deeper into the SPACER
algorithm and propose algorithmic improvements to solutions of two important sub-
problems that SPACER solves.

The first subproblem we look at is Quantifier Elimination (qelim). A recurring
step in SPACER is computing predecessor proof obligations by projecting facts about
the head of a CHC to facts about its tail. To achieve this, SPACER uses a 2 step
approximation of gelim. In the first step, SPACER employs a cheap and incomplete
procedure for gelim based on the well known variable substitution rule. For the
variables left after this step, SPACER computes a model-based under-approximation of
gelim called Model Based Projection (MBP). In Chp. 4 we improve both these steps.
We use the egraph datastructure [33] to implement a relatively-complete qelim, called
QEL. We show that QEL eliminates all variables that are equivalent to ground terms.
We then implement SPACER’s MBP algorithms on top of QEL. We show that our QEL
based MBP algorithm computes a less under-approximate MBP (i.e. is closer to full
gelim). Even though an under-approximation of gelim is just one step inside SPACER,
we observed that with QEL and MBP based QEL, SPACER converged on significantly
more instances. Our implementation has been integrated into the main branch of Z3.



The algorithm is used not just inside SPACER but also inside the decision procedure
for Quantified Satisfiability [15].

The second subproblem we look at is modular solving where a bounded model
checking query is split up into multiple modules, each of which is solved by a (virtually)
separate solver. It is at the heart of IC3/PDR as well as all model checking algorithms
based off it, including SPACER. Modular solving determines the shape of inductive
invariant that IC3/PDR learns as well as how quickly the algorithm converges. Briefly,
modular solvers find a full satisfying assignment to one of the modules, projects the
solution to be over shared symbols, and checks if the projection is extendable to
be a full satisfying assignment to the other module. If not, modular solvers block
the satisfying assignment by learning a lemma in the first module. Modular solvers
have the advantage that the conjunctions of all the lemmas learned, form a CNF
interpolant. The disadvantage with modular solving however, is that it is not as
efficient as monolithic solving. In Chp. 5 we bridge this gap by extending modular
solving with speculation: the ability to switch between solving modules at any point
during solving. We show that speculation improves modular solving and study the
shape of interpolants generated by the speculative algorithm. We implement the new
modular SAT solver as an extension to the SAT solver inside Z3 and empirically
validate our claims.

While this thesis presents a series of individual improvements to CHC solving,
they also pave the way for a new kind of CHC solver that works over an abstract
core theory and lazily applies theory reasoning. We discuss such future possibilities in

Chp. 6.



Chapter 1

Preliminaries

In this chapter we give necessary background and set up notation required for the rest
of this thesis.

1.1 Logic

We work in standard many-sorted First Order Logic with equality, i.e., we assume that
we have the equality symbol (/) for all sorts. Terms and formulas are defined over a
signature X which consists of predicate and function symbols, each with a designated
non-negative arity and sorts. We refer to zero-ary function and predicate symbols
as constants. A term t is either a (sorted) variable z, or a function symbol applied
to terms, f(t1,...,t,), respecting the arity and sorts of f. An atomic formula is an
equality applied to terms of the same sort, t; /& t9, or a predicate symbol applied to
terms, p(t1,...,t,), respecting the arity and sorts of p. A literal is either an atom or
its negation. Cubes are conjunctions of literals and clauses are disjunctions of literals.
A formula is any Boolean combination of literals, possibly with quantifiers. For a
formula ¢ with free variables, we use ¢~ to denote the existential closure of ¢. Unless
otherwise stated, we only consider closed formulas (i.e., formulas without any free
variables). As usual, we use sets of formulas and their conjunctions interchangeably.
We use the special term ite(c, tq,t5), where ¢ is a formula, and ¢;, 5 are terms of the
same sort, to denote an “if then else” operation. We say that a formula 6 is pure
with respect to a function symbol f, if f only appears in positive literals of the form
f(t) = x where f does not appear in ¢, and x is a variable. We call such formulas
f-pure to emphasize f. Note that every quantifier-free formula 6 can be converted
into an equivalent f-pure formula by introducing existentially quantified variables
that represent the f applications. For example, p(f(f(z))) may be rewritten into

Jy,z- f(x) =y A fly) =2 Ap(2).



A model M consists of a nonempty domain for each sort, and a valuation function
that maps each function and predicate symbol to its interpretation. For a closed
formula ¢, M |= ¢ is defined in the usual way (see for example chapter 2 of [35]). By
convention, we use non bold symbols (like f) to refer to syntactic entities and bold
symbols (like f) to refer to their semantics i.e., their valuation in a model. Given
a model M over a signature Y that may or may not include a, we use the notation
M|a — a] to mean the model over ¥ U {a} obtained from M when a is interpreted to
a.

1.2 Theories

Throughout the thesis we consider satisfiability modulo theories. That is, for all
signatures, we assume an underlying theory 7 that interprets some sorts, function and
predicate symbols. A symbol interpreted by the theory is called an interpreted symbol.
We refer to interpreted constants as values. Theory 7 may either be defined by a set
of axioms (in which case the theory consists of the deductive closure of the axioms),
or by a set of intended models (in which case the theory consists of all formulas that
are true in these models). We say that a formula ¢ is satisfiable modulo theory T if
there is a model M of T that satisfies the formula, denoted M |=r ¢. Otherwise, the
formula is unsatisfiable. ¢ is valid modulo T if every model of T satisfies . We say
that two formulas, 6; and 6, are equisatisfiable if it holds that there exists M ):T 0,
if and only if there exists M’ |=, 0. We omit 7 and write M |= ¢ when the theory is
clear from context.

1.2.1 Equality and Uninterpreted Functions

The theory of Equality and Uninterpreted Functions (EUF) has a signature with
the equality symbol (denoted =), disequality symbol (denoted %), and a set of
(uninterpreted) function and predicate symbols. The theory only has a few basic
axioms including function congruence, symmetry, and transitivity.

Common decision procedures for EUF revolve around egraphs: a data structure to
compactly represent a set of terms and an equivalence relation on those terms [35].
We assume that graphs have an ordered successor relation and use n[i] to denote the
ith successor (child) of a node n. An out-degree of a node n, deg(n), is the number of
edges leaving n.

Given a node n, parents(n) denotes the set of nodes with an outgoing edge to n
and children(n) denotes the set of nodes with an incoming edge from n.



o11(7,y,2) 2 2z~ read(a, ) Nk + 1~ read(a,y) Nz ~y A3 > 2

(6)

Figure 1.1: Example egraph of ¢ ;.

Definition 1 Let X be a first-order logic signature. An egraph is a tuple G = (N, E, L, root),
where

(a) (N, E) is a directed acyclic graph,
(b) L maps nodes to function symbols in ¥ or logical variables, and

(c) root : N + N maps a node to its root such that the relation proor = {(n,n’) |
root(n) = root(n')} is an equivalence relation on N that is closed under
congruence: (n,n') € proor Whenever n and n’ are congruent under root, i.e.,
whenever L(n) = L(n'), deg(n) = deg(n’) > 0, and, V1 < i < deg(n) -
(n[i], n'[i]) € proot- o

Given an egraph G, the class of a node n € G, class(n) = proos(n), is the set of
all nodes that are equivalent to n. The term of n, term(n), with L(n) = f is f if
deg(n) = 0 and f(term(n[l]),..., term(n[deg(n)])), otherwise. We assume that the
terms of different nodes are different, and refer to a node n by its term.

An example of an egraph G = (N, E, L, root) is shown in Fig. 1.1. A symbol
f inside a circle depicts a node n with label L(n) = f, solid black and dashed red
arrows depict E and root, respectively. The order of the black arrows from left to
right defines the order of the children. In our examples, we refer to a specific node ¢
by its number using N(7) or its term, e.g., N(k + 1). A node n without an outgoing
red arrow is its own root. A set of nodes connected to the same node with red edges
forms an equivalence class. In this example, root defines the equivalence classes
{N(3),N(4),N(5),N(6)}, {N(8),N(9)}, and a class for each of the remaining nodes.
Examples of some terms in G are term(N(9)) = y and term(N(5)) = read(a, y).

1.2.2 Linear Integer Arithmetic

In the theory of Linear Integer Arithmetic (LIA), formulas are defined over a signature
that includes interpreted function symbols +, —, X, interpreted predicate symbols
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<, <, |, interpreted constant symbols 0, 1,2, ..., and uninterpreted constant symbols
a,b,....x,y,.... We write Z for the set interpreted constant symbols, and call them
integers. We use constants to refer exclusively to the uninterpreted constants (these
are often called variables in LIA literature). Terms (and accordingly formulas) in LTA
are restricted to be linear, that is, multiplication is never applied to two constants.

We write LIA~UY for the fragment of LIA that excludes divisiblity (d | h)

predicates. A literal in LIA-4Y s 4 linear inequality; a cube is a conjunction of such
inequalities, that is, a polytope. We find it convenient to use matrix-based notation

for representing cubes in LIA-dV A ground cube ¢ € LIA-4Y with p inequalities
(literals) over k (uninterpreted) constants is written as A -z < n, where Aisap x k
matrix of coefficients in ZP**, = (21 - - - a3)T is a column vector that consists of the
(uninterpreted) constants, and 72 = (ny - - -n,)” is a column vector in ZP. For example,
the cube > 2 A 2z + y < 3 is written as [ 5" 9] [§] < [ 7]. All vectors are column
vectors, super-script 7" denotes transpose, dot is used for a dot product and [n;; 7o)
stands for a matrix of column vectors n; and 7.

1.2.3 Algebraic Data Types

The theory of Algebraic Data Types (ADT) is defined over a signature that contains
a sort 7 for an algebraic datatype (for simplicity, we assume only one such sort),
function symbols for constructors and selectors, and predicate symbols for testers. A
constructor for sort 7, denoted C, returns an element of sort 7 (its arguments may be
of any sort, including 7). A selector for the ith argument of C', denoted S, receives
an element of sort 7 and returns an element of the sort of the ith argument of C. A
tester for C', denoted IS¢, is defined over sort 7. The theory of ADTs is defined by
an initial model of the following axiom schema, &:

vz 1S (C (7)) VZ-—ISc (C(Z)) VZ-S5(O(7)) = x4

where 7 = {x1,...,2,} and C' # C’. An initial model is a model where the domain of
sort 7 consists of all constructor terms: these are ground terms where the only ADT
function applications are of constructors. The theory of ADT consists of the set of
formulas that hold in an initial model of . The theory of ADTs is decidable (even
with quantifiers) [105].

Note that an initial model cannot be specified in First Order Logic. However,
many SMT solvers support reasoning over it. Accordingly, in the thesis, all models we
consider are isomorphic to an initial model. In particular, we write M = 6 to mean
that M is isomorphic to an initial model that satisfies 6.



The List ADT For convenience of presentation, throughout the thesis, we use a
combination of the List ADT and Linear Integer Arithmetic, i.e., Lists of Integers,
denoting them simply as Lists. The List datatype is defined using a signature that
consists of sort s for the elements stored in lists, which is in our case sort Int, and sort
List, for lists. It has two constructors:

e nilis a nullary constructor for constructing an empty list, and

e insert receives an element of sort s and a list and constructs a list where the
element is added to the head of the list.

The insert constructor is associated with two selectors: head for the first argument,
and tail for the second argument.

1.2.4 Recursively Defined Functions

Recursive functions are in general not expressible in First Order Logic. In SMT they
can be specified by function axioms, which can precisely capture the definition of the
recursion, but relax the least-fixpoint semantics (e.g., [78]). A function axiom is a
formula of the form Vz - f(Z) ~ ¢(Z) where t is a term of an appropriate sort. ¢ can
contain f itself as well as other function (or constant) symbols. We call a function
symbol f for which a function axiom is given, a recursively defined function (RDF),
to distinguish it from other uninterpreted function symbols. However, there is really
no easy way to tell when a function axiom defines a function. Some function axioms
are unsatisfiable, for example, Vz - f(z) ~ = f(z). Some axioms provide a complete
definition of a function, e.g., Va - f(x) ~ ite(x < 0,0,z x f(x — 1)), which has a
unique interpretation over the standard model of arithmetic, and some do not, e.g.,
Va - f(x) =~ f(z+ 1) — 1, which is satisfied by the interpretation f(x) = x, but also by
flz)=x+1, f(r) =2+ 2, etc. While SMT-LIB does not restrict function axioms
to uniquely define a function, this thesis addresses RDF's that are uniquely defined
by their axioms. To avoid the need to characterize such functions, we focus on the
special case of catamorphisms.

Catamorphisms Catamorphisms are a notable example of function axioms that
specify well defined functions over ADTs. A catamorphism (or, generalized fold) is an
RDF that abstracts the content of an ADT into a single value. Common abstractions,
such as length of a list, height of a tree, set of all elements of a tree, are all examples
of catamorphisms. Given an interpreted sort r for the range of the abstraction, a
catamorphism from the list ADT Lists to r is specified using a base case value, b, of
sort r, and a term, denoted y @ z, of sort r, where y and z are variables of sorts s and
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r, respectively, and all symbols are interpreted. Intuitively, the base case value b is
used to define the value of the catamorphism for nil, while y & z is used to define the
value in the recursive case of a list x created by the insert constructor, in which case
the value is defined by applying @ on the element y = head(z) inserted to the list
and on the value z recursively defined for tail(x). Formally, given b, @, the following
function axiom defines f as a catamorphism over Lists:

Vo - f(x) = ite(x = nil, b, head(x) ® f(tail(x)))
We denote such a function axiom ¢, g) and call it a catamorphism axiom for f.
Example 1 The length of a list is a catamorphism from List to Int specified by:
P0.+1) = YV - length(z) ~ ite(x ~ nil, 0,1 + length(tail(z)) 0

The theory of ADTs with catamorphisms (and, more generally, RDFs) is undecidable.

1.3 Quantifier elimination

Given a quantifier-free (QF) formula ¢ with free variables v, quantifier elimination (qe-
lim) of ¢ is the problem of finding a QF formula v with no free variables such that
=7,

For example, a gelim of Ja - (a = x A f(a) > 3) is f(z) > 3; and, there is no gelim
of 3z - (f(x) > 3), because it is impossible to restrict f to have “at least one value in
its range that is greater than 3” without a quantifier.

For many applications, gelim is prohibitively expensive or undesirable. In these
applications, we under-approximate qelim using Model Based Projection (MBP). Given
a formula ¢ with free variables v, and a model M = ¢, an MBP of ¢ relative to M is
a QF formula 1 such that 1 = > and M |= . That is, ¥ has no free variables, is an
under-approximation of ¢, and satisfies the designated model M, just like .

MBP can also be defined for a formula without free variables. Given a list of
constants v, a formula ¢ and a model M = ¢, MBP(v,p, M) is a formula over ¥ \ v
such that M = MBP(v, ¢, M) and any model M’ = M BP(v, oM) can be extended
to a model M” |= ¢ by providing an interpretation for v. There are polynomial time
algorithms for computing MBP for many theories incluing Linear Arithmetic [15], [71],
arrays [70], and ADTs [15]. The following example illustrates MBP:

Example 2 Consider the formula ¢: ¢’ ~a+ 1AV ~b+1Ad <5AV > 5, and
its model My = [a — 4,0 — 5,d’ — 5,0 + 6]. Possible MBPs of ¢ relative to M;
include:

1 =a<4Nb>4 Yo=a<bANb=5
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Note that v is equivalent to, and v, is a proper under-approximation of Ja’, v’ - ¢,
respectively. The soundness of our algorithms do not depend on the specific choice of
MBP. 0

1.4 Interpolation

Given an unsatisfiable formula A A B, an interpolant [20], denoted ITP(A, B), is a
formula I over the shared signature of A and B such that A = [ and [ = —B. In
model checking, interpolation is widely used as a generalization technique: when A is
the set of reachable states of a system and B is the set of Bad state, the interpolant is
a candidate inductive invariant that approximates reachable states and contradicts
Bad states (see for example [1], [2], [16], [20], [L01]). In theories like Linear Arithmetic,
interpolation techniques (for example those based on Farkas Lemma) introduce new
terms that are quite effective in blocking Bad states.

Example 3 Consider the formula A: a * 0Ab~0Ad ~a+ 1AV ~b+ 1 and B:
a <V ANV =5. Clearly, A A B is unsatisfiable. Two possible interpolants for A A B
are b’ < 2 and o’ ~ /. Both interpolants contain terms not present in the original
formula. 0

1.5 Transition Systems

A transition system (TS) is a pair (Init, Tr), where Init is a formula over some
signature X and Tr is a formula over X UY/, where ¥ = {s' | s € £}.! The states
of the system correspond to structures over X, Init represents the initial states and
Tr represents the transition relation, where ¥ is used to represent the pre-state of a
transition, and Y is used to represent the post-state. For a formula ¢ over X, we
denote by ¢’ the formula obtained by substituting each s € ¥ by & € Y. A safety
problem is a triple (Init, Tr, Bad), where (Init, Tr) is a transition system and Bad is
a formula over ¥ representing a set of bad states. We say that a transition system is
unsafe with respect to a set of Bad states if there is a sequence of states sg, s1, ..., Sn,
called a counterexample, such that s, € Init, for all 4, (s;,s;,,) € Tr, and s, € Bad.
A system is safe otherwise. The existence of inductive invariants establish the safety
of a system. An inductive invariant is a formula Inv over ¥ such that Init = Inv,
InvA Tr = Inv', and Inv = —Bad. Many algorithms for the safety problem attempt
to prove the system safe by constructing an inductive invariant.

In fact, a primed copy is introduced in X' only for the uninterpreted symbols in Z. Interpreted
symbols remain the same in ¥'.
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1.6 IC3/PDR

IC3 [17] is an algorithm for solving the safety problem for boolean transition systems.
PDR [33] is a reimplementation of the key ideas in IC3. They have inspired several
finite state and infinite state unbounded model checking algorithms [22], [54], [60],
[101] including SPACER. In this section, we give a brief overview of the IC3 algorithm.

The main datastructure is a sequence of formulas Fy, Fi,... called trace. The
formula in a trace, called frames, are over state variables v (uninterpreted constants in
¥)) and are in conjunctive normal form (CNF). The clauses in a frame are called lemmas.
IC3 maintains the invariant that frame F; overapproximates states reachable in 7 steps
of the transition system and are monotonic: Init = F;, F; N Tr = F,.1, F; = F;.,.
Frame F; is safe if it excludes bad states: F; = —Bad. Since frames are monotonic,
safety of one frame implies safety of all frames before it. IC3 iteratively establishes
safety of higher and higher frames. To establish the safety of a frame, it creates
predecessors to Bad states and blocks them to learn new lemmas. A predecessor to a
set of states 1(0) is a set of states p(v) s.t. ¢ = " -TrAY'. A proof obligation (POBs)
is a tuple (p,7) of a predecessor states ¢ and a number 7 s.t. if any state in ¢ is
reachable in ¢ steps, Bad is reachable from Init in ¢ + 1 or more steps. IC3 maintains
a queue () of POBs.

IC3 initializes the trace by assigning the first frame as Init and all other frames
as T. IC3 initializes the POB queue by adding (Bad, 1) to it. In each iteration, IC3
queries ) for a POB (yp, i+ 1) and attempts to block it. The POB is blocked by frame
F; if F; AN Tr A\ ¢ is unsatisfiable. If so, IC3 learns a new lemma by generalizing
—p. IC3 employs a generalization strategy called inductive generalization. Inductive
generalization starts with a lemma ¢ = = and drops literals from ¢ as long as the
following holds: ((¢ A F; A Tr) V Init") = ¢'. Intuitively, inductive generalization finds
a smaller (more general) lemma as long as it is inductive relative to the frame Fj.
Once generalization is done, IC3 adds lemma ¢ to all frames including and before F; ;.
If blocking is unsuccessful (i.e. F; A Tr A ¢’ is satisfiable), IC3 computes a predecessor
POB for o by projecting F; A Tr Ay’ onto the v variables. IC3 employs a simple strategy
of getting a full satisfying assignment for F; A Tr A ¢’ and collecting the assignments to
v variables. PDR goes one step further and generalizes predecessor POB by dropping
assignments that do not affect the satisfiability (called ternary simulation). Once
created, the predecessor POB (1, 1) is added to the proof obligation queue. This way,
in each iteration, IC3 either creates a new predecessor POB or learns a new lemma.
The process continues until a POB (i, 0) intersects with Init (i.e Init A ¢ is satisfiable),
in which case we have a counterexample, or 2 consequetive safe frames F;, F; | are
syntactically equal, in which case F; is a safe inductive invariant that establishes
safety.
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1.7 Constrained Horn Clauses

Given a signature X, a background theory 7 over ¥, and a set P of uninterpreted
predicate symbols not in ¥ (but defined over the sorts in ), a Constrained Horn
Clause (CHC) is a closed formula of the form

VI, T O(Z,T) A /\pi(fpi) = h(z}) (1.1)

where p; € P, h € PU{Ll}, @ = {2’ | v € T}, ¢ is a quantifier-free formula over X
with free variables in zUZ’, 7, C Z, and Zj, C #’. The same unknown predicate p € P
can appear multiple times in a CHC with different arguments (i.e., in the equation
above p; is not necessary distinct from p; when ¢ # j). The left hand side of the
implication is called the body or tail of the CHC, and the right hand side is called its
head. We refer to ¢ as the constraint. A set of CHCs is a conjunction of CHCs. With
abuse of notation, we sometimes refer to a set of CHCs as a CHC. A (single) CHC
is linear if the tail has at most one uninterpreted predicate symbol. A set of CHCs
is linear if all the CHCs in it are linear. Otherwise, the set of CHCs is non-linear.
When a set of CHCs is satisfiable (modulo 7)), a solution is a model, including an
interpretation of all the predicates in P, that satisfies all the CHCs. Typically, we
are interested in solutions that are expressed as formulas over some class of formulas

A [14]:

Definition 2 (A -Solutions) Let A be a class of formulas. An A-solution for a
set of CHCs C assigns to each predicate symbol p € P a formula 6,(y) € A whose
free variables § correspond to the arguments of p such that replacing each predicate
application p(z,) in C by 60,[y — Z,] results in a valid closed formula (modulo the
background theory). O

It is possible that a set of CHCs is satisfiable, but has no A-solution.

The safety of a T'S can be checked by solving a set of linear CHCs that encode the
TS. All linear CHCs are reducible to a set of CHCs with a single unknown predicate
Inv and exactly 3 clauses (free variables are implicitly universally quantified):

Init(z) = Inv(Z) Inv(z) A Tr(z,7') = Inv(Z') Inv(Z) A Bad(z) = L (1.2)

A solution for Inv is an inductive invariant that proves that the TS is safe: no bad
states are reachable from an initial state via the Tr. When the CHC is unsatisfiable,
there exists a counterexample to safety. Counterexamples to the safety property are
derived from resolution proofs of unsatisfiability of CHCs.
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Algorithm 1: SPACER algorithm as a set of guarded commands. We use the
shorthand F(p) = R'V (¢ A Tr).

function SPACER:
In: (Init, Tr, Bad)
Out: (SAFE, Inv) or UNSAFE

Q=0 // pob queue
N:=0 // maximum safe level
Oy :=Init,O; :=T for all i > 0 // lemma trace
R := Init // reachable states

forever do
Candidate ! 1SSAT(On A Bad) " @ := Q U (Bad, N)
Predecessor ! (p,i+1) e Q, M EO; NTrAg "
Q:=QU (MBP(Z, Tr Ay, M),i)
Successor ! (p,i+1)e @, MEF(R) A"
R:= RV MBP(z,F(R), M)[Z' — 7|
Conflict! (p,i+1) € Q, F(O;) = —¢' "
O, = (0; NITP(F(0;),¢")[z' — z]) for all j <i+1
Induction! £ € O; 1,0 =(p V), FleNO;) = ¢ "
O;=0;ANpforall j<i+1
Propagate ! £ € O;, O; AN Tr = 0" Qi1 := (011 NY)
Unfold! Oy = = Bad " N := N +1
Safe ! O;11 = O; for some i < N " return (SAFE, O;)
Unsafe ! 1ISSAT(Bad A R) " return UNSAFE

1.8 Spacer

SPACER [71] is a semi-decision procedure for CHC satisfiability implemented in the
Z3 SMT-solver [85]. Just like IC3/PDR, SPACER computes predecessors to bad states
and blocks them and generalizes to learn lemmas until either a counter example or a
solution is found. In the rest of this chapter, we explain SPACER in detail. We first
describe SPACER for the simple case of linear CHCs encoding TS and then explain
the full algorithm for general, non-linear CHCs.

1.8.1 Spacer for linear CHCs

As mentioned earlier, Linear CHCs are reducible to a set of 3 CHCs with a single
uninterpreted predicate (Eq. (1.2)). We denote such CHCs using the three tuple
(Init, Tr, Bad). Without loss of generality, we can assume that Bad is a cube.
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Algorithm 2:  The SPACER algorithm for linear CHCs.

In: (Init, Tr, Bad) 21 function AddPredecessor:
Out:  An Inductive invariant or UNSAFE 23 if 1sSAT(F(R)A!Y) then
1 function GSpacer: 25 findM;stM; EFR)A!
/% Initialize state of the solver =/ 27 s:=(MBP(X, F(R),M)[X' — X])
2 Q:=0;N :=0;R :=Init; 29 R:=RVs // Successor
3 Og:=Init;0:=T,Vi> 0 31 return
4 Enqueue(Q, (Bad,0)) 33 find Myst Mo = #
5 while T do 35 p:=MBPX,Tr Al', My)
6 (I,i ):=Pop(Q) 37  Push(Q, (p,i —1)) // Predecessor
7 if 18SAT(F(Oi» 1) A1) then 39 Push((Q, (L,i )
// The pob ! cannot be blocked at i 40 function Block:
8  AddPredecessor((!,i )) 42 " =1TP(F(Op 1), // Conflict
9 if 1sSSAT(R A Bad) then return  UNSAFE 43 ", :=$ st. "; = $ V %and F(Op 1 A$) = $
// Unsafe // Induction
10 else 44 for 0<j <ido O :=0; A"

// The pob ! can be blocked at i
11 Block({!,i })
12 for 0<j <N do
13 for "€ O\ Oj41 do

14 if O ATr ="' then

15 Oj41:=0 1 A" // Propagate
16 if 3I0<j<N -0 = O+ then

17 return (SAFE, O;) // Safe
18 if Oy = —Bad then

19 N:=N+1 // Unfold

20 Push(Q, (Bad,N}))

Alg. 1 presents the key ingredients of SPACER as a set of guarded commands (or
rules). It maintains the following. Current unrolling depth N at which a counterex-
ample is searched (there are no counterexamples with depth less than N). A trace
O = (O, O4,...) of frames, such that each frame O; is a set of lemmas, and each
lemma ¢ € O; is a clause. A queue of POBs (), where each proof obligation in ) is a
pair (¢, 1) of a cube ¢ and a level number i, 0 < i < N. An under-approximation R
of reachable states. Intuitively, each frame ©; is a candidate inductive invariant s.t.
O; over-approximates states reachable up to ¢ steps from Init. The latter is ensured
since Oy = Init, the trace is monotone, i.e., 0,11 C O;, and each frame is inductive
relative to its previous one, i.e., O; A Tr = O., ;. Each POB (¢, ) in ) corresponds
to a suffix of a potential counterexample that has to be blocked in O;, i.e., has to be

proven unreachable in ¢ steps.

The Candidate rule adds an initial POB (Bad, N) to the queue. If a POB (y, 1)
cannot be blocked because ¢ is reachable from frame (i — 1), the Predecessor rule
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1 a, b :=209, 0;
2 while(nd())

3 // inv: a = b;
1o

5) at+;

6 b++;

7%

8 assert(a < 5 = b < 5);

Figure 1.2: An example of a simple program.

generates a predecessor ¢ of ¢ using MBP and adds (¢,7 — 1) to ). The Successor
rule updates the set of reachable states if the POB is reachable. If the POB is blocked,
the Conflict rule strengthens the trace O by using interpolation to learn a new lemma
¢ that blocks the POB, i.e., £ implies —p. The Induction rule strengthens a lemma by
inductive generalization and the Propagate rule pushes a lemma to a higher frame.
If the Bad state has been blocked at N, the Unfold rule increments the depth of
unrolling N. In practice, the rules are scheduled to ensure progress towards finding a
counterexample.

To make the algorithm more concrete, Alg. 2 presents an instantiation of these rules.
The comments to the right side of a line refer to the abstract rules in Alg. 1. SPACER
iteratively computes predecessors (line 9) and blocks them (line 13) in an infinite loop.
Whenever a POB is proven to be reachable, the reachable states are updated (line 29). If
Bad intersects with a reachable state, SPACER terminates and returns UNSAFE (line 9).
If one of the frames is an inductive invariant, SPACER terminates with SAFE (line 17).
Once a POB (g, 1) is blocked, SPACER uses interpolation (lines 42) to learn a lemma
that block ¢ and other POBs that are similar to it.

We illustrate SPACER using the following example.

Example 4 As an illustrative example, we will explain how SPACER (Alg. 2) checks
the safety of the program in Fig. 1.2. For the program in Fig. 1.2, Init isa ~ 0Ab ~ 0,
Trisa ~a+1A0 ~b+1, and Bad states are (a < 5Ab > 5). Blocking Bad at levels
0 and 1 is straightforward. To block Bad at level 2, SPACER computes a predecessor
using MBP. Let us assume MBP produces the POB (a < bAb = 5) (see Ex. 2). SPACER
then checks whether the newly created POB (a < b A b ~ 5) is reachable at level 1.
That is, SPACER checks ISSAT(Init A Tr Na' < U’ ANV =~ 5) (line 7). Since this is
unsatisfiable, SPACER employs interpolation to learn a lemma. As we saw in Ex. 3,
there are at least 2 possibilities for the interpolant.

If SPACER learns the lemma a ~ b, SPACER not only blocks the POB (a < bAb = 5)
at level 1, it also progpagates the lemma a = b (line 15) and detects that it is inductive.
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Since a ~ b is also enough to block Bad, SPACER returns SAFE (line 17).

On the other hand, if SPACER learns the lemma b < 2, SPACER blocks the POB
(a < bAb=5) at level 1 but not at any higher levels. The lemma is not strong enough
to block Bad at level 2. Therefore, in the next iteration, SPACER computes more
predecessors of Bad at level 1 and attempts to block them.

Clearly, the lemmas that SPACER learns determine how fast it can prove the safety
of the program. However, it is interpolation that decides which lemma SPACER learns.
And interpolation is guided by the (local) heuristics inside the SMT solver. o

1.8.2 Spacer for linear and non-linear CHCs

In this section, we explain the full SPACER algorithm that works on both linear and
non-linear CHCs. Note that, conceptually, there is no difference between the SPACER
algorithm (Alg. 2) for linear CHCs and the SPACER algorithm for linear and non-linear
CHCs (Alg. 3). The only difference is in presentation. We believe it is easier to
understand SPACER when we first explain it for CHCs with just one uninterpreted
predicate and then lift it to the case when there are multiple.

Alg. 3 explains SPACER when the input is linear or non-linear CHCs. The input
SPACER are CHCs over a set of uninterpreted predicates P. Without loss of generality,
we assume that there is only one query clause. That is, the input to the algorithm is
of the form:

N Vz. 2 Ty 2)n N\ Pap) = hi(@,) | A

J PeUT(j) (1.3)
v'fa f/ : TrBad (fa -T/) A /\ P(fp) A Bad(féad) =1
,PGWBad

Where Tr;, UT(j) and h; are the constraint, set of uninterpreted predicates, and the

. . . .. +~~Bad .
head predicate in the jth horn clause. Similarly, Trgag and UT B re the constraint
and the set of uninterpreted predicates in the query clause.

Notation All formulas in the algorithm are over state variables z. For a formula 6
over state variables, we use the shorthand [y] to mean [z — y|. We assume that
whenever a predicate P appears in the head of a Horn clause, it has the same variables
as its arguments. We use the notation UT" to represent the uninterpreted tail of
predicate P: the sequence of all pairs (Q,v) where Q is an uninterpreted predicate
and the literal Q(v) appears in the tail of a Horn clause whose head is P. We use the
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Algorithm 3: The SPACER algorithm for linear and non-linear CHCs.

21
22
23

24
25
26
27
28

Input: A set of CHCs of the form Eq. (1.3)
over uninterpreted predicates P

Output:  SAT/UNSAT

RP :=Init® vP e P;

OF ==1nitP = 17T :Init? vP e P;
OF :=TVPeP,i> 0;

N :=0;k:=0

create_pred_bad()

while T do

(&,i4+1,P) := Q.pop()
Z,M,res := check_reach({&,i,P))
if res then
create_pred(Z, (&,i+ 1,P),M)
if is_bad_rch() then return
else
block-pob((&,i+ 1, P))
Q:=QU{&i+2,P)
if is_bad_blkd() then
N:=N +1
create_pred_bad()
if chk_ind() then return
function chkind():
return

UNSAFE

SAFE

function check-reacl{(&,i,P)):
%:= Fp (@i)/\! !
if —1sSAT(% then return
ui={RO[] | (Q¥) € UT"}
M := max_sat(%, P
7 := Implicant(%, M)
Z:=IN{r|repAM =r}
return Z,M, T

1

30 <) <N —=1-(Apsp @JPJrl) = (Npsp @jp):g

29
30
31
32
33
34
35
36
37
38
39
40

41
42

43

44
45

46
47
48

0
51
52
53
54
55
56
57
58
59

60

function

function

is_bad.rch():
&:= N\py 57 (Bad )(RP) ATr gag A Bad
return 1SSAT(&)

function block pob((&,i+ 1, P)):

%:= Fp (O))

C:= ITP(%, &[X' s X]

" .= IND_GEN(c)

Of =0 A" Vj <i+1

function  create pred bad():

&:= N\ps UT (Bad ) OR 41 ATrgag ABad
if —1sSAT(&) then return
Let M = &V :=vars(&
for (Q,y) cUT™ do
pob:= MBP(V\ {y}, &, M)
Q:=QuU(pob,N+1, Q)

function create pred(Z, (&,i+ 1, P),M):

®:={(Q,u) | (Q,a) e UT AM ¥ R[a]}
if ® =0 then
// compute successor
V= vars(Z) \ {x'}
r:=MBP(V,ZA& M)
RP :=RP vr[x' = X]
else
kids := ()
for (Q,0) € ® do
v :=vars(Z) \ {0}
' .= MBP(V,ZA&,M)
=" [0~ X]
kids := kids U (',i, Q)
Q := QuUkids
Q:=QU (&, +1),P)
is_bad blkd():
&:= Npy 57 (Bad ) ON A TrBad A\ Bad
return - 1SSAT(&)

notation WZ) to mean the uninterpreted tail of the ¢th Horn clause whose head is P.
Let YV be a map from uninterpreted predicates to their summaries, where a summary
is a formula over Z, and J© is the summary of uninterpreted predicate Q in . We
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use the shorthand Fp()) to denote the predicate transformer of P defined as:

Fp(Y) = (Init")' v \/ N\ YeE e~ | AT

k (Q.0)eUT]

where Init” is the disjunction of tails of Horn clauses which have no uninterpreted
predicates in their tails and whose head is P and Tr; is the constraint in the 2th
Horn clause whose head is P. We use R to denote the map from uninterpreted
predicates to their must summaries. Similarly, we use O; to denote the map from
uninterpreted predicates to their may summaries in the ¢’th frame. We denote the
sequence Oy, Oy, ... by O, and write O; to refer to O;. A POB is represented as a
triple (6,7, P), where 6 is formula in the background theory, i is a natural number
representing the level at which # is to be blocked and P denotes the uninterpreted
predicate to which the POB belongs.

SPACER iteratively calls the check_reach function to check the reachability of a
POB at a particular level (line 8). The check-reach function first checks whether
the POB is blocked using may summaries (line 23). If the check is satisfiable, the
function finds a model that satisfies as many must summaries as possible using a
maz_sat algorithm. The check_reach function returns T only if the may summaries
are not strong enough to block the POB at this level. In this case, the algorithm calls
the create_pred function to create and add predecessor POBs to the queue (line 10).
Otherwise, it calls the block_pob to learn a lemma that blocks the POB (line 13).
The create_pred function (line 43) uses MBP to create a predecessor POB for all the
predicates in the tail whose must summaries are not satisfied by the model (but
their may summaries are). If there are no such predicates, the POB is reachable from
the must summaries. In this case, the algorithm computes a reachable state that
intersects with the POB using MBP (line 47) and adds it to the set of reachable states.
SPACER routinely checks whether Bad is reachable (line 11) and increases the depth
of exploration when Bad is blocked (line 15).
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Chapter 2

Global Guidance For Linear
Arithmetic

SMT-based Model Checking algorithms that combine SMT-based search for bounded
counterexamples with interpolation-based search for inductive invariants are currently
the most effective techniques for verification of infinite state systems. They are widely
applicable, including for verification of synchronous systems, protocols, parameterized
systems, and software.

The Achilles heel of these approaches is the mismatch between the local reasoning
used to establish absence of bounded counterexamples and a global reason for absence
of unbounded counterexamples (i.e., existence of an inductive invariant). This is
particularly apparent in IC3-style algorithms, such as SPACER. 1C3-style algorithms
establish bounded safety by repeatedly computing predecessors of error (or bad) states,
blocking them by local reasoning about a single step of the transition relation of the
system, and, later, using the resulting lemmas to construct a candidate inductive
invariant for the global safety proof. The whole process is driven by the choice
of local lemmas. Good lemmas lead to quick convergence, bad lemmas make even
simple-looking problems difficult to solve.

The effect of local reasoning is somewhat mitigated by the use of interpolation in
lemma construction. In addition to the usual inductive generalization by dropping
literals from a blocked bad state, interpolation is used to further generalize the
blocked state using theory-aware reasoning. For example, when blocking a bad state
x ~ 1Ay =1, inductive generalization would infer a sub-clause of z 2 1Vy £ 1 as a
lemma, while interpolation might infer x % y — a predicate that might be required for
the inductive invariant. SPACER, which is based on this idea, is extremely effective,
as demonstrated by its performance in CHC-COMP competitions [56]. The downside,
however, is that the approach leads to a highly unstable procedure that is extremely
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sensitive to syntactic changes in the system description, changes in interpolation
algorithms, and any algorithmic changes in the underlying SMT-solver.

An alternative approach, often called invariant inference, is to focus on the global
safety proof, i.e., an inductive invariant. This has long been advocated by such
approaches as Houdini [11], and, more recently, by a variety of machine-learning
inspired techniques, e.g., FreqHorn [37], LinearArbitrary [106], and ICE-DT [17].
The key idea is to iteratively generate positive (i.e., reachable states) and negative
(i.e., states that reach an error) examples and to compute a candidate invariant
that separates these two sets. The reasoning is more focused towards the invariant,
and, the search is restricted by either predicates, templates, grammars, or some
combination. Invariant inference approaches are particularly good at finding simple
inductive invariants. However, they do not generalize well to a wide variety of problems.
In practice, they are often used to complement other SMT-based techniques.

In this chapter, we present a novel approach that extends, what we call, local
reasoning of 1C3-style algorithms with global guidance inspired by the invariant
inference algorithms described above. Our main insight is that the set of lemmas
maintained by 1C3-style algorithms hint towards a potential global proof. However,
these hints are lost in existing approaches. We observe that letting the current
set of lemmas, that represent candidate global invariants, guide local reasoning by
introducing new lemmas and states to be blocked is often sufficient to direct 1C3
towards a better global proof.

We present and implement our results in SPACER (see Sec. 1.8). However, our
results are fundamental and apply to any other IC3-style algorithm. While our
implementation works with arbitrary CHC instances, we simplify the presentation by
focusing on infinite state model checking of transition systems.

We compare the new strategy, called GSPACER, to the original implementation
of SPACER. We show that GSPACER outperforms SPACER in benchmarks from
CHC-COMP 2018, 2019, 2020, and 2021. More significantly, we show that the
performance is independent of interpolation. While SPACER is highly dependent
on interpolation parameters, and performs poorly when interpolation is disabled,
the results of GSPACER are virtually unaffected by interpolation. We also compare
GSPACER to LinearArbitrary [106], a tool that infers invariants using global reasoning.
GSPACER outperforms LinearArbitrary on the benchmarks from [106]. These results
indicate that global guidance mitigates the shortcomings of local reasoning.

The rest of the chapter is structured as follows. Sec. 2.1 illustrates pitfalls of local
generalization using three examples. Sec. 2.2 introduces our global guidance as a set
of abstract inference rules. Sec. 2.3 describes an instantiation of the rules to Linear
Integer Arithmetic (LIA) and Linear Rational Arithmetic (LRA). Sec. 2.4 presents
our empirical evaluation. Sec. 2.5 describes related work and Sec. 2.6 concludes the
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T W N

a, c :=0, 0; a, b :=09, 0; a, b, c:=0, 0, 0;

// b, d:=a, c; while(nd()) while(nd())

b, d := 0, 0; // inv: a > @ A b > 0; // inv: b = c;

while(nd()) { {

// inv: a - ¢c=b - d; a:=a+tb; at++; b++; ct++;

{ b++; }
if(nd()) { at+; b++; } } assert(a > 100 = b = ¢);
else { c++; d++; } assert(a > 0);

}

assert(a < c = b < d);

(a) myopic generalization (b) excessive generalization  (c) stuck in a rut

Figure 2.1: Verification tasks to illustrate sources of divergence for SPACER. The call
nd() non-deterministically returns a Boolean value.

chapter.

This chapter was published as a full paper in the 32"¢ International Conference on
Computer Aided Verification (CAV 2020) conference [72] and as an extended paper in
the Formal Methods in System Design (FMSD) journal 2023 [100].

2.1 Pitfalls of Local reasoning

We illustrate the pitfalls of local reasoning using three examples shown in Fig. 2.1.
All three examples are small, simple, and have simple inductive invariants. All three
are challenging for SPACER. Where these examples are based on SPACER-specific
design choices, each exhibits a fundamental deficiency that stems from local reasoning.
We believe they can be adapted for any other IC3-style verification algorithm. The
examples assume basic familiarity with the IC3 paradigm.

Myopic generalization. SPACER diverges on the example in Fig. 2.1a by iteratively
learning lemmas of the form (a — ¢ < k) = (b — d < k) for different values of k,
where a, b, ¢, d are the program variables. These lemmas establish that there are no
counterexamples of longer and longer lengths. However, the process never converges
to the desired lemma (a — ¢) < (b — d), which excludes counterexamples of any
length. The lemmas are discovered using interpolation, based on proofs found by
the SMT-solver. A close examination of the corresponding proofs shows that the
relationship between (a — ¢) and (b — d) does not appear in the proofs, making it
impossible to find the desired lemma by tweaking local interpolation reasoning. On
the other hand, looking at the global proof (i.e., the set of lemmas discovered to refute
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a bounded counterexample), it is almost obvious that (a —¢) < (b—d) is an interesting
generalization to try. Amusingly, a small, syntactic, but semantic preserving change
of swapping line 2 for line 3 in Fig. 2.1a changes the SMT-solver proofs, affects local
interpolation, and makes the instance trivial for SPACER.

Excessive (predecessor) generalization. SPACER diverges on the example in Fig. 2.1b
by computing an infinite sequence of lemmas of the form a + k1 x b > ko, where a
and b are program variables, and k; and ky are integers. The root cause is excessive
generalization in predecessor computation. The Bad states are a < 0, and their
predecessors are states such as (a =~ 1 Ab =~ —10), (a = 2 A b =~ —10), etc., or,
more generally, regions (a + b < 0), (a +2b < —1), etc. SPACER always attempts
to compute the most general predecessor states. This is the best local strategy, but
blocking these regions by learning their negation leads to the aforementioned lemmas.
According to the global proof these lemmas do not converge to a linear invariant. An
alternative strategy that under-approximates the problematic regions by (numerically)
simpler regions and, as a result, learns simpler lemmas is desired (and is effective
on this example). For example, region a + 3b < —4 can be under-approximated by
a < 32ANb < —12, eventually leading to a lemma b > 0, that is a part of the final
invariant: (¢ > 0A b > 0).

Stuck in a rut. Finally, SPACER converges on the example in Fig. 2.1c, but only
after unrolling the system for 100 iterations. During the first 100 iterations, SPACER
learns that program states with (e > 100 A b % ¢) are not reachable because a is
bounded by 1 in the first iteration, by 2 in the second, and so on. In each iteration,
the global proof is updated by replacing a lemma of the form a < k by lemma of the
form a < (k + 1) for different values of k. Again, the strategy is good locally — total
number of lemmas does not grow and the bounded proof is improved. Yet, globally, it
is clear that no progress is made since the same set of bad states are blocked again
and again in slightly different ways. An alternative strategy is to abstract the literal
a > 100 from the formula that represents the bad states, and, instead, conjecture that
no states in b % ¢ are reachable.

Our approach: global guidance. As shown in the examples above, in all the
cases that SPACER diverges, the missteps are not obvious locally, but are clear when
the overall proof is considered. We propose three new rules, Subsume, Concretize,
and, Conjecture, that provide global guidance, by considering existing lemmas, to
mitigate the problems illustrated above. Subsume introduces a lemma that generalizes
existing ones, Concretize under-approximates partially-blocked predecessors to focus
on repeatedly unblocked regions, and Conjecture over-approximates a predecessor
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Algorithm 4: Global guidance rules for SPACER.

Subsume 'L C O;,k > i, F(Or) = ¢/ NVl € L.op = ("
O;:=(0;Ay) for all j <k+1

Concretize ! L C O;, (p,j) € QYL € L.ISSAT(p A —f),

1SSAT(9 A\ £),7 = ¢, 188aT(y A ]\ £)"
Q :=QU (v, k+1) where k = max{j | O; = -}

Conjecture 'L C O, {p,j) € Qup=a A p,

Vle LA = - NISSAT({ A\ a), R = —a"
Q =QU {a,k+1) where k = max{j | O; = —a}

by abstracting away regions that are repeatedly blocked. The rules are generic, and
apply to arbitrary SMT theories. Furthermore, we propose an efficient instantiation
of the rules for the theory Linear Integer Arithmetic.

2.2 Global guidance rules

As illustrated by the examples in Fig. 2.1, while SPACER is generally effective, its local
reasoning is easily confused. The effectiveness is very dependent on the local compu-
tation of predecessors using model-based projection, and lemmas using interpolation.
In this section, we extend SPACER with three additional global reasoning rules. The
rules are inspired by the deficiencies illustrated by the motivating examples in Fig. 2.1.
In this section, we present the rules abstractly, independent of any underlying theory,
focusing on pre- and post-conditions. The new global rules are summarized in Alg. 4.
We use the same guarded command notation as in description of SPACER in Alg. 1.
Note that the rules supplement, and not replace, the ones in Alg. 1.

Subsume is the most natural rule to explain. It says that if there is a set of lemmas
L at level i, and there exists a formula ) such that (a) 1 is stronger than every lemma
in £, and (b) ¥ over-approximates states reachable in at most k steps, where k > i,
then ¢ can be added to the trace to subsume £. This rule reduces the size of the
global proof — that is, the number of total not-subsumed lemmas. Note that the rule
allows ¥ to be at a level k that is higher than ¢. The choice of 1 is left open. The
details are likely to be specific to the theory involved. For example, when instantiated
for LTA, Subsume is sufficient to solve example in Fig. 2.1a. Interestingly, Subsume
is not likely to be effective for propositional IC3. In that case, v is a clause and the
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only way for it to be stronger than L is for ¢ to be a syntactic sub-sequence of every
lemma in £, but such 1 is already explored by local inductive generalization (rule
Induction in Alg. 1).

Concretize applies to a POB, unlike Subsume. It is motivated by example in Fig. 2.1b
that highlights the problem of excessive local generalization. SPACER always computes
as general predecessors as possible. This is necessary for refutational completeness
since in an infinite state system there are infinitely many potential predecessors.
Computing the most general predecessor ensures that SPACER finds a counterexample,
if it exists. However, this also forces SPACER to discover more general, and sometimes
more complex, lemmas than might be necessary for an inductive invariant. Without a
global view of the overall proof, it is hard to determine when the algorithm generalizes
too much. The intuition for Concretize is that generalization is excessive when there
is a single POB (y, 7) that is not blocked, yet, there is a set of lemmas £ such that
every lemma ¢ € L partially blocks ¢. That is, for any ¢ € L, there is a sub-region ¢,
of POB ¢ that is blocked by ¢ (i.e., ¢ = =), and there is at least one state s € ¢ that
is not blocked by any existing lemma in £ (i.e., s = @ A/ £). In this case, Concretize
computes an under-approximation ~ of ¢ that includes some not-yet-blocked state s.
The new POB is added to the lowest level at which v is not yet blocked. Concretize
is useful to solve the example in Fig. 2.1b.

Conjecture guides the algorithm away from being stuck in the same part of the
search space. A single POB ¢ might be blocked by a different lemma at each level that
@ appears in. This indicates that the lemmas are too strong, and cannot be propagated
successfully to a higher level. The goal of the Conjecture rule is to identify such a
case to guide the algorithm to explore alternative proofs with a better potential for
generalization. This is done by abstracting away the part of the POB that has been
blocked in the past. The pre-condition for Conjecture is the existence of a POB (¢, j)
such that ¢ is split into two (not necessarily disjoint) sets of literals, a and 5. Second,
there must be a set of lemmas L, at a (typically much lower) level i < j such that
every lemma ¢ € L blocks ¢, and, moreover, blocks ¢ by blocking . Intuitively, this
implies that while there are many different lemmas (i.e., all lemmas in £) that block ¢
at different levels, all of them correspond to a local generalization of =/ that could not
be propagated to block ¢ at higher levels. In this case, Conjecture abstracts the POB
v into «, hoping to generate an alternative way to block ¢. Of course, « is conjectured
only if it is not already blocked and does not contain any known reachable states.
Conjecture is necessary for a quick convergence on the example in Fig. 2.1c. In some
respect, Conjecture is akin to widening in Abstract Interpretation [25] — it abstracts
a set of states by dropping constraints that appear to prevent further exploration.
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Of course, it is also quite different since it does not guarantee termination. While
Conjecture is applicable to propositional IC3 as well, it is much more significant in
SMT-based setting since in many FOL theories a single literal in a POB might result
in infinitely many distinct lemmas.

Each of the rules can be applied by itself, but they are most effective in combination.
For example, Concretize creates less general predecessors, that, in the worst case,
lead to many simple lemmas. At the same time, Subsume combines lemmas together
into more complex ones. The interaction of the two produces lemmas that neither one
can produce in isolation. At the same time, Conjecture helps unstuck the algorithm
from a single unproductive POB, allowing the other rules to take effect.

2.3 Global guidance for Linear Integer Arithmetic

In this section, we present a specialization of our general rules, shown in Alg. 4, to
the theory of Linear Integer Arithmetic (LIA). This requires solving two problems:
identifying subsets of lemmas for pre-conditions of the rules (clearly using all possible
subsets is too expensive), and applying the rule once its pre-condition is met. For
lemma selection, we introduce a notion of syntactic clustering based on anti-unification.
For rule application, we exploit basic properties of LIA for an effective algorithm. Our
presentation is focused on LIA exclusively. However, the rules extend to combinations
of LIA with other theories, such as the combined theory of LIA and Arrays.

The rest of this section is structured as follows. We present our lemma selection
scheme, which is common to all the rules, in Sec. 2.3.1, followed by a description of
how the rules Subsume (in Sec. 2.3.2), Concretize (in Sec. 2.3.3), and Conjecture (in
Sec. 2.3.4) are instantiated for LIA. We conclude in Sec. 2.3.5 with an algorithm that
integrates all the rules together.

2.3.1 Lemma selection

A common pre-condition for all of our global rules in Alg. 4 is the existence of a subset
of lemmas L of some frame O;. Attempting to apply the rules for every subset of O;
is infeasible. In practice, we use syntactic similarity between lemmas as a predictor
that one of the global rules is applicable, and restrict £ to subsets of syntactically
similar lemmas. In the rest of this section, we formally define what we mean by
syntactic similarity, and how syntactically similar subsets of lemmas, called clusters,
are maintained efficiently throughout the algorithm.
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Syntactic similarity. A formula 7 with free variables is called a pattern. Note
that we do not require 7 to be in LIA. Let o be a substitution, i.e., a mapping from
variables to terms. We write mo for the result of replacing all occurrences of free
variables in 7 with their mapping under o. A substitution o is called numeric if it
maps every variable to an integer, i.e., the range of o is Z. We say that a formula ¢
numerically matches a pattern 7 iff there exists a numeric substitution ¢ such that
¢ = wo. Note that, as usual, the equality is syntactic. For example, consider the
pattern m = vga + v1b < 0 with free variables vy and v; and uninterpreted constants
a and b. The formula ¢; = 3a + 4b < 0 matches 7 via a numeric substitution
o1 = {vg — 3,v; — 4}. However, ps = 4b + 3a < 0, while semantically equivalent to
1, does not match 7. Similarly ¢3 = a + b < 0 does not match 7 as well.

Matching is extended to patterns in the usual way by allowing a substitution
o to map variables to variables. We say that a pattern m; is more general than a
pattern my if m matches 7. A pattern 7 is a numeric anti-unifier for a pair of
formulas ¢; and ¢, if both ¢; and ¢y match 7 numerically. We write anti(¢1, o) for
a most general numeric anti-unifier of ¢, and 3. We say that two formulas ¢ and
@y are syntactically similar if there exists a numeric anti-unifier between them (i.e.,
anti(p1, @2) is defined). Anti-unification is extended to sets of formulas in the usual
way.

Clusters. We use anti-unification to define clusters of syntactically similar formulas.
Let ® be a fixed set of formulas, and 7 a pattern. A cluster, Co(), is a subset of ®
such that every formula ¢ € Co(7) numerically matches 7. That is, 7 is a numeric
anti-unifier for Ce(7). In the implementation, we restrict the pre-conditions of the
global rules so that a subset of lemmas £ C O; is a cluster for some pattern 7, i.e.,

L= CO; (7?)

Clustering lemmas. We use the following strategy to efficiently keep track of
available clusters. Let /., be a new lemma to be added to ©O;. Assume there is at
least one lemma ¢ € O; that numerically anti-unifies with /.., via some pattern 7. If
such an ¢ does not belong to any cluster, a new cluster Co, (7) = {lpew, ¢} is formed,
where m = anti({yey, £). Otherwise, for every lemma ¢ € O; that numerically matches
lew and every cluster Co, (7) containing ¢, £y, is added to Co, (7) if £y matches 7, or
a new cluster is formed using ¢, ey, and any other lemmas in Cp, (7) that anti-unify
with them. Note that a new lemma ¢,., might belong to multiple clusters.

For example, suppose lpey = (@ < 6 Vb < 6), and there is already a cluster
Co(a<vyVb<5)={(a<5Vb<5) (a<8Vb<5)}. Since lyey anti-unifies with
each of the lemmas in the cluster, but does not match the pattern a < vy Vb < 5,
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a new cluster that includes all of them is formed w.r.t. a more general pattern:
Co(a<vgVb<uv)={(a<6Vb<6),(a<5Vb<H),(a<8Vb<H)}.

In the presentation above, we assumed that anti-unification (and matching) is
purely syntactic, based on syntactic substitution (as defined by Plotkin [90]). This
allows us to compute anti-unification of two formulas in linear time. However, this is
problematic in practice since it significantly limits the applicability of the global rules.
Recall, for example, that a + b < 0 and 2a + 2b < 0 do not anti-unify numerically
according to our definitions, and, therefore, do not cluster together. In practice, we
augment syntactic anti-unification with simple rewrite rules that are applied greedily.
For example, we normalize all LIA terms, take care of implicit multiplication by 1,
and of associativity and of commutativity addition. We do not claim any completeness
results for anti-unification modulo associativity or commutativity. In the future, it is
interesting to explore how advanced anti-unification algorithms, such as [15], [101],
can be adapted for our purpose.

2.3.2 Subsume rule for LTA

Recall that the Subsume rule (Alg. 4) takes a cluster of lemmas £ = Cp, () and
computes a new lemma 1 that subsumes all the lemmas in £, that is ¢» = A\ L. We
find it convenient to dualize the problem. Let S = {—=¢ | £ € L} be the dual of L,
clearly ¢ = A L iff (\/ S) = —b. Note that L is a set of clauses, S is a set of cubes,
1 is a clause, and = is a cube. In the case of LiA-div (defined in Sec. 1.2.2), this

means that \/ S represents a union of convex sets, and —1) represents a convex set
that the Subsume rule must find. The strongest such = in Lia-div exists, and is the
convex closure of §. Thus, applying Subsume in the context of LIA~YY is reduced
to computing a convex closure of a set of (negated) lemmas in a cluster. Full LTA

extends LIA~Y with divisibility constraints. Therefore, Subsume obtains a stronger
=) by adding such constraints.

Example 5 For example, consider the following cluster:

L={(r>2Vr<2Vy>3),(r>4Ve<4Vy>5),(r>8Vr<8Vy>9)}
S={(@<2N2>22Ny<3),(x>4Nx<4Ny<5),(r>8ANx<8Ay<9)}
The convex closure of S in LIA_diV is2<z<8Ay<x+ 1. However, a stronger
over-approximation exists in LTA: 2 <x <8Ay <x+ 1A (2] x). -

In the sequel, we describe SUBSUMECUBE (Alg. 5) which computes a cube ¢
that over-approximates (\/S). Subsume is then implemented by removing from £
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Algorithm 5: An implementation of the Subsume rule for the dual of a cluster
S={A-2<n,;|1<i<gqg}.

function SUBSUMECUBE:

n: S = {(A-z<n)|1<i<qg}

Out: An over-approximation of (\/ S).

/* ¥ are integer variables such that:

(VS) <= Fu.(A-z2<o)AN(Vi~n) */
1 N:=[ng;-- ;07
/* Compute the set of linear dependencies implied by N */

2 B :=kernel([N;1])
3 L:Z/\gGB(Ul o l). g0
4 if [p™|=1 then
// Convex closure over a single constant v; € v/
5 C :=min(N,;) < v; < max(N,;)
6 else
// Syntactic convex closure
7 C:=(@" N~ @) AEax1)A(a>0)
/* Compute divisibility constraints */
s D:=T
9 for v; € v™+ do
0 if 3d,r.d % 1A (Yn € N.. (nmod d ~ r)) then

11 D:=DANd| (v;—r)
12 p:=(A-z2<0)ANLANCAD
/* Under-approximate quantifier elimination */

13 find My s.t. My = ¢ and, if possible, My = (\/ 5)
14 ¢ := MBP((a v),v, M)
/* Over-approximate quantifier elimination */
15 while ISSAT(—p A ?) do
16 find M; s.t. My = (—e A1)
7 o= e | ~(M —0)}

18 return ¢

lemmas that are already subsumed by existing lemmas in £, dualizing the result into
S, invoking SUBSUMECUBE on § and returning —¢ as a lemma that subsumes L.

Recall that Subsume is tried only in the case £ = Cp, (7). We further require that
the negated pattern, =, is of the form A -z < v, where A is a coefficients matrix, &
is a vector of constants and o = (vy - --v,)7 is a vector of p free variables. Under this
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assumption, S (the dual of £) is of the form {(A-z < n;) | 1 < i < ¢}, where g = |S],
and for each 1 <17 < ¢, n; is a numeric substitution to v from which one of the negated
lemmas in S is obtained. That is, |n;|= |0]. In Ex. 5, -m =z < vy A—z < v Ay < v
and

Each cube (A-Z < n;) € S is equivalent to 30. A -7 < v A (v =~ n;). Finally,
(VS)=3v.(A-2 <v)A(V(v~n;)). Thus, computing the over-approximation of S
is reduced to (a) computing the convex hull H of a set of points {n; | 1 <i < g}, (b)
computing divisibility constraints D that are satisfied by all the points, (c) substituting
H A D for the disjunction in the equation above, and (c) eliminating variables v. Both
the computation of H A D and the elimination of v may be prohibitively expensive.
We, therefore, over-approximate them. Our approach for doing so is presented in
Alg. 5, and explained in detail below.

Computing the convex hull of {n; | 1 < i < g}. lines 2 to 7 compute the
convex hull of {n; | 1 <7 < ¢} as a formula over v, where variable v;, for 1 < j < p,
represents the j" coordinates in the vectors (points) n;. Some of the coordinates, v;,
in these vectors may be linearly dependent upon others. To simplify the problem, we
first identify such dependencies and compute a set of linear equalities that expresses
them (L in line 3). To do so, we consider a matrix N,x,, where the i" row consists
of nl. The j" column in N, denoted N,;, corresponds to the j" coordinate, v;.
The rank of N is the number of linearly independent columns (and rows). The
other columns (coordinates) can be expressed by linear combinations of the linearly
independent ones. To compute these linear combinations we use the kernel of [N; 1]
(N appended with a column vector of 1’s), which is the set of all vectors g such that
[N;1] -y =~ 0, where 0 is the zero vector. Let B = kernel([N;1]) be a basis for the
kernel of [N;1]. Then |B|= p—rank(NV), and for each vector i € B, the linear equality
[v1---v, 1] - ¥ = 0 holds in all the rows of N (i.e., all the given vectors satisfy it).
We accumulate these equalities, which capture the linear dependencies between the
coordinates, in L. Further, the equalities are used to compute rank(/N) coordinates
(columns in N) that are linearly independent and, modulo L, uniquely determine
the remaining coordinates. We denote by o% the subset of © that consists of the
linearly independent coordinates. We further denote by ﬁfi the projection of n; to
these coordinates and by N+ the projection of N to the corresponding columns. We
have that (\/(v ~ 7i;)) = L A (V/ (0 = ﬁZLl)
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In Ex. 5, the numeral matrix is N = [AZL Eg g], for which kernel([N;1]) =

{(110 O)T,( 10 -1 1)T}. Therefore, L is the conjunction of equalities v; + vy ~

T
0Av, —vg+ 10, or, equivalently vs =~ v; + 1 A vy &= —vy, 04 = <vl) , and

\)

ﬁ?:[ﬂ ﬁ?:wq iﬁﬁzk] N& = |4

oo

Next, we compute the convex closure of \/(v% =~ ﬁfi), and conjoin it with L to
obtain H, the convex closure of (\/(v =~ n;)).

If the dimension of o™ is one, as is the case in the example above, convex closure,
C, of \/(v% =~ nl*) is obtained by bounding the sole element of 7+ based on its
values in N+ (line 5). In Ex. 5, we obtain C' =2 < v; < 8.

If the dimension of v+ is greater than one, just computing the bounds of one
of the constants is not sufficient. Instead, we use the concept of syntactic convex
closure from [10] to compute the convex closure of \/(v%+ =~ ﬁiLl ) as Ja. C' where
@ is a vector that consists of ¢ fresh rational variables and C' is defined as follows
(line7): C=a>0AXa~1AaT - N~ (o54)T. C states that (9%4)7 is a convex
combination of the rows of N™, or, in other words, v** is a convex combination of

I, .
{n," [1<i<gq}

To illustrate the syntactic convex closure, consider a second example with a set of
cubes: S ={(x <0Ay <6),(x <6Ay <0),(x <5Ay <5)}. The coefficient matrix
A, and the numeral matrix N are then: A =[] and N = [g §} . Here, kernel([N; 1])
is empty — all the columns are linearly independent, hence, L = true and v = 7.
Therefore, syntactic convex closure is applied to the full matrix N, resulting in

C=(1>0)A(a2>0)A (a3 >0)A (g +as+az~1)A
(6@2+5043 %Ul)/\(6061+5063 %UQ)

The convex closure of \/(v = 7n;) is then L A Ja. C, which is Ja. C' here.

Divisibility constraints. Inductive invariants for verification problems often require
divisibility constraints. We, therefore, use such constraints, denoted D, to obtain
a stronger over-approximation of \/(v ~ n;) than the convex closure. To add a

divisibility constraint for v; € 9%, we consider the column N*Lf that corresponds to

v; in N, We find the largest positive integer d such that each integer in ij¢ leaves
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the same remainder when divided by d; namely, there exists 0 < r < d such that
nmod d = r for every n € N*Lji. This means that d | (v; — r) is satisfied by all the
points n;. Note that such r always exists for d ~ 1. To avoid this trivial case, we add
the constraint d | (v; — r) only if d % 1 (line 11). We repeat this process for each
v; € ol

In Ex. 5, all the elements in the (only) column of the matrix N+, which corresponds
to vy, are divisible by 2, and no larger d has a corresponding r. Thus, line 11 of Alg. 5

adds the divisibility condition (2 | v1) to D.

Eliminating existentially quantified variables using MBP. By combining
the linear equalities exhibited by N, the convex closure of N and the divisibility
constraints on v, we obtain Ja. L A C'A D as an over-approximation of \/(v ~ n;).
Accordingly, 3v. 3a. ¢, where ¥ = (A-Z < v) ALAC A D, is an over-approximation
of (VS) =3w.(A-2 <0)A (V0= n;)) (line 12). In order to get a LIA cube
that overapproximates \/ S, it remains to eliminate the existential quantifiers. Since
quantifier elimination is expensive, and does not necessarily generate convex formulas
(cubes), we approximate it using MBP. Namely, we obtain a cube ¢ that under-
approximates 3v. 3@. ¢ by applying MBP on ¢ and a model My = 1. We then use an
SMT solver to drop literals from ¢ until it over-approximates 3v. 3. ), and hence
also \/ S (lines 15 to 18). The result is returned by Subsume as an over-approximation
of \/S.

Models M, that satisfy ¢ and do not satisfy any of the cubes in § are preferred
when computing MBP (line 13) as they ensure that the result of MBP is not subsumed
by any of the cubes in S.

Note that the a are rational variables and v are integer variables, which means
we require MBP to support a mixture of integer and rational variables. To achieve
this, we first relax all constants to be rationals and apply MBP over LRA to eliminate
a. We then adjust the resulting formula back to integer arithmetic by multiplying
each atom by the least common multiple of the denominators of the coefficients in it.
Finally, we apply MBP over the integers to eliminate .

Considering Ex. 5 again, we get that ¢ = (z < v1) A (—x < va) A (y < vs) A (v3 =
1+v) A(vex —v1) A (2<v; <8)A(2]w) (the first three conjuncts correspond to
(A-(z y)T < (v; vav3)T)). Note that in this case we do not have rational variables &
since |05 |= 1. Depending on the model, the result of MBP can be one of

y<z+1lA2<z<8AN2|y—1)A(2]2) r>2Nx<2Ay<3
y<z+1A2<z<8A(2]|x) r>8Nx<8ANy<9
y>rx+1ANy<z+1A3<y<9In(2|y-—1)
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However, we prefer a model that does not satisfy any cube in § = {(z > 2 Az <
2Ny <3),(z <4Nhzx>4ANy <5),(x <8Nz >8Ay < 9)}, rules off the two
possibilities on the right. None of these cubes cover 1, hence generalization is used.

If the first cube is obtained by MBP, it is generalized intoy <z +1Ax >2Ax <
8 A (2 | z); the second cube is already an over-approximation; the third cube is
generalized into y < z + 1 Ay < 9. Indeed, each of these cubes over-approximates

V.

2.3.3 Concretize rule for LIA

The Concretize rule (Alg. 4) takes a cluster of lemmas £ = Cp, (7) and a POB (y, j)
such that each lemma in £ partially blocks ¢, and creates a new POB ~y that is still not
blocked by L, but v is more concrete, i.e., v = ¢. In our implementation, this rule is

applied when ¢ is in LiA-div, We further require that the pattern, w, of £ is non-
linear, i.e., some of the constants appear in 7 with free variables as their coefficients.
We denote these constants by U. An example is the pattern m# = vox + v1y + 2 < 0,
where U = {z,y}. Having such a cluster is an indication that attempting to block ¢
in full with a single lemma may require to track non-linear correlations between the
constants, which is impossible to do in LIA. In such cases, we identify the coupling
of the constants in U in POBs (and hence in lemmas) as the potential source of
non-linearity. Hence, we concretize (strengthen) ¢ into a POB v where the constants
in U are no longer coupled to any other constant.

Coupling. Formally, constants u and v are coupled in a cube ¢, denoted u <, v, if
there exists a literal /it in ¢ such that both w and v appear in lit (i.e., their coefficients
in lit are non-zero). For example,  and y are coupled in z +y < 0 A z < 0 whereas
neither of them are coupled with z. A constant u is said to be isolated in a cube c,
denoted 1s0(u, c), if it appears in ¢ but it is not coupled with any other constant in c.
In the above cube, z is isolated.

Concretization by decoupling. Given a POB ¢ (a cube) and a cluster £, Alg. 6
presents our approach for concretizing ¢ by decoupling the constants in U — those
that have variables as coefficients in the pattern of £ (line 1). Concretization is guided
by a model M = ¢ A A\ L, representing a part of ¢ that is not yet blocked by the
lemmas in £ (line 2). Given such M, we concretize ¢ into a model-preserving under-
approximation that isolates all the constants in U and preserves all other couplings.
That is, we find a cube 7, such that

Yy=¢ MEy VNueU.Iso(u,v) Vu,vgU (urd,v)= (ur,v) (2.1)

34



Algorithm 6: An implementation of the Concretize rule in LIA.

function CONCRETIZE:

In: A POB (p,j) in LIA’le, a cluster of LIA~MY lemmas £ = Co (m) s.t.
is non-linear, 1ISSAT(¢ A A\ £)

Out: A cube v such that v = ¢ and V¢ € L.1SSAT(y A ()

U :={x | COEFF(z,7) € VARS(7)}

find M st. M= ANL

vi=T

foreach lit € ¢ do
if ClitNnU # () then v :=~ A CONCRETIZE _LIT(lit, M, U)
else v:=~y A lit

7 := RM_SUBSUME(7)

return

o N o g b~ W N P

function CONCRETIZE_LIT:
In: A literal lit = ¥;n;2; < bj in LIA‘le, model M k= lit, and a set of
constants U
Out: A cube 4 that concretizes lit
/* Construct a single literal using all the constants in Clit\ U x/
o ANt .= ()
10 s:=0
11 foreach z; € Clit\ U do
12 S:=8+n;x;
13 Y= (s < M[s])
/* Generate one dimensional literals for each constant in U */
14 foreach z; € ClitN U do
15 At = A A (ngw; < Mnga;))
16 return "

Note that « is not blocked by £ since M satisfies both A £ and 7. For example, if
p=@+y<0OA(z—-y<0)A(x+2>0)and M = [z =0,y =0,z = 1], then
Yy=0<y<0Ax<0Az+2z>1isamodel preserving under-approximation that
isolates U = {y}.

Alg. 6 computes such a cube v by a point-wise concretization of the literals of ¢
followed by the removal of subsumed literals. Literals that do not contain constants
from U remain unchanged. A literal of the form lit = ¢ < b, where t = ) . n;z;
(recall that every literal in LIA-Y can be normalized to this form), that includes
constants from U is concretized into a cube by (1) isolating each of the summands
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n;x; in t that include U from the rest, and (2) for each of the resulting sub-expressions
creating a literal that uses its value in M as a bound. Formally, ¢ is decomposed
tQ s + ineU n;xr;, where s = in grr i The concretization of [it is the cube
P =5 < M[s] AN, ey i < M[n;z;], where M[t'] denotes the interpretation of ¢/
in M. Note that 4 = /it since the bounds are stronger than the original bound on ¢:
M{s]+>_, ey M[nix;] = M[t] <b. This ensures that v, obtained by the conjunction of
literal concretizations, implies . It trivially satisfies the other conditions of Eq. (2.1).

For example, the concretization of the literal (z 4+ y < 0) with respect to U = {y}
and M =[x =0,y =0,z = 1] is the cube z < 0 Ay < 0. Applying concretization in a
similar manner to all the literals of the cube p = (z+y < 0)A(zr—y < 0)A(z+2 > 0)
from the previous example, we obtain the concretization t <O0A0 <y < 0Azxz+2z > 0.
Note that the last literal is not concretized as it does not include y.

2.3.4 Conjecture rule for LTA

The Conjecture rule (see Alg. 4) takes a set of lemmas £ and a POB ¢ = a A  such
that all lemmas in £ block 8, but none of them blocks o, where o does not include
any known reachable states. It returns a as a new POB.

For LIA, Conjecture is applied when the following conditions are met: (1) the
POB ¢ is of the form ¢; A 3 A 3, where 3 = (0! - Z < b), and ¢; and ¢, are any
cubes. The sub-cube @1 A ¢y acts as a, while the sub-cube ¢y A @3 acts as 5. (2) The
cluster £ consists of {bgV (77 -7 > ;) | 1 <i < ¢}, where b; > b and bg = —p,. This
means that each of the lemmas in £ blocks 8 = ¢35 A 3, and they may be ordered
as a sequence of increasingly stronger lemmas, indicating that they were created by
trying to block the POB at different levels, leading to too strong lemmas that failed to
propagate to higher levels. (3) The formula (bg V (7 - T > b;)) A 1 A @5 is satisfiable,
that is, none of the lemmas in £ block a = 1 A 9, and (4) R = —(p1 A pa), that
is, no state in @1 A @9 is known to be reachable. If all four conditions are met, we
conjecture o = @1 A 9. This is implemented by CONJECTURE, that returns « (or L
when the pre-conditions are not met).

For example, consider the POB ¢ = > 10A (z+y > 10) Ay < 10 and a cluster of
lemmas £ = {(z4+y <0Vy >101),(z+y <0Vy > 102)}. In this case, ¢; = z > 10,
w2 = (x+y >10), p3 =y < 10, and bg = x +y < 0. Each of the lemmas in £
block s A @3 but none of them block ¢; A ¢s. Therefore, we conjecture p; A ps:
r>10A (x +y > 10).
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Algorithm 7:

GSPACER for LIA.

0w N O O~ WN PR

10
11
12

13
14
15
16
17
18
19
20
21
22

function GSpacer:
In: (Init , Tr ,Bad)
Out: An Inductive invariant or UNSAFE

/*x Initialize state of the solver */

Q:=0;N :=0;R :=Init ;
Op:=1nit ;05 :=T,Vi> 0
Enqueue(Q, (Bad, 0))
while T do
(L1 ):= Pop(Q)
if CoNCRETIZE(!,i )= T then
continue
if 1SSAT(F(Oj» 1) A!') then
// The pob ! cannot be blocked at i
AddPredecessor ({!,i ))
if 1SSAT(R A Bad) then
return UNSAFE
else
// The pob !
Block((!,i ))
for 0<j <N do
for "€ O\ Oj41 do
if O ATr ="' then
Oj41:=0 41 A" // Propagate
if 30<j<N -0 = O then
return (SAFE, O;)
if Oy = —Bad then
N:=N +1
Push(Q, (Bad,N))

// Unsafe

can be blocked at i

// Safe

// Unfold

23

24
25

26
27
28
29
30
31

3
33
34
35
36
37
38
39
40

N

41
42
43
44
45
46
47
48
49
50
51

function ConcretizePOB:
(1, L£1) 7= Cpop({hT )
Lo:={"|" € LINISSAT("A! )AISSAT(—="A! )}
if (L2 # 0 ANONLIN((1) AISSAT(A L2 Al))
then
' ;= CoNCRETIZE(!, ((1,L2))
K:=max{j | O} = '}
Push(Q, (',k ))
Push(Q, (i ))
return T
else return L
function AddPredecessor:
if 1SSAT(F(R)A!') then
find M{ s.t My ':f(R)/\' :
s:= (MBP(xX, F(R),M)[x' — X])
R:=RVs // Successor
return
find Mg s.t Mo = #
p:=MBP(X',Tr Al M>)
Push(Q, (p,i —1))
Push((Q, (Li )
function Block:
"= GEN(F(Oi» 1), ")
for 0<j <ido Q=0 A"
(5, L3) = Clemmal(”)
$ .= CoNJECTURE(!, L3,R)
if $ £ 1 then
K:=max{j | O} = -$}
Push(Q, ($,k))
if =(3=A-x<vVthen
) := subsume({( 3, £3))
k:=max{j | F(O)) =) '}
O, :=0; N) forall j <k+1// Subsume

// Concretize

// Predecessor

// Conflict

// Conjecture

2.3.5 Putting it all together

Having explained the implementation of the new rules for LIA, we now put all the
ingredients together into an algorithm, GSPACER. In particular, we present our
choices as to when to apply the new rules, and on which clusters of lemmas and POBs.
As can be seen in Sec. 2.4, this implementation works very well on a wide range of
benchmarks.

Alg. 7 presents GSPACER. The comments to the right side of a line refer to the
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abstract rules in Alg. 1 and 4. Just like SPACER, GSPACER iteratively computes
predecessors (line 9) and blocks them (line 13) in an infinite loop. Whenever a POB is
proven to be reachable, the reachable states are updated (line 35). If Bad intersects
with a reachable state, GSPACER terminates and returns UNSAFE (line 11). If one of
the frames is an inductive invariant, GSPACER terminates with SAFE (line 19).

When a POB (p, i) is handled, we first apply the Concretize rule, if possible (line 6).
Recall that CONCRETIZE (Alg. 6) takes as input a cluster that partially blocks ¢ and
has a non-linear pattern. To obtain such a cluster, we first find, using Cpob(<g0, i),

a cluster (m, Ly) = Co, (m1), where k < i, that includes some lemma (from frame
k) that blocks ¢; if none exists, £; = (. We then filter out from £; lemmas that
completely block ¢ as well as lemmas that are irrelevant to ¢, i.e., we obtain Lo by
keeping only lemmas that partially block ¢. We apply CONCRETIZE on (7, Ls) to
obtain a new POB that under-approximates ¢ if (1) the remaining sub-cluster, Lo, is
non-empty, (2) the pattern, my, is non-linear, and (3) A La A ¢ is satisfiable, i.e., a
part of ¢ is not blocked by any lemma in Ls.

Once a POB is blocked, and a new lemma that blocks it, ¢, is added to the frames,
an attempt is made to apply the Subsume and Conjecture rules on a cluster that
includes £. To that end, the function Cy,,,,,,,(¢) finds a cluster (73, L3) = Co, (73) to
which ¢ belongs (Sec. 2.3.1). Note that the choice of cluster is arbitrary. The rules
are applied on (w3, £3) if the required pre-conditions are met (line 45 and line 49,
respectively). When applicable, SUBSUME returns a new lemma that is added to the
frames, while CONJECTURE returns a new POB that is added to the queue. Note that
the latter is a may POB, in the sense that some of the states it represents may not
lead to safety violation.

Ensuring progress. SPACER always makes progress: as its search continues, it es-
tablishes absence of counterexamples of deeper and deeper depths. However, GSPACER
does not ensure progress. Specifically, unrestricted application of the Concretize and
Conjecture rules can make GSPACER diverge even on executions of a fixed bound.
In our implementation, we ensure progress by allotting a fixed amount of gas to each
pattern, 7, that forms a cluster. Each time Concretize or Conjecture is applied to a
cluster with 7 as the pattern, 7 loses some gas. Whenever 7 runs out of gas, the rules
are no longer applied to any cluster with 7 as the pattern. There are finitely many
patterns (assuming LIA terms are normalized). Thus, in each bounded execution of
GSPACER, the Concretize and Conjecture rules are applied only a finite number of
times, thereby, ensuring progress. Since the Subsume rule does not hinder progress, it
is applied without any restriction on gas.
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Category # Benchmarks

CHC-COMP18-LIA 438

CHC-COMP19-LIA-LIN 325 Category # Benchmarks

CHC-COMP19-LIA-nonLIN 283 CHC-COMP18 132

CHC-COMP20-LIA-LIN 428 CHC-COMP19 244

CHC-COMP20-LIA-nonLIN 416 CHC-COMP20 499

CHC-COMP21-LIA-LIN 417

CHC-COMP21-LIA-nonLIN 432 Table 2.2: Number of LRA bench-
marks in each category after re-

Table 2.1: Number of LIA bench- moving duplicates.

marks in each category after re-
moving duplicates.

2.3.6 Global Guidance for Linear Rational Aritmetic

So far, we have described our implementation of global guidance rules for LIA. The
implementation for LRA is very similar. In fact, procedure for clustering lemmas,
the pre-conditions for applying the three global guidance rules, and the procedures
to conjecture and concretize POBs carry over without any modifications. The only
difference is in the implementation of the Subsume rule (Alg. 5). For LIA, the
procedure involves three main steps: computing convex hull (line 7), adding divisibility
constraints (line 11), and eliminating auxiliary variables (line 15). Since we cannot
have divisibility constraints for rational variables, we skip this step when implementing
Subsume for LRA. The rest of the algorithm remains the same.

2.4 Evaluation

We implemented GSPACER (Alg. 7) as an extension to SPACER. The implementation
has been merged with Z3!. We use 10 as the starting value for gas for each pattern.

We used 3 sets of benchmarks for our evaluation: LIA and LRA instances from
CHC-COMP 2018-21 [56] and benchmarks used in the evaluation of [106]. The
CHC-COMP benchmarks have been curated from a variety of applications including
Linux driver verification, synthesis and higher order program verification. The LIA
benchmarks contain linear and non-linear CHCs whereas the LRA benchmarks only
contain linear CHCs. We removed all duplicates from the benchmark suite. Since the
LRA benchmarks in CHC-COMP 2021 are the same as those in CHC-COMP 2020,

IRelease version 4.11.2 https://github.com/Z3Prover/z3/tree/z3-4.11.2
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GSPACER SPACER

Bench VBS
sc bw fw sc bw fw
safe  unsafe safe unsafe  safe  unsafe safe  unsafe safe unsafe safe unsafe safe  unsafe
CHC18-Lia 208 55 210 55 205 52 115 61 149 64 142 62 223 73
CHC19-Lia-Lin 168 79 169 7 167 79 110 79 162 81 165 80 182 82
CHC19-Lia-NonLin 156 116 153 114 153 114 136 116 145 116 146 115 158 116
CHC20-Lia-Lin 223 133 227 132 224 134 190 135 209 136 209 135 230 136
CHC20-Lia-NonLin 203 200 205 203 204 201 196 203 202 203 201 202 207 203
CHC21-Lia-Lin 198 87 199 90 200 88 141 90 175 92 177 92 205 95
CHC21-Lia-NonLin 251 134 254 129 251 127 225 138 236 134 230 133 262 139
Total 1407 804 1417 800 1404 795 | 1113 822 1278 826 1270 819 | 1467 844

Table 2.3: Comparison between SPACER and GSPACER on LIA benchmarks from
CHC-COMP.

we omit them in our evaluation. The numbers of instances in each category, after
removing duplicates, are shown in Tab. 2.1 and Tab. 2.2.

To evaluate our implementation, we have conducted 3 sets of experiments. All
experiments were run on Intel E5-2690 V2 CPU at 3GHz with 128GB memory with
a timeout of 10 minutes. The first set of experiments (Sec. 2.4.1) evaluate the
performance of local reasoning with global guidance against pure local reasoning. The
second set of experiments (Sec. 2.4.2) compare the performance of local reasoning with
global guidance to solely global reasoning. The third set of experiments (Sec. 2.4.3)
compare the effectiveness of each of the global guidance rules.

We use SPACER as a baseline for pure local reasoning because it dominated CHC-
COMP by solving 85% of the LIA benchmarks in CHC-COMP 2019 (20% more
than the runner up) and 60% of the LIA benchmarks in CHC-COMP 2018 (10%
more than runner up). In CHC-COMP 2020 and CHC-COMP 2021, GSPACER
participated instead of SPACER and won all LIA tracks. Our evaluation shows that
GSPACER outperforms SPACER both in terms of number of solved instances and, more
importantly, in overall robustness.

We used the ML-based data-driven invariant inference tool LINEARARBITRARY [ 1 (0]
as a baseline for purely global reasoning. Compared to other similar approaches, LIN-
EARARBITRARY stands out by supporting invariants with arbitrary Boolean structure
over arbitrary linear predicates. It is completely automated and does not require
user-provided predicates, grammars, or any other guidance. For the comparison with
LINEARARBITRARY, we have used both the CHC-COMP benchmarks, as well as the
benchmarks from the artifact evaluation of [106]. The machine and timeout remain
the same. Our evaluation shows that (GSPACER is superior in this case as well.

40



1200 4

1000 4

Spacer-bw time
w
8
Spacer-bw depth
o
8

0 100 200 300 400 500 600 0 20 40 60 80 100 120 140
GSpacer-bw time GSpacer-bw depth

(a) running time (b) depth explored

Figure 2.2: Best configurations on LIA benchmarks: GSPACER versus SPACER.

2.4.1 Comparison with Spacer.

Comparison on LIA instances Tab. 2.3 summarizes the comparison between
SPACER and GSPACER on LIA instances from CHC-COMP. Since both tools can use
a variety of interpolation strategies during lemma generalization (Line 41 in Alg. 7), we
compare three different configurations of each: bw and fw stand for two interpolation
strategies, backward and forward, respectively, already implemented in SPACER, and
sc stands for turning interpolation off and generalizing lemmas only by subset clauses
computed by inductive generalization. VBS stands for the Virtual Best Solver.

Any configuration of GSPACER solves significantly more instances than even the
best configuration of SPACER. Fig. 2.2 provides a more detailed comparison between
the best configurations of both tools in terms of running time and depth of convergence.
There is no clear trend in terms of running time on instances solved by both tools.
This is not surprising — SMT-solving run time is highly non-deterministic and any
change in strategy has a significant impact on performance of SMT queries involved.
In terms of depth, it is clear that GSPACER converges at the same or lower depth.
The depth is significantly lower for instances solved only by GSPACER.

Moreover, the performance of GSPACER is not significantly affected by the in-
terpolation strategy used. In fact, the configuration sc in which interpolation is
disabled performs the best in non-linear instances from CHC-COMP 2019, and only
slightly worse in other categories. In comparison, disabling interpolation hurts SPACER
significantly.

Fig. 2.3 provides a detailed comparison of GSPACER with and without interpolation.
Interpolation makes no difference to the depth of convergence. This implies that
lemmas that are discovered by interpolation are discovered as efficiently by the global
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Figure 2.3: Comparing GSPACER with different interpolation tactics on LIA bench-
marks.

Bench GSPACER SPACER VEBS

sc bw fw sc bw fw

safe unsafe safe unsafe safe unsafe | safe unsafe safe unsafe safe wunsafe | safe unsafe
CHC18 55 8 51 7 57 7 56 8 54 8 55 8 62 8
CHC19 110 47 112 45 113 45 78 47 101 46 101 46 123 47
CHC20 215 73 214 74 210 74 186 75 199 74 207 74 239 75

Total 380 128 377 126 380 126 |320 130 354 128 363 128 |424 130

Table 2.4: Comparison between SPACER and GSPACER on LRA benchmarks from
CHC-COMP.

rules of GSPACER. On the other hand, interpolation significantly increases the
running time. Interestingly, the time spent in interpolation itself is insignificant.
However, the lemmas produced by interpolation tend to slow down other aspects of
the algorithm. Most of the slow down is in increased time for inductive generalization
and in computation of predecessors. The comparison between the other interpolation-
enabled strategy and GSPACER-sc shows a similar trend.

Comparison on LRA benchmarks To see how well the global guidance rules
scale across theories, we compared GSPACER with SPACER on LRA benchmarks from
CHC-COMP. The results are summarized in Tab. 2.4. The meanings of the columns
are the same as in Tab. 2.3.

Most significantly, we find that global guidance is robust. While SPACER has a
noticeable drop in performance when interpolation is turned off, GSPACER does not.
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Second, while the number of instances solved by GSPACER is similar to the number
of instances solved by SPACER, the instances solved are different. In particular, the
VBS significantly outperforms both solvers. Finally, the improvement in GSPACER on
LRA benchmarks is not as significant as on LIA benchmarks. We believe this is a
property of the benchmark set rather than the intrinsic difference between LIA and
LRA. We conjecture that additional global guidance rules, specifically ones taking
advantage of symmetry in the lemmas, will boost the performance of GSPACER.

Comparison on unsafe instances SPACER consistently solves more unsafe in-
stances than GSPACER. This is an expected side effect of the global guidance rules.
GSPACER explores different ways to find an inductive invariant and, on unsafe in-
stances, this exploration is completely wasteful. This exploration comes at a cost.
Each poB that global guidance generates is checked for reachability and, if blocked,
generalized using inductive generalization. Both these are one or more queries to an
SMT solver. The cost of exploration is checked using gas (Sec. 2.3.5). For each cluster,
gas is initially set to a constant value and decreased each time a global guidance rule
is applied. Once a cluster runs out of gas, global guidance rules are not applied to the
cluster. While this heuristic reduces exploration, it does not reduce it to zero, hence
the deterioration in performance.

2.4.2 Comparison with LinearArbitrary.

In [106], the authors show that LINEARARBITRARY, to which we refer as LARB for

short, significantly outperforms SPACER on a curated subset of benchmarks from
SV-COMP [21] competition.

We first compare LARB against GSPACER on CHC-COMP instances. The first
two rows of Tab. 2.5 shows the number of instances solved by both solvers. We see
that LARB solves way fewer instances than even baseline SPACER.

For a more meaningful comparison, we compared SPACER, LARB, and GSPACER
on the benchmarks from the artifact evaluation of [106]. The results are summarized
in the last row of Tab. 2.5. As expected, LARB outperforms the baseline SPACER
on the safe benchmarks. On unsafe benchmarks, SPACER is significantly better than
LARB. In both categories, GSPACER dominates solving more safe benchmarks than
either SPACER or LARB, while matching performance of SPACER on unsafe instances.
Furthermore, GSPACER remains orders of magnitude faster than LARB on benchmarks
that are solved by both. This comparison shows that incorporating local reasoning
with global guidance not only mitigates its shortcomings but also surpasses global
data-driven reasoning.
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Bench SPACER LARB GSPACER

safe unsafe safe wunsafe safe unsafe

CHC-18-LIA 149 64 64 8 210 95
CHC-19-LIA-LIN 162 81 131 18 169 (s
PLDI18 215 68 270 65 280 67

Table 2.5: Comparison with LARB using CHC-COMP benchmarks.

Bench Conjecture Concretize Subsume VBS
safe unsafe  safe  unsafe safe unsafe safe  unsafe

CHC18-Lia 146 52 149 54 191 51 208 56
CHC19-Lia-Lin 160 77 161 76 165 79 168 79
CHC19-Lia-NonLin 144 114 144 115 152 114 154 115
CHC20-Lia-Lin 209 132 212 133 222 134 226 134
CHC20-Lia-NonLin 201 201 201 200 204 202 205 202
CHC21-Lia-Lin 172 88 174 87 193 88 200 89
CHC21-Lia-NonLin 234 132 233 132 250 130 254 132
Total 1266 796 1274 797 1377 798 | 1415 807

Table 2.6: Effectiveness of individual rules of GSPACER on CHC-COMP LIA instances.

2.4.3 Effectiveness of individual Global Guidance rules

Tab. 2.6 summarizes the effectiveness of individual global guidance rules on CHC-
COMP LIA benchmarks. Each column in Tab. 2.6 corresponds to running GSPACER
with just one of the three global guidance rules enabled. We see that the Subsume
configuration (that is, running GSPACER with just the Subsume rule) solves many
more instances than either of the other configurations. However, even the Subsume rule
individually does not solve merely as many instances as GSPACER with all three rules
combined. Fig. 2.4 compares the running time and depth of convergence of Subsume
configuration (x-axis) against those of the full GSPACER (y-axis). Clearly, there are
many instances in which GSPACER with all three rules converges at a significantly
lower depth than the GSPACER with just the Subsume rule.

2.5 Related Work

The limitations of local reasoning in SMT-based infinite state model checking are well
known. Most commonly, they are addressed with either (a) different strategies for
local generalization in interpolation (e.g., [1], [L6], [77], [95]), or (b) shifting the focus
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Figure 2.4: Comparing GSPACER with just the Subsume rule (x-axis) against GSPACER
with all three rules together (y-axis).

to global invariant inference by learning an invariant of a restricted shape (e.g., [19],

[37], [41], [47], [106]).

Interpolation strategies. The CSMT algorithm [1] attempts to find simple inter-
polants (i.e., interpolants with fewer literals), arguing that simple interpolants are more
likely to generalize. Given two formulas as disjunctions of halfspaces, CSMT samples
a subset of halfspaces from both formulas and computes a single halfspace separating
the sets of disjuncts using an algorithm called HALFITP. HALFITP is similar to the
subsume rule: both techniques attempt to learn a single lemma to summarize a set of
lemmas. However, the techniques are quite different. HALFITP uses an SMT solver to
find Farkas coefficients for the two sets of lemmas whereas subsume leverages syntactic
convex closure. Therefore, when the sets of lemmas cannot be separated using a single
halfspace, HALFITP fails but subsume still succeeds. When HALFITP fails to find a
single halfspace separating two samples, CSMT generates more samples by merging
and splitting existing samples, applies HALFITP on them, and combines the resulting
halfspaces into a full interpolant. The samples (formed by merging and splitting) are a
key factor in deciding the final interpolant. CSMT is semantic: sampling is done based
on the models produced by an SMT solver. In contrast, clustering in global guidance
is purely syntactic. They behave quite differently under different circumstances. For
example, in the presence of outliers, CSMT learns a disjunction of conjunctions as an
interpolant for the whole samples, including the outliers. Whereas, global guidance
attempts to cluster the sets of lemmas in multiple ways, sometimes including the
outliers and othertimes not. For each such cluster, it employs some guidance rules (not
necessarily the same ones) to learn lemmas. In this way, global guidance learns
multiple lemmas, some of which might be generalizable. On the other hand, if each of
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the lemmas in a cluster contain too many literals that are syntactically different yet
semantically the same, global guidance does not have a heuristic to identify the best
way to cluster them. Whereas, CSMT is unaffected by syntactic differences between
lemmas. Another main difference between the algorithms is that global guidance rules
combine to mitigate effects of wrong generalizations. If the same guidance rule is
applied several times on similar clusters to produce similar lemmas, these lemmas
form a cluster and some other guidance rule produces a generalization for the new
cluster. Finally, global guidance corrects both myopic generalization (Fig. 2.1a) and
excessive generalization (Fig. 2.1b) in the sample set whereas CSMT cannot correct
excessive generalization.

On the other extreme, Blicha et al. [16] decompose interpolants to be numerically
simpler, but with more literals. This is similar to our concretize rule where we
decouple terms that form a non-linear pattern. However, the decomposition is local:
it is guided by dependence between Farkas coefficients and is not affected by how
the model checking algorithm progresses. It might help with some cases of excessive
generalization but not with myopic generalization. Deciding locally between CSMT [!]
and the algorithm presented by Blicha et al. [16] or on their combination (i.e., some
parts of an interpolant might need to be split while others combined) seems difficult.
Schindler and Jovanovié [95] propose local interpolation that bounds the number of
lemmas generated from a single POB (which helps with Fig. 2.1¢), but only if inductive
generalization is disabled. Finally, [77] suggests using external guidance, in a form
of predicates or terms, to guide interpolation. In contrast, GSPACER uses global
guidance, based on the current proof, to direct different local generalization strategies.
Thus, the guidance is automatically tuned to the specific instance at hand rather than
to a domain of problems.

Global invariant inference. An alternative to inferring lemmas for the inductive
invariant by blocking counterexamples is to enumerate the space of potential candidate
invariants [19], [37], [41], [47], [106]. This does not suffer from the pitfall of local
reasoning. However, it is only effective when the search space is constrained. While
these approaches perform well on their target domain, they do not generalize well to a
diverse set of benchmarks, as illustrated by results of CHC-COMP and our empirical
evaluation in Sec. 2.4.

Locality in SMT and IMC. Local reasoning is also a known issue in SMT, and,
in particular, in DPLL(T) (e.g., [32]). SMT solvers are to Model checkers what theory
solvers are to SMT solvers.

However, we are not aware of global guidance techniques for SM'T solvers. Interpolation-
based Model Checking (IMC) [80], [21] that uses interpolants from proofs, inherits
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the problem. Compared to IMC, the propagation phase and inductive generalization
of IC3 [17], can be seen as providing global guidance using lemmas found in other
parts of the search-space. In contrast, GSPACER magnifies such global guidance by
exploiting patterns within the lemmas themselves.

IC3-SMT-based Model Checkers. There are a number of 1C3-style SMT-based
infinite state model checkers, including [23], [6], [71]. To our knowledge, none extend
the IC3-SMT framework with a global guidance. A rule similar to Subsume is suggested
in [102] for the theory of bit-vectors and in [13] for LRA, but in both cases without
global guidance. In [13], it is implemented via a combination of syntactic closure with
interpolation, whereas we use MBP instead of interpolation. Refinement State Mining
in [12] uses similar insights to our Subsume rule to refine predicate abstraction.

2.6 Conclusion

This chapter introduces global guidance to mitigate the limitations of the local reasoning
performed by SMT-based IC3-style model checking algorithms. Global guidance is
necessary to redirect such algorithms from divergence due to persistent local reasoning.
To this end, we present three general rules that introduce new lemmas and POBs by
taking a global view of the lemmas learned so far. The new rules are not theory-specific,
and, as demonstrated by Alg. 7, can be incorporated to 1C3-style solvers without
modifying existing architecture. We instantiate, and implement, the rules for LIA
and LRA in GSPACER, which extends SPACER.

Our evaluation shows that global guidance brings significant improvements to
local reasoning, and surpasses invariant inference based solely on global reasoning.
More importantly, global guidance decouples SPACER’s dependency on interpolation
strategy and performs almost equally well under all three interpolation schemes we
consider. As such, using global guidance in the context of theories for which no good
interpolation procedure exists arises as a promising direction for future research. For
example, in the theory of Fixed-Size Bit-Vectors [65].
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Chapter 3

CHC Solvers For Programs
Manipulating Data Types

Recursive data structures, such as Lists and Trees are ubiquitous in programming.
Proofs of correctness of programs that use such data structures rely on the theory
of Algebraic Data Types (ADT) — the logic counter-part to data structures, and on
Recursively Defined Functions (RDF), to represent properties (or abstractions) of
data types. For example, length of a List, height of a Tree, are captured by RDFs.

As an example, consider the imperative Dafny [75] program in Fig. 3.1. The pro-
gram manipulates a list represented by the variable y. Note that both the specification
(in requires) and an inductive invariant (in invariant) require an RDF length (also
shown in the figure). In this case, the RDF length appears both in the specification
and the invariant, but that need not be the case. Similarly, programs without RDF's
might require RDFs in their invariants (for example, via ghost code).

Since the satisfiability of the combination of ADT and RDF is undecidable, even
validating a candidate inductive invariant is difficult. While Dafny [75], and similar
deductive verification tools (e.g., Why3 [39], Viper [$0]), provide ample support for
reasoning with ADTs and RDFs, the situation is much worse in automated verification,
where inductive invariants need to be synthesized and not just verified.

In the case of programs with data structures, such as the one in Fig. 3.1, the
constraints of the CHCs are over a combination of theories including Linear Integer
Arithmetic (LIA) (to model i), ADTs (to model y), and RDFs (to model length).
Supporting the combination of such theories in a CHC-solver is complicated because
of the undecidability of even the most basic decision problems in this case.

In fact, several existing solvers, including SPACER, already have some support
for CHC modulo ADTs [15]. However, as we show above, reasoning about ADTs
almost always requires reasoning with RDFs as well, and RDF's are not supported.

48



datatype List = Nil | Insert(head: int , tail: List )

methodmain(y: List , i: int)

requires length(y) == i; function 1length(xs: List ): int {
{ .y, _i:=y, i; match xs
while (%) case Nil => @
invariant _i == length(_y) case Insert(h, t) =>
Cif (Ly !'= Nil) 1 + length(t)
{ _y, _i:= _y.tail, _i -1; }} }

assert (_i >= 0); }

Figure 3.1: A Dafny program that manipulates a list.

It is reasonable to view the relationship of RDFs to ADTs as the relationship be-
tween quantifiers and arrays — reasoning about array manipulating programs requires
quantifiers for the same reasons as RDFs are needed for ADT-manipulating programs.

The key to our approach is a dual treatment of RDFs in CHCs C'. On one hand,
we approximate an axiom defining an RDF in C' by CHCs without RDFs, through a
process called relationification, resulting in an equisatisfiable CHC Cp. That is, Cp
preserves both proofs (satisfiability) and counterexamples (unsatisfiability). However,
it does not preserve solutions — expressing a solution for Cr might require a richer
logic than the corresponding solution for (', since the former not only needs to capture
an inductive invariant for the programs, but also needs to summarize the relationified

RDF.

On the other hand, we approximate RDF's in C' by two novel abstractions that
inject into C' a bounded unfolding of the RDF: both abstractions apply a finite
unfolding of the recursive definition, after which the k-instantiation abstraction
treats remaining RDF applications as uninterpreted functions, while the uninterpreted
function abstraction omits them. In both abstractions, RDFs are replaced by their
partial definition — thus, gaining decidability of basic queries. Relationification
enables CHC solvers to deduce inductive summaries of RDFs whereas the abstractions
provide unfoldings of RDF's. Inductive summaries and unfoldings of RDF's allow us to
solve RDF constraints without facing the undecidability issues introduced by RDFs.
Both abstractions ensure decidability of the underlying theory.

The combination of relationification with each of the abstractions (k-instantiation
or uninterpreted functions), parameterized by an unfolding bound k, results in two
systems of abstract CHCs. Each system is an over-approximation (because of the
abstraction). Nonetheless, relationification ensures that the abstract CHCs are equi-
satisfiable to the original ones. The k-instantiation abstraction is perfect for finding
solutions, with the number of solutions preserved by the abstraction determined by
the value of k. The uninterpreted function abstraction is a CHC over ADTs only and
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is perfect for showing unsatisfiability (i.e., finding counterexamples). The abstractions,
parameterized by k, thus, create a hierarchy of abstractions (shown in Fig. 3.4).

We present an algorithm, RACER, that operates in the space of the hierarchy of
k-instantiation abstractions, dynamically adjusting k, while simultaneously searching
through the counterexamples in the uninterpreted function abstraction. While this
sounds complex, it fits well into an 1C3-style framework that iteratively explores
bounded unfoldings of the system. Remarkably, this integration seamlessly combines
learning inductive properties of RDF's with learning inductive invariants of the system,
while exploiting the SMT support for non-inductive RDF reasoning via incremental
unfolding of RDFs.

An important characteristic of our algorithm is that it is guaranteed to make
progress and to discover counterexamples, if they exist. The problem of CHC solving
is more general than SMT-solving (i.e., inferring invariants vs. checking invariants).
Even CHC modulo LIA is undecidable, thus, there is little hope for completeness
results when considering CHC solving. On the other hand, unsatisfiability of CHCs
(and FOL, in general) is recursively enumerable. For CHCs, unsatisfiability corresponds
to the existence of a counterexample to safety. As a result, progress — which implies,
in particular, discovery of counterexamples — is key.

The integration of relationification with abstractions of RDFs is crucial for ensuring
progress while preserving solutions of the CHCs. While k-deep unfolding alone does
not suffice for making progress, relationification ensures progress as it allows to learn
bounded properties of RDFs. On the other hand, relationification alone does not
preserve solutions of the CHCs due to the inability to express summaries of RDFs.
Thus, the combination of relationification with unfolding of RDF's is critical for
maintaining progress while preserving (many) solutions. It allows to combine inference
of inductive summaries of RDFs, which are needed to establish validity of solutions,
with some unfoldings, guided by the property.

We develop a single procedure for solving CHCs with ADTs, RDFs, and LIA, while
maintaining progress, and without affecting performance on LIA. This is in contrast
to other related work, which either automates induction assuming that arithmetic is
axiomatized [92], [91] or does not admit RDFs [35], [61], [T1].

In our exposition, we restrict RDFs to catamorphisms (a.k.a. generalized folds).
The RDF length in Fig. 3.1 is an example. Extending our ideas to other well defined
RDFs is explained in Sec. 3.3.

Limitations Our current approach is limited in two ways. First, we assume that
the RDFs are specified. That is, we only synthesize inductive invariants, but not the
supporting functions. Second, we do not synthesize new applications of RDFs, relying

20



on a form of term abstraction [2]. We leave addressing these orthogonal problems to
future work.

In this chapter, we explain a new technique to solve CHCs modulo ADTs and
RDFs. In particular, we describe (1) a new hierarchy of abstractions for CHC modulo
ADT and RDF that combine relationification with bounded unfoldings of RDF's,
thus, preserving counterexamples and (many) solutions; (2) an IC3-based procedure
RACER for solving CHC modulo ADT and RDF that searches through the hierarchy
of abstractions; It integrates into and extends the SPACER framework, and provides
progress guarantees; (3) an empirical evaluation on a variety of benchmarks.

This chapter has been published in the 49** ACM SIGPLAN Symposium on
Principles of Programming Languages (POPL 2022) [67].

3.1 Overview

In this section we give an overview of our approach using a motivating example.
Our focus is automatic safety verification of imperative programs that manipulate
Algebraic Data Types (ADTs), such as lists, trees, or queues. Such programs and their
specifications often require Recursively Defined Functions (RDFs), such as length, size,
etc. Thus, we must support reasoning about the combination of ADTs and RDFs.

The key challenge of automated safety verification is automatically synthesizing
and validating inductive invariants that summarize the behavior of all the loops. In
case of ADTSs, expressing invariants often requires RDFs, and, sometimes, RDF's that
are not even present in the original program. For example, inductive invariants of
list-manipulating programs often require to use the length of a list (and other recursive
functions that compute inductive properties of lists). Thus, automatic reasoning over
ADTSs requires (a) synthesis of inductive invariants over ADTs and RDFs, and (b)
synthesis of useful RDF's. In this chapter, we focus on the first challenge — invariant
synthesis. We assume that RDF's and their applications to program variables are either
heuristically extracted from the program or are provided by the users. Synthesizing
useful RDFs can be done as an abstraction-refinement loop over our work.

Motivating Example To illustrate our approach, consider the list manipulating
program in Fig. 3.1. List is a list ADT with two constructors Nil and Insert. length
is an RDF that computes the length of a list. The method main takes as input a list
y and its length i. It removes elements from the list one by one in a loop, decreasing
i after each removal. Whenever the loop exits, it is asserted that the variable i has
a non negative value. The program is safe, as witnessed by the following inductive
invariant i == length(y). While this program is simple, automatically verifying
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length(y) ~i = Inv (y,i,i)
Inv (y,i,j ) Alength(y) =j Ay #nil Ay ~tail (y) Alength(y') =j' = Inv(y',i—1,j"
Inv(y,i,j ) Alength(y) =j Ai< 0= L

(a) CHC modulo ADT and RDF encoding safety of the program from
Fig. 3.1.

Length(y,i) = Inv(y,i,i)
Inv (y,i,j ) A Length(y,j) Ay #nil Ay ~tail (y) A Length(y',j') = Inv(y',i—1,j")
Inv(y,i,j ) A Length(y,j) Ni< 0= L

(b) CHCs Cp obtained by relationifying the RDFs in Fig. 3.2a

y =~ nil Az~ 0= Length(y,2)
y #nil ALength(tail (y),I) Az~ 1+ = Length(y,z)

Length(y,i) /\_:> Inv (y,i,i)
Lengin(y. ) | ESHERGHGA  Lenotn ) EESERGA

Inv (y,i,j ) Ay #nil Ay ~tail (y) = Inv(y',i—1,j")

Length(y,j)/\_/\lnv(y,i,j)/\i< 0= 1

(c) Csp: the result of adding back the length RDF to relationified CHCs
Cr from Fig. 3.2b.

Figure 3.2: Example CHCs for (a) encoding of Dafny program from Fig. 3.1; (b)
relationification, (c) relationifications with RDFs. Modifications and additions are
highlighted in yellow and green, respectively.

its safety is difficult for many existing verification techniques. Specifically, there
are multiple theories involved that require to simultaneously reason about integer
variables (i.e., variable i), ADT variables (i.e., variable y), and RDFs (i.e., function
length). Furthermore, the proof that the suggested invariant is inductive requires
guessing an inductive property of length: length(y) is non-negative for any list y.

A CHC encoding of our example program from Fig. 3.1 is shown in Fig. 3.2a.
In this encoding, the uninterpreted predicate Inv summarizes all behaviours of the
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y ~nil Az~ 0= Length(y,z)
y % nil A Length (tail (y),1) Az~ 141 = Length(y, 2)

Length(y,i) A i = lengthy (y) Al = ite(y =~ nil, 0,1 + length; (tail (y))) = Inv (y,i,i)
Length(y,j) A j ~lengthy (y) Aj =~ite(y = nil, 0,1+ lengthy (tail (y))) A
Length(y',j") A j' = lengthy (y') Aj' ~ite(y' ~nil, 0,1 + lengthy (tail (y'))) A
Inv (y,i,j YAy #nil Ay ~tail (y)Ai'=i—1=
Inv (y',i',j")
Length(y,j) A j ~lengthy (y) Aj ~ite(y = nil, 0,1+ lengthy (tail (y))) A
Inv(y,i,j)Ai< 0= L

(a) C}F: the l-instantiation abstraction of CHCs Cyr from Fig. 3.2c. length,s is an
uninterpreted function.

y ~nil Az = 0= Length(y,z)
y # nil A Length(tail (y),1) Az~ 1+1 = Length(y,z)
Length(y,i) A T =ite(y = nil, 0,1 +w) = Inv(y,i,i)
Length(y,j) A j =ite(y =nil, 0,1 +w) A
Length(y',j') A j' ~ite(y' ~nil, 0,14+ w') A
Inv (y,i,j ) Ay #nil Ay ~tail (y)Ai'=i—1=
Inv(y',i',j")
Length(y,j) A j =ite(y = nil, 0,1 +w) Alnv(y,i,j )Ai< 0= L

b) CHT. Uninterpreted functions abstraction of CHCs C;p from Fig. 3.2c.
IF f

Figure 3.3: Examples of (a) k-instantiation and (b) uninterpreted function abstractions
of CHCs from Fig. 3.2c.

main method. Essentially, it represents a desired inductive invariant of the loop. Inv
takes three arguments: the first two are the same as those of main, and the third
encodes the length of the list y. The third argument is required so that length(y)
can appear in an inductive invariant. In practice, such terms are obtained by greedy
term abstraction, as we explain in Sec. 3.7.

A valid solution to the CHC encoding (Fig. 3.2a) assigns to predicate Inv(y, 1, 7),
the formula (7 = j), where j encodes the length of list y, as captured by the constraint
length(y) ~ j. Hence, this is essentially the inductive invariant i == length(y).
Representing the RDF application length(y) by j follows the idea of term abstraction.
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It allows us to separate the task of synthesizing the required RDF applications from
the task of inferring inductive invariants over them, which is the focus of the chapter.
Namely, instead of synthesizing RDF applications in the process of inferring an
invariant (solution), we infer invariants over variables that represent a predefined set
of RDF applications. With this encoding, deciding whether the original program
is safe is reduced to inferring solutions to the corresponding CHC encoding of its
verification condition. We stress that inferring solutions (i.e., inductive invariants) is
much harder than checking that a candidate invariant is inductive, as traditionally
done in deductive verification.

Challenges for Solving CHCs modulo RDFs As we have seen, solving CHCs is
a challenging problem in general, and has received a lot of attention. CHCs modulo
ADTs and RDFs bare additional challenges:

Undecidability of validating solutions In the presence of RDF's, determining
validity of FOL formulas is undecidable. Thus, even checking whether a candidate
formula is an inductive invariant (a step used by many existing verification techniques)
is undecidable. Validity may depend on properties of RDFs that must be established
inductively (i.e., no amount of finite unfolding of the recursive definition is sufficient).
Applying induction requires coming up with an inductive hypothesis, which, intuitively,
is a source of undecidablity.

The undecidability challenge significantly limits applicability of guess-and-check
techniques, such as Houdini [10], [411], in this context. This extends to all guess-and-
check techniques including more recent approaches based on machine learning [47] and
grammar-based synthesis [33]. One exception is the CVC4 SMT solver that combines
candidate enumeration with induction [92]. However, the technique in [92] is not fully
automated (but rather user or problem guided). It assumes that required inductive
hypotheses are either part of the input, or are provided by the user as sub-goals. This
is justified by their application domain (automating deductive verification), but is not
very effective in an automated verification setting, as recently shown in [28]. There
are also known sub-classes of RDF's for which validity is decidable. One such class of
infinitely surjective catamorphisms (ISCs) over ADTs is presented by Suter et al. [90].
However, it is not clear that determining that an RDF is of an appropriate class (i.e.,
an ISC) is decidable.

Incompleteness of RDF elimination As RDFs make validating solutions unde-
cidable, a natural direction of attack is to reduce the problem by somehow eliminating
RDFs, while preserving the key characteristics of the verification task. One approach
is relationification: encoding RDFs as CHC predicates, constrained by additional Horn
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clauses. For example, relationification of the CHCs in Fig. 3.2a gives us the CHCs in
Fig. 3.2b. Relationified CHCs do not contain RDFs. Instead, they are over ADTs (and
other background theories). Therefore, checking the validity of solutions is decidable.
Intuitively, relationification replaces recursive functions by their implementation. One
of our results is to show that while relationification preserves satisfiability, it loses
solutions over the language of CHCs. Roughly, this is because a solution to the CHCs
should now also include a summary of the relationified RDF. However, there are cases
where such a summary cannot be specified without RDFs (see Ex. 7).

Our approach We present a new approach for solving CHCs modulo ADT and
RDF that addresses the above challenges. The core of our approach is the combination
of relationified predicates with a novel abstraction of RDFs based on finite RDF
unfoldings.

The use of (abstraction of) RDFs allows to express solutions that cannot be
expressed without RDFs, thus, tackling the second challenge. Abstractions are key
to ensuring that checking validity of solutions remains decidable (tackling the first
challenge). Unfortunately, abstractions may not be sufficient to validate solutions,
specifically, in the cases where finite unfoldings do not suffice. This is where the inter-
play with the relationified predicates, that are conjoined with the RDF abstractions,
comes into play: relationified predicates allow to use IC3/PDR (see Sec. 1.6) style
algorithms to automatically generate necessary inductive hypotheses and lemmas that
are needed in order to validate solutions. However, this is not the only role of the
relationified predicates. The Horn clauses that encode the relationified predicates
ensure that despite the RDF abstraction, unsatisfiability is preserved. Namely, if the
original CHC is unsatisfiable, so is the transformed one. Indeed, a key characteristic
of our approach is that it is refutationally complete — whenever the (original) CHCs
are unsatisfiable (i.e., the program is unsafe), our approach is guaranteed to terminate
with a finite counterexample. In fact, our approach has a stronger property from which
the former follows: the approach is ensured to make progress in verifying bounded
safety for increasing bounds.

Relationification side by side with RDFs The first step in our approach is to
extend a given set of CHCs modulo RDFs with relationification of the RDFs. That
is, we conjoin the CHCs with clauses that constrain the relationified predicates and
conjoin each RDF application with an application of the relationified predicate. For
example, the result of this transformation on CHCs in Fig. 3.2a is shown in Fig. 3.2c.
The newly added clauses, and newly added predicate applications are highlighted in
green and yellow, respectively. The resulting CHCs preserve both solutions of the
original CHCs (when they are satisfiabile), and unsatisfiability (when the original
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CHCs are unsatisfiable).

Abstractions of RDFs The second step in our approach is a new IC3-style
algorithm, called RACER, that employs two orthogonal abstractions simultaneously in
order to solve the augmented CHCs. These abstractions, called k-instantiation and
uninterpreted functions abstraction, respectively, are key to avoiding the undecidability
barrier (for solution validation).

The k-instantiation abstraction unfolds all occurrences of RDF's in a formula &
times and replaces any remaining RDFs with uninterpreted functions (UF). Applying
the k-instantiation abstraction to CHCs modulo ADTs and RDF's, gives us a set of
abstract CHCs modulo ADTs and UF.! The result of applying the 1-instantiation
abstraction to the CHCs in Fig. 3.2c is shown in Fig. 3.3a. We show that, similar to
the other transformations, the k-instantiation abstraction of CHCs is equi-satisfiable
to the original CHCs, but, more importantly, it has more solutions than relationified
CHCs. In fact, there is a hierarchy: all solutions to (k — 1)-instantiation abstraction
are also solutions to k-instantiation abstraction (Fig. 3.4), and all of them are solutions
to the original CHCs. Furthermore, validating solutions of the abstraction of the
CHCs is decidable, as it only involves ADTs and UF, but no RDFs. Hence, the
k-instantiation abstraction is particularly useful for finding solutions. Note that while
the abstraction makes validating solutions decidable, relationified predicates provide
the supporting inductive lemmas (about RDFs) that are often necessary for solutions
to be validated.

The uninterpreted function abstraction removes all occurrences of UF from a given
formula (a detailed definition is given in Sec. 3.4). Thus, it results in even simpler
CHCs — without UFs. An example of the uninterpreted functions abstraction of the
CHCs in Fig. 3.3a is shown in Fig. 3.3b. The uninterpreted function abstraction also
preserves (un)satisfiability, thanks to the relationified predicates. This abstraction is
useful for proving unsatisfiability of the original CHCs, as refutational completeness of
first order logic ensures the existence of a (finite) refutation proof for the abstraction.

While the description above might suggest that we explicitly construct the ab-
stractions, this is not the case. The abstractions are tightly integrated as part of
an 1C3-style algorithm, RACER (Alg. 8 in Sec. 3.6). RACER uses k-instantiation
abstraction to block infeasible counterexamples and to infer useful inductive lemmas
over the predicates (including the predicates that define RDFs), and uninterpreted
function abstraction to extend partial counterexamples (until they are either shown to
be infeasible or become complete). The value for k, in both abstractions, is adjusted

!Technically, the result is not in FOL because UFs are implicitly universally quantified. See
Sec. 3.5 for a precise definition.

o6



dynamically by RACER. While RACER does not guarantee to terminate — the under-
lying problem, after all, is undecidable, it does guarantee to find a counterexample if
one exists.

For our running example, RACER produces the following solution:

A

Inv(y,i, j) =i~ Length(y,j) £ 5 >0

Note that the solution for Length is an inductive property of the length RDF.

3.2 CHCs modulo ADTs and Catamorphisms

In this section, we present the form of CHCs we are interested in. We also list out a
number of assumptions so that the presentation in later parts of this section is easier to
follow. We encode programs that manipulate datatypes as CHCs modulo a theory 7T
that includes the theory of ADTs. The encoding further uses catamorphisms, specified
via function axioms. In the sequel, we fix a signature X that consists of the sorts s,
r, and Lists, and constructors, selectors, and testers for lists. The signature X also
includes a function symbol f of sort Lists — r that is used to specify a catamorphism.
We denote by ¢gp,q) the catamorphism axiom for f.

We consider satisfiability of C'y A o, ), where Cf is a set of CHCs of the form:
Init (y,2) A (/\f (vi) ® z) = Inv(y', Z)
Inv (y,2) ATr (v,2,¥,Z) A (/\f (Vi) = z; i\f (yH ~2z)=Inv(y,Z) (3.1)
Inv (y,z) A (}\f (i) = z;)) ABad(y,z) = L

where y; € 4, z; € Z, y; is of sort Lists and z; is of sort r. Repetitions are allowed:
y; can be the same as y;. We further assume that Init, Tr, and Bad do not contain
any f applications, hence the bodies of the CHCs are f-pure. Such a form may be
obtained by purification. Inv ¢ X is the only unknown predicate. We use C to refer
to CHCs of the form Eq. (3.1), and we refer to C¢ A @) as CHCs modulo function
axiom.

CHCs like those in Eq. (3.1) can be directly constructed from functional programs
and imperative programs.

The assumptions about the sort of y;, 2;, f, that there is only one ADT, and one f
are for presentation purposes only. We stress that our ideas and our implementation
work for multiple catamorphisms defined over any ADT, mutually recursive ADTs,
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mutually recursive catamorphisms, and non-linear CHCs. Relaxing these assumptions
does not require any new algorithmic insights, and, in the implementation required no
change from the underlying CHC solver.

Solutions We limit our attention to A-solutions of C'y modulo ¢, q), where A is
the class of quantifier-free formulas over the signature ¥ \ {f}. That is, f is not
allowed to appear in the solution. We leave lifting this assumption to future work.
Solutions that involve f can be accounted for, even with the restricted language, if
the CHCs are constructed in such a way that the constraints in the clauses contain all
the necessary f applications to prove safety (i.e., to obtain a solution), and that these
applications are captured by variables that are included as arguments to solutions.
In particular, term abstraction [2] may be used to introduce auxiliary variables that
represent f-applications that are needed in order to express the solution, and augment
the bodies of the CHCs with them. For example, in Fig. 3.2, the variable j that is
added as an argument to Inv is an auxiliary variable introduced to express length(y).

Motivation for our work Existing solvers for CHCs make multiple satisfiability
queries over the background theory. Unfortunately, satisfiability becomes undecidable
when considering the theory of ADTs with RDFs. The remainder of the chapter is
dedicated to showing how existing solvers may be extended to handle such CHCs
while ensuring that all satisfiability queries remain decidable.

3.3 Reducing CHCs modulo Catamorphisms to
CHCs

To alleviate the problems arising from undecidability of catamorphisms, we show how
to reduce CHCs modulo catamorphisms to pure CHCs whose underlying theory is
decidable. Specifically, we show how to reduce C A @), a set of CHCs with an
axiomatized catamorphism f, to an equisatisfiable set of CHCs Cr without f. The key
idea is to encode f by a fresh predicate (relation) symbol F', of appropriate sort, i.e.,
if f is of sort Lists — r, then I is a predicate over sorts Lists X r. The predicate F' is
added to the set of unknown CHC predicates (which in our case consists of Inv only),
and is used instead of f in C}. The challenge is to express the axiom for f (pp,q)) as
a CHC over F', while preserving equisatisfiability.

From CHCs with f to CHCs with F' We first address the CHCs C. As the

bodies of these CHCs are f-pure, we can use a simple substitution to replace f by F.
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Definition 3 (Relationification) Let C'; be a set of CHCs whose bodies are f-pure.
We denote by Cy[f — F] the set of CHCs obtained by replacing all equalities of the
form f(t) ~ z in the constraints of Cy, with F'(¢, z). O

The CHCs resulting from relationification do not contain any occurrences of the
function symbol f. On the other hand, they contain the new unknown predicate F.
For example, relationification of the CHC Vz,y, z- A(x) A f(z) = y A f(y) = z = B(z)
gives us Vz,y, z - A(z) A F(z,y) N F(y, z) = B(z).

The following lemma outlines the conditions in which relationification preserves
satisfiability:

Lemma 1 Let M be a model, and f and F be interpretations of f and F over the
universe of M, respectively.

o If M[f— f] = C; and F is the graph?® of f then M[F — F) | C;[f — F).

o If M[F — F| = C¢lf — F| and F is an over approzimation of the graph of f
then M[f — f] = C;. O

PrROOF The first statement is straight forward. For the second statement, we have
M|F — F] = Cf[f — F]. Let Gi be a stronger relation than F. Since F' occurs
only on the tail of clauses in C[f — F], we have that M[F — Gt | = Cf[f — FJ.
In particular, Gt can be the relation {(z, z) | f(x) = z}, i.e., the graph of f. This
implies that M[f — f]| = C;. n

From function axioms to CHCs Now, we move on to constructing CHCs to
capture the catamorphism axiom.

Definition 4 (Positive relation constraint) Given a catamorphism axiom ¢ q)
for f and a fresh relation symbol F’, the positive relation constraint for pp g is

Ve, z-xxnilNz~b= F(r,z) A
Vo, l,z -z % nil A F(tail(z),l) N z = 1 @ head(x) = F(z,2)
(3.2)

O

RC}(@db,esD) = (

The positive relation constraint corresponding to a catamorphism definition consists
of one CHC for the base case and one CHC for the recursive case.

2The graph of a function f is the relation F ~ {(X, f(X)) | x € dom(f)}, where dom(f) is the
domain of f.
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Example 6 Consider the axiom for the catamorphism length, ¢ 1), from Ex. 1.
Let Length be a fresh relation symbol. The positive relation constraint for ¢ 1) is:

Vo, z-x~nil Az~ 0= Length(z,z) A
Va,l,z -z % nil A Length(tail(z),l) A z =~ | +1 = Length(z, z) 0

Despite seemingly capturing only one direction of the definition encapsulated in
the catamorphism axiom ¢y, ), Theorem 1 shows that the positive relation constraint
RO (¢p,e)) does not allow spurious solutions when F' is used instead of f in C'y, hence
preserving satisfiability in both directions. This results from the following lemma
that ensures that f is always a solution to RC} (¢p,)) and that all solutions must
overapproximate f.

Lemma 2 (F over approximates f) Let M be a model and f an interpretation
of f over the universe of M. If M[f — f]| = opa) then

1. The relation F over the universe of M defined by the graph of f satisfies
M[F = F| = RC{(ppa))-

2. For every relation F over the universe of M, if M[F — F] = RC{ (ppe)) then
F is an over approzimation of the graph of f. O

PrOOF Part 1 is straightforward. As for part 2, let Lists denote the set of all elements
of sort Lists in the universe of M. Wlog, we can assume that Lists consists of all
constructor terms (see Sec. 1.2.3). Therefore, we can prove 2 by straight forward
induction on the elements of Lists: For the base case, since f(nil) = b, we have to
show that (nil,b) € F. We can see that the clause Vo, z -z = nil AN\b~ z = F(x, z)
enforces this. For the recursive case, assume that f(y) =l and (y,l) € F. Let
x = insert(k,y) and f(x) = z. It has to be the case that z = k! [. The clause
Va,l, z - x % nil A F(tail(x),l) A z = head(x) &l = F(x, z) ensures that (x, z) € F.
Thus, all tuples (x, z) such that f(x) = z must belong to the relation F'. n

We are now ready to define the CHCs obtained after eliminating f:

Definition 5 (Relationified CHCs with CHC encoding of catamorphisms)
Given Cy and ¢, g), the set of CHCs CF obtained by relationification of Cy and
reducing the function axiom ¢, q) to CHCs is

Cr = RCE(opay) N Cslf — F] o
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Theorem 1 The set of CHCs after the transformation is equisatisfiable to the original
CHCs modulo catamorphisms: Cr is equisatisfiable with pp.g) A Cf. 0

PROOF Left to right direction. Let M be a model for RCF:(¢p.e)) A Crlf — F,
and denote M[F]| by F. Let f be a function over the universe of M such that
M[f — f] = opa)- F exists because g, ) defines a catamorphism. We know from
Lem. 2 that F over approximates the graph of f. Therefore, by Lem. 1 we can see
that M[f — f] is a model for ¢y, q) A C} as well.

Right to Left direction. Let M be a model for pgq) A Cy. Let M[f] = f and let
F be the graph of f. By Lem. 2, we know that M[F — F| = RC} (¢p.e)). Therefore,
by Lem. 1, M[F v F] |= C/[f — F. .

Applying the transformation on CHCs C of the form given in Eq. (3.1), we get:

y=nil Az~b=F(y,z)
y #nil AF(tail (y),I) Ay ~ | @ head(x) = F(y, z)

Init (y,2) A (/\F(yi,2:)) = Inv (¥, 7))
i (3.3)
IV (y,2) ATr (v,2,Y,Z) A (\F (vir 2:) AF (Y], 2)) = Inv (Y, 7))

Inv (y,z) A ( \F(yi.zi)) ABad(y,z) = L

1

While the transformation preserves satisfiability, the following example demon-
strates that it may not preserve A-solutions (Def. 2):

Example 7 (The transformation does not preserve solutions) The set of CHCs
in Eq. (3.4) encode the safety of a program that removes all the elements from a list y
while keeping track of its length i. We use term abstraction to encode length(y) via
an auxiliary integer variable j, such that neither y nor length(y) are needed in the
inductive invariant. Accordingly, the inductive invariant is specified over i, j (note
that y is also omitted from Inwv in this example). The first clause initializes variable i
to the length of y and the second clause keeps track of the length of y as elements are
removed from the list. The third clause derives false if ¢ is non zero once all elements
are removed.

length(y) =i = Inv (i,i)
Inv (i,j ) Alength(y) ~j Ay #nil Ay ~tail (y) Alength(y') ~j’ = Inv(i —1,j') (3.4)
Inv (i,j ) Alength(y) ~j Ay =nil Ai 20= 1L

The set of CHCs in Eq. (3.4) is satisfiable modulo ¢ 41), the catamorphism axiom
for length, with the solution: Inv(i,j) =i = j, defined over a signature that excludes
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length. The equi-satisfiable CHC Cr = RC}(¢o,+1)) A Cllength — Length] is

y =~ nil Az~ 0= Length(y,z)
y % nil A Length (tail (y),I) Az~ 1+1 = Length(y,z)
Length(y,i) = Inv (i,i) (3.5)
Inv (i,j ) ALength(y,j) Ay #nil Ay ~tail (y) ALength(y',j’) = Inv(i —1,j’)
Inv(i,j ) ALength(y,j) Ay =nil Ai 0= L

However, it does not have a solution in which the interpretation for Length is ex-
pressible without length. Intuitively, this is because the interpretation for Length
in a solution needs to be exactly the graph of the interpretation of length, while
the relation corresponding to length cannot be expressed in first order logic. We
formalize this intuition next. Assume to the contrary that there is a model M for
the transformed CHCs in which the interpretation of Length, Length, is not equal
to the graph of length, where length is the (unique) interpretation of length over
the universe of M. Then, Length has to be an over approximation of the graph of
length (due to Lem. 2). Take a pair (y,j) that is in Length but not in the graph
of length, i.e., length(y) # j, such that y is minimal. We show that the last CHC
must be violated. If y = nil, use the third clause to deduce that (7,7) € Inv | which
immediately implies that the last clause is violated (since by our assumption j # 0
in this case). Otherwise, consider y' = tail(y) and j' = length(y'). Since Length
overapproximates length, (y',j') € Length as well. From the 4" clause, we deduce
that (7" 1,7') € Inv , even though j" 1 # j' (recall that j # length(y) whereas
length(y) = length(y') + 1 =3' +1). From (" 1,j') € Imv, using the pairs in
the graph of length, we can use the 4" clause to iteratively decrease both elements
of the pair by 1, ultimately showing that there exists ¢ # 0 such that (¢,0) € Inwv.
This again contradicts the last clause (by taking the pair (nil,0) € Length). O

Remark 1 We have shown how to relationify catamorphisms on lists. Extending this
to catamorphisms on other ADTs is straightforward: relationification of f introduces
a Horn clause over the uninterpreted predicate F' for each of the base and recursive
cases.

The approach also works for RDFs over ADTs that are defined using SMT-LIB
syntax. In this case, an RDF is defined by a single axiom: Vv - f(v) & t(v). To perform
relationification, we further require that the base and recursive cases can be easily
identified. This is already used by the majority of SMT-solvers supporting RDF's. For
soundness, we require that the axiom is satisfiable (i.e., actually defines a function).
This requirement is omitted from SMT-LIB, but is common in many other systems

that allow user-defined recursive functions (e.g., Dafny [75]). In general, our approach
applies to any RDF that supports an appropriate relationification procedure satisfying
Lem. 2. o
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To conclude, in this section, we presented a transformation that takes as input a
set of CHCs modulo RDFs, Cf A ¢ge), and produces a set of CHCs without RDFs,
Cp. The transformation preserves satisfiability (theorem 1) but not solutions (Ex. 7).
Note that all solutions to C are solutions to C'y A RCF:(¢p.e))-

3.4 Introducing RDF Abstractions into CHCs

In this section we tackle the potential loss of CHC solutions without compromising
decidability of the background theory by using abstractions of the RDFs.

We start by re-introducing the RDF with the axiom that defines it, thus recovering
solutions. Formally, instead of substituting f(z) ~ z by F'(x, z) during relationification,
we substitute it by f(z) = 2 AF(z, z). Let C¢[f — (f A F)] denote this transformation.

Definition 6 (Relationified CHCs modulo RDFs) Given C; and ¢, q), the set
of CHCs Cyr obtained after relationification, reducing function axiom ¢, ) to CHCs
and re-introducing RDF's is

Crr = RO (ppap) A Cylf = (f A F)] 0
Specifically, when Cy is Eq. (3.3) modulo ¢ q), Cyr is,

)oY, 2) = F(y,2)
) (. 9)[f = F]=F(y,2)

Init (y, /\F yirzi) A (yi) = zi) = Inv (Y, Z)

Inv(y,z) ATr (y,

<
N
‘<|

2y, 7) /\F Yi» Zi) /\f(yl)wzz/\F(yZ, ZYAT(Y) ~2Z) = Inv(Y,Z)

Inv (y, /\F (yi»zi) A (yi) ~ z;) ABad(y,z) = L
(3.6)

This transformation preserves not only satisfiability, but also solutions, in the
following sense:

Theorem 2 If M = @pay NCy then M[F — # | = ooy ANCrr. If M |= opa) ACrr,
then M = ppa) A C. 0

PRrROOF First part is straightforward; second part follows from M|[f] C M|[F] (Lem. 2).u

Corollary 1 g A Cf is equisatisfiable with p.g) A Crr. o
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From theorem 2 we can see that, if there is an A-solution to ppe) A Cy then there
will also be an A-solution to ¢ q) A Cyp (assuming that T € A).

Unfortunately, re-introducing the catamorphisms with their axioms also makes
the underlying logic undecidable. To mitigate this, we work over abstractions of
the catamorphism. In the remainder of the section, we define the abstractions we
use (Sec. 3.4) and explain what impact the abstractions have on the solutions to the
CHCs (Sec. 3.5). In Sec. 3.6, we describe an algorithm for checking the satisfiability
of CHCs modulo RDF's using these abstractions.

Abstraction of RDF

In this section, we define two abstractions of formulas modulo RDFs. The first
abstraction unfolds RDF applications using the axioms of RDF and then replaces any
remaining RDF applications with uninterpreted functions and the second abstraction
further replaces the literals containing uninterpreted functions with T. Both of the
abstractions result in weaker formulas, and can be understood as over approximating
the formulas to which they are applied. As we will see later, these abstractions allow
us to stay in a decidable fragment when validating solutions, while guaranteeing that
we have potentially more solutions than Cp.

To define the abstractions precisely, we first define prener f-pure formulas. A
formula is prenex f-pure if it is of the form

3z - (/\ fle) ~ z) N0z, 2) (3.7)

where each e; is a term over free variables z, variables z, and containing no f, each z;
is a variable in z, and ' is a quantifier free formula over Z and Z containing no f terms.
Every quantifier-free formula 6 can be converted into an equivalent prenex f-pure
formula by the purification procedure described in Sec. 1.1: introducing existentially
quantified variables that represent the f applications. For example, p(f(f(z))) may
be rewritten into Jy, z - f(z) = y A f(y) = z Ap(2).

Instantiating function axiom Given an RDF f together with its function axiom
@ =Vz - f(x) ~ t(x), and a prenex f-pure formula 0, instantiation of f in 6 is the
formula obtained by conjoining the literal t[z — e;] &~ z; with each literal f(e;) ~ z;
in 0. The k-instantiation of f on 6 is the formula defined recursively as follows: the
O-instantiation is @ itself and (i + 1)-instantiation is the instantiation of f on the
i-instantiation (after the i-instantiation is brought to prenex f-pure form).

Definition 7 (k-instantiation abstraction) Given an RDF f and a prenex f-pure
formula 6, the k-instantiation abstraction of f on 6, denoted by of (6), is the formula
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obtained by replacing all f occurrences in the k-instantiation of # with a fresh
uninterpreted function. o

Example 8 Let 0 = length(z) = 21 Alength(y) = zo ANy = tail(z) N zy = 2N\ 29 % 1.
Then,
$% (& = lengthy (X) =~ z; Alengthys (Y) R o Ay ~ tail (X)Azy = 2A2 %1
$k (& = $% (& Aite (x ~ nil, 0,1 + length (tail (x))) = z; A
ite (y ~ nil, 0,1 + lengthy (tail (y))) =~ z2
$2 (& = Ny, lyy - lengthye (tail (x)) = 1y Alengthy (tail (y)) = Iy, A o
$% (& Aite(x ~nil, 0,1+ 1y,) ~2z1 Alte(y = nil, 0,14 1y,) = 23 A
ite (tail (x) ~ nil, 0,1 + lengthy (tail (tail (x)))) =~ Itz A
ite (tail (y) ~ nil, 0,1 + lengthy (tail (tail (y)))) = lsy

Definition 8 (Uninterpreted function abstraction) Given an uninterpreted func-
tion symbol f, and a prenex f-pure formula €, the uninterpreted function abstraction,
denoted a' (), is obtained by replacing all literals containing f in 6 with T. 0
We write o1 (8) for (al o ak)(8).

Example 9 The result of applying the uninterpreted function abstraction for the
k-unrolling abstractions in Ex. 8 is

$(& =y~tall X)Azy~2A2Z0 5% 1

$11(&) = Tig, 1y - S5 (&) Aite (x = nil, 0,1+ 11,) ~ 21 Alte(y ~nil, 0,1+ 1y,) ~ 25

$21(&) = ity lity, iz Ly - S (&) Aite (x = nil, 0,1+ 1) ~ 21 Alte (y ~ nil, 0,1+ 1y,) ~ 22 A
ite (tail (x) = nil, 0,1 + ly,) = i, Alte(tail (y) = nil, 0,1+ lyy) =y

Notice that arlfT(O) has additional, existentially quantified, variables not present in
alk (). These variables are introduced during purification. Similarly, the additional

variables in a?(ﬁ) have also been produced during purification. o

The abstractions provide overapproximations of 8 in the sense that they may only
increase the set of satisfying models:

Lemma 3 Let f be an RDF, 6 a prenex f-pure formula and M a model. Then, for
any k,

1. M 0= M[f,— M[f]] E ok (0), and

2. M=ok (0) = M = ok (6). o
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3.5 CHCs modulo RDF vs CHCs over RDF ab-
stractions

Recall that, originally we started with a set of CHCs C; that contain applications
of RDF f. We showed that replacing f with a fresh relation F' preserves satisfi-
ability (theorem 1) but not solutions (Ex. 7). Re-introducing f regains solutions
(theorem 2), but also brings back the problem of undecidability. In this section, we
analyze the effects of re-introducing abstractions of the RDF f into C'r. Recall that
Cr = RCE(op,e)) A Crlf — F] is the transformed CHCs without f applications, and
Cip = RCE(ppe)) A Crlf = (f A F)] is the CHCs we get after conjoining back f.

Using the k-instantiation abstraction When trying to establish that Cyp is
satisfiable modulo ¢ ), our algorithm uses the k-instantiation abstraction. Let
C’p be the result of replacing all constraints in the clauses of Cyp with their k-
instantiation abstractions. (The resulting formulas may be normalized so that all the
newly introduced existential quantifiers in the constraints are converted to universal
quantifiers over the whole clause.) C]’EF has uninterpreted functions. This means that
satisfiability of C’}“F allows the uninterpreted functions to receive some interpretation,
while we are interested in solutions that are valid for any interpretation of the functions,
including the ones that satisfy the abstracted function axioms (akin to an implicit
second order universal quantifier over f). Therefore, C’}“F is outside of the usual
domain of CHCs, and we refrain from considering its satifiability. Instead, we extend
the notion of an A-solution (Def. 2) to the abstracted formula C}“F, and compare
A-solutions of C”;F with A-solutions of the original set of CHCs. Recall that once the
solution is plugged in, the requirement is that the resulting sentences are valid, which
has the effect of implicitly universally quantifying over the uninterpreted function f.
The next theorems show that the k-instatiation abstractions induce a hierarchy in
terms of their sets of solution.

Theorem 3 Let S be an A-solution to C]’;“F. Then, S is an A-solution to Cyp modulo
Pb,@) - ]

PROOF Let kC be the set of CHCs obtained by doing k-instantiation (no abstraction)
of Ctr. By the properties of k-instantiation, we know that kC' = Cp modulo g, g).
Let v be the conjunction of the sentences we get from kC' by replacing all uninterpreted
predicates with their corresponding formulas from S. It suffices to show that 1 is
valid modulo ¢, ). Similarly, let ¥* be the conjunction of sentences we get from CJ’EF
by replacing all uninterpreted predicates with their corresponding formulas from S.
and ¥ differ only in f being uninterpreted in ¢*. Since ¥ is valid, 1 has to be valid
modulo ¢ ). Thus, S is an A-solution to C'yr modulo @, g)- n
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Figure 3.4: Comparing A-solutions of different abstractions of CHCs. Each ellipse
represents the set of A-solutions to the corresponding formula. Validating solutions of
CHC in the shaded region is undecidable.

Importantly, validating A-solutions to C’}“F amounts to checking validity of uni-
versally quantified formulas (equivalently, checking unsatisfiability of quantifier-free
formulas) modulo the background theory combined with uninterpreted functions,
which is decidable.

Another interesting aspect of C}‘“'F is that A-solutions are preserved as k increases:

Theorem 4 If S is an A-solution to Cfp, then S is an A-solution to C}“}, where
K > k. O

PROOF The constraints in the clauses of C’]’?% are stronger than the constraints in the
corresponding clauses of Cf. n

Similarly, if S is an A-solution to Cp, then S is an A-solution to C”;’F for any k. The
hierarchy induced by the different abstractions is outlined in Fig. 3.4. The hierarchy
implies that when searching for a solution to C'yr modulo ¢g,q), we can start with
C})F and unroll f more and more, potentially increasing the set of solutions. If we
find a solution for any value of k, we have a solution to our original problem.

Example 10 Recall the set of CHCs from Ex. 7. We showed that the relationified
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CHC CF did not have an A-solution. However, the set of abstracted CHCs C} I

y ~nil Az~ 0= Length(y,2z)
y # nil A Length(tail (y),I) Az~ 1+1 = Length(y,z)
Length(y,i) Ai ~ length,/(y) Ai = ite(y ~ nil, 0,1 + length,¢(tail (y))) = Inv (y,i,i)
Length(y,j) Aj =~ length,s(y) Aj ~ite(y ~ nil, 0,1 + length,¢(tail (y))) A
Length(y',j’) Aj’ ~ length,(y') Aj" ~ite(y’ = nil, 0,1+ length,(tail (y'))) A
Inv (y,i,j ) Ay Znil Ay ~tail (y) = Inv(Y,i—1,j")
Length(y,j) Aj ~length,s(y) Aj ~ite(y = nil, 0,1 + length,¢(tail (y))) A
Inv(y,i,j)Ay=nil Ai 0= L

has a solution which maps Inv to the formula ¢ ~ j (as in the solution for C) and
Length to the formula T. Furthermore, validating this solution is decidable as the
validation query is a quantifier free formula over a combination of ADTs, LIA, and
UF. a)

Using the uninterpreted function abstraction When trying to establish that
Cr is unsatisfiable modulo ¢g,q), our algorithm avoids the presence of uninterpreted
functions in the CHCs by using the uninterpreted function abstraction.

Let C’ﬁ, be the result of replacing all constraints in the clauses of Cyp with their

o abstractions. This abstraction preserves counterexamples:

Theorem 5 If C’;f} is unsatisfiable, then Cyp is unsatisfiable modulo o). o

Proor We know from theorem 1 and theorem 2 that, modulo ¢ q), Cr is equisat-
isfiable to C'yp. We prove that if C]’f; is unsatisfiable, then C'r is unsatisfiable. The
contrapositive of this statement is that if C'r is satisfiable, then C}“; is satisfiable. The
constraints in the clauses of C’lﬁ, are stronger than the constraints in the corresponding
clauses of Cr. Therefore, for all models M, if M = Cp, then M = C’;f? n

3.6 Solving CHC Modulo ADT and RDF

In this section, we present RACER, an algorithm that solves CHCs of the form
Ctr (Eq. (3.6)) modulo a catamorphism axiom ¢, q) for f. RACER is sound: if it
finds a solution, it is a solution for the original set of CHCs, C'y, modulo the axiom;
if it declares UNSAT, then the original set of CHCs modulo the axiom is UNSAT.
Further, if C; is UNSAT, RACER is guaranteed to terminate. RACER works by
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Algorithm 8: The RACER algorithm. The parts of the algorithm which are
highlighted in ‘green (resp. yellow ) are the only places that use af (resp.
oszT) abstraction. Pink highlights the increment of k. The rest of the
algorithm is the same as SPACER.

Input: A CHC of the form Eq. (3.6) 30 function is_pad_rch() :
Input: A catamorphism axiom ¢;p, g 31 0:=R' A( ; R [yi,4]) ABad
Output: SAT/UNSAT 32 return 1SSAT(0)
1 RF :={(nil,b)}; 33 function  block_pob((6,i + 1, P)):
2 O =R";0f =TVi>0 34 B:=ak (Fp(D))
3 R':=1;,0 :=T,Vi>0; 35 ¢:=ITP(,0)[z — 7]
4 N:=0k:=0 36 ¢:=IND_GEN(c)
5 cre.ate,pred,bad() 37 OP =OP AL Vj<i+1
6 while T do ! ) )
. o 38 function creatg-pred_bad():
7 (0,14 1,P) = Q.pop() | i — Kt : _
8 I, M,res := check_reach({0,i,P)) = O AL Oy s 2] Ay (F(yi) = z)) ABad
9 if resthen 40 if —1sSaT(6@) then return
10 create_pred(Z, (0,7 + 1, P), M) 41  Let M |= 6;0 := vars(0)
11 if is_badrch() then return UNSAFE 42 for (Q,4) € UT™™ do
12  else 43 pob := MBP (v \ {3},6, M) Q := QU (pob, N + 1, Q)
13 block-pob((0,i+1,P)) 44 function create_pred(Z, (9,7 + 1,P), M):

14 Q:=QuU{h,i+2,7P)
15 if is_bad_blkd() then
16 ki=k+1

45 & :={(Q,a)| (Q,u) € UT AM W R9al}
46 if ® = ( then
// compute successor

r N=N+l 47 0= vars(D) \ {2}

18 create_pred_bad() 48 T T
19 if chk.ind() then return  SAFE "= P(v’a,f_l( N ), M)
20 function chk.ind() : 49  RP:=RPVr@ — 7]

21 reum 3j-0<j<N-1A0l,, = O AOF,, = OF50 else
22 function check-reach((6,4, P)): 51 kids:=0

= T o 2 o @uenn

24 if —1sSaT(B) thenreturn  _ _ L 54 ~ := MBP(3 an (T A6'), M)
_ _ 7P . oACXy )

25  p:={ReW]|(Q,v) €eUT } 55 = ~lE > 7]

26 M := maxsat(f,p) 56 kids := kids U (v, i, Q)

27 7 := Implicant(8, M)
28 ZI:=IAN{r|repuAMEr}
29 return Z,M,T

57 Q = QUkids

58 Q:=QuU(,(i+1),P)

59 function is_had blkd():

60 0:=0§ A( ; OF [bi 2] A o (f(yi)=z))ABad
61 return — 1SSAT(0)

simultaneously searching for A-solutions of C}“F as well as counter examples to C’J’fITJ
while periodically increasing k. RACER is based on SPACER (see Sec. 1.8). The input
to RACER (Alg. 8) are CHCs of the form Eq. (3.6) together with a function axiom for
f and the output is SAFE/UNSAFE. RACER need not terminate. CHCs like those
in Eq. (3.6) have exactly 2 uninterpreted predicates: I, the uninterpreted predicate
representing the desired inductive invariant of the program or F', the relationified
RDF. Alg. 8 is an instantiation of Alg. 3 for just 2 predicates augmented with RACER
specific steps (highlighted).
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The Initialization phase RACER initializes both RF and OF to {(nil,b)} (Line 1).
Note that we are using a set of states to represent a formula over variables z. Next,
R! is initialized with L and all the O with T. These initialization steps are sound
because in Eq. (3.6), F' is the only predicate that appears in the head of a clause that
has no predicate in the body. After initialization, RACER creates predecessors to Bad
and add them to the queue (line 5).

IC3-part of the algorithm Just like SPACER (Alg. 3, Sec. 1.8), RACER iteratively
calls the check_reach function to check the reachability of a POB at a particular
level (line 8). The check_reach function first checks whether the POB is blocked
using may summaries (line 24). If the check is satisfiable, the function finds a model
that satisfies as many must summaries as possible using a max_sat algorithm. The
check_reach function returns T only if the may summaries are not strong enough to
block the POB at this level. In this case, the algorithm calls the create_pred function to
create and add predecessor POBs to the queue (line 10). Otherwise, it calls the block_pob
to learn a lemma that blocks the POB (line 13). The create_pred function (line 44)
uses Model Based Projection (MBP, see Sec. 1.3) to create a predecessor POB for
all the predicates in the tail whose must summaries are not satisfied by the model
(but their may summaries are). If there are no such predicates, the POB is reachable
from the must summaries. In this case, the algorithm computes a reachable state that
intersects with the POB using MBP (line 48) and adds it to the set of reachable states.
RACER routinely checks whether Bad is reachable (line 11) and increases the depth of
exploration when Bad is blocked (line 15).

The role of abstractions When checking for one-step reachability, RACER uses
the k-instantiation abstraction to abstract the predicate transformer (line 23). RACER
employs the same abstraction when learning a lemma (line 33) and when checking
whether Bad is blocked (line 59). This ensures any inductive invariant RACER finds is
an A-solution to CJ’Z‘F. RACER employs both uninterpreted function abstraction and k-
instantiation abstraction when computing predecessors (line 54) and successors (line 48).
This ensures that if Bad is reachable, it is reachable in C’jf;

MBP RACER generates predecessor POBs by using MBP to eliminate post state
variables. While there are algorithms to compute MBP for the theory of ADTs [17], it
is not clear how to compute MBP in the presence of UF because of lack of quantifier
elimination. The abstractions ensure that there are no UF when MBP is applied.
Thus, RACER uses MBP for ADT+LIA from [15].
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Progress From the properties of 1C3, it follows that, whenever RACER or SPACER
increments the depth of exploration (/N in Alg. 8), there are no counterexamples of
lower depth. We say that RACER (SPACER) makes progress if all non-terminating
executions of RACER (SPACER) increment the depth of exploration infinitely often.
In RACER (Alg. 8), this amounts to executing line 15 infinitely often on all non-
terminating executions.

SPACER makes progress as long as the underlying theory is decidable and has
a finite MBP. RACER keeps the underlying theory decidable by using abstractions
to ensure that all queries are quantifier free formulas without RDFs. However,
unlike SPACER, RACER does not use the same formula to check reachability of a
POB and to compute its predecessors. Instead, RACER uses only the k-instantiation
abstraction when checking reachability and uses both k-instantiation abstraction as
well as uninterpreted function abstraction when computing predecessors using MBP.
This makes arguing about progress a little tricky.

We first make two assumptions and show that RACER makes progress under those
assumptions. We then relax those assumptions and argue why RACER still makes
progress. Assume that & is fixed and that, during the one-step reachability check
RACER employs both uninterpreted function abstraction as well as the k-instantiation
abstraction instead of doing only the k-instantiation abstraction. Therefore, just like
in the original SPACER, the formula to check reachability of a POB and the formula to
compute its predecessors are the same. Since the MBP for the underlying theory is
finite [15], each POB can only have a finite number of predecessors. Therefore, RACER
makes progress under these assumptions. Now we relax the second assumption and
employ only the k-instantiation abstraction during one-step reachability check. Let
ak (0) be the k-instantiation abstracted formula that RACER uses to check reachability.

We know that o (A) is weaker than o (6). Therefore, all models of af; (6) are also

models of a?(@). Hence, when RACER computes MBP, no new models have been
introduced just because we relaxed this assumption. Therefore, MBP is still be finite
and RACER still makes progress. As for the first assumption, RACER makes progress
as long as k is not increased too frequently. In our implementation, k is increased by
1 each time N is increased. Since the depth of counterexamples in any unsatisfiable
CHCs is finite, the progress guarantee ensures that RACER is guaranteed to terminate
on all unsatisfiable CHCs. Combining this with the results from earlier sections, we
conclude the following:

Theorem 6 Let Cyr be a set of reltionified CHCs modulo function axiom @gp.g). If
Cyp is UNSAT, RACER terminates and returns UNSAT. If Crp is satisfiable, if
RACER terminates, it returns a solution to Cyp. o
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Category Count Eldarica SpaACErR HOICE RACER

Programs with RDFs 44 0/0 1/8 18/3 36/0
Programs without RDFs 43 /7 22/20 13/15  22/20
Total 87 77 23/28  31/18  58/20

Table 3.1: Comparing solved instances on RUST-BENCH. In each cell, the first entry
is the number of SAT instances solved and the second entry is the number of UNSAT
instances solved in that category.

Category Count Eldarica VeriMAP CVC4 SPACER RACER

Queue 11 2 4(2) 3 0 4 (1)
Tree 18 0 12 (1) 7(1) 0 7
Heap 12 0 7 (3) 1 0 4 (1)
UNSAT 23 20 13 0 23 (1) 22
Total 64 22 36 11 23 37

Table 3.2: Comparing RACER with SPACER, Eldarica, CVC4, and VeriMAP on
LEON-BENCH. The first three rows show SAT instances. The UNSAT row shows
UNSAT instances from all three categories. The number of unique instances solved
are shown in brackets.

3.7 Implementation and Evaluation

We have implemented RACER on top of SPACER in Z3?. Our implementation supports
CHCs modulo multiple ADTs as well as multiple RDFs as long as all RDFs are
relationified (i.e., in the form Eq. (3.6)).

Benchmark description While we are mainly interested in solving CHCs encoding
imperative programs, to show the robustness of our approach, we evaluate RACER on
CHC benchmarks obtained from two sources. The first group, called RUST-BENCH,
contains 87 CHCs encoding safety of imperative Rust programs from [79]. The second

30ur implementation is available at https://github.com/hgvk94/z3/tree/racer
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group, called LEON-BENCH, contains 64 CHCs encoding safety of ADT manipulating
functional programs [28].

Getting benchmarks into the desired form While the benchmarks encode
programs manipulating ADTs, they do not take advantage of RDFs. That is, the
CHCs in these benchmarks capture programs using only uninterpreted predicates.
They are relationified CHCs conjoined with positive relation constraints of RDFs (of
the form Eq. (3.3), extended to include multiple F' predicates).

We convert these CHCs into the desired form* of Cr (Eq. (3.6)) modulo all
function axioms by identifying some predicates F' with the RDFs f they correspond
to, and recovering their RDF definitions. Specifically, we identify a subset of program
methods as implementing RDFs and all other program methods (including recursive
ones) as an implementation of some imperative program. For all program methods
that define RDFs, we produce both their CHC encoding (positive relation constraint)
and RDF axioms. All program methods that compute arithmetic properties of ADTs
are considered as RDFs. For example, a method that checks whether a given list
contains an element is considered an RDF, whereas a method that appends a given
element to a list is not.

We use term abstraction to facilitate solutions that do not contain RDF applications.
Specifically, we introduce new (arithmetic) variables to represent applications of RDFs
that are necessary to prove safety. These variables are added to predicates in the
CHCs as arguments that can be used in solutions. The equalities between the variables
and the RDF applications that they represent are added to the bodies of the CHCs.
Term abstraction is done greedily: for each RDF and each predicate argument, if the
RDF can be applied either to the argument itself or, if the argument is a record type,
to a selector applied to the argument, a new variable is introduced to capture the
RDF application. We stress that this process is completely automatic. That is, we
use the same exact input for all the tools in our evaluation. For our tool, we do a
simple preprocessing step that identifies relationfied RDFs, re-encodes them as RDFs,
and generates terms for term abstraction.

Evaluation on Rust-bench The RUST-BENCH benchmark suite encodes Rust
programs that manipulate ADTs. Of the 87 benchmarks, only 44 manipulate recursive
ADTs (lists and trees) and contain (recovered) RDFs. The RDFs computed the length
of lists, size of trees and sum of elements of trees and lists. On these benchmarks,

4Both modified and unmodified benchmarks are publicly available at https://doi.org/10.5281/
zenodo.5083780.
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we compare RACER with Eldarica® [61], SPACER, and HOICE— state-of-the-art tools
that support CHCs modulo ADT. Since none of these solvers support CHCs modulo
RDFs, they cannot be run on our modified benchmarks. To make a comparison, we
run them on the original set of benchmarks from [79]. We ran all four solvers with a
timeout of 100s. Our results are shown in Tab. 3.1. In total, RACER solves 29 (resp.
27) more benchmarks than HOICE (resp. SPACER). When we only consider programs
that contain RDFs, RACER solves 15 (resp. 27) more instances than HOICE (resp.
SPACER). The superiority of RACER is clear when looking at the number of SAT
instances it solves (58) compared to HOICE (31) and SPACER (23).

Evaluation on Leon-bench The benchmarks in LEON-BENCH encode verification
condition validation queries generated by Leon [97]. The benchmarks encode operations
on three types of ADTs: Queues, Trees, and Heaps. The RDFs compute size of the
ADTs, checks membership in them, removes the last element, and checks whether they
are sorted. We present our evaluation results on SAT and UNSAT CHCs separately.
We further split the SAT benchmarks based on the type of ADTs.

On LEON-BENCH, we compare RACER with three CHC solvers: VeriMap [28],
SPACER, Eladarica and with CVC4 [92] (with the subgoal generation heuristic enabled).
For our evaluation, we use three different versions of these benchmarks: (1) to evaluate
Verimap, Eldarica, and SPACER, we use the CHC encoding over ADTs and LIA, (2)
to evaluate CVC4, we use the original verification condition validation queries but
without any of the subgoals, as done in [28], and (3) to evaluate RACER, we conjoin
RDFs to CHCs as mentioned earlier.

Tab. 3.2 shows the results of our evaluation. In summary, RACER is quite compet-
itive with all other solvers even though RACER was designed for verifying imperative
programs and not functional programs. In fact, in almost all categories, RACER solves
benchmarks that other solvers do not solve.

We could not compare RACER with all solvers on all benchmarks because the tools
do not support exactly the same inputs: Eldarica, HOICE, and SPACER support CHCs
in the SMT2-LIB format, VeriMap supports CHCs modulo ADTs but in the Prolog
format, and the inductive reasoning in CVC4 works with SMT-LIB formulas. We
also repeated the experiments with a larger timeout of 30 minutes and did not see
any change in number of instances solved for any of the solvers.

5We could not make use of Eldarica’s support for size constraints because in our benchmarks,
RDFs are not restricted to size constraints.
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3.8 Conclusion

In this chapter, we present a procedure for solving CHCs modulo ADTs and RDFs.
Our approach sidesteps the undecidability of the underlying logic by simultaneously
approximating the RDF's using multiple abstractions. One abstraction compiles RDF
to CHCs while preserving satisfiability (but not solutions). It is used to detect
unsatisfiability of CHCs (i.e., counterexamples to safety verification). The other
abstraction, parameterized by the depth of unfolding k, replaces RDF's by their finite
unfolding. As k increases, the abstraction enables more solutions that are potentially
lost by the first abstraction. The two abstractions are explored in tandem in an
IC3-style algorithm. Remarkably, the algorithm is able to automatically combine
learning inductive invariants over ADTs and RDFs with learning inductive lemmas of
RDFs.

While our presentation focuses on specific RDFs — catamorphisms — our results
are more general. They apply to arbitrary well defined RDFs. The only requirements
are that the function is total and it is possible to isolate the base- and recursive-cases
in the definition.

We have implemented our technique on top of SPACER. Our evaluation shows sig-
nificant improvement of our technique over state-of-the-art CHC solvers on imperative
programs while still being competitive on functional programs.
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Chapter 4

Fast Approximations Of Quantifier
Elimination

Quantifier Elimination (qelim) is used in many automated reasoning tasks including
program synthesis [73], exist-forall solving [31], [32], quantified SMT [15], and Model
Checking [71]. Complete gelim, even when possible, is computationally expensive,
and solvers often approximate it. We call these approximations quantifier reductions,
to separate them from qelim. The difference is that quantifier reduction might leave
some free variables in the formula.

For example, Z3 performs quantifier reduction, called QELITE, by greedily sub-
stituting variables by definitions syntactically appearing in the formulas. While it is
very useful, it is necessarily sensitive to the order in which variables are substituted
and depends on definitions appearing explicitly in the formula. Even though it may
seem that these shortcomings need to be tolerated to keep QELITE fast, we show that
it is not actually the case; we propose an egraph-based algorithm, QEL, to perform
fast quantifier reduction that is complete relative to some semantic properties of the
formula. Egraph [88] (see Sec. 1.2.1) is a data structure that compactly represents
infinitely many terms and their equivalence classes. It was initially proposed as a
decision procedure for EUF [38] and used for theorem proving (e.g., SIMPLIFY [29)]).
Since then, the applications of egraphs have grown. Egraphs are now used as term
rewrite systems in equality saturation [63], [99], for theory combination in SMT
solvers [29], [89], and for term abstract domains in Abstract Interpretation [20], [13],
[53]. Using egraphs for rewriting or other formula manipulations (like qelim) requires
a special operation, called extract, that converts nodes in the egraph back into terms.
Term extraction was not considered when egraphs were first designed [38]. As far
as we know, extraction was first studied in the application of egraphs for compiler
optimization. Specifically, equality saturation [63], [9%] is an optimization technique
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over egraphs that consists in populating an egraph with many equivalent terms inferred
by applying rules. When the egraph is saturated, i.e., applying the rules has no effect,
the equivalent term that is most desired, e.g., smallest in size, is extracted. This is a
recursive process that extracts each sub-term by choosing one representative among
its equivalents.

Application of egraphs to rewriting have recently resurged driven by the egg
library [103] and the associated workshop®. In [103], the authors show, once again,
the power and versatility of this data structure. Motivated by applications of equal-
ity saturation, they provide a generic and efficient framework equipped with term
extraction, based on an extensible class analysis.

Egraphs seem to be the perfect data-structure to address the challenges of quantifier
reduction: they allow reasoning about infinitely many equivalent terms and consider
all available variable definitions and orderings at once. However, things are not always
what they appear. The key to quantifier reduction is finding ground (i.e., variable-free)
representatives for equivalence classes with free variables. This goes against existing
techniques for term extraction since it requires selecting larger, rather than smaller,
terms to be representatives. Selecting representatives carelessly makes term extraction
diverge. To our surprise, this problem has not been studied so far. In fact, egg [103]
incorrectly claims that any representative function can be used with its term extraction,
while the implementation diverges. We bridge this gap by providing necessary and
sufficient conditions for a representative function to be admissible for term extraction
as defined in [63], [103]. Furthermore, we extend extraction from terms to formulas to
enable extracting a formula of the egraph.

Our main contribution is a new quantifier reduction algorithm, called QEL. Building
on the term extraction described above, it is formulated as finding a representative
function that maximizes the number of ground terms as representatives. Furthermore,
it greedily attempts to represent variables without ground representatives in terms
of other variables, thus further reducing the number of variables in the output. We
show that QEL is complete relative to ground definitions entailed by the formula.
Specifically, QEL guarantees to eliminate a variable if it is equivalent to a ground
term.

Whenever an application requires eliminating all free variables, incomplete tech-
niques such as QELITE or QEL are insufficient. In this case, gelim is under-
approximated using a Model Based Projection (MBP, see Sec. 1.3) that uses a
model M of a formula to guide under-approximation using equalities and variable
definitions that are consistent with M. We show that MBP for Arrays and Algebraic
DataTypes (ADTSs) can be implemented using our new techniques for QEL together
with the machinery from equality saturation. in Sec. 4.4. Just like SMT solvers use

https://pldi22.sigplan.org/series/egraphs.
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egraphs as glue to combine different theory solvers, we use egraphs as glue to combine
projection for Arrays and ADTs. The algorithm uses insights from QEL to produce
less under-approximate MBPs.

We implemented QEL and the new MBP using egraphs inside the state-of-art SMT
solver Z3 z3. Our implementation (referred to as Z3EG) replaces the existing QELITE
and MBP. We evaluate our algorithms in two contexts. First, inside the QSAT [17]
algorithm for quantified satisfiability in the LA and ADT fragment. The performance
of QSAT in Z3EG is improved, compared to QSAT in Z3, when ADTs are involved.
Second, we evaluate our algorithms inside the Constrained Horn Clause (CHC)
solver SPACER [71]. Our experiments show that SPACER in Z3EG solves many more
benchmarks containing nested Arrays and ADTs.

Related Work. Quantifier reduction by variable substitution is widely used in
quantified SMT [15], [18]. To our knowledge, we are the first to look at this problem
semantically and provide an algorithm that guarantees that the variable is eliminated
if the formula entails that it has a ground definition.

Term extraction for egraphs comes from equality saturation [63], [98]. The egg
Rust library [103] is a recent implementation of equality saturation that supports
rewriting and term extraction. However, we did not use egg because we integrated
QEL within Z3 and built it using Z3 data structures instead.

Model Based Projection was first introduced for the SPACER CHC solver for LIA
and LRA [71] and extended to the theory of Arrays [70] and ADTs [15]. Until now, it
was implemented by syntactic rewriting. Our egraph-based MBP implementation is
less sensitive to syntax and, more importantly, allows for combining MBPs of multiple
theories for MBP of the combination. As a result, our MBP is more general and less
model dependent. Specifically, it requires fewer model equalities and produces more
general under-approximations than [15], [70].

Outline. The rest of the chapter is organized as follows. In Sec. 4.1, we explain how
we construct an egraph of a formula. Sec. 4.2 introduces term extraction, extends
it to formulas, and characterizes representative-based term extraction for egraphs.
Sec. 4.3 presents QEL, our algorithm for fast quantifier reduction that is relatively
complete. Sec. 4.4 shows how to compute MBP combining equality saturation and the
ideas from Sec. 4.3 for the theories of ADTs and Arrays. All algorithms have been
implemented in Z3 and evaluated in Sec. 4.5.

This chapter has been published in the 35 International Conference on Computer
Aided Verification (CAV 2023) [15].
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i1(m,y,2) 2 2z~ read(a, ) Nk + 1=~ read(a,y) Nz ~y A3 > 2

Figure 4.1: Example egraph of ¢4 .

eaa(z,y) £ eqe, f()) A eq(d, f(y))

(a) G, interpreting eq as ~.  (b) Gy, not interpreting eq.  (c) G., combining (a) and (b).
Figure 4.2: Different egraph interpretations for 5.

4.1 An Egraph of a Formula

We consider formulas that are conjunctions of equality literals (recall that we represent
predicate applications by equality literals). Given aformula ¢ £ (t; & uy A -+ Aty = ),
an egraph from ¢ is built (following the standard procedure [33]) by creating nodes
for each t; and wu;, recursively creating nodes for their subexpressions, and merging the
classes of each pair t; and wu;, computing the congruence closure for root. We write
egraph(p) for an egraph of ¢ constructed via some deterministic procedure based on
the recipe above. Fig. 4.1 shows an egraph(y1) of ¢41. The equality z ~ read(a, x)
is captured by N(3) and N(4) belonging to the same class (i.e., red arrow from N(4)
to N(3)). Similarly, the equality = ~ y is captured by a red arrow from N(9) to N(8).
Note that by congruence, ¢, 1 implies read(a, x) = read(a,y), which, by transitivity,
implies that k& + 1 ~ read(a,z). In Fig. 4.1, this corresponds to red arrows from N(5)
and N(6) to N(3). The predicate application 3 > z is captured by the red arrow from
N(1) to N(0). From now on, we omit T and L and the corresponding edges from
figures to avoid clutter.

Explicit and Implicit Equality. Note that egraphs represent equality implicitly
by placing nodes with equal terms in the same equivalence class. Sometimes, it
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is necessary to represent equality explicitly, for example, when using egraphs for
equality-aware rewriting (e.g., in egg [103]). To represent equality explicitly, we
introduce a binary Bool function eq and write eq(a, b) for an equality that has to be
represented explicitly. We change the egraph algorithm to treat eq(a,b) as both a
function application, and as a logical equality a ~ b: when processing term eq(a,b),
the algorithm both adds eq(a,b) to the egraph, and merges the nodes for a and b into
one class. For example, Fig. 4.2 shows three different interpretations of a formula
@42 with equality interpreted: implicitly (as in [38]), explicitly (as in [103]), and both
implicitly and explicitly (as in this work).

4.2 Extracting Formulas from Egraphs

Egraphs were proposed as a decision procedure for EUF [88] — a setting in which
converting an egraph back to a formula, or extracting, is irrelevant. Term extraction
has been studied in the context of equality saturation and term rewriting [63], [103].
However, existing literature presents extraction as a heuristic, and, to the best of our
knowledge, has not been exhaustively explored. In this section, we fill these gaps in
the literature and extend extraction from terms to formulas.

Term Extraction. We begin by recalling how to extract the term of a node.
The function ntt (node-to-term) in Alg. 9 does an extraction parametrized by a
representative function repr : N — N (same as in [103]). A function repr assigns
each class a unique representative node (i.e., nodes in the same class are mapped to
the same representative) so that proor = prepr- The function ntt extracts a term of a
node recursively, similarly to term, except that the representatives of the children of a
node are used instead of the actual children. We refer to terms built in this way by
ntt(n, repr) and omit repr when it is clear from the context.

As an example, consider repr, = {N(3),N(8))} for Fig. 1.1. For readability, we
denote representative functions by sets of nodes that are the class representatives,
omitting N(T) that always represents its class, and omitting all singleton classes. Thus,
repr,; maps all nodes in class(N(3)) to N(3), nodes in class(N(8)) to N(8), nodes in
class(N(T)) to N(T), and all singleton classes to themselves. For example, ntt(N(5))
extracts read(a, x), since N(9) has as representative N(8).

Formula Extraction. Let G = egraph(y) be an egraph of some formula ¢. A
formula v is a formula of G, written isFormula(G,)), if 2 = 7.

Alg. 9 shows an algorithm to_formula(repr,S) to compute a formula v that
satisfies isFormula(G, 1) for a given egraph G. In addition to repr, to_formula
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Algorithm 9:  Producing formulas from an egraph.

1 function egraph:: to formula (repr ,S): 9 function egraph:: ntt (n,repr):

2 Lits :=10 10 egraph:: ntt (n, repr )

3 for r=repr(r) e N do 11 f :=L[n|

4 t:=ntt (r,repr) 12 if deg(n) =0 then

5 for n e (class(r)\r) do 13 return f

6 if n¢gSthen 14 else

7 Lits := Lits U {t ~ ntt (n, repr )} 15 for i €[1,deg(n)] do

8 return A Lits 16 Argsli] := ntt (repr (n[i]), repr)
17 return f (Args)

is parameterized by a set of nodes S C N to exclude?. To produce the equalities
corresponding to the classes, for each representative r, for each n € (class(r)\ {r}) the
output formula has a literal ntt(r) ~ ntt(n). For example, using repr, for the egraph
in Fig. 1.1, we obtain for class(N(8)), (z ~ y); for class(N(3)), (z = read(a,x) N z =
read(a,z) A z ~ k + 1); and for class(N(0)), (T ~ 3 > z). The final result (slightly
simplified) is: x ® y Az = read(a, ) Nz~ k+1A3 > z.

Let G = egraph(yp) for some formula ¢. Note that, 1 computed by to_formula
is not syntactically the same as ¢. That is, to_formula is not an inverse of egraph.
Furthermore, since to_formula commits to one representative per class, it is limited
in what formulas it can generate. For example, since x = y is in ¢, 1, for any repr,
1.1 cannot be the result of to_formula, because the output can contain only one of
read(a, ) or read(a,y).

Representative Functions. The representative function is instrumental for de-
termining the terms that appear in the extracted formula. To illustrate the impor-
tance of representative choice, consider the formula ¢, 3 of Fig. 4.3 and its egraph
G4 = egraph(yp,3). For now, ignore the blue dotted lines. For repr, ,,, to_formula
obtains 1, = (z &~ g(6) A f(¥) ~ 6 Ay ~ 6). For repr,,, to_formula produces
Yy 2 (9(6) =~ x A f(g(6)) ~ 6 Ay~ 6). In some applications (like gelim considered
in this work) v is preferred to 1,: simply removing the literals ¢(6) ~ x and y ~ 6
from 1, results in a formula equivalent to dz,y - ¢43 that does not contain variables.
Consider a third representative choice repr, ,., for node N(1), ntt does not terminate:
to produce a term for N(1), a term for N(3), the representative of its child, N(2), is
required. Similarly to produce a term for N(3), a term for the representative of its
child node N(5), N(1), is necessary. Thus, none of the terms can be extracted with
Tepryse

For extraction, representative functions repr are either provided explicitly or

2The set S aledts the result, but for this section, we restrict to the case of S £ ).
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(a) repr 45, = {N(4),N(5)}  (b) repr 5, = {N(4),N(1)}  (c) repr ;5. = {N(3),N(1)}

Figure 4.3: Egraphs of @43 with Grepr.

implicitly (as in [103]), the latter by associating a cost to nodes and/or terms and
letting the representative be a node with minimal cost. However, observe that not
all costs guarantee that the chosen repr can be used (the computation does not
terminate). For example, the ill-defined repr,,. from above is a representative
function that satisfies the cost function that assigns function applications cost 0 and
variables and constants cost 1. A commonly used cost function is term AST size,
which is sufficient to ensure termination of ntt(n, repr).

We are thus interested in characterizing representative functions motivated by
two observations: not every cost function guarantees that ntt(n) terminates; and the
kind of representative choices that are most suitable for gelim (repr, ,,) cannot be
expressed over term AST size.

Definition 9 Given an egraph G = (N, E, L, root), a representative function repr :
N — N is admissible for G if

(a) repr assigns a unique representative per class,

(b) Proot = Prepr; and

A

(c) the graph Grepr is acyclic, where Grepr = (N, Erepr) and Erepr = {(n, repr(c)) |
¢ € children(n),n € N}. 0

Dotted blue edges in the graphs of Fig. 4.3 show the corresponding Gepr. Intuitively,
for each node n, all reachable nodes in Grepr are the nodes whose ntt term is necessary
to produce the ntt(n). Observe that Grep,, has a cycle, thus, repr, s, is not
admissible. In the rest of this section, we formally show that admissibility is a
necessary and sufficient condition for termination of to_formula.

Assume that G = (N, E, L,root) is an egraph, n,m € N are nodes in G, repr
is a representative function for GG, and that Grepr = (N, Erepr) is the graph in the
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Def. 9. We define the execution trace of an execution of a procedure as the sequence
of procedure calls made during the execution.

Lemma 4 ntt(ny, repr) is in the execution trace of ntt(n,repr) iff there is a path
from n to ny in Grepr. O

PROOF Only if direction. By induction on the length of the path between n and n;
in Grepr.

Base case. 1f the length is one, n, = repr(n[l]), the representative of the child of
n. Since n can not be of degree zero, ntt(n, repr) reaches line 16 and recurses on the
representatives of all children of n. Since ny is one of them, ntt(ny, repr) is in the
execution trace of ntt(n, repr).

Inductive step. Assume that n; is reachable from 7 in Grepr and that execution
trace of ntt(n, repr) contains ntt(n;, repr). We prove that, if there exists an edge
(nj,mj41) in Grepr, execution trace of ntt(n,repr) contains ntt(n;q, repr). Since
there is an edge (n;,n;4+1), nj41 is the representative of one of the children of n;.
Therefore, ntt(n;, repr) reaches line 16 and calls ntt(n;;;, repr). Since the execution
trace of ntt(n, repr) contains ntt(n;, repr), it must also contain ntt(n;iq, repr).

If direction. We prove it by induction on the length of an execution trace.

Base case. The execution trace of ntt(n, repr) is of length 1 only if n has exactly
one child. Therefore, n; = n[1] is the representative of the only child of n. By Def. 9,
(n,ng) € Erepr-

Inductive step. Our inductive hypothesis is that for all j s.t. 1 < j < 4,
ntt(n;,repr) is in the execution trace and there is a path from n to n;. We have
to show that, if ntt(n;,1,repr) is in the execution trace, there is a path from n to
niv1. Since Alg. 9 recurses only on the representatives of children of a node (line 16),
ntt(n;41, repr) is in the trace only if n; 1, is the representative of a child of a node n;
where 1 < j < 4. By our inductive hypothesis, either 7 = 1 or there is already a path
from n to n;. Since n;;; is the representative of a child of n;, by Def. 9, there is an

edge from n; to n;;;. Hence, there is a path from n to n;y. -
Lemma 5 If there is a path from n to ny in Grepr, then n # repr(ny). O
PROOF Let the path from n to ng be ny = n,ng, ..., ng where V1 < j < k-Ji-njy =

repr(n;[i]). For contradiction, assume that n = repr(n;). By Def. 9(a), each
equivalence class has exactly one representative. Therefore repr(ny) = repr(n) = n.
The path n,...,ng_1,n forms a cycle in Grep:. =

Corollary 2 The maximum length of a path in Grepr 1s the number of equivalence
classes in G. o
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Lemma 6 Let M and d respectively be the number of equivalence classes and maximum
out degree in G. The complexity of ntt(n,repr) is O(M¢?). o

PROOF Let T'(n) denote the time to run ntt(n, repr). T'(n) = (X217 (n[i]))+O(1).
This forms a tree with height M, the maximum length of the path in Gyepr. The
number of leaf nodes is M¢. -

Lem. 6 states that acyclicity of Grepr is a sufficient condition for termination of
to_formula. The following lemma states that it is also a necessary condition.

Lemma 7 For a node n € N, let p be the longest path starting from n in Grepr. The

complexity of ntt(n,repr) is Q(length(p)). 0
PROOF By Lem. 4, if there is a path from n to some leaf n;, (n,...,n;, ..., n), all n;
are on the execution trace of ntt(n, repr). n

From Lem. 7, it follows that if Gepr has a cycle involving some node n, ntt(n, repr)
does not terminate, since there is no bound on the longest path, the execution trace
does not have a bound either.

Lemma 8 Given a formula ¢ and G = egraph(y) with an admissible representative
function repr. For every n € G, ¢ |= (term(n) ~ ntt(n, repr)). O

ProoFr By Cor. 2, for every node n, ntt(n, repr) is defined.

We prove by induction. For readability, we omit the repr parameter of ntt. For
the base case, if n has no children term(n) is exactly ntt(n). Therefore, by condition
(b) of admissibility of repr, ¢ = term(n) ~ term(repr(n)).

For the inductive case, let f = L(n). For every child nli]:

By hypothesis, ¢ = (term(repr(n[i])) ~ ntt(repr(nli])));

by transitivity, ¢ = term(n[i]) ~ ntt(repr(nl[i]));

by congruence, ¢ |= (f(term(nfi))) ~ f(ntt(repr(nli)));

by definition, f(term(n[i])) = term(n) and f(ntt(n[i])) = ntt(n).

Therefore ¢ = (term(n) = ntt(n)). n

Finally, we are ready to prove that admissibility is necessary and sufficient for termi-
nation:

Theorem 7 Given an egraph G and a representative function repr, the function
G.to_formula(repr, () terminates with result v such that isFormula(G, 1)) iff repr
1s admissible for G. 0
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PROOF Termination in both directions follows from Lem. 6 and 7.

Given a formula ¢, and its egraph G = egraph(y), and admissible repr, let
Y = G.to_formula(repr, ) we show that isFormula(G,1). We prove that ¢ <> 1 is
a valid formula. We do so in two steps. (1) Let ¢ be of the form (¢4,...,¢,) then
¢ E ¢;, and (2) let ¢ be of the form (¢1,...,¢,) then ¢ = ;.

Step (1), let ¢ be of the form (¢y,...,¢,) then ¢ = ¢;. Each ¢; is of the form
ntt(r) ~ ntt(n) where r = repr(n). By construction and completeness of egraphs,
and conditions (a) and (b) of Def. 9, ¢ | term(r) ~ term(n). By Lem. 8, ¢
term(r) ~ ntt(r) and ¢ | term(n) ~ ntt(n). Then, by transitivity, ¢ = (ntt(r) ~
ntt(n)).

Step (2), let ¢ be of the form (¢4,...,¢,) then ¢ |= ¢;. Each ¢; is of the form
term(n) ~ term(m) where n and m are nodes in G. 9 contains literals ntt(repr(n)) ~
ntt(n) and ntt(repr(m)) ~ ntt(m), then by transitivity we have ¢y = ntt(n) ~
ntt(m). Without loss of generality, assume that n = repr(m), then ¢ = ntt(n) ~
ntt(m). We prove that ¢ = ntt(n) ~ term(n), and the previous equality will
follow by transitivity. By induction. For the base case, n has no children ntt(n) is
exactly term(n), therefore, 1) = ntt(n) ~ term(n). For the inductive case, assume
that for all children n[i], ¥ = ntt(nli]) ~ term(n[i]). ¥ | ntt(repr(n)) ~ ntt(n),
therefore ¢ = ntt(repr(n[i])) ~ ntt(n[i]). Then, by congruence and transitivity
Y | f(ntt(repr(n[i]))) ~ f(term(n[i])), and by definition ¢ = ntt(n) =~ term(n). m

To the best of our knowledge, theorem 7 is the first complete characterization of
all terms of a node that can be obtained by extraction based on class representatives
(via describing all admissible repr, note that the number is finite). This result
contradicts [103], where it is claimed to be possible to extract a term of a node for
any cost function. The counterexample is repr, ;.. Importantly, this characterization
allows us to explore representative functions outside those in the existing literature,
which, as we show in the next section, is key for gelim.

4.3 Quantifier Reduction

Quantifier reduction is a relaxation of quantifier elimination: given two formulas ¢
and ¢ with free variables v and u, respectively, ¢ is a quantifier reduction of ¢ if
@ C v and ¢ =97, If 4 is empty, then 1) is a quantifier elimination of ¢°. Note that
quantifier reduction is possible even when quantifier elimination is not (e.g., for EUF).
We are interested in an efficient quantifier reduction algorithm (that can be used as
pre-processing for gelim), even if a complete gelim is possible (e.g., for LIA). In this
section, we present such an algorithm called QEL.
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Algorithm 10:  QEL — Quantifier reduction using egraphs.
Input: A formula ! with free variables V.
Output: A quantifier reduction of ! .

1 function QEL(!, v):

2 G :=-egraph(!)

3 repr := G.find _defs (V)

4 repr := G.refine _defs (repr,v)

5

6

core := G.find _core (repr )
return G.to formula (repr ,G.Nodeg() \ core)

Intuitively, QEL is based on the well-known substitution rule: (3z -z ~t A ¢) =
@[ +— t]. A naive implementation of this rule, called QELITE in Z3, looks for syntactic
definitions of the form = ~ ¢ for a variable x and an z-free term ¢ and substitutes x
with ¢t. While efficient, QELITE is limited because of: (a) dependence on syntactic
equality in the formula (specifically, it misses implicit equalities due to transitivity and
congruence); (b) sensitivity to the order in which variables are eliminated (eliminating
one variable may affect available syntactic equalities for another); and (c) difficulty in
dealing with circular equalities such as = ~ f(z).

For example, consider the formula ¢, 3(x, y) in Fig. 4.3. Assume that y is eliminated
first using y ~ f(z), resulting in z ~ g(f(x)) A f(x) =~ 6. Now, z cannot be eliminated
since the only equality for z is circular. Alternatively, assume that QELITE somehow
noticed that by transitivity, ¢,3 implies y ~ 6, and obtains (3y - p43) = = ~
g(6) A f(x) ~ 6. This time, = g(6) can be used to obtain f(g(6)) ~ 6 that is a qelim
of ¢ ;. Thus, both the elimination order and implicit equalities are crucial.

In QEL, we address the above issues by using an egraph data structure to concisely
capture all implicit equalities and terms. Furthermore, egraphs allow eliminating
multiple variables together, ensuring that a variable is eliminated if it is equivalent
(explicitly or implicitly) to a ground term in the egraph.

Pseudocode for QEL is shown in Alg. 10. Given an input formula ¢, QEL first
builds its egraph G (line 1). Then, it finds a representative function repr that maps
variables to equivalent ground terms, as much as possible (line 2). Next, it further
reduces the remaining free variables by refining repr to map each variable x to an
equivalent z-free (but not variable-free) term (line 4). At this point, QEL is committed
to the variables to eliminate. To produce the output, find_core identifies the subset
of the nodes of G, which we call core, that must be considered in the output (line 5).
Finally, to_formula converts the core of G to the resulting formula (line 6). We show
that the combination of these steps is even stronger than variable substitution.

To illustrate QEL, we apply it on ¢ ; and its egraph G from Fig. 1.1. The function
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(a) repr 4 4, ={N(1),N(4),N(5)} |(b) repr ; ,;,={N(3),N(6),N(5)} [(c) repr 4,.={N(1),N(6),N(5)}

Figure 4.4: Egraphs including Grepr 0f ¢4.4.

find defs returns repr = {N(6),N(8)}®. Node N(6) is the only node with a ground
term in the equivalence class class(N(3)). This corresponds to the definition z ~ k + 1.
Node N(8) is chosen arbitrarily since class(N(8)) has no ground terms. There is no
refinement possible, so refine_defs returns repr. The core is N \ {N(3),N(5),N(9)}.
Nodes N(3) and N(9) are omitted because they correspond to variables with definitions
(under repr), and N(5) is omitted because it is congruent to N(4) so only one of them
is needed. Finally, to_formula produces k + 1 = read(a,z) A3 > k + 1. Variables z
and y are eliminated.

In the rest of this section we present QEL in detail and QEL’s key properties.

Finding Ground Definitions. Ground variable definitions are found by selecting
a representative function repr that ensures that the maximum number of terms in
the formula are rewritten into ground equivalent ones, which, in turn, means finding a
ground definition for all variables that have one.

Computing a representative function repr that is admissible and ensures finding
ground definitions when they exist is not trivial. Naive approaches for identifying
ground terms, such as iterating arbitrarily over the classes and selecting a representative
based on term(n) are not enough — term(n) may not be in the output formula. It is
also not possible to make a choice based on ntt(n), since, in general, it cannot be yet
computed (repr is not known yet).

Admissibility raises an additional challenge since choosing a node that appears
to be a definition (e.g., not a leaf) may cause cycles in Gyepy. For example, consider
@44 of Fig. 4.4. Assume that N(1) and N(4) are chosen as representatives of their
equivalence classes. At this point, Grepr has two edges: (N(5),N(4)) and (N(2),N(1)),
shown by blue dotted lines in Fig. 4.4a. Next, if either N(2) or N(5) are chosen as

3Recall that we only show representatives of non-singleton classes.
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Algorithm 11:  Find definitions maximizing groundness.

1 function egraph:: find _defs (v): 9 function egraph:: process (repr ,todo):
2 forneN do 10 while todo # () do
3 repr (n) := % 11 n := todo.pop()
4 todo := {leaf(n) |n € N A ground(n)} 12 if repr (n) # % then
5 repr := process (repr ,todo) 13 continue
6 todo:= {leaf(n) |neN} 14 for n' € class(n) do
7 repr := process (repr ,todo) 15 repr (n') :=n
8 return repr 16 for n' € clasg(n) do
17 for p € parents (n') do
18 if Vc e children (p)-repr (c) # % then
19 todo.push(p)

20 return repr

representatives (the only choices in their class), then Grepr becomes cyclic (shown in
blue in Fig. 4.4a). Furthermore, backtracking on representative choices needs to be
avoided if we are to find a representative function efficiently.

Alg. 11 finds a representative function repr while overcoming these challenges. To
ensure that the computed representative function is admissible (without backtracking),
Alg. 11 selects representatives for each class using a “bottom up” approach. Namely,
leaves cannot be part of cycles in Grepr because they have no outgoing edges. Thus,
they can always be safely chosen as representatives. Similarly, a node whose children
have already been assigned representatives in this way (leaves initially), will also
never be part of a cycle in Gyepr. Therefore, these nodes are also safe to be chosen as
representatives.

This intuition is implemented in find defs by initializing repr to be undefined
(%) for all nodes, and maintaining a workset, todo, containing nodes that, if chosen
for the remaining classes (under the current selection), maintain acyclicity of Grep:-
The initialization of todo includes leaves only. The specific choice of leaves ensures
that ground definitions are preferred, and we return to it later. After initialization,
the function process extracts an element from todo and sets it as the representative
of its class if the class has not been assigned yet (lines 12 and 15). Once a class
representative has been chosen, on lines 16 to 19, the parents of all the nodes in the
class such that all the children have been chosen (the condition on line 18) are added
to todo.

So far, we discussed how admissibility of repr is guaranteed. To also ensure that
ground definitions are found whenever possible, we observe that a similar bottom up
approach identifies terms that can be rewritten into ground ones. This builds on the
notion of constructively ground nodes, defined next.
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A class ¢ is ground if ¢ contains a constructively ground, or c-ground for short,
node n, where a node n is c-ground if either (a) term(n) is ground, or (b) n is not a
leaf and the class class(n[i]) of every child n[i] is ground. Note that nodes labeled by
variables are never c-ground.

In the example in Fig. 1.1, class(N(7)) and class(N(8)) are not ground, because all
their nodes represent variables; class(N(6)) is ground because N(6) is c-ground. Nodes
N(4) and N(5) are not c-ground because the class of N(8) (a child of both nodes) is not
ground. Interestingly, N(1) is c-ground, because class(N(3)) = class(N(6)) is ground,
even though its term 3 > z is not ground.

Ground classes and c-ground nodes are of interest because whenever ¢ |= term(n) ~
t for some node n and ground term ¢, then class(n) is ground, i.e., it contains a c-
ground node, where c-ground nodes can be found recursively starting from ground
leaves. Furthermore, the recursive definition ensures that when the aforementioned
c-ground nodes are selected as representatives, the corresponding terms w.r.t. repr
are ground.

As a result, to maximize the ground definitions found, we are interested in finding
an admissible representative function repr that is mazimally ground, which means
that for every node n € N, if class(n) is ground, then repr(n) is c-ground. That
means that c-ground nodes are always chosen if they exist.

We note that not every choice of c-ground nodes as representatives results in an
admissible representative function. For example, consider the formula ¢, 3 of Fig. 4.3
and its egraph. All nodes except for N(5) and N(2) are c-ground. However, a repr
with N(3) and N(1) as representatives is not admissible. Intuitively, this is because the
“witness” for c-groundness of N(1) in class(N(2)) is N(4) and not N(3). Therefore, it is
important to incorporate the selection of c-ground representatives into the bottom up
procedure that ensures admissibility of repr.

To promote c-ground nodes over non c-ground in the construction of an admissible
representative function, find defs chooses representatives in two steps. First, only
the ground leaves are processed (line 4). This ensures that c-ground representatives
are chosen while guaranteeing the absence of cycles. Then, the remaining leaves are
added to todo (line 6). This triggers representative selection of the remaining classes
(those that are not ground).

We illustrate find defs with two examples. For ¢, 3 of Fig. 4.3, there is only one
leaf that is ground, N(4), which is added to todo on line 4, and todo is processed. N(4)
is chosen as representative and, as a consequence, its parent N(1) is added to todo.
N(1) is chosen as representative so N(3), even though added to the queue later, is not
chosen as representative, obtaining repr, ,, = {N(4),N(1)}. For @44 of Fig. 4.4, no
nodes are added to todo on line 4. N(3) and N(6) are added on line 6. In process,
both are chosen as representatives obtaining, repr, ,;.
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In the rest of this section, we state and prove the correctness of Alg. 11. In the
following, we use partial representative functions to mean representative functions with
% in its range. For a partial representative function, we say that repr(n) is defined
if repr(n) # %. Let G = (N, E, L,root) be an egraph and repr = G.find defs(v).
We use r, r1, 79, 7; to denote partial representative functions, the intermediate results
computed during the execution of find_defs.

The following lemma states that once a node is in the todo list, it will get assigned
a representative.

Lemma 9 For anyn € N, let ro = process(repr, todo) be such that n € todo during
the execution of process. Then ro(n) # % 0

PROOF Since process never removes representatives, if repr(n) # %, rq(n) # %. If
n € todo, it is eventually processed. At this point, either repr(n) is already defined,
or n is chosen as the representative for its class. process terminates because in each
iteration, it either decreases the number of classes without representative or, if the
number of classes without representatives remains the same, it decreases the size of
todo. -

To prove that process(r, todo) assigns a representative to a node n € N, we
analyze the descendants of n. If all children of n are in todo, process(r, todo) assigns
a representative to n. Furthermore, if ¢ € children(n) is not in todo but all children
of ¢ are in todo, then, process(r, todo) assigns representative to ¢, adds ¢ to todo,
and then assigns representative to n. Thus, even if a descendant of n is not in todo,
it is enough that all the children of the descendant are in todo. Such sets are called
frontiers of a node. The set of children of n is one frontier of n. Given a frontier,
replacing any non-leaf node with all of its children gives us another frontier. Formally,
we define the set of all frontiers of n as:

Definition 10 (Frontiers of a node) Given a graph G = (N, E), the frontiers of
a node n € N, denoted F(n), is a set of sets of nodes defined as

F(n) = {{children(n)}} U
{(ITU{children(m)}) \ {m} | Il € F(n) Am € Il Adeg(m) >0} ¢

Lemma 10 Let ry = process(ry, todo). For any node n € N s.t. 31l € F(n)-11 C
todo, ro(n) # %*. 0

PrOOF We prove it by induction on the frontiers of n. For the base case, 1l =
{children(n)}. find defs assigns a representative to each ¢ € II at line 15, if they
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did not have one. After assigning a representative for the last child, the condition
on line 18 is true for n. Therefore, n is added to the todo and a representative for n
is chosen (Lem. 9). For the inductive step, assume that the lemma holds for a set
IT € F(n). That is, if Il C todo, and ry = process(ry, todo), r2(n) defined. We prove
that the lemma holds for IT" = (ITU {children(m)}) \ {m}, where m is a non-leaf
node in II. Since all nodes in II' are in todo, all these nodes will eventually have
representatives (Lem. 9). When the representative of the last child is chosen, m is a
node such that either it has a representative or all its children have representatives.
In the second case, m is added to todo (line 18) and by Lem. 9, its representative is
eventually picked. Hence, ro(m) # %. n

Lemma 11 For alln € N, repr(n) is defined. 0

PROOF Alg. 11 calls process with all leaf nodes. For any node n, there is a Il € F(n)
s.t. all nodes in II are leaf. Therefore, by Lem. 10 repr(n) is defined for all nodes. m

Next, we prove that Alg. 11 picks a maximally ground admissible repr. For the
proof, we extend the definition of frontiers to take into account equivalence classes of
the nodes as well:

Definition 11 (Class frontiers of a node) Given an egraph G=(N, E, L,root),
the class frontiers of a node n € N, denoted c¢F(n), is a set of sets of nodes defined as

c¢F(n) = {{children(n)}} U
{TTU{c}) \{m} | I € cF(n)AmellAce class(m)} U
{(ITU {children(m)}) \ {m} | Il € cF(n) Am € Il Adeg(m) >0} ¢

Lemma 12 For any n € N s.t. deg(n) > 0, if c-ground(n), there exists a class
frontier I1 € ¢F(n) s.t. each node in 11 is ground. 0

PROOF n is c-ground if either (a) term(n) is ground or (b) if deg(n) > 0 and for each
¢ € children(n), there exists a c-ground node in class(c). To construct II, we follow
this definition. Initially, let IT = {children(n)}. For each ¢ that have ground nodes
in its class, we replace ¢ with the ground node. For each non-ground, c-ground node
¢ in II, we replace ¢ with children(c¢’). We repeat this process until we get a class
frontier with only ground nodes, the base case of the definition. n

Lemma 13 Let ry = process(ry, todo). For any node n € N s.t Il € ¢F(n) - 11 C
todo, To(n) # *. 0
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PrROOF We prove it by induction on the class frontiers of n. The base case, when
IT = {children(n)}, follows from Lem. 10. For the inductive step, assume that the
lemma holds for a set IT € ¢F(n). That is, if IT C todo and ry = process(ry, todo),
ra(n) is defined. We prove that the lemma holds for both cases: (a) II' = (II' U
{children(m)})\{m}, where m is a non-leaf node in I, and (b) II” = (ITU{m'})\ {m},
where m € Il and m’ € class(m). Case (a) follows from the same arguments used
in the proof of Lem. 10. Case (b) holds because both m’ and m have the same
representative, as they are in the same class. n

Lemma 14 Vn € N - c-ground(n) = c-ground(repr(n)) O

ProOOF For all ground nodes, all frontiers consists of only ground nodes. In particular,
they have a frontier where all nodes are both ground and leaf. Alg. 11 calls process
with all ground, leaf nodes in todo (line 5). Therefore, by Lem. 10, this call to
process assigns representatives to all ground nodes in the egraph. At this point,
all ground nodes either have representatives or are in todo. Therefore, by Lem. 12,
each c-ground node in the egraph has a frontier in todo. Hence, by Lem. 13, process
assigns representatives for all c-ground nodes. n

Next, we show that the repr constructed by Alg. 11 is admissible. To do so, we ex-
tend the definition of admissibility of representative functions to partial representative
functions as follows.

Definition 12 (Admissible partial representative functions) Given an egraph
G = (N, E, L,root), we say that a function repr : N — N U {>}, is an admissible
partial representative function for G if:

(a) Vn € N - (repr(n) # %) = (Vn' € class(n) <= repr(n) = repr(n’)),

(b) the graph (N, Erepr) is acyclic where Eiepr = {(n,repr(c)) | n € N,c €
children(n), repr(c) # %}, and

(¢) Vn,n’ € N -n =repr(n') = Vc € children(n) - repr(c) # *. 0

The first two conditions state that repr is admissible for all nodes that it defines. The
third condition states that, for all nodes in the range of repr, the representatives for
their children are also defined. This allows building admissible partial representative
functions based on already admissible partial representative functions.

Lemma 15 Let r be an admissible partial representative function. Let n be a node
s.t. (n) = % and Ve € children(n) - r(c) # %. Let ry be a partial representative
function defined as r(n') = ite(n’ € class(n),n,r(n’)). ry is an admissible partial
representative function. o
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PROOF By condition (c) of Def. 12, for any child ¢ of n and for any node m reachable
from c in the graph (N, E,), r(m) is defined. Therefore, r(m) & class(n) as r(n) is
undefined. Therefore, choosing n as representative of its equivalence class does not
introduce any cycles. n

Lemma 16 Representative functions repr computed by find defs are mazimally
ground and satisfy Def. 9. o

ProOF Alg. 11 chooses a node n as class representative either if n is a leaf or if
the representatives of all children of n have been chosen. Since choosing leaves as
representatives does not introduce cycles, the first case preserves admissibility of
partial representative functions. Lem. 15 shows that the second case also preserves
admissibility of partial representative functions. By Lem. 11, repr is a total function.
Ground maximality is stated in Lem. 14. =

Finally, we prove that finding a maximally ground, admissible representative
function is sufficient to find ground definitions for any variables that have it.

Theorem 8 Let G = egraph(yp) be an egraph and repr an admissible representative
function that is mazximally ground. For allm € N, if ¢ = term(n) =~ t for some
ground term t, then repr(n) is c-ground and ntt(repr(n)) is ground. 0

PROOF From completeness of egraphs, it follows that if ¢ = term(n) = t for some
ground term ¢, class(n) is ground. By definition of maximally ground, for all such nodes,
repr(n) is c-ground. Next, we prove that for all representative nodes r € range(repr)
that are c-ground, ntt(r) is ground.

We prove this by induction on Gyepr. For the base case, all leaves [ € range(repr)
s.t. c-ground(l), ntt(l) is ground. By definition of c-ground, leaves are c-ground
if they are ground. Therefore, ntt(l) = term(l) is ground. For the inductive case,
we assume that, for a c-ground representative node n, all its children n[i] have the
property that ntt(repr(n[i])) is ground. Therefore, for f = L(n), and args s.t.
args|i] = ntt(repr(n[i])), ntt(n) = f(args) is also ground. n

Theorem 8 implies that all terms that can be rewritten into ground equivalent ones
will be rewritten, which, in turn, means that for each variable that has a ground
definition, its representative is one such definition.

Finding Additional (Non-ground) Definitions. At this point, QEL found
ground definitions while avoiding cycles in Grepr. However, this does not mean that as
many variables as possible are eliminated. A variable can also be eliminated if it can
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Algorithm 12:  Refining repr and building core.

1 function egraph:: refine _defs (repr,v): 13 function egraph:: find _core (repr,v):
2 for neN do 14 core =)

3 if n=repr (n)andL(n) € v then 15 for n €N s.t. n=repr (n) do

4 r:=n 16 core :=core U {n}

5 for n' € clasg(n) \ {n} do 17 for n' € (class(n) \ n) do

6 if L(n')¢ v then 18 if L(n') € v then

7 if not cycle(n',repr ) then 19 continue

8 r.=n' 20 else if Im € core - m congruent with n'
9 break 21 then

10 for n' € clasg(n) do 22 continue

11 repr [n'] :=r 23 core := core U {n'}

12 return repr 24 return core

be expressed as a function of other variables. This is not achieved by find defs. For
example, in repr, ,, both variables are representatives, hence none is eliminated, even
though, since z = ¢g(f(y)), « could be eliminated in @5 by rewriting z as a function
of y. Alg. 12 shows function refine defs that refines maximally ground reprs to
further find such definitions while keeping admissibility and ground maximality. This
is done by greedily attempting to change class representatives if they are labeled
with a variable. refine defs iterates over the nodes in the class checking if there
is a different node that is not a variable and that does not create a cycle in Grepr
(line 7). The resulting repr remains maximally ground because representatives of
ground classes are not changed.

For example, let us refine repr, ,, = {N(3),N(6),N(5)} obtained for ¢4 4. Assume
that x is processed first. For class(N(z)), changing the representative to N(1) does not
introduce a cycle (see Fig. 4.4c), so N(1) is selected. Next, for class(N(y)), choosing N(4)
causes Grepr to be cyclic since N(1) was already chosen (Fig. 4.4a), so the representative
of class(N(y)) is not changed. The final refinement is repr, ,. = {N(1),N(6),N(5)}.

At this point, QEL found a representative function repr with as many ground
definitions as possible and attempted to refine repr to have fewer variables as repre-
sentatives. Next, QEL finds a core of the nodes of the egraph, based on repr, that
will govern the translation of the egraph to a formula. While repr determines the
semantic rewrites of terms that enable variable elimination, it is the use of the core in
the translation that actually eliminates them.

Variable Elimination Based on a Core. A core of an egraph G = (N, E, L, root)
and a representative function repr, is a subset of the nodes N. C N such that
e = G.to_formula(repr, N \ N.) satisfies isFormula(G, ).
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Alg. 12 shows pseudocode for find_core that computes a core of an egraph for
a given representative function. The idea is that non-representative nodes that are
labeled by variables, as well as nodes congruent to nodes that are already in the
core, need not be included in the core. The former are not needed since we are only
interested in preserving the existential closure of the output, while the latter are not
needed since congruent nodes introduce the same syntactic terms in the output. For
example, for ¢ and repr,, find _core returns core; = Ny \ {N(3),N(5),N(9)}. Nodes
N(3) and N(9) are excluded because they are labeled with variables; and node N(5)
because it is congruent with N(4).

Finally, QEL produces a quantifier reduction by applying to_formula with the
computed repr and core. Variables that are not in the core (they are not representa-
tives) are eliminated — this includes variables that have a ground definition. However,
QEL may eliminate a variable even if it is a representative (and thus it is in the core).
As an example, consider ¥(x,y) = f(z) ~ f(y) A x ~ y, whose egraph G contains
2 classes with 2 nodes each. The core N, relative to any admissible repr contains
only one representative per class: in the class(N(x)) because both nodes are labeled
with variables, and in the class(N(f(z))) because nodes are congruent. In this case,
to_formula(repr, N.) results in T (since singleton classes in the core produce no liter-
als in the output formula), a quantifier elimination of v. More generally, the variables
are eliminated because none of them is reachable in Gyepr from a non-singleton class
in the core (only such classes contribute literals to the output).

We conclude the presentation of QEL by showing its output for our examples.
For 1, QEL obtains (k + 1 = read(a,x) A3 > k + 1), a quantifier reduction, using
repr; = {N(3),N(8))} and core; = Ny \ {N(3),N(5),N(9)}. For @43, QEL obtains
(6 ~ f(g(6))), a quantifier elimination, using repr, ;, = {N(4),N(1)}, and corey, =
Ni\ {N(3)N(2)}. Finally, for @,.4, QEL obtains (5 ~ h(f(1)) A F(g(f (1)) ~ (1)
a quantifier reduction, using repr,,. = {N(1),N(6),N(5)} and cores. = N; \ {N(3)}.

Guarantees of QEL. Correctness of QEL is straightforward. We conclude this
section by providing two conditions that ensure that a variable is eliminated by
QEL. The first condition guarantees that a variable is eliminated whenever a ground
definition for it exists (regardless of the specific representative function and core
computed by QEL). This makes QEL complete relative to quantifier elimination based
on ground definitions. Relative completeness is an important property since it means
that QEL is unaffected by variable orderings and syntactic rewrites, unlike QELITE.
The second condition, illustrated by v above, depends on the specific representative
function and core computed by QEL.

Theorem 9 Let ¢ be a QF conjunction of literals with free variables v, and let v € v.
Let G = egraph(yp), n, the node in G such that L(n,) = v and repr and core computed
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by QEL. We denote by NS = {n € core | (class(n) N core) # {n}} the set of nodes
from classes with two or more nodes in core. If one of the following conditions hold,
then v does not appear in QEL(p,v):

(1) there exists a ground term t s.t. p Ev=t, or

(2) n, is not reachable from any node in NS in Grepy. o

PRrROOF For condition (1), variables that have a ground representative are excluded
from core, therefore, they are excluded in to_formula, and are successfully eliminated.

For condition (2), to_formula calls ntt only on nodes in NS, this triggers a call
to ntt only for all representatives of the children, i.e., only the ones reachable in Gyepy.
Therefore, if the node is not reachable in Grepr, it does not appear in the output
formula. -

As a corollary, if every variable meets one of the two conditions, then QEL finds a
quantifier elimination.

This concludes the presentation of our quantifier reduction algorithm. Next, we
show how QEL can be used to under-approximate quantifier elimination, which allows
working with formulas for which QEL does not result in a qgelim.

4.4 Model Based Projection Using QEL

Applications like model checking and quantified satisfiability require efficient compu-
tation of under-approximations of quantifier elimination. They make use of Model
Based Projection (MBP, see Sec. 1.3) algorithms to project variables that cannot be
eliminated cheaply. Our QEL algorithm is efficient and relatively complete, but it
does not guarantee to eliminate all variables. In this section, we use a model and
theory-specific projection rules to implement an MBP algorithm on top of QEL.

We focus on two important theories: Arrays and Algebraic DataTypes (ADT).
They are widely used to encode program verification tasks. Prior works separately
develop MBP algorithms for Arrays [70] and ADTs [15]. Both MBPs were presented

as a set of syntactic rewrite rules applied until fixed point.

Combining the MBP algorithms for Arrays and ADTs is non-trivial because
applying projection rules for one theory may produce terms of the other theory.
Therefore, separately achieving saturation in either theory is not sufficient to reach
saturation in the combined setting. The MBP for the combined setting has to call
both MBPs, check whether either one of them produced terms that can be processed
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Figure 4.5: MBP rules from [70]. The notation ¢[t] means that ¢ contains term ¢. For
each MBP rule on the left hand side, there is a corresponding egraph implementation.
The match method pattern matches input terms and the apply method assumes that
the input terms satisfy the match method and uses patterns from the match to do

rewriting.

ElimwWrRd
function match (t):
return t = read(write(s,i,v),j)
function apply (t,M,G):
if M =i=~]j then
G.asserti =)
G.asser{t ~ v)
else
G.asserfi #j)
G.asser{t ~ read(s,|))

PartialEq
function match (t):
return t =e; =~ e; A has.vars(t)
function apply (t,M,G):
G.asserf(e; = )

ElimEq
function match (t):
return t=v =P enis.var(v) A
—has.var (e, V)
function apply (t,M,G):
d := newVars()
G.asser(v ~ write (e,i, d))
G.asser{t = T)
9%0&j<len (7)aV [dj ]:=M [select (v,ij )]

Ackermann
function match ({ty,t2)):
return t; =read(v,e;) A
to =read(v,e) A€ # ey
function apply (t1,t2,M,G):
if M =e; ~ e then
G.asser{e; ~ )
else
G.asserte; # )
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by the other, and, if so, call the other algorithm. This is similar to theory combination
in SMT solving where the core SMT solver has to keep track of different theory solvers
and exchange terms between them.

Our main insight is that egraphs can be used as a glue to combine MBP algorithms
for different theories, just like egraphs are used in SMT solvers to combine satisfiability
checking for different theories. Implementing MBP using egraphs allows us to use the
insights from QEL to combine MBP with on-the-fly quantifier reduction to produce
less under-approximate formulas than what we get by syntactic application of MBP
rules.

To implement MBP using egraphs, we implement all rewrite rules for MBP in
Arrays [70] and ADTs [15] on top of egraphs. We explain the implementation of the
MBP rules for Arrays here.

Fig. 4.5 shows Array MBP rules from [70] along with their egraph implementations.
Consider the ELIMWRRD1 and ELIMWRRD2 rules. Here, ¢ is a formula with
arrays and M is a model for ¢. Both rules rewrite terms which match the pattern
read(write(t,i,v),j), where t, i, j, k are all terms and ¢ contains a variable to be
projected. ELIMWRRDI is applicable when M |= i ~ j. It rewrites the term
read(write(t,i,v),j) to v. ELIMWRRD2 is applicable when M [~ i ~ j and rewrites
read(write(t,i,v), j) to read(t, 7).

ElimWrRd in Fig. 4.5 shows the adaptation of ELIMWRRD1 and ELIMWRRD2
rules to egraph. The match(¢) method checks if ¢ syntactically matches read(write(s, i,v), j),
where s contains a variable to be projected. The apply(t) method assumes that ¢ is
read(write(s,i,v),j). It first checks if M =i~ j, and, if so, it adds i ~ j and t ~ v
to the egraph G. Otherwise, if M [~ i~ j, apply(t) adds a disequality i % j and an
equality t & read(s,v) to G. That is, the egraph implementation of the rules only
adds (and does not remove) literals that capture the side condition and the conclusion
of the rule.

Our algorithm for MBP based on egraphs, MBP-QEL, is shown in Alg. 13.
It initializes an egraph with the input formula (line 2), applies MBP rules until
saturation (line 5), and then uses the steps of QEL (lines 8-13) to generate the
projected formula.

Applying rules is as straightforward as iterating over all terms ¢ in the egraph,
and for each rule r such that r.match(t) is true, calling r.apply(t, M,G) (lines 16-25).
As opposed to the standard approach based on formula rewriting, here the terms are
not rewritten — both remain. Therefore, it is possible to get into an infinite loop by
re-applying the same rules on the same terms over and over again. To avoid this, MBP-
QEL marks terms as seen (line 26) and avoids them in the next iteration (line 17).
Some rules in MBP are applied to pairs of terms. For example, ACKERMANN rewrites
pairs of read terms over the same variable. This is different from usual applications
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where rewrite rules are applied to individual expressions. Yet, it is easy to adapt such
pairwise rewrite rules to egraphs by iterating over pairs of terms (lines 28-33).

MBP-QEL does not apply MBP rules to terms that contain variables but are
already c-ground (line 18), which is sound because such terms are replaced by ground
terms in the output (theorem 9). This prevents unnecessary application of MBP rules
thus allowing MBP-QEL to compute MBPs that are closer to a quantifier elimination
(less model-specific).

Just like each application of a rewrite rule introduces a new term to a formula,
each call to the apply method of a rule adds new terms to the egraph. Therefore,
each call to ApplyRules (line 5) makes the egraph bigger. However, provided that
the original MBP combination is terminating, the iterative application of ApplyRules
terminates as well (due to marking).

Some MBP rules introduce new variables to the formula. MBP-QEL computes
repr based on both original and newly introduced variables (line 8). This allows
MBP-QEL to eliminate all variables, including non-Array, non-ADT variables, that
are equivalent to ground terms (theorem 9).

As mentioned earlier, MBP-QEL never removes terms while rewrite rules are
saturating. Therefore, after saturation, the egraph still contains all original terms
and variables. From soundness of the MBP rules, it follows that after each invocation
of apply, MBP-QEL creates an under-approximation of ¢° based on the model M.
From completeness of MBP rules, it follows that, after saturation, all terms containing
Array or ADT variables can be removed from the egraph without affecting equivalence
of the saturated egraph. Hence, when calling to_formula, MBP-QEL removes all
terms containing Array or ADT variables (line 13). This includes, in particular, all the
terms on which rewrite rules were applied, but potentially more. =~ We demonstrate our
MBP algorithm on an example with nested ADTs and Arrays. Let P = (A7, I) be
the datatype of a pair of an integer array and an integer, and let pair : A;; X I — P
be its sole constructor with destructors fst : P — A;x; and snd : P — I. In the
following, let 7, [, j be integers, a an integer array, p, p’ pairs, and p;, pp arrays of
pairs (A« p). Consider the formula:

¢mop(p,a) = read(a,i) ~ i A p = pair(a,l) A ps = write(pr, j,p) Ap % p/

where p and a are free variables that we want to project and all of i, j, 1, p1, po, P’
are constants that we want to keep. MBP is guided by a model Mmpp = @mbp. To
eliminate p and a, MBP-QEL constructs the egraph of ¢mpp and applies the MBP
rules. In particular, it uses Array MBP rules to rewrite the write(py, j, p) term by
adding the equality read(ps,j) ~ p and merging it with the equivalence class of
po & write(p1, j,p). It then applies ADT MBP rules to deconstruct the equality
p =~ pair(a,l) by creating two equalities fst(p) ~ a and snd(p) ~ [. Finally, the call to
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Algorithm 13:  MBP-QEL: an MBP using QEL. Here gr(t,v) checks whether
term t contains any variables in © and is_eq(t) checks if ¢ is an equality literal.

In: A QF formula ! with free variables V all of 14 function ApplyRules(G,M,R,S,S;):
sort Array (I,V ) or ADT, amodel M |=!",15 progress:= |
and sets of rules ArrayRules and ADTRules 16 N := G.Nodey)

Out: Acube) st.) =!  ME) ,and 17 U:={n|neN\S}

vars() ) are not Arrays or ADTs 18 T:={term(n) |n€UA

1 function MBP-QEL(V,!,M ): 19 (is_eq(term(n)) v —c-ground(n))}
2 G :=-egraph(!) 20 Rp:={r e R|r.is_for_pairs()}
3 pLpe:=T,T;S,S:=0,0 21 Ry =R\Rp
4 while p; Vpy do 22 foreach teT,r e Ry do
5 p: := ApplyRules(G, M, ArrayRules, S,S,) 23 if r.match(t) then
6 p2 := ApplyRulesG,M, ADTRules, S, S,) 24 r.apply (t, M,G)
7 Vv':=G.Vars() 25 progress:= T
8 repr := G.find _defs (V') 26 S:=SUN
9 repr := G.refine _defs (repr,Vv') 27 Np:={(ni,n2) [n;,np eN}
10 core := G.find _core (repr , V') 28 Tp:={term(np) | np € Np \ Sp}
11 Ve:={veV |isarr(v)Visadtv)} 29 foreach t, € Tp,r € Ry do
12 coree := {n € core | gr(term(n), ve)} 30 if r.match(p) then
13 return 31 r.apply (p,M,G)

G.to formula (repr , G.Nodeq) \ core¢) 32 progress:= T

34 return progress

to_formula produces
read(fst(read(p1,7)),1) ~ i A snd(read(p1,7)) =~ LA
read(ps, j) == pair(fst(read(p1,j)),1) A
ﬁ2 ~ U)’/’Z'te(ﬁl,j, Tead(ﬁ??j)) A T@ad(ﬁ27j> ¢ p,

The output is easy to understand by tracing it back to the input. For example, the
first literal is a rewrite of the literal read(a,i) ~ i where a is represented with fst(p)
and p is represented with read(py, 7). While the interaction of these rules might seem
straightforward in this example, the MBP implementation in Z3 fails to project a in
this example because of the multilevel nesting.

Notably, in this example, the c-ground computation during projection allows
MBP-QEL not splitting on the disequality p % p’ based on the model. While ADT
MBP rules eliminate disequalities by using the model to split them, MBP-QEL
benefits from the fact that, after the application of Array MBP rules, the class of p
becomes ground, making p % p’ c-ground. Thus, the c-ground computation allows
MBP-QEL to produce a formula that is less approximate than those produced by
syntactic application of MBP rules. In fact, in this example, a quantifier elimination
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is obtained (the model Mppp was not used).

In the next section, we show that our improvements to MBP translate to significant
improvements in SPACER.

4.5 Evaluation

We implement QEL (Alg. 10) and MBP-QEL (Alg. 13) inside Z3 version 4.12.0. Our
implementation (referred to as Z3EG) has been integrated into Z3*. Z3EG replaces
QELITE with QEL, and the existing MBP with MBP-QEL.

We evaluate Z3EG using two solving tasks. Our first evaluation is on the QSAT
algorithm [15] for checking satisfiability of formulas with alternating quantifiers. In
QSAT, Z3 uses both QELITE and MBP to under-approximate quantified formulas.
We compare three QSAT implementations: the existing version in Z3 with the default
QELITE and MBP; the existing version in Z3 in which QELITE and MBP are replaced
by our egraph-based algorithms, Z3EG; and the QSAT implementation in YICESQS®,
based on the YICES [31] SMT solver. During the evaluation, we found a bug in
QSAT implementation of Z3 and fixed it®. The fix resulted in Z3 solving over 40 sat
instances and over 120 unsat instances more than before. In the following, we use the
fixed version of Z3.

We use benchmarks in the theory of (quantified) LIA and LRA from SMT-LIB [7],
[8], with alternating quantifiers. LIA and LRA are the only tracks in which Z3 uses
the QSAT tactic by default. To make our experiments more comprehensive, we also
consider two modified variants of the LIA and LRA benchmarks, where we add some
non-recursive ADT variables to the benchmarks. Specifically, we wrap all existentially
quantified arithmetic variables using a record type ADT and unwrap them whenever
they get used”. Since these benchmarks are similar to the original, we force Z3 to use
the QSAT tactic on them with a tactic.default_tactic=gsat command line option.

Tab. 4.1 summarizes the results for the SMT-LIB benchmarks. In LIA, both Z3EG
and Z3 solve all benchmarks in under a minute, while YICESQS is unable to solve
many instances. In LRA, YICESQS solves all instances with very good performance.
73 is able to solve only some benchmarks, and our Z3EG performs similarly to Z3.
We found that in the LRA benchmarks, the new algorithms in Z3EG are not being

4Tt has been integrated into Z3 version 4.12.3 https://github.com/Z3Prover/z3/releases/tag/
z3-4.12.3. See pull request https://github.com/Z3Prover/z3/pull/6820 for more details

5Available at https://github.com/disteph/yicesQs.

6 Available at https://github.com/igcontreras/z3/commit/133c9e438ce.

“The modified benchmarks are available at https://github.com/igcontreras/LIA-ADT and https:
//github.com/igcontreras/LRA-ADT.
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7Z3EG 73 Y1CESQS Z3EG 73
Cat. Count
SAT UNSAT SAT UNSAT SAT UNSAT SAT UNSAT SAT UNSAT

Cat. Count

LIA 416 150 266 150 266 107 102 LIA-ADT 416 150 266 150 56
LRA 2419 795 1589 793 1595 808 1610 LRA-ADT 2419 757 1415 196 964

Table 4.1: Instances solved within 20 min- Table 4.2: Instances solved within 60
utes by different implementations. Bench- seconds for our handcrafted bench-
marks are quantified LIA and LRA formu- marks.

las from SMT-LIB [7].

used since there are not many equalities in the formula, and no equalities are inferred
during the run of QSAT. Thus, any differences between Z3 and Z3EG are due to
inherent randomness of the solving process.

Tab. 4.2 summarizes the results for the categories of mixed ADT and arithmetic.
YICESQS is not able to compete because it does not support ADTs. As expected,
Z3EG solves many more instances than Z3.

The second part of our evaluation shows the efficacy of MBP-QEL for Arrays
and ADTs (Alg. 13) in the context of SPACER. We compare Z3 and Z3EG on CHC
problems containing Arrays and ADTs. We use two sets of benchmarks to test out the
efficacy of our MBP. The benchmarks in the first set were generated for verification of
Solidity smart contracts [3] (we exclude benchmarks with non-linear arithmetic, they
are not supported by SPACER). These benchmarks have a very complex structure
that nests ADTs and Arrays. Specifically, they contain both ADTs of Arrays, as
well as Arrays of ADTs. This makes them suitable to test our MBP-QEL. Row 1
of Tab. 4.3 shows the number of instances solved by Z3 (SPACER) with and without
MBP-QEL. Z3EG solves 29 instances more than Z3. Even though MBP is just one
part of the overall SPACER algorithm, we see that for these benchmarks, MBP-QEL
makes a significant impact on SPACER. Digging deeper, we find that many of these
instances come from the category called abi (row 2 in Tab. 4.3). Z3EG solves all of
these benchmarks, while Z3 fails to solve 20 of them. We traced the problem down to
the MBP implementation in Z3: it fails to eliminate all variables, causing runtime
exception. In contrast, MBP-QEL eliminates all variables successfully, allowing Z3EG
to solve these benchmarks.

We also compare Z3EG with ELDARICA [(1], a state-of-the-art CHC-solver that is
particularly effective on these benchmarks. Z3EG solves almost as many instances as
ELDARICA. Furthermore, like Z3, Z3EG is orders of magnitude faster than ELDARICA.
Finally, we compare the performance of Z3EG on Array benchmarks from the CHC
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Z3EG 73 ELDARICA

Cat. Count
SAT UNSAT SAT UNSAT SAT UNSAT
Solidity 3468 2324 1133 2314 1114 2329 1134
L abi 127 19 108 19 88 19 108
LIA-lin-Arrays 488 214 72 212 75 147 68

Table 4.3: Instances solved within 20 minutes by Z3EG, Z3, and ELDARICA. Bench-

marks are CHCs from Solidity [3] and CHC competition [56]. The abi benchmarks
are a subset of Solidity benchmarks.
competition [50]. Z3EG is competitive with Z3, solving 2 additional safe instances

and almost as many unsafe instances as Z3 (row 3 of Tab. 4.3). Both Z3EG and Z3
solve quite a few instances more than ELDARICA.

Our experiments show the effectiveness of our QEL and MBP-QEL in different
settings inside the state-of-the-art SMT solver Z3. While we maintain performance
on quantified arithmetic benchmarks, we improve Z3’s QSAT algorithm on quantified
benchmarks with ADTs. On verification tasks, QEL and MBP-QEL help SPACER
solve 30 new instances, even though MBP is only a relatively small part of the overall
SPACER algorithm.

4.6 Conclusion

Quantifier elimination, and its under-approximation, Model-Based Projection are
used by many SMT-based decision procedures, including quantified SAT and Con-
strained Horn Clause solving. Traditionally, these are implemented by a series of
syntactic rules, operating directly on the syntax of an input formula. We argue
that these procedures should be implemented directly on the egraph data-structure,
already used by most SMT solvers. This results in algorithms that better handle
implicit equality reasoning and result in easier to implement and faster procedures.
We justify this argument by implementing quantifier reduction and MBP in Z3
using egraphs and show that the new implementation translates into significant
improvements to the target decision procedures. Thus, our work provides both
theoretical foundations for quantifier reduction and practical contributions to Z3
SMT-solver.
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Chapter 5

Speculative SAT Modulo SAT

IC3/PDR is an efficient SAT-based Model Checking algorithm. Among many other
innovations in IC3/PDR is the concept of a modular SAT-solver that divides a formula
into multiple frames and each frame is solved by an individual SAT solver. The
solvers communicate by exchanging proof obligations (i.e., satisfying assignments) and
lemmas (i.e., learned clauses).

While modular reasoning in IC3/PDR is very efficient for a Model Checker, it
is not as efficient as a classical monolithic SAT-solver. This is not surprising since
modularity restricts the solver to colorable refutations [58], which are, in the worst case,
exponentially bigger than unrestricted refutations. On the positive side, IC3/PDR’s
modular SAT-solving makes interpolation trivial, and enables generalizations of proof
obligations and inductive generalization of lemmas — both are key to the success of
IC3/PDR.

This motivates the study of modular SAT-solving, initiated by SMS [9]. Our
strategic vision is that our study will contribute to improvements in IC3/PDR.
However, in this chapter, we focus on modular SAT-solving in isolation.

In modular SAT-solving, multiple solvers interact to check satisfiability of a
partitioned CNF formula, where each part of the formula is solved by one of the
solvers. For simplicity, we consider the case of two solvers (S, Sp,) checking satisfiability
of a formula pair (®g, P,). Sy, is a main solver and Ss is a secondary solver. In the
notation, the solvers are written right-to-left to align with IC3/PDR, where the main
solver is used for frame 1 and the secondary solver is used for frame 0.

When viewed as a modular SAT-solver, IC3/PDR is uni-directional. First, Sy,
finds a satisfying assignment o to ®,, and only then, Sg extends o to an assignment
for ®,. Learned clauses, called lemmas in IC3/PDR, are only shared (or copied) from
the secondary solver Ss to the main solver S,,.

SAT Modulo SAT (SMS) [9] is a modular SAT-solver that extends IC3/PDR by
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allowing inter-modular unit propagation and conflict analysis: whenever an interface
literal is placed on a trail of any solver, it is shared with the other solver and both
solvers run unit propagation, exchanging unit literals. This makes modular SAT-
solving in SMS bi-directional as information flows in both directions between the
solvers. Bi-directional reasoning can simplify proofs, but it significantly complicates
conflict analysis. To manage conflict analysis, SMS does not allow the secondary
solver S5 to make any decisions before the main solver Sy, is able to find a complete
assignment to its clauses. As a result, learned clauses are either local to each solver, or
flow only from Sy to Sy, restricting the structure of refutations similarly to IC3/PDR.

Both IC3/PDR and SMS require S, to find a complete satisfying assignment to
®,,, before the solving is continued in S;. This is problematic since ®,, might be hard
to satisfy, causing them to get stuck in ®,,, even if considering both formulas together
quickly reveals the (un)satisfiability of (®s, ®p,).

We introduce SPECSMS — a modular SAT-solver that employs a truly bi-
directional reasoning. SPECSMS builds on SMS, while facilitating deeper communi-
cation between the modules by (1) allowing learnt clauses to flow in both directions,
and (2) letting the two solvers interleave their decisions. The key challenge is in the
adaptation of conflict analysis to properly handle the case of a conflict that depends
on decisions over local variables of both solvers. Such a conflict cannot be explained
to either one of the solvers using only interface clauses (i.e., clauses over interface
variables). It may, therefore, require backtracking the search without learning any
conflict clauses. To address this challenge, SPECSMS uses speculation, which tames
decisions of the secondary solver that are interleaved with decisions of the main solver.
If the secondary solver satisfies all of its clauses during speculation, a validation phase
is employed, where the main solver attempts to extend the assignment to satisfy its
unassigned clauses. If speculation leads to a conflict which depends on local decisions
of both solvers, refinement is employed to resolve the conflict. Refinement ensures
progress even if no conflict clause can be learnt. With these ingredients, we show that
SPECSMS is sound and complete (i.e., always terminates).

To certify SPECSMS’s result when it determines that a formula is unsatisfiable,
we extract a modular clausal proof from its execution. To this end, we extend DRUP
proofs [59] to account for modular reasoning, and devise a procedure for trimming
modular proofs. Such proofs are applicable both to SPECSMS and to SMS. Finally, we
propose an interpolation algorithm that extracts an interpolant [26] from a modular
proof. Since clauses are propagated between the solvers in both directions, the
extracted interpolants have the shape A,;(C; = cls;), where C; are conjunctions of
clauses and each cls; is a clause.

Original SMS is implemented on top of MiniSAT. We implemented both SMS
and SPECSMS in Z3, using the extendable SAT-solver interface of Z3. Thanks to
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its bi-directional reasoning, SPECSMS is able to efficiently solve both sat and unsat
formulas that are provably hard for existing modular SAT-solvers, provided that
speculation is performed at the right time. We describe a simple heuristic to decide
when to speculate.

In summary, we make the following contributions: (i) the SPECSMS algorithm
that leverages bi-directional modular reasoning (Sec. 5.2); (ii) modular DRUP proofs
for SPECSMS (Sec. 5.3.1); (iii) proof-based interpolation algorithm; (iv) heuristics to
guide speculation (Sec. 5.4); and (v) implementation and validation (Sec. 5.5).

This chapter has been published in the 30" International Conference on Tools and
Algorithms for the Construction and Analysis of Systems (TACAS 2024) [66].

5.1 Motivating examples

In this section, we discuss two examples in which both IC3/PDR-style uni-directional
reasoning and SMS-style shallow bi-directional reasoning are ineffective. The examples
illustrate why existing modular reasoning gets stuck. To better convey our intuition,
we present our problems at word level using bit-vector variables directly, without
explicitly converting them to propositional variables.

Example 11 Consider the following modular sat query: (¢in, @sua.1), where @i
(in = iny) V (in = ing), in is a 512-bit vector, iny, iny are 512-bit values, psya.1
(SHA-1gjrc (in) = SHA-1jn,), SHA-1ge (in) is a circuit that computes SHA-1 of in,
and SHA-1;,, is the 20 byte SHA-1 message digest of in;.

Checking the satisfiability of ¢in A @sia.1 is easy because it contains both the
output and the input of the SHA-1 circuit. However, existing modular SAT-solvers
attempt to solve the problem starting by finding a complete satisfying assignment
to psua.1- This is essentially the problem of inverting the SHA-1 function, which
is known to be very hard for a SAT-solver. The improvements in SMS allow unit
propagation between the two modules. However, this does not help since there are no
unit clauses in @y, .

On the other hand, SPECSMS proceeds as follows: (1) when checking satisfiability
of psua.1, it decides to speculate, (2) it starts checking satisfiability of @i, , branches on
variables in, finds an assignment o to in and unit propagates o to Ysua.1, (3) if there is
a conflict in pgga_1, it learns the conflict clause in # ing, and (4) it terminates with a
satisfying assignment in = iny. Speculation in step (1) is what differentiates SPECSMS
from IC3/PDR and SMS. The specifics of when exactly SPECSMS speculates is guided
by a heuristic that is explained in Sec. 5.4. O

> {1>
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Example 12 Speculation is desirable for unsatisfiable formulas as well. Consider
the modular sat query (p,,¢_), where p, 2 (a < 0= 2)A(a >0 = 2)A PHP),
and ¢ = (b < 0= —z)A(b >0 = —2) A PHP%. Here, a and b are 32-wide
bitvectors and local to the respective modules. PH P35 encodes the problem of fitting
32 pigeons into 31 holes and PHPs, and PHPj, denote a partitioning of PH Py
into 2 problems such that both formulas contain all variables. The modular problem
(o1, p_) is unsatisfiable, x and PH Py, being two possible interpolants. IC3/PDR
and SMS only find the second interpolant. This is because, all satisfying assignments
to ¢_ immediately produce a conflict in PH P}, part of ¢, without having to make
any decisions. However, learning an interpolant containing = requires searching (i.e.,
deciding) in both ¢, and ¢_. SPECSMS solves this problem by speculating right after
deciding on all b variables. During speculation, the secondary solver hits a conflict
on x once it tries to find an assignment to a variables. Note here that speculating
after finding assignments to b variables and before finding an assignment to PH P, is
crucial for SPECSMS to find the small interpolant. O

These examples highlight the need to speculate while doing modular reasoning.
Even though speculation by itself is quite powerful, to make SPECSMS effective in
practice, we need good heuristics to decide when to enter speculation. We discuss
some simple heuristics in Sec. 5.4.

5.2 Speculative SAT Modulo SAT

This section presents SPECSMS — a modular bi-directional SAT algorithm. For
simplicity, we restrict our attention to the case of two modules. However, the algorithm
easily generalizes to any sequence of modules.

5.2.1 Sat Modulo Sat

We assume that the reader has some familiarity with internals of a MiniSAT-like SAT
solver [34] and with SMS [9]. We give a brief background on SMS, highlighting some
of the key aspects. SMS decides satisfiability of a partitioned CNF formula (g, ®,,)
with a set of shared interface variables I. It uses two modules (Ss, Sp), where Sy, is a
main module used to solve ®,,, and Ss is a secondary module to solve 5. Each module
is a SAT solver (with a slightly extended interface, as described in this section). We
refer to them as modules or solvers, interchangeably. Each solver has its own clause
database (initialized with ®; for ¢ € {m,s}), and a trail of literals, just as a regular
SAT solver. The solvers keep their decision levels in sync. Whenever a decision is
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made in one solver, the decision level of the other solver is incremented as well (adding
a null literal to its trail if necessary). Whenever one solver back-jumps to level i,
the other solver back-jumps to level i as well. Assignments to interface variables are
shared between the solvers: whenever such a literal is added to the trail of one solver
(either as a decision or due to propagation), it is also added to the trail of the other
solver. SMS requires that Ss does not make any decisions, until S, finds a satisfying
assignment to its clauses.

Inter-modular propagation and conflict analysis The two key features of
SMS are inter-modular unit propagation (called PROPAGATEALL in [9]) and the
corresponding inter-modular conflict analysis. In PROPAGATEALL, whenever an
interface literal is added to the trail of one solver, it is added to the trail of the other,
and both solvers run unit propagation. Whenever a unit literal ¢ is copied from the
trail of one solver to the other, the reason for ¢ in the destination solver is marked
using a marker ext. This indicates that the justification for the unit is external to
the destination solver!. Propagation continues until either there are no more units to
propagate or one of the solvers hits a conflict.

Conflict analysis in SMS is extended to account for units with no reason clauses. If
such a literal £ is used in conflict analysis, its reason is obtained by using AnalyzeFinal(¢)
on the other solver to compute a clause (s = ¢) over the interface literals. This clause
is copied to the requesting solver and is used as the missing reason. Multiple such
clauses can be copied (or learned) during analysis of a single conflict clause — one
clause for each literal in the conflict that is assigned by the other solver.

In SMS, it is crucial that AnalyzeFinal(¢) always succeeds to generate a reason
clause over the interface variables. This is ensured by only calling AnalyzeFinal(¢) in
the Ss solver on literals that were added to the trail when Sg was not yet making
decisions. This can happen in one of two scenarios: either Sy, hits a conflict due to
literals propagated from S, in which case AnalyzeFinal is invoked in S on each literal
marked ext in S, that is involved in the conflict resolution to obtain its reason; or
Ss hits a conflict during unit propagation, in which case it invokes AnalyzeFinal to
obtain a conflict clause over the interface variables that blocks the partial assignment
of Si. In both cases, new reason clauses are always copied from Ss to S;,,. We refer
the reader to [9] for the pseudo-code of the above inter-modular procedures for details.

! This is similar to theory propagation in SMT solvers.
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Ss:c@i N *

SMS and SPECSMS only SPECSMS

Ss: SAT

Figure 5.1: State transitions of SPECSMS. A state (P, D°) means that the secondary
solver S; is in propagate mode and the main solver Sy, is in decide mode. Each edge is
guarded with a condition. The condition S;,: SAT means that S, found a full satisfying
assignment to ®,,. The condition Sp,: ¢ @ <j means that Sy, hit a conflict at a decision
level below j. The four states in yellow corresponds to SMS; two states in green are
unique to SPECSMS.

5.2.2 Speculative Sat Modulo Sat

SPECSMS extends SMS [9] by a combination of speculation, refinement, and validation.
During the search in the main solver S, SPECSMS non-deterministically speculates
by allowing the secondary solver Ss to extend the current partial assignment of &,
to a satisfying assignment of ®¢. If S is unsuccessful (i.e., hits a conflict), and the
conflict depends on a combination of a local decision of Sy, with some decision of Sk,
then the search reverts to S, and its partial assignment is refined by forcing Sy, to
decide on an interface literal from the conflict. On the other hand, if S5 is successful,
solving switches to the main solver S, that validates the current partial assignment
by extending it to all of its clauses. This either succeeds (meaning, (s, Pp,) is sat),
or fails and another refinement is initiated. Note that the two sub-cases where S
is unsuccessful but the reason for the conflict is either local to Ss or local to S, are
handled as in SMS.

Search modes SPECSMS controls the behavior of the solvers and their interaction
through search modes. Each solver can be in one of the following search modes: Decide,
Propagate, and Finished. In Decide, written D?, the solver treats all decisions below
level 7 as assumptions and is allowed to both make decisions and do unit propagation.
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In Propagate, written P, the solver makes no decisions, but does unit propagation
whenever new literals are added to its trail. In Finished, written F', the clause database
of the solver is satisfied; the solver neither makes decisions nor propagates unit literals.

The pair of search modes of both modules is called the state of SPECSMS, where
we add a unique state called unsat for the case when the combination of the modules
is known to be unsatisfiable. The possible states and transitions of SPECSMS are
shown in Fig. 5.1. States unsat and (F, F') are two final states, corresponding to unsat
and sat, respectively. In all other states, exactly one of the solvers is in a state D*. We
refer to this solver as active. The part of the transition system highlighted in yellow
correspond to SMS, and the green part includes the states and transitions that are
unique to SPECSMS.

Normal execution with bi-directional propagation SPECSMS starts in the
state (P, D), with the main solver being active. In this state, it can proceed like
SMS by staying in the yellow region of Fig. 5.1. We call this normal execution with
bi-directional propagation, since (only) unit propagation goes between solvers.

Speculation What sets SPECSMS apart is speculation: at any non-deterministically
chosen decision level 7, SPECSMS can pause deciding on the main solver and activate
the secondary solver (i.e., transition to state (D, P)). During speculation, only the
secondary solver makes decisions. Since the main solver does not have a full satisfying
assignment to its clauses, the secondary solver propagates assignments to the main
solver and vice-versa.

Speculation terminates when the secondary solver Sg either: (1) hits a conflict
that cannot be resolved by inter-modular conflict analysis; (2) hits a conflict below
decision level i; or (3) finds a satisfying assignment to ®s.

Case (1) is most interesting, and is what makes SPECSMS differ from SMS. Note
that a conflict clause is not resolved by inter-modular conflict analysis only if it depends
on an external literal on the trail of Sg that cannot be explained by an interface clause
from S;,. This is possible when both S, and S have partial assignments during
speculation. So the conflict might depend on the local decisions of S;,,. This cannot
be communicated to Ss using only interface variables.

Refinement In SPECSMS, this is handled by modifying the REASON method in
the solvers to fail (i.e., return ext) whenever AnalyzeFinal returns a non-interface
clause. Additionally, the literal on which AnalyzeFinal failed is recorded in a global
variable refineLit. This is shown in Alg. 14. The inter-modular conflict analysis is
modified to exit early whenever REASON fails to produce a justification. At this
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point, SPECSMS exits speculation, returns to the initial state (P, D°), both solvers
back-jump to decision level ¢ at which speculation was initiated, and S, is forced to
decide on refinelLit.

We call this transition a refinement because the partial assignment of the main
solver Sy, (which we view as an abstraction) is updated (a.k.a., refined) based on the
information that was not available to it (namely, a conflict with a set of decisions in
the secondary solver Ss). Since refineLit was not decided on in Sy, prior to speculation,
deciding on it is a new decision that ensures progress in S;,. The next speculation is
possible only under strictly more decisions in Sy, than before, or when S,, back-jumps
and flips an earlier decision.

We illustrate the refinement process on a simple example:

Example 13 ? Consider the query (@, ®,,) with:

(I)S(i7j7 k’,Z)Z (I)m(aaivj7 k)
ZVi (3) avivj (1)
iVjVk (4) iVEk (2)

First, S, decides a (at level 1), which causes no propagations. Then, SPECSMS enters
speculative mode, transitions to (D!, P) and starts making decisions in Ss. Ss decides
z and calls PROPAGATEALL. Afterwards, the trails for S,, and Ss are as follows:

Sm | a@1 ‘null@Q‘Z(ext)‘j(l) ‘k(2) ‘

Ss null@l‘z@? ‘5(3) ‘j(ext)‘k‘(ext)‘

where z @ ¢ denotes that literal x is decided at level i, and x (r) denotes that literal
is propagated using a reason clause r, or due to the other solver (if » = ext). A conflict
is hit in S5 in clause (4). Inter-modular conflict analysis begins. Ss first asks for the
reason for k, which is clause (2) in Sy,. This clause is copied to Ss. Note that unlike
SMS, clauses can move from Sy, to Ss. The new conflict to be analyzed is (i V j V j).
Now the reason for j is asked of Sp,. In this case, S, cannot produce a clause over
shared variables to justify 7, so conflict analysis fails with refineLit = j. This causes
SPECSMS to exit speculation mode and move to state (P, DY) and Sy, must decide
variable j before speculating again. In this case either decision on j results in (g, ®y,)
being sat. n

In addition to refining when conflict analysis fails, SPECSMS also has the ability
to refine non-deterministically. That is, at any point during speculation, Ss can decide

2Tn this chapter, we use i to mean the negation of boolean literal i

111



Algorithm 14:  The REASON method in modular SAT solvers inside SPECSMS

1 function Reason(lit):

if reason[lit] = ext then
3 ¢ <+ other.AnalyzeFing(lit )
4 if 3vec:vdl then

5 rebPnelLit « lit

6 return ext
;
8
9

N

ADDCLAUSE(C)
reason[lit] + ¢
return reason(lit ]

to stop speculation, back-jump to the decision level from which it started speculation,
and choose any interface literal as refineLit.

Case (2) is similar to what happens in SMS when a conflict is detected in Ss. The
reason for the conflict is below level ¢ which is below the level of any decision of S;.
Since decision levels below ¢ are treated as assumptions in Ss, calling AnalyzeFinal in
Ss returns an interface clause ¢ that blocks the current assignment in S,,. The clause
c is added to S,. The solvers back-jump to the smallest decision level j that makes ¢
an asserting clause in Sy,. Finally, SPECSMS moves to (P, D).

Validation Case (3), like Case (1), is unique to SPECSMS. While all clauses of
Ss are satisfied, the current assignment might not satisfy all clauses of Sy,. Thus,
SPECSMS enters validation by switching to the configuration (F, D), where M is the
current decision level. Thus, S, becomes active and starts deciding and propagating.
This continues, until one of two things happen: (3a) S, extends the assignment to
satisfy all of its clauses, or (3b) a conflict that cannot be resolved with inter-modular
conflict analysis is found. In the case (3a), SPECSMS transitions to (F, F') and declares
that (&, §) is sat. The case (3b) is handled exactly the same as Case (1) — the
literal on the trail without a reason is stored in refineLit, SPECSMS moves to (P, D°),
backjumps to the level in which speculation was started, and S, is forced to decide
on refinelit.

Theorem 10 SPECSMS terminates. If it reaches the state (F, F), then ®s A\ &, is
satisfiable and the join of the trails of (Ss, Sm) is a satisfying assignment. If it reaches
the state unsat, s A Oy, is unsatisfiable. o
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5.3 Validation and interpolation

In this section, we augment SPECSMS with an interpolation procedure. To this end,
we first introduce modular DRUP proofs, which are generated from SPECSMS in
a natural way. We then present an algorithm for extracting an interpolant from a
modular trimmed DRUP proof in the spirit of [58].

5.3.1 DRUP proofs for modular SAT

Modular DRUP proofs — a form of clausal proofs [50] — extend (monolithic) DRUP
proofs [59]. A DRUP proof [59] is a sequences of steps, where each step either asserts
a clause, deletes a clause, or adds a new Reverse Unit Propagation (RUP) clause.
Given a set of clauses I, a clause cls is an RUP for I', written I" Fyp cls, if c¢ls follows
from I' by unit propagation [19]. For a DRUP proof 7, let ASSERTED(7) denote all
clauses of the asserted commands in 7, then 7 shows that all RUP clauses of 7 follow
from ASSERTED(7). If 7 contains a L clause, then 7 certifies ASSERTED(7) is unsat.

A Modular DRUP proof is a sequence of clause addition and deletion steps,
annotated with indices idx (m or s). Intuitively, steps with the same index must be
validated together (within the same module idz), and steps with different indices may
be checked independently. The steps are:

1. (asserted, idz, cls) denotes that cls is asserted in idz,

2. (rup, idz, cls) denotes adding RUP clause cls to idz,

3. (cp(sre), dst, cls) denotes copying a clause cls from src to dst, and
4. (del, idz, cls) denotes removing clause cls from idx.

We denote the prefix of length k of a sequence of steps 7 by 7%. Given a sequence
of steps m and a formula index idz, we use act_clauses(m,idz) to denote the set of
active clauses with index idx. Formally,

{cls | 3¢; € -
(¢; = (t,1dz, cls) N (t = asserted V¢ =rup V t = cp(-)))
A —dep €k > jAc, = (del,ide, cls)}

A sequence of steps T = ¢q,...,¢, is a valid modular DRUP proof iff for each
c; €m:

1. if ¢; = (rup, idz, cls) then act_clauses(w',idr) Fyp cls,
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seq step to clause

1 asserted m —51 = Iby
2 asserted m —81 = —lby
3 asserted s (s1Alay) = s
4 asserted s (s1A-lay) = so
5 asserted m (s Alby) = s3
6 asserted m (s2 A —lby) = s3
7 asserted s (s3Alag) = sy
8 asserted s (s3A lag) = sy
9 asserted m s4 = lbs

10 asserted m s4 = —lbs

11 rup m $1

12 rup m -84

13 rup m So = S3

14 cp(m) s Sy = S3

15 rup s S3 = 84

16 rup s S1 = S4

17 ¢p(s) m 51 = 84

18 rup m 1

Figure 5.2: An example of a modular DRUP proof. Clauses are written in human-
readable form as implications, instead of in the DIMACS format.

2. if ¢; = (cp(idz), -, cls) then act_clauses(n, idz) Fyp cls, and
3. ¢jn is either (rup,m, L) or (cp(s),m,L).
Let ASSERTED(, idx) be the set of all asserted clauses in 7 with index idx.

Theorem 11 If is a valid modular DRUP proof, then ASSERTED(m,s)A ASSERTED(7, m)
s unsatisfiable. O

Modular DRUP proofs may be validated with either one or two solvers. To validate
with one solver we convert the modular proof into a monolithic one (i.e., where the
steps are asserted, rup, and del). Let MODDRUP2DRUP be a procedure that given
a modular DRUP proof 7, returns a DRUP proof 7’ that is obtained from 7 by (a)
removing idz from all the steps; (b) removing all cp steps; (c¢) removing all del steps.
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Note that del steps are removed for simplicity, otherwise it is necessary to account for
deletion of copied and non-copied clauses separately.

Lemma 17 If 7 is a valid modular DRUP proof then 7' = MODDRUP2DRUP (7)
1s a valid DRUP proof. 0

Modular validation is done with two monolithic solvers working in lock step:
(asserted, cls, idx) steps are added to the idz solver; (rup, idz, cls) steps are validated
locally in solver idz using all active clauses (asserted, copied, and rup); and for
(cp(sre), dst, cls) steps, cls is added to dst but not validated in it, and cls is checked
to exist in the src solver.

From now on, we consider only valid proofs. We say that a (valid) modular
DRUP proof 7 is a proof of unsatisfiability of &5 A @, if ASSERTED(7,s) C &4 and
ASSERTED(m, m) C @, (inclusion here refers to the sets of clauses).

SPECSMS produces modular DRUP proofs by logging the clauses that are learnt,
deleted, and copied between solvers. Note that in SMS clauses may only be copied
from Ss to Sy, but in SPECSMS they might be copied in both directions.

Theorem 12 Let &g and P, be two Boolean formulas s.t. s N\ @, = L. SPECSMS
produces a valid modular DRUP proof for unsatisfiability of &5 A\ Pp,. o
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Algorithm 15:
DRUP proof.

Trimming a modular

Algorithm 16:  Interpolating a
modular DRUP proof.

Input:  Solver instances Ss, Sy, with the
empty clause on the trail, and a
modular clausal proof ( = ¢y, ..., Ch.

Output: A proof (' s.t. all steps are core.

Input: Propositional formulas
<q)01 q)l>

Input: A modular trimmed DRUP
proof ( =Cy,...,Cq oOf

1 ('=0 unsatisfiability of ®g A ®;
2 Mg,M, + {L},0 // Relevant clauses Output:  An interpolant itp s.t.
3 for i=nto 0do ®y = itp and

4 match ¢ with (type,idx,cls) itp APy = L

5 if cls € Mjgx then 1 Ss, Sy :=SAT_SOLVER()

6 continue 2 itp:=T

7 if type = delthen 3 for i =0to ndo

8  Sigx .Revivécls) 4 begin

9 continue 5 switch ¢ do
10 (‘'.appendc) 6  case (asserteds,cls) do

11 if type = rup then 7 sup(cls) «+ T

12 Sigx -CHK_RUP (cCls, Mgy ) 8 case (cp(m), s, cls) do

13 else if type = cp(src) then 9 sup(cls) «+ cls

14  Sig -Deletecls) 10  case (rup,s,cls) do

15 Mg .add(cls) 11 M:=0

16 ( !_reverse() 12 SS.CHK,RUP(Cls, M )

17 function solver::cHK_RUP(cls,M ): 13 sup(cls) < {sup(c) |[ce M }
18 if 1sOnTrailcls) then 14 case (cp(s),m,cls) do

19 UndoTrail(cls) 15 itp < itp A (sup(cls) = cls)
20 Deletgcls) 16 S idx -add(cls)

21 SaveTrai()

22 Enqueué-cls)

23 r < Propagat€)

24 ConBictAnalysi&, M )

/* Updates M with conflict clauses  */
25 RestoreTrai()

Trimming modular DRUP proofs. A step in a modular DRUP proof 7 is core if removing
it invalidates 7. Under this definition, del steps are never core since removing them
does not affect validation. Alg. 15 shows an algorithm to trim modular DRUP proofs
based on backward validation. The input are two modular solvers Sy, and Ss in a final
conflicting state, and a valid modular DRUP proof m = ¢4,...,¢,. The output is a
trimmed proof 7’ s.t. all steps of #’ are core.

We assume that the reader is familiar with MiniSAT [34] and use the following solver
methods: Propagate, exhaustively applies unit propagation (UP) rule by resolving
all unit clauses; ConflictAnalysis analyzes the most recent conflict and marks which
clauses are involved in the conflict; IsOnTrail checks whether a clause is an antecedent
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of a literal on the trail; Enqueue enqueues one or more literals on the trail; IsDeleted,
Delete, Revive check whether a clause is deleted, delete a clause, and add a previously
deleted clause, respectively; SaveTrail, RestoreTrail save and restore the state of the
trail.

Alg. 15 processes the steps of the proof backwards, rolling back the states of the
solvers. Mg marks which clauses were relevant to derive clauses in the current suffix
of the proof. While the proof is constructed through inter-modular reasoning, the
trimming algorithm processes each of the steps in the proof completely locally. During
the backward construction of the trimmed proof, steps that include unmarked clauses
are ignored (and, in particular, not added to the proof). For each (relevant) rup
step, function CHK_RUP, using ConflictAnalysis, adds clauses to M. del steps are never
added to the trimmed proof, but the clause is revived from the solver. For cp steps, if
the clause was marked, it is marked as used for the solver it was copied from and the
step is added to the proof. Finally, asserted clauses that were marked are added to
the trimmed proof. Note that, as in [58], proofs may be trimmed in different ways,
depending on the strategy for ConflictAnalysis.

The following theorem states that trimming preserves validity of the proof:

Theorem 13 Let & and P, be two formulas such that s AN o, = L. If mis a
modular DRUP proof produced by solvers Ss and ®, for ®s A @, then a trimmed
proof @ by Alg. 15 is also a valid modular DRUP proof for ®s N\ . 0

Fig. 5.2 shows a trimmed proof after SPECSMS is executed on (1, 1) such that
Yo = ((s1 A lay) = s2)) A ((s1 A =lay) = s2) A ((s3 A lag) = s4) A ((s3 A —lag) = s4)
and 1/)1 = (_|51 = lbl) VAN (_|81 = ﬁlbl) VAN ((82 VAN lbg) = 83) VAN ((52 VAN ﬁlbg) = 53) VAN <S4 =
lbg) A (84 = _|lb3))

5.3.2 Interpolation

Given a modular DRUP proof 7 of unsatisfiability of &5 A ®,,, we give an algorithm
to compute an interpolant of &5 A ®,. For simplicity of the presentation, we assume
that 7 has no deletion steps; this is the case in trimmed proofs, but we can also adapt
the interpolation algorithm to handle deletions by keeping track of active clauses.

Our interpolation algorithm relies only on the clauses copied between the modules.
Notice that whenever a clause is copied from module ¢ to module j, it is implied by all
the clauses in ®; together with all the clauses that have been copied from module j.
We refer to clauses copied from Sy, to Ss as backward clauses and clauses copied from
Ss to Sy, as forward clauses. The conjunction of forward clauses is unsatisfiable with
Sm. This is because, in the last step of m, L is added to Sy, either through rup or
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by c¢p L from S;. Since all the clauses in module m are implied by ®,, together with
forward clauses, this means that the conjunction of forward clauses is unsatisfiable
with ®,,. In addition, all forward clauses were learned in module s, with support from
backward clauses. This means that every forward clause is implied by ®¢ together with
the subset of the backward clauses used to derive it. Intuitively, we should therefore
be able to learn an interpolant with the structure: backward clauses imply forward
clauses.

Alg. 16 describes our interpolation algorithm. It traverses a modular DRUP proof
forward. For each clause cls learned in module s, the algorithm collects the set of
backward clauses used to learn cls. This is stored in the sup datastucture — a mapping
from clauses to sets of clauses. Finally, when a forward clause ¢ is copied, it adds
sup(c) = ¢ to the interpolant.

Example 14 We illustrate our algorithm using the modular DRUP proof from Fig. 5.2.
On the first cp step (cp(m),s, sa = s3), the algorithm assigns the sup for clause sy = s3
as itself (line 9). The first clause learnt in module s, (rup,s, s3 = s4), is derived from
just the clauses in module s and no backward clauses. Therefore, after RUP, our
algorithm sets sup(ss = s4) to T (line 13). The second clause learnt in module s,
S1 = 84, is derived from module s with the support of the backward clause s, = s3.
Therefore, sup(s; = s4) = {s2 = s3}. When this clause is copied forward to module
1, the algorithm updates the interpolant to be (s2 = s3) = (51 = s4). n

Next, we formalize the correctness of the algorithm. Let Lp(m) = {cls | (cp(m),s, cls) €
7} be the set of clauses copied from module m to s and Lg(7) = {cls | (cp(s), m, cls) €
7} be clauses copied from module s to m. From the validity of modular DRUP proofs,
we have that:

Lemma 18 For any step ¢; = (cp(s), m, cls) € w, (Lp(7') A ®5) = cls and for any
step ¢; = (cp(m),s, cls) € w1, (Lp(m) A @) = cls. o

For any clause cls copied from one module to the other, we use the shorthand
f(cls) to refer to the position of the copy command in the proof w. That is, #(cls) is
the smallest k such that ¢, = (cp(i), J, cls) € m. The following is an invariant in a
valid modular DRUP proof:

Lemma 19

Vels € Lp(m) - (B A (Lp(a @) = L)) o

These properties ensure that adding Lp(7*®)) = cls for every forward clause cls
results in an interpolant. Alg. 16 adds (sup(cls) = cls) as an optimization. Correctness
is preserved since sup(cls) is a subset of Lp(m*®®)) that together with ®, suffices to
derive cls (formally, sup(cls) A @ Fyp cls).
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Theorem 14 Given a modular DRUP proof © for ®; A &, itp = {sup(c) = c|c €
Lp(m)} is an interpolant for (O, $p,). 0

PRrROOF Since all copy steps are over interface variables, the interpolant is also over
interface variables. By Lem. 18 (and the soundness of sup optimization), ®5 = itp.
Next, we prove that (&, A itp) = L. From Lem. 19, we have that for all ¢ € Lg(7),
(®m A Lp(7%))) = sup(c). Therefore, (O, A Lr(749) A (sup(c) = ¢)) = ¢ n

It is much simpler to extract interpolants from modular DRUP proofs then from
arbitrary DRUP proofs. This is not surprising since the interpolants capture exactly
the information that is exchanged between solvers. The interpolants are not in CNF,
but can be converted to CNF after extraction.

5.4 Heuristics for guiding specSMS

Theoretically, speculation makes SPECSMS more powerful than SMS and
IC3/PDR. However, in practice, deciding when to enter speculation has a major
impact on the performance of SPECSMS. If the speculation is too greedy, SPECSMS
performs poorly on examples where the main module is easy to solve. Similarly, if the
speculation is too lazy, SPECSMS performs poorly on problems in which any solution
to the secondary module makes the main module easy to solve. We illustrate this
trade-off using an example.

Example 15 Consider a modular query: (vin (¢, x, in), ysga-1(in, x, out)), where x is
an 512-bit vector, £ is a 160-bit vector, chks; are 512-bit vector, and the remaining
variables are the same as in i, and tspga.1, and

“Yin é SHA'lcirc(-ra g) A
(¢ = chkso N in = msgy) V (£ = chksy A in = msgy) V
(0 = chksy A\ in = msgy) V (£ = chkss A in = msgs))
VoAl = (v =1V = 4) A SHA-1¢ic (in, out) A out = shaVal
This is an example where bi-directional search is necessary to efficiently solve the query.
If deciding only on ysga.1, we encounter the hard problem of inverting SHA-1j , if
deciding in 7, , we encounter the same problem, since an assignment for x needs
to be found, based on the four values for . Therefore, neither immediate nor late

speculation makes SPECSMS efficient on the problem. The ideal strategy here is to
speculate after an assignment to x, to simplify ~iy, . =
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time (s) — sat time (s) — unsat

# rounds SMS SPECSMS # rounds SMS SPECSMS
16 0.86 0.94 16 1.09 0.93
21 - 0.49 21 — 1.17
26 - 2.93 26 - 1.95
31 - 1.33 31 - 2.06
36 - 1.35 36 — 2.13
40 - 1.56 40 — 2.64

Table 5.1: Solving time with a timeout of 600s.
Ideally, we would like to speculate when the current modular query is too hard

for the solver. As a proxy for hardness, we measure the number of conflicts the SAT
solver hits. We first speculate when the main solver hits a predetermined number of
conflicts. We then exponentially widen the number of conflicts between speculations.
Exiting from speculation is just as important as entering speculation: the secondary
solver might also get stuck in solving its module. Therefore, we use the same heuristic
in the secondary solver to exit speculation.

While this is a simple heuristic, we found it to be useful in our benchmarks. The
best strategy for speculation is problem-dependent. We leave development of a robust
heuristic for future work.

5.5 Implementation and Validation

We implemented SPECSMS (and SMS) inside the extensible SAT-solver of Z3 [35].
For SMS, we simply disable speculation.

We have validated SPECSMS on a set of handcrafted benchmarks, based on Ex. 11.
Each benchmark is of the form (v, (¢, in), ¥sua.1(in, out)), where ¢ is a 2-bit vector,
in is a 512-bit vector (shared), out is 160-bit vector. 1, encodes that there are four
possible messages:

Vin = (L =0Ain = msgy) V(£ =1A1in = msg,)V
(0 =2Nin=msgy) V (. =3 Ain = msgs)
and Yspa_1(in, out) encodes the SHA-1 circuit together with some hash:
Ysia1 = (SHA-1,..(in) A out = shaVal)

3https://github.com/hgvk94/z3/tree/psms.
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In the first set of experiments, we check sat queries by generating one msg, in ¥i,
that produces shaVal. In the second set, we check unsat queries, by ensuring that no
msg,; produces shaVal. To evaluate performance, we make 1gya.1 harder to solve by
increasing the number of rounds of SHA-1 circuit encoded in the SHA-1,;,. clauses.
We used SAT-encoding [37]* to generate the SHA-1,,, with the different number of
rounds (SAT-encoding supports 16 to 40 rounds).

We use the heuristic described in Sec. 5.4 to decide when to enter and exit
speculation. Thus, SPECSMS switches modules when it hits too many conflicts in the
module. In contrast, SMS only switches to the secondary solver after finding a full
satisfying assignment in the main solver.

Results for each set of the queries are shown in Tab. 5.1. Column “# rounds” shows
the number of SHA-1 rounds encoded in ¥sya.1. The problems quickly become too
hard for SMS. At the same time, SPECSMS solves all the queries quickly. Furthermore,
the run-time of SPECSMS appears to grow linearly with the number of rounds.

The experiments validate our claim that switching between modules is quite
effective in solving the problem. As expected, SMS gets stuck in inverting the SHA-1
function. It cannot make progress without using information from the secondary
module. In contrast, SPECSMS switches to the secondary module once it finds that
solving SHA-1.,.(in) is hard. Note that, in this problem, the ideal strategy is to
speculate eagerly and then branch on all the ¢ variables. However, SPECSMS spend
some time solving SHA-1.;..(in). It only switches to the secondary module when it
hits many conflicts in SHA-1.;,..(in).

5.6 Conclusion and Future Work

Modular SAT-solving is crucial for efficient SAT-based unbounded Model Checking.
Existing techniques, embedded in IC3/PDR and extended in SMS [9], trade the
efficiency of the solver for the simplicity of conflict resolution. We propose a new
modular SAT-solver, called SPECSMS, that extends SMS with truly bi-directional
reasoning. We show that it is provably better than SMS (and, therefore, IC3/PDR).
We implement SPECSMS in Z3, extend it with DRUP-style [59] proofs, and proof-
based interpolation. This work is an avenue to future efficient SAT- and SMT-based
Model Checking algorithms.

We rely on a simple heuristic to guide SPECSMS when to start speculation and
exit speculation. This is sufficient to show the power of bi-directional reasoning over
uni-directional reasoning on our benchmarks. However, other application domains
might need more complicated heuristics to make this decision. In the future, we plan

4Available at https://github.com/saeednj/SAT-encoding.
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to explore guiding speculation using similar strategy used for guiding restarts in a
modern CDCL SAT-solver [11].

A much earlier version of speculation, called weak abstraction, is implemented in
SPACER. Since SPACER extends IC3/PDR to SMT, the choice of speculation is based
on theory reasoning. Speculation starts when the main solver is satisfied modulo some
theories (e.g., Linear Real Arithmetic or Weak Theory of Arrays). Speculation often
prevents SPACER from being stuck in any one SMT query. However, SPACER has no
inter-modular propagation and no refinement. If validation fails, speculation is simply
disabled and the query is tried again without it. We hope that extending SPECSMS
to theories will make SPACER heuristics much more flexible and effective.

DPLL(T)-style [11] SMT-solvers can be seen as modular SAT-solvers where the
main module is a SAT solver and the secondary solver is a theory solver (often EUF-
solver that is connected to other theory solvers such as a LIA solver). This observation
is credited as an intuition for SMS [9]. In modern SMT-solvers, all decisions are made
by the SAT-solver. For example, if a LIA solver wants to split on a bound of a variable
z, it first adds a clause (z < (b— 1) V& > b), where b is the desired bound, to the
SAT-solver and then lets the SAT-solver branch on the clause. SPECSMS extends
this interaction by allowing the secondary solver (i.e., the theory solver) to branch
without going back to the main solver. Control is returned to the main solver only if
such decisions tangle local decisions of the two solvers. We hope that the core ideas of
SPECSMS can be lifted to SMT and allow more flexibility in the interaction between
the DPLL-core and theory solvers. Similar interactions between a core SAT solver
and a secondary external solver can also be found in programmatic SAT solvers [12].
Here, the user encodes domain knowledge as inference rules (a program) to guide a
SAT solver during its search. These programs detect whether the partial assignment
of the SAT solver is in conflict and generates a conflict clause to be added to the
SAT solver. SPECSMS architecture allows programmatic SAT solvers to use richer
programs that maintain state and make decisions. It is interesting to see how beneficial
such programs are to programmatic SAT solvers.
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Chapter 6

Conclusions

This thesis presented a series of algorithmic improvements to the state of the art in
CHC solving. We first looked at the problem of generalizing lemmas to construct
a solution. To overcome the limitations of local generalization inside CHC solvers,
we proposed global guidance and showed that it works well on a wide variety of
benchmarks and under different local generalization. To broaden the applicability of
CHC solvers, we looked at CHC solving modulo the theory of algebraic datatypes
and recursive functions. We used a combination of abstraction-refinement steps and
CHC encoding of recursive functions, to overcome undecidability of the underlying
theory. To improve the efficiency of CHC solving, we study two key subproblems that
arise during the solving process: approximations of quantifier elimination and modular
solving. We implement better solutions to these problems. Ideas from this thesis have
been implemented on top of the SPACER CHC solver inside the Z3 SMT solver. Some
of them have been integrated to the main branch of Z3 and are being used in various
model checking applications.

This thesis opens doors to many future research directions. We discuss two
possibilities here. In the era of Machine Learning and generative AI (ML), an obvious
question is how to use ML algorithms for global guidance. ML algorithms have proven
to be very good at identifying patterns in large datasets. Recent work [74] has used ML
to identify patterns in lemmas and guide inductive generalization inside SPACER. It is
very interesting to see if ML models can learn new global guidance rules. A particularly
interesting direction is coming up with global guidance rules to do symmetry breaking
in distributed system verification.

Another interesting direction is building an eztendable CHC solver. Two key
ingredients of our extension to the theory of ADTs and RDFs were: (1) abstracting
complicated theory operations using EUF and (2) having an abstraction-refinement
loop inside the modular model checking core of the algorithm. Lifting these ideas to
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be applicable to other theories as well, gives us a new kind of extendable CHC solver.
We envision a CHC solver that abstracts all theory operators using UF and works
over the core theory of EUF. Such a solver only applies theory axioms on demand
during refinement. The solver is applicable to all theories and makes progress even
when the background theory is undecidable (because of the UF abstraction). The
Speculative SMS algorithm in Chp. 5 takes a first step towards such a solver. Lifting
the algorithm from a boolean modular SAT solving algorithm to an infinite state
model checking algorithm is an obvious necessary next step. Another challenge to be
solved is building a CHC solver for the theory of EUF. The main hurdle there is the
absence of qelim for EUF. Fortunately, the most precise over-approximation of gelim,
called cover, is a good enough replacement of gelim for model checking algorithms [52].
Our QEL algorithm (Chp. 4) is a starting point to implement cover algorithms and its
model based under-approximations. Furthermore, we can build off the egraph based
combination of MBP algorithms to combine under-approximations of cover for various
theories.
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